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Chapter 1
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Michael Yastrebenetsky, State Scientific and Technical Centre for Nuclear and Radiation Safety, 
 Ukraine
Yuri Rozen, State Scientific and Technical Centre for Nuclear and Radiation Safety, Ukraine

This chapter contains definitions of the main terms in this book—Instrumentation and Control (I&C) 
system, individual and overall I&C system, central part of the I&C system and peripheral equipment, 
Software-Hardware Complex (SHC), Commercial Of The Shelf (COTS) products, and equipment family 
(platforms). Differences between the SHC and I&C system are explained. General information about I&C 
systems, based on the use of up-to-date digital methods and facilities of obtaining, transferring, process-
ing, and displaying of data, is provided. The main peculiarities of such systems, which are described in 
more detail in further chapters of this book and illustrated by the given examples of implementation of 
specific systems, are considered.

Chapter 2
International Standard Bases and Safety Classification  ....................................................................... 31

Michael Yastrebenetsky, State Scientific and Technical Centre for Nuclear and Radiation Safety, 
 Ukraine
Grygoriy Gromov, State Scientific and Technical Centre for Nuclear and Radiation Safety, Ukraine

The main standard bases for NPP I&C systems are documents of the International Atomic Energy Agency 
(IAEA) and International Electrotechnical Commission (IEC). Standards are interconnected through the 
following: IAEA develops general safety principles for NPP I&C systems, and IEC develops technical 
requirements that use and specify safety principles. Structures of the bases are considered. Classifica-
tions of I&C systems and their components are given on the basis of their safety impact. According 
to the IAEA classification, all systems are divided into safety important and non-safety important. Ac-
cording to IEC, functions to be performed by I&C systems shall be assigned to categories according 
to their importance to safety. The importance to safety of a function shall be identified by means of the 
consequences in the event of its failure, when it is required to be performed, and by the consequences 
in the event of a spurious actuation. All functions are divided into categories A, B, C.



Chapter 3
Properties of Safety Important I&C Systems and their Components  .................................................. 61

Yuri Rozen, State Scientific and Technical Centre for Nuclear and Radiation Safety, Ukraine

Operation reliability of NPP I&C and its components is considered in this chapter. Besides quantita-
tive measures, qualitative features that provide required functional reliability such as protection against 
Common Cause Failures (CCF), single-failure criterion, redundancy, diversity, prevention of personnel 
errors, and technical diagnostics, are discussed. A group of features of NPP I&C and its components, 
united by “performance resistance,” is also considered. In particular, they are resistance to environment 
influences, mechanical influences (including earthquake impacts), insensitivity changes of power supply, 
and electromagnetic disturbances. Operation quality issues are considered. By quality (in a broad sense), 
the authors mean the accuracy, response rate characteristics, and features of human-machine interfaces. 
Features that provide NPP I&C independence from malfunction or removal from operation of system 
components (including redundant ones) or from adjacent NPP I&C, and the decrease of possible impact 
of components on other adjacent systems (electromagnetic emission, fire safety) are described as well.

Chapter 4
Field Programmable Gate Array Technology for NPP I&Cs  ............................................................. 116

Vladimir Sklyar, Research and Production Corporation Radiy, Ukraine
Anton Andrashov, Research and Production Corporation Radiy, Ukraine
Eugene Babeshko, National Aerospace University named after N.E. Zhukovsky KhAI, Ukraine
Andriy Kovalenko, Centre for Safety Infrastructure-Oriented Research and Analysis, Ukraine

FPGA is a convenient technology that is being applied intensively to build I&CS for critical industries 
like NPPs. Practical experience confirms that in some cases application of the FPGA technology is much 
more reasonable than application of other technologies like microprocessors, etc. Experience of RPC 
Radiy in FPGA-based I&C development is provided in this chapter, as well as general information on 
FPGAs. Dependability of NPP I&CS is an important but challenging task. There are several techniques 
that can be applied for safety and dependability assessments, but all of them have limitations and cannot 
be easily applied in most cases. Sometimes combined usage of different methods is the most appropriate 
solution. Techniques of dependability assessment and achievement developed and used by RPC Radiy, 
as well as elements of the assessment methodology are briefly described.

Chapter 5
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Vyacheslav Kharchenko, National Aerospace University named after N.E. Zhukovsky KhAI, Ukraine 
 & Centre for Safety Infrastructure-Oriented Research and Analysis, Ukraine
Vladimir Sklyar, Research and Production Corporation Radiy, Ukraine
Andriy Volkoviy, Samsung Electronics Ukraine Company LLC, R&D Center, Ukraine

Features of software as a component of Instrumentation and Control (I&C) systems are analyzed. At-
tention is paid to the importance of functions performed by software and hazards of such software. 
Requirements for characteristics of software as a component of I&C systems are analyzed. Different 
regulatory documents are considered in order to disclose common approaches to the use of dedicated 
software and off-the-shelf software components. Classification of software, as well as classification of 
requirements, is described. Criteria of selection and structuring of requirements, as well as criteria for 
software verification, are defined. As long as the characteristics of software components directly depend 
on the quality of the processes of software development and verification, requirements for software life 
cycle processes are considered. The second part of this chapter is dedicated to evaluation of software for 
nuclear power plant I&C system. Criteria and principles of evaluation are observed. Evaluation of the 
characteristic of software as a product and software development and verification processes are considered.
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To protect safety-critical systems from common-cause failures that can lead to potentially dangerous 
outcomes, special methods are applied, including multi-version technologies operating at different levels 
of diversity. A model representing different diversity types during the development of safety-critical 
systems is suggested. The model addresses diversity types that are the most expedient in providing 
required safety. The diversity of complex electronic components (FPGA, etc.), printed circuit boards, 
manufacturers, specification languages, design, and program languages, etc. are considered. The chal-
lenges addressed are related to factors of scale and dependencies among diversity types, since not all 
combinations of used diversity are feasible. Taking these dependencies into consideration, the model 
simplifies the choice of diversity options. This chapter presents a cost effective approach to selection of 
the most diverse NPP Reactor Trip System (RTS) under uncertainty. The selection of a pair of primary 
and secondary RTS is named a diversity strategy. All possible strategies are evaluated on an ordinal scale 
with linguistic values provided by experts. These values express the expert’s degree of confidence that 
evaluated variants of secondary RTS are different from primary. All diversity strategies are evaluated 
on a set of linguistic diversity criteria, which are included into a corresponding diversity attribute. The 
generic fuzzy diversity score is an aggregation of the linguistic values provided by the experts to obtain 
a collective assessment of the secondary RTS’s similarity (difference) with a primary one. This rational 
diversity strategy is found during the exploitation stage, taking into consideration the fuzzy diversity 
score and cost.

Chapter 7
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One of the most challenging modern problems—security assessment and assurance for safety important 
I&C systems—is discussed. Interrelations and hierarchical structure of I&C systems attributes, includ-
ing safety and security, are considered. Review of existing regulatory documents that covers various 
development and operation aspects of safety important I&C systems is presented. Such a review also 
addresses issues related to requirements for safety important I&C systems, including security require-
ments, depending on their underlying technology, as well as reveals the impact of the main features, 
including used technologies and development approaches. Main challenging problems and requirements 
in the area of security assurance for complex safety important I&C systems are outlined. A possible 
way to analyze the security vulnerabilities of safety important I&C system is considered; it is based 
on process-product approach, and it requires performance of assessments for products (components of 
I&C system at different life cycle stages) and all the processes within the product life cycle. A possible 
approach to assessment and assurance of safety important I&C systems security is discussed. Such an 
approach takes into account possible vulnerabilities of Field Programmable Gate Arrays (FPGA) tech-
nology and appropriate points of their insertion into the life cycle. An analysis of existing techniques 
for assurance of safety important I&C systems security is performed.
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Chapter 8 considers design principles of Overall Instrumentation and Control (OI&C) systems imple-
mented at Ukrainian NPPs. The first section provides brief information on controlled objects—power 
units with reactors WWER, which are operated at Ukrainian NPPs. The main principles and features for 
modernization of OI&C systems and their components in NPPs in Ukraine that were generated in 2000-
2011 are further provided. The third section is dedicated to the architecture of OI&C systems that control 
technological processes on these power units. After that, the central part of this architecture, a group of 
the most closely connected individual Instrumentation and Control (further, I&C) systems, for which 
the general term “reactor control and protection system” is used in Ukraine and Russia, is considered in 
detail. The purpose, composition, and structure of a modernized reactor control and protection system 
that are implemented at Ukrainian NPPs with WWER reactors are provided.

Chapter 9
Emergency and Preventive Reactor Protection Systems  ................................................................... 299

Yuri Rozen, State Scientific and Technical Centre for Nuclear and Radiation Safety, Ukraine
Svetlana Vinogradska, State Scientific and Technical Centre for Nuclear and Radiation Safety, 
 Ukraine
Alexander Siora, Research and Production Corporation Radiy, Ukraine

In Chapter 9, Emergency and Preventive Reactor Protection (E&PRP) systems implemented at the 
Ukrainian NPPs during 2003-2013 are considered. The core of E&PRP systems is formed by software-
hardware complexes (SHC E&PRP) developed on the base of the Research and Production Corporation 
“Radiy” equipment family. The first part describes the main purposes of E&PRP: forced power reduction 
or immediate reactor shutdown to prevent an emergency from developing into an accident. The second 
part describes the basic functions determined by the system purposes, along with additional functions 
performed by SHC E&PRP. The third part is devoted to describe SHC E&PRP technical characteristics, 
which implement the specified functions. The forth part deals with information about the composition 
and structure of SHC E&PRP, as well as about connections of SHC E&PRP with adjacent I & C systems 
are shown. In the fifth part, aspects of functional safety assurance during development, production, and 
acceptance of SHC E&PRP are considered.

Chapter 10
Rod Group and Individual Control System  ....................................................................................... 320

Yuri Rozen, State Scientific and Technical Centre for Nuclear and Radiation Safety, Ukraine
Alexander Siora, Research and Production Corporation Radiy, Ukraine

Chapter 10 considers the Rod Group and Individual Control (RG&IC) system, which is one of the in-
dividual I&C systems and a part of the reactor control and protection system. RG&IC is an actuation 
system, which performs functions initiated by emergency and preventive reactor protection, reactor 
power control, unloading, limitation and accelerated preventive protection, and remote control rod 
position commands sent by the power unit personnel. The central part of RG&IC system consists of 
software-hardware complex SHC RG&IC-R based on the equipment family of the Research and Pro-
duction Corporation “Radiy” (RADIY PLATFORM – see Chapter 1). The RG&IC system combines 
functions that belong to A and B categories according to safety impact (IEC, 2009), relates to safety 



class 2(A) and complies with the fundamental safety principles (IAEA, 1999), requirements that are set 
forth in international standards (IAEA, 2002, 2012; IEC, 2011), and Ukrainian nuclear safety rules and 
regulations (NP, 2000, 2008a, 2008b).

Chapter 11
Safety Parameters Display Systems  ................................................................................................... 352

Vladislav Goldrin, State Scientific and Technical Centre for Nuclear and Radiation Safety, Ukraine

The chapter contains a description of Safety Parameters Display Systems (SPDS) implemented at NPP 
units WWER-1000 of Ukraine. These systems were designed by Westinghouse Electric Corporation 
(USA). LLC “Westron” (Ukraine) took development and implementation of these systems. These sys-
tems were provided at 11 NPP units in the framework of the International Nuclear Safety Program with 
the support of DOE (USA). The general purpose of SPDS is to provide support for operators, when 
abnormality of NPP unit operational conditions must be determined rapidly. The chapter considers the 
purpose and the functions of these systems, specific features of the displaying information about the state 
of the functions, which are critical for NPP unit safety, and the structure of systems. Implementation of 
SPDS project at 11 units of Ukrainian NPPs is a good example of USA and Ukraine collaboration in the 
nuclear area. Organization of this large-scale modernization is described.

Chapter 12
Organization and Information Support of Expert Reviews of I&C Systems Modernization at NPP of 
Ukraine  ............................................................................................................................................... 369

Alexander Klevtsov, State Scientific and Technical Centre for Nuclear and Radiation Safety, Ukraine
Vladislav Inyushev, State Scientific and Technical Centre for Nuclear and Radiation Safety, Ukraine

Safety assessment of Instrumentation and Control systems (I&C systems) of NPP is performed during 
expert reviews of nuclear and radiation safety in the framework of the licensing process at all life cycle 
stages of I&C systems. Life cycle stages of NPP I&C systems, which are determined by current guides, 
rules, and standards of Ukraine, are considered in the chapter. A short overview of the main principles 
of safety regulation of nuclear facilities, licensing, and expert review of nuclear and radiation safety is 
presented. Specific safety assessments of NPP I&C systems at different life cycle stages are analyzed 
(in particular, a list of documents proving NPP I&C safety that should be submitted for expert review at 
each stage is given). Such assessment is a labor-intensive process that requires processing considerable 
amounts of a variety of information. Hence, it is reasonable to provide experts with information support 
for assessing the safety of NPP I&C systems. The chapter gives suggestions and examples of practical 
implementation of the automated system for support of expert activities and considers the knowledge 
base for I&C systems.

Chapter 13
NPP: Power Grid Mutual Safety Assessment ..................................................................................... 397

Eugene Brezhnev, Centre for Safety Infrastructure-Oriented Research and Analysis, Ukraine
Vyacheslav Kharchenko, National Aerospace University named after N.E. Zhukovsky KhAI, Ukraine 
 & Centre for Safety Infrastructure-Oriented Research and Analysis, Ukraine

The problem of the safe interaction between a Nuclear Power Plant (NPP) and a Power Grid (PG), con-
sidering the Fukushima nuclear accident, is becoming topical. There are a lot different types of influences 
between NPPs and PG, which stipulate NPPs’ safety levels. To evaluate the influences, two metrics are 
proposed: linguistic and numerical. The approach to the NPP-PG safety assessment is based on the ap-
plication of Bayesian Belief Network (BBN), where nodes represent different PG systems and links are 



stipulated by different types of influences (physical, informational, geographic, etc). It is suggested to 
evaluate criticality of the PG system considering the change of criticalities of all connected systems. The 
total criticality of each node in BBN is assessed considering particular criticalities caused by different 
types of influence. The complex nature of NPP and PG mutual interaction calls for the need for integra-
tion of different methods that use input data of different qualimetric nature (deterministic, stochastic, 
linguistic). Application of one specified group of risk methods might lead to loss and/or disregard of a 
part of safety-related information. BBN and Fuzzy Logic (FL) represent a basis for development of the 
hybrid approach to capture all information required for safety assessment of NPP – PG under uncertain-
ties. Integration of FL-based methods and BBNs allows decreasing the amount of input information 
(measurements) required for safety assessment, when these methods are used independently outside 
from the proposed integration framework. An illustrative example for the NPP reactor safety assessment 
is considered in this chapter.

Compilation of References.................................................................................................................432

About the Contributors......................................................................................................................445

Index ................................................................................................................................................... 449



xv

Preface

It is difficult to overestimate the importance of safety problems at Nuclear Power Plants (NPP) for all 
countries in which they operate. This issue is extremely important in the context of energy safety and 
of the safety of mankind as a whole. Unfortunately, the accident at Fukushima-1 NPP (2011), which 
extended the list of major nuclear power plant accidents including Three Mile Island (1979) and Cher-
nobyl NPP (1986), confirmed this conclusion.

Instrumentation and Control (I&C) systems, which create conditions to prevent incidents in NPP 
operation and mitigate the accident consequences, play a big role in NPP safety assurance.

In past decades, the main technological process of electric power production at operating NPPs has 
not undergone significant changes. However, in recent years, significant changes have been made in 
the design of I&C systems. At first, the digital technology in NPPs was widely applied for performing 
information functions in contrast to control functions. However, after the accumulation of essential 
experience in the design of computer control systems for critical safety objects and in justification that 
such systems meet safety requirements, intensive implementation of computer systems for control and 
protection of nuclear reactors has begun.

In the recent years, the development of modern information technologies and achievements in the 
field of electronics have allowed for the improvement of functional capabilities and I&C systems reli-
ability. These facts have led to obsolescence of previously installed I&C systems at operating NPPs, 
which, along with physical aging of equipment, necessitated the modernization of a considerable number 
of I&C systems.

Significant toughening of requirements for NPP safety has led to the modification of international 
and national standard bases related to NPPs as a whole. This fact, together with the use of modern in-
formation and electronic technologies (such as Field Program Gate Array – FPGA), has also caused the 
necessity to revise international standards for I&C systems, determined, first of all, by documents of 
the International Atomic Energy Agency (IAEA) and International Electrotechnical Commission (IEC).

For example, IAEA standards related to NPP I&C systems were issued in 1980 (IAEA, 1980) and 
1984 (IAEA, 1984), updated in 2002 (IAEA, 2002) and again in 2011-2013 (IAEA, 2013).

According to international and national regulatory documents, all NPP I&C systems (as well as other 
systems) are classified depending on their safety impacts. Methodology of their differentiation is distinct 
in different countries, but the concept of system differentiation by safety impacts is conventional.

This book focuses on NPP I&C systems relevant to safety and named “safety important systems” 
according to the IAEA classification and classification of a range of countries. The examples of such 
systems are the reactor trip system, refueling machine control system, reactor power regulation and 
limitation system, etc. Safety important systems play a crucial role in the control and monitoring of NPP 
operation; they also detect conditions in which power unit operation becomes unsafe and, if necessary, 
shut the reactor down.
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Safety important NPP I&C systems have a set of different peculiarities: the necessity of ensuring high 
operating reliability and of meeting a set of requirements essential in the safety context. For all NPP safety 
important systems, including I&C systems, the presence of a national regulatory body—government 
organization, independent from NPP, designers, and manufactures of I&C systems and equipment—is 
very important. The names of these organizations are different in various countries (e.g. U.S. Nuclear 
Regulatory Commission in the USA, State Nuclear Regulatory Inspectorate in Ukraine). According of 
the Convention on Nuclear Safety (IAEA, 1994), which is approved by all countries operating NPPs, 
the main tasks of the regulatory body are to establish:

Applicable national safety requirements and regulations (including requirements on I&C systems).

• A system of licensing with regard to nuclear installations and the prohibition of the operation of a 
nuclear installation without a license (including licensing related to installation of I&C systems).

• A system of regulatory inspection and assessment of nuclear installations to ascertain compliance 
with applicable regulations and the terms of licenses (including inspection and assessment of 
operating NPP I&C systems).

High functional reliability is required not only for NPP I&C systems but for I&C systems in many 
other applications, where the safety problem is an essential one. Examples are I&C systems for chemi-
cal and petrochemical industries, for many types of transport such as air transport, sea transport, rail 
transport (especially high-speed transport), and for some types of medical equipment, etc.

In recent years, such systems have been called critical safety systems or safety-related systems. Let 
us mention that concepts of safety assurance of critical I&C systems in different branches of activities 
have considerably fewer differences than concepts of equipment safety controlled by these systems. For 
example, the comparison of safety concepts for the NPP unit control system and for a dangerous weapon, 
such as a missile career with nuclear warheads, displayed the considerable community of such concepts 
with all the variety of controlled objects (Aizenberg, 2002).

Safety is a predominant attribute of NPP I&C. Other attributes such as reliability, maintainability, avail-
ability, and security are “slave” to safety. In a set of these attributes, it is necessary to mark out security 
and integrity as its most important component. Due to the fast evolution of methods and technologies 
of unauthorized information intrusions, the set of vulnerabilities of I&C, and their components, as well 
as attention to the development of regulatory requirements on NPP I&C security, methods, and means 
of its analysis and assurance, have increased significantly. This fact determines a necessity to consider 
answers for challenges in this field in the context of general problems of NPP I&C safety.

The book is written by authors from Ukraine: staff of the State Scientific and Technical Centre for 
Nuclear and Radiation Safety (SSTC NRS), a technical support organization of the Ukrainian Regulatory 
body; Research and Production Corporation Radiy, the biggest Ukrainian company developing, manu-
facturing and implementing NPP I&C; Scientific Technical Centre for Safety Infrastructure-Oriented 
Research and Analysis; and the “Computer Systems and Networks Department” of National Aerospace 
University, or KhAI. The book summarizes the experience of Ukrainian specialists. This experience is 
of interest due to the following reasons:

First, Ukraine has undergone a severe accident at the Chernobyl NPP. This had a significant impact on 
the evolution of nuclear power engineering in Ukraine, including the progress of NPP I&C. The lessons 
of this accident have significantly contributed to the solution of numerous issues connected with NPP 
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safety assurance in Ukraine: improvement of NPP operation culture, improvement of NPP equipment 
quality (including I&C systems, which are considered in the book), and application of more stringent 
safety requirements (including requirements on I&C). Qualitative changes were made in governmental 
safety regulation. Therefore, specialists who directly participated in the mitigation of this accident’s 
consequences came to operators, to the Ukrainian regulatory body, and to SSTC NRS. The experiences 
of these people were invaluable and were transferred from this generation to the next one.

Second, Ukraine is a pioneer in wide application of Field Programmable Gate Arrays (FPGA) in 
safety important NPP I&Cs. Nowadays, reactor protection systems, engineering safety feature actuation 
systems, and others were designed at the Research and Production Corporation Radiy and successfully 
operated in NPPs. These systems are applied not only in NPPs in Ukraine, but also in other countries. 
The main advantages of these systems are high reliability and safety, confirmed by 10 years of applica-
tion experience, relative simplicity and “clarity” in verification of control safety functions, equipment 
compactness, and short terms of I&C systems replacement during modernization.

Third, Ukraine has experience in complete modernization of nearly all NPP I&C systems by new 
modern computer systems, performed at all 15 power units within the past years.

ORGANIZATION OF THE BOOK

The book is organized into 13 chapters. A brief description of each chapter follows.
Chapter 1 contains definitions of the main terms in this book—Instrumentation and Control (I&C) 

system, individual and overall I&C system, Software-Hardware Complex (SHC), etc. Boundaries of I&C 
systems and their typical parts are described. General information about I&C systems, based on the use 
of up-to-date digital methods, is provided. The main peculiarities of such systems, which are described 
in more detail in further chapters of this book, are considered.

Chapter 2 describes the main standard bases for NPP I&C systems—documents of the International 
Atomic Energy Agency (IAEA) and International Electrotechnical Commission (IEC). Classifications of 
I&C systems and their components are given on the basis of their safety impact. All systems are divided 
into safety important and non-safety important. Thus, safety important systems can be safety systems and 
safety related systems. According to IEC, functions to be performed by I&C systems shall be assigned 
to categories according to their importance to safety. A comparison of different types of classification 
of I&C systems is shown.

Chapter 3 provides the main properties of safety important NPP I&C. These properties are divided 
into groups related to functional reliability (redundancy, single-failure criterion, protection against com-
mon cause failures, etc.), resistance (resistance to environmental impacts, mechanical impacts, seismic 
impacts, electromagnetic compatibility, change of power supply parameters), operation quality (accuracy, 
time characteristics, human-machine interface), and independence of functions performed.

Chapter 4 describes the element base of the new generation of NPP I&C, namely Field Programmable 
Gate Array (FPGA). The peculiarities of FPGA application to the design of safety critical systems is 
also discussed. FPGA chips are modern complex electronic components which are applied in NPP I&C 
during the last 10-12 years. The advantages and some risks caused by the application of FPGA technol-
ogy are analyzed. Safety assessment techniques of FPGA-based I&C systems and experience of their 
creation are described as well.
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Chapter 5 contains classification and description of requirements on safety important NPP I&C 
software (SW). SW peculiarities as an object of safety assessment are analyzed. The facts illustrating 
the increase of SW faults’ influence on reliability and safety as NPP I&C and computer-based systems 
for different critical applications are discussed. The criteria applied to assess SW are described. The 
methods and tools for evaluation of SW reliability and safety are analyzed.

Chapter 6 analyzes in detail the diversity as one of the main principles of NPP I&C safety assurance. 
The taxonomy of multi-version computing applied to I&C is formulated. Classification schemes and 
different types of diversity for SW- and FPGA-based I&C are analyzed. Methods and tools for support 
of assessment and safety assurance of multi-version I&C are described. The tasks related to the choosing 
of diversity types on development of multi-version I&C are formulated and solved, taking into account 
sets of cost and diversity metrics.

Chapter 7 is devoted to the description of the security problem applied to NPP I&C. Challenges in this 
field, taking into account element base including FPGA and SW components of NPP I&C, are discussed. 
Three groups of international and national standards containing the requirements on NPP I&C security 
assessment and assurance and on application of complex electronic components, particularly FPGA, 
in critical domains are analyzed to define a set of the requirements on FPGA-based NPP I&C security. 
The method of security assessment based on techniques in Gap and IMECA analysis is described. The 
ways of security improvement using different countermeasures are proposed.

Chapter 8 contains brief information on controlled object-units with WWER reactors operated in 
Ukraine, on the overall I&C system for these units, and on main principles and features of big-scale 
modernization of overall I&C system and their components, which were performed in Ukraine during 
2000-2012 years. Architecture and functions of overall system and the main individual systems included 
in overall system are described.

Chapters 9-10 give a description of individual systems with FPGA application for power units with 
WWER reactors: reactor protection systems (emergency and preventive protection) and reactor control 
rod systems. The core of these systems is formed by software-hardware complexes, developed on the 
basis of the equipment family of Research and Production Corporation Raidy. Every chapter contains 
the main purposes of systems, the basic functions determined by the systems purposes, technical charac-
teristics, composition and structure of software-hardware complexes, its components, connections with 
peripheral equipment and adjacent I&C-systems, and aspects of functional safety assurance.

Chapter 11 considers Safety Parameters Display Systems (SPDS), which were designed in the USA 
(Westinghouse Electric Corporation) and applied at 11 power units with WWER-1000 reactors on 
Ukrainian NPPs. Implementation of SPDS is a good example of collaboration between the USA and 
Ukraine. A lot of different problems were solved for the implementation: a large number of systems are 
being introduced; the lack of normative documents that are in effect in Ukraine, which contain require-
ments for SPDS; differences in safety classification and in general normative requirements for safety in 
Ukraine and in the USA.

Chapter 12 contains a description of the overall safety life cycle of I&C systems and components. 
The main principles of the NPP I&C safety assessment used in Ukraine are described. This assessment 
was fulfilled by the technical support organization in the frame of expert reviews of documents that 
substantiated the NPP I&C functional safety. The knowledge base on NPP I&C for the information sup-
port of the expert review process is described.

Chapter 13 is devoted to the analysis of interconnection and interaction of NPPs and power grid 
with a reliability and safety point of view. Operation disturbances in power grid consisting of different 
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systems including NPP, caused by natural disasters, failures, human factors, terrorism, and so on, are 
systemized. Approaches and techniques, which allow for evaluation of the mutual influences between 
NPP and power grid, understanding the dynamic risks caused by their interactions, are researched. The 
proposed infrastructure safety assessment techniques are considered an essential part of power grid 
risk management and decision-making system. They allow for the avoidance of disturbances or for the 
minimization of their consequences during the interaction of NPP and power grid.

The book is intended for specialists involved in:

• Development and manufacture of components for safety important I&C.
• Design and operation of safety important NPP I&C systems.
• Licensing of NPP I&C systems and their components.

The book may also be useful for specialists who participate in the development and operation of 
safety control I&C systems (e.g., in airspace, railway, chemical industry, etc.). Experience in safety 
important functions performed with FPGA may be of interest to specialists from different branches that 
use these elements.

The book may also be of interest to students and lecturers at universities in specialties related to 
computer and software engineering and its critical applications and to nuclear engineering.
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General Provisions

ABSTRACT

This chapter contains definitions of the main terms in this book—Instrumentation and Control (I&C) 
system, individual and overall I&C system, central part of the I&C system and peripheral equipment, 
Software-Hardware Complex (SHC), Commercial Of The Shelf (COTS) products, and equipment family 
(platforms). Differences between the SHC and I&C system are explained. General information about I&C 
systems, based on the use of up-to-date digital methods and facilities of obtaining, transferring, process-
ing, and displaying of data, is provided. The main peculiarities of such systems, which are described in 
more detail in further chapters of this book and illustrated by the given examples of implementation of 
specific systems, are considered.

INTRODUCTION

I&C systems play a significant role in assurance 
of safety and security of nuclear power plants 
(NPP). These systems perform automatic con-
trol of technological processes and equipment in 
operational modes; support operating personnel 
that monitor equipment condition and/or control 
processes; take part in performance of functions 
related to prevention of nuclear accidents, which 
could harm the population, personnel, environ-
ment and NPP itself; archive, display and record 
data required for analysis of causes, progression 
of accident and recovery of safe controlled mode 
at NPP. In this connection, the role of I&C sys-
tems is steadily increasing, while improvement 
of digital technology, new complex electronic 

components, including Field Programmable Gate 
Arrays (FPGA), distributed architecture of the 
I&C with local computer nets for exchange of 
information, use of optoelectronic channels of 
communications, etc.

The object of the chapter is to explain basic 
notions required for better understanding of further 
chapters of the book to readers.

BACKGROUND

Formation of a new scientific and technical trend is 
nearly always followed with discussions, occurred 
due to initial uncertainty of used terminology. 
I&C systems intended for nuclear power plants 
are not an exception. There are several glossaries 

Michael Yastrebenetsky
State Scientific and Technical Centre for Nuclear and Radiation Safety, Ukraine

Yuri Rozen
State Scientific and Technical Centre for Nuclear and Radiation Safety, Ukraine
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related to this trend, in particular: Rosenberg & 
Bobryakov, 2003; IAEA, 2007,a developed by 
International Atomic Energy Agency (IAEA); 
IEC, 2007, developed by the International Elec-
trotechnical Commission (IEC). In the book 
IAEA, 2011, prepared by an international group 
of specialists under the auspices of the IAEA, 
general concepts applicable to NPP I&C systems, 
and introductory description of I&C systems and 
their life cycle are considered. Moreover, in many 
international and national regulatory documents 
related to individual tasks of design and/or op-
eration of NPP I&C systems definitions of used 
terms are provided.

However, the terminology regulated in Ukrai-
nian regulations, rules and standards can be un-
known to readers of the book, so in the first chapter 
some terms, used in other chapters, are defined 
and supplied with annotations. In particular, the 
concept of “Instrumentation and control systems” 
that is traditionally used in Ukraine in narrower 
sense than in international standards and English 
literature, where this term, depending on context, 
can cover not only individual I&C systems, but 
also the overall set of such systems, controlling 
a certain object or, by contrast, only central part 
of individual I&C system and also equipment 
(hardware, integrated with software), developed 
and/or produced and supplied for implementation 
of the central part of individual I&C systems, is 
considered. For such equipment the authors use 
the term “Software-hardware complex” (SHC) 
that does not have an analogue in international 
standards, but is widely used by Ukrainian experts, 
and it is embodied in Ukrainian national standards 
(and some other countries) and in literature, for 
example, in Yastrebenetsky, 2004.

This fact necessitates detailed consideration 
of the concept, denoted by the term SHC, pe-
culiarities that distinguish it from the individual 
I&C system, and differences between SHCs as 
industrial production products, in the first chapter.

Software of modern distributed overall I&C 
systems significantly differs from the one that was 
used in centralized systems of previous generation: 
it is concentrated mainly in SHC and integrated 
with hardware directly at the plant that design, 
manufactures and and/or supplies Software-
hardware complex, but not at the facility (NPP), 
where the system will be operated. These and other 
differences important for understanding of further 
book content are also considered in the chapter.

From the beginning of creation and use of 
software-hardware complexes in Ukraine intended 
for individual I&C systems, a principle of as-
sembling (aggregation) such SHC from a limited 
set of parts (hardware, software), composing an 
aggregate equipment family, oriented at solving 
I&C tasks typical for a sufficiently wide range 
of objects in one or several branches of industry, 
was applied. As far as all I&C systems, described 
in the book, are designed on the basis of such 
equipment families (platforms), general informa-
tion about these platforms and also those similar 
equipment families, developed in other countries, 
are provided

In the chapter at the beginning of the book, 
the authors decided to describe their vision of 
development trends of I&C systems, which are 
implemented in practice in the modernization of 
current and designing of new systems for Ukrai-
nian NPPs.

Recent years are characterized by rapid 
development of electronics, digital computer 
technologies, information technologies, which 
are more widely used in the process of design of 
I&C systems. Advantages of these systems are 
the following:

• Increase of operating speed and storage 
capacity allowing on-line complex calcu-
lations in real time, required for implemen-
tation of control and security algorithms.
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• High reliability of component parts (elec-
tronic components and computer technol-
ogy), having a crucial influence on the 
reliability of devices and systems based 
on them, which can be applied for solving 
more responsible tasks related to safety 
assurance.

• A high degree of integration of applied 
electronic components, which allows a 
significant decrease in the number of com-
ponents and use simple connections be-
tween them, that also facilitate the increase 
of reliability while the requirements on 
functionality are complied with (or even 
amplified).

• Continuous decrease of the relative value 
of component parts allows significantly 
improvement of functional capabilities and 
characteristics of designed systems, with-
out exceeding the limits of accepted costs.

• One of the results is a possibility of wider 
use of redundancy, including structures 
with multiple redundancy, performing log-
ic conditions “two-out-of-three,” “two-out-
of-four,” etc., which were earlier used only 
in the most responsible cases.

• Simplicity of software modification deter-
mines the required flexibility of I&C sys-
tems, allowing adapt of one and the same 
hardware for solving different tasks of 
control and management by means of soft-
ware, development of functional capabili-
ties, change of system characteristics in the 
process of operation, etc.

• Adoption of high quality means of manual 
input and display of information (wide-
screen liquid-crystal monitors with high 
resolution, touch panels, keyboards, ma-
nipulators, etc.) and software developed 
for them allow implementing “friendly” 
human-machine interfaces, comparable by 
functionality and usability with those that 
have already become common for up-to-
date computers, in I&C systems.

• Use of local computer networks and rele-
vant network equipment for data exchange 
between devices included in individual 
I&C system and also between component 
parts of the overall I&C systems promotes 
significant saving of cable products, de-
creases labor expenditures of mounting, 
adjustment and maintenance, allows a high 
speed of transfer and required reliability 
of messages with their transfer over fiber-
optic lines, as well as required noise immu-
nity of transfer in the electromagnetic envi-
ronment typical for industrial facilities.

• Nearly unlimited possibilities of up-to-date 
computer technology for long-term storage 
of large scope of information are also topi-
cal for I&C systems, which in the process 
of operation allow performing continu-
ous archiving of current data that can be 
requested and used to determine cause of 
emergencies, analysis of the sequence of 
events, assessment of actions of mechani-
cal systems and personnel, accident man-
agement and restoration of the controlled 
condition, elaboration of measures for im-
provement of NPP safety.

• Use of built-in hardware and software, 
providing technical diagnostics, display 
and record of diagnostic messages, allows 
quickly detecting faults, automatically de-
fining their locations and planning required 
actions for recovery of operation. This is 
especially important for &C systems, that 
perform real time control, as a delay in the 
process of recovery may not only cause 
economic losses, but also affect NPP safety.

In the process of design of I&C systems for 
NPP specified capabilities of modern information 
technologies and available for use of element 
base allowed:
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• Use of more reliable and saving digital log-
ic circuits instead of logic circuits based on 
contact-relay elements.

• Use of more accurate digital calculations, 
implemented by universal software con-
trolled computer technology (microproces-
sors, single chip microcomputers, etc.), by 
complex programmable electronic compo-
nents instead of analog computing circuits.

• Replacing analog measuring and control 
devices by digital ones with improved al-
gorithms able to take consider specific 
characteristics of controlled technological 
equipment.

• Operating personnel to manage manually 
elements of technological equipment di-
rectly with keyboard workstations.

• Replacing analog recording and indicating 
devices on consoles and control boards, 
main and emergency control rooms by 
more reliable, accurate and ergonomic dig-
ital devices of data display and recording, 
including LCD monitors, panel computers, 
laser printers, etc.

• Implementing software-hardware periph-
eral equipment (sensors, actuators) with 
“microprocessor intellect,” in which spe-
cific functions (adjustment of measurement 
ranges, automatic diagnostics, calibrations, 
etc.) are performed under control of pro-
grams stored in their read-only memory.

• Equipping every I&C system with inbuilt 
means of technical diagnostics, which pro-
vide continuous automatic monitoring of 
system and their components state (includ-
ing software self-control) with a depth of 
fault search to one removable component 
part.

• Implementing distributed control of tech-
nological processes and NPP equipment, 
using local computer networks and fiber-
optic communication lines for message ex-

change between geographically distributed 
individual I&C systems and/or component 
parts of these systems.

INSTRUMENTATION AND 
CONTROL (I&C) SYSTEMS

All systems and equipment of nuclear power plants 
can be divided into two categories:

• Technological systems and equipment, 
providing transportation, storage, process-
ing of materials, generation and transfor-
mation of energy, protecting nuclear fuel, 
equipment, piping from damage and from 
spread of radioactive substances and ioniz-
ing radiation over the specified boundaries.

• Instrumentation and control (I&C) sys-
tems, implementing information technolo-
gies, related to obtaining of input signals 
from technological systems and equipment 
and teams of operating personnel, transfer, 
storage, processing of obtained informa-
tion and output of control impacts on tech-
nological systems and equipment at NPP.

In IEC, 2008, regulating functional safety in 
different technology branches (including nuclear 
power engineering), a general concept “electrical 
/electronic/programmable electronic system,” 
defined as “system for control, protection or 
monitoring based on one or more electrical/
electronic/programmable electronic (E / E / PE) 
devices, including all elements of the system 
such as power supplies, sensors and other input 
devices data highways and other communication 
paths, and actuators and other output devices,” is 
used. These systems have to interact with wide 
classes of equipment under control (equipment, 
machinery, apparatus or plant used for manufac-
turing, process, transportation, medical or other 
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activity). (See comments of the authors on the 
standard in the book Smith & Simpson, 2001. 
Among other books devoted to critical systems 
for control, protection or monitoring in different 
industry branches, Cluley, 1994 and Storey, 1996 
can be mentioned.

IEC, 2011, providing a detail description 
of general requirements on functional safety 
applicable to NPPs, instead of the term E / E / 
PE systems introduces a more common term in 
industrial automatics - I&C systems, defining 
them as “system, based on electrical and/or elec-
tronic and/or programmable electronic technology, 
performing I&C functions as well as service and 
monitoring functions related to the operation of 
the system itself.” In turn, the term I&C function 
is defined as “function to control, operate and/or 
monitor a defined part of the process.”

The general concept of “instrumentation and 
control system” covers:

• Overall I&C systems, providing monitor-
ing and control of all technological systems 
and equipment at the NPP or an individual 
NPP unit.

• Individual I&C systems, together perform-
ing all I&C functions provided for overall 
I&C system, interacting with each other, 
with operating personnel and technologi-
cal systems and equipment.

Each individual I&C system participates in 
one or several I&C functions, being operational 
autonomous, reasonably separate, and can be 
considered in the process of design, packaging, 
assembling, adjustment, testing and operation 
individually and independently from other com-
ponent parts of the overall I&C system, in which 
it is contained (Figure 1).

Based on functional characteristic, individual 
I&C systems can be divided into:

Figure 1. Overall I&C system
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• Information Systems (Figure 2 а): Intended 
for obtaining, processing, storage, transfer, 
display and / or recording of information 
about the state and / or operation of tech-
nological systems and equipment or other 
I&C systems (performance of information 
functions).

• Control Systems (Figure 2 b): Intended for 
influencing the state and / or operation of 
technological system, equipment or other 
I&C systems (performance of control 
functions).

For example, in-core reactor monitoring sys-
tem, neutron flux monitoring system, computer 
information system, and safety parameters display 
system can be related to information systems,. 
Examples of control systems are reactor protection 
system, reactor power control system, reactor 
group and individual control rod system, etc.

However, it should be noted that this identifi-
cation is not typical for modern I&C systems: in 

many cases information and control functions can 
be combined in one system. For example, reactor 
power control system, along with performance of 
control functions provides personnel with informa-
tion on controlled parameters, state of technologi-
cal equipment, provided control commands, i.e. it 
also performs information functions. On the other 
hand, In-core reactor monitoring system performs 
information functions as well as individual control 
functions (for example, generating commands, 
initiating actuation of preventive protection if 
local energy release is above the acceptable rate).

Each individual I&C system is intended for 
performance of specific set of the main and aux-
iliary functions. The main functions of a system 
are determined by its designation:

Main information functions of I&C systems 
are monitoring, display, alarm, recording and 
archiving.

Monitoring functions provide reception of cur-
rent data of values of technological parameters, 
external and internal effects, state of structures, 

Figure 2. Structural schemas of individual I&C systems
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systems and elements, initiating events, commands 
of I&C systems and operating personnel in all 
operating modes of the power unit and also in 
accidents in the mitigation of their effects (post 
-accident monitoring). These data can include, for 
example, neutron flux density, temperature, pres-
sure and activity of the primary coolant, water level 
in steam generators and pressurizer, temperature, 
pressure and air composition under the contain-
ment and other parameters that are determined 
by direct measurement. The values of parameters 
such as the rate of neutron flux increase, burnup 
margin, heat power, saturated steam temperature, 
etc., are determined by indirect measurements 
(basis of basic physical dependencies that relate 
them to measured values of other parameters).

Display functions provide visualization of 
current and archival data necessary for operating 
personnel for monitoring of processes, operation 
of I&C systems and results of their own actions in 
the process of power unit operation in operation 
modes, failure of normal operation and emergency. 
Display of post-accident monitoring data provides 
NPP personnel and involved safety experts who 
control emergencies and mitigate their effects, with 
required information on the origin and progres-
sion of the accident, state of structure, systems 
and elements of the power unit during and after 
design basis and beyond design basis accidents.

Alarm functions provide visual and / or audio 
alarms to attraction of personnel attention to:

• Initiating event, which can cause an emer-
gency, failures of design specific conditions 
for safety operation, external and internal 
risks (fire, earthquake, etc.), deviation of 
controlled parameters from their emergen-
cy alarm set-points, unavailability of tech-
nological or I&C systems for participation 
in performance of the required safety func-
tion (visual and audio emergency alarm).

• Failures of design specific operating lim-
its and conditions, deviation of controlled 
parameters from their preventive alarm 

set-points, unavailability of technological 
or I&C systems for participation in perfor-
mance of the required safety functions (vi-
sual and, perhaps, audio preventive alarm).

• Actuation of automatic protection and in-
terlocking, switching of operating modes, 
energizing or de-energizing, change of 
set-points, unavailability of technological 
or I&C systems for participation in perfor-
mance of functions, not important to safety 
(visual indicator alarm).

Recording functions provide preparation of 
data and automatically printing of documents in 
specified format on paper carriers (on schedule 
or in case of predetermined events) and / or on 
call of personnel, continuous recording of graphs 
showing variation of individual controlled param-
eters and / or groups of interconnected parameters 
with time.

Archiving functions provide memorization of 
monitoring data in chronological order and storage 
of obtained data within a specified time period in 
the process of power unit operation in operating 
modes, failures of normal operation, in emergen-
cies, accidents and post--accident modes, with a 
possibility of its further display and/or recording. 
Data from an archive are used for assessment of 
power unit state, detection of short- and long-
term changes (trends) of controlled parameters, 
preparation of reports, further analysis of failure 
causes, accident progression and mitigation of 
their effects.

Main control functions of I&C systems are 
the following:

• Protection, limitation, regulation and inter-
locking performed automatically.

• Discrete control, initiated by other control 
functions, commands of operating person-
nel or automatically.

• Remote control, initiated by operating 
personnel.
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Performance of control functions provides in 
general:

• Assessment of the state of controlled ob-
ject and environmental conditions.

• Determination of impacts on the controlled 
object, which are required to achieve con-
trol purpose.

• Formation and output of commands for 
executive elements of technological equip-
ment, which implement control impacts.

• Assessment of achieved control purpose.

Specified actions can be concentrated in one 
control I&C system or in several interacting I&C 
systems. For example, obtaining of current data 
required for performance of control functions can 
be obtained by other I&C systems, which perform 
monitoring information functions and generate 
data for a control system, direct output of com-
mands for executive elements of technological 
equipment can be performed а by other (executive) 
I&C systems, providing discrete control functions 
initiated by commands of the control I&C system.

Protection functions provide timely detection 
of failures of design specific operating limits and 
/ or conditions of safety operation and output of 
commands for executive I&C systems and element 
of technological equipment initiating emergency 
reactor shutdown, emergency core cooling and 
residual heat removal, localization of radioactive 
materials and limitation of accidental release. 
Protection function has a higher priority compared 
to other functions of I&C systems.

Limitation functions provide timely detection 
of failures in design specific operating modes 
and commands for executive I&C systems or 
technological equipment elements, on prohibi-
tion of modifications (increase or decrease) of 
specific parameters or initiate their forced return 
to the limits of the determined range, considered 
acceptable in current conditions. Limitation func-
tions for example include: generation and output 
of commands, initiation forced reactor power 

decrease in the process of planned or unplanned 
disconnection of technological equipment; open-
ing of pilot safety valve of pressurizer if pressure 
in the first circuit reached the design limit, etc.

Regulatory functions provide generation and 
output of commands for executive I&C systems or 
executive elements of technological equipment to 
minimize the effect of external disturbances and 
/ or transient processes in the controlled object 
to controlled parameters of this object. They are 
required in the process of power unit operating 
modes, in emergencies, design basis accidents 
(emergency control) and in the process of post-
accident modes. Regulated parameters are, for 
example, neutron and heat power of the reactor, 
levels of feed water in steam generators and 
regenerative heaters, pressure in the main steam 
header, turbine rotating velocity, etc. The regu-
lation purpose can be maintenance of regulated 
parameters with a required accuracy on the level 
of the specified for them set-point or planned 
change of these parameters with time.

Interlocking functions detect failure of normal 
operation of technological equipment (overheat-
ing, overload, etc.) and / or conditions required for 
its operation (power supply, cooling, oiling, etc.) 
and output commands to initiate load decrease or 
equipment disconnection, preventing its failure. 
Interlocking functions also include cancellation 
of fault command execution initiated by other 
control systems or operating personnel, which 
could cause damage of technological equip-
ment. Interlocking functions have lower priority 
comparing to protection functions, except cases, 
when a lack of interlocking can lead to heavier 
consequences for safety.

Discrete control functions provide generation 
and output of commands initiating connection 
and disconnection of technological equipment 
or elements of pipe mounting, transfer and shut-
down of mechanisms, reactivity control parts 
and other actions required to change power unit 
mode (operation in cold and hot standby, startup, 
power increase, planned shutdown and cooling) or 
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for execution of commands obtained from other 
control I&C functions. Discrete control commands 
can be generated upon strict time schedule and/or 
depending on external events, state of other equip-
ment and results of carrying out previous actions.

Remote control function provides execution 
of commands and directives of operating person-
nel by generation and output of control impacts 
directly to executive elements of technological 
equipment.

Each I&C usually performs not only main 
functions, but also auxiliary and service functions.

Auxiliary functions provide continuous au-
tomatic check of technical state of systems and 
their components, related equipment and commu-
nication lines; diagnostics, display and archiving 
of messages on operational events; warnings of 
attempts of unauthorized access; reconfiguration 
and restoration of operation after failures, etc.

Service functions support personnel actions 
in the process of specification and change of set-
points, reconfiguration, periodic inspection of 
system component technical state, etc.

Complexity of I&C systems varies in a wide 
range – from single-circuit systems of automatic 
regulation of individual parameters to spatially 
distributed multiprocessor control computer 
systems. In addition, possibilities of up-to-date 
information technologies and available for use 
element base allow combining many functions, 
typical for safety systems as well as other (safety 
related or not important to safety) systems in one 
system. An example can be a reactor power control, 
unloading, limitation and accelerated preventive 
protection system that combines monitoring, 
regulation of neutron or heat power of the reac-
tor, power limiting, discrete control of unloading 
reactor, archiving, display, warning and recording 
and also auxiliary and service functions (failure 
diagnostics, change of set-points, etc.).

Active in Ukraine regulatory documents NP, 
2000 and NP, 2008 divide all NPP I&C systems 

into two categories: normal operation systems 
and safety systems.

I&C normal operation systems together with 
technological systems, equipment and operating 
personnel control and manage processes in operat-
ing mode of the power unit. I&C systems, in par-
ticular, perform information and control functions 
required for automatic control of processes, state 
of technological systems and equipment, keeping 
technological parameters in the specified design 
boundaries, changing power unit operating modes, 
preventing from violation of operating limits. In 
the accident and in post-accident period normal 
operation systems can be used for obtaining infor-
mation that allows personnel to assess the state of 
structures, systems and components of the power 
unit, control the accident and make decisions on 
mitigation of its effects.

For example, the in-core reactor monitoring 
system perform direct and / or indirect measure-
ments (calculations) of neutron physical, thermo-
hydraulic and other parameters, defining the state 
of the core (distribution of neutron flux, energy 
release field, etc.); checks compliance between 
the design and current characteristics of the core; 
alerts personnel about deviation of characteristics 
from the design values and outputs signals into 
conjugate normal operation systems that control 
reactivity; archives and displays the values of core 
parameters in operating modes, in emergencies, 
during and after design basis accidents.

The radiation safety monitoring system pro-
vides continuous measurement of parameters, 
defining radiation environment in rooms and on 
the NPP territory, in sanitary protection zone; 
archives and displays radiation environment 
data in each design specific control point; alerts 
personnel about exceeding of permissible radio-
activity discharge into the environment and limits 
of radiation background.

The reactor power control, unloading, limita-
tion and accelerated preventive protection system, 
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providing automatic reactivity control of nuclear 
fuel fission processes, safety parameters display 
system are also related to normal operation sys-
tems.

Other examples of functions what I&C normal 
operation systems perform are:

• Automatic monitoring of constructions 
and equipment state and control of techno-
logical processes (automatic level regula-
tion in the pressurizer; protection against 
unallowable increase of pressure in the first 
circuit; monitoring of coolant level in the 
reactor vessel, coolant leak detection, iden-
tification of leak location and assessment 
of coolant flow due to leak; monitoring of 
activity and content of isotope-neutron ab-
sorbers in primary coolant, etc.)

• Automatic detection and limitation of ef-
fects of internal or external hazards con-
sidered in the design (fire, earthquake, 
radioactivity release, violation of terms of 
safety storage of nuclear fuel and radioac-
tive wastes, etc.)

• Automated control of refueling, displaying 
data on position, transfer and direction of 
fuel Assemblies and grabs; monitoring of 
neutron flux density and concentration of 
liquid neutron absorber solution; protection 
against damage, deformation, destruction, 
or fall of fuel assemblies in the process of 
their retrieval, relocation, and installation; 
mechanical interlocking on the margin of 
permissible relocation or detection of a 
fuel assembly in non-design position, in 
case of power loss or occurrence of design 
specific initiating event.

I&C safety systems together with technological 
systems and equipment perform safety functions, 
in accordance with standard IEC, 2011 or Ukraini-
an regulation NP, 2008, such as emergency reactor 
shutdown, emergency heat removal, residual heat 

removal from the core and cooling pool prevention 
or limitation of discharged radioactive substances 
over the specified boundaries. Operation of safety 
systems is required in cases, when normal operation 
systems are not able to keep controlled parameters 
in design specific operating limits, for example, 
due to failure, personnel fault or quick and reliable 
response to deviation of operating limits or safety 
operation conditions, to prevent development of 
the emergency into an accident.

Provided there are no violations, the I&C 
safety systems perform information functions of 
monitoring, archiving and display of values of 
controlled parameters, diagnoses its own technical 
state and alerts personnel about operation failures, 
which can cause system unavailability to initiate 
the required safety functions.

The I&C safety systems are involved when 
specific initiating events, violations of any safety 
operation conditions occurs, any of the controlled 
parameters or specified combination of controlled 
parameters (emergency set-points) exceed design 
specific limit, and / or on command is obtained 
from other I&C safety system or from operating 
personnel.

The I&C safety system that has identified any 
of the listed causes:

• Alarms operating personnel and displays 
the cause that initiated the safety function.

• Generates and outputs command or a se-
quence of commands of design specific 
protective actions, to executive I&C sys-
tems or executive elements (starting devic-
es) of technological safety systems.

• Prohibits executions of commands that 
could be outputted by other I&C safety 
systems, I&C normal operation systems 
and / or operating personnel, provided that 
they are not compatible with executed pro-
tective actions.

• Displays data required for operating per-
sonnel for monitoring of safety system 
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operation, checks accuracy of its opera-
tion, and if necessary manually performs 
permitted safety assurance (duplicate, ini-
tiate or interlock commands of protective 
actions, initiate performance of new safety 
functions, etc.).

• Archives data of causes that initiated per-
formance of safety functions; commands 
of protective actions initiated by operating 
personnel and / or obtained from related 
systems; of results of automatic diagnos-
tics and detected operation failures.

NPP I&Cs often combine performance of 
safety and normal operation functions. For ex-
ample, the neutron flux monitoring system on 
the basis of results of neutron flux density leak 
determines relative reactor power, calculates the 
rate of its change, and when any of these param-
eters exceed the specified limit, the neutron flux 
monitoring system generates a signal to initiate 
performance of preventive protection – normal 
operation functions, that provides reactor power 
reduction or prohibits its increase. The value of 
relative neutron density issued by this system is 
used in the process of reactor power control func-
tion that is also related to normal operation func-
tions. If relative neutron power or rate of its change 
exceeds the specified emergency set-points, the 
neutron flux monitoring system generates a signal 
to initiate performance of safety functions (reactor 
emergency shutdown).

The combination of safety functions and 
normal operation functions is also typical for 
the reactor emergency and preventive protection 
system and reactor group and individual control 
rod system. described in further chapters.

COMPONENTS OF I&C SYSTEMS

Individual I&C systems, being relatively isolated 
parts of the overall I&C system, together perform 
all I&C functions, interacting with each other, with 
technological systems and equipment, operating 
personnel and related NPP I&C systems. Indi-
vidual I&C system interact with its environment 
via interfaces separating them. The possibility and 
efficiency of such an interaction are provided by 
unification of relevant interfaces, shown in Fig-
ure 1, which determine rules of interaction and 
requirements on devices, providing the required 
interaction.

Each individual I&C system consists of 
hardware and software components required for 
implementation of specified main and auxiliary 
system functions. Two parts can be emphasized 
in the structure of modern I&C system:

• Central Equipment: Performing, in gener-
al, monitoring, archiving, display, record-
ing and output of alarm signals (in control 
system – also generation and output of pro-
tection, limitation, regulation, interlock-
ing, remote control commands). Central 
equipment of I&C system is a software-
hardware complex – complex of indepen-
dently operated devices, which interact 
with each other, with peripheral equipment 
and related I&C systems under control of 
application programs performing the spec-
ified operation algorithms (a device whose 
features allow its operation in accordance 
with the specified conditions without plac-
ing it inside another device; is traditionally 
called independently operated.

• Peripheral Equipment: Providing conju-
gation of central equipment with operat-
ing personnel, technological systems and 
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equipment. Peripheral equipment is a com-
plex of devices that are operated indepen-
dently from each other and can be located 
at a distance from central equipment.

Moreover, I&C system includes: interface 
cables; service equipment used in the process of 
programming, debugging, checking, maintenance 
on the operating site; internal power supplies; 
software and operating documentation.

Peripheral Equipment

Peripheral equipment (peripheral or field devices) 
can be divided on three groups:

• Measurement field devices (sensors), in-
tended for obtaining data on state and / 
or operation of technological systems and 
equipment.

• Actuating field devices (actuators), directly 
influencing starting or regulating elements 
of technological equipment.

• Elements of manual input, display, alarm 
(HMI devices), used for visual and audible 
alarm for operating personnel, input of 
manual control commands, etc.

Sometimes the impulse lines from the piping 
or technological equipment to main and blowing 
valves of pressure sensors, differential pressure 
and level sensors (together with condensation and 
leveling vessels and other valves related to these 
lines) are also related to peripheral devices.

Measurement field devices include tempera-
ture, level, flow sensors, pressure and differential 
pressure measurements, neutron flux measure-
ments, measuring transmitters, etc.

Actuating field devices include motor-, sole-
noid- and air-operated valves, valve control motors, 
switchgears, motor control centers, etc.

A peripheral device is usually designed as 
one independently operated device (rarely – as a 
group of independently operated parts, structurally 

and / or electrically interconnected). Operation 
conditions of the peripheral device (operating and 
limiting parameters of environment, mechanical 
effects possible in the process of operation and 
abnormal natural phenomena, severity grade of 
the electromagnetic environment in the supposed 
location, etc.) are design specific which allows 
defining the safety class, seismic category, group 
operating conditions and accommodation of each 
peripheral devices and regulating requirements for 
it, resulting from this classification.

Peripheral devices of modern individual I&C 
can be divided into:

• One-off items, designed and supplied to 
NPPs as components of specific I&C sys-
tems important to safety.

• Replicated products, specially designed as 
components of not previously determined 
set of I&C systems important to safety and 
allowed for use at NPPs.

• Commercial of the shelf products of gen-
eral application, available on the market, 
the design and manufacturing of which do 
not intend to use I&C systems important 
to safety, as components. In English litera-
ture, for examples, IAEA, 1999, such items 
are indicated by abbreviation COTS.

Application of COTS in the structure of I&C 
systems important to safety is one of the current 
trends caused by the mass effect of their produc-
tion and heavy competition of global leaders in 
information technology field, as a result there is 
a significant improvement of application prop-
erties (accuracy, speed, noise immunity, etc.), 
relatively low cost, sufficient reliability, approved 
in different fields of application, independence 
from one manufacturer, high quality of company 
maintenance.

At the same time it should be considered that 
COTS are designed and manufactured without 
taking into account international and national 
regulations, rules and standards on nuclear safety 
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and control from state regulatory authorities; 
information on scope, technique and results of 
production tests of COTS are nearly inaccessible 
for users; documents required to assessment of 
the possibility of safety use of products of general 
application in the designed I&C system are often 
absent; relatively small consumption at NPPs 
comparing to the overall scope of COTS produc-
tion that does not contribute to establishment of 
required partnership between their designers and 
manufacturers, on the one hand, and with an end 
user – on the other hand. This limits use of com-
mercial of the shelf products in the structure of 
I&C systems important to safety, in which they 
are used, as a rule, for performance more complex, 
but less responsible functions.

Central Equipment (Software-
Hardware Complex)

Any I&C system is assembled directly on the 
operating site of ready-made components, which 
in the recent past were individual instruments, 
automation devices and computer devices, com-
munication cables, etc. Integration of hardware 
and software, debugging and testing of assembled 
system central part were performed directly on 
the place of future operation. However, a trend 
of increasing grade of manufacture components, 
composing central part of I&C systems, is clearly 
revealed currently.

Such components are designed, manufactured 
and supplied to users as plant-manufactured 
product - software-hardware complexes (SHC), 
which are more widely used in practice of build-
ing I&C systems in different industry branches, 
including nuclear power engineering. Testing of 
SHC in the factory environment guarantees that the 
complex meets all specified requirements, stated 
in the documents. High grade of manufacture 
significantly simplifies and speeds up mount-
ing and installation operations and integration 
of components (hardware and software) of the 

central part of the I&C system before power unit 
start-up (Figure 3).

Each SHC is a functionally complete item in 
the form of one or several independently oper-
ated devices with built-in software, which are 
interconnected through electric and / or optic 
cables, with peripheral equipment of the same 
system and with other I&C systems. SHC is usu-
ally supplied to the customer as a set with neces-
sary service equipment, repair- and recovery re-
serve, operating and software documentation. To 
speed up mounting and decrease the probability 
of errors, specially manufactured cable items, 
fully prepared for connecting all entering inde-
pendently operated devices on the operating place, 
are often included in SHC structure.

One SHC, being a single component of the 
system central part that participates in implementa-
tion of all its main and auxiliary functions, is often 
contained in each I&C system. More seldom these 
functions are distributed among several SHCs, 
contained in one I&C system, for example, techni-
cal diagnostics can be performed by specifically 
assigned for this software-hardware complexes. 
To improve reliability several channels are often 
provided in one SHC and / or several SHCs in one 
I&C system, which in parallel and independently 
perform specified functions, providing mutual 
redundancy.

In general SHC performs:

• Receiving of signals from peripheral equip-
ment (measurement field devices and/or el-
ements of manual input).

• Normalization of discrete signals and 
transformation of analog signals into digi-
tal form.

• Exchange of digital messages with other 
SHC of the same I&C system and / or with 
SHC of other I&C systems via communi-
cation channels.

• Check of adequacy of obtained informa-
tion and its processing by the specified 
algorithms.
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• Generation and output of control signals 
to the actuating field devices and signals 
to the remote HMI-devices, located in the 
main and emergency control rooms.

• Continuous monitoring (diagnostics) of 
the technical state of own parts, conjugate 
peripheral devices, connecting lines and 
data transmission channels.

• Archiving, display, recording of current 
and retrospective information and diagnos-
tics result.

Separation of SHC as independent compo-
nents in composition of I&C systems is due to 
significant differences between these concepts 
described further.

SHC is composed of purchased electric 
and electronic products of general application 
and devices of own production, as a rule, not 
independently operated, which are installed in 
the manufacturing facility in typical supporting 
structures (shells) in accordance with engineer-
ing documentation of SHC. Before delivering to 
the customer, the manufacturer performs a full 
inspection of SHC operation with emulators of 
peripheral equipment and on the basis of results 
confirms compliance of supplied SHC with re-
quirements of current regulations, rules, standards 
and the specification, agreed with the customer. 
Additional inspection (preoperational tests) of 
SHC is performed on the operating place before 
integration with peripheral equipment of I&C 

Figure 3. Central part and peripheral equipment of I&C system
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system. The manufacturer’s warranties cover SHC 
as a whole, including purchased component parts 
applied in it. In the process of modernization of 
the I&C system the entire SHC is usually replaced.

In contrast, I&C system is composed of inde-
pendently operated devices (products), obtained 
in accordance with customized specification; 
their mounting, connection and installation are 
performed in accordance with project documents 
of I&C system on operating place. Joint operation 
of devices, forming a central part of I&C system, 
can be inspected only on operating place, after 
mounting and integration of all its components 
(hardware and software). The supplier guaran-
tees apply to each product individually, but not 
to all I&C system. In the process of I&C system 
modernization only a part of equipment is usually 
replaced (for example, many peripheral devices, 
connecting cables, etc. are left).

There are significant differences in both 
software SHC and I&C system. Software SHC 
is its integral part and designed by the same or-
ganization as for SHC. In the process of design 
of software its verification, including checking 
after integration with hardware SHC, is provided. 
Saving of program in read-only memory and 
further checking of SHC operation are performed 
on the manufacturing facility before delivery to 
the customer. Downloading or modifying of pro-
grams in the process of integration of SHC with 
the peripheral equipment and installation of I&C 
system is often not required.

And conversely, software of I&C systems is 
interpreted as a set of programs, saved in read-
only memory of SHC and all software-hardware 
peripheral devices (if applicable), and also service 
programs in machine-readable mediums, intended 
for checking of operation of I&C system and 
contained in it individual devices. These software 
components are designed by different organiza-
tions at different times and independently, com-
ponent integration and further software checking 
can be performed only on the operating place of 
the I&C system.

Independently operated devices, being com-
ponent parts of SHC, can play different roles for 
safety and can be operated in different conditions, 
so the safety class, seismic category, group operat-
ing conditions and accommodation and resulting 
classification requirements for resistance to exter-
nal influences, noise immunity, quality of electric 
isolation, etc. can be defined for each component 
parts individually, but not for SHC as a whole.

Software-hardware complexes of modern in-
dividual I&C systems can be divided into:

• One-off items, each is designed, manufac-
tured and supplied to NPPs by individual 
order as a component of individual I&C 
and cannot be directly (without any modifi-
cations) used in other systems.

• Replicated products, designed as compo-
nents of I&C systems important to safety 
that were not of not preliminary defined, 
.allowed for use at NPPs and do not require 
any significant modifications of hardware 
and/or software in the process of manufac-
turing and supply for use in different indus-
try branches.

Software of I&C Systems

Software is considered as one of the components 
in I&C systems, starting from the time, when all-
purpose control computers were used for perfor-
mance of the main system functions. At Ukrainian 
NPPs such an approach was first implemented in 
information systems, developed on the basis of 
serial produced computer CM-2M, which was 
intended for application in automated systems, 
manufactured in different industry branches. 
System software, providing operation and main-
tenance, was supplied in composition of СМ-2М. 
Application software, directly connected with the 
tasks of process control and monitoring, was usu-
ally developed independently from the supplier 
of СМ-2М.
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System software is usually divided into two 
parts: operational software (programs directly 
executed in the process of operation) and support 
software (programs used during design, testing 
and maintenance of operational software and 
computer hardware). Examples of operational 
software: input/output and communication driv-
ers; interruptions management programs; job 
scheduling software; programs for the diagnosis 
and management of redundancy in case of fail-
ures; library applications programs. Examples 
of support software: compilers, code generators, 
software offline testing, software utilities, etc. 
The developed application programs were usually 
integrated with operational software and hardware 
directly on the operating place. Integration and 

further checking (verification) took place in criti-
cal shortage of time which complicated detection 
of faults that could be made during applications 
software design. Defects made during software 
design and not detected during verification, could 
reveal themselves under specific conditions during 
operation and cause failure of functions performed 
by the I&C system.

Typical features of the described approach 
to the design of software for I&C systems  
(Figure 4): orientation at a single computer in the 
system ; storage of all executable programs in the 
memory of this computer; clear separation be-
tween the system and application software; design 
of system and application software by different 
organizations. Insufficient reliability of the first 

Figure 4. Hardware and software of I&C system with centralized structure
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universal computers, low operating speed, signifi-
cant labor expenditures in design and debugging of 
application software, high probability of “hidden” 
defects, programming errors and impossibility of 
comprehensive testing of application software by 
the developer did not allow using such computers 
in NPP safety systems.

Significant extension of a set of software 
performed functions for NPP units was provided, 
first, by element base development—appearance 
of available for use microprocessors, single-chip 
microcomputer and microprocessor controllers, 
including one or several microprocessors to-
gether with the relevant memory, for which IEC, 
2008 suggested a more general title program-
mable electronic. (In this standard control, protec-
tion and monitoring system, based on one or 
several programmable electronic devices, is called 
a programmable electronic system).

It became possible to perform functional de-
composition- division of complex function into a 
set of significantly simpler ones: the calculating 
possibilities and storage capacity of appeared at 
that time programmable electronic devices. For 
examples, functions of input and input signals 
transformation; comparison with set-points; func-
tions of logic processing and generation of control 
commands; functions of continuous monitoring 
of technical state, etc. could be assigned. Along 
with functional decomposition, structural decom-
position, providing participation in performance 
of one function of several sequentially or parallel 
connected programmable electronic devices, was 
used. For example, input and transformation func-
tions in case of large number of input signals can 
be performed not by one, but by several simultane-
ously operating devices, among which all input 
signals are distributed; diagnostics function of 
technical state of system parts can be performed 
under control of software, directly containing 
in each of these parts; results of check can be 
transferred for further processing, display and 
archiving by specifically assigned programmable 
electronic devices, etc.

Such an approach for building program-
mable electronic system, called “distributed” or 
“decentralized” control, allowed refusing from 
central computes and replacing them with a set 
of programmable electronic devices, distributed 
throughout the system. It is considered that such 
a device individually has low complexity in the 
sense of that all types of failures of each of its 
components are clearly determined, and the de-
vice’s behavior, in case of defects, is fully deter-
mined. The simplicity and relative independence 
of performed functions cardinally simplified the 
design of software for programmable electronic 
devices of low complexity and allowed to refusing 
from use of operation system, software interrupts, 
drivers, etc. Important factors are lower probabil-
ity of errors during design and relatively simple 
determination of defects in the process of software 
testing (before supplying to the customer). So, 
typical software features of modern I&C systems 
are: orientation at many programmable electronic 
devices, included in a system; storage of execut-
able programs directly in the memory of these 
devices; elimination of the differences between 
a system (operating) and application software; 
combination of hardware and software design 
for these devices, simultaneously performed by 
one and the same organization; integration of 
hardware and software directly on manufactur-
ing place and supply of programmable electronic 
devices with “built-in” software. Distribution of 
functions between hardware and software made 
by developers is often not reflected in operating 
documentation, i.e. is left unknown to the user. 
This software can be changed only by replacing 
the device, containing previous software, with a 
new one with modified software (IEC, 2007,b).

As a result of the specified peculiarities, 
it became possible to implement software for 
implementation of main functions of I&C systems 
important to NPP safety. In the second half of 
the eighties programmable electronic systems, 
developed by Electricite de France, performed 
not only information and support functions, 
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automated regulation, logic control, but also 
reactor protection functions. Similar tasks were 
solved by Westinghouse Electric Company at 
NPP Sizewell B in England and also by Canadian 
corporation Atomic Energy of Canada Ltd. at NPP  
Darlington-A. In 2002-2003 Westinghouse Elec-
tric Company imbedded overall I&C systems in 
two power units of Czech NPP Temelín, in which 
software methods for reactor protection, power 
regulation, reactor power limitation, in-core re-
actor monitoring, control of technological equip-
ment, information display in main and emergency 
control rooms and radiation safety monitoring were 
used. Also programmable electronic devices were 
widely used in systems implemented by Siemens 
Power Corporation within the last 12 years at a 
number of European NPPs and at power units in 
China.

Programmable electronic devices at USSR 
NPPs were first used in automatic turbine control 
systems, developed in the early 1980-s. Nowadays, 
at most Ukrainian power units all main functions 
of reactor control and protection are performed by 
software-hardware complexes based on program-
mable electronic devices.

SHC software is a set of programs, which:

• Control operation of all components of 
SHC, provide their interaction with each 
other, with conjugate peripheral devices 
and other SHCs.

• Provide performance of human-machine 
interface functions.

• Diagnose components of SHC, conjugate 
peripheral devices and connecting lines 
during power-up and operation.

• Automate checking of proper operation 
of components of SHC and calibration of 
measuring channels in the process of main-
tenance and after recovery.

• Support personnel actions during recon-
figuration of SHC (change of set-points, 
blocking of command generation, etc.).

• Prevent personnel errors during reconfigu-
ration, maintenance and recovery of SHC.

Application and system software is located in 
SHC components – on hard discs in read-only and 
random-access memory and / or in logic structures 
of complex programmable electronic components, 
supports software – on external carriers and/or in 
memory of service components. SHC software 
also includes copies of current program versions 
on external carriers and software documentation. 
Development of electronic projects of complex 
programmable electronic components is usu-
ally considered as one of programming types, 
though it is slightly different from point of view 
of requirements to design and verification – see 
Kharchenko & Sklyar, 2008.

Figure 5 shows an example of interaction of 
hardware and software SHC.

EQUIPMENT FAMILIES

Equipment family (equipment platform) is set of 
hardware and software components that may work 
co-operatively in one or more defined architectures 
(configurations).

The purpose of equipment family creation 
– provide a possibility to use uniform hardware 
containing into equipment family during design 
and packaging of SHC or I&C systems instead 
from of separate items of different suppliers 
(often not compatible with each other and not 
always conformed to system requirements). The 
equipment family is characterized by:

• Functional, structural and constructive 
completeness for the main field of applica-
tion of this equipment family.

• Informational, power, constructive, opera-
tional and other types of compatibility.

• Advanced software, metrological, stan-
dard-methodological, informational and 
other types of support.
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The specified peculiarities allowed building 
various software-hardware complexes on the 
basis of one and the same equipment family for 
overall or individual I&C systems, different by a 
composition, structure, technical characteristics, 
meeting requirements of individual customers, and 
at the same time provide rational use of means 
and work efficiency during design, programming, 
manufacturing and operation of these SHCs. 
(This does not exclude a possibility of technically 
and economically grounded cases of adopting 
individual; purchased items, not included in the 
composition of equipment family).

It is appropriate to mention fundamental differ-
ences between the equipment family and SHC. The 
equipment family is a conceptual object and exists 
only as an engineering, software or technological 

documentation, methods, instructions, standards, 
etc. The same equipment family generates a set of 
various SHCs, where each is a real object (product 
of industrial manufacturer). The equipment family 
is not bound to any specific system: it is intended 
for typical functions, structures, environment, 
ways of use and operating conditions, common 
for a sufficiently wide, though restricted range of 
different systems. Each SHC that can be imple-
mented on the basis of equipment family is usually 
devoted to one specific system. Separately taken 
SHC uses only a part of possibilities of a relevant 
equipment family (restricted nomenclature of 
hardware and software, supporting constructions, 
signals, interfaces, etc., required and sufficient for 
a specific application).

Figure 5. Hardware and software of I&C system with distributed structure
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The equipment family is usually oriented for 
performance of a set of typical functions, which can 
be selected, gathered in various combinations, and 
customized according to tasks of the specific I&C 
system. The design of hardware and application 
software of SHC is supported by relevant tools 
and supports software, recommended or supplied 
by the еquipment family designer.

The equipment family can be a product of a 
certain manufacturer or a set of items, gathered 
and adapted by supplier. Marketing policy of 
еquipment family designers can provide one or 
several options of use for building SHC:

• Delivery of separate items from the  
equipment family; in this case integration 
of equipment family components and adap-
tation of SHC for performance of specified 
functions (including, when required, com-
pleting a set with items of another manu-
facturer) are performed by the customer 
(end user or organization that assembles 
and supplies of SHC to the end user).

• Supply as a basic part of SHC; in this 
case the supplier (and also the designer of 
equipment family) integrate of those com-
ponents of hardware and software, that are 
directly specified in contract; adaptation for 
performance of specified functions (design 
of application software and its integration 
with a basic part of SHC) is performed by 
the customer.

• Supply as a complete SHC; in this case the 
supplier (equipment family designer) him-
self determines components of hardware 
and software required for performance of 
functions specified by the end user, de-
velops application software and performs 
integration of all component parts and test-
ing of SHC. The end user obtains a fully 
debugged and tested “turnkey” SHC.

Some organizations prefer not provide free 
access to developed documentation and hardware. 

Having a set of aggregate modules, supporting 
structures, basic programs, instrumentation tools 
and typical methods, and using them during as-
sembling of SHC for various I&C systems, they 
do not register and advertise this set (having all 
features of equipment family) as a public platform, 
using it only for development of their own SHCs .

Many companies actively use such an ap-
proach for meeting individual users’ needs, build-
ing relevant equipment families. Development 
was preceded by researches, which detect real 
problems and needs of a certain group of users, 
then on their basis technical requirements able 
to efficiently meet these needs, are developed. 
Due to the considered ideology, optimal set of 
equipment and availability of all required types 
of provisions, this platform is more valuable for 
the end user, than a simple set of its components. 
In the composition of equipment family more or 
less external components are also used: standards, 
technologies, design automation facilities, mar-
keting initiatives, infrastructure of tracking and 
maintenance, etc. For platform will to gain a real 
value, all its components should be compatible 
and well combined with each other.

WDPF-II - equipment families of Westing-
house Electric Company intended for building 
distributed I&C systems with a wide choice of 
applied use. In WDPF-II a long experience of 
development and operation of earlier generation 
equipment in power units with Pressurized Wa-
ter Reactors (PWR), manufactured by the same 
company, is accumulated.

Lower level is based on several operating 
stand-alone devices- Distributed Processing 
Units (DPU). Each DPU contains two redundant 
microprocessor controllers and a set of input-
output modules of analog and discrete signals. 
Controller is implemented on the basis of proces-
sor architecture IA-32 (Intel Corporation) and 
contains microprocessor, flash-memory, random 
access memory, watch dog. Input-output modules 
are connected to both controllers. DPU captures 
information about parameters of technological 
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processes from sensors and transmitters; performs 
linearization, scaling and transformation of analog 
signals into digital form; storage and processing of 
digital data; generation of control, protection and 
interlocking signals; transfer of information to an 
upper hierarchical level. Diagnostics, automatic 
restart, configuration possibility, off- and on-line 
control and readjustment are also provided.

Devices (sub-complexes) of upper level are 
implemented on the platform of workstations 
manufactured by Sun Microsystems, Inc. with a 
real time operation system Solaris. Workstation 
contains processor, random access memory, disc 
memory, controllers of Ethernet dataway, sequen-
tial and parallel ports. Depending on subcomplex 
purpose, it can contain one or two video monitors 
with relevant graphics controllers (video cards), 
alphanumeric and / or function keyboard, ma-
nipulator, ink and laser printers, acoustic system. 
Subcomplexes of upper level archive, display, 
record data, prepare and output messages for 
NPP computer information system. For complex 
computations, which require high operating speed, 
a significant capacity of random access memory 
and on-line database access, industrial personnel 
computer is included into the proper subcomplex.

All operating stand-alone devices of lower and 
upper level are connected by a common redun-
dant 32-bit digital network Westnet-ΙΙ Plus Data 
Highway with trunk line topology, deterministic 
access to communication environment and com-
munications protocols. Such a solution provides 
simple implementation of distributed database, but 
requires expensive hardware and imposes limita-
tion on a total number of controlled parameters. 
Both trunks of Westnet-ΙΙ Plus network operates 
simultaneously; when one of them fails, the 
system keeps operability without degradation of 
characteristics. Via local Ethernet network serv-
ers of upper level can transfer and obtain such 
information, for which possible communication 
delay (program load, transfer of archival data, 
printout) is not critical.

In Ukraine on the basis of WDPF-II mod-
ernization of information systems of units 1 and 
2 South-Ukrainian NPP, upper level of in-core 
reactor monitoring system of unit 2 Zaporozhe 
NPP, regulators of feed water level in steam 
generators of units 1 and 3 South-Ukrainian NPP 
was performed. Systems, providing parameters of 
vibration monitoring of main circulating pumps in 
unit 3 Rovno NPP and safety parameters display 
systems at all Ukrainian units were designed and 
introduce into operation.

OVATION — platform of Westinghouse Elec-
tric Company, that replaced WDPF-ΙΙ. Instead of 
original network Westnet-ΙΙ Plus it uses token-ring 
network with a standard interface FDDI (Fiber 
Distributed Data Interface). Fiber-optic cable with 
two optical fibers is recommended as a physical 
communication environment. One of it forms a 
main ring, and it is used for circulation of marker 
and data. The second fiber forms a standby ring, 
and in normal mode it is used for control of com-
munication via the main ring. In case of failure 
(break) of any segment of the main ring, stations, 
being on both sides of break, will automatically 
reconfigure path of marker and data circulation, 
connecting standby ring. Also FDDI standard 
regulates other features, providing network fault 
tolerance. Protocol’s determinacy (possibility to 
predetermine maximum delay of package trans-
mission via network) is especially important for 
control systems critical to information transfer 
period.

In stations of lower level controller is imple-
mented on the basis of processor architecture 
IA-32, dominating on personnel commuter market 
in the period of OVATION development. Real 
time operation system supports multitask mode 
and operation with task priorities. For reliability 
improvement controllers can be duplicated, where 
the main controller operates in control mode and, 
moreover, checks operability of the duplicating 
controller and network; at the same time the du-
plicating controller checks operability of main 
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one and monitors current database, which allows 
bumpless switching to duplicating controller, 
when the main fails. For connecting controllers to 
network of FDDI, special-purpose network adapt-
ers are used. Input-output modules of analog and 
discrete signals have built-in microcomputers and 
can be duplicated or reserved on logic condition 
“two-out-of-three.” During the use of fiber-optic 
communication lines, it is possible to move input-
output modules on 2 km from a controller. Instead 
of any input-output modules, single-loop regula-
tory module, communication module, rotation 
velocity detector, controller valve positioner can 
be connected to a controller.

Upper level is formed by workstations, 
implemented on the basis of personnel computer 
with a processor Pentium IV or Sun Blade 150, 
operation system Windows NT or Sun Solaris 
(correspondingly), random-access memory, disc 
storage, special operator’s keyboard. In work 
stations interfaces for direct connection to FDDI 
network are provided.

Engineering workstation performs configura-
tion and software maintenance functions, stores 
system programs and source codes of application 
programs. Workstation of archiving and recording 
is implemented on platform Ultra Sparc Station 
under operation system UNIX. It stores data about 
measured values, events, operator’s actions, etc.

In the whole world hundreds of information and 
control systems, based on platform OVATION, are 
developed and implemented in power engineer-
ing and other branches. In Ukraine OVATION 
is used in safety parameters display systems at 
Zaporozhe NPP.

As far as equipment families OVATION are 
not certified for use in safety systems, Emerson 
Process Management implements such systems on 
AC 160 platform (earlier Westinghouse Electric 
Company used platform Eagle for safety system). 
In particular, on the basis of AC 160 reactor pro-
tection system in Ringhals NPP unit 2 (Sweden) 
and safety systems in Ulchin NPP units 5 and 6 
(South Korea) were implemented.

TELEPERM XP and TELEPERM XS - equip-
ment families, developed by Siemens Power 
Corporation as a technical base for central part 
of information and control systems, including 
systems important to safety. Platform TELEPERM 
XP is oriented at application in normal operation 
systems, TELEPERM XS – in NPP safety systems.

Among other foreign platforms Common 
Qualified Platform (Common-Q), developed by 
ABB Nuclear Automation (Westinghouse Electric 
Company uses modified version of this platform - 
Westinghouse Advant), and Tricon programmable 
logic controller system (Tricon PLC) of Triconex 
Corporation are also should be mentioned.

In Ukraine during assembling of new software-
hardware complexes to be supplied on NPP, 
platforms of foreign companies are nearly not 
used currently.

First Ukrainian equipment families were 
developed more than 30 years ago. In 1983, at 
International exhibition “Automation-83,” placed 
in Moscow, an aggregate complex of technical 
means (platform) MikroDAT, widely used in 
various industry branches and in nonindustrial 
field (Didenko & Rozen, 1985), was presented. 
Typical characteristics of this platform, further 
developed in modern Equipment family, should 
be mentioned:

• Implementation of concept of distributed 
control, based on use of large integrated 
circuits, microprocessors.

• Optimization of nomenclature of aggregate 
modules (functionally complete, structur-
ally standalone items with unified external 
communications).

• Standardization of the main and joint size 
of aggregate modules and switching ele-
ments for external connections.

• Specific assembly items for placing, me-
chanical protection, electric integration 
and connection of aggregate modules to 
external chains.
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• Constructional aggregation on several as-
sembly levels (module units, assembles 
of modules, devices, software-hardware 
complexes).

• Standardization of input / output signals, 
communication interfaces and protocols 
between aggregate modules.

• Consistency of requirements to items by 
resistance to external factors typical for in-
dustrial operation conditions.

• Software, standard-methodological provi-
sion, information provisions, service and 
instrumentation tools.

• Development of concepts of design of 
object- and problem oriented assembles 
of modules, devices, software-hardware 
complexes.

At present, during design and packaging of 
I&C systems at Ukrainian NPPs several equip-
ment families are used.

RADIY PLATFORM (Bachmatch, 2008) – 
equipment family of Research and Production 
Corporation Radiy. Its main peculiarities are: use 
of Field Programmable Gate Arrays (FPGA) in 
function blocks of lower level to perform main 
functions; use of programmable electronic de-
vices built-in in the same blocks for independent 
performance of auxiliary functions (control, di-
agnostics, etc.); primary use of fiber-optic lines 
for data exchange between component parts of 
SHC; use of industrial servers, panel computers, 
uninterruptable power supply for exchange of 
message, archiving, display, recording, database 
maintenance, etc. in workstations,

RADIY PLATFORM has two-level structure. 
Lower level is formed by typical cabinets:

• Normalizing (obtain and normalize dis-
crete signals, continuous standard DC sig-
nals and signals of thermoelectric convert-
ers, and also provide galvanic separation of 
chains and power supply for sensors).

• Signal generation (transform input signals 
into digital form, process data and gener-
ate output signals according to specified 
algorithms).

• Cross output (generate and output com-
mands by results of logical processing of 
signals, obtained from three signal genera-
tion cabinet according to logical condition 
“two-out-of-three”).

• Remote control (actuators control by com-
mands of automatic regulators, technologi-
cal protection and interlocking, obtained 
from signal generation or cross output 
cabinets and by commands of operating 
personnel).

• Alarm (commands, which control process 
signaling board in the main- and emergen-
cy control rooms).

• Position monitoring (determine control 
rod positions and output proper signals to 
remote control cabinets and indication ele-
ments, located in the main and emergency 
control rooms).

• Power supply (provide primary power sup-
ply to software-hardware complexes and 
force power supply by alternating and di-
rect current for control rod drives; termi-
nate force power supply by command of 
reactor protection or accelerated preven-
tive protection, obtained from cross output 
cabinet).

Cabinets include modular units to input stan-
dardized analog signals, signals of thermoelectric 
transmitters and digital signals, of generation con-
trol commands, diagnostics, alarm, optical com-
munication and transmission of optical signals, 
selection of interlocking, actuators control, etc.

Upper level of RADIY PLATFORM is formed 
by workstations, which:

• Receive technological information and di-
agnostic messages from cabinets of lower 
level.



24

General Provisions

• Generate alarming messages in cabinet of 
normal operation failures and detection of 
defects and failures of lower level cabinets.

• Archive, display and recording or techno-
logical information, input and output sig-
nals, commands and diagnostic messages.

• Maintain human-machine interface.

RADIY PLATFORM-based SHC and I&C 
systems are described in the next chapters.

WULKAN - equipment family, intended for use 
in I&C systems, is a Ukrainian version of West-
inghouse Distributed Process Family (WDPF-II) 
of Westinghouse Electric Company.

Manufacturing and supply are performed in the 
form of complete SHCs (with integrated system 
and application software) or as a base part of 
SHC (with system software, which composition 
is determined by contract). In the second case 
application software is developed by third-party 
organization and integrated with a base part SHC.

Under control of system software, in real time 
SHC performs the following main functions (in-
cluding the possibility of redundancy):

• Reception and output of electric analog 
and discrete signals.

• Reception and execution of commands of 
operating personnel.

• Exchange of messages with other SHCs 
and / or I&C systems via digital communi-
cation channels.

• Processing, archiving, display and record-
ing of current and archived data.

Auxiliary functions provide continuous 
monitoring of technical state of SHC, output of 
diagnostic messages, hardware access monitoring, 
reception and output of standard time signals (if 
necessary).

The main elements of aggregation during 
assembling of WULKAN-based SHC are sub-
complexes, designed as independently operated 
devices in on-floor or wall hanging cabinets, 
tables, and crates:

• Sub-complexes of data acquisition and 
processing on DPU platform, contained in 
equipment family WDPF-II.

• Sub-complexes of workstations on the 
base of industrial computers of Sun 
Microsystems, Inc. (USA).

• Sub-complexes of hubs.

Sub-complexes have variable composition 
and are assembled from a set of technical means, 
included in equipment family WULKAN: mod-
ules for transformation of continuous and discrete 
signals; galvanic separation devices; controllers 
of local networks Ethernet, RS-485, Westnet-ΙΙ 
Plus Data Highway; magnetic and optical disc 
storages; monitors, keyboards, printers, etc. Dur-
ing supply of complete SHC, composition of each 
sub-complex is determined by performed func-
tions, number and type of input and output signals, 
necessity of redundancy and other requirements. 
During supply of base part of SHC, composition 
of each sub-complex is specified by the customer 
directly in a contract. Combination both electric 
and fiber-optic cables can be used.

On the platform WDPF-II software-hardware 
complex for computer information system in 
South-Ukrainian NPP unit 1(Afanasiev, 2002) 
was designed and manufactured, which then was 
integrated with safety parameters display system 
(Anikanov, 2003). Similar by purpose and per-
formed functions SHCs were designed on the plat-
form WULKAN and implemented by Ukrainian 
corporation “Westron” (Belohin, 2007) in other 
Ukrainian units. Software-hardware complexes 
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designed on the same platform are operated in 
radiation monitoring systems of Zaporozhe NPP.

WULKAN-M – a new equipment family, 
manufactured by corporation “Westron” for sub-
complexes of data acquisition and processing. 
In contrast to the analogue (DPU), equipment 
family WULKAN-M allows assembling soft-
ware-hardware complexes not only for normal 
operation systems, but also for safety systems.  
WULKAN-M-based SHCs can receive process 
and output analog and discrete signals and / or digi-
tal messages. Redundancy of the main functions, 
including the use of hardware and/or software 
diversity in redundant channels, is possible. During 
assembling of WULKAN-M-based SHC, built-in 
electronic modules, industrial computers, power 
sources, fan units, designed and manufactured by 
SHC supplier, and purchased component parts 
(processor circuit board and peripheral equipment 
of industrial computers, communication adapters, 
controllers of peripheral devices, local network 
equipment, etc.) are used. For placing, electrical 
interconnection and connection to external circuits 
of built-in component parts, typical supporting 
structures - crates and on-floor cabinets are used. 
Each SHC is assembled and produced in accor-
dance with customized technical requirements, 
which determine safety class, performed func-
tions, number and type of input / output signals, 
necessity of redundancy, etc.

On the basis of equipment family WULKAN-М, 
SHCs for I&C systems of feed water level regu-
lation in steam generators, which were put into 
operation in South-Ukrainian NPP units 1, 2 and 
3, setting in operation emergency diesel genera-
tors, etc. are were developed. Development of 
equipment family WULKAN-M allowed using 
it as a platform for lower level hierarchical I&C 
systems, in which upper level can be implemented 
on the basis of other equipment families. Such 
an approach was accepted, for example, during 
modernization of computer information system 
of South-Ukrainian NPP unit 3, in which sub-
complexes of data acquisition and processing were 

assembled on the platform WULKAN-M, and an 
upper level was implemented by Westinghouse 
Electric Company on the basis of equipment 
family OVATION.

Among other equipment families, developed 
and applied in Ukraine and include in systems 
important to safety, control computer complexes 
MSKU (final versions allow assembling, includ-
ing fault tolerant of safety class 2) and complex 
of workstations PS 51ХХ, on the basis of which 
an upper level of hierarchical systems, including 
automated workplaces of operating personnel, are 
implemented, can be also named.

Solutions and Recommendations

There are common tendencies in development of 
I&C systems in all countries - NPP’s operators. 
But a lot of these countries have own technical 
decisions in NPP I&C creation. Ukraine belongs 
to these countries: Ukraine imported I&C sys-
tems as far back as 10-15 years ago. After that 
full modernization of Ukrainian NPP I&C took 
place and Ukraine became to export NPP I&C 
systems and appropriated equipment to NPP in 
different parts of the world: not only to Europe, 
but to America and Africa.

Therefore authors can recommend this book 
to readers for acquaintance with Ukrainian expe-
rience in NPP I&C elaboration: this experience 
will be described in chapters 2-13.

FUTURE RESEARCH DIRECTIONS

Let us mention some areas of activities from their 
range required for further development of NPP 
I&C systems.

1.  Application of complex electronic compo-
nents, using Hardware Description Language 
(HDL). They include Application Specific 
Integrated Circuits (ASIC), Complex 
Programmable Logic Devices (CPLD) and 
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Field Programmable Gate Array (FPGA). 
Several FPGA-based systems, considered 
in further chapters, were developed.

2.  Because of the wide use of digital I&C 
systems at NPPs the issues of cyber security 
should be taken into account in the process 
of development, implementation, operation 
and safety assessment of these systems. Thus, 
the important directions for future research 
are:
a.  Analysis of international experience 

in the field of cyber security.
b.  Development of requirements on cy-

ber security and including them into 
international and national standards 
and regulations.

c.  Implementation of cyber security 
measures in NPP I&C systems for 
prevention of malicious unauthorized 
access, modification or damage of data 
and software, which could lead to ac-
cident, incorrect operation or loss of 
important information.

d.  Development of methods for assess-
ment of safety, completeness and cor-
rectness of cyber security measures in 
the process of the licensing process.

Some issues of cyber security are considered 
below.

3.  Aging of specialist and loss of knowledge are 
the actual problems in the field of NPP I&C. 
It is important to implement the knowledge 
management into activity of organizations 
that design, manufacture, operate or make 
safety assessment of NPP I&C systems. It 
should include the following:

a.  Development and implementation of 
the knowledge management program 
in each organization which involved 
into activity in the field of NPP I&C.

b.  Development of methods for captur-
ing, documenting and saving the tacit 
knowledge of experts in field of I&C.

c.  Permanent training and tutoring for 
transfer of knowledge from experi-
enced experts to young specialists.

d.  Development of national and interna-
tional knowledge portals at NPP I&C 
for improving the cooperation between 
the different organization.

Some issues of knowledge management are 
considered below.

4. One of the research trends, dictated by 
effects of accident at NPP Fukushima, is 
the development of sensors able to sustain 
extreme environmental impacts, in case of 
accidents inside the reactor containment. 
These sensors are required to be qualified 
under conditions of high temperature, high 
radiation, and aggressive environment.

5. Application of wireless sensors, decreasing 
costs for routing and maintenance of cables. 
There are the following problems:
a. Resistance of wireless devices to elec-

tromagnetic and radio frequency noise.
b. Cyber security in case of unauthorized 

access to wireless channels, transmit-
ting information from the outside, for 
interception, blocking, intentional dis-
tortion of signals or output of spurious 
signals to receivers.

c. Integration of wireless equipment with 
current instrumentation and control 
systems and communication networks, 
etc.

CONCLUSION

Chapter 1 contains common information about 
I&C systems and their functions, safety and safety 
related (normal operation) systems, components of 
I&C systems (central part, peripheral equipment, 
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software), equipment families, etc). However even 
from this chapter can be included that problems 
of NPP I&C safety were, are and will be actual. 
The confirmation of that is the experience of big 
accidents in NPPs: Three Miles Islands, Chernobyl 
and Fukushima, which changed requirements to 
NPP as whole and to NPP I&C particularly.

Chapter 1 with common information contained 
the main future directions. Note only three from 
them.

Problem of NPP life extension are belonging 
more and more actual for the most countries- NPP- 
operators (USA, Canada, Russia, Ukraine, etc). 
Decision of this problem is impossible without 
wide I&C modernization.

Fukushima lessons have to be learned (de-
velopment of sensors able to sustain extreme 
environmental impacts inside containment in 
case of accidents, the application of the wireless 
sensors; improvement of seismic resistance, etc).

Computer technology is susceptible to a num-
ber of cyber threats, (what are changed quickly- 
remember STUXNET worm) and the issues of 
cyber security should be taken into account in the 
process of NPP I&C development, implementa-
tion, operation and safety.
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KEY TERMS AND DEFINITIONS

Component: A discrete element of a system. A 
component may be hardware or software and may 
be subdivided into other components. Examples 
are wires, transistors, integrate circuits, motors, 
relays, solenoids.

Equipment Family: A set of hardware 
and software components that may work co-
operatively in one or more defined architectures 
(configurations). An equipment family usually 
provides a number of standard functionalities (e.g. 
application functions library) that may be com-
bined to generate specific application software.
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Human-Machine Interface (HMI): The in-
terface between operating staff and I&C system 
and computer systems linked with plant. The 
interface includes displays, controls, and the 
operator support system interface.

Individual I&C Systems: Systems together 
performing all I&C functions provided for overall 
I&C system, interacting with each other, with 
operating personnel and technological systems 
and equipment.

Instrumentation and Control System: A 
system, based on electrical and/or programmable 
electronic technology, performing I&C functions 
as well as service and monitoring functions related 
to the operation of the system itself. The term is 
used as a general term which encompasses all 
elements of the system such as internal power 

supplies, sensors and other input devices, data 
highways and other communication paths, inter-
faces to actuators and other output devices.

Overall I&C System: A system providing 
monitoring and control of all technological sys-
tems and equipment at NPP or individual NPP 
power generating unit.

Software-Hardware Complex (SHC): Func-
tionally complete item in the form of one or several 
independently operated devices with built-in soft-
ware, which are interconnected through electric 
and/or optic cables, with peripheral equipment 
of the same system and with other I&C systems. 
SHC is usually supplied to customer as a set with 
necessary service equipment, repair- and recovery 
reserve, operating and software documentation.
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International Standard Bases 
and Safety Classification

ABSTRACT

The main standard bases for NPP I&C systems are documents of the International Atomic Energy Agency 
(IAEA) and International Electrotechnical Commission (IEC). Standards are interconnected through the 
following: IAEA develops general safety principles for NPP I&C systems, and IEC develops technical 
requirements that use and specify safety principles. Structures of the bases are considered. Classifications 
of I&C systems and their components are given on the basis of their safety impact. According to the IAEA 
classification, all systems are divided into safety important and non-safety important. According to IEC, 
functions to be performed by I&C systems shall be assigned to categories according to their importance 
to safety. The importance to safety of a function shall be identified by means of the consequences in the 
event of its failure, when it is required to be performed, and by the consequences in the event of a spuri-
ous actuation. All functions are divided into categories A, B, C.

INTRODUCTION

There is an expression that safety regulations are 
written with blood. It applies foremost to standards 
in nuclear power engineering, where accidents 
have a large-scale effect.

Standardization in nuclear power engineer-
ing, including NPP I&C systems, has specific 
peculiarities in comparison with other branches 
of industry.

Firstly, in nuclear power engineering there 
is a strict prohibition on any actions that are not 
specified by the regulations: those actions are 

forbidden that are not allowed. In many other 
branches of industry there is a reverse statement: 
those actions are allowed that are not forbidden. 
Allowed actions are described in standards as NPP 
safety in general, and NPP I&C that provides the 
safety, in particular.

Secondly, in consideration with a global scale 
of accident international cooperation is used exten-
sively in nuclear power engineering. It applies to 
development and use of NPP I&C safety standards. 
Standard bases of the International Atomic Energy 
Agency (IAEA) and International Electrotechni-
cal Commission (IEC) are the most widespread 
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in the world. These standards concentrate the 
best international experience of development and 
operation of NPP I&C. It is especially important 
for the countries that have less experience of using 
NPP and, in particular, NPP I&C. Our chapter is 
devoted to the description these standard bases, 
especially classification of I&C systems and their 
safety components.

Thirdly, there are particular aims of standards 
for nuclear I&C – to increase the confidence of 
the public with more stringent requirements than 
those typically applied to conventional industry 
standards, to verify and demonstrate the quality 
and reliability of the safety systems before NPP 
operation, to create international consensus among 
participating countries, operators, and vendors.

Note that besides international standards each 
country has a standard base concerning nuclear 
power engineering, including NPP I&C, e.g. 
American National Standards Institute (ANSI) in 
USA, Deutsches Institut fur Normung (DIN) in 
Germany, British Standards Institute (BSI) in UK). 
In addition, USA standards of professional orga-
nizations are widespread – American Society of 
Mechanical Engineering (ASME) and, especially 
concerning NPP I&C, – Institute of Electrical and 
Electronic Engineers (IEEE).

However, the main attention in this chapter is 
further given not to national, but to international 
standards, since harmonization of national stan-
dards with ones is currently a vital task.

BACKGROUND

Elaboration of international standards related to 
NPP I&C began immediately after commissioning 
of the first NPP. The International Electrotechni-
cal Commission (IEC) created a separate techni-
cal committee devoted to NPP I&C, with name 
“Nuclear Instrumentation” in 1960. One of the first 
IEC publications-”General principles of nuclear 

reactor instrumentation” was issued in 1967. IEC 
understood importance of computer technique 
for NPP automatics: publication “Application of 
digital computer to nuclear reactor instrumenta-
tion and control “dates back to 1979.Computers 
only began to make first steps for their using at 
NPP at that time.

During more than 50 years IEC developed a 
lot of standards applicable to different types of 
I&C, to different aspects of NPP I&C design and 
operation. Special attention is paid to application 
of computer systems and the latest achievement 
in information technology.

The International Atomic Energy Agency 
(IAEA) elaborated Codes on safety of NPPs, 
which related to all NPP systems, including I&C 
(e.g., “50-C-D. Code on Safety on Nuclear Power 
Plants. Design” -1979). Special safety guides 
related exclusively to NPP I&C (“50-SG-D3. Pro-
tection Systems and Related Features in Nuclear 
Power Plants”- 1980). IEC and IAEA have close 
connections in the development of standard base 
for NPP I&C.

Many countries where NPPs are operated 
developed their national standard base related to 
I&C. One of the first American National Standards 
(based on IEEE Standard 323-1974) was ANSI/
IEEE Std.323-1983 “IEEE Standard for Qualifying 
Class1 Equipment for Nuclear Power Generating 
Stations” which did not lose its importance for long 
time. The first USSR Regulation PBYa- 04-74 
“Rules of NPP Nuclear Safety” which contained 
requirements on reactor control and protection 
systems, was issued in 1974.

Ukraine after gaining independence (1991) 
used to 1999 USSR regulations and standards 
related to NPP I&C. Ukrainian regulation “NP 
306.5.02/3.035-2000. Requirements for nuclear 
and radiation safety information and control sys-
tems important to safety of nuclear power plants” 
was issued in 2000.
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IAEA STANDARD BASE

The International Atomic Energy Agency (IAEA), 
created in Vienna in 1957, is an international 
intergovernmental organization bound with the 
Agreement with United Nations Organization 
(UN). The agreement stipulates that IAEA acts as 
an autonomous international organization, being 
in working relations with UN.

The objectives of the Agency are determined 
in its statute: “Article II: Objectives. The Agency 
shall seek to accelerate and enlarge the contribution 
of atomic energy to peace, health and prosperity 
throughout the world. It shall ensure, so far as it is 
able, that assistance provided by it or at its request 
or under its supervision or control is not used in 
such a way as to further any military purpose” 
(IAEA, 2013,b).

IAEA activities consist in providing emer-
gency intervention in case of accidents, technical 
cooperation, information exchange, personnel 
training, and also in development of IAEA safety 
documents.

IAEA Safety Standards Series

According to the statute, IAEA determines safety 
standards and provides for their application. IAEA 
standards reflect the best experience and practices 
of countries, using nuclear power, and, as one of 
the main tasks, are intended to support formation 
of a proper national normative base.

From a legal point of view, IAEA standards 
are not mandatory for IAEA member countries, 
but can be adopted by their own choice.

IAEA safety standards were always combined 
by a certain family. Skipping a family of the stan-
dards that had been acting till 1996, let us men-
tion that some of them were of direct relevance 
to NPP I&C:

• IAEA 50-C-D: Basic document of IAEA 
on NPP design (IAEA, 1988).

• IAEA-50-SG-D3: Document, containing 
requirements for protection systems and 
other control systems (IAEA, 1980).

• IAEA 50-SG-D8: Document, containing 
requirements for I&C important to safety, 
but not included in protection systems 
(IAEA, 1984).

These document played a significant role in 
NPP I&C development in different countries.

Since 1996 the system of standards has been 
replaced by IAEA Safety Standards Series. Stan-
dards of the series “Nuclear Safety” included three 
groups that were applied to NPP I&C:

• “Safety Fundamentals”: Setting main ob-
jectives, concepts and principles of safety 
assurance.

• “Safety Requirements”: Setting require-
ments that must be met for safety assur-
ance. They are expressed in imperative 
form and defined by objectives and princi-
ples represented in “Safety Fundamentals.”

• “Safety Guides”: Containing recom-
mendations based on international expe-
rience. These documents are less formal 
than “Safety Requirements” and specify 
actions, conditions and procedures to be 
complied with safety requirements.

Besides the group classification, standards 
are divided by topics: “NPP Design;” “NPP 
Operation.”

By topic “NPP Design” and in group “Safety 
Requirements” let us note IAEA NS-R-1 “Safety 
of nuclear power plants: design. Safety require-
ments” (IAEA, 2000,a) that contains a separate 
section with I&C requirements, and also a set of 
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provisions common for various NPP systems: ob-
jectives and concepts of safety; safety management 
requirements; general technical requirements; 
design requirements.

In group “Safety Guides” the standard IAEA 
NS-G-1.3 “Instrumentation and Control Systems 
Important to Safety in Nuclear Power Plants” 
(IAEA, 2002) was issued in 2002. This document 
evolves provisions of IAEA NS-R-1(IAEA, 2000). 
In IAEA NS-G-1.3 various I&C systems important 
to safety are considered, including I&C with the 
use of programmable computers with frames of 
considered systems – from a sensor to an actua-
tor inclusive. New document material is included 
in the overall process of I&C system design, in 
the processes of verification, validation, and 
documentation, and in the integration of human 
factors, and in the use of digital technology in 
I&C systems important to safety. Harmonization 
with proper international standards was improved 
(including IEC). IAEA NS-G-1.3 was compiled 
by leading experts of I&C of different countries 
(USA, Germany, Great Britain and others) and 
is one of the main IAEA documents on I&C im-
portant to safety. This document has determined 
paths of NPP I&C development for range of years.

Contents of IAEA NS-G-1.3:

1.  Introduction.
2.  Instrumentation and control systems impor-

tant to safety.
3.  The design basis.
4.  General design guidelines (set of common 

requirements to I&C systems).
5.  System specific design guidelines (protection 

systems, power supplies, digital computer 
systems, etc).

6.  Human-machine interface.
7.  Design process for I&C systems important 

to safety, etc.

Another IAEA standard, included in “Safety 
Guides” group and related to I&C, is IAEA NS-
G-1.1 “Software for computer based systems im-

portant to safety in nuclear power plants” (IAEA, 
2000,b). This standard is used together with IAEA 
NS-G-1.3 and contains the following sections:

1.  Introduction.
2.  Technical considerations for computer based 

systems.
3.  Application of requirements for management 

of safety to computer based systems.
4.  Project planning.
5.  Computer system requirements.
6.  Computer system design.
7.  Software requirements.
8.  Software design.
9.  Software implementation.
10.  Verification and analysis.
11.  Computer system integration.
12.  Validation of computer systems.
13.  Installation and commissioning.
14.  Operation.
15.  Post-delivery modifications.

Since 2009 a new structure of IAEA standards 
has started operating. These standards have three 
categories (see Figure1).

“Safety Fundamentals”: SF-1 “Fundamental 
Safety Principles” (IAEA, 2006) presents the 
fundamental safety objective and principles of 
protection and safety and provides the basis for 
the safety requirements.

“Safety Requirements”: An integrated and 
consistent set of safety requirements establish 
the requirements that must be met to ensure the 
protection of people and the environment, both 
now and in the future. The requirements are 
governed by the objective and principles of the 
safety fundamentals. If the requirements are not 
met, measures must be taken to reach or restore 
the required level of safety. The format and style 
of the requirements facilitate their use for the 
establishment, in a harmonized manner, of a 
national regulatory framework.

The General Safety Requirements (GSR) 
are applicable to all facilities and activities. The 
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examples are the documents (IAEA, 2010) and 
(IAEA, 2009).The Specific Safety Requirements 
(SSR) are applicable to specific installations and 
activities.

Overarching requirements of NPP I&C sys-
tems contain documents from group 2 “Specific 
safety requirements, devoted to safety of nuclear 
power plants”: “2.1 Design “(IAEA, 2012) and 2.2 
“Commissioning and operation” (IAEA, 2011,a).

“Safety Guides”: Safety Guides provide rec-
ommendations and guidance on how to comply 
with the safety requirements, indicating an inter-
national consensus that is necessary to take the 
measures recommended (or equivalent alternative 
measures). The Safety Guides present international 
good practices, and increasingly they reflect best 
practices, to help users striving to achieve high 
levels of safety.

General Safety Guides (GSG) are applicable 
to all facilities and activities. Document number 
1 of this group, GSG-1, is the guide, devoted to 
classification of radioactive waste, the second 
GSG-2 contains criteria for use in preparedness and 
response for a nuclear and radiological emergency.

Specific Safety Guides (SSG) are applicable 
to specified facilities or activities. The recently 

developed new safety guide “Design of I&C Sys-
tems for Nuclear Power Plants” (IAEA, 2013,a) 
will be related to Specific Safety Guide group. 
This document will combine and supersede the 
current 2 safety guides: NS-G-1.1 (IAEA, 2000, 
b) and NS-G-1.3 (IAEA, 2002).

Other IAEA Documents

International Nuclear Safety Advisory Group – 
INSAG, in which the most authoritative experts 
from different countries are working, was es-
tablished in 1985. The group develops general 
safety concepts on the basis of analysis of activity 
results both within IAEA framework and on other 
information. INSAG documents formally have 
information status. However, in fact they should be 
applied in international practice, because they re-
flect international trends of nuclear safety and due 
to them documents of both IAEA and its member 
countries are issued. The first INSAG paper was 
devoted to causes and effects of the Chernobyl 
NPP disaster. For NPP I&C 75-INSAG-3 “Basic 
safety principles for nuclear power plants” is very 
important. It was issued in 1988, then revised in 
1999 and reissued under the same title but with 

Figure 1. IAEA safety standards categories
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another number INSAG-12 (IAEA, 1999,a). The 
document contains objectives and fundamental 
principles of safety assurance.

Documents in IAEA Safety Report series –SRS 
contain papers made by of a group of experts, 
representing information publications without 
setting requirements. These publications describe 
practical experience, give practical examples and 
detail methods, used to achieve safety require-
ments compliance.

In IAEA Technical Report Series -TRS let us 
note a NPP I&C reference book (IAEA, 1999, 
b) prepared by a group of authors from different 
countries. A significant part of the book is occupied 
by a description of NPP I&C in Finland (Loviisa), 
France (series Nº4), Great Britain (Sizewell B), 
Canada (CANDU, series 6), Russia (WWER-
1000), USA and others. .Another example of a 
document of this series is a report on verification 
and validation of I&C software (IAEA, 1999, c).

A significant number of documents, related 
to NPP I&C, was issued in “TECDOC” series. 
These documents are generally devoted to specific 
tasks and summarize experience of IAEA member 
countries. The following issues are considered:

• Modernization and new technologies, in-
cluding: software issues (quality assur-
ance, verification and validation, life cycle 
management and others); digital hardware 
(reliability, safety analysis, I&C computer-
ized hardware and others).

• Ageing and operating experience.
• Human factor, including operator support 

systems, man-machine interface, simula-
tors and others.

An example of document in ТЕСDOC series is 
IAEA-TECDOC-1016 “Modernization of instru-
mentation and control in nuclear power plants” 
(IAEA 1998), issued under the guidance of W. 
Bastl (Germany) and J. Naser (USA). It contains 
information about management of modernization, 
design criteria, requirements and restrictions, 

operating and licensing aspects, tests and also 
examples of I&C modernization in different coun-
tries – Hungary, German, Korea, Russia, USA, 
Finland, Czech Republic, Ukraine.

In the development of TECDOC documents a 
significant role was played by the Technical Work-
ing Group on NPP Instrumentation and Control, 
uniting experts from a number of countries. This 
group was created in 1970. The main objective of 
the Working Group is to promote the exchange of 
information on NPP I&C and to stimulate and, if 
possible, coordinate research in this field of NPP 
I&C in interested Member States and international 
organizations. The scope of work covers all aspects 
of the life cycle of I&C systems and equipment 
from feasibility study and design through instal-
lation, commissioning and licensing to operation, 
maintenance and decommissioning. The work thus 
not only covers technical details of the technology 
but also the management processes by which it 
is to be developed, designed, licensed, quali-
fied installed, and maintained. In 2011 a report 
(IAEA, 2011,a) was prepared by the experts of 
this group, which is an introductory description of 
I&C systems and their life cycle. It compiles the 
necessary basic information to understand I&C 
systems in NPPs, an explanation of the significant 
role of I&C systems in maintaining and improving 
safety, plant performance, and economic.

IAEA SAFETY CLASSIFICATION 
PRINCIPLES

Safety class is an attribute that is taken into 
account by hardware and software developers, 
system designers, operating organization, other 
participants in I&C creation (modernization), 
nuclear regulatory authorities. One follows safety 
class in setting requirements on I&C systems 
and their components, developing, producing, 
product testing, designing, checking and provid-
ing maintenance, and also during assessment of 
their compliance with regulatory requirements.



37

International Standard Bases and Safety Classification

It should be taken into account that a degree of 
“rigidity” of regulatory requirements depends con-
siderably on a type of class, to which an object of 
standardization and safety assessment is referred.

Standards IAEA NS-R-1 (IAEA, 2000,a) and 
IAEA SSR-2/1 (IAEA,2012), covering not only 
the I&C, but also various NPP systems, determines 
that all items (i.e. systems, structures and com-
ponents) important to safety, shall be identified 
and shall be classified on the basis of their func-
tions and their safety significance. The method 
for classifying the safety significance shall be 
based primarily on deterministic methodologies 
complemented where appropriate by probabilistic 
methods, with account taken of factors such as:

• The safety function to be performed.
• The consequences of failure to perform the 

safety function.
• The frequency with which the item will be 

called upon to perform a safety function.
• The time following a postulated initiating 

event at which, or the period for which, it 
will be called upon to operate.

IAEA NS-G-1.3 (IAEA, 2002) expands the 
principle of classification to all I&C functions, 
systems, and components to fit into one of two 
safety categories: important to safety or not im-
portant to safety (Figure2). Functions, systems, 
and components important to safety are those 
whose malfunction or failure could lead to radia-
tion exposure of the site personnel or members 
of the public.

Functions, systems, and components important 
to safety are further categorized as either safety 
or safety related.

Safety functions, systems, and components 
are those provided to ensure the safe shutdown 
of the reactor, the residual heat removal from the 
core, control of reactivity, control of planned ra-
dioactive release, limitation of the consequences 
of anticipated operational occurrences or design 
basis accidents.

I&C safety systems initiate actuation and con-
trol actions of technological systems, performing 
emergency reactor trip, emergency core cooling, 
emergency containment isolation and others.

Figure 2. IAEA safety classification of I&C systems
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Safety systems have been divided into the 
groups, which shown in Figure2.

1.  Protection systems, which initiate I&C for:
a.  Reactor trip.
b.  Emergency core cooling.
c.  Decay heat removal.
d.  Containment isolation.
e.  Containment spray.
f.  Containment heat removal.

2.  Safety actuation systems, which actuate I&C 
for:
a.  Reactor trip.
b.  Emergency core cooling.
c.  Decay heat removal.
d.  Confinement isolation.
e.  Containment spray.
f.  Containment heat removal.

3.  Safety systems support features:
a.  Emergency power supply.
b.  Control room habitability.
c.  Safety equipment heating and cooling.

Safety related I&C systems are I&C systems 
important to safety that perform other functions 
important to safety which are not performed by 
I&C safety systems.

Examples of safety related systems are:

• Reactor control systems.
• Plant control systems.
• I&C control room.
• I&C fire detection and extinguishing.
• Radiation monitoring.
• Emergency control center.
• Communication equipment.
• I&C fuel handling and storage.
• I&C associated with the operation of the 

safety system.
• I&C for monitoring the state of the safety 

system.
• Access control systems.

INTERNATIONAL 
ELECTROTECHNICAL 
COMMISSION STANDARD BASE

IEC Standards Related 
Directly to NPP I&C

International Electrotechnical Commission 
(IEC) was founded in 1906 in order to facilitate 
international cooperation in the field of electrical 
and communication technology. Afterwards IEC 
sphere of activity was extended by electronics, 
instrument engineering, computers and other 
branches of modern technology, connected with 
information technologies. IEC is the oldest interna-
tional organization of standardization. As of 2011, 
IEC members are represented by 81 countries. 
IEC member countries cover 80% of the world 
population and produce more than 95% of world 
electric energy. IEC is the biggest and the most 
authoritative organization of standardization in 
the world, covering a wide range of issues such 
as electrical engineering, electronics, instrument 
engineering, and computer technology.

IEC standardization covers two main aspects:

• The interchangeability of products.
• Standard methods of measuring and as-

sessing quality and performance.

More information on IEC activity can be found 
at http:\www.iec.ch. IEC work is organized among 
technical committees (ТС), and each TC is respon-
sible for a specific course. Many of technical com-
mittees contains of subcommittees (SC), which 
in turn are divided in a range of Working Groups 
(WG) (Bouard, 2002; Cox&Shumov, 2011).

The subject of the book corresponds foremost 
to activities of ТС 45 (Nuclear Instrumentation) 
and, in particular, to its subcommittee SC 45A 
(I&C of nuclear facilities). This subcommittee was 
formed in 1963 and is concerned with electronic 
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and electrical functions and associated systems 
and equipment used in the instrumentation and 
control systems important to safety of nuclear 
power plants.

SC45A standards cover the entire lifecycle of 
these I&C systems, from conception, through de-
sign, manufacture, test, installation, commission-
ing, operation, maintenance, aging management, 
modernization and decommissioning.

A major aspect of SC45A is the application of 
emerging electronic techniques in order to meet 
nuclear instrumentation and control requirements, 
particularly computer systems and advances in 
information processing and control.

SC-45A now has 7 active Working Groups:

• WG A2: Sensors and measurement 
technique.

• WG A3: Application of digital processors 
to safety in NPPs.

• WG A5: Special process measurements 
and radiation monitoring.

• WG A7: Reliability of electrical equip-
ment in reactor safety systems.

• WG A8: Control rooms.
• WG A9: Instrumentation systems.
• WG A10: Upgrading and modernization 

of I&C systems in NPPs.

The second subcommittee of technical com-
mittee ТС-45 is SC45B (Radiation monitoring 
instrumentation).

In Figure3 shows the structure of standards, 
developed SC45A and related to NPP I&C and its 
components important to safety, is n. Standards 
are arranged in 4 levels.

The top-level document is IEC 61513 (IEC, 
2011,a). It provides general requirements for I&C 
systems and equipment that are used to perform 
functions important to safety in NPPs.

IEC 61513 covers:

• Unit overall control systems and individual 
information and control systems.

Figure 3. Structure of IEC standards devoted to safety important NPP I&C systems and their components
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• Systems, using computers and software, 
and systems that do not use them.

In IEC 61513 two safety lifecycles are con-
sidered:

• Common, covering overall unit control 
systems.

• Individual information and control 
systems.

Common safety lifecycle follows from NPP 
safety design and includes:

• Operations prior to lifecycle of individual 
systems (e.g., architecture project of over-
all I&C systems).

• Lifecycles of individual I&C systems.
• Operations following the end lifecycle of 

individual systems (e.g., their integration).

The standard requires unambiguous, complete 
and clear functional requirements and design 
specifications, in relation to which functions 
should be checked during design, production, 
commissioning and maintenance, and which 
should be used as reference in performing any 
modifications.

System requirements in IEC 61513 are supple-
mented with requirements for system design, 
integration, validation, assembling, adjustment 
and operation, including requirements for their 
compliance assessment. Detailed documentation 
requirements at all stages of system lifecycle 
should be mentioned.

IEC 61513 contains description of a top level 
of requirements, regardless of reactor type and 
used design solutions: specification of a set of 
requirements contains in other IEC standards are 
at the 2-nd and 3-rd levels, as shown in Figure 3. 
IEC 61513 refers directly to other IEC SC 45A 
standards for general topics related to categoriza-
tion of functions and classification of systems, 
qualification, separation of systems, defense 

against common cause failure, software aspects 
of computer-based systems, hardware aspects 
of computer-based systems, and control room 
design. The standards referenced directly at this 
second level should be considered together with 
IEC 61513.

At the third level, IEC SC 45A standards not 
directly referenced by IEC 61513 are standards 
related to specific equipment, technical methods, 
or specific activities.

At the fourth level technical reports, not con-
sidering normative documents, are found. There 
is only one document – IEC 61838 (IEC, 2001), 
devoted to the use of probabilistic safety assess-
ment for the classification.

In this structure two earlier developed stan-
dards, having a wider application than I&C, 
are not included, - they cover different electri-
cal equipment of safety systems, it follows that 
they are applied to safety control systems. Both 
standards consider equipment qualification: IEC 
60780 (IEC, 1998) and IEC 60980 (IEC, 1989)

Technical report IEC 62096 TR “Nuclear 
power plant Instrumentation and Control – Guid-
ance for decision on modernization” applies to all 
NPP I&C systems, regardless to safety importance.

In IEC standards a considerable attention is 
paid to aging management of NPP I&C equipment 
(see, e.g., IEC 62342 (IEC,2007,a). This standard 
considers requirements for aging management 
and control, for I&C aging phenomena and for 
evaluation of aging; aging stresses; and internal 
intended function versus qualification, mainte-
nance, test, and operating data etc. “On-line” and 
“in-site” state monitoring of peripheral equipment 
(sensors, transmitters etc.) for defining its aging 
and applying proper actions are considered here. 
For this purpose computer technology without 
equipment dismounting on place of its installa-
tion in the unit and new analyzing instruments 
(neural networks, artificial intelligence, pattern 
recognition and others) are used. Examples of 
testing and monitoring techniques for I&C aging 
management are:
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• On-line calibration verification.
• On-line detection of venture fouling.
• In situ response time testing of pressure 

transmitters.
• On-line detection of clogging in impulse 

lines.
• Resistor temperature detector (RTD) and 

thermocouple cross calibration.
• Response time testing of RTDs and 

thermocouples.
• Testing of cables and connectors.

The outlined problem, being very important, 
will not be considered in this book. The readers, 
who are interested in this problem, besides IEC 
standards, should be addressed to H. Hashimian’s 
books (1998, 2005, 2006).

IEC Standards on Critical 
Systems: Functional Safety

IEC 61508 “Functional safety of Electrical/Elec-
tronic/Programmable Electronic safety-related 
systems” (IEC, 2008), developed by technical 
committee IEC SC 65 “Industrial process mea-
surement, control and automation,” applies to 
critical systems in different branches of industry. 
This standard refers to a wide class of systems, 
including the following types of components: 
electrical (E) (e.g., electromechanical devices), 
electronic (E) (e.g., nonprogrammable transistor 
devices), programmable (PE) (e.g., microproces-
sors, microcontrollers, logic controllers). In IEC 
61508 these components are indicated as E/E/
PE and respective systems as E/E/PE systems or 
E/E/PES.

The definition of “functional safety” is given in 
IEC 61508: it is a part of general safety, related to 
controlled equipment and to a system that controls 
it, that depends on a correct operation of E/E/PE 
system important to safety, on other technologi-
cal systems important to safety and devices for 
decreasing external risk. This concept and methods 

of functional safety assessment and assurance are 
more widely used currently.

IEC 61508 is a base for a range of safety im-
portant branches of technique. Examples of E/E/
PE are fire control systems, ship motion control 
systems, railway signaling systems, automatic 
safety loading crane indicators, and, of course, 
NPPI&C systems.

In the standard, the notion of safety lifecycle 
is introduced, it is an activity connected with 
implementation of safety related systems starting 
from the development of design concept till E/E/
PE systems are not usable. IEC 61508 describes 
two types of requirements:

• General control system requirements.
• Individual (separate) system requirements.

The standard indicates typical stages of system 
lifecycle and considers safety requirements for 
each of the stages.

“Functional safety” is a special case of more 
general concept “safety” and is in line with “fire 
safety,” “electrical safety” etc.

IEC 61508 requires that functional safety as-
sessment is made for all parts of E/E/PE system 
at all lifecycle stages. This standard is a basic: it 
is not only used as an independent one in some 
branches of industry, but also forms a ground for 
development of branch standards. In IEC 61508 
the main attention is paid to computer systems.

To develop IEC 61508, later IEC 61511 (IEC, 
2003) was issued: “Functional safety – Safety in-
strumented systems for process industry sector,” 
consisting of three parts:

• 61511-1: Framework, definitions, system, 
hardware and software requirements.

• 61511-2: Guidance for the application of 
IEC 61511-1.

• 61511-3: Guidance for the determination 
of the required safety integrity levels (a 
degree of risk reduction, provided by the 
system, is understood).
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IEC 61513 (IEC, 2011,a) uses main principles 
of functional safety of basic IEC 61508, applying 
I&C (Figure 4). The necessity in IEC 61513 de-
velopment, having a more common standard IEC 
61508 for critical systems of various purpose, is 
connected with the fact that IEC 61513 a set of 
peculiarities of NPP safety assurance is taken into 
account, e.g. already available hazard information, 
availability of deterministic approach to determine 
system importance in terms of safety and others.

It should be noted that in IEC 61508 uses the 
term “safety related system.” However, in IEC 
61513, devoted to NPP I&C, this term is inter-
preted as “safety important system“ according to 
IAEA nomenclature (see, e.g., IAEA, 2000,a and 
IAEA, 2012).

Following IEC 61508, functional safety of an 
I&C system can be called as a part of “nuclear 
and radiation safety of NPP” that refers to I&C 
operating in common and NPP technological 
equipment and depends on the I&C system cor-
rect functioning.

“Functional safety” term is relatively a new 
one. This term conforms to the problem of inter-
connection between the I&C and NPP safety: just 

I&C function performance affects NPP safety. 
Thus, the expression “I&C functional safety 
requirement” is identical to a longer expression 
“I&C requirements, affecting NPP nuclear and 
radiation safety.”

In Application D of IEC 61513 the interconnec-
tion between IEC 61508 and nuclear application 
standards is considered.

IEC Common Technical Standards

In IEC membership there is also a range of techni-
cal committees that developed common technical 
standards for different branches of technique, not 
only for NPPs. TC 77 “Electromagnetic compat-
ibility” elaborated a set of standards with common 
name “Electromagnetic compatibility (EMC) 
– Testing and measurement techniques –” 61000-
4- and additional name and number, which takes 
into account type of test (e. g. Electromagnetic 
compatibility (EMC) – Testing and measurement 
techniques – Electrostatic discharge immunity test 
IEC 61000-4-2).

The special importance of this group of stan-
dards is explained by the fact that advanced I&C 

Figure 4. Relationship between IEC standards related to functional safety in different branches of tech-
nique and related to NPP I&C
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systems use high-speed digital devices, com-
munication networks, chips with high and extra 
high-scale integration (microprocessors, memory 
devices, programmable integrated logic circuits 
etc.) essentially sensitive to electromagnetic distur-
bances and power supply quality. Unexpected per-
formance loss of individual components, caused 
by the interference or deviation of power supply 
parameters, can lead to unpredictable behavior of 
the whole system. IEC standards of 61000-4 series 
have considerably extended previous IEC ones.

Standards of technical committee IEC TC 
56 “Dependability” have a great importance for 
NPP I&C. Dependability covers the availability 
performance and its influencing factors: reliability 
performance, maintainability performance and 
maintenance support performance (including man-
agement of obsolescence). The standards cover 
generic aspects on reliability and maintainability 
management, testing and analytical techniques, 
software and system dependability, life cycle 
costing, technical risk analysis and project risk 
management.

Let us also mention a standard issued by TC 
75 on “Classification on environment conditions.”

Interconnection between 
IEC Standards and Other 
International Standards

IEC and IAEA closely interact with each other 
in the context of NPP I&C systems, though, their 
functions differentiate. According to a formal 
cooperation agreement between IAEA and ТC 
45 IEC, concluded in 1981, IAEA is responsible 
for development of general concepts for NPP I&C 
safety, TC-45 IEC is responsible for development 
of technical requirements, using and detailing 
the safety concepts mentioned above. Terms and 
definitions, used in IEC standards, correspond to 
IAEA standards.

Interconnection between documents of IEC and 
IAEA is shown in Figure 5 that has a following 
structure. On the left IAEA documents are repre-

sented, on the right – IEC documents. The first level 
is general safety in different branches of industry, 
covered by IEC 61508, and IAEA documents are 
naturally not included. The second level is general 
NPP safety issues, covered by IAEA SSR-2/1, and 
IEC standards are not included. The third level is 
NPP I&C requirements and includes IAEA NS-G-
1.3, subjected to IAEA NS-R-1 and corresponding 
to IEC 61513 and IEC 61226. The fourth level is 
I&C systems components. It includes IAEA NS-
G-1.1 on NPP I&C software and IEC documents 
(e.g., IEC 60880 (IEC,2006) on software or IEC 
60987 (IEC,2007,c). on computers.

At the regional level, the IEC works to achieve 
harmonization of standards among regional stan-
dardization organizations. A considerable part of 
European standards, developed by European 
Committee of Electrotechnical Standardization 
– CENELEC, is identical to IEC standards or 
slightly differs. So, all 7 parts of IEC 61508 are 
ratified by CENELEC, and this standard is pub-
lished under EN 61508.

A number of IEC standards devoted to soft-
ware (IEC, 2006, IEC, 2004,b), to hardware 
(IEC,2007,c), to classification of functions 
(IEC,2009,b), to control rooms (IEC,2009,a), to 
separation (IEC2004,a), to coping with common 
cause failures (IEC,2007,b), to data communica-
tion (IEC,2009,c), etc have been published as EN 
standards and implemented as nationally in 31 
European countries.

IEC is closely connected with the Interna-
tional Organization for Standardization – ISO. 
In particular, taking into account rapid growth 
of computerization, in 1986 IEC and ISO cre-
ated a joint technical committee (ISO/IEC Joint 
Technical Committee for Information Technology 
– JTC1). This committee consists of subcommit-
tees. Standards applied in the field of NPP I&C 
are developed by subcommittee 7 on software 
engineering (JTC1/SC7 Software Engineering). 
A necessity of analysis of this group of standards 
is caused by a wide use of the latest achievements 
of information technologies in the I&C systems.
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The main part of standards on software engi-
neering is devoted to the description of software 
(SW)lifecycle processes (supply and purchase, 
requirement analysis, design, coding and testing, 
integration, operation and maintenance, docu-
mentation, configuration management, quality 
assurance, verification and validation, project 
management). Moreover, a part of standards de-
scribe specific functions of software engineering: 
terminology development, specification of data 
and reports, measurement of SW characteristics, 
use and reuse of commercial products, application 
of instrumentation and formal methods.

IEEE standards form their own system inad-
equate to IEC standards. In particular, IEC focuses 
on important to safety systems, IEEE focuses on 
safety systems. It notes in (Johnson, 2002), that the 
collection of IEEE and IEC standards have some 
overlap, but in many cases cover significantly dif-
ferent topics. For example, IEEE standards go to 
great depth covering environmental qualification 

of many specific types of components, while IEC 
covers the topic only at the general level. Con-
versely, certain IEC standards deal with specific 
instrumentation and control functions, a topic area 
where IEEE standards are largely mute.

Collaboration between IEC with IEEE was 
realized as follow: two high level agreements 
signed in 2007 and 2008 between the IEC and the 
IEEE; technical collaboration started in 2009 be-
tween IEC/SC45A and IEEE/NPEC; publication 
of IEC/IEEE standards on condition monitoring 
took place in 2011 (IEC/IEEE, 2011). Drafts of 
new IEC/IEEE standards include:

• Nuclear Power Plants: Electrical equip-
ment for safety systems- Qualification.

• Nuclear Power Plants: Control rooms- 
Computer based procedures.

• New Direction of Common Work: IEC/
IEEE standard, devoted to post-accident 
monitoring.

Figure 5. Interconnection between IAEA and I&C documents
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It may be supposed that this collaboration 
between IEC and IEEE will be considerably 
strengthened in the nearest future.

IEC SAFETY CLASSIFICATION 
PRINCIPLES

Categorization of Functions

IEC 61226 (IEC, 2009,b) defines a function 
is determined as a specific purpose or objec-
tive to be accomplished, that can be specified 
or described without reference to the physical 
means of achieving it. This standard extends the 
classification strategy presented in IAEA Safety 
Guide NS-G-1.3, and establishes the criteria and 
methods to be used to assign the I&C functions 
of an NPP to one of the three categories A, B and 
C, depending on their importance to safety, or to 
an unclassified category for functions.

Category A denotes the functions that play a 
principal role in the achievement or maintenance 
of NPP safety to prevent design basis event (DBE) 
from leading to unacceptable consequences. This 
role is essential at the beginning of the transient 
when no alternative actions can be taken, even if 
hidden faults can be detected. These functions play 
a principal role in the achievement or maintenance 
of the non-hazardous stable state.

Category B denotes functions that play a 
complementary role to the category A functions 
in the achievement or maintenance of NPP safety, 
especially the functions required to operate after 
the non-hazardous stable state has been achieved, 
to prevent DBE from leading to unacceptable 
consequences, or mitigate the consequences of 
DBE. The operation of a category B function may 
avoid the need to initiate a category A function.

Category C denotes functions that play an 
auxiliary or indirect role in the achievement or 
maintenance of NPP safety. Category C includes 
functions that have some safety significance, but 

are not category A or B. If a function does not 
meet any of the criteria given below, then it shall 
be “non-classified.”

IEC 61226 uses the approach based on quali-
tative criteria and not on probabilistic estimates 
(though, it indicates that probabilistic estimates 
can complete qualitative criteria). Most of the clas-
sification criteria are given in such a way that no 
additional analysis is required. For all categories 
examples of functions and systems, performing 
the functions, are given.

An I&C function shall be assigned to category 
A if it meets any of the following criteria:

• Functions required to reach the non-haz-
ardous stable state, to prevent a DBE from 
leading to unacceptable consequences, or 
to mitigate its consequences.

• Functions, whose failure or spurious ac-
tuation would lead to unacceptable conse-
quences, and for which no other category 
A function exists that prevents the unac-
ceptable consequences.

• Functions required to provide information 
and control capabilities that allow speci-
fied manual actions necessary to reach the 
non-hazardous stable state.

The I&C functions assigned to category A are 
necessary for:

• Reactor shutdown and maintenance of 
sub-criticality.

• Isolation of containment.
• Provision of information for essential op-

erator action.
• Decay heat transport the ultimate heat sink.

Typical I&C systems are as follows:

• Reactor protection system.
• Safety actuation system and safety support 

features.
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• Key instrumentation and displays to per-
mit pre-planned operator actions that are 
defined in the NPP operating instructions, 
and that are required to ensure NPP safety 
in the short term.

An I&C function shall be assigned to category 
B if it meets any of the following criteria and is 
not otherwise assigned to category A:

• Functions required after the non-hazardous 
stable state of a DBE has been reached, 
to prevent it from leading to unaccept-
able consequences, or to mitigate the 
consequences.

• Functions required to provide information 
or control capabilities that allow specified 
manual actions necessary after the non-
hazardous stable state has been reached 
to prevent a DBE from leading to unac-
ceptable consequences, or mitigate the 
consequences.

• Functions, the failure of which during nor-
mal operation, would require the operation 
of a category A function to prevent an ac-
cident which study is required.

• Functions to reduce considerably the fre-
quency of a DBE as claimed in the safety 
analysis.

• Plant process control functions operating 
so that main process variables are main-
tained within the limits assumed in the 
safety analysis, when these control func-
tions are the only means of control of these 
variables.

• Functions used to prevent or mitigate a ra-
dioactive release or fuel degradation out-
side of the limits and conditions of normal 
operation as defined in the safety analysis.

• Functions that provide continuous or in-
termittent tests or monitoring of functions 
in category A to indicate their continued 
availability for operation and alert control 

room staff to their failures, when no alter-
native means (e.g. periodic tests) are pro-
vided to verify their availability.

The I&C functions assigned to category B are 
necessary for:

• Used fuel pool cooling system.
• Main cooling system isolation.
• Post-accident monitoring system.
• Automatic control of the NPP primary and 

secondary circuit conditions, keeping vari-
ables in the limits assumed in the safety 
analysis, and prevention of events from es-
calating to accidents.

• Monitoring/controlling the handling of 
fuel where failure could cause radiation re-
lease or fuel degradation outside the limits 
and conditions of normal operation.

Typical I&C systems are as follows:

• NPP automatic control system or preventa-
tive protection system.

• Part of the decay heat transport to ultimate 
heat sink not necessary in the short term;

• Instrumentation needed to apply operating 
procedures for DBE.

• Safety circuits and interlocks of fuel han-
dling systems used when the reactor is shut 
down.

An I&C function shall be assigned to category 
C if it meets any of the following criteria and is not 
otherwise assigned to category A or category B:

• Plant process control functions so that the 
main process variables are maintained 
within the limits assumed in the safety 
analysis and whose failure would not 
lead directly to operation of category A 
functions.
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• Functions used to prevent or mitigate a mi-
nor radioactive release, or minor degrada-
tion of fuel, within the NPP design basis.

• Functions that provide continuous or in-
termittent tests or monitoring of functions 
in category A and B to indicate their con-
tinued availability for operation and alert 
control room staff to their failures, and are 
not classified category B.

• Functions necessary to reach the safety 
probabilistic goals including those to re-
duce the expected frequency of a DBE.

• Functions to reduce the demands on a cat-
egory A function, as claimed in the safety 
analysis;

• Functions to monitor and take mitigating 
action following internal hazards within 
the NPP design basis (e.g. fire, flood).

• Functions to warn personnel or to ensure 
personnel safety during or following events 
that involve or result in release of radio-
activity in the NPP, or risk of radiation 
exposure.

• Functions to monitor and take mitigating 
action following natural events (e.g. seis-
mic disturbance, extreme wind etc).

The I&C functions assigned to category C 
include:

• Monitoring and controlling performance of 
individual systems and items of equipment 
during the post-accident phase to gain ear-
ly warning of the onset of problems, and to 
keep radioactive releases ALARA.

• Limiting the consequences of internal 
hazards.

• Those for which operating mistakes could 
cause minor radioactive releases, or lead 
to radioactive hazard to the NPP operating 
staff.

• Those necessary to warn of internal or ex-
ternal hazard.

• Access control.

• Communication to warn of significant 
on- or off-site releases for the purposes of 
implementing the NPP’s emergency plan.

Typical I&C systems are as follows:

• Alarm system.
• Access control system.
• Emergency communication systems.
• Control room data processing system.
• Fire suppression systems.

The first edition of IEC 61226 was issued in 
1993. An offered classification proposed in the 
document at that time t seemed to be perspective, 
though a little exotic, since it did not correspond 
to the most part of NPP user countries. However, 
in following years this classification was more 
widely used. The very classification became 
basic for other IEC standards, devoted to NPP 
I&C important to safety. Thus, IEC 60880 (IEC 
60880) describes software system requirements, 
performing category A functions.

Classification of Systems 
and their Components

According IEC 61513 (IEC, 2011,a), functions, 
systems and equipment of NPPs may be considered 
from two points of view: functionals or systems. 
Categorization of functions is shown hereinbefore.

From the second point of view, a system is 
classified (i.e. a total set of interconnection com-
ponents, for which a composition, limits and a set 
of functions are specified). Each I&C important to 
safety should be classified according to categories 
of its functions, which are often related to differ-
ent categories. IEC 61513 introduces a concept of 
system class and sets a relation between a category 
of function and minimum required I&C class that 
can perform this function (Table 1).

As it seen from the table, the standard provides 
division of system into three classes, unambigu-
ously connecting them with three function catego-
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ries important to safety. Each class is characterized 
by a specific set of requirements for system features 
and capabilities, and also for design, production 
and quality of components. Satisfaction of these 
requirements allows considering a system as a 
proper one for performance of functions of a 
specific category. A system can perform or par-
ticipate in performance of one or several functions 
of the highest category, corresponding to its class, 
and any number for functions of a lower catego-
ry.

A typical classification of I&C systems is 
given in Table 2.

The requirements for the function with the 
highest safety category determine the class of the 
system.

Before classification of components notes that 
functions of I&C components (SHC, HW, and 
SW) are offered to be considered as components 
of those I&C functions, in performance of which 
they are participating. The classification of I&C 
systems component is based on the principle that 
each system function can be assigned to unam-
biguously specific set of components required and 
sufficient for realization of this function.

I&C safety class is reasonably set according 
to the following rules:

• Define a complete list of system functions, 
in realization of which this component is 
participating, and the category of each 
function.

• Refer all components that are participating 
in I&C function realization to the same cat-
egory as this function.

• Determine component safety class, cor-
responding to the highest of the catego-
ries of these functions that it performs. 
Components that are participating in real-
ization of one or several category A func-
tions (and, possible, of other categories) 
are referred to the highest safety class.

If one component, for example, a sensor is 
included in several systems, it is referred to the 
highest of safety classes that it could have as a 
component of each of the systems separately (Fig-
ure 6). Hardware that is directly connected with 
components of a specific safety class is referred 
to the same class. An example could be signal 
galvanic isolation devices (also called “isolators”), 
providing a possibility to use the same sensors 
in the systems of different safety class, as shown 
in Figure 6. Communication lines, connecting 
components of one safety class, are referred to the 
same class; connecting components of different 
safety class — to the highest of the classes. The 
same rule is applied to equipment of data com-
munication channels and local networks.

Table 1. Correlation between classes of I&C 
systems and categories of I&C functions 

Categories of I&C 
Functions Important to 

Safety

Corresponding Classes of 
I&C Systems Important to 

Safety

A (B) (C) 1

B (C) 2

C 3

Table 2. Typical classification of I&C systems according to IEC 

Class 1 Class 2 Class 3 Not Classified

Plant automation and control systems X X X

HMI systems (class 1 HMI may be restricted to a few 
critical indicators and push-buttons)

X X X X

Protection system and safety actuation system X

Emergency power actuation system X
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As an example in Figure7 shows a local net-
work, through which data communication between 
I&Cs of 1 and 2 safety classes is performed. All 
components of such a local network, including 
data circuit terminating equipment (DCE), should 
be referred to the highest of safety classes (1), 
even in those cases when separate DCEs are in-
cluded in systems of safety class 2. As in the 
previous example, in such systems special de-
vices (“isolators”) of safety class 1 should be 
provided to connect DCEs with components re-
lated to safety class 2.

Software safety class is set the same way as a 
safety class of instrumentation and control systems 
or HSC, with which this software is used.

Safety class of service items (including tools 
and service software) is proposed to install, tak-
ing into account:

• Safety class of I&C, HSC and HW, in 
which the service Items included or with 
which service item is applied.

• Nature of performed service functions.
• Operation condition of I&C system, HSC 

or hardware while using service item as 
intended.

• Type of service item connection (perma-
nent or only within a time period of its use 
as intended).

Safety class of service item, if permanently 
connected and allowing a direct influence on 
parameters and characteristics of I&C, SHC, HW 
or SW (change of modes, set-points, adjustments, 
installations or program modifications etc.), is 
identical to the safety class of system or com-
ponent. In other cases the use of service items, 
related to a lower safety class, can be justified.

SAFETY CLASSIFICATION AND 
QUALITY REQUIREMENTS

To provide proper guarantee of operability and 
quality of I&C system operation, corresponding to 
their significance with regard to safety of systems 
and components of different classes, considerably 
distinct requirements should be applied. A general 
NPP safety concept is described in INSAG report 
(IAEA, 1999,a), where it is indicated that “all 
safety related components, structures and systems 
are classified on the basis of their functions and 

Figure 6. Safety classification of components, common for different I&C systems
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Figure 7. Safety classification of a local network components
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significance with regard to safety, and they are so 
designed, manufactured and installed that their 
quality is commensurate with that classification.”

This concept is embodied in international 
standards. According to IAEA NS-G-1.3 “All 
I&C systems and equipment should be designed, 
constructed and maintained in such a way that 
their specification, verification and validation, 
quality assurance, quality control and reliability 
are commensurate with their classification.” In 
the document requirements for all safety impor-
tant systems and additional requirements related 
only to safety systems are provided. In particular, 
mandatory requirements for safety systems are: 
compliance with the single failure criterion; peri-
odic checks and calibration of redundant channels 
for confirmation of specified operating charac-
teristics; safety maintenance and no influence on 
other independent systems in testing. Analysis of 
probable common cause failures is required, and 
suitability of justified application of the diversity 
principle is indicated. Time minimization for 
redundant channel of safety system deactivation 
for checking is recommended, and safety require-
ments for testing equipment and facilities for its 
connection are set. For safety related systems 
these requirements are not regulated (or indicated 
as recommended).

IEC 61226 differentiates requirements for 
systems and equipment, depending on a category 
of the function they are performing. For each 
category general and specific requirements are 
determined. It is determined, for example, that 
reliability requirements can be identical for func-
tions of different categories, though a level of 
confidence that the function will have the required 
reliability should be the highest for category А and 
can decrease for categories В and С. For category 
А functions redundancy, providing performance 
of, at least, the single failure criterion, should be 
applied. During reliability assessment common 
cause failure effects, which can be caused by 
defects of design, production, fitting or errors 

made by personnel during operation, servicing and 
restoration should be considered. If the specified 
factors cannot be taken into account, application 
of diversity means for function performance can 
be required.

For category B application of redundancy is 
desirable (but not mandatory if the required reli-
ability level can be reached without redundancy). 
At the same time redundancy should be provided 
if single failure effects are not acceptable concern-
ing a degree of their influence on safety. High 
reliability of component application should be 
justified. Application of means for fast detection 
and elimination of failures should be provided.

For category С in general case redundancy 
is not required, though it can be necessary for 
obtaining reliability level, in this case reliability 
and redundancy estimation should be assessed 
according to the same rules as for category B 
functions.

The requirements for functionality, environ-
mental stability, tests, quality assurance which 
are differentiated for each safety category are 
determined in the same way.

It is obvious that an unreasonable setting a 
safety class of system and its components too high 
will cause a considerable increase of costs at all 
lifecycle stages: at development, validation, and 
verification of new hardware and software; pro-
duction, equipment tests and acceptance; design, 
integration, checking, installation and commis-
sioning; servicing and maintenance during opera-
tion. On the other hand, if systems (components) 
are related to a lower safety class, than is actually 
required, insufficiently strict requirements would 
be specified for them; in this case the quality of 
such systems (components) may not be complied 
with their actual significance with regard to safety 
and (or) a sufficient confidence in such compliance 
would not be obtained. Unreasonable understating 
of class should be considered as a hidden lack of 
safety, i.e. violation of one of the fundamental 
safety concepts.
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SHORT REMARKS ON THE 
NATIONAL STANDARD BASES

Every country, where there are NPP’s, has its own 
regulatory authority and own standard base related 
as to NPP safety as whole, as to NPP I&C systems.

Comparison of different I&C safety classifica-
tions is of interest is shown at Table 3 (the basis of 
this table is taken from (IAEA, 2011,b). In recent 
years after issuing of IEC 61226 and its following 
editions (let us note that besides IEC 61226 no 
IEC standards has been issued in a third revision 
over the recent 10 years) I&C systems division 
into 3 classes, corresponding to division of func-
tions into 3 categories, is more widely applied. 
Harmonization with IEC 61226 is performed in 
the most part of European countries.

However, in Ukraine up to date safety impor-
tant I&C systems have been divided into two 
safety classes (class 2 and 3). I&C systems were 
not related to class 1, according to high level 
document of regulatory authority of Ukraine,. 
Only now new regulations, where I&C systems 
are divided into 3 classes (Yastrebenetsky & 
Rozen, 2010), have been developed in Ukraine.

Though, it should be noted that the proposed 
I&C systems classification is not used, for ex-
ample, in the USA, where only one safety class 
– 1E is determined. It includes electrical equip-
ment and systems required for emergency reactor 
shutdown, isolation of containment, reactor core 
cooling, heat removal from containment and 
reactor or other actions important for prevention 
of radioactive materials into the environment 
(ANSI-IEEE). Other systems and equipment are 
not related to IE class.

At present, more attention is given to harmo-
nization of international and national standards.

Solutions and Recommendations

International normative bases of IAEA and IEC are 
sufficiently coordinated and continue developing 
actively. New IEC standards and regular revisions 

of active ones, periodic redevelopment of IAEA 
documents prove these statements.

Two most important directions of work on 
standardization applicable to NPP I&C can be 
recommended:

1.  Harmonization of national and international 
documents of different countries with inter-
national requirements.

2.  Modification of requirements for NPP I&C, 
resulting from lessons of the Fukushima-1 
accident. This recommendation will be con-
sidered below in Section “Future Research 
Directions” more detail.

FUTURE RESEARCH DIRECTIONS

The future research directions were pointed out 
in the paper of heads of IEC TC-45 (Cox & Shu-
mov, 2010):

• Hardware, software and Commercial Off 
The Shelf (COTS) items are more and 
more used in instrumentation and control 
systems of nuclear reactors.

• Methods of information exchange (be-
tween instruments and control rooms, 
radio-links, exchange formats) are rapidly 
developing.

• The Internet impacts all industries and 
might need a specific approach for nuclear 
application.

• New types of reactors, such as advanced 
gas-cooled reactors, Pebble Bed Modular 
Reactors and reactors with higher power 
levels, are built in some countries. These 
types of reactors will require new types of 
instrumentation and control systems.

These trends either have already been taken into 
account in the project of international standards 
or they will be taken into account in the nearest 
future project.”
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Table 3. A comparison of different classifications of I&C systems 

National or International 
Standard, Object of 

Classification

Classification by the Importance to Safety

IAEA SSR-2/1, 
IAEA NS-G-1.3, Systems

Important to safety Not 
important to safetySafety Safety related

IEC 61226 Important to safety

Functions Safety Safety related No direct safety role 
UnclassifiedCategory A Category B Category C

European utility 
requirements

F1A F1B F2 Unclassified

IEC 61513 Important to safety Not important to safety 
UnclassifiedFunctions Category A Category B Category C

Systems Class 1 Class 2 Class 3 Unclassified

Germany Important to safety Not important to safety 
Unclassified 
UnclassifiedFunctions 

Systems
Category A Category B Category С

Class 1 Class 2 Class 3

United Kingdom 
Function 
Systems

Important to safety Not important to safety 
Unclassified 
UnclassifiedCategory A Category B Category С

Class 1 Class 2 Class 3

France Nº4 Important to safety Not important to safety

Systems 1E 2E SH Important to 
safety

-

Switzerland 
Functions

Important to safety Not important to safety 
UnclassifiedCategory A Category B Category С

Ukraine(draft of regulation) 
Functions 
Systems

Important to safety Not important to safety 
Unclassified 

Class 4Category A Category B Category С

Class 2(A) Class 3(B) Class 3(С)

Ukraine(acting) 
Systems

Important to safety Not important to safety 
Class 4Class 2 Class 3

Russia 
Components 
Functional groups

Important to safety Not important to safety 
Class 4 

Category К4Class 2 Class 3

Category К1 Category К2 Category К3

Canada Category1 Category2 Category3 Category4

Japan PS1/MS1 PS2/MS2 PS3/MS3 Non-nuclear safety

Republic of Korea IC-1 IC-2 IC-3

USA and IEEE Important to safety Non-nuclear safety

Safety 
Class 1E

No name assigned
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In addition new directions of work have ap-
peared in relation to the Fukushima-1 accident.

Lessons of each major accident at NPPs 
include modification of standard bases of both 
international and national. These modifications 
were made after the TMI accident in the USA, 
Chernobyl accident in Ukraine, and now take 
place after Fukushima-1 accident in Japan. Modi-
fications are applied to both general principles of 
nuclear safety and NPP I&C.

IAEA, IEC and national regulatory authori-
ties began to change the requirements on NPP 
I&C after the accident at Fukushima-1 NPP. The 
main directions for standards development are 
the following:

• Elaboration of the concept of “hardened in-
strumentation” (sensors – in the first turn).

• Standard to cover spent fuel pool 
monitoring.

• Standard to cover containment monitoring.
• Standard to cover pressure transmitters 

specific to nuclear applications.
• Standard to cover seismic instrumentation: 

detection and measurement of the magni-
tude of the earthquake to help operators to 
analyze the possible consequences on the 
plant.

• Standard to cover boron concentration 
instrumentation.

• Standard to cover reactor pressure level 
instrumentation – characteristics and test 
methods.

• Standard to cover H2 instrumentation – 
characteristics and test methods.

• Standard to cover emergency response 
centre.

IEC did not have its own standards devoted to 
post- accident monitoring system. IEEE devel-
oped the first version of such standard after the 
TMI accident on in 1981, then also in 2002 and 
in 2010 revised it (IEEE, 2010). IEC decided not 
to develop own new standard on this subject, but 

to use IEEE experience and create a joint IEEE/
IEC standard. This work has started in 2012 by a 
group of experts from IEEE and IEC.

Note one of the interesting subjects for research 
directions- comparison of standards devoted to 
safety important/ safety related systems for dif-
ferent applications (e.g. Biscollio & Fusani, 2010)

CONCLUSION

The goals of standards, that pertain to NPP I&C 
systems, are:

• Establish requirements for I&C systems 
that are needed to assure NPP safety.

• Make available to designers sufficiently 
effective methods for elaboration of I&C 
systems and their components in accor-
dance with the acting requirements.

• Establish methods for checking conformity 
of I&C systems with the requirements.

• Assure certain frameworks for interface 
between NPP plant, different participants 
of I&C systems development, and the reg-
ulatory body.

• Establish requirements for I&C systems 
operation.

• Establish terminology in the field of NPP 
I&C systems.

• Serve as a legal base in case of conflicts.

The International standard bases of Inter-
national Atomic Energy Agency (IAEA) and 
International Electrotechnical Commission (IEC).
related to NPP I&C systems, are described in this 
chapter. The IEC standard base is very advanced 
and includes more than 50 standards. These bases 
systematically are improved and supplemented. A 
great part of new additions concerns to new safety 
requirements after accident on Fukushima-1 .Of 
course, the development of international standard 
bases continues. The main position in IAEA stan-
dard base, related to NPP I&C, will rank IAEA 
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safety standards “Design of Instrumentation and 
Control Systems for Nuclear Power Plants,” which 
will supersedes IAEA standards NS-G-1.1 and 
NS-G-1.3.

Besides international standards, all countries 
used national ones. The harmonization of national 
and international standards is an urgent task.

Note that some of the standards in force in 
the United States(developed by the American 
Institute of Electrical and Electronics Engineers 
- IEEE, and the American Society of Mechani-
cal Engineers -- ASME and others) de facto have 
become international standards and have been 
widely adopted not only in the United States but 
in other countries, successfully supplementing 
the IEC standards. This, for example, pertains to 
standards on qualification of equipment, to post-
accident monitoring, etc. The main distinction, 
however, is the fact that the IEEE standards focus 
on safety systems, and the IEC standards focus on 
systems that are important for safety.

Many documents of the U.S. Nuclear Regu-
latory Commission (U.S.NRC) have received 
international use. An example of a U.S.NRC 
document which has been widely disseminated 
is NUREG-0800, which contains standard plans 
for safety analysis of different structures, compo-
nents, equipment and systems. Section 7.0 of this 
document is devoted to I&C systems.
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Regulatory Requirement: A requirement 
which is established by the National Regulatory 
Authority (authority designated by government 
for regulatory purposes for safety assurance).

Safety Classification: Differentiation of sys-
tems or their components into classes, depending 
on their impact on NPP safety.

Safety Function: A specific purpose that have 
to be fulfilled for safety assurance.

Safety Fundamentals: A document which 
contains fundamental principles of safety assur-
ance and safety objectives.

Standard Base: A set of standards or regula-
tions which is established by government or inter-
national organizations for specific area of activity.
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Properties of Safety 
Important I&C Systems 
and their Components

ABSTRACT

Operation reliability of NPP I&C and its components is considered in this chapter. Besides quantitative 
measures, qualitative features that provide required functional reliability such as protection against 
Common Cause Failures (CCF), single-failure criterion, redundancy, diversity, prevention of personnel 
errors, and technical diagnostics, are discussed. A group of features of NPP I&C and its components, 
united by “performance resistance,” is also considered. In particular, they are resistance to environment 
influences, mechanical influences (including earthquake impacts), insensitivity changes of power supply, 
and electromagnetic disturbances. Operation quality issues are considered. By quality (in a broad sense), 
the authors mean the accuracy, response rate characteristics, and features of human-machine interfaces. 
Features that provide NPP I&C independence from malfunction or removal from operation of system 
components (including redundant ones) or from adjacent NPP I&C, and the decrease of possible impact 
of components on other adjacent systems (electromagnetic emission, fire safety) are described as well.

INTRODUCTION

The steadily growing role of up-to-date instru-
mentation and control (I&C) systems that assure 
NPP safety and security requires that:

• Properties of each I&C system and its 
components (hardware and software) at all 
life cycle stages should meet requirements 
of national and international regulations, 
rules and standards of nuclear safety.

• A procedure of development, design, 
manufacturing, testing, acceptance and op-
eration of the system and its components 
determined by regulations, rules and stan-
dards of nuclear safety should be observed. 
for each I&C system.

IEC standard 61508 (IEC, 2008) interprets 
compliance with the indicated requirements as 
functional safety of I&C system.

Yuri Rozen
State Scientific and Technical Centre for Nuclear and Radiation Safety, Ukraine
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The object of the chapter – is to show those 
general properties of I&C systems and their 
central equipment (software-hardware complex 
- SHC) and peripheral equipment, used during 
NPP automation, that provide functional safety 
of these systems.

BACKGROUND

Experience of international society in NPP safety 
assurance, including functional safety of I&C 
systems, accumulated in requirements of national 
and international regulations, rules and standards 
of nuclear safety and was considered during the 
large-scale modernization, carried out at all Ukrai-
nian NPPs within programs of safety improvement 
and extension of service life of operating power 
units. These activities contributed to accumula-
tion of Ukrainian own experience in standardiza-
tion, assurance and assess of functional safety 
(further – safety) of I&C systems, implemented 
using up-to-date technologies, modern electronic 
components and computing technology, optic 
communication networks, computer facilities for 
diagnostic, display, archiving, etc.

The properties of safety important I&C systems 
and their components that are described further are 
determined by the applied requirements (Figure 1):

• Regulations, rules and standards of nuclear 
and radiation safety in force in Ukraine 
(NP 1999; NP, 2000; NP, 2003a; NP, 
2003b; NP, 2005; NP, 2008a; NP, 2008, 
IEC, 2006b; NAPB, 2000; PNAE, 1987).

• Safety standards of the International 
Atomic Energy Agency (IAEA, 2000; 
IAEA, 2002a; IAEA, 2011a; IAEA, 2012).

• Standards of the International 
Electrotechnical Commission, applicable 
to Instrumentation and control systems, 
important to NPPs safety (IEC, 1996; 
IEC, 1998; IEC, 2005a; IEC, 2007a; IEC, 
2007b; IEC, 2011).

• International industrial standards (IEC, 
2001a-IEC,2001g; IEC 2002a- IEC 
2002c; IEC 2004; IEC 2005b; IEC 2006a; 
International Special Committee on Radio 
Interference- CISPR 2006 and ISO 2000).

• State standards of Ukraine (DSTU ІЕС, 
DSTU CISPR, DSTU ISO), identical with 
relevant international standards.

Conformance to requirements of these docu-
ments, reflecting long-term national and foreign 
experience in standardization, assurance and as-
sessment of safety of systems and their components 
applied in NPP, was supervised by State Nuclear 
Regulatory Authority of Ukraine and considered 
as one of the main conditions for issuing a permit 
for manufacturing and implementation of safety 
important I&C systems.

It should be noted that regulations NP, 2000 и 
NP, 2008,a in force are currently revised for har-
monization with requirements of new international 
standards (IAEA, 2011,a; IAEA 2012, etc.), and 
also with regard to results of practical application 
and suggestions of interested organizations and 
NPPs for their improvement. Supposed changes 
were considered as far as possible in this chapter 
(and further chapters of the book).

FUNCTIONAL PROPERTIES

According to IEC, 2011 functions, systems and 
equipment of the NPP may be considered from 
two points of view – functional and system.

Functional Point of View

This point of view illustrated in Figure 2 considers 
only the functions to be performed. Instrumenta-
tion and control (I&C) function is determined as a 
specific objective that should be reached without 
mentioning physical means for its achievement. 
This concept is applied by production engineers to 
formulate a general task for the whole set of NPP 
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Figure 1. Rules, regulations, and standards governing the properties of I&C systems and their components
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structures, systems and equipment required and 
sufficient for realization a proper instrumentation 
and control function (achievement of the stated 
objective). According to the terminology used 
in IEC, 2011, this set can be called “systems and 
equipment associated with function.” A functional 

point of view is typical for standards IAEA, 2002,a; 
IAEA, 2012; IEC, 2009, etc.

Monitoring of nuclear fuel fission and reactiv-
ity relates to category B functions and provides:

Safety functions are performed to prevent 
design basis accidents and control accidents 
(limitation of their effect, prevention of accidents 

Figure 2. I&C functions: examples of a functional point of view
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with severe core damages). To safety I&C func-
tions include emergency reactor protection, heat 
removal from the core and cooling pool, preven-
tion or limitation of radioactive releases release 
beyond established boundaries.

Reactor protection function provides core 
transfer of the core to safety (subcritical) state and 
keeps the shutdown reactor in subcritical state.

Heat removal function provides:

• Coolant inventory monitoring and main-
tain at the design specific level.

• Emergency core cooling during initiating 
events, in allowed y the design, in emer-
gencies and/or during design basis acci-
dents and long-term maintenance of core 
temperature parameters in the design spe-
cific limits.

• Residual removal and transfer to the ulti-
mate heat sink from intermediate heat re-
moval used for emergency cooling.

• Retention of the specified (or permissible) 
level of each parameter controlled during 
accident management and post-accident 
mode (for example pressure in the primary 
circuit, discharge pressure in emergency 
cooling pumps and emergency feedwater 
pumps, water temperature in the cooling 
pool, etc.)

Function of prevention or limitation of radio-
active releases in accidents, provide:

• Isolation of the containment and ways of 
possible distribution of radioactive releas-
es in of postulated initiating events.

• Detection of explosive gas concentrations 
in rooms under the containment.

• Pressure and temperature reduction and en-
vironment decontamination during design 
basis accidents.

Safety functions are related to category А 
functions according to IEC 2009.

Normal operation functions are intended to 
ensure safety of the unit in operation modes (start-
up, power generation, scheduled shutdown and 
cooling), automation of determined activities in 
standby modes and detection and prevention of 
threats to personnel or equipment. Examples of 
normal operation I&C functions: core monitoring; 
monitoring of nuclear fuel fission and reactivity; 
control of technological processes of the primary 
circuit; monitoring of radiation situation; detec-
tion and limitation of effects of hazardous events; 
refueling control.

Core monitoring relates to category В func-
tions and provides:

• Information on neutron physical, thermo-
hydraulic and other parameters, defining 
core state and operating processes in it.

• Calculation of distribution of neutron flux 
and power density field in the core.

• Display of obtained information in the 
form convenient for perception and analy-
sis by operational personnel.

• Testing of conformance between design 
and real core characteristics.

• Warning of personnel and delivery of sig-
nals, initiating performance of reactivity 
control functions, if deviation of core char-
acteristics from design values exceeds per-
missible ones.

• Archiving, storage during the specified 
time period, display and / or registration 
of core parameter values in case of normal 
operational occurrences, emergencies, dur-
ing and after design-basis accidents con-
formance of heat power of the reactor and 
turbine during power output in the grid, 
routine startup and power unit shutdown, 
and also during rapid load changes, caused 
by sudden connection or disconnection of 
high-power loads, energy sources, trans-
mission lines, etc.

• Reactor unloading (heat power reduction) 
if any conditions of normal operation are 
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violated and power reduction on the per-
missible safety level.

• Reactor power reduction if any case of the 
controlled parameters exceeds the speci-
fied limits and also in other cases covered 
by design or by the operator’s initiative.

• Prohibition of reactor power increase.
• Continuous monitoring of reactivity con-

trol tools (control rod position; concentra-
tion of dissolved neutron absorber in the 
primary coolant and in the cooling pool; 
pressure, level and concentration in the 
emergency tanks with soluble neutron ab-
sorber), warning of personnel about viola-
tions, display of monitoring results.

Сontrol of technological processes of the pri-
mary t circuit of the nuclear installation relates to 
category А or В functions and provides:

• Compensation of coolant volume change 
in the primary circuit (automatic level con-
trol in the volume compensator).

• Protection against inadmissible increase of 
pressure in the first circuit.

• On-line monitoring of coolant level in the 
reactor vessel, activity and content of neu-
tron absorbers in the coolant of the primary 
circuit.

• Warning of personnel when limits, speci-
fied for emergency reserve of soluble ab-
sorber in any storage, are achieved.

• Coolant leak detection in the primary cir-
cuit, detection of its location and assess-
ment of coolant flow in leak.

Monitoring of radiation situation relates to 
functions of category С and provides:

• Continuous measurement of parameters, 
defining radiation situation in the rooms 
and on NPP territory, in sanitary protection 
zone and control area.

• Archiving, storage during the specified pe-
riod of time, display and/or registration of 
information on radiation situation in each 
control point, determined by the design, 
during normal operation, in emergencies, 
during and after accidents, including be-
yond design mode.

• Detection of radioactive releases and dis-
charges into the environment, that exceed 
the limits allowed by the design and warn-
ing of operational personnel (preventive 
and emergency alarm) about excess of al-
lowed parameter limits, defining radiation 
situation at control points.

Detection and limitation of effects of hazardous 
events, considered in the design (fire, earthquake, 
radioactive release, violation of conditions for 
safety storage of nuclear fuel and radioactive waste, 
etc.) relate to category A functions. For example, 
detection and limitation of fire effects provides:

• Automatic detection of fire source by 
smoke, temperature increase and other 
signs.

• Signal reception from manual fire detectors.
• Visible and audible warning of fire.
• Formation and issue of a sequence of in-

structions, initiating disconnection of room 
ventilation systems, in which fire sources 
were detected, shutdown of smoke control 
system and closing of fire retardant valves.

• Formation and issue of instructions, initiat-
ing launch of automatic fire fighting sys-
tem and / or reception of instructions from 
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manual fire detectors and issue of proper 
control actions for warning devices and ac-
tuating elements of ventilation systems and 
firefighting systems.

Monitoring and control of refueling relate to 
category A functions and provides:

• Automatic control of refueling device ac-
cording to the program, schedule and car-
togram of refueling;

• Automatic measuring of neutron flux den-
sity and a concentration of fluid neutron 
absorber solution during refueling.

• Speed limit of transfer of fuel assembles on 
the levels regulated in the design of refuel-
ing machine.

• Protection against damage, deformation, 
destruction or fall of fuel rod arrays, and 
also of stress application, exceeding maxi-
mal permissible, during their removing or 
mounting.

• Mechanical locking of refueling device at 
the limits of permissible transfers of fuel 
assemblies, and also in case of detection of 
the beyond design state, failures or dam-
ages of refueling device, power loss and 
initiating events considered by the design.

• Immediate display of information of posi-
tion, transfer and orientation of fuel assem-
blies and pinchers.

• Monitoring using closed circuit television 
system.

Individual functions can be arbitrary divided 
into parts (subfunctions), for example, for reactor 
protection function (see Figure 2): monitoring of 
technological parameters; monitoring of events 
and states of equipment; initiation of protection 
action; realization of control actions; information 

support of personnel; data output required for 
execution of other functions.

System Point of View

This point of view considers the systems as an 
organized set of equipment that implements mul-
tiple functions/subfunctions. This point of view 
is typical for designers of overall I&C systems, 
based on the analysis of functions specified by 
processing engineers, selection of individual I&C 
systems required for their implementation and 
identification of functions, to be performed by 
each of them (Figure 3). Upon that an individual 
I&C system can participate in performance of 
one or several different functions, including those 
related to different categories.

Category of any function of I&C system is 
determined according to the highest from the 
categories of relevant functions, in which perfor-
mance it participates (one and the same function 
in different I&C systems can relate to different 
categories).

Safety I&C systems together with technological 
systems and equipment perform functions required 
for safety assurance during power unit operation 
in all operation modes, violations of normal and 
safety operation and post-accident mode, caused 
by any design-basis accident.

According to IAEA 2002, a safety I&C systems 
are divided into:

• Protection systems control operation of 
technological systems and equipment of 
power unit and automatically initiate pro-
tective actions required to prevent exceed-
ing of design limits, define dangerous or 
potentially dangerous power unit state, or 
limit effects of design-basis accidents.

• Safety actuation systems control operation 
of technological systems and equipment, 
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Figure 3. Functions of I&C systems: examples of a system point of view
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directly performing initiated protective ac-
tions and monitoring the state and opera-
tion of this equipment.

• Safety systems support features control 
and / or control operation of technological 
systems and equipment, creating required 
operation conditions of protection– and ac-
tuation systems (for example, emergency 
power supply, safety equipment cooling, 
provision of working environment, etc.)

Protection I&C systems initiate protective 
actions in any postulated initiating event, which 
can lead to emergency: violations of any of safety 
operation conditions; dangerous external effects; 
failure of the protection system; exceeding of any 
of its controlled parameters (including design 
ones) or a specified combination of parameters 
beyond the limit, determined by the relevant set-
point. Operational personnel in the main control 
room or emergency control room may at any time 
issue a command, by which the protection system 
initiates performance of protective actions.

The Design and Technical Specification for 
Safe Operation for each protection I&C system 
the following is specified: conditions for initiation 
of protective actions; a list of command receivers 
(safety actuation I&C systems and / or actuating 
elements of technological safety systems); required 
lags of issue and / or withdrawal of commands 
(if necessary); compliance of logic conditions of 
each discrete output signal (command) with values 
of physical quantity, applied for representation of 
these states. This compliance is selected on the 
basis of qualitative evaluations of probability of 
inaccurate interpretation of an output signal by a 
receiver (caused by failures of components of a 
protection system, communication line, etc.) and 
severity of effects, to which such a fault can lead. 
For example, in the reactor protection system 
issue of commands, initiating emergency power 
unit shutdown, corresponds to a high resistance 
or output circuit break of this signal source, com-

mand withdrawal to – low resistance (or closing) 
of output circuit.

Set-points of technological parameters of pro-
tection I&C system can be constant or variable 
(depending on other parameters and / or condi-
tions). In the design of protection I&C system 
provides means that allow retrieving actual values 
of set-points during operation and, if necessary, 
changing them within the limits, allowed by the 
design. Change of set-points is performed by 
personnel of NPP, using specifically provided 
hardware and software, contained in the protection 
system, all changes are controlled and archived.

During unit operation or in standby modes 
the protection I&C system performs described in 
Сhapter 1 main and auxiliary functions of moni-
toring, archiving, warning (preventive alarm), 
display, diagnostic and archiving:

• Monitors parameters, events and states, 
defining specified conditions of initiating 
protective actions.

• Monitors technical state of its components 
and adjacent equipment.

• Diagnoses operability failure that may lead 
to a situation, when a system will be un-
available to perform safety functions, and 
warns operational personnel of detected 
disturbances.

• Archives and displays values of controlled 
parameters and diagnostic messages of 
technical states of its components and ad-
jacent equipment.

In case of operational events the protection 
I&C system, having initiated any of the speci-
fied conditions of protective measures, performs 
protection functions, warning (emergency alarm), 
display and archiving:

• Warns operational personnel of system 
actuation and displays information on the 
condition (“cause of system actuation.”)
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• Generates and issues command sequence 
required for a complete performance of 
design specific protective actions (even in 
case when the cause, provoked actuation 
of the protection I&C system, disappeared) 
into safety actuation I&C systems and / or 
for actuating elements.

• Displays information required for opera-
tional personnel to monitor system opera-
tion, check operation accuracy, initiate, if 
necessary, allowed actions intended for 
safety assurance, and check their results.

• Archives: data on cause of system actua-
tion; values of controlled parameters; in-
formation, describing technical state of its 
components and adjacent equipment; data 
of commands and directions obtained from 
the operational personnel and adjacent 
systems.

After actuation of protective actions, a possibil-
ity to execute power unit shutdown of the whole 
protection I&C system or its individual commands 
within a project specific time period (for example, 
for reactor protection system – not less than 10 min 
according to NP, 2008,a) is automatically blocked. 
This does not prevent performance of other func-
tions, which can be required for safety assurance 
(except those, which are not compatible with 
performed protective actions), in particular, the 
operational personnel in the main (or emergency) 
control room may duplicate specific commands, 
initiate actuation of protective actions by other 
protection systems, etc.

Issued commands are retained at the output 
of the protection I&C system until a complete 
performance of initiated protective actions, even 
after the reason caused them was eliminated. 
Returning the protection I&C system in the initial 
state and withdrawal of all its issued commands are 
performed by the actions of operational personnel 
specified in the design.

During determination of set-points probable 
(permissible) errors and lags of actuation of the 

protection I&C system, and also expected transient 
processes during performance of protective actions 
are considered, so that in any postulated initiat-
ing events controlled technological parameters 
did not exceed the design specific limits of unit 
safety operation (see Figure 4). Limits of safety 
operation specified on the basis of safety crite-
ria and determine limiting values of controlled 
technological parameters; if they are exceeded, 
effects unacceptable for power unit safety can 
be expected (IAEA, 2002,a) (according to NP, 
2008,a exceeding the limit of safety operation 
may lead to an emergency). To exclude unreason-
able actuation of the protection system provides 
required margins between the specified set-points 
and operational limits of relevant technological 
parameters, which were specified in the design 
for a normal operation of the unit.

Operability failure of components of the pro-
tection I&C system are detected automatically. 
Operational personnel are immediately warned 
about failures, which may lead to a situation, when 
a system will be unavailable to perform required 
safety functions with the specified reliability and 
quality. Possibility of unit operation in case of 
components’ failure of the safety protection sys-
tem, acceptable operational limits and restrictions 
and also time, during which operation is allowed 
in such conditions, are agreed with Ukrainian 
Regulatory Authority and specified in Technical 
Specifications of Safe Operation and in documents, 
substantiating safety.

Safety actuation I&C systems perform func-
tions of display, warning (preventive alarm), 
archiving, discrete control and / or regulation (see 
Chapter 1). During power unit operation in operat-
ing modes the safety actuation system: controls 
technical state and diagnoses operability failure 
of its components and adjacent equipment; warns 
operational personnel about failures, which may 
lead to a situation, when a system will be unavail-
able to perform specified functions; archives and 
displays diagnostic results.
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In case of operational events the safety actua-
tion I&C system:

• By commands from the safety protection 
I&C system forms and issues control sig-
nals to actuating elements of technologi-
cal systems and equipment (gate valves, 
pumps, electric motors, control valves, 
сontrol rod drives, etc.) required for per-
formance of protective actions initiated by 
these commands.

• Prohibits execution of commands that can 
be issued by other protection I&C sys-
tems, normal operation I&C systems and 
/ or operational personnel in case they are 
not compatible with executed protective 
actions.

• Displays information required for opera-
tional personnel to control executed actions 
and if necessary perform remote control of 
technological equipment.

• Archives data of commands, obtained from 
the safety protection I&C system, normal 
operation I&C systems and operational 
personnel, results of automatic diagnostic 
and detected operability failures of own 
components and adjacent equipment.

• Forms and issues messages to other I&C 
systems about condition of operation of 
own components and adjacent equipment.

For each safety actuation I&C system the fol-
lowing is defined in the design: a list of sources 
of commands (safety actuation I&C systems, 
normal operation I&C systems, equipment of main 
control room and / or emergency control room); a 
list of command receivers (actuating elements of 
technological systems and equipment); algorithms 
for formation of control signals required delays 
of output and / or withdrawal of control signals 
(if necessary); compliance of logic conditions of 
each discrete output signal with values of physical 

Figure 4. Design limits and selection of set-points of I&C systems
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parameters, applied for representation of these 
states. Selection of such compliance is performed 
on the basis of signal receiver properties. For ex-
ample, for execution of protective action initiated 
by command of the reactor protection I&C system 
(dropping of all control rods into core that causes 
emergency shutdown of reactor), outputs of reac-
tor group and individual control rod system are 
transferred by this command and retained in active 
logical condition that is complied with a lack of 
current in circuits, connecting these outputs with 
all control rod drives. In the absence of a command 
of emergency protection, logical state of outputs 
provides direct current in these output circuits.

Safety systems support features that perform 
information functions of monitoring, warning, dis-
play, archiving and control functions of regulation, 
locking, discrete and remote control described in 
Chapter 1. As an example the automatic control 
system of diesel-generator used at Ukrainian NPP 
(see Belohin et al, 2010) can be given.

During power unit operation or in standby 
modes, automatic control system of diesel-
generator:

• Supports Diesel: Generator in con-
stant readiness for start-up and fast load 
acceptance.

• Provides periodic checks (testing) of each 
diesel-generator at zero load and with a 
load on the a unit electrical network (in-
cluding synchronization of shaft speed 
with network frequency and change of gen-
erator reactive capability).

• Continuously controls technical state and 
diagnoses operability failure of its own 
components, adjacent peripheral equip-
ment and connecting lines, archives di-
agnostic results and transfers them to the 
main control room for display and warning 
of personnel about failures, which can lead 
to the system unavailability for execution 
of specified functions.

In case of operational events, the automatic 
control system of diesel-generator forms and is-
sues control signals, providing:

• Start-up of a diesel-generator by a com-
mand obtained from the safety protection 
I&C system and operational personnel, in-
cluding required operations and further au-
tomatic mutual synchronization of rotation 
speed of two diesel-generators, operating 
into a total load.

• Automatic support of required parameters 
of a diesel-generator during a long period 
of time, operating at a full capacity, includ-
ing refill of the service tanks of fuel, oil, 
coolant, etc.

• Execution of manual (remote) control 
commands: changing of active and reac-
tive generator power, connection and dis-
connection of auxiliary equipment.

• Automatic emergency shutdown of a die-
sel-generator (with locking of the next 
launch) in case of actuation of uninter-
ruptable protective means of technological 
equipment (other protective means are dis-
connected in order that functions of safety 
system support features had a priority over 
equipment protection functions).

• Automatic shutdown of a diesel-generator 
by a command obtained from personnel, 
including operations, which provide avail-
ability of a diesel-electric unit for the next 
start-up.

• Warning of personnel (indicating alarm) 
about execution of start operation, opera-
tion at a capacity and shutdown.

• Continuous monitoring, archiving, dis-
play and register of parameters of a diesel-
generator, adjacent equipment, events and 
conditions during operation of a diesel 
generator.
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Normal operation I&C systems together with 
technological systems and equipment and opera-
tional personnel perform functions required for 
safety assurance during power unit operation in 
all operating and standby modes, including in case 
of detection of threats to personnel, population, 
environment or equipment (see 3.1.1).

As examples of normal operation I&C systems 
ones applied at NPP units in Ukraine: in-core 
reactor monitoring systems (Gorelik, 2005); com-
puter information systems and safety parameters 
display systems (Anikanov, 2003 and Chapter 
11 this book), reactor power control, unloading, 
limitation and accelerated preventive protection 
systems (Bachmatch, 2005), fire-alarm systems 
(Bachmatch, 2008).

Normal operation I&C systems together with 
technological equipment and operational person-
nel perform functions intended for monitoring and 
control of technological processes and prevention 
of operational events:

• Retains controlled parameters within work-
ing values in conditions of external and 
internal influences, possible for specific 
operating or standby mode (see Figure 4).

• Display information required for opera-
tional personnel that controls process flow, 
operation of technological equipment of 
normal operation system, condition of 
physical barriers on the path of ionizing ra-
diation and radioactive substances.

• Automate operational personnel actions, 
for example, during increase or reduction 
of power unit capacity, scheduled shut-
down and cooling, refueling, etc.

• Monitoring technical state of own compo-
nents and adjacent equipment, diagnose, 
archive and display failures, which can 
lead to to the system unavailability for ex-
ecution of specified safety important func-
tions with a specified reliability and qual-
ity, warn personnel about such failures.

• Identify occurrence of conditions, which 
can lead to operational events (exceeding 
operational limits, specified by the design 
for controlled parameters) and require pre-
ventive action to prevent this event.

• Automatically initiate actions of other I&C 
systems required for prevention of opera-
tional events and / or control technological 
equipment, performing these actions.

• Warn operational personnel about pos-
sible operational events (preventive alarm 
in the main control room) and automate 
its actions intended for prevention of such 
violations.

Conditions, under which normal operation 
I&C systems initiate preventive actions, can be 
the following: sudden disconnection of unit tech-
nological equipment required for operation at full 
power; generation shedding; supply frequency 
reduction of main circulation pumps; design-basis 
earthquake; detection of ignition signs; transition 
of a value of any of controlled measured or design 
parameters over the limit specified by a set-point; 
reception of a command from an operational per-
sonnel from the main control room. Preventive 
actions, required for prevention of operational 
events, are reactor power reduction; connection 
of reserve technological equipment; mechanical 
braking of device mechanisms of nuclear fuel 
overload; connection of an automatic fire fighting 
system, etc. Control of technological equipment, 
performing preventive actions, can provide, for 
example, issuing control influences to control 
rod drives.

During specification of set-points possible 
(permissible) errors and actuation lags of the 
normal operation I&C system and also expected 
transient processes during execution of preventive 
actions are considered, so that controlled tech-
nological parameters in any point of time do not 
exceed specified in the design operational limits 
(IAEA, 2002,a) determines operational limits as 
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restrictions for technological variable and other 
important parameters, at which operation of NPP 
is allowed. According to NP 2008,a deviation 
from specified in the design operational limits 
that did not cause emergency is considered as an 
operational event).

To except execution of unnecessary preventive 
actions, a margin between upper limit of work-
ing values of each of controlled parameters and a 
value of a set-point, specified for it in the normal 
operation of the I&C system, is provided.

Failures of components, which can cause un-
availability of the normal operation I&C system 
for performance of required safety important 
functions with a specified reliability and quality, 
are automatically detected and displayed in such 
a form that simplifies taking measures for oper-
ability recovery by personnel.

Possibility to continue power unit operation in 
case of components’ failures of safety important 
normal operation I&C systems, allowed design 
limits and restrictions and time, during which 
operation in such conditions is allowed, is speci-
fied in Technical Specification on Safe Operation.

Post-accident monitoring systems provide 
informational support of personnel and safety 
experts during control of accidents, elimination 
of their effects and return of reactor facility into 
controlled state, and also during the process of 
further analysis of occurrence reasons and behav-
ior of design and beyond design basis (including 
severe ones) accidents.

For this purpose post-accident monitoring 
systems perform monitoring functions, archiving, 
display and register of data of occurrence of initi-
ating events, emergencies and accidents, actions 
of a protection system and operational personnel, 
intended for safety assurance, and also about 
controlled thermo-hydraulic, neutron physical 
and other parameters, defining a state of power 
unit and protection systems, integrity of physical 
barriers (fuel matrix, fuel claddings, boundaries 

of the primary coolant system and containment), 
radiation environment in rooms and on the NPP 
territory, in sanitary protection zone and control 
area.

Information obtained from I&C system of post-
accident monitoring is supposed to be used for:

• Identification of a postulated initiating 
event that was a cause of failure of a speci-
fied operating limit(s); recreation of a se-
quence of further events, including pro-
tective actions of safety systems and / or 
operational personnel; to be convinced that 
during the execution of these actions limits 
of safety operation were not exceeded and 
physical barriers on a way of spread of ra-
dioactive substances and ionizing radiation 
were undamaged.

• Identification of the cause, that provoked 
an emergency situation, and recreation of 
the sequence of further events, including 
actions of operational personnel to return 
unit in a normal operation; assessment of 
possible effects of exceeding normal oper-
ation limits; to be convinced that release of 
radioactive substances and ionizing radia-
tion did not exceed the limits specified by 
the design.

• Identification of a cause and recreation of 
the sequence of events in development of 
the emergency into an accident; analysis 
of release of radioactive substances and / 
or ionizing radiation over specified limits; 
execution of required actions for accident 
control; detection of necessity to take off-
site emergency actions.

• Assessment of damages to structures, sys-
tems and components, including physical 
barriers, caused by design basis or beyond 
design basis accident, and use of these data 
during mitigation of its effects.



75

Properties of Safety Important I&C Systems and their Components

The design of I&C system of post-accident 
monitoring regulates lists of considered initiating 
events and monitored parameters and determines 
their qualitative properties and ranges of variation, 
possible in conditions of emergencies, design basis 
and beyond design basis accidents, also including 
those values of monitored parameters at which 
integrity and efficiency of physical barriers can 
be disturbed.

Means for display and record of information 
that included in the post-accident monitoring 
system are placed in the main – and emergency 
control room and in rooms of internal (on-site) 
and external (in supervised area) crisis centers. 
Information is saved in an archive of the post-
accident monitoring I&C system and should be 
kept undamaged in case of accidents, including 
severe ones. Measures for protection of archival 
data from unintended or intentional change during 
the specified period of time are provided.

Combinations of Functions 
in I&C Systems

One I&C system can combine different functions 
to achievement and maintain of safety which can 
be related to different categories according to IEC, 
2009. Failure to perform a function in such a sys-
tem does not influence the possibility to perform 
other functions of the same and higher category.

In normal operation I&C systems, closely 
functions are usually combined (in various com-
binations), for example: monitoring, display and 
registration; limitation, locking and warning; 
discrete (automatic) and remote (manual) control. 
In the last case in order not to create obstacles for 
automatic control in case of failures in manual 
control circuits (and vice versa), the number of 
elements, taking part in performance of one or 
another function, is minimized. The difference 
between categories of performed functions is 
often occurred due to combination of safety 
functions in one system (for example, emergency 

reactor protection) and normal operation func-
tion (preventative reactor protection), but safety 
functions have a priority over normal operation 
functions, and such a combination will not lead 
to reliability reduction and / or degradation of 
other system properties, defining performance 
of safety functions.

The functions, combined in one system, can 
be distributed among several software-hardware 
complexes contained in it (SHC), though for mod-
ern I&C systems combination of functions in one 
SHC that performs not only all the main, but also 
additional (auxiliary and service) functions is more 
typical (main system function are determined by 
its purpose, auxiliary functions provide continuous 
automatic monitoring of system technical state, 
display, archiving and warning of personnel about 
operability failures and attempts of unauthorized 
access, service functions– automate actions of 
personnel during reconfiguration, periodic tests, 
etc.). In this case required measures are taken 
in order that auxiliary functions (which can be 
performed simultaneously with main ones) and / 
or failures of associated equipment of SHC will 
not lead to degradation of properties of the I&C 
system, defining performance of main functions. 
Resistance of these properties to component 
failures of SHC, intended for implementation of 
service functions, performance of which is usu-
ally not intersected during performance of main 
functions, is also provided.

Combination of functions of protection system 
and safety actuation system in one safety I&C sys-
tem can be justified if this does not have negative 
influence on safety. However, such a combination 
is inadmissible, when protective actions initiated 
by the protection I&C system, should be performed 
by divers safety actuation systems, which reserve 
each other (for example, disconnection of hold 
current of each of control rod drives is duplicated 
by damping of force electrical power simultane-
ously from all drives).
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Reconfiguration of the I&C System

In cases, when actions of the I&C system, specified 
by the design for a specific operating or standby 
mode of a power unit, can prevent its transfer to 
another mode, system reconfiguration is provided, 
for example, intentional prohibition of issuing 
unnecessary individual commands and their 
performance in a new mode becomes needless 
and undesirable (in the international standard 
IAEA, 2002,a such blocks are called “operational 
bypasses”).

For the safety I&C system, operational by-
passes are possible after authorized transfer of 
SHC into a special mode and only for a limited 
time period. Data on commands of SHC, whose 
issue is locked by bypasses, are archived and dis-
played in the main control room. After locking of 
one or another command becomes unnecessary, 
initial system configuration is restored (opera-
tional bypass, fixed on a proper output of SHC 
is disconnected).

Reconfiguration of the safety I&C system or 
normal operation system can be also required in 
case of detection of sensor failure, connecting 
line break, unreliability of received signal or 
message, etc. if it is impossible to promptly repair 
a detected failure. In such cases, an operational 
bypass is executed by a temporary modification 
of the performed data processing algorithm that 
eliminates the use of information from a relevant 
input of SHC.

Reconfiguration of the I&C system can become 
necessary after execution of some tests during 
maintenance. Implementation of such changes 
(mounting of “maintenance bypasses”) requires 
measures to eliminate the possibility of results’ 
falsification during tests with installed bypasses 
and provide absence of errors after initial system 
configuration recovery (disconnection of by-
passes) at the final stage of maintenance (IAEA, 
2002). In particular, procedures of sequential 
deactivating redundant channels of a safety control 
system and/or redundant SHC, contained in the 

system, which eliminate possibility of reconfigu-
ration without receiving a relevant approval and 
warning of operational personnel, are specified.

Operational personnel in the main control 
room is immediately warned about unavailability 
of a system, SHC or channel to perform safety 
functions, at the same time relevant outputs of 
the safety I&C system are automatically set in 
preliminary specified logical state, determined 
and grounded during safety analysis, in such a 
way to minimize negative influence of a detected 
failure on a power unit safety.

RELIABILITY OF I&C 
FUNCTIONS EXECUTION

Coping with Common Cause Failures

For safety I&C systems and SHC, related to 2(А) 
safety class, measures for coping with common 
cause failures - simultaneous failure due to one 
and the same cause of two or more elements in 
different redundant parts, which can result in a 
failure of I&C function of А category are taken 
(simultaneous failures are considered ones, where 
a period between them is insufficient to restore 
operability of the I&C system or SHC after each 
of such failures). For I&C systems and SHC, 
related to 3(В) and 3(С) safety classes, require-
ments for coping with common cause failures are 
recommended.

As common cause failures the following is 
considered:

• Appearance of not detected (hidden) er-
rors, which may occur during design, de-
velopment of hardware and software, pro-
duction, delivery, assembling, integration, 
adjustments, maintenance and / or recov-
ery of the I&C system.

• Components interference in the I&C sys-
tem or SHC through common parts of in-
put, output, power supply, ground circuits 
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or over the space of rooms, which can re-
veal itself during operation, connection, 
disconnection or due to a failure.

• Influence of closely located electrotech-
nical equipment and / or electrical power 
cables.

• Deviation from specified (“working”) op-
eration conditions, which can be caused 
by technological equipment failures, ab-
normal acts of nature (earthquake, light-
ning stroke), dangerous external or internal 
events (fire, flood), failures of power sup-
ply systems, ventilation systems, etc.

Coping with common cause failures is provided 
by observance of:

• Principles of single failure, redundancy, 
diversity, independence, prevention of per-
sonnel errors.

• Norms of tolerance (resistance) to influ-
ences of external factors.

• Rules of development, quality manage-
ment, assessment and confirmation of 
compliance of I&C systems and their 
hardware and software components with 
requirements of regulations and standards, 
active in Ukraine, and also international 
standards.

Observance of Single 
Failure Criterion

According to a single failure criterion, I&C sys-
tems and SHC, related to 2(А) safety class, should 
perform all specified functions of А class in any 
postulated initiating event (PIE), with imposition 
of failure of one (any) element independent of this 
PIE. The single failure criterion is also used in 
relation to a group of I&C systems or SHC, which 
reserve each other, simultaneously performing 
safety functions identical for achieved goals. Ad-
ditionally a possibility of potentially dangerous 

effects of this PIE and also hidden (undetected by 
embedded diagnostic facilities) operability failures 
are taken into account. Single failures of passive 
elements, properly designed, manufactured and 
controlled, can be not considered if for a whole 
period of time after PIE, during which operation 
of these elements is required, a probability of their 
failures (considering loads and environmental 
conditions, including impact of PIE itself) does 
not exceed agreed minimum allowed value. The 
criterion is applied independently of a single 
failure type (nonoperation, false operation) and 
should consider cases, when a failure of one ele-
ment causes directly or indirectly dependent on 
it failures of other elements.

Observance of a single failure criterion means 
that I&C system (a group of reserving each other 
I&C systems) or SHC can perform all required 
category A functions in case of the worst of 
possible configurations, for example, if during 
unit operation an initiating event occurred at the 
time, when individual redundant parts of I&C 
system or SHC were taken out of operation for 
inspection during maintenance or recovery (in 
doing so, it is determined what redundant parts, 
an order and time period can be simultaneously 
taken out of operation, a procedure of their ter-
mination and further commissioning and also 
methods of confirmation of operation accuracy 
after configuration recovery). As agreed by the 
regulatory body, as an exception, incompliance 
with the single failure criterion within a limited 
time period required for inspection is allowed. It 
is defined on the basis of engineering estimate 
of reliability so that a possibility of single failure 
occurrence within this period will not exceed the 
agreed minimum allowed value specified for a 
proper function.

Outputs of redundant part of I&C system or 
SHC that failed or are taken out of operation are 
automatically determined and held in such sates, 
which are defined during analysis as the most 
acceptable from safety point of view.
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The single failure criterion is also used in the 
context of category В functions, at the same time 
the possibility of hidden operability failures is 
usually not considered.

Observance of Redundancy Principle

Observance of the determined reliability criteria 
and single failure criterion for category А functions 
is provided by redundancy (application of addi-
tional means and / or possibilities, redundant with 
regard to that, are minimally required for function 
performance). Redundancy supposes the presence 
of several identical and different components, 
forming redundant channels of I&C system (or 
SHC), where each may perform a required func-
tion independently of the technical state of other 
channels. Redundancy of power supply, sources 
and receivers of data and connecting lines used 
for transmission of signals and massages between 
I&C systems, SHC or channels, taking part in 
performance of category А functions, especially 
those, access to which during power unit opera-
tion is impossible (for example, placed inside the 
containment), are also provided.

The redundancy approach is selected in such 
a way that improvement of reliability of perfor-
mance of required functions was not followed by 
increase of probability of faulty actions, etc. an 
acceptable relation between a probability of failure 
type “nonoperation” and “false operation” was 
provided. Efficiency of redundancy is provided by:

• Observance of independence principle of 
power supply of redundant channels, data 
sources and receivers, connecting lines.

• Continuous automatic monitoring of tech-
nical state of redundant channels and diag-
nostic of operability failures on the level 
of removable component parts of each 
channel.

• Operability recovery by operative replace-
ment of a failed removable part of a redun-
dant channel without taking out of opera-
tion other channels.

Redundancy of emergency reactor protection 
function (ERP) is performed in the following way:

• In the structure of ERP system, two inde-
pendent SHCs, at least, are provided, in 
each SHC – not less than three independent 
redundant channels.

• Power supply of each channel is provided 
through two inputs from different sources 
of reliable supply.

• Each channel has a complete set of input 
signals and generates an output signal by 
any of specified conditions of initiating 
protective actions.

• In case of disconnection failure of one 
channel (without taking out of operation 
the whole SHC) at the output of this chan-
nel a trip signal should be automatically 
determined.

• Each SHC should initiate protective actions 
by channel trip signals according to a log-
ic condition, selected by results of safety 
analysis (minimum – “two-out-of-three”).

• Command, initiating protective actions, 
should transfer from each SHC to an ac-
tuating system through, at least, two lines.

• Actuating system should execute specified 
protective actions by a command obtained 
from any SHC.

• SHC, taken out of operation, should not 
in any conditions issue commands, initiat-
ing protective actions and prevent actuat-
ing system from executing commands ob-
tained from other SHC.
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Redundancy of the neutron-flux monitoring 
system provides that:

• Monitoring of neutron flux density and rate 
of its change should be executed by two in-
dependent sets of equipment (SHC), each 
of them has, at least, three independent 
channels.

• In reasoned cases, a neutron flux den-
sity monitoring channel and a monitoring 
channel of rate of its change may have a 
common measuring part.

• As a data source for ECR an individual set 
of equipment with three independent mon-
itoring channels is provided.

• For monitoring of neutron flux density dur-
ing refueling of nuclear fuel, an additional 
system, having not less than three indepen-
dent channels, can be provided.

For category В functions redundancy can be 
reasoned, for example, by expediency of obser-
vance of a single failure criterion, specified by 
requirements for reliability factors, a lack of time 
for alternative actions in case of a failure of function 
performance, severity of possible failure effects. 
In regards to category С functions, redundancy 
is usually not provided, however in some cases 
it can be required for achievement of specified 
reliability (non-failure operation) of performance 
of these functions.

Observance of the Diversity Principle

According to IAEA, 2011,a diversity is a property 
related to a group of two or more number of I&C 
systems and SHC, which simultaneously and in-
dependently from each other perform functions 
identical for achieved safety purposes. The diver-
sity principle provides that these (I&C systems or 
SHC), forming this group, differ from each other 
by the operating principle, structure, applied com-
ponent parts, software and / or other attributes or 

achieve a target goal in different ways. Differences 
between elements define, in fact, a diversity type:

• Design: Is provided by use of different 
methods (approaches) for design of hard-
ware and / or software of each element of 
group.

• Functional: Provides difference of 
algorithms.

• Signal: Is achieved by the fact that with 
different sets of input information each ele-
ment of a group is able to initiate one and 
the same protective action.

• Hardware: Is provided by the fact that 
component parts in different elements of 
group differ by operating principle, manu-
factured by different technologies and / or 
obtained from different manufactures.

• Software: Provides use of different soft-
ware modules, programming languages, 
instrumental tools for software develop-
ment in each of group elements.

• Subjective: Is achieved by elements form-
ing a group and/or their component parts 
developed by different teams of executers.

The most efficient combination consists of 
several diversity types, at the same time differ-
ence of elements of I&C systems or SHC should 
be objective, but not to be based only on different 
manufacturers’ (suppliers) names, different titles 
of one and the same component part, program or 
other formal attributes.

The diversity is used:

• In order to minimize influence of hidden 
errors, which can occur at stages of design 
and packaging of I&C system and / or de-
velopment and manufacturing of SHC and 
reveal themselves as a common cause of 
simultaneous failure of several redundant 
group elements.
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• To overcome difficulties related to obtain-
ing of required confidence that there is no 
influence from hidden errors and / or to 
representation of lack of influence.

• Compensates for insufficient approbation 
of complex I&C systems or SHC by practi-
cal operating experience.

According to NP, 2000 observance of the 
diversity principle is mandatory for a group of 
I&C systems or SHC, taking part in performance 
of the emergency reactor protection function. For 
other category А functions determination of the 
necessity or suitability of diversity and selection 
of adequate type(s) of diversity are based on prob-
ability analysis of “hidden” errors made during 
development (design) and manufacturing, which 
may cause simultaneous failures of several group 
elements, severity of probable failure effects, de-
gree of approbation, etc. The diversity principle 
can be not observed if a risk of possible common 
cause failures, caused by such failures, is admitted 
as more applicable, comparing to a significant rise 
in the cost of design, development and operation 
of diversity I&C systems and SHC, performing 
the same functions. For a group of independent 
elements, taking part in performance of category 
B and C function(s), observance of the diversity 
principle is not mandatory.

Prevention of Personnel Error

NP 2000 and NP 2008,a consider prevention of 
personnel error as one of the important factors 
for safety assurance during intended use I&C 
systems (during unit control in operating modes 
and / or accident management), inspections of 
maintenance and recovery and also in case of 
reconfiguration.

Operational personnel obtains full, timely and 
accurate data of specified and current values of 
controlled technological, neutron-physical and 
other parameters, state of structures, systems and 
equipment of unit, initiating events, actions of 

safety management systems and normal operation 
systems sufficient for power unit control, timely 
detection and elimination of normal operation 
failures, prevention of emergencies, accident 
control and result estimation.

Redundancy of I&C system components, 
which take part in functions execution of informa-
tion display, related to category A (including facili-
ties, placed in the main control room) is provided. 
To eliminate a possibility of false interpretation 
of information in case of failure or taking out of 
operation of one of redundant channels, simultane-
ous display of values of each parameter, obtained 
from all channels, is provided, or display only 
those values, which are considered reliable ones 
as a result of automatic check or obtained from 
operable channels (or only one the most reliable 
value that is defined by automatic processing of 
information obtained from all channels). There 
can be no redundancy if nonoperability of an 
element can be detected and eliminated faster 
than permissible data loss time, provided that 
before operability recovery obtained information 
is displayed together with a clear and unambigu-
ous understanding by personnel of indication of 
their invalidation.

Data of personnel actions, which can affect 
safety, are immediately transferred to the main 
control room (or emergency control room). If 
control of safety important technological sys-
tems and equipment can be performed not only 
from the main- or emergency control room, but 
also from other places (for example, with local 
control panel), visual identification of the place, 
from where control is performed this moment (the 
possibility of simultaneous control from different 
places is precluded) is provided.

Immediate warning of operational personnel 
about failures of components of I&C systems 
(SHC, hardware or software), which prevent 
performance of category A and B function(s), 
is provided. Relevant emergency (visual and 
audio) and preventive alarm facilities are placed 
in the main control room. Prevention of errors, 
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which can lead to a nuclear accident and risk of 
personnel radiation during overload of nuclear 
fuel, is provided by the refueling machine control 
system. Operational personnel and safety experts 
that control accidents and their effects obtain 
required data of radiation environment and states 
of systems, equipment and physical barriers on 
the way of propagation of ionizing radiation and 
radioactive substances from the post-accident 
monitoring system.

Personnel that monitors state of I&C systems, 
maintains and performs renewal timely and in full 
scope obtains diagnostic messages, containing data 
of nonoperable and / or intentionally taken out of 
operation system components, component parts of 
SHC and power sources. Diagnostic messages are 
displayed to facilitate and accelerate the process of 
making decisions of recovery of operable state of 
a failed component of the I&C system or a compo-
nent part of SHC. Display facilities of diagnostic 
messages are placed in the shift engineer room 
that monitors state of I&C systems. Also power 
supply state (presence of operating and standby 
voltage, switching from the main to emergency 
power source, etc.) is displayed “by place” and 
in the main control room.

During development and operation of the I&C 
systems measures are provided implemented to 
prevent errors during reconfiguration (adjustment 
of set-points, rules of control law, conditions 
of protection initiation, interlocking and alarm, 
setting and removal of bypasses, taking out and 
further into operation of individual components 
for checking during maintenance or after recovery) 
Allowed reconfigurations can be executed accord-
ing to rules specified in operational documentation 
and only by trained personnel that uses specifically 
intended hardware and software for it. Attempts 
for making any changes, exceeding permissible 
limits, are automatically locked and followed by 
failure alarm. Operational personnel is warned 
in advance about supposed reconfiguration and 
informed about its start and completion. In I&C 
systems, related to 2(А) safety class, a local preven-

tive alarm and warning of operational personnel 
about an attempt of deactivating channel or SGC, 
unauthorized and / or not detected from the main 
control room, is provided, and the possibility of 
simultaneous deactivation of two redundant chan-
nels or two SHCs is precluded.

Component parts during recovery of SHC 
can usually be replaced without a power dump, 
in this case any adjustments in component parts 
of SHC and adjacent products are not required. 
Specific design solutions prevent a possibility of 
failure during replacement of component parts 
and connection of external cables. Apparatus and 
their removable component parts, related to 2(А) 
safety class, are labeled in such a way that they 
can be distinguished from those related to lower 
safety classes. Labeling of diversity component 
parts, including those stored in a composition of 
operating recovery reserves, allows identifying 
their belonging to a relevant I&C system or SHC.

Protection from 
Unauthorized Access

For prevention of intentional of unintentional 
deactivation, reconfiguration, input of interfer-
ences, damage or theft, which can create a threat 
for safety, protection against unauthorized access 
to the following objects is provided:

• Operating stand-alone devices (hardware).
• Removable component parts and software 

products, containing in the devices.
• Switching elements for connecting devices 

to external circuits.
• Elements intended for reconfiguration of 

the I&C system (SHC).
• Power switches, elements of mode selec-

tion and manual control.
• Embedded means for technical diagnostic.
• Means of data input for obtaining access to 

software, data base and archive.
• Operating recovery reserve and software 

products, containing in storages.
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For protection against unauthorized access, 
the following is provided: administrative mea-
sures (access restriction in premises); physical 
protection (seals on door locks, cases – safes, 
etc); software methods (use of passwords, access 
restriction through external interfaces and service 
equipment); location of programs and information 
in write protected memory spaces; alarm, warning 
access obtaining in the device (for example, open 
of case doors) and / or attempt of unauthorized 
modification of programs and information. If ac-
cess in a device can be required, for example, for 
maintenance, recovery, reconfiguration, adjust-
ment of software, such a possibility is provided 
without decreasing of protection efficiency against 
unauthorized access.

Dependability Measures

Dependability measures define reliability, main-
tainability and durability of I&C systems and 
their components.

Reliability is standardized and estimated for the 
main functions, performed by I&C systems, SHC 
and peripheral equipment, and for components 
of I&C systems (except software) and remov-
able component parts of SHC and peripheral 
equipment.

Failure criteria and reliability measures are 
determined considering function character (con-
tinuous or discrete) and type of possible failures. 
Continuous functions are monitoring, achieving, 
display, register (analogue) and regulation, discrete 
– warning, digital register, protection, limitation, 
interlocking, discrete and remote control.

Criteria of continuous function failures may 
be non-compliance, inaccurate meeting or viola-
tion of specified requirements for characteristics 
of performed function; as a reliability measures 
mean time between failures (MTBF) is taken. For 
discrete functions failure criteria are nonoperation 
(a failure type, where an output signal is absent, 
despite occurrence of conditions specified for 

its generation) and false operation (identified by 
availability of an output signal without conditions 
for its generation). As a reliability measures for 
“false operation” failures, failure flow parameter 
is taken, for “nonoperation” failures availability 
factor is standardized. For one and the same 
function several types of failures can be defined, 
which differ by cause of occurrence and / or ef-
fects, which they cause; in these cases failure 
criteria and reliability measures are determined 
individually for each type of failures.

Required value of reliability measures of each 
function is determined on agreement between a 
designer of I&C system (developer of SHC or 
peripheral equipment) and NPP (customer), in 
this case function category is considered. Values 
of these measures for functions, performed by 
updated or new I&C systems and SHC, are usu-
ally significantly exceed measures of the best 
prototypes, earlier operated in NPP.

During standardization and estimation of reli-
ability function, reliability of all devices, taking 
part in its performance (including peripheral 
equipment, removable component parts of SHC, 
data transmission facilities and connecting lines, 
power sources, etc.) is considered. For this purpose 
failure criteria and required values of reliability 
measures for devises, used in the I&C system, are 
regulated. Failure criterion is non-compliance, 
inaccurate meeting or non-conformance of speci-
fied properties of at least one of required func-
tions of device, this fact required its recovery or 
substitution. Reliability measures for devices, 
restored directly on operating site, is a MTBF 
or failure intensity, for non - restorable devices – 
mean time to first failure. Required values of reli-
ability measures are determined for operationing 
conditions. Aging, deterioration, common cause 
failures, including software failures and personnel 
errors, are considered in case of availability of 
approved methods and initial data, which allow 
numerically estimate their probability and influ-
ence to reliability.
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Maintainability is standardized and estimated 
for devices recoverable on operating site. Main-
tainability measures is a mean time to repair 
(MTTR), required for detection of inoperative 
component part of restorable (usually operating 
sand-alone) device, carrying out of preparatory 
operations (mounting of bypasses, disconnec-
tion of circuits, etc), replacement of inoperative 
component part to reserve and further checking 
of operation accuracy of the I&C system, SHC 
or device, execution of required final operations 
- recovery of circuits, removal of bypasses, etc. 
(MTTR does not include delays required for 
call and arrival of repair personnel, delivery of 
operable component part on an operating site of 
the device, paper work before and after recovery 
competition). Required values of MTTR are 
determined by agreement between a designer of 
the I&C system (developer of SHC or peripheral 
equipment) and NPP (customer) for all recoverable 
devices, taking part in performance of category А 
and В functions. They are usually supplemented 
with qualitative requirements for diagnostic, test-
ability, checking automation, etc.

Design estimate of reliability and maintainabil-
ity of SHC and peripheral equipment are executed 
till their procurement to the customer on the basis 
of estimations and / or results of reliability tests. 
Reliability and maintainability of main functions 
of the I&C system are preliminary calculated on 
the basis of data of components’ reliability, par-
ticipating in their performance, and main clarify 
by results obtained during trial operation.

Durability is standardized for I&C systems, 
SHC and peripheral equipment. As durability 
measure used mean life, defining time after which 
updating of the I&C system, replacement of SHC 
and / or peripheral equipment are executed, or a 
decision about possibility to continue operation 
within a new regulated period is made and agreed 
in accordance with the established procedure.

Mean life of new and updated I&C systems 
and SHC – are not less than 30 years. Within this 
period replacement of component parts of SHC 

and / or peripheral equipment, for which a mean 
life restricted by their suppliers is exceeded (not 
less than 15 years) is allowed.

Technical Diagnostic

Internal (“embedded”) technical diagnostic fa-
cilities automatically control technical state and 
detect operability failures of removable component 
parts and redundant channels of SHC, peripheral 
equipment, command and signal transmission 
lines. Technical state control is executed after 
energization, continuously during operation and 
periodically.

After energization of SHC automatic checking 
is executed:

• Compliance of composition and configura-
tion to design characteristics.

• Compliance of loaded software version to 
composition and configuration of SHC.

• Absence of distortions of in programs and 
data in read-only memory.

• Connection of all standard connectors.
• Up state of component parts of SHC.
• Operability of signal and command trans-

mission circuits if it is possible.
• Accuracy of data transmission.
• Accuracy of exchange of messages be-

tween component parts of SHC with adja-
cent SHCs in a composition of the same 
and / or another I&C system.

SHC is considered operable and can be used as 
intended without any restrictions only after elimi-
nation of all defects detected during monitoring. 
Before elimination of defects a possibility and 
conditions of use of SHC as intended, required 
restrictions ad time, during which operability 
should be recovered, are regulated in Technical 
Specification on Safe Operation.

In the process of SHC operation, related to 
2(А) and 3(В) safety class, continuous automatic 
control is performed for:
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• Voltage of main and redundant power 
supply.

• Operability of transmission circuits of sig-
nals and commands.

• Reliability of analog and discrete input 
signals.

• Accuracy of operation of all component 
parts of SHC.

• Absence of errors during data exchange 
between component parts of SHC.

• Absence of errors in messages, received 
from other SHCs.

• Absence of software failures, causing ter-
mination of function performance.

• Other features (temperature rise and / or 
smoke in the operating stand-alone com-
ponent parts of SHC, state of remote con-
trol circuits, operability of diagnostic hard-
ware, etc.)

By agreement between the developer of SHC 
and operating organization or customer, automatic 
check of SHC, related to 3(С) safety class, can 
be performed to a lesser extent. Possibility and 
conditions of further use of SHC as intended in 
case of detection of defects, required restrictions 
and time period, within which operability of SHC 
should be recovered, are regulated in Technical 
Specification on Safe Operation.

After start-up and during the operation of 
peripheral equipment, related to 2(А) and 3(В) 
safety class, automatic check of operability (op-
eration accuracy) is performed by use of built-in 
tests, provided by developers of these products 
(for peripheral equipment, related to 3(С) safety 
class, automatic check of operability is allowed 
after power-up).

If during check of technical state after start-up 
or during failure of, at least, one SHC or safety 
important peripheral equipment is detected, a 
relevant warning signal is automatically generated 
for personnel that monitors the state and provides 
maintenance and restoration of the I&C system. In-
formation on time, occurrence and type of detected 

failure is achieved and displayed (automatically 
or on call) in the form that allows eliminating 
the failure in the shortest possible time. Visual 
and audible warning (general failure alarm) is 
automatically generated for operational personnel 
in the в main control room if operability failure 
prevents performing main function(s) of SHC or 
peripheral equipment of 2(А) or 3(В) safety class.

Performance of continuous automatic check 
during the operation, search of operability failures 
and generation of warnings, archiving and display 
of diagnostic information and failures of built-in 
diagnostic facilities do not have an influence on 
performance of main safety important functions 
of the I&C system.

Periodic check covers inspection of those 
components and properties of the I&C system, for 
which continuous automatic check during opera-
tion is impossible, unreasonable or not provided. 
Periodic check is performed within a whole pe-
riod of operation of the I&C system – during the 
regulated maintenance (when power unit operates 
in operating modes) and each predictive and pre-
ventive maintenance (on a shutdown power unit).

During the regulated maintenance, the ac-
curacy of implementation of each category A 
discrete function, sequentially simulating condi-
tions, which require its performance, is checked. 
Deactivation for maintenance (periodic checking) 
of a redundant channel of SHC, participating in 
performance of emergency protection functions, is 
followed by automatic transmission and retention 
of each of its outputs in such a state that corre-
sponds to initiation of commands of protective ac-
tions. In SHC, taking part in performance of other 
safety functions, each of outputs of deactivated 
redundant channel is automatically determined 
and retained in a state that corresponds to a lack 
of control and/or alarm command. Checking is 
executed without influencing actuating elements 
of technological equipment, it does not have any 
negative influence on operation and safety state of 
the unit, does not prevent functions execution by 
operational personnel and is finished by recovery 
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of initial configuration of the I&C system (discon-
nection of mounted bypasses, return to previous 
set-points, etc.).

During predictive and preventive maintenance 
of power unit inspections cover all components, 
participating in performance of required (main) 
functions of the I&C system, for example, for 
regulating function– from a sensor to an end 
actuating element of technological equipment, 
including connecting cables. In general during 
periodic control of the I&C system and predictive 
preventive maintenance of power unit the follow-
ing is provided:

• Resistance measurement of electrical iso-
lation and grounding.

• Checking of accuracy of function perfor-
mance of each redundant channel and sys-
tem in whole, including with real actuators.

• Calibration of measuring channels, check-
ing of accuracy characteristics of control 
and alarm channels.

• Determination of lags of output sig-
nal (command) generation and/or their 
duration.

• Executions of other inspections according 
to operational documentation.

Inspections allow detecting hidden operability 
failures of components, which are not detected dur-
ing continuous automatic control and tendencies 
of alteration (degradation) of quantitative char-
acteristics (resistance of isolation and grounding, 
errors, time lags, etc.), which in future can lead 
to a function failure.

Built-in diagnostic facilities, certified service 
equipment and supporting software, delivered 
together with SHC, provide automation of supply 
test influences (input signals), register of caused 
by them responses (output signals), determination 
of quantitative characteristics and archiving results 
of periodic control that allows minimizing labour 
intensity and duration of provided inspections. 
Service equipment connects to an examined device 

without its dismounting and breaking of external 
connections. For checking of devices, access to 
which during power unit operation is complicated 
or impossible (for example, placed inside the con-
tainment), service equipment is located in safety 
area on a distance from an examined product.

RESISTANCE OF FUNCTIONS 
EXECUTION

General Characteristics

Peripheral equipment, SHC and their operating 
stand-alone component parts have to be resistant 
(immune) to external influencing factors (EIF), 
which can occur in places of their location and 
saved as long as required (further – working 
operating conditions) and also to violation of 
operation conditions considered in the design 
during а limited time period (further – limit 
conditions). Limit conditions can be caused, for 
example, by accidents in technological equipment, 
connection, disconnection, failures of ventilation 
system, conditioning, power supply, providing 
working operating conditions, abnormal natural 
phenomena (earthquake, strokes of lightning) or 
internal events (fire, flood). In general resistance 
and insensibility are provided:

• To temperature, humidity, barometric pres-
sure, ionizing radiation, corrosion-active 
agents, dust (EIF environment).

• To vibrations, strokes, seismic effects (me-
chanical EIF).

• To double-current electric fields (electrical 
EIF).

• To water and solutions, which can affect 
devices in accidents and to decontamina-
tion fluids (EIF specific environments).

• To long-term deviations from nominal val-
ues and short-term variation of power sup-
ply (EIF power supply).
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• To influences of electrical technical or 
electronic equipment and other sources of 
electromagnetic disturbances (electromag-
netic EIF).

EIF of each type is generally characterized 
by a set of qualitative features and quantitative 
parameters, related to working and limit condi-
tions (further – working and limiting values EIF).

For peripheral equipment, SHC and their 
operating stand-alone component parts the fol-
lowing is indicated:

• Low and / or high working values of all 
EIF, which guarantee device operability 
and reservation of its characteristics within 
a regulated service life.

• Allowed low and / or high limiting values of 
each EIF, which a device should have and 
can sustain within a certain time period, 
keeping operability and without irrevers-
ible degradation of specified properties.

Instead of working and limiting values EIF 
parameters of testing influences, simulating influ-
ence of these EIFs during factory tests, under which 
operation accuracy of peripheral equipment and 
SHC is checked, are usually specified. Accurate 
operation is usually understood as performance of 
all required functions, absence of spurious output 
signals and absence of spurious signals and main-
tenance of properties within the specified limits. 
Violation of operation correctness is considered 
errors in performing at least one function, devia-
tion of any product property over the specified 
(allowed) limits, generation of false output signal, 
loss or misrepresentation of information in the 
memory, necessity of personnel interference for 
reload and / or restart of software.

Test results are estimated by the following 
criteria:

a.  Operation correctness during and after 
influence.

b.  Temporary violation of operation correctness 
during influence and automatic (without 
personnel interference) recovery of correct 
operation after termination of influence.

c.  Temporary violation of operation correctness 
during influence and recovery of correct 
operation by personnel interference after 
termination of influence.

d.  Violation of operation correctness due to 
a damage caused by an influence (requires 
recovery of a failed device).

Resistance (insensitivity) of peripheral equip-
ment and SHC is determined by А criterion. Test 
results obtained by B, С and D criteria indicate 
non-compliance with requirements of EIF resis-
tance or insensitivity.

During planning and execution of EIF resis-
tance tests (insensitivity), the following rules are 
applied:

• For power supply, generation of input sig-
nals or commands, monitor of output (out-
put signals) state other operating stand-
alone component parts of the same SHC 
and/or simulators and measurement tech-
nologies (further – auxiliary equipment) 
are used.

• Auxiliary equipment and connecting ca-
bles should be EIF resistant and immune 
or protected from their influence.

• Tests are carried out under nominal param-
eters of input signals and values of all EIF 
(except the tested one), which meet normal 
test conditions.

• EIF resistance (insensitivity) of each type 
is sequentially checked (except resistance 
to environment humidity and to irrigation 
of water and solutions during simulation of 
emergency conditions).
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• For SHC and peripheral equipment, com-
posed of several operating stand-alone 
component parts, are usually put to the test 
influences individually.

• Checking is executed in each of the regu-
lated operation modes (or in a mode, in a 
which an product is the most EIF sensitive 
of a particular type, provide it was prelimi-
nary specified).

• Test influence is repeated a required num-
ber of times within a sufficient time period 
to estimate operation correctness with a re-
quired validation.

Resistance to the 
Environment Influence

SHC and peripheral equipment are resistant to 
the expected working values of EIF environment 
(without time restrictions) and to limiting values 
of these EIF (within an expected maximal duration 
of their existence). Working and limiting values 
of EIF environment is determined by a group of 
operating conditions, containing in a peripheral 
equipment and SHC (Table 1).

During checking of resistance to EIF of the 
environment, one is guided by test data about 
actual working values of these EIF in places of 
devices’ location, estimation results of their lim-
iting values, expected duration and frequency of 
their occurrence. In case of lack of such data one 
considers generalized working (Table 2) and 
limit (Table 3 and 4) values for relevant groups 
of operation conditions (sign “−” means that EIF 
values are not regulated).

Resistance to EIF of the environment is con-
firmed by results of tests for influences of tem-
perature, humidity, barometric pressure, ionizing 
radiation. Degree of test hardness is determined 
for EIF of each type, considering a group of op-
eration conditions, to which a tested device relates, 
on the basis of Table 5.

Parameters of test influences, simulating EIF 
of environment are defined on the basis of a degree 
of test hardness using Table 6.

Resistance to influence of absorbed dose rate 
and to absorbed rate of continuous low intensive 
ionizing γ-radiation is checked by an experimen-
tal method and / or analysis of reference informa-
tion, defining resistance of applied materials and 
component parts. Resistance to impacts of cor-
rosive agents and dust are not executes if it is 
guaranteed by the design, applied materials and 
component parts and also experience of analogue 
operation at NPPs of Ukraine.

Resistance to Mechanical Influences

SHC and peripheral equipment are resistant to ex-
pected working values of mechanical EIF (without 
a time restriction) and to limiting values of these 
EIF, occurred during earthquakes. Working values 
of mechanical EIF are determined by a group of 
location conditions, to which each operating stand-
alone device, contained in peripheral equipment 
and SHC, is related (Table 7).

During checking of resistance to working 
values of mechanical EIF, one is guided by test 
data about actual values of these EIF in places of 

Table 1. Groups of operating conditions 

Location 
Area

Room Category Group of 
Operation 
Conditions

Strict 
access area

Rooms inside containment Е.1.1

Rooms of technological 
equipment

Е.1.2

Rooms of primary transducers Е.1.3

Rooms of electrical equipment 
and SHC

Е.1.4

Normal 
access area

Rooms of technological 
equipment

Е.2.1

Rooms of electrical equipment 
and SHC

Е.2.2

Rooms with air condition (MCR, 
ECR, etc.)

Е.2.3
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devices’ location and in case of their lack of such 
data – on the basis of generalized working values 
for a group of location conditions, to which the 
device is related (Table 8).

For devices, related to groups of location 
conditions Р1.1, Р1.2 and Р1.3, requirements for 
resistance to working values of mechanical EIF 
are not standardized.

Resistance to mechanical EIF is confirmed 
by results of tests for influence of sinusoidal vi-
brations and mechanical shocks. Degree of test 
hardness is determined on the basis of a group 

of location conditions, to which a tested device 
relates, using Table 9.

Parameters of test actions for the specified 
degree of test hardness are chosen according to 
Table 10.

For each operating stand-alone device, con-
tained in peripheral equipment and SHC, a cat-
egory of earthquake resistance (I, II or III) is 
determined on the basis of a role of performed 
functions for safety and operability assurance 
during and / or after earthquake.

Table 2. Generalized working values of EIF of environment 

Type of EIF and Measurements Unit Working Values of EIF 
for a Group of Operation Conditions

Е.1.1 Е.1.2 Е.1.3 Е.1.4 Е.2.1 Е.2.2 Е.2.3

Temperature:

low value, °С 15 15 15 15 15 15 18

upper value, °С 60 60 30 30 60 30 27

Humidity:

low value, % 5 5 10 10 5 10 20

upper value:

% (at 15-30 °С) 100 90 75 75 90 75 80

g / m3 (at 30-60 °С) 36 32 − − 32 − −

Barometric pressure:

low value, кPа 86 86 86 86 86 86 86

upper value, кPа 108 108 108 108 108 108 108

Ionizing γ-radiation (upper value):

Specific absorption rate, mGy / h ** 0,9 0,15 0,03 0,12 0,004 −

absorbed rate within 10 years, Gy 105 80 13 2,7 10,5 0,35 −

Concentration of corrosive agents*

(upper value), mGy / m3

sulfur dioxide 10 10 10 10 10 10 10

hydrogen 10 10 10 10 10 10 10

nitrogen dioxide 10 10 10 10 10 10 10

hydrogen fluoride 1 1 1 1 1 1 1

hydrogen chloride 1 1 1 1 1 1 1

ammonia 35 35 35 35 35 35 35

Dust concentration (upper value), mg / m3: 1 1 1 1 1 1 −

* For groups of operation conditions Е.1.2 and Е.2.1 upper working values of concentrations of other corrosive agents can be additionally 
defined. ** In case of location outside of technological boxes 30 mGy / h, in boxes 3 Gy / h
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Table 3. Generalized limiting values of EIF of environment for the group of operation conditions Е.1.1 

Type of EIF and Measurements Unit Limiting Values of EIF for a Mode

А B C D E

Temperature (upper value), °С 75 90 150 60 60

Rate of change of temperature (upper value),°С / h 5 10 20 − −

Humidity (upper value at an upper temperature value), % 100 steam-gas mixture − −

Barometric pressure:

low value, кPа 50 86 86 50 −

upper value, кPа 130 180 560 130 560

Ionizing γ-radiation:

Specific absorption rate, Gy / h 1,0 1,0 103 1,0 −

absorbed rate, Gy 15,0 5,0 104 0,7·103 −

Duration (upper value), h 15 5 10 720 24

Note. Conventional symbols of modes: А – violation of heat removal from containment; B – small leak; C – maximal leak; D – post-
accident mode (effects of a small and maximal leak); E – checking of leak resistance

Table 4. Generalized limiting values of EIF of environment for groups of operation conditions Е.1.2, 
Е.1.3, Е.1.4, Е.2.1, Е.2.2, Е.2.3 

Type of EIF and Measurements Unit Working Values of EIF 
for a Group of Operation Conditions

Е.1.2 Е.1.3 Е.1.4 Е.2.1 Е.2.2 Е.2.3

Temperature (upper value), °С 75 50 50 75 50 40

Rate of change of temperature (upper value),°С / h 10 5 5 10 5 5

Humidity (upper value at an upper temperature value), % steam-gas mixture 98* 100 98* 90

Barometric pressure (upper value), кPа 130 130 − − − −

Mode duration, h 5 3 2 3 2 2

* Without moisture condensation Note. Limiting values of EIF are defined: - for groups Е.1.2 and Е.2.1 – leak of technological 
equipment; - for a group Е.1.3 – line break from technological equipment to sensors; - for groups Е.1.4 и Е.2.2 – ventilation disconnection; - 
for a group Е.2.3 – conditioning system failure

Table 5. Degrees of test hardness of resistance to EIF of environment 

EIF Type Degrees of Test Hardness for a Group of Operation 
Conditions

Е.1.1 Е.1.2 Е.1.3 Е.1.4 Е.2.1 Е.2.2 Е.2.3

Temperature 4 3 2 2 3 2 1

Relative humidity 4 3 2 2 3 2 1

Barometric pressure 2 1 − − − − −

Ionizing radiation 4 3 2 1 2 1 −

Note. Sign “–“ means that tests are not executed
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Devices, participating in performance of 
those functions that should be initiated and / or 
performed during an earthquake (emergency reac-
tor shutdown, interlocking of driven mechanisms, 
etc.) or directly after an earthquake (emergency 
reactor cooling, residual heat removal, automatic 

control of critical parameters, radiation environ-
ment control, etc.) relate to categories I earthquake 
resistance. Device, related to category I earthquake 
resistance, should be resistant to seismic EIF on a 
place of its location, caused by an earthquake that 
can occur on-site with a repeatability period of 

Table 6. Test values of EIF of environment 

Type Of EIF And Measurements Unit Test Values of EIF 
for Degrees of Test Hardness (see Table 5)

1 2 3 4

Air temperature (exposure time, h, not less):

low, not more 15°С (6 h) 15°С (6 h) 15°С (6 h) 15°С (6 h)

upper, not less 40°С (6 h) 50°С (6 h) 75°С (6 h) 150°С (10 h)

Rate of change, not less − 5°С / h 10°С / h 20°С / h

Relative humidity (exposure time, h, not less):

low, at 15°С, not more − 10% (24 h) 5% (24 h) 5% (24 h)

upper, at 30°С, not less − − 90% (72 h) 100% (72 h)

at 40°С, not less 90% (6 h) − − −

at 50°С, not less − 100% (6 h) − −

at 75°С, not less − − 100% (6 h) −

at 150°С, not less − − − 100% (6 h)

Barometric pressure 
(exposure time, h, not less):

low, not more − 50 кPа (24 h) − −

upper, not less 130 (5 h) 560 кPа (24 h) − −

Absorbed dose rate of ionizing radiation, 
not less

0,3·10-4 Gy / h 1,5·10-4 Gy / h 9·10-4 Gy / h 0,03 Gy / h* 
3 Gy / h**

* Test value for products, located outside of technological boxes ** Test value for products, located inside of technological boxes Note. 
Sign “–“means that tests are not executed

Table 7. Groups of location conditions 

Sources 
of Mechanical EIF

Group of Operation 
Conditions

Mounting Technique Group of Location 
Conditions

Absent Any On building constructions Р.1.1

On supporting constructions Р.1.2

On technological equipment Р.1.3

Available Е.1.3, Е.1.4, Е.2.2 On building constructions Р.2.1

On supporting constructions Р.2.2

Е.1.1, Е.1.2, Е.2.1 On building constructions Р.3.1

On supporting constructions Р.3.2

On technological equipment Р.3.3
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every 10 000 years (further - maximum credible 
earthquake or MCE).

Devices, which didn’t come into category 
I, relate to category II earthquake resistance if 
failures of performed functions, caused by an 
earthquake, can lead to power generation break 
(reactor power control, retention of technological 
parameters within specified limits, etc.). Device, 
related to category II earthquake resistance, 
should be resistant to seismic EIF on the place 
of its location, caused by an earthquake that can 
occur on-site with a repeatability period 1 in 500 
years (further – design basis earthquake or DBE). 

Devices that cannot be related to categories I or II 
by the above specified criteria, relate to category 
III earthquake resistance. Earthquake resistance 
requirements for them are not regulated.

Seismic EIF on the place of device’s location 
define response spectrum that considers a possible 
response of building and intermediate construc-
tions to horizontal and vertical earth seismic 
vibrations, which can be filtered or intensified on 
the basis of typical for these constructions own 
vibration rate and damping.

Response spectrum is determined by calcula-
tion and / or modeling, taking into account:

Table 8. Generalized working values of mechanical EIF 

Type of EIF and Measurements Unit Values of Mechanical EIF 
for a Group of Location Conditions

Р.2.1 Р.2.2 Р.3.1 Р.3.2 Р.3.3

Sinusoidal vibrations:

upper value of displacement amplitude*, mm 0,75 1,5 3,5 3,5 7,5

upper value of acceleration amplitude**, m/seс2 2 5 10 10 20

upper value of frequency, Hz 150 150 150 150 150

Relative duration, % 100 100 100 100 100

influence direction Z Z Z Z X, Y, Z

Mechanical shock:

upper value of peak acceleration, m/sec2 40 40 70 70 70

shock impulse duration, msec 100 100 50 50 50

influence direction Z Z Z Z X, Y, Z

* At frequencies lower than crossover frequency (9-10 Hz) ** At frequencies higher than crossover frequency Note. In the table the 
following conventional symbols are used: X – direction along the horizontal plane; Y - direction along the horizontal plane, perpendicular 
X; Z - direction along the vertical plane

Table 9. Degrees of test hardness for resistance to mechanical EIF 

EIF Type Degrees of Test Hardness 
for a Group of Location Conditions

Р.1.1 Р.1.2 Р.1.3 Р.2.1 Р.2.2 Р.3.1 Р.3.2 Р.3.3

Sinusoidal vibrations − − − 1 2 3 3 4

Mechanical shock − − − 1 1 2 2 3

Note. Sign “–“ means that tests are not executed
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• Seismicity of NPP site (intensity level of 
МCE and DBE in points).

• Soil conditions in the site of unit on the 
basis of seismic microzoning information.

• Accelerograms of MCE and DBE, syn-
thesized by statistic processing and anal-
ysis of a range of accelerograms of real 
earthquakes.

• Rate of own vibrations and damping pa-
rameters (damping factor or algorithmic 
decrement) of a building construction.

• Height of location and a mounting tech-
nique of device on a building supporting 
construction (ceiling, wall, column), in-
termediate construction (in a room, case, 
panel, board) or technological equipment 
(piping, pipeline valve, etc.)

In case of lack of results of calculation of mod-
eling required response spectrum is determined 
on the basis of generalized values of seismic EIF 
(Table 11).

Required response spectrum is characterized 
by two horizontal and a vertical components act-
ing simultaneously. Acceleration amplitudes in a 
vertical direction are accepted with a level 0,7 
from the specified in Table 11.

Earthquake resistance of peripheral equip-
ment and SHC is determined on the basis of test 
results, during which each of their operating stand-
alone component parts are put under influence 
of sinusoidal vibration, simulating seismic EIF. 
Degree of test hardness is determined according to  
Table 12, depending on the specified intensity 
level of МCE and DBE, mounting technique and 
height, at which a device will be installed.

During tests a provided technique of device 
mounting is simulated, using parts, materials and 
technology specified in documentation.

Test influence is chosen according to Table 13 
and controlled in the place of device mounting.

Test influence is simultaneously applied along 
three mutually orthogonal (two horizontal and 
vertical) directions. In case of lack of a required 

Table 10. Test values of mechanical EIF 

Type and Measurements Unit Test Values of EIF for Degrees of Test Hardness 
(see Table 9)

1 2 3 4

Sinusoidal vibration

displacement amplitude 
(in frequency rate 1 - 9 Hz), not less

0,75 mm 1,5 mm 3,5 mm 7,5 mm

acceleration amplitude 
(in frequency rate 9-150 Hz), not less

2,0 m / sec2 5,0 m / sec2 10 m / sec2 20 m / sec2

duration, not less 60 min 60 min 60 min 60 min *

influence direction Z Z Z X, Y, Z

Mechanical shocks

peak shock acceleration, not less 40 m / sec2 70 m / sec2 70 m / seс2 −

shock impulse duration 100 mseс 50 mseс 50 mseс −

shock impulse shape sinusoid half-wave −

period between shocks, not less 2,0 seс 2,0 seс 2,0 seс −

number of shocks, not less 1000 1000 1000* −

influence direction Z Z Х, Y, Z −

* In each direction Note. In the table the following conventional symbols are used: X – direction along the horizontal plane; Y - direction 
along the horizontal plane, perpendicular X; Z - direction along the vertical plane
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Table 11. Generalized values of seismic EIF (required response spectrums) 

* Mounting 
Technique

Height, m Acceleration Amplitude m /sec2, at Frequency, Hz

0,5 1 2 3 4 5 6 10 15 30

Maximum Credible Earthquake (Average Repeatability 10 000 Years)

VI On building 
constructions

From 0 to 5 inclusive 0,1 1,5 1,9 1,9 1,9 1,9 1,9 1,9 1,5 0,8

Over 5 to 10 inclusive 0,2 3,0 3,8 3,8 3,8 3,8 3,8 3,8 3,0 1,5

Over 10 to 25 inclusive 0,4 5,7 7,2 7,2 7,2 7,2 7,2 7,2 5,7 3,0

Over 25 to 35 inclusive 0,6 8,0 9,5 9,5 9,5 9,5 9,5 9,5 8,0 4,0

Over 35 to 70 inclusive 0,8 9,8 12,4 12,4 12,4 12,4 12,4 12,4 9,8 4,9

On intermediate 
constructions or 
technological 
equipment

From 0 to 5 inclusive 0,2 3,0 3,8 3,8 3,8 3,8 3,8 3,8 3,0 1,5

Over 5 to 10 inclusive 0,5 6,0 7,6 7,6 7,6 7,6 7,6 7,6 6,0 3,0

Over 10 to 25 inclusive 0,9 11,4 14,5 14,5 14,5 14,5 14,5 14,5 11,4 5,7

Over 25 to 35 inclusive 1,1 15,0 19,0 19,0 19,0 19,0 19,0 19,0 15,0 7,5

Over 35 to 70 inclusive 1,5 19,8 24,7 24,7 24,7 24,7 24,7 24,7 19,8 9,9

VII On building 
constructions

From 0 to 5 inclusive 0,2 2,4 3,0 3,0 3,0 3,0 3,0 3,0 2,4 1,2

Over 5 to 10 inclusive 0.4 4,8 6,0 6,0 6,0 6,0 6,0 6,0 4,8 2,4

Over 10 to 25 inclusive 0,8 9,2 11,4 11,4 11,4 11,4 11,4 11,4 9,2 4,6

Over 25 to 35 inclusive 1,0 12,0 15,0 15,0 15,0 15,0 15,0 15,0 15,0 7,5

Over 35 to 70 inclusive 1,3 15,6 19,5 19,5 19,5 19,5 19,5 19,5 15,6 7,8

On intermediate 
constructions or 
technological 
equipment

From 0 to 5 inclusive 0.4 4,8 6,0 6,0 6,0 6,0 6,0 6,0 4,8 2,4

Over 5 to 10 inclusive 0,8 9,6 12,0 12,0 12,0 12,0 12,0 12,0 9,6 4,8

Over 10 to 25 inclusive 1,6 18,3 22,8 22,8 22,8 22,8 22,8 22,8 18,3 9,2

Over 25 to 35 inclusive 2,0 24,0 30,0 30,0 30,0 30,0 30,0 30,0 24,0 12,0

Over 35 to 70 inclusive 2,6 31,2 39,0 39,0 39,0 39,0 39,0 39,0 31,2 15,6

VIII On building 
constructions

From 0 to 5 inclusive 0,3 4,0 5,0 5,0 5,0 5,0 5,0 5,0 4,0 2,0

Over 5 to 10 inclusive 0,6 8,0 10,0 10,0 10,0 10,0 10,0 10,0 8,0 4,0

Over 10 to 25 inclusive 1,2 14,4 19,0 19,0 19,0 19,0 19,0 19,0 14,4 7,6

Over 25 to 35 inclusive 1,5 20,0 25,0 25,0 25,0 25,0 25,0 25,0 20,0 10,0

Over 35 to 70 inclusive 2,0 26,0 32,5 32,5 32,5 32,5 32,5 32,5 26,0 13,0

On intermediate 
constructions or 
technological 
equipment

From 0 to 5 inclusive 0,6 8,0 10,0 10,0 10,0 10,0 10,0 10,0 8,0 4,0

Over 5 to 10 inclusive 1,2 16,0 20,0 20,0 20,0 20,0 20,0 20,0 16,0 8,0

Over 10 to 25 inclusive 2,3 30,4 38,0 38,0 38,0 38,0 38,0 38,0 30,4 15,2

Over 25 to 35 inclusive 3,0 40,0 50,0 50,0 50,0 50,0 50,0 50,0 40,0 20,0

Over 35 to 70 inclusive 3,9 52,0 65,0 65,0 65,0 65,0 65,0 65,0 52,0 26,0

continued on following page
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continued on following page

* Mounting 
Technique

Height, m Acceleration Amplitude m /sec2, at Frequency, Hz

0,5 1 2 3 4 5 6 10 15 30

IX On building 
constructions

From 0 to 5 inclusive 0,5 5,6 7,0 7,0 7,0 7,0 7,0 7,0 5,6 2,8

Over 5 to 10 inclusive 1,0 11,2 14,0 14,0 14,0 14,0 14,0 14,0 11,2 5,6

Over 10 to 25 inclusive 1,9 21,3 26,6 26,6 26,6 26,6 26,6 26,6 21,3 10,7

Over 25 to 35 inclusive 2,5 28,0 35,0 35,0 35,0 35,0 35,0 35,0 28,0 14,0

Over 35 to 70 inclusive 3,3 36,4 45,5 45,5 45,5 45,5 45,5 45,5 36,4 18,2

On intermediate 
constructions or 
technological 
equipment

From 0 to 5 inclusive 1,0 11,2 14,0 14,0 14,0 14,0 14,0 14,0 11,2 5,6

Over 5 to 10 inclusive 2,0 22,4 28,0 28,0 28,0 28,0 28,0 28,0 22,4 11,2

Over 10 to 25 inclusive 3,8 42,6 53,2 53,2 53,2 53,2 53,2 53,2 42,6 21,3

Over 25 to 35 inclusive 5,0 56,0 70,0 70,0 70,0 70,0 70,0 70,0 56,0 28,0

Over 35 to 70 inclusive 6,5 72,8 91,0 91,0 91,0 91,0 91,0 91,0 72,8 36,4

Design Basis Earthquake (Average Repeatability 500 Years)

V On building 
constructions

From 0 to 5 inclusive − − − − − − − − − −

Over 5 to 10 inclusive − 0,3 0,3 0,3 0,3 0,3 0,3 0,3 0,3 0,2

Over 10 to 25 inclusive − 0,5 0,6 0,6 0,6 0,6 0,6 0,6 0,5 0,3

Over 25 to 35 inclusive − 0,6 0,8 0,8 0,8 0,8 0,8 0,8 0,6 0,3

Over 35 to 70 inclusive − 0,8 1,0 1,0 1,0 1,0 1,0 1,0 0,8 0,4

On intermediate 
constructions or 
technological 
equipment

From 0 to 5 inclusive − 0,3 0,3 0,3 0,3 0,3 0,3 0,3 0,3 0,2

Over 5 to 10 inclusive − 0,5 0,6 0,6 0,6 0,6 0,6 0,6 0,5 0,3

Over 10 to 25 inclusive − 1,0 1,2 1,2 1,2 1,2 1,2 1,2 1,0 0,5

Over 25 to 35 inclusive − 1,2 1,5 1,5 1,5 1,5 1,5 1,5 1,2 0,6

Over 35 to 70 inclusive − 1,6 2,0 2,0 2,0 2,0 2,0 2,0 1,6 0,8

VI On building 
constructions

From 0 to 5 inclusive − 0,3 0,3 0,3 0,3 0,3 0,3 0,3 0,3 0,2

Over 5 to 10 inclusive − 0,5 0,6 0,6 0,6 0,6 0,6 0,6 0,5 0,3

Over 10 to 25 inclusive − 1,0 1,2 1,2 1,2 1,2 1,2 1,2 1,0 0,5

Over 25 to 35 inclusive − 1,2 1,5 1,5 1,5 1,5 1,5 1,5 1,2 0,6

Over 35 to 70 inclusive − 1,6 2,0 2,0 2,0 2,0 2,0 2,0 1,6 0,8

On intermediate 
constructions or 
technological 
equipment

From 0 to 5 inclusive − 0,5 0,6 0,6 0,6 0,6 0,6 0,6 0,5 0,3

Over 5 to 10 inclusive − 1,0 1,2 1,2 1,2 1,2 1,2 1,2 1,0 0,5

Over 10 to 25 inclusive − 2,0 2,4 2,4 2,4 2,4 2,4 2,4 2,0 1,0

Over 25 to 35 inclusive 0,2 2,4 3,0 3,0 3,0 3,0 3,0 3,0 2,4 1,2

Over 35 to 70 inclusive 0,3 3,2 4,0 4,0 4,0 4,0 4,0 4,0 3,2 1,6

Table 11. Continued
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influence for this test equipment, a simultaneous 
influence along two (one of horizontal and verti-
cal) directions is executed, at this time acceleration 
amplitudes in a horizontal direction are increased 
in 1,4 times comparing to the specified one in 
Table 13. Acceleration amplitude at every fre-
quency is suggested to choose 15% over the 
specified in Table 13 to guarantee coverage of the 
required response spectrum of test values. Hold 
time at each frequency - not less than 10 sec.

During and / after test influences, correspond-
ing to maximum credible earthquake, also those 
EIF are simulated, which can occur in emergency 
situations or accidents, caused by such an earth-
quake and have a negative impact on device earth-

quake resistance. For consideration of possible 
factors of mechanical aging, devices of category 
I earthquake resistance before resistance tests for 
maximum credible earthquake are put under test 
influences not less than 5 times, which simulate 
a design basis earthquake.

Devices of category I and II earthquake re-
sistance should not have primary frequencies of 
own vibrations (resonant frequencies) in a range 
from 0,5 to 30 Hz. The devices, their racks and 
mounts, provided by documentation, should be 
resistant to overthrow under static force, applied 
to the center of mass, and equal to the product of 
maximal acceleration with the device mass.

Table 11. Continued

* Mounting 
Technique

Height, m Acceleration Amplitude m /sec2, at Frequency, Hz

0,5 1 2 3 4 5 6 10 15 30

VII On building 
constructions

From 0 to 5 inclusive − 0,5 0,6 0,6 0,6 0,6 0,6 0,6 0,5 0,3

Over 5 to 10 inclusive − 1,0 1,2 1,2 1,2 1,2 1,2 1,2 1,0 0,5

Over 10 to 25 inclusive − 2,0 2,4 2,4 2,4 2,4 2,4 2,4 2,0 1,0

Over 25 to 35 inclusive 0,2 2,4 3,0 3,0 3,0 3,0 3,0 3,0 2,4 1,2

Over 35 to 70 inclusive 0,3 3,2 4,0 4,0 4,0 4,0 4,0 4,0 3,2 1,6

On intermediate 
constructions or 
technological 
equipment

From 0 to 5 inclusive − 1,0 1,2 1,2 1,2 1,2 1,2 1,2 1,0 0,5

Over 5 to 10 inclusive − 2,0 2,4 2,4 2,4 2,4 2,4 2,4 2,0 1,0

Over 10 to 25 inclusive 0,3 4,0 4,8 4,8 4,8 4,8 4,8 4,8 4,0 2,0

Over 25 to 35 inclusive 0,4 4,8 6,0 6,0 6,0 6,0 6,0 6,0 4,8 2,4

Over 35 to 70 inclusive 0,5 6,4 8,0 8,0 8,0 8,0 8,0 8,0 6,4 3,2

VIII On building 
constructions

From 0 to 5 inclusive − 1,0 1,2 1,2 1,2 1,2 1,2 1,2 1,0 0,5

Over 5 to 10 inclusive − 2,0 2,4 2,4 2,4 2,4 2,4 2,4 2,0 1,0

Over 10 to 25 inclusive 0,3 4,0 4,8 4,8 4,8 4,8 4,8 4,8 4,0 2,0

Over 25 to 35 inclusive 0,4 4,8 6,0 6,0 6,0 6,0 6,0 6,0 4,8 2,4

Over 35 to 70 inclusive 0,5 6,4 8,0 8,0 8,0 8,0 8,0 8,0 6,4 3,2

On intermediate 
constructions or 
technological 
equipment

From 0 to 5 inclusive − 2,0 2,4 2,4 2,4 2,4 2,4 2,4 2,0 1,0

Over 5 to 10 inclusive 0,3 4,0 4,8 4,8 4,8 4,8 4,8 4,8 4,0 2,0

Over 10 to 25 inclusive 0,6 8,0 9,6 9,6 9,6 9,6 9,6 9,6 8,0 4,0

Over 25 to 35 inclusive 0,8 9,6 12,0 12,0 12,0 12,0 12,0 12,0 9,6 4,8

Over 35 to 70 inclusive 1,0 12,8 16,0 16,0 16,0 16,0 16,0 16,0 12,8 6,4

* Earthquake intensity in points
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Immunity to Electrical Action

Peripheral equipment, SHC and their operating 
stand-alone component parts should be immune 
to the influence of electric EIF (low-frequency 
electric fields) in working operation conditions.

Actual or expected working values of intensity 
of low-frequency electric fields in places of loca-
tion of these devices are determined on the basis 
of experimental and/ or design data, in case of 

their lack– on the basis of generalized working 
parameters of electric EIF (Table 14).

Immunity to electric EIF is defined on the 
basis of test results, during which operating stand-
alone component parts are sequentially put under 
test influences, simulating electric low-frequency 
field, possible in working operating conditions. 
Parameters of test influences are chosen accord-
ing to Table 15.

Table 12. Degrees of test hardness of earthquake resistance 

* Mounting Technique
Degrees of Test for Installation Height, m

From 0 to 5 
Inclusive

Over 5 to 10 
Inclusive

Over 10 to 25 
Inclusive

Over 25 to 35 
Inclusive

Over 35 to 70 
Inclusive

For Devices of Category I Earthquake Resistance

VI

On building constructions 3 4 5 6 6

On intermediate constructions 4 5 6 7 7

On technological equipment 4 5 6 7 7

VII

On building constructions 4 5 6 6 7

On intermediate constructions 5 6 7 7 8

On technological equipment 5 6 7 7 8

VIII

On building constructions 5 6 7 7 8

On intermediate constructions 6 7 8 8 9

On technological equipment 6 7 8 8 9

IX

On building constructions 5 6 7 8 8

On intermediate constructions 6 7 8 9 9

On technological equipment 6 7 8 8 9

For Devices of Category II Earthquake Resistance

V

On building constructions − 1 2 2 2

On intermediate constructions 1 2 3 3 3

On technological equipment 1 2 3 3 3

VI

On building constructions 1 2 3 3 3

On intermediate constructions 2 3 4 4 4

On technological equipment 2 3 4 4 4

VII

On building constructions 2 3 4 4 4

On intermediate constructions 3 4 5 5 5

On technological equipment 3 4 5 5 5

VIII

On building constructions 3 4 5 5 5

On intermediate constructions 4 5 6 6 6

On technological equipment 4 5 6 6 6

* Earthquake intensity in points
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Resistance to Impacts of Special 
Influences

Peripheral equipment and operating stand-alone 
component parts of SHC related to a group of 
operation conditions Е1.1, Е1.2, Е1.3, Е1.4 or 
Е2.1 are resistant to:

• Irrigation of water and solutions, which 
composition, temperature, direction and 
duration of influence are determined on the 
basis of analysis of possible accident ef-
fects in places of devices’ location.

• Influence of decontamination fluids, chem-
ical compositions and mass fractions of 
each components, which are agreed with 
an operating organization or customer.

Table 13. Test influences simulating seismic EIF 

Degrees of Test 
Hardness

Acceleration Amplitude along a Horizontal Plane, m /sec2, at Frequency

0,5 Hz 1 Hz 2 Hz 3 Hz 4 Hz 5 Hz 6 Hz 10 Hz 15 Hz 30 Hz

1 − 0,4 0,5 0,5 0,5 0,5 0,5 0,5 0,4 0,2

2 − 0,8 1,0 1,0 1,0 1,0 1,0 1,0 0,8 0,4

3 0,1 1,5 2,0 2,0 2,0 2,0 2,0 2,0 1,5 0,8

4 0,2 3,0 4,0 4,0 4,0 4,0 4,0 4,0 3,0 1,5

5 0,5 6,0 8,0 8,0 8,0 8,0 8,0 8,0 6,0 3,0

6 1,0 12,0 16,0 16,0 16,0 16,0 16,0 16,0 12,0 6,0

7 2,0 24,0 32,0 32,0 32,0 32,0 32,0 32,0 24,0 12,0

8 4,0 48,0 64,0 64,0 64,0 64,0 64,0 64,0 48,0 24,0

9 8,0 96,0 96,0 96,0 96,0 96,0 96,0 96,0 96,0 48,0

Note. Acceleration amplitude in a vertical direction – not less than 70% from the specified

Table 14. Generalized working values of electric EIF 

Type of EIF and Measurements Unit Working Values of Electric EIF 
for a Group of Operation Conditions

Е1.1 Е1.2 Е1.3 Е1.4 Е2.1 Е2.2 Е2.3

Electric field intensity, кV / m 5 5 5 − 5 − −

Electric field frequency, Hz 50 50 50 − 50 − −

Note. 1. Phase of electric field regarding voltage of feeding alternating current and direction of intensity vector can be any 2. Sign “–“ - is 
not regulated

Table 15. Test values of electric EIF 

Type of EIF and Measurements Unit Test Values for a Group of Operation Conditions

Е1.1 Е1.2 Е1.3 Е1.4 Е2.1 Е2.2 Е2.3

Electric field intensity, кV / m, not less 5 5 5 − 5 − −

Electric field frequency, Hz 50 50 50 − 50 − −

Note. 1. Phase of electric field regarding voltage of feeding alternating current, feeding product, - 0º; 90º; 270º (sequentially) 2. Direction 
of intensity vector of electric field – sequentially along each of three orthogonal planes 3. Sign “–“ means that tests are not executed
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In case of availability of automatic gas fire-
fighting in rooms, where devices, related to safety 
class 2(A), are located, they should be resistant 
to reagent influence, filling a room in case of 
fire fighting system actuation (type of applied 
reagent is agreed with an operative organization 
or customer).

Immunity to Change of 
Power Parameters

Safety important I&C systems and SHC receive 
primary power supply from a circuit of own needs 
of the unit with single- or three-phase current with 
a nominal voltage of 220 V or 380 / 220 V and 
frequency of 50 Hz. Power supply of peripheral 
equipment and operating stand-alone component 
parts of SHC is directly performed from the circuit 
of own needs or from secondary feed sources, 
contained in the I&C system and / or SHC. The 
I&C systems and SHC include facilities for dis-
tribution and protection of power circuits and if 
required uninterruptable power sources.

Peripheral equipment and SHC are immune 
to long-term deviations of voltage of primary 
power supply, short-term changes and fluctua-
tions of voltage, power interruption, long- and 
short-term changes of supply frequency, which 
are possible in working and limit operation condi-
tions. Products that obtain secondary power from 
sources, contained in the I&C system and SHC, 
are immune to changes in parameters of primary 
power supply of these sources.

Immunity is estimated on the basis of test re-
sults, during which the following rules are followed 
additionally to general provisions in this chapter:

• All operating stand-alone component parts 
of peripheral equipment and SHC, re-
ceiving power from one source, are tests 
simultaneously.

• Points of application of test influences are 
power ports – terminal screw, clamps, con-

nectors and other device constructive ele-
ments, defining its physical borders from a 
circuit of own needs (device can have one 
or several power ports).

• If a device has several mutually redundant 
power ports, test influences are supplied by 
turns to each port, at this time other ports 
should be disconnected from the circuit.

• Standards and rules for estimation of resis-
tance to changes of power parameters, test-
ing methods and estimation criteria cor-
respond to the ones specified in NP, 2000 
and State standards of Ukraine, identical 
to international standards IEC, 2002a; IEC 
2002c; IEC 2004.

Immunity to Electromagnetic 
Disturbances

I&C systems, peripheral equipment and SHC are 
immune to electromagnetic EIF (electromagnetic 
disturbances), which influence or can influence 
them in working and limit operating conditions:

• Disturbances from electrostatic discharges.
• Disturbances from radio frequency electro-

magnetic radiation.
• Disturbances from rapid transient process-

es/ packages of impulses.
• Disturbances from power and current 

spikes.
• Conductive disturbances, brought by ra-

diofrequency fields.
• Disturbances from magnetic fields of cir-

cuit frequency.
• Disturbances from impulse magnetic fields.
• Disturbances from damped oscillatory 

magnetic field.
• Oscillatory damped disturbances.
• Conductive asymmetric disturbances in a 

range from 0 Hz to 150 кHz.
• Disturbances in ground lines.
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Required immunity to disturbances is provided 
in the process of design of I&C systems, develop-
ment, manufacturing and mounting of peripheral 
equipment and SHC and is kept during operation 
due to creation and support of a proper electro-
magnetic environment in places of their location.

Immunity to disturbances is standardized by 
determination of parameters of test influences, 
simulating disturbances of each type and also 
places of their application and ways of brining 
test influences, at which tested peripheral equip-
ment and SHC should operate properly. Places of 
application of test influences, simulating distur-
bances, are terminal screw, clamps, connectors 
and other device constructive elements, defining 
its physical borders with environment (further – 
ports, see Figure 5):

• Power Port: In places of connection of 
two or more wires from one power source 
to a device.

• Input Port: In places of connection of two 
or more wires from one or several intercon-
nected sources of input signals to a device.

• Output Port: In places of connection of 
two or more wires to a device, connecting 
it with one output receiver.

• Communication Port: In places of device 
connection to one communication channel 
or one local network.

• Ground Port: In places of device connec-
tion to a system of protective or, if avail-
able, - signal ground (signal ground port 
is determined as a place, in which isolated 
from the shell of input, output and/or com-
munication circuits are gathered for con-
nection to the ground major node).

• Enclosure Port: On outer surface of de-
vice enclosure and nonconductive ele-
ments connected with and on screens of 
external cables electrically connected with 
a shell.

For estimation of immunity to electromagnetic 
disturbances tests are executed, during which 
peripheral equipment and operating stand-alone 
component parts of SHC are put under test in-
fluences, simulating actions of disturbances of 

Figure 5. Places of application of test influences, simulating disturbances
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each type that are possible in working and limit 
operation conditions. In general, test influences are 
applied to circuits, connected to the power port(s) 
of direct and alternating current; to unsymmetrical 
and / or symmetrical connecting lines, connected 
to input, output, communication ports; to ports of 
protective and (if available) signal ground and to 
a enclosure port (see Figure 6).

During tests of immunity to electromagnetic 
disturbances, the following rules are followed 
additionally to general provisions:

• Electromagnetic environment in rooms, 
where tests are executes, should not influ-
ence their results.

• Tests are executed by turn regarding each 
type of disturbances specified in technical 
specification (immunity to a simultaneous 
activity of disturbances of several types is 
not checked).

• Device location, types and length of con-
necting cables should, when applicable, 
meet real operation conditions (cables, 

containing or provided in technical docu-
mentation of SHC and peripheral equip-
ment, should be used).

• Test influences are allowed to be generated 
simultaneously on several operating stand-
alone component parts of SHC, intercon-
nected by electric communication lines 
(length not less than 1 m) and / or non-
electric communication lines.

• If a device has several power, ground, in-
put, output and communication ports, test 
influences are generated on each of them 
individually.

• For devices that have a significant (more 
than 5) number of identical ports or ports 
with a considerable number of connecting 
lines with an approval of a limited number 
of such ports (lines), which are the most 
sensitive to disturbances of such a type.

• Degree of test hardness is chosen consider-
ing electromagnetic environment in places 
of actual and expected location of devices 
during operation (qualitative features, by 

Figure 6. Example of workplace arrangement for execution of tests of disturbance immunity
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which an electromagnetic environment 
is classified, are presented in NP, 2000; 
Rozen, 2007; Rozen, 2008).

• When selecting a degree of test hardness, 
those (and only those) features of elec-
tromagnetic environment, which can be a 
cause of occurrence and have a significant 
influence on intensity of disturbances of 
that type, towards which tests are executed, 
are considered.

Standards and rules of noise immunity estima-
tion, test methods and criteria of result estimation 
meet international standards IEC 2001a - IEC 
2001g; IEC, 2002a – IEC, 2002c; IEC 2005b; IEC, 
2006a and identical with them State standards of 
Ukraine (Rozen, 2007, Rozen, 2008).

Resistance to Failures of Elements

Safety important I&C systems and SHC are de-
signed (developed) in such a way that they could 
continue operation with preliminary determined 
behavior in case of single failures of their elements 
and / or element failures in adjacent I&C systems 
and in channels, through which information is ob-
tained from these systems. Each of main functions 
of the I&C system and SHC is performed and meet 
specified requirements in case of failure of any 
elements of the same system (SHC), participating 
in functions execution of lower category.

Failures of elements in primary and secondary 
power supply systems do not influence functions 
of the I&C system (SHC). If such failures lead to 
short-term power break, not exceeding a specified 
time period, they do not influence performance 
of category A and B functions; performance of 
category C functions is continued in a previous 
mode after power supply recovery.

Resistant to failures of elements is provided 
in I&C systems and SHC of 2(А) and 3(В) safety 
classes:

• Adequate supplies of calculating and other 
resources (inputs, outputs, memory, power 
supply, etc.)

• Redundancy of components of I&C sys-
tems and component parts of SHC, per-
forming category A and B, and equipment 
and connecting lines, which are used for 
transmission of signals and messages be-
tween them and reception of required in-
formation from other systems.

• Availability of devices that can detect devi-
ations from a determined behavior and au-
tomatically recover normal operation (for 
example, timer, executing restart in case of 
program circularity or temporary loss of 
input data).

• Availability of technical diagnostic facili-
ties, which provide continuous checking of 
a technical state and allоw promptly detect-
ing operation failures of component parts, 
which can lead to a failure during initiation 
of a discrete function.

• A possibility of algorithm restructur-
ing, which allows recovering operation of 
failed elements in a normal mode or trans-
ferring to a preliminary provided standby 
mode, for example, in case of unreliability 
of received data or a loss of input data that 
is impossible to eliminate.

For assurance of resistance to failures of in-
formation sources or connecting lines:

• Validity of input analog signals (for exam-
ple, when this signal is staging in working 
range what have defined preliminary for 
designate parameter) is checked and unre-
liable data are automatically eliminated.

• For formation, transmission and input of 
data about the state of a controlled object, 
two-beat signals are used instead of one-bit 
binary signals, when logical levels 01 and 
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10 are interpreted as two different states 
of an object (for example, connected and 
disconnected), at this time logical levels 00 
and 11 indicate an error of a signal source 
or a damage of a connecting line.

• For reception of commands of remote con-
trol from operational personnel keys with 
three states, connected with a three- or 
four-wired scheme in such a way that any 
command is generated during a simultane-
ous opening of a control circuit (closed at a 
mid position of the key) and closed control 
circuits in one of two extreme positions of 
the key, are used.

For assurance of resistance to failures of ele-
ments in channels of digital message transmis-
sion communication protocols, which are able to 
detect and correct errors in received messages are 
applied, and/or data reliability recovery, used for 
further processing in each of redundant channels, 
is provided.

QUALITY OF FUNCTIONS 
EXECUTION

Accuracy

Accuracy requirements are regulated for mea-
suring channels of the I&C system and SHC, 
which display, register, archive and / or transmit 
numerical values of physical quantities in allowed 
for them units, for control channels (protection, 
interlocking, regulation) and alarm, and also (on 
agreement between a developer and operating 
organization or a customer) for components of the 
I&C system and component parts of SHC, forming 
measuring channels, control and alarm channels.

During standardization and estimation of ac-
curacy the following rules are followed:

• Main safety important technological pa-
rameters are preferably monitored by a 
direct measuring method rather than cal-
culated on the basis of measured values of 
other parameters (indirect measurements).

• When choosing a measurement range for 
each monitored parameter, a possibility of 
exceeding a range of working values of this 
parameter in emergencies and accidents is 
considered.

• If for a satisfactory coverage of all range 
of a monitored parameter more than one 
sensor is required, a proper overlapping 
of adjacent measurement ranges and auto-
matic switching of these sensors are pro-
vided in order that saturation or corruption 
influence on range boundaries does not 
prevent reception of results with a required 
accuracy.

• In case of inoperability or removal from 
operation of one of a redundant measuring 
channel (control or alarm channel), other 
channels should meet specified accuracy 
requirements.

• Measuring channels, control and alarm 
channels, in which redundancy of compo-
nent parts is provided, should meet speci-
fied accuracy requirements in case of fail-
ure of any of these component parts.

Accuracy of measuring channels is specified 
in form of metrological characteristics of these 
channels, to which a measurement range, conver-
sion function, error characteristics are related. 
Error characteristics of a measuring channel are 
standardized:

• Allowed absolute, relative or conventional 
error in working (on agreement between 
the developer and the operating organi-
zation or a customer – limit) operation 
conditions.



103

Properties of Safety Important I&C Systems and their Components

• Allowed main (absolute, relative or con-
ventional) error under normal test condi-
tions and allowed additional errors, which 
can be caused by a change of each EIF in a 
range of specified for it working or limiting 
values.

Conventional error of a measuring channel is 
calculated as a ratio of an absolute error to a range 
of monitored parameter change. Absolute error is 
determined as a difference between a measured 
and actual value of a monitored parameter, where 
a measured one is considered a parameter value: 
directly obtained for a data base; displayed or 
registered in a digital or analog form; calculated 
by an output signal; transmitted in an output 
digital signal (message). For the I&C system as 
an actual value of a monitored parameter a result 
of its estimation by use of measurement facilities 
is accepted, for SHC – by a measured value of a 
proper analog Input signal, considering a nominal 
static characteristic of the signal source (sensor, 
normalizing transducer, etc.).

Accuracy requirements of measuring chan-
nels are established by agreement between the 
developer and operating organization (customer), 
where metrological characteristics of updated 
I&C systems and, first of all, contained in them 
SHC, are usually significantly higher than previ-
ously operated ones had. Before commissioning, 
all measuring channels of the I&C system pass 
metrological certification according to require-
ments of state standards of Ukraine.

In grounded cases, instead of metrological 
characteristics of measuring channels, metrologi-
cal characteristics of component parts, which are 
determined for assurance of a metrological com-
patibility of these component parts that allows 
defining metrological characteristics of measuring 
channels by a calculation method, can be regu-
lated. Experimental estimation of metrological 
characteristics of component parts of measuring 
channels is executed during their development, 
after manufacturing and during operation.

Accuracy of alarm and control channels is 
specified in a form of accuracy characteristics 
of these channels in working and limit operation 
conditions. Accuracy characteristics include limits 
of an allowed absolute error of output and with-
drawal of a command (output signal) and limits 
of allowed relative error of formation time lags 
and / or dwells if they are provided in algorithms 
of performance of control functions.

For the I&C system, an absolute error of output 
and withdrawal of a command (output signal) is 
determined as a difference between an actual value 
of a controlled parameter, caused the indicated 
action, and a specified value (set-point) of this 
parameter, under which such an action should be 
executed. For SHC during determination of an 
absolute error instead of a controlled parameter, 
values of an informative parameter of a proper 
analog input signal are considered. Relative er-
ror of formation of a dwell (lag) is calculated as 
a ratio of an absolute error (difference between 
an actual and a specified value) to a specified 
dwell (lag) value. As an actual value a result of 
a direct estimation of a dwell (lag) is accepted 
using measurement facilities.

Limits of allowed absolute errors of output 
(withdrawal) of commands and output signals 
and relative errors of formation of dwells and lags 
during a change of any EIF in a range of regulated 
for its limiting values are determined on agree-
ment between the developer and the operating 
organization or the customer. For confirmation 
of compliance of alarm and control channels with 
specified requirements, checks of characteristic 
accuracy during a trial operation and periodic 
control during a preventive and predictive main-
tenance are provided.

Timing Performances

Timing performance is determined for each of the 
main functions of the I&C system and SHC in a 
form of nominal or maximal permissible (upper 
and / or low) values:



104

Properties of Safety Important I&C Systems and their Components

• Cycle time of data input from sensors and 
other I&C systems (SHC).

• Time resolution during data input and 
archiving.

• Lag of performance of discrete function.
• Speed of function execution.
• Rate of exchange through communication 

lines and local networks.
• Time of information storage in a data base 

and an archive.
• Time of start actuation after power 

restoration.

Nominal value of time resolution during data 
input and archiving are determined for accurate 
differentiation and registration of a sequence of 
initiating events, changes of state of technological 
equipment and controlled parameters, actions of 
control systems and personnel in an archive (for 
further analysis and estimation):

• For information of initiating events, viola-
tions of design limits of safety operation, 
occurrence of conditions of initiation of 
safety control systems, commands of pro-
tective actions – not worse than 0,01 sec.

• For information of a state of technological 
equipment, values of monitored parameters 
and set-points, violations of operational 
limits and conditions, commands of limi-
tation, regulation, technological protection 
and interlocking, discrete and remote con-
trol - not worse than 0,1 sec.

Lags of performance of discrete functions 
(maximal permissible upper values):

• Output of Protection Commands: Not 
more than 0,1 seс, commands of limita-
tion and interlocking - not more than 0,1 
seс from a moment of an occurrence of a 
design specific condition till an occurrence 

of a control signal at the input of an actuat-
ing system or an element of technological 
equipment (except those commands, which 
should be generated with a specified lag).

• Execution of Remote Control Commands: 
Not more than 0,1 sec from the moment of 
signal generation at the output of a manual 
control key before occurrence of a control 
signal at the input of a proper actuating ele-
ment of technological equipment.

• Warning of personnel and display of data 
about dangerous initiating events, vio-
lations of design limits and conditions, 
changes of monitored parameters and state 
of technological equipment, actuation of 
safety control systems and normal opera-
tion systems – not more than 1,0 seс from 
the moment of occurrence (change) till ac-
tuation of preventive or emergency alarm 
at workplaces of personnel and occurrence 
of a relevant information in the specified 
format of a data display device.

• Notification of personnel about operabil-
ity failures, which affect safety, - not more 
than 10 seс (other - not more than 1 min) 
from failure occurrence till actuation of 
preventive alarm at workplaces.

• Archiving of data about initiating events, 
violations of design limits of safety op-
eration, occurrence of conditions of gen-
eration protective action commands - 0,01 
seс, data of a state of technological equip-
ment, values of monitored parameters and 
set-points, violations of operational limits 
and conditions, commands of restriction, 
regulation, technological protection and 
interlocking, discrete and remote control 
- 0,1 seс between a time point of event oc-
currence and a time point at which it would 
be registered in a data base and an archive.

• Sampling on an operator call and display 
of information from a data base or an ar-
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chive – not more than 2 seс from comple-
tion of directive input before occurrence of 
proper information in a specified format on 
a display device.

Function execution speed (maximal permis-
sible number of functions, executed within a 
time unit):

• Calculation of design parameters for pro-
tection functions – not less than 100 times 
per second for each of parameters.

• Calculation of design parameters for func-
tions of restriction, regulation, interlocking 
– not less than 10 times per second for each 
of parameters.

• Comparison of values of controlled pa-
rameters with set-points of preventive and 
emergency alarm – not less than 10 times 
per second for each of parameters.

• Archiving of data about initiating events, 
failures of design limits of safety opera-
tion, occurrence of conditions of genera-
tion protective action commands – not 
less than 100 times per second, data of a 
state of technological equipment, values 
of controlled parameters and set-points, 
violations of operational limits and condi-
tions, commands of restriction, regulation, 
technological protection and interlocking, 
discrete and remote control – not less than 
10 values per second for each of type of 
achieved data.

• Updating of video frame variable data, dis-
played in a monitor screen – not less than 
once per second.

Time of information storage in a data base 
(in operational memory of SHC) – not less than 
24 hours, in an archive is usually within one fuel 
campaign of the reactor facility.

Time actuation start of a peripheral equipment 
and SHC after a short-term (not more than 10 min) 
of an intentional or unintentional disconnection 

and further power restoration of is determined in 
the form of a maximal permissible upper value, 
after its expiration an automatic recovery of ex-
ecution of specified functions, interrupted due to 
power cut, is guaranteed. Execution of category A 
functions in a full scope with standardized proper-
ties is automatically resumed not later than in 1 
min after power restoration, execution of category 
B and C functions – not later than in 5 min (or 
a bigger time interval – on agreement between a 
designer of the I&C system, the developer of SHC 
and the operating organization or a customer).

Human-Machine Interface

The I&C system and SHC, directly interacting 
with a personnel of NPP, should support the 
human-machine interface, whose properties al-
low minimizing personnel load and decreasing 
the probability of human errors. From the I&C 
system and SHC, human-machine interface is 
supported for:

• Alarm facilities (visual and audible alarm), 
multi-access information display (video 
monitors, informational screens and mimic 
panels), command input elements and op-
erator’s guidelines placed in MCR, ECR 
and local control panels.

• Automated workplaces of operational 
personnel and/or workstations, placed in 
MCR and ECR.

• Workstations of operational personnel, 
placed in rooms of a shift engineer and/or 
technical support center.

• Automated workplaces of personnel, man-
aging accidents, and safety experts, situ-
ated in emergency response centers.

• Elements of alarm, indication, display (vid-
eo monitors, panel computers) and manual 
control elements, inbuilt into devices.

Human-machine interface facilities, placed in 
MCR and ECR, are labeled and placed in such 
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a way that operational personnel could easily 
and accurately assess state of power unit and its 
systems, promptly detecting changes of state and 
executing provided actions required for power unit 
control. Workplaces of operational personnel in 
MCR and ECR meet ergonomics requirements, 
consider stereotypes of operators’ behavior and 
human engineering. During design of workplaces 
mode of behavior of operational personnel in 
emergencies, when required actions should be 
simple, clear for understanding and execution, 
performed within a short time period and have not 
very long duration, are considered. Data display 
facilities and input elements of commands and 
guidelines are structured and identified taking 
into account their functions and priorities and 
their location corresponds to a logical sequence 
of actions of operational personnel during power 
unit control. It is provided that data display facili-
ties placed in MCR and ECR and contained in 
post-accident monitoring systems visually differ 
from other display facilities, which are placed in 
the same rooms.

Information is displayed in video screens in 
the form convenient for perception and analysis, 
approved in practice and received a good grade 
from personnel. Each operator by its choice is 
provided with a generalized and / or detail infor-
mation in the form of mimic planes, histograms, 
graphs, tables, logic diagrams, text messages, etc. 
Data about current values of controlled param-
eters, state of structures, systems and elements, 
output signals and commands, operability failures 
are automatically updated in a screen. Symbolic 
representation of sensors and actuators allow 
personnel to easily identify and accurately define 
their state (position) and operability. Information, 
displayed in video screens, is organized in a form 
of a system of independent fragments (still images) 
with an hierarchical structure that provides a pos-
sibility of a general view of a state of a controlled 
object and its sequential specification on several 
disaggregation levels (“general– to– specific”). 
Selection of still frames for display is carried out 

in simple and visual ways with a minimum number 
of required for it actions. Protection from the loss 
of important information due to overlaying and 
overlapping of still images during their actuation 
and / or in cases of change of sizes and location 
of screens by operator, in which still images are 
displayed, is provided.

Alarm messages, generated to workplaces of 
the operational personnel in case of detection of 
failures of design limits and/or normal and safety 
operation conditions, protection actuation, oper-
ability failure of a controlled object and in other 
specified cases, are displayed on video monitors 
in a dedicated screen area, not overlapped by other 
images. Text of the alarm message allows person-
nel to promptly and definitely detect a place, time, 
nature and if possible a degree of failure hazard. 
Output of alarm messages are followed by visual 
and / or audio signals, which have differences 
that allow personnel to qualitatively assess a de-
gree of failure hazard. Facilities for shutdown of 
audio signals to avoid unnecessary acoustic load 
and attract attention to new alarm messages are 
provided. Visual alarm is activated till reasons, 
which caused the output of the alarm signal, will 
be eliminated, after that it is automatically stopped. 
Time period of occurrence and shutdown of alarm 
and a reason that caused the output of the alarm 
message, are registered in a data base.

The operator has a possibility to support 
reception of each identified alarm message, an 
authorization to prohibit the output of individual 
alarm messages and cancel prohibitions from his 
workplace. Confirmation of the reception of the 
alarm signal is displayed in the screen (for example, 
a change of color or conversion from blinking to 
a smooth glow) and causes the shutdown of the 
audio signal. Alarm message, whose reception 
was confirmed, is automatically deleted from the 
screen in case of elimination of failure that has 
caused it. Prohibition of the output of the alarm 
message is followed by its removal from the screen 
and shutdown of the audio signal. By operator’s 
call a chronological list of all eliminated and 
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remained failures, time period of its occurrence 
and elimination is shown in the screen.

Facilities of human-machine interface on 
workplaces of personnel, that controls a state and 
provides maintenance and recovery of the I&C 
system, are manufactured, labeled and placed in 
such a way that it would be possible to accurately 
assess a state of the system and its components, 
detect places of occurrence and a nature of op-
erability failures and make a solution for their 
elimination.

INDEPENDENCE OF FUNCTIONS

Property of Independence

A group of mutually redundant I&C systems or 
SHC of 2(А) safety class remains operable and 
keeps specified properties during performance of 
category A functions independently from possible 
(considered by the project) external influencing 
factors and / or in case of deactivation, operability 
failure of one of these systems or SHC, and as a 
result of faulty actions of the personnel during their 
maintenance or recovery. A group of redundant 
channels of one I&C system or SHC of 2(А) safety 
class has similar properties. Each I&C system 
(SHC) of 2(А) safety class remains operable and 
keeps specified properties during performance of 
category A functions independently from the state 
of any element, a group of elements or a channel 
of the same system, intended for performance of 
lower category functions, or any adjacent I&C 
system (SHC) of lower safety class.

Independence from External Influencing Fac-
tors: (Such as fire, flood, extreme temperature 
and humidity, electromagnetic disturbances, etc.) 
and from faulty actions of personnel that provides 
maintenance or recovery, is provided by physi-
cal separation of components of different I&C 
systems, SHC and their redundant channels, and 
related cables (for examples, location of SHC in 
different rooms, using redundant channels of one 

SHC in separate cases or supporting constructions 
inside one case). Preferable ways of physical sepa-
ration of cables are the use of individual cables 
of channels and penetrations.

Independence from Deactivation or Oper-
ability Violations: Of individual components 
of the I&C system, SHC or redundant channels 
is provided due to a functional and / or electric 
separation. Functional separation (“functional 
isolation”) is provided by the fact that each I&C 
system (SHC, redundant channel) has a full set of 
input data required for performance of specified 
functions, electric separation - galvanic isolation 
and circuit shielding (electric separation is pro-
vided in cases, when for different I&C systems, 
SHC and / or redundant channels a common source 
of input data, a common signal receiver and / or 
one and the same power source are used).

For galvanic isolation electric, optic and other 
separation devices (“isolators”), fiber optic lines 
and local networks, transmitting information in the 
form of optic signals, are used. Quality of galvanic 
separation is defined by electric strength of isola-
tion between galvanic isolated or isolating during 
the operation by electric circuits and between the 
enclosure and all isolated from the enclosure elec-
tric circuits of device and by resistance of electric 
isolation between the same circuits.

Electric strength of isolation is defined by the 
value of test voltage of a direct current or an am-
plitude value of the test voltage of an alternating 
current, being applied during one minute between 
a tested circuit and interconnected clips of other 
circuits, including safety-ground clips that do not 
cause breakdown or isolation breaking. Value of 
test voltage, depending on a device safety class, 
circuit nominal voltage and conditions for execu-
tion of tests, should be not lower than the specified 
ones in Table 16.

Electric isolation resistance between the 
tested circuit and interconnected clips of other 
circuits, including ground clips:
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• Not less than 40 MОhm under normal test 
conditions.

• Not less than 10 МОhm under an upper 
temperature working value.

• Not less than 2 МОhm under upper humid-
ity working value.

Normal test conditions– naturally set in a 
room, where tests are executed, upper working 
values of a temperature and humidity– according 
to Table 2, upper limiting values – according to 
Table 3 and 4.

Independence from adjacent I&C systems, 
SHC and redundant channels are provided by:

• A selection of a structure of connections, 
interfaces and communication protocols 
through communication lines or a local 
network, which allow checking accuracy 
of obtained data and in case of failures of 
any of devices, connected to a local net-
work, - to keep a possibility of communi-
cation between other devices.

• Use of hardware and software for control 
of data flows, protocol processing, detec-
tion and correction of errors in order that 
any failures during transmission and recep-
tion of messages do not influence on per-
formance of specified functions of the I&C 
system (SHC).

• Use of different data transfer paths between 
redundant channels.

Independence of I&C systems, SHC and re-
dundant channels, related to 2(А) and 3(В) safety 
classes, is also provided regarding all specified 
for them category B functions. For category C 
functions independence requirements are speci-
fied in reasoned cases on agreement between the 
designer of the I&C system (developer of SHC) 
and operating organization or the customer.

Permissible Disturbance Emission

Operating stand-alone component parts of SHC 
and peripheral equipment during operation, con-
nection and disconnection do not create switching 
or other disturbances, which could cause operation 
failures of other components of the I&C system, 
connected to the same primary power network or 
to the same power source.

Level of radiated disturbances during opera-
tion, connection and disconnection of operating 
stand-alone component parts of SHC and periph-
eral equipment does not exceed values specified 
in CISPR, 2006 and an identical state standard 
of Ukraine that regulates requirements for in-
formational technology equipment, intended for 
operation in manufacturing facilities.

Table 16. Electric strength of isolation (test voltage) 

Safety Class Test Conditions 
(Temperature and Humidity)

Test Voltage for the Circuit with a Nominal Voltage

To 20 V Inclusive Over 20 to 100 V 
Inclusive

Over 100 
to 1000 V 
Inclusive

2(А)
upper working 1500 V 1500 V 2000 V

upper limit 500 V 500 V 1200 V

3(В)
upper working 100 V 500 V 2000 V

upper limit 60 V 300 V 900 V

3(С)
upper working 100 V 500 V 2000 V

upper limit 60 V 300 V 900 V
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For devices with a consumption current not 
more than 16 А (in a single phase), connected to 
a common primary power network, disturbance 
emission standards are specified (harmonic 
components of consumed current and/or voltage 
oscillations, caused by this current) in the primary 
power network.

Fire Safety

Operating stand-alone component parts of SHC 
and peripheral equipment meet requirements of 
fire-prevention standard of NAPB, 2000. Fire 
safety is provided under maximal permissible 
long- and short-term increase of power supply 
voltage, high voltage on inputs and outputs, short 
circuits inside a devices and output circuits. Fire 
prevention is provided:

• Use of fire-proof materials, coatings and 
cables (noncombustible, hardly inflam-
mable, flame-retardant and nonsmoking 
and without toxic discharges) that passed 
specific tests and were certified according 
to the established procedure.

• Use of component parts, in which igni-
tion sources do not occur during reloading, 
short circuits or failures.

• Voltage limitations, which can occur in in-
put or output circuits in case of adjacent 
equipment failures or as a result of person-
nel errors.

• Use of active facilities of control, or pro-
tective shutdown of ignition sources, or 
automatic device de-energizing in case of 
detection of fire hazards.

Probability of fire in any operating stand-alone 
device is not more than10-6 a year. For prompt 
ignition detection inside a device, a continuous 
automatic monitoring and a preventive alarm in 
case of detection of hazards (temperature increase, 
smoke in a case) are provided. For operating 
stand-alone devices related to 2(A) safety class, 

requirements for monitoring and alarm in case of 
ignition detection in a device are mandatory, for 
devices of other safety classes – recommended.

For prompt fire detection and making solu-
tions for its elimination, informational systems of 
fire alarm and / or control systems of automatic 
firefighting, related to 2(A) safety class, should 
be provided. Fire alarm and automatic firefight-
ing systems (Bachmatch, 2008) are developed, 
designed and placed in such a way to guarantee 
that their spurious actuation will not affect other 
systems.

SOFTWARE PROPERTIES

For software of the I&C system, SHC and intel-
lectual peripheral equipment requirement are 
regulated: for functions, structure and elements; 
for diagnostics and self-control; for protection 
against failures, corruptions, unforeseen actions. 
Similar requirements are provided for electronic 
design of complex programmable components.

Functions, Structure and Elements: Software 
provides performance of all functions, that should 
be executed or using with a specified reliability 
and quality of operation. Software of the I&C 
system, SHC and peripheral equipment has a 
module structure. Text of one module contains a 
limited number of operators, has a clear structure, 
can be easily modified and tested.

The software that is used as a component in 
the I&C system, SHC and peripheral equipment 
of 2(A) safety class, the use of operating sys-
tems is limited by only the simplest functions. In 
software that is used as a component of the I&C 
system, SHC and peripheral equipment of 3(B) 
safety class, the use of interruptions is limited, in 
case of performance of category A functions – is 
prohibited. In software, participating in execution 
of category B and C functions, operating system 
and interruptions are used only in reasoned cases.

Diagnostics and Self-Control: Software per-
forms a continuous automatic monitoring of a tech-
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nical state of the I&C system, SHC or peripheral 
equipment and provides technical diagnostics with 
a regulated integrity, depth, reliability, efficiency 
and periodicity.

Software performs diagnostics of its software 
(“self-control”), for example, using methods of a 
repeat count and comparison of results, detection 
of prohibited situations, assessment of duration 
of execution of programs, procedures, etc. Soft-
ware provides automatic registration, storage 
and display of data of results of diagnostics and 
self-control. Recoding of programs of self-control 
diagnostics do not influence execution of main 
functions of software and does not cause degra-
dation of their properties. Failures (errors during 
execution) of diagnostic and self-control programs 
do not affect execution of main functions of the 
I&C system, SHC or peripheral equipment.

Service software provides automation of pe-
riodic monitoring of the I&C system, SHC and 
peripheral equipment during maintenance and 
periodic checks (testing).

Protection Against Failures, Corruptions, 
Unforeseen Actions: Based on results of techni-
cal diagnostics and provides reconfiguration of 
structures of the I&C system (SHC) and com-
putation process recovery. Software executes 
automatic checking of input information, warning 
of personnel in case of unreliability detection and 
protection from hazardous effects, which could be 
caused by data corruption. In software protection 
against computer viruses is [provided. As general 
methods of protection, for example, the following 
are applied:

• Control of integrity of system areas, 
launched application programs and used 
data.

• Control of events, critical for a safety 
system.

• Prevention of a negative result in case of a 
random launch of actions not specified by 
specifications.

• Creation of a safety and isolated operation-
al environment.

• Detection of informational files in a pur-
chased software, a read-only memory of 
purchased component parts and complex 
electronic components.

• Software safety recovery.

Detailed information on software in safety im-
portant NPP I&C systems is described in Chapter 5.

Solutions and Recommendations

The compliance of discussed in this chapter the 
properties of I&C systems and their components 
(software-hardware complexes and peripheral 
equipment) to the requirements of national and 
international regulations, rules and standards is 
a necessary, but not sufficient condition for func-
tional safety these systems assessment. To ensure 
the functional safety it have to be complemented 
the second condition – the fulfillment of order 
of I&C systems design, manufacturing, testing, 
inspection and maintenance, as well as the same 
to hardware- software complexes and peripheral 
equipment for these systems. This condition is 
mentioned, but wasn’t detailed in this chapter and 
requires the separate consideration.

Particularly, recommend to include the require-
ments to these processes at all stages of the life 
cycle of I&C systems and their components to new 
Ukrainian regulations on I&C functional safety.

FUTURE RESEARCH DIRECTIONS

Directions of work on further improvement of 
properties of safety important I&C systems and 
their components:

1.  Extension of a set of requirements for proper-
ties of I&C systems and their components, 
which should be regulated by norms, rules 
and standards of nuclear and radiation safety 



111

Properties of Safety Important I&C Systems and their Components

and controlled during the process of design, 
development, manufacturing, implementa-
tion and/or commissioning:
a.  Concerning cyber security of safety 

I&C systems.
b.  Concerning resistance and immunity 

of a peripheral equipment to external 
influencing factors possible in condi-
tions of design basis and beyond design 
basis accidents.

2.  Provision in the following standards and 
regulatory documents, taking into account 
native and international experience:
a.  Rules for design of safety important 

I&C systems, development of software-
hardware complexes, peripheral equip-
ment and software for these systems, 
qualification of commercial-off-the-
shelf products and programs.

b.  Methods for determination of properties 
of I&C systems and their components at 
all life cycle stages, assessment criteria 
and rules for confirmation of compli-
ance with specified requirements.

3.  Assessment of the possibility to continue 
operation of I&C systems and their compo-
nents after expiration of the period specified 
by manufactures:
a.  Regulatory and methodological sup-

port of work, including specification 
of qualification requirements.

b.  Qualification tests of operational I&C 
systems, software-hardware complexes 
and peripheral equipment (sensors, 
actuators).

c.  Assessment of results of qualification 
testing and decisions of continuation 
of operation of I&C systems and 
their components, whose properties 
correspond to specified qualification 
requirements.

4.  Modernization of earlier developed (op-
erational) I&C systems, including replace-
ment of software-hardware complexes and 
peripheral equipment, which did not pass 
qualification testing, operated the with a 
significant exceeding of regulated period 
and / or may being a reason of unit operation 
failures.

5.  Improvement and adaptation of national 
normative base of Ukraine, including 
implementation of requirements of new in-
ternational safety standards (IAEA, 2011,a; 
IAEA 2012; IEC 2011, etc.):
a.  Revision and development of new 

national regulations.
b.  Development of standards establishing 

detail technical requirements for I&C 
systems and their components, as a 
result of these regulations.

CONCLUSION

Properties of safety important I&C systems and 
their components are determined by the require-
ments in the regulations, rules and standards of 
nuclear and radiation safety, acted in Ukraine, 
safety standards of IAEA and IEC,, international 
industrial standards of IEC, International Special 
Committee on Radio Interference, etc., as well as 
state standards of Ukraine, identical with relevant 
international standards.

In Chapter 3 are described properties of safety 
important I&C systems and their components:

• Functional properties of I&C systems.
• Reliability of I&C functions execution 

(coping with common cause failures, ob-
servance of single failure criterion, redun-
dancy, diversity principle, prevention of 
personnel errors, protection from unau-
thorized access, technical diagnostic).
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• Resistance of functions execution (stability 
to the environment, mechanical, seismic 
influences, immunity to electrical action, 
change of power parameters, electromag-
netic disturbances), what are described 
more detailed.

• Quality of functions execution (accuracy, 
timing performances, human-machine 
interface).

• Independence of functions execution, in-
clude permissible disturbance emission 
and fire safety.

Properties of I&C systems have differences 
for various countries and are changing in time. 
Information in Chapter 3 defines “country- time 
profile” and can be used for comparison of I&C 
systems properties, what are used in different 
countries or are elaborated now.
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KEY TERMS AND DEFINITIONS

Common Cause Failures: A simultaneous 
failure of two or more elements in different re-
dundant parts due to the same cause, which can 
result in a failure of I&C function.

Diversity: A property related to a group of two 
or more I&C systems and SHC, which simultane-
ously and independently from each other perform 
functions identical for achieved safety purposes, 
and differ from each other by the operating prin-
ciple, structure, applied component parts, software 
and / or other attributes or achieve the target goal 
in different ways.

External Influencing Factors (EIF): Factors, 
which can occur in places of hardware r location 
and include: EIF environment (temperature, hu-
midity, barometric pressure, ionizing radiation, 
corrosive agents, dust), mechanical EIF (vibra-
tions, strokes, seismic effects), EIF power supply, 
EIF spe cific environments (water and solutions, 
which can affect devices in accidents and to 
decontamination fluids), . electromagnetic EIF.

Redundancy: Application of additional 
means and / or possibilities, redundant in regard 
to those, that are minimally required for function 
performance.

Single Failure Criterion of I&C Systems 
and SHC: Criterion which requires performing 
all specified functions in any postulated initiating 
event (PIE), with combination of failure of one 
(any) element independent of this PIE.
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Chapter  4

Field Programmable Gate Array 
Technology for NPP I&Cs

ABSTRACT

FPGA is a convenient technology that is being applied intensively to build I&CS for critical industries 
like NPPs. Practical experience confirms that in some cases application of the FPGA technology is much 
more reasonable than application of other technologies like microprocessors, etc. Experience of RPC 
Radiy in FPGA-based I&C development is provided in this chapter, as well as general information on 
FPGAs. Dependability of NPP I&CS is an important but challenging task. There are several techniques 
that can be applied for safety and dependability assessments, but all of them have limitations and cannot 
be easily applied in most cases. Sometimes combined usage of different methods is the most appropriate 
solution. Techniques of dependability assessment and achievement developed and used by RPC Radiy, 
as well as elements of the assessment methodology are briefly described.

INTRODUCTION

Nuclear power production is a safety-critical 
process that requires reliable and safe operation. 
Information & control systems (I&Cs) of nuclear 
power plants (NPP) play key roles in stable opera-
tion ensuring and therefore should be designed in 

accordance with international requirements on 
nuclear and operational safety.

One of the contemporary trends is dynamically 
growing application of novel complex electronic 
components, particularly, FPGAs in NPP I&Cs and 
other critical areas. I&C systems based on Field 
programmable gate array (FPGA) technology 

Vladimir Sklyar
Research and Production Corporation Radiy, Ukraine

Anton Andrashov
Research and Production Corporation Radiy, Ukraine

Eugene Babeshko
National Aerospace University named after N.E. Zhukovsky KhAI, Ukraine

Andriy Kovalenko
Centre for Safety Infrastructure-Oriented Research and Analysis, Ukraine

DOI: 10.4018/978-1-4666-5133-3.ch004



117

Field Programmable Gate Array Technology for NPP I&Cs

have been developed and applied in aerospace and 
process industries since the 1990s. Although the 
use of FPGAs in NPPs I&C systems has lagged 
behind in the past compared to other industries, 
there is an increasing number of FPGA installa-
tions in operating NPPs. 

BACKGROUND

The FPGA technology offers an alternative to 
microprocessor (or computer) technologies and to 
other types of programmable logic devices. Physi-
cally, FPGA is a semiconductor-based complex 
programmable device which can be configured 
to perform a required function. 

It includes two entities: an FPGA chip, which 
is a piece of hardware that can be qualified against 
hardware qualification testing requirements, and 
the electronic design of the FPGA, implemented 
into a chip, represented by a set of instructions in 
hardware description language (HDL) that can be 
verified against functional requirements.

Problem is development of new approach 
to assessment of FPGA-based systems for NPP 
I&Cs taking into account of the FPGA technol-
ogy features. 

FEATURES OF FPGA 
TECHNOLOGY AND THEIR 
APPLICATION IN NPP I&CS 

This subsection provides results of comprehensive 
analysis of FPGA technology features, including 
approaches to implementation of FPGA-based 
development activities, as well as possible ap-
plications of the technology.

Features of FPGA Technology

There are two lines in contemporary program-
mable logic arrays (Kharchenko, V. S., Sklyar, V. 
V. (Ed.), 2008; Barkalov, A., Wegrzyn, M. et al., 
2006): Complex Programmable Logic Devices 
(CPLD) and Field Programmable Gates Arrays 
(FPGA). CPLDs are a continuation of program-
mable matrix logic line, whereas FPGAs continue 
basic matrix crystal line. The desire to combine 
the advantages of both line led to development 
of combined architecture VLSIs (see Figure 1). 
Still, all contemporary FPGAs possess such ar-
chitecture. We shall discuss FPGAs of APEX II 
family produced by Altera as representatives of 
combined architecture.

Figure 1. Architecture types of FPGA
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CPLD architecture has its origins in Program-
mable Arrays Logic (PAL) preceded by Program-
mable Logic Arrays (PLA) and from Generic 
Arrays Logic (GAL). Its functional unit consists 
of microcells, each of them performing some 
combinatory and/or register functions. Func-
tional logic within the block is a matrix of logic 
products (terms). A subset of terms may be ac-
cessed by each macrocell via term distribution 
diagram. Switch matrix commutates the signals 
coming from outputs of the functional unit and 
I/O unit. As distinct from FPGA (segmented con-
nections), CPLDs have a continuous system of 
connections (completely commuted connections).

FPGA architecture topologically originates 
from channeled Gates Arrays (GA). In FPGA 
internal area a set of configurable logic units is 
disposed in a regular order with routing channels 
there between and I/O units at the periphery. Tran-
sistor couples, logic gates NAND, NOR (Simple 
Logic Cell), multiplexer-based logic modules, 
logic modules based on programmable Look-
Up Tables (LUT) are used as configurable logic 
blocks. All those have segmented architecture of 
internal connections.

System-On-Chip (SOC) architecture appeared 
due to two factors: high level of integration per-
mitting to arrange a very complicated circuit on 
a single crystal, and introduction of specialized 
hardcores into FPGA. Additional hardcores may 
be:

• Additional Random Access Memory 
(RAM) units.

• JTAG interface for testing and 
configuration.

• Phase-Locked Loop (PLL): Frequency 
control system to correct timing relations 
of clock pulses as well as for generation of 
additional frequencies.

• Processor cores enabling creation of de-
vices with a control processor and a 
peripheral.

FPGA resources and additional RAM are 
disposed at the processor address space. The ex-
amples of such solutions are the families of Altera 
Excalibur (Embedded Processor Programmable 
Solution), Atmel FPSLIC AT94 (Field Program-
mable System Level Integration Chip).

Tables 1-4 specify the main characteristics 
of modern FPGA chips from Altera (for more 
information see altera.com).

Manufacturer guarantees pre-sale testing of 
100% FPGAs.

Unlike projects based on Applications Specific 
Integrated Circuit (ASIC), which have a fixed 
architecture (fixed IC outlets, IC functionality 
cannot be altered), FPGAs are reconfigurable. 

FPGAs (when the system is fed) are configured 
by data stored at the configuration device or by 
those supplied from the system controller. Altera 
CASE-tools enable programming of devices 
within the system. They configure FPGA with a 
consecutive flow of data. 

Moreover, FPGAs comprises an optimized 
interface using microprocessors for serial or 
parallel, synchronous or asynchronous configura-
tion of those devices. This interface also enables 
microprocessors to interpret FPGAs as memory 
and to configure them by recording to memory 
cell virtual address, thus facilitating the recon-
figuration process. 

FPGAs consist of several MegaLAB structures. 
Each MegaLAB comprises 16 LAB – Logic Arrays 
Blocks, one built-in systemic memory – Embedded 
System Block (ESB) and a MegaLAB connection 
which routes signals within the structure between 
MegaLAB structures and I/O leads via FastTrack 
connection. Besides, LAB signal fronts may be 
controlled via local connection using I/O leads.

Each LAB comprises ten Logic Elements 
(LE), auxiliary transfers of logic elements and 
stage circuits, LAB control signals and a local 
interconnection that transmits signals between 
LEs in the same or an adjacent LAB as well as to 
IOE or ESB cells.
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CASE Quartus II compiler places the project-
associated logic within LABs or LAB auxiliary 
blocks, thus permitting usage of quick-acting local 
interconnections to increase the capacity of system 
designed. APEX FPGAs use LAB intermittent 
structure in such a way that each LAB is able to 
control two areas of local interconnections. 

Each LAB structure may control thirty LEs 
using quick-acting local interconnections. Figure 2 
shows LAB structure for APEX II family FPGAs.

Each LE controls left or right area of local 
interconnections intermittent by LEs, whereas а 
local interconnection controls LEs within its own 
LAB or adjacent LABs. This property optimizes 

Table 1. Characteristics of circuits of Arria 10 GX family (20nm technology) 

  Maximum Resource Count for Arria 10 GX FPGAs

  10AX016 10AX022 10AX027 10AX032 10AX048

Resources ALMs 61,510 81,510 101,620 119,660 182,720

LEs (K) 160 220 270 320 480

Registers 246,040 326,040 406,480 478,640 730,880

M20K memory blocks 440 583 750 891 1,438

M20K memory (Mb) 9 11 15 17 28

MLAB memory (Mb) 1 1.4 2.2 2.9 4.4

Variable-precision digital signal 
processing (DSP) blocks

156 192 800 985 1,368

18 x 19 multipliers 312 384 1,600 1,970 2,736

10AX057 10AX066 10AX090 10AX115

ALMs 217,080 251,450 339,620 427,700

LEs (K) 570 660 900 1,150

Registers 868,320 1,005,800 1,358,480 1,710,800

M20K memory blocks 1,850 1,964 2,339 2,713

M20K memory (Mb) 36 39 46 54

MLAB memory (Mb) 5.0 5.7 9.2 12.7

Variable-precision digital signal 
processing (DSP) blocks

1,612 1,855 1,518 1,518

18 x 19 multipliers 3,223 3,356 3,036 3,036

  10AX016 10AX022 10AX027 10AX032 10AX048

Architectural 
Features

Global clock networks 32

Regional clock networks 8 8 8 8 8

Design security Bitstream encryption with authentication

  10AX057 10AX066 10AX090 10AX115

Global clock networks 32

Regional clock networks 8 16 16 16

Design security Bitstream encryption with authentication

  10AX016 10AX022 10AX027 10AX032 10AX048
continued on following page
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  Maximum Resource Count for Arria 10 GX FPGAs

I/O Features I/O voltage levels supported (V) 1.2, 1.25, 1.35, 1.8, 2.5, 3.0

I/O standards supported 3 V I/Os Only: 3 V LVTTL, 2.5 V CMOS 
DDR and LVDS I/Os: POD12, POD10, Differential POD12, Differential 
POD10, LVDS, RSDS, mini-LVDS, LVPECL 
All I/Os: 1.8 V CMOS, 1.5 V CMOS, 1.2 V CMOS, SSTL-18 (I and II), 
SSTL-15 (I and II), SSTL-135, SSTL-125, SSTL-12, HSTL-18 (I and II), 
HSTL-15 (I and II), HSTL-12 (I and II), HSUL-12, Differential SSTL-18 (I 
and II), Differential SSTL-15 (I and II), Differential SSTL-135, Differential 
SSTL-125, Differential SSTL-12, Differential HSTL-18 (I and II), 
Differential HSTL-15 (I and II), Differential HSTL-12 (I and II), Differential 
HSUL-12

LVDS channels, 1.6 Gbps 
(receive/transmit)

120 120 168 168 222

Embedded dynamic phase 
alignment (DPA) circuitry

yes

On-chip termination (OCT) Series, parallel, and differential

Transceiver count 12 12 24 24 36

PCI Express® (PCIe®) 
hard IP blocks (Gen3)

1 1 2 2 2

Memory devices supported DDR4, DDR3, DDR2, QDR IV, QDR II+, QDR II+ Xtreme, LPDDR3, 
LPDDR2, RLDRAM 3, RLDRAM II, LLDRAM II, HMC

  10AX057 10AX066 10AX090 10AX115

I/O voltage levels supported (V) 1.2, 1.25, 1.35, 1.8, 2.5, 3.0

I/O standards supported 3 V I/Os Only: 3 V LVTTL, 2.5 V CMOS 
DDR and LVDS I/Os: POD12, POD10, Differential POD12, Differential 
POD10, LVDS, RSDS, mini-LVDS, LVPECL 
All I/Os: 1.8 V CMOS, 1.5 V CMOS, 1.2 V CMOS, SSTL-18 (I and II), 
SSTL-15 (I and II), SSTL-135, SSTL-125, SSTL-12, HSTL-18 (I and II), 
HSTL-15 (I and II), HSTL-12 (I and II), HSUL-12, Differential SSTL-18 (I 
and II), Differential SSTL-15 (I and II), Differential SSTL-135, Differential 
SSTL-125, Differential SSTL-12, Differential HSTL-18 (I and II), 
Differential HSTL-15 (I and II), Differential HSTL-12 (I and II), Differential 
HSUL-12

LVDS channels, 1.6 Gbps 
(receive/transmit)

270 270 384 384

Embedded dynamic phase 
alignment (DPA) circuitry

yes

On-chip termination (OCT) Series, parallel, and differential

Transceiver count 48 48 96 96

PCI Express® (PCIe®) 
hard IP blocks (Gen3)

2 2 4 4

Memory devices supported DDR4, DDR3, DDR2, QDR IV, QDR II+, QDR II+ Xtreme, LPDDR3, 
LPDDR2, RLDRAM 3, RLDRAM II, LLDRAM II, HMC

Table 1. Continued
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the number of available lines and columns of 
interconnections, thus ensuring their high flexibil-
ity.

Each LAB comprises a predestined logic to 
manage control signals to LEs and ESBs. Control 
signals may be timing, timing enable, asynchro-
nous reset, pre-installation and loading, synchro-
nous cleanup and synchronous boot. Maximum 
six signals may be passed simultaneously. Though 
synchronous boot and cleanup signals are mainly 
used for counter realization, they may perform 
other functions as well.

LE is the smallest part of logic in APEX II 
architecture. Each LE contains a LUT conversion 
table with four inputs that serves as a functional 
generator able of quick realization of any four-
variables function. Besides, each LE includes a 
programmable register and transfer and staging 
circuits. 

Each programmable register in LE may be 
configured to operate as a D, T, JK or SR trigger. 
Register timing and cleanup control signals may 
be accessed using global signals, general purpose 
I/O leads or any internal logic. To realize com-

Table 2. Characteristics of circuits of Stratix V GS family (28nm technology) 

  Maximum Resource Count for Stratix V GS FPGAs (0.85 V)

  5SGSD3 5SGSD4 5SGSD5 5SGSD6 5SGSD8

Resources ALMs 89,000 135,840 172,600 220,000 262,400

LEs (K) 236 360 457 583 695

Registers 356,000 543,360 690,400 880,000 1,049,600

M20K memory blocks 688 957 2,014 2,320 2,567

M20K memory (Mb) 13 19 39 45 50

MLAB memory (Mb) 2.72 4.15 5.27 6.71 8.01

Variable-precision digital 
signal processing (DSP) 
blocks

600 1,044 1,590 1,775 1,963

18 x 18 multipliers 1,200 2,088 3,180 3,550 3,926

Architectural Features Global clock networks 16

Regional clock networks 92

Design security yes

I/O Features I/O voltage levels supported 
(V)

1.2, 1.5, 1.8, 2.5, 3.3

I/O standards supported    LVTTL, LVCMOS, PCI, PCI-X, LVDS, mini-LVDS, RSDS, 
LVPECL, Differential SSTL-15, Differential SSTL-18, Differential 
SSTL-2, Differential HSTL-12, Differential HSTL-5, Differential 
HSTL-18, SSTL-15 (I and II), SSTL-18 (I and II), SSTL-2 (I and II), 
1.2 V HSTL (I and II), 1.5 V HSTL (I and II), 1.8 V HSTL (I and II)

LVDS channels, 1.4 Gbps 
(receive/transmit)

108 174 174 210 210

Embedded dynamic phase 
alignment (DPA) circuitry

yes

On-chip termination (OCT) Series, parallel, and differential

Transceiver count (14.1 
Gbps)

24 36 36 48 48

PCIe hard IP blocks (Gen3) 1 1 1 2 2

Memory devices supported DDR3, DDR2, DDR, QDR II, QDR II+, RLDRAM II, RLDRAM 3
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binatory functions registers are omitted (routing 
performed without them), whereas LUT output 
controls LE output.

Each LE has two outputs that control such 
routing structures: local, MegaLAB or FastTrack 
interconnections. Each output may be operated 
irrespective from LUT or register output. For 

instance, LUT may operate one output, while 
register connects the other one. This property, 
called “register packing,” permits application of 
register and LUT to realize unconnected functions. 

LE may also realize register and non-register 
options of LUT output.

Table 3. Characteristics of circuits of Stratix IV E family (40nm technology) 

  Maximum Resource Count for Stratix IV E FPGAs (0.9 V)

  EP4SE230 EP4SE360 EP4SE530 EP4SE820

Resources ALMs 91,200 141,440 212,480 325,220

LEs (K) 228 354 531 813

Registers 182,400 282,880 424,960 650,440

M9K memory blocks 1,235 1,248 1,280 1,610

M144K memory blocks 22 48 64 60

MLAB memory (Mb) 2,850 4,420 6,640 10,163

Embedded memory (Kb) 14,283 18,144 20,736 23,130

18 x 18 multipliers 1,288 1,040 1,024 960

Architectural 
Features

Global clock networks 16

Regional clock networks 64 88 88 88

Periphery clock networks 88 88 112 132

PLLs 4 12 12 12

Design security yes

Configuration file size (Mb) 95 141 172 230

HardCopy series device support yes

Others Programmable Power Technology

I/O Features I/O voltage levels supported (V) 1.2, 1.5, 1.8, 2.5, 3.3

I/O standards supported LVTTL, LVCMOS, PCI, PCI-X, LVDS, mini-LVDS, RSDS, 
LVPECL, Differential SSTL-15, Differential SSTL-18, Differential 
SSTL-2, Differential HSTL-12, Differential HSTL-15, Differential 
HSTL-18, SSTL-15 (I and II), SSTL-18 (I and II), SSTL-2 (I and II), 
1.2 V HSTL (I and II), 1.5 V HSTL (I and II), 1.8 V HSTL (I and II)

Emulated LVDS channels, 
1,100 Mbps

128 256 256 288

LVDS channels, 1,600 Mbps 
(receive/transmit)

56/56 88/88 112/112 132/132

Embedded dynamic phase alignment 
(DPA) circuitry

yes

On-chip termination (OCT) Series, parallel, and differential

Memory devices supported DDR3, DDR2, DDR, QDR II, QDR II+, RLDRAM 2, SDR
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Figure 2. LAB structure of circuits of APEX II family

Table 4. Characteristics of circuits of Cyclone III LS family (65nm technology) 

  Maximum Resource Count for Cyclone III LS FPGAs (1.2 V)

  EP3CLS70 EP3CLS100 EP3CLS150 EP3CLS200

Resources LEs (K) 70 100 151 198

M9K memory blocks 333 483 666 891

Embedded memory (Kb) 2,997 4,347 5,994 8,019

18 x 18 multipliers 200 276 320 396

Architectural 
Features

Global clock networks 20

PLLs 4

Configuration file size (Mb) 26.8 26.8 50.6 50.6

Design security yes

I/O voltage levels supported 
(V)

1.2, 1.5, 1.8, 2.5, 3.3

I/O standards supported LVDS, LVPECL, Differential SSTL-18, Differential SSTL-2, Differential 
HSTL, SSTL-18 (I and II), SSTL-2 (I and II), 1.5 V HSTL (I and II), 1.8 V 
HSTL (I and II), PCI, PCI-X 1.0, LVTTL, LVCMOS

LVDS channels, 840 Mbps 169

On-chip termination (OCT) Series and differential

External Memory 
Interfaces

Memory device supported DDR2, DDR, SDR
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FPGA Technology: 
Development Tools

During development activities, the use of proven 
tools is preferred over manual methods. Moreover, 
for development of safety critical I&C systems, 
software-based tools shall be purchased only 
from long-established vendors with a good track 
record of CM, V&V, problem notification and 
resolution, including help & training materials. 
Software tools should be selected and evaluated 
before their using in lifecycle processes. 

One of the tools that can be used in develop-
ment activities for FPGA-based NPP I&C systems 
is IDE Quartus II. It supports design and imple-
mentation stages, including VHDL coding, RTL 
synthesis, Netlist synthesis, Placement&Routing, 
Static timing analysis, and Bitstream generation. 
It also supports hardware and functional block 
libraries VHDL design entry, graphical-based 
design entry methods, and integrated system-level 
design tools. It integrates design, synthesis, place-
and-route, and verification into a development 
environment. 

IDE Quartus II from Altera has a wide range 
of capabilities such as design entry, simulation, 
synthesis, verification, and device programming. 
Generally IDE Quartus II as FPGA design software 
is widely used in different industries: military, 
medical equipment manufacturing, automotive 
electronic manufacturing, financial, bioscience, 
etc. 

I&C system Design Entry is performed accord-
ing to I&C system Requirements Specifications. 
The desired circuit is specified either by means 
of a schematic diagram, or by using a Hardware 
description language, such as VHDL or Verilog. 
Inputs documents for design stage typically are: 
Requirements Specifications, Electronic Design 
Architecture description, Electronic Design De-
tailed description. Results: VHDL files for HPDs.

Correctness of the design (Static Code Analy-
sis) and its compliance with the requirements 
(Functional Testing) are verified after design 

phase. Software code verification is performed 
according to verification plan and testing plans 
which should be developed and approved before 
actions on software code verification. 

Aldec Advanced Lint (ALINT™) tool can help 
to detect the design problems early in life cycle, 
including poor coding styles, improper clock and 
reset management, simulation, synthesis problems, 
poor testability and source code issues throughout 
the design flow. ALINT™ is a programmable de-
sign and coding guideline checker that speeds up 
development of complex system-on-chip designs. 
Certain rules may be parameterized to fine-tune 
custom checking policy. Policies combined with 
various ALINT settings allow development of 
unique rules checking framework for each design.

VHDL functional testing can be performed 
with ModelSim Altera tool, which uses either 
Verilog HDL or VHDL design files, including 
models for the library of parameterized modules 
and Altera megafunctions, to generate a functional 
simulation output of the design based on the set 
of stimulus applied by the user. Once the design 
is verified to be functionally correct, the next step 
is to perform implementation stage (synthesize 
the design and use the Quartus II software for 
place-and-route).

ModelSim-Altera software version is com-
patible with the specific Quartus II tool version. 
Proper verification of designs at the functional and 
post place-and-route stages using the ModelSim-
Altera software helps ensure design functionality 
and, ultimately, a quick time-to-market.

Typically, implementation includes the fol-
lowing stages

• Synthesis (bringing in) of project scheme 
may be effected using schematic editor (li-
brary of elements), hardware description 
language or automaton state flow graph ed-
itor. Functional modules may be developed 
by various tools, but the data obtained are 
then united into a single circuit list.
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• Translation of data from Electronic Design 
Interface Format (EDIF) Native Generic 
Database (NGD) internal format.

• Crystal mapping, i.e. transformation of 
designed logic elements to their physical 
counterparts.

• Placement of physical element and rout-
ing of their interconnections. On this stage 
ModelSim tool is used for Verification of 
Netlist Files & Floor Plan Files generated by 
Quartus II tool (Logic Simulation, Timing 
Simulation, Static Timing Analysis).

Application of ModelSim to automate verifi-
cation environment allows significantly decrease 
time of verification.

Compliance of developed FPGA-based I&C 
system with the required functionality can be 
verified with a testbed, which simulate inputs and 
allows to test outputs and performance. National 
Instruments LabView is an automated test software 
that provides with the tools to create any testing, 
measurement and control systems. It simplifies 
system design by offering access to the newest 
high-performance and low-cost entry points to 
the reconfigurable I/O platform made by National 
Instruments Corp., to one of the highest bandwidth 
vector signal analyzers on digitizers on the market, 
and to the latest off-the-shelf hardware.

Let us discuss Atera Quartus II tool in details. 
Quartus II has such basic functional possibilities: 
usage of hardware description language, project 
scheme input, compilation, logic synthesis, full 
timing and functional simulation, analysis of worst 
timing case, logic analysis, device configuration 
(Kharchenko, V. S., Sklyar, V. V. (Ed.), 2008).

Quartus II includes LogicLock step design 
package, that permits laying destination of outputs 
and timing parameters, test functionalities and 
capacities of designed systems and then establish 
limitations in order to “lock” (fix) arrangement 
and characteristics of a specific logic block by 
applying LogicLock limitations.

The limitations as established by LogicLock 
functions ensure identical arrangement when 
logic block is performed within a current proj-
ect or transferred to another project. LogicLock 
limitations may “lock” logic at a fixed position 
within the device. LogicLock may also specify 
a part of project logic for later optimization of 
its arrangement in an IC. Addition of logic to a 
project would not affect the properties of blocks 
“locked” LogicLock limitations.

The process of design from project synthesis 
to its realization in a crystal is fully supported 
by CASE-tools (Melnyk, A. et al., 2007; Tam, 
S., 2003) (Figure  3). The following is a short 
description of six design process stages.

• Synthesis (bringing in) of project scheme 
may be effected using schematic editor (li-
brary of elements), hardware description 
language or automaton state flow graph 
editor. 

Functional modules may be developed by vari-
ous tools, but the data obtained are then united 
into a single circuit list. 

1.  Simulation is performed in order to test 
functioning of the project scheme with zero 
or single delays. Designer forms a diagram 
of input actions (test vectors). 

2.  Development or correction of User Constraint 
File implies description of requirements to 
arrangement of components and timing rela-
tions of signals using an appropriate editor.

3.  Project implementation in FPGA includes:
a.  Translation of data from Electronic 

Design Interface Format (EDIF) Native 
Generic Database (NGD) internal 
format;

b.  Crystal mapping, i.e. transformation 
of designed logic elements to their 
physical counterparts;
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c.  Placement of physical element and 
routing of their interconnections;

d.  Timing of circuit delays and bit-stream 
generation.

4.  Project is verified by simulation when actual 
timing values of delays as determined in 
the crystal are considered instead of zero 
or single values.

5.  Crystal programming permits its JTAG, 
debugging and PROM file formatting for 
programmer.

Quartus II presents a large number of library 
functions for design, including buffers, triggers 
and latches, I/O registers and logic primitives. A 
feature of library functions is low integration level.

Besides, Quartus II presents plenty of architec-
turally optimized macrofunctions that reflect the 
specifics of FPGA application. The whole set of 
macrofunctions may be presented by such catego-
ries of typical schemes: adders, arithmetic logic 
devices, buffers, comparators, cipherers, counters, 
decoders, digital filters, error detectors and correc-

Figure 3. Stages of tools-based FPGA-projects development
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tors, coding-decoding circuits, frequency dividers, 
latches, multipliers, multiplexors, registers, shift 
registers, low integration level elements, I/O gates. 

A Typical Life Cycle of FPGA-
Based I&C System

In development of FPGA-based I&C systems LC 
(Figure 4) it should be taken into consideration that, 
from the one side, FPGA-based digital devices are 
complex software-hardware products, thus having 
much in common with software. Therefore, in 
analysis and development of FPGA-based I&C 
system LC the postulates of software engineering 
standards are reasonably useful (Kharchenko, V. 
et al., 2004; Kharchenko, V. et al., 2001; Scott, 
J., Lawrence, J., 1994).

From the other side, FPGA electronic designs 
as a specific I&C component have some pecu-
liarities different from software. Therefore the 

postulates of existing standards regulating soft-
ware structure cannot be mechanically taken for 
construction of FPGA-project LC.

Our analysis of software LC showed that for 
FPGA it should study the section of LC beginning 
from specification of an I&C system and up to 
its integration. Such actions may be performed in 
parallel to software development.

Besides, verification after each stage of devel-
opment is obligatory for both FPGA electronic 
designs and software. Software verification is a 
process aimed to confirm software compliance to 
defined requirements by way of versatile tests and 
obtaining verifiable proofs (Lyu, M. R., 1996).

FPGA electronic design is developed on the 
basis of System Requirements Specification (SRS) 
document with due consideration of function 
distribution and non-functional safety require-
ments between FPGAs and other hardware. The 
developed FPGA-based digital device must be 

Figure 4. A life cycle of FPGA-based I&C system
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integrated within the I&C system, and in future 
it should be treated as an integral part of I&C 
system’s software and hardware.

Development of FPGA-based digital devices 
consists of the following stages:

• Development of signal formation algo-
rithm block-diagrams.

• Development of signal formation algo-
rithm program models in design environ-
ment which is determined depending on 
type and/or manufacturer of FPGA realiza-
tion environment applied.

• Integration of signal formation algorithm 
program models (development of digital 
device integrated program model) into de-
sign environment.

• Implementation (loading) of integrated 
digital device model to FPGA.

The key term here is «signal formation algo-
rithm block-diagram» implying a certain function-
ally finite project module presented in the form 
of a graphic diagram or a listing in hardware 
description language (HDL). The result of each 
step is a new product, the final result being a 
FPGA with implemented logic structure. At each 
step the developed product must be verified. The 
procedures of FPGA-based I&C system develop-
ment and verification are shown in Figure 4. A 
description of FPGA-based I&C system LC stages 
is presented below.

Development of Signal Formation Algorithm 
Block-Diagrams: Signal formation algorithm 
block-diagrams are developed as a direct prepa-
ration to development of a digital device block-
diagram in CASE-tools (design) environment. 
Initial data are:

• SRS (functional general and non-function-
al – general safety requirements) with due 
consideration of function distribution be-
tween software and hardware.

• Process engineering requirements that may 
be formulated by customer as an addition 
to SRS requirements.

Initial information in requirements may be 
both in verbal form and in the form of formalized 
(problem oriented) languages describing function 
algorithms.

Signal formation algorithm block-diagrams 
are developed in the form as close as possible to 
scheme presentation in FPGA design environ-
ment and, as a consequence, should take into 
consideration the peculiarities of tools applied. 
For complicated digital devices one of critical 
issues is structure division into functional mod-
ules and formation of series and/or parallel tiers 
of such modules.

In case the requirements to functioning algo-
rithms are presented in verbal form, at that stage 
such works may be consecutively performed:

• Development of description of functioning 
algorithms in a formalized language.

• Development of signal formation algo-
rithm block-diagrams as adapted to current 
tools.

Development of Signal Formation Algorithm 
Block-Diagram Program Models in CASE-Tools 
Environment: The initial data at that stage are 
signal formation algorithm block-diagrams. De-
velopment of signal formation algorithm block-
diagram program models in design environment 
is performed using specialized CASE-tools com-
prising a library of typical functional elements 
and blocks.

In the course of development signal forma-
tion algorithms and FPGA logic structure are 
presented in the form of visualized conditional 
graphic images (block-diagrams). It should be 
noted that the development of signal formation 
algorithm block-diagram program models and 
FPGA program model is similar to the process 
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of software product development in a problem 
oriented program language using specialized tools.

An alternative to direct diagram drawing may 
be FPGA structure description in a HDL, such as 
Verilog or VHDL.

HDL is a formalized record that may be used 
at all development stages. System function is de-
fined as transformation of input values into output 
values, operation time in this transform being pre-
scribed in explicit form. General FPGA structure 
is prescribed by a list of connected components 
– functional blocks that realize signal formation 
algorithm block-diagram program models.

At this stage some library modules lacking in 
standard tools library must be created. Such library 
modules in FPGA structure are called IP-Cores 
(Intellectual Property Cores) or IP-functions. 
Such modules are universal and reliably repeti-
tive, from the one side, and capable of parametric 
adjustment to a particular project, from the other 
side. Repeated application of IP-Cores permits 
to reduce labor costs and design period of digital 
devices, ensuring their high reliability.

Integration of Signal Formation Algorithm 
Block-Diagram Program Models in CASE-Tools 
Environment: At that stage signal formation algo-
rithm block-diagram program models as developed 
at a previous stage in CASE-tools environment 
are integrated. An important issue in this is estab-
lishment of connections and sequences between 
developed functional blocks (signal formation 
algorithm block-diagram program models), in-
cluding input and output signal formers, in strict 
conformity with the developed signal formation 
algorithm block-diagrams.

As well as at the previous stage, integration 
may be performed both in the form of graphic 
diagrams and by programming in hardware de-
scribing language. The result of this stage is a 
finite digital device program model ready to be 
implemented into FPGA chip.

Implementation of Integrated Program Model 
to FPGA Chip: The developed digital device 
logic structure program model is implemented by 

adjustment of connections between FPGA logic 
cells using the appropriate interface equipment 
(JTAG interface) connected to an instrumental 
PC. Interface equipment for adjustment of con-
nections between crystal logic cells is selected in 
accordance with the type and/or manufacturer of 
components applied.

Thus, this step is a transfer from software imple-
mentation of digital device to its final hardware 
implementation. The product of this step is an 
FPGA-based digital device that performs certain 
functions within I&C system.

Verification Approaches for 
FPGA Electronic Designs

The conformity between verification stages of 
FPGA-projects, tasks performed at those stages 
and methods of task performance is explained 
in Table 5.

Let us give a short characteristic of FPGA-
projects verification methods.

Documentation Technical Review Method 
Applied to Assess Completeness and Correctness 
of Algorithm Block-Diagrams: Signal formation 
algorithm block-diagrams are results (products) of 
a corresponding FPGA-project development stage. 
The completeness of signal formation algorithm 
block-diagrams is assessed by comparison between 
the lists of developed algorithm block-diagrams 
to signal formation conditions according to SRS 
agreed with customer. Conformity criterion is co-
incidence between the list of developed algorithm 
block-diagrams and signal formation conditions 
according to SRS.

Correctness of signal formation algorithm 
block-diagrams is assessed by correctness, un-
ambiguous treatment and preparation quality of 
the developed block-diagrams. In the course of 
analysis the following must be confirmed:

• A separate algorithm block-diagram is pre-
sented for each signal formation condition.



130

Field Programmable Gate Array Technology for NPP I&Cs

• Each block-diagrams comprises a strict 
signal formation condition formulation in 
accordance with SRS.

• Each block-diagram is performed under 
established form as a connection of typi-
cal structural elements selected from a pre-
scribed standard set.

• Inputs and outputs of each structural ele-
ment are clearly and unambiguously iden-
tified in accordance with established rules.

• Identifiers and names are specified for all 
input signals, alteration limits being also 
specified for continuous signals.

• Identifiers, names and destinations are 
specified for all output signals in the 
scheme.

• Set-points determining signal formation 
conditions and return to normal operation 
are specified in the scheme with necessary 
accuracy.

• Necessary timing characteristics (back 
offs under alterations of input signals, sig-
nal formation delays, signal issuance time 
before automatic de-energization, etc.) are 
specified in the scheme with necessary 
accuracy.

Conformity criterion is meeting all the above 
requirements to algorithm block-diagrams prepa-
ration.

Method of Functional and Timing Simulation 
in CASE-Tools Environment: Functional and 
timing simulation in CASE-tools environment 
implies testing of each of signal formation algo-
rithm block-diagram program models in design 
environment as well as testing of the integrated 
program model.

Under functional simulation conditions (“input 
signals”) corresponding to normal operation and 
to each of signal formation conditions are con-
secutively imitated at test inputs. Altered states 

Table 5. The conformity between verification stages of FPGA-projects, tasks performed and methods 
of task performance 

Verification Stage Verification Task Verification Method

Development of signal 
formation algorithm block-
diagrams

Completeness and correctness assessment of signal 
formation algorithm block-diagrams

Documentation technical review

Conformity assessment to SRS Traceability analysis

Structuredness assessment of algorithm block-
diagrams

Complexity assessment

Development of signal 
formation algorithm block-
diagram program models in 
CASE-tools environment

Testing of algorithm block-diagram program models Functional and timing simulation in CASE-tools 
environment

Completeness of tests assessment Walk-through of documentation

Conformity assessment to algorithm block-diagrams Traceability analysis

Integration of signal 
formation algorithm block-
diagram program models in 
CASE-tools environment

Testing of digital device program model Functional and timing simulation in CASE-tools 
environment

Completeness of tests assessment Walk-through of documentation

Conformity assessment to program models Traceability analysis

Implementation of digital 
device program model to 
FPGA

Testing of FPGA with implemented program model Blackbox functional testing

Completeness of tests assessment Walk-through of documentation

Conformity assessment to integrated program model Traceability analysis
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of program model outputs and/or of established 
control points within the program model as caused 
by such effects are observed at instrumental screen 
and registered as “hard copies” from the screen. 
Under timing simulation consecutive state altera-
tions at one of program model inputs are imitated 
in turns and altered states of test outputs (“timing 
diagrams”) and/or of established control points 
within the program model are monitored.

Tests performed should imply:

• Testing of new functional blocks (IP-
Cores), arranged from typical functional 
elements in CASE-tools environment.

• Testing of algorithm block-diagram pro-
gram models arranged from typical func-
tional elements and new functional blocks 
in design environment.

• Testing of integrated algorithm block-dia-
gram program model arranged from signal 
formation algorithm block-diagram pro-
gram models in CASE-tools environment.

New functional blocks are tested directly 
in CASE-tools environment. As the functional 
blocks are invariant relative to input data, after 
verification they may be included into the library 
of CASE-tools applied and find multiple usages 
during development of FPGA-projects. Tests 
for algorithm program models are developed on 
the basis of signal formation algorithm block-
diagrams verified at the previous stage.

Tests for integrated program model are devel-
oped on the basis of signal formation algorithm 
program models verified at the previous stage.

The developed tests and testing results must 
be presented in FPGA-project verification docu-
ments in the form of tables and timing diagrams. 
In timing diagrams the imitated input states (in-
put signals) of program models in CASE-tools 
environment, their alterations and altered states 
of each of outputs should be specified.

Criterion of success is a conclusion that test 
results correspond to expected results.

Walk-through Method of Documentation 
Viewing Used to Assess Testing Completeness: 
Walk-through of documentation is a kind of in-
spection of documents correctness, completeness 
and consistency. We shall mark the peculiarities 
of one of the key stages – analysis of testing 
complete coverage of algorithm program models 
in the process of FPGA-project verification. Such 
analysis is performed by comparison between the 
list of qualitatively different combinations of input 
states and/or of their alterations that cause altered 
output states and the list of program model input-
output states that are imitated and monitored in 
the course of testing.

Criteria of conformity in this are:

• Presence and completeness of tests for all 
new functional blocks composed from typ-
ical functional elements.

• Presence and completeness of tests for all 
FPGA-project algorithm program models.

• PRESENCE AND COMPLETENESS OF 
TESTS FOR INTEGRATED PROGRAM 
MODEL.

• Presence and completeness of tests for final 
FPGA with implemented program model.

Blackbox Functional Testing Method: Func-
tional testing, named also blackbox testing, 
consists in experimental checking of functions 
performed by a programmable component with 
implemented program model to define their con-
formity to system requirements, signal formation 
algorithm schemes and user documentation (Scott, 
J., Lawrence, J., 1994).

Traceability Analysis: This is done to ensure 
that input requirements of a certain process are 
exhaustively considered by analysis of their con-
nections to output results as well as all require-
ments have been defined and brought through the 
life cycle of development, i.e. from requirement 
analysis up to final testing.

Traceability analysis includes identification 
of input requirements and confirmation of the 
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fact that they have been considered by way of 
inspection of destination documents. For instance, 
the analysis may inspect translation of system 
requirements documentation into FPGA-project 
requirements documentation, or that of FPGA-
project requirements documentation into digital 
device characteristic specification, or that of 
system requirements documentation into tests, 
etc. If necessary, traceability analysis may include 
a requirements confirmation step to ensure that 
actual requirements, but not simply sections of 
input documentation, have been traced. The results 
of analysis must show whether all requirements 
have been duly considered. For this analysis usu-
ally traceability matrices are used comprising 
comparison between input requirements and the 
elements of output results.

In the course of FPGA-projects verification 
traceability analysis is applied to ensure tracing 
or establishment of connections:

• Between SRS and signal formation algo-
rithm block-diagrams.

• Between signal formation algorithm block-
diagrams and their program models in 
CASE-tools environment.

• Between signal formation algorithm block-
diagrams and integrated program model in 
CASE-tools environment.

• Between FPGA electronic designs inte-
grated program model in CASE-tools en-
vironment and FPGA with implemented 
logic structure.

Conformity of signal formation algorithm 
block-diagrams to the initial data of SRS is 
assessed for each block-diagram separately by 
comparing:

• Logic conditions of signal formation and 
return to normal operation, the latter being 
defined by this scheme, to conditions es-
tablished in specification.

• Numerical values of set points and tim-
ing characteristics that define conditions 
of signal formation and return to normal 
operation to their values established in 
specification.

• Identifiers and names of input and output 
signals and alteration limits of continuous 
input signals as specified in the scheme to 
specification data.

Conformity criterion for this verification stage 
is coincidence of logic conditions, numerical 
values of set points and timing characteristics, 
identifiers, names and alteration limits of signals as 
defined from signal formation algorithm schemes 
to initial data established in specification.

Conformity of algorithm program models 
developed in CASE-tools environment to signal 
formation algorithm block-diagrams is assessed 
by way of comparison:

• Of identifiers, names and alteration limits 
of input signals.

• Of identifiers, names and formation logic 
conditions of output signals.

• Of connection topologies between structur-
al elements, numerical values of set points 
and timing characteristics specified in al-
gorithm block-diagrams and “hard copies” 
from screen that diagrammatically reflect 
the developed algorithm program models.

Conformity criteria for this stage are:

• Usage in algorithm program models of 
only those elements that are included 
into typical functional elements library of 
CASE-tools environment applied.

• Presence and completeness of tests for all 
new functional blocks composed from typ-
ical functional elements.

• Presence and completeness of tests for all 
algorithm program models.



133

Field Programmable Gate Array Technology for NPP I&Cs

• Positive testing results of all new function-
al blocks and algorithm program models in 
CASE-tools environment applied.

• Equivalence of developed algorithm pro-
gram models and protective signal forma-
tion algorithm block-diagrams as verified 
at previous stage.

• Absence of any input, output signals and/
or set points in FPGA electronic design 
model for which inputs and/or outputs ex-
ist in none of algorithm program models.

Conformity of FPGA with implemented pro-
gram model to this program model in CASE-tools 
environment is assessed by comparison of signal 
formation conditions and timing characteristics as 
obtained by testing to logic conditions, numeri-
cal values of set points and timing characteristics 
specified in algorithm block-diagrams and “hard 
copies” from screen that diagrammatically reflect 
the developed FPGA logic structure program 
model.

Conformity criteria for this verification stage 
are:

Successful implementation of FPGA electronic 
design that was verified at previous stage 
into FPGA-chip.

Equivalence of output signal formation conditions 
and timing characteristics as obtained by 
testing to logic conditions, numerical values 
of set points and timing characteristics of 
FPGA electronic design that was verified at 
previous stage.

Thus, FPGA electronic design traceability 
analysis method for each verification stage in-
cludes such actions:

• Analysis of verification stage input data 
presentation and separation of component 
classes (signals, communication lines, 
nodes, functional blocks, etc.)

• Detailed analysis of components in each 
class.

• Filling of traceability matrix with input 
data by systematization of components in 
each class.

• Analysis of verification stage output data 
presentation and separation of component 
classes.

• Conformity analysis between input and 
output data and filling of traceability ma-
trix with output data by comparison of 
each of output data component and input 
data components.

• Analysis of final traceability ma-
trix, formulations of conclusions and 
recommendations.

• Overpatching and correction of final prod-
uct in case any discrepancies are found be-
tween input data and output result of devel-
opment stage.

Let us prepare a formal description of FPGA 
electronic design traceability analysis.

FPGA electronic design is developed and 
verified in 4 stages, with traceability analysis per-
formed for each stage. Assume FPGA realizing N 
signal processing algorithms. For each algorithm 
S classes of omponents exist that belong to FPGA 
algorithm as well as L input components Аij of 
FPGA algorithm and M output components Bij 
of FPGA algorithm that belong to i-th class. Our 
analysis shows that component classes of FPGA 
algorithms are equivalent for each development 
class. Between all input and output algorithm 
component we must ascertain whether equivalence 
conformity is met or not. In this context traceability 
analysis would be successful if each of input ele-
ments corresponds to one or more output elements 
and each of output elements corresponds to one 
or more input elements:

( ) (

)

A : B , A B B :

A , B A .
ij ij ij ij ij

ij ij ij

∀ ∃ ⇔ ∨ ∀

∃ ⇔
{ } { }

{ } { }
       (1)
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In case condition (1) is not met, input and output 
data of a development stage are not intertraceable 
and stage results mist be corrected.

Traceability matrix includes four columns:

1.  Column of FPGA Algorithm Input 
Components: Its elements are input com-
ponents Аij, i = 1,...,S, j = 1,...,L.

2.  Column of FPGA Algorithm Output 
Components: Its elements are output com-
ponents Вij, i = 1,...,S, j = 1,...,M.

3.  Column of Traceability Results: Elements 
are conclusions of traceability between 
FPGA algorithm input and output compo-
nents; conclusion data take binary values 
“meeting” (Aij ⇔ Bij met) or “not meeting” 
(Aij ⇔ Bij not met).

4.  Column of Comments: Additional data on 
FPGA algorithm components development 
and verification.

Complexity Assessment: One of basic FPGA 
electronic designs characteristics affecting their 
reliability is complexity. FPGA electronic design 
complexity metrics may be applied to access the 
critical scope of signal formation algorithms and 
integrated program model, above which the prob-
ability of bringing errors drastically increases. 
Complexity assessment includes (McCabe, T. 
A., 1976):

• Analysis of problem oriented language in 
which the algorithms have been developed, 
separation of operator and operand classes.

• Prescription of weights from the point of 
view of complexity for operator and oper-
and classes.

• Establishment of limit value for integral 
complexity metric above which the prob-
ability of bringing errors into FPGA elec-
tronic designs drastically increases.

• Direct complexity measurement including 
count of the number of operators and op-

erands for each class and determination of 
integral complexity metric value.

• Analysis of obtained complexity metric 
values, formulation of conclusions and 
recommendations.

• Breaking into modules for those algo-
rithms where complexity metric exceeds 
its limit value.

Key Advantages of 
FPGA Technology

FPGA is a convenient technology not only for 
implementation of auxiliary functions (trans-
formation and preliminary processing of data, 
diagnostics, etc), it is also effective for imple-
mentation of safety important NPP I&Cs control 
functions. Application of the FPGA technology 
is more reasonable than application of software-
based technology (microprocessors) in many cases 
(Kharchenko, V. S., 2008).

The application of FPGA technology has sig-
nificant advantages that can be utilized both in 
I&C modernization projects of existing NPPs and 
in I&C designs for new NPPs. These advantages 
are the following:

• Design, development, implementation, and 
operation simplicity and transparency.

• Reduction of vulnerability of the digital 
I&C system to cyber attacks or malicious 
acts due to absence of any system software 
or operating systems.

• Faster and more deterministic performance 
due to capability of executing logic func-
tions and control algorithms in a parallel 
mode.

• More reliable and error-free end-product 
due to reduction in the complexity of the 
verification and validation (V&V) and im-
plementation processes.

• Relatively easy licensing process of FPGA-
based safety systems due to the simplicity 
and transparency of system architecture 
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and its design process and possibility to 
provide evidence of meeting licensing re-
quirements, such as independence, separa-
tion, redundancy and diversity, in an easier 
and more convincing way.

• Resilience to obsolescence due to the por-
tability of the HDL code between different 
versions of FPGA chips produced by the 
same or different manufacturers.

• Possibility of reverse engineering results 
implementation via emulation in FPGA 
of obsolete central processing unit (CPU) 
without modification of existing software 
code.

• Specific beneficial properties regarding cy-
ber security compared to microprocessors 
(no viruses for FPGA).

The following FPGA features are important 
for safety and dependability assurance:

• Development and verification are simpli-
fied due to apparatus parallelism in control 
algorithms implementation and execution 
for different functions, absence of cyclical 
structures in FPGA projects, identity of 
FPGA project presentation to initial data, 
advanced testbeds and tools, verified li-
braries and IP-cores.

• Existing technologies of FPGA projects 
development (graphical scheme and li-
brary blocks in CAD environment; special 
hardware describing languages VHDL, 
Verilog, Java HDL, etc; microprocessor 
emulators which are implemented as IP-
cores) allow increasing a number of pos-
sible options of different project versions 
and multi-version I&Cs.

• Fault-tolerance, data validation and main-
tainability are improved due to use of: 
redundancy for intra- and inter-crystal 
levels; possibilities of implementation of 
multi-step degradation with different types 

of adaptation; diversity and multi-diversity 
implementation; reconfiguration and re-
covery in the case of component failures; 
improved means of diagnostics.

• FPGA reprogramming is possible only 
with the use of especial equipment (it im-
proves a security); stability and survivabil-
ity of FPGA projects are ensured due to 
the tolerance to external electromagnetic, 
climatic, radiation influences, etc.

FPGA-BASED NPP I&CS

This section provides information on FPGA-based 
NPP I&Cs by the example of systems produced 
by RPC Radiy.

RPC Radiy developed the RadICS FPGA-
based platform, which comprises a set of general-
purpose blocks that can be configured and used 
to implement application-specific functions and 
systems. The RadICS platform is composed of 
various standardized modules, each based on the 
use of FPGA chips as computational engines.

RadICS-based I&C systems provide extensive 
on-line self-surveillance and diagnostics at various 
levels, including self-diagnostic and defensive 
coding of electronic design components, self-
monitoring of FPGA circuits, such as control of 
FPGA power, watchdog timer, cyclical redundancy 
check (CRC) calculation, state monitoring, and 
monitoring the performance of FPGA support 
circuits, I/O modules, communications units, and 
power supplies.

RadICS-Based Applications 

I&C systems based on the FPGA-based platforms 
produced by RPC Radiy include the most critical 
and high-reliability applications in NPPs, such as 
Reactor Trip, Reactor Power Control and Limita-
tion, Engineered Safety Features Actuation, and 
Rod Control. Other examples include Nuclear 
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Island Control Systems, Turbine Island Control 
Systems and Automatic Regulation, Control, 
Operation and Protection (ARCOP) of Research 
Reactor.

Reactor Trip System (RTS): The RTS continu-
ously monitors the actual values of neutron flux and 
other process variables, and it conditions shutdown 
signals in case these variables reach their setpoints. 
RTS transmits all vital information necessary for 
surveillance and monitoring to the control room 
and other safety and non-safety systems (e.g., 
initiation status, plant and diagnostic data). RTS 
can have 3 or 4 redundant channels depending 
on the design basis of the nuclear reactor, and it 
can implement a voting logic of two-out-of-three 
(2oo3) or two-out-of-four (2oo4). Example of 2oo3 
configuration is shown in Figure 5. The external 
interfaces of the RTS provide interfaces to power 
supplies, process I/Os, communication links, local 
inputs, and indicators. 

A typical RTS (see Figure 6) has on-line 
monitoring and maintenance capabilities. It can 
correct its voting logic in case faults are detected, 
so that system availability is optimized without 
compromising safety. RTS has a self-diagnostic 
subsystem, which includes troubleshooting as-
sistance functions for easy localization of faults. 
In case of failure, RTS puts itself in the safe state, 
signalling actuation for shutdown. RTS also sup-
ports manual actuation of shutdown logic from 
the Main Control Room (MCR) or Emergency 
Control Room (ECR). The FPGA-based RTS 
architecture can be adapted to various reactor 
types (e.g., PWR, BWR, PHWR). 

There are 28 RTSs produced by RPC Radiy 
in operation at Zaporozhe NPP, Rovno NPP, 
Khmelnitsky NPP and South-Ukrainian NPP.

Reactor Power Control and Limitation Systems 
(RPCLS): RPCLSs (Figure 7) perform the follow-
ing main functions:

Figure 5. Reactor trip system configuration (2oo3 voting logic version)
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• Automatic and continuous regulation of re-
actor neutron power and/or pressure in the 
main steam line of NPP power unit 
turbine.

• Control of reactor power at levels corre-
sponding to the range of NPP power unit 
main licensing limitations, from start up 
through full-power operation.

• Fast-responding preventative protection 
of the reactor (runback at 40-50% of full 
power within 3 to 4 seconds).

To increase the reliability of the protection 
functions, output signals implement in a 2oo3 
voting logic. If licensing schemes require, the 
system can be designed in a 2oo4 configuration 
with full reliability and quality compliance.

During the design phase of any specific RP-
CLS, divisional principles are implemented within 
the control and protection functions. In order to 
achieve high reliability and independences, dif-
ferent groups of protection functions are realized 
in separate galvanically isolated subunits.

Figure 6. Reactor trip system

Figure 7. Reactor power control and limitation system



138

Field Programmable Gate Array Technology for NPP I&Cs

From 2004 to 2012, nine Reactor Power Control 
and Limitation Systems were put in operation in 
Ukrainian NPPs.

Rod Control System (RCS): The RCS (Figure 
8), in general, consists of Rods Position Indication 
System / Subsystem (RPIS) and Rods Drives Con-
trol System / Subsystem (RDCS) with control logic 
processing equipment power supply subsystem 
and also can include its own Rod Drives Electric 
Power Supply Subsystem (RDEPSS) made by RPC 
Radiy (or any other type of RDEPSS).

RPIS can indicate all reactor control and 
safety rods position operation parameters and real 
rods position. RDCS performs all Rod Drives 
control functions and include Trip Portion (set of 
the Rod Drives power supply breakers).

RDEPSS provides the following functions:

• Uninterrupted electric power supply of 
Rod Drives in normal operation mode.

• Switching off the Rod Drives electric pow-
er supply by Emergency Protection (EP) 
signals in case of normal operation failure 
which requires placing the reactor into a 
subcritical state.

RCS can have 2 or 3 redundant channels de-
pending on the design basis of the nuclear reactor, 
and it can implement a voting logic of 1oo2 or 

2oo3. Generic architecture of RCS configuration 
in 1oo2 voting logic version for PWR Unit is 
shown in Figure 9.

In 2012, the first full set of RCS has been suc-
cessfully put in operation in the Unit 1 of the 
South-Ukrainian NPP with WWER-1000 PWR-
type reactor.

Engineered Safety Features Actuation System 
(ESFAS): The ESFAS (see Figure 10) produced by 
RPC Radiy executes the following main functions:

• Protection, interlocking and monitoring of 
the automated operation of actuators.

• Automatic process control.
• Manual remote control of actuators.

The ESFAS also provides the implementation 
of functions that are necessary for NPP safety:

• Information and data acquisition.
• Signal conditioning and control of safety 

signals, detectors, and sensor.
• Full-scope systems diagnostics.

The following design principles are applied 
in the ESFAS:

• Diversity of input signals (e.g., current, 
voltage, resistance, “dry contact”).

Figure 8. Rod control system
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 ◦ System size scalability accommodat-
ing needs for increased number of in-
puts and outputs.

 ◦ Simple and controlled ways of code 
modification of protection, interlock-
ing and control algorithms.

 ◦ Adaptability of interfacing capabili-
ties for communication and integra-
tion with other control, monitoring 
and regulating systems.

The ESFAS can be supplied in single-, two-, 
three-, or four-channel installations. The ESFAS 
conforms to safety class 2, can be designed and 
built in accordance with applicable national stan-
dards in the EU countries and the USA.

Eighteen ESFASs are in operation now at 
Rovno NPP, South-Ukrainian NPP, and Kozloduy 
NPP (Bulgaria).

Nuclear Island and Conventional (Turbine) 
Island Systems: Nuclear Island and Conventional 
(Turbine) Island Systems (see Figure 11) have the 
following main functions:

• Conditioning and initiation of protection, 
interlocks and alarm commands.

• Conditioning and initiation of automatic 
regulation commands when process values 
deviate from setpoints.

• Initiation of remote control commands 
based on operators’ instructions.

• Indicate current states, positions and oper-
ating modes of actuators in control rooms.

Figure 9. Generic architecture of RCS configuration in 1oo2 voting logic version for PWR Unit
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There are five Nuclear Island and Conventional 
(Turbine) Island Systems in operation now at 
Ukrainian NPPs.

Automatic Regulation, Control, Operation 
and Protection for Research Reactors (ARCOP): 
ARCOP system is designed to implement safe 
operation of research reactors. ARCOP performs 
the following functions:

• Measurement and monitoring of neutron 
physical reactor parameters.

• Measurement and monitoring of thermal 
physical parameters.

• Generating the emergency protection and 
preventative signalling.

• Automatic reactor power regulation.
• Remote and automatic control of actuators.
• Diagnostics and information display 

support. 

In 2006, an ARCOP system was installed at the 
WWR-M type research reactor in the Institute of 
Nuclear Research at the National Science Academy 
of Ukraine, Kiev.

Figure 10. Engineered safety features actuation system

Figure 11. Nuclear island system
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ANALYSIS ASPECTS OF FPGA-
BASED NPP I&C SYSTEMS

Verification and Validation of 
FPGA-Based NPP I&Cs

FPGAs were first introduced in non-safety sys-
tems in NPPs, where no specific process over 
general FPGA development process is required. 
However, to use FPGAs for safety systems, more 
strict processes are imposed by nuclear regulators 
to ensure the reliability and safety of the systems.

Since the development process of FPGA is 
similar to that of software for microprocessor-
based systems, the conventional safety software 
development process including V&V methods 
can be applied. I&C systems supplied by the RPC 
Radiy were subjected to V&V processes to ensure 
their reliability and safety.

For example, for US commercial NPPs, the 
US NRC endorses IEEE Standard 7-4.3.2-2003 
as the methods for high functional reliability and 
design requirements for computers, whereas IEEE 
Standard 1012-1998 as the methods of V&V.

IEEE Standard 1012-1998 postulates a phased 
software life cycle, and defines a number of V&V 
activities to be performed throughout the software 
lifecycle. The V&V activities include the follow-
ing types of activities:

• Software requirements evaluation.
• Design evaluation.
• Interface analysis.
• Requirements traceability analysis.
• Source code and source code documenta-

tion evaluation.
• Validation testing.
• Hazard analysis.

Combined Usage of 
Analysis Techniques

There are a lot of well-known techniques that can 
be used for NPP I&CS dependability analysis and 
assessment of its attributes. Using these techniques 
it is possible to perform quantitative and/or qualita-
tive assessments. Qualitative assessments though 
lacking the ability to account, are very effective in 
identifying potential failures within the I&CS. We 
have performed some work to identify possible 
combination of techniques, results are shown in 
Figure 12. To carry out dependability analysis it is 
necessary to have I&CS technical documentation 
(this information is obtained from I&CS project) 
and reliability data of I&CS components (is ob-
tained from component vendors).

The first stage of NPP I&CS dependability 
analysis is FMECA (Failure modes, effects and 
criticality analysis). During this stage all possible 
failure mechanisms and failure rates for all com-
ponents involved and quantify failure contribution 
to overall NPP reliability and safety are analyzed.

In FMECA qualitative and quantitative results 
(see Figure 13) are obtained. Failure mode in 
FMECA refers to the way a failure might occur. 
Failure effect is the consequence of failure from 
the system’s point of view. Failure criticality is 
assigned to each failure mode to get quantitative 
parameters. 

FMECA is carried out early in the NPP I&CS 
development life cycle to find ways of mitigating 
failures and thereby enhancing reliability through 
design.

A traditional FMECA uses potential compo-
nent failures as the basis of analysis. Component 
failures are analyzed one by one, and therefore 
important combinations of component failures 
might be overlooked. Environmental conditions, 
external impacts and other such factors are ana-
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lyzed in FMECA only if they produce component 
failures; external influences that do not produce 
component failures (but may still produce I&CS 
failure) are often overlooked. 

That’s why it is not sufficient to use only 
FMECA during NPP I&CS analysis.

To take into account external impacts it is pos-
sible to use IMEA (Intrusion Modes and Effects 
Analysis). IMEA is a modification of FMECA 
that takes into account possible intrusions to the 
system, examples of this analysis are shown in 
(Babeshko, E. et al., 2010; Babeshko, E. et al., 
2011).

Results of FMECA and IMEA are used during 
further FTA (Fault Tree Analysis), RBD / SBD 
(Reliability/Safety Block Diagram), CCF (Com-
mon Cause Failure Analysis), and also during 
Markov modeling.

Reliability block diagram (RBD) is a graphical 
analysis technique, which expresses the concerned 
system as connections of a number of components 
in accordance with their logical relation of reli-
ability. Safety block diagram (SBD) is a similar 
technique that treats safety aspects. 

Figure 13 shows RBD and SBD principles. 
Set of NPP I&CS components is split into the 
following groups:

• Components that can’t lead to NPP I&CS 
failure Cw.

• Components that can lead to I&CS failure, 
but system state would be safe Cnws.

• Components that can lead to I&CS failure, 
but system state would be unsafe Cunws.

Figure 12. Combined usage of dependability analysis techniques
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While RBD treats all possible failures (both 
Cnws and Cnwu are included into RBD), SBD 
treats only components that can lead to unsafe 
situation (only Cnwu are included). That gives 
possibility to concentrate on safety aspect and to 
simplify all following calculations. 

During RBD (SBD) it is possible to use list of 
all components that can cause I&C system failure 
which has been obtained during FMECA. Then 
we take into account I&CS architecture (number 
of components, software and hardware versions, 
type of diversity, check and reconfiguration means) 
and sets of different faults and calculate reliability 
and safety indicators. 

FMECA results are used in FTA to get list of 
all possible failures.

To perform Markov modeling it is required 
to know component’s failure rates and recovery 
time so as to get state-to-state transitions. In most 
cases the NPP I&CS operation may be analyzed 
using a Markov model.

Solution and Recommendations

Nowadays FPGAs are widely used in different 
fields, including critical ones, and there is a trend 
that situation will remain like this in the nearest 
future. Therefore, it is necessary to work at reli-
ability and safety analysis of FPGA-based systems.

Experience shows that combined usage of 
analysis methods provides better results, therefore 
such approach should be developed further.

A problem of assessment and assurance for 
safety important I&C systems is still challeng-
ing due to the fact that such systems consist of 
interconnected complex components with dif-
ferent functions and different nature; moreover, 
the majority of modern I&C systems are being 
FPGA-based, hence, it is impossible to perform 
their assessment without consideration of all the 
special features for all the technologies used. 

This approach implies identification of all 
possible discrepancies, on the basis of product 
and life cycle processes, and their assessment 
via application of FMECA, FTA, IMECA and 
other techniques. 

Figure 13. Reliability and safety block diagrams: principles of development
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FUTURE RESEARCH DIRECTIONS

More detailed analysis of advantages and risks of 
FPGA technology application should be fulfilled 
taking into account an experience of companies 
(similar RPC Radiy) producing and implementing 
FPGA-based NPP I&C systems. Proposed ap-
proaches can be strengthened by development of 
support tools that will allow to automate analysis 
process.

The future research and development directions 
are the following:

• Development of a tool that supports joint 
application of the different techniques 
(RBD, FMECA, gap analysis).

• Implementation of tool-based calculation 
of metrics for choosing the optimal set of 
applicable methods to ensure reliability 
and safety of FPGA-based I&C systems. 

CONCLUSION

Nowadays, FPGA-based platforms are used in 
I&C modernization projects at various NPPs for 
a wide range of safety and control functions and 
systems, such as reactor trip system, reactor power 
control and limitation system, engineered safety 
features actuation system, rod control system, 
nuclear island control system, and turbine island 
control system.

The above applications represented large-scale 
modernization projects, however, the technology 
can provide solutions for an even larger variety of 
applications, such as ‘pin-to-pin’ or like-for-like 
type replacement of obsolete circuit board compo-
nents, reverse engineering, emulation of functions 
performed by obsolete computers, replacement 
of components and sub-systems, and building 
full I&C systems or diverse back-up systems 

in new NPP designs. FPGA technology allows 
implementing any safety and control functions 
that are typical in existing NPPs or in any new 
designs, therefore providing a technology-neutral 
implementation tool.
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KEY TERMS AND DEFINITIONS

FPGA (Field Programmable Gate Array): 
A programmable complex electronic component 
which includes two entities: FPGA chip and FPGA 
electronic design.

FPGA Electronic Design: A set of statesments 
in HDL which is appropriate for implementation 
in FPGA chip.

HDL (Hardware Description Language): A 
specialized computer language used to describe 
the structure, design and operation of digital logic 
circuits.

IP Core (Intellectual Property Core): Is a 
reusable unit of logic, cell, or chip layout design 
that can be used as building blocks within ASIC 
chip designs or FPGA logic designs.

JTAG: Is an integrated method for testing 
interconnects on printed circuit boards that are 
implemented at the integrated circuit level.

Logic Synthesis: A process by which an ab-
stract form of desired circuit behavior is turned into 
a design implementation in terms of logic gates.

LUT: The key component of modern FPGAs 
that is used to encode any n-input Boolean func-
tion by modeling such functions as truth tables.
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Chapter  5

Software of Safety 
Important I&C Systems

ABSTRACT

Features of software as a component of Instrumentation and Control (I&C) systems are analyzed. 
Attention is paid to the importance of functions performed by software and hazards of such software. 
Requirements for characteristics of software as a component of I&C systems are analyzed. Different 
regulatory documents are considered in order to disclose common approaches to the use of dedicated 
software and off-the-shelf software components. Classification of software, as well as classification of 
requirements, is described. Criteria of selection and structuring of requirements, as well as criteria for 
software verification, are defined. As long as the characteristics of software components directly depend 
on the quality of the processes of software development and verification, requirements for software life 
cycle processes are considered. The second part of this chapter is dedicated to evaluation of software 
for nuclear power plant I&C system. Criteria and principles of evaluation are observed. Evaluation 
of the characteristic of software as a product and software development and verification processes are 
considered.

INTRODUCTION

Regardless of the purpose and application area any 
modern digital systems has software as integral 
part of the system. Instrumentation and control 
systems are not exceptions and may include 
software in many various forms: firmware and 

embedded software (written for particular hard-
ware and usually executed without an operating 
system), system software (e.g. operating systems 
and platforms), middleware and device drivers, 
application software (typically written to be run 
under operating systems and usually interact 
with users), configuration for FPGA devices, 

Vyacheslav Kharchenko
National Aerospace University named after N.E. Zhukovsky KhAI & Centre for Safety Infrastructure-

Oriented Research and Analysis, Ukraine

Vladimir Sklyar
Research and Production Corporation Radiy, Ukraine

Andriy Volkoviy
Samsung Electronics Ukraine Company LLC, R&D Center, Ukraine

DOI: 10.4018/978-1-4666-5133-3.ch005



147

Software of Safety Important I&C Systems

etc. Software of different forms and types has 
specific properties. Moreover functions that are 
performed by software impose constraints on both 
software as a product and software lifecycle as a 
processes. For example, use of operating systems 
and application software has a very limited scope 
in safety important systems.

In the context of safety important I&C sys-
tems, increase in portion of software-produced 
or software-supported functions requires more 
attention to software. In this chapter software (SW) 
for nuclear power plant’s (NPP) instrumentation 
and control (I&C) systems is concerned. That 
means that references to specific regulations for 
nuclear power engineering are given, particular 
terminology and classifications are used.

BACKGROUND

The increase of the number of nuclear power 
plant I&C software executed functions causes 
an increase of the “weight” of software device 
defects and its possible sources of failures. Based 
on different estimates such defects cause up to 
70% of the failures of computer systems of criti-
cal application complexes, of the total number 
of those attributed to nuclear power plant I&C 
systems (Everett, 1998) (Lyu, 1996). Given this, 
the present trend is having an increasing dynamic 
role over time.

In the 1960s software defects caused up to 
15% of the failures, and in the 1970s it was 15-
30%, and by the year 2000 they were the cause 
of up to 70% of computer system failures. This 
trend shows up even more in space rocket tech-
nology (Aizenberg, 2002). Analysis of the cause 
of accidents and catastrophes of space rocket 
systems, where on board and ground computer 

systems have already been in use for several 
decades, allows one to determine that in the past 
40 years each fifth accident is related to failure 
of a digital control system. Six of seven failures 
of these systems were caused by the occurrence 
of software defects. One such defect of computer 
software of the Ariane-5 navigational system in 
1997 led to an accident which cost nearly one half 
billion dollars (Adziev, 1998). In nuclear power 
generation programmable I&C systems have had 
a shorter history, however, here also there have 
been accidents due to software defects.

The reliability of software, as for the I&C 
system as a whole, depends on the design qual-
ity at stages that directly precede development 
of the software:

• Development of requirements for I&C 
system.

• Mathematical models.
• Software created functioning algorithms.

Errors committed at these stages become 
sources of complex defects in software. In this 
sense, software, on the one hand, accumulates 
the deficiencies of the preceding stages, and on 
the other hand, is the “field,” in which they can 
show up and be eliminated. However, the efforts 
that must be made to do this, increase by an order 
of magnitude.

Consequently, software is becoming an even 
more important factor determining the safety of 
nuclear power plant I&C system. This explains 
the fact that software of nuclear power plant I&C 
system, in accordance with national and interna-
tional normative documents, is a separate and 
very important object of safety standardization.
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SOFTWARE OF NUCLEAR POWER 
PLANT I&C AS AN OBJECT 
OF SAFETY REQUIREMENT 
ESTABLISHMENT

Aspects of Software in Establishing 
Safety Requirements

Software has a number of important features 
that should be taken into account in establishing 
requirements for it. The main of these features 
are listed below.

1.  On the one hand, software is a component of 
I&C system and shall comply with general 
requirements for the system, and on the other 
hand it is an independent and specific object 
for establishment of requirements, which is 
confirmed by a large number of international 
and national standards and methodological 
normative documents completely devoted 
to software.

2.  Defects that are committed during the devel-
opment and are not revealed during software 
verification, can be actuated under certain 
conditions in the I&C system operating 
process and lead to their failure. This failure 
cannot be compensated even if redundant 
channels are available. If that channels use 
identical software versions, software defects 
are in all channels and reveal themselves 
simultaneously leading to the same kind 
of distortion of information at the outputs. 
Therefore, software defects are potential and 
quite likely source of common cause failure. 
For this reason, on the one hand software 
requirements include both requirements for 
its characteristics (structure, functions and 
properties) and software lifecycle processes; 
on the other hand there is a requirement for 
whole I&C system related to adherence of 
diversity principle, that is addressed primar-
ily to software, because the use of several 

program copies increases the likelihood of 
failures and faults, caused by their hidden 
defects.

3.  At different stages of the software lifecycle 
(primarily design, coding, integration and 
testing) different tools are widely used. 
These tools are also software products, 
which are intended to reduce the number 
of defects and increase the reliability of 
I&C software. However, defects can also be 
introduced into the I&C software through 
the software tools. It is the common ap-
proach when control systems are based on 
programmable logic controllers (PLC) for 
which specialized computer-aided design 
(CAD) tools are used, and in view of the 
complexity of such CAD tools both intrinsic 
defects of a tool and improper use of a tool 
can be the source of I&C software defects. 
Therefore, requirements for software must 
include requirements for software tools used 
in development and verification.

4.  Because documentation is an integral part of 
software, the requirements for I&C software 
also include requirements for documentation 
that is used at all stages of the lifecycle.

5.  Software must be examined not only as an 
independent object of safety standardization, 
but as a necessary means that will ensure con-
formity of the I&C system to requirements 
established for it with regard to redundancy, 
maintainability, technical diagnostics and so 
forth.

6.  Software requirements are not permanent. 
The experience with creation and use of 
I&C system as well as improvement of the 
information technologies lead to the neces-
sity to improve the requirements. Therefore, 
requirements must reflect basic and most 
stable situations considering this experi-
ence and prospects of software development 
technologies.
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7.  Nuclear power plant I&C systems are com-
plex systems which can consist of several 
subsystems, each produced with the use 
of one or several platforms. Consequently, 
software of I&C system is a set of various 
software components (computer programs), 
which differ in functional purpose, developer 
companies, programming languages and 
technologies used, etc. This causes asym-
metry of requirements for different software 
components.

8.  Quantitative requirements for reliability are 
difficult to establish for software, in contrast 
to I&C system hardware items. There are sev-
eral factors causing the absence of common 
and standard methods of quantitative evalu-
ation of software reliability. These factors 
include: uniqueness of software as an object 
of evaluation, in spite of actively continuing 
industrialization of development processes 
and introduction of numerous standards for 

techniques of developing software; insuffi-
cient development of theoretical aspects of 
this evaluation and lack of a mutual opinion 
about its expediency; complexity of repre-
senting objective and complete information 
on defects that are discovered at different 
stages of the software lifecycle, and others.

Classification of I&C Software

Specification of requirements for different kinds 
of software depends on and usually based on 
I&C software classification. The following clas-
sification features are recommended to use (see 
Figure 1):

• Affiliation of the software with various 
I&C system and subsystems.

• Functional purpose.
• Level of approval.
• Effect on safety.

Figure 1. Classification of I&C software
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The selection of these classification features is 
made on the basis of analyzing modern interna-
tional standards for I&C software, which are im-
portant for nuclear power plant safety, in particular 
(IAEA, 2000), (IEC, 2006, a) and (IEC, 2008).

Based on these features software has a mul-
tidimensional (parallel) classification, in which 
individual groups of its types are relatively 
independent. The arrows between components 
of individual facets indicated the most preferred 
combinations of software types, which are clas-
sified according to different features. It should 
be noted that some facets can be more detailed 
and presented in the form of hierarchical clas-
sifications.

By affiliation software can be a part of: I&C 
system, I&C platform, some automation devices 
or equipment.

Based on purpose software is classified into: 
general (or system) software; application (or 
functional) software; instrumentation (or toolkit) 
software, which is used in development, testing 
and verification. The examples of instrumentation 
software include different tools, which are intended 
for processes of design, translation, configuration 
control, debugging, and verification.

Level of approval is an important classification 
feature according to which there are:

• Previously developed (proven-in-use) soft-
ware, also known as off-the-shelf (OTS) 
software. This kind of software can include 
commercially accessible software, devel-
oped and supplied by other companies, and 
also standard application software, which 
is created and approved in similar or differ-
ent projects.

• Software configured from standard (pre-
viously developed) software modules (li-
brary blocks). The configuration tools for 
such software usually is proven-in-use 
software.

• First time developed (custom) software. 
Such software is created especially for the 
given system and has no operational expe-
rience in other applications.

Previously developed (OTS) software further 
be classified by other features, such as source code 
availability (openness), possibility of changes, 
amount of operating experience, etc.

Influence on safety is determined by I&C 
system safety class in which this software is used. 
According to the Ukrainian legislation any I&C 
system must be assigned to one of three safety 
classes, denoted by numbers 2, 3 and 4. Moreover 
for functions performed by I&C system are as-
signed to the category denoted by letters A, B or 
C. Therefore I&C system can be:

• Safety class 2(A), if at least one function of 
that system has category A.

• Safety class 3(B), if system does not per-
form category A functions and at least one 
function of that system has category B.

• Safety class 3(C), if system does not per-
form category A and B functions and at 
least one function of that system has cat-
egory C.

• Safety class 4, if none of its functions are 
classified by category (such systems are 
consider as non-safety).

It is important, that affiliation of software does 
not affect I&C software requirement directly. 
Purpose of software affect on the requirement, 
because special set of requirements is established 
for tools that are used for development and verifi-
cation. Level of approval strongly influences the 
software requirements, e.g. required methods 
and scope of verification can be very different 
for proven-in-use and for custom software. But, 
of course, the greatest dependence is between 
software requirements and influence on safety, 
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expressed by Safety Class. Moreover, safety class 
defined for I&C system imposes requirements for 
software of all components, platforms and even 
related automation devices.

The Criteria of Selection and 
Structuring of Requirements

Selection and any activities aimed at meeting 
requirements are impossible without establishing 
a clear classification features, determining factors 
and selection criteria. The main factors and criteria 
are considered below.

1.  General criteria for selection of requirements 
or, in other words, “requirements for require-
ments.” Among such criteria for nuclear 
power plant I&C software the most important 
are the criteria of necessity, completeness, 
adequacy, correctness, verifiability, and 
openness. These criteria are related to the 
criteria that were developed and are used for 
evaluating the execution of requirements for 
software during expert analyses (Vilkomir, 
1999), (Vilkomir, 2000). For example, in ac-
cordance with the criterion of completeness 
during generation of many requirements for 
software elements must be separated and 
taken into account that reflect “covering” 
by requirements of these components such 
as: completeness of conformity to specifi-
cations; completeness of consideration of 
software lifecycle stages; completeness of 
the diagnostics, and so forth.

2.  Classification and content of I&C system 
requirements as a whole. The full set of 
these requirements includes:
a.  Requirements for the composition of 

the functions.
b.  Requirements for quality of the execu-

tion of these functions.
c.  Requirements for reliability of function 

execution.

d.  Requirements for stability of function 
execution against external influences.

e.  Requirements for lack of influence on 
other systems.

f.  Requirements for procedures and 
processes that support meeting require-
ments for functions, quality, reliability 
and stability.

This set should be designed for the full set of 
software requirements and should be correspond-
ingly supplemented and specified. In particular, 
the subsets of requirements for processes of soft-
ware development and verification, which play 
a priority role from the standpoint of assurance 
of reliability and safety, should be expanded and 
worked out in maximum degree.

3.  Particular features of software as an object 
of safety standardization. The following set 
of the software features have a direct effect 
on the selection of classification features 
and generation of subsets of requirements:
a.  Software is both a component of the 

system for which regulatory require-
ments have been established and a 
means that assures fulfillment of 
the regulatory requirements for I&C 
system. Consideration of this feature 
is most important in defining require-
ments for monitoring and diagnosis, 
reliability and stability. In doing so 
different external disturbing influences 
for software should be examined.

b.  Software is a possible source of com-
mon cause failure. Nature of software 
makes it necessary to have require-
ments for protection from common 
cause failures due to improvement of 
software development and verifica-
tion processes and use of the diversity 
principle, which in turn determines 
the necessity of classification features 
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for methods and means of diversity 
implementation.

c.  Software is a multi-component system. 
During the statement and classification 
of requirements the purpose, level of 
approval and safety class of differ-
ent software components have to be 
considered.

d.  Software is a product and a process. 
This feature of software is one of the 
critical ones in selecting classification 
features of requirements and generation 
of their complete sets, which considers 
the certain influence of development 
and verification processes on software 
characteristics.

4.  The existing regulations, which include stan-
dards determining software requirements. 
On the basis of these standards requirements 
for I&C software can be selected as the so-
called normative profile for software. In the 
general case normative profile is a subset 
and/or combinations of the positions of 
basic standards for a specific subject area, 
which are required for implementation of 
the required functions in the system. In 
this case, we mean the normative profile of 
requirements for I&C software that is im-
portant for nuclear power plant safety. The 
said standards form the profile-forming base 
for producing the normative profile of soft-
ware requirements (for example, software 
lifecycle models, structure of requirements 
for software, set of metrics and methods of 
evaluation, requirements for tools, etc.).

5.  Possible variants of requirement structuring. 
This factor is conceptual in nature, because 
it determines the general approaches, prior-
ity and interconnection between different 
requirements for I&C software. Several 
variants of software requirements structuring 
are possible:

a.  Product-oriented: requirements that 
determine characteristics for software 
as a component of I&C system. It 
does not take into account the fact that 
software characteristics are built in and 
implemented at different stages of the 
software lifecycle.

b.  Process-oriented: requirements corre-
spond to software lifecycle processes 
and define features of process and 
intermediate product of each stage in 
the form of “stage-tasks-requirements” 
statements. This approach is widely 
used and allows clear process manage-
ment and quality assurance, but compli-
cates the definition of software product 
features and for complex software can 
lead to difficulties with integration.

c.  Mixed process-product-oriented: re-
quirement are divided in two groups 
and describe both features of develop-
ment processes and features of final 
product. In this case the advantages 
of the first two approaches are used.

General and Functional 
Requirements

The classification of software requirements can be 
performed in two stages: in the first stage, which 
corresponds to the upper level of the hierarchy, 
we determine the place of normative requirements 
among the full set of requirements for software 
(classification of kinds of requirements for soft-
ware); in the second stage, which corresponds to 
the lower level of the hierarchy, we carry out the 
classification of general requirements for software, 
based on the process-product approach.

The set of requirements for software corre-
sponds to the set of requirements for I&C system, 
because it contains both requirements and func-
tions, and for their quality (properties), and to 
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reliability, stability, and processes (both develop-
ment and verification). The particular features of 
this full set for software consist of:

1.  Requirements for software as an element 
of I&C system are determined based on 
requirements for the I&C system as a whole.

2.  Requirements for the structure in software 
elements precede requirements for func-
tions. In this case we are speaking of general 
requirements for software functions that are 
important for safety, and not about functions 
that are determined by its purpose.

3.  Full set of quality characteristics we have 
separated out one, which is most important 
from the standpoint of safety standardiza-
tion, which determines the requirements for 
monitoring and diagnostics.

4.  Requirements for processes are determining 
to a great extent, because they are expanded 
and worked out in detail with consideration 
of safety assurance.

In order to conduct classification for require-
ments we shall distinguish three features: source 
of requirements; type of requirements; object of 
requirements assignment (Figure 2).

For the first of them we can distinguish require-
ments of the regulatory (normative) documents 
and requirements that are contained in the require-
ment specifications for development of I&C 
system and development of software.

In the development of specifications for soft-
ware or I&C system (as a whole) requirements 
of the regulatory documents must be taken into 
account. Requirements of the specifications of 
the software are developed with consideration of 
the specifications for I&C system.

According to the type of requirement soft-
ware requirements are divided into general and 
functional. General requirements do not depend 
directly on what the functions are implemented 
in I&C software, but are determined only by the 
safety class, level of approval and its purpose. 
Functional requirements depend completely 
on the purpose of the I&C and tasks which are 
solved by the software. The functional category 
normally includes requirements for productivity, 
synchronization, information protection, required 
service lives, portability and so forth.

Depending on the object of assignment one 
can distinguish requirements for software lifecycle 
processes (development and verification) and 
product requirements (software characteristics). 
In the regulatory documents general requirements 

Figure 2. Classification of software requirements
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are normally given as those pertain to processes 
and products. Functional requirements as a rule 
pertain to software and to the product, although 
they can determine some of the requirements for 
the process of software creation with consideration 
of specific features of the design, the tools used 
and so forth.

Below we examine the classification and 
perform an analysis of the general requirements.

Results of the classification of general require-
ments for software characteristics (software as a 
product) and processes of its creation are given in 
Figures 3 and 4 respectively. In the classification 
of requirements for software characteristics two 
groups of requirements are delineated: for struc-
ture and for properties. The first group includes 
requirements for features of the construction and 
functioning of software. The second of these 
groups brings together requirements for software 
properties such as requirements for its sufficiency 
and adequacy for functions execution, monitoring 
and diagnosis, reliability and stability.

Requirements for Software 
Characteristics

Requirements for structure and components in-
cludes the following requirements:

1.  Requirements to modularity.
2.  Requirements to use of off-the-shelf com-

ponents (pre-developed software).
3.  Requirements to interfaces.
4.  Restrictions for use of the operating system 

and interrupts.

The first subgroup of the requirements is due 
to the need to present software in the form of a 
modular structure. In doing so the source code 
of one module must contain a limited number 
of operators, and the modules must have a clear 
structure, be easily modifiable and tested.

The second subgroup determines the preference 
of the use of previously developed software. Using 
OTS software components one must: evaluate its 
conformity to the functions and characteristics of 
I&C system, where the use of OTS components is 
preferred for which one should determine the func-
tions and characteristics of the OTS components 
and correlate them with specifications for I&C 
software; analyze the results of OTS components 
operation from the standpoint of its conformity 
to the adopted criteria, norms and rules of safety; 
develop, if necessary, a list of the required modi-
fications for adaptation of the OTS components 
to conditions of its use in I&C system; execute 
such adaptation and perform testing; develop and 

Figure 3. Classification of requirements for products (software characteristics)
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implement the plan for verification of the changes 
made. The amount and extent of evaluation of 
conformity of OTS software components to these 
criteria are determined by the safety class (I&C 
safety class). The importance of requirements 
for the use of OTS components (both developed 
as special purpose and COTS-components) for 
safety of the I&C systems as a whole should be 
emphasized. According to existing estimates 
(Kersken, 2001), the amount of OST components 
in software of mature systems can reach 80-85% 
of the total amount of software.

The third of the listed subgroups of require-
ments determines the need for complete and clear 
description of the interfaces between the software 
being examined and the operator (also known as 
human-machine interface), hardware platform 
and peripheral hardware (sensors, drives and so 
forth) of a given I&C system, and also other I&C 
devices, systems and subsystems. This descrip-
tion determines the limits of the software being 
analyzed.

Restrictions for use of the operating system and 
interrupts are included in requirements for I&C 
software of safety class 2. If the use of the operat-

Figure 4. Classification for requirements for processes (software lifecycle)
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ing system is deemed necessary, it should execute 
only the simplest functions. The use of interrupts 
in the course of executing the most critical func-
tions should be prohibited. One should note that 
in order to fulfill this requirement more precise 
criteria should be developed, after providing a 
detailed explanation of the functions for which 
the use of the operating system must be limited.

Requirements for monitoring and diagnostics 
can be divided into four groups with consideration 
of the kinds of processes and objects, for evaluation 
of the state of which software is used:

1.  Requirements to monitoring I&C system by 
programming means.

2.  Requirements to diagnosis (search for mal-
functions) of I&C system by software means.

3.  Requirements to self-monitoring of software.
4.  Requirements to self-diagnostics of software.

In other words the main requirements for 
monitoring and diagnosis are:

a.  Software should perform (a) continuous 
automatic monitoring of operating condition 
and (b) periodic function checks of the I&C 
system.

b.  Software should provide diagnostics of I&C 
system at the level required by specification.

c.  Software should provide self-monitoring 
and self-diagnosis.

For this purpose, the following should be used: 
monitoring of intermediate and the final results 
of the execution of programs and their allowable 
duration; repeated counting and comparison of 
the results; discovery of prohibited situations; 
monitoring data in memory and so forth. For 
monitoring of I&C software of safety class 2 dif-
ferent types of diversity can be used.

It is necessary that in the process of monitoring 
and diagnosis: all functions are checked that are 
important for I&C system safety; during periodic 
testing it is mandatory to check devices which are 

not built-in or permanently connected monitor-
ing devices; all degradations of characteristics of 
safety functions are discovered on a timely basis; if 
any failure is discovered timely automatic actions 
that correspond to the situation are generated.

Moreover, an important part of requirements 
for monitoring and diagnosis are the requirements 
related to execution of mandatory limitations 
and procedures during their implementation: 
implementation of monitoring and diagnostic 
programs (self-monitoring and self-diagnostics) 
should not affect fulfillment of programs of the 
main information and control functions and/or lead 
to unacceptable degradation of a characteristic; 
one should make an analysis of the situations and 
procedure, which allow to avoid false errors; the 
software should provide automatic recording, stor-
age and display of data on results of monitoring and 
diagnostics (self-monitoring and self-diagnostics).

Requirements for reliability and stability: 
By reliability of software we mean its property 
of preserving serviceability and converting raw 
data to the result being sought under the given 
conditions in the assigned time. By stability of 
software we mean its ability to execute its functions 
in anomalous situations (during breakdowns and 
failures of hardware devices, operator errors and 
errors in the raw data) (DSTU, 1994).

Requirements for software related to assur-
ance of reliability and stability can be classified 
according to a scheme, whose basic elements are: 
sources of failures and influences on software 
and I&C system; kind of failures and influences; 
methods of protection from them.

Sources of failures can be: internal sources 
with respect to I&C system (both software and 
hardware); external sources with respect to the I&C 
system (other I&C systems; operating personnel; 
repair personnel).

By kind of failures, which should be compen-
sated by means of programming devices, we can 
distinguish: failures (breakdowns) of hardware 
devices; failures (breakdowns) caused by the ap-
pearance of software defects, which are introduced 
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at the design stage and are not detected during 
testing and verification.

In turn, software anomalies that can be the 
cause of I&C system failure are classified into:

1.  Defects that appear under certain conditions 
of the system, its individual components and 
sets of input signals.

2.  Defects that appear during non-standard 
functioning of hardware of the I&C system.

3.  Defects caused by incorrect or incomplete 
specifications of the software.

4.  Defects introduced in development of the 
software (at all stages of the lifecycle).

5.  Defects related to the use of tools and that 
depend on other software and interfaces be-
tween parts of the software or other systems.

The main kinds of influences, resistance to 
which should be assured by software are the 
following: unintentional or intentional errors of 
personnel; unauthorized actions or unauthorized 
access to programs, data, operating systems; 
malicious software, including viruses, spyware 
and trojans, which are sets of instructions that 
execute actions not stipulated by the specifications 
and that represent a threat to safety; distortions 
of incoming information that arise from measure-
ment devices (sensors) and along communication 
channels from other systems.

Thus, requirements for software related to reli-
ability and stability consist in that the software 
must implement protection from all of the listed 
kinds of failures and actions. In this case protection 
should be assured from failures by general factors, 
which are due to the appearance of intrinsic defects 
of the software, by failures and breakdowns of 
hardware devices of the I&C system.

Protection against failures: The following 
methods are used to protect from the listed kinds 
of failures and influences on software.

1.  Technical diagnostics (monitoring and 
determination of the cause of a failure or 
breakdown), reconfiguration of the structure 
and restoration of the computational process 
or control process. This method is universal 
and by appropriate loading of its constituents 
can assure protection from a broad class of 
failures. In the I&C system it should be used 
for protection from hardware failures.

2.  Software, functional or other kinds of di-
versity. The use of diversity is a systems 
requirement, which is aimed at protection 
from common cause failures and is related 
to the use of different kinds of redundancy 
in the process of creation (development and 
verification) of software and in the final 
product, i.e. the software itself. Software 
diversity (usage different software versions) 
is achieved by using different algorithms, lan-
guages, libraries, programming approaches, 
operating systems and so forth. Functional 
diversity is assured by using more than one 
criterion for identification of each situation 
that requires the initiation of control actions.

It should be emphasized that for software of 
safety control systems, which execute emergency 
protection functions, the emergency situations 
must be discovered by several methods based on 
different physically interconnected production 
parameters, while the analysis of data on the 
values of these parameters should be performed 
by different software modules.

For I&C software of safety class 2, in addi-
tion, when using software, functional or other 
kinds of diversity, one must: evaluate the degree 
of correlation of different versions (analyze the 
actual level of diversity), their capability for 
joint compensation of software defects; analyze 
the substantiation and influence on safety for 
additionally introduced components - different 
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software or hardware versions. Software diversity 
should not create a danger of non-fulfillment of 
functional requirements.

3.  Establishment of access categories, applica-
tion of different password systems, digital 
signature procedures, use of special encod-
ing algorithms and others. These methods 
assure protection from errors of personnel 
and unauthorized actions.

4.  Monitoring reliability and protection of 
incoming information from distortions. In 
this case one should check: incoming signals 
being present in zones of access, established 
in accordance with the specification; logical 
non-contradictory nature of values of input 
variables and so forth.

Note that during the use of all protection 
methods software is an object of protection and 
a means of assuring reliability and safety. In 
this case, there must be the introduction of ad-
ditional software components, which in turn can 
be sources of failures and therefore they must be 
carefully analyzed. Functional characteristics of 
the software and I&C system as a whole should 
not be degraded to an unacceptable value (just as 
during monitoring and diagnostics).

Protection against cyber threats: The software 
of I&C system shall be protected from undesirable 
and unsafe interference to work and unauthorized 
changes via external computer networks and the 
use of non-resident storage media.

To achieve such protection connection with 
Internet shall be excluded and any changed can 
be possible only after appropriate authorization. 
Also special methods of protection from viruses 
and other malware should be used.

At the same time, measures against cyber 
threats should not affect the execution of appli-
cations software and deteriorate performance of 
the functions that are implemented by software.

Requirements for 
Development of Software

Requirements for methods of software development 
are divided into two main groups:

1.  Requirements to use of formal methods.
2.  Requirements to programming methods and 

approaches.

The first group of requirements is to a certain 
extent recommendatory in nature and indicates 
the need (expediency) of using at all stages of 
development and verification formal methods that 
are based on rigorous mathematical description 
of formulations of problems related to different 
stages of software improvement and verification 
with use of a theoretical apparatus of algorithms, 
mathematical logic, graph theory and so forth, and 
also on proof of the correctness of solving these 
problems by means of standard procedures. Such 
methods are used in particular for:

1.  Transition from verbal to formal descrip-
tion of general and functional requirements 
for software and development of its formal 
specifications.

2.  Mathematical proof of the conformity of 
software to specifications or requirements 
of previous stages of development.

3.  Development of application programs using 
formal procedures of synthesis.

4.  Analysis of syntactic and semantic correct-
ness and carrying out test verifications of 
execution of functional requirements for 
software.

5.  Improvement of the verifiability of soft-
ware and formalization of the evaluation of 
results during independent verification and 
validation.
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The best developed and best known methods of 
formalized checks of software are methods based 
on formal procedures of logical output, proof 
of the correctness of algorithms and programs 
(Anderson, 1979), and also FTA- and FME(C)A-
analysis methods that are widely used to analyze 
hardware (IEC, 2006, c) and (IEC, 2006, b). The 
first of them is based on constructing fault tree and 
events analyses. The second is based on analysis 
of the fault modes and effects criticality analyses.

The second group of requirements is deter-
mined by the preference of using standardized des-
ignations of variables in software, files of constant 
and predefined length, subroutines with minimal 
number of parameters (e.g. with one output and 
one input), etc. Moreover, this group of require-
ments is related to the need to exclude methods 
in programming development that complicate the 
software, e.g. complex branches and cycles in the 
programs, complex indexes in the files and so 
forth. Note that in the methodological normative 
documents, which are used in some countries, 
requirements are contained regarding the need of 
use of systems in software development that are 
important for nuclear power plant safety, special 
methods that improve its reliability, in particular 
the so-called method of defensive programming 
(Lawrence, 2002), (Ben-Ari, 2000).

Requirements for tools used to develop software 
reflect two aspects that are related to their usage:

1.  Determination of the criteria for selecting 
automated development and verification 
tools.

2.  Degree of verification of these tools.

It should be noted, that in the existing normative 
documents the selection criteria of tools are not 
given, but the need for the software developer to 
provide substantiation of such criteria and dem-
onstrate proof that the devices used conform to 
them is postulated.

The main principle applicable for the tools is 
that tools used to generate code, must pass through 
verification with the same requirements as the 
I&C software itself.

Requirements for 
Software Verification

Software verification is an important part of I&C 
software lifecycle. Verification of software is 
defined as the process of proving the conformity 
of results obtained at a certain stage of software 
development with the requirements established 
in the preceding stage. As noted earlier, the ma-
jority of requirements for methods and means of 
development and verification are uniform. An 
important distinguishing feature of this group 
of requirements for verification is the necessity 
of assuring its independence, that is, carrying it 
out by persons who are not direct developers of 
the software.

Requirements for verification independence: 
The integral requirements of independence are 
level of independence of the experts (organiza-
tions) that conduct software verification, and 
the agreement of these levels with the software 
safety classes.

The following levels of independence are 
possible:

1.  Maximum Independence: Verification is 
conducted by experts or organizations that 
administratively and/or financially are in-
dependent of the software developers. This 
level of independence can be broken down 
into two sublevels:
a.  Administrative independence.
b.  Administrative and financial indepen-

dence. In this case we are speaking of 
conducting verification by representa-
tives of a different organization, which 
specializes in solving such tasks.
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2.  Partial Independence: Verification is 
carried out by other experts of the same 
organization, and their administrative and/
or financial independence from the software 
developers is not required. In this case 
there can be partial administrative and/or 
financial independence, if the verification 
is conducted by experts of a different sub-
division of the organization, for example by 
representatives of quality control service, 
are subordinate directly to the director.

3.  Minimal Independence: Verification is 
conducted by the developers themselves, 
and the review of its results is performed 
by other experts.

By means of the technology of independent 
verification and validation (IV&V) one can imple-
ment the principle of diversity with respect to the 
software creation process. In order to assure the 
highest degree of verification it is necessary that 
one use tools (utilities), that are different from 
those which the developer used.

It should be noted that conducting an indepen-
dent verification can be accomplished according to 
different systems and with different depth, which 
depends on the software safety class, worthwhile 
tasks and existing resources.

Actually three basic scenarios of verification 
implementation are possible:

1.  Full verification and validation of the entire 
project is carried out, which repeats practi-
cally all stages of verification within limits 
of the project, using intrinsic (diverse) tools 
and methodologies.

2.  Independent consecutive evaluation (re-
checking) of all results of the verification 
performed by the developer organization 
is carried out. In this case all checks are 
conducted that are stipulated by the verifica-
tion and validation plans, and also checks 

proposed by specialists of the expert analysis 
organization, and tools of both the inspected 
and inspecting organizations are used.

3.  Independent sampling evaluation (recheck) 
of results of the verification of the most im-
portant functions from the safety standpoint 
is carried out, which is made by the developer 
organization.

Quality of verification: The use of independent 
verification and validation techniques allows one 
to improve the quality of this process. By software 
verification quality we can mean the degree of 
conformity of software to regulatory require-
ments after it is carried out and elimination of any 
discovered defects.

The verification quality is evaluated by ana-
lyzing fulfillment of the following requirements:

1.  Requirements to staging of the process. The 
essence of the requirement consists in that 
the verification must be carried out after each 
software development stage (specification, 
design, and coding and others).

2.  Requirements to verification of software 
conformity to requirements of norma-
tive documents (general requirements for 
characteristics and software development, 
described earlier) and specifications (func-
tional requirements).

3.  Requirements to order of elimination of 
any discovered defects and malfunctions. 
Components of this requirement are con-
stituents of the process of elimination of 
defects, time periods for defect elimination, 
conformity of the time periods of elimination 
of defects to the software safety class. The 
process of eliminating defects, independent 
of the software safety class, includes that 
a mandatory stabilizing when discovered 
in the process of development, testing and 
verification; analysis of the causes, degree 
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of influence on safety; introduction of the 
necessary changes to the software; repeated 
check of software with documentation of 
the results.

4.  Requirements to protection from intrinsic 
defects and common cause failures. Elements 
of this check are discovery of potential 
sources of CCF, caused by defects of the 
software or other components; analysis of 
their influence on safety of the software 
and I&C systems as a whole; evaluation of 
the effectiveness of using devices to protect 
against these failures.

5.  Verification of different kinds of software, 
including previously developed (OTS) 
software.

Requirements for documentation: Document-
ing is an important part of the verification process 
and implies the development of two basic docu-
ments (groups of documents):

1.  The software verification plan, which can 
consist of a general (coordination) and 
several particular verification plans and test 
methods;

2.  The software verification report (reports and 
test protocols) for software verification.

Requirements for documenting software 
verification results include requirements for the 
presence, structure and content of a plan (plans), 
produced before the beginning of verification, 
and report (reports), which is produced based on 
results of verification and requirements for the 
form of material presentation.

All documentation related to development 
and verification should be set forth in an acces-
sible form, understood by experts, who did not 
participate in creating the software. The given 
requirements imply, in particular, traceability of all 
actions executed in the verification process, which 
allows one to establish a comparison between the 
input and output elements at each of the software 

creation stages and to make a transparent check 
of the completeness of execution of all require-
ments, beginning from requirements for the I&C 
system, then general and functional requirements 
for the software and ending in reports on verifi-
cation (tests) of different subsystems or software 
functions.

The software verification plan should deter-
mine: choice of verification strategy and sequence 
for conducting it; methods and devices used in the 
verification; sequence of documenting actions and 
evaluation of verification results.

EVALUATION OF SOFTWARE 
FOR NUCLEAR POWER 
PLANT I&C SYSTEM

Criteria and Principles of Evaluation

The goal of the software evaluation is to check 
conformity to established requirements. This 
evaluation is conducted by analyzing the docu-
mentation submitted by the software developers, 
and also by verification of software using special 
tools. The project documentation (for example, the 
design description) and documents issued by the 
developer particularly for the licensing purposes 
(for example, safety analysis report) can be exam-
ined. During the expert evaluation some additional 
information can be requested from developer to 
clarify issues of the main documentation.

The purpose of the expert work is to improve 
the level of quality and reliability of the software. 
Therefore, all comments and recommendations of 
the experts should be transferred to the developers 
for timely elimination of any discovered defects. 
As a result of the joint activity of developers and 
experts corrections can be made to the design and, 
thereby, reduce the number of software defects.

The basis of the software expert evaluation 
methodology is assessment of the meeting the 
requirements for software at different stages 
of the lifecycle. In this case it is necessary to 
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evaluate functional and general requirements for 
software, and also requirements for development 
and verification. The indicated requirements are 
to be combined in the criteria, which the software 
must satisfy, as well as processes of development 
and verification.

It is suggested that the following five criteria 
be used (Vilkomir, 1999):

• Completeness
• Documentation
• Accessibility
• Independence
• Successfulness

Software meets the criterion of completeness 
if its specifications completely correspond to the 
specifications of the I&C system and the software 
meets general and functional requirements of the 
specification, including requirements for develop-
ment and verification.

Software meets the criterion of documentation, 
if the composition and structure of the documents 
developed for all stages of design, verification 
and operation, correspond to requirements of 
standards, norms and rules. The documentation 
criteria and completeness are interconnected: 
in accordance with the completeness criterion 
the content aspect of software development is 
analyzed; in accordance with the documenta-
tion criterion the formal aspect of evaluation is 
evaluated.

Software meets the criterion of accessibility 
if the documentation for development and veri-
fication of software is presented in a form that is 
clear and understandable to experts, who do not 
participate directly in their development. More-
over, in accordance with this criterion traceability 
(transparency, verifiability, checkability) of step 
by step execution of requirements for software at 
different stages of the lifecycle must be assured.

Software meets the criterion of independence 
if the degree of independence of software check-
ing corresponds to the safety class of the system. 

For systems of safety class 2 the evaluation must 
be performed by a group of experts (organiza-
tion), which is administratively and/or materially 
independent of the experts (organizations) which 
developed the software. For systems of safety 
class 3 the development and verification must 
be carried out by different specialists, however 
the administrative and financial independence is 
not required.

Software satisfies the criterion of successful-
ness if the inspection was successfully completed 
before beginning of system usage and if by that 
time all discovered defects and deficiencies have 
been analyzed and eliminated.

The criteria are an important part of the overall 
system of software evaluation. Conformity of the 
criteria and evaluated requirements can be given 
in the form of a matrix, which contains particular 
evaluations of the meeting individual requirements 
and summary evaluations based on the criteria. At 
the outset the evaluation in accordance with each 
of the five previously described criteria is formed 
on the basis of analyzing individual requirements, 
and then a concluding evaluation is produced.

Along with the general principles of systems 
approach and expert knowledge additional prin-
ciples shall be implemented in the expert evalu-
ation of software:

1.  The principle of diversity of methods, 
hardware, actions of experts, methods of 
generating expert evaluations of software. 
This requirement determines the internal 
diversity of the evaluation process, thereby 
supplementing external diversity, which 
results in the fact that the expert evaluation 
and independent verification assure increas-
ing reliability of software evaluation.

2.  The principle of asymmetry of efforts dis-
tribution. A particular feature of software 
evaluation is the fact that due to its complex-
ity it is impossible to assure complete testing 
of the behavior of software for all theoreti-
cally possible sets of input data. Therefore, 
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while carrying out expert evaluations under 
conditions of limited time and resources the 
main efforts must be concentrated in critical 
steps and results of software development, 
analysis of the completeness and reliability 
of tests.

Next we will propose the content of operations 
for software evaluation at all basic stages of the 
lifecycle: development of requirements for soft-
ware, design and coding of software, verification 
(development of the verification plan, preparation 
of the verification report).

In the stage of software requirements develop-
ment the evaluation contains three steps: evalua-
tion of the conformity of requirements for software 
to the requirements for the system; evaluation of the 
representation and specifications of requirements 
for software and general requirements; transfer of 
findings to the developer and obtaining back the 
corrective and additional requirements.

At the software design stage the evaluation 
contains four steps: evaluation of implementation 
of software requirements in the design; analysis 
of the structure for a subject of assured protection 
from common cause failures due to software errors; 
listing of requirements and functions of software 
for use in subsequent stages of the evaluation; 
transfer of findings to the developer and obtaining 
from him information and corrective actions for 
software design and evaluation of their adequacy.

At the stage of software verification plan 
development the evaluation contains four steps: 
evaluation of the existence in the verification 
plan of programs and methods for software test-
ing; evaluation of accessibility of the verification 
plan; evaluation of reflection in the verification 
plan the requirements from the detailed list, 
which is compiled in the preceding stage of the 
evaluation; evaluation of the completeness and 
adequacy of the number of tests included in the 
verification plan. If necessary these stages can be 

supplemented by defining recommendations for 
additional testing of the functions more important 
for safety, transmission of comments and additions 
to the developer and obtaining a corrected and 
supplemented verification plan from him.

In the stage of software verification report 
preparation the evaluation contains six steps: 
evaluation of the existence in the verification re-
port of protocols and official statements for each 
program and method of testing; evaluation of the 
completeness of the tests carried out; evaluation 
of independence of the verification conducted; 
evaluation of the software tools used in the de-
velopment and verification; evaluation of the rate 
of success of completion of all tests; statement of 
recommendations for the regulatory body on the 
possibility of using the software.

The stages of evaluating the plan and the report 
on software verification are the most important. 
At these stages the regulatory body has the op-
portunity to receive evidence of achievement of 
the required level of quality and reliability of the 
software. For this purpose the plans, programs and 
methods of software testing are evaluated before 
the beginning of the tests, and the additions and 
comments made are transmitted to the software 
developer for their consideration.

Evaluation of Software Characteristic

Tasks and approaches to evaluation: Evaluation 
of the software characteristics includes the fol-
lowing tasks.

The first task is analysis of software conformity 
to general requirements defined in national and 
international standards. These requirements do not 
depend directly on the functional purpose of the 
software, but are determined by the designation 
and safety classification of systems.

The second task is evaluation of the complete-
ness and quality of implementation of functional 
requirements in the software, which are defined 
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in the software requirement specification. For 
reusable software an evaluation of the conformity 
of functions implemented in the software to the 
requirements is determined based on the context 
of the intended usage.

The first of the listed tasks is universal in na-
ture and therefore can be partially or completely 
formalized. To this end, general methodology 
should be defined. Such methodology can include: 
obtaining the normative profiles (requirements) 
of the software; development (systematization, 
profiling, selection) of parameters for evaluation 
of characteristics (properties) of software and the 
established requirements; analysis of the results 
of evaluation and determination of the level of 
satisfaction of the requirements established for 
software; procedures (algorithms) of software 
evaluation using different parameters.

The evaluation of software requires determi-
nation of the composition of the corresponding 
characteristics and parameters, and also methods 
of their evaluation. Software quality can be evalu-
ated by several characteristics, among which there 
are functionality, reliability, usability and so forth. 
The significance of each of these characteristics 
depends on the area of software application. For 
software systems that are important to safety a 
determining characteristic is reliability.

Given the controversies regarding the under-
standing and use of the term “software reliability” 
two existing approaches to its evaluation, which 
conventionally are called “qualitative” and “quan-
titative,” can be considered.

The qualitative approach is used everywhere 
and is oriented to a system (hierarchy) of require-
ments, i.e. profiles determined by standards, 
industry regulations and normative documents 
of companies, the fulfillment of which is checked 
during software reliability evaluation. Results of 
reliability evaluation in this case are formulated 
in the form of the conclusions “corresponds” or 
“does not correspond” for individual components, 
which directly or indirectly affect reliability.

The quantitative approach to evaluation is 
oriented to the development of models, that re-
ceive as input parameters characteristics of both 
processes (development and verification) and 
software itself, and gives as output the indicators 
that characterize reliability (Lyu, 1996).

These indicators most frequently are analogues 
of reliability indicators of equipment with the dif-
ference that such events as “component failures,” 
are formulated as “manifestation of software 
defects.” Moreover, special indicators (metrics) 
are also used that determine the level of residual 
defects, rate of their discovery during testing and 
so forth.

Nevertheless, the instability of the manifesta-
tion of defects in sophisticated software systems 
and their uniqueness do not allow one with high 
degree of accuracy to determine quantitative values 
of the characteristics of quality and reliability. 
To solve this problem, the special methods of 
analysis such as FTA (Fault Tree Analysis), RBD 
(Reliability Block Diagram), FME(C)A (Failure 
Modes, Effects (and Criticality) Analysis) and 
others, can be used.

Metrics, indicators and raw data for evalua-
tion: There are different approaches to defining 
of metrics and their relationship to the concepts 
of software quality and reliability indicators 
(Pressman, 1997).

The first approach (in accordance with the 
IEEE standards (IEEE, 1990), (IEEE, 1988, a) 
and (Pressman, 1997)) views this relationship on 
the basis of the categories “absolute-relative” and 
is based on the following definitions.

Absolute indicators (measures) are quantita-
tive indicators that characterize absolute values of 
different attributes of software and the develop-
ment process (for example, the number of defects 
discovered in each software module, the number 
of lines of initial software text and so forth). In 
this approach the metrics, in contrast to absolute 
indicators, are intended especially for compari-
son of different software designs. For example, 
comparison of two software applications based 
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on an absolute indicator such as total number 
of defects discovered is not informative because 
lack of possibility for judging the size (measured 
in the lines of source code or number of opera-
tors) of comparable programs, their complexity, 
conditions of development, testing and other char-
acteristics. It is obvious that it is more expedient 
in this example to use metrics that determine the 
relationship of the total number of defects to the 
size of software, quality of programming modules, 
test time and so forth.

The special feature of the second approach is 
the fact that metrics are interpreted as dedicated 
indicators (supplemental with respect to known 
indicators), which can be given as absolute or 
relative evaluations of software.

It should be emphasized that the boundary be-
tween metrics and reliability indicators of software 
is quite difficult to draw. Reliability indicators 
are primarily quantitative characteristics similar 
to indicators used in classic reliability theory 
(probability of no-failure, mean time before failure 
and so on), while metrics are specific indicators 
for software, which can evaluate reliability indi-
rectly or with respect to other products (reference 
standards).

Next we will discuss metrics with consideration 
of the more common second approach. It should 
be noted that metrics can also give a quantitative 
evaluation of any given property as well as require-
ments for software. In this case, by raw data, or 
parameters (primitives) of metrics we mean the 
initial quantitative values that are needed for their 
calculation. The raw data can be other indicators 
or metrics as well as different constants, coef-
ficients and so forth.

Software developer organizations should be 
encouraged to use various metrics, because they 
allow one to evaluate the level of quality and 
reliability of software being developed and their 
design processes, and also to discover existing 
problems (for example, inadequate testing of 

software, failure to follow the standards, ineffec-
tive work of individual groups of developers and 
so forth) and to take the necessary measures to 
solve them. Moreover, the need for calculation 
and analysis of various metrics arises during 
verification and validation of software, because 
these processes must rely to a greater degree on 
accurate quantitative evaluations, and not on 
subjective opinion of developers or customers.

Basic standards that define metrics and se-
quence of their computing are:

• IEEE standard 982.1-1988 (IEEE, 1988, 
a), which defines the list and order of reli-
ability metric calculations.

• IEEE standard 982.2-1988 (IEEE, 1988, 
b), which clarifies the sequence of using 
the standard IEEE 982.1-1988.

• ISO/IEC standard 9126-1:1999 (ISO, 
1999), which defines the software quality 
model.

• Technical report ISO/TEC TR 9126-
2:2000 (ISO, 2000), which establishes the 
basic nomenclature of external software 
quality metrics, including metrics of reli-
ability, and defines basic principles of their 
selection and evaluation.

• Ukrainian standard DSTU 2850-94 (DSTU, 
1994), which repeats the basic principles 
of the international standard ISO/IEC 9126 
(ISO, 1999).

A quality model is presented in standard (ISO, 
1999), according to which software is evaluated 
with a set of internal, external and quality in use 
metrics. In this case software quality is defined as 
the total set of properties that determine software 
capability to satisfy assigned requirements in ac-
cordance with its purpose.

The application area of external quality metrics 
is validation and expert evaluation of the software. 
The group of external quality characteristics and 
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metrics corresponding to them describe the pro-
gramming product that is completed and ready 
for use. In order to evaluate software quality the 
standard (ISO, 1999) defines six groups of external 
and internal characteristics.

1.  Functionality is a set of software properties 
that determines its ability to execute the 
established functions.

2.  Reliability is the set of properties that enable 
the software to retain its serviceability and to 
convert raw data into the desired result under 
predetermined conditions in an established 
period of time.

3.  Usability is the set of properties that charac-
terizes the necessary conditions of software 
use by users.

4.  Efficiency is the set of properties that charac-
terizes conformity of the software resources 
used to quality of execution of its functions.

5.  Maintainability is the set of properties that 
characterizes the level of efforts needed to 
execute the required software modifications.

6.  Portability is the set of properties that char-
acterizes the adaptability of software to work 
in different functional environments.

The set of metrics that pertain to each group of 
higher level characteristics is again divided into 
several sub-characteristics. For example, the soft-
ware reliability, which is defined as the capability 
of software to maintain its level of performance 
under stated conditions for a stated period of time, 
includes the following sub-characteristics:

a.  Maturity is the set of indicators that describe 
frequency of occurrence remaining in the 
software.

b.  Fault tolerance is the ability of software to 
retain a certain functioning level during the 
onset of software malfunctions.

c.  Recoverability is the property of software 
to restore its ability to work (assigned level 
of functioning), and also program data.

d.  Reliability compliance is the degree of 
software conformity to normative require-
ments for reliability (standards), and also to 
customer requirements.

The basic nomenclature, calculation sequence 
and scale of possible values for metrics of soft-
ware quality that pertain to each group of quality 
products with reference to the lifecycle process 
in which the metric is used, and composition of 
the necessary documentation for determining 
input parameters for calculation are defined in 
(ISO, 2000).

In addition to the listed categories the standard 
(IEEE, 1988, a) determines a number of functional 
groups that characterize different properties of 
reliability of the software itself (indicators, or 
product measures), as well as the design process 
(process metrics), based on which the reliability 
metrics are classified.

Examined standards can be used to create 
profiles of the evaluation and quality assurance 
of software. Figure 5 shows the interconnection 
of the standards IEEE 982.1-1988 (IEEE, 1988, 
a) and ISO/IEC 9126-1:1999 (ISO, 1999). The 
standard ISO/IEC 9126-1:1999 is fundamental 
and assures comprehensive inclusion of software 
quality. At the same time the standard IEEE 982.1-
1988 allows one to assure more thorough analysis 
of software reliability as one of the top priority 
quality characteristics of software of information 
and control critical systems.

Based on an analysis of the classifications 
presented above for the systematic description of 
quality metrics and reliability a unified system of 
classification features is proposed (Figure 6). 
Development of the systemic classification of 
reliability metrics and software quality is a neces-
sary condition of successful harmonization of 
normative documents and creation of effective 
methods of evaluation and assurance of quality 
of the software being developed.

Production and analysis of initial information 
for determining metrics: Analysis of the standards 
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IEEE 981.1-1988 (IEEE, 1988, a) and IEEE 
981.2-1988 (IEEE, 1988, b) allows to conclude 
that in order to determine input parameters for 
calculation of different metrics various informa-
tion sources are required at the different stages of 
the software lifecycle. Among the main sources 
of information we can distinguish the following:

• General information on the software proj-
ect. This includes dates of the beginning 
and completion of each step of the soft-
ware lifecycle, description of processes 
of verification, number of releases (that is 
versions, outputs) of software and so forth. 
The reporting of general information on 

Figure 5. Interconnection and scopes of standards IEEE 982.1and ISO/IEC 9126-1
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the course of execution of the software de-
sign process is executed by the manager of 
the software project.

• The report on results of performing soft-
ware verification after completion of each 
step of the software lifecycle. The report 
should include information on the nature 
of defects discovered, reason for their in-
troduction and later discovery, time lost for 
preparation and conducting verification, 
and also information. The report is com-
piled directly by analysts-experts, as a rule 
manually.

• The report on software testing results. This 
includes information on time of discovery, 
level of seriousness and nature of software 
defects and information on reasons and 
time (date or stage of the software lifecy-
cle) of the introduction of the correspond-
ing defects, time of their correction, and 
also the test kits used, number of success-
ful runs of the program and so forth. The 
report is compiled directly by test engi-
neers manually or using automated record-
ing devices.

Figure 6. Classification scheme of reliability metrics and software quality
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• Technical description of the software re-
lease that is provided for testing or verifi-
cation. This should include information on 
the overall number of procedures and func-
tions (modules), number of modified, sup-
plemented and deleted modules in compar-
ison with the preceding release, and also 
the modular structure of the software for 
the possibility of converting the software 
to a state graph. The technical description 
is compiled directly by programming engi-
neers, manually as a rule.

• The source code and executable code, 
which allow one to determine objective 
characteristics of the software; number of 
lines in the source code, size of the pro-
gram, number of operators and operands 
used, and also the total number of their oc-
currence on the program and so forth. The 
software source code can be used along 
with corresponding utilities to produce a 
state graph of software as a whole and of 
individual modules. The software presen-
tation in the form of a graph is necessary 
for calculating individual metrics and for 
developing test benches and executing the 
testing itself.

• Technical documentation for the software, 
which includes requirements for the soft-
ware (specification), technical description 
and so forth. In calculating certain met-
rics the production of a comprehensive 
result requires that the experts propose 
evaluations or assignments of weighting 
factors (significance) for different soft-
ware characteristics, input parameters or 
intermediate results. These factors can be 
determined based on analysis of corre-
sponding sections of the software technical 
documentation.

Thus, the executed analysis allows one to in-
sert additional classification features for quality 
metrics and their parameters: source of informa-

tion for the determination of input parameters to 
calculate quality metrics (reports on fulfillment 
of verification and testing processes, technical 
description of the software release, source code 
and so forth); information compiler (project man-
ager, system analysts, programmer-managers and 
test engineers and so forth); degree of objectivity 
(reliability and completeness) of the presented 
information.

It should be emphasized that the process of 
determining numerical values of input parameters 
for calculation of reliability metrics manually is 
unfeasible because of complexity and consider-
able amount of initial data. Therefore, the task 
of developing (or selection) support tools for 
gathering the initial information and automatic 
determination of input parameters for the calcula-
tion to metrics is needed. For this reason software 
source code analyzers are used as objective sources 
of information for determining input parameters 
for calculation of software quality metrics.

Based on the examined standards and analysis 
of publications (IEEE, 1988, a), (ISO, 2000) and 
(Pressman, 1997) a database of reliability indica-
tors (metrics) and tools has been developed, which 
allows one to make a choice of indicators with 
consideration of the previously listed classifica-
tion features, and also the stage of the lifecycle 
at which the reliability evaluation is made, and to 
produce their quantitative value. The calculation 
of measures is carried out by using deterministic 
methods of evaluation described in a standard 
(IEEE, 1988, b), while for calculation of predictive 
measures various probability reliability models 
can be used.

Evaluation of Software Development 
and Verification Processes

An evaluation of software development processes 
is accomplished by examination and analysis of 
documentation in accordance with the require-
ments for methods, devices and documentation 
of development described above (see Figure 4). 
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In this case, one can use special metrics, and the 
evaluation overall can be carried out and presented 
by means of radial metric diagrams.

The ratio of the number of software modules 
(or subsystems), which have been developed us-
ing such methods, to the total number of modules 
(subsystems) can be used as metrics for evaluat-
ing the fulfillment of requirements for the use of 
formal methods.

The quality of software development, fulfill-
ment of requirements for the number of modules, 
complexity of relations among them can also be 
evaluated by using special metrics (for example, 
the Halstead metric, McCabe metric and others 
(Pressman,1997)).

It should be emphasized that evaluation of 
the fulfillment of requirements for software by 
nature is subordinate with respect to evalua-
tion of verification, because these requirements 
are overall requirements for development and 
verification, or are checked directly together with 
evaluation of software verification. This pertains, 
in particular, to evaluation of the development 
results themselves, execution of requirements for 
methods and tools.

Tasks and criteria of software verification 
evaluation: The quality of conducting verification 
of software is of great significance for reliability 
and safety of the I&C system. The tasks of software 
verification evaluation are: analysis of software 
requirements based on requirements for the system 
and general requirements, which are determined 
by normative documents; check of the conformity 
of task formulations for software development to 
these requirements; quality check of the verifica-
tion plan, test methods and their completeness in 
accordance with the tasks assigned to the software; 
the quality check of verification reports and their 
conformity to plans and methods.

One should note that these tasks, and also the 
tasks of evaluating the quality of their solution 
from the standpoint of fulfillment of requirements 
for safety, are not easy to formalize. Usually the 
verification analysis is accomplished by traditional 

methods of documentation analysis, and individual 
results can be checked by using specially devel-
oped tools. At the same time, considering the high 
criticality and importance of a maximally objective 
and complete evaluation of software verification, 
one must find approaches to the development of 
models that describe this process and allow one 
to improve its quality.

The process of software verification evalua-
tion of I&C systems that are important for nuclear 
power plant safety can be constructed by means 
of (Kharchenko, 2000): formation and structur-
ing of the full set of requirements for software, 
which must be checked in the verification process 
at different stages of the lifecycle; development 
of a system of criteria for evaluating software 
verification; compilation of a system of verifica-
tion evaluation criteria and set of requirements 
established for the software; formalization of the 
verification analysis processes and its evaluation 
for basic criteria; creation and use of tools for 
support of software safety analysis during verifi-
cation, licensing and expert analysis.

Criteria for verification is similar to the criteria 
of software evaluation represented above and in-
cludes the criteria of completeness, independence, 
successfulness, documentation and accessibility.

Software verification corresponds to the 
completeness criteria if during the verification 
the conformity of software to all requirements 
of specifications, standards and other normative 
documents was tested.

Software verification corresponds to the inde-
pendence criteria in accordance with the software 
safety class. Thus, for class 2 verification is con-
ducted by a group of specialists (organization), 
which are administratively and/or financially 
independent of the specialists (organization), 
which developed the software.

Software verification corresponds to the cri-
terion of successfulness, if the verification was 
finished completely prior to placing the system 
in use, that is by this time all defects found were 
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analyzed and eliminated (or a well-founded deci-
sion for their subsequent elimination was made).

Software verification corresponds to the 
criterion of documentation if a plan and report 
were issued which describe in detail the course 
and results of verification. In this case individual 
parts of a verification plan and report, which have 
individual significance (programs, test methods, 
protocols and so forth) can be issued in the form 
of individual documents.

Software verification corresponds to the ac-
cessibility criterion if all of the documentation on 
software verification was set forth in a form un-
derstandable to specialists who do not participate 
in conducting the development and verification.

Evaluation of documents related to software 
development: During the expert evaluation of 
documents on software development the require-
ment specification and design documentation are 
evaluated. In the expert analysis of the requirement 
specification the following are established and 
evaluated: the extent to which software require-
ments are correct and not contradictory; to what 
extent the functional requirements for software 
correspond to requirements for the I&C system; 
how fully are general requirements for software 
reflected in the feasibility study (requirements, 
which are established independently of specific 
functional purpose of the I&C system).

The evaluation of software requirements is 
conducted with consideration of: safety class of 
the I&C system, which includes software is a 
component; level of software approval; software 
purpose.

During expert examination of the design 
documentation one will analyze: description 
of the composition, structure and functions of 
component parts of the software; information 
on methods and means of testing and running 
experiments with software.

The evaluation of verification documents: The 
basic verification documents for evaluation are 
verification plan and verification report.

The software verification plan (SVP) evalua-
tion is conducted based on criteria of document-
ability, accessibility, completeness, independence.

1.  In the evaluation based on documentability 
criterion one establishes that the SVP was 
issued prior to the beginning of software 
verification and defines: choice of veri-
fication strategy; sequence of conducting 
verification; methods and devices used in 
the verification process; sequence of docu-
mentation of verification actions; sequence 
of verification results evaluation.

2.  In the evaluation based on accessibility 
criterion one establishes that the SVP is set 
forth in a form understandable for special-
ists who did not participate in the software 
development process.

3.  Based on the completeness criterion one 
carries out the evaluation of the following 
items stipulated in the SVP:
a.  Sequence of conducting verification. In 

evaluating the sequence of conducting 
verification one must establish that the 
verification stipulates after each step of 
the software development: generation 
of requirements for software; design; 
coding.

b.  Completeness of tests. In evaluating 
the completeness of tests it should be 
established that the sets of tests that are 
selected for verification will assure the 
possibility of checking all stipulated 
functions and interfaces of the I&C 
system, and also the check of fulfill-
ment of requirements for software.

c.  Software verification and development 
tools. In evaluating the tools of software 
verification and development it should 
be established that the SVP stipulates 
the use of automated design and test-
ing tools and indicates the selection 
criteria for them. One should evaluate 
the conformity of the proposed criteria 
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to the requirements of norms, rules, 
standards and recommendations; in 
particular, when using automated 
tools to generate code one must check 
that the given tools have gone through 
verification with the same requirements 
as the software itself.

d.  Particular features of the verification 
of different kinds of software.

4.  For an evaluation based on the independence 
criterion it should be established that in the 
SVP: for software of I&C system of safety 
class 2 it is stipulated that verification will 
be carried out by a group of specialists (or-
ganization), who are administratively and/
or financially independent of the specialists 
(organization) that developed the software; 
for software of I&C system of safety class 
3 it is stipulated that the verification will 
be conducted by specialists who have not 
participated directly in development of the 
software (administrative and financial in-
dependence is not required), or by software 
developers on the condition that the review 
and evaluation of the verification results will 
be done by independent specialists.

Comments and recommendations made dur-
ing the expert examination must be considered 
in the final version of the SVP, which is used in 
performing the software verification.

Evaluation of the software verification report 
(SVR) is conducted based on criteria of document-
ability, accessibility, completeness, independence 
and successfulness.

1.  In the evaluation based on the criterion of 
accountability one should establish the ful-
fillment of requirements for the SVR struc-
ture, which should contain: lists of input and 
output signals during software tests; results 
of tests and their evaluations; deficiencies 
discovered during tests; conclusions based 

on results of analysis of the discovered defi-
ciencies and measures to eliminate them, and 
also to evaluate the degree of detail of the 
documentation of all stages of the software 
verification process.

2.  In the evaluation based on the criterion of ac-
cessibility one should establish that the SVR 
is set forth in a form that can be understand-
able for specialists who did not participate 
in the software verification process.

3.  According to the completeness criterion 
one will evaluate the conformity sequence, 
strategy and order of conducting verifica-
tion, methods, tests and software verification 
tools used that are stipulated in the SVP and 
actually used (reflected in the SVR).

4.  In the evaluation based on the independence 
criterion one should compare the indepen-
dence of the specialist (organization) that 
conducted the verification as stipulated in 
the SVP and the actual dependence from the 
specialist (organization) that developed the 
software.

5.  Based on the successfulness criterion one 
will check correctness of the evaluation 
of results of each test and establish that all 
deficiencies discovered in the course of the 
software verification are recorded, analyzed, 
eliminated and results of subsequent evalu-
ations are presented.

Tools to Support Evaluation

There are the following classification features for 
tools: functional purpose of the tool; degree of 
process automation; number and nomenclature 
of lifecycle stages and processes, supported by 
the tool; project components (its components 
or stages of development, verification or expert 
examination), supported by the tool; degree of 
intelligence; possibility of integrating a given tool 
with other tools.
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These features allow classifying of tools as 
follow.

1.  By functional purpose one can distinguish 
tools for informational, analytical, and or-
ganizational support.

2.  By degree of process automation tools 
can be subdivided into manual (partially 
formalized), automated, and automatic. In 
determining the type of tool based on this 
feature one must consider the degree of 
automation of preparation, input, analysis, 
documentation and display of information.

3.  By the number of supported stages tools 
are divided into local, compositional, and 
end-to-end. This feature determines the 
boundaries and scope of the operation of 
a tool.

4.  By kind of project components one can 
distinguish tools that support evaluation 
of: products (requirements, specifications, 
design components, codes, methods, reports 
and so forth); processes (specification, 
design, coding, testing, verification and so 
forth).

5.  By level of intelligence one can distinguish: 
non-intelligent tools, or traditional kind 
of tools (without using knowledge-based 
methods); intelligent tools; and combined 
tools.

6.  According to possibility of integration tools 
are divided into integratable, which allow 
one to use a given tool together with other 
ones, and non-integratable.

By grouping the different (by purpose, level 
of intelligence and so forth) tools it is possible 
for carrying out various scenarios of the expert 
examination, which require use of analytical, 
information and organizational type tools, intel-
ligent or combined tools and so forth.

Informational tools are intended for the gen-
eration, preliminary processing and analysis of 
information required for carrying out independent 

verification and expert examination of software 
and, as a rule, are automated, local or composite 
tools of non-intelligent or combined type, which 
support, above all, verification and expert exami-
nation of products.

Tools of this kind provide:

1.  Generation of a profile-like base of national 
and international normative documents, 
which determine the software requirements 
and order of evaluating their execution 
during verification and software expert 
examination.

2.  The generation of general and particular 
normative profiles of software based on an 
analysis of profile-like documents:
a.  Software requirements (structure and 

properties; inspection and diagnostics; 
reliability and tolerance; development; 
verification).

b.  Methods of evaluating the fulfillment 
of requirements.

c.  Evaluation of the quality of the process 
and expert examination results.

3.  The formalized analysis of the general and 
functional requirements for the software that 
has been examined by experts based on the 
submitted documents.

4.  Formalized preparation of data on the expert 
analyzed software and processes of its devel-
opment and verification based on templates 
(questionnaires).

5.  Databases on software expert examination 
that have been carried out and are being 
carried out, which include full systematized 
information on tasks, expert analysis object, 
course and results of the expert examination.

6.  A transition from verbal to formal descrip-
tion of software requirements (partially 
formalized verbal matrices, semantic trees, 
product rules, Z-notations).

7.  Databases of quality metrics and software 
reliability.

8.  Database of software reliability models.
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Results of execution of the informational tools 
are databases of profile-like documents, metrics, 
models, expert examinations; normative profiles; 
standardized plans of the verification and its 
evaluation; completed templates (questionnaires).

The questionnaires and templates are used to 
run individual procedures of the expert examina-
tion and verification in accordance with chosen 
methods.

Analytical tools are intended for carrying out 
direct analysis of software and to evaluate confor-
mity of the verified (expert analyzed) software to 
established requirements, reliability of verification 
and expert examination and are automatic local 
tools that are both intelligent (combined) and non-
intelligent, which support primarily verification 
and expert examination of products.

Analytical tools support:

1.  Verification of normative profiles (com-
pleteness, correctness and consistency of 
the general requirements) of the software 
designs being developed and analyzed by 
experts.

2.  Statistical analysis of software.
3.  Dynamic testing of software.
4.  Selection and rating of metrics and reliability 

measures (quality) of software.
5.  Selection and verification of software reli-

ability models.
6.  Analysis of the fulfillment of general and 

functional requirements for expert analyzed 
software.

7.  Analysis of the reliability and safety of 
software based on standardized methods.

8.  Evaluation of the completeness, reliability 
and other characteristics of independent 
verification and expert examination.

Results of running the analytical tools are 
technical reports on verification of normative 
profiles; static and dynamic testing of software; 

selection and rating of metrics, measures and 
models of software reliability; analysis of the 
fulfillment of requirements for expert analyzed 
software; evaluation of characteristics of reliabil-
ity, completeness and resources for carrying out 
independent verification and expert examination.

Organizational support tools are intended for 
planning, organizing and controlling the process of 
independent verification and expert examination 
and are automated or manual, local or composite 
tools of the non-intelligent type, which support 
verification and expert examination of processes 
and products.

Tools of this kind use as initial information 
normative documents; design documentation; 
data and results of running information and ana-
lytical tools.

Organizational support tools provide:

1.  Planning of the expert examination (tasks, 
schedules, resources, personnel).

2.  Timely analysis of the course and results of 
the expert examination.

3.  Management of expert analysis process.
4.  Documenting the results of the expert ex-

amination (partial and summary reports).
5.  Analysis and evaluation of the quality of the 

process for conducting independent verifica-
tion and expert examination of software.

Results of running the organizational support 
tools are general planning documents; diagrams 
of work execution while conducting independent 
verification and expert examination of software; 
technical reports on the course, results of indepen-
dent verification and expert analysis, evaluation of 
the process of carrying them out; summary reports.

It should be emphasized that at the present 
time tools of the analytical type have been the 
most popular for evaluation of software, which 
support the solution of statistical analysis and 
software dynamic testing tasks.
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Solutions and Recommendations

Specific features of software development and 
usage require proper regulation requirements 
towards the program components.

At the same time requirement to software 
should be agreed with requirements to I&C sys-
tem. Categories of functions performed by I&C 
system have influence with software requirements, 
including requirements for composition of the 
functions, quality, reliability, stability, interaction 
with other components, procedures and processes.

Therefore developing of requirements for soft-
ware components shall be done taking into account 
features of target I&C system, international and 
national regulatory requirement. For the solution 
of this issue systematic approach and methods, 
supported with appropriate tools, are required.

Modern model-based methods and techniques 
should be applied to assess NPP I&C software, in 
particular, model-checking (Lahtinen et al., 2010) 
and invariant-oriented evaluation (Kharchenko 
(Ed), 2012), software safety analysis techniques 
(Hui-Wen Huang et al., 2011) etc.

FUTURE RESEARCH DIRECTIONS

To match the latest trends and industry requests 
software components of I&C systems become 
more complex. Development of software engi-
neering technologies also opens up new aspects 
and generates new issues for designing and imple-
mentation of software. Therefore possible implica-
tions of new programming technologies must be 
analyzed to ensure timely and adequate adaptation 
and clarification of regulatory frameworks.

Also attention should be paid to the fact that 
in large projects of I&C systems several organi-
zations with different background and possibly 
from different countries can participate. Thus 
harmonization of requirements and ensure their 

adequate interpretation may be beyond the com-
mon regulatory aspect. In this scope, issues of 
personnel training, establishment of effective 
communications between the development teams 
and the utilities and other become important.

All these issues require systematic study and 
comprehensive scientific researches.

CONCLUSION

1.  Software is a specific object for safety regu-
lation. It is a component of I&C system to 
which requirements are applicable, and also 
it is a means of ensuring the satisfaction of 
regulatory requirements. At the same time 
software is the most likely sources of com-
mon cause failures. Therefore the need to 
minimize risks of common cause failures 
is reflected in the requirements to processes 
of software development and verification, as 
well as application of diversity.

2.  Standardization, evaluation and assurance of 
software safety should be based on process-
and-product-approach. I.e. harmonized 
requirements for the program as a product 
and the processes related to the creation, 
evaluation and use of programs at various 
stages of the lifecycle should be used.

3.  Degree of completeness, adequacy and cor-
rectness of requirements to software is the 
determining factor in assessing their compli-
ance, and thus ensure the quality, reliability 
and safety of both software and I&C system 
of NPP.

4.  Methods that are used for software evaluation 
should be standardized and cover all aspects 
of software development and application. If 
it is necessary, correct application of such 
methods can be evaluated by experts. From 
this point of view special significance is 
acquired by criterion of documentation.
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KEY TERMS AND DEFINITIONS

Common-Cause Failure (CCF): Failure of 
two or more structures, systems or components 
due to a single specific event or cause.

Common-Mode Failure (CMF): Failure of 
two or more structures, systems and components 
in the same manner or mode due to a single event 
or cause.

Diversity: Presence of two or more redundant 
systems or components to perform an identified 
function, where the different systems or compo-
nents have different attributes so as to reduce the 
possibility of common cause failure, including 
common mode failure.

Fault Tolerance: Is the ability of software to 
retain a certain functioning level during the onset 
of software malfunctions.

Fault Tree Analysis (FTA): Deductive tech-
nique that starts by hypothesizing and defining 
failure events and systematically deduces the 
events or combinations of events that caused the 
failure events to occur.

Failure Mode, Effects and Criticality Analy-
sis (FMECA): Is a reliability evaluation/design 
technique which examines the potential failure 
modes within a system and its equipment, in order 
to determine the effects on equipment and system 
performance.

Off-the-Shelf (OTS) Software Component: 
Pre-developed software components, usually de-
veloped by other organization and designed for 
specific solutions.
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Chapter  6

Diversity and Multi-
Version Systems

ABSTRACT

To protect safety-critical systems from common-cause failures that can lead to potentially dangerous 
outcomes, special methods are applied, including multi-version technologies operating at different lev-
els of diversity. A model representing different diversity types during the development of safety-critical 
systems is suggested. The model addresses diversity types that are the most expedient in providing 
required safety. The diversity of complex electronic components (FPGA, etc.), printed circuit boards, 
manufacturers, specification languages, design, and program languages, etc. are considered. The chal-
lenges addressed are related to factors of scale and dependencies among diversity types, since not all 
combinations of used diversity are feasible. Taking these dependencies into consideration, the model 
simplifies the choice of diversity options. This chapter presents a cost effective approach to selection of 
the most diverse NPP Reactor Trip System (RTS) under uncertainty. The selection of a pair of primary 
and secondary RTS is named a diversity strategy. All possible strategies are evaluated on an ordinal 
scale with linguistic values provided by experts. These values express the expert’s degree of confidence 
that evaluated variants of secondary RTS are different from primary. All diversity strategies are evalu-
ated on a set of linguistic diversity criteria, which are included into a corresponding diversity attribute. 
The generic fuzzy diversity score is an aggregation of the linguistic values provided by the experts to 
obtain a collective assessment of the secondary RTS’s similarity (difference) with a primary one. This 
rational diversity strategy is found during the exploitation stage, taking into consideration the fuzzy 
diversity score and cost.
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INTRODUCTION

To guarantee required level of dependability, safety 
and security of computer-based systems for criti-
cal (safety-critical, mission-critical and business-
critical) applications a diversity approach is used. 
This approach implies development, choice and 
implementation of a few diverse design options of 
redundant channels for created system. Probability 
of CCF of safety-critical systems may be essen-
tially decreased due to selection and deployment 
of different diversity types on the assumption of 
maximal independence of redundant channels 
realizing software-hardware versions.

Risk of CCF is the main factor of reducing 
redundant I&C systems dependability. Diversity 
and defense-in-depth is the required principle of 
development for NPP I&C systems important for 
safety, first of all, reactor trip systems (Jonson, 
2010).

Diversity is the general approach used for 
decreasing CCF risks of I&C systems, because 
differences in hardware and software components, 
development and verification technologies, imple-
mented functions, etc. can mitigate the potential 
for common faults (Jonson, 2010, NUREG/CR-
6303, 1994).

One of the key theoretical and practical prob-
lems is diversity estimation and optimization of 
used version redundancy capacity. Diversity re-
lated decisions should be made at the first design 
stages, because ones affect safety and cost of NPP 
I&C system. There are risks of the inaccurate or 
untrustworthy assessment of diversity and I&C 
system safety as a whole.

If diversity indicator is overstated, it causes 
increasing risks of CCF. If result of assessment is 
understated, it increases costs unreasonably at the 
production, implementation and operation stages.

This circumstance calls for that a lot of in-
ternational and national standards and guides 
contain the requirements to use diversity in safety-
critical systems, first of all, in NPP I&Cs (RTS), 
aerospace on-board equipment (automatic/robot 

pilot, flight control systems), railway automat-
ics (signalling and blocking systems), service 
oriented architecture (SOA)-based web-systems 
(e-science) etc. (Pullum, 2001; Wood et al., 2009; 
Gorbenko et al., 2009; Kharchenko et al., 2010; 
Sommerville, 2011).

BACKGROUND

In a modern world, there are many various regu-
lations, which, in general case, cover the most 
important areas widely used by the mankind. It 
is possible to distinguish those related (in some 
way) to safety important I&C systems, grouped 
into several sets to cover general issues of critical 
I&C systems at various lifecycle stages (including 
their development, operation and maintenance), 
security, as well as covering various technology-
related aspects.

Application of the modern information and 
electronic technologies and component-based 
approaches to development in critical areas, on 
the one hand, improve reliability, availability, 
maintainability and safety characteristics of digi-
tal I&Cs. On the other hand, these technologies 
cause additional risks or so-called safety deficits. 
Microprocessor (software)-based systems are 
typical example in that sense. Advantages of this 
technology are well-known, however a program 
realization may increase CCF probability of 
complex software-based I&Cs. Software faults 
and design faults as a whole are the most prob-
able reason of CCFs. These faults are replicated 
in redundant channels and cause a fatal failure of 
computer-based systems. It allows to conclude that 
“fault-tolerant” system with identical channels 
may be “non-tolerant” or “not enough tolerant” to 
design faults. For example, software design faults 
caused more than 80% failures of computer-based 
rocket-space systems, which were fatal in 1990 
years (Kharchenko et al., 2003) and caused 13% 
emergencies of space systems and 22% emergen-
cies of carrier rockets (Tarasyuk et al., 2011).
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The CCF risks may be essential for diversity-
oriented or so-called multi-version systems 
(MVSs) (Kharchenko, 1999) as well if choice of 
a version redundancy type and development of 
channel versions are fulfilled without thorough 
analysis of their independence and assessment of 
real diversity degree assessed by special metrics, 
for example, β-factor (Bukowsky & Goble, 1994).

COMMON EVENT AND 
COMMON CAUSE FAILURES

CCF is an event, when ef (two or more) channels 
(versions) of redundant e-channel (e-version) 
system fail simultaneously, and there is a common 
reason caused this event. Thus, CCF is a multiple 
failure (MF). It is an alternative of a single failure 
(SF). On the other hand, multiple failures occur 
as a result of not only one (common) cause. Mul-
tiple failures may be caused by an influence of a 
few different reasons if these reasons concur or 
spread of influence time value is less than a speed 
of on-line testing and reconfiguration means. In 
this case MF may be called a common time failure 
(CTF). Hence, CCF and CTF are multiple failures 
or common event failures (CEF).

Attributes of the classification form simple 
hierarchy. CCFs and CTFs may be additionally 
divided in two groups in accordance with a num-
ber of failures (partial and full CCFs, i.e. PCCFs 
and FCCFs, and partial and full CTFs, i.e. PCTFs 
and FCTFs) and distinguishability of channel 
output data on failures, i.e. distinguishable (DC-
CFs, DCTFs) and undistinguishable (UDCCFs, 
UDCTFs) failures.

Authors of works related to NPP safety prob-
lems, first of all, attend to CCFs analysis. However, 
CTFs are the important objective of a research, as 
there are examples of serial failures caused by at-
tacks on vulnerabilities of redundant channels and 
other reasons. Besides, a very important problem, 
in our opinion, is the analysis of distinguishability 

of effect failures, because it allows determining 
the moment of partial or full CCFs (or CTFs) by 
simple means of channel output data comparison.

ANALYSIS OF DIVERSITY 
RELATED STANDARDS

There are the following standards and guides 
contained requirements to diversity:

• IEC 61513: 2001. NPPs - I&Cs impor-
tant to safety – general requirements for 
systems.

• IEC 60880: 2006. NPPs - I&Cs important 
to safety - SW aspects for computer-based 
systems performing category A functions.

• IAEA NS-G-1.3: 2002. I&Cs important to 
safety in NPPs.

• IEEE std.7-4.3.2: 1993. IEEE standard 
criteria for digital computers in safety sys-
tems of NPPs.

• NUREG/CR-6303: 1993. Method for 
Performing Diversity and Defense-in-
Depth Analyses of Reactor Protection 
Systems.

• DI&C-ISG-02, Diversity and Defense-in-
Depth Issues, Interim Staff Guidance, BTP 
7-19, Guidance for Evaluation of D&DiD 
In Digital I&C Systems (USA).

• NP 306.5.02/3.035: 2000. Requirement on 
nuclear and radiation safety to I&Cs im-
portant to safety in NPPs (Ukraine), etc.

These standards contain general requirements 
concerning: systems which must/should be devel-
oped using the diversity approach (RTSs); types 
of diversity used to develop NPP I&Cs and to 
decrease CCF probability; features of the diver-
sity implementation, determination of types and 
volume of the diversity; assessment (justification) 
of real level of the diversity in developed systems; 
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drawbacks and benefits connected with the use 
of the diversity.

The standards are not enough detailed to make 
all necessary decisions concerning the diversity. 
It’s important to develop additional detailed tech-
niques of assessing diversity and choosing optimal 
kinds and volume of the diversity according to 
criterion “safety-reliability-cost.”

NEW CHALLENGES OF 
DIVERSITY IMPLEMENTATION 
IN NPP I & C SYSTEM

Technology and Risks

Modern software/microprocessor (MP)-based 
and hardware/mixed FPGA-based technologies 
ensure new possibilities for implementation of the 
diversity approach (DA), because their application 
allows to use two additional kinds of the diversity:

• FPGA vs MP (main system is developed 
using FPGAs, diverse system is developed 
using MPs).

• FPGA1 vs FPGA2 (different manufactur-
ers Altera, Xilinx, Actel (Microsemi), etc., 
subtechnologies SRAM, Flash, Antifuse, 
development techniques are used to devel-
op main and diverse systems) (Kharchenko 
et al., 2011; Kharchenko et al., 2008).

The technologies of FPGA projects develop-
ment, in particular graphical scheme and library 
blocks in CAD environment, special hardware 
describing languages (VHDL, Verilog, Java 
HDL, etc), microprocessor emulators, which 
are implemented as IP-cores allow increasing a 
number of possible options of different project 
versions and multi-version I&Cs. But they can 
create additional risks and deficits of safety or 
transform pre-existed ones caused by features of 

FPGA technology. Hence, they stipulate necessity 
to analyze and decrease such risks, to use positive 
features of new technologies.

Uniqueness of Multi-
Version Systems

There are a lot of DA implementations in critical 
domains (Kharchenko et al., 2011) but:

• MVS component failures occur rarely; it 
does not allow to use statistical methods to 
evaluate reliability indicators.

• Comparative analysis of failures for differ-
ent applications is not enough.

It concerns both MP-based and FPGA-based 
MVSs, but MP-based NPP I&C systems are op-
erated more than forty years, when FPGA-based 
are operated during last ten-twelve years and are 
more unique.

Key questions are:

• How we should collect, compare experi-
ence of different domains and take into 
consideration features of DA applications?

• Is long time of non-failure operation reli-
able proof?

Standards Related to D3 Principle

A lot of standards and technical reports contain 
requirements to diversity and recommendations 
regarding to assessment of MVSs: IEC and IAEA 
standards (IEC 61513: 2001, IEC 60880: 2006, 
IAEA NS-G-1.3: 2002, etc), IEEE standards and 
NUREG guides (IEEE std.7-4.3.2:1993, NUREG/
CR-6303:1994, NUREG/CR-7007:2009, etc.), 
EPRI reports (EPRI 1019183:2009, EPRI 
1019181:2009, EPRI 1019182:2009), some na-
tional guides, for example (NP 306.5.02/3.035: 
2000).
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The requirements of these documents concern:

• NPP I&C systems which must/should be 
developed and produced using diversity 
approach.

• Diversity types to decrease a common 
cause failure probability of NPP I&Cs.

• Features, benefits and limitations of DA 
implementation.

• Postulation of necessity regarding: deter-
mination of the required diversity volume; 
assessment (justification) of the real diver-
sity level; risks associated with the use of 
the diversity.

Existed standards are not enough detailed to 
make the assessment procedure. The most repre-
sentative document is NUREG 7007. The main 
questions are the following:

• What should be specification and severity 
of regulation for DA implementation?

• How regulated should be requirements and 
procedures of assessment and development 
of FPGA-based NPP I&Cs?

Safety Assessment

There is a problem of CCF risks assessment and 
MVS safety assessment as a whole. Inaccurate 
assessment either increases risk of a fatal failure 
(understated assessment) or increases risk of 
unreasonable costs.

The main question is the following: what 
indicators (metrics), techniques and tools we 
should use:

• To assess the actual diversity level and 
MVS safety.

• To assess cost and limitations of develop-
ing and implementing such structures.

• To compare different structures of MVS 
according to a criterion “safety-cost” and 
make optimal decision?

CCF Risk Decreasing 
and MVS Safety

There is a problem of decreasing number of 
common version faults (CVF). The CVF number 
(and probability of CCF) may be decreased using 
several types of the diversity (multi-diversity or 
“diversity of diversity”).

There are problems of a compatibility and 
dependence of diversity types. Main questions 
are the following:

• What type (types) of diversity should be 
used?

• How much versions developers should use 
to ensure required level of the MVS safety?

• How to take into account dependencies of 
diversity types and to search regularized 
set of decisions (sets of diversity types)?

Challenges: Some Conclusions

There are two main theoretical and practical 
problems of the diversity approach application 
in NPP I&C systems. Firstly, a problem of the 
actual diversity level assessment for developed 
MVSs, reliability safety and taking into account:

• Product/process technologies (types, rate 
of physical, design and interaction faults).

• System architectures (type and capacity of 
the applied diversity and redundancy).

Second problem is a choice of product-process 
diversity types, MVS architecting and configura-
tion of diverse components, etc.

WORK RELATED ANALYSIS

Known works, related to the current problem and 
taking into account features of NPP I&C systems, 
are divided into three groups: (1) classification and 
analysis of version redundancy types and diversity-
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oriented decisions; (2) methods and techniques of 
the diversity level assessment and evaluation of 
multi-version systems safety in context of CCFs; 
(3) multi-version technologies of safety critical 
systems development.

1.  A set of diversity classification schemes 
(general, software and FPGA-based) was 
analyzed in (Kharchenko et al., 2009). First 
one is based on NUREG technical reports 
and guides, samples two-level hierarchy 
and includes seven main groups of version 
redundancy (Wood et al., 2009): a signal 
diversity (different sensed reactor or process 
parameters, different physical effects, differ-
ent set of sensors); a equipment manufacture 
diversity (different manufacturers, different 
versions of design, different CEC ver-
sions, etc); a functional diversity (different 
underlying mechanisms, logics, actuation 
means, etc); a logic processing equipment or 
architecture diversity (different processing 
architectures, different component integra-
tion architectures, different communication 
architectures, etc); a logic or software diver-
sity (different algorithms, operating system, 
computer languages, etc); a design diversity 
(different technologies, approaches, etc); a 
human or life cycle diversity (different de-
sign organizations/companies, management 
teams, designers, programmers, testers and 
other personnel). Software diversity types are 
classified in according to following attributes 
(Pullum, 2001; Volkoviy et al., 2008): life 
cycle models and processes of development 
(for example, V-model for main version and 
waterfall model with a minimum set of pro-
cesses for duplicate version); resources and 
means (different human resources, languages 
and notations, tools); project decisions (dif-
ferent architectures and platforms, protocols, 
data formats, etc). Next one FPGA-based 
classification includes the following types 
of the diversity (Kharchenko & Sklyar, 

2008; Siora et al., 2009): the diversity of 
electronic elements (different electronic 
elements manufactures, technologies of 
production, electronic elements families, 
etc); the diversity of CASE-tools (differ-
ent developers, kinds and configurations 
of CASE-tools); the diversity of projects 
development languages (different graphical 
scheme languages, hardware description 
languages and IP-cores); the diversity of 
specifications (specification languages) and 
others.

2.  There are following methods of the diversity 
level assessment and evaluation of the MVS 
dependability and safety (Kharchenko et al., 
2009). Theoretical-set and metric-oriented 
methods are based on: an Eiler’s diagram 
for sets of version design, physical and in-
teraction faults (including vulnerabilities for 
assessment intrusion-tolerance); a matrix of 
diversity metrics for sets of different faults 
(individual, group and absolute faults of 
versions); calculation of diversity metrics by 
use of Eiler’s diagrams or other data about 
results of testing and faults of different ver-
sions. Probabilistic methods use reliability 
block-diagrams (RBDs), their modifications 
(survivability and safety block-diagrams), 
Markovian chains, Bayesian method, etc. 
Statistical methods include the following 
procedures: receiving and normalization of 
version fault trends using testing data; choice 
of software reliability growth model (SRGM) 
taking into account features of version devel-
opment and verification processes and fitting 
SRGM parameters; metrics diversity assess-
ment; calculation of reliability and safety 
indicators. Fault injection-based assessment 
consists of: receiving project-oriented fault 
profiles; performing of faults injection 
procedure; proceeding of data and metrics 
diversity calculation; calculation of reli-
ability and safety indicators. Expert-oriented 
methods use two groups of metrics: diversity 
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metrics for direct assessment of versions and 
MVS reliability and safety (direct diversity 
metrics); indirect diversity metrics (product 
complexity metrics and process metrics); 
values of these metrics may be used to as-
sess direct diversity metrics. Expert methods 
are added to other techniques founded on 
interval mathematics-based assessment of 
diversity metrics and MVS indicators, soft 
computing-based assessment (fussy logic, 
genetic algorithms), risk-oriented approach 
and so on.

3.  Multi-version technologies (MVTs) of 
diversity types selection and application, 
development of MVSs as a whole are 
based on (Siora et al., 2009; Wood et al., 
2009) use of diversity types and strategies 
table, a model of multi-version life cycle 
(MVLC), a special graph of diversity types 
and their modifications, and procedures of 
diversity type and volume choice according 
to different criteria. The set of developed 
diversity strategies (Wood et al., 2009) 
consists of three families of strategies: dif-
ferent technologies—Strategy A (digital 
vs analog), different approaches within 
the same technology—Strategy B (MP vs 

FPGA) and different architectures within 
the same technology—Strategy C (IP-based 
vs VHDL). Each of the strategy families is 
characterized by combinations of diversity 
criteria that may provide adequate mitigation 
of potential CCF vulnerabilities according 
to metrics determined in an expert way.

There are a lot of examples of multi-version 
systems and multi-version technologies applica-
tion in different safety critical areas. Generalized 
results of MVS application analysis are presented 
by the matrix “types of diversity – areas of multi-
version I&Cs application” in Table 1 (Wood et 
al., 2009; Kharchenko et al., 2010).

Types of diversity (diversity redundancy) are 
classified according to NUREG 6303 and paint-
ed by different colors. Last row of the matrix 
corresponds to other types of diversity. MVSs are 
used in space systems (Shuttle, ISS), aviation 
equipment (MC JVC, FAA FCS, Airbus and Boe-
ing on-board systems), railway automatics (signal-
ing, centralization and blocking systems SCB), 
chemical industry (CCPS), defense systems, 
power plants (electricity grid), NPPs (RTS and 
ESFAS), e-commerce and e-science (web-systems 
with diverse target web-services).

Table 1. Matrix “types of diversity – areas of multi-version I&Cs application” 
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A LAW “NEGATION OF NEGATION”: 
STAGES OF DIVERSITY 
APPROACH IMPLEMENTATION 
EVOLUTION IN NPP I&CS

Interesting are the results of transformation of 
multi-version I&Cs for the last decades in context 
of hardware-software-FPGA technologies devel-
opment. There are a few diversity implementation 
evolution stages in safety-critical NPP I&Cs, in 
particular, reactor trip systems. Analysis of these 
stages allows formulating (or demonstrating truth) 
a law “negation of negation” (Kharchenko et al., 
2009) (Figure 1):

• Stage 1 (1970-1980s): Use of hardware 
(hard logic, HL)-based one-version sys-
tems and transition from hardware (HW)-
based systems with identical subsystems to 
systems with hardware (HL)-based prima-

ry subsystem and software (MP)-based 
secondary subsystem; it was the first 
“negation;”

• Stage 2 (1990s): Use of primary and sec-
ondary subsystems with software (SW) 
diversity (I&C platforms produced by 
Siemens, WH and other companies); ex-
ample of multi-version systems with 
software diversity is two-version system 
consisting of subsystems developed using 
microprocessors Intel and Motorola (lan-
guages C and Ada); it completed the first 
cycle of “negation of negation;”

• Stage 3 (2000s, first half): Transition to 
FPGA-based primary and software-based 
secondary subsystems with equipment, 
design and software diversity (first gen-
eration of the I&C platforms produced by 
RPC Radiy); it was next “negation;”

• Stage 4 (2000s, second half): Application 
of FPGA-oriented soft processors for a pri-
mary subsystem and FPGA project devel-
oped using HDL-oriented language (hard 
logic) for creation of a secondary subsys-
tem (next generation of the I&C platform 
produced by RPC Radiy); it completed the 
second cycle of “negation of negation;”

• Stage 5 (beginning of 2010s): Application 
of different FPGAs (hard logic) produced 
by different manufacturers (and other types 
of diversity) for primary and secondary 
subsystems correspondingly; it is next 
“negation.”

What will be the next step? Probably, advance-
ment of electronic technologies, in particular, 
nanotechnologies, naturally dependable, safe and 
secure chips will create new perspectives and 
possibilities for development of diversity-oriented 
decisions. Actel, Altera and other companies in-
form about creating first chips called nano FPGAs 
allowing to develop fault-tolerant projects using 
large-scale means.

Figure 1. Stages of diversity approach implementa-
tion evolution in safety-critical NPP I&Cs
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AN EVOLUTION OF FPGA 
TECHNOLOGY AND DIVERSITY 
APPLICATION IN NPP I&CS

Complex Electronic Components 
and FPGA Technology for 
NPP I&Cs Development

An analysis of development and introduction 
trends of computer technologies to NPP I&Cs 
has specified a number of important aspects af-
fecting their safety, peculiarities of development, 
update and licensing. Such trends include, among 
others (Yastrebenetsky, 2004): introduction of 
novel complex electronic components (CECs); 
expanded nomenclature of a software applied 
and increased effect of its quality to I&Cs safety; 
realization of novel principles and technologies 
in I&Cs development; advent of a large number 
of novel standards regulating the processes of 
I&Cs development and safety assessment. During 
recent decades the application of microprocessor 
techniques in NPP I&Cs design has substantially 
expanded. Microprocessors are used both in a sys-
tem computer core and in realization of intellectual 
peripherals – various sensors, drives and other 
devices with built-in programmable controllers.

Another contemporary trend is dynami-
cally growing application of programmable logic 
technologies, particularly, FPGA in NPP I&Cs, 
onboard aerospace systems and other critical 
areas. FPGA as a kind of CECs is a convenient 
mean not only in realization of auxiliary func-
tions of transformation and logical processing 
of information, but also in execution of basic 
monitoring and control functions inherent in 
NPP I&Cs. This approach in some cases is more 
reasonable than application of software-controlled 
microprocessors (Kharchenko&Sklyar, 2008). 
In assessment of FPGA-based I&Cs it should be 
taken into consideration that application of this 
technologies somewhat levels the difference be-
tween hardware and software, whereas obtained 
solutions are an example of a peculiar realization of 

so called heterosystems – systems with a “fuzzy” 
software-hardware architecture and mixed execu-
tion of functions. This circumstance and other 
features of FPGA technology increase a number 
of diversity types and enlarge a set of possible 
diversity-oriented decisions for NPP I&Cs.

FPGA Peculiarities in Context 
of Dependability and Safety

FPGA architecture topologically originates from 
channeled Gates Arrays (GA). In FPGA internal 
area a set of configurable logic units is disposed 
in a regular order with routing channels there 
between and I/O units at the periphery. Transis-
tor couples, logic gates NAND, NOR (Simple 
Logic Cell), multiplexer-based logic modules, 
logic modules based on programmable Look-
Up Tables (LUT) are used as configurable logic 
blocks. All those have segmented architecture of 
internal connections.

System-On-Chip architecture appeared due 
to two factors: a high level of integration permit-
ting to arrange a very complicated circuit on a 
single crystal, and an introduction of specialized 
hardcores into FPGA. Additional hardcores may 
be: additional Random Access Memory (RAM) 
units; JTAG interface for testing and configurating; 
Phase-Locked Loop (PLL) – a frequency control 
system to correct timing relations of clock pulses 
as well as for generation of additional frequencies; 
processor cores enabling creation of devices with 
a control processor and a peripheral.

An analysis of dependability assurance 
possibilities in FPGA-based systems permit to 
determine the following FPGA peculiarities 
(Kharchenko & Sklyar, 2008; Bobrek et al., 2009).

1.  Simplification of development and verifica-
tion processes: an apparatus parallelism in 
control algorithms execution and realization 
of different functions by different FPGA ele-
ments; an absence of cyclical structures in 
FPGA projects; an identity of FPGA project 
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presentation to initial data; advanced testbeds 
and tools; verified libraries and Intellectual 
Properties (IP) - cores in FPGA development 
tools.

2.  There are three technologies of FPGA-
projects development: development of 
a graphical scheme by means of library 
blocks in CAD environment; development 
of a software model by means of especial 
hardware describing languages (VHDL, 
Verilog, Java HDL, etc); development of a 
program code for operation in the environ-
ment of microprocessor emulators, which 
are implemented in FPGA as IP-cores. It 
does allow increasing a number of options of 
different project versions and multi-version 
I&Cs.

3.  Assurance of fault-tolerance, data validation 
and maintainability due to use of: redundancy 
for intra- and inter-crystal levels; diversity 
implementation; reconfiguration and re-
covery in the case of component failures; 
improved means of diagnostic.

4.  Security assurance: FPGA reprogramming is 
possible only with use of especial equipment. 
Stability and survivability assurance due to: 
tolerance to external impacts (electromag-
netic, climatic, radiation); possibilities of 
implementation of multi-step degradation 
with different types of adaptation.

FPGA Technology Application 
in Safety-Critical Systems 
and NPP I&Cs

Due to these peculiarities area of FPGA technol-
ogy application has essentially expanded. We 
can say about an affirmative answer to question 
“Expansion of FPGA-technology application in 
safety-critical systems for the last decades: evolu-
tion or revolution?” It is confirmed by (Bakhmach 
et al., 2009):

• A substantial increase of applying the 
technologies based on programmable logic 
(FPGA, CPLD, ASIC).

• The FPGA technology is improved and en-
sures new possibilities to develop more re-
liable and effective systems; application of 
the FPGA technology for development of 
military (B-1B, F-16, etc) and civil aircraft 
control systems (Boeing 737, 777, AN70, 
140), space control systems (satellites 
FedSat, WIRE; the Mars-vehicle Spirit), 
etc.

• The application of FPGAs in NPP I&Cs 
(Ukraine, Russia, Bulgaria: 1999-start, 
2002 – 1000, 2006 – 6000, 2008-2010 – 
more than 8000 chips every year).

Besides, the illustration of FPGA expansion is 
an evolution of the NPP I&Cs produced by RPC 
Radiy during 2000-2008 years (Kharchenko & 
Sklyar, 2008).

There are three stages of the evolution (Figure 
2): from implementation of separate FPGA-based 
functions in I&Cs (signals processing (SP), control 
algorithms (CA), actuation signals formation (AS) 
and diagnostics (D), stage 1, and implementation 
of FPGA-based CA, stage 2, to preferred imple-
mentation of FPGA-based SP-, CA-, AS-, D- and 
communication functions, stage 3.

An analysis of industrial application experience 
of FPGAs in NPP I&Cs is described in a techni-
cal report prepared by EPRI (Naser, 2009).

Key Challenges Connected 
with Diversity Application in 
FPGA-Based I&Cs NPP

Main conclusions concerning FPGA-based MVS 
development and implementation experience are 
the following: FPGA-based multi-version I&Cs 
are used in NPPs during 6-8 last years, i.e. these 
systems are a new object of analysis and still 
more unique one; the FPGA technology gives ad-
ditional possibilities to develop MVSs and ensure 
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high safety and reliability; processes of FPGA 
project development are similar to processes of 
SW-based project development. FPGA project 
product is similar to HW-based project product 
(hard logic); there are no any international stan-
dards determined requirements to use diversity 

for the I&Cs development and application taking 
into account FPGA features.

Results of a comparative analysis of chal-
lenges caused by development and application of 
software- and FPGA-based multi-version systems 
are presented in Table 2.

Figure 2. Application of FPGA technology in the NPP I&Cs produced by RPC Radiy

Table 2. Key challenges for software-based and FPGA-based MVSs 

Challenges Software-Based Multi-Version I&C FPGA-Based Multi-Version I&C

Detailed standards There are standards determining general 
requirements to use of diversity

There are no special standards

Experience of development and 
operation

 More 20 years 6-8 years

Trustworthiness of diversity 
assessment

Methods of expert-based, metrical assessment, 
probabilistic methods using SRGMs

Methods of expert-based, metrical, 
probabilistic (RBD), deterministic 
methods

Development of MVSs Choice of diversity types, generation of really 
diverse software versions

Number of diversity types 
increases

Verification of MVSs Verification activities volume are significantly 
increased

Verification is more simple due to 
simplifying of version verification
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MAIN CONCEPTS AND MODELS OF 
MULTI-VERSION COMPUTING

Taxonomy Scheme of Multi-
Version Computing

A set of concepts concerning the diversity may 
be united by a general term “multi-version 
computing” on the analogy with a “dependable 
computing” (Avižienis et al., 2004). Multi-version 
computing is a type of dependable computing or-
ganization based on use of the diversity approach. 
The taxonomy scheme of multi-version comput-
ing, developed taking into consideration concepts 
in this area, described in international standards, 
includes the following elements (Kharchenko et 
al., 2009) (Figure 3).

Version is an option of the different realization 
of an identical task (by use software, hardware or 
FPGA-based products and life cycle processes); 
an identical versions of structure redundancy-
based system are trivial. Version redundancy (VR) 
is a type of product and process redundancy al-
lowing to create different (non-trivial) versions; 

product VR is realized jointly with structure, time 
and other types of non-version redundancy.

Diversity or multiversity (MV) is a principle 
providing use of several non-trivial versions; this 
principle means performance of the same function 
(realization of products or processes) by two and 
more options and processing of data received in 
such ways for checking, choice or formations of 
final or intermediate results and decision-making 
on their further use.

Multi-version system (MVS) is a system, in 
which a few versions-products are used; one-
version systems may be redundant but consist 
of a few trivial versions. Multi-diversion system 
(МDVS) is MVS, in which two or more VR types 
are applied. Multi-version technology (MVT) is 
set of the interconnected rules and design actions, 
in which in accordance with МV strategy a few 
versions-processes leading to development of two 
or more intermediate or end-products are used; 
thus, for development of MVS МVТ should be 
used, for development of one-version systems 
multi-version and one-version technology can 
be used both.

Figure 3. Taxonomy scheme of multi-version computing
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Multi-version project (MVP) is a project, in 
which the multi-version technology is applied 
(version redundancy of processes is used) lead-
ing to creation of one- or multi-version system 
(realization of version redundancy of products). 
Strategy of diversity (MV) is a collection of general 
criteria and rules defining principles of formation 
and selection of version redundancy types and a 
volume or/and choice of MVTs. Besides, impor-
tant elements of the multi-version computing are 
concepts “multi-version life cycle,” “diversity 
metric.” More detailed interpretation of these 
concepts will be done below.

Diversity Type Classification 
Schemes

Different variants of diversity type classifica-
tions were described above. The analysis of the 
considered classifications allows approving that: 
they are presented by classifications of mixed 
facet-hierarchical or matrix (network) types; the 
NUREG-based classification presented in (Wood 
et al., 2009) is the most detailed and systematic, 
though the principle of attributes orthogonality 
is not sustained in full in it; for example, subsets 
of a design and software, a functional and signal 
version redundancy are crossed and dependent; a 
variety of a product (system, hardware and soft-
ware components) and of a process (technologies 
of development, testing and maintenance) version 
redundancy cause complexity of VR selection and 
MVS development.

More general diversity type classification 
scheme is so-called “cube” of diversity described 
by a matrix MVR =|| vrijk|| in three-dimensional 
space (Figure 4). The scheme has coordinates: a 
stage of LC (i); a level of project decisions (PD, 
j) and a type of VR (project decision). Example 
of two-space matrix presented a cut of “cube” for 
FPGA-based systems is shown on the Table 3.

Table 3 contains variants of a joint application 
of one or two diversity types (items 1.4.2-1.4.4, 

2.3.3-2.3.8, 3.3.3-3.3.8, 4.2.4-4.2.15; for example, 
last combinations correspond to 12 = 4 (kinds of 
EE diversity) х 3 (kinds of CASE-tool diversity)) 
couples.

Models Multi-Version Systems

One-version W(1) and multi-version W(n) systems 
are defined by 4 and 6 variables (Kharchenko et 
al., 2010):

W 1  = X, Y, Z. ,( ) { }Φ          (1)

W n  = X, Y, Z. , V, ,{ }( ) Φ Ψ         (2)

where X, Y, Z – sets of input signals, internal 
conditions (states) and output signals correspond-
ingly; Ф = {φi, i=1, ..., a} – a set of I&C functions 
(for examples, actuation functions or algorithms 
of reactor trip system); V = {vj, j=1, ..., n} – a 
set of versions with output signals Z1,…, Zn (or 
signals Zid, d = 1,…, ni; ni is a number of versions 
for a function φi; ∀φi ~ vj= { vij, j =1,...,ni}); Ψ = 
{ψs, s=1, ..., в} – mapping Zi →Z.

If the function φi is performed, local mapping 
is true: ψs:{zi(vi1),..., zi(vini )}→Z

i
S( ) .Taking into 

account Equations 1 and 2, multi-version system 
and one-version system are connected by a rela-
tionship:

Figure 4. “Cube” of diversity-oriented decisions
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W n  = W 1 , V, .{ }( ) ( ) Ψ         (3)

The system W(1) may be a structure-redundant 
and contain usual means Ψ for signals processing 
from identical channels (versions). In this case 
card V=1. For system W(n) is true that: ∀j=1,a
: ∃j: ni>1.

The mapping ψs is generally described by: a 
subset of versions Δvs⊂vj for receiving an output 
signal Zi; a vector 

�
t
s
 of a version vij an initializa-

tion time (
�
t
s
= {t(vi1),..., (v

ini
)}); a mean of 

transforming ηs values zi(vi1),..., zi(vini ) in an 

output signal Z
i
S . Hence,

∀ψs∈Ψ:ψs = { Δvs, 
�
t
s
, ηs} and Z

i
S( ) =ηs [zi(vij), �

t
s
], vij∈Δvs.

There are the following means of transforming 
ηs: (a) the conjunctive, when Z

i
S =Vzi(vij); (b) the 

time conjunctive, when Z
i
S =Vzi(vij)σij, where 

σij=1, if t=t(vij), and if not σij=0; (c) the majority, 
whenZ

i
S =М[zi(vij)], where М is a majority func-

tion k out of l (or k out of n); (d) the majority-

Table 3. Matrix of diversity-oriented FPGA-based decisions 

Stages of FPGA-
Based I&C Life 

Cycle

Kinds of Version Redundancy

1 Diversity of Electronic 
Elements (EE)

2 Diversity of 
CASE-Tools

3 Diversity of Project 
Development Languages

4 Diversity 
of Scheme 

Specification 
(SS)

1 Development of 
block-diagrams 
according to 
signal formation 
algorithms

1.2.1 Different develo-pers of 
CASE-tools 
1.2.2 Different CASE-tools 
kinds 
1.2.3 Different CASE-tools 
configurations

1.4.1 Different 
SSs 
1.4.2-1.4.4 
Combi-nation of 
couples of diverse 
CASE-tools and 
SSs

2 Development of 
program models of 
signal formation 
algorithms in 
CASE-tools 
environment

2.2.1 Different deve-lopers of 
CASE-tools 
2.2.2 Different CASE-tools 
kinds 
2.2.3 Different CASE- tools 
configurations

2.3.1 Joint use of 
graphical scheme 
language and HDL 
2.3.2 Different HDLs 
2.3.3-2.3.8 Combi-nation 
of diverse CASE-tools 
and HDLs

3 Integration of 
program models of 
signal formation 
algorithms in 
CASE-tools 
environment

3.2.1 Different deve-lopers of 
CASE-tools 
3.2.2 Different CASE-tools 
kinds 
3.2.3 Different CASE-tools 
configurations

3.3.1 Joint use of 
graphical schemes and 
HDL 
3.3.2 Different HDLs 
3.3.3 – 3.3.8 Combi-
nation of couples of 
diverse CASE-tools and 
HDLs

4 Implementation 
of integrated 
program model in 
FPGA

4.1 Different manufacturers 
of EEs 
4.2 Different technologies of 
EEs production 
4.3 Different families of EEs 
4.4 Different EEs of family

4.2.1 Different deve-lopers of 
CASE-tools 
4.2.2 Different CASE-tools 
kinds 
4.2.3 Different CASE-tools 
configurations 4.2.4-4.2.15 
Combina-tion of diverse CASE-
tools and EEs
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weighted, when weights of versions ω(vij) are 
additionally defined on majorization; (e) the 
functional, when Z

i
S =f[zi(vij)], where f - some 

function of transforming output signals of every 
version.

The model (6.2) describes system with n ver-

sions that,n n
i

i

=
=
∑
1

a

. This model does not take 

into account the possibility of applying several 
diversity types. A set of version redundancy kinds 
R={rd, d=1,..., m} may be decomposed on subsets 
for versions of products vprd(tj) and processes 
vprc(tj): R=( ∆

j
∪ Rprdj)∪  ( ∆

j
∪ Rprcj), where ΔRprdj 

and ΔRprcj – appropriate subsets.
Thus, different diversity types, r∈R, are ac-

cumulated in final versions of a multi-version 
system. It is described by a special mapping Θ: 
R → V. The mapping Θ may be presented by a 
Boolean matrix ||θdj||, d = 1,m; j = 1, n , where 
θdj =1, if diversity type rp is used in version vj, 
and if not θdj = 0. Then a multi-version system W 
(n,m) or a multi-diversion system is described by 
the formula:

W n,m  =  X, Y, Z, , V, , R,Q  = 

W n , R,  = W 1 , V,

{ }

{ } {

( )
( ) ( )

Φ Ψ

Θ ΨΨ Θ,R, .}
    (4)

It is important to describe a correspondence 
between a set of versions V and a set of redundant 
channels С={cq, q=1,...,l}. This correspondence 
may be defined by a mapping Q:V→ C. This 
mapping is presented by a Boolean matrix Q = 
||ωjg||, d = 1,m , g = 1, l , where ωgj = 1, if ver-
sion vi is realized by a channel cj, and if not ωgj = 
0. Then a model of multi-version (multi-diversion) 
system is the following:

W n,m, l X,Y,Z, , V, ,R, ,C,Q

W n,m ,C,Q .

= { } =( )
( ){ }

Φ Ψ Θ
 

           (5)

MVSs with temporal redundancy and р itera-
tions of algorithms are indicated as W(n,m,n,р) a 
dividing number of parallel (structural) versions 
nc, and sequential versions realized by using one 
channel. Set Х may be decomposed for different 
versions if:

x = x j j j j :

= .

, 1, n,

X X ,X X
j j 1 2 1 2

j1 j2 j1 j2

∪ ∀ ∈ ≠

φ∩ ∩

Such MVSs are called multi-version systems 
with a naturally divided input alphabet:

W =  , Y, Z, , V, , R, , , Q .{ }
NX j

X{ } Φ Ψ Θ C  (6)

If versions process data presented in different 
notations, such MVSs are called multi-version 
systems with an artificially divided input alphabet 
WAХ. A special function-transformer Пх (Пхj) 
should be specified in addition to alphabet Х:

W = X, j ,Y,Z, , V, ,R, , ,Q .{ }
NX

x∏{ } Φ Ψ ΘC  
           (7)

Besides, I&Cs performing safety-critical 
functions may be represented by a composition 
of two interconnected subsystems – a monitoring 
(checking) subsystem and a control subsystem 
(monitoring and control automata). Monitoring 
automaton ϑC analyses output signals X from a 
monitoring and control object (MCO) and forms 
its status code ZC.

Control automaton ϑU forms control signals Z 
in accordance with signals ZC. Several options of 
MVS architectures are possible for a FPGA-based 
I&Cs. Those options may be classified according 
to such attributes (see Figure 5):

• Degree of a diversity coverage (I&Cs with 
a full ϑF and partial ϑP diversity).
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• Diversity depth (I&Cs with a common ϑO 
and separate ϑS diversity); it should be 
noted that this feature is applicable only to 
the full system diversity.

Models of Multi-Version Life 
Cycle and Technology

A model of MVS life cycle (or multi-version 
LC model) is based on operations of the version 
generation G, the aggregation and selection U at 
various stages (Kharchenko et al., 2007). Example 
of the two-version life cycle model is shown on 
Figure 6 taking into account some FPGA-oriented 
design features (Vij are different versions obtained 
on different stage of development) (Prokhorova 
et al., 2008).

In general case I&C system LC is a sequence 
of N stages. At each i-th stage of a multi-version 
I&C system LC Mi of diversity types may be 
applied. From Mi, i = 1,...,N; diversity types only 
a single j-th type, j = 1,...,Mi, may be selected. 
Besides, at each i-th stage of LC a single-version 
development technology may be selected. Each 
j-th diversity type at each i-th LC stage is char-
acterized by two indices: diversity metrics (depth) 
dij and cost of a respective diversity type applica-
tion (a cost increase as compared to a single-
version option of each i-th LC stage).

Thus, a set of solutions on selection of diversity 
type is described by two matrices: diversity metrics 
values D = || dij || and cost values С = || сij ||. Hence, 
MVS LC may be presented as a bipolar N-level 
graph (Figure 7) called a graph of multi-version 

Figure 5. Architecture variants of two-version I&C systems
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technologies (Sklyar & Kharchenko, 2007). MVT 
corresponds to a non-zero way in this graph.

Algorithms of MVT (optimal way in the graph) 
selection according to a criteria “diversity (safety)-
reliability-cost” are described in (Kharchenko & 
Sklyar, 2008).

Development of Multi-
Version Systems: Diversity 
with Dependencies

Complexity of the diversity type choice is caused 
by two reasons. First, the number of diverse ver-
sion pairs is very large. It may be determined as 

a multiplication of cardinalities of sets for every 
attribute. Second, dependencies exist between dif-
ferent types of the diversity (e.g., between different 
manufacturers of chips and technologies of chips, 
between technologies and families of chips, etc.)

For example, application of Altera chips stipu-
lates use of SRAM-FPGA technology-producing 
languages, VHDL, JHDL, Case-tool Quartus 
II, and their corresponding development and 
verification technologies. Application of Actel 
chips stipulates use of Flash-FPGA technology 
and Case-tool Libero. Conversely, VHDL and 
JHDL are also used in application of Actel chips 
and Libero tool. There are other dependencies 

Figure 6. FPGA-system multi-version life cycle

Figure 7. Graph of MVTs
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between corresponding elements of FPGA- and 
microcontroller-based technologies in printed 
circuits board development technologies and 
manufacturers.

These dependencies, therefore, essentially 
complicate the task of the diversity type selection, 
and leads to the necessity of developing a model 
that allows for systematization of generation and 
choice of diversity type pairs.

Diversity model and algorithm: The model 
takes dependencies among diversity types into a 
consideration and simplifies the choice of diver-
sity options.

A direct acyclic graph is used to represent the 
proposed model. Each node of this graph corre-
sponds to some diversity type. Typically, several 
nodes are used for one diversity type to reflect 
dependencies. The edges are annotated (labeled) 
with sets of possible design decisions (values of 
diversity types). The order of nodes can be arbi-
trary. A path through the graph represents a set of 
feasible diversity decisions, which are indepen-
dent within a given set. For each set, the possible 
diversity values are restricted according to labels 
of ongoing edges of the path through the graph, 
but these values have no dependencies inside the 
set and can be used in any combinations.

Based on diversity types presented in Table 4, 
an example of the diversity model is developed 
using abstract sets of diversity values. This makes 
the example more general and applicable for vari-
ous types of computer systems. We consider seven 
diversity types (Table 4) and seven dependencies 
among the values of these types (Table 5), which 
are typical for many safety-critical systems.

Each dependency in Table 5 shows feasible 
combinations of diversity values. For example, 
dependency 1 means that if one of the values—
TC1, TC2, or TC3—is chosen for diversity type 
TC, then only the values—MC1, MC2, or MC3—
can be chosen for diversity type MC. Conversely, 
if diversity values TC4, TC5, or TC6 are being 
used, then only MC4 or MC5 can be used for MC.

For developing a diversity model, a subgraph 
splitting algorithm is used, which has previ-
ously been developed for software test generation 
(Vilkomir, 2009, Vilkomir, et al., 2009). In this 
section, the algorithm is adapted for a new task of 
a diversity model creation, and the meanings of 
nodes and edges are completely different, when 
compared with what was used for software test 
generation models. However, the algorithm used 
for model development here remains unchanged 
from earlier research.

The algorithm starts from a linear direct graph, 
which describes possible diversity values, but does 
not reflect any dependencies between these values. 
The graph is then modified by applying the algo-
rithm in a cycle for each dependency. Each cycle 
includes four steps: splitting a subgraph, labeling 
ingoing and outgoing edges of split subgraphs, 
eliminating dead nodes and edges, and merging 
nodes. Developing a diversity model for diversity 
values from Table 4 with dependencies from Table 
5 is considered below.

Developing a diversity model: Figure 8 repre-
sents different types of diversity (nodes) and sets 
of their possible values (ingoing edges). To design 
one subsystem (version) of a multi-version system, 
it is necessary to choose a specific value from each 
set. If there are no dependencies among diversity 
types, any combination of values is possible.

Because of dependencies, some combinations 
of diversity values are infeasible. To reflect de-

Table 4. Diversity types 

Diversity Type Diversity Values

TC TC1, TC2, TC3, TC4, TC5, 
TC6

MC MC1, MC2, MC3, MC4, MC5

FC FC1, FC2, FC3, FC4, FC5, FC6

TP TP1, TP2, TP3, TP4, TP5

MP MP1, MP2, MP3, MP4

L L1, L2, L3, L4, L5

TO TO1, TO2, TO3
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pendency 1 between TC and MC (Table 2), node 
TC is split and new labels for input and output 
edges are created (Figure 9), allowing only fea-
sible combinations of TC and MC values. The 
formal rules for edge labeling can be found in 
(Vilkomir, et al., 2009).

To reflect dependency 2 from Table 5, node 
MC must be split. The result with new edge labels 
is shown in Figure 10. Note that that there is no 

connection between a lower TC and upper MC 
nodes. The reason is that this edge was labeled 
with the empty set at step 2 of the algorithm ap-
plication. This means that a corresponding com-
bination of diversity values is impossible. Such 
edges are considered as “dead” and are elimi-
nated at step 3 of the algorithm application.

Figure 11 models dependency 3 between FC 
and TP nodes. Similar to the diagram in Figure 

Table 5. Dependencies among diversity values 

Dependencies

1 TC <----> MC TC1, TC2, TC3 <----> MC1, MC2, MC3

TC4, TC5, TC6 <----> MC4, MC5

2 MC <----> FC MC1, MC2 <----> FC1, FC2

MC3, MC4, MC5 <----> FC3, FC4, FC5, FC6

3 FC <----> TP FC1, FC2, FC4 <----> TP1, TP2

FC3, FC5, FC6 <----> TP3, TP4, TP5

4 TP <----> MP TP1, TP3, TP5 <----> MP1, MP2

TP2, TP4 <----> MP3, MP4

5 TC <----> L TC1, TC3 <----> L1, L2, L3

TC2, TC4, TC5, TC6 <----> L4, L5

6 L <----> TO L1 <----> TO1

L2, L3, L5 <----> TO2

L4 <----> TO3

7 TC <----> TO TC1, TC3, TC5, TC6 <----> TO1, TO2

TC2, TC4 <----> TO3

Figure 8. Model without dependencies

Figure 9. Model of dependency 1
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10 there is no connection between upper MC and 
lower FC nodes, because this edge is dead. De-
pendency 4 between TP and MP diversity types 
is reflected in Figure 12. Similar to all previous 
diagrams, the split subgraph contains only one 
node, in this case, TP.

To model dependency 5 according to the sub-
graph splitting algorithm, we need to split (dupli-
cate) the subgraph, which contains all nodes be-
tween TC and L (9 nodes, including TC, but 
excluding L). Two edges and one node (marked 
with crosses in Figure 13) are dead and should be 
eliminated. The final diagram, which reflects 
dependency 5, is shown in Figure 14.

For dependency 6, between MP and L diver-
sity types, node L should be split. This time, three 

instances of L (one old and two new) are used 
because three different “if - then” situations are 
involved in this dependency. Two dead edges are 
eliminated during the algorithm application. The 
model for this dependency is shown in Figure 15.

To model dependency 7, the subgraph with 
nodes between TC and TO is split. The process 
of dead nodes and edges elimination has now 
several cycles. The significant part of nodes and 
edges are eliminated as shown in Figure 16 (marked 
with black crosses for ingoing subgraph edges 
and red crosses for outgoing subgraph edges). The 
final model of the complete example is presented 
in Figure 17.

The example provided here contains seven 
diversity types and each type has from three to 

Figure 10. Model of dependencies 1 - 2

Figure 11. Model of dependencies 1 - 3

Figure 12. Model of dependencies 1 - 4
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Figure 13. Eliminating dead nodes and edges for dependency 5

Figure 14. Model of dependencies 1 - 5

Figure 15. Model of dependencies 1 - 6
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Figure 16. Eliminating dead nodes and edges for dependency 7

Figure 17. Model of dependencies 1 - 7
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six possible values (Table 3). The total number 
of diversity type combinations, without consid-
eration dependencies among them is 54,000. 
However, a significant part of these combinations 
is infeasible. Our model represents all and only 
feasible combinations of various diversity types. 
Each path through the graph represents a set of 
independent diversity combinations. There are no 
dependencies among diversity values inside each 
set.

The model contains 26 different paths with 
374 feasible diversity combinations, as shown 
in Table 6.

The model allows choice of optimal design 
decisions with various types of diversity. The 
specific way of using the model depends on se-
lected criteria. For example, if we would like to 
minimize cost of the design decision, the model 
allows easy cost calculation of each feasible di-

Table 6. Feasible combinations of diversity types 

Path TC MC FC TP MP L TO Number 
of Feasible 

Combinations

1 TC1, TC3 MC1, MC3 FC1, FC3 TP1 MP1, MP2 L1 TO1 16

2 TC1, TC3 MC1, MC3 FC1, FC3 TP1 MP1, MP2 L2, L3 TO2 32

3 TC1, TC3 MC1, MC3 FC1, FC3 TP2 MP1, MP2 L1 TO1 16

4 TC1, TC3 MC1, MC3 FC1, FC3 TP2 MP3, MP4 L2, L3 TO2 32

5 TC1, TC3 MC3 FC4 TP1 MP1, MP2 L1 TO1 4

6 TC1, TC3 MC3 FC4 TP1 MP1, MP2 L2, L3 TO2 8

7 TC1, TC3 MC3 FC4 TP2 MP1, MP2 L1 TO1 4

8 TC1, TC3 MC3 FC4 TP2 MP3, MP4 L2, L3 TO2 8

9 TC1, TC3 MC3 FC3, FC5, FC6 TP3, TP5 MP1, MP2 L1 TO1 24

10 TC1, TC3 MC3 FC3, FC5, FC6 TP3, TP5 MP1, MP2 L2, L3 TO2 48

11 TC1, TC3 MC3 FC3, FC5, FC6 TP4 MP3, MP4 L1 TO1 12

12 TC1, TC3 MC3 FC3, FC5, FC6 TP4 MP3, MP4 L2, L3 TO2 24

13 TC5, TC6 MC4, MC5 FC4 TP1 MP1, MP2 L5 TO2 8

14 TC5, TC6 MC4, MC5 FC4 TP2 MP3, MP4 L5 TO2 8

15 TC5, TC6 MC4, MC5 FC3, FC5, FC6 TP3, TP5 MP1, MP2 L5 TO2 24

16 TC5, TC6 MC4, MC5 FC3, FC5, FC6 TP4 MP3, MP4 L5 TO2 24

17 TC2 MC1, MC2 FC1, FC2 TP1 MP1, MP2 L4 TO3 8

18 TC2 MC1, MC2 FC1, FC2 TP2 MP3, MP4 L4 TO3 8

19 TC2 MC3 FC4 TP1 MP1, MP2 L4 TO3 2

20 TC2 MC3 FC4 TP2 MP3, MP4 L4 TO3 2

21 TC2 MC3 FC3, FC5, FC6 TP3, TP5 MP1, MP2 L4 TO3 12

22 TC2 MC3 FC3, FC5, FC6 TP4 MP3, MP4 L4 TO3 6

23 TC4 MC4, MC5 FC4 TP1 MP1, MP2 L4 TO3 4

24 TC4 MC4, MC5 FC4 TP2 MP3, MP4 L4 TO3 4

25 TC4 MC4, MC5 FC3, FC5, FC6 TP3, TP5 MP1, MP2 L4 TO3 24

26 TC4 MC4, MC5 FC3, FC5, FC6 TP4 MP3, MP4 L4 TO3 12

Total 374
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versity combination based on the costs connected 
with each diversity value.

Another approach is to provide a maximum 
level of diversity. To achieve this, we need to 
choose two feasible combinations from Table 6 
having the maximum number of different diversity 
values. It is possible to use other criteria or to 
combine several such criteria to obtain the best 
diversity structure of the system.

Application of the diversity allows a decrease in 
the probability of common cause failure. This ap-
proach stipulates the necessity for the development 
of a regular procedure for generation and choice 
of diversity types and values. A new graphical 
model is presented for different variants of the 
diversity and can be used during the development 
of safety-critical systems and selection of optimal 
algorithms for diversity types based on a criterion 
of a safety-reliability-cost. The model addresses 
diversity types at different levels: complex elec-
tronic components (FPGA, etc.), printed circuit 
boards, manufacturers, specification languages, 
design and program languages, etc. It takes into 
consideration the dependencies among diversity 
types. The graphical model is developed using 
the subgraph splitting algorithm, which has been 
previously used for software test generation. A 
path through the graph represents a set of fea-
sible diversity decisions, which are independent 
within a given set. All paths describe all and only 
feasible combinations of diversity. Based on this 
representation, an optimal design decision during 
system development can be selected.

ASSESSEMENT OF MVS SAFETY

Metric-Probabilistic 
Assessment of MVS Safety

General approach to metric-probabilistic assess-
ment: The proposed approach to assessment of 
diversity level and MVS safety is based on the fol-
lowing basic procedures analysis and evaluation:

• Check-list-based analysis of applicable 
diversity types (CLD); initial data for the 
CLD analysis are I&C design and docu-
mentation, a table of diversity types (sub-
types) was developed in advance; a result of 
the CLD analysis is a formalized structured 
information about used diversity types and 
subtypes in analyzed I&C system;

• Metric-based assessment of diversity 
(MAD); initial data for the MAD proce-
dure are results of the CLD analysis and 
values of metrics and weight coefficients 
for diversity types (subtypes) used in I&C 
systems; a result of the MAD assessment is 
a value of general diversity metric;

• RBD and Markovian model-based assess-
ment (RDM); initial data for the RDM pro-
cedure are I&C design and documentation, 
results of the CLD and MAD analysis; re-
sults of the RDM procedure are values of 
safety and dependability indicators.

General scheme of assessment based on the 
proposed approach is shown on Figure 18. Table 
of diversity types, values of metrics and weight 
coefficients for different options of diversity types 
and subtypes are formed according to results 
previous analysis and research.

These components may be corrected after as-
sessment of each project.

Assessment of FPGA-based MVS: The main 
stages and operations of the diversity analysis and 
MVS assessment depend on the type of the evalu-
ated system. The following description takes into 
account the peculiarities of FPGA-based systems.

The first stage is a Check-list-based analysis 
of MVS design and documentation. This stage 
contains two operations:

1.  Analysis of I&C specification and require-
ments to system, definition of system safety 
class; requirements to the diversity (neces-
sary for diversity application).
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2.  Analysis of I&C design and development 
process that involves activities: (a) identifica-
tion of MVS types: which of the subsystems 
are FPGA-based and which are software and 
microprocessor-based; (b) identification of 
product diversity; for FPGA-based MVSs: 
manufacturer of chips; FPGA technology; 
FPGA families; FPGA chips, languages; 
tools, etc); (c) identification of process 
diversity types.

Results of analysis are entered in a check-list 
in accordance with rule Yes (if a corresponding 
diversity type is used in a system) / No (in opposite 
case) and is presented as a n-bit Boolean vector.

The second stage is a metric-based assessment 
of diversity:

1.  Determination of metric values for different 
types of applied diversity, i.e. performing two 
activities: (a) determination of metric values 
(local diversity metrics μi for the diversity 
type di and local diversity metrics μij for 
the diversity subtype dij); the metric values 
may be predefined; (b) correction of metric 
values in accordance with development and 
operation experience.

2.  Calculation of the general diversity metric μ 
for a system: (a) determination (correction) 
of weight coefficients ωi (ωij) of metrics (tak-

ing into account multi-diversity aspect); the 
sum of weight coefficients ωi (ωij) is equal 1; 
(b) a convolution (additive or more complex) 
of metrics and a calculating value of general 
diversity metric μ = Σ ωi Σ ωij μij, i = 1,…, 
n; j = 1,…ni.

Thus, result of this stage is a value of the general 
diversity metric μ, which is some approximation 
of β, and can characterize the diversity effect on 
CCF probability.

Assessment of software-based MVS: The met-
ric-based assessment of software-based MVS can 
be made using direct metrics. General assessment 
technique of software-based MVS is considered 
by the example of two-version projects.

To assess diversity indicator β, using direct 
metrics, testing results of each program-version 
in MVS are required. Direct metrics-based as-
sessment of diversity indicator β of two-version 
design has the following stages: (1) testing each 
program-version on the common test set; (2) error 
determination common for both program-versions; 
(3) diversity indicator determination by formula:

β =
⋅

+

2

1 2

n

n n
com ,

where ncom – a number of errors common for both 
program-versions;

Figure 18. General scheme of metric-probabilistic assessment
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n1, n2 – a number of errors in the first and the 
second program-version, respectively.

In accordance with the formula, diversity in-
dicator β changes from 0 to 1 and takes on limit 
values in the following cases:

β =
=
=








0 0

1
1 2

,

,

if 

if 

n

n n
com

err err

.

Gain, obtained by the diversity, is ∆ = −1 β
If all errors match in both program-versions 

(β=1), there will be no gain (Δ=0), because both 
MVS versions will operate inaccurately. If errors 
differ in each version (ideal case) (β=0), majority 
element will be able to determine different values 
in each channel; so, in this case there will be the 
largest gain (Δ=1). If diversity indicator is in 
the range (0<β<1), obtained gain indicates that 
in both versions a number of undetected errors 
is decreased by value (Δ*100) percentagewise.

Indirect metrics-based assessment of the di-
versity indicator β of two-version design has the 
following stages: (1) measurement of absolute 
values of each program-version metrics, using 

statistical code analyzer; (2) calculation of abso-
lute value of remainder obtained from a pair of 
each program-version metrics; (3) rating absolute 
values of metrics obtained at stage 2; (4) deter-
mination of the diversity indicator β.

Further, values of diversity indicators, obtained 
by using direct and indirect metrics, should be 
compared to determine their correlation.

To assess proposed MVS assessment tech-
niques two-version projects were obtained in 
programming languages С#, Java, C++. Only 
versions of initial programs with errors were 
assessed. Assessment results of two-version 
projects are presented in Table 7. Each project is 
a solution for one of the five tasks characterized 
by complexity level, where I – the lowest level of 
task complexity, III – the highest level (Duzhyi, 
V., et al, 2010).

From the table it appears:

• Diversity allows increasing quality of most 
projects.

• Subject diversity allows increasing proj-
ect quality independently of programming 
language.

Table 7. Results of MVP experimental researches 

Task Level of 
Complexity

Language Number of 
Projects (MVP)

β Gain by Diversity, % 
by MVP0 0...1 1

1 I C# 3 2 0 1 67

Java 91 16 61 14 85

C++ 465 99 343 23 95

2 II C# 21 0 21 0 100

Java 153 12 132 9 94

C++ 465 20 439 6 99

3 I C# 45 6 38 1 98

Java 45 0 38 7 84

C++ 435 64 323 48 89

4 II Java 3 2 1 0 100

C++ 231 0 211 20 91

5 III Java 3 0 3 0 100

C++ 10 4 6 0 100
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• Using diversity for solving complex tasks 
(Levels of complexity II and III), gain 
turns to be larger than for simple ones 
(more than 90%).

Probabilistic Assessment 
of MVS Safety

Reliability models of MVS: Probabilistic assess-
ment is considered in terms of Two-channel 
Reactor Trip System with three parallel tracks 
(sub-channels) of a voting logic “2-out-of-3” in 
each independent channel. A real system produced 
by RPC Radiy was taken as a basis (Kharchenko 
V., et al, 2008). Each of the channels of the system 
independently receives inputs and form outputs.

A simplified diagram of components of this 
system is shown in Figure 19, where Ti.j is a track 
j in channel i. A reliability block diagram of Two-
channel System that does not use diversity (channel 
diversity) is shown in Figure 20, a. This diagram 
does not take into account element of voting logic 
“1-out-of-2” (element OR in the simplest case).

The reliability index Pphi.j determines HW 
reliability of the track Ti.j (defined, first of all, by 
physical failures). The reliability index Pd deter-
mines reliability defined by design faults, which 
may be the main source of CCF. Majority elements 
have reliability index PM. Reliability of the One-
version Majority Redundant System is repre-
sented by the following formula:

P P P P P
D ph ph M d1

2 3
2

1 1 3 2= − − −( )















         (8)

If channels are implemented in different HW 
and SW versions, value of Pd will consist of three 
components (see Figure 20, b):

Pdr1: 1 – Qdr1, where Qdr1 – a probability of failure 
caused by relative design faults of the first 
version.

Pdr2: 1 – Qdr2, where Qdr2 – a probability of fail-
ure caused by relative design faults of the 
second version.

Pdа: 1 – Qda, where Qda – a probability of failure 
caused by absolute design faults (common 
faults of the versions).

Reliability of Diverse System is calculated by 
the formula:

P P P P P P
D ph ph dr M da2

2 3
2

1 1 3 2= − − −( )















 (9)

We consider that Pdr1 = Pdr2 = Pdr and majority 
elements are equally reliable.

Diversity is usually applied in such a configura-
tion, where different channels are independently 
implemented with different types of diversity. 
However, this is not the only variant of the re-
dundant circuit. A variant of using redundancy 
in tracks of one channel is shown in Figure 21.

Reliability block diagrams for the system, 
represented in Figure 21, are shown in Figure 22. 
Reliability of such system that uses one version 
for redundancy (Figure 5, a) can be described by 
the formula:

Figure 19. Simplified structure of two-channel 
three-track system
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In case of using two different versions for T1.i 
and T2.i, system has RBD, shown in Figure 22, b, 
and a formula for reliability calculation:

P P P
M ph ph2

2
2
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3 1 1 2 1 1= − −( )
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M dr da
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         (11)

MVS reliability analysis: If we express the 
values of a reliability (probability of no-failure 
operation) through failure rates as P = e-λt, we 
can calculate and compare the values of reliability 
for certain values of λph, λd, λM, λdr, λda and β (the 
fraction of absolute design faults).

Dependence of P1D, P2D, P1M and P2M (Equations 
8, 9, 10 and 11)) on the time is graphically shown 
in Figure 23. In the calculations the following 
values of the failure rate were used λph=10-4 1/h, 
λd=λph/2, λM=λph/100, λdr=(1-β)×λd, λda=β×λd, 
where β=0,1.

Figure 24 shows how a fraction of absolute 
design faults (FADF is β) effects on a reliability 
of a single-channel divers system.

Figure 20. Reliability block diagrams of two-channel redundant system

Figure 21. Simplified structure of single-channel 
three-track system
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Figure 25 shows a dependence of ΔP2M-1M (the 
difference of probabilities P2M and P1M) and ΔP2M-2D 
(the difference of probabilities P2M and P2D) on 
time.

It should be noted that, although the single-
channel two-version three-track redundant system 
has the greater effect of the use of diversity, its 
application in many ways violates the principle 
of independence. Therefore, the use of such an 
architecture for safety systems of nuclear power 
plants is complicated.

Diversity Metrics: β-Factor: To assess a prob-
ability of a common cause failure, it is necessary 
to calculate the metrics for different CCF vulner-
abilities (Figure 26). Circles of these diagrams 
correspond to sets of version defects (faults) 
causing failure. For one-version (one-channel) 
system (Figure 26, a) a number of faults equals 
N (N = Card F) and any fault of set F is fatal 
(equivalent of CCF). In this case metric of CCF 
β determining relation of a number of CCFs to a 
total number of failures equals 1 (and α =β = 1).

Figure 22. Reliability block diagrams of single-channel three-track redundant system

Figure 23. Dependence of P1D, P2D, P1M and P2M on the time (for systems with diversity β=0,1) 
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For two-version system (Figure 26, b, c) CCF 
metric β = NCCF / N, NCCF = CardF1 ∩ F2; the 
value of N may be calculated as an arithmetic 
mean N = (N1 + N2) / 2, Ni = Card Fi; SF metric 
αi = 1 - β; DCCF metric βd = NDCCF / N; UDCCF 
metric β

d
 = NUDCCF / N; β = βd +βd . Besides, it 

is possible to use metrics of a relative number of 
DCCFs and UDCCFs: β

d
* = βd / β, β

d

*  =β
d

/β.
For three-version system (Figure 26, d) α = 1 

- β - 2γ, where γ is PCCF metric (metric 

determining a part of CCFs of any two versions, 
γ = 2NPCCF / N). Metrics of distinguishable and 
undistinguishable PSSFs are calculated by anal-
ogy βd andβ

d
. If γ = 0 (Figure 1,e), α =1 - β. This 

approach is based on the results described in 
(Gorbenko, A.; Kharchenko V. & Romanovsky 
A. 2009) and may be extended to systems, in 
which a set of faults is added a set of vulnerabil-
ities attacked by an external system.

Figure 24. Dependence of P2M on time and β

Figure 25. Dependence of ΔP2M-1M and ΔP2M-2D on time



208

Diversity and Multi-Version Systems

DIVERSITY ASSESSMENT 
TECHNIQUES AND TOOLS

Diversity Assessment Techniques

To analyse diversity assessment techniques it 
is needed to describe their basic principles and 
procedures. Further three techniques are analysed: 
NUREG-A, CLB-A, GMB-A.

NUREG-A technique:

1.  Features of NUREG-based assessment 
technique are the following:
a.  It is based on a diversity classification 

described in (NUREG/CR-6303, 1994, 
NUREG/CR-7007, 2009).

b.  It allows to fulfill metric-based assess-
ment of two-version systems.

c.  Diversity is assessed using a value Yes 
or No (if Yes, there are to subvalues: 
INT = intentional (X), INH = inherent 
(i): if Altera (diversity of chip), hence 
Quartus (diversity of tools)).

d.  2-level analysis procedure is used for 
types and subtypes of the diversity 
(attribute and criteria).

e.  Weight of attribute depends on rate 
of application of the diversity type in 
I&Cs.

f.  Metric is non-normalized.
g.  Acceptable value of diversity metric 

equals 1.0.
2.  Assessment procedure consists of the fol-

lowing stages:
a.  An expert analyzes design and fills 

assessment table (X (i) or No).
b.  Diversity metr ic is calculated 

(“automatically”).
c.  An expert makes decision “accepted/

not accepted.”

The described technique allows assessing level 
of diversity using general metrics; values of met-
rics are determined in advance. But this technique 
does not permit to calculate safety indicators of 
MVS safety.

Figure 26. Diagrams of failures of one-version (a), two-version (b, c) and three-version (d, e) systems
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CLB-A technique:

1.  Features of CLB-based assessment technique 
are the following:
a.  It is based on a classification of diversity 

types described in (Kharchenko, 2011) 
and detailing NUREG classification.

b.  A main document is a multilevel check-
list (CL) and questionnaires for assess-
ment of diversity type application.

c.  Diversity metric is normalized [0,1].
d.  It may be used as a stage of I&C safety 

assessment (calculation of ?-factor, 
reliability and safety indicators using 
RBD or MM).

2.  Assessment procedure consists of the fol-
lowing stages:
a.  Analysis of I&C specification, design 

and development process.
b.  Identification of MVS types, product/

process diversity (according to pre-
sented CL).

c.  Determination of metric values for 
different n types of applied diversity 
(local diversity metrics μi for diversity 
type di, metrics μij for diversity subtype 
dij.

d.  Determination (correction) of weight 
coefficients ωi (ωij) of metrics.

e.  Calculation of the general diversity 
metric μ for system:

µ Σω Σω µ= , i = 1,…,n; j = 1,…,n .
i ij ij i

GMB-A technique analysis: This technique 
is a next step of developing CLB-based one. It is 
additionally based on a graph model of diversity 
types for two-version I&C systems (number of 
joint nodes, k; length of a minimal version, nmin). 
It details CLB-A technique regarding evaluation 

of metrics and weight coefficients and takes into 
account features of technological and architectural 
aspects of applied diversity (sensors, HW, SW, 
design, etc.).

Besides, an acceptable value of diversity cor-
relates with NUREG-A in this technique.

Diversity Assessment Tools

NUREG-A-based tool: NUREG-A-based tool sup-
ports corresponding technique and allows calculat-
ing the diversity metric according to attributes and 
criteria, values of weights (Kharchenko, 1999).

CLB-A-based tool: Tool DivA (Diver-
sity Analysis Helper) (Kharchenko, et al., 2012; 
Kharchenko, et al., 2012), is based on CLB-A and 
has main window displays (Figure 27):

• Hierarchy (multi-level and extensible) of 
diversity types.

• Calculated results (weights, metrics,…)
• Options for metric calculations.

Green colours mean diversity type is included 
in result of calculation. Gray colours mean diver-
sity type is disabled for managing. User can add 
new diversity subtype for a selected type.

There are a few metric calculation options:

• Fixed Value: User inputs metric manually.
• Value determined by children: Metric is 

calculated as the sum of sub-types metrics.
• Pre-defined value: Shows an additional 

window, where a user can select pre-de-
fined metric.

• Value determined by help questions: 
Shows additional window with helper.

The special window appears after selection, 
for example, of “Pre-defined value” option on 
main window. Features of this and other options 
are the following:
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• Only one item can be selected.
• Dependencies between components are 

shown (for example, selection of Altera 
and Actel manufacturers causes selection 
of Quartus and Libero tools).

• Helper runs after selection of “Determined 
by use of questions” (see Figure 28) option 
on the main window, etc.

Current result represents the metric for a cor-
responding diversity type; user can choose an-
swers: “YES” (answer value is considered as 1), 
“NO” (answer value is considered as 0), “Par-
tially” (expected input of a answer value in the 
range between 0 and 1). The result is represented 
in the table and by coloured radial diagram. Ab-
solute value and percentage of result are shown 
for each diversity type (on all levels of a diver-
sity hierarchy).

Comparison of Diversity 
Assessment Techniques and Tools

Assessment of different MVSs: To analyze the 
selected techniques of diversity assessment, five 
different multi-version projects MVP-1 - MVP-5 
(see Figure 29, top part) were evaluated:

• MVP-1: Diversity is implemented by ap-
plication of different FPGA manufacturers 
(Altera and Actel), technologies and 
others.

• MVP-1: Diversity is implemented by ap-
plication of different FPGA manufacturers 
(Altera and Actel), technologies (SRAM 
and Antifuse) and others.

• MVP-2: Diversity is implemented by ap-
plication of different FPGA families, pro-
cesses and others.

Figure 27. Main window of the DivA tool
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Figure 28. A special window for additional questions to calculate local diversity metrics

Figure 29. NUREG-A diversity assessment results for different two-version NPP I&C systems with 
FPGA-based subsystem
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• MVP-3: Diversity is implemented by ap-
plication of different strategies (MP and 
FPGA) and others.

• MVP-4: Diversity is implemented by ap-
plication of different strategies (MP and 
FPGA), processes and others.

• MVP-5: Diversity is implemented by 
application digital (FPGA) and analog 
technologies.

One of systems (main or diverse) of two-version 
I&C systems for analysed MVP-1, MVP-5 is 
based on the RadICS platform. Results of MP-1 
- MP-5 assessing by use of NUREG-A and GMB-
A techniques are shown in the Figures 29 – 31 
(ID – total indicator of diversity calculated by use 
NUREG-A technique, HS-core – ID for hardware/
software core of I&C system). Acceptable value of 
the diversity is defined by NUREG-A as ID = 1.

Besides, results of diversity assessment using 
these techniques for four I&C systems (PWR, 
DAS, AWTS which were described in (NUREG/
CR-7007, 2009) and a variant of two-version 

RadICS-based I&C system, Radiy) are illustrated 
in the Figures 32 and 33 correspondingly. Results 
of the GMB-A diversity assessment of FPGA-
based I&C are shown in the Figure 34.

Results of diversity assessment techniques 
comparison: Results of a comparative analysis of 
NUREG-A, CLB-A and GMB-A techniques are 
shown in the Table 8. NUREG-A technique is 
more general. CLB-A and GMB-A techniques are 
detailed to evaluate the actual diversity level of a 
MVS. Results of assessing a few I&C systems 
using the techniques are consistent (the same 
priority row).

ASSESSMENT OF MULTI-VERSION 
FPGA-BASED SYSTEMS SAFETY

General Approach to Assessment

Assessment of a diversity level and MVS safety is 
based on the following basic procedures analysis 
and evaluation:

Figure 30. Graphical illustrations of NUREG-A diversity assessment results of the MVP-1 - MVP-5
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• Check-list-based analysis of applicable 
diversity types (CLD); initial data for the 
CLD analysis are I&C design and docu-
mentation, a table of diversity types (sub-
types) was developed in advance; a result of 
the CLD analysis is a formalized structured 
information about used diversity types and 
subtypes in analyzed I&C system.

• MAD; initial data for the MAD procedure 
are results of the CLD analysis and values 
of metrics and weight coefficients for di-
versity types (subtypes) used in I&C sys-
tems; a result of the MAD assessment is a 
value of general diversity metric.

• RBD and MM-based assessment taking 
into account results of MAD.

Figure 31. GMB-A diversity assessment results of the MVP-1 - MVP-5

Figure 32. NUREG-A diversity assessment results of two-version I&C systems (examples taken from 
(NUREG/CR-7007, 2009) and RadICS-based) 
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Stages of Assessment

The main stages and operations of diversity analy-
sis and MVS assessment depend on the type of the 
evaluated system. The first stage is a Check-list-
based analysis of MVS design and documentation. 
This stage contains two operations:

1.  Analysis of I&C specification and require-
ments to a system, definition of system safety 
class; requirements to diversity (necessary 
for diversity application).

2.  Analysis of I&C design and development 
process that involves activities: (a) identifica-
tion of MVS types: which of the subsystems 

Figure 33. GMB-A diversity assessment results of two-version I&C systems (examples taken from 
(NUREG/CR-7007, 2009) and RadICS-based) 

Figure 34. GMB-A diversity assessment results for FPGA-based two-version I&C systems
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are FPGA-based and which are software and 
microprocessor-based; (b) identification of 
a product diversity; for FPGA-based MVSs: 
manufacturer of chips; FPGA technology; 
FPGA families; FPGA chips, languages; 
tools, etc); (c) identification of process 
diversity types.

Results of the analysis are entered in a check-list 
in accordance with a rule Yes (if corresponding 
diversity type is used in a system) / No (in opposite 
case) and is presented as a n-bit Boolean vector.

The second stage is a metric-based assessment 
of diversity. This stage contains two operations:

1.  Determination of metric values for different 
types of applied diversity, i.e. performing two 
activities: (a) determination of metric values 
(local diversity metrics μi for the diversity 
type di and local diversity metrics μij for 
the diversity subtype dij); the metric values 
may be predefined; (b) correction of metric 
values in accordance with development and 
operation experience.

2.  Calculation of general diversity metric μ for 
a system: (a) determination (correction) of 
weight coefficients ωi (ωij) of metrics (taking 
into account multi-diversity aspect); sum of 
weight coefficients ωi (ωij) is equal 1; (b) 
convolution (additive or more complex) of 
metrics and calculating value of the general 
diversity metric μ = Σ ωi Σ ωij μij, i = 1,…, 
n; j = 1,…ni.

Thus, result of this stage is a value of general 
diversity metric μ, which is some approximation 
of β, and can characterize the diversity effect on 
CCF probability.

The third stage is a probabilistic RBD- or MM-
based (RDM) assessment of MVS reliability and 
safety. Initial data for the RDM procedure are I&C 
design and documentation, results of the CLD 
and MAD analysis; results of the RDM procedure 
are values of safety and dependability indicators. 
Detailed description of the RDM procedure is 
given in (Kharchenko et al., 2004).

IMPLEMENTATION OF FPGA-
BASED SAFETY-CRITICAL NPP 
I&CS: UKRAINIAN EXPERIENCE

General Description of the 
FPGA-Based RADIY Platform

The platform RADIY produced by RPC Radiy is 
an example of a dependable and scalable FPGA-
based I&C platform ensuring possibility of devel-
opment of multi-version systems. Dependability 
assurance feature of the I&C platform RADIY 
is a multi-diversity implementation through the 
following diversity types: equipment diversity 
is provided by different electronic components, 
different programmable components (FPGAs 
and microcontrollers) and different schemes of 
units; software diversity is provided by different 
programming languages and different tools for 

Table 8. Results of comparative analysis of diversity assessment techniques 

Technique Diversity Classification Number of Level Diversity Metrics Sensibility to 
Diversity Type

Tool

NUREG7007- 
technique

NUREG6303-based 
classification

Two-level 
hierarchy

Non-normalized Fixed +

CLB - technique Extensible (in depth) 
NUREG7007-based 
classification

Multi-level Normalized metric, may 
be used to calculate β 
factor

May be increased +

GMB - technique Additionally take into account 
feature technological and 
architectural aspects

Multi-level Normalized metric, may 
be used to calculate β 
factor

May be increased +
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development and verification; life cycle (hu-
man) diversity is provided by different teams of 
developers.

Scalability of I&C platform RADIY permits 
to produce different types of safety-critical sys-
tems without essential changing of hardware and 
software components. The I&C platform RADIY 
provides the following types of scalability: scal-
ability of system functions types, volume and 
peculiarities by changing quantity and quality of 
sensors, actuators, input/output signals and control 
algorithms; scalability of dependability (safety 
integrity) by changing a number of redundant 
channel, tiers, diagnostic and reconfiguration 
procedures; scalability of diversity by changing 
types, depth and criteria of diversity choice.

The FPGA-based I&C RADIY plat-
form comprises both upper and lower levels 
(Kharchenko&Sklyar, 2008). The upper level has 
been created on purchased IBM-compatible indus-
trial workstations. The software for the upper level 
RADIY platform was developed by RPC Radiy 
and is loaded on the workstations. The functions 
of the upper level workstations are the following: 
receipt of the process and diagnostic information; 
creation of a man-machine interface in the Control 
Room; display of process information on each of 
the control algorithms relating to a control action 
executed by I&C system components; display of 
diagnostic information on failures of I&C system 
components; registration, archiving and visualiza-
tion of process and diagnostic information.

The lower level of the RADIY platform consists 
of standard cabinets including standard functional 
modules blocks). The RADIY platform comprises 
the following standard cabinets (Bakmach et al., 
2009):

• Normalizing Converters Cabinets performs 
inputting and processing of discrete and 
analog signals as well as feeding sensors.

• Signal Forming Cabinets performs input-
ting and processing of discrete and analog 
signals, processing of control algorithms, 
and formation of output control signals.

• Cross Output Cabinets receives signals 
from three control channels (signal forma-
tion cabinets) and forms output signals by 
“two out of three” mode.

• Remote Control Cabinets controls 24 actu-
ators on the basis of Control Room signals, 
automatic adjustment signals and inter-
locks from signal formation cabinets.

• Signalling Cabinets forms control signals 
for process annunciation panel at Control 
Room and others.

The platform includes the following main 
modules: chassis and backplanes; power supply 
modules; analog input modules; normalizing 
converter modules, thermocouples; normalizing 
converter modules, resistive temperature detector; 
discrete input modules; discrete information input 
modules, pulse; potential signals input modules, 
high voltage; protection signal forming modules 
(logic modules); analog output modules, voltage; 
analog output modules, current; discrete output 
modules; potential signal output modules; solid-
state output modules; relay output modules; actua-
tor control modules; fiber optic communication 
modules; system diagnostic modules; fan cooling 
modules etc.

The latest RPC Radiy innovation is the FPGA-
based Digital Instrumentation and Control Plat-
form RadICS. This is a new generation product, 
designed in 2011 on the basis of an earlier RADIY 
platform having more than 10 years of experience 
in a platform design, manufacturing, operation, and 
maintenance. The RadICS platform provides IEC 
61508:2010 SIL 3 architecture in an individual 
chassis, fast response time (less than 5 ms) and a 
comprehensive set of functional modules.
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Opportunities of the RADIY Platform

Application of the RADIY platform with the 
use of FPGA technology provides the following 
opportunities:

• To implement control and other safety-
critical functions in the form of FPGA with 
implemented electronic design, without 
software.

• To use software only for diagnostics, ar-
chiving, signal processing, data reception 
and transfer between I&C systems com-
ponents; failures of those functions do not 
affect execution of basic I&C systems con-
trol functions, and an operation system is 
not applied at I&C systems lower levels.

• To process parallel of all control algo-
rithms within one cycle, thus ensuring high 
performance of the system (for instance, a 
processing cycle of Reactor Trip System 
is 20 ms) and proven determined temporal 
characteristics.

• To develop the software-hardware plat-
form in such a way that it becomes a uni-
versal interface to create I&C systems for 
any type of reactors.

• To assure high reliability and availability 
due to the application of industrial com-
ponents as well as using the principles of 
redundancy, independency, single failure 
criterion, and diversity.

• To modify the I&C system after commis-
sioning in a quite simple manner, including 
algorithm alterations, without any interfer-
ence in I&C systems’ hardware structure.

• To reduce by more than 10 times the num-
ber of contact and terminal connections, 
which cause many operational failures of 
equipment on account of the wide use of 
integrated solutions and fiber optic com-
munication lines, etc.

Licensing of the RADIY Platform

The RADIY platform has been licensed for NPP 
application in Ukraine and in Bulgaria. The main 
idea for licensing FPGA-based NPP I&C systems 
lays in consideration of FPGA-chip as hardware 
and FPGA electronic design as a special kind of 
software with specific development and verifica-
tion stages (Siora et al., 2009).

Qualification tests of FPGA-based hardware 
in accordance with International Electrotechnical 
Commission (IEC) standard requirements include: 
radiation exposure withstand qualification; envi-
ronmental (climatic) qualification; seismic and 
mechanical impacts qualification; electromagnetic 
compatibility qualification. Results of qualifica-
tion tests confirmed FPGA-based hardware com-
pliance with IEC safety requirements.

FPGA electronic design has a V-shape life cycle 
in accordance with requirements of standard IEC 
62566 “NPP – I&C important to safety – Selec-
tion and use of complex electronic components 
for systems performing category A functions.”

The safety assessments have been conducted 
by Ukrainian State Scientific Technical Centre 
on Nuclear and Radiation Safety (SSTC NRS), 
which is the supporting organization of Ukrai-
nian Regulatory Authority. Experts of SSTC 
NRS have considerable experience in the area of 
FPGA-based systems safety assessment, as they 
have performed reviews of all thirty three FPGA-
based safety systems supplied to Ukrainian NPP 
units since 2003.

Implementation of the RADIY 
Platform-Based I&Cs in NPPs

The RADIY platform has been applied to the 
following NPP I&Cs systems, which perform 
reactor control and protection functions: Reactor 
Trip Systems (RTS); these I&Cs were developed 
as two-version systems consisting of two triple 
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module redundant subsystems; It should be noted 
that this list is not concluded because of an uni-
versality of Radiy Platform. PRC Radiy has the 
ability to build different digital I&C systems for 
reactors of any type. The example of two-channel 
RTS is shown at Figure 35.

Both channels implemented on Radiy Platform. 
Reactor Power Control and Limitation System; 
Engineering Safety Features Actuation System 
(ESFAS); Control Rods Actuation System; Au-
tomatic Regulation, Monitoring, Control, and 
Protection System for Research Reactors; these 
I&Cs were developed as one-version systems 
consisting of triple module redundant subsystems.

The first commissioning of the RADIY plat-
form was done in 2003 for Ukrainian NPP unit 
Zaporozhe-1. In seven years since that time, more 
than 80 applications of RPC Radiy systems have 
been installed in 17 nuclear power units in Ukraine 
and Bulgaria. These systems are commissioned in 
pressurized water reactor (PWR) plants known as 
“WWER” reactors developed by the former Soviet 
Union. WWER reactors are used in Armenia, Bul-
garia, China, Czech Republic, Finland, Hungary, 
India, Iran, Russia, Slovakia, and Ukraine.

The largest project implemented by RPC Radiy 
is the modernization of six ESFASs for Bulgarian 
NPP Kozloduy (three ESFASs for Kozloduy-Unit 
5 and three ESFASs for Kozloduy-Unit 6).

RADIY RTS DIVERSITY 
ASSESSMENT

Radiy RTS Diversity Assessment 
Based on General Approach

RADIY Platform can be used for building whole 
multi-channel systems as well as for building 
one (primary or diverse) channel of I&C System. 
For cases using the platform in several channels 
of a system, diverse solutions should be used 
and appropriate diversity assessment have to be 
performed.

The following example shows the results of 
assessment for two variants of RTS. Both systems 
are two-channel and have diverse channels with 
primary channel based on Altera FPGA. The first 
variant diverse channel is based on Actel FPGA 
(see Table 9). The second variant uses FPGA 
produced by Xilinx in the diverse channel (see 

Figure 35. Radiy platform based Reactor Trip System with primary and diverse channels
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Table 10). Data in Tables 9 and 10 shows that 
using FPGA chips from different manufacturers 
allows obtaining the value of the general diversity 
metric more than 0.7. Increasing this value is pos-
sible primarily by increasing the independence of 
the processes and enhancement of the diversity 
of languages and models.

Described models of multi-version systems 
and multi-version technologies (life cycle) may 
support selecting of cost-effective technique and 
optimal architecture according to requirements to 
diversity, safety, reliability and limitation of ap-
plied technologies. These theoretical issues were 
used on development of FPGA-based I&C RADIY 

Table 9. Assessment of the first variant of two-channel system (Altera and Actel FPGA) 

Diversity Types Result of Analysis Assessment Results

Yes/ 
No

Implementation Local 
Metric

Ratio Weighting 
Coefficient

Diversity of 
programmable 
components (A)

Diversity of manufacturers of 
FPGA (A1)

Yes Altera vs. Actel 0.8 0.25 0.25

Diversity of technologies of 
FPGA producing (A2)

Yes SRAM vs. Antifuse 1 0.4

Diversity of FPGA families 
(A3)

Yes Cyclone vs. ProASIC 
(based on A1)

1 0.25

Diversity of FPGA from the 
same family (A4)

Yes different families (based 
on A1)

1 0.1

Diversity of printed 
circuit boards (PCBs) 
(B)

Diversity of PCB development 
technologies and manufacturers

Yes Different manufacturers 
but the same technology

0.5 1 0.15

Diversity of 
CASE-tools (C)

Diversity of CASE-tools 
developers (C1)

Yes Altera vs. Actel 1 0.5 0.15

Diversity of CASE-tools (C2) Yes Quartus II vs. Libero 
(based on C1)

1 0.3

Diversity of CASE-tools 
configurations (C3)

Yes Different tools for 
design but the same for 
verification

0.7 0.2

Diversity of 
languages of 
FPGA projects 
development (D)

Diversity of language kinds 
(D1)

Yes Graphic Notation and 
Hardware Description 
Language are used

0.5 0.4 0.15

Diversity of hardware 
description languages (D2)

Yes VHDL vs. Verilog 0.8 0.6

Diversity of 
specification 
presentation (E)

Diversity of FPGA  
initial specification languages 
(E1)

No The same language 0 0.5 0.1

Diversity of FPGA  
specification models (E2)

Yes B&HDL used for Altera 0.8 0.5

Diversity of processes 
(P)

Diversity of development 
processes (P1)

Yes Different teams 0.7 0.5 0.2

Diversity of verification 
processes (P2)

Yes Different departments 0.85 0.3

Diversity of maintenance (P3) Yes Different teams 0.7 0.2

Overall assessment (general diversity metric) 0.74
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platform. Main peculiarities of the platform are 
realization of control and other safety-related 
functions without software and ensuring depend-
ability- and diversity-scalable decisions of safety-
critical I&C. Experience of RPC Radiy has proved 
effectiveness of these decisions.

Cost–Effective Approach to 
RTS Diversity Assessment 
under Uncertainties

Nowadays, the uncertainties, associated with 
an alternative RTS diversity assessment, create 
a demand for the methods to make possible the 
translation, to a mathematical language, of the 

Table 10. Assessment of the second variant of two-channel system (Altera and Xilinx FPGA) 

Diversity types Result of analysis Assessment results

Yes/No Implementation Local 
metric

Ratio Weighting 
coefficient

Diversity of 
programmable 
components (A)

Diversity of manufacturers of 
FPGA (A1)

Yes Altera vs. Xilinx 0.8 0.25 0.25

Diversity of technologies of 
FPGA producing (A2)

No SRAM 0 0.4

Diversity of FPGA families 
(A3)

Yes Cyclone vs. Virtex 
(based on A1)

1 0.25

Diversity of FPGA from the 
same family (A4)

Yes different families (based 
on A1)

1 0.1

Diversity of printed 
circuit boards (PCBs) 
(B)

Diversity of PCB development 
technologies and manufacturers

Yes Different manufacturers 
and technologies

1 1 0.15

Diversity of 
CASE-tools (C)

Diversity of CASE-tools 
developers (C1)

Yes Altera vs. Xilinx 1 0.5 0.15

Diversity of CASE-tools (C2) Yes Quartus II vs. ISE (based 
on C1)

1 0.3

Diversity of CASE-tools 
configurations (C3)

Yes Different tools for 
design but the same for 
verification

0.7 0.2

Diversity of languages 
of 
FPGA projects 
development (D)

Diversity of language kinds 
(D1)

Yes Graphic Notation and 
Hardware Description 
Language are used

0.5 0.4 0.15

Diversity of hardware 
description languages (D2)

Yes VHDL vs. Verilog 0.8 0.6

Diversity of 
specification 
presentation (E)

Diversity of FPGA initial 
specification languages (E1)

No The same language 0 0.5 0.1

Diversity of FPGA 
specification models (E2)

Yes B&HDL used for Altera 0.8 0.5

Diversity of processes 
(P)

Diversity of development 
processes (P1)

Yes Different teams 0.7 0.5 0.2

Diversity of verification 
processes (P2)

Yes Different departments 0.85 0.3

Diversity of maintenance (P3) Yes Different teams 0.7 0.2

Overall assessment (general diversity metric) 0.72



221

Diversity and Multi-Version Systems

intangible values and human experience, improv-
ing the available resources in the decision making 
process in this complicated area.

Usually, in a quantitative setting, the informa-
tion is expressed by means of numerical values. 
However, when we work in a qualitative setting, 
that is, with a vague or imprecise knowledge, the 
information cannot be estimated with an exact 
numerical value. In that case, a more realistic 
approach may be to use linguistic assessments 
instead of numerical values, that is, to suppose 
that the variables, which participate in the problem 
area, are assessed by means of linguistic terms 
(Zadeh L. 1999, Mendel, 2002).This approach is 
appropriate for a lot of problems, since it allows a 
representation of the information in a more direct 
and adequate form if we are unable to express it 
with precision.

A linguistic variable differs from a numerical 
one in that its values are not numbers, but words or 
sentences in a natural or artificial language. Since 
words, in general, are less precise than numbers, 
the concept of a linguistic variable serves the 
purpose of providing a means of approximated 
characterization of phenomena, which are too 
complex or too ill-defined to be amenable to their 
description in conventional quantitative terms.

In fact, considering the approach suggested 
in (NUREG/CR-7007, 2009; NUREG/CR-6003, 
1994), it is often difficult to determine the precise 
values of diversity attributes’ weights and rank of 
all alternatives on diversity criteria. We need to 
evaluate all appropriate experience of applications 
of different diversity approaches in all industrial 
area, take into account all relevant statistics of 
I&C failures caused by CCFs etc. A part of this 
information is often represented as linguistic 
information, being the expert’s subjective opin-
ions. The transformation and formalization of this 
linguistic information into precise form without 
application of special methods is characterized 
by loss of important information. This is another 
aspect, which increases the difficulties of the I&C 
diversity assessment.

At the initial stage of selection of secondary 
(primary) RTS it is more convenient approach for 
the experts to compare the possible alternatives of 
primary (secondary) RTS and express their pref-
erences using the natural language expressions.

The experts have to deal with portion of a 
qualitative information stipulated by several types 
of the following uncertainties:

• Uncertainties caused by lack of a sufficient 
and objective information on RTSs, which 
could be considered as an alternative for 
given RTS. The lack of required informa-
tion is stipulated by policies of some I&C 
company-manufacturer to conceal the part 
of information related to its possible short-
ages and defects. In addition, a part of 
information on RTS features is confiden-
tial and not available for objective expert 
assessment.

• Strategic Uncertainties caused by depen-
dencies on activities of other subjects in-
volved (directly or indirectly) in the process 
of selection of alternative RTS (partners, 
suppliers etc.)

• Uncertainties caused by application of an 
imprecise information (different system 
parameters) expressed in natural language 
(for example the linguistic nature of some 
diversity attributes).

On the one hand, it is possible to neglect all 
these uncertainties and use deterministic ap-
proaches for selection of the most diverse I&C 
system for a given one. But on the other hand, 
some of important information might be lost.

We suggest using fuzzy metrics, derived from 
application of Computing, with words (CW) 
methodology to form the initial subset of possible 
alternatives and determine the most diverse I&C 
system under uncertainties.

Diversity strategies description: According 
to (NUREG/CR-7007, 2009; NUREG/CR-6003, 
1994) the rational choice of a pair of primary 
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and secondary RTS could be named as diversity 
strategies. Both of (NUREG/CR-7007, 2009; 
NUREG/CR-6003, 1994) describe three types of 
diversity strategies.

Strategy S1 focuses on the use of fundamentally 
diverse technologies as the basis for RTS diverse 
systems, redundancies, or subsystems. In this case, 
the primary RTS is built on an analog (digital) 
technology, and the diverse RTS is based on a 
digital (analog) platform. This choice of technol-
ogy inherently contributes notable equipment 
manufacturer, processing equipment, functional, 
life-cycle, and logic diversities.

Intentional application of life-cycle and equip-
ment manufacturer diversities is included in the 
baseline, while the traditional use of functional 
and signal diversities is also adopted.

Strategy S2 involves the use of distinctly differ-
ent technology approaches as the basis for diverse 
RTS, redundancies, or subsystems. In other words, 
this approach presumes using some variations 
inside either digital or analog technologies. In this 
case, the primary RTS is built on general-purpose 
microprocessors (MC), and the diverse RTS is 
based on, for example, FPGA platform.

This choice of technology inherently contrib-
utes some measure of equipment manufacturer, 
processing equipment, functional, life-cycle, and 
logic diversities. Intentional application of a logic 
processing equipment, life-cycle, and equipment 
manufacturer diversities is included in the baseline, 
while the traditional use of functional and signal 
diversities is also adopted.

Strategy S3 represents the use of architectural 
variations within a technology as the basis for 
diverse systems, redundancies, or subsystems. 
In this case, the primary RTS is built on static 
random access memory (SRAM)-based FPGA, 
and the diverse RTS is based on, for example, on 
Flash –based FPGA platform.

This choice of technology inherently contrib-
utes some limited degree of equipment manufac-
turer, life-cycle, and logic diversities. Intentional 
application of equipment manufacturer, logic 

processing equipment, life-cycle, and logic di-
versities is included in the baseline, while the 
traditional use of functional and signal diversities 
is also adopted.

Considering the system approach to strategies 
formulation and representation, represented in 
NUREGs 6303, 7707 two additional strategies 
S4 and S5 are introduced in this section.

Strategy S4 represents the variations inside of 
one SRAM (Flash) FPGA technologies. One fam-
ily of SRAM (Flash) FPGA is used for the primary 
RTS, and second (third) family of SRAM (Flash) 
FPGA is used for secondary RTS. For example, 
the primary RTS is based on application of Arria 
family FPGA (Altera), and the secondary RTS 
is based on application of Stratix family FPGA 
(Altera).

Strategy S5 represents the variation inside of 
SRAM (Flash) FPGA family. The application of 
this technology supposes using the representa-
tives from one family to provide diversity for both 
secondary and primary RTS. For example, the 
primary RTS is based on application the Stratix 
II FPGA, and the secondary RTS is based on ap-
plication of Stratix III FPGA.

It is apparently that the lower layer of hierarchy 
the less diversity for I&C provided. Each strategy 
is characterized by the set of possible alternatives 
(secondary RTS) available to provide the diver-
sity between the primary and secondary RTS. 
The bigger index of strategy the more possible 
alternatives are available.

The choice of strategies is stipulated by the 
existence of some restrictions, which could limit 
the set of possible alternatives for the secondary 
RTS. The S1 strategy represents the policy of 
absence of any restrictions (financial, organiza-
tional, political etc) related to the choice of the 
secondary RTS.

The S2 strategy is characterized by the freedom 
“inside” of digital technology. Any of FPGA – 
based RTS could be chosen as primary RTS and 
any of MC –based RTS could be selected as a 
secondary one.
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The S3 strategy is characterized by some free-
dom “inside” of FPGA technology. In this case, 
there are no restrictions for selection any FPGA-
based RTS either SRAM or Flash.

The S4 strategy is characterized by some free-
dom “inside” of FPGA SRAM (Flash) technology. 
In this case, the second RTS could be selected 
from FPGA SRAM (Flash) families.

The S5 strategy is characterized by freedom 
“inside” of one family of FPGA SRAM (Flash) 
technology. In this case, the second RTS could 
be selected from one of family of FPGA SRAM 
(Flash) families.

Generally, each Si diversity strategy includes 
the subset of diversity strategies Sij, where j – a 
number of possible alternatives classified as a 
type of Si strategy. For example, different types 
of S3 might be the following strategies: S31 – the 
primary RTS – FPGA SRAM – based RTS (Stratix 
IV (E,GX,GT)) and the secondary RTS – FPGA 
FLASH-based RTS (XC3000), S32 – the primary 
RTS – FPGA SRAM – based RTS (Stratix IV 
(E,GX,GT)) and the secondary RTS – FPGA 
Flash-based RTS (XC4000), S33 – the primary 

RTS – FPGA SRAM – based RTS (Stratix IV 
(E,GX,GT)) and the secondary RTS – FPGA 
Flash-based RTS (Virtex), etc.

The hierarchy of diversity strategies is shown 
on Figure 36.

The stages of RTS diversity assessment: The 
linguistic approach for selection of the most diverse 
RTS (Zadeh, 1999) deals with qualitative aspects 
that are represented in qualitative terms by means 
of linguistic variables. When a problem is solved 
using linguistic information, it implies the need 
for computing with the words (CW) (Zadeh, 1999). 
Since CW deals with words or sentences defined 
in a natural or artificial language instead of num-
bers, it emulates human cognitive processes to 
improve solving processes of problems dealing 
with uncertainty. Consequently, CW has been 
applied as a computational basis to linguistic 
decision making, because it provides tools close 
to human beings reasoning processes related to 
decision making, which improve the resolution 
of decision making under uncertainty as linguis-
tic decision making. CW is an approximate tech-
nique in its essence, which represents qualitative 

Figure 36. The hierarchy of diversity strategies
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aspects as linguistic values by means of linguistic 
variables, that is, variables, whose values are not 
numbers but words or sentences in a natural or 
artificial language.

To compare the secondary and primary RTS, 
using the diversity criteria and evaluate the similar-
ity (difference), expert should take into consider-
ation the compelling evidence (i.e., some adequate 
combinations of thorough testing, substantial 
usage history for a comparable application under 
very similar demands and conditions, extensive 
formal proofs, detailed hazard/threat analysis, 
etc.). Based on these evidences experts evaluate 
the difference (similarity) between the primary 
RTS and secondary RTS for each diversity strategy 
using the linguistic terms: SAME (S), NEARLY 
SAME (NS), DIFFERENT (D).

The stage of cost – effective approach to 
selection of diverse NPP RTS consists of the 
following stages.

The formation of diversity strategies set: When 
the primary RTS has been already determined, 
and a set of possible alternatives for the secondary 
RTS has also been established, it is suggested to 
classify the type of a diversity strategy according 
to the hierarchy of diversity strategies shown in 
Figure 37. When the type of a diversity strategy 
is determined, it is suggested to use the set of di-
versity criteria predefined in (NUREG/CR-7007, 
2009; NUREG/CR-6003, 1994). These diversity 
criteria are used to complete the comparison 

matrixes. These comparison matrixes are chosen 
according to strategies used to provide the re-
quired diversity. The example for evaluation of a 
subset of the diversity strategy S3 is shown in the 
Table 11. In this case the primary RTS is FPGA 
Flash – based RTS (A3PE1500 from ProASIC 
3/E family, Actel).

The possible alternatives for the second RTS 
are FPGA Flash (SRAM) – based RTS. The fol-
lowing diversity strategies are considered:

S31: The primary RTS is Flash – based RTS 
(A3PE1500, ProASIC 3/E family, Actel) 
and the secondary RTS – FPGA SRAM – 
based RTS (EP1SGX40G, Cyclone IV GX 
family, Altera).

S32: The primary RTS is Flash – based RTS 
(A3PE1500, ProASIC 3/E family, Actel) and 
the secondary RTS – FPGA Antifuse – based 
RTS (AX2000, Axcelerator family, Actel).

S33: The primary RTS is Flash – based RTS 
(A3PE1500, ProASIC 3/E family, Actel) 
and the secondary RTS – FPGA Antifuse – 
based RTS (QL904M, QuickMIPS family, 
QuickLogic).

The diversity strategies set’s expertise: Dur-
ing this stage experts are supposed to fill the 
comparison matrixes to evaluate the similarities 
(differences) between the primary RTS and each 
of possible alternatives of secondary ones. The 
expert is also required to assign the weight of each 
criterion. Generally, the weight might be evaluated 
on various scales. The criterion’s weight might 
be expressed either as linguistic value (Low, Me-
dium, High) or any numerical values from [0, 1]. 
The more weight the more criterion influence on 
diversity RTS. For sake of simplicity the weight 
of criterion is presented as scalar value.

Table 11 represents the example of diversity 
assessment for the set of alternative strategies S3 
(different FPGA technologies) and corresponding 
set of diversity criteria, which could be applicable 
for diversity evaluation.

Figure 37. A set of terms with its semantic
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The expert is proposed to use linguistic val-
ues to evaluate all possible S3j strategies. The 
choice of the linguistic term with its semantics 
is a very important issue. According to (Zadeh, 
1999) fuzzy numbers support the semantics of 
the linguistic terms. It establishes the linguistic 
expression domain, in which experts provide their 
linguistic assessment of alternatives according to 
their knowledge.

In this section, we shall use labels represented 
by triangular fuzzy numbers. A triangular fuzzy 
number, denoted by M = <m, α, β>, has the 
membership function:

µ

α

α
α

M
x =

0, for x m m -

1 -
m - x

, for m - < x < m

1, for x = m

0, for x m +

( )

≤ ≤

≥ ββ.











     (12)

The point m, with membership grade 1, is 
called the mean value and α, β are the left hand 
and right hand spread of M respectively.

For example, we assign the following semantics 
to the set of three terms (graphically, see Figure 37):

Table 11. The example of comparison matrix for strategies S3 (different FPGA technologies) 

Diversity Criterion Wk, Weight 
of Diversity 
Criterion

Alternative RTSs

Strategy S31, 
FPGA1

Strategy S32, 
FPGA2

Strategy S33 
FPGA3

Design

Technologies 0,21 S D D

Approach (for the same technology) 0,19 S NS NS

Architecture 0,6 D S D

Equipment Manufacturer

Design (for different Manufacturer) 0,5 S D D

Design (for the same Manufacturer) 0,5 D D NS

Logic Processing equipment

Logic Processing Architecture 0,3 D D S

Component integration Architecture 0,7 S D NS

Functional

Purpose, function, control logic, or actuation 
means

1 S D D

Life-cycle

Design organizations/companies 0,24 S D NS

Design/development teams 0,36 D NS NS

Implementation/validation teams 0,4 S D

Logic

Algorithms, logic, program architecture 0,33 D D D

Runtime environment 0,47 D NS D

Functional representation 0,2 D S S

Signal

Parameters sensed 0,6 D NS S

Physical effects used 0,4 NS D D
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NS = (0, 0,25, 0,5), S = (0,25, 0,5, 0,75), D = 
(0.5, 0,75, 1).

The aggregation stage: During this stage all 
linguistic values provided by experts are aggre-
gated to obtain a collective assessment for the 
alternatives. It is provided by calculation of the 
fuzzy diversity score Dij as an arithmetic mean:

D = (
1
t

w ×m ,
1
t

w ×

,
1
t

w × )

ij ki=1

t

ij
t

ki=1

t

ij
t

ki=1

t

ij
t

∑ ∑

∑α β
     (13)

Where wk - weight of k diversity criterion; 
< m , > -,

ij
t

ij
t

ij
tα β  a triangular fuzzy number that 

represents one of linguistic values {S, NS, D} 
assigned by tth expert for Sij diversity strategy.

Dij represents a distance between two objects: 
primary and secondary RTS. The more distance 
Dij, which corresponds certain diversity strategy 
Sij, the more diverse both RTSs. In this case, the 
primary RTS with its diversity attributes is con-
sidered as centre of cluster.

However, the final result is a fuzzy set, which 
does not correspond to any label in the original 
term set. In this case, “linguistic approximation” 
is needed (Zadeh, 1999). The process of linguistic 
approximation consists of finding a label, whose 
meaning is the same or the closest (according 
to some metric) to the meaning of an unlabeled 
membership function generated by some compu-
tational model.

It is worth to note that results, obtained by the 
fuzzy arithmetic, are fuzzy sets that usually do not 
match any linguistic term in the initial term set, 
so a linguistic approximation process is needed 
to express the result in the original expression 
domain.

Using the best-fit method (Dubois, et al., 
1980), the obtained fuzzy diversity score Dij for 
each strategies Sij can be mapped back to one 
(or all) of the defined linguistic terms (SAME, 

NEARLY SAME, DIFFERENT). The method 
uses the distance between the fuzzy diversity score, 
represented by the fuzzy triangular number for 
each strategy Sij, and each of the initial linguistic 
terms to represent the degree to which obtained 
score, is confirmed to each of them. For instance, 
the distance between the obtained fuzzy diversity 
score Dij and the expression same, nearly same, 
different is defined as follows:
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Hence, each Sij diversity strategy is character-
ized by 3-tuple < d ,d , d >

ij
(1)

ij
(2)

ij
(3) , where, d

ij
(r)  a 

distance between the obtained fuzzy diversity 
score and the corresponding linguistic term 
(SAME, NEARLY SAME, DIFFERENT).

It should be noted that each, d
ij
(r)  (j=1,…J, 

where j – a number of possible alternatives clas-
sified as a type of Si strategy) is an unsealed 
distance. The closer Dij, is to the rth expression, 
the smaller d

ij
(r)  is. More specifically, d

ij
(r)  is equal 

to zero if Dij, is just the same as the rth expression 
in terms of the membership functions. In such a 
case, Dij should not be evaluated to other expres-
sions at all due to the exclusiveness of these ex-
pressions. To embody such features, new indices 
need to be defined based on d

ij
(r)  (r = 1, 2, 3).

Suppose d
ij
(3)  is the smallest among the obtained 

distances for Dij, and let αi1, αi2, αi3 represent the 
reciprocals of the relative distances between the 
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identified fuzzy diversity score Dij, and each of 
the defined linguistic terms with reference to d

ij
(3)  

(smallest distance). Then, a
ij
(r)  (r= 1, 2, 3) can be 

defined as follow:

α
ij

r

ij

r

ij

3

=
1

d

d

, r = 1,2, 3.( )
( )

( )

       (15)

If d
ij
(3) = 0 it follows that a

ij
(3)  is equal to 1 and 

the others are equal to 0. Then, a
ij
(r)  (r = 1, 2, 3) 

can be normalized by:

β
α

α
ij

r ij

r

r=1

3

ij

r
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( )∑
      (16)

Each β
ij
(r)  represents the extent, to which Dij 

belongs to the rth defined linguistic terms. It can 
be noted that if Dij, completely belongs to the rth 
expression, then it is equal to 1, and the others 
are equal to 0. The sum of values of these indices 
for Dij, is equal to 1. Thus, β

ij
(r)  could be viewed 

as a degree of confidence that obtained fuzzy 
scores for all diversity strategies Sij belong to the 
rth defined linguistic terms.

Results obtained for all diversity strategies are 
represented in the Table 12.

The exploitation stage: During this stage all 
diversity strategies are ranked by using the col-
lective linguistic assessment obtained in the 
previous stage, taking into account the cost of 
each diversity strategies Cij. The rational diverse 
strategy could be found with the following crite-
rion:

S = argmax
cij

* ij
(r)

ij
*

β
       (17)

where β
ij
(r)  represents the extent to which Dij 

belongs to the rth defined linguistic terms; C
ij
*  

- cost of Sij reduced to C , ij
ij∑  – number of 

diversity strategy.
According to the cost-effective approach sug-

gested in the section, the strategy S31 (the primary 
RTS is FLASH – based RTS (A3PE1500, ProASIC 
3/E family, Actel) and the secondary RTS – FPGA 
SRAM – based RTS (EP1SGX40G, Cyclone IV 
GX family, Altera)) might be recommended as a 
secondary one.

The selection of the rational diverse alterna-
tive is based on processing of the expert’s judg-
ment, represented as linguistic values on each of 
the diversity criterion. Two additional diversity 
strategies are represented. Each diversity strategy 
is characterized by the fuzzy diversity score of 
similarity (difference) between a proposed alter-
native for the secondary RTS and fixed primary 
RTS. The cost of strategy realization is also taken 
into consideration. The rational diversity strategy 
is taken with the suggested criterion. This ap-
proach might be useful during the initial stage of 
modernization of RTS, when a decision–maker 
is suggested to complete the initial set of alter-
natives for the primary RTS, which has been 
already determined. This stage is characterized 
by a high degree of uncertainty. When the initial 
set of diversity strategies is evaluated, it might 
be recommended to amend the given decision by 
application of metric-oriented methods.

Table 12. Results obtained for all diversity strate-
gies 

Diversity 
Strategies

Degree to which Dij belongs to the Initial 
Terms

Same Nearly Same Different

S31 0,12 0,39 0, 49

S32 0, 36 0,28 0,38

S33 0,33 0, 63 0, 04
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Solution and Recommendations

Described models of multi-version systems are a 
base for the development of different architecture 
variants. The proposed techniques of diversity 
level and multi-version systems safety assessment 
are founded on two interconnected approaches. 
First of them is the metric-based technique al-
lowing to assess a diversity level and to compare 
multi-version systems on application of different 
kinds and different volume of diversity. Second 
one is based on the probabilistic models, which 
include β calculated using metric analysis.

Development and implementation of multi-
version FPGA-based systems is a new stage of 
the evolution in area of improving safety of NPP 
I&Cs. In this chapter we discussed basic concepts 
of diversity as a key approach to decreasing a 
probability of a common cause failure of safety-
critical I&Cs and the taxonomic scheme of multi-
version computing as a part of dependable, safe 
and secure computing.

Known version redundancy classification 
schemes were generalized in three-space matrix 
(“cube of diversity”) taking into account features of 
FPGA technology. This unique technology allows 
to simplify NPP I&C development and verifica-
tion, realize multi-reconfiguration (dynamical 
function- and dependability-oriented architecting, 
multi-parametrical space-structural adaptation, 
etc.), to propose decisions with different product-
process version redundancy.

Key challenges related to diversity-oriented 
and FPGA-based systems are the following: ex-
isting standards are not enough detailed to make 
all necessary decisions concerning diversity (all 
the more FPGA-based decisions); multi-version 
I&Cs are still unique, failures occurred rarely and 
information about failures is not enough represen-
tative; methods of diversity assessment and kind 
selection, as a rule, are based on expert approach.

FPGA technology allows developing multi-
version systems with different product-process 
version redundancy, diversity scalable multi-
tolerant decisions for safety-critical NPP I&Cs.

FUTURE RESEARCH DIRECTIONS

Future R&D steps may be the following:

• Development of the detailed standards 
and guides to assess and choice types and 
capacity of diversity according to require-
ments and criteria of safety and cost.

• Research of different diversity types appli-
cation to decrease risks of CCF taking into 
consideration dependencies of these types.

• Development of Safety Case-oriented tech-
niques and tools for diversity assessment.

• Research and development of diversity ap-
plication techniques for cyber security im-
provement taking into account features of 
MP and FPGA technologies.

• Analysis of diversity approach for System-
on-Programmable Chip (Network-on-
Chip, System-in-Package) and research of 
SoPC-based multi-version I&C systems.

CONCLUSION

Application of the diversity allows a decrease in 
the probability of CCFs. A new graphical model 
is presented in this chapter for different variants of 
diversity and can be used during the development 
of safety-critical systems and selection of optimal 
algorithms for diversity types based on a criterion 
of safety-reliability-cost. The model addresses 
diversity types at different levels: complex elec-
tronic components (FPGA, etc.), printed circuit 
boards, manufacturers, specification languages, 
design and program languages, etc. It takes into 
consideration the dependencies among diversity 
types. The graphical model is developed using 
the subgraph splitting algorithm, which has been 
previously used for software test generation.

Key challenges related to MP- and FPGA-based 
multi-version I&C systems concern uniqueness 
of ones, specific risks of CCFs (including CCFs 
for different versions of MVS) existing standards 
(are not enough detailed), approved diversity-
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oriented assessment techniques. One of the main 
challenges related to diversity approach is a fact 
that multi-version I&C systems are still unique, 
failures occurred very rarely and information about 
failures is not enough representative.

Analysis of NUREG 7007-and CLB (GMB)-
based assessment techniques allows determining 
advantages/disadvantages of these techniques, 
possibilities of their joint applications and tool 
support. It the chapter three-stages CLD-MAD-
RMD-technique for the assessment of multi-
version NPP I&C systems is proposed. This 
technique has got an approbation in the analysis of 
multi-channel FPGA-based I&C Systems based on 
Radiy Platform and allows to decide the issue of 
assessment in conditions of lack of the statistical 
data about CCF.
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KEY TERMS AND DEFINITIONS

Diversity or Multiversity (MV): A principle 
providing use of several non-trivial versions. This 
principle means performance of the same func-
tion by two and more options and processing of 
data received in such ways for checking, choice 
or formations of final or intermediate results and 
decision-making on their further use.

Multi-Diversion System: MVS, in which two 
or more VR types are applied.

Multi-Version Project: (MVP): A project, 
in which the multi-version technology is applied 
(version redundancy of processes is used) lead-
ing to creation of one- or multi-version system 
(realization of version redundancy of products).

Multi-Version System (MVS): A system, 
in which a few versions-products are used; one-
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version systems may be redundant but consist of 
a few trivial versions.

Multi-Version Technology: (MVT): Set of the 
interconnected rules and design actions, in which 
in accordance with МV strategy a few versions-
processes leading to development of two or more 
intermediate or end-products are used.

Strategy of Diversity: A collection of general 
criteria and rules defining principles of formation 
and selection of version redundancy types and a 
volume or/and choice of MVTs.

Version: An option of the different realization 
of an identical task by use software, hardware or 
FPGA-based products and life cycle processes.

Version Redundancy: A type of product and 
process redundancy allowing to create different 
(non-trivial) versions.
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INTRODUCTION

I&C systems are complex systems that consist of 
both hardware and software components, which 
continuously interact with each other in order 
to perform their intended functions. One of the 
development and operation problems of modern 
I&C systems for critical application is the reliable 
assessment and assurance of the two main system 
attributes, namely safety and security. The assess-
ment of security, which also influences the safety 
of I&C systems and other controlled applications, 
is a very important, complicated, and challenging 
problem. During the assessment, it is necessary 
to take into account a set of various features 
and factors, their interrelations and interactions. 
Modern realities require improving I&C systems 
security, both in terms of requirements and their 
implementation. Moreover, assurance of security 
for critical I&C systems is a requirement of na-
tional and international regulatory documents, as 
well as actual practice in safety engineering (IEC 
61508, 2010).

The FPGA technology is now being widely 
used worldwide in process industries and increas-
ingly in I&C systems for various safety and security 
critical domains, such as Nuclear Power Plants 
(NPPs), on-board computer-based systems, elec-
tronic medical systems, etc. (NUREG/CR-7006, 
2010). The application of FPGA technology allows 
developers to implement the required functions 
in a convenient and reliable way.

There are several challenging problems in 
the area of security assurance for complex safety 
important I&C systems, including the following: 
consideration of all possible vulnerabilities that 
can appear in the final product due to process 
discrepancies, which were presented at earlier 
stages of the product life cycle, prioritization of 
such vulnerabilities according to their criticality 
and severity, determination of both sufficient and 
cost-effective countermeasures either to eliminate 
the identified (or potential) vulnerabilities or to 

make the vulnerabilities difficult to exploit by an 
adversary. In our opinion, the accurate evaluation 
of the actual level of the vulnerabilities’ criticality 
and severity (and security of the system in whole) 
is one of the main challenges. Inaccurate estimation 
can cause additional efforts, costs and may present 
undesirable level of risk. In the framework of this 
chapter, I&C safety is considered as an attribute 
of high importance. Security is an attribute, which 
affects safety (Kharchenko, V. et al., 2011).

BACKGROUND

In a modern world, there are many various regu-
lations, which, in general case, cover the most 
important areas widely used by the mankind. It 
is possible to distinguish those related (in some 
way) to safety important I&C systems, grouped 
into several sets to cover general issues of critical 
I&C systems at various lifecycle stages (including 
their development, operation and maintenance), 
security, as well as covering various technology-
related aspects.

But a problem of creating of regulatory base 
covering simultaneously all the aspects required 
to develop, use and maintain reliable and secure 
safety important I&C systems is still challenging. 
Such regulatory base should also address ques-
tions related to processes and products depending 
on intended use of safety important I&C system, 
assessment and assurance of certain I&C system 
attributes, etc.

STATE-OF-ART DOCUMENTS IN 
THE AREA OF CYBER SECURITY

This subsection provides analysis results for exist-
ing documents, both national and international, 
related to the security of safety important I&C 
systems.
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Research and Engineering Issues

Here we provide short reviews of the most impor-
tant publications in the area of safety important 
systems security.

Ravi S. et al. (Ravi, S. et al., 2004) describe 
security-related gaps, unique to commercial 
embedded system design only. Importance and 
uniqueness of the embedded security challenges, 
an enumeration of security requirements, concepts, 
and design challenges are presented. Though, the 
paper is limited to security processing require-
ments and architecture, illustrated with a popular 
secure sockets layer protocol, and processing 
workload example.

Grand J. (Grand, J., 2004) introduces the con-
cepts of designing secure hardware in embedded 
systems. The major classes of attacks and the 
mindset of potential attackers are presented, as 
well as examples of previous hardware attacks 
are discussed. Typical product development cycle 
and recommends ways to incorporate security, 
risk assessment, and policies into the process 
are presented.

Huffmire T. et al. (Huffmire, T. et al., 2010) 
provides comprehensive practical approach to 
managing security in FPGA designs, including 
both theoretical and practical aspects. It also 
addresses the lifecycle and operational threats 
against FPGA systems, as well as holistic view of 
FPGA security, from formal top level specifica-
tion to low level policy enforcement mechanisms, 
which integrates recent advances in the fields of 
computer security theory, languages, compilers 
and hardware.

Badrignans B. et al. (Badrignans, B. et al., 
2011) present an analysis of current threats against 
embedded systems and especially FPGAs. The 
requirements according to the FIPS 140-2 standard 
are discussed in order to build a secure system. 
Authors also highlight current vulnerabilities of 
FPGAs at all the levels of the security pyramid. 
Also several hardware solutions are described in 
this book especially at the logical, architectural 

and system levels (except operating system and 
application levels) to provide a global solution.

Sadeghi A.-R. et al. (Sadeghi, A.-R. et al., 
2011) discover various issues related to physi-
cally unclonable functions, practical aspects of 
hardware-based cryptography, as well as prob-
lems related to policy enforcement, security in 
contactless tokens and security architectures and 
applications in embedded devices.

Drimer S. (Drimer, S., 2009) underlines im-
portance of authenticating configurations as an 
additional capability to FPGA, proposes a security 
protocol for remote reconfiguration of FPGA-
based systems over insecure networks. Some 
problems related to reproducing and comparing 
FPGA implementation results are discussed, as 
well as payment systems as ubiquitous embedded 
devices are examined and evaluated in terms of 
security vulnerabilities, including a man-in-the-
middle attack.

Regulation Issues

As for today, thorough the world there were devel-
oped a plenty of basic regulatory documents that 
cover various aspects in the areas of FPGA, critical 
I&C systems (including NPP I&C systems) and 
security. Regulatory documents in such particular 
areas try to form basement for developing secure 
(and reliable) I&C systems, which are capable to 
assure their intended functions (safety, security, 
etc.) through their life cycle. Regulatory docu-
ments pose general requirements, as well as they 
state the position and role of appropriate regula-
tory bodies.

As a result of conducted analysis partially 
based on (Kharchenko, V. et al., 2012,a), some of 
the existing standards and regulatory documents, 
both national and international, can be divided 
into the following main trend areas (see Figure 1):

• Regulatory documents related to critical 
I&C systems.
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• Regulatory documents related to FPGA 
technology.

• Regulatory documents related to security.

In the category related to critical I&C systems, 
one of the most important documents is a Commit-
tee Draft of IEC 62645 (IEC 62645, 2011). This 
document represents an approach to establishing 
requirements and providing guidance for the de-
velopment and management of effective security 
programs for NPP I&C systems, implementation 
of life cycle for I&C system security and briefly 
describes main security controls. IEC 62645 
is limited to security of NPP I&C systems and 
intended to be used when modernizing existing 
NPP and for designing new nuclear power plants, 
throughout the life cycle.

Modern standards such as the ISO/IEC 27000 
series are not directly applicable to the cyber 
protection of critical I&C systems due to their 
specificities, including inherent regulatory and 
safety requirements. The focus of IEC 62645 is 
in issue of requirements for computer security 
programs and system development processes in 
order to prevent and/or minimize the impact of 
attacks against computer-based systems. This 
standard is based on ISO/IEC 27000 standards 
series and implies that any International Atomic 
Energy Agency (IAEA) and country specific 
guidance can expand area of the standard.

The ISA 99 series includes standards, recom-
mended practices, technical reports, and related 
information that can define procedures for imple-
menting electronic security measures and security 

Figure 1. A classification of existing regulatory documents
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practices, as well as approaches to assessment 
of their performance. The focus is to improve 
the confidentiality, integrity, and availability of 
components or systems used for manufacturing or 
control and to provide criteria for procuring and 
implementing secure control systems. Such docu-
ments assist in improving of manufacturing and 
control system electronic security, and can help 
identify vulnerabilities and address them to reduce 
the risk of compromising confidential information 
or causing system degradation or failure.

Series of ISA-99 standards include the fol-
lowing standards aimed to describe design and 
implementation process of security program for 
manufacturing and control systems:

• ISA 99.00.01: Scope, Concepts, Models 
and Terminology.

• ISA 99.00.02: Establishing a Manufacturing 
and Control Systems Security Program.

• ISA 99.00.03: Operating Manufacturing 
and Control Systems Security Program.

• ISA 99.00.04: Specific Security 
Requirements for Manufacturing and 
Control Systems.

Key moments, related to cyber security of 
manufacturing and control systems, and also 
aspects of design and implementation of security 
program are described.

In addition to the above standards the following 
technical reports are developed:

• ISA TR 99.00.01: Technologies for 
Protecting Manufacturing and Control 
Systems.

• ISA TR 99.00.02: Integrating Electronic 
Security into the Manufacturing and 
Control Systems Environment.

Technical reports contain:

• Recommendations for selection of technol-
ogies and measures of security assurance 
of assets and also the description of such 
technologies (including: authentication 
and authorization; filtering, access lock 
and control; audits, monitoring and detec-
tion; computer software; physical security 
measures).

• Guideline on design of electronic security 
program and also a recommended structure 
and content of security plan.

There are no existing regulatory documents 
that are specific about FPGA design practices. 
First referenced document in a category related 
to FPGA technology is NUREG/CR 7006, which 
was prepared by US Nuclear Regulatory Commis-
sion (NRC), and represents an attempt to cover 
existing gap.

This document is a comprehensive guidance 
for the NRC staff to confirm that FPGA-based 
safety systems are in conformance with the actual 
NRC regulations (moreover, some FPGA-specific 
review procedures and acceptance criteria during 
NRC-friendly licensing process can be based on 
this document). The document follows on the 
investigation of existing regulatory documents 
and standards related to design and review of 
safety-related FPGA systems.

NUREG/CR 7006 discovers various specific 
features of FPGA technology, including design 
practices, which are classified into three major 
groups – FPGA hardware design practices, 
FPGA design entry methods, and FPGA design 
methodologies. The document focuses on listing 
and describing FPGA design practices that are 
potentially unsafe as well as on suggesting, which 
ones are acceptable for safety-critical designs. 
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Additionally, the document outlines a design life 
cycle that could be used by the designers and the 
reviewers for FPGA-based safety systems. Also 
NUREG/CR 7006 presents results for survey of 
FPGA design guides and experience relevant to 
NPP application, as well as search results for 
technical standards related to FPGA design.

Next two documents (EPRI TR1019181, 2009 
and EPRI TR1022983, 2011) were prepared by 
the Electric Power Research Institute (EPRI) in 
order to assist utilities in understanding, evalu-
ating, and applying FPGA technology in NPP 
I&C systems and to address the use of FPGA 
technology in retrofits to operating NPPs and 
in new NPPs designs. These documents discuss 
advantages and limitations of FPGA technology 
on the basis of experience and lessons learned 
from previous applications, provide guidance on 
planning and conceptual design of modifications 
employing FPGA technology and on specifying 
and selecting FPGA-based systems; guidance on 
designing an FPGA application is also included, 
addressing the full life cycle of requirements, 
design, verification, and validation.

Category related to security is represented by 
IEC 62566. This document focuses on activities 
applied for developed Hardware Description 
Languages (HDL)-based integrated circuits (i.e. 
developed with HDL and related software tools) 
within an I&C system development project. In 
particular, it covers the following aspects: an ap-
proach to specify the requirements of, to design, 
to implement and to verify HDL-based integrated 
circuits, and to handle the corresponding aspects 
of system integration and validation; an approach 
to analyze and select the blank integrated circuits, 
micro-electronic technologies and Pre-Developed 
Blocks used to develop HDL-based integrated 
circuits; procedures for the modification and 
configuration control of HDL-based integrated 
circuits; and requirements for selection and use 
of software tools used to develop HDL-based 
integrated circuits.

In IEC 60880 standard (IEC 60880, 2006) only 
separate items are related to problems of security 
assurance. It is noted that main measures for soft-
ware security assurance are applied at the systems 
level (for example, physical security measures).

Some requirements for minimization of 
software vulnerabilities related to supporting of 
protective measures, implemented at the system 
level, are presented, in particular:

• Requirements for software security analy-
sis coverage.

• Requirements for accounting of the analy-
sis results at different stages of software 
life cycle.

• Requirements related to users’ access.
• Requirements related to security during 

software design process.

IEC 61513 standard (IEC 61513, 2011) 
contains security requirements at I&C system’s 
architecture level and also at the level of their 
separate components. It is noted that software 
(code, parameters and data) is especially vulner-
able during design and maintenance.

A general plan of safety assurance that deter-
mines procedural and technical measures used 
for protection of I&C architecture from both 
intentional and planned attacks is introduced. 
Also character is determined, and requirements 
for content of the systems security assurance plan 
are provided.

IEC 62138 standard (IEC 62138, 2004) supple-
ments IEC 61513 with the following software 
requirements:

• Performing of threats and vulnerabilities 
analysis of I&C system software that takes 
into account security life cycle stages and 
determines requirements for protection, 
availability, privacy and integrity of data 
and functions (that can include: identifica-
tion of security critical data and functions; 
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identification and authentication of per-
sonnel; control of access to security criti-
cal data and functions; data and function 
management; assignment of responsibility 
for security assurance and also traceability 
of executed activities).

• Performing of software design according 
to the security assurance plan or quality as-
surance plan, taking into account results of 
analysis of threats and vulnerabilities, and 
according to the general security assurance 
plan and system security assurance plan 
regulated by IEC 61513.

• With such a possibility, configuration and 
parameterization of software to avoid ap-
pearance of unnecessary vulnerabilities.

• Determination of resources for efficiency 
assessment for implemented solutions.

Document RG 5.71 (RG 5.71, 2010) is currently 
one of the most technically mature and complete 
of valid documents and describes the basis for 
realization of cyber security of facilities’ assets 
related to nuclear power engineering (including 
a plan and a program of cyber security). In addi-
tion, the document contains safety requirements 
potentially applied to nuclear facilities.

According to the document, the problem of 
cyber security assurance for assets is reduced 
to protection against cyber attacks. The docu-
ment determines requirements to cyber security 
program, for which designing, implementation 
and maintenance of cyber security plan are 
required (according to the given structure and 
guidelines), and also presents a short description 
of the appropriate stages and guidelines for their 
implementation.

Life cycle structure of cyber security process 
that includes the following stages is described: 
design of cyber security program, its implemen-
tation on facilities, continuous monitoring of 
the program, periodic program review, change 
management implementation and also retention 
of records and documentation.

For design, implementation and maintenance 
of cyber security program, the following series 
of activities is suggested:

1.  Analysis of digital systems and networks of 
facilities.

2.  Detection and assessment of critical assets 
from a safety point of view.

3.  Implementation of security architecture ac-
cording to the specified guidelines.

4.  Analysis of potential risks of cyber security 
violation.

5.  Implementation of maintenance activities 
for cyber security assurance program.

Multilayered architecture is suggested as 
the security architecture, and also a diagram of 
interaction of these layers and their description 
are provided.

Moreover, the document contains description 
of the following groups of safety assurance meth-
ods for each of security-critical assets, as well as 
approaches to their implementation:

• Technical methods for security assurance.
• Operational methods for security assurance.
• Executive methods for security assurance.

The document issued by IAEA (IAEA Nuclear 
Security Series No. 17, 2011) is IAEA manual for 
nuclear facilities, where application of computer 
security program is described. Importance of 
implementation of computer security aspects in 
a general security plan of facility is emphasized.

In contrast to RG 5.71 concepts of different 
safety types, including personnel, physical, cyber, 
computer security are introduced, and also a role 
of computer security is clearly outlined.

It is determined that all nuclear related facilities 
should have a standard, defining main tasks for 
computer security at facility and also a relevant 
plan. Importance of implementation of defense 
in depth strategy is emphasized. A concept and a 
diagram of security management life cycle and also 
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key moments of its implementation are introduced. 
According to the document main life cycle stages 
are the following: review of (new) conception, 
requirements, design, implementation, operation, 
maintenance and continuous improvement.

In this document aspects of interaction between 
computer, physical and personnel security are 
also provided. In order to implement multilevel 
security approach, a structure of possible secu-
rity levels is provided, and connection of system 
criticality levels with security assurance measures 
is shown. In addition, main security concepts and 
their interconnection are provided. In particular, 
concepts of countermeasures, vulnerabilities, risk, 
assets, threats, owner and attacker are defined.

It is also important that main approaches to 
risk assessment, risk management and detection 
and determination of vulnerability parameters are 
described. However, to estimate security indicators 
and support the decision making concerning set 
of the countermeasures it is needed to develop the 
techniques of security assessment, which could 
take into account features of software and FPGA-
based systems.

The ISO/IEC 17799 standard (ISO/IEC 17799, 
2005) contains guidelines concerning cyber se-
curity management and can be used during the 
development of security standards and the selec-
tion of practical activities for security management 
in organizations.

The standard determines:

• Organizational issues of security.
• Aspects of classification and manage-

ment of organization’s assets subjected to 
protection.

• Personnel related security issues.
• Elements of physical protection and pro-

tection against environmental impacts.
• Aspects of communication control and op-

erating activities control.
• Approaches related to access control.
• Security requirements during system de-

sign and maintenance.

NEI 08-09 document (NEI 08-09, 2010) is the 
description of assets protection strategy consisted 
of security architecture and a set of methods of 
security assurance in nuclear facilities. This pro-
tection should be performed to comply with the 
requirements of 10 CFR 73.54.

The document contains a template of cyber se-
curity plan and description of applicable methods.

NIST 800-30 document (NIST 800-30, 2002) 
has a recommendatory nature and is a risk man-
agement technique that includes processes of risk 
assessment and risk reduction.

Definition of risk as a negative network impact 
that is caused by vulnerability and taken into ac-
count probability and a degree of such impact is 
provided.

Risk management includes processes of risk 
identification and assessment, as well as imple-
mentation of measures to reduce the risk to the 
acceptable level.

It is noted that implementation of risk manage-
ment allows facility:

• To build better protection of own informa-
tion systems, which storage, process or 
transfer data.

• To make reasonable solutions devoted to 
correction of costs related to information 
technologies.

• To support authorization/accreditation 
of information systems before commis-
sioning via providing risk management 
documentation.

An order of risk assessment including the fol-
lowing steps is provided:

1.  System description.
2.  Identification of threats.
3.  Identification of vulnerabilities.
4.  Analysis of security assurance methods.
5.  Determination of probabilities.
6.  Impact analysis.
7.  Risk determination.
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8.  Formulation of guidelines for application of 
security assurance methods.

9.  Documenting of results.

It is noted that during implementation of 
recommended risk reduction measures technical, 
management and operational methods of security 
assurance methods and also their combination 
should be used to maximize their efficiency.

It is also noted that the success of risk man-
agement program implementation is caused by:

• Management policy.
• Participation of technical specialists.
• Competence of team, performing risk as-

sessment (including interpretation of 
methodology of risk assessment for spe-
cific systems, risk identification, provision 
of profitable protective measures).

• Information awareness and collaboration 
of all participants involved into program.

• Constant assessment of risks of cyber se-
curity violation at the facility.

Cyber security requirements for critical infra-
structures, including peculiarities and dynamics 
of threats, vulnerabilities, incidents and effects 
of potential attacks, are provided in GAO-04-
321 document (GAO-04-321, 2004), and also a 
close relation of these concepts with information 
technologies is noted.

It is noted that the problem of cyber security 
assurance during power generation can be reduced 
to the problem of assurance of integrity, availability 
and privacy of relevant facility’s assets.

Moreover, a list and description of general 
controls of security assurance for systems and 
networks (including access control, system in-
tegrity management, cryptography, audit and 
monitoring, as well as configuration management) 
are provided, and also main standards for all these 
controls are listed.

Some approaches for planning and implemen-
tation of cyber security assurance process are 

provided, including: determination of business re-
quirements to security; risk analysis performance; 
introduction of security policy; implementation of 
measures of cyber security assurance (including 
personnel, processes and technologies devoted 
to decrease identified security risks); continuous 
security monitoring and management.

In the part devoted to risk management, a 
methodology of risk analysis is described. It is 
noted that risk assessment is a key aspect of cyber 
security. Risk assessment can be considered as 
a complex of sequentially implemented stages.

The first stage is the identification of facility’s 
assets that should be protected and also possible 
effects of their loss.

At the next stage identification and determi-
nation of characteristics of threats for facilities 
are performed. During determination of threats 
criticality, main criteria are intentions and pos-
sibilities of an attacker.

The third stage includes identification and 
determination of characteristics of vulnerabilities, 
due to which threats can be made.

At the fourth stage risk assessment and de-
termination of priorities for assets protection are 
performed. During risk assessment, a potential 
effect of asset loss or damage is considered. Levels 
of risks are determined according to the assessment 
of impact of asset loss or damage, asset threats 
and vulnerabilities.

Final stage consists in the identification of 
countermeasures for decreasing or elimination 
of risks and also in the performance of a com-
parative analysis of advantages and efficiency of 
such countermeasures with their disadvantages 
and cost.

NIST 800-53 document (NIST 800-53, 2009) 
has a recommendatory nature and is devoted to 
issues of selection and implementation of relevant 
methods of safety assurance of information sys-
tems. The detail description of implementation 
of each of the methods is provided.

The ISO/IEC 15408 standard (ISO/IEC 15408, 
2009) introduces general principles and concepts 
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of security assessment for information technolo-
gies and determines a general technique of the 
assessment, being a basis for assessment of security 
features of information technologies. Furthermore, 
an interconnection of high level security concepts 
is provided, and also an interconnection of security 
assessment concepts is reflected.

Moreover, the standard introduces require-
ments for a structure and content of security 
functional components for security assessment. 
A catalogue of functional elements, meeting 
general requirements of security functionality 
for many products from information technology 
field, is provided.

Therefore, the standard is a set of criteria that 
allows performing security assessment of infor-
mation technologies.

Nowadays the problem of cyber security 
assessment and assurance for safety important 
I&C systems, especially in a context of used 
technologies, is not comprehensively solved due 
to several objective reasons. One of such reasons 
is insufficiently structured regulatory documents, 
both local and international: there is no special 
branch standard that covers cyber security aspects 
of FPGA-based critical I&C systems. Moreover, 
there are no strict interdependencies between 
the above regulatory documents, their coverage 
is insufficient, and the problem of their “branch 
customization” is still challenging.

Therefore, it is possible to conclude that exist-
ing regulatory documents represent an evolving 
area of regulatory requirements, try to cover the 
intended areas without sufficient consideration of 
related ones, and should be more detailed in terms 
of appropriate approaches and their relationship 
with the technologies.

SAFETY AND SECURITY 
CONCEPTS FOR I&C SYSTEMS

Nowadays safety important systems are widely 
used by the world industry in various areas in forms 

of I&C systems for NPPs, on-board computer-
based systems, electronic medical systems, etc. 
Moreover, FPGA technology is now being trend 
in safety important systems implementation that 
inevitably leads to new challenges in various 
aspects of such systems design, operation and 
maintenance requiring new approaches, tech-
niques and appropriate requirements.

The objective of this subsection is to provide a 
review of practical problems concerning safety and 
cyber security in modern I&C systems, including 
those based on FPGA technology application. Such 
review also involves threats related to trojans in 
hardware and tools (in particular, in FPGA chips 
and appropriate design tools used in development 
of I&C systems for critical applications), which 
can affect the functionality of hardware, as well as 
review of possible countermeasures to such threats.

Safety and Security Aspects

One of the most important attributes of safety 
important systems is dependability. Dependability 
of a system is the ability to deliver required ser-
vices (or perform functions) that can justifiably 
be trusted. Dependability is a complex attribute of 
a safety important system that can be represented 
by a set of primary attributes, including:

• Reliability: Continuity of correct (re-
quired) services.

• Availability: Readiness for correct 
services.

• Survivability: Ability to minimize loss 
of quality and to keep capacity of fulfilled 
functions under failures caused by internal 
and external reasons.

• Safety: Absence of catastrophic conse-
quences for the user(s) and the environment.

• Integrity: Absence of improper system 
alternations.

• Confidentiality: Absence of unauthorized 
disclosure of information.



243

Security of Safety Important I&C Systems

• High Confidence: Ability of correct esti-
mation of services quality, i.e. definition of 
trust level to the service.

• Maintainability: Ability to undergo modi-
fications and repairs.

• Security: The protection from unauthor-
ized access, use, disclosure, disruption, 
modification, or destruction in order to 
provide confidentiality, integrity, and 
availability.

In turn, safety attribute of a safety important 
system can have some particular (or secondary) 
attributes depending on exact system, environment 
and conditions that have influence on the primary 
attribute. Here, we distinguished the following 
attributes (see Figure 2): reliability, security and 

trustworthiness, and we denoted their two-way 
influence (Kharchenko, V. et al., 2012,b).

We should note that such particular attributes 
may be defined for each of primary attributes, 
thus, representing hierarchical structure of safety 
important system’s generic attributes set. More-
over, those secondary and further attributes may 
turn to be common for different primary attributes 
due to their incomplete “orthogonality.”

Metrics

Thus, we can state that a set of safety important 
system attributes can be represented in a form of 
i-level hierarchical model, and each of i levels 
contains ki attributes. As an example, Figure 3 
represents an element of last two levels of a safety 

Figure 2. Taxonomy of safety attribute

Figure 3. Levels of safety important system attributes hierarchy
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important system attributes hierarchical model 
consisting of i levels.

One of the possible ways to reveal criticality 
of two-way influence for safety important system’s 
attributes is in creating of attributes influence 
matrix. Such a problem can be solved, in particu-
lar, in the following ways:

1.  Create a set of n “local” influence matrixes 
for i hierarchical levels; each of the matrixes 
consists of ki attributes (see Figure 4), and, 
therefore of ki rows. Such number n can be 
calculated using the following equation:

n k
x

x

i

=
=

−

∑
1

1

 (1)

The number of rows in each matrix associated 
with the level m, where m=[1,i-1], is equal to a 
number of attributes (km) at the lower level m+1: 
for example, the local matrix for a single attribute 
of i-1 level consists of ki rows.

A set of such “local” influence matrixes rep-
resents the case of a metric mostly intended for 
independent assessment of the safety important 
system’s attributes within the single level.

2.  Create the single “global” influence ma-
trix where each of all the n attributes (see 
Equation(1)) is reflected by a single row and 
appropriate column (see Figure 5).

“Global” influence matrix can be considered 
as another metric, which is suitable for assessment 
of the safety important system as a whole.

Thus, on the one hand, such metrics allow shar-
ing SCS resources in order to assure the required 
level of security (a vertical related to different 
levels in Figure 3), on the other hand, they allow 
optimizing the use of the resources (within the 
same level, see Figure 3).

Cyber Security Threats and 
Vulnerabilities for FPGA-
Based I&C Systems

At the present time, there is limited number of 
potentially probable modes of cyber attacks on 
FPGA technology, a list of which, along with their 
short description, harmonized with Badrignans B. 
et al., (Badrignans, B. et al., 2011), is given below.

1.  Black Box Attack: An adversary inputs all 
possible combinations to FPGA chip and 
registers output states. Such an approach 
provides potential possibility of reverse 
engineering for FPGA electronic design, 
integrated into a chip. In practice this ap-
proach is extremely hard to implement for 
systems with complex logic.

2.  Read-Back Attack: The attack is based on 
a potential possibility of reading FPGA chip 
configuration, usually, via JTAG interface 
used in most FPGAs for debugging. Recently, 
FPGA vendors have improved protection 
measures to access chip configuration (for 

Figure 4. Local influence matrix



245

Security of Safety Important I&C Systems

example, it was implemented a security 
bit, which controls the readability of chip 
configuration) to resist such attacks.

3.  Cloning Attack: In SRAM FPGA chips, 
a configuration file is stored in nonvola-
tile memory outside FPGA chip, allowing 
quite easily retrieve a bitstream while load-
ing configuration in the FPGA and clone 
such FPGA electronic design of such chip 
afterwards. The only variant of protection 
against this threat is encrypting a bitstream 
during its transmission from a nonvolatile 
memory to the FPGA that has been already 
implemented in most modern FPGAs. 
Therefore, the strength of applied cipher is 
an open-ended question.

4.  Physical attack against SRAM-based 
FPGAs: The objective of such an attack is 
to obtain information concerning physical 
structure of FPGA chip by studying specific 
areas in the chip. Such attacks are usually 

targeted on FPGA parts inaccessible through 
input-output channels. Instruments, based 
on focusing of ion beam, allowing FPGA 
structure checking, are used for the attack. 
It is rather difficult to implement such attack 
due to complexity of required equipment; 
besides that, some technologies (for example, 
Antifuse and Flash), which have their own 
restrictions, significantly complicate such 
mode of attacks.

5.  Side-Channel Attack: Such an attack 
uses specifics of systems’ physical imple-
mentation in order to obtain information 
concerning power consumption, execution 
time and electromagnetic fields, allowing 
an adversary to obtain power, time and/
or electromagnetic signatures, which, in 
turn, can expose information about their 
underlying implementation. Hence, in or-
der to implement side-channel attack, it is 
required to solve a task of obtaining such 

Figure 5. Global influence matrix
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signatures and a task of their processing for 
obtaining required results. Tasks of collect-
ing and processing of such information are 
rather nontrivial, however, there are known 
complex techniques requiring only several 
measurements to attack a system.

Data Analysis: It is a logical continuation of 
read-back attack or side-channel attack, as data, 
obtained from these attacks, are considered as 
noise. The fact that an adversary has obtained 
such data does not guarantee a possibility of 
recovering original FPGA electronic design, but 
makes it probable.

Logically following stage after the read-back 
attack (or cloning attack) is Reverse Engineer-
ing. It allows, for example, discovering a data 
structure, used by the manufacturer, decrypting 
FPGA configuration. Reverse Engineering is not 
limited to discovering of FPGA configuration, but 
also can be achieved by observing bus activities 
during program execution in a softcore processor 
implemented in FPGA environment. Application 
of the reverse engineering technique is character-
ized by quite high percentage of its successful 
completion.

To retrieve data, an adversary can use ap-
proaches based either on Simple Power Analysis 
or Differential Power Analysis techniques. These 
approaches are based on device’s energy consump-
tion analysis, while performing cryptographic 
operations, depending on time and their identifi-
cation with the known templates. So, a success of 
the attack directly depends on time and number 
of stored statistic data.

As of today, a number of factors that can cause 
FPGA vulnerabilities, which can be used in cyber 
attacks, should be identified. Such attacks can 
result in:

• Hardware modification, reading and/
or distortion of confidential and/or criti-
cal information (for example, through 
side-channels).

• Addition of unintended functionality (for 
example, by development tools).

• Stealing of intellectual property.

So, it is possible to identify a number of factors 
that can cause vulnerabilities at different stages 
of FPGA chip life cycle (see Figure 6), including:

• A stage of FPGA chip design.
• A stage of its manufacturing and packaging.
• A stage of development of FPGA elec-

tronic design (which describes application 
logic) for implementation to FPGA chip.

• A stage of FPGA electronic design 
implementation.

• A stage of operation of FPGA-based 
device.

Such factors are the following:

• Use of malicious tools (EDA tools, CAD 
tools) during chip designing by a vendor 
and during FPGA electronic design devel-
opment by an application designer for such 
chip;

• Use of compromised devices during inte-
gration of FPGA electronic design by an 
application designer;

• Use of IP-cores from third-party vendors in 
FPGA electronic design;

• The presence of adversaries (insiders) in-
side the development team.

To decrease number of FPGA potential vul-
nerabilities, FPGA chip vendors should solve the 
following tasks:

• To provide protection of own design and 
technology against reverse engineering, 
copying or modification.

• To provide the customers with design se-
curity means during development and op-
eration FPGA-based devices.
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Figure 6. Life cycle stages of FPGA chip and FPGA-based I&C systems with potential vulnerabilities
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Most of the vendors of FPGA chips do not have 
their own manufacturing capacity: their task is in 
development of designs of FPGA chips (that in-
cludes application of tools for design automation) 
and placement of orders for their manufacturing 
among appropriate foundries. Such factories play 
important role in assurance of cyber security for 
future chips, as well as in prevention from prob-
able vulnerabilities that can be caused by steal-
ing or modification of FPGA design during chip 
manufacturing process.

On the other hand, vendors of FPGA chips 
facilitate distribution and safety integration of 
various IP-cores used by application designers 
to encourage FPGA chips market. IP-core is 
completed functional description intended for 
integration into electronic design, which is be-
ing developed. IP-cores are being often used by 
designers of FPGA-based applications to save 
resources and time. IP-cores can be either in a form 
of modules for hardware description languages 
(HDL) or in a form of compiled netlists. So, such 
IP-cores can introduce additional vulnerabilities 
into applications, which use them. Supply chain 
of chips is usually traceable and can be audited 
that, however, does not reduce its importance from 
FPGA cyber security assurance point of view.

Most of life cycle stages of FPGA chip are 
implemented using software tools. Such tools 
are usually used during design of printed circuit 
boards, integrated circuits, developing FPGA elec-
tronic designs and simulation. Hence, developers 
of tools for design automation play key role in 
FPGA cyber security assurance and, in turn, can 
cause vulnerabilities.

The objective of FPGA-based devices’ cyber 
security assurance should be solved at different 
stages of hierarchy, as each of the stages has spe-
cific hardware or software vulnerabilities. Thus, 
the objective of cyber security assurance should be 
started from defining the boundaries of a system.

Hardware Trojans in Safety 
Important I&C Systems

One of the threats in I&C systems for critical 
applications is related to potential possibility of 
Hardware Trojans (HT) insertion into hardware. 
Hardware trojan is a harmful and intentionally hid-
den modification of electronic device (for example, 
chip or its internal programmable configuration). 
Such a modification can change functionality of a 
device, which contains digital integrated circuits 
and/or programmable components, or based on 
FPGA technology that will lead to its malfunction 
(for example, due to unpredictable failures and/
or faults) and, thus, dent confidence in a system 
using this device.

Insertion of HT is possible at the stages of 
development and manufacturing of both FPGA 
chip and systems based on the chip.

At the modern stage of development of system 
design technologies based on integrated circuits 
and/or programmable components, existence of 
a set of hardware trojans that have specific effect 
on device operation (for example, FPGA chip), 
in which they can be built in, is possible. Figure 
7 depicts taxonomy, partly based on Karry R. et 
al., (Karry, R. et al., 2010), of HT based on the 
following attributes with specific features:

• A stage of chip life cycle (LC) at which HT 
is inserted.

• Abstraction level of which HT 
implementation.

• HT physical characteristics.
• HT activation mechanism.
• HT effect.

Each of the attributes is described below in 
details.

HT insertion is possible at the following stages 
of chip LC:
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• Specification: At this stage designers de-
termine main chip characteristics (for ex-
ample, its target environment, expected 
functionality, physical size, power con-
sumption and delays), therefore, a modi-
fication of such characteristics makes 
possible modification of functional speci-
fications and design constraints (for exam-
ple, timing requirements).

• Design: At this stage developers specify 
functional, logic, timing, and physical con-
straints so that a chip will conform to target 
technology, therefore, application of third-

party vendor IP-cores and standard cells 
becomes possible during development 
process; so, HTs can be present in any of 
components that were used in chip devel-
opment process;

• Chip Fabrication: At this stage a set of 
masks, using wafers, is created; even sub-
tle mask modifications can seriously affect 
chip functionality;

• Chip Testing: This stage provides poten-
tial possibilities for HT detection inserted 
during previous LC stages of a chip;

Figure 7. Taxonomy of hardware trojans
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• Chip Packaging: At this stage the tested 
chip is mounted into the chip package (it 
can also contain other hardware compo-
nents); from vulnerability point of view, 
interfaces between all hardware compo-
nents introduce potential vulnerabilities at 
this stage.

From abstraction level’s point of view, HTs 
can be inserted into a chip at the following levels:

• System Level: Developers define hardware 
modules, interconnections and communi-
cation protocols, which can determine HT 
activation character.

• Development Environment: It can be 
characterized by application of tools for 
design synthesis, simulation, verifica-
tion, and validation; such tools can be a 
source of HTs in the design and, moreover,  
contain software trojans for hiding inserted 
HTs.

• RTL Level: Is easily vulnerable by HTs, 
as at this level each functional module is 
described in terms of registers, signals and 
Boolean functions.

• Level of Logic Elements: A chip is repre-
sented as interconnection of logic elements 
that allows controlling all aspects of insert-
ed HTs, including size and location.

• Level of Transistors: Logic gates are built 
from transistors, allowing managing differ-
ent chip characteristics (for example, time 
characteristics and power consumption); 
addition or removal of individual transis-
tors allows modifying chip functionality, 
and modification of transistor sizes lead to 
modification of chip parameters.

• Physical Level: This level describes all 
chip components, their physical size and 
location, that allows inserting HTs, for ex-
ample, by modifying wire size, a distance 
between circuit elements or reassigning 
metal layers.

In general case, accordingly to Tehranipoor M. 
et al., (Tehranipoor, M. et al., 2010), HTs can be 
inserted into one or several system components. 
In the latter case, each of HTs can operate inde-
pendently from other HTs, or together with other 
HTs inside the system to perform group attack 
on the system.

Depending on probable physical characteris-
tics, HTs can be differed by:

• Type
• Size
• Structure
• Location

According to the type, HTs can be:

• Functional (implemented through addition 
or a removal of logic elements).

• Parametric (implemented through modifi-
cation of a existing logic or connections).

According to location, HTs can directly affect 
the following components:

• Processor (HTs can modify an order of in-
structions execution).

• Memory, including its interfaces (HTs can 
modify values, stored in a memory, and 
also block reading/writing operations for 
certain memory areas).

• Input-output system (HTs can be located 
in peripherals of chip or device, as well 
as within printed circuit board, and, inter-
acting with external components, control 
communications between a processor and 
external components of a system).

• Power circuitry (HTs can alter voltage and 
current supplied to chip or device, causing 
failures).

• Clock circuitry (HTs can change clock’s 
frequency, supplied to different functional 
modules, causing faults inside the system, 
containing such modules).
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Tehranipoor M. et al., (Tehranipoor, M. et 
al., 2010) distinguished the following activation 
mechanisms for HTs:

• Initial Activation: HT is activated (i.e. it 
is triggered without addition conditions or 
events) at the moment of chip fabrication.

• Event-Based Activation: HTs are be-
ing activated only by a specific internal or 
external event. Internal event is an event 
caused by a chip or device that contains 
HTs. Internal events can occur after pre-
determined time period or due to specific 
physical conditions (for example, chip tem-
perature). Activation by an external event 
means that specific signal or combination 
of signals (for example, specified sequence 
in input data from the user) inputs a chip or 
device, which contains HTs, or data input 
through special port.

Effect of HT activation can vary from im-
perceptible disturbances in operation of device, 
which contains HT, to catastrophic failures of the 
system, which contains such device, and can be 
divided into the following groups:

• Change device functionality (by addition 
of complementary logic, or removing/by-
passing existing logic): It mostly leads to 
subtle errors that are almost undetectable.

• Downgrade performance due to intentional 
change of device parameters by HT, and 
can be caused by functional characteristics 
or interface characteristics.

• Leak of information through overt or co-
vert channels.

• Denial of Service: It prevents operation of 
function or resource, usually causing un-
expected lack of bandwidth, computation 
or battery power; physical destroying, dis-
abling or altering device’s configuration is 
also possible.

All the approaches to HT detection can be 
divided into two categories: destructive and 
nondestructive.

Destructive approaches are based on de-
metallization process followed by scanning using 
an electronic microscope. Such approaches are 
extremely expensive and time-consuming (about 
several months for single chip), becoming inef-
fective when increasing of transistor density on 
the chip. Moreover, taking into account that only 
a small part of chips from a manufactured lot can 
contain HTs, such approaches can be considered 
as ineffective.

Nondestructive approaches, in turn, can be 
divided into two categories: invasive (based on 
modification of original FPGA electronic design in 
order to insert functions intended for HT detection) 
and non-invasive (do not require modification of 
original FPGA electronic design).

Invasive approaches to HTs detection in chips 
can be divided into two subcategories:

• Preventive (intended for prevention of in-
sertion of HTs at the stages of chip devel-
opment or fabrication).

• Assistive (intended for detection of insert-
ed HTs into a chip).

A possibility of insertion of HT during chip 
design stage depends on availability of unused 
space (or possibility of obtaining such space via 
logic optimization of electronic design) within 
chip layout. Moreover, a complexity of insertion 
of HT into a chip significantly depends on a pos-
sibility of “masking” of original electronic design 
by vendors through expansion of reachable state 
space to make it difficult to reverse-engineer by 
adversaries the chip functionality and find the 
true rare events (so, inserted HTs by adversaries 
can have no effect on normal chip operation or 
become easily detectable).

For HTs detecting is possible to use approaches 
based on testing of chip logic or measuring pa-
rameters of chip side-channels, since an adversary 
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uses rare internal states of the chip to construct 
HT. Also to detect HT, vendors can insert special 
“latches” into electronic design, responding to 
specified event, much more likely caused by HT 
in the chip.

Non-invasive approaches for HT detection 
consist in comparison of behavior of test FPGA 
chip and etalon chip (or etalon functional model). 
Hence, non-invasive approaches can be divided 
into the following subcategories:

• HT detection approaches used during chip 
operation (use real-time diagnostic system 
to detect HTs during normal operation of 
a chip).

• HT detection approaches used during test-
ing (intended for detecting of HTs during 
chip testing, before its use).

All the approaches to HT detection, used 
during chip operation, require chip resources for 
their implementation (cause increase of power 
consumption), since they perform checks during 
normal chip operation, and, in a case of deviation, 
they trigger appropriate countermeasures. Such 
approaches are used as the last line of chip de-
fense, providing absolute credibility of computed 
results, and can be based on any of the following 
principles:

• Use of novel bus architecture that can de-
tect operating HTs inside the chip, activate 
protection against them, and also notify 
about such activity (such architecture re-
quires about 800 logic elements for the 
chip, which contains 4 millions of logic 
elements, and cause minor delays).

• Use of scheme that implements (by hard-
ware) HT detection functionality in sev-
eral chips simultaneously and compares 
them in order to dynamically assess their 
trust-levels.

• Use of combined hardware-software ap-
proach that consists in using of simply 
verifiable hardware module external to the 
chip, allowing detecting DoS-attacks and 
privilege escalation attacks (attacks can be 
detected using periodic checks and cause 
decrease of mean performance level by 
several percent).

Approaches to HT detection, used during 
chip testing, can be based on logic checking or 
measurement of side-channel parameters (for 
example, power, delays, etc.). Advantage of such 
approaches is that their implementation does not 
require resources overhead for test chips. The 
only disadvantage consists in that there should 
be etalon (“golden”) chip similar to the test chip, 
but without HTs inserted inside.

The only disadvantage of approaches to HTs 
detection that are based on logic testing, is the 
enormously large HTs space, which makes the 
generation of an exhaustive set of test vectors to 
detect all possible HTs computationally infeasible. 
Logic testing-based approaches can be based on 
the following principles:

• Use of a technique based on inserting ran-
domization elements for probabilistic com-
parison of functionality of manufactured 
chip with its electronic design.

• Generation of statistical vector, which rep-
resents an optimal set of test vectors, al-
lowing trigger specified (often rarely used) 
node in a circuit to its rare value multiple 
times.

Side-channel parameters analysis-based ap-
proaches for HT detection are based on the follow-
ing assumption. Even if HT presence inside a chip 
does not cause visible deviations during testing, 
then HT presence could be detected by monitoring 
the effect on such physical parameter such as chip 
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current transient, power consumption or path delay. 
At the present time, main difficulties for applica-
tion of this approach are large process variation 
(due to modern chip nanometer technologies) and 
noises during parameters’ measurement (that can 
lead to masking of disturbances, generated by 
HTs). Hence, such approaches to HT detection 
can be based on the following principles:

• Detection of specific features of chip struc-
ture, using a signature (“finger-printing”) 
obtained via measurement of one or more 
parameters of side-channels.

• Measurement of power-supply transient 
signal via calibration process (and further 
subjected to statistical characterization) for 
a signal, obtained from power ports of sev-
eral chips.

• Generation of test vectors to maximize the 
activity in individual partitions of a chip, 
with simultaneous minimizing the activity 
of other segments.

• Cyclic replication of input test vectors to 
increase total difference in power profile 
between chip, which contains HTs, and 
HTs-free chip.

• Use of path delays for output ports (possi-
bly together with value of leakage current) 
with extensive characterization of process 
variations.

ASSESSMENT OF I&C SYSTEMS 
CYBER SECURITY

The objective of this subsection is to customize 
the elements of gap analysis (GA), Intrusion 
Modes and Effects Criticality Analysis (IMECA) 
technique and analysis of development processes 
related to the developer (human), technique, and 
tool (HTT) to develop an approach, which can be 
used in analysis and assessment of safety important 
I&C systems cyber security.

IMECA Technique

The FMEA is a standard formalized technique 
used in systems reliability analysis devoted to 
the specification of failure modes, their sources, 
causes and influence on system operability. “Fail-
ure modes” means the ways, or modes, in which 
something might fail. Failures are any errors or 
defects, especially ones that affect the customer, 
and can be potential (that can happen) or actual 
(that already happened). “Effects analysis” refers 
to studying the consequences of those failures.

In FMEA-technique, all possible failures are 
prioritized according to how serious their conse-
quences are, how frequently they occur and how 
easily they can be detected.

FMEA is used during the design stage with an 
aim to avoid failures in future. In the next stages 
it is used for process control, before and during 
ongoing operation of the process. The purpose 
of the FMEA is to take actions to eliminate or 
reduce possible failures, starting with the highest-
priority ones. It also may be used to evaluate 
risk management priorities for mitigating known 
threat-vulnerabilities.

IMECA (Intrusion Modes and Effects Criti-
cality Analysis) is a modification of FMEA that 
takes into account possible intrusions to the system 
(Babeshko, E. et al., 2008). Since any vulnerability 
can become a failure if an intrusion occurs, we can 
use IMECA to take into account failures caused 
by intrusions “using” system vulnerabilities.

It should be noted that FMEA and IMECA are 
not the only methods for complex systems failures 
and risks analysis. Authors in several related papers 
(e.g. Babeshko, E. et al., 2008) proved that IMECA 
techniques is one of the most convenient and clear 
in analysis of industrial Supervisory Control and 
Data Acquisition (SCADA) systems consist-
ing of several hardware and specific software 
components with different architectures. It was 
performed an analysis of failures and intrusions 
effects for software, hardware, stored data, users 
and a SCADA-based system as a whole. Obtained 
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results using Intrusion Modes and Effect Analysis 
technique (without criticality analysis) for a real 
gas cleaning system that consisted of the server, 
workstations and Programmable Logic Controllers 
were generalized by the authors, and the result is 
presented in Table 1.

Gap Technique

One of the fundamental concepts behind the idea 
of the approach is the concept of gap. Before 
providing a definition for gap, we propose the 
taxonomy of the main notions used in the chapter. 
Such taxonomy covers the notions of process, 
product, intrusion, discrepancy, gap, anomaly, 
vulnerability and attack (see Figure 8). We outlined 
clearly some important attributes of a process, 
product and intrusion, as well as their interrela-
tions (Kharchenko, V. et al., 2012,c). Also, the 
proposed taxonomy allows tracing a case of non-
ideal process in product development along with 
possible consequences of process implementation.

The main notions in Figure 8 are process, 
product, and intrusion. Processes are being imple-

mented through the development stages of I&C 
system life cycle model in order to produce prod-
ucts. Also, products can be vulnerable to intrusions 
of various types that can affect the product. Results 
of implementation of the processes (i.e., all the 
set of processes that led to the creation of the 
product) can have effects on possible consequen-
tial changes in such processes. Each process 
comprises activities, and, in a case of “non-ideal” 
process, some of them can contain discrepancies.

So, now we can define gap as a set of discrep-
ancies of any single process (which can consist 
of a set of sub-processes) within the life cycle of 
I&C system that can introduce some anomalies 
in a product and/or cannot reveal (and eliminate) 
existing anomalies in a product. In particular, 
such anomalies can be caused by imperfection 
of product specification (or even representation), 
implementation, verification, and/or other non-
compliances.

In terms of cyber security, some of the anoma-
lies can be vulnerabilities of the product. Vulner-
abilities, in turn, can be exploited by an adversary 
during intrusion into the product to implement 

Table 1. Intrusion modes and effect analysis 

Intrusion/
Attack 
Mode

Attack 
Nature

Attack Cause Influence 
on 

Operability

Intrusion 
Evidence

Intrusion Effect

Hardware Software Stored 
Data

SCADA-
based 

System as 
a Whole

User

Sniffing passive/ 
active

sharing 
information 
with large 
community

termination non-
evident

- - privacy 
violation

SCADA-
based 
system 
compromise

unauthorized 
access to 
user’s datainterruption - -

- - -

System 
remote 
control

active weak 
authentication

termination evident - - privacy 
and 
integrity 
violation

SCADA-
based 
system 
incorrect 
operation

deny of 
serviceinterruption - -

- non-
evident

- incorrect 
operation

OPC 
buffer 
overflow

active OPC server 
without latest 
security 
patches

termination evident - crash SCADA-
based 
system 
termination

interruption -

- -

DoS & 
DDoS

active weak system 
protection

termination evident hang crash

interruption
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Figure 8. A taxonomy of used notions
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an attack in order to introduce some unintended 
functionality into the product.

Direct relation between vulnerabilities and 
unintended functionality in Figure 8 denotes some 
possible situation, which is not covered by the 
scope of this chapter; such a situation may occur 
in the presence of hardware Trojans within the 
components of the product, and, hence, requires 
additional comprehensive analysis.

Gap-IMECA-Based Approach 
to Assessment of I&C 
System Cyber Security

Hence, we propose a process-based approach to 
GA, because “non-ideal” processes, which contain 
discrepancies, can produce various problems in 
the corresponding products, and the following 
statements are true:

1.  Presence of gaps in Processj results in 
anomalies in Producti even if Producti-1 is 
“ideal.”

2.  Presence of anomalies within Producti-1 can 
be eliminated by “ideal” Processj in many 
cases. This may be true in case of verifica-

tion and validation processes, however, it 
does not apply to design processes. For 
example, anomaly in the technical specifica-
tion is not eliminated by an “ideal” direct 
translation process (since it may not include 
verification).

As an illustrative example for the proposed 
definition of gap, let us consider a development 
process within the I&C system life cycle model, 
where the input of Processj is represented by 
Producti-1, and the output (result of process 
implementation) – is Producti (see Figure 9). The 
transition from the previous product (i-1) to next 
one (i) is accomplished by the implementation of a 
prescribed process (j) by developers, using certain 
tools. This process can be represented as a set of 
sub-processes that are implemented in serial and/
or parallel ways, and each of such sub-processes 
may contain problems (or discrepancies towards 
appropriate “ideal” sub-process) due to various 
reasons caused by either the developer or the tool. 
Therefore, the problems in sub-processes lead to 
problems in processes, which are implemented in 
order to produce a new product and can result in 
product anomalies (Kharchenko, V. et al., 2012,d).

Figure 9. Development process in the I&C system life cycle model
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The activities, required to implement the ap-
proach, comprise several consequent steps in-
tended for a comprehensive analysis and assess-
ment of I&C systems. They are depicted in Figure 
10.

The key idea of assessment is in the application 
of the process-product approach. Therefore, the 
life cycle model of I&C systems should include 
detailed representation of life cycle processes and 
appropriate products. Then, it is possible to iden-
tify problems (or discrepancies) within the 
model, i.e. gaps. In general, such gaps may reflect 
various aspects of the I&C system, depending on 
what system properties are assessed (for example, 
safety and security).

Hence, depending on the I&C system aspects 
under assessment, each gap should be represented 
in a form of a formal description; such a formal 
description should be made for a set of discrepan-
cies identified within the gap. The IMECA tech-
nique is the most convenient, in our opinion, to 
perform such description: each identified gap can 

be represented by a single local IMECA table and 
each discrepancy inside the gap can be represented 
by a single row in that local IMECA table. In this 
way, complete traceability of life cycle processes, 
appropriate products and inherent properties of 
corresponding discrepancies can be achieved. As 
a result, the number of local IMECA tables would 
correspond to the number of identified gaps, and 
the number of rows within each local IMECA 
table would correspond to the number of identified 
discrepancies within the appropriate gap.

After completing the appropriate columns, for 
example on the basis of expert assessment, for all 
local IMECA tables, each gap is represented by a 
set of discrepancies with appropriate numerical 
values. Data within each row of local IMECA 
tables reveal, in explicit form, the weaknesses 
of the I&C system aspect under assessment: for 
example, in terms of safety – system faults and 
failures, in terms of security – intrusion prob-
ability and severity.

Figure 10. The principal stages of I&C system assessment
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Further, in order to implement the approach, 
the following cases are possible, depending on 
the scope of the assessment:

1.  Assessment of the I&C system as a whole. 
Then, a set of particular IMECA tables 
(which represent all the identified gaps by a 
set of discrepancies) should be integrated into 
the single global IMECA table that reflects 
the whole system. In this case, each row of 
the global IMECA table forms the basis for 
creating a global criticality matrix, which can 
be used in cyber security assurance process.

2.  Assessment of particular (sub-)systems 
within the I&C system. In this case, it is 
possible to create an appropriate set of lo-
cal criticality matrixes that correspond to 
certain (sub-)systems, based on a set of local 
IMECA tables.

So, proposed gap-and-IMECA-based approach 
to assessment can be expressed in the consequence 
of actions (see also Figure 11) listed below.

Step 1: Performance of GA: identification of 
security gaps lists for all the components (or 
modules) of I&C system, being assessed, 
during each life cycle stage. Such lists should 
include both process gaps (in terms of dis-
crepancies) and product cyber security gaps 
(in terms of vulnerabilities).

Step 2(a): Performance of IMECA-based assess-
ment: determination of an appropriate set 
of vulnerabilities for each identified during 
GA process gap, security gap and possible 
scenarios to exploit the vulnerabilities. So, 
for each identified discrepancy or vulner-
ability, there should be created local IMECA 
table that reflects: attack mode, attack nature, 
attack cause, occurrence probability, effect 
severity, and type of effects. In this way each 
gap is being represented by one or several 
rows in a local IMECA table.

Step 2(b): Assessment of appropriate columns 
(occurrence probability and effect sever-
ity) in each particular IMECA table, for 
example, on the basis of expert evaluation. 
Then, each row of such a local IMECA 
table represents security weaknesses, which 
should be analyzed further in context of the 
whole I&C system.

Step 3: Creating of security criticality matrix 
to analyze the cyber security risks of I&C 
system components during different stages. 
Each row in local IMECA tables forms 
the basis for creation of security criticality 
matrix, which reveals the weaknesses of ap-
propriate components in a visual form. The 
highest cyber security risk corresponds to 
the highest row in security criticality matrix.

Figure 11. Proposed approach to assurance of 
cyber security
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Step 4: Calculation of metrics in order to choose 
the optimal set of applicable security coun-
termeasures.

In order to illustrate IMECA-based assess-
ment, we present results for attacks modes pos-
sible during operation and maintenance stage of 
FPGA-based I&C system (see Table 2).

Basing on the set of local security criticality 
matrixes derived as a result of assessment, we can 
propose the following rule for integration of local 
security criticality matrixes into a global one in 
order to assess the whole I&C system:

e e
yz
G

yz

L

k

n
k=

=1
∪ ,  (1)

where eG  is an element of the global criticality 
matrix, eLk  is the corresponding element of the 
k-th local criticality matrix, and n is the total 
number of local criticality matrixes (equal to 
total number of gaps).

Moreover, the scales for the numerical values 
of a discrepancy (for example, its probability and 
severity) for local criticality matrixes can be set 
to the same value in order to eliminate the neces-
sity of additional analysis during the creation of 
a global criticality matrix.

In both cases, the highest risk of the selected 
assessment aspect corresponds to the highest row 
in the criticality matrix. In a case of independent 
gaps and discrepancies, the total risk of R can be 
calculated using the following equation:
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where n is the total number of gaps, m is the total 
number of rows in the IMECA table, p is the oc-
currence probability, and D is the corresponding 
damage.

Furthermore, the criticality matrix can be 
extended to be K-dimensional (where K>2) that 
allows us to consider, for example, the amount 

Table 2. Results of IMECA for FPGA attacks 

Row 
Number

Gap in 
Stage of

Attack Mode Attack 
Nature

Attack Cause Occurrence 
Probability

Effect 
Severity

Type of Effects

1 Operation Black Box 
Attack

Active Simple logic of 
electronic design

Very low Very low Reverse engineering 
of logic by adversary

2 Operation Readback 
Attack

Active Absence of chip 
security bit and/
or availability of 
physical access to 
chip interface

Moderate High Obtaining of secret 
information by 
adversary

3 Operation Cloning 
Attack

Active Storing of decoded 
configuration

Moderate High Obtaining of 
configuration data by 
adversary

4 Operation Physical 
Attack

Active Absence of 
monitoring of 
parameters (voltage, 
temperature, clock) 
of environment and 
chip

Low Moderate Obtaining of 
information 
concerning patented 
algorithms by 
adversary

5 Operation Side-Channel 
Attack

Active Correlation 
of measurable 
parameters with its 
function

High High Leak of undesirable 
information
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of time required to implement the appropriate 
countermeasures for the assessed I&C system.

For example, during the assessment of security, 
the prioritization of vulnerabilities identified on 
the basis of process-product approach, should 
be performed according to their criticality and 
severity, representing their corresponding stages 
in the cyber security assurance of the given I&C 
system. The main goal of this step is to identify 
the most critical security problems within the 
given set. Prioritization may require the creation 
of a criticality matrix, where each vulnerability 
is represented within single rows. In such cases, 
it is possible to manage the security risks of the 
whole I&C system via changing the positions of 
the appropriate rows within the matrix (the small-
est row number in the matrix corresponds to the 
smallest risk of occurrence).

During the performance of GA, the identifi-
cation of discrepancies (and the corresponding 
vulnerabilities in case of security assessment), can 
be implemented via separate detection/analysis of 
problems caused by human factors, techniques 
and tools, taking into account the influence of 
the development environment.

Then, after all identified vulnerabilities are 
prioritized, it is possible to assure security of 
the I&C system by implementing of appropriate 
countermeasures. Such countermeasures should 
be selected on the basis of their effectiveness 
(also, in context of assured coverage), technical 
feasibility, and cost-effectiveness. But there is 
an inevitable trade-off between a set of identi-
fied vulnerabilities and a minimal number of 
appropriate countermeasures, which allows us to 
eliminate vulnerabilities or to make them difficult 
to be exploited by an adversary. The problem of 
choosing such appropriate countermeasures is 
an optimization problem and is still challenging.

Security criticality matrix is depicted in Fig-
ure 12. Each of the numbers inside the matrix 
represents an appropriate row number of IMECA 
table. Figure 12 also represents several cases of 
criticality diagonal for the matrix; depending on 
the case, possible acceptable values of risks are 
below the certain diagonal.

Figure 12. Criticality matrix and several possible criticality diagonals
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Gap-IMECA-Oriented Assessment of 
FPGA-Based I&C Systems

As an illustrative example for the proposed ap-
proach, consider a typical development process 
for a VHDL code, implemented by a developer 
(see Figure 13a) of FPGA-based safety important 
I&C system.

The input to the process is represented by a 
technical specification document (containing the 
comprehensive description of the object being 
developed), and the result is the VHDL code 
(development object). In such a case the possible 

discrepancies can be caused by design faults, 
developer’s errors, and/or errors in appropriate 
procedures intended for the developer. Moreover, 
during the subsequent stages of the overall devel-
opment process, existing problems in the product 
can be either eliminated or multiplied. Then, it is 
possible to represent the identified set of the 
process’ discrepancies (or single gap) in a form 
of IMECA-based table, where each row corre-
sponds to a discrepancy within the process.

Such a complex gap can be eliminated, for 
example, via the implementation of another devel-
opment process (see Figure 13b), which includes 

Figure 13. Development processes for VHDL code
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three entities: technical specifications, an Event-B 
tool model (a form of technical specification repre-
sentation in terms of a tool that is understandable 
to developer and can automatically be translated 
into a VHDL code), and the VHDL code itself.

Transitions from previous entities to the next 
are accomplished by the execution of certain 
processes, namely: formal notations development 
process (implemented by the developer, and con-
sisting of translation of technical specifications 
into a model, in terms of internal instructions of 
the Event-B tool, allowing the developer to math-
ematically prove the correctness of the resulting 
notation) and the translation process (implemented 
by special add-ons of the Event-B tool, and con-
sisting of generating the final VHDL code on the 
basis of the derived model) (Abrial, J.-R., 2010).

Discrepancies in such processes can be caused 
by the applied tools only, since the formal notations 
development process is followed by the model in 
Event-B tool that is mathematically verifiable. 
Discrepancies of the translation process (or dis-
crepancies of its sub-processes) can be caused by 
the Event-B tool, for example, in a case, when 
such tool is not fully tested or certified.

In this way, it is possible to state that we can 
identify the only existing gap. Moreover, such a 
gap can be eliminated if certified tools are applied. 
Thus, in the case given in Equation (2), the risk 
factor R is reduced due to the reductions in the 
values of parameters n (from 2 to 1), m, and pij.

ASSURANCE OF CYBER 
SECURITY FOR SAFETY 
IMPORTANT I&C SYSTEMS

The objective of this subsection is to present an 
approach and possible technique of assurance the 
required level of cyber security for safety important 
I&C systems.

Approach to Assurance

As a continuation of the proposed approach to 
assessment of I&C systems cyber security we 
represent here an applicable approach to assurance 
of cyber security, which is based on the results of 
gap-IMECA-oriented assessment. Such approach 
consists in reduction of risks to acceptable values, 
which, in turn, limited by the criticality diagonal 
of a security criticality matrix.

Appropriate security criticality matrix is de-
picted in Figure 14. From cyber security assurance 
point of view, the possible way of risk reduction 
is in decreasing of attacks’ occurrence probabil-
ity, since related damage is constant. Figure 14 
represents worst-case criticality diagonal for the 
matrix; acceptable values of risks are below the 
diagonal. Cases of probability, decreasing for rows 
2, 3, and 5 are denoted by dotted lines with arrows: 
the problem is in decreasing of the probability by 
the degree sufficient to move row of IMECA table 
below the criticality diagonal. Such decreasing 
of the probability can be achieved, for example, 
by implementation of certain countermeasures. 
Some of such countermeasures, partly based 
on results of Christiansen B., (Christiansen, B., 
2006), are presented in Table 3. The choice of 
countermeasures of different types can be based, 
for example, on RG 5.71.

A problem of choice of optimal countermea-
sures set is discussed in the following subsection.

Choice of Optimal 
Countermeasures Set

Each countermeasure can affect several secu-
rity characteristics simultaneously (for example, 
probability of successful attack, attack severity, 
time to recovery), so it can be described by a set 
{ep, eh, et}, where ep is efficiency of successful 
attack probability decreasing, eh is efficiency of 
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attack severity decreasing, and et is efficiency of 
time to recovery decreasing. The total efficiency 
is an integral value and can be calculated using 
the following equation:

e=ep+eh+et.  (3)

Obviously those existing security counter-
measures are not completely all-purpose and 
can be used for certain vulnerability or a set of 
vulnerabilities.

Correspondence between available counter-
measures and appropriate attacks can be specified 
in a form of matrix, where the rows represent a set 
of attacks possible due to I&C system’s vulner-
abilities detected during its security assessment, 
and the columns are represented by available 
security countermeasures and their appropriate 
effectiveness metrics. An example of such table 
is represented below (see Table 4).

After application of (3), we can represent 
Table 4 in a reduced form (see Table 5), which 

Figure 14. Criticality matrixes

Table 3. Results of IMECA for FPGA attacks 

Row 
Number

Attack 
Mode

Countermeasures

1 Black Box Attack Complication of electronic design logic

2 Readback Attack The use of security bit. 
Application of physical security controls

3 Cloning Attack Checking of chip’s internal ID before powering up an electronic design. 
Encoding of configuration file. 
Storing of configuration file within FPGA chip (requires internal power source)

4 Physical Attack Decreasing memory retention effect. 
Monitoring of parameters (voltage, temperature, clock) of environment and chip

5 Side-Channel Attack Addition of random noise in measurable parameters (or masking of information by random values). 
Decrease of difference in power consumption. 
Changing of electronic design logic
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includes integral effectiveness of the countermea-
sures compared to each of the possible attacks.

Application of the specific security counter-
measure requires certain costs. Hence, such costs 
will depend on the chosen countermeasure and 
appropriate attack type. Costs of certain counter-
measure application can be defined in a form of 
table, as well as integral effectiveness (see Table 
5).

A problem of optimal choice of security coun-
termeasures can be solved in two ways:

1.  Minimization of costs associated with 
purchasing and implementation of counter-
measures in order to decrease the criticality 
for all possible attack types down to some 
predefined level.

2.  Maximal possible decreasing of attacks 
criticality within the predefined limits for 
appropriate costs.

First problem is actual for I&C systems of 
critical application and can be formulated in the 
following way:

f x c x cx x D
i j i j

j

n

i

m

( ) = = → ∈
==
∑∑ , ,

min,
11

 (4)

D x R e x d CR i m xmn
i j i j i i j

j

n

= ∈ ⋅ + > ∈ ∈ { }










=
∑| , , ; ,

, , ,
1 0 1

1 

 

(5)

where di is initial level of i-th attack type criticality; 
CR is a number that defines criticality diagonal; 
ei,j is effectiveness of j-th countermeasure ap-
plication to i-th attack type; ci,j is costs of j-th 
countermeasure application to decrease criticality 
of i-th attack type.

Initial level of i-th attack type criticality is set 
with some value, as well as criticality diagonal, 
and is defined by a position within criticality 

Table 4. Effectiveness evaluation matrix for security countermeasures 

Attack Available Countermeasures

m1 m2 … mn

ep1 eh1 et1 ep2 eh2 et2 … epn ehn etn

a1 0 1 1 0 0 0 … 1 0 0

a2 0 1 0 1 0 0 … 0 0 0

… … … … … … … … … … …

ak 1 1 0 0 1 0 … 1 1 0

Table 5. Integral evaluation of security countermeasures effectiveness 

Attack

Available countermeasures

m1 m2 … mn

e1 c1 e2 c2 … en cn

a1 2 c1,1 0 c1,2 … 1 c1,n

a2 1 c2,1 1 c2,2 … 0 c2,n

… … … … … … … …

ak 2 ck,1 1 ck,2 … 1 ck,n
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matrix in according to qualitative evaluation of 
its appearance probability, effect severity and 
recovery time.

Required variables xi,j can be calculated in the 
following way:

x

if j th countermeasure is applied

to decrease criticality o
i j,

,

=

−1

ff i th attack type

if j th countermeasure is not applied
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−
−

;
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Such a problem is one of the combinatorial 
problems class, when optimization function is 
defined at finite set with elements represented by 
samples of m x n elements (n countermeasures, 
which can be applied for each of m possible attack 
types). However, in some cases, values of unknown 
variables xi,j can be determined within the set of 
nonnegative integer numbers x Z

i j,
∈ + . It is ap-

propriate, for example, when redundancy of ele-
ments is used to decrease the criticality.

In this case value of xi,j defines redundancy 
rate; appropriately, costs of such countermeasures 
application ci,j increases with multiply number. In 
some cases, the redundancy rate can be limited 
in an explicit way.

In such definition, the optimization problem 
for choice of security countermeasures falls into 
wide class of integer problems of linear program-
ming. Nevertheless, it can be reduced to a subclass 
of combinatorial problems. In this case, different 
redundancy rate should be represented as separate 
method containing estimation of costs and effec-
tiveness that depends on the rate.

According to (7.4) and (7.5), global optimiza-
tion of objective function f(x), can be reduced to 
phased optimization. Hence, optimal minimization 
of costs, associated with security countermeasures 
application, is additive object function for which 
the effect of a such decision for a single attack 
type is corresponding (6).
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To solve this problem it is appropriate to use 
a method of dynamical programming.

Second problem requires formulating of object 
function. It is possible using mean arithmetical 
value of noncriticality, which, in turn, can ad-
ditionally be weighted depending on the impor-
tance of the attack type. Initial generalized level 
of noncriticality of I&C system can be defined 
using Equation (7) and (7.8) to take into account 
weights of the attack:
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Then, a problem of criticality decreasing with 
specified limitations of costs can be formulated 
in the following way:
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where di is an initial level of noncriticality for i-th 
attack type; Cmax is maximal acceptable costs for 
all the countermeasures applied to decrease the 
criticality of attacks; ei,j is an effectiveness of j-th 
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countermeasure application towards i-th attack 
type; ci,j is costs of j-th countermeasure application 
in order to decrease criticality of i-th attack; ai is 
a weighting coefficient of i-th attack.

To solve the formulated problem, one of 
discrete programming methods can be used, for 
example, branch and bound method.

Solution and Recommendations

A problem of security assessment and assurance 
for safety important I&C systems is still chal-
lenging due to the fact that such systems consist 
of interconnected complex components with dif-
ferent functions and different nature; moreover, 
the majority of modern I&C systems are being 
FPGA-based, hence, it is impossible to perform 
their assessment without consideration of all the 
special features for all the technologies used.

To assure cyber security of safety important 
I&C systems, as well as to decrease a probability 
of vulnerabilities exploitation and appearance of 
security breaches, a cyber security assessment 
approach is proposed. This approach implies 
identification of all possible discrepancies, on 
the basis of product and life cycle processes, and 
their assessment via application of IMECA tech-
nique. The proposed approach is based on both 
gap conception and IMECA technique. Such an 
approach is applicable in assessment of various 
aspects of safety important I&C systems, since it 
considers process-product model to reveal all the 
process discrepancies that can potentially result 
in product anomalies.

Next important steps of research and develop-
ment activities, related to assurance of security for 
safety important I&C systems, may be connected 
with creation and implementation of tool-based 
support for the proposed approach, taking into 
account results of qualitative and quantitative 
assessment.

FUTURE RESEARCH DIRECTIONS

The future research directions are the following:

• Development of a tool that supports gap-
IMECA-based approach.

• Implementation of tool-based calculation 
of metrics used in choosing the optimal set 
of applicable security countermeasures.

CONCLUSION

The assessment of safety important I&C systems 
security, as well as further assurance of such at-
tribute, is very important and challenging problem, 
in terms of both regulations and their consequent 
implementation. This chapter discusses some 
problems related to assessment of security as-
pects of safety critical, including FPGA-based, 
I&C systems.

Proposed here main elements of the approach 
to cyber security assurance allows decreasing a 
probability of vulnerabilities exploitation and 
appearance of security weaknesses in safety 
important I&C systems. Thus, approach implies 
conducting of gap analysis, based on identifica-
tion of all possible vulnerabilities, on the basis 
of product and life cycle processes, and their as-
sessment via application of IMECA technique.

The proposed approach and technique were 
applied to cyber security assessment of RadICS 
FPGA-based I&C platform developed by Research 
and Production Corporation Radiy. Furthermore, 
gap-and-IMECA-based technique was applied in 
development of a company standard in Research 
and Production Corporation Radiy that is harmo-
nized with international standards. This standard 
is used during implementation of development 
and verification activities for safety-critical I&C 
systems for nuclear power plants.
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KEY TERMS AND DEFINITIONS

Identification: The process of verifying the 
identity of a user, process, or device, usually as 
a prerequisite for granting access to resources in 
an IT system.

Regulatory Requirement: Requirement 
which is established by National Regulatory Au-
thority (authority designated by government for 
regulatory purposes for safety assurance).

Risk: The level of impact on agency operations 
(including mission, functions, image, or reputa-
tion), agency assets, or individuals resulting from 
the operation of an information system, given the 
potential impact of a threat and the likelihood of 
that threat occurring.

Security: Avoidance of dangerous situation 
due to malicious threats.
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Security Controls: The management, opera-
tional, and technical controls (i.e., safeguards or 
countermeasures) prescribed for an information 
system to protect the confidentiality, integrity, 
and availability of the system and its information.

Threat: Any circumstance or event with the 
potential to adversely impact agency operations 
(including mission, functions, image, or reputa-

tion), agency assets, or individuals through an 
information system via unauthorized access, de-
struction, disclosure, modification of information, 
and/or denial of service.

Vulnerability: Weakness in an information 
system, system security procedures, internal con-
trols, or implementation that could be exploited 
or triggered by a threat source.
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and Control Systems

ABSTRACT

Chapter 8 considers design principles of Overall Instrumentation and Control (OI&C) systems imple-
mented at Ukrainian NPPs. The first section provides brief information on controlled objects—power 
units with reactors WWER, which are operated at Ukrainian NPPs. The main principles and features 
for modernization of OI&C systems and their components in NPPs in Ukraine that were generated in 
2000-2011 are further provided. The third section is dedicated to the architecture of OI&C systems that 
control technological processes on these power units. After that, the central part of this architecture, a 
group of the most closely connected individual Instrumentation and Control (further, I&C) systems, for 
which the general term “reactor control and protection system” is used in Ukraine and Russia, is consid-
ered in detail. The purpose, composition, and structure of a modernized reactor control and protection 
system that are implemented at Ukrainian NPPs with WWER reactors are provided.

INTRODUCTION

Ukrainian and Russian specialists of different 
branches of industry, including atomic energy, 
widely use the term “Automated Process Con-
trol System” (APCS). In regulation NP, 2008 
an implicitly close term “automated monitoring 
and control system of power unit technological 
processes” that should provide remote and / or 

automatic control of technological processes and 
safety systems, automatic protection of systems, 
equipment and power unit as a whole, and also 
monitor that limits of its safe operation are not 
exceeded, is introduced. In international standards 
(IEC, 2011), the concept of overall instrumentation 
and control (OI&C) system that denotes a complete 
set of all individual instrumentation and control 
systems of a power unit and covers normal opera-
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tion systems as well as safety systems, is used. In 
these terms, OI&C system can be considered as 
an English equivalent of APCS.

In the section that begins this chapter, a short 
description of a controlled object required for 
understanding of issues of automatic monitoring 
and control of power unit technological processes 
executed by the OI&C system is given. Direct 
description is premised with consideration of 
the modernization concept for the OI&C sys-
tem adopted in Ukraine, which has been almost 
implemented at Ukrainian NPPs. The stages 
of modernization of I&C systems of Ukrainian 
NPPs are described. The first stage (1993-2000) 
was characterized by use of systems designed by 
foreign (including USA) companies. The second 
stage (2001-2012) was characterized by use of 
systems designed by Ukrainian companies. The 
modernization strategy is analyzed in two aspects: 
the strategy of operators and the strategy of I&C 
designers.

Figure 1 shows graphic symbols and notation 
conventions used in this and further chapters.

BACKGROUND

The designs of nuclear power units with reactors 
WWER (water-cooled water-moderated power 
reactors) operated at NPPs of Ukraine were devel-
oped in the 1970-s in the USSR by the Kurchatov 
Institute of Atomic Energy (now – Russian Sci-
entific Center “Kurchatov Institute”), the Design 
Bureau Gidropress is the Chief Designer of reactor 
facilities equipped with reactors WWER.

First reactor facilities with nuclear reactors 
WWER-1000 (with nominal electrical power 1000 
МW) were models V-302 and V-338 (operated at 
South-Ukrainian NPP units 1 and 2, respectively). 
Serial (typical) model V-320 of the unit was first 
implemented in Ukraine in 1984 at Zaporozhe NPP 
unit 1. As it was mentioned in IAEA, 1997, “in 
general, 320 design conforms to standards used 
in the world practice for safety systems and safety 

important systems. A basic concept of defense-
in-depth for safety assurance is implemented in 
general development criteria, including use of 
redundancy, diversity, independence and security.”

In 1984-1989, in Ukraine 8 power units with 
В-320 reactor facilities were produced, in 1995 
– one more power unit. The construction of two 
power units (Khmelnitsky NPP unit 2 and Rovno 
NPP unit 4) started in 1984, was stopped after 
the accident at Chernobyl NPP and continued 
only after 13 years. Both units were completely 
constructed and commissioned in 2004. In total, 
at 4 Ukrainian NPPs 13 power units with reac-
tors WWER-1000 (11 of them have serial V-320 
reactor facilities) are operated. In addition, two 
power units Rovno NPP units 1 and 2) with reac-
tors WWER-440 (with nominal electrical power 
440 МW) are operating now. The design lifetime 
of units WWER-440 (30 years) expired in 2010-
2011 and after required measured were taken, 
it was extended for 20 years. Power units with 
other types of nuclear reactors are not operated in 
Ukraine (RBMK reactors used at the Chernobyl 
NPP are now decommissioned).

Russia currently operates 16 power units with 
reactors WWER-1000 and WWER-440. Similar 
power units are used in China, India, Finland, 
Czech Republic, Slovakia, Hungary, Armenia, 
Bulgaria, and Iran. New power units with reac-
tors WWER in Russia, Ukraine, China, India, 
and Armenia (where reactors of such types have 
already been operated) and also in Belorussia, 
Vietnam, Nigeria, Turkey are at different stages 
of construction.

The main literature devoted to reactor facilities 
of operating power units is published (in Rus-
sian) in a series of the designers’ monographs 
”Construction of reactor facilities WWER for 
NPPs,” which include information on reactors 
WWER-440 (Bessalov, 2004), WWER-1000 
(Rezepov, 2004), control rod drives (Nikituk, 
2004) and other equipment used in them. Differ-
ent aspects of safety assurance of nuclear power 
plants are considered in the books Nosovsky, 
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Figure 1. Symbols and designations
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2006; Samoilov, 1989; Ostreikovsky & Shviraev, 
2008; Makhutov, 2009, etc. Description of reactor 
structures and equipment, including automation 
systems, is given in the encyclopedia Adamov, 
2005. In more detail I&C systems of these reactors 
are described in the books Plutinsky & Pogorelov, 
1983, and Yastrebenetsky, 2004.

Among English publications devoted to I&C 
systems used for monitoring and control of these 
reactor facilities of NPPs, Chapter 43 «I&C prin-
ciples for PWR plants in the Russian Federation» 
in the IAEA, 1999 guidebook (author of this 
chapter – V. Neboyan) should be mentioned first.

BRIEF INFORMATION ON POWER 
UNITS WITH REACTORS WWER

Reactors WWER include Pressurized Water Re-
actors (PWR), being the most widespread type 
of reactors in world atomic engineering (total 
capacity of PWR exceeds half of the world one).

Figure 2 shows a simplified technological 
scheme of a power unit with WWER-1000 re-
actor. The main technological equipment of a 
power unit is nuclear reactor, main circulation 
pumps (1…4), pressurizer, steam generators 
(1…4), steam header, steam turbine, condenser, 
regenerative heaters, deaerator, feedwater pumps, 
electric generator.

Primary circuit is formed by: nuclear reactor; 
four circulation loops, each of which is formed 
by a steam generator, main circulation pump and 
piping; steam pressure compensator (pressurizer); 
pressure relief tank, make-up blowdown systems, 
boron regulation systems, steam generator emer-
gency power supply systems and other systems 
and equipment (not shown in Figure 2), providing 
normal operation and safety of nuclear facility.

WWER-1000 is a cylindrical vessel, consist-
ing of a shell and removable upper block with a 
cover. Fuel is low-enriched uranium dioxide. As 
the primary coolant circuit and neutron modera-
tor, demineralized water with a boron solution, 

Figure 2. Simplified technological scheme of power unit with WWER-1000
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whose which concentration can be changed during 
operation, is used.

The core, in which heat transfer from nuclear 
fuel to the coolant is provided, is located in the 
reactor shell. 163 fuel assemblies, each of which 
consists of 312 fuel elements, generating heat 
energy, which are placed in a protective cover of 
hexahedral form, are located in the core. Nuclear 
fuel in the form of pellets of enriched uranium-235 
is placed in sealed tubes of zirconium alloy, 
protecting fresh fuel and burnup fractions from 
contact with the coolant. Some fuel assemblies 
have specific channels, in which rods of the ma-
terial that actively absorbs neutrons can move. 
Position of absorbing rods in the core defines 
neutron flux density that allows regulating reactor 
power due to a controlled transfer of absorbing 
rods. In WWER-1000 reactors a group (cluster) of 
18 absorbing rods is transferred by one actuator, 
forming control rod (CR). Besides transfer (lift-
ing and drop) of the cluster, control rod drive also 
provides shutdown by CR moving from the upper 
to lower position, holding in any of intermediate 
positions by height of the core and drop of CR to 
the lower dead stop, providing a rapid change of 
neutron power by a protection command (including 
reactor emergency shutdown). Change of reactor 
power can be also executed by change of boric 
acid solution concentration in the primary coolant 
(boron regulation system).

Primary coolant from an output of the reactor 
core transfers through a “hot leg” of each main 
circulation piping into a heat exchanger of a proper 
steam generator, from which output through a “cold 
leg” of the same piping return to the core. During 
reactor operation circulation of the primary cool-
ant is provided by four main circulation pumps.

Creation of primary coolant pressure, required 
for reactor start-up, maintaining of pressure during 
power operation and compensation of pressure 
deviations during coolant temperature variations, 
is provided by the pressurizer, connected to the 
hot leg of one of primary loops. This coolant tem-
perature is maintained at the level that conforms 

to steam saturation temperature under required 
primary circuit pressure. Pressure decrease is 
compensated by connection of the electric heating 
unit, inbuilt in the pressurizer, pressure increase 
– injection of the coolant from the cold leg of 
circulation loop into the steam room. In emergen-
cies, in cabinet of pressure increase, steam from 
the pressurizer is discharged into the pressure 
relief tank trough a pulse safety device.

Steam generator has a horizontally located 
cylindrical shell and a heat exchanger whose 
surface is located lower than the nominal level of 
feedwater. As a result of heat exchange between 
the primary coolant and feedwater, dry saturated 
steam is produced for the turbine. Heat-exchange 
surface in each steam generator is a boundary be-
tween the primary and secondary reactor circuits.

Secondary circuit formed by:

• The space between the shell and the outer 
surface of the heat exchanger of each steam 
generator.

• Blowdown subsystem and impulse protec-
tive equipment of steam generators.

• Steam lines from steam generators and 
steam header.

• Turbine set, consisting of a steam tur-
bine, regenerative heaters of high and low 
pressure, moisture separators (not shown 
in Figure 2), condenser and condensate 
pumps.

• Feedwater pumps, regenerative heaters, 
deaerator, steam lines and piping of high 
and low pressure, including fast acting 
pressure reducing stations.

In operating mode waste steam is discharged 
from a turbine into a condenser. Cooling of the 
condenser is executed by water pumping from an 
ultimate heat sink through a heat exchanger. Con-
densate pumps transfers condensate to a deaerator 
through regenerative heaters of low pressure. 
Feedwater, purified from gases in the deaerator, 
is supplied with feedwater pumps through regen-
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erative heaters of high pressure and in the form 
of steam returns to the condenser through steam 
lines, steam collector and turbine set. Coolant loss 
in the secondary circuit is compensated by supply 
of chemically purified water into the condenser.

PRINCIPLES I&C SYSTEMS 
MODERNIZATION AT 
NPPS IN UKRAINE

The reasons for upgrading of I&C systems at NPPs 
in Ukraine are as following:

• The incomplete compliance with the mod-
ern requirements on nuclear and radiation 
safety.

• The end of the useful life of the most types 
of the instruments (lifetime of many instru-
ments is now over or close to the end (8-10 
years).

• The absence of spare parts for many types 
of equipment because a lot of manufactures 
that supplied NPPs with spare parts before, 
ended their actions or changed direction of 
their work after USSR disintegration.

Let us consider the first reason in detail. This 
reason includes:

• Low level of reliability.
• Low quality of man-machine interface.
• Non-satisfactory diagnostics of hardware 

and software.
• Discrepancy to seismic requirements, to 

requirements of resistance to actions of 
environment.

• Low fire resistance.
• Absence of systems for information per-

sonnel support.
• Absence of high (general plant) level co-

operated with unit level.

First stage of modernization (1993-2000) was 
characterized by using the systems designed by 
foreign companies USA (Westinghouse), Czech 
Republic (Skoda), Russia (Kurchatov Institute), 
France (SYSECA), etc. Most of these systems 
were safety-related.

Ukraine had no uniform strategy for I&C 
modernization at that time. Some of these systems 
had good fate and continue to operate now. This 
concerns first of Safety parameters display system 
(SPDS) for 11 Ukrainian units which operated at 
that time. SPDS was designed by Westinghouse 
(USA) together with joint USA - Ukrainian Cor-
poration “Westron” (see Chapter 1).

Some of these systems (e.g. computer informa-
tion systems designed by SYZECA were replaced 
during the second stage of modernization.

Ukraine did not have its own regulations related 
to I&C systems during that time. The Ukrainian 
Regulatory Authority used USSR standards and 
standards of the countries-designers in licensing 
process for these systems (Brenman, 2006).

Second stage of modernization was imple-
mented during 2001-2011. The main peculiarities 
of this stage are:

• Modern computer techniques were widely 
used.

• New national regulatory framework was 
developed.

• Most I&C systems were designed and pro-
duced by Ukrainian companies.

• Modernized I&C were not only safety-
related systems but safety systems as well 
(e.g., reactor protection systems).

The modernization strategy is analyzed in the 
following aspects:

• Strategy of operators (NPP or National 
Nuclear Energy Generating Company 
«Energoatom»).

• Strategy of I&C systems designers.
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• The main features peculiar to the strategy 
of operators are the following:

 ◦ Most modernizations take place dur-
ing shutdown for refueling. This time 
is limited, and in some cabinets the 
shutdown period is insufficient for 
modernization. In these cabinets, 
modernization is implemented in 
2 or 3 stages (examples: complete 
modernization of the unit computer 
information system or neutron flux 
monitoring system). The presence 
of several stages required additional 
activities to ensure the compatibility 
between modernized and non-mod-
ernized parts of the systems.

 ◦ All I&C modernizations can be divid-
ed into pilot (modernizations imple-
mented for the first time at NPP with 
specific reactor type) and replicated 
(modernizations implemented before 
at a specific NPP type in Ukraine and 
showed positive results). Of course, 
use of replicated systems is prefer-
able in terms of safety justification 
and cost for acquisition of systems. 
The scope of licensing actions for 
replicated modernizations is substan-
tially smaller than for pilots. A spe-
cific stage in the implementation of a 
pilot system is its trial operation with 
extensive support from the designer 
and prompt feedback from the NPP 
to the designer, involving analysis of 
all failures, faults or NPP personnel 
comments.

 ◦ Most modernizations used exist-
ing technological algorithms, which 
were proven by long-term operation 
of power units in Ukraine, Russia and 
other countries. The algorithms were 

modified to include new functions, 
e.g. control of primary-to-secondary 
leakage accidents.

 ◦ Modernizations can be related to the 
central part of a system or to a sys-
tem as a whole, together with sen-
sors, cables, actuators. In the begin-
ning of this stage modernizations 
involved only central-part of systems. 
(as a rule, computer-based). In re-
cent times, replacement of cables and 
sensors is included into the scope of 
modernizations.

 ◦ Extensive I&C modernization took 
place before unit life extension. NPP 
paid special attention to these actions 
and assigned resources for unit life 
extension, including replacements 
of old I&C systems. The Regulatory 
Authority requested these replace-
ments from the NPP to receive a li-
cense for unit life extension. Some of 
I&C systems, which were modern-
ized to obtain approval for unit life 
extension, is shown in Table 1.

The main features peculiar to the strategy of 
designers are the following:

• Use of an aggregate of hardware, software 
and service apparatus called hardware-
software complex (HSC) as the central part 
of systems (see Chapter 1)

• Ukrainian Research and production 
Corporation “Radiy” pioneered the appli-
cation of field programmable gate array 
(FPGA) for performance of safety func-
tions (reactor protection systems, engineer-
ing safety features actuation system, etc.). 
Since 2004, more than 40 FPGA-based 
systems have been installed at Ukrainian 
NPPs. IAEA Independent Engineering 
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Review of Instrumentation and Control 
Systems Mission took place at the “Radiy” 
Corporation site for review of FPGA tech-
nology in December 2010.

• The diversity requirement was not imple-
mented in Ukrainian NPP before 2000. 
Ukrainian regulation, issued in 2000, 
included this requirement for reactor  
protection systems as necessary and for 
other systems of safety class 2 (the high-
est) as recommended. It would be noted 
that the diversity requirement caused many 
contradictions and discussions between 
the developers of regulations and opera-
tors and designers. After discussions, this 
requirement was included in regulations 
as obligatory only for protection systems. 
After a five-year period, specialists began 
to perceive these requirements as a usual 
task. The diversity principle has been now 
incorporated in all reactor protection sys-
tems (designer – “Radiy” Corporation).

• Ukrainian companies have elaborated new, 
their own equipment families (platforms).

• Ukrainian designers have the possibil-
ity to use the hardware components from 

any foreign country. This was impossible 
before in the USSR, when designers of 
NPP I&C systems had to use only USSR 
components.

• An important step was wide use of fiber 
optic communication lines instead of wire 
lines.

A set of Ukrainian regulations (NP, 2000; NP, 
2003; GND, 2000) were developed to support 
I&C modernization. These regulations were har-
monized as much as possible with requirements 
of international safety standards and guidelines 
published before the preparation of these docu-
ments. It should be noted that the main principles 
of IAEA, 2002 were taken in the account in the 
Ukrainian regulations before the official issue of 
this document.

All safety important I&C systems designed and 
produced by Ukrainian companies were brought 
into compliance with Ukrainian regulations.

The main results of modernizations are the 
following (Yastrebenetsky, 2004):

• Increase of equipment dependability, avail-
ability and reliability;

Table 1. I&C systems that were modernized for approval of power unit life extension 

Name of System Designation Designer

Neutron flux monitoring system NFMS “Impuls” (Ukraine)

Emergency and preventive reactor protection system E&PRPS “Radiy” (Ukraine)

Reactor power control, unloading, limitation and accelerated 
preventive protection system

RPw CUL & APPS “Radiy” (Ukraine)

Rod group and individual control system RG&ICS “Impuls” (Ukraine), “Radiy” (Ukraine)

Engineering safety features actuation system ESFAS “Radiy” (Ukraine), Impuls (Ukraine)

Steam generator level and feedwater control system - Westinghouse Energy Europe

Unit computer information system CIS “Impuls” (Ukraine), “Westron” (Ukraine)

In-core reactor monitoring system IRMS KhIKA (Ukraine), “SNIIP-Atom” (Russia)

Reactor island normal operation systems - “Radiy” (Ukraine), “Impuls” (Ukraine)

Turbine island normal operation systems - “Radiy” (Ukraine), “Impuls” (Ukraine)

Refueling machine control system RMCS EVIG (Hungary), DIACONT (Russia)

Radiation safety monitoring system RSMS “Westron” (Ukraine)
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• Increase of equipment resistance to exter-
nal impacts;

• Increase of accuracy and time response in 
the control and checking processes;

• Decrease of time for modernization during 
unit shutdown for maintenance;

• Improvement of operator information sup-
port as well as visualization of technologi-
cal processes and parameters;

• Improvement of diagnostic functions for 
I&C systems and technological equipment;

• Decrease of contacts and clip connections 
by more than 10 times because of high lev-
el of integration and fiber-optic lines;

• Compliance with requirements of interna-
tional safety codes, guides and standards.

OVERALL I&C SYSTEM

Figure 3 shows a general scheme, according to 
which the overall I&C system of power units 
with WWER-1000 reactors operated at Ukrainian 
NPPs.

At a low level, peripheral hardware takes place:

• Sensors (S) of heat engineering, mechani-
cal, electric, neutron-physical values (pa-
rameters, describing behaviors of techno-
logical processes), external and internal 
events and states of technological equip-
ment, as well as normalizing transducers 
and multiplicators of continuous and dis-
crete sensors’ signals (not shown in Figure 
3).

• Actuators (A), which directly influence on 
actuator elements of technological equip-
ment - piping valves (flaps, shutters, regu-
lating valves), electric engines, servomo-
tors, etc.

Main control room (MCR) is a center of power 
unit operational control in operating states, acci-
dent control (at least at initial stages) and mitigation 

of their effects. Systems and equipment of MCR 
(Figure 4) provide operational personnel with 
complete, clear, timely and easily visible infor-
mation and required facilities of manual control, 
input of commands and guidelines, which allow:

• Monitoring and assessing state and opera-
tion of technological systems and equip-
ment, efficiently and safely controlling 
power unit in all specified operation modes.

• Timely detecting violations of operational 
limits and normal operation conditions, 
their causes and taking measures for keep-
ing power unit in a safety state.

• Monitoring and assessing actions of tech-
nological and control safety systems in 
cabinet of violations of operational limits 
and normal operation conditions and if re-
quired – manually prevent these violations.

• Taking required measures for return of a 
power unit in a safety controlled state after 
design basis accidents and / or mitigation 
of effects of severe accidents.

Peripheral equipment of I&C systems is 
placed at MCR: display and registration equip-
ment (quasi-analog indicators, self-recording 
instruments, numerical indicators, liquid-crystal 
and / or plasma board monitors, etc); personnel 
warning facilities (visual and audio alarms, mne-
monic diagrams); manual control elements (keys, 
keyboard, manipulators, facilities of set-points 
specification, mode switches, etc.). Here on the 
basis of peripheral equipment of computer infor-
mation system are also assembled workstations, 
from which operational personnel of the power 
unit (unit shift supervisor, reactor control senior 
engineer, turbine control senior engineer) perform 
the following actions:

• Controls technological processes and states 
of technological systems and equipment.

• Changes power unit operating modes.
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Figure 3. Overall I&C system of power units with WWER-1000 reactors after modernization
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• Monitors actions of normal operation con-
trol systems and safety systems.

• If required, inputs guidelines for control 
I&C systems dedicated to elimination of 
detected deviations.

• Issues commands of remote control and 
monitors their performance by technologi-
cal equipment.

Emergency control room (ECR) is a specifically 
equipped room, territorially separated and com-
pletely independent from MCR, having nuclear 
electric communications and own facilities of 
habitability and operability (continuous presence 
of personnel is not provided). Systems and equip-
ment of ECR provide personnel with a possibility 
to control significant process parameters, assess 
power unit state and issue commands to tech-
nological systems and equipment, required for 
transfer of the reactor to sub-critical state, keep it 
in this state for a sufficiently long time and control 
residual heat removal in situations when the pos-
sibility to perform these functions from MCR is 
lost, including failures of control I&C systems, 
initiating safety shutdown and cooling of reactor. 
Information on the neutron flux density required 
for control is displayed in video monitors placed 
in ECR, included into the structure of software-
hardware complex of neutron flux monitoring sys-
tem (third set). Peripheral equipment of adjacent 
I&C systems is also placed at ECR: quasi-analog 

indicators, numerical indicators, visual and audio 
alarms, mnemonic diagrams, manual control ele-
ments (see Figure 3).

NPP control room obtains from I&C systems of 
all NPP power units information on their state and 
operation, required for a shift engineer to control 
and coordinate operation of common systems.

The central part of overall I&C systems is 
formed by relatively isolated individual I&C sys-
tems, interacting during execution of informational 
and control functions.

Unit computer information system (CIS) 
performs:

• Collection and generation of signals from 
sensors of heat engineering, electric and 
other parameters, from other informational 
and control power unit systems and also 
from Radiation safety monitoring (RSM) 
system.

• Informational support of operational per-
sonnel during making decisions for control 
of technological processes and equipment 
of the power unit (control of deviations and 
technological parameters from specified 
values, deviation alarm, calculation and 
analysis of technical and economic indica-
tors, etc.)

• Archiving (memorization and storage) of 
parameter values, events, states, actuation 
of protection and interlocking, actions of 
operational personnel.

• Display on video monitors and registra-
tion of current information and archival 
data during by personnel guidelines dur-
ing normal operation, in emergencies and 
accidents (for control of accidents and 
further analysis and assessment of occur-
rence causes, ways of behavior and acci-
dent effects).

Safety parameters display system (SPDS) 
provides informational support to the operator in 
quickly determining deviations in unit operation. 

Figure 4. Main control room at Rovno NPP
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In this cabinet, the SPDS can be used to analyze 
and diagnose causes of the onset of disturbances 
in unit operation and to identify corrective actions. 
Description of SPDS will be given in Chapter 11.

In-core reactor monitoring system (IRMS) 
monitors neutron and thermo-hydraulic param-
eters of the reactor core and the primary circuit; 
controls distribution of neutron flux density across 
the section and along the height of the core and 
predicts their changes; generates signals, which 
warn operational personnel about violations of 
specified operational limits and initiate actuation 
of preventive protection of the reactor facility in 
case of such violations; archives and displays 
monitoring results.

In IRMS two hierarchical levels are provided. 
The lower level contains sensors of pressure, 
flow rate, temperature, measuring channels of 
the neutron flux density located inside the reactor 
and means of collection, transformation of sensors 
signals and preliminary data processing; the up-
per hierarchical level is formed by dual-computer 
system. Information required for calculations is 
input in IRMS from adjacent I&C systems, in-
cluded in the the reactor control and protection 
system (shown in Figure 7): information on the 
neutron flux density (reactor neutron power) – in 
the form of continuous signals from second and 
third set Neutron flux monitoring system (NFMS), 
information on the position of control rods – in the 
form of continuous signals from Rod group and 
individual control system (RG&ICS), information 
on preliminary protection – in the form of discrete 
signals from the emergency and preventive reac-
tor protection system (E&PRPS). In turn, IRMS 
outputs discrete signals of violations of specified 
operational limits for local energy release, depar-
ture from nucleate boiling on the surface of fuel 
elements and coolant temperature at the output 
of fuel assemblies in E&PRPS.

Engineered safety features actuation systems 
(ESFAS) are intended to initiate actions of tech-
nological systems and power unit equipment, 
ensure their monitoring and control during execu-

tion of specified functions in any operation modes 
on the reactor facility (including design basis and 
beyond design basis accidents). Systems of 
planned and emergency cooling, emergency sup-
ply of feedwater into steam generators, make-up-
blowdown of the primary circuit, drain water 
collection, sprinkling system, etc. relate to such 
technological systems.

In the overall I&C system of power unit with 
WWER-1000 reactor, three ESFAS are provided, 
where functions of technological protection, be-
ing the most important for safety, are executed 
independently in each of such a system and less 
important are distributed among them.

Each ESFAS contains:

• Technological parameter sensors and nor-
malizing transducers.

• Three independent channels, in each of 
them monitoring of controlled parameters 
is performed and technological protection 
and interlocking signals are generated.

• Means of automatic water level control in 
steam generators, discharge pressure of an 
emergency feedwater pump, pressure in a 
fast acting steam dump system, etc.

• Devices of remote control of actuators and 
technological equipment of the power unit.

• Keys of mode selection and specification 
of remote control commands, set in MCR 
and ECR.

According to the initial design, ESFASs were 
assembled on the basis of a specifically developed 
equipment family – a universal hardware complex, 
in which computers were not used: all safety 
important control functions were implemented 
by hardware and informational ones, connected 
with technological protection, interlocking and 
remote control, were transferred for execution in 
CIS. In the process of modernization, earlier used 
equipment is substituted by software-hardware 
complexes (SHC ESFAS), implemented on the 
basis of RADIY PLATFORM or MSKU (see 
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Chapter 1 and Figure 5), which besides control 
functions also execute informational functions of 
monitoring, display, alarm, archiving and registra-
tion independently from CIS.

Reactor island normal operation systems and 
turbine island normal operation systems support 
specified values of power unit technological pa-
rameters. Pressure in the primary circuit, pressure 
drops on main circulation pumps sealed, pressures 
and levels in make-up-blowdown deaerators and 
boron regulation, the coolant level in the pressur-
izer, temperature difference of the primary circuit 
and pressurizer in a planned heating and cooling 
mode, etc. are regulated in the reactor island. Main 
and start-up level regulators in steam generators, 
steam pressure regulators in deaerators, level 
regulators in the turbine condenser, in reheaters 
of low and high pressure, productivity of turbine 
feedwater pumps, etc. are provided in the turbine 
island.

According to the design, automatic regulators 
were implemented on the basis of general industrial 
equipment families, which besides nuclear power 

engineering were also used at thermal power sta-
tions, in chemistry, metallurgy and other industry 
branches. In the process of modernization, these 
regulators were changed by software-hardware 
complexes, implemented on the basis of RADIY 
PLATFORM or MSKU.

Additionally to regulation of technological pa-
rameters, SHC normal operation systems perform:

• Power supply to sensors, reception and pri-
mary processing of signals from sensors.

• Remote control of technological equipment.
• Interlocking of regulators and control 

valves.
• Archiving, display, preparation and trans-

mission of information about technological 
parameters, state of sensors and actuators, 
interlocking actuation, etc. into CIS.

In 1986 application of the first microproces-
sor regulating systems (automatic turbine control 
systems АSUT-1000-2) was started at Ukrainian 
NPPs. The system performed monitoring and au-
tomatic digital control during start-up, functioning 
in operating modes and shutdown of a turbine, also 
providing operational personnel with a possibil-
ity of a remote turbine control from MCR. In the 
modernization process, this system was substituted 
by a new software-hardware complex of turbine 
control system (Figure 6) on a set of power units.

At South-Ukrainian NPP, feedwater level 
control systems in steam generators, implement-
ed according to the design on the basis of gen-
eral industrial equipment family, were substituted 
during modernization by a new steam generator 
level and feedwater control system (developer and 
manufacturer – Westinghouse Energy Europe in 
partnership with “Westron” Corporation).

Besides systems shown in Figure 3, the overall 
unit I&C system of the power unit with WWER-
1000 reactor also contains other safety related 
I&C systems, including:

Figure 5. Part of software-hardware complex of 
engineered safety features actuation system on 
the base of RADIY PLATFORM
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• Refueling machine control system, imple-
mented by EVIG (Hungary) on power units 
of South-Ukrainian NPP, and DIACONT 
(Russia) on power units of Rovno NPP.

• Radiation safety monitoring system 
(RSMS), developed by “Westron” and 
implemented on all Ukrainian NPPs that 
performs: continuous radiation monitoring 
of gamma background levels, activity of 
inert gases, beta-sprays and iodine in NPP 
rooms; continuous technological control of 
the primary and secondary coolant activ-
ity, technical water in special water and gas 
purification systems; continuous radiation 
control of NPP influence on the environ-
ment (control of activity of tail water and 
gas-aerosol emission into a ventilation 
tube).

• Automatic control system of standby diesel 
generator-stations with one or two diesel-
generators, supplying safety systems and / 
or common plant systems in case of power 
unit de-energizing in accidents (developer 
and manufacturer – “Westron,” imple-
mented on power units of South-Ukrainian 
NPP and Rovno NPP). The system pro-
vides: availability of a standby diesel-gen-
erator station for start-up and rapid load 

acceptance; manual and automatic start-up 
control; synchronization of shaft generator 
speed with a network power frequency; au-
tomatic support of power operation during 
a long time period; automatic emergency 
shutdown by actuation of technological 
protection (with a blocking of the next 
start-up); standard shutdown, including 
performance of final operations.

A relatively isolated part of the overall I&C 
system, providing control of the chain reaction 
of nuclear fuel fission, will be considered in 
more detail further. It contains the most closely 
interrelated individual I&C systems, which are 
called the reactor control and protection system 
in Ukraine and Russia.

REACTOR CONTROL AND 
PROTECTION SYSTEM

The reactor control and protection system 
(RC&PS) is intended for: measurement of neutron 
flux density and its rate of change; monitoring 
of technological parameters and reactor facility 
power in manual and automatic mode; emergency 
and preventive reactor protection. Emergency 
protection, having a priority over all other control 
functions, provides rapid transfer and long-term 
support of the reactor core in sub-critical state, 
preventive protection – limitation or decrease of 
reactor power to a safe level.

The fundamental “virtuality” of the RC&PS 
system, which thus does not have required at-
tributes of any real system such as individual 
terms of reference for development, design and 
operational documentation, data base, etc. should 
be mentioned. In international standards there 
is no analogue to the notion RC&PS, though in 
Russia and Ukraine this term is widely used, in 
particular, in the organizational structure of NPP, 
technological regulations, operation instructions, 
etc. However, it should be kept in mind that this 

Figure 6. Software-hardware complex of turbine 
control system
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term relates not to one system, but to several in-
teracting I&C systems, which together perform 
all functions provided for RC&PS. Just in this 
sense, the concept, the term that represents it and 
abbreviation are used in this book.

RC&PS (Figure 7) consists of individual I&C 
systems:

• Neutron flux monitoring system (second 
and third sets).

• Emergency and preventive reactor protec-
tion system (first and second sets).

• Reactor power control, unloading, limita-
tion and accelerated preventive protection 
system.

• Rod group and individual control system.

Real I&C systems, united by the concept 
RC&PS, were developed by different organiza-
tions and / or on the basis of different equipment 
families and modernized in different time, so each 
of them can be considered individually.

Neutron Flux Monitoring

The main purposes of the neutron flux monitor-
ing system (NFMS) are: monitoring of reactor 
relative neutron power and rate (period) of its 
change; generation of discrete signals by speci-
fied conditions, which initiate actuation of the 
emergency protection (rapid suppression of chain 
reaction in the reactor), and preventive protection 
(decrease of reactor power or prohibition on power 
increase); generation analog signals, by which the 
current value of relative neutron power (one of 
the main regulated reactor facility parameters) is 
determined.

In addition, NFMS performs:

• Calculation and display of reactivity.
• Display of current values of neutron power 

and a period of its change.

• Warning of personnel about violations of 
operational limits (normal and safe op-
eration) by neutron power and a period of 
change.

• Monitoring of the system technical state 
and diagnostics of failures of the system 
and its components.

• Archiving of current values of reactivity, 
neutron power, period of its change and 
display of archival information.

• Formation and output of messages about 
values of monitored parameters and the 
current system technical state for trans-
mission in IRMS and CIS through a local 
network.

NFMS performs its functions in all reactor 
operation modes: sub-critical, transient, station-
ary, emergency, including maximum design basis 
accident and also during nuclear fuel reloading. 
Significant peculiarity of NFMS is a wide range of 
neutron flux density measurement, corresponding 
to a change of relative neutron power from 10%% 
to 120% of nominal.

The RC&PS includes two independent NFMS 
(first and second sets in Figure 7), operating 
simultaneously and being interredundant. Each 
NFMS monitors neuron flux during nuclear fuel 
reloading, reactor start-up and power operation. 
One more NFMS (third set in Figure 3), providing 
a possibility to monitor and control the reactor 
from ECR, is not contained in RC&PS.

The basis of each NFMS is formed by a 
software-hardware complex, together with it pe-
ripheral equipment is supplied: sensors S (neutron 
flux detection devices); warning means (visual 
alarms); manual control means (set-points device, 
mode switches); devices of archiving and display-
ing of values, of relative neutron power, period, 
reactivity and set-points (built-in panel computers, 
recordings on removable media device); device 
of digital indication of neutron power and period 
(digital indicator).
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Figure 7. Reactor control and protection system after modernization
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In each NFM three independent interredundant 
channels can be selected (Figure 8).

Channel includes:

• Three neutron level detectors (sensors S) 
– for measurement of neutron flux density 
in subranges controlled during nuclear fuel 
reloading, reactor start-up and power op-
eration, respectively.

• Devices for data collection and processing 
(DC&P 1, 2 or 3), implemented in a sepa-
rate cabinet.

• Manual control means and warning means 
located in MCR.

• Device (not shown in Figure 8) that during 
nuclear fuel reloading provides a possibil-
ity for manual control of transfer mecha-
nisms of neutron level detectors and indi-
cation of their position.

Built-in panel computers, recordings on re-
movable media device, digital indicator located 
in MCR, and аudio alarm placed on the board of 
refueling machine control system (RMCS) are 
common for the three channels.

Each device for data collection and processing:

• Receives encoded signals, corresponding 
to neutron flux density value, from neu-
tron level detectors, operating in a required 
measuring subrange.

• Calculates relative neutron power Рw (in 
percentage of the reactor power nominal 
value), the period of power change Т and 
reactivity.

• Compares calculated values of relative 
neutron power and the period with speci-
fied limit values (set-points).

Figure 8. Structure of a typical reactor control and protection system
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Emergency protection set-points are assigned 
by power (ERP “Рw”) and period (ERP “Т”) and 
preventive protection set-points by power (PRP1 
“Pw,” PRP2 “Pw”) and period (PRP1 “Т,” PRP2 
“Т”), separately for monitoring during reloading, 
startup, and operational subrange, and also upper 
limit of reactor power automatic regulation (ULAR 
“Pw”), that corresponds to 102% of reactor rela-
tive neutron power.

If relative neutron power or a period exceed 
specified for them limit values (i.e. during fulfill-
ment of any of conditions Рw ≥ ERP “Рw,” Т 
≤ ERP “Т,” Рw ≥ PRP1 “Рw,” Т ≤ PRP1 “Т,”  
Рw ≥ PRP2 “Рw,” Т ≤ PRP2 “Т”), relevant output 
of devices for data collection and processing (chan-
nel output) generates discrete signals, transmitted 
to inputs of emergency and preventive reactor 
protection system (E&PRPS). Analog signals, 
defining the value of relative neutron power Рw, 
are transmitted from inputs of each channel of the 
first and second NFMS to inputs of reactor power 
control, unloading, limitation and accelerated pre-
ventive protection system (RPW CUL & APPS).

In the same system, discrete signals generated 
in channels 1 NFMS and 2 NFMS are transferred 
when relative neutron power exceeds 25% and 75% 
of the nominal value (Рw ≥ 25%; Рw ≥ 75%) and 
when reactor relative neutron power achieves the 
upper limit of reactor power automatic regulation 
(Рw ≥ ULAR “Рw”).

In NFMS output signals are also generated:

• For IRMS and CIS - analog signals, repre-
senting specified (limit) and current (aver-
aged by three channels) values of relative 
power and a period, and discrete signals, 
defining a measuring at the moment neu-
tron flux subrange (corresponding to 
nuclear fuel reloading, reactor start and 
power operation) and a result of checking 
(diagnostic) of NFMS.

• For RMCS – discrete signals, warning of 
exceeding values of relative power or pe-
riod specified as set-points of preventive 
or emergency protection for a nuclear fuel: 
STOP (if Рw ≥ PRP1 “Рw” or Т ≤ PRP1 
“Т”) and REVERS (if Р ≥ ERP “Р” or Т ≤ 
ERP “Т”).

Current values of relative power and period cal-
culated in each channel and also averaged among 
three channels are displayed on digital indicators 
and built-in panel computer screen (in the form 
of digitized diagrams and histograms). Besides 
them, lower and upper limits of neutron power 
in each subrange are displayed on built-in panel 
computers screen, a current subrange is initiated, 
signals on achievement of each of the specified 
set-points of power and period are generated.

The data display device receives information 
from DC&P 1, 2 and 3, saves it in an archive (in 
a hard disk), creates (edits) archival file footages, 
and provides their review and duplication on ex-
ternal media. Possibility of data output in Ethernet 
network for transmission of digital messages in 
IRMS and CIS is provided.

Emergency and Preventive 
Protection

Functions of emergency and preventive protection 
are performed by two independent emergency and 
preventive reactor protection systems (E&PRPS). 
Each system contains:

• Software-hardware complex (SHC).
• Sensors of temperature, pressure, level, 

pressure drop, frequency, electric power, 
technological equipment state.

• Peripheral devices (placed in MRC): warn-
ing means (visual alarms) for the reflection 
of the SHC state (faults, disconnections) 
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and indicating a cause, what initiated the 
emergency or the preventive protection; 
manual control means (keys for initiation 
of commands of emergency or preventive 
protection and confirmation of messages).

• Key (placed in ERC) for manual initiation 
of emergency protection commands.

• Cables for connections.

E&PRPS has three independent interredundant 
channels. Each channel has a full set of required 
sensors, independent from sensors of other chan-
nels, and performs all main functions of emergency 
and preventive protection. The central part of each 
channel - signal forming (SF) device - implemented 
in a separate cabinet and supplied by built-in panel 
computer for set-points input and adjustment.

The following is common for three SF devices 
(channels): cross output cabinet (not shown in 
Figure 8); elements (keys) of manual control and 
visual alarms, placed in MCR and ECR; worksta-
tion (WS) of data archiving and display, and laser 
printer, located in a room of a shift personnel that 
monitors a state and provides maintenance and 
recover of reactor control and protection system 
(LOC); automated work places of technologist and 
operator (not shown in Figure 7 and 8).

Each channel receives:

• Analog and discrete signals from sensors S 
of this channel.

• Discrete signals Рw ≥ ERP “Рw,” Т ≤ ERP 
“Т,” Рw ≥ PRP1 “Рw,” Т ≤ PRP1 “Т,” Рw 
≥ PRP2 “Рw,” Т ≤ PRP2 “Т” from a prop-
er channel 1 NFMS (2 NFMS).

• Discrete signals from IRMS (violations 
of specified operational limits of local en-
ergy release, departure from nucleate boil-
ing on the surface of fuel elements and 
coolant temperature at the output of fuel 
assemblies).

• Discrete signals from a electric supply sys-
tem (lack of supply voltage on feeders).

• Commands from control keys in MCR and 
ECR.

In addition, at the input of each SHC channel, 
a discrete signal is supplied during deactivation 
of another SHC, for example, for checking or 
maintenance.

The channel that has detected a deviation of 
at least one monitored (measured or calculated) 
parameter over the set-point limit of emergency 
protection actuation, or identified a failure of any 
of specified safe operation conditions, or received 
from proper channel 1 NFMS (2 NFMS) a signal 
Рw ≥ ERP”Рw,” Т ≤ ERP”Т” or an operator’s 
command (from a key “ERP,” placed in MCR or 
ECR), forms a discrete signal that is transmitted 
to the cross output cabinet. On the basis of these 
signals, obtained from, at least, two or three chan-
nels, cross output cabinet generates (according to 
an accepted logical condition “two-out-of-three”) 
and outputs an emergency protection command 
(ERP).

• At the output of three channels of the ac-
tuation system (RG&ICS): Initiates reac-
tor emergency shutdown due to the main 
and standby power from all control rods, 
causing their drop in the reactor core.

• At the first and second output of a pow-
er supply system of control rod drives: 
Initiates emergency shutdown due to deen-
ergization of alternate current on both in-
puts of power supply to all control rods.

• At the outputs of three channels of a tur-
bine control system (TCS): Initiates ac-
tions, leading to turbine unloading in case 
of reactor emergency shutdown.

• At the input of the boron regulation sys-
tem (BRS): Initiates connection of high-
pressure boron injection pump.
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At the same time, at one of outputs of the cross 
output cabinet a signal, indicating the cause of 
emergency reactor protection actuation (switches a 
proper board in MCR) is generated. Command of 
ERP and a signal, indicating the actuation cause, 
are stored at the cross cabinet output until an 
operator dumps them, using proper keys in MCR.

In the same way, the cross output cabinet forms 
and outputs a preventive protection command 
(PRP1 or PRP2) on the basis of signals, received 
at least from two or all three channels, which have 
detected deviations of any controlled parameter 
over the set-point limit of actuation PRP1 or 
PRP2, or identified violations of relevant normal 
operation conditions, or received a signal Рw ≥ 
PRP1 ”Рw,” Т ≤ PRP1 ”Т” or Рw ≥ PRP2 ”Рw,” 
Т ≤ PRP2 ”Т” from 1 NFMS (2 NFMS) or an 
operator’s command from a key “PRP1” in MCR.

Command PRP1 is supplied:

• To inputs of three channels RG&ICS: 
Initiates decrease of reactor power due to 
sequential drop of groups of control rods 
into the core.

• To inputs of three channels of TCS: 
Initiates actions, leading to a decrease of 
turbine power.

• To outputs of three channels of reactor 
power control, unloading, limitation and 
accelerated preventive protection system 
(RPw CUL & APPS): Prohibits operation 
of the automatic regulator that could pre-
vent power decrease.

Command PRP2, supplied from the cross out-
put cabinet to similar inputs of the same systems, 
prohibits any actions which could cause power 
increase of the reactor or turbine.

Simultaneously with delivery of a command 
PRP1 or PRP2 at the output of the cross output 
cabinet, a signal is generated to indicate the rea-
son of actuation that switches a proper board in 
MCR. Commands PRP1 and PRP2 are output till 

there are violation, which caused them; a signal 
of actuation cause is stopped by a key from MCR.

Similar signals and commands are generated at 
outputs of another SHC. All mentioned actions of 
adjacent systems may be initiated by commands of 
each of both SHC. Digital messages, containing 
current information, are transmitted from both 
SHC to the unit computer information system.

A detailed description of E&PRPS will be 
given in Chapter 9.

Automatic Regulation, 
Unloading, Power Limitation

Functions of reactor power control, unloading, 
limitation and accelerated preventive protection 
(unit accelerated unloading) are performed by 
RPw CUL & APPS that contains sensors S of 
heat engineering parameters, events, states and a 
software-hardware complex, implemented on the 
basis of RADIY PLATFORM (Figure 9), with 
devices of alarm and control and a workstation 
(WS), located in MCR.

The system (see Figure 8) has three indepen-
dent interredundant channels, according to the 
“two-out-of-three” logic. Each channel has a full 

Figure 9. Software-hardware complex of reactor 
power control, unloading, limitation and acceler-
ated preventive protection system
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set of required sensors, independent from sensors 
of other channels. The central part of each chan-
nel - signal forming (SF) device - implemented 
in a separate cabinet, in which two plug-in card 
cage (crates) with mounted in them in-coming 
modules (cards) are placed, is provided. One of 
crates performs functions of automatic power 
control, another one controls unloading, power 
limitation and initiates accelerated preventive 
protection of the reactor. Each cabinet supplied 
by built-in panel computers for set-points input 
and adjustments.

The following is common for three SF devices 
(channels):

• Cross output cabinet (not shown in Figure 
8).

• Workstation (WS) of data archiving and 
display, and laser printer.

• Visual alarms for the reflection of the SHC 
state and indicating the cause that initiated 
unloading of reactor power.

• Keys for the task of the control (regulation) 
modes, initiation of commands for unload-
ing and accelerated preventive protection 
and confirmation of messages by MRC 
personnel.

• Automated work places of technologist 
and operator (not shown in Figure 7 and 8).

Crate performing the reactor automatic power 
regulation function receives:

• Analog signals from pressure sensors 
above the core and main steam collector.

• Analog signals from 1 NFMS and 2 
NFMS, representing a value of relative 
neutron power Рw, and discrete signals 
Рw ≥ 25%, Рw ≥ 75%, Рw ≥ «Pw», Рw ≥ 
ULAR “Рw.”

• Commands PRP1 (regulation prohibition), 
PRP2 (power increase prohibition) from 1 
E&PRPS and 2 E&PRPS, and discrete sig-

nals CHECKING of proper system deacti-
vation (shown in Figure 7).

• Discrete signals, defining a selected opera-
tion mode (automatic and remote) and con-
trol mode from an alarm and control board, 
placed in MCR.

Discrete output signals RPwC, generated in 
case of a regulated parameter deviation (rela-
tive power or pressure in main steam collector) 
from the specified value, initiate actions of the 
actuation system RG&ICS that minimizes this 
deviation due to lifting or dropping of a working 
(regulating) group of control rods into the reactor 
core. In TCS from cross cabinet signals, defining 
selected control mode RPwC are transmitted. 
Similar information of each channel and output 
regulation commands, actions caused by them, 
prohibition of decrease and (or) increase of power, 
state (operability) of each channel are initiated on 
the indication and control board. General signals 
of operability failure and / or deactivation of any 
of channel control board switching in MCR.

Crate performing functions of power unloading 
and limitation (PUL) and accelerated preventive 
protection (APP) receives:

• Analog signals from sensors and normal-
izing transducers of coolant temperature, 
pressure, power frequency and power of 
main circulation pumps.

• Discrete signals from sensors of turbogen-
erator state (disconnection, setting of stop 
valves, generator unloading).

• Analog signals, representing relative neu-
tron power value and discrete signals Рw 
≥ 25% and Рw ≥ 75% from 1 NFMS and 
2 NFMS.

• Discrete signals CHECKING of deactiva-
tion of 1 E&PRPS (2 E&PRPS).

• Commands from keys “PUL” and “APP,” 
placed in MCR.
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On the basis of signals received from two or 
three channels, in which specified power unload-
ing conditions were detected, the cross cabinet 
generates and delivers to input of three channels 
of the actuation system RG&ICS a command PUL. 
This command causes reactor power decrease due 
to a sequential drop of groups of control rods in 
the reactor core with a nominal speed. Informa-
tion about output of a command PUL and state 
(availability or inoperability) of each channel is 
indicated on an alarm board, placed in MCR. 
Common signals of violation of operability and / 
or deactivation of any channel, actuation of power 
unloading function and equipment state, caused 
unloading and of access in any cabinet control 
switching of a proper board in MCR.

In case of disconnection of the main equip-
ment, setting of turbine stop valves, disconnection 
of the unit from electrical power system, when 
unit power exceeds 75% of the nominal value, or 
direct input of a command with a key located in 
MCR, the cross output cabinet forms (on the basis 
of signals received from two or three channels) 
and outputs a command of accelerated preventive 
protection (APP):

• At inputs of three channels of the actua-
tion system RG&ICS (initiates rapid reac-
tor power decrease due to deenergization 
of the main and standby power supply to 
all control rods of a preliminary specified 
group and their drop into the core).

• At inputs of TCS (initiates actions causing 
proper turbine power decrease).

Simultaneously at outputs of the cross cabinet, 
signals form for switching the board in MCR, 
initiating actuation of APP and the cause of actua-
tion, are generated. Command APP and the cause 
signal are stored at the output of the cross cabinet 
until they will be reset by the operator with proper 
keys in MCR. Current, diagnostic and archival 
information is received by the workstation and 
transmitted in CIS of the power unit.

Rod Group and Individual Control

Rod group and individual control is performed 
in all modes of power unit operation and also 
during scheduled and emergency shutdowns and 
influences the process of chain reaction in the 
core for keeping the reactor power and / or other 
parameters of reactor facility within specified 
limits, for power change or transfer of the reac-
tor to a subcritical state. Specified functions are 
performed by the rod group and individual control 
system (RG&ICS).

During power unit operation, simultaneous 
change in the state of several (group) control rods 
(group control) or one (any) selected control rod 
(individual control) is executed in the core. In 
case of scheduled reactor shutdown, performed for 
equipment maintenance or nuclear fuel reloading, 
all groups of control rods are sequentially inserted 
in the core by an operator command that termi-
nates the chain reaction. Emergency shutdown by 
a command ERP, received from the emergency 
reactor protection system, is executed by discon-
nection of alternating current at inputs of power 
electrical supply, from which control rods are fed, 
and deenergization of main and standby power 
from their drives. This causes control rods’ drop 
in the core under gravity that suppress the chain 
reaction (reactor shutdown).

RG&ICS provides group and individual 
control of control rods in automatic and manual 
mode. Automatic group control is performed by 
commands of the emergency reactor protection 
(ERP), preventive reactor protection (PRP1), 
accelerated preventive protection (APP), power 
unloading and limitation (PUL) and reactor power 
control (RPwC).

By operator’s commands manual (remote) 
group and individual control is performed:

• Lifting and dropping with a working speed 
of any group of control rods or transfer 
of groups one after another in a project 
sequence.
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• Lifting and dropping with a working speed 
of any (one) control rod.

• Lifting and dropping with a working speed 
of one (fifth) group of control rods.

RG&ICS contains: sensors (S) of control rod 
position; step electromagnetic control rod driv-
ers (A); software-hardware complex (SHC) with 
a workstation WS and printer, placed in LOC; 
device for selection, control and monitoring of 
selected CR and selected group of CR (switches, 
digital indication devices, mnemonic diagram 
with built-in keys and panel computer), placed 
in MCR; digital indication devices of all control 
rods positions, placed in MCR and ECR.

Functions of group and individual control 
command formation are performed by three in-
dependent interredundant channels. The central 
part of each channel - signal forming (SF) device, 
implemented in a separate cabinet.

Each channel receives:

• Commands of emergency reactor protec-
tion (ERP) and preventive reactor protec-
tion (PRP1, PRP2) from proper channels 1 
ERPS and 2 ERPS.

• Commands of power unloading and 
limitation (PUL), accelerated preven-
tive protection (APP) and reactor power 
control (RPwC) from proper channels 
RPwCUL&APPS.

• Group number CR, selected for manual 
control, and commands of lifting or drop-
ping of a selected group.

• Coordinates of CR, selected for manual 
control, and commands of lifting and drop-
ping of a selected CR.

• Information on position of all CRs by core 
height, deenergization of electromagnets 
(drop of CR) and duration of dropping in 
the form of digital messages from position 
control cabinets CR.

• To cabinets of control rod drives (not 
shown in Figure 8) – control signals, ini-

tiating power supply dump from all drives 
(by command ERP) or from preliminary 
selected group of rods (by command APP).

• To cabinets of control rod drives – signals, 
which control transfer of a group of CRs 
or an individual CR in manual mode (by 
a command from a monitoring and control 
board) or in an automatic mode (by com-
mands PRP1, PUL, APP, RPwC).

• To a monitoring and control board – infor-
mation on the position of all CRs by height 
and mismatch of CR in each group and an 
alarm message in case of exceeding an al-
lowable mismatch of at least of one group.

Direct control of position of each CR is ex-
ecuted individually by independent channels in 
cabinets of control rod drives. Each channel:

• Receives control signals from cabinets 
1SF, 2SF, 3SF initiated by commands ERP 
and APP, and deenergizes electromagnets 
of control rod drive after receiving signals 
from, at least, of two cabinets.

• Receives digital messages from cabinets 
1SF, 2SF, 3SF, processes received infor-
mation according to a logical condition 
“two-out-of-three,” generates and outputs 
a sequence of impulses to CR, causing its 
lifting or dropping (or keeps CR still in 
case of lack of commands for transfer of 
this CR in message, received from, at least, 
two SF).

• Stops outputting a sequence of impulses 
after a controlled CR reaches the limit po-
sition (upper or lower).

• Automatically switches the control rod 
drive to supply from a standby source in 
case of disappearance of the main power 
source or failures in control circuits.

During a command activity PRP2, received 
from 1 ERPS or 2 ERPS, output of signals for 
upward transfer of CR is blocked.
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Indication elements and panel computer 
monitor, built in the monitoring and control board, 
provide the following information: the number of 
a controlled group CR; coordinates of CR selected 
for individual control; direction of transfer; posi-
tion of CR by height and other information on 
operator’s request.

Inbuilt diagnostics facilities perform:

• Continuous automatic monitoring of the 
technical state of all components of SHC 
RG&IC, adjacent peripheral equipment 
and communication lines of signals and 
messages.

• Processing of received information, ar-
chiving, display (continuous and on an 
operator’s request) of current and archival 
information, output of diagnostic messages 
to CIS and IRMS.

• Audible warning in case of detection of op-
erability failures, output of proper warning 
messages on a video monitor screen, gen-
eration and output of generalized signals of 
unavailability to CIS, IRMS and a board to 
MCR.

• Detail description of rod group and indi-
vidual control system is given in Chapter 
10.

Solutions and Recommendations

Overall instrumentation and control system de-
scribed in this chapter is the result of moderniza-
tion of individual I&C systems. These systems 
were implemented at Ukrainian NPPs according 
type design for WWER-1000 units, what were 
elaborated in USSR in 70-th.

Computer technique in this time was on ini-
tial stage of implementation at NPPs because 
low reliability, absence of personnel who can 
operate with new technique. Common structure 
of overall instrumentation and control system is 
characteristic for stage of automatic that preceded 
of computers appearance. Step by step moderniza-

tion of individual I&C systems can realized only 
in frame of this structure. The same is related to 
equipment of main and emergency control rooms.

Overall instrumentation and control system 
can be considerably changed only in connection 
with building of new power units (for Ukraine 
– Khmelnitsky NPP units 3 and 4). Design of 
overall instrumentation and control system for 
new units can based on other principles, used of 
all advantages of modern information technology, 
local nets, new element base, etc. Some recom-
mendation for design of overall instrumentation 
and control system for new units: save division 
on such components as individual instrumentation 
and control systems; expand types of functions 
(fire signalization, fire fighting, post accident 
monitoring, etc); improve connections between 
components; unify technical decisions, including 
platforms.

FUTURE RESEARCH DIRECTIONS

The Fukushima-1 accident brought attention to 
the need for further improvement of I&C func-
tional safety - ability of correct performance of all 
functions important to safety and corresponding 
required characteristics in all design modes an 
operating conditions, operational events, design 
basis accidents and beyond design basis accidents. 
For this purpose, NPP safety reassessments, in-
cluding functional safety of I&C systems and their 
components, is underway now (Yastrebenetsky, 
Rozen, Gromov, et al 2011; Yastrebenetsky, Rozen, 
Klevtsov, et al, 2012).

1.  One of the most important directions is equip-
ment seismic qualification for extreme me-
chanical influences caused by earthquakes 
(IEC, 1989). I&C seismic qualification has to 
involve operating stand-alone parts of safety 
systems and safety system support features, 
e,g. diesel-generator control systems. It is 
necessary to estimate influence of seismic 
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actions not only on devices but also on their 
fastening to the building constructions, and 
also on external electric and optical cables 
in the places of their joining to the device.

2.  Not less actual task is assess risk of mistakes 
of I&C systems and their components, which 
detect internal and external hazards that 
could lead to extreme influences to NPP 
equipment and initiate actuation of systems 
for prevention and minimization of these 
influences. Example of these components 
are seismic sensors, which detect exceeding 
of regulated accelerating level and generate 
signal for actuation of emergency and pre-
ventive reactor protection system, refueling 
machine control system, etc. The subject 
of special study is standardization of accu-
racy characteristics of seismic sensors and 
methods of their testing for different forms 
of seismic acceleration spectra.

3.  Dangerous internal events also include igni-
tion in NPP areas, especially in the rooms 
where safety systems equipment is located. 
One of directions of fire safety improvement 
is equipment of NPPs with not only informa-
tion systems of fire alrm, but control systems 
of automatic firefighting. These systems have 
to satisfy requirements on functional safety 
as the other I&C systems of safety class 
2(A) and special safety regulation (NAPB, 
2002). Example of these systems designed 
by Ukrainian companies is complex for fire 
alarm and control of automatic firefighting 
SPS1 (Bachmatch, 2008).

4.  In addition, it is necessary to reassess com-
ponents of other I&C systems important 
to safety in accordance to fire-prevention 
standards NAPB, 2002. Important task is 
also estimation of resistance of operating 
safety class 2(А) stand - alone devices to 
influence of extinguishing agent, filling a 
room after actuation of an automatic fire 
fighting system.

5.  Requirements on resistance to temperature 
influence (see Chapter 3) were formed to 
prevent violation of operation conditions 
in the rooms, where operating stand-alone 
devices are located, and determine time of 
maximum duration of this influence. This 
time depend from reason of violation (e.g. 
LOCA, failure of ventilation, failure of air 
condition, etc.). Experience shown that time 
to violation liquidation and restore of opera-
tion conditions not exceed time mentioned in 
Chapter 3. But it is true only in the case when 
violation cause by one independent event. If 
violation is a consequence of the other event 
(e.g. earthquake), more time is needed for 
restoration of operation conditions. During 
this time I&C safety systems have to fulfill 
their functions in high temperature condi-
tions. This take place for another external 
influencing factors (EIF). No limitation of 
duration of safety equipment operation at 
extreme value of temperature (and other 
EIF) have to be considered.

6.  The Fukushima-1 accident showed the need 
to create post-accident monitoring systems 
at every NPP, as one of immediate tasks. 
The post-accident monitoring system (see 
Chapter 3) should support NPP personnel 
and safety experts in the control of accidents, 
mitigation of their consequences, return of 
the reactor facility to controllable state and 
subsequent analysis of the causes and pro-
gression of design basis and beyond design 
basis accidents.

The post-accident monitoring system should 
provide acquisition, archiving, saving, displaying 
and registration of the following information:

• About character and time of the beginning 
of initiating events, passing out of opera-
tional limits and conditions, incidents and 
accidents.
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• About commands of protective actions ini-
tiated by the safety systems and actions of 
the personnel directed to safety assurance.

• About state of structures, systems and com-
ponents important for safety, about values 
of technological parameters and radiation 
conditions at the beginning or during the 
mitigation of incidents, passing of the ac-
cident and post-accident period.

Ukrainian organizations fulfilled the first steps 
in elaboration of post-accident monitoring system. 
The operator (National Nuclear Energy Generating 
Company) prepared terms of reference and started 
development of pilot designs of the post-accident 
monitoring system to be implemented at each NPP.

CONCLUSION

After 2001 Ukraine passed from a country that 
imported I&C systems for its own NPPs and be-
came a country that not only satisfies own needs, 
but exports these systems. Some features peculiar 
to the strategy for NPP I&C modernization in 
Ukraine may be of interest to specialists from 
other countries:

• Use of an aggregate of hardware, software 
and service apparatus called «hardware-
software complex» (HSC) as the central 
part of systems.

• HSC are delivered to NPPs in full assembly, 
after checkout and testing, with high level 
of factory availability, what can decrease 
time to replacement for modernization.

• Use of field programmable gate array 
(FPGA) for performance of safety func-
tions, including reactor protection systems.

Overall I&C system is considered as a set of 
interacting individual I&C systems, which imple-
ment automatic control of NPP unit technological 
processes and equipment in all operating modes, 

automatic protection of systems, equipment and 
unit as whole, monitoring of non-exceeding of 
margins of operation and safe operation limits. 
Reactor control and protection system (RC&PS) 
is singled out. The overall I&C system includes 
a set of closely interconnected individual I&C 
systems, which fulfill control of processes in 
nuclear reactor. The distribution of functions 
between I&C systems, included in RC&PS, and 
interconnections these systems and connections 
with the other parts of overall I&C system accepted 
on Ukrainian NPPs is described.

Information which was described in this chapter 
is recommended for use in safety analysis of NPPs 
and in elaboration of conceptual technical deci-
sions in implementation of overall I&C systems 
for new NPP units with WWER-1000 reactors.
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KEY TERMS AND DEFINITIONS

Control and Protection System: A complex 
of interconnected safety and normal operation 
I&C systems, providing safety control of a chain 
nuclear fission reaction.

Control Area: A territory that may be affected 
by radioactive releases and discharges from NPP 
and where radiation monitoring is conducted.

Control Element: A reactivity control feature 
that contains control rods with drives and neutron 

absorbers (absorber rods) which can be transferred 
in the reactor core.

Emergency Protection: I&C function in-
tended for rapid transfer and long-term support 
of the reactor core in a subcritical state, that is 
characterized by the effective multiplication fac-
tor whose value is to be less than one, and a lack 
of local criticality.

Facilities of Influence on Reactivity: Hard-
ware that provides change of core reactivity due 
to change in position of neutron solid sorbents or 
density change of fluid sorbents.

Modernization: Set of actions for improve-
ment of safety, functional abilities, reliability 
and/or technical and economic measures of an 
active I&C system, connected with replacement 
of separate components by more up-to-date ones, 
which requires changes to the accepted design and 
/ or operational documentation. (The same term 
is “modification”).

Preventive Protection: I&C function intended 
for limitation or decrease of the reactor power to 
a safe level in case of operational events.

Primary Circuit: A piping system, techno-
logical facilities, systems and elements intended 
for circulation of the coolant through the reactor 
core in operation modes and conditions specified 
by the design.

Reactor Core: A part of the reactor facility, 
in which nuclear fuel, moderator, absorber, cool-
ant, facilities, having an influence on reactivity 
and structural elements, intended for a controlled 
chain fission reaction and transmission of energy 
to the coolant, are located.

Reactor Facility: A Complex of structures, 
systems and components intended for conversation 
of nuclear energy into thermal energy, including 
a nuclear reactor, elements of the primary circuit, 
emergency protection and proper I&C systems of 
safety and normal operation and a nuclear fuel 
reloading system.
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Emergency and Preventive 
Reactor Protection Systems

ABSTRACT

In Chapter 9, Emergency and Preventive Reactor Protection (E&PRP) systems implemented at the 
Ukrainian NPPs during 2003-2013 are considered. The core of E&PRP systems is formed by software-
hardware complexes (SHC E&PRP) developed on the base of the Research and Production Corporation 
“Radiy” equipment family. The first part describes the main purposes of E&PRP: forced power reduction 
or immediate reactor shutdown to prevent an emergency from developing into an accident. The second 
part describes the basic functions determined by the system purposes, along with additional functions 
performed by SHC E&PRP. The third part is devoted to describe SHC E&PRP technical characteristics, 
which implement the specified functions. The forth part deals with information about the composition 
and structure of SHC E&PRP, as well as about connections of SHC E&PRP with adjacent I & C systems 
are shown. In the fifth part, aspects of functional safety assurance during development, production, and 
acceptance of SHC E&PRP are considered.

INTRODUCTION

SHC E&PRPs used as a technical base in the 
reconstruction of existing and creation of new 
emergency and preventive reactor protection 
systems, perform the following:

• The data storing on provided by the design 
operational limits and conditions of the 
normal and safe unit operation, ERP and 
PRP algorithms of control signal (com-
mands) forming, which initiate the actua-
tion of emergency or preventive reactor 
protection accordingly;
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• The reception of technological process 
control parameters and equipment condi-
tion data from sensors and/or adjacent in-
strumentation and control systems;

• The forming and output from ERP or PRP 
commands to adjacent I&C systems in case 
of any conditions regimented in the appro-
priate algorithms of emergency or preven-
tive reactor protection;

• The archiving, display and data registration 
on the technological process controlled 
parameters, equipment condition, reactor 
protections actuations, and the reasons of 
such actuations;

• The continuous monitoring (diagnostics) 
of its technical state, fault detection and 
identification, archiving, display and regis-
tration of diagnostics results;

• The data output into unit computer infor-
mation system (CIS) and personnel warn-
ing facilities in the main control room.

The preventive reactor protection is the func-
tion of normal operation (category B), aimed to 
prevent the possibility of emergency in case of 
the deviation of technological process parameters 
beyond the admissible operational limits and/or 
in case of normal operation conditions violation 
set by the project. It is achieved by forced power 
reduction and / or blocking of any commands, 
which could initiate power increase.

The emergency reactor protection belongs to 
the safety functions (category А) and activates in 
the case of the violation of the provided design 
limits or conditions, which cannot be eliminated 
with the help of a relevant systems of normal opera-
tion (e.g., due to its failure), or in the case of the 
events, which could lead to technical parameters 
variation, being too fast for adequate response 
of the systems of normal operation, and also in 
case of violation of unit design conditions safety 
operation. In such cases, ERP command should 
be output, which initiates simultaneous insertion 

of all control rods into the core, causing a reac-
tor subcritical state and power unit shutdown. It 
defines an essential role of the emergency reactor 
protection in NPP safety assurance as the last way 
to avoid the accident.

On the other hand, the cost of “false” power unit 
shutdowns (unnecessary) due to false operation 
of the emergency reactor protection, which can 
be the result of failure or SHC E&PRP malfunc-
tion, is obvious.

It would lead to the necessity to regulate the 
technical specification in such a way to provide 
quality of the development, production, testing 
and operation of SHC E&PRP, which correspond 
to its role in safety assurance, and to make certain 
that such correspondence is actually achieved. 
Thus, one of the fundamental safety principles was 
considered, according to which I&C systems and 
its equipment should be designed, produced and 
maintained in such a way, that their specification, 
verification and validation, quality assurance, 
quality control and reliability met their safety 
classification.

BACKGROUND

Chapter 9 provides a short description of the 
devices and systems performance, which fulfill 
emergency and preventive reactor protection 
functions, being a part of the reactor control and 
protection system at the Ukrainian NPPs. This 
chapter provides more detailed information about 
the purpose, performed functions, technical speci-
fications, composition and structure of E&PRP 
systems, as well as functional safety assurance on 
the system life cycle stages.

The requirements to E&PRP systems and 
SHC E&PRP are determined by common prop-
erties of safety important I&C systems and their 
components, outlined in Chapter 3, and consider 
the purpose, categories of performed functions 
and safety class.
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PURPOSE

Emergency reactor protection system (other 
names- reactor trip system, scram system) should 
provide safety in the cases, when the systems of 
normal operation fail to keep power unit technical 
parameters within the specified design limits. The 
reasons of this can be a failure of one of the control 
system of normal operation main functions or a 
specific event, which could lead to technological 
process parameters variation, being too fast for 
adequate response of systems of normal opera-
tion. In such cases, in order to prevent emergency 
and/or accident, an immediate reactor shutdown 
may be required (chain reaction termination and 
maintenance of the reactor in a safe state), which 
is performed by the relevant safety systems per-
forming emergency protection function. Reactor 
shutdown may be required also for the mitigation 
of the accidents.

The failure of emergency protection function 
can lead to nuclear accident with radioactive 
release beyond the project specified limits in the 
amount exceeding the determined norms of radia-
tion exposure on the personnel, population and 
environment. At the same time, false actuation of 
emergency protection in the absence of hazardous 
conditions leads to substantial economic loses due 
to the unit shutdown, which can resume operation 
only after the analysis of the actuation reason and 
after obtaining permission to start in accordance 
with the determined procedures.

In case of some design limits violations or 
conditions of normal operation, emergency can be 
prevented without the reactor shutdown by reduc-
ing its power (sometimes it is enough to forbid 
power increase). These functions are performed 
by preventive protection.

FUNCTIONS

Emergency reactor protection (ERP) provides 
fast termination of chain reaction required in 
the most severe initial events. Within the sub-
range controlled during fuel loading, and within 
start-up subrange the emergency protection is 
performed if the design limit for neutron flux 
density is exceeded in each of these subranges. 
Within the operational subrange, the reasons for 
the emergency protection actuation are relative 
level increase of neutron power or decrease of 
half-life to a specified (maximum or minimum 
accordingly) limit. The emergency protection 
is also performed in the cases, when any of the 
process parameters (pressure over a core, steam 
line pressure, coolant temperature, steam generator 
water level, or compensator pressure, etc.) reaches 
its limit of the set parameter.

For example, if main circulation pumps (MCP) 
are switched off, decrease of coolant flow can lead 
to the rise of its temperature, start of vigorous boil-
ing and heat exchange crisis, which, in turn, leads 
to fuel elements damage. Decrease of pressure over 
core, caused by pressure compensator malfunc-
tioning, can lead to the same result. To accelerate 
the response to such violations and to prevent 
hazardous consequences emergency protection 
actuation is provided in case of safe operational 
conditions violations (main circulating pumps 
deenergizing, loss of primary coolant circuit, 
power outage on power rails, failure of the system 
to perform emergency protection function and in 
the other cases under the design). For example, 
when switching off two of four operating MCPs 
(at a power more than 75% of nominal power) 
or one of two operating MCPs (at a power more 
than 5% of nominal power) the reactor should be 
shutdown before the system detect the raise of a 
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coolant temperature caused by these events, as by 
that time fuel element cladding can be destroyed.

Preventive reactor protection does not allow to 
increase core power or provides power reduction 
to a safe level in order to prevent exceeding of 
operational limits (occurrence of emergency). For 
example, when the coolant pressure over core rises 
to 165 kG·cm – 2, a preventive protection command 
is formed by which any actions, which could lead 
to the reactor power improvement, are blocked. 
If the pressure continues to rise and reaches 172 
kG·сm – 2, the command for power reduction is sent 
and it lasts until the pressure over core restore to 
the initial value. And only in case if all the taken 
measures are not sufficient, when pressure rises 
further to 180 kG·сm – 2, the emergency protection 
actuates and shutdowns the reactor.

Increase of core power is forbidden, for ex-
ample, in case if relative level of neutron power, 
half-life, pressure over core exceed set design 
limits and also in case of dropping of control rods 
into the core..

Emergency and preventive reactor protection 
functions are performed by E&PRP system. Its 
direct task is the initiation of appropriate protective 
actions. For this purpose, E&PRP system continu-
ously monitors the current values of neutron and 
technological parameters, and the state of the unit 
main technological equipment; detects the viola-
tions of design limits, safe operation conditions 
and performs other actions set by the protection 
operation algorithms; sends safety actions com-
mands (ERP or PRP), which cause the actions 
by design of adjoin systems; sends signals to the 
operating personnel about protection actuation and 
its cause; displays the control parameters, events, 
conditions, sent commands and their causes. The 
safety action commands, initiated by E&PRP sys-
tem, are sent to rod group and individual control 
(RG&IC) system for execution.

Besides the mentioned main functions deter-
mined by the system purpose, the performance 
of additional functions in a varying degree is 
provided. They include:

• Continuous monitoring of operability of 
own hardware and software, cable lines, 
power supply system, etc.;

• Failure diagnostics, providing the operat-
ing personnel with information on viola-
tions of operability;

• Memory and storage of data about con-
trol parameters, events, states, protective 
actions commands, causes of protection 
operation and diagnostic information in 
the operational and permanent archives; 
output of archive data for displaying and 
registration;

• Transmission of current and/or archive 
information to other power unit systems: 
CIS, turbine control system (TCS), in-core 
reactor monitoring system (IRMS), post-
accident monitoring system (PAMS), etc.;

• Support of the personnel during the checks 
on the shutdown reactor, before start and 
during power unit operation at power (dur-
ing the process of operational checks and 
after the restoration).

CHARACTERISTICS

While setting requirements to E&PRP system, it 
was intended that the emergency reactor protec-
tion function refers to category A, the preventive 
reactor protection- to category B. The components 
of E&PRP system, involved in emergency protec-
tion function performance, are the safety elements 
and refer to safety class 2(А). The components, 
involved in performance of preventative protection 
function, are the elements of normal operation 
important for safety, and relate to safety class 
3(В). The components, which perform additional 
functions of archiving, displaying, data transfer, 
monitoring, failure diagnostics, protection testing 
should be also related to this class. For registration 
functions, which do not influence to safety directly, 
the category is not set; components involved in 
performance of these (and only these) functions 
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are related to class 4. Each E&PRP system com-
bines purpose and functions of safety systems and 
normal operation and relates to safety class 2(А).

Considering that emergency protection is one 
of the main emergency prevention means, forming 
third level of defense-in-depth in accordance with 
NP, 2008,a the strictest requirements specifically 
determined by a range of international and national 
Ukrainian safety regulatory documents should be 
raised upon it. Requirements to emergency reactor 
protection function and systems and elements as-
sociated with it, are specified in the international 
standards (e.g., IAEA, 2002; IAEA, 2012), USA 
standards (e.g. ANSI/IEEE, 1987 and later), 
rules and regulations, be in force in Ukraine (e.g.  
NP, 2008b).

The requirements to monitoring and control 
of process operation functions, in performance of 
which E&PRP systems are involved, are provided 
in IAEA, 2012 and NP, 2008,b. It is required to 
have at least two different and independent sys-
tems of reactor shutdown, each of them should 
provide the transition of the core into subcritical 
state, in which the value of effective multiplica-
tion factor is less than unity and local criticality 
is absent. One of these systems should perform 
the emergency protection function and have a 
fast response sufficient to shutdown the reactor 
from any operational state not violating normal 
operation limits. When the reactor is tripped, any 
unintentional reactivity rise should be prevented, 
however, the ability of personnel reasonable ac-
tions (such as refueling, diluting of boron solution, 
neutron poison flow during maintenance, etc.) 
leading to raise of reactivity in standby mode, 
has not to block (IAEA, 2012).

The emergency reactor protection should be 
carried out according to neutron flux density 
level and the speed of its growth, and should be 
provided over the whole range of neutron flux 
density change (from 10 –7% to 120% of the nomi-
nal value). Other parameters, according to which 
the emergency protection should be performed, 
are determined in accordance with reactor system 

design. The list of such parameters, set-points and 
conditions of scrams should be substantiated in 
the design in such a way to exclude the possibility 
of safety limits violation.

The action started by emergency reactor protec-
tion should be fully performed. Control rods (CR), 
which provide reactor shutdown, should be oper-
ated from any working or intermediate positions. 
IAEA, 2012 provides a possibility of usage of CR 
part to reactivity control (for example, to regu-
late neutron reactor power) in normal operation 
modes, provided that the possibility to core shift 
to subcritical state is supported regularly and with 
a proper allowance. All regulations and standards 
point at the necessity to monitor the availability of 
emergency function performance, including the 
possibility of checking of the protective actions 
commands formation and the time required for 
their passing (without affecting CR).

In case of normal operation violations, when 
the emergency reactor protection scram is not 
required, preventive reactor protection is applied.

In accordance with NP, 2008,b the emergency 
reactor protection (ERP) system should be sepa-
rated from other I&C systems, in order for the 
damages or any element removal of these systems 
not to influence the ability of ERP system to per-
form its functions. Upon combining of emergency 
reactor protection and normal operation functions 
in one system, the priority of emergency reactor 
protection should be provided and should be shown 
that such combination will not lead to violation 
of safety requirements and deterioration of ele-
ments’ reliability, performing emergency reactor 
protection functions. If the same signals are used 
in ERP system and any other I&C system, an 
appropriate separation should be provided (for 
example, galvanic isolation).

In accordance with IAEA, 2002 and IAEA, 
2012, the redundancy and the independence 
embedded into ERP system design, should be 
sufficient to provide that (1) none of single failure 
will not lead to loss of protective function and (2) 
removal of any component or channel will not 
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lead to the loss of required minimum redundancy. 
Regulations NP, 2000 and NP, 2008,b define 
redundancy requirements that emergency reactor 
protection system should consist at least of two 
independent sets, each of them should be designed 
in a way that emergency reactor protection was 
provided by not less than 3 independent chan-
nels on neutron flux density level, neutron flux 
density changing period, and on each technologi-
cal parameter. It is provided that ERP command 
should be formed upon coincidence of signals 
in, at least, two of three channels. The use of 
such a redundancy principle providing fulfilling 
the specified requirements to system reliability 
(concerning emergency protection failure), at 
the same time facilitates reducing of false actua-
tion probabilities, which can lead to the reactor 
shutdown in nonhazardous situations.

IAEA, 2002 and IAEA, 2012 international 
standards recommend to specify measures which 
minimize the probability of operator’s actions that 
can damage the effective operation of protection 
system under normal operation and expected op-
erational event, but that do not prevent operator’s 
appropriate actions in case of design accident. NP, 
2008,b regulations require to provide monitoring 
and operability diagnostics of channels and sets 
with displaying of fault information and forming 
emergency protection or alarm signals in case of 
sets or channels failure. There is also stated that 
in case or the failure or the removal of one chan-
nel in the operating emergency protection set, the 
emergency protection signal should be formed 
automatically at the channel output.

In accordance with IAEA, 2012 during op-
eration protection system should permit periodic 
checking of each set operability with the operating 
reactor. Aim of the testing is to check compliance 
with design characteristics and to detect faults, 
which could happen after the previous testing 
and lead to partial or full loss of redundancy (NP 
2008,b). Periodical tests should cover all the sys-
tem components engaged in protective function 
performance, from sensors to respective actuating 
systems or equipment inputs. The requirements 

to removal of one set or one set channel (allow-
able reactor power level limit, condition of other 
units, potential duration, etc.) should be defined 
and reasoned in a way to minimize the possibility 
of any negative impact on operation and power 
unit safety condition. The possibility of set or 
emergency protection channel removal without 
power unit personnel warning should be excluded 
with the help of the proper technical equipment.

The main component of E&PRP system is 
software-hardware complex (SHC), which is 
engaged in performance of all its main and ad-
ditional functions.

The requirements to software-hardware 
complexes emergency and preventative reactor 
protection (SHC E&PRP) result from:

• General requirements to operation, reli-
ability, durability, quality and indepen-
dence of performed functions, applied to 
safety class 2(А) components and their op-
erationally-autonomous component parts;

• Specific requirements to redundancy meth-
ods (structure), independence, diagnostics 
and controllability of emergency protec-
tion and preventative protection systems.

The diversity requirement directly and ex-
clusively relates to SHC E&PRP. Complexity 
and uniqueness of each SHC as a single product, 
which is developed (or updated) for a specific 
system, increase the risk of hidden faults, being 
not detected during validation or acceptance 
testing. Hidden faults made during the develop-
ment, configuration, and / or production of SHC 
E&PRP, can appear in the process of performance 
as a common cause of redundant channel fault 
in both sets. Taking into account these features, 
IAEA, 2012 standard recommends to use func-
tional diversity maximally, as well as a diversity 
of technical and program means or operation 
principles to prevent the loss of protective func-
tion (characteristics of possible diversity kinds 
are described in Chapter 3).
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It is pertinent to note that diversity requirement 
is less actual with regard to the peripheral (as a rule, 
industrial) items, as a major part of faults can be 
detected and eliminated at the development stage, 
and properties of developed and industrial items 
can be fully checked and validated during testing. 
Moreover, as a rule, the utilized peripheral items 
approbated by a long-term practice of operation 
at NPPs to an adequate degree (different systems 
use same type sensors, normalizing transducers, 
actuators, and other peripheral equipment), that 
is why during modernization of I&C systems 
most often only central part (SHC) is changed, 
peripheral equipment of the modernized system 
and connecting cables are not changed often.

Regulations NP, 2000 and NP, 2008,b provide 
requirements for obligatoriness of system diversity 
performing reactor emergency protection (shut-
down) function, while for I&C systems and SHC, 
which are not engaged in emergency protection 
function performance, requirement for observance 
of diversity principle is not obligatory, but can 
be set by the operating organization. At the same 
time, international standard IAEA, 2002 provides 
a possibility of diversity usage not only in safety 
systems, but also in normal operation systems 
along with other measures of additional reliabil-
ity growth, and also as a way of compensation 
of difficulties, which appear if there is a need to 
prove a reliability of, for example, reserved and 
(or) computer systems, reliability of which can 
be restricted by such factors as common cause 
failures. Design defects, production defects, 
operating errors and maintenance errors are said 
to be the most probable reasons of such failures. 
Similar recommendations concerning usage of 
diversity as a way of effective error protection 
(especially for complex systems, which are not 
enough approbated during operation) are provide, 
for example, in IEC, 2006 and IEC, 2011 standards. 
However, IEC, 2009 specifies that the usage of 
two or more systems, built on different principles 
is necessary, if a really achievable reliability of 
category A functions and equipment connected 
to it, taking into account the common cause 

failures, cannot provide the safety performance 
requirements. Diversity requirement applicable 
to safety control systems is also included into 
USA documents (NUREG, 2002), Russia (NP, 
1997), Germany (КТА, 1985) and implemented, 
for example, in emergency protection systems at 
Sizewell B NPP (UK) new power units, Temelin 
NPP (Czech Republic), etc., as well as during 
modernization of E&PRP systems at Ukrainian 
power units.

CONSTRUCTION PRINCIPLES

For WWER-1000 reactors, the design provides 
four types of protection.

Emergency reactor protection (ERP) initiates 
the disconnecting of power supply of all control 
rod drives that leads to their simultaneous fall-
ing into the lowermost position driven by their 
own weight, which, in turn, causes fast (within  
1.5 s-4 s) transition of the reactor in subcritical 
state. The subcritical state remains even after the 
elimination of the conditions that caused ERP 
actuation until the personnel send command ERP 
RESTART.

Reactor accelerated preventive protection 
(RAPP) operates, when the nuclear reactor 
power is 75% over the nominal. RAPP increases 
the power unit dynamic resistance and provides 
reactor sparing regimen in case of abnormal 
disconnection of technical equipment due to fast 
power reduction. For this purpose, RAPP initi-
ates CR drives disconnecting of power supply 
of the previously selected CR group that causes 
simultaneous fall of all constituent control rods 
and, due to this, fast (within 1.5 s—4 s) power 
reduction to 30%—40% of the nominal. At the 
same time the signal is sent (with a 4 s delay) to 
turbine control system (TCS) upon which tur-
bogenerator power is reduced to (350-450) MW 
level with the speed (20-30) MW·s -1. The lift of 
dropped CR is possible only after the personnel 
send a special command RAPP RESTART. CR 
group, which should perform reactor accelerated 
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preventive protection, is selected before each fuel 
campaign considering core loading.

Preventive reactor protection PRP1 causes 
successive lowering of CR groups in the design 
sequence with working speed 20 mm·s -1. An 
exception is the fifth group (used for xenon oscil-
lation suppression, the movement of which is not 
provided by the PRP1 commands). Lowering of 
CR groups into core leads reactor power reduction 
(during PRP1 performance the automatic power 
control is switched off). When the conditions of 
the protection actuation are eliminated, PRP1 
command is cancelled and CR groups lowering 
is stopped.

Preventive reactor protection PRP2 forbids the 
increase of reactor power, i.e. upward movement of 
any CR or CR group (except the fifth one). When 
the conditions set for the protection actuation are 
eliminated, PRP2 command is cancelled and, thus, 
allows to increase the reactor power.

Initialization of commands of emergency 
reactor protection and preventive reactor protec-
tion realizes by software-hardware complex SHC 
E&PRP, Initialization of commands of reactor 
accelerated preventive protection - by software-
hardware complex SHC RPwCUL&APP (see 
Chapter 8). The actuation system, which performs 
functions, initiated by noted commands, is rod 
group and individual control (RG&IC) system 
(see Chapter 10).

Conditions of protection actuation are deter-
mined by the design for each power unit. They 
had some differences for different power units 
caused, in particular, by the features of used 
neutron flux monitoring system (sending signals 
on exceeding of neutron power setpoints and the 
neutron half-life), and also differences in the 
limit parameters, which determine conditions of 
protection actuation).

The design determines the limits of power 
level and unit operating time in case of failure of 
emergency and preventive equipment:

• Failure of one set of SHC E&PRP, lead-
ing to impossibility of emergency reactor 
protection function Initialization by this set 
and / or removal of one set of SHC E&PRP: 
power level is not restricted, operating time 
is not more than 8 hours;

• Failure of one channel in one of SHC 
E&PRP sets: power level is not restricted, 
operating time is not more than 8 hours;

• Failure of indication of reason alarm ERP 
in one of the SHC ERP sets: power level is 
not restricted, operating time is not more 
than 8 hours;

• Failure of two set SHC E&PRP lead-
ing to impossibility of PRP1 function 
Initialization: power level is not more than 
50% of the nominal, operating time is not 
more than 8 hours;

• Failure of indication of reason alarm in two 
SHC E&PRP sets: operation on power is 
forbidden.

Upon the expiration of allowable operating 
time and before the elimination of the fault, the 
unit shutdown was provided, during which the 
technological equipment is in an availability state, 
its parameters are close to operational parameters, 
and it is required 2-3 hours to gain power.

Technical solutions applied in a typical design 
(before modernization) of WWER-1000 reactor 
protection system, was based on unconditional 
(“hard wired”) logic principles implemented on 
micropower (КMOS) integrated circuits and did 
not provide the use of programmed computing 
systems (e.g. microprocessors, etc.) for the imple-
mentation of the specified functions.

From the other principles of the typical design 
it is primarily required to mention the ones that 
remain also in the new reactor protection systems:

• Presence of two SHC sets located in dif-
ferent rooms and completely autonomous, 
each of them can perform all protection 
functions provided by the design;
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• Three-channel structure of each set us-
ing logical condition “two of three” while 
forming protection commands on indepen-
dent channels signals;

• Primary use of parametrical discrete signal 
(in form of low and high resistance of elec-
tric circuit, receiving energy from the load) 
and logical agreement, on which signal ac-
tive state is represented by high resistance 
of the chain (for example, breaking of nor-
mally opened contacts due to output relay 
winding disconnecting of power supply);

• Electric power supply of each set from 
three autonomous sources, duplication of 
secondary feed block in each channel and 
their connection to reliable power sourc-
es, according to scheme allowing to save 
set capacity in case of loss of one or two 
sources.

Since 2003 the modernization of the current 
emergency and preventative reactor protection 
systems at Ukrainian NPPs had started. The techni-
cal base of modernization was equipment family 
(platform), developed by Research and Production 
Corporation “Radiy” (Bachmatch, 2008), and 
software-hardware complexes of emergency and 
preventive reactor protection were created on its 
base. In 2004-2005 SHC E&PRP were produced 
and delivered for power unit 4 Rovno NPP. In 2007-
2009 according to the European Union program 
of Technical Assistance for the Commonwealth of 
Independent States (TACIS) the modernization of 
power unit 1 reactor control & protection system 
at Khmelnitsky NPP was performed.

SHC E&PRP (Figure 1) consists of two au-
tonomous functionally identical sets, each of them 
can be removed for performance testing (control 
and indicating signals forming accuracy in case 
of imitation of limits and safety performance 
violations).

Each set is designed in a form of operation-
ally autonomous component parts combination, 

which are connected on-site by electrical and 
optical communication links. The set includes:

• Three identical signal forming cabinets, 
which form three autonomous inter-redun-
dant protection channels;

• Cross output cabinet, which form set out-
put signals basing on data received from 
three signal forming cabinets;

• Workstation which performs data ar-
chiving, displaying and registration;

• Automated operator workplace intended 
for displaying of control parameters, con-
dition of discrete input and output, as well 
as the reasons of protection actuation.

The common feature for both sets is automated 
technologist workplace where the operability test-
ing of SHC E&PRP parts can be carried out, as 
well as set-points change.

Each signal forming cabinet receives the re-
quired data in form of continuous electrical and 
discrete signals from its “own” sensors set and 
software-hardware complex adjacent I&C sys-
tems: neutron flux monitoring system (NFMS), 
in-core reactor monitoring system (IRMS), rod 
group and individual control (RG&IC) system, 
as well as from seismic sensors. The signals from 
these sources are connected to signal forming 
cabinet via intermediate terminal blocks cabinet. 
Construction of terminal blocks allows to send test 
impacts imitating input signals from the test bench 
without external cables disconnection.

The output control and indicating signals 
are sent via communication lines to the cross 
output cabinet from each signal forming cabinet. 
After the signals processing according to logical 
condition “two or more of three”, ERP com-
mands form in the cross output cabinet of each 
set and they are transferred via communication 
lines to RG&IC system, turbine control system 
(TCS), boron regulation system (BRS), power 
supply system of control rod drives (PSS). PRP 
commands are formed according to a logical  
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condition “two of three” and are transferred via 
communication lines to RG&IC system, TCS and 
RPwCUL&APP system from the cross output 
cabinet of each set (not represented in Figure 1). 
The possibility of current, diagnostic and archived 
data output from workstation to CIS is provided.

The components of SHC E&PRP set and in-
terconnections are shown at Figure 2.

For digital message exchange between signal 
forming cabinets and transfer of messages that 
forms in signal forming cabinets and the cross 
output cabinet to workstation, local networks with 
100BASE-FX interface and end-to-end topology 
are used, shown in Figure 2. Automated operator 
and technologist workplaces are connected to 
Workstation according to the standard serial 
digital data channel (usually one of the Ethernet 
network variants), which is supported by Worksta-
tion server and Industrial PC, on which base the 
automated operator and technologist workplaces 
are implemented. The way of workstation con-
nection to CIS is defined for each power unit with 
regard to data input interface used for the current 
CIS.

Signal forming cabinet performs:

• Reception of direct current analog signals:
 ◦ From pressure sensors, pressure dif-

ferential sensors, level sensors;
 ◦ From normalizing transducers of 

power and frequency alternating cur-
rent powering main coolant pumps;

 ◦ From thermoelectric transducers (low 
voltage direct current);

• Reception of discrete signals:
 ◦ From NFMS (excess of neutron 

power values and decrease of power 
change period);

 ◦ From the voltage monitoring equip-
ment on the first and second alternat-
ing current input 380 V (power sup-
ply loss);

 ◦ From IRMS (decrease permissible 
reserve to boiling crisis on the fuel el-
ement surface, excess of local power 
density limit, coolant temperature 
raise on the outputs of individual fuel 
assemblies over the limit);

 ◦ From RG&IC system (insertion of at 
least one of CR into the core);

Figure 1. Software-hardware complex of emergency and preventive reactor protection system (SHC 
E&PRP)
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 ◦ From seismic sensors (earthquake 
detection with intensity above the 
limit);

• Computation of parameter values which 
cannot be measured directly, for example, 
differences of first and second circuits 
saturation temperatures (further – design 
values);

• Storing of data:
 ◦ On control parameters limits;
 ◦ On conditions of normal and safe 

power unit performance;
 ◦ On signal forming algorithms, initi-

ating actuation emergency and pre-
ventive reactor protection in case of 
violation of these conditions or ex-
ceeding the set limits;

• Forming in accordance with the algorithm 
and sending to cross output cabinet of 
control signals (commands ERP or PRP1, 
PRP2) in case of detection of any emergen-
cy or preventive reactor protection actua-
tion conditions (depending on conditions 
caused system actuation, the control signal 
delay and / or automatic signal withdrawal 
after the set time delay are provided);

• Receiving of commands from the control 
keys located in the main control room and 
the emergency control room, that initiate:
 ◦ Accident and protection systems 

actuation;
 ◦ Return to normal position after emer-

gency protection actuation;
 ◦ Display switch-off that indicates the 

actuation reason.

Additional functions of signal forming cabi-
nets:

• Continuous monitoring of technical state 
condition of its hardware, adjacent equip-
ment and signal and message lines;

• Forming and sending to workstation of 
digital messages which contain informa-
tion on the current monitoring parameters 
values, initial events, state of technological 
equipment and diagnostics results;

• Setting and changing of the control param-
eters limits.

Structural scheme of signal forming cabinet 
are shown at Figure 3.

Figure 2. Structure and configuration of SHC E&PRP set
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The cabinet consists of: sensors power supply 
crates (connected supply blocks and panel com-
puter); signal processing crates; two relay output 
crates; power supply crates.

In the signal processing crate data entry blocks 
are structurally and electrically connected, they 
provide:

• Input and normalization of discrete signals;
• Input and conversion of continuous direct-

current signals;
• Input and conversion thermoelectric con-

verters natural signals;
• Processing of the received data and form-

ing of control signals (commands);
• Monitoring of technical state and diagnos-

tics of cabinet, transmission lines and adja-
cent equipment failures.

Protection signals forming block performs 
(numerical symbols in brackets correspond to 
symbols at the respective schemes in Figure 3):

• Signal receiving, received data processing, 
control of set conditions for emergency and 
preventative protection actuation (1);

• Forming (in accordance with the regi-
mented network protocol) of digital mes-
sages, containing data received from input 
blocks, as well as identifiers of protection 
actuation conditions, if these conditions 
were detected (2);

• Conversion of digital messages electrical 
elements into optical (3) and transition of 
messages via fiber-optical communication 
lines to protection signals forming blocks 
in two other channels (signals forming 
cabinets);

• Receiving of similar messages from pro-
tection signals forming blocks of two other 
channels, conversion of optical elements 
into electrical (4) and decoding of the re-
ceived digital messages in accordance with 
the regimented network protocol (5);

• Comparison of messages received from 
input blocks and from two other channels, 
detection of discrepancies, forming and 

Figure 3. Structure scheme of signals forming cabinet (1-st set, channel 2)
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sending of diagnostic messages to the diag-
nostic block (not represented in Figure3);

• The first level of logical processing: form-
ing of ERP, PRP1 and / or PRP2 signals if 
the same actuation condition was detected 
by, at least, any two channels (6): quantity 
of outputs is equal to quantity of actua-
tion conditions for the respective kind of 
protection;

• Forming of output ERP, PRP1 or PRP2 
signal if, at least, one of the emergency 
reactor protection actuation condition was 
identified, or one of preventive reactor pro-
tection PRP1 actuation condition, or one 
of preventive reactor protection PRP2 (7) 
actuation condition was identified;

• Forming of digital message, containing 
data identification of protection actuation 
conditions (2), conversion of electrical 
elements into optical (3) and transition of 
messages in two other channels;

• Receiving of similar messages from two 
other channels, conversion of optical ele-
ments into electrical (4), decoding of the 
received digital messages (5) and forming 
of output ERP, PRP1 or PRP2 signal.

The main part of protection signals forming 
block functions performs field programmable gate 
array (FPGA), which structure, besides the above 
mentioned 1, 2, 5, 6 and 7 elements, comprises 
functional processor, set-point processor and 
diagnostic processor.

The output signals from the protection signals 
forming block are sent to the blocks formation 
of control signal, installed in relay output crates. 
Each of these blocks receives signals of one type 
(ERP, PRP1, PRP2) from the first, second and third 
channels and forms output signal, if such signals 
were received from any two or all three channels 
(the second level of logical processing). Signal 
multiplication blocks installed in relay output 
crates are relay repeaters of the received discrete 
signals. In the absence of signal, all relays in the 
blocks are energized; appearance of a signal leads 

to relay de-energize, opening of normally closed 
contacts and closing of normally opened contacts, 
that is interpreted as the emergency or preventive 
protection control signal at the respective channel 
output. The control signals at the other two chan-
nels output are formed in the same way.

Cross output cabinet performs the third level 
of logical processing. If ERP, PRP1 or PRP2 
signals received from two or three channels, at its 
outputs form the commands (in form of discrete 
signals) which initiate actuation of:

• Emergency protection:
 ◦ of rod group and individual control 

system (de-energize of CR drives);
 ◦ of power supply system of control rod 

drives (removal of base and reserve 
supply from the CR drives);

 ◦ of turbine control system (turbine re-
moval of load);

 ◦ of boron regulation system (boron 
pump switch-off);

• Preventive protection PRP1:
 ◦ of rod group and individual control 

system (unit power reduction by low-
ering of CR groups with the nominal 
speed in the design order);

 ◦ of reactor power control, unloading, 
limitation and accelerated preven-
tive protection system (removal of 
automatic power control regulation 
with the consequent switch-on at new 
power level);

 ◦ of turbine control system (turbine 
power reduction);

• Preventive protection PRP2:
 ◦ of rod group and individual control 

system (inhibitory action of CR lift);
 ◦ in reactor power control, unloading, 

limitation and accelerated preventive 
protection system (inhibitory action 
of reactor power expansion);

 ◦ in turbine control system (inhibitory 
action of turbine power expansion).
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ERP, PRP1, PRP2 commands duplicate at cross 
output cabinet outputs; in this case a separate in-
dependent output is provided for each commands 
receiver and each reserved channel in the receiver 
(if there are such channels). Cross output cabinet 
also performs logical processing (according to 
“two or more of three” condition) and sending of 
signals to alarm devices, installed in the MCR, 
which indicate the reasons of protection actuations 
and set condition (failure, removal for testing or 
maintenance).

Workstation realized on base of industrial 
computer or server, performs the receiving of 
messages from signal forming cabinets and cross 
output cabinet, accumulating of received data in 
the operative (hour), day and long-term (up to one 
year) archives, displaying and registration of the 
current and archived information.

In order to receive messages from signal form-
ing cabinets and cross output cabinet transmitted 
via fiber-optic lines, workstation is equipped 
with USB-OPTO interface adapters which are 
installed in free positions (slots) and connected 
to the industrial computer USB-ports.

Workstation displays allow to supervise the 
condition of each channel input and output sig-
nals, sending of ERP, PRP1, PRP2 commands, set 
operating mode, temperature in three positions in 
each cabinet, doors opening and shutting, non-fire 
condition inside the cabinet. The workstations 
display information is showed in form of tech-
nological symbolic circuits, tables, diagrams, 
text messages. Data are updated not less than one 
times in two seconds.

SHC E&PRP energy supply is performed 
directly from NPP auxiliary power (from two 
interredundant sources) by three-phase alternat-
ing current with nominal power 380 / 220 V and 
frequency 50 Hz. The allowed continuous devia-
tion of the supply voltage is from minus 15% to 
plus 10%, frequency – from minus 2% to plus 2% 
of the nominal value. Workstation and automated 
operator workplace equipment is designed for 
supply from alternating current with the 220 V 

nominal voltage and 50 Hz frequency and con-
tain uninterruptible power supply blocks which 
provide performance within at least hour in case 
of network outage.

The element base used in SHC E&PRP (oper-
ating amplifiers, digital to analog and analog to 
digital converters, galvanic isolation elements, 
discrete logical elements, safety systems relay, 
resettable fuses and others) are purchased in the 
leading companies (Motorola, Fairchild, Sam-
sung, MAXIM, etc.). For realization of reactor 
emergency and preventive protection function 
(receiving of digital data, violation detection, 
digital messages encryption and decryption, 
processing according to logical condition “two 
or more of three”, control signals forming) pro-
grammable integrated logic circuit are (FPGA of 
Apex EP20K200 and Cyclone EP1C12 families 
ALTERA company). Both FPGA families provide 
great integration level, high operating speed, low 
power consumption, which became one of the 
factors that allowed to provide structure simplic-
ity, compactness and effectivity of SHC E&PRP.

The development of FPGA logical structure 
is supported by Quartus instrumental designing 
system (environment) by ALTERA company, 
with addition of special Cyclone family FPGA 
modules. The realization of elements connection 
(implementation of the developed logical structure 
into FPGA) is provided by the special interface 
equipment supplied by FPGA developer.

The test of SHC E&PRP technical condition 
is performed automatically after power switch-on 
and continuously during the working process. 
After the switch-on, the component parts working 
capacity, operability of input and output circuit, 
absence of distortions in programs, correctness 
of data transmission via communication lines are 
controlled. During the operation, power supply, 
temperature and smoke level monitoring inside 
cabinets, absence of program hang-ups, validity of 
input signals and digital data, proper performance 
of each channel are permanently and automatically 
controlled. In case of any failure detection, work-
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station and MCR gives the corresponding alarm 
message which form and content allow to quickly 
and accurately detect the place, time, character 
and hazard level of the failure. The message is 
comes with audio signal. Display of unreliable 
data detected during the input signals diagnosis 
is accompanied by clearly distinguishable and 
uniquely understandable marker. The required 
diagnostic depth (to changeable component parts 
in each operating stand-alone unit) is provided by 
built-in diagnostic means.

The input and output signals of SHC E&PRP 
are shown at Figure 4, place SHC E&PRP in re-
actor control & protection systems - at Figure 5.

Software has multi-component structure and 
consists of system and application software.

System software includes operational and sup-
porting software. Operational software contains 
means, which the application programs call appeal 
directly. Supporting software (tools) is used for 
development of application software, debugging 
and testing of SHC E&PRP and its component 
parts at the operation location.

The main functions are performed by the 
complex programmable electronic components 
(FPGA).

Application software has a two-level struc-
ture. Low-level software provides activity of the 
functional and communication processors built in 
blocks of temperature sensors signal input, analog 
and discrete information input, USB-OPTO inter-
face adapters, functional and set-point processors 
in the protection signal forming blocks.

At the low-level of application software the 
following software tools are used:

• FPGA electronic designs performing pro-
tection functions;

• Processor software by Texas Instruments 
company, developed on Assembler pro-
gramming language;

• Software developed on С programming 
language for Altera Nios process emulator 
implemented into FPGA Cyclone logical 
structure.

The adopted by developers strategy of data 
processing task distribution among many low-level 
microcomputers, absence of direct connections 
between the performed calculation processes, 
as well as abandoning of program methods for 
performing of the most complex functions the 
performance of which is transferred into FPGA, 
allowed to simplify the structure and to reduce 
software volume. It resulted in decrease of er-
ror possibility which cannot be detected during 
software verification (and risk of common cause 
failures which could be caused by such errors).

External appearance of software-hardware 
complex SHC E&PRP are shown at Figure 6.

SAFETY ASSURANCE

SHC E&PRP belongs to the elements of safety 
control systems, that is why all the applied funda-
mental and technical safety principles regimented 
for such elements in Ukrainian regulatory docu-
ments and international standards are realized in it.

SHC E&PRP functions required for NPP 
safety assurance are performed in any initiating 
event and failure of one of the elements which is 
independent of the initiating event (single failure 
principle). The requirement for survival in any 
type of failures, as well as in case when the fail-
ure of one elements causes failures affected by 
it, is regarded. The possibility of hidden failure 
is additionally regarded. SHC E&PRP structure 
allows to save survival in case of failure of any 
quantity of elements in one channel of the first 
and / or second set, as well as in case of several 
different elements failure in two or three channels 
in each set.

In SHC E&PRP the redundancy principle is 
observance: each set has the independent protec-
tion channels on each of the parameters which 
characterize limits and / or safety performance con-
ditions. Redundancy is one of the main structural 
SHC E&PRP features. In the redundant channels 
of each set the three-step feature based redundancy 
is applied. Redundancy of primary and secondary 
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power source, workstation videomonitors, as well 
as functional redundancy (data duplication on 
the workstation videomonitors and inbuilt panel 
computer monitor, data sending to CIS, etc.) are 
additionally provided.

SHC E&PRP saves the ability to perform the 
functions required to safety assurance in case of 
failure or removal of one redundant channel or 
system connected with it (principle of indepen-
dence). For this purpose, the following is provided:

Figure 4. The input and output signals of SHC E&PRP
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• Screening and galvanic isolation of input, 
output and power supply circuits in each 
channel using optoelectronic components;

• Usage of radial communication structure 
(“point-to-point”) between the channels 
which provide saving of possibility and 
correctness of data transmission between 
the other channels in the case of failure of 
each one channel;

• Physical separation of the SHC E&PRP re-
dundant channels located in separate cabi-
nets and receiving primary power supply 
from different sources;

• Usage of fiber-optic communication lines 
for data transmission between operat-
ing stand-alone component parts of SHC 
E&PRP.

Figure 5. SHC E&PRP in reactor control & protection systems
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Operability preservation in case of failure or 
removal of any sensor and any system related to 
SHC E&PRP (or such system redundant channel) is 
provided by application of separate independence 
input signal sources for each of three redundant 
channels and organization of separate indepen-
dence outputs for each protective command sent 
to redundant channel of the adjacent system.

In SHC E&PRP the diversity principle is 
provided: software and hardware diversity is 
provided, which is realized due to element base 
difference used in the first (primary) and second 
(diverse) set, and eliminates common cause failure 
caused by possible mistakes during design and / 
or factory defects of purchased components (as 
operating experience shows, nowadays they pose 
one of the most real danger). For this purpose in 
diverse set are used purchased components of other 
types and / or received from other manufacturers. 
The accepted diversity variant has, in comparison 
with the others, the advantage that in both sets the 
unity of main system, circuit, and design solutions, 
external communications and connection methods 
is saved, that substantially simplifies and reduces 
cost of design, approbation, manufacture, testing, 
NPP personnel preparation and performance of the 
main and diverse sets, at the same time decreasing 
risk of errors during their maintenance.

In the software development (low-level), 
including electronic design of FPGA, the sub-
ject, design and program diversity is provided. 
Subject diversity is attained due to that software 
and electronic design of FPGA, which are used in 
main and diversity set, is done by different groups 
of specialists. Design diversity is provided by a 
range of used instrumental software development 
tools and means for FPGA logic structure design. 
In SHC E&PRP development the preventive and 
protective common cause failure means are pro-
vided, which include:

• Possible personnel mistakes during opera-
tion and maintenance;

• Influence of abnormal natural phenomena 
(earthquakes, lightning strokes);

• Operation conditions in place of autono-
mous items location;

• Errors during software development.

In order to prevent common cause failures, the 
means required to resistance of function perfor-
mance of operating stand-alone component parts 
are provided: to temperature, pressure, humidity, 
mechanical vibrations and shocks (including the 
ones caused by earthquakes), electromagnetic 
interference and other factors possible during op-

Figure 6. Software-hardware complex SHC E&PRP: external appearance
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eration at the NPP, as well as in case of parameters 
current supply deviation .

Each cabinet is provided with continuous 
control of primary power supply on both inputs 
and measuring of secondary power supply source 
output voltages. Information about primary and 
secondary power supply are sent to workstation 
for displaying and archiving. Power disconnect-
ing of power supply on both inputs in at least on 
cabinet leads to forming of general signal “Set 
Failure”, which is sent to MCR.

Protection of redundant channel failures caused 
by defects of purchased components and errors 
during software development (including electronic 
designs of FPGA logic structure) is provided by 
diversity principle realization.

SHC E&PRP sets quality assurance is guar-
anteed by system of quality design, product 
development, manufacture and delivery manage-
ment at RPP “Radiy” (certificate of conformance 
with standard ISO, 9001). The current quality 
management system is certified by International 
Community of engineering supervision (TÜV 
NORD GRUPPE). Development, manufacture, 
testing of the deliverable complete set were held 
in accordance with quality assurance programs 
developed by RPC “Radiy” in accordance with 
ISO, 2000.

Solutions and Recommendations

Information about excess o neutron power values 
and decrease of power change period in acting now 
modernized emergency and preventive reactor 
protection system enter to inputs of SHC E&PRP 
as discrete signals from neutron flux monitoring 
systems (from two deliverable complete sets SHC 
NFMS). This decision accepted in typical design 
of WWER-1000 unit is not optimal, because it 
includes the additional devices between neutron-
flux detectors to signals forming cabinets of SHC 
E&PRP, also as cable lines, devices that support 
SHC NFMS operation, еtс.

Recommended to analyze the other decision- 
elaboration and using in SHC E&PRP special 
blocks for direct input of signals from neutron-
flux detectors. These blocks can be set in signal 
processing crates, data from them can be process 
by the same FPGA, as the other input blocks.

FUTURE RESEARCH DIRECTIONS

International experience of nuclear energy us-
age for peaceful purposes proves the fact that 
we should not be satisfied with the safety and 
reliability level that has already been achieved on 
previously created and used nowadays emergency 
and preventative unit protection systems, which 
play the main role in control and monitoring of 
NPP performance.

The future research trends aimed at improving 
of emergency and preventive unit protection sys-
tems can be: improving of information exchange 
methods not only between E&PRP system com-
ponents, but with other control and information 
unit systems, modernization of human-machine 
interface, usage of new ways and formats of in-
formation protection.

Main future research direction is also upgrading 
of platforms for SHC E&PRP, what will be used 
in future. Under the creation of new platforms 
the appearance of new generations of FPGA and 
the other electronic components with improving 
characteristics, also as the introduction of develop-
ing now regulations and standard with advanced 
requirements to I&C functional safety, have to be 
take in account systems.

CONCLUSION

For the first time at Ukrainian NPPs as a central 
part of emergency and preventative unit protec-
tion were used SHC E&PRP complexes, devel-
oped by Ukrainian specialists on base of leading 
information technologies with usage of world 
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class technical means. During the development 
the fundamental safety principles were complied 
(coping of common cause failures, redundancy, 
independent, diversity, etc.) and requirements of 
current Ukrainian and International NPP safety 
regulations and standards. The accepted concep-
tion of successive multistep tests provided suf-
ficient depth and validity of the results.

The complexes comply to the fire safety, 
seismic resistance, electromagnetic compatibility 
requirements, they are resistant to external effects 
possible at the operating site, including power 
circuit noise, ground network noise, signals and 
command transmission chains noise, communi-
cation lines noise, as well as room space noise, 
where the operating stand-alone items are located.

The inbuilt diagnostic system, independent 
from the elements engaged in main control and 
information functions performance, provides 
automatic technical state test after power supply 
switch-on and continuous defects detection during 
the performance (with the depth to interchange-
able part), archiving, display and registration of 
diagnostic messages. The possibility of quick 
recovery by “hot” change of failed component 
(without normal operation mode switch-off) is 
provided.

All SHC E&PRP sets passed the whole licens-
ing cycle and were admitted as complying with 
the respective requirements of the national and 
international nuclear safety regulatory documents 
and used almost at all Ukrainian NPP units.

Successful operation experience (since No-
vember 2003) proved the propriety of made 
technical decisions and SHC E&PRP use per-
ceptiveness for emergency and preventative unit 
protection systems reconstruction at the NPPs 
and for new NPPs.
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KEY TERMS AND DEFINTIONS

Channel: An arrangement of interconnected 
components within a system that initiates a single 
output. A channel loses its identity where single 
output signals are combined with signals from 
other channels, e.g., from a monitoring channel, 
or a safety actuation channel.

Diversity: A property related to a group of 
two or larger number of I&C systems and SHC, 
which simultaneously and independently from 
each other perform functions identical for achieved 
safety purposes, and differ from each other by an 
operating principle, structure, applied component 
parts, software and / or other attributes or achieve 
a target goal in different ways.

Emergency Protection: I&C function, in-
tended for a rapid transfer and a long support of 
a reactor core in a subcritical state, that is char-
acterized of a value of an effective multiplication 
factor, less than one, and a lack of a local criticality.

Preventive Protection: I&C function, intend-
ed for limitation or decrease of a reactor power to 
a safety level in case of normal operation violation.

Redundancy: Application of additional 
means and / or possibilities, redundant in regard 
to those, which are minimum required for func-
tion performance.

Safety Function: A specific purpose that have 
to be fulfilled for safety assurance.

Standard: A set of mandatory requirements 
with which compliance is not a legal requirement, 
but with which failure to comply without valid 
reason would be negligent.



320

Copyright © 2014, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.

Chapter  10

Rod Group and Individual 
Control System

ABSTRACT

Chapter 10 considers the Rod Group and Individual Control (RG&IC) system, which is one of the in-
dividual I&C systems and a part of the reactor control and protection system. RG&IC is an actuation 
system, which performs functions initiated by emergency and preventive reactor protection, reactor power 
control, unloading, limitation and accelerated preventive protection, and remote control rod position 
commands sent by the power unit personnel. The central part of RG&IC system consists of software-
hardware complex SHC RG&IC-R based on the equipment family of the Research and Production 
Corporation “Radiy” (RADIY PLATFORM – see Chapter 1). The RG&IC system combines functions 
that belong to A and B categories according to safety impact (IEC, 2009), relates to safety class 2(A) 
and complies with the fundamental safety principles (IAEA, 1999), requirements that are set forth in 
international standards (IAEA, 2002, 2012; IEC, 2011), and Ukrainian nuclear safety rules and regula-
tions (NP, 2000, 2008a, 2008b).

INTRODUCTION

Modernization of rod group and individual control 
(RG&IC) systems at Ukrainian NPPs provides the 
replacement of out-of-date equipment of the cen-
tral part with new software-hardware complexes, 
which are designed basing on positive domestic 
and foreign experience in compliance with the 
following main provisions:

• Preservation of the rod group and individ-
ual control functional purpose, algorithms, 
priorities of control functions and perfor-
mance principles of control rod drives pro-
vided by the operational system;

• Preservation of the peripheral equipment 
(sensors of control rod position and control 
rod drives) used in the operational system;
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• Preservation of operational system connec-
tions with other power unit I&C-systems: 
emergency and preventative reactor protec-
tion (E&PRP) system; reactor power con-
trol, unloading, limitation and accelerated 
preventive protection (RPwCUL&APP) 
system; in-core reactor monitoring (IRM) 
system; computer information system 
(CIS);

• Preservation or reduction of the existing 
cable lines;

• Improvement of application properties and 
operational durability (reliability, main-
tainability, availability) by using of modern 
information technologies, new electronic 
components produced by world leading 
manufacturers, industrial PCs, diagnostics, 
etc.;

• Compliance with requirements of nuclear 
and radiation safety rules and norms, oblig-
atory requirements of any other Ukrainian 
standards and international standards 
requirements.

As a technical base of rod group and individual 
control system modernization on power unit 1 
at South-Ukrainian NPP the designed Research 
and Production Corporation (R&PC) “Radiy” 
software-hardware complex SHC RG&IC-R 
was accepted. The use of this complex for mod-
ernization of similar systems at the other South-
Ukrainian NPP power units is provided.

SHC RG&IC-R is designed for work with 
the peripheral equipment (control rod drives and 
sensors of control rod position) of all types used 
at the Ukrainian NPPs.

All main SHC RG&IC-R functions (input 
signals transformation, logical operations perfor-
mance, control algorithms realization, forming of 
controlling actions on control rod drives) and a 
range of auxiliary functions (diagnostics, etc.) are 
realized basing on field programmable gate arrays 
(FPGA), which electronic designs are developed 
and implemented by RPC “Radiy”, while in soft-

ware-hardware complexes from other providers 
such functions are performed by microprocessor 
controllers and/or industrial PCs under system and 
application software. The use of FPGA provides 
high flexibility (adjustment to realization of differ-
ent I&C functions) comparable to the computing 
hardware programmable means capabilities, and, 
at the same time, good predictability of behavior 
and testability of SHC RG&IC-R main functions, 
typical for the devices with unconditional logic 
(“hard-wired technology”). It decreases the risk 
of common cause failures, which can be caused 
by the errors during FPGA electronic design 
development, in comparison with the risk of pos-
sible hidden errors during computing operations 
programming. Besides, parallel (simultaneous) 
way of FPGA functions realization allowed to 
increase SHC RG&IC-R speed.

BACKGROUND

Chapter 8 provided information on way of neutron 
power control by moving of the absorbing rods 
in the reactor core and a short description of the 
system, which performs functions of rod group 
and individual control being a part of reactor 
control and protection system at the Ukrainian 
NPPs. In this Chapter the detailed information 
on the purpose, performed functions, technical 
specifications, composition, structure and soft-
ware of the SHC RG&IC-R complex within the 
modernized RG&IC system at South-Ukrainian 
NPP unit 1 is provided, along with the assurance 
of its functional safety.

Information on control rod drives and sen-
sors of control rod position is provided in this 
Chapter in quantity required for understanding of 
SHC RG&IC-R performance; detailed descrip-
tion, specifications and experience of using of 
such peripheral equipment is given in the book 
Nikituk, 2004.

Characteristics of RG&IC system and SHC 
RG&IC-R, provided in  this Chapter, are the 
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example of specific realization of the general 
properties of safety important I&C systems and 
their components, provided in Chapter 3, which 
take into account the purpose, categories of the 
performed functions and safety class of SHC 
RG&IC-R.

PURPOSE

During the power unit operation the reactivity 
change in the nuclear reactor takes place, which 
is caused by the continuous fuel burn, slagging 
and poisoning, which influence reactor thermal 
power and speed of its change. In order to maintain 
normal power unit exploitation in the operational 
modes this change must be compensated. The slow 
reactivity change is compensated by the change 
of liquid/fluid poison (boric acid) concentration 
in the coolant, which is usually clean demineral-
ized water, at the same time, serving as a neutron 
absorber (Boron regulation system). Fast change of 
reactivity is performed by the mechanical control 
rods movement with a solid neutron absorbers – 
absorbing material made of boron carbide and 
titanic dysprosium powder put into a enclosure 
vessel (Gorochov, 2004).

In the WWER-1000 reactors control rod (CR) 
is a construction of 18 vertical thin absorbing ele-
ments, which are located at some distance from one 
another, and hard-secured at the top. Each control 
rod can move in special guiding channel inside the 
fuel assembly. Power unit 1 of South-Ukrainian 
NPP has 49 CR, on other Ukrainian power units 
with WWER-1000 reactors the number of CR 
was increased to 61. Each control rod is identified 
by two coordinates – numbers of horizontal and 
vertical row of CR, which are represented on the 
fuel assembly’s positioning map in the reactor 
core (core map – see Figure 1).

CR of each group is located symmetrically to 
the center of reactor core and at proximately equal 
distance from it. Closer to the center than all oth-
ers, are located control rods of the sixth group, 

then – fifth and tenth; the most distant are CR, 
which form third, fourth and ninth groups.

Each CR has its own controlled electromechan-
ical step-motor, with the help of, which it can move 
vertically in the reactor core independently of the 
other CR (“individual control”) or synchronically 
with a few other CR, which form one of ten fixed 
control rods groups (“group control”).

In individual control the selection of one of 
CR and control of its movement is performed via 
operating personnel commands. Group control 
provides simultaneous lift (or lowering) of all 
CR, which are the parts of the corresponding 
group, however, the selection and movement 
control of any group (except the fifth one) can 
be performed via operating personnel commands, 
and also automatically. Movement control of the 
fifth group intended for aligning of power density 
axial distribution (vertically) in the reactor core 
and for xenon oscillation suppression (see Goro-
chov, 2004) is performed only via the operating 
personnel commands.

While downwards movement (lowering) of 
control rod, neutron absorber, which is in it, is 
put into the, in this case, multiplication factor 
decreases and, as well as neutron reactor power; 
while upwards movement (lift) of control rod 
reactor power increases.

Control rods move in the reactor core vertically 
to the fuel assembly’s (for WWER-1000 reactors 
operational range is 3500 mm). The limits of op-
erational range are usually interpreted as a position 
of the virtual upper limit switch (ULS) and lower 
limit switch (LLS): CR movement is stopped by 
the sensor of CR position signals corresponding 
to the positions of ULS and LLS. All performance 
range between ULS and LLS is figuratively divided 
on 10 equal sections, which borders are defined 
by the sensor of CR position signals.

In the reactor subcritical state all CR are in 
lower limit switch position. In order to bring 
the reactor into critical state and into minimal 
controlled power level a successive lift of CR 
groups (except the fifth one) into the upper core 
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is performed – in the ULS position. The lift is 
performed in design order with the nominal speed 
(20 mm/sec). To prevent core heat-up caused by 
too fast power increase and the limited ability 
of coolant to cope with big quantity of gener-
ated heat, each CR group is lifted in such way, 
that after its movement on the defined distance 
(350 mm for WWER-1000 reactors) sending of 
controlling actions to all control rod drives of the 
group stops and renews no sooner than after 60 
sec. The last (usually – tenth) CR group is lifted in 
the position providing the optimal power density 
control for power operation. Sensors of control rod 
position allow performing continuous monitoring 
of positions of all CR vertically in the core. For 
WWER-1000 reactors is provided the following:

• Automatic movement control of CR groups 
in a strict design order (the fifth group is 
excluded from the design order);

• Manual movement control of CR group 
(besides the fifth one) or one CR at the op-
erator’s option;

• Manual movement control of the fifth CR 
group;

• Dragging of CR, which did not reach ULS 
or LLS positions after the whole group was 
stopped;

• Alignment of CR positions within the 
group;

• Drop of all CR or previously selected CR 
group on lower hard support;

• Lift by operator’s command and setting 
in the LLS position all CR, which are on 
lower hard support after the fall.

Automatic control mode is realized by com-
mands “Boost” (B↑), “Decrease” (D↓), “Preven-
tive reactor protection” (PRP1), “Reactor power 
unloading” (RPwU) from the adjacent systems.

In order to decrease power density variation 
vertically in the core while moving CR groups 
in the strict design order the main (work) and 
auxiliary CR groups are defined. While upwards 
movement the main group is that for, which the 
following requirements are provided: the inserted 
in it CR are above lower limit switch, and all groups 
with higher sequence numbers included into de-
sign order — in LLS position (this requirement 
is not applied to group 10 as a group with higher 

Figure 1. Plan of disposition of fuel assemblies in the core (core map)
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sequence number does not exist).If all groups are 
in LLS position a group with a sequence number 
1 is selected as the main group.

In other cases, the main group is previously 
defined CR group (while upwards movement) or 
a group with the closest lower sequence number 
(while downwards movement).

The condition for simultaneous movement 
of the main and auxiliary groups is a location of 
the main group near upper or lower performance 
range limit in the positions, which are figuratively 
called upper intermediate switch (UIS) and lower 
intermediate switch (LIS) position. The same as 
for limit switches, the used names mean not the 
physical elements, but CR positions, for, which the 
performance of the functions below is provided. It 
is considered that the group reached a set position 
after this position was reached by any four (while 
upwards movement) or three (while downwards 
movement) CR, which are in the group of six 
control rods (groups 1-4, 7-10 in Figure 1), or by 
any CR in a group, which consists of nine control 
rods (group 6 in Figure 1).

After the group, which moves upwards reached 
UIS position, the closest auxiliary CR group with 
higher sequence number starts moving with it. 
In case of stop of the main group after it reached 
ULS position, or after the auxiliary group reached 
LIS position, the main group sequence number 
automatically increases by one (auxiliary group 
becomes main group). For example, lift of groups 
from the position when all they are in lower limit 
switch is performed in the following design order:

• The main group with a sequence number 1 
starts moving upwards;

• Upon reaching of upper intermediate 
switch position by, at least, four any CR of 
the main group, the auxiliary group with a 
sequence number 2 starts moving upwards;

• Each CR of the main group, which reached 
upper limit switch position, spots by the 
signal from its sensor of control rod posi-
tion and stays in this position;

• Upon reaching of upper limit switch by 
four of main group CR (or upon reaching 
of lower intermediate switch position by 
four auxiliary groups CR) the main group 
becomes group 2. Following the lift of new 
main group the other CR of group 1 reach 
upper limit switch position according to 
the set algorithms.

The mentioned actions repeat for all groups 
(except the fifth one not included into the design 
order) successively in increasing order of indices 
until four CR of group 10 reach the position shown 
in Figure 1, or until exit this mode by operator’s 
initiative.

During power operation group with a sequence 
number 10 is in the operative position, and the 
rest groups – in ULS position. If power decrease 
required, CR lowering is performed in the follow-
ing design order:

• A group with a sequence number 10, which 
starts moving downwards is selected as the 
main;

• Upon reaching of lower intermediate switch 
position by, at least, three any main group 
CR, the auxiliary group with a sequence 
number 9 starts moving downwards;

• Each CR of the main group, which reached 
lower limit switch position stops by the 
signal of its sensor of control rod position 
and stays in this position;

• Upon reaching of lower limit switch posi-
tion by three of main group CR (or upon 
reaching of upper intermediate switch 
position by three auxiliary group CR) the 
main group becomes group with number 
9. Following the lowering of new main 
group, the delayed group 10 CR reach low-
er limit switch position according to the set 
algorithm.

The mentioned actions continue for all groups 
included into the design order consequently in the 
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decreasing order of indices until 3 CR of group 1 
reach lower limit switch position or until they exit 
this mode by the operator’s initiative. CR group, 
which are already in lower limit switch position, 
for example, dropped earlier by the command of 
accelerated preventive protection, is excluded from 
the design order. If such drop takes place during 
downwards movement of the groups, the main 
group stays the previously selected CR group; if 
the group, which was the main at the moment was 
dropped, a new main group becomes a group with 
the closest lower sequence number.

Control commands to control rod drives 
are formed in rod group and individual control 
(RG&IC) system. Automatic control by the com-
mand PRP1 from the adjacent E&PRP system 
or by the command of RPwU from the adjacent 
RPwCUL&APP system provides moving of the 
groups downwards in the design order starting 
from the group, which has the highest sequence 
number and is not in lower limit switch position.

During the action of PRP1 and RPwU the 
commands of automatic control B↑ and D↓ are 
blocked from RPwCUL&APP system and from 
group control key. Blocking of automatic control 
commands can also be performed by the opera-
tor with the help of the key on remote control in 
the main control room (MCR) premises. In case 
of absence of PRP1 and RPwU commands and 
unlocked commands of automatic control, the 
latter initiate (by command B↑) or lowering (by 
command D↓) influence to main and auxiliary 
groups, as well as the group, which provide CR 
“dragging” (if required).

CR group manual control mode provides group 
control of the position of any CR group selected 
by the operator or individual control of the posi-
tion of any selected CR.

Selection of CR group is performed by set-
ting up the switcher on remote control in one of 
the positions (from 1 to 10), which corresponds 
to the group number control over, which will be 
performed via group control key, for example, can 
be selected a group dropped by the signal from 

accelerated preventive protection for its lift to the 
design level. While working in the automatic mode 
for manual control can be selected a group, which 
is auxiliary (or a group, in which CR “dragging” is 
provided). For example, if some CR delayed from 
the positions of other CR of the group, operator 
chooses this group and drags such CR to ULS 
(or LLS) positions holding the group control key 
in B↑ (or D↓ accordingly) direction. Commands 
from the group control key influence only the 
selected CR group. Selection of the group for 
manual control does not influence the conditions 
and sequence of group movement by the automatic 
control commands PRP1, RPwU, B↑ or D↓. In 
case of simultaneous commands entry the higher 
priority have PRP1, RPwU and D↓ commands in 
comparison with B↑.

Selection of CR for individual control is per-
formed on remote control located in MCR, for 
example, by input of this CR coordinates (see 
Figure 1) or by pushing the respective button on 
a core map, which shows the location of all CR. 
Movement direction (lift or dropping) is set by 
“Boost” (B↑) and “Decrease” (D↓) commands 
from individual control key in the MCR. Move-
ment of the selected CR does not influence the 
position of other control rods and does not depend 
on their movement in the group the selected CR to.

Individual control mode has the following 
features:

• The selected control rod retains the abil-
ity to move along with the other CR of the 
respective group in group control mode 
(retaining the above mentioned priorities 
concerning movement directing);

• If the selected CR to the main or auxiliary 
group, which is at the moment moving by 
the automatic control command B↑ or D↓, 
individual control of this CR is possible 
only after the automatic control commands 
blocking;

• In case of simultaneous influence on CR 
of the commands initiated by individual 
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control key, group control key and/or au-
tomatic control key, the downwards move-
ment command (PRP1, RPwU, D↓) is of 
high priority.

Manual control movement mode of the fifth 
CR group is used for alignment of power density 
axial distribution in reactor core in stationary and 
transient modes on the neutron power level within 
the range 30% to 100% of the nominal. CR of the 
fifth group are inserted into the core if the influence 
of main (working) and auxiliary groups on power 
density axial distribution is not sufficient. Control 
is initiated by “Boost” (B↑) and “Decrease” (D↓) 
commands from the separate control key. Featur-
ing of a separate control key allows the operator 
to move CR of the fifth group not influencing the 
other groups and independently of their position. 
Operator moves the whole group (and “drags” 
delayed CR of the group), holding the control 
key until all CR of the fifth group reach the end 
position (ULS or LLS). As the fifth group is not 
included into the design order, PRP1, RPwU, D↓ 
and B↑ commands do not act on it.

CR “drags” mode is meant for moving of the 
delayed CR, which did not reach ULS (while lift) 
or LLS (while lowering) into the end position after 
the group was no longer the main one.

Dragging is performed only during movement 
in the respective direction of the next CR group, 
which is set as the main. Downwards movement 
command for dragging CR, which did not reach 
LLS has the priority over lift commands of the 
same CR in case of individual control.

CR positions alignment mode is realized if the 
position of, at least, one CR in the main (work) 
group deviates from the middle position of CR 
in this group for more than ± 40 mm. In this case 
operator automatically receives the signal about 
the need of alignment, information on position of 
all CR in work group is displayed and CR, which 
positions must be aligned with other are indicated.

Drop of previously selected CR group or all 
CR on lower hard supports provides fast change of 
reactor neutron power by the accelerated preven-
tive protection command from RPwCUL&APP 
system or emergency reactor shutdown by the 
emergency reactor protection command from 
E&PRP system. Drop is realized by the basic, 
reserve and power supply cut off for all control 
rod drives of respective CR group previously 
selected for accelerated preventive protection 
realization, or for all control rod drives, and in 
the result the respective CR drop by gravity on 
lower hard supports. Fall of CR group leads to fast 
reactor power decrease (accelerated unloading), 
fall of all CR – to emergency reactor shutdown 
(chain reaction termination and reactor subcritical 
state transition).

For all work modes of rod group and individual 
control system the priorities of control functions 
performing described in the following section.

FUNCTIONS

Along with adjacent systems, power unit operating 
personnel and technological equipment, RG&IC 
system is engaged in reactivity control (IAEA, 
2002), which provides:

• Automatic regulation of reactor power and/
or power change by operator’s commands;

• Automatic power decrease (reactor re-
moval of load) in case of set design lim-
its or normal performance requirements 
violation;

• Reactor shutdown (transition of reactor 
core into subcritical state).

• Basing on the main system purpose, soft-
ware-hardware complex SHC RG&IC-R 
must perform main (control, information) 
and auxiliary functions.
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Control Functions

• In case of absence of commands from ad-
jacent I&C systems or from the operating 
personnel: Retaining of all CR in the end 
or any intermediate positions (including 
cases of power interruption during the time 
set by the design);

• By emergency reactor protection (ERP) 
command, received from any of two SHC 
E&PRP sets: Disconnecting of power sup-
ply of all control rod drives, which cause 
CR drop under their own weight into low-
ermost position (on lower hard supports), 
(then – drop of CR into the core);

• By accelerated preventive reactor protec-
tion (RAPP) command, received from 
SHC RPwCUL&APP: Disconnecting of 
power supply of CR driving mechanisms 
of one (previously selected) group, which 
causes drop of all CR of the group into the 
core;

• During preventive reactor protection 
(PRP1) command action, received from 
any of two SHC E&PRP sets, or reac-
tor power unloading (RPwU) command, 
received from SHC RPwCUL&APP: 
Forming and sending control signals to 
control rod CR drives, which provide low-
ering of CR groups with the nominal speed 
in the design order starting from the last 
removed group;

• During action of preventative preventive 
reactor protection (PRP2) command, re-
ceived from any of two SHC E&PRP sys-
tem sets: Forbidding of all commands per-
forming, which initiate CR lift;

• By the commands of automatic regula-
tion received from SHC RPwCUL&APP: 
Forming and sending to control rod CR 
drives of control signals, which provide 
lift (by B↑ command) or lowering (by D↓ 

command) with the nominal speed simul-
taneously all CR of one group selected by 
the operator with the help of switcher on 
remote control and monitoring panel in 
MCR or moving of the groups one by one 
in the design order;

• By the operator’s initiative (by B↑ or D↓ 
command from the group control key on 
remote control and monitoring panel in 
MCR): Forming and sending control sig-
nals to control rod CR drives, which pro-
vide lift or lowering with the nominal 
speed simultaneously of all CR of one 
group selected by the operator with the 
help of switcher on the same remote con-
trol panel, or moving groups one by one in 
the design order;

• By the operator’s command B↑ or D↓ from 
the control key on the remote control in 
MCR: Forming and sending control signals 
to control rod CR drives, which provide lift 
or lowering with the nominal speed simul-
taneously of all CR of the fifth group;

• By the operator’s initiative (by the com-
mand B↑ or D↓ from individual control 
key on the control and monitoring panel 
in MCR): Forming and sending to control 
rod CR drives of the control signals, which 
provide lift or lowering simultaneously 
with the nominal speed of any CR or sev-
eral CR (up to six) selected by the operator 
with the help of buttons embedded in the 
core map on the same control panel;

• By the operator’s command from the key 
on control and monitoring panel in MCR: 
Forming and sending control signals to 
control rod CR drives, which provide suc-
cessive lift (by groups in order of priority) 
of the CR, which upon performance start or 
after drop by ERP or RAPP command are 
on lower hard support, and their stop at the 
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CR movement lower performance range 
value (in lower limit switch position).

Distribution of CR by groups, sequence of 
groups movement and priorities of control func-
tions performing in case of simultaneous perform-
ing of several functions at the SHC RG&IC-R input 
are defined by rod group and individual control 
algorithms, which are set in the reactor design. 
SHC RG&IC-R realizes priorities of control func-
tions performance used at the Ukrainian power 
units with WWER-1000 reactors:

• Emergency Reactor Protection: In re-
lation to the other functions: when ERP 
commands is received, it is performed im-
mediately, after that performance of other 
control functions is suspended and can be 
renewed only after ERP command cancel-
lation at the SHC RG&IC-R input;

• Accelerated Preventive Protection: In re-
lation to the other control functions except 
emergency reactor protection: when RAPP 
command is received, it is performed im-
mediately, after that reactor power unload-
ing (RPwU) command must be performed;

• Preventive Reactor Protection PRP1: In 
relation to the other control functions ex-
cept ERP and RAPP: during PRP1 com-
mand performance of B↑ and D↓ automatic 
regulation and manual control commands 
is blocked (RPwU command performs the 
same actions as PRP1);

• Preventive Reactor Protection PRP2: 
In relation to any actions, which prescrip-
tive upward movement of any groups or 
separate CR: during PRP2 command per-
formance of B↑ automatic regulation and 
manual control commands is blocked;

• Downward Movement of Any Groups or 
Separate CR: In relation to any actions, 
which prescriptive their upward movement.

In case of simultaneous entry of commands 
from group control key and fifth group control key 
at the SHC RG&IC-R input, only group control 
command is performed.

Information Functions

• Displaying: coordinates of CR selected by 
the operator for individual control; number 
of group selected for manual group con-
trol; number of main (work) group and CR 
auxiliary group while their moving in the 
design order;

• Indication of movement direction (lift or 
lowering) of the moving CR or CR group;

• Monitoring of all CR position within the 
operating cycle stroke range (between LLS 
and ULS) and identification of two end and 
ten intermediate position of each CR;

• Monitoring and displaying of the precise 
(with 1% discretion) vertical position: se-
lected by the operator CR or selected CR 
group; main (work) CR group while mov-
ing in the design order; each CR group 
(intermediate position); all CR in one (any 
one selected by the operator) group;

• Monitoring of vertical mismatch of all CR 
in each group and sending of alarm mes-
sage led by sound signal in cases when po-
sition of, at least, one CR deviates for more 
than ± 40 mm of the middle position of the 
group, which this CR to constituent;

• Detection of fall of, at least, one (any) CR 
into the core and sending of the signal, 
which initiates forming of PRP2 command, 
to the first and second SHC E&PRP sets;

• Forming and sending to the in-core reactor 
monitoring system (IRMS) of data on the 
precise vertical positions of all CR;

• Forming and sending to power unit com-
puter information system of messages with 
data on: group control commands, initiated 
by the operator and / or received from the 
adjacent systems; coordinates of control 
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rod selected for individual control; number 
of the main and auxiliary groups moved in 
the design order.

Additional Functions

• After power switch-on and during opera-
tion: Automatic diagnosis, archiving and 
continuous displaying of diagnostic in-
formation on SHC RG&IC-R technical 
condition, its parts, interconnecting lines, 
control rod drives and sensors of control 
rod position, detection of failure places or 
defects appearance, sending of generalized 
signal on SHC RG&IC-R failure in CIS 
and to the indicator in MCR;

• During operation and testing (drop of CR): 
Automatic monitoring, archiving and dis-
playing (upon personnel’s request) of each 
CR parameters, which characterize:
 ◦ Delay of CR drop start (from sending 

of the respective command to SHC 
RG&IC-R input or disconnecting of 
power supply until CR get from upper 
limit switch position;

 ◦ Full falling time of CR from upper 
limit switch position to lower hard 
support and transmission time of each 
section of operating stroke range;

 ◦ Delay of CR leaving of lower limit 
switch: From sending of B↑ com-
mand to SHC RG&IC-R input un-
til the moving CR reach the low 
limit of operating stroke range (LLS 
position);

 ◦ Transmission time of the moving 
CR for each section of operating 
stroke range while upwards (by B↑ 
command) and downwards (by D↓ 
command) movement, the whole 
transmission time of CR within the 
operating stroke range between LLS 
and ULS;

• During testing: Forming of protocols for 
each CR and general protocol for all CR 
with pointing:
 ◦ Electromagnet current in control rod 

drives (with dispersion indices);
 ◦ Average CR movement speed for up-

wards and downwards movement;
 ◦ Distance, passed CR from ULS to 

LLS, between from LLS and ULS 
and of each section of operating 
stroke range;

 ◦ Height of each CR movement section 
of operating range;

 ◦ Quantity of CR double strokes and 
drops;

• Archiving of data on SHC RG&IC-R and 
CR performance in operating modes and 
during testing (general duration and quan-
tity of double strokes within traveling oper-
ating stroke range, quantity of CR drops by 
protection commands, given by the operat-
ing personnel manual control commands, 
etc.);

• Synchronization of SHC RG&IC-R cur-
rent time with NPP universal time system 
data.

Functions, which provide emergency reactor 
protection belong to A category, CR retention 
functions, accelerated preventive protection, 
preventive reactor protection, reactor power un-
loading, reactor power automatic regulator and 
power change by the operator’s commands— to 
В category (see Chapter 2).

CHARACTERISTICS

Rod group and individual control system combine 
fulfilling of safety functions with safety related 
functions (functions of normal operation, in terms 
of Ukrainian regulation NP, 2008,a) and related to 
safety class 2(А) (in Ukrainian documents), which 
coordinate, according to IEC, 2011, to safety class 
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1 (see Chapter 2). The same is classification of 
the central part of this system - software-hardware 
complex SHC RG&IC-R. Important to safety 
operating stand-alone component parts of SHC 
RG&IC-R related:

• Components which take part in emergency 
reactor protection – to safety class 2(А);

• Components which take part in accelerated 
preventive protection, preventive reactor 
protection PRP1, reactor power unloading, 
reactor power automatic regulator, also аs 
function of group control by operator com-
mands, – to safety class 3(B) (safety class 
2 according to IEC, 2011);

• Components which take part in preventive 
reactor protection PRP2 and individual 
control (if they are not ranged in more high 
safety classes), - to safety class 3(C) (safety 
class 3 according to IEC, 2011).

Operating stand-alone component parts SHC 
RG&IC-R destined (see Chapter 3):

• For operating in the rooms of electrical 
equipment’s and software-hardware com-
plexes normally access area (group of op-
eration conditions E2.2), except devices, 
installed in the rooms with air condition 
(MCR, ECR, etc.), which belong to E2.3 
group of operation conditions;

• For setting on the building constructions in 
case of absence of closely–spaced sources 
of mechanical influences (group of loca-
tion condition P1.1), except devices of 
manual input and displaying, set on sup-
porting constructions (panels or boards), 
which belong to Р.1.2 group of location 
condition;

• For operating in rooms with electromag-
netic environment of medium hardness in 
compliance with NP,2000.

SHC RG&IC-R fulfills аll specified functions 
after mechanical influence, which imitate project 
earthquake (6 point), and functions emergency 
reactor protection and monitoring of rod control 
position after mechanical influence, which imitate 
maximum calculation earthquake (7 point). Pa-
rameters of imitated influences (required response 
spectrum) is given in Chapter 3.

Every deliverable complete set supplied from 
three inter-redundant safe power sources by 
three-phase alternating current with 380 / 220 
V. Operating stand-alone component parts sup-
plied by direct current with 24 V power from two 
independent inter-redundant sources (located in 
secondary power cabinets, including in deliver-
able set), each of them receives energy from NPP 
auxiliary power, or from two independent feeders 
of single-phase alternating current network 220 
V via no-break power supply.

Primary force power supply of RC drives is 
performed from two power sections by three-phase 
alternating current with 380 V and from redundant 
direct current source with 110 V (accumulator 
battery with charging device). Each drive is sup-
plied from the respective power control channel: 
main – by alternating current with 144 V or 250 V 
(related from type of RC drive), redundant – direct 
current 110 V. For transformation of alternating 
current primary power three-phase 380 / 144 V 
or 380 / 250 V transformers are used. Allowable 
long-term drifts of the alternating current power 
are from minus 15% to plus 10%, frequency – 
from minus 2% to plus 2% of the nominal value. 
Power interruptions (time - to 20 ms) during com-
munication from one source to other, short drift 
of power from minus 30% to plus 25% during 2 
s and frequency from minus 5% during 10 s don’t 
lead to failures or necessity of restart or reload.

SHC RG&IC-R are immune to electromagnetic 
external influencing factors (electromagnetic dis-
turbances), which can influence from power ports, 
input and output ports, communication ports, 
ground ports, from outer surface of device enclo-
sure. List of types of disturbance, parameters of test 
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influences, simulating disturbances of each type 
and places of their application, also as criteria of 
estimation coordinate with international standards 
devoted Electromagnetic compatibility (EMC) 
and identical to them Ukrainian state standards 
(see Chapter 3 and Rozen, 2007; Rozen, 2008).

Reliability measures define fulfilling reliability 
of control and information functions according 
criteria described in Chapter 3 (Table 1).

Mean Time to Restoration (MTTR) for de-
vices recoverable on operating site and fulfilling 
control functions – no more 1 hour, fulfilling 
information functions - no more 2 hours. Com-
ponent parts, which include in operating stand-
alone devices, permit replacement without 
power shutdown and without own adjustment and 
adjustment of the other connected component 
parts. Mean life (durability measure) of deliver-
able complete set are not less than 30 years.

CONSTRUCTION PRINCIPLES

Composition of deliverable complete set SHC 
RG&IC-R is shown at Table 2, structure of a 
software-hardware complex - at Figure 2 (for 
basic control functions) and Figure 3 (for basic 
information and additional functions).

For data exchange between SHC RG&IC-R 
component parts (devices) electrical discrete 
signals and / or) digital messages sent via fiber-
optic communication lines are used. Data on CR 
position are sent to sensors of CR position, which 
are in MCR and ECR, in form of electrical analog 
direct current signals. Messages from workstation 
are sent to In-core reactor monitoring system and 
unit computer information system via duplicated 
optical communication channel using ТСР / IP 
protocol.

The deliverable set includes electrical and 
optical cables, which connect all operating stand-
alone component parts of SHC RG&IC-R, and 
also optical cables and related equipment (com-
mutation switches, adapter units) for data transfer 
to IRMS and CIS.

Table 1. Reliability measures of SHC RG&IC-R 

Function Measures

availability failure flow 
parameter

mean time between 
failures

Execution of ERP commands 0.99999 1,0∙10-5 1 / h -

Execution of RAPP commands 0.99999 2,0∙10-5 1 / h -

Execution of PRP1 commands 0.99997 3,0∙10-5 1 / h -

Execution of PRP2 commands 0.99997 3,0∙10-5 1 / h -

Execution of RPwAR (B↑, D↓) commands 0.999985 1,0∙10-5 1 / h -

Execution of operator commands 0.999985 1,0∙10-5 1 / h -

Information to MCR panel 0.999 1,0∙10-4 1 / h -

Display of operator directives 0.99996 2,0∙10-5 1 / h -

Display of CR positions - - 1.0∙105 h

Output information about CR position to IRMS - - 2.5∙104 h

Output digital messages to CIS - - 2.0∙104 h
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Deliverable sets are oriented at specific type 
control rod drives and sensors; however, there is 
a possibility to transfer to another type of a CR 
drive and / or sensor of control rod position by 
reconfiguring of deliverable set available means. 
Reconfiguring does not require modification or 
change of the deliverable set equipment and is 
provided by respective technical means, program 

codes and installation instructions from SHC 
compositions.

Signal forming cabinets perform emergency 
and accelerated preventive reactor protection, as 
well as group and individual CR control. Three 
identical cabinets form three independent chan-
nels, which reserve each other. Each channel 
(cabinet) receives:

Table 2. Composition of deliverable complete set SHC RG&IC-R 

Name Amount Safety class Category of 
earthquake 
resistance

Group 
of operation 
conditions

Group 
of location 
conditions

Signals forming cabinet 3 2(A) I E.2.2 Р.1.1

CR position cabinet 4 2(A) I E.2.2 Р.1.1

Power control cabinet 16 2(A) I E.2.2 Р.1.1

Secondary power cabinet 4 2(A) I E.2.2 Р.1.1

Control and monitoring panel 1 3(B) II E.2.3 Р.1.2

Workstation: 1 3(B) II E.2.3 Р.1.1

LCD video display unit 2 3(B) II E.2.3 Р.1.2

Laser printer 1 4 III E.2.3 Р.1.2

Industrial keyboard 1 3(C) II E.2.3 Р.1.2

Indication device 2 2(A) I E.2.3 Р.1.2

Block of time synchronization 1 4 − E.2.2 Р.1.2

Set of cables 1 − − − −

Set of service equipment 1 − − − −

Figure 2. Structure of software-hardware complex SHC RG&IC-R for basic control functions
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• Commands of emergency and preventative 
protection (ERP, PRP1, PRP2) from one of 
three independent channels of the first and 
second SHC E&PRP-R set;

• Commands of reactor power control, un-
loading, limitation and accelerated preven-
tive protection (RPwAR, RPwU, RAPP) 
from one of three SHC RPwCUL&APP 
independent channels;

• Commands and directions of manual (indi-
vidual and group) control initiated by the 
operator via monitoring and control panel 
in MCR (all elements of panel have sepa-
rate independent outputs for connection to 
each channel);

• Data about vertical CR position in the core, 
CR falls, duration of falling.

• Galvanic isolation of input circuits and 
supply circuits, which receive each com-
mands, is provided.

Each signal forming cabinet sends digital data 
on condition of its inputs in two other channels 
via fiber-optic communication lines, receives 
from them similar data, performs data logical 
processing, and in case of mismatching detec-

tion - forms error signal and corrects unreliable 
input information (also taking into account rules 
of interpretation of possible malfunctions while 
digital message transferring between channels, set 
for different input signals. For example, absence of 
data from any channel is interpreted as presence 
in this channel of PRP1, PRP2, RPw U command, 
absence of RPwAR command, etc.

On emergency reactor protection commands 
received from the first and second SHC E&PRP 
set, each signal forming cabinet forms control 
signals and sends them to each power control 
cabinet, where they initiate disconnecting of power 
supply on direct and alternating current of CR 
drives, which are controlled by this power control 
cabinet. The same actions are activated by RAPP 
signals which are formed in signal forming cabinet 
by command of accelerated preventive reactor 
protection, received from SHC RPwCUL&APP, 
but they are transmitted only to power control 
cabinets, which control the group of CR drives 
previously selected for this command realization 
(group selection is performed in signal forming 
cabinet). Scheme of realization of commands of 
emergency and accelerated preventive protection 
is shown on Figure 4.

Figure 3. Structure of software-hardware complex SHC RG&IC-R for basic information and additional 
functions
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Each signal forming cabinet has base and re-
serve protection signals forming channels. Their 
outputs are connected by separate wires to the 
base and reserve blocks of each power control 
channel in all power control cabinets. Actuation 
of power control channel (forming and delivery 
of control signal, which activate power off of 
appropriate CR drive) take place, if on input of 
basic block this channel logical element “≥2” 
commands from ERP or RAPP activate simulta-
neously from two or all three channel forming 
safety signals. If basic block is in down state, 
which is detected by diagnostic means, power 
control channel activation realizes by reserve 
block of this channel with the same conditions.

Forming and displaying of data on CR position 
is shown in Figure 5.

Digital messages from CR position cabinet are 
sent via fiber-optical communication lines, which 
form the main and redundant control buses, to 
channels of output signals forming on the first, 
second and third signal forming cabinet. Each 
channel transmits the received digital messages 
via fiber-optical communication lines to the same 
channels in two other signal forming cabinet, 
receives from them similar messages and compares 
them with data received via main and redundant 
control buses. In case of data mismatching output 
signal forming channel corrects unreliable input 
information forming error signal. In case of re-

Figure 4. Implementation of emergency and accelerated preventive reactor protection commands
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ceiving information on CR drop, as well as if due 
to malfunction any group or separate CR starts 
upward movement without command B↑, signal 
forming cabinet forms and sends to the respective 
channels of the first and second set of SHC E&PRP 
signals initiating PRP-2 preventative protection 
actuation. Data on CR drop are fixed in position 
control channel of control rod position cabinet; 
after pressing button “PRP-2 PICKUP” on control 
and monitoring panel command is sent to signal 
forming cabinet and from them to all position 
control channels initiating reset of previously fixed 

information and termination of signal forming, 
which initiate actuation of PRP-2 (in Figure 5 is 
not shown).

On base of data received from CR position 
cabinet in every output signal forming channels 
are continuously defined: vertical position of each 
CR group in the core; number of main (work) and 
auxiliary group while moving in the design order; 
reaching by the moving group of upper or lower 
(limit and intermediate) switch.

Group and individual control commands are 
realized according scheme on Figure 6.

Figure 5. Forming and displaying data about control rods positions
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Figure 6. Commands of group and individual control implementing
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During PRP-1 preventative protection com-
mand or command of reactor unloading (RPwU) 
every signal forming cabinet forms signals, which 
initiate downwards movement of CR and transmits 
them via fiber-optical lines (marked in Figure 6 
as control bus) to power control cabinets, which 
control main group drives. After the main group 
reached position of lower intermediate switcher 
signal forming cabinet starts transmission of 
signals, which initiate movement of CR also to 
the power control forming cabinets, which control 
auxiliary group drives. Transmission of signals 
on main CR group movement is stopped as it 
reaches position of lower limit switcher.

In the same way forming and sending of sig-
nals on upward (downward) CR movement by 
the command of automatic control B↑ (D↓) from 
SHC RPwCUL&APP or from group control key 
on control and monitoring panel (if group selec-
tion switch is set in position, which corresponds 
moving of groups in design order). If switch is 
set on a specific CR group, upwards (downwards) 
movement signals are transmitted via control bus 
only to the power control cabinets, which control 
the selected group drives. By command B↑ (D↓)
from individual control key on control and moni-
toring panel every signal forming cabinet forms 
upwards (downwards) movement signal and sends 
it by control bus to power control channel, which 
controls the selected CR group drive.

Forming and transmission of signals in per-
formed in accordance with commands control 
priorities. During PRP-2 command from the first 
or second SHC E&PRP set, as well as in case 
of influence on key set on MCP, which controls 
opening of valve pure condensate input into the 
first circuit, forming and sending of any signals 
on CR upwards movement is blocked. If com-
mands received from different sources require 
simultaneous movement of two CR groups, the 
highest priority has preventive protection com-
mand PRP-1, lower –RPwU and manual control 
command D↓, next – manual control command 
B↑, the lowest priority have commands B↑ and 

D↓ from the RPwCUL&APP system. To bring 
all CR, which did not reach upper (while lift) 
or lower (while lowering) end switch to the end 
position dragging algorithm is performed for the 
rest CR after the respective group is no longer 
the main one.

Each signal forming cabinet forms and sends 
to control and monitoring panel data on vertical 
position of all CR, misalignment of CR in each 
group and alarm message in case of excess of al-
lowable misalignment (± 40 mm) in, at least, one 
group. With the help of SFC diagnostic blocks 
of signal forming cabinet continuous automatic 
monitoring of components and connection lines 
technical condition is performed. Diagnostic 
message on the monitoring results and data on 
the received commands from first and second set 
E&PRP system, RPwCUL&APP system, control 
and monitoring panel are sent to workstation via 
fiber-optic lines (Figure 3). Generalized signal 
about faults is sent to workstation via separate 
lines from every signals forming cabinet, where 
failure any component parts or defect intercon-
necting lines are detected.

Panel PC with touch-screen display and du-
plicating keyboard is used for setting (change) 
of group components and selection of CR group. 
On the computer display snapshots with data on 
control mode, received commands, coordinates 
of selected CR, number of the moving group in 
case of manual control, etc., can be displayed.

CR position cabinets are intended for work 
with linear or stepwise position sensors.

Linear position sensor consists of coil block, 
case, cover and magnetic shunt. Coil block includes 
mechanically-connected single-wound coils: 
seven base ones placed at the same distance from 
one another and two reserve: one is placed between 
the first and the second, the other – between the 
second and the third base coils. In order to iso-
late the first circuit, coil block is placed in solid 
sealed case in form of variable section pipe made 
of non-magnetic steel. The whole case along with 
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coil block is inside of the moving bar, to which 
fastens control rod.

Magnetic shunt in form of magnetic soft steel 
pipe is embedded inside the bar (in its upper part) 
and covers sensor case along with coil block. 
Shunt length is a bit more than half of the core 
height. Coils and shunt are placed to each other 
in such way that when CR is positioned on lower 
hard support shunt covers (“overlaps”) one of 
the base coils (lower one), and when lift in lower 
limit switch position – two. Then the quantity of 
coils covered by shunt increases by one while 
upwards movement of CR on each 350 mm. In 
CR position in the middle of lower and upper limit 
switch shunt covers all seven main coils. Further 
lift leads to decrease by one of quantity of coils 
covered by shunt while upwards movement of CR 
on each 350 mm up to upper limit switch position 
in, which shunt does not cover any of the coils.

Cover protects coil outputs and places of sol-
dered connections on electrical connector sensor 
from environmental influence (under contain-
ment). The base coils are series-connected and 
supplied by alternating current. In case of coil 
coverage by magnetic shunt its inductance rises, 
with that total resistance of series-connected base 
coils (and sensor output signal - voltage decrease 
from flowing current) depend on quantity of oils 
covered by magnetic shunt. It allows to define 
the CR position within the borders of each of 10 
sections, which all the CR movement range is 
divided into, as well as CR position on upper and 
lower limit switches (accuracy to ± 20 mm at the 
end and ± 30 mm at the intermediate sections). 
Reserve coils allow to find out CR fall in case of 
base group coils failure.

Signal from each sensor of CR position is 
transformed into staircase (multilevel) signal, 
which information parameter is direct current, 
which identify number of section within the 
borders of which CR is at the moment, as well 
as CR position on upper and lower limit switch. 
Two indication devices are used for imaging with 
single digit indicators gathered in 10 groups in 

accordance with CR allocation in groups. This 
means of displayed has name rough indication 
of CR position.

For operators’ convenience, which got used 
to decimal system, each section is divided into 
10 fixed stages (35 mm each), which makes 1% 
of whole upwards CR movement in the core. In 
such a way, movement of CR on each stage is 
performed in the result of one or two steps, move-
ment on one section – 175 steps (nominal step of 
CR drive equal to 20 mm). CR position within 
each section is determined by count of quantity 
of steps made by the CR drive after the border of 
respective section was crossed. In such a way, CR 
position displayed of two digital characters, the 
first of, which corresponds to section number, the 
second – to stage number within the section where 
CR is at the moment. Such means of displayed has 
name precise position indication. On the control 
and monitoring panel are three blocks with two-
digit indicators for precise indication of middle 
positions of main and additional CR groups and 
position CR, controlled manually.

Another type of linear sensors of control rod 
position differ from the described sensor only in 
quantity, connection and placement of inductance 
coils (reserve coils are not provided). Six coils 
are divided in two groups (upper and lower), 
each of them is formed by three series-connected 
coils. Coils supply is performed from CR posi-
tion cabinet in form of sum of alternating (100 ± 
1 mА, 120 ± 1.2 Hz) and direct (40 ± 0.4 mА) 
current components. Output signal is formed as 
components of alternating and direct voltage, 
which are defined by complex resistance of the 
upper and lower coil groups, dependable of shunt 
position. On the results of its processing, discrete 
signals are formed for rough CR position indica-
tion (section number, position CR on upper and 
lower limit switch). Precise CR position indication 
is determined by the section number and quantity 
of steps made by the CR drive on each section.

Stepwise sensor allows to define control rod 
position with 20 mm discretion, i.е. within one 
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drive step, that is why for precise indication the 
count of drive steps in not required. Such possibil-
ity was reached due to usage of shunt, covering 9 
inductance coils of the sensor in, which magnetic 
and non-magnetic segments of different length 
alternate in such way, that if shunt position changes 
on one step, at least one of 9 coils changes its 
inductance (Nikituk, 2004). It allows to receive a 
unique code combination (9 coils with separated 
inputs can form 29 = 512 different combinations, 
191 of which are used, also within working range 
between upper and lower limit switch – 175 code 
combinations).

Coils are placed on 100 mm distance from one 
another, fastened by non-magnetic remote patches 
and are embedded inside the case from magnetic 
soft steel, filled by nitrogen. Coil wound is made 
of heatproof wire on core of magnetically soft 
steel, coil finishes are out of sensor case, through 
wall tube. Coils of each sensor are supplied from 
CR position cabinet of stabilized alternating cur-
rent (200 mА, 250 Hz). Usage of stepping sensor 
provides a possibility to diagnosis CR drive (detect 
skip of steps and slippage), and in case of fall-
ing of control rod – to determine duration of CR 
passing over each section of the core.

Each of three CR position cabinets has 18 
independent CR position monitoring channels, 
fourth cabinet has 7 channels. Each channel:

• Sets current of a specified form and fre-
quency required for sensor performance; 
receives signals from sensor; defines rough 
CR position and send direct current contin-
uous signals to indication devices in MCR 
and ECR;

• Receives impulses from the adjacent chan-
nel in power control cabinet, each of them 
corresponds to upwards or downwards 
drive movement on one step; counts quan-
tity of steps made by the drive inside the 
respective section of rod operating; defined 

precise CR position and sends continuous 
direct current signal, which represents the 
precise CR position;

• Forms and sends signals initiating drive 
stop in case the control rod reached posi-
tion of lower or upper limit switch into ad-
jacent channel in power control cabinet;

• Receives signal of electromagnet CR drive 
disconnecting of power supply from ad-
jacent channel in power control cabinet; 
identify control rod falling (on transmis-
sion time from section 2 to lower limit 
switch, if it is shorter than 4 s); switches 
on light-emitting diode on the front panel; 
defines CR transmission time of each core 
section and general duration of falling;

• Sends to each signal forming cabinet (via 
base and reserve fiber-optical lines) data 
on rough and precise CR, electromagnets 
disconnecting of power supply, CR falling 
and duration of falling.

Each CR position cabinet performs continuous 
automatic monitoring over technical condition 
of its component parts, CR position sensors and 
communication lines (resistance and inductance 
of coils, isolation resistance, absence of discon-
nection and short circuits). Diagnostic messages 
on test results are sent to workstation (along with 
data on CR falling duration). Generalized signal 
about faults is sent to workstation via separate line.

Power control cabinets are intended for direct 
control of CR drives. One cabinet has four power 
control channels; each of them controls one drive, 
performing the following functions:

• Receiving of electrical signals from each 
signals forming cabinet initiated by emer-
gency reactor protection and accelerated 
preventive protection commands ERP or 
RAPP via basic and reserve buses (see 
Figure 4); logical processing of the re-
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ceived signals in basic and reserve blocks 
by “two of three” condition; relieve of 
power supply voltage by alternating and 
direct current (disconnecting of power sup-
ply of electromagnet drives, which causes 
CR fall) in case of receiving of control 
signals from, at least, two signals forming 
cabinets;

• Receiving of digital messages from each 
of three signals forming cabinet via ba-
sic and reserve control buses (see Figure 
6); logical processing of the received data 
(control commands) in basic and reserve 
blocks; forming and sending to CR drive 
electromagnets of impulse sequence (cy-
clograms), which initiate CR movement in 
case of receiving of commands from two 
or three signals forming cabinet; forming 
and sending of CR holding current in case 
of absence of control signals from, at least, 
two signals forming cabinet, as well as by 
drive stop signal received from the adja-
cent channel in CR position cabinet;

• Automatic switching to reserve input of 
power supply by direct current for CR 
holding in case of losing of alternating cur-
rent power supply or force control circuit 
failure (in case of simultaneous current de-
crease of locking and fixing electromagnets 
to 50% of the nominal holding current);

• Forming and sending of impulses while 
each CR movement on one step upwards 
or downwards and while disconnecting 
of power supply of drive electromagnets, 
which is caused (separately) by ERP, 
RAPP command and actuation of automat-
ic power supply switcher to the adjacent 
channel in CR position cabinet.

Power control channel has automatic switch-
off of basic block outputs in case of reserve 
block performance, and renewal of basic block 
performance in case of control return to it. 
Both blocks are equal, however, one of them is 

supplied by rectified current from basic power 
supply source, the other is supplied by direct cur-
rent from reserve source (accumulator battery). 
Both blocks outputs are parallel-connected to 
CR drive electromagnet winding (commutator is 
not required for switching from the basic block 
to reserve). While performance from the reserve 
source drives controllability is preserved. The pos-
sibility of in-line electromagnets current change 
is provided (within the range from 100% to 200% 
of the nominal values).

Embedded diagnostic equipment performs 
continuous automatic monitoring over power 
control cabinet component parts technical con-
dition, electromagnets and communication lines 
condition (resistance and inductance of coils, 
insulation resistance, absence of disconnection 
and short circuits). Diagnostic messages on are 
sent to workstation via diagnostic and archiving 
bus. Generalized signal about faults is sent to 
workstation via separate line.

Monitoring and Control Panel has:

• Switcher to 11 fixed positions, with the 
help of which one of ten CR groups is se-
lected for manual control, or mode is set, 
which in case of manual control groups 
move one by one in a strict design order;

• Switcher to 4 fixed positions with the help 
of which one of CR groups (number 8, 9 
or 10) is selected as the main for automatic 
power regulation, or mode is set, which by 
the automatic regulation command (B↑ or 
D↓) groups move one by one in a strict de-
sign order;

• Buttons without mechanic locking for 
selection of CR, which is selected for in-
dividual control (buttons are set on reac-
tor core map- see Figure 1; indication is 
performed by button after its pushing and 
lightning map symbol of selected CR);

• Keys on three positions: for selected CR 
group control (or groups in a strict design 
order); for control of the fifth group, which 
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is not included to design order; for control 
of one selected CR. Upwards movement 
command (B↑) is sent in case of holding 
of key in right position, downwards move-
ment command (D↓) – in left position. 
After lowering key is set in intermediate 
(fixed) position, with that the command is 
cancelled;

• Button without locking for exit of the pre-
ventative protection mode, initiated in SHC 
E&PRP by fall CR signal. Button lightning 
turns on simultaneously with start of fall 
CR signal sending and turns off after the 
button is pushed;

• Switcher on 2 fixed positions for putting 
SHC RG&IC-R from working mode to 
automatic test mode (test scheduling and 
procedure, which are supported in auto-
matic test mode, correspond to the speci-
fied above).

On monitoring and control panel the follow-
ing data are displayed: number and direction of 
CR main (working) group movement (in case of 
design order group movement the auxiliary group 
number is shown); vertical position of working 
group; coordinates of CR, selected for individual 
control, its vertical position and movement direc-
tion. On built-in panel computer, embedded in 
monitoring and control panel, this information is 
represented in more details (in a digital form, in 
form of histograms, mnemonic images, explaining 
descriptions and notes). By operator’s initiative 
additional data can be displayed: vertical position 
of all groups and all CR in any group; coordinates 
of CR, which the middle group position is defined; 
deviation of each CR position from the middle. 
In case of deviation of, at least, one CR for more 
than ± 40 mm of the middle group position alarm 
message is sent.

B↑ and D↓ commands are sent to signal forming 
cabinets via separate independent electrical lines. 
Other information is sent and received in form of 
digital messages via fiber-optical communication 

lines, which connect monitoring and control panel 
to each signal forming cabinet.

Embedded diagnostic equipment performs 
continuous automatic monitoring of component 
parts technical condition. Test results are dis-
played on embedded monitor and transferred to 
workstation.

Indication devices on MCR and ECR displayed 
the position of each CR in two limit positions and 
ten intermediate sections of control rod working 
stroke. One-digit indicators are placed in 10 as-
semblies each of them to one CR group; quantity 
of indicators corresponds to CR quantity in the 
respective group. Data on position of each CR 
are sent in form of continuous unified direct cur-
rent signal (4-20 mА) via separate electrical line, 
which connects indication device and the respec-
tive channel in CR position cabinet. Information 
signal parameter (direct current) is transformed 
into discrete signals code combination and dis-
played in form of digital symbol on indicator, 
which to this CR.

Workstation, made on base of Hewlett-Packard 
industrial computer components, performs:

• Receiving of fault signals and diagnostic 
messages on SHC RG&IC-R component 
parts technical condition, communication 
lines, control keys, CR drives, sensors of 
control rod positions;

• Continuous automatic monitoring of 
own component parts technical condition 
(self-diagnosis);

• Processing of received data and results of 
self-diagnosis, archiving, displayed of cur-
rent and archived information on industrial 
monitors; sending of diagnostic messages 
to CIS and IRMS;

• Sound alarm in case of failure detection, 
displayed of alarm messages on industrial 
monitors; forming and sending of general-
ized signal about faults to CIS and IRMS 
and to MCR.



342

Rod Group and Individual Control System

Workstation receives from signals forming 
cabinets, CR position cabinets, power control 
cabinets data on received and sent commands 
(signals), current positions of all CR, as well as 
test results (middle current of each electromagnet, 
quantity of steps from lower hard support to lower 
and upper limit switches, and on each section of 
operating stroke, each section transmission time 
and total CR movement time in performance 
mode and in CR falling). The received data are 
archived and displayed on the monitors. Data on 
commands (signals) are sent to CIS.

Human-machine interface, which provides in-
teraction of SHC RG&IC-R with unit operational 
personnel, is supported by manual control com-
mands and operator’s instructions input means, 
signaling and data displaying. To manual control 
and operator’s instructions input means belong 
keys and buttons on monitoring and control 
panel. Signaling means include panel “Fault” 
in MCR, lightning elements of keys and buttons 
on monitoring and control panel, sound devices 
and workstation. Data displaying means include 
indication devices in MCR and ECR, panel com-
puters, indication elements on monitoring and 
control panel.

Interaction with personnel, realized mainte-
nance of SHC RG&IC-R is provided by: data 
display means of operating stand-alone component 
parts, set on their front panels; panel computers of 
signal forming cabinets; two monitors, industrial 
keyboard and laser printer of workstation.

Monitoring and control panel is equipped with 
panel computer with 12” color LED-monitor. 
All graphical symbols are easily read from 1.5 
m distance in illumination typical for MCR. The 
displayed information is arranged in form of 
fragments, which are displayed on monitor by the 
operator’s choice. Several fragments (windows) 
can be displayed on the monitor simultaneously 
and show, for example, the following:

• Vertical middle position of any selected 
CR group, deviation of separate CR from 
the middle position, number of maximum 
deviated CR, actual and maximum permis-
sible deviation;

• Vertical middle position of all CR groups 
with pointing of the group, selected for 
manual control, regulation group, as well 
as main and auxiliary groups while moving 
in a strict design order;

• Places on reactor core map of all CR within 
the group selected for manual control, reg-
ulation group, main and auxiliary groups 
while moving in a strict design order;

• Number of CR group controlled manually, 
vertical middle position and movement 
direction;

• Place on reactor core map, coordinates, 
vertical position and direction of CR move-
ment, selected for individual control;

• Full data on CR, selected for individual 
control (including duration of its last fail 
by the ERP or RAPP command);

• Data on monitoring and control panel tech-
nical condition, received during diagnosis.

CR vertical position is displayed in digital and 
quasi-analog form (vertical histograms). Data on 
technical conditions are displayed in form of topo-
logical diagram, which elements are monitoring 
and control panel replacement component parts. 
Failed component parts are highlighted by color 
change and flickering and are transferred on even 
glowing after alarm message positive acknowl-
edgement by the operator. In case the position of, 
at least, one CR deviates from the middle position 
of the moving group for more than ± 40 mm, 
and in case of generalized fault detection during 
diagnosis, respective alarm message is displayed 
on monitor, followed by sound signal.

Workstation is equipped with two 24” color 
LED-monitors. The displayed information is ar-
ranged in form of fragments, which show:



343

Rod Group and Individual Control System

• SHC RG&IC-R technical condition in gen-
eral and technical condition of all operat-
ing stand-alone component parts;

• Information on failure, detected during 
diagnosis;

• Data on CR fallings (number and coordi-
nates of CR, date, time and duration of fall-
ing, start and end CR position);

• Total quantity of steps made by each CR 
and quantity of steps on each core section;

• CR drives test results.

Data on SHC RG&IC-R technical condition are 
displayed in form of topological diagram, which 
elements are operating stand-alone component 
parts. Failed component parts are highlighted by 
color change and flickering and are transferred 
on even glowing the same as in monitoring and 
control panel. Data on CR falling duration are 
shown in form of table. Test results are represented 
in form of chronological list with indication of 
failure, data and time of their detection and failure 
recovery. In case of new failure detection sound 
signal is switched on and respective alarm mes-
sage is displayed on the monitor.

One video frame on the monitor can contain 
several fragments, for example, which show SHC 
RG&IC-R technical condition in general and se-
lected by the operator component parts, data on 
CR falling duration, etc. The fragment displayed 
data on SHC RG&IC-R technical condition are 
displayed on the monitor all the time, other frag-
ments – by the personnel’s initiative.

Video frame have hierarchical structure built by 
“general-to-specific” principle. Call of any video 
frame is performed with the help of monitor sym-
bols (pictograms) and keyboard or manipulator.

Components. In SHC RG&IC-R were used 
as element base highly reliable chips, capacitors, 
diodes, connectors, resistors, varistors, resettable 
fuses and other electronic components from the 
leading world manufacturers - Samsung Group, 
Motorola Inc., Royal Philips Electronics and 
others. For realization of control algorithms field 

programmable gate arrays (FPGA), manufactured 
by Altera Corporation, were used. Usage of 
FPGA allowed to lessen the quantity of operating 
stand-alone component parts, provide structure 
simplicity and efficiency of SHC RG&IC-R and 
to simplify routine maintenance.

Along with electronic components, in SHC 
RG&IC-R are used commercial of the shelf 
(COTS) industrial devices such as panel computers 
and embedded industrial monitors from Advantech 
Co., desktop monitors Samsung Group, servers 
and network commutators Hewlett-Packard Co., 
uninterruptable power supplies from GE Digital 
Energy, laser printers from different manufactur-
ers and others.

SHC RG&IC fragment is shown in Figure 7.
SHC RG&IC software has two-level structure.
Lower level software, which provides realiza-

tion of group and individual control algorithms, 
is developed within FPGA logical structure elec-
tronic design. Coding is done in C programming 
language for functioning in environment Nios 
processor emulator, implemented in FPGA logical 
structure. The functions of lower level software:

• Validation of input message;
• Mapping signals, received from linear or 

stepwise sensor of control rod position;
• Realization of prescribed algorithms of 

group and individual control;
• Mutual monitoring of three redundancies 

channels, restoration of corrupted infor-
mation, bumpless channels switch-on after 
checks.

Lower level software designed in compliance 
with requirements, which were set with regard to 
software, performing functions of categories А.

Upper level software performs informational, 
auxiliary and service functions: data archiving and 
displayed; defining of CR falling duration by the 
command of emergency or accelerated preventive 
protection in performance mode and during test-
ing (carrying out of CR drop); technical condition 
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automatic monitoring and fault diagnostic of SHC 
E&PRP, adjacent equipment and communication 
lines, etc. The principal feature of SHC E&PRP 
upper level software is in the fact that a consider-
able amount of current and diagnostic information 
is spread among sets differently servers.

Upper level software designed in compliance 
with requirements, which were set with regard to 
software, performing functions of categories B 
and C. In this software principles of structural and 
modular programming are implemented. Worksta-
tion software works on licensed Microsoft Win-
dows XP Professional Edition operational system, 
and panel computers software installed in signals 
forming cabinets – on licensed Microsoft Windows 
CE 5.0 operational system. Upper level software 
is developed in C++ programming language. 
Microsoft Visual C++ integrated development 
environment, which is a part of Microsoft Visual 

Studio.NET set, was used as a tool. Microsoft 
Foundation Classes class library version 7.0 was 
used during the development.

SAFETY ASSURANCE

With regard to the performed functions and their 
significance for SHC E&PRP safety on the whole 
and its components, which are directly engaged 
in emergency reactor shutdown, belong to safety 
class 2(A), other components are elements of 
normal performance and belong to safety classes 
3(B), 3(C) or 4. Information about safety classes 
and categories of earthquake resistance of SHC 
E&PRP components is shown in Table 2.

In SHC E&PRP new solutions relating to 
structure, ways of control algorithms realiza-
tion, circuits engineering, elements base were 

Figure 7. Software-hardware complex rod group and individual control system (fragment)
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applied. Safety principles provided by Ukrainian 
regulatory documents (NP, 2000; NP, 2008,a) and 
recommended in International standards (IAEA, 
2000; IAEA, 2002; IEC, 2011) were realized, that 
provide reliability, quality, stability and indepen-
dence of performed functions.

Reliability of functions performance is provid-
ed by fulfilling the requirements to prevention and 
protection of common cause failures, following of 
single failure principle, reservation and diversity 
principles, provided personnel error preventive 
measures, protection from unauthorized access, 
embedded technical diagnostic means.

Requirements to prevention and protection of 
common cause failures take into account limiting 
conditions for operation at places of each operating 
stand-alone component parts (device), influence of 
abnormal nature influences, personnel error dur-
ing performance and maintenance, errors during 
software development, etc. Means directed toward 
common cause failures prevention and protection 
are foreseen and realized, correspond to nuclear 
and radiation safety actual norms and regulations, 
provided by Ukrainian and international regulatory 
documents, and minimize possibility of occur-
rence of causes, which could call such failures.

Requirement to single failure principle obser-
vance, regimented in SHC E&PRP documents, 
is provided during development and check-up 
during deliverable complete set validation. Single 
failure influence on group and individual control 
function performance is limited by only one CR.

For observance of reservation principle in SHC 
E&PRP are provided the following:

• Triplicate redundancy with voter of signals 
forming cabinets (see Figure 2) and dupli-
cated of channels forming safety signals 
in each signals forming cabinet and power 
control channels in each power control 
cabinet (see Figure 4);

 ◦  Duplicated of signals transmission 
lines of emergency and accelerated 
preventive protection from each sig-
nals forming cabinet to all power con-
trol channels (see Figure 4);

• Duplicated of formers in CR position cabi-
nets and signals transmission lines from 
each PR position cabinet to respective 
channel forming output signals in signals 
forming cabinet (see Figure 5);

• Duplicated of channel forming control sig-
nals in signals forming cabinets and control 
buses from each signals forming cabinet to 
all power control channels in power control 
cabinets (see Figure 6);

• Triplicate redundancy of connecting fields 
in manual input elements (keys, switchers, 
buttons) monitoring and control panel and 
lines connecting these elements to each 
signals forming cabinet (see Figure 2);

• Duplicated of CR position indication de-
vices, one of which is placed in MCR, the 
other – in ECR, and capability to display 
data on each CR positions on the panel 
computer monitor, embedded in MCP, and 
on workstation monitors;

• Triplicate redundancy of SHC E&PRP pri-
mary power sources, duplicated primary 
and secondary power sources of operating 
stand-alone component parts;

• Duplicated of supply voltage transformers 
embedded in operating stand-alone com-
ponent parts.

Emergency protection commands received by 
each channel (signals forming cabinet) from the 
respective channel of the first and second SHC 
E&PRP sets are connected in pairs in accordance 
with “OR” logical condition and multiplied with 
the help of active elements in the base and reserve 
safety signal forming channels (see Figure 4). 
Then these signals are sent to all power control 
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channels in power control cabinets via separate 
electrical lines. In the base and reserve block of 
each power control channel logical processing 
of signals received via three independent lines 
from the base and reserve safety signal forming 
channels in first, second and third signals forming 
cabinet (by “two of three” condition). The base 
or reserve block removes alternating and direct 
current power supply from electromagnets of the 
controlled СR drive in case of presence of two or 
three protection signals at the input. Thus, com-
mands from outputs first, second and third channels 
of the first and second SHC E&PRP preserved to 
end blocks, directly controlling electromagnet CR 
drives, besides, in each channel two independent 
inter-redundant ways for emergency protection 
command passing are provided.

For diversity principle realization during emer-
gency reactor protection command performance 
has two different executive devices. One of them 
is SHC RG&IC itself, which by ERP command 
removes power at the base and reserve block power 
control channels outputs. Functions of the second 
executive device performs equipment, which by 
the same command of the first and / or second 
SHC E&PRP sets performs mechanical circuit 
disconnection, disconnecting of power supply all 
power control cabinets from alternating and direct 
current power supply.

Requirements to personnel errors prevention 
are regimented in SHC RG&IC documents in 
compliance with formulations of applied to it 
norms and regulations NP, 2000. They are related 
to identification and location of manual input and 
data visual display means location, diagnostic 
information imagery, protection from unauthor-
ized access, compatibility and labeling plug-in 
component parts, operational documentation. 
Technical decision and organizational means were 
realized, which exclude the possibility of:

• Simultaneous removal of two SFC signals 
forming cabinets;

• Changing of CR misalignment set-point 
without personnel’s warning;

• Selection of more than one CR group and 
more than six CR for manual control;

• Upwards group movement when operator 
performs pure condensate insert feeding;

• Unauthorized access to cabinets, their 
component parts, databases, software and 
archives.

Requirements, aimed at exclusion or mitigation 
of personnel’s errors consequence are considered 
during development of embedded diagnostic and 
diagnostic information imagery means, as well 
as operator actions supporting means (human-
machine interface).

Quality of functions performance is provided 
by rate setting and requirements fulfillment to 
accuracy and time characteristics, as well as to 
human-machine interface.

SHC RG&IC-R accuracy characteristics are 
set for sending to IRMS data on CR position, define 
of CR misalignment in each group and measuring 
of CR falling duration. Misalignment is calculated 
and displayed on the monitoring and control panel 
in digital and quasi-analog form of absolute units 
with 1% discretion. Absolute measurement error 
allowable limits of CR falling duration in operation 
condition are ± 0.01 s. Position indication error 
does not exceed 20 mm while using of stepwise 
sensors of control rod position (in case of other 
type sensors usage the error raises only on the 
intermediate sections border of rod working stroke, 
and is defined by sensor).

Requirements to time characteristics are 
regimented with regard to Ukrainian regulatory 
documents (see Chapter 3), compliance with SHC 
RG&IC-R set requirements confirmed during 
validation of deliverable complete set.
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During human-machine interface develop-
ment NP, 2000 requirements, applicable to SHC 
RG&IC-R, were realized: to information display 
devices (video monitors); to means of displayed 
and indication of data unreliability; to organization 
of visual system and video frame call; to signaliza-
tion of arisen malfunctions, failures and errors; to 
acknowledgment of receiving and prohibiting of 
alarm messages sending; to conventional symbols 
used during data input, display and registration.

Stability of function performance is provided 
by SHC RG&IC-R operating stand-alone compo-
nent parts resistance to environmental influence 
and mechanical (seismic) influence, as well as by 
immunity to change of primary power supply and 
to electromagnetic interference.

Environmental influence resistance require-
ments comply with set in Ukrainian norms and 
regulations for specified groups of operation 
conditions (E.2.2 and E.2.3 – see Chapter 3). SHC 
RG&IC-R compliance with the set requirements 
is confirmed during validation of deliverable 
complete set.

Generalized parameters of seismic influence 
(requested response spectrum), is according to 
maximum calculation earthquake (7 point) in-
tensity (with regard to, which seismic category 
I device stability must be provided) and project 
earthquake with 6 point intensity (with regard to, 
which seismic category II device stability must 
be provided) are set in compliance with require-
ments GOST, 1998 (see Chapter 3), and are more 
severe in comparison with NP, 2000 requirements. 
Stability to seismic influence is proven by device 
prototypes test results.

During deliverable complete set validation 
were confirmed operating stand-alone component 
parts immunity to: electrostatic discharge; elec-
trical fast transient / burst; surge; radiated radio 
frequency electromagnetic field; conducted distur-
bances induced by radio-frequency fields; power 
voltage fluctuation, dips, short interruptions and 
variations; power frequency variation; pulse and 
damped oscillatory magnetic fields; oscillatory 

waves; conducted common mode disturbances; 
alternating and microsecond impulse disturbances 
in ground circuits. Test disturbances parameters 
were defined for each type of disturbances in 
compliance with NP, 2000 and recommended 
International standards in a way by the test results 
to confirm the possibility of SHC RG&IC-R 
performance in premises with electromagnetic 
environment of medium severity.

Independence of performed functions is de-
fined by preservation of capacity to perform the 
set functions in case of failure or removal of any 
redundant channel or any system connected with it.

For following of independence principle in 
SHC RG&IC-R is provided galvanic isolation of 
input-output circuits and power supply circuits 
with usage of optical separation devices; physi-
cal division of elements, which belong to differ-
ent redundant channels, including placement of 
channel forming safety, output and control signals 
in separate cabinets; reserved channels power 
supply from different sources. In case of any  
SHC RG&IC-R component parts failure per-
formance of adjacent systems (E&PRP system, 
RPwCUL&APP system, CIS and IRMS) is pre-
served, excluding functions for performance of, 
which the required data cannot be received due 
to SHC RG&IC-R failures. Any CIS and IRMS 
failures and single failures in SHC E&PRP and 
RPwCUL&APP systems do not influence the SHC 
RG&IC-R capacity to perform its functions. Means 
concerning following of independence principle, 
which correspond to the actual Ukrainian nuclear 
and radiation safety norms and regulations (NP, 
2000) and international standards (IAEA, 2002 
and IEC, 2011) are provided and realized.

SHC RG&IC-R meets requirements of Ukrai-
nian fire regulations of designing nuclear power 
plants. The probability of fire in each operating 
stand-alone component parts not more than 10-6 
in a year. Fire prevention means, assumed during 
developments, correspond to that regimented in 
NP, 2000 and NP, 2008,a Ukrainian norms and 
regulations.
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Electromagnetic disturbance emission, radi-
ated by SHC RG&IC-R operating stand-alone 
component parts during their switch-on, perfor-
mance and switch-off, does not exceed the values, 
set in GOST, 1991 for information engineering 
equipment.

Approbation and implementation. Main 
technical solutions, elements base, hardware and 
software, which were intended to be used in SHC 
RG&IC-R, as well as methods of validation and 
testing at NPP were approved before the start of its 
development – in software-hardware complexes, 
developed and manufactured by RPC “Radiy” 
on base of common platform (see Chapter 1), 
which are successfully operated at Ukrainian 
NPP power units. The compliance with applicable 
safety requirements is confirmed by validation 
of deliverable complete set of SHC RG&IC-R.

SOLUTIONS AND 
RECOMMENDATIONS

Central part of rod group and individual control 
systems of WWER-1000 units was implemented 
by apparatus designed and manufactured by 
ŠKODA JS а.s. (Czech Republic) on the first stage 
of modernization at Ukrainian NPPs. Now these 
systems do not correspond to requirements in new 
Ukrainian and international regulations and stan-
dards and operator- “Energoatom” Company rec-
ommended to replace them on software- hardware 
complexes designed by Ukrainian organizations.

Software- hardware complexes for group 
and individual control (RG&IC-R) designed 
and manufactured by Research and Production 
Corporation Radiy, can be recommend for this 
replacement. This complex can be used not only 
from modernization of operating units, but for new 
units Khmelnitsky NPP 3 and 4 with increasing 
number of control rods.

FUTURE RESEARCH DIRECTIONS

The diversity principle supposes execution of 
emergency reactor protection command by two 
different ways. One of them is execution by SHC 
RG&IC, which described below. The second way 
is mechanical circuit disconnection, deenergizing 
all power control cabinets from alternating (base) 
and direct (reserve) current power supply, by the 
emergency reactor protection command.

In consequence of that, one of the directions of 
future activity for rod group and individual control 
systems modernization is elaboration and using 
operating stand-alone item (software-hardware 
complex), what assess CR drives power by di-
rect and alternating power, diagnostic of power 
parameters and reliable mechanical disconnection 
of main and reserve supply circuit by command 
of emergency protection system and demonstrate 
its compliance with safety requirements on all 
stages of life cycle. Note, that “Radiy” Corpora-
tion is currently elaborating the same complex, 
what can be delivered together with or separately 
from SHC RG&IC.

CONCLUSION

As an actuation system that performs functions 
of emergency and preventive reactor protection, 
reactor power control and unloading, and com-
mands send by the power unit operating personnel, 
the rod group and individual control system and 
its central part, the software-hardware complex 
SHC RG&IC-R, developed by the Research and 
Production Corporation Radiy, are considered. 
Besides the control functions, SHC RG&IC-R 
performs information functions required to support 
operating personnel and additional functions such 
as automatic diagnosis, notification of failures, 
archiving, displaying and recording of current 
and archive information.
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The development and implementation of SHC 
RG&IC-R involves preservation of algorithms, 
priorities of control functions, control rod drive 
management principles, connections with other 
power unit I&C systems and peripheral equipment 
used in the operational rod group and individual 
control systems at Ukrainian NPPs. Modern infor-
mation technologies, new electronic components 
and computer systems for data processing, storage, 
display and recording have improved consumer 
properties and operational reliability of the sys-
tem upgraded on the basis of SHC RG&IC-R. 
All main and a number of auxiliary functions are 
based on field programmable gate arrays (FPGA), 
the electronic designs of which were developed 
and implemented by RPC “Radiy.” The use of 
FPGA ensured high flexibility comparable with 
the capabilities of programmable computer aids 
and, at the same time, adequate predictability of 
the behavior and testability typical of hard-wired 
technologies.

Compliance with requirements of applicable 
nuclear and radiation safety regulations and 
standards is confirmed by the Ukrainian Nuclear 
Safety Regulatory Authority based on state review 
of the documentation and validation of deliverable 
complete set SHC RG&IC-R.

The modernization of the rod group and indi-
vidual control system by replacement of obsolete 
and physically aging equipment of the central part 
of these systems with new software-hardware 
complexes is a promising area in ensuring the 
reliability, safety, and effectiveness of Ukrainian 
NPPs.

The software-hardware complex SHC RG&IC-R 
can also be recommended as a technical base for 
modernization of the rod group and individual 
control systems at WWER-1000 NPPs operated 
in other countries (see Chapter 8) and at new 
power units, including designs with an increased 
number of control rods.
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KEY TERMS AND DEFINITIONS

Common Cause Failures: A simultaneous 
failure of two or more elements in different redun-
dant parts due to one and the same cause, which 
can result in a failure of I&C function class.

Diversity: A property related to a group of two 
or larger number of I&C systems and SHC, which 
simultaneously and independently perform func-
tions identical for achieved safety purposes and 
differ from each other by the operating principle, 
structure, applied component parts, software and 
/ or other attributes or achieve the target goal in 
different ways.

Human-Machine Interface: The interface 
between operating staff and I&C system and com-
puter systems linked with the plant. The interface 
includes displays, controls, and the operator sup-
port system interface.

Modernization: A set of actions for improve-
ment of safety, functional abilities, reliability and 
/ or technical and economic measures of an active 

I&C system related to substitution of individual 
components by more up-to-date ones and requiring 
changes in the accepted design and design and / 
or operational documentation.

Platform (Equipment Family): A set of 
hardware and software components that may work 
co-operatively in one or more defined architectures 
(configurations). An equipment family usually 
provides a number of standard functionalities (e.g. 
application functions library) that may be com-
bined to generate specific application software.

Safety Classification: Differentiation of the 
system or its components into classes, depending 
on their influence on NPP safety.

Single Failure Principle: A criterion which 
requires performing all specified functions in any 
postulated initiating event, combined with a failure 
of one (any) element independent from this event.
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Chapter  11

Safety Parameters 
Display Systems

ABSTRACT

The chapter contains a description of Safety Parameters Display Systems (SPDS) implemented at NPP 
units WWER-1000 of Ukraine. These systems were designed by Westinghouse Electric Corporation (USA). 
LLC “Westron” (Ukraine) took development and implementation of these systems. These systems were 
provided at 11 NPP units in the framework of the International Nuclear Safety Program with the support 
of DOE (USA). The general purpose of SPDS is to provide support for operators, when abnormality of 
NPP unit operational conditions must be determined rapidly. The chapter considers the purpose and the 
functions of these systems, specific features of the displaying information about the state of the functions, 
which are critical for NPP unit safety, and the structure of systems. Implementation of SPDS project at 
11 units of Ukrainian NPPs is a good example of USA and Ukraine collaboration in the nuclear area. 
Organization of this large-scale modernization is described.

INTRODUCTION

The SPDS was created as part of the overall unit 
I&C system, which executes a large number of 
functions that are independent with respect to other 
individual I&C systems and is integrated with the 
existing systems at the design level of linkage.

SPDS realized critical safety functions on 
monitoring in all NPP operation modes with the 
aim of identifying the signs of violation of critical 
safety functions and definition of personnel ac-
tions which are priority from safety point of view.

SPDS displays minimized and group (from 
safety point of view) set of technological param-

eters which could quickly estimate state of NPP 
unit.

BACKGROUND

The development of the safety parameter display 
system (SPDS) was started at the time of the acci-
dent at the Three-Mile Island (TMI) nuclear power 
plant in 1979, which demonstrated the inadequacy 
of displaying information by traditional methods.

Following the accident at TMI, the regulatory 
body of the United States, the NRC, issued report 
NUREG-0696 (US NRC, 1981), which calls for the 
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use of an action plan for TMI to improve safety of 
nuclear power plants. This report sets the founda-
tion for the safety parameter display system and 
the concept of critical safety functions. The basic 
function of SPDS is to assist the operator in quickly 
determining abnormal operating conditions.

Joint international safety analyses of Soviet-
produced reactors revealed the existence of safety 
deficits in the man-machine interface for the 
WWER units.

PURPOSE AND FUNCTIONS

The goal of SPDS introduction was improvement 
of safety, reliability and efficiency of operation of 
nuclear power plant units by offering information 
support to main control room personnel and other 
technical personnel of NPP in evaluating the safety 
state in the unit by virtue of continuous monitoring 
of important parameters of the unit or calculating 
variables, which represent the safety condition of 
the unit. The main purpose of the SPDS is to offer 
assistance to the operator in quickly determining 
deviations in unit operation.

In this case the SPDS can be used to analyze 
and diagnose causes of the onset of disturbances 
in operation of the generating unit, and to identify 
corrective actions.

The SPDS offers information support to the 
operator during normal operation of the nuclear 
power plant and during emergencies:

1.  To evaluate the ongoing condition of nuclear 
power plant safety;

2.  To evaluate safety margins and conditions of 
operation before triggering reactor protection 
system;

3.  To evaluate the state of limits and safety 
conditions of operation after initiation of 
protection and other safety systems;

4.  To evaluate effectiveness of the operation 
of protection and other safety systems;

5.  To evaluate the need for corrective actions, 
which are aimed at prevention and alleviat-
ing design and accidents.

The advantages of presenting information in 
the SPDS are the following: information distrib-
uted to the modular control panel is presented 
in concentrated form and in a single system; the 
operator can use associative thinking, and not com-
plex computing operations and analysis to make 
decisions in stressful situations; the SPDS directly 
presents to the operator values of safety margins 
for changing parameters up to the emergency pro-
tection initiating settings; it concentrates a large 
amount of information, using special techniques 
of image displays, thereby making the information 
perception process simpler and quicker.

Because of significant differences of the limits 
for normal and safe operating conditions before 
and after shutdown of a reactor, the SPDS employs 
three upper level polarographic video frames.

The polarographic video frame “narrow range” 
is intended to monitor deviations in the production 
process from normal operation and to evaluate 
safety and integrity of protective barriers from 
radioactive releases of the reactor unit in full 
power operating modes. The video frame offers 
assistance to the operator in eliminating the reason 
of a normal operation deviation.

The polarographic video frame “wide range” is 
used to monitor safety and integrity of protective 
barriers from radioactive releases in all modes 
after shutdown of the reactor unit. The video 
frame helps the operator in preventing worsening 
of normal operational deviation.

The polarographic video frame “cold shut-
down” is used to monitor safety of the reactor unit 
and integrity of protective barriers from radioac-
tive releases in cold shutdown mode, including 
fuel reloading mode.

An example of polarographic video frame of 
the SPDS (narrow range) is shown in Figure 1. 
State of limiting systems, radioactivity, neutron 
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power, loops in operation, etc. are displayed on 
the video frame.

Insofar as a human easily recognizes differ-
ences in distortions in symmetrical geometric 
figures, a true (in normal state of the production 
process) polygon is used as the basic graphic 
signal for displaying deviations of the production 
process.

The lengths of segments (characteristic vec-
tors), which connect the center of the polygon to 
its corners, will represent values of the generalized 
safety parameters, that is those parameters from 
the full set existing in the SPDS, which more 
generally characterize the safety condition.

Each electronic line on the video frame depicts 
a certain scale of generalized safety parameters. 
Standardized values of critical operating param-
eters are shown on the scale in vector form.

The value indicating scales of each parameter 
are standardized in such a way that the visible 
length of all characteristic vectors is identical 
in the range of values of the corresponding pa-
rameters that are accessible in a given mode of 
the generating unit. The minimal value of the 
corresponding parameter is 0.6 of the full length 
of any characteristic vector. Positive deviations 

from the norm drive the ends of the vector away 
from the center of the figure. Negative deviations, 
on the contrary, bring them closer to the center 
of the figure. Thus, for all parameters the lower 
limit is depicted closer to the center of the figure.

Segments that connect the ends of the char-
acteristic vectors in normal state form a true 
geometric polygon on the screen.

For each characteristic vector of polar dia-
grams, the upper and lower limits are shown, which 
represent: regulated limits (operating limits) for the 
“narrow range” and “cold shutdown” diagrams; 
emergency limits (design limits of safe operation) 
for the “wide range” diagram.

The instantaneous value of a critical parameter 
is represented by the end point of the characteristic 
vector and the line that connects the end points of 
the vectors forms a polygon. When the parameters 
differ from the norm, a different geometric shape 
appears on the screen.

Evaluation of a critical situation is simplified 
and maximally minimized, that is the operator’s 
task reduced to comparing two geometric shapes 
-- a polygon of instantaneous values of generalized 
safety parameters and a symmetrical polygon of 
nominal values of parameters.

Figure 1. Polarographic video frame “narrow range” (picture from the screen)
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The visual comparison of shape allows one to 
quickly establish conformity of the instantaneous 
condition of an object to the expected condition 
and to determine the presence of a deviation from 
the norm. In this case the identification of “abnor-
mal location” or, in other words, determination of 
the fact that there has occurred a deviation from 
normal, it is accomplished along the vector which 
caused distortion of the shape of the polygon of 
instantaneous values of parameters.

The polarographic representation of criti-
cal parameters of safety offers the possibility 
of acquiring additional practical experience in 
evaluating the instantaneous state of an object 
or likelihood of damage to protective barriers, 
because the making of decisions and evaluation 
of situations by the operator will be improved due 
to the recognizable nature of the polar diagrams 
and lighting up of only difference of parameters.

In order to evaluate safety in accordance with 
requirements of USNRC, 1981 five critical safety 
functions have been distinguished:

1.  Reactivity control;
2.  Reactor core cooling and heat removal from 

primary system;
3.  Reactor coolant system integrity;
4.  Radioactivity control;
5.  Containment integrity.

SPDS DESCRIPTION

Hardware Components

The central part of SPDS is the software-hardware 
complex (SHC), which was configured by LLC 
“Westron” based on equipment of Westinghouse 
Electric Corporation (United States) (Kolesov, 
2000).

The SHC accomplishes the collection of data 
that form the basis for calculation of different 
physical quantities, monitoring, signaling, record-
ing and subsequent display of all assigned input/

output signals and calculated parameters on video 
frames and in the form of trends.

Westinghouse Electric Corporation in 1982 
produced a family of equipment WDPF (West-
inghouse Distributed Process Family), which is 
based on fully distributed architecture and data 
main bus with deterministic protocol. In 1990 
Westinghouse developed the WDPF-II family with 
improved main data bus Westnet II and expanded 
set of peripheral equipment, supplied by leading 
world companies.

WDPF-II is a structured set of devices, which 
is oriented to use as the equipment base in con-
figuration of SHC for information and control 
systems in different sectors of industry.

LLC “Westron” conducted acceptance inspec-
tion of the received equipment, configuration of the 
SHC for specific customers, testing, acceptance, 
production of technical documentation, and startup 
and troubleshooting work. This allowed them to 
assure adaptation of the SPDS to requirements 
of regulatory documents in effect in Ukraine (in 
number of cases, requirements differ from require-
ments of national standards of the United States, 
to which the WDPF-II developers were oriented).

The concept of SHC creation called for trans-
formation of serial (hardware and software devices 
of WDPF-II) and commercial articles of leading 
world electronic manufacturing companies to unit 
articles (SHC with software, service equipment 
and operating documentation).

STRUCTURE

The principles of constructing the SPDS for 
nuclear power plant units of Ukraine are set forth 
in the example of the SPDS of Zaporozhe NPP 
unit 5 (Figure 2).

As input information, the SPDS uses signals 
of existing standard sensors, new sensors, which 
are installed according to the SPDS design, and 
existing I&C systems in the generating unit (com-
puter information system – CIS, in-core reactor 
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monitoring system – IRMS, neutron flux monitor-
ing system – NFMS, radiation safety control 
system – RSCS, reactor control rod system – 
RCRS).

The signals of systems external to the SPDS are 
transmitted over digital communication channels. 
The SPDS is made in the form of an integrated, 
distributed open system on the basis of local area 
networks (LAN) of two kinds: data LAN and 
information LAN.

The data LAN is used to transmit the required 
amount of production information between sub-
scribers of the LAN at a predetermined access 
time for each subscriber. The LAN made by 
Westinghouse Corporation, the type Westnet II+, 
is used as the data LAS.

The information LAN is used to transmit 
large files of production and service information 
between subscribers of the network and, if nec-
essary, to external users. A standard LAN of the 
Ethernet type is used as the information LAN.

The LAN combine independent microproces-
sor sub-complexes, which use intelligent hardware 
input/output devices, terminal units and, if neces-
sary, signal normalizers.

Structurally the SHC of the SPDS is a two-
level system.

The lower level stations perform input of 
continuous and discrete signals from sensors, 
reception of data from other unit systems and 
primary processing of the derived information. 
The upper level stations perform more complex 
calculations, ensure maintenance of the man-
machine interface, perform the storage, display, 
recording and archiving of data.

The upper level is comprised of workstations 
(WEStation) that are specialized in accordance 
with functions fulfilled, which are hooked up to 
both the Westnet II+ and Ethernet main buses.

Upper level stations are stations on the base of 
workstations made by Sun Microsystems Com-
pany with real-time operating system Solaris™ 
of the UNIX family

Base workstation crates and industrial personal 
computers (IPC) are placed in the cabinets, which 
perform computing operations that require high 
speed, considerable volume of on-line memory and 
access to databases in real time (thermotechnical, 
economic and other calculations, inspection of 
protection devices and interlocks and so forth). 

Figure 2. The structural scheme of the Zaporozhe NPP SPDS
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The IPC composition includes: built-in systems 
module with processor, PCI/Ethernet local main 
bus adapter, installed in the systems unit; built-in 
video monitor; built-in symbolic keyboard.

The upper level equipment includes: operator 
station MMI 201, which is included in the worksta-
tion (WS) of the turbine control engineer (TCE); 
operator station MMI 202, which is part of the 
unit shift supervisor (USS) workstation; opera-
tor station MMI 203, which is part of the reactor 
control engineer (RCE) workstation; engineer 
station (server EWS/SS 200), which is part of 
the shift of I&C supervisor (SICS) workstation 
in the CIS room; archiving station/documentation 
server HSR/LS 161, which are included as part of 
the shift I&C supervisor workstation; computer 
servers CS 181, CS182, which are part of the shift 
I&C supervisor workstation.

Equipment of the upper level also includes 
single-color laser printers Laser Ptr that can be 
hooked up directly to the main bus and are installed 
in the CIS room and main control room. They are 
used to print reports in the form of text and graphs 
and color HP 1200C (Color Ptr) ink-jet printers 
for outputting screen copies to the printer, and 
also Genicom printers, which are hooked up to 
the HSR/LS 161 server.

Low level stations – sub-complexes for gath-
ering and processing data – are implemented on 
the base of DPU (distributed processing unit) 
collection devices serially produced by Westing-
house Corporation. The DPU is a two-channel 
(redundant) microprocessor system, each channel 
of which contains: microprocessor; mathemati-
cal co-processor; specialized logic co-processor; 
sentry timer; electrically erasable programmable 
storage unit (flash memory); on-line memory 
device; Westnet II local network controller (with 
outputs for connection to both Westnet II main 
buses); RS-232 sequential port for connecting 
to the servicing portable computer; internal bus 
Multibus I; internal (local) memory expansion bus; 
one or two external input-output bus controllers; 
secondary power supply.

One, two or three individual DPU are located 
in a floor cabinet. Input/output modules are placed 
in the same DPU cabinet (up to 36 modules) 
and/or in expansion cabinets (up to 48 modules 
in each one) and are connected to DIOB buses. 
Direct current power of the modules comes from 
two secondary sources (main and backup), which 
are installed in the DPU cabinets and then the 
expansion cabinets.

In addition to the input/output modules of the 
analogue and digital signals “Westron” developed 
and manufactured special modules (programmable 
logic controllers) for inputting data into the DPU 
along digital channels from other I&C systems 
of the unit.

The DPU gathers information, converts input 
signals to unified digital format, primary analysis 
(inspection of output of parameters beyond limits 
of maximum values, analysis of emergencies, gen-
eration of warning and emergency messages) and 
issues dated to the Westnet II network. Technical 
diagnosis, automatic restart, possibility of configu-
ration, inspection and change of DPU settings in 
autonomous mode and in the operating process 
(along the Westnet II man bus) are also provided.

The lower level equipment includes: stations 
for distributed collection and processing of sig-
nals from the DPU1-DPU4 sensors together with 
cabinets of the galvanic signal insulating devices 
(1E insulators); the stations DPU5 without a 
cabinet for such devices; the servers DLS 171, 
DLS 172, and DLS 173 for communications with 
the Westnet bus of associated systems along the 
digital channels.

Associated systems with such connections 
include: the “Kompleks-Titan” computer informa-
tion system (connection with high level complexes 
SM-2M1, SM-2M2 and low level input/output 
complexes KSO1-KSO3, KSO5, KSO6); in-core 
reactor monitoring systems (communications with 
IRMS1 and IRMS2); the hydrogen monitoring 
system (HMS).

The DPU centers receive signals from sensors: 
safety systems – DPU2, DPU3, DPU4; normal 
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operating systems of the reactor compartment – 
DPU1; normal operating systems of the turbine 
department – DPU5.

The 1E insulators developed by Westinghouse 
are used to connect the DPU2-DPU4 with signal 
sources of the safety systems, and also to connect 
the DPU1 to signal sources of safety class 2 in nor-
mal operating systems of the reactor compartment.

In order to organize digital communication 
channels with associated systems, industrial per-
sonal computers are used that are built in cabinets 
of the communication servers.

Approximately 700 parameters arrive directly 
from the sensors and about 1400 through the digi-
tal data transmission channels from the existing 
computer information system.

Redundancy (duplication) of individual most 
important blocks and combining the execution of 
functions of certain functional components (serv-
ers) in devices of the same station is provided.

The structure of the system and hardware de-
vices used offer the possibility of its expansion 
in the future by means of: increasing productivity 
and expanding the functional capabilities with the 
introduction of additional personal workstations 
and functional service of the SPDS in connection 
with autonomy of each of the station, which is 
assured by the modular structure of the system 

and use of the “client-server” concept; increas-
ing the productivity of individual stations of the 
network by replacement of processors with more 
productive ones, building up the on-line memory, 
connection of additional magnetic and optical 
disks and peripheral devices; connection to the 
Westnet bus of additional sources of incoming data 
by using communication devices with the object 
from the WDPF set of equipment; use of widely 
disseminated commercial software products (Sun 
OS/C/Ethernet open windows); combining several 
Westnet networks in a single system.

A general view of the SPDS at the main control 
room is given in Figure 3.

Software

Software can be classified in the following manner 
based on its level of approval: standard software 
WDPF-II developed previously by Westinghouse, 
approved for different projects, including nuclear 
power plants; previously developed commercial 
systems software of other foreign developers; 
software created for the first time especially for 
SPDS.

One particular feature of SPDS is the presence 
of a software server (EWS/SS200), which stores 
a standard reference set of all programs. Loading 

Figure 3. General view of the SPDS at the main control room
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the programs into DPU memory and workstations 
is accomplished from the EWS/SS200 over the 
Westnet II local network. Software for engineering 
stations (EWS/SS200 and EWS/CIU207) supports 
functioning of the SPDS.

The systems software includes: operating 
memory iRMX; operating system MS-DOS; 
operating system Solaris; protocol support driv-
ers; peripheral device drivers; drivers of interface 
modules; Russification programs.

The display of information in video frames 
is implemented according to the technological 
hierarchical principle “from the general to the 
particular.”

The technological process video frames are 
separated into five levels of hierarchy. Know-how 
in the display of general information comes pri-
marily from upper level video frames, on which 
information is displayed in the form of polar 
diagrams – polygons.

The video frame hierarchy includes:

• Upper (First) Level Video Frames: Unit 
safety;

• Second Level Video Frames: General 
state of the unit;

• Third Level Video Frames: Effectiveness 
of unit functions;

• Fourth Level Video Frames: State of the 
unit systems;

• Fifth Level Video Frames: Sensor 
readings.

The most general information on safety pa-
rameters of the generating unit is on upper level 
video frames. The lower level video frames give 
tehnological process information in detail.

The set of computer subsystem programs pro-
duces computations for execution of the following 
main functions:

• Calculation of parameters displayed on the 
polygon-diagrams;

• Determination of the condition of critical 
safety functions;

• Calculation of generalized safety 
parameters;

• Calculation of reactor power output 
achieved;

• Determination of the number of working 
turbine feedwater pumps;

• Power output balance;
• Core condition monitoring;
• Special calculations for the NPP unit;
• Reliable determination of heat carrier 

temperatures;
• Determination of the number of working 

loops;
• Radioactivity monitoring;
• Calculation of first loop leakage;
• Mass balance;
• Monitoring the level in the pit;
• Recording actuation of the protection 

system;
• Determination of constants for the NPP 

unit;
• Determination of the condition of 

equipment;
• Monitoring the condition of the NPP unit 

warm-up and cooling down;
• Reliable determination of NPP unit 

parameters;
• Processing of neutron parameters;
• Monitoring parameters of state of the 

containment;
• Calculation of thermodynamic parameters 

of water and steam.

The calculations are also performed for the 
following auxiliary functions:

• Analysis of redundant measurements;
• Correction of flow rate and level 

parameters;
• Determination of the rate of change of 

parameters;
• Averaging of parameters over time.
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ASSURANCE OF COMPLIANCE 
WITH SAFETY REQUIREMENTS

The SPDS is defined as a normal operating system 
that is important for safety, and is given the clas-
sification designation 3N, according to Ukrainian 
Regulation (NP, 2000,a).

Regulatory requirements of Ukraine (NP, 2000, 
b) for information and control systems that are 
important to safety of nuclear power plants were 
introduced in 2000. However, even before their 
introduction, the SPDS developers were familiar 
with the requirements contained in the draft of this 
document and took them into account in creating 
the systems.

United States requirements for such systems 
as the SPDS are described in NUREG-0696 
(USNRC, 1981). Subsequently the IEC standard 
60960 (IEC, 1988) was issued, which extends 
directly to safety parameter display systems and 
was harmonized with the criteria for SPDS in 
NUREG-0696.

In evaluating the safety of SPDS a comparison 
of requirements of the aforementioned documents 
was carried out. Priority was given to regulatory 
requirements of Ukraine.

The following sets of requirements were taken 
into consideration:

• For reliability of functions execution;
• For quality of functions execution;
• For stability of functions execution, etc.

Reliability Assurance

The reliability of SPDS assures fulfillment of the 
requirements:

• For reliability measures;
• For adherence to the redundancy principle;
• For protection from common cause 

failures;
• For technical diagnostics.

SPDS measures of reliability is brought 
about by: high reliability of the main hardware 
and software components of the SHC, which are 
supplied by leading foreign companies and have 
proved themselves reliable over many years of 
use, including use in NPPs; duplication of micro-
processor components in all lower level stations 
(DPU); duplication of the most critical stations 
of the upper level (for example, the presence of 
archiving/documentation servers HSR/LS 165 
and HSR/LS 166).

Analysis of operating reliability has confirmed 
that SPDS reliability measures are at the level of 
or above design estimates.

Redundancy is one of the main architectural 
features of SPDS, which assure preservation of 
its operation when there is failure of any of the 
main components.

The Westnet II local network has two parallel 
operating main buses, along which the same data 
are simultaneously transferred. The failure of one 
of them does not disturb the possibility of data 
exchange, which is accomplished over the other 
(good) main bus. If there is failure of the main 
computing server an identifier of the failure is 
generated, the main server automatically converts 
to autonomous mode, and the redundant server 
– to main mode. In a similar way one can ensure 
stations of the DPU when there is a failure of one 
of the two redundant channels.

Data display devices in the operator stations 
of the main control room are not backed up for-
mally, but if there is a failure of any of them the 
possibility of observation is retained due to their 
redundancy at each workstation.

Common cause failures are eliminated by 
the adopted measures of redundancy, resistance 
of hardware devices to possible disturbances of 
operating conditions and action of anomalous 
natural phenomena.

The disappearance of voltage in the supply 
feed line was examined as one of the probable 
common factors. The DPU resistance to such 
interruptions of electric power is assured by the 



361

Safety Parameters Display Systems

fact that each channel (main and backup) is pow-
ered from its own secondary source, while these 
sources are hooked up to two different primary 
electric power supply networks. Power for the 
input/output modules of analogue and digital 
signals is also made redundant in this manner. 
In this case the failure of any network does not 
lead to disturbance of DPU functioning, because 
power of one of the channels is preserved. For the 
same reason, redundant equipment of the higher 
level, which are supplied directly from the 220 
V alternating current network, are hooked up to 
different networks of the primary electric power 
supply. Power of non-redundant operator stations 
is arranged so that if there is failure of any one of 
the networks and each workstation serviceability 
is retained by any one of two operator stations 
(hooked up to the good network).

Hardware diagnostic devices of SHC and the 
design solutions adopted ensure the possibility of 
quickly discovering failures and timely restoration 
of serviceability of any stations. In particular, the 
replacement of failed modules in the DPU can be 
done without disconnecting power and does not 
require installation following replacement.

DPU technical diagnosis is achieved by hard-
ware devices (watch dog) and diagnostic programs 
as part of the library of standard programs, which 
are supplied by Westinghouse (level of diagnostics 
is up to one interchangeable module). Technical 
diagnostics of higher level stations is achieved 
by programming devices of the workstations and 
commercial personal computers. Diagnostic mes-
sages are transmitted over the local network and 
are displayed on the workstation video monitors.

Quality of Functions

Requirements for quality of functions include:

• Accuracy requirements;
• Requirements on temporal characteristics;
• Requirements for the man-machine 

interface.

Accuracy of the nformation functions is defined 
by the accuracy of sensors with continuous (ana-
logue) output signals and measurement channels of 
the SPDS, which accomplish conversion, storage, 
transmission and display of data in digital form. 
In this case the main part of the error of informa-
tion system measurement channels is that due to 
errors of sensors.

Limits of acceptable value of the assumed er-
ror rate of the SHC measurement channel under 
operating work conditions do not exceed ± 0.5% 
for signals of the thermocouples and thermistors 
± 0.3% for signals of sensors with uniform current 
and voltage output.

For the inputting and conversion to digital 
code of signals from sensors in the measurement 
channels of the SPDS highly accurate modules 
QRT are used (for the input of four signals from 
the thermal resistance converters) and QAX (for 
input of 12 channels from the remaining sensors). 
Automatic calibration with “zero” correction and 
conversion factor of all conversion channels of 
input signals of a given module is accomplished 
every 8 seconds in the QAX modules and every 
9 seconds in the QRT modules, that is built into 
the microcomputer modules. Limits of accept-
able values of the induced error rate of signal 
conversion in the QAX or QRT module do not 
exceed ± 0.1%, and the “zero” drift per month is 
not more than ± 0.002%, long term drift is not 
more than ± 0.02%.

Temporal characteristics of the SPDS:

• Duration of the data input cycle from sen-
sors of continuous and discrete signals 
(with deterministic access) – 0.1 and 1.0 
seconds;

• Time resolution capability for input of 
continuous and discrete signals -- not more 
than 0.02 seconds;

• Rate of data refreshing, displayed on moni-
tor screens, once per second;
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• Rate of data transfer over the local Westnet 
II network -- 16,000 parameters per sec-
ond, etc.

In order to display information at workstations 
of operating personnel, color video monitors are 
used with diagonal screen of 20 inches and 27 
inches, resolution capacity of 1152 x 900 dots, 
number of colors 256. For the input, display and 
recording of data one uses conventional designa-
tions (including abbreviations and acronyms), 
which are convenient and understood by personnel 
and do not require additional deciphering.

Stability of Functions

Requirements for stability of functions include:

• Requirements for resistance to external 
influences;

• Requirements for electromagnetic compat-
ibility (noise tolerance);

• Requirements for protection from unau-
thorized access, etc.

The stability of functions was evaluated on the 
basis of requirements of regulatory documents for 
nuclear safety, which were in effect in Ukraine at 
the time of SPDS introduction.

Resistance to external influences assures ful-
fillment of the stipulated functions (to the assigned 
extent and with regulated characteristics) under 
SPDS operating conditions and with disturbances 
of working conditions caused by: failures of sup-
porting systems, which ensure operating working 
conditions; disturbances of operating mode of 
powerful electric engineering units; anomalous 
natural phenomena (e.g., earthquakes).

External influencing factors of the environment 
are characterized by working values and limiting 
values, which can occur in a limited amount of 
time, for example during failures of ventilation, 
air conditioning systems and so forth. Generalized 
working and limiting values of external influenc-

ing factors of the environment are determined 
according to (NP, 2000,b) depending on the 
operating condition group.

A comparison of these values with the require-
ments reveal that under the operating conditions in 
which upper and lower level stations are arranged, 
the external influences cannot influence their fit-
ness for work and technical characteristics. How-
ever, compensatory measures were taken so that 
the limiting values of temperature and humidity 
in this space would not exceed acceptable limits 
for workstations.

The SPDS, as a system of safety class 3, is 
assigned to the category of seismic stability II 
and should fulfill the stipulated functions to the 
assigned extent with characteristics regulated in 
the specifications after action of vibration and 
mechanical shocks, which are caused by a design 
earthquake at the NPP site. For example, the in-
tensity of a design earthquake for the site of the 
South-Ukrainian NPP is determined to be a grade 
of 6. Considerably more rigid requirements for 
seismic stability of the DPU have been established 
in the specification – grade of 8 for installation 
at level up to 10 meters. The conformity to these 
requirements is confirmed by test materials sub-
mitted by Westinghouse. For commercial items 
(workstations, video monitors, peripheral equip-
ment and so forth), which are used as part of the 
upper level stations, additional reinforcement of 
items installed on work surfaces of table sand ped-
estals was stipulated as a compensatory measure.

Electromagnetic compatibility calls for stabil-
ity of all component parts of the SPDS with respect 
to the action of interference from the power grid, 
special grounding loop, along the transmission 
circuits of signals, communication lines, local 
networks, and also in the space of the premises.

Stability requirements with respect to the 
following kinds of interference have been estab-
lished in the specifications: discharges of static 
electricity to the frame, control members and 
external shields of cables; microsecond impulse 
interference in power circuits; nanosecond pulse 
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interference to information circuits and power 
circuits; magnetic fields of industrial frequency, 
resistance to radiation radio frequency interfer-
ence, dynamic changes of electric power supply 
voltage, pulse magnetic fields, brief sinusoidal 
microsecond pulse interference in protection and 
signal grounding circuits.

Protection from unauthorized access is assured 
in SPDS: by introducing identification codes, 
which determine authorities of users and list of 
devices and functions, which are accessible to each 
of them; archiving and recording of all personnel 
actions, which are connected with the chains of 
software and database; use of passwords (codes) 
for permission to the most critical actions; use of 
special locks on doors of supporting structures 
and their seals.

IMPLEMENTATION OF 
SPDS PROJECT

The SPDS project was implemented for all 
11 WWER-1000 units of Ukrainian NPPs in 
compliance with the “Agreement between the 
Government of the United States and the Govern-
ment of Ukraine Concerning Operational Safety 
Enhancement, Risk Reduction Measures and 
Nuclear Safety Regulation for Civilian Nuclear 
Facilities in Ukraine.”

The complexity of implementation of the 
plan, which embraces SPDS at all WWER-1000 
generating units, was determined by the follow-
ing circumstances: large number of systems are 
being introduced; lack of SPDS at nuclear power 
plants of Ukraine with WWER-1000 reactors and, 
consequently, difficulties in determining the goals 
and tasks of the system; lack of regulatory docu-
ments that are in effect in Ukraine, which contain 
requirements for SPDS; differences in safety clas-
sification and in general regulatory requirements 
for safety in Ukraine and in the United States; need 
to develop the functional design used in SPDS.

Implementation of this project required the 
combined efforts of several organizations (Figure 
4). Each of the participating organizations had 
performed the following tasks in the successful 
implementation of the whole program.

From the American party, the following orga-
nizations participated in the work:

• US Department of Energy: Sponsor of 
whole program;

• Pacific Northwest National Laboratory: 
Project management and general manage-
ment for all contracts in Ukraine;

• “Burns and Roe”: Technical management 
of project, signing of contracts with vendor 
SPDS;

• “Westinghouse Electric Co.”: Vendor 
of computer equipment and components 
of hardware, basic application software, 
system software, instrumentation tools to 
Ukraine.

From Ukrainian party, the following organiza-
tions participated in the work:

• National Nuclear Energy Generating 
Company (NNEGC) “Energoatom”: 
Organization management of installation 
and commissioning, development of input 
data on the functional part of the projects 
(work management of the group of func-
tional design), organization of the training 
of NPP personnel;

• Consortium (LLC) “Westron”: Designer 
of technical project SPDS, digital channel 
SPDS with unit I&C systems, integration 
and testing tasks SPDS equipment, pro-
gramming of video frames, original appli-
cation and configuring of basic software, 
training NPP personnel operation and ser-
vice of hardware and software, backup ser-
vice SPDS over a period of operation;

• Kharkov and Kiev Institutes 
“Energoprojekt”: Development of con-
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nection projects SPDS to design and con-
struction documents;

• Kharkov Research Institute of Complex 
Automation: Development of software 
of CIS “Komplex Titan” for its support 
conntion with SPDS on digital channel;

• State Scientific and Technical Centre 
of Control Systems and Accident 
Regulation: Development control exam-
ples for validation algorithms of functional 
design.

State Scientific and Technical Centre for 
Nuclear and Radiation Safety (SSTC NRS) 
fulfilled expert reviews of SPDS nuclear and 
radiation safety.

A special Ukrainian–USA organizing commit-
tee was created to coordinate the implementation 
of the project at the first steps of SPDS elaboration.

One should pay particular attention to the 
work of the functional design group. This group 
was formed of representatives of nuclear power 
plants and specialists of different organizations. 
Westinghouse Electric Corporation conducted 
training for members of the group in modern 
information technologies, which were used in 
developing the SPDS. In turn, the members of 

this group brought to the project knowledge of the 
equipment, particular features of the production 
process of generating units of each of the nuclear 
power plants of Ukraine.

The first stage of the project was the introduc-
tion of the SPDS for two units – number 5 of the 
Zaporozhe NPP and number 1 of the Khmelnitsky 
NPP. The SPDS project in unit number 5 of Za-
porozhe nuclear power plant is considered basic 
(prototype), because this unit has the greatest 
similarity with the majority of Ukrainian WWER-
1000 units. The SPDS of unit number 5 of the 
Zaporozhe NPP included a sufficient volume of 
hardware and software devices for development, 
configuration and testing of the SPDS functions.

Differences of the SPDS projects for the dif-
ferent NPP units were determined: by certain 
differences in technological schemes and in the 
composition of the technological parameters; 
differences such as unit types and possibilities 
of organizing interfaces with the systems; certain 
distinctions in functional design (composition of 
video frames and their particular features, deter-
mined sometimes by technological differences, 
sometimes by the point of view and experience 
of personnel of each nuclear power plant.

Figure 4. Interaction of organization, participated in SPDS elaboration
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The greatest differences from the basic design 
and SPDS of other NPP units is that of the SPDS 
of generating units number 1 and number 2 of 
South-Ukrainian nuclear power plant (WWER-
1000 small series generating units). This pertains 
especially to SPDS of unit number 1, which was 
integrated into the computer information system, 
previously built on the basis of the same hardware 
devices, and similar in structure to the basic 
software used (Designers of this system were 
“Westinghouse” and “Westron”).

In spite of the differences, the main require-
ments, functions and design principles of the SPDS 
were common for all generating units.

Specifics of the SPDS safety evaluation for 
nuclear power plants of Ukraine (Anikanov, 
2003; Brenman, 2006) were determined by the 
following factors:

• Fundamental novelty of the system and its 
functional purpose that had no analogues 
in designs of Ukrainian nuclear power 
plant units;

• Development of basic hardware and com-
ponents in accordance with regulatory 
documents of the United States;

• Need to compare requirements of regulato-
ry documents effective in the United States 
and in Ukraine;

• Necessity of supplementing initial re-
quirements for SPDS in the conforming 
specifications (document of Westinghouse 
Corporation) with special technical re-
quirements, which supplement the con-
forming specifications to the full extent 
of the requirements, which are regulated 
by Ukrainian standards for the feasibility 
study for the system.

In evaluating the safety of SPDS, in accordance 
with the strategy for introducing the system at 
nuclear power plants of Ukraine, the following 
sequence of expert analyses was undertaken:

• Expert analysis of designs of the basic 
systems (for generating unit number 5 of 
Zaporozhe nuclear power plant, for unit 
number 1 of the Khmelnitsky nuclear pow-
er plant);

• Expert analysis of the designs of the re-
maining systems with consideration of the 
results of the expert analysis of the basic 
systems and differences of remaining sys-
tems from basic ones.

The greatest scope of documents was consid-
ered for basic systems:

• System conformal specification;
• Technical specifications for hardware com-

plex based on which spds were developed;
• Reliability analysis report;
• Documentation on serial hardware sup-

plied by Westinghouse;
• Design for SPDS link to operating 

equipment;
• Documents on tests on the supplier’s 

site, including verification and validation 
documents;

• Preliminary safety analysis report;
• Documents on on-site tests;
• Pilot operation program and results;
• NPP Technical Solution with permission 

for putting into pilot operation;
• Final safety analysis report;
• NPP Technical Solution with permission 

for putting into stationary (permanent) 
operation.

More limited scope of documents on SPDS 
for other units was considered:

• Conformal specification with special sup-
plementing technical requirements;

• NPP testing program and guideline;
• Safety analysis report;
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• NPP Technical Solution with permission 
for putting into stationary (permanent) 
operation.

In compliance with regulatory safety require-
ments of Ukraine, the SPDS was classified as a 
safety-related normal operating system – clas-
sification notation 3N.

The SPDS developers were aware of regula-
tory requirements of Ukraine (NP, 2000,a; NP, 
2000,b) considered their requirements in system 
development process.

Requirements for SPDS are set forth in US 
document (USNRC, 1981) and international 
standard (IEC, 1988), which applies to all safety 
parameter display systems; the safety criteria in 
this standard agree with the SPDS criteria from 
NUREG-0696.

In the SPDS safety assessment, Ukrainian regu-
latory requirements on safety and requirements of 
NUREG-0696 and IEC 60960 were compared. 
Priority was given to regulatory requirements of 
Ukraine.

The following groups of requirements were 
taken into account in the safety assessment of 
SPDS referred to safety systems of class 3N:

1.  Reliability of functions performed;
2.  Quality of functions performed;
3.  Absence of impacts on other systems;
4.  Stability of functions performed;
5.  Procedures for confirmation of compliance 

with safety requirements.

The SPDS were implemented at Khmelnitsky 
NPP-1, Zaporozhe NPP-1, 2, 3, 4, 5, 6, Rovno 
NPP-3 and South-Ukrainian NPP-1, 2, 3.

It should be noted that in spite of some differ-
ences of the national regulatory framework of US 
as used in the development and implementation of 
SPDS from the Ukrainian regulatory framework, 
there had been no special difficulties in under-
standing between the developer (supplier) of the 
systems and operating organization on the one 

hand, and the Ukrainian regulatory authority and 
its technical support organization SSTC NRS on 
the other hand in the safety assessment for SPDS 
implementation at Ukrainian NPPs.

Solutions and Recommendations

Safety parameters display systems, which are 
described below, are separated from another in-
dividual I&C system - unit computer information 
systems (CIS). Both systems – SPDS and CIS – 
give information to personal for NPP unit control.

SPDS exerted positive influence on NPP 
safety; a lot of instruction for NPP personal were 
elaborated specially for using with SPDS.

The most parts of CIS “Complex-Titan” was 
elaborated in 1985-1990: there was USSR design 
with old hardware components. There was only 
one exception – CIS of South-Ukrainian NPP-1, 
which was the modification of old CIS. Modern-
ized system was elaborated by “Westinghouse 
Electric Company” and LLC “Westron” (as 
SPDS) and used hardware and software similar 
as SPDS (Emphasize, that CIS and SPDS of 
South-Ukrainian NPP are independent systems), 
but SPDS and CIS of South-Ukrainian NPP-1 
have some level of integration.

Experience of SPDS operation confirmed ad-
vantages of further integration CIS and SPDS. All 
new CIS in Ukraine was integrated with SPDS.

FUTURE RESEARCH DIRECTIONS

The set of critical safety functions began to form 
after the TMI accident. The Fukushima-1 lessons 
shown that it is necessary to introduce new safety 
functions in addition to the existing ones. One 
of these functions is spent fuel pool monitoring.

Correspondingly, a set of critical functions in 
SPDS have to be expanded. New functions have 
to be included to SPDS.
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CONCLUSION

SPDS were implemented at all Ukrainian NPPs. 
Implementation of SPDS at Ukrainian NPPs has 
been realized jointly by the USA and Ukrainian 
companies according to intergovernmental agree-
ment.

Purpose of SPDS as system for personnel 
information support and importance of SPDS for 
unit safety assurance are considered in this chapter. 
Peculiarities of presentation of information about 
technological process and state of unit safety func-
tions (according to US NRC, 1981), structure of 
SPDS hardware and software are described.

SPDS project is a good example of cooperative 
activity of the US companies (“Westinghouse,” 
“Burns and Roe,” US DOE) and Ukrainian NPPs, 
design organizations, regulatory authority and 
technical support organization (State Scientific 
and Technical Centre for Nuclear and Radiation 
Safety). Interaction between these organizations 
is described in this chapter as well.
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KEY TERMS AND DEFINITIONS

Main Control Room: An information and 
activation center of NPP for the operators in nor-
mal operation, anticipated operational occurrence, 
design basic accidents and severe accidents.

Safety Function: A specific objective that has 
to be fulfilled for safety assurance.

Safety Limits: Limits on operational param-
eters within which an authorized facility is shown 
to be safe.

Safety Parameters: Main parameters associ-
ated with safety functions (e.g. for safety function 
“reactivity control” – reactor power, reactor period, 
control rod position, boric acid concentration).

Safety Parameters Display Systems: A 
system for assistance to the operator in quickly 
determination of deviations in NPP unit operation.

Software-Hardware Complex: An aggregate 
of hardware, software and service apparatus central 
part of I&C systems, which are delivered to NPPs 
as full assembly after checkout and testing with 
high level of factory availability.
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I&C Systems Modernization 

at NPP of Ukraine

ABSTRACT

Safety assessment of Instrumentation and Control systems (I&C systems) of NPP is performed during 
expert reviews of nuclear and radiation safety in the framework of the licensing process at all life cycle 
stages of I&C systems. Life cycle stages of NPP I&C systems, which are determined by current guides, 
rules, and standards of Ukraine, are considered in the chapter. A short overview of the main principles 
of safety regulation of nuclear facilities, licensing, and expert review of nuclear and radiation safety is 
presented. Specific safety assessments of NPP I&C systems at different life cycle stages are analyzed (in 
particular, a list of documents proving NPP I&C safety that should be submitted for expert review at 
each stage is given). Such assessment is a labor-intensive process that requires processing considerable 
amounts of a variety of information. Hence, it is reasonable to provide experts with information support 
for assessing the safety of NPP I&C systems. The chapter gives suggestions and examples of practical 
implementation of the automated system for support of expert activities and considers the knowledge 
base for I&C systems.

INTRODUCTION

Safety assurance is one of the most important 
tasks during the operation of nuclear power 
plants. Instrumentation and control systems play 
an important role and are involved in control of 
a majority of technological processes at NPPs.

Life cycle of the NPP I&C systems consists 
of several consecutive stages that cover develop-
ment of systems requirements, design, testing, 
implementation in NPP, operation. Furthermore, 
assessment of the NPP I&C systems is performed 
at all life cycle stages in the framework of expert 
review nuclear and radiation safety (NRS).

Alexander Klevtsov
State Scientific and Technical Centre for Nuclear and Radiation Safety, Ukraine

Vladislav Inyushev
State Scientific and Technical Centre for Nuclear and Radiation Safety, Ukraine
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Expert review of the NPP I&C systems requires 
effective information support because of process-
ing of a large amount of different information. 
In the field of the I&C systems it is especially 
significant due to the following reasons:

1.  Each I&C system sometimes contains tens 
of thousands electronic components;

2.  At present a process of rapid development of 
electronics and computer technology both in 
hardware components and software is taking 
place, it causes a necessity for modernization 
of the NPP I&C systems not only because of 
their physical ageing but also of obsolescence 
(while NPP technological equipment does 
not undergo such changes);

3.  Due to the fast development of electronics, 
normative base in the field of the I&C sys-
tems is also improving quickly enough.

Hence, experts have not only to analyze large 
amounts of information, but also constantly moni-
tor changes of electronics and computer equipment 
themselves and requirements specified by national 
and international standards.

This fact necessitates the creation of automated 
system for support of expert activity for safety 
assessment of the NPP I&C systems.

The creation of such an information support 
system can be considered as one of the directions 
of knowledge management in expert organization. 
Knowledge management consists in a complex, 
systematic approach to identification, management 
and distribution of organization’s knowledge and 
ability of employees to create new knowledge col-
lectively and in such a way to facilitate purpose 
achievement of this organization. This promotes 
conditions for improving the work efficiency for 
all employees at the enterprise by simultaneous 
decrease of efforts.

BACKGROUND

Expert reviews of modernized I&C systems for 
NPP of Ukraine are performed according to re-
quirements of national regulatory documents (NP, 
2005,a, GND, 2000, NP, 2005,b, NP, 2000), and 
recommendation of international standards IAEA, 
2002, IEC, 2011 and other.

At present the procedure of NPP I&C systems 
expert review is not automated in Ukraine. Earlier 
some scientists issued different publications (e.g. 
Khvastunov, 1981, Bashlykov, 1986, Tokarenko, 
2000, Larichev, 2008), about using of expert 
assessments and designing of making-decision 
systems in power engineering. But these publica-
tions describe only technological processes and 
operative-dispatch management and were based 
on comparison of separate decisions of different 
experts. This does not take place in our case, be-
cause decisions are made by a group of experts 
and are not disputed.

Scientists Konorev, 2007, Kharchenko, 2004 
solved the task of automation of software analysis 
and assessment of NPP I&C systems and develop-
ment instrumentation tools for this work. But this 
task covers only part of expert reviews for NPP 
I&C systems.

This chapter contains a short overview of expert 
review organization at different life cycle stages 
during NPP I&C systems modernization. Propos-
als for automation of NPP I&C systems expert 
review process through creation of an automated 
system for information support of expert activity 
are made in the chapter.

SAFETY LIFE CYCLE OF THE 
NPP I&C SYSTEMS DURING 
THE MODERNIZATION

There is a large number of life cycle models (fur-
ther – LC) of I&C systems, describing in various 
international (for example, in IAEA, 2002, IEC, 
2008, IEC, 2011, ISO/IEC, 2008) and national (for 
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example, in GOST, 1992,b, DSTU, 1999, USNRC, 
2010) regulatory documents. At the moment, one 
of the most known models for NPP I&C systems 
is V-model of LC (IAEA, 2002).

It should be mentioned that in Ukraine in most 
cases the point is not in the implementation of 
fundamentally new I&C systems or systems on 
new power units (such cases are relatively un-
common), but in general about modernization of 
current, obsolete and physically ageing NPP I&C 
systems. Therefore one of the main regulatory 
documents that define LC stages of I&C systems 
is NP 306.2.106 “Requirements for modification 
of nuclear plants and procedure for their safety 
assessment.”

According to NP, 2005,b, when changes occur 
in the design, structure of safety important systems 
(including I&C systems), or their characteristics 
and software, the operator develops and agrees 
technical decisions for specified stages of modi-
fication with the regulatory authority.

So, LC stages of the NPP I&C systems are 
connected with making proper technical decisions 
by the operator or with releasing other documents, 
substantiating safety of the NPP I&C systems 
(requirement specification, engineering design 
etc.). Technical decisions are approved by operator 
management, agreed with the design organization 
(as required), and submitted to the regulatory au-
thority for approval. Each next stage of modifica-
tion at NPP can be started only after approval of 
a proper technical decision. The operator should 
provide required documentation sufficient for 
consideration and assessment of a proper techni-
cal decision by the regulatory authority in time.

On the basis of the analysis NP, 2005,b six 
main life cycle stages of the NPP I&C system 
can be marked out:

• Development of a modification concept of 
the NPP I&C system (or implementation 
of the new NPP I&C system);

• Development of technical requirements for 
modernization (creation) of the NPP I&C 
system;

• Design, production and testing of compo-
nents of the I&C system at the enterprise;

• Assembling and commissioning of the 
I&C system at NPP;

• Putting the i&c system into trial operation 
at npp;

• Putting the I&C system into stationary op-
eration at NPP.

Each life cycle stage is conformed to a specific 
set of documents released by the I&C developer, 
design organization or NPP for safety validation 
of implemented (modified) I&C system.

Let us consider these stages sequentially.

Stage 1: Development of modification concept of 
the NPP I&C systems (or implementation 
of the new NPP I&C).

At this stage, the operator develops a concep-
tual decision of NPP modification that is agreed 
by the regulatory authority before starting any 
operations related to NPP modification.

The conceptual decision should contain the 
following information:

• Determination of the modification object;
• Purpose of modification, substantiation 

of its necessity with determination of 
safety deficiencies or deviations from re-
quirements of safety standards and rules, 
which are eliminated by the suggested 
modification;

• Short description of modification;
• Assessment of modification effects on safe-

ty of NPP, its personnel and environment;
• Suggestions regarding determination of 

safety class and classification indicator of 
the modification object;
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• Possibility and suitability of preservation 
of individual elements of the modified 
object, taking into account their technical 
condition and compliance with require-
ments of standards and rules of NRS;

• Other (besides effects on safety) expect-
ed technical and economic modification 
results;

• A list of participants of modification (de-
signers, suppliers of equipment and ser-
vices, software designers etc.);

• Results of operation of similar modification 
objects on other NPPs (if it is possible);

• Time schedule to implement modification 
with determination of required modes of 
tests.

If necessary, after consideration of concep-
tual technical decisions the regulatory authority 
develops a plan of safety assessment of modifi-
cation project, in which LC stages of NPP I&C 
systems, documents released at each stage and 
expert reviews (see below) of these documents 
are provided.

Stage 2: Development of technical specifications 
for creation (modernization) of the NPP 
I&C systems.

Initial data and requirements on system are 
specified by the customer (operator) taking into 
account the I&C system purpose, its connections 
with other systems, peculiarities of operating 
personnel work, results of analysis of power unit 
safety. These requirements should not depend on 
possible ways of system implementation. For a 
new or modernized system initial data and require-
ments define at least:

• Purpose, main and additional functions 
and their role in safety assurance;

• Lists of controlled parameters, events and 
states;

• A variation range and limits of probable 
values of controlled parameters;

• Dependencies between inputs and outputs 
of each function specified in a form of 
verbal descriptions, formulas, tables, and 
algorithms;

• Requirements on accuracy, time character-
istics, dependability (reliability and main-
tainability) of each of basic functions;

• Signals, interfaces and protocols of data 
communication with other instrumentation 
and control systems.

Expected conditions in the estimated places 
of equipment installation are also specified: op-
erating and limit values of influencing factors of 
environment and specific environments (if any), 
mechanical and electrical influences, character-
istics of electromagnetic environment, possible 
long- and short-term deviations of power sup-
ply parameters, within which equipment should 
perform its functions with required quality and 
reliability.

Initial data determined by the customer and 
requirements to the system are concretized and 
supplemented in requirement specification (RS) 
for creation or modernization of the I&C systems.

Requirement Specification:

• Defines the system structure and distribu-
tion of functions among its components 
(subsystems);

• Regulates initial data and requirements 
on components (hardware, software and 
software-hardware complex (SHC)) that 
should be developed for the system (de-
tail definition of term “software-hardware 
complex” is given in Chapter 1);

• Defines a list of earlier developed (“ready”) 
components, which are supposed to be used 
in the system, determines requirements 
on such components and also a necessity, 
volume and ways of checking compliance 
with these requirements (qualification).
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In requirement specification for creation 
(modernization) of the I&C systems require-
ments on personnel, premises, quality of primary 
power supply, organizational protective actions 
against unauthorized access, tests, acceptance 
and maintenance of the system on the operating 
site and others can be also specified. Quite often 
modification covers not the I&C system as in 
whole, but only some of its part. In this case RS 
can be issued for development and implementation 
of only this part, e.g.: core (i.e. SHC), separate 
hardware and software.

In specification requirement for development, 
production and delivery of the SHC, at least, the 
following requirements are regulated:

• For the main and additional functions;
• For reliability, tolerance, quality, indepen-

dence of performed functions;
• For software and dataware;
• For safety substantiating documents;
• For development and production quality 

assurance;
• For assessment and justification of compli-

ance at all stages of life cycle.

For each of the performed functions the fol-
lowing are specified in RS: purpose; a list of 
controlled parameters, events and conditions; 
variation ranges and limits of probable values of 
controlled parameters; types of input and output 
signals; relation between inputs and outputs (in 
the form of formulas, tables or algorithms); other 
data required and sufficient for performance of 
the function. In RS a reserve of equipment and 
computer power of the SHC required for provision 
of a possibility for system modernization, when 
functional requirements change (extend) at further 
life cycle stages, and also for compensation of oc-
curred faults if the replacement of failed element is 
temporarily impossible or unreasonable, is usually 
provided. For all independently operating parts of 
the SHC requirements of tolerance or resistance 
to external influences (environmental, mechani-

cal, electric, electromagnetic) in operation and 
extreme conditions are regulated.

In RS on the SHC requirements on production, 
factory tests and acceptance, marking, packag-
ing, transportation and storage of components, 
manufacturer’s guarantees and other typical for 
manufacturing production should be determined.

Stage 3: Design, production and testing of the 
I&C components at the enterprise.

At this stage, as the level of detail increases, 
the assessment of obtained results is performed. 
During this stage required changes can be made 
in earlier approved technical decisions until 
stepwise approximations will achieve system 
configuration, satisfying standards and rules of 
NRS, initial data and customer’s requirements and 
RS requirements on system creation (moderniza-
tion). After the design process achieves such a 
detail level, when it is known how the specified 
functions will be performed, what new (developed 
specially for the designed system), replicated and 
industrial components will be applied and how 
these components should be configured, project 
documentation, including ordered specifications 
on equipment procurement, is issued.

During the process of the SHC development 
a composition, structure and distribution of 
functions among its components are determined; 
possibility and reasonability of the use of earlier 
developed hardware are assessed; make a solution 
about the use of borrowed (replicated) and com-
mercial items; chose elemental and constructive 
base for new components that should be developed 
for the SHC. Made technical decisions can be 
corrected at further stages, taking into account 
technical and economic reasonability and on the 
basis of assessment of their compliance with 
requirements of regulatory documents and RS. 
Software of the SHC is developed and verification 
is performed at all stages of their creation – during 
formulation of initial data, design, coding, inte-
gration with hardware. According to NP, 2005,b, 
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NP, 2000 plan and report on software verifica-
tion are submitted for approval to the regulatory 
authority in a package of documents of technical 
decision on assembling of the NPP I&C systems 
(see below Stage 4).

At the final development stage design and 
software documentation that defines composition 
and structure of the SHC and contains required 
data for its production, checking (control, testing) 
and acceptance is released.

During validation compliance of the developed 
SHC to requirements of guides and rules of nuclear 
and radiation safety and RS is made. Validation 
is performed by development organization and 
manufacturer of the SHC according to the valida-
tion plan agreed with the regulatory authority. The 
first stage of validation is preliminary off-line tests 
of components and complex tests of the SHC with 
simulators of signal sources and receivers. At the 
second stage acceptance testing of the SHC, in 
which designers, manufacturers, representatives 
of prospective customers and regulatory authority 
are participating, are performed. Validation results 
reflected in a proper report, act and protocols of 
preliminary and acceptance testing are submitted 
for control to the regulatory authority. Positive 
results of validation are the basis for shipping 
the SHC to NPP.

Stage 4: Assembling and commissioning of I&C 
systems at NPP.

At this stage, the operator develops a technical 
decision on assembling of the modification object 
including the following activities: disassembling 
(if necessary) of old equipment, assembling of 
new one, commissioning, preliminary (off-line 
and complex within the NPP) testing of the 
modification object.

To substantiate possibilities to carry out these 
activities the operator attaches the following 
documents to technical decision on assembling 
of modification object:

• Requirement specification for modification 
object agreed according to the established 
procedure with the regulatory authority;

• Preliminary safety analysis report of modi-
fication project of NPP;

• Program and methods of preliminary test-
ing of modification object (off-line and 
complex within NPP);

• Quality assurance program of modification;
• Software verification plan and verification 

report;
• Results of the SHC validation (if the SHC 

is modified);
• Materials of algorithms’ verification which 

were changed during modification.

During the I&C system modification the fol-
lowing documents within safety analysis report or 
in the form of separate documents are additionally 
attached:

• Design assessment of I&C system 
reliability;

• Analysis of system response to probable 
failures in it;

• Stability analysis of control and regulation 
loops (if any).

At this LC stage preliminary complex testing 
of the system is performed at NPP for confirma-
tion that each of the functions specified in RS is 
performed with the required quality and reliability. 
Final approval of compliance of the I&C systems 
to requirements of guides, rules, and standards on 
nuclear and radiation safety and RS is performed 
at further stages during trial operation and ac-
ceptance testing of the system.

Stage 5: Putting the I&C systems into trial opera-
tion at NPP.

According to Yastrebenetsky, 2012 all I&C 
modernizations can be divided into pilot (modern-
izations implemented for the first time at NPP with 
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specific reactor type) and replicated (moderniza-
tions implemented before at a specific NPP type in 
Ukraine and showed positive results). Of course, 
use of replicated systems is preferable in terms of 
safety justification and cost for acquisition of sys-
tems. The scope of licensing actions for replicated 
modernizations is substantially smaller than for 
pilots. A specific stage in the implementation of 
a pilot system is its trial operation with extensive 
support from the designer and prompt feedback 
from the NPP to the designer, involving analysis 
of all failures, faults or NPP personnel comments.

At this stage operator develops technical de-
cision on putting of the modification object into 
trial operation.

According to GOST, 1992,a trial operation is 
performed to define actual knowledge of quantita-
tive and qualitative characteristics of the I&C sys-
tems and personnel readiness to work in operation 
conditions of the I&C systems, to define actual 
I&C systems efficiency and for documentation 
correction (if necessary).

To substantiate the safety under putting of the 
modification object into trial operation the follow-
ing documents are attached to technical decision:

• Report or other documents (act, proto-
cols) containing results of assembling and 
commissioning;

• Report on results of preliminary complex 
testing of modification object within NPP, 
submitting protocols and acts of testing 
execution;

• Information about results of metrological 
test of measuring lines (if any);

• Information about personnel training in-
volved into modification object operation;

• Information about applied temporary 
changes into design and operational 
documentation;

• Program of trial operation of modification 
object;

• Program and methods of acceptance testing 
of modification object (can be submitted 
later, but under the condition of approval 
by the beginning of acceptance testing).

According to results of trial operation a deci-
sion of possibility of submission parts of the I&C 
systems and the system in a whole for acceptance 
testing is made. The work is finished with draw-
ing up an act of completion of trial operation and 
system allowance for acceptance testing.

Stage 6: Putting of I&C systems into stationary 
operation at NPP.

After successful completion of trial operation, 
a technical decision on putting of the modification 
object into stationary operation is developed for 
implementation and a task for putting modification 
object into stationary operation as a part of NPP 
is agreed with the regulatory authority.

To substantiate the safety under putting modifi-
cation object into stationary operati at NPP, attach 
the following documents to technical decision:

• Report or other documents (act, protocols) 
containing results of trial operation;

• Act and protocols of acceptance testing 
and other materials of interauthority ac-
ceptance commission;

• Final safety analysis report improved ac-
cording to results of trial operation;

• Information about application of changes 
into design and operational documentation;

• Information about results of metrologi-
cal certification of measuring tools (if 
required).
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PRINCIPLES OF SAFETY 
ASSESSMENT OF THE 
MODERNIZED NPP I&C 
SYSTEMS IN UKRAINE

According to Law of Ukraine “On Nuclear Energy 
Use and Radiation Safety” (Law of Ukraine, 1995) 
during development and implementation (modifi-
cation) of NPP safety important I&C systems at all 
LC stages the assessment of their safety, performed 
by expert authorities during State expert review 
of NRS in the framework of scientific technical 
support of the regulatory authority is mandatory.

Thus, all documents substantiating safety of 
the NPP I&C systems undergo expert review of 
State expert review of NRS. In case of a positive 
result of expert review of documentation, issued at 
a specific life cycle stage, the regulatory authority 
gives a permit to proceed to the next stage of the 
project for development and implementation of 
I&C systems at NPP.

NPP nuclear and radiation safety is a feature 
of not exceeding determined limits of radiation 
effect on personnel, population and environment 
under normal NPP operation, failures of normal 
operation and design basis accidents and also of 
restricting radiation effects under beyond design 
basis accidents. NPP I&C safety is understood as 
a part of NRS, which relates to jointly operating 
I&C systems and technological equipment of NPP 
power units and depends on proper operation of 
the I&C systems.

Safety regulation of nuclear energy use is 
performed by specially established regulatory 
authority and is one of the fundamental principles 
of safety management, which purpose is safety 
assurance for people, natural environment, NPP 
and sources of ionizing radiation. State regulation 
of safety of nuclear energy use includes:

• Standardization: Determination of na-
tional regulatory criteria and requirements, 
defining conditions of use of NPP and 
sources of ionizing radiation,

• Licensing: Authorization for performing 
activities connected with use of NPP and 
sources of ionizing radiation;

• Inspection: Execution of inspection for 
compliance with the requirements and 
conditions of provided permissions by or-
ganizations and enterprises using NPP and 
sources of ionizing radiation.

The regulatory authority acts independently 
from designers, constructors, operators to such 
an extent that is required for safety assurance was 
the only task of personnel of this authority. For 
efficient performance of its functions, the regula-
tory authority possess all required legal powers, 
has a full access to NPP and to proper information 
which is held by operator.

Let us consider in detail a function of the regu-
latory authority such as licensing (authorization). 
According to Law of Ukraine “On Authorizing 
Activity in Nuclear Energy Use” (Law of Ukraine, 
2000), authorization activity is a component of 
nuclear safety regulation. It provides:

• Licensing of activity of operator at sepa-
rate stages of NPP life cycle;

• Granting of individual permissions on ex-
ecution of certain types of work or opera-
tions at stages of commissioning, operation 
and decommissioning;

• Licensing of activity connected with direct 
personnel control of NPP reactor unit;

• Certification of sources of ionizing ra-
diation and elements, safety important for 
NPP.

The purpose of authorization-based activity 
is the following:

• Provision of use of NPP only with ap-
proved level of safety according to national 
requirements;

• Provision of activities in the field of nuclear 
energy use only by those physical and legal 
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parties that can guarantee performance of 
requirements of legislation, guides, rules 
and standards of NRS.

Main principle of authorization-based activity 
in the field of nuclear energy use is a priority of 
NRS assurance over other purposes.

Receiving a license by the applicant is the 
basis to start activities, execution of work and 
operations connected with certain life cycle stage 
of NPP. The license determines conditions and 
limits of such activity performance.

An integral part of licensing process is the as-
sessment in the framework of state expert review 
of NRS.

In NP, 2005, a concept “state expert review 
of nuclear and radiation safety” is defined as a 
complex of organizational, scientific technical and 
expert and analytical activities that is performed 
by a special regulatory authority for independent 
assessment of technical safety level in the field of 
nuclear energy use, taking into account all factors 
that lead to nuclear and radiation danger to hu-
man health and environment including physical 
protection assurance.

In Ukraine state expert review of NRS is 
performed by the State Scientific and Technical 
Centre for Nuclear and Radiation Safety (SSTC 
NRS) which is an organization of technical sup-
port of the regulatory authority.

Figure 1 shows a diagram of interaction 
between different authorities during licensing 
process (including state expert review of NRS).

State expert review of NRS during moderniza-
tion of the NPP I&C systems consists in assessment 
of documentation, substantiating safety of NPP 
I&C systems for compliance with NPP safety 
principles and also to main requirements of NRS 
assurance determined in legislative and regula-
tory documents currently in force.

In general case an expert review object can be 
NPP in a whole or its different systems, including 
components. In particular these objects are new/
modernized NPP I&C systems and their com-
ponents: software-hardware complexes (SHC); 
hardware (HW); software (SW).

Expert review subject (reviewed documenta-
tion) can be design, engineering, technological, 
software, organizational management and other 
documents related to expert review object and 

Figure 1. Interaction between authorities during licensing process
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containing required data on the basis of which 
expert review is made.

Expert review purpose is the assessment of 
coverage and sufficiency of documents, substan-
tiating NRS during the use of NPP from the point 
of possibility of granting a proper permission 
(license).

Main tasks of the expert review are as follows:

• Assessment of provisions of reviewed doc-
umentation for compliance with purposes 
and criteria of safety and also main prin-
ciples of NRS assurance determined by 
legislative and regulatory documents cur-
rently in force;

• Analysis of a nature of suggested organi-
zational and technical measures directed 
to NRS assurance and also their scope and 
coverage of compliance with regulatory 
documents’ requirements;

• Reports development of state expert review 
execution, containing grounded assess-
ment of coverage and sufficiency of sub-
stantiation of expert review object safety in 
reviewed documentation.

According to Yastrebenetsky, 2002,b, Yas-
trebenetsky, 2001,f procedure of safety assessment 
during licensing of modernization (reconstruction, 
creation) activities of the I&C system is based on 
the following premises:

• Safety assessment is performed during the 
state expert review executed by the special-
ized expert organization authorized by the 
regulatory authority;

• Expert review is executed in separate stag-
es connected with system life cycle stages;

• Assessment results (experts comments 
with their substantiations, conclusions and 
recommendations) are given in the report 
of NRS state expert review that expert or-

ganization sends to the regulatory authority 
after completion of expert review of docu-
mentation, which substantiate safety of the 
NPP I&C systems at current LC stage;

• On the basis of received report, the regula-
tory authority issues a conclusion of pos-
sibility and conditions of document ap-
proval, substantiating safety, or technical 
decision of operator of performing next 
stage of activities. As a submitting condi-
tion it is necessary to incorporate all com-
ments given in the report (“incorporation 
of comments” is intended to bring the ex-
pert review object and/or subject into com-
pliance with specified safety requirements 
or develop measures required for compen-
sation of detected discrepancies);

• Licensing process can be terminated in a 
case if a conclusion of the regulatory au-
thority contains a final rejection of approv-
al of the submitted document;

• In case of successful passing of all the ex-
pert review stages provided in the licens-
ing plan and if comments provided in the 
released reports are incorporated, the regu-
latory authority agrees NPP technical deci-
sion on putting of the system into station-
ary operation.

General diagram of safety assessment of the 
NPP I&C systems at different LC stages is given 
in Table 1.

Assessment methods of compliance of the NPP 
I&C systems with regulatory requirements can 
be classified in the following way:

• Logical analysis of documents on the ver-
bal level (without any calculations or ex-
perimental checking);

• Analysis of documents with checking cal-
culations (e.g. reliability);
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Table 1. Safety assessment of modernization (implementation) of the NPP I&C systems at LC stages 

LC stage of the NPP 
I&C systems

Documents substantiating safety of the NPP I&C 
systems at LC stages

Reports of expert review of the NPP I&C 
systems

Development of 
modification concept of 
the NPP I&C systems (or 
implementation of the 
new NPP I&C systems)

Conceptual technical decision of modernization of the 
NPP I&C systems

Report of state expert review of NRS of 
conceptual technical decision of the NPP I&C 
systems modernization

Development of technical 
requirements on creation 
(modernization) of the 
NPP I&C systems

Requirements specification to (modernization) of the 
NPP I&C systems

Report of state expert review of NRS of 
requirements specification for creation 
(modernization) of the NPP I&C systems

Design, production and 
testing of I&C systems 
components on the 
enterprise

Technical project of the NPP I&C systems Report of state expert review of NRS of technical 
project of the NPP I&C systems

Programs and methods of preliminary testing of I&C 
systems components

Safety assessment at this stage is not performed

Act and protocols of preliminary testing of I&C systems 
components

Quality assurance program of modernization of the NPP 
I&C systems

Safety assessment for these documents is 
performed in frame of expert review of NRS 
of technical decision of the NPP I&C systems 
assemblingSoftware verification plan of the NPP I&C systems

Software verification report of the NPP I&C systems

Validation plan of the I&C systems for the NPP I&C 
systems assembling

Report of design assessment of reliability of the NPP 
I&C systems

Assembling and 
commissioning of the 
I&C systems at NPP

Technical decision of assembling performance of the 
NPP I&C systems

Report of state expert review of NRS of technical 
decision of the NPP I&C systems assembling 
with a package of documentsReport of I&C systems validation for the NPP I&C 

systems assembling

Report of failure response analysis of the NPP I&C 
systems

Preliminary safety analysis report of the NPP I&C 
systems

Program and methods of preliminary on-site testing of 
the I&C systems

Putting the I&C systems 
into trial operation at 
NPP

Technical decision of inputting the modernized NPP 
I&C systems into trial operation

Report of state expert review of NRS of technical 
decision for putting of modernized NPP I&C 
systems into trial operation with a package of 
documentsDocuments containing results of assembling and 

commissioning

Results of on-site testing of the modernized I&C 
systems

Information about personnel training involved in the 
NPP I&C systems operation

Information about introduction of temporary changes in 
design and operational documentation of the NPP I&C 
systems

Program of trial operation of the NPP I&C systems

continued on following page
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• Direct participation of experts in verifica-
tion, validation, testing and acceptance of 
components (on enterprise) and/or the sys-
tem (at NPP);

• Independent verification, validation, 
checking of separate components.

The first group of methods regulated in the 
regulatory document GND, 2000 has been the most 
widely used till now. Recently logical analysis of 
documents is more often added with checking cal-
culations (provided that experts possess required 
approved methods and/or computing programs) 
that increases assessment confidence.

In this book we described only organization of 
safety assessment during the expert review. More 
detail description of safety assessment procedure 
and different assessment methods can be found in 
many other publications, for example in a series 
of articles on standardization and safety assess-
ment of the NPP I&C systems (Yastrebenetsky, 
2001,a-e, Yastrebenetsky, 2002,a-b, Goldrin, 
2001, Kharchenko, 2002) and in other publications 
(Kharchenko, 2008, Sklyar, 2006, Lindner, 2008, 
Sergienko, 2008, Konorev, 2010, Miedl, 2010).

INFORMATION SUPPORT OF THE 
EXPERT REVIEWS OF THE NPP 
I&C SYSTEMS MODERNIZATION

For information support of the expert review it 
is reasonable to build a knowledge base that will 
allow accumulating and systemizing and finding 
different information which is required for experts 
to perform safety assessment of the NPP I&C sys-
tems. Besides that a knowledge base will provide 
support for other types of activities, such as the 
development of regulatory documents, NPP sup-
port, research and development, international co-
operation, preparation of publications and others.

Necessity in automation of I&C systems expert 
review is caused by the following factors.

1.  In Ukraine a wide-ranging implementation 
of new and modernization of operated I&C 
systems at NPP power units is performed (in 
particular within a period from 1996 to 2012 
at NPPs of Ukraine more than 250 of vari-
ous modernizations and implementations 
of new I&C systems were realized and also 
more than 800 expert reviews of the NPP 
I&C systems) (see Table 2).

LC stage of the NPP 
I&C systems

Documents substantiating safety of the NPP I&C 
systems at LC stages

Reports of expert review of the NPP I&C 
systems

Putting the I&C systems 
into stationary operation 
at NPP

Technical decision for putting of modernized NPP I&C 
systems into stationary operation

Report of state expert review of NRS of technical 
decision for putting of modernized NPP I&C 
systems into stationary operation with a package 
of documentsReport of trial operation results of the NPP I&C 

systems

Act and protocols of acceptance testing of the NPP I&C 
systems and other materials of acceptance commission 
activities

Final safety analysis report of the NPP I&C systems

Information about changes in design and operational 
documentation of the NPP I&C systems according to 
results of trial operation

Information about metrological certification results of 
measuring channels of the NPP I&C systems

Table 1. Continued
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State expert review of NRS is performed at all 
life cycle stages of the I&C systems. At the same 
time checking of the I&C systems for compliance 
with several tens of safety criteria, i.e. manda-
tory requirements of modern regulatory documents 
is performed (during each expert review assess-
ment of compliance with 30-40 requirements of 
guides, rules and standards of NRS is made).

During safety assessment of the NPP I&C 
system experts have to deal with a large amount 
of information that makes expert review a labor-
intensive process and increases probability of fault 
occurrence. In particular, experts should:

• Perform analysis of submitted documents 
for expert review, which substantiate safety 
of the NPP I&C system;

• Assess different additional designers’ and 
NPP’s documents, in which data about 
modernization, reconstruction and imple-
mentation of new I&C system at NPP units 
of Ukraine, is contained;

• Consider information about implemented 
(modernized) I&C system (about its com-
position, structure, functions, experience 
of approbation of similar systems etc);

• Analyze reports, expert conclusions and 
analogous documents that contain results 
of earlier performed safety assessments of 
the I&C systems and their components;

• Choose rules and methods of safety assess-
ment regulated in regulatory documents 
and applied procedures (algorithms, pro-
grams, calculation formulas etc.);

• Work with regulatory documents, 
including:

 ◦ International safety standards and 
guidelines;

 ◦ Intergovernmental and national stan-
dards, rules and guides in nuclear 
power engineering;

 ◦ Regulatory documents of supplier 
countries of equipment for NPPs of 
Ukraine, defining regulatory require-
ments to expert review objects (I&C 
systems and their components);

 ◦ Regulatory documents which are cur-
rently in force in Ukraine and contain 
regulatory requirements on expert re-
view subjects (documents, substanti-
ating safety).

• Assess compliance of I&C system with 
a large amount of requirements on safety 
regulated in various regulatory documents;

• Reference to native and foreign publica-
tions for additional information that can be 
important for safety assessment of the NPP 
I&C systems.

It is obvious that such an approach requires 
information support of expert activities to decrease 
efforts and increase expert work efficiency.

Knowledge base that will simplify searching 
and selection of required for experts information 
is suggested to be developed.

For knowledge base development the following 
tasks should be solved:

• Development of general structure of the 
knowledge base;

• Development of detail structure if all chap-
ters contained in the knowledge base;

Table 2. Expert review of modernized I&C system during 1996-2012 

Years Number of modernized 
I&C systems

Number of expert 
reviews

Number of assessed documents, 
substantiating safety

Number of assessed 
regulatory requirements

1996-
2012

257 826 1112 41558
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• Creation of software shell for knowledge 
base management that will provide possi-
bility of adding, changing and searching of 
information;

• Acquisition, analysis, systematization and 
inputting data into the knowledge base.

Structure, purpose and use of knowledge base 
will be illustrated as an example of knowledge base 
on the NPP I&C systems that is created within the 
development process of information environment 
of SSTC NRS, according to Beliy, 2008. Main 
principles of knowledge base creation of the NPP 
I&C systems and the stages of this activity are 
reflected in Klevtsov, 2007,a-c.

Technically knowledge base is organized in 
the form of relational database, containing linked 
tables, forms, and queries. There is no sense to 
give a detail structure of database in this book. 
However, in general within knowledge base seven 
main chapters used during expert review of the 
NPP I&C systems (and also during execution of 
other activities) can be marked out:

Chapter 1: “Standards, rules and guides related 
to safety of the NPP I&C systems;”

Chapter 2: “Regulatory requirements on the NPP 
I&C systems and their components;”

Chapter 3: “Reports on expert reviews of NPP 
I&C systems;”

Chapter 4: “New and modernized I&C systems 
of NPP power units of Ukraine;”

Chapter 5: “Documents from NPPs and designers 
of I&C systems;”

Chapter 6: “Methods and procedures of expert 
review;”

Chapter 7: “Results of safety assessment of the 
NPP I&C systems and their components.”

Besides, four auxiliary chapters, not being 
directly relevant to preparation of report of safety 
expert review, but can be useful in providing 
information support to experts, are included in a 
knowledge base:

Chapter 8: “Incidents in NPP operation caused 
by I&C systems;”

Chapter 9: “Terms and definitions;”
Chapter 10: “Reports on research and develop-

ment activities;”
Chapter 11: “Publications.”

Specified topics are outlined in knowledge 
base nominally. Each such chapter covers a part 
of knowledge base (tables, queries, and forms) 
that is related to only one specific topic.

General structure and main directions of the 
knowledge base at NPP I&C systems are shown 
in Figure 2.

The structure of each of mentioned above 
chapters is determined taking into account expe-
rience of safety standardization and assessment.

Chapter 1 includes regulatory documents 
related to safety of the NPP I&C systems. The 
knowledge base contains an identification number 
of a regulatory document, its name and full text in 
electronic or printed form. Besides that for each 
of regulatory documents additional features that 
allow connecting it (in case of such unambiguous 
connections) with a certain type of I&C systems, 
with one or another component of I&C systems 
(for example, with certain types HW or SW), with 
system safety class or with life cycle stages, to 
which this document is related, are determined.

In the knowledge base regulatory documents 
are classified by organization-developer:

• Standards of the International Atomic 
Energy Authority (IAEA);

• Standards of the International 
Electrotechnical Commission (IEC);

• Standards of the International Organization 
for Standardization (ISO);

• European National Standards;
• USA National Standards, IEEE standards, 

US NRC documents;
• Intergovernmental standards;
• Guides of State Nuclear Regulatory 

Inspectorate of Ukraine;
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• National Standards of Ukraine (DSTU);
• State Standards of former USSR (GOST), 

which are still in force;
• National Standards of Russian Federation, 

Regulation of Federal Department on eco-
logical, technological and atomic supervi-
sion of Russia;

• Company standards of SSTC NRS.

In addition regulatory documents are clas-
sified by a considered object according to Yas-
trebenetsky, 2004:

• Documents directly related (and only) to 
the NPP I&C systems and/or their compo-
nents (class А);

• NPP safety documents that contain re-
quirements on different NPP systems and 
elements, including the NPP I&C systems 
(class B);

• Documents related to industrial (used in 
different branches of industry) I&C sys-
tems and their components which are also 
applied at NPP (class C);

• Documents, containing general technical 
requirements that are also relayed to the 
NPP I&C systems and their components 
(class D):

 ◦ Safety in different branches (D1 
subclass);

 ◦ Reliability, diagnostics, testing (D2 
subclass);

 ◦ Software (D3 subclass);
 ◦ Electromagnetic compatibility (D4 

subclass);
 ◦ Quality assurance (D5 subclass);
 ◦ Different (general technical docu-

ments important for the NPP I&C 
systems, but not included in the class-
es mentioned above) (D6 subclass).

It should be noted that in Chapter 1 and all 
other chapters of knowledge base selection of 
required data can be made by a combination of 
classification features, which are specified for 
objects considered in a certain chapter.

Chapter 2 contains a set of regulatory require-
ments, regulated in national and international 
regulatory documents. This chapter allows per-
forming through review of definitions of the same 
requirements in different regulatory documents of 
Ukraine and international ones. All requirements in 
knowledge base are grouped by types (for example, 
requirements on reliability, on quality assurance, 
on resistance to influencing factors etc.). For each 
of the specified type of requirements there are 

Figure 2. General structure of the knowledge base at NPP I&C systems
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definitions from different regulatory documents 
in the knowledge base (full text of requirement 
with a reference to a proper regulatory document, 
form which this requirement was taken, is given). 
Besides that, by analogy with the classification of 
regulatory documents specified in Chapter 1 of 
the knowledge base, requirements can also have 
additional classification features that allow refer-
ring them to a certain stage of life cycle, safety 
class, type of I&C systems or its components.

Due to use of this structure instead of sequen-
tial review of a large amount different regulatory 
documents expert can quickly search of a separate 
regulatory requirement and view how it is formu-
lated in different standards and guides.

Chapter 3 contains reports of state expert 
review of NRS, published by SSTC NRS in 
1995-2012, and also protocols of incorporation of 
expert comments and other materials containing 
results of safety assessment of the I&C systems 
and their components. The knowledge base con-
tains names, registration numbers, dates of issue, 
responsible expert review executor and full texts 
of expert review reports of the NPP I&C systems. 
Moreover, for each report additional classification 
features, specifying an object (i.e. name of I&C 
system, its modernized part, NPP and power unit, 
on which I&C system is modernized or imple-
mented, enterprise-developer of I&C system or 
its components) and an expert review object (i.e. 
a certain document, substantiating safety) are 
determined.

Chapter 4 contains data of modernized or new 
I&C systems, implemented at NPPs of Ukraine. 
The knowledge base includes name of modernized 
(new) I&C systems, name of enterprise-developer 
of I&C system, NPP and power unit, on which 
the I&C system is implemented, its safety class, 
year of implementation (modernization) and 
short description of the system and the scope of 
its modernization.

Chapter 5 contains documentation (in elec-
tronic and printed form) NPP and enterprises-
developers of modernized NPP I&C systems that 
was submitted to SSTC NRS for expert review. 
This information is included to the knowledge 
base, because it is often used during expert activ-
ity for safety assessment of similar I&C systems 
implementation at NPPs of Ukraine. Possibility 
of comparative analysis of analogous systems not 
only increases quality of expert review, but also 
simplifies expert’s work.

The knowledge base contains title and full 
text of document and also information about 
organization-developer of this document. Also for 
each document additional features are determined. 
They define to which exactly I&C systems this 
document is related, for which NPP and power 
unit was developed.

Moreover, in the knowledge base a connec-
tion between documents, substantiating safety 
(contained in Chapter 5) and expert review reports 
of these documents (contained in Chapter 3) is 
established. Also a connection between docu-
ments (Chapter 5) and those NPP I&C systems 
(Chapter 4) to which these documents are related 
is organized.

Chapter 6 contains native and foreign safety 
assessment methods. In the knowledge base 
name of method, organization-developer of this 
method, title of document, in which this method 
is described and a full text with description of 
method are specified.

The knowledge base contains the following 
methods:

• Methods of logical analysis of 
documentation;

• Methods of probabilistic safety analysis;
• Methods of design assessment of I&C sys-

tem reliability;
• Methods of static and dynamic analysis of 

software of I&C systems.
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The methods elaborated and used by different 
organizations are included in knowledge base:

• IAEA methods;
• Methods of SSTC NRS;
• Methods of the regulatory authority of 

Russia;
• Methods of European regulatory 

authorities;
• Methods of the nuclear regulatory author-

ity of USA (US NRC);
• Methods of Institute of Safety Technologies 

(Germany).

In Chapter 7 results of expert reviews of NRS 
of the NPP I&C systems are contained. Data about 
meeting of regulatory requirements in documents, 
substantiating safety of the NPP I&C systems, 
which passed expert evaluation, are included in 
this chapter. Requirements of regulatory docu-
ments which was checked during expert reviews 
of NPP I&C systems, and also assessment of 
compliance to these requirements are included 
to the knowledge base.

If a requirement is not sufficiently met in the 
reviewed document, then one of the three catego-
ries of comments is specified:

• Category I: Expert review comment is 
aimed at elimination of probable danger 
(if an actual failure to meet requirements 
of NRS in modernized I&C systems is 
detected);

• Category II: Expert review comment is 
aimed to obtain required proofs in safety 
assurance (if it is detected that a require-
ment of NRS is performed in modernized 
I&C systems, however its compliance is 
not sufficiently described in document sub-
stantiating safety);

• Category III: Expert review comment is 
aimed to improve document quality sub-
mitted for expert review (if inaccuracies of 
formulations, contradictions, misprints etc. 
are detected in a document substantiating 
safety).

For convenience of data search and processing 
a possibility to search by a random combination of 
such classification features as NPP name, power 
unit number, name of I&C systems, enterprise-
developer of I&C system, type of document which 
substantiates safety, number of expert review 
report and title of regulatory requirement, is 
provided in this chapter.

On the basis of these data a statistic analysis 
that allows detecting different adverse tendencies, 
to which expert should pay special attention dur-
ing safety assessment in future, will be performed. 
Purposes of this analysis are as follows:

1.  Detection of most problematic requirements, 
compliance with which is the worst specified 
in documents substantiating safety;

2.  Detection of the most problematic systems 
from the point of compliance with regulatory 
requirement of NRS;

3.  Detection of designers that issue documents 
of the lowest quality (i.e. with the largest 
amount of expert comments on them);

4.  Detection of systems and specified to them 
requirements for which the most severe and 
important comments during expert review 
due to discrepancies significantly effecting 
safety;

5.  Possible detection of other adverse peculiari-
ties and tendencies that should be taken into 
account during expert review of NRS.
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Chapter 8 contains information about incidents 
in NPP of Ukraine caused by failures (disopera-
tion or false operation) of I&C systems. For each 
incident name, date and time of occurrence, detail 
description, causes of incident and its category 
according to international scale of INES (that 
specifies evaluation of incident from the point of 
influence to NPP safety) is specified. As additional 
classification features for convenient data search 
the following are specified: NPP name, number 
of power unit and I&C system that caused failure.

In Chapter 9 a set of main terms and definitions 
of SSTC NRS (according to national and interna-
tional regulatory documents), used during safety 
assessment and analysis of the NPP I&C systems 
and during development of regulatory documents, 
is included. Its necessity is caused by that one 
and the same terms can have different definition 
in different regulatory documents of Ukraine and 
international standards. For convenient search all 
terms are divided into specific enlarged groups, 
for example, terms related to NPPs, to their safety, 
to quality assurance, to reliability etc.

Chapter 10 contains reports of research and 
development activities related to NPP I&C systems 
and performed by employees of SSTC NRS. In 
the knowledge base title of report, author’s name, 
date of issue and text of report are contained.

Chapter 11 contains publications of employees 
from SSTC NRS and other Ukrainian and foreign 
authors classified in the following way:

• Safety and risk;
• Reliability;
• Related issues.

Each of these categories is divided into three 
subcategories:

• General issues;
• NPP;
• Other branches.

In turn, each of them is divided into two sub-
categories:

• I&C systems;
• Issues not related to I&C systems.

For each publication a title, author, edition 
(magazine, collected papers), in which the article 
is published, year of publication, publishing house 
and full text are specified.

Note that Chapters 1-7 are devoted to direct use 
during expert review of NRS. At the same time, 
other Chapters 8-11 are auxiliary and provide a 
possibility to obtain additional information, that 
can be required for experts during safety assess-
ment of the NPP I&C systems.

When it’s necessary in future, a considered 
list can be extended, and new chapters can be 
additionally included into the knowledge base 
according to specific organization’s needs.

The described above knowledge base can be 
the basis for creation of automated system for 
support of expert activity (ASSEA). First steps for 
development of knowledge base and ASSEA in 
SSTC NRS was described in Klevtsov, 2007,a-c, 
Klevtsov, 2008, a-b.

The purpose of such work is development of 
software that will allow efficiently accumulat-
ing, systemizing, processing and quickly finding 
required data contained in different information 
sources for supporting NRS expert review of the 
NPP I&C systems.

The knowledge base is a main component of 
the ASSEA that allows experts to apply knowl-
edge bases and retrieve information required for 
making decisions during expert review of the 
NPP I&C systems.

It is supposed that the ASSEA will include the 
following elements:

• Subsystem of making-decision support;
• Knowledge base;
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• Knowledge base editing subsystem;
• Interface subsystem;
• Reference subsystem.

Software of the ASSEA is a complex of low 
level tools to work with each separate database 
including in the knowledge base on the NPP I&C 
systems. Furthermore, software of the ASSEA 
includes high level tools to work with the knowl-
edge base in a whole and to run low level utilities.

Software shell of the ASSEA should provide 
possibility both to perform centralized search 
of required information in the whole knowledge 
base and operations separately with each specific 
chapters of the knowledge base. It is also supposed 
that the ASSEA should allow not only performing 
navigation and search of required information in 
the knowledge base, but also provide automation 
of some standard procedures that are currently, in 
fact, are performed by experts “manually”:

• Selection of required regulatory docu-
ments (from Chapter 1 “Standards, rules 
and guides”) by a specified type of I&C 
system and document;

• Selection of analyzed regulatory require-
ments (from Chapter 2 “Regulatory re-
quirements”) by a specified type of I&C 
system and document;

• Selection of earlier executed expert reviews 
(from Chapter 3 “Reports of NRS expert 
reviews”) by a specified I&C system;

• Selection of systems information (from 
chapter 4 “new and modernized npp i&c 
systems”) by a specified I&C system;

• Selection of documents of enterprise-de-
signer and NPP related to the system (from 
Chapter 5 “Documents from designers and 
NPP”) by a specified I&C system;

• Selection of document assessment 
and analysis methods (from Chapter 6 

“Methods of expert review”) by a specified 
type of reviewed document;

• Obtaining of statistical data by results 
of earlier executed expert reviews (form 
Chapter 7 “Results of NRS expert review 
of the NPP I&C systems”) for a specified 
type of I&C system and document substan-
tiating safety;

• Composition of preliminary sample of fu-
ture report of expert review on the basis of 
selected information.

All complex of considered tools and databases 
is a fully functional software product for manage-
ment and use of the knowledge base on the NPP 
I&C systems during expert and research and 
development activities.

Subsystem of making-decision support in-
cludes the following modules.

1.  Module of forming of regulatory profile.

This module according to a specified type of 
I&C system and document, substantiating safety, 
allows performing automated selection of regu-
latory documents and regulatory requirements, 
compliance with which is assessed during the 
expert review of NPP I&C system.

2.  Module of documents circulation.

This module allows keeping records of all 
documents related to expert review of NPP I&C 
systems. Due to this module consecutive record-
ing of incoming documents (letters, documents 
submitted for expert review, additional documents, 
inquires etc.), internal documents (order of expert 
review implementation, records of expert council 
meeting), contract documentation and outgoing 
documents (letters, reports, records on incorpo-
ration of review comments, draft conclusions on 
expert review results etc.) is provided.
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3.  Module of find of information.

Module is devoted to provide a user with a 
possibility of information search by a random 
combination of classification features, specified in 
each chapter of the knowledge base, and also for 
full-text search by specified key words or phrases.

4.  Module of users authorization.

This module serves for authorization of em-
ployees using the ASSEA and knowledge base 
to provide a possibility of carrying out different 
activities for different user groups. For all users 
search and selection of required information from 
the knowledge base is allowed. Operators of the 
ASSEA are allowed inputting new information in 
the knowledge base or modifying its content, using 
editing subsystem, by adding, changing or deleting 
records with structure retention. Administrators 
of the ASSEA (possible involving designers) 
have a possibility to perform extended systems 
customization and correction of the knowledge 
base structure if necessary. Besides that some 
information can be available only for the speci-
fied groups of users (for example, financial and 
contract documents should be available only for 
direction of enterprise, head of specific department 
and workers of accounting department).

A model of structure of the ASSEA is given 
in Figure 3.

Diagram of application of the knowledge base 
during safety assessment of the NPP I&C systems 
under NRS expert reviewing is shown in Figure 
4.

Let us explain in more detail way the content 
of the diagram of formation of report on expert 
review using the chapters of the knowledge base 
(see Figure 4).

In the left part of the figure a generalized con-
tent of report on expert review is shown. It contains, 
in particular, the following main components.

1.  A list of standards and guides used for expert 
assessment. This list can be formed by select-
ing proper standards from Chapter 1 of the 
knowledge base depending on a specified 
type of I&C system and document submit-
ted for review. In turn, a list of regulatory 
requirements, included into Chapter 2 of the 
knowledge base, is formed from require-
ments of standards contained in Chapter 1.

2.  A list of requirements on object and subject 
of expert review. By analogy with the stated 
above a list of regulatory requirements can 
be also automatically formed on the basis 
of requirements selection from Chapter 2 of 
the knowledge base depending on a specified 
type of I&C system and document submit-
ted for review. In this list both mandatory 
requirements of national regulatory docu-
ments and recommended requirements of 
international standards are included.

3.  Information about earlier expert reviews. A 
list of expert reviews completed at previous 
life cycle stages of specific I&C system, 
implemented on a certain NPP power unit, 
can be formed on the basis of information 
contained in Chapter 3 of the knowledge 
base.

4.  Information about operating NPP I&C sys-
tem. Description of a considered system (or 
similar system) can be obtained from Chapter 
4 of the knowledge base. If the specified I&C 
system is fundamentally new and there is no 
information about it, then during an expert 
review information about this I&C system is 
input in the knowledge base from submitted 
documents substantiating safety.

5.  Information about requirements on NRS 
that are declared in a submitted document 
for expert review. Documents that should 
be approved by the regulatory authority at 
a certain life cycle stage of I&C systems are 
submitted for expert review. Besides that, 
during expert review different additional 
documents, substantiating safety, can be 
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considered. A part of such documents can 
be input into the knowledge base at earlier 
life cycle stages, and newly incoming docu-
ments are also input in the knowledge base. 
Using submitted and additional documents 
from Chapter 5 of the knowledge base, expert 
forms a list of requirements on NRS that are 
declared in the considered documents.

6.  Assessment of compliance a documents 
substantiating safety with the requirements of 
guides. Using methods, contained in Chapter 
6 of the knowledge base, expert assess a level 
of compliance of requirements, specified in 
submitted documents for expert review, to 

requirements of guides, rules and standards 
on NRS. Besides, according to existing 
practice methods of documentation analy-
sis are mainly used. However, in a number 
of cases calculations methods with use of 
specific software (for example, software for 
calculation of reliability factors or tools for 
static and dynamic software analysis) can 
be used additionally.

Furthermore, results of earlier executed expert 
reviews, contained in Chapter 7 of the knowledge 
base, are considered additionally. This is important 
from the point that during expert evaluations at 

Figure 3. Structure of the automated system for support of expert activity
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earlier LC stages comments on the considered 
system (or documents substantiating safety) that 
should be incorporated at the current LC stage 
could be specified. Assessment of incorporation 
of comments made in previous expert reviews is 
required for consecutive safety assurance of NPP 
I&C systems at all LC stages.

In turn, all results of a current expert review 
are also input into Chapter 7 of the knowledge 
base to be used at further stages (and possibly for 
static analysis of expert review results).

7.  Conclusions and recommendations. The 
last chapter of expert review contains short 
description of main assessment results of 
submitted documents, comments (if any), 
conclusions and recommendations to the 
regulatory authority about possibility of 
approval of documents or about necessity 
in their improvement.

Note that the suggested the ASSEA and the 
knowledge base are devoted to provide only 
information support of expert review. Direct as-
sessment of compliance of the NPP I&C systems 
to requirements of guides, rules and standards on 
NRS cannot be automated and hence is performed 
by experts.

Finally formed report on expert review is 
input into Chapter 3 of the knowledge base, and 
assessment results of performance of separate 
requirements are input into Chapter 7 of the 
knowledge base.

Solutions and Recommendations

Expert activity at all life cycle stages of the NPP 
I&C systems requires effective information sup-
port because of large amount of analyzing data 
during the expert review. Therefore, it is recom-
mended:

Figure 4. Application of the knowledge base during safety assessment of the NPP I&C
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• To create knowledge base at NPP I&C 
systems (set of different information and 
documents concerning new and modern-
ized NPP I&C systems, including expert 
review reports);

• To develop automated system for support 
of expert activity (software shell for effec-
tive work with the knowledge base).

FUTURE RESEARCH DIRECTIONS

The future research directions can be as follows:

• Development of safety assessment meth-
ods for NPP I&C systems, taking into ac-
count requirements of modern national and 
international standards;

• Improvement of structure and functional 
subsystems of the automated system for 
support of expert activity;

• Addition of new information into the 
knowledge base and its constant updating;

• Provision of similar means for information 
support in reviews of nuclear and radiation 
safety not only within NPP I&C systems, 
but also in other directions (for example, 
operational safety, neutron physical pro-
cesses, radiation safety, strength and reli-
ability of NPP structures etc.).

CONCLUSION

NPP instrumentation and control systems pass sev-
eral life cycle stages from elaboration of concept 
of the modernization concept for operating I&C 
system or implementation of new I&C system till 
its putting into stationary operation.

At all life cycle stages of the NPP I&C sys-
tem the licensing expert review of nuclear and 
radiation safety is performed. The expert review 
consists in assessment of compliance of the NPP 
I&C system with requirements of guides, rules 

and standards on NRS on the basis of information 
presented in documents substantiating safety of 
NPP I&C system.

Expert activity is a labor-intensive process, 
during which experts need to analyze and assess 
a considerable amount of different information. 
A modern level of development of computer and 
software technologies allow performing automa-
tion of information support to expert activity (in 
particular, in the field of NPP I&C safety). As one 
of the principle directions of such automation, 
a knowledge base at NPP I&C systems and an 
automated system for support of expert activity 
in future are suggested for creation.

Development of such software is a promising 
direction in the development of review process and 
creates prerequisites for improvement of safety 
assessments for NPP I&C systems.
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KEY TERMS AND DEFINITIONS

Expert Review of Nuclear and Radiation 
Safety: Assessment of documents, substantiat-
ing safety of NPP I&C systems, for compliance 
with NPP safety principles and also the main 
requirements of nuclear and radiation safety as-
surance, determined in legislative and regulatory 
documents in force.

Knowledge Base: Computer system devoted 
to acquisition, storage and representation of 
knowledge in a specific subject area.

Licensing: Authorization for performing ac-
tivities connected with use of NPP and sources 
of ionizing radiation.

Life Cycle: A set of stages in creation, imple-
mentation and use of a system (system component) 
within a time period that starts from the moment 
of concept development and determination of 
technical requirements and ends in the moment 
of removal of system (system component) from 
operation due to impossibility or inexpediency of 
further intended use.

NPP I&C Safety: A part of nuclear and ra-
diation safety, relating to jointly operating I&C 
systems and manufacturing equipment of NPP 
power units and depending on proper operation 
of the I&C systems.

NPP Nuclear and Radiation Safety: A 
feature of non-exceeding determined limits of 
radiation effects on personnel, the population and 
the environment under NPP normal operation, 
operational events and design basis accidents 
and also of restricting radiation effects in beyond 
design basis accidents.

Safety Regulation: Regulation of safety 
principles in order to ensure safety of people, 
environment, nuclear facilities and sources of 
ionizing radiation.
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NPP:
Power Grid Mutual Safety Assessment

ABSTRACT

The problem of the safe interaction between a Nuclear Power Plant (NPP) and a Power Grid (PG), 
considering the Fukushima nuclear accident, is becoming topical. There are a lot different types of influ-
ences between NPPs and PG, which stipulate NPPs’ safety levels. To evaluate the influences, two metrics 
are proposed: linguistic and numerical. The approach to the NPP-PG safety assessment is based on the 
application of Bayesian Belief Network (BBN), where nodes represent different PG systems and links are 
stipulated by different types of influences (physical, informational, geographic, etc). It is suggested to 
evaluate criticality of the PG system considering the change of criticalities of all connected systems. The 
total criticality of each node in BBN is assessed considering particular criticalities caused by different 
types of influence. The complex nature of NPP and PG mutual interaction calls for the need for integra-
tion of different methods that use input data of different qualimetric nature (deterministic, stochastic, 
linguistic). Application of one specified group of risk methods might lead to loss and/or disregard of a 
part of safety-related information. BBN and Fuzzy Logic (FL) represent a basis for development of the 
hybrid approach to capture all information required for safety assessment of NPP – PG under uncer-
tainties. Integration of FL-based methods and BBNs allows decreasing the amount of input information 
(measurements) required for safety assessment, when these methods are used independently outside from 
the proposed integration framework. An illustrative example for the NPP reactor safety assessment is 
considered in this chapter.

INTRODUCTION

The reliable and safe operation of the energy 

sector is of key importance for the any national 
economic development, as both production and 
municipal facilities require electric power for their 
operation. The power industry consists of power 
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generating system, high voltage transmission 
system, lower voltage distribution system and 
other support facilities.

Three types of generation facilities are oper-
ated in Ukraine, including thermal power plants 
(steam turbine and diesel types), hydroelectric 
plants (hydroelectric proper and hydroelectric 
accumulating plants) and NPPs. Thermal power 
plants account for about 50% of the electric power 
produced in Ukraine. Most of these thermal power 
plants (TPPs) are old, with antiquated equipment, 
obsolete technology, and largely lacking modern 
pollution control equipment. Only about 10% of 
Ukraine’s TPPs had undergone any significant 
reconstruction.

The major fuel for the plants is natural gas 
(76-80%), but they also use black oil (15-18%), 
and coal (5-6%). Most steam power plants have 
outdated equipment, which does not correspond 
to present-day environmental requirements, and 
calls out for reconstruction, upgrade, or complete 
replacement.

Ukraine’s four nuclear power stations operate 
15 reactors with a capacity of 13,8 Giga watts 
(GW), or nearly one-quarter of the country’s to-
tal. They generate around 88,8 GW of energy, or 
over 47.9% of the country’s power output, with 
the construction of two reactors with a capacity 
totaling 2 gigawatts (GW) in its final stages. Power 
reactors have operated in Ukraine since 1977, and 
over 300 reactor years of operating experience 
have been accumulated.

Power resources of Ukraine are mainly formed 
by domestic generation capacities (nearly 98%), 
with the import share being insignificant (2%). 
The power is largely consumed inside the country 
(97%), with a small part exported (3%). In the 
future, the need for power is expected to grow 
calling for intensification of the sector develop-
ment and optimizing of the organization structure 
and economic mechanisms of functioning in the 
market environment.

Ukraine’s electric networks are numbered 
nearly 22, 7 thousand km., 4,9 thousand km. of 
them are under voltage 400-750 kW (high voltage 
transmission lines), 13,2 thousand km. – under 
330 kW, 4,6 thousand km. 220-110 kW (lower 
distribution lines). Their conditions are getting 
more aggravated every year. 34% of overhead 
transmission lines (220-330 kW) have been operat-
ing nearly 40 years. Approximately 52% of them 
have to be renovated, 76% of transformer substa-
tions have reached the end of their service life.

BACKGROUND

All facts mentioned above are given to show the 
high complexity of Ukrainian energy sector and 
problem of its reliability assurance. Reliable op-
eration of the NPP implies that PG, to which it is 
connected, is reliable. Disturbances in PG opera-
tion can originate from natural disasters, failures, 
human factors, terrorism, and so on.

If PG and NPP are considered together as SoS, 
we can conclude that PG reliability and safety are 
stipulated by the NPP safety. Outages and faults 
will cause serious problems and failures in the 
interconnected power systems. It means that unsafe 
power grid and NPP could be considered mutual 
risk factors undermining the safety of both facili-
ties. In order to provide stable and safe operation 
of NPPs, a systematic way of formalization and 
evaluating these influences is needed.

The object of the chapter – is to introduce 
approaches and techniques, which allow to evalu-
ate the mutual influences between NPP and PG, 
understand the dynamic risks nature caused by 
their interactions.

The techniques represented in the chapter can 
be considered an essential part of PG risk manage-
ment and can serve as a base for decision-making 
to avoid disturbances or minimize the severity of 
their consequences considering the interaction 
between NPP and PG systems. These techniques 
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allow understanding the risk proliferation and 
develop the recommendations and measures for 
NPP safety assurance.

NPP – POWER GRID SAFETY 
ASSESSMENT BASED ON 
MUTUAL INFLUENCE ANALYSIS

Approach for NPP-PG 
Influence Formalization

Key technical problems of power industry of 
Ukraine, which could lead to NPPs’ disturbances 
(Tsarenko et al., 2008, differgroup.com) are:

1.  The production capacities in Ukrainian 
electricity sector are outdated: nearly 95% 
of power units have worked out their useful 
life, the residual life of thermal power plants 
is 5-7 years. Currently 95% of power units 
already worked out their normal service 
life (100 000 hours), more than a half have 
been working for 200 000 hours. 80% of 
power plants have been operating for 30 
years. Such a deterioration was stipulated 
by low quality fuel, fickle regime of TPPs 
capacities due to poor maneuverability and 
lack of funds for reconstruction. NPPs will 
approach the end of their designed service 
life in 2011-2030. This poses a problem for 
the possible equipments’ failures.

2.  There is a lack of maneuverability capacities 
in Ukraine, a share of electricity produced 
by Hydro power station (HPS) accounts for 
about 10,2%.

3.  The level of technological losses constitutes 
14.4% of the electricity produced, which is 
2-2.5 higher than in developed countries. It 
is necessary to modernize the transmission 
and distribution networks. The growing 
demand for electricity cannot be satisfied 
using the old transmission and distribution 
networks.

All technical problems mentioned could 
stipulate the risks associated with the NPP-PG 
interaction. There are some extra causes beside all 
mentioned, which could lead to the disturbances 
of power grid. They are classified as internal and 
external basic causes.

The basic internal causes, which lead to dis-
turbances of the power grid’s operational mode 
(NUREG-75/014, 1998), are:

• The stable short circuit on the high–volt-
age transmission lines followed by their 
removal from service (50-70% out of - all 
power grid accidents) (it caused the black-
out 2003);

• The short circuits, which stipulate the acti-
vation of differential bus protection (more 
than 10%);

• The emergency shutdown of the power 
block (near 5%);

• The staff’s errors (near 5%).

The basic external causes, which lead to dis-
turbances of the power grid’s operational mode:

• The seismic vibration;
• The wind influences on power grid’s 

facilities;
• The icing on transmission lines (quite fre-

quently in Ukraine);
• The natural disasters (fires, flooding, hur-

ricanes, pollutions).

Grid interconnectivity and redundancies in 
transmission paths and generating sources are key 
elements in maintaining reliability and stability 
in high performance grids. However, operational 
disturbances can still occur even in well main-
tained grids. Similarly, even an NPP running in 
base load steady-state conditions can encounter 
unexpected operating conditions that may cause 
transients or a complete shutdown in the plant’s 
electrical generation. When relatively large NPPs 
are connected to the electric grid, abnormalities 
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occurring in either can lead to the shutdown or 
collapse of the other.

The NPPs and electric transmission grids are 
complex engineering facilities, which determine 
the persistent economic development of any 
countries. When they are connected together in 
a controlled, dynamic and distributed network, 
further complexity is created. This complexity of 
engineered systems is a consequence of several 
factors: the sheer size and interconnectivity of 
the electric grid, the nuclear safety requirements 
imposed on NPPs the need to balance electricity 
supply and consumption throughout the grid at 
all times, and die nature of electricity – that it is 
generated as it is used. Unlike other commodities, 
it is difficult to store electricity. This means the 
electric grid system requires continual surveillance 
and adjustment to ensure supply always matches 
demand. Unlike NPPs, the inherent, natural and 
passive safety feedback systems based on physical 
laws are rather weak. Hence electric grids require 
continuous control and balancing actions based 
on engineered systems.

Stability in the grid system is maintained by 
matching the electricity generation with the ever 
changing demand. The electricity from many 
power generating stations is “pooled” in the trans-
mission system, and each customer draws from this 
pool. Power, entering the system, flows along all 
available paths to the distribution systems. This 
pooling of electricity also means that power is 
provided from a variety of generating stations of 
different sizes, including nuclear, coal, oil, natural 
gas and renewable energy sources such as wind, 
solar, biomass and hydro power, which must all he 
synchronized to the same rhythm with millisecond 
accuracy. For a power grid to remain stable, the 
frequency and phase of all power generation units 
must remain synchronous within narrow limits. 
A generator that loses synchronism with other 
generators but stays connected to the grid will ex-
perience large electrical currents, which will lead 
to overheating and large mechanical forces that 
will rapidly destroy the generator. So protective 

circuit breakers disconnect (trip) a generator from 
the grid, when the generator loses synchronism.

The reliability of off-site power is usually 
assured by two or more physically independent 
transmission circuits to the NPP to minimize the 
likelihood of their simultaneous failure. Similarly, 
the reliability of on-site power is enhanced by suf-
ficient independence, redundancy and testability 
of batteries, diesel generators, gas turbines and the 
on-site electric distribution systems to perform 
safety’ and other functions even if a single failure 
occurs. Because of the importance of reliable 
off-site power as well as considerations of cost 
effectiveness and efficiency, the electric grid is an 
important factor in NPP site selection, which must 
take into account the plant’s position within the 
grid as well as its proximity to centres of electric-
ity demand, population density and other factors.

In addition to assuring that the electric grid 
will provide reliable off-site power to NPPs, there 
are other important factors to consider, when an 
NPP will be the first nuclear unit on the grid and, 
most likely, the largest unit. If an NPP is too large 
for a given grid, the operators of the NPP and the 
grid may face several problems.

Off-peak electricity demand might be too low 
for a large NPP to be operated in base load mode, 
i.e. at constant full power.

There must be enough reserve generating 
capacity in the grid to ensure grid stability dur-
ing the NPP’s planned outages for refueling and 
maintenance.

Any unexpected sudden disconnect of the NPP 
from an otherwise stable electric grid could trig-
ger a severe imbalance between power generation 
and consumption causing a sudden reduction in 
grid life.

The technical issues associated with the inter-
face between NPPs and the electric grid includes 
(NUREG-1150, 1989):

• The magnitude and frequency of load re-
jections and the loss of load to NPPs;
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• Grid transients causing degraded voltage 
and frequency in the power supply of key 
safety and operational systems of NPPs;

• A complete loss of off-site power to an 
NPP due to grid disturbances;

• An NPP unit trip causing a grid distur-
bance resulting in severe degradation of 
the grid voltage and frequency, or even to 
the collapse of the power grid.

Influence of Grid Disturbances 
on Nuclear Power Plants

Load Rejection and Complete Loss of Load. A load 
rejection is a sudden reduction in the electric power 
demanded by the grid. Such a reduction might be 
caused by the sudden opening of an interconnec-
tion with another part of the grid that has carried a 
large load. An NPP is designed to withstand load 
rejections up to a certain limit without tripping 
the reactor. An NPP’s ability to cope with a load 
rejection depends on how fast the reactor power 
can be reduced without tripping and then how fast 
the reactor power output can be increased hack to 
the original level, when the fault is cleared. Load 
rejections of up to 50% are accommodated by a 
combination of several actions: rapidly running 
back the steam turbine to the new lower demand 
level, diverting the excess steam from the turbine to 
the main steam condenser unit or to the atmosphere 
if this is permitted by licensing regulations, and 
reducing reactor power via insertion of control 
rods without tripping the reactor.

A loss of load is a 100% load rejection that is 
the entire external load connected to the power 
station is suddenly lost, or the breaker at the 
station’s generator output is opened. Under this 
severe condition, it may still be possible to ‘island’ 
the NPP so that it powers only its own auxiliary 
systems. During this ‘house-load’ operating mode, 
the reactor operates at a reduced power level that 
is still sufficient to assure enough electricity for its 
own needs, typically 5% of full power. Once the 
grid disturbance has been eliminated, the NPP can 

be re-synchronized to the grid and its production 
quickly raised again to full power. This operational 
characteristic of the NPP is important, when the 
loss of load is expected to last for just a short time.

Degraded Grid Voltage or Frequency. Electric 
grids are controlled to assure that a particular fre-
quency, either 50 or 60 Hz, is maintained within a 
small tolerance, typically within ± 1%. When the 
grid develops an imbalance between generation 
and load, the grid frequency tends to ‘droop’ if the 
load exceeds generation and increase if genera-
tion exceeds the load. A reduction in frequency 
can be caused by several events, such as insuf-
ficient available generation, a major electrical 
disturbance, such as a circuit fault or the trip of 
a major generator unit. A small droop in the grid 
frequency caused by the loss of generation can be 
controlled by quickly activating the grid’s avail-
able “spinning reserve,” either automatically or 
manually, starting up additional generation capac-
ity, such as gas turbines or hydroelectric power, 
and disconnecting selected loads (i.e. customers) 
from the grid (load shedding).

Isolating the section of the grid with the NPP 
from the rest of the grid (‘system islanding’) can 
also help maintain the proper frequency in the 
islanded system. System islanding may reduce 
the load on the NPP, requiring that its genera-
tion be reduced accordingly by a quick set-back 
to an intermediate power level. Proper islanding 
prevents the NPP from tripping because of the 
lower frequency, but may further aggravate the 
power imbalance in the rest of the grid. A plant 
trip including reactor shutdown should be regarded 
as a last resort. During a trip the plant is subject to 
rapid changes in power, pressure and temperature, 
which shorten the lifetime of the plant. Moreover, 
if the NPP is immediately disconnected from 
the grid, the lost generation will exacerbate the 
degraded conditions on the grid.

Any change in the grid frequency affects an 
NPP’s operation by changing the speed of the 
NPP’s turbo generator and the speed of pumps 
circulating coolants through the reactor and die 
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secondary coolant circuits. The main reactor 
circulating pumps, steam generator feed water 
pumps and long term decay heat removal systems 
rely on stable electric power to function properly. 
The speed of the reactor’s main coolant pumps 
is directly proportional to the frequency of the 
electric power supply. Therefore, if the frequency 
of the power from the grid drops far enough, the 
pumps will slow, which will lead to inadequate 
core cooling, and the reactor w ill trip.

Other AC motors in the NPP may also trip 
due to rising currents and consequent overheating 
caused by reduced frequency. The performance 
of AC motors is directly affected by the voltage 
and frequency of their power supplies. If electric 
grid voltages are not sufficient, motors cannot 
develop sufficient motor torque to start, and if the 
frequency drops below a certain value, the start 
and operation of AC motors would require higher 
operating voltages. If the voltage is insufficient, 
it results in excessive current being drawn by the 
motor that in return would lead to overheating and 
the opening of protective breakers.

The frequency and voltage ranges, in which 
large AC motors can operate, are relatively nar-
row. Thus, in severely abnormal conditions, safety 
systems in nuclear power plants are required to 
take protective actions such as tripping the reactor 
and turbine, separating the plant electrical systems 
from the degraded conditions present on the grid, 
and switching to on-site emergency power sources 
until the grid voltage and frequency are restored to 
acceptable values. These actions protect the NPP 
by safely shutting it down and keeping it cooled. 
However, any sudden automatic shutdown of a 
large baseload nuclear unit during periods, where 
there is already a mismatch between generation 
and load on the grid can only further degrade the 
grid’s condition, potentially leading to a partial 
or full collapse.

Loss of Off-Site Power. Any loss of off-site 
power would he caused by external events beyond 
the NPP’s switchyard, such as transmission line 
faults and weather effects like lightning strikes, 

ice storms and hurricanes. A loss of off-site power 
interrupts power to all in-plant loads, such as 
pumps and motors, and to the NPP’s safety systems. 
As a protective action, safety systems will trigger 
multiple commands for reactor protective trips 
(e.g. turbine and generator trip, low coolant flow 
trip, and loss of feedwater flow trip). The reactor 
protection system will also attempt to switch to an 
alternate off-site power source to remove residual 
heat from the reactor core. If this fails, in-plant 
electrical loads must be temporarily powered by 
batteries and stand-by diesel generators until off-
site power is restored. However, diesel generators 
may not be as reliable as off-site power from 
the grid in normal conditions. Diesel generators 
may fail to start or run 1% of the time. However, 
the probability of failure can be significantly re-
duced by installing independent trains of diesel 
generators. Batteries can provide power only for 
a limited time.

Influence of NPP 
Disturbances on the Grid

Trip of an NPP Causing Degraded Grid Frequency 
and Voltage. Even at steady state conditions, when 
the generation and loads on a grid are in balance, if 
a large NPP (e.g. 10% of the grid’s total generating 
capacity) trips unexpectedly, the result can be a 
significant mismatch between generation and load 
on the grid. Unless additional power sources are 
quickly connected to the grid, this can degrade the 
grid’s voltage and frequency and, thus the off-site 
power supply to the NPP. The degraded voltage 
and frequency on the grid can potentially result 
in the NPP protection system disconnecting the 
degraded off-site power to the NPP. This will force 
the NPP to switch to on-site emergency power to 
run safety and core cooling systems until off-site 
power is restored. This should be done as soon as 
possible for safety reasons: the possible concur-
rent failure of the NPP’s on-site power system and 
delayed recovery of off site electric power would 
make it nearly impossible in most NPPs to cool 
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the core, a situation that must he avoided under 
all conditions. The introduction of new reactor 
designs that use passive cooling would alleviate 
this problem. Therefore in unreliable grid systems 
it is recommended to consider NPP designs with 
passive safety systems.

The grid’s response over time to the sudden 
loss of the NPP can be modeled by computer 
simulations, conditioned by the capacity and 
interconnectivity of the grid and the size of the 
lost NPP generation, as well as the timing of 
switching additional power sources to the grid. 
Large interconnected electric grids can usually 
meet the requirement of providing reliable off-site 
power to NPPs connected to the grid. However, in 
some scenarios involving poorly interconnected 
or controlled electric grids, the sudden shutdown 
of a large NPP or any other large generating sta-
tion elsewhere on the grid, might result in severe 
degradation of the grid’s voltage and frequency, or 
even to the collapse of the overall power grid. Simi-
larly, when an NPP is sited on a well maintained 
but small and isolated grid of limited generating 
capacity (e.g. on an island), the sudden loss of its 
generation may lead to the same outcome.

Types of Influences

The NPP as a part of PG constantly interacts with 
other elements of PG. All influences (or relation-
ships) existed in PG could be divided into several 
hierarchy’s levels.

The first level of a hierarchy is a level of in-
teraction between NPPs and TPPs, HPs as other 
generating systems. They could interact indirectly 
by means of transmission and distribution net-
works. On this hierarchy’s level systems influence 
each other as a whole.

Generally influences could be classified into 
different types (Dudenhoeffer, 2006):

1.  Physical I t
phys
NPP ( ) : A physical reliance on 

materials flow from one infrastructure to 

another. This physical reliance could be of 
two types: internal and external. The internal 
reliance refers to electrical flow between 
NPP and other PG’s elements. The external 
reliance refers to PG’s interactions with other 
infrastructures. For example a thermal power 
plant generating 1,000 mW typically con-
sumes 10 000 tons of coal per day. Under 
normal operating conditions the PG requires 
natural gas and petroleum fuels for its gen-
erators, road and rail transport and pipelines 
to supply fuels to generators, water for cool-
ing and emissions control, banking and fi-
nance for fuel purchases etc.

2.  Informational I tNPP
inf

( ) : A reliance on infor-
mation transfer between NPP and other ele-
ments of PG (via through I&C systems). 
NPP-PG state depends on information trans-
mitted through the information infrastruc-
ture. Informational dependencies connect 
NPP and other PG elements via electronic, 
informational links.

3.  Geographic I t
geo
NPP ( ) : A local environmental 

event affects components of NPP-PG (usu-
ally the transmission lines) due to physical 
proximity. Given this influence, events such 
as an explosion or fire could create correlated 
disturbances or changes in these NPP-PG 
elements.

4.  Logical I tNPP
log
( ) : An influence that exists 

between NPP - PG that does not fall into 
one of the about categories. Logical depen-
dencies may be more closely likened to a 
control scheme that links PG’s elements 
without any direct physical, informational, 
geographical connections (all indirect influ-
ences, example – Moscow blackout 2005 
resulted to banking systems disturbances).

5.  Organizational I t
org
NPP ( ) : Influences though 

policy, regulation, markets. The influence 
that exists due to a policy or procedure that 
relates a state change in one elements of PG 
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to  subsequent  ef fect  on another 
components;

6.  Societal influence I t
soc
NPP ( )  that PG compo-

nents may have on societal factors as public 
opinion, fear and confidence.

Mutual PG-NPP safety influence is shown 
on Figure 1. It is worth to note that influence 
exists on all grid levels and has to be taken into 
consideration when providing grid systems safety.

There are some influence types on lower lev-
els of NPP-PG’s hierarchy.

All influences of subsystem’s level might be 
divided in following categories:

• Functional Influence: Connected equip-
ment encompasses NPP and other PG’s el-
ements design involving shred equipment, 
common input, loop dependencies plus sit-
uations, in which the same equipment pro-
vides multiple functions. Nonconnected 
equipment encompasses interrelated suc-
cess criteria such as the relationships be-

tween standby system and the system it is 
supporting;

• Cyber influences via control systems;
• Spatial Influences: Refers to equipment 

within small distance to each other;
• Human Influences: Refers to all activities 

with human participation.

Influences Formalization

As we see, there are a lot of different types of 
influences, which exist on all NPP-PG hierarchy’s 
levels. Though these influences create opportuni-
ties, they also create new vulnerabilities. These 
vulnerabilities may produce adverse impacts that 
are becoming more widespread and more frequent.

In order to provide stable and safe operation 
of NPPs, a systematic way of formalization and 
evaluating these influences are needed.

The influences between different systems of 
PG could be described (or formalized) by means of 
the Influence vector (Brezhnev et al., 2011). The 
Influence vector is characterized by the value and 
direction. The direction points the initial source 

Figure 1. Mutual PG-NPP safety influence
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of influence and systems being under influence. 
The value characterizes the strength of influence.

The influences between NPP and PG elements 
could be represented by a matrix of influence 
shown in the Table 1.

The influence matrix shows how elements of 
the system influence each other and strength of 
their influence. As an example, NPP influences 
TPP with a strength – medium and HPP with high 
level of influence. Generally, influence is an abil-
ity of one system to determine the state, charac-
teristics and behavior of other systems.

To evaluate the influences between NPP and 
power grid systems we need to have the metrics 
by which this influences could be measured and 
compared. Two types of metrics: linguistic and 
numerical are suggested. The linguistic metric 
operates with the linguistic values used to evalu-
ate the strength of influence. The different values 
as high, medium and low are applied to consider 
and predict the smart grid’s system state changing 
provided the accident in other SG system occurred. 
Numerical values, as ranks, are used in the similar 
way, and the different ranks stand for the differ-
ent strength of influence. Expert judgments are 
considered as the basis for taking the influence 
values. The influence database is completed for 
each NPP. These values are regularly updated.

Space of Influence

NPP could influence the power grid in the different 
ways as physically, geographically, organization-
ally, by means of information, logically, societal, 
etc. Thus, we introduce the space of influence. 

Physical, geographical, organizational, informa-
tional, logical, societal is a particular influence.

Total influence might be represented as:

I I t I t I t I t I
t
NPP

geo
NPP

phys
NPP

org
NPP

soc
NPP NPP( ( ), ( ), ( ), ( ),

log
(( ))t  
(1)

The total influence is a time dependable value. 
The changes of NPP states and characteristics 
stipulate the changes of the total influence value.

We could illustrate the particular influence, for 
example geographical influence of NPP on other 
system of power grid shown in Figure 2.

Formally, the geographical influence of NPP 
on other systems of power grid might be written 
as:

I t

I NPP TPP I NPP HPP I NPP TG

Medium M H

geo

NPP

( )

( ), ( ), ( )

{ ( ),

=

→{ → → }=
= iigh H Low L( ), ( )}.

(2)

The value of geographical influence could be 
calculated as:

I I NPP SPG
geo
NPP

geo
i

i
i

I

= →
=
∑ ( )

1

=H + M + L. 
(3)

Table 1. Matrix of influence 

NPP TPP HPP

NPP - M H

TPP L -

HPP M -

Figure 2. Geographical influence
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Similarly, the organizational influence might 
be represented as shown in Figure 3.

The value of organizational influence could 
be calculated as:

I I NPP SPG
org
NPP

org
i

i
i

I

= →
=
∑ ( )

1

;

I I NPP SPG
org
NPP

org
i

i
i

I

= →
=
∑ ( )

1

=M + L + M. 
(4)

The total influence value might be calculated 
as a sum of the particular influence values on all 
influence space existed for NPP-PG system.

The total influence value calculated as a sum 
of the particular influence values characterizes the 
absolute influence of NPP on other PG systems. 
For each systems of power grid could be evalu-

ated their total influences. Their ranking might 
determine the most and least influential system. 
In Table 2 the different influences’ factors are 
combined.

It helps to estimate the value of total influence, 
for instance, NPP on all of subsystems as:
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We shall consider the relative influence value 
I t
rel

( ) . The relative influence value determines 
the influence of one system on another system, 
for example NPP on TPP. It might be calculated 
as:

I NPP TPP I NPP TPP

I NPP TPP

I NPP TPP

rel geo

org

soc

( ) ( )

( )

... (

→ = → +
→ +

+ → )).

(6)

The different types of NPP’s relative influence 
are shown in Figure 4.

Similarly, the relative influences of different 
power grid systems might be evaluated for NPP. 

Figure 3. Organizational influence

Table 2. The combined matrix of influences 

Physical Geographical Informational

NPP TPP HPP DG NPP TPP HPP DG NPP TPP HPP DG

NPP 0 M L H 0 H M L 0 M H M

TPP M 0 M L H 0 M L H 0 H H

HPP L H 0 H H L 0 H H L 0 H

DG L L H 0 L M M 0 L M H 0
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The different influences on NPP are shown in 
Figure 5.

It is worth to note that:

I I NPP SPG
tot
NPP

rel
i

I

i
= →∑ ( ) .        (7)

It might be suggested that stability of the NPP-
PG system is provided by the balance of influ-
ences between its elements. The principle of in-
frastructure balance could be taken as one of 
major principle infrastructure safety assurance. 
The state dynamic is conditioned by changing of 
the balance of influences insight the system. The 
balance violation leads to state changing of infra-
structure subsystems. According to principle of 
hierarchy, any system is a part of other system. 
One system S1 influences another system S2 with 
I S S
rel

( )
1 2
→ . In the case when this value exceeds 

the certain value I S S
rel
lim( )

1 2
→ , it might lead to 

state changing of S2. The Fukushima nuclear ac-
cident proves this assumption. The NPP might 

stand the defined value of nature’s influence. The 
earthquake that hit Japan was several times more 
powerful than the worst earthquake the nuclear 
power plant was built for (the Richter scale works 
logarithmically; for example the difference be-
tween an 8.2 and the 8.9 that happened is 5 times). 
In the Fukushima nuclear accident the antici-
pated value of influence was exceeded what re-
sulted to accident. Let consider the NPP-Power 
grid system shown in Figure 6.

The infrastructure given above could be char-
acterized by some values shown in Table 3.

In this case the conditions of safety for NPP 
- Power grid system given above based on the 
balance of influence might be written as:

I TPP NPP I TPP NPP
rel rel
( ) ( );lim→ ≤ → ;

I TPP T D I TPP T D
rel rel
( & ) ( & );lim→ ≤ →

I NPP T D I NPP T D
rel rel
( & ) ( & );lim→ ≤ →

I NPP TPP I NPP TPP
rel rel
( ) ( ).lim→ ≤ →   (8)

When the current value of influence between 
infrastructures exceeds the acceptable value, it 
could result to the state changing of one of them. 
The Fukushima nuclear accident proved this 
principle of the balance influence. The nature 

Figure 4. Relative influences of NPP

Figure 5. Relative influences on NPP

Figure 6. NPP-Power grid system (general)
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should be considered as a subsystem that influ-
ences other infrastructures. Other example of a 
result of the balance violation consequences is 
the Sayano-Shushenskaya HPP accident, when it 
could not withstand the increasing of load passed 
from Bratskaya HPP.

FMECA might be very helpful technique for 
formalization of influences to help performing 
NPP safety analysis. The traditional FMECA is 
the most widely used reliability analysis technique 
in the initial stages of system development. It 
is performed to assure that all potential failure 
modes have been considered. Traditionally, the 
criticality assessment is performed by calculat-
ing the failures criticality as a product of failure 
severity and frequency:

Crt S Fr S Sev S
i i i

( ) ( ) ( )= × ,         (9)

where Si – NPP (power grid) accident, Fr(Si) – ac-
cident frequency; Sev(Si) – severity of accident’s 
consequences.

The traditional FMECA is two dimensional. 
In the case when Crt(S1)=Crt(S2) we need to use 
additional information to differ possible accidents. 
Therefore, the total influence I

tot

Si  characterized 
by direction and strength might be used as third 

value to prioritize the possible accident. The 
criticality is assessed as

Crt S Fr S Sev S I
i i i tot

Si( ) ( ) ( )= × × .      (10)

Taking into consideration the mutual influ-
ences between NPP and power grid, we assume 
the failure criticality of NPP (power grid) might 
be changed as a result of the criticality changing 
of power grid (NPP). We introduce the conditional 
criticality presented as

I S S Crt S S Fr S S Sev S S
i j i j i j i j

( ) : ( ) ( ) ( )* * * *→ = ×

(11)

where Crt S S
i j

( )*  - conditional criticality of Si 

provided the failure of Sj*; Fr S S
i j

( )*  - Si fre-

quency changing provided the failure of Sj*; 
Sev S S

i j
( )*  Si severity changing provided the 

failure of Sj*.
Any accident or a failure of the power grid 

system leads to the change of criticality of all 
related systems. When a failure of one system 
occurs, our approach recalculates the criticalities 
of all dependent systems. In case of criticalities 
growth, when it goes through the diagonal of 
criticality matrix and reaches its margin values, 

Table 3. The characteristics of influences 

Relation Current Influence Influence limit

TPP NPP→ I TPP NPP
rel

( )→ I TPP NPP
rel
lim( )→

TPP T D→ & I TPP T D
rel

( & )→ I TPP T D
rel
lim( & )→

NPP T D→ & I NPP T D
rel

( & )→ I NPP T D
rel
lim( & )→

NPP TPP→ I NPP TPP
rel

( )→ I NPP TPP
rel
lim( )→
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some actions should be taken to decrease critical-
ity and improve the smart grid safety.

Example of obtaining new criticality matrices, 
using influence matrices, is shown on Figure 7.

Case – Study: Influence Analysis for 
Zaporozhe NPP

The influence values database might be completed 
for all Ukrainian NPPs considering their possible 

influences on the neighboring PG systems. This 
database might be very useful when assessing 
the consequences of NPP accidents for the power 
grid systems and vice versa. This database is 
constantly updated according to the Ukrainian 
power grid structure changing. The Ukrainian PG 
is divided in four zones according to the number 
of Ukrainian NPPs.

Table 4 represents a fragment of total influ-
ence values database completed for Zaporozhe 
NPP (ZNPP).

The similar influence matrices are built for 
each level of hierarchy of power grid criticality 
matrices.

The first stage is constructing an operational 
hierarchy of power grid criticality matrices without 
considering subsystem failures. The fragment of 
the operational hierarchy of power grid criticality 
matrices for Zaporozhe NPP is shown on Figure 8.

Criticality matrix M
crt

S0  is completed for the 
power grid systems connected to Zaporozhe NPP 
(S1), where S2 stands for Dnipro Substation, S3 
stands for Krivyi Rih TPP, S4 stands for Zaporo-
zhe Substation, S5 stands for Kherson CHP. 
Criticality matrix M

crt

S1  is completed for Zaporo-
zhe NPP subsystems (power units, etc). Critical-
ity matrix M

crt

S1  is completed for Dnipro Substation 
subsystems, etc.

These power grid criticality matrices are 
regularly updated. Criticality values are calcu-

Figure 7. Example of obtaining new criticality 
matrixes, using influence matrixes

Table 4. Matrix of influence for Zaporozhe NPP 

Z 
NPP

Subst. Dnipro Krivyi Rih TPP Zapor. 
Subst.

Khersonska CHP

ZNPP - M H H L

Subst. Dnipro L - M L L

Krivyi Rih TPP M H - M

Zaporozhe Substation M M M M M

Kherson CHP L L L M L

where CHP is combined heat power station.
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lated considering the equipment parameter change. 
The criticalities for M

crt

S0  are calculated as a sum 
of criticalities of the lower level hierarchy. The 
study for creating and implementing criticalities 
evaluation software is conducted by the research-
ers of the Centre of Safety Infrastructure-Orient-
ed Research and Analysis, Ukraine. The system 
criticality change on each level of operational 
hierarchy determines the power grid safety trend.

The following stage of the power grid safety as-
sessment is constructing the operational hierarchy 
of criticality matrices considering the occurrence 
of non-critical failures.

The shut down of the Zaporozhe NPP power 
unit 2 (2011) caused by the power grid disturbances 
was studied with constructing of the operational 
hierarchy of power grid criticality matrices. Any 
change of PG system operational mode could be 
considered a potential conditional event or risk 
factor as it was in Sayano-Shushenskaya HPP 
accident.

The incident involved only the second level 
hierarchy. The new operational hierarchy of 
criticality matrices considering the total influ-
ence matrix was constructed for NPP subsystem.

The total influence value for NPP subsystems 
considers not only the physical influence change, 
but also the organizational (through NPP unit load 
procedure) influence between NPP units.

The fragment of the operational hierarchy of 
PG criticality matrices after Zaporozhe NPP unit 
2 shut down is shown on Figure 9.

As a result of the power unit shut down, the 
criticality of the power unit 3 was increased. The 
new criticality values were calculated considering 
the influence matrix constructed for the NPP 
subsystem. The new criticality values allow 
evaluating the new power grid safety value.

To understand the nature of influence between 
NPP and power grid we introduce the approach 
for formalization based on application the influ-
ence matrix. The influence formalization might 
be very useful NPP safety assessment. The influ-
ence might be useful for the risk analysis based on 
FMECA as the additional information to compare 
the possible failures criticalities. The conditional 
criticality complements the traditional criticality 
assessment and considers the mutual failures 
criticality changes. Using the different metrics 
we could evaluate the strength of influence. The 

Figure 8. The fragment of the operational hierarchy of power grid criticality matrices for Zaporozhe NPP



411

NPP

principle of influence balance was suggested as 
one of principles of infrastructure safety assurance.

POWER GRID SAFETY: 
DYNAMICAL CRITICALITY 
CWW-BASED ANALYSIS

The PG is a huge and interconnected network 
composed of power-generation stations, high-
voltage transmission lines, lower voltage distri-
bution systems, and other support components. 
Disturbances in power grid operation can originate 
from natural disasters, failures, human factors, 
terrorism, and so on.

In its turn, the PG safety is stipulated by the 
NPP safety. Outages and faults will cause seri-
ous problems and failures in the interconnected 
power systems. Therefore, PGs require continuous 
control and balancing actions based on engineer-
ing systems.

It is of high priority to consider PG safety, mu-
tual influence of NPP and PG systems and forecast 
possible accidents and failures considering their 
severity and high costs of recovery.

There are a lot of approaches and techniques 
of PG safety assessment. An approach to PG 

safety analysis, taking into consideration tech-
nical, organizational, and individual aspects, is 
proposed in (Linstone, 1984). The PG safety 
analysis is supplemented by a set of geographic 
and economic aspects in (Kaijser, 1984). An ap-
proach for PG safety assessment based on pro-
cessing statistical data related to PG operation is 
proposed in (Holmgren, 2006). The main task of 
the safety statistical analysis is to determine the 
failure probability distribution function and to 
assess power grid risk. Lack of statistics prevents 
the use of traditional statistical methods for PG 
safety assessment.

Beside well known techniques of probabilistic 
and deterministic PG safety analysis there are a 
lot of approaches used for NPP safety assessment. 
Logic methods (Fault Tree Analysis and Event 
Tree Analysis), used for NPP safety analysis, 
are applied in (Bedford et al., 2001). Typical PG 
safety analysis techniques are connected with the 
equipment failure analysis, environment and hu-
man factor. Nowadays, a new type of grid hazards 
– intentional attacks occur. This type of hazards 
is analyzed by the use of probabilistic approach 
together with conditional probabilities calculation. 
However, mutual influence of systems, taking into 
account dynamical aspects of functioning and 

Figure 9. The fragment of the operational hierarchy of power grid criticality matrices after Zaporozhe 
NPP unit 2 shut down
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variation of risks caused by their failures, is not 
considered. Recently, network modeling has been 
revived due to computer technology progress and 
increase of interest in complex systems analysis. 
Achievements in a graph theory for complex sys-
tems analysis are reviewed in (Albert et al., 2002). 
A topology of North American Power System is 
analyzed. Graph is used as a model in (Albert et 
al., 2002). Evaluations, specifying Power System 
topology, lack of connectivity, while demounting 
vertexes that connect transmitting substations, are 
calculated. Two types of power grid safety hazards 
are analyzed: random failures and antagonistic 
(intentional) attacks.

There are no models that completely describe 
all power grid characteristics. Many models cover 
their technical aspect. The graph provides only 
conceptual view on power grids. It is used for 
cascading effect analysis without power flows 
consideration. In (Glass, 2005) it is specified 
that justification of failure preventive measures 
for power grid operation leads to its structure 
unimportance in comparison to operating modes. 
Large man-made disasters happen due to cascad-
ing failures.

Some methods used for PG safety analysis 
are qualitative and based on expert evaluations. 
Analysis results are represented in the form of 
risk matrix containing failure effect frequency 
and severity. Qualitative techniques of the safety 
analysis do not operate numeric data providing 
results as descriptions, recommendations. The 
safety assessment is related to a qualitative de-
scription of the frequency of undesired events, 
damage and threat scenario.

In (Moskalenko, 2010) it is specified that safety 
of a power grid can be improved by implementing 
of process automation in disturbance situations.

Generally, there is a lack of publications de-
voted to development of the power grid safety 
concept.

Common disadvantages of mentioned ap-
proaches are as follows:

• Power grid systems safety values are con-
sidered separately. The approaches consid-
ering NPP safety stay apart from approach-
es considering PG safety;

• Power grid safety is considered a static 
attribute;

• No consideration provided for mutual in-
fluences between power grid systems.

To assure the power grid safety, it is necessary 
to consider and thoroughly analyze the nature of 
interaction among power grid systems, including 
the NPP. The goal of the chapter is to introduce 
an approach to power grid safety assessment con-
sidering the different type of influence inside PG 
among its systems (in our case related to NPP). 
This technique can be useful to evaluate safety of 
NPP or PG taking into consideration their mutual 
influences.

PRINCIPLES AND TECHNIQUES 
OF DYNAMICAL CRITICALITY

CWW-Based Analysis

General Principles and 
Stages of Analysis

The technique represented in the chapter can be 
considered an essential part of PG risk manage-
ment and can serve as a base for decision-making 
to avoid disturbances or minimize the severity of 
their consequences considering the interaction 
between NPP and PG systems.

The PG safety analysis is carried out taking 
into consideration principles of dynamism, hier-
archy, uncertainty, and influence (interaction) of 
subsystems.

Principle of dynamical analysis assumes to 
record changes of system criticality during the 
operation as a result of changes of its states (transi-
tion to state of non-operability). At each stage of 
life cycle the criticality assessment specification 
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and adjustment of criticality matrices (Kharchenko 
et al., 2009), taking into consideration probable 
changes, are carried out.

The principle of hierarchy assumes represen-
tation of grid structure as a hierarchy. The set of 
criticality matrices of subsystem failures groups 
in clusters.

The principle of influence of subsystem fail-
ures of i-level (on subsystem failure criticality of 
the same level) and influence on subsystems of 
(i-1)-level (higher) is important.

The safety of all influenced subsystems must 
be reconsidered.

The principle of uncertainty takes into 
consideration information incompleteness and 
uncertainty related to the conditions that cause 
PG accidents.

The stages of PG dynamical criticality CWW-
based analysis are shown in Figure 10.

The power grid is a very complex system. It 
is characterized by huge number of nodes and 
links between nodes with increasing structural 
complexity; links between nodes could change 
over time, have different weights, directions, etc.

The safety is one of important attributes of 
PG. The PG safety is an integral value composed 
of grid systems safety values. The grid safety is 
determined by the uncontrolled mutual influ-
ence among grid systems. It is worth to note that 
influence exists on all grid levels and have to be 
taken into consideration when providing grid 
systems safety.

Types of Influences Between 
Power Grid Systems

According to the principle of influence, all influ-
ences (or relationships) existing in PG can be di-
vided into several hierarchy levels. The influence is 
an ability of one PG system to determine the state, 
characteristics or processes in other systems. Any 
type of influence is a time dependent value. The 

changes in NPP state and characteristics stipulate 
the changes in the influence value.

The formalization of influences between PG 
systems is very helpful for its safety assessment 
and might be based on criticality matrices. For 
example, if PG system S1 consists of three sub-
systems S11, S12, S13, then criticality matrix, which 
represents the system S1, might be presented as 
shown in Table 5.

According to the principle of hierarchy, the 
grid structure might be represented as a hierarchy. 
In this case the safety of PG systems of higher 
level hierarchy might be evaluated as a sum of 
criticalities of power grid systems of a lower 

Figure 10. The stages of power grid system’ dy-
namical criticality CWW- based analysis
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level hierarchy. For example, considering the 
criticalities of S11, S12, S13 as subsystems of S1 its 
criticality could be calculated as:

Crt S P S Sev S P S Sev S

P S Sev S P S Se

i

i

( ) ( ) ( ) ( ) ( )

( ) ( ) ( )

= × + × +

× = ×

1 1 2 2

3 3
vv S

i
i

I

( ).∑
(12)

It is suggested to treat criticality as power grid 
system’s safety inverse index. The more system 
criticality the less its safety and vice versa.

It is worth to note that a probability of the sys-
tem accident and its severity could be handled as 
a linguistic or numerical value. Hence, criticality 
is also treated correspondently either linguistic or 
numerical value.

The set of states ΩSi of any PG system Si is 
determined as:

Ω Si = {Crt (Si)=High, Crt (Si)=Medium, Crt 
(Si)=Low}.         (13)

Any accident or failure of the power grid system 
leads to the change of criticality of all connected 
systems. When a failure of one system occurs, 
our technique recalculates the criticalities of all 
dependent systems.

The prognosis and assessment of PG system 
service life based on real time measurements will 
help to identify grid systems most likely to fail. 
The potential estimation methods and equipment 
service life prediction for complicated systems 
consist of deterministic, statistical, physical-
statistical and methods based on expert knowledge. 

These methods are used to predict the probability 
of accident of any system Sij of Si.

This criticality assessment is used to support 
the subjective expert judgment on the initial power 
grid system state. The more system criticality 
calculated on (12) the more confident expert’s 
opinion on the criticality of each node of PG.

Bayesian Belief Network as a Model 
for Power Grid’s Safety Assessment

The state of each PG system is determined by 
types of influence mentioned above. The Figure 11 
represents the different types of networks, which 
characterize the same PG. Hence, all networks 
have the same nodes as PG systems, but different 
types of influence, which stipulate the different 
causal links between nodes. The different colors 
are used to show different types of influence (green 
– physical influence, blue – geographical, brown 
– organizational, red – logical, yellow – informa-
tional and black – societal). The different types 
of influence are characterized by its own weight. 
The more weight of the given type of influence 
the more sensitive PG’s safety to this type of influ-
ence. Apparently the physical influence is more 
important, when PG safety is considered. But all 
types of influences should be taken to provide a 
more accurate PG safety evaluation. For each type 
of influence might be introduced its own type of 
PG system particular criticality. It means that PG 
could be more vulnerable to the change of one type 
of influence and at the same time be insensitive 
to other type influence change.

Considering the types of influence mentioned, 
it is assumed that the total PG system criticality 
is a function of power grid system’s particular 
criticalities stipulated by the different types of 
influence, i.e.

Crt S

f Crt S Crt S Crt S Crt S Crt
i
org

i
fhys

i
geo

i i

( )

( ( ), ( ), ( ), ( ),log

=
ssoc

i i
S Crt S( ), ( ))inf

(14)

Table 5. Criticality matrix for system S1 

System S1 Severity of failure mode

H M L

Fail-
ure 
rate

H S12

M S13

L S11
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where Crt S
i

( ) - the total power grid system 
criticality; Crt Sorg

i
( )- particular criticality of 

power grid system conditioned by organizational 
influence in PG; Crt Sfhys

i
( )  - particular critical-

ity of power grid system conditioned by physical 
influence in PG; Crt S

i
log( ) - particular criticality 

of power grid system conditioned by logical influ-
ence in PG; Crt S

i
inf ( )  - particular criticality of 

power grid system conditioned by informational 
influence in PG; Crt Ssoc

i
( ) - particular criticality 

of power grid system conditioned by societal 
influence in PG.

Depending on the scale used to evaluate criti-
cality, each PG system could be characterized by 

the tuple of its criticalities values considering the 
types of influence, which determine these criti-
calities. Example of power grid system criticality 
tuple is shown in the Table 6.

The following task is to calculate the particu-
lar criticality stipulated by the given type of influ-
ence. We suggest using Bayesian belief networks 
(BBN) to evaluate the criticalities of the different 
PG systems.

BBNs are very effective for modeling situa-
tions, where some information is already known 
and incoming data is uncertain or partially unavail-
able (unlike rule-based or “expert” systems, where 
uncertain or unavailable data results in ineffective 
or inaccurate reasoning). These networks also offer 

Figure 11. Network of power grid systems with the different types of influences between them

Table 6. Example of power grid system criticality tuple 

Power Grid 
system

Type of influence

Physical Informational Geographic Logical Organizational Societal

Criticalities caused by the given type of influence

 PG system 1  H  H M L L L

 PG system 2 H M M L L H

 ………..

 PG system N L H M M M L
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consistent semantics for representing causes and 
effects (and likelihoods) via an intuitive graphical 
representation. An important fact to realize about 
Bayesian belief networks is that they are not de-
pendent on knowing exact historical information 
or current evidence.

According to approach it is suggested to con-
struct BBN for each type of influence. Each node 
of BBN is represented by criticality matrix. Nodes 
are connected by links, which represent the dif-
ferent types of influence. We consider six types 
of influence among power grid systems.

Fragments of six BBNs are shown in Figure 12.
Hence, BBNs, which describe the PG system 

safety, consist of set of nodes. For each node the 
set of state is introduced. As mentioned above the 
state of node is characterized by value of its 
criticality calculated according to (12).

Every node also has a conditional probability 
table, or CPT, associated with it. Conditional 
probabilities represent likelihoods based on prior 
information or past experience. A conditional 
probability is stated mathematically as, i.e. the 
probabilities of the power grid system (child 
node), being at state characterized by expressions 
“Criticality is High (Medium, Low)” considering 
all possible combinations of other PG systems (par-
ents’ nodes) criticalities (High, Medium, Low).

Let us consider the fragment of BBN related 
to the informational influence between systems 
S1 S2 S3, where the criticality of S3 (child node) is 
conditioned by criticalities both of S2 S3 (parents’ 
nodes).

Probability of S3, being at one of the established 
state Ω S3 depending on the states of parents nodes, 
could be determined as:

P S P S S S P S P Sk k i j i j

ji

( ) ( / , ) ( ) ( ),( ) ( ) ( ) ( ) ( ) ( )
3 3 1 2 1 2
= ∗ ∗∑∑

(15)

where P S k( )( )
3

 - the probability for S3 being at 
k-th state; P S S Sk i j( / , )( ) ( ) ( )

3 1 2
 - conditional 

probability for PG system S3 to be at k-th state 
provided system S

1
being at i th state and system 

S
2

 being at j –th state; P S i( )( )
1

 - the probability 
for S1 being at i-th state determined by expert 
taking into account value (12); P S j( )( )

2
 - the 

probability for S2 being at j-th state determined 
by expert taking into account value (12); .

In this case the probability for system S1 being 
at the state described by expression “Criticality - 
High” is calculated as presented in Box 1.

The probabilities of S1 being at the states de-
scribed by expressions “Criticality – Medium” 
and “Criticality-High” are determined similarly.

The power grid system Si state conditioned 
by the given type of influence is determined on 
the criterion:

Crt S P Crt S High

P Crt S Medium P Crt S
i i

i i

( ) arg max( ( ( ) ),

( ( ) ), ( ( )

= =
= == Low),

(17)

where P Crt S High
i

( ( )= ) – the probability of 
the power grid system of being at the state de-
s c r i b e d  by  l i n g u i s t i c  va l u e  H i g h ; 
P Crt S Medium

i
( ( )=  - the probability of the 

power grid system of being at the state described 
by linguistic value Medium; P Crt S Low

i
( ( )=  

- the probability of the power grid system of being 
at the state described by a linguistic value Low. 
Similarly for each power grid system all criti-
calities, determined by different types of influence, 
are calculated and represented as power grid 
system criticality tuple shown in Table 6.

Analysis of the Linguistic 
Computational Models

The CWW is used to evaluate the total criticality 
for each power grid system.CWW procedure uses 
the linguistic assessments and make computa-
tions with them. Foundations and applications 
providing the current status of theoretical and 
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empirical developments in CWW can be found 
in (Zadeh, 2001).

The linguistic approach based on fuzzy sets 
has given very good results for qualitative risk-
analysis of critical information control system 
based on FMECA. It is an approximate technique 
in its essence, which represents qualitative as-
pects as linguistic values by means of linguistic 
variables, that is variables whose values are not 
numbers but words or sentences in a natural or 
artificial language.

The fuzzy linguistic approach deals with quali-
tative aspects that are represented in qualitative 
terms by means of linguistic variables. When a 
problem is solved using linguistic information, it 
implies the need for CWW. Here, an important 
limitation for this approach appears, because the 
computational techniques used in the specialized 
literature present a common drawback, the “loss 
of information,” that implies a lack of precision 
in the final results.

These computational techniques are as follows. 
The first one is based on the extension principle 
(Brezhnev, 2010). It makes operations on the 
fuzzy numbers that support the semantics of the 
linguistic terms.

The second one is the symbolic method. It 
makes computations on the indexes of the lin-
guistic terms.

In both approaches, the results usually do not 
exactly match any of the initial linguistic terms, 
then an approximation process must be devel-
oped to express the result in the initial expres-
sion domain. This produces the consequent loss 
of information and hence the lack of precision 
(Bowles, J. B., 2004).

As mentioned above many aspects of risk 
analysis process cannot be assessed in a quanti-
tative form, but rather in a qualitative one, i.e., 
with vague or imprecise knowledge. In that case, 
a better approach may be to use linguistic assess-
ments instead of numerical values. The variables, 
which participate in these problems, are assessed 
by means of linguistic terms. This approach is 
adequate in some situations, for example, when 
attempting to qualify phenomena related to hu-
man perception, we are often led to use words in 
natural language.

The use of linguistic assessments implies to 
make computations with them.

For example, a set of seven terms S could be 
given as follows:

Figure 12. Fragments of six BBNs for different types of influence



418

NPP

S = {S0: N, S1: VL, S2: L, S3: M, S4: H, S5: VH, 
S6: P}.

Usually, in these cases, it is required that the 
linguistic term set satisfies the following additional 
characteristics:

1.  There is a negation operator, Neg s s
i j

( )=  
such that j=g-I (g +1) is the cardinality).

2.  s s i j
i j
≤ ⇔ ≤ .

Therefore, there exists a minimization and 
maximization operator.

In this paper, we shall use labels with triangular 
membership function. For example, we may assign 
the following semantics to the set of seven terms 
(graphically, see Figure 13):

H = (0.5, 0.67, 0.83), VH = (0.67, 0.83, 1),

P = (0.83, 1, 1), VL=(0, 0.17, 0,33), L=(0.17, 
0.33, 0.5), M=(0.33, 0,5, 0.67), N = (0, 0, 0.17).

Other authors use a nontrapezoidal represen-
tation, e.g., Gaussian functions (Holmgren, 2006).

The extension principle has been introduced 
to generalize crisp mathematical operations to 
fuzzy sets. The use of extended arithmetic based 
on the extension principle increases the vagueness 
of the results. The results obtained by the fuzzy 
arithmetic are fuzzy numbers that usually do not 
match any linguistic term in the initial term set, 
so a linguistic approximation process is needed 
to express the result in the original expression 
domain.

In the literature, we can find different linguistic 
approximation operators (Brezhnev, 2010).

A linguistic aggregation operator based on the 
extension principle acts according to

S F R Sn F app�
 →  →⋅( ) ( )1 ,

where Sn symbolizes the n Cartesian product of 
S, �F  is an aggregation operator based on the 
extension principle, F(R) the set of fuzzy sets over 
the set of a real number R, app1: F(R)→S is a 
linguistic approximation function that returns a 
label from the linguistic term S, whose meaning 
is the closest to the obtained unlabeled fuzzy 
number and S is the initial term set. Fuzzy sets Cj 
(the new values of criticality) are obtained by the 
means of fuzzy arithmetic for triangular fuzzy 
numbers. The fuzzy numbers characterize the 
semantic of linguistic values. Multiplication of 
two fuzzy numbers P (fuzzy probability) and L 

(fuzzy severity) may be obtained as L P C
def

� =
, where membership function equals

µ µ µ
C

x x
L P

y x x

x x= { }
=

sup min ( ), ( )
,1 2
1 2

1 2

i

.

These new criticality values are fuzzy sets 
that do not exactly match any linguistic term in S, 
therefore, we must apply a linguistic approximation 
process based on the Euclidean distance to each 
Cj for obtaining the results in the initial term set

d S C P a a P b b P c c
l j l j l j l j

( , ) ( ) ( ) ( )= − + − + −
1

2
2

2
3

2

,

representing ( , , )a b c
l l l

and ( , , )a b c
j j j

the member-
ship functions of “Sl” and “Cl” respectively. Being 
p1, p2, p3 weights that measure the representative-
ness of the parameters a, b, c of the membership 
function of the fuzzy set. These weights satisfy:

P
i
∈ [ , ]0 1 ;

P
i

i

=∑ 1 .
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Therefore, app
1
( )⋅ chooses S

l
* ( ( ) )*app C S

j l1
=

such that, d S C d S C S S
l j l j l

( , ) ( , ) .* ≤ ∀ ∈

This linguistic process is applied to the above 
fuzzy sets, with P1=0.2, P2=0.6, P3=0.2. Accord-
ing to these values, parameter “bi” is the most 
representative of the membership function and 
“ai” and “ci” are equally representative.

The Figure 14 illustrates the geometrical inter-
pretation of linguistic approximation, where the 
obtained fuzzy set (depicted as dashed line) and 
the closest fuzzy set (depicted in black).

HPP Accident Case Study Based on 
Dynamical Criticality CWW Analysis

To demonstrate the approach to the power grid 
safety analysis, using the dynamical criticality 
CWW analysis, Russian Sayano-Shushenskaya 
HPP failure (August, 2009) is considered. This 
HPP is one of the largest (together with Bratskaya 
HPP) used for power control of the whole power 
system with installed capacity - 6,4 mm kW, 
annual output - 22,8 bln kW p.h. Ten hydraulic 
units, each of 640 kW, are installed in the plant.

The BBN built for fragment of Siberian power 
systems. BBN’s nodes are criticalities matrixes 

Box 1.  

P Crt S High

P Crt S H Crt S H Crt S H P Crt S

( ( ) ))

( ( ) / ( ) , ( ) ) ( (
3

3 1 2 1

= =
= = = ∗ )) ) ( ( ) )

( ( ) / ( ) , ( ) ) (

= ∗ = +
+ = = = ∗

H P Crt S H

P Crt S H Crt S H Crt S M P Crt
2

3 1 2
(( ) ) ( ( ) )

( ( ) / ( ) , ( ) ) (

S H P Crt S M

P Crt S H Crt S H Crt S L P
1 2

3 1 2

= ∗ = +
+ = = = ∗ CCrt S H P Crt S L

P Crt S H Crt S M Crt S H

( ) ) ( ( ) )

( ( ) / ( ) , ( ) )
1 2

3 1 2

= ∗ = +
+ = = = ∗∗ = ∗ = +
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P Crt S M P Crt S H
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1 2

3 1
SS L P Crt S M P Crt S L

P Crt S H Crt S L C
2 1 2

3 1

) ) ( ( ) ) ( ( ) )

( ( ) / ( ) ,
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+ = = rrt S H P Crt S L P Crt S H

P Crt S H Crt S
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2 1 2

3 1
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11 2 1 2
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                (16)

Figure 13. A set of terms with its semantic
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of Sayano–Shushenskaya HPP – S1, Mayansk 
HPP – S2, Bratskaya HPP– S3, Thermal Power 
Plant (TPP) of Bratsk– S4.

Fragment of BBN with Criticality matrixes 
as the nodes and links represented by physical 
influences constructed for Siberian power system 
is shown in Figure 15. The total criticalities of 
power grid systems before and “nearly to” accident 
are shown in Table 7 (Table 8). The sequential 
increasing of load from Bratskaya HPP and Ma-
yansk HPP resulted to increasing the criticality 
of S1, and finally led to destruction of HPU – 2 

(S32). Increasing of total criticality of S1 led to 
increasing criticality of S4.

The proposed technique may be applied to 
safety assessment of the power grid taking into 
account its systems influence. The technique is 
based on the use of the dynamical criticality 
matrices hierarchy. The power grid’s capacity to 
predict the possible safety change could be im-
proved by implementing of the decision making 
system. The technique suggested in the paper is 
considered as a part of this system. The power 
grid safety assessment is carried out taking into 
consideration principles of dynamism, hierarchy, 

Figure 14. The geometrical interpretation of linguistic approximation

Figure 15. Fragment of BBN with Criticality matrixes as the nodes and links represented by physical 
influences constructed for Siberian power system
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uncertainty and mutual influence of systems. BBN 
is used to predict the particular criticality of the 
PG system conditioned by the given type of influ-
ence. CWW is suggested to determine the total 
PG system criticality. The proposed technique 
may be applied to the power grid safety analysis 
considering the different types of influences be-
tween NPP and other power grid systems. Results 
of the analysis may be used to determine effective 
safety management strategies.

Consideration of the difference types of influ-
ence allows improving the accuracy of PG safety 
value.

Next step of the technique enhancement will be 
related to consideration of Ukrainian NPP safety 
analysis taking into consideration the types of 
influences of the power grid and development of 
the decision making tool-based system.

APPROACH TO NPP SAFETY 
ASSESSEMENT COMBINING FUZZY 
MODELS AND BAYESIAN BELIEF 
NETWORKS UNDER UNCERTANTIES

The problem of NPP and its systems (as an ex-
ample, NPP I&C systems) safety assessment is 
topical due to importance of current tasks. Thus, 
for example, NPP safe operation is critical for the 
strategy of country industrial development and 
the growth of welfare of its citizens. Fukushima-1 
NPP accident showed that the CI reliability and 
safety level contributes to the public confidence 
in them, which in turn has a direct impact on the 
length of their life cycle, their modernization and 
reconstruction projects financing level. The set 
of input data used in the analysis of NPP safety 
includes:

• Deterministic Data (Dd): An information 
set giving a credible description of NPP 
(specifications, operating parameters and 

Table 7. Fragment of Siberian power systems criticality tuple (before accident) 

Power Grid system

Type of influence

Total criticalityPhysical Informational Geographic Organizational

Criticalities caused by the given type of influence

Sayano–Shushenskaya HPP M L L L H

Mayansk HPP L L L L L

Bratskaya HPP M M L M M

Bratsk TPP L H L L M

Table 8. Fragment of Siberian power systems criticality tuple (nearly to accident) 

Power Grid system

Type of influence

Total criticalityPhysical Informational  Geographic Organizational

Criticalities caused by the given type of influence

Sayano–Shushenskaya HPP H M L H H

Mayansk HPP H M L M M

Bratskaya HPP L M L M M

Bratsk TPP L H L L M
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modes, systems composition and structure, 
etc.);

• Statistical (Historical) Data (Ds): 
Accumulated by observation of NPP sys-
tems parameters throughout their life cy-
cle. Into this category reliability and safety 
characteristics, operating environment 
conditions, external systems fit. Many pa-
rameters (quantitative attributes) describ-
ing NPP operation processes are in fact 
random values (RV). The need to consider 
a number of random factors leads to sto-
chastic uncertainty in safety assessment 
and assurance;

• Linguistic Data (DL): Represented as 
natural language expressions, obtained 
from professional experts in this field. A 
part of information about NPP behavior, 
relationships of parameters of its operation 
and environment may be represented in the 
form of expert knowledge, which should 
also be taken into account in NPP safety 
assessment.

The problem of NPP safety assurance cannot 
be solved within the scope of one disciplinary 
approach. Use of any group of methods of risk 
analysis due to, for example, the expert’s prefer-
ences, leads to loss and/or disregard of a part of 
input data describing NPP operation.

Consequently, in order to obtain a reliable 
estimate of NPP safety it is expedient to use all 
the above groups of input data (deterministic, 
statistical, linguistic).

The problem of NPP safety assessment cannot 
be solved within the scope of one disciplinary ap-
proach. Consequently, in order to obtain reliable 
safety values it is reasonable to use all the above 
groups of input data.

Analysis of literature shows a lack of attention 
given to the issues of development of approaches 
to integration of different safety assessment meth-
ods Thus, the work (Leech et al., 2008) suggests 
an idea to combine qualitative and quantitative 
methods. The main premise is that qualitative 
methods should prepare base data for quantita-
tive methods.

The work (Johnson et al., 2008) offers the idea 
of “methodological triangulation” – an extended 
model of methods integration. The integration 
discussed allows receiving information as to 
the extent of the results obtained using different 
methods agree or disagree. A common limitation 
in the known works is a lack of methods compat-
ibility analysis, analysis of integration techniques, 
scaling of input and output parameters, choice of 
results aggregation rules, etc.

Consequently, NPP safety assessment methods 
integration must ensure both validity check for 
results obtained and enhanced assessment validity 
as a result of maximum coverage of the whole set 
of input data by a minimum set of methods and 
information technologies used.

Fuzzy technologies are actively used for NPP 
safety assessment. Thus, for example, in nuclear 
industry Fuzzy Logic and Intelligent Technologies 
intensively are applied for solving fuzzy control 
problems, which cannot be solved using existing 
methods and approaches.

BBNs are also widely used in system safety 
assessment tasks characterized by uncertainty, 
imperfect knowledge, influence of a variety of 
random factors. Thus, e.g., BBNs are used as a 
basis for creation of the expert diagnostics system 
for NPP operators (Kang et al., 1999), for modeling 
complex industrial facilities (Weber et al., 2006), 
as well for evaluation of reliability and safety as-
sessment in complex systems (Weber et al., 2001).
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The aim of this chapter is to introduce an ap-
proach to series integration of CI safety assess-
ment methods using integration of FL methods 
and BBNs under uncertainty.

Joint FL-BBN Assessment 
of NPP Safety

General approach. The suggested approach is 
based on the following assumptions:

• Any NPP may be represented as a collec-
tion of hierarchical layers of objects, and 
namely, systems components and elements;

• Any object in NPP may be represented as 
a BBN.

The NPP hierarchy is a basic premise for 
representation of its safety assessment integra-
tion methods architecture as hierarchy as well. 
This means that parameters of conditions of, e.g., 
elements are used as input data for components 
safety assessment. Further these assessments 
serve as input data for determining subsystems 
safety. In this way the safety assessment runs 
from the bottom to the top, from systems of the 
lowest hierarchy layer to systems of a higher layer. 
The system safety ois a function of safety of its 
subsystems, components and elements.

On the other hand, subsystem safety assess-
ments may be unitized in prediction (diagnostics) 
of their components condition. In this case safety 
assessment runs from the top to the bottom from 
systems of the highest hierarchy layer to lower 
layer systems.

Consequently, both upward and downward 
integration of methods is possible. Such an inte-
gration of different methods results in compensa-
tion of insufficiency of data for models of higher 
level due to “excessive” data in another, lower 
hierarchy layer.

The hybrid safety assessment method sug-
gested by this approach is given in Figure 16.

System criticality as a safety value. A high 
criticality Crt S

i
( )of a system corresponds to its 

marginal (pre-emergency) state, in which its fur-
ther use is prohibited or inexpedient or its recov-
ery to operable condition is not possible or expe-
dient. The main distinction between the margin 
state in a reliability theory and a high criticality 
in the safety theory is consideration of system 
failure consequences in pre-emergency condition.

Criticality assessments may be represented 
on qualitative and quantitative scales. This paper 
considers linguistic criticality assessments. Thus, 
for example, criticality can be represented as lin-
guistic variable with terms {High (H), Medium 
(M), Low (L)}.

An illustration of semantic interpretation of 
linguistic terms of criticality, condition, e.g., NPP 
reactor, is presented in Table 9.

Procedure. In order to apply the suggested 
approach one will need: to chose a test object 
(system), for which safety rating will be estab-
lished, the result is determination of the child 
system for using BBN block; specify which sys-
tems define safe state of the test object; the result 
is determination of the parent system for using 
BBN block; determine components of the parent 
system and parameters of their states; the result 
is logic and linguistic model of the parent system 
for determining their safety rating in terms of 
parameters of components for FLI block.

1.  Fuzzy Logic Inference (FLI) Block: 
(Bottom-up analysis) for NPP safety sys-
tems assessment on the basis of parameters 
of its components. In order for the block to 
solve problems it should have solved the 
subtask of selecting the most important 
system components, which condition defines 
system safety. The task of forming of a set 
of informative (essential) parameters, the 
values of which allow distinguishing system 
conditions, must be solved. The basic data 
are deterministic input data – parameters 
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of components operation. Output data are 
criticality condition of the system.

2.  BBN Block for CI safety Assessment: The 
set of NPP systems is divided into two sets: 
parent and child systems. When using BBN 
parent systems, criticality conditions are 
used for determining criticality of the child 
systems. The basic data are parameters of 
criticality conditions of the parent systems 
obtained in the FLI block and conditional 
probability table (CPT). CPT determines 
the relation between system conditions. 
Probabilities can be represented on absolute 

and fuzzy scale. Input data are criticality 
condition of the child system.

3.  Fuzzy Backward Chaining Block: To 
obtain predictive estimates of condition 
parameters of child system components. 
Probability distribution of estimates of 
child system criticality obtained using BBN 
is used as input data to derive logic equa-
tions. Additional information is the expert 
knowledge matrix R. The block’s output 
data is predictive estimates of component 
conditions.

Figure 16. Hybrid safety assessment method

Table 9. Semantic interpretation of linguistic terms of systems criticality (reactor case study) 

Reactor safety levels Physical State Description

Criticality state – HIGH (reactor 
emergency state)

Uncontrolled power increase in the reactor core (heat generation), decreased coolant consumption 
(heat removal) and increased pressure in the primary coolant circuit. Reactor parameters are 
close to the rated values. For fuel elements these are fuel temperature, cladding temperature, 
burnout ratio, temperature of physical and chemical processes, heat flow. For the circuit these are 
pressure, temperature, brittle fracture ratio, pressure differentials

Criticality state – MEDIUM 
(Reactor pre-emergency state)

The state of unstable equilibrium of the reactor. The reactor is in a state of physical and 
thermohydraulic stability, which can be upset even by slight disturbances

Criticality state – LOW Normal routine mode of reactor operation
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Application of FL-BBN Method for 
NPP Reactor Safety Assessment

FLI block application. NPP reactor safe condition 
is a function of a number of systems. Let us focus 
on the Reactor Core Isolation Cooling (RCIC) 
System and the Emergency Gas Removal System 
(EGRS) as an illustrative example. Importance 
of these systems for safe reactor condition was 
clearly demonstrated by NPP accidents. Their 
condition and reliable operation are critical for 
reactor safety.

RCIC is the first parent system for the reactor 
in terms of BBN (child system). It is designed 
for core emergency cooling. It is comprised of 
three interrelated systems: primary, back-up and 
continued cooldown subsystems.

EGRS is the second parent system, which 
performs the function of noncondensable gases 
removal from the first circuit, protects fuel ele-
ments, prevents natural circulation failure in the 
first circuit.

Consider the use of the FLI block to assess the 
criticality state of the RCIC.

The RCIC safety assessment task is repre-
sented as the task to find a representation in the 
following form:

X x x x x d D d d d d
n j m

* * * * *( , , , ..., ) ( , , , ..., ),= → ∈ =
1 2 3 1 2 3

where X * – a set of parameters describing the 
state of RCIC components; D – a set of probable
d j m
j
, , ,= 1  RCIC safety values.
The first subtask of the block is to choose 

the set of components that are most important 
in terms of RCIC core cooling performance. For 
example, pumps, the condenser can be treated as 
such components. Reliable operation of any of the 
pumps is the critical aspect from the viewpoint of 
RCIC safety functions.

The second subtask of the block is to select 
functional parametersx x

n1
÷  that evaluate the 

states of important RCIC components. Among 
critical parameters that evaluate pump stare are 
feed (F), pressure (P), rate of revolution (RR), 
water reserve in the condenser (C), etc. Increase 
(decrease) in these parameters with respect to 
certain values may be an indication of malfunc-
tions or failures resulting in RCIC safety function 
degradation.

In this way, in order to assess RCIC safety it 
is necessary:

• to determine values of parameters describ-
ing RCIC components functioning

X x x x x
n

* * * * *( , , , ..., )=
1 2 3

; (18)

• to plot diagrams of RCIC safety linguistic 
terms membership function µa

i
i
jp

x( )* ;
• to determine values of the membership 

function µa
i

i
jp

x( )* at fixed values of param-
etersX x x x x

n
* * * * *( , , , ..., )=

1 2 3
;

• using logic equations in the following 
form:
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(19)
to determine values of membership functions for 
all possible RCIC safety values.

A knowledge base used to derive logic equa-
tions for RCIC is presented in Table 10.

Within the scope of the example, the logic 
equations are of the form:

µ
Y
Crt High

1
( )= =  [0.12∧0.55∧  0.7∧  0.66]

∨ [0.12∧1.0∧0.7∧0.66]∨ [0.12∧1,0∧  0.87
∧  0.66]=0.12;
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µ
Y
Crt Medium

1
( )= = [0.12∧1.0∧0.87∧

0.91]∨ [0.87∧0.55∧0.87∧0.66]∨ [0.94∧0.55
∧  0.87∧  0.91]=0.55;

µ
Y
Crt Low

1
( )= =  [0.87∧1.0∧  0.87∧  0.91]

∨ [0.94∧0.66∧0.53∧0.55]∨ [0.94∧0.66∧  
0.53∧  0.91]=0.87.

Select d
j
*  as a solution, for which,

µ

µ

d

n

d

n

t

j

x x x

x x x j m t m

*

( , , ..., )

max[ ( , ,..., )], , , , .

1 2

1 2
1 1

=

= =
. (20)

Criticality state of EGRS is determined in a 
similar manner. EGRS safety estimates are deter-
mined in the FLI block in terms of parameters of 
its components (excess steam-gas mixture removal 
bypass conduit, bypass conduit steam-gas mixture 
signal indicator, steam-gas pressure chamber).

BBN block application. The complex of sys-
tems including the reactor (child system) and RCIC 
and EGRS (parent systems) can be represented in 
the form of BBN.

This approach uses BBN for:

• Reactor criticality condition prediction ac-
cording to the state of parent systems (RCIC 
and EGRS). This involves recalculation of a 
probability of the reactor child system being 
in each of its possible criticality conditions 

depending on incoming BBN parent systems 
condition change evidence using the CPT;

•  Determination of conditions of the parent 
systems (RCIC and EGRS) according to 
evidences (facts) of their possible condition 
(diagnostics task).

In BBN probabilities of the reactor being 
(S3) in different conditions of set S3 depending 
on conditions of the parent systems (RCIC-S1, 
EGRS- S2) can be determined by the relation of 
the following form:

P S P S S S P S P Sk k i j i j

ji

( ) ( / , ) ( ) ( )( ) ( ) ( ) ( ) ( ) ( )
3 3 1 2 1 2
= ∗ ∗∑∑

(21)

where P S k( )( )
3

 - probability of S3 being in k-th 
condition; P S S Sk i j( / , )( ) ( ) ( )

3 1 2
 - a conditional prob-

ability of S3 system in k-th condition given that 
S
1

 system is in i-th condition and S
2

 system in 
j-th condition. Conditional probabilities for BBN 
are set by professional expert; P S P Si j( )( ( ))( ) ( )

1 2
 

- probability of S1(S2) system being in i-th (j-th)
condition.

This approach predicts reactor safety state 
without additional measurements of reactor pa-
rameters (pressure, temperature, etc.).

The block’s output data are reactor safety 
predictive estimate represented in the form of the 
following probability distribution:

Table 10. RCIC knowledge base 

Feed Pressure Rate of revolution Condenser water reserve RCIC criticality values

L L L L H

L M L L H

L M M L H

L M M M M

…………………………………

H H M H L
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P Crt R High P Crt Medium

P Crt R Low

( ( ) )) , ; ( (R) ))

, ; ( ( ) ))

= = =
= = =

0 6

0 3 0,, .1

The choice of reactor safety assessment is made 
according to the maximum probability criterion. 
Reactor condition assessment is a complex and 
costly task. Fukushima-1 accident proved the 
importance of the need for the reliable operation 
of monitoring systems (detectors). These risks 
can lead to a situation, when the operator can 
completely loose the sense of what is happening 
to the reactor. For support and decision making 
in case of station black-out it is necessary to use 
all the information (including indirect informa-
tion) for reactor state assessment. Consequently, 
it is important to solve the problem of predicting 
reactor components condition without any mea-
surement and using additional information. This 
task is solved in the fuzzy backward chaining 
block. A primary importance of fuzzy backward 
chaining is that it considers parameters, which are 
essential for safety, though physical measurement 
of which is substantially limited.

Fuzzy Backward Chaining 
Block for Prediction of Reactor 
Components Condition Parameters

The problem of fuzzy backward chaining lies in 
evaluation of input parameters describing reactor 
components condition, provided that the matrix of 
knowledge and reactor safety and output estima-
tions are known.

In terms of input A and output B sets link 
between them can be represented in the following 
form B A R= � ,where А(В) - a fuzzy set of 
input (output) parameters specified in space X(Y).

Matrix of knowledge R can be represented as

M

r r r

r r r

r

r r r

P

n

n

ij

m m mn

=

11 12 1

21 22 2

1 2

...

...

... ... ...

...

,

where r
ij

– an element of matrix expressing the 
expert’s confidence level in existence of cause-
and-effect relations between a component input 
parameter and a corresponding output parameter 
describing safety of the system.

Considering BBN block the following distribu-
tion was obtained:

P Crt R High P Crt

Medium P Crt R Low

( ( ) )) , ; ( (R)

)) , ; ( ( ) ))

= = =
= = =

0 7

0 1 0,, .2

Introduce parameters conditions vector y1, 
y2, y3. These parameters are values of the vector 
of the criticality probability distribution (BBN 
output parameters).

State this vector in the following form:

B y y y= + +0 7 0 1 0 2
1 2 2

, , , .

In the fuzzy backward chaining block the 
expression, for example, 0 1

2
, y means that the 

level of the expert’s confidence that the system is 
in a certain condition Crt S Medium( )

1
=  is equal 

to 0.1.
It is necessary to find such a fizzy set 

A x x x x x x
n n

= { ( ) , ( ) , ..., ( ) },µ µ µ
1 1 2 2

t h a t 
would correspond to fuzzy set B. Fuzzy set A can 
be represented as a vector a a a a

n
= ( , ,...., )

1 2
, 

where аn – corresponding value of membership 
degree µ( )x

n
of the reactor components condition 

parameter.
In this example reactor components are fuel 

elements S11 and circuit S12. Two parameters a1 – 
fuel element temperature and a2 - pressure in the 
circuit are considered.
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Examination results are presented as a knowl-
edge matrix in the following form:

R =
0 9 0 1 0 2

0 6 0 5 0 5

, , ,

, , ,
.

Considering the knowledge matrix and prob-
ability distribution in view of BBN the following 
logic equation was produced:

0 7 0 1 0 2
0 9 0 1 0 2

0 6 0 7 0 51 2
, , ,

, , ,

, , ,




 =




a a � .

When using max-min compositions, the latter 
relation rearranges to the following form:

0 7 0 9 0 6

0 1 0 1 0 7

0 2 0 2 0

1 2

1 2

1

, ( , ) ( , )

, ( , ) ( , )

, ( , ) ( ,

= ∧ ∨ ∧
= ∧ ∨ ∧
= ∧ ∨

a a

a a

a 55
2

∧a )

Solution of this equation produces the follow-
ing values: a a

1 2
0 7 0 0 1= ≤ ≤, ; , .

In this way, reactor condition obtained using 
BBN is influenced by a high temperature of fuel 
elements, since it is the premise that corresponds 
to the highest value of membership function.

Solution and Recommendations

No doubts the problem of the safe interaction 
between NPP and a PG is topical. In the future 
they will be connected together forming a very 
complicated and dynamical system of systems 
(SoS). To make this highly interconnected SoS 
safe and reliable the development of safety assess-
ment technique and tool are required. Beside this 
we have to take into account the future trend of 
development of both of them. Smart grid is the 
future power grid which combines a traditional 

PG with an “intelligent” information and com-
munications technology (ICT) infrastructure to 
create a smart power system. Undoubtedly, in 
the future NPPs will be an essential and integral 
part of smart grid. To assure the NPP safety, it is 
necessary to consider and thoroughly analyze the 
nature of interaction among smart grid systems 
and a nuclear power plant.

Next important steps of research and devel-
opment activities, related to assurance of safety 
of NPP is to develop an approach which allows 
considering the new risks caused by smart grid 
vulnerabilities and their influences on NPP safety.

FUTURE RESEARCH DIRECTIONS

Future R&D are the following:

• The formalization of stability of the NPP-
PG system and determination the balance 
of influences between its elements with ap-
plication of economic balance theory;

• Development of the expert system to sup-
port the decision making process of opera-
tor under severe conditions;

• Development of tool which supports the 
FMECA-based approach for power grid 
criticality assessment;

• Smart grid and NPP risks assessment. 
Security issues of smart grid which can 
undermine the safety of NPP.

Beside all mentioned above this approach shall 
take into account the information technologies, 
which - on the one hand, can decrease the risks 
that attend NPP-PG interaction, but on the other 
hand, failures of computer-based decision mak-
ing systems can cause additional safety deficits. 
We’ll consider the mutual influence between 
smart grid and NPP.
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CONCLUSION

The complex nature of NPP and PG mutual 
interaction calls for the need of development of 
new approaches to NPP and power grid safety 
assessment. The chapter considers an approach to 
influences formalization and series integration of 
safety assessment methods as well. Two integration 
architecture types are introduced: series integra-
tion and parallel. The series integration might be 
useful to increase the safety values’ validity. The 
parallel integration allows reducing the amount the 
safety – related information. Integration of BBN 
and FL allows capturing all available informa-
tion required for safety assessment of complex 
dynamic system under uncertainties. Application 
of FL methods, when all parameters describing 
the system operation are known, allows determin-
ing the criticalities of all systems under interests. 
But for complex dynamical systems the processes 
of parameters’ measurement might technically 
difficult. Application of BBN allows decreasing 
the amount information. Thus, for example, for 
FL-based safety assessment of reactor, RCIC and 
EGRS it is required to measure all parameters 
of all systems. Integration of FL-based methods 
and BBNs allows decreasing the amount of input 
information (measurements) and not measure reac-
tor parameters. RCIC and EGRS parameters are 
only required. Thus, in the scope of the example 
this integration decreases on tierce of required 
information. This approach might be considered 
as a basis for the expert system to help the operator 
make the decisions, when I&C ability to measure 
the critical parameters is compromised due to the 
NPP blackout.
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KEY TERMS AND DEFINITIONS

Bayesian Belief Network: A probabilistic 
graphical model (a type of statistical model) that 
represents a set of random variables and their 
conditional dependencies via a directed acyclic 
graph (DAG).

Electrical Grid: An interconnected network 
for delivering electricity from suppliers to consum-
ers. It consists of generating stations that produce 
electrical power, high-voltage transmission lines 
that carry power from distant sources to demand 
centers, and distribution lines that connect indi-
vidual customers.

Fuzzy Logic: a form of many-valued logic; 
it deals with reasoning that is approximate rather 
than fixed and exact. Compared to traditional 
binary sets (where variables may take on true or 
false values) fuzzy logic variables may have a 
truth value that ranges in degree between 0 and 1.

Probability (or Likelihood): A measure or 
estimation of how likely it is that something will 
happen or that a statement is true.
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Smart Grid: A modernized electrical grid 
that uses information and communications tech-
nology to gather and act on information, such 
as information about the behaviors of suppliers 
and consumers, in an automated fashion to im-
prove the efficiency, reliability, economics, and 
sustainability of the production and distribution 
of electricity.

System Influence: The ability of one system 
to determine the state of other system.

System of Systems: a collection of task-
oriented or dedicated systems that pool their 
resources and capabilities together to create a 
new, more complex system which offers more 
functionality and performance than simply the 
sum of the constituent systems.
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