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Preface

Terrorist activities on the global scene are on the increase, and it is generally
believed that such activities can be contained or eliminated by controlling the pro-
liferation of nuclear, biological, and chemical (NBC) weapons, by building a
strong defense system, by treaties of different types, and by punishing countries
that fail to follow such agreements. One may ask why these procedures, which are
in place at the present time, failed to stop activities such as the Tokyo subway gas-
sing, the Oklahoma City bombing, the World Trade Center bombing and attack,
the Atlanta Olympic games bomb, and many more. This book is a direct outcome
of several recent group discussions by the editors. These meetings were motivated
by the fact that some of us are involved in research in the area of sensors, and that
one of us (MAP) was spending a year at the State Department as a Foster Fellow.
Another motivation was the fact that the Nuclear Engineering program had organ-
ized a series of seminars on Non-Proliferation of Nuclear Materials and Weapons
in 1998. This series included presentations from Dr. Sudarshan Loyalka, Dr. Mark
Prelas, Dr. Dale Klein (currently Assistant Secretary of Defense for NBC De-
fense), LTC Charles Kelsey, and Dr. Herb Tillema. A major motivation was to
introduce undergraduate and graduate students from several disciplines to this
important area with an emphasis on the scientific and technological aspects. All
these led us to organize and offer courses in the area of terrorism and counter ter-
rorism. One us (DSV) surveyed courses offered in this area in other engineering
departments and found that most courses in this area were confined to social,
behavioral, and law departments. We could not find a course on the scientific and
technological aspects of this subject. Therefore during the fall 2000 semester we
organized this course and sought the help of other faculty members. DSV took on
the responsibility of drawing up the syllabus and arranging the lectures, and two
other editors (MAP and TKG) took the responsibility of taping the lectures, get-
ting the material onto CDs and putting the lectures on the Web
(http://prelas.nuclear.missouri.edu/NE401/NE401.htm).

The first defense with regard to several areas such as pollution control,
waste management, terrorism, and a host of others is education. First it is impor-
tant to educate a core group - the students who can spread the word. We received
good response from the student community. Our thinking that students from vari-
ous departments should take this course was amply rewarded. The class had stu-
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dents from political science, journalism, microbiology, nuclear engineering, me-
chanical engineering, computer science and computer engineering, and electrical
engineering, as well as some with undeclared majors. The class was a 50-50 mix
of graduate and undergraduate students. This mix allowed room for extended dis-
cussions, and the faculty and students felt that this was one of the strengths of the
course. The course received substantial amount of press, radio and TV coverage
both locally and on a national scale. We are glad to see that our efforts have cul-
minated in this book form. The enthusiasm of the faculty, students, and the press
was overwhelming. Our sincere thanks to all these groups.

We hope that this book will help students who will be our future policy
makers and diplomats to understand some basic information on the nature of ter-
rorism, the materials used by terrorists, how to detect them, and how to destroy
such materials, and at the same time how to deal with the terrorist groups. We also
anticipate that this book will help our current politicians and policy makers. We
hope that it will be a catalyst for several engineering departments to offer innova-
tive courses in this area, and enhance our capabilities in counter terrorism.

The book has 26 chapters and the bulk of the material is directed towards
understanding the why, how and what of each type of terrorism. It is possible to
expand and combine each of the nuclear, biological, chemical and cyber-terrorism
chapters with emergency procedures and develop the material into a three-hour
course. To appeal to a wider audience, an attempt has been made to streamline
both the political and technological parts of terrorism and counter terrorism. We
hope this monograph will inspire faculty to innovate courses encompassing sev-
eral disciplines and to give a broad perspective to the students. The future in this
area is unknown as we cannot predict where and when a terrorist strikes, but hope
to take all preventive measures to minimize the disaster.

Chapters 2 and 3 lay the foundation for the book by discussing the origin
and nature of terrorism, and the factors involved in diplomacy. Chapter 4 deals
with the fundamentals of aerosol dispersion as many of the toxic materials are
released as aerosol particles. Chapters 5 to 10 deal with the fundamentals of
bioterrorism, manufacture of certain biological agents and their delivery. In addi-
tion these chapters deal with the detection of biological agents and counter meas-
ures. Nuclear terrorism is dealt with in Chapters 11 to 15. Besides discussing the
fundamentals, these chapters also discuss nuclear weapons systems, threats, and
safeguards. Chapter 16 deals with cyber terrorism. This chapter deals with the
nature and scope of cyber terrorism, how cyber terrorism takes place and its con-
sequences, and what we can do to protect against such attacks. Chemical terrorism
is described in Chapters 17 to 21. These chapters discuss various chemicals used,
their manufacture, detection, delivery, and decontamination. When a disaster oc-
curs, one simple but very effective measure is to protect ourselves with proper
clothing. This is discussed in Chapter 22. The role of the government at the federal
and state levels and international agencies, their respective resources, capabilities,
and responsibilities are discussed in Chapters 23 to 25. One of the most important
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aspects of bioterrorism is the prompt identification of its effects. Chapter 26 dis-
cusses the role of emergency room personnel in diagnosing a bioterrorism event.

Today we know that citizens have to be very vigilant, and should learn as
much as possible about terrorism. The September 11, 2002, World Trade Center
attack has awakened the country like no other single event in the history of the US,
presumably not even the Pearl Harbor attack. The public needs to know the profile
of a terrorist; the threat of nuclear, biological, and chemical weapons; what meas-
ures to take in case of an attack; how to respond in case of an emergency; and a
host of other things. We have tried to present as comprehensive a report as possi-
ble. We recognize that we have not covered all the materials that should be in-
cluded in a text of this nature. Parts of the book can be expanded to present more
comprehensive courses.

In closing, it is a pleasure to thank the faculty and guest lecturers who will-
ingly participated in the course, contributors to this book who in spite of their busy
schedules cooperated in getting the manuscript completed in a short time, students
who participated in the course and whose enthusiasm encouraged the faculty to do
their best, the local and national media who interviewed us about this course, the
reviewer for the comments which significantly improved the presentation, and
Marcel Dekker, Inc., for their help and cooperation. Additionally, this text is the
first manuscript from the newly formed Nuclear Science and Engineering Institute
at the University of Missouri-Columbia. We wish to express our gratitude to the
University of Missouri.

Tushar K. Ghosh
Mark A. Prelas

Dabir S. Viswanath
Sudarshan K. Loyalka
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Dabir S. Viswanath
University of Missouri, Columbia, Missouri

SUMMARY

The Rand Report [1] under the Chairmanship of Governor Gilmore of Vir-
ginia stated that "The United States needs a functional, coherent national strategy
for domestic preparedness against terrorism. Administrative measurements of pro-
gram implementation are not meaningful for the purposes of strategic management
and obscure the more fundamental and important question: To what end are these
programs being implemented? The Advisory Panel therefore recommends that the
next President develops and presents to the Congress a national strategy for com-
bating terrorism within one year of assuming office. As the Advisory Panel recog-
nized in its first report, our nation's highest goal must be the deterrence and pre-
vention of terrorism. The United States cannot, however, prevent all terrorist at-
tacks".

The programs recommended by the Panel are:

"Domestic Preparedness Programs: We recommend an Assistant Director
for Domestic Preparedness Programs in the National Office to direct the coordina-
tion of Federal programs designed to assist response entities at the local and State
levels, especially in the areas of "crisis" and "consequence" planning, training,
exercises, and equipment programs for combating terrorism. The national strategy
that the National Office should develop — in coordination with State and local
stakeholders — must provide strategic direction and priorities for programs and
activities in each of these areas.

Health and Medical Programs: Much remains to be done in the coordination
and enhancement of Federal health and medical programs for combating terrorism
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and for coordination among public health officials, public and private hospitals,
pre-hospital emergency medical service (EMS) entities, and the emergency man-
agement communities. We recommend that the responsibility for coordinating
programs to address health and medical issues be vested in an Assistant Director
for Health and Medical Programs in the National Office for Combating Terrorism.
The national strategy should provide direction for the establishment of national
education programs for the health and medical disciplines, for the development of
national standards for health and medical response to terrorism, and for clarifying
various legal and regulatory authorities for health and medical response.

Research, Development, Test, and Evaluation (RDT&E), and National
Standards: We recommend that the responsibility for coordinating programs in
these two areas be assigned to an Assistant Director for Research, Development,
Test, and Evaluation, and National Standards in the National Office for Combating
Terrorism. The national strategy should provide direction and priorities for
RDT&E for combating terrorism. We believe that the Federal government has
primary responsibility for combating terrorism RDT&E. Local jurisdictions and
most states will not have the resources to engage in the research and development
required in the sophisticated environment that may be a part of the nation's re-
sponse to terrorism. Moreover, we have essentially no nationally recognized stan-
dards in such areas as personal protective equipment, detection equipment, and
laboratory protocols and techniques."

Thus the report clearly points to the fact that counter terrorism measures
must be developed and should be in place, and that research, development, testing
and evaluation must be supported. In order to carry out significant research in any
area students must be educated and the future research needs explored. It was with
this objective in mind that we developed a curriculum in the area of Scientific and
Technological Aspects of Terrorism and Counter Terrorism. Our search for
courses that dealt with the scientific and technological aspects of terrorism and
counter terrorism revealed that the engineering and science departments did not
teach any course of this nature, but a large number of courses were taught by fac-
ulty in political science, public policy, and related areas. The motivation to start a
program of this type was enhanced when we found that there are hundreds of
books, and a host of journals dealing with this subject; however, the scientific and
technological aspects of Terrorism and Counter Terrorism are loosely and thinly
spread in some journal articles as for example in the August 1997 [Volume 278,
No. 5] issue of the Journal of American Medical Association on biological war-
fare.

As of this writing, President George W. Bush has formed the Office of
Homeland Security under the leadership of Governor Tom Ridge. This is dis-
cussed in later chapters.

The Five-Year Interagency Counter-terrorism and Technology Crime Plan
[2] lists specific goals that are to be addressed. They are to:
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1. identify critical technologies for targeted research and development
efforts;

2. outline strategies for preventing, deterring, and reducing vulnerabili-
ties to terrorism and improving law enforcement agency capabilities
to respond to terrorist acts while ensuring interagency cooperation;

3. outline strategies for integrating crisis and consequence manage-
ment;

4. outline strategies to protect our national information infrastructure;
and

5. outline strategies to improve state and local capabilities for respond-
ing to terrorist acts involving bombs, improvised explosive devices,
chemical and biological agents, and cyber attacks.

Education and research are key components in combating terrorism. In or-
der to have a better understanding of terrorism and then to counter it one should
understand:

1. the psychology of the terrorist or terrorist groups, the prevailing at-
mosphere in some countries which encourage and promote terrorist
activities, and the religious, cultural and economic background,

2. how to manage the terrorist events, and the short- and long-term ef-
fects of terrorist acts,

3. what measures have to be taken to prevent terrorist acts. This in-
volves educating both the terrorist (which is not easy) and the vic-
tim,

4. the underlying details of the weapons used in NBCC (Nuclear, Bio-
logical, Chemical, and Cyber) acts so that counter measures can be
devised.

Terrorism by nature is difficult to define. Even the U.S. government cannot
agree on one single definition. The old adage, "One man's terrorist is another
man's freedom fighter" is still alive and well. Listed below are several definitions
of terrorism.

Terrorism is the use or threatened use of force designed to bring about po-
litical change. Laqueur [3] defines terrorism as an act, which constitutes the ille-
gitimate use of force to achieve a political objective when innocent people are
targeted.

According to Poland [3], terrorism is the premeditated, deliberate, system-
atic murder, mayhem, and threatening of the innocent to create fear and intimida-
tion in order to gain a political or tactical advantage, usually to influence an audi-
ence.

The Vice President's Task Force in 1986 defined terrorism as the unlawful
use or threat of violence against persons or property to further political or social
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objectives [4]. It is usually intended to intimidate or coerce a government, indi-
viduals or groups, or to modify their behavior or politics.

According to the FBI, terrorism is the unlawful use of force or violence
against persons or property to intimidate or coerce a government, the civilian
population, or any segment thereof, in furtherance of political or social objectives.

All these definitions have some connotation to political activity. However
certain acts such as the poisoning of Tylenol tablets, the bombing of Centennial
Olympic games in Atlanta, and a score of others do not lend themselves to any
political motives. Therefore a much more general definition seems in order which
should include non-political aspects of a terrorist act.

Some of the terrorist acts that have taken place during the past few years can
help in understanding the complexity of this subject. A collection of case studies
can help identify the following:

• The type of people involved in terrorist attacks.
• The types of weapons used in these attacks.
• Possible motives behind such attacks.
• Whether any information was available before such attacks and what

action, if any, was taken.
• What measures have been taken to prevent such attacks in future, and
• Where should the resources be spent to maximize the benefit.

From 1990 to 1998, terrorism in the United States has increased steadily [5],
and a history of these events is shown in Table 1.1.

During 1997 and 1998, the number of cases or threats investigated on WMD
are: nuclear 25, 20; chemical 20, 23; and biological 22, 112; others 7, 17, respec-
tively. Although the nuclear threat has come from the breakup of the Soviet Union
and clandestine removal of nuclear materials, the number of chemical and biologi-
cal threats has also increased several fold. We will outline some of the chemical
and biological threats, and try to raise questions. We will not discuss the details of
the attacks, as the primary focus is to generate questions resulting from these inci-
dents.

Based on the data given above, the free flow of information, religious fun-
damentalism, increasing lethality of current biological and chemical weapons, the
ease with which terrorist groups can acquire or develop weapons, and other fac-
tors, it can only be surmised that the number of terrorist activities will increase and
cause more damage. However, in spite of the availability of technology in the
open literature, as it is not easy for the terrorists to manufacture biological and
chemical weapons, timely action might prevent terrorist activities and could be a
lesson for others. At the same time it is important to understand that the current
political unrest in various parts of the world, and the economic disparity between
the haves and the have-nots are drawing more and more educated people, and this
is a cause for alarm. This will help in the faster implementation of the technology
available in the open literature. Thus it is a fairly complex issue, and an increased
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vigilance on the part of all citizens is important to reduce terrorist activities. This
increased vigilance can come by educating the public and through their efforts.

We would like to present a brief study of six terrorist acts that have occurred
in the recent times. We hope an in-depth study of these case studies will reveal the
inherent problems in the design of the security management, weaknesses in the
design of such security management systems, adequacy or inadequacy of re-
sponse, interface requirements such as sharing intelligence among various
groups/agencies or even countries in combating terrorism, deep understanding of
religious and cultural aspects, profiling of terrorists and terrorist organizations, and
a host of other questions.

Table 1.1 A listing of terrorist events in the United States from 1990 to 1999.

Year
1990

1991

1992

1993

1994

1995

1996

1997

1998

1999

Incidents
7

5

4

12

0

1

3

2

5

10

Suspected Incidents
1
1
0
1
1
1
0
2

0

2

Prevention
5

5

0

7

0

2

5

20

12

7
Source: Federal Bureau of Investigation, National Security Division, Terrorism in the
United States, Report, 1998,1999 [5].

WORLD TRADE CENTER (WTC) BOMBING

On February 26, 1993, a car bomb exploded at the B2 level of WTC killing
six persons and injuring hundreds. The blast created a six-meter diameter hole.
The event posed a number of questions.

1. What kind of intelligence did the government have about this attack? Was
the attack instrumental in getting through a quick passage of the 1995
Counter Terrorism Bill?

2. Was this a Stateless warfare? If so, how can a government protect its citi-
zens?

3. How many states or countries can the US punish in order to contain such at-
tacks? Would this work?

4. Is this a deep psychological problem?
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5. Is this a religious problem? Do we know the basic tenets of different relig-
ions, and which ones can we trust?

6. Why do terrorists target the U.S. and citizens of the U.S.? Can we draw
broad based conclusions and/or correlations of the different terrorist at-
tacks based on the policies of the U.S. at different times and support
given to different types of governments and people?

TOKYO SUBWAY ATTACK

The Tokyo subway attack by Aum Shinrikyo, or Supreme Truth, cult oc-
curred on March 20, 1995, and killed over a dozen people and injured more than
5,000. The chemical used in this attack was sarin gas (GB), although there were
indications that the group was experimenting with biological agents such as an-
thrax, botulism toxin, and Ebola virus. There were widespread reports that this
was a trial attack by the Aum group before a larger attack, and that the Aum group
experimented with sheep in the Banjawarn area in Australia. The latter news was
based on an Australian Broadcasting Company report and was thought to be incor-
rect for various reasons, and the European experts in chemical and nerve gas de-
tection laughed at the suggestion that experiments on sheep were carried out with
sarin. Aum members in this Australian ranch were apparently warned of a police
attack. There are hundreds of reports and writings on this incident just like the
Oklahoma Federal Building attack or the World Trade Center attack. What impor-
tant lessons can we learn from this Tokyo subway incident? Besides the points
raised above in the Oklahoma attack, some other points are:

1. Sarin was the chemical used, and like sarin there are many other nerve
gases and toxic chemicals. Have we reached a time when some of the
chemicals should be restricted, even if they are of commercial impor-
tance?

2. Should we pay more attention to the reports, such as that of Australian
Broadcasting Company, and investigate more thoroughly?

3. Should there be more financial commitment for research and development
in areas such as sensor technology?

4. In the event of an attack, what is the minimum amount of information the
public should know to defend or help them?

5. What was the motive of Aum Shinrikyo?
6. Will chemicals like sarin create allergy problems? How will one answer

this question? Should there be research in this area?
7. Are the components of chemical and biological weapons available too eas-

ily?
8. How far can we go in preventing proliferation of biological and chemical

weapons?
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OKLAHOMA CITY BOMBING

On April 19, 1995, a bomb destroyed the Alfred Murrah Federal Building in
Oklahoma City, and killed 168 people and injured hundreds more. Several agen-
cies and teams were involved in the investigation. These agencies were ATF, FBI,
local police and fire departments, Secret Service, many voluntary groups, and
many other independent agencies. The investigation was intense, but from the
point of view of terrorism and counter terrorism, what are the important factors
and what lessons have we learned?

The bomb was made with approximately two tons of ammonium nitrate fer-
tilizer mixed with combustible fuel oil, and it was taken in a Ryder truck, and
parked in front of the north side of the building before it was detonated. Some
questions are:

1. Was the building designed to withstand such blasts?
2. Should a chemical like ammonium nitrate be restricted? If so, what about

ammonia and nitric acid? Can terrorists get hold of chemicals sold nor-
mally in the open market and make destructive chemicals?

3. How did the morale of the people in the country and around the world suf-
fer? What was the impact on the people in the city, and what type of psy-
chological counseling should be provided? What are the political
implications? At first it was thought that a Middle-Eastern group had
carried out this attack, particularly in view of the World Trade Center
bombing on February 26, 1993. What would have happened if McVeigh
was not arrested quickly?

4. What type of response was available immediately after the bombing -
emergency, medical, etc? Was it satisfactory? In public buildings where a
large number of people work, should there be a common area where all
personnel are required to go to report to get further instruction before
leaving the building? Should most of the people in that building receive
EMT training? How about communications, etc?

5. In Oklahoma City, WTC, and USS Cole bombings, vehicles were involved.
Should there be restrictions regarding the vehicular traffic (to keep them
at a distance from the buildings), plans to transport materials that arrive at
the building (unload from the carrying vehicle to a vehicle owned by the
Security at the building), etc.?

6. In these situations, the FBI and FEMA had the control. Would this hinder
the assistance efforts of other organizations such as Red Cross, church
organizations, etc? How should the relief efforts be coordinated? What
type of measures should be in place for issuing identifications, etc.? The
President signed an emergency declaration within 8 hours of the occur-
rence-the first time section 501(b) of the Stafford Act, granting FEMA
the primary federal responsibility for responding to a domestic conse-
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quence management incident, was activated. The President subsequently
declared a major disaster on April 26, 1995.

INTERNAL TERRORISM: REPUBLIC OF TEXAS (TERRORIST
ACTIVITIES OF WISE, GREBE, AND EMIGH)

Political objectives and motives appear to be the major reasons for terrorist
activities. Almost all national or international terrorist attacks can be traced to po-
litical ends. In some of the cases, it is not clear how far the authorities follow tips
or information to crack down on terrorist groups. This particular incident reveals
how one attack was prevented.

Three men belonging to the Republic of Texas group, Johnny Wise, Jack
Abbott Grebe, Jr., and Oliver Dean Emigh, plotted to kill several members of the
government including President Clinton. They were to obtain anthrax from exter-
nal sources outside the country, and were trying to make devices to target a federal
judge in Texas. Fortunately, FBI agents arrested these suspects on July 1, 1998.
The FBI acted quickly in this case and thus prevented what could have been a ma-
jor catastrophe. The trial of this case began on October 19, 1998 and concluded on
October 29, 1998 when two of the three were convicted. What can we learn from
this episode?

1. Did the FBI act timely to nab the perpetrators?
2. Under what circumstances would the FBI think that a report is credible or

not? In this case, it is reported that an FBI agent did not think that the "al-
leged plot to assassinate government officials with poisoned cactus nee-
dles shot out of Bic lighters was far-fetched."

3. What type of devices did this group put together? The lighters were to be
rigged to shoot cactus needles dipped in substances such as anthrax,
AIDS-tainted blood and rabies, according to an account by federal offi-
cers.

4. Where did they get information to make the devices they were trying to as-
semble?

5. Are the regulations for importing materials adequate?
6. If they succeeded in getting anthrax from a foreign source, what could have

been the consequences?
7. Are they part of a larger group, and if so what measures have been taken to

keep a watch on this group?
8. Did the investigation end with their conviction or did it continue? If it con-

tinued, was the public informed?
9. What is the profile of these people? Can the citizens be familiarized with

these profiles, and be guarded?
10. Were there any psychological tests carried out to profile the type of indi-

viduals who could carry out such threats?
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11. What is their educational background, and did they understand what they
were up to?

12. What measures are in place to disseminate information? Should this infor-
mation be disseminated at all?

13. How far can the government go before constitutional rights are violated?

SECOND WORLD TRADE CENTER ATTACK

On September 11, 2001, two jets from Boston—one bound to Los Angeles and the
other one to San Francisco—were crashed into Towers 1 and 2 of the WTC. In all,
four passenger jets were involved in different attacks on that day, killing over
3,000 persons. In addition, the immediate economic losses to the City of New
York could be as high as 30 billion dollars, and the long-term economic losses to
the U.S. could amount to hundreds of billions of dollars.

The loss of life in this attack was heavy, and mostly unaccounted. Simple
calculations show temperatures in excess of several thousand degrees could have
resulted inside the tower building. The towers, 415.5 m (1363.25 ft) and 417 m
(1368.2 ft) tall, housed 418,600 m2 (4,504,136 ft2) of office space. The airplanes
that hit the WTC were Boeing 767 and 757. Taking aviation fuel as a saturated
hydrocarbon, and assuming that less than 5% of the total fuel (approximately
63210 liters or 16,700 gallons) burned in an area of 3011 m2 (32,400 ft2) (ap-
proximate area/floor), the amount of heat generated will be, approximately, 7.6 x
1010 joules (72 x 106 Btu). The air inside a volume of 11,011 mf (388,800 ft3) (as-
suming a height of 3.65 m (12 ft) gets heated to more than 5538°C (10,000°F).
This is equivalent to a detonation of 490 kg of TNT. It is estimated that the Okla-
homa City blast amounted to 82 kg of TNT.

This attack raises several questions besides those raised in the previous
cases. We will raise these questions in two sets—one similar to those raised in the
examples cited above, and the other set pertaining to long-range policy. The first
set of questions is:

1. Is there any thing close to foolproof airport security? What steps should be
taken to enhance airport security?

2. It was reported that some of the persons involved in this attack took part in
other attacks such as the bombing of USS Cole. These persons were re-
siding in the U.S. without proper documents. Is this a failure on the part
of FBI or failure of the INS? Do these agencies work separately? Is there
a need for these two agencies to work closely at least in certain cases?
Should several departments such as the law enforcement, CIA, FBI, and
INS work together? In that case who should be in charge of these de-
partments? Should the Federal government create a separate umbrella to
oversee the work of these departments?



10 Introduction

3. The New York City Fire Department, hospitals, volunteers, police, and
other agencies did a heroic job. Was the emergency preparedness ade-
quate? Do we have the same type of preparedness in other parts of the
country as in New York?

4. Do we need new codes for buildings of the type of WTC?
5. We seem to be dealing with a particular set of people in this world who are

identified with terrorist acts. Do we have the psychological profiles of the
people who commit such terrible terrorist acts? Do we have a deep un-
derstanding of their religion and beliefs? Why do these countries, one af-
ter another, hate the U.S.?

6. What type of terrorism is this? Is this chemical terrorism?
7. How can the injured and dead bodies be recovered in an organized and re-

spectful way?

The second set of questions is:

1. Why is U.S. the main target of terrorist attack?
2. What is the origin of the persons who carried out this attack?
3. Being the most powerful nation in the world, what should be the U.S.

policy towards other countries?
4. President Bush very correctly said "Terrorism in any form is bad." Would

this be the cornerstone of the U.S. policy? Can the U.S. boldly follow this
principle? Would this jeopardize the U.S. interests in trade and com-
merce? How far can the U.S. go in sacrificing its standard of living?

ANTHRAX THREAT

Bioterrorism threat has emerged since October of 2001, and anthrax scare
came to the U.S. Capitol Hill. The spores of the bacterium were discovered in sev-
eral places including Senator Daschle's office at the Hart Senate Office building in
Washington, D.C.; mail-sorting equipment in Brentwood road, NBC anchor Tom
Brokaw's office in New York; the office of a photo editor of Sun tabloid in Boca
Raton, Florida; Kansas City, Missouri; and other places. Two postal workers in
Washington, D.C. area, Thomas Morris, Jr., and Ottilie Lundgren, of Oxford,
Connecticut, died due to anthrax inhalation. September 18 to the middle of De-
cember 2001 was a very anxious period for all, not knowing how this scare came
about and who was responsible. As of May 29, 2002 the FBI has few clues as to
who may have created the anthrax scare.

This threat appears to be more at home than a threat due to a chemical
weapon, and a host of questions can be asked:

1. How can one find out whether it is anthrax?
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2. If exposed to anthrax spores, where should one go?
3. How does one know whether she/he is in a high or low risk category?
4. What precautions should be taken before handling mail?
5. How can the public get information on post offices closed due to anthrax

contamination?
6. How can one tell if exposed to cutaneous anthrax?
7. How can one be sure that the mail is not contaminated by anthrax?
8. People who got infected were in different places such as mailrooms, hospi-

tals, and other areas. Did they get infected by mail or by some other
method?

9. Are there enough medical facilities to cope with a major threat? How
should the health care personnel respond in case of an emergency?

10. What should a person do to get prepared to deal with an anthrax scare?
11. How resistant are the spores?

In 1979, the city of Sverdlovsk in the former Soviet Union experienced an
anthrax outbreak. There was a difference of opinion regarding the source of an-
thrax. While the Soviet Union believed it was from contaminated meat, the U.S.
sources maintained that it was due to a leak from the anthrax-manufacturing facil-
ity. This epidemic claimed 68 lives and 17 suffered skin infection. In all likeli-
hood, spores of anthrax spread as an aerosol, and affected people close to the
manufacturing facility. It is reported that there has been only 18 cases of anthrax
between 1900 and 1976 (cnn.com/health, October 5,2001).

As we see from these six examples, the motivation in all cases appears to be
political, one way or other, either internal or external to the state. The profile of the
individual or individuals involved has not been analyzed to draw conclusions to
help identify future terrorists. Except in the case of the Tokyo subway incident, the
individuals involved were not highly educated and technically skilled persons, but
had some practical experience. All cases are chemical terrorism in nature, and the
chemicals used could be purchased or synthesized. It is evident that the chemicals
used have a dual purpose as industrial chemicals and chemicals for terrorist activi-
ties.
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INTRODUCTION

What and why is terrorism? What can be done about it? Terrorism is unde-
niably horrific. It kills, maims, and destroys property for political purposes. Few
praise terrorism in itself, not now and not in the past. Nevertheless, the practice
has persisted for literally thousands of years. In some ways, terrorism is more hor-
rifying than other awful forms of violence, including war, criminal brutality, and
psychopathic mayhem, each of which also has a long history. Soldiers in war at
least expect violence. Victims of crime at least comprehend violence inflicted for
material gain. Those who suffer at the hands of the psychopath may at least attrib-
ute loss to fate. Victims and witnesses of terrorist acts, on the other hand, seldom
expect the event, cannot easily understand why violence strikes when and where it
does, but know that damage is inflicted for a purpose. They are made fearful. That
is the immediate purpose.

Contemporary possibilities of terrorism are especially frightening due to
new technologies. Potentially, weapons of mass destruction might be involved.
Terror is not simply a function of technology, however. The means are often sim-
ple. Motives are usually indirect. Effects are invariably complex.

The terrorist wrecks havoc in order to terrorize those who see or hear about
it. He expects to gain more from the symbolic consequences of violence than from
its destructive physical effects. The terrorist intends to alter states of mind as well
as to change things physically. At the same time, terror is seldom an end in itself.
Ultimately, the terrorist aims to influence the prospective behavior of others by
affecting their will to act. For this reason, terrorism necessarily represents a politi-
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cal act. Political effects are almost always complex. Effective counter terrorism
must usually address the politics involved as well as apply physical defense.

Terrorism is neither rare nor new. Thousands of terrorist incidents occur
around the world in any given year. It is more frequent than major war, less fre-
quent than other efforts to bring change by peaceful means. There is probably no
more of it now than in the past, controlling for growth of societies, but the general
public is assuredly more aware of it due in part to advances in international com-
munications. Five hundred years ago, North Americans did not know that there
was a Europe, much less that terrorist events occurred within it. Forty years ago,
the Viceque Rebellion was almost entirely unknown outside East Timor at the
time that it occurred. Today, many terrorist events in far-flung corners of the world
are instantly recognized around the globe.

WHAT IS TERRORISM?

Modern usage of the word "terrorism" owes much to the Jacobins during the
French Revolution. The Jacobin movement advocated democracy in the form of
universal suffrage and also proclaimed very high standards of probity for personal
and public conduct. In September 1793, the radical Committee of Public Safety in
France under leadership of Robespierre and the Jacobins publicly decreed "terror",
called by that name, against enemies of the Revolution in order to assure the
"reign of virtue". Agents of the Committee murdered, maimed and also seized and
destroyed property of alleged enemies for nine months until Robespierre's arrest
and execution. Foreign and domestic critics of Jacobin political objectives and
methods, including Britain's Edmund Burke and conservative continental Euro-
pean governments, fulminated against the French "Reign of Terror". Critics spoke
louder to later generations than did the Jacobins. That period of French history is
still commonly identified as "The Reign of Terror". Perhaps this helps to explain
the persistently perjorative connotations associated with the word "terrorism".

Terrorism is the subject of much recent study and comment. Many book-
length treatises and collected works have general import, including Clutterbuck
[1], Crenshaw [2], Ford [3], Hoffman [4], Laqueur [5, 6], Long [7], Kegley [8],
Rubenstein [9], Schlagheck [10], and Wieviorka [11]. Contemporary theory is also
represented within several important essays, including Adkinson, Sandier and
Tschirhart [12], Enders and Sandier [13], Hamilton and Hamilton [14], and Merari
[15]. A few recent studies systematically examine connections between terrorism
and other manifestations of political conflict, including O'Brien [16]. Many addi-
tional scholarly monographs, collections and articles speak to specific forms of
terrorism or specific instances of it. A few journals devote themselves particularly
to the subject, notably including Terrorism and Political Violence. Several com-
pendia document recent terrorist events, including several iterations of the data set
International Terrorism: Attributes of Terrorist Events, which contributes to nu-
merous systematic studies [17]. The Rand-St. Andrews Chronology of Terrorism,
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also iterated, is another frequently employed compendium [18]. Government re-
ports and individual political commentaries are too numerous to mention.

The term "terrorism" is generally employed today to denote fearful violence
inflicted for explicit political purpose. There is disagreement about what else, if
anything, to include under the label. Consensus upon a strict definition exists
among most scholars who study terrorism consistently over time and space [19].
Governments and public commentators, most of whom attend primarily to a few
attention-getting events of the moment, do not necessarily agree. Some seek to
excuse some actions that they prefer not to call "terrorism". Others conflate ter-
rorism done for political purpose with other forms of reprehensible violence with-
out regard to motive or long-term effect. Broad and behaviorally inconsistent defi-
nitions are potentially misleading.

It may not be surprising that interested parties in government and the public
frequently confound terminology in discussion of terrorism. The label "terrorism"
itself has practical consequences. To call another a "terrorist" is to name an out-
cast, given traditional prejudice against the word. To call a terrorist by another
name—perhaps "freedom fighter"—grants superficially greater political and moral
legitimacy. Whether or not to attribute an event to terrorism may even affect
whether or not insurance policies that exclude acts of terrorism will compensate
for losses [20].

It is also not surprising that some interested parties conflate terrorism with
other acts of violence. Terrorism is merely one of several forms of violence that
threaten ordered societies. Others of these, including simple criminality, may be
even more widespread. The physical effects of violence are damaging no matter
the cause. It is tempting to clump all bad things together in hope of addressing
them all at once.

Conflating terrorism for political purpose with other forms of violence may
be seriously misleading. The motives of terrorism, guerrilla warfare, simple crimi-
nal violence, and psychopathology are presumably different. The terrorist seeks
primarily symbolic political effect. The guerrilla warrior seeks, along with other
things, to sap the strength of established security forces by unconventional means.
The simple criminal presumably inflicts violence incidentally in pursuit of per-
sonal material gain. The psychopath may have no comprehensible reason at all.

In addition, the more broadly is terrorism defined, the less clear it is how to
counter it [19]. Counter-insurgency warfare against guerrillas has well-developed
doctrine and training. So does criminal justice and peace officer training. Psychia-
trists possess their own theory and methods for dealing with irrationally destruc-
tive personal behavior, if given the chance. These are different from each other,
however and none is sufficient to the special requirements of curbing politically
motivated terrorism. The methods that one can and ought to use in response to
each are not identical. Martial law and other suspensions of political liberties may
be tolerable in the face of guerrilla warfare but are seldom politically or morally
acceptable in response to mere terrorism. Counter-threats directed primarily to
personal material interest are largely wasted upon the terrorist; he seeks more than
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just tribute. On the other hand, appeals to political interest and principle are largely
wasted upon both the criminal and the psychopath.

The purpose of this chapter is briefly to elaborate and extend contemporary
theory of terrorism in order to facilitate comprehensive discussion of technology
within terrorism and counter terrorism. Technical literature abounds, especially
relating to particular technologies, and especially relating to especial needs of law
enforcement and military defense. Very little has been done since Wilkinson [21]
comprehensively and explicitly related technology to terrorism, strictly defined.

For present purposes, the term "terrorism" is defined strictly and in accor-
dance with present scholarly convention. "Terrorism represents a publicized pro-
gram of episodic violence targeted upon non-combatant persons and property for
purpose of affecting political attitudes and behavior". Publicity is essential to ter-
rorism's purposes, even if limited to word of mouth, in order to communicate de-
mands and to signal accomplishments. Terrorism normally involves a succession
of destructive events. It is difficult to change attitudes and behavior by means of a
single isolated act. At the same time, it is customary to distinguish episodic terror-
ism from continuous military campaigns, including strategic bombing of civilian
targets during World War II and other major wars. Terrorism is further distin-
guished from guerrilla warfare and conventional military operations that target
soldiers and other recognized combatants. Terrorist violence aims ultimately to
affect public policy and governance and not necessarily other matters. It aims to
do so by changing attitudes and behavior among immediate and secondary wit-
nesses, primarily through intimidation.

Why Terrorism?

Terrorism is by definition a tactic undertaken for strategic political effect. It
helps to think like a terrorist in order to comprehend the political context within
which the terrorist operates. Politics generally resembles a strategic game whose
outcome rests upon interdependent choices among two or more parties. Parties to
politics may include individuals, governments, or other organizations, depending
upon circumstances. Politics further involves a bargaining process, not necessarily
peaceful, in which parties attempt to influence one another's choices [22]. One
may seek to induce another to act in ways he did not originally intend. Alterna-
tively, one may seek to deter another from doing what he planned. Various general
strategies are available for this purpose, including argumentation (both affirmative
and negative), reward, promise, punishment and threat. Several instruments are
available to suit each of these strategies.

Terrorism is one of many instruments that may be employed in an attempt to
change political behavior by the application of punishment and threat. It is an in-
termediate technique in the spectrum of violence. It is more destructive than most
strikes and other demonstrations, less damaging than most conventional military
campaigns. The deadly logic of terrorism relies upon the insight that death and
damage inflicted upon non-combatants may demoralize observant citizens and
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government officials, undermine support of established leaders, and eventually
lead to change of policies or governments. He who resorts to terrorism may also
employ other instruments at other times, including conventional military force if
he is able. The terrorist presumably employs terrorism because it suits his purpose
and is consistent with his abilities.

A terrorist attack constitutes a non-verbal signal intended primarily to con-
vey an intimidating message to particular audiences. Any such act demonstrates
ability and willingness to behave destructively. The magnitude of an attack further
signals terrorist strength [23]. Apparent strength implies ability to conduct more
attacks in future.

A terrorist attack may intend to send a signal to any of several audiences for
any of several instrumental purposes. It may be employed in an attempt to demor-
alize agents of an established government, including the wave of assassinations
inflicted upon village leaders within South Vietnam during the late 1950s by op-
position groups associated with the Viet Cong. It may be employed in an effort to
undermine public support of a government by demonstrating that government's
inability to protect its citizens. This is a frequent aim among insurrectionist
movements now and in the past. It may be employed abroad in order to discourage
foreign support for domestic policies and governments, including Palestinian at-
tacks within Europe from the 1960s onward aimed to coerce change in foreign
support of Israel. It may be employed in order to attract new adherents to one's
own cause by demonstrating will and capacity for action. This presumably was an
important purpose of the Boston Tea Party of 1773. It may be employed in order
to reinforce commitment among one's own followers and to forestall decay of
organization due to inaction. One suspects that was one reason why the Provi-
sional Irish Republican Army broke so many truce agreements in Northern Ireland
during the 1980s. In practice, the signal represented by a terrorist attack may reach
several audiences at once and may serve more than one political objective.

Terrorism is not necessarily best for all purposes, however, and some ter-
rorists may wish to employ more powerful instruments instead. Guerilla warfare
targeted upon security forces is sometimes an alternative to terrorism targeted
upon non-combatants, if one is able to do it [24, 25, 26]. Guerrilla warfare impacts
governments directly and may precipitate swift change of policy. The devastating
attack upon U.S. Marine barracks in Beirut in 1982 by Islamic militants led to U.S.
withdrawal a few months later. The problem with guerilla warfare is that it usually
requires more resources, more skill, and more organization than does a mere ter-
rorist campaign. The targets of the guerrilla are at least supposed to be prepared to
fight back.

Conventional military force is even more effective for some purposes [27,
28]. Terrorism does not work well to gain and retain control of territory. It may
help to undermine existing authority but does not immediately establish new
authority, any more than does guerrilla warfare. In order to control territory, the
terrorist and the guerrilla are both advised to turn to conventional military force, if
they are able to do so [29]. Terrorism is not even the best means for inflicting
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maximum physical damage. The physical consequences of a terrorist attack are
frequently small, temporary and uncertain compared to what may be achieved by a
conventional military operation. Conventional military force, of course, requires
even more resources than does guerrilla warfare; many terrorists refrain from it
more from weakness than preference.

The terrorist may also wish that he could rely upon less destructive instru-
ments, including peaceful methods of coercion. Terrorism, to the extent that it is
physically successful, damages persons and property that the terrorist might prefer
to remain intact if he becomes politically successful. Moreover, practice of terror-
ism frequently prejudices claims of moral legitimacy on behalf of the terrorist's
demands for change. Some terrorists resort to terror in sadness as well as anger,
convinced that less violent means alone will not produce desired political effects.

Who Are Terrorists?

Individual agents execute most terrorist operations. The individual who
pulls the trigger or plants a bomb is not necessarily fully aware of the strategic
purpose that directs his actions. The primary terrorist, often behind the scene, is he
who purposefully employs and directs individual agents and operations.

Serious terrorists are generally well known. Terrorism is a public activity. It
is not and cannot be entirely clandestine. The terrorist may seek to hide the time
and place of planned attacks and may also try to obscure the names of his individ-
ual agents. The event itself cannot be secret because terrorism must be visible in
order to terrorize. The authority and purpose behind terrorist attacks must also be
apparent in order to influence attitudes and behavior in desired directions.

Political conditions that give rise to terrorism are also usually obvious and
typically involve conspicuous, although controversial, claims of injustice. Most
who embrace terrorism do so on the basis of dire expectations. They do not like
the way things are and despair of other means to affect the future. Those who see
themselves as revolutionaries, leaders of resistance, or guardians of declining or-
der are especially likely to resort to terror. It is a conscionable instrument among
some who are dispossessed, disadvantaged, or downtrodden [30]. It is also occa-
sionally appealing as a last resort to beleaguered authorities that are desperate to
extend or hold onto power.

Terrorists are comparatively weak in most cases and often embrace terror-
ism because they are not strong enough to do things differently. They are able to
inflict episodic damage but are usually deficient in constructive power and com-
pelling authority [31]. Dominant parties associated with the established order may
rest upon their laurels. The wealthy may buy change. Powerful authorities may be
able to sustain conventional military campaigns. Those known to be strong may
get their way merely by threatening military action. The terrorist often resorts to
terror because he is unable to employ effective alternatives. Terrorist tactics are
comparatively easy to execute and involve comparatively small risks if one has
little to lose from retaliation.
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Terrorists are not new. Nor do they always serve unworthy purposes. Jewish
Zealots employed terror in an effort to resist Roman policies within Jerusalem and
other parts of Palestine two thousand years ago. Terrorism erupted after Roman
edict of direct taxation at the beginning of the present era and persisted at least
until the fall of Masada decades later. The American Revolution began with ter-
rorism, including the destructive but not lethal Boston Tea Party of 1773. Ethan
Allen and the fabled "Green Mountain Boys" behaved as little more than terrorists
during their 1775 rampage across New York and southern Canada although they
occasionally also attacked lightly defended British military installations. The mod-
ern state of Israel grew out of terrorism. The Irgun and other Jewish groups vio-
lently resisted British administration of Palestine before and after World War II,
including attacks upon property and persons that served or supported British
authority. Some Arab Palestinian groups did similarly at the same time. Growing
strength allowed Jewish nationalists to develop also conventional military units by
1948; these were subsequently incorporated within the Israeli Defense Force after
independence.

Many well-known parties employ terrorism today and did so in the recent
past. Notable recent terrorists include agents for numerous non-governmental or-
ganizations. Among these are: various Palestinian entities such as the Popular
Front for the Liberation of Palestine and Al Fatah; the Kurdish Workers' Party
within Turkey and Iraq; Sikh nationalist organizations within the Punjab and other
parts of India; and the Provisional Irish Republican Army acting within Northern
Ireland and England. No short list can do justice to the whole. Various "watch
lists" distributed by the Federal Bureau of Investigation and other U.S. intelligence
agencies identify thousands of political organizations connected to terrorism today
and denote hundreds that deserve constant attention.

Some terrorism is popularly attributed to particular individuals. Osama bin
Ladin, an exiled Saudi who took refuge in Afghanistan, is frequently mentioned in
this regard. Strictly personal terrorism is uncommon, however. It is difficult to
sustain a program without durable organization. It is difficult to effect important
political change if others interpret violence merely as personal vendetta. Effective
terrorist leaders typically portray themselves as representatives of conspicuous
groups and movements. Usually they are.

Some governments also contribute to terrorism, although more sponsor it
indirectly than employ it directly. Most refrain from conspicuous involvement in
terrorism, either because they have no need for it, do not approve of its methods,
or fear retaliation. Governments that employ terrorism directly and conspicuously
are often comparatively weak and insecure. A few employ terror against their own
peoples in effort to consolidate power, as did France's Committee of Public Safety
in the 1790s. Others terrorize their own in an effort to forestall collapse, as did the
government of Mohammed Reza Shah Pahlavi in Iran prior to its downfall in
1979. Some employ terror against hostile neighbors or other foes for ostensibly
defensive purposes. Modern Israel since 1948 has periodically attacked non-
combatants within Jordan, Lebanon and elsewhere. A few others occasionally
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employ terrorism for blatantly coercive purposes, including Libya within Chad
during the 1970s and 1980s.

COUNTER TERRORISM

Counter terrorism attempts to negate terrorism. Of necessity, it is as old as
terrorism itself. Governments and other established authorities threatened by ter-
rorism have each relied upon it for thousands of years. Many have cooperated with
one another for this purpose. The international community as a whole took notice
at least as early as 1934 when the League of Nations established the Committee
for the International Repression of Terrorism.

Counter terrorism resembles terrorism in a few respects. Both involve pro-
grams of action and not merely singular acts. Both counter terrorism and terrorism
depend upon political influence, not merely physical prowess. In order to fully
prevent terrorism one usually has to influence the terrorist to choose to stop. Both
usually require institutional organization, perhaps counter terrorism even more
than terrorism. Effective counter terrorism typically requires large social invest-
ments and political programs beyond the reach of most small groups. In many
cases, only strong governments are empowered to do counter terrorism well.

In some other respects, counter terrorism represents the opposite of terror-
ism, including who is most likely to undertake a serious counter-terrorist program.
While anyone who fears to be a target may worry about terrorism, those with most
to lose are most likely to do something about it. Thus counter terrorism is usually
associated with those privileged to take comfort in the present social and political
order. The counter-terrorist typically represents the established order of monetary
wealth, property, political power and policy within and among societies. This is
opposite to the typical terrorist distressed and dissatisfied by the present state of
order.

The tactical and political objectives of counter terrorism are also opposite to
terrorism. The tasks of counter terrorism typically emphasize defense, not attack,
and deterrence, not inducement. Defense in this context involves protection of
specific persons and property in order to defeat a terrorist operation underway.
This usually includes physical security, either passive or active, connected to spe-
cific sites. The focus of concern is the terrorist agent and the weapons in his hands.
Physical security alone is usually insufficient unless protective devices provide
broad shields, are omnipresent, and perfect. The terrorist has many potential
weapons from which to choose, many potential targets from which to select, and
many ways to get around incomplete defenses.

Deterrence aims to dissuade the terrorist from commencing an attack [32].
Assuming that a terrorist resorts to violence deliberately as a means to a political
end, and assuming that defense is uncertain, it makes sense to try to influence the
terrorist either to abandon his political objectives or choose less destructive meth-
ods. Deterrence does not necessarily require physical action by the counter-
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terrorist although it often includes such. The primary focus of concern for deter-
rence is the primary terrorist who directs agents for a purpose.

Counter terrorism occasionally includes pre-emptive attacks upon known
terrorist bases, usually for purpose of deterrence. Such operations rarely expect to
eradicate terrorist capabilities, something virtually impossible to accomplish
against dispersed and easy-to-replace agents and weaponry. Attacks upon terrorists
usually aim merely to punish and by punishment to deter future terrorist opera-
tions.

An important question to answer before devising any counter-terrorist strat-
egy is whether one objects more to terrorists' methods or to terrorists' political
objectives. If one particularly deplores violence, one way to limit it is to accom-
modate all or part of terrorists' demands. Appeasement works, up to a point, de-
spite a bad name earned following the Munich Conference of 1938, provided that
one is willing to accept the ultimate political results. If, on the other hand, one
objects most to the substance of terrorist demands, some terrorism may be an ac-
ceptable price to pay for standing up for one's own political principles.

Another question is to what extent to rely upon defense and to what extent
upon deterrence. Strong defense against terrorism does not necessarily imply ef-
fective deterrence, nor vice versa. Defense against terrorism is almost invariably
probabilistic. Some defenses may protect some sites some of the time. Few known
defenses are sufficient to protect all potential targets against all potential weapons.
Further, most terrorists know that it is not necessary to succeed in every instance
in order to inflict terror overall. Terrorists, therefore, are generally motivated to
keep trying if at first they don't succeed; and they probably will succeed eventu-
ally. At the same time, deterrence is seldom perfect either, and leaves no immedi-
ate protection when it fails.

Counter-terrorist defense is complicated by problems related to the offen-
sive-defensive balance. The marginal social cost of deploying and maintaining
counter-terrorist devices and procedures often exceeds the cost to terrorists to
overcome those same defenses. The price of full spectrum defense may exceed the
expected value of objective losses likely to be halted. Partly for this reason,
counter-terrorist defense is customarily selective. Wise effort assesses the likeli-
hood of various terrorist possibilities before committing large sums to uncertain
defense.

Deterrence of terrorism is also complicated. The object of deterrence is to
dissuade another party from doing what he intends. This requires a clear and con-
sistent signal regarding what another ought not to do. Generally, the more broadly
deterrence is aimed, the more diffuse is the signal. Diffuse signals are usually less
effective. Unfortunately, assuming that another party has many alternatives from
which to choose, selective deterrence may prevent one bad outcome but fail to
prevent other undesirable results. Reliance upon deterrence is thus doubly risky:
deterrence may fail outright; or deterrence may succeed narrowly but undeterred
alternatives prove unfortunate, too [33].
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Selective deterrence involves difficult choices regarding what to deter and
what to tolerate. Some sorts of violence may be judged most needful to prevent,
including against certain targets using certain awful weapons. Assuming that the
terrorist's will to do violence may find an outlet somewhere, it may be necessary
to leave some targets at risk in order more effectively to deter attacks upon targets
that one worries most about. Worse yet, as Enders and Sandier [34] report upon
basis of systematic study of terrorist events, terrorist's alternatives are demonstra-
bly substitutable: improvement in deterring one type of terrorist attack is associ-
ated with increased likelihood of other forms of attack.

Another issue in deterrent strategy concerns where to concentrate influence
within the terror process. One may try to persuade a potential terrorist that his po-
litical aims are unworthy or lie beyond reach by any means. One may try to un-
dermine confidence in ability to do damage. One may attempt to convince a po-
tential terrorist that he cannot gain specific benefit from damage as he admittedly
can inflict. Or one may seek to assure a potential terrorist that his destructive acts
will result in unacceptable retaliation [35]. The ultimate objective remains the
same at each step of the process: to influence would-be terrorists to refrain from
terrorism. Methods of imparting influence differ, however.

In sum, counter terrorism is generally more difficult to accomplish than to
arrest mere criminal violence. For one thing, the criminal seldom chooses targets
indiscriminately. He usually attacks where money is. Sadly, even sophisticated
counter-terrorist strategy may not suffice to prevent destruction owed to seemingly
irrational personal impulses, including bombing of the U.S. Federal Building in
Oklahoma City in 1995 by Timothy McVeigh, and violence inflicted by the "Un-
abomber," Theodore Kaczynski.

TECHNOLOGY AND TERRORISM

Technology shapes terrorist events. Terrorism is initiated for political rea-
sons and political consequences are ultimately paramount. Nevertheless, the po-
litical path from start to finish is restricted by available technologies. Many recent
and sophisticated technical advances enhance horrible possibilities of terrorism,
including advanced munitions, energy devices, chemical, biological, radiological,
or cyber-weapons. Some of these potentially could do extraordinary harm whether
employed as weapons of mass destruction or as weapons of mass disruption to
disarray the infrastructure of a society [36]. The danger of immediate super-
terrorism based upon such new technologies is real but improbable compared to
the virtual certainty that ordinary terrorism will persist [37]. The substratum of
widely installed technologies guides ordinary terrorism most of the time. The ter-
rorist, by and large, is more imitative and habitual than technically imaginative
[38, 39]. To this day, most death and destruction due to terrorism results from
knives, guns and simple bombs. The savvy terrorist and the prudent counter-
terrorist both recognize ordinary technologies that determine what is practical for
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each. Readily available technologies have improved with time although they usu-
ally lag behind the latest laboratory developments. A contemporary terrorist is able
to do things that his predecessors found impractical or did not imagine.

Technology ordinarily relates to terrorism in at least three ways, all of which
have changed over time: 1) Weapons technology produces implements that ter-
rorists may use. 2) Transportation technology limits the speed, distance and mag-
nitude of terrorist operations. 3) Communications technology also governs the
speed and distance of political effects.

1) The terrorist usually employs readily available and easily controlled
weapons. By and large, he adopts new weapons technologies belatedly, after
military, commercial and sometimes even criminal uses are established. The ter-
rorist prefers simple and familiar weapons for several reasons. They are often
readily available. Most are comparatively inexpensive. Less complexity predicts
greater reliability. Often used weapons are frequently small, portable, easy to hide
before the event, disposable, do not require great skill among agents to prepare or
use, and have long records of accomplishment.

For centuries, most terrorists relied primarily upon the knife. Zealots used
knives to kill prominent citizens at public gatherings in Jerusalem and other cities.
The knife remained the preferred implement of terrorism until the 19th Century.
Guns existed long before most terrorists began to use them. Guns appeared occa-
sionally during the American Revolution and the 1790s Reign of Terror in post-
revolutionary France but were not commonly used in terrorists' hands until a half-
century later. Rapid-fire hand weapons date from the late 19th Century but were
not commonly employed for terrorism until well into the 20th Century. Indeed,
some devices such as the sub-machine were used for criminal purposes even be-
fore many terrorists adopted them. Fully automatic weapons did not become fre-
quent tools of terror until the 1960s or later, depending upon locality. Now, of
course, fully automatic rifles and handguns are widely employed.

The story of explosives follows a similar course. The gunpowder bomb is as
old or older than the gun itself, was used for military purposes from the beginning,
but did not find much employment among terrorists until the 18th Century. Most
subsequent developments in explosives were also long known before finding use
in terrorism. Nitroglycerin, picric acid and combustible derivatives of petroleum
were commonly available before Anarchists employed them across Europe in the
late 19th Century. Dynamite was invented by Alfred Nobel in 1866, quickly found
both military and commercial applications, and eventually appeared as a frequent
terrorist weapon at the beginning of the 20th Century. Other high explosives, in-
cluding trinitrotoluene (TNT) followed with similar delays. Most recently, plastic
explosives have belatedly appeared in terrorist use. To this day, however, many
important terrorist bombings rely upon old-fashioned technologies, including the
so-called "fertilizer bomb".

Poisonous and infectious chemical-biological-radiological (C.B.R.) agents
developed as military weapons during the 20th Century also have terrorist potential
but are seldom used for this purpose. Some chemical weapons have been em-
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ployed on battlefields from World War I to the Persian Gulf War of the 1980s. A
few chemical agents are widely available. None is ordinarily used in deliberate
attacks upon civilian targets for purpose of inflicting terror. Attacks such as un-
dertaken by Aum Shinrikyo (Sacred Truth) using sarin nerve gas within a Tokyo
subway in 1995 are very rare. Most C.B.R. agents have technical disadvantages as
weapons for any use, including terrorism: most are difficult to transport; many
have uncertain reliability; and nearly all are difficult to control in use.

Some governments also routinely equip military forces with deadly and far-
reaching weapons systems capable of instilling terror by bombing or bombarding
civilian targets. So far, most governments refrain from using such weapons except
in conjunction with major military campaigns. Threats of nuclear attack upon cit-
ies, the basis for contemporary nuclear deterrence, are especially horrifying. Nu-
clear weapons, although now available in several forms to several governments,
have not ever been employed since Hiroshima and Nagasaki at end of World War
II. Conventional munitions delivered by tanks, long-range artillery, bomber and
fighter-bomber aircraft, sub-sonic and ballistic missiles are also frightening. Ci-
vilians sometimes suffer incidental damage from such military weapons aimed
primarily at combatants. Sometimes civilian damage appears to be more than inci-
dental. Nonetheless, governments seldom admit to deliberate invocation of terror
except in wartime, and not always even then. Most have too much to lose from
retaliation in kind.

2) Technology of transport also makes a difference. Historically, terrorism is
mostly local. Terrorist agents traditionally strike close to home although, increas-
ingly, some also undertake operations far away. Advances in the speed of personal
transportation facilitate extended reach of terrorism. In principle, a contemporary
terrorist agent could travel to a target thousands of miles away in less than a day,
complete his mission, and return at similar speed. Some do. This has become pos-
sible only recently. From earliest civilization until little more than 200 years ago
the speed of long distance transport was generally limited to no more than four
miles per hour. Men on foot or horses normally go no faster than this, nor did most
sailing ships until the late 18th Century. The pace of transport in some parts of the
world increased by an order of magnitude during the 19l Century with introduc-
tion of railroads and fast steamships. Automobiles and trucks built upon the inter-
nal combustion engine, introduced in the 20th Century, helped to reach places not
served by railroads. The airplane, also introduced in the 20th Century, increased
maximum speed of personal transport by another order of magnitude. At the be-
ginning of the 21sl Century a terrorist agent relying upon commercial and/or gen-
eral jet aviation can travel between major cities around the world hundreds of
times faster than his 18th Century predecessors. One cannot reach all points of the
globe so rapidly. Some locations, including many rural areas of the world, remain
beyond the immediate reach of recent technologies.

Ease of moving weapons has not necessarily kept pace with improvement of
personal transport. Terrorists traveling by commercial air must usually rely upon
weapons cached or found at or near the scene. Personal weapons and other light
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arms are otherwise mobile but usually move at land- or sea-speed when carried
over appreciable distances. Long-range transport of heavy weapons is and always
has been difficult except for the military forces of a few countries. These techno-
logical limitations restrict terrorists' choice of weapons and reinforce tendency to
rely upon small arms and locally available explosives.

3) Communications technology is also significant to both tactical and strate-
gic aspects of terrorism. Tactical communications between the terrorist and his
agents, as well as communications among agents if there is more than one, are
necessary to execute most effective attacks. Strategic communications, both verbal
and non-verbal, are essential to the political purposes of terrorism. The terrorist
must signal responsible parties what he demands as condition for ending terrorism.
Violent actions must be reported beyond the immediate scene if terror is to spread.
The terrorist needs also to signal his accomplishments to present and prospective
supporters in order to maintain and build his organization. Verbal communication
is not necessarily required in every instance and at every step of the way provided
that sufficient ground is previously established to be confident that non-verbal
signals will be interpreted as one desires. For example, the terrorist does not nec-
essarily announce a public claim of responsibility for each and every atrocity he
commits [40]. Some form of communication, verbal or non-verbal, is always es-
sential, nonetheless.

Advances in communications technology have enabled more complex and
more far-reaching terrorist campaigns than previously practical. In some instances,
technology now permits orchestrated terrorism where previously it was impossi-
ble.

In 1840-41, small units under U.S. Navy Lt. Charles Wilkes, commander of
the United States Exploring Expedition repeatedly attacked and destroyed villages
in the Pacific, including Fiji, Samoa, and Drummond Island in the Gilberts. Super-
ficially and in hindsight this might appear to constitute a conscious campaign of
political terror directed by the U.S. government. It was not and could not be.
Communications technology of that day permitted no quick means to communi-
cate with ships at sea and Wilkes remained entirely out of touch with Washington
most of this time. The U.S. Exploring Expedition set out in 1838 to investigate the
rumored existence of Antarctica and returned in 1842 after also surveying the
North American coast and visiting various unfamiliar places in the Pacific. The
Secretary of the Navy initially directed the expedition, when in contact with native
populations, "to appeal to their good will rather than to their fears." Ensuing vio-
lence reflected mostly personal motives, including efforts to bring alleged canni-
bals to justice and reprisal for theft and injury inflicted upon members of the expe-
dition who, among other things, seized artifacts that later became the foundation of
the Smithsonian Institution collection. Wilkes was belatedly brought to court-
marshall for exceeding instructions after return of the expedition in 1842 and after
men under his command reported what had been done. He was eventually acquit-
ted of all charges relating to mistreatment of civilians and retained his commis-
sion.
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Critical dimensions of communications technology affecting terrorism in-
clude the range, speed, and carrying capacity of signals transmitted via particular
media. Dramatic advances in communications technology over the past century
and a half permit the terrorist to convey messages further, faster, and with more
content than before. As is true of weapons and transportation, installed technolo-
gies matter most. The terrorist usually relies upon widely available communica-
tions media.

Until the 1840s, with few exceptions, no message traveled faster or further
than the pace and range of human transport. In effect, nearly all communications,
including tactical communications, signals of terrorist demands and news of ter-
rorist attacks, used to be limited to word of mouth and hand-carried paper. Excep-
tions generally had limited applications. The "ancient telegraph"—smoke-signals
relayed from hilltop to hilltop—known at least as long ago as 5th Century B.C.
Greece, conveyed little information, worked only in presence of appropriate hill-
tops, and only for those who controlled the hilltops, which terrorists seldom did.
Pigeons and other trained birds occasionally were employed for centuries to carry
bits of information, including first news to London of Wellington's victory at the
Battle of Waterloo in 1815, but also saw limited use for obvious reasons relating
to reliable range and carrying capacity.

The bulk of information still travels at human pace, although that pace is
faster now than it once was. Some new technologies have increased carrying ca-
pacity of long-distance communications without breaking the human speed bar-
rier. Printed media, including books, magazines, and newspapers, as well as
ephemeral publications such as newsletters, are more numerous due in part to
computer-assisted design and production. As a result, more is put to print than
previously and the terrorist has more opportunities to make known his demands
and accomplishments, provided that his intended audience identifies his signal
within the burgeoning noise of numerous other messages.

Other technologies newly available in the late 20th Century provide addi-
tional channels to transmit large amounts of information, including audio, video,
and data tape, plus parallel disk media. The Iranian revolutionary movement in-
spired by the Ayatollah Khomeini that toppled the Shah in 1979 relied in part upon
audio cassette tapes dispatched from Paris in order to direct agents and other fol-
lowers within Iran.

The velocity of some communications increased significantly in the latter
half of the 19th Century. Invention of the telegraph in 1844 provided the first reli-
able means to send signals more rapidly than human transport over long distances.
Bandwidth was limited. Messages could travel fast only where wires existed and
these initially followed railroad lines. Telegraphy across large bodies of water was
enabled only decades later. The telephone, introduced in the late 1870s, improved
upon the telegraph in some respects, including ability to carry more information,
but was also limited at first to land-wires. The radio-telegraph, invented in 1895,
reduced dependence upon installed wiring but was initially limited to use between
designated facilities, including, for the first time, instantaneous communication
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with some ships at sea. These technologies at first conferred more tactical benefit
upon governmental counter terrorism than upon insurgent terrorism. 19th Century
terrorists, by and large, did not control these media. Terrorists gained some benefit
in spreading terror from early use of telegraphy and telephony among some urban
newspapers that used these new devices to acquire information more rapidly than
before. Once in print, however, newspapers reached the public little more rapidly
than before.

Broadcast technology introduced in the 20th Century expanded the scope of
rapid communications but initially remained outside direct control of most terror-
ists. Commercial radio and, more recently, television permit the terrorist to convey
political messages rapidly to distant audiences, provided that he can cause the
broadcaster to transmit his message. The graphic content of television is particu-
larly helpful to spread terror if one can exploit it.

Today's internet connections among computers and telephonic facsimile
transmission provide additional high-speed channels to transmit both words and
images. The rapidly growing internet facilitates several forms of instantaneous and
far-reaching communication, including point-to-point transmission via electronic
mail and largely self-regulated global broadcasting via the World Wide Web.
Some contemporary terrorists employ the internet for these reasons. "Fax" trans-
mission is not necessarily so versatile but also finds use for some point-to-point
terrorist communications.

Terrorists generally rely upon publicly available technology for communi-
cation just as they do with regard to weapons and transport. In principle, public
access to fast moving and content-rich communication is now available through
several channels throughout most of the world. In practice, the effective speed,
range and carrying capacity of public communications varies greatly for different
purposes and from place to place. Telephone and e-mail are more or less instanta-
neous and are widely available but do not provide satisfactorily secure media for
tactical messages to and among terrorist agents. For political purposes, including
dissemination of reports of terrorist attacks, most terrorist signals still follow cir-
cuitous paths through multiple media before reaching all of their intended audi-
ences, including transmission and retransmission via radio, television, and news-
papers. Nor do advanced communications presently extend to all localities, espe-
cially not to rural areas within developing societies. It is not accidental that terror-
ist attacks appear to congregate within and near major cities today. Not merely do
cities include many inviting targets; reports of violence spreads further and faster
out of major cities that are directly connected to global communications networks.

Interconnected urban mass media are especially important to the contempo-
rary terrorist. For political purposes, the terrorist now depends greatly upon the
journalist to help convey his signals. This does not imply that journalists-necessar-
ily subscribe directly to terrorists' purposes. It is, and generally recognized as a
symbiotic relationship [41]. Journalists report "news". "News", according to a
widespread bias within modern journalism, necessarily includes threats of political
violence and, especially, violent political events themselves. The terrorist makes
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"news", partly but not merely in order to stimulate journalistic reports of what he
wants and what he has done. Images and words emanating from an observant re-
porter may reverberate widely once transmitted and re-transmitted among radio
stations, television stations, newspapers and other mass media, many of which
pluck "news" from one another as well as from their own proprietary reporters.
The web work of modern journalism penetrates more corners of the globe today
than in the past. It now extends among most major cities of the world although it
does not necessarily extend everywhere into the countryside. It is now practical in
some cases for a terrorist to attack close to home, confident that word will get out,
in order to terrorize far away; or vice versa. This is the most important meaning of
the current catch phrase "global terrorism".

COUNTER TERRORISM AND TECHNOLOGY

Counter terrorism depends upon technology in order to deter as well as to
defend against terrorism. The counter-terrorist benefits from many advances in
technology, sometimes more quickly than the terrorist. Some governments may be
able to mobilize new devices and procedures not yet generally available for public
use. Generally speaking, however, most successful counter-terrorist strategies rely
primarily upon widely disseminated technologies. This applies similarly to weap-
ons, transport and communications.

Effective counter terrorism faces a broader challenge than does terrorism.
The terrorist may choose where, when and how to attack. The counter-terrorist
must prepare to defend any likely target at times and by means of the terrorist's
choosing without knowing in advance what the terrorist will choose. He must try
to deter many possible actions, not merely one. Ideally, counter terrorism is omni-
present because there are many potential terrorists to deter and many potential
targets to defend. This is practically impossible, if only because it is too costly to
achieve. Focused effort and widely available methods are at least as valuable to
the counter-terrorist as the terrorist.

Technical requirements of defense and deterrence are not necessarily identi-
cal. For purpose of defense, the counter-terrorist wants to stop the terrorist from
completing destructive operations. The first line of defense is to eradicate or incar-
cerate all prospective terrorists. This is more easily said than done in any morally
or socially acceptable way. The second line of defense is to deny to terrorist agents
access to things that they need to do their deeds, including weapons, transport, and
tactical communications. It is sometimes possible, within limits, for governments
to deny access to some advanced technologies that are not yet available for public
use. Secrecy and physical security are the primary instruments for this purpose.
The United States government and most other nuclear powers treat information
relating to nuclear weapons technology as restricted data and prohibit dissemina-
tion. Advanced military weaponry, transport and communications devices are usu-
ally stored under heavy guard. It is more difficult to deny access to publicly avail-
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able weapons or other technologies although magnetic security gates and other
familiar second line defenses are deployed for precisely this purpose. The third
line of defense is to arrest a terrorist operation at the scene, hopefully before de-
struction is fully unleashed. This necessarily involves physical security. Many
devices, new and old, are potentially helpful. The challenge of physical security
includes more than merely to invent appropriate techniques. It is also to deploy the
right devices at the right place at the right time, along with personnel to employ
them, properly trained in their use. Advanced defense technologies that are not
ordinarily widely distributed are especially difficult to deploy in timely fashion.

The technical requirements of deterrence depend in part upon what strategy
of counter terrorism one pursues. Many deterrent strategies require more than
mere technical proficiency and depend also upon propaganda, diplomatic skill,
and expenditures for other than defense. In order to convince terrorists to abandon
their objectives as hopeless or to persuade them that they cannot gain specific
benefit from terrorism, one must usually invest in nation-building in order to rein-
force the solidity of established order. Extended deterrence of terrorism aimed at
change abroad may require foreign aid to assist nation-building within vulnerable
societies. Technical requirements for undermining terrorists' confidence in ability
to inflict damage are similar to those required for effective defense. The additional
requirement for this purpose is to publicize the efficacy of those defenses. Unfor-
tunately, publicity may assist the terrorist to identify ways to avoid existing de-
fenses. As a result, the counter-terrorist sometimes knowingly weakens defense in
effort to strengthen deterrence. Technical requirements for a strategy of retaliation
against terrorists and terrorist agents are at least as onerous as those required in
counter-insurgency warfare against guerrillas. This includes capability to inflict
terror upon terrorists. This is sometimes technically more difficult than to terrorize
guerrilla warriors whose more elaborate infrastructure may be easier to locate and
to damage.

An important challenge in devising any counter-terrorist strategy is to an-
ticipate probable events. It helps to identify who are likely terrorists. This is an
intelligence task. Most good estimates depend as much or more upon open sources
of information available to the public as they do upon advanced intelligence tech-
nologies. It also helps to anticipate likely targets and likely techniques of terror-
ism. This is also in part an intelligence task. Success depends in part upon ade-
quate specification of intelligence requirements in advance. Unguided, even the
best intelligence sources and the most sophisticated intelligence methods presently
available, including signals intelligence, are unlikely to provide timely warning of
all impending terrorist attacks. As noted previously, contemporary terrorists usu-
ally select conspicuous targets whose damage or destruction is likely to attract
journalistic attention. In addition, terrorists generally rely upon widely available
weaponry, transport and communications. While it may be prudent to investigate
techniques for dealing with possible but improbable super-terrorism based upon
new technologies, this is not enough [42]. One wants also to find better ways to
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deal with ordinary terrorism, remembering that even ordinary terrorism is usually
more difficult to control than simple criminality.

SUMMARY

Terrorism represents a program of political action by violent means. It de-
liberately inflicts damage upon non-combatant persons and property. Its immedi-
ate purpose is to induce fear among those who witness the events. It ultimately
aims to alter prospective political behavior among immediate witnesses and other
parties. Terrorism differs from superficially similar damage inflicted for other rea-
sons, including criminal violence in pursuit of material gain.

Terrorism is an ancient political instrument used mainly by parties who are
aggrieved by the present political and social order. The issues are usually obvious
and customarily include claims of injustice. The terrorist's methods may always be
unworthy. His ultimate objectives are sometimes admirable. Terrorism is espe-
cially appealing to those who think that they have much to gain and little to lose.
Terrorists customarily represent political organizations that are more capable than
most individuals to sustain a campaign of terror. At the same time, terrorist orga-
nizations ordinarily lack sufficient power to succeed without violence and are also
usually too weak to employ conventional military force.

Terrorism involves non-verbal as well as verbal signaling. The bomb-blast,
the bullet and worse are recognizable symbols of punishment and threat if con-
spicuously coupled to demands for political change. The terrorist depends as much
upon his ability to communicate demands and spread report of his deeds as he
does upon ability to inflict physical harm. Recent advances in international com-
munications help to spread the terrorist's messages widely and quickly. This may
lend the appearance that terrorism is more common today than in the past but that
appearance may be deceiving. The world as a whole is certainly more aware of
terrorism now.

The terrorist's political objectives, as well his immediate tactics, depend
upon installed technologies, including weapons, transport and communications.
Generally speaking, the terrorist relies mostly upon simple and widely available
methods.

Counter terrorism seeks to negate terrorism. It, too, requires political strat-
egy. It is usually desirable to deter as well as to defend against terrorist attacks. In
order to do both these things well one must anticipate likely terrorism because it is
practically impossible to deter all potential terrorists and to defend all possible
targets against all possible forms of attack. Effective counter terrorism, therefore,
distinguishes that which is likely from that which is merely possible. Savvy esti-
mation along this line combines both political and technical analysis. Wise techni-
cal investments in counter terrorism also address likely sources, forms, and targets
of attack as well as help to prepare against the newest but improbable dangers.
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The Group Psychology of Terrorism

Michael A. Diamond
University of Missouri, Columbia, Missouri

INTRODUCTION

Between thirty and forty major armed conflicts take place around the world
at any given instant1. Since 1986 the number of skirmishes has remained constant
according to Volkan in his book Bloodlines: From Ethnic Pride to Ethnic Terror-
ism (1997) [1]. Yet, despite the number of battles holding constant, Volkan ob-
serves that ethnic and religious terrorism is on the rise. "More terrorist attacks are
now carried out by ethnically and religiously inspired groups than by secular
groups or individuals. In 1996 the U.S. State Department reported that attacks
carried out by individuals and groups have overshadowed state-sponsored terror-
ism supported by nations...."

During the past decade, hundreds of thousands of people died in ethnic and
related "large-group" conflicts. According to the Stockholm International Peace
Research Institute (SIPRI), sixty-five thousand people died in the former Yugosla-
via - fifty-five thousand in Bosnia-Herzegovina and ten thousand in Croatia -
since the commencement of armed conflicts there in 1991.

Afghanistan, Algeria, Angola, Azerbaijan, Bangladesh, Burundi, Cambodia,
Colombia, Georgia, Guatemala, India, Indonesia, Iran, Iraq, Israel, Liberia,
Myanmar (Burma), Peru, Philippines, Rwanda, Somalia, Sri Lanka, Sudan, Tajiki-
stan, Turkey, N. Ireland, and Zaire have claimed hundreds of thousands more
lives. Many of these conflicts have taken place within the boundaries of a single

1 According to the statistics of the Stockholm International Peace Research Institute (SIPRI)
in Sweden and the Conflict Resolution Program of the Carter Center in Atlanta.
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country. Hence, they are considered ethnic, religious, and cultural large-group
identity-related conflicts, not national conflicts between sovereign countries."

We begin this chapter with the premise that fewer acts of terrorism today are
confined to state sponsorship and that, increasingly, acts of terrorism are rooted in
ethnic, religious, cultural and nationalistic, large-group identities. In addition, with
the combined ambiguity and vulnerability of nation-state boundaries and affilia-
tions in a global world economy, comprehending the reasons and motives behind
violent large-group membership becomes crucial to resolving inter-group con-
flicts, and ethnic and religious tensions worldwide.

THE CHANGING FACE OF TERRORISM

The face of terrorism is changing. Today, terrorism is associated with public
acts of violence and mass destruction, dramatic public performances intended to
shock bystanders and symbolize a war between good and evil. The timeliness and
relevance of understanding the psychology of large ethnic, religious, nationalistic
and cultural large-group conflicts is unmistakable.

According to Crenshaw [2], the "new" terrorists "seek nothing less than to
transform the world. Motivated by religious imperatives, they are feared by many
observers and bystanders to lack an earthly constituency and thus feel accountable
only to a deity or some transcendental or mystical idea." Many terrorists today, she
points out, are more "inclined to use highly lethal methods in order to destroy an
impure world and bring about the apocalypse - unlimited ends lead to unlimited
means" [2]. Thus the "new" terrorists seek to cause high numbers of casualties and
are willing to commit suicide or use weapons of mass destruction in order to do so
[2]. One only needs to consider the beliefs and concomitant actions of Timothy
McVeigh in the 1995 Oklahoma City bombing of a federal building or Rev. Mike
Bray and the abortion clinic bombings of the 1980s in the U.S.

This chapter examines the group psychology of terrorism. It begins with the
premise that terrorism today is a group activity where members share a common
ideology, group solidarity, and persecutory group identity.

Typically, the group ideology is fundamentalist and homogeneous, a totalis-
tic system of beliefs that governs a way of life, which promotes group cohesion.
Members merge via group solidarity behind the god-like image and grandiosity of
their charismatic leader.

The terrorist group identity stems from a shared subjective experience of
persecution among members of a common ethnic, religious, nationalistic or cul-
tural group. This shared experience and collective memory (what Volkan [1] calls
chosen trauma) fosters shame, anger, and a lethal perception of outsiders. These
toxic sentiments are then fueled and solidified at historical moments of inter-group
tension and vulnerability.

The essence of this bond of persecution symbolizes a shared experience of
unjust treatment by others, specifically those outside of their ethnic, religious,
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nationalistic or racial group. This fear of and hostility toward outsiders may simply
derive from the others' rejection of the group's ideas and belief system, or it may
emerge from the possible threat alleged of outsiders infiltrating and destroying the
large-group identity (as is often the case in ethnic tensions). Inevitably, low group
self-image and resentment for persecution and/or opposition (whether real or
imagined) fosters a social structure of "us against them." The polarization of group
insiders and outsiders is driven by the psycho-logic of large-group identity and
requires further elaboration.

THE INTERNAL PSYCHO-LOGIC OF TERRORIST ACTS

Juergensmeyer [3] observes: "acts of terrorism are usually products of an
internal logic and not of random crazy thinking. These acts of terrorism are done
not to achieve a strategic goal but to make a symbolic statement" For Juer-
gensmeyer what matters to terrorists is the symbolism, the theatrical nature of an
act that draws world attention rather than a well-planned maneuver intended to
defeat the evil enemy.

Ethnic, religious, cultural and nationalistic, large-group affiliations seem to
provoke primitive thinking and extreme emotions, particularly when these groups
contain fundamentalist ideologies and feel threatened and in danger of losing their
common identity. In the minds of extremists, holding onto that identity and pro-
tecting the integrity and preservation of the group are worthy of self-sacrifice and
thereby in the group mind, a threat, real or imagined, justifies violence and may-
hem.

In Lifton's [4] study of Aum Shinrikyo, the Japanese cult that released sarin
nerve gas in the Tokyo subways, he writes: "Any imagined Armageddon is vio-
lent, but the violence tends to be distant and mythic, to be brought about by evil
forces that leave God with no other choice, but a total cleansing of this world.
With Aum's Armageddon the violence was close at hand and palpable." Lifton
continues: "Aum was always an actor in its own Armageddon drama, whether as a
target of world-destroying enemies or as a fighting force in a great battle soon to
begin or already under way. As time went on, however, Aum increasingly saw
itself as the initiator, the trigger of the final event."

Similar to rightist American militia groups, these groups perceive them-
selves as destined to "save the world" and as Lifton points out, they are driven to
do so even if the means necessary to meet their ultimate goal necessitates "de-
stroying the world to save it." And, as is often the case, the vulnerable cult (or
large-group identity) comes to believe in the evil of the other through processes of
demonizing and dehumanizing the other and thereby rationalizing the destruction
of the other as an act of God's will rather than mass killing. Psychologically,
group members perpetrate murderous acts on outsiders when they come to view
the other as non-human objects of evil (such as vermin, pests, and insects).
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Staub [5] among others has noted that underlying the hostility and violence
is a collective self-image of vulnerability. His research indicates in addition to
group vulnerability that the presence of "difficult life conditions" and "certain
cultural and personal characteristics" contribute to violent group activities such as
genocide, terrorism, and ethnic cleansing. Difficult life conditions may include
economic and political problems, crime, widespread violence, rapid changes in
technology, social institutions, values, ways of life, and social disorganization.
These conditions tend to promote feelings of powerlessness and confusion. In ad-
dition, cultural and personal characteristics provide further context for group vio-
lence and encompass low self-concept among group members. The group's low
self-concept and shared feelings of vulnerability then foster ingroup-outgroup dif-
ferentiation ("us and them" mentality), exaggerated obedience to authority (as in
authoritarianism), monolithic (vs. pluralistic) culture, emerging totalitarian or fas-
cistic ideology, and cultural aggressiveness. Staub also suggests that societal and
political organizations with authoritarian and totalitarian characteristics are factors
contributing to group violence.

Violent group members come to view themselves as potentially innocent
victims of the other group's (societal and political institutions) inherently evil na-
ture - the psycho-logic of what psychoanalysts call "projective identification."
Projective identification is a mode of projection in which the subject locates part
of him- or herself in someone else which permits knowing this person to have the
projected attributes. At the same time, the other takes in the projected content to
become like the projection. Controlling others (into which parts of the self are
projected) is central to projective identification. Thus, group members are driven
to act out in some fashion as a reaction to their imagined demise. In the case of
projective identification, group members externalize and project all bad and evil
attributes onto the image of the outsider's group and its leadership. Eventually, the
outsiders are depersonalized and dehumanized in the minds of the insiders. In
some instances, the outsiders react with aggression and violence, which reinforces
one groups' image of the other and ties the volatile emotional knot between them -
the essence of projective identification. And, as is the case with ethnic tensions, a
vicious cycle of conflict is then set in motion with seemingly little hope of finding
a peaceful exit. These are the dynamics of large-group identity.

DYNAMICS OF LARGE-GROUP IDENTITY

While we may prefer to avoid calling these violent acts (such as projective
identification) "mad" or psychotic, we can benefit from exploring the underlying,
primitive, motivating psychological dynamics of large-group identity. These large-
group characteristics do in fact resemble psychotic processes. For example, group
members' devotion to totalistic ideologies and grand conspiracies are typical of
(what psychoanalysts call) paranoid-schizoid processes of splitting objects into
good and bad camps - viewing the world as black or white. Totalistic, absolutist,
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and fundamentalist belief systems require compartmentalization and the psychol-
ogy of splitting.

Group vulnerability and the impulse to act out is then triggered by anxieties
further provoked by difficult life conditions that often reflect poverty and disen-
franchisement; societal-cultural characteristics that foster and reinforce extremist
and conspiratorial belief systems; and relatively recent political changes within the
larger economic and social systems.

Beck [6] argues for distinguishing between the paranoid perspective of mili-
tia groups in the U.S. and mental illness: "The militants confine their conspirato-
rial beliefs to a relatively circumscribed domain: their relation with the govern-
ment and their group. They have normal relations with members of their families
and friends, carry on normal business transactions, and appear rational when testi-
fying in court."

Nevertheless, Beck submits "although there are decided differences between
people who are members of an extremist group and those who are psychologically
disturbed, it is illuminating to examine the similarities in their beliefs and thinking.
The comparison between militant group think and paranoid delusions is useful for
the light it shines on the nature of the human mind and its tendency to create fan-
tastic explanations for distressing circumstances" - what Freud observed as the
human proclivity toward "magical thinking" - a tendency more commonplace in
human groups. My approach to group violence and the development of a deeper
understanding of the group mind or "group-in-the-mind" of terrorists shares
Beck's assumption of a parallel with cognitive, psychotic processes.

Following this line of psycho-logic, Lifton [7] describes the phenomena of
"doubling" and "numbing" in his extensive study of the Nazi doctors and their
culpability for mass killings and genocide. Lifton reports that despite their horrific
and murderous daily chores and the concomitant decision-making responsibilities,
sentencing millions to death in gas chambers and many other millions to die in
labor camps, he found that these same Nazi physicians were capable of carrying
on relatively normal relations with their families - seemingly evil by day and ap-
parently loving by night - a mental feat, he assumed was made possible by a com-
bination of "doubling" and "numbing."

"Doubling" encompasses processes of (what psychologists call) psychologi-
cal "splitting." Splitting describes a process in which the self-in-mind cognitively
and emotionally splits apart good and bad images of the other based upon one's
memories and experiences of the other. It is a form of internal compartmentaliza-
tion and fragmentation of self and other. When internalized splits cannot be con-
tained, the individual self projects, typically, bad images onto the other. This is
what is meant by the psychological concept of projection. Fear, pain, and anguish
often provoke these projections, leaving the self with the internalized good images.
In large groups with common ideologies and emotional cohesion, these projections
are commonplace under stressful and vulnerable circumstances. Numbing indi-
cates a psychological distancing and desensitization of one's actions, despite their
horrific nature. Hence, it is common for a perpetrator of a terrorist group to convey
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that he felt nothing or has no remorse for his actions. His or her commitment to the
grand idea, the ideology, provides a cognitive focal point that takes the self beyond
the present experience of destruction and violence.

Under certain circumstances, joining a group may require relinquishing
one's true self for the group's required ideological cloak, resulting in the perform-
ance of a false self among large group members something akin to Lifton's "dou-
bling." For example, in The Roots of Evil, Staub [5] writes: "The greater the de-
mands a group makes on its members and the more it guides their lives, the more
completely the members can relinquish their burdensome identity and assume a
group identity. However, submerging oneself in a group makes it difficult to
maintain independent judgment of the group's conduct and more problematic to
exert a contrary influence. De-individuation, a disinhibition of the usual moral
constraint on individual action, is a likely consequence. Experiments show that
aggressiveness is increased by conditions that weaken a sense of identity or in-
crease anonymity, such as wearing masks." Stripping individuals of their distinct
individuality and self-identity is correlated with increased aggression and violence.
Group membership is acquired at a rather high cost of individual integrity and
identity to self and much greater price to society in the members' ability to com-
mits acts of murder and destruction without guilt or remorse.

The notion of "de-individuation" here has significance in human develop-
ment. Cognitive and emotional growth and maturity occurs along a developmental
path from infantile attachment (de-individuation) to childhood (early individua-
tion) toward (eventual separation) relative adult autonomy. Hence, de-
individuation signifies a psychologically regressive and backward process taking
hold of the individual in his or her experience of group membership. Members of a
group, when they regress in the face of stressful conditions, come close to experi-
encing their enemy as the original container of un-integrated bad parts (punishers)
of their childhood selves. And as Volkan [1] points out: Such reservoirs typically
contain nonhuman objects, such as a pig for a Muslim child or the turban for a
Christian child. Similarly, adults, when regressed, reactivate a sense of experienc-
ing the enemy as nonhuman.

Surrendering individuality and the capacity for critical judgment may pro-
mote group solidarity and identity while, at the same time, fostering a deeper un-
derlying sense of powerlessness. While the group identity offers the illusion of
compensatory power for its members, it is an illusion that does not solve the
problem of members' deeper feelings of helplessness. Ultimately, this form of
suppression is unsuccessful because powerlessness persists in the group's uncon-
sciousness. Inevitably, group violence is a likely outcome.

Weston's [8] far-reaching study of Yugoslavia, as it was breaking up, pro-
vides a disturbing illustration of psychological splitting and regression within large
(Serbian and Croatian) groups and their leaders' abilities to manipulate and pro-
voke conflict between ethnic groups: "In Yugoslavia we found a strong tendency
toward splitting. Images were split into good/bad and into we/them categories.
Almost everyone idealized their own ethnic group and demonized others. The
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black and white thinking was further encouraged by nationalistic leaders who ac-
tively played on group antipathy, using propaganda aimed at creating fear, rage
and insecurity about people's safety." Slobodan Milosevic was successful at stir-
ring up the hostilities of Serbs in Kosovo and promoting ethnic cleansing in just
this manner. By evoking the collective memory of the 1539 Battle of Kosovo and
insisting to his fellow Serbs that they will never be forced to leave Kosovo, Mi-
losevic solidified the large-group against its neighboring enemy, the Ethnic Alba-
nians in Kosovo.

TERRORISM AS A GROUP ACTIVITY: LARGE GROUP IDENTITY

Ethnic, religious, cultural and nationalistic groups are characterized by ho-
mogeneous subcultures in which psychological and physical boundaries between
and among individual members seem to disintegrate and vanish from conscious-
ness. The terrorist group identity and its concomitant belief system transcend indi-
vidual identity of members themselves. The group and its leadership come to re-
place the ideals, fantasies, and ambitions of individual members. Thus, psycho-
logical processes of de-individuation abdicate power to the group and its leader-
ship through emotional bonds that require intense loyalties and social cohesion.

In his article "The Origins of Ethnic Strife" Firestone [9] writes: "Identifica-
tion with a particular ethnic or religious group is at once a powerful defense
against death anxiety and a system of thought and belief that can set the stage for
hatred and bloodshed. Conformity to the belief system of the group, that is, to its
collective symbols of immortality, protects one against the horror of feeling the
objective loss of self. In merging his or her identity with that of a group, each per-
son feels that although he or she may not survive as an individual entity, he or she
will live on as part of something larger which will continue to exist after he or she
is gone." Joining the group and identifying with its leadership and ideology is a
defense against death anxiety - the ultimate experience of individual vulnerability
that leads to a merger (de-individuation) with the leadership and its associated
large group identity. Firestone's application of the "defense against death anxiety"
is synonymous with others' notion of group vulnerability and the perceived threat
of outsider groups.

For example, Volkan warns: "When anxiety about identity occurs, members
of a large group may consider killing a threatening neighbor rather than endure the
anxiety caused by losing their psychological borders. In such a climate, chosen
traumas and chosen glories, mourning difficulties, and feelings of entitlement to
revenge are reactivated." These psychological processes underlie ethnic, racial,
and religious acts of terrorism. A group's core identity is derived from the "pride"
of attachment between members/followers and their leader(s). Members merge
with like-minded blood-brothers, all of whom come to idealize their charismatic
leader and his governing ideology. Yet, as is the case with individual pride, group
pride is often a mask for group self-hatred and low self-concept.
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LARGE GROUPS AND TOTALISTIC BELIEF SYSTEMS

These psychological processes of merger, de-individuation, and attachment
then contribute to the leader's ideological influence over the actions of members.
Individual morality and conscience are replaced by group ideology and world-
view. Members forfeit their individual liberties for affiliation and identification
with an omnipotent, god-like leader or guru who gives them hope of a better
world.

Typically, group members come to adopt a totalistic and conspiratorial be-
lief system that embodies the struggles of a cosmic war of good against evil. Once
merger of individual and group leadership is complete, the psychology of splitting
and paranoia - "us against them" - takes over. A persecutory group identity
shapes and cements the members together through a common subjective experi-
ence and shared perception of evil and threatening outsiders. Primitive thinking
and fantastic belief systems then promote group members unwitting resignation to
simplistic solutions to otherwise complex societal problems. Enemies and scape-
goats are identified, solidifying the group and targeting the aim of its aggression.

As Staub [5] notes: "History shows that people will sacrifice themselves to
promote ideologies. Followers of ideologies identify some people as a hindrance
and commit horrifying acts in the name of creating a better world and fulfilling
higher ideals. This scapegoating occurs partly because the new social or spiritual
order is defined in contrast to an existing order and partly because the ideal way of
life is difficult to bring about or the new social system does not fulfill its promise."
Disappointment stirs resentment and anger. "Examples include the great blood
bath after the French Revolution, the Inquisition and other religious persecutions,
as well as genocides and mass killings."

Whether it refers to religious affiliation, nationality, or ethnicity, large-group
identity is defined as the subjective experience of hundreds of thousands or even
millions of people who are linked by a persistent sense of sameness while also
sharing numerous characteristics with others in foreign groups [1]. Our under-
standing of the concept of large-group identity begins with the work of Freud and,
in particular, his view of group psychology and institutions.

In Freud's [10] Group Psychology and the Analysis of the Ego, he suggests
that individual psychology and group psychology are not mutually exclusive. In
particular he argues in this and in later works that our understanding of the intra-
personal world is derived from our knowledge of the psycho-dynamics of self and
other from infancy through adolescence and adulthood - the internalization of
interpersonal (self and other) experience over time. Thus, we come to learn that
the emergence of one's sense of self and thereby one's sense of his or her core
identity evolves from the mental internalization of self and other relations in dy-
ads, groups, and institutions. In other words, our internalized subjective experi-
ences, particularly those early on in life and through adolescence, then help to
shape our mental images of oneself, others, and the world.
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Leadership and authority are key components in our developing identity as
they are central to our understanding of the nature of individual attachments and
affiliations with large groups (religious, ethnic, and other primary associations)
and nation-states. And, as Naimark [11] points out in Fires of Hatred: Ethnic
Cleansing in the Twentieth Century: "Although the modern state and integral na-
tionalism have been critical to ethnic cleansing in this century, political elites nev-
ertheless bear the major responsibility for its manifestations. In competing for po-
litical power, they have exploited the appeal of nationalism to large groups of re-
sentful citizens in the dominant ethnic population. Using the power of the state, the
media, and their political parties, national leaders have manipulated distrust of the
"other" and purposely revived and distorted ethnic tensions, sometimes long-
buried, sometimes closer to the surface" (p. 10).

Naimark stresses the assumption of personal responsibility ultimately com-
ing to rest on the shoulders of political elites, leaders. Yet leadership does not exist
without followership. It is a dyadic relationship, merger of like-mindedness and
shared responsibility. Naimark, however, is correct in pointing out the manipulat-
ive and influential power of leaders in large groups, which is critical and ought to
be viewed as an appropriate starting point if we are moved to understand more
deeply the phenomenon of group violence and hold accountable those most re-
sponsible. Consider the earlier example of Milosevic and his provocation of the
Serbs against ethnic Albanians.

In Freud's original essay, he explains the dynamics of group psychology via
the individual's attachment to the group. He argues that the individual surrenders
his or her autonomy and independence to the group leadership by unconsciously
replacing his or her own ego ideal with that of the leadership. In other words,
group affiliation that may be characterized as hypnotic and suggestive takes place
by a process in which the individual relinquishes to the leadership his or her own
conscience, values, liberties and integrity. In joining the group, the self is forced
into a psychologically regressive flight from individuality and autonomy to a more
infantile state of de-individuation, merger, and social cohesion, which explains
why we observe primitive thinking such as splitting and compartmentalization as
well as shared fantasies and delusions among vulnerable large groups.

The group image of collective Utopia is then represented for the membership
by their loyalty and admiration of the group leader. So while Naimark [11] is cor-
rect in highlighting the responsibilities of political elites in fostering ethnic
cleansing and other forms of violence, his analysis diminishes the role of followers
in endorsing and empowering their leaders. As I stated it is a dyadic phenomenon
and thereby ought to be examined and understood as such.

CONCLUSION

When large-groups, whether ethnic, religious, nationalistic or cultural, feel
vulnerable, that is, when they feel the potential loss of their attachment and emo-
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tional investment in the group's belief system and leadership, they fear the anni-
hilation of the group-self or (what we have called) the large-group identity. Psy-
chological regression is a common defense mechanism used by groups under these
circumstances, whether the fear is legitimate or not, real or fantasized. Psychologi-
cal regression and the associated cognitive and emotional splitting are typical re-
sponses to the experience of such profound anxiety (what Firestone calls death
anxiety).

Under these conditions of psychological regression, members assume a col-
lective, psychological flight behind their leaders into more primitive and infantile
feelings. Charismatic leaders and gurus reflecting and articulating expansive vi-
sions and absolute ideologies, offer the illusion of a safe haven for the seemingly
fearful, disenfranchised, and powerless members of society.

Group solidarity emerges from a foundation of ethnic, religious, cultural and
nationalistic similarity and like-mindedness. There is safety in the comfort of the
large-group identity and its god-like leader. The combination of homogeneity and
group cohesion fosters de-individuation and de-differentiation in which members
lose their individuality and sense of separateness. The loss of independence and
critical thinking then reinforces polarized, compartmentalized thinking, which
produces psychological splitting and regression among group members. It is this
black and white, absolutist thinking rooted in infantile anxieties that fosters dehu-
manization of and violence against the other.

In the presence of social disorganization, economic and political problems,
charismatic leaders can manipulate and provoke group violence by exploiting the
"us and them" mentality of the large (ethnic, religious, cultural or nationalistic)
group. By the identifying the enemy and then leading the group in attack against a
popular scapegoat, terrorist leaders diminish followers' anxieties while proffering
them a target for their long-held resentment and hostility.

REFERENCES

1. V Volkan. Blood Lines: From Ethnic Pride to Ethnic Terrorism. New York: Farrar,
Straus and Giroux, 1997.

2. M Crenshaw. The Psychology of Terrorism: An Agenda for the 21st Century. Political
Psychology 21 (2): 405-420, 2000.

3. M Juergensmeyer. Terror in the Mind of God: The Global Rise of Religious Violence.
Berkeley: University of California Press, 2000.

4. RJ Lifton. Destroying the World to Save It: Aum Shinrikyo, Apocalyptic Violence and
the New Global Terrorism. New York: Metropolitan Books, 1999.

5. E Staub. The Roots of Evil: The Origins of Genocide and Other Group Violence. New
York: Cambridge University Press, 1992.



Diamond 45

6. AT Beck. Prisoners of Hate: The Cognitive Basis of Anger, Hostility, and Violence.
New York: Harper Collins Publishers, 1999.

7. RJ Lifton. The Nazi Doctors: Medical Killing and the Psychology of Genocide. New
York: Basic Books, 1986.

8. WM Cullberg. When Words Lose Their Meaning: From Societal Crisis to Ethnic
Cleansing. Mind & Human Interaction 8 (1): 20-32,1997.

9. RW Firestone. The Origins of Ethnic Strife. Mind & Human Interaction 7 (4): 167-
191, 1996.

10. S Freud. Group Psychology and the Analysis of the Ego. New York: Norton & Com-
pany, 1921.

11. NM Naimark. Fires of Hatred: Ethnic Cleansing in Twentieth Century Europe. Cam-
bridge: Harvard University Press, 2001.

12. V Volkan. Psychoanalysis and Diplomacy: Part 1. Individual and Large Group Iden-
tity. Journal of Applied Psychoanalysis 1(1): 29-55, 1999.





Aerosols: Fundamentals
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INTRODUCTION
19

One cubic centimeter of atmospheric air contains approximately 2.5x10
molecules. About 1000 of these molecules may be charged (ions). The molecules
of N2, O2, and the various trace gases have sizes (diameters) of about 3x10~8 cm.
The average distance between the molecules is about ten times the molecular size.
In addition to the molecules and the ions, one cubic centimeter of air also contains
a substantial number of particles varying in size from a few times the molecular
size to several microns (u,m, lu,m=10'4 cm). In relatively clean air there are about
1000 particles with diameters 0.001 ujn to 50.0 \im while in polluted air there can
be 100,000 or more, including pollen, bacteria, dust, and industrial emissions.
These particles, which can be both beneficial and detrimental, arise from a number
of natural sources as well as from the activities of the Earth's inhabitants. The
particles can have complex chemical compositions and morphologies, and may
even be radioactive or toxic. A suspension of particles in a gas is known as an
aerosol. Atmospheric aerosol is of global interest and has an important impact on
our lives.

Aerosols are characterized by a few fundamental properties. Most impor-
tantly, aerosol particles have large residence times (settling speeds on the order of
a fraction of a cm/sec) and, because of their small size and large number, present a
large surface area for interactions with the host medium. In addition, they can
have a substantial effect on the transmission of light as they tend to occur in a size
range that leads to substantial interaction (scattering and absorption) with light
(see Fig. 4.1).

47
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Figure 4.1 Aerosol interactions and motion.

For particles of a given composition, size and shape determine residence
time as well as other dynamical properties that bear on particle removal by filtra-
tion or collection devices. Liquid particles are almost always spherical, but solid
particles can occur in many different shapes varying from spherical to fibrous
(needle-like forms). They can be chain-like agglomerates, or can be amorphous
clumps. Typical size ranges of particles are shown in Fig. 4.2.

Usually, aerosol particles contain numerous species with varying physico-
chemical properties. The compositions of the particles are determined by the
processes that lead to their initial creation and their subsequent interactions with
the host medium and electromagnetic radiation. Coarse particles (> 2 u,m) are
generally created by mechanical processes such as fragmentation and hence are
rich in Ca, Fe, SiC>2, and other constituents of the earth. Fine particles (< 2 u,m)
are generally derived from processes such as combustion or gas to particle conver-
sion and are rich in C, Pb, sulfates, and ammonium and nitrate ions. The trace and
often toxic species such as As, Cd, Cs, Sr, Zn, and Se are also mostly concentrated
in the fine particles. Nuclear explosions create large numbers of radioactive parti-
cles that can disperse globally. Volcanic eruptions lead to particles, some of
which reside in the atmosphere for years.



Loyalka and Tompson 49

Dlftmotor of
Anthropogenic

Pollutant
Particle*

Important
Length*

•nd Common
••rtlclo

Dlamoter*

0.0

SMALL
MOLEC

TOBACCO

— I
OIL S

— 1
AUTO

— "I

GREATEST
LUNG

[DAMAGE
. ',.•"• ••:.;*.*•""

SMOKED

ilfl̂ coi
M
PI
L

ENT Dl
•••• •"•"
OUST

f!""f"(i=::;:: ASBESTOS
EXHAUST 4 '
IMMMMM» :irLY ASH

VIS

VIRl

:ULES

SEA

»IBLE L

I3ES

SALT f

— 1

IGHT : ; >

«•!£.•£•

.;:-': ;• BACTE
• • : :«MMMMM

>ARTiCLES

ITT- ; , I

••

Rl
••

POLLE
•••••••

HUMAC
•M

A
HH

BE

•

ST

R/
N ~

1 HAIR
•

ACH S

r—~

JN
•••

kND

r
001 0.001 O.O1 0.1 1 2 510 100 1000 10.000

Microns

Figure 4.2 Typical size range of aerosols [1].

Since the number of particles in an aerosol is large, and since each particle
can have a multitude of physical and chemical characteristics, a description that
accounts for particles individually is not sought. Rather, one focuses on the im-
portant attributes of the aerosol and considers a distribution function based on par-
ticle properties and size. It has been observed in many applications that the aero-
sol distributions are close to some simple forms.

The distribution of chemicals with respect to particle sizes is, indeed, quite
complex. One also observes complex surface distributions of different species on
particle surfaces. Chemicals are transported to different locations in human respi-
ratory tracts as dictated by different particle sizes, and these speciations play a
major role in the delivery of toxic dosages to specific cells in human lungs. The
atmospheric environment can be viewed as a giant and complex chemical reactor.
Control strategies require sound scientific understandings at both microscopic and
macro-scales in time and space, and interplay of theory, modeling and experi-
ments.

To consider a simple example, a person breathes about 20 m3 of air per day.
Even if there were 1 particle/cm3 of air, a person would breathe about 20 million
particles in a day, or about a million in an hour. Particle concentration in a pol-
luted city may be about 100 H-g/m3. Suppose these particles have a diameter of 0.1
|im, and density of 1 gm/cm3. Then there would be about 2xl05 particles/cm3 of
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air. Hence a person would be breathing about 4000 billion particles per day. Of
course the particles are distributed over a size range, and a large number deposits
in the upper respiratory tract. Still a sufficiently large number reaches the lower
respiratory tract, and also interacts with the large surface there (see Fig. 4.3). Thus
aerosols, with chemical, radioactive, or biological implications for lungs, are par-
ticularly attractive to terrorists. The aerosols also deposit externally on the human
body, and cause reactions there also.
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Figure 4.3 The human respiratory tract.

We will describe in this chapter some fundamental properties of aerosols,
and then discuss how they are generated and dispersed in the atmosphere and in
confined spaces. We will also discuss how particles are sampled and character-
ized. These understandings lead to means by which one can guard against terrorist
actions that seek to disperse aerosols.
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The most important aspect of aerosol particles is, perhaps, their interaction
with gas molecules. Under standard conditions, a current of 1023 gas mole-
cules/cm2sec impinges on a particle and, in equilibrium, a current of the same
magnitude is returned back from the particle's surface to the surrounding gas.
Generally, the molecules incident on a particle's surface can react with the particle
constituents, they can be absorbed or adsorbed, or they can be scattered back into
the gas (see Fig. 4.4). For an isolated single particle in an infinite expanse of a
stationary gas and in absence of gravity and other forces, one would assume that
the particle would not move.

particle

molecules

Figure 4.4 Molecular interactions with a particle.

But this is not true, as the molecules incident on the surface of a particle im-
part impulse to the particle, and while on the average there is no net force on the
particle, there is a fluctuating force. The particle moves randomly ("diffuses")
under this force, with a velocity determined by this force and an opposing force
due to friction exerted by the gas (or the molecules through which the particle
moves). This motion is known as the Brownian motion, and its quantitative as-
pects were first clarified by Einstein and Smoluchowski. Using the nomenclature,

T temperature of the environment (K)
B particle mobility (TM )
D diffusion coefficient (L T )
dp particle diameter (L)
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-/

g acceleration due to gravity (L T )
L characteristic dimension of a body or flow (L)
m particle mass (M)
IT • "'u characteristic flow speed (L T )
\7 ~'vs sedimentation velocity ( L T )
x some arbitrary distance (L)
A,c molecular mean free path (L)

r fluid dynamic viscosity (M L T )

r fluid mass density ( M L )
T = m B relaxation time (T)

Kn Knudsen Number, Kn=Xc / d

Cc Cunningham Correction Factor, depends on Kn
n Particle concentration (L"3)
J Particle current (L"2 T1)
S Particle source (L~3 T1)
Units K-temperature, L-length, M-mass, T-time

The frictional force FD is given as:

where v is the instantaneous velocity of the particle. The diffusive motion of
the particle (see Fig. 4.5) is determined through a "diffusion" coefficient,

D = BkT

where k is the Boltzmann constant, and B is the "mobility" (defined as ve-
locity/force) of the particle, and is given as:

37iu,dP

The root mean square distance traveled in time t by a particle undergoing
linear (one-dimensional) diffusion is expressed as:

x =

Particles also move under external forces, and in particular all particles settle
under gravity (see Fig. 4.6). The particle motion under an external force can be
described by the equation:
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Small particles: Brownian motion (diffusion)

streamline

Large particles: Inertia

streamline

Figure 4.5 Aerosol diffusive and inertial motion.

dv v
m — = F

dt B

Or,

dv v F _,
— = +—; T = Bm
dt T m

Where i is known as the relaxation time, and it is a measure of how quickly
the particle adapts to a flow. The settling velocity Vs is thus simply given as:

Vs = B m g =
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Particle

FG: Gravity

FD: Drag

Figure 4.6 Aerosol motion: gravity and drag.

Table 4.1 shows typical values of the quantities discussed here. We note
that the smaller the particles, the more rapidly they diffuse and the more slowly
they settle. Thus particles of intermediate size are likely to remain suspended for
the longest time, as the larger particles settle out, and the smaller particles attach to
other larger particles or deposit on surfaces. We should emphasize that particles do
move with air (gas) flow - the convective motion (or the mean speed of flow), and
the diffusive and gravitational motions are superimposed on this convective mo-
tion. In fact this convective motion (e.g., plumes) is the principal means of aerosol
dispersion in most cases. Also, the convective motion (e.g., breathing, spraying) is
the principal means of deposition, as it brings particles near surfaces whence parti-
cles deposit because of diffusion and settling, and other forces.

As we have noted, particles grow because of condensation of water vapor;
they can also diminish in size because of evaporation. They can react with gases
and vapors, and they can coagulate (adhere) when they collide with other particles.
The particles can fragment, and also react with sunlight and other radiation.
Bioaerosols may not survive because of atmospheric conditions, or internal causes.
Radioactive particles can decay, and charged particles can have a host of other
reactions. Particles adhere to or repel from surfaces because of short range mo-
lecular forces. They can be charged, and they can also accumulate ions. They can
mediate transport of many molecular species. All the processes are complex, and
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in addition to deposition, these affect aerosol evolution and dispersion, and the
aerosol uptake by humans and animals.

Table 4.1 Aerosol properties as a function of size of a unit density sphere in air at
Standard Temperature and Pressure (STP).

Particle

Diameter

(urn)

V

0.001

0.01

0.1

1.0

10.0

100.0

Sedimentation

Velocity

(cm/sec)

m ET C
v g c
V —

371 u d p

6.5530E-07

6.690 1E-06

8.6316E-05

3.5054E-03

3.0605E-01

2.4844E+01

Diffusion

Coefficient

, 2. ,(cm /sec)

D - B k B T

5.1084E-02

5.2312E-04

6.7494E-06

2.7410E-07

2.393 IE-OS

2.3583E-09

Mobility

(sec/g)

p sr> — • • "
m g

1.2719E+12

1.3025E+10

1.6804E+08

6.8245E+06

5.9583E+05

5.8717E+04

Particle Re-
laxation
Time1 UIlv

/_„ _\(sec)

T = m B

6.6595E-10

6.8197E-09

8.7988E-08

3.5733E-06

3.1198E-04

3.0744E-02

These fundamental properties play the most important role in particle filtra-
tion and removal. Fine particles are preferentially removed by fabric filters and
electrostatic devices, while large particles are removed through use of cyclones
and impactors. Intermediate size particles (-0.3 \un) are harder to remove as they
neither diffuse as well nor settle as much. Generally for all efficient filtration one
needs high volume flows. Particles can also be scavenged by use of sprays and
mists. We also know that heat and sunlight can dissipate fogs.

GENERATION

Fogs, mists, power plant plumes, automobile exhaust, cigarette smoke, fire
and combustion, pollen, dust, bacteria and viruses are part of our common experi-
ences. Fine aerosols generally form through nucleation and condensation/reaction
processes in the environment as well as combustion. Coarse particle arise from
many mechanical processes and human activities.

A fire will invariably lead to large aerosol production. We know that explo-
sions lead to dense aerosol (large concentrations) release. Burning some oils is an
effective way of producing large quantities of aerosols. Crop-dusters release large
amounts of pesticides in aerosol form. Sprayers or blowers can also generate large
amounts of aerosols. Volcanic eruptions and nuclear explosions release huge
amounts of aerosols. Violent destruction of buildings releases copious amounts of
aerosols through combustion as well as fragmentation.
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Bioaerosols (viruses, bacteria, pollen, etc.) can be generated in laboratories,
stored, and then injected into the environment through use of sprayers, dusters,
blowers, balloons, or explosives.

DISPERSION

Aerosols disperse more rapidly with wind, but they disperse even in the ab-
sence of the wind. We recognize that in open environments, release at a greater
height, as well as wind, lead to greater dispersion of aerosols. We can determine
the direction of wind, as well as estimate its turbulence, by watching the move-
ment of the plume (fine particles are used in wind tunnels etc. to visualize flow).
We know that rain washes out aerosols from the atmosphere. We also know that
air currents or human activities can cause resuspension of dust from surfaces, and
then disperse it in the environment. Quite clearly in confined environments
(homes, offices, factories, shopping malls, airports, automobiles, train stations)
aerosol dispersion is strongly influenced by the ventilation (air exchange, flow
and filtration) and heating/air-conditioning systems, and a release of aerosols into
a ventilation system could be a very effective means of dispersing them. In open
environments, wind patterns, height of release, humidity and rain, sunlight, etc.
play important roles. We should note, though, that fine particles are generally
likely to disperse very widely in the open if released at multiple points (to avoid
coagulation inherent in a dense aerosol, which leads to larger particles and greater
settling near the source), a good height, and in low humidity (to avoid growth and
coagulation or reactions) and in the absence of rain (to avoid washout).

Sophisticated physico-chemical and mathematical descriptions of aerosol
dispersion have been studied. Computer programs are being developed that would
make possible semi-realistic and real time computations of aerosol dispersion.
Neglecting aerosol coagulation and growth processes, an equation that can provide
simple and suitable description of aerosol dispersion and deposition, can be writ-
ten as:

3n
— = -y • J - <Hn + S
9t

where S is the particle source, and the particle current can be written as,

J = Un - DVn + Vsn

Here n is the particle concentration, and it could be a function of position,
and time, as well as particle size. U is the convective velocity, and the flow could
be turbulent or laminar, depending upon the conditions. The flowfield can be es-
timated or calculated from the flow conditions and appropriate fluid dynamic
equations. We have included a removal rate constant iH in the equation to indi-
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cate additional removal (death for example of a bioaerosol or washout) of parti-
cles. This equation will be subject to appropriate initial and boundary conditions.
Solutions of this and/or a spatially homogenized equation provides considerable
insights into aerosol concentration over the space of interest. The major points of
departure from the dispersion of a gaseous contaminant are the presence of settling
and comparatively low values of diffusion coefficient. There exist many popular
descriptions of gas dispersions, and for short times, these provide useful descrip-
tions of aerosol dispersion also.

Let us consider for example, dispersion of aerosols resulting from a nuclear
weapon explosion. The explosion leads to vaporization of the weapon material
within fractions of a second. If it is a near surface explosion then the surface ma-
terial (soil, water, structures) in the vicinity is also immediately vaporized and
suspended. This material is cooled as the fireball expands. It condenses, and
forms into fine particles which will contain radioactive species such as cesium,
iodine, strontium, uranium, molybdenum, plutonium, etc. These fine particles
disperse, and eventually settle out depending upon the heights at which these are
formed, and the wind patterns involved. Particles formed high in the atmosphere
could travel around the globe. Since the explosion will set off structures/wood on
fire within a few miles, these fires would contribute additional smoke aerosols,
upon which radioactive species would condense or attach. These smoke aerosols
would also undergo further dispersion and settling/diffusion. Thus a nuclear ex-
plosion would result in some immediate and some long term "fallout" of particles,
both near the explosion and far away from it. We know from weapons tests that
wind directions and weather conditions can change the course of fallout im-
mensely.

SAMPLING AND CHARACTERIZATION

The fundamental dynamic properties of aerosols dictate their sampling. For
the same speed of flow, coarse (heavier) particles have greater inertia than those of
fine (lighter) particles, and hence any change in flow direction can cause coarse
particles to deposit on a collection surface preferentially (that is, fine particles
have a low relaxation time, and they adjust to change in flow more rapidly, and do
not depart from streamlines that easily). But particles of almost all sizes can be
collected in samplers that employ high speeds. A continual variation in flow
speeds can be employed for size-specific deposition of aerosols on collection
plates. A device based on this principal is known as an aerosol impactor, and a
schematic is shown in Figure 4.7. Generally one employs one or several (two, six,
or more) stages, and collects particles on filters or growth media for bioaerosls
(agar for example). The physical, chemical and biological properties of the col-
lected particles can be obtained in laboratories from a number of analytical meth-
ods such as gravimetry, optical and electron microscopy, neutron activation analy-
sis, spectroscopy, and DNA sequencing.
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Stage no.
Jet size
Jet velocity

Stage 1
0.0465" dia.
3.54 ft/sec

Stage 2
0.0360" dia.
5.89 ft/sec

Stage 3
0.0280" dia.
9.74 ft/sec

Stage 4
0.0210" dia.
17.31 ft/sec

Stages
0.0135" dia.
41.92 ft/sec

Stage 6
0.0100" dia.
76.40 ft/sec

Figure 4.7 Schematic diagram of a six-stage Andersen sampler [2].

Quite often, for bioaerosol sampling, one also employs liquid impingers.
Here the aerosol is flowed at sonic speed through a liquid medium, thus resulting
in high collection rates. The liquid is the collection medium, and the particles
collected in it can then be conveniently analyzed in laboratories.

For collection of fine, and ultra fine particles, with low particle concentra-
tion, impaction may not be very effective. Here one can employ fabric bags (nar-
row passages lead to high deposition because of diffusion) or electrostatic devices
(that charge and then collect particles).

The sampling and characterization are always of limited value if the sample
size is small, and if characterization is affected for example by the viability of a
sample (for bioaerosols). Improved methods of non-destructive and rapid testing
are areas of current research interest. An important challenge is identification of
the source of aerosols, as the collected aerosol particles could be substantially dif-
ferent from the particles that are generated (the primary aerosol).
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Biological Agents: Effects, Toxicity,
and Effectiveness

Gordon D. Christensen
Harry S. Truman Memorial Veterans Hospital and
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INTRODUCTION

Over the history of mankind, military organizations have occasionally used
biological agents as weapons. With the advent of microbiology in the 20th century,
multiple national research and development programs have applied microbes to
the creation of weapons of mass destruction. In recent years, terrorist organizations
- particularly organizations with strong religious affiliations - have also begun
deploying biological weapons. Fortunately, the capacity to create sophisticated
biological weapons and carry out a massive biological attack appears to be beyond
the resources of most terrorist organizations. Unfortunately, these organizations
seem unrestrained by the humanitarian concerns that normally limit biological
warfare. In the last two decades we have witnessed an increase in the number and
lethality of bioterrorist attacks, raising the spectre of a successful large-scale attack
in the future. To prepare for the worst, we must anticipate the agent the bioterrorist
will use in an attack. While 'germ' warfare and 'bioterrorism' have different goals
and different limitations, they often use the same biological agents for weapons.
Six organisms appear to be the weapons of choice: anthrax, smallpox, plague, tula-
remia, hemorrhagic fever, and the toxin from Clostridium botulinum. The follow-
ing pages examine in greater detail the background and limitations of bioterrorism,
the variety of weapons in the biological armory, and the specific bacteriologic and
clinical features of these six potential terrorist weapons.
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BACKGROUND

To defend ourselves from bioterrorism we must anticipate which biological
weapon the bioterrorist will use and how the bioterrorist will employ the weapon.

Biological weapons use a microorganism or a toxin derived from a microor-
ganism to produce death or disease in humans, animals, or plants. Over the years
humans have employed a large number of biological agents to cause destruction,
but the arsenal for bioterrorism is not the same as the arsenal for biological war-
fare. The difference lies in the difference between the goal of bioterrorism and the
goal of biological warfare.

The goal of biological warfare is to eliminate or incapacitate the enemy. The
goal of bioterrorism is to instill fear in the enemy in order to achieve a political
goal or promote an ideology1 [1]. Illness, death, and destruction may result from
the bio terrorists' activities, but these casualties are only a secondary concern. For
this reason the bioterrorist has a wider selection of biological weapons than does
the combatant preparing for biological warfare [2].

Biological warfare uses either weapons of mass destruction or small-scale
weapons. Weapons of mass destruction are targeted against an armed force, civil-
ian population, or national economy2. Small-scale weapons are targeted against an
individual, a unit, or a facility. Either way, the military use of biological weapons
has tactical, strategic, financial, and political considerations that determine the
selection and deployment of the biologic agent. For tactical reasons the weapon
must be of military grade, meaning the munitions have known performance char-
acteristics such as lethality, range, and shelf life. This requires a large research and
development program. For strategic reasons weapons of mass destruction must be
safely produced in large quantities. This requires a major manufacturing plant ca-
pable of handling large volumes of biohazardous materials. Both large scale and
small-scale weapons require safe storage in secure locations, this requires guarded
armories designed to store biological weapons. Since civilization universally con-
demns biological weapons as immoral and cruel, the weapons program must be
kept secret. Only a few nations have the financial resources and political structure
to fund and hide the research and development program, manufacturing plant, and
armories required for biological warfare.

To use military grade munitions, the bioterrorist must have either stolen the
weapon or had it given to him. Because the existence and location of the weapons

In addition to warfare and terrorism, biological weapons can be used to commit criminal
acts or 'biocrimes.' Biocrimes include crimes against individuals for personal gain or re-
venge [1] as well as mischievous acts by disturbed individuals.

2The focus of this chapter is on anti-personnel weapons. Bioterrorism, however, also in-
cludes the use of biologic agents to destroy livestock, crops, and machinery.
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are both secret and secure, these armaments are rarely stolen. Stolen weapons sug-
gest an 'inside job' with only a small amount of material available to the thief3.

The terrorist may receive a military grade weapon as a gift because the pro-
vider shares goals with the bioterrorist. An outright gift of a weapon of mass de-
struction is probably rare, because the gift would jeopardize the provider's bio-
logical weapons program to public exposure and condemnation. While gifts of
small-scale weapons pose less danger of public censure, such gifts would also
have a diminished capacity to cause terror.

For these reasons bioterrorists will often use weapons fabricated by them-
selves with or without the assistance of national agencies. This can be accom-
plished at a low cost, but the product will most likely be unsophisticated [2, 4],
available in limited quantities, with unknown and variable properties such as le-
thality, range, and shelf life. Also, like building a bomb in one's basement, the
homebuilt biological weapon could 'blow-up' during assembly, meaning the
bioterrorists themselves have a substantial risk of succumbing to their 'weapon-
ized' infectious disease [4]. For suicidal terrorists this may not pose a problem or
may even be the objective, but for all others the potential for accidental 'occupa-
tional' illness will place limitations on the choice, manufacture, and deployment of
the weapon.

Strategic, tactical and financial constraints on bioterrorism can be simply
avoided by using the ruse of a biological weapon to create terror. Because of the
ease and inexpense of manufacture this is the weapon of choice for many bioter-
rorists. While such a weapon has no capacity to produce illness and death, it can
cause tremendous fear and publicity because the victim does not know the weapon
is a hoax. The bioterrorist seeks fear and publicity, but repeated use of such a
fraudulent weapon can rapidly extinguish the fear and even lead to ridicule or
scorn.

Focus on anthrax hoaxes. Many biological hoaxes have threatened the use of
anthrax [1]. For example, in February 1998 Larry Wayne Harris boasted to
an informant that he had enough military grade anthrax to "wipe out" Las
Vegas [4, 5]. A member of the white supremacist group 'Aryan Nation,'
Harris was a registered microbiologist and the author of a self-published In-
ternet book "Bacteriological Warfare - Major Threat to North America" [5].
He had previously been convicted in 1995 for fraudulently obtaining three
vials of freeze-dried Yersinia pestis for $240 from the American Type Cul-
ture Collection [5]. For these reasons the Federal Bureau of Investigation
(FBI) took the boast seriously. But the FBI found that Harris had only an
avirulent vaccine strain of anthrax in his possession, a strain incapable of

3 For example, the Associated Press recently reported that in 1992 an internal audit of
stocks found missing specimens of anthrax, Ebola virus, and other pathogens at the
Army's biological warfare research center [3].
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producing illness [4]. Nevertheless, this incident provoked considerable
public angst and publicity; it also provoked a proliferation of 'copycat' an-
thrax hoaxes through the rest of 1998 and 1999 [4]. For example, on re-
viewing public domain reports of anthrax incidents, Jessica Stern found just
two such incidents for the period 1992-1997. After the 1998 Harris incident,
however, she counted 37 anthrax incidents in 1998 affecting some 5,500
people [4]. These hoaxes included anonymous letters purporting to contain
anthrax sent to medical clinics in Indiana, Kentucky, and Tennessee and
anonymous threats of using anthrax to contaminate the air-handling systems
for various public buildings in California [6].

Likewise, after the attack on the World Trade Center and the subse-
quent mailing of military grade anthrax to political and media targets, the
general public had a heightened awareness of bioterrorism. In this setting
numerous 'copycat terrorists' found ample opportunity to cause additional
terror and mischief simply by labeling innocent powders as 'anthrax' and
then sending the material with threatening letters to their victims. Based on a
telephone survey of health departments over the period September 11 to
October, the Centers for Disease Control and Prevention (CDC) estimated
that United States health departments had received an estimated 7,000 re-
ports of potential bioterrorist threats [7]. In comparison, the number of an-
thrax threats reported to federal authorities during 1996-2000 did not exceed
180 [7].

As noted above, the community of nations regards biological weapons as
inhumane, unnecessarily cruel, and fabulously dangerous. Nations that openly
manufacture such weapons - such as Iraq - expose themselves to public censure
and preemptive strikes by other nations to eliminate the terrifying program [8].
These political considerations might not restrain militaristic religious and extrem-
ists groups from considering bioterrorism [4]. Such terrorist organizations do not
respect governmental authority because they view secular rulers and the law they
uphold as illegitimate [4]. The terrorists' objective is to destroy the legitimacy of
the government by creating as much fear and chaos as possible [4]. The terrorists
do not fear public censure for their misdeeds because the terrorists believe their
actions please God and they consider their victims to be subhuman because the
victims do not subscribe to the terrorists' religious beliefs [4]. Stern noted that in
the last decade the number of terrorist acts committed by religiously motivated
groups has increased and the acts have become more violent [4]. From this per-
spective it is easy to understand why authorities view with such alarm the credible
threats of bioterrorism made by emerging militaristic religious orders like the
white supremacist groups, Aum Shinrikyo, and Al Qaeda.

So what weapons does the bioterrorist include in the biological arsenal? Our
examination of this armory begins with the history of biological weapons and con-
cludes with a review of prospective agents.
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HISTORICAL USE OF BIOLOGICAL WEAPONS

Probably because of a poor understanding of biology, prior to World War I
combatants infrequently used biologic agents with uncertain results [9]. Charac-
teristically, these attempts used simple devices to spread contaminated material or
expose individuals to hazardous materials. For example, ancient history records
that the Carthaginian leader Hannibal hurled clay pots filled with venomous
snakes onto the decks of an opposing naval force; the resulting chaos allowed
Hannibal to rout the enemy [10]. Medieval history includes multiple attempts to
use plague as a weapon; during the siege of Caffa the Tartars threw the carcasses
of plague victims into the fortified town expecting to cause an outbreak of the
plague [8, 10]. The history of the New World includes several attacks on the Na-
tive American population with smallpox [10]. During the French Indian War, the
British distributed contaminated blankets to French loyalist Native Americans; the
blankets had been previously inoculated with the crusts from smallpox lesions
with the expectation of causing an epidemic of smallpox [8, 10]. Throughout hu-
man history combatants have used animal carcasses, cadavers, and sewage to
practice a simple form of biological warfare. By dumping the putrid material into
an enemy's drinking water supplies, the attackers expected to incapacitate their
adversaries with fouled water [8-10]. During the Vietnam War, the Vietcong prac-
ticed another elemental form of biological warfare using a strategy also employed
by many other peoples in many other situations. The Vietcong dug pits and lined
the bottoms with bamboo and wood spikes soiled with human feces, expecting
unwary passers-by would fall into the pits, impale themselves on the sticks and
develop severe wound infections [8,11].

The advent of microbiology provided specific agents for conducting bio-
logical warfare. During World War I the Germans reputedly tried to sabotage cav-
alry horses in Baltimore with glanders and military pack mules in Rumania with
both glanders and anthrax [10]. During World War II, the Japanese conducted an
extensive program for the development of biological weapons, reputedly resulting
in the deaths of some 10,000 prisoners [8]. The Japanese reportedly used a variety
of agents to attack China, including contaminated foodstuffs, drinking water, and
air, as well as plague-infected fleas [8, 12]. Some of these attacks backfired; in an
attack on Changteh in 1941 the Japanese forces reportedly suffered 10,000 casual-
ties and 1700 deaths due to their own biological weapons [8]. More recently in
1984 members of the Bhagwan Shree Rajneesh commune attempted to incapaci-
tate voters in a local election with food poisoning by contaminating salad bars in
Dalles, Oregon with home grown Salmonella typhimurium [9].

Even though the Geneva Protocol of 1925 and the 1972 Biological Weapons
Convention specifically banned biological warfare, after World War I a number of
nations - including treaty signatories - used the new science of microbiology to
establish large programs for the discovery, development, and production of bio-
logical weapons [10]. Propelling this development was the promise of developing
indefensible weapons with the capacity to cause massive destruction, primarily
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through the dissemination of infectious aerosols. As a result national research pro-
grams explored the military utility of numerous agents, but only a small number
appear to have become serious candidates for conversion into weapons, i.e.
'weaponized' (Table 5.1) and even fewer have been actually deployed (Table 5.2)
[9,11].

Table 5.1 Prospective agents of biological warfare in the modern era, adapted
from [2, 8,9, 11, 13].

Disease

Viral encephalitis

Agents of viral
hemorrhagic fe-
vers

Smallpox

Typhus

Q fever

Brucellosis

Tularemia

Glanders

Melioidosis

Plague

Cholera

Food poisoning

Enterotoxin B

Agent

Particularly Venezuelan
equine encephalitis

Including Marburg and
Ebola

Variola major

Rickettsia prowazekii

Coxiella burnetti

Brucella suis

Francisella tularensis

Burkholderia mallei

Pseudomonas pseu-
domallei

Yersinia pestis

Vibrio cholerae

Clostridium perfringens

From Staphylococcus
aureus

national arsenal

US & USSR

USSR

USSR

USSR

US & USSR

US

US & USSR

USSR

USSR

Japan & USSR

US

CDC risk

category

B

A

A

unranked

B

B

A

B

B

A

B

unranked

B

Tables 5.1 and 5.2 also include abbreviation for the United States of America
{US}. This entry indicates the US reportedly included this agent in our biological
arsenal before President Nixon unilaterally banned the use of offensive biological
weapons in 1969 and had all stocks destroyed by 1973 [8, 15].

Also included in Tables 5.1 and 5.2 is abbreviation for the former Soviet
Union (Union of Soviet Socialist Republics) {USSR} indicating that the USSR
reportedly included this agent in their arsenal of biological weapons [11, 13]. The
Soviet Union selected agents and toxins for possible weaponization by scoring
each candidate for infectivity, toxicity, environmental stability, ease of large-scale
manufacture, disease severity, and stability in the atmosphere [11].
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Table 5.2 Deployed agents of biological warfare in the modern era, adapted from
[11,13,14].

Disease Agent CDC risk Deploying Conflict
category Nations

Anthrax

Assassination

Botulism

Bacillus an-
thracis

Ricin toxin

Clostridium
botulinum
toxin

A

A

A

multiple na-
tions and
conflicts

USSR

Iraq (Persian
Gulf War)

US & USSR

Cold War

US

Focus on Fort Detrick. In 1942 the US Army Chemical Warfare Service
began an offensive and defensive biological weapons research program
headquartered at a small National Guard airfield named Camp Detrick
(later renamed Fort Detrick), Maryland [15]. The field became the loca-
tion for extensive laboratories and testing facilities, including a 1-million-
liter, 40-foot-high steel sphere known as the "Eight Ball." Between 1954
to 1973 Fort Detrick enrolled some 2,300 volunteers - primarily Sev-
enth-day Adventists - into a human research program known as "Opera-
tion Whitecoat" [16]. In some experiments, investigators detonated bio-
logical weapons in the Eight Ball and then exposed the volunteers to the
aerosols [8, 16]; other experiments tested new vaccines and therapeutic
agents [16]. The sphere remains today as a historical monument to the
program [15]. Ultimately the Fort Detrick investigators determined that
with great effort biological weapons could be safely produced and effec-
tively deployed [15], in the process they developed modern principles of
biosafety and containment [15]. Between 1943 to 1969, Fort Detrick
workers acquired 456 cases of illnesses from their work; three patients
died, two with anthrax and one with encephalitis [8]. Currently the Fort
Detrick facilities include a large-scale maximum containment laboratory
and a small-scale maximum containment medical evacuation and hospi-
talization unit [15]. With the change to a pure defensive mission in 1969,
the facility was renamed the US Army Medical Research Institute of In-
fectious Diseases (USAMRIID) [15]. The USAMRIID has led the con-
tinued development of medical and public health countermeasures to
biologic agents; all USAMRIID research is unclassified [8]. The
USAMRIID has published two online detailed manuals on defense
against biological and chemical warfare: (http://chemdef.apgea.army.mil/text
book/contents.asp) & (http://www.usamriid.army.mil/education/bluebook.html)
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Focus on Biopreparat. After signing the 1972 Biological and Toxic
Weapons Convention, the Soviet Union secretly continued their biologi-
cal weapons research and development program under the aegis of a ci-
vilian biotechnology research program known as "Biopreparat" [8, 9].
During the 1970s and the 1980s the program operated a string of research
laboratories and production facilities employing 55,000 people [8]. After
Russia inherited the program from the Soviet Union in 1992, President
Yeltsin announced that he would discontinue the program [8]. Despite
this declaration, high level defectors revealed that the program continued.
One of these defectors, the deputy director of Biopreparat, Ken Alibek,
described an extensive secret biological weapons program in his popular
book: Biohazard: The Chilling True Story of the Largest Covert Biologi-
cal Weapons Program, Told from the Inside by the Man Who Ran It. Ac-
cording to Alibek, Biopreparat activities included [17]:

• Multiple 'on demand' biological warfare production facilities for
the war-time annual production of 300 to 1000 tons of anthrax and
up to 100 annual tons of plague, tularemia, glanders, and brucellosis.
• 'On demand' biological warfare production facilities for the war-
time production of smallpox, and Marburg virus.
• Research into creating a weapon out of HIV.
• Research into creating new vaccine and drug resistant varieties of
conventional biological weapons.
• Research into creating new viruses with secret virulence properties
and unknown countermeasures by fusing different viruses.

The preceding discussion does not mean that only the US and the USSR produced
and stockpiled biological weapons. Various authorities have claimed that as many
as 5 to 12 nations currently have biological weapons in their national armories [9,
11,18].

In 1999 the CDC embarked on a congressionally mandated program to im-
prove the national response to bioterrorism. To guide this effort, the CDC con-
vened a panel of experts to categorize biological agents for the potential of the
agent to be used as a weapon for biological terrorism [2]. To make this assignment
the panel used the following four criteria [2]:

Potential for causing massive illness and death.
Potential for delivery to large populations.
Potential for causing fear and civil disruption.
Public health preparedness needs for surveillance, diagnosis,
and stockpiling countermeasures (i.e., vaccine and antimicrobial
agents).
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With these criteria in mind, the panel assigned the agents to three risk categories
(A-C)[2]r

Category A: greatest threat.
• Category B: moderate threat.

Category C: potential to become a major threat in the future.

To signify their relative value for bioterrorism, Tables 5.1 and 5.2 also include a
bracketed |A, B, or 'unranked'l designation for the CDC risk category. The tables
do not include new diseases that have the potential to become threats in the future
(Category C) like Nipah virus and Hantavirus.

The following paragraphs discuss in detail the six Category A agents the
CDC considers the greatest threat for bioterrorism.

ANTHRAX

When authorities list infectious diseases as potential biological weapons,
anthrax always seems to be at the top of the list [2, 9, 11, 18]. Indeed, there are
probably more examples of the use of this agent as a biological weapon than for
any other agent.

Anthrax is a large, encapsulated, Gram positive, spore-forming, bacillus,
bacterium [19, 20]. Normally the microbe causes a disease of herbivores resulting
in occasional epidemics in livestock [19, 21] and sporadic occupational infections
of farmers, sheepherders, butchers, taxidermists, weavers, and wool handlers [21],
from which the organism gets the name 'woolsorter's disease.' Anthrax is also
known as 'charcoal,' 'blackbane,' and 'malignant pustule' in recognition of the
pitch black 'scab' (or more formally the 'eschar') that characteristically covers the
painless ulcer at the site of the skin ('cutaneous') infection [19]. Also characteris-
tically the rim of the ulcer develops an unusual amount of swelling ('edema') [19].
Anthrax contaminated foodstuffs can also cause a gastrointestinal form of the dis-
ease with a high fatality rate (25-60%). The disease is not transmissible from per-
son to person.

While cutaneous disease can be lethal (20% lethality in untreated patients,
<1% in treated patients) [21], the fearsome reputation of the disease comes from
the high fatality (80% lethality) rate that follows inhalational anthrax [21] and the
low lethal inhalational dose (one millionth of a gram of spores) required to pro-
duce disease.

When spores come into contact with the host, either by direct contact, inha-
lation, or ingestion, the spores transform ('germinate') into a rapidly growing
('vegetative') form [19]. It is believed that germination can take place as long as
60 days after inhalation [20, 21]. The number of spores required to kill 50% of
exposed individuals has been estimated to be 2000 to 55,000 spores [21, 22].
Vegetative cells produce two toxins, edema toxin and lethal toxin, killing the local
tissues ('necrosis') and causing local swelling and bleeding ('hemorrhage') [19,
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21, 22]. While the incubation period for gastrointestinal and cutaneous disease is
relatively short (0.5 to 12 days) the incubation period for inhalational anthrax can
be long. As noted in the following discussion of the Sverdlovsk incident (see be-
low) cases occurred as late as 43 days after exposure [23]. For this reason, authori-
ties fear that inhaled spores will survive and germinate if the antimicrobial therapy
is not continued for at least 60 days [20, 21].

Inhalational anthrax begins as a biphasic nonspecific illness with fever, mal-
aise, muscle aches and pains and a dry cough for 1-3 days [19-21]. The first phase
is followed by a precipitous decline with greater fever, acute shortness of breath,
sweating, and a blue discoloration of the skin due to lack of oxygen ('cyanosis')
[19-21]. At this time the patient may wheeze and develop swelling of the chest and
neck [19, 20]. Ultimately the patient loses consciousness, develops shock, and dies
within in 1-2 days [20]. Characteristically, X-ray examination of the chest shows
widening of the central structures ('mediastinum') that include the major blood
vessels, airways, and lymph nodes; swelling and localized bleeding causes the
widening of the mediastinum [19-21]. For the physician, this mediastinal widening
in a previously healthy patient with a flu-like illness signals the diagnosis of inha-
lational anthrax [19, 21]. In a quarter of cases the patient also has a bloody local-
ized pneumonia believed to mark the site of the original inhalation and implanta-
tion of the anthrax spores [20, 21].

Anthrax is diagnosed by recovering the causative organism from normally
sterile body fluids and tissues [9, 20]. For epidemiological purposes of mapping
exposure, microbiologists will obtain swab cultures of the nasal passages for an-
thrax. When positive these cultures indicate exposure, but not necessarily infection
[20]. The microbiologist may also call upon a variety of molecular and antibody
techniques to confirm infection, investigate outbreaks [20] and expose hoaxes
[21].

With early diagnosis the illness can be cured by antimicrobial therapy. The
drugs penicillin, tetracycline, and ciprofloxacin are all effective [21]. There is con-
cern, however, that any group that would weaponize anthrax would take the addi-
tional step to make the organism resistant to multiple antibiotics (particularly peni-
cillin and tetracycline) [20, 21] - a maneuver that can be accomplished fairly read-
ily in the research laboratory. For this reason authorities recommend the drug
ciprofloxacin as the first choice defense against anthrax in the setting of a terrorist
attack [20, 21,24].

Focus on Sverdlovsk: The 1979 accidental release of anthrax in Sverd-
lovsk illustrates what could happen in an anthrax attack. The drawing in
Figure 5.1 is based on the report by Meselson et. al. [23] who described
this outbreak. The larger drawing shows the city limits of Sverdlovsk, a
city of 1.2 million located in the former USSR (now Ekaterinburg, Rus-
sia). In 1980 reports began appearing of anthrax in residents of Sverd-
lovsk as well as in animals to the south of the city; the triangles on the
larger map mark the locations of villages that reported livestock anthrax.
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Sverdlovsk
Modified from Meselson,
et. al.9 1994

Figure 5.1 Geographic epidemiology of the 1979 anthrax outbreak in Sverdlovsk as
described by Meselson et al. [23]. See text for details.
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The investigative team examined old records and interviewed survivors
and the families of victims. They counted 77 victims, 66 of whom died
from their infection [23]. The outbreak began suddenly with 28 victims
identified in the first week, and then tapered off with the last victims oc-
curring in the sixth week [23]. This 'epidemic curve' characterizes a
'point source' outbreak. The team's information allowed them to map the
location of 66 of the victims on April 2, 1979, the day they believed the
accidental release took place. Meselson found that 57 of these 66 victims
lived or worked within a narrow zone approximately 4 km long that
stretched from a military facility (Compound 19) to the Sverdlovsk city
limits [23]; the slashed ellipse in the insert maps this exposure zone. This
zone paralleled the direction of the prevailing winds (large broken arrow)
on April 2nd. Eighteen victims worked in a ceramics factory located in the
middle of the exposure zone (the hatched box designated by the open ar-
row in the insert) [23]. The insert also shows the location of two military
facilities, Compounds 19 and 32 (gray polygons); Compound 19 pro-
duced anthrax and is believed to be the source of the outbreak. To ac-
count for the geographic clustering, Meselson et al. postulated that an
anthrax plume (dotted ellipse on the larger map) originated from Com-
pound 19 and followed the prevailing winds. The plume stretched some
50 km downwind of Sverdlovsk and contaminated the environment, re-
sulting in human and animal anthrax [23]. Government officials re-
sponded to the outbreak by vaccinating animals and nearly 50,000 hu-
mans [23]. Apparently since the outbreak there have been no further
cases of anthrax [23].

A crude anthrax vaccine exists that provides protective immunity against cutane-
ous anthrax [20, 21, 25]. The material is made from a culture filtrate harvested
from a noninfectious, avirulent strain of anthrax [20, 21]. Vaccination can be per-
formed to prevent illness (prophylaxis) as well as to prevent the activation of ill-
ness after exposure (post-exposure prophylaxis) [20]. There is concern, however,
that weaponized anthrax may also have been manipulated so that the vaccine
would also be ineffective [21]. Controversy surrounds the vaccine concerning an
unconfirmed reputation for causing troubling side effects [20] and because vaccine
efficacy to prevent inhalational anthrax has not been - for understandable reasons
- rigorously tested [26]. Since the vaccine has not been produced since 1998 [24]
supplies are limited [20, 21]. Generally speaking the vaccine is not available to
civilians [24, 25]. After the 2001 attack through the US mails (see below), the
Department of Health and Human Services agreed to make the vaccine available
as an investigational drug to civilians exposed to inhalational anthrax [26].

Weaponization requires fabricating the anthrax spores into particles 5-17u,m
in size by drying the material, mixing it with a powdery substance like silica,
grinding the preparation into a fine powder, and treating the powder to diminish
static charge [22]. Particulate matter prepared in this manner can be easily dis-
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persed as an aerosol that remains aloft for a prolonged period and can be inhaled
deeply into the lungs [11]. The resulting weapon has the advantage of broad dis-
persal from a single delivery point, but the disadvantage that the easy dispersabil-
ity makes it difficult for the aggressor to limit the attack to the target population.
After the material has settled, further disturbance can resuspend the dust leading to
further infections ('secondary dispersal') [21].

Focus on anthrax in the US Postal Service. 2001. Just eleven days after the
terrorist attack on the New York World Trade Center, cases of anthrax be-
gan appearing in the US. Initially considered coincidental, it soon became
evident that someone had used the mail system to attack politicians and
members of the print and broadcast media with anthrax. In addition to the
targeted individuals, mail workers and uninvolved citizens also developed
anthrax. Altogether some 22 individuals developed anthrax; eleven had in-
halational anthrax of which five died [22, 27]. Although the investigation is
incomplete, the bioterrorist apparently packaged a weaponized, antibiotic
susceptible, 'Ames' strain of anthrax into mailing envelopes [22]. The
weaponization strongly suggested the material was not prepared by the ter-
rorist but came from the biological weapons stock of some unknown nation
- possibly even the US [28]. Because of weaponization, the powder had
great properties of dispersal, including penetration through the mailing en-
velope to cross-contaminate mail and contaminate mailing machinery as
well as secondary dispersal leading to persistent contamination of the office
buildings [22]. Although the number of casualties was relatively small, the
terrorist4 succeeded in causing tremendous national fear and disruption of
government facilities resulting in considerable cost [22].

Reportedly the Soviet Union produced 30 metric tons of anthrax and the
United Nations Special Commission (UNSCOM) claims that Iraq manufactured
84,250 liters of anthrax spores [13]. In comparison, different authorities have re-
ported that the release of 50 kg of anthrax over an urban population of 5 million
would cause 100,000 deaths and 250,000 casualties [21] and the release of 100 kg
over Washington D.C. would cause 130,000 to 3,000,000 deaths [21].

This incident may actually represent a crime committed with a biological weapon or
'biocrime' rather than 'bioterrorism' per se. Authorities speculate that the perpetrator is an
American microbiologist connected to the American biological weapons program, who
inadvertently caused casualties in a misplaced attempt to draw attention to the weapons
program or lack of funding for bioterrorism [28]. These authorities suspect the casualties
were accidental because the perpetrator had sealed the envelopes with tape and urged the
recipient to take antibiotics for anthrax exposure [28]. These precautions suggest that the
perpetrator did not realize that the envelope was not impervious to anthrax but actually
had pores large enough to allow the anthrax spores to penetrate the paper and spread
throughout the surroundings [28].
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The high fatality rate, rapid clinical pace, and limited countermeasures make
this a fearsome illness, therefore a great weapon from the viewpoint of the terror-
ist. The capacity to spread the material by aerosols enables the terrorists to attack
large numbers of people providing the terrorist has access to military grade mate-
rial. Because of the infrastructure required to produce weapons grade material, it is
unlikely that weaponized anthrax can be obtained from any source other than a
nation-state [21]. The terrorists contemplating an attack with anthrax will either
have to steal the material, solicit a gift, or prepare it themselves. Terrorist manu-
factured anthrax will probably not have the dispersability and infectivity of weap-
ons grade material, although it could still represent a potent weapon [4].

SMALLPOX

The last reported case of wild smallpox occurred in Somalia in 1977 [29]. In
1980 the General Assembly of the World Health Organization declared smallpox
extinct [29] and recommended that all remaining stocks of the virus be transferred
to secure laboratories in either the US or the USSR [30]. Despite calls for the de-
struction of these residual stocks, the organism remains in the US and Russia [30].
Reportedly the USSR biological weapons program produced 20 metric tons of this
material [9].

The organism is a DNA virus of the Orthopoxvirus family that includes
monkeypox, vaccinia, and cowpox [30]. Two types of smallpox exist: the virulent
Variola major (with a case fatality rate of 30%) and the less virulent Variola minor
(or alastrim) (with a case fatality rate of 1% or less) [30]. The infectious dose is
unknown but believed to be only a few viral particles ('virions') [30]. Infection
begins with implantation of the virus on the oropharyngeal and respiratory mu-
cosa, from there it migrates to regional lymph nodes where it multiplies [30].
Three to four days after exposure smallpox enters the bloodstream ('viremia') and
spreads to the spleen, bone marrow, and lymph nodes [29]. A secondary cycle of
viremia occurs on day eight resulting in fever and toxemia. The incubation period
is 12-14 days; the illness begins with a two-to-four day prodrome of high fever,
malaise, prostration, headache and backache [29]. In some 30% of patients the
natural immune response leads to a severe toxic reaction that ends in death [29].

The characteristic featureof the illness is a skin rash ('exanthem') that begins
as small red bumps ('papules') that over time fill with clear fluid to become 'vesi-
cles' [29]. The vesicles then fill with pus ('pustules') and break open leaving a
crusted ulcer, known as the 'pox,' that heals with a deep pit [30]. The onset of the
exanthem heralds greatest communicability [30], but communicability at this time
is through the saliva [30]. Prior to onset of the exanthem and during the first week
of illness, a similar rash - known as an 'enanthem' - develops on the inner lining
('mucosa') of the mouth and throat. As mucosal lesions form they quickly ulcerate
releasing infective virus [22]. At first, when the saliva contains relatively small
numbers of virions, communicability is limited to contaminated eating and drink-
ing utensils [22]. As the number of oral lesions increases, the number of virions in
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the saliva increases, increasing communicability and reaching a maximum just
prior to the onset of the exanthem [22]. At this time smallpox can be transmitted
through close contact by aerosolized saliva [22]. When the exanthem appears, the
vesicles rupture and release fluid containing infective virions. The virion-laden
vesicular fluid soils clothing and bedding, which can in turn transmit the illness
[22]. The virus is also present in large numbers in the blood clot or scab covering
the pox, but the encasing fibrin network of the clot makes the scabs noninfective
[30].

The illness is diagnosed by the characteristic rash, confirmed by electron
microscopic examination of the vesicular fluid, and reconfirmed by propagating
the organism on tissue culture and verifying the genetic identity by molecular
techniques [30]. Needless to say, such analysis must be conducted in high-
containment laboratories [30].

Aside from supportive nursing care, there is no therapy for smallpox [24,
30]. In an unimmunized population, 10 to 20 secondary cases occur for every pri-
mary case [30]. The public health response depends entirely on identification and
isolation of the infected patients followed by contacting and immunizing all peo-
ple exposed to the patient.

Smallpox can be prevented by vaccination; the worldwide vaccination pro-
gram led to the illness becoming extinct. With eradication of smallpox from the
US, the medical necessity for immunization ceased, so routine vaccination stopped
after 1972 [30]. Smallpox vaccination does not lead to life-long immunity, so with
cessation of vaccination, immunity to smallpox has waned; authorities believe that
at this time, regardless of past immunization, virtually all Americans are suscepti-
ble to smallpox [30]. The CDC has between 7 to 15 million doses of the old vac-
cine [24, 25]; this would not be enough to protect against repeated smallpox at-
tacks or a broad-based multi-locality attack [30]. Studies in progress suggest that
this vaccine stock could be diluted to extend the coverage to five to 10 times as
many people [31]. In the meantime the US is seeking to reestablish a vaccine
manufacturing program that could expand the available supply [25].

Focus on Smallpox in New York City. 1947. The 1947 New York outbreak
of smallpox serves as an encouraging example of an effective public health
response to an unrecognized outbreak of smallpox in an unvaccinated US
population [22, 32]. In 1947 a US citizen, the 'index' case, journeyed to
Mexico where he acquired smallpox [32]. Shortly after returning to New
York City, he developed a severe but atypical form of smallpox that resulted
in hospitalization and later his death, the first death in New York City due to
smallpox since 1939 [32]. The index patient's physicians failed to make the
diagnosis until two typical secondary cases of smallpox appeared [32]. Pub-
lic health officials responded to the outbreak by isolating the 'index' patient,
secondarily infected patients, and vaccinating a potentially exposed popula-
tion of 6.3 million [32]. By these measures they limited the outbreak to three
deaths and twelve cases [32].
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The high lethality, gruesome death, and likelihood for secondary spread
make this a truly fearsome disease, perhaps the most fearsome agent for bioter-
rorism. Fortunately the disease is extinct and the remaining stocks of the organism
are controlled by only two countries, the US and Russia (inheritors of the USSR
weapons program). Unfortunately, the collapse of the Soviet economic and politi-
cal structure in the 1990s has raised concerns that the Russian government may
have lost control of the inherited smallpox inventory [18, 9]. The Soviets reputedly
produced 20 metric tons [9] of smallpox in weapon form, making it possible that
some stocks have fallen into the hands of terrorists or countries that support ter-
rorism. Reputedly both Iraq and North Korea now have weapon stocks of small-
pox [33]. If the agent could be procured for bioterrorism, presumably a terrorist
organization would hesitate to re-release an incurable, highly infectious, extinct
disease. Aside from the universal condemnation such an act would incur, it would
also expose the members of the organization as well as their supporters to dying of
smallpox themselves.

TULAREMIA

The 'tularensis' of Francisella tularensis comes from Tulare County, Cali-
fornia where the organism was first discovered to produce a plague-like illness in
rodents [34]. The 'Francisella' honors Dr. Edward Francis who discovered that
the deer fly transmitted the microbe to humans causing an illness previously
known as deer fly fever but now known as 'tularemia' [34]. Originally considered
a North American disease, the organism has subsequently been recognized as the
cause of large outbreaks in Europe and the former USSR [34, 35].

The microbe is a small non-motile, aerobic, Gram negative, cocco-bacillus,
bacterium [35]. The organism exists in two subspecies forms or 'biovars,' the
more virulent 'biovar tularensis' (type A) is native to North America and the
milder 'biovar palaearctica' (type B) is native to Europe and Asia [34, 35]. The
bacterium normally lives and multiplies in small mammals (voles, mice, rats,
squirrels, rabbits, and hares) that serve as the natural 'reservoir' of infection [34,
35]. The animals acquire the illness through arthropod (ticks, biting flies, mosqui-
toes) bites and by contact with a contaminated environment [35]. Most humans
become infected by the bite of a tick or a fly, but the illness can also be acquired
by handling infected animal tissues, consuming contaminated soil, water, meat, or
vegetation, and from inhaling aerosols [34, 35]. The microbe is highly infectious;
it is believed that as little as ten organisms can cause disease [34]. Unless they take
precautions, laboratory workers have a substantial risk of accidentally infecting
themselves through direct contact or inhalation of an aerosol [35]. Fortunately,
there is no human-to-human transmission [34, 35].

The disease exists in six clinical forms that vary according to the body site
that first comes in contact with the microbe, the virulence of the organism, and the
number of infecting organisms [35]. The most common forms of the illness begin
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with the bite of an arthropod or contamination of a break in the skin; from this
'portal of entry' the organism spreads to local lymph nodes, producing painful
enlargement (glandular tularemia) [35]. Usually, however, the organism also mul-
tiplies at the portal of entry resulting in one or more papules that rupture and ul-
cerate (ulceroglandular) [35]. If the portal of entry is the lining of the eye, the dis-
ease is known as 'oculoglandular' [35]. If the organism infects the throat through
consumption of contaminated food or water it is known as 'oropharyngeal' [35].
Inhalation of the organism (as well as secondary spread from another site of infec-
tion to the lung) produces a severe lung infection known as 'pneumonic' tularemia
[34, 35]. Sometimes the organism does not produce a local infection, but instead
causes a generalized severe form of disease known as 'typhoidal' tularemia that
can include clinical features of pneumonic tularemia [35].

A panel of experts, known as the 'Working Group on Civilian Biodefense'
(WGCB) reviewed the utility of tularemia as a biological weapon and postulated
that an attack would most likely come in the form of an aerosol resulting in pneu-
monic tularemia [35]. Based on their review of the literature [35], the WGCB pre-
dicts such an attack would begin with the sudden appearance of large numbers of
sick patients within 3-5 days of exposure to the aerosol, with some cases occurring
as late as two weeks after exposure [35]. The patients would present with pneu-
monia, remarkable only in terms of the large numbers of patients presenting at the
same time [35]. Patients would complain of an abrupt onset of fever, headache,
chills, generalized body aches, sore throat, cough, shortness of breath, and chest
pain [35]. Chest X-ray evidence of pneumonia would be present in most patients,
but delayed in one-quarter to one-half of the patients [35]. Significant impairment
may occur despite therapy, surviving untreated patients may experience illness
lasting weeks to months [35]. Depending upon the public health response, suscep-
tibility to antimicrobial therapy, and virulence of the weapon, fatality rates could
reach 30-60%, but might be less than 2% [35]. It is possible, however, that in the
event of an attack the virulence of tularemia could have been enhanced by labora-
tory manipulation [35].

Normally the infection can be treated with antimicrobial therapy; regimens
employing a daily injection of an aminoglycoside are preferred over oral therapy
with doxycycline or ciprofloxacin [34, 35]. The utility of antimicrobial therapy in
the event of an attack is questionable. The organism has been engineered to be
resistant to chloramphenicol and tetracycline [35] and both the US and USSR have
created biological weapons using aminoglycoside-resistant strains [35]. Neverthe-
less, in the event of a massive attack the WGCB recommends either oral doxycy-
cline or ciprofloxacin [35]. A small supply of vaccine exists [24], but it exhibits
variable capacity to protect against inhalational disease [35] and it is not for post-
exposure protection [24].

The WGCB speculated that an attack with tularemia could be distinguished
from an anthrax attack by the more toxic clinical appearance of inhalational an-
thrax along with the telltale mediastinal widening exhibited by anthrax [35]. The
attack could also be distinguished from an attack with plague by the more virulent
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clinical course presented by pneumonic plague (see below) [35]. The WGCB an-
ticipates that standard bacteriologic laboratory procedures would lead to the quick
identification of infections due to anthrax or plague [35]. Unfortunately since rou-
tine procedures do not detect tularemia, the organism could escape identification
until a physician requested specific testing [35].

Authorities have projected that the dispersal of 50 kg of tularemia over an
urban population of 5 million would result in 250,000 casualties and 19,000 deaths
[35].

PLAGUE

Synonymous with epidemic deadly contagion, 'plague' has great potential to
evoke terror as a weapon of bioterrorism. The disease earned its fearsome reputa-
tion by causing three deadly pandemics in the 6th, 14th, and 20th centuries [12, 36].
The cause of plague, Yersinia pestis, is a Gram negative, cocco-bacillus, bacterium
that demonstrates a characteristic bipolar (safety pin) staining under the micro-
scope [12, 36]. The genus name honors Alexandre Yersin who in 1894 discovered
the etiology of plague in Hong Kong at the beginning of the third and most recent
pandemic [12].

Plague is endemic to Europe and Asia; authorities suspect it spread to North
America during the most recent pandemic by causing epidemic ('epizootic') in-
fection in North American rodents [12]. The disease normally resides in rodents,
where it is transmitted from one animal to the next by the bite of a flea (the 'vec-
tor' of transmission) [12, 36]. One bite can transmit as many as 24,000 organisms
[12], but it is estimated that only one to ten organisms are required to infect a per-
son [12]. The oriental rat flea is the classic vector [12] but all kinds of fleas can
transmit the illness [12]. When the animal host dies of the disease, the flea leaves
the dead host and seeks a new live host [36]. Normally the rodent population both
maintains and contains the disease; humans experience only sporadic 'wild' dis-
ease acquired by handling infected tissues or by the occasional fleabite from a
rural rodent flea [12]. When massive numbers of infected urban rats die, such as in
epizootic infection, the fleas may leave their customary rodent hosts in large num-
bers to infest human hosts causing an urban outbreak of plague [36]. The urban
outbreak can expand to become an epidemic if the disease spreads to the lungs of
infected humans ('pneumonic plague'), who in turn transmit the disease through
the air by coughing [12, 36]. Inhalation of respiratory secretions is the only way
epidemic disease can spread from human-to-human [36].

Most (85%-90%) patients with wild disease have 'bubonic plague' [12] that
begins when a fleabite introduces the microbes into the skin, whereupon the or-
ganisms transform and begin to produce disease-causing toxins and virulence
factors [12]. These factors enable the germs to migrate to the local lymph nodes,
where despite the host's defensive mechanisms the organisms multiply, causing
local inflammation and tissue destruction [36]. The patient perceives the illness at
this time as the abrupt onset of high fever, chills, fatigue, headache, nausea and
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vomiting, followed by painful swelling of the lymph nodes near the fleabite [12].
The term 'bubonic plague' derives from the characteristic swollen lymph nodes,
known as 'bubos,' that arise one-to-eight days after the fleabite [12, 36].

In a minority of wild cases (10-15%) the fleabite leads to direct invasion of
the blood stream by the Y. pestis bacilli producing 'septicemic plague' [12]. More
commonly (23%) the microbes enter the bloodstream after multiplying in the local
lymph nodes leading to the combination of bubonic and septicemic plague [12].
Septicemia generates an intense generalized inflammatory response ('sepsis'), that
can result in shock, multi-organ failure, bleeding into the tissues ('purpura'), im-
paired blood clotting ('disseminated intravascular coagulation' - 'DIG'), impaired
breathing ('respiratory distress syndrome'), and gangrene of the extremities [12,
36]. The extremity gangrene turns the limbs black, from which the disease gets the
name the 'black death' [36]. Septicemic plague has a mortality of 50% if untreated
[36].

Once the microbes enter the bloodstream they can migrate to other sites,
such as the lungs causing pneumonia [36]. Very few (1%) patients with wild dis-
ease present with only pneumonic plague [12], more often (9%) they present with
both bubonic and pneumonic plague [12]. Patients have cough, chest pain, short-
ness of breath, and a productive sputum [12, 36]. The chest X-ray shows a lobar
pneumonia [36]. Pneumonic plague has a mortality of 100% in untreated patients
[36] and 15% in treated patients. Pneumonic plague acquired from another human
has a higher mortality than wild type disease because the victim has inhaled or-
ganisms that have already undergone transformation into the virulent form by
growing in another human victim [12].

Normally physicians diagnose the infection by recovering the organism
from the bubo, blood, or sputum by using standard bacteriologic methods [9, 12,
36]. The infection can be confirmed by detecting tularemia antibodies ('serologic
assay'), but this is helpful only for retrospective confirmation as it takes time for
the patient to develop an immune response [12, 36]. Rapid molecular techniques
exist to confirm the identity of the organism [12] but these are only available
through public health, military, and CDC laboratories [36].

To avoid further transmission, infected patients require strict isolation; for
the first four days of therapy for 'pneumonic' plague (as well as for a wound
draining Y. pestis} and for the first 48 hours for all other infections [12]. Therapy is
best accomplished with injectable antibiotics (gentamicin) for a minimum of 10
days [12, 36]. In cases of mild infections or in situations where injectable antibi-
otics are not feasible, the patient can be treated with either oral doxycycline (or
tetracycline) or ciprofloxacin [12,36]. Exposed patients can be protected from ac-
quiring the disease by the preventive ('prophylactic') post-exposure oral admini-
stration of either doxycycline or ciprofloxacin for seven days [12,36].

A US-licensed, formaldehyde-killed, whole-cell vaccine exists, but the vac-
cine is reserved for military use and patients with occupational exposure [12]. The
vaccine may not be effective against pneumonic plague [12] and it is no longer
readily available, having been discontinued by the manufacturer in 1999 [24, 36].
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Japan, the US, and the USSR examined the utility of plague as a biological
weapon [8,36]. While it is possible, that like Japan [8] an attacker would use fleas,
the result would be the less deadly bubonic plague and would also require sophis-
ticated technology to maintain, infect, harvest, and package such a flea weapon
[12]. Instead, experts predict that a plague attack would use aerosolized bacteria
causing large numbers of infectious pneumonic plague [12, 36]. In 1970, the
WHO reported that the discharge of 50kg of plague over a city of 5,000,000 would
cause 150,000 cases of pneumonic plague with 36,000 deaths [36]. Experts project
that human illness would begin in 1-6 days post attack [36] and death would occur
in 2-6 days [36]. A plague attack should become evident by the abrupt presenta-
tion of large numbers of people with the pneumonic form in an atypical area for
plague [36] and without the typical die-off of urban rodents that occurs before
human outbreaks [36].

VIRAL HEMORRHAGIC FEVERS

In his novel Executive Orders, the popular writer Tom Clancy described a
fictional bioterrorist attack on the US by an imaginary country the "United Islamic
Republic." In this story the attacker used spray cans filled with Ebola virus to cre-
ate an infectious aerosol and expose people attending trade shows. Although Tom
Clancy's story included the deaths of several thousand Americans due to Ebola
virus, the fictional attack ultimately failed to cause the intended horrific epidemic
of hundreds-of-thousands to millions of deaths. The attack failed because the virus
failed to cause human-to-human transmission ('secondary cases') and the telltale
clinical features of Ebola virus quickly alerted physicians to the outbreak. In-
formed of the outbreak, public health officials rapidly instituted strict but effective
controls to contain and prevent further spread of the illness. Although entirely
imaginary, this story underlines the weaknesses and successes of such an attack.
Even though the enemy successfully collected and propagated the deadly virus,
the project required an expensive program to find, contain, and weaponize the
organism. Even though the enemy succeeded in surreptitiously attacking US citi-
zens, causing many deaths and tremendous terror, the outbreak failed to spread
because biologic barriers and public health barriers interrupted the human-to-
human transmission.

Despite Mr. Clancy's optimistic yarn, viral hemorrhagic fevers (HF) pose a
serious and credible threat for a successful terrorist attack. Unlike smallpox, these
deadly viruses exist in the wild where they can be collected. For example in 1993
the Aum Shinrikyo religious cult sent a group of 16 cult doctors and nurses to Za-
ire disguised as a medical mission with the purpose of bringing back samples of
Ebola virus for weaponization [14]. Many of the HF organisms can be propagated
and harvested from tissue culture in sufficient quantities to prepare infectious ma-
terials [37]. Blood harvested from infected patients is highly contagious, but re-
quires direct contact to transmit illness. Unlike anthrax, botulinum, plague, and
tularemia, bioterrorists could use this agent without having to first weaponize the
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organisms and construct a weapon production facility. All that would be required
would be for a group of suicidal terrorists to willingly expose themselves to the
wild agent and then move through population centers as their illness progressed.
While such an act would probably not cause many secondary cases, it would cause
terror and prompt a massive public health response.

Viral HF refers to a disparate group of organisms (see Table 5.3) that share
common clinical and microbiologic features [37]. HF viruses are simple RNA
viruses with lipid envelopes [37]. The virions are susceptible to detergents, acids,
and household bleach, but they are stable at neutral pH particularly in the presence
of protein [37]. As a consequence of the protein-enhanced stability, infectious
virions are stable in blood and tissue for prolonged periods of time [37]. Virions
are also stable as small particle aerosols making it possible to 'weaponize' these
viruses [37].

Table 5.3 Hemorrhagic fever (HF) viruses [37].

Arenaviridae

Lassa fever

Argentine HF

Bolivian HF

Brazilian HF

Venezuelan HF

Hemorrhagic Fevers (HF)

Bunyaviridae Filoviridae

Rift Valley fever Marburg virus

Crimean-Congo HF Ebola virus

Hantavirus

Korean HF

Flaviviridae

Yellow fever

Dengue

Kyasanur-Forest

OmskHF

The pathologic process underlying vkal HF is damage to the micro-circulatory
('vascular') system resulting in the movement of fluids from the blood into the
tissues [37]. The loss of circulating blood volume generates profound shock while
the vascular damage and blood clotting abnormalities lead to characteristic bleed-
ing ('hemorrhage') into the tissues [37]. As a group HF viruses exhibit a high
morbidity and mortality [37] with death rates ranging from 5% to 25% or higher
[37, 38]. Ebola virus outbreaks have had mortality rates as high as 50-90% [37,
38].

While the precise mix and degree of clinical features varies with the particu-
lar illness5, certain features are common to most HF syndromes [37]. Patients

Unlike the other HF illnesses, the sin nombre Hantavirus produces a syndrome character-
ized by pulmonary edema [37]. Lassa fever patients do not typically develop hemorrhages
and hemorrhage is seen in only severe cases of Rift Valley fever [37]. Liver failure is
characteristic of Yellow fever and is seen in a small proportion of patients with Crimean-
Congo HF, Rift Valley fever, Marburg HF, and Ebola HF [37].
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usually present with fever, muscle aches ('myalgia'), and exhaustion ('prostra-
tion') [37]. They may also have headache, sore throat, abdominal pain, and diar-
rhea [38]. Characteristically the physical examination reveals a low blood pressure
('hypotension'), flushing, and point-like bleeding into the tissues ('petechiae')
[37]. The hypotension progresses to shock and kidney failure [37]. In nearly all
syndromes the blood cells that normally promote clotting decrease to a varying
degree (i.e. 'a low platelet count') resulting in bleeding tendencies (DIG) [37]. As
a consequence many HF patients develop spontaneous hemorrhages particularly
from mucosal surfaces and traumatic injuries (e.g. skin puncture sites for blood
samples and administration of intravenous fluids) [37]. Involvement of the liver is
also common and there may be involvement of the nervous system and the lungs
[37].

Of the HF viruses only Lassa fever, Marburg virus, Ebola virus, and Cri-
mean-Congo virus have caused significant outbreaks with person-to-person trans-
mission [38]. Transmission occurs by close personal contact and contact with in-
fected tissue, blood, secretions, and excretions [38]. There is no convincing evi-
dence of transmission through the air [38]. As the outbreak progresses, transmis-
sion efficiency from case to case becomes increasingly inefficient, so outbreaks
tend to quickly dissipate [38].

The HF viruses infrequently infect humans [37]. For most HF viruses wild
animals, particularly wild rodents, serve as the reservoir of infection [37]. Humans
acquire the diseases from close contact with infected animals (e.g., slaughtering
and consumption) or by the bite of an arthropod vector (e.g., mosquitos and ticks)
[37]. Because HF are closely linked to reservoir animals and transmitting vectors,
the HF viruses are geographically restricted [37]. A travel history to rural sites in
an endemic region is a major clue to the etiology of HF [37, 38]; on the other hand
travel restricted to urban sites in an endemic region makes the diagnosis unlikely
[38]. Bioterrorism should be suspected when large numbers of victims suddenly
appear outside of the normal geographic locality for the HF [37].

The major alternative diagnostic considerations for HF are malaria and sep-
sis, since these two conditions can present with clinical features similar to HF [37,
38]. The presence of malaria can be determined by examining blood smears while
sepsis can be determined by isolating bacteria from the blood [38]. Laboratory
diagnosis of HF can be difficult as the diagnosis is beyond the capability of com-
munity laboratories. In most cases viremia is present on admission and can be
detected in the serum or plasma by sending the specimen to a public health labo-
ratory or the CDC or the USAMRIID [37]. Blood is infectious and hazardous [37];
since many HF patients develop copious bleeding, HF patients pose a major haz-
ard to care givers [37]. If a physician suspects HF the patient should be isolated
and the physician should immediately notify local and state health departments as
well as the CDC [38].

In most cases therapy for HF is limited to symptomatic support [37], how-
ever patients do not respond well to fluid support and are prone to develop pulmo-
nary edema [37]. Ribavirin reduces Lassa fever mortality [37] and is recom-
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mended for Congo-Crimean HF and severe cases of Venezuelan HF, Korean HF,
Brazilian HF, Argentine HF, and Bolivian HF viral infections [39]. Acutely in-
fected patients with Argentine HF and Bolivian HF will improve with the admini-
stration of antibodies recovered from convalescent patients [37] but this therapy is
not available for other HF [37]. With the exception of the Yellow fever vaccine,
there are no readily available vaccines with demonstrated efficacy [37, 39].

BOTULISM

Known as agent X before the poison had been purified and analyzed [40],
botulinum toxin is the most toxic naturally occurring substance known to man [40,
41]. Botulinum toxin is also one of the first agents to be exploited as a biological
weapon in the modern era [40]. For example, some historians believe that in the
spring of 1942 the British used a modified hand grenade containing botulinum
toxin to assassinate Reinhard Heydrich, the head of the German Gestapo and Se-
curity Service [40]. After the 1991 Gulf War, Iraq admitted to producing enough
botulinum toxin to wipe out the entire world population three times over [41].
Fortunately, even though Iraq deployed missiles and bombs containing more than
half of their stock of toxin, the Iraqis did not use these weapons [41]. In addition to
Iraq, Iran, North Korea, and Syria are believed to have developed or are develop-
ing botulinum toxin as a weapon [41].

Immense toxicity apparently does not necessarily equal immense destructive
power; on at least three occasions during the 1990s Aum Shinrikyo attacked Japa-
nese and US military sites with aerosolized botulinum toxin but failed to cause
disease [41]. In contrast to destructive purposes, highly diluted botulinum toxin
has been licensed for the treatment of chronic muscle spasms that distort eye
movement ('strabismus'), cause spasmodic winking ('blepharospasm'), and cause
chronic neck pain and distortion of head positioning ('cervical torticollis') [41]6.

The bacterium Clostridium botulinum, a spore forming, Gram positive rod
that does not tolerate oxygen ('obligate anaerobe') produces botulinum toxin [41].
While C. botulinum can be purchased from commercial sources, like the American
Type Culture Collection, the organism can also be easily recovered from the soil
[40, 41]. For example, the Aum Shinrikyo cult isolated their strain of C. botulinum
from northern Japanese soil [41].

'Botulism' - poisoning by botulinum toxin - appears to be a disease of
modern technology [40]. The disease was not readily apparent to medical histori-
ans before the introduction of new food preservation methods in the 19th century
[40]. Since the hardy C. botulinum spores tolerate boiling, the spores contaminat-
ing foodstuffs can persist when the food is improperly cooked or preserved. If the
preservation creates an environment devoid of oxygen, such as occurs in canning,

Therapeutic botulinum toxin (Myobloc® or Botox®) will not work as a weapon because
each drug vial contains only a small fraction of the estimated human lethal dose.
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the spores can germinate releasing the toxin [41]. Because the toxin is odorless
and tasteless [41], the consumer of the tainted food may not recognize that the
food has spoiled. Intoxication, however, can still be avoided by cooking the
tainted food, since heating the toxin at 85°C for at least five minutes readily de-
stroys the toxin [24, 41].

Although seven botulinum toxins (types A to G) have been described, only
four have been identified with human disease (toxin A, 54%; toxin E, 27%; toxin
B, 15%; & toxin F, 2% of cases respectively) [41]. The remaining three types (C,
D, & G) are known from non-human sources, although these types appear to be
equally toxic to humans and have been reported to cause rare human cases [41].
Of interest, type A is most commonly found in the western US, type B in the east-
ern US, and type E in Canada & Alaska [40, 41]. Toxin typing is important for
prescribing the correct neutralizing antitoxin and for epidemiological analysis
[41].

Neurotoxins like botulinum toxin and the plant toxin curare cause paralysis
by blocking the transmission of signals across the microscopic gap ('synapse')
between the nerve cell and the associated muscle cell ('neuromuscular junction').
Normally, the nerve cell signals the muscle cell to contract by first forming a small
bud ('synaptic vesicle') on the nerve cell surface that contains the chemical ('neu-
rotransmitter') acetylcholine. The vesicle pinches off the nerve cell, crosses the
synapse and then binds and fuses to the muscle cell releasing the acetylcholine into
the muscle cell [41]. The released acetylcholine causes muscle contraction by
binding to a specific acetylcholine receptor on the muscle fiber [41].

On a weight-by-weight basis, botulinum toxin is a far more potent toxin than
other toxins like curare. Curare blocks neurotransmission by binding to the acetyl-
choline receptor, physically preventing acetylcholine from binding to the receptor
[40, 41]. Botulinum toxin, however, multiplies its effect by repeatedly catalyzing
the destruction of proteins required to release acetylcholine into the muscle cell
[40, 41]. Specifically, botulinum toxin is a zinc-dependent metallo-proteinase that
enters the nerve cell and cleaves specific proteins that are normally required to
promote the fusion of the synaptic vesicle containing acetylcholine with the mus-
cle cell [40, 41]. This blocked fusion prevents release of the acetylcholine into the
nerve cell resulting in an uncontracted ('flaccid') muscle paralysis [40, 41].

Botulism occurs in three natural forms (food-borne, wound, and intestinal)
that rely upon absorption of the toxin across a mucosal (or wound) surface into the
blood [41]. The toxin does not penetrate intact skin, so contact botulism does not
occur; however, inhalation of aerosolized toxin has occurred as a laboratory acci-
dent [40, 41] and is the most likely route of administration for a bioterrorism at-
tack [40, 41].

Botulism characteristically presents with paralysis of the head and neck
muscles that progresses to involve all of the skeletal muscles in a patient with
normal mental function and no evidence of acute infection such as fever [41]. De-
pending on the amount of toxin, the extent and pace of paralysis varies from pa-
tient to patient [41]. The illness usually begins 12 to 72 hours after ingestion of
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tainted food [40, 41] when the patient begins to drool and experience difficulty
chewing, speaking, swallowing, and seeing [41]. The paralysis spreads equally to
both of the upper limbs, followed by the trunk and then both lower limbs [41]. The
paralysis can be severe enough to require mechanical breathing support [40, 41].
On physical examination the physician finds drooping of both eyelids, enlarged
and slowly reacting pupils, loss of the gag reflex, inability to hold the head up-
right, weakness, and diminished deep tendon reflexes [41]. If the patient has food
poisoning, the patient may also complain of abdominal pain, nausea, vomiting,
and diarrhea. These gastrointestinal symptoms appear to be due to other bacterial
products in the spoiled food rather than to the botulinum toxin per se [41]. Be-
cause recuperation requires regeneration of the neuromuscular junctions, recovery
may take weeks to months during which time the patient may require extensive
nursing care and mechanical breathing support [41].

Intestinal botulism occurs primarily in infants and presents with constipa-
tion, wound botulism occurs with contaminated injuries and has a similar presen-
tation to food-borne botulism except the patient may have a fever due to wound
infection [41]. Neither condition is likely to be the result of a bioterrorism attack
[41]. A bioterrorism attack could occur through contamination of one or more
food products, but this would be an inefficient use of the poison. Botulism is not
known to be acquired by contaminated water [41] and this is an unlikely attack
method because water purification treatments inactivate the toxin and because
poisoning a major water source like a reservoir would require an exceedingly large
amount of toxin [41 ].

On the other hand, experts have projected that in an urban setting aerosoli-
zation of a single gram of toxin could kill more than 1 million people [41]. Al-
though inhalational botulism does not occur in nature, animal experiments and a
German laboratory accident in 1962 involving three workers, indicate that inhala-
tional botulism will appear similar in all respects to food-borne botulism [40, 41].
Regardless of how it is acquired, botulism is not contagious because it is an intoxi-
cation rather than an infection [41].

Physicians may misdiagnose the sporadic case of botulism, but the diagnosis
becomes increasingly evident as groups of patients present who share common
features of geography, time, and exposure [41]. The diagnosis is confirmed by a
'mouse bioassay,' meaning the laboratory injects a mouse with a test fluid to de-
termine if the fluid will produce signs of botulism in the mouse. If the animal dis-
plays symptoms, then the laboratory confirms the presence of the toxin by adding
an antiserum to the fluid to nullify the toxin. The fluid sample could be a sample
of the patient's serum or a filtrate of a clinical sample (such as vomitus, stool, or
gastric contents) or a filtrate of a suspect food [40]. This assay can detect as little
as 0.03 nanogram7 (ng) of botulinum toxin and generates a result in one to two

In contrast the estimated lethal dose for injected toxin is 0.09-0.15 ng, for inhaled toxin is
0.70-0.90 ug, and for ingested toxin is 70 |ig [41].
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days [41]. The assay must be performed before the patient receives antiserum
therapy and is available only through select public health laboratories [41]. The
assay will not only confirm the diagnosis of botulism but also reveal the toxin
type. Finding large numbers of patients with an unusual type of botulism (e.g,. A
or B from the wrong region or type C, D, F, & G) should prompt the consideration
of a terrorist attack [41 ].

If diagnosed quickly, disease progression can be prevented by administra-
tion of the correct antiserum. Horse antiserum to botulinum toxins A, B, & E is
available from the CDC [24]. Recipients may develop allergic reactions to the
horse serum including shock ('anaphylaxis'), hives ('urticaria'), and a generalized
inflammatory condition known as 'serum sickness' [24, 41]. A new antiserum
against all seven types of botulinum toxin is under investigation by the US Army;
this antiserum has been treated to reduce the likelihood of an allergic reaction [24].
Once established there is no antidote or therapy for botulinum toxin. With suppor-
tive care, often including intravenous feedings and mechanical ventilation, the
patient will recover over a period of weeks to months. Because such patients often
require prolonged intensive care, authorities fear that a concerted bioterrorism
attack with botulinum toxin will quickly overwhelm medical facilities [41 ].

An investigational pentavalent (ABCDE) botulinum toxoid can be obtained
from the CDC to protect high-risk laboratory workers and military personnel [24].
The toxoid, however, does not work after exposure to botulinum toxin [24].

FUTURE PERSPECTIVES

While the weapons bioterrorists could use are fearsome, the weapons bioter-
rorists have used have been ineffectual and the incidents of bioterrorism have been
rare.

Writing on behalf of the Monterey Institute of International Studies in a
1999 issue of Emerging Infectious Diseases devoted to Bioterrorism, Tucker re-
ported that the Center had compiled an open source database of all publicly known
cases where terrorists sought to use or acquire biological agents. The Monterey
Institute recorded only 55 bioterrorist events over the 40-year period from 1960
through 1999, most of which were hoaxes [1]. Tucker notes that over this 40 year
period only one bioterrorist attack led to casualties: the Oregon Rajneeshee relig-
ious cult caused 751 cases of food poisoning - but no deaths - in their unsuccess-
ful attempt to manipulate local elections [ 1 ]. The only other serious incidents dur-
ing this period also involved a religious cult and also proved ineffectual. The
Japanese Aum Shinrikyo cult used botulinum toxin in 1990 and 1993 and anthrax
in 1993 to unsuccessfully attack both the Japanese citizenry and the Japanese gov-
ernment [14].
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In 1999 Dr. Donald Henderson8, who led the World Health Organization's
global smallpox eradication program, commented on the paradox between the
potency of bioterrorist weapons and the impotency of bioterrorism. Henderson
noted four 'academic' explanations for this anomaly [18]:

• Because biological weapons have not been successfully used in the past
they will not be successfully used in the future.

• Because the use of biological weapons is repugnant, no one will use them.
• The technology of bioterrorism is beyond the reach of the bioterrorist.
• The capacity of biological weapons for causing mass destruction makes the

use of these weapons unthinkable.

Dr. Henderson questioned these arguments noting that technological advances, the
increasing boldness of terrorists, and the willingness of nations that support ter-
rorism (like Iraq) to produce and deploy biological weapons, predicted future dis-
asters [18]. Considering the subsequent 2001 anthrax attack through the US mails,
some might consider Dr. Henderson's warnings prophetic. Since the anthrax at-
tack actually resulted in only 22 casualties and 5 deaths, others might consider Dr.
Henderson's warnings exaggerated. To which others might reply that only a
prompt massive public health effort succeeded in limiting the 2001 anthrax attack
to just 22 casualties.

Perhaps the best approach is to expect that bioterrorism will never lead to
massive loss of life and health but still prepare for disaster.

In preparing for disaster we are fortunate that the Internet provides ready
access to updated information. Appendix 5.1 lists Internet resources on bioter-
rorism.

In November 2001 Dr. Henderson was appointed to direct the newly created Office of
Public Health Preparedness at the Department of Health and Human Services.
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APPENDIX 5.1 ELECTRONIC RESOURCES FOR BIOTERRORISM

Educational

1. www.bioterrorism.uab.edu Agency for Healthcare Research and Quality
(AHRQ): teaches physicians and nurses how to diagnose and treat rare infec-
tions and exposures to bioterrorist agents such as anthrax and smallpox.

2. www.btresponse.org American Academy of Family Physicians: contains in-
depth information on recognizing, diagnosing, and treating conditions result-
ing from chemical and biological warfare agents.

3. www.annuaheviews.org/biohazards Website of Annual Reviews provides
access to online documents about bioterrorism.

4. www.aamc.org/bioterrorism Association of American Medical Colleges:
teaches physicians, residents, and medical students on how to mount an effec-
tive response to terrorist acts involving biological organisms, chemical agents,
and radioactive and nuclear weapons.

5. www.cdc.gov/ncidod/eid/vol5no4/pdf/v5n4.pdf Electronic issue of the journal
Emerging Infectious Diseases devoted to the topic of bioterrorism.

6. www.idsociety.org Infectious Diseases Society of America home page: links
to multiple informational and educational resources.

7. www.niaid.nih.gov/publications/bioterrorism.htm National Institute of Al-
lergy and Infectious Disease Bioterrorism website describes NAID sponsored
research and provides access to online articles.

8. www.nbc-med.org/others NBC-Med: provides electronic access to broad-
casts, news reports, and training and educational resources concerning bioter-
rorism.

9. www.ph.ucla.edu/epi/bioter/bioterrorism.html University of California Los
Angeles: general educational information in support of academic studies on
the epidemiology and public health response to bioterrorism.

Response guidance

1. www.bt.cdc.gov CDC: links to CDC bioterrorism resources, reports of field
investigations, and fact sheets.

2. www.cbaci.org/CDCSectionLinksMain.htm Chemical and Biological Arms
Control Institute: extensive report and manual on the public health danger and
response to bioterrorism.

3. www.emergency.com/cbwlesnl .htm Emergency Response and Research In-
stitute: specific guidance on how to manage an incident.

4. www.vnh.org/FM8284/index.html U.S. Armed Forces, Virtual Naval Hospi-
tal: electronic manual provides specific guidance on the diagnosis, treatment,
and management of biological warfare casualties.
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5. www.usamriid.army.mil/education/bluebook.html U.S. Army Medical Re-
search Institute of Infectious Diseases: provides electronic access to a manual
describing specific measures for managing bioterrorism casualties.

6. http://chemdef.apgea.army.mil/textbook/contents.asp Electronic copy of the
textbook Medical Aspects of Chemical and Biological Warfare, published by
the U.S. Army Medical Research Institute of Chemical Defense.

Link directories to websites and electronic resources

1. www.apha.org/united the American Public Health Association (APHA): links
to APHA publications and other websites concerning bioterrorism.

2. www.ama-assn.org The American Medical Association: The AMA home
page contains a link to a bioterrorism web site with news, additional links,
and resources.

3. www.apic.org/bioterror Association for Practitioners of Infection Control:
overview of bioterrorism and links to electronic resources.

4. www.cbiac.apgea.army.mil Chemical and Biological Defense Information
Analysis Center: contracted to the Department of Defense, this website pro-
vides extensive links.

5. www.hhs.gov/hottopics/healing/biological.html Department of Health and
Human Services: Biological Incidents Preparedness and Response: links to
various web resources concerning bioterrorism.

6. www.hopkins-biodefense.org Johns Hopkins University Center for Civilian
Biodefense Studies: comprehensive resource on bioterrorism.

7. www.mlanet.org/resources/caring/resources.html Medical Library Associa-
tion: comprehensive list of bioterrorism websites and print references.

8. http://bioterrorism.slu.edu St. Louis University Center for the Study of Bioter-
rorism and Emerging Infections website and link directory.

9. www.hshsl.umaryland.edu/resources/terrorism.html University of Maryland
Health Sciences Library directory to electronic resources on bioterrorism.

10. wwwl.umn.edu/cidrap University of Minnesota, Academic Health Center,
Center for Infectious Disease and Research Policy website with news and
educational links.

11. www.usamriid.army.mil/links/bdr.htm USARMID: extensive link directory to
bioterrorism websites and resources.

12. www.fda.gov/oc/opacom/hottopics/bioterrorism.html U.S. Food and Drug
Administration Bioterrorism Page: provides links to primarily Federal web
sites and electronic documents concerning bioterrorism.

13. www.foodsafety.gov/~fsg/bioterr.html U.S. Food and Drug Administration in
conjunction with other government agencies web page on food safety, pro-
vides links to various websites focused on food safety and bioterrorism.
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News, public policy, and opinion

1. www.biohazardnews.net Private website and free electronic newsletter with
news, information, links, and opinion.

2. www.fas.org/bwc/index.html Federation of American Scientists Chemical
and Biological Arms Control Program: news, public policy, links to electronic
documents.

3. www.newscientist.com/hottopics/bioterrorism New Scientist: electronic news
and commentary on bioterrorism.

4. www.stimson.org The Stimson Centre: news and views on chemical and
biological weapons.
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Weaponization and Delivery Systems
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The specter of biological weapons has haunted mankind for nearly a thou-
sand years. Until recently, biological weapons have been viewed as strategic
weapons. As a strategic military tool, biological weapons are very limited. They
are highly dependent upon the weather, temperature, wind direction, wind speed
and other factors that cannot be controlled. However, with the proliferation of in-
formation that an open society offers, the know-how to develop and use biological
weapons is becoming available to individuals. Thus, biological weapons must now
be viewed as a much broader threat. Biological weapons have a psychological
effect upon people as they can create terror among the masses. This makes bio-
logical weapons an ideal tool for terrorism.

We review here the weaponization of biological agents and the delivery
systems that were designed for efficient dispersal of the agents both for military
and domestic terrorist attack.

HISTORY OF BIOLOGICAL WEAPONS

We begin our examination of the uses of biological weapons in the pre-World War
II era.

• The use of biological agents is believed to have happened much earlier
than that recorded in the history. One of the first uses of biological agents
occurred in 1346 during the siege of the Genoese city of Caffa (located in
present day Feodossia, Ukraine). The Tartars, believing that the Europeans
were responsible for an epidemic of the plague in Asia, initiated a siege
against the Genoese-controlled city. The cadavers of plague victims were
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catapulted to Genoese City [1]. One of the significant dangers of using
biological weapons manifested itself in the siege of Caffa. A few Genoese
merchants escaped Caffa by sailing home and took the illness with them.
Ships with infected rats arrived from Caffa at the port of Messina, Sicily in
1347 and the disease spread from there. Europe was plunged into an epi-
demic and after five years 25 million people or about one-third of Europe's
people were killed. The impact of the plague was probably magnified by
the superstitions of Europeans who believed that cats, the natural predator
of rats, were witches. Cats were killed because of this superstition. This
epidemic was referred to as the "black death."

• In 1710 during the war between Russia and Sweden, Russia adopted the
Tartar tactic from the siege of Caffa and used the bodies of plague victims
to expose Swedish soldiers.

• Perhaps the most effective use of a biological agent in warfare occurred
during the French and Indian War of 1776. Sir Jeffery Amherst ordered the
use of blankets and handkerchiefs that had been used in a smallpox hospi-
tal to be delivered to the Indians loyal to France [2]. An officer who deliv-
ered the infected cloth wrote in his journal "I hope it will have the desired
effect." Indeed it may have had its desired effect. Sir Jeffery Amherst was
able to take Fort Carlillon due to the weakened state of the Indians and he
renamed it Fort Ticonderoga.

• In 1917, during World War I, German agents infected allied horses and
cattle with glanders before they were shipped to the European front.

The means of finding effective biological agents and delivering those agents
to the enemy is a complex problem. Not until the application of 20th century sci-
ence did biological agents become a legitimate military threat. The era from World
War II to the present represents the application of 20th century science to the
weaponization of biological agents. As is known from aerosol science (see Chap-
ter 4) particles with a mean distribution of below 5 micrometers are the most ef-
fective way of infecting a human (host) with a biological agent. The weaponiza-
tion of a biological organism requires:

• Good agent properties: virulence, stability to heat, stability in air, stability
in humidity, stability to ultraviolet light, can be concentrated, can be dried,
can be made into 1 to 5 micrometer particles and can survive in aerosol
form.

• The munitions: biological agents have to be delivered to the target effi-
ciently.
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• Meteorological conditions: atmospheric conditions such as wind speed,
wind direction and humidity need to be optimum. If the wind blows in the
wrong direction, the agent will not disperse over the target. If it is raining,
then the aerosol washes out of the air.

• Method of dissemination: spray (line source) or explosion (point source).
• If the agent is sensitive, an explosion might destroy it.The start of the

modern era of the biological weapons began with the Japanese biological weapon
program with the formation of Unit 731 between 1937-45. Unit 731 performed
experiments on Chinese, Russian and American prisoners to determine which dis-
eases could best serve as weapons. The program successfully used a biological
weapon in 1940. Japan dropped plague-infected fleas on areas in China and Man-
churia and caused the outbreak of plague [1,3].

The U.S. program began in 1941 when intelligence indicated that Germany
and Japan were involved in biological weapons research. Secretary of War, Henry
L. Stimson, requested the National Academy of Science to review the feasibility of
manufacturing biological weapons. In 1942 a committee formed the National
Academy of Science concluded that biological weapons were feasible. As a result
George W. Merk was asked by the Secretary of War to form the War Reserve
Service. Camp Detrick in Fredrick, Maryland, was chosen as the War Reserve
Service's primary site. The site became operational in 1943. In 1944, Dugway
proving grounds in Utah was established as a test center for the program. Addi-
tionally, a production plant was built in Terre Haute, Indiana. During 1947-49
small-scale tests of simulated biological agents, Bacillus Globigii (BG) and Serra-
tia Marscens (SM), were performed at Camp Detrick. Serratia Marscens is a
harmless bacterium that is easily tracked due to its bright red color. For example,
instructors in medical school used it to demonstrate the transmission mechanisms
for infectious diseases. An instructor would put the organism in his or her mouth
and then lecture. The organism would be captured on plates covered with nutrients
around the room. The next day, the dispersion of SM around the room could be
seen on the plates by its characteristic color. Bacillus Globigii is used as a simulant
for anthrax because it too forms a spore like anthrax, but harmless to humans.

In 1950, the U.S. biological weapons program was extended due to the Ko-
rean War. An anti-crop bomb was developed by 1951 and was placed into pro-
duction. The U.S. program had looked at 2000 potential plant pathogens. Of those,
551 could be potential threats to our agricultural industry. These include rice blast,
late blight of potato, stem rust of wheat, stem rust of rye, southern corn leaf blight,
and citrus canker.

In 1953, the Camp Detrick program was expanded and the construction of
large-scale production of biological agents was underway. A large-scale produc-
tion facility was established in Pine Bluff, Arkansas, and it became operational in
the same year. By 1954 tularemia was being produced at the Pine Bluff plant.

Soviet Minister Marshal Zhukov, added fuel to the fire in 1955 when he
stated that the USSR would use chemical and biological weapons in future wars.
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From 1959-69 the military services submitted requirements for biological weapon
munitions including artillery shells, missiles, drones and other weapons. With em-
phasis on munitions, the Desert Test Center (DTC) was established at Ft. Douglas,
Salt Lake City in 1962. In 1964-66 the virus and rickettsiae production plants were
built at Pine Bluff, Arkansas.

The U.S. also engaged in simulations using harmless bacterium to demon-
strate the potential of biological weapons [3, 4]. In 1949, attack teams with spray-
ers introduced SM into the intake vents of the Pentagon's air conditioning system.
Had this been a real anthrax attack, half of the military's top command would have
been killed. This simulated attack convinced the military that biological weapons
were a threat.

In order to demonstrate the threat to the U.S. population, in April of 1950
the USS Coral Sea and USS K. D. Bailey sprayed both SM and BG into the wind
blowing towards Norfolk, Hampton, and Newport News, Virginia. The tests dem-
onstrated that U.S. costal cities could be threatened by a biological attack.

In September 1950, about two miles off the cost of San Francisco, U.S.
Navy ships sprayed SM, BG and a cloud of fluorescent particles, along a dissemi-
nation line of 3 miles length. The material was collected at monitoring stations
around the bay area. The Fluorescent Particles (FP) deposited throughout the city's
streets and sidewalks and at night, under ultraviolet light glowed like stars. Traces
of SM, BG and FP were found as far away as twenty-three miles. If the organism
had been anthrax, it would have produced lethal doses in an area of about 50
square miles.

A series of tests were designed to show that a large-scale attack with bio-
logical weapons was feasible. On December 2, 1957, an AC-119 sprayed an area
from South Dakota to International Falls, Minnesota, with fluorescent particles
while a cold air front was moving down from Canada. Particles were detected
1200 miles away in New York State.

A plane flying from Toledo, Ohio, to Abilene, Texas, and a second plane
flying from Detroit, Michigan, to Goodland, Kansas, sprayed about forty pounds
of FP per minute. Sampling stations on the ground proved that large areas of the
country could be attacked with biological weapons.

A jet aircraft equipped with a BG sprayer flew a predetermined pattern near
Victoria, Texas. The BG was found as Far East as the Florida Keys.

Travelers at the Greyhound Bus terminal in Washington D.C., and the
Washington National Airport, Washington D. C., were subjected to BG in October
1965. Scientists walked through the bus terminal and the airport and sprayed the
bacterium into the air without being detected. Aerosol traps were placed at strate-
gic points to capture the bacterium as it moved through the air.

A light bulb filled with BG was dropped on the tracks in the New York City
subway in June 1966. BG spread throughout the subway system within 20 min-
utes. Monitoring of the BG demonstrated that even this small amount of material,
had it been anthrax, could have killed thousands of people.
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Overall, more than 200 tests were performed to demonstrate the potential of
biological weapons. This research culminated between 1964 and 1968 with a se-
ries of tests at facilities in the Pacific including the well-known project SHADY
GROVE. The tests demonstrated that a single weapon was able to cover 2400
square kilometers with 30% casualties [3].

President Nixon of the U.S.A. renounced the use of biological weapons in
1969. This marked the beginning of the end of the U.S. biological weapons pro-
gram. Between 1970-72 all biological weapon stocks were destroyed and in 1975
President Ford signed the Biological Weapons Convention along with 144 coun-
tries.

The biological weapons program in the USSR has been shrouded in secrecy
since its inception in the 1920s. The first weapons used were low flying airplanes
with crop sprayers. After World War II, bombers armed with an explosive disper-
sion system were added. However, until the defection of Vladimir Pasechnik in
1989 and Ken Alibek (formerly Kanatjan Alibekov) in 1992 the full extent of the
USSR program was not known [5]. After signing the Biological Weapons Con-
vention in 1972, the USSR developed an extensive program for the production of
biological agents in sufficient quantities to load multiple-warhead ballistic missiles
and cruise missiles. An extensive network of production facilities were built for
the Ministry of Defense under the direction of the Fifteenth Directorate, the Min-
istry of Medical and Microbiological Industries under the direction of Biopreparat,
the Ministry of Health under the Second and Third Main Directorate and the Min-
istry of Agriculture under the direction of the Main Directorate for Industrial Pro-
duction and Scientific Enterprise [5]. Techniques were developed for the weaponi-
zation of anthrax (antibiotic resistant), brucella, smallpox, tularemia, Q-fever,
glanders, plague, Marburg variant U, Lassa fever, monkey pox and Ebola. By
1987 the USSR could produce 5000 tons of anthrax per year or 80 to 100 tons of
smallpox per year [5]. Of most concern was the USSR's program to genetically
engineer new agents [5].

The Russian Government has opened many of the Biopreparat sites to the
international community. Dr. Alebek has expressed his concern however, that
many of the sites of the Fifteenth Directorate are still not open to the west for in-
spection.

MUNITIONS

The weaponization of biological agents requires that they be dispersed by
the most effective means possible. Military weapons dispense and disperse their
submunitions payload from a primary unit in order to maximize the spread of the
biological agent by the delivery system. The primary unit is the shell, missile or
cruise missile that carries the submunitions (Figure 6.1).
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Figure 6.1 Primary system loaded with submunitions [6].

Dissemination of biological agents may be achieved by releasing or
discharging the agents from munitions or submunitions by pressurized gas or an
explosive to form an aerosol. The stability of the agent determines if the agent can
be released by explosives or by pressurized gas. The submunitions can be of the
spherical design, as shown in Figure 6.1 or a Flettner rotor design for wider
dispersal patterns. Less sophisticated designs such as a dart or cylinder can be used
for a more compact dispersal pattern.

The system does not have to be complex to be of concern. Iraq purchased
the widely available R-400 bomb for biological agent dispersal [7]. A diagram of
how the R-400 can be adopted for biological agent dispersal is shown in Figure
6.2.

It is possible to use sprayers mounted on cruise missiles to disperse
biological agents. This method produces a line source and is a very efficient means
of disseminating biological agents (See Figure 6.3). Due to the proliferation of
cruise missiles, this possibility is very real [8].
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Figure 6.2 Use of an R-400 bomb for biological agent dispersal.

Figure 6.3 A cruise missile equipped with a sprayer (similar to the Russian made TMU-
28/B).

Biological agents can be ingested in the gastrointestinal system, they can be
introduced into the lungs by aerosols, or the skin may absorb the agent. In modem
biological weapons, the dispersal method of choice is by aerosol. Specifically,
particles with 1 to 5 micrometer diameter are called the primary aerosol. The
primary aerosol flows rather easily and a person becomes infected because he or
she is breathing at a rate of 10 to 20 liters of air per minute. Each aerosol particle
will contain a number of infectious organisms. The goal of dissemination of
biological agents is to put as many infectious organisms in the vulnerable areas of
the human body as possible. Aerosol particles having diameter in the range of 18
to 20 micrometer deposit in the sinus. The sinus is the least infectious area of the
pulmonary system. Particles of 15 to 18 micrometer in diameter can deposit in the
throat. The throat is a slightly more infectious area than the sinus. Particles in the
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7 to 12 micrometer in diameter will deposit in the esophagus. This area is more
infectious than the throat but is not the most sensitive region. The most infectious
area is in the lungs where particles of 4 to 6 micrometers deposit in the bronchioles
and particles of 1 to 3 micrometer deposit in the alveoli. Alveoli are the most vul-
nerable areas within the lungs. Therefore, an ideal biological weapon would be the
one that would disperse biological aerosols in the size range of 1 to 3 micrometer
in diameter. Table 6.1 shows the infective dose of various biological agents. This
table also points out whether or not an infected person would transmit the disease
to another person by coughing or by other mechanisms.

The number of organisms required to cause an infection is the next impor-
tant factor because it determines the number of aerosol particles that must be de-
posited. In Table 6.1, the number of organisms required to infect a human host is
shown for several biological organisms. In addition, the table indicates if the or-
ganism can be passed from a person who is infected to another person.

Table 6.1 Infective dose of an organism and potential transmission from one per-
son to another [9].

Disease Transmits Human
to Human

Infective Dose (Aero-
sol)

Inhalation anthrax

Brucellosis

Cholera

Glanders

Pneumonic Plague

Tularemia

Q Fever

Smallpox

Venezuelan Equine Encephalitis

Viral Hemorrhagic Fevers

Botulism

Staph Enterotoxin B

Ricin

T-2 Mycotoxins

No

No

Rare

Low

High

No

Rare

High

Low

Moderate

No

No

No

No

8,000-50,000 spores

10-100 organisms

10-500 organisms

Assumed low

100-500 organisms

1 0-50 organisms

1-10 organisms

Assumed low (10- 100
organisms)

10- 100 organisms

1-10 organ isms

0.001 ug/kg is LD50 for
type A

0.03 ug/person incapaci-
tation

3-5 ug/kg is LDso in mice

Moderate
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Table 6.2 The amount of biological agent required to produce a LD50 in a one
square kilometer area.

Agent Kilograms of agent required to pro-
duce a LD5o over one square kilome-
ter

Anthrax

Plague

SEB

Botulinum

Ricin

0.007

0.00009

40

60

600

With the infective dose, and assumptions about the number of microorgan-
isms per aerosol particle, one can calculate the amount of aerosol that is required
to infect a building of one square kilometer in area (See Appendix 6.1).

We introduce here the concept of the LD50—the lethal dose (LD) that will
kill 50% of the exposed population. Biological agents are the most effective
weapons (as compared to chemical and nuclear weapons) in terms of the amount
of material needed for lethality (See Table 6.2).

Biological weapons can impact a larger area than nuclear or chemical weap-
ons (See Table 6.3). Biological weapons are less expensive than nuclear or chemi-
cal weapons.

Table 6.3 Relative comparisons of destruction power of nuclear, chemical and
biological weapons.

Parameter
Affected area
(square miles)

Human Lethality

Residual Effect

Time for effect

Property damage

Nuclear
-100

98%

6 months of radio-
active fallout on
~ 1 000 sq miles

Millisecond

-40 sq. miles

Chemical
-100

30%

3-36 hours over
the same area

Seconds

None

Biological
-2,000

Up to 75% de-
pending on agent

Potential epidemic
depending on
agent

Days

None

It is important to note that Table 6.3 assumes ideal weather conditions for
dispersion of chemical and biological agents.
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SMALL-SCALE DEPLOYMENT

Biological weapons can be successfully deployed on a small-scale. For
example, in September of 2001, weapons grade anthrax was sent through the mail
in envelopes to various broadcasting news channels [10]. The letters also went to
U.S. Senators Tom Daschle and Patrick J. Leahy. At the time of this writing, the
source of the anthrax was unknown, however it was of a weapon grade
comparable to material developed by the U.S. earlier [11, 12]. The particles
making up the powder did not have an electrostatic charge and thus did not
agglomerate. Material of this quality can be disseminated by a variety of methods.
These may include spraying (from a dry powder garden sprayer to a crop duster),
airborne release from a container (such as breaking a glass jar), to just throwing it
into the air.

A highly infectious agent such as smallpox could be a devastating weapon
even on a small-scale. Due to the eradication of smallpox in 1972, the natural
resistance to the smallpox virus in the human population should be fairly weak.
Additionally, smallpox vaccinations given prior to 1972 are probably no longer
effective. Officially, there should be only two seed samples of live smallpox virus
left in the world, one in the U.S. and another one in Russia. However, one cannot
discount the existence of other samples. If a terrorist were to be exposed to
smallpox, it would be feasible for that terrorist to infect a planeload of people on a
long haul flight while in the infectious stages of the disease. Given the nature of
travel across boarders today as compared to 1972, it would be very difficult to
implement quarantine along with vaccination as a means of containment. There is
a potential of spreading smallpox worldwide.

CONCLUSIONS

The biological weapons programs of the United States and the former USSR
committed substantial resources to the understanding of the science and
technology. Biological agents were weaponized. Information from these programs
is filtering out into the public domain and is the cause of great concern for the
proliferation of biological weapons. There is little doubt that the technology has
proliferated to countries. Even groups, cults and individuals are beginning to
acquire the knowledge. There are recent examples. The Aum Shinrikyo had tried
to deploy anthrax in Japan several times from 1993-1995 but failed [5]. In
addition, at the time of this writing, The Times of London reported that it had
discovered documentation in Afghanistan that al-Qaeda had a keen interest in
developing biological weapons [13].
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APPENDIX 6.1 CALCULATION OF MASS OF ANTHRAX MATERIAL
REQUIRED TO PRODUCE A LDso IN A VOLUME V

Consider M (kg) of anthrax-infected aerosol is dispersed in a volume of V (m3) of
air. The mass concentration assuming no settling and other loses is given by:

M/V(kg/m3) Eq.6.1

Assuming an average particle diameter of d, the number concentration is:

N = (M/V)/(7td3p/6) (number of particles/m3 of air) Eq. 6.2

where, p is average density of the particles in kg/m3. If each aerosol particle
contains J anthrax spores then the number of spores per cubic meter of air is:

Ns=N J (spores/m3) Eq. 6.3

If the volume of air that an average person breaths per minute is Vb (m
3/minute),

the rate of spores that a person breaths in per minute is:

RS= NsVb (spores/min) Eq. 6.4

A Lethal Dose-50 (LD50) is the number of organisms that would cause the death of
50% of the people receiving that dose. To receive a LD50, an average person
would need to accumulate a total of A (spores/LD50) anthrax spores. Thus the
multiples of LD50 (X) accumulated over an exposure time T (minutes) is:

X^A/TRs Eq.6.5

Assuming that you want X to be a single multiple of LDso per exposure time, one
can set Equation 6.5 equal to one and then derive Equation 6.6 using Equations 6.3
and 6.2-a formula for the required mass of aerosol to infect a given volume of
space with one LD50 over an exposure time T.

M = A(WTVb)(7id3p/6)/J (kg) Eq. 6.6
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The Classification and Manufacture of
Biological Agents

Mark A. Prelas
University of Missouri, Columbia, Missouri

Biological agents are living organisms or the toxins generated by living or-
ganisms that cause disease in humans, animals, or plants. These agents can be
bacteria, virus, mycroplasma or toxin as described in Chapter 5. The agent may be
lethal or incapacitating.

Biological agents can be produced by four methods. The most common
means of producing bacterial agents is by fermentation. Viral agents are most
commonly produced by the inoculation of fertile eggs. Both viral and bacterial
agents can be produced in live animals or in tissue. Toxins are derived as a by-
product of the growth of a biological organism just as alcohol is a byproduct of the
growth of yeast. Toxins can also be derived from snakes, insects, spiders, sea
creatures and plants

CLASSIFICATION OF AGENTS

Biological agents can be used as antipersonnel agents that are effective
against humans. They may also be employed as antianimal, antiplant and antima-
terial agents. Antianimal agents are effective against animals. Antiplant agents are
live organisms that cause disease or damage to plants. Antimaterial agents cause
damage or breakdown of materials such as rubber.

Potential bacterial agents that may be used in a biological warfare include
anthrax (bacillus anthracis), plague (yersinia pestis), tularemia (francisella tularen-
sis), salmonella (samonella typhi), and cholera (vibrio cholerae). There are a host
of other bacterial and antimaterial agents that can be used for domestic terrorist
attack. There are many other potential bacterial agents as discussed in US Army,
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Medical Research Institute of infectious disease, Biological Casualties Handbook,
2000.

Agents can also be derived from the family of organisms called rickettsiae
such as Q-fever (coxiella bumetti).

Viral agents are composed of DNA (e.g., smallpox) or RNA (viral hemor-
rhagic fevers such as Ebola, Marburg and Congo-Crimean) that requires living
cells to replicate. Examples of other viral agents are Dengue fever, encephalitis
(e.g., Venezuelan equine, West Nile, Japanese, Western equine and eastern
equine), monkey pox, white pox, Rift Valley fever, Hantaan virus and yellow fe-
ver.

Toxins are poisonous chemicals that are produced by the metabolic activi-
ties of living organisms. These agents are organic chemical compounds such as
proteins, polypeptides and alkaloids. Toxins can be categorized in two ways: neu-
rotoxins that affect nerve impulse transmission and cytotoxins that destroy or dis-
rupt cells. Toxins can be derived from bacteria and they can be either exotoxins
(poisons that diffuse out of cells) or endotoxins (poisons contained in the cell but
are released when the cell disintegrates). Toxins produced by fungi are called my-
cotoxins. Mycotoxins are exotoxins that include tichothecenes (which may be the
source of yellow rain discussed in Chapter 6), aflatoxins (produced by aspergillus
flavus) and temorgens (which affect the nervous system). Toxins can be produced
from plants such as castor beans (ricin) and abrus seeds (abrin) and algae (anatoxin
A from blue-green algae). Finally, a number of toxins are generated by animals
such as batrachotoxin from a frog, palytoxin from soft corals, saxitoxin from shell-
fish, comotoxins from sea snails, tetrodotoxin from puffer fish, snake venom and
spider venom.

THE FUTURE OF BIOWARFARE IN THE BIOTECHNOLOGY AGE

Just as the atomic age began in the twilight of the industrial age, we are on
the threshold of the biotechnology revolution. The human genome is well in hand
and we are beginning to understand the aging process. Dreamers of this age fore-
see a time when replacement organs can be grown, viruses can be designed to at-
tack diseases such as cancer, and the aging process is slowed down if not stopped.
However, nature always seems to have a balance in that the promise of a technol-
ogy is countered by its terror.

In his book, Biohazard, Dr. Ken Alibek relates a conversation with fellow
Soviet Bioweaponer Dr. Lev Sandakchiev. According to Dr. Sandakchiev, it is
possible to produce a "chimera virus". Chimera is a mythological beast with the
head of a lion, the body of a goat and the tail of a serpent. To a bioweaponer, it is a
virus that takes the property of lethality from one organism and mixes this with the
infectious property of another. According to Dr. Alibek, one of the goals of the
Soviet bioweapons program was to produce a smallpox-ebola weapon. These pio-
neers in the biotechnology age made substantial progress using crude tools such as
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the search for promising mutations in nature when a new epidemic arises or muta-
tions created in the growth of a large batch of agent in a Soviet bioweapon factory
or perhaps the splicing of genetic material from one agent to another. As the tools
of the biotechnology age grow, so grows the potential good and the potential mis-
chief. Motivated bioweaponers of the future will likely have the tools to create the
"chimera virus". It may take the form of a designer virus that can attack the ge-
netic patterns of a specific individual or a whole ethnic group. If history has taught
us one thing it is that knowledge cannot be stopped, only slowed down. The
threshold of the biotechnology age is upon us for good or for evil.

MANUFACTURING PROCESS

Fermentation

Fermentation is a method of providing nutrients to biological organisms for
rapid growth. A simple example of fermentation is the brewing of beer or wine.
Here the biological organism is yeast and the growth of yeast produces alcohol as
the byproduct. Fermentation is widely used in the pharmaceutical industry as well
for production of a number of drugs. The widespread use of this technology along
with basic understanding of the processes involved makes production of biological
warfare agents by fermentation rather easy. As a result it is difficult to isolate or
identify a fermentation facility that is designed or used exclusively for production
of biological agents. The home brewing of beer and wine is simple and prevalent
and the presence of brewing facilities in a home would be beyond suspicion.

Fermentation can be used to produce lethal bacteria such as anthrax or tox-
ins such as botulinum from the growth of the bacteria clostridium botulinum. Two
methods for fermentation can be used. The first is the batch process in which a
single fill of nutrients is used and the organisms grow until the nutrients are gone.
The second method is continuous fermentation where nutrients are added as or-
ganisms are taken out. We will focus on the batch fermentation process because it
is easier to implement and lends itself well to anaerobic (absence of oxygen) fer-
mentation that is required for anthrax and botulinum toxin.

The first step in the batch fermentation process is to acquire a culture of the
organism. The nutrients need to be prepared prior to the addition of the organism.
The content of the nutrient mixture is highly dependent upon the organism that
one wants to grow. In the case of brewing beer, malt is added as the nutrient and
hops and grains are added for flavor (see Figure 7.1).

Once the nutrient is ready, the biological organism is added as shown in
Figure 7.2 and the container is kept at a certain temperature that encourages
growth of the organism. Other environmental conditions may be varied as well.
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Figure 7.1 The author on the left and colleague (Dr. Malcolm Harris) use malt as the
nutrient for the fermentation process.

This basic batch fermentation process can be used for growth of biological
agents in large-scale using a fermenter having greater than 500 liters capacity [1,
2]. In large-scale production, the first step is to acquire a seed stock of the organ-
ism that will be grown. This seed stock can be obtained from many sources. For
example, the US has the American Type Culture Collection in Rockville, Mary-
land. Prior to an incident in April 1995 involving Larry Harris, a member of a
white supremacist group in Ohio, it was feasible to order cultures of deadly or-
ganisms from the American Type Culture Collection for $35 by simply using an
order form with a University letterhead. Mr. Harris tried to order three vials of
plague from the American Type Culture Collection catalog. Mr. Harris did not
realize that it took at least 30 days for the American Type Culture Collection to fill
an order. He became impatient after two weeks and began to make telephone calls
to the American Type Culture Collection. These calls raised suspicions and a sub-
sequent investigation revealed Mr. Harris' plot. As a result, the American Type
Culture Collection has implemented strict standards in their ordering process.
However, in his book Biohazard, Ken Alibek reported that Iraq had picked up
strains of anthrax, tularemia and VEE once targeted by the US biological weapons
program for weaponization from the American Type Culture Collection prior to
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the changes in the ordering process [1]. There are at least 90 other culture collec-
tions around the world and most are not as secure as the American Type Culture
Collection.

Figure 7.2 The biological organism (in this case yeast) is added to the nutrient. Environ-
mental conditions such as temperature for optimum growth of the organism are then main-

tained.

Culture collectors obtain their samples of organisms from researchers and
from outbreaks of disease in the human and animal populations around the world.
The animal and human populations of the world are potential incubators for the
growth of biological organisms. Mutations occur in large populations of the or-
ganisms and time or outbreaks facilitate the growth of large populations, thus it is
important to collect samples from each outbreak to determine if the organism has
mutated and to provide a stock of material for the production of a vaccine.

As shown in Figure 7.3, the second step is to put the seed organisms into a
small container or flask filled with nutrients and to mix it thoroughly. The organ-
isms start to grow with time. Afterwards, the contents of the flask are then put in a
larger container or mid-sized fermentor and mixed. The organisms are then al-
lowed to grow in the mid-sized fermentor. As the organisms approach their peak
population, the contents of the mid-sized fermentor are transferred to a larger vol-
ume or large-size fermentor with additional nutrients. The organisms are allowed
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to grow in the large-size fermentor until its population reaches a peak level. At this
point in time, the contents of the large-size fermentor are placed in a centrifuge
and the contents are separated and concentrated. In a weaponization process, ad-
ditives are placed in the concentrated materials for performance purposes and the
next step in the process is to dry the mixture. Once dried, the material is milled
and sized. The resulting milled and sized material is then ready for use or storage.
This technology exists. For example, the biological weapons program in the for-
mer Soviet Union demonstrated large-scale production of anthrax, smallpox,
plague, and other agents [1,2].

Additives and
Drying

Milling
& Sizing

Centrifuge and
Concentration Storage

Mid -Size
Fermentor

Large-Size
Fermentor

Figure 7.3 Diagram for large-scale fermentation of biological organisms.

Small Scale Fermentation

The batch fermentation process can be adapted to small-scale (typically less
than 50 liters) production of biological organisms. For example, home brewing of
beer or wine is very common and equipment necessary to set up a fermenter is
easily available. As described above, the process of fermentation used for benefi-
cial biological organisms is the same process that is used for the growth of lethal
biological agents. For example, it is feasible to grow clostridium botulinum (the
organism that produces botulism toxin) in a garbage can.
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Viral Production Process

A viral agent requires the presence of cells in order to replicate. This re-
quirement makes the viral agent more difficult to cultivate. Several methods are
available and are discussed below.

One of the methods that is used for the production of viral agents is through
the use of fertile chicken eggs. In this process, fertile chicken eggs are inoculated
with the viral agent from seed stock. The egg is allowed to incubate until the viral
organism population has peaked. The embryo from the egg is harvested and the
viral organism is concentrated with a centrifuge. The concentrated material is then
collected and additives are mixed with it. The mixture is freeze dried and then this
material is milled and sized. This milled and sized materials are then used or
stored (See Figure 7.4).

Small-scale use of fertile chicken eggs

The use of fertile chicken eggs as a medium for the growth of viral agents
can be used on a small-scale. This type of small-scale production is used in Uni-
versity-type laboratories. Thus, the expertise for this type of processing is widely
available.
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Figure 7.4 Production of viral agents with fertile chicken eggs.

Live Tissue

Live tissue may be used for bacteria as well as viral production. The mecha-
nism for the use of live tissue is analogous to that of viral production with fertile
chicken eggs (See Figure 7.5).
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Small-Scale Use of Live Tissue

It is feasible to use live tissue to grow biological organisms on a small-scale.
For example, francisella tularesis (tularemia) can be grown on blood agar plates.
Blood agar is a common material used in high school biology laboratories and is
widely available. Each plate is capable of producing thousands of organisms.

Live Animals

Live animals can be used to grow both viral and bacterial organisms. The
method of using live animals is similar to the use of chicken embryos and live
tissue (see Figure 7.6).

Add itives and
Freeze Drying

Harvest
Tissue

Centrifuge and
Concentration

Figure 7.5 The use of live tissue in the growth of biological agents.

Small-Scale Use of Live Animals

Live animals are easily obtained and can be used virtually undetected as a
means of incubating lethal biological organisms. Such an operation could occur in
a rural as well as an urban environment.

An example of the use of live animals for the production of lethal organisms
would be the inoculation of a sheep with anthrax. The sheep would serve as a host
for the growth and production of anthrax. When the disease has nearly run its
course, the sheep could be killed and the anthrax-bearing tissue harvested for con-
centration and drying.
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Figure 7.6 Use of a live animal for the production of biological agents.

CONCLUSIONS

Four methods for the production of biological agents were discussed in this
chapter: fermentation, fertile eggs, live tissue and live animals. The use of these
methods on a large-scale for the production of biological weapons is very difficult
to detect, since these same methods are employed by the legitimate vaccine and
pharmaceutical industry. This is why the implementation of the Biological Weap-
ons Convention is so difficult [3]. In order to detect the production of biological
weapons, it would require detailed inspection of vaccine or pharmaceutical pro-
duction facilities in a signatory country. Since biotechnology and the pharmaceuti-
cal industries use proprietary technology and keep trade secrets, the open inspec-
tion of these industries could have important strategic and economic conse-
quences. For example, economic espionage, the theft of trade secrets, costs the
United States two hundred and fifty billion dollars per year. The FBI has recently
identified 23 countries involved in this practice and the pharmaceutical industry is
one of the main targets. Thus countries are not motivated to employ the strict in-
spection regime that the Biological Weapons Convention would need to become
successful.

The only currently available means of addressing the proliferation of bio-
logical weapons is through the Australia Group, an informal organization of 30
members. The Australia Group is committed to ensuring that the export of materi-
als and equipment useful for the production of chemical and biological weapons
from the member countries is curtailed [4].
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To make matters even more interesting, each of the production methods de-
scribed in this chapter is adaptable to small-scale production and is virtually un-
detectable. Advancements in biotechnology will only enhance the access to new
and more lethal organisms.

In the view of the author, biotechnology will present a more dangerous and
complex non-proliferation problem than any other technology for the production
of weapons of mass destruction.
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Agroeconomic Bioterrorism

Keith A. Mickey
University of Missouri, Columbia, Missouri

INTRODUCTION

Agroeconomic bioterrorism is bioterrorism conducted against economic and
agricultural commodities such as animals/livestock, food crops and other deriva-
tive products and systems (e.g., cotton, wool, leather, milk, wood, food distribu-
tion systems, etc.). Since the attacks are not conducted against people directly, the
desired effects are economic damage which requires a widespread geographical
consideration. We care about 100 people; we don't care about 100 animals, 100
trees, 100 food plants, etc. Agroeconomic targets are systems involving complex-
ity and are widespread in scope. Local (focal) or point attacks can cause signifi-
cant economic damage, primarily through psychological or societal reactions to
the perception of risk and danger. Distributed (or multi-focal) attacks on the agro-
economic base of food crops or animal livestock require both similar and signifi-
cantly different considerations than do bioterrorism or biowarfare directed at peo-
ple. The response to agroeconomic bioterrorism is by necessity multi-disciplinary
involving

• Spatial-temporal analysis of relationships (systems theory, operations re-
search, and spatial econometrics).

• Environmental biophysics for the physical propagation of toxins and
pathogens in water, dust or air (soil science, hydrogeology, aerosol micro-
physics, and meteorology).

121
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• Epidemiology and disease propagation modeling (plant pathology, veteri-
nary medicine, entomology and demography).

• Information and communication systems (geographical information sys-
tems, common databases, communication and reporting networks or path-
ways).

U.S. agroeconomic system has a dedicated system of expert and profes-
sional response to naturally occurring plant and animal diseases and pests known
as the Animal and Plant Health Inspection Service (APHIS) of the United States
Department of Agriculture (USDA). Specialized research capabilities are available
through the USDA Agricultural Research Service (ARS). Bioterrorism and
biowarfare against agroeconomic systems would activate these teams to respond
in a manner similar to naturally occurring outbreaks. In fact, often the difficulty is
in recognizing a deliberate attack and the identity of the attacker as opposed to a
spontaneous outbreak. The teams of the APHIS are highly trained and are experi-
enced with responding to naturally occurring threats to the agroeconomic system.
"The Veterinary Services (VS) unit has an Emergency Programs staff which coor-
dinates efforts to prepare for and respond to outbreaks of exotic animal diseases.
The staff is assisted in its efforts by Federal and State field veterinarians, animal
health technicians, and disease specialists." (APHIS web page
www.aphis.usda.gov). In addition, the National Animal Health Reporting System
(NAHRS) is a joint effort of the U.S. Animal Health Association (USAHA), the
American Association of Veterinary Laboratory Diagnosticians (AAVLD), and
the USDA APHIS. The NAHRS is voluntary and considered to be one part of a
comprehensive, integrated animal health surveillance system in the U.S. (APHIS
web page www.aphis.usda.gov).

Similarly, the Plant Protection and Quarantine (PPQ) unit of APHIS has the
responsibility regarding outbreaks of plant diseases. "The American plant safe-
guarding system is focused on preventing the entry and establishment of invasive
plant pests in the form of insects, plant diseases, noxious weeds, and other injuri-
ous organisms." (Safeguarding American Plant Resources, USDA-APHIS-PPQ
Julyl, 1999). "The USDA-APHIS battles invasive species along multiple fronts at
any given period. During the 1997-1998 period, no less than 20 introduced plant
pests (usually near ports of entry) were the targets of eradication campaigns, strict
quarantines, or regulatory actions by the USDA. Additionally, several animal dis-
eases were targeted for management or eradication. As opposed to accidental inva-
sions, the intentional introductions of exotic invasive species may differ in the
following ways: (1) use of non-traditional pathways, (2) increase of the probability
of survival of the pest in-transit, (3) widespread dissemination of the disease from
disparate foci, (4) use of highly virulent strains, (5) high rates of inoculum, (6)
introduction into remote areas, (7) targeting of susceptible natural environments,
(8) release of multiple species simultaneously, and (9) precise timing of releases to
coincide with maximal colonization potential " [1].
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In addition to foreign terrorists or enemies who are interested in the destruc-
tion or economic disruption of the U.S., there are dedicated domestic eco-terrorist
groups such as the Animal Liberation Front (ALF) and the Earth Liberation Front
(ELF) whose principle call to arms and agenda is the disruption of the U.S. agri-
business system (Richard Berman, "Enemies here threaten food," USA Today
Nov. 1, 2001). For a further discussion, see the following Psychological and Eco-
nomic Terrorism section as well as the two case studies on Genetically Modified
Organisms (GMO) and Hoof and Mouth Disease (HMDX

"Since the September 11, 2001 attacks, all USDA personnel at U.S. at ports
of entry, food inspection facilities, and research labs and buildings, are currently
on a heightened state of alert. At ports of entry, personnel are conducting intensi-
fied product and cargo inspections of travelers and baggage to prevent the entry of
animal or plant pests and diseases." "We are examining our responsibilities -
looking at our short and long term needs to ensure USDA continues to protect
America's food supply and agriculture against pests and disease of any kind," says
Agriculture Secretary Ann M. Veneman. "We stand ready - and are making sure
that we are prepared, coordinated, and able to respond should we ever face an
emergency" ("Agricultural Biosecurity," USDA Q&As 10/25/01).

"The feasibility of an agroeconomic attack hinges on three factors:" [2]

1. The technical ability to acquire and deploy a bioagent.
2. An interest in sickening or killing animals or crops as a means to its goal.
3. A desire to do so using the bioagent.

AGROECONOMIC SYSTEMS AND VULNERABILITIES

Point Attacks on the Food Supply Chain

Attacks on the food supply chain can be from many sources including poi-
sons, toxins, or contaminants of a biological, chemical, or radiological nature.
Point attacks on centralized facilities involve considerations of access and biosecu-
rity. Crop-dusting planes as dispersal units of biological or chemical agents, inser-
tion of cyanide into drugs such as Tylenol, contaminating food processing plants,
and anthrax-contaminated letters are examples of point attack vulnerabilities. Sur-
veillance and inspections, access control, sophisticated packaging, automated han-
dling systems, food and mail irradiation to kill microbes, and other local biosecu-
rity measures [3] to prevent security breaches and the introduction and movement
of infectious diseases or toxins can reduce the risk of point attacks.
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Distributed Attacks on the Agroeconomic System

In contrast, distributed attacks on the agroeconomic system would not typi-
cally involve chemical or radiological contaminants because of dispersal issues for
large areas. Biological agents would be the terrorist weapon of choice to cause a
widespread economic disruption. Biosecurity involving access control becomes
difficult to impossible to implement because of the size and the scope of the agri-
business industry which is primarily conducted in rural areas. An attack on the
more than $200 billion per year agriculture industry with its open fields and
crowded feedlots would be relatively simple to conduct (Anita Manning, USA
Today, Oct. 2001). Given the difficulty in implementing security, a widespread
attack, especially in food crops, is not as easy to conduct as it would appear be-
cause of the natural barriers in crop disease propagation, and the rapid response
and disease containment provided by plant pathologists in commercial crops, and
animal health inspectors and veterinarians in commercial livestock.

"It has been known for a long time that many naturally occurring microor-
ganisms and toxins are potential biological weapons against people, and crops
with many examples of deliberate infections or infestations including rinderpest
virus in cattle, glanders and anthrax in horses, African swine fever virus and the
Colorado potato beetle." [1]. Plant diseases as bioweapons such as rusts, blight,
smuts, etc. were also heavily studied in the former Soviet Union as were easily
transmissible animal diseases such as hoof and mouth disease, rinderpest, and Af-
rican swine fever. As many as 10,000 Soviet bioweapons researchers at the Soviet
Union's Biopreparat were working solely on anti-agricultural bioweapons projects
[1], The New York Academy of Sciences Volume 894 Food and Agricultural
Security: Guarding Against Natural Threats and Terrorist Attacks Affecting
Health, National Food Supplies, and Agricultural Economics [1] is the most com-
plete detailed survey of potential bioterrorist threats against the U.S. and the world
agricultural systems.

Descriptions of the Plant/Animal Disease Process

Plant Pathology is the study of plant disease. Veterinary Medicine is simi-
larly related to the study of animal disease. "Disease is the result of a dynamic
interaction between an organism (plant, animal, or human) and its environment.
This interaction results in abnormal physiological and often morphological or neu-
rological changes in the organism. The expression of a disease by a host is called a
symptom. The actual visualization of the pathogen is called a sign. Signs and
symptoms relate to the presence of a disease. One characteristic that all symptoms
share is that some aberrant function, growth pattern, or physiological dysfunction
affects the well-being of the organism. Therefore, disease may occur at any level
of organization within an organism.

There are four elements in the propagation of disease - a susceptible host, a
virulent pathogen, a favorable environment and the amount of time under consid-
eration. Most disease problems are caused by biotic pathogens or living agents.
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These agents include viruses, mycoplasmas, bacteria, fungi, protozoa, nematodes,
and parasites. The term environment is general and includes obvious factors such
as temperature, moisture, etc. as well as interactions between the pathogen and
other competing microorganisms (the biological environment). The cause of dis-
ease need not be restricted to infectious agents, such as viruses, bacteria or fungi,
but may also be caused or enabled by nutritional or genetic disorders." (Wyllie,
Thomas D., Plant Pathology Course Notes, University of Missouri-Columbia

©1995). In the case of bioterrorism against commercial plants and animals, the
health status and environmental conditions of the organism involved radically
affect the degree of success of the bioattack.

PSYCHOLOGICAL AND ECONOMIC TERRORISM

The Psychology of Terrorism and the Terrorist

The psychology of agroeconomic bioterrorism has some significant differ-
ences to the psychology of either warfare or the use of weapons of mass destruc-
tion in terrorist attacks against human targets. While all terrorism attacks are short
term tactical missions against limited targets conducted with a longer range strate-
gic goal of government destabilization or motivating societal or policy changes,
agroeconomic bioterrorism can instill the same desired fear, panic and loss of con-
fidence without the direct loss of human life. In fact, the long-term effects and
psychological damage inflicted by an agroeconomic attack might be significantly
greater because of long lasting and more widely distributed economic hardships
without the natural national anger and sense of purpose often generated by the loss
of human life.

The only effective antidote to the psychological effects of bioterrorism is
knowledge through familiarization, education and training, and the perception,
confidence and reality of governmental expertise and ability to deter future attacks
and restore the country to health and normalcy in a reasonable time frame. The
psychological effects of terrorism is the perceived loss of power and control by
both the individual and the government to protect themselves.

"Because it is effective and cheap (and sponsorship can be disguised or de-
nied), terrorism increasingly will be a weapon of choice for extremists and rogue
states. Whereas politically motivated terrorism appears to be in decline, terrorism
carried out in the name of religion is increasingly ascendant. Religious zealots
exhibit few self-imposed constraints" [1]. Eco-terrorism is a form of religious
zealotry and extremism with the worship of "Mother Earth".

"Terrorism is an act composed of at least four crucial elements." [4]

1. An act of violence against plant, animal or human.
2. A motive or goal.
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3. Perpetuated against innocent persons.
4. Staged to be played before an audience whose reaction of fear and terror

is the desired result.

The categories of persons who commit terrorism are criminals, crusaders
and crazies [5]. The profile of an agroeconomic bioterrorist would likely fall into
the crusader category except when done by state-sponsored terrorism. Attacking
crops, animals and economic commodities does not cross the potential barrier to
killing humans. Although personal gain could be a motivation, it is much more
likely that idealism with a desire for prestige and recognition within a collective
cause is the most likely motivation.

An example is the eco-terrorist movement including the Earth Liberation
Front (ELF) and Animal Liberation Front (ALF), which have recently conducted
many violent and destructive acts including arson and vandalism especially in the
states of Oregon and Washington (Bourne, Sally Ruth, Boston Sunday Globe, July
22, 2001). By destroying property only, the group regards their work as "non-
violent, direct actions". Acts have been committed against logging, agriculture and
animal research.

"The motivations for agroeconomic bioterrorism can include:" [2]

1. The profit motive such as commodity speculation.
2. Anti-GMO (genetically modified organisms) or other eco-terrorist ex-

tremist idealism.
3. The psychological barrier is often lower when the target is animals,

plants, or economic as opposed to the taking of human life.
4. Agricultural targets are "soft targets" with relatively low security, easily

attacked with limited financial or technological resources, and hard to
detect and prosecute the attacker.

Economic Terrorism

Past incidents of large-scale disease outbreaks show the financial impact of
an outbreak includes not only the cost of the lost agricultural products, but also the
cost of the disrupted trade, and even societal change and instability [2, 6] "For any
fool-proof system, there is a fool who is bigger than the proof," (Edward Teller,
1980, University of Missouri-Columbia College of Engineering Croft Lecture).
These words show the basis of insurance in the world of business. Insurance rates
are the price of risk as estimated from current assumptions and future predictions
of economic conditions, wars, natural disasters and terrorism. In rapidly changing
times and with risk uncertainty, insurance companies will raise their premiums for
coverage or will back away from insuring the risk until predictability returns.

Risk to the insurers and liability vulnerability to natural or man-made disas-
ters is spread among the various insurance companies by a process of reinsurance.
Terrorist attacks on Sept. 11, 2001 and the following anthrax bioterror attacks
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have significantly raised the uncertainty of insurance risk estimates leading to up-
heavals in the property and casualty insurance of businesses and difficulties in the
reinsurance industry. "Without terrorism coverage, real estate development, manu-
facturing, and transportation could be effectively shut down," (Mike McNamee,
Business Week, Dec. 10, 2001). Banks to date have not started pulling loans due
to commercial properties being denied terrorism coverage; however, banks have
been reluctant to finance new projects until Congress acts on the issue of terrorism
insurance (Christine Dugas, USA Today, Jan. 10,2002).

A study on the economic impacts of the September 11, 2001 attacks yielded
ten tentative conclusions [7]: Relevant conclusions for this presentation included:

• An increased unemployment rate and decreased Gross Domestic Product
(GDP) trend.

• Diffusion of the decrease in activity in one sector of the economy (e.g., air-
line, travel) into other sectors of the economy more rapidly than in past reces-
sions.

• A consumer confidence decline with decreased consumer spending increasing
the probability and possible severity of a recession through early 2002, higher
oil prices not likely to be a major problem unless military or terrorist actions
disrupt oil supplies.

• Increased probability and possible severity of a recession in most other na-
tions, especially major U.S. trading partners, such as Canada and Mexico, as
well as the U.S.

• Unlikely to have a major impact on agricultural prices in the short run, how-
ever, an international recession would reduce the demand for U.S. exports and
could result in downward pressure on agricultural prices.

• The U.S. and other major nations must use lower interest rates, increased
government spending, or decreased taxes to encourage economic growth. The
effectiveness of lower interest rates may be very limited.

It is clear that acts of terrorism through both actual economic assault and
perceptions of risk can have magnified effects throughout the U.S. and the rest of
the world through complex economic relationships of consumer confidence and
the global trade and finance markets.

THE AGROECONOMIC PROTECTION AND RESPONSE HIERARCHY

"The threat of an agroterrorist attack can be countered on four levels:" [2]

1. At the organism level, through animal or plant disease resistance.
2. At the farm level, through facility management techniques designed to

prevent disease introduction or transmission.
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3. At the agricultural sector level, through USDA disease and response pro-
cedures.

4. At the national level, through policies designed to minimize the social
and economic costs of a catastrophic disease outbreak.

Kohnen's paper [2] discusses in depth the threat of agroterrorism and a
comprehensive strategy to counter it. "The Office International des Epizootics
(OIE), also called the World Organization for Animal Health, is an intergovern-
mental organization with 155 member countries. The OIE maintains a list of
transmissible diseases which have the potential for very serious and rapid spread,
irrespective of national borders, which are of a serious socioeconomic or public
health consequence and which are of major importance in the international trade of
animals and animal products. List A diseases could severely damage the U.S. agri-
cultural market, since an outbreak of one of these diseases is internationally recog-
nized as grounds for export embargo" [2]. An example of a List A animal disease
is HMD.

"Vaccines exist for most of the List A diseases, though they are not gener-
ally used except to control an emerging outbreak. Vaccines can keep animals from
acquiring diseases, but in most cases they do not keep animals from being carriers.
A cow vaccinated against HMD can carry the disease in her throat tissues for two
and a half years after exposure. Also, a vaccinated animal cannot be distinguished
from an infected one; the titers are the same" [2]. An even more sobering thought
is the spread of the HMD into the wildlife population, such as deer, where popula-
tion numbers have skyrocketed in recent years. An effort to eradicate the disease
epidemic in both the commercial livestock bases of pigs, cattle and sheep as well
as the deer population could reach monstrous level. This is why the genetic efforts
in vaccine production and vaccine quality is so exciting. Incorporating a vaccine
into both a feed plant for animal food-stock and into forage crops for the wildlife
would be critical. In addition, it would be beneficial to have a vaccine available
where the titers for infected and vaccinated animals could be easily distinguished.

"Comparable to the OIE for animal export guidelines, the International
Plant Protection Convention (IPCC) sets international standards for plant export
guidelines. The IPCC has 111 member countries, each of which submits its own
plant import restrictions" [2]. "Plant pathogen resistance include herbicides, to
eliminate weeds, and pesticides, to control insect pests. Virus-resistant plant varie-
ties reduce the need for insect control as a means of stopping virus transmission"

[2].
At the farm level there is excitement (and fear) in genetically modified or-

ganisms (GMO) or biotech crops. Biotech methods may rapidly create new resis-
tant crops that significantly increase crop yield with a reduced cost in herbicides
and pesticides, and without the laborious Mendelian plant breeding initiatives that
have previously increased crop yields. Unfortunately, there are concomitant con-
cerns with genetic diversity from the resulting monocultures, food quality, etc. that
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have lead to controversy, both within the agricultural industry between farmers
and agribusiness, between countries and with environmental activist groups.

"In animal production at the farm level, intensive farming of livestock ani-
mals and broilers is efficient; it allows farmers to raise more animals with fewer
resources. The increased density of animals per farm heightens the epidemiologi-
cal risk. The trend toward larger farms is unlikely to change in the foreseeable
future" [2].

"At the sector level, there is the USDA disease detection and response
mechanism. The organization and duties of APHIS were previously discussed. A
detection/surveillance system using satellite tracking systems (remote sensing) for
crop distress is being developed by ARS. By combining various field measure-
ments such as reflectance with Global Positioning System (GPS) information, the
system (in reality a Geographic Information System - GIS) can pinpoint problems
within fields. This system provides a rapid response and integration of available
information concerning crop diseases and crop stress" [2]. The technology and
beneficial applications of remote sensing and GIS will be discussed in more detail
in a later section.

Similarly, the sector response to animal diseases needs rapid diagnostic ca-
pabilities. Some of the state-of-the-art genetic tests and diagnostic detection tech-
nologies will be discussed in a later section.

At the National level, the USDA as well as other Federal Agencies have the
responsibility to eliminate the perception of risk as well as the actual risk. The
study of perceived risk, and the psychological and public relations implications
have a long and interesting history [8, 9]. Often, Federal "deep pockets" are the
most essential element in rapid eradication of the threat and compensation to the
directly economically injured.

TECHNOLOGIES IN AGROECONOMIC TERRORISM PLANNING AND
RESPONSE

Bioterrorism Detection and Analysis

The general identification methods of bioagents from either bioterrorism or
biowarfare include [4]:

1. Isolation of the etiologic agent by culture (possible in one to two days for
some agents).

2. Detection of toxin by mass spectroscopy, animal inoculation, or other
methods.

3. Antibody detection (specific immunoglobulin M, IgM, may appear
within 3 days).

4. Antigen detection via enzyme immunoassay or other sensitive assay
methods.
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5. Genome detection employing DNA probes.
6. Detection of metabolic products of the infectious or toxic agent in clini-

cal specimens.

"Detector systems and methodologies are rapidly evolving and represent an
area of intense interest within the research and development community. The prin-
cipal difficulty in detecting or remote sensing of bioagent aerosols stem from dif-
ferentiating the artificially generated bioagent cloud from the background of or-
ganic matter normally present in the atmosphere" [10]. The key problems in labo-
ratory-grade diagnostic detection is the cost, portability, complexity, sensitivity,
specificity and speed of diagnosis. Modern biotechnology approaches have made
significant progress in the detection of bioagents.

"Polymerase Chain Reaction (PCR) is a fast, inexpensive technique for
making an unlimited number of copies or any piece of DNA. Sometimes called
molecular photocopying, PCR has had an immense impact on genetic research.
The powerful duplication ability of PCR allows genetic and molecular analysis
using small amounts of cells or tissues" [11]. "Sequencing uses DNA polymerase
(an enzyme) to synthesize a complementary copy of the target DNA. The polym-
erase extends, in the 5' to 3' direction (directional ends of starting and stopping), a
short segment of DNA (known as a primer) that has to be annealed (joined) to the
5' end of the target sequence to initiate the process" [12].

"A DNA marker is simply a uniquely identifiable segment of DNA. Mark-
ers can be thought of as landmarks, and a set of markers whose relative positions
(or order) within a genome are known comprises a map. PCR-based markers are
commonly referred to as sequence-tagged sites (STS). An STS is defined as a
segment of genomic DNA that can be uniquely PCR amplified by its primer se-
quences. STS markers may be developed from any genomic sequence of interest
(e.g., bioagent). Polymorphic markers are those that show sequence variation
among individuals. A type of polymorphism detected by PCR-based analysis is a
single nucleotide polymorphism (SNP), which results from a base variation at a
single nucleotide position. SNPs lend themselves to highly automated fluidic or
DNA chip-based analyses and have quickly become the focus of several large-
scale development and mapping projects in humans and other organisms" [29].

DNA-based computer chips are being developed to detect and identify bio-
logical pathogens to begin to address the issues of rapid diagnosis and wide speci-
ficity and sensitivity (Moore, Samuel K., "Making Chips" IEEE Spectrum March
2001, pp. 54-60). DNA microarrays are used to study gene activity or expression,
and diagnose diseases. Gene expression shows the subset of genes in a cell ac-

tively making proteins. These researchers have adapted existing tools — semi-

conductors, inkjet printers, and flat panel displays — to the manufacture of these
DNA microarrays. Active electronic elements in the microarrays are used to ma-
nipulate and sense DNA. Microarrays can perform experiments with thousands of
genes simultaneously
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Military as well as civilian development of fast, portable bioagent detectors
(Christopher Aston, "Biological Warfare Canaries," IEEE Spectrum, Oct., 2001
pp. 35-40) has been very active. Detectors can be based on different technologies
including DNA-based detectors, mass spectrometry, antibody-based tests and
sensing of chemicals and bacteria using indicators and synthetic compounds that
change state when exposed.

Now that various genomes have been sequenced (Human-34,000 genes), the
new game is proteomics-study of the proteins (Human - 500,000-1 million pro-
teins) which increases the computational and database organizational demands by
more than three orders of magnitude (Begley, Sharon, "Solving the Next Genome
Puzzle," Newsweek 2-19-01). This level of data demands even more automation
using the tools of microchips and large scale computation resources.

Geographic Information Systems and Remote Sensing Technology

A Geographic Information Systems (GIS) is a combination of computer
technologies that integrate massive databases of spatial data, and provides a dis-
play and query interface for building and analyzing spatial relationships. GIS uses
geography and computer generated maps as an interface for integrating and as-
sessing massive amounts of location-based information [13]. On the ESRI Ar-
cUser site www.esri.com applications of GIS have been developed for public
safety, disease tracking and emergency response that allows public safety person-
nel to effectively plan for emergency response, determine mitigation priorities,
analyze historical events and predict future events. GIS can also be used to get
critical information to emergency responders upon dispatch or while on route to an
incident to assist in tactical planning. Spatial-temporal analysis can improve orga-
nizational integration of data and information allowing better decisions based on
time and spatial relationships as well the visualization of data. GIS can manage
and portray spatial data for epidemiological modeling of disease diffusion in a
susceptible population in space and time, as well as overlaying biometeorology
influences of stresses of heat and weather, soil type, topology, etc. [14].

In emergency response situations quick and accurate information is the key.
Also, flexible systems are needed to respond to new, unexpected threats. Inte-
grated comprehensive databases and communication networks are essential.
Breakdowns in uniform response and coordination between separate responder
units and organizations are the first casualty of information and decision support
systems that are not properly designed.

A draft report "Implementation of Recommendations for Using Geographic
Information Systems in APHIS" is available on the APHIS web site
www.aphis.usda.com. Its first recommendation is "GIS should be recognized as an
important methodology in the way APHIS does business". On the same web site,
the Center for Animal Disease and Information and Analysis (CADIA) has a link
to Analysis Information with GIS and Spatial Analysis for Geospatial Analysis.
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Remote sensing obtains data from a sensor at a distance remote from the
measured phenomena. Usually, the data measured from the sensor are from the
electromagnetic radiation spectrum either directly, or indirectly, from reflection or
reradiation. The electromagnetic spectrum measured can include light, thermal
(heat), radar, etc. or a combination of the various EM spectrums or bands to pro-
vide a multi-spectral composite image [15, 16]. "Remote sensed data can be col-
lected using either passive (only receive a signal) or active (send/receive signals)
remote sensing systems. Suborbital (airborne) and satellite remote sensing systems
can provide fundamental biological and/or physical (biophysical) information di-
rectly, without having to use other surrogate or ancillary data" [16]. Remote sens-
ing imaging capabilities and data processing include image interpretation and
analysis, classification methods, morphological function and elevation modeling
and transformational analyses. These biophysical parameters can be used in a site-
specific environmental biophysics analysis [17].

Given an environmental dataset geo-referenced in a GIS, spatial statistics
can be performed for an understanding of spatial processes and an investigation of
the important spatial statistical variable of spatial autocorrelation. Spatial statistics
can be used to characterize and identify differences in variables across space and
their significance in quantitative geography [18-21]. When observations are ir-
regular in time space, the variogram sample estimator can be used to estimate spa-
tial variance. There is relation between the variogram and the autocovariance
function [18, 21]. A good introduction to the concepts and utilization in practice of
spatial statistics is given in references 19 and 21.

The integration of physical data obtained from remote sensing systems in-
cluding GPS within a GIS framework can be critical to advancements in plant
breeding field trials evaluating crop yield and resistance. "A central problem con-
fronting a plant breeder when comparing genotypes in a field trial is that the yield
of a genotype is markedly affected by the condition, particularly the soil moisture
and fertility, of the plot in which the genotype is sown. Comparison problems in-
crease with separation between plots and lead to the conclusion that marked soil
variations occur which tend to make adjacent tree or plot yields alike. This has
major repercussions in the replication and randomization statistics in agricultural
field trials. The non-uniformity of conditions over the trial is sometimes referred to
as within-trial heterogeneity or 'fertility' trials. Heterogeneity or fertility trends
result in spatial correlation between plots, so a useful statistic for examining the
within-trial heterogeneity is the spatial autocorrelation coefficient" [22]. "The
main purpose of spatial analysis is to estimate genotypic effects and their standard
error of differences. Resulting estimates of genotype effects from spatial analysis
to reduce variability showed increased precision as the within-trial heterogeneity
increased compared to standard incomplete block analysis" [22].

"For plant breeders, the strength of a GIS system is its capacity to provide
information on test locations that can be used in supporting the analysis of geno-
type x environment interactions. For example, temperature, relative humidity,
dewpoint and dew duration, and wind direction and velocity all have important
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and direct influences on plant disease epidemiology. Recent insights into the rela-
tionship between meteorological conditions and disease intensity allow simulation
(using long-term meteorological records) of the intensity and frequency of specific
diseases or, in some cases, disease vectors (e.g., insect carriers). Mapping the ex-
tent and intensity of crop diseases allows characterization of test locations, as well
as production areas. Characterization of production areas assists in the setting of
research priorities. A GIS can provide temporal (frequency/intensity) and spatial
information supporting research efforts" [22]. Similarly, real-time remote sensing
data from satellites is available for input to a GIS for use by natural resource man-
agers such as precision agricultural professionals, who will use the data to more
accurately determine what portions of land received precipitation and determine
where best to apply agricultural chemicals.

Time Series Analysis and Risk Assessments

Most time critical decisions or strategic predictions are not made in an envi-
ronment of absolute certainty, but are instead made with incomplete information
and involve statistical analysis or estimates of the current state or predicted future
state of a system. The National Plant Board (NPB) in its recommendations to the
USDA APHIS stated "The pest risk analysis process should be continuously im-
proved, expanded, and implemented. The quest for efficiency and transparency
requires development of pest risk analysis models that incorporate and standardize
levels of information needed to perform the risk analysis. Cost-Benefit analysis
models should be used to incorporate social sciences and economic theory into the
risk management process" [23], Techniques of risk analysis and risk assessment
have long been used in the aerospace and nuclear technology industries [24, 25].
Preliminary Hazards Analysis (PHA), Event Tree Analysis (ETA) and Fault Tree
Analysis (FTA), and Consequence Analysis (CA) have been used to identify acci-
dent sequences and describe the consequences of the accident.

Specialized environmental risk assessment methodologies have application
in the context of bioterrorism risk assessment especially in the enviromental trans-
port of diseases and toxins. Previous work has been done in aerosol transport, en-
vironmental and food pathway transport of radionuclides, pollution studies, and
soil transport of contaminants [26-33].

In addition to the standard risk assessment and analysis, the issues of meas-
urements and estimates made over time and space have been studied in the context
of time series analysis. Standard analysis of variance (ANOVA) and regression
analysis techniques contained in common statistics packages such as SAS, SPSS,
S-PLUS etc. for providing estimates and accessing the sources of variability [34]
have to be expanded or modified in the case of time series analysis [18, 35]. S-
PLUS has built-in time series analysis algorithms as well as being extensible with
its built-in matrix processing. SAS and SPSS have routines that perform basic time
series analysis, SAS/ETS and SPSS Trends. For the case of multivariate time se-
ries analysis, a matrix approach is absolutely necessary [18, 35].
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For cost-benefit analysis, economic and financial relationships and quanti-
ties that vary in space and time, and have spatial-temporal correlation are studied
in the context of econometric and spatial econometric analysis of time series.
Econometrics and spatial econometrics often has some specialized characteristics
and assumptions that differ from standard time series analysis [36, 37].

Bioterrorism Response Modeling and Bioinfomatics

Information quality and uniformity is critical in emergency planning and
emergency management response. Different data sources (e.g., data acquisition
from satellite sensors such radar, thermal, GIS, GPS) often have different datasets
measuring some but not all of the same parameters and with various degrees of
accuracy. Information from various sources both in time and space can be inte-
grated (fused) into a single database with a combined accuracy superior to any one
single dataset. This process is called Multiple Sensor Integration (MSI) or Mul-
tisensor Data Fusion [38] and has been highly developed in the military as part of
situation awareness, especially for tactical aerospace state estimation in target
tracking and for decision support systems. Classical and modern techniques for
analyzing signals include Fourier spectra, statistical properties of time series, cor-
relation functions, spectral density functions, and time series modeling [39].

Likewise, Bioinfomatics seeks to make sense of a bewildering amount of
data through computational and database techniques. "Biology in the 21st century
is being transformed from a purely laboratory-based science to an information
science as well. The information includes comprehensive global views of DNA
sequence, RNA expression, protein interactions or molecular transformations.
Increasingly, biological studies begin with the study of huge databases to help
formulate specific hypotheses or design large-scale experiments. In turn, labora-
tory work ends with the accumulation of massive collections of data that must be
sifted. These changes represent a dramatic shift in the biological sciences" [12].

"As molecular biology works towards characterizing the genetic basis of
biological processes, mathematical and computational sciences are beginning to
play an increasingly important role: they will be essential for organization, inter-
pretation, and prediction of the burgeoning experimental information" [40]. These
mathematical and computational sciences include:

• Object-oriented computer languages for information parsing and pattern
matching in DNA sequences such as Perl, Bioperl or Scheme [12, 41, 42].

• Data-mining techniques [43] involving database construction issues as well as
multivariate statistical analysis (principal components, factor analysis, etc.)
and decision making [ 18,44].

• Categorical time series analysis [18] for estimating the spectral envelope of a
DNA sequence using the nucleotide alphabet to find coding and non-coding
signal segments.
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• Mathematical and statistical genetic analysis such as linkage analysis to map
genes and computational methods to predict protein structure which is critical
for the protein function [40,45].

To make sense of this overwhelming amount of a data, a user-friendly hu-
man interface to the various databases is needed. Also, in a rapidly changing tech-
nology environment, this human interface should be able to be easily modified to
incorporate and investigate new paradigms of computation and new algorithms,
i.e., the interface should be a rapid prototyping system. Because of the highly
multidimensional characteristics of the data and the necessary algorithms to proc-
ess it, the interface should include at a bare minimum embedded or easily added
vector and matrix operation constructs. Several processing environments include
these capabilities including S-PLUS, Mathematica, Matlab, etc. Mathematica [46,
47, 48], and S-PLUS [49, 50, 28] are two of the most useful for processing inter-
faces to large databases such as generated in GIS, remote sensing and bioinfomat-
ics.

A discussion of Mathematica as a front-end user interface to a GIS database
and rapid prototyping system will be given. Mathematica is a programming lan-
guage as well as a comprehensive symbolic computation system. As a higher level
language, projects developed using the resources of Mathematica can be devel-
oped much quicker than similar projects using FORTRAN or C, albeit with a
computational overhead and reduction of computational speed. Mathematica in-
herently contains several characteristics that aid programming in the rapid proto-
typing environment including [48]:

• Mathematical formula and algorithms.
• Pattern matching capabilities.
• Simple manipulation of structured data (lists, vectors, matrices).
• Modularization for organizing larger programs.
• Object-oriented elements to make code development easier.
• Traditional procedural programming in the style of FORTRAN and C.

These elements, in addition to built in graphical and display tools allow the
rapid development of processing algorithms to control the large GIS system with
its massive database and allow the interface processing and display of the desired
data. This kind of system would be a significant aid in the optimized use of GIS
data for modeling and emergency response.

CONCLUSIONS

Agroeconomic bioterrorism is a real threat in the present world. The agro-
economic system in the U.S. is large, diverse and of critical economic importance.
It has both inherent safety mechanisms and dangerous vulnerabilities. The USDA
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and the U.S. agricultural response system (APHIS and ARS) of plant pathologists,
veterinarians, and other professionals are under-funded and under-staffed for the
magnitude of the threat that they face - both natural occurring pests and diseases
as well as threats deliberately introduced. However, they have real-world experi-
ence and procedures dealing with natural disease outbreaks in plants and animals.

The agricultural system is relatively unprotected, but a bioterrorist would
have to attack the agricultural system over a wide geographical area and coordi-
nated with an assault on many different plant and/or animal systems to have a truly
devastating effect on the diverse U.S. economy. Not impossible to implement for a
well-trained, well-funded bioterrorist group, but certainly not trivial for a casual
effort.

The anthrax bioattack shows the difficulty in coordinating a dispersed and
distributed attack with massive casualties and yet it also shows the relative ease
that a bioattack can be carried out to inflict psychological and economic damage
much greater and widespread than the real injuries. The September 11, 2001 ter-
rorist attack shows the propagation of economic effects from one economic sector
and one geographic location throughout the linked economy to other sectors and
other geographic locations. We truly live in a complex global and networked
economy with all the sophistication and benefits that it brings, as well as the po-
tential risks entailed when it fails. The U.S. agroeconomic system is a vital and
vulnerable part of that global economy.

CASE STUDY 1: GENETICALLY MODIFIED ORGANISMS (GMO)

Genetically Modified Organisms or Biotech crops generate significant pas-
sion and controversy between several special interest groups with agendas at sev-
eral levels. With that passion, comes the motivation for activism, extremism and
even eco-terrorism against agribusiness. It is hoped that with perceived adequate
regulation and enhanced consumer education that biotech foods will gain accep-
tance in consumer markets. Resistance to food derived from GMO is especially
high in Europe where as many as 80 percent are opposed. The economic and envi-
ronmental potential benefits for biotech crops are significant with increasing crops
yields that will benefit the world food supply, while reducing the environmental
assault of large scale use of herbicides and pesticides. The U.N. Development
Program (UNDP) agency has come out with a 2001 report in support of biotech
foods in the effort to stem world hunger. An example of a GMO is "Golden Rice"
that has been modified to contain beta carotene to combat vitamin A deficiencies
in Asia that lead to blindness. Opponents such as Bio-Justice that are opposed to
genetic engineering have called golden rice a "Frankenfood."

In addition to biotech food, research in plant-based genetic derived products
such as vaccines and human disease therapies are ongoing. These vaccines and
therapies have the potential to create public relations "good will" that may aid the
biotech food markets by association.
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The most widely noted case of biotech crops generating controversy is in the
case of the genetically modified corn known as Starlink. "StarLink had won gov-
ernment approval as animal feed but not as food for humans. It cross-pollinated
widely contaminating 430 million bushels of corn, and triggering nationwide re-
calls of taco shells, corn chips and other foods" (Elias, Paul, "Molecular Pharmers
hope to raise human proteins in crop plants," AP release, St. Louis Post Dispatch,
10-28-01). This is an example of how significant economic damage can be ac-
complished through a bioassault without even endangering human life.

Bt corn is another example of a GMO that has been modified using the Ba-
cillus thuringiensis to provide natural pest resistance. "Plant genetic engineering
refers to the transfer of foreign DNA which codes for specific genetic information,
from a donor species into a recipient plant species by means of a bacterial plasmid,
virus, or other vector. A segment of DNA that codes for a desirable trait is inserted
into the plant genotype where it replicates and is expressed in the new plant geno-
type. This is similar to the plant breeder backcross method in which desirable
genes are transferred to a recipient genotype by a succession of crosses. The dif-
ference is that the plant breeder can employ the backcross only among species that
are cross-fertile, whereas the molecular biologist is not limited to obtaining the
DNA from a donor plant species that is cross-fertile with the recipient plant spe-
cies" [51]. "The use of Bt corn was developed as a way of providing corn with
natural resistance to some pests, particularly the European corn borer and to a
lesser extent the corn earworm, the southwestern com borer, and the lesser corn-
stalk borer" (Research Q&A: Bt Corn and Monarch Butterflies, Agricultural Re-
search Service, web page www.ars.usda.gov). The use of pesticides with Bt corn
was enormously reduced with significant positive environmental benefits. The Bt
varieties of corn are currently approximately 20 percent of the U.S. corn crop.

Bt corn has been controversial in the public press because of potential
threats to monarch butterflies and possible human allergic reactions. These allega-
tions were refuted in 2001 by studies from EPA and USDA on monarch butter-
flies, and CDC for the alleged allergic reactions.

The Mexicans have been angered recently that unlabeled U.S. imports had
transferred modified genes including the Bt gene to local corn, even though
planting genetically modified crops is banned in Mexico. The danger is that ge-
netically modified strains could displace or contaminate the valuable Mexican
genetic diversity resource stockpile of wild varieties of corn (Stevenson, Mark,
"Accidental spread of modified corn is seen as cultural attack," AP release, St.
Louis Post Dispatch, 1-1-02). Genetic diversity is an important issue for plant
breeding and evolutionary adaptation [52, 53]. Diversity is essential for species
survival in space and time, by adaptation to specific environments. Genetic diver-
sity has a leading role in competition, symbiosis and parasitism, impact of climate,
absorption of nutrients and the effect of nutritional deficiencies. The importance of
wild relatives for breeding is important for the improvement of crops by wild
genes for disease and pest resistance. One advantage of gene transfer through ge-
netic engineering is by opening up tertiary (distantly related) gene pools [52].
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The only thing certain is that controversies associated with GMO will con-
tinue for the near future. It is in the political agenda of certain environmental ac-
tivist groups to continue the hysteria of imagined threats while ignoring the bene-
fits associated with biotech foods. Real problems should be addressed as they
come along (which they always will in the real world) with a rational and thought-
ful analysis backed with technical expertise.

CASE STUDY 2: HOOF AND MOUTH DISEASE (HMD)

Hoof and mouth disease is a naturally occurring disease that affects hoofed
animals including domesticated economic livestock such as cattle, swine, and
sheep as well as wildlife such as deer. The disease is rarely fatal to the infected
animal but can destroy the economic productivity of a herd and because of the
highly infectious nature of HMD, it can rapidly spread throughout an entire region
by infected animals, non-infected carriers such as humans, by air transmission and
within various animal species. The recent outbreak of HMD since February of
2001 in Britain has shown the economic dangers of a widespread epidemic in-
cluding direct economic damage in the destruction of livestock herds as well as
ancillary economic damage in other areas such as a reduction in tourism through
travel restrictions and security to prevent the disease from spreading from region
to region or from country to country.

An Associated Press report (10-31-01 Columbia Tribune) quoted the British
Tourism Minister Kim Howells with an estimate of $4.8 Billion loss to the English
tourism industry with a direct destruction of nearly 4 million British livestock. In
the case of HMD disease, vaccination of herds is not usually performed due to the
difficulty in differentiating between an infected animal and a vaccinated animal.
Vaccinated animals are banned from export sales which is a significant considera-
tion in most large scale livestock producers. With a HMD outbreak, quarantines
and an embargo will also cause widespread economic disruption.

The U.S. has been free from HMD disease since 1929 but the economic
dangers of an outbreak could be catastrophic to the pork and beef industries. An
outbreak would potentially be even more difficult to eradicate than in previous
U.S. outbreaks due to the proliferation of deer wildlife that has exploded in recent
years due to significant conservation efforts. A resident endemic infectious popu-
lation in wild deer would be disastrous to the domesticated herds, and livestock
breeding or large-scale confinement production areas.

Would a potential terrorist consider HMD? Domestic eco-terrorists with an
animal rights or anti-meat agenda as well as foreign enemies would consider the
livestock industry a prime target for economic disruption. In April of 2001, People
for the Ethical Treatment of Animals (PETA) cofounder Ingrid Newkirk expressed
hope that HMD which devastated the British cattle industry would come to the
U.S, "It will bring economic harm only for those who profit from giving people
heart attacks" (Richard Berman, USA Today, Nov. 1, 2001).
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Vaccines can keep animals from acquiring diseases, but in most cases they
do not keep animals from being carriers. A cow vaccinated against HMD can
carry the disease in her throat tissues for two and a half years after exposure. Also,
a vaccinated animal cannot be distinguished from an infected one; the tilers are the
same" [2]. An even more sobering thought is the spread of the HMD into the
wildlife population, such as deer, where population numbers have skyrocketed in
recent years. An effort to eradicate the disease epidemic in both the commercial
livestock bases of pigs, cattle and sheep as well as the deer population could reach
monstrous levels. This is why the genetic efforts in vaccine production and vac-
cine quality is so exciting. Incorporating a vaccine into both a feed plant for ani-
mal food-stock and into forage crops for the wildlife would be critical.

In addition, it would be beneficial to have a vaccine available where the
liters for infected and vaccinated animals could be easily dislinguished. Sub-unil
vaccines such as viral coal prolein pul into forage crops have Ihe potential to ac-
complish thai goal. "Easy, inexpensive methods of vaccination are crucial lo Ihe
prevenlion of animal diseases in rural regions of Ihe world" [54].

The economic considerations of HMD was demonslraled in March 21, 2001
when in North Carolina, inspectors found lesions on a dead hog at a packing plant.
"Hog company stock prices fell and touched off panic selling on the Chicago
Board of Trade. Tests ultimately proved il was a false alarm" (Associated Press
release, Columbia Daily Tribune 12-31-01).
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Sensors and Detection Systems for
Biological Agents

Tushar K. Ghosh and Mark A. Prelas
University of Missouri, Columbia, Missouri

INTRODUCTION

Detection of biological agents used for bio-terrorism is a challenging task,
particularly from the outdoor environment. The shortcomings of the biological
agent detection systems became rather obvious during the Persian Gulf War of
1991. A number of pathogens could not be detected immediately because of the
limitation and capability of the technology that was available at that time. During
the Gulf War 17 research and development systems were deployed to the Gulf
region to monitor the air for suspected Iraqi biological warfare agents. Twelve of
the 17 systems were mobile and the remaining five systems were static employed
at critical logistic facilities. The mobile systems consisted of high volume air sam-
plers and Sensitive Membrane Antigen Rapid Test (SMART) identification tick-
ets. The static systems had a commercial aerosol sampler with SMART tickets.
The mobile units were mounted on HUMVEES and on Isuzu Troopers equipped
with high volume XM-2 air samplers. The XM-2 air samplers had low reliability
and an unacceptable false alarm rate [1]. Most of these detection systems can be
used for domestic applications because of the similarities in the agents that can be
employed both in warfare and in terrorism. Although there are similarities in the
detection systems for the battlefield and domestic counter terrorism, the needs of
domestic counter terrorism differ in several major respects from their battlefield
counterpart.

1. Domestic detection systems must deal with a much broader range of agents.
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2. The false positive requirements are much more demanding for domestic pro-
tection.

3. Detecting an attack in the vast urban population will be extremely difficult.
4. There is much less supporting infrastructure in civilian populations.
5. The detection system must meet the needs of local law enforcement person-

nel, fire fighters, public health officials, and others who would likely be first
on the scene following a biological attack.

Identification of biological organisms within minutes and at the parts per
billion to parts per trillion concentrations level is a challenging task. A number of
detection systems have been developed since the Persian Gulf war by taking ad-
vantage of the advancement in genomics, biotechnology, microengineering, and
microcomputers. Although the detection systems for biological agents can be
broadly classified as (a) detection of biological agents in clinical samples, and (b)
detection of biological agents in the environment, the difference between the two
systems is mainly in the collection of samples. Once a sample is collected
(whether from patients or environment), the same methodologies and equipment
can be used for specific detection and identification of the biological agents.

DETECTION OF BIOLOGICAL AGENTS IN THE ENVIRONMENT

Real-time detection and measurement of biological agents in the environ-
ment is daunting. A myriad of microorganisms are present in the environment and
each organism has its own signature. Also the number of biological agents that
could be employed in a terrorist attack are much larger compared to the number
for biological warfare. Most detection schemes are specific for a particular bio-
logical agent. As a result civilian agencies generally do not have the capability at
any level currently to detect a broad range of biological agents. A number of mili-
tary units, most notably the Army's Technical Escort Unit, the U.S. Marine Corps
Chemical Biological Incident Response Force, and the Army Chemical Corps,
presently have some first-generation technology available.

Detection technologies are categorized by their requirement to come in di-
rect physical contact with the biological agent. Depending on the need, the detec-
tion system architecture and sensors involved will be different. For early warning
of a biological event, a "stand-off' detection system may be sufficient. However,
in order to take counter measures, diagnostic capability would require "point" de-
tection. For early warning, sensitivity of the detection system is not important. The
presence of live biological agents needs to be determined. Specificity of the bio-
logical agents is not important. This is also true for the control of contaminated
environments, determination of decontamination efficacy, and threat assessment.
Generally the concentration level has to be far in excess of the infectious dose
limit in order to infect or kill someone. Determination of dose level will require
specific identification of the biological agents and a point detection system would
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be required. Also, for clean-up and reoccupation of contaminated areas point de-
tectors will be useful.

Stand-off Detection

In a stand-off detection system, detection is accomplished from a distance
and does not require direct physical contact. Threat scenarios involving releases of
biological agents as a line source upwind from the target are likely to happen in
the battlefield; however a similar tactic may be used in domestic terrorism. Most
of the agents for domestic terrorism can be delivered as aerosols. Therefore, stand-
off monitors may be aimed at detecting particles of biological nature in distant
clouds. Generally the size range of the biological particles is from 0.5 to 5 mi-
crons. Stand-off systems can be either active or passive. In active mode, a laser
beam is focused on the target and the return energy is continuously analyzed for
signature of biological agent. In a passive mode an infrared sensor is used to track,
detect and collect data form particles of biological origin by analyzing their emit-
ted energy.

Stand-off detection offers safe, real-time determination of particulates or
aerosols in the atmosphere by utilizing lasers, infrared and Raman spectroscopy,
and fluorescence [2]. The application of these devices is somewhat limited by their
range, which is typically several kilometers. This can limit their use for urban
bioterrorism scenarios. However, these devices may be used for monitoring prede-
termined, high-risk sites or large public gathering places, such as stadiums, for
aerosol clouds. The stand-off detection is generally based on Light Detection And
Ranging (LIDAR) system. A LIDAR system can be operated either in passive or
in active mode.

In the passive mode the back scattering of laser light is utilized to determine
the size and spatial distribution of airborne particles. The technique cannot distin-
guish biological particles from non-biological particles. It determines the particle
size distribution in the cloud and the abrupt increase of particles in the range from
1 to 5 microns in diameter is monitored. The Los Alamos National Laboratory
developed a LIDAR detection system using a 1.55 micron wavelength optically
pumped oscillator laser that operates at 100 Hz, with 0.5 joules per pulse [3]. It
utilizes an InGaAs detector with an 86% optical efficiency, a telescope of 75 cm in
diameter, and a field view of 150 microraclians. The complete unit is mounted on a
helicopter and is capable of aerosol tracking and mapping at distances up to 50
km. A typical long-range LIDAR system is shown in Figure 9.1.

When operating a LIDAR system in active mode, the thermal emissions
from a given direction are monitored. Fibertek Inc. [4] has developed a short range
biological standoff detection system for military use that can be used in active
mode. The infrared unit can provide cloud detection, acquisition and tracking ca-
pability, while the UV unit provides real time detection and discrimination be-
tween biological and non-biological aerosols using ultraviolet laser-induced fluo-
rescence (LIF). The presence of tryptophan is detected. Since all living organisms
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have tryptophan, identification of specific organisms because of the similarity of
their emission spectra is not possible.

Figure 9.1 A long-range LIDAR system. Source: Military Analysis Network.
http://www.fas.org/man/dod-101 /sys/land/lr-bsds.htrn [5].

The Naval Research Laboratory and Research International [6] have devel-
oped a small model airplane-like unmanned aerial vehicle (UAV) for stand-off
detection. The size of UAVs can range from a few inches to a foot and carry sen-
sors on-board capable of downloading data to a ground-based control system. Pro-
totype vehicles have been successfully demonstrated in cities and inside buildings
as well as in outdoor terrains. Furthermore, they are reusable and easily trans-
ported. In the event of biological agents being released in a building, such vehicles
could locate "hot zones" and monitor decontamination efficacy, reducing human
exposure and risk. Later the Naval Research Laboratory developed a remote bio-
sensor using a fiber-optic-based sensor [7]. The complete unit that contained an
automated fluidics unit for immunoassays, a cyclone sampler, a radio transceiver,
and batteries weighed about 4.5 kg and was loaded on a remotely piloted airplane.
This remote biosensor was able to collect bioaerosols in flight, identify them, and
transmit back to the ground operator.

Prasad and his co-workers [8] have designed a new eye-safe portable digital
lidar (PDL) for detection of biological agents. The detection system consisted of
an 8 in. telescope, <10 uj/pulse energy at 2.5 kHz, photon counting digital detec-
tion and 2 seconds averaging. Two tests were carried out at Dugway Proving
Grounds. The portable lidar system was able to differentiate between natural and
unusual clouds, and to track the aerosol cloud location, their wind speed and direc-
tion.
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POINT DETECTION

Point detection refers to testing a sample that has been taken directly from
the environment suspected of contamination by biological agents. This may in-
clude monitoring of the air/water systems in buildings for general pathogen con-
tamination or contamination by specific biological agents. Although the objective
of point detection is to specifically identify and quantify the targeted biological
agent, in many situations neither exceptional sensitivity nor exceptional specificity
is required. Assessment of the total microbial content may be sufficient to deter-
mine contamination and alert personnel to danger. A sharp and unexplainable rise
in total microbial count probably should be sufficient to trigger protective action,
regardless of whether the specific pathogen can be identified. More precise identi-
fication would be important for forensic uses, and for optimal treatment of many
agents (e.g., broad-spectrum antibiotics might be prescribed as soon as the agent is
identified as bacterial, even if the species is unknown). Depending on the specific
needs, a point detection system may contain various components.

1. Sampling devices.
2. Non-specific detection systems.
3. Specific detection systems.

Sampling Devices

Air sampling of microorganisms is governed by the same principles of col-
lection as other particulates; however, the viability of organisms complicate their
collection. The main objective here is to keep the collected microorganisms in a
viable state so that subsequent identification steps become easier. Because of this
requirement, special handling and processing techniques are necessary since ana-
lytical identification and enumeration of collected organisms are different from
other non-biological particulates. Several points need to be considered in selection
of a sampler for biological agents [9].

1) A single sampler may not be effective for all types of agents.
2) No sampling device provides 100% recovery of bioaerosols.
3) Viability of bioaerosol samples must be maintained in the sampler for subse-

quent growth and identification.
4) The efficiency of the sampling device depends on the size of a particular or-

ganism.
5) The survival and growth of individual organisms depend on the temperature,

pH, and nutritional content of the collection media.
6) Samplers must be operated and used according to the manufacturer's specifi-

cations.
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Most instruments used for identification of biological agents require a liquid
sample. As a result, airborne microbes are extracted from aerosols or particulates
in a liquid. This not only is a very efficient method of extracting the microbes but
at the same time they can be in a concentrated form for direct use in subsequent
equipment. Four general types of sampling devices are available to accomplish
one or more of these objectives. They are: (1) viable particle-size impactors, (2)
virtual impactors, (3) cyclone samplers, and (4) bubblers/impingers. Each of these
technologies is described below.

Viable Particle-Size Impactors

The viable particle-size impactors usually have multiple stages connected in
series or stacked one over another, which is also called a cascade impactor. Each
impactor is called an impactor stage and contains a number of precision-drilled
orifices. They are arranged in order of cutoff size with the largest cutoff size first.
The cutoff size is reduced in each stage by decreasing the nozzle size or the num-
ber of nozzles in that stage. The most common type of impactor used for collec-
tion of bioaerosol is known as a six-stage Andersen impactor. Each stage contains
400 holes. Immediately below each stage is a petri dish containing agar or other
suitable growth medium. Air is typically drawn through the impactor at a rate of
28.7 L/min. The jet velocity is uniform in each stage but increases in each suc-
ceeding stage due to a decrease in the diameter of holes in consequent stages.
When the velocity imparted to the particle is sufficient, its inertia will overcome
the aerodynamic drag and the particle will leave the stream of air and deposit on
the agar medium. The impaction mechanism is shown in Figure 9.2. Otherwise,
the particle continues to travel to subsequent stages. Each succeeding stage will
remove the largest particles with the last stage collecting remaining particles. A
six-stage Andersen impactor with the nozzle plate and impaction plate is shown in
Figure 9.3. Although impactors can be used directly to collect bioaerosols and
require no further processing of samples, they have several disadvantages, particu-
larly if employed to collect biological agents used in a terrorist attack. The choice
of nutrient has to be microorganism specific. Not necessarily all the microbes can
be grown in one type of nutrients. Also, the incubation period can be anywhere
from 1 to 10 days depending on the type of microbes. In the event of bioterrorism,
rapid identification, preferably within hours, may be necessary.

Virtual Impactors

A virtual impactor is similar to a viable particle-size impactor, but uses a
collection probe instead of a petri dish as its impaction surface. It separates parti-
cles by size into two airstreams. The impaction surface is replaced with a virtual
space of stagnant or slow-moving air. Large particles are captured in a collection
probe rather than impacted onto a surface. The cutoff size of the particles is con-
trolled by controlling the ratio of major to minor flow rate. An accelerating nozzle
directs the aerosols toward a collection probe resulting in a divertion of 90° away
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from the collection probe. This creates a major flow path and a minor flow path.
The separation of particles from the air stream takes place at this point. Small par-
ticles with low inertia follow the flow streamlines and are carried away radially
with the major flow. Large particles with greater inertia deviate from the stream-
lines and continue moving axially in their forward path down the collection probe
with the minor flow. The separation efficiency curve is determined by the ratio of
the major and minor flows and the physical dimensions of the nozzle and collec-
tion probe.

Impaction nozzle or jet

Streamlines

Impaction plate

wwMw///y/Jw///yrs/y/&//&y/^^

Figure 9.2 Impaction mechanism of particles in an impactor. (Source: WC Hinds, Aero-
sol Technology: Properties, Behavior, and Measurement of Airborne Particles. Printed with
permission) [10].

Figure 9.3 A six-stage Andersen impactor for collection of viable particles from air (a).
A petri dish and an impactor with the holes are also shown in the figure (b).
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Particles smaller than the cut-size of the impactor remain in both the major
and minor flows. But particles larger than the cut size become concentrated in the
minor flow.

Total Flow

Major
Flow

Trajectory
of Particle Too
Small to be
Collected Collection Probe

Trajectory
of Collected
Particle Minor

Flow

Figure 9.4 A schematic of the flow path inside a virtual impactor (with permission from
TSI Inc., St. Paul, MN, USA).

Several virtual impactors can be stacked one over another. In this way the
particles can be concentrated to many times the original concentration before col-
lection. The final stage can then impact the particle stream into a liquid, resulting
in a highly concentrated liquid sample. In Figure 9.5 is shown a schematic of a
two stage virtual impactor. Three collection filters and two virtual impactors are
assembled in a compact concentric unit with cylindrical symmetry. The total flow
is controlled with a personal air sampling pump and the split at each stage is con-
trolled by a flow orifice.

Virtual impactors can be used to collect and concentrate the particles for di-
rect feeding to other units such as Chemical Biological Mass Spectrometer
(CBMS). Griest et al. [11] collected bioaerosols by an opposed jet virtual impactor
for analysis by their CBMS unit. Several modifications to the original design of a
virtual impactor have been proposed by various researchers to improve its per-
formance. Gotoh and Masuda [12] have developed an annular jet-type virtual im-
pactor. The new impactor had a better performance compared to the impactor with
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a rectangular jet because the annular jet has no end, which causes the deterioration
of the performance in the rectangular jet-type impactor. To increase the sampling
flow of the virtual impactor, Ding et al. [13] developed both multinozzle and
longer slit configurations. According to them, a longer slit nozzle increased the
inlet flow more effectively than using multiple nozzles.

Filter

Filte

Filter.

Inlet

Separation
Stage 1
Ql = 2.66 L/min

Separation
Stage 2
Q2 = 0.33 L/min

Stage 3
Q3 = 0.11 L/min

Figure 9.5 Schematic of a 2-stage virtual impactor. (With permission from TSI Inc., St.
Paul, MM, USA.)

Cyclone Sampler

In a cyclone sampler, a particle-laden air stream is introduced tangentially
near the top of a cylinder. The air stream flows spirally down the chamber follow-
ing the inner wall, then reverses towards the end and spirals up the center of the
chamber and out through the exit. Larger particles are collected on the outer wall
due to centrifugal force. Smaller particles follow the airstream that forms the inner
spiral and leave the cyclone through the exit tube. The working principle of a cy-
clone sampler is shown in Figure 9.6. Application of a water spray to the outer
walls of a cyclone facilitates particle collection and preservation. Also a pump
may be used to inject liquid into the air inlet to wash particles deposited in the
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inner walls of the chamber into the collection vessel at the bottom. Sometimes a
detergent is added to ensure proper wetting of the wall. Air sampling rate can be
varied from 75 to 1000 L/min depending on the size of the cyclone. A cyclone
sampler is shown in Figure 9.7.

Collection cup

Figure 9.6 Particle collection mechanism in a cyclone sampler. (Source: Bioaerosol
Handbook. Eds. Cox and Wathes. CRC Press) [14].

The samples collected by cyclone samplers can also be in concentrated form
and can be fed directly to an instrument for identification. Ligler et al. [15] used a
cyclone type air sampler while testing a remote sensing unit for analysis of bio-
logical agents. The cyclone sampler was able to collect aerosolized bacteria in
flight. Griffiths and Stewart [16] compared the performance of five industrially
important bioaerosol samplers with that of a glass wet-walled and a cyclone sam-
pler. The test aerosols were Saccharomyces cerevisiae and Penicillium expansum
spores. The cyclone sampler and Andersen microbial sampler met the basic crite-
ria for a suitable sampler for airborne bioaerosols.

Figure 9.7 A cyclone sampler from Ace Glass Inc., Vineland, New Jersey.
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Bubblers/Impingers

In this type of sampler, usually an air jet is impinged into the liquid con-
tained in the sampler. As the air passes through the liquid, the aerosol particles are
captured by the liquid surface at the base of the jet. In order to collect the smallest
particles possible, the jet is typically made with a small critical orifice causing the
flow to become sonic. The most common type of impinger is called all-glass
impinger or AGI-30 (Figure 9.8). The jet is raised to 30 mm above the base of the
sampler to minimize the impact of the viable microorganisms with the base of the
sampler and therefore to increase the capture efficiency of viable particles.

Figure 9.8 An all glass impinger for collection of airborne microbes.

Although any of these samplers can be used to collect samples from the at-
mosphere, prior knowledge of the characteristics of the microorganisms are impor-
tant to devise a collection strategy or to choose a correct sampler. The environ-
ment in which the target microbe exists can significantly affect the physiology of
the microbe and their detection procedure. For example, Bacillus anthracis that
causes anthrax exists as a hard, oval, inactive spore in the atmosphere and is
highly resistant to sunlight, heat, and disinfectants. However, in tissue, including
blood, it germinates into a rod-shaped vegetative bacillus actively proliferating and
producing its characteristic toxins. Therefore, the detection of Bacillus anthracis
from air will be different than in the blood. Also, the growth state and gene ex-
pression of the collected agents may depend on the growth or collection media.
Another issue that should be kept in mind is the very low concentration of these
airborne microbes in the environment. Therefore if a proper sampler is not se-
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lected, enough microbes may not be collected by the sampling unit leading to false
negative in subsequent analysis.

Non-Specific Detection

Non-specific detection is generally used as a "trigger" to monitor for the
presence of biological agents. Generally a sudden increase in the atmospheric par-
ticulates in the size range of 1 to 5 um above the background level is monitored.
Both the biological and non-biological particles are counted. However, a more
sophisticated detection system can differentiate between biological and non-
biological particles.

Aerodynamic Particle Sizing

Aerodynamic Particle Sizing (APS) can be used as a simple trigger for the
presence of biological agents and for counting the relative number of particles in
specific size ranges. A schematic diagram of an APS system is shown in Figure
9.9. The particle laden air stream, drawn into the system through a flow nozzle,
produces a controlled high-speed aerosol jet. The air velocity at any point in the
flow field stays constant during the measurement period. However, individual
particles accelerate at different rates within the jet, based on the size of the parti-
cles. Smaller particles accelerate at a higher rate than the larger particles since
particle velocity at any given point is inversely proportional to the aerodynamic
size of the particle. A laser beam measures the time-of-fiight of the individual par-
ticles. The beam is split into two parallel beams, and as the particles pass through
them, a pair of electrical pulses are produced by forward-scattered light, collected
and sensed with a photomultiplier tube. A high-speed clock measures the time
between the electrical pulses (time-of-flight). The aerodynamic particle size is
calculated with a previously stored calibration curve. Particles are thus counted
and sized for a specified sampling period, and results displayed as a histogram of
aerodynamic diameter versus number.

Fluorescent Aerodynamic Particle Sizer (FLAPS)

The Fluorescent Aerodynamic Particle Sizer is the modified version of the
APS system. An additional laser (blue or ultraviolet) is employed to detect aerosol
particle fluorescence in addition to aerodynamic particle size. The second laser
beam is located downstream and is perpendicular to the standard dual laser beams.
FLAPS examine a concentrated aerosol sample for biological fluorescence and
compare this response to background particle size characteristics. Thus FLAPS
can discriminate between non-biological and biological aerosols. A FLAPS func-
tions on the principle of flow cytometry technique. The particle size and fluores-
cence for each particle in an air stream are measured. This permits it to distinguish
between biological aerosol particles and non-biological material like sand. A
HeNe laser provides the size measurements of the respirable particles (0.5-15 um
size range) by the time-of-flight method. Molecular excitation of biological parti-
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cles for fluorescence measurement is initiated by HeCd UV laser at 325 nm. Par-
ticles containing molecules that are excitable at this wavelength emit light at be-
tween 400-580 ran. Fluorescence characteristic is suggestive of biological proper-
ties inherent with the particle.

Aerosol in
Inner nozzle
I Imin- 1 Sheath air valve

4

R SBSpglFiher

Plowmeteri ~1

Figure 9.9 Schematic diagram of APS flow system (With permission from TSI Inc., St.
Paul, MN, USA).

Recent efforts include employment of UV laser-induced fluorescence (UV
LIF) for diagnostic measurement of biological agents. Most of these techniques
utilize quadrupled Nd:YAG laser at 266 nm in the ubiquitous tryptophan absorp-
tion band from 260-290 nm [17-22]. However, a number of researchers have em-
ployed UV wavelength at 355 nm [23-26]. The FLAPS developed by Ho et al.
[27] measures fluorescence signals of single spores under flow cytometry using
UV excitation at 340-360 nm. They later developed a second generation FLAPS
(FLAPS2) that was smaller, power efficient and field portable. Field testing of
FLAPS2 with spores of Bacillus subtilis var niger showed that FLAPS technology
can measure fluorescence signals from single particles in an aerosol. Eversole et
al. [28] at Naval Research Laboratory developed a prototype Single Particle Fluo-
rescent Analyzer (SPFA) and compared its performance against a FLAPS in out-
door settings. The SPFA system differentiated between biological and non-
biological particles using particle size and intrinsic UV fluorescence excited by
266 nm laser pulses. It detected at least 87% of the released particles. Individual
particle data were also obtained in the visible fluorescence band that could be used
for some identification.
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Figure 9.10 A schematic diagram of FLAPS system (With permission from TSI Inc., St.
Paul, MN, USA).

Flow Cytometry

Flow cytometry is used to measure certain physical and chemical characteris-
tics of cells or particles as they travel in suspension one by one in a fluid stream
through a light source. The current flow cytometer consists of a laser, collection
optics, electronics and a computer to translate signals to data. Scattered and emit-
ted fluorescence are measured. A fluorescent dye may be added to cells to measure
other characteristics. Since the measurements are made on individual cells, detec-
tion of specific organisms in a complex mixture of other biological and non-
biological particles is possible. The modern instruments can make measurements
at rates of up to 10,000 particles/second.

In flow cytometry cells must be sorted physically into a single cell or parti-
cle of interest from a heterogeneous population. Cells are aspirated from a sample
and ejected one by one from a nozzle in a stream of sheath fluid which can be any
ionized fluid. The cells are then electrically charged and electrostatically deflected
to the proper stream. As the cell is intercepted with the laser beam, scattered light
and fluorescence signals are generated and measured using appropriate electronics.
The process is shown in Figure 9.11.

A laser beam interacts with each individual cell as it passes through a flow
cell constructed with optical windows as part of the coaxial arrangement. Excita-
tion of the molecule is accomplished using an argon ion laser at 488 nm, which is
close to the absorption maximum of the common fluorochrome fluorescein
isothiocyanate (FITC). A more sophisticated system may incorporate a tunable
laser to cover a wide range of wavelengths. Laser beams are usually focused to a
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spot between 10 and 60 microns in diameter and only a few microseconds are re-
quired for a cell to travel to this spot. The optical arrangement of a typical flow
cytometer is shown in Figure 9.12.
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Figure 9.11 Schematic of a flowcytometry system (Source: www.flow-cytometry.de
/start.html).

The flow cytometry has widespread application both in medical fields and
detecting biological agents [29]. Additionally, flow cytometry technology can
provide structural characteristics of biological cells (See Table 9.1). Stopa et al.
[30] at US Army Edgewood Research Center worked on development of flow
cytometry based biological detection systems. Their results showed that flow cy-
tometry analyzed aerosol samples effectively, but was dependent on the dye used
for staining the liquid. The samples consisted of liquid impinger fluids collected
during 40 releases of 4 different simulants: Bacillus subtilis var. niger (BG
spores), Erwinia herbicola, MS2 coliphage virus, and ovalbumin. When using
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CPO dye the detection reliability was 50% and it increased to 70% when YOYO-1
dye was used.

Figure 9.12 A typical optical arrangements of a flowcytometry system.
(Printed with permission, www.uwcm.ac.uk/study/medicine/haematology

/cytonetuk/introduction_to_fcm/optics.htm)

Table 9.1 Structural characteristics of biological agents measurable by flow cy-
tometry [31]

Parameter Measuring Method

Cell size Extinction or small angle light scattering

Cell shape Pulse shape analysis

Cytoplasmic granularity Large angle light scattering, electronic impedance

Birefringence Polarized light scattering

Portable Biofluorescence

During the Gulf War, a UV-excited fluorescence technique was examined
for detection of bioaerosols. The sensor developed based on this technique was
called the Portable Biofluoro-Sensor (PBS). The performance was mixed during
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the Gulf War, however since then, significant improvement has been made and it
has become more reliable. In this method, tryptophan in BW agents was targeted
for detection by the fluorescence approach. Using a photon energy in the UV re-
gion of the spectrum, trytophan in the biomolecule is excited. The excited compo-
nent spontaneously reverts to an unexcited state followed by emission of light at
higher wavelengths (Figure 9.13). The emission of light depends upon the specific
type of molecular component being irradiated and the excitation wavelength. This
provides an unique spectrum for that particular component. This emission spec-
trum can be used to identify a component in a complex mixture. Since all of the
biological agents have a common compound, tryptophan, the biofluorescence ap-
proach specifically targets this chemical. A typical spectrum is shown in Figure
9.14.
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Figure 9.13 Excitation of molecules by a laser.

Wavelength
Figure 9.14 A typical emission spectrum from a biofluorescence sensor.

Biofluorosence techniques may be divided into two categories; (a) primary
fluorescence, and (b) secondary fluorescence. In the primary biofluorescence
method naturally fluorescent components of the biomaterials, such as tryptophan,
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are used. The primary approach requires the least amount of analysis time and
sample preparation. In the secondary fluorescence method, a special fluorophore
(i.e., fluorochrome stain) is added to the sample before UV-irradiation. Such
methods do not depend on the existence of a natural fluorophore within the tar-
geted compound. Secondary methods, however, require a longer measurement
time. Generally a filtered, pulsed xenon lamp is used in the 200 nm to 285 nm
spectral region for excitation. Fluorescence usually occurs between 310 ran and
360 nm. Fluorescence spectral intensity at several wavelengths is measured with
two or more filtered photomultiplier tubes or solid-state avalanche photodiodes.
Although both the air and liquid samples can be used, liquid samples provide bet-
ter efficiency than airborne samples.

The techniques described in this section utilize signals from fiuorophores
contained within particles of biological origin. Mainly tryptophan and nicotina-
mide adenine dinucleotide which is associated with metabolic processes are tar-
geted for signal generation [32]. So far single-wavelength excitation and single
wavelength emission fluorescence have been used for particle analysis [33]. How-
ever, the performance of bioflurosence sensors may be increased by acquiring
fluorescence emission at several wavelengths [34]. Tjarnhage et al. [35] obtained
spectral data from the biological warfare agent simulants at eight defferent excita-
tion and emission wavelength combinations. The data were collected using a sys-
tem consisting of a cyclone sampler and a commercial spectrofluorometer. Using
this technique, they were able to separate biological from nonbiological particles
such as dust and smoke. Also biological agents could be differentiated from each
other using the measured fluorescence signals.

Specific Detection Technologies

Specific detection/identification systems are designed to identify the specific
types of biological agents. Most of the methods have been designed for analysis of
clinical samples. However, once a sample is collected from the environment the
same instrument can be used to identify the microbes present in the sample. The
specific identification systems can be broadly classified as:

• Mass spectroscopy based identification, and
• Identification by targeting at the molecular level.

Mass Spectroscopy Based Identification

Mass spectrometers (MS) characterize compounds based on their specific
mass profiles, following limited fragmentation by an energy source. The mass
fraction is next ionized using an ion source. MS uses the difference in mass-to-
charge ratio of ionized atoms or molecules to separate them from each other. The
biological agents contain lipid or fat which has a distinctive structure. This pro-
vides unique fragmentation patterns that can be used to identify biological agents.
Steps involved in MS based analysis includes creation of gas-phase ions, separa-
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tion of the ions in space or time based on their mass-to-charge ratio and measure-
ment of the quantity of ions of each mass-to-charge fraction. Therefore, an MS
consists of an ion source to create gas phase ions, a mass selective separator to
separate the ions in space or time based on the mass-to-charge ratio and an ion
detector to quantify the ions. The main challenge in MS is creation of gas phase
ions. The separation of ions in space and time is rather standard nowadays. Most
of the MS use the time-of-flight method for separation of charged ions. The quan-
tification of ions by their mass-to-charge ratios is accomplished using a quadru-
pole mass detector.

Laser Pyrolysis
In this method, a particle beam is produced when aerosols expand through a

nozzle into a vacuum and is introduced into the mass spectrometer chamber [36,
37]. Using multiple lasers, individual particles are pyrolyzed into small mass frag-
ments and ionized by a laser pulse while in flight in the beam (Figure 9.15). A
burst of ions is produced from individual particles after volatilization and ioniza-
tion by electron impaction in the ion source of the mass spectrometer. The mass
spectrometer detector then measures the intensities of the ions. Intensities of dif-
ferent mass fractions are obtained and compared with a library of mass spectral
data of different microbes grown under different conditions for identification by
comparison. Figure 9.16 shows mass spectra of three different bacteria.
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Figure 9. 15 Laser pyrolysis MS system [36].
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Fast Atom Bombardment
Further improvement in microbial analysis using MS has been achieved by

applying Fast Atom Bombardment Mass Spectrometry (FABMS) [38]. This
method works best for polar and higher molecular weight compounds such as pep-
tides and other biomolecules. FABMS utilizes a fast moving beam of neutral at-
oms targeted towards a metal coated with a liquid matrix in which the sample is
dissolved. Phospholipids and other polar lipids are selectively desorbed from a
lysed bacteria to provide molecular ions. There is no extraction of the lipids in-
volved. The FABMS method can be used in positive and/or negative ion modes
with a selection of matrices. Generally pseudo-molecular ions together with some
fragment ions having lower mass are formed.

ElectroSpray lonization
ElectroSpray lonization (ESI) is one of the more recent ionization tech-

niques that is finding rapid use in identification of microbes due to their very high
sensitivity [39, 40]. In this method, a dilute solution of the analyte flows through a
stainless steel capillary tube at the rate of about 1 mL/min. A high negative or
positive electric potential in the range of 3 to 5 kV is applied to the end of the tube.
The strong electric field at the end of the capillary pulls the solution into a Taylor
cone and at the tip of the cone the solution is nebulized into small charged parti-
cles (see Figure 9.17).

Figure 9. 16 MS spectra of several bacteria [37].
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Figure 9.17 Taylor cone.

The charged droplets travel towards the counter electrode through an evapo-
ration chamber. In this region, solvent evaporates rapidly from their surfaces and
shrink in size. As the droplets get smaller, the electrical surface charge density
increases causing fragmentation due to the repulsive force on the charged droplet
resulting formation of a fine mist (particles). A schematic diagram of elctrospray
ionization system is shown in Figure 9.18.
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Figure 9.18 Electrospray ionization system (Printed with permission, Paul Gates:
http://www-methods.ch.cam.ac.uk/meth/ms/theory/esi.html).
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The ions and cluster ions generated from the sample have much greater mo-
lecular mass, and, therefore, momentum than those of the solvent and move to-
wards the target at the end of the inlet region. To assist evaporation of the droplets
and the breaking up of unwanted cluster ions, a drying gas (nitrogen) flows along
and past the end of the capillary. The ions then pass through two evacuated re-
gions via a nozzle and a skimmer. These conically shaped holes refine the separa-
tion of sample ions from solvent ions on the basis of momentum; however, electri-
cal potentials applied to the nozzle and skimmer also aid in the separation. Finally,
sample ions flow into the analyzer of the mass spectrometer where their mass-to-
charge ratios are measured by a quadrupole mass detector.

Matrix Assisted Laser Desorption and lonization
Matrix Assisted Laser Desorption and lonization (MALDI) is one of the

most successful ionization methods for the mass spectrometric analysis and inves-
tigation of large molecules. This technique allows for vaporization and ionization
of non-volatile biological samples from a solid-state phase directly into the gas
phase. Various components of an MALDI system are shown in Figure 9.19.

Figure 9.19 MALDI system (Thermo Electron Corporation).

The sample (analyte) is suspended or dissolved in a solid or liquid matrix
which strongly absorbs laser light. Matrices are small organic compounds that are
co-crystallized with the analyte. The sample is mixed with a matrix at molar ratios
of 1,000:1 to 10,000:1 matrix to sample, to assist in the analysis of large, fragile
molecules. It seems that the presence of the matrix, spares the analyte from degra-
dation, resulting in the detection of intact molecules as large as 1 million Dalton
mass. The matrix for biological analysis is usually a large organic compound such
as 2,5-hydroxybenzoic acid, with certain properties such as high absorption at the
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laser beam that prevents the decomposition of fragile samples like proteins and
oligonucleotides. A detailed review on MALDI ionization mechanisms has been
given by Zenobi and Knochenmuss [41].

Upon laser irradiation (usually with a pulsed laser), the matrix absorbs light
resulting desorption and ionization of analyte. The ions enter the mass spectrome-
ter, most commonly a time-of-flight mass spectrometer. A spectrum of ion inten-
sity as a function of the travel time is recorded. A library of MALDI mass spectra
has been generated for about 100 different pathogens, nonpathogens and pure
known proteins [42].

Mass spectrometer based identification of biological agents is becoming a
viable tool because of the recent developments that have made these systems
fieldable [43]. Snyder et al. [44] used a pyrolysis-gas chromatograph ion mobility
spectrometer to discriminate between aerosols of BG spores, EH and ovalbumin.
The Block II Chemical Biological Mass Spectrometer (CBMS) developed by Gri-
est et al. [11] is capable of detecting and identifying both chemical and biological
agents on the battlefield.

Identification by Targeting at the Molecular Level

Biological agents can be in the form of vegetative cells and spores, viruses,
and toxins. These agents can be identified by using nucleic acid or immuno-based
methods. Also their products such as antigens and toxins can be targeted for iden-
tification purposes. An identification scheme will look like the one shown in Fig-
ure 9.20.

Figure 9.20 Analysis at the molecular level. (Reprinted with permission from Biosensors
& Bioelectronics, 15:549-578, 2000) [45].
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When identifying biological agents by targeting at a molecular level, detec-
tion system requires two components: (1) a probe, and (2) a transducer. A probe
deals with how the assay or detection device recognizes the particular target mi-
crobe. The transducer technology deals with how the assay or detection device
communicates the activity of the probe to the observer. The probe and transducer
together determine specificity, sensitivity, and time required to make an identifica-
tion. Most of the current systems incorporate both the probe and the transducer
into a single unit. Probe technologies are generally based on nucleic acids, anti-
body-antigen binding, and ligand-receptor interactions, whereas main transducer
technologies include electrochemical, piezoelectric, colorimetric, and optical sys-
tems. The transducer system acquires signals that are unique to the probe system
and generate low noise signals that can be further processed without degradation
to provide a signal that is related to the microbe concentration.

Nucleic Acid-Based Identification Systems

All living organisms essentially can be discriminated on the basis of nucleic
acid (DNA and/or RNA) sequences unique to that particular organism. Each type
of organism has some unique sections of DNA or RNA. This unique DNA struc-
ture of each organism can be used to identify pathogens and biological warfare
agents. Nucleic acid-based probes capitalize on the extreme selectivity of DNA
and RNA recognition. These probes and their binding can be detected directly or
by tagging with an easily detected molecule that provides a signal. Therefore, nu-
cleic acid-based detection systems can be divided into two categories: (1) direct
target probing with signal amplification, and (2) target amplification.

Direct Target Probing with Signal Amplification
The basis of virtually all nucleic acid targeted probe systems is the ability of

engineered single strands of RNA or DNA to bind specifically to strands of com-
plementary nucleic acids from pathogens to form stable hybrid complexes. Most
systems use sandwich hybridization involving two probes. One probe targets the
nucleic acid that is captured by an oligonucleotide capture probe which is immobi-
lized on a solid support and has sequences complementary to the target. A second
oligonucleotide probe which carries a covalently attached label or reporter mole-
cule hybridizes to a complementary region on the target for signal generation. The
design of the probe can be highly specific if there is a good fit to a pathogen-
unique region of the target nucleic acid, or it can provide more generic identifica-
tion if there is a fit with a region of nucleic acids conserved among several related
pathogens. The sensitivity of these hybridization assays for bacteria is between
1,000 and 10,000 colony-forming units. The capture target is detected by virtue of
a linked reporter probe labeled with the enzyme alkaline phosphatase. A variety of
reporter molecules including radioisotopes, fluorophores, enzymes, or haptens can
be used. Among these reporter molecules, enzymes are most widely used which
utilizes biotin-streptavidin. The probe is labeled with biotin. Streptavidin-enzyme
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complex then binds to the biotinylated signal probe and detects presence of the
target. The final readout is generally calorimetric.

The time-consuming part of the method is in the sample preparation and the
time required to detect the signal. However, the main advantages of nucleic acid-
based methods are in their universality, sensitivity and adaptability, and multiplex
capabilities for a host of different microbes. Disadvantages of this technology in-
clude difficulty in isolation and "clean-up" of DNA samples, degradation of the
nucleic acid probes, and interference from related sequences or products.

Target Amplification
Nucleic acid based detection has been greatly improved due to the develop-

ment of amplification processes for the target organisms in vitro. These amplifica-
tion processes are capable of generating enormous copies of target nucleic acid
from a single copy. The amplification or copying of target nucleic acid is accom-
plished through Polymerase Chain Reaction (PCR) [46-50]. PCR involves enzy-
matic replication of a target region of nucleic acid defined by a set of oligonucleo-
tide primers. A target DNA sequence can be selectively amplified or enriched to
several millions in just a few hours. Within a dividing cell, DNA replication in-
volves a series of enzyme-mediated reactions, whose end result is a faithful copy
of the entire genome. A PCR reaction is carried out in the following manner [51].

• A small quantity of the target DNA is mixed with a buffered solution con-
taining DNA polymerase, oligonucleotide primers, the four deoxynucleo-
tide building blocks of DNA, and the cofactor MgCl2.

• The mixture is heated at 94-96°C for one to several minutes during which
the DNA is denatured into single strands.

• The mixture is then cooled to 50-65°C during which the primers hybridize
to their complementary sequences on either side of the target sequence.
This may take one to several minutes depending on the probe.

• Finally, the mixture is again heated at 72°C for one to several minutes
during which the polymerase binds and extends a complementary DNA
strand from each primer.

The DNA sequence between primers doubles after each cycle and millions
to billions of copies can be made after less than 30 cycles. Following amplifica-
tion, the product is loaded into wells of an agarose gel and electrophoresis method
is used for signal generation.

PCR has become a powerful tool for identification of infectious disease and
biological agents [52]. Further modification of the basic PCR method mainly in
the assay technique has been proposed. These are colorimetric enzyme immuno-
assay method (PCR-EIA) and fluorogenic 5' nuclease PCR assays. Lawrence Liv-
ermore laboratory has adopted these assays in to a miniaturized analytical thermal
cycling instrument (MATCI) to shorten the performance time. The PCR-EIA is
found to be at least 10 times more sensitive than standard PCR and the other
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methods described above. In Table 9.3 are given a comparison of these methods
for Y. Pestis agent.

Table 9.3 Comparison of sensitivity of various PCR format for Y. Pestis [53].

Standard PCR

PCR-EIA

5'NucleasePCR

MATCI

Performance Time

2-3 hr

2.5-3.5 hr

2-3 hr

20-60 min

Limit of Sensitivity

300 copies

30 copies

300 copies

>300 copies

Specificity
(%)

100

100

100

100

Immunoassay Based Identification Systems

An immunoassay depends on the highly specific binding (reaction) of anti-
gens with their corresponding antibodies thus forming a complex. In this method
the presence of an analyte is detected and identified based on the antigen-antibody
binding reaction. The antibody has a Y shape structure consisting of two heavy
chains and two light chains joined by covalent double bonds. The base of the Y is
constant among antibodies, while the top of the Y is specific for a particular anti-
gen forming the variable region (See Figure 9.21).

Antigen
Binding Site

Antigen
Binding Site

Light Chain

Heavy Chain

Figure 9.21 Antibody structure. Source: www.biology.arizona.edu
/immunology/tutorials/antibody/structure.html [54].
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The antigen is a foreign substance that triggers an immune response and
may be a lipid, polysaccharide, or protein. The epitope is the site of the antigen,
because the antibody does not generally recognize the whole antigen, detected by
the antibody. Each antigen may have several different antigenic determinants. The
antibody attaches itself to the antigen. Each antibody is specific for one antigenic
epitope. The antibody-antigen binding may be shown schematically (Figure 9.22).

Figure 9.22 Antibody-antigen binding.

A number of detection methods have been developed based on immunoas-
say technology. These methods are described in the following pages.

Hand Held Immunochromatographic Assays (HHA)
The HHA is a simple, antibody-based assay that can be used to identify a

variety of biological warfare agents. HHAs are inexpensive and very reliable.
HHAs are designed to identify one agent per assay. There are two types of HHAs;
the chromatographic type and flow-through assay type.

In the chromatographic type, a membrane strip is printed with three lines:
(1) detector antibody coated blue latex particles, (2) biological agent capture anti-
body and (3) a reaction control of antibody directed to the antibody on the blue
latex particles. The triple coated membrane strip is dried and is mounted into a
ticket. To detect the presence of a biological agent, a small portion of liquid sam-
ple containing the suspected agent is placed in a well on the assay. The solution
wicks through the assay where it is successively exposed to different antibodies. If
antigen is present, a complex is formed and is captured by the biological-agent-
capture antibody and a line appears in the test window (T). A line will also appear
at the site of the reaction control window (C). Appearance of a line in this region
only indicates that the antibodies are behaving properly but is not an indication of
exposure to the biological agent. Therefore, a positive assay will have two lines,
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one in each window. A negative assay will have only one line in the reaction con-
trol window (C). On average it takes 15 minutes to complete the assay. A shorter
exposure time could give false negative results and a longer time may give false
positives as the labeled antibody can start to flow back down the assay. The col-
ored indications are not permanent and will fade quickly with time. To overcome
the lack of sensitivity and occasional false positive of traditional HHAs, the U.S.
Army Solider and Biological Command (SBCCOM) and the U.S. Army Research
Laboratories are investigating dendrimer-based tickets. So far, a variety of nano-
structured polymeric materials have been synthesized and tested. Among them, the
rigid, spherical, tree-like dendrimers are the best nanostructured polymers capable
of orienting the antibody binding direction at different surfaces. As a result, HHA
tickets have been significantly enhanced, and the detection time has been dramati-
cally shortened.

Flow Through Assay
Hand held immunoassay can be also carried out in a flow through mode.

The ticket, which is a plastic container, consists of a sample well with an absor-
bent pad backing to the membrane. In order to perform a test, the liquid sample
suspected of containing the agent is introduced into the sample well. Antigen in
the sample is captured on the membrane. A second reagent solution is added to the

Figure 9.23 A hand held immunoassay ticket: (a) cover on, (b) cover removed.
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added to the same sample well and it also flows through the membrane surface.
The reagent solution contains an indicator antibody tagged with colloidal gold as
an indicating agent. When the tagged antibody binds with the antigen on the mem-
brane surface, a red spot is produced. Generally a reaction control antibody is
bound in a horizontal strip on the membrane whereas the specific anti-agent anti-
body is bound in a vertical strip. If a red "minus sign" appears every time a test is
conducted, it confirms the validity of the test. A red "plus sign" indicates the pres-
ence of the biological agent.

Flow Through Device

Manufactured
Ruction Control

- Antibody
Dcvfca DMfccatad

and Packaged

Anti-*BWAg*nf
Antibody

Add Sample to Davfc* Then
CoHokW Gold Labeled Detector

Antibody (No Incubation)

Positive Negative

Figure 9.24 A flow through assay system.

Smart Tickets
Sensitive Membrane Antigen Rapid Test (SMART)™ is a registered trade-

mark of New Horizons Diagnostics Corporation. The SMART™ identification
tickets are self-contained, colorimetric, and are based on solid-phase irnmuno-
filtration assays designed to be used in conjunction with a liquid interface.
SMART™ tickets are capable of detecting both endospore-forming bacteria and
proteinaceous toxins or soluble antigens, including bacteria. The detection is ac-
complished by targeting the antigen in the sample that binds with antibody tagged
with colloidal gold labeled reagents. Antibodies specific to the agent of interest
are conjugated to colloidal gold particles. When concentrated on solid surfaces,
these particles can be seen by the naked eye. Labeled antibodies can easily be ly-
ophilized and reconstituted without losing activity or specificity. The presence or
absence of the target antigen is indicated colorimetrically. A small red dot appears
on the ticket that the user compares with a color chart. The older version of
SMART™ tickets that were used during the Gulf War tends to provide a higher
percentage of false positives. The reliability of this method has been unproved
significantly by employing a lateral flow system. In lateral flow devices the
chemical reagents are separated across the test strip. This lateral design provides
fewer false positives in environmentally collected samples. The diagnostic kits are
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available for anthrax, cholera, ricin, staph enterotoxin, Y. Pestis, tularemia, and
botulism toxin [55].

Positive

Figure 9.25 A SMART™ ticket for anthrax detection.

Electrochemical Luminescence
The ability of certain molecules such as ruthenium (II) tris(2,2'-bipyridine)

(Rubpy32+) to emit light or to luminesce has been utilized to detect antibody-
antigen binding of the biological agent. If the light is produced by a chemical reac-
tion, it is called chemiluminescence. If the chemiluminescent reaction is initiated
by an electrical stimulation of the molecules, it is then called ElectroChemiLumi-
nescence (ECL).

A typical ECL sandwich assay takes place in the following manner. A sam-
ple is mixed with a reagent containing biotinylated TSH antibody and a second
ruthenium conjugated TSH antibody. Antibodies capture the TSH present in the
sample in this step. The captured antibody is immobilized on streptavidin-coated
paramagnetic microparticles. The biotinylated TSH antibody attaches to the strep-
tavidin-coated surface of the microparticles. The antigen forms a sandwich with
these two reagents. The solution is next drawn into the ECL measuring cell along
with a buffer solution containing tripropylamine (TPA). A magnet located under
the electrode captures the microparticles in a thin, even layer on the electrode's
surface. The magnet is removed and voltage is applied to the electrode. The asso-
ciation of TPA and the electrode results in a fast electron transfer reaction. This
transfer initiates the excitation of the ruthenium (II) tris(2,2'-bipyridine)
(Rubpy32+) molecule which results in a emission of a photon at 620 nm. The
ECL reaction occurs only if the antigen is present. This process also regenerates
the ruthenium complex, which can perform multiple cycles during the measure-
ment. The result is amplification of the signal. Multiple readings are taken by the
photomultiplier tube (PMT) and the readings are integrated and compared to the
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calibration curve to obtain a quantative result. Regeneration of the electrode sur-
face is accomplished by controlled variation of the electrode potential. The ECL
measuring cell is then ready for another measurement. The process for detecting
the biological agent is shown in Figure 9.26. Although the very first measurement
takes about 17 minutes, subsequent measurements can be obtained in one minute.
A general review of the chemiluminescence immunoassays process was provided
by Rongen et al. [56] and Bowie et al. [57]. Yu et al. [58] have used the elctro-
chemiluminescence assay for detection of biological threat agents. Results of de-
tecting several biological agents by elctro-chemiluminescence is shown in Table
9.4. Yu et al. [58] concluded that elctro-chemiluminescence is a sensitive and ef-
fective means to detect biological agents from various matrices.

Figure 9.26 Schematic of electrochemilurninescence assay process.
Source: http://us.labsystems.roche.com/ecl/ecltech.htm.

Table 9.4 Results of detection of various biological agents by elctrochemilumi-
nescence method [58].

Biological Agent Detection Limit

Staphylococcal enterotoxin type-B 0.5 pg/ml

Bacillus Anthracis 0.001 cfu/ml

Bot A 4 pg/ml

Cholerae toxin B 2 pg/ml

Ricin A chain 0.5 pg/ml
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Light-Addressable Potentiometric Sensor
The Light-Addressable Potentiometric Sensor (LAPS) consists of an array

of semiconductor devices, on top of which the biological agents are immobilized.
The LAPS comprises an Electrolyte-Insulator-Semiconductor-structure (EIS),
where a bias potential can be applied between an ohmic contact at the backside of
the semiconductor and a reference electrode in the electrolyte.

By illuminating parts of the surface of the device with a beam of light, an
electrical potential is generated between thin gold layers on the surface of the insu-
lator located under the membrane filters. Therefore surface potentials can be
measured in a spatially resolved manner, by scanning the light-pointer across the
surface of the device. A number of biochemical events occurring simultaneously
on the surface can be measured.

Figure 9.27 A typical LAPS system [59].

A typical LAPS sandwich assay is shown in Figure 9.27. The complete
process may be divided into three stages; (1) reaction stage, (2) separation stage,
and (3) detection stage.

In the reaction stage, the labeled antibodies, the sample containing the ana-
lyte, streptavidin, and anti-fluorescein/urease conjugate are combined together to
form the first reagent. If antigen is present in the sample the sandwich reaction
occurs in the solution.

The reaction product is transferred onto a nitrocellulose biotinylated mem-
brane filter by filtering the solution through the membrane. The strong affinity of
streptavidin for biotin is used to capture and concentrate the reaction complexes
onto a biotinylated membrane filter and is called the separation stage (See Figure
9.28)
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Figure 9.28 Schematic of LAPS immunoassay process [60].
Source: www.moleculardevices.com/pages/thresh_ila.html.
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A labeled anti-fluorescein urease antibody which binds to the fluorescein la-
bel on the previously captured complex is filtered through the same membrane.
The detection is accomplished by placing this membrane filter into the reader,
which contains the substrate urea and the light-addressable potentiometric sensor
(LAPS). Inside the reader, urea is hydrolyzed by urease, producing a pH change
due to the enzymatic activity at the silicon sensor surface.

The US Department of Defense has implemented a Biological Integrated
Detection System (BIDS) for providing early warning and detection of biological
threat agents in a battlefield. In the BIDS the biological detection system employs
a LAPS and a flow through immunofiltration enzyme based assay system. As in-
dicated by Uithoven et al. [61], the LAPS system was tested using Bacillus subti-
lus spores in the concentration range of 104 to 106 cfu/ml. The limit of deletion
was 3xl03 cfu/ml for B. subtilus.

Fluorescent Evanescent Wave Fiber Optic Immunosensor
In this technology, antibodies are immobilized on the surface of either a

glass optical fiber, a plastic cylindrical waveguide, or a planar waveguide. The
antibodies bind fluorescently labeled analytes in a test sample and the antigen-
antibody binding is detected using the fluorescent tag approach. The bound label
should be within the evanescent wave zone. The input light excites the fluores-
cently labeled analyte resulting in a fluorescence signal. A fiber optic waveguide is
used to confine and direct light along its length. The basic design of an optical
fiber consists of two components - the core and the cladding. Core and cladding
differ primarily in the refractive index of the glass. The core's refractive index is
slightly higher than the cladding's, thereby creating a boundary for a circular
waveguide. The biosensor is created by removing (i.e., etching away) the fiber
clad material and the exposed core glass is coated with an unlabeled capture anti-
body. The coated fiber core is exposed to the analyte to which a second fluores-
cently labeled antibody is added. Molecular species can interact with the evanes-
cent wave radiation as the analyte-antibody complex now act as the cladding or
lower refractive index medium. The nature of the evanescent wave is such that it
interacts only with the molecular species that lie within its penetration depth. An-
tigens and fluorescently labeled antibodies form a sandwich immunocomplex with
the immobilized antibody. This immunocomplex lies within the evanescent zone,
and the evanescent wave interact with the fluorophores and the resulting fluores-
cene is coupled back into the fiber and can be detected from a distance.

A fiber optic sensor in general will consist of a source of light, a length of
sensing (and transmission) fiber, a photo-detector, demodulator, processing and
display optics and the required electronics. A schematic diagram of one channel of
a multi channel fiber optic based evanescent wave fluorescence sensor is shown in
Figure 9.29. Generally a near infrared diode laser is used for the light source. The
input fiber light is coupled into the dual-tapered sensing fiber and travels down the
tapered fiber length. Tapering the fibers enhances the amount of fluorescens that
can be coupled back into the fiber and therefore increases the signal. If the tagged
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antibody is present which constitutes the presence of biological agent or a positive
test, the input fiber light excites fluorescence from the special fluorescent dye tag,
cyanine 5. Antigen concentration can be determined based on the intensity of fluo-
rescence at a certain point. This fluorescent light travels back down the sensing
fiber and is collected by standard return fiber. A schematic diagram of a evanes-
cent wave fiber optic immunosensor is shown in Figure 9.30.

Fluorescently
Labeled antibody

i—Core

T Evanescent
I. j Wave zone

Figure 9.29 Antibodies immobilised onto the exposed core of an optical fiber bind
antigens in solution, concentrating them within evanescent sensing zone [62].
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Figure 9.30 Schematic diagram of a evanescent wave immunosensor [63].
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Research International Corporation has developed a portable automated fi-
ber optic biosensor, called RAPTOR, for detection of biological threat agents. It
performs rapid (3 to 10 minute), fluorescent sandwich immunoassays on the sur-
face of short polystyrene optical probes for up to four target analytes simultane-
ously. The optical probes can be reused up to forty times, or until a positive result
is obtained, reducing the logistical burden for field operations. Numerous assays
for toxins, such as SEE and ricin, and bacteria, such as Bacillus anthracis and
Francisella tularensis, have been developed. Research International has commer-
cialized the RAPTOR, and development of a second-generation instrument, spon-
sored by the US Marine Corps, is now in progress [64].

Table 9.2 Limits of detection for toxins and pathogens using a 10-minute assay
performed with RAPTOR [64].

Biological Agents

Staphylococcal enterotoxin B(SEB)

Ricin

Cholera toxin

YersiniapestisFl

Bacillus anthracis

Bacillus globigii

Brucella abortus

Francisella tularensis

Giardia lamblia

Type

Toxin

Toxin

Toxin

Bacterial surface protein

Gram positive bacterium
(vegetative form)

Gram positive bacterium
(spore)

Gram negative bacterium

Gram negative bacterium

Protozoan cysts

Limit of Detection

1 ng/ml

lOng/ml

1 ng/ml

10 ng/ml

SOcfWml

5 x 1 0 4 spores/ml

7xl04cfu/ml

5xl04cfu/ml

3x 104 cysts/ml

No-Tag Biosensors

A number of sensors have been developed or are under development that do
not need to form a sandwich assay. Antigen-antibody binding is detected directly
so no tag reagent is require. Advantages to this type of assay include simplification
of the analysis process (fewer steps, fewer components), minimized disposable
fluid use (no need to carry tag reagent solutions), reuse of sensors after a negative
test (minimal disposable use), and a smaller, lighter-weight instrument that con-
sumes less power. Examples of no-tag biosensor methods include interferometry,
surface plasmon resonance, piezo-electric crystal microbalance, waveguide cou-
pler, and electrical capacitance. These methods are briefly described below.

Surface Plasmon Resonance
Several biosensors have been developed based on the phenomenon known

as Surface Plasmon Resonance, which is an quantum optical-electrical phenome-
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non arising from the interaction of light with a metal surface. Under certain condi-
tions the energy carried by photons of light is transferred to packets of electrons,
called plasmons, on a metal's surface [65, 66]. Energy transfer occurs only at a
specific resonance wavelength of light: the wavelength where the quantum energy
carried by the photons exactly equals the quantum energy level of the plasmons.

SPR sensors generally use a 50 nm thick gold coating on a plastic support.
Three types of surface structures are used in SPR based sensors: the surface of a
right angle prism, a sub-micron sinusoidal grating molded into the plastic surface,
and optical waveguide based system.

Gold is used since it does not oxidize easily and therefore the surface chem-
istry or properties are not affected. The gold is subsequently coated with binding
molecules. The binding molecules may be antibodies, DNA probes, enzymes or
other reagents that can react exclusively with a specific analyte.

The coated metal surface interacts with light at a characteristic resonant
wavelength that depends upon the molecular composition at the metal's surface.
When the coated metal is exposed to a sample that contains analyte, the analyte
binds to the metal through its specific interaction with the binding molecules. As
an analyte is bound, the composition at the surface changes and consequently the
resonant wavelength shifts. The magnitude of the change in the resonant wave-
length is proportional to the amount of binding that takes place, which is propor-
tional to the concentration of the analyte in the sample. In the SPR system, the
binding events are monitored in real-time and it is not necessary to label the inter-
acting biomolecules (See Figure 9.31).

Light
Source

Sensor with
Gold Film

Figure 9.31 Principle of operation of a surface plasmon resonance biosensor.
Source: www.xantec.com/html/spr.html [67].
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Interferometer Biosensor
Several biosensors are developed based on the interferometry principle that

measures the change in refractive index on the surface of a planar single mode
waveguide. An antibody coating is applied to the waveguide sensor's surface and
its binding with antigen changes the refractive index of the surface layer which in
turn alters the velocity of light travelling in the waveguide through its evanescent
field interaction. Various types of interferometers are available including Mach-
Zehnder, dual mode, and polarization, all of which have a planar architecture. The
phase change due to the change in refractive index with respect to a reference light
beam is measured. A polarization interferometer utilizes two perpendicular polar-
ized modes of laser beam to perform the immunoassay. A guided polarized light
perpendicular to the surface (TM mode) that has a high degree of evanescent wave
interaction with the sensor coating forms the active arm of the interferometer. A
horizontally polarized light (TE mode) that does not interact with the coating is the
reference arm. Antigen-antibody binding on the surface causes a phase shift to
occur between the two light beams. The degree of phase shift is directly propor-
tional to the change in refractive index which in turn is related to the degree of
antigen-antibody binding. A schematic diagram of an interferometry system is
shown in Figure 9.32 [68].

Interference Pattern

Signal
Gratings TestStrip B,

Detector and
Slit

LaS6r splitter Waveguide Reference Reference
Strip Beam

Coupler JJ, Sensor Pairs JJ.

Output

Coupler

Laser

f
Beam

Substrate Combiner c

Signal Processing Block
!'i:''' '"'ff* CT, '* >, ' ' ' 'I

Jetector

Figure 9.32 Inteferometer setup and integration [68].

Piezoelectric Crystal Balance
The piezoelectric immunosensor is a very sensitive biosensor capable of de-

tecting antigens in the picogram range. This type of device is believed to have the
potential to detect antigens in the gas phase as well as in the liquid phase.

The antibody-antigen binding reaction deposits a small quantity of mass
onto the surface of the oscillating piezoelectric crystal. This mass change results in
a frequency change which is measured.

The most frequently used detector crystal for piezoelectric application is al-
pha quartz because they are insoluble in water and resistant to high temperatures.
Alpha quartz crystals do not lose their piezoelectric properties up to a temperature
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of 579°C. The resonant frequency of quartz crystal depends on the physical di-
mensions of the quartz plate and the thickness of the electrode deposited. Al-
though both AT and BT-cut crystals are used as piezoelectric detectors, the AT-cut
crystal is the most stable for construction of biosensors. The crystals usually take
the form of discs, squares, and rectangles.

Figure 9.33 Piezoelectric biosensor.

Kumar [69] constructed a piezoelectric crystal biosensor using a 10 MHz
AT-cut quartz crystal with an electrode coating deposited on each side using sput-
tering method. The crystal was mounted on a holder with stainless steel leads. A
silver composite was used to connect the electrode to the wire. The crystals were
14 mm in diameter, and the electrodes on both sides of the crystal were 8 mm in
diameter. Figure 9.34 shows the schematic diagram of a piezoelectric crystal bio-
sensor. A flow cell can be used to introduce the sample, washing liquids, or buffer
solutions to the sensing surface. Since no tag reagent is used, the sensor need not
be replaced following a negative result. However, after a positive test, the sensor
needs to be replaced.

Piezoelectric crystal sensors can be used for both gas and liquid phase [70].
Detection of biological warefare agents using Piezoelectric crystal sensors has
been reported by a number of researchers [71]. Carter et al. [72] detected Vibrio
cholera bacterium with an antibody based Piezoelectric crystal sensor. Later they
used the same sensor for detection of ricin.
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Figure 9.34 Piezoelectric immunoassay [69].

Resonant Mirror Biosensor
The resonant mirror biosensor combines an SPR sensor with the sensitivity

of a waveguide device creating a highly sensitive yet simple device. The resonant
mirror biosensor consists of four layers: the sensing surface, the high refractive
index dielectric resonant layer, the low index coupling layer, and a prism. Polar-
ised laser light illuminates the underside of the sensor surface at angles greater
than the critical angle. The light is totally internally reflected and illuminates the
detector array. A series of polarising filters are incorporated such that any light
which follows this path is blocked before reaching the detectors. At one angle,
called the resonant angle, a component of the light can couple through the low
refractive index spacer layer and propagate along the high refractive index guiding
layer. The angle where this coupling occurs, the resonant angle, is, essentially,
dependent upon the refractive index at the surface of the sensor within the evanes-
cent field. Hence, changes in refractive index [or mass] will change the resonant
angle. So, as mass increases due to the binding at the binding surface the signal
will increase, and as mass decreases at the dissociation surface the signal will de-
crease. This change in angle is linear with respect to mass. The fabrication of the
resonant mirror is rather simple. Sputtering and ion beam assisted evaporation
techniques are used to make the devices. Because of these methods, large quanti-
ties of uniform devices can be made inexpensively. A mirror arrangment is shown
in Figure 9.35.
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Figure 9.35 Resonance mirror arrangement [73].

Promising Technologies on the Horizon

Charged Based Deep Level Transient Spectroscopy (Q-DLTS)

QDLTS is discussed in Chapter 19, Chemical Weapon Delivery, Sensors
and Detection Systems [74]. This unique technology is based on the ability to cre-
ate a surface with a negative electron affinity by terminating the bonds on a dia-
mond film surface with a halide [75]. This negative electron affinity causes the
diamond surface to generate a positive charge which attracts polar molecules. The
energy level of the molecule on the surface of the sensor is measured by flowing a
transient current through the detector. The response of the molecule to this tran-
sient driver is unique. The method has been used with simple polar molecules. The
sensitivity of the Q-DLTS technology is potentially in the sub-femtogram level.

Q-DLTS may be adaptable to exiting systems that detect components of bio-
logical material such as lipids or may be used to directly detect the antigen.

Up-Converting Phosphor Technology

In this method, the phosphor particles are attached to detection probes, anti-
bodies, or DNA that direct the phosphors to bind to biological agents. Upconvert-
ing phosphor materials emits visible light upon excitation with near infrared light
rather than UV light. If the target antigen is present, an infrared diode laser causes
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the phosphor probe to emit visible light. Some of the advantages of this methods
are

High sensitivity (single-phosphor particle)
Many colors for multiplexing (10 unique colors currently)
Robust, no photobleaching
Diode laser excitation (compact sensors)

Spectroscopic Methods

Fourier transform infra-red spectroscopy (FTIR) and dispersive Raman mi-
croscopy can provide rapid identification of biological agents. The vibration of
bonds within functional groups are used to identify as well as to quantify bio-
chemical composition of the molecule. Goodacre et al. [76] used an Bruker IFS28
FTIR Spectrometer equipped with a mercury-cadmium-telluride-liquid nitrogen
cooled detector to identify E. coli isolate Ea and Proteus mirabilis isolate Pa. The
FTIR spectra of these two bactaria taken in diffuse reflectance mode is shown in
Figure 9.36.

In Raman microscope, a laser illuminates the sample on a substrate
and generates Raman scattering. The fingerprints of the sample is matched against
a library of known fingerprints. The sample can be precisely identified by point-
by-point matching of the fingerprints with the library data at all wavelengths. Dis-
persive Raman spectra of the same bacteria are shown in Figure 9.37.
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Figure 9.36 FT-IR diffuse reflectance absorbance spectra of E. Coli isolate Ea and Pro-
teus mirabilis isolate Pa [76].
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Figure 9.37 Dispersive Raman spectra of E. Coli isolate Ea and Proteus mirabilis isolate

Pa [76].

CONCLUSION

Following the Persian Gulf War of 1991, significant improvement has been
made in the field of biosensors. Not only have a number of new techniques been
developed, but also the reliability and accuracy of the previous sensors have been
improved considerably. However, it is likely that no one detection technology will
meet all civilian needs as the number of potential threat agents for domestic terror-
ism are significantly larger than military use. The challenge with the biological
detector is to achieve high sensitivity in the presence of large amount of interfering
substances. Interference is generally due to the same physical parameter that is
being used for selectivity, such as size, mass, or charge. One option may be to use
multiple sensors, however, this can increase the cost significantly. Mobility and
fieldability of the biological detection systems are also a major concern. Recently,
a number of prototype units have designed with decreasing size and weight mak-
ing them more mobile and fieldable.
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INTRODUCTION

The field of response to bioterrorism is developing so rapidly that at best,
this chapter will serve as a snapshot of the state of preparedness at the point in
time just after the attacks on the World Trade Center and the Pentagon, and the
establishment of the U.S. Office of Homeland Security.

This chapter begins with some background and explanation of the particular
threats posed by the use of biological agents in warfare or terrorism, and intro-
duces the importance of an efficient government response. From there the discus-
sion proceeds in chronological order following the issues raised by a bioterrorism
(BT) attack: prevention and deterrence, counteraction of each method of release
and transmission, and the various elements of response that will be needed after an
attack. The chapter ends with training, research, and conclusions, because they
build on an understanding of the threats, and look forward to proactively mitigat-
ing them.
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PERSPECTIVES ON THE USE OF BIOLOGICAL AGENTS AS WEAP-
ONS

Epidemic disease evokes a primordial quality of dread disproportionate to
that provoked by threats of equal magnitude from other causes [1]. Perhaps part
of the reason for this is that infectious diseases have plagued mankind since antiq-
uity [2]. They have played a pivotal though often overlooked role in the history of
mankind, and there is no reason to believe that they will not continue to influence
our history [3]. Today, human immunodeficiency virus (HIV), malaria, polio,
measles and tuberculosis (TB), and other communicable diseases are threatening
to cause massive individual suffering on an order of magnitude sufficient to
threaten societal disruption in large parts of Africa and Asia [4]. At the same time,
worldwide changes in societal practices, demographic patterns, and travel are ena-
bling the emergence of new pathogens to which humans are immunologically vul-
nerable [5]. Given the delicate balance between the human race and microbes
(mankind's historic enemy), why would anyone think to use biological agents as
weapons?

Those who develop biological weapons have asked whether it, "is worse to
die from a disease...than from bullets, bombs, or nuclear radiation?" and have
argued that dying from disease is a "natural way of dying" [6]. In the sense that
infectious diseases can cause death when deployed, they are no different from
other weapons. However, mankind's repugnance of poison and unseen killers
makes the use of biological agents particularly inhumane, and the use of an in-
strument that has historically been mankind's enemy seems to place the user on
the side of the inhuman. Furthermore, unlike other weapons, infectious diseases
are alive and hence not fully under the control of the person who wields them.
Once released, they may spread and have effects reaching far beyond the original
intent of those releasing them [7].

HISTORY OF BIOLOGICAL WARFARE

In spite of these concerns, biological pathogens, or living micro-organisms
that cause disease, have been used since antiquity as weapons [8]. Biological war-
fare has been defined as "the use of micro-organisms and toxins, generally of mi-
crobial, plant, or animal origin, to produce disease and death in humans, livestock
and crops" [9]. From a military point of view, paying attention to infectious dis-
eases makes sense. Until the Russo-Japanese war, illness claimed more casualties
in battle than inflicted by wounds of war [10].

The U.S. started its biological weapons program during World War II when
it was believed that enemy states were developing them [11, 12]. Countries
known to have had biological weapons programs include Japan [13], England
[14], the former Soviet Union [15], South Africa [16], and North Korea [17].
Other countries suspected of past or present bioweapon development include Iran,
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Syria, Egypt, Libya, Israel, and China [18]. Though the U.S. stopped its program
in 1972, the Soviet Union's biological weapons program expanded throughout the
1980s and 1990s until recently [19]. Iraq may have an ongoing biological weap-
ons program [20,21].

Today, widespread biotechnology and vaccine manufacture, requiring simi-
lar skills as for the production of biological weapons, increases the available fa-
cilities and the pool of expertise required for the manufacture of biological weap-
ons. In addition, the Internet and encryption technology are decreasing the barri-
ers to the production of weapons of mass destruction (WMD) by making knowl-
edge available and allowing criminals and terrorists to communicate efficiently
and anonymously [22]. However, the production of effective, biological agents as
weapons may require better equipment and facilities than those usually available
to small domestic groups [23].

THE WEAPONIZING PROCESS

Weaponizing is the process of modifying living micro-organisms to create
deadly tools of war or terrorism [24] that differ from naturally occurring diseases
in important characteristics. Biological weapons programs go through many stages
to achieve such a final product [25, 26]. Out of thousands of possibilities, organ-
isms with characteristics of durability and lethality are selected [27]. Biological
weapons programs working independently in different countries have tended to
select the same organisms, as there are a limited number of microbes that are both
lethal and hardy enough to survive in the environment. Selecting the disease is not
enough; diseases may have many strains which vary in their lethality. The Aum
Shinrikyo cult responsible for the sarin gas attack in Tokyo in 1995 had also at-
tempted releases of anthrax, which failed partly because they used a nontoxic
strain of anthrax [28].

Once selected, the organisms are cultured in large quantities [29]. The fer-
menting tanks used for this stage vary in size from desktop models to huge vats
several stories in height [30]. Whatever the size of production, the organisms in
this wet form are not viable in the environment for long, are difficult to deploy,
and therefore must be converted to a dry form for efficient use. Converting ac-
tively metabolizing organisms into a dry inactive form while also maintaining
their viability is technically difficult [31]. Some programs have used freeze drying
in this process. For aerosol dispersion, microorganisms are more effective if
milled down to a particle size of between one and five microns. At this size they
can evade the human upper respiratory tract defenses and be deposited in the lung
when deployed.

The product at this stage is a deadly weapon, but it can be made even more
deadly by removing electro-static charges [32]. Small charged particles tend to
clump together or be drawn to dust fragments in the air. If the tiny particles are
coated or mixed with inert material to remove the electro-static charges, they can
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linger suspended in the air for longer periods of time and avoid clumping together.
Once pathogens have gone through this weaponizing process they can infect ex-
posed populations much more efficiently and in low dosages [33]. They may also
cause different forms of disease. For instance, 95% of naturally occurring anthrax
causes skin disease in which the organism enters the body through damaged skin.
But anthrax that has been weaponized through all these steps can more easily
cause the inhalational form of the disease. Weaponized micro-organisms must be
handled carefully, to prevent illness among those working with them, and must be
stored properly.

Various methods of dissemination are tested to assure that the microorgan-
isms are able to withstand the dissemination process and remain viable enough to
cause disease when the target is exposed. Most biological warfare programs test
releases on animals [34], but human testing has also been performed. During
World War II, some American conscientious objectors volunteered for testing in
lieu of fighting [35], and a small unit in Japan tested its weapons on prisoners of
war [36]. If "cocktails" or multiple biological agents were released simultane-
ously, the resulting mixture of diseases would make investigation of the outbreaks
more confusing and difficult [37].

THE BIOLOGICAL WEAPONS

A list of diseases known to have been weaponized is presented in Table 10.1
[38]. Of the known weaponized agents, smallpox and anthrax pose the greatest
threats [39], but for different reasons: smallpox is so contagious that its mortality
rate of 30% kills large numbers of people; anthrax is not contagious but can have a
mortality rate as high as 90% in its inhalational form, and it is very durable in the
environment.

Smallpox has changed the course of history several times [40]. "Approxi-
mately 500 million people died of smallpox in the century that just ended. This
compares with 320 million deaths during the same period as a result of all military
and civilian casualties of war, cases of swine flu during the ruinous 1918 pan-
demic, and all cases of AIDS worldwide [41]." In his book, "Scourge: The Once
and Future Threat of Smallpox" [42], Jonathan Tucker describes the ten year cam-
paign which resulted, in 1979, in the first-ever eradication of a disease. This was a
major triumph for public health and for humanity. Jeffrey Koplan, director of the
Centers for Disease Control and Prevention (CDC), has commented, "It's almost
inconceivable that the incredible international human effort that went into
eradicating smallpox could be overturned by malicious human acts...People
subsumed all their differences working side by side to eradicate smallpox—
Russians, Americans, Brazilians, Indians. In East Africa, wars were literally put
on hold, and truces held, while everyone went into the field to get this done. It's
such a painful thing to consider that someone could use smallpox for a negative
purpose, particularly when you are aware that it could cause hundreds of millions
of deaths [43]."
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Table 10.1 CDC's list of the BT diseases of most concern.

Disease Biological Agent

CATEGORY A - high priority agents

Smallpox variola major

Anthrax Bacillus anthracis

Plague Yersinia pestis

botulism toxin of Clostridium botulinum

tularemia Francisella tularensis

hemorrhagic fevers filoviruses: Ebola, Marburg

arenaviruses: Lassa, Junin, others

CATEGORY B - second highest priority agents

Q fever Coxiella burnetii

brucellosis Brucella species

glanders Burkholderia mallei

Venezuelan, and eastern and western alphaviruses
equine encephalomyelitis

typhus Rickettsia prowazekii

ricin toxin from castor beans

epsilon toxin Clostridium perfringens

staphylococcal enterotoxin B Staphylococcus species

foodborne or waterbome disease Salmonella, Shigella dysenteriae, E. coli
agents 0157:H7, Vibrio cholerae, and Cryptosporid-

ium parvum

CATEGORY C - emerging pathogens
Pathogens that could be engineered for mass dissemination, such as Nipah virus, hantavi-

ruses, tick-borne hemorrhagic fevers, and others.

Source: Morbidity and Mortality Weekly Report, Biological and Chemical Terrorism,
April 21,2000 / Volume 49 / No. RR-4, pp. 5-6

Today there are only two internationally legal repositories of the smallpox
virus: at research facilities in the CDC in Atlanta, and in Vector, Russia. But
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weaponized smallpox is known to have existed in Russia in large quantities (con-
trary to the Biological and Toxin Weapons Convention) as recently as 1992 [44].

Smallpox victims develop an extremely painful rash and a high fever. As
smallpox is a caused by a virus, antibiotics will not help. Antiviral medications do
exist today, but as they were invented after smallpox had been eradicated, it is not
known whether they would be effective against smallpox, though it is thought that
one of them, Cidofovir, might be effective [45]. Smallpox is treated supportively
(i.e. intravenous fluids, bedrest, and care of any complications that develop) with-
out specific therapy, but today's supportive therapy may improve survival rates
over those seen in the past.

The chief threat of smallpox is its ability to be transmitted from person to
person and spread rapidly. It was eradicated in the last century by giving vaccine
to everyone who had been in contact with a new case, as soon as the case was dis-
covered. Contrary to most vaccines, the smallpox vaccine is effective even if
given a few days after exposure to the disease. (This is a good example of how
public health functions: not in treating individuals who are ill, but in interventions
among well persons to prevent disease in the population). The production of vac-
cine has recently been accelerated, which will greatly improve our ability to cope
with an outbreak. Controlling the spread of disease will be a first priority in re-
sponse to a smallpox outbreak.

The signs and symptoms of the other BT diseases have been described else-
where [46-49]. Biological weapons agents have unique differences from chemi-
cal and nuclear weapons of mass destruction. First, there is a time lag between
release and symptoms, resulting in difficulty determining that an event has oc-
curred as well as in uncovering the perpetrator and finding evidence of attribution
[50]. Second, there is potential for secondary transmission causing expanding and
unpredictable waves of new cases. Third, biological agents can be genetically
manipulated, possibly leading to the creation of entirely new diseases.

THE ROLE OF THE U.S. GOVERNMENT

A 2001 GAO report [51] describes the federal agencies that have received
funding for bioterrorism. Condensed descriptions from this report, along with a
few other sources, have been included throughout the chapter in italics under the
section most suitable, to demonstrate the breadth and complexity of government
programs for BT.

. Against BT, both in prevention and response, the government, as opposed to
private citizens, must take the lead role. Though it is important that citizens un-
derstand and support the government, prevention involves international diplo-
macy, covert intelligence, research, and law enforcement, all governmental junc-
tions. Following a BT attack, needs would quickly overwhelm the resources of
local hospitals, facilities, and supplies. The response to a large BT attack would
require capabilities and expertise beyond the scope of any locality. Coordination
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of local, state, and federal governments is needed to both develop and deploy the
assets to contain and control a biological disaster.

The public can contribute to preparing for BT by becoming informed about
the threats posed by BT, and supporting and advising the government in planning
efforts. Knowledge can help individuals become mentally prepared; some may
want to offer their services voluntarily in the event of an outbreak. An educated
public will also help create the political will necessary to combat terrorism.

The Role of the Military

That biological warfare could be employed against military or civilian tar-
gets, overseas or in the homeland, raises questions about what role the military
should have in defense of the homeland, and how it can best reorganize to meet
new threats. The role of the military in civilian defense is limited by the Posse
Comitatus Act of 1878, passed after the Civil War to restrict the government's
ability to use the military in keeping civil order. However a 1984 disaster-relief
law allows troops to respond to a national disaster at the President's order if they
operate under the direction of the Federal Emergency Management Agency
(FEMA) [52]. Other experts argue that in a crisis situation, pre-delegated legal
authority may allow for military enforcement of civil laws even without special
authorization from either the President or Congress [53]. If the homeland is at-
tacked by foreign powers, it seems reasonable for the military to respond in de-
fense. New doctrines, concepts, definitions, and strategies will need to be devel-
oped and articulated as the military adapts to its mission of civil support [54].

Several military units are working on plans to provide support to civil
authorities in a terrorist incident: the U.S. Army Medical Institute for of Infectious
Diseases (USAMRIID), the U.S. Army Soldier Biological and Chemical Com-
mand, the Director of Military Support, and the Joint Task Force for Civil Support
(JTF-CS). The Joint Task Force for Civil Support (JTF-CS), part of U.S. Joint
Forces command, is responsible for command and control of DOD Forces re-
sponding under the Federal Response Plan. JTF-CS engages in exercises, works
with the Office of Emergency Preparedness (OEP) to develop plans for medical
support to an incident, and also with FEMA to plan the deployment of Force
Packages, or military response units that could also respond to an incident [55].

The Chemical Biological - Rapid Response Force (CBIRF), is a U.S. Ma-
rine Corps asset which can deliver technical expertise and equipment to the scene
of a chemical or biological incident [56].

Other contributions of the military are described under the Surveillance,
Mass Medical Care, and Research sections following.



Figure 10.1 Organizational Chart for Terrorism Response.'

1 See Center for Nonproliferation Studies, Monterey Institute of International Studies
http://www.cns.miis.edu/research/cbw/domestic.htm accessed 1O/12/01.
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The Federal Agencies

More than forty federal agencies have been involved in bioterrorism plan-
ning and could be involved in response to an attack as characterized in Figure 10.1
[57].

As evident from this, and another chart [58], the complexity of coordination
that will be required of these agencies is daunting. Many GAO reports have de-
scribed duplicative and uncoordinated government spending for BT [59, 60]. In
order for these multiple resources to become assets they must be coordinated ca-
pably and efficiently.

Designation of an Overall Authority

Several important congressional reports, including the Gilmore Commission
[61] and the Hart Rudman Report [62] and others [63, 64], have strongly recom-
mended designation of an office with a high level of authority to help solve the
problems of uncoordination and duplication of effort. This was accomplished in
October, 2001, with the creation of the Office of Homeland Security [65]. This
new"office may be able to provide the direction needed to streamline government
planning to eliminate duplication and to cover all aspects of bioterrorism prepara-
tion. What level of authority this Office will have, and whether it will become a
cabinet agency have yet to be decided. Many argue that this position will need
budgetary authority to accomplish the difficult task of reorganizing and stream-
lining government programs [66-68]. Command and control responsibilities, in-
cluding legal authority, will need to be clarified to enable a coordinated federal
response. Beyond that the federal plans need to be integrated with state and local
plans [69]. Congressional oversight committees may also need reorganizing [70].

U.S. government plans for bioterrorism response have developed through a
series of legislation and directives [71].

• The Executive Order 12656, Assignment of Emergency Preparedness
Responsibilities, November 1988, designates the National Security
Council (NSC) as the principal forum for emergency policies.
FEMA is to provide advice to the NSC based on coordination with
other agencies at the federal, state, and local levels.

• The Federal Response Plan & Terrorism Incident Annex, April 1992,
breaks down portions of emergencies into categories, and assigns
responsibility for each to various agencies. Under this plan, Health
and Human Services (HHS) is the lead agency responsible for the
medical and public health response to BT.

• Presidential Decision Directive 39, June 1995, directs federal agencies
within their areas of responsibility to reduce vulnerabilities, deter
and respond to terrorism and WMD.

• Presidential Decision Directive 62, May 1998, clarifies the roles of
agencies further, addresses cyber security, and establishes the Of-
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fice of the National Coordinator for Security, Infrastructure Protec-
tion and Counterterrorism to take the lead in developing guidelines
for crisis management.

• The CONPLAN (Concept of Operations Plan), January 2001, pro-
vides overall guidance to agencies at all three levels of government
on how the federal response will be coordinated.

• The National Security Presidential Directive-1 (NSPD-1), February
2001, designates the NSC Principals Committee as a forum for
considering policy that affects national security and establishes the
NSC Policy Coordination Committee to develop and implement
policies for multiple agencies.

Under these directives the Federal Bureau of Investigation (FBI) is desig-
nated as the lead federal agency during the crisis phase and FEMA as the lead
federal agency during the consequence phase of an event. These phases are meant
to overlap and occur simultaneously.

Under the Federal Response plan, described above, HHS has the lead re-
sponsibility for medical and public health response to emergencies and terrorist
incidents. A Special Assistant for Bioterrorism has recently been appointed within
HHS to coordinate bioterrorism activities across the department [72]. The HHS
oversees five agencies with responsibilities for on bioterrorism preparedness. The
Agency for Healthcare Research and Quality (AHRQ), the Food and Drug Ad-
ministration (FDA), and the National Institutes of Health (NIH) are mainly fo-
cused on research. The Office of Emergency Preparedness (OEP) and the Cen-
ters for Disease Control and Prevention (CDC) are focused mainly on conse-
quence management [73].

Within CDC, the Bioterrorism Preparedness and Response Program (BPRP)
coordinates bioterrorism planning internally and also administers BT funding for
state health departments, which in turn, assist local health departments in BT plan-
ning and response. As federal authority among different federal agencies has been
consolidated in the Office of Homeland Defense for WMD, one report has rec-
ommended that the BPRP, responsible for coordinating BT planning among the
units within CDC, should be placed within the Office of the Director of CDC, and
given budgetary authority [74].

The Role of State and Local Governments

Any bioterrorism outbreak on American soil would necessarily take place in
a local jurisdiction somewhere; the local government would be responsible for
handling the situation until help from state and federal governments arrives. The
threats, resources, and capabilities of local governments vary widely. One thing
they do have in common is a variety of agencies that could assist: most localities
have fire, police, and public health departments, hospitals, and an office of the
American Red Cross. The challenge local governments face is coordinating the
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work of these agencies together. Most disciplines have close relationships with
their state and federal counterpart agencies, but work very little with other agen-
cies outside of their discipline, even though they are in the same locality. But an
effective response from local governments will require local integration across the
nation to streamline response and maximize capabilities across disciplinary lines.

States have further assets which can assist in an emergency, such as Na-
tional Guard troops and state emergency management agencies. The governor of a
state can declare a state emergency, and can request the president to declare a na-
tional emergency. State agencies coordinate between their counterpart agencies in
federal and local levels of government and can offer assistance to local agencies
when requested. State agencies face the same challenges of integration between
agencies and disciplines described for federal and local governments.

PREVENTION

Deterrence is designed to prevent the development of a BT attack through
creating disincentives; preemption stops a BT attack in process before any harm
can occur.

Deterrence

Congress has passed legislation to deter the development of biological
weapons. In 1989, the Biological Weapons Act was passed, which made the pos-
session, sale, or manufacture of a biological substance "for use as a weapon" ille-
gal [75]. In 1991, American companies were prohibited from commercial transac-
tions with countries suspected of developing biological weapons, and in 1996 it
became illegal to threaten to develop biological weapons. In 1997, 24 organisms
and 12 toxins became designated as "restricted", requiring a permit to possess
them [76].

Preventing programs from developing biological weapons would be ideal if
it could be done. The Biological and Toxin Weapons Convention of 1972 [77]
was meant to discourage nations from manufacturing biological weapons by inter-
national convention. As of December 2000, there were 143 states parties and 18
signatories to the Convention [78]. This has been controversial, and in 2000 and
2001 the United States was the sole nation holding up negotiations [79]. Some
argue that treaties that cannot verify compliance are ineffective [80], that weapons
inspections in Iraq failed to uncover existing programs, that positive scientific
exchanges would be more effective [81], and that instituting more intrusive
inspections would place confidential U.S. technological advances in jeopardy [82].
Proponents argue that abandoning an international agreement ratified by 110 na-
tions with no other mechanism in place seems unwise [83, 84], and that enforce-
ment may be an alternative way to strengthen the treaty [85].

Another concern is an estimated seventy thousand research scientists and
technicians who had been employed in the biological weapons programs of the
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former Soviet Union, and either lost their jobs or became underemployed [86]
when these programs were dismantled. Their expertise would be desirable to
those trying to develop biological weapons programs [87]. Opportunists may in-
clude transnational criminal organizations and others who would be willing to sell
to the highest bidder, whether they are state or non-state actors [88]. There is also
the possibility that biological samples from these programs may have been avail-
able to interested parties [89] through bribery or smuggling [90]. The United
States has funded programs to find alternative work for those scientists [91, 92],
and this funding should be continued.

Preemption

Preemption requires identification and location of an attack or delivery sys-
tem and the capacity to disrupt it [93]. The roles of both foreign and domestic
intelligence communities are critical in this regard, and mechanisms to provide
better intelligence sharing and combined analysis are needed [94].

RELEASE AND TRANSMISSION

Before an organism or toxin can cause disease in a human, it must enter the
body. Intact skin is an excellent barrier, which is why handwashing alone [95]
may be highly effective in reducing the threat from specific BT agents, such as
cutaneous anthrax. Organisms can enter the human body through any orifices, but
the most likely portals of entry for BT are the nose [inhalation], the mouth [inges-
tion], and a break in the skin. Manufacturers of biological weapons are faced with
the dilemma of releasing their product into the environment in such a way that
humans will either inhale it, ingest it, or encounter it on a break in the skin. Dif-
ferent methods of release have been studied to achieve this purpose; each method
or technology has inherent difficulties and advantages. Prevention and response
plans must be tailored specifically to meet each method of transmission: air, water,
food, zoonotic, agricultural, and others. Aside from an initial release, the preven-
tion of subsequent spread of agents that are transmitted from person to person is
also critical, and will require special planning.

Airborne Transmission

The airborne transmission route is often the most feared because of its po-
tential for large numbers of casualties in both humans and animals [96, 97]. But
as sunlight kills most organisms, and turbulent or high winds disperse the concen-
tration of agents released in the air, airborne transmission is highly dependent on
weather conditions. A clear, calm night with a slow steady air current [98] and an
inversion with a layer of cold air trapping the release near the ground [99] are the
best conditions for an airborne release in the outdoors. Biological weapons could
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be released into the outside air by hand-held or other single point devices, or
moving sources such as trucks and airplanes with modified spraying equipment.

In order to produce the small particles of one to five microns required to
cause inhalational disease, specialized spraying equipment or other alterations
would have to be retrofitted to airplanes. Air intake and air conditioning systems
[100], or the internal air currents in subways could also be used to spread disease.
The risk of a successful biologic attack by airborne transmission could be de-
creased by establishing procedures to limit access to items for specialized spray-
ing, and by mandating standards for security of air-intake systems in public
buildings, businesses, and private homes. Measures could include hepa filters,
irradiation, and securing access. Until monitoring systems to detect the presence
of pathogens in the air are available, there is little else that can be done to protect
against an airborne release.

The Environmental Protection Agency (EPA) is responsible for the nation's
air quality, and has capabilities for sampling and identifying environmental con-
taminants. It also plays a role in decontamination and long-term remediation.
The EPA has 220 on-scene coordinators trained to respond to a hazardous mate-
rial spill affecting the environment [101].

Waterborne Transmission

A safe water supply [102] in the United States has resulted in the near elimi-
nation of deadly water-borne diseases that still threaten many areas of the world:
typhoid, cholera, and other diarrheal diseases. The three main elements of this
system are supply, treatment, and distribution. Physical points of vulnerability
include dams, aqueducts, pumping stations, and intake areas. Controlling human
access to vulnerable points is difficult, but could be improved by incorporating
intrusion sensors into existing disaster monitoring systems and increasing fences
and other physical barriers. Since many portions of the water system are auto-
mated, measures must also be taken to guard against cyber attack.

Water supplies are difficult to contaminate because large quantities of con-
taminants would be required to obtain lethal concentrations and because chlorine
kills most pathogens. Nevertheless, water systems may still be vulnerable to those
biologic organisms for which only a small infective dose is required. If panic or
anxiety is the goal, changing the color or taste of the water supply may be suffi-
cient without actually introducing a toxic substance or achieving a lethal level of
contamination [103].

One approach to improve water safety could focus on building greater ver-
satility, redundancy, and inter-connectedness into the system, so that if one unit
failed or became contaminated, water could be channeled from other units. Be-
cause existing water systems have evolved independently and are often frag-
mented, developing more broadly connected regional systems would require new
collaboration, perhaps through mutual aid agreements for various assets such as
water, equipment, and repair response. Other efforts should focus on better
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monitoring devices for biological pathogens and toxins, and treatments capable of
responding to them. Advances in water treatment technologies could be more
widely applied, including sequential treatment in series when needed, to achieve a
higher level of contamination removal [104].

Currently most public health communicable disease programs do not rou-
tinely collect information on the water supply of persons with waterborne diseases
either at home or at work, yet this could be important for detecting problems re-
lated to a water source, whether municipal or private. Closer coordination be-
tween environmental and public health agencies could allow collection of these
data and could further improve control of waterborne diseases.

The EPA is the lead agency for protection of the nation's water supply. For
a bioterrorism incident involving the water supply, the EPA would work with CDC
to design a response appropriate to each situation. The EPA is coordinating with
the CDC to develop staff training for the biological aspects of its WMD response,
and is creating methods to assess the vulnerability of water supply systems in
conjunction with the Department of Energy (DOE) and the American Water
Works Association Research Foundation [105J.

Food Borne Transmission

The largest outbreak of bioterrorism to date was food borne, perpetrated in
1984 by a religious group that hoped to cause enough temporary illness in the
community to influence local elections. They did not succeed, though 751 persons
became ill through eating from salad bars contaminated with Salmonella typhi-
murium, a common food borne illness [106]. Fortunately, cooking kills most
pathogens and deactivates many toxins.

The FDA 's Center for Food Safety and Applied Nutrition is responsible for
the safety of the food supply. In a collaborative effort, the CDC, the FDA, the
United States Department of Agriculture (USDA), and nine state health depart-
ments have developed a program called FoodNet which provides more timely in-
formation on the occurrence of diseases which are likely to be food borne. The
CDC has also collaborated with the FDA and USDA on another program called
PulseNet, designed to improve the capability of state and federal laboratories to
distinguish between subtypes of food borne bacteria in order to better characterize
the extent of a given outbreak [107].

The FDA 's Center for Food Safety and Applied Nutrition, responsible for
monitoring and labeling the nation's food supply, has been preparing for bioter-
rorism involving food as a vector. It has developed a procedures manual used by
health department workers in the investigation of food borne outbreaks [107].

The FDA 's Center for Toxicological Research conducts research regarding
the detection of various proteins in the food supply, including methods to deter-
mine their toxicity. The Center could bring this diagnostic capability to support a
bioterrorism incident affecting the food supply. The Center has been developing
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training materials in conjunction with FEMA and Arkansas public health officials
[108].

Zoonotic and Agricultural Transmission

Zoonotic

Many of the bioterrorism agents are zoonotic diseases, that is, animals and
humans can both be infected by them and transmission can occur between species.
Thus, even if their occurrence is eliminated in humans, a reservoir of disease can
remain among animals and wildlife that can be difficult to eradicate and will likely
remain a potential source of infection for humans. Examples include anthrax
[109], plague [110], tularemia [111], some of the viral encephalitides, brucellosis,
and Q fever. To date animal and human health issues have been handled by sepa-
rate government agencies that have little knowledge of each other's work. Effec-
tive bioterrorism planning will necessitate a coordinated approach between these
agencies, even to the level of integrating data systems. Better integration of agen-
cies with the responsibilities for veterinary and medical public health should be
encouraged to address outbreaks that can affect both animals and humans [112].

West Nile disease is a viral encephalitis spread to humans by infected mos-
quitoes which also feed on horses and birds. Its spread across the country, tracked
by testing of samples from birds and mosquitoes, reveals a slow progression
westward, arriving in St. Louis in October 2001 [113], two years after it was first
identified in New York City. Compared to other diseases, West Nile virus may
not cause many fatalities, but because of its presence in the environmental eco-
system, it is here to stay.

Infected insects have been used as biological weapons. Though less effec-
tive than other methods [114], infected fleas can be grown in large quantities
which cause disease when disseminated [115], Since fleas infect rats, controlling
rats helps to decrease the incidence of flea-borne diseases. Plague is an example
of a BT disease spread by fleas in its naturally occurring form. Many local and
state health departments have existing mosquito and rat control programs that
would help to control the spread of some zoonotic diseases if they were ever re-
leased. Further study has been recommended to determine the effectiveness of
these programs, and to identify new interventions [116].

Agricultural

Biological agents can be targeted specifically to affect crops and livestock to
undermine economic progress and stability [117]. Countries are dependent on
agriculture for food and economic health. In the spring of 2001, when an outbreak
of foot and mouth disease occurred in the United Kingdom, "over 3.9 million live-
stock were slaughtered and an estimated 119,131,446 pounds [$172,621,465] in
indemnity payments were made during the campaign to eradicate foot and mouth
disease" [118].
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A recent Harvard University report lists recommendations for the USDA in
improving the safety of animals and plants for BT attacks on four different levels
[119]:

1. Organism Level. The USDA should be ready to supply vaccines for all
(the most dangerous) foreign animal diseases.

2. Farm Level. The USDA should set up a Biosecurity Training Program to
counter the threat of diseases and pests at the farm level.

3. Sector Level. The USDA should invest more resources in disease detec-
tion, surveillance, and diagnostic technologies. Examples include creat-
ing linked animal-human disease databases, developing more rapid diag-
nostic tests for foreign animal diseases, upgrading Plum Island (see be-
low) to BL-4 (Biosafety level 4 is the highest level of safety, requiring
laboratorians to wear protective gear and masks, and special circulation
and treatment of air), and establishing a contingency network of veteri-
narians.

4. National Level. The USDA should be ready to deal with the public reac-
tion to a serious food scare, and it should have the budgetary means to
proceed with fast and efficient recovery.

These recommendations are similar to what is needed for human health.
The US Department of Agriculture (USDA) has an important role to play in

the defense of attacks on plants and animals. The USDA monitors the Plum Island
Animal Disease Center in New York, a research center with the laboratory diag-
nostic capability to detect unusual diseases in animals and plants. The USDA also
houses the Animal and Plant Health Inspection Service, responsible for respond-
ing to the veterinary side of outbreaks ofzoonotic disease. This Service has begun
to develop educational materials and training programs for the recognition of
biological weapons agents [120].

The FDA 's Center for Veterinary Medicine regulates food additives and
drugs given to animals, whether agricultural or domestic. In this capacity, the
FDA has been collaborating with veterinary diagnostic laboratories and state
officials to increase preparedness regarding risks to the food supply that could
arise from biological terrorism directed against plants or animals [121].

Other Releases

Biological organisms can be engineered to corrupt materials such as the
rubber in tires or synthetic materials, asphalt, and other kinds of plastics. These
could cause both disruption and economic loss.

The U.S. Department of Transportation (DOT) oversees all civilian air, sea,
and land transport within the United States, and also coordinates the safety of
pipeline facilities. Through its National Response Center, staffed and housed by
the Coast Guard, it serves as the point of contact for information regarding any
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oil or other WMD materials released from transportation systems into the envi-
ronment, and houses the National Response Team, a coordinating body composed
of representatives from 16 federal agencies with responsibilities for response to an
environmental emergency [122].

Secondary Transmission

If disease can spread beyond the site of initial release, carried to others by
those infected from the first exposure, then it is said to be communicable or to
have secondary transmission. Diseases with secondary transmission, such as
pneumonic plague and smallpox, could spread outward in expanding waves, mag-
nifying the initial release. To control communicable diseases, the treatment of
individual patients needs to be combined with approaches to decrease transmission
among the public. Strategies have been defined to decrease transmission from
individual patients for both plague and smallpox, and would include wearing
masks and taking antibiotics for plague [123], and vaccination and respiratory
isolation with hepa masks and negative air pressure rooms for smallpox [124-126].

Measures to decrease transmission on a larger scale are more difficult to
agree upon. The first major exercise of the federal response plan was called
TOPOFF (for top officials) in May 2000, and simulated an expanding outbreak of
plague. State public health officials who participated later made these observa-
tions:

The process of isolating patients until they are no longer contagious and identi-
fying close contacts is typically straightforward. Isolation, however, was not pos-
sible during this exercise. The hospitals had too many patients and worried-well
persons and too few health-care workers and empty rooms to permit isolation of
pneumonic plague patients. As a result, an executive order was issued quaran-
tining all persons in metropolitan Denver in their homes.

However, quarantining two million persons is not simple. Essential workers must
be identified, be given prophylaxis and protective barriers, and be permitted to do
their jobs. Other members of the community can stay in their homes only a few
days before they need fresh supplies of food. Therefore, a one-time, blanket
quarantine order is unlikely to be successful and cannot be enforced unless these
and many other issues are addressed. The hospitals were quite demanding in their
requests for reinforcements, and we made great efforts to assist them. However,
by day three of the exercise it became clear that unless controlling the spread of
the disease and triage and treatment of ill persons in hospitals receive equal effort,
the demand for health-care services will not diminish. This was the single most
important lesson we learned by participating in the exercise [127].

In another federal exercise called "Dark Winter" in June 2001 [128], senior
officials over the course of two days walked through the major simulated decision
points that could occur during a smallpox outbreak as it expanded rapidly to many
states through person to person transmission. The exercise generated Congres-
sional hearings, and together with its timing just prior to the attacks on the World
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Trade Center, was influential in mobilizing government planning for smallpox and
discussions on quarantine. A summary of "lessons learned" through interviews of
the participants and Congressional testimony included the following points [129]:

1. Senior decision-makers trained in national security and defense matters are unfa-
miliar with issues surrounding BT attacks.

2. A lack of information systems with real-time data in the medical and public
health communities would confront decision-makers with many uncertainties.

3. An insufficient supply of smallpox vaccine would limit options to control an out-
break, and could cause disagreement about disposition of existing vaccine.

4. The medical care system lacks capacity to handle a sudden increase in patients.
5. Decision-makers will require advice from public health leaders regarding quaran-

tine or other measures to control the spread of an outbreak. There is little experi-
ence and few resources available to understand the potential effects of various
countermeasures, particularly quarantine.

6. A smallpox outbreak may bring out tensions between federal and state govern-
ments, which would have different priorities in response. For instance states may
want access to vaccine, control over quarantine measures, and control over their
national guard assets. The federal government may want to reserve vaccine for
the military or for national outbreak control, to standardize quarantine criteria na-
tionwide, and to federalize the national guard.

Notes from the script of the Dark Winter exercise contain a good summary
of federal legislation regarding quarantine [130]. According to Congressman
Christopher Shays, commenting on lessons learned from the Dark Winter exercise,
"Should a contagious biological weapon be used, containing the spread of disease
will present significant ethical, political, cultural, operational, and legal chal-
lenges" [131].

What measures would actually be useful for controlling the spread of a lo-
calized outbreak and what they would cost society are points that need study and
public discussion. People seeking to flee an epidemic could also spread it; control
of an outbreak might require forcible restraint of citizens. The need for enforce-
ment of quarantine, if it were medically recommended, would raise difficult issues
on how to enforce it, and how to balance the interests of the health of the public
versus individual civil liberties [132]. To prevent these decisions from being
made rapidly and arbitrarily in a crisis situation, the ramifications of quarantine
need to be thought through in advance to provide maximum protection of civil
liberties and maximum containment of the epidemic.

Although quarantine has not been invoked for many years, diseases with
secondary transmission are not new, and have traditionally been the province of
public health. In the United States, CDC has coordinated their control through
specific programs for each disease or groups of diseases, such as AIDS, TB, hepa-
titis, diarrheal diseases, vector-borne diseases and others.
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RESPONSE

Effective response to a BT attack requires planning by individual agencies
and integration of plans with other agencies and different levels of government.
These are described in a chronological manner from detection and surveillance, to
outbreak investigation, medical care of ill persons, psychological distress, and
preventive treatment to protect the exposed.

Surveillance for Bioterrorism

The longer time lag between release and symptoms is perhaps the most dis-
tinguishing feature of biologic agents. With a chemical or nuclear release, casual-
ties are immediate, obvious and may be massive. After the release of a biologic
weapon life would go on as normal for several days during the incubation period
of the disease before people began to become ill; there would be no disaster scene
to respond to. But early detection in this setting becomes of paramount impor-
tance because substantial decreases in death or major morbidity may be achieved
if medication or vaccination is given soon enough after exposure. One model es-
timates that if 50,000 persons were infected with anthrax, 5000 deaths would re-
sult if preventive therapy were started immediately; whereas 32,875 deaths would
result if treatment were started six days after release [133]. The economic conse-
quences would parallel these findings, with an estimated $14-22 billion saved in
medical costs if preventive therapy were started immediately, versus $320 million
to $1 billion saved if treatment were delayed for six days after the release [134].

Immediate Detection Technology

It would be convenient if technology existed to detect the presence of a
bioweapon in the air, water, or food when it was initially released. This would
make it easier to apprehend the perpetrator, provide an opportunity to stop the
release, and to prevent disease from developing among those who were exposed.

The Defense Advanced Research Projects Agency (DARPA), a research arm
of the Department of Defense, is working on methods to detect, diagnose, and treat
bioterrorism and other infectious diseases through many ways, including genetic
sequencing. One of these research projects is to develop a diagnostic method that
would detect disease in an individual before symptoms occur [135].

The Department of the Treasury oversees the U.S. Secret Service, responsi-
ble for protecting the President, his family, and other heads of state. The U.S.
Secret Service has been developing a biological agent detector and improving its
laboratory capacity to detect biological and chemical agents [136].

The Department of Defense has created Civil Support Teams, mobile units
capable of testing for the presence of deadly chemicals and biological agents in
the field. The teams can be in the field within 4 hours of deployment anywhere in
their area of service. From 1999 to 2001, Congress authorized in sequential years
10, then 17 more, and then 5 additional Civil Support Teams. Six teams are cur-
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rently certified ready for service. These units are federally funded and trained, but
report to the governor of the state they are located in. They are light mobile units.
Their mission is to rapidly detect harmful agents in the environment, assess the
extent of an incident, and identify measures for decontamination or amelioration
[137].

Surveillance Through Monitoring Illness

As environmental detection devices for biological agents are at present
mostly in the research stage [unlike devices for the detection of chemical agents],
the first sign of a BT attack would likely be illness in victims [138]. In a setting
where large numbers of persons are exposed, some persons will develop symp-
toms earlier than others. These cases, if they are detected early enough, may allow
an investigation and response to be initiated in time to protect others who have
been placed at risk through exposure [139].

The current systems for monitoring communicable diseases have for years
enabled health departments to track trends for the major communicable diseases of
public health significance, including TB, syphilis, AIDS, diarrheal diseases, and
others. Under these reporting processes, the data are available for analysis several
weeks after the onset of illness. Most current systems require a definitive labora-
tory diagnosis in order to ensure the accuracy of data. Systems require physicians
or laboratories to submit data on each case of a reportable illness, frequently done
by mailing paper forms to local health departments [140], which are subsequently
forwarded through state health departments to CDC. The time delays in these
surveillance systems make them inadequate for a bioterrorism incident. There is a
need for basic communications infrastructure in public health. A CDC survey of
city and county health departments in 1999 found that 20% lacked e-mail capa-
bilities and over half did not have continuous high-speed Internet access [141].

The international capacity to detect outbreaks is even more deficient [142],
though progress is underway through the World Health Organization and other
groups. ProMED is an international electronic listserv, moderated within the In-
ternational Society for Infectious Diseases, that posts reports of disease outbreaks
among plants, animals or humans [143], and provides a forum for scientific dis-
cussion which can assist discovery of outbreaks and their causes. The Infectious
Disease Society of America hosts a similar listserv for Infectious Disease physi-
cians and public health practitioners to exchange information [144]. There are
also unique isolated projects. An animal disease surveillance project in Africa is
underway to monitor and report zoonotic diseases [145].

Syndromic Surveillance

Syndromic surveillance for bioterrorism has been recommended to provide
earlier detection of an outbreak [146]. Instead of collecting data about diseases
which have been definitively diagnosed, syndromic surveillance monitors the
numbers of persons presenting with clusters of symptoms that could be expected
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in the very early phases of illness caused by the weaponized BT agents. If there
were an effective release of a BT agent, many people would have similar symp-
toms within a short period of time. Symptom patterns might appear to be non-
specific, such as the upper respiratory or gastrointestinal symptoms, which are
seen everyday in medical clinics. Such problems are often treated without a de-
finitive diagnosis. But if a larger number of persons than those recorded in past
seasons were to become ill with similar symptoms within a short period of time,
this increase would only be detected by a system that monitored for such syn-
dromes. At this time, hospitals neither collect nor monitor this sort of data in an
ongoing or timely way.

The way hospitals are organized to care for patients provides an example of
some of the issues that need to be resolved in order for hospital care to become a
good source of BT surveillance data. For rapid information on illness in humans,
monitoring hospitals is a logical place to start because hospitals process large
numbers of ill persons. Yet hospitals do not report data on communicable diseases
in incoming patients. Such reporting is seen as the job of physicians and laborato-
ries after patients have been seen and properly diagnosed, thus assuring accurate
data.

An incidental benefit to a syndromic surveillance system is that it could also
detect naturally occurring outbreaks. It is likely that outbreaks are being missed
under the current system. An example of an outbreak which was missed under
current reporting systems but which could have been detected under a syndromic
surveillance system is the cryptosporidiosis outbreak in Milwaukee [147]. In this
incident, although an estimated 403,000 persons developed transitory diarrheal
illness, the outbreak was not detected by public health authorities. The reasons are
no surprise to those working in public health communicable disease programs.
Most persons probably did not visit a doctor; of those who did few were probably
tested; of those tested, cryptosporidium may have been overlooked as it is not usu-
ally included in routine laboratory panels for diarrheal illness; and those patients
that were tested and appropriately diagnosed may not have been reported to the
health department [148]. Health department authorities became alerted to the out-
break because a pharmacist reported his observation that all the over-the-counter
anti-diarrheal medications were sold out. This outbreak could have been detected
earlier by monitoring data from over-the-counter pharmaceutical sales or by syn-
dromic reporting of the numbers of patients presenting with diarrhea.

In a time when market forces, led by federal reduction of medical payment
for Medicare and Medicaid, are forcing hospitals to struggle to stay in business, it
is unreasonable to request that hospitals provide additional data to government
agencies on the rates of diseases, whether those data are in the form of paper forms
or computer reports. Yet effective surveillance would require not only that this be
done, but that it be done in a timely and ongoing manner.

One way to do this without taking additional time from hospital staff would
be to monitor the streams of data which hospitals generate in the course of patient
care (personal communication, M. Williams, St. Louis County Health Department
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and T. Bailey, Department of Infectious Diseases, Washington University School
of Medicine, 2000). For instance, when chest X-rays are ordered in evaluating
patients with respiratory infections [a possible an early sign of some BT agents],
monitoring the numbers of chest X-rays ordered per number of patients seen
would be a possibility for this sort of monitoring. It could be arranged to identify
other computerized data, i.e., the number of prescriptions for antibiotics per num-
ber of patients seen that could suggest the early symptoms of a bioterrorism event.
If such systems were in place, they could also provide useful information for rou-
tine hospital planning, such as for scheduling personnel or ordering supplies. The
alerts of potential bioterrorism events generated by this system would need to go
to authorities within the hospital or the local health agency which have the respon-
sibility to investigate local outbreaks and take measures to control them. Local
authorities would alert state and federal officials if a BT event were suspected.

For a system like this to be effective, many unique agreements would need
to be negotiated. Since hospitals are often private entities; it is not possible to ne-
gotiate one agreement which would apply to all hospitals. Instead, individual
agreements may need to be made with each hospital system. Likewise, hospitals
have different data systems so software solutions for reporting may need to be
individually tailored to each hospital system. It is possible that standards for elec-
tronic medical records would enable the collection of timely syndromic surveil-
lance data without compromising patient confidentiality. If privacy concerns were
satisfied, electronic medical record databases could open the door to epidemi-
ologic research and consequent medical advances which have never been possible
before.

The Texas Department of Health, in collaboration with CDC and their Na-
tional Guard (the 6' Civil Support Team), is developing an early detection system
based on interpreting electronic data from medical centers in the light of past ex-
perience from archival data. They estimate this system would add 24 to 72 hours
to their response time through earlier detection of a BT event [150].

Information Sources Needed for Disease Surveillance

A robust surveillance system requires diverse sources of input in addition to
hospitals, because early signs of attack could manifest elsewhere. For disease
among humans, surveillance should include data sources affected at places where
ill people might go. Sales of pharmaceuticals, emergency room visits, hotline
phone calls, website visits, emergency medical service calls, urgent care visits, and
physician's offices are some of the places to be monitored for increases in the rates
of illness that surpass expected rates, based on past experience. Others sources
include emergency department utilization, numbers of hospital admissions, Inten-
sive Care Unit occupancy, physician's database searches [151], unexplained
deaths, ambulance runs, 911 calls, poison control center calls, and absenteeism in
work sites and schools [152].

A BT event might be targeted to cause disease among animals or plants or
could do so among animals or plants as an unintended consequence. Therefore
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information from agricultural sources, veterinarians, veterinary laboratories, zoos,
and departments of wildlife and conservation should be included. Local health
agencies would be the appropriate recipient of data on human health; for animals
and plants, corresponding data are collected by different governmental agencies.

However, the scope of data sources could potentially be much wider. Be-
cause some communicable diseases require certain environmental conditions that
are detectable from the air, remote sensing data from satellites could identify times
and places where these diseases could exist in the environment, or could monitor
for disease in plants. Rose, Huq, and Lipp describe colloquia in which "scientists
in the fields of climatology, meteorology, microbiology, medicine, ecology, epi-
demiology, oceanography, and space science [are collaborating] to study how
natural climate variability affects occurrence and prevalence of pathogenic micro-
organisms, vectors, and disease outcomes" [153]. This interdisciplinary work will
require long-term monitoring of disease parameters, including mining archival
health data, and will lead to a better understanding of the relationships between
our environment and human health. It is possible that surveillance data monitored
for climate research could also detect BT events, and it is equally likely that ad-
vances in understanding of this field could generate unforeseen possibilities for
protection and response.

For each of these sources of information, issues corresponding to those de-
scribed for hospitals would need to be identified and resolved. Many of the parties
which would need to be included in such a system have not viewed themselves a
part of a disease surveillance system before: relationships need to be established,
legal authority agreed upon between different agencies and levels of government,
computer systems designed both to collect and analyze this information, protection
of individual privacy ensured, and a mechanism established to feed this informa-
tion to persons who need to know and with the authority to act on it. It would be
reasonable for data from all sources to be monitored centrally. An outbreak
among animals can be a sentinel event signaling the risk of an outbreak for hu-
mans, as diseases can cross species. Climate and the environment may influence
microorganisms in ways we are only beginning to discover. There is a need for
greater understanding of these interrelationships. At present, it is not clear what
agency would be capable of capable of coordinating and interpreting data from all
these resources, or how subsequent investigation and interventions would be ar-
ranged. A unit should be designated to integrate disease data from many diverse
sources, to begin to interpret their relationships, and to identify early warning signs
of a disease outbreak among plants, animals, and humans. This unit will also need
a mechanism to initiate investigation and control measures. Some federal funding
has been allocated to study this problem among the civilian community. An office
within CDC has been designated for bioterrorism surveillance. However, nation-
ally, we are far from a unified, effective system to deal with this complex and
critical problem. A high level of authority and priority will be essential to devel-
oping an effective surveillance system for communicable disease outbreaks and
for bioterrorism.
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Outbreak Investigation

One of the charges of public health is to watch over and monitor the rates of
disease in the population. At the local, state, and federal levels, authorities follow
trends in communicable diseases and look for ways to decrease their incidence.
The Centers for Disease Control and Prevention (CDC) is the national agency for
public health, working directly with all state health agencies, which in turn provide
oversight for local health department programs related to the control of communi-
cable diseases. CDC would provide guidance for the public health investigation
and control of a BT outbreak.

When an outbreak is suspected, several processes begin. Case definitions
are determined and increased surveillance is started to find as many cases as pos-
sible. Every case may add to the cumulative body of evidence eventually pointing
to the source of the outbreak. Records of hospitals and emergency rooms may be
sought, a national advisory issued, and at times the public may be notified through
the news media. Background rates of the disease are determined to see if the
situation is indeed a rise above the normal rate. As suspected cases are found,
environmental and human samples may be sent for laboratory analysis. As infor-
mation begins to come in, various hypotheses are generated. Often a questionnaire
is designed, specific to the outbreak situation, to standardize interviews of persons
and allow for statistical analysis.

It is often possible to prevent further transmission even before the cause of
an outbreak has been determined, if a factor or exposure is found to be related to
disease. A classic example is the closure of the Broad Street pump, in eighteenth
century London, which stopped a cholera outbreak before there was an under-
standing of microorganisms. The pump was shut down simply because it was
noted that persons who obtained their water from that pump had a much higher
rate of disease.

Epidemiology is the basic science that gives public health tools for these ac-
tivities. Epidemiologists are experienced in distinguishing a real increase from
apparent increases in rates of disease, in conducting statistical analyses sometimes
necessary to do this, in applying the various techniques needed to collect and in-
terpret data, and in the methods to investigate and control outbreaks when they
occur. These skills have enabled investigators to track down unknown diseases
and find the causes of new outbreaks, like Hanta virus [154].

There is a need for many more trained epidemiologists at all levels of public
health [155]. For nearly two decades funding shortages and hiring freezes for
communicable disease programs in local and state public health departments have
left these departments with skeletal crews with haphazard ability to detect out-
breaks [156]. Epidemiologists are a critical defense in detecting all outbreaks,
including bioterrorism events. Finding persons with these skills can be difficult.
More students of public health specialize in law or management, which offer the
possibility of more lucrative jobs in the private sector, than specialize in epidemi-
ology, which requires more science and statistics. Even students specializing in
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epidemiology may graduate without training in infectious disease epidemiology or
outbreak investigation. The CDC has a two year training program called the Epi-
demic Intelligence Service (EIS) which enrolls about seventy persons every year.
But few health departments can afford to hire these persons at the salaries that
graduates of either of these training programs would expect. If funding were
available and designated for health departments to hire trained epidemiologists
[157], schools of public health might encourage more students to obtain these
skills. A trained public health staff nationwide would greatly improve public
health response capabilities for detection of all health problems as well as bioter-
rorism preparation.

Although it is improving, there has been a divergence between the fields of
private and public medicine; few physicians are on the faculties of schools of pub-
lic health, and medical school curricula have tended to teach little about public
health. Few physicians have been trained to be epidemiologists. To effectively
control disease, better coordination must occur between the medical community
(taking care of individual patients), and the public health community (concerned
with trends of disease in the population). These two fields would be more effec-
tively integrated if there were more physician epidemiologists who can speak face
to face as equals with both groups.

The CDC has been preparing a national BT response training plan, a crisis
communications plan, and has been providing assistance to state and local health
departments in many areas ofBT preparedness. The CDC has created a website
with information on the bioterrorism diseases for physicians, public health work-
ers, and the general public [158].

Coordination of Outbreak and Criminal Investigations

In a suspected terrorist event, public health outbreak investigation staff and
law enforcement officials will find themselves working side by side. Public
health staff may be called upon to submit reports to local police, the state highway
patrol, or the FBI. Public health staff need to be familiar with the rules for evi-
dence, to ensure their ability to testify under oath that all evidence or samples have
been collected, stored, and examined properly. Likewise, law enforcement per-
sonnel are not accustomed to a concurrent need for witnesses to receive prophy-
lactic medication or undergo laboratory testing. They also may not know how to
assist in a public health outbreak investigation. These law enforcement personnel
need to become familiar with measures to prevent transmission of illness, and the
circumstances when various interventions would and would not need to be ap-
plied. Government staff working in different services need to learn about each
other's work to develop a coordinated approach to outbreak and criminal investi-
gations. There are also a spectra of privacy and dissemination of information is-
sues that have different legal implications for the medical and law enforcement
communities, and that need to be addressed.

Some progress has been made. In January 2000 a group of law enforcement
and public health officials met to discuss which parts of their work in a BT inves-
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tigation could be shared. Their report [159] identifies portions of information
from interviews that could be exchanged, and how and when information would
flow between agencies and levels of government most smoothly. In addition, they
recommended that law enforcement and public health professionals form joint
working groups and develop personal relationships, recommendations which are
being followed across the nation.

Outbreaks due to BT agents have international implications as well, as the
use of a BT agent violates the Biological Toxin and Weapons Convention. Nego-
tiating an additional protocol to this convention that would establish standards for
evidence handling and procedures for investigating outbreaks would be useful in
handling the international implications resulting from a BT attack [160]. A BT
attack would be grounds for retaliation. If it were possible to identify the aggres-
sor through previously negotiated mechanisms, the support of an international
court of law would lend credence to the cause of an aggrieved nation or could
clear a nation from suspicion.

The FBI is the lead federal agency for the crisis management of a WMD in-
cident. The FBI has established and trained a WMD Coordinator in each of its 56
field offices. The FBI has the ability to coordinate the deployment of a Domestic
Emergency Support Team to assist field offices with technical advice in the man-
agement of a WMD event. Through four regional meetings with CDC, the FBI is
assisting to prioritize the needs of the public health community. The FBI is work-
ing with CDC to develop a secure, web-based communication system between
CDC and state health departments called Epi-X, which will give health depart-
ments access to health related information without compromising law enforcement
sensitive information [161].

The FDA 's Office of Regulatory Affairs would have responsibility for the in-
vestigation of a bioterrorism attack that targets any product regulated by the
FDA. It maintains a 24-hour emergency hotline and has established a notification
system with the FBI for bioterrorist events [162].

Laboratory

Whether a suspicious outbreak is a bioterrorism event or a naturally occur-
ring outbreak, the need for rapid, accurate diagnosis of the causative agent is es-
sential; laboratories are critical in confirming the presence or absence of a patho-
gen, in human samples or in the environment. Laboratory analysis can also iden-
tify unique characteristics of an organism, making it possible to distinguish be-
tween separate outbreaks of the same disease and track how outbreaks are spread-
ing. The scientific expertise of laboratorians is essential, as well as laboratory
facilities and equipment, and computerized communication to forward results of
testing. Currently there is a shortage of trained microbiologists; in addition, legis-
lation passed in 1998 lowered educational standards, and has increased the poten-
tial that BT pathogens could be overlooked, or that lab accidents could occur
[163].
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Cost cutting in the medical care system has resulted in fewer laboratory tests
being conducted for diagnosis and patient care [164]. However, laboratories can
only test samples that they receive. Disincentives to ordering clinical tests must be
changed so that physicians are encouraged to use more routine laboratory testing
as a part of patient care. This is especially important during influenza season, be-
cause some of the BT diseases can look like influenza in their early stages.

Most laboratory work for the diagnosis of human diseases is handled by pri-
vate laboratories. But there are quite a number of rare diseases for which reagents
and facilities are only available at CDC. Smallpox, for instance, because it is air-
borne and highly contagious, requires Biosafety level 4 (BSL4) facilities; CDC is
one of the few BSL4 laboratories in the nation. The capabilities of state public
health laboratories vary, but clearly a network of laboratories capable of testing for
the BT diseases throughout the country would be valuable both for improved re-
sponse time and for increasing the national capacity to handle large numbers of
samples.

Through funding from CDC, this capacity now exists for the diagnosis of
most of the BT diseases at state laboratories throughout the country, instead of
being located exclusively at federal agency headquarters. However, adding more
laboratories, increasing the capability of existing laboratories, and collaboration
between food, water, veterinary [165], and private laboratories could increase the
national laboratory capacity further. Currently there are few mechanisms for ex-
change of information between state laboratories, or between private laboratories
in the same region or state, an exchange that could facilitate early recognition of
an outbreak [166]. Laboratories need BT response plans with measures to handle
a massive influx of specimens, packaging of some specimens to higher-level labo-
ratories, and mechanisms to handle increased numbers of inquiries from patients,
families, and the news media [167].

The Hazardous Materials Response Unit within the FBI conducts research
on laboratory evidence of attribution for biological material. It has also worked
with the CDC to develop laboratory protocols that include the chain of custody
necessary for a criminal investigation, and to assist the CDC in developing its
Laboratory Response Network for bioterrorism [168]. The U.S. Army Medical
Research Institute of Infectious Diseases (USAMRIID) would provide back up to
CDC for confirmation of the diagnosis when identifying bioterrorism agents and
would also work with the FBI in a terrorist incident [169].

Mass Medical Care

Hospitals face a host of problems which tend to prevent even their partici-
pation in the emergency planning process for BT: among these, decreases in fi-
nancial revenues [170] and workforce capacity [171], and increases in regulatory
demands [172], leave them with few administrative resources for emergency plan-
ning. Reductions have occurred in major sources of income for hospitals from
Medicare, to Medicaid managed care, and tight private coverage contracts. There
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is little financial margin left over for unfunded projects such as emergency plan-
ning. Hospitals are facing a growing number of federal regulatory demands: bill-
ing system accuracy, safer needles, greater patient privacy, limitations on medical
devices, and medical and medication error reduction. Creating industry standards
for both WMD preparedness and regional planning could level the playing field by
requiring all hospitals to comply. A 2001 Chemical and Biological Institute report
[173] recommended that a federal task force be formed to identify the barriers to
hospital participation in the BT planning process, and propose some workable
solutions. This report also recommended that federal grants should be extended to
hospitals for planning and for participation in regional emergency planning.

Skeletal Staffing of Hospitals

Increased competition among hospitals and a constant effort to improve cost
efficiency have caused hospitals to trim their staff and facilities till they are oper-
ating near to full capacity as often as possible. This has resulted in a national trend
towards decreasing surge capacity in hospitals and medical facilities, that is, their
ability to expand capacity to meet a sudden need for hospital care. This is unfor-
tunate in the face of an increasing threat for BT, or even an unexpected large natu-
ral outbreak. In 1999, a routine Influenza season caused an increase in the volume
of patients large enough to deplete the hospital resources in many regional areas,
forcing them to close their doors to new patients [174]. Hospitals can prepare to
increase their surge capacity by maintaining lists of retired workers and arranging
for contingency use of alternate care sites. However a mass casualty bioterrorism
event is likely to overwhelm even such enhanced resources very quickly.

An important factor to consider in emergency planning is that the majority
of hospital and health care workers are female (many are heads of households),
and have responsibilities in the home taking care of family members. If these per-
sons were to continue reporting to work over the relatively long period of time a
bioterrorist incident would require, hospitals would need plans for the care of staff
family members.

Workforce Shortage in the Medical Field

There are workforce shortages in every area of the health care industry
[176], including physicians, nurses, pharmacists, food service workers, house-
keepers, and office staff. The shortages are broad in scope and likely to be long
term. The same changing demographics which will result in more patients in fu-
ture years, are also likely to result in fewer health care workers in a profession
which has been traditionally dominated by younger individuals. In addition, there
has been a change in the image of health care professions as careers; they have
been seen as less attractive; and fewer persons are entering the workforce in the
health professions.



Warwick 223

Need for Infection Control Plans at Hospitals

Hospitals need plans which accommodate the differences in medical care
required for various BT agents. The Association for Professionals in Infection
Control has created standards for infection control measures, which define specific
precautions health care workers should apply in caring for victims of BT agents
[177]. Diseases which have the capacity for secondary transmission [the spread of
disease from infected persons to individuals not exposed to the initial release] may
require measures for isolating large numbers of patients for health care and possi-
bility quarantine for health care personnel and others exposed to these patients.
Diseases treated with ventilatory support [ 178] may require collaboration between
hospitals to develop plans for acquiring ventilators, bedspace, and staff to care for
these patients. Ideally, specific plans would be delineated for each ward and per-
sonnel for each type of emergency. Pre-existing agreements with hotels or like
facilities to handle housing of massive numbers of ill or quarantined persons will
be needed, along with all the attendant needs of hospital care; such as meals, bed-
ding, and laundry.

The Agency for Healthcare Research and Quality (AHRQ), under the over-
sight of HHS, supports research designed to improve health care through im-
proved quality and reduced costs, which has included research on ways to im-
prove the preparedness of both health care providers and institutions in response
to a bioterrorism attack. Its research projects specific to bioterrorism have in-
cluded information and decision support systems [179].

Regional Planning

For effective care of mass casualties, it would be optimal to triage patients
external to the hospitals receiving them [180]. "Effective triage can reduce system
stress by separating the worried well, the potentially exposed, and the sick, and
sending them to the appropriate care facility, which may include self-medication
in the home" [181]. Triage of patients to different facilities implies regional plan-
ning, a rare occurrence in today's competitive health care field, but which will be
essential to maximize the limited assets of hospitals [182].

Some regulations, requiring hospitals to treat any ill person who arrives at
their facility, do not contain a provision for regions to designate hospitals to re-
ceive either "uninfected" or "infected" patients -a measure that could decrease the
regional transmission of infectious diseases during an outbreak situation. There
needs to be a capability to waive these regulations for emergencies, in order to
facilitate pre-hospital triage of patients [183] to prevent patients with communica-
ble diseases from exposing health care workers and other patients to the risk of
infection [184].

Planning for the Arrival of Federal Support

Even if federal assets are made available, planning for their arrival will need
to be done by staff overwhelmed with many other responsibilities. During the
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TOPOFF exercise in Denver, hospitals lacked the staff to keep track of either the
numbers of patients they had received or their available bedspace [185]. There
was also a lack of coordination in how that information was reported to public
health workers [186] who needed to decide where to send federal medical relief
workers. Arrangements also needed to be made for the housing, food, and other
needs of relief workers. For any large incident, state and local governments may
become overwhelmed with the logistical and resource arrangements that will be
needed to support federal assets [187].

The Office of Emergency Preparedness (OEP), within HHS, coordinates a
national system for medical care called the National Disaster Medical System
(NDMS) which includes participation from the Department of Defense (DOD),
with the Department of Veterans Affairs (VA), FEMA, state and local govern-
ments, and the private sector. This system coordinates all federal supplemental
medical care which could be brought to either a local incident involving civilians
within the United States, or to military personnel evacuated from foreign sites,
whether the cause of illness is from natural disasters or intentional harm. The
NDMS system includes specialized teams of medical personnel called Disaster
Medical Assistance Teams (DMAT), mobile teams which are self-sustaining for an
initial 72 hours to provide specialized assistance to a disaster. Specific teams
address mortuary needs, psychological needs, surgical needs, and other needs.
These teams can also provide primary care if local facilities become over-
whelmed. Four teams called National Medical Response Teams (NMRS) are
trained to respond to events involving weapons of mass destruction. The OEP has
conducted training exercises to enhance the adaptability of these teams in working
with DOD and DOE and in integrating efforts with local personnel in response to
emergency events [188].

Mass Distribution of Emergency Medications

The window of opportunity for the administration of treatments, vaccina-
tions, or remedies for the weaponized disease agents of bioterrorism can be as
small as within 24 hours of developing symptoms. For that reason everything
possible must be planned in advance to streamline the delivery process of pharma-
ceuticals as efficiently as possible. The creation of a national pharmaceutical
stockpile has made planning for mass treatment or prophylaxis much easier.
Problems with stockpiling medications are numerous and complex. Medications
expire, so it is necessary to have a rotating supply of items, and inventories may be
subject to taxation. Because pharmaceutical companies and hospitals keep low
inventories and operate on a "just in time" basis, it is likely local supplies of anti-
biotics would be depleted in days by a large scale BT event [189]. Local jurisdic-
tions should keep a cache of supplies, with state and federal support, to serve until
the arrival of the federal supplies [190].

The CDC's National Pharmaceutical Stockpile Program (NPSP), has nego-
tiated a contract through the VA to solve some of these problems. The pharma-
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ceuticals that would be needed for the agents considered to pose the greatest
threat have been prioritized, doses and amounts needed have been calculated,
rotating supplies have been arranged, and storage facilities designated. The
NPSP is solidifying arrangements with each state for receipt of the materiel. Most
states involve their health and public safety departments for this task. Each state
must coordinate with CDC on plans for reception, make internal plans for trans-
port and security, and coordinate with local jurisdictions [191]. Local jurisdic-
tions are responsible for on site distribution of medication to the public. Guide-
lines need to be delineated for local communities on standards for receipt of the
NPSP, pre-incident training of volunteers, and identification of characteristics
recommended for physical distribution sites.

The VA is under contract with CDC to rotate, store, protect, and transport
the stockpile. The OEP has made similar contracts with the VA for medical sup-
plies for the four National Medical Response Teams responsible for responding to
WMD incidents. The VA assists in training civilian medical personnel who staff
the National Disaster Medical System in WMD response. VA hospitals participate
in local community emergency planning activities and sometimes deploy to presi-
dentially declared national emergencies [192].

The Food and Drug Administration [FDA] has been working with the CDC
on facilitating the safe use of investigational drugs in an emergency setting and
safe labeling for pharmaceuticals in the National Pharmaceutical Stockpile Pro-
gram. Though the task does not fall under its usual responsibilities, the FDA has
been compiling a list of medications that would be effective in a bioterrorism at-
tack, along with information on manufacturers, inventories, suppliers, and lead
time for producing the drugs [193].

The Department of Commerce, through the Office of Law Enforcement
Standards, provides standards and user guides for equipment such as respirators,
and decontamination and detection devices used by persons working in criminal
justice and public safety to make sure they are safe and effective. This Office also
assists DOD and DOJ in preparing a Standardized Equipment list of technical
equipment considered essential for responding to terrorist attacks [194].

Prioritization of Vaccine Recipients

Influenza is a vaccine-preventable disease responsible for a large number of
deaths every year among the elderly and persons with certain chronic diseases
[195]. These persons should have priority to receive the influenza vaccine if there
is a delay in the supply, which happened in 2000 [196] and 2001 [197]. Because
vaccines are distributed through the private sector which has little incentive to
prioritize recipients, in most states there is no mechanism to assure that influenza
vaccine gets preferentially to those who need it most. Similarly, a potential issue
in the distribution of BT pharmaceuticals is the prioritization of risk groups in the
face of limited supplies. Should vaccine or medication be reserved for just those
known to be exposed? What about health care workers who encounter ill persons
in their work? If a large expanding outbreak is in process, it could be important to
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ensure the safety of those who keep power and water supplies functioning, and the
safety of fire, police, and emergency workers, the National Guard, the military,
and others. These decisions will require hard choices, planning, and forethought.

Handling Mass Mortalities

Mass casualty events from a BT attack would result in new problems, re-
quiring new plans. Bereaved families will have varying requests for disposition of
bodies and effects of the deceased. These will have to be balanced with the need
for preservation of evidence required to build a legal foundation for subsequent
prosecution. For instance, legal requirements may indicate that testing and sam-
pling be documented for each victim-an impossibility in a mass casualty situation
where the number of victims greatly overwhelms testing and storage capacity.
Cities do not maintain morgue space for large numbers of casualties, so alternative
arrangements should be postulated.

Discussions need to occur between hospital staff, medical examiners, and
law enforcement so that in a BT event the needs of each discipline can be ad-
dressed under constraints of both time and resources. Procedures also need to be
in place for handling the personal property of victims, autopsy reports, and sam-
ples. Eventually, these discussions may require legislation to clarify procedures
for mass casualties.

Death notification should occur as rapidly as possible, and be handled by
professionals with training and experience [198]. It could be useful to consolidate
the responsibility for notification of family members of the deceased, and associ-
ate this task with some provision of bereavement counseling for them, but this is
unlikely to happen unless it is planned. Providers of counseling and psychological
care for the bereaved need to be identified in advance and plans made for how
these arrangements will be activated. The many different agencies offering serv-
ices and compensation for victims should share information to simplify the paper-
work required of victims and to streamline their benefits process [199].

Psychological Distress

Among the persons presenting for care in the wake of a mass casualty event
will be persons with symptoms due to psychological causes, some of which can
become long term. Six months after the bombing of the Oklahoma City federal
building in 1995, 34% of survivors had Post Traumatic Stress Disorder (PTSD),
and 23% major depression [200]. The numbers of psychological victims will
likely increase according to the intensity of the stress [including the numbers of
physical victims, surprise, lack of preparation, tired or deficient leadership, and the
inexperience of psychiatric teams]. Many of these features are likely to be present
in a BT attack [201]. Distinguishing the physical and psychological victims will
be neither trivial nor easy, and some persons may fall into both categories. Symp-
toms of psychological distress can overlap with the signs of early illness from
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many of the BT agents: fatigue, headache, muscle aches, joint pain, and nausea or
vomiting [202].

Whatever the cause of the patient's symptoms, pain and distress are real and
must be treated. Based on the numbers of psychological casualties in the sarin gas
attack in Tokyo, there may be as many as four psychological casualties for every
physical casualty in a large mass casualty incident [203]. These psychological
victims should be included in disaster planning [204], and provisions made for
diagnosis and care for these psychological victims. Five years after the 1995 sarin
gas attack in Tokyo, in 2000, out of 191 victims who responded to a survey, many
still had lingering psychological effects, including depressed mood (13%), flash-
back experiences (13%), and physical symptoms such as fatigue (16%), stiff mus-
cles (15%), and headache (10%) [205].

Following the Oklahoma City bombing, it was found that 76% persons who
later developed PTSD had shown early symptoms within one day of the bombing,
and 94% within one week. In psychological terms, these early symptoms are
called "avoidance" and "numbing", and include going out of the way to avoid
thinking about the event, an inability to feel love, and a sense of pointlessness in
thinking about the future [206]. Although some studies have found that early
symptoms have low predictive value for long-term effects [207], systems to look
for these symptoms could provide a way for the identification of some persons
who could benefit from early intervention. Groups who have been found to be at
greater risk for developing PTSD include females, those with concurrent signifi-
cant physical injuries, and those with major concurrent negative events in their
lives [208]. Since it is likely the number of psychiatric casualties will exceed the
physical casualties, planning for psychiatric care is essential.

Health care workers and those responding to an event may also become psy-
chological casualties [209] and may be at higher risk than others [210]. Disaster
plans should include ongoing measures for monitoring psychological stress among
workers and arrangements for persons who need help to receive it in a timely
manner, both to prevent worsening of acute symptoms and decrease the risk of
subsequent psychological consequences. A program in the Air Force which en-
couraged staff to seek mental health services if they needed them reduced suicides
by 50% [211].

Training and exercise scenarios for emergency responders should include
actor victims who have been trained to demonstrate signs of psychiatric distress,
and should teach responders in the prevention and mitigation of psychiatric dis-
tress [212]. Victims should be broadly defined to include first responders. Vic-
tims should be rapidly identified, quickly given access to information and services,
sources of funding, and the qualifications of those providing services [213].

Mental health professionals need to be involved in the preparation for re-
sponse to mass casualty events. Research is needed on the effectiveness of Criti-
cal Incident Stress Debriefing, a method of psychiatric intervention which has
advocates and doubters among mental health care professionals [214].
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The Office of Justice Programs (OJP) in some cases can provide direct as-
sistance to victims of terrorism, such funding for as the provision of mental health
treatment. The JTF-CS and the NDMS, previously mentioned, also have psychiat-
ric care units [215]. The Substance Abuse and Mental Health Services Admini-
stration (SAMHSA), under the auspices of HHS, is responsible for behavioral
health issues [216]. The American Red Cross also offers many services that ad-
dress psychological needs.

COMMUNICATIONS

Communication Between Responding Agencies

During a BT incident, there will be a need for rapid and accurate communi-
cation between responders at local, state, and national levels, between agencies
with different functions, and private sector agencies such as hospitals and clinics
[217]. The Health Alert Network, a program administered to state and local health
departments through CDC, has enabled many local health departments to obtain
computers with Internet access, an essential infrastructure for rapid communica-
tion necessary for during an infectious disease outbreak. Many agencies are set-
ting up procedures both to operate and to receive notifications at night. The
TOPOFF exercise revealed that there is a need for communications equipment to
be compatible [currently some responding agencies have communications equip-
ment that operates on limited and non-compatible frequencies], and for redun-
dancy of methods in case some means of communication fail [218].

It would be useful to develop the capacity for online communication con-
necting all the various agencies responding to an emergency. Such a system
would provide, according to the needs of each participating agency: access to
information about when and where events occurred, which agencies were involved
in the response, what steps were being taken by which agencies, the names of
contact persons within organizations, maps, and a mechanism to share other perti-
nent data. Such a computer system would decrease the confusion in an emergency
and enhance the ability of all persons involved to respond promptly and effec-
tively. The system might be tailored to existing emergency response systems al-
ready in use, so that each agency would see a screen that looked familiar to them,
but that would enhance their system by allowing them access to appropriate parts
of the larger developing picture. Confidentiality of data across institutional lines,
assurance of appropriate access to this system, computer logistics, and assign-
ments of responsibility for this system are examples of the issues that would need
to be resolved.

The Office of Emergency Preparedness, housed within HHS, has conducted
both preparedness and research activities. It has also worked on enhancing sys-
tems for communication during disasters [219].
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Public Information

In a BT incident, the victims would not be the only intended targets of the
attack; presumably terrorists intend to instill fear and disrupt society. Because
biological weapons are unfamiliar to most people, their use carries additional po-
tential for panic and fear. How the media handles such an event will have critical
implications for public reaction. In the midst of enormous public interest, a bal-
ance should be sought between providing immediate information and validated,
accurate information. If multiple experts give variations in opinion, the public will
need an authoritative source for medical information, and a way to correct rumors
[220]. As always, balanced accurate media coverage with a sensitivity to context
is an art; a BT attack would test the mettle of both reporters and the public.

The media may help the public to assist in controlling the disaster by identi-
fying where and when the release may have occurred, determining who may have
been exposed, and relaying information to others regarding interventions such as
medications, vaccines, or measures individuals can take to protect themselves
from disease. The pivotal role of the media dictates that advance planning of this
process should occur to a detailed level to ensure maximum accuracy and effi-
ciency.

A government report on media relations in WMD [221] has recommended
that all levels of government engage the media before a crisis, that plans include
designating mental health experts with media experience who could convey sound
advice to the public in a crisis, that the public be informed about best and worst
case scenarios, and what the government is doing to resolve the situation. Other
recommendations included identifying "validators", who can provide good infor-
mation and "credible sources", who are skilled at conveying information to the
public, targeting news appropriately for different audiences, and providing meth-
ods for two-way communication to correct misinformation, such as hotlines and
websites.

FUTURE DIRECTIONS

Training

A part of developing new response procedures is to train those who would
need to participate in them. Because bioterrorism is a new threat, many persons
who would be called upon to respond may require training about what bioter-
rorism is, and what the symptoms, diagnosis, and treatment of weaponized agents
are, before they are ready to assimilate training on their role in response plans.

Many stand-alone programs have been developed for training, but a longer
term approach would institutionalize BT training, as required material, with spe-
cific standards for training and recertification of diverse professionals: health care
professionals, lawyers, public health professionals, first responders, policy-
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makers, research scientists, agricultural workers, veterinarians, and others. Insti-
tutionalized training will require defining basic knowledge requirements for each
category of professionals so that these can be included in the training curricula for
each of these groups [222]. If these components were also to be included in certi-
fication requirements for re-licensing, for example, it would be assured that
working professionals were updated both currently and on an ongoing basis as this
field progresses. A useful report recommending this approach in specific terms
has been developed on this subject for those working in the emergency medical
system [223]. This approach could allow for re-allocation of money currently
being spent in possibly redundant training programs [224].

The Department of Justice (DOJ), through the FBI, is the lead federal
agency for crisis management of any terrorist incident in the United States. Its
Office of Justice Programs (OJP), has overseen programs to provide first re-
sponders with training, equipment, technical assistance, and exercises [225].
Most of the Domestic Preparedness Program previously responsible for these was
transferred from the Department of Defense (DOD) to the Department of Justice
(DOJ) in October 2000 [226]. This program has several components providing
expertise to help train civil emergency responders at the local, state, and federal
levels in responding to incidents involving weapons of mass destruction or high-
yield explosives. The DOD [227] has worked with OEP on the creation of the
Metropolitan Medical Response System (MMRS), described below, and has coor-
dinated yearly tabletop exercises designed to test major components of local re-
sponse plans. Its Expert Assistance Program includes a WMD helpline to assist in
non-emergency planning, a website, a hotline for immediate access to technical
expertise during an incident, and a database with information about chemical
agents, biological agents, detection devices, and personal protective equipment.

FEMA [228] is the lead federal agency in the managing the consequence
phase of a terrorist attack. It supports training at the state and local levels for
emergency planners and officials in other agencies with a role in emergency re-
sponse. It funds grants for state agencies to develop terrorism annexes to existing
disaster plans which can be used by states in different ways to fit needs specific to
each state, such as training, conducting exercises, or other planning activities.
FEMA funds training provided through the Emergency Management Institute and
the National Fire Academy, and maintains databases on WMD agents meant to
serve as a resource guide for response. FEMA is collaborating with DOD and
DOJ on updating the Standardized Equipment List which first responders use in
purchasing their supplies. Together with the National Emergency Management
Association, FEMA is creating a self-assessment tool for government agencies to
detect areas for improvement in their emergency plans. A baseline survey using
this tool in 1998 reported areas that states could improve on in their plans and
equipment for response to a terrorist incident.

The Metropolitan Medical Response System (MMRS), overseen by the OEP,
has trained senior staff in local first response agencies, health agencies, hospitals,
and trainers in 120 cities, including providing funding for equipment and other
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projects [229]. This program contracts collectively with local agencies that have
in many instances not worked together closely in the past, to improve the integra-
tion of local plans for response to a WMD incident. The OEP has collaborated
with the Institute of Medicine to conduct research on developing assessment and
performance measures to improve these MMRS programs nationwide. These pro-
grams initially tended to be weighted towards public safety responders: fire, po-
lice, and emergency management [230]. The OEP is overseeing a project in
Charlotte, North Carolina, in 2001 to enhance the health care system contribution
to this process, including community health care systems, medical providers, and
the public health system.

Through the Office of State and Local Domestic Preparedness Support, the
OJP [231] has provided funding to 120 larger metropolitan areas for emergency
equipment and training targeted to the first responder community: fire, emergency
medical, and public safety personnel. The Office also conducted a survey to assist
local communities in determining their risks and needs and to obtain an overall
picture of the comparative preparedness of the metropolitan areas. The OJP has
directed one-day exercises in 52 cities, in which personnel from public health, fire,
law enforcement, and emergency management agencies worked through a bioter-
rorist incident from its incubation period through its conclusion, requiring per-
sonnel to address quarantine, mass mortalities, medical surveillance, and patient
tracking.

The CDC provides oversight for several hospitals and universities engaged
in research and training for bioterrorism preparedness [232].

The OEP [233] provides management staff and fiinding for the U.S. Public
Health Service Noble Training Center in Alabama, a center training first respond-
ers in responding to a WMD incident. The Center is also developing training
materials on WMD response for physicians, nurses, and emergency medical tech-
nicians.

Training for the General Public

Training for the general public should be balanced to promote knowledge
without creating a sense of fear and should begin prior to a BT attack. Education
should raise awareness of the principles of infectious diseases, and the strengths
and weaknesses of biological warfare. Public participation is essential in imple-
menting disease control measures for any disease. Dissemination of information
to the public in advance has been recommended as an effective way to decrease
panic and mitigate psychological stress during a real event as it removes the ele-
ment of surprise [234, 235]. Understanding the mechanisms of disease transmis-
sion and how to protect oneself on an individual level would also alleviate indi-
vidual personal unease, because it gives direction for action [236]. If people know
beforehand that they might need to do nothing in particular for a BT attack except
to follow public health recommendations on the news, this could help prevent an
atmosphere of panic. Individuals who washed their hands frequently, avoided
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crowds, and stayed at home, could possibly decrease the spread of agents with
secondary transmission.

There are also opportunities for the public to plan participation in a large
disaster: volunteers will be needed to help with the distribution of the NPSP, or
could receive training in how to provide basic interventions to psychiatric victims
to help prevent later psychiatric effects [237]. Agencies providing services to vic-
tims could benefit from working together to recruit, screen, and train volunteers to
assist in responding to a BT attack [238].

Research

General Research Needs

The Defense Science Board has recommended creating 1) a database of
"signatures" of the biological warfare agents, 2) small diagnostic tools capable of
immediately detecting all agents in the database, and 3) a computerized system for
alerting defense and public health responders to the possibility of an outbreaks
[239]. Scientific collaboration on discovering relationships between climate and
human health have been mentioned previously.

There is need for understanding of potential effects of various quarantine
measures or mass prophylaxis measures on the control of disease, and their cost in
lives and dollars. Study of the quarantine measures should address "implementa-
tion authority, enforcement, logistics, financial support, and psychological ramifi-
cations" [240]. The more thoroughly these issues are resolved in advance, the
safer our civil liberties will be. Research is also needed on the causes for low
public trust and how better trust could be restored [241].

In addition to planning and training, many agencies are involved in re-
search projects. The Department of Energy (DOE) [242] houses a Chemical and
Biological National Security Program, which conducts research related to bioter-
r or ism as part of a larger mandate to reduce the danger from weapons of mass
destruction. It has an analysis component which postulates the value of projected
research through simulation models. Its technology development component con-
ducts advanced research on detection methods, modeling capabilities, decontami-
nation procedures, and methods for both attribution and medical countermeasures
based on molecular biological studies. Its Domestic Demonstration and Applica-
tion programs are developing future operational systems based on the integration
of existing technology for specific applications.

The Department of Defense has for years been involved in research and
treatment of unusual diseases, including tropical infectious diseases and those
caused by agents of biological warfare. USAMRIID is the lead institution for
these activities [243]. Research projects include developing vaccines, therapeu-
tics, and databases for assistance in diagnostic procedures. The institute is
equipped with a Biosafety Level 4 laboratory, one of the few in the world in which
researchers can study dangerous airborne pathogens safely. The USAMRIID is
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collaborating with the NIH on developing an anthrax vaccine, and also collabo-
rating with other military agencies in developing plans for potential support to
civil authorities following a terrorist incident.

The OJP has research programs which collaborate with the FBI, the Tech-
nical Support Working Group, and the Office of State and Local Domestic Pre-
paredness Support to determine the agents that terrorists are most likely to use
[244].

The Technical Support Working Group is an interagency body chaired by
DOD and DOE which has been working since 1987 on accelerating the develop-
ment of technologies to combat terrorism [245]. The National Institutes of Health
(HHS) is composed of 27 separate institutes and centers, and additionally funds
research in private facilities nationwide [246]. The FBI, through its Hazardous
Materials Response Unit, conducts research on the identification of biological
agents directed towards developing capabilities for attribution of an event, to per-
son, group, or geographical region. Some of this research was conducted by the
Massachusetts Institute of Technology and some by the U.S. Soldier Biological
and Chemical Command [247].

Vaccines

Anthrax vaccine is an example of an effective pharmaceutical that could be
used in an outbreak situation to protect persons from exposure or to decrease the
length of time exposed persons would need to take protective antibiotics [248].
Production of this vaccine has been delayed because its sole supplier, Bioport, has
had difficulties meeting FDA standards [249]. Unfortunately, problems with the
supply of anthrax vaccine are not unique. The vaccine industry has had difficul-
ties resulting in shortages of many vaccines [250]: meningitis, tetanus toxoid, yel-
low fever, and others. Because they don't bring in large revenues, pharmaceutical
companies have less incentive to produce vaccines than some of their other prod-
ucts. In view of the lack of economic incentive for their development in the pri-
vate sector, government oversight and funding for vaccine research and production
should be considered. Vaccines could also be potentially powerful tools against
BT; another endeavor that would require federal funding.

While a shortage of these vaccines is worrisome in this country, medical
care in America is available to unvaccinated persons who become ill, and the pres-
ence of a majority of vaccinated persons in communities has a tendency to keep
outbreaks from spreading. In the developing world, a lack of vaccines results in
much suffering and mortality from preventable causes. Measles, preventable by
vaccine, kills nearly one million children each year in the developing world; child-
hood vaccines that cost just a few cents each could save an estimated 3 million
lives a year [251]. There is a need for research and development of new vaccines,
both for diseases that cause tremendous mortality worldwide and for the BT dis-
eases. Jack Woodall, the founder of ProMED, has proposed an international
transparent scientific collaborative effort to develop vaccines against the BT dis-
eases [253]. Research on vaccines could also decrease the risk of BT by employ-
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ing experienced scientists from the dismantled Russian biological weapons pro-
gram. Furthermore, if research could result in vaccines and other measures for the
prevention of infectious diseases that currently plague the developing world, it is
possible significant savings in lives could occur, also resulting in strengthened
economies and increased political stability.

The subject of global poverty and disease is worth a mention. A recent arti-
cle in The Economist argues that while it may be too glib to attribute the root
causes of terrorism to poverty and disease in the developing world, that neverthe-
less there is likely a correlation between rates of illness in countries and political
instability, and that reducing the rate of infectious diseases in the developing world
may result in fewer states which could offer safe haven for terrorist groups. The
article holds that every country bears responsibility for appropriating their own
resources towards some measure of health care for their citizens, yet calculates
that even with judicious use of funds, some countries simply do not have enough
money. While acknowledging that donated funds are often diverted by corrupt
officials, the article suggests that the dire need should motivate wealthier global
citizens to persist in trying to help. It calculates that with proper use of funds, if
every citizen in the developed world would contribute monies worth approxi-
mately less than two tanks of gas for most cars, that "a colossal number of lives
could be saved, and immeasurable suffering relieved." [253]. These are complex
issues, but the stakes are high and we cannot afford to ignore them.

The National Institute of Allergy and Infectious Diseases (NIAID) is an NIH
institute which houses a program conducting research on diagnostic methods,
vaccines, and therapeutic medications for the bioterrorism diseases. Its research
has been focused on smallpox, developing early detection methods, extending the
shelf life of existing vaccine, preventing complications from the smallpox vaccine,
and developing new therapeutic medications for smallpox. It also formed a Work-
ing Group on Anthrax Vaccines collaborating with USAMRHD and other agen-
cies to develop and test a new anthrax vaccine [255].

The FDA 's Center for Biologies Evaluation and Research conducts re-
search to ensure both the efficacy and safety of vaccines against the bioterrorism
diseases, including anthrax, smallpox, and plague. The FDA 's Center works with
CDC and DOD to establish a system of lot numbers and surveillance activities
that would detect adverse side effects from vaccines. The FDA 's Center for De-
vices and Radiological Health has been evaluating for safety a device intended to
detect anthrax in humans, and is developing processes for allowing the use ofin-
vestigational devices such as these in an emergency situation. The FDA 's Center
for Drug Evaluation is developing corresponding processes for allowing the use of
investigational medications in an emergency situation.

Because many of the bioterrorism diseases do not affect humans naturally, it
is often not possible to conduct studies on vaccines, devices, or medications for
these diseases using human data as is usually done. In an emergency situation
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such as a bioterrorism attack in which no other diagnostic methods or therapy
may be available, the use of investigational methods -which have not been previ-
ously studied in humans, may be the only option to protect exposed persons. To
solve this problem, the FDA is working with NIH, CDC, and other agencies to
develop standards for the use of animal and laboratory data in licensing diagnos-
tic devices and pharmaceuticals for emergency use in protecting the public from a
bioterrorism attack. Since there may be no natural market for these vaccines,
medications, and diagnostic devices, this work is dependent on government fund-
ing for its research [256].

The CDC also conducts its own research on anthrax, smallpox, and other
bioterrorism diseases. The DOT is conducting research on improving metropoli-
tan area responses to WMD incidents in local mass transit systems [257].

Genomics

Because biological agents are living organisms, they have the potential for
genetic alteration. Organisms could be genetically altered to be antibiotic or vac-
cine resistant, have enhanced aerosol and environmental stability [258], elude
standard detection and diagnostic methods [259], or evolve into new diseases after
therapeutic treatment is administered for their first phase [260]. Genetic modula-
tors could be produced to cause anything from mood changes to altered function-
ing of the immune system. If this possibility has not been ignored by those in the
business of weaponizing biological agents [261], neither are those in this country
unaware of how to deal with new diseases. New diseases such as Legionnaires'
disease [262] and Hanta virus [263] have been identified in the past and will con-
tinue to be identified. Nevertheless, new diseases would impose further difficul-
ties in dealing with a biologic attack. The method of transmission would have to
be identified to prevent further spread of disease, a method of laboratory diagnosis
would have to be found to identify which persons have been affected by the out-
break, and effective treatments found. However, our advancing understanding of
the genomic technologies which have the potential to make biowarfare more
deadly, may also provide the hope for new solutions. If an increased understand-
ing of the immune system, and its interactions with genetic modulators resulted in
effective and rapid response measures, it could serve as a major deterrent to BT in
general. Solutions could enable discoveries in diagnostics and treatments to be so
rapid they would "render biological warfare or terrorism an obviously futile as
well as morally unacceptable act" [264].

The NIAID, an agency of the NIH, has a large research program conducting
research on the genomics of the bioterrorism diseases and how they affect the
pathogenesis of disease. Identification of the genomic sequences of the bioterror-
ism diseases will pave the way for new diagnostic methods and therapeutics for
diseases [265].
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CONCLUSIONS

Recommendations and ideas for action have been placed throughout the
chapter as they fit into each topic of discussion. Rather than a summary of points
covered in the chapter, these conclusions suggest trends that may be beneficial in
developing defenses against BT, and some perspectives on thinking about the
subject.

First, knowledge is key to conquering the threat of BT. The public and
those working in all levels of government need to understand the threat of BT and
what measures would be effective to protect the population. All components of
society [individual agencies; federal, state, and local levels of government; and
various disciplines] have unique characteristics, assets, and challenges that will
present different opportunities for progress in this multi-faceted field. Widespread
knowledge of problems and potential solutions will allow each entity to make pro-
gress as their own situation allows.

Many separate and fragmented systems need to become integrated and work
together on common goals. The nation's public health system, lacking in basic
infrastructures such as electronic communications systems and trained staff, must
now forge closer or even new relationships with many entities: the medical com-
munity to track disease in humans; the veterinary, wildlife, and agricultural com-
munities to track disease in animals and plants; the intelligence community to
track threats and investigate outbreaks; and the public safety and military commu-
nities to plan response. Further, ultimate solutions will depend on new advances
in genetics, immunology, laboratory science, technology, and epidemiology, and
will involve international collaboration. This alignment of purpose throughout
government and the private sector is unlikely to occur without informed leader-
ship, entrusted with broad powers. Public support will be critical to create the
political will for this integration, which will need to cut some redundant programs
in order to fund other areas that are lacking.

The government's electronic communications should reflect these relation-
ships. There is a need for a more integrated infrastructure for the appropriate ex-
change of information across agency lines, levels of government, the medical and
veterinary communities, research institutions, and private industry. This would
greatly enhance the ability of the United States both to detect an outbreak and mo-
bilize a coordinated response. This electronic network should be secure, maintain
individual and agency confidentiality, and be adaptable. Epidemiologists
throughout the process should participate in the interpretation of data so that trends
are spotted rapidly.

But the scope of this problem is larger than any one country. As BT pro-
grams were started because of international conflict, solutions to the threat they
pose must also be international in scope. Negotiation of treaties and conventions
will help clarify expectations and standards. International collaboration also needs
to deepen in other areas, including law enforcement and scientific exchange. An
appreciation for the medical problems in the developing world, with research into
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vaccines and other measures to stem the worldwide toll of communicable diseases,
would help stabilize the world economy, provide work for underemployed scien-
tists with dangerous skills, and advance the medical knowledge of mankind. Fi-
nally, the roots of conflict are often economic. It is possible that if affluent coun-
tries can apply some of their resources to alleviating disease and poverty abroad,
less of that disease and poverty will be brought back home from other countries,
one way or another.
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Nuclear Terrorism: Nature of
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INTRODUCTION

When defining ionizing radiation, one might consider four important fac-
tors:

1. How much - what amount of radioactivity is present?
2. How far will the radiation travel - what kind of containment or shield

will stop the radiation?
3. How will it affect me - what is the dose from this radiation to the human

body?
4. How long will it be around - what is the radioactive half-life?

AMOUNT OF RADIOACTIVITY

Radioactivity is a measure of the rate at which radioactive nuclei disinte-
grate. It is simply a matter of counting how many of them have decayed, emitting
their radioactive particles or waves, in a given amount of time.

As with all measurements, we have a plethora of qualities to define the
amount of radioactivity. And, as with many of our measuring systems, we have
both "traditional" units and new SI units (International System of Units). The
original units are referenced to the Curie (Ci), named in honor of Madam Curie. A
Curie is 3.7 x 1010 (37 billion) radioactive disintegrations per second, or approxi-
mately the radioactivity of a gram of radium, one of the naturally radioactive ele-
ments with which Madam Curie did her research. For many applications of radia-
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tion in medicine or industry, the Curie is a relatively large quantity, and so the
units of mCi (1/1000th) and uCi (1/1,000,000th) are utilized. On the other hand, a
nuclear reactor contains millions of Curies of radioactivity and units of kCi (1000)
and MCi (1,000,000) are sometimes used. Although the unit of the Curie is being
supplemented with the newer SI unit, it is still very much in common use.

The "new" SI unit of the Becquerel (Bq) is named after Henri Becquerel, the
discoverer of radioactivity. It is defined as only 1 disintegration per second. Thus
it is much, much smaller than the Ci. Multiples of Becquerels are the kBq (1000),
MBq (1,000,000), etc. These units are summarized in Table 11.1 below.

Table 11.1 Various units of radioactivity.

Curies

1 MCi

IkCi

1 Ci

1 mCi

1 ^Ci

Becquerels or Disintegrations/sec

3.7 x lO 1 6

3.7 x lO 1 3

3.7 x l O 1 0

3.7 x l O 7

3.7 x l O 4

Becquerels or Disintegrations/sec

1 Bq

1 kBq

1 MBq

IGBq

Curies

2.7x10'"

2.7xlO'08

2.7xlO'5

0.027

RADIATION SHIELDING

To understand radiation shielding, it is necessary to differentiate between
radioactive material and radioactive particles or emissions. Radioactive material is
any material which contains some number of radioactive nuclei. Thus, radioactive
materials can be anything, and in fact everything is radioactive to some small de-
gree due to naturally occurring radioactivity in our environment. When the radio-
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active nuclei decay, they give off particles or waves that fly out of the nucleus and
away from the radioactive material.

To contain the radioactive material, one must simply put it in a vessel that
will hold the material and not let it escape. On the other hand, shielding the radio-
active particles or waves that they emit is a different matter and depends upon the
type of emission. For particles that have a charge on them (like beta or alpha parti-
cles), the concept of range is used. The range is the distance beyond which a
charged particle cannot penetrate. For example less than 1 cm of plastic is needed
to stop all beta particles emitted from a typical radioactive material. For uncharged
particles (neutrons) or electromagnetic radiation (gamma-rays or X-rays) the con-
cept of half-value layer (HVL) is used. The HVL is the thickness of shield needed
to stop one-half of the radiation that is trying to pass through it. A second HVL
stops one-half of what is left, one-half of one-half, or one-fourth of the radiation,
etc. A centimeter of lead will stop about one-half of the gamma-rays at a typically
energy of 1 MeV emitted from a radioactive material.

The task of containing radioactive material and radioactive emissions is thus
a two-step process: 1) containing the radioactive material so that it is not distrib-
uted around the environment and 2) stopping the radioactive emissions they give
off.

RADIATION DOSE

Radiation exposure and dose define the effect of radioactive emissions (par-
ticles or electromagnetic radiation) when they leave the substance containing ra-
dioactive nuclei and are then absorbed by the material that receives the dose. Al-
though an engineer might be concerned about the dose to the metal in the reactor
vessel in a nuclear power plant, most often we define dose to tissue, e.g., the hu-
man body. This dose can then be related to the possibility of adverse effects.

Once again there are numerous units to define this quantity. The older units
are the Roentgen (radiation exposure measured as charge deposited per unit vol-
ume of air), the rad (radiation dose measured in energy absorbed per unit mass)
and the rem (Roentgen equivalent man, or equivalent dose to tissue, depending
upon the type of radiation involved). Technically they all have precise scientific
definitions, but for most cases are all approximately equivalent. Thus a Roentgen
of radiation is approximately equivalent to a rad of dose which is usually equal to
a rem of equivalent dose. These units are relatively large compared to typical dose
from natural background radiation or even the additional doses experienced by
workers in a nuclear power plant or radiologists in a hospital. Again the use of
"milli-" is used, i.e., mR, or mrad or mrem, designating 1/1000 as much.

The new SI units are the Grey (Gy) and Sievert (Sv) which are both 100
times larger than the rad or rem, respectively. This is all summarized in Table
11.2.
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Table 11.2 Radiation dose.

Exposure

1 Roentgen

Dose

- IRad

-O.OlGy

Dose Equivalent

~ 1 Rem*

-O.OlSv*

*Usually an equality, depending upon type of radiation

RADIOACTIVE HALF-LIFE

One interesting feature of radioactive material is that it becomes smaller and
smaller as time goes by. Due to the fact that it is decaying, it is self-destructing,
and becoming less over time. The rate at which this occurs is defined as the half-
life, or the amount of time that it takes for one-half of the radiation to decay. Un-
fortunately, two half-lives do not eliminate it (i.e. one-half decaying and then the
second one-half decaying), but rather the half-life is always referring to how much
is left NOW. Thus, one-half life reduces the radioactivity by one-half; two half-
lives by one-half of one-half or one-fourth; three half-lives by one-eighth; etc.
Thus, radioactivity is never zero, but continues to get diminishingly small as time
passes. Radioactive nuclei have half-lives that range from fractions of a second to
billions of years. The radioactive material introduced into the body for a medical
diagnostic procedure might have a half-life of a few hours so that it decays away
to negligible levels in a day or so. At the other extreme, some of the naturally ra-
dioactive nuclei in our environment have half-lives of billions of years. The reason
that they are still around is that they haven't had enough time to decay to negligi-
ble levels since the earth was formed.

SUMMARY

In summary, we have the following definitions:

Radioactivity - how much of it is there?

Curie - 3.7 x 1010radioactive decays per second
Becquerel - 1 radioactive decay per second

Shielding - how far will the radiation travel?

Range - maximum penetration distance for charged particles
Half Value Layer - amount of material that will stop one-half of uncharged

radiation
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Dose - how will it affect me?

Roentgen - a measure of the charge created in a volume of air by radiation
Rad - a measure of the energy deposited per unit mass or dose
Rem - Roentgen equivalent man, equivalent dose depending upon type of

radiation
Gray - 100 rads; also 1 Joule of deposited energy per kilogram of material
Sievert - 100 rems, equivalent dose
Radioactive Half-life - how long will it be around?
Half-life - the amount of time for one-half of the radioactivity to decay

away

RADIOACTIVITY AND RADIATION

The term "radiation" means many different things. Sunlight, the heat from a
fire, radio waves, radar, microwave ovens, and radiation emitted from nuclear
phenomena are all forms of radiation. These are separated into two types: ionizing
radiation and non-ionizing radiation. The radiation emitted from the decay of un-
stable nuclei is of the former type, i.e., ionizing radiation. Simply put, ionizing
radiation has sufficient energy to separate an orbital electron from an atom. Non-
ionizing radiation does not. On the scale of electromagnetic radiation, non-
ionizing radiation covers the energy spectrum from low energy waves of sonar and
short wave radio through medium energy wave of microwaves and radar and up
through the energy of visible waves. Above that, electromagnetic radiation
achieves enough energy to cause ionizations. This type of radiation is the subject
of this chapter.

All nuclei are made up of combinations of protons and neutrons. For most of
the lighter elements there is a one-to-one ratio of neutrons to protons (i.e., helium
with 2 neutrons and 2 protons), carbon with 6 and 6, sulfur with 16 and 16). As
elements get heavier and heavier, the neutron to proton ratio increases to about 1.5
to 1 (i.e., uranium with 146 neutrons and 92 neutrons). In general, when these ra-
tios are maintained, the nucleus is stable, non-radioactive, and emits no radiation.
For some nuclei, however, the nucleus was created with a ratio that is unstable
(i.e., uranium-238, potassium-40, and other naturally occurring radioisotopes).
Other nuclei have their ratio altered by radiation coming in from outer space (hy-
drogen 3 or tritium, carbon-14, and other cosmogenic isotopes). Finally, nuclei are
altered by human activities like the fissioning of nuclear fuel resulting in isotopes
such as strontium-90, iodine-135 and many, many others. Radioactive decay is
simply the attempt of a nucleus to move from a proton-to-neutron ratio that is un-
stable to a proton to neutron ratio that is stable.

To obtain this stable ratio, radioactive nuclei emit particles. The common
ones are beta particles (electrons emitted from the nucleus), positrons (positively
charged electrons) and alpha particles (a helium nucleus). Beta particles are emit-
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ted from nuclei that have too many neutrons to be stable, positrons from nuclei
that have too many protons and alpha particles from heavy, unstable nuclei. After
emitting one of these particles, the resulting nucleus is a new element that is usu-
ally left with an excess amount of energy. This excess energy is emitted as elec-
tromagnetic radiation called gamma-rays. Another common form of electromag-
netic radiation is X-rays, which emanate from the orbital electrons of an atom that
are transitioning from one energy level to another. The other common radioactive
particle is the neutron which is largely the product of nuclear fission inside a
working nuclear reactor and is not commonly emitted by radioactive materials.
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HISTORY OF RADIATION DETECTION

Our bodies have not been designed to detect ionizing radiation, either from
particles or electromagnetic waves. Our senses are sensitive only to a narrow band
of the electromagnetic spectrum - visible light in a non-ionizing radiation band -
and ionizing radiation is more energetic at higher wavelengths. Although radiation
is easy to detect with appropriate instruments and at very, very low levels, the hu-
man body is unable to detect even lethal doses of radiation.

When radioactive substances were first discovered, the harmful effects of
large amounts of radiation were not known and detection instrumentation was not
considered. Many scientists who studied radioactivity were exposed to harmful
amounts. When X-rays began to be used by doctors, many reported that patients
who were exposed to X-rays suffered bums. In 1896, the physicist Elihu Thomp-
son deliberately exposed his finger to X-rays so that he could accurately report on
the phenomenon of X-ray bums. Thomas Edison was experimenting with X-rays
in 1896 when one of his assistants became fatally ill from over-exposure to radia-
tion. In 1906, Henri Becquerel, the discoverer of radioactivity, was accidentally
burned by a radioactive substance he was carrying in his pocket. When Pierre Cu-
rie heard of Becquerel's injury, he taped a radioactive substance to his own arm to
observe the injuries it would cause.

Henri Becquerel discovered a method of detecting radiation as far back as
1896. He found that the invisible electromagnetic rays and particles from ionizing
radiation would affect silver emulsions in photographic plates just like light rays
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would. As a result, photographic film has often been used to measure radioactiv-
ity.

Film is used for medical X-ray images and for film badges used for measur-
ing personnel dose. The use of X-rays and film to diagnose a broken bone or look
for a tumor is familiar to most. For personnel dose measurement, a person who
might be exposed to radiation wears a film badge that contains a small bit of pho-
tographic film. It is referred to as a dosimeter. The film is covered by a layer of
materials such as paper or plastic that prevents light from reaching the film but
allows the radiation to pass through. After use, the film is slipped out of the do-
simeter and developed. The extent of darkening on the developed film can be
translated into a measure of the total amount of radiation received by the person
wearing the dosimeter.

Another of the first systems to be used to detect the charge created by ioni-
zations is the scintillation counter. In a scintillation detector the energy of the
charged particles created by ionizations excites the scintillator molecules. As they
de-excite they emit this radiation in the visible spectrum. The simplest system thus
uses the eye to detect flashes of light from the scintillator in a darkened room. To-
day, photocathodes and photomultipliers are used to electronically detect these
light pulses and record them in appropriate counters and spectrometers. A varia-
tion on the scintillation detector is liquid scintillation counting, where the sample
(usually in the form of a liquid) is introduced directly into the vials containing the
liquid scintillation media. Thus the radioactive nuclei and their emissions are in
direct contact with the detection medium. This is particularly useful for detecting
very small amounts of weakly penetrating radiation.

The task of manually counting scintillation flashes visually was often the
task of graduate students, and Geiger was one such student of Rutherford's. Seek-
ing an automated way to detect radiation he helped develop the Geiger-Mueller
(GM) tube.

DETECTOR SYSTEMS

Ionizing radiation, by definition, has the capability of knocking off electrons
from atoms. Many detector systems allow us to detect this radiation by detecting
the charge of these electrons.

In the GM counter, an electric potential is set up between a cylindrical
detector wall and a center electrode passing through the center of the cylinder. A
gas is used as the detection medium in this cylinder and the negatively charged
electrons that are released by ionizing radiation in the gas are collected on the
center electrode. This creates an electronic pulse that can easily detected by
relatively simple electronic circuit. The simplicity of this system, its low cost (as
little as a few hundred dollars) and reliability have made it the most utilized
radiation monitoring system.
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The GM counter is also the basis for a family of gas-filled detectors that
work on basically the same principle. These include ionization chambers (free air-
chambers, Bragg-Gray chambers, pocket ionization chamber), proportional count-
ers (P-10 gas chambers, 2-pi windowless detectors, fission chambers, BF3 filled
detectors), and GM based detectors (cylindrical chambers, pancake probes, end-
window tubes).

Since the development of gas-filled detectors and scintillation detectors, a
variety of new detection media have been developed for specific applications. A
family of solid-state detectors are used for spectroscopy (i.e., determining the en-
ergy of radiation). Intrinsic (high purity) germanium detectors are used almost
exclusively for gamma-ray spectroscopy. These systems are much more expensive
than gas-filled or scintillation detectors, but provide very high energy resolution
gamma-ray spectra. The output from these detectors can allow simultaneous quan-
tification of 25 or more radioactive isotopes. Other solid-state detectors include
diodes for alpha and beta charged particle detection. These diodes are usually
small, coin-sized detectors. Newer solid state materials include CdTe, CdZnTe,
HgI2, and diamond.

Other miscellaneous detectors include neutron detectors, which are varia-
tions on many of the systems mentioned above. They incorporate isotopes which
strongly interact with neutrons (such as boron-10, lithium-6, helium-3, uranium-
235) in the detection medium. Thermoluminescent dosimeters are used as person-
nel monitors, performing the same function as film badges. These are small chips
of compounds (LiFrMg, CaSO4:Mn, CaF2 and CaF2:Mn) that store the energy of
radiation as they absorb it. This energy is released as light when the chip is heated,
giving a measure of the sum of radiation absorbed.

Detector Systems in Response to Nuclear Terrorism

To respond to potential terrorist activities involving radioactive materials,
first responders should have a basic, portable, hand-held, battery-operated survey
meter. This survey meter should include several different probes (detector types)
for different functions. First, a standard survey GM tube would be used for general
background radiation levels. A GM pancake probe would be important to assess
contamination on surfaces or on "swipes" (a piece of paper a few square centime-
ters in size that is rubbed over a contaminated surface to remove and detect loose
contamination). An alpha probe would be included to detect alpha radiation since
the G.M. detectors are sensitive only to gamma-rays and beta particles.

Air monitoring to detect airborne radioactive particles would be accom-
plished using a particulate filter and some sort of air pump. By passing potentially
contaminated air through the filter, radioactive particles are captured which are
subsequently detected with the GM pancake probe mentioned above. Thus, a basic
survey meter would be sufficient to alert first-responders to potentially dangerous
levels of external radiation and to radioactive contamination, as well as to airborne
radioactive material that could lead to internal radiation doses. This information
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would be essential to keep citizens away from radiation areas and to give emer-
gency workers general guidance on their ability to work in the area without receiv-
ing dangerous amounts of radiation dose.

Other systems for first responders include self-alarming personnel dosime-
ters. These are based upon either GM or ionization chambers and include elec-
tronic circuitry to alarm when an individual is entering a high radiation level. They
are often capable of recording total dose and some include a pancake-type module
for surface contamination or swipe counting.

Beyond this simple system, more sophisticated instrumentation should be
available at regional universities, nuclear power plants, hospitals, etc. These sys-
tems would help to more precisely determine the types of radioactive contamina-
tion, quantify the radioactive isotopes involved, and detect radioactivity at lower
levels for cleanup efforts. This instrumentation should include high resolution,
gamma-ray spectroscopy systems, liquid scintillation counters and charged parti-
cle spectrometers.

Beyond the regional level, the federal government can provide assistance
with National Laboratory personnel through the Radiological Assessment Pro-
gram. Similarly, the Federal Radiological Monitoring and Assessment Center can
respond with teams of individuals. Both programs include complete analytical
instrumentation, sophisticated radiation detection equipment including all of the
systems mentioned above, aircraft-based air monitoring systems, and mitigation
and clean-up support.



13
Nuclear Terrorism: Dose and
Biological Effects

William H. Miller
University of Missouri, Columbia, Missouri

Robert Lindsay
University of Western Cape, Cape Town, South Africa

RADIATION DOSE - NATURAL AND MANMADE

Everything in the world is radioactive to some extent, and always has been.
The ocean, the land, the air and our food all expose us to small amounts of natural
background radiation. This is because unstable isotopes that give off or emit ion-
izing radiation are found everywhere. Our exposure comes from terrestrial ele-
ments such as potassium, thorium, uranium and radium. In addition, much of the
Earth's natural background radiation is in the form of gamma radiation that comes
from outer space.

Radiation amounts differ according to one's location on the Earth. Different
places on earth have different amounts of rocks and minerals such as uranium, just
like we find deposits of coal, copper or lead in different locations. In the U.S.
some of the best known deposits of uranium are found in New Mexico, Utah,
Wyoming and Colorado. In some parts of India and Brazil there are also high
amounts of background radiation from their rocks and minerals. In these places in
India and Brazil, the radiation dose rate exceeds the safety limit that the U.S. gov-
ernment has set as the maximum limit outside of nuclear power plants.

A person living in Kerala, India, receives about 1,300 mrems of natural
background radiation each year. In the U.S., Colorado has one of the higher aver-
ages of about 500 mrems per year. Living near a granite rock formation can in-
crease the background by as much as 100 mrems per year to an individual.
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Many different building materials, such as bricks, wood and stone also emit
natural background radiation. People living in brick homes are exposed to between
50 and 100 additional mrems per year and in wooden homes between 30 and 50
mrems yearly. Cosmic rays from outer space are another large contributor of natu-
ral background radiation. Many of the cosmic rays are filtered out by the atmos-
phere. At higher elevations there is less atmosphere shielding the radiation coming
in from outer space. Generally, exposure increases by about 1 mrem per year for
every 100 feet increase in elevation, which is another cause for the higher radia-
tion levels in a state like Colorado. An airplane trip across the U.S. will expose a
person to about 2 mrems of radiation because of the high altitude.

Natural background radiation is also found in plants, animals and people.
Living things are made of radioactive elements such as isotopes of carbon and
potassium. We get about 25 mrems of radiation from the food and water we eat
and drink each year. Our bodies harbor more than 5 x 1020 radioactive atoms.
About one-half of the radioactivity is in the form of potassium-40, a naturally ra-
dioactive form of potassium. Most of the rest of our bodies radioactivity comes
from carbon-40 and tritium (hydrogen-3).

Still more radiation is received from manmade sources, primarily from the
medical sources for the diagnosis and treatment of disease. We also get small
amounts from coal and nuclear power plants and from the residuals of nuclear
weapons testing in the 1950s.

Overall, the average person in the U.S. receives 360 mrems per year from all
sources, 300 mrems from natural sources and 60 mrems from manmade. The natu-
ral dose includes 200+ mrems per year from radon, 40 from internal sources, 26
from space, and 28 from the ground. Manmade radiation includes 40 mrems per
year from medical X-rays, 14 from nuclear medicine procedures, and the rest from
consumer products, nuclear power plants and other industrial sources.

BIOLOGICAL EFFECTS OF RADIATION

The effect of radiation on humans has been studied in great detail in order to
set exposure limits for radiation workers. The survivors and victims of the two
nuclear explosions in Japan during 1945 as well as victims of the Chernobyl and
other nuclear accidents have been carefully studied. Expert groups (ICRP, BEIR)
and the biological results of the exposures have been extensively documented [1].
The cancer treatment programs have gathered further information where the
planned damage to malignant cells as well as the unwanted radiation to healthy
tissue is carefully monitored [2].

The result of high doses of radiation is fairly clear and well understood but
the effect of low levels of radiation is still controversial and leads to much specu-
lation and reporting in the media. Most regulations are based on conservative ex-
trapolation from the results of high exposures.
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The biological effects of radiation can be better understood by differentiat-
ing between

i) deterministic effects which can be directly linked to the dose and
ii) non-deterministic or stochastic effects.

It also helps to distinguish between immediate and delayed effects.
Nuclear radiation is often called ionizing radiation, since it can eject elec-

trons from atoms, a process called ionization. The damage to ONE atom is usually
not important, even if it effects the DNA of a cell, since the body is capable of
repairing damage on this scale and also has a great deal of redundancy. The earlier
discussion shows that humans have been exposed to a certain amount of natural
radiation throughout history. This certainly shows that the body is not oversensi-
tive to low amounts of radiation. Health physicist have studied and documented
the sensitivity of different organs to radiation but these details are unlikely to be
important in a terrorist attack where the exposure is likely to be external.

Immediate (or Acute) Effects

The immediate effects of high doses of radiation are clear. An exposure of
about 3-4 Gy during a short period will be fatal within 60 days to 50% of those
exposed, the so-called LD50/60-day dose. In cases of exposure above 7 Gy (700
rad) very little can be done for victims. Note that such a dose can only be obtained
from:

i) a nuclear chain reaction in a nuclear explosion
ii) exposure to the core of a nuclear reactor
iii) high level radioactive waste or
iv) the exposure due to extremely strong radioactive sources for an ex-

tended period.

The unlikely occurrence of i) and the detailed plans to avoid ii) and iii) have
been stressed in other parts of this book.

Acute effects are due to the immediate effect of the deposition of a large
amount of energy into the body. The exposure of 4 Gray corresponds to a radiation
level where a considerable fraction of the atoms in tissue are affected.

Any value significantly above 5 Gy will be likely to cause death in a very
short time. On the other hand, values lower than 0.15 Gray have no easily measur-
able immediate effect. These two values of about 0.15 and 5 Gy form the lower
limit below which there is likely to be no immediate effect and the limit above
which nothing can be done to prevent death. Doses between these two values have
effects on the blood that can be seen by analyzing the blood.

Apart from the victims who were killed by the blast, most of the fatalities
due to the nuclear bombs in Japan resulted from this extreme damage caused to
the bone marrow. This led to many deaths during the period a few days to a few
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months after the detonation. Victims of more recent nuclear accidents, such as the
exposure to a large neutron flux in Japan during 2000, also caused the death of two
victims after several weeks a fate that was expected when the doses to which they
had been exposed became known. A dose of 2 Gy or higher results in marrow
depression which may take a month or two to reach its lowest value, which will
take several weeks to be restored, while a 4 Gy dose or higher will often cause
irreversible damage followed by death. For doses lower than 2 Gy, the effect will
depend on the individual and the exposure level. The effect on bone marrow is a
good example of a deterministic effect there is a direct link between the exposure
and the depression of the blood count.

Delayed Effects

The delayed carcinogenic effects due to a radiation dose of 1 Gy and above
are well studied. The onset of cancer is by no means certain, but the probability of
the development of tumors is considerably higher than in the case of the rest of the
population. For example, the probability of developing leukemia among the Japa-
nese survivors has been about 5 times higher than in the unexposed population.
The exposure to radiation leads to cancer by the formation of free radicals that are
formed when radiation dissociates water molecules. This can lead to the produc-
tion of hydrogen peroxide, which is a very powerful oxidation agent. In ways that
are not well understood, this can lead to the formation of tumors. The probability
of this happening is presumably directly proportional to the radiation dose - at
least this is the conservative assumption that is made when dose limits are set.
Clearly this effect is different from the acute effects where bone marrow is badly
affected by a high dose, but the damage can be repaired by the body unless the
dose is too big. Cancer that appears 5-10 years after an overexposure is a stochas-
tic (random) effect. There is not even a way of proving that the cancer is a result of
the exposure.

The delayed effects of radiation along with the fact that it may be impossible
for people to know the extent to which they have been exposed, will lead to
probably the most important health effect of low-level exposure, namely extreme
psychological trauma. Any terrorist attack involving radiation will be extremely
effective in causing panic.

Even in cases where measurements were available to show that the expo-
sures were low, such as at the Three Mile Island nuclear accident, the emotional
effect on the public was severe. No amount of reassuring publicity is likely to
counter the general fear associated with radiation.

The above discussion of the effects of an exposure must be understood in
the context of the ways in which a dose of 5 Gy can be achieved. Also remember
that exposure due to a localized source will fall off according to the inverse square
law hence if the exposure level is at a lethal 5 Gray within a distance of 5m from
an event, the value 0.15 Gray will be the exposure at about 25 m. Any shielding
between the source and the victim, such as buildings, will reduce the dose consid-
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erably. Consider, e.g., the exposure due to the sources that are used for the treat-
ment of cancer patients in hospitals or the sterilization of medical instruments.
Possible scenarios where such a source is left in a public place have been studied.
These sources are extremely strong often in the 1014 Bq range. A person spending
one minute at a distance of 1m from such a source will receive a dose of about 0.5
Gy. This would be a very serious exposure that would be regarded as a major ac-
cident in the Health Physics field, but it would not cause immediate death. Any
other scenario where such a source is dispersed in public will cause a major con-
tamination problem but not lead to any immediate deaths probably not the effect
that a terrorist group will want to achieve except for perhaps the psychological
effect on the public.

RADIATION DETECTION

Ionizing radiation (along with many chemical and biological agents) cannot
be detected with our five senses. However, it can be easily measured with rela-
tively simple instruments at extremely low levels of radiation, levels far below
those which would cause harmful effects.

Two examples put the sensitivity of radiation detectors into perspective.
First, when one considers the sound of the "click" that a simple radiation detector
makes when a single radioactive particle is detected, that click represents the de-
cay of one radioactive nucleus. Thus, the presence of one atom has been detected.
In the arena of chemistry or biology, minimum detectable limits by comparison
are typically on the order of billions of atoms or molecules. A second example is
to consider that a lethal dose of radiation (5 Gy) would correspond to the internali-
zation of over 1014 radioactive nuclei which would have to decay in a short period
of time to deliver this dose. Radiation detectors are capable of detection one of
these radioactive nuclei, and thus the sensitivity is 100 million million times
greater than a lethal dose.

Radiation detectors are based upon the fundamental of ionization. In a gas-
filled detector, ionization of the gas leads to free electrons that are collected by an
electric field and registered by simple electronic counting systems. The Geiger-
Mueller tube is of this variety and is the most common detector in use today.
These detector systems are available in portable configurations for a few hundred
dollars.

In scintillation detectors, the ionization of atoms and the freeing of electrons
leads to the production of a small flash of light that can be recorded by a photom-
ultiplier tube and associated electronics. For analytical measurements, solid state
detectors such as intrinsic germanium are in common use. These systems are ca-
pable of not only measuring the quantity of radiation, but also identifying the ra-
dioactive element from which they came. These systems are capable of quantify-
ing as many as 20 to 30 individual radioactive species in a single sample with sen-
sitivities at the parts per million to parts per billion level.
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Credible Terrorist Threats Involving Radiation

The National Council on Radiation Protection and Measurements (NCRP)
Report No. 138 (2001), "Management of Terrorist Events Involving Radioactive
Material" provides critical insights into credible terrorist threats. This report pro-
vides a consensus of existing and proposed recommendations from federal agen-
cies and scientific bodies and was drafted by an expert committee of NCRP scien-
tists, consulting federal and state officials.

Based upon the study of the effects of the nuclear blasts in Japan in World
War II and having examined the effects of subsequent nuclear weapons testing and
the accidental release of radiation from disasters such as Chernobyl, a strong body
of knowledge exists about radiation effects and how to minimize them. Short of
the use of a nuclear weapon, the spread, or threat of a spread, of some amount of
radioactive material probably will cause public concern far in excess of the actual
or potential damage to a community or its people.

NCRP Report No. 138 suggests that a terrorist organization is more likely to
release a small amount of radioactivity, possibly with an explosion, than it is to
obtain and use a nuclear weapon. With the release of small amounts of radioactive
material, the necessary containment and cleanup may be well within the capability
of public agencies. Such an event could be "catastrophic but manageable."

"When an explosive device is used to disperse radioactive materials, the
paradigm shifts. Treatment of casualties is more difficult because of the
contamination and the complications associated with other trauma. . . . The
debris from the event and other normally harmless materials will be con-
taminated. The affected area may be much larger than the immediate scene
of the crime. The radiological threat, invisible and uncertain in terms of
long-term health impacts, will engender considerable public fear and con-
cern.

"At the most basic level is the fact that one of terrorism's chief aims is psy-
chological: to induce fear in a population. Such fear is further compounded
when 'invisible toxins,' such as radiation are involved. People can neither
see nor sense the presence of radiation, but they know that it is potentially
hazardous.

"It must be noted emphatically that radioactive contamination (whether in-
ternal or external) is never immediately life threatening and therefore, a ra-
diological assessment or decontamination should never take precedence
over significant medical conditions."

For limited releases of radioactive material, people in the area can reduce
their exposure by taking shelter in homes or other buildings for hours or a few
days until the radiation levels fall. Ventilation systems using outside air should be
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shut off and eating contaminated foods should be avoided. Radioactive dust can be
washed off of the skin and contaminated clothing should be abandoned to reduce
external exposures.

The report places emphasis on the need for public authorities and for scien-
tists to be attentive to the psychosocial effects of terrorism involving the dispersal
of radioactive material.
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Nuclear Terrorism: Nuclear Weapons
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INTRODUCTION

Nuclear weapons are the ultimate means of destruction, and humanity can ill
afford acquisition of such weapons by terrorists. These weapons are a recent phe-
nomenon, but they have spread widely among nations. There are legitimate fears
that terrorists could acquire or build such weapons. In this chapter we briefly re-
view the history of such weapons, their effects, and the fundamental technology.

HISTORY

Neutron was discovered in 1932. The following years witnessed intense
studies of its properties and interactions with matter. This neutral particle, about
2000 times the mass of an electron, is scattered and absorbed by different materi-
als, with the nature and rate of reaction determined by the nuclei of the host mate-
rial and the energy of the neutron. Neutrons can also split (fission) some nuclei
(the fissile isotopes such as Th-233, U-235, Pu-239), and release energy in the
process as kinetic energy of the fission products and beta, gamma and other radia-
tion. New neutrons (2 to 3 on average) are also released in fission, thus providing
the basis for a chain reaction. This chain reaction can be sustained (each succes-
sive generation has the same number of neutrons), or multiplied (each successive
generation has more neutrons), and it can used for explosive release of energy.
Fission of 1 Kg of U-235 or Pu-239 releases an energy equivalent to that obtained
in an explosion of about 20 kT of TNT.

277



278 Nuclear Weapons

WWII imperatives led to the Manhattan Project in the U.S., and construc-
tion, testing and use of first nuclear weapons in 1945. These detonations were as
follows:

Test: July 16, 1945, Trinity (NM), Pu-239, 5 kg, 19 kT of TNT
Implosion, efficiency=19%

Combat Use: August 6, 1945 (Hiroshima). U-235,49 kg, 17 kT of TNT
Gun (lOOOft/sec), efficiency=2%, Known as "Little Boy"

August 9, 1945 (Nagasaki), Pu-239, 5 kg, 20 kT of TNT
Implosion, efficiency=20% , Known as "Fat Man"

There has been no other combat use of nuclear weapons, but there have been
many other detonations, both above ground and underground. The fission bombs
have been surpassed with vastly more powerful (-50MT, 1 MT=1000kT) hydro-
gen or thermonuclear bombs where a fission bomb is used to create a fusion reac-
tion. The announced detonations since 1946 include:

U.S. (Fission: 1946, 48, 51-62, 63-underground;
Thermonuclear: 10/31/52, Eniwetok, 10.4 MT; 2/28/54, Bikini, 15 MT)
5/20/56, Bikini, Several MT)

U.S.S.R. (Fission: 8/29/49, Thermonuclear 8/12/53, many other tests)
U.K. (10/3/52 - Fission and Thermonuclear)
France (2/13/60 - Fission and Thermonuclear)
China (1964 - Fission and Thermonuclear)
India (1974, May 1998, Fission and possibly Thermonuclear)
Pakistan (May 1998, Fission, U-235 gun type)

It is also widely accepted that Israel has produced and stockpiled nuclear
weapons and that South Africa had also produced nuclear weapons and perhaps
detonated one. Many other nations have pursued nuclear weapons technology
clandestinely at one time or another, and several of them are currently pursuing it.

Nuclear weapons are comparatively compact, and these can be delivered by
airplanes, missiles, ships, barges or even trucks. There is speculation that suitcase
size nuclear weapons exist.

EFFECTS

A 1/2 ton (TNT) explosive damages an area in about 150 ft radius (e.g., ex-
plosion near the Mullah Building in Oklahoma City, or near the U.S. Embassy in
Nairobi). By contrast a 20 kT nuclear explosive annihilates an area (people, ani-
mals, structures) in a 2 mile radius. A 20 MT thermonuclear bomb can annihilate
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an area in a 10 mile radius. Volcanic eruptions and asteroids can have still larger
impacts. Suspected asteroid impact 62.5 million years ago was perhaps about
100,000 MT, and it may have led to dinosaur extinction.

In a nuclear explosion, the weapon material and surrounding air (and the
suspended soil and other material if it were to be a surface or near surface explo-
sion) reach an extremely high temperature of millions of degrees almost instanta-
neously. This results in large thermal radiation (as distinct from ionizing radiation)
and consequent immediate thermal burns on the living, and fires. The thermal ra-
diation travels at the speed of light, it is absorbed/attenuated by structures, clothing
etc. but its effect is felt almost instantaneously. This is followed by shock waves
(in a matter of few seconds) and immediate (within a minute) and delayed (after a
minute) effects of ionizing radiation discussed in Chapters 11-13. For example, at
Hiroshima and Nagasaki approximately 50% of the damage was by the blast and
shock, about 35% by the thermal radiation, and the remainder was by radiation,
both immediate and delayed. The effect of the shock (pressure/compression) was
more significant on structures, while radiation was more damaging to the living.

The effects of nuclear explosions will vary depending upon the height at
which an explosion occurs, the weather conditions, the terrain, the structural de-
tails (distribution of buildings, the materials they are made of), the population (the
age and gender distribution) and the time of the day (whether people are outdoors
or indoors, and the clothing they wear).

Use of a thermonuclear weapon for terrorism purposes is unthinkable. First,
one requires a fission bomb to trigger a thermonuclear explosion, and second a
fission bomb can in itself wreak so much havoc that no terrorists would need to go
beyond acquisition of fission bombs for any purpose they might have. A fission
bomb is really an ultimate weapon in war, and certainly an ultimate in terror.

WEAPONS TECHNOLOGY

The nuclear weapons technology was born in wartime, and many practical
aspects of it have been since well guarded (classified) not only by the U.S. but by
other nations also. Many Manhattan Project documents, and the subsequent nu-
clear literature, however, provide considerable insights into the basic technology.

Each fission of U-235 or Pu-239 releases about 190Mev of energy. Thus
approximately l.SxlO23 fissions (that is fissioning of about 50 gm of U-235 or Pu-
239) are required to produce a 1 kT TNT explosion. A larger explosion will re-
quire that many more fissions. These fissions must be achieved while the weapon
is still intact, as the expansion (explosion) leads to a rapid cessation of neutron
multiplication and hence fission. The Los Alamos Primer describes the underlying
neutronics.

In a simplified picture, we note that for any given mass, the neutron multi-
plication factor (the ratio of neutrons in a generation to a previous generation) can
be written as:
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k =
neutrons produced

neutrons absorbed + neutrons lost due to leakage

and is a measure of the criticality of the mass (k>l, supercritical; k=l, critical;
k<l, subcritical. k >1 is needed to sustain a chain reaction). The associated rate
equation can be written as:

•n(t) + s(t)
dn(t)

dt

where n(t) is the number density of neutrons (#/cm3), I is known as the neutron
lifetime (~10~6 s) , and s (#/cm3 s) is a source of neutrons. The factor k is approxi-
mately expressed as:

vNa,
k =

Na +
a (3Nv)

where V is the average number of neutrons produced in a fission, G(cm )is
known as the cross-section for interaction with neutrons, and the subscripts f, a, t
and tr indicate fission, absorption, total and transport cross sections. N indicates
the number density of the nuclei (#/cm3) in the mass, and is obtained as:

N =
0.6023 x!024p

M

where p is the density of the mass (gm/cm3), and M is the molecular weight
(gm/gmol). B (cm"2) is known as the geometric buckling, and is a function of the
geometry. For a spherical mass of Radius R (cm), this is expressed as:

TO

0.7104/(NaJ

Thus the factor k can be written as:

1 +
R +

N(R)cr t r

1

3N(R)a t ra
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Where
vaf

and is known as the "eta" factor. This would be the value of k if the mass were
infinite and thus there was no loss of neutrons due to leakage. Note that for a fixed
mass, N is a function of R through its dependence on density, and

0.6023X10* (
v ' M \R

p0,R0are respectively the initial density and radius of the sphere. N will increase

with a decrease in R, as 1/R3. Thus given a mass, k depends on R in an inverse
fashion.

The rate of energy (the Power, P) release in fissions is expressed as:

[ 471

T

where G is the energy release (-190 MeV) per fission, and v is the speed of neu-
trons (cm/s). The product vn is referred to as the neutron flux, and corresponds to
neutron path length per unit time. Parameters appropriate to fast (~2 MeV) neu-
trons and Pu-239 have the approximate values:

Ti = 3.0

aa =1.87xlO~24 cm2, otr = 6.0xl(T24 cm2

Together with

P0 « 15.5 gm/ cm3

as the normal density of the Plutonium, one finds that for k=l,

R » 7.0 cm

This corresponds to a mass of about 22 kg. Refined theory and calculations, with
results confirmed by experiments (the Jezebel assembly), show that :

R « 6.285 cm
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which corresponds to a mass of about 16 kg. This value is substantially reduced if
the mass were to be surrounded by suitable reflecting materials such as U-238 and
beryllium.

The basic principle then is to:

1. Start with a subcritical mass, or masses (which do not sustain a chain reaction
because of a larger proportionate leakage of neutrons from the mass as compared
to fission) of the fissile material. This mass is usually spherical or cylindrical in
shape, and is encased in Uranium-238, beryllium, or some other materials that
reflect neutrons or aid in compression. The reflection reduces the required U-235
or Pu-239 mass by about 50%.

2. Rapidly compress this mass using chemical explosives or a gun type system in
which one mass is fired into another. The compression leads to an increase in the
density of the fissile material decreasing the neutron mean free path (the mean
distance a neutron travels before interaction), and thus fissions become compara-
tively more favored over neutron leakage from the material. During the compres-
sion a stage is reached where a chain reaction can be sustained, and as the com-
pression progresses the number of neutrons and fissions, and hence energy release,
can double or more with each incremental increase in time (of the order of 10"6 s, a
microsecond, the "neutron lifetime". The energy release doubles with progres-
sively shorter increments of time, since as the compression progresses the mean
free path becomes smaller and smaller, and the thus the mean free time for fission
becomes shorter). Since the released energy will lead to expansion (thermal and
pressure), the weapon will start losing its ability to sustain a chain reaction as the
expansion progresses and certainly by the time it reaches its original size again.
Thus during the compression or assembly phase (the chemical detonation), neu-
trons are injected at a proper time with an external neutron source, so that the de-
sired number of fissions, and hence energy release, is achieved during the com-
pression and expansion phases combined. Much of the energy release occurs dur-
ing the last few time increments of the 50 or so fission generations (or the time
increments), and thus the criticality should be maintained for as long as possible.
The assembly must occur in a fashion that avoids premature detonation (that is
release of energy sufficient to cause disassembly, but not sufficient otherwise) by
stray neutrons (e.g., those associated with natural, spontaneous production in Pu-
240, which is present in small amounts with Pu-239 in the processed material).
This requires use of guns that fire at very high speeds (1000 m/s) or rapid (~ a
microsecond) and symmetric implosions through shock waves generated by use of
chemical explosives. Generally, guns are sufficient for U-235 weapons, but implo-
sion is needed for Pu-239 weapons.

The early fission weapons used polonium (an alpha emitter) and beryllium
(which emits a neutron on alpha absorption) to generate neutrons. These materials
were initially placed at the center of the sphere, presumably separated by a foil
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which absorbs alpha particles and prevents exposure of beryllium to these. The
foil is ruptured at an appropriate time in the implosion, leading to neutrons that
initiate the explosion. Neutrons can however also be generated through interac-
tions of hydrogen isotopes or other isotopes in small electricity-driven devices
(accelerators) that are used these days, for example, in oil exploration.

Fission weapons are characterized by small size; the explosive part is only a
few centimeters in diameter. Power density is extremely high, and explosion time
is a few microseconds. Commercial nuclear reactors on the other hand are large
with cores that are approximately 12 ft in diameter. Their power density is low.
Also, energy is produced over a long period of time. Design safeguards protect
against power excursions.

SUMMARY

Nuclear weapons inflict vast damage, and must not be allowed in the hands
of terrorists or irresponsible parties. Seven nations have announced nuclear deto-
nations and many other nations have the capabilities to produce/announce nuclear
detonations on short notice. Some are surely working towards acquiring the capa-
bility. The fundamentals of crude nuclear weapons production are reasonably well
understood and publicized. The available public knowledge base has increased
since nuclear weapons were first produced and used in 1945. Still, nuclear weapon
design and assembly is not a task for amateurs as many complicated practical and
technical details are involved. The task is less difficult however, for a large, well-
organized, and well-financed terrorist organization.
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INTRODUCTION

There is little question now that some terrorists groups are keenly working
towards acquiring nuclear weapons, and are also considering attacking/sabotaging
nuclear installations. We discuss here the plausibility of these threats and how
governments and industry might effectively respond to prevent such terrorism.

THREATS

Motivations for nuclear terrorism exist, both in large terrorist groups and
some states. There is likely to be a greater move towards nuclear threats as terror-
ists exhaust other means and tactics, and as they become more experienced, so-
phisticated, and knowledgeable. Nuclear threats are plausible as together with mo-
tivations, materials and expertise for making crude weapons may be acquired,
means for delivery may be available, attacks on nuclear installations or their
sabotage may be feasible, and nuclear weapons may be stolen or purchased.
Again, in these discussions we will focus on fission weapons.

Materials: The principal issue in assembling fission weapons is with the
availability of a few kilograms of "weapons grade" U-235 and Pu-239 metals or
their oxides.

Uranium occurs naturally, and it is mined in many places in the world. This
natural uranium is composed of 99.3% U-238 and only 0.7% U-235. U-238 can
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undergo fission with energetic neutrons, but it also absorbs neutrons significantly,
leading to substantially negative impact on the chain reaction and overall fission
process, and the requisite mass (one needs larger mass to reduce leakage com-
paratively). For weapons purposes uranium must be "enriched" in U-235 content
to 20% and above, and preferentially 90% and above. This is generally accom-
plished by conversion of natural uranium to a gaseous hexa-fluoride form, fol-
lowed by use of an electromagnetic, diffusion, centrifugation, nozzle flow, or laser
process.

Acquisition of natural uranium by terrorists should be straightforward. The
enrichment technologies are however generally both sophisticated and expensive,
given the small mass difference between U-235 and U-238. Electromagnetic and
laser separation techniques, however, do not require large investments and ex-
pense if the purpose is to produce limited quantities of weapons grade uranium.

Pu-239 is not available naturally (although some of it certainly was pro-
duced at one time in the natural reactor in Gabon, millions of years ago). Rather it
is produced, together with its higher isotopes some of which are a weapon maker's
nightmare, through absorption of neutrons in U-238, and subsequent radioactive
decays (transmutations), and processing of irradiated uranium. The neutron irra-
diation can be carried out in neutron accelerators and nuclear reactors. In the Man-
hattan project, such reactors were constructed using natural uranium and graphite
or heavy water. Many such reactors are now in commercial use, and these, and
other reactors that use slightly use enriched uranium (2-4% U-235), do produce
Pu-239. But this plutonium is also contaminated with Pu-240 which produces
neutrons by itself (spontaneous fissions), and is not good for weapons purposes.
The weapons grade plutonium should have 5% or less of Pu-240, and should be
mostly Pu-239 to prevent premature explosions of weapons (in a plutonium-based
weapon, implosion is necessary to counter premature disassembly due to neutrons
produced by Pu-240). This purity could be realized by short term irradiation of U-
238 in research (or commercial) reactors and appropriate processing of the irradi-
ated material. One might also use other neutron generators, e.g., accelerators, to
irradiate natural uranium, and obtain Pu-239. But this latter route is not a very
effective way to produce kg quantities.

Diversion and theft of U-235 and Pu-239 from national nuclear weapons
programs as well as the fuel cycle (manufacture, shipment, use, reprocessing) as-
sociated with research and commercial nuclear reactor plants is the main vulner-
ability. Fresh commercial reactor nuclear fuel is enriched only to 2-4% in U-235,
and is not an issue. The used fuel contains Pu-239, but it is radioactive and is also
heavily contaminated with Pu-240. Terrorists could disperse radioactivity in such
fuel by using chemical explosives, but separation of Pu-239 from this fuel for an
effective fission weapon will be very difficult. There are some research reactors
that use 93% U-235 or so enriched uranium fuel (known as Highly Enriched Ura-
nium-HEU), and there are also commercial reactor plants that use Pu-239 based
fuel. Fresh fuel here could provide sufficient quantities of weapons grade U-235 or
Pu-239.
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Of course, an actual weapon could also be stolen, diverted, or purchased.
While all nuclear nations have safeguards, the sheer number of weapons stock-
piled by the major nuclear nations, and political instabilities of some other nations
that have smaller stocks, do not provide strong assurances against such eventuali-
ties.

Up until 1991, the security of nuclear stockpiles and weapons know-how
was not a significant concern. However, it quickly became a concern when the
Soviet Union collapsed. The Soviet Union had accumulated between 140 to 160
metric tons of plutonium and a considerably larger inventory of HEU [1]. Under
the circumstances of a collapsing economy, the once elite weapons designers of
the Soviet Union were facing poverty and hardship. The security of nuclear mate-
rials and the potential for the migration of know-how to rogue states was of great
concern to many in the west [2].

Expertise: Actual design of a workable explosive requires sophisticated
analysis and synthesis, is a work for serious professionals, and is classified. The
metallurgy and machining of various materials and components, work with explo-
sives, electronics, neutron sources, and radiation also require equipment and expe-
rienced scientists and engineers. Powerful computers are now ubiquitous. Sophis-
ticated computer programs that deal with neutronics, fluid dynamics, heat transfer,
and structural issues are also widely available.

It appears that three to five scientists and engineers, with diverse expertise in
nuclear physics and engineering, metallurgy, explosives and electronics are the
minimum that would be needed. This team would need access to computers, good
laboratories, machine shops, and testing facilities.

The expertise can be developed or acquired while a group is pursuing acqui-
sition of the material. The dissolution of some national nuclear weapons programs
has created a large pool of unemployed or disaffected weapons specialists, and
some of them could be recruited.

Targets and Means of Delivery: Targets of nuclear terrorism would be large
cities and infra-structure, private and public. Nuclear weapons are rather compact,
and could be delivered by air, water or land. Of these, the last two may be more
attractive to terrorists as barges/ships can be sailed into harbors, and trucks/trains
can be driven into cities or near other defense/government facilities and other in-
dustry with smaller likelihood of detection. One could also transport parts of a
weapon at different times to thwart detection, and then assemble the weapon at the
site.

Nuclear installations (manufacturing and storage facilities, nuclear power
plants, research reactors) and shipments (raw material, fresh fuel, used fuel) are all
plausible targets for acquisition of nuclear material, or attacks that could lead to
release of radioactivity from these installations or activities. Nuclear power plants
are often located in remote areas and research reactors contain relatively small
amount of radioactive material. Neither are likely to undergo a nuclear explosion
excepting special circumstances, but chemical explosions/fires or plane crashes at
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these sites can cause great difficulties, and eventual release of radioactivity and
harm.

COUNTERMEASURES

Countermeasures against the nuclear threats must be general as well as very
specific. Both short and long term steps are needed, and these must be vigorously
implemented. The greatest concern is with respect to acquisition of the weapons
grade nuclear material, and spread of technology that makes its production possi-
ble given natural uranium. There are concerns with the spread of expertise of
weapon making, but given the large number of trained scientific and technical
personnel and scientific/industrial facilities and laboratories these days, there is
only so much that can be done in this area. In the short run the Countermeasures
must:

Protect Nuclear Weapons: All nuclear nations safeguard their nuclear weap-
ons, but there is unevenness that must be addressed. In order to safeguard nuclear
weapons, a number of Arms Control treaties have been developed. We will de-
scribe a few of these and their interlinks and implications to nuclear security.

After the Cuban missile crisis, both the US and the USSR realized the folly
of a nuclear arms race. Even though the earliest efforts to limit nuclear arms met
with little success, it did lay the groundwork for the future. The issue early on was
how to achieve comprehensive disarmament. At the Geneva-based Eighteen-
Nation Disarmament Committee in January 1964, the US proposed that the num-
ber and characteristics of the strategic nuclear offensive and defensive delivery
systems be decoupled from the comprehensive disarmament proposals. By 1966,
China developed nuclear weapons, and both the USSR and the US were engaged
in the development of anti-ballistic missile systems. In 1967 it become clear that
the nuclear arms race was unmanageable and President Johnson and Premier Ko-
sygin indicated a willingness to reengage in arms control discussions. By July 1,
1968 the Non-Proliferation Treaty was signed and the US and USSR agreed to
initiate discussions on the limitation and reduction of both strategic nuclear weap-
ons delivery systems and defense against ballistic missiles. The Strategic Arms
Limitation Talks (SALT I) occurred from November 1969 to May 1972. SALT I
ended when both the US and the USSR signed the Anti-Ballistic Missile treaty on
May 26, 1972 and developed the Interim Agreement on Strategic and Offensive
Arms (agreed to begin talks for a more comprehensive nuclear arms treaty) which
lead to the SALT II talks and the signing of the SALT II treaty on June 18, 1979.
The SALT II treaty would have limited nuclear delivery vehicles (missiles, bomb-
ers and air to surface anti-ballistic missiles) to 2400 units. The treaty was not
brought to the senate for ratification, but both countries agreed to abide by the
provisions. President Reagan stated that the USSR was not in compliance with
SALT II in 1986 and asked USSR to join with the US in mutual restraint. One of
the major issues with SALT II was verification, a theme that persists to this day.
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Arms control made progress in the 1980s through the Intermediate-Range Nuclear
Forces (INF) Treaty that was signed on December 8, 1987. The START I treaty
was undertaken with regard to strategic offensive arms in Article VI of the Treaty
on the Non-Proliferation of Nuclear Weapons of July 1, 1968; Article XI of the
Treaty on the Limitation of Anti-Ballistic Missile Systems of May 26, 1972; and
the Washington Summit Joint Statement of June 1, 1990. The START I treaty was
signed in Moscow on July 31, 1991. With START I, the U.S. and Russia agreed to
reduce strategic nuclear warheads to 6000 [3]. In December 1991, the USSR dis-
banded and became the Commonwealth of Independent States (CIS). On May 7,
1992, Each of the Commonwealth States that housed nuclear weapons agreed
along with US to abide by START I in the Lisbon Protocol. START II was de-
signed to reduce the level of strategic nuclear warheads to 3500 and was signed on
January 3, 1993. However, START II has not been ratified by the US but has been
ratified by Russia. Another milestone treaty was The Comprehensive Nuclear
Test-Ban Treaty (CTBT), which halts nuclear testing. CTBT was signed on Sep-
tember 24, 1996 but was rejected by the U.S. senate in 1999. The reason being that
nuclear deterrence is still an important component of the U.S. strategic arms pack-
age. Nuclear weapons are complex systems that require extensive testing. Without
testing, the current nuclear inventory would age and there would be no mechanism
for developing replacements.

When the USSR dissolved and the CIS was established, the future of the
treaties that served as the foundation of arms control came into question. The first
issue was how to deal with START I since some of the states other than Russia in
the CIS housed nuclear weapons. The Lisbon Protocol was initiated to assure that
these states still agreed to START I. Additionally, these states agreed to transfer
control of the nuclear weapons on their territory to Russia. The next issue was to
deal with the security of nuclear materials and with the large number of Former
Soviet Union scientists engaged in the nuclear weapons enterprise. One of the first
steps was to create the International Science and Technology Center (ISTC) by
President Bush in 1992. The goal of the ISTC was to support Former Soviet Union
(FSU) scientists engaged in the production of nuclear, chemical and biological
weapons in projects for peaceful uses and economic development. The US, Japan
and the EC committed 75 million dollars to initiate the program. In addition, the
(George) Soros Foundation provided a large amount of money to support FSU
scientists. Soros eventually started the International Science Foundation to support
FSU scientists and this project eventually evolved into the Civilian Research De-
velopment Fund. To safeguard FSU nuclear stockpiles the Nunn-Lugar bill sup-
ported efforts to foster Russian warhead dismantlement, work on surplus fissile
material disposition options, lab-to-lab cooperative non-weapons projects with
Russian nuclear scientists, and support of the Russian highly-enriched uranium
purchase agreement. In addition the US provided funding to the Mayak Production
Association for the construction of a plutonium storage facility. The goal of these
efforts and others was to help Russia secure its nuclear materials stockpile. To
date, the program has been successful in a number of areas. It has provided sup-
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port to critical FSU scientists in order to secure the scientific know-how for the
production of nuclear weapons plus it has helped Russia with funding to develop
better methods of nuclear stockpile stewardship.

Under the leadership of the Bush administration, the U.S.-Russia Stategic
Offensive Reductions Treaty was signed on May 24, 2002. This landmark agree-
ment will cut the number of strategic nuclear wareheads to between 1,700 and
2,200. This reduction is lower than the reduction goals of the START III talks, but
unlike START III, the U.S.-Russia Stategic Offensive Reductions Treaty will al-
low for the storage of nuclear materials from old wareheads.

While the two nations are reducing their stockpiles, some other nations are
building theirs although not up to the same levels. These large numbers lead to
possibilities that some weapons are not folly accounted for, and that there can be
unrecognized theft from storage or during weapon transfers. The best strategy here
is to reduce nuclear stockpiles, account for all weapons, and share and adopt good
security practices.

Protect Nuclear Materials: All nuclear material from mining to its eventual
disposal must be folly accounted for and guarded by public agencies in all nations.
The weapons grade material (HEU and Pu-239) must receive the highest level of
protection. High level of protection should be provided to fresh nuclear fuel. Irra-
diated fuel in most instances is self protected, but it would contain Pu-239, and
since such foel can itself be a source of release and a terrorist tool because of ra-
dioactivity content, it also deserves similar level of protection. The greatest diffi-
culty in this area has been reported with respect to transitions that have occurred
with the dissolution of the former Soviet Union, and extensive material stocks that
had existed and that are not folly accounted for.

Control Nuclear Transfers: Transfer of nuclear material to unstable states, or
states that are prone to cooperation with terrorists, must be stopped.

Protect Nuclear Expertise: There is a vast difference in the theory and prac-
tice of weapons technology, and the greater emphasis here must be on ensuring
that terrorists do not get access to the technology or the experienced practitioners
in the field. Dual use technology should be clearly identified, and its commerce
regulated. All present and former weapons scientists should be provided some
stable financial support so that they do not find it necessary to help terrorists be-
cause of financial hardships.

Destroy Nuclear Infrastructure: Israel destroyed the Osiriak reactor in Iraq in
1981 to prevent what it viewed as the development of a nuclear weapons infra-
structure in Iraq. There have been reports of assassinations of some nuclear
weapon experts also. These are obviously strong measures, and have not been
used widely.

Upgrade Intelligence Programs: Nuclear weapons materials and technology
can be acquired in parallel, and often under the disguise of legitimate peaceful
work. Intelligence programs should be reviewed, and capabilities developed not
only for providing support towards prevention of thefts, etc., but also to anticipate
and constraint dual use operations.
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In the long run, all the above steps will need to be strengthened. Regula-
tions, intelligence, and interdiction (emergency response) are essential to prevent
nuclear material from reaching the hands of terrorists. In the U.S., the Department
of Energy, the Nuclear Regulatory Commission, and the Defense Department have
the primary responsibilities for regulating the nuclear material and activities. Other
nations have similar organizations that deal with this issue. The International
Atomic Energy Agency based in Vienna, Austria provides international regula-
tions and oversight, and cooperation among different nations. In a sense, the very
extraordinary nature of nuclear threat has fostered national and international regu-
lation from the beginning and it continues to date. There is a need to strengthen the
regulations, and also to ensure some minimum uniform compliance with them
globally. The international community must engage more strongly in nuclear arms
control and nuclear arms reduction. It must jointly ensure reduction of nuclear
terrorist threat worldwide by cooperating in regulation, intelligence, and interdic-
tion.

SUMMARY

Nuclear terrorism could comprise attacks against nuclear installations, and
dispersal of radioactive materials from storage, shipment, nuclear reactor fuel, etc.
through use of conventional explosives and other means, as well as acquisition and
use of nuclear weapons. The threat of fission weapon construction/ acquisition and
use by terrorists has become more credible with the spread of nuclear technology
and international instabilities and dynamics. Given the material, a crude bomb
could possibly be built by a small team of scientists and engineers with diverse
experience. Protection of weapons and Highly Enriched Uranium and Pu-239 re-
quire the highest level of understanding and international cooperation. Regula-
tions, intelligence, and interdiction on a national as well as global level can pro-
vide the needed safeguards.
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Cyber-terrorism

Harry W. Tyrer
University of Missouri, Columbia, Missouri

THE NATURE OF CYBER-TERRORISM

Terrorism elicits terror - not inconvenience, nuisance, or concern - but, ter-
ror. However, terrorism must have a purpose, one uses terror, violence, and in-
timidation to achieve an end. The system of government may use a system of ter-
ror to rule, and they would use fear and subjugation to achieve these aims. Those
opposing a government may use terror to coerce public opinion to achieve their
aims. A formal definition comes from the United States Department of State:

The term terrorism means pre-meditated, politically motivated vio-
lence perpetrated against non-combative targets by sub-national
groups or clandestine agents.

Norbert Wiener, the well-known MIT mathematician who developed the
Wiener-Hopf equation for signal filtering, coined the term Cybernetics for the title
of his book. Cybernetics is Greek for steersman and it is the name Wiener and his
colleagues gave to the entire field of control and communication, whether in the
machine or animal. Wiener justifies his choice of terms based upon a paper by
Maxwell on feedback dated 1868, where Maxwell used the term governor, a Latin
corruption of the Greek steersman. To Wiener and colleagues an essential aspect
of control is the communication required to change the control, in other words
feedback. And cybernetics arose in the context of feedback in control systems. We
may presume that cyber is a popular corruption of Cybernetics. (Incidentally,
Wiener was born in Columbia, Missouri, where his father was a professor of
linguistics at the University.)

293
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On the other hand, cyber-space refers to the vague entity of human commu-
nication using computers and their power as a medium. Cyber-space is not merely
telephone lines, but the additional intelligence that is available by computational
means. While e-mail is certainly considered a component of cyber-space, e-mail
alone is not cyber-space. Cyber-space includes the communication of computing
resources directed toward some end, usually requiring and transmitting intelli-
gence. Additional components include the world-wide-web and even such new
technologies as agent-directed intelligence.

DEFINITION OF CYBER-TERRORISM

Cyber terrorism then is a coinage that involves both cyber-space and terror-
ism. Additionally, there are some who believe cyber-terrorism must contain a po-
litical component as the end for which cyber-terrorism is the means. Pollitt has
proposed that cyber-terrorism is the pre-meditated, politically motivated attack
against information, computer systems, computer programs, and data, which re-
sults in violence against non-combative targets by sub-national groups or clandes-
tine agents.

However, this definition fails to explicitly take into account the severity of
terrorism. Indeed, some have proposed that cyber-terrorism is the use of informa-
tion technology to disrupt critical infrastructure. This definition expands the scope
of cyber-terrorism to include those elements, which may be controlled by the in-
formation technology resources.

A useful definition comes from Deming, who considers cyber-terrorism to
be the convergence of terrorism and cyber-space. By that she means the unlawful
attacks and threats of attacks against computers, networks, and the information
stored therein when done to intimidate or coerce a government or its people and
furtherance of political or social objectives. Deming believes that to qualify as
cyber-terrorism, the attacks should result in violence against persons or property,
or at least cause enough harm to generate fear.

For our purposes here, cyber-terrorism involves the use and abuse of infor-
mation technology to generate violence, damage, and fear. Cyber-terrorism, then,
is the use of information technology to effect violence directly on or indirectly on
an infrastructure and resources, and to generate fear in people directed toward
some political aim.

DISTINCTIONS

Deming also provides an interesting softening of cyber-terrorism in using
the term "hack-activism". Hack-activism combines hacker with activism. Here,
the severity of the damage ranges from nuisance to just before generating fear.
Most writers up to the current time (spring 2001) feel that the world has yet to
experience an act of cyber-terrorism. The plain fact is that terrorism of the non-
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cyber variety, is much more effective than the nuisance value of turning out the
lights.

While some apologists for hackers have tried to paint hackers as the good
guys, and crackers as the bad guys, the fact is that such distinctions are useless,
and hackers cannot control the collateral damage that they impose, and usually
have little ability to curb the damage that they have initiated. The best examples
are the shutting down of a large number of military computers, and the "I Love
You" e-mail virus, and its variants. Both acts caused a large amount of damage
that was beyond the control of the hackers perpetrating such acts, and netted these
hackers criminal liability.

The broadness of the definition of cyber-terrorism requires its distinction
from hack-activism. That distinction is the threshold of the violence imposed by
Deming; it delineates those activities that should correctly be called cyber-
terrorism. Unfortunately, the tools used by the hacker and the cyber-terrorist are
the same or similar. It is a matter of degree rather than substance.

The Stories

Hacking, in fact, is starting to become more than just a simple nuisance or a
prank. It is worthwhile to consider the experience of this writer in the recipient of
hacking activities.

A security log was obtained from a workstation in which four different enti-
ties attempted to log into that workstation.

From root@xx.yy.missouri.edu Wed Aug 22 13:51:33 2001
Date: Sat, 16 Dec 2000 07:00:03 -0600 (CST)
From: Super-User <root@xx.yy.missouri.edu>
To: a@missouri.edu,
b@missouri.edu,
c@missouri.edu
Subject: zz: Daily Security Report

Dec 10 20:43:36 4C:ww ftpd[29955]: refused connect from cm47580-
a.ftwrthl.tx.home.com
Dec 11 10:37:36 4C:ww ftpd[2008]: refused connect from acn.pl
Dec 11 22:08:34 4C:ww telnetd[3698]: refused connect from adsl-216-
61-33-41.dsl.austtx.swbell.net
Dec 11 22:08:40 4C:ww telnetd[3704]: refused connect from adsl-216-
61-33-41.dsl.austtx.swbell.net
Dec 11 22:08:45 4C:ww telnetd[3710]: refused connect from adsl-216-
61-33-41.dsl.austtx.swbell.net
Dec 11 22:08:50 4C:ww telnetd[3716]: refused connect from adsl-216-
61-33-41.dsl.austtx.swbell.net
Dec 11 22:09:13 4C:ww telnetd[3723]: refused connect from adsl-216-
61-33-41.dsl.austtx.swbell.net
Dec 12 02:21:57 4C:ww telnetd[4293]: refused connect from modem-68-
14-60-62.vip.uk.com
Dec 13 16:58:03 4C:ww ftpd[9902]: refused connect from san-
ity, ece. wise .edu
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Dec 13 17:09:17 4C:ww ftpd[9941]:
h002078c7355d.ne.mediaone.net
Dec 14 17:27:39 4C:ww ftpd[13442]
44-3.coburg.eug.clipper.net
Dec 14 18:19:52 4C:ww ftpd[13576]
44-3.coburg.eug.clipper.net
Dec 15 08:22:43 4C:ww ftpd[15480]
www.Is.utp.ac.pa
Dec 15 12:42:03 4C:ww ftpd[16234]
ar4-155-070.biz.dsl.gtei.net
Dec 15 15:13:44 4C:ww ftpd[16589]
hl70n2fls20o93.telia.com
Dec 15 19:57:56 4C:ww ftpd[17241]
mail.genericad.com
Dec 15 20:48:29 4C:ww ftpd[17362]
mail.genericad.com
Dec 15 21:15:53 4C:ww ftpd[17432]
111-nycl.dsl-isp.net

refused connect from

: refused connect from Iane0002-

: refused connect from Iane0002-

: refused connect from

: refused connect from evrtwal-

: refused connect from

: refused connect from

: refused connect from

: refused connect from ds!254-084-

None of these activities were legitimate, and neither station name, nor the IP
address has any meaning to the hacked workstation. Furthermore, an examination
of the logs over several weeks shows an attempt to surreptitiously gain access to
this workstation by a large number of different people. The recipient of this activ-
ity feels violated, not unlike the feeling when one's home is burgled. This is, of
course, not an isolated case. There have been recent reports describing that PCs
connected to telephone lines have been accessed, and DSL with its always-open
line is well known to be insecure. This is compounded by the fact that Windows
systems for the home market have no access control.

When one receives an e-mail from an individual whose subject line is com-
pletely out of character, there may be problems lurking. The email exchange be-
low shows that the variant of the "I Love You" bug caused severe damage to the
recipient.

From a@bbb.edu Wed Aug 22 13:47:38 2001
Date: Thu, 28 Sep 2000 13:55:40 -0500
From: ab < a@bbb.edu >
To: cd
Subject: Re: Did you send me a joke?

No, I did not. It accessed my system. I lost 5,000+ files.
So sorry.

Original Message
From: cd
To: ab < a@bbb.edu >
Sent: Thursday, September 28, 2000 12:57 PM
Subject: Did you send me a joke?

> a
> I was much surprised to receive two emails from you with subject
heading
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> joke. Our email protection programs found one and deleted it,
that may
> not mean anything. If you sent it, then I'll be glad to read it.
I am
> concerned though that your machine is being used as a pawn in
someone
> else's joke.
>
> Cordially,

These two incidents point out the collateral damage done by hackers. This
damage serves to tie up communication resources, destroy work that has taken
time to perform, require effort to correct the situation and lose irreplaceable mate-
rial. Hackers typically justify this in terms of teaching the need for security, which
is of course a fundamentally corrupt notion. The fact is that security is only as
good as the means of unauthorized access it prevents: a sturdy wooden door pro-
tecting a home is no match for battering ram which is no match for a metal door
and so on.

More to the point are attacks in furtherance of political and social objectives
that include the following:

1. A Massachusetts ISP was disabled, and part of their record keeping damaged
by a hacker associated with a white supremacist movement.

2. Spanish protestors bombarded the Institute for Global Communication with
thousands of bogus e-mail messages. E-mail was tied up and undeliverable to
associated users.

3. Tamil guerillas swamped embassies in Sri Lanka over a two-week period
with around 1,000 e-mails a day.

4. During the Kosovo conflict of 1999, NATO computers were blasted with e-
mail bombs. Denial of service attacks with a political message screen web-
sites conducted with sit-ins in support of the Mexican uprising in Chiapas. In
this technique, thousands of protestors point their browsers to a target site at a
given time. The software floods the target with rapid and repeated download
requests. Similar web incidents occurred against WTO in Seattle.

5. In the Arab-Israeli conflict, there are numerous incidences of hacking, but
none have been classified as cyber-terrorism. The primary damage is breaking
into and modifying the web site hacking mail services effecting a distributed
denial of service. Furthermore, denials of service in various important Israeli
government sites have been affected.

Interestingly, under British Law cyber-terrorists, which includes hackers, are
to be treated the same as any run-of-the-mill terrorist. Measures have been written
into the definition of terrorists as anyone who tries to seriously disrupt an elec-
tronic system with the intention of threatening or influencing the government or
public, and to advance a political, religious, or ideological cause, are considered
cyber-terrorists.
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WHAT IS REAL?

The CIA has set up a group to simulate the shutting down of government
computers using tools available to hackers on the world-wide-web. They were
able to shut down a large number of computers, and demonstrated that there was a
high level of vulnerability. It should be noted that the potential for vulnerability
and the acting upon this vulnerability are two different things.

There is a substantial amount of crime perpetrated that is not cyber-
terrorism. Nevertheless, the tools that are used are the same. A recent story in-
volved a 16-year old manipulating the stock market, but he was caught by the
FCC, and required to pay nearly $300,000 in fines. The crime? The student was
hyping stock, and then selling to the unsuspecting buyers.

There is more hype than fact in most articles dealing with cyber-terrorism.
Typically, the story identifies a weakness, and builds upon that weakness. Re-
cently, the National Security Advisor to President Bush, Condoleezza Rice, indi-
cated that the government must work more closely with private companies to pre-
vent cyber-terrorist attacks that threaten to disrupt the nation's economy. She was
quoted as having said: "Today, the cyber-economy is the economy; corrupt those
networks, and you corrupt this nation." The fact is, of course, that there is a sub-
stantial simplification in these statements that, in fact, does not follow. It seems
clear that substantial effort must be generated to disrupt the economy, and that is a
substantial task.

Furthermore, communications systems are complex, so it is hard for a per-
petrator to control an attack, and the drama and emotional appeal is quite low,
unless one causes injury. Furthermore, writers seem to believe that terrorists are
disinclined to try new methods, unless there is a good reason to do so. Finally, the
level of automation is insufficiently high that it is possible to impose wide-scale
damage without human intervention. Knocking down a power grid, causing a nu-
clear plant meltdown, or sufficiently disrupting airplane flight to cause damage, is
sufficiently in the future that appropriate preparations can be made.

The Naval Post-Graduate School, in Monterey, California, assessed the
prospects of terrorists pursing cyber-terrorism. They concluded that the barrier for
entry for anything beyond annoying attacks is quite high. They defined three lev-
els of cyber-terrorism capability.

1. Simple, unstructured: Hacking with tools.
2. Advanced, structured: Sophisticated attacks against multiple sys-

tems, using elementary target analysis, command and control, and
learning capability.

3. Complex, coordinated. The capability for coordinated attacks capa-
ble of causing mass disruption against integrated, heterogeneous de-
fenses. They estimate that, starting from the beginning, to reach the
complex coordinated level, would require on the order of 8 to 14
years.
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It seems clear from this analysis that a large number of people have an inter-
est in hacking and disrupting communications, even to see if they can "just do it",
which may be their only motivation. There is a baseline of hacking activity, which
is more nuisance than anything else; nevertheless some of this actually becomes
fraud. The cyber-terrorism that the world has experienced so far is simple and
more hack-activism than cyber terrorism. Nonetheless, continuing improvements
in technology and in the hacker's trade should motivate organizations and gov-
ernments to protect themselves against future terrorism. If we assume that the
popular Internet started with the creation of Netscape in 1994, then the complex
coordinated level of cyber attack can be expected to begin from 2002 to 2008. It is
not difficult to image that in 20 years (2021) the continued emphasis and training
in computing will provide a cadre of dedicated computer literate cyber-terrorists.

UBIQUITOUS COMPUTING AND ITS VULNERABILITY

As we write this at the beginning of the 21st Century, computing has
evolved from a toy in certain niches, and even an important tool, to a necessary
part of the communications infrastructure. This communication infrastructure tran-
scends a country's borders. For a typical message, we can find out who is the
sender, and who is the receiver, but we typically do not know the path that the
message might have taken. Someone in Columbia, MO can receive an e-mail mes-
sage from either Germany or the Philippines, with as much ease as they can re-
ceive that message from Kansas City, or St. Louis. And because a shortest-path
algorithm routes messages, a message from Columbia to Kansas City is unlikely to
go east to west: St. Louis, Buffalo, New York, London, Frankfurt, New Delhi,
Tokyo, San Francisco, and then finally to Kansas City. Electronically, the United
States East Coast is 18 milliseconds away from the West Coast.

Furthermore, as of this writing, there are over 200 million installed personal
computers in the world. In the United States, one-half of all families have at least
one personal computer. However, it is usually forgotten that this is 2% of the in-
stalled base of all computers. The other 98% are embedded computers, which pro-
vide the controlling mechanism to a wide variety of equipment. Let us consider the
totality of computer systems in terms of their user classification.

EMBEDDED SYSTEMS

A computer is "embedded" into a stand-alone device to control the operation
of the device. The software is usually provided by firmware and the operation of
the system is in a never-ending loop. The system starts, set to the first instruction,
executes all instructions in order, returns to the original first instruction, and exe-
cutes the instructions in order again. It continues until the device is no longer op-
erating. In more complicated devices, such as an airplane, there may be sub-loops



300 Cyber-terrorism

within the loops. The sub-loops become effective when the operator actuates a
particular sequence of operations. Embedded systems commonly implement real-
time systems. Real-time is defined as the execution of a particular process within a
given time constraint. Many of these devices are taking advantage of the Internet
and other networking infrastructure to receive remote signals for operation. There
are embedded computers in automobiles to achieve an optimal operating point by
controlling the rate of gasoline flow and the production of the spark. Computers in
airplanes as controlling elements have clearly demonstrated the substantial im-
provement in performance of fighter jets. In consumer electronics, computer:-
control VCRs and compact disc systems. Furthermore, services such as broad-
band access and web PC, are provide communication and control.

Personal Computers

The wide range of personal computers exists in the home and businesses,
small and large. The desktop and laptop units form an infrastructure connected via
the Internet, which allows many of these devices to communicate with each other.
The Microsoft Windows Operating System on the majority of these machines is
very weak in providing security resources.

Personal Device Assistants (PDA)

These hand-held devices are used extensively for note taking and time man-
agement systems. Some have wireless networking capability that allows access
through the Internet to the larger systems for either upload or download of relevant
files. One class of these devices is cell phones with web access, which we will not
discuss further.

Corporate and Enterprise Intranets

Business, universities, and other enterprises may connect some or all of their
computers together into a set of local area networks. The topology of choice is
usually the client server system with any single workstation able to perform the
function of both client and server. Furthermore, the connectivity in the same local
area network allows all interconnected devices to communicate. Within the Intra-
net, all networks are allowed to communicate. And, all connected workstations
may have access to the single server connected to the Internet.

Super-Computing Clusters

Reminiscent of the typical technology of the 70s where a single large com-
puter served the needs of all the users, very powerful machines exist within orga-
nizations to support the high performance computing required for advanced appli-
cations. The best-known examples are the San Diego Super Computer Center, and
the National Center for Super Computer Applications at the University of Illinois.
These facilities have machines capable of operating at teraflops per second (1012
floating point operations per second). These types of machines are available typi-
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cally at a single location within a business or military installation. Thus, it is im-
perative that such machines facilitate remote communication since putative users
will typically exchange data with their local machines and the super computer
electronically.

So, there are a lot of computers, and they are connected together. Let us fo-
cus the rest of this lecture on issues devoted to the individual processor, and in the
next lecture we will deal with issues devoted to the network.

SOFTWARE THREATS

The recent rash of highly publicized software threats belies the multi-decade
existence of such malicious programs. What has changed is the ubiquity of com-
puting, making software threats a common problem. Further, the pervasive inter-
communication between computers allows loading computers with these mali-
cious programs to effect whatever damage is desired.

There are six recognized classifications of this threatening software. They
are as follows:

Trapdoor: A bypass of the security framework of a program. Typically, de-
velopers place trapdoors in programs under development to more rapidly get into
the program's operation. They intend to remove these aids after the development
is complete. Occasionally, the developer may leave such security holes available
for future use, and only the developer knows about their existence.

Logic bomb: This is an internal piece of code, which activates upon a con-
dition, such as date and time, or an event. An interesting logic bomb used the ab-
sence of two sequential paychecks to the developer, in which case the program
would self-destruct.

Trojan Horse: As the name implies, the malicious program masquerades as a
beneficial program. It may then spawn a logic bomb or another form of malicious-
ness. The Trojan horse may be embedded into a program, or it may be communi-
cated similar to a worm.

Worm: An agent going from computer to computer to implement the mali-
cious program is a worm. It may then spawn a further malicious program.

Bacteria: These are programs that primarily replicate themselves, and con-
tain no damaging code. The damage from the bacteria comes from the exponential
growth of the replication, which will eventually overload resources including
memory and disk storage.

Viruses: Certainly the most common of the malicious programs, and the ge-
neric name given incorrectly to most forms of software threats. A fundamental
property of the virus is that it must attach itself to a program so that it can spawn
further. A virus goes through a dormant phase, where it is idle. It then enters a
propagation phase, where an identical copy of the virus is placed into other pro-
grams or certain system areas, such as the disk boot block. In the triggering phase,
the virus is activated to perform its intended function, and finally, during the exe-
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cution phase, the function is performed. A virus attaches itself to another program,
and executes when the host program is run. The viruses may attach to data, or pro-
grams, but must have an execution portion. This damage ranges from a benign
message to the screen, to the destruction of files and/or the system.

Table 16.1 Software threats and their properties.

Trap
Doors

Logic
Bombs

Trojan
Horse

Worms

Bacteria

Virus

Penetration

Inside

Inside

Inside

/Communication

Communication

Communication

Communication

Hosting by

Program

Program

Program/none

None

None

Program/data

Infection

None

None

Yes

Yes

Yes

Yes

Infection means

None

None

None

Communication

Comm / Disk

Comm / Disk

Table 16.1 shows each of the software threats and some of their properties.
The perpetrator of a software threat may be an insider, that is, a developer or
someone who has access to the source code. In contrast malicious programs or
software threats which communicate can attach onto other programs. The hosting
requirements of these malicious programs may be data, programs, or they may be
independent. Typically, a malicious program requires some means of execution;
and the easiest way to ensure execution is to attach it onto a program. On the other
hand macro viruses common in Microsoft Word systems attach to data (i.e., a
word file or .doc file). But the virus is a macro, which executes with the document,
usually when the document opens. Finally, there are a number of independent en-
tities, and reside as self-contained programs on the system without attachment to
either program or data.

Most software threats have an infection capability. That is, they exist on a
system or some medium and then proceed to propagate themselves through the
same medium, or through the network connectivity. The exceptions are trap door
and logic bombs, which inherently require a host program for implementation, and
have no inherent replication capability. Trojan horses and worms typically infect
by network communication, whereas viruses and bacterias can pass their infection
by disks, or attachment to programs.

Pathologies in computer systems usually become apparent by reduced per-
formance. This translates to the system slowing down. Slow-down can be effected
by overloading memory, and storage such as a disk. Additionally the processor
may be given too many programs to execute, having the effect of slowing the sys-
tem. But it is the surreptitious malicious program that may do the most damage.
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After all the computer needs to execute to invoke the effect of a program. These
can be used to alter the operating system's data structures and changing its effect
by producing unpredictable results. It should be clear that there is very little that
can be done to physically damage a computer work station. However one can do
substantial damage to the operating system and software in the system.

Worse, the sophisticated cyber-terrorist can surreptitiously enter a computer
can use the computer as a weapon to wreak havoc in a major way. This requires
internetworking such as that available in the Internet.

THE VULNERABLE NETWORK

How does the network facilitate the opportunity for cyber-terrorism? That is,
how does a cyber-terrorist inflict damage on the networking system? To do this,
we must evaluate networks and their performance from a fairly high level.

A network protocol is the agreement - or standard - defining how two or
more computers will communicate. It is assumed that the function "to send" be-
gins with data in a user application. The data are formatted into an integer number
of units, and converted to a signal that traverses by either cable or wireless means.
The receive function requires the inverse of the sender's operation be performed.
That is, signal converted to data, data appropriately formatted to form the message,
and finally, acceptance by the user application. The user application can be the
user communicating through the operating system.

The network protocol is enshrined in a standard, and there is a bewildering
array of standards depending upon the type of data transfer, whether voice, video
or data communications. Each has its own set of requirements.

Data communication requires only that data be sent and restored at the des-
tination. Typically, a single interaction is called a message, and the message is
broken up into variable length packets, which are the units of data transmitted
throughout the network.

In audio communication, the fixed-length packets must be transmitted in or-
der, received in order, and made available to the user at a fixed rate; otherwise,
audio distortions will occur. While a single packet loss may be tolerable, neither
out of order packets nor variable delays can be tolerated.

Video suffers from the same constraints as audio, namely, fixed-length
packets must be transmitted in order and they must be played back to the user
within a certain delay time. Video, because it has more information than audio,
requires substantially greater bandwidth and tighter specifications. While the loss
of one or two packets spaced far apart is tolerable, variations in packet order and
jitter in arrival time are not tolerable.
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THE COMPONENTS OF COMPUTER NETWORKS

As in all computing applications, software and hardware intimately interact
to produce an effect. We will show the relationship between the seven-layer
ISO/OSI reference model and a much simpler three-layer architecture. We de-
scribe the memory and hardware layout of a typical networked computer so the
relationship between memory and network adapter becomes clear. Then we show
the contents of the packet, and the code that allows two connected computers to
communicate.

It is useful to compare the International Standards Organization/Open Sys-
tems Interconnect (ISO/OSI) seven-layer standard to a much more simplified
three-layer standard. We will use this three-layer standard throughout our discus-
sion here.

Three Layer ISO/OSI 7 Internet
Model Layer Model

Local

Network

Communication

Application
Presentation
Sfft«inn
Transport
Network
Data Link
Physical

TCP

IP

Figure 16.1 Three-layer ISO/OSI standard.

Figure 16.1 shows the seven-layer ISO/OSI standard, and the corresponding
three-layer standard. It also shows the layered architecture reference model for
TCP/IP. The three-layer model is defined as follows.

In the local layer, the system accesses users tasks and the operating system.
It is here that the initial standardization of, say, a video strain takes place. This is
passed to the network layer.

The network layer provides the end-to-end communication, routing, and
congestion control in an end-to-end sense. Typically, the local layer organizes the
data to be transmitted in such a way that the network layer may gain access to
them to provide for the resources that it needs.
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The communication layer takes the packet from the network layer and con-
verts it into a signal so that the physical electrical data connection can be made.

In terms of the operation of the computer, the following figure shows the re-
lationship between the operation of the computer and the three-layer model.

Three Layer Computer Hardware
Model

Local

Network

Communication

User Program
User space
Operating System
System data
Network Program

Adapter

Signal

Memory

Network
Connection

Figure 16.2 Computer hardware for three-layer model.

The local layer interfaces to the user space, local programs, and the operat-
ing system. Typically, through the operating system, connection is made to the
network program, in which the network layer resides. At this point, the data then
physically passes to the communication layer (See Figure 16.2) by going through
the network adapter (variously called network interface card, or controller). This
physically converts the data to a signal.

In a more abstract sense, Figure 16.3 shows hierarchical relationship be-
tween the three layers and the transformation that the data packet undergoes in
each layer. If we begin with the sending function, the local layer identifies the data
to be transmitted and formats them into a unit that contains data only. The local
layer may perform operations such as encryption of the data, or transformation of
the data into a way that is known by the receiver so that they can be applied to
their appropriate use. The network layer appends part of the header of the packet.
The information contained therein may be the length of the data, the destination
address, and the sender's address.

The data and network header then physically transfers to the communication
layer. This layer appends still another header (the link header), which contains
synchronizing patterns, source and destination addresses and packet length. This
layer also provides error-correcting information, which is usually appended as a
trailer to the packet.
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Packet data communication requires the distinction between the source and
destination, and the intermediate destinations in routing the packet to its destina-
tion. An important assumption is that the communications layer performs the rout-
ing, and it is done between two adjacent workstations. The network layer performs
the end-to-end communication, and it is between the sender and receiver. Data is
left intact until the packet reaches its destination.

Packet Construction

[Local Layer

Network Layer

Communications
Layer

Link
Header

Networ*
Header Dati

Figure 16.3 Packet construction of three-layer model.

THE OPERATION OF A COMPUTER NETWORK

To get down to the level of operation of computer networking, we can ideal-
ize the computer as shown in Figure 16.4. The computer consists of the central
processing unit (CPU), memory unit, and peripheral controller to provide key-
board and other access to the outside world, and finally, storage to represent archi-
val storage within the system. Also shown, is the network interface card (NIC),
which we have labeled adapter.

Computer 1 Computer!

CPU

Memory

Peripheral

Storage

=lAda|frterl — -^

v — |Adaptert=

CPU

Memory

Peripheral

Storage

Figure 16.4 Network connection protocol.
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The adapter transforms the data arriving from the system bus into the physi-
cal format required by the connection between the controllers. This connection
may implement Ethernet, token-ring, or even optical systems.

Code to perform the send and the receive function follows this form:

Sender {
Send data
Set time out
Wait for acknowledgement

Receiver {
wait for data
If (data is in error)
Send negative acknowledgement
Else
Send acknowledgement

Since each of the two workstations has a sender and receiver, the interaction
between them takes place to transfer data. This example is a little misleading be-
cause there is no address requirement. As long as two machines are connected
together, they can interact whenever they choose. However, the addition of three
or more machines requires that each machine have a unique address. This way the
controller can examine the destination of each packet and accept those packets
intended for its workstation.

TCP/IP

The Internet Protocol (IP) is the commonly used Internet protocol to assure
the transfer of a packet from router to router. The best way to understand the capa-
bilities available in IP is to look at the IP version for packet header. The structure
follows that similar to C programming language.

IP Packet Header [

Nibble IP version #, header length
Byte type of service (no longer in use)
Word packet length note that the length of the packet is limited to 64K
Word fragmentation identifier
Nibble flags the number of fragments to follow
Offset the offset of this specific fragment in the message
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Byte time to live
Byte protocol whether TCP or UDP or other protocols
Check sum check sum calculated from the IP header
Double word source address
Double word destination address
Double word options (and padding)
Data]

Very quickly we see the source and destination addresses. The fragmenta-
tion and re-assembly word that allows the packet to traverse different networks
whose packet length may differ. Thus, the packet may start out as a 64K Byte
packet, but an Ethernet network will truncate it to less than 1500 Bytes. These
smaller packets, then, must be re-assembled at the destination to form the appro-
priate full-length packets.

The end-to-end message sending in an Internet system is handled by TCP,
the transport control protocol. This has two issues: one, the way that the packet is
sent, and two, the reconstruction of the message.

TCP is a connection-oriented datagram transmission system, so it must es-
tablish the communication path before transmitting. Establishing that path uses the
TCP three-way handshake as follows. The sender requests a connection, the re-
ceiver grants the connection, the sender acknowledges the grant, thus, establishing
the connection.

TCP provides what is referred to as congestion control. It does so by grant-
ing permission by means of the window protocol. In its simplest form, the window
protocol allows the sender to send the number of packets up to the size of the win-
dow. Suppose window size is 8, we allow the sender to send 8 packets. The sender
cannot send any more packets until it receives an acknowledgement for all 8 pack-
ets. Now we introduce an interesting problem. That is, how do we count the next
set of packets? While in practice, the maximum size of the window can be sub-
stantial. In this example, we'll assume it is 8. Thus, the next packet to be sent
would be 0. How do we know that it is not the original 0 packet? Because, ac-
knowledgement for the first zeroed packet has been received by the sender, and
need not be considered further.

In operation, TCP begins data transmission using the slow start: TCP sends
exponentially increasing numbers of packets, beginning with one until it reaches
the windows size. Each exponentially growing set is allowed to continue as long
as it receives the acknowledgement from the sender. Once the acceptable window
size has been received, the receiver maintains the window size.

When a sender error such as a time out occurs, the receiver senses such a
timeout because the sender re-transmits the same packets. At this point, the re-
ceiver shuts down and requires the sender to re-transmit beginning again with the
slow start and going up to one-half the size of the previous maximum window
size, thus effecting congestion control.
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Quite clearly, a determined offender can defeat the TCP/IP system by re-
quiring the receiver to continuously shut down its window forcing congestion on
the system. In addition, changing the default settings on the packet header fields
can cause substantial changes in the operation of the networking system. Address
spoofing is a typical example.

Future revisions of IP promise to have multicasting, the ability to broadcast
to a defined group of workstations. This will make life easier for the determined
intruder. Mitigating this is the promise that a more secure standard will be forth-
coming. As the technology changes, the need to maintain security will unfortu-
nately mitigate improvements in addressibility and connectivity.

QUEUING AND NETWORK DELAYS

Here we develop the queuing delay equations and show how delays arise
from propagation transmission and waiting in the workstation (largely due to
queuing). Excessive queueing can lead to buffer overloading and possible loss of
packets.

Because the derivation is based on an infinite queue, delay increases without
bounds. But in the finite queue, we note that packets gets lost and more realisti-
cally mimics the true case. Unfortunately network traffic is statistically self-
similar, so the problem is worse because the standard deviation cannot be counted
upon to decrease, as in the Markovian-only case.

In communicating between two machines, as described above, transmission
of the data takes place in unknown ways. What is important is the sending and
receiving machine. In this way, the delay of transmission between the two ma-
chines, td, is shown in Equation 1 .

The time delay of propagation, tp, is given by the speed of light in the trans-
mission medium. The delay due to transmission, tt, is the time that the controller
takes up in placing the data in the transmission medium. Typically, this is the data
length divided by the data transmission rate.

The workstation delay, tw, is in many cases an ignored, but fundamentally
important component of the delay in the system. The components of the worksta-
tion delay are shown in Equation 2.

The instruction delay, ?,-, consists of the time required to complete the cur-
rently executing instruction, plus the time required to access the interrupt service
routine, and the time required to return from the interrupt service routine. Typi-
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cally at this point, control is transferred to the operating system to respond appro-
priately to the data available at the computer. This operating system time, t0, can
be substantial, on the order of 100s of microseconds.

Finally, there is the queuing delay, tq. This is the time required to wait in the
network interface card queue until something useful can be done with the arrival
packet. An opportunity for mischief comes in as a result of increasing transmission
delay due to inadequate bandwidth, increasing queuing delay due to an overload-
ing of traffic, and deadlocking the buffers.

A queue is a collection of objects in which each object enters, stays for a
while, and leaves (See Figure 16.5). The arrival rate is the rate at which the object
arrives in the queue. The time of arrival is randomly distributed. We usually deal
with the mean arrival rate A in objects (or elements) per second.

Enter Wait Service Depart

Figure 16.5 The queuing system of an object.

The duration of stay in the queue depends upon the service time of the
server. Each object in the queue waits as long as it needs until it gets service. It
waits until all objects in front of it are served, then it is allocated a specific service
time. Mostly we deal with the average service time 1/u in seconds per object. Af-
ter the object gets service it departs the queue.

The traditional way to model the queue makes use of Markoff chains in
which each state of the chain is equivalent to the number of people in the queue.
Figure 16.6 shows such a chain.

Figure 16.6 A Markoff chain for the queuing system.
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Initially, in state 0, there are 0 people in the queue, and the probability with
which the system goes to state 1 is poUo- This is called the probability flow and is
the probability of being in state 0 times the arrival rate from state 0 to state 1.
Similarly, the probability flow that returns to state 0 from state 1 is pifi] and is the
probability of being in state 1 multiplied by service rate of the queue. That is, the
arrival rate increases the number of customers in the queue while the service rate
of the queue decreases the number of customers in the queue. The queue increases
by 1 customer at a time until it gets to state K. Thus, one of the important assump-
tions is that one and only one customer enters the queue at a time. And one, and
only one, customer is serviced and departs the queue at a time.

In the steady state, that is after the queue has passed through its transient
phases, the queue remains stationary and it is said to be stationary in the steady
state. At this point, we can solve for the probability of being in the Ath state, and
we can solve for that in terms of all of the previous succeeding states. Let us show
how this is done.

First, we cut through the probability flows between state 0 and state 1, then
the probability of flow from state 0 to state 1 is equal to the probability of the flow
from state 1 to state 0. This follows because the chain is in equilibrium. Further-
more we solve for the;?;, the probability of being in state 1

P<A = Pi ft

Similarly, the cut between state 1 and state 2 and equilibrium allows us to
equate the probability of flows from state 1 to state 2 and the return.

= Plf*2

\
= — Pi

_ n
- Po

We have also used the previously solved value of pi, so that the only un-
known that remains is the probability of being in state 0, p0, the empty state. We
assume that we know the arrival and departure rates of each state.

We repeat this up to state k, cut between state k-1 and k, and equate the
flows. We make a further simplifying assumption, and that is to make all arrivals
and departures independent of state. This has the effect of removing the subscripts
on A, and u.
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We solve for each pk and substitute the previous values of A, and \i, and ar-
rive at an expression of products of X and \i with again the only unknown being p0.

Pk =~Pk-l

X X A,
Pk = -- •••— PO = — PO

HP- M- V J

This gives us the probability of k customers in a queue. It remains to find the
value of po .

But first another simplification and that is to re-define the ratio of A/|u to be
equal to p, which becomes the efficiency of the queue. This is called the utilization
of the queue and it is also a measure of the traffic. We will see that a theoretical

and important condition for queue performance is p< 1 . So we have

The constitutional equation of probability is that the sum all of the probabili-
ties is equal to 1, and we can therefore obtain an explicit expression for/?0.

00 V 1
£ P k = l ~ ^ P P o - ~ j Po

k=0 k 1-p

So that the final value of the probability of a queue in state k is

Pk=(\-p}pk

We again see the important role that p=^u plays. It is a ratio of input rate to
service rate, clearly the service rate must always be less than 1 or the queue grows
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without bounds. Note the mathematical difficulties we get into if p is the same as
or exceeds 1. The important result here is that physically the arrivals can over-
whelm the service times resulting in pathological queue behavior.

So how do we use this information? We can obtain the number of customers
in the queue N and the average transit time T through the queue system. We find
N by taking the mean of the elements in the queue. For convenience we have sub-
stituted n for k.

n=0

n- p"p0
w=0

00 °° a
(l - p)J] n • p" Aside :^i-a' = —^ ^Geometric Series

71 = 0 1=0

p
(l-pf

p

This result shows that N depends only on the traffic p. For a fixed service
time we can vary the arrival rate. Thus p appears as arrival normalized by the ser-
vice time. We can plot this and see the effect of the denominator: N increases
without bounds as the traffic increases (Figure 16.7).

Now to find the average time a customer requires to wait in the queue and
get service, that is the time required to traverse the queue system, T, requires an
important relationship called Little's Law. Little's Law relates the number of ele-
ments in the system (N) to the average total wait time (T) in the system.

N = IT

To find T, substitute N into Little's law and carry out the algebra. Note that
we have also substituted for p. So the average wait time in the queue is the follow-
ing.
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N

.5

1
Figure 16.7 A plot of number of elements of the system (N) versus the traffic (I).
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-A,

We plot T again as a function of p, which we can do easily since (See Figure 16.8)

-A, 1- p

Note that the plot again has increasing wait time with increasing traffic.
There are some interesting insights that the plot will give. At a very small traffic
rate the wait time is due only to the service of the queue. That is consistent with
Little's Law. With no customers waiting service occurs immediately and the only
delay is due to that of obtaining service. Furthermore, as the traffic rate increases
the effect of waiting in the queue for service comes in. It is instructive to observe
that for p <0.5 the average number of customers is always less than one. However
as p increases above 0.5 the number of customers in the queue increases and con-
tinues without bound up to p =1, for an indeterminately large wait time.



Tyrer 315

Figure 16.8 A. plot of number of elements of the system (N) versus the traffic (p).

Now we can find other parameters describing the queue such as the wait
within the queue itself, W. Figure 16.9 shows the relationship between T and W.

W
Figure 16.9 Relationship between T and W.

To find the value of W we observe that the total system wait time or the av-
erage time that a customer takes to traverse the system, is the sum of the service
time and the wait in the queue as follows.
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Similarly we can find the number of customers getting service and the num-
ber of customers in the queue either by using Little's Law or by observing that the
number of customers in the queue system is due to those waiting and that in serv-
ice.

As the traffic increases so do the number of customers in the queue and the
time to traverse the queue. This gives rise to a common technique used by cyber-
terrorists-denial of service. By increasing the number of arrivals the queue size
increases and the service provided to a particular customer decreases. The same
effect can be gained by decreasing the service time. But in practice queues are
finite. So the effect is worse, packets get lost and messages cannot be recon-
structed.

A common pathology of queues is that it fills with incomplete messages, so
that the queue cannot empty. A deadlock occurs in that the system cannot remove
completed messages from the queue, so re-sent packets have no place in the queue
and are discarded, the messages cannot be reconstructed since the packets are lost,
and the queue cannot empty. In large measure the solution to this problem is obvi-
ous: empty the queue. This will be much more easily facilitated when system de-
signers provide a "queue full" error message.

A case in point is that email queues get full when their owners do not (or
cannot) empty them. One finds out that the intended recipient has a full queue
when "email undeliverable" error messages return. The recipient in each case is
unaware of the problem, but the sender knows well that the buffer is full.

WHAT CAN BE DONE?

Individual Computer Protection

The most common means for protection is password access. The password
is intended to be a secret from all those except authorized individuals who need to
use the password to gain access to the resources. The password system has been in
use with computing since it was realized that it was not a good idea to give every-
one access to a particular computer system.
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The password system is enhanced by requiring a User ID; thus, the intruder
must know both the user ID as well as the password to gain access to the system.

Let us consider the number of distinct attempts that must be tried in order to
use all possible combinations of a particular password. If a password uses only one
letter of the alphabet, an exhaustive attempt to by an intruder to try all the possible
passwords would simply be 26, the number of letters in the alphabet. However, for
two letters in the alphabet, the number of attempts is 26 x 26, or the number of
characters squared. Continuing on with increasing characters in the password, the
general rule is that the alphabet size taken to the power of the size of the password
is the number of times that is required in order for the exhaustive search of the
password to be found. For example, if we allow ourselves to consider all ASCII
characters (an alphabet with size 128 characters), and the password to have a
width of 6, as required in many systems, the possible number of distinct passwords
is

1286 which is approximately equal to 1013

Thus we see that approximately 10 trillion attempts exhaustibly tries all pos-
sible passwords. It is entirely possible that a determined intruder can gain access
on the first try, or may need to wait for the last try. Thus, password searches usu-
ally attempt to use information about the user whose account is being surrepti-
tiously accessed to reduce the number of tries.

While password access is not perfect, it is certainly useful and discouraging
to most but the most determined intruders. However, associated with the password
is the access privilege within the system, which means the privilege of accessing
particular files or directories. It is well known in the UNIX system that privilege is
granted on read, write and execute basis. Read means that the file can be opened
and read; write allows modification of the file; and, finally the permission to exe-
cute the files. Each of these permissions can be granted to a file owner, who along
with the super user may change the file permissions. Permissions may also be
granted the system defined group, and the world, which is everybody else.

Malicious Programs

The most common way to prevent malicious programs from entering the
system is to use one of the many surveillance programs available to identify vi-
ruses and other software threats in the system. Typically, the surveillance pro-
grams can be run by the user to test suspicious files, or by the system when enter-
ing new media, such as a disk, into the system. These programs require continuous
updates to keep up with the variety of software threats that continue to grow.
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Firewalls

With the rise of the Internet, and the implied promise of public access to a
wide variety of networks, it became clear that organizations need to distinguish
between private data and public data.

Furthermore, in the early days of the popular Internet, security precautions
were seen not as a necessary safety feature, but as nonsense. After all, visitors
were encouraged to visit the sites that were available.

The issues then of privacy and control security gave rise to firewalls to pro-
tect local networks. In essence, a firewall is a server that exists between the local
site and the rest of the Internet.

An essential feature of firewall protection is that the local site can have one,
and only one, entrance from the outside, and that is through the firewall. Access to
any other source, whether it be telephone or a local area network, is not allowed.
While there are many ways to classify firewalls, we consider only two - filter-
based and proxy-based.

The filter-based firewalls are the most widely deployed type. A particularly
useful filtering uses IP addresses, and TCP ports. Originating and destination ad-
dresses and ports can be filtered out, and not forwarded to their destination loca-
tion.

Of course, spoofing techniques can defeat filter-based firewalls. This re-
quires more sophisticated effort such as identifying inconsistencies in the IP ad-
dress, e.g., an internal source address entering from the outside. But the primary
advantage is that any data allowed into the network must first go through the
firewall. Logs of activity can be maintained for an audit trail of suspicious activity.

Proxy-based firewalls provide a separation from the external client to the lo-
cal server. The firewall itself acts as a server, which caches the incoming packets.
The server can analyze the message for suitability. For example, a request author-
ized to access a private area may have a different URL from a request that has no
such authority. Such information is not available from a simple examination of IP
addresses.

SECURITY AND ENCRYPTION

With economically valuable information traversing the networking wires of
the world, some means to protect that information must be implemented. There is
substantial effort to provide security measures to protect such data based on en-
cryption techniques. The purpose of encryption is to provide several levels of pro-
tection, and assurance concerning the data. These are authorization, privacy, integ-
rity and authentication

Authorization is the granting of access to resources. It is the ability to re-
ceive permission to use protected resources. Password protection provides authori-
zation to machines. Furthermore, encryption techniques may also be used to es-
tablish that authorization has been granted to use a set of resources.
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Privacy is the guarantee that only the sender and the receiver have access to
the information. In some cases, of course, it is possible that only the sender knows
the extent of the message, and the receivers only receive portions, and vice versa.
Privacy is maintained by encryption.

Integrity is the assurance that the security of the message has not been com-
promised, and that the message itself has not been compromised. The integrity of
security can be maintained primarily by the trust in the encryption system. The
integrity of the message may also require also more error dictation systems as well
as the trustworthiness of the encryption systems.

Authentication is the assurance that the message was sent to the intended re-
cipient, or that the message was sent from the authorized sender. Authentication
assures that the sender and receiver are true, and that the message can be trusted as
being indeed sent by the sender, or received by the recipient. Authentication tech-
niques are required to publish digital signatures, or watermarks.

Encryption is a large area of mathematics that studies the means to trans-
form a message into a non-readable form to all but the receiver. That is encrypt the
message, and allow the receiver to convert the message back to its original state.
In terms of encryption vocabulary, the original message is referred to as plain text,
which gets converted to encrypted text, which in turn is decrypted back to the
plain text. Of the many systems that are in use today, there are two that we will
discuss. The first is called data encryption standard (DBS), and the second one is
referred to as RSA, after the authors of the technique.

DES, the data encryption standard, reorders the characters in the message,
and substitutes new characters for the original characters. The algorithm for reor-
dering and substitution is maintained in what is referred to as a key. Because the
key expresses the algorithm, the key must be kept secret. This technique is referred
to as private key encryption, and requires the same key for encryption and decryp-
tion. Thus, a fundamental weakness of this encryption standard is the need for
maintaining private keys. In operation, DES has a 64-bit plain text block, and uses
a 64-bit encryption key to produce the encrypted text. Within the encryption key,
there are three transpositions, and 16 substitutions. Operation of the system re-
quires the encryption algorithm, the decryption algorithm, and the key. The trust-
worthiness of such systems can be brought into serious question. In the early part
of World War II the German encoding system, which was primarily a reorder and
substitution system, was broken by the British, and used throughout the war to
decode German messages.

In contrast, the RSA system is a public key system. The public key is pro-
vided to all who need to have access. That is, it is made public for the purposes of
encrypting a message. It cannot be used to decrypt the message. The decryption
key is not derivable from the encryption key and is kept private. It is also referred
to as the secret key. Thus, only the recipient can decrypt the message. Not even the
sender can decrypt the encrypted message.

The RSA technique uses the computational cost of factoring large prime
numbers to create the encrypted message. Factoring large numbers is computa-
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tionally expensive and factoring the message without the key is exponentially
more expensive than with the key. The decryption requires a substantial algorithm
and is 2 to 3 times slower than DES.

REFERENCES

1. N Wiener. Cybernetics, second edition, MIT press, 1961

2. Stock Broker. People magazine, pp 158, Nov. 9, 2000

3. DE Denning. Cyber-terrorism. http://www.cs.georgetown.edu/~denning.

4. MM Pollit. Cyber-terrorism-Fact or Fancy? http://www.cs.georgetown.edu/~denning.

5. DE Denning. Activism, Hackactivism, and Cyber-terrorism: The Internet as a tool for
influencing Foreign Policy, http://www.nautilus.org/info-policy/workshop/pap-
ers/denning.html.

BIBLIOGRAPHY

Networking

LL Peterson, BS Davie. Computer Networks, A systems approach. 2nd Edition, Morgan
Kaufimann Publishers, San Francisco, 2000.

Kurose JF and Ross KW, Computer Networking Addison Wesley, Boston, 2001.
Queueing Theory

Kleinrock L. Queueing Theory Vol 1, Chap. 6, John Wiley and Sons, New York, 1975.

Bolch G, Greiner S, de Meer H, and Trivedi KS, Queueing Networks and Markov Chains,
John Wiley and Sons, New York, 1998.

Security

Scientific American 279(4): 95-117, Oct 1998.

Stallings W, Cryptography and network Security, 2nd Edition, Prentice Hall, 1998.



17
Chemical Agents: Classification,
Synthesis and Properties

Dabir S. Viswanath and Tushar K. Ghosh
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CLASSIFICATION

The word, chemical, itself creates uneasiness, if not total fear, but the com-
bination of the words "chemicals" and "terrorism" can be deadly. Chemical ter-
rorism is attack on human life and destruction of property using chemicals.
Chemicals used for this purpose can temporarily incapacitate and/or kill human
beings, destroy property or do all at the same time. Many chemicals serve both
useful and destructive purposes. A chemical used for chemical terrorism is defined
as a chemical substance that could be 'employed' because of its direct toxic effect
on humans, animals and plants. A toxic chemical can be defined as any chemical
which through its chemical reaction on living processes, may cause death, tempo-
rary loss of performance, or permanent injury to people, animals or plants. The
term 'employed' means that the chemical is dispersed or transported to the site
where this toxic effect is created. Various types of ammunition and equipment has
been designed for their dispersal. The Chemical Weapons Convention (CWC),
Article 2, paragraph 1 defines "chemical weapons" as [1]:

1. "Chemical Weapons" means the following, together or separately:

(a) Toxic chemicals and their precursors, except where intended for pur-
poses not prohibited under this Convention, as long as the types and
quantities are consistent with such purposes;
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(b) Munitions and devices, specifically designed to cause death or other
harm through the toxic properties of those toxic chemicals specified in
subparagraph (a), which would be released as a result of the employ-
ment of such munitions and devices;

(c) Any equipment specifically designed for use directly in connection
with the employment of munitions and devices specified in subpara-
graph (b).

The word "plants" is not specifically used in the above definition. However,
the UN document on the definition of chemical warfare and toxic chemicals pub-
lished in 1969 defines chemical warfare agents as " chemical substances, whether
gaseous, liquid or solid, which might be employed because of their direct toxic
effects on man, animals and plants". It is appropriate to include plants because
chemicals can be used to destroy crops, which may lead to economic loss, fear,
and panic among the general population.

Several chemicals that can be used for a terrorist attack are commercial
chemicals or intermediates. It is well known that a chemical explosive, such as
trinitrotoluene (TNT or dynamite) can be used for blasting off obstacles when
building bridges or to bring down old buildings, but at the same time it can be
used for destructive purposes. We have witnessed the destructive power of ammo-
nium nitrate and fuel oil (both of them are available commercially) in the bombing
of the Federal Building in Oklahoma City on April 19, 1995. It not only killed
innocent people but also destroyed property. Such terrorist attacks can also bring
down the morale of the people and loss of trust in their government. On March 20,
1995 in the Tokyo subway system two persons boarded different trains in Tokyo's
main lines between 8:09 and 8:13 a.m., and planted packages, plastic containers
filled with sarin and wrapped in newspapers. These containers were punctured
with a needle-tipped umbrella. Twelve persons lost their lives, over 5,500 were
injured, and more than 26 stations were closed. More than anything, this incident
produced a tremendous psychological effect on the people of Japan, and made
them think that such attacks in other parts of the country may occur and many lost
confidence in the government's ability to protect its citizens.

Chemical weapons, warfare agents, or simply chemicals used in terrorist ac-
tivities can be broadly classified as follows.

• Choking agents (Asphyxiating)
• Blood agents or systemic poisons
• Blister agents (Vesicants)
• Nerve agents
• Incapacitating agents

Penetrating agents
• Tear agents (Lacrimators)
• Vomiting agents (Sternutators)
• Defoliants, Desiccants, Soil Sterilants, and Plant Growth Inhibitors.
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Emerging agents

A list of these agents is given in Table 17.1. The two-letter code name (e.g.,
GA=Tabun) of these agents are also given in this table. The two-letter code name
is mainly used to identify the agents and it has nothing to do with the chemical
formula or the chemical properties of the agent. Several of these agents can persist
in the environment for a longer periods of time and can cause secondary contami-
nation if proper protection is not taken. In Table 17.1, the persistence data for
these agents are given at two temperatures. Most of these agents will eventually
degrade in the environment; however, as discussed in Chapter 20, most of these
chemical agents can be destroyed by heating.

Choking agents

These chemicals irritate eyes and throat, and when inhaled, can lead to pul-
monary edema, resulting in death from lack of oxygen. Phosgene and chlorine are
classified as choking agents. Phosgene has a number of industrial uses in manu-
facturing various commercial products. Phosgene hydrolyses rapidly, and is used
in the production of compact discs, lightweight eyeglasses, and shatterproof
glasses. These products are made from polycarbonate resin, which is synthesized
from phosgene that is used as a monomer in the synthesis steps. Foams, paints,
fibers, and adhesives are made from polyurethanes, in which the diisocyanate
monomers are made using phosgene. Phosgene is also used in making isocyanate
intermediates used in the manufacture of pharmaceuticals and agricultural chemi-
cals.

Blood agents

These are cyanide compounds, the principal one being hydrogen cyanide.
Hydrogen cyanide is a colorless liquid that boils at 26°C. The main exposure route
is through inhalation. Both gaseous and liquid hydrogen cyanide, as well as cya-
nide salts in solution, can be harmful and absorbed through the skin. Cyanide
compounds are more toxic than phosgene, but evaporate very fast making them
difficult to use in warfare since there are problems in achieving sufficiently high
concentrations outdoors. However, the concentration of hydrogen cyanide may
rapidly reach lethal levels if it is released in confined spaces making it a potent
agent for terrorism.

Blister agents

These are chemicals that can cause blistering of the skin and extreme irrita-
tion of the eyes and lungs. These chemicals incapacitate rather than kill human
beings but can kill in large doses. The basic agent is mustard gas. It was exten-
sively used during World War I. Mustard gas is diphosgene, and causes shortness
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"able 17.1 continued

Type

Blister

Vomiting

Riot

Name

Methyldichloroarsine

Diphenyl- dichloroarsine

Adamsite

Diphenylcyanoarsine

Chloroacetophenome

Chloroacetophenome in

Code

MD

DA

DM

DC

CN

CNC

Chemical Formula

CH3AsCl2

(C6H5)2AsCl

C6H4(AsCl)-NH)C6H4

(C6H5)2AsCN

C6H5COCH3C1

Persistence
70-90 °F
(hrs)

2 to 4

1 to 2

1 to 2

1 to 2

1 to 2

I t o2

Persistence
40-60°F
(hrs)

4 to 8

2 to 4

2 to 4

2 to 4

2 to 3

2 to 3

Action

Rapid

Very rapid

Very rapid

Very rapid

Instant

Instant

V
isw

anath and G
t

%
7

chloroform

Chloroacetophenome and CNS
chloropicrin in
chloroform

Chloroacetophenome in CNB
benzene and
carbon tetrachloride

Ito2

Ito2

2 to 3

2 to 3

Instant

Instant

Incapacitating

Bromobenzylcyanide

O-chloro-benzyl-
malononitrile

Bz

CA

CS

BZ

BrC6H4CH2CN

C1C6H4CHC(CN)2

24-48

168-336

240-480

48-96

168-336

720-1440

Instant

Instant

Delayed

Source: http://www.fas.org/nuke/guide/intro/cw/chem-table.htm
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of breath (lung irritant), nausea and blindness. Later a number of modifications
were made to mustard gas to make it more toxic and lethal. These are nitrogen
mustard and Lewisite. They undergo slow hydrolysis making them more persistent
in the environment and in any fluid.

Nerve Agents

Nerve agents are the most poisonous synthetic chemicals, and they inhibit
the vital enzyme activity, specifically of cholinesterase, which is essential for the
proper functioning of the nervous system. They disrupt the normal functioning of
the nervous system. All nerve agents belong chemically to the group of organo-
phosphorus compounds. They are stable and easily dispersed and have rapid ef-
fects both when absorbed through the skin and via respiration. For example, vapor
from 3 drops of a nerve agent can kill a person in 4 minutes.

Incapacitating Agents

Several chemicals in smaller doses can incapacitate a human being for a
short time. Incapacitating agents are usually defined as chemical agents that pro-
duce reversible disturbances in the central nervous system that disrupt cognitive
ability. The agent BZ, which was used by the military in the past but now is used
in pharmacology where it is known as QNB, is a cholinergic blocking compound
and produces many effects similar to those of atropine, such as mydriasis, drying
of secretions, heart rate changes, and decreased intestinal motility. BZ at high
doses can lead to confusion, disorientation, and disturbances in perception (delu-
sions, hallucinations) and expressive function (slurred speech) within an hour of
exposure. These symptoms are similar to high doses of atropine.

Tear Agents (Lacrimators)

These chemicals cause tears in the eyes and irritation to the skin. They can
also be harmful to the respiratory tract. Even in low concentrations, they cause
pain in the eyes and flow of tears and make it difficult to keep the eyes open.
These substances are chloroacetophenone (CN), orto-chlorobenzylidene-
malononitrile (CS) and dibenz (b,f)-l,4-oxazepine (CR). The agent CN was the
most widely used tear gas; however, recently it has been replaced by CS. At pre-
sent CS is probably used most widely worldwide as tear gas for riot control. At
room temperature, these tear gases are white solid substances. They are stable
when heated and have low vapor pressure. Consequently, they are generally dis-
persed as aerosols.

Vomiting Agents (Sternutators)

As the name indicates, they cause nausea and vomiting. They can also in-
duce cough, headache, and nose and throat irritation. Adamsite (DM) is the most
common vomiting agent. It is normally a solid, but upon heating, it first vaporizes
and then condenses to form aerosols. Adamsite is dispersed as an aerosol. Under
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field conditions, vomiting agents can cause great discomfort to the victims. How-
ever, indoors, they can cause serious illness or death. Symptoms include irritation
of eyes and mucous membranes, coughing, sneezing, severe headache, acute pain
and tightness in the chest, nausea, and vomiting. DM has been noted to cause ne-
crosis of corneal epithelium in humans. The human body will detoxify the effects
of mild exposures within 30 minutes of evacuation. Severe exposures may take
several hours to detoxify and minor sensory disturbances may persist for up to one
day.

Defoliants, Desiccants, Soil Sterilants, and Plant Growth Inhibitors

Although we will not discuss the compounds in this category, it is important
to note that these chemicals can be used for terrorist activities indirectly. Agent
Orange used in Vietnam is an example. They can destroy crops, reduce the fertil-
ity of the soil, remove water from the soil and inhibit plant growth.

Emerging Agents

Many chemicals are considered out of date, and some countries are always
on the lookout for more toxic chemicals. The ability to synthesize these chemicals
has increased due to better communications through the Internet, enhanced com-
puter modeling, advances in synthetic organic chemistry, and various political
considerations.

Table 17.2 shows a list of toxic chemicals and precursors designated as
chemical warfare agents by the Chemical Weapons Convention (CWC). They are
listed under three categories: Schedule 1, 2 and 3 based on the level of their toxic-
ity. The following guideline has been recommended by the CWC in defining a
schedule category for a chemical [1].

Guidelines for Schedule 1

1. The following criteria shall be taken into account in considering whether
a toxic chemical or precursor should be included in Schedule 1:

(a) It has been developed, produced, stockpiled or used as a chemical
weapon as defined in Article II;

(b) It poses otherwise a high risk to the object and purpose of this Conven-
tion by virtue of its high potential for use in activities prohibited under
this Convention because one or more of the following conditions are
met:

(i) It possesses a chemical structure closely related to that of other toxic
chemicals listed in Schedule 1, and has, or can be expected to have,
comparable properties;
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(ii) It possesses such lethal or incapacitating toxicity as well as other
properties that would enable it to be used as a chemical weapon;
(iii) It may be used as a precursor in the final single technological stage
of production of a toxic chemical listed in Schedule 1, regardless of
whether this stage takes place in facilities, in munitions or elsewhere;

(c) It has little or no use for purposes not prohibited under this Convention.

Guidelines for Schedule 2

2. The following criteria shall be taken into account in considering whether
a toxic chemical not listed in Schedule 1 or a precursor to a Schedule 1
chemical or to a chemical listed in Schedule 2, part A, should be in-
cluded in Schedule 2:

(a) It poses a significant risk to the object and purpose of this Convention
because it possesses such lethal or incapacitating toxicity as well as
other properties that could enable it to be used as a chemical weapon;

(b) It may be used as a precursor in one of the chemical reactions at the fi-
nal stage of formation of a chemical listed in Schedule 1 or Schedule 2,
part A;

(c) It poses a significant risk to the object and purpose of this Convention
by virtue of its importance in the production of a chemical listed in
Schedule 1 or Schedule 2, part A;

(d) It is not produced in large commercial quantities for purposes not pro-
hibited under this Convention.

Guidelines for Schedule 3

3. The following criteria shall be taken into account in considering whether
a toxic chemical or precursor, not listed in other Schedules, should be
included in Schedule 3:

(a) It has been produced, stockpiled or used as a chemical weapon;

(b) It poses otherwise a risk to the object and purpose of this Convention
because it possesses such lethal or incapacitating toxicity as Well as
other properties that might enable it to be used as a chemical weapon;
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(c) It poses a risk to the object and purpose of this Convention by virtue of
its importance in the production of one or more chemicals listed in
Schedule 1 or Schedule 2, part B;

(d) It may be produced in large commercial quantities for purposes not pro-
hibited under this Convention.

In Table 17.2 numbers in square brackets show the CAS (Chemical Ab-
stracts Service) Registry numbers, a unique way of identifying chemical sub-
stances. There is no significance to these numbers, but are an unambiguous com-
puter-language description of a compound's molecular structure. A precursor is a
chemical that can be chemically combined with another substance to form a
chemical substance - in this case a chemical warfare agent. Many precursors are
controlled through international efforts but have other commercial uses as well.
Therefore it is possible to obtain these precursors and use them to make toxic
chemicals.

Table 17.2 List of toxic chemicals and precursors.

Schedule 1

A. Toxic chemicals

O-Alkyl (less than or equal to CIQ, incl. cycloalkyl) alkyl (Me, Et, n-Pr or i-Pr)-
phosphonofluoridates

Sarin: O-Isopropyl methylphosphonofluoridate [107-44-8]

Soman: O-Pinacolyl methylphosphonofluoridate [96-64-0]

O-Alkyl (less than or equal to CIQ, incl. cycloalkyl) N, N-dialkyl (Me, Et, n-Pr or i-Pr)
phosphoramidocyanidates

Tabun: O-Ethyl N, N-dimethylphosphoramidocyanidate [77-81-6]

O-Alkyl (H or less than or equal to Cio, incl. cycloalkyl) S-2-dialkyl (Me, Et, n-Pr or i-
Pr)-aminoethyl alkyl (Me, Et, n-Pr or i-Pr) phosphonothiolates and corresponding alky-
lated or protonated salts

VX: O-Ethyl S-2-diisopropylaminoethylmethyl phosphonothiolate [50782-69-9]

Sulfur mustards

2-Chloroethylchloromethylsulfide [2625-76-5]

Mustard gas

Bis(2-chloroethyl)sulfide [505-60-2]

Bis(2-chloroethylthio)methane [63869-13-6]

Sesquimustard

1,2-Bis(2-chloroethylthio)ethane [3563-36-8]

l,3-Bis(2-chloroethylthio)-n-propane [63905-10-2]
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Table 17.2 (continued)

Sesquimustard (continued)

l,4-Bis(2-chloroethylthio)-n-butane [142868-93-7]

l,5-Bis(2-chloroethylthio)-n-pentane[ 142868-94-8]

Bis(2-chloroethylthiomethyl)ether [63918-90-1]

O-Mustard

Bis(2-chloroethylthioethyl)ether [63918-89-8]

Lewisites

Lewisite 1: 2-Chlorovinyldichloroarsine [541-25-3]

Lewisite 2: Bis(2-chlorovinyl)chloroarsine [40334-69-8]

Lewisite 3: Tris(2-chlorovinyl)arsine [40334-70-1]

Nitrogen mustards

HN1: Bis(2-chloroethyl)ethylamine [538-07-8]

HN2: Bis(2-chloroethyl)methylamine [51-75-2]

HN3: Tris(2-chloroethyl)amine [555-77-1]

Saxitoxin [35523-89-8]

Ricin [9009-86-3]

B. Precursors

Alkyl (Me, Et, n-Pr or i-Pr) phosphonyldifluorides

DF: Methylphosphonyldifluoride [676-99-3]

O-Alkyl (H or less than or equal to CIQ, incl. cycloalkyl) O-2-dialkyl (Me, Et, n-Pr or i-
Pr)-aminoethyl alkyl (Me, Et, N-Pr or i-Pr) phosphonites and corresponding alkylated or
protonated salts

QL: O-Ethyl O-2-diisopropylaminoethylmethylphosphonite [57856-11-8]

Chlorosarin

O-Isopropyl methylphosphonochloridate [1445-76-7]

Chlorosoman

O-Pinacolyl methylphosphonochloridate [7040-57-5]
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Table 17.2 (continued)

Schedule 2

A. Toxic chemicals

Amiton:

O,O-Diethyl S-[2-(diethylamino)ethyl] phosphorothiolate [78-53-5] and corre-
sponding alkylated or protonated salts

PFIB:

l,l,3,3,3-Pentafluoro-2-(trifluoromethyl)-l-propene[382-21-8]

BZ:

3-Quinuclidinyl benzilate [6581-06-2]

B. Precursors

Chemicals, except for those listed in Schedule 1, containing a phosphorus atom to which
is bonded one methyl, ethyl or propyl (normal or iso) group but not further carbon atoms
e.g., Methylphosphonyl dichloride [676-97-1]

Dimethyl methylphosphonate [756-79-6]

Exemption

Fonofos:

O-Ethyl S-phenyl ethylphosphonothiolothionate [944-22-9]

N,N-Dialkyl (Me, Et, n-Pr or i-Pr) phosphoramidic dihalides

Dialkyl (Me, Et, n-Pr or i-Pr) N,N-dialkyl (Me, Et, n-Pr or i-Pr)-phosphoramidates

Arsenic trichloride [7784-34-1]

2,2-Diphenyl-2-hydroxyacetic acid [76-93-7]

Quinuclidine-3-ol [1619-34-7]

N,N-Dialkyl (Me, Et, n-Pr or i-Pr) aminoethyl-2-chlorides and corresponding protonated

salts

N,N-Dialkyl (Me, Et, n-Pr or i-Pr) aminoethane-2-ols and corresponding protonated salts

N,N-Dimethylaminoethanol [108-01-0] and corresponding protonated salts

N,N-Diethylaminoethanol [100-37-8] and corresponding protonated salts

N,N-Dialkyl (Me, Et, n-Pr or i-Pr) aminoethane-2-thiols and corresponding protonated.
salts

Thiodiglycol: Bis(2-hydroxyethyl)sulfide [111-48-8]

Pinacolyl alcohol: 3,3-Dimethylbutane-2-ol [464-07-3]
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Table 17.2 (continued)

Schedule 3

A. Toxic chemicals

Phosgene: Carbonyl dichloride [75-44-5]

Cyanogen chloride [506-77-4] (2851.00)

Hydrogen cyanide [74-90-8] (2811.19)

Chloropicrin: Trichloronitromethane [76-06-2]

B. Precursors

Phosphorus oxychloride [10025-87-3]

Phosphorus trichloride [7719-12-2]

Phosphorus pentachloride [10026-13-8]

Trimethyl phosphite [121-45-9]

Triethyl phosphite [122-52-1]

Dimethyl phosphite [868-85-9]

Diethyl phosphite [762-04-9]

Sulfur monochloride [10025-67-9]

Sulfur dichloride [10545-99-0]

Thionyl chloride [7719-09-7]

Ethyldiethanolamine [139-87-7]

Methyldiethanolamine [105-59-9]

Triethanolamine [102-71-6]

Source: Organisation for the Prohibition of Chemical Weapon (OPCW), 2001.
http://www.opcw.org/. [2].

SYNTHESIS

In this section we will discuss the synthesis steps of a few representative
chemicals. The manufacturing facilities generally required are available to any
country with a good chemical industry infrastructure. The major equipment re-
quired in all cases include mainly reaction vessels, agitators as most of the manu-
facturing is carried out in a batch process, heat exchangers or condensers, pumps,
valves, storage tanks, controllers and measuring equipment (for measuring tem-
perature, pressure or vacuum, toxic gas detectors, flow meters, etc.), balances, and
analytical equipment. In all cases, materials of construction are important, as most
of the chemicals handled are highly corrosive. Some materials of construction
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used in these plants are glass-lined vessels, tantalum, graphite, titanium, zirco-
nium, and alloys of some of these metals. The materials of construction are ex-
pensive items in the manufacture of these toxic chemicals.

Many chemicals like phosgene and hydrogen cyanide can be procured di-
rectly, as they have several commercial uses. Toxic chemicals like mustard gas
(most of the vesicants) can be prepared easily, and the technology is well known.
Nerve gas is more complicated to synthesize, and in many cases fairly precise
control of variables such as temperature is required. These chemicals need more
sophisticated technologies. Of the several nerve gases, Tabun, O-ethyl dimethyla-
midophophoylcyanide, GA, is the easiest to manufacture. Most advanced coun-
tries think that tabun is out-of-date, and look for other nerve gases. We shall now
take specific cases and outline the synthesis procedure.

Mustard

Bis(2-chloroethyl)sulfide, a heavy oily liquid, is made by Levinstein proc-
ess. It consists of bubbling dry ethylene into sulfur monochloride at 35°C with
previously prepared mustard facilitating the reaction. The reaction is

S2C12 + 2 CH2:CH2 •» (C1CH2CH2)2S + S

The nitrogen mustards are a series of chloroalkyl amines, the most active
being tris(2-chloroethyl)amine [N(C2H4C1)3] and methyl-bis(2-chloroethyl)amine
[CH3N(C2H4C1)2]. These nitrogen mustards are highly active vesicants. The ni-
trogen mustards are prepared by the reaction of thionyl chloride with the appropri-
ate ethanolamine.

RN(CH2CH2OH)2 + 2SOC12 •» RN(CH2CH2C1)HC1 + 2SO2 +HC1

Sarin

Sarin [C4Hi0FO2P] is methylphosphofluoridic acid 1-methylethyl ester or
isopropylmethane-fluorophosphonate. Its Chemical Abstracts Service registry
number is 107-44-8. It was discovered in 1938 by Gerhard Schrader, the German
chemist, during World War II, but fortunately was not used. It is an organophos-
phate, a class of chemicals used as pesticides, and it was during the synthesis of
pesticides that sarin was accidentally discovered. These organophosphates are
highly toxic and stable. It has been replaced by other substances such as VX Sarin,
one of most deadly compounds in the weapons arsenal. Closely related to sarin is a
compound referred to as GF, or cyclohexyl sarin. GF is also a colorless and odor-
less liquid.

Large-scale combat use of sarin has not occurred, although its use is
strongly suspected in an Iraqi attack on the village of Birjinni on 25 August 1988
(samples collected from the site four years later showed the expected breakdown
products of sarin). It is not known with certainty whether or not sarin was used in
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the Iran-Iraq war. On 20 March 1995, the Aum Shinrikyo released sarin in the
Tokyo subway, killing 12 and injuring 5,500 people in the first documented ter-
rorist use of chemical weapons. Sarin was produced and stockpiled in large quan-
tities by both the United States and the Soviet Union.

Reesor et al. [3] discuss several routes for the synthesis of sarin. According
to Reesor et al., the direct conversion of phosphorous trichloride to methylphos-
phonic dicholoride, and its subsequent conversion to sarin is a safer method. The
formation of aluminum phosphorous chloride or modified APC is the first step in
the process. The dichloride is converted into difluoride, and finally to sarin.

A second route for isopropyl methylphosphanofluoridate, is the reaction of
dicyclohexylamine salt of o-isopropyl hydrogen methylphosphonothioate with
picryl fluoride [4]. Both Reesor et al. and Boter and Van Den Berg [4] describe
the experimental details for the preparation of alkyl methylphosphonofluoridates.

On method that is followed in the manufacture of sarin is the DHMP (Di-
methyl hydrogen phosphite) process although other processes have replaced this
process. In the DHMP process, phosphorous trichloride and methanol are reacted
to give dimethyl phospite. On further heating, dimethyl phosphite is converted to
methyl phosphonate. This mixture called "pyromix" is chlorinated using chlorine
and phosphorous trichloride to yield methylphosphonic dichloride. This is then
fluorinated to yield the difluoride, which combines with dichloride to yield sarin.

During the different stages corrosive and toxic chemicals such as HC1,
methyl chloride, oxychloride and others are formed. The last stage can take place
in missiles during flight, as the reactants are far less dangerous than the product so
that they can be stored separately. The reaction scheme is shown below as an il-
lustrative example [5].

PC13 + 3 CH3OH -» (OCH3)2POH + CH3C1 + 2HC1

(OCH3)2POH •» (CH3)PO(OCH3)(OH)

(CH3)PO(OCH3)(OH) +2PC13 + C12 •* CH3P(O)C12 +2POC13+CH3C1 +2HC1

CH3P(O)C12 + 2HF -» CH3P(O)F2 + 2HC1

CH3P(O)C12 + CH3P(O)F2 + 2(CH3)2CHOH •» 2CH3FP(O)OCH(CH3)2 + 2HC1

PROPERTIES OF CHEMICALS

Knowledge of the properties of chemicals is important to measure the ef-
fectiveness of chemical compounds. We will discuss some simple properties and
how they can tell us the effectiveness of chemical compounds. Various physical
and chemical properties of chemical agents are given in Table 17.3.



Table 17.3 Physical and chemical properties of chemical agents.

Agent MW

Tabun 162.3

Sarin 140.1

Soman 182.18

Cyclo-sarin 180.2

VX 267.38

Vx 211.2

Distilled 159.08
Mustard
HD

State @
20°C

Colorless to
brown
liquid

Colorless
liquid

Colorless
liquid

Liquid

Colorless to
amber
liquid

Colorless
liquid

Colorless to
pale yel-
low liquid

Odor

Faintly fruity;
none when
pure

Almost none
when pure

Fruity; cam-
phor when
impure

Sweet; musty;
peaches;
shellac

None

None

Garlic or
horseradish

Liquid
Density
(g/cc)

1.07325°c

4.86

1.02225°c

113320°c

1.008320°c

1.06220°c

1.2725°c

j 27 2(>oc

BP

240

158

198

239

298

256

217

VP

(mmHg)

0.037 20°c

2.9 25°c

2.10 20°c

0.425°c

0.044 20°c

0.0007 20°c

0.007 25°c

0.004 20°c

0.072 20°c

Volatility
(mg/m3)

61025°c

22,000 25°c

1 6,090 20°c

3,90025°c

43820°c

10.5 25°c

7525°c

4820°C

61020°c

AHV

(cal/g)

79.56

80

72.4

90.5

78.2 25°c

67.2

94

a
O
oa>

MW: Molecular weight; BP: Boiling point; AHy: Heat of vaporization
w
Ol



Table 1 7.3 continued

Agent MW

Nitrogen 170.08
Mustard
HN-1

Nitrogen 156.07
Mustard
HN-2

Nitrogen 204.54
Mustard
HN-3

Phosgene 113.94
oximedi-
chloro-
foroxime

Lewisite 207.35

Mustard- 186.4
Lewisite
mixture

MW: Molecular weight;

State @
20°C

Dark liquid

Dark liquid

Dark liquid

Colorless
solid or
liquid

Colorless to
brownish

Dark, oily
liquid

Odor

Fishy or musty

Soapy (low
concentra-
tions)

Fruity (high)

None, if pure

Sharp, pene-
trating

Varies; may
resemble ge-
raniums

Garlic

Liquid
Density

(g/cc)

1.0920°c

1.1520°c

1.2420°c

18920°c

1.6620°c

BP VP Volatility

(°C) (mmHg) (mg/m3)

194 0.24 25°c l,52020°c

75 at 15 0.29 20°c 3,580 25°c

mmHg

256 0.010925°c 12125°c

53 -54 at 11 .225°c (solid) 1 ,800 20°c

28 n 40°C n- -^1 3 (liquid)
mmHg

190 0.394 20°c 4,480 20°c

<190 0.248 20°c 2,730 20°c

AHV

(cal/g)

77

78.8

74

101 at
40°C

58 at 0°C
to
190°C

58 to 94

BP: Boiling point; AHV: Heat of vaporization

CO
CO
at

O

em
ical A

gents



Table 17.3

Agent

Phenyl di-
chlorarsine

Ethyl di-
chlorarsine

Methyl di-
chlorarsine

Hydrogen
cyanide

Cyanogen
chloride

Arsine

Phosgene

Diphosgene

continued

MW State @20°C

222.91 Colorless liquid

174.88 Colorless liquid

160.86 Colorless liquid

27.02 Colorless gas or
liquid

6 1 .48 Colorless gas or
liquid

77.93 Colorless gas

98.92 Colorless gas

197.85 Colorless gas

Odor

None

Fruity, but
biting; irri-
tating

None

Bitter almonds

Pungent, bit-
ing; Can go
unnoticed

Mild garlic

New-mown
hay; green
corn

New-mown
hay; green
corn

Liquid
Density
(g/cc)

1.6520°c

1.6620°c

1.83620°c

0.687 20°c

1.18 20°c

1.3420°c

1.3720°c

1.6520'c

BP

(°C)

252 to
255

156

133

25.7

12.8

-62.5

7.6

127-
128

VP

(mmHg)

0.033 2S°C

2.09 20°c

7.76 20°c

74225°c

61220°c

l,00025°c

1 1,100 20°c

1.173 20°c

4220°C

Volatility
(mg/m3)

390 25°c

20,000 20°c

74,900 20°c

1, 080,000 25°c

2,600,000 20°c

30,900,000 20°c

4,300,000 76°c

45,000 20°c

AHV

(cal/g)

69

52.5

49

233

103

537 -62.5°C

59

57.4

V
isw

anath an<

k^i

Q
o
(A
3-

MW: Molecular weight; BP: Boiling point; AHV: Heat of vaporization

ww



Table 17. 3 continued

Agent MW

Diphenyl 264.5
chloroarsine

Adamsite 277.57

Deiphenylcya- 255.0
noarsine;

BZ 337.4

Chloroaceto- 154.59
phenone;

Chloroaceto- 128.17
phenone in
Chloroform;

Chloroaceto- 141.78
phenone and
Chloropicrin in
Chloroform

MW: Molecular weight; BP:

State @ 20°C

White to
brown solid

Yellow to
green solid

White to pink
solid

White crystal

Solid

Liquid

Liquid

Boiling point;

Odor

None

None

Bitter al-
mond-
garlic
mixture

None

Apple
blossoms

Chloroform

Flypaper

Liquid BP
Density ,0<-,.
(g/cc)

1.38750°c 333

1.6520°c 410
(solid)

1.33435°c 350

1.33 320

1.31820°c 248
(solid)

1.4020°c 60 to 247

2 60 to 247

VP Volatility AHV

(mmHg) (mg/m3) (ca]/g)

0.0036 45°c 48 45°c 56.6

Negligible Negligible 80

0.0002 20°c 2.820°c 71.1

0.03 70°c 0.5 70°c 62.9

0.004 120°C 34.3 20°c 98

12720°c n/a n/a

7820°c 61 0,000 20°c n/a
(includes
solvent)

AHy: Heat of vaporization

w
w
00

C
hem

ical

(O
(D

ff



Table 17. 3 continued

Agent

Chloroaceto-
phenone in
Benzene and
Carbon Tetra-
chloride

Bromobenzyl-
cyanide

O-chlorobenzyl
malonitrile

CR

Chloropicrin

MW State @ 20°C

119.7 Liquid

196 Yellower
solid liquid

188.5 Colorless solid

195.25 Yellow pow-
der in solu-
tion

164.38 Liquid

Odor

Benzene

Soured fruit

Pepper

Burning
sensation

Stinging;
pungent

Liquid
Density
(g/cc)

1.14 20°c

1.4725'c

1.0420°c

—

1.66

BP

75 to 247

Decom-
poses at
242

310to315

335

112

VP

(mmHg)

variable;
mostly sol-
vent vapor

0.01120°c

0.00034 20°c

0.00059 20°c

18.320°c

Volatility
(mg/m3)

n/a

11520°c

0.71 25°c

0.63 25°c

165,00020°c

AHV

(cal/g)

n/a

79.5 20°c

53.6

—

—

fi)
3
&)
3
Q.

o
o
(A

MW: Molecular weight; BP: Boiling point; AHV: Heat of vaporization

CO
CO
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Molecular Weight

Molecular weight is found by adding the atomic weights of all the elements
in that compound. Molecular weight can provide the following important infor-
mation regarding a chemical:

Stability: Higher molecular weight compounds are less stable com-
pared to lower molecular weight. A stable compound persists in the environment
for a longer period of time compared to an unstable compound.

Protection: Gas masks and other equipment are used for protection.
Based on molecular weight, higher molecular weight materials can be filtered
more easily compared to lower molecular weight materials. For example it is dif-
ficult to adsorb substances like Co and ammonia using activated carbon filters. We
should of course, hasten to add that filtration of the materials depends on the prop-
erties of the filtering material.

Estimation of unknown properties: Molecular weight helps to esti-
mate unknown properties to a fair amount of accuracy. For example if we wish to
find the boiling point of a substance, we can plot boiling points of some known
substances of similar chemical nature and extrapolate or interpolate to get the
boiling point using the molecular weight of the substance in question.

Boiling Point

Boiling point is the temperature at which a substance boils at 1.013 bar pres-
sure. This temperature is termed as the normal boiling point. Boiling point tells
us the ability of a compound to vaporize and therefore the evaporation rates.
Higher boiling compounds are less volatile compared to lower boiling compounds.
Therefore higher boiling compounds persist longer compared to lower boiling
compounds. An estimate of the boiling point also throws some light on the rate of
decontamination.

Density

Density is defined as Mass/Volume. It is the mass of a substance contained
in a unit volume. It is found by weighing a known volume of the substance at a
particular temperature, and dividing the mass by the volume. It is generally ex-
pressed as gm/cc or gm/cm3. When this number is compared to the density of
water, the number is called specific gravity. We say that the specific gravity of
mercury is 13.6, and this indicates that mercury is 13.6 times heavier than to wa-
ter.

Liquid density is a measure of the effectiveness of a chemical substance as
toxicity is expressed in terms of units of mass. The chemical efficiency of a mu-
nition is defined as

[i = mass of the filling/total mass of the munition.
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Therefore a chemical of a higher density has a higher efficiency for a given
mass of the munition. Densities are also useful to find out whether the particular
chemical floats or sinks in water. This is useful again in decontamination with
water and subsequent disposal of the chemical.

Vapor Pressure

This is a very important property of the chemical. It is the pressure exerted
by a liquid or a vapor when the two are in equilibrium at a particular temperature.
Lower boiling substances have a higher vapor pressure and vice versa. Higher
vapor pressure indicates higher evaporation rates. Chemicals therefore must have
reasonable vapor pressure to be useful. Liquids and solids can be atomized and
disseminated in the gaseous phase. When the toxic chemical is dispersed in the
gaseous phase, the effectiveness of the chemical also depends on a number of
factors such as wind speed and direction, atmospheric temperature, solar radiation,
and conditions of the area such as hills, vegetation, etc.

It is very important to have knowledge of the vapor pressure at different
temperatures particularly for the storage and transport of the toxicants. However
the toxicity of the chemicals makes it very difficult to experimentally determine
the vapor pressure at different temperatures particularly at higher temperatures.
However in the range of temperature where the vapor pressure does not exceed
760 mm of Hg, vapor pressures can be estimated using the relation

LnP = a+(bAT)

where P is the vapor pressure in mm of Hg and T is the absolute temperature in
Kelvin (K). The two constants in the equation a and b can be estimated using two
values of P. Table 17.4 gives the values of the constant for some specific com-
pounds. It is recommended that these constants be used with caution, and for pres-
sures below 760 mm of Hg.

Table 17.4 Vapor pressure constants

Chemical Compound

Tabun

Sarin

a

21.548

21.008

b

-7287.4

-5941.1

Volatility

Volatility is defined as the mass of a chemical in vapor per unit volume of
air at a given temperature. Volatility depends on boiling point, vapor pressure,
and temperature. It is calculated using the ideal gas equation, and is given by
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m = 15826 PxMW/T

where m is the volatility mg/m3, P is the vapor pressure in mm of Hg, MW
is the molecular mass of the chemical, and T is the temperature in K.

This relation shows that as molecular mass increases volatility increases.
However the effect of temperature and pressure are related in the sense that when
the temperature increases vapor pressure increases. The increase or decrease of
volatility depends on the temperature-pressure relation.

Enthalpy of Vaporization

This is the amount of heat required to vaporize a unit mass of a chemical at a
given temperature and at its vapor pressure. The enthalpy of vaporization of water
at 298.15 K is 540 calories per gram. This value indicates the ability of a sub-
stance to volatilize.

Advantages and Disadvantages of Chemical Weapons

Advantages

Chemical warfare agents exhibit unique qualities compared to conventional
weapons. Effect of chemical weapons can be severe and rapid and have the enor-
mous capability to inflict casualties. They may be difficult to detect at times be-
cause of their low concentrations in the environment. Effective detectors are lack-
ing both when the substance is used and when it is stored. Also it is difficult to
judge terrorists' capabilities since a number of precursor chemicals that can be
used to produces chemical terrorism agents have dual use. Many chemicals can be
bought or shipped as commercial chemicals. An example is thiodiglycol used in
the manufacture of mustard gas, which can also be procured for making ammo-
nium nitrate. A dedicated and skilled chemists can synthesize most these agents.
With the current sophistication of computer chemical modeling, a good chemist
can work out strategies for synthesizing more toxic chemicals starting from the
currently available chemical structures. Compared to a nuclear weapon, the manu-
facturing cost for chemical agents are relatively low and in most cases require low
technology.

Disadvantages

The major disadvantages are that the manufacturing processes demand good
control of variables, and the chemicals are corrosive.
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Chemical Agents: Toxicity and
Medical Management
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INTRODUCTION

Toxic chemicals are defined as "any chemical which, through its chemical
effect on living processes, may cause death, temporary loss of performance, or
permanent injury to people and animals" [1]. Industrial production since the late
nineteenth century has continued to generate exponential increases in the number
of toxic substances identified. Currently as many as 500,000 US commercial
products pose physical or health hazards [2]. In 1999, the Environmental Protec-
tion Agency (EPA) estimated that approximately 850,000 facilities in the country
were working with hazardous chemicals. Indeed, there are perennial risks of re-
leases of hazardous materials (hazmats), because of mishaps in chemical manufac-
turing and storage, from industrial accidents, as a result of transportation accidents,
or from accidents in the home. So far, most chemical spills are small with few
casualties [3]. HAZMAT response guidelines, training, and equipment have been
standardized by the National Fire Academy (NFA) and the Federal Emergency
Management Agency (FEMA) in order to manage hazardous chemical accidents
efficiently [4]. A newly perceived threat to the US homeland involves the deliber-
ate use by terrorists of chemical weapons or many of these industrial chemicals
against civilian populations with the purpose of maximizing casualties. As men-
tioned in Chapter 17 and also in Chapter 21 (Table 21.1), a number of precursors
for synthesis of chemical weapons have dual use. Therefore, proliferation of these
chemical agents to terrorist groups is a real possibility.

345
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THE HAZARDS FROM CHEMICAL WEAPONS (CW)

There are three main hazards from chemical weapons: inhalational absorp-
tion; a contact hazard from skin and eye exposure; and a less frequent risk from
ingestion. The methods of dissemination that might be employed are selected in
accordance with the physical and chemical properties of the material to be dis-
pensed. Chlorine and phosgene gases were the first form of mass chemical attack,
but subsequent CW agents have been liquids or solids at normal temperature and
atmospheric pressure. Liquids are much easier to manufacture, store, and transport
than gaseous agents. Mustard and nerve gases are not gases, but are in fact liquids.

Liquid CW agents are usually dispersed as aerosols (a cloud of suspended
microscopic droplets) or as vapor (the gaseous form of a substance at a tempera-
ture lower than its boiling point at a given pressure). Other methods of dissemina-
tion are as a spray or liquid to be deposited under the effect of gravity on people or
surfaces, or in mixed physical form by explosive or mechanical means. Pyrotech-
nic dispersion is only feasible for agents with low boiling points that are heat-
resistant and non-combustible. The physical properties of the CW may change
during propagation if the agent evaporates or condenses. The vapors of CW are
heavier than air and so will tend to concentrate under gravity into depressions,
basements, etc. However, vapor and aerosol clouds have low settling velocities
and the rate of deposition depends principally on chemical and physical forces that
bind to specific surfaces, such as soil. The most important losses from a vapor or
aerosol cloud result from low-level atmospheric turbulence.

Volatility is inversely proportional to the persistence of the CW agent. The
more volatile a chemical, the more quickly it evaporates from contaminated sur-
faces and the greater is the danger from its vapor. There is an arbitrary division
created between non-persistent chemicals that vaporize in less than 24 hours, e.g.,
phosgene, sarin, and hydrogen cyanide, and those with a liquid hazard persisting
for longer than this threshold, e.g., mustard agent and VX. Environmental factors
modify these considerations. Militarily, it was advantageous to consider non-
persistent agents if it was planned for military forces to occupy the area and to use
persistent agents for territory denial.

There are universal terms that provide comparative values of CW toxicity
[5]. The ED50 and the ID50 denote the quantities of liquid agent exposure in (ig,
mg, or g quantities that will predictably cause effects (E) or incapacitation (I) in
50% of a group. The LD50 is the mean exposure that kills 50% of a group. Because
of differences in absorption, the ED50 and LD50 are site-specific with regard to
inhalational or surface exposures, and ocular absorption through the conjunctivae
may sometimes be significantly greater than through dry skin surface. Comparison
of the amounts of C W exposure as aerosol, vapor, or gas is achieved by use of the
Concentration Time Product, or Ct. The agent concentration expressed as mg/m3 is
multiplied by the time of exposure in minutes [5]. For example a sarin Ct product
of 100 mg.min/m3 could have resulted from a one-minute exposure at a concen-
tration of 100 mg/m3 or a four-minute exposure at 25 mg/m3 and both will have
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the same effects. For most CW, an approximately linear relationship is observed
(Haber's Law), without accounting for differences in rates and depth of respiration,
or for ill health. Several of the CW are exceptions at low concentrations when
there is some metabolic detoxification of the agents. The toxicities of riot control
CW are expressed as TC50, the concentration that will induce a noticeable effect in
50% of exposed persons, and as the ICt50, that gives the concentration that is intol-
erable to 50% of individuals.

Such values are estimated adult values. Children and the elderly are popula-
tions at particular risk. Several factors are common to children that make them
especially vulnerable [6]: higher respiration rates increase respiratory exposure;
high vapor densities cause higher concentrations close to the ground; the larger
surface-to-mass ratio and more permeable skin enhance systemic absorption; and
the lesser degrees of keratinization in childhood skin make it more vulnerable to
vesicant and corrosive agents. Other factors may compound the additional hazards
to children as they may lack the cognitive and physical abilities to flee, may be
difficult to isolate in personal protective devices, and, when injured, are more vul-
nerable to dehydration and shock as a result of vomiting and diarrheal fluid losses.

The physicochemical characteristics of the major CW agents are given in the
previous chapter in Table 17.1.

ROUTES OF EXPOSURE

The lungs are usually the primary organ of exposure to CW agents, because
the massive pulmonary surface area that is specialized for gaseous exchange af-
fords the main site of poisoning, and because frequently the lungs are injured di-
rectly by the chemicals. Volatile and lipophilic agents readily cross-respiratory
epithelium and obtain equilibrium concentrations in the blood. Aerosolized parti-
cles of 1 to 6 ^m in diameter are retained within the lungs and continue to be ab-
sorbed even after the individual is removed from exposure. Fine particles of
<0.6um in size will not be retained unless they are able to volatilize within the
lung. Particles of size 5 to 10 um are retained in the nose, sinuses, and throat from
where they may be swallowed and add an ingestion component to the poisoning
[6]. Protection from non-persistent agents is primarily with the use of respirators
although skin protection is also necessary.

Skin absorption of CW for most agents is several orders of magnitude less
toxic than for respired vapors, and effects are usually delayed. Many CW agents
are hydrophobic, lipophilic chemicals and are readily absorbed on skin contact,
especially in the moist axillary and inguinal areas. Poorly volatile persistent agents
such as VX or vesicant agents are effective by contaminating the environment and
clothes. In these circumstances or when equipped only with respiratory protection
in areas of high vapor concentration in the immediate vicinity of a release site,
skin absorption may be a primary route of poisoning. Protection from skin-active
agents requires respirators, protective footwear and dermal protective clothing.
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Oral ingestion can occur in contaminated water and food, by swallowing
contaminated respiratory mucus, or by hand-mouth contact [7]. Alimentary poi-
soning leads to delayed symptoms and increased systemic effects. Particle size is
immaterial to surface or gastrointestinal contamination. Toxic weapons can also be
disseminated by the deliberate or incidental spiking of drinking water or food-
stuffs.

If large quantities of agent are used, even a spray of widely varying droplet
size will quickly produce lethal levels of vapor, while the large droplets settle onto
victims or contaminating contact surfaces [8]. Highly reactive compounds such as
nerve agents and cyanides penetrate and permeate through clothing and latex rub-
ber, necessitating the manufacture of protective equipment from specialized mate-
rials. The effectivity of agents is generally greatest within confined indoor space.

ENVIRONMENTAL CONSIDERATIONS

A slight breeze of about 3 to 4 miles per hour at night, or close to dawn or
dusk, is optimal for the outdoors release of CW agents. Particulate behavior within
a cloud is discussed in Chapter 4. The chemical cloud passes along the axis of
wind travel from a point or line release and is spread laterally by diffusion, wind
shear and turbulence, and by variations in terrain that may disperse or trap the CW
in depressions. The cloud layer closest to the ground travels slowest because of
friction. As the density of the C W causes a tendency to settle, the cloud travels in a
fashion similar to ocean waves breaking upon the shoreline [9]. Thermal activity
on warm sunny days will also disrupt a CW cloud during daylight hours. The
processes of evaporation and condensation occur as the cloud travels. Agents sub-
ject to hydrolysis are susceptible to degradation in wet environments, and rain will
scour CW clouds, minimizing their dissemination.

Cityscapes present a confusing terrain of urban canyons in which an agent
might be remarkably persistent near the ground or mixed by turbulence over ex-
tensive vertical heights between tall buildings. Road and pavement surfaces may
absorb CW and be vaporized on heating. Certainly, agent fatality predictions that
are generally based upon open field use are probably unreliable. Building air con-
ditioning systems and vertical cavities such as elevator shafts and stairwells intro-
duce novel considerations.

SIGNS SUGGESTIVE OF A CHEMICAL ATTACK

At the scene of sudden medical casualties of uncertain etiology, initial re-
sponders need to be especially alert to any signs suggestive of a CW attack. Many
agents are odorless and the chemical/vapor cloud may be invisible. This decision-
making is critical if first responders are not to become secondary casualties of the
event. In the Aum Shinrikyo attack on the Tokyo underground utilizing relatively
small amounts of low-grade sarin, at least 10% of the emergency service personnel
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and medical staff became mild casualties [8,10]. A more substantial attack would
undoubtedly have led to responder fatalities. If a chemical attack is suspected, it is
important that first responders delay entry into the area until adequate protection is
obtained.

The most significant sign is the simultaneous development of similar
symptoms in a large group of people [11]. All helpers must first protect them-
selves before venturing further; civilians must be prevented from rushing in to
rescue the victims. Other indications of a possible chemical release [11, 12] are:

mass casualties in absence of trauma
casualties distributed in a pattern consistent with agent dissemination
lower attack rates in either indoors or outdoors
unusual liquid droplets on vegetation; oily film on water
discolored vegetation
numerous dead animals, birds, fish
lack of insect life; it may be easiest to determine
insect kill on the surface of water
exposed individuals reporting unusual odors or tastes
reported muffled small explosions or dispersing mists
abandoned spray devices or dispersal ordinance containing liquids
civilian panic

ADVICE TO CIVILIANS INVOLVED IN A CHEMICAL RELEASE

The primary protection against a chemical attack upon civilians is intelli-
gence. The sharing of intelligence with the public is justified if the risk is consid-
ered cogent as general awareness can be a potent deterrent. Certain precautions
can be taken in the event of a CW attack, or of an industrial accident [9,12].

If involved in an outdoors exposure, an attempt should be made to evacuate
calmly, if possible in an upwind direction from the release site after determination
of the wind direction. Hyperventilation may increase exposure. Emergency per-
sonnel may be able to provide emergency field shelters with positive pressure
ventilation and CW absorptive filters. Escape in a vehicle should be made ac-
cording to available directions from emergency personnel and away from residual
mists, anticipating that there may be many others with the same motivation. The
vehicle windows should be rolled up, the vents closed, and air conditioning/heater
turned off.

If inside, and involved in an indoors chemical release, the building should be
evacuated while minimizing passage through the contaminated area. Windows and
doors should be kept closed. If inside and the building is in the path of an outdoors
toxic cloud, people are usually best advised to stay indoors as this affords protec-
tion from CW in liquid form, and partial protection from aerosols and gases. The
air conditioning and heating units must be turned off. Windows and doors should
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be sealed with plastic tape or damp towels, tap water must be avoided, and sojourn
established on higher floors to await instruction from rescuing authorities. The use
of rubberized raincoats, boots, mittens, thick plastic sheets, etc, provides some
protection against residual chemical cloud in the event of an evacuation. Baby cots
and children can be covered in blankets. Eye sealing goggles and scuba gear
should be worn if available. Return to the building must occur only on the advice
of emergency authorities as decontamination may be necessary.

Once clear of the contaminated area, all external apparel should be removed
and left outside. Immediate showering and vigorous scrubbing with soap and wa-
ter should be undertaken and symptomatic individuals need to be rushed to avail-
able medical attention. All exposed individuals need to be triaged.

PROTECTION OF FIRST RESPONDERS

Local Fire Service and HAZMAT crews, emergency medical services, and
police are at risk of direct contamination at the incident site, quite possibly to high
concentrations of the CW. The precise nature of the chemical poisoning and the
precise risks will likely not be known. Respiratory and personal protection equip-
ment (PPE) is obligatory and a worse case scenario will usually be assumed. Tra-
ditional HAZMAT operations are based upon adjacent-site decontamination of
relatively small numbers of casualties with procedures that are considerably time
and labor consuming. With mass casualties, compromises will have to be made
and efforts concentrated upon the most contaminated individuals before triage and
transport to hospital. It is important that all emergency and decontamination data
accompany patients to hospital. Decontamination, medical care, and triage are the
main initial objectives. Extensive emergency decontamination facilities are also
going to be required at each health care institution-receiving patients. Hospital first
responders will need to be equipped with respiratory and personal protection de-
vices. In the Tokyo subway sarin attack, 75% of the casualties made their own
way to medical attention, bypassing the overburdened on-scene decontamination
processes.

First responders in the field must be equipped with Level A protective gear
[9, 13] to withstand high CW concentrations. A detailed discussion on PPE for
CW has been provided in Chapter 22. This will entail provision of (1) a prefitted
pressure-demand full-facepiece Self-contained Breathing Apparatus (SCBA) or
pressure-demand supplied air respirator with escape SCBA; (2) a fully encapsu-
lating vapor protective and chemical-resistant suit; (3) inner chemical-resistant
gloves; and (4) chemical-resistant safety boots and shoes. Radio communication is
necessary when wearing such protection.

Hospital first responders, including front-line hospital security, are exposed
to lesser CW agent concentrations emanating from contaminated casualties and
field equipment. Rapid emergency decontamination before entering the hospital
facility will be necessary for all but the most severely ill who should be cordoned
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in special facilities cared for by fully protected staff until resuscitation permits
adequate decontamination. Less rigorous protection is required for hospital first
responders, such as Level C equipment [14] comprising less expensive barrier
materials and a full-facepiece, air purifying cannister-equipped respirator. Body
fluids such as blood, vomitus, urine, fecal material, and tracheal aspirate have to
be treated as potentially dangerous according to universal precautions.

Work in PPE equipment is arduous and prone to heat stress. Regular rest pe-
riods must be incorporated for all PPE-equipped personnel. Training in equipment
use is necessary and fatalities can result from improper mask-use [15].

ORGANIZATION OF RESCUE OPERATIONS AFTER CW ATTACK

It is most likely that responsibility for initial crisis management would fall
upon local emergency assets, particularly HAZMAT teams (see Chapter 24). The
National Fire Academy (NFA) has adopted an incident analysis process, GEDA-
PER, comprising 7 steps:

Gathering information
Estimating course and harm
Determining strategic goals
Assessing tactical options and resources
Planning and implementation of actions
Evacuating
Reviewing

Terrorist CW attacks may provide first responders with unique exposure risks,
novel emergency management problems, potential exposures to unfamiliar dan-
gerous chemicals, and mass casualties beyond current experience and training. The
lack of official DOT or UN symbol identifiers or documentary evidence in CW
terrorism is inconsistent with traditional HAZMAT experience. Current emer-
gency planning is based upon known vulnerabilities and hazard identifications that
permit reasonably accurate risk predictions, but which are absent in most terrorist
CW attacks. The lack of familiarity with CW agents and their release in such low-
risk locations as public gathering places present new conundra that must be recog-
nized if first responders are to avoid secondary casualties. Hazardous materials
frequently require different levels of protection and necessitate different protective
equipment, skills, and operational approaches. In the absence of good indications
as to the nature of the threat, the appropriate decisions may at first be unclear.

Regardless of the incident, the first step is to collect all available information
as quickly as possible before going any further. A formal institutionalized disci-
pline is operant in the emergency responder community under the leadership of an
Incident Commander working within an Incident Command System [13]. Proto-
cols call for an initial thorough assessment and analysis of the incident site from a
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safe distance, with observation of the ambient conditions. The first priority is to
keep all others away and to avoid approaching the victims until full protection is
assured. Obtaining immediate assistance from the Regional Poison Center may
assist the Incident Commander in his decision-making. Secure cordons are estab-
lished to delimit the exclusion (hot) zone in which anyone leaving is assumed to
be contaminated, the contamination reduction (warm) zone in which decontami-
nation is performed, the support/clean (cold) zone, and a perimeter cordon for
crowd control. The formally designated layout of work zones ensures that dirty
and clean zones are understood by everyone. A safe refuge for contaminated indi-
viduals is set up to reduce the chances of secondary contamination and to set the
stage for triage, decontamination, and medical treatment. Safe distances may be
determined using the DOT Emergency Response Guidebook [16], by consulting a
commercial reference source such as Chemtrec [17], or by using other reference
sources.

DECONTAMINATION OF CASUALTIES

Precise recommendations for civilian mass casualty decontamination have
yet to be established [18]. High decontamination capacity is one of the factors that
may reduce the consequences of CW attack. Hospital decontamination ought to be
performed away from the emergency room to prevent contamination and closure
of the facility. All clothing and personnel effects must be removed outdoors, using
extreme care not to transfer CW agent to the skin, and stored in labeled, sealed
biohazard bags. Ideally, this should occur within the containment zone. Severely
contaminated individuals must be decontaminated as a matter of extreme urgency
within a matter of minutes. Immediate self-decontamination may be feasible if
facilities happen to be available. Copious eye irrigation with suitable available
non-toxic fluids and scrubbing with soap and water by protected attendants will
remove surface contamination from most CW agents. Solutions of baking soda,
mild bleach and sodium thiosulphate may hydrolyse residual CW agents [19]. Oily
persistent agents may require the use of alcohol, acetone, parrafin, or other sol-
vents. Vesicant (blister agents) contamination of hair or beard is best managed by
cutting or shaving of the hair. Military forces have access to commercial decon-
taminants formulated for field use with specific CW types [9, 19, 20]. Pure metals
and strong corrosives require dry powder decontamination and gentle brushing or
vacuuming before water is applied [21]. The Water Authorities must be notified
about contaminated wastewater produced by the decontamination process.

Ill individuals require concomitant decontamination and medical resuscita-
tion and treatment. Decontamination of these individuals can be a difficult process,
but must be achieved to reduce further poisoning and prevent injury to the medical
staff and contamination of the facility. Dead individuals also require decontamina-
tion. Substances that have already reacted with the skin are generally inaccessible
to decontamination regimens and may lead to further systemic poisoning. As-
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ymptomatic individuals with perceived mild exposure might be treatable by send-
ing the accompanied person home to take an immediate shower with scrubbing
before reporting to a separate triage center away from the incident site [22, 23].
Observation holding areas may also be used.

The decontamination of equipment and the environment is a complex prob-
lem, in the preserve of the specialist. It must be appreciated that nerve and vesicant
agents penetrate and permeate many different types of material such as plastics,
paint, and rubber, from which the agents can be released over relatively long peri-
ods. Resistant paints and materials are used militarily. Contaminated sites may
need to be cordoned off for a long period as the area is environmentally decon-
taminated. Building decontamination from a CW is a problem fraught with prob-
lems of public acceptance.

CHEMICAL WEAPON POISONING AND MANAGEMENT

Nerve Agents

The nerve agents are stable, soluble in water, easily dispersed, and highly
toxic in liquid and vapor state by respiratory, mucosal, cutaneous, and gastrointes-
tinal exposure. VX agent is the most toxic chemical known, other than certain
toxins (see Table 18.1); as little as 1 mg can be lethal to an adult. Death is often
rapid. Symptoms from the inhalation of vapor or aerosol occur within seconds or
minutes of exposure. Cutaneous absorption is typically delayed from several min-
utes to a few hours. Thousands of tons of VX and the similar agent, VR, had been
stockpiled by numerous nations by the end of the twentieth century because of
their extreme toxicity and their versatility.

The nerve agents bind to the enzyme cholinesterase which is a crucial en-
zyme present at nerve terminals. When cholinesterase is inhibited, acetylcholine, a
nerve transmitter agent active in the synaptic cleft between nerve junctions, is not
broken down and therefore accumulates producing an unmodulated overstimula-
tion. There are two kinds of acetylcholine receptors - (a) muscarinic receptors
found in smooth involuntary muscle, in secretomotor fibers to secretory glands,
and in the central nervous system; and (b) nicotinic receptors that are mainly dis-
tributed at the motor end plates of skeletal voluntary muscle.

The symptom complex of nerve agent toxicity [24] is somewhat variable
depending on the route and rate of systemic poisoning and also varying somewhat
with specific nerve agents. Knowledge of severe nerve agent poisoning in man is
limited, but there are considerable data on poisonings from closely related organo-
phosphate pesticides. Incomplete syndromes are common. Symptoms of initial
poisoning include: (i) increased salivation and nasal discharge; (ii) miotic pinpoint
pupils that impair night vision; (iii) blurred near vision with ocular pain; (iv) bron-
chospasm and respiratory distress; (v) nausea and dizziness; (vi) headache; and
(vii) marked tiredness, hallucinations, and slurred speech. Greater exposures be-
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come more and more incapacitating. The symptoms of advanced nerve agent poi-
soning [22] include:

intractable salivation, lacrimation, micturition, and defecation
excessive sweating
severe muscular weakness and tremors
coughing, difficulty in breathing, cyanosis, and apnea
abdominal pain, nausea and vomiting
anxiety, confusion, convulsions, and coma

Severe poisoning of nerve agent causes pronounced muscular symptoms. Death is
due to acute respiratory failure caused by central effects in the brain and from pa-
ralysis of the respiratory muscles. Oxygen supplementation should be given at an
early stage. Toxicity data for the nerve agents are shown in Table 18.1 and con-
trasted with other CW agents.

Atropine is the principal antidote for organophosphate poisoning. It acts by
binding reversibly to muscarinic acetylcholine receptors. The action of acetylcho-
line at these receptors is blocked militating against the increased acetylcholine
receptor barage. Atropine is given in adults at a dosage of 4 to 6 mg I/M or I/V
statim, repeated in 2mg I/M or I/V increments as needed over several days - ti-
trated against the decrease in bronchial secretion, bronchial constriction, and in
improvements in blood gas analysis results. Diazepam lOmg slow I/V is given in
severe poisoning for its anticonvulsant action.

Oximes, of which there are several, e.g., 2-PAM (pralidoxime) and HI-6,
possess a -CH=NOH group and can (a) reactivate bound cholinesterase, and (b)
bind to unbound nerve agent (A)

RCH=NOH + EA > RCH=NOA + EH
RCH=NOH = AX > RCH=NOA + HX

The combination of atropine and oxime therapy is markedly synergistic. Acetyl-
cholinesterase bound to nerve agent can fairly rapidly become covalently bound in
an irreversible process known as 'aging' - this mainly occurs with soman poison-
ing. The dosage of pralidoxime is 1 to 2g I/V over 5 to 20 minutes; the dose may
be repeated every 4 to 6 hours until nicotinic signs resolve. Neither atropine nor
pralidoxime is very effective against CNS signs. Obidoxime is the most effective
oxime against tabun poisoning. The military prepares these antidote agents as
autoinjectors suitable for personal emergency use. In severe cases of nerve agent
poisoning, antidotal treatment will not be sufficient by itself for survival.

Ventilatory support may be required for patients with impending respiratory
failure. It is likely to be required for several days until cholinesterase levels are
functionally restored. A patient under optimal intensive care from the onset of
symptoms may recover from doses as high as 100 times the LD50. Mechanical
ventilators will likely be at a premium after a major nerve agent attack.
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Table 18.1 Estimated Chemical Weapon Toxicities.

Agent

Nerve Agents

Tabun (GA)

Sarin (GB)

Soman (GD)

VX

Vesicant agents

Distilled HD

mustard

Lewisite (L)

Phosgene (CX)

oxime

Choking Agents

Phosgene (CG)

Blood Agents

Hydrogen (AC)

cyanide

Cyanogen (CK)

chloride

Effect

miosis

death

miosis

death

miosis

death

death

eye

pulmonary

erythema

death

erythema

death

eye

erythema

death

pulmonary

death

death

death

Ct50 (mg .min/m3)

-2-3

200-400

~3

100-200

-2-3

50-70

10-50

12-200

100-200

200-1000

1,500 inhalation

10,000 skin

>1,500

-1,500 inhalation

(?) 200

(?) 2,500

(?) 3,200

> 1,600

3,200

2,500-5,000

11,000

Liquid on skin

50-60 mg/kg

20-25 mg/kg

4-5 mg/kg

<0.1 mg/kg

10 ug

100 ug/kg

10-15 ug

40-50 mg/kg

Source: Adapted from USAMRICD Medical Management of Chemical Casualties Hand-
book, 2000.
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Carbamates can be used as a prophylactic pretreatment. Carbamylated ace-
tylcholinesterase cannot combine with the nerve agent and hydrolysis slowly re-
stores the native enzyme. Pyridostigmine can be kept up on a 30mg 8-hourly
schedule for several days aimed at protecting about a third of the blood choli-
nesterase; it is stopped immediately if poisoning occurs. Partial brain choli-
nesterase protection can be established prophylactically using a combination of
two centrally acting drugs, the carbamate, physostigmine, and the anticholinergic,
scopolamine. This is mainly a military usage.

Vesicating (Blistering) Agents

These blistering and tissue-injuring agents are highly reactive, persistent
compounds that combine with numerous biological molecules, notably acting as
alkylating agents. These agents can cause severe damage to the lungs, eyes, skin,
and other tissues. The two main groups of vesicants are the mustards and the di-
chlorarsine derivatives. All the mustards contain at least two 2-chloroethyl groups,
attached either to thioether residues (sulfur mustards) or to amine residues (nitro-
gen mustards).

Although mustard agent is readily soluble in organic solvents, it is only
minimally soluble in water, in which it slowly hydrolyses. Sulfur mustard is an-
other CW that readily crosses the skin and mucous membranes; it interacts with
the skin and causes significant tissue damage over a wide range of exposures.

Decontamination later than a minute or two following exposure, will reduce
but not prevent skin damage. Neutralizing chemicals such as chloramine solutions
or neutral absorbing powders, such as Fuller's earth, may be available. No clinical
effects at all are observed for a 2 to 24 hour latent period. When the contaminating
incident is not noticed, timely decontamination is infeasible. Progressive ocular
irritation with tearing, photophobia, and blepharospasm are noticed first, followed
by a dusky skin erythema, productive cough, and hoarseness. Extensive skin blis-
tering, hyperpigmentation, and scarring may follow with delayed healing over
many weeks. Skin injuries are more severe in humid and hot climatic conditions.

This agent is a potent cause of chronic disability. The ocular and pulmonary
complications are particularly serious and severely poisoned individuals may de-
velop pulmonary edema and chemical pneumonia that can lead to chronic, fibrotic,
bronchiectatic lung disease [23]. Respiratory involvement is indicated by a persis-
tent nonproductive cough, shortness of breath, and horseness. Scarred, vascular-
ized corneas and severe dry eyes can be a long-term consequence causing blind-
ness in severely affected individuals. An ill-understood syndrome of chronic ocu-
lar surface inflammation many years after the attack may occur.

Alimentary absorption causes severe, acute gastrointestinal damage with
nausea and vomiting and massive fluid losses. Fluid losses from these chemical
burns are relatively small unlike those experienced in thermal injuries and fluid
overload should be avoided. A prolonged leucopenia and pancytopenia is rela-
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tively common in severe poisoning and is a factor in the development of compli-
cating life-threatening infective complications. It requires therapy with granulo-
cyte, platelet, and blood transfusions. Two to three percent of military victims die
because of severe pulmonary disease, death generally occurring a week or two
after the attack.

The most important affect of these agents is their considerable long-term
morbidity. There is no therapy for mustard poisoning other than decontamination
and supportive measures that include wound dressings, with regimens similar to
third-degree thermal burn care, and pulmonary management with antibiotics,
bronchodilators, intubation, and assisted ventilation. Ocular lubricating ointments
and limited topical corticosteroid therapy, sometimes assisted with tectonic sur-
gery and late corneal grafting, are used to help ameliorate the eye damage. Plastic
surgery may be required for late cicatricial skin changes.

Lewisite and phosgene oxime cause similar lesions to the mustard agents.
However, both cause immediate ocular and skin pain and respiratory symptoms on
contact with vapor, so that detection and immediate decontamination are much
more likely. They produce a similar clinical picture to mustard agents. Eye lesions
may be particularly serious. British Anti-Lewisite (BAL: dimercaprol) is an anti-
dote of moderate effectivity in early poisoning by these agents. BAL treatment
consists of 3mg/kg dosage 4-hourly for 2 days, then 2mg/kg 12-hourly for the next
10 days, varied with body size and disease severity. BAL can also be applied to
the eyes and skin if preparations are available. Neither agent damages lymphoid
tissues.

Blood Agents (Cyanides)

Hydrogen cyanide and cyanogen chloride are volatile liquids that cause
death by interfering with metal-containing enzymes, notably the cytochrome oxi-
dases involved in tissue respiration and energy generation. The most likely route
of poisoning is by inhalation. Liquid and aerosols also penetrate skin readily and
induce irritation, and is also absorbed from the gut.

Non-specific findings, such as headache, weakness, restlessness and a feel-
ing of throat constriction characterize sublethal exposures. A high venous pO2

relative to arterial pO2 should raise clinical suspicion of the diagnosis, as tissues
are unable to utilize oxygen. As severe poisoning develops, there is a brief period
of rasping hyperventilation, rapidly followed by convulsions, respiratory failure,
apnea, and cardiac arrythmias, and death. Cyanosis is notably absent. Hyperbaric
oxygen therapy can be used, if available. Promptness of diagnosis of symptomatic
individuals and intervention are critical. Victims who remain asymptomatic sev-
eral minutes after removal from known cyanide vapor require no oxygen or anti-
dotes. Decontamination of clothing and equipment is unnecessary because of the
high volatility of these agents, whose vapor is lighter than air.

Supplementary oxygen at high dosage is given. The detoxification of cya-
nide [25, 26] can be enhanced by intravenous 25% sodium thiosulfate that con-
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verts cyanide to thiocyanate. A temporary sequestration of cyanide can be
achieved by using the high binding affinity of ferric ions in methemoglobin to
bind to cyanide: intravenous 3% sodium nitrate or dimethylaminophenol (DMAP)
are used to temporarily produce methemoglobinemia. Intravenous hydroxy-
cobalamin (vitamin B12) can also be used to bind cyanide and is then excreted in
the urine.

The effects of cyanogen chloride are similar and its systemic toxicity is due
to its conversion to hydrogen cyanide in the body. Cyanogen chloride is particu-
larly irritating to the eyes. These agents are highly volatile and lethal concentra-
tions are difficult to achieve unless released into a confined space.

Choking Agents (Lung Irritants)

Chlorine, phosgene, chloropicrin, and perfluoroisobutylene (a pyrolysis
product of Teflon 7) are volatile liquids that cause damage at different levels
within the lung. Chlorine principally damages the upper respiratory tract, trachea,
and larger bronchi, chloropicrin tends to affect the medium and small bronchi, and
phosgene acts directly on the alveolar-capillary membrane barriers in the lung.
Exposure to all these agents can lead to acute pulmonary edema, and common
secondary infection. Shortness of breath and a persistent productive cough begin
within 4 to 24 hours of exposure; exertion will worsen toxicity. The ocular and
skin surfaces are irritated at concentrations as low as 3 parts per million. After the
initial symptomatic period, there may be a variable period in which the symptoms
improve or disappear, before the development of pulmonary edema, hypoxia, and
hypercarbia. Chest X-rays may show diffuse infiltration of the lung fields. Death
may occur from pulmonary failure or from laryngeal spasm. Long exposures to
low levels mainly cause pulmonary edema. Effects of exposure may be delayed,
and asymptomatic individuals need to be observed for the development of pulmo-
nary edema over 48 hours.

Decontamination is urgent. There is no antidote and management is suppor-
tive with oxygen, bronchodilators, oral corticosteroid, and sometimes with intuba-
tion and pulmonary ventilation. In most victims, the clinical signs of pulmonary
edema, abnormal blood gases, and reduced measures of lung permeability settle
within a week. However, chronic lung damage may be a consequence of severe
poisoning. Shortness of breath, asthma, and reduced physical activity may persist
in some for the remainder of their lives.

Phosgene release is seen commonly in building fires as a product of the py-
rolysis of chlorinated plastics used in construction materials and furnishings [6].
Chloropicrin is a powerful irritant to the skin and eyes and can result in permanent
scarring, especially on contact. Persistent nausea, vomiting, colic, and diarrhea
may occur with heavy poisoning.
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Psychotomimetic Agents

Chemicals that induce incapacitating mental changes similar to psychotic
episodes, which are relatively transitory, and disable decision-making might have
value to a terrorist organization. BZ produces a condition similar to atropine poi-
soning with dry mouth, bounding palpitations, large mydriatic pupils, impaired
near vision, confusion, hallucinations, and coma. Phencyclidine causes disturbed
body awareness and vivid dreams. LSD is markedly hallucinogenic. Aerosol in-
halation is the most likely route of exposure.

Toxin Agents

By convention, toxins are considered biologically-produced substances and
their control is incorporated in the Biological and Toxic Weapon Convention
(BWTC), even if synthetic. A few toxins are the most poisonous substances
known and in behavior resemble hazardous chemicals. The most important differ-
ences are the poor volatility and lack of skin penetration [27]. Toxins are generally
more difficult to produce in large quantities than CW and many are unstable in
aerosols. Botulinum toxin is the most poisonous substance known and can be
weaponized as an aerosol. It is 1,500 more toxic than VX agent and causes death
through paralysis of the respiratory muscles; mechanical ventilation may be re-
quired for many weeks or months. Emergency botulinum antiserum and therapy
with the diaminopyridines may be helpful

Other toxins of interest include saxitoxin (paralysis), ricin (cardiac failure),
staphylococcal enterotoxin (gastrointestinal and systemic effects), and certain
snake venom toxins. There are presently few specific therapeutic interventions for
toxin effects. The many classes of toxins and differing mechanisms of action
would make identification and management of toxin exposures problematic. The
trichothecane mycotoxins and microcystin are unusual in being dermally active.
Rifampin protects against microcystin-induced liver damage in animals.

The poor volatility of most toxins means that they would pose neither sig-
nificant environmental threat nor persist on skin or clothing, making protective
clothing and elaborate decontamination less important. They are also more readily
removed from the air by air-conditioning systems. Another difference is that many
toxins are immunogenic and potentially neutralizable by appropriate vaccines; this
is more applicable to prophylactic military protection. Toxin detection generally
requires very sensitive assays as the most potent agents would need to be present
in only very small amounts.

There are valuable treatises [5, 7, 28, 29] on the features and management of
chemical weapon poisoning which should be consulted whenever a thorough
treatment of the subject is desired. A summary of major CW agents and toxins is
given in Table 18.2.



Table 1 8.2 Some potential chemical terrorism agents and syndromes (including biological toxins).
W
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Agents Symptom Symptoms
Onset

Nerve Vapors: Moderate exposure:
agents seconds Diffuse muscle

Liquid: cramping, runny
minutes nose difficulty
to hours breathing, eye

pain, dimming of
vision, sweating.

High exposure:

The above plus
sudden loss of
consciousness,
flaccid paralysis,
seizures

Signs Clinical Diagnostic Decontamination
Tests

Pinpoint pupils Red blood cell or serum Rapid disrobing
(miosis) cholinesterase (whole „, . , ...Water wash with

Hyper- ° ' soap and sham-
salivation Treat for signs and poo

Diarrhea symptoms: lab tests
only for later confir-

Seizures mation

Collect urine for later
confirmation and
dose estimation

Exposure Route
and Treatment

(adult dosages)

Inhalation &
dermal absorp-
tion

Atropine (2 mg) iv
or im (titrate to
effect up to 6 to
15mg)

2-PAMCI 600 mg
injection or 1 .0 g
infusion over 20-
30 minutes.

Additional doses of
atropine and 2-
PAMCI de-
pending on se-
verity.

Diazepan or
lorazepam to
prevent seizures
if >4 mg atropine
given ventilation
support.

Differential
diagnostic

tions

Pesticide poi-
soning from
organophos-
phorous
agents and
carbamates
cause virtually
identical syn-
dromes
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Table 18.2 Continued.
Agents Symptom Symptoms

Onset

Cyanide Seconds to Moderate exposure:
minutes Dizziness, nausea,

headache, eye ir-
ritation

High exposure:

Loss of
consciousness

Blister 2-48 hours Burning, itching, or
agents red skin

Mucosal irritation
(prominent tear-
ing, and burning
and redness of
eyes)

Shortness of breath

Nausea and vomit-
ing

Signs

Moderate
exposure:
non-specific
findingd

High expo-
sure:

Convulsions,
cessation of
respiration

Skin erythema

Blistering

Upper airway
sloughing

Pulmonary
edema

Diffuse meta-
bolic failure

Clinical Diagnostic Decontamination
Tests

Cyanide (blood) or Clothing removal
thiocyanate (blood or
urine) levels in lab.

Treat for signs and
symptoms: lab tests
only for later confir-
mation

Often smell of garlic, Clothing removal
horseradish and L amQunts Qf

mustard on body wa{er

Oily droplets on skin
from ambient sources

No specific diagnostic
tests

Exposure Route
and Treatment

(adult dosages)

Inhalation & der-
mal absorption

Oxygen (face
mask)

Amyl nitrite

Sodium nitrite (300
mg iv) and so-
dium thiosulfate
(12.5giv)

Inhalation &
Dermal absorp-
tion

Thermal bum type
treatment

Supportive care for
Lewisite/Mustar
d mixture: Brit-
ish Anti-Lewisite
(BAL or Dimer-
caprol)

Differential
diagnostic
considera-
tions

Similar CNS
illness results
from: carbon
monoxide
//V(from gas or
diesel engine
exhaust fumes
in closed
spaces)

H2S (sewer,
waste, indus-
trial sources)

Diffuse skin
exposure with
irritants, such
as caustic, so-
dium hy-
droxide
(NaOH) from
trucking acci-
dents

3
<D

i

w
o>



Table 18.2 Continued.
Agents

Pulmo-
nary
agents
(phos-
gene)

Ricin
(castor
bean
toxin)

Symptom Symptoms
Onset

1 -24 hours Shortness of breath
(rarely Chest tightness
up to 72
hours) Wheezing

Mucosal and dermal
irritation and red-
ness

1 8-24 Ingestion: nausea,
hours diarrhea, vomit-

ing, fever, ab-
dominal pain

Inhulution: chest
tightness, cough-
ing, weakness,
nausea, fever

Signs

Pulmonary
edema with
some mu-
cosal irrita-
tion (more
water solu-
bility =
more mu-
cosal irrita-
tion)

Clusters of
acute lung or
GI injury:
circulatory
collapse and
shock

Clinical Diagnostic Decontamination
Tests

No tests available but None usually
source assessment needed
may help identify ex-
posure characteristics
(majority of trucking
incidents generating
exposures to humans
have labels on vehi-
cle)

ELISA (from commer- Clothing removal
cial laboratories) us- Waterrinse
ing respiratory secre-
tions serum and di-
rect tissue

Exposure Route
and Treatment

(adult dosages)

Inhalation

Supportive care

Specific treatment
depends on
agents

Inhalation &
Ingestion

Supportive care for
ingestion: char-
coal lavage.

Differential
diagnostic
considera-
tions

Inhalation expo-
sures are the
single most
common form
of industrial
agent expo-
sure (e.g. HC1,
C12, NH3)

Mucosal irrita-
tion, airways
reactions, and
deep lung ef-
fects depend
on the specific
agent espe-
cially water
solubility

Tularemia,
plague, and Q
fever may
cause similar
syndromes, as
many CW
agents such as
Staphylococ-
cal entero-
toxin B and
phosgene
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Table 18.2 Continued.
Agents Symptom Symptoms

Onset

T-2 myco 2-4 hours Dermal & mucosal
toxins irritation, blister-

ing and necrosis

Blurred vision, eye
irritation

Nausea, vomiting
and diarrhea

Ataxia

Coughing and dysp-
nea

Signs

Mucosal
erythema
and hemor-
rhage

Red skin,
blistering

Tearing, sali-
vation

Pulmonary
edema

Seizures and
coma

Clinical Diagnostic
Tests

ELISA from commer-
cial laboratories

Gas chromatogra-
phy/Mass spectros-
copy in specialized
laboratories

Decontamination Exposure Route
and Treatment

(adult dosages)

Clothing removal Inhalation &

Water rinse dermal contact

Supportive care

For ingestion:
charcoal lavage

Possibly high dose
steriods

0

Differential o
diagnostic O
considera-
tions

Pulmonary
toxins (O3,
NOx, phos-
gene, NH3)
may cause
similar syn-
dromes
though with
less mucosal
irritation

Source: Office of Public Health and Environmental Hazards and Department of Veterans Affairs.

w
o>
w



364 Toxicity, Management and Mitigation

LONG-TERM CONSEQUENCES OF CW EXPOSURE

Long-term sequelae may be caused by several CW agents. Cerebral anoxia
and brain damage can result from nerve agents, cyanides, and botulinum toxin.
Nerve agent poisoning can be followed by prolonged muscular weakness and
mental disturbances. Chronic pulmonary fibrosis, bronchiectasis, emphysema, or
asthma can be produced by vapor and aerosol attack with vesicating and choking
agents. The destruction of the ocular surface by vesicants can lead to permanent
blindness from comeal scarring, dry eyes, and chronic irritation. Plastic surgery
may be necessary to ameliorate the cicatricial complications of skin damage. Vesi-
cant lung damage may also be followed by an increased risk of lung cancer. Psy-
chiatric and emotional consequences of chemical attack may be severe. The long-
term consequences of poisoning with these highly toxic agents are often poorly
appreciated [30]; many individuals are, in addition, left with chronic ill-health with
reduced exercise tolerance, recurrent infections, hepatic, renal, neurologic, psychi-
atric, and hematotoxic conditions, and an ill-understood premature aging.

MEDICAL FORENSIC SAMPLES

The first 30 samples from the most contaminated or exposed individuals should
rapidly be forwarded to the Centers for Disease Control and Prevention in Atlanta.
Samples should have unique but no personal identifiers. The following specimens
are requested: (1) 20 ml+ urine samples in screw capped plastic containers; (2)
blood serum in two 10 ml containers without anticoagulant (US color-code red
top); (3) whole blood in one 5 or 7ml Na oxalate/NaF anticoagulated tube (US
color-code grey top) or one 5 or 7ml heparinized tube (US color-code green top);
and (4) and an empty tube to check as a blank. Chain of evidence documentation
must be maintained. Specimens should be shipped refrigerated using Acool-packs
and not on dry ice [31]. It is recommended that the state laboratories leave investi-
gation of chemical CW releases to federal laboratories. Environmental sampling is
conducted by the EPA and FBI.

SYNDROMIC MEDICAL MANAGEMENT

In view of the potential multiplicity of agents that could be involved in a ter-
rorist attack or accidental chemical release, the specific agent may not be known
during the initial phases of patient management. The forensic identification of
agents will not be available to aid medical decision-making. The emergency man-
agement of chemical injuries may depend upon syndromic identification and the
general application of supportive therapies and use of specific therapeutics as a
matter of judgement. Table 18.3 illustrates this approach.



Ormerod 365

LOGISTICS OF THE HEALTH SERVICES RESPONSE TO A CIVILIAN
CHEMICAL ATTACK

In the event of most conceivable CW attacks on the homeland, the local and
regional capabilities will be decisive in determining the outcome. It is unlikely that

a chemical attack could be mounted in the US by a non-statal terrorist group that
would lead to more than a few hundred casualties, and might be anticipated to be a
much lesser event. Indoor CW attacks in particular need to be incorporated into
planning.

Table 18.3 Emergency medical conditions and therapeutic needs associated with
chemical exposures.

Syndrome and Causative Agents Medical Therapeutic Needs

Burns and Trauma

Corrosives, vesicants, explosives,

oxidants, incendiaries, radiologicals

Intravenous fluids and supplies

Analgesics

Pulmonary care

Bandages, splints, and skin care

Respiratory Failure

Corrosives, CW, explosives, oxidants,

incendiaries, asphyxiants, irritants,

Pharmaceuticals, metals

Pulmonary care

Ventilators and supplies

Antidotes - if available

Tranquillizers

Cardiovascular Shock

CW, pesticides, asphyxiants,

Pharmaceuticals

Intravenous fluids and supplies

Cardiovascular care

Antidotes - if available

Neurological Toxicity

CW, pesticides, radiologicals

Pharmaceuticals

Antidotes - if available

Source: CDC The Public Health Response to Biological and Chemical Terrorism. Interim
Planning Guidance for State Public Health Officials, 2001 [27].
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An incremental modular system has to be created that provides surge ca-
pacities of several magnitudes for the management of contaminated casualties.
Considerable creative planning is being undertaken in the name of homeland de-
fense to provide a system for biological, nuclear, radiological, and chemical ter-
rorist attack on US civilians with 'weapons of mass destruction.1 Chemical terror-
ism is unlikely however to create a threat of this magnitude. Local HAZMAT
search and rescue capabilities are well developed in many parts of the US, and
there is therefore cumulative experience in the management of accidental chemical
releases. Unlike other types of asymmetric terrorism, considerable chemical re-
sponse infrastructure and professional knowledge is already in existence. Prepar-
edness becomes essentially a matter of degree.

Surge capacities are enhanced by collaborative protocols between local and
regional health care organizations and by utilizing support from the state public
health system. Federal agencies can provide emergency logistic support through
the National Response Plan (Chapter 25), under the crisis management of the FBI
and the consequence management of FEMA. Much of the federal effort in bol-
stering terrorism defense has been in the provision of training programs, and in the
development of state and local infrastructure (see Chapter 26) [31-32].

One lesson to be imbued in local law enforcement is that the requirements
for crime scene investigation must take second place to the rescue and resuscita-
tion of persons exposed to these highly toxic chemicals. Normal criminal proce-
dures and perhaps civil rights may require modification in high-level chemical
incidents.

With the first appreciation of a potential chemical event involving numerous
casualties, local and regional emergency planning agreements will put all emer-
gency hospitals on alert that are within access by road or medivac helicopter. Re-
gional consortial relationships between health centers will be activated to source
needed materiel. Patients will be received at local hospitals from the on-site triage
center, after preliminary resuscitation and attempted medical stabilization, and
often after extensive decontamination. Disaster plans and their chemical emer-
gency annexes will be activated at each health care facility.

The Crisis Management Team (CMT) at each hospital will be activated to
function as the institutional command and control center. This is nowadays likely
to be accommodated in a formal well-equipped communications facility ideally
located away from major operational aspects of the response site. The average size
of a CMT is between 5 and 10 with each member responsible for a particular as-
pect of the operation, such as command, logistics, operations, legal, information,
public relations, safety and security, and finance [34]. Only departmental heads
will report to the CMT. The hospital responses will be coordinated with the On-
site Incident Command Center.

Bed and intensive care availabilities are collated as the magnitude of the
emergency is assessed. The immediate establishment of tight hospital security is a
critical element if hospital and staff contamination is to be prevented. Early deci-
sions to transfer in-patients to other facilities may be necessary. The hospital chief
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pharmacist must be informed of developments to optimize his/her ability to mobi-
lize supplies of the requisite Pharmaceuticals and supplies. With some CW agents,
there may be considerable surge-demand for emergency respiratory ventilation
and intensive care facilities. Consideration may be given to seeking additional
ventilatory equipment and supplies through the National Pharmaceutical Stockpile
(NFS) which will be delivered within 12 hours from their approval.

The hospital decontamination facilities will need to be greatly enhanced and
the engineering and maintenance staff may be required to erect temporary struc-
tures and facilities. Triage and patient observation areas may also need to be pro-
vided. Contaminated, intermediate, and clean areas must be established with obvi-
ous boundary markers, and the sanctity of each area enforced by security officers
in PPD. Efficient medical record keeping is required, modified by the demands of
the situation. A cadre of officials should be delegated to maintain chain of security
and documentation of anything that could be considered evidentiary, including the
possessions of victims and of medical specimens. Additional mortuary facilities
may be required, as well as provision for the decontamination of the deceased.
From the outset, information provided to the public and press must be timely, pro-
fessional, comprehensive, and honest.

The regional Metropolitan Medical Response System (MMRS) and the Na-
tional Disaster Medical System (NDMS) will be activated by the FEMA National
Emergency Coordinating Center (NECC) and by the Department of Health and
Human Services Emergency Operations Center (DHHS EOC) so as to mobilize
regional assets into the emergency response. A Disaster Medical Assistance Team
(DMAT) may be available from the MMRS for immediate engagement at the in-
cident site. A specialist Chemical DMAT may also be available. The Veterans
Administration may be able to deploy an Emergency Medical Response Team
(EMRT). The proximity of these assets to the incident site will determine whether
they might play a role in the emergency phase of the response or contribute to the
mitigation phase. Local National Guard units could by activated by the state gov-
ernor under title 32 to help with the many logistic tasks that occur during a sub-
stantial chemical emergency. As the first responders, the local and state emer-
gency response leadership will set up an emergency operating center to coordinate
the HAZMAT search and rescue phase. The FBI will be involved as soon as pos-
sible and will ultimately assume the leadership role of the crisis management.

The resources and assets mobilized will depend upon the magnitude and
nature of the chemical release, in consultation with the state and FEMA authori-
ties. Small events can be managed in a manner similar to a conventional HAZ-
MAT event, with the addition of considerable FBI and law enforcement activity.
Mass casualties will necessitate a full mobilization of the Federal Response Plan
following a declaration of emergency by the US President under Emergency Sup-
port Function (ESF) #8, in which the DHHS is the lead agency. These procedures
are discussed in detail in Chapter 26.

There are a number of federal specialist chemical response teams that also
might play a role in a CW civilian attack [35]. It is only in the case of predeploy-
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ment at an event such as the Olympic Games or national election that federal as-
sets might influence the outcome of rescue operations. Military chemical response
establishments are operated by the Marine Corps, Army (Technical Escort Unit:
TEU), Air Force (BEEF Unit), Army Reserve Chemical Companies, National
Guard Chemical Units, and Coast Guard Units. Military assets are obtained by
state request under the National Response Plan to the Department of Defense Joint
Task Force-Civil Support Unit (JTF-CS). The EPA possesses emergency con-
tamination clean-up teams that may be useful if there is a markedly contaminated
environment.

A major CW attack will generate considerable logistical and personnel
problems if operations are to continue at high intensity throughout the medical
emergency. But there will be other requirements, such as to maintain essential
services and to ameliorate the many consequences of chemical warfare within a
community. The greatest need will often be for trained personnel with all kinds of
skills and the flexibility to take on almost anything. The contaminated area will
have to be cordoned off and guarded until the environmental decontamination is
completed. There may be considerable need for temporary housing and support
structures should a residential area be involved.

The general public must be involved before, during, and following any CW
attack. There are considerable misconceptions about the nature of chemicals and
the about the alleged vulnerability to foreign terrorist attack in the local high street.
If people are educated, as a policy matter, about how the public should respond to
accidental releases of hazardous materials from, say, a neighborhood chemical
plant, and are then taken as full partners into the confidence of local and national
leadership should convincing CW terrorism threats arise, the resolution of the
American people will be a crucial strength if the civilian population is ever tar-
geted.
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Chemical Weapon Delivery, Sensors
and Detection Systems

Mark A. Prelas and Tushar K. Ghosh
University of Missouri, Columbia, Missouri

INTRODUCTION

Methods of delivery for chemical weapons have been under development
since World War I. The science and technology of dispersion and dissipation of
chemical agents range from the sophistication of weapons of war to the simple for
the purpose of terrorism. This chapter discusses how chemical agents are dispersed
and dissipated. In addition, this chapter covers the topic of trace chemical sensors.
Such sensors are available and can detect chemical vapors in the sub-parts-per-
billion range or in the sub-picogram range. The capability of trace chemical sen-
sors provides a valuable counter terrorism tool.

DELIVERY SYSTEMS

As discussed in chapter 6, the key to effective use of either biological agents
or chemical agents is the dispersion and dissipation of the agent. The routes for
exposure to chemical agents are:

• Inhalation from vapor
• Skin contact from vapor or liquid
• Ingestion from liquid

During World War I, chemicals such as chlorine, mustard gas and phosgene
were released in vapor form. More sophisticated weaponization techniques deliver
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the agent in a fine mist or spray. Many countries have weaponized chemical
agents. For example, the United States began developing chemical munitions in
1950. A wide variety of projectiles, mines, bombs and sprayers were developed.

Projectiles were developed for direct use of GB or VX. The agent was
placed in a shell along with a fuse and a bursting charge. A simplified shell is
shown in Figure 19.1.

Figure 19.1 Simplified diagram of a shell.

Examples of shells include a 4.2 inch mortar shell (e.g., M2A1), 105 mm,
155 mm and 203 mm Howitzer projectiles (e.g., M360 GB, M121A1 GB or VX
and M426 GB or VX). Binary shells were also developed in which the mixture of
two relatively benign chemicals formed GB or VX. These binary shells include the
155 mm M687 GB-2 projectile and the 203 mm XM736 VX-2 projectile.

A number of munitions were developed for air delivery including bombs
and spray tanks. The bombs include the Ml34 GB cluster, the 750 pound MCI,
the 500 pound MK116, and the BLU 80/B binary VX.

Spray tanks were also developed for air delivery including the Aero 14B and
a TMU 28B cruise missile with spray tank The Aero 14B was very much like a
spray tank used in crop dusters.

Chemical agents were also used in missiles. Examples of these include the
Little John (M206), the Honest John (M79), the improved Honest John (Ml90)
and the Sergeant (M212). A warhead is more complex than a shell in that it is
filled with submunitons or bomblets such as the Ml39. The submunitions have a
similar design as a shell in that there is a fuse, a burster and an agent. The submu-
nitons are designed to take disperse flight paths so as to cover the maximum area
when they burst. Figure 19.2 shows an Honest John missile. An illustration of the
warhead is shown in Figure 19.3.

Small-Scale Delivery

Munitions are a very effective means of delivering a lethal dose of agent
over a large area because they were designed for military use. However, munitions
are not the only means of delivery. Chemical agents can be delivered on a small-
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Figure 19.2 An Honest John Missile with launcher.

Figure 19.3 Illustration of a warhead filled with submunitions or bomblets.

scale by potential terrorists. On March 20, 1995 the doomsday cult Aum Shinrikyo
attacked the subway in Tokyo with sarin (1,2). A man in a surgical mask sat down
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in the eighth car of the B71 IT train on Tokyo's Hibiya line. He pierced a plastic
bag containing sarin and left it on the floor and a liquid puddle formed. Soon af-
terwards passengers around the puddle took ill. All in all, five such bags were
placed in subway cars simultaneously and the attack resulted in 12 deaths and
5000 injuries. Had the sarin been delivered more effectively, there is no telling
how high the death total would have been.

In order to effectively deliver the agent, it must be aerosolized. Aerosoliza-
tion can be achieved in many ways. For example, a simple garden sprayer is very
effective in aerosolizing chemicals. Sprayers have been designed for crop dusters
so as to allow the maximum coverage of an area with a chemical.

CHEMICAL DETECTION

Detection of chemical agents is important. One of the worst scenarios is to
identify an attack with chemical agents by observation: 1) visible cloud drifts to-
wards the observer, 2) people fall ill and show symptoms of poisoning, and 3)
observations are made of dead animals. Trace chemical sensors are a preferable
means of detection. The wide deployment of trace chemical sensors is still years
away, but great strides in trace chemical detection technology are being made.
When these technologies come to fruition, it may be feasible to set up early warn-
ing networks in strategic areas or to identify an agent or its precursors prior to re-
lease in order to foil potential attacks.

Detection of chemical agents is needed to address the following basic ques-
tions:

• Is there an agent present?

• What is the agent?

• Is a mask required?
• Is body protection necessary?
• Should normal behavior should be modified in any special way?
• Will the emergency response equipment require decontamination?

Detection is needed for different purposes. Ideally, a chemical detector
should serve multiple purposes. One purpose is for an alarm system. Such an sys-
tem would continuously monitor the environment with a sensor array for the pres-
ence of chemical agents. Such sensor arrays could serve as an advanced warning
system for attack with chemical agents provided that it is easy to use, requires
minimal personnel training and is capable of triggering an alarm if a defined
minimal level of chemical agent is detected. It is also important that the sensor
indicate when the contaminated area is safe since it is very difficult to work in
protective clothing and it is desirable to minimize personnel time in the clothing.
The sensor should be useful in the verification and identification of agents. Deci-
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sions on how to respond to a chemical attack require that you know the type of
agent and its concentration. Different types of detection require different types of
equipment and methods. (For example, is the gas concentration in the air at a dan-
gerous level, is the soil or equipment contaminated with liquid agent, is it danger-
ous to handle?) Sensors for mapping of the ground contamination would be valu-
able in order to indicate the bounds of the contamination. Unfortunately, the state
of the art technology does not meet all of the requirements of an ideal chemical
detector. Technologies which exist or are being developed show great promise in
achieving the goals of an ideal detections system. Current systems include detec-
tion (enzyme) tickets and detection tubes which can be used for nerve agents and
mustard agent under field conditions. A manual suction pump is used to draw air
through the detection tube or against the ticket. There is a development process to
determine the agent.

Detection (enzyme) tickets consist of two parts, one with enzyme-
impregnated paper and the other with substrate-impregnated paper. When the
package is broken and the enzyme paper wetted, the substrate part is exposed to
the agent by means of a pump. The two parts are put together. If the enzyme part
of the ticket has turned a light blue color, the nerve agent is present in the air. The
detection limit is about 0.02-0-05 mg/m3. The active enzyme, some form of choli-
nesterase is used, which changes to a blue color in the presence of nerve agents:

2,6-dichloroindophenylacetate (red) + cholinesterase produces 2,6-
dichloroindophenol (blue)

The detection tube for mustard agent is a glass tube containing silica gel im-
pregnated with a substrate (DB-3). Sample air is sucked through the tube using a
special pump. Using heat, a reaction occurs between the mustard agent and sub-
strate. A developer is then added. If the silica gel in the tube turns blue, then the
sample contains mustard agent.

Substrate Reaction with Mustard:

C1(CH2)2S(CH2)2C1 (mustard agent) + pyridine-CH2-p-phenylidene-NO2 (4-(4-
nitrobenzyl)pyridine, colorless)

reacts at 110 °C in the presence of NaOH to provide

Cl(CH2)2S(CH2)2N=CH-pyridine-N02(l-[l-[2-(2-chloroethylthio)etyl]-l,4-
dihydro-4-pyridylidenmethyl]-4-nitrobenzene, blue)

In mapping of ground contamination it is necessary to map which parts of an
area are contaminated with CW agents in liquid form. In this case, detection paper
has been the method of choice. Detection paper (e.g., M9 and M8 chemical agent
detector papers) is based on certain dyes being soluble in CW agents. Two dyes
and one pH indicator are used, which are mixed with cellulose fibers in a paper
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without coloring. The chemical agent is absorbed by the paper, and it dissolves
one of the pigments. Mustard agent dissolves a red dye and nerve agent a yellow.
In addition, VX causes the indicator to turn to blue which, together with the yel-
low, will become green/green-black. There is a disadvantage in that many other
substances can also dissolve the pigments. Consequently, detection paper should
not be located in places where drops of solvent, fat, oil or fuel can fall on them.
Drops of water give no reaction. A droplet of 0.5 mm diameter creates a spot sized
about 3 mm on the paper. This size droplet corresponds to a ground contamination
of about 0.5 g/m2. The detection limit in favorable cases is 0.005 g/m2.

Trends in detectors are very promising and are fully discussed the next sec-
tion. Some of the important developments are:

• Ion mobility detector IMS (Ion Mobility Spectroscopy), the Chemical
Agent Monitor (CAM), (e.g., the Finnish M86 and the more recent
M90).

• Flame photometry FPD (Flame Photometric Detector—uses a hydro-
gen flame burns the sample of air, the color of the flame is exam-
ined by a photometer. The presence of phosphorus and sulfur can
be seen).

• French monitor AP2C and Israeli combined detector and monitor
CHASE.

• Enzymes are being developed in the United Kingdom, Netherlands
and former Soviet Union.

• Optical methods (IR) being developed in the US and France.
• Biologically active molecules as sensors-same mechanisms that influ-

ence the human body when exposed to poisoning. A simple type of
biosensor is the enzyme ticket.

TECHNIQUES FOR CHEMICAL VAPOR DETECTION

It is important to note that technology is available for the detection of trace
chemicals. A number of technologies are being used in the field, are well along in
development or potentially could be developed. These methods can be used solely
for explosives or for a variety of chemical agents. Here a number of methods for
detecting chemical vapors are discussed along with their potential uses.

These methods are divisible into several categories each with strengths and
weaknesses. A discussion of each category of trace chemical detector is described.
One should pay attention to the detection time, sensitivity, portability, cost, data
gathering and ability to differentiate different chemical agents. A definition of
each of these categories is given below:



Prelas and Ghosh 379

• The detection time is defined as the time that it takes the detector to
respond to the presence of vapors from a chemical agent and/or a
high explosive.

• The sensitivity of the detector is defined as the minimum amount of
chemical vapor and/or high explosive material that the detector will
respond to. This may be defined in parts per billion in air or in
nanograms. Some sensors respond in real time to the vapor being
flowed through its active region. In this case parts per billion in air
is a direct correlation of the sensor's ability to distinguish vapors in
air. Some sensors can accumulate molecules on a detector surface
over a long sampling time. In this case the use of nanograms pro-
vides the most accurate information on sensitivity.

• The portability of the detector system is comprised of the size, volume
and mass of the system.

• The cost of the detector system is the combination of purchase price,
operational costs, and maintenance costs of the system.

• Data_gathering is the ability to detect multiple chemical agents with a
single sensor system.

• Differentiation is defined as the ability of the detector to differentiate
between chemical agents

• Field_deployed indicates if the unit has been deployed in the field and
field-tested.

• Suitability indicates the technology's potential for use in the field as a
general chemical sensor.

Canine

Canine explosive detection is a unique category. Trained dogs have been
used in the field successfully for a very long time. Dogs are able to detect small
amounts of drugs or of explosive material and are able to distinguish types of ex-
plosive if properly trained. No chemical sensor has been able to match a "dog's
nose" for sensitivity. For example, dogs are a key component for the South Afri-
can Mechem Explosive and Drug Detection System (MEDDS) [3,4]. In the
MEDDS, a chemical concentrator system is used to collect vapors and this col-
lected material is passed by the dog's nose. Dogs should be able to detect other
types of chemical agents or their precursors if properly trained.

There are problems however; dogs are only able to work for about two hours
at a time And not always able to perform at peak condition. In addition, dogs have
a 95% success rate.

Analysis of Canine

Dogs have been field deployed. They do not appear to be a practical alterna-
tive for a portable field unit. The portability of the canine is of concern. A working
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period of 2 hours per canine requires that a large pool of canines must be available
for continuous monitoring. Additionally, each animal is unique; thus the operation
and result from animal to animal would be slightly different. Finally, a success rate
of 95% is good.

• Detection Time: seconds
• Sensitivity: Excellent (better than man-made chemical detectors)
• Portability: Poor
• Cost: moderate
• Data Gathering: low
• Differentiation: potentially excellent depending on training
• Field Deployed: yes

DIFFUSION METHODS

Gas Chromatograph (GC)

A Gas Chromatograph (GC) uses a column of material(s) in which gases of
different mass diffuse at different rates, which is the mechanism for differentia-
tion. Lighter gases will have a higher rate of diffusion than a heavy gas. Thus the
time it takes gas molecules to move through the column is directly related to the
mass of the gas molecule. The time it takes from the sample introduction into the
column to its exit from the column is the parameter used to distinguish between
gas molecules. Gas chromatographs are typically combined with other sensor
technology.

Analysis ofGC

As a stand-alone unit, a GC has been field deployed. It has very little utility
in field use. However, combined with other sensors, as will be described, it is a
very useful technology.

• Detection Time: 10-15 seconds
• Sensitivity: Good to Excellent (depending on sensor technology)
• Portability: Excellent
• Cost: Low
• Data Gathering: High
• Differentiation: Excellent
• Field Deployed: Yes
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IONIZATION-BASED SENSORS

lonization-based sensors use either an electrical field or a source of electrons
to ionize the gas sample. A number of ionization-based sensors are described.

Electron Capture Detector (ECD)

A tritium or Ni63 radioisotope beta emitter is placed opposite a positively
based electron collector (as shown in Figure 19.4). Helium or argon gas flows
between the radioisotope and collector plate. Interactions between helium and
argon with energetic electrons are well understood. The electron current collected
by the plate comes into equilibrium with its environment. If a vapor of a molecule
that can form a negative ion by electron capture is introduced into the gas flow, the
electron current from the collector plate is reduced. This reduction in current is
related to the molecule. The electron capture rate is proportional to the density of
the molecule.

The device is primarily used for explosives but is not able to distinguish
between explosives. Also, any molecule that has a high electron capture cross sec-
tion such as oxygen, carbon halides, carbon dioxide, carbon monoxide, halides,
etc. will cause a false trigger.

Figure 19.4 Diagram of Electron-Capture Detector (ECD).
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Analysis of BCD

The stand alone BCD has been field deployed. It is not very useful for field
use.

• Detection Time: sub second
• Sensitivity: Good (1 part per billion)
• Portability: Excellent
• Cost: Low
• Data Gathering: Low
• Differentiation: None
• Field Deployed: Yes

If the BCD is placed on top of a GC, then the combined instrument does
have the capability of differentiating explosive materials. (Figure 19.5). In this
case, the collector current is measured as function of time. The time is matched to
the diffusion rate of the molecule in the GC column (Figure 19.6).

U
o

Figure 19.5 A GC combined with BCD.

Combined GC and BCD units are sold commercially like the Exdetex02
made by Jasmin Simtec Ltd.
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u

Figure 19.6 The current is measured as a function of time. The time delay At, is related
to the diffusion time of the molecule in the GC.

Analysis of ECD Combined with GC (ECD/GC)

The ECD combined with a GC has been field deployed. It is able to
differentiate explosives in about 18 seconds with a sensitivity of 1 part per billion.
The sensitivity may be adequate for TNT depending on the sealing method that is
used, but not for plastic explosives (e.g., RDX). A great deal of data can be
gathered with the combined ECD and GC.

• Detection Time: about 18 seconds
• Sensitivity: Good (1 part per billion)
• Portability: Excellent
• Cost: Low
• Data Gathering: High
• Differentiation: Excellent
• Field Deployed: Yes

Ion Mobility Spectrometry (IMS)

The principle of Ion Mobility Spectrometry (IMS) is that in an electric field
the drift velocity of an ion is mass dependent. The drift velocity, u, of an ion in an
electric field is proportional to the electric field with the ion mobility being the
proportionality constant.

u = uE Eq. 1

where, u is the drift velocity of the ion, u is the ion mobility and E is the electric
field vector. (A bold symbol represents a vector quantity.)
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Based on the length of time that it takes an ion to travel a fixed distance, the
ion mass can be determined. The IMS is constructed to first create ions with an
ionization source. The ions enter a region of known electric field through a grid
electrode and then drift towards an ion collector (See Figure 19.7).

A number of commercial units based on IMS are available. For example, the
Itemiser E and Exfinder 152 are both manufactured by AI Cambridge Ltd. An-
other unit, which is of Russian manufacture, is the MO2 portable high-sensitivity
explosives vapor detector produced by the Institute of Applied Physics.

Analysis of IMS

IMS technology has been field deployed. It is a viable technology for use in
the field. It is sensitive, can differentiate, portable and low cost. IMS can generate
a large amount of data on multiple chemicals. IMS is very adaptable.

• Detection Time: about 5-8 seconds
• Sensitivity: Good (sub-nanogram)
• Portability: Excellent
• Cost: Low
• Data Gathering: High
• Differentiation: Excellent
• Field Deployed: Yes

Ions driftir
to collector

Figure 19.7 Diagram of the Ion Mobility Spectrometer (IMS).

Field Ion Spectrometry (FIS)

FIS is similar to IMS. In FIS a transverse electric field (meaning
perpendicular to the path between the grid and the collector) with both an AC
(alternating current) and DC (direct current) component is added (see Figure 19.8).
Based upon the ion mass, the rate at which the ion moves transverse to the
collection path is dependent upon the mass of the ion. When the DC component of
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is dependent upon the mass of the ion. When the DC component of the transverse
field is varied, a spectrum of ion current is collected. The data collected will be a
curve in which DC voltage is plotted on the x-axis and the ion current on the y-
axis. The FIS data is manipulated mathematically and is converted to a plot of
mass versus DC voltage. In the IMS, time is plotted on the x-axis and ion current
on the y-axis. The IMS data is manipulated mathematically and is converted to a
plot of mass versus time. The advantage of the FIS is that the sample can be con-
tinuously introduced into the spectrometer while the IMS requires the grid field
and sample introduction to be timed with a pulsing mechanism.

Figure 19.8 Diagram of FIS. The collector path electric field is EI while the transverse
electric field is £2, which is made up of a DC component EO and a time-dependent compo-
nent E(t). The field EO is varied to obtain data.

Analysis of FIS

FIS has been field deployed. It is a viable technology for use in the field. It
is sensitive, and can differentiate, is portable and low cost. FIS can be used for
multiple chemical agents and thus can provide a large amount of data.

• Detection Time: about 2 seconds
• Sensitivity: Excellent (picogram)
• Portability: Excellent (size about 0.8 ft3)
• Cost: Low
• Data Gathering: High
• Differentiation: Excellent
• Field Deployed: Yes
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Mass Spectroscopy (MS)

Mass spectroscopy in general uses an ionization region followed by some
combination of electromagnetic fields to separate ion mass. Mass spectroscopy is
very sensitive, reliable and viable for use in the field. Many system configurations
are possible beyond those described here. A major consideration for a specific
mass spectroscopy configuration is its level of development. Some mass spectros-
copy configurations are well developed but are not suitable for field use. For ex-
ample a number of systems such as the time of flight mass spectrometer are not
portable.

Tandem Mass Spectrometer (TMS)

Oak Ridge National Laboratory is developing a Tandem Mass Spectrometer
(TMS). The TMS has a high efficiency ion source. The system is in the testing
phase but is not field deployable yet. This system is mentioned because of its high
sensitivity that may be of interest for future considerations.

Analysis of TMS

At this point TMS has not been field deployed. It is however a promising
technology.

• Detection Time: several minutes
• Sensitivity: Excellent (sub-picogram)
• Portability: Unknown
• Cost: Unknown
• Data Gathering: High
• Differentiation: Excellent
• Field Deployed: No

METHODS THAT DEPEND ON UV-IR PHOTONS

A number of chemical sensing methods depend on the absorption, scatter or
emission of Ultra Violet (UV) and Infra Red (IR).

Chemihiminescence (ChL)

When a chemical vapor of certain nitrogen-rich explosives is heated, the gas
NO is created. Using this principle, it is possible to build a Chemiluminescence
sensor. The sensor works by interacting the NO with a stream of ozone (O3) to
form NO2* (see Figure 19.9). The superscript "*" indicates an excited vibrational
state in NO2. This excited vibrational state in NO2* emits an IR sensitive photom-
ultiplier (PM) tube. The signal from the PM tube is directly proportional to the NO



Prelas and Ghosh 387

concentration. A density of the chemical vapor from the explosive sample can be
related to the amount of NO produced by heating.

< '-,

I I I
Chemical ^f
Vapor yi^ ^ NO/

IK photon*

Figure 19.9 A diagram of the chemiluminescence detector.

The chemiluminescence detector is not explosive-specific since most nitro-
gen-rich explosives will produce NO by this method.

Analysis of Chemiluminescence

As a stand-alone high explosive chemical vapor sensor, it is able to give a
positive or negative result. It is not able to distinguish between explosive materi-
als.

• Detection Time: 10 seconds
• Portability: Good
• Cost: Good
• Data Gathering: Low
• Differentiation: None
• Field Deployed: Yes

Combining a Chemiluminescence detector with a GC does provide a system
that can differentiate between explosives.

Analysis of Chemiluminescence Combined with GC

A ChL/GC detector has been field deployed for high explosives. A combined
Chemiluminescence with a GC is able to distinguish between explosive materials.
The sensor is not capable of being used to sense anything other than an explosive
because only chemical vapors from nitrogen-rich compounds can form NO. Thus



388 Delivery, Sensors, and Detection Systems

it has a low data-gathering potential. Chemical vapors from other agents are not
detectable.

• Detection Time: 18 seconds
• Sensitivity: Excellent (sub-picogram)
• Portability: Good
• Cost: Moderate
• Data Gathering: Moderate to High
• Differentiation: Excellent
• Field Deployed: Yes

Raman Scattering (RS)

"When a beam of light passes through a solid, liquid or gas a small part of
the scattered radiation has the wavelength shifted by a constant amount. The con-
stant change in wavelength or frequency is characteristic of the material which is
scattering the light, and corresponds to the frequency of vibration or the frequency
of rotation of the molecules of the material. This particular type of scattering is
Raman scattering [5]." Even though commercial chemical vapor sensors using
Raman scattering are not common, Raman scattering is nonetheless very powerful.
The system is relatively simple to construct (see Figure 19.10).

Figure 19.10 Illustration of a Raman scattering system.

Analysis of Raman Scattering

Raman scattering is an effective chemical sensing system that has not been
field deployed thus far in this application. It can be made portable, sensitive, and
can differentiate between chemical vapors. The question is how sensitive it will be
with chemical vapors from the scattering from specific agents. For example



Prelas and Ghosh 389

graphite scatters 50 times more light than diamond despite the fact that both mate-
rials are made of carbon.

• Detection Time: sub-second
• Sensitivity: Unknown (material-dependent)
• Portability: Good
• Cost: Moderate
• Data Gathering: High
• Differentiation: Excellent
• Field Deployed: No

Absorption Spectroscopy (AS)

Molecules will absorb light. The exact wavelengths and absorption cross
section are dependent upon the molecule's quantum structure. AS is a well known
technique. However, specific AS systems for the detection of vapors from chemi-
cal agents and explosives are not available. An AS system is relatively simple to
construct (Figure 19.11).

optics SpcclromcUT

Figure 19.11 A diagram of an absorption spectroscopy system.

Analysis of AS

AS is an effective chemical sensing system that has not been field deployed
for this application. It can be made portable, sensitive, and can differentiate be-
tween chemical vapors. The question is how sensitive it will be with chemical
vapors from specific agents. Various materials behave differently with AS. The
sensitivity is dependent upon the absorption cross section at various wavelengths,
the availability of optics at the absorption wavelengths, the availability of a spec-
trometer for the absorption wavelengths and the availability of a sensitive photon
detector at the absorption wavelengths.

• Detection Time: sub-second
• Sensitivity: Unknown (material-dependent)
• Portability: Good
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• Cost: Unknown (depending on frequency)
• Data Gathering: Low (frequency-specific)
• Differentiation: Excellent
• Field deployed: No

Optical Fiber Sensors (OFS)

Glass fibers with a thin chemically active coating on the sides or ends can
respond to the presence of a volatile organic compound [6]. A single frequency or
narrow band frequency light source enters the fiber. The chemically active mate-
rial containing fluorescent dyes immobilized in an organic polymer matrix is used.
The volatile organic compound reacts with the thin active coating and the light
source by altering the polarity of the dyes. This interaction shifts the fluorescent
spectrum (Figure 19.12).

Volatile Organic Compound

Bxcitation (original
wavelength)

Figure 19.12 Optical-Fiber sensor that employs a glass fiber and a chemically ac-
tive coating. This coating interacts with an excitation light source by shifting its response
frequency.

Analysis of OFS

OFS is an effective chemical sensing system that has not been field de-
ployed for this application. It can be made portable, sensitive, and can differentiate
between chemical vapors but is dependent on the active material. The question of
sensitivity has yet be answered.

• Detection Time: sub-second
• Sensitivity: Unknown (material-dependent)
• Portability: Good
• Cost: Unknown (depending on frequency)
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• Data Gathering: Low (frequency and active chemical specific)
• Differentiation: Excellent
• Field Deployed: No

Acoustic-to-Optic Tunable Filters (ATOFs)

The ATOFs alter the light filtering properties of a material in response to a
change in voltage across the materials light transmission path.

Analysis of ATOFs

ATOFs are in the research phase. Little can be reported at this time about
the potential of the approach.

• Detection Time: sub-second
• Sensitivity: Unknown (material-dependent)
• Portability: Good
• Cost: unknown (depending on frequency and material)
• Data Gathering: Low (frequency and material specific)
• Differentiation: Excellent
• Field Deployed: No

SENSORS BASED ON ELECTROMAGNETIC WAVELENGTHS OF
MILLIMETER AND BEYOND

The use of electromagnetic waves from the millimeter and beyond is con-
sidered. One of the key issues in this wavelength range is the inability of these
frequencies to penetrate conducting materials. This deficiency makes this category
of detector unsuitable for field use.

Nuclear Magnetic Resonance (NMR)

NMR uses low energy photons, radio frequency (RF), to shift the magnetic
moment of nucleons from one quantum state to another. The shift of the quantum
sate is dependent upon the nuclear structure of the atom. In medical imaging, the
magnetic moment of protons is targeted for example. Two methods have been
used for explosive detection:

1. Classical NMR uses a combination of RF and magnetic fields.
2. Quadrapole Resonance (QR) which uses RF alone.

Analysis of NMR
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RF must be able to penetrate the material of interest. If a conductive shield
such as a metal casing is present, then the RF will not penetrate. This method is
not suitable for field use.

Millimeter Electromagnetic Wave (MEW)

High-resolution RADAR systems have been developed using millimeter
electromagnetic waves. This type of system is useful for detecting bulk amounts of
materials such as explosives. However, millimeter electromagnetic waves will not
penetrate conductive materials. The inability to penetrate conductive materials
makes the system unsuitable for field use.

Analysis of MEW

Since millimeter electromagnetic waves do not penetrate conductors, MEW
is not suitable for field use.

METHODS THAT USE PIEZOELECTRIC EFFECTS

Gas Chromatograph/Surface Acoustic Wave (GC/SAW)

A surface acoustic wave (SAW) crystal works on the principle that a given
mass of material on its surface will change its vibrational frequency. In combining
a GC with a SAW crystal, the material flowing from the GC condenses on the
cooled surface of a SAW crystal (see Figure 19.13). The crystal is vibrated and the
frequency change of the crystal is monitored. The mass of the condensing material
changes the vibrational frequency. This condensed mass is proportional to the
concentration of chemical present in the atmosphere.

The GC/SAW crystal may also operate in reverse to recalibrate the system.
In the reverse mode, the crystal can be heated and the condensed material boiled
off.

Analysis of GC/SAW

The GC/SAW chemical sensor is a very effective method of measuring trace
chemicals and has been field deployed [7]. This method has been used in detecting
the chemical vapors from high explosives. Like other sensors combined with GC,
it is suitable for the detection of a number of chemical vapors. Thus, it is suitable
for chemical agent detection.

• Detection Time: 10 to 15 seconds
• Sensitivity: Excellent (picogram)
• Portability: Good
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• Cost: Low
• Data Gathering: High
• Differentiation: Excellent
• Field Deployed: Yes

SAW
Crvsial

GC
Column

Figure 19.13 Diagram oftheGC/SAW crystal.

Quartz Crystal Microbalance (QCM)

The QCM has a resonating quartz disk with metal electrodes on each side.
The device has a characteristic frequency when excited by an oscillating signal.
The disk is coated with a polymer that is active with sensing material. When a
chemical is absorbed by the polymer, the mass of the disk increases and the reso-
nance frequency is reduced. The QCM can see a mass change of about one pi-
cogram. This translates to a concentration of about one part per billion of the
chemical agent in air.

Analysis of QCM

QCM is a well known device and has been used to measure trace amounts of
chemicals.

• Detection Time: <1 second
• Sensitivity: Excellent (picogram)
• Portability: Excellent
• Cost: Low
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• Data Gathering: Low
• Differentiation: Low
• Field Deployed: Yes

THERMAL TECHNIQUES

Figure 19.14 Diagram of a thermo-redox detector.

Thermo-Redox (TR)

A thermo-redox detector is similar to the chemiluminescence detector. It is
basically used for the detection of explosives since it works only with nitrogen-
rich materials. Air is flowed into a series of capillary tubes coated with catalytic
material. The capillary tubes are heated to very high temperature. Chemical vapors
from explosive materials are chemically broken down. A byproduct of this process
is NC>2. A group of sensors capable of detecting NC>2 are located at the outlet of the
capillary tubes (see Figure 19.14). The signals from the NC>2 sensors are propor-
tional to the amount of chemical vapor from high explosives that are present.

Analysis of Thermo-Redox

Thermo-redox has been field deployed for high explosives. The thermo-
redox detector is not able to differentiate the type of explosive. It can detect high
vapor pressure explosives like NG and TNT. It will not detect low vapor pressure
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explosives like RDX and PETN. This limitation makes the thermo-redox detector
unsuitable for field use.

• Detection Time: Unknown
• Sensitivity: Unknown
• Portability: Good
• Cost: Low
• Data Gathering: Low
• Differentiation: None
• Field Deployed: Yes

SURFACE EFFECT

Q-DLTS

Chemical agents have a vapor pressure. Thus molecules from a chemical
agent will reach equilibrium with the surrounding air. These molecules will de-
posit on surfaces. A molecule absorbed by a surface will have a specific differenti-
able effect upon the surface potential of a material. Some materials, such as dia-
mond terminated with hydrogen, have a low surface potential. Charge-Deep Level
Transient Spectroscopy (Q-DLTS) provides information about the effect of mole-
cules on the surface of materials such as diamond. When combined with diamond
and diamond-like carbon, the technique is able to measure the quantity and type of
molecule absorbed on the surface. The method is in its early stages of research but
shows great promise. Initial testing has demonstrated that the method can detect
and differentiate parts per billion of water vapor and ethyl alcohol in air [8]. Theo-
retically, the method can be orders of magnitude more sensitive then present tests
demonstrate, can differentiate complex molecules and is potentially hand-sized
portable.

Analysis of Q-DLTS

Q-DLTS is in early research stages but has impressive results. The technol-
ogy is promising for field use.

• Detection Time: 1 - to 5 seconds
• Sensitivity: Excellent (Potentially sub-femtogram)
• Portability: Potentially Excellent
• Cost: Unknown but potentially low
• Data Gathering: High
• Differentiation: Excellent
• Field Deployed: No
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Figure 19.15 Illustration of Q-DLTS chip.

Conductivity-Based Sensors (CBS)

Changes in the resistive properties of materials like metal oxides and con-
ducting polymer when chemicals are present on the surface can be used for con-
ductive-based sensors [2,9]. Unlike the Q-DLTS, in which the transient response is
used, CBSs integrate the time response function and look at the real part of the
surface impedance.

Analysis of CBS

CBS has been under development by organizations such as NIST for chemi-
cal detection. The surface resistances of various materials are being examined for
specific chemicals. The goal of the program is to develop a database for a number
of materials that respond to specific chemicals on their surfaces. These materials
can be incorporated on a chip as an array of sensors that would allow the detection
of multiple species. Tests have shown that metal oxide CBS sensitivity is on the
order of 5 to 500 parts-per-million while the conducting polymer CBS sensitivity
is on the order of 1 to 100 parts-per-million. CBSs over their lifetime will have a
baseline drift.
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• Detection Time: seconds
• Sensitivity: Low
• Portability: Potentially Excellent
• Cost: Unknown but potentially low
• Data Gathering: Low
• Differentiation: Moderate
• Field Deployed: No

Metal-Oxide Silicon Field-Effect-Transistor (MOSFET)

MOSFET odor-sensing is based on the principle that chemicals in contact
with a catalytic metal produces a reaction in the metal. This reaction can change
the electrical properties of the p-type and/or n-type materials. The sensitivity and
selectivity can be varied by changing the type of catalyst, the thickness and the
temperature.

Analysis of MOSFET

MOSFETs are being developed by firms in the US, France, Germany, UK
and Sweden. The sensitivity of these units are about in the parts-per-million range.
The units still have batch-to-batch variations. The seal on the chip's electrical con-
nections in a harsh environment is still a problem. Finally, MOSFETs undergo a
baseline drift.

• Detection Time: seconds
• Sensitivity: Low
• Portability: Potentially Excellent
• Cost: Unknown but potentially low
• Data Gathering: Low
• Differentiation: Good
• Field Deployed: No

RADIATION-BASED SENSORS

X-Rays

X-rays can penetrate materials. The penetration depth is dependent on the x-
ray energy, the material thickness and the average Z (number of electrons per
atom) of the material. As a group, x-ray detection systems rely on the interaction
of the x-ray with matter. When an x-ray encounters matter, four things can hap-
pen:
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1. The x-ray can pass through the matter unaffected
2. The x-ray can produce the photoelectric effect. An ion pair (electron plus

ion) is produced.
3. The x-ray can undergo Compton scattering.
4. The x-ray can undergo pair production provided the x-ray energy is

greater than 1.2 MeV.

From these interactions, it is possible to determine the density of material,
the mass absorption coefficient of the material, and the effective Z of the material
that the x-rays passed through. Explosives or chemical agents in bulk quantity will
have unique interaction characteristics that can differentiate them from surround-
ing material. However, it is also possible to fool x-ray measurements by very so-
phisticated countermeasures. A number of x-ray systems are on the market:

•Dual x-ray source; which uses 75 KeV and 150 KeV x-rays simulta-
neously. This allows the detection of low and high-density explo-
sives.

• Backscatter x-ray; which is able to see low Z objects.
• Computer Tomography; this method will generate a 3-D image.

Analysis ofX-Ray Detection

X-ray detection has been field deployed for high explosives. The systems
trigger on large amounts of explosive material with the ability to resolve shapes,
density and average Z. It is possible to fool x-ray detection systems. X-ray detec-
tion systems are not suitable for field use because they work best in resolving large
amounts of explosive material but not trace amounts.

• Detection Time: seconds
• Sensitivity: Poor (Needs a substantial amount of explosive: Not suit-

able for a trace analysis system)
• Portability: Poor
• Cost: High
• Data Gathering: Low
• Differentiation: None
• Field Deployed: yes

NEUTRON-BASED DETECTION SYSTEMS

Neutrons are much more penetrating than x-rays. Neutrons can interact with
matter in the following ways:
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1. Pass through the material without interaction
2. Elastic scattering (billiard ball type scatter)
3. Inelastic scattering (soft foam ball type scattering)
4. Neutron capture (results in release of radiation such as neutrons, beta

particles, alpha particles, and gamma rays)

Neutron-based detection systems primarily rely on neutron capture reactions
and the subsequent release of radiation. Neutron-based detection systems have a
neutron source. This source can be a radioisotope such as californium (Cf) or an
accelerator-based source. The neutron source is placed near the object and an array
of gamma ray sensors is placed around the object. When neutrons interact with
materials, some of the atoms of that material will capture neutrons. The capture
reaction results in the release of gamma rays that are characteristic of the atom.
The gamma ray energies and intensity are then measured. The data is sent to a
computer where it is unfolded to give the density of specific atoms in the material.
Additionally, some types of neutron-based detector systems can provide spatial
resolution of the material. Chemical agents and high explosives are made up of
chemicals. The chemicals are made up of atoms. The specific concentration of
various atoms in a chemical can be determined from the gamma rays emitted from
the neutron capture reaction. The density of atoms can then be related to the
chemical makeup of the material through a database. Thus chemicals can be iden-
tified using neutron capture reactions.

Thermal Neutron Activation (TNA)

Thermal neutron activation uses a thermal neutron source (meaning neutron
energies near the average energy of a gas molecule at room temperature, about
0.02 eV). A thermal neutron flux is made by moderating fast neutrons (meaning
MeV or greater neutron energies) from an accelerator or californium source with a
low Z material such as hydrogen. The thermal neutrons interact with the material
of interest and neutron capture reactions take place. Sodium iodine gamma ray
detectors are placed around the object and the energy and intensity of the gamma
rays are measured. The data from the detectors are sent to a computer system for
unfolding (see Figure 19.16).

A TNA system is commercially available from SAIC and is field deployed.
It is not portable, but could be made portable with a new generation "no shielding"
neutron source such as the Daimler-Chrysler Fusion Star neutron source [10].

Analysis of TNA

The TNA system is capable of probing into metal objects. This capability
may be of benefit in examining trace elements inside of a sealed container. Thus
TNA might be useful in the field for sealed units. TNA's sensitivity is highly de-
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pendent on the strength of the neutron source. Development of TNA for use in the
field is required to sort out sensitivity issues.

• Detection Time: Minutes
• Sensitivity: -100 gm of material depending on strength of neutron

source or irradiation time.
• Portability: Poor (with Cf or accelerator source) to Good (with ad-

vanced neutron source)
• Cost: High
• Data Gathering: High
• Differentiation: Excellent
• Field Deployed: Yes

Figure 19.16 Diagram of the TNA system.

Portable Isotopic Neutron Spectroscopy (PINS)

PINS was developed by EG&G Idaho and the Idaho National Engineering
Laboratory as a portable system for chemical assaying. The device uses a Cf neu-
tron source and requires some shielding. The shielding is the main reason for the
mass of the system (about 610 pounds). The device uses High Purity Germanium
(HPGe) detectors but otherwise looks very much like the TNA system in Figure
22.15. Because of the HPGe detectors, this system requires a liquid nitrogen refill
every 18 hours.

Analysis of PINS
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PINS was designed as a portable chemical assay system. This system will be
able to do chemical analysis of objects sealed in metal containers. It may be suit-
able for field use with sealed units. The question of PINS sensitivity for field ap-
plications must be addressed.

• Detection Time: 100 to 1000 seconds
• Sensitivity: -100 gm of material depending on strength of neutron

source
• Portability: Good (for Cf) to Excellent (for advanced neutron source).
• Cost: High
• Data Gathering: High
• Differentiation: Excellent
• Field Deployed: Yes

Pulsed Fast Neutron Analysis (PFNA)

The PFNA system is a commercial unit developed by SAIC for inspecting
cargo. This system is not portable. It is large because it uses an accelerator-based
neutron source (D [d,n]He3) for the production of fast neutrons. The system dia-
gram looks similar to the TNA (Figure 19.16) but PFNA has no moderator.

Analysis of PFNA

PFNA was not designed to be portable. The principle of pulsed fast neutron
analysis may be useful for the field. Technology such as the Daimler-Chrysler
Fusion Star may have an impact on the portability of the system. This question
cannot be answered without further research and development.

• Detection Time: Sub-second
• Sensitivity: ~100 gm of material depending on strength of pulsed

neutron source
• Portability: Poor, but may be improved with advanced neutron source

technology
• Cost: High
• Data Gathering: High
• Differentiation: Excellent
• Field Deployed: Yes

METHODS BASED ON SURFACE WIPES (SW)

Systems such as the Expray, produced by Genesis Resource, use test paper
to wipe a surface. The test paper is then treated with one of three spays:
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1. Expray 1: turns dark brown-violet for TNT; blue-green for DNT; orange
for TNB and picric acid.

2. Expray 2: turns pink for Semtex H, PETN, NG, smokeless powder and
RDX.

3. Expray 3: turns pink with nitrates.

Analysis of Surface Wipes

Surface wipes are useful for identifying trace chemicals on surfaces. This
technique may be useful in the field for checking the surface of sealed units.

• Detection Time: Seconds
• Sensitivity: Good (about 20 nanogram)
• Portability: Excellent
• Cost: Low
• Data Gathering: Low
• Differentiation: Excellent
• Field Deployed: Yes

ANTIBODY-BASED BIOSENSORS (ABB)

Immunosensors are immobilized on a solid substrate. The immunosensor is
bound to fluorescently labeled signal molecules. When the signal molecules are in
the presence of a specific molecule, for example RDX, the system can be designed
such that the fluorescently labeled signal molecule is released. Fluorescence is
then detected with a photon sensor. The photon intensity is related to the density of
fluorescent molecules. The release of fluorescent molecules is then directly pro-
portional to the chemical that is present. The construction of the sensor and reader
is shown in Figure 19.17.

Analysis of Antibody-Based Biosensors

Antibody-based biosensors are under development by the Naval Research
Laboratory. The technology is promising but requires more development for field
applications.

• Detection Time: 1 minute
• Sensitivity: Good (1 nanogram)
• Portability: Excellent
• Cost: Unknown
• Data Gathering: Low
• Differentiation: Excellent
• Field Deployed: No
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Figure 19.17 Antibody based biosensor diagram.

Antibody-Coated Oscillator (AGO)

This device uses an oscillator with a coating of antibody. As the sample
flows around the coated oscillator, the chemical deposits on the antibody coating.
The added mass changes the effective mass of the oscillator which changes the
frequency. This change in frequency can be measured and correlates to the amount
of chemical present.

Analysis of Antibody Coated Sensor

The antibody-coated sensor is very promising but the technology is still in
the research phase.

• Detection Time: Unknown
• Sensitivity: Unknown
• Portability: Excellent
• Cost: Unknown
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• Data Gathering: Low
• Differentiation: Excellent
• Field Deployed: No

Table 19.1 Evaluation of Chemical Sensor Technology.

Method Time (s) Sensitivity Portability Cost Deployed

Canine <69 Excellent Poor Moderate Yes

GC 10 to 15 Good Good Low Yes

BCD Good Excellent Low Yes

ECD/GC 18 Good Excellent Low Yes

IMS 5 to 8 Good Excellent Low Yes

FIS Excellent Excellent Low Yes

TMS >100 Excellent Excellent Unknown No

ChL 10 Good Good Moderate Yes

ChL/GC 18 Good Good Moderate Yes

RS <1 Unknown Good Moderate No

OFS Unknown Good Unknown No

GC/SAW 10 to 15 Excellent Good Low Yes

TR Unknown Unknown Good Low Yes

MOSFET 1 to 5 Excellent Excellent Low No
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Table 19.1 Continued.

Method Time(s) Sensitivity Portability Cost Deployed

CBS I to5 Poor Excellent Low No

Q-DLTS 1 to 5 Excellent Excellent Unknown No

TNA >100 Poor Poor High Yes

PINS >100 Poor Good High Yes

PFNA Poor NP High Yes

ABB >60 Good Excellent Unknown No

The rating scale is based upon:

Sensitivity: "Poor" indicates more than 1 part per billion or greater than 20
nanograms; "Good" indicates sub parts per billion or below 20
nanograms; "Excellent" indicates less than parts per trillion and less than
a picogram.

Portability: "NP" indicates that it is not portable; "Poor" indicates 300 to
1000 pounds; "Good" indicates 100 to 299 pounds; "Excellent" indicates
less than 100 pounds.

Cost: "Low" indicates less than $60,000; "Moderate" indicates $60,00 to
$299,000; and "High" indicates $300,000 and above.

' Data Gathering: "Low" indicates not intrusive as applied to field use; "Mod-
erate" indicates some chemicals can be distinguished as applied to field
use; "High" indicates most chemicals can be distinguished as applied to
field use.

'Differentiation: "None" indicates that chemicals cannot be differentiated;
"Poor" indicates that only explosives can be differentiated; "Moderate"
indicates that explosives and some other chemicals can be differentiated;
"Excellent" indicates that most chemicals can be differentiated.

1 Deployed: "No" indicates that the device has not been field deployed or
tested; "Yes," indicates that the device has been field deployed and
tested.
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CONCLUSIONS

The ability to measure trace chemicals in the field such as the vapor from
high explosives has been demonstrated. It appears that these technologies, which
were developed for security and police purposes, can be applied to many other
areas including a counter terrorism tool for chemical agents.

In comparing the capabilities of chemical agent sensors with those of sen-
sors for other agents of mass destruction, it is clear that radiation sensors are far
more capable and biological sensors are far less capable.

The ultimate goal of counter terrorism is to detect the nuclear, biological or
chemical agent prior to their release. Radiation sensors can detect single gamma
rays or can determine the energy spectrum of gamma rays with a small number of
photons. It is feasible to use radiation sensors in a pre-release mode in that these
sensors can identify the radiation from nuclear materials prior to their release. Bio-
logical sensors are in their infancy and there is virtually no capability to detect
biological agents prior to their release. Chemical sensors on the other hand are
getting near the sensitivity required to detect chemical agents or their precursors
prior to the release of the agent. Right now chemical sensors are being used to
detect explosives at close proximity. Thus they can be used in situations where
people are funneled to a small area such as is currently the practice in airports.

No counter measure is completely secure. For example at the time of this
writing, Richard Colvin Reid, with his shoes containing plastic explosives,
boarded Americans Airlines Flight 63 from Paris to Miami [11]. The only way
that the plastic explosive could have been detected at the Charles de Gaulle Air-
port was if a bomb sniffing dog was used to check passengers, or if Mr. Reid had
been asked to place his shoes on the hand luggage x-ray machine or if Mr. Reid
had been stopped and his shoes wiped and tested for the residue from the explo-
sive material. None of these were common practices at the time.

The only man-made sensor used in airports today is the residue test and it
requires that the item be physically wiped. This method can detect about a
nanogram of explosive material. Other types of chemical sensor technology are
available that can detect sub-picograms and thus could be used to detect the vapors
from explosives within close proximity. These and more advanced technologies
will eventually find their way into airports and high-risk areas.
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INTRODUCTION

A number of countries have stockpiled large amounts of chemical warfare
(CW) agents and other toxic chemicals and are trying to destroy them by safe
methods. Factors such as cost, safety, release of secondary toxic chemicals during
destruction, legal and political issues have to be considered before employing any
method for the destruction of these chemicals. Although the destruction of toxic
chemicals is not new and appears to have started in 1915 after the use of mustard
gas by the Germans during World War I, none of the methods as we know today
appear to be cost effective, safe, and foolproof. We will outline some methods
used at the present time for the destruction of not only chemical weapons but other
toxic chemicals. Excellent summary [1] and details [2] of several methods of de-
struction of toxic chemicals and munitions are available in these two citations.
Heyl and McGuire [3] have edited a book entitled "Analytical Chemistry Associ-
ated with the Destruction of Chemical Weapons," which is a collection of papers
presented at a NATO Workshop. This book can be an excellent resource for indi-
viduals who wish to learn more about the chemistry of destruction.

The 158 countries that have signed the Chemical Weapons Convention have
agreed to destroy their chemical weapons stockpile within a certain timeframe.
Table 20.1 gives an estimate of the amount of chemical weapons stockpiled by
some of the countries and the schedule of destruction. However, the method of
destruction to be used has not been decided yet by these countries.

The data shown in Table 20.1 also indicate the urgency of destruction of
these chemical agents. If Iraq possess even 10% of CW after destruction under the
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supervision of UNSCOM, it would amount to more than the current stockpiles
held by Russia or the U.S.A.

The cost of destruction of CW agents is now a major issue for most of the
countries that have stockpiled these agents. It is estimated that the cost of destruc-
tion of chemical weapons would be 10 times the cost of production. Renner [4],
based on the information available prior to 1995, gives an excellent summary of
the cost of disarmament. Further it is mentioned that the estimated cost of de-
struction of chemical weapons in the U.S. alone would cost $12 billion, and the
destruction of old buried chemical ammunition would cost an additional $17.7
billion.

Table 20.1 Stockpile of chemicals [4, 5].

Country Quantity of Chemical Quantity of Chemi- Destruction Cost in
Weapons (tons) cal Weapons De- Billion by 2002

stroyed (tons)

Russia

U.S.A.

Iraq*

40,000

32,000

480,000 (CW)

8000

6400

5.7

9.0

1,800,000 (precursors)

3,860(1990)

North 4,500/year
Korea

Iran 1,000/year

India 1000

*These figures are in liters, and represent the amount of CW and precursors de-
stroyed under the supervision of UNSCOM. Per year figures are production capa-
bility.

DESTRUCTION METHODS

Several technologies [6] are available for destruction of toxic chemicals but
most of the technologies are not cost effective. The choice of a particular technol-
ogy should be based on several criteria including:

(a) the effectiveness of the method in completely destroying the chemical,
(b) secondary waste produced,
(c) efficiency,
(d) cost of destruction,
(e) risks involved, and
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(f) broad class of compounds that can be destroyed.

Destruction of CW agents can be broadly classified into the following cate-
gories:

• Sea dumping
• Destruction by heat
• Supercritical water and wet air oxidation
• Chemical destruction

Sea Dumping

This is a method [7] practiced since World War II. This method will be
suitable for chemicals that break down on hydrolysis. One major disadvantage of
sea dumping is the effect of these chemicals and the hydrolysis products on marine
life. This method is now prohibited by the CWC agreement, but dumping of
chemicals in oceans and rivers continues to be a method of disposal of chemicals.
It is estimated that after World War II 46,000 tons of chemical weapons were
dumped into the Baltic Sea of which Russia dumped close to 30,000 tons. They
were dumped in Baltic Sea areas known as Gotland Deep, Bornholm Deep and the
Little Belt based on the information given to the Helsinki Commission in 1994 [8].

Destruction by Heat

Any chemical can be destroyed completely by applying heat. The complete
destruction means that the toxic chemicals are converted to harmless chemicals
such as carbon dioxide, water vapor, or nitrogen. The extent of destruction de-
pends on the temperature of the process. Processes under this category include:

1. Incineration,
2. Pyrolysis,
3. Plasma, and
4. Molten metal technologies.

These processes are energy intensive, require special materials of construction,
and the by-products can be more toxic than the precursor depending upon the tem-
perature. Pyrolysis, plasma, and molten metal technologies require smaller vessels
compared to incineration. The temperature at which each process operates varies
widely from 300 K to 10,000 K.

Most of the chemicals used in chemical warfare contain heteroatoms of in-
creased molecular complexity, and therefore processes where OH and H radicals
attack the parent compound could be useful methods. These chemicals can
broadly be classified as nitro- or chloro- compounds, and organophosphates.
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Chemicals destroyed by these processes are nerve gases, blister agents, and other
chemicals.

Incineration

In the U.S, incineration by the name of "Baseline Incineration Technology"
has been used to destroy chemical warfare agents at several facilities. The Tooele
Chemical Agent Disposal Facility in Utah has so far destroyed about 1,500 tons of
sarin gas using baseline incineration technology. The same facility has also de-
stroyed almost 14,000 rockets, bombs and bulk containers in the process of burn-
ing the sarin gas. The incinerator was operated at a temperature of 1750 K, and the
products of incineration are sent to a second incinerator or afterburner for com-
plete combustion of even the traces coming out of the first incinerator. The base-
line incineration process used at Johnston Atoll destroyed chemical agents in the
weapons stored there with an efficiency of 99.9999 percent [9]. Several more in-
cinerators are under construction by the US military so that the CWC treaty's
deadline for destruction of chemical warfare agents can be accomplished. Several
modifications to the original baseline incineration technology were proposed. A
Committee on Review and Evaluation of the Army Chemical Stockpile Disposal
Program, Board on Army Science and Technology by National Research Council
has reviewed these modifications [9]. The baseline incineration system is so
named because it was initially the Army's preferred method for destroying chemi-
cal agents and assembled chemical munitions. The modified baseline process is
distinguished from the baseline incineration system in that both the mustard agent
and munition body are fed to one furnace instead of being separated and sent to
different furnaces. This modification is intended to solve the problem of gelled
agent that has formed in the aging munitions and cannot be drained from the mu-
nition body. Preliminary testing has shown that the chemical agents in the weap-
ons stored can be destroyed with an efficiency of 99.9999 percent.

Incineration is a widely used and proven technology with a long history of
research and development. The chemistry of the destruction process and condi-
tions for effective operation are well established. This improved understanding has
been developed during the past few years and, because of facilities improperly
operated in the past, incineration suffers from a poor public image. In the US,
Center for Disease Control's National Center for Environmental Health (NCEH)
reviews all Department of Defense (DOD) plans for disposing of chemical
weapon stockpiles. DOD incinerators must meet all the local, state, and federal
standards for a variety of emissions and must achieve a "destruction and removal
efficiency" of 99.9999% for the agent being destroyed. This means that no more
than 0.0001% of the agent being processed can be released from the incinerator
stack. Instruments continuously monitor the incinerator stack for the agent at ex-
tremely low levels, well below levels considered safe for the community. If any
agent is detected in the incinerator stack, the incinerator automatically shuts down
until problems are corrected. Quality control specialists check agent-monitoring
instruments in the stacks and elsewhere in the workplace each day. NCEH reviews
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all agent-monitor quality control reports biweekly to ensure that workers operate
the monitors in accordance with standard practices and with site-specific proce-
dures thatNCEH helped to develop [10].

Pyrolysis

Chemical agents like nerve agents and, possibly, mustard compounds can be
destroyed by the pyrolysis (thermal treatment without oxygen) process. A number
of other toxic organic compounds can be also destroyed. The advantage of the
pyrolysis process compared to incineration is that for the same amount of materi-
als, pyrolysis requires smaller reactors, no mixing, and lower temperatures. How-
ever, pyrolysis may produce toxic byproducts which still have to be destroyed by
some other processes. If incineration is used, pyrolysis is often the first step in the
multi-step destruction process.

Plasma-Based Destruction

In this process a plasma arc generates temperatures around 3000 to 10,000
K. At this temperature chemicals break down into atoms or fragments containing
few atoms. The reactions proceed very fast at very short residence times. Although
a commercial scale unit using plasma-based thermal destruction system for chemi-
cal agents is not available, the process has been tested in pilot scale by several
companies for destroying other wastes. Westinghouse has tested plasma vitrifica-
tion technology for high-level and low-level nuclear waste. In this process calci-
nation and vitrification are integrated into a single process. Bruce et al. [11] re-
ported development of a plasma-based thermal treatment process for destroying
polychlorinated biphenyls (PCBs) and chemical warfare agents. Testing was con-
ducted using silulants for chemical and nerve agents and other energetics. De-
struction and removal efficiencies in the range of >99.9999% were reported.

Molten Metal Systems

Molten Metal systems use a heated bath, typically of Fe or Ni to destroy the
chemicals. However, such systems require an off-gas treatment facility. Carry over
of particulates with the off gas and the life of the refractory materials used to line
the vessel are of great concern. Treatment of wastes using an enclosed molten
metal system includes the possibility for the production of useful chemicals, such
as syngas (CO + H2), from the decomposition chemistry in the bath. This technol-
ogy may also find use for treatment of wastes containing metals; for example ar-
senic may be captured.

Supercritical Water and Wet Air Oxidation

Supercritical Water Oxidation and Wet Air Oxidation processes operate at
temperatures above 700 K and high pressures up to 250 - 300 bar. Water is used
as the supercritical fluid. Although this method requires high pressure and special
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materials of construction, it has an added advantage that other oxidants such as
oxygen, hydrogen peroxide, or any other compound can be used to increase the
efficiency of destruction and to reduce the production of other toxic wastes. Los
Alamos Laboratory has designed and built a high pressure system for the destruc-
tion of explosives. It has a capacity of 400 liters/day and is made out of inconel
and titanium.

The feed stream is generally in the liquid form. Insoluble liquids and solids
have to be processed in the form of slurries. Although pure oxygen is the best
source of oxidant, compressed air can also be used. Hydrogen peroxide is another
oxidant, but is more expensive.

General Atomics Corporation is building a 4000 L/day SCWO mobile re-
actor for propellants and chemical weapon agents. They report having successfully
treated GB, VX and mustard on the laboratory scale. The cost to build a unit run-
ning 20 L/min is $2,000,000.

Chemical Destruction

Chemical methods for destruction of chemical agents are a good alternative
to energy intensive high temperature processes, and high pressure wet air oxida-
tion or supercritical water oxidation processes. These methods include:

1. Neutralization
2. Hydrogenation
3. Hydrochlorination

Neutralization

One method of chemical destruction is by neutralization [12]. The US
Army has successfully carried out the destruction of nerve agents such as GB and
vessicants such as mustard gas using alkali treatment. However some disadvan-
tages of this process are large amounts and type of the waste products, cost of op-
eration, analysis of complex mixtures to certify complete destruction of the toxic
chemicals, and safety.

Hydrogenation

A second chemical method of destruction of chemical agents is by hydro-
genation. This process can be used for chemicals like mustard gas but may not be
suitable for nerve agents. However, Eco Logic Solutions [13] report that their gas-
phase chemical reduction process is capable of destroying in excess of 99.99% of
VX and sulfur mustard. This process needs proper catalysts and produces hydro-
gen sulfide and hydrochloric acid gas as products. Although several methods have
been tested for the destruction of explosives, very few methods have been tested
for toxic chemicals like nerve gases. A hydrogenation reactor under standard con-
ditions runs at about 1 bar with three fold excess hydrogen and needs about 1-10
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seconds of reaction time. The reactor temperature for halogenated hydrocarbons is
about 850 °C.

Hydrochlorination

Yet another chemical destruction method is hydrochlorination wherein dry
hydrochloric acid gas is used to react with nerve agents. This method is not ex-
pected to produce toxic products, and could be carried out at temperatures between
420 to 520 K.

Advanced Oxidation Processes

Advanced Oxidation processes are other alternative methods, and several
variations can be researched based on method of free radical formation. Some of
the processes in this category are ozonation, Fenton's reagent, TiO2 catalysis, and
Electrochemical peroxidation.

Electrochemical processes depend on Fenton's reaction which creates free
radicals. The mechanism is complex but one scheme is:

H2O2 + Fe2+ -> Fe3++ HO> HO*
RH + OH* -» R* +H2O
R* + Fe3+ •* R+ + Fe2+

RH is the organic molecule, and if the reaction is carried to completion, it is
expected that the organic molecule breaks down into CO2 and water. The current
status of these technologies is summarized in Table 20.2.

EQUIPMENT DECONTAMINATION

The objective of decontamination is to rapidly and effectively remove poi-
sonous chemical agents both from personnel and equipment to avoid secondary
contamination. Decontamination of personnel of chemical agents has been dis-
cussed in Chapter 18. In this section only decontamination of equipment and other
exposed surfaces are discussed. Decontamination is time-consuming and requires
resources, therefore, contamination should be avoided to the extent possible. Some
simple measures may be taken to avoid heavy contamination. Equipment can be
covered, for example, or easily decontaminated equipment can be chosen by
means of suitable design and resistant surface cover.

However, it may be noted that some chemical agents such as nerve agents
are highly soluble in paint, plastics and rubber, making their surface decontamina-
tion a difficult task. Similarly, chemical agents can penetrate various materials and
remain there undecomposed for a long period of time. The slow decomposition
will result in a release of toxic gases for a long period of time. The level of clean
up will depend on the regulatory requirement or health concern.



Table 20.2 Summary of process capabilities and status [2].
Stream Treated

Agent Metal and Energetics

Process

Low temperature,
low Pressure
detoxification

Base hydrolysis

NaOH+H2O2

Ca(OH)2atl000C

KOH+ethanol

Hypochlorite ion

Organic base
(ethanolamine)

Initial Agent
Detox

GB

VX

HD

HD, GB, VX

HD

GB, HD,
Possibly
VX

Complete Need Gas Energetics Metal
Organic Afterburner
Oxida-
tion

No ? No No

No Yes No No

No ? No No

No ? No No

No Yes No No

No ? No No

After-
burner
Needed

N.A.

N.A.

N.A.

N.A.

N.A.

N.A.

Next Comments
Step

PP Has been used in field
for HD, Limited by
contacting problems

Lab New finding

Lab/PP Limited use in England

Lab

Lab Difficult contacting
problem with HD

Lab/PP Limited use in Russia;
increase in organic
use

O
(D
(A

O
D
Q)
3
Q.
D
(D
O
O

I



Table 20.2 (continued).

Stream Treated

Agent Metal and Energetics

Process

Acidic Systems

HC1 Hydrolysis

Peracid salts

(OXONE, others)

Chlorine

Ionizing radiation

Low temperature
low pressure
oxidation

Peroxydisulfate,
C1O3, H2O2, 03

Initial Agent
Detox

GB

VX, perhaps
GBand
HD

VX, perhaps
HDand
GB

All

All

Complete After-
Organic NeedGas burner
Oxida- A»^K.,ra«^ Neededtion Afterburner Energedcs Meta,

No ? No No N.A.

No Yes No No N.A.

No Yes No No N.A.

No ? Yes? Yes? ?

Yes Yes No No N.A.

Next Comments
Step

Lab/PP

Lab/PP Increased waste

Lab/PP Increased inorganic
waste

Lab High conversion not
yet established

Lab Catalysts generally
needed for complete
conversion; spent
peroxydisulfate can
be electrochemically
regenerated

D
a
O
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Table 20.2 (continued).

Process

UV light with O3

and H2O2

Electrochemical
oxidation

Biological oxida-
tion

Moderate tem-
perature, low
pressure oxida-
tion

Wet air and super-
critical water
oxidation

Stream Treated

Agent Metal and Energetics

Initial Agent Complete After-
Detox Organic Need Gas burner

tion Cr urner Energetics Metal

N.A. Yes Yes No No N.A.

All Yes Yes No No N.A.

N.A. Yes Yes No No N.A.

All Partially Yes Yes? No Yes

Next Comments
Step

PP Very large power re-
quirement, applica-
tions have been for
very dilute solutions

Lab

Lab

PP Residual organic com-
ponents can be low
for supercritical, re-
sidual materials are
believed suitable for
biodegradation

D

£
5
o

fi)
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Table 20.2 (continued).

Process

High temperature
low pressure py-
rolysis

Kiln (external
heat)

Molten metal

Plasma arc

Steam reforming

High temperature
low pressure
Oxidation

Catalytic, fixed
bed

Catalytic, fluid-
izedbed

Molten salt

Stream Treated

Agent Metal and Energetics

Initial Agent Complete
Detox Organic Nefid Gaj

tiof8" Afterbu™r Energetics Metal

All Partially Yes Yes Yes

All No Yes Yes? Yes

All No Yes Yes? Yes

All Yes Yes No? No

N.A. N.A. N.A. No No

All Yes Yes Yes No

AH Yes Yes Yes? No

After-
burner
Needed

Yes

Yes

Yes

Yes

No

Yes

Yes

Next Comments
Step

Demo May need more than
one unit to deal with
all streams

PP

Lab/PP

Lab/PP

Lab/PP Useful for afterburner

PP

Pp Possible use for after-
burner and acid gas
removal

CL

o



Table 20.2 (continued).

Stream Treated

Agent

Process

Combustion

Other Technolo-
gies

Hydrogenation

Reaction with
sulfur

Initial Agent
Detox

All

All

All

Complete
Organic
Oxida-
tion

Yes

No

Yes

Metal and Energetics

Need Gas
Afterburner Energetics Meta|

Yes Yes Yes

Yes No No

Yes No No

After-
burner
Needed

Yes

No

No

Next Comments
Step

Baseline technology

Lab

Lab

ro
K>

Note: Question mark (?) indicates uncertainty about the noted application. N.A.: Not applicable; PP: pilot plant; Demo: demonstration;

Lab: laboratory
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As noted by Raber et al. [14] dose information for a number of potential
chemical agents is not available or controversial. Environmental regulatory limits
or health guidelines are necessary to establish clean-up concentration level. There-
fore the key issues prior to decontamination of a site or equipment are to deter-
mine exactly what constitutes a safety hazard and whether decontamination is nec-
essary for a particular scenario. Also it should be kept in mind that the need and
extent of decontamination can only be established by means of detection. If detec-
tion is not possible, then decontamination must be done solely on suspicion of
contamination, e.g., if the unit has passed on the fringe of a contaminated area.
Also the detection limit of the instrument should be taken into consideration when
calculating or assessing health risks.

All decontamination is based on one or more of the following principles
[15]:

• to destroy CW agents by chemically modifying them (destruction),
• to physically remove CW agents by absorption, washing or evaporation,
• to physically screen-off the CW agent so that it causes no damage.

Most chemical agents can be destroyed using other chemicals. However, a
single chemical or a chemical mixture is not available that is effective against all
types of agents. The decontaminating chemicals can be corrosive to surface or
may remain in the environment creating a secondary problem.

Equipment can be decontaminated by washing and rinsing them with water
containing additives such as detergents, soap, paraffin and carburetor spirit. Emul-
sified solvents in water can be used to dissolve and wash off the agents from
equipment. Heat treatment is another option for removing or evaporating agents
from equipment surface; however, it may not be convenient particularly if the size
is too large. The hot water or steam may be used as a heat source if heat treatment
is deemed necessary.

Chemical agents can easily penetrate various materials and into crevasses.
The water rinsing alone cannot remove the agents from the equipment. When an
agent has penetrated into the surface, it is necessary to use a deep-penetrating so-
lution. If such a method cannot be used, the equipment cannot be used for a long
period. In those scenarios, the equipment should be left alone for "self-
decontamination." The time necessary for self-decontamination is shown in Table
20.3. This may take many days or even weeks. The absorption into the surface and
natural chemical degradation are important factors influencing the self-
decontamination period. The penetration ability of a CW agent can be enhanced
when mixed with solvent. Chemical warfare agent resistant paints and materials
may be used to protect these equipment, which implies that water-based methods
will become more effective. However, such types of paints or materials are still in
the development stage. A modern decontaminant is the German Minister emulsion
which consists of calcium hypochlorite, tetrachlorethylene, emulsifier ("phase
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transfer" catalyst) and water. Instead of tetrachlorethylene, the more environmen-
tally harmless xylene is sometimes used.

Table 20.3 Self-decontamination times for contamination on metal surfaces and
on a typical (non-resistant) paint at + 15 °C, 4 m/s, and 2 mm large droplets [15].

Substances No contact risk

Liquid Gas

Untreated metal surface

Soman

Mustard agent

VX

< 5 h

<20h

6-8 days

< 5 h

<20h

6-8 days

Painted metal surface

Soman

Mustard agent

VX

3-4 h

1 day

6 days

1 ,5 days

3 days

12-15 days

Note. The times for "liquid" only indicate when the surface is free of liquid, e.g., no
liquid is transferred when touched. There is still a risk involved in contact and inhala-
tion through release of gas from surfaces where the CW agent has penetrated deeply.

When decontaminating by washing, the subsequent treatment of contami-
nated liquid must be considered. The solution will contain trace amounts of these
chemical agents and therefore need further treatment before discharging to the
environment. However, often the additives present in the rinse liquid can destroy
some the agents making discharge of the washing liquid easier. When washing
with hot water and detergent, the CW agent will often be decomposed to some
extent through hydrolysis. Detergents containing perborates are particularly effec-
tive in destroying nerve agents. Without an addition of perborates in the detergent,
the hydrolysis products of V-agents may still remain toxic unless the pH is suffi-
ciently high. Mustard agent is encapsulated by the detergent and, consequently, the
hydrolysis rate decreases in comparison with clean water. However, the low solu-
bility of mustard agent makes it difficult to remove without the addition of deter-
gent, but the water used will still contain undestroyed mustard agent.
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Small areas of terrain or a contaminated site may be decontaminated by re-
moval of the top-soil followed by incineration of the soil or through self decon-
tamination. In the case of self-decontamination, the soil should be isolated and
care must be taken to prevent leaching out due to rain. Another alternative is to
cover the soil with chlorinated lime powder (sludge), which releases active chlo-
rine slowly over a long period of time. The released chlorine vapor can react with
the CW into the soil and destroy them eventually.

A contaminated site can be also covered with a layer of soil or gravel pre-
venting direct contact with the chemical agents. However, this can only be consid-
ered a temporary solution. The chemical agent will break down or decompose over
time and release toxic vapor that can diffuse through the top layer into the atmos-
phere and recontaminate equipment. The effect will be improved if bleaching
powder is mixed into the covering material. However, this can create a corrosive
environment.

Various other techniques have been explored for rapid decontamination of
equipment. The Safety Equipment Development AB of Sweden has developed a
decontamination tent for decontamination of personal equipment and lighter arti-
cles. The tent is heated with a mixture of hot exhaust gases and air from a small
jet-pulse engine. The temperature in the tent is kept at about 130°C and in the con-
tainer at 80-130 °C, depending on the type of material to be decontaminated. De-
contamination time varies between two and five hours depending on the tempera-
ture.

Decontamination of vehicles and other large objects sometimes is done with
steam and suspension and/or emulsion systems. Alfred Karcher GmbH &
CO./VPS of Germany has developed a special equipment, C8-DADS (Direct Ap-
plication Decontamination System), in which the emulsion is prepared and then
dispersed onto the vehicle or the terrain.

Sandia National Laboratory (SNL) in the US is developing a decontaminat-
ing foam for destroying chemical agents [16]. Several tests were conducted with
chemical agent simulants. The chemical agent simulants used were diphenyl
chlorophosphate (simulant for G-agents), 2-chlorethyl phenylsulfide (simulant for
H-agents) and O-ethyl-S-ethyl Phenylphosphonothioate (simulant for VX). Test-
ing was done via solution tests where the agent was added to the decontamination
foam and surface tests in which the agent was placed on a surface which was then
exposed to the foam. The decontamination foam did not generate any toxic or haz-
ardous by-products.

Tests were also conducted using actual agents. The test results for foam de-
contamination of paper with GD, VX, and HD are given in Figure 20.1. The half-
lives for the decontamination of these CW agents by the foam is on the order of 2
minutes to 15 minutes.



426 Destruction and Decontamination

30

25(

- 20
C
0)& 15<

0) 10

u
0) 5

D 0

Water

SNL
Decon Foam

0 5 10 15 20

Time, min

Soman (GD)

30

J 20
fll

$ 15

£ lo

U

S 5
n

n

^Water^

SNL
Decon Foam

(_

0 5 10 15 20

Time, min

vx

30

25(

- 20
4J
C
0)
Di 15
<

Q) 10
JJ
U

0) 5
t-i
C
^ 0

Water
^ ~*

SNL
Decon Foam

O

u

0 20 40 60 80

Time , min

Mustard

Figure 20.1 Decontamination of paper treated with chemical agent at 25mg/25 cm2.
Foam was applied on contaminated paper for a given duration. Residual simulant on the
paper and in the foam were determined by GC and added to determine total unreacted agent
[16].
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INTRODUCTION

In the Twentieth Century, the propagation of chemical warfare and its de-
fense were strategic considerations of most major and many secondary powers.
The seminal introduction of mass chemical attack occurred near Ypres in Belgium
on April 22, 1915 when German Army forces released 180 tonnes of chlorine gas
upon French, Algerian, and Canadian positions. Respirator protection was devised
as protection against inhalation of these new chemical weapons (CW). In 1916,
the British Expeditionary Force introduced phosgene and chloropicrin, and the
French introduced hydrogen cyanide. In 1917 (also near Ypres), the first use of
mustard agent by Germany inaugurated a CW with marked cutaneous reactivity
and systemic absorption via the skin, thereby markedly increasing the complexity
of CW warfare and its defense. Despite the widespread use of CW in World War I
with 1.3 million CW casualties and 90,000 deaths, their role remained principally
tactical.

Subsequently, chemical warfare was utilized in military operations in Mo-
rocco (1923-26), Libya (1930), Sinkiang (1934), Ethiopia (1935-40), China (1937-
42), Vietnam (1961-75), Yemen (1963-67), and in the Iran-Iraq war (1980-88) [1].
However, although extensive stockpiles were developed in World War II, chemi-
cal weapons were not used by either side, perhaps because of a combination of
high quality defensive measures and the risks of massive military retribution.

The principal method militarily of disseminating chemical weapons has in-
volved the use of explosives to distribute the agent. Aerodynamic distribution
controls particle size and enhances dispersion, but the altitude of dissemination,

429
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wind speed, and direction are more critical [2]. Many munitions are designed to
detonate 200 to 300 feet above ground level. State-sponsored terrorists might gain
access to military grade CW, but other groups may have to either manufacture
their own, adapt commercially available chemicals as weapons, or cause chemical
releases from commercial sites or transporters.

WHITHER CHEMICAL WEAPONS DISARMAMENT

Chemical weapons have failed to demonstrate crucial strategic capabilities
against protected military forces. The widespread proliferation of chemical weap-
ons with greatly increased destructiveness and the development of increasingly
sophisticated munitions was countered by effective protective measures and by
sensitive means of detection (see Chapter 19). The visceral opprobrium of civilian
populations, notably in the USA and Europe, led to widespread perception that the
risks from such weapons exceeded the potential military benefits. Moreover, the
increasing complexity of post-cold war international relations and the prolifera-
tion of CW technology to certain developing countries, supportive of asymmetric
conflict for perceived international inequities, created new risks for the interna-
tional community of nations from state-sponsored CW terrorism. Because of cus-
tomary military secrecy and the especial governmental sensitivities associated
with ethical ambivalence over chemical weaponry, a high degree of technical so-
phistication has been required of the many diplomatic negotiators and policy mak-
ers involved over the last century of CW disarmament [3].

In 1874, the Brussels Convention on the Law and Customs of War prohib-
ited the use of poison or poisoned weapons and the use of materiel to cause unnec-
essary suffering. The 1899 Hague Convention formally proscribed the use of pro-
jectiles containing chemical weapons, but was proven ineffective by World War I
in which 190,000 tons of CW were deployed. The League of Nations aproved the
1925 Geneva Protocol (for the Prohibition of the Use in War of Asphyxiating,
Poisonous or Other Gases, and of Bacteriological Methods of Warfare), but which
retained the right to develop, manufacture, and stockpile CW for defensive pur-
poses. The US was a signatory but did not ratify the treaty until 1975, and retained
the right to self-defense and first-strike deterrent uses of CW. Armed CW deter-
rence proved largely effective in World War II, despite the absence of detection
and enforcement provisions within the Geneva Protocol.

The massive Soviet Union post-war CW program was countered with large
US CW munition stockpiles, and paralleled by many developed nations. Several
countries including US and Russia have formally acknowledged possessing CW
although about two dozen countries were believed to possess a CW program. The
increasing dissemination of CW to the developing world and CW use in regional
conflicts was countered by the Australia Group of nations, who devised a volun-
tary system of controls on the export of CW precursor chemicals from the primary
producing nations. This was organized through the Organization for Economic
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Cooperation and Development (OECD), but export controls proved only partially
successful.

President George Bush Sr. arranged a bilateral CW stockpile reduction
agreement with the Soviet Union in 1990, followed by the unilateral declaration of
US CW disarmament in 1991. International diplomatic negotiations that had been
proceeding progressively for 20 years were put on the fast track by these commit-
ments, resulting in the final formulation of the Convention on the Prohibition of
the Development, Production, Stockpiling and use of Chemical Weapons and on
their Destruction. The Chemical Weapons Convention was finally signed by the
65 countries required for ratification in 1993, and there are currently 145 countries
that have ratified or acceded to the treaty. For the first time in a disarmament
agreement, the multilateral regime provided for extensive on-site verification and
investigation in an attempt to assure the comprehensive destruction of CW stock-
piles and of CW manufacturing plants, oversight of the use of certain precursor
chemicals, redress of treaty violations, and mutual assistance in the event of attack
or threat of attack, including CW terrorism.

The Organization for the Prohibition of Chemical Weapons (OPCW), head-
quartered at the Hague in the Netherlands, is the international authority for the
1993 Convention, and comprises an international bureaucracy of approximately
500 individuals, including 200 inspectors, charged with organizational, executive,
and technical verification functions. Among the inspection regimes are short-
notice targeted compliance inspections and the placement of on-site remote
monitoring devices. The goal is to supervise the global destruction of all chemical
weapons over a 10-year period from the 1997 date of implementation. [4]. The CW
Convention is the first treaty to ban an entire category of weapons under stringent
international inspection.

Seventy different chemical weapon agents were stockpiled during the 20th

century, but many failed to stand the test of time. Table 21.1 breaks down the ag-
gregate total of 69,893 metric tons of weaponized chemicals declared to OPCW by
its member states as of December 31, 2000 [5]. Six thousand seven hundred metric
tons had been destroyed as of April 1, 2002 comprising 2 million of the 8.6 mil-
lion items awaiting destruction [6]. The US stockpile is the second largest after
Russia and consists mainly of nerve gas (GB and VX) and vesicants (primarily
mustard agents: H and HD). Approximately 60% of the US stockpile is in bulk
storage containers, and 40% is contained in munitions - of 150,000 gross tonnage.
Among the worldwide chemical armaments to be destroyed are ballistic and cruise
missile warheads, artillery shells, mortars, grenades, landmines, aircraft bombs,
spray tanks, and binary munitions (in which the precursors are combined on fir-
ing). Destruction of US weapons is occurring by incineration at Johnston Atoll,
250 miles southwest of Hawaii, and by chemical neutralization at a Utah facility.

The road to worldwide chemical weapon disarmament remains an uncertain
if hopeful journey of multilateral international cooperation. There has been signifi-
cant opposition within the executive and legislative branches of the US govern-
ment to the more burdensome monitoring requirements and because of an alleged
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necessity to protect industrial-secrets, despite the strong support for the treaty by
the Chemical Manufacturers Association and the American Chemical Society.
Subsequently, Washington sought special considerations, including a presidential
veto over challenge inspections, and orchestrated the premature replacement of the
OPCW Executive-Director, leading to accusations of unilateralism and concern
over the potential creation of loopholes for CW 'cheaters.'

Several US objections have been raised to the Convention [7]. There is a
mistaken assumption underlying most of these objections that CW are generally a
weapon of mass destruction. The manifest demonstration of overwhelming remote
strike capability of US forces with the utilization of 'smart1 munitions in the recent
Afghanistan, Kosovo, and Iraq conflicts undermines the argument that a specific
CW deterrent is necessary if nuclear weapon deterrence is not to be made more
likely. The necessary detailed verification provisions and advances in chemical
detection will make the identification and cessation of major CW programs verifi-
able, for the first time. The treaty mandates the acceptance of short-notice chal-
lenge inspections at any suspect site within the nation state. Small-scale noncom-
pliance might indeed remain undetected. However, to conventional munition de-
terrence and military superiority of the US and its allies is added the demonstrated
mutual interests of the comity of nations in the abolition of CW. Defensive meas-
ures against the use of CW would remain unaffected.

Of the more than 2 dozen countries possessing CW, only North Korea, Is-
rael, Syria, Egypt, Iraq, and Libya remain outside the Convention; Iran, Pakistan,
and Sudan have enjoined the treaty [8]. Even without universal compliance, the
Convention should markedly reverse the proliferation of CW, and the risks of ter-
rorist acquisition, and provide the framework for international economic, political,
and possibly military pressure upon noncompliant 'rogue states' seeking to main-
tain CW programs. The alternative of widespread proliferation of CW among
states would make their eventual acquisition by terrorist groups very much more
likely [9].

RISK ANALYSIS OF THE POSSIBILITY OF CHEMICAL WEAPON AT-
TACKS ON US CIVILIANS

It is perhaps unlikely that a terrorist group would ever be able to obtain mu-
nition weapons, particularly since the advent of international CW disarmament
activities under the Chemical Weapons Convention (1993). There has been con-
cern that the poor security of stored CW agents in several countries of the former
Soviet Union and sales from stockpiles left over from the Iran-Iraq war of 1980-88
might result in a market for chemical weapons among terrorist groups. This situa-
tion has improved with the cooperation of governments and with US employment-
subsidization of former Soviet government scientists with chemical (or biological)
weapon expertise. Unease remains that so-called 'rogue states,' such as Iraq, North
Korea, Syria, Israel, and Libya, who maintain covert chemical weapons programs
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and whose stockpiles are undeclared to the OPCW [1] might disseminate
weaponized chemicals to terrorist organizations. There is no objective evidence
that this has occurred [10]. The risks would certainly change if nation states be-
come directly involved, but detection would lead to international opprobrium/and
the likelihood of massive retaliation.

Table 21.1 Aggregate Quantities of Chemical Weapon Agents Declared to the
Organization for the Prohibition of Chemical Weapons (OPCW), December 31,
2000.

Category 1 Chemical weapons Total tonnage

Lewisite (L) 6,745

Mustard/Lewisite mixtures 344

Mustard agent 13,839

Runcol (HT) [mustard 60% + Agent T 40%] 3,536

Degraded sulfur mustard 1

Tabun (GA) 2

Sarin(GB) 15,048

Soman(GD) 9,175

Medemo < 1

Agent VX 4,032

Agent VR 15,558

Difluor(DF) {binary} 444

OPA {binary} 731

EDMP {binary} 46

Unknown 4

Category 2 Chemical weapons

Chloroethanol 302

Thiodiglycol 51

Phosgene 5

Source: Health Aspects of Biological and Chemical Weapons, WHO, 2002
American military CW nomenclature is included [5].

The question therefore arises as to the magnitude of the risk that interna-
tional or national terrorist organizations could manufacture, store, and disperse
their own chemical weapons in the US. Extensive national and international law
now exists to regulate access to precursor chemicals and to certain manufacturing
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equipment. Still, many precursor chemicals and much equipment is dual-use and
readily available commercially. There are, moreover, major constraints in the
fairly sophisticated scientific skills and specialized manufacturing equipment nec-
essary to manufacture, in safety, most of the recognized CW agents. Such con-
straints are commonly underestimated in political and journalistic commentaries.
For a terrorist organization to make considerable technical and financial invest-
ment in developing unconventional chemical weapons, and to undertake the pro-
longed acquisition process, with the potential for detection, there will have to be a
strategic advantage identified. The regular tools of the terrorist trade are much
easier to acquire and use, and would be expected to serve their purposes at least
equally as well. In the open air, for example, it is estimated that approximately
1,000 kg of sarin would be necessary, if expertly deployed, to exceed the potential
of conventional explosives. Unless there is direct state or proxy support of CW
acquisition or development, large-scale use of CW by non-statal protagonists is
unlikely. Improved US intelligence capabilities are also a potent disincentive.

However, the manufacture of a variety of chemical weapons by Aum Shin-
rikyo and the 1994 sarin attacks on the judges' compound in Matsumoto and on
the Tokyo underground in 1995 brought into clear focus that a determined civilian
group with extensive financial and scientific resources could actually threaten a
sovereign state [11, 12]. There were also failed attacks with botulinum toxin and
failed biological weapon attacks. The potential for mass civilian casualties was
achieved, but the effectivity of the cult's attacks was undermined by unresolved
technical difficulties, and probably also by the vagaries of cult-dominated behavior
within the group. Aum Shinrikyo has been the only non-state organization known
to potentially develop a weapon of mass destruction (WMD).

Complex toxic chemicals are produced by reacting precursor chemicals to-
gether, usually through a series of chemical reactions, each of which requires par-
ticular conditions of heating or cooling, the handling of gases, the requirement for
catalysts and/or quenchers, and often the use of specialized and/or inert reaction
vessels [13, 14]. To obtain high agent purity will also often require special equip-
ment. Some ubiquitous chemical precursors can be ordered in relatively small
amounts without undue suspicion, but others may require legitimization by setting
up an elaborate front company to reduce the suspicions of suppliers.

Small quantities of chemicals are likely to escape detection [11]. The
Chemical Weapons Convention requires reporting of all facilities that use more
than lOOg of certain military precursors with no commercial use, more than 1
tonne a year of a defined group of high-risk dual-use precursors, and of 30 tonnes
per annum usage of lesser-risk precursors in common commercial usage [15].
Since 1985, international export control of such agents has reflected the conven-
tions of the Australia Group of major chemical suppliers. Equipment for the small-
scale synthesis of CW in kilogram quantities would probably fall below export
thresholds. Indeed, a small production line for several CW agents could be set up
on the bench using laboratory glassware [11]. Risks from fires, explosions, and
leaks in production and storage at small-scale facilities would be a constant threat.
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Skilled mechanical and electrical engineers could build a satisfactory chemical
sprayer or explosive burster. Small-scale production is compatible with unconven-
tional dissemination methods, such as from trucks, boats, from crashing into a
building, using backpacks, canisters, fire extinguishers, or crop-dusters.

The question is whether terrorists have sufficient motivation and financing
to undertake the technical developments necessary for CW success. Direct use of
commercially available hazardous chemicals and the purchase of stolen weapon-
ized chemicals are easier options, should opportunity present itself. Among com-
mercially available poisons that could be used as a small-scale weapon are heavy
metals; volatile toxins such as benzene, chloroform, and trihalomethanes; pulmo-
nary agents such as vinyl chloride, persistent and non-persistent pesticides; and
dioxins, furans, and polychlorinated biphenyls (PCBs). Industrial compounds, e.g.,
cyanides, nitriles, and corrosive acids and bases, might also be obtainable.

Another option for the terrorist with inadequate technical capabilities is to
sabotage or bomb a critical area of an already existing chemical plant. During fa-
vorable weather conditions a toxic cloud could be released over an adjacent popu-
lation area. Knowledge of chemical plants would be a prerequisite. An almost
entirely indiscriminate attack might result, but in certain circumstances a danger-
ous weapon could be created. The most salutory example is the accidental release
of methylisocyanate from a Union Carbide insecticide plant in Bhopal, Madhya
Pradesh, India, in 1984. Eleven thousand persons were disabled and up to 3,800
individuals died [10]. This accident led to an EPA-enforced Toxics Release In-
ventory (TRI) for 66,000 industrial facilities across the US that provides enhanced
awareness of the presence of hazardous chemicals within the community, and fa-
cilitates disaster management planning. The Offsite Consequence Analysis (OCA)
part of these reports are not released to the public in case this information might
encourage terrorism [16].

Although considerable public comment equates vulnerability to chemical
attack on civilian populations with a finite threat, the relationship between the two
incorporates many variables, both known and unknown, including the strategic
motivation of terrorists [17]. The most feasible chemical attack would in an en-
closed space, in a building, indoor stadium, or convention center. With limited
CW availability, indoor dissemination might be expected to be more successful
than open-air attack. For several reasons, therefore, it is doubtful that a non-statal
adversary could target effectively a group of people larger than a few hundred
with any kind of chemical attack [18].

Having explored the vulnerability to chemical attack, it is useful to reflect
that there was only one fatality from CW attack within the US homeland during
the twentieth century. In 1973, the homegrown Symbionese Liberation Army ter-
rorist group assassinated a Californian school superintendent with a cyanide-
tipped bullet [19]. Some perspective is needed in assessing the current risk of the
US to chemical attack. If it is decided that, indeed, cogent asymmetric threats exist
to the US civilian population, the nation must assess the magnitude of the invest-
ment necessary to counter that threat. The possibility of a low-probability cata-
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strophic event has to be weighed against the possibility of public health hazards of
higher probability but of much smaller magnitude. Preparedness can itself be a
deterrent.

INDUSTRIAL CHEMICALS AS TERRORIST AGENTS

Industrial production since the late nineteenth century has continued to gen-
erate exponential increases in the number of toxic substances identified. Currently
as many as 500,000 US commercial products pose physical or health hazards [20].
In 1999, the Environmental Protection Agency (EPA) estimated that approxi-
mately 850,000 facilities in the country were working with hazardous chemicals.
Indeed, there are perennial risks of releases of hazardous materials (hazmats) be-
cause of mishaps in chemical manufacturing and storage, from industrial accidents
in other sectors of the economy, as a result of transportation accidents, or from
accidents in the home. Most chemical spills are small with few casualties [21].
HAZMAT response guidelines, training, and equipment have been standardized
by the National Fire Academy (NFA) and the Federal Emergency Management
Agency (FEMA) in order to manage hazardous chemical accidents efficiently
[22]. A newly perceived threat to the US homeland involves the deliberate use by
terrorists of chemical weapons against civilian populations with the purpose of
maximizing casualties. Industrial chemicals are ubiquitous in many counties
across the United States and might be utilized in chemical terrorism, particularly
perhaps by indigenous terrorists. To assist local public health and safety officials
in preventing and mitigating such hazards, the Agency for Toxic Substances and
Disease Registry (ATSDR) has proposed a 10-step procedure [23] to formalize
local and regional planning.

• Identify, assess, and prioritize threats
• Identify local sources of chemicals with attendant risks
• Evaluate potential exposure pathways
• Identify potential acute and chronic health impacts
• Estimate potential infrastructure and environmental effects
• Identify health risk communication requirements
• Identify methods to mitigate potential hazards
• Identify preventive methods to reduce access to candidate CW
• Incorporate threat assessment, mitigation, and prevention strategies into

emergency response plans
• Training exercises to prevent and mitigate identified hazards

The enhanced political accountability that improved awareness of the pres-
ence of hazardous chemicals within the community has brought better security in
chemical production and storage facilities. Chemical transportation remains a vul-
nerable area in which future improvements must be made.
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One of the major problems in combating chemical terrorism is the presence
of dual-use chemicals. Table 21.2 shows several of these dual-use chemicals. As
can be seen from this table, a number of chemicals are also the precursor for a
number of chemical warfare agents. Also the globalization of the chemical indus-
try has led to large international flows of these dual-use chemicals. For example,
chemicals such as ammonia, ethanol, isopropanol, sodium cyanide, yellow phos-
phorus, sulfur monochloride, hydrogen fluoride, and sulfur are commodity chemi-
cals that are used in commercial industry at the level of millions of tons per year
and hence are impossible to control. And these chemicals are precursor chemicals
for Tabun agent. Hydrogen fluoride is another chemical necessary for production
of G agents. However, it is used at many oil refineries and can be purchased com-
mercially in large quantities; it is also easily derived from phosphate deposits,
which usually contain fluorides. Some chemicals, although they can be used to
produce chemical agents, may be controlled to some extent because they are
manufactured in much smaller volumes. These chemicals include phosphorus
trichloride (with 40 producers world-wide), trimethyl phosphite (21 producers),
and — for tabun only—phosphorus oxychloride (40 producers). Even then, some
chemicals have important use; for example, phosphorus oxychloride is used exten-
sively in commercial products such as hydraulic fluids, insecticides, flame-
retardants, plastics, and silicon. Similarly, di-methyl methylphosphonate
(DMMP), an intermediate in nerve-agent production, is produced as a flame
retardant by 11 companies in the United States and 3 in Europe (Belgium, United
Kingdom, and Switzerland).

COUNTERMEASURES

Most of the developing countries cannot establish a chemical factory for
production of chemical agents without the help of western countries. They will
need assistance in the area of equipment design, installation, and in start-up. A
number of equipment generally has to be purchased from western countries. Be-
cause of this dependency, Western governments have attempted to slow CW pro-
liferation by establishing a committee known as the Australia Group, which coor-
dinates national export-control regulations to restrict the sale of key CW precur-
sors to suspected proliferants. Nevertheless, the export controls coordinated by the
Australia Group cannot prevent countries that are outside this body from selling
precursor chemicals. The problem may be with the terrorist groups, which may not
have the capability or resources to set up a plant for producing chemical agents,
but they can certainly buy them from other countries. Nevertheless, there are a
number of indicators that can be monitored for tracking chemical agent prolifera-
tion or manufacturing activities by a country.

Doestically a number of dangerous chemicals with the potential to be used
either in improvised weapons or as premeditated releases are available These
chemicals have a number of industrial uses but must be registered with ATSDR
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soft targets. These include: chemical manufacturing plants (chlorine, peroxides,
other industrial gases, petroleum, plastics, and pesticides); food processing and
storage facilities (ammonia tanks); water purification plants (chlorine tanks);
chemical transportation assets (rail tank cars, tanker trucks, pipelines, river
barges); gasoline and jet fuel storage tanks (airports, distribution centers, barge
terminals); compressed gases (tanks, pipelines, and pumping stations); gold mines
(cyanide and mercury compounds); pesticide manufacturers and distributors (or-
ganophosphates); and research and medical laboratories.

Table 21.2 Dual-Use Chemicals

Dual-use chemical CW agent Commercial product

Thiodiglycol Sulfur mustard Plastics, dyes, inks

Thionyl chloride Sulfur mustard Pesticides

Sodium sulfide Sulfur mustard Paper

Phosphorus oxychloride Tabun Insecticides

Dimethylamine Tabun Detergents

Sodium cyanide Tabun Dyes, pigments, gold recovery

Dimethyl methylphosphonate G Agents Fire retardants

Dimethyl hydrochloride G Agents Pharmaceuticals

Potassium bifluoride G Agents Ceramics

Diethyl phosphite G Agents Paint solvent

Source: Giovanni A. Snidle, "United States Effort in Curbing Chemical Weapons
Proliferation," U.S. Arms Control and Disarmament Agency, Military Expendi-
tures and Arms Transfers 7939 (Washington, DC: U.S. Government Printing Of-
fice, October 1990), p. 23 [24].

Considerable hazardous material control infrastructure may be in place at
larger industrial facilities. Chemical transportation assets present more difficult
hazards as they are more difficult to protect and because large quantities of chemi-
cals can be moved adjacent to potential targets, as illustrated by the April 2002
bombing of the Djerba synagogue in Tunisia using a propane truck. The risks of
some common commercial chemicals[23] are shown in Table 2.

Unlike military CW attacks, ingestion may be an important route of expo-
sure in chemical terrorism, particularly with cyanides, heavy metals, and liquid
aromatic hydrocarbons, such as benzene. In such complex chemical environments,
reference to Regional Poison Centers, to the North American Emergency Re-
sponse Guidebook (hazmat.dot.gov/gydebook.htm), to commercial databases such
as Tomes Plus by Micromedix (www.micromedex.com/products/tomesplus) or
Chemtrec (www.cwc-chemical.com/chemtrec.htm) and to data sheets from the
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Agency for Toxic Substance and Disease Registry (www.atsdr.cdc.gov/) and the
Environmental Protection Agency.

Table 21.2 Potential CW Risks of Common Commercial Chemicals.

Nature of improvised C W Chemical agents

Eye/skin/respiratory irritant Acids, ammonia, acrylates, aldehydes, isocyanates

Choking agent Chlorine, phosgene, hydrogen sulfide

Asphyxiates Aniline, nitrile, cyanide compounds, vinyl chloride

Nerve agents Organophosphate pesticides

Blister agents Dimethyl sulfate

Flammable industrial gases Acetone, alkenes, alkyl halides, amines

Water supply contaminants Benzene and other aromatic hydrocarbons

Oxidizers for improvised explosives Oxygen, butadiene, peroxides

Incendiaries Natural gas, propane, isobutane, petroleum

One important consequence of the recent concern over the potential misuse
of dangerous chemicals within the community is the realization that plant security
and security around chemical transportation assets has been poor and that regula-
tory improvements are urgently required. The identification and security of poten-
tial terrorist chemical targets cannot be ignored. The US government-led efforts to
enhance hazardous materials preparedness for chemical releases will better pre-
pare communities to respond to chemical terrorism events if or when they occur.

INDICATORS OF CHEMICAL AGENT PROLIFERATION ACTIVITIES

Verification of production of chemical agents is a challenging task. It is not
necessary for a facility that produces chemicals to be large. A small production
facility could manufacture significant quantities of CW agent over several years.
Several potential indicators, or "signatures," of CW development, production, and
weaponization may be used to detect chemical agents production intentions of a
country or a terrorist group. Each signature taken in isolation is probably inade-
quate to identify such facility, but a "package" of signatures from various sources
may be highly suggestive of a CW capability. Some of these signatures are dis-
cussed below. A detailed discussion of these signatures can be found in reference
[25].

Research and Development Signatures

A country interested in developing a CW capability may first try to initiate
its own laboratory research for development of chemical agents. The country may
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involve a core group of their scientists or chemists, although this step is not neces-
sary if standard agents and known production processes are to be employed. How-
ever, a terrorist group may try to recruit scientists to set a small laboratory. A
prominent scientist generally likes to publish his work in scientific journals. Sud-
den disappearance of his contribution to the scientific journal may be an indicator
that he is engaged in some other activities that do not allow him to publish.

External Production Signatures

Since so much of CW agent production involves dual-use technologies, it is
difficult to distinguish between illicit and legitimate production. However a coun-
try's certain interest in production of chemicals involving the same precursor
chemical that are used for production of chemical agents should be taken seriously
and investigated. Aerial photograph and remote sensing may be used to gather
external evidence of such activities.

Internal Production Signatures

Under the CWC verification regime, external signatures obtained non-
covertly through overhead photography and remote sensing will be supplemented
with internal signatures obtained by authorized onsite inspections.

Chemical Signatures

The goal here is to collect and analyze samples during on-site inspections of
chemical plants and suspect facilities and to detect signatures of illicit CW pro-
duction.

Detecting Clandestine Production

Detection of clandestine CW agent production in a non-declared facility
would require non-cooperative data collection by human agents or by covertly
emplaced or remote sensors, which might then be used to cue a challenge inspec-
tion.

COMPONENTS OF A COMPREHENSIVE CHEMICAL WEAPON
COUNTERTERRORISM STRATEGY

Treaties on the prohibition of the use of chemical weapons date back to
1946, the latest being the September 3, 1992 treaty and opened for signing on
January 13, 1993. One hundred and seventy-four countries have signed the agree-
ment as of February 2001. United States ratified the agreement on April 25, 1997
and Russia in November 1997, and Afghanistan in 1993.

According to the CWC agreement, countries manufacturing toxic chemicals,
precursors, and other chemicals noted in Table 17.1 must notify OPCW. As many
chemicals in this list are toxic but are used for the manufacture of other useful
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chemicals, it is necessary for the parties manufacturing such chemicals to declare
plant sites that produce aggregate quantities of discrete organic chemicals (DOC)
in excess of 200 tons per year as well as plant sites which include a plant produc-
ing more than 30 tons per year of a DOC containing the elements phosphorus,
sulfur, or fluorine. Production data for such plant sites must be provided. Routine
inspections of the facilities are carried out. In spite of these and other regulations,
several chemicals can get into the hands of terrorists or terrorist organizations to
manufacture chemical weapons.

However, OPCW is trying to have further control over the production and/or
knowledge of the chemicals agents that are produced worldwide and to safeguard
them. Table 21.3 is a summary of Reporting and Inspection Requirements under
the Chemical Weapons Convention. The amounts of chemicals noted are based on
per annum production. Inspections are to begin after three years. Production is
calculated over an entire plant site, chemical-by-chemical, except for unscheduled
DOCs, for which all unscheduled DOCs produced at a plant site should be aggre-
gated. PSF chemicals should be aggregated plant wise and chemical-by-chemical.
Initial reports by ratifying States to the OPCW will be due 30 days after the Con-
vention enters into force. Reports to the OPCW (Organization for the Prohibition
of Chemical Weapons) by national Governments will be due annually thereafter,
with separate declarations for past and anticipated activities. Governments will
also be required to report any additionally planned activities at reporting facilities.
The details of national reporting procedures are left to national governments,
which may wish to institute their own procedures to ensure compliance. These
notes are written to show that in spite of the international controls and inspections
in place, terrorists manage to get hold of chemicals for their use.

Asymmetric warfare is being employed by terrorist groups so as to avoid US
strengths and to attack covertly its vulnerabilities. International disarmament re-
mains an important component of any counterterrorism strategy under the 1993
Chemical Weapons Convention. Other strategic endeavors are also critically im-
portant [26], including counter-proliferation, pre-emption, deterrence, and crisis
and consequence preparedness. The chemical weapon disarmament protocols are
dependant upon levels of state cooperation that, to date, has proven difficult to
achieve [27], although the diplomatic efforts are ongoing. Despite these difficul-
ties, as of early 2002, 15% of the reported worldwide manifest of CW have been
destroyed and the process is accelerating according to treaty commitments. US
concerns remain as to the verifiability of the CW control monitoring provisions,
yet Washington continues to oppose some of the intrusive verification procedures,
as they apply to the US.

Counter-proliferation means aggressive action to limit the spread of CW
technology, either multilaterally or unilaterally. The miscalculated dependence
upon electronic and remote intelligence gathering among US intelligence agencies
in the 1990s led to loss of capability in human intelligence [28] which is necessary
if well organized and disciplined substatal terrorist groups are to be penetrated.
Human intelligence provides the best information on the intentions of potential
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enemies, may reveal early warnings of potential attacks, and inform as to perpe-
trators and sponsors. The necessary intelligence redirection will undoubtedly be
achieved once the intelligence lessons of the World Trade Center attacks are inte-
grated.

Table 21.3 Summary of reporting and inspection requirements under the CWC
(OPCW,200l).

Chemical Reporting
Threshold

Inspection Thresh-
old

Affected Organizations

Schedule 2 A

Schedule 2 A

Schedule 2 B

Schedule

1 00 kg

ton

330 tons

200 tonsUnscheduled

Discrete Or-
ganic Chemical

PSF Chemicals 30 tons

I ton

10kg

10 tons

200 tons

200 tons

200 tons

Producers, processors, con-
sumers, importers, and ex-
porters

Producers, processors, con-
sumers, importers, and ex-
porters

Producers, processors, con-
sumers, importers, and ex-
porters

Producers, importers, and
exporters

Producers

Pre-emption involves the disruption of terrorist efforts by dislocating long-
term financial and logistic support, impairing command structures, and intervening
decisively when preparations for a terrorist attack are detected. Intelligence gath-
ering and analysis underpins these efforts, often in collaboration with international
partners. Domestic homeland measures and awaredness may also be contributory.
Antiterrorist pre-emptive activities merge with the FBI crisis management respon-
sibilities. There are a number of recent publications that can be recommended to
help in the understanding of the terrorist enemy [29, 30].

Deterrence requires both the development of a response capability and the
political willingness to undertake massive retribution against terrorist attacks. A
framework for retribution is indeed incorporated in the 1993 CW Convention.
Such an international legal framework has led in recent years to multilateral ac-
tions in Iraq, Afghanistan, Libya, Bosnia, and Kosovo. The extraordinary techno-
logical superiority of US forces provides a formidable deterrent reality to interna-
tional terrorism, and which is coupled with the contemporary international politi-
cal will to wage a war of attrition on terrorists and upon the parastatal structures
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that support them. A clearly enunciated policy must be established that host na-
tions, supported by the international community, will act decisively each and
every time that their citizens are threatened by terrorist action.

Crisis response preparedness to a CW attack is under the leadership of the
FBI, and CW consequence management is organized under the leadership of
FEMA. Both build upon the local and State CW incident preparedness of hazard-
ous materials (FLA.ZMAT) crews, fire departments, emergency medical service
personnel, and police officers. In recent years, the perceived increased national
risk of chemical (and biological) terrorism has led to considerable CW training
[31-34], budgetary support, and equipment grants under the National Response
Plan (chapter ) for all first responders to enhance their response capabilities irre-
spective of prior experience, and these efforts continue. A well ordered emergency
response can modulate considerably the sequelae of CW attacks and contribute to
undermining the terrorist goals.
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Personal Protective Equipment
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INTRODUCTION

Personal protective equipment (PPE) is the clothing and other protective
gear that workers wear to protect themselves from the environmental hazards as-
sociated with a task or job. The "worker" in the case of terrorism response is most
often either a warrior (military troop) or a first responder (fire fighter, emergency
medical worker, law enforcement officer). Although these two types of responder
have markedly different jobs, they face similar environmental hazards while re-
sponding to terrorist or potential terrorist activities. Because these environmental
hazards are similar, the technologies most often utilized to protect the responder
are also very similar.

SELECTING PERSONAL PROTECTIVE EQUIPMENT

There is a wide array of protective clothing and equipment being marketed
to both the military and public sector first responder communities. In order to se-
lect the best personal protection for a given task, the users must perform a risk
assessment. In other words, the user must assess the potential hazards, hazard
level, and the probability of being exposed to that hazard. Additionally, the user
must have a firm grasp of the doctrine by which their organization does business
in a hazardous environment. The responder must combine the results of their risk
assessment, knowledge of their organizational doctrine, and a basic knowledge of
PPE technologies in order to select the protective equipment available in the mar-
ketplace that is best suited for the task at hand. This chapter will address the basic
principles of risk assessment as it relates to selecting PPE, the concept of doctrine
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as it relates to WMD PPE selection, and the basic technologies that are available in
the marketplace to protect responders.

RISK ASSESSMENT

The use of risk assessment techniques to aid in the selection of PPE is com-
mon practice in the manufacturing and environmental response sectors. In fact the
U.S. Occupational Health and Safety Administration (OSHA) has codified basic
hazard assessment and PPE selection guidance in 29 CFR 1910 (Code of Federal
Regulations), Subpart I, Appendix B. One method for performing a PPE risk as-
sessment utilizes the following five-step process.

• Step 1, Define the Mission/Tasks. The first step to any assessment is
determining the type of mission to be performed while wearing the
PPE. The type of mission will subsequently dictate the tasks to be ac-
complished. A member entering a chemical hazard area to draw an air
sample will face different hazards than a member entering the same en-
vironment to apprehend suspects who may be armed and protected
from the chemical hazard.

• Step 2, Assess the Hazards. With the mission and tasks in mind, the
next step of the assessment process is to identify the hazards and poten-
tial hazards to the greatest extent possible. The obvious weapons of
mass destruction (WMD) hazards include biological agents and tox-
ins, nuclear devices and radioactive materials, incendiary devices,
chemical agents, and explosive devices (termed "b-nice" hazards). In
addition to the b-nice hazards, responders must also concern themselves
with slip, trip, and fall hazards; heat and cold temperature conditions;
sharp objects; and sources of electromagnetic radiation.

• Step 3, Determine the Risk. Once all the tasks and possible hazards
have been identified the user should identify the areas or systems of the
body vulnerable during the given tasks. In addition to the areas of the
body that are vulnerable, the user needs to assess the likelihood that the
exposure will occur and the consequence of such an exposure. When
estimating the likelihood and consequences of exposure, it is advisable
to assign numeric values so that priorities can be identified.

Table 22.1 offers one possible system for assigning numeric values to
risk. The system results in risk values from zero to one hundred (0 -
100) with one hundred indicating the greatest risk and zero indicating
minimal risk. Such a system can be used to quantify risks from all haz-
ards including chemical, biological, radiological, and physical hazards
such as slip, trip, and fall hazards. Numeric values will help a user to de-
termine priorities when selecting PPE. For example, if one possible
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exposure is to a chemical that is skin absorptive and extremely toxic
(causing possible death) through skin absorption and the likelihood of
exposure to that chemical is very unlikely, then the estimated risk value
would be 20 (10 x 2). Another chemical may produce minor treatable
injuries on contact but exposure is likely to be continuous. In this case,
the estimated risk value would be 40 (4 x 10).

Table 22.1 Possible system for assigning numeric value to potential exposures
when performing risk assessments

Value Likelihood of Exposure Consequence of Exposure

0 Extremely unlikely No health effect

2 Very unlikely Temporary health effect

4 Unlikely Minor/treatable injury

6 Likely Serious injury

8 Multiple exposure likely Debilitating injury

10 Continuous exposure likely Probable death

• Step 4, Compare Need and Available PPE. Once likelihood and con-
sequence of exposure (risk value) has been assessed, the responder must
compare the risk values, available PPE, and the capabilities of the PPE
to protect from the various risks. Although at first glance this may ap-
pear a simple exercise, many responders find this an extremely frustrat-
ing exercise once they begin the process. Responders quickly realize
that the PPE required to protect them from all the identified risks often
does not exist.

• Step 5, Select the Most Appropriate PPE. With the comparison of
need and requisite PPE capabilities in hand, the responder must choose
the most appropriate PPE for the mission. In other words the responder
needs to select the PPE that niinimizes risk. In some instances, the re-
sponder may find that the possible benefit associated with a mission
does not warrant exposing responders to the residual risk and choose to
abort the mission. Alternately, responders may find that they can insti-
tute environmental or procedural controls that will minimize risks pre-
viously identified and allow for safe use of some of the identified PPE.

DOCTRINE

Each response organization has a set of formal and informal beliefs that
compose its organizational doctrine. This compilation of core beliefs dictates what
the organization and its leaders view as an acceptable level of risk during a given
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mission. The level of acceptable risk will subsequently impact PPE selection for
the particular mission or task. As an example, consider a response into an indoor
environment in which there has already been a dispersal of a chemical agent. Ad-
ditionally, assume there is potential for the additional dispersion of mist/droplets
in the area.

One possible doctrinal point of view is the no allowable exposure view. In
other words, when dealing with hazardous chemicals (or any hazard), no exposure
of a user to the chemical is acceptable. This doctrine is based on the belief that all
exposure carries with it risk, and that risk to the responder should be minimized
regardless of economic or social factors. It places the welfare of the responder
above all other considerations. Organizations that prescribe to this doctrine would
need to select PPE that totally protects the user from chemical exposure for the
entire duration of the mission in the environment given as an example.

An alternate viewpoint is the as low as reasonably achievable (ALARA)
view. This doctrinal position holds that users should be protected to levels that are
"reasonable" taking economic and social factors into account. This viewpoint in-
cludes the belief that all exposures carry some risk, and subsequently that as expo-
sure increases so does the likelihood of harm. This doctrine is the guiding princi-
ple of radioactive material safety. Protection from radioactive materials is consid-
ered optimized when the level of protection needed to further decrease exposure is
not achievable without an unreasonable social or economic cost. In our example,
this ALARA principle would indicate that exposure should be limited to levels not
likely to cause injury or illness where reasonable and while considering social and
economic factors. In other words, PPE would be selected that would maintain the
exposure over a mission period at or below a permissible level.

An alternate doctrine is that of conditional exposure. Those who operate un-
der this doctrine hold that exposure to some identified level of a chemical (or other
hazard) is acceptable for a particular benefit. For example, an organization may
hold that it is reasonable to risk exposure to levels of a chemical that can cause
non-permanent injury in order to gain control of a situation. They may believe that
allowing exposure to a chemical at levels that may cause serious injury is accept-
able if that exposure is likely to facilitate the rescue of viable victims. At the ex-
treme of the conditional exposure spectrum of beliefs is the belief that exposure to
levels of a chemical that will likely cause serious health effects or death may be
warranted in order to achieve an identified tactical objective. This view is known
as the acceptable losses viewpoint. In our example, PPE would be selected that
allowed for completion of the mission with less regard for the health and welfare
of the responder.

Regardless of the specific doctrine that an organization subscribes to, that
doctrine will affect the specific PPE selected by the organization. Therefore, in
addition to a risk assessment, the individual responsible for selecting PPE for use
in various WMD events must have a thorough understanding of their organiza-
tion's doctrine. Finally, the responder must have knowledge of the different tech-
nologies available to provide protection from the various hazards.
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AVAILABLE TECHNOLOGIES

The hazards faced by the terrorism responder fall into five basic categories:
biological agents and toxins; nuclear/radioactive materials; incendiary devices;
chemical agents; and explosive devices. Each of these hazards acts on the body in
one or more ways to inflict its harm. The role of PPE is to prevent or minimize
those interactions. The PPE utilized in WMD response can be generally examined
in two broad categories: respiratory protection, and dermal protection. Within each
of these broad categories there are a few basic types of technology that provide
responders with protection from the wide array of materials and situations they
may face.

Respiratory Protection

The respiratory tract is designed to allow for the rapid exchange of material
between our circulatory system and the surrounding environment. Unfortunately,
the same features that make the system so efficient at supporting our respiration
also make it sensitive to many of the environmental hazards responders face in
WMD incidents. The moist, sensitive and relatively permeable tissues of the respi-
ratory tract may be easily damaged or allow the permeation of unwanted materials
and organisms into the body. In fact, many early chemical warfare agents were
designed to target the warrior by inflicting harm via the respiratory tract. Conse-
quently, early PPE was designed to protect the respiratory tract of the warrior and
his horse as shown in Figure 22.1.

Respiratory protection equipment currently utilized for WMD response can
be classified as either atmosphere-supplying or air-purifying equipment. The pri-
mary difference between the two types of respirator lies in the source of the air the
user inhales. In an air-purifying respirator, the air comes from the immediate sur-
roundings of the user. Atmosphere-supplying respirators utilize a controlled air
source known to be safe for respiration and free of contaminants.

Air-Purifying Respirators

The air-purifying respirator, referred to as an APR, filters and/or chemically
scrubs the user's air prior to inhalation. APRs are relatively lightweight, easily
transportable, offer relatively long mission durations, and can be effective for
specified atmospheres. In order to ensure effectiveness, the APR must be fitted
with a cartridge(s) that is appropriate for the atmosphere being entered. For exam-
ple, HEPA (high efficiency particulate) filters are used to filter particulate matter
such as asbestos, radioactive particles, and biological agents such as anthrax
spores. Alternately, organic vapor cartridges are utilized for filtering many of the
organic-based chemical agents. Figure 22.2 shows a schematic view of a full-face
APR.

APR cartridges and filters have several limitations. The functional life of a
cartridge is limited and requires it be replaced at designated intervals after opening
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the sealed container in which it is packaged. The cartridges and filters also have
shelf lives and must be discarded upon expiration to avoid degraded performance.

Figure 22.1 Cavalry soldier and horse each utilizing an air-purifying respirator to protect
the respiratory tract.

v> i1 •, __.,>

Figure 22.2 Schematic representation of an air-purifying respirator (APR).
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Additionally, although cartridges are effective at purifying air passing
through them, they do not produce oxygen and therefore cannot be used in oxy-
gen-deficient atmospheres. Finally, the APR user has the added respiratory burden
caused by pulling the inhaled air through the cartridges.

In order to reduce the stress placed on the user using an APR, APRs
equipped with powered fans have been introduced in the market place. These fan-
powered APRs are known as powered air-purifying respirators or PAPRs. Figure
22.3 shows a typical PAPR composed of a hooded loose-fitting facepiece that is
connected to a fan unit by a breathing hose. The belt mounted fan unit draws air
through the filters and forces air through the breathing tube to the facepiece of the
respirator. PAPRs are powered by either disposable or rechargeable batteries and
typically can operate for approximately six hours before replacement.

Atmosphere-Supplying Respirators

Atmosphere-supplying respirators are those that supply air from a fixed
source directly to the user. The atmosphere is typically supplied from a cylinder of
pressurized air either carried by the user or maintained within 300 feet. Air is al-
lowed to flow to the user through a pressurized hose from the cylinder. Although
not commonly used by responders, the air supply may also be a breathing air com-
pressor located near the use site.

Figure 22.3 A hooded loose-fitting facepiece powered air-purifying respirator . Note the
fan/filter unit in the foreground with the battery.

Atmosphere-supplying respirators are viewed as the highest level of respi-
ratory protection available. They provide the highest level of protection because
they supply a known-safe air supply to the user. However this characteristic leads
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to a number of disadvantages to using this type of device during WMD response.
The user must carry their air supply in a cylinder or be tethered to the air supply.
Compressed breathing air is carried in metal or composite cylinders on the back or
waste of the user. These cylinders are relatively heavy and must be refilled after
twenty to sixty minutes of operation in the most commonly used configuration.
This configuration of the supplied-atmosphere respirator is known as a self-
contained breathing apparatus (SCBA). The SCBA shown in Figure 22.4 is com-
monly used by responders to WMD events and operates in an open-circuit mode.
Open circuit SCBA users exhale their respirations out of the system and to the
atmosphere. Closed-circuit SCBA recycle or scrub exhaled air in an attempt to
maximize use of the air supply. Closed-circuit SCBA have seen limited use in the
WMD arena because they can increase mission duration up to approximately two
to four hours but are more bulky than open-circuit SCBA and may hamper opera-
tions.

Figure 22.4 Responder wearing a level B ensemble consisting of a self-contained
breathing apparatus and a splash-protective non-woven polymer coverall. Photo courtesy of
the University of Missouri Fire and Rescue Training Institute.



Jirka and Thompson 455

Respirator Design

Respirator designs vary widely and can markedly affect the way a respirator
protects a user from a given hazard. Respirators may be either tight fitting or loose
fitting. Tight fitting respirators are those that press tightly against the user's face
and seal the surrounding atmosphere out. Tight fitting respirators require that users
be properly fit and require that nothing pass between the seal of the respirator and
the face. This requirement precludes users with facial hair or eye wear that breaks
the seal of the mask from utilizing the respirator. Tight fitting respirators are avail-
able in either full face or half-face construction. Half-face tight-fitting respirators
encapsulate the nose and mouth but leave the eyes exposed. Full-face tight-fitting
respirators encapsulate the eyes, nose and mouth and are preferred because they
provide additional protection to the eyes which are a primary point of chemical
absorption.

Loose fitting respirators are constructed as hoods that enclose the user's
head and secure around the upper torso or neck. Air flow into the hood prevents
contaminated air from entering the user's air supply. This configuration allows
users with facial hair and eyewear to utilize a respirator without altering the eye-
wear or facial hair. They do however use more air because of the air required to
maintain the air flow out of the hood. This added air flow keeps contaminant from
entering the hood. Hooded respirators are either supplied-atmosphere or PAPR
style respirators.

Construction materials can also be vitally important to the user of a respira-
tor. Construction materials that allow permeation of chemicals to which the respi-
rator will be exposed are unacceptable. There are several different seal materials
used in respirator facepieces, some of which are not as resistive to chemical agents
as a user would need to offer protection. Additionally, many respirators designed
for use in WMD environments are equipped with shrouds to protect the head from
contact with harmful chemicals as shown in Figure 22.5. In addition to a Nomex
protective hood, the Swat-Pak™ SCBA shown in Figure 22.4 incorporates black
materials to reduce visibility of the wearer in tactical situations.

The National Institute of Occupational Safety and Health (NIOSH) has
authority for approving all non-military respiratory protective equipment utilized
in the United States. NIOSH requires that respirators be approved for use in the
intended environment. This approval requires tests that are designed to ensure that
the respirator indeed provides the user with protection. Unfortunately, until re-
cently there was no NIOSH program in place to evaluate SCBA for use in chemi-
cal warfare agent environments and thus no SCBAs approved for public safety use
in these environments. NIOSH, in January 2002, instituted a program to test and
certify SCBA for use in these environments.
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Figure 22.5 Self-contained breathing apparatus. Photo courtesy ofBoone County (MO)
Fire Protection District Hazardous Incident Response Team and Missouri Urban Search
and Rescue Task Force One WMD Response Unit.

DERMAL PROTECTION

Dermal protection from chemicals, biological materials, radioactive materi-
als, thermal hazards, and blast effects is necessary for responders to WMD type
incidents. There is no one garment or suit that provides protection from all these
hazards simultaneously, thus the responder to terrorist events must choose from
garments based on a variety of technologies and designed for a variety of uses.
One convenient manner by which to examine these technologies is by the hazard
that they are used to protect from.

Chemical Protection

Chemically protective garments utilized for protection during WMD type
events are constructed of materials based on either absorptive technologies or on
non-woven polymer barrier technologies. Adsorptive technologies are the basis for
the battle dress over-garments (BDO) utilized by military agencies in mission ori-
ented protective posture (MOPP), while non-woven polymer fabrics are com-
monly associated with industrial chemical protective garments.

Chemical protective garments based on adsorptive technology are con-
structed in a straightforward manner and often referred to as "permeables." These
garments are based on a carbon-based sorbent core that provides the bulk of the
chemical protection. The battle dress over-garment core consists of an activated
charcoal impregnated foam. In chemically protective under-garments (CPU) used
in Joint Services Light Integrated Suit Technology (JSLIST), a polymerically en-
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capsulated activated carbon is utilized to provide the sorptive protection from
agents. Civilian first responders are also using the CPU type garments for their
response to WMD events.

The sorbent core of these garments is surrounded with an outer and inner
shell. These shells are made of fabrics designed to promote air permeability and
evaporative cooling. This air flow increases user comfort and decreases heat stress.
The outer shell (between the sorbent layer and the environment) is designed to
limit liquid penetration or redistribute liquid in order to decrease concentration.
The inner shell (the fabric between the core and the user) is designed to wick away
perspiration and provide a comfortable interface for the user.

Activated charcoal looses its ability to adsorb contaminants as it is exposed
to ambient air, moisture, and contaminants. Therefore, garments based on acti-
vated charcoal have lifetimes limited to a few days up to a few months. Users of
these garments store them in clean or sealed environments. Additionally, the gar-
ments are used for only limited time frames once they have been placed into serv-
ice. In some instances, these sorbent garments may be laundered and reused a limit
number of times.

Non-woven polymer-based garments are composed of a polymer support
with one or more barrier film layers laminated to the support. The chemical resis-
tance and physical properties of these multi-layer fabrics varies widely depending
on the composition of each layer and the number of layers. For example, some
polymer films are excellent at resisting corrosive chemicals yet rapidly degrade
when exposed to organic solvents.

Non-woven chemically protective clothing is available in a number of dif-
ferent styles with a variety of different construction features. Typically this cloth-
ing is broadly defined as either splash-protective or vapor-protective. Vapor pro-
tective clothing is designed to fully encapsulate the user and their respiratory pro-
tection within a vapor resistant envelope that provides vapor, liquid splash and
particulate protection from the hazardous chemicals which pose the risk. Vapor-
protective garments resist both vapor and liquid penetration and permeation.
Penetration is the process by which chemicals pass through the garment through
openings in the garment such as seams, closures, and imperfections in the mate-
rial. Permeation is the diffusion of a chemical through the molecular structure of
the material. Liquid splash-protective garments protect from liquid penetration or
permeation and particulate permeation, but provide little or no protection from
vapor hazards.

Selecting a liquid splash-protective or vapor-protective garment can be dif-
ficult considering the large number of options in the marketplace. Selection needs
to be based on the risk assessment performed, organizational doctrine and a
knowledge of the performance of the garment or ensemble considered for use.
Unfortunately, performance of garments available in the marketplace varies
widely. Therefore, responders often turn to consensus standards to assist them in
choosing well constructed general purpose chemically resistant clothing. The most
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widely utilized consensus documents for chemically protective clothing are those
produced by the National Fire Protection Association (NFPA).

Table 22.2 National Fire Protection Association (NFPA) consensus standards that set
minimum performance criteria for chemically protective clothing.

NFPA Current Title

Standard No. Edition

1991 2000 Standard on Vapor-Protective Ensembles for Hazard-
ous Materials Emergencies

1992 2000 Standard on Liquid Splash-Protective Ensembles and
Clothing for Hazardous Materials Emergencies

1994 2001 Standard on Protective Ensembles for Chemi-
cal/Biological Terrorism Incidents

The NFPA issues a number of standards that define minimum performance
requirements for personal protective equipment utilized during emergency re-
sponse. These personal protective clothing and equipment standards include the
three standards listed in Table 22.2 that define minimum levels of performance for
chemical and biological protective ensembles and clothing. The NFPA technical
committees responsible for these standards have emphasized an ensemble concept
that ensures that protection is designed and tested in such a way as to insure pro-
tection at the interfaces between components. In other words, for a splash protec-
tive ensemble, its performance against liquid splash is defined as an ensemble
including gloves, clothing, boots and all the interfaces between the components of
the ensemble rather than as individual items that leave the user to guess at proper
interfacing techniques and protection levels.

Specifically, NFPA 1994 (2001 ed.) defines minimum performance stan-
dards for three classes of ensembles designed to provide protection to responders
responding to chemical or biological terrorism incidents

• Class 1 Ensembles. Class 1 ensembles are vapor-protective (EPA level
A) ensembles similar to NFPA 1991 compliant garments with reduced
abrasion and flame resistance characteristics. Class 1 ensembles would
likely be used in environments where droplet or particulate exposure is
extremely likely and concentrations of agent are high (at or above the
immediately dangerous to life and health (IDLH)).

• Class 2 Ensembles. Class 2 ensembles are splash-protective (EPA level
B/C) garments that provide a minimal level of vapor protection in addi-
tion to the splash protection. Concentration of the hazards in the envi-
ronment that this ensemble is used will be below the IDLH. A hooded
coverall with taped sleeves does not meet the performance requirements
of this class. A class 2 ensemble will likely include attached gloves and
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visor hoods or shrouds to prevent liquid penetration around the neck of
the user.

• Class 3 Ensembles. Class 3 ensembles are splash-protective garments
(level B/C) that provide no vapor protection. They are likely to be used
in areas where there is little threat of direct contamination. Such an en-
vironment might include securing a perimeter where exposure levels
will be below the short-term exposure limit (STEL).

All three classes require penetration and permeation testing against particu-
lar levels of "live" chemical warfare agents such as VX, Sarin (GB), Mustard
(HD) and Lewisite (L). The challenge level is greater for class 1 ensembles than
for the class 2 and class 3 ensembles. All ensembles are additionally required to
resist permeation and penetration from representative toxic industrial chemicals
(TICS) or as they are alternately known, toxic industrial materials (TIMs). Finally,
the ensembles are required to resist penetration by viral agents as well as provide
minimum levels of rip and puncture resistance.

Unlike the permeable garments discussed earlier, the non-woven polymer-
based clothing does not allow for air flow or evaporative cooling to any great ex-
tent. This characteristic increases the heat stress experienced by the user and often
limits the duration of missions that may be performed in this type of garment.
However, the overall chemical resistance of the non-woven barrier is typically
superior to the permeable technologies. Consequently, gloves, boots and respirator
facepieces are constructed out of polymeric materials.

Although chemically protective clothing is classed as either splash-
protective or vapor-protective, it is not worn without associated respiratory pro-
tection. The U.S. Environmental Protection Agency utilizes a four tier system to
classify the respiratory protection/chemical protection combinations used by re-
sponders. This classification system, summarized in Table 22.3, is based on four
levels of protection commonly used in response and normal chemical handling.

Finally, users must carefully consider the construction features of non-
woven chemically protective clothing selected. Garments that look very similar in
construction may actually differ greatly. For example, consider two garments con-
structed out of the same non-woven polymer chemically protective material. Al-
though the portion of the garment that is protecting the majority of the body is
made of the same material, the visor materials may be different, the glove materi-
als may be different, or the seams may be closed and sealed differently. In this
case, the permeation resistance for the main fabric would be identical but the ac-
tual ability of the PPE to resist chemical permeation and penetration may be mark-
edly different.

Biological Protection

Protective clothing designed to protect users from biological agents is com-
monly produced from the same impermeable polymer membrane films utilized for
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the non-woven chemical protection described previously. Garments certified re-
sistant to biopenetration are done so in accordance with standardized test proce-
dures such as the American Society for Testing of Materials (ASTM) Standard F
1671. This test utilizes the surrogate biological agent Phi-X174 Bacteriophage to
assess resistance to biopenetration. In addition to the protective clothing, respira-
tory protection including atmosphere-supplying respirators and air-purifying respi-
rators are used to protect the respiratory tract of the responder from inhalation of
biological agents.

Table 22.3 National Fire Protection Association (NFPA) consensus standards that cover
chemically protective clothing.

Level Skin Protection Respiratory

Protection

Use

D

Vapor-protective

Liquid splash-Protective

Particulate-Protective

Liquid splash-Protective

Particulate-Protective

Liquid splash-Protective

Particu late-Protective

Minimum to no Chemi-
cal Protection

Supplied Atmos-
phere Respirator

Supplied Atmos-
phere Respirator

Air-purifying
Respirator

N/A

High splash or immersion
environments, vapors
skin toxic or corrosive

Incidental splash, limited
chemical exposure, haz-
ardous vapors not corro-
sive to skin or skin toxic

Incidental splash, limited
chemical exposure, va-
pors below permissible
exposure limits

No chemical exposure

Radiological Protection

Protective clothing designed to provide protection from radioactive material
is generally designed to meet the requirements set forth for chemical particulate
matter or liquid splashes. If an ensemble is capable of protecting from these other
hazards, it will also provide protection from radioactive particulate. Radioactive
protective equipment typically consists of respiratory protection such as an APR
or PAPR with high efficiency particulate (HEPA) filtration and a non-woven
polymer film splash protective garment. This type of ensemble limits the likeli-
hood of radioactive particulate entering the respiratory tract, digestive tract and
provides dermal protection as well. However, radiation in the form of waves, such
as gamma or x-ray will easily penetrate this ensemble.



Jirka and Thompson 461

Thermal Protection

Responders to terrorism incidents may wear thermal protective gear during
initial response to the incident. Responders wear this type of gear for one of two
reasons, either because the event has resulted in or poses a threat of fire or because
they are firefighters and are utilizing the gear to minimize exposure to chemical or
biological agents. Thermal protective gear includes the standard firefighter's gear,
proximity gear and entry gear. Entry gear is designed to allow users to make brief
entries in areas where there will be direct flame contact with the PPE. Proximity
gear is designed for working close to large open flame fires such as those caused
by aviation fuel released during plane crashes. Structural fire fighting gear is the
most commonly utilized thermal protective gear and is utilized by fire fighters to
make entry into burning buildings. It is designed to provide limited thermal pro-
tection and a moderate level of physical hazard protection.

Thermal protective gear is constructed of an outer shell, a moisture barrier
and a thermal protective layer. The outer shells of these garments are made from
fabric woven from durable polymers like Nomex and Kevlar. In some instances
the outer shell is aluminized in order to increase its ability to reflect heat from the
wearer. The vapor barrier limits the ability of superheated vapors to penetrate the
garment and the thermal protective layer consists of one or more layers of ther-
mally insulating material.

In addition to providing thermal protection, structural fire fighting gear has
been shown to provide some limited protection from chemical agents when util-
ized with SCBA. The U.S. Army Soldier Biological Chemical Command
(SBCCOM) has tested structural fire fighters gear and issued guidelines for the use
of such gear in WMD environments. Although not designed for this use, the gear
has been shown under some conditions to allow for the entry into a contaminated
area for very brief periods of time in order to rescue a victim. It is, however, im-
portant to emphasize that structural firefighters gear is not designed to provide this
type of protection and users wearing it in certain environments are at danger of
serious health effects and possible death if durations or limiting conditions are
exceeded.

Blast Protection

The primary concern of EOD/bomb response unit personnel is achieving
blast protection. Blast protection is provided by basic ballistic protective fabrics
and vest type technologies commonly in use in the law enforcement community.
Additionally, responders need to concern themselves with basic chemical, biologi-
cal, and radioactive protection because of the potential use of improvised explo-
sive devices (IED) containing contaminants. These "dirty bombs" pose a greater
risk to the bomb technician than a standard explosive device. The current state of
the art protection available to the EOD/bomb response team member for this type
of event utilizes chemical protective clothing beneath blast protective clothing.
Although the integration of chemical protection with blast protection seems ini-
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tially trivial, the ability of a garment to withstand a blast and chemical penetration
at the time of a blast is quite a rigorous task. Figure 22.6 shows a blast protective
garment specifically designed to accommodate SCBA and chemically protective
clothing. Typically a non-woven polymer garment will be utilized under this gar-
ment to provide chemical protection.

Figure 22.6 A bomb technician wearing a SRS-5 blast resistant garment with SCBA and
chemically protective undergarment. Photo courtesy of Missouri State Highway Patrol
Bomb Squad.

EMERGING TECHNOLOGIES

There are ongoing efforts to develop better protective materials and gar-
ments for responders to WMD incidents. Many of the efforts utilize technologies
currently being utilized in either the high tech or military sector. In some instances
these technologies are being simultaneously developed for use in all sectors. For
example, selectively permeable membrane materials like those shown in Figure
22.7 are currently under investigation by both private and public agencies. The
technology is currently being utilized by the military under a Joint Service De-
fense Technology Objective. Under this program a selectively permeable mem-
brane is being used to replace the carbon-based sorptive materials normal used in



Jirka and Thompson 463

sorptive garments. Replacing the carbon-based materials with a selectively perme-
able membrane reduces the garment weight by as much as 50% while maintaining
chemical resistance and air flow through the garment. Currently researchers are
focusing efforts on a cellulose based membrane and an amine-based membrane.

In addition to the development of improved fabrics, many organizations are
working to increase work/mission durations of the user by increasing comfort and

Shell

Selec-
tively Perme-

Liner

Figure 22.7 Construction schematic of selectively permeable membrane fabrics currently
being developed for WMD use.

limiting physiological stress to the user of the WMD PPE. Lightweight microcli-
mate conditioning systems designed to regulate the users physiologic environment
and increase work times are being tested by the military. Breathing apparatus de-
signed to regulate the temperature of inhaled air and subsequently provide addi-
tional physiological control and comfort are also under investigation in both the
public and private sectors.

CONCLUSIONS

Protective clothing utilized by both civilian and military responders to terrorist or
WMD type events is diverse and based upon a limited number of technologies.
Responders need to have a clear understanding of the risks they face, hazard and
risk assessment techniques, their organizational doctrine and the available tech-
nologies in order to select appropriate PPE for use at WMD incidents. PPE for use
at terrorism incidents is currently evolving in order to provide greater protection to
the user, greater comfort and decreased physiological stress on the user.
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INTRODUCTION

Most disasters and emergencies are handled by local and state responders.
The federal government is called upon to provide supplemental assistance when
the consequences of a disaster exceed local and state capabilities. If needed, the
federal government can mobilize an array of resources to support state and local
efforts. Various emergency teams, support personnel, specialized equipment, op-
erating facilities, assistance programs, and access to private-sector resources con-
stitute the overall federal disaster operations system. The Federal Response Plan
(FRP) describes the major components of the system, as well as the structure for
coordinating federal response and recovery actions necessary to address state-
identified requirements and priorities.

The FRP employs a multiagency operational structure that uses the princi-
ples of the Incident Command System (ICS), based on a model adopted by the fire
and rescue community. The system is becoming more standardized in all civilian
emergency operations. The International Association of Chiefs of Police has en-
dorsed the system and the National Fire Academy has adopted ICS as the standard
for incident response. All incidents will have an Incident Commander (1C) who is
responsible for on-scene management. The 1C is normally the most senior quali-
fied individual on scene from the local organization with the preponderance of the
response assets (typically the local fire or police chief). The 1C makes specific
requests for assistance through the emergency management system if he or she
does not have the assets required for the response. The 1C remains in control of the
response even when state and federal assets are employed. The ICS will be inte-
grated into a Unified Command System as state and federal assets become in-
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creasingly integrated. The ultimate goal of the ICS is to reduce confusion, improve
safety, organize and coordinate actions, and facilitate effective management of the
incident. ICS can be used in any size or type of disaster to control response per-
sonnel, facilities, and equipment. ICS principles include use of common terminol-
ogy, modular organization, integrated communications, unified command struc-
ture, action planning, manageable span-of-control, pre-designated facilities, and
comprehensive resource management. The basic functional modules of ICS (e.g.,
command, operations, logistics, planning, and finance/administration) can be ex-
panded or contracted to meet requirements as an event progresses. Consistent with
ICS principles, the FRP can be partially or fully implemented, in anticipation of a
significant event or in response to an actual event. Selective implementation
through the activation of one or more of the system's components allows maxi-
mum flexibility in meeting the unique operational requirements of the situation
and interacting with differing state systems and capabilities.

ORGANIZATION OF THE NATIONAL RESPONSE

In the United States, the national Chemical Biological Radiological Nuclear
and high energy Explosives (CBRNE) response and subsequent Consequence
Management (CoM) operations are conducted by both civil and military response
units in a three tier approach All levels of response may be present in a pre-staged
capacity for special event or preplanned activities, or arrive in sequence for no
notice events.

1. First Tier Forces or Local Response. For no notice response, fire and res-
cue, law enforcement, or emergency medical service constitute the first tier re-
sponse consisting of local/multi jurisdictional civil forces operating under the In-
cident Command System. Existing protocols normally establish the local fire chief
as the incident commander. Fire departments evacuate affected areas and initiate
operational decontamination using organic equipment. Fire fighters operate in
contaminated areas using the self contained breathing apparatus (SCBA). Fire
department HAZMAT teams are capable of providing downwind hazard predic-
tions and operation for extended periods in contaminated areas. HAZMAT teams
in metropolitan areas are rapidly developing the capability of identifying military
chemical agents. Emergency medical personnel will assist in triage and evacuation
of victims. The police chief may be the Incident Commander. Local police will
prevent additional people from entering the affected areas, enforce evacuation as
the Incident Commander deems necessary and secure the incident site.

2. The Second Tier Forces or State Response. If the extent of the event ex-
ceeds that ability for the first or local tier to manage the consequences of the situa-
tion, then state/regional civil and military forces may be activated and deployed in
support of the Incident Commander. At this level civil forces include state hazard-
ous materials teams, state police units, and state health department assets, with the
national guard providing the state military support. The governor appoints a state
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coordinating officer (SCO) to oversee disaster operations of the state. In 22 states
and 1 territory, the SCO is the adjutant general. The following agencies will be
found in the states, commonwealths and the District of Columbia.

• State Department of Police
• State Emergency Management Office
• State National Guard
• State Office of Energy
• State Department of Environmental Quality (DEQ)
• State Department of Human Services
• Other State Agencies (Department of Transportation, State Health

Laboratories, Department of Agriculture, etc.)
3. Third Tier Forces or Federal Response. If the governor determines that

the forces and resources available in the state require additional support then the
governor requests assistance from the president of the United States. Upon publi-
cation of a Presidential Declaration, the federal response plan provides federal
asset employment to support the incident commander and governor in managing
the consequences of the event. Federal response forces include the Department of
Energy's Radiological Assistance Program (RAP) teams, FEMA emergency re-
sponse assets, the national medical response system, with the Commander in Chief
(CINC) Joint Task Force-Consequence Management (JTF-CM) bringing forward
federal military support. A federal coordinating officer (FCO) is appointed and is
responsible for the timely delivery of federal disaster assistance to the affected
state.

FEDERAL DISASTER RESPONSE FRAMEWORK

Each individual federal agency has been designated to provide specific, non
redundant support to a disaster scene. Three primary mechanisms for responding
to terrorist attacks are based on previously established plans to direct federal sup-
port to declared disaster areas. The first of these is the Stafford Act, whose princi-
pal purpose is to better coordinate federal disaster relief efforts. The law outlines
what constitutes a major disaster and lists the federal aid programs available
through the Federal Emergency Management Agency (FEMA) to help alleviate
the effects at the local level. The Stafford Act was designed to assist the efforts of
the affected states in expediting the rendering of aid, assistance, and emergency
services, and the reconstruction and rehabilitation of devastated areas. The Staf-
ford Act defined the scope of existing disaster relief programs by providing an
orderly and continuing means of assistance by the federal government to state and
local governments in carrying out their responsibilities to alleviate the suffering
and damage which result from disasters. It required the development of compre-
hensive disaster preparedness and assistance plans, programs, capabilities, and
organizations by the states and by local governments. Since this law was enacted,
there has been a greater coordination and responsiveness of disaster preparedness



468 National Plan

and relief programs. The Act provided federal assistance programs for both public
and private losses sustained in disasters. The second pillar of the civilian disaster
response architecture is the Federal Response Plan that was created in 1992. This
plan sets forth fundamental planning assumptions, operational concepts, and spe-
cific disaster response duties under the Stafford Act. Altogether, this plan coordi-
nates the efforts of twenty-seven federal agencies with roles in disaster response,
as well as the American Red Cross. The Federal Response Plan delineates twelve
separate emergency support functions, ranging from transportation to health and
medical services, each with a primary federal agency in charge and a number of
agencies in supporting roles. The idea behind the Federal Response Plan is to co-
ordinate and leverage existing federal capabilities under FEMA's management.
The plan takes an "all hazards" approach toward responding to any type of natural
or man-made disaster causing destruction on a massive scale. The third mecha-
nism is the National Disaster Medical System (NDMS). The NDMS is a voluntary
network of some seven thousand private citizens and two thousand non-federal
hospitals. A public and private sector partnership managed by four federal agen-
cies, the NDMS was created to handle the medical fallout of a catastrophic do-
mestic disaster or a major conflict overseas. The critical functions of the NDMS
are to provide rapid medical response, evacuation, and definitive hospital care.
The NDMS functions as a back-up to local personnel, providing medical assis-
tance should patient loads overwhelm local and state capacity. Hospitals in over
one hundred metropolitan areas participate and pledge to make available collec-
tively more than 110,000 beds. In addition, as a key part of the NDMS, individuals
with varying medical backgrounds—including physicians, nurses, and emergency
medical technicians—volunteer to form Disaster Medical Assistance Teams in
communities across the United States. These teams triage patients at disaster sites
and administer immediate medical care to victims. On paper, each team is staffed
by anywhere from seventy to one hundred people, although turnout varies from
team to team and event to event. The teams are community-based, yet because
they can be deployed to other states in times of disaster, they are considered na-
tional assets. Once activated, team members become federal employees. Along
with the Disaster Medical Assistance Teams, the NDMS also fields a number of
specialty teams to handle pediatrics, burns, mortuary affairs, urban search and
rescue, mental health, and veterinary services.

EMERGENCY SUPPORT FUNCTION (ESF)

The FRP employs a functional approach that groups under 12 Emergency
Support Functions (ESFs) the types of direct federal assistance that a state is most
likely to need (e.g., mass care, health and medical services), as well as the kinds of
federal operations support necessary to sustain federal response actions (e.g.,
transportation, communications). In many cases, the state emergency management
agency utilizes the FRP's ESFs, modified to adapt to the conditions and opera-
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tional environment found in the state. The civil authority designates the affected
local as a disaster area, adhering with the state emergency response plans and
boundaries adjusted to meet the expanse and conditions presented by the event. In
many states, the state emergency management agency has sub-divided the state
into regions for emergency management. ESFs are expected to support one an-
other in carrying out their respective missions. Each ESF is headed by a primary
agency designated on the basis of its authorities, resources, and capabilities in the
particular functional area. Other agencies have been designated as support agen-
cies for one or more ESFs based on their resources and capabilities to support the
functional area(s). federal response assistance required under the FRP is provided
using some or all of the ESFs as necessary. FEMA will issue a mission assignment
to task a primary agency for necessary work to be performed on a reimbursable
basis. The primary agency may in turn task support agencies if needed. Specific
ESF missions, organizational relationships, response actions, and primary and
support agency responsibilities are described in the ESF annexes to the FRP. In
cases where required assistance is outside the scope of an ESF, FEMA may di-
rectly task any federal agency to bring its resources to bear in the disaster opera-
tion. Requests for assistance from local jurisdictions are channeled to the SCO
through the designated state agencies in accordance with the state emergency op-
erations plan and then to the FCO or designee for consideration. Based on state-
identified response requirements and FCO or designee approval, ESFs coordinate
with their counterpart state agencies or, if directed, with local agencies to provide
the assistance required, federal fire, rescue, and emergency medical responders
arriving on scene are integrated into the local ICS structure.

Emergency Support Function (ESF) #1 — Transportation assists all three
tiers of response efforts requiring transportation capacity to perform response mis-
sions following a major disaster or emergency. ESF #1 also serves as a coordina-
tion point between response operations and restoration of the transportation infra-
structure. The primary agency is the Department of Transportation.

Emergency Support Function (ESF) #2 — Communications coordinates
federal actions to be taken to provide the required national security and emergency
preparedness (NS/EP) telecommunications support to federal, state, and local dis-
aster response elements. This ESF will coordinate the establishment of required
temporary NS/EP telecommunications and the restoration of permanent telecom-
munications. Where appropriate, services may be furnished under provisions of
the Telecommunications Service Priority (TSP) system. ESF #2 applies to all fed-
eral departments and agencies that may require telecommunications services or
whose telecommunications assets may be employed during a disaster response.
The primary agency is the National Communications System.

Emergency Support Function (ESF) #3 — Public works and engineering
provides technical advice and evaluation, engineering services, contracting for
construction management and inspection, contracting for the emergency repair of
water and wastewater treatment facilities, potable water and ice, emergency
power, and real estate support to assist the state(s) in meeting goals related to life-
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saving and life-sustaining actions, damage mitigation, and recovery activities fol-
lowing a major disaster or emergency. The primary agency is the Department of
Defense, Army Corps of Engineers.

Emergency Support Function (ESF) #4 — Firefighting detects and sup-
presses wildland, rural, and urban fires resulting from, or occurring coincidentally
with, a major disaster or emergency requiring federal response assistance. ESF #4
manages and coordinates firefighting activities, including the detection and sup-
pression of fires on federal lands, and provides personnel, equipment, and supplies
in support of state and local agencies involved in rural and urban firefighting op-
erations. The primary agency is the Department of Agriculture, Forest Service.

Emergency Support Function (ESF) #5 — Information and planning col-
lects, analyzes, processes, and disseminates information about a potential or actual
disaster or emergency to facilitate the overall activities of the federal government
in providing assistance to one or more affected states. Fulfilling this mission sup-
ports planning and decision making at both the field/regional operations and head-
quarters levels. During disaster operations, ESF #5 becomes the Information and
Planning Section of the Regional Operations Center (ROC) or the Emergency
Response Team (ERT) at the Disaster Field Office (DFO), as well as the Emer-
gency Support Team (EST) at Federal Emergency Management Agency (FEMA)
Headquarters. The primary agency is the FEMA.

Emergency Support Function (ESF) #6 — Mass care coordinates federal as-
sistance in support of state and local efforts to meet the mass care needs of victims
of a disaster. This federal assistance will support the delivery of mass care services
of shelter, feeding, and emergency first aid to disaster victims; the establishment
of systems to provide bulk distribution of emergency relief supplies to disaster
victims; and the collection of information to operate a Disaster Welfare Informa-
tion (DWI) system for the purpose of reporting victim status and assisting in fam-
ily reunification. The primary agency is the American Red Cross. ESF #6 encom-
passes emergency shelter for disaster victims and feeding for disaster victims and
emergency workers. Emergency first aid will be provided as supplemental to
emergency health and medical services. Disaster Welfare Information will be col-
lected and provided to immediate family members outside the affected area
through a DWI system. DWI will also be provided to aid in reunification of family
members within the affected area who were separated at the time of the disaster.
Sites will be established within the affected area for bulk distribution of emer-
gency relief items to meet urgent needs of disaster victims.

Emergency Support Function (ESF) #7 — Resource support provides op-
erational assistance including emergency relief supplies, space, office equipment,
office supplies, telecommunications, contracting services, transportation services,
security services, federal law enforcement liaison, and personnel required to sup-
port immediate response activities. ESF #7 provides support for requirements not
specifically identified in the other ESFs. It addresses the effort and activity neces-
sary to evaluate, locate, procure, and provide essential material resources, includ-
ing excess and surplus property. ESF #7 support may continue until the disposition
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of excess and surplus property, if any, is completed. The primary agency is the
General Services Administration.

Emergency Support Function (ESF) #8 — Health and medical services pro-
vides coordinated federal assistance to supplement state and local resources in
response to public health and medical care needs following a major disaster or
emergency, or during a developing potential medical situation. Resources will be
furnished when state and local resources are overwhelmed and public health
and/or medical assistance is requested from the federal government. The primary
agency is the Department of Health and Human Services (DHHS). Included in
ESF #8 are overall public health response; triage, treatment, and transportation of
victims of the disaster; and evacuation of patients out of the disaster area, as
needed, into a network of Military Services, Veterans Affairs, and pre-enrolled
non-federal hospitals located in the major metropolitan areas of the United States.
ESF #8 involves supplemental assistance to state and local governments in identi-
fying and meeting the health and medical needs of victims of a major disaster,
emergency, or terrorist attack. This support is categorized in the following func-
tional areas (a) Assessment of health/medical needs; (b) Health surveillance; (c)
Medical care personnel; (d) Health/medical equipment and supplies; (e) Patient
evacuation; (f) In-hospital care; (g) Food/drug/medical device safety; (h) Worker
health/safety; (i) Radiological/chemical/biological hazards consultation; (j) Mental
health care; (k) Public health information; (1) Vector control; (m) Potable wa-
ter/wastewater and solid waste disposal; (n) Victim identification/mortuary serv-
ices; and (o) Veterinary services.

Emergency Support Function (ESF) #9 — Urban search and rescue rapidly
deploys components of the National Urban Search and Rescue (US&R) Response
System to provide specialized lifesaving assistance to state and local authorities in
the event of a major disaster or emergency. US&R operational activities include
locating, extricating, and providing on-site medical treatment to victims trapped in
collapsed structures. The primary agency is FEMA.

Emergency Support Function (ESF) #10 — Hazardous materials provides
federal support to state and local governments for a coordinated response to actual
or potential discharges and/or releases of hazardous materials following a major
disaster or emergency. The ESF includes the appropriate response actions to pre-
vent, minimize, or mitigate a threat to public health, welfare, or the environment
caused by actual or potential hazardous materials incidents. EPA will carry out the
overall management of preparedness and response coordination activities for this
ESF.

Emergency Support Function (ESF) #11 — Food identifies, secures, and ar-
ranges for the transportation of food assistance to affected areas following a major
disaster or emergency or other event requiring federal response. To accomplish
this function, activities will be undertaken to identify food assistance needs in the
aftermath of a major disaster or emergency. These activities will include coordi-
nating with state, local, and voluntary organizations to determine food assistance
needs; obtaining appropriate food supplies; arranging for transportation of those
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food supplies to designated staging areas within the disaster area; and authorizing
disaster food stamp assistance. The primary agency is the Department of Agricul-
ture.

Emergency Support Function (ESF) #12 — Energy helps restore the Na-
tion's energy systems following a major disaster, emergency, or other significant
event requiring federal response assistance. ESF #12 gathers, assesses, and shares
information on energy system damage and estimations on the impact of energy
system outages within affected areas. Additionally, this ESF works closely with
and aids in meeting requests for assistance from state and local energy officials,
energy suppliers, and deliverers. Within the ESF #12 agencies are a variety of
assets and resources that may be used in response to any event involving energy or
multihazard problems. "Energy" includes producing, refining, transporting, gener-
ating, transmitting, conserving, building, and maintaining energy systems and
system components; "multihazard" includes radiological materials, weapons of
mass destruction, and terrorism incidents. Damage to an energy system in one
geographic region may affect energy supplies in other regions that rely on the
same delivery systems. Consequently, energy supply and transportation problems
can be intrastate, interstate, and international. The primary agency is the Depart-
ment of Energy.

The federal agency designated as an ESF primary agency serves as a federal
executive agent under the FCO to accomplish the ESF mission. When an ESF is
activated in response to a disaster, the primary agency for the ESF has operational
responsibility for orchestrating the federal agency support within the functional
area for an affected state; providing an appropriate level of staffing for operations
at FEMA Headquarters, the ROC, DFO, and DRC; activating and subtasking sup-
port agencies; managing mission assignments and coordinating tasks with support
agencies, as well as appropriate state agencies; supporting and keeping other ESFs
and organizational elements informed of ESF operational priorities and activities;
executing contracts and procuring goods and services as needed; ensuring finan-
cial and property accountability for ESF activities; and supporting planning for
short and long term disaster operations. When an ESF is activated in response to a
disaster, each support agency for the ESF has operational responsibility for sup-
porting the ESF primary agency when requested by conducting operations using
its authorities, cognizant expertise, capabilities, or resources; supporting the pri-
mary agency mission assignments; providing status and resource information to
the primary agency; following established financial and property accountability
procedures; and supporting planning for short- and long-term disaster operations.
In recovery operations, each federal agency has responsibility for: supporting the
FCO in identifying needs and addressing recovery and mitigation program imple-
mentation; executing agency programs in an interagency, intergovernmental part-
nership environment; obtaining funding from the agency's own statutory sources;
providing the appropriate level of program staffing to meet common customer
service goals and to represent the agency on the ERT; providing status information
to the FCO and SCO; and supporting planning for short- and long-term disaster
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recovery and mitigation operations. Other federal agencies not signatories to the
FRP may have authorities, expertise, capabilities, or resources that may be re-
quired to support disaster operations. Those agencies may be requested to partici-
pate in federal planning and operations activities, designate staff to serve as repre-
sentatives to the CDRG, and/or provide support to the field.

PRESIDENTIAL DECISION DIRECTIVE 39 (PDD-39)

Presidential Decision Directive 39 (PDD-39), U.S. Policy on Counterter-
rorism, establishes policy to reduce the Nation's vulnerability to terrorism, deter
and respond to terrorism, and strengthen capabilities to detect, prevent, defeat, and
manage the consequences of terrorist use of weapons of mass destruction (WMD).
PDD-39 states that the United States will have the ability to respond rapidly and
decisively to terrorism directed against Americans wherever it occurs, arrest or
defeat the perpetrators using all appropriate instruments against the sponsoring
organizations and governments, and provide recovery relief to victims, as permit-
ted by law. Responding to terrorism involves instruments that provide crisis man-
agement and consequence management. "Crisis management" refers to measures
to identify, acquire, and plan the use of resources needed to anticipate, prevent,
and/or resolve a threat or act of terrorism. The federal government exercises pri-
mary authority to prevent, preempt, and terminate threats or acts of terrorism and
to apprehend and prosecute the perpetrators; state and local governments provide
assistance as required. Crisis management is predominantly a law enforcement
response. "Consequence management" refers to measures to protect public health
and safety, restore essential government services, and provide emergency relief to
governments, businesses, and individuals affected by the consequences of terror-
ism, state and local governments exercise primary authority to respond to the con-
sequences of terrorism; the federal government provides assistance as required.
Consequence management is generally a multifunction response coordinated by
emergency management. Based on the situation, a federal crisis management re-
sponse may be supported by technical operations, and by federal consequence
management, which may operate concurrently. "Technical operations" include
actions to identify, assess, dismantle, transfer, dispose of, or decontaminate per-
sonnel and property exposed to explosive ordnance or WMD.

The Department of Justice is designated as the lead agency for threats or
acts of terrorism within U.S. territory. The Department of Justice assigns lead re-
sponsibility for operational response to the Federal Bureau of Investigation (FBI).
Within that role, the FBI operates as the on-scene manager for the federal govern-
ment. It is FBI policy that crisis management will involve only those federal agen-
cies requested by the FBI to provide expert guidance and/or assistance, as de-
scribed in the PDD-39 Domestic Deployment Guidelines (classified) and the FBI
WMD Incident Contingency Plan.
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The Federal Emergency Management Agency (FEMA) is designated as the
lead agency for consequence management within U.S. territory. FEMA retains
authority and responsibility to act as the lead agency for consequence management
throughout the federal response. It is FEMA policy to use the Federal Response
Plan structures to coordinate all federal assistance to state and local governments
for consequence management. To ensure that there is one overall Lead Federal
Agency (LFA), PDD-39 directs FEMA to support the Department of Justice (as
delegated to the FBI) until the Attorney General transfers the overall LFA role to
FEMA. FEMA supports the overall LFA as permitted by law.

Response by agencies to lifesaving and life-protecting requirements under
the FRP has precedence over other federal response activities, except where na-
tional security implications are determined to be of a higher priority.

CRISIS MANAGEMENT

Unlike disasters of the past, crisis management will play the lead in the
overall federal response to threats or acts of terrorism that take place within U.S.
territory or in international waters. The Department of Justice (as delegated to the
FBI) will be the one overall Lead Federal Agency with FEMA support. The FBI
notifies FEMA and other federal agencies providing direct support to the FBI of a
credible threat of terrorism. The FBI initiates a threat assessment process that in-
volves close coordination with federal agencies with technical expertise, in order
to determine the viability of the threat from a technical as well as tactical and be-
havioral standpoints. The law enforcement authorities within the affected state are
initially notified of a terrorist threat or occurrence by the FBI. If warranted, the
FBI implements an FBI response and simultaneously advises the Attorney Gen-
eral, who notifies the President and NSC groups as warranted, that a federal crisis
management response is required. If authorized, the FBI activates multiagency
crisis management structures at FBI Headquarters, the responsible FBI Field Of-
fice, and the incident scene, federal agencies requested by the FBI, including
FEMA, will deploy a representative(s) to the FBI Headquarters Strategic Informa-
tion and Operations Center (SIOC) and take other actions as necessary and appro-
priate to support crisis management.

If the threat involves WMD, the FBI Director may recommend to the Attor-
ney General to deploy a Domestic Emergency Support Team (DEST). The mis-
sion of the DEST is to provide expert advice and assistance to the FBI On-Scene
Commander (OSC) related to the capabilities of the DEST agencies and to coordi-
nate follow-on response assets. When a Joint Operations Center (JOC) is formed,
DEST components merge into the JOC structure as appropriate. During crisis
management, the FBI coordinates closely with local law enforcement authorities
to provide a successful law enforcement resolution to the incident. The FBI also
coordinates with other federal authorities, including FEMA. The FBI Field Office
responsible for the incident site modifies its Command Post to function as a JOC
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and establishes a Joint Information Center (JIC). The JOC structure includes the
following standard groups: Command, Operations, Support, and Consequence
Management. Representation within the JOC includes some federal, state, and
local agencies. The JOC Command Group plays an important role in ensuring
coordination of federal crisis management and consequence management actions.
Issues arising from the response that affect multiple agency authorities and respon-
sibilities will be addressed by the FBI OSC and the other members of the JOC
Command Group, who are all working in consultation with other local, state, and
federal representatives. While the FBI OSC retains authority to make federal crisis
management decisions at all times, operational decisions are made cooperatively
to the greatest extent possible. The FBI OSC and the Senior FEMA Official at the
JOC will provide, or obtain from higher authority, an immediate resolution of con-
flicts in priorities for allocation of critical federal resources (such as airlift or tech-
nical operations assets) between the crisis management and the consequence man-
agement response.

A FEMA representative coordinates the actions of the JOC Consequence
Management Group, expedites activation of a federal consequence management
response should it become necessary, and works with an FBI representative who
serves as the liaison between the Consequence Management Group and the FBI
OSC. The JOC Consequence Management Group monitors the crisis management
response in order to advise on decisions that may have implications for conse-
quence management, and to provide continuity should a federal consequence
management response become necessary. Coordination will also be achieved
through the exchange of operational reports on the incident. Because reports pre-
pared by the FBI are "law enforcement sensitive," FEMA representatives with
access to the reports will review them, according to standard procedure, in order to
identify and forward information to Emergency Support Function (ESF) #5 —
Information and Planning that may affect operational priorities and action plans
for consequence management.

CONSEQUENCE MANAGEMENT

If there is a credible threat of terrorism, FEMA receives initial notification
from the FBI. Based on the circumstances, FEMA Headquarters and the responsi-
ble FEMA region(s) may implement a standard procedure to alert involved FEMA
officials and federal agencies supporting consequence management. FEMA de-
ploys representatives with the DEST and deploys additional staff for the JOC, as
required, in order to provide support to the FBI regarding consequence manage-
ment. FEMA determines the appropriate agencies to staff the JOC Consequence
Management Group and advises the FBI. With FBI concurrence, FEMA notifies
consequence management agencies to request that they deploy representatives to
the JOC. Representatives may be requested for the JOC Command Group, the
JOC Consequence Management Group, and the JIC.
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When warranted, FEMA will consult immediately with the Governor's of-
fice and the White House in order to determine if federal assistance is required and
if FEMA is permitted to use authorities of the Robert T. Stafford Disaster Relief
and Emergency Assistance Act to mission-assign federal consequence manage-
ment agencies to pre-deploy assets to lessen or avert the threat of a catastrophe.
These actions will involve appropriate notification and coordination with the FBI,
as the overall LFA.

FEMA Headquarters may activate an Emergency Support Team (EST) and
may convene an executive-level meeting of the Catastrophic Disaster Response
Group (CDRG). When FEMA activates the EST, FEMA will request FBI Head-
quarters to provide liaison. The responsible FEMA region(s) may activate a Re-
gional Operations Center (ROC) and deploy a representative(s) to the affected
state(s). When the responsible FEMA region(s) activates a ROC, the region(s) will
notify the responsible FBI Field Office(s) to request a liaison.

If an incident involves a transition from joint (crisis/consequence) response
to a threat of terrorism to joint response to an act of terrorism, then consequence
management agencies providing advice and assistance at the JOC pre-release will
reduce their presence at the JOC post-release as necessary to fulfill their conse-
quence management responsibilities. The Senior FEMA Official and staff will
remain at the JOC until the FBI and FEMA agree that liaison is no longer required.
If an incident occurs without warning that produces major consequences and ap-
pears to be caused by an act of terrorism, then FEMA and the FBI will initiate
consequence management and crisis management actions concurrently. FEMA
will consult immediately with the Governor's office and the White House to de-
termine if federal assistance is required and if FEMA is permitted to use the
authorities of the Stafford Act to mission-assign federal agencies to support a con-
sequence management response. If the President directs FEMA to implement a
federal consequence management response, then FEMA will support the FBI as
required and will lead a concurrent federal consequence management response.

The overall LFA (either the FBI or FEMA when the Attorney General trans-
fers the overall LFA role to FEMA) will establish a Joint Information Center in the
field, under the operational control of the overall LFA's Public Information Offi-
cer, as the focal point for the coordination and provision of information to the
public and media concerning the federal response to the emergency. Throughout
the response, agencies will continue to coordinate incident-related information
through the JIC. FEMA and the FBI will ensure that appropriate spokespersons
provide information concerning the crisis management and consequence manage-
ment responses. Before a JIC is activated, public affairs offices of responding fed-
eral agencies will coordinate the release of information through the FBI SIOC.

During the consequence management response, the FBI provides liaison to
either the ROC Director or the Federal Coordinating Officer (FCO) in the field,
and a liaison to the EST Director at FEMA Headquarters. The FCO is responsible
for coordinating the timely delivery of federal disaster assistance to the affected
state, local governments, and disaster victims. In many cases, the FCO also serves
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as the Disaster Recovery Manager (DRM) to administer the financial aspects of
assistance authorized under the Stafford Act. The FCO works closely with the
State Coordinating Officer (SCO), appointed by the Governor to oversee disaster
operations for the state, and the Governor's Authorized Representative (GAR),
empowered by the Governor to execute all necessary documents for disaster as-
sistance on behalf of the state. While the ROC Director or FCO retains authority to
make federal consequence management decisions at all times, operational deci-
sions are made cooperatively to the greatest extent possible. As described previ-
ously, resolution of conflicts between the crisis management and consequence
management responses will be provided by the Senior FEMA Official and the FBI
OSC at the JOC or, as necessary, will be obtained from higher authority. Opera-
tional reports will continue to be exchanged. The FBI liaisons will remain at the
EST and the ROC or DFO until FEMA and the FBI agree that a liaison is no
longer required.

If an act of terrorism does not occur, the consequence management response
disengages when the FEMA Director, in consultation with the FBI Director, di-
rects FEMA Headquarters and the responsible region(s) to issue a cancellation
notification by standard procedure to appropriate FEMA officials and FRP agen-
cies. FRP agencies disengage according to standard procedure.

If an act of terrorism occurs that results in major consequences, each FRP
component (the EST, CDRG, ROC, and DFO if necessary) disengages at the ap-
propriate time according to standard procedure. Following FRP disengagement,
operations by individual federal agencies or by multiple federal agencies under
other federal plans may continue, in order to support the affected state and local
governments with long-term hazard monitoring, environmental decontamination,
and site restoration (cleanup).

RADIOLOGICAL ISOTOPES AND NUCLEAR WEAPONS

The Federal Radiological Emergency Response Plan (FRERP) covers any
peacetime radiological emergency that has actual, potential, or perceived radio-
logical consequences within the United States, its Territories, possessions, or ter-
ritorial waters and that could require a response by the federal government. The
level of the federal response to a specific emergency will be based on the type
and/or amount of radioactive material involved, the location of the emergency, the
impact on or the potential for impact on the public and environment, and the size
of the affected area. Emergencies occurring at fixed nuclear facilities or during the
transportation of radioactive materials, including nuclear weapons, fall within the
scope of the Plan regardless of whether the facility or radioactive materials are
publicly or privately owned, federally regulated, regulated by an Agreement state,
or not regulated at all.

For fixed facilities and materials in transit, responses to radiological emer-
gencies generally do not depend on the initiating event. The coordinated response
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to contain or mitigate a threatened or actual release of radioactive material would
be essentially the same whether it resulted from an accidental or deliberate act. For
malevolent acts involving improvised nuclear or radiation dispersal devices, the
response is further complicated by the magnitude of the threat and the need for
specialized technical expertise/actions. Therefore, sabotage and terrorism are not
treated as separate types of emergencies; rather, they are considered a complicat-
ing dimension of the emergency. The Atomic Energy Act directs the FBI to inves-
tigate all alleged or suspected criminal violations of the Act. Additionally, the FBI
is legally responsible for locating any nuclear weapon, device, or material and for
restoring nuclear facilities to their rightful custodians. In view of its unique re-
sponsibilities under the Atomic Energy Act, the FBI has concluded formal agree-
ments with the LFAs that provide for interface, coordination, and technical assis-
tance in support of the FBI's mission.

Generally, for fixed facilities and materials in transit, the designated LFA
and supporting agencies will perform the functions delineated in this plan and pro-
vide technical support and assistance to the FBI in the performance of its mission.
It would be difficult to outline all the possible scenarios arising from criminal or
terrorist activity. As a result, the federal response will be tailored to the specific
circumstances of the event at hand. For those emergencies where an LFA is not
specifically designated (e.g., improvised nuclear device), the federal response will
be guided by the established interagency agreements and contingency plans. In
accordance with these agreements and plans, the signatory agency(ies) supporting
the FBI will coordinate and manage the technical portion of the response and acti-
vate/request assistance under the FRERP for measures to protect the public health
and safety. In all cases, the FBI will manage and direct the law enforcement and
intelligence aspects of the response coordinating activities with appropriate fed-
eral, state, and local agencies within the framework of the FRERP and/or as pro-
vided for in established interagency agreements or plans.

In a response to an emergency involving a radiological hazard, the LFA un-
der the FRERP is responsible for federal oversight of activities on site and federal
assistance to conduct radiological monitoring and assessment and develop protec-
tive action recommendations. When a radiological emergency warrants action
under the Stafford Act, FEMA uses the FRP to coordinate the nonradiological
response to consequences off site in support of the affected state and local gov-
ernments. If the FRERP and FRP are implemented concurrently, the Federal On-
Scene Commander under the FRERP coordinates the FRERP response with the
FCO, who is responsible for coordination of all federal support to state and local
governments.

EMERGENCY TEAMS AND FACILITIES: AN OVERVIEW

The FRP and its operational components are designed to be flexible in order
to accommodate the response and recovery requirements specific to the disaster. In
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general, headquarters-level components provide support to the regional-level
components that implement the on-scene operations in the field. Major compo-
nents include:

The National Emergency Coordination Center (NECC) serves as FEMA's
official notification point of an impending or actual disaster or emergency. This
facility maintains a 24-hour capability to monitor all sources of warning/disaster
information, including other federal agencies, FEMA regions, and the news media.
The NECC reports disaster events to FEMA key officials, FEMA regions, and
FRP signatory agencies. Each FEMA region is supported by a Mobile Emergency
Response Support (MERS) Operations Center (MOC). Each MOC operates 24
hours a day and is tasked with monitoring events and providing pertinent informa-
tion to FEMA regional staff and the NECC.

The Regional Operations Center (ROC) staff coordinates federal response
efforts until an Emergency Response Team (ERT) is established in the field and
the FCO assumes coordination responsibilities. Generally operating from the
FEMA Regional Office, the ROC establishes communications with the affected
state emergency management agency and the EST; coordinates deployment of the
Emergency Response Team — Advance Element (ERT-A) to field locations; as-
sesses damage information and develops situation reports (under ESF #5 — In-
formation and Planning); and issues initial mission assignments. The ROC is acti-
vated by the FEMA Regional Director based on the level of response required. It
is led by a ROC Director and consists of FEMA staff and ESF representatives, as
well as a Regional Emergency Preparedness Liaison Officer (REPLO) who assists
in coordination of requests for military support.

The Emergency Response Team — Advance Element (ERT-A) is the initial
federal group that responds to an incident in the field. It is headed by a team leader
from FEMA and is composed of FEMA program and support staff and represen-
tatives from selected ESF primary agencies. A part of the ERT-A deploys to the
State Emergency Operations Center (EOC) or to other locations to work directly
with the state to obtain information on the impact of the event and to identify spe-
cific state requests for federal response assistance that are called back to the ROC
for processing. Other elements of the ERT-A (including MERS personnel and
equipment) deploy directly to or near the affected area to establish field communi-
cations, locate and establish field facilities, and set up operations. The ERT-A
identifies or validates the suitability of candidate sites for the location of mobiliza-
tion center(s) and the DFO.

In a catastrophic disaster or high-visibility incident that would demand the
full capabilities of FEMA, a National Emergency Response Team (ERT-N) may
deploy to the affected area. The Director of FEMA determines the need for an
ERT-N deployment, coordinating the plans with the affected region and other fed-
eral agencies. The ERT-N comprises staff from FEMA Headquarters and regional
offices as well as other federal agencies. (Three ERT-N teams are rostered; each
team is on call every third month.)
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The Disaster Field Office (DFO) is the primary field location in each af-
fected state for the coordination of federal response and recovery operations. It
operates 24 hours per day, as needed, or under a schedule sufficient to sustain fed-
eral operations. The FCO and SCO collocate at the DFO, along with federal
agency regional representatives and state and local liaison officers, when possible.
Once the DFO is ready for use, the ERT-A and/or ERT-N is augmented by FEMA
and other federal agency staff to form a full ERT.

The Emergency Response Team (ERT) is the principal interagency group
that supports the FCO in coordinating the overall federal disaster operation. Lo-
cated at the DFO, the ERT ensures that federal resources are made available to
meet state requirements identified by the SCO. The size and composition of the
ERT can range from FEMA regional office staff who are primarily conducting
recovery operations to an interagency team having representation from all ESF
primary and support agencies undertaking full response and recovery activities.
The FCO's immediate staff can include a Deputy FCO and/or Deputy FCO for
Mitigation as well as representatives providing assistance in the following organi-
zational or functional areas: Equal Rights, Safety Officer, Environmental Officer,
General Counsel, Emergency Information and Media Affairs, Congressional and
Legislative Affairs, Community Relations, Office of the Inspector General, and
Comptroller. In addition, a Defense Coordinating Officer works closely with the
FCO or designated representative in orchestrating military support. The Opera-
tions section coordinates the delivery of federal assistance and manages the activi-
ties of various emergency teams. Immediate support staff functions include Mis-
sion Assignment Coordination, Action Tracking, Defense Coordinating Element,
and Mobile Emergency Response Support. The section is composed of four
branches — Operations Support, Human Services, Infrastructure Support, and
Emergency Services. The 12 ESFs, along with several recovery program groups,
are organized functionally under the branches to provide a coordinated approach
and ensure seamless delivery of assistance to disaster survivors and the affected
state. The Information and Planning section has two major tasks: the collection,
processing, analysis, and dissemination of information about disaster operations to
support planning and decision making at both the field operations and headquar-
ters levels; and the coordination of short- and long-term planning at the field op-
erations level. The Logistics section plans, organizes, and directs logistics opera-
tions that include control and accountability for supplies and equipment; resource
ordering; delivery of supplies, equipment, and services to the DFO and other field
locations; resource tracking; facility location, setup, space management, building
services, and general facility operations; transportation coordination and fleet
management services; information and technology systems services; administra-
tive services such as mail management and reproduction; and customer assistance.
The Administration section is responsible for personnel functions and employee
services. Personnel functions cover tracking FEMA staff and disaster reservist
deployment, obtaining local hires, arranging billeting, and processing payroll.
Employee services include providing for ERT personnel health and safety, over-
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seeing access to medical services, and ensuring security of personnel, facilities,
and assets.

The Emergency Support Team (EST) is the interagency group that provides
general coordination support to the ROC staff, ERT-A, and ERT response activi-
ties in the field. Operating from the FEMA Emergency Information and Coordi-
nation Center (EICC) in Washington, DC, the EST is responsible for coordinating
and tracking the deployment of Initial Response Resources, DFO kits, Disaster
Information Systems Clearinghouse (DISC) packages, and other responder sup-
port items to the field. The EST serves as the central source of information at the
headquarters level regarding the status of ongoing and planned federal disaster
operations. The EST attempts to resolve policy issues and resource support con-
flicts forwarded from the ERT. Conflicts that cannot be resolved by the EST are
referred to the CDRG. The EST also provides overall resource coordination for
concurrent multi-state disaster response activities. ESF primary agencies send staff
to the EST or opt to coordinate response support activities from their own agency
EOCs. The EST organizational structure parallels the ERT organization, but is not
identical.

The Catastrophic Disaster Response Group (CDRG), composed of repre-
sentatives from all FRP signatory departments and agencies, operates at the na-
tional level to provide guidance and policy direction on response coordination and
operational issues arising from the FCO and ESF response activities. CDRG
members are authorized to speak for their agencies at the national policy level.
During a disaster the CDRG convenes as necessary, normally at FEMA Head-
quarters; the EST provides any needed support.

A Disaster Recovery Center (DRC) is a centralized location where individu-
als affected by a disaster can go to obtain information on disaster recovery assis-
tance programs from various federal, state, and local agencies as well as voluntary
organizations. Trained staff also is on hand to provide counseling and advice. It is
generally expected that individuals visit the DRC after they have called the tel-
eregistration center to apply for assistance, as applications usually will not be
taken at the DRC. However, a DRC may serve as a workshop site for assisting
families and businesses to complete Small Business Administration disaster loan
application forms. A center dealing only with mitigation in reconstruction and
rebuilding techniques may be called a Reconstruction Information Center (RIC). A
RIC may be set up at a fixed or mobile location.

Additional specialized teams are ready for deployment to support disaster
operations, including damage assessment teams, Disaster Medical Assistance
Teams, Donations Coordination Teams, Urban Search and Rescue (US&R) task
forces, US&R Incident Support Teams, and mitigation assessment teams. Addi-
tional facilities support organizational deployment, including assembly points,
mobilization centers, staging areas, points of departure, and points of arrival. Vari-
ous other coordinating mechanisms, management tools, and information systems
contribute to the overall federal disaster operations system. The Time-Phased
Force and Deployment List (TPFDL) is a tool to manage the rapid, systematic
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movement of federal response personnel, equipment, and critical relief supplies
into an affected area in accordance with operational priorities. The Movement
Coordination Center (MCC) is an element under ESF # 1 that is located at FEMA
Headquarters and, if necessary, in the field to coordinate the acquisition of trans-
portation capacity and maintain visibility over validated transportation requests for
assistance from inception through delivery to a mobilization center. The Rapid
Response Information System (RRIS) is a system of databases and links to Inter-
net sites providing information to federal, state, and local emergency officials on
federal capabilities to render assistance to manage the consequences of a terrorist
attack using weapons of mass destruction. This information is directly available to
designated officials in each state, the FEMA regions, and key federal agencies via
a protected Intranet site. Local officials have access to the abbreviated Internet site
and indirectly to the Intranet site through their state counterparts. Additional in-
formation is available to the emergency response community on characteristics of
weapons of mass destruction and appropriate safety measures; availability of ex-
cess or surplus federal equipment; access to chemical, biological, and nuclear
helplines and hotlines; training courses; and a reference library.

The following overview illustrates response and recovery actions federal
agencies likely will take to help state and local governments that are overwhelmed
by a major disaster or emergency. Key operational components that could be acti-
vated include the Regional Operations Center (ROC), Emergency Response Team
— Advance Element (ERT-A), National Emergency Response Team (ERT-N),
Emergency Support Team (EST), Emergency Response Team (ERT), Disaster
Field Office (DFO), Catastrophic Disaster Response Group (CDRG), and Disaster
Recovery Center (DRC).

1. FEMA's National Emergency Coordination Center continually monitors
potential disasters and emergencies. When advance warning is possible, FEMA
may deploy, and may direct federal agencies to deploy liaison officers and person-
nel to a State Emergency Operations Center to assess the emerging situation. A
ROC may be activated, fully or partially. Facilities, such as mobilization centers,
may be established to accommodate personnel, equipment, and supplies.

2. Immediately after a disaster, local jurisdictions respond using available
resources and notify state response elements. As information emerges, they also
assess the situation and request state assistance if needed. The state reviews the
situation, mobilizes state resources, and informs the FEMA Regional Office of
actions taken. The Governor declares a state of emergency, activates the state
emergency operations plan, and requests a Presidential disaster declaration. The
state and FEMA jointly conduct a Preliminary Damage Assessment to validate the
state's request and determine the kind of federal assistance needed.

3. After the declaration, a ROC, staffed by regional personnel, coordinates
initial regional and field activities such as deployment of an ERT-A. The ERT-A
assesses the impact of the event, gauges immediate state needs, and makes pre-
liminary arrangements to set up operational field facilities. (If regional resources
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appear to be overwhelmed or if the event has potentially significant consequences,
FEMA may deploy an ERT-N.)

4. An interagency EST, composed of Emergency Support Function (ESF)
representatives and FEMA support staff, carries out initial activation and mission
assignment operations and supports the ROC from FEMA Headquarters.

5. A Federal Coordinating Officer (FCO), appointed by the FEMA Director
on behalf of the President, coordinates federal activities. The FCO works with the
State Coordinating Officer to identify requirements.

6. The FCO heads the interagency ERT. The ERT works with the affected
state and conducts field operations from the DFO. ESF primary agencies assess
the situation and identify requirements. Under FEMA mission assignments or their
own authorities, agencies supply goods and services to help the state respond ef-
fectively.

7. The CDRG, composed of representatives from FRP signatory agencies,
convenes at FEMA Headquarters when needed to provide guidance and policy
direction on coordination and operational issues. The EST supports the CDRG and
coordinates with the ERT.

8. As immediate response priorities are met, recovery activities begin in the
field, federal and state agencies helping with recovery and mitigation convene to
discuss state needs.

9. Teleregistration is activated and has a toll-free telephone number disaster
victims can call to apply for assistance. A toll-free disaster helpline is established
to answer common questions. One or more DRCs may be opened where victims
can obtain information about disaster assistance, advice, and counsel. The affected
area is inspected to determine the extent of damage, and funds for approved assis-
tance are obligated.

10. Concurrently, Applicant Briefings are conducted for local government
officials and certain private nonprofit organizations to inform them of available
assistance and how to apply. Applicants must first file a Request for Public Assis-
tance. Eligible applicants will then be notified and will define each project on a
Project Worksheet, which details the scope of damage and a cost estimate for re-
pair to a pre-disaster condition. The Project Worksheet will be used as the basis for
obligating funds to the state for eligible projects.

11. Throughout response and recovery, mitigation staff at the DFO exam-
ines ways to maximize mitigation measures. Hazard Mitigation Site Survey Teams
contact local officials to identify potential projects and suggest which ones should
be included in an early implementation strategy. The strategy, produced in co-
operation with federal, state, and local officials, focuses on viable opportunities to
provide funds, technical assistance, and staff support to incorporate mitigation into
the repair and replacement of damaged or destroyed housing and infrastructure.

12. As the need for full-time interagency coordination at the DFO ceases,
the ERT plans for selective release of federal resources, demobilization, and
closeout. federal agencies then work directly with their grantees from their re-
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gional or headquarters offices to administer and monitor individual recovery pro-
grams, support, and technical services.

CHEMICAL EXAMPLE: HAZMAT FIRE IN BALTIMORE TUNNEL

An accident involving a 60-car CSX freight train in the 1.7-mile Howard
Street Tunnel in downtown Baltimore occurred July 18, 2001 at 3:07 PM local
time. More than 125 firefighters worked for hours to contain the blaze involving
eight cars with numerous hazardous chemicals including hydrochloric acid, acetic
acid, propylene glycol, tripropylene, and ethyl hexyl phthalate. The skin irritation
resulting from these chemicals made reaching the tunnel fire extremely difficult.
Not until late evening, after fighting the fire from a distance for several hours,
could firefighters approach the fire from within the tunnel; it took about eight
hours for firefighters to reach the burning train cars. The temperature just several
feet in from the south entrance of the tunnel was 400 degrees, and an estimated
1500 degrees further in. As of midnight, it was determined that the fire caused a
water main break which occurred later that evening above the tunnel, resulting in
the flooding of numerous city streets and leaving approximately 1,200 customers,
mainly businesses, without electricity. A major MCI WorldCom fiber optic cable
had been severed in the tunnel, resulting in phone and Internet outages for some
regional customers. Verizon and MCI both confirmed service disruptions and out-
ages in the northeast due to damaged cables in the tunnel. Effects of the damage
were felt by Internet and cellular phone users throughout the eastern U.S. Two
firefighters and at least twenty others were treated at area hospitals, most for chest
pains, respiratory problems, and eye irritation. Weather conditions were favorable
for keeping smoke away from nearby densely populated areas. As of midnight
Wednesday night, major roadways were reopened but a great deal of traffic trou-
ble had occurred throughout the day Thursday. There was one tanker leaking hy-
drochloric acid in the tunnel. CSX transferred the acid from the damaged tanker
into an empty tanker before removing it from the tunnel, a six to seven hour proc-
ess. Officials kept people at least one block from the scene due to concerns that the
damaged road might buckle. Water and electricity was restored to all customers by
Thursday. About 50 trains a day used CSX's Howard Street Tunnel and its closure
created logistical problems for many northeast companies. Shippers scrambled to
find other means of transportation; either by Norfolk Southern or trucking compa-
nies as a temporary solution. By Friday, officials reported that the fire likely began
in the train car which carried tripropylene where a spark could have ignited the
leaking chemical. A tank car leaking hydrochloric acid was pumped out after
leaking between 8,000 and 10,000 gallons since the Wednesday derailment. Phone
service and Internet was restored by Sunday. Monday morning at 7:10 AM, the
tunnel fire was declared under control. The tunnel was then vented to remove high
levels of carbon monoxide. A group of inspectors, including a CSX bridge main-
tenance engineer, Federal Railroad Administration (FRA) officials, Baltimore city
engineers, and Baltimore Mass Transit Administration (MTA) officials, entered
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the Howard Street Tunnel Monday evening for the first damage assessment. Res-
pirators were required due to the carbon monoxide still escaping from the 1.5 mile
tunnel. A test train with approximately 50 cars was taken through the tunnel late
Monday morning. CSX operated another additional train through the tunnel Mon-
day evening. CSX resumed freight service through the Howard Street Tunnel on
Tuesday at limited speed after a night and day of cleanup efforts and laying of new
track. CSX and the City of Baltimore have continued their talks with one another
regarding the expenses involved in the cleanup and recovery efforts. More than
two dozen damage claims have been filed with CSX by local businesses affected
by the incident. CSX has agreed to pay $1.3 million to the city in overtime for
Baltimore firefighters and police officers involved in the derailment. This incident
never rose above a state level response.

BIOLOGICAL EXAMPLE: TOPOFF 2000 EXERCISE, DENVER, CO

The U.S. Congress, in an effort "to assess the nation's crisis and conse-
quence management capacity under extraordinarily stressful conditions," directed
the Department of Justice to conduct an exercise engaging key personnel in the
management of mock chemical, biological, or cyber terrorist attacks. The resulting
exercise was called TOPOFF; the name stems from the engagement of top offi-
cials of the U.S. government. TOPOFF was a $3 million dollar drill testing the
readiness of top government officials to respond to terrorist attacks at multiple
geographic locations. It was the largest exercise of its kind to date. The exercise
took place in May 2000 in three U.S. cities, and portrayed a chemical weapons
event in Portsmouth, NH, a radiological event in the greater Washington, D.C.
area, and a bioweapons event in Denver, CO. The bioterrorism component of the
exercise centered on the release of an aerosol of Yersinia pestis, the bacteria that
causes plague. Denver was selected in part because it had received Domestic Pre-
paredness training and equipment. The following is the chronology of simulated
events for the bioterrorism component of the exercise. May 17: An aerosol of
plague (Y. pestis) bacilli is released covertly at the Denver Performing Arts Center.
May 20 (Day 1 of exercise): The Colorado Department of Public Health and Envi-
ronment receives information that increasing numbers of persons begin seeking
medical attention at Denver area hospitals for cough and fever during the evening
of May 19th. By early afternoon on May 20th, 500 persons with these symptoms
have received medical care, 25 of whom have died. The Health Department noti-
fies the CDC of the increased volume of sick. Plague is confirmed first by the state
laboratory and subsequently confirmed in a patient specimen by the CDC lab at Ft.
Collins. A public health emergency is declared by the State Health Officer. The
state Health officer places an official request for support from DHHS's Office of
Emergency Preparedness. The Governor's Emergency Epidemic Response Com-
mittee assembles to respond to the unfolding crisis. Thirty-one CDC staff are sent
to Denver. The CDC is notified by Denver police and the FBI that a dead man has
been found with terrorist literature and paraphernalia in his possession; his cause
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of death is unknown. Hospitals and clinics around the Denver area who just a day
ago were dealing with what appeared to be an unusual increase in influenza cases
are recalling staffs, implementing emergency plans, and seeking assistance in de-
termining treatment protocols and protective measures. By late afternoon, hospital
staff are beginning to call in sick, and antibiotics and ventilators are becoming
more scarce. Some hospital staff have donned respiratory protective equipment.
The Governor issues an Executive Order that restricts travel - including bus, rail
and air travel - into or out of 14 Denver Metro counties, and commandeers all an-
tibiotics that can be used to prevent or treat plague. During a VNN press confer-
ence where a number of agencies are represented, the Denver public is informed
that there is a plague outbreak in the city following a terrorist attack and is told of
the governor's Executive Order. Citizens are told to seek treatment at a medical
facility if feeling ill or if they have been in contact with a known or suspected case
of plague. Those who are well are directed to stay in their homes and avoid public
gatherings. The public is told that the disease is spread from person to person only
"if you are within 6 feet of someone who is infected and coughing" and told that
dust masks are effective at preventing the spread of disease. Confirmed cases of
plague are identified in Colorado locations other than Denver. Patient interviews
suggest that most victims were at the Performing Arts Center days earlier. It is
announced that the governor is working with the President of the United States to
resolve the crisis and that federal resources are being brought in to support of state
agencies. By the end of the day, 783 cases of pneumonic plague have occurred;
123 persons have died. May 21 (Day 2 of exercise): VNN reports that a "national
crash effort" is underway to move large quantities of antibiotics to the region as
the CDC brings in its "national stockpile", but the quantity of available antibiotics
is uncertain. The report explains that early administration of antibiotics is effective
in treating plague but that antibiotics must be started within 24 hours of develop-
ing symptoms. A VNN story a few hours later reports that hospitals are running
out of antibiotics. A "Push-Pack" from the National Pharmaceutical Stockpile
(NPS) arrives in Denver, but there are great difficulties moving antibiotics from
the stockpile delivery point to the persons who need it for treatment and prophy-
laxis. Out of state cases begin to be reported. The CDC notifies bordering states of
the epidemic. Cases are reported in England and Japan. Both Japan and the World
Health Organization (WHO) request technical assistance from the CDC. A num-
ber of hospitals in Denver are full to capacity and by the end of the day are unable
to see or admit new patients. Thirteen hundred ventilators from the NPS are to be
flown to Colorado. Bodies in hospital morgues are reported to have reached criti-
cal levels. By 5 pm, the CDC has carried out an epidemiological investigation on
41 cases. The U.S. Surgeon General flies to Colorado to facilitate communications
issues. Many states now are requesting that they receive components of the NPS
from the CDC. By the end of the day, 1,871 plague cases have occurred through-
out the U.S., London and Tokyo. Of these, 389 persons have died. May 22 (Day 3
of exercise): Hospitals are under-staffed and have insufficient antibiotics, ventila-
tors, and beds to meet demand. They cannot manage the influx of sick patients into



Bentz 487

the hospitals. Medical care is "beginning to shut down" in Denver. One hundred
fifty-one patient charts have been reviewed by state and federal health officials
pursuing the epidemiological investigation. There are difficulties getting antibiot-
ics from the National Stockpile to the facilities that need them. Details of a distri-
bution plan are still not formalized. Officials from the Health Department and the
CDC have determined that secondary spread of disease appears to be occurring.
The population in Denver is encouraged to wear face masks. The CDC advises
that Colorado state borders be cordoned off in order to limit further spread of
plague throughout the U.S. and other countries. Colorado officials express concern
about their ability to get food and supplies into the state. The governor's executive
order is extended to prohibit travel into or out of the state of Colorado. By noon,
there are 3,060 U.S. and international cases of pneumonic plague, 795 of whom
have died. May 23 (Day 4 of exercise): There are conflicting reports of the num-
ber of sick and dead. Some reports show an estimated 3,700 cases of pneumonic
plague with 950 deaths. Others are reporting over 4,000 cases and more than 2,000
deaths. The TOPOFF Exercise is terminated.

RADIOLOGICAL EXAMPLE: THREE MILE ISLAND (TMI) ACCIDENT

TMI: Response to the accident was swift. The NRC's regional office in King
of Prussia, Pennsylvania, was notified at 7:45 a.m. on March 28, 1979. By 8:00,
the NRC headquarters in Washington, D.C. was alerted and the NRC Operations
Center in Bethesda, Maryland, was activated. The regional office promptly dis-
patched the first team of inspectors to the site and other agencies, such as the De-
partment of Energy, and the Environmental Protection Agency, also mobilized
their response teams. Helicopters hired by TMI's owner, General Public Utilities
Nuclear, and the Department of Energy were sampling radioactivity in the atmos-
phere above the plant by midday. A team from the Brookhaven National Labora-
tory was also sent to assist in radiation monitoring. At 9:15 a.m., the White House
was notified and at 11:00 a.m., all non-essential personnel were ordered off the
plant's premises. From the early stages of the accident, low levels of radioactive
gas, mostly in the form of xenon, continued to be released to the environment. At
the time, efforts to halt the releases were unsuccessful and there was some fear of
an explosion from the buildup of hydrogen - -fortunately, this did not occur. How-
ever, on Friday, March 30, Governor Thornburgh of Pennsylvania ordered a pre-
cautionary evacuation of preschool children and pregnant women from within the
5-mile zone nearest the plant, and suggested that people living within 10 miles of
the plant stay inside and keep their windows closed. Most evacuees had returned
to their homes by April 4. By that time, the situation at the reactor had been
brought under control. The American Nuclear Insurers, an organization made up
of nuclear insurance firms, had already begun distributing checks to evacuees to
cover hotel and meal expenses, and was beginning to handle claims for property
and liability losses.
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CONCLUSIONS

The National Response Plan is a work in progress. The elements of this plan
have been outlined as of the time of this writing. These elements will evolve and
the reader should use this document only as a roadmap to understanding the proc-
esses involved.
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INTRODUCTION

Emergency response to a terrorism incident always begins at the local level
escalating to the next higher level of government as resources are consumed. Re-
gardless of what type of event has occurred, common response requirements must
be met such as scene security, sheltering or evacuation of individuals, medical care
for victims and responders, temporary feeding of displaced individuals and re-
sponders, etc. Because the response will require the assistance and support from
every department of local government, the key to success is prior planning, identi-
fication of available resources and shortfalls, local response training and practice
(exercises). This cycle of planning, training and exercise should be ongoing and
incorporate changes in technology, federal and state planning, and recommenda-
tions for improvement from exercise participants (See Figure 24.1).

EMERGENCY RESPONSE PLANNING

The Federal Response Plan (FRP) maintained by the Federal Emergency
Management Agency is the framework by which the federal government responds
to emergencies and disasters. The premise behind the FRP is that regardless of
what type of emergency or disaster occurs, there are twelve common response and
recovery functions required to limit or prevent human suffering and limit property
damage. The Emergency Support Functions (ESF) are assigned a primary agency
responsible for planning and implementing the required services; and supporting
agencies which are tasked to assist through the provision of resources and person-
nel.

489
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Figure 24.1 The Emergency Response Preparedness Cycle.

Figure 24.2 Organization of the FRP and the twelve Emergency Support Functions.
(Source: Federal Emergency Response Plan, Federal Emergency Management Agency).
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Figure 24.2 shows the organization of the FRP and the twelve Emergency
Support Functions. Note that Terrorism is a separate annex in the FRP.

Local and State Governments for the most part have adopted a similar
emergency response plan frame work, modifying the ESF concept to conform to
state and local governmental divisions and differences in organizations.

The relationship of local state, federal, volunteer, and international organi-
zations in planning for an emergency or disaster is diagramed below (Figure 24.3).

Figure 24.3 The relationship of local, state, federal, volunteer, and international organi-
zations in planning. (Source: Federal Emergency Response Plan, Federal Emergency Man-
agement Agency).

The FEMA disaster response model is presented to demonstrate the coordi-
nation requirements and the number of agencies involved with emergency and
disaster operations. This additionally diagrams the disaster cycle from the initial
incident through response, recovery and disaster mitigation. This model is shown
in Figure 24.4.

ADDITIONAL PLANNING FOR A TERRORIST EVENT

Unlike natural disasters, a terrorism event represents a willful attack against
the United States and is therefore a criminal act. Presidential Decision Directive 39
(PDD-39) and the amplifying PDD-62 direct the US Department of Justice, Fed-
eral Bureau of Investigation to assume the responsibility as the Lead Federal
Agency (LFA) in disasters and emergencies where terrorism is suspected. As this
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is a departure from normal disaster operations planning, separate plans (annexes)
have been developed to facilitate the coordination of resources and personnel.
FEMA acts in a support role to the FBI during the response or "Crisis Phase" of a
terrorism incident. When the FBI has finished collecting evidence and processing
the "Crime Scene", FEMA becomes the Lead Federal Agency for recovery (Con-
sequence Phase). There is a period of overlap between the Crisis and Consequence
Phases in which both the FBI and FEMA coordinate crime scene and life/safety/
recovery issues. The relationship between Crisis and Consequence Management
for a WMD / Terrorist event is depicted below in Figure 24.5.

Figure 24.4 The FEMA model. (Source: Federal Emergency Response Plan, Federal
Emergency Management Agency).
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Figure 24.5 Management of a WMD/Terrorist event. (Source: Federal Emergency Re-
sponse Plan, Federal Emergency Management Agency).

The FBI Crisis Management Plan for responding to a terrorist incident is
contained in two planning documents titled: "Chemical / Biological Incident Con-
tingency Plan" and the "Radiological Incident Contingency Plan". The plans con-
tain specific incident management requirements and denote organizational rela-
tionships between Local, State and Federal Agencies. It should be noted that the
FBI uses a different management model than FEMA uses in their response to natu-
ral or technological emergencies (see Figure 24.6).

The chart below (Figure 24.7) denotes the incident management system
used by the FBI and FEMA to coordinate Crisis and Consequence operations. The
organizations and individuals listed below will be co-located in a Joint Operations
Center (JOC) near where the incident occurred. The Operations Group is respon-
sible for the criminal investigation side of a WMD incident; the Consequence
Management Group is responsible for assisting individuals, businesses and the
affected community recover from the attack.

A senior FBI agent heads the Command Group with assistance from repre-
sentatives from FEMA, State Government and Local Response Agencies.

The Support Group provides Administrative, Logistics and Communication
support to both the Operations and the Consequence Management Groups.
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Figure 24.6 FBI Response Organization for Terrorism Incidents:
Note: there is a parallel organizational chain of command for the FBI and FEMA with the
National Security Council (NSC) and the President monitoring the status of the response.
The role of the NSC is to coordinate counter-terrorism activities within and outside the
United States. (Source: Federal Emergency Response Plan, Federal Emergency Manage-
ment Agency).

A senior FEMA official designated by the President as the Federal Coordi-
nating Officer (FCO) supervises the Consequence Management Group. Support
agencies and activities are as stipulated in the Federal Response Plan.

The majority of FRP agencies will be located in a separate facility with liai-
son officers assigned to the Joint Operations Center. The FEMA designation for
this facility is the Disaster Field Office (DFO), and will serve as the sight for sus-
tained consequence management operations once the FBI (Crisis Management)
role is concluded. The DFO may be staffed for several months or longer depend-
ing upon the magnitude of human loss and infrastructure damage.
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Figure 24.7 Incident management structure (Source: Federal Emergency Response Plan,
Federal Emergency Management Agency).

LOCAL RESPONSE - A TEAM APPROACH

The effectiveness of the local response to a terrorism event is dependent
upon the capabilities, available resources and level of training of each department
or agency. Critical to the response however is the ability to coordinate activities
and anticipate requirements, and familiarity with the local response plan.

The Department of Justice, Office of Justice Programs developed a list of
response functions by agency to assist local jurisdictions evaluate their capability
to respond to a Weapons of Mass Destruction (WMD) event. The following chart
(Figure 24.8) identifies the functional differences between responding disciplines.

It can be generally assumed that the capabilities of departments in large met-
ropolitan areas will greatly exceed those of small rural communities. Larger com-
munities tend to have specialized teams for hazardous material, explosive and
armed criminal incidents. Smaller communities rely on shared resources or mutual
aid assistance from adjacent jurisdictions. It is not uncommon for the closest haz-
ardous materials capable response team or a level I trauma center to be located 1-2
hours away. This demonstrates the need for detailed prior planning, identification
of resources and practice prior to an actual terrorist incident.

The number of personnel, the level of training and the type and amount of
equipment a response organization has available measures response capability to a
WMD incident. The Department of Justice categorizes WMD response capability
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in four Tiers (I-IV), with Tier I having the least capability and training and Tier IV
representing an organization that is highly skilled and self-sufficient. It is impor-
tant to note that an effective response capability must contain both equipment and
trained personnel.

Agency

Duties &
Functions

(sample-
not an all
inclusive list)
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Service

Recognize
HazMat

Situations

Self
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Figure 24.8 Response Functions for Emergency Responders. (Source: US Department of
Justice, Office of Justice Programs, Office of Domestic Preparedness).

Tier I represents the basic level of training and types of operations every
community should achieve. This level facilitates recognition of a WMD event and
the implementation of protective measures such as evacuation. The community
does not have the capability to stop the release of chemicals or biological agents,
defuse a bomb, mitigate radiological dispersal incidents or medically treat large
numbers of victims. It relies on outside assistance from other communities, the
state and federal government for technical and medical support.
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Figure 24.9 Capability Assessment Chart. (Source: US Department of Justice, Office of
Justice Programs, Office of Domestic Preparedness).

Tier II and III communities are not self sufficient but do have the training,
personnel and the equipment required to detect agents, mitigate explosives and
radiological dispersal devices and treat contaminated injured victims. Outside as-
sistance will still be required to make up shortfalls in personnel and equipment.

Tier IV represents a community, which has adequate resources and person-
nel to mitigate all but the largest conceivable WMD event. Only a handful of cities
have this capability such as New York and Los Angeles.

It must be stressed that community capability is the summation of the num-
ber of trained personnel and type of equipment each individual agency has avail-
able to respond to an event. It is dependent upon each organization participating at
a common level. A community in which the fire department is trained and has
purchased necessary equipment but the emergency medical service has no interest
in participating is not able to respond effectively as a team.
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TERRORISM INCIDENT RESPONSE - TEMPLATES FOR SUCCESS

The following templates demonstrate the interrelationship of agencies and func-
tions when responding to different WMD events. The templates are a compilation
of emergency response plans and SOPs.

Figure 24.10 Generic Initial Response template.

The "Danger Area" or "Hot Zone" is an initial isolation area
ound the site of the incident. The size of the area is event depend-

:nt. If the emergency involves explosives, then the radius is deter-
mined by the type of device (pounds of explosive); if it is a chemical
threat, the size is determined by a combination of factors including
type of chemical, surrounding terrain and environmental factor such
as wind, humidity, temperature and time of day.

This symbol represents access or traffic control points. These
are roadblocks to prevent individuals from entering the scene. The se-
curity and traffic control points are initially the responsibility of law
enforcement, but can be turned over to other agencies such as Parks
Department or Public works to free up the law enforcement officers
for additional duties or resumption of patrol.
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The Command Post is where the incident command team as-
sembles. The number of individuals is kept to a minimum to reduce
confusion, noise and congestion.

The Staging Area is a designated location where Police, Fire,
EMS and other responders are directed initially while the incident is
being assessed. The Staging Area is relatively close to the scene, but
far enough away to prevent congestion. As a resource is needed, the
Command Post will relay instructions through a "Staging Officer".

The above generic scene diagram should readily demonstrate
the following:

1. Access Control can quickly deplete on-duty law enforcement personnel.
It is essential that Access Control assistance be readily available from
other agencies such as the street department, adjacent law enforcement
agencies or even park rangers, etc.

2. Staging areas must be preplanned and communicated quickly to arriving
units.

3. The "Danger Area / Hot Zone" can encompass many hundreds of people
if the scene is located in a downtown area. The decision to evacuate or
shelter the affected population must take into account the type of inci-
dent, construction of adjacent buildings and the risk of moving individu-
als vs. keeping them inside with ventilation systems secured.

4. Communication is essential for notifying both the responders of com-
mand orders and for letting the public know what to do.

EXPLOSIVE INCIDENT RESPONSE TEMPLATE

The response to an incident involving suspected explosives requires limited
number of personnel at the scene (to minimize injury should the device explode),
and the use of bomb technicians and bomb search canines. Because many explo-
sive detonators are sensitive to radio frequencies, all cellular telephones, radios
and in some cases pagers must be turned off.

Most explosive incidents begin with an anonymous phone call or note. It is
important that personnel who are responsible for answering telephone calls be
trained in the proper procedures for receiving bomb threats. The validity of the
threat can often be determined by the type and amount of information a caller re-
veals. The Bureau of Alcohol, Tobacco and Firearms has a Bomb Threat Checklist
available to assist call-takers record information.

There is also a real threat that more than one explosive device has been
planted. These "Secondary Devices" are usually outside and away from the initial
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device, and are designed to explode and injure the first responders. A site security
screening is necessary when establishing the command post and staging areas.

Figure 24.11 A guideline for determining safe distance from an explosive device.
(Source: Federal Emergency Management Agency and US Department of Defense, Techni-
cal Support Working Group, ISBN: 0-16-061616-6).



Pilkington 501

The type of bomb, weight and type of explosives used determines the radius
of the "Danger Zone" or "Hot Zone". Figure 24.11 is a guide for determining the
safe distance from an explosive device.

Using a Pipe Bomb located outside a building as an example, the Explosive
Incident Template below has been annotated to show a Hot Zone of 300 yards
(850 ft from Figure 24.11) rounded to closest 100 yards. This is the minimum dis-
tance anyone evacuated from the scene or surrounding buildings should be moved
to, and also provides the basis for determining which streets require traffic control.
The template also shows the Incident Commander the distance responders such as
emergency medical and fire should keep back from the device.

Figure 24.12 Explosive Incident template.

The emergency response priorities for an explosive device incident (no
detonation) include:

Evacuate individuals beyond the Hot Zone.
Establish security around the scene
Check for secondary devices, especially in the vicinity of staging and the

Command Post.
Have Fire and Emergency Medical Units report to Staging. A small contin-

gent can be in close proximity to the Hot Zone to facilitate rapid rescue of the
Bomb Squad should the device detonate.

Once all resources are in place, have the Bomb Squad begin assessment, de-
arming and removal of the device.
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The same template can be used in the event of a device detonation. In this
case, the Hot Zone is determined by the location of the farthest away bomb or
blast fragment found during a rapid visual search. The Hot Zone size is calculated
as that fragment distance multiplied by a factor of 1.5.

Post blast emergency operations require several simultaneous responses.
Emergency medical triage and transportation to hospitals for the injured, security
of the area, fire suppression, structural evaluation of damaged buildings to deter-
mine whether they are safe or pose an immediate hazard to responders and a utility
survey to determine the extent of damage and means to provide restoration to un-
affected areas. All emergency responders must also be aware of the requirement to
limit scene disruption to facilitate evidence collection. The process of evidence
collection extends down to the clothing of victims and in many cases the frag-
ments lodged in their bodies.

CHEMICAL INCIDENT RESPONSE TEMPLATE

The response to a chemical incident involving toxic or hazardous materials is
driven by several physical and environmental factors. These include:

1. The physical characteristics of the chemical and the way it was
disseminated. The vapor pressure of the material will determine how
readily it will evaporate. The pH will affect what type of protective
clothing (along with toxicity) responders use, type of decontamina-
tion required and what detectors will be useful. If the material is at-
omized or sprayed, it will travel downwind a greater distance than if
it is just poured or leaking from a container.

2. The toxicity of the chemical. This will determine what protective
equipment is required, type of decontamination system to be used
and what antidotes and medical treatments are necessary. It also will
determine if residents must be evacuated immediately or if they can
be instructed to shelter in place by closing all doors and windows,
and shutting off ventilation systems.

3. Environmental factors including time of day, wind speed and direc-
tion, temperature and humidity; and terrain contour. The rule for re-
sponders is to always stay uphill and upwind from the source of the
chemical release. Time of day, temperature and humidity affect rate
of evaporation and downwind spread of the material or vapors. Ter-
rain can affect wind patterns, liquid flow patterns and how much ma-
terial plants and soils may absorb.

4. Types and uses of buildings in the vicinity of the incident. This affects
the number of evacuees or contaminated injured caused by the inci-
dent. Additional factors are varying air flow patterns around urban
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buildings with alters the downwind spreading pattern and the prox-
imity of critical infrastructure such as water systems, communication
centers and electrical generating plants.

Figure 24.13 Chemical Incident Template.

The Chemical Incident Template reflects an additional "Danger Area" or
Hot Zone extending downwind from the point of release along the axis of the wind
direction. The initial downwind area is determined using several publications and
computer programs such as the "Department of Transportation Emergency Re-
sponse Guide" or CAMEO, a computer program used by hazardous materials in-
cident responders. More refined computer programs have been developed by the
Department of Defense and will likely be used by national responders to an inci-
dent.

The initial site and the downwind Hot Zones define the area that may re-
quire evacuation or sheltering in place. Due to the increased size of the Hot Zone,
additional traffic control points are necessary and the number of affected individu-
als will be significantly greater.

It is important to note that wind shifts and terrain variances will alter the size
and axis of the Hot Zone. The Incident Commander will typically revise the Hot
Zone based upon weather forecasts and local observations and information pro-
vided by national response organizations and hotlines.
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Optimally, the victims and those potentially exposed to the chemical agent
will wait for the fire department and emergency medical service to conduct de-
contamination and triage operations at the scene. Unfortunately this typically is
not the case as those victims that are lightly affected will self-refer themselves to
hospitals and medical facilities. This increases the potential for contaminating the
medical facilities unless a system is in place to rapidly notify all facilities of the
incident, and for the facilities to secure all access until additional decontamination
teams can be properly dressed in protective clothing and decontamination opera-
tions at the medical center initiated. Contaminated individuals allowed into the
facility without first going through a decontamination system can have adverse
effects on the medical staff thereby reducing the medical capability of the commu-
nity.

There is a possibility that the number of victims will be greater than the
medical capacity of the community. In this case alternate care facilities such as
schools or municipal buildings must be designated and activated to relieve the
patient burden. Victims with minor or moderate symptoms can be treated in the
alternative care centers while the hospitals are used to treat severe cases and those
individuals suffering from non-incident medical conditions. Examples of non-
incident conditions would include heart attacks, amputations, seizures, etc; the
normal cases presented daily to emergency rooms.

Biological Incident Template

A similar template to the Chemical Incident Response Template can be used
for a biological agent response with some modifications depending upon the type
of agent and the method of delivery used. Typically, a terrorist biological agent
attack would be expected inside a building, not outdoors, due to the limited
amount of material available. Should the attack take place outdoors, the small size
of the individual agent particles will cause them to disperse in a similar manner as
atomized liquids. The above assumes that the attack was conducted overtly with
warning or was observed by security or other individuals.

The real threat from a biological attack is a successful covert dispersal of
material into a crowd. The individuals will not suspect they have been exposed
and will not seek treatment immediately. In a few days the initial disease symp-
toms will appear, but not cause concern as they mimic a cold or the flu. At this
point the affected individuals will be dangerously close to being unbeatable as the
disease has a firm foothold within the body; and may possibly be spreading the
disease to family, friends and co-workers. It is conceivable that it might be a week
or longer before the disease manifests itself or is detected. This is the crux of the
problem with biological weapon attacks.

The first responder's role in a delayed detection event is twofold. First, sup-
port as feasible the public health emergency by assisting the public, possibly as-
sisting with treatment centers and drug dissemination centers, and maintaining
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security and public safety. Second, the responders must continue to function pos-
sibly with reduced staffing levels caused by members also being victims.

The only biological incident or attack that requires direct intervention by
first responders is when the means of agent dispersal is the US Mail or other par-
cel post service. These incidents are usually referred to as suspicious package or
letter incidents, and their frequency of occurrence has increased dramatically over
the last several years. The September 2001 attack on the World Trade Center and
the Pentagon combined with the Anthrax letters in Florida, and Washington, DC
caused increased public interest and awareness; and thousands of calls for suspi-
cious item assistance.

It is essential that responders to suspicious package calls do not become
complacent due to the high number of hoaxes being observed in the community.
Safety and personal protective measures must be employed for each incident.
There is also a possibility that the letter does not contain a powder substance but
rather an explosive.

The minimum level of protective equipment in these incidents is a light-
weight chemical protective suit (Level B), Nitrile Gloves and a full-face respirator
with HEPA filter.

In many instances, the presence of a biological agent or explosive can be
determined by simply observing the letter or package label and markings. Many of
the "Suspicious" packages were actually letters, credit card bills or merchandise
the caller forgot ordering. If the item does appear suspicious, and an explosive can
be ruled out through observation, then the letter or package should be triple
bagged in plastic, the outside washed off with soap and water or a .5% solution of
bleach and transported to the nearest diagnostic laboratory for further analysis.
The FBI should also be contacted regarding the item, as they may want to open an
investigation.

Radiological Incident Template

A radiological incident, short of a nuclear bomb detonation is actually the
combination of an explosive mixed with radiological material. Any explosive
mixture can be used from complex military and commercial blasting agents to
homemade devices. The radiological material can come from a variety of sources
including stolen x-ray and other radiograph equipment, highway construction
gauges, radiopharmaceuticals or laboratory standards. The intent is to disperse
small radioactive particles over a wide area, embedding them in buildings, victims
and other items; and to create a downwind hazard area.

Response to this type of incident is similar to both an explosive and a
chemical incident. The "Hot Zone" radius is defined by the greater of the distance
where the first bomb fragment is found or where the radiation readings first ex-
ceed background levels. The plume area is similarly defined as that downrange
area where radiation levels exceed background readings. The incident commander
may arbitrarily define the downwind danger area based upon environmental fac-
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tors, explosive device size (or estimated size) and the levels of radiation observed
at the scene.

Responders to a radiological incident must wear protective equipment,
which minimizes skin, respiratory, and ingestion pathway exposure. Fortunately,
the same equipment used to protect against biological contamination can be used
for a radiological event.

Victims and those exposed to the radioactive material must be decontami-
nated in the same way as those exposed to chemical or biological material. Cloth-
ing should be removed, bagged and tagged with their name. Individuals should
shower using soap and then dried and monitored for contamination. It is essential
that monitoring be conducted after drying to facilitate detection of Alpha radiation,
which can be masked by water. An alternative approach that can be used if there is
a sufficient number of radiation monitors available is to monitor individuals prior
to disrobing, and only having those with elevated radiation readings proceed
through the decontamination process. As with other WMD events, urgent medical
care should not be delayed until after victim decontamination has occurred.
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INTRODUCTION

The combined emergency management authorities, policies, procedures, and
resources of local, state, and Federal governments as well as voluntary disaster
relief organizations, the private sector, and international sources constitute a na-
tional disaster response framework for providing assistance following a major
disaster or emergency. Within this framework, the federal government can provide
personnel, equipment, supplies, facilities, and managerial, technical, and advisory
services in support of state and local disaster assistance efforts.

The Federal Response Plan (FRP) establishes a process and structure for the
systematic, coordinated, and effective delivery of Federal assistance to address the
consequences of any major disaster or emergency declared under the Robert T.
Stafford Disaster Relief and Emergency Assistance Act, as amended (42 U.S.C.
5121, et seq.). The FRP sets forth fundamental policies, planning assumptions, a
concept of operations, response and recovery actions, and Federal agency respon-
sibilities. The plan describes the array of Federal response, recovery, and mitiga-
tion resources available to augment state and local efforts to save lives; protect
public health, safety, and property; and aid affected individuals and communities
in rebuilding after a disaster. It organizes the types of Federal response assistance
that a state is most likely to need under 12 Emergency Support Functions (ESFs),
each of which has a designated primary agency. The FRP describes the process
and methodology for implementing and managing Federal recovery and mitigation
programs and support/technical services and addresses linkages to other Federal
emergency operations plans developed for specific incidents. The plan provides a
focus for interagency and intergovernmental emergency preparedness, planning,
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training, exercising, coordination, and information exchange and serves as the
foundation for the development of detailed supplemental plans and procedures to
implement Federal response and recovery activities rapidly and efficiently. The
FRP covers the full range of complex and constantly changing requirements fol-
lowing a disaster: saving lives, protecting property, and meeting basic human
needs (response); restoring the disaster-affected area (recovery); and reducing
vulnerability to future disasters (mitigation). The FRP does not specifically ad-
dress long-term reconstruction and redevelopment.

The FRP applies to all signatory Federal departments and independent agen-
cies that may be tasked to provide assistance in a major disaster or emergency.
Additionally, the American Red Cross functions as a Federal agency in coordi-
nating the use of Federal mass care resources in a presidentially declared disaster
or emergency. Federal agencies may coordinate with voluntary organizations that
provide a wide variety of disaster relief goods and services. Donations often play
an important role in supplying disaster victims with essential needs. State and local
governments, however, are ultimately in charge of donations, in coordination with
national, state, and local voluntary organizations. Federal agencies are encouraged
to take advantage of current partnership relations with the private sector. Busi-
nesses, both inside and outside the disaster affected area, can supply critical re-
sources during response operations, and assist in restoring essential services and
rebuilding the economic base during recovery operations.

The FRP is implemented through regional supplements developed by
FEMA and other Federal agency regional offices describing specific actions, oper-
ating locations, and relationships to address the unique needs of the region and
states within the region. States, along with their local jurisdictions, have their own
emergency operations plans describing who will do what, when, and with what
resources. In addition, many voluntary, private, and international organizations
have emergency or contingency plans.

While the FRP focuses primarily on operational planning specific to an inci-
dent, other types of planning also are critical to ensuring effective disaster opera-
tions. Pre-incident planning at all levels of government is used to identify operat-
ing facilities and resources that might be needed in response and recovery. Action
planning, conducted throughout a disaster, establishes priorities with tactical ob-
jectives for the next operational period. Contingency planning assists in targeting a
specific issue or event arising during the course of a disaster and presents alterna-
tive actions to respond to the situation. Strategic planning is used to identify long-
term issues such as impact of forecasts and problems such as permanent housing
for displaced disaster victims. It also can serve as a blueprint for rebuilding after a
disaster.

Under the Stafford Act, a Governor may request the President to declare a
major disaster or an emergency if an event is beyond the combined response capa-
bilities of the state and affected local governments. No direct Federal assistance is
authorized prior to a Presidential declaration. However, FEMA can use limited
pre-declaration authorities to move Initial Response Resources (critical goods
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typically needed in the immediate aftermath of a disaster, e.g., food, water, emer-
gency generators) and emergency teams closer to potentially affected areas.
FEMA also can activate essential command and control structures to lessen or
avert the effects of a disaster and to improve the timeliness of disaster operations.
When an incident poses a threat to life and property that cannot be effectively
dealt with by the state or local governments, FEMA may request the Department
of Defense (DOD) to utilize its resources prior to a declaration to perform any
emergency work "essential for the preservation of life and property" under the
Stafford Act. Following a declaration, the President may direct any Federal agency
to use its authorities and resources in support of state and local assistance efforts to
the extent that provision of the support does not conflict with other agency emer-
gency missions.

The FRP also may be implemented in response to the consequences of ter-
rorism, in accordance with Presidential Decision Directive 39 (PDD-39) and PDD-
62 that set forth U.S. counterterrorism policy. The FRP Terrorism Incident Annex
describes the concept of operations for a unified response to a terrorism incident
involving two or more of the following plans: the FRP, the Federal Bureau of In-
vestigation (FBI) Weapons of Mass Destruction (WMD) Incident Contingency
Plan, the Department of Health and Human Services (HHS) Health and Medical
Services Support Plan for the Federal Response to Acts of Chemical/Biological
Terrorism, the National Contingency Plan (NCP), and the Federal Radiological
Emergency Response Plan (FRERP).

LEAD FEDERAL AGENCIES

PDD-39 drew a line in the sand between managing the crisis of a terrorist
attack and managing the consequences that result from one. The Department of
Justice, through the Federal Bureau of Investigation (FBI), was assigned the lead
in the crisis management (CrM) phase. The FBI, therefore, was tasked with antici-
pating, preventing, or resolving a terrorist incident; dealing with an attack's imme-
diate aftermath; and carrying out any ensuing criminal investigation. Crisis man-
agement is taking measure to identify, acquire, and plan the use of resources
needed to anticipate, prevent and/or resolve a threat or act of terrorism. The FBI
immediately establishes liaison with the Incident commander. The FBI begins the
criminal investigation of the incident immediately, to the extent that it does not
interfere with saving lives. The FBI establishes a Joint Operations Center (JOC) to
request and integrate all federal assets. Prior to an incident, the FBI provides intel-
ligence to local law enforcement. The lead in the consequence management
(CoM) phase was delegated to FEMA. Via the Federal Response Plan, FEMA
would oversee the public health and safety angles, as well as the longer term ef-
forts to keep emergency relief flowing and return a community to normalcy as
soon and as smoothly as possible. Crisis and consequence management phases can
not be separately compartmentalized. They will overlap at the scene of an incident.
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In 1998 the White House issued a second terrorism directive, PDD-62, this time
focusing solely on weapons of mass destruction. The document, "Protection
Against Unconventional Threats to the Homeland and Americans Overseas," rein-
forced PDD-39's division of labor, but elaborated some federal consequence man-
agement duties on the side. PDD-62's more specific terms urged the continuation
of first responder training programs through the Defense Department and the pro-
vision of equipment to state and local personnel through the Department of Jus-
tice. In addition, PDD-62 pegged the Public Health Service under HHS as the lead
agency in preparing the medical response to an unconventional terrorist attack and
initiated the construction of a national stockpile of antidotes and vaccines. PDD-62
also called for the creation of rapid response teams to help local personnel with
chemical and biological weapons terrorism. Finally, PDD-62 carved out a senior-
level position on the National Security Council staff—National Coordinator for
Security, Infrastructure Protection and Counter-terrorism—to guide and monitor
the ever-expanding US counter terrorism effort.

DEPARTMENT OF JUSTICE, FEDERAL BUREAU OF INVESTIGATION

As attention increasingly focused on weapons of mass destruction and their
potential allure for terrorists, the FBI shifted resources and developed new offices
to better fulfill its responsibility as lead federal agency for crisis management. The
FBI moved first and foremost to augment its intelligence-gathering capabilities
related to those plotting or attempting to acquire weapons of mass destruction. In
each of its fifty-six field offices, the FBI has appointed a special agent to serve as a
focal point for that activity and to aid cities in their coordination with federal as-
sets before and after an attack. These special FBI coordinators have in some cities
become catalysts of and a linchpin in local preparedness planning. In numerous
cities, the FBI also convenes task forces with sister federal agencies and local law
enforcement authorities to promote information sharing about the status of the
terrorism threat. The Weapons of Mass Destruction Operations Unit at FBI head-
quarters directs the federal crisis response to threatened or actual chemical and
biological weapons incidents, evaluating threats as they arise and overseeing the
resulting criminal investigations. Threats come into the Washington unit from
local law enforcement, FBI field offices, the national chemical and biological hot-
line, or other sources. The FBI then triggers a multi-agency, multidisciplinary
team, usually via a telephone conference call, to assess the threat, determine its
credibility, and plot the response accordingly. Depending on the threat level, the
FBI can then mobilize a number of teams, with specialties in hazardous materials
threats, unconventional terrorism, bomb detection, hostage rescue, evidence col-
lection, or negotiation. Of particular utility in these instances is the FBI's Hazard-
ous Materials Response Unit, created to handle criminal investigations of weapons
of mass destruction crime scenes. In contrast to other federal response teams that
could get involved in rescue or decontamination operation, the HMRU's narrowly
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defined mission is to "provide technical, scientific response and forensic support
to FBI investigations involving hazardous materials, including weapons of mass
destruction." The HMRU, in other words, enters the picture solely to gather and
safely transport forensic evidence on-scene that would support criminal prosecu-
tion of the perpetrators). The HMRU technically falls within the laboratory divi-
sion of the FBI and supports FBI field offices contending with hazardous materials
and environmental crimes. Based in Quantico, Virginia, the unit comprises just
over two dozen personnel on-call twenty-four hours a day to handle anything from
requests for technical assistance to rapid deployment to the potential crime scenes.
Full teams deploying to the field bring between eight and ten people with a bal-
ance of operations experience and scientific background. One unique element of
the HMRU is that specialist team members themselves have extensive field expe-
rience as firefighters, hazmat technicians, and paramedics, a link that helps build
credibility when dealing with their local counterparts in the field.

The two prongs of Justice Department preparedness activity were establish-
ing training and equipment programs. To manage these growing programs, the
Attorney General created the Office for State and Local Domestic Preparedness
Support within the Office of Justice Programs in 1998. Much of the Justice train-
ing efforts take place through a consortium of two federal agencies and three uni-
versities each geared to varying specialties and audiences. Courses center on four
general areas: basic awareness, responder operations, technician response, and
management of a weapons of mass destruction incident. Much of the funds in
2000 flowed to the Center for Domestic Preparedness at Fort McClellan, Alabama.
This unique site allows live chemical agent training, which is the focus of the two
advanced courses taught there. The realistic training environment has received
positive reviews from front-line responders. Pilot courses are also offered through
the other four consortium members, covering terrorism awareness for law en-
forcement, responder operations, and incident command, all with a weapons of
mass destruction slant. In addition to consortium training, the Justice Department
initiated in 1997 the Metropolitan Firefighter and Emergency Services Program, a
two-day basic awareness course geared specifically to firefighters and emergency
medical technicians. The Justice Department has taken over responsibility for the
Domestic Preparedness Program training courses from the Department of Defense
as of October 2000.

The second prong of Justice Department preparedness activity was an
equipment grant program. The program's goal was to provide detection, personal
protection, decontamination, and communications equipment to cities that demon-
strated need via a description of their current response capabilities, vulnerability to
terrorist attacks, and the risk of such an incident occurring. Equipment acquired
through the program was specifically earmarked for first responders. Jurisdictions
could select from a list of protective, detection, or communication equipment de-
veloped by the InterAgency Board for Equipment Standardization and InterOper-
ability. For states to receive equipment through these programs, they must first
develop a needs assessment outlining equipment and training requirements with
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regard to weapons of mass destruction terrorism. In addition, the Justice Depart-
ment requires states to craft statewide domestic preparedness strategies covering a
three-year period. Packets prepared by the Justice Department walk officials
through the process of assessing terrorism risks for communities within their state
and offer guidelines for the development of preparedness plans. Block grants went
directly to the states, which in turn disbursed the materials to its fire, law enforce-
ment, hazmat, and emergency medical agencies.

FEDERAL EMERGENCY MANAGEMENT AGENCY

Under the Stafford Act, FEMA serves as the primary coordinating agency
for consequence management and recovery activities. To carry out this inter-
agency role, FEMA executes a wide range of administrative, programmatic, and
specialized tasks. Initial tasks include notification, activation, mobilization, de-
ployment, staffing, and facility setup. FEMA processes the Governor's request for
disaster assistance, coordinates federal operations under a disaster declaration, and
appoints an FCO for each declared state. In continuing operations, FEMA pro-
vides support for logistics management; communications and information tech-
nology; financial management; community relations, congressional affairs, public
information, and other outreach; and information collection, analysis, and dis-
semination. FEMA is the lead federal agency for all consequence management and
disaster relief assistance. When natural disasters sink towns in flood waters or bury
them under earthquake rubble, it is FEMA who coordinates the response. Conse-
quence management is predominantly an emergency management function and
includes measures to protect public health and safety, restore essential government
services, and provide emergency relief to governments, businesses, and individu-
als affected by the consequences of terrorism. In an actual or potential terrorist
incident, a consequence management response will be managed by FEMA using
structures and resources of the Federal Response Plan (FRP). These efforts will
include support missions as described in other federal operations plans, such as
predictive modeling, protective action recommendations, and mass decontamina-
tion. The laws of the United States assign primary authority to the state and local
governments to respond to the consequences of terrorism; the federal government
provides assistance as required.

In October 1998, the Clinton administration announced the creation of a
new interagency office to pull together training and equipment programs and pro-
vide local personnel with a link into the federal preparedness network. Dubbed the
National Domestic Preparedness Office (NDPO), this new entity was first placed
within the FBI and was to help responders and state and local emergency manag-
ers identify the programs available to them from an ever-increasing federal list of
offerings. NDPO was a single point of contact in Washington for frontline infor-
mation and federal assistance. To facilitate the coordination, FEMA, HHS, the
Department of Defense, and other federal players detailed representatives to
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NDPO. The new office grew out of discussions in the summer of 1998 between
the Justice Department and stakeholders; state and local officials representing fire,
public health, and law enforcement communities. Stakeholders pinpointed six ar-
eas where coordination would be beneficial: crisis management planning, training,
exercises, equipment, information sharing, and health and medical issues. NDPO's
blueprint required the office to identify duplicative areas in federal domestic pre-
paredness training and ensure that it met requisite federal regulatory and industry
standards. In May 2001, the Bush Administration moved that part of the coordi-
nated national effort dealing with consequence management out of the FBI and
over to FEMA where the Office of National Preparedness was created. The Office
coordinates all federal programs dealing with weapons of mass destruction conse-
quence management within the Departments of Defense, Health and Human
Services, Justice, and Energy, the Environmental Protection Agency, and other
federal agencies. The Office of National Preparedness works with state and local
governments to ensure their planning, training, and equipment needs are ad-
dressed. FEMA was tasked to work closely with the Department of Justice, in its
lead role for crisis management, to ensure a coordinated and cohesive response to
the threat from weapons of mass destruction.

DEPARTMENT OF DEFENSE

As directed in PDD-39, the Department of Defense (DOD) will activate
technical operations capabilities to support the federal response to threats or acts of
WMD terrorism. DOD will coordinate military operations within the United States
with the appropriate civilian lead agency(ies) for technical operations. Nuclear,
biological and chemical weapons defense has long been part of the military's port-
folio. The US Army Institute for Infectious Disease, the US Army Institute for
Chemical Defense, the Army's Technical Escort Unit, the National Guard Civil
Support Teams and the Naval Medical Research Center are prime examples of
pre-existing pockets of military nuclear, biological and chemical defense expertise.
Due to its expertise, the US Army was tasked with building a series of training
courses for first responders, in coordination with other relevant agencies. In turn,
the Army established the Domestic Preparedness Program at Soldier and Biologi-
cal Chemical Command to develop and execute the training. This Army command
also housed another entity that the legislation requested to assist local personnel in
chemical and biological weapons incidents, the Chemical and Biological Rapid
Response Team.

Nunn-Lugar-Domenici tapped the Pentagon and its chemical and biological
weapons expertise from the beginning, reasoning that no one was better prepared
to teach the fundamentals of an unfamiliar threat to a lay audience than the experts
who know how to defend against it. In restructuring its consequence management
architecture, the Pentagon created a unit specifically dedicated to coordinating the
military's response to an unconventional attack at home. The Joint Task
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Force-Civil Support team integrates domestic unconventional terrorism responses
from all the services. Based out of Norfolk, Virginia, at US Joint Forces Com-
mand, the new task force is envisioned as the funnel through which all military
assistance to first responders would flow in a crisis. The Chemical Biological
Rapid Response Team is a joint asset based at Soldier and Biological Chemical
Command at Aberdeen, Maryland, that coordinates existing operational special-
ized military teams capable of addressing particular elements of a chemical and
biological weapons crisis. The Army's Technical Escort Unit marries chemical
and biological weapons expertise with explosive ordnance disposal capabilities
and has more than five decades of varied mission experience. The Technical Es-
cort Unit can bring capabilities in advanced detection, explosive ordnance dis-
posal, decontamination, sampling, and personnel protection. For years, the Tech-
nical Escort Unit was virtually the only military unit capable of filling this sort of
role-that is, until 1995 when the Marines began to assemble the Chemical and
Biological Incident Response Force. The Marines have trained nearly four hun-
dred people for chemical and biological terrorism missions, with expertise in re-
connaissance, agent detection and identification, decontamination, security, victim
recovery, and casualty treatment. The unit's mission includes force protection as
well as consequence management duties. The US Army Medical Research Insti-
tute for Infectious Disease (USAMRIID) and the US Army Medical Research
Institute for Chemical Defense (USAMRICD) each have biological and chemical
technical assets. Based at Fort Detrick in Frederick, Maryland, USAMRIID is the
cornerstone of the military's biological defense community, housing expertise in
diagnosis, pathology, delivery means, and countermeasures for biological weapons
agents. Along with a pool of relevant technical advice, USAMRIID also has an
Aeromedical Isolation Team, capable of deploying within twelve hours and trans-
porting two patients in high containment. USAMRICD is located at Aberdeen
Proving Ground, Maryland, and represents a parallel center of knowledge about
chemical warfare agents, available antidotes, and treatment guidelines. USAM-
RICD also has a Chemical Casualty Site Team made up of physicians, nurses,
toxicologists, and laboratory specialists that is rapidly deployable to give advice
on sampling, treatment, and agent identification. Experts from USAMRIID and
USAMRICD make up the National Medical Chemical and Biological Advisory
Team, a small cell of experts that can deploy within four hours to give first re-
sponders specific treatment guidance and decontamination strategies for victims of
chemical or biological warfare agents. Given its size, however, this team is an
advisory asset, rather than a mass casualty treatment unit. Much like the national
team, other short-notice advisory teams are available through Specialized Medical
Augmentation Response Teams via the Army's regional medical commands. Fo-
cus areas include chemical and biological concerns and preventive medicine, the
latter coming from the Center for Health Promotion and Preventive Medicine, also
located at Aberdeen Proving Ground. In addition to Army units are the Chemical,
Biological, Radiological, Environmental Defense Response Teams from the Naval
Environmental and Preventive Medicine Units in Hawaii, California, and Virginia.
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The Navy teams are best suited to assist in the remediation process, identifying the
lingering environmental hazards after a chemical or biological attack and advising
on long-term ways to address any remaining contamination. The Army's 52nd
Explosive Ordnance Group have capabilities to render safe a range of sophisti-
cated and improvised explosive devices.

Defense Reform Initiative Directive #25, Presidential Decision Directive 62,
and the National Security Strategy of October 1998 directed that the military
maintain augmentation forces for weapons of mass destruction (WMD) conse-
quence management, and cited the National Guard as having a important role in
this mission area. The National Command Authority has implemented a strategy
which leverages the National Guard's ties to the communities throughout the na-
tion, and long-standing tradition of responding to national emergencies, to provide
the essential elements and support which the emergency manager requires to man-
age the potentially catastrophic effects of a WMD emergency. The National
Guard's geographic dispersion across the nation reduces the response time, and
provides coverage for the majority of the country. The National Guard becomes
the lead military element and employs as a state response asset, when called upon
by the Governor, to answer the call for assistance. As demonstrated during the
many floods, droughts, hurricanes, fires, and the several WMD attacks in the
United States, the civil emergency management structure is highly capable of
managing large scale catastrophic events. The local and state response forces gen-
erally provide a highly capable immediate response, and duration disaster relief. In
some cases, however, available resources at the local and state level will require
military support, determined by the local and state emergency managers and vali-
dated by the Governor of the state or the designated executive agent. When mili-
tary support is required, the majority of the requests for assistance is performed by
the National Guard as a state response asset, under the command and control of
the Adjutant General. As a means of assisting the Incident Commander on the
ground with the management of a WMD emergency, National Guard Civil Sup-
port Teams (CSTs) were fielded to provide the vital bridge between crisis and
consequence management, local and state tiers to federal support, and civil to
military operations. The CST mission is to support civil authorities at a domestic
CBRNE incident site by identifying CBRNE agents/substances, assessing current
and projected consequences, advising on response measures and assisting with
appropriate requests for state support. The Civil Support Teams provide a full
military capability for terrorism response, the ability to determine if a WMD
emergency exists, and if so, consult with the Incident Commander (1C) to under-
take immediate actions to attempt to control or limit the attack, and subsequently
shape the follow-on support.
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DEPARTMENT OF ENERGY

The Department of Energy (DOE) has extensive capabilities for radiological
accidents/incidents, weapons of mass destruction, and terrorism incidents. DOE
gathers, assesses, and shares information on energy system damage and estima-
tions on the impact of energy system outages within affected areas. The sudden-
ness and devastation of a disaster may sever key energy lifelines, constraining
supply in affected areas and adversely impacting adjacent areas that have supply
links to the directly affected areas. Such an event also could affect transportation,
communications, and other lifelines needed for public health and safety. DOE
serves as the focal point within the federal government for receipt of reports on
damage to energy supply and distribution systems and requirements for system
restoration. DOE advises federal, state, and local authorities on priorities for en-
ergy restoration, assistance, and supply. DOE assists industry, state, and local
emergency response actions and assists federal departments and agencies by lo-
cating fuel for transportation, communications, emergency operations, and na-
tional defense. DOE has fixed and rotary wing aircraft for aerial radiological sur-
veys and can provide health professionals, monitoring and other expertise. DOE's
nuclear emergency search team (NEST) can locate and render safe nuclear or ra-
diological devices. Upon activation DOE Headquarters will establish the Head-
quarters Emergency Management Team (EMT). DOE Headquarters will assign
personnel to temporary duty at the Federal Emergency Management (FEMA)
Headquarters, Regional Operations Center, and Disaster Field Office as needed.
The priority will be to save lives, protect property, and assist in the restoration of
damaged energy systems. As directed in PDD-39, DOE will activate technical
operations capabilities to support the federal response to threats or acts of WMD
terrorism. In addition, the FBI has concluded formal agreements with DOE as the
probable LFA of the Federal Radiological Emergency Response Plan (FRERP)
that provide for interface, coordination, and technical assistance in support of the
FBI's mission. If the FRERP is implemented concurrently with the FRP the Fed-
eral On-Scene Commander under the FRERP will coordinate the FRERP response
with the FEMA official who is responsible for coordination of all federal support
to state and local governments. The FRERP response may include on-site man-
agement, radiological monitoring and assessment, development of federal protec-
tive action recommendations, and provision of information on the radiological
response to the public, the White House, Members of Congress, and foreign gov-
ernments. The LFA of the FRERP will serve as the primary federal source of in-
formation regarding on-site radiological conditions and off-site radiological ef-
fects.
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ENVIRONMENTAL PROTECTION AGENCY

As directed in PDD-39, the Environmental Protection Agency (EPA) will
activate technical operations capabilities to support the federal response to acts of
WMD terrorism. EPA may coordinate with individual agencies identified in the
National Oil and Hazardous Substances Pollution Contingency Plan (NCP) to use
the structure, relationships, and capabilities of the National Response System as
described in the NCP to support response operations. If the NCP is implemented
the Hazardous Materials On-Scene Coordinator will coordinate the NCP response
with the FEMA official who is responsible for on-scene coordination of all federal
support to state and local governments. The NCP response may include threat as-
sessment, consultation, agent identification, hazard detection and reduction, envi-
ronmental monitoring, decontamination, and long-term site restoration (environ-
mental cleanup) operations. The Environmental Protection Agency (EPA) handles
various federal emergency plans for controlling and removing hazardous chemical
and oil spills as well as hazardous waste cleanup or investigations. Given the po-
tential utility of hazardous materials management skills in a chemical terror attack,
EPA assistance in these areas could contribute to post-incident cleanup efforts. At
the top of the EPA's response pyramid is the National Response Center, a hotline
staffed twenty-four hours a day by Coast Guard personnel. Calls prompt appropri-
ate interagency coordination through the National Response Team, as well as acti-
vation of one or more of the thirteen interagency Regional Response Teams lo-
cated throughout the United States. These regional teams, which include federal
and state personnel, are oriented more toward command and control than on-scene
response. From an operational standpoint, cleanup execution comes through a
partnership of local personnel, a handful of expert rapid response teams from the
EPA and Coast Guard, and the EPA's On-Scene Coordinators who integrate into
the unified command structure. The EPA's Environmental Response Team is
equipped with monitoring devices to gauge chemical contamination, including
chemical warfare agents, and advanced analytical instruments to identify sub-
stances and track chemical plumes. Team members are trained to operate in the
highest level of protective gear. The Coast Guard can also deploy three operational
teams units geared primarily for marine emergencies and public affairs. Like their
EPA counterparts, the three Coast Guard strike teams can also carry out their
cleanup duties while suited up to the highest levels of personal protection. EPA
can provide contractor support. EPA will be key in the long term thorough clean
up of the incident site.

DEPARTMENT OF HEALTH AND HUMAN SERVICES

As directed in PDD-39, the Department of Health and Human Services
(HHS) will activate technical operations capabilities to support the federal re-
sponse to threats or acts of WMD terrorism. HHS may coordinate with individual
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agencies identified in the HHS Health and Medical Services Support Plan for the
Federal Response to Acts of Chemical/Biological (C/B) Terrorism, to use the
structure, relationships, and capabilities described in the HHS plan to support re-
sponse operations. If the HHS plan is implemented, the HHS on-scene representa-
tive will coordinate the HHS plan response with the FEMA who is responsible for
on-scene coordination of all federal support to state and local governments. The
HHS plan response may include threat assessment, consultation, agent identifica-
tion, epidemiological investigation, hazard detection and reduction, decontamina-
tion, public health support, medical support, and pharmaceutical support opera-
tions. Recently, the HHS has beefed up front-line preparedness by developing
local medical response teams geared to offer medical services in the wake of a
poison gas or germ attack. The growing involvement of HHS in terrorism prepar-
edness is logical given the agency's established role in the Federal Response Plan
for public health issues and its long-time involvement in the National Disaster
Medical System. In June 1996, HHS issued a plan on how best to grapple with the
unique health and medical consequences of a chemical or biological terrorist inci-
dent, including the increased demand for pharmaceuticals, antidotes, and special-
ized equipment, as well as the narrow window of opportunity to treat victims and
counteract the adverse effects of the agents to which they were exposed. Working
within the existing crisis and consequence management architecture, the HHS plan
committed various agencies to handle key elements of the immediate medical re-
sponse. Biological agent identification would fall to the Centers for Disease Con-
trol and Prevention, as would the epidemiological investigation; pharmaceutical
support would come from the Food and Drug Administration; and coordination of
mortuary services, transportation and supplies, pathology, and public affairs would
fall to the NDMS throughout the HHS Office of Emergency Preparedness.

HHS has articulated its strategy for bioterrorism preparedness centering on
five key programming areas: 1) deter or prevent bioterror attacks through tight-
ened shipping controls; 2) upgrade state and local surveillance capabilities; 3) de-
velop better local and national medical and public health responses to bioter-
rorism; 4) build a national pharmaceutical stockpile; and 5) research additional
vaccines and rapid screens for toxic agents. HHS has tried to build local capacity
that could manage without federal help during the immediate hours after an attack
before meaningful federal help could arrive. HHS terrorism preparedness pro-
grams, both federally and locally, are directed primarily by the HHS Office for
Emergency Preparedness and the CDC. The main involvement of the Office for
Emergency Preparedness comes through contracts with cities to prepare chemical
and biological action plans and establish local Metropolitan Medical Response
System (MMRS) teams. These teams provide medical resources in the immediate
window after a chemical or biological terror attack. To provide specialized medi-
cal assistance to other areas, the Office of Emergency Preparedness also designed
four National Medical Response Teams to respond to attacks involving weapons
of mass destruction. These squads are essentially enhanced Disaster Medical As-
sistance Teams. Along with personnel and equipment, the teams also possess
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enough pharmaceuticals to treat up to five thousand victims of a chemical attack, a
cache that can be airborne within four hours. HHS had assigned the Department of
Veterans Affairs the task of maintaining the pharmaceutical stock caches, a selec-
tion that made sense in light of its experience with managing pharmaceuticals for
the Veterans Affairs hospital network. The Centers for Disease Control and Pre-
vention (CDC) has also focused on building capacities at the local, state, and fed-
eral levels. Rooted in the US anti-malaria program in World War II, the CDC be-
gan in 1946 as the Communicable Disease Center. Since that time, it has served as
the primary US brain trust on disease origins, recognition, control, and prevention.

The dozen-odd research centers and offices that fall under the CDC's um-
brella cover everything from occupational health to disease research, with several
playing an integral role in US preparedness for bioterrorism. The particular ad-
vantage of CDC's bioterrorism programs lies in their multiple utility: improve-
ments to the public health infrastructure bring day-to-day benefits regardless of the
specific disease or its source and are useful well beyond the worst case bioterrorist
scenarios. While CDC carved out an office in the National Center for Infectious
Diseases dedicated to bioterrorism preparedness in December 1998, it also set
about making widespread improvements to its approach to managing infectious
disease. The CDC also began working through state public health agencies to re-
juvenate local public health infrastructure, creating a layered system of consulta-
tion and information sharing among laboratories of varying capacity and speciali-
zation. The Laboratory Response Network for Bioterrorism includes four func-
tional levels of laboratories: * Level A: public health and hospital laboratories
with minimal biosafery facilities; * Level B: state and county public health agency
facilities capable of testing for specific agents and forwarding specimens to higher
containment facilities; * Level C: state agencies, academic research or federal
laboratories equipped for toxicity testing and advanced diagnostics; * Level D:
federal laboratories with highest level of containment and technological sophisti-
cation (e.g., CDC, US Army Medical Research Institute for Infectious Diseases).
To prevent inundation at the top of the laboratory pyramid, CDC began spreading
diagnostic technology down the line to Level B and C laboratories so that they can
conduct sample testing. Nevertheless, CDC's rapid response laboratory remains on
standby twenty-four hours a day, seven days a week, to confirm local laboratory
findings and serve as a reference for questions that pop up in the course of an in-
vestigation. In addition to refurbishing the capabilities of state and local labs, CDC
has received funding to develop the national pharmaceutical stockpile, ready for
immediate deployment to localities caught in a bioterror incident. These supplies
are intended for use by local medical personnel within the first twenty-four hours
of an outbreak, picking up when local resources are exhausted. The stores consist
of key drugs—antibiotics, anti-toxins, and vaccines for a selection of potential
biological weapons agents—and medical equipment that would be in high de-
mand, such as ventilators, intravenous fluid kits, and syringes. The stockpile itself
is comprised first of "push packages," supplies stored on color-coded pallets at
four locations in the United States ready for deployment within twelve hours. The
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second stockpile component is vendor-managed inventory, designed to fill in if the
initial pallets prove insufficient. This secondary influx consists of goods coming
directly from pharmaceutical manufacturers that have contracted with CDC to
hold specified amounts of inventory and release it in times of emergency. The
Department of Veterans Affairs has been made responsible for procuring and
managing the national stockpile contents. The VA will maintain caches of NMC-
specific medical supplies and would provide emergency health services to the
general public in the event of a WMD incident.

PLANNING ASSUMPTIONS

A major disaster or emergency will cause numerous fatalities and injuries,
property loss, and disruption of normal life-support systems, and will have an im-
pact on the regional economic, physical, and social infrastructures. The extent of
casualties and damage will reflect factors such as the time of occurrence, severity
of impact, weather conditions, population density, building construction, and the
possible triggering of secondary events such as fires and floods. The large number
of casualties, heavy damage to buildings and basic infrastructure, and disruption of
essential public services will overwhelm the capabilities of the state and its local
governments to meet the needs of the situation, and the President will declare a
major disaster or emergency, federal agencies will need to respond on short notice
to provide timely and effective assistance. The degree of federal involvement will
be related to the severity and magnitude of the event as well as the state and local
need for external support. The most devastating disasters may require the full
range of federal response and recovery assistance. Less damaging disasters may
require only partial federal response and recovery assistance. Some disasters may
require only federal recovery assistance.

CONCEPT OF OPERATIONS

Most disasters and emergencies are handled by local and state responders.
The federal government is called upon to provide supplemental assistance when
the consequences of a disaster exceed local and state capabilities. If needed, the
federal government can mobilize an array of resources to support state and local
efforts. Various emergency teams, support personnel, specialized equipment, op-
erating facilities, assistance programs, and access to private-sector resources con-
stitute the overall federal disaster operations system. The FRP describes the major
components of the system, as well as the structure for coordinating federal re-
sponse and recovery actions necessary to address state-identified requirements and
priorities.

The FRP employs a multiagency operational structure that uses the princi-
ples of the Incident Command System (ICS), based on a model adopted by the fire
and rescue community. ICS can be used in any size or type of disaster to control
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response personnel, facilities, and equipment. ICS principles include use of com-
mon terminology, modular organization, integrated communications, unified
command structure, action planning, manageable span-of-control, pre-designated
facilities, and comprehensive resource management. The basic functional modules
of ICS (e.g., operations, logistics) can be expanded or contracted to meet require-
ments as an event progresses. Consistent with ICS principles, the FRP can be par-
tially or fully implemented, in anticipation of a significant event or in response to
an actual event. Selective implementation through the activation of one or more of
the system's components allows maximum flexibility in meeting the unique op-
erational requirements of the situation and interacting with differing state systems
and capabilities.

An incident involving hazardous substances, weapons of mass destruction,
or other lethal agents or materials may require a response under another federal
emergency operations plan (National Contingency Plan, Federal Radiological
Emergency Response Plan, etc.). These plans delineate measures necessary to
handle or contain released materials and keep the public properly informed and
protected.

INTEGRATION OF RESPONSE, RECOVERY & MITIGATION ACTIONS

Following a disaster, immediate response operations to save lives, protect
property, and meet basic human needs have precedence over recovery and mitiga-
tion. However, initial recovery planning should commence at once in tandem with
response operations. Actual recovery operations will be initiated commensurate
with state priorities and based on availability of resources immediately required
for response operations. In recognition that certain response and recovery activities
may be conducted concurrently, coordination at all levels is essential to ensure
consistent federal actions throughout the disaster. Mitigation opportunities should
be actively considered throughout disaster operations. Decisions made during re-
sponse and recovery operations can either enhance or hinder subsequent mitiga-
tion activities. The urgency to rebuild as soon as possible must be weighed against
the longer term goal of reducing future risk and lessening possible impacts should
another disaster occur.

MILITARY SUPPORT

DOD maintains significant resources (personnel, equipment, and supplies)
that may be available to support the federal response to a major disaster or emer-
gency. DOD will normally provide support only when other resources are unavail-
able, and only if such support does not interfere with its primary mission or ability
to respond to operational contingencies.

National-level requests for military support are made through the Director of
Military Support (DOMS), who represents the DOD for provision of military as-
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sistance to civil authorities. DOMS exercises national-level oversight of the De-
fense Coordinating Officer (DCO) function.

Requests for military support at the Disaster Field Office (DFO) are proc-
essed through the DCO, the military official specifically designated to orchestrate
DOD support. To ensure a coordinated and consistent DOD disaster response, the
DCO is the single point of contact in the field for coordinating and validating the
use of DOD resources (excluding those provided by the U.S. Army Corps of En-
gineers (USAGE) when operating as the primary agency for ESF #3 — Public
Works and Engineering, and those of the National Guard forces operating under
state control). The DCO is the designated DOD on-scene member of the ERT and
coordinates RFAs and mission assignments with the FCO. The DCO is supported
on scene by a Defense Coordinating Element (DCE), composed of administrative
staff and liaison personnel, including the Emergency Preparedness Liaison Officer
(EPLO), who normally will collocate with the ERT Operations Section. Specific
responsibilities of the DCO include validating requirements for military support
(i.e., determining if the military could and should support the request); forwarding
mission assignments to the appropriate military organization(s); and assigning
military liaison officers to provide technical assistance to applicable activated
ESFs. The DCO, through appropriate military channels, refers problem-
atic/contentious military support issues to DOMS. DOMS facilitates resolution of
issues at the national level.

Based on the magnitude and type of disaster and the anticipated level of re-
source involvement, DOD may establish a Joint Task Force (JTF) or Response
Task Force (RTF) to consolidate and manage supporting operational military ac-
tivities. Both task forces are temporary, multiservice organizations created to pro-
vide a consequence management response to a major natural or man-made disaster
or emergency. The JTF responds to major disasters such as hurricanes or floods.
The RTF responds to events involving the use, or possible use, of chemical, bio-
logical, and/or highly explosive agents/materials. A JTF or RTF commander exer-
cises operational control of all allocated DOD assets (except USAGE personnel
executing ESF #3 missions and the Joint Special Operations Task Force); provides
personnel, equipment, and supplies to the affected area; and provides disaster re-
sponse support based on mission assignments received through the DCO. Al-
though both commanders may supplant the DCO as the senior DOD representa-
tive, the DCO will continue to exercise the ERT staff function of mission assign-
ment coordination and validation, and will act as a liaison between the ERT staff
and the JTF or RTF staff.

FEDERAL LAW ENFORCEMENT ASSISTANCE

In a disaster or emergency, each state has primary responsibility for law en-
forcement, using state and local resources, including the National Guard (to the
extent that the National Guard remains under state authority and has not been
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called into federal service or ordered to active duty). Accordingly, the FRP makes
no provision for direct federal support of law enforcement functions in a disaster
or emergency.

If a state government should experience a law enforcement emergency (in-
cluding one in connection with a disaster or emergency) in which it could not pro-
vide an adequate response to protect the lives and property of citizens, the state (on
behalf of itself or a local unit of government) might submit an application in writ-
ing from the Governor to the Attorney General of the United States to request
emergency federal law enforcement assistance under the Justice Assistance Act of
1984 (42 U.S.C. 10501-10513) as prescribed in 28 CFR 65. The Attorney General
will approve or disapprove the application no later than 10 days after receipt. If the
application is approved, federal law enforcement assistance may be provided to
include equipment, training, intelligence, and personnel.

In the event that state and local police forces (including the National Guard
operating under state control) are unable to adequately respond to a civil distur-
bance or other serious law enforcement emergency, a Governor may request,
through the Attorney General, federal military assistance under 10 U.S.C. 15. Pur-
suant to 10 U.S.C. 331-333, the President will ultimately determine whether to use
the Armed Forces to respond to a law enforcement emergency. Under Title 10
authority, the President may federalize and deploy all or part of any state's Na-
tional Guard.

RESPONSE AND RECOVERY ACTIONS

Federal agencies are prepared to take a variety of actions to assist state and
local governments in responding to and recovering from a major disaster. These
actions range from initial notification of a disaster to preparation of a final disaster
after-action report. They are not necessarily in sequential order; some may be un-
dertaken concurrently. An overview of an entire disaster operation, indicating key
operational components and the typical sequence of actions, appears at the end of
Chapter 23.

INITIAL ACTIONS

Upon indication of an imminent or actual disaster, the state notifies the
FEMA Regional Office through the MERS Operations Center 800 number. The
MOC then immediately notifies the NECC and FEMA regional staff in accor-
dance with regional procedures. If directed by the Regional Director, the MOC
also notifies regional agency representatives. The NECC notifies key FEMA
headquarters staff and other federal agencies through their respective agency
EOCs and/or designated individual(s). An Advisory is issued to provide an early
warning that a possible event being monitored may result in activation. The Advi-
sory is for information only and requires no formal action. An Alert is issued when
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an imminent or actual event is likely to result in activation. It puts federal respond-
ers on notice that they need to be ready for immediate deployment. An Activation
directs immediate deployment to the location specified in the notice. A Cancella-
tion indicates that no further action is required or that an activation notification is
being terminated. CDRG members may be notified to convene at FEMA Head-
quarters for an initial meeting, depending on the nature of the disaster. CDRG
members or alternates remain on call to meet at any time during the disaster re-
sponse.

The FEMA Regional Director deploys a FEMA state Liaison to the state
EOC to provide advice on the declaration process and available federal assistance,
and also partially or fully activates the ROC staff, including regional agency repre-
sentatives. With the support of ESFs, the ROC staff initially deploys members of
the ERT-A, including damage assessment personnel, to state operating facilities
and disaster sites to assess the impact of the situation, collect damage information,
and determine requirements. If regional resources appear to be overwhelmed or in
an event having potentially significant consequences, FEMA Headquarters may
deploy an ERT-N to coordinate the initial response. Meanwhile, if directed by
FEMA Headquarters, the NECC informs ESF primary agencies of an EST activa-
tion and provides a time for each activated ESF to report to FEMA Headquarters,
as part of the EST. Primary agencies are responsible for activation of their support
agencies if required. Agencies may activate their headquarters EOCs to provide
coordination and direction to their regional response elements in the field. The
Regional Director processes the Governor's request for a Presidential declaration,
which indicates the extent of damage and the types of federal assistance required.
FEMA Headquarters then forwards the Governor's request to the White House,
along with a recommended course of action. Concurrent with a Presidential decla-
ration of a major disaster or emergency and official appointment of an FCO,
FEMA designates the types of assistance to be made available and the counties
eligible to receive assistance. The Regional Director appoints a Disaster Recovery
Manager. The ROC and EST Logistics Section support the establishment of a
DFO and mobilization center(s). The ROC also coordinates federal support of
state requirements until the FCO assumes those responsibilities. A Joint Informa-
tion Center (J1C) may be established, as required, to provide a central point for
coordinating emergency public information activities. The ERT-A/ERT-N coordi-
nates damage assessment and selection of locations for field facilities with the
state. It also coordinates mission assignments for direct federal assistance and pro-
curement of goods and services with the Comptroller and ROC staff. The ERT-
A/ERT-N begins the transition to a partial or full ERT. ESFs act quickly to deter-
mine the impact of a disaster on their own capabilities and to identify, mobilize,
and deploy resources to support response activities in the affected state. The EST
begins interagency operations by supporting initial activation, mission assignment
requirements, and ROC staff activities as needed.
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CONTINUING ACTIONS

The ERT-A/ERT-N completes the transition to a full ERT by the addition of
staff, including ESF representatives. Headed by the FCO and located at the DFO,
the ERT assumes operational responsibility from the ROC staff for coordinating
federal disaster assistance in support of state-identified needs and priorities sub-
mitted by the SCO. The ESF representatives on the ERT coordinate federal assis-
tance under their respective ESF missions. To the extent possible, they maintain
contact with their state counterparts. At FEMA Headquarters, the EST provides
financial, administrative, logistical, and operational support to the ERT and ROC
as required, including coordinating the deployment of emergency teams and sup-
plies. The CDRG convenes as needed to address policy issues such as allocation
of scarce federal resources. Early in the response, the Deputy FCO for Mitigation
plays a critical role in identifying mitigation opportunities and educating disaster
workers on the merits of incorporating mitigation measures into response and re-
covery actions. Congressional affairs staff from FEMA and supporting agencies
conduct briefings for Members of Congress and staff as appropriate. Working with
other federal and state environmental agencies, the Environmental Officer identi-
fies environmental and historic resources that might require consideration under
the law as response and recovery efforts are implemented. Once immediate re-
sponse missions and lifesaving activities conclude, emergency teams are demobi-
lized and the emphasis shifts from response to recovery operations. The ERT In-
formation and Planning Section develops a demobilization plan for the ERT dur-
ing response operations.

The ERT Operations Section is the central coordination point among state
and federal agencies and voluntary organizations for delivering recovery assis-
tance programs. The Human Services and Infrastructure Support Branches of the
Operations Section assess state and local recovery needs at the outset of the disas-
ter and relevant time frames for program delivery. The branches ensure that fed-
eral agencies that might have appropriate recovery assistance programs are noti-
fied of the disaster and share relevant applicant and damage information with all
involved agencies. In conjunction with the SCO, the FCO determines the need for
DRCs in the disaster area. State and federal agencies staff the DRCs with knowl-
edgeable officials who provide recovery program information, advice, counseling,
and technical assistance related to mitigation. The Human Services Branch of the
ERT coordinates assistance programs to help individuals, families, and businesses
meet basic needs and return to self-sufficiency. The branch also coordinates with
voluntary organizations and may become involved in donations management. The
Infrastructure Support Branch of the ERT coordinates assistance programs to aid
state and local governments and eligible private nonprofit organizations to repair
or replace damaged public facilities. The two branches assist in identifying appro-
priate agency assistance programs to meet applicant needs, synchronizing assis-
tance delivery, and encouraging incorporation of mitigation measures where pos-
sible. Additionally, they track overall progress of the recovery effort, particularly
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noting potential program deficiencies and problem areas. The Deputy FCO for
Mitigation coordinates agency assessment of mitigation program needs and begins
to match federal and state resources to meet those needs.

When a centralized federal coordination presence is no longer required in
the affected area, the ERT implements the demobilization plan to transfer respon-
sibilities and close out the DFO. Recovery assistance program oversight and
monitoring then shifts back to individual agencies' regional offices or headquar-
ters.

Following a disaster, the FCO submits an after-action report through the
ERT Information and Planning Section to FEMA Headquarters detailing problems
encountered and key issues affecting federal performance. Data from these issues
and targeted reviews are analyzed and provided to appropriate FEMA manage-
ment for consideration. After a particularly large or unique disaster operation,
FEMA also may convene an interagency forum to identify lessons learned. Each
federal agency involved is encouraged to keep records of its activity to assist in
preparing its own after-action report.
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INTRODUCTION

On December 9, 2002, 20 cases of smallpox are confirmed in Oklahoma and
additional cases are suspected in Georgia and Pennsylvania (Fictitious cases) [1].
As smallpox virus was eradicated in 1980, except for two high-security scientific
laboratories, it is presumed that a bioterrorist attack has almost certainly occurred,
but from where - an international source or domestic? The National Security
Council (NRC) meets to plan strategy. Containment must primarily be by vacci-
nation as there are no useful therapeutic agents, but there are only 12M doses of
smallpox vaccine stockpiled. Among the most immediate decisions to be made are
to determine who to vaccinate, where, and how. It is known that smallpox is
highly infectious and it is anticipated that one-third of patients will die. What do
you tell the public?

By December 15, 2002, there are 2,000 cases in 15 states and isolated cases
in Canada, Mexico, and the United Kingdom. The local medical facilities in af-
fected areas are overwhelmed, vaccine supplies are dwindling, and social unrest is
increasing rapidly. Federal and some state borders are closed, and commerce is
disrupted. With the failure of initial containment, how are the local, state, and fed-
eral authorities to respond to this worsening situation?

The epidemic continues to deteriorate. A week later on December 22, 2002,
there are now 16,000 cases in 25 states and 1,000 deaths, and 10 foreign countries
are involved. The most cogent prediction is that within another 3 weeks 300,000
people will become infected by smallpox and 100,000 will ultimately die. Vaccine
supplies are depleted. There is uncertainty as to whether new cases of infection are

527



528 Medical Preparedness

being acquired from known infected individuals, from unvaccinated contacts, as a
result of ineffective vaccine, or from new bioterrorist attacks. The national econ-
omy is badly affected. Food supplies are scarce, populations increasingly desper-
ate, and the affected states have restricted all nonessential travel. The source of the
attack is still unknown. How should the federal government respond?

Although of low probability, this scenario is certainly feasible [2, 3]. It was
presented in June 2001 as a major exercise in defense preparedness at Andrews
Air Force Base, Washington DC, entitled "Dark Winter." Former senior govern-
ment officials, senior administrators with policy or operational responsibilities in
biological weapon preparedness, and experienced journalists were involved in a 2-
day planning exercise constructed as a series of mock NSC meetings. Among the
study conclusions were that: (1) US government leadership is unfamiliar with the
consequences and policy options pursuant to major biological weapon (BW) at-
tack; (2) the potential constitutional conflicts that may exist between state and
federal interests in a situation with limiting options were not foreseen; (3) there
was incomplete recognition of the cenrrality of public health and medical expertise
in what might be a prolonged emergency, and this allied to poor preparedness; (4)
there is a critical lack of surge capacity in the US health system; and (5) the rapid
dissemination of accurate information, untainted by political constraints, is of
paramount importance in bioterrorism (BT) because of the potential for social
dislocation.

It has first to be recognized that the response to BT is fundamentally differ-
ent from the response to other kinds of terrorism. After BW attack, the medical
community is the front line. The Federal Response Plan (FRP) apparatus of crisis
and consequence disaster management with its emphasis on mass disaster scene
rescue capabilities will characteristically not be involved primarily, as there will
likely be no disaster scene in its conventional meaning.

For a century, civilian and military public health officials have been en-
trusted with the management of public health crises. The unwieldy FRP structure
that has been devised to respond to disaster management including terrorism (see
Figure 10.2), inserts a bureaucracy, experienced in the coordinated fire services-
hazardous materials (HAZMAT)-emergency medical services-law enforcement
dialectic, into epidemic control [4]. In a prolonged medical emergency, the assets
of the FRP will be critical, but the decision-making and coordination would
probably be better placed in experienced medical hands trained in disaster man-
agement and supported in the FRP hierarchy. It is not yet clear what new direc-
tions will result from the recently formed Office of Homeland Security (OHS).

Disaster management under the FRP is divided into (A) crisis management
under the leadership of the Department of Justice (DOJ) in the guise of the Federal
Bureau of Investigation (FBI), and (B) consequence management under the lead-
ership of the Federal Emergency Management Agency (FEMA) and the FEMA
Office of National Preparedness (ONP). The Department of Health and Social
Security (DHSS) is the primary agency for Health and Medical Services pursuant
to the FRP Emergency Support Function (ESP) #8. Considerable planning and
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preparedness development is being fostered through its lead agency, the Centers
for Disease Control and Prevention (CDC), the CDC Bioterrorism Preparedness
Response Program (BPRP), and the HHS Office of Emergency Preparedness
(HHS/OEP). As a result of the Nunn-Lugar-Domenici Act (1997), there has been
extensive educational activity in biodefense preparedness training formulated by
numerous federal sources, including HHS [5,6], FEMA [7], the Department of
Defense (DOD) [8], other agencies[9] and non-governmental organizations
(NGOs) [10]. Many of these programs were replicative and often failed to reach
their target audience [11].

EPIDEMIOLOGY OF BIOTERRORISM

The nature of terrorism predicates that no government can reduce the risk to
which its population is subject to zero, no matter the magnitude of the investment.
Although the dangers of bioterrorism have been recognized by the defense com-
munity for many years, until recently the strategic risks were believed small, con-
fined by technical and tactical difficulties, and by the moral opprobrium associated
with the deliberate, uncontrolled release of epidemic diseases into the civilian
community. Responsible science was also reluctant to invite the problem. As
Henderson has said, "until recently, I had doubts about publicizing the subject
because of concern that it might entice some to undertake dangerous, perhaps
catastrophic experiments. However, events have made it clear that likely perpetra-
tors akeady envisage every possible scenario" [12]. What is the present risk of
bioterrorism in the US?

The question has recently been explored in detail [13-16]. In the early
1970s, more than 100 countries including the United States ratified the Biological
and Toxin Weapons Convention (1972). The US BW Program was terminated in
1969/1970 and the US stockpile of biological weapons destroyed [17]. Although
most nations complied, a few, notably the former Soviet Union, Iraq, North Korea,
Israel, and South Africa, continued to develop BW, and most remain potential
sources of 'weapons-grade' infective agents for international and national terrorist
groups. The development of BW requires little specialized equipment and infor-
mation on the science and technology is openly available. The professional skills
can be hired and the processes are indeed generally inexpensive. However, there
remain key technical problems that have to be overcome to produce an effective
B W, notably the dangers of contamination, considerations of scaling-up bench-top
production methodology, technicalities in microbial biology, and difficulties in
establishing an effective delivery system-usually some form of aerosolization
(Chapter 4). Governments have found it necessary to employ hundreds of scien-
tists to weaponize BW (Chapter 6) as weapons of mass destruction (WMD). The
assumption that BW are potentially easy to develop is an over-simplification.
Unless a terrorist group is technologically sophisticated, the most likely means for
terrorists to obtain BW WMD is to steal or purchase them on the black market.
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The Aum Shinrikyo terrorist attacks on Matsumoto (1994) and the Tokyo
subway (1995) using sarin gas overshadowed the cult's failure to weaponize and
disseminate anthrax and botulinum successfully. However, this development of a
potential urban capability in bioterrorism generated Shockwaves throughout the
US defense community, already alerted by the concomitant danger of dissemina-
tion of insecure BW stockpiles in the former Soviet Union [18], and by the disclo-
sure of Iraq's BW capability [18] and its use of chemical weapons in Kurdistan.

The historical record demonstrates only a small but significant terrorist use
of biological agents, and almost invariably with unsophisticated weapons. The
gradual increase in the number and severity of conventional terrorist attacks and
the predilection for more indiscriminate targeting associated with groups moti-
vated by religion, religious cults, and Christian far right groups, when contrasted
with politically motivated groups, has been interpreted to represent an increased
risk to the US population [19]. However, although members from across the spec-
trum of terrorist groups have attempted to acquire BW, very few groups have un-
dertaken long-term programs to develop and use them. There is no credible indica-
tion, for example, that Osama bin Laden's network has obtained BW. For strategic
reasons, most terrorist groups indeed operate well below their individual capacity
for violence. The Deputy Assistant Director for Counterterrorism testified in July
2000, "Currently, there is no credible intelligence that a terrorist group has ac-
quired, developed, or is planning to use chemical, biological, or radiological
agents in the United States" [20]. The recent US anthrax attacks are believed to
have a domestic origin and a research laboratory source is suspected.

The current obstacles to volume production, weaponizing, and dissemina-
tion of hazardous infective agents or toxins is likely to change over time, however,
as scientific knowledge disseminates and technology becomes more readily avail-
able. At present, terrorist attempts to develop BW are likely to produce agents with
limited infectivity, restricted to use as an environmental contaminant indoors. Ini-
tial target population exposures would be relatively small. Use of a highly conta-
gious agent as a contaminant could possibly still generate a large epidemic should
the BW attack go undetected and containment measures not taken. For example, a
single undiagnosed case of smallpox that was imported into the former Yugoslavia
in 1972 resulted in 175 cases and 35 deaths. Ten thousand contacts were quaran-
tined in hotels guarded by the military and the entire nation of 20 million people
was vaccinated [21] Even low technology microevents therefore have the potential
for producing disease, disability, and death, civil and social unrest, and economic
disruption.

It is the fully weaponized and optimized BW (Chapter 6) and its skilled dis-
semination utilizing knowledge of meteorological and microclimatic conditions, or
of building or vessel ventilation systems, that gives BW the potential for use as
weapons of mass destruction. Some biological attacks could have greater potential
for loss of life than a nuclear device. It is this feasible doomsday scenario that has
engaged the strategic defense community to recommend the drastic enhancement
of homeland security against BW attack. The uniquely inhuman and random na-
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ture of an epidemic attack on civilians has profound implications for the security,
commerce, and welfare of that society. Even a limited attack would be associated
with a heightened moral repugnance. A disseminated BT attack as a "continuation
of politics by other means" is quintessentially terrifying and unimaginable to
populations long complacent from the public health control of epidemic disease.

At least for the time being, technological constraints suggest that lower-level
BT threats will continue to be the most feasible scenario for US homeland secu-
rity. Biological weapons of mass destruction could be developed by a disciplined
terrorist group that could attract biologists and engineers of sufficient caliber and
then develop secure larger-scale production capabilities. That conventional explo-
sive and chemical terrorism are less complicated options will tend to counter this
risk. Weaponized biological agents might still be obtained from one of the nation
states that retain BW stockpiles, but there is no evidence that dissemination of
weapons-grade BW from these so-called rogue states has occurred, although thefts
of stock cultures have been reported [22]. The strategic risks of discovery to those
countries is a deterrent, for the international military response would be formida-
ble.

An aspect that is often neglected in discussions of the relative risks of BT at-
tack is consideration of the strategic and tactical motivations of terrorist groups. It
is argued that there is an ineluctable spiral of terrorism lethality [23] that might
lead to proliferation of BW use [24]. Whether BW would further terrorist objec-
tives is primarily dependent upon the consequences of their use. This, of course,
will vary with the infectious agent used and the technological sophistication of its
preparation and dispersion. Terrorist groups generally seek specific political, reli-
gious, or social objectives and employ violence to coerce governments to accede
to these agendas. In most cases, the goals of terrorism are to generate propaganda
and to generate impelling political pressure on their opponents. Extortion, eco-
nomic dislocation, and political polarization are additional motivations. Violence
is typically directed against targets of symbolic value to the nation state.

Although tactics and strategy may change over time, the leadership of most
predominantly secular terrorist groups are deterred by the inherent uncontrollabil-
ity of hazardous biological agents and the sheer magnitude of the casualties that
could result. Epidemics fail to respect ethnic, social, and national boundaries. The
public alienation and unprecedented international retaliation would almost in-
variably be counterproductive [19, 25], with the exception perhaps of their limited
use against 'legitimate' targets, such as in assassinations or attacks on specific
buildings via their air conditioning systems, through agroterrorism (Chapter 8) or
through the limited contamination of the food supply-both latter targets are primar-
ily undertaken for their economic consequences. Biological weapons remain a
potent intimidatory threat, but to be truly effective, capability for their use does
need to be established.

There remains a hard core of militant, religiously motivated terrorist groups
with authoritarian decision-making structures that may be without such con-
straints. Their goals are to undermine the foundations of the State, disengage from
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the secular Western World, and restore a fundamentalist culture based upon an-
cient text. Fervid religious belief can provide the moral imperative for indiscrimi-
nate terrorism unencumbered by secular conscience-the heady mix fostered by
economic and political impoverishment. Religious cults, such as Aum Shinrikyo,
and domestic Christian right wing or apocalyptic groups that purvey a seditious
brew of paranoid, volatile, often racist rhetoric also have a predilection for indis-
criminate violence. Domestic loner, "loony" terrorists, such as the Unabomber,
Ted Kaczinski, can pose a serious threat too.

UTILITY OF BIOLOGICAL WEAPONS

Disparate scenarios must be considered. Lack of an effective BW dispersal
mechanism (Chapter 6) will force terrorists to use infectious biological agents as a
contaminant in confined spaces. However, to maximize casualties the agent needs
to be milled and then aerosolized at a stable particle size of l-5u and dispersed
downwind under optimal climatic conditions as a continuous release across a
front. In addition, the BW has to be released at sufficient altitude to spread over
but not pass over the target. Given the right weather conditions, BW aerosol may
drift for up to a hundred miles and have the capacity to infect the inhabitants of a
city in its path. At the higher end of the unsophisticated weapon spectrum, fatali-
ties in the low tens of thousands are feasible, whilst a more advanced biological
weapon could injure hundreds of thousands [15]. The stability of the BW varies
considerably with the infectious agent. Anthrax, for example, is quite robust, but
viruses tend to be sensitive to such factors as humidity, desiccation, oxidation, air
pollution, ultraviolet light, and excessive heat. Rain will scour an aerosol cloud.
BWs are not an all-weather option.

Biological attacks on the nation state may be designed to attain certain ob-
jectives: (1) assassination of prominent citizens; (2) indiscriminate targeting of the
civilian population; (3) economic and commercial disruption; (4) attack on mili-
tary facilities; (5) propaganda; and (6) intimidation and blackmail. Aerosol attacks
are the most likely option, but BW can also be used to contaminate agricultural
animals and crops (Chapter 8), the food industry, and water supplies.

NATURE OF A BIOLOGICAL ATTACK

Most BWs cause diseases that already exist in nature and may occur sponta-
neously in the US or elsewhere in man and sometimes in animals. With the
exception of diseases produced by certain biological toxins in which the effects
can be similar to chemical releases, the onset of infection is delayed for a few days
with most agents, but for up to several weeks with certain others-a variable inter-
val known as the incubation period. As the infectious agents themselves are usu-
ally odorless and colorless and a well produced aerosol is invisible, it may be the
exception for the crime scene to be detected contemporaneously. The initial infec-
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tious onslaught will likely be an occult event and there will be no opportunity to
ameliorate the consequences of the attack until the subsequent epidemic is de-
tected. The perpetrators may have long fled. Crisis management in a BT context
may therefore be very different compared to other terrorist attacks.

Several clinical patterns of disease presentation (Chapter 5) are possible de-
pending upon the microbial agent utilized, the size of the inoculum, mode of infec-
tion, and the specific immune status of the individual. Aerosol infection is not the
usual natural mode of transmission for several of the candidate organisms and this
may result in unusual presentations. There are few clinical features specific to
these diseases, at least initially. The nature of these often exotic infections can
easily be lost among the many conventional diseases presenting in ill individuals
with fever, malaise, respiratory, gastrointestinal, or neurological complaints. In
particular, the early symptoms may be confused with influenza. Patients are likely
to be widely scattered geographically, even internationally.

The front line of BT is the health service. Physicians and other health-care
workers are the "first responders". Bioterrorist attacks in the US will usually be
first detected by emergency department physicians and nurses, infectious disease
consultants, microbiologists in the hospital or regional reference laboratory, hospi-
tal infection control officers, county medical examiners, or by specialists in the
public health services. To date, however, medicine has been woefully unprepared
for such an eventuality. With most contagious BWs, there will only be a short
window of opportunity before secondary transmission of infection results in fur-
ther waves of medical casualties. Avoidable delays in diagnosis, treatment, and
vaccination containment may have appalling consequences.

One indicator of BT outdoors may be the concomitant involvement of farm
and domestic animals by a number of candidate infectious agents. The use of un-
expected agents, the possibility of multiple, separate B W attacks, or an attack us-
ing more than one organism need to be considered. It will often not be clear in the
initial stages of a terrorist-introduced epidemic whether an outbreak has a natural
or a man-made cause. Intelligence reports and/or terrorist claims may be helpful.
Considerable public health, epidemiological, and federal resources may be neces-
sary to make this distinction. However, there are a number of features that may be
significant in indicating an intentional causation, although none alone are conclu-
sive [26-28].

(i) Larger epidemics than anticipated, clustering of patients, or with an unusual
epidemic pattern

(ii) Increased numbers of unexplained febrile illness or death, especially if rap-
idly fatal

(iii) Unusual age distribution, geographic occurrence, or seasonal onset
(iv) Much greater or lower rates of infection from certain areas
(v) Epidemiological findings that suggest a common factor such as location,

building, subway, or vessel
(vi) Single case of disease by exotic agent, e.g., smallpox
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(vii) Concomitant epidemic and zoonotic (in animals) outbreaks
(viii) Unusual strains, variants, or antibiotic resistance patterns
(ix) Separate, noncontiguous outbreaks
(x) Simultaneous epidemics with different organisms

As long as the risk of BT can be confined to local acts of contamination,
such as the 2001 US anthrax mail attacks, the current public health and FRP capa-
bilities might be sufficient. However, it is clear to anyone who has visited a US
emergency room that a sudden surge of ill patients will rapidly outstrip available
capacity. Annual influenza epidemics are handled with difficulty. Add into the
equation the contamination of the facilities that may occur, the hazards to unvacci-
nated staff, and the risk of subsequent waves of infection, and it is clear that na-
tionwide contingency planning must be in place to boost infrastructure and to an-
ticipate all possible eventualities [29, 30].

During a virulent epidemic, emergency rooms, inpatient facilities, isolation
rooms, intensive care and respiratory ventilation facilities, laboratories, pharma-
ceutical supplies, and morgue facilities may be rapidly overwhelmed. Staff may be
infected or stay at home-75% of hospital workers are female and in the modern era
many are heads of families. Hospitals and essential services might also be primar-
ily incapacitated in the initial attack or subsequently, the local economy and school
systems may cease to function, the anxious well may swamp any functioning
medical service, and civil panic might complicate disaster management. Albert
Camus' "The Plague" [31] and Jose Saramago's "Blindness" [32] bear eloquent
testimony to such events.

The expertise to detect and control an epidemic are primarily provided by
medical and public health assets, supplemented and coordinated by local govern-
ment and by state and federal resources. In recognition of the national vulnerabil-
ity, considerable enhancements of BT response programs at all levels have been
under way since President Clinton's 1995 Presidential Decision Directive, PDD
39. New ways of delivering emergency care and treating patients in temporary
facilities may be needed, and arrangements developed for home therapy of the
lesser ill and the recuperating. The medical and public health facilities must be
strengthened to be able to facilitate the management of unfamiliar epidemics and
to accommodate surge capacities. There will be considerable national benefits to
accrue from improved disease surveillance, and increased research into diagnosis
and management of epidemic infectious disease whether caused by BW candidate
agents or by naturally occurring epidemics [33]. It has, however, to be admitted
that not all government expenditures in the US Bioterrorism Program have been
well advised [11, 34, 35].

The risk of naturally occurring epidemic disease is still ever present. More
than 30 previously unknown infectious diseases have been identified since the
early 1970s [36], including:
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1999 Nipah virus Possibly from S-E Asian pigs
1997 H5N1 influenza virus Avian 'flu from Hong Kong and

China
1997 variant Creutzfeldt-Jakob disease "Mad-cow disease"
1997 Australian bat lyssavirus Rabies-like
1995 HHV-8 virus Kaposi sarcoma virus
1993 Hantavirus S-E USA deer mouse
1991 Sabia virus Brazilian hemorrhagic fever?

rodents
1991 Guanarito virus Venezuelan hemorrhagic fever
1988 Hepatitis C, hepatitis E, and HHV6
1982 HIV AIDS: 47 million now infected
1982 E. coli O157:H7 Enteropathogenic E. coli
1977 Campylobacterjejuni Severe food poisoning
1977 Ebola virus Origin in central Africa

PHYSICIAN PREPAREDNESS

There has, until recently, been poor involvement of health care professionals
and health care facilities in disaster preparedness [37] as the strategic risks of BT
were thought insufficient to justify the considerable investment required to miti-
gate a major BW attack. In these changing circumstances, accurate and rapid diag-
nosis of these usually unfamiliar diseases by all physicians has to be a principal
goal. Primary responders must have a high level of suspicion as well as a high
level of knowledge of putative agents, yet most physicians have had no training to
identify BW exposure.

Training needs to be institutionalized in schools of medicine and schools of
nursing, by also providing courses at county, state, and national medical society
meetings, and as part of specialist board certification/ recertification, and for state
licensure. A health education coalition on bioterrorism has been convened by the
Association of American Medical Colleges (AAMC) in partnership with CDC and
the American Medical Association (AMA) to develop educational materials in BT
for health care professionals. The American College of Emergency Physicians
(ACEP) are conducting courses for their crucial constituents. An 8-hour Depart-
ment of Justice (DOJ) technician-hospital provider training course is available
through the National Domestic Preparedness Office (NDPO) in designated cities.
Many physicians are currently unfamiliar with the appropriate lines of communi-
cation in the event of seeing a patient with a suspicious disease pattern. Extensive
databases and national expertise can be accessed in an emergency by telephone at
1-800-424-8802.
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MICROBIOLOGY LABORATORY PREPAREDNESS

There are 158,000 laboratories in the US that serve the medical community
and consequently might be involved in a BW attack. Automated microbial identi-
fication systems, that are used routinely, perform poorly on BW agents and spe-
cific testing is therefore necessary. Biosafety facilities are minimally required to
culture these organisms and many smaller facilities are lacking them. Most hospi-
tal and clinical laboratories are Level A facilities which are expected to be able to
rule out BT pathogens [38]. Screening algorithms have recently been devised by
the American Society for Microbiology (ASM) and the CDC to rule out five high-
priority BT agents, and tests to exclude other BW pathogens are being developed.
Clinical diagnostic cultures can be done at this level for anthrax, plague, tularemia,
and brucellosis. Larger microbiology laboratories are being encouraged to increase
their instrumentation and skill levels to allow much greater testing within commu-
nity laboratories, a critical element to save time (and money) during any outbreak
of infectious disease.

Level B laboratories are found in the biggest urban health facilities and in
some County and in all State Public Health Laboratories. These facilities can con-
firm the identification of suspicious isolates and determine their in vitro antimi-
crobial sensitivity. PCR (polymerase chain reaction) methodology, developed for
the rapid diagnosis of these agents by CDC, will increasingly be available.

Level C laboratories are facilities that include immunodiagnostic testing,
phage typing, and toxigenicity testing. Level D microbiology laboratories are
found at CDC, at the US Army Medical Research Institute in Infectious Diseases
(USAMRIID), Fort Detrick, MD, and in a few other federal agencies. These labo-
ratories incorporate advanced molecular techniques and have considerable built-in
redundancy in case of need [38]. Live smallpox and the viral hemorrhagic fevers
are exclusively investigated in level D facilities, although specimens can be steril-
ized and utilized in specific PCR techniques in lower level laboratories.

The qualifications, supervision, and experience of microbiology staff are
variable across the US and hence the capability to detect unusual infectious agents.
To some extent, this has been an inadvertent result of the economies necessitated
by managed care. If there is one factor likely to enhance early detection of BW
pathogens, it is the development of close professional relationships between clini-
cians and microbiologists in the routine diagnosis of serious infection. The impor-
tance of professional training for microbiological staffs in BW is reflected in the
training programs and materials that have been devised by federal agencies such as
the CDC, and by professional organizations, including AAMC, the Infectious Dis-
ease Society of North America (IDSA), National Laboratory Training Network
(NLTN), Association of Public Health Laboratories (APHL), and the National
Association of Clinical Laboratory Scientists (NACLS). Outcome measures need
to be incorporated, such as in the laboratory proficiency testing administered by
the College of American Pathologists (CAP). Biosafety remains a serious issue in
many laboratories.
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Clinical microbiology laboratories must develop a BT Preparedness Plan to
anticipate all eventualities and which becomes part of the standard hospital disas-
ter plan. The Laboratory Director puts the contingency plan into operation as soon
as a BT event is suspected. It should include:

• Risk analysis checklist for the laboratory
• Vaccination policies and list of OSHA (Occupational Safety and Health

Administration) safety measures, including personal protective clothing
• Post-exposure vaccination, drug prophylaxis, and prospective care poli-

cies
• FBI chain-of-command and evidence documentation for isolates
• Measures to ensure security of and to limit access to isolates
• Standard BT candidate agent protocols [39]
• Use of universal precautions and containment facilities, e.g., biosafety

cabinets
• Autoclaving or incineration of infected material; instrument disinfection

protocols
• Ongoing preparedness training program descriptions
• Levels of stock supplies and sourcing of emergency supplies
• Storage and emergency sourcing of packaging materials; training in

specimen transportation in accordance with IATA (UN 6.2) packaging
regulations; utilization of secure courier systems

• Location of state and federal reference laboratories with round-the-clock
contact numbers

• Location of nearest laboratory capable of confirmatory identifications
• Official log of hospital, local government, law enforcement, and EMS

contact numbers
• Policy establishing official administrative spokesman for all inquiries

The methodologies of dealing safely with BT pathogens are very labor-
intensive and reserve capacity must be created. Federal support is currently inade-
quate. Busy laboratories on tight budgets must maintain routine operations and yet
develop complex capabilities necessary to support the rapid, accurate, and safe
diagnosis of rare dangerous pathogens [40]. The dissemination of PCR techniques
to afford rapid diagnosis is a high priority.

The National Laboratory Response Network (NLRN) for bioterrorism is
being established with federal funding as a secure computer network between
members of APHL, CDC, the CDC Rapid Response and Advanced Technology
Laboratory (RRAT), the CDC Environmental Health Laboratory for Chemical
Terrorism (EHLCT), FBI, DOD, the state and local public health laboratories, and
the nation's clinical laboratories [41]. The network is designed to integrate exper-
tise in rare and lethal biological agents into the response to every biological emer-
gency.
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INFECTION CONTROL/ HOSPITAL EPIDEMIOLOGIST PREPARED-
NESS

The infection control community is responsible for assuring the safety from
infection of patients, staff, and public within hospitals. They also work closely
with the department of infectious disease in coordinating the hospital emergency
response to epidemics. Infection Control Officers are involved in many aspects of
hospital operations, not least in studying patterns of infective disease, in conjunc-
tion with the Hospital Epidemiologist, from which the first suspicions of an un-
natural BW attack rather than a natural event may emerge.

Moreover, the safety of the hospital and its staff are paramount if the hospi-
tal is to continue functioning. Vaccination, prophylactic drug treatment, and
postexposure protocols must be in place, together with a hospitalwide plan for
implementation. Families of hospital workers probably also ought to be treated.
Other responsibilities include the development and enforcement of the use of uni-
versal precautions, protocols on isolation of patients, on the use of disease-specific
protective equipment and eye protection, policies for patient placement that con-
trol for the availability of security, housing, closed ventilation systems, plumbing,
and waste disposal, and predetermined plans for triage, patient transportation,
cleaning, disinfection, sterilization, discharge management, and post-mortem care
[42]. The Infection Control Officer, Infection Control Committee Chairman, or
designate is empowered to rapidly implement preventive and containment meas-
ures in response to an infectious disease outbreak. There is the same unmet need
for education and training in BT threats among infection control and hospital epi-
demiologist professionals as among other front-line physicians.

MEDICAL EXAMINER AND CORONER PREPAREDNESS

Medical examiners and coroners occupy an important position in national
surveillance for unusual causes of infectious disease mortality given their state-
derived statutory authority to investigate suspicious, sudden, or unexplained
deaths. Autopsies are an effective method of obtaining an accurate diagnosis of
deaths caused by infectious diseases or toxic exposures, and should be undertaken
in all cases of death of uncertain causes presumed to have an infective etiology.
Postmortem examination may reveal characteristic findings, such as hemorrhagic
mediastinitis in pulmonary anthrax, and also assures thorough laboratory investi-
gation. Both professional groups are skilled in preserving medicolegal evidence. In
common with all other medical first responders, education and training programs
directed to the specific and separate requirements of medical examiners and coro-
ners are needed [43]. In addition, improved autopsy facilities are necessary in
many facilities to ensure that prosectors are protected from infectious diseases.
Mass BW casualty planning must be undertaken in each jurisdiction, and also in-
volve the local mortuary services.
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REPORTING A SUSPECTED BIOTERRORISM EVENT

It is likely that the first suspicion of a possible BT attack will occur among
hospital professional staff. It may well be inappropriate to await diagnostic con-
firmation because the consequences of delay may be very serious, should an epi-
demic be later established. This is a 24-hour day, 7-days-a-week responsibility.
The case for notification should be decided by the Infection Control Officer in
consultation with infectious disease specialists, clinicians, and laboratory director.
Notification of suspicious findings must include hospital administration, CDC,
FBI, and local and state public health authorities. Criteria include:

1. one or more cases diagnosed with:

• Suspected smallpox or anthrax
• Uncommon agent or disease occurring without explanation, e.g., Burkholderia

mallei (glanders) or pseudomallei (melioidosis), pulmonary anthrax
• Microbial isolate with markedly atypical features
• Illness due to aerosol, food, or water sabotage

2. one or more clusters of unexplained illness

The State Governor is responsible for declaring a state of emergency. The
CDC and FBI will coordinate the decision of whether to declare a suspected
bioterrorist attack.

HOSPITAL PREPAREDNESS

US Hospitals have all-hazards disaster management plans in place in accor-
dance with the Joint Commission on Accreditation of Healthcare Organizations
(JCAHO) and at least one major drill must be conducted per annum. These plans
are tailored to the needs and assets of each community and are coordinated with
the emergency medical services, law enforcement, fire department, and local gov-
ernment. Disaster management planning is a continuing process and considerable
effort is being made to incorporate planning for catastrophic incidents, including a
major BT attack.
In contemplating BW mass casualties, hospitals need to plan for circumstances in
which their facilities may well be overrun by a sustained demand for sophisticated
health care and by a host of worried as well. Planners need to consider that pa-
tients may have to be cared for in unconventional but secure alternate sites close to
the main facility. Hospitals may need to quarantine, divert incoming patients, or
evacuate. Maximum utilization has to be maintained, to be supplemented by re-
gional, state, and federal assets. Around-the-clock multiple shift capabilities with
additional expansion of selected hospital operations must be provided for. It must
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be taken into consideration that personnel may be unavailable, perhaps part of the
epidemic, and skilled temporary replacements sourced. Shortage areas such as
RNs, laboratorians, and pharmacy are especially problematic. New staff shortages
and organizational difficulties can be expected during the disease outbreak.

Case(s) of illness
possibly caused by BW
agents
- high levelof
suspicion

Notify: State health Department
Local Health Department
Clinicians
Hospital Authorities
Epi-X network
Urgent meeting Infection Contn
Urgent transfer microbial
specimens to State Public
Health Laboratory

Notification of CDC by State He
Department

Continue analysis of microbial
isolates

Conduct investigation

Information of possible

threat

First Notify: FBI
Local Law Enforcement

Next Notify. State Health Departments
Local Health Departments
Response Partners on
Bioterronsm Response Plan
Notify Epi-X Network

I
Notification of CDC by
State Health Department

Analysis of any microbial samples

Conduct investigation

If BT incident confirmed or
thought probable

State Governor Declaretaion
of Emergency

National Security Council

Activation of Federal Response
Plan and Terrorism Annexe

Figure 26.1 Protocol for notification.

Outside aid will probably be essential. Important components of hospital
BW planning [29,44,45] include:

Hospital disaster plans to include BW responses,
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Telephone connections and internet access may be swamped. Therefore
secure radio and electronic communications to public health services,
EMS, local and state government, law enforcement, regional health as-
sets, CDC, FEMA, and the local media are needed,
Emergency department personnel, infectious disease and infection con-
trol specialists, microbiologists, and the medical and nursing staffs must
be educated to be alert to unusual infectious disease manifestations,
Planning for efficient internal communications, with a dedicated staff,
phones, FAX, and dedicated secure internet connections; built-in com-
munication redundancy,
Medical surveillance and epidemiology infrastructure in place,
B W infection control and microbiology protocols incorporated,
Pharmaceutical and antibiotic reserves to be actively monitored; plans to
increase surge capacity,
Maintenance of rosters of essential emergency personnel; organization of
volunteer personnel; up-to-date listings of volunteer physicians, retired
medical and nursing professionals and medical students; consideration of
annual familiarization course,
Dedicated decontamination facilities with planning for rapid enhance-
ment when necessary,
Plans for hospital lockdown; disposal of contaminated material; addi-
tional mortuary facilities; auxiliary power; increased fuel storage capac-
ity; enhanced security,
Personnel protection supplies will need to be rapidly augmented,
Medical and pharmaceutical supplies including antibiotics, antitoxins,
ventilators and other supplies to be stockpiled; emergency sourcing in
place,
Mental health resources to treat family members of casualties and to care
for the corps of responders,
Regional plan for all health facilities to work as a team and to increase
surge capacity. This may include planning for the exclusive use of certain
facilities as fever hospitals; for patient triage; the transfer of patients be-
tween institutions; and the use of emergency makeshift facilities such as
hotels, civic halls or sporting arenas as hospitals, with other facilities
used to conduct screening and prophylaxis. Veterans Administration fa-
cilities will be an integral part of regional planning under the VA 4* Mis-
sion. These emergency planning concepts are part of the DOD-proposed
Modular Emergency Medical System (MEMS) [8] (See Figure 26.2),
Training and drills necessary to maintain preparedness, and
Hospital Incident Management Command Center familiar with local,
state, and federal disaster planning.
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Figure 26.2 Emergency planning concept.

The DHHS Office of Emergency Preparedness (OEP) is developing a fed-
eral Metropolitan Medical Response System (MMRS) to help provide a unified
response to mass casualty events. Concentrating on major cities, 122 have so far
received training and testing programs to build upon existing local emergency
response programs and incorporate all local assets. However, the avoidance of
state and county institutions has drawn criticism on the basis that wider dissemina-
tion of skills throughout their jurisdictions would have been fostered.

One of the difficulties of establishing true hospital BW preparedness is the
current inadequacy of federal funding that has yet to support systematic efforts in
the hospital sector. Federal support will be necessary in a system already con-
strained by managed care, unremunerated indigent care, and by numerous un-
funded federal and state mandates. The indemnification of private entities in a
disaster is tied to the presidential authority to declare a national emergency.
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LOCAL CIVIC PREPAREDNESS

Local preparedness has to be depended upon over the first few days of any
disaster response as the full weight of state and federal resources are mobilized.
Before an emergency is declared by a state governor, the mayor has full control-
ling authority, and provides an essential component of the response thereafter.
Good planning can prevent jurisdictional conflicts.

Each local authority is encouraged to develop a comprehensive all-purpose
disaster management plan. There are approximately 3,000 local public health de-
partments in the US and 75% serve populations of 50,000 or smaller [46]. The
median size local health department employs 13 staff and the mean size is 67 em-
ployees. Most are agencies of local government and state health authorities have
little leverage to improve them; communications between the two entities may be
minimal. In 16 states, mostly in the East and Southeast, local health departments
are mostly or entirely run as offices of the State Department of Health [46].

In the majority of local health departments, staffing levels are pared back
with little or no spare capacity and resources are inadequate. It is obvious that fed-
eral and state investment will be necessary at this level [47]. Training courses at
the regional and local level must be arranged and professional personnel and
equipment increased. Another substantial need is to establish 2-way communica-
tion connections into the BT internet-based networks with enhancement of infor-
mation flows. Local health departments are to be integrated within regional disas-
ter planning. Involvement in the dissemination of information to the general pub-
lic, in disease surveillance, and in mass vaccinations are essential parts of the local
BT response. Familiarity with the local community is an invaluable asset.

Municipal leadership must become cognizant with the potential conse-
quences of BW attack even though more pressing local realities will generally
take precedence. The potential consequences of BW demand a respectful hearing,
even in rural areas. Consequent demands upon local authorities include coordina-
tion of fire, EMS, law enforcement, transportation, personnel management ser-
vices, and the Red Cross. Special training is needed to develop a health emergency
capability in addition to the usual disaster relief orientation [11, 48]. These agen-
cies will be highly motivated to protect the community they serve. Local mutual
assistance agreements between adjacent municipalities and counties enhance over-
all responsiveness. The State Emergency Management Agency (SEMA) usually
maintains the local emergency plans on file.

STATE AND STATE PUBLIC HEALTH SERVICE PREPAREDNESS

All the states have organized their disaster response capabilities under the
SEMA which has the responsibility for emergency preparedness within state bor-
ders and for developing the State Emergency Plan. Until recently, few SEMA had
included state health departments in the planning process. In some states, the
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SEMA is under the authority of the state's National Guard, which mans the facil-
ity. The plan coordinates all state and local responders in a unified disaster re-
sponse.

The State Governor has full authority within the State. In emergencies, fed-
eral assets are not deployed until requested by the Governor. However, when a
national emergency is declared by the President under the Stafford Act, the Gov-
ernor cedes leadership under the Incident Command System (ICS) to the Federal
On-Scene Coordinator (FOSC), which in the case of a BW attack will generally be
the FEMA OSC. State and local authorities are well represented in the unified
command structure. A case can be made for developing a modified command
structure to accommodate the realities of a biological event where there may be no
disaster 'site.'

An increasingly important role for the SEMA is to ensure that validated
training and educational materials in BW preparedness are disseminated through-
out the state. This role is to be enhanced with new federal funding. The extraordi-
nary multiplicity of training programs that were developed following the 1996
Nunn-Lugar-Domenici Act were not very effective at reaching the front-line per-
sonnel [49], but have been consolidated and redirected with some major programs
now under state direction. Training at the state level is much more able to respond
to local realities.

The US public health services have suffered from at least 30 years of de-
ferred maintenance [50]. This state of "disarray" is summarized in a 1988 Institute
of Medicine report entitled "The Future of Public Health" [51]. Although only
moderate amounts of federal funding have so far reached below the level of the
state agencies, with the notable exception of the MMRS, there have been consid-
erable improvements in developing public health capability at the state and federal
level as a result of the 1997 Domestic Preparedness Program (DPP).

The strongest argument for building up the public health infrastructure as a
primary component of the national defense strategy against BW attack (hopefully
a rare event) is that a comprehensive infrastructure will also be an invaluable asset
to combat the spectrum of national health problems. The 1918 influenza epidemic
killed 40M people worldwide and there can be no doubt that pandemics will occur
in the future. The HIV epidemic also serves as an example where public health
preparedness would have led to earlier containment measures. A system that en-
dows a network of reference microbiology laboratories and epidemiologists estab-
lishes effective, proactive disease surveillance at the local level, coordinates train-
ing and communication across the state and to relevant jurisdictions, including
veterinary services, establishes a framework around which the consequences of a
bioterrorist attack or a natural epidemic can be managed effectively, and one to
which federal and state emergency assets can more easily be integrated. Commu-
nications enhancements are required at all levels of the system, to interconnect
with the response partners, and with which to help coordinate education of the
general public [52].
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The state public health laboratories are a critical resource that is being re-
vamped with federal dollars as part of BT preparedness. This will ensure the capa-
bility of being able to identify rapidly almost all BW agents. The CDC Infectious
Disease Fellowship Program has been a useful source of trained manpower. The
needs of physical upgrading of facilities, increased personnel, the provision of
diagnostic molecular biology equipment, and providing for reserve capacity are
being met.

The infectious disease surveillance capabilities of most public health serv-
ices have been permitted to decay. A 1999 General Accounting Office (GAO)
Report [53] records that most state public health departments had no professional
epidemiologist to conduct active surveillance of infectious disease occurrences
and half had insufficient staff to conduct regular surveillance of currently known
emerging infectious diseases, such as hepatitis C virus and drug-resistant Strepto-
coccus pneumonia [54]. Once a dangerous pathogen is identified, epidemiological
investigations seek to determine when and where exposure took place and whether
infection is still occurring. By determining numbers of proven cases, attack rates,
and the epidemic curve, the magnitude of the problem is uncovered, and the re-
sponse to containment measures followed. It is particularly important that the im-
plications and limits of data are understood by the non-specialist disaster manag-
ers. Vaccination campaigns, mass antibiotic distribution, isolation, quarantine,
control of transportation, closure of public places, and the emergency provision of
services may be heavily influenced by timely, robust epidemiological data.

There has been no standard method of epidemiological reporting, much of
which has been by mail. The 1999 GAO Report [53] quoted, as an example, the
fact that CDC used over 100 data systems in monitoring health events, often with
differing hardware and software requirements. Many of the programs required
state reporting, with the same inefficiencies and potential loss of data. An inte-
grated state-based National Electronic Disease Surveillance System (NEDSS) is
being developed to enhance the accuracy and timeliness of disease surveillance
reporting.

Two other federal programs administered through CDC are helping to pro-
vide an efficient public health communication system; both need to be expanded
systematically to the local level. The Health Alert Network (HAN) is a high-speed
electronic internet platform to support communications between local, state, and
federal assets, to provide a portal for standardized public health training, and to
provide distance-based learning technologies. The Epidemic Information Ex-
change System (Epi-X) is a secure system with round-the-clock coverage to report
and discuss preliminary information concerning disease outbreaks and other
events related to bioterrorism across jurisdictions [55]. Epi-X provides a rapid
means of contact with key officials, real-time access to expert opinion, a secure
conduit for patient-related data, and constitutes an important component of a pro-
active surveillance system designed to provide early identification of BW events.
NEDSS and Epi-X run on the HAN system. The established PulseNet network is
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available to compare the investigational "fingerprinting" of organisms across the
US and Europe.

Syndromic and symptom surveillance prototypes are also being evaluated.
Prospective real-time data are collated electronically from such sources as emer-
gency rooms, reports from physicians, sentinel hospitals, and coroners, hospital
admissions, ambulance runs, numbers of index laboratory tests, and pharmacy
sales of certain medications. The possibility of assuring a more sensitive infectious
disease surveillance system is being assessed against the substantial costs and de-
viation of public health effort [11, 56].
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Figure 26.3 Continuous medical surveillance protocol.

The general public must be treated as a key partner in the medical and public
health response to bioterrorism [57]. This is likely to be most effective if the in-
formation sharing is undertaken close to home, supplemented with national spon-
sorship. A population informed as to its hidden dangers and informed how it can
best care for itself in emergencies is more likely to support advice during an epi-
demic. The smallest political unit with which all are familiar is the voting precinct.
Organization at the precinct level of volunteers, based perhaps around public
health nurses and ministers of religion as part of the Citizen Corps, could provide a
useful community resource, with periodic training sessions. In a major BT attack,
prophylactic drug distribution, community screening, vaccination, and even food
distribution might be affected using such a precinct network. Given the inho-
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mogeneity of local health services, such statewide local volunteer organization
might be better coordinated at state level. The importance of rapid, authoritative,
and consistent public communications with the public in any ongoing disaster
cannot be overestimated.

In addition to federal agencies, state and local BT response planning needs
to involve the following entities:

public health agencies
city/ county/ state government
school systems
emergency management agency
environmental agencies: fire; health; water; air quality; consumer safety
health organizations: hospitals; urgent care centers; physicians; nursing
homes; custodial care facilities; home health care providers; pharmacies,
poison control centers; mental and occupational health centers
local emergency planning committee
National Guard
private sector: trade and business organizations; industry; labor
public information office
public safety: fire; police
public works/ sanitation
transportation systems
volunteer organizations, e.g., Red Cross
veterinarians

The CDC posted a health alert to public health agencies in November 2001
suggesting jurisdictional contingency planning in the following areas, and request-
ing that that operational performance be assessed by multiple on-going exercises
by which to amend the plans:

• Ensure emergency response plan is authorized by governmental jurisdic-
tion
Identify facilities suitable for emergency operations centers
Identify alternative treatment facilities
Plan for evacuation and relocation of individuals and agency
Roster of laboratories capable of handling specimens
Roster of medical facilities capable of handling casualties
Roster of veterinary laboratories capable of handling specimens
Roster of veterinary facilities capable of handling infected animals
Guidelines for addressing environmental decontamination issues
Safety guidelines for workers dealing with infected people or animals
Mutual aid agreements with surrounding jurisdictions, including VA and
military installations
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• Procedures for assisting special populations needing medical care during
emergency

• Capabilities for incident stress counseling for victims and response per-
sonnel

• Protocol for decontamination of patients on arrival at treatment facility
• Protocol for decontaminating mass casualties (mainly chemical/toxin at-

tacks)
• Protocol for instituting mass isolation within a health facility
• Procedures for organizing and coordinating volunteers during a disaster
• Tested plans for instituting mass vaccination or medication distribution

from National Pharmaceutical Stockpile (NPS), including prioritizing
first responders and medical/ health care providers

• Protocol for responding to mass mortuary needs

FEDERAL HEALTH AND MEDICAL SERVICES PREPAREDNESS/ OP-
ERATIONS

Where possible, domestic preparedness should rely on existing systems of
all-hazards management in which an effective federal response capability has de-
veloped over the last 15 years and been honed by considerable experience. The
deployment of massive federal support for local and state emergency management
assets and the requirements of FBI investigation are common to all terrorism re-
sponses. What is different in the planning of a BT response may be the initial ab-
sence of a crime scene, casualties that are difficult initially to discern-but which
may expand exponentially into an epidemic, the complexity of medical conse-
quence management, and the profound degree of economic and social dislocation
possible.

The command structure ought to reflect the fact that this is primarily a
medical and public health crisis within a disaster. The Incident Command System
(ICS) [58] for a BT event should ideally reflect this reality. Lessons were learned
in the recent limited anthrax attack via the mail system, in which CDC was iso-
lated from the ICS and involved public health authorities had occasion to pur-
posely bypass the command structure to obtain information from federal agencies
[59]. Another insight is gained from the 2000 TOPOFF exercise centered around
a fictional BW plague attack on Denver [60]. The lack of familiarity with the inci-
dent command system of the medical leadership and the reluctance of public
health officials to give advice in the middle of a burgeoning epidemic in the ab-
sence of solid scientific data were identified as major command and control prob-
lems. This study also recognized the likely imperative that political leadership will
be necessary to provide moral and legal authority when highly consequential deci-
sions have to be taken.

Federal resources are deployed only after the declaration of an emergency
by the state Governor, advised by the state Office of Emergency Management.
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Exceptionally, assets might be predeployed if intelligence suggested the likelihood
of an attack. A presidential declaration is required under the Stafford Act for the
FRP to be activated. With real-time improvements in medical and public health
surveillance achievable, differing interpretations at state and federal level could
possibly bring jurisdictional conflicts into relief. Once a presidential declaration is
received, a Federal Coordinating Officer (FCO) is appointed to lead the response.
Emergency Preparedness Liaison Officers (EPLO) assist the state and federal
agencies in the assignment of specialized and strategic federal assets. The FBI and
FEMA are likely to be mobilized simultaneously in BT to coordinate the crisis and
consequence management functions.

The operations of the National Response Plan [7,61] are considered in
Chapters 10, 23, and 25. This section will concentrate on the role of the Health
and Medical Services Response in a BT attack. Considerable consequences may
have been predetermined before the nature of the attack is discerned. At this stage,
the de facto leadership is held by the health service and local government. The
leadership of further consequence management will transfer to FEMA as soon as
an emergency is declared. Major consequences of the outbreak will be limited by
the successful medical treatment of victims and by the containment of the epi-
demic, primarily a medical and public health matter. The logistics of this response
are rightly the responsibility of the FRP. In a prolonged civilian emergency, it is
important to retain the authority of mayors and state governor.

The actions of FEMA are guided by the FRP and the 1997/2000 Terrorism
Annexe. The Emergency Support Function (ESF) #8 empowers the Department of
Health and Human Services (DHSS) to fulfill the public health and medical re-
quirements identified by state and local governments through its executive agent,
the Assistant Secretary for Health (ASH) and the Principal Deputy Assistant Sec-
retary for Health (PDASH). The HHS Office of Emergency Preparedness (OEP) is
the action agent that will coordinate and facilitate the ESF#8 response. The re-
gional DHHS health administrators (RHAs) are the operating agents. Each support
agency will contribute to the overall response, but will retain control over their
own resources and personnel.

The HHS Emergency Operations Center (EOC) will be activated within 12
hours of notification. A core staff of pre-designated EOC staff and representatives
from the Assistant Secretary of Defense (Health Affairs), DOD, the Undersecre-
tary for Health, VA, and the Director of FEMA will be supplemented by federal
partners and other high-level agencies and non-governmental organizations, as
appropriate. Special expert advisory groups will be assembled for consultation
with the EOC as needed. Support agencies are put onto alert and communication
networks are activated. A self-supporting ESF#8 Management Support Unit
(MSU) will be deployed to the regional ESF#8 to provide long-distance emer-
gency communications.

FEMA will also have mobilized its central and regional resources, on which
the DHSS will have senior representation. The command structure is based upon
incident command system principles. FEMA determines which agencies will need
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to be represented on its Joint Operations Center (JOC) Command Group, its JOC
Consequence Management Group, and on the Joint Information Center (JIC) staff.
FEMA may activate an Emergency Support Team (EST) that provides a head-
quarters interagency coordinating team for the deployment of federal assets. The
Catastrophic Disaster Response Group (CDRG) is an interagency advisory re

Table 26.1 Federal Partners Under ESF #8.

DHHS Office of Emergency Preparedness

Department of Justice

National Domestic Preparedness Office

Federal Bureau of Investigation

Office of Justice programs

Department of Agriculture

Department of Transportation

Department of Veterans Affairs

National Communication System

Federal Emergency Management Agency

Food and Drug Administration

National Security Council

Department of State

Department of Energy

Department of Defense

General Services Administration

US Postal Service

Agency of International Development

source. The complex nature of the FRP command structure is illustrated in Figure
10.1 and abbreviated in Figures 24.2 and 24.7.

The initial federal asset dispatched to the incident site(s) is the FEMA
Emergency Response Team-Advance Element (ERT-A) that both supports the
state EOC and identifies suitable infrastructure in which to set up operations. A
Regional Operating Center (ROC) is formed by the FEMA Regional Director to
coordinate the early response, to be replaced if warranted by an interagency Emer-
gency Response Team (ERT). The FCO, State Coordinating Officer (SCO), ERT,
federal agency regional representatives, and state and local liaison officers are
organized as the Disaster Field Office (DFO).

The RHA establishes a regional ESF#8 office as a coordinating center (CC).
The RHA is also represented in the DFO on a 24-hour basis. The CC interfaces
with ESF#8 and with state and local public health and with medical authorities.
Regular assessments of need, prioritization, and strategic analyses are required in
the following areas in order to assist state and local governments-the responsible
HHS agency is noted:

• Health and medical needs: Office of Public Health and Science
(OPHS)/ Office of Emergency Preparedness (OEP)/ National Disaster
Medical System (NDMS) - deploy assessment teams

• Health Surveillance: CDC - monitoring field investigations; advice
• Medical Care Personnel: OPHS/ OEP/ NDMS - Disaster Medical As-

sistance Teams (DMATs) and National Guard/ Military/ VA teams
• Drugs, supplies, and medical equipment: OPHS/ OEP/ NDMS - Na-

tional Pharmaceutical Stockpile (NPS); commercial sourcing
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• Drug safety: Federal Drug Administration (FDA) - surveillance for un-
safe products and equipment

• Biological hazard consultation: CDC - field investigations; treatment
consultations; decontamination

• Patient evacuation: OPHS/ OEP/ NDMS - DOD resources
• In-hospital care: OPHS/ OEP/ NDMS - intensive care; regional and na-

tional networks
• Worker health/ safety: CDC - decontamination; prophylaxis; treatment
• Public health information: CDC
• Mental Health Care: Substance Abuse and Mental Health Services Ad-

ministration (SAMHSA)
• Victim identification/ mortuary services: OPHS/ OEP/ NDMS
• Veterinary services: OPHS/ OEP/NDMS - assist veterinary authorities

The regional ESF#8 Coordinating Center will develop and update medical
assessments and provide situation reports called SITREPS to the CDRG, EST,
JOC, JIC, other ESF EOC, the support federal agencies, the state, and other orga-
nizations with a need to know. The CC will mobilize local reserves established in
disaster planning and other resources. The Joint Regional Medical Planning Office
(JRMPO) or other entity designated by the DOD Defense Coordinating Officer
(DCO) will assist requests for the use of a variety of military assets that are perti-
nent to early management of a BT response.

The national HHS EOC will (i) activate DOD support network, (ii) alert
National Disaster Medical System (NDMS) resources to standby basis, (iii) mobi-
lize regional NDMS Federal Coordinating Centers (FCC) to obtain bed availabil-
ity reports from participating non-federal hospitals, (iv) alert the Global Patient
Movement Requirement Center (GPMRC) to collate bed availability, (v) alert the
HHS Supply Service Center (SSC), the Defense Logistics Agency (DLA), and
other pre-identified sources of medical supplies, (vi) alert national communica-
tions and transport agencies, and (vii) obtain weather forecasts and geographic
information from ESF#5.

The national HHS EOC can mobilize the regional MMRS, deploy mobile
NDMS units called Disaster Medical Assistance Teams (DMATs) for triage, pa-
tient care, and patient transportation. Data from local ESF#8, FEMA DFO, various
federal officials at the scene, state governor, state health officials, state EMS, state
disaster authorities, and regional assets are continuously acquired and analysed.
Veterans Administration assets, including hospitals, Emergency Medical Response
Teams (EMRTs) and Medical Emergency Radiological Response Teams
(MERTS) can be accessed through the VA Emergency Management Strategic
Healthcare Group (EMSHG). National Guard units can be activated under Title 36
by the State Governor, and under Title 10 by the US President.

Substantial military assets can be obtained under Title 10 status when re-
quested by a state governor or by a lead federal agency. Skilled reaction teams and
medical, transportation, supply, security, engineers, or public affairs units can be
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provided. However, use of the military should be considered as a last resort be-
cause of potential conflicting responsibilities. The Joint Task Force-Civil Support
(JTF-CS) is the focus of BW consequence management requests to the military.
Air transportation requests are routed via state authorities to regional ESF#8 and
on to the NDMS OSC (on-scene commander). When appropriate, patients will be
transferred out to relieve local facilities. Patient transfers are coordinated via the
GPMRC utilizing a system of collection points. Patient Transport is undertaken by
the 375th Aeromedical Evacuation Squadron based at Scott AFB, IL. Logistical air
support is provided by the Department of Agriculture and by other agencies. Con-
siderable human resources and materiel can thereby be transported into the area, as
long as the airspace remains open.

An immediate problem in any epidemic is the availability of therapeutic and
prophylactic drugs, including vaccines, of protective clothing, and of respiratory
ventilators. CDC has established the National Pharmaceutical Stockpile (NPS)
with a goal of transporting a "push pack" to the local site within 12 hours of fed-
eral authorization. The pushpack contains antibiotics, essential medical supplies,
and ventilators. The VA manages the pharmaceutical inventory of the stockpile.
Additional pharmaceuticals are stored at manufacturers' warehouses in the Vendor
Managed Inventory (VMI) program. Planning is being incorporated into state and
local preparedness plans to manage and distribute the supplies on arrival.

FEMA and each partner agency in the Health and Medical Services Emer-
gency Response have structured operational plans related to biodefense (see
Chapters 23 and 25). Much of the logistical management is common to all disas-
ters. After a BW attack, however, there are particular difficulties in real-time as-
sessment, a prolonged intensive response may be required, and there is the chal-
lenge to supplement considerably medical and nursing manpower, to provide al-
ternative medical facilities from scratch for surge capacity, and the possible re-
quirement to maintain a small army of support personnel in the midst of an epi-
demic. Treatment and disease containment may also have to be undertaken across
the US and in foreign countries. Indeed, as much effort may have to be expanded
in infection containment as in patient care. Civilian communications assume con-
siderable importance, as exemplified by New York Mayor Giuliani after the 2001
World Trade Center terrorism. It is crucial to have communications strategies in
place to disseminate prompt, consistent, and accurate information.

Finally, the legal ramifications of such issues as the emergency licensing of
out-of-state professionals, exemption of certain mandated professional and institu-
tional standards, exemption of certain public security information from open re-
cords laws, compulsory vaccination, population-based prophylactic drug distribu-
tion, travel restriction, isolation, the institution of quarantine and its conflict with
interstate commerce laws, enforced evacuation, emergency appropriation of medi-
cal and other facilities, mass fatality management, role of the military and military
reserves, and fundamental questions of local, state, and federal authority should be
resolved. The legal framework for biological disaster management must be
brought up to date.
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CONCLUSIONS

Much of the infrastructure and training created to bolster the national capa-
bilities in biological disaster management will directly enhance the public health
services. The preparedness of the medical and public health systems for a BT at-
tack will radically improve US capabilities in infectious disease containment. The
complexity of the NRP command and control system is not optimal to manage a
BT response, and needs to acquire greater understanding of biological events. The
strengthening of relationships with law enforcement, fire departments, and other
local, state, and federal agencies will engender future social benefits. Develop-
ment of new vaccines for candidate BW agents and their strategic use will provide
the single most cost-effective intervention [62]. Efficient electronic communica-
tions will integrate the medical elements of the response and interface with the
local, state, and federal levels of emergency management, and with the general
public. It is hoped that a flexible national system will evolve capable of respond-
ing efficiently to the most dire of BT doomsday predictions. The level of prepar-
edness at all levels will ultimately determine the outcome.

Preparedness for a BW event must be tested at all levels. New technology,
new facilities, and comprehensive educational and training programs are espe-
cially needed because of historical underfunding. Failure to rise to the challenge of
bioterrorism (if still an unlikely risk) could be catastrophic. Apart from the poten-
tial for major loss of life and social disruption, the economic case for BT prepar-
edness is convincing. A recent study estimated the possible economic impact of a
bioterrorist attack as $M477 per 100,000 persons exposed to a brucellosis weapon
and $626.2 per 100,000 persons exposed to an anthrax attack [63],

On January 10, 2002, President Bush signed the $B2.9 Terrorism Appro-
priations Bill. On January 31, 2002, HHS Secretary Thompson advised state gov-
ernors of the proportion of $B1.1 that will be distributed to the states in the next
federal year. The monies will be spent on comprehensive preparedness readiness
at state and local levels. Infectious disease surveillance and investigation, hospital
mass casualty management, public health laboratories, and communication and
reporting capabilities are to be improved. The funding is divided into three pro-
grams: (1) CDC-for public health preparedness; (2) HRSA-for regional hospital
planning; and (3) HHS OEP-to support the MMRS-80% of the US population will
then be covered by MMRS.

Other funding includes further support for the stockpiling of antibiotics
($M650), to establish and maintain a dedicated BT workforce at CDC, to continue
to develop the new CDC Rapid Response and Advanced Technology Laboratory
(RRATL), expand the CDC Epidemiologic Intelligence Service (EIS), expand
other CDC and National Institutes of Health (NIH) facilities, to expand vaccine
programs, and stockpile a national supply of smallpox vaccine by Autumn 2002.
There are substantial increases in applied and basic science BW-related research,
and in efforts to develop better detection and monitoring technology (DOD) and
to improve environmental detection methods for biological agents (EPA).
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