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This book is dedicated to the ever present and ever emerging singularity;
the eternal point-value at which all things are known
and through which all knowledge is shared.
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Introduction

Despite its power and flexibility, SharePoint presents many challenges for building enterprise content
management (ECM) solutions. This is partly because of the inherently complex nature of application
development on the SharePoint platform in general, but mainly because the out-of-the-box tools that
SharePoint provides (such as content types, site columns, lists, etc.) are defined at such a low level that
it is often difficult for developers to find the right balance between building reusable components that
capture the semantics they need when crafting their solutions and writing applications directly using
CAML and .NET code. These challenges are even greater for records management (RM) development
because the platform provides no built-in support for file planning or content life-cycle management.

Records management on the SharePoint platform relies on several different components that together
provide a comprehensive set of tools for building RM solutions, but each of these components can also
be understood as a separate and distinct technology. As an example, Information Policy plays an impor-
tant role in records management but also stands alone as a powerful component of any ECM solution.

This book, therefore, has two goals. The first is to explain the Microsoft Office SharePoint Server
(MOSS) records management architecture and to share the most effective design methodologies and
development strategies I've found for building ECM/RM solutions on the SharePoint platform. The sec-
ond is to describe the underlying technologies and core components of the platform in sufficient detail
to enable readers to apply the design methodologies and development techniques effectively to any
SharePoint solution.

Who This Book Is For

This book is for SharePoint developers who are tasked with planning and implementing solutions
involving documents that have been designated as official records at some point during their life cycle.
These kinds of solutions typically include requirements such as controlling how long certain kinds

of documents remain in the system, determining where those documents are stored, keeping track of
what happens to documents after they have been placed into document libraries, and so on. In order to
focus on such high-level requirements without getting lost in the details of SharePoint solution devel-
opment, the book assumes that the reader is already familiar with the fundamentals of developing
SharePoint solutions using Visual Studio.

While it is not necessary to be a seasoned SharePoint developer with years of experience, the reader
should understand the basic steps involved in creating SharePoint features, writing custom code
against the SharePoint object model, and deploying that code into the SharePoint run-time environ-
ment. The reader should also be comfortable using C# or Visual Basic .NET within the Visual Studio
integrated development environment to create ASP.NET web applications.

It is not necessary for the reader to be familiar with general records management principles or with specific
regulatory requirements. The book will bring the reader up to speed on the relevant regulations and will
also introduce a conceptual framework for understanding them in the context of SharePoint development.
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What This Book Covers

No records management solution is complete without a file plan, but there is little guidance available to
help developers understand the file planning process or to incorporate a consistent file planning meth-
odology into the development cycle. This book fills that gap by introducing a file planning methodol-
ogy based on a set of concrete file plan components that enable developers to incorporate file plans into
the solutions themselves, as parts of information policies, workflows, or custom features.

Unlike other SharePoint development books that focus only on the mechanics of building solutions, this
book introduces content modeling as an integral part of the development process. This approach helps the
reader to better understand enterprise content in the context of the roles it is intended to support, and to
identify the “high value targets” to focus on first. The book then guides the reader through the develop-
ment of a consistent methodology for identifying official records and creating effective file plans, under-
standing the out-of-the-box tools provided by SharePoint for managing official records, and understanding
the limitations of the current architecture, including ways to work around them wherever possible.

The book also presents an overall development strategy that seeks to leverage the power of the
SharePoint object model to create reusable components. Because of the breadth of the SharePoint plat-
form and the inherent complexity of ECM solutions, developers often fall into the habit of writing
“throw-away” code that can only be applied to a single solution or that must be copied and pasted from
one solution to another. This tendency is even greater when a developer is forced to use a declarative
XML-based language like CAML that is not compiled and that therefore does not offer the same level of
reuse that most developers are used to. This book seeks to counteract that tendency and increase devel-
oper productivity while simplifying the design and implementation of complex solutions by developing
and then continually extending a core set of ECM components in an ECM foundation class library. The
components that are developed throughout the book can be extended easily and applied repeatedly, not
only to records management solutions, but also to a wide range of SharePoint development projects.

How This Book Is Structured

XVi

This book is about building MOSS 2007 records management solutions, but it also includes some addi-
tional material related to SharePoint development in general. The early chapters build a conceptual frame-
work that includes a content modeling methodology and also introduces several tools and techniques that
are referred to throughout the book. It is therefore recommended that you read the first three chapters
first, and then read the other chapters, focusing on the subsystems that interest you. Chapter 2 introduces
the ECM2007 foundation class library, which is gradually extended throughout the book. It also intro-
duces the dynamic file plan component, which is also extended throughout the book as a way of tying
together the different phases of the content life cycle. The remaining chapters focus on specific parts of the
MOSS records management architecture and need not be read in any particular order.

0  Chapter 1: Official Records — Chapter 1 provides a conceptual framework for understand-
ing MOSS records management and introduces the concept of content modeling, which helps to
develop more effective records management solutions. It also describes the file planning process
and lays the foundation for the remaining chapters.

0  Chapter 2: Preparing for Records Management Development — Chapter 2 starts by examining
some of the key U.S. legislation that drives many records management solutions. It then walks
through the process of setting up a Visual Studio development environment for an optimal
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development experience, shows you how to create your own SharePoint Feature project tem-
plate, and introduces the ECM2007 foundation class library that is referred to and extended
throughout the book.

Chapter 3: SharePoint Tools for Managing Records — Chapter 3 provides an overview of the
built-in components on the SharePoint platform that are most important for building records
management solutions. It covers core concepts such as document libraries, content types,
versioning, and security, showing how to add support for these components to the ECM2007
foundation class library. Finally, the chapter introduces the SharePoint records management
namespaces and object model and describes the Official File Web Service.

Chapter 4: The MOSS 2007 Records Center — Chapter 4 provides a deep dive into the archi-
tecture and implementation of the MOSS Records Center site definition, which provides most of
the built-in support for records management in the SharePoint environment. It introduces each
component of the site definition and describes how incoming records are processed.

Chapter 5: Building and Configuring a Records Repository — Chapter 5 builds on Chapter 4
and describes how to set up and configure a Records Repository, including the steps required
for creating the necessary document libraries and content types and setting up the Record
Routing Table. The chapter also introduces the concept of using a dynamic file plan for config-
uring the repository programmatically. It then further extends the ECM2007 foundation class
library to include custom file planning components.

Chapter 6: Populating the Records Repository — Chapter 6 looks at the Records Repository
from the perspective of users, administrators, and client applications that need to submit
documents to the Repository. It walks through the steps needed to configure the SharePoint
Farm for manual submission, and it shows how to submit records programmatically to the
Repository. It also shows how to extend the SharePoint Ul to support the submission of more
than one record at a time.

Chapter 7: Information Management Policy — Chapter 7 provides a broad introduction to
MOSS Information Management Policy, which underlies much of the advanced records man-
agement capabilities of the SharePoint platform. It describes the Information Policy architecture
and gives a detailed explanation of each component, showing how to create custom policy fea-
tures and how to build libraries of reusable Information Policy components.

Chapter 8: Information Policy and Record Retention — Chapter 8 builds on Chapter 7 and
shows how Information Policy is used to control record retention. The chapter provides a
detailed explanation of how the built-in Expiration Policy Feature works and shows how

to extend it with custom expiration formulas and actions. It then shows how to extend the
dynamic file plan introduced in Chapter 5 to include record retention policies.

Chapter 9: Information Policy and Record Auditing — Chapter 9 takes a similar approach
to Chapter 8, showing how Information Policy is used to control record auditing. It starts by
describing the built-in auditing features of the SharePoint platform and shows how to work
with the SharePoint auditing components and audit entries. It then shows how to extend the
dynamic file plan components from Chapter 5 to include record auditing support.

Chapter 10: Managing Physical Records — Chapter 10 shows how to use the MOSS Records
Management features to handle physical records by managing them as list items from within
the Records Center site. It then shows how to leverage the Information Policy framework in
conjunction with SharePoint workflows to reduce the complexity inherent in coordinating the
physical and electronic components.

Xvii
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Chapter 11: Suspending Record Processing Using Holds — Chapter 11 describes the Holds
architecture and shows how to create and remove holds, associate them with records, and lever-
age the built-in holds reporting and processing functionality. It also introduces the Search &
Process API, which can be used to quickly locate records to apply or remove holds.

Chapter 12: Building and Deploying Custom Routers — Chapter 12 introduces the MOSS
Record Routing framework and shows how to build and deploy custom routers that enhance
the built-in support for processing incoming records. It adds custom routing support to the
ECM2007 foundation class library and then shows how to use custom routers for filtering, track-
ing, and redirecting records. Finally, the chapter further extends the dynamic file plan compo-
nents from Chapter 5 to support custom routing.

Chapter 13: Maintaining Record Integrity — Chapter 13 approaches records management from
a higher level and focuses on the problem of ensuring that incoming records have valid content
and metadata. It starts by extending the ECM2007 foundation class library to include an exten-
sible content validation framework, which is then used to associate custom validation rules with
standard SharePoint components such as content types and Information Policy features. The
chapter then shows how to use the Validation framework from within a custom router.

Chapter 14: Managing Electronic Mail Records — Chapter 14 explains the built-in support
provided by MOSS and Exchange 2007 for managing electronic mail records. It introduces the
Messaging Records Management framework and walks through the required steps for set-

ting up Exchange 2007 to route official e-mail messages to a MOSS Records Repository using
Exchange Managed Folders. The chapter also includes code that shows how to set up managed
folders programmatically and further extends the dynamic file plan components from Chapter 5
to include support for setting up Exchange.

Chapter 15: Using Workflow to Manage Records — Chapter 15 introduces the concept of using
SharePoint workflows to manage the complex interactions that are often involved in ECM/RM
solutions. After providing a brief overview of the SharePoint workflow architecture, the chapter
describes the workflow activities that are included in the Microsoft SharePoint ECM Starter Kit
for working with official records. The chapter then identifies additional workflow activities that
are useful for records management and shows how to build a custom workflow activity library
for building records management solutions that uses many of the components, such as the
dynamic file plan and the custom validation framework, that were created in earlier chapters.
Finally, the chapter shows how to extend SharePoint Designer to add records management sup-
port to declarative, no-code workflows.

Chapter 16: The DoD 5015.2 Add-On Pack — Chapter 16 provides a deep dive into the architec-
ture and implementation of the DoD 5015.2 Add-On Pack. It starts by describing the additional
requirements imposed by the DoD 5015 standard and shows how each of these requirements is ful-
filled by the components installed by the Add-On Pack. The chapter then walks through the instal-
lation and configuration of the Add-On Pack and describes each of its components and features in
detail, including custom field types and controls, content types, timer jobs, and workflows.

What You Need to Use This Book

This book assumes that the reader has moderate proficiency in using C# and the Visual Studio develop-
ment environment to build ASPNET web applications. It also assumes that the reader is familiar with
the basic steps involved in building and deploying SharePoint features and solution packages using
Visual Studio.

XViii
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The code modules and examples in the book were developed on a Windows Server 2003 system (Enterprise
Edition with Service Pack 2), Office SharePoint Server 2007 with Service Pack 1, Office 2007 Ultimate, Visual
Studio 2008 with Service Pack 1, and the Visual Studio 2008 Software Development Kit. The downloadable
Visual Studio solution files that accompany the book require the .NET Framework 3.5, and InfoPath 2007 is
required for working with the dynamic file planning components that are introduced in Chapter 5.

The examples in Chapter 16 were developed in a separate development environment in which the DoD
5015.2 Add-On Pack was installed. As mentioned in that chapter, installing the Add-On Pack irre-
versibly alters the MOSS environment. I therefore highly recommend that you create and configure a
separate system for working through those examples to avoid having to redeploy your primary devel-
opment environment.

There are several additional tools that are popular among SharePoint developers, and I typically use

many of them when building SharePoint solutions. These include the SharePoint Debugger Feature

(www . codeplex. com/features), DebugView from SysInternals (www. sysinternals. com), SPTraceView
(sptraceview.codeplex.com), Spence Harbar’s Application Pool Manager (www . harbar . net), and
SharePoint Manager (www . codeplex. com/spm). Although not a requirement for working though the code
examples, I also highly recommend Carsten Keutmann’s WSP Builder (wspbuilder.codeplex.com),
Lutz Roeder’s .NET Reflector (www.red-gate.com/products/reflector), and my own CAML.NET
IntelliSense (http://code.msdn.microsoft.com/camlintellisense).

Conventions

To help you get the most from the text and keep track of what’s happening, we’ve used several conven-
tions throughout the book.

Boxes like this one hold important, not-to-be forgotten information that is directly
relevant to the surrounding text.

Notes, tips, hints, tricks, and asides to the current discussion are offset and placed in italics like this.
As for styles in the text:

QO  We show keyboard strokes like this: [Ctr]]+A.
0 We show URLs and code within the text like this: persistence.properties.
Q  We present code in two different ways:

We use a monofont type with no highlighting for most code examples.

We use gray highlighting to emphasize code that's particularly important in the
present context.

Source Code

As you work through the examples in this book, you may choose either to type in all the code manu-
ally or to use the source code files that accompany the book. All of the source code used in this book is
available for download at www . wrox . com. Once at the site, simply locate the book’s title (either by using

Xix
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the Search box or by using one of the title lists), and click on the “Download Code” link on the book’s
detail page to obtain all the source code for the book.

Because many books have similar titles, you may find it easiest to search by ISBN; this book’s ISBN is
978-0-470-28762-0.

Once you download the code, just decompress it with your favorite compression tool. Alternately, you
can go to the main Wrox code download page at www.wrox.com/dynamic/books/download.aspx to
see the code available for this book and all other Wrox books.

Errata

We make every effort to ensure that there are no errors in the text or in the code. However, no one is
perfect, and mistakes do occur. If you find an error in one of our books, such as a spelling mistake or
faulty piece of code, we would be very grateful for your feedback. By sending in errata, you may save
another reader hours of frustration, and at the same time, you will be helping us provide even higher-
quality information.

To find the Errata page for this book, go to www.wrox.com and locate the title using the Search box or one
of the title lists. Then, on the book details page, click on the Book Errata link. On this page, you can view
all errata that have been submitted for this book and posted by Wrox editors. A complete book list, includ-
ing links to each book’s errata, is also available at www.wrox.com/misc-pages/booklist.shtml.

If you don't spot “your” error on the book’s Errata page, go to www.wrox.com/contact/techsupport
.shtml and complete the form there to send us the error you have found. We’ll check the information
and, if appropriate, post a message to the book’s Errata page and fix the problem in subsequent editions
of the book.

p2p.wrox.com

XX

For author and peer discussion, join the P2P forums at p2p . wrox. com. The forums are a web-based
system for you to post messages relating to Wrox books and related technologies and interact with
other readers and technology users. The forums offer a subscription feature to e-mail you topics of
interest of your choosing when new posts are made to the forums. Wrox authors, editors, other industry
experts, and your fellow readers are present on these forums.

Athttp://p2p.wrox.comyou will find a number of different forums that will help you not only
as you read this book, but also as you develop your own applications. To join the forums, just follow
these steps:

1. Gotop2p.wrox.comand click on the Register link.

2. Read the terms of use and click Agree.
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3.  Complete the required information to join as well as any optional information you wish to pro-
vide and click Submit.

4.  You will receive an e-mail with information describing how to verify your account and com-
plete the joining process.

You can read messages in the forums without joining P2P, but in order to post your own messages, you
must join.

Once you join, you can post new messages and respond to messages other users post. You can read
messages at any time on the Web. If you would like to have new messages from a particular forum
e-mailed to you, click on the “Subscribe to this Forum” icon by the forum name in the forum listing.

For more information about how to use the Wrox P2P, be sure to read the P2P FAQs for answers to ques-

tions about how the forum software works as well as many common questions specific to P2P and Wrox
books. To read the FAQs, click the FAQ link on any P2P page.
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Official Records

Records management is driven primarily by regulatory compliance and the need to reduce the
risk of exposure to legal liability for improperly managing information. The prospect of paying
significant fines for not adhering to an increasing array of regulatory requirements provides a
strong incentive for companies to implement comprehensive records management solutions. But
there can be equally significant costs associated with implementing those solutions that must
also be considered. There is the potential for lost productivity as knowledge workers spend more
and more time focusing on records management issues. There is also the potential for increased
IT costs as additional time and energy must be devoted to building and maintaining the records
management infrastructure.

That infrastructure has requirements as well. Not only must it support the identification and
handling of official records, but it must also provide the same tools for collaboration, approval, and
workflow that other knowledge workers employ in their day-to-day work. Compliance officers are
knowledge workers too, and the job of managing official records can be even more daunting than
creating them.

Microsoft has published a comprehensive records management planning guide that is essential
reading for anyone involved in the development of records management policies and procedures,
regardless of whether you are using MOSS as an implementation platform or not. You can
download the guide from http://go.microsoft.com/fwlink/?LinkID=92720.

What Are Official Records?

Don't you hate it when you ask someone a question and they respond with the generic answer,
“that depends”? I often find myself thinking, “This person obviously doesn’t know the answer to
my question and is just stalling for time so they can come up with something intelligent to say!”
You see where I'm going with this, right? When thinking about records management, the first
question that often comes to mind is, “What is an official record, anyway?”
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When does an ordinary document become something more? When does it “officially” become something
you have to treat specially because of some legislation or corporate policy or other business process that
may govern what you might otherwise do with it? Well, I hate to do this to you right off the bat, but the
only answer I can give you is, “that depends.” Let’s dig a little deeper, and you'll see what I mean.

To answer this simple question, there is a lot to consider. Is there something about the document itself
that determines whether it is considered an official record? In the simplest case, that determination
might flow from a special set of values in one or more document properties. In other cases, it might
come from the presence of a particular kind of content within the document. For example, the docu-
ment might contain sensitive information that only certain people should be allowed to see. Ultimately,
particularly in the context of highly collaborative environments like SharePoint, the final determination
of what constitutes an official record may have as much to do with how a document is used as it does
with the document content or with the metadata associated with it.

Traditional records management systems are focused primarily on archival mechanisms. We could
characterize them as location-based, where the physical location of the document is the dominant
consideration.

If physical storage were our only concern, then building records management solutions would be fairly
simple. Assuming we had a consistent platform for associating metadata with a file, we would basically
only need an established process for storing the file in a secure repository so we could find it again eas-
ily. Obviously, we would also need to apply some discipline in categorizing the metadata according to a
given set of rules, but this would be a relatively straightforward process.

The more challenging scenarios involve concurrent processes that may have nothing at all to do with
the policies or rules we are trying to enforce. This is where SharePoint distinguishes itself significantly
from other systems. Dealing with official records in the context of dynamically changing metadata
without interfering with critical business processes represents a quantum shift in the way we think
about official records and the software components needed to manage them effectively.

Core Records Management Principles

What are the core principles of records management? Here, I'm talking about the essential character-
istics of any records management system. At a minimum, there are four: confidentiality, information
integrity, adherence to policy, and auditability. If any one of these capabilities is missing, then that sys-
tem does not provide the necessary control points for ensuring that a given organization is meeting the
regulatory requirements driving the decision to implement the system.

In the SharePoint environment, we can add one additional core requirement: high availability. This gets
back to the notion that whatever controls you put in place for managing official records should have
minimal impact on normal business operations. For collaborative documents that support multiple
business processes, it means that you must implement solutions that do not hinder those business pro-
cesses or increase their cost.

Now look at these principles of records management more closely:

0O  Confidentiality — Confidentiality requires that the records management system must ensure
that strict access controls are maintained for any official record so that only those persons and
groups with appropriate permissions are able to view the record. Any deviation from such
access controls must also be properly monitored and recorded.
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0  Information Integrity — The records management system should provide a way to check the
integrity of a record’s metadata as well as its content. This could require the enforcement of
rules that govern the range of property values that are considered valid for a given set of meta-
data fields. The system must also ensure that neither the content nor the metadata associated
with records is altered after they have been placed into the repository.

0  High Availability — Official records must be available at all times to support processes that
may or may not be related to core business functions, such as litigation support or compli-
ance research. This requirement of high availability often underscores the need to decouple
the Records Repository from other enterprise information stores so that any request for official
records is not tied to critical business processes.

0  Adherence to Policy — Adherence to policy means that there are rules that govern how particular
types of records must be handled by the system. For policies to be implemented effectively, they
must be defined clearly and must also support administrative proof that a given policy was fol-
lowed for a given record instance.

0  Auditability — The auditability requirement means that there must be an efficient and secure
mechanism for keeping track of everything that happens to a record. This typically includes
changes to the way in which the auditing itself is implemented. Thus, audit records are also
treated as official records. Consequently, the records management system must provide tools
for ensuring that the auditing features are also tamper-proof and that the audit records are
securely maintained.

Content Modeling

What are the essential characteristics of content that enable effective records management? Is there

a methodology we can use for deciding what metadata to associate with a given content element?
Ultimately, we want tools that not only enable us to build detailed models of our metadata design, but
also to bind the resulting metadata to our code consistently and in a reusable fashion so we can avoid
having to build the same model repeatedly.

What we have today is a pretty haphazard definition of what metadata consists of and how it should be
defined. There are different kinds of metadata coming in from legacy document management systems
and from unstructured documents. The properties attached to those documents haven’t necessarily
been defined in any consistent or rigorous manner. Consequently, when we’re building records man-
agement solutions in SharePoint, we run into the problem of matching columns to properties and mak-
ing sure that each document being managed by our solution has appropriate data in the right places.
This can be a big problem, and it can get very complicated. There are third-party tools cropping up that
purport to provide mechanisms for mapping properties, and thus the concern is not so much about the
actual mechanics, but about the methodology used for figuring out which properties are important for
a given scenario and deciding what we're going to map those properties to.

Another way that metadata is being determined now is that there are often many different copies of
the same document floating around in the enterprise. In a perverted kind of way, the more duplication
there is of a particular document, the more we could say that document may increase in value. Because
it is being used so much, it must have more value than other documents. It becomes a sort of high-value
target as a starting point for further analysis. By examining frequently copied documents, we may
develop a rudimentary understanding for how the document is being used at different times. As an
example, let’s say that we have an annual report that is being created consistently every year. But then
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at some point, new management takes control of the company and they need new information, and
the annual report morphs into a different kind of document that includes additional reports. Another
example might be an expense report that has new expense items that must be included. Whenever a
document that is attached to one business process is applied to different business processes, the result
is that the metadata gets messy very quickly. Certain properties support either the original process or
the new one, while other properties support both.

Generally, there is no systematic method for determining what metadata is needed for a given business
purpose. Yet the paradigm keeps evolving, and we’re moving forward with this content explosion. We
have no choice but to move more and more content into SharePoint based on a pretty informal method-
ology. To deal with this, it helps to think about how the metadata is going to be used. If it is simply for
classification and categorization, it may not be as important to have formal methodology for figuring
out what the metadata should be. But if it is going to be used to drive business process automation, it
becomes vitally important to have a methodology so that we can consistently determine or derive the
correct metadata because we need to coordinate multiple processes and the activities being performed
by people connected to those processes. Where is that coordination going to come from? It’s going to
come from something attached to the document or to some other object that describes the document.
In a traditional document management system, we might have a database record that includes this
metadata. In SharePoint, we can attach the metadata directly to the document, associate it with a list or
content type, or embed it into a workflow activity.

Understanding the Content Life Cycle

The content life cycle provides a useful model of the way humans interact with information, and it

can be represented as a simple sequence consisting of four phases: creation, review-and-edit, publica-
tion, and final disposition. Depending on the type of content being modeled and the way it is used, the
review-and-edit phase may be repeated as often as needed.

It is worth noting also that this is a recursive model, meaning that the entire sequence can be embed-
ded within any individual phase to drill deeper into the analysis of the content-driven workflow. For
example, the process of creating an annual report could be modeled as a sequence of steps starting with
the gathering of initial metadata to create the document instance, review-and-edit of the content and
underlying assumptions, approval and publication of a series of drafts, and then final disposition to a
shredder or long-term storage repository.

But the process of gathering the metadata could itself be modeled in the same way. This is because what
we call content depends on many factors, not the least of which is the context of the analysis. Figure 1-1
illustrates the basic sequence.

Review
& Edit

Approve
& Publish

Figure 1-1: Typical content life cycle.
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The content life cycle can help a lot when building ECM solutions because it provides a context within
which to understand and tease out the requirements needed to deal with chaos. The content life cycle
informs further analysis of those requirements, even though our current tools for creating content pro-
vide no consistent data model that can be leveraged to answer basic questions about the information
we use every day to perform common business functions. The key lies in the fact that content drives all
business processes. If we can clarify just what kinds of interrelationships tend to help or hinder those
processes, we can define and identify critical metadata that can then be used to manage the transforma-
tion of content from one stage to another.

At each stage of this life-cycle model (creation, review-and-edit, publication, and final disposition), dif-
ferent tools may be used to manage the production or consumption of information at that stage. Having
the right tools at the right stage can have a significant impact on whether a given business process is
successful. It can certainly influence how quickly an organization can respond to changes in the under-
lying information. Therefore, it is useful to explore ways to leverage whatever can be known about the
life cycle of a particular kind of content to understand how that content relates both to the individual
producers and consumers of that content and the environment surrounding how that content is used.

Consider what happens during the content creation phase. Whether using a server or client application,
the way that content is created is driven at least in part by the role being played by each person who
interacts with the content or with the initial metadata used to generate that content. As an example, if a
team is producing a periodic report such as an annual report for a company or a quarterly report for a
department, then the appropriate tools must be available for each team member to create the required
metadata before the report can be created (whether it is generated or being written by hand). Once it is
created, it then moves on to the next phase in its life cycle and may require different tools at that point.

What'’s interesting is that the role being played by each team member as well as other essential char-
acteristics of the content itself help to define what tools are needed at each stage. This intersection
between the content life cycle, the roles of each content producer and consumer, and the business pro-
cess to which the content is being applied defines a “nexus of opportunity” that can be exploited to
achieve new levels of business efficiency. The trick will be to find an effective technique that pulls all
of the required elements together in a way that engages all stakeholders. First, we’ll lay out some high-
level goals for our content modeling technique, and then we’ll look at role/activity modeling, which
addresses these goals.

Content Modeling Goals

Goals that you should keep in mind as you develop a content modeling methodology generally include
the following:

1. Understand the essential characteristics of content that can enable effective management and
control.

Develop a methodology for deciding what metadata to associate with a given content element.
Develop tools for binding content metadata to code in consistent and repeatable patterns.

Build an effective strategy for using content to support business process automation.

A

Be precise and not require heavy IT skills or sophisticated modeling tools.
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Ideally, the modeling methodology should not require heavy technical skills. The target audience will
include both developers and knowledge workers who typically understand business processes better
than IT does. We don’t want to introduce a modeling technique that is overly technical. At the same
time, it has to be precise enough to support the kinds of quantitative analysis we need for software
component building in order to respond to the business requirements.

The final goal is that we don’t want to have to use sophisticated modeling tools. We should be able to
create these models easily using something no more complicated than Microsoft Excel. We should also
be able to create visual models easily that relate directly to the actual modeling activity using some-
thing like Microsoft Visio so that we can easily share the model with knowledge workers, developers,
and architects.

The Role/Activity Modeling Technique

We use role/activity modeling to identify the content that drives specific business processes, and then
we classify the content so that we can map it to different parts of the solution. The remaining content is
grouped for highest efficiency, such as by predominant role, security requirements, source location, and
so on. Finally, we identify and build domain-specific components (such as timer jobs, event receivers,
and workflow activities) around those content elements. This results in a set of components that is more
tightly coupled to the business process being automated and greatly simplifies the construction of solu-
tions around that business process.

This technique is particularly useful for workflow development because the components you identify can
be implemented as custom workflow activities that can then be added to SharePoint Designer to enable
business analysts to easily add domain-specific workflow support to any SharePoint portal.

The role/activity modeling exercise begins with a guided discussion to identify the major roles that will
participate in the solution and the primary responsibilities that will be assigned to those roles. Then we
walk through a very informal, but still structured analysis to determine what the main activities are
that are required in order to fulfill those responsibilities. Within each of these activities, we then deter-
mine what information is essential to performing the tasks we have enumerated. As it turns out, this

is a very useful analysis when dealing with any kind of portal because in the portal environment, you
are presenting users with tools for performing tasks that fulfill responsibilities to which various roles
have been assigned. And so that maps pretty nicely into, for example, an Active Directory permission-
granting environment wherein you are providing certain tools to certain individuals and information is
constantly flowing into and out of the system. Figure 1-2 shows the steps of the technique.

Step 1 I:{> Step 2 I:> Step 3 I:{> Step 4
Identify ::; Enumerate ::; Identify ::; Identify
Roles Responsibilities Activities Content In/Out

Figure 1-2: Role/activity modeling.

Here, we are making a few basic assumptions about the portal environment, such as the ability to cap-
ture metadata in the form of lists, the ability to control access to documents, the ability to build compre-
hensive workflows, and so on. Typically, what is needed prior to doing this kind of analysis is to build
the necessary semantic tools to do the envisioning at a higher level. From the perspective of a business
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analyst who may be new to the SharePoint environment, an essential ingredient is helping them to
develop a realistic understanding of what features SharePoint provides out-of-the-box and what it does
not, and then move on to a broader strategic vision that includes guidance for how those features can
be applied to solving the particular business problem. In order to use the analysis as a foundation for
building solutions, it is also necessary to identify reusable patterns that can be combined to reduce the
overall complexity of a given problem by making it possible to decompose the problem into smaller,
more manageable pieces.

I'like to think of SharePoint in two dimensions: space and time. If you view it from the spatial dimen-
sions, then the share point is the location in space at which you place information to be shared with
others. It’s like a glorified file share. It’s a physical location for sharing information. Alternatively, if
you look at it from the temporal dimension, then the share point is the point in time when collaboration
becomes essential to your business process. In other words, there is a point in time when the complex-
ity of working with shared content becomes so great that you have no viable alternative but to share
the information. The solution requires more consciousness, so you have no choice but to collaborate.
SharePoint is therefore a great name for this platform because it truly captures the spatial and temporal
complexities that are inherent in the work we do and the activities we have been tasked with.

Consider the platform itself. We have a set of sites that support large numbers of users. We have a fixed
topology that imposes a certain structure on the information stored within it. Perhaps there is a top-
level site with departmental sites underneath it and end-users have the ability to create their own sites
beneath those. With so many sites being created and so much information being stored in so many
ways, the spatial constraint is to reduce the unnecessary duplication of information. But it’s a tempo-
ral constraint as well. We want to enable users to find and reuse information as much as possible, just
in the interest of time. Otherwise, they will fall into the same behavioral patterns they used when all
they had were file shares. The reason there were so many duplicate copies of the same document was
because someone couldn’t find that first copy they created last year that was exactly on point for what
they are doing now. Even if it was only 80 percent on point, they just don’t have time to look for it.

Enumerating Roles

We need a way to determine what the workflow patterns look like because there are many ways to
structure information to support those patterns. But there can be a real disconnect between the collabo-
ration platform and what people in the organization are being tasked with. In many ways, collaboration
presents a paradigm shift for the average information worker, who is used to working on a separate
island of information. Now, there are other nearby islands they need to collaborate with, but they are still
thinking in terms of my island and your island. They are not yet comfortable with the shared repository
idea, especially when it potentially affects their ability to deliver work product.

The role/activity modeling exercise helps to clearly state and enumerate the roles that are involved.
There are clearly defined responsibilities. That’s an embedded relationship. You can’t have the same
responsibility in more than one role. By enumerating the list of responsibilities associated with each
role, you have a way to identify the primary forces working against the collaboration initiative. When it
comes down to it, people are motivated by their need to fulfill their perceived responsibilities. Adopting
a new paradigm requires effort. It requires time to learn the new tools. It requires a commitment to
learning. It is easier to persuade people to invest the additional time and energy if they think the new
paradigm will better enable them to fulfill those responsibilities.

If you roll out a portal that does not facilitate the individual’s ability to perform his or her assigned
tasks, you are increasing the noise they have to deal with, and you are increasing the effort they must
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expend. There is then little incentive for them to adopt the new paradigm. One of the strategies that
Microsoft started with was to integrate the collaboration platform tightly with Office. This gives you the
ability to build on knowledge they already have. You have the ability to extend rather than shift the para-
digm. This works well for both the collaboration and aggregation activities.

Enumerating Responsibilities, Activities, and Tasks

The role/activity modeling exercise can really help to clarify and focus the structure of an information
portal. Beyond that, it can also provide a foundation for building analytical models that can guide the
construction of component libraries so they provide the essential tools required by users to meet specific
business objectives. Figure 1-3 illustrates the relationships between the different parts of the model.

Responsibility Responsibility Responsibility

/\\_/ Content

Figure 1-3: Role/activity modeling elements.

Content

People don't really have a choice with regard to their responsibilities. It’s part of their job descriptions.
They must fulfill their responsibilities in order to satisfy their job requirements. The following table
shows some common examples of roles and responsibilities.

Group Role Responsibilities

Administration =~ Administrative Managing communications and scheduling activities to
Assistant alleviate executive information workload
Accountant Collecting, auditing, and reviewing financial documents and

related information

Creating financial reports

Bookkeeper Collecting and distributing funds and issuing receipts

Maintaining financial records
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Group

Role

Responsibilities

Compliance

Media/PR

Human
Resources

Operations

Comptroller

Compliance
Officer

Outreach

Marketing

Press Coordinator

HR Manager

Mediator/
Counselor

Team Builder

Ensuring that all operations are running smoothly

Troubleshooting problems as they arise

Ensuring that legal documents, contracts, and releases are
properly signed, received, and filed

Ensuring that the organization acts in accordance with
governmental rules and laws as well as internal policies and
guidelines

Ensuring that governmental reporting requirements are met
Contacting and maintaining relationships with the press

Identifying advertising opportunities
Creating marketing plans
Developing PR campaigns
Interfacing with graphic designers

Developing branding requirements and specifications

Developing and approving talking points for media
spokespeople

Coordinating with the media outreach specialist
Developing and maintaining lists of media spokespeople
Developing and approving press materials

Developing and maintaining a database of media contacts

Interfacing with the publications group to ensure that
materials are created

Identifying the personnel needs of the organization

Recruiting, hiring, and managing the staff

Reviewing trends to identify potential problems

Pulling together the appropriate resources to help people deal
with difficult situations

Creating a mechanism to enable people to find the support
they need

Acting as a mediator/facilitator
Identifying needs, creating teams, and inspiring people to
join them

Creating and designing activities to build team identity and
cohesiveness and sustainability within the team

Continued
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Group Role Responsibilities

Skills Manager Creating and disseminating training programs and materials
to keep staff and teachers up-to-date with new policies, pro-
grams, and legal requirements
Identifying gaps in skills and developing tools for updating
individual skills and ensuring that mandated policies are
effectively applied

Getting people to simply articulate their understanding of what their responsibilities are can be helpful

in itself. You can organize them easily in a simple spreadsheet with columns for Role, Responsibilities,
Tasks/Activities, and Inputs and Outputs. You don't have to organize them into an elaborate model — just
simply enumerate them. Later on you can project them onto a site topology that identifies the most appro-
priate tools that support those activities. They don’t have to be connected into a workflow, either, although
the ultimate tool would be one that ties the inputs and outputs to other activities within the same business
process. That would yield a modeling platform that provides everything needed to map the process all
the way down to the individual content elements flowing into and out of the system. Until we have such a
tool, just getting users to articulate their understanding of the roles and responsibilities can be valuable.

A Simple Example

As an example, consider the role of compliance officer in an organization. The compliance officer is
responsible for ensuring that the system is properly enforcing the core requirements of any records
management system, namely, confidentiality, auditability, high availability, and so on. Figure 1-4 illus-
trates the technique applied to this role.

These are unique responsibilities, because the same responsibility cannot be associated with more than one
role. Also, high availability in the context of records management does not mean up time, which might be
the responsibility of an operations staff or system administrators. It means ensuring that the information
needed to manage a given set of records is always available and that the ability to comply with regqulatory
requirements is not compromised by day-to-day interactions with the affected documents.

Compliance
Officer

Confidentiality Auditability High Availability
Monitor
Usage /="
h Run
Report
N p
Audit

Entries

Figure 1-4: Role/activity modeling example.
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Within the auditability responsibility, we want to derive a list of tasks that are essential to fulfilling that
responsibility. When we are done, we want to be able to say, “If I perform these tasks, then the respon-

sibility is fulfilled.” So the tasks must be tied directly to the fulfillment. Within each task, there may

be several activities that are part of the task. This just gives us a way to capture iterative processes that
taken together make up the set of actions that must be performed. Keep in mind that each activity may
feed other tasks. They may be ordered or unordered — it depends on the task.

Within each activity, there is information that is essential to performing the activity. Without that
information, the activity cannot be done. We need to enumerate those pieces of information as well.
Similarly, as a result of performing an activity, there is new information that is produced. We can say
that every activity must produce new information or it is not an activity we are interested in modeling.
However, metadata can also fulfill this requirement, so the very fact that an activity was initiated can
be information that is produced as a by-product of performing the activity.

Typically, list items, documents, or e-mails are produced or consumed by the activities when modeling
human interactions. The same technique can be applied to system level workflows,; however, different
kinds of information may be produced or consumed — perhaps more fine-grained. For example, when
dealing with business-to-business workflows, we may be talking about packets of information in the
form of WCF messages instead of actual documents.

After going through this process, you can now build a site topology that presents all of the tools and infor-
mation needed for a records manager or project lead to fulfill the responsibilities to which they’ve been
assigned. You could provide a Records Manager’s Workspace that includes links for performing a specific set
of tasks. You could go further and limit the available tasks to only those that have been enumerated dur-
ing the role/activity modeling exercise. You could also think about the web parts or custom Web Services
needed to support those activities, whether they are presented sequentially or in random order.

For any given model, the level of granularity needed when defining the roles can vary. They can be spe-
cific to an industry, especially in the context of regulatory compliance that often involves roles whose
responsibilities are driven directly by constraints imposed by a particular piece of legislation. One
approach is to actually define the roles as off-shoots of each regulation. So, for example, we could define
roles such as HIPAA Compliance Officer and SOX Compliance Officer and model the solution based on the
specific regulatory issues faced by those users. Such an analysis would naturally lead to HIPA A-specific
web parts that simplify searching for records that are affected by HIPAA rules, or a SOX-specific file
plan that captures SOX-related metadata that, in turn, is used to set up the Records Center site to work
with those records, and so on. Figure 1-5 depicts what this might look like.

The end-users involved in a records management application are not users of the Records Center site,
but users of the collaboration portal — collaborative end-users. These are the people who are interact-
ing with documents daily. These documents may or may not be promoted to official record status. In
the simplest case, there are scenarios wherein the end-user selects a document and sends it manually

to the Records Repository. Other scenarios involving end-users might require specialized tools beyond
the simple send to repository functionality provided by the SharePoint Ul. As an example, you might
want to enable users to send many documents to the Records Center at once, and consequently may
need to provide tools that allow them to specify all of the metadata for those records in a single batch.

11
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Figure 1-5: RMS role activity model.

Factors to Consider When Applying the Technique

There are several useful factors to consider when using role/activity modeling:

O  The discovery process empowers knowledge workers.

QO  Models can be created quickly using familiar tools, making the modeling exercise approachable
by business analysts, developers, and end-users.

O  Modeling artifacts (such as spreadsheets and Visio diagrams) directly support software compo-
nent building and can help clarify and drive other development activities.

Discovery Empowers Knowledge Workers

Just by going through this discovery process, knowledge workers may suddenly understand what their
responsibilities are, whereas before the exercise, their understanding of this might have been vague.

It forces everyone to be on the same page in terms of identifying what the requirements are for a par-
ticular set of content elements and responsibilities. Another thing to observe is that it’s very approach-
able both by business analysts and by those who are not business analysts, but who know what their
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business responsibilities are. By being engaged in the role/activity modeling exercise early in the solu-
tion development cycle, knowledge workers can gain deeper insights into their business function and
understand their existing responsibilities in new ways that can improve their performance. Common
understanding forces everyone onto the same page, enabling them to share responsibilities more effec-
tively and work better as a coordinated team, lessening the perceived need to take ownership of parts
of the process that are beyond their immediate control.

Roles and Activities Are Easily Understood

In the case of one large volunteer organization (with more than 10,000 members), we pulled together
people from IT, people from management, and people from the board of directors and the oversight
group, as well as people who were being assigned these tasks, such as accounting and HR, with a wide
range of skills and experience, but everyone in the room was comfortable with Excel. No one pushed
back on the process. This enabled us to reach consensus quickly and figure out exactly what they
needed in this particular portal environment.

Without a methodology like this, it all falls on IT to figure out what everyone needs. Experience in
several different projects has shown that there can be a substantial time lag between when IT comes

up with a design and when they present it to those who are going to use the SharePoint portal in their
day-to-day activities. This increases the chance for failure if there was never any clear enumeration of
roles and responsibilities. Applying this methodology can really help with user adoption of any kind of
portal design.

Content modeling and data validation are interrelated. When building a content model, there is a natu-
ral progression from the role/activity modeling exercise to the construction of a more detailed XML
schema that describes the content and its interactions with various business processes. From that point
onward, an API can be developed gradually using generated classes that are extended with domain-
specific interfaces as they are discovered.

Modeling Artifacts Support Component Building

After the role/activity modeling exercise is complete, you will end up with some number of spread-
sheets and diagrams that describe the model elements and how they are related. We can call these
artifacts of the modeling exercise. What's really interesting is that by defining these artifacts in a struc-
tured way, we now have tools that we can use to go ahead and begin declaring our content types. The
modeling exercise has already identified the major content types as well as their interdependencies.
What is left is the actual fields that make up each type. The field derivation is fairly straightforward at
this point. Just examining the tasks and looking at what they consume and produce is enough to iden-
tify existing site columns and field types or to design new ones. Finally, the context provided by the
roles and responsibilities enables us to create separate schemas that describe each type in context as it
moves from one phase of its life cycle to the next.

This means that you can build XML schemas to support various layers of the solution. As an example,
consider a meeting agenda for a board of directors. This information is required by the board secretary,
but is also required by the individual board members. So the meeting agenda has a life cycle that inter-
acts with both roles. Therefore, when defining the metadata for the meeting agenda, you can focus on
the metadata that is specific to the board secretary and consider that metadata separately from the same
meeting agenda when it is being used by a board member. Likewise for any of the other items, you can
easily see when a particular content element is being referenced or consumed by multiple roles.
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As we apply the role/activity modeling technique to records management, you will see that this abil-
ity to capture high-level details of the content life cycle in a schema that maps each phase to a discrete
set of roles and activities makes the XML schema an important tool for building any kind of content
management solution. In the next section, we’ll examine what are the most important elements of such
a schema that could be used specifically for managing official records.

Developing a File Plan

At the heart of any records management system is the file plan. Records managers and compliance
officers are accustomed to creating file planning worksheets that describe the kinds of documents that
their organization will treat as official records. The file plan describes where each type of record should
be stored, how long it should be kept, and the manner and conditions under which it will be archived
or destroyed. A traditional file plan may also include additional information that is used to categorize
documents and to assign tasks to the persons responsible for managing each record type.

The fundamental concept of an official record is intended to convey the notion that at some point in its
life cycle, a document may serve as evidence of some transaction that has taken place within the orga-
nization. For instance, when a contract or legal agreement is signed, then the contract itself serves as
evidence of the agreement. It’s not the only evidence of the agreement, but taken together with other
evidence, it can serve to clarify the intentions of both parties. Therefore, it should be possible to some-
how freeze the document in its current state such that a snapshot of the document is stored in the system
so that it can be retrieved and reviewed later.

For certain scenarios, taking an actual snapshot of the document may suffice. However, storing only an
image of the document is not as useful as keeping all of its metadata, macros, embedded objects, and so on.

The following table lists the basic elements of a file plan, as defined by Microsoft. They provide a start-
ing point for analyzing documents and describing the types of records needed to manage them. The
resulting worksheet can then be used to design an effective MOSS Record Repository.

Element Description

Record Type This is the name of the record type and typically matches the name of the
content type associated with the document.

Description This is a brief description of the record type that should be targeted at content
managers so they understand the rationale for “promoting” the document to an
official record.

Media This describes the format in which the record is stored, such as MP3, HTML,
Word 2007, and so on.

Category This is a general categorization that can be used to group similar record types

together, for example, when deciding which document libraries will house
submitted documents.

Retention This is a statement of the required retention period for records of this type. The
retention statement will ultimately be used to determine how the expiration pol-
icy for the document is configured. It should therefore include all of the informa-
tion needed to perform that configuration.
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Element Description

Disposition This is a description of what will happen to the document when its designated
retention period ends. This will be used to select the appropriate expiration
action for the document and will therefore also influence the configuration of the
expiration policy applied to the document.

Contact This is the name of the compliance officer or content administrator assigned to
documents of this type.

Typically, this information is captured in a spreadsheet and then is referred to by all members of the
compliance team, which may include lawyers, business analysts, and IT personnel. This spreadsheet
can become a useful artifact because it can be easily uploaded to a document library, revised, approved,
and then used to drive the manual construction and maintenance of the Records Repository. From this
one document, all of the required content types can be identified and linked to the appropriate routing
types. Custom routers can also be built and installed if necessary, and document retention policies as
well as other information policies can be configured and tested.

Ultimately, we’d like to move beyond the manual model represented by the static file plan described
above toward a more automated approach, wherein a dynamic file plan is used to drive the process of
adding the required components into an existing Records Repository. An automated or semi-automated
approach would fit in well with the day-to-day operation of a typical Records Center by enabling com-
pliance officers and content managers to deal more effectively with constantly changing requirements
and regulations. Ideally, we'd like to publish the file plan using a set of SharePoint features. But before
we can delve into the mechanics of building dynamic file plans using the MOSS Records Center API,
we first need to cover the manual steps that are required to set up a Records Repository using the out-
of-the-box Records Center site template.

Identifying Roles and Responsibilities

The process of associating roles and responsibilities with the file plan flows very naturally from the
role/activity modeling exercise. We simply copy the roles into the file plan, describing each one using
information that we’ve captured in the spreadsheet. We can follow a similar process when enumerat-
ing the responsibilities, keeping in mind our rule that there can be only one role associated with each
responsibility. By enumerating the roles within the file plan, we can more easily see how different
aspects of the plan are affected by and serve the various roles.

In this way, we can think of file planning as an extension of the role/activity modeling exercise, the key
difference being that whereas file planning is content-centric, role/activity modeling is more process-
driven. This translation from process- to content-centric views while creating the file plan is key to devel-
oping a clear understanding of how a particular kind of content drives the business process. The role/
activity modeling exercise then becomes an essential preliminary step so that we thoroughly understand
the process before attempting to refine our understanding of each content element that feeds it.

Identifying Applicable Policies and Procedures

To develop a comprehensive file plan that can support different operations at various stages of the over-
all processing life cycle for a record, it is important to identify the policies and procedures that govern
what happens to the record at each stage. One approach might be to define the policy very simply as
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just a descriptive text statement attached to each record. That text could then be presented to the con-
tent manager or to other persons involved in the document processing sequence, and could explain the
purpose of the policy and the reasons for its inclusion, perhaps tying it back to a particular piece of leg-
islation or to a particular organizational rule or procedure.

Another approach might be to attempt a more granular description of the policy by breaking it down
into its constituent parts. Using the expressive power of XML, for instance, we could begin with a Policy
element and then identify different parts of the policy as nested subelements. Those subelements might
refer to other elements in the file plan, such as the roles and responsibilities most affected by the policy,
and so on.

Identifying Custom Routing and Workflow Requirements

As we develop a deeper understanding of how a particular content element feeds the business process,
we're really starting to talk about workflow. We're looking specifically at how a particular content element
flows out of the collaborative environment and into the more structured and restrictive environment of
the Records Repository. We are basically using the file plan to define a path for the record to follow, and as
part of that process we are examining what happens to the record as it moves along that path.

This is where custom routing requirements may begin to emerge. If, for example, we determine that the
primary requirement for handling a given set of documents is to keep track of what happens to them,
then we may need enhanced tracking that is more detailed or comprehensive than the tracking mecha-
nisms that are provided out-of-the-box. For other record types, such as patient records, the dominant
requirement might be confidentiality, in which case, we may need a special router that attaches more
restrictive permissions to the record when it is stored.

Identifying Document Categories and Groups

Categorization is a natural part of any content processing mechanism. We do this automatically when-
ever we decide what name to give a folder that will contain new documents that we create. We do the
best we can to identify the proper folder, and we typically name the folders based on our current under-
standing of the document’s intended purpose. Later, the primary purpose of the document may change,
and we often end up copying the document to a different folder and renaming it.

When building a file plan, it is important to capture as much information as possible about the groups a
given record might belong to as well as the categories it might be associated with. This supports the con-
struction of different views of the record while it is being processed. You can also use the categorization
information to define queries for retrieving and manipulating only those documents you are interested in.

Identifying Document Sources
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The process of finding documents that match the file plan can be highly subjective. Describing the sources
of those documents in an objective way can help to simplify the process and can also provide a foundation
for building expertise around the file plan that is not dependent on any one person. One way to do this is to
include information that can be used to create a query for finding the documents to which the plan applies.

This is technically more of a document management than a records management activity, because it
applies to active documents that have not yet moved into the records management process. However,



Chapter 1: Official Records

capturing the relevant metadata, location, keywords, and other properties that determine whether the
plan applies to a given document is an important part of the planning process, and the file plan is the
most convenient location for storing this information.

Analyzing Storage Requirements

Storage information can be included in the file plan to support capacity planning for the Records
Repository and is related to the identification of document sources. Using a query to identify and locate
record candidates would allow you also to calculate the probable size of the Repository before actually
constructing it. This information might also influence how the Repository is organized.

Analyzing Security Requirements

Security and access constraints should also be included in the file plan so that permissions can be set
up automatically for certain documents. For example, if you're developing a file plan for healthcare
documents that are governed by the Health Insurance Portability and Accountability Act (HIPAA),
then confidentiality rules may apply such that when the records are processed, only certain people are
allowed to see them. Having a description of these rules in the file plan enables any processing compo-
nents to assign the required permissions to the appropriate people or groups.

Another aspect of security is the identification of the persons who will be responsible for the manage-
ment of the record once it moves into the repository. Thus, there may be multiple levels of security that
must be described. One approach is to identify a records manager with a certain set of permissions and
then to add a separate list of roles and their permissions.

Summary

Records management is driven by regulatory compliance, which imposes core constraints on any
records management system. These include confidentiality, information integrity, high availability,
adherence to well-established policies, and auditability. The MOSS Records Management infrastructure
provides tools that support each of these requirements.

This chapter introduced the concept of content modeling, which helps to develop more effective records
management solutions by identifying the key content elements that drive a business process. The role/
activity modeling technique was introduced as a straightforward methodology that identifies the pri-
mary roles and responsibilities involved in a business process and then maps them to the tasks and
content elements needed to fulfill them. This approach is easily understandable to business analysts

as well as to knowledge workers and IT staff, which makes it an ideal candidate for bridging the gap
between the groups involved in the development of business process automation solutions. The role/
activity modeling technique can be applied easily using readily available tools like Excel and Visio and
offers a way to ensure consistent binding of metadata to content elements, the people who interact with
them, and the business processes that produce and consume them.

At the heart of any records management strategy is the file plan, which is a document that describes

the criteria that determines which documents shall be treated as official records and how they should be
processed. This chapter enumerated the essential parts of an effective file plan and showed how the file
plan can provide a strong foundation for further development activities.
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Preparing for Records
Management Development

There are some basic considerations that come into play when building a solution that will sup-
port records management activities. The first things to think about are the roles involved in the
overall workflow. The business processes for records management may include collaborative
workflows, but they may also include other workflows that are driven by compliance needs or
auditing needs and that generally involve closer oversight and have stricter rules associated with
them. So in this chapter, you'll see some of the key roles that are involved in a few of the more
common regulatory compliance scenarios.

Some tools and techniques for SharePoint development will be identified that can help to maxi-
mize your productivity when building records management solutions. More specifically, we’ll
look at ways to enhance the Visual Studio development environment by installing some popular
utilities that are freely available on the Internet, taking advantage of some off-the-shelf tools that
are included with the Visual Studio product, and building some additional tools of our own.

Understanding Current U.S. Regulations

Since records management is driven primarily by regulatory compliance, our solution develop-
ment strategy depends on first understanding the relevant regulations so that we have a better idea
of the roles and responsibilities facing organizations having to deal with records management.
These regulations specify rules for handling e-mail, privacy, accuracy in financial reporting, iden-
tity security, and other records management issues. Following are some of the most important U.S.
regulations that you might need to consider in developing your solution development strategy:

Q  DoD 5015.2 — The DoD 5015 standard is often referred to as the gold standard for records
management software systems in the United States because it is so well-known and widely
used. It provides detailed guidance for the proper management of official records and
defines many of the criteria that companies use to determine whether a given software
system includes the features needed to manage records in a way that satisfies the strict
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requirements of government agencies. These criteria include the management of e-mail records,
the creation and processing of complex document retention rules, and the ability to automate the
periodic review of records that are deemed critical to the operation of an enterprise. For more
information, see www.dtic.mil/whs/directives/corres/pdf/501502std.pdf.

0  Health Insurance Portability and Accountability Act (HIPAA) — This legislation was enacted
in 1996 to protect health insurance coverage for workers and their families when they change
or lose their jobs. It includes specific provisions governing the creation and distribution of
electronic health records that potentially cover all health care transactions and requires the
establishment of national standards pertaining to the security and privacy of those transactions.
These standards include the establishment of national identifiers for employers, health care pro-
viders, and health insurance plans. For more information, see www.hipaa.org/.

a Sarbanes-Oxley (SOX) — There are 11 provisions, or Titles, in this bill, two of which directly
affect the management of financial reports. Title III requires that corporate officers take individ-
ual responsibility for the accuracy of corporate financial reports and specifically requires
that they personally certify and approve those reports every quarter. Title IV requires internal
controls for assuring the accuracy of financial reports and requires both audits and reports on
those controls. For more information, see www . soxlaw. com.

0O  Gramm-Leach-Bliley Act (GLBA) — This legislation was enacted by Congress in 1999 to pro-
tect the privacy of personal financial information maintained by banks and other financial insti-
tutions. In particular, the so-called “Safeguards Rule” requires financial institutions to develop
and maintain an information security plan to protect each client’s private information. As part
of this plan, the rule requires the institution to develop actual safeguards for the information
and establishes procedures for verifying the effectiveness of those safeguards. For more infor-
mation, see www. ftc.gov/privacy/privacyinitiatives/glbact.html.

This book does not include any material that references the Model Requirements for the Management of
Electronic Records (MoReq) specification that is gaining popularity in the European Union. While the
MoReq and MoReq?2 specifications provide a thorough treatment of the key issues involved in the design
and construction of electronic document and records management systems, a detailed examination of
MoReq in the context of MOSS is beyond the scope of this book. For more information about the MoReq
specification, visit www .moreq?2 . eu.

Setting Up Your Development Environment
for Maximum Productivity

20

Although Visual Studio is widely regarded as the de facto standard development environment for build-
ing SharePoint solutions, it does not include many of the tools needed to build real-world solutions. The
good news is that there are many great tools available on the Internet, but they must be downloaded and
installed separately. These tools are concerned primarily with creating various SharePoint components,
such as web parts, site and list definitions, and generating SharePoint solution packages. The following
list is provided to point you to a minimal set of tools to get you started:

A more complete list of developer tools and resources is available on the SharePoint Developer Network
website. This is a public portal I created to support professional SharePoint developers. The site includes
training resources, job listings, and other content that you may find useful. For more information, visit
http://sharepointdeveloper.org.
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Visual Studio Extensions for SharePoint (www.microsoft.com/downloads/details
.aspx?familyid=7BF65B28-06E2-4E87-9BAD-086E32185E68) — This is an extensive set
of tools designed by Microsoft to provide support for creating SharePoint solutions in Visual
Studio. It includes project templates for web parts, site and list definitions, and other compo-
nents. It also includes a solution generator and tools for converting existing SharePoint compo-
nents such as lists and columns into the CAML needed to create new ones.

WSP Builder (www.codeplex.com/wspbuilder) — This is a very popular tool for creating
SharePoint solution packages that many consider a “must have” for SharePoint development.
It integrates directly into the Visual Studio IDE and works by reading files from a designated
folder to build a solution manifest, which is ultimately compiled into a WSP file ready to be
deployed into the SharePoint farm.

SharePoint Server 2007 SDK (www.microsoft.com/downloads/details
.aspx?FamilyTd=6D94E307-67D9-41AC-B2D6-0074D6286FA9) — This is the official
SharePoint Software Development Kit from Microsoft. It includes documentation as well as
essential resources such as conceptual overviews, “How Do I?” programming tasks, developer
tools, code samples, references, and the Enterprise Content Management (ECM) starter kit.

Windows SharePoint Services 3.0 SDK (www.microsoft.com/downloads/details
.aspx?familyid=05E0DD12-8394-402B-8936-A07FESAFAFFD) — The Windows SharePoint
Services 3.0 software development kit (SDK) contains conceptual overviews, programming
tasks, samples, and references to guide you in developing solutions based on Microsoft
Windows SharePoint Services 3.0.

STSDEV (www . codeplex.com/stsdev) — This tool was created by Ted Pattison to help with
the initial creation of SharePoint components like features and web parts. It does this through a
set of Visual Studio project and item templates as well as custom MSBuild targets that automati-
cally deploy the SharePoint components when the project is built.

SharePoint Features Project (www.codeplex.com/features) — This site is maintained by Scot
Hillier and contains an ever-growing collection of very useful features for both developers and
administrators. To date, there are close to 50,000 downloads of the solution packages, which are
well organized. Source code for all of the features is included.

Application Pool Recycler (www.harbar.net/articles/APM.aspx) — This is a free System
Tray utility developed by Spencer Harbar for providing quick access to common IIS tasks that
are useful on a SharePoint development machine, such as recycling selected application pools. It
also includes code for warming up the URLs you are working on whenever a recycle or ISS Reset
occurs, giving you much better performance (and therefore productivity) during development.

SPTraceView (http://hristopavlov.wordpress.com/2008/06/19/sptraceview-
lightweight-tool-for-monitoring-the-sharepoint-diagnostic-logging-in-real-
time/) — SPTraceView monitors in real time all SharePoint