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  Pref ace   

 “Enterprise Governance of IT” is a relatively new concept in the literature and is 
gaining more and more interest in the academic and practitioner’s world. “Enterprise 
Governance of IT” is about defi ning and embedding processes and structures in the 
organization that enable both business and IT people to execute their responsibili-
ties in creating value from IT-enabled business investments. As an example of its 
growing importance, the standardization organization ISO issued in 2008 a new 
worldwide ISO standard in this domain. 

 Within the University of Antwerp–Antwerp Management School–IT Alignment 
and Governance (ITAG) Research Institute, we have been executing applied research 
in this domain for many years now. With this book   , we want to provide a complete 
and comprehensive overview of what Enterprise Governance of IT entails and how 
it can be applied in practice. Our conclusions in this book are based on our knowl-
edge obtained in applied research projects, our many years of involvement in the 
development of COBIT, our own hands-on coaching and consulting experience in 
many industries in governance and alignment projects, and international state-of- 
the-art literature. In this way, this manuscript encompasses both academic models 
and concepts but also includes practice-oriented frameworks such as COBIT and 
discusses and analyzes many practical cases and examples in different industries. 

 The target audience for this book is threefold:

•    Master students, for whom this textbook can be used in courses typical on IT 
strategy, Enterprise Governance of IT, IT management, IT processes, IT and 
business architecture, IT assurance/audit, information systems management, etc.  

•   Executive students in business schools, for MBA type of courses where IT strat-
egy or IT management modules are addressed.  

•   Practitioners in the fi eld, both business and IT managers, who are seeking 
research-based fundamentals and practical implementation issues related to it in 
the domain of Enterprise Governance of IT.    

 This book is organized into seven main chapters. Chapter   1     defi nes the core 
concepts around Enterprise Governance of IT as a means to enable business/IT 

http://dx.doi.org/10.1007/978-3-319-14547-1_1
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alignment and business value from IT. This chapter sets the scene of the complete 
book. Chapter   2     builds on the fi rst chapter and stipulates a conceptual model to 
address the challenge of implementing Enterprise Governance of IT in practice. 
This chapter also provides an overview of contemporary best practices organiza-
tions are using and addresses related topics on, for example, the role of the board of 
directors in Enterprise Governance of IT and the context of interorganizational envi-
ronments. In Chap.   3    , the impact of Enterprise Governance of IT implementations 
on business/IT alignment is discussed. The fi rst question is how an organization can 
measure and evaluate its current status of business/IT alignment. This discussion is 
supplemented with a benchmarking case, where business/IT alignment was mea-
sured for the Belgian fi nancial services sector. Next, the impact of Enterprise 
Governance of IT practices on business/IT alignment is analyzed and illustrated. 
Chapter   4     discusses the value component of this textbook. It starts from describing 
the IT productivity paradox and then discusses two approaches to measure and man-
age the value of IT, at the level of an investment through the business case process 
and at the level of the IT department through the IT balanced scorecard. Chapter   4     
also includes a detailed case study of a working IT balanced scorecard implementa-
tion. Chapter   5     positions COBIT in the fi eld of Enterprise Governance of IT. This 
chapter discusses in detail all the core elements of the COBIT framework and 
explains how organizations could leverage them for the purpose of Enterprise 
Governance of IT. Related to this, Chap.   6     continues by discussing how COBIT can 
also be leveraged as a framework to execute IT assurance/audit assignments. This 
chapter also offers a lot of hands-on templates that can be used in practice. Chapter 
  7     fi nally provides some guidelines and trigger events to get started with Enterprise 
Governance of IT and outlines a balanced scorecard for Enterprise Governance of 
IT to manage and measure the outcome of the enterprise governance of IT project. 

 To support the reader in understanding and absorbing the material provided, each 
chapter provides (short and long) “assignment boxes” where readers can apply the 
concepts explained in comprehensive exercises. Also, at the end of each chapter, a 
summary and study questions are available enabling the reader to cross-check the 
insights obtained in a chapter. For people who want more information, each chapter 
provides hooks to more detailed background material by way of literature references. 

 We hope that with this book, we can contribute to further developing the emerg-
ing knowledge domain of Enterprise Governance of IT. This book is one of the 
outcomes of our activities within the University of Antwerp–Antwerp Management 
School–IT Alignment and Governance (ITAG) Research Institute. We do welcome 
reactions on this book or sharing experiences in the domain of Enterprise Governance 
of IT via steven.dehaes@uantwerpen.be and wim.vangrembergen@uantwerpen.be.  

  Antwerp, Belgium     Steven     De     Haes     
 January 2015        Wim     Van     Grembergen    
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    Chapter 1   
 Enterprise Governance of IT, 
Alignment and Value 

          Abstract     The main title of this book refers to the concept of Enterprise Governance 
of IT, a concept that addresses the defi nition and implementation of processes, 
structures, and relational mechanism that enable both business and IT people to 
execute their responsibilities in support of business/IT alignment and the creation of 
value from IT-enabled business investments. The subtitle of the book also intro-
duces two other important concepts, namely business/IT alignment and IT-enabled 
value. In this introductory chapter, these three core constructs are defi ned and con-
nected to each other and placed in the context of the digitized organization. Each of 
these concepts will then be further developed in the following chapters.  

1.1               Enterprise Governance of IT in the Context of Digitized 
Organizations 

 Information technology (IT) has become crucial in the support, sustainability, and 
growth of enterprises. Previously, governing boards and senior management execu-
tives could delegate, ignore, or avoid IT decisions. In most sectors and industries, such 
attitudes are now impossible, as enterprises are increasingly completely dependent on 
IT for survival and growth. 

 In commerce marked by increasingly global horizontal and vertically integrated 
value chains, system and network downtime has become far too costly for most 
enterprises. These organizations also face a wide spectrum of external threats, inclu-
ding abuse, cybercrime, fraud, errors, and omissions. At the same time, IT has the 
potential to support both existing business strategies, but also to shape new strate-
gies. Or in the words of Hirt and Wilmmott in their McKinsey report on strategic 
principles for competing in the digital age: “Digital capabilities increasingly will 
determine which companies create or lose value” (Hirt and Wilmmott  2014 ). In this 
viewpoint, IT moves from commodity service provider to strategic partner within 
the digitized enterprise (De Haes and Van Grembergen  2009 ; Weill and Ross  2004 ). 

 Given the centrality of IT for enterprise risk management and value generation, 
a specifi c focus on enterprise governance of IT (EGIT) has arisen over the last two 
decades (De Haes and Van Grembergen  2009 ; Thorp  2003 ; Wilkin and Chenhall  2010 ). 
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In the context of this book, EGIT is defi ned as stated in Fig.  1.1 . The defi nition not 
only refers to EGIT as an organizational capacity (e.g., structures and processes), 
but also to the outcomes it enables, specifi cally business/IT alignment and in the end 
more value creation out of IT-enabled investments. The conceptual model as visu-
ally presented in Fig.  1.1  has also been validated by other researchers, including 
Wu et al. ( forthcoming , p. 1) who conclude in their research: “we uncover a posi-
tive, signifi cant, and impactful linkage between IT governance mechanisms and 
strategic alignment and, further, between strategic alignment and organizational 
performance.”  

 Assignment Box 1.1: “IT Doesn’t Matter” 

 Not everybody seems to agree with the increasing strategic importance of 
information technology. In his article “IT doesn’t matter,” Nicolas Carr ( 2003 ) 
makes the comparison between commodities such as water and gas, and infor-
mation technology. He states, “As information technology’s power and ubiq-
uity have grown, its strategic importance has diminished. […] By now, the 
core functions of IT—data storage, data processing, and data transport—have 
become available to all. Their very power and presence have begun to trans-
form them from potentially strategic resources into commodity factors of 
 production. They are becoming costs of doing business that must be paid by 
all but provide distinction to none.” 

 Look up the article of Nicolas Carr and the discussions on the Internet that 
resulted after his article. Summarize your thoughts and present a critical view 
to your peers. 

  Fig. 1.1    Defi nition of enterprise governance of IT       

 

1 Enterprise Governance of IT: Alignment and Value
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  It is not clear when exactly the concept of “Enterprise Governance of IT,” as we 
understand it now, originated. Gartner introduced the idea of “Improving IT gover-
nance” for the fi rst time in their Top-ten CIO Management Priorities for 2003 
(ranked third). In 1998, the IT Governance Institute (  www.itgi.org    ) was founded to 
disperse the IT governance concept. In academic and professional literature, articles 
mentioning IT governance in the title began to emerge late 1990s. In the context of 
the leading academic conference, Hawaii International Conference on Systems 
Sciences (HICSS) IT governance was defi ned as organizational capacity exercised 
by the board, executive management, and IT management to control the formula-
tion and implementation of IT strategy and in this way ensure the fusion of business 
and IT (Van Grembergen  2002 ). 

 After the emergence of the IT governance concepts, the notion received a lot of 
attention. However, due to the focus on “IT” in the naming of the concept, the IT 
governance discussion mainly stayed a discussion within the IT area. We have expe-
rienced this in our research many times, where we tried to contact the CEO for 
an interview on IT governance issues and immediately got transferred to the CIO. 
In the fi eld, many IT governance implementations are driven by IT, while one would 
expect that the business would and should take a leading role here as well. It is clear 
that business value from IT investments cannot be realized by IT, but will always be 
created at the business side. For example, there will be no business value created 
when IT delivers a new CRM (Customer Relationship Management) application on 
time, on budget and within functionalities, and when afterwards the business is 
not integrating the new IT system into its business operations. Business value will 
only be created when new and adequate business processes are designed and exe-
cuted enabling the sales people of the organization to increase turnover and profi t 
(De Haes and Van Grembergen  2009 ; Thorp  2003 ). 

 This discussion raised the issue that the involvement of business is crucial and 
initiated a shift in the defi nition, focusing on the business involvement, towards 
“enterprise governance of IT.” As defi ned in previous section, EGIT is an integral 
part of corporate governance exercised by the board overseeing the defi nition and 
implementation of processes, structures, and relational mechanisms in the organiza-
tion that enable both business and IT people to execute their responsibilities in sup-
port of business/IT alignment and the creation of business value from IT-enabled 
investments. 

 EGIT clearly goes beyond the IT-related responsibilities and expands towards 
(IT-related) business processes needed for business value creation. Also the stan-
dardization organization ISO moved into this direction, with the release in 2008 
a new worldwide standard defi ned as “Corporate Governance of IT” (ISO/IEC 
38500  2008 ). In this standard, ISO puts forward six principles for governance of IT, 
addressing both business’ and IT’s roles and responsibilities, that express preferred 
behavior to guide IT-related decision making. In the same line of thinking, ISACA 
complemented its IT governance best practices framework COBIT 4 (ISACA  2007 ), 
focusing on IT processes and responsibilities, with the Val IT framework and 

1.1 Enterprise Governance of IT in the Context of Digitized Organizations

http://www.itgi.org/


4

RISKIT framework (ISACA  2008 ,  2009 ), addressing the business processes and 
responsibilities in value creation and risk management. We have been, and still 
are, involved in the development of these frameworks and have experienced this 
broadening view towards EGIT as very enriching evolution within the ISACA 
frameworks. The broadened view of end-to-end responsibilities in IT governance 
is now fully embedded in the COBIT 5 framework that was issued in 2012 
(ISACA  2012 ; De Haes et al.  2013 ). More information about this COBIT 5 frame-
work is discussed in Chap.   5    . 

 This change in naming and focus from “IT Governance” to “Enterprise Gover-
nance of IT” might appear subtle and not groundbreaking, but it implies a crucial 
shift in the minds of business people. The leading role of IT people in IT governance 
has always been a paradox. The same thing happened in the era of business process 
reengineering, where also in many cases IT took a leading role reinventing business 
processes. It is however clear that business processes and business value creation 
can and should only be in the ownership of business people. On the other hand, we 
have to acknowledge that in practice, this mind shift will not happen by itself or by 
changing the name of the concepts. We believe that the CIO offi ce in general and the 
CIO in specifi c is often in a unique position to act as a change agent in the organiza-
tion and to realize the business buy-in over time. The latter will also be illustrated 
in the KLM case study as discussed in the next chapter of this book.  

1.2    Business/IT Alignment 

 The EGIT defi nition explicitly underlines that the outcome of EGIT is the alignment 
of information technology with the business. This section will provide some initial 
insights into the business/IT alignment concept. Note that business/IT alignment is 
discussed in more detail in Chap.   3    , including the relationship between EGIT and 
business/IT alignment. 

 What does “alignment between the business and IT” exactly mean? Business/IT 
alignment is the fi t and integration among business strategy, IT strategy, business 
structures, and IT structures. It comprises two major questions: how is IT aligned 
with the business and how is the business aligned with IT. Henderson and 
Venkatraman ( 1993 ) were the fi rst to clearly describe the interrelationship between 
business and IT in their well-known Strategic Alignment Model or SAM model (see 
Fig.  1.2 ). Many authors used this model for further research. The concept of the 
SAM model is based on two building blocks: “strategic fi t” and “functional integra-
tion.”  Strategic fi t  recognizes that the IT strategy should be articulated in terms of an 
external domain (how the fi rm is positioned in the IT marketplace) and an internal 
domain (how the IT infrastructure should be confi gured and managed). Strategic fi t 
is of course equally relevant in the business domain. Two types of  functional inte-
gration  exist: strategic and operational integration. Strategic integration is the link 
between business strategy and IT strategy refl ecting the external components which 
are important for many companies as IT emerged as a source of strategic advantage. 

1 Enterprise Governance of IT: Alignment and Value
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Operational integration covers the internal domain and deals with the link between 
organizational infrastructure and processes and IT infrastructure and processes.  

 Henderson and Venkatraman argue that the external and the internal domain are 
equally important, but that managers traditionally think of IT strategy in terms of 
the internal domain, since historically IT was viewed as a support function that was 
less essential to the business. In their research results, Henderson and Venkatraman 
warn of the problems that may surface when a bivariate approach is undertaken with 
respect to balancing across the four domains—IT strategy, business strategy, IS 
infrastructure, and organizational infrastructure—is used. For instance, when only 
external issues—IT strategy and business strategy—are considered, a serious under-
estimation of the importance of internal issues such as the required redesigning 
of key business processes might occur. Therefore, SAM calls for the recognition of 
multivariate relationships, which will always take into consideration at least three 
out of the four defi ned domains. 

 The SAM model demonstrates that alignment is a multi-faced and complex 
 construct, often referred to as the alignment challenge. Broadbent and Weill ( 1998 ) 
continue in this domain by depicting a number of diffi culties (barriers) that organi-
zations have experienced while aligning business with IT. The  expression barriers  
arise from the organization’s strategic context and from senior management behav-
ior, including lack of direction in business strategy. This results in insuffi cient 
understanding of and commitment to the organization’s strategic focus by opera-
tional management.  Specifi cation barriers  arise from the circumstances of the orga-
nization’s IT strategy such as lack of IT involvement in strategy development and 
business and IT management conducting two independent monologues. This ends 
up in a situation where business and IT strategies are set in isolation and are not 
adequately related. The nature of the organization’s current IT portfolio creates 
 implementation barriers  which arise when there are technical, political, or fi nancial 
constraints on the current infrastructure. A good example of this last barrier is the 
diffi cult integration of legacy systems. 

Business
Strategy

IT Strategy

Organizational
infrastructure and

processes

IS infrastructure and
processes

E
xt

er
na

l
In

te
rn

al
Business Information Technology

Functional Integration

S
tr

at
eg

ic
 f

it

  Fig. 1.2    Strategic alignment 
model. Adapted from: 
Henderson, J.C. and 
Venkatraman, N., 1993, 
Strategic alignment: 
leveraging Information 
Technology for transforming 
organizations, IBM Systems 
Journal, vol. 32, no. 1       
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 Many authors have used the SAM model for further research and have provided 
comments and additional insights. Maes ( 1999 ) for example developed an interest-
ing extension to the Strategic Alignment Model (see Fig.  1.3 ). The basic idea is that 
the 2 × 2 dimensions of the Strategic Alignment Model is an oversimplifi cation of 
reality and needs to be extended to a 3 × 3 model.  

 In the fi rst place, the internal domain of the extended Strategic Alignment Model 
of Maes is subdivided into two separate areas: a structural and an operational level. 
This results from the observation that the former plays an essential role in the tuning 
of long-term strategic vision (which is set in the external domain) and the latter serves 
the short-term operational transformation. The IT domain in turn is being reshaped 
into an information/communication level and a technology level. The split of the IT 
domain results from the observation that most information and communication pro-
cesses are IT independent and therefore need to be regarded separately. In this context, 
reference needs to be made to another new concept that is emerging in the fi eld, under 
the name Information Governance, stating that it is all in the fi rst place about the 
information and not the technology. The previous argumentation results in a 3 × 3 
matrix as opposed to the 2 × 2 matrix fi rst presented by Henderson and Venkatraman. 

 A very good and comprehensive literature review on alignment was published 
by Chan and Reich in the Journal of Information Technology ( 2007 ), titled: 
“IT alignment: what have we learned?” This is certainly a recommended reading 
material for both researchers and practitioners in this area.  

1.3    Value from IT 

 A crucial question in the alignment debate is why the notion is so fundamentally 
important to an organization’s success. Much research has been conducted on this 
issue, particularly with a view to demonstrating the correlation between business/IT 

business
information/

communication technology

strategy

structure

operations

the vast majority of all information and communication
processes in organisations are ICT  independent

the structural layer plays an essential role in the tuning of
long-term

 strategic vision and the operational level
serves the short-term

 operational transform
ation.

  Fig. 1.3    The alignment 
framework of Maes—an 
extension of SAM. Adapted 
from: Maes R., 1999, 
Reconsidering Information 
Management through a 
Generic Framework, 
PrimaVera Working Paper 
99-15       

 

1 Enterprise Governance of IT: Alignment and Value



7

alignment and business performance. Chan and Reich ( 2007 ) categorize alignment 
as one of the important antecedents for organizational performance, based on stud-
ies of among other Bergeron et al. ( 2003 ), Chan et al. ( 1997 ), and Sabherwal and 
Chan ( 2001 ) that indeed confi rm the hypothesis that alignment between business 
and IT strategies improves (perceived) business performance. 

 Above studies suggest that the alignment construct is an important intermediate 
variable or catalyst for business value creation from IT investments, though it 
remains a challenge how to demonstrate this IT-enabled value creation. There are 
different instruments available aimed at identifying and quantifying IT costs and 
IT benefi ts. When both costs and benefi ts can be easily quantifi ed and assigned a 
monetary value, traditional performance measures such as ROI, net present value, 
internal rate of return, and payback method work well (Fig.  1.4 ).  

 Because the traditional methods need monetary values, problems emerge when 
they are applied to information systems, which often generate intangible benefi ts such 
as “better customer service” or “improved decision making.” Moreover,  different 
levels of management and users perceive the value of IT differently. Broadbent and 
Weill ( 1998 ) refer in this context to the “business value hierarchy” (Fig.  1.5 ). Very 
successful investments in IT have a positive impact on all levels of the business value 
hierarchy. Less successful investments are not strong enough to impact the higher 
levels and consequently infl uence only the lower levels. The higher one goes in the 
measurement hierarchy, the more dilution that occurs from factors such as pricing 
decisions and competitors’ moves. This dilution means that measuring the impact of 
an IT investment is much easier at the bottom of the hierarchy than at the top.  

 Multicriteria measurement methods may solve this problem because they account 
for both tangible and intangible impacts, where the latter are more typical for the 
higher business value hierarchies. One of the best known multicriteria methods is 
information economics (IE), developed by Benson and Parker ( 1989 ) which in 
essence is a scoring technique whereby a mix of tangible benefi ts (typically ROI) 
and intangible benefi ts and risks are scored. 

Intangible

Tangible

IT Balanced Scorecard

Information Economics

Cost/Benefits Analysis

Return on Investment
Internal Rate of Return
Net Present Value
Payback Period

Benefit/Costs

  Fig. 1.4    Performance 
measurement approaches       
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 A broader performance measurement technique is the BSC, which can be applied 
to IT projects, investments, and even entire IT departments. The BSC, initially 
developed on the enterprise level by Kaplan and Norton ( 1996 ), is a performance 
management system that enables businesses to drive strategies based on measure-
ment and follow-up. The idea behind the BSC is that the evaluation of a fi rm should 
not be restricted to the traditional fi nancial measures but should be supplemented 
with a mission, objectives and measures regarding customer satisfaction, internal 
processes, and the ability to innovate and prepare for the future. Results achieved 
within the additional perspectives should assure fi nancial results. The objectives 
and measures of a BSC can be used as a cornerstone of a management system 
that uncovers and communicates strategies, establishes long-term strategic targets, 
aligns initiatives, allocates long- and short-term resources, and fi nally provides 
feedback and learning about the strategies. This application of the balanced score-
card on the IT related discussion will be addressed in Chap.   4    .  

   Summary 

    Given the centrality of IT for enterprise risk management and value generation in 
digitized organizations, a specifi c focus on EGIT has arisen over the last two 
decades. 

 EGIT addresses the defi nition and implementation of processes, structures, and 
relational mechanism that enable both business and IT people to execute their 
responsibilities in support of business/IT alignment and the creation of value from 
IT-enabled business investments. 

Time for Business Impact

Business Value DeliveredSample Measures

� Revenue growth
� Return on assets
� Revenue per employee

� Time to bring a new
product to market

� Sales from new product
� Product or service quality

� Implementation time:
new application

� Implementation cost:
new application

� Infrastructure availability
� Cost per transaction
� Cost per workstation

D
ilu

tio
n 

of
 IT

 im
pa

ct
s

Business Unit Financial

Business Unit Operational

Business Unit IT Applications

Firm-wide IT Infrastructure

�

�

�

�

�

�

�

�

�

�

�

  Fig. 1.5    Business value hierarchy. Adapted from: Broadbent, M., & Weill, P., 1998, Leveraging 
the new infrastructure—How market leaders capitalize on Information Technology, Boston, 
Massachusetts: Harvard Business School Press       
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 EGIT is an important enabler for business/IT alignment. Business/IT alignment 
is a complex construct as defi ned by Henderson and Venkatraman in 1993. This 
models stress the importance of balancing business and IT strategic and operational 
issues to obtain alignment. 

 Achieving a high degree of business/IT alignment in turn will enable the achieve-
ment of business value from IT. IT by itself will not generate value for the business. 
Value will only be realized with both IT and the business involved (aligned). The 
challenge still remains to measure and demonstrate the value of IT. For this, advanced 
approaches can be leveraged such as applying the balanced scorecard technique to 
measure and manage the value creation out of IT-enabled investments.  

   Study Questions 

     1.    Defi ne EGIT and explain the shift from IT Governance towards EGIT.   
   2.    Explain and discuss the components of the concept of business/IT alignment.   
   3.    Discuss why alignment can be diffi cult to achieve in organizations.   
   4.    Explain the concept of “IT-enabled value” and discuss why it is diffi cult to 

demonstrate.   
   5.    Describe and discuss the relationship between EGIT, alignment, and value 

creation.         
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    Chapter 2   
 Enterprise Governance of IT 

          Abstract     The previous chapter provided a high-level description what Enterprise 
Governance of IT is about. However, having developed a high-level model for 
Enterprise Governance of IT does not imply that governance of enterprise IT 
is actually working in the organization. Conceiving the model for Enterprise 
Governance of IT is the fi rst step, deploying it throughout all levels of the organiza-
tion is the next challenging step. To achieve this, Enterprise Governance of IT can 
be deployed using a mixture of various structures, processes, and relational mecha-
nisms. These practices will be discussed in this chapter, including an illustration 
how they were leveraged in the context of a large international airline  company. 
Also, specifi c topics will be discussed such as the role of the board in enterprise 
governance of IT and the challenge of approaching enterprise governance of IT in 
an interorganizational context. Finally, a more theoretical view on enterprise gover-
nance of IT is discussed through the lens of the Viable Systems Model Theory.  

2.1               Practices for Implementing Enterprise Governance of IT 

 Having developed a high-level model for enterprise governance of IT does not 
imply that governance is actually working in the organization. Conceiving the 
enterprise governance of IT model is the fi rst step, implementing it into a sustain-
able solution is the next challenging step. Our research (De Haes and Van 
Grembergen,  2009 ; Van Grembergen,  2004 ) showed that organizations can and are 
deploying enterprise governance of IT by using a holistic mixture of various struc-
tures, processes, and relational mechanisms. 

 Enterprise governance of IT structures include organizational units and roles respon-
sible for making IT decisions and for enabling contacts between business and IT man-
agement decision-making functions (e.g., IT steering committee). This can be seen as 
a kind of blueprint of how the governance framework will be structurally organized. 

 Enterprise governance of IT processes refers to the formalization and institution-
alization of strategic IT decision-making and IT monitoring procedures, to ensure 
that daily behaviors are consistent with policies and provide input back to decisions 
(e.g., portfolio management). 

 The relational mechanisms fi nally are about the active participation of, and col-
laborative relationship among, corporate executives, IT management, and business 
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management and include job-rotation, announcements, advocates, channels, and 
education efforts. Some examples of these structures, processes, and relational 
mechanisms are provided in Fig.  2.1 .  

 In the many case organizations we visited (De Haes and Van Grembergen,  2009 ; 
De Haes et al.,  2011 ), we saw that most organizations are indeed leveraging a mix of 
structures, processes, and mechanisms. Of course, it should be noted that a “silver 
bullet approach” does not exist in this matter. Each organization has to select its own 
set of enterprise governance of IT practices, suitable for their sector, size, culture, etc. 

 Our case research clearly showed that organizations tend to fi nd it much easier to 
implement structures in their organizations as opposed to processes. However, we have 
also seen that many of these structures cannot be effective without supporting processes. 
For example, an IT steering committee cannot make appropriate investment decisions 
without an appropriate and mature portfolio management process, including the develop-
ment of solid business cases. It also appeared that relational mechanisms, such as train-
ing, awareness building, etc., receive a lot of attention in the beginning stages of an 
enterprise governance of IT implementation project and become less important when the 
governance framework gets embedded into day-to- day operations. This is not surprising 
as the introduction of an approach towards enterprise governance of IT should be regarded 
in the fi rst place as a large change programme within the organization. 

 Another interesting fi nding to pinpoint is that our enterprise governance of IT 
defi nition implies a prime responsibility of the board of directors (as part of their 
corporate governance responsibility), while specifi c mechanisms to achieve this 
such as “IT expertise at level of board of directors” are less existent in organizations 
(see separate Sect.  2.3  on this matter). This can possibly be explained by the fact 
that making the board of directors more IT literate is not easy to achieve, or that the 
board is still not fully aware of the strategic importance of IT. 

 More recently, the idea of “IT leadership” emerged in many discussion fora. 
IT leadership can be defi ned as the ability of the CIO or similar role to articulate a 
vision for IT’s role to the company and ensure that this vision is clearly understood by 
managers throughout the organization. If the CIO is not able to talk in business- oriented 
terms at executive level, his impact at that level will be small. This mechanism is highly 

Enterprise
governance of IT

Structures
e.g. IT steering committee,

CIO on executive
committee, roles and

responsibilities

Processes
e.g. IT performance

management, portfolio
management, benefits

management

Relational
Mechanisms

e.g. job-rotation, co-
location, account 

management

  Fig. 2.1    Structures, 
processes, and relational 
mechanisms for IT 
governance       
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dependent on the individual competencies of the CIO and not many methods are 
 available to manage it. However, we have seen that good leadership can be a very 
powerful catalyst to bring enterprise governance of IT in an organization to a next 
level. A good balance between leadership and the appropriate governance structures 
and processes needs to be found (De Haes and Van Grembergen,  2009 ). 

 To better understand how organizations can implement enterprise governance of 
IT, we have supplemented our case research with Delphi research, leveraging an 
expert panel of academics, business and IT managers and consultants, to try to 
inventorize and evaluate structures, processes, and relational mechanisms that 
 contemporary organizations are using in implementing enterprise governance of IT 
(De Haes and Van Grembergen,  2009 ). This exercise resulted in a list of 33 enter-
prise governance of IT practices, and their respective evaluations in terms of per-
ceived effectiveness and perceived ease-of-implementation (see Fig.  2.2 ). Based on 
their answers regarding perceived effectiveness, also a minimum baseline was con-
structed, as a list of practices that organization at least should have. After several 
review rounds, the expert panel categorized these ten practices indicated in bold as 
key instruments for enterprise governance of IT (Fig.  2.2 ).  

 This minimum baseline (in bold) contains a mixture of more strategic-oriented 
(e.g., IT strategy committee at level of board of directors) and management-oriented 
(e.g., IT project steering committee) practices. It is also clear that practices such as 
IT steering committee, portfolio management, and project governance/management 
constitute the core framework to describe how investments in organizations emerge 
are prioritized and realized. In that sense, most of the practices above clearly con-
tain both business and IT-oriented roles and responsibilities. 

 Assignment Box 2.1: IT Steering Committee Charter 

 You are working for an international bank and the CEO has asked you to 
 create a charter for a new IT steering committee. Using the template below, 
provide a description of how you see the role, responsibility, participants, and 
frequency of meetings. Be prepared to defend your solution. 

            

2.1 Practices for Implementing Enterprise Governance of IT
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  Fig. 2.2    Practices for enterprise governance of IT         

Index IT governance practice Definition

IT
 g

ov
er

na
nc

e 
st

ru
ct

ur
es

S1
IT strategy committee at level 

of board of directors 

Committee at level of board of directors to ensure IT 

is regular agenda item and reporting issue for the 

board of directors

S2
IT expertise at level of board

of directors
Members of the board of directors have expertise

and experience regarding the value and risk of IT

S3
(IT) audit committee at level

of board of directors
Independent committee at level of board of directors 

overviewing (IT) assurance activities

S4 CIO on executive committee CIO is a full member of the executive committee

S5

CIO (Chief Information 

Officer) reporting to CEO 

(Chief Executive Officer) 

and/or COO (Chief 

Operational Officer)

CIO has a direct reporting line to the CEO and/or 

COO

S6

IT steering committee (IT 

investment evaluation / 

prioritisation at executive / 

senior management level)

Steering committee at executive or senior 

management level responsible for determining 

business priorities in IT investments.

S7 IT governance function / officer
Function in the organisation responsible for promoting, 

driving and managing IT governance processes

S8
Security / compliance / risk 

officer

Function responsible for security, compliance and/or 

risk, which possibly impacts IT

S9 IT project steering committee

Steering committee composed of business and IT 

people focusing on prioritising and managing IT 

projects

S10 IT security steering committee
Steering committee composed of business and IT

people focusing on IT related risks and security issues

S11 Architecture steering committee

Committee composed of business and IT people 

providing architecture guidelines and advise on their 

applications. 

S12

Integration of 

governance/alignment tasks in 

roles & responsibilities

Documented roles & responsibilities include
governance/alignment tasks for business and
IT people (cf. Weill)

IT
 g

ov
er

na
nc

e 
pr

oc
es

se
s

P1
Strategic information systems 

planning
Formal process to define and update the IT strategy

P2
IT performance measurement 

(e.g. IT balanced scorecard)

IT performance measurement in domains of
corporate contribution, user orientation,
operational excellence and future orientation

P3

Portfolio management (incl. 

business cases, information 

economics, ROI, payback)

Prioritisation process for IT investments and projects 

in which business and IT is involved (incl. business 

cases)
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P4

Charge back arrangements -

total cost of ownership (e.g. 

activity based costing)

Methodology to charge back IT costs to business

units, to enable an understanding of the total cost

of ownership

P5 Service level agreements
Formal agreements between business and IT

about IT development projects or IT operations

P6
IT governance framework 

COBIT
Process based IT governance and control  framework

P7
IT governance assurance and 

self-assessment

Regular self-assessments or independent assurance 

activities on the governance and control over IT

P8
Project governance / 

management methodologies

Processes and methodologies to govern and manage

IT projects

P9
IT budget control and 

reporting

Processes to control and report upon budgets of IT 

investments and projects 

P10
Benefits management and 

reporting

Processes to monitor the planned business benefits 

during and after implementation of the IT

investments / projects.

P11 COSO / ERM Framework for internal control

IT
 g

ov
er

na
nc

e 
re

la
ti
on

al
 m

ec
ha

ni
sm

s

R1 Job-rotation
IT staff working in the business units and business 

people working in IT

R2 Co-location
Physically locating business and IT people close to

each other

R3 Cross-training
Training business people about IT and/or training

IT people about business

R4
Knowledge management

(on IT governance)

Systems (intranet, …) to share and distribute

knowledge about IT governance framework,

responsibilities, tasks, etc.

R5
Business/IT account 

management

Bridging the gap between business and IT by means

of account managers who act as in-between

R6
Executive / senior management

giving the good example
Senior business and IT management acting as
"partners"

R7

Informal meetings between 

business and IT executive/

senior management

Informal meetings, with no agenda, where business and

IT senior management talk about general activities,

directions, etc. (e.g. during informal lunches)

R8 IT leadership

Ability of CIO or similar role to articulate a vision 

for IT's role in the company and ensure that this 

vision is clearly understood by managers throughout 

the organisation

R9

Corporate internal 

communication addressing
IT on a regular basis

Internal corporate communication regularly

addresses general IT issues. 

R10
IT governance awareness 

campaigns

Campaigns to explain to business and IT people

the need for IT governance

Fig. 2.2 (continued)
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2.2        Principles for Enterprise Governance of IT 

 In practice, organizations often try to express a number of “principles,” which 
clearly state how business and IT will collaborate in the organization. These prin-
ciples are to be defi ned jointly by business and IT and constitute a kind of contract 
between business and IT. These are often a good starting point to use as reference 
when building enterprise governance of IT structures, processes, and relational 
mechanisms. 

 Examples of principles used in real-life organizations are provided in Fig.  2.3 . 
Each of these principles of course require more detailed defi nitions and descriptions 
of what exactly the implications are towards required structures, processes, and 
relational mechanisms. In that sense, such principles become the starting point to 
“design” and appropriate model for enterprise governance of IT. In Sect.  2.3 , an 
illustration is provided how such principles can be translated towards required 
enterprise governance of IT structures, processes, and relational mechanisms.  

· IT is a professional organization that effectively and efficiently manages its 

resources in alignment with the needs of the organization. 

· IT is the exclusive provider of IT services. Outsourcing is always organised in 

joint partnership between business and IT.

· IT is pro-actively engaged in further developing and innovating the organization.

· IT primarly develops and maintains compentencies that are aligned to and 

required for supporting the expertise available in the organization.

· The priorities within IT are aligned to the strategic goals of the organizations 

through integrated planning cycles. 

· All IT applications comply with rules and policies as mutually agreed upon by 

business and IT

· IT is pro-actively engaged in reviewing and designing efficient business 

processes.

· IT and the business collaborate based on fixed agreements. Based on a scope 

definition, impact analysis and capacity reviews, both business and IT commit 

for timely delivery within quality requirements.

· There is transparency on the required service quality that IT has to deliver to the 

business, and this service quality is continuously monitored. 

· Starting from the initial development of a new business project, the potential 

impact on IT needs to be analysed.

  Fig. 2.3    Enterprise governance of IT principles       
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2.3          Case Study: Enterprise Governance of IT at KLM 

 The airline company KLM was founded in 1919, and has its home base and hub in 
Amsterdam Schiphol Airport (Netherlands). KLM currently employs over 33,000 
people worldwide, and manages a fl eet of about 200 aircraft. In 2004, KLM merged 
with Air France, after which both companies continued to operate as separate airlines, 
each with their own identity and brand, and each benefi ting from each other strengths. 
In fi nancial turnover, Air France-KLM is the world’s largest airline group, transports 
the most passengers and is the world’s second largest cargo transporter. In 2009, Air 
France-KLM operated fl ights to 255 destinations in 115 countries on 4 continents. 

 This case focuses on the KLM activities within the Air France-KLM group. 
The KLM Executive Committee (Fig.  2.4 ) is composed of the CEO, CFO, Managing 
Director, and all Executive Vice Presidents (EVP) of the major business units 
and services (Commercial, In-fl ight Services, Operations, Ground Services, Cargo, 
Engineering & Maintenance, IT and HR). In 2009/2010, KLM IT employed close 
to 1,000 (internal and external) FTEs, with an IT budget of around 300 million euro. 
As shown in Fig.  2.4 , KLM IT is organized around IT development activities, IT 
operations activities, and the CIO-Offi ce addressing aspects of the enterprise/IT 

  Fig. 2.4    Organizational structure of KLM       

 Assignment Box 2.3: Understanding Enterprise Governance of IT 
Principles 

 Discuss in group the meaning of the Enterprise Governance of IT principles 
as depicted in Fig.  2.3 . Describe which structures, processes, and relational 
mechanisms you would propose to design an enterprise governance of IT 
model that allows these principles to be realized in the organization. Present 
and discuss the results to the class. 
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architecture, IT strategy, value and portfolio management, sourcing strategy, and 
risk & security. The mission of the IT department is to “create business value by 
delivering reliable IT services to the business processes, and innovative IT solutions 
to enable and support business changes.” The following strategic goals for IT sup-
port this mission: 

•    IT is a world class Information Services provider and will be able to deliver the 
best value to the company  

•   The IT cost-levels will be at a competitive industry level  
•   The IT architecture and infrastructure will enable the growth ambitions of Air 

France-KLM    

2.3.1     KLM’s Trigger Points to Start the Journey 

 IT is a business-critical enabler for KLM yet, at the same time, can be a source of 
both success and discontent. In 2001, the balance had tilted towards discontent due 
to a lack of trust in what was perceived as a very costly and unresponsive IT depart-
ment. This, in a business climate that was increasingly challenging, and which 
became dramatically more so after the 9/11 terrorist attacks. After that event, KLM’s 
CEO seized the opportunity to make a structural break with the past, and reexamine 
and transform KLM’s business and IT governance. 

 The Executive Vice President (EVP) of the Operations Control Centre was 
appoin ted as new CIO. It was felt that having the CIO coming out of the “real busi-
ness” would help in getting the “IT governance” discussion out of the IT area, and 
have it put on the business executive’s agenda. The newly appointed CIO received 
three clear priorities:

    1.    Provide the reasons why, or why not, to outsource IT;   
   2.    Create a business/IT board to organize joint success; and   
   3.    Design simple governance principles to restore control enabling steering by the 

Executive Vice Presidents (EVPs) and the CIO.     

 In order to respond to these requirements, the CIO-Offi ce was established as a 
support function to the CIO, consolidating a number of already existing, loosely 
coupled, and different functions such as an IT Strategy Offi ce, Programme 
Management, and business/IT liaison roles. In the words of the Vice President (VP) 
of the CIO-Offi ce: “In the scenario that we would outsource IT, both IT operations 
and development would mainly be sourced outside KLM, but the activities of the 
CIO-Offi ce would be kept internally, as it governs IT strategy, architecture, security, 
business/IT alignment, etc. The goal of the CIO-Offi ce is to enable effective IT, in 
support of business needs.”  

2 Enterprise Governance of IT
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2.3.2     Embarking on the Journey 

 It was decided that, ahead of the fi rst priority stated above, the primary focus should 
be to introduce better governance principles and practices (priority 3). A project 
under the title “IT: A Collaborative Effort” was launched, focused at enabling all 
stakeholders to better understand the cost and value of IT, which in turn would 
enable them to make more informed decisions on what and how to potentially 
 outsource (priority 1). In support of priority 2, a business/IT board was established, 
composed of the CEO, CIO, and all business units EVPs, meeting every quarter to 
discuss and decide on strategic issues involving IT. 

 With regard to priority 3, the CIO-Offi ce, in collaboration with the business, 
designed a set of principles that would signifi cantly simplify IT-related governance. 
The starting premise was that these principles should put the business in full control 
of all IT demand and IT spend. In support of these principles, a number of gover-
nance practices were introduced in the business and IT organizations, including the 
establishment of the business/IT board and demand management functions for each 
business domain. These governance principles and practices were introduced as 
“the only way of working” between business and IT for all business units and activi-
ties. These practices also supported the creation of portfolio management processes 
driven by the business units. The portfolio management processes evolved from being 
IT resource- and supply-driven towards business demand-driven with an innovative 
and rigorous approach to evaluation and selection. 

2.3.2.1     Governance Principles and Practices 

 The defi nition of the fi rst draft set of governance principles and practices was mainly 
driven by the CIO-Offi ce. These principles were later refi ned with the involved busi-
ness parties and are now shared in the organization through the intranet. According 
to the Director Value Management & Alliances (member of the CIO- Offi ce): “These 
principles and practices are still challenged from time to time. Our position is that we 
are always open for discussion for each of these principles and practices, but up till 
now, we have each time in the end reconfi rmed them.” The stated principles and 
practices apply for all business units and are presented in internal KLM presentations 
as shown in Fig.  2.5 . The involved parties acknowledge that this list does not really 
distinguish between principles and practices and presents them in a mixed way, but it 
was felt to be a pragmatic and practical list that was workable for KLM. The CIO-
Offi ce developed more detailed background information and internal documentation 
to explain the impact and consequences of each of these principles and practices.  

 The fi rst key principle (1) states that, for the business, there should be no  difference 
in dealing with an internal or external IT provider. This recognizes that business 
should be in full control of all IT demand and IT spend (supply). Related to the latter, 
criteria were developed regarding choosing between allocating work in-house for 
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customized development, or through external IT providers for standardized solutions. 
These “selective sourcing” agreements are internally referenced as the “Stay on the 
Surfboard Principle” (Fig.  2.6 ). Generic business processes that bring no competitive 
advantage (such as offi ce support, collaboration, and payroll) will be supported 
by generic (low development cost, off-the-shelf) applications packages. Business 
processes, which have the potential to create competitive advantage (such as CRM, 
revenue management), can and will be supported by in-house (higher development 
cost) custom-built applications. The VP CIO-Offi ce explains: “In the past, we evolved 
to a situation where many commodity services were built and maintained in-house, 
when businesses were only interested in a good service at low cost for these main-
stream applications. The surfboard helped in the discussions on what and what not to 
outsource, and to bring the debate on ‘we want more IT for less money’ to another 
level, oriented towards ‘we need different IT for different businesses’.”  

 The next set of principles and practices (2–5) defi ne a clear split between 
IT-related activities in terms of the WHAT-activities and HOW-activities, or in other 
terms between Demand and Supply. Before 2001, IT demand came in via 14 
Information Management committees and numerous informal channels. According 
to the VP CIO-Offi ce: “In the old situation, demand came in through too many dif-
ferent channels, and there was no coordination between those channels. For exam-
ple, it could be that fi ve similar investment requests were put forward, initiated 
from different business lines.” “Moreover,” as reinforced by the Director Value 

  Fig. 2.5    Principles for enterprise governance of IT at KLM       

 

2 Enterprise Governance of IT



23

Management & Alliances, “some of the Information Management groups also 
 managed a separate IT development team, leading to a very scattered approach.” 
To improve the demand function, all business demand for investments and innova-
tion is now channelled via Business Demand Offi ces (BDOs) for the fi ve business 
domains of KLM (Engineering and Maintenance, Cargo, Passenger Commercial, 
Passenger Operations, Corporate). 

 These BDOs are formally positioned in the business department in close contact 
with their EVPs and with a reporting line to the CIO. Commenting on this, the VP 
Finance and Control Ground Services says: “Putting the BDOs directly in the busi-
ness was a very important governance design decision, as it enabled them to really act 
as business representatives.” Each BDO has a dedicated counterpart or mirror- role 
on the IT supply side, called the “Innovation organizer,” responsible for all HOW-
activity (see Fig.  2.7 ). Realizing this split was a challenge, as the VP  CIO- Offi ce 
explains: “This clear distinction between demand and supply seems obvious, but it 
implied a huge effort in terms of company meetings, consultations and moving 
people.”  

 As stated in principle 6, a clear differentiation is established between the inno-
vation cost that can be fully infl uenced by the business, and the continuity cost 
(running cost to “keep the lights on”) that can only be partly infl uenced. The innova-
tion budget includes all manpower, purchases, work-by-3rd-parties, and other out-
of- pocket project cost required to build new IT services and functional changes to 
existing IT services (“enhancements”). The BDOs register agreed “innovation” 
work on the basis of which the Innovation Organizer coordinates IT development, 

  Fig. 2.6    Surfboard principle for outsourcing       
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time-accounting, and charge-out. The continuity budget includes cost for IT 
 services, desktops, data communication, and telecommunication and is managed, 
in terms of volume and quality, by the “exploitation manager” on business side, 
together with the “business service manager” on IT supply side (see Fig.  2.7 ). The 
objective of these business service managers is to deliver continuity of the KLM 
operations in an effi cient way and at lowest IT cost. 

 This split between the innovation (programme) portfolio and the continuity 
 (service) portfolio is internally explained with the image of “the bicycle” (Fig.  2.8 ). 
This “bicycle” is mainly used as a visual aid to internally communicate at a high and 
conceptual level the split and relationship between the continuity and innovation 
budget. As visualized, the business/IT strategy drives the defi nition and application 
of the governance principles and priority rules and the defi nition of business cases. 
The approved business cases are managed in the programme (innovation cycle), 
which, after delivery, become operational services being deployed and administered 
in the service (continuity) portfolio. As a result of ongoing evaluation, services may 
continue with no change, reenter the innovation cycle through a new business case, 
or be eliminated (retired).  

 All these roles created different decision platforms for IT-related governance, as 
shown in Fig.  2.9 . There are a number of scheduled activities, involving different 
stakeholders and occurring at different frequencies, which occur throughout the year: 

•    Twice a year the Group Executive Committee is updated on how IT will respond 
to new challenges and directions in the businesses.  

•   The CEO, CFO, CIO, and Business EVPs meet every 2 months in the Business/
IT Board to discuss and decide on strategic planning related to IT, and approve 
the IT budget and portfolio of programmes.  

  Fig. 2.7    Mirror roles between business and IT       
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•   The Management Team of the IT provider plus the fi ve BDOs meet monthly in 
the MT–IT, chaired by the CIO. They discuss and decide on tactical planning 
matters and prepare decisions for the business/IT board.  

•   Every 2 weeks the management team of Information Services meets to discuss 
and decide on operational and running issues.    

 To manage the demand of the IT function for infrastructure investments, business 
cases for which have traditionally been diffi cult to justify, a separate BDO for the IT 
department was created. The Director Finance and Control IT Operations argues: 
“If, for example, you have a storage technology which cannot be virtualized, you 

  Fig. 2.8    The innovation-continuity bicycle       

  Fig. 2.9    Enterprise governance of IT decision platforms       
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may be able to build a business case to migrate to a new storage technology where 
virtualization is possible, resulting in lower business service costs. But for other 
infrastructure type investments, such as the migration of operating systems, the 
business case will be built on a risk avoidance and cost of future operational 
 support.” The IT-BDO, part of the CIO-Offi ce, analyzes future needs and capacity 
based on the incoming business cases of the businesses. Potential investments are 
then translated into an IT business case, and are discussed with the other BDOs in 
the “Information Security and Architecture Meeting” (ISAM). Once approved, the 
CIO-Offi ce takes ownership to implement these infrastructure services. If possible, 
such investments are linked to other business investments that are being planned. 

 Principles 7–10 address the budgeting and cost accounting processes. The previous 
process of charging out IT costs to the business, with more than 3,300 technical cost 
components being charged to more than 3,400 cost account centers, was unwieldy, 
and provided little useful management information. The VP Finance & Control 
Ground Services concluded: “As a result, business perceived IT as a black box which 
they could not control, and therefore as something that was very likely to be too 
expensive.” Drastic simplifi cation of the budgeting process was needed, essentially 
from charging hundreds of technical items to hundreds of departments of users, to 
charging only 7 products with associated cost: 2 for innovation and 5 for continuity, 
to 12 respective single/unique business owners (units). All budgets and costs (both 
continuity and innovation) are managed, forecasted, and made transparent through 
a cost portal, driven by activity-based costing principles, enabling clear and active 
ownership of the business of all IT-related costs.  

2.3.2.2     Portfolio Management 

 The above governance principles and practices were needed as key building blocks 
in support of having effective portfolio management processes driven by the busi-
ness units. The design of these portfolio management processes was done by the 
Portfolio Management Offi ce (part of the CIO-Offi ce) and is shown in Fig.  2.10 . 
Three approval stages are defi ned, going from “idea selection” to “programme go” 
and “investment approval.” For each of these phases, clear decision thresholds were 
defi ned. For investments between 150,000 and 500,000 €, the EVP, Director Finance 
and Control and BDO of a business unit could approve the go/no-go decision 
in each phase, investments above 500,000 € are approved by the Business Unit 
Investment Committee (BIC), comprising the business unit COO, EVP, Director 
Finance and Control, and BDO and investments above 5,000,000 € are approved by 
the Executive Committee (EC).  

 The initial phase (1) addresses the initiation of the investment proposals or idea 
generation. In this phase, all business ideas are gathered and captured by the BDOs 
(demand process) and turned into potential initiatives for which a high-level busi-
ness case (HLBC) will be developed. These HLBCs include descriptive informa-
tion, classifi cations and high-level cost and benefi ts estimates and risk. The VP 
BDO Passenger Operations clarifi es: “It is often hard to quantify some benefi ts at 
this stage. For example, the cost avoided of an aircraft not needing to land on 
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another location because of better support systems. But still, we try to make as good 
as  possible educated estimations.” If an initiative is approved (2), it is turned into a 
programme for which a full business case (BC) is developed based on a detailed 
feasibility study. To enable common and comparable business cases, a business 
case template was developed as a mandatory instrument for all investments above 
150,000 €. 

 In order to be able to prioritize all these business cases, it is crucial to know what 
the organization’s business drivers are. The Director Value Management and Alliances 
makes clear: “Our experience was that it was often diffi cult to obtain a clear list of 
business priorities from a business unit. However, we needed these priorities to enable 
the selection of ‘the right things’ and for that reason we used a methodology to help 
us and the business in making these business priorities transparent.” The business 
drivers of a business unit are captured by the CIO-Offi ce through interviews with the 
business unit executives. In the example of the Passenger Operations business unit, 
seven different business priorities were identifi ed (see Fig.  2.11 ). Next, each of these 
business drivers are ranked through a pairwise comparison technique. Instead of just 
ranking the drivers from 1 to  n , this technique relates each driver to the other drivers 
in terms of relative importance, ranging from “extremely less” toward “extremely 
more” in fi ve sequential steps (e.g., “competitive unit cost” is relatively more impor-
tant than “quality in physical comfort”). After completion of this pairwise comparison 
by each of the executive directors, a prioritized list of the defi ned business drivers 
is created and normalized into percentages that sum up to 100 % as shown in the 
Passenger Operations example below.  

 In the following step, the same pairwise comparison technique is used to determine 
the contribution of the investment proposals to each business driver. For each invest-
ment proposal the contribution to each of the business drivers is determined, ranging 
from “low” toward “extreme.” The result of these steps is an initial portfolio containing 
a ranked, but still unconstrained, list of all investment proposals at business unit level. 
The VP BDO Passenger Operations explains the importance of this process: “These 

  Fig. 2.10    Portfolio management process       
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priorities are the basis to build a ‘business plan’ for the BDO of a specifi c  business unit, 
describing all the things that the BDO-offi ce of a business unit can be held accountable 
for. I have even turned this business plan into a video clip on you-tube, to demonstrate 
to all our business and IT stakeholders our commitment for the next year.” 

 After this prioritization, total demand of all business units typically exceeds the 
budget made available by the executive committee. The Director Value Management 
and Alliances describes how this is handled: “Instead of using a ‘cheese slicer’ and, 
for example, forcing all business units to cut 30 % out of the project portfolio, a 
process of informal discussions is initiated between the BDOs to determine how the 
portfolio can best be optimized. As long as this process works, this approach is 
preferred instead of escalating to the next management level.” This process gener-
ally works well, and as a result, the business/IT board receives an overview of the 
major programmes and just has to endorse the outcome of the portfolio manage-
ment process. The Director Value Management and Alliances concludes: “Through 
a good portfolio management process, we strive for seamless decision making.” 

 Once the portfolio of programmes is optimized, the business investment committee 
(for project above 500,000) or executive committee (for project above 5,000,000) still 
has to release the funding before design, construction, user acceptance testing (UAT), 
and implementation can start. This might appear as a duplicated decision structure, but 
it acts as a fi nal check and it also gives the fi nal authority and decision power back to 
the business executives. The VP BDO Passenger Operations explains: “In the end, the 
business executives decide. This approach helped in getting them engaged in the port-
folio management process because they get their control back, although until now 
they have never ‘used’ it. Another important aspect in this context is that we try is to 
make the time between the business idea and approval on the investment committee 
as short as possible, as this period is perceived as ‘IT being slow’.”   

  Fig. 2.11    Defi nition of the business drivers for passenger operations       
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2.3.3     Reported Benefi ts 

 During the interviews with the stakeholders in this case study, the following benefi ts 
of the improved enterprise governance of IT, which are discussed further in the 
 following paragraphs, were consistently mentioned. They include:

•    Lower IT continuity cost per business production unit  
•   Increased capacity for innovation  
•   Increased alignment of investments to strategic goals  
•   More trust between all involved stakeholders  
•   Moving beyond cost thinking towards a value culture    

  Lower IT continuity cost : A primary goal of the CIO-Offi ce is to continuously pro-
mote, improve, and demonstrate the value of the enterprise governance of IT princi-
ples and practices in ensuring that IT-enabled investments contribute to real business 
value. In this effort, one of the metrics reported by the CIO-Offi ce is the relation 
between all IT continuity costs and “Equivalent Available Seat Kilometers” (EASK), 
the key metric used to monitor airline production, which represents the total number 
of seats and cargo capacity multiplied by the total number of kilometers fl own by the 
airline fl eet. The graph below shows that although many business investments involv-
ing IT, such as e-Tickets, more web-based sales and web-based check-in, resulted in 
a year-on-year increase in the total IT budget, the unit cost of providing IT services 
(IT Continuity cost) per airline production unit decreased by more than 20 %. (The 
slight upward curve for the next 3 years is due to a temporary decrease of production 
in response to the world economic crisis.) This substitution of labour by IT also 
resulted in lower business cost per unit, since IT is cheaper than labour (Fig.  2.12 ).  

  Fig. 2.12    IT continuity per business operation cost       
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  Increased innovation capacity : In addition to direct cost savings, the innovation 
capacity has increased as lower, or at least stable IT continuity costs contributed to 
freeing up fi nancials for IT-based innovation. Again here, the CIO-Offi ce develops 
metrics to demonstrate this outcome, of which one example is shown in Fig.  2.13 . 
This bar chart shows a relative stable IT continuity budget, enabling the increase of 
the total IT budget to go almost entirely to new innovation, which has increased 
from 25 % in 2004/2005 to 39 % in 2010/2011.  

  Increased alignment of investments to strategic goals : The use of an innovative and 
inclusive process to capture and prioritize the business drivers of business units has 
enabled investment decisions to move beyond what was previously a fairly arbitrary 
process (in the case of cost reductions), or a largely subjective and emotional dis-
cussion (in the case of new innovations), to a more objective one. The new  process, 
which involves discussions with and between business units and the CIO- Offi ce, is 
based on contribution of existing or proposed spend to business drivers. 
It has resulted in increased alignment of investment and spend with business unit 
drivers and strategic goals, and increased confi dence in the decision-making pro-
cess. This increased confi dence has also resulted in the business/IT board spending 
less time debating the merits of major programmes and generally endorsing the 
outcome of the portfolio management process. 

  More trust : A fourth reported benefi t is the increased trust between business 
and IT. The whole governance and portfolio management process has resulted in 
improved and more transparent decision-making. The results of the driver prioriti-
zation and investment contribution to the business strategy are visible for every 

  Fig. 2.13    IT continuity versus innovation budget       
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manager and stakeholder involved. It makes it diffi cult for executives to overvalue 
their own favorite proposals. Because of this, there is more trust, and this helps in 
continuing the “IT: a collaborative effort” journey. 

  A value culture : Finally, the process of managing the change towards improved 
enterprise governance of IT has its own benefi ts. The communication and discus-
sions on portfolio management have improved management awareness and under-
standing, and supported the transformation from cost towards a value culture. It also 
continues to identify further opportunities to improve existing governance processes 
and practices. 

 Assignment Box 2.4: Identifying Practices for Enterprise 
Governance of IT 

 In the beginning of this chapter, Enterprise governance of IT is defi ned as an 
integral part of enterprise governance addressing the defi nition and imple-
mentation of processes, structures, and relational mechanisms in the organiza-
tion that enable both business and IT people to execute their responsibilities 
in support of business/IT alignment and the creation of business value. Revisit 
the case and identify the structures, processes, and relational mechanisms 
applied in this case. Make sure you can clearly explain each of these practices 
and its role in the context of enterprise governance of IT. 
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2.4        Enterprise Governance of IT and the Board 

 In the previous decade, there has been a lot of confusion in the market and literature 
in the use of the terminology “IT Management” versus “IT Governance.” As will be 
discussed in one of the following chapters on COBIT 5, ISACA has provided in 2012 
a clear defi nition of both the concept and the difference between them. In building 
these defi nitions, ISACA has built on the position put forward by ISO/IEC 38500 
(ISACA,  2012 ). 

 In COBIT 5, ISACA states that IT governance and IT management processes 
encompass different types of activities. The governance processes are organized 
following the EDM model (“Evaluate—Direct—Monitor”), as proposed by the 
ISO/IEC 38500 standard on Corporate Governance of IT (Fig.  2.14 ).  

 IT governance processes ensure that enterprise objectives are achieved by 
 evaluating stakeholder needs (Evaluate), directing, and delegating decision-making 
roles, responsibilities, and processes in the organization (Direct); and monitoring 
performance, compliance, and progress against plans (Monitor). In enterprises, IT 
governance should be the accountability of the board of directors under the leader-
ship of the chairperson. An example of such governance activity of the board can be 
that the board needs to understand and articulate the role of IT for the organization. 
A typical approach here is to have a discussion in the board that leads to an interpre-
tation of the quadrant as proposed by Nolan and McFarlan ( 2005 ), and that the board 
takes the consequences of these choices. For example, if the board evaluates that 
their organization is highly depending on both new technology for innovation as 
on reliable technology for supporting running business activities, the organization 
is positioned in the “strategic mode” quadrant. In such scenario, it is up to the board 

  Fig. 2.14    Governance versus management process. ISACA, COBIT 5, 2012,   www.isaca.org/cobit           
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to identify appropriate governance structures and processes that enable that strategic 
choice. As an example, it would be an appropriate choice, in terms of governance 
structures, to have the CIO report to the CEO or be a member of the Executive 
Committee in this context (Fig.  2.15 ).  

 Based on the governance activities at board-level, business and IT management 
plans, builds, runs, and monitors activities (an interpretation of Deming’s PDCA 
circle Plan, Do, Check, Act) in alignment with the direction set by the governance 
body to achieve the enterprise objectives (ISACA,  2012 ). This all is in line with 
the defi nition as formulated in the beginning of this chapter: IT governance is the 
board’s accountability/responsibility and the execution is executive’s accountability/
responsibility. 

 In their 2014 study, Turel and Bart ( 2014 ) concluded that “High levels of 
board- level ITG, regardless of existing IT needs, increased organizational perfor-
mance.” The importance of board involvement is clearly demonstrated in this paper. 
However, other studies also point out that on average the involvement of boards in 
enterprise governance of IT is low and that boards should become more IT savvy 
to be able to govern the digitized organization. Andriole published an article in 
this context in  2009  and titled his work “The Surprising State of Practice,” which 
reported on the “surprising” low maturity of boards in this area. 

 A related research area concerns how boards report on IT governance towards 
the market and their investors. Drawing on voluntary disclosure theory and the 
notion of information asymmetry, research in IT governance has clearly advocated 
the importance of IT governance communications to external stakeholders of the 
fi rm (Gordon et al.  2010 ; Raghupathi,  2007 ). The theoretical underpinning, rooted 
in voluntary disclosure theory and agency theory predicts that fi rms can improve 
their liquidity and fi rm valuation through better information intermediation, enhance 
market reputation, reduce litigation costs, and the cost of capital (Healy and Palepu, 
 2001 ). Building on this theoretical premise of an association between potential eco-
nomic benefi ts and voluntary disclosure, our research (Bünten et al.,  2014 ) posited 
and demonstrated that a higher maturity of IT governance activities enables boards 
to create a better IT information environment and dissemination capability. 

 In order to assess the level of IT governance disclosure, we used the IT 
Governance Disclosure Framework developed by Joshi et al. ( 2013 ). This frame-
work consists of 39 disclosure items across four broad ITG domains, namely IT 
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  Fig. 2.15    Role of IT in the 
organization. Adapted from: 
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strategic alignment (ITSA), IT value delivery (ITVD), IT risk management (ITRM), 
and IT performance management (ITPM). ITSA is concerned with the linkage of 
strategy, architecture, and processes on the IT and business side (Henderson et al., 
 1993 ), whereas ITVD is related to “providing IT products and services on time, 
within budget, and with appropriate quality” (Joshi et al.,  2013 ). ITRM investigates 
various IT risks such as operational, business continuity and security risk, while 
ITPM focuses on IT expenses and budgets. Each domain contains several items, 
indicating the existence of ITG-related features within that domain. Using this ITG 
disclosure framework, we recorded the data on IT governance reported in the annual 
reports of the sample fi rms (Fig.  2.16 ).  

 Against this framework, also the annual reports of 2012 of 21 Belgian en Dutch 
listed companies were analyzed (Caluwe,  2014 ). The results show that the cate-
gory which is most reported on is IT risk management. An explanation can be 
provided by the Belgian and Dutch corporate governance codes. These state that 
organizations need to report on systems for risk and internal control. Since IT 
keeps growing in importance in today’s organizations, IT risk is often included. 
Topics from the category IT performance measurement are also mentioned 
 relatively often. However, this can be attributed to two topics within this category. 
All companies in the sample report on the topic “IT-related assets are mentioned 
under intangible assets” and 67 % mention the IT software cost. Again, regulation 
can provide an explanation. Listed companies are required to make up their fi nan-
cial statements in accordance with the International Accounting Standards (IAS). 
According to IAS 38, software is a part of the intangible assets. The topics that 
belong to the category IT value delivery are mentioned fairly often as well. “IT is 
explicitly mentioned for achieving specifi c business objectives” is included in 
90 % of all analyzed annual reports. Indeed, investors attach importance to the 
value creation from IT investments. Lastly, companies report very little on IT stra-
tegic alignment. Seven out of 11 topics are not included in any of the annual 
reports. Within this category, topics relating to IT governance at the level of the 
board of directors were included. According to the interviews and literature, boards 
of directors pay little attention to IT governance due to a lack of IT expertise among 
their members. 

 Assignment Box 2.5: Understanding the Difference Between 
Governance and Management of IT 

 Considering this section on Enterprise Governance of IT and the Board, 
 distinguish between governance and management practices in the KLM case. 
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ITG disclosure framework (adapted from Joshi et al., 2013)
Domain Item ID/Description
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ITVD4 Section on IT project in annual report
ITVD5 IT mentioned as strategic business issue
ITVD6 IT projected as strength
ITVD7 IT projected as opportunity
ITVD8 Project update or comments
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ITVD12 Green IT
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ITRM1 IT referred to under operational risk
ITRM2 Special IT risk management program
ITRM3 Use of IT for regulation & compliance
ITRM4 Electronic Data Processing
ITRM5 IT security policy/plan
ITRM6 IT support for accounting
ITRM7 Business continuity plan
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) ITPM1 Explicit information on IT expenditure

ITPM2 IT budget
ITPM3 IT hardware costs
ITPM4 IT software costs
ITPM5 Explicit IT manpower cost
ITPM6 IT expenses mentioned under administrative cost
ITPM7 IT related assets mentioned under intangible assets
ITPM8 Direct cost on IT mentioned in percentage

  Fig. 2.16    Enterprise governance of IT disclosure framework. Joshi, A., Bollen, L., & Hassink, H. 
(2013). An empirical assessment of IT governance transparency: Evidence from commercial bank-
ing. Information Systems Management, 30(2), 116-136       
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2.5      Interorganizational Governance of IT 

 While there is substantial research available on intraorganizational governance of 
IT, there is a lack of research that specifi cally looks at how organizations defi ne their 
interorganizational governance of IT (Croteau and Bergeron,  2009 ; Grant and Tan, 
 2010 ; Croteau and Dubsky,  2011 ). Many organizations are however operating more 
and more in complex networked systems, often facilitated by innovations through 
IT (e.g., e-business), and many industries are using “network governance”—rather 
than bureaucratic structures within fi rms—to underpin their value chain (Jones 
et al.,  1997 ; Chi and Hollsapple,  2005 ). 

 Jones et al. ( 1997 ) defi ne network governance as “a select, persistent, and struc-
tured set of autonomous fi rms (as well as non-profi t agencies) engaged in creating 
products or services based on implicit and open-ended contracts to adapt to  environment 
contingencies and to coordinate and safeguard exchanges” (p. 914). This network gov-
ernance perspective clearly poses new challenges for the governance of IT (Croteau 
and Bergeron,  2009 ). “These challenges revolve around the allocation of accountabil-
ity, responsibility and decision rights in network arrangements where there is distrib-
uted ownership of ICT resources, systems and processes” (Grant and Tan,  2010 ). 

 According to Croteau and Bergeron (Croteau and Bergeron,  2009 ), this need for 
interorganizational governance of IT “is also observed within large organizations 
with several business units where each of them has its own mission, strategy, struc-
ture, processes and IT infrastructure and architecture. The challenge for such orga-
nizations is to create an inter-unit governance of IT that is developed in a similar 
way to the interorganizational governance of IT.” These authors defi ne interorgani-
zational governance of IT as the authority and accountability frameworks put in 
place to encourage the effi cient and effective use of IT when sustaining electronic 
exchanges among business partners, which is dependent on a mix of structures, 
processes, and participants (relational mechanisms). 

 As such, it is felt that many of the principles, structures, processes, and relational 
mechanisms as discussed in KLM case study section (see Sect.  2.3 ) are of value for 
any IT governance setup, both intra- as well as interorganizational. Some specifi c 
recommendations out of this case towards the interorganizational context are: 

  An approach towards sourcing decisions in a global economy : Many organizations 
move towards networked arrangements to (out)source commoditized IT resources. 
KLM also operates in such a networked environment and developed selective sourc-
ing criteria regarding choosing between allocating work in-house for customized 
development, or through external IT providers for standardized solutions. Based on 
the internal “Stay on the Surfboard Principle,” generic business processes that bring 
no competitive advantage are supported by generic (low development cost, off-the-
shelf) applications packages, and business processes, which have the potential to 
create competitive advantage can and will be supported by  in- house custom-built 
applications. In a networked and global environment, this principle can help in the 
discussions on what and what not to outsource towards other partners in a net-
worked environment. 
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  An innovative process to allocate resources across multiple business units : KLM is a 
multi-business-unit environment with distributed ownership over IT resources, sys-
tems, and processes. As such, these business units operate in a very similar  environment 
as a network of organizations with shared IT resources. An important challenge for 
such an environment is to fi nd a way to allocate IT (investment) budgets to business 
units and/or organizations in line with their specifi c strategies. KLM uses an innova-
tive and inclusive process to capture and prioritize the, often diverse, business drivers 
of different business units. The design of this process can be inspirational for other 
multi-unit or interorganizational environments, as a way to engage—sometimes 
diverse—business units in the decision-making process around shared IT resources. 

  The need for an overarching function : When building a governance model for an inter-
organizational or multi-business unit environment, the focus should be on the optimal 
value creation of the network (of organizations or units) as a whole. At KLM, the 
individual business units drive the current portfolio management processes and there is 
no real aggregation at KLM corporate level. However, The executive committee plays 
a crucial role in the optimization at group level, they are responsible for ensuring that 
the bottom-up portfolio management process in the end leads to optimal value creation 
of the KLM group (of business units) as whole. The existence of such overarching 
function, taking accountability for the governance of IT, appears to be crucial is guard-
ing the value creation of the network (or organizations and units) as a whole. 

  An approach to manage multi - unit infrastructure investments : It is often diffi cult to 
build a business case for infrastructure investment because benefi ts are typically 
hard to articulate and spread across multiple units or organizations. At KLM, the 
CIO-Offi ce manages a specifi c budget oriented towards these type of cross-unit 
(cross-organization) infrastructure investments. The CIO-offi ce builds business 
cases that can apply for this budget, which are derived from the emerging business 
cases of the business units (to understand future infrastructure needs). This approach 
ensures that future infrastructure investments will be done required to support the 
network of business units (or organizations). To build a solid infrastructure in a 
networked environment, such role of a CIO-Offi ce managing the future infrastruc-
ture needs and investments, can be a powerful mechanism.  

2.6     Theoretical View on EGIT: Viable Systems Theory 

 The extant research often shows us descriptively how organizations are implement-
ing IT governance, which IT-related decisions are governed and how they are gov-
erned. However, there is little focus on understanding in a more theoretical way 
what functions are required in an IT governance model and why. We suggest that the 
Viable Systems Model (VSM) can provide an unexplored perspective and help in 
focusing on functions that are required for achieving homeostasis in a complex 
adaptive system and in building a theory of governance of IT Peppard, ( 2005 ). 
Moreover, it takes a more comprehensive perspective of alignment, including 
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addressing the execution of projects and programmes that emerge from the align-
ment process, in the delivery of any expected value. 

 The VSM was developed in the 1950s by Beer, who fi rst applied its principles to the 
steel and publishing industries. It was originally derived from his thinking about the 
“management” of the muscles by the brain and nervous systems, which he then applied 
to organizations. Beer wrote that a viable system is one that is able to maintain a sepa-
rate existence and any system “that is capable to maintain its identity independently of 
other such organisms within a shared environment” ( 1979 , pp. 21–22). In addition to 
variety, the notion of recursion is a fundamental concept of the VSM. For Beer, “any 
viable system contains, and is contained in, a viable system” ( 1979 , p. 118). This means 
that every system contains subsystems that are able to maintain a separate existence, 
and that each of those viable subsystems has the same fundamental structure as the 
meta-system. 

 Like any model, the VSM is a generalized model that can be used to describe 
any organization. Proponents of the VSM claim that all self-organizing systems 
conform to this model, even if participants are unaware of this. The VSM treats an 
organization as an information processing system as it strives to maintain balance. 
It provides a framework for diagnosing the structure of an organization, its ability to 
communicate internally and externally, and its effectiveness in controlling the 
deployment of its resources. A VSM always relates to a purpose; a multipurpose 
system requires the construction of several VSMs. According to the VSM logic, 
self-organizing systems have

•    Elements which do things (operations)  
•   Elements which control the doer (management or meta-system)  
•   Surroundings in which they function (the environment)    

 While the basic structure shown in Fig.  2.17  illustrates how VSM is typically 
drawn, in reality the environment should go all the way around both the operation 
and its meta-system, and the meta-system should be embedded in the operations; for 
clarity, they are shown separately.  

  Fig. 2.17    Basic structure of 
the viable systems model       
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 The VSM has fi ve subsystems, or functions, each having a specifi c task for 
 maintaining the stability of the system. The VSM identifi es these fi ve functions as 
systems one through fi ve. They are, respectively, the productive function, the coor-
dination function, the executive function, the planning and future focus function, 
and the coherence function (see Fig.  2.18 ). All that goes on in an organization can 
be described in terms of one or more of these functions.  

2.6.1     System 1: The Productive Function 

 The System 1 (S1) activities are the operations or wealth-producing parts of 
the enterprise. They carry out the tasks that the system is intended to accomplish 
(i.e., implementation of the system’s purpose). All other VSM subsystems are 
 management—or decision-making—rather than action oriented.  

2.6.2     System 2: The Coordination Function 

 System 2 (S2) is the coordination function, sometimes referred to as the “anti- 
oscillation function” because it keeps the different activities of the operations running 
smoothly and keeps them from stepping on each other’s heels. Beer ( 1979 ) provides 
the example of a school timetable; it is a service that ensures that a teacher has only one 
lecture at any one time period and that only one class uses a room at a given lesson slot.  

Role of IT, principles and enterprise
architecture

Innovation and portfolio 
management

Day-to-day monitoring and control 
of IT projects, services , operations

Day-to-day coordination of IT 
projects, services , operations

Day-to-day execution of IT projects, 
services , operations

The coherence function
(system �) 

The planning / future focus function
(system �)

The executive function
(system �)

The coordination function
(system �)

The productive function
(system �)

VSM domains IT governance implications

  Fig. 2.18    A VSM for IT governance       
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2.6.3     System 3: The Executive Function 

 System 3 (S3) is the executive function, where day-to-day management responsibility 
lies (i.e., resource allocation, control, and monitoring of S1). It oversees the produc-
tive operations and manages their common resources, staff, capital, and budgets to 
secure effi ciency of operations. Importantly, it does not determine strategy, defi ne 
principles, or make policies but interprets these for the S1 activities. While Beer’s 
original model also had a System 3*, (“three star” on the language of the VSM) we 
have subsumed these functions into System 3. In light of the agreed purpose, and 
based on the information regarding the state of System 1, Systems 3 infl uences 
System 1 by direct intervention or by modifi cation of System 2. Moreover, it audits 
activities to sustain accountability and internal homeostasis.  

2.6.4     System 4: The Planning and Future Focus Function 

 System 4 (S4), the planning and future focus function, like System 1, is connected 
directly to the environment. It includes research and development, market research, 
new products, and strategic planning. It investigates new technologies and customer 
needs. It emphasizes learning not only about the environment but also what is and 
isn’t working in the organization. In many ways, it is akin to Simon’s (1960) notion 
of intelligence as scanning the environment, both internal and external, seeking to 
identify problems and opportunities.  

2.6.5     System 5: The Coherence Function 

 System 5 (S5) is the coherence function, maintaining the organizational identity and 
balancing the organization’s present and future requirements. It considers the organi-
zation’s purpose or identity and is thus responsible for the direction of the whole sys-
tem. Considering the information generated by S4, it creates policies that are conveyed 
to S3 for implementation by S1. S5’s second task is to monitor the balance between 
the long-term actions suggested by S4 and the short-term requirements articulated by 
S3. “System 5 must ensure that the organization adapts to the external environment 
while maintaining an appropriate degree of internal stability” (Jackson, 1991, p. 111).   

2.7     Applying the VSM in the Context of Enterprise 
Governance of IT 

 The objectives of the VSM have strong resonance with those of IT governance: 
To provide stability and coherence and optimize performance. Furthermore, the 
 language of the VSM also refl ects the language found in the discourse on IT 
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governance; words such as adaptation, control, monitoring, coordination, synergy, 
balance, and policy, are prominent within this literature. Given its heritage, focus, and 
application, we suggest that the VSM can help in progressing both understanding 
and practice in relation to IT governance as well as theory development. 

 The VSM model can be used to assess the objectives of an existing IT  governance 
structure and associated mechanisms and processes. To facilitate such  analyses, it 
was felt that Beer’s terminology should change towards more evocative and rele-
vant language in the context of the contemporary discourse. The labels assigned 
to some of the systems are somewhat dated and have been superseded by a newer 
and more relevant nomenclature. For example, “policy” had specifi c meaning in the 
1960s—as in business policy—and is today more appropriately referred to as strat-
egy. In the IT and computing literature, policy also has a precise meaning, referring 
to a guideline, standard, rule, or prescription. 

 The new proposed terms for the VSM are as follows: Day-to-day execution of IT 
projects, IT operations, and service delivery (System 1); day-to-day coordination of 
IT projects, IT operations, and service delivery (System 2); day-to-day monitoring 
and control (including resource allocation and synergies) of IT projects, IT opera-
tions, and service delivery; innovation and portfolio management (System 4); and 
role of IT, governance principles, and architecture (System 5). 

 The VSM defi nes the functions (i.e., coordination, resource allocation, etc.) 
 necessary for an entity to self-organize. It also recognizes that in self-organizing, 
the entity is not immune to what is happening in the external environment (i.e., new 
technologies, competitor moves, etc.). Working from the VSM model for IT gover-
nance as described above, it is possible to move on to assess how the organization 
handles the objectives and requirements of each of the functions. 

 Assignment Box 2.6 Viable Systems Model and IT Governance 

 Revisit the KLM case discussed in this chapter. Analyze the identifi ed EGIT 
practices and categorize them according to the fi ve VSM areas as discussed 
above (see template). Be prepared to justify your categorization and discuss 
where there are areas for improvement identifi ed using VSM as a lens. 

  

Role of IT, principles and enterprise
architecture

Innovation and portfolio 
management

Day-to-day monitoring and control 
of IT projects, services , operations

Day-to-day coordination of IT 
projects, services , operations

Day-to-day execution of IT projects,
services , operations

The coherence function
(system �) 

The planning / future focus function
(system �)

The executive function
(system �)

The coordination function
(system �)

The productive function
(system �)

VSM domains IT governance implications IT governance practices (processes, 
structures, relational mechanisms)
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      Summary 

 Having developed a high-level model for Enterprise Governance of IT does not 
imply that governance is actually working in the organization. Conceiving the 
model for Enterprise Governance of IT is the fi rst step, deploying it throughout all 
levels of the organization is the next challenging step. To achieve this, Enterprise 
Governance of IT can be deployed using a mixture of various structures, processes, 
and relational mechanisms. These practices need to be embedded at both the level 
of the board as executive and senior management in the organization. 

 It is important to recognize that each of the applied processes, structures, and 
relational mechanisms serve specifi c or multiple goals in the complex alignment 
challenge. This chapter discussed the VSM as a lens to better understand these 
 different layers of objectives in enterprise governance of IT. 

 However, dividing the Enterprise Governance of IT framework into smaller 
pieces, and solving each problem separately, does not always solve the complete 
problem. A holistic approach towards Enterprise Governance of IT acknowledges 
its complex and dynamic nature, consisting of a set of interdependent subsystems 
(processes, structures, and relational mechanisms) that deliver a powerful whole. 
The challenge for organizations is to select an appropriate set of practices, specifi cally 
for their own environment. To assist organizations in this challenge, this chapter 
discussed a list of Enterprise Governance of IT practices and illustrations of their 
application in the context of the airline company KLM. 

  Study Questions 

     1.    Discuss and illustrate important structures for Enterprise Governance of IT.   
   2.    Discuss and illustrate important processes for Enterprise Governance of IT.   
   3.    Discuss and illustrate important relational mechanisms for Enterprise Governance 

of IT.   
   4.    Explain the difference between enterprise governance and enterprise manage-

ment of IT.   
   5.    Identify and discuss governance practices that are most relevant for obtaining 

board involvement.   
   6.    Discuss how the VSM is related to Enterprise Governance of IT and how it can 

be used to analyze EGIT implementations.   
   7.    Discuss why boards should report on IT governance and what they could report 

about in this context.          
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    Chapter 3   
 Business/IT Alignment 

            Abstract     Previous chapters described what Enterprise Governance of IT is about  
and how a set of practices can be leveraged to implement Enterprise Governance of 
IT. In this chapter, the impact of Enterprise Governance of IT implementations on 
business/IT alignment will be discussed. The fi rst question is how an organization 
can measure and evaluate its current status of business/IT alignment. This discus-
sion has supplemented a study that illustrates the relationship between Enterprise 
Governance of IT and alignment, and an exploration of the impact of cultural issues 
on alignment maturity.  

3.1         Measuring Business/IT Alignment 

 The concept of business/IT alignment was already defi ned in Chap.   1    . This chapter 
explained that business/IT alignment is about aligning business strategy, IT strategy, 
business operations, and IT operations and as such, it was concluded that alignment 
is a complex challenge for organizations. 

 There is no universal way to measure business/IT alignment described in litera-
ture. Many researchers have developed models that attempt to capture the complex 
alignment construct as complete as possible. Each measurement model has its own 
approach, and as a result, it is very diffi cult to compare results of alignment studies. 
Some potential approaches are discussed below, all having their strengths and weak-
nesses. In the end, it is important to select the approach that is most suited for the 
type of activity or research one is trying to do. 

3.1.1     The Matching and Moderation Approach 

 The matching approach looks at the difference in rating between two pairs of related 
items. When there is a high difference between the ratings of related items, align-
ment is low, and oppositely, when there is a low difference, alignment is high. 
Figure  3.1  illustrates the matching approach.  

http://dx.doi.org/10.1007/978-3-319-14547-1_1
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 In this type of studies, researchers look for parallelism between business and 
IT. If the difference in scores between business and IT is high, alignment is low (in 
Fig.  3.1 , difference in scores for low alignment is 5), and oppositely, if the difference 
between the scores in low, alignment is high (in Fig.  3.1 , difference in scores of high 
alignment is 0). Applying this for a set of questions can lead to an alignment score 
for the organization. One of the shortcomings of this method is the question whether 
the scores necessarily need to be at the same level to indicate high degrees of align-
ment. Take the example in Fig.  3.1 : it is clear that if the business scores 5 on formal 
planning techniques and IT scores 1 on providing planning tools that alignment is 
low as IT is not supporting business needs. However, if the business does not rely on 
structured formal planning techniques (score 1 on left hand side) but IT scores a bet-
ter rate of 2 or 3 on providing planning tools, IT maybe outperforming slightly but 
does that really imply low alignment? However, this method is clearly an intuitive 
and simple approach to undertake and therefore often used in practice and research. 

 A related technique is the moderation approach. In this approach, alignment is 
viewed as an interaction rather than a parallelism, and in this way quite different in 
outcomes compared to the moderation approach. It is the combination or synergy 
between business and IT, rather than the difference, which is important. The mod-
eration approach does not calculate the difference but the product terms. In the 
example of Fig.  3.1 , this implies that the business score of 1 and the IT score of 5 
result in an alignment score of 5 and the business score of 3 and the alignment score 
of 3 in 9. It is clear that this approach differs from the matching approach as two low 
scores are now seen as “low alignment” where in the matching approach, two 
(equal) low scores result in “high alignment.” The basic assumption in the modera-
tion approach is that the interactive relationship (moderation) between business and 
IT, and not the difference, will impact business performance. For example, two 3’s 
would lead to an alignment score of 9 and two 5’s would lead to an alignment score 
of 25 following the moderation approach. In the matching approach, both scenarios 
would lead to an alignment score of “0”, i.e., high alignment. In the moderation 
approach, the higher score of 25 (two 5’s) is assigned as this represents a higher 
interaction effect between business and IT which will impact fi rm importance. 

 Whatever method is chosen, matching or moderations, it should be clear that 
both approaches are valuable but that they can lead to different conclusions regard-
ing business/IT alignment in an organization.  

We rely on structured formal planning techniques Our IT systems provide planning tools

Strongly disagree 1 2 3 4  5  strongly agree Strongly disagree 1 2 3 4  5  strongly agree

Low alignment

High alignment

Business IT

  Fig. 3.1    Matching approach       
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3.1.2     The Profi le Deviation Approach 

 Measuring alignment based on the profi le deviation approach is based on two steps. 
First, an “ideal alignment scenario” has to be deducted (from theory) and next, 
deviations from this ideal state are calculated. 

 A well-known example here is the study of Sabherwal and Chan ( 2001 ). These 
authors tried to defi ne IT strategies that map best on specifi c business strategies. 
Those business strategies were defi ned based on the Miles and Snow typology, 
which identifi es different types of business strategies: defenders (aiming to reduce 
costs, maximizing effi ciency and effectiveness of production, avoiding organiza-
tional change), prospectors (seen as leading innovators, reacting fi rst on signals of 
change in their market), and analyzers (closely watching competitor’s activities and 
carefully evaluating organizational changes). Figure  3.2  demonstrates which IT 
strategies align best with specifi c business strategies, according to their insights. “IT 
for effi ciency” is oriented towards internal and interorganizational effi ciencies and 
long-term decision making and maps well on the defender’s business strategy. “IT 
for fl exibility” focuses on market fl exibility and quick strategic decisions which 
maps on the prospector’s business strategy. “IT for comprehensiveness” enables 
comprehensive decisions and quick responses through knowledge of other organi-
zations which complies with the analyzer’s business strategy.  

 Based on this model, organizations can be classifi ed against each of the categories 
and the distance against the ideal state can be calculated. It is clear that the value of this 
type of measurement stands or falls with the validity of the theorized ideal state model.  

3.1.3     The Scoring Approach 

 A typical example of the scoring approach is the information economics method 
developed by Parker et al. ( 1988 ). This scoring method can be used as an alignment 
measurement whereby both business and IT people, score major IT investments to 
verify the degree of alignment against a set of business and IT criteria. The method 
typically departs from the Return On Investment (ROI) of a project and different 
non-tangibles such as “strategic match of the project” (business evaluation) and 
“match with the strategic IT architecture” (IT evaluation). In essence, information 
economics is a scoring technique for projects, resulting in a weighted total score 

Business Strategy
IT Strategy

Defenders Prospectors Analysers

IT for efficiency High Low Low
IT for flexibility Low High Low
IT for comprehensiveness Low Low High

  Fig. 3.2    Mapping IT and business strategies. Based on: Sabherwal, R., & Chan, Y. ( 2001 ). Alignment 
between business and IS strategies: a study of prospectors, analyzers and defenders. Information 
Systems Research, 12(1), 11–33       
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based on the scores for the ROI and the non-tangibles. Typically scores from 0 to 5 
are attributed whereby 0 means no contribution and 5 refers to a high contribution; 
the values obtain a positive score and the risks a negative score (Fig.  3.3 ).  

 A limitation of previous approach is clearly that it is focused only on one major 
IT project. Alternative scoring instruments are developed by Weill and Broadbent 
( 1998 ) and Weill and Ross ( 2004 ). These researchers developed a “diagnostic 
to assess alignment” and “governance performance indicator” as visualized 
in Figs.  3.4  and  3.5 . This fi rst diagnostic requires the respondents to assess ten 

Traditional ROI (+)

+ value linking (+)
+ value acceleration (+)

+ value restructuring (+)
+ innovation (+)

+ Business Value + IT Value= Adjusted ROI

Strategic match (+)
Competitive advantage (+)
Competitive response (+)
Management information (+)
Service and quality (+)
Environmental quality (+)
Empowerment (+)
Cycle time (+)
Mass customization (+)

Strategic IT architecture (+)

- Business Risk - IT Risk

Business strategy risk (-)
Business organization risk (-)

IT Strategy risk (-)
Definitional uncertainty (-)
Technical risk (-)
IT service delivery risk (-)

= VALUE (business contribution)

- -

  Fig. 3.3    Information Economics. Based on: VAN GREMBERGEN W. AND VAN BRUGGEN 
R., 1997,  Measuring and improving corporate Information Technology through the balanced 
scorecard technique , In proceedings of the European Conference on the Evaluation of Information 
Technology, Delft, The Netherlands       

always true never true
1. Senior management has no vision for the role of IT 2 3 4 5
2. The IT gorup drives IT projects 2 3 4 5
3. There is no IT component in the division's strategy 2 3 4 5
4. Vital information necesarry to make decisions is often missing 2 3 4 5
5. Islands of automation exist 2 3 4 5
6. Management perceives little value from computing 2 3 4 5
7. A "them and us" mentality prevails 2 3 4 5
8. IT doens't help for the hard tasks 2 3 4 5
9. It's hard to get financial approval for IT projects 2 3 4 5
10. Senior management sees outsourcing as a way to control IT 2 3 4 5

Average:

1
1
1
1
1
1
1
1
1
1

  Fig. 3.4    Diagnostic to assess alignment. Adapted from: Weill P. and Broadbent M., Leveraging 
the new Infrastructure: how market leaders capitalize on information technology, Harvard Business 
School Press,  1998        
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 statements that relate to the degree of alignment, on a scale from 1 to 5 (1 = always 
true, 5 = never true). The average of the assessments on all the ten statements pro-
vides the  alignment score.   

 The governance performance measure is based on the scores regarding perceived 
governance outcome, i.e., strategic alignment. Respondents have to score on a scale 
from 1 (not important) to 5 (very important) on how important a particular gover-
nance outcome is (Q1), and how well IT governance contributed to meeting that 
outcome (Q2) (1 = not successful, 2 = very successful) as visualized in Fig.  3.5 . The 
outcomes that are to be scored are cost-effective use of IT, effective use of IT for 
growth, effective use of IT for asset utilization, and effective use of IT for business 
fl exibility. In order words, Q1 assesses the importance of a particular outcome and 
Q2 assesses how well IT governance contributed to meeting the outcome. 

 Based on the scores a weighted governance performance can be calculated, 
using the formula of Fig.  3.6 . Since not all fi rms rank the outcomes with the same 

Not 
important

Very 
important

1 2 3 4 5
Cost-effective use of IT
Effective use of IT for growth
Effective use of IT for asset utilisation
Effective use of IT for business flexibility

Not 
important

Very 
important

1 2 3 4 5
Cost-effective use of IT
Effective use of IT for growth
Effective use of IT for asset utilisation
Effective use of IT for business flexibility

1. How important are the following outcomes of your IT governance, on a 
scale from 1 (not important) to 5 (very important)?

2. What is the influence of the IT governance in your business on the 
following measures of success, on a scale from 1 (not important) to 5 (very 

  Fig. 3.5    Governance outcome survey. Adapted from: Weill P. and Ross J., IT Governance: how top 
performers manage IT decisions rights for superior results, Harvard Business School Press,  2004 , 269 blz       

(å n = 1 to 4 (importance of outcome {Q1}

* influence of IT governance {Q2})) * 100
___________________________________

å n = 1 to 4 (5 * (importance of outcome))

  Fig. 3.6    Governance performance calculator. Adapted from: Weill P. and Ross J., IT Governance: 
how top performers manage IT decisions rights for superior results, Harvard Business School 
Press,  2004 , 269 blz       
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importance, the answers to the fi rst question are used to weight the answers of the 
second question. Then the weighted scores for the four questions are added and 
divided by the maximum score attainable by that enterprise.   

3.1.4     The Maturity Model Approach 

 Organizations can also use a maturity model to assess the current degree of align-
ment. This is a method of scoring that enables the organization to grade itself from 
nonexistent (0) to optimized (5). This tool offers an easy-to-understand way to 
determine the “as-is” and the “to-be” (according to enterprise strategy) position and 
enables the organization to benchmark itself against best practices and standard 
guidelines. In this way, gaps can be identifi ed and specifi c actions can be defi ned to 
move towards the desired level of strategic alignment maturity. 

 A good example of strategic alignment maturity models was developed by 
Luftman ( 2000 ). Luftman defi nes fi ve maturity levels around six alignment-related 
domains (e.g., communication, partnership), using the criteria and attributes described 
in the fi rst two columns of Fig.  3.7 . The last two columns indicate the characteristics 
or values of each attribute to obtain a level 1 or level 5 of the maturity model.  

 Based on this model, Luftman reports on international business/IT alignment 
benchmarks. One example is given in Fig.  3.8  which shows that retail and transpor-
tation sector are leading the benchmark and maybe surprisingly the fi nancial sector 
that also achieve an average outcome.     

 Assignment Box 3.1: Business/IT Alignment Benchmarking 

 Compare the international business/IT alignment results as presented in 
Fig.  3.8  and try to explain the differences between industries. 

3.2     Aligning Business Goals and IT Goals 

 To provide practitioners with hands-on guidance in the business/IT alignment 
domain, a research project by the University of Antwerp—Antwerp Management 
School (Van Grembergen et al.  2007 ) worked on developing pragmatic insights into 
how specifi c enterprise goals can drive IT goals and vice versa, as visualized in 
Fig.  3.9 . If “maintaining the enterprise reputation and leadership” is an important 
business goal, a supporting IT goal could be “ensuring IT services can resist and 
recover from attacks.”  
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attribute characteristics level 1 characteristic level 5
•communications maturity

• understanding of business by IT minimum pervasive
• understanding of IT by business minimum pervasive
• inter/intra-organizational learning casual, ad hoc strong and structured
• protocol rigidity command and control informal
• knowledge sharing ad hoc extra-enterprise
• liaison(s) breath/effectiveness none or ad hoc extra-enterprise

• competency/value measurements maturity
• IT metrics technical extended to external partners
• business metrics ad hoc extended to external partners
• balanced metrics ad hoc, unlinked business, partner and IT metrics
• service level agreements sporadically present extended to external partners
• benchmarking not generally practiced routinely performed with partners
• formal assessments/reviews none routinely performed
• continuous improvement none routinely performed

• governance maturity
• business strategic planning ad hoc integrated across & external
• IT strategic planning ad hoc integrated across & external
• reporting/organization structure CIO reports to CFO CIO reports to CEO

central/decentral federated
• budgetary/control cost center, erratic investment center, profit center
• IT investment management cost based, erratic business value
• steering committee(s) not formal, regular partnership
• prioritization process reactive value added partner

attribute characteristics level 1 characteristic level 5
•partnership maturity

• business perception of IT value IT perceived as a cost IT co-adapts with business
• role of IT in strategic business planning no seat at business table co-adaptive with business
• shared goals, risk, rewards/penalties IT takes risk risks and rewards shared
• IT program management ad hoc continuous improvement
• relationship/trust style conflict/minimum valued partnership
• business sponsor/champion none at the CEO level

•scope & architecture maturity
• traditional, enabler/driver traditional systems business strategy driver/enabler
• standards articulation none or ad hoc inter-enterprise standards
• architectural integration: no formal integration evolve with partners

• functional organization integrated
• enterprise standard enterprise architecture
• inter-enterprise with all partners

• architectural transparency, flexibility none across the infrastructure

•skills maturity
• innovation, entrepreneurship discouraged the norm
• locus of power in the business all executives, including CIO 
• management style command and control relationship based
• change readiness resistant to change high, focused
• career crossover none across the enterprise
• education, cross-training none across the enterprise
• attract & retain best talent no program effective program for

hiring & retaining

  Fig. 3.7    The strategic alignment maturity levels of Luftman. Adapted from: Luftman, J.,  2000 , 
 Assessing Business - IT alignment Maturity , Communications of AIS, vol. 4       
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 In order to populate the above model with realistic examples of enterprise 
goals and IT-related goals, many in-depth interviews with CEO and CIO in different 
sectors were done and supplemented with expert assessments. A generic list of 
enterprise goals, IT-related goals, and its inter-relationship was established, as 
shown in Fig.  3.10 . This cascade now constitutes the core entry point for COBIT 5 
(see Chap.   5    ). This model suggests that organizations should always start with ana-
lyzing their business/IT strategic alignment through defi ning and linking enterprise 
goals and IT-related goals.  

Alignment
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  Fig. 3.8    Worldwide Business/IT alignment benchmark. Based on: Luftman J., Kempaiah R., 
2007, An Update on Business/IT Alignment: a line has been drawn. MISQ Executive, vol. 6, no. 3       

Maintain enterprise
reputation and leadership

Business Goal

IT Goal

Ensure IT services can
resist and recover from attacks

drives

supports

  Fig. 3.9    Enterprise goals and IT goals       
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  Fig. 3.10    Enterprise goals and IT-related goals—2       
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3.3        The Relationship Between Enterprise Governance 
of IT and Alignment 

 As discussed in the fi rst chapter, the ultimate outcome of Enterprise Governance of 
IT is business/IT alignment. In this section, we illustrate the relationship between 
Enterprise Governance of IT and business/IT alignment based on the results of 
extreme case research (De Haes and Van Grembergen  2009 ). The research project 
was aimed at exploring the relationship between IT governance implementations 
and business/IT alignment. This research started with creating a business/IT align-
ment benchmark for the Belgian fi nancial services sector based on a sample of ten 
Belgian fi nancial services organizations. In each organization, it was asked that fi ve 
to ten senior business and IT managers completed a questionnaire measuring busi-
ness/IT alignment maturity (on a scale from 0 to 5), based on the Luftman model as 
discussed in previous sections. From the results of this benchmark, four extreme 
case organizations were selected (two high performers and two low performers in 
terms of business/IT alignment), in which a workshop was organized to measure the 
maturity of the IT governance practices applied based on a generic maturity scale 
from 0 (nonexistent) to 5 (optimized). The data collected allowed for detailed cross- 
case analysis, looking for causes that could explain why some organizations 
achieved a higher business/IT alignment score compared to other organizations. 

 Assignment Box 3.2: Defi ning and Linking Business Goals and IT Goals 

 Work in groups of three to fi ve people and choose a specifi c organization or 
industry sector. Next, run through the following steps. 

 Assume that you are the Board or Executive Committee of the organiza-
tion and defi ne fi ve specifi c business goals. 

 Put the business goals aside. Assume you are the IT Management 
Committee of the same organization, and defi ne fi ve specifi c IT goals. 

 Put the business goals and IT goals in a matrix and try to fi nd correlations 
on how IT goals support business goals. 

       

LINKING BUSINESS GOALS TO\

IT GOALS IT
 G

OALS

BUSINESS GOALS

  

    Discuss and present your conclusions to the group. 
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 After measuring alignment in ten Belgian fi nancial services organizations, it 
appeared that the overall business/IT alignment maturity is 2,69 on a scale of 5 in 
the Belgian fi nancial services sector (Fig.  3.11 ).  

 The benchmark contained two organizations with a relatively high business/IT 
alignment maturity compared to the overall average (high performers, I–J) and two 
organizations with a relatively low business/IT alignment maturity compared to the 
benchmark (low performers, A–B). The other six organizations were all situated 
around the overall average. An interesting consideration here is what the desired 
target or to-be situation would be for the fi nancial services sector. There is no litera-
ture available in this domain, but taken the high dependency on IT into account, one 
could argue that at least a maturity level 3 would be required, which implies stan-
dardized and documented processes and procedures. 

 In each of these extreme cases, it was assessed in which maturity (on a scale from 
0—nonexistent to 5—optimized) the organization was applying each of the 33 IT 
governance practices discussed in Chap.   2     (see also Assignment Box 2.2). When 
comparing the averages of maturity of IT governance practices (structures, pro-
cesses, and relational mechanisms) in those extreme cases, it appears that in general 
the high performers have more mature IT governance structures and processes, as 
shown in Fig.  3.12 . This fi gure also shows that processes on average were less 
mature compared to structures, indicating that it is more diffi cult to implement pro-
cesses compared to structures, which was also discussed in previous section.  
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  Fig. 3.11    Business/IT alignment maturity benchmark       
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  Fig. 3.12    Comparing extreme cases (1)       
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 It was also shown that the organizations with low business/alignment maturity 
did have a lot of practices in place, but the average maturity of these practices was 
below maturity level 2, as shown in Fig.  3.13 . This might indicate that the impact on 
business/IT alignment of IT governance practices that have a maturity level lower 
than 2, is limited.  

 The impact of relational mechanisms on business/IT alignment maturity was not 
clearly demonstrated in this research. However, a fi nding was that the two high 
performers had started their IT governance implementation many years ago and 
came to a point where many structures and processes were embedded in day-to-day 
practice. At that time, the importance of relational mechanisms becomes less impor-
tant. The relational mechanisms are likely very important in the initiating phase of 
IT governance, in which the two low performers were situated. 

 An interesting IT governance practice that was not used by any of the organiza-
tions, although being promoted by experts and thought leaders as very important 
(Turel and Bart  2014 ), is the “IT strategy committee at the level of the board of 
directors.” This practice is promoted as a structure to ensure that board gets involved 
in a structured way in IT governance issues. During the interviews, three out of four 
organizations stated that board involvement in IT governance is not feasible and 
probably not required. The latter is of course in great contrast with the argumenta-
tion of section 2.4 on the role of the board in Enterprise Governance of IT.  

3.4     Exploring Culture and Alignment 

 The central question in this section addresses how national culture infl uences the 
alignment of business and IT in organizations. We present a framework for studying 
national cultures and explore the relationship between culture and alignment 
(Silvius et al.  2010 ). The last part of the section presents a small-scale empirical 
study to explore the expected infl uence of national culture on alignment maturity. 
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3.4.1     The Hofstede Framework for Studying National Culture 

 Hofstede ( 1991 ) defi nes culture as “the collective programming of the mind, which 
characterizes the members of one organization from others.” By “collective pro-
gramming” Hofstede refers to the symbols, heroes, rituals, and values that collec-
tively defi ne a culture. Cultures come in many different kinds or layers, such as 
national cultures, organizational cultures, organizational subcultures, and occupa-
tional cultures (Gefen and Straub  1997 ; Hofstede  1991 ). This Hofstede framework 
characterizes culture on the following dimensions. 

3.4.1.1     Power Distance Index (PDI) 

 The power distance index is an indication of the extent to which less powerful mem-
bers of a society accept unequal distribution of power. It reveals dependence rela-
tionships in a country. A low PDI shows limited acceptance of power inequality and 
less dependence of subordinates on managers. It also shows a preference for consul-
tation and cooperation.  

3.4.1.2     Individualism vs. Collectivism (IND) 

 In cultures that are considered highly individualistic, individuals are loosely tied 
and are expected to look out for themselves and their family. In “collectivist” cul-
tures, people are integrated into strongly cohesive in-groups, and group loyalty lasts 
a lifetime. In individualistic cultures, time, punctuality, and schedules are consid-
ered highly important, whereas in collectivistic cultures personal relationships and 
contacts prevail.  

3.4.1.3     Masculinity vs. Femininity (MAS) 

 In the dichotomy masculine versus feminine, a masculine culture values assertiveness, 
performance, and material success. In a feminine society values like quality of life, 
tenderness and modesty prevail. In a feminine culture, individuals don’t like to stand 
out or be unique, whereas in a masculine society success and career are valued highly.  

3.4.1.4     Uncertainty Avoidance Index (UAI) 

 The uncertainty avoidance index is defi ned as “the extent to which the members of 
a culture feel threatened by uncertain or unknown situations” (Hofstede  1991 ). 
Cultures with a high UAI have a large need for rules and regulations to guide tasks. 
Cultures with a low UAI are less rule dependent and are more trusting. 
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 Based on follow-up research among students in 23 countries around the world, 
and criticism that the model represented a very “western” way of thinking, a fi fth 
dimension was added (Hofstede and Bond  1984 ).  

3.4.1.5     Long-Term Orientation vs. Short-Term Orientation (LTO) 

 This dimension is an indication of the perception of time in a culture and is based 
on the heritage of Confucius, the most infl uential Chinese philosopher who lived 
around 500  BC . Values associated with Long-Term Orientation are thrift and perse-
verance; values associated with Short-Term Orientation are respect for tradition, 
fulfi lling social obligations, and protecting one’s “face.”   

3.4.2     Applying the Hofstede Framework to Explore the Impact 
of Culture on Business and IT Alignment 

 (National) Culture infl uences the way IT is perceived or used. Several authors 
(Straub et al.  1997 ; Livonen et al.  1998 ; Hofstede  2000 ; Batenburg  2007 ) found 
proof of this in their studies. All of these studies show a certain impact of national 
cultures in the perception and use of IT. Given these fi ndings, it can be expected that 
culture also infl uences the alignment of IT and business. This infl uence however is 
not refl ected in any studies on alignment so far. 

 In a reaction on his most recent report on the maturity of alignment in organiza-
tions ( 2007 ), Luftman acknowledges the fact that international companies and inter-
national activities are included in the study. The potential infl uence of national 
cultures on alignment maturity however is not analyzed in Luftman’s report. Given 
the impact of national cultures on the use and perception of IT found in earlier 
 studies, it can be expected that cultures could also infl uence the perception of align-
ment maturity on the different variables of Luftman’s assessment model (see 
Fig.  3.14 ). For example, an expected relationship can be that countries with a higher 
uncertainty avoidance score place more emphasis on governance of IT, resulting in 
a higher score on governance maturity and value transparency.  

 Based on indications provided by literature, the following analysis of the rela-
tionship between Hofstede’s dimensions of culture on Luftman’s variables of align-
ment maturity, can be constructed. 

3.4.2.1     Power Distance Index 

  PDI—Communications maturity : Based on the fi ndings of Sørnes et al. ( 2004 ), it 
can be concluded that a low PDI score indicates close working relationships between 
hierarchical levels and assertive behavior by subordinates. This can be expected 
to result in a higher communications maturity because of more intensive and less 
formalized communication. 
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  PDI—Value measurement maturity : Following the motivation stated under 
“Communications,” a lower PDI score can be expected to result in less need for 
creating transparency, procedures, and reports that enhance Value measurement, 
therefore resulting in a lower maturity on this factor. 

  PDI—Governance maturity : Again based on the fi ndings of Sørnes et al. ( 2004 ) that 
concluded that a low PDI score indicates close working relationships between hier-
archical levels and assertive behavior by subordinates, it should be expected that in 
cultures with a low PDI there is less need for formalized governance processes, 
resulting in a relatively lower Governance maturity. 

  PDI—Partnership maturity : Following the motivation given under “Communica-
tions,” a lower PDI score can be expected to result in a higher Partnership maturity 
because of more intensive, less formalized, and richer communication. 

  PDI—Scope and Architecture maturity : Given the characteristics of this factor, no 
indication was found in literature to indicate how the PDI relates to the Scope and 
Architecture maturity. 

  PDI—Skills maturity : The high level of assertiveness that is expected to result from 
a low PDI score is stimulating entrepreneurship and initiative in lower organiza-
tional levels and can therefore be expected to result in a high Skills maturity.  

BIA maturity 
variable

Description

Communication How well does the technical and business staff understand each other? Do 

they connect easily and frequently? Does the company communicate 

effectively with consultants, vendors and partners? Does it disseminate 

organizational learning internally?

Value measurement How well does the company measure its own performance and the value 

of its projects? After projects are completed, do they evaluate what went 

right and what went wrong? Do they improve the internal processes so 

that the next project will be better?

Governance Do the projects that are undertaken flow from an understanding of the 

business strategy? Do they support that strategy? Does the organization 

have transparency and accountability for outcomes of IT projects.

Partnership To what extend have business and IT departments forged true 

partnerships based on mutual trust and sharing risks and rewards?

Scope & 
Architecture

To what extend has technology evolved to become more than just 

business support? How has it helped the business to grow, compete and 

profit?

Skills Does the staff have the skills needed to be effective? How well does the 

technical staff understand business drivers and speak the language of the 

business? How well does the business staff understand relevant 

technology concepts?

  Fig. 3.14    Business/IT alignment (BIA) dimensions of Luftman       
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3.4.2.2     Individualism vs. Collectivism 

  IND—Communications maturity : In individualistic societies, the task will normally 
prevail over personal relationships (Hall  1976 ; Walls  1993 ). A high IND score could 
therefore indicate a much task-oriented communication that will result in a high matu-
rity score, but lacks personal warmth that may be important in case of problems. 

  IND—Value measurement maturity : Individualistic cultures will normally show a 
high appreciation of value and performance. It should therefore be expected that 
these societies score relatively high on Value measurement maturity. 

  IND—Governance maturity : In Hofstede’s study, the United States scores highest 
(most individualistic) of all nations on this dimension. The United States also devel-
oped strongly in governance as a reaction to fraudulous actions of individuals. It should 
therefore be expected that high IND cultures also score high on Governance maturity. 

  IND—Partnership maturity : In individualistic cultures, personal task prevails col-
lective tasks (Veiga et al.  2001 ). A high IND culture should therefore be expected to 
result in a lower Partnership maturity. On the other hand, van Birgelen et al. ( 2002 ) 
found that in an individualistic culture people therefore seem to be more innovative 
and trusting in exchange relationships with external parties, which could be refl ected 
in a higher Partnership maturity. 

  IND—Scope and Architecture maturity : Given the more collective nature of archi-
tecture, it can be expected that a high IND culture should refl ect in a relatively low 
score on Architecture maturity. On the other hand, the fi ndings of van Birgelen et al. 
( 2002 ) mentioned above provide indication that a more individualistic culture 
refl ects in a higher Architecture maturity because of its openness to exchange rela-
tionships with external parties. 

  IND—Skills maturity : A high IND culture can be expected to result in a high Skills 
maturity because of its appreciation of individual skill development.  

3.4.2.3     Masculinity vs. Femininity 

  MAS—Communications maturity : Hofstede’s ( 2000 ) fi ndings support the claim that 
one-way communication will be more prominent in masculine countries, while two- 
way communication prevails in feminine countries. It should therefore be expected 
that a high MAS culture scores relatively lower on Communications maturity. 

  MAS—Value measurement maturity : A high “masculine” culture values value asser-
tiveness and focus on material success, while “feminine” countries value modesty, 
tenderness, and quality of life (Hofstede  1991 ). A high MAS score can therefore be 
expected to score high on Value measurement maturity. 
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  MAS—Governance maturity : Because of its orientation on material success, 
 performance and measurement stated above, a high MAS culture can be expected to 
score high on Governance maturity. 

  MAS—Partnership maturity : In more feminine cultures, individuals don’t like to 
stick out, be unique or conspicuous, unlike the more assertive and career-seeking 
individuals found in masculine cultures (Sørnes et al.  2004 ). This “live and let live” 
approach could enhance partnerships between individuals, departments, or organi-
zations. A less MAS culture should therefore be expected to result in a higher 
Partnership maturity. 

  MAS—Scope and Architecture maturity : Because of its tendency to appreciate indi-
vidual performance and success, a more masculine culture should be expected to 
score lower in Scope and Architecture maturity, which has a nonindividual character. 

  MAS—Skills maturity : Because of its orientation on work and material success 
(Hofstede  1991 ), a high MAS culture should be expected to result in a higher Skills 
maturity. On the other hand, a more “feminine” culture can be expected to stimulate 
a more diverse skills development that in fact could also result in a higher Skills 
maturity score.  

3.4.2.4    Uncertainty Avoidance Index 

  UAI—Communications maturity : A high UAI culture can be expected to score rela-
tively lower on Communications maturity because of its tendency towards certainty 
which does not stimulate open and informal communication. 

  UAI—Value measurement maturity : Following the argumentation of Sørnes et al. 
( 2004 ), a high UAI culture can be expected to avoid uncertainty about value, result-
ing in a higher score on Value measurement maturity. 

  UAI—Governance maturity : Following the same argumentation (Sørnes et al. 
 2004 ), a high UAI culture can be expected to score high on Governance maturity 
because of its tendency to require certainty. 

  UAI—Partnership maturity : Given the fact that “partnership” in general is based 
more on trust than on certainty, it should be expected that a high UAI culture, scores 
relatively lower on Partnership maturity. 

  UAI—Scope and Architecture maturity : A high UAI culture can be expected to score 
high on Architecture maturity because of its tendency to create certainty and secu-
rity, and the slower rate of adoption of new technologies found by Png et al. ( 2001 ). 

  UAI—Skills maturity : Based on the fi ndings of Livonen et al. ( 1998 ), it can be 
expected that a high UAI decreases the pace of individual learning and will result in 
a lower Skills maturity.   
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3.4.3     Conceptually Comparing Alignment Cultural Differences 
Between Belgium and the Netherlands 

 As a fi rst empirical exploration of the infl uence of national cultures on alignment, 
we compared the results of alignment maturity assessments in Belgium and the 
Netherlands. The selection of Belgium and the Netherlands was inspired by the 
substantial differences on three of the four Hofstede’s culture variables by these 
neighboring countries. Figure  3.15  shows these scores.  

 The analysis of the relationship between Hofstede’s dimensions of culture on 
Luftman’s variables of alignment maturity can now be made specifi c for the differ-
ences between Belgium and the Netherlands. 

3.4.3.1    Power Distance Index 

  PDI—Communications maturity : The Belgium PDI is moderately high, whereas the 
PDI of the Netherlands can be classifi ed as moderately low. Therefore it should be 
expected that the Netherlands scores higher in Communications maturity than Belgium.

    Expectation : Comm M NL > Comm M BE    

  PDI—Value measurement maturity : The relatively low PDI score of the Netherlands 
should result in a lower Value measurement maturity, compared to Belgium.

    Expectation : Value M NL < Value M BE    

  PDI—Governance maturity : Given the difference in PDI scores of Belgium and 
the Netherlands, it should be expected that Belgium scores higher in Governance 
maturity than the Netherlands.

    Expectation : Gov M NL < Gov M BE    

PDI IND MAS UAI
Power

Distance
Index

Individualism
vs.

Collectivism

Masculinity
vs.

Femininity

Uncertainty
Avoidance

Index

Maximum 
score
(all nations)

104 91 110 112

Minimum 
score
(all nations)

11 6 5 8

Score for
the 
Netherlands

38 80 14 53

Score for
Belgium 65 75 54 94

  Fig. 3.15    Belgium and the Netherlands compared Hofstede’s variables.  Note : Because of the fact 
that Belgium does not have a score on Hofstede’s long-term orientation vs. short-term orientation 
variable, this dimension is discarded       
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  PDI—Partnership maturity : Given the difference in PDI scores of Belgium and the 
Netherlands, it should be expected that the Netherlands scores higher in Partnership 
maturity than Belgium.

    Expectation : Par M NL > Par M BE    

  PDI—Scope and Architecture maturity : Given the lack of indications for this rela-
tionship, it is unclear how the difference in PDI scores of Belgium and the 
Netherlands refl ect in the Scope and Architecture maturity scores.

    Expectation : Arch M NL? Arch M BE    

  PDI—Skills maturity : Given the difference in PDI scores for Belgium and the 
Netherlands, it should be expected that Dutch companies score higher on Skills 
maturity than Belgium companies.

    Expectation : Sk M NL > Sk M BE     

3.4.3.2    Individualism vs. Collectivism 

 Since Belgium and the Netherlands both score relatively high on the IDV factor, no 
specifi c difference in maturity score is expected on this variable.

    Expectation : All variables NL ≈ All variables BE     

3.4.3.3    Masculinity vs. Femininity 

  MAS—Communications maturity : The Dutch culture can be classifi ed as strong 
feminine, whereas Belgium takes on a middle position on this factor. This strength-
ens our earlier expectation that the Netherlands scores higher in Communications 
maturity than Belgium.

    Expectation : Comm M NL > Comm M BE    

  MAS—Value measurement maturity : The difference in MAS scores in Belgium and 
the Netherlands can be expected to result in a higher Value measurement maturity 
for Belgium companies, compared to Dutch companies.

    Expectation : Value M NL < Value M BE    

  MAS—Governance maturity : The difference in MAS scores in Belgium and the 
Netherlands strengthens the expectation that Belgium companies will show a higher 
Governance maturity score, compared to Dutch companies.

    Expectation : Gov M NL < Gov M BE    

  MAS—Partnership maturity : The high feminine score of the Netherlands provides 
indication that Dutch companies should be expected to show a higher Partnership 
maturity score than Belgium companies.

    Expectation : Par M NL > Par M BE    
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  MAS—Scope and Architecture maturity : The high feminine score of the Netherlands 
can be expected to refl ect in a relatively high score on Scope and Architecture matu-
rity, compared to Belgium.

    Expectation : Arch M NL > Arch M BE    

  MAS—Skills maturity : Given the different expected effects of masculinity/feminin-
ity on the Skills maturity score, it is not possible to specify an expectation for the 
difference between Belgium and Dutch culture on this factor.

    Expectation : Sk M NL? Sk M BE     

3.4.3.4    Uncertainty Avoidance Index 

  UAI—Communications maturity : On UAI Belgium scores quite high and the 
Netherlands take a middle position. Again this indicates that the Netherlands is 
expected to score higher on Communications maturity than Belgium.

    Expectation : Comm M NL > Comm M BE    

  UAI—Value measurement maturity : Given the high UAI score of Belgium again, 
this provides indication that Belgium companies should show a higher score on 
Value measurement maturity, compared to Dutch companies.

    Expectation : Value M NL < Value M BE    

  UAI—Governance maturity : Given the high UAI score of Belgium, also this factor 
provides an indication that Belgium companies should be expected to show a higher 
Governance maturity score than Dutch companies.

    Expectation : Gov M NL < Gov M BE    

  UAI—Partnership maturity : This factor again provides indication that the 
Netherlands should be expected to score higher on Partnership maturity than 
Belgium.

    Expectation : Par M NL > Par M BE    

  UAI—Scope and Architecture maturity : Following Png’s motivation (Png  2001 ), it 
should be expected that the high UAI score of Belgium refl ects in a high score on 
Architecture maturity.

    Expectation : Arch M NL < Arch M BE    

  UAI—Skills maturity : Given the high UAI score of Belgium, this provides support 
for the expectation that the Netherlands score higher on Skills maturity than Belgium 
companies.

    Expectation : Sk M NL > Sk M BE    

 Based upon this analysis, the expectations for the differences between Belgium and 
the Netherlands can be summarized as shown in Fig.  3.16 .    
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3.4.4     Empirically Comparing Alignment Cultural Differences 
Between Belgium and the Netherlands 

 For this study, three Dutch companies and three Belgium companies in the fi nancial 
services sector (banks, insurance companies, etc.) were selected. The choice for the 
fi nancial services sector was made because among different industries, fi nancial 
services, together with manufacturing and retailing, is the fi rst industry to use infor-
mation technologies and as such is already more matured in these domains, making 
empirical research interesting (Chiasson and Davidson  2005 ). To avoid bias by the 
overall alignment maturity, the participating companies were selected to have 
matching total maturity scores (deliberate sampling, Yin  2002 ). 

 Figure  3.17  shows the participants of the study. In each of the organizations, 
6–11 business and IT managers completed the survey. Comparing the maturity 
scores assigned by business and IT per organization reveals that for most organiza-
tions the difference between the business and IT rating was not large.  
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  Fig. 3.16    Summary of the expected differences between Belgium and the Netherlands       
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Company # Employees # Respondents

Dutch companies
Merchant Bank 500-1000 8
Investment Bank 250-500 9
Insurance 
company >5000 6

Belgium companies
Bank / Insurance >5000 11
Bank >5000 9
Insurance broker 500-1000 8

  Fig. 3.17    Participants in the study       
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  Fig. 3.18    Alignment maturity scores of the Belgium and Dutch participants       

 Figure  3.18  shows the overall average results of the alignment maturity assess-
ments of the Belgium and Dutch participants. From this graph, some differences are 
immediately clear, specifi cally for “skills,” “governance,” and “scope and architec-
ture.” Figure  3.19  shows the results on a deeper level. Based upon these differences, 
the following analysis can be made.   

3.4.4.1    Communications Maturity 

 Average maturity of Belgium participants: 3.0. 
 Average maturity of Dutch participants: 2.9. 
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 The scores of the Belgium participants and that of the Dutch participants do not 
show a lot of difference, also on the level of the individual assessment items shown 
in Fig.  3.19 . The expected difference is therefore not confi rmed.  

3.4.4.2    Value Measurement Maturity 

 Average maturity of Belgium participants: 2.7. 
 Average maturity of Dutch participants: 2.9. 
 The scores of the Belgium participants and that of the Dutch participants on this 
variable show some difference. On the more detailed level, a substantial difference 
is shown on the item “Formal assessments/reviews.” The direction of the difference 
however is opposite to the expectation. The expected difference is therefore not 
confi rmed.  

3.4.4.3    Governance Maturity 

 Average maturity of Belgium participants: 3.8. 
 Average maturity of Dutch participants: 3.4. 
 On this variable of alignment maturity, the results show the expected difference 
that the Belgium participants score higher than the Dutch participants. On the more 
detailed level, it becomes clear that especially the prioritization process is scored 
signifi cantly different. The expected difference is therefore confi rmed.  

3.4.4.4    Partnership Maturity 

 Average maturity of Belgium participants: 3.2. 
 Average maturity of Dutch participants: 3.2. 
 The scores of the Belgium participants and that of the Dutch participants on this 
variable are equal. The expected difference is therefore not confi rmed.  
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  Fig. 3.19    Detailed  BIA maturity scores of the Belgium and Dutch participants        
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3.4.4.5    Scope and Architecture Maturity 

 Average maturity of Belgium participants: 3.3. 
 Average maturity of Dutch participants: 2.8. 
 On this variable, the expectation was undecided. The results show a remarkably 
higher score of the Belgium participants than that of the Dutch participants. On the 
more detailed level, this difference shows on all items.  

3.4.4.6    Skills Maturity 

 Average maturity of Belgium participants: 2.8. 
 Average maturity of Dutch participants: 3.2. 
 On this variable, the results show the expected difference that the Dutch partici-
pants score a higher maturity than the Belgium participants. On the more detailed 
level, it becomes clear that this difference shows on all items, but most strongly on 
“Ability to attract and retain” and “Change readiness.” The expected difference is 
confi rmed. 

 Figure  3.20  shows the summary of the results of this exploratory study.     

Expectation Result

Comm M NL >
Comm M BE

Comm M NL ≈
Comm M BE

Value M NL <
Value M BE

Value M NL ≈
Value M BE

Gov M NL <
Gov M BE

Gov M NL <
Gov M BE

Par M NL >
Par M BE

Par M NL =
Par M BE

Arch M NL ?
Arch M BE

Arch M NL <
Arch M BE

Sk M NL >
Sk M BE

Sk M NL >
Sk M BE

Confirmed

Not
confirmed

Not
appliccable

(no expectation)

Partnership maturity

Scope & Architecture maturity

Skills maturity

Confirmed

Not
confirmed

Not
confirmed

Communications maturity

Value measurement maturity

Governance maturity

  Fig. 3.20    Summary of expectations and results       
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    Summary 

 There is no universal way to measure business/IT alignment in literature. Many 
researchers have developed models that attempt to capture the complex alignment 
construct as complete as possible. Each measurement model has its own approach, 
and as a result, it is very diffi cult to compare results of alignment studies. Some 
potential approaches are described in this chapter, all having their strengths and 
weaknesses. In the end, it is important to select the approach that is most suited for 
the type of activity or research one is trying to do. 

 This chapter also reported on the results of a study that illustrates the relationship 
between business/IT alignment and Enterprise Governance of IT, using on Luftman’s 
maturity model as proxy to measure alignment. It is concluded that well-aligned 
organization clearly adopted more mature IT governance practices as compared to 
poorly aligned organizations. 

 Finally, this chapter also explored the potential infl uence of culture on alignment 
differences. Our fi rst empirical exploration provided support for the existence of 
differences in alignment maturity between countries based on the Hofstede 
framework.  

    Study Questions 

     1.    Discuss how business/IT alignment can be measured and determine which is the 
most practical approach.   

   2.    Explain how business/IT alignment can be measured through Luftman’s model.   
   3.    Explain the relationship between Enterprise Governance of IT and business/IT 

alignment.   
   4.    Discuss the impact of cultural differences on business/IT alignment maturity.         

  Acknowledgement   We want to express our gratitude to Dr. Gilbert Silvius for working with us 
on understanding the cultural dimension of business/IT alignment.  
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    Chapter 4   
 IT-Enabled Value 

            Abstract     Previous chapters described what Enterprise Governance of IT is about 
and how it relates to business/IT alignment. The third component of the cascade 
introduced in Chap.   1     is related to the value question, or in other words, are we get-
ting the benefi ts out of IT-enabled initiatives? In this chapter, we briefl y discuss the 
productivity paradox and introduce two important management instruments that are 
helpful in managing and realizing IT-enabled value: the business case and the IT 
balanced scorecard.  

4.1         The IT Black Hole 

 Investments in IT are growing extensively, and business managers often worry that 
the benefi ts of IT investments might not be as high as expected. The same worry 
accounts for the perceived ever-increasing total cost of the IT department, without 
clear evidence of the value derived from it. This phenomenon is called the “IT black 
hole”: large sums go in, but no returns (seem to) come out. 

 Getting business value from IT and especially measuring that value are therefore 
important governance domains. This should be a shared responsibility between busi-
ness and IT and should take both tangible and intangible costs, benefi ts and risks into 
account. Or, in other words, measuring and managing IT-related value should pro-
vide answers to questions such as (Van Grembergen & De Haes  2005a ,  b ):

•    If I spend a dollar/euro extra on IT, what do I get back?  
•   How does my IT benchmark against competitors?  
•   Do I get back from IT what was promised?  
•   How do I learn from past performance to optimize my organization?  
•   Is my IT implementing its strategy, in line with the business strategy?  
•   …    

 In Sect.  4.2 , we look at how to demonstrate, measure, and manage the value of a 
single IT-enabled investment through the business case process. In Sect.  4.3  of this 
chapter, we will discuss how to demonstrate, measure, and manage the performance 
and value of the IT department using the balanced scorecard as instrument. 

http://dx.doi.org/10.1007/978-3-319-14547-1_1
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 In support of this chapter (and by extension the whole book), we provide some 
defi nitions as we observe that organizations often have different interpretations 
regarding what is meant by an IT “project,” a “programme” and a “portfolio.” We 
propose defi nition as visualized in Fig.  4.1 .  

 A project is a structured set of activities concerned with the delivery of a defi ned 
technical capability based on an agreed schedule and budget. Projects are defi ned at 
the level of the delivery of IT applications and solutions, such as a CRM application 
or a new website, which are necessary but not suffi cient to achieve a required busi-
ness outcome. A programme is a structured grouping of projects that are both neces-
sary and suffi cient to achieve a business outcome and deliver value. A programme 
therefore is the combination of the “IT project” and all other business-related proj-
ects such as defi ning new business processes, providing training, managing change, 
etc. Finally, the suite of investment programmes, including also those with no IT 
involvement, is to be managed as a portfolio in order to optimize to total value 
 creation for the organization.  

4.2      The Business Case Process 

 Academic scholars seem to agree that a business case is a formal document that 
provides a structured overview of information about a potential investment. All 
useful information is bundled in the business case and relevant calculations are 
described to provide a rationale and justifi cation for the potential investment 
(Krell & Matook,  2009 ). The overall goal of a business case is consistently 

Portfolio
Management

Portfolio
Management

ProgrammeProgramme
ManagementManagement

Project Project 
ManagementManagement

Programme – a structured grouping of
projects that are both necessary and
sufficient to achieve a business outcome
and deliver value, including business
change management, business
processes, people, etc. (primary unit of
investment within VALIT)

Project – a structured set of activities
concerned with delivering a defined
capability based on an agreed
schedule and budget (that is necessary
but not sufficient to achieve a required
business outcome)

Portfolio – a suite of business
programmes managed to optimise
overall enterprise value

  Fig. 4.1    Project, programmes, and portfolios ISACA,  2008 , Val IT 2, online available at   www.isaca.org           

 

4 IT-Enabled Value

http://www.isaca.org/


73

described as to enable well-founded business decisions to make, let proceed, or 
stop the investment (ISACA,  2008 ; Post,  1992 ). As a result, we defi ne a business 
case as a formal investment document with a structured overview of relevant 
information that provides a rationale and justifi cation of an investment with the 
intent to enable well-founded investment decision-making (Maes, De Haes, & 
Van Grembergen,  2013 ). 

 Many business cases which are developed to support the investment approval 
gather dust on a shelf afterwards (Franken, Edwards, & Lambert,  2009 ). Nonetheless, 
continuously using a business case throughout an entire investment life cycle can 
increase the adoption of the information system (IS) and is fundamental to benefi t 
realization (Al-Mudimigh, Zairi, & Al-Mashari,  2001 ; Law & Ngai,  2007 ). 
Moreover, it is one of the major success factors for an investment and a source of a 
competitive advantage (Altinkemer, Ozcelik, & Ozdemir,  2011 ; Krell & Matook, 
 2009 ). Therefore, organizations should start to approach a business as a process 
instead of as a document. A process approach on business cases can be conceived as 
a business process which attempts to transform the formal business case document 
into a living document (Franken et al.,  2009 ). We therefore defi ne such a business 
case process as a set of logically related tasks that affect a business case and sup-
ports continuous business case usage with the intent to enable well-founded invest-
ment decision-making and to ultimately increase investment success (Maes, De 
Haes, & Van Grembergen,  2014 ). 

 A business case process runs in parallel with an investment life cycle, presented 
through a simplifi ed three-phase-perspective: before, during, and after implementa-
tion. The conceptual model displayed in Fig.  4.2 , is developed based on the literature 
review and presents a business case process consisting of three distinct but consecu-
tive phases supported by an accommodating layer. These four components constitute 
together the business case process model and each component is defi ned in Fig.  4.2   

 In our research, we asked experts to give their opinion on the perceived effec-
tiveness and perceived ease of implementation per business case practice. 

 Stakeholder attention is found to be very effective: both identifying their expec-
tations (BCD03) and ensuring their active involvement (BCPA07) is positioned 
within the top three of highly effective practices. Indeed, stakeholders should be 
invited to participate in the development of business case and no investment should 
be approved without their active involvement (Matthews,  2004 ; Smith, McKeen, 
Cranston, & Benson,  2010 ). Communicating the business case to stakeholders is 
believed to be crucial in order to achieve their support and involvement (Luna- 
Reyes, Zhang, Gil-García, & Cresswell,  2005 ). They must be able to understand the 
business case, so it should be presented and communicated to them in an appropri-
ate business language (Davenport et al.,  2010 ; Sherif & Vinze,  2002 ). One expert 
concluded, “it is clear that personally, based on experience, I value the importance 
of stakeholder information, consultation, and commitment very high. It is a critical 
success factor for business case realisation.” 

 Another set of practices that are perceived to be highly effective deals with what 
the investment wants to realize. One expert clarifi es: “It is of utmost importance to 
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Business Case Development

Before Implementation During Implementation

Business Case Process Accommodation

Business Case Review

After Implementation

Business Case Maintenance

Business Case Process

Component Definition: A set of logically related practices to… 

Business Case
Development (BCD)

Business Case
Maintenance (BDM)

Business Case
Review (BCR)

Business Case 
Process 

Accommodation (BCA) 

Code 
A business case 
is developed by… Definition 

BCD01 Capturing 
investment

vision

     Capture the investment vision and establish the appropriate
investment context. 

BCD02 Capturing 
business
drivers

BCD03 Identifying
stakeholder
expectations

BCD04 Identifying
technology

opportunities

BCD05 Identifying
investment

scope

BCD06 Identifying
investment

assumptions

BCD07 Identifying
investment
objectives

     identify relevant investment information that is integrated in a 
structured way with adequate and objective argumentation, in order 
to provide a rationale and justification of the initial investment idea.

     monitor whether the investment is implemented in accordance 
with the business case (e.g. objectives, changes, costs), and to 
update the business case with the prevailing reality (e.g. 
assumptions, risks).

     monitor benefit realisation resulting from the utilisation of products 
and services, and to facilitate the evaluation of the overall investment 
success.

     Capture the business challenges and opportunities that drive the 
investment and how they contribute to the achievement of the 
organisational strategy.

     Identify the stakeholders' expectations, needs and requirements 
in terms of delivered benefits.

   Identify proven and emerging technologies that support the 
business drivers and may realise the investment objectives. 

    Identify what will be done in the investment and what not, and 
explain why. 

       Identify realistic assumptions and their logic for business drivers, 
investment objectives, investment solution(s), benefits, and costs.

    Identify and categorise what objectives the investment should 
achieve. 

     facilitate an adequate execution of the business case process 
adjusted to the investment and organisational context.

  Fig. 4.2    The business case process aligned with an investment life cycle.  Source : Maes Kim, De 
Haes Steven, Van Grembergen Wim. Using a business case throughout an investment: an explor-
atory case study on a business case process, Proceedings of Americas Conference of Information 
Systems (AMCIS)—Chicago, 2013       
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BCD08 Identifying
investment
solution(s)

BCD09 Identifying
investment
benefits 

BCD10 Identifying 
investment

costs 
BCD11 Identifying 

investment
risks 

BCD13 Evaluating 
investment
feasibility 

and viability 

BCD14 Evaluating 
cost/benefit

analysis 

Code

BCM01 Monitoring 
business case

relevance 
BCM02 Monitoring 

investment
scope 

BCM03 Monitoring 
investment

costs 

BCM04 Monitoring 
investment

risks 
BCM05 Updating

business case
to react

adequately

reviewed by…

BCR01 Identifying 
objective

evaluation 
criteria 

BCR02 Evaluating
investment

effectiveness

BCD12 Developing
benefits

realisation plan

   Identify what organisational and technological changes are 
required,  design one or more alternative investment solutions and 
implementation scenarios, and assign change owners. 

    Identify and categorise what benefits will be created by the 
investment based on relevant evidence, define their explicit 
measures and assign benefit owners. 

   Identify and categorise what costs will be created by the 
investment based on relevant evidence, and define their explicit 
measures.
    Identify and evaluate the impact and probability of investment 
risks and critical success factors, and determine preferred solutions 
to take a proactive approach.

       Develop a structured plan on when each benefit will be realised, 
in relevant phases and with appropriate consideration of 
organisational factors.

     Evaluate the feasibility and viability of each alternative investment 
solution. 

    Capture identified investment costs and benefits with measures 
and values, and evaluate cost/benefit analysis to support the 
financial argumentation.

    Monitor the business drivers, objectives and assumptions, and 
control whether they are still relevant and realistic.

    Monitor the investment scope and realisation of changes, and 
control whether it is still in line with the business case relevance.

      Monitor whether the investment costs are consumed according 
to the scope and identified changes.

     Monitor the investment risks and evaluate their impact on the 
business case. 

     Update the business case frequently based on business case 
monitoring and identify adequate actions. 

   Identify and communicate objective criteria with predefined 
weighting that help to evaluate the investment effectiveness and 
efficiency. 

    Monitor benefits realisation, and evaluate the contribution of 
investment objectives and changes. 

     Evaluate the effort and costs that were consumed to realise the 
investment. 

maintained by… Definition 

Code Definition 

BCR03 Evaluating
investment
efficiency 

Fig. 4.2 (continued)
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(1) know exactly what problem you want to solve, (2) understand how this will be 
solved, and (3) obtain and maintain the desire to achieve this.” Although the latter 
refers mostly to the importance of stakeholder attention and involvement, the other 
two can directly be linked to BCD01, BCD02, BCD05, and BCD07. These four 
practices focus on the identifi cation of the investment vision and what business 

Code A business
case process

accommodated
by… 

Definition 

BCPA01 Establishing 
adaptable
business 

case approach 

BCPA02 Establishing 
business case 

templates,
training

and guidance 

BCPA03 Establishing
maximum
objectivity

in business
case usage 

BCPA04 Establishing 
simple and
dynamic
business

case usage 

BCPA05 Establishing 
business case 

practices as
standard approach 

BCPA06 Ensuring 
business case 

practice 
improvements 

BCPA07 Ensuring 
communication

and involvement
with 

stakeholders 

BCPA08 Ensuring 
stakeholder
confirmation 

BCPA09 Evaluating 
business

case 
regularly 

   Establish an adaptable business case approach according to 
investment and accept a growing maturation and granularity 
through its development and usage. 

  Establish standard business case templates and tools, and 
accommodate training and guidance on what constitute business 
case practices and how to employ them adequately. 

   Maximise objectivity to support well-founded and comparable 
decision-making without influence from politics, lobbying or 
institutional powers. 

     Describe and employ business case practices and its content in 
a simple, straightforward and dynamic manner to encourage their 
usage. 

     Establish and evangelise business case practices as a standard 
way of working. 

   Ensure business case practice improvements further through 
experience and continuous learning.

   Ensure clear communication and active involvement with all 
stakeholders in order to gain insight, commitment and ownership. 

   Ensure formal confirmation from relevant stakeholders on the 
(updated) business case to increase their commitment.

  Evaluate all business case documents in order to make 
well-founded decisions to approve, let proceed or stop the 
investment. 

Fig. 4.2 (continued)
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drivers will be tackled, what will be included in the investment scope or not, and 
which objectives should be realized. The development of a business case should 
start from these fundamental questions (Ward, Daniel, & Peppard,  2008 ). The busi-
ness drivers explain the current internal and external issues that the organization is 
facing, which directly infl uence the investment vision. In one exploratory case 
study, we discovered that market circumstances demanded fast decision-making for 
investing, divesting, and restructuring business divisions. As the company’s daily 
operations and supporting ERP system were too infl exible to enable this, they initi-
ated a new worldwide ERP investment. 

 The consensus levels on perceived ease of implementation scores are much 
lower and many experts attributed a score of 3 to several practices (moderate easi-
ness). This demonstrates that experts have much more diffi culty to agree on their 
ease of implementation. We observe two outliers that are perceived to be easy to 
implement (>70 % of experts): BCPA02 and BCM03. As BCPA02 deals with the 
establishment of business case templates, training and guidance (BCPA02), experts 
perceive that such documents are easy to be created and distributed among stake-
holders. The fact that this practice has not received high consensus on its perceived 
effectiveness contradicts with Smith et al. ( 2010 ). In one case study, the authors 
found that “the creation of a standard business case template was a big early win” 
for the investments. Next, the monitoring of investment costs (BCM03) is perceived 
as easy to implement by 83 % of the experts (same score as effectiveness). 
Identifying costs (BCD10), which could be seen as the foundation of BCM03, was 
also perceived as easy to implement but did not reach high consensus on perceived 
effectiveness. It is found hard to comprehensively identify, forecast, and quantify 
costs (Goldschmidt,  2005 ; Powell,  1993 ), while we found in case studies that 
investment costs are relatively easy to be monitored on a frequent basis. This fi nd-
ing is somewhat surprising and contradictive, because the monitoring of costs is 
largely dependent upon a solid identifi cation of what costs the investment will gen-
erate, and as such what costs should be monitored. We claim that not effectively 
performing the identifi cation of costs will undoubtedly impact the effectiveness of 
the monitoring practice. 

 Very low consensus levels on ease of implementation were achieved for 25 prac-
tices. This fi nding should not come as a surprise as many organizations still struggle 
with business case usage (Jeffrey & Leliveld,  2004 ; Taudes, Feurstein, & Mild,  2000 ). 
Business cases are often developed on the IT side although the responsibility should 
be positioned on the business side (Beatty & Williams,  2006 ). IT people are less able 
to perform this job as they have diffi culties to estimate the added value that comes 
from strategic and tactical business opportunities such as fl exibility, service, and mar-
ket innovation (Taudes et al.,  2000 ). We conclude that a great discrepancy can be 
found between how effective most business case practices are perceived and the per-
ception of their ease of implementation. This contrast signals to us an important urge 
to investigate how these practices can be better implemented in the future. 

 If the consensus level for perceived effectiveness and ease of implementation 
is averaged for the different process model components (see Fig.  4.3 ), we discern 
that most consensus is achieved for effectiveness on practices in the Business 
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Case Maintenance component, closely followed by those in the Business Case 
Development component. The consensus rate for Business Case Process 
Accommodation practices is still within the high consensus cut-off level (>70 %), 
while only 64 % of the experts perceive Business Case Review practices as  effective. 
Practices from this component are also perceived lowest on ease of implementation. 
Although all four components receive a low to very low consensus rate on perceived 
ease of implementation, again practices from the Business Case Maintenance com-
ponent achieve the highest rate. Hence, we might reason that organizations will 
achieve the highest return on effort when they implement the practices from the 
Business Case Maintenance component. Following up on the relevance of the busi-
ness case is certainly important, according to (Al-Mudimigh et al.,  2001 ), because 
the business drivers and objectives can be impacted by a shift in market, organiza-
tional, or technological issues. If an organization wants to understand how it needs 
to react on these changes, this impact should be investigated. This might require an 
update of the business case (Brown and Lockett,  2004 ). In case a dramatic change 
threatens the business case relevance, one should reassess the fundamental assump-
tions and perform a new cost-benefi t analysis (Flynn, Pan, Keil, & Mähring,  2009 ; 
Lacovou & Dexter,  2004 ). We think experts perceive the effectiveness of these 
Business Case Maintenance practices as high as they possess the ability to have a 
direct impact on last-minute changes and to contribute greatly to the effects of 
ongoing investment decision-making. After all, a continuous refl ection on, and 
update of, the business case throughout the entire investment life cycle is import to 
ultimate benefi t realisation (Al-Mudimigh et al.,  2001 ).  

 The lowest return might be expected from practices in the Business Case Review 
component, as they score lowest on both effectiveness and ease of implementation. 
Potentially, experts have reasoned that the job is done by then and that these  practices 
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  Fig. 4.3    Consensus levels on perceived effectiveness and perceived ease of implementation of 
business case practices per process model component (based on score 4 and 5 on Likert-scale)       
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have no direct impact anymore on the fi nal result. This is however not entirely true, 
because monitoring benefi t realization is included in BCR02. Most probably, the 
practice has therefore achieved the highest consensus rate on effectiveness in its 
process model component. Together with the identifi cation of objective evaluation 
criteria, it is the only practice that realizes the high consensus cut-off level of 70 %. 
Consistent with (Ashurst, Doherty, & Peppard,  2008 ), a set of evaluation criteria 
should be established in an objective manner and with prior agreement by the stake-
holders. After the resulting products and services from the investment have offi cially 
been launched, benefi t realization should be frequently monitored against the objec-
tive evaluation criteria (Fonstad & Robertson,  2006 ). In one case study, we found 
that the organization updated its benefi t realization plan after the launch to be most 
in line with reality (including additional change request from during the project).   

4.3      The Balanced Scorecard 

 The IT BSC is becoming a popular tool to measure and manage the value of IT, with 
its concepts widely supported and dispersed by international consultant groups such 
as Gartner, IDC, and others. As a result of this interest, many real-life applications 
have been developed and are supported by software tools. 

4.3.1     IT BSC Core Concepts 

 In the early nineties, Kaplan and Norton ( 1996 ) introduced the BSC at enterprise level. 
Their fundamental premise is that the evaluation of a fi rm should not be restricted to a 
 traditional fi nancial evaluation but should be supplemented with objectives and 
 measures concerning customer satisfaction, internal processes, and the ability to inno-
vate. Results achieved within these additional perspective areas should assure future 
fi nancial results and drive the organization towards its strategic goals while keeping all 

 Assignment Box 4.1: Assessment of the Business Case Process 

 In case you have access to an organization: for a recently fi nalized IT-enabled 
investment, or a running investment, assess how the investment is being 
 managed through the business case process. For each of the identifi ed 
business case management practices in this section, assess (for example on 
a scale from 0 to 5), whether or not the organization is applying each of 
these practices. If possible, discuss your results in the context of the realized 
(or not realized) benefi ts of the investment under review. 
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four perspectives in balance. For each of the four perspectives of the business BSC, 
Kaplan and Norton ( 1996 ) propose a three-layered structure, as shown in Fig.  4.4 : 

    1.    Mission (e.g., to become the customers’ most preferred supplier)   
   2.    Objectives (e.g., to provide the customers with new products)   
   3.    Measures (e.g., percentage of turnover generated by new products)    

  The BSC can be applied to the IT function, its processes and projects. (Van Der 
Zee,  1999 ; Van Grembergen, Saull, & De Haes,  2003 ; Van Grembergen & Van 
Bruggen,  1997 ). To achieve that, the focus of the four perspectives of the business 
BSC needs to be translated, as shown in Fig.  4.5 . The User Orientation perspective 
represents the user (internal or external) evaluation of IT. The Operational Excellence 
perspective represents the IT processes employed to develop and deliver the appli-
cations. The Future Orientation perspective represents the human and technology 
resources needed by IT to deliver its services over time. The Business Contribution 
perspective captures the business value created from the IT investments.  

 Again, each of these perspectives has to be translated into corresponding goals 
and metrics that assess the current situation. These assessments need to be repeated 
periodically and aligned with preestablished goals and benchmarks. Example met-
rics for the four perspectives are provided in Fig.  4.6 .  

 To leverage the IT BSC as a management and alignment instrument, it should be 
enhanced with cause-and-effect relationships between measures. These relationships 

Internal Business Process
Perspective

Objectives Measures

Objectives Measures

Objectives Measures

Financial Perspective

Learning and Growth
Perspective

How do we look 
to shareholders?

How do 
customers
see us?

What must we
excel at?

Can we continue to
improve and create
value?

Customer Perspective

Objectives Measures

  Fig. 4.4    Generic business balanced scorecard. Adapted from: Kaplan, R. and Norton, D. The balanced 
scorecard: translating vision into action, Harvard Business School Press, Boston, 1996       
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are articulated by two types of measures: outcome measures (or lag indicators) and 
performance drivers (or lead indicators). A well-developed scorecard should con-
tain a good mix of these two metrics. Outcome measures without performance driv-
ers do not communicate how they are to be achieved. And performance drivers 
without outcome measures may lead to signifi cant investment without a  measurement 
indicating whether the chosen strategy is effective. A good example of a cause-and-
effect relationship, defi ned throughout the whole scorecard is shown in Fig.  4.7 : 
more and better education of IT staff (future perspective) is an enabler (performance 
driver) for a better quality of developed systems (operational excellence perspec-
tive) that in turn is an enabler for increased user satisfaction (user perspective) 
that eventually must lead to a higher business value of IT (business contribution 
perspective).  

 The proposed IT BSC links with the business, mainly through the business 
 contribution perspective. The relationship between IT and business can be more 
explicitly expressed through a cascade of scorecards. In Fig.  4.8  the relationship 
between IT scorecards and the business scorecard is illustrated. The IT Development 
BSC and the IT Operational BSC both are enablers of the IT Strategic BSC that in 
turn is the enabler of the Business BSC. This cascade of scorecards becomes a 
linked set of measures that will be instrumental in aligning IT and business strategy 
and that will help to determine how business value is created through IT.   

USER ORIENTATION CORPORATE CONTRIBUTION
How do the users view the IT
department?

How does management view the IT
department?

Mission
to be the preferred supplier
of information systems 

Mission
to obtain a reasonable business contribution
of IT investments 

Objectives Objectives
preferred IT supplier control of IT expenses
partnership with users business value of the IT function
user-satisfaction business value of new IT projects

OPERATIONAL EXCELLENCE FUTURE ORIENTATION
How effective and efficient are the IT
processes?

How well is IT positioned to answer future
challenges?

Mission
to deliver effective and efficient
IT applications and services

Mission
to develop opportunities to answer
future challenges

efficient software development training and education of IT staff
efficient computer operations expertise of IT staff
efficient help desk function research into emerging information 

technologies

Objectives Objectives

  Fig. 4.5    Generic IT balanced scorecard       
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  Fig. 4.6    Example metrics for IT balanced scorecard         

Corporate contribution

• Control of IT Expenses

o percentage over or under IT budget

o allocation to different budget items

o IT budget as a percentage of turnover

o IT expenses per staff member

• Business Value of the IT function

o percentage of the development capacity engaged

in strategic projects

o relationship between new developments /

infrastructure investments / replacement investments 

• Business Value of new IT Projects

o financial evaluation based on ROI, NPV, IRR, PB

o business evaluation based on Information Economics

User Orientation

• Preferred IT Supplier

o percentage of applications managed by IT

o percentage of applications delivered by IT

• Partnership with users

o index of user involvement in generating strat. 

applications 

o index of user involvement in developing new 

applications

• User Satisfaction

o index of user friendliness of applications 

o index of user satisfaction

Operational excellence

• Efficient Software Development

o average days late in delivering software

o average unexpected budget increase 

o percentage of projects performed within SLA

o percentage of maintenance activities

• Efficient Computer Operations

o percentage unavailability of network

o response times per category of users 

o percentage of jobs done within time

• Efficient Help Desk Function

o average answer time of help desk

o percentage of questions answered within time
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4.3.2     Mini-Case 

 In this section, the development and implementation of an IT BSC within the 
Information Services Division (ISD) of a Canadian tri-company fi nancial group 
consisting of Great-West Life, London Life and Investors Group (hereafter named 
The Group) is described and discussed. 

4.3.2.1     Company Introduction 

 The Great-West Life Assurance Company, London Life and Investors Group are 
members of the Power Financial Corporation group of companies, with London Life 
as a wholly owned subsidiary of The Great-West Life Assurance Company. In 2001, 

Vision and
strategy

User orientation
increased user
satisfaction

Corporate
Contribution
higher business
value of IT

Operational
excellence
better quality of
developed systems

Future orientation
more and better
education of IT staff

  Fig. 4.7    Cause-and-effect 
relationships within the IT 
strategic balanced scorecard       

Future orientation

• Training and education of staff

o number of educational days per person

o education budget as a % of total IT budget

• Expertise of the IT staff

o number of years of IT experience per staff member

o age pyramid of the IT staff

• Research into emerging technologies

o % of budget spent on IT research

Fig. 4.6 (continued)
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MacKenzie fi nancial was also acquired by the Power Financial Corporation Group, 
but as the IT balanced scorecard project does not cover this company, MacKenzie’s 
organization and IT division will not be taken into account in this article. 

  The Great-West Life Assurance Company  is an international corporation offering 
life insurance, health insurance, retirement savings, specialty reinsurance and gen-
eral insurance, primarily in Canada and the United States. Great-West serves the 
fi nancial security needs of more than 13 million people in Canada and the United 
States. Great-West has more than $86.9 billion (all fi gures in this article are in 
Canadian dollars) in assets under administration and $477 billion of life insurance 
in force. Founded in Winnipeg in 1891, Great-West is now a leading life and health 
insurer in the Canadian market in terms of market share. 

  London Life  was founded in Ontario in 1874 and has the leading market share of 
individual life insurance in Canada. London Life markets life insurance, disability 
insurance, and retirement savings and investment products through its exclusive 
sales force. The company is a supplier of reinsurance primarily in the United States 
and Europe, and is a 39 % participant in a joint venture life insurance company Shin 
Fu in Taiwan. London Life has more than $30 billion assets under administration 
and $142.6 billion of life insurance in force. 

  Investors Group , with its corporate headquarters in Winnipeg, was founded more 
than 70 years ago. Investors Group is Canada’s leading provider of mutual funds, 
offering a wide spectrum of funds, including those created through strategic part-
nerships with some of the best known Canadian and international investment man-
agement fi rms. It also offers a wide range of insurance and mortgage options, and 
currently has $17.1 billion of life insurance coverage in force through three differ-
ent carriers, and administers with more than $7.6 billion of primarily residential 
mortgages. Investors Group manages assets of $40.5 billion. 

 The trend in fi nancial services industry consolidation was a motivating factor 
behind the acquisition of London Life by Great-West Life and the merger of the IT 
divisions of the three companies in November 1997. At that time, the tri-company 
IT expenditures had exceeded $200 million. The ability to reduce these costs and to 
achieve true synergies and economies of scale within the IT operations was clearly 
a driver and opportunity for the companies to realize. The merger enabled single 

IT
Development

BSC

IT
Operational

BSC

Business
BSC

IT
Strategic

BSC

  Fig. 4.8    Cascade of balanced scorecards       
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system solutions across all three companies to be explored and implemented as well 
as single operational processes. Forming a tri-company shared services organization 
positioned management to:

•    Achieve world-class status as an information services group  
•   Maximize purchasing power and operating effi ciency  
•   Leverage technology investments  
•   Optimize technical infrastructure and application support costs    

 Figure  4.9  depicts the current IT organizational structure of the merged IT 
 division, which employed 812 full-time/part-time employees in 2002. Also the posi-
tion of the IT division relative to the higher reporting levels is indicated.  Application 
Delivery  and  Technology Services  are respectively the traditional IT department’s 
Systems Development and Operations of the combined organizations. Application 
Delivery is separated from account management and people management in order 
to focus on continuous improvement of delivery performance.  Account Management  
is the linkage with the clients/users. This component ensures effective communica-
tion and translation of business needs into IT processes and educates users on the IT 

  Fig. 4.9    Organization chart       
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corporate agendas. Account Management employs IT generalists who provide IT 
insights into business strategy and decision-making.  Career Centers  are focused on 
the professional development of IT people and ensure attention to people issues in 
order to reduce turnover of talented IT employees.  Corporate Technology  enables 
the development of a common architecture and provides technology directions. The 
 eBusiness Solution Center  works on the introduction of new technologies that 
enable eBusiness solutions for The Group.  Management Services  focuses on run-
ning IT as a business and ensures effective fi nancial management and management 
reporting including IT scorecard reporting.   

4.3.2.2     IT BSC Project and Its Organization 

 Before the merger, the CIO of Great-West Life (who is the present CIO of 
the merged IT division), began focusing on the scorecard as a (potentially) effec-
tive measurement tool. His objective was to ensure that IT was fairly evaluated. 
In his own words: “Through the balanced scorecard I would know what was impor-
tant to the business and I would not fall victim to the early termination syndrome. 
Or at least I would have a better chance of survival.” 

 However, once the three companies came together through the acquisition and 
merger of the IT groups, the stakes were raised considerably. Now, the IT division 
had exposures on multiple fronts with stakeholders who were concerned about the 
perceived loss of control over their vital IT services. This prompted an executive 
request for a formal measure of factors to measure IT success. The response of 
the merged IT division was to formalize the criteria into a new and extended IT 
scorecard based on the experiences gained within Great-West Life. 

 Senior management of all the three companies questioned the benefi ts of huge 
investments in IT and how more value might be achieved through better alignment 
of business strategy and IT strategy. Within The Group the specifi c concerns for the 
different stakeholders were (Fig.  4.10 ):  

 The concepts of the balanced scorecard and its application to information tech-
nology were discovered through an internet search primarily through the web site of 
the IT Governance Institute (  www.itgi.org    ). Departing from this web site, relevant 
publications on the IT Balanced Scorecard from academics and practitioners were 
identifi ed and consulted. It was believed that the scorecard could provide an answer 
to the key questions of the different stakeholders. 

 The formal development of the IT balanced scorecard began in 1998 and from 
the start the objectives were clearly stated:

•    Align IT plans and activities with business goals and needs  
•   Align employees’ efforts toward IT objectives  
•   Establish measures for evaluating the effectiveness of the IT organization  
•   Stimulate and sustain improved IT performance  
•   Achieve balanced results across stakeholder groups    
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Stakeholders 

Board of Directors 

Executive Management 

Committee 

Business unit executives 

Corporate compliance 

internal audit 

Does IT support the achievement of 

business objectives? 

What value does the expenditure on IT 

deliver? 

Are IT costs being managed effectively? 

Are IT risks being identified and 

managed? 

Are targeted inter-company IT synergies 

being achieved? 

Are IT’s services delivered at a 

competitive cost? 

Does IT deliver on its service level 

commitments? 

Do IT investments positively affect 

business productivity or the customer 

experience? 

Does IT contribute to the achievement of 

our business strategies? 

Are the organization’s assets and 

operations protected? 

Are the key business and technology risks 

being managed? 

IT Organization 

Are proper processes, practices and 

controls in place? 

Are we developing the professional 

competencies needed for successful 

service delivery? 

Are we creating a positive workplace 

environment? 

Do we effectively measure and reward 

individual and team performance? 

Do we capture organizational knowledge 

to continuously improve performance? 

Can we attract/retain the talent we need to 

support the business? 

Key questions 

  Fig. 4.10    IT concerns of the different stakeholders       
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 At the beginning of the implementation period (December 1999), the scorecard 
effort was not yet approached as a formal project and as a result, progress had been 
somewhat limited. In 2000 the formality of the project was increased and the CIO 
(Information Services Executive) was appointed as sponsor. In 2001, a project man-
ager/analyst was formally assigned to the IT balanced scorecard project.  

4.3.2.3     Building the IT BSC 

 It was recognized by the CIO that building an IT BSC was meaningful under two 
conditions which required (a) a clearly articulated business strategy, and (b) the new 
Information Services Division moving from a commodity service provider to a stra-
tegic partner. The newly constructed ISD is viewed as a strategic partner. During 
several meetings between IT and executive management, the vision, strategy, mea-
sures of success and value of IT were jointly created. Typically, pure business objec-
tives were used as the standard to assess IT. The vision and strategy of ISD were 
defi ned as:

•    ISD is a single IT organization focused on developing world-class capabilities to 
serve the distinct customer needs of its three sponsoring companies.  

•   ISD operates as a separate professional services business on a full recovery, non-
profi t basis.  

•   ISD supports the achievement of company strategies and goals through the 
industry consolidation period.  

•   ISD becomes the “supplier of choice” of information services.  
•   ISD establishes a forward looking enterprise architecture strategy which enables 

the use of technology as a competitive edge in the fi nancial service market place.  
•   ISD becomes the “employer of choice” for career-oriented IT professionals in 

the markets in which ISD and The Group operate.    

 These issues go to the heart of the relationship between IT and the business and 
will be refl ected in the IT strategic balanced scorecard as is illustrated in Figs.  4.11  
and  4.12 . Figure  4.11  shows the perspective questions and mission statements for the 
four quadrants: corporate contribution, customer orientation, operational excellence, 
and future orientation. Figure  4.12  displays the objectives for each perspective.     

4.3.3     Corporate Contribution Perspective 

 The Corporate contribution perspective evaluates the performance of the IT organi-
zation from the viewpoint of executive management, the Board of Directors, and the 
shareholders, and provides answers to the key questions of these stakeholders con-
cerning IT governance (cf. Fig.  4.10 ). The key issues, as depicted by Fig.  4.12 , are 
business/IT alignment, value delivery, cost management, risk management, and 
intercompany synergy achievement. Benchmarks have been used where an objective 
standard was available or could be determined in most cases from external sources. 
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 The main measurement challenges are with the areas of business/IT alignment 
and the value delivery. Currently,  business/IT alignment  is measured by the approval 
of the IT operational plan and budget. Although not a discrete measure of align-
ment, the approval process within the Group is particularly thorough and as a result 
is accepted by business executives as a good indicator. All aspects of development, 

CUSTOMER ORIENTATION CORPORATE 

CONTRIBUTION 

Perspective question 

How should IT appear to 

business unit executives to be 

considered effective in delivering 

its services? 

Mission

To be the supplier of choice for 

all information services, either 

directly or indirectly through 

Perspective question 

How should IT appear to the 

company executive and its 

corporate functions to be 

considered a significant 

contributor to company success? 

Mission

To enable and contribute to the 

achievement of business 

objectives through effective 

delivery of value added supplier relationships.

information services. 

OPERATIONAL 

EXCELLENCE 

FUTURE ORIENTATION 

Perspective question 

At which services and processes 

must IT excel to satisfy the 

stakeholders and customers? 

Mission 

To deliver timely and effective 

IT services at targeted service 

levels and costs. 

Perspective question 

How will IT develop the ability

to deliver effectively and to 

continuously learn and improve

its performance? 

Mission 

To develop the internal 

capabilities to continuously 

improve performance through 

innovation, learning and personal

organizational growth.  

  Fig. 4.11    Perspective questions and mission statements of the IT strategic scorecard       

 

4.3 The Balanced Scorecard



90

operations, and governance/support services are examined and challenged to ensure 
they are essential to achieving business objectives or supporting the enabling IT 
strategy. 

 In the  value delivery  area, the performance of a specifi c IT services group deliv-
ering to a specifi c business unit (e.g., “group insurance” services) is measured. For 
each business unit, specifi c metrics are and/or will be defi ned. The ultimate respon-
sibility for achieving and measuring the business value of IT rests with the business 
and is refl ected in the business results of the individual lines of business in different 
ways, depending on the nature of value being sought. 

  Cost management  is a traditional fi nancial objective and is in the fi rst place mea-
sured through the attainment of expense and recovery targets. The expenses refer to 
the costs that the IT organization has made for the business, and the recovery refers 
to the allocation of costs to IT services and the internal charge back to the business. 
All IT costs are fully loaded (no profi t margin) and recovered from the lines of busi-
ness on a fair and equitable basis as agreed to by the companies’ CFOs. Comparisons 
with similar industries will be drawn to benchmark these metrics. Next to this, IT 
unit costs (e.g., application development) will be measured and compared to the 
“top performing levels” benchmark provided by Compass. 

Development services
performance

Business/IT    
alignment

Competitive costs Value delivery

Operational service 
performance

Cost management

Risk management
Customer
satisfaction Inter-company

synergy
achievement

Development
process performance

Human resource
management

Operational process
performance

Employee satisfaction
Process maturity

Knowledge management
Enterprise architecture
management

Customer
orientation

 Corporate
contribution

Operational
excellence

Future
orientation

Vision
and

strategy

  Fig. 4.12    IT strategic scorecard framework       
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 The development of the  risk management  metrics is the priority for the upcoming 
year. At this moment, the results of the internal audits are used and benchmarked 
against criteria provided by OSFI, the Canadian federal regulator in the fi nancial 
services sector. The execution of the Security Initiative and the delivery of a Disaster 
Recovery Assessment need to be accomplished in the upcoming year. This will 
enable the business to get an insight on how well they are prepared to respond to 
different disaster scenarios. 

  Synergy achievement  is measured through the achievement of single system 
solutions, targeted cost reductions, and the integration of the IT organizations. This 
measure is very crucial in the context of the merger of the three IT organizations in 
the sense that it enables a post evaluation of this merger and demonstrates to man-
agement whether the new IT organization is effective and effi cient. The selection of 
single system solutions was a cooperative effort between business leaders and IT 
staff, resulting in a  “ Target State Architecture ”  depicting the target applications 
architecture. The synergy targets were heavily infl uenced by the consulting fi rm 
(Bain & Co.) that was used to assist in evaluating the London Life acquisition and 
the tri-company IT merger potential. The consultants suggested specifi c dollar 
reduction targets for technology services (IT operations) and application delivery 
services (IT development) largely based on norms they had developed from their 
previous merger and acquisition work. The approval of the Target State Architecture 
plan and the attainment of the targeted integration cost reductions will be measured. 
The IT organization integration metric refers to the synergies within the IT organi-
zation, e.g., is there one single service desk for the three companies or are there 
three different ones? (Fig.  4.13 ).   

4.3.4     Customer Orientation Perspective 

 The Customer orientation perspective evaluates the performance of IT from the 
viewpoint of internal business users (customers of IT) and, by extension the cus-
tomers of the business units. It provides answers to the key questions of these stake-
holders concerning IT service quality (cf. Fig.  4.10 ). As shown in Fig.  4.12 , the 
issues this perspective focuses on are competitive costs, development services per-
formance, operational services performance, and customer satisfaction. 

 In the  Customer satisfaction  area, the IT BSC of the merged IT organization is 
relying on annual interviews with key business managers. It is the intent to set up 
one generic survey, which can be reused, with relevant questions that cover the top-
ics mentioned in Fig.  4.12 . 

 Insight into the  competitive costs  area can demonstrate to the business how cost 
competitive the IT organization is compared to other (e.g., external) parties. This 
insight is realized by measuring the attainment of IT unit cost targets and the blended 
labor rate. This rate model provides an overall single rate for any IT professional 
who is appointed to the business. The competitive cost measures are benchmarked 
against Compass’s operational “Top Performing level” and against the offerings of 
commercial IT service vendors (market comparisons). 
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  Development services performance  measures are project oriented using attributes 
such as goal attainment, sponsor satisfaction, and project governance (i.e., the way 
the project is managed). These data are mostly captured by interviews with key 
managers. The most effective time to establish the basis for these (project) develop-
ment measures is at the point where business cases are being prepared and projects 
are evaluated. Each IT project initiative will be evaluated by the IS Executive 
Committee in which IT and business managers determine—based on the business 
drivers, budget, and state architecture compliance—which projects need to be exe-
cuted. When a project is approved, the project manager defi nes clear targets for cost, 
schedule, quality, scope, and governance. The quantitative data (e.g., budget) are 
reported throughout the lifecycle of the project. After completion of the project, the 
quantitative and qualitative data are evaluated during the major project review and 
the main success drivers, delivery issues, and lessons learned are documented. 

 In terms of  Operational service performance,  IT management measures achieve-
ment against targeted service levels. For each operational unit (e.g., data center), 

Objective Measures Benchmarks

Business/IT 

alignment

- Operational plan/budget 

  approval

- Not applicable

Value 

delivery

- Measured in business unit 

  performance

- Not applicable

Cost 

management

- Attainment of expense and 

  recovery targets

- Attainment of unit cost 

  targets

- Industry expenditure 

comparisons

- Compass operational 

‘top performance’ levels

Risk 

management

- Results of internal audits

- Execution of Security 

  Initiative

- Delivery of disaster 

  recovery assessment

- OSFI sound business 
practices

- Not applicable

- Not applicable

Inter-

company 

synergy 

achievement

- Single system solutions

- Target state architecture 

  approval

- Attainment of targeted 

  integration cost reductions

- IT organization integration

- Merger & Acquisition 
guidelines

- Not applicable

- Not applicable

- Not applicable

  Fig. 4.13    Corporate contribution perspective       
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average response time, service availability, and resolution time for incidents are 
rolled-up to these service performance metrics in the strategic balanced scorecard. 
The results are benchmarked against the performance of competitors Fig.  4.14 .   

4.3.5     Operational Excellence Perspective 

 The operational excellence scorecard provides the performance of IT from the 
viewpoint of IT management (process owners and service delivery managers) and 
the audit and regulatory bodies. The operational excellence perspective copes with 

Objective Measures Benchmarks

Customer 

satisfaction

- Business unit survey ratings:

- Cost transparency and 

levels

- Service quality and 

responsiveness

- Value of IT advise and 

support

- Contribution to business 

objectives

- Not applicable

Competitive 

costs

- Attainment of unit cost targets

- Blended labour rates 

- Compass 

operational ‘Top 

Level Performing’ 

levels

- Market 

comparisons

Development 

services 

performance

- Major project success scores

- Recorded goal attainment

- Sponsor satisfaction 

ratings

- Project governance rating

- Not applicable

Operational 

services 

performance

- Attainment of targeted service 

  levels

- Competitor 

comparisons

  Fig. 4.14    Customer orientation perspective       
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the key questions of these stakeholders and provides answers to questions of matu-
rity, productivity, and reliability of IT processes (cf. Fig.  4.10 ). The issues that are 
of focus here, as displayed in Fig.  4.11 , are development process performance, 
operational process performance, process maturity, and enterprise architecture 
management. 

 In relation to  development process performance , function point-based measures 
of productivity, quality, and delivery rate such as number of faults per 100 installed 
function points and delivery rate of function points per month are defi ned. 
Benchmark data on industry performance will be gathered from a third party (e.g., 
Compass). In the operational process performance area, measures of productivity, 
responsiveness, change management effectiveness, and incident occurrence level 
are benchmarked against selected Compass studies (e.g., on data centers, client 
server, etc.). 

 The  process maturity  is assessed using the COBIT (Control Objectives for IT 
and related Technology) framework and maturity models (ITGI,  2000 ). The Group 
has identifi ed 15 out the 34 priority processes that should have a maturity assess-
ment in 2003 and the other processes will be measured later Fig.  4.15 .  

  Enterprise architecture management  deals with the IT responsibility to defi ne an 
enterprise architecture which supports long-term business strategy and objectives 
and to act as a steward on behalf of business executives to protect the integrity of that 
architecture. Major project architecture approval measures the compliance of net 
new systems as they are proposed, developed, and implemented. Product acquisition 
compliance technology standards measure the adherence to detailed  technology 
standards which are at the heart of minimizing technology diversity and maximizing 
intercompany technology synergies. The “State of the Infrastructure” assessment 
measures the degree to which IT has been able to maintain a robust and reliable 
infrastructure as required to deliver effectively to business needs. It does so by com-
paring each platform area against risk-based criteria for potential impact to business 
continuity, security, and/or compliance.  

4.3.6     Future Orientation Perspective 

 The future orientation perspective shows the performance of IT from the viewpoint 
of the IT organization itself: process owners, practitioners, and support profession-
als. The future orientation perspective provides answers to stakeholder questions 
regarding IT’s readiness for future challenges (cf. Fig.  4.10 ). The issues focused on, 
as depicted in Fig.  4.12 , are human resources management, employee satisfaction, 
and knowledge management. The metrics that will appear in the future orientation 
quadrant of the IT strategic balanced scorecard are in many cases the aggregated 
results of measures used in the unit scorecards (e.g., career center). 

  Human resource management  is an objective that is tracked by comparing mea-
sures as described in Fig.  4.12  against predefi ned targets: the staff complement by 
skill type (number of people with a certain profi le, e.g., systems analyst), staff turnover, 
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staff “billable” ratio (i.e., hours billed/total hours salary paid; if this ratio can be 
increased, the IT organization can charge lower rates to the business for the IT 
assigned people), and professional development days per staff member. 

 Employee satisfaction is measured by using surveys with questions relating to 
compensation, work climate, feedback, personal growth, and vision and purpose. 

Objective Measures Benchmarks

Development 

process 

performance

- Function point measures of:

- Productivity

- Quality

- Delivery rate

- to be 

  determined

Operational 

process 

performance

- Benchmark based measures of:

- Productivity
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effectiveness
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  Compass 
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Process 

maturity 
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  compliance in priority 

  processes within:

- Planning and 

organization

- Acquisition and 

implementation

- Delivery and support

- Monitoring
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management

- Major project architecture 

  approval 

- Product acquisition compliance 
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- “State of the infrastructure” 

  assessment

- Not 

  applicable

  Fig. 4.15    Operational excellence perspective       
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Benchmark data of North American technology-dependent companies are provided 
by a third party. 

 In the  knowledge management  area, the delivery of internal process improve-
ments to the “Cybrary” is very important. The “Cybrary” refers to the intranet that 
all employees can assess for seeking and sharing knowledge. To measure improve-
ments, metrics (e.g., number of hits per day on the Cybrary) still need to be devel-
oped. Closely linked to this, knowledge management is also measured by the 
implementation of the “lessons learned” sharing process. Here too, specifi c metrics 
still need to be developed Fig.  4.16 .  

Objective Measures Benchmarks

Human resource 

management

- Results against targets:

- Staff complement by 

skill type

- Staff turnover

- Staff ‘billable’ ratio

- Professional 

development days per 

staff member

- Not applicable

- Market 

comparison

- Industry 

standard

- Industry 

standard

Employee 

satisfaction

- Employee satisfaction 

  survey scores in:

- Compensation 

- Work climate

- Feedback

- Personal growth

- Vision and purpose

- North American 

technology 

dependent 

companies

Knowledge 

management

- Delivery of internal 

process improvements to 

‘Cybrary’

- Implementation of 

‘lessons learned’ sharing 

process

- Not applicable  

- Not applicable

  Fig. 4.16    Future orientation perspective       
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4.3.6.1     Maturity of the Developed IT BSC 

 At the beginning of the project, the IT BSC was primarily focused on the opera-
tional level of the IT department. It was acknowledged from the beginning that this 
could not be the end result. Therefore, actions were started to go beyond the opera-
tional IT BSC and to measure the true value of IT at the business level. The Vice 
President Information Services emphasized: “The Balanced Scorecard gives a bal-
anced view of the total value delivery of IT to the business. It provides a snapshot of 
where your IS organization is at a certain point in time. Most executives, like me, do 
not have the time to drill down into the large amount of information.” 

 The organization established two ways to demonstrate the business value, one at 
service delivery level and one at the IT strategy level. As will be illustrated hereaf-
ter, the goal is to evolve to an IT strategic BSC that shows how the business objec-
tives are enabled by IT. 

 A cascade of balanced scorecards has been established to create a link between 
the scorecards at the unit level and the overall business objectives (see Fig.  4.17 ). 
A link between the IT BSC and the Business BSC is not yet implemented as there 
is currently no formal Business BSC for the Group. The scorecards at the unit level 
are classifi ed into three groups: operational services scorecards (e.g., IT service 
desk scorecard), governance services scorecards (e.g., career center scorecard), and 
development services scorecards (e.g., application development scorecard). 
The measures of these unit scorecards are  rolled-up  or  aggregated  in the IT strategic 
balanced scorecard. This, in turn is fed into and evaluated against the business 
objectives. In this way, the service (and value) delivered by IT is directly measured 
against the objectives of the overall business. Further, on an annual basis, the IT 
strategic BSC is reviewed by business and IT management and the result is fed back 
into the next annual planning cycle. This planning cycle defi nes what the business 
needs are and what IT must do to accomplish those needs.  

 For example, from the IT service desk scorecard (i.e., a unit scorecard, which is 
situated in the operational services scorecard group), metrics such as average speed of 
answer, overall resolution rate at initial call, and call abandonment rate (all three 

Operational Services
Scorecards

Development Services
Scorecards

Governance Services
Scorecards

IT strategic balanced scorecard

Business Objectives

  Fig. 4.17    Cascade of scorecards       

 

4.3 The Balanced Scorecard



98

 customer orientation metrics) are  rolled-up  to service level performance metrics in the 
IT strategic balanced scorecard. Other metrics of this unit scorecard such as expense 
management (corporate contribution perspective), client satisfaction (customer orien-
tation perspective), process maturity of incident management (operational excellence 
perspective), and staff turnover (future orientation perspective), will  aggregate  as part 
of the IT strategic scorecard. The overall view of the IT strategic balanced scorecard 
is then fed into and evaluated against the defi ned business objectives. 

 The second way to demonstrate business value is situated within the IT strategic 
balanced scorecard. The cause-and-effect relationships between performance drivers 
and outcome measures of the four quadrants are established as indicated in Fig.  4.18 . 
These connections help to understand how the contribution of IT towards the busi-
ness will be realized: building the foundation for delivery and continuous learning & 
growth (future orientation perspective) is an enabler for carrying out the roles of the 
IT division’s mission (operational excellence perspective) that is in turn an enabler 
for measuring up to business expectations (customer expectations perspective) that 
eventually must lead to ensuring effective IT governance (corporate contribution per-
spective). The construction of cause-and-effect relationships is a critical issue in the 
further development of the IT strategic BSC. These relationships have not yet been 
explicitly defi ned although they are implicit in the existing scorecard. For example, 
the  Professional development days per staff member  measure can be identifi ed as a 
performance driver for the outcome measures  Development process performance .  

 The Corporate contribution perspective of Fig.  4.18  is an enabler (performance 
driver) of the (generic) business objectives of the fi nancial Group with its specifi c 
measures such as  Business/IT alignment ,  Value delivery ,  Cost management ,  Risk 
management , and  Intercompany synergy achievement . The CIO and its executive 
management are aware that an explicit articulation of these relationships has to be 
done and that it may help to improve the IT strategic BSC and its link with the busi-
ness objectives, later on with the implementation of a Business BSC.      

 Assignment Box 4.2: Cause-and-Effect Relationship 

 A major point in developing an IT Balanced Scorecard is identifying the 
cause-and- effect relationships across the whole scorecard. In the case study, 
these relationships are not described. Identify what you think are outcome 
measures and what their corresponding performance drivers are 

 Assignment Box 4.3: Cascade of Scorecards 

 At the case company there are, besides the IT strategic balanced scorecard, 
also scorecards implemented at unit level. The measures of these unit score-
cards are rolled-up or aggregated in the IT strategic balanced scorecard. 
Develop a generic scorecard for the IT development department. 

4 IT-Enabled Value
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    Summary 

 Investments in IT are growing extensively, and business managers often worry that 
the benefi ts of IT investments might not be as high as expected. The same worry 
accounts for the perceived ever-increasing total cost of the IT department, without 
clear evidence of the value derived from it. This phenomenon is called the “IT black 
hole”: large sums go in, but no returns (seem to) come out.In this chapter, we dis-
cussed the use of the business case, throughout the life cycle of an investment, as an 
important instrument to realize benefi ts out of IT-enabled investments. Also, the IT 
balanced scorecard is presented as an approach to measure and manage both fi nancial 
and nonfi nancial benefi ts coming out of IT-enabled investments and departments.  

    Study Questions 

     1.    Describe the concept of the IT black hole. Explain how it relates to the “IT 
doesn’t matter” article discussed in Chap.   1    .   

   2.    Explain why and how the business case could be used in the context of an 
IT-enabled investment.   

building
foundation for

delivery and continuous
learning and

growth

carrying out the
roles of IT division’s

mission

measuring
up to business
expectations

ensuring
effective

IT governance

Development 
process performance

Operational process 
performance

Process maturity

Competitive costs

Operational service 
performance

Customer 
satisfaction

Human resource 
management

Employee
satisfaction

Value delivery

Cost management

Risk management

Inter-company
synergy

achievement

Enterprise architecture management Knowledge management

Business / ITDevelopment services 
performance alignment

Customer 
orientation

Operational 
excellence

Corporate 
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Future 
orientation

Vision
&

Strategy

  Fig. 4.18    IT strategic scorecard objectives and cause-and-effect       
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   3.    Explain how the balanced scorecard can be applied to the IT function.   
   4.    How can you leverage the IT BSC as a management and alignment instrument?   
   5.    Explain and illustrate the difference between outcome measures and perfor-

mance drivers.   
   6.    Explain the concept of the “cascade of scorecards.”   
   7.    Explain the aggregating and rolling up mechanism of metrics and indicate which 

typical IT metrics you think should appear on the business balanced scorecard.         

  Acknowledgment   For this chapter, we want to explicitly acknowledge Kim Maes, who worked 
on the concepts of the business case in the context of his Ph.D. project. Parts of the research we 
worked on together are included in this chapter.  
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    Chapter 5   
 COBIT as a Framework for Enterprise 
Governance of IT 

            Abstract     Enterprises are increasingly making tangible and intangible investments 
in improving enterprise governance of IT. In support of this, enterprises are drawing 
upon the practical relevance of generally accepted good-practice frameworks such 
as COBIT. COBIT (Control Objectives for Information and Related Technologies), 
now in its fi fth edition, is an internationally recognized industry framework that 
describes a set of good practices for the board, executive management, and opera-
tional business and IT managers. It sets out a set of controls over information tech-
nology, and organizes them around a logical framework of IT-related processes and 
enablers.  

5.1         COBIT History 

 COBIT is developed by ISACA (Information Systems Audit and Control 
Association), an international professional membership association for IT profes-
sionals and IT auditors counting more than 100,000 members worldwide. COBIT 
initially originated in the mid-90s out of the (fi nancial) audit community. Those 
audit professionals were confronted more and more with automated environ-
ments. To guide their work in these IT-related environments, COBIT was initially 
developed as a framework for executing IT audit assignments, built around a com-
prehensive set of Control Objectives for IT processes. Building on this IT auditing 
basis, the COBIT framework was developed further becoming a broader IT man-
agement framework, within 2000 the addition of “Management Guidelines” in 
COBIT version 3, including metrics, critical success factors, and maturity models 
for IT processes. In 2005 again a new release was issued, COBIT 4, containing 
several new management and governance concepts, such as (1) the alignment of 
business and IT goals and their relationship with supporting IT processes, (2) 
roles and responsibilities within IT processes, and (3) the interrelationship 
between IT processes. With these extensions COBIT wanted to continue to estab-
lish itself as a generally accepted framework for IT governance (Van Grembergen 
& De Haes,  2009 ). 
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 In the shift from IT governance to enterprise governance of IT, as discussed in 
Chaps.   1     and   2    , ISACA complemented its IT governance best practices framework 
COBIT, focusing on IT processes and responsibilities, with the Val IT and RISKIT 
framework (ISACA,  2008 ,  2009 ), addressing the IT-related business processes and 
responsibilities in value creation (VALIT) and risk management (RISKIT). In the 
fi eld, COBIT, RISKIT, and VALIT are considered to be strong reference frame-
works guiding managers to implement enterprise governance of IT in their organi-
zation, as visualized in Fig.  5.1  (Van Grembergen & De Haes,  2009 ).  

 In April 2012, the latest version COBIT 5 was released, referencing the concept 
of enterprise governance of IT on its cover (ISACA,  2012 ). According to the ISACA 
website, “COBIT 5 provides a comprehensive framework that assists enterprises to 
achieve their objectives for the governance and management of enterprise IT. … 
COBIT 5 enables IT to be governed and managed in a holistic manner for the whole 
enterprise, taking in the full end-to-end business and IT functional areas of respon-
sibility, considering the IT-related interests of internal and external stakeholders” 
(ISACA,  2012 ). COBIT 5 will integrate all knowledge previously dispersed over 
the three important ISACA frameworks COBIT, VALIT, and RISKIT, as such 
becoming a “one-stop-shop” to enter ISACA’s body of knowledge.  

5.2     COBIT 5 Principles 

 The COBIT 5 manuals state that the framework is built around fi ve core principles, 
as visualized in Fig.  5.2 . Each of those principles are discussed in this section and 
related to concepts and insights from general and IT literature.  

5.2.1     Meeting Stakeholder Needs: Strategic 
Business/IT Alignment 

 According to ISACA, Principle 1 (Meeting Stakeholder Needs) implies that COBIT 
5 provides all the required processes and other enablers to support business value 
creation through the use of IT, as such meeting all stakeholder needs. This principle 

  Fig. 5.1    COBIT, VALIT, and 
RISKIT as frameworks for 
enterprise governance of IT       
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closely links to the “Strategic Alignment” discussion as initiated by Henderson and 
Venkatraman in 1993 (see also Chap.   3    ). 

 The idea behind strategic alignment is very comprehensive and has been present in 
all COBIT documentation since the fi rst release. However, the challenge is how orga-
nizations can achieve this ultimate objective. To answer this question, a series of 
research steps has been set up by the development team in order to provide guidance 
in understanding how enterprise goals drive IT-related goals and vice versa (Van 
Grembergen et al.  2007 ). Throughout these research projects, and based on many 
 in-depth interviews in different sectors and expert team interrogations, a generic list 
of enterprise goals, IT-related goals and its interrelationship was established, as shown 
in Fig.  5.3  (p = primary link; s = secondary link). This cascade now constitutes the core 
entry point of COBIT 5, implying that organizations should always start with analyz-
ing their alignment situation through defi ning and linking enterprise goals and 
IT-related goals (De Haes & Van Grembergen,  2010 ; Van Grembergen et al.,  2008 ).  

 Important to mention is that COBIT 5 uses the word “Enterprise Goals” instead 
of “Business Goals” as referenced in COBIT 4. With this shift, COBIT 5 wants to 
explicitly include both profi t and nonprofi t (government) types of enterprises. Also, 
COBIT 5 talks about “IT-related” goals and not about “IT goals” anymore as in 
COBIT 4. The reason for that is also explained in the next “COBIT principle,” 
addressing the conviction that both business and IT people have “IT-related” respon-
sibilities in realizing value out of IT. 

  Fig. 5.2    COBIT 5 principles.  Source : ISACA, COBIT 5,   www.isaca.org/COBIT           
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 As an illustration of this cascade, Fig.  5.3  shows that the enterprise goal of 
“External compliance with laws and regulation” requires primary focus (P) on the 
IT-related goals of “security of information and processing infrastructure.” In the 
further documentation of COBIT 5, the importance of this IT-related goal will in 
turn lead to (see Fig.  5.4 ) the primary focus on some of the identifi ed enablers for 
governance and management of enterprise IT, such as the COBIT 5 processes 
“Manage Risks,” “Manage Security,” and “Manage Changes.”   

5.2.2     Meeting Stakeholder Needs: The Balanced Scorecard 

 To verify whether stakeholder needs are indeed being met, a sound measurement 
process needs to be established. Traditional performance methods such as return on 
investment (ROI) capture the fi nancial worth of IT projects and systems, but refl ect 
only a limited (tangible) part of the value that can be delivered by IT (Van Grembergen 
& De Haes,  2009 ). 

 To enable a broader measurement process, the developers of COBIT have built 
on the concepts of the IT-balanced scorecard as developed by Kaplan and Norton 
( 1996 ) and Van Grembergen et al. ( 2003 ). As shown in Fig.  5.3 , all enterprise goals 
and IT-related goals are grouped in the balanced scorecard perspectives. COBIT 
also provides samples of outcome metrics to measure each of those goals and to 
really build a scorecard for IT-related activities. Figure  5.5  provides some examples 
of such metrics for the “customer perspective” of the enterprise goals and the 
IT-related goals.  

 Moreover, COBIT 5 provides outcome measures at the level of the 37 detailed 
COBIT 5 processes. An example is shown in Fig.  5.6  for the process of Managing 
Security, providing specifi c process goals and related metrics. Consolidating all 
these metrics, at enterprise level, IT-related level, and COBIT processes level, 
enables organization to build a comprehensive scorecard for the entire IT-related 
environment, as in instrument to verify whether stakeholder needs are being met.   

5.2.3     Covering the Enterprise End-to-End: IT Savviness 

 The next principle (Covering the Enterprise End-to-End) articulates that COBIT 
5 does not only focus on the “IT function,” but treats information and related tech-
nologies as assets that need to be dealt with just like any other asset by everyone in 
the enterprise. This statement related to the work of Weill and Ross ( 2009 ) on IT 
Savviness, concluding that business people should take up responsibility in manag-
ing their IT-related assets. Their work clarifi es the need for the business to take 
ownership of, and be accountable for, governing the use of IT in creating value from 
IT-enabled business investments. 

5 COBIT as a Framework for Enterprise Governance of IT
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  Fig. 5.4    Cascade of IT-related goals and COBIT 5 processes.  Source : ISACA, COBIT 5,   www.
isaca.org/COBIT           
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  Fig. 5.5    Balanced scorecard metrics for enterprise goals and IT-related goals.  Source : ISACA, 
COBIT 5,   www.isaca.org/COBIT           

  Fig. 5.6    Balanced scorecard metrics for the security process.  Source : ISACA, COBIT 5,   www.
isaca.org/COBIT           

 This implies a crucial shift in the minds of the business and IT, moving away 
from managing IT as a “cost” toward managing IT as an “asset” to create business 
value. As Weill and Ross describe in their 2009 “IT Savvy” book: “If senior managers 
do not accept accountability for IT, the company will inevitably throw its IT money 
to multiple tactical initiatives with no clear impact on the organizational capabilities. 
IT becomes a liability instead of a strategic asset.” 

 Related to this discussion, COBIT 5 talks about “Covering the Enterprise End-to- 
End.” COBIT 5 does cover both IT processes and IT-related business processes. As a 
demonstration of this, COBIT 5 provides RACI charts (Responsible, Accountable, 
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  Fig. 5.7    End-to-end responsibility in managing service agreements.  Source : ISACA, COBIT 5, 
  www.isaca.org/COBIT           

Consulted, Informed) in which both business roles and IT roles are included. To illus-
trate this, an example RACI chart for the process “Manage Service Agreements” is 
shown in Fig.  5.7 . This RACI chart indicates that for the service level agreements (SLA) 
process both business and IT functions have accountabilities and responsibilities.   

5.2.4     Applying a Single, Integrated Framework: 
COBIT/RISKIT/VALIT 

 Principle 3 (Applying a Single, Integrated Framework) explains that COBIT 5 
aligns with other relevant standards and frameworks at a high level, and thus can 
serve as the overarching framework for governance and management of enterprise 
IT. COBIT 5 becomes on overall integration, or one-stop-shop, of all previous 
ISACA-related materials as published COBIT 4, VALIT, and RISKIT (ISACA, 
 2007 ,  2008 ,  2009 ). 

 In this overarching approach, COBIT amongst others identifi es 37 processes 
spread over a governance and a management domain, as visualized in Fig.  5.8 . 
The fi ve governance processes are the board’s responsibilities in IT, covering the 
setting of the governance framework, responsibilities in terms of value (e.g., investment 
criteria), risks (e.g., risk appetite) and resources (e.g., resource optimization), and 
providing transparency regarding IT to the stakeholders. In the management area, 
four subdomains are defi ned: Align, Plan, Organize (APO), Build, Acquire, and 
Implement (BAI), Deliver, Service, and Support (DSS), and Monitor, Evaluate, and 
Assess (MEA). The domain APO concerns the identifi cation of how IT can best 
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  Fig. 5.8    COBIT 5 processes.  Source : ISACA, COBIT 5,   www.isaca.org/COBIT           

contribute to the achievement of the business objectives. A management framework 
is required, and specifi c processes related to the IT strategy and tactics, enterprise 
architecture, innovation and portfolio management. Other important processes in this 
domain address the management of budgets and costs, human resources, relation-
ships, service agreements, suppliers, quality, risk, and security. The domain BAI 
concretizes the IT strategy through identifying in detail the requirements for IT and 
managing programme and projects. This domain further talks about managing 
capacity, organizational change, IT changes, acceptance and transitioning, knowl-
edge, assets, and confi gurations. The domain Delivery and Support refers to the 
actual delivery of required services. It contains processes around managing opera-
tions, service requests and incidents, problems, continuity, security services, and 
business process controls. The fourth management domain, MEA, includes those 
processes that are responsible for the quality assessment in compliance with the 
control requirements for all previously mentioned processes. It addresses perfor-
mance management, monitoring of internal control and regulatory compliance 
(ISACA,  2012 ).  

 As can be seen in previous fi gure, COBIT 5 offers a very broad view on the 
knowledge area of enterprise governance and management of IT. In its development, 
COBIT always tried to align and integrate with other important international frame-
works. At a high level, it could be said that COBIT provides a very complete 
and broad overview of “what” needs to be done in enterprise governance and 
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management of IT. More detailed guidance can then often be found in related stan-
dards and practices, as can be seen in Fig.  5.9 . For example, the delivery, service, 
and support processes are very close to what is discussed in ITIl, the “BAI1—Manage 
 programmes and project” process is related to Prince 2/PMBOK, the APO2 process 
on enterprise architecture related to TOGAF, etc.   

5.2.5     Applying a Single Integrated Framework: IT Savviness 

 Comparing the set of processes (see Fig.  5.8 ) with previous versions of COBIT 
clearly demonstrates the extension towards business roles and responsibilities in 
governing and managing IT. Again, this extension fully aligns with the requirement 
of business people taking up accountable in managing IT, as put forward in the IT 
savviness discussion. 

 For example, newly inserted processes that address specifi c business roles are 
APO3: Manage Enterprise Architecture, APO4: Manage Innovation, and BAI05: 
Manage Organizational Change. In this context, specifi c attention goes to “DS06: 
Manage Business Process Controls.” This process was removed out of the previous 
version of COBIT, as the previous version focused more on the responsibilities of the 
IT department. Managing business process controls (application controls) was consid-
ered to be out of scope, being a prime accountability of the business. However, COBIT 
5 aims to include both business and IT responsibilities in managing and governing 
IT. For that reason, the process on business process controls was re- included in COBIT 5. 

  Fig. 5.9    COBIT related to other standards.  Source : ISACA, COBIT 5,   www.isaca.org/COBIT           
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 As a side note, it should also be mentioned that there are much less processes in 
the “Deliver, Service, and Support” domain (6) as compared to the number of pro-
cesses in the “Deliver and Support” domain of previous COBIT version (13). Many 
of these processes are moved to a higher domain. A typical example is the shift of 
Manage Service Agreements to APO, argumented by the recent evolution of the 
externalization of IT operations through outsourcing and cloud computing.  

5.2.6     Enabling a Holistic Approach: Organizational Systems 

 The fourth principle (Enabling a Holistic Approach) explains that effi cient and 
effective implementation of governance and management of enterprise IT requires 
a holistic approach, taking into account several interacting components, such as 
Processes, Structures, and People. 

 This implementation challenge is related to what is described in strategic 
 management literature as the need for an organizational system, i.e., “the way a fi rm 
gets its people to work together to carry out the business” (De Wit & Meyer,  2005 ). 
Such organizational system requires the defi nition and application, in a holistic 
whole, of structures (e.g., organizational units and functions) and processes (to 
ensure tasks are coordinated and integrated), and attention to people and relational 
aspects (e.g., culture, values, joint beliefs, etc.). 

 Peterson ( 2004 ) and De Haes and Van Grembergen ( 2008 ,  2009 ), have applied 
this organizational system theory to the discussion of enterprise governance of IT. 
These authors conclude that organizations can and are deploying enterprise gov-
ernance of IT by using a holistic mixture of various structures, processes, and 
relational mechanisms. Enterprise governance of IT structures include organiza-
tional units and roles responsible for making IT decisions and for enabling con-
tacts between business and IT management decision-making functions (e.g., IT 
steering committee). This can be seen as a form of blueprint for how the gover-
nance framework will be structurally organized. Enterprise governance of IT pro-
cesses refers to the formalization and institutionalization of strategic IT 
decision-making and IT monitoring procedures, to ensure that daily behaviors are 
consistent with policies and provide input back to decisions (e.g., IT-balanced 
scorecard). The relational mechanisms are ultimately about the active participa-
tion of, and collaborative relationship among, corporate executives, IT manage-
ment, and business management, and include mechanisms such as announcements, 
advocates, and education efforts. 

 COBIT 5 builds on these insights and talks about “Enablers” in its framework. 
Enablers are defi ned as factors that, individually and collectively, infl uence whether 
something will work in this case, governance and management over enterprise IT. 
The COBIT 5 framework describes seven categories of enablers (see Fig.  5.10 ), 
of which the “processes,” “organizational structures,” “culture, behavior, and ethics,” 
and “people, skills, and competencies” are closely related to the three elements 
proposed in the organizational systems concept.   

5.2 COBIT 5 Principles
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  Fig. 5.10    Organizational systems of enablers.  Source : ISACA, COBIT 5,   www.isaca.org/COBIT           

5.2.7     Separating Governance from Management: 
ISO/IEC 38500 

 Principle 5 fi nally (Separating Governance from Management) is about the distinc-
tion COBIT 5 makes between governance and management, which, as discussed 
before, heavily builds on the position put forward by ISO/IEC 38500 (ISACA, 
 2012 ). In COBIT 5, ISACA states for the fi rst time that these IT governance and IT 
management processes encompass different types of activities. The governance 
processes are organized following the EDM model (“Evaluate—Direct—Monitor”), 
as proposed by the ISO/IEC 38500 standard on Corporate Governance of IT (ISO/
IEC,  2008 ). IT governance processes ensure that enterprise objectives are achieved 
by evaluating stakeholder needs, directing and delegating decision roles, responsi-
bilities, and processes, and monitoring performance, compliance and progress 
against plans. In enterprises, IT governance should be the accountability of the 
board of directors under the leadership of the chairperson. Based on these gover-
nance activities, business and IT management plans, builds, runs, and monitors 
activities (a COBIT translation of Deming’s PDCA circle Plan, Do, Check, Act) in 
alignment with the direction set by the governance body to achieve the enterprise 
objectives (ISACA,  2012 ). This all is in line with the (adapted) defi nition as formu-
lated in a preceding paragraph: IT governance is the Board’s accountability and the 
execution is executive’s responsibility (Van Grembergen & De Haes,  2009 ).   
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5.3     COBIT 5 Enabling Processes and Domains 

 As discussed in previous section, COBIT 5 proposes seven enablers that are required 
to adopt enterprise governance and management of IT. This section discusses one of 
the most important enablers in detail, more specifi cally the process enabler, by 
developing one specifi c process example at a more granular level. 

 The way the COBIT 5 processes are visualized is very close the COBIT 4 look 
and feel, with elements like RACI charts, inputs/outputs, goals and metrics, etc. 
This continuity in structure and look and feel was done to make the transition 
between COBIT 4 and COBIT 5 as easy as possible. Important to mention is that 
COBIT 5 does not have any “maturity models” anymore. Instead, a new assessment 
programme was developed based on the ISO 15504 standard. This will be discussed 
in a separate section. 

 The following section illustrates the material that COBIT 5 provides for the pro-
cess of “Manage Service Requests & Incidents” (DSS 2). 

5.3.1     Process Description and Purpose 

 For each COBIT 5 process, a short general description is provided which summa-
rizes the core content of the process. The process “Manage service requests and 
incidents” is defi ned as follows: “Provide timely and effective response to user 
requests and resolution of all types of incidents. Restore normal service; record and 
fulfi ll user requests; and record, investigate, diagnose, escalate, and resolve 
incidents.” 

 This process description is then followed by some statements around the gen-
eral purpose of the process (Fig.  5.11 ). Or in other words, it describes the main 
reasons why an organization should consider to implement this process. For the 
process under review, the purpose statement is defi ned as: “Achieve increased 
productivity and minimize disruptions through quick resolution of use queries and 
incidents.”   

5.3.2     Goals and Metrics 

 In the next section, the process description and purpose are translated into a more 
detailed set of goals and metrics at different levels (Fig.  5.12 ). Fully aligned with the 
concepts of the balanced scorecard (see related chapter in this book), these metrics 
can be categorized as “outcome measures” for each of the postulated goals. As an 
example for the process DSS2, the following goal is formulated “incidents are 
resolved according to the agreed service levels.” A related outcome measure identifi ed 
is stated as followed: “percent of incidents resolved with an agreed-upon/acceptable 
period of time.”  

5.3 COBIT 5 Enabling Processes and Domains
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  Fig. 5.13    IT-related goals and metrics.  Source : ISACA, COBIT 5,   www.isaca.org/COBIT           

  Fig. 5.11    Process description and purpose statement.  Source : ISACA, COBIT 5,   www.isaca.org/
COBIT           

  Fig. 5.12    Process goals and metrics.  Source : ISACA, COBIT 5,   www.isaca.org/COBIT           

 Next to the process goals and metrics, also goals and metrics at a higher level are 
defi ned. These goals are called “IT-related goals,” and the assumption is that if process 
goals are achieved, that this will contribute to the better achievement of the IT-related 
goals (Fig.  5.13 ). This implies that the process goals and metrics become “perfor-
mance drivers” for the IT-related goals and corresponding outcome measure at their 
specifi c higher level. An example: if the process goals 2 (“incidents are resolved 
according to the agreed service levels”) is realized, the likelihood is high that the 
higher-level IT-related goals of “delivery of IT services in line with business require-
ments” is impacted positively. The latter goal could be measured through the outcome 
measure of “number of business disruptions due to IT service incidents.”  

 COBIT 5 also identifi es, next to the process and IT-related goals and metrics, 
also goals and metrics at enterprise level. As such, a cascade can be developed 
describing how process goals drive the achievement of IT-related goals, which in 
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turn drive the achievement of enterprise goals. This material provides a wealth of 
information to build a balanced scorecard for different IT-related matters in 
organizations.  

5.3.3     RACI Chart 

 Each COBIT process is decomposed into activities and roles and responsibilities in 
the format of a RACI chart (R = responsible, A = accountable, C = consulted, 
I = Informed) (Fig.  5.14 ). In the RACI chart, the left column identifi es a number of 
key management practices and for each practice, an indication is given on who is 
responsible, accountable, consulted, and informed. In the example process 
under review, DSS 2 is decomposed into seven management practices, including 
“defi ne incident and service request classifi cation schemes” and “record, classify, 
and prioritize requests and incidents.”  

 The roles that are mentioned in the RACI chart in the top row are also defi ned in 
the COBIT 5 manuals (Fig.  5.15 ). The RACI chart includes both “business-” 
 oriented roles (e.g., business sponsor, CEO) and IT-oriented roles (e.g., CIO, Head 
IT operations). For the more operational oriented DSS 2 process under review, the 
RACI chart shows that most of the “A” and “R” are expected to be organized within 
the IT department.   

  Fig. 5.14    RACI chart.  Source : ISACA, COBIT 5,   www.isaca.org/COBIT           
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5.3.4     Management Practices and Inputs/Outputs 

 The management practices as defi ned in the RACI chart (see previous section) each 
are assigned inputs and outputs (Fig.  5.16 ). Inputs are pieces of information (docu-
mentation) required for the management practice to operate effectively and effi -
ciently. Outputs are deliverables of a successful operating management practices 

  Fig. 5.15    Roles in COBIT 5.  Source : ISACA, COBIT 5,   www.isaca.org/COBIT           
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expressed in information elements or documentation. The COBIT manual also 
provided information as where the inputs originated from and where the outputs 
should go to.  

 As an example, the management practice DSS02.01 “Defi ne incidents and service 
request classifi cation scheme” requires as input “Service Level Agreements.” If the 
management practice operates well, it will deliver as output “rules for incident 
escalation.” This deliverable is required for all other management practices within 
this process (as indicated by the label “internal”).  

5.3.5     Management Practices and Activities 

 Finally, each management practice is decomposed into a set of required activities. 
These activities should be seen as a potential set of required activities that are 
needed to “implement” the management practice in the organization. The level of 
detail of these activities often corresponds to that of other related detailed frame-
works, such as in the case of this example process under review clearly refer to ITIL 
(Fig.  5.17 ).    

  Fig. 5.16    Inputs and outputs of processes.  Source : ISACA, COBIT 5,   www.isaca.org/COBIT           

  Fig. 5.17    Activities in a process.  Source : ISACA, COBIT 5,   www.isaca.org/COBIT           
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5.4     Translating COBIT to Your Practice 

 COBIT did develop a generic framework, suitable for “any” organization. It does 
contain a lot of valuable information but by fi rst reading the documentation it may 
be diffi cult to grasp the essence and/or the practical elements. For a practical 
approach it is important for an organization to rework and extract the necessary 
information and transform it to an organization-specifi c template or approach, 
suitable for its size, culture, industry, etc. 

5.4.1     Scoping COBIT 

 Some processes may be more important for one organization than another. 
The process DS 4— ensure continuous service  for example will be of high impor-
tance in a fi nancial organization. Indeed, if the IT systems of a commercial bank are 
not available for a certain time, this may have a negative impact on the fi nancial 
results of the bank. On the contrary the same process will most probably have a 
lower priority for a bricks & stones factory, resulting in lower maturity level require-
ment. It is as such important that before starting with a COBIT implementation, 
there needs to exist a clear set of enterprise goals and IT goals to scope COBIT 
down to the specifi c needs of the organization (see infra). Once a prioritized list of 
COBIT processes is identifi ed (based on the enterprise goals and IT-related goals), 
the organization can consider to perform a quick assessment on the current maturity 
of these processes and then decide to work on those processes fi rst that were identi-
fi ed as highly important (based on the enterprise goals and IT-related goals) but also 
low in maturity (based on the quick assessment).  

5.4.2     Turning COBIT Process into Practice: Example 
EDM2—Benefi ts Delivery 

 Once specifi c processes are selected, the information provided in COBIT 5 needs to 
be translated into organization-specifi c approaches. For example, in the process 
EDM2: Ensure Value Delivery, COBIT 5 references the need to defi ne and com-
municate portfolio and investment types, categories, and criteria (see activity 1 in 
Fig.  5.18 ). This is about understanding which types of IT-related investment can be 
done and which criteria will be used to prioritize them.  

 In the case of a major Belgian Bank, these investment types were identifi ed as 
shown below. Next to the production budget, there are three types of investment: 
maintenance projects (small break/fi x projects), continuity project (enhancements), 
and more complex investments (typically across business units) (Fig.  5.19 ).  

 This typology is closely aligned to terminology often used in the consultancy 
words, specifi cally “run,” “grow,” and “transform” projects. For the “investment 
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  Fig. 5.18    Example process EDM 2: ensure benefi ts delivery.  Source : ISACA, COBIT 5,   www.
isaca.org/COBIT           
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  Fig. 5.19    Types of investment at major bank       
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  Fig. 5.20    Investment criteria in major bank.  Source : ISACA, COBIT 5,   www.isaca.org/COBIT           

projects,” the bank agreed upon a set of tangible and intangible investment criteria, 
which were derived from the “information economics” concepts (see Chap.   4    ) 
(Fig.  5.20 ).   
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  Fig. 5.21    Example process: portfolio management. Source: ISACA, COBIT 5,   www.isaca.org/
COBIT           
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  Fig. 5.22    Traffi c light report for all investment projects       

5.4.3     Turning COBIT Process into Practice: 
Example APO5—Portfolio Management 

 Once the investment criteria are set, COBIT 5 proposes in the subsequent process 
APO5—Portfolio Management to “perform detailed assessment of all programme 
business case” (see activity 2 at the bottom of Fig.  5.21 ).  
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 In the case of the bank in previous example, for each investment criterion 
(see top row in Fig.  5.22 ), a number of questions are developed (Fig.  5.22 ). The 
questions for “competitive advantage and need” for example are: “Does the pro-
gramme deliver competitive advantage?” and “Is the programme a necessity to 
remain competitive?” The criterion gets a red, yellow, or green color if the average 
of the underlying questions for a specifi c investment (see fi rst column in Fig.  5.22 ) 
score low, medium, or high. There is no overall average calculated over all criteria, 
so in this way, a kind of traffi c light report is generated for each investment project, 
as  visualized in Fig.  5.22 .  

 This scoring is performed by the initiator of the investment project, in the case of 
the bank, the business architect. To obtain an objective measurement and a consistent 
scoring, all scores of all investments are always challenged and overviewed before 
they are consolidated prior to going to the Executive Committee. 

 To be able to execute the previous process, detailed business cases need to be 
developed for each of the proposed investment initiatives. A possible approach or 
template to build up detailed business cases is provided below, and is part of the 
business case process as discussed in Chap.   4     (Fig.  5.23 ).    

5.5     COBIT Process Maturity and Process Capability 

 Process maturity has been a core component of COBIT for more than a decade. 
Determining the level of process maturity for given processes allows organizations 
to determine which processes are essentially under control and which represent 
potential “pain points” (Debreceny & Gray,  2011 ). 

 The concept of process maturity in earlier versions of COBIT was based on the 
Software Engineering Institute’s Capability Maturity Model (Debreceny & Gray, 
 2011 ). In COBIT 5, process maturity has been replaced by the concept of process 
capability (ISACA,  2012 ; ISO/IEC,  2004 ). This is based on the ISO/IEC 15504 stan-
dard “Information technology—Process assessment” (SPICE). ISO/IEC 15504 and 
the process capability model in COBIT 5  defi ne six capability levels (0—Incomplete, 
1—Performed, 2—Managed, 3—Established, 4—Predictable, 5—Optimizing).  

 Within the Process Assessment Model (PAM) level 0, indicates that the IT 
process is not implemented or “fails to achieve its process purpose. At this level, 
there is little or no evidence of any systematic achievement of the process pur-
pose.” At level 1 the “implemented process achieves its process purpose.” At level 
1, however, the process cannot be said to be under control. At level 2, the process 
is “implemented in a managed fashion (planned, monitored, and adjusted) and its 
work products are appropriately established, controlled, and maintained.” At level 
3, the process is implemented “using a defi ned process that is capable of achiev-
ing its process outcomes.” At level 4, the process “operates within defi ned limits 
to achieve its process outcomes,” and fi nally at level 5, the process is “continu-
ously improved to meet relevant current and projected business goals” (ISACA, 
 2012 , Chap.   8    ). 

5.5 COBIT Process Maturity and Process Capability
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Implementation Approach (How?)
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Programme dependencies
Enterprise architecture compliance
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The detailed programme plan (including 
individual project plans) 
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The financial plan
The benefits realisation plan (including the 
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The (organisational) change management 
plan
The risk management plan (including the 
risk register)

  Fig. 5.23    Business case template       

 The new PAM uses a measurement framework that is similar in terminology to 
the existing maturity models in COBIT 4.1. However, while the words are similar 
the scales are not the same. In this new assessment scheme, realizing a capability 
level 1 is already an important achievement for an enterprise. A process at PAM 
level 1 means that the goals of this process are achieved which is clearly different 
from the CMM Initial/Ad Hoc level 1. In the COBIT 4.1 maturity model, a process 
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could achieve a level 1 or 2, or even 3, without fully achieving the process’s objec-
tives. Conversely, in the COBIT 5 process capability level, this will result in a lower 
score of 0 or 1. This implies that assessments done under the PAM are likely to 
result in lower scores. A signal benefi t of the new assessment model is the improved 
focus on confi rming that a given process is actually achieving its purpose and deliv-
ering the required outcomes as expected. Although defi ning target capability levels 
is up to each enterprise to decide, many enterprises will have the ambition to have 
all their processes achieve at least capability level 1. Otherwise, what would be the 
point of having these processes?  

5.6     COBIT 5 Product Family 

 ISACA has developed a set of books around the COBIT 5 knowledge base, as shown 
in Fig.  5.24 . The core book is called “COBIT 5: A Business Framework for 
Governance and Management of Enterprise IT.” This book, which is freely available, 
describes the main fi ve principles around the framework, also discussed in section 
“COBIT 5 Principles” in this book.  

 Next, for each of the enablers (process, structure, etc.), a specifi c guide is devel-
oped or will be developed. At the moment of writing of this book, the COBIT 5: 
Enabling Processes was available, as well as COBIT 5: Enabling Information. The 
Enabling Processes Guide is discussed in section “Translating COBIT to Your 
Practice” of this book. The Enabling Information Guide talks about how to manage 
information in the organization and how to understand and ensure quality of infor-
mation (consistency, reliability, accuracy, etc.). 

  Fig. 5.24    COBIT 5 product family.  Source : ISACA, COBIT 5,   www.isaca.org/COBIT           
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 Next, professional guides for specifi c audiences are developed including a 
generic guide on how to implement COBIT 5. More specifi c are COBIT 5 for 
Information Security and COBIT 5 for Risk, both looking at the information risk 
and security challenge in organization and they provide guidance, based on COBIT, 
on how to tackle these challenges. There is also a specifi c guide towards the use of 
COBIT 5 for audit and assurance purposes, which is discussed in the following 
chapter of this book. All the existing and upcoming publications can be viewed at 
  www.isaca.org    .  

5.7     COBIT 5 Benchmarking 

 During the writing of this book, a research project was running at the University of 
Antwerp—Antwerp Management School (commissioned by ISACA) which 
included international benchmarking on the implementation status (0 = not imple-
mented; 5 = fully implemented) of the COBIT 5 Enablers and more specifi cally, the 
COBIT 5 processes. An international data set of 894 responses was collected across 
different industries, sectors, and sizes. 

 Figure  5.25  shows that overall, organizations have implemented the enablers 
related to structures and services/infrastructure/applications the best. As expected, 
more complex enablers such as processes and certainly culture and ethics received 
lower implementation scores.  

 Looking at the process enabler in more detail (see Fig.  5.26 ) it appears that orga-
nizations have best implemented the more “IT factory” related processes situated in 
the delivery and support (DSS) area. More strategic- and governance- related pro-
cesses, situated in the EDM domain, clearly achieved lower implementation scores. 
The latter is certainly consistent with the discussion on “IT Governance and The 
Board” as discussed in Chap.   2    , which also pointed out the “surprising state of prac-
tice” of board engaging in enterprise governance of IT.  

 More benchmarking results can be obtained by contacting the authors of the book. 
These benchmarking results will also be made available through other publications 
in academic- and business-oriented journals.  

    Summary 

 In 2012 a new version of COBIT, the international best practice framework for 
governance of enterprise IT, was released. COBIT 5 primarily is a framework made 
by and for practitioners, but in the past decade, it has also incorporated many 
insights coming from IT and general management literature, including concepts and 
models such as “strategic alignment,” “balanced scorecard,” “IT savviness,” and 
“organizational systems.” By clearly indicating how the core elements of COBIT 5 
are built on these IT and general management insights, this chapter seeked to con-
tribute to a better understanding of the COBIT 5 framework, and provide guidance 

5 COBIT as a Framework for Enterprise Governance of IT

http://www.isaca.org/
http://dx.doi.org/10.1007/978-3-319-14547-1_2


127

  Fig. 5.25    Benchmarking implementation status of COBIT 5 enablers       

  Fig. 5.26    Benchmarking implementation status of COBIT 5 processes       

to practitioners in their endeavors to apply COBIT 5 as an instrument to improve 
governance and management of enterprise IT in their organizations.  

    Study Questions 

     1.    Explain why COBIT should be regarded as a framework that enables the imple-
mentation of Enterprise Governance and Management of IT.   

   2.    Explain the concept of “enablers” suggested by COBIT 5.   
   3.    Explain how the IT-balanced scorecard concepts are integrated in COBIT.   
   4.    Explain how the concept of “IT savviness” is introduced in COBIT 5.   
   5.    Explain why COBIT 5 can be seen as a “holistic” framework for enterprise 

governance of IT?   
   6.    Explain the difference between governance and management of enterprise IT 

and illustrate with examples.         
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    Chapter 6   
 COBIT as a Framework for IT Assurance 

            Abstract     In the previous chapter, COBIT was introduced and discussed as a 
powerful framework to implement Enterprise Governance of IT. However, COBIT 
also provides in-depth support to execute IT assurance/audit assignments. This 
chapter explains how the COBIT concepts can be leveraged in the context of IT 
assurance. Readers, who are not familiar with COBIT, are recommended to fi rst 
read Chap.   5     where the concepts of COBIT are explained. A lot of material in this 
section is based on the “COBIT 5 For Assurance” Guide (ISACA,  2013 ,   www.
isaca.org    ).  

6.1         IT Assurance and COBIT 5 

 In COBIT 5, “assurance” is defi ned as follows (ISACA,  2012a ,  b ; ISACA,  2013 ; 
Van Grembergen & De Haes,  2009 ): “Assurance means that, pursuant to an 
accountability relationship between two or more parties, an IT audit and assurance 
professional may be engaged to issue a written communication expressing a conclu-
sion about the subject matters to the accountable party.” 

 This defi nition implies that an assurance assignment comprises fi ve 
components:

 –    A three-party relationship, including

•    The accountable party (auditee), the person or group accountable for the sub-
ject matter under review.  

•   The user of the assurance report, in some cases this can be the same party as 
the accountable party.  

•   The assurance professional, who executes the assurance assignment.     

 –   The subject matter: The subject matter refers to the areas within the audit universe 
that will be under review in the assurance assignment. These areas can include 
all aspects of the seven COBIT 5 enablers, i.e., structures, processes, policies, 
etc. (see previous chapter).  
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 –   Suitable criteria: These criteria are the reference against which the subject will 
be evaluated. In principle, management determines what the evaluation criteria 
are, but the assurance professional can of course also assess the appropriateness 
of the proposed evaluation criteria.  

 –   The assurance process: Assurance professionals follow a specifi c structured pro-
cess when executing an assurance assignment. This process is discussed in detail 
further in this chapter.  

 –   Conclusions and recommendations: Based on the observations, facts, and docu-
mentation, the assurance professionals will analyze the data, identify control 
weaknesses and root causes, and substantiate the risks. These fi ndings will be 
brought together in the assurance report, potentially also including specifi c 
recommendations.    

 COBIT 5 distinguishes between different types of assurance engagements, ranging 
from self-assessment to external audits (see Fig.  6.1 ). Self-assessments are typically 
executed by management and are more open in structure and format. External audits 
on the other hand are often more regulated and deliver more objective data and 
assessments.  

 In its “COBIT 5 for Assurance” book, COBIT developed two perspectives on 
assurance:

 –    The fi rst perspective discusses how to build an assurance function in the 
organization, leveraging the seven enablers proposed by COBIT. For example, 
what types of structures are required, such as the audit committee, what policies 
are to be considered such as an audit charter, etc.  

  Fig. 6.1    Types    of assurance engagements.  Source : COBIT 5 for Assurance,   www.isaca.org           
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 –   The second perspective focuses on the execution of the assurance process 
itself and how the auditors can provide assurance over each of the seven enablers 
(process, structures, etc.). For example, how to provide assurance over the 
“information security” process in an organization.    

 Both perspectives are further discussed in this chapter.  

6.2     Building an IT Assurance Function 

 As discussed in previous chapter, COBIT 5 presents seven enablers that are required 
to address organizational challenges in a holistic manner. In the “COBIT 5 
For Assurance” guide, this insight is applied to the question of how to build and 
organize the IT assurance function in an organization. This implies that questions 
are answered such as:

 –    Which structures do we require, e.g., audit committee?  
 –   Which processes do we require, e.g., the assurance process?  
 –   Which policies do we require, e.g., audit charter?  
 –   …    

 In the next sections, we provide some examples for each of the seven enablers, 
as discussed in the “COBIT 5 for Assurance” guide. 

6.2.1     Structures for IT Assurance 

 “COBIT 5 for IT Assurance” does present some structures that are essential in 
building up an IT assurance function, including the audit committee at the level of 
the board of directors, the audit department, a compliancy department, etc. Figure  6.2  
gives an overview of such structures for IT assurance.  

 For each of those structures, the COBIT document provides more detailed guide-
lines. As in the example of Fig.  6.3 , the structure and composition of the audit 

  Fig. 6.2    Structures for IT assurance.  Source : COBIT 5 for Assurance,   www.isaca.org           
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committee is discussed, and its mandate defi ned as a function that: “focuses on the 
aspects of fi nancial reporting and on the entity’s processes to manage business and 
fi nancial risks and for compliance with signifi cant applicable legal, ethical, and 
regulatory requirements.”   

6.2.2     Processes for IT Assurance 

 The IT assurance function also requires some IT assurance processes. To identify 
those processes, the “COBIT 5 for Assurance” guide refers to the “COBIT 5: 
Enabling Processes” book (see also previous chapter). The core assurance processes 
are to be found in the MEA (Monitor, Evaluate, Assess) area, more specifi cally 
MEA 2—Monitor, Evaluate, and Assess the System of Internal Control. 

 For these core assurance processes, the “COBIT 5 for Assurance” book provides 
extra guidance. Figure  6.4  illustrates an example for MEA 2.08—Execute Assurance 
Initiatives, where a distinction is made in the assurance processes (see activity 3 and 
4) between verifying control design versus verifying operating effectiveness (see 
also further in this chapter) Next, typical inputs (e.g., risk assessment) and outputs 
(e.g., audit reports) are proposed that are required in the assurance process.  

  Fig. 6.3    Composition and operation of the audit committee.  Source : COBIT 5 for Assurance, 
  www.isaca.org           
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 Next to the presented core assurance processes, some supporting assurance 
processes can be considered, as presented in Fig.  6.5 . For example, the process 
“manage budget and costs” is required to ensure that the assurance function defi nes 
and maintains its budget. The process “manage relationship” refers to the need to 
build and maintain good relationships between the auditors and the auditees in the 
organization.   

  Fig. 6.4    Details of a core assurance process.  Source : COBIT 5 for Assurance,   www.isaca.org           
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6.2.3     Principles, Policies, and Frameworks for IT Assurance 

 The assurance function also requires supporting principles, policies, and frame-
works. Many publications exist around this topic, with ISACA (  www.isaca.org    ) and 
IIA (  www.theiia.org    ) being important references. A specifi c reference goes to the 
“IT Assurance Framework (ITAF)” as developed by ISACA (  www.isaca.org/itaf    ), 
which gives a relatively complete overview of required IT assurance policies, 

  Fig. 6.5    Supporting IT assurance processes.  Source : COBIT 5 for Assurance,   www.isaca.org           
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principles, and frameworks. As shown in Fig.  6.6 ,    ITAF describes a code of ethics, 
general standards relating to the audit charter and independency, performance stan-
dards concerning materiality of the audit work, standards in terms of reporting, etc. 
The “COBIT 5 for Assurance” guide does not provide more guidance around these 
topics but does give all the necessary reference to fi nd more information.   

6.2.4     Culture, Ethics, and Behavior for IT Assurance 

 The required and expected behavior for the IT assurance function is represented at 
three levels: the organization, the assurance professional, and management. 
Figure  6.7  for example posits that it is important that the organization supports the 
idea of transparency and a culture of participation (behavior 3). For the assurance 
professional, it is in turn important that he/she regularly informs stakeholders about 
the progress of the assurance assignment (behavior 8). Management fi nally needs to 
clearly understand and consider the risks when they are making business decisions 
(behavior 10).   

6.2.5     Information for IT Assurance 

 The IT assurance function requires appropriate information to be able to work well. 
Specifi c examples are the “audit charter” which defi nes the boundaries in which the 
audit group will work, and the “risk strategy” which defi nes how the organization 
looks at risk. More examples of information elements are illustrated in Fig.  6.8 .  

 For each information element, quality attributes are defi ned. For example, the 
audit charter needs to be accurate, relevant, available, etc. (see Fig.  6.9 ).   

  Fig. 6.6    Principles, policies, and frameworks for IT assurance.  Source : COBIT 5 for Assurance, 
  www.isaca.org           
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  Fig. 6.7    Expected behavior and culture for the IT assurance function.  Source : COBIT 5 for 
Assurance,   www.isaca.org           
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  Fig. 6.8    Information elements for IT assurance.  Source : COBIT 5 for Assurance,   www.isaca.org           

  Fig. 6.9    Quality requirements for the audit charter.  Source : COBIT 5 for Assurance,   www.isaca.org           
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6.2.6     Services, Infrastructure, and Applications 
for IT Assurance 

 “COBIT 5 for Assurance” proposes some typical assurance services and applications. 
Typical supporting assurance services are “time tracking and reporting,” enabling 
the assurance professional to manage and track its resources, and “reporting and 
communication” which also covers the typical workfl ow systems to capture data, 
write reports, etc. (Fig.  6.10 )     

 In terms of applications (Fig.  6.11 ), certainly CAATS (Computer Assisted Audit 
Techniques) need to be mentioned, which are applications that can fully or partially 
automate specifi c audit assignments.   

  Fig. 6.10    Supporting services for IT assurance.  Source : COBIT 5 for Assurance,   www.isaca.org           

  Fig. 6.11    Supporting applications for IT assurance.  Source : COBIT 5 for Assurance,   www.isaca.org           
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6.2.7     People, Skills, and Competencies for IT Assurance 

 Finally, IT assurance professionals need to have the appropriate skills and compe-
tencies in specifi c areas, including:

 –    Strategy and planning  
 –   Engagement and resource planning  
 –   Assessing and testing  
 –   Enterprise expertise  
 –   Risk management and risk management framework  
 –   Interpersonal and relationship management  
 –   Understanding of standards, guidelines, and procedures  
 –   Communication (oral, presentation, and written)  
 –   Audit practices  
 –   Data management and data quality  
 –   Analytics  
 –   Programme and project management  
 –   Interview and investigation  
 –   System development life cycle  
 –   Basic IT concepts  
 –   Resilience  
 –   Specifi c technical expertise    

 For each of those areas, the “COBIT 5 for Assurance” guide develops the required 
skills and competencies, including the typically expected degrees and certifi ca-
tions; For example, for the skills set “assessing and testing,” reference is made to 
ISACA certifi cates such as CISA (Certifi ed Information Systems Auditor), CISM 
(Certifi ed Information Security Manager), and CGEIT (Certifi ed in the Governance 
of Enterprise IT) (Fig.  6.12 ).    

6.3     Executing the IT Assurance Process 

 The second part of the “COBIT 5 for Assurance” guide addresses how the IT assurance 
process can be executed. As such, this section further develops the “MEA-2—
Executive Assurance Initiatives” process, and it proposes three parts:

    1.    Determining the scope of the assurance assignment   
   2.    Understanding the subject matter, selecting the evaluation criteria, and executing 

the assessment   
   3.    Communicating and reporting the results     

6.3 Executing the IT Assurance Process
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6.3.1     Determining the Scope of the Assurance Assignment 

 In the fi rst phase, the assurance professional needs to determine the scope of the 
assurance assignment. The assurance professional evaluates who the involved stake-
holders are and what the stakes are of each of them. Next, specifi c objectives for the 
assurance assignment can be agreed upon. These objectives can be expressed in 
terms of the IT-related risks and opportunities toward achieving enterprise goals. 
Depending on the agreed-upon objectives, the specifi c scope of the assurance 
assignment can be set, articulating which processes, structures, policies, and other 
enablers will be assessed. 

 Consider the example of an assurance scope for assessing “internet banking,” 
more specifi cally regarding the question whether internet banking is safe for the 
bank. The involved stakeholders in this case range from the board of directors up 
to IT management roles. Relevant IT goals that are selected for this case are 
“Manage IT-related business risks” and “security of information.” The selected 
enablers in scope include structures such as the IT development department, pro-
cesses such as APO10-Manage suppliers and policies such as the security 
policy. 

 It should be clear that the cascade developed in COBIT 5, linking enterprise 
goals to IT-related goals and processes, can be very instrumental in determining an 
appropriate scope in the context of specifi c IT goals and/or enterprise goals.  

  Fig. 6.12    Required skills for IT assessing & testing.  Source : COBIT 5 for Assurance,   www.isaca.org           

 

6 COBIT as a Framework for IT Assurance

http://www.isaca.org/


141

6.3.2     Executing the IT Assurance Initiative 

 In the execution phase, two steps are crucial: understanding the subject matter and 
performing the assessment steps. 

 It is indeed important that the assurance professional has a good understanding 
and knowledge over the subject matter he/she is going to assess. ISACA has devel-
oped more detailed guidance on each of the seven enablers (processes, structures, 
etc.) they propose, and of course this information will be helpful in understanding 
the subject matter. 

 Next, the appropriate assurance steps need to be executed. “Testing Control 
Design” (often also referred to as “testing the design effectiveness”) covers the 
assurance steps to be performed to assess the adequacy of the design of controls. 
This assurance activity includes the evaluating of the appropriateness of control 
measures for the process under review by considering identifi ed criteria, industry 
standard practices, and applying professional judgment. 

 Figure  6.13  provides examples for the COBIT process BAI6— Manage 
changes , as derived from the management practices and activities presented in the 
“COBIT 5—Enabling Processes” guide (see Chap.   5    ). The fi rst assurance steps 
provided is “Enquire whether and confi rm that the change management process 
allows business process owners and IT to request changes to infrastructure, systems, 
or applications.” These assurance steps typically are based on interviews with key 
stakeholders in the organization, leading to narratives describing the control mea-
sures applied in the organization.  

 The “COBIT 5 for Assurance” guide refers to typical generic testing methods 
such as enquire, confi rm, observe, and inspect. “Enquire and confi rm” is about ask-
ing management questions to obtain an understanding of the processes and/or 
 applications and includes the search and examination of exceptions and deviations. 
“Observe” is about the observation and description of the processes and procedures. 
“Inspect” includes the review of plans, policies, and procedures, the tracing of 

• Enquire whether and confirm that the change management 

process allows business process owners and IT to request changes 

to infrastructure, systems or applications.

• Enquire whether and confirm that the overall change management 

process includes emergency change procedures (e.g., defining, 

raising, testing, documenting, assessing and authorising 

emergency changes).

  Fig. 6.13    Testing the control design       
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 transactions through the processes/systems, physically inspection of the presence of 
documentation and assets, …. 

 To identify to key interviewees in this assurance process, the assurance profes-
sional can leverage COBIT’s RACI charts, looking for those people who are in the 
fi rst place accountable (A) and responsible (R) (see Chap.   5    ) for these activities. 
Further, when asking for documentation the assurance professional can consult the 
inputs/outputs tables of COBIT, giving information on typical documentation to be 
expected in the process under review. 

 After “testing the control design,” “Testing the outcome of control objectives” 
(often also referred to as “testing the operational effectiveness”) addresses the assur-
ance steps to be performed to ensure that the control measures established are work-
ing as prescribed, consistently and continuously. These assurance steps typically are 
about inspecting samples, recalculations, etc. When looking for documentation to 
retrieve “evidence” in these activities, the assurance professional can consult the 
inputs/outputs tables of COBIT, giving information on typical documentation to be 
expected in this process. 

 The testing of the outcome in many cases is performed on the basis of samples. 
There are many factors that determine sample sizes. Figure  6.14  represents a com-
mon sample size used in practice by auditors to test the operating effectiveness of 
controls.  

 Figure  6.15  provides examples for the COBIT process BAI6— Manage changes , 
such as “inspect a selection of changes and determine if requests have been cat-
egorized.” Again, these questions are derived from the management practices and 
activities as defi ned in the “COBIT 5—Enabling Processes” guide.   

6.3.3     Communicate and Report 

 If control weaknesses are identifi ed based on previous steps, “Testing the impact of 
the control weaknesses” encompasses the assurance steps to document and report on 
potential business risks if specifi c control objectives are not met. Main issue here is 
that the assurance professional should not just report on control weaknesses 
(e.g., “we found evidence that there is no project management methodology”), 

  Fig. 6.14    Guidance for sample size selection       
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but the assurance professional should demonstrate what the potential business impact 
of these weaknesses is (e.g., the likelihood of IT project failing increases, causing 
budgets overruns or a longer time-to-market). Typical examples are provided in 
Fig.  6.16  for the example of the COBIT process BAI6— Manage changes . In most 
cases, the assurance professional tries to estimate the potential cost, loss of time, 
business impact, etc. due to the control weaknesses. The IT assurance professional 
can leverage COBIT’s goals and metrics tables to clarify the business issues at risk.    

• Inspect a selection of changes and determine if requests have

been categorised.

• Inspect a selection of changes and determine if changes have been

prioritised based on predefined criteria.

• Inspect a selection of changes and determine if changes have been

assessed in a structured method (e.g., security, legal, contractual

and compliance implications are considered and business owners

are involved).

• Inspect a sample of emergency changes and verify that they have 

been processed in accordance with the change management 

framework. Verify that procedures have been followed to 

authorise, document, revoke access after change has been applied.

  Fig. 6.15    Testing the outcome of control objectives       

• Assess the time and cost of lack of formal change management 

standards and procedures (e.g., improper resource allocation, 

unclear roles and responsibilities, security breaches, lack of 

rollback procedures, lack of documentation and audit trails, 

inadequate training).

• Assess the time and cost of lack of formal impact assessment to 

prioritise and authorise changes.

• Assess the time and cost of lack of formal emergency change 

standards and procedures (e.g., compromised security, failure tà 

properly terminate additional access authorisations, unauthorised 

access to corporate information).

  Fig. 6.16    Testing the impact of control weaknesses       
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6.4     IT Assurance in Practice 

 To execute IT assurance activities in practice, templates can be very helpful in sup-
porting the assurance execution. These templates can be simple in nature, and as an 
illustration, some (nonprescriptive) examples are provided in this section, specifi -
cally in support of the scoping and testing execution activities. Next section will 
also illustrate how some specifi c COBIT content components (without being 
exhaustive) can be helpful in the IT assurance work. 

6.4.1     Templates for Scoping 

 When starting a specifi c assurance assignment, the detailed scope needs to be set 
fi rst. As explained earlier, this scope analysis can be based on the identifi cation and 
linking of relevant enterprise goals and IT-related goals (see left section of Fig.  6.17 , 
where enterprise and IT-related goals can be defi ned and mapped), and derived from 
that, a set of IT-related (COBIT) processes in scope (see right section of Fig.  6.17 , 
e.g., the fi ve most important IT processes supporting the defi ned IT goals) (see also 
Sect.   5.4     on COBIT scoping).  

  Fig. 6.17    Templates for value-based scoping       
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 Based on previous scoping exercise, a set of COBIT processes is deducted from 
a value perspective (value-based scoping, i.e., processes in support of the achieve-
ment of enterprise and IT goals). Depending on the context, it can be that this scope 
needs to be refi ned based on some risk insights and analysis. As an example, easy-
to- use templates can be leveraged that indicate a high-level risk profi le for pro-
cesses, based on a quick evaluation of the importance and performance, and an 
indication of how responsibilities and accountabilities are assigned and organized 
(e.g., formality, etc.), as illustrated for two COBIT domains in Fig.  6.18 .  

 Once the set of processes is defi ned, a set of management practices within each 
process needs to be selected, as a basis for the control framework. In support of this, 
attributes can be considered that help in evaluating and comparing the importance 
of management practices within a COBIT process. These attributes are:

•    Expedience, i.e., the speed and ease it takes, on average, to implement the control 
objective; e.g., a high (H) score means the control objective can be implemented 
quickly.  

•   Sustainability, i.e., the degree to which the control can continue to operate with-
out maintenance and management attention due to changes in the environment, 
reduced discipline, changed priorities, etc. Automated procedures (e.g., auto-
matic backup) and mechanisms where the stakeholder has a high expectation 
(e.g., a weekly performance report), are generally more sustainable over time 
then procedures and mechanisms that require a certain people’s behavior and 
discipline.  

Risk  Who does it?
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Importance = How important it is for the organisation 
    on a scale from 1 (not at all) to 5 (very)                          
Performance = How well it is done from 1 (very well) 
    to 5 (do not know or badly)
Formality = Existence of a contract, an SLA or a clearly documented
    procedure (Yes, No or ?)
Audited = Yes, No or ?
Accountable = Name or ‘do not know’
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 Who is accountable?

Governance
Evaluate, Direct and Monitor
EDM01  Ensure Governance Framework Setting and Maintenance
EDM02  Ensure Benefits Delivery
EDM03  Ensure Risk Optimisation
EDM04  Ensure Resource Optimisation
EDM05  Ensure Stakeholder Transparency

Management
Align, Plan and Organise
APO01  Manage the IT Management Framework
APO02  Manage Strategy
APO03  Manage Enterprise Architecture
APO04  Manage Innovation
APO05  Manage Portfolio
APO06  Manage Budget and Costs
APO07  Manage Human Resources
APO08  Manage Relationships
APO09  Manage Service Agreements
APO10  Manage Suppliers
APO11  Manage Quality
APO12  Manage Risk
APO13  Manage Security

  Fig. 6.18    Templates for risk-based scoping       
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•   Effectiveness, i.e., the degree to which the control objective—compared to other 
control objectives for this process—contributes to achieving the process goals 
and mitigates the risks, irrespective of effi ciency, cost, etc.  

•   Cost (effort), i.e., the investment in people and money to implement a control 
objective. There is usually a strong relationship between cost and expedience 
because high cost implies many activities and investments are required to imple-
ment the control objective which generally means that implementation will not 
be expedient.     

6.4.2     Templates for Testing 

 Figure  6.19  provides a template for testing the control design, at the level of a spe-
cifi c management practice (example DSS2.1: service desk). Assurance steps are 
developed based on professional judgment and based on the activities as described 
for each COBIT management practice. Required contact persons for interviewing 
are defi ned based on COBIT’s RACI chart, and documentation to be retrieved can 
be found in the input/outputs tables. The assurance steps are then translated into a 
detailed and organization-specifi c assurance approach (column “control design 
question”), describing exactly what needs to be done. After execution, fi ndings that 
are conclusions are recorded. An elaborated example of this approach is provided in 
Fig.  6.19 .  

 Figure  6.20  provides a template, with examples, for testing control objective 
outcomes for the same process. Again (column 1), assurance steps are developed 
and cross-checked against the COBIT management practices and activities, supple-
mented with RACI chart information and required documentation, and then trans-
lated into a specifi c operating effectiveness approach, fi ndings, and conclusions.  

 Figure  6.21  fi nally provides an example template on how control weaknesses can 
be reported, providing a short description of the control weakness and how it was 
detected (fi ndings), clarifying the business risk and its classifi cation, ultimately 
leading to prioritized recommendation.  

  Fig. 6.19    Templates for testing control design       
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  Fig. 6.20    Templates for testing control objective outcomes       

  Fig. 6.21    Templates for testing impact of control weaknesses       

 Assignment Box 6.1: Case Study 
  Case background  

 Delta Lighting Design (DLD), founded in 1989, creates and assembles high-
quality lighting products. The major goal of the company is to develop light-
ing products that are unique in concept and that appeal to a broad audience. 
Major processes within DLD are product design and development, procure-
ment and ordering of components, assembling, and sales. DLD recently 
developed a strategic road map to align its IT with its overall business strategy 
with the help of a local consulting fi rm. DLD needed to align its IT infrastruc-
ture, processes, and applications with its strategic goals. The company knew 
that to compete more effectively, it would have to improve its customer focus 
and supply chain effi ciency and support these areas with transparent IT solu-
tions, compliant with the company’s strategic IT vision. The company’s main 
goals in undertaking a transformation of its IT infrastructure and processes 
were to support the creation of a comprehensive business, achieve profi table 
growth, reduce costs, and improve customer focus and supply chain effi ciency. 

(continued)
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        Summary 

 COBIT 5 is a powerful framework to implement enterprise governance of IT. 
However, the same reference can be used to execute IT audit and assurance 
assignments. 

 The “COBIT 5 for Assurance” guide provides two interesting sections. In the 
fi rst place, it discussed how an organization can build up an IT assurance function, 

With this clear vision of where it needed to go, DLD sought a consulting 
partner with expertise in the assembling industry to develop the business 
case for implementing new IT infrastructure and processes, including recom-
mendations for new major IT application installations and integration across 
its functional areas. 

 The consultancy fi rm teamed with DLD to deliver the company’s IT strategy 
plan, including the business case for required investments. 

 The team used the consultant’s proprietary methodology to evaluate DLD’s 
strategic IT processes. The resulting road map aligns the company’s IT strategy 
with its larger business goals and addresses the business requirements and 
issues. The actual implementations of recommended IT solutions will be 
completed during the next 2 years, delivering a solid return on investment 
(ROI) once the implementation is completed. The most important part of the 
solution was the implementation of an enterprise resource planning (ERP) 
system. The common ERP system is the key to DLD’s cost reductions and 
profi table growth through the integration of production, supply, and customer 
service. It is expected that through this ERP implementation, a better fusion 
between IT and business will be achieved, enabling a more effi cient supply 
chain and improved logistics for purchasing and distribution. Further, DLD 
expects increased assembling effi ciency by a more optimal labor utilization, 
purchase price reduction, signifi cant cost reduction through consolidation into 
one IT platform, reduced application development time, and more effi cient 
fi nance and administration through integrated business processes. 

  Case questions  
 You are the auditor for DLD:

    1.    You are confronted in this case with the IT strategy process. Identify 
which COBIT management practices are most appropriate to consider in 
designing an audit plan, and justify your selection of the relevant manage-
ment practices.   

   2.    The solution was to bring in an ERP package. Identify which COBIT 
 management practices are most appropriate to consider in designing an 
audit plan, and justify your selection of the relevant control objectives.     

Assignment Box 6.1: (continued)
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by addressing the appropriate assurance structures, processes, policies, etc. In the 
second place, the “COBIT 5 for Assurance” guide explains how COBIT 5 provides 
information that helps in scoping down and understanding a specifi c assurance 
assignment towards a specifi c subject matter. Based on that insight, assurance steps 
can be developed that verify control design and operating effectiveness of the 
controls environment in the organization.  

    Study Questions 

     1.    Discuss the difference between IT audit and IT assurance.   
   2.    Explain how COBIT can be used in IT assurance assignments.   
   3.    Explain and discuss the two core testing activities—testing control design and 

testing outcome of the control objective. Illustrate with examples.   
   4.    Explain how inputs/outputs, RACI charts, and goals & metrics can be helpful in 

executing IT assurance activities.   
   5.    In reporting on control weaknesses, the assurance professional should focus on 

business risk issues. Explain and illustrate.         
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    Chapter 7   
 Guidelines for the Implementation 
of Enterprise Governance of IT 

            Abstract     There is no real “silver bullet” (the ideal way) for implementing and 
maintaining effective Enterprise Governance of IT within an organization. Having 
developed a high-level Enterprise Governance of IT model does not imply that 
governance is actually working in the organization. Conceiving the governance 
model is the fi rst step, implementing it into the organization is the next challenging 
step. An important challenge is: how do you get started? This chapter provides some 
key success factors, guidelines to get started and outlines a balanced scorecard 
(BSC) for enterprise governance of IT, to manage and measure the outcome of the 
governance project. Readers, who are not familiar with the BSC perspective, should 
fi rst read Chap.   4     on the IT BSC.  

7.1         Key Success Factors in the Case of KLM 

 Earlier in this book, the case of KLM was discussed. Although all organizations, 
including KLM, face some unique challenges, concerns around effective gover-
nance of IT, and the realization of real business value from today’s signifi cant and 
increasingly complex investments in IT are a universal concern. Other organizations 
can certainly benefi t from the experiences and lessons learned by KLM in this area 
(De Haes et al.  2011 ). 

 The factors that have been key to KLM’s success to-date have been discussed 
throughout this document, and are summarized below. We recommend that all 
organizations with an interest in improving their governance of IT consider these 
factors, both in terms of assessing where they are today, and in planning the steps 
they need to take to improve their performance. The factors include:

 –     Senior management commitment : KLM’s success started with their senior 
management. They had a strong executive leadership team, who moved beyond 
awareness of a problem, through understanding the causes of the problem and 
what needed to be done, to commitment to a sustained programme of action which 
included both clearly communicating direction and priorities, and embedding a 
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“value driven” culture. They set the tone from the top, promoting teamwork and 
collaboration, and breaking down “silo thinking.”  

 –    Business engagement : Effective enterprise governance of IT will not happen 
without adequate and appropriate business engagement. In KLM’s case, it was 
very instrumental to have a “business-oriented” CIO (coming out of the business). 
This further demonstrated senior management commitment, as well as establish-
ing credibility and starting to break down the “we–they” thinking between the IT 
and the other parts of the business which, in turn, lead to greater engagement, 
collaboration, and partnership.  

 –    Distinguishing between the “what” and the “how” : Making a clear distinc-
tion between, and defi ning respective roles and responsibilities, regarding the 
“what,” i.e., the demand side, versus the “how,” i.e., the supply side, and the 
“investment” versus the “continuity” budget was a diffi cult, but essential step on 
the journey.  

 –    Defi ning key principles and practices : Developing a small, clearly defi ned, 
simple and well-communicated set of principles and practices for enterprise 
governance of IT, focused on putting the business in full control of all IT demand 
and IT spend. In developing these principles and practices, KLM did not get 
“bogged down” in academic discussions about the difference between principles 
and practices, but presented them in a pragmatic and practical way that “worked 
for KLM.” They also supported them with more detailed background informa-
tion and internal documentation to explain the impact and consequences of each 
of the principles and practices.  

 –    Positioning demand functions in the business : Embedding the demand 
functions (BDOs) in the business organization was key to having them really act 
as business representatives, and reinforced the business responsibility for, and 
ownership of the “what” decisions, and the results of those decisions.  

 –    Clear and transparent business drivers : A clear and shared understanding of 
business drivers is critical in order to be able to prioritize investments, and enable 
the selection of “the right things.” KLM used an innovative methodology to help 
clarify their business drivers and make them transparent.  

 –    Standard business cases : While, in some ways, the process of developing a 
business case is as important as the result, a standard template ensures that the 
content of the business case is consistent, comprehensive, and comparable. In KLM’s 
case, they developed a standard business case template as a mandatory instru-
ment for all investments above 150,000 euro.  

 –    A strong front-end demand process : KLM established a rigorous process 
(through the BDOs) with intense scrutiny applied to the front-end review of 
each idea, initiative and business case. This allowed them to allocate funds 
appropriately by prioritizing their investments in terms of their potential contribution 
to business drivers, and their ability to deliver them.  

 –    A clear and transparent portfolio management process : In KLM’s case, the 
transparency of this process, with clarity of business drivers and investments’ 
contribution to those drivers, levelled the “playing fi eld,” established trust between 
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all stakeholders, and avoided the traditional decibel, or relationship- based 
decision-making approach.  

 –    An evolutionary approach : KLM-balanced theory and organizational and cultural 
reality by taking a pragmatic and practical approach, making well-defi ned but 
sometimes-small steps, each with their own benefi ts. They are continuing to evolve 
and move forward on their journey.  

 –    A strong support group : There is a need for a function to support the implemen-
tation, adoption, and ongoing application and sustainment of value management 
principles and practices. In KLM’s case, this was the CIO-Offi ce, who helped 
coach and embed enterprise governance of IT thinking and practices into the 
organization.     

7.2     Getting Started: Pain Points and Trigger Events 

 One of the challenges is to get started and to obtain management attention and com-
mitment to improve enterprise governance of IT. In support of that, it can be helpful 
to identify and clarify typical pain points or trigger events in your organization 
(ISACA  2012 ). 

 New or revised enterprise governance of IT practices can typically solve or be 
part of a solution to the following symptoms or pain points. As such, they can act as 
a “burning platform” to get management attention:

•    Business frustration with failed initiatives, rising IT costs, and a perception of 
low business value  

•   Signifi cant incidents related to IT-related business risk, such as data loss or project 
failure  

•   Outsourcing service delivery problems such as agreed-on service levels not 
being consistently met  

•   Failure to meet regulatory or contractual requirements  
•   IT’s limitations of the enterprise’s innovation capabilities and business agility  
•   Regular audit fi ndings about poor IT performance or reported IT quality of service 

problems  
•   Hidden and rogue IT spending  
•   Duplication or overlap between initiatives or wasting resources  
•   Insuffi cient IT resources, staff with inadequate skills, or staff burnout/

dissatisfaction  
•   IT-enabled changes frequently failing to meet business needs and delivered late 

or over budget  
•   Multiple and complex IT assurance efforts  
•   Board members, executives, or senior managers who are reluctant to engage with 

IT or a lack of committed and satisfi ed business sponsors for IT  
•   Complex IT operating models    

7.2 Getting Started: Pain Points and Trigger Events
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 In addition to the symptoms described previously, other events in the enterprise’s 
internal and external environments, such as the following, can signal or trigger a 
focus on enterprise governance of IT and drive it high on the enterprise agenda:

•    Merger, acquisition, or divestiture  
•   A shift in the market, economy, or competitive position  
•   Change in business operating model or sourcing arrangements  
•   New regulatory or compliance requirements  
•   An enterprise-wide governance focus or project  
•   A new CIO, chief fi nancial offi cer (CFO), chief executive offi cer (CEO), or 

board member  
•   External audit or consultant assessments  
•   A new business strategy or priority  
•   Desire to signifi cantly improve the value to be gained from IT     

7.3     Measuring and Managing the Process of Enterprise 
Governance of IT 

 Today many organizations are in the process of implementing a combination of 
Enterprise Governance of IT structures, processes, and relational mechanisms. 
An important aspect of the Enterprise Governance of IT implementation process is 
the measuring and evaluation part. It makes sense for CIOs, executive managers, 
and board members to oversee the Enterprise Governance of IT status: how well it 
is doing and how it can be improved. For this purpose, a balanced scorecard (BSC) 
can be developed as a performance measurement system for the Enterprise 
Governance of IT project as a whole, enabling strategies for further improvement. 
With an Enterprise Governance of IT BSC, organizations can empower their board, 
CEO, CIO, executive management, and the business and IT participants by provid-
ing them the necessary information to evaluate the Enterprise Governance of IT 
success and act upon to achieve a better alignment between business and IT and 
consequently reach better results. In this sense, the Enterprise Governance of IT 
scorecard can play an important role in an overall programme that should be in 
place to enhance IT and corporate governance. 

7.3.1     Building an Enterprise Governance of IT BSC 

 Figure  7.1  displays the mission statements, objectives, and corresponding measures 
for the four dimensions of the proposed Enterprise Governance of IT BSC: corporate 
contribution perspective, stakeholder’s perspective, operational excellence perspec-
tive, and future perspective. The BSC is not only a performance management 
system but also provides a management system when causal relationships between 
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metrics are properly implemented. The ultimate goal of the development and 
 implementation of an Enterprise Governance of IT project is the attainment of a 
better alignment between business and IT and consequently achieving better fi nan-
cial results (business value). It is therefore logical that the Enterprise Governance of 
IT BSC starts with a corporate contribution perspective. As shown in Fig.  7.1 , the 
other three perspectives have a cause relationship with corporate contribution and 
among each other cause-and-effect relationships. An illustration of these coupled 
metrics in a cause-and-effect relationship is: overall completed Enterprise Governance 
of IT education (future orientation) may enhance the level of IT/business planning 
(operational excellence), which in turn may improve stakeholders’ satisfaction (stake-
holders orientation), and have a positive effect on the strategic match of major 
IT-enabled programmes (corporate contribution). The metrics of the main elements of 
Enterprise Governance of IT—structures, processes, and relational mechanisms—can 
be found in the operational excellence and future perspective dimensions.   

7.3.2     Metrics for an Enterprise Governance of IT BSC 

 The  corporate contribution  dimension evaluates the performance of the Enterprise 
Governance of IT process: a well-balanced Enterprise Governance of IT process 
must enhance business profi t through IT while mitigating the risk related to IT 
(mission). The three key objectives, as depicted in Fig.  7.2 , are strategic alignment, 

Corporate Contribution
“Ensuring maximum profit 
through IT with reasonable risk”
- Strategic alignment
- Value delivery
- Risk management

Stakeholders
“Measuring up to stakeholders’
expectations”
- Stakeholders’s satisfaction
- Management of 

stakeholders’s needs
- Legal en ethical compliance

Future Orientation
“Building foundations for 
IT governance delivery”
- Skills and knowledge
- IT/Business partnerships

Operational Excellence
“Ensuring effective and 
sustained IT governance”
- Structures
- Processes
- Maturity

Enterprise
Governance of IT

Cause

Effect

  Fig. 7.1    Enterprise governance of IT scorecard perspectives and its cause-and-effect relationships       
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value delivery, and risk management, and are seen by the ITGI ( 2003 ) as main 
concerns of Enterprise Governance of IT.  

 The main measurement challenge is within the area of  strategic alignment . 
As an overall metric, the  business / IT alignment maturity  model of Luftman is pro-
posed (see Chap.   3    ). The measurement instrument is based on a survey to be com-
pleted by business and IT managers in the organization, addressing 22 attributes in 
six different domains: communication, competency and value measurement, gover-
nance, partnership, scope, and architecture and skills. The outcome is a business/IT 
alignment maturity score for the organization (see also Chap.   3    ).  Strategic match of 
major IT projects ,  percentage of development capacity engaged in strategic proj-
ects , and  percentage of business goals supported by IT goals  are specifi c strategic 
alignment concerns. Measuring the strategic match of IT projects can be done 
through a scoring technique as introduced by Information Economics (see also 
Chap.   3    ): typical scores are attributed from 0 to 5 whereby 0 means no match at all 
and 5 a perfect match of the IT project with the business strategy. 

 In the  value delivery  area,  business unit performance measurement  refers to the 
business results of the individual lines of business. Indeed, the ultimate responsibil-
ity for achieving and measuring the business value rests with the business units. 
Alternative metrics for value delivery assessment are the traditional fi nancial evalu-
ations such as the return on investment, net present value, internal rate of return, and 
pay-back period ( business value of major IT projects based on ROI ,  NPV ,  IRR ,  and 
PB ). A major concern of senior management is the level of the IT costs and their 
recovery respectively measured through  ratio IT costs / total turnover  and  percentage 
of IT costs charged back to the business . 

Perspective Corporate Contribution 
Mission Ensuring maximum profit while mitigating IT related risks 
Objectives Strategic Alignment 

Measures Business/IT alignment maturity   
Strategic match of major IT projects 
Percentage of development capacity engaged in strategic 
projects 
Percentage of business goals supported by IT goals 

Value Delivery 

Measures Business unit performance management 
Business value of major IT projects based on ROI, NPV, 
IRR, PB 
Ratio IT costs/total turnover
IT costs charged back to the business  

Risk Management 

Measures 
Number of new implemented IT security initiatives and 
security breaches 
Attainment of disaster recovery plans 
Number of IT audits performed and reported shortcomings 

  Fig. 7.2    Corporate contribution metrics       

 

7 Guidelines for the Implementation of Enterprise Governance of IT

http://dx.doi.org/10.1007/978-3-319-14547-1_3
http://dx.doi.org/10.1007/978-3-319-14547-1_3
http://dx.doi.org/10.1007/978-3-319-14547-1_3


157

 Regarding the  risk management  objective, a high level of security and disaster 
recovery should be attained and measured by the  number of implemented IT security 
initiatives and security breaches  and  attainment of disaster recovery plans . The 
audit performance is measured through  number of IT audits performed and reported 
shortcomings . 

 Figure  7.3  portrays the objectives of the  stakeholder ’ s perspective : stakeholders’ 
satisfaction, management of stakeholders’ needs, and the legal/ethical compliance. 
This perspective evaluates the Enterprise Governance of IT process from the stake-
holders’ viewpoint including the board of directors, CEO and executive management, 
CIO and IT management, business and IT users, customers, shareholders, and the 
community. It is important to point out that the scope of this stakeholder’s perspective 
is much broader than the customer perspective of an IT BSC (see Chap.   4    ).  

 In relation to  stakeholders ’  satisfaction  the scores from satisfaction surveys 
( stakeholders ’  satisfaction survey on fi xed times ) for the aforementioned categories 
of stakeholders can be used. This can also be applied to the  number of complaints 
of stakeholders . An overall specifi c metric for business users is  index of availability of 
systems and applications . 

 The  management of stakeholders ’  needs  are assessed through a set of perfor-
mance metrics including measurements for the various stakeholder groups ( number 
of meetings with stakeholders ), more specifi c measurements for the board and CEO 
( clear communication in place with CEO / board members  and  index of CEO / board 
involvement in new and major IT initiatives ), and specifi c measurements for the 
business users ( number of major IT projects within Service level agreement  ( SLA )). 
SLAs, as already pointed out in the previous section, are an important governance 
instrument for enforcing levels of IT service that are acceptable by users and are 
attainable by their IT department and/or external providers. 

Perspective Stakeholders  Orientation
Mission Measuring up to stakeholders’ expectations
Objectives Stakeholders’  satisfaction

Measures Stakeholders’ satisfaction surveys on fixed times
Number of complaints of stakeholders
Index of availability of systems and applications

Management of stakeholders’  needs

Measures Number of meetings with  stakeholders
Clear communication in place with CEO and board 
members
Index of CEO/board involvement in new and major 
IT initiatives
Number of major IT projects within SLA 

Legal and ethical compliance

Measures IT adherence to Sarbanes-Oxley Act
IT adherence to privacy regulations
Adherence to IT code of ethics/ IT code of conduct

  Fig. 7.3    Stakeholders metrics       
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 Third objective within the stakeholder’s perspective is the  legal and ethical 
compliance . In their publication on the board BSC, Epstein and Roy ( 2004 ) state 
that  the company ’ s reporting strategy is a powerful driver of stakeholder satisfac-
tion ,  so accountable companies should provide transparent reporting to their inter-
nal and external stakeholders , … . Accountability and transparency can be enhanced 
through the adherence to government and IT community regulations. The Sarbanes- 
Oxley (SOX) Act for example, focuses on the control and security of company’s 
fi nancial systems and consequently on its supporting IT processes. A crucial IT 
process in this context is “manage changes” as defi ned by COBIT, as this process 
should ensure that all changes to applications (incl. fi nancial application) are done 
in a controlled manner (preventing for example changes that can lead to, or allow, 
fraudulent transactions). A specifi c metric for IT adherence to SOX could as such 
be the maturity level of the manage changes process evaluated on the basis of a 
maturity or capability model (see also Chap.   5    ). 

 The  operational excellence  perspective identifi es the key Enterprise Governance 
of IT practices (structures and processes) to be implemented and their corresponding 
metrics. As defi ned before, structures refer to the existence of responsible functions 
and committees, and processes to decision-making and monitoring. The operational 
excellence card of Fig.  7.4  gives a variety of metrics for governance structures and 
processes including an overall IT governance maturity measurement.  

 For the  structures  area, three specifi c metrics regarding IT committees are retained: 
 number of meetings of IT strategy committee and IT steering committees ,  composi-
tion of IT committees,  and  overall attendance of IT committees . Taking the critical-
ity of IT into account, boards should manage IT with high commitment and accuracy 
as it does with other critical areas such as audit, compensation, and acquisitions. 

Perspective Operational Excellence  
Mission Ensuring effective and sustained IT governance
Objectives Structures

Measures
Number of meetings of IT strategy committee and IT
steering committees
Composition of IT committees
Overall attendance of IT committees
CIO member of executive management

Processes

Measures Level of IT strategy planning and business planning
Number of hours spent on IT/business strategic issues
Existence of an IT balanced scorecard and a business 
balanced scorecard
Number of IT processes measured through a scorecard
Maturity of COBIT related processes
Percentage of IT goals supported by COBIT processes

Maturity

Measure Overall level of the IT governance process maturity

  Fig. 7.4    Operational excellence metrics       
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An instrument for achieving this is an IT strategy committee that supports the board 
in carrying out its IT governance duties. On the other hand, the detailed implementa-
tion of the IT/business strategies will be the responsibility of executive management 
assisted by a variety of steering committees overseeing major projects and managing 
priorities. Considering the importance of the IT strategy committee and the IT steering 
committees (see Sect.   2.1    ) these committees need careful and close monitoring 
through the aforementioned measures. Besides the meeting frequency and the atten-
dance, it should be monitored whether the right people are members, taking into 
account factors such as their profi le and IT literacy. An ideal composition of an IT 
strategy committee would be: a board member as chairman, other board members, 
nonboard independent members and ex-offi cio representation of key executives.  CIO 
member of executive management  is an indication of how important IT is considered 
within the organization. 

 The metric examples of the  processes  objective are focused on the level of and 
involvement in IT/business planning, the use of scorecards, and the maturity of 
COBIT processes.  Level of IT strategy planning and business planning  can be 
monitored by the effective use of strategic models such as the competitive forces 
model and the value chain of Porter and the Strategic Alignment Model of 
Henderson and Venkatraman. As already illustrated in previous section, the BSC 
can be an effective management instrument. The  existence of an IT BSC and a busi-
ness BSC  is very supportive for achieving a linkage between IT and business objec-
tives. Establishing such a cascade of scorecards with rolling-up and aggregating 
metrics of the IT scorecard in the business BSC may help to realize the ultimate 
link between IT and business. This cascade mechanism can also be used between 
the IT scorecard and scorecards on a lower level for the different IT processes 
(metric:  number of IT processes through a scorecard ). Regarding COBIT, 
 Percentage of IT goals supported by IT  ( COBIT )  processes and their related maturity  
is proposed. 

 The operational excellence card concludes with an  Enterprise Governance of 
IT maturity evaluation .  Overall level of the Enterprise Governance of IT process 
maturity  can be assessed through the IT governance maturity model of ITGI. Such 
a maturity model provides a method for scoring that enables an organization to 
grade itself from nonexistent (level 0) to optimized (level 5). According to this 
model (see Fig.  7.5 ), organizations that are situated in level 0 are characterized by 
a complete lack of any recognizable IT governance process. To move up to level 1, 
the organization needs to at least recognize the importance of addressing IT gover-
nance issues. Maturity level 5 at least implies an advanced and forward-looking 
understanding of IT governance issues and solutions, supported by an established 
framework and best practices of structures, processes, and relational mechanisms. 
Maturity models such as the ITGI model have to comply with the basic principles 
of maturity measurement: one can only go to a higher maturity when all conditions 
described in a certain level are fulfi lled. The level that an organization should target 
is of course dependent on the nature of the business: a business within the banking 
sector should probably strive to a higher IT governance level than a concrete 
factory.  
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0 Non Existent. Complete lack of any recognisable processes. Organization

has not even recognised that there is an issue to be addressed.

1 Initial. There is evidence that the organization has recognised that the 

issues exist and need to be addressed. There are however no standardised 

processes but instead there are ad hoc approaches that tend to be applied 

on an individual or case by case basis. The overall approach to 

management is chaotic.

2 Repeatable. Processes have developed to the stage where similar 

procedures are followed different people undertaking the same task. There 

is no formal training or communication of standard procedures and 

responsibility is left to the individual. There is a high degree of reliance on 

the knowledge of individuals and therefore errors are likely.

3 Defined. Procedures have been standardised and documented, and 

communicated through training. It is however left to the individual to 

follow these processes, and any deviations would be unlikely to be 

detected. The procedures themselves are not sophisticated but are the 

formalisation of existing practices.

4 Managed. It is possible to monitor and measure compliance with 

procedures and to take action where processes appear not to be working 

effectively. Processes are under constant improvement and provide good 

practice. Automation and tools are used in a limited or fragmented way.

5 Optimised. Processes have been refined to a level of best practice, 

based on the results of continuous improvement and maturity modelling 

with other organizations. IT is used in an integrated way to automate the 

workflow and provide tools to improve quality and effectiveness.

  Fig. 7.5    Generic IT governance maturity model.  Source : ITGI, 2003, Board Briefi ng on IT 
Governance, second edition ,  from   www.itgi.org           
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 The  future orientation  scorecard reports on the building foundations for 
governance delivery focusing on relational mechanisms. Relational mechanisms 
such as business/IT co-location, partnership rewards and incentives, shared under-
standing of business/IT objectives, cross-functional business/IT training, and cross- 
functional business/IT job rotation are of primordial importance. Enterprise 
Governance of IT structures and processes may be in place but when IT and busi-
ness professionals do not understand each other and do not share the business/
IT-related problems, a successful alignment between both areas will not be achieved. 
Implementing the right relational mechanisms will be the crucial enabler for better 
governance structures and processes (operational excellence perspective), higher 
stakeholders’ satisfaction (stakeholder perspective), and ultimately a higher gover-
nance performance (corporate contribution perspective). Figure  7.6  displays the two 
distinct objectives of the future orientation perspective: skills and knowledge and 
IT/business partnership.  

 Within the  skills and knowledge  area, the cross-functional education and train-
ing metrics are predominant:  number and level of cross - functional business / IT 
training sessions ,  number of overall Enterprise Governance of IT training sessions , 
 percentage Enterprise Governance of IT education per skill type . A specifi c and 
important measure is the  number of Enterprise Governance of IT presentations 
for CEO and board members  capturing the communication efforts between the IT 
management team and its business hierarchy.  Level and use of Enterprise 
Governance of IT knowledge management system  refers to an intranet that all 
employees can access for seeking and sharing knowledge on the  Enterprise 
Governance of IT  practices within the organization. 

Perspective Future Orientation
Mission Building foundations for IT governance delivery 
Objectives Skills and knowledge

Measures
Number and level of cross-functional business/IT training 
sessions 
Number of overall Enterprise Governance of IT training 
sessions
Percentage completed Enterprise Governance of IT
education per skill type
Number of Enterprise Governance of IT presentations for 
CEO and board members
Level and use of Enterprise Governance of IT knowledge 
management system

IT/business partnership

Measures Percentage of senior managers IT literate
Percentage of IT managers business literate
Level of business perception of IT value

  Fig. 7.6    Future orientation metrics       
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  IT / business partnership  objectives report on the IT and business literacy of 
respectively senior business managers ( percentage of senior manager IT literate ) 
and the IT team ( percentage of IT managers business literate ). The importance of 
these two metrics is confi rmed by Teo and Ang’s study where the knowledge ability 
of IT management and top executives concerning business and IT were found to be 
two crucial critical success factors in business/IT planning alignment.  Level of busi-
ness perception of IT value  can be measured through scores indicating the level 
going from 1 (perceived as a cost) to 5 (IT seen as a driver/enabler). 

 The performance of the Enterprise Governance of IT project can be visualized 
using this generic Enterprise Governance of IT BSC. The corporate contribution 
perspective of this scorecard matches with the IT function’s balance scorecard (see 
Chap.   4    ). Indeed, the ultimate goal for both scorecards is to obtain better corporate 
fi nancial results. The main difference between both scorecards is that the other per-
spectives focus completely on the Enterprise Governance of IT project. Some of the 
metrics of the Enterprise Governance of IT BSC will however be rolled-up and/or 
aggregated in the IT BSC, and vice versa. Additionally, the board BSC will cer-
tainly import some relevant Enterprise Governance of IT measures. 

 Improving the Enterprise Governance of IT performance is the main reason for 
building and implementing an Enterprise Governance of IT scorecard. It must be 
clear that just measuring is not enough; the scorecard must be implemented as a 
management system. When the measurements indicate that there are major prob-
lems with risk management (corporate contribution), a possible strategy may involve 
the improvement of the disaster recovery planning (DRP) through a COBIT 
implementation (operational excellence), which in turn may need a cross-sectional 
business/IT training in COBIT and DRP (future orientation). 

       Summary 

 There is no real “silver bullet” (the ideal way) for implementing and maintaining 
effective Enterprise Governance of IT within an organization. And in many cases, 
the key question is: how do you get started? This chapter provided some key success 
factors as demonstrated in other best practice cases and discusses external trigger 
events such as legal compliance or internal trigger events such a burning platform. 
To initiate and manage an enterprise governance improvement programmes, a BSC 
is outlined specifi cally in the context of enterprise governance of IT. It is clear that 
the ultimate expected contribution measured in such a scorecard is keyed around 
achieving alignment and business benefi ts out of IT-enabled investments.  

 Assignment Box 7.1: Improve the Enterprise Governance of IT BSC 

 Review the proposed IT governance BSC and improve it based on your 
insights of COBIT 5 enablers and processes. 

7 Guidelines for the Implementation of Enterprise Governance of IT
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    Study Questions 

     1.    Discuss some key success factors that can help in successfully introducing enter-
prise governance of IT.   

   2.    Illustrate some pain points or trigger events that can act as burning platforms to 
initiate an enterprise governance of IT improvement programme.   

   3.    Explain the four perspectives of the Enterprise Governance of IT BSC: corporate 
contribution, stakeholders, operational excellence, and future orientation.   

   4.    Defi ne and discuss typical metrics for each of the perspectives of the Enterprise 
Governance of IT BSC.   

   5.    Explain the difference between an IT BSC and an Enterprise Governance of IT 
BSC.         
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