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FOREWORD

The International Standard for Business Continuity — ISO 22301 —is now officially
released and it comes at a time when the need for good BCM (business continuity
management) practice has never been greater.

The new standard has been developed in collaboration with experts from around the
world to ensure its international relevance and applicability, and to ensure it meets
the needs of global organisations. It is hoped that the new standard will create a
path for greater international consistency, and encourage worldwide adoption of
good BCM practice by organisations of all sizes and in all sectors. Building on the
existing work of National Standard bodies in a number of countries, most signifi-
cantly the work done in the UK by the British Standards Institution, ISO 22301
provides an improved framework of good practice and a common language to help
organisations with operational activities in multiple countries to better compare
business continuity (BC) needs and capabilities globally.

Furthermore, ISO 22301 offers new clarity about the responsibilities of senior
management in BC as well as on the role of BC in risk mitigation and disaster
avoidance. It demonstrates the need for a balanced relationship between risk
management and BC.

Because BC is spread across an entire organisation, it is particularly suitable for
a formal management systems approach. This provides a consistent means of
measuring the effectiveness of an organisation’s BCM programme and how well it is
embedded into its culture and business priorities. Certification against ISO 22301
will demonstrate the importance placed on BC by senior management.

Similar management systems are used for other disciplines, such as information
security (ISO 27001) and quality (ISO 9001), so this allows organisations to converge
around the common framework known as ‘Plan, Do, Check, Act’. ISO 22301
is also spearheading the drive towards a consistent documentation framework for
ISO Management Systems standards as defined in ISO Guide 83.

We have come a long way since the first mention of BC in a management systems
standard, in its debut as a single section in the Information Security standard
BS 7799 (which rapidly became ISO 17799), nearly two decades ago. The growing
BC community was less than satisfied with that positioning and actively promoted
the idea of a BCM standard in its own right. The early attempt at this was PAS 56,
which was released to mixed reaction but nevertheless did encourage profession-
als around the world to give serious thought to what BCM really was and how it
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could be properly described and codified. The period from 2005 onwards has been
a productive one for those wishing to construct BCM standards with much work
undertaken at both national and international levels.

Although a positive development for the growth of the subject, it has had a downside
in terms of the take-up of formal standards by organisations that were becoming
increasingly confused by the myriad of terms and standards that were circulat-
ing. ISO 22301 has been a long time coming and we all hope that it will end the
uncertainty felt in recent years by many practitioners about the future role and
positioning of BCM in their organisations. One of the most important factors of
its success will be its take-up by organisations, and that will largely depend upon
the clarity in which its purpose and practical value is communicated. It is in this
context that the book by Hilary Estall is very important. I have known Hilary since
the early years of developing BS 25999 when she was directly responsible for how
the emerging standard should be audited. We did not always agree, practitioners
and auditors do not necessarily see things from the same standpoint, but I always
respected her views and hopefully that was mutual. In fact, she must have found
the subject as interesting as I do because she now runs a highly respected profes-
sional BCM consultancy firm herself.

Reflecting on this book, it seemed to me that Hilary has an almost unique set of skills
which enabled her to write it. She understands audit, she understands business
continuity and she knows how to put the two together, thus maximising the value
of the discipline to an organisation. I was particularly struck by her observation
that ‘when implementing a BCMS, management system requirements and BCM
requirements are equally important’. This is great advice. BCM is not just compli-
ance or a tick-box exercise but neither is it a free for all for BCM practitioners to
indulge their theories. Curiously enough, nearly 20 years ago my (and now Hilary’s)
institute, The Business Continuity Institute, coined the term The Art and Science
of BCM. Little did we know then how well that phrase describes the conflicting
needs for imaginative BCM solutions to be balanced within a measurable consist-
ent process and framework.

If you just want to know more about ISO 22301, I suggest this is the first (and
perhaps only) book you need to read. If you are going further and want to become an
ISO 22301 certified company then it gives you the route, the dangers, the tips and
the confidence to succeed. Enjoy reading it, even if you previously thought BCMS
was a dry subject, you might well be very surprised.

Lyndon Bird FBC/
Technical Development Director at the Business Continuity Institute (www.thebci.org).
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1  INTRODUCTION

WHO SHOULD READ THIS BOOK?

Implementing a business continuity management system (BCMS) requires
commitment, time, resourcefulness and plenty of support from your management
team. Whatever the drivers behind the journey you are about to embark on, you
need to be well equipped to survive the ups and downs that will occur along the
way. If you can answer ‘yes’ to any of the following statements, this book is written
with you in mind and will provide you with practical and straight forward advice:

e Your organisation is seeking formal certification to ISO 22301.

e Your organisation is seeking alignment to ISO 22301.

e Your organisation is considering whether to become certified and wishes to
understand what is involved before committing resource.

e Your organisation is working towards, or has already achieved, certification
to BS 25999-2 and wishes to understand what is involved in moving from one
standard to another.

e You wish to develop your own understanding of what is required to implement
an effective BCMS.

e You are looking for a practical support mechanism to guide you through the
implementation stages of your BCMS.

The need for this handbook became clear to me during my own personal journey
through BCMSs. Auditing numerous BS 25999 management systems has shown
me time and time again that there are three independent factions:

(1) Those who are existing BC professionals and are implementing a management
system for the first time.

(2) Those who already have experience with implementing other management
systems, but are new to BCM.

(3) Those who have no prior experience in either aspect.
I concluded that missing from the raft of technical publications already available is

a practical guide that bridges the two subject areas and helps manage expectations
along the way.
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To emphasise the importance of particular BCMS requirements you will notice a
degree of repetition in the book. This is intentional and will hopefully reinforce the
messages!

THE OBJECTIVE OF THIS BOOK

Management systems, if not implemented properly, can be seen as the proverbial
millstone around an organisation’s neck. This book aims to focus on what is
significant about management systems and how best to achieve intended results.
By concentrating on what is most important, the organisation will enjoy the benefits
of a management system which has been developed to meet its specific needs.

READER BEWARE!

This handbook is not aimed at providing you with detailed instructions on how
to implement BCM. There are several publications that will offer you advice, for
example, on how to undertake a business impact analysis, carry out a risk assess-
ment or write a BC plan and you should refer to those if you are seeking that level
of support.

HOW TO USE THIS BOOK

The aim of this handbook is that it becomes your BCMS best friend! It is a tool
that should be used when required rather than read from cover to cover and then
set aside.

It is set out in four parts. Two focus on management systems themselves and the
certification process, and the remaining two look at BCM and the requirements of
ISO 22301, translating them into user friendly guidance notes.

Checklists are available for you to self assess your progress with a particular
requirement, and action sheets are included to encourage you to develop your
BCMS as you progress through the handbook. Do not be afraid to write in the
space provided. As you read, thoughts will come into your head. These initial
thoughts will often prove to be the most important and you should capture them
before they are lost. Additional action sheets have been provided to you at the end
of the book if you need them.

You will find “Top Tips’ throughout the book, which may prove useful to you during
your BCMS journey. These tips have been gathered from my own experience and
individuals who have been involved in the audit process in some way. My thanks to
all those who have contributed their great ideas. You know who you are!

I wish you well with your journey into business continuity management systems
and hope this handbook provides the support and guidance that you are looking for
in order to achieve your BCMS objectives.



2 MANAGEMENT SYSTEMS UNCOVERED

PURPOSE AND OBJECTIVE

The purpose of this chapter of the handbook is to explain what a management
system is and its key components. We will look at how management systems have
developed over time as well as consider planned developments for the future.
You will learn that there are core requirements for every management system,
including BCMSs.

The objective is to provide guidance and support to both those looking to implement
a BCMS for the first time and those who wish to take this opportunity to review
their existing system and consider how it may be improved.

TERMS AND DEFINITIONS

For the purposes of this chapter of the handbook, and the broader consideration of
what makes up a management system, the definitions provided in ISO 22301:2012
apply unless otherwise stated.

Competence: ability to apply knowledge and skills to achieve intended results

Continual Improvement: recurring activity to enhance performance (Source:
1SO 22300)

Corrective Action: action to eliminate the cause of a nonconformity and to
prevent recurrence’ (Source: ISO 22300)

Document: information and its supporting medium?

Effectiveness: extent to which planned activities are realised and planned results
achieved (Source: ISO 22300)

! In the case of other undesirable outcomes, action is necessary to minimise or eliminate causes and to
reduce impact or prevent recurrence. Such actions fall outside the concept of ‘corrective action’in the
sense of this definition.

2 The medium can be paper, magnetic, electronic or optical computer disc, photograph or master sam-
ple, or a combination thereof. A set of documents, for example specifications and records, is frequently
called ‘documentation’.
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Internal Audit: audit conducted by, or on behalf of, the organisation itself for
management review and other internal purposes, and which might form the basis
for an organisation’s self declaration of conformity?

Management System: set of interrelated or interacting elements of an organisa-
tion to establish policies and objectives, and processes to achieve those objectives*

Nonconformity: non-fulfilment of a requirement (Source: ISO 22300)

Policy: intentions and direction of an organisation as formally expressed by its top
management

Procedure: specified way to carry out an activity or a process® (Source: ISO 9000:2005)
Record: statement of results achieved or evidence of activities performed

Top Management: person or group of people who directs and controls an organi-
sation at the highest level®

MANAGEMENT SYSTEMS EXPLAINED

In order to put management systems into context, we start with a brief look at
how these systems came about. We will then take a more detailed look at the core
requirements of a management system and provide you with a practical insight into
the areas that require particular consideration. Everything written in this chapter
1s relevant to business continuity management systems and should be considered
as part of your BCMS implementation programme.

Origins

Even if you have never been involved with management systems before, you
have probably heard of BS 5750 or ISO 9001. BS 5750 was one of the first widely
recognised quality management systems, introduced in 1979 and the forerunner to
the better known and internationally applied ISO 9000 series of standards. The aim
of these standards was to help organisations introduce consistent methods of
delivering products and services in ways which would increase quality, accuracy

3In many cases, particularly in smaller organisations, independence can be demonstrated by the
freedom from responsibility for the activity being audited.

* A management system can address a single discipline or several disciplines.
The system elements include the organisation’s structure, roles and responsibilities, planning,
operation etc.
The scope of a management system can include the whole of the organisation, specific and identi-
fied functions of the organisation, specific and identified sections of the organisation, or one or more
functions across a group of organisations.

5 Procedures can be documented or not.
When a procedure is documented, the term ‘written procedure’ or ‘documented procedure’is frequently
used. The document that contains a procedure can be called a ‘procedure document’.

6 Top management has the power to delegate authority and provide resources within the organisation.
If the scope of the management system covers only part of an organisation, then top management
refers to those who direct and control that part of the organisation.
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and efficiency. It was later generally recognised to increase an organisation’s
competitive edge.

Management principles

When the ISO 9000 standards were introduced, eight quality management princi-
ples were identified, which, when applied by top management, were perceived to
help an organisation improve its performance.

1. Customer focus

Organisations depend on their customers and therefore should understand current
and future customer needs, should meet customer requirements and strive to
exceed customer expectations.

2. Leadership

Leaders establish unity of purpose and direction of the organisation. They should
create and maintain the internal environment in which people can become fully
involved in achieving the organisation’s objectives.

3. Involvement of people
People at all levels are the essence of an organisation and their full involvement
enables their abilities to be used for the organisation’s benefit.

4. Process approach
A desired result i1s achieved more efficiently when activities and related resources
are managed as a process.

5. System approach to management

Identifying, understanding and managing interrelated processes as a system
contributes to the organisations effectiveness and efficiency in achieving its
objectives.

6. Continual improvement
Continual improvement of the organisation’s overall performance should be a
permanent objective of the organisation.

7. Factual approach to decision making
Effective decisions are based on the analysis of data and information.

8. Mutually beneficial supplier relationships
An organisation and its suppliers are interdependent and a mutually beneficial
relationship enhances the ability of both to create value.

(Source: BS EN ISO 9000:2005).

No doubt you will recognise at least some of these principles from reading
documents, standards and specifications on the subject of BC, risk management
and other related subjects. The ISO 22301 standard, Societal Security — Business
Continuity Management System — Requirements, has been developed along the
same lines, although some of the terminology may look different.
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As mentioned above, and linked to the eight management principles, there are
some common management system requirements. They are:

e The organisation shall document the scope of the management system and the
management system standards/specifications to which it subscribes.

e The organisation shall establish, document, implement, maintain and continu-
ally improve the management system in accordance with the requirements of
the management system standards/specifications to which it subscribes.

e In order to meet its declared policies and objectives, the organisation shall:

o identify the processes needed for the implementation, operation and
maintenance of the management system, and their application throughout
the organisation;

o determine the sequence and interaction of these processes and the applica-
bility for integration of these processes;

o determine criteria and methods needed to ensure that both the operation
and control of these processes are effective;

o ensure the availability of resources and information necessary to support
the operation and monitoring of these processes;

o monitor, measure and analyse these processes, and implement actions
necessary to achieve planned results and continual improvement of the
organisation’s overall performance.

(Source: PAS 99:2006).

How management systems have evolved

Over the years, these principles and requirements have continued to evolve. Where
BS 5750 was concerned with compliance, over time, and through the ISO 9001
version updates, this has been superseded with a more cohesive approach towards
continual improvement and the overall effectiveness of the management system.
Conformance is no longer seen as enough; added value from a management system
is now required by its users.

At the time this book went to print, a specially convened ISO Committee was looking
at how management systems may be better aligned in order for the high level struc-
ture and common requirements to be systematically applied to future management
system standards. This will assist organisations which have, or are looking to, intro-
duce more than one management system as well as encourage a more standardised
approach to implementing different management systems generally.

Two part management systems
Management systems invariably come in two parts;

(1) Structural requirements

(2) Technical requirements specific to individual standards.

In this section we will turn our attention specifically to BCMSs.

6
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Business Continuity Management (BCM): holistic management process
that identifies potential threats to an organisation and the impacts to business
operations those threats, if realised, might cause, and which provides a framework
for building organisational resilience with the capability of an effective response
that safeguards the interests of its key stakeholders, reputation, brand and value-
creating activities.

Business Continuity Management Systems (BCMS): part of the overall
management system that establishes, implements, operates, monitors, reviews,
maintains and improves business continuity”’.

In my experience, disproportionate levels of attention are often placed on these two
aspects of BCMS requirements, and which comes through as the stronger element
will depend on who has been given responsibility for implementing the system
and their professional background. Where possible, a team approach should be
considered, in order to draw upon different areas of knowledge.

TOP TIP

When implementing a BCMS, management system requirements and BCM require-
ments are equally important. Do not assume otherwise and lose sight of one of these
two aspects of your BCMS. You are unlikely to achieve certification unless both elements
are fully implemented and effective.

Keeping your management system ‘local’

Whilst international standards are written by committees comprising several
member countries, you should never lose sight of the fact that your management
system must reflect the needs of your organisation. The requirements are written
in such a way to be applicable across companies of different sizes, whether based in
a single country or multiple countries across the globe. However, for those readers
who work in a multinational organisation, you will know that cultural differences
exist and need to be respected. It is very important that these local practices and
expectations are managed with consideration, and for procedures to reflect these
regional variations. This extends to your management system and how you set
about demonstrating local application. Remember, if you are to be audited by an
external company, it is their responsibility to understand where cultural differences
may exist and tailor their expectations accordingly.

TOP TIP

Find an approach which works well with your organisation’s culture whilst also
complying with the requirements of the standard. In other words, make your BCMS fit
around your business and not the other way round.

“The management system includes organisational structure, policies, planning activities, responsibilities,
procedures, processes and resources. Source: ISO 22301:2012.

)

9
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ACTION SHEET

To help support your organisation’s decision to implement a BCMS, create a summary
of the benefits of adopting I1SO 22301 in order to help focus peoples’ minds and
management commitment.

PLAN DO CHECK ACT (PDCA) MODEL

As with all management systems, BCMSs follow a recognised and methodical
approach to improving processes. It is known as the PDCA model® and, through a
series of actions, encourages the continual improvement of the processes captured
within the scope of the system. The PDCA model is often depicted at the start
of the management system standard and ISO 22301 is no exception. Figure 2.1
illustrates how the PDCA model is applied to BCMS processes and Table 2.1
provides explanatory notes for each of the PDCA elements.

8 PDCA model was originally based on the work of Walter Shewhart who pioneered statistical
process control in the 1930s and which W Edwards Deming subsequently developed into the continual
improvement or Deming cycle.
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Figure 2.1 Application of PDCA model to BCMS processes

Continual improvement of business continuity
management system (BCMS)

Establish
Interested

Interested parties

parties

Maintain and Implement
improve and operate

Requirements Managed
for business business

Monitqr and continuity
review
(Check)

continuity

(Source: 1S0 22301:2012)

Table 2.1 The PDCA elements

Plan Establish BC policy, objectives, targets, controls, processes and

(Establish) procedures relevant to improving BC in order to deliver results that
align with the organisation’s overall policies and objectives.

Do Implement and operate the BC policy, controls, processes and

(Implement procedures.

and operate)

Check Monitor and review performance against BC policy and objectives,

(Monitor and report the results to management for review, and determine and

review) authorise actions for remediation and improvement.

Act Maintain and improve the BCMS by taking corrective action, based

(Maintain and  on the results of management review and reappraising the scope

improve) of the BCMS and business continuity policy and objectives.

Source: 1S0 22301:2012.
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MANDATORY REQUIREMENTS FOR MANAGEMENT SYSTEMS

Building on the eight management principals and common elements of management
systems, there are mandatory requirements across all management system
standards.

e Determining the scope of the management system;

e Top management responsibilities with respect to the management system;

e Management system documentation;

e Improvement;

e Writing policies and setting objectives;

e Allocation of suitable resources and determining competencies;

e Evaluation of the performance and effectiveness of the management system;
e Internal Audit;

e Management Review;

e Nonconformity and Corrective Action Review.

We will now look at each of these requirements in detail. All are relevant to BCMSs.

DETERMINING THE SCOPE OF THE MANAGEMENT SYSTEM

It stands to reason that until you have ‘scoped’ your management system, you cannot
reasonably build it. In other words, until you have decided what will be included,
and possibly excluded, you are not in a position to develop its core components.

Surprisingly, defining the scope of your system is not always the first item on the
BCMS agenda, but it should be! Would a new company launch its business before
it had decided what products or services it was going to sell? No. So, why would you
start developing a management system when you do not know what it will include?

Focusing on BCMSs in particular, in Table 2.2 are some questions that you need to
answer before developing your scope.

10
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Table 2.2 Questions to ask before developing the BCMS scope

Question

Your Response

1. What is the organisation's main purpose and what are its
key products and services?

2. What does the organisation consider to be its requirements
for BC? In other words, would it focus its efforts on
maintaining some or all of its products and services?

3. If some products and services were to be excluded from
the scope, what would be the justification for this decision?

4. What is the overarching business strategy of the
organisation?

5. Has the organisation considered what its level of risk
acceptance is? If so, what is it and why?

6. Who are the main interested parties (otherwise known as
key stakeholders) of the business and what are their needs
and expectations?

7. What statutory, regulatory and contractual responsibilities
does the organisation have?

A343A0INN SIWILSAS LNIWIIVNVYIN



¢l

Table 2.3 Questions to ask to determine the most important products and services

Question Your Response

1. What are your revenue streams for core and non-core
product and service lines?

2. How would losing the ability to offer certain products and
services damage your reputation and image?

3. Isthe organisation obligated by specific legal, regulatory
or contractual requirements on certain products, services
and clients?

4. Does the organisation depend on a single or few key
clients?

5. What contractual obligations does the organisation have to
its key clients or suppliers?

6. Are there particular competitors that might take advantage
if certain products and services were unavailable from your
organisation?
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Once you have answers to these questions, you are closer to being in a position to
identify an appropriate scope for your BCMS.

To help you determine which of your products and services are most important to
your organisation, you should consider the questions in Table 2.3

Exclusions

It is fine to exclude certain products or services, but you must document any
exclusions. Exclusions, including any support functions, must not impact on the
organisations’ ability to provide BC as determined by the business impact analysis
and risk assessment (more about this in Chapter 2). Legal and regulatory require-
ments must also be considered when deciding whether to exclude anything from
the scope of your BCMS in order not to overlook a key requirement or obligation.

Having considered all of the above, you will be in a stronger position to identify
a scope that truly reflects your business priorities. Whilst the focus should be on
your key products and services, you must also consider what supporting business
functions are required in order for the organisation to fulfil its commitments. This
is likely to include, but is not limited to, IT and telecoms support, payroll, staff
welfare support, facilities management and billing.

Whether your organisation chooses a scope that encompasses the entire business
operation or only part of it will in part be determined by the size and complexity of
the business. This is a decision for top management to make, based on the above
factors. Whatever scope is identified, the important point is that it reflects the
priorities of the business and its stakeholders and can be ‘ring fenced’ if it is not
covering the entire business operation.

Examples of BCMS scopes
Table 2.4 should assist you in considering what to include:

Table 2.4 Acceptable and unacceptable scopes

Acceptable scopes Unacceptable scopes

The provision of exam marking The provision of (internal) payroll
services services, i.e. to your own employees
The design and delivery of training Internal administration support

courses

The manufacture, packaging and Delivery of ABC' contract only (i.e. one of
distribution of XYZ products many contracts)

13
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Extending your scope at a later date

It is possible to extend the scope of your BCMS over time. You may decide to restrict
the scope initially to allow you to develop an effective system, learning from the
challenges you experience along the way. Once you are confident that your system is
fundamentally sound (and compliant if you are seeking certification to a standard),
you can then introduce a more comprehensive scope. Some companies try to scope
their BCMS too broadly and suffer as a result. Whilst the scope may be driven by
customer requirements, it is sometimes better to start off small and expand gradually.
You will be able to build on your success and continue to take staff with you on your
BCMS journey, rather than lose them somewhere along the way if your vast BCMS
scope collapses at the first hurdle.

If you are seeking certification of your extended BCMS, you will need to advise
your certification body of the proposed new scope and explain if this involves
additional locations and resource. This will need to be factored into their future
audit programme and additional audits may be necessary before the extended
scope can be formally approved.

TOP TIP

Be prepared to justify the scope of your BCMS to the auditor. They will want to
understand how you have arrived at the scope and why you may have excluded any
particular products and services.

ACTION SHEET

Taking into consideration what you have read about scoping a BCMS in this chapter,
write down here the key considerations for your organisation's BCMS scope.

14
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TOP MANAGEMENT RESPONSIBILITIES WITH RESPECT TO THE MANAGEMENT SYSTEM

The term ‘top management’ is frequently used in management systems and is
aimed at a person, or group of people, who directs and controls an organisation at
the highest level. Who is actually deemed to fit the criteria will depend on the size
and complexity of the organisation and could vary from members of the corporate
board to a sole proprietor of a small independent business. As mentioned before, it
is your responsibility to apply the requirements of the standard in a way that suits
your organisation, and so who you consider to be your top management (team) will
vary. For a BCMS, it is advisable to nominate a senior manager to be accountable
for its implementation and maintenance. This person is likely (but not obliged) to
be part of top management. They may be called the Business Continuity Sponsor.

Commitment and Involvement

It cannot be over emphasised how important the role and involvement of top
management is both during the implementation and maintenance phases of your
BCMS. Ideally, the drive to implement such a system will have originated from
top management and their commitment will be self evident, but this is not always
the case. Where the initiative has grown from within the organisation (possibly
someone has come from another business which successfully implemented a
BCMS), there will be a need to convince top management that there are tangible
benefits to undertaking such a programme. After all, why would top management,
responsible for the ongoing profitability and success of the business, choose to
commit resources to something that may never be used in earnest?

Top management will have different areas of focus and priorities depending on the
nature and structure of the business. However, here are some of the main benefits
of implementing a BCMS which you should highlight (in whatever style you think
appropriate) to your top management:

e Competitive advantage;
e Supply chain rigour (and possibly a requirement);
e Better able to respond to the needs and expectations of interested parties;

e Financial benefits (possibly through insurance premiums) and through the
ability to maintain predetermined business operation levels during times of
disruption;

e Strengthened tendering process and outcome;

e Improved recruitment and retention rates by having better structured and
controlled business processes;

e Consistent performance across sites, and staff who have a broader awareness
of the business;

e Protection of brand and reputation through predetermined planning
arrangements;

e A driver for continual improvement;

e If certification is being considered, this will also provide additional rigidity
through external, independent audits as well as competitive advantage.
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Responsibilities
In order for you to brief top management appropriately during the planning stage
of your BCMS, and looking at ISO 22301 specifically, their obligations are clear.

Top management shall:

e Demonstrate leadership with respect to the BCMS;

e Demonstrate its commitment by?:

o ensuring the BCMS is compatible with the strategic direction of the
organisation;

o integrating the BCMS requirements into the organisation’s business
processes;

o ensuring the resources needed for the BCMS are available;

o communicating the importance of effective business continuity management
and conforming to the BCMS requirements;

o ensuring that the BCMS achieves its intended outcomes;

o directing and supporting continual improvement.

e Establish a BC policy;
e Ensure BCMS objectives and plans are established;
e Establish roles, responsibilities and competencies for BCM;

e Appoint one or more persons to be responsible for the BCMS with the appropri-
ate authority and competencies to be accountable for the implementation and
maintenance of the BCMS.

Top management shall ensure that the responsibilities and authorities for relevant
roles are assigned and communicated within the organisation by:

e defining the criteria for accepting risks and the acceptable levels of risk;
e actively engaging in exercising and testing;

e ensuring that internal audits of the BCMS are conducted;

e conducting management reviews of the BCMS;

e demonstrating its commitment to continual improvement.

(Source: ISO 22301:2012)

9 Reference to ‘business’is to be interpreted broadly to mean those activities that are core to the purpose
of the organisation’s existence.
10 These persons can hold other responsibilities within the organisation.
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Obtaining top management commitment

To succeed in business it is necessary to make others see things as you see them.

Aristotle Onassis

Selling the benefits of a BCMS to top management can be challenging. You should
get to know who you will be pitching your message to. What are their areas of
interest in the business and what is most likely to get their attention? Are they
financially driven, operationally minded or focused on the regulators? Knowing this
will enable you to focus your proposal appropriately. You should also understand
the dynamics of the top management team. Who is most likely to be receptive to
the idea and who least in favour? Do not start by pitching to the person who is least
likely to see the benefits of a BCMS. Also, decide whether it would be better to meet
one member of top management on their own first, in order to test the water and
get their support to proceed.

Preparing your pitch

Make sure that you have put together as strong a case as possible before asking
for time in their busy schedules. Try and anticipate their questions and have the
answers ready. By formulating your plan in this way, it will show management
that you are serious about business continuity and the benefits of implementing
a BCMS.

TOP TIP @
=

Top management commitment and support must be ongoing and not just during the =
implementation phase of your BCMS. Make sure you engage them in exercises and
other activities where the staff will see them getting involved!

MANAGEMENT SYSTEM DOCUMENTATION

Management systems often require a fair amount of documentation. However, it is
pleasing to see that recognition is now given in standards to the progressive nature
of the way information may be produced and stored. We can now move forward
from the days when reams of paper based documents and manuals gathered dust
on shelves in the office!

Standards clearly state their procedural requirements and which ones must be
documented. Remember the definition of a procedure at the start of this chapter.
It stated that not all procedures need to be documented, so check the wording
carefully when implementing the standard.

In order to manage your documentation efficiently and effectively it needs to be
controlled. This will require that you have a method of identifying your documents,
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for example by allocating reference numbers and issue dates. Establish a process for
approving and reviewing documents, controlling their distribution to their intended
audience and storing them safely in such a way that they are readily accessible for
use. You should also determine how long you will retain each document for, based
on legal requirements and internal protocols.

Many people still like to refer to paper based documentation and will print
out endless pages of documents in order to satisfy this need. In order to prevent
out-of-date documents being referred to long after their original publication,
consider implementing a system whereby it is made clear that when a document
is printed, it becomes uncontrolled and not to be relied upon as the latest version.
This could be by way of a warning message on every page.

IMPROVEMENT

If you do not know how to ask the right question, you discover nothing.

W. Edwards Deming

One of the key outputs from operating a management system is to derive a method
or methods for improving its effectiveness. As has already been said, users of
management systems are no longer satisfied with simply complying with a set of
requirements. They are now looking for added value and this often comes in the
form of business improvements.

Nonconformity and corrective action

To help improve your BCMS you should include a review of its weaknesses. Whether
your organisation chooses to use the term nonconformity or something less
severe, recording these issues in a centrally controlled system will help the review
process to identify the root cause, corrective action taken and the analysis of trends
should they exist. It will also help ensure that the same or similar nonconformities
do not arise elsewhere.

Continual Improvement

It can be daunting setting out to implement your first management system. You
read about the need to ‘continually improve’ it, but you may not understand how
and when to go about this. Because there are recognised controls in place as part
of all management systems, these are where you should start to look for improve-
ment opportunities.

Remember, if you improve your management system, you should ultimately
1improve your business operation.
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TOP TIP

Here are some suggested BCMS activities which will support your improvement
process:

e Implement a succession planning programme;
e The ongoing use and review of the BC policy;

e The review of BC objectives (to ensure that they are measurable and continue to
reflect the needs of the business);

e The review of audit findings (these should be from internal and external audits);

e Maintain a programme of BCM awareness events throughout the organisation to
ensure breadth of knowledge across all business levels;

e The review and analysis of events such as exercises, incidents and industry wide
developments;

e The review of BCM arrangements including outputs from the business impact
analysis and risk assessment processes;

e The identification and review of corrective actions (possibly accessed through a
formal logging system);

e Review performance metrics used to ensure they continue to reflect the needs of
the organisation;

e Implement best practices across multiple sites to encourage consistency of BCM
approach;

e Conduct periodical reviews of the organisation’s risk appetite in order to detect
gradual shifts in risk acceptance levels;

e Consider critical supply chain links and identify opportunities to audit or review
these with your suppliers in order to develop greater understanding and resiliency
between parties.

Managing expectations

As with all other aspects of a management system, responsibility for the improve-
ment of the system should be allocated to ensure ownership and accountability. All
staff should be encouraged to participate in identifying improvements to what is
essentially their management system. Over time, your aim should be to develop a
culture of improvement and ‘can do’ attitude throughout the organisation.

Your management system will need time to establish itself before improvements
can be identified. This is an area which should be considered as the system matures,
by both internal and external auditors. It is part of their role to ensure that the
organisation continues to strive for excellence! Of course, it goes without saying
that none of this will be possible without the support and encouragement of the top
management team.

19
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ACTION SHEET

As your BCMS develops and you undertake more of the control requirements (audits,
reviews, exercises etc.) make a note here of possible improvements to the system.

WRITING POLICIES AND SETTING OBJECTIVES

Actions to address risks and opportunities

As a pre cursor to developing your policy and objectives you should review the most
important requirements of the business and what might prevent it from operating
normally. Consider your customers and what they expect from you and then think
about what might prevent the organisation from achieving this. Where you identify
issues which you feel should be addressed, agree suitable actions, build these into
your BCMS and remember to review whether the actions have been effective.

Management system policy

Afundamental element of the planning phase of the PDCA model is the development
of a policy which lays out the foundations of the management system. The require-
ments of a policy are generic and are summarised below. The policy will:

e be appropriate to the organisations’ activities and purpose;

e commit the management system to adhering to any requirements, be they legal
or otherwise, that determine the organisation’s ability to operate;

e provide a framework for establishing and reviewing objectives;

e include a commitment to the continual improvement of the BCMS;

20



MANAGEMENT SYSTEMS UNCOVERED

e be implemented and be subject to periodical reviews;

e be made available to interested parties through pre determined forms of com-
munication.

And that is before you have even written the policy!

Each of the above requirements is laid out in the standard and must be addressed.
How you choose to write and present your policy is up to you and you should take
into consideration how your organisation usually presents such information.
However, you should bear in mind that a policy document such as this may appear
dry to its intended audience and so should be kept brief.

You have already read that top management are responsible for the policy and,
whilst they may not actually write the document itself, they should be encouraged
to sign it. Their signature is a way of demonstrating to readers that they have
endorsed the policy and take its purpose seriously. Ideally, the policy should then
be made available at points where its intended audience will read it and take its
message on board.

Policy reviews are generally conducted as part of the management review process.
Whilst this forum is appropriate, on account of its constituents, it should be
remembered that the aim of the review is to ensure that what was intended by the
company at the time of writing is still relevant. For example, because of various
factors, the organisation’s attitude to risk may have altered, its activities changed
or it may be affected by new legislation. The review process should demonstrate
such consideration.

Setting appropriate objectives

As with writing a policy, setting objectives forms part of the planning phase of
PDCA. These objectives should take into consideration aspects relating to the
organisation’s business, strategy and legal or other requirements relevant to
the particular management system — in our case, the BCMS. They should also
encourage continual improvement and wherever practicable, objectives should be
measurable. Owners should be allocated to the objectives in order to maintain focus
on their achievement.

To be credible, objectives must be reviewed periodically. An appropriate forum for
this would be the management review. Where performance is not achieving a stated
objective, a review programme should be implemented to consider what can be done
to improve performance. As with establishing the policy, it falls to top management
to ensure that objectives are being met.

Following the above advice, typical BCMS objectives may include:

(1) To effectively manage an incident that may impact the business, thus ensur-
ing the requirements of all key stakeholders are met.

(2) To provide continuity of service to clients in the event of a business disruption
by ensuring that key services are resumed within agreed timescales.
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(3) To minimise the potential impact a business disruption would have on the
company and its reputation (difficult to measure!).

(4) Customer expectations and service levels are managed to ensure customer

retention.
TOP TIP @
To maximise staff buy-in, keep your BC policy and objectives short and straightforward. =

Retain your policy separately from other BCMS documentation. This will help maintain
its focus.

ACTION SHEET

Use this space to write down some ideas for what you want your BCMS objectives to
achieve.
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ALLOCATION OF SUITABLE RESOURCES

As with any new piece of work, you will look at what resources you need and
decide whether you should bring in additional support. Developing your BCMS
is no different. In fact, this is an area of significant focus in management system
standards so that proper consideration is given to ensuring the most suitable
resources are deployed.

First of all you need to be clear about your resource requirements. Do not forget
that this extends far beyond people, and also includes the allocation of time, space
and equipment. Ultimately, this comes down to money and how much of an invest-
ment top management is prepared to make in a BCMS. (You will remember the
pitch that you made to your top management? You should have included the
resources that you need in this).

When identifying the resources needed, you should think about all the elements
that go to make up developing and maintaining your BCMS. Consider the questions
in Table 2.5 and how you might respond.

DETERMINING COMPETENCIES

Having identified resources required for the BCMS in general terms, you must
consider what competency requirements each person requires in order for them
carry out their BCMS duties effectively. This will shape how you decide to
select named individuals. Competency may be achieved through education, training
and/or experience and it is for you to determine what is appropriate for each person,
based on their role in the BCMS.

A common oversight is when the BCMS activities are not sufficiently broken down
to enable the best resource to be allocated. For example, instead of identifying a
list of resource similar to that in Table 2.5, just a Business Continuity Manager is
identified as BCMS resource. Worse still, no competencies are identified and an
assumption made that the person will learn on the job.

Only by considering all the BCMS roles that you intend to deploy can you then
determine appropriate competencies, how these might be obtained, evaluated and
maintained.

One way of tracking BCMS competencies is to produce a matrix. This can then be
monitored for who has achieved their competency levels, the effectiveness of this
process and how their competency levels are to be maintained. An example is found
in Table 2.6.

Keeping an eye on the future

It is too easy to rely on one person and allocate them sole responsibility for the
BCMS. This is particularly true when they come with, or acquire, specialist
BCM knowledge which is not available elsewhere in the organisation. We do not
encourage our business to rely on a single client so why would we tolerate the risk
of losing our sole BCMS resource?

23



%¢

Table 2.5 Identifying resources

Consideration Your Response

Ownership of the management system itself and who will
be directly involved with its development and maintenance.
(This may be different people over time.)

Who should act as Sponsor of the BCMS and owner of the
BC Policy?

Where will your BCMS be located and accessed through?
Will it require additional IT infrastructure and support
or will it be a paper based system?

Do you have existing internal management system auditors
who can be cross trained in BC, do you require additional
internal resource or might you consider outsourcing this
function to an independent expert?

How do you intend to implement your business impact
analysis? Will you include a broad range of staff or simply
work with your management team? How much time have
you set aside for this exercise?

Do you have existing resource that reviews business risks?
Would it be appropriate to extend their remit to fulfil BCMS
requirements? Are there tools that you use for this and, if
so, are they adequate for the BCMS requirements?

Are you intending to manage the BCMS from a central point
and coordinate activities from there or is your preference to
devolve responsibility to local offices?

(Continued)
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Table 2.5 (Continued)

Consideration

Your Response

10.

11.

12.

13.

Do you currently have suitable personnel to act as spokes-
people for the business? Have they been adequately trained
and rehearsed their role? If not, how do you intend to
address this?

Does your organisation have trained resource to recognise
when staff may be displaying stress related symptoms
resulting from an incident? Would this normally fall to
Human Resources to manage?

Who would you expect to use for running your BC
exercises? What skills would you look for in this role?

Who would you expect to act as plan owners and
participants in the event of invocation? Would additional
training be required for them to undertake this role?
Who would provide this and what would be included in
the training?

Do you have alternative sites that can be used to transfer
staff and activities to in the event of an incident? How
sustainable is this option? If not, would you consider third

party recovery options? Consider any budgetary constraints.

Who would be responsible for the analysis of BCMS
information and the continual improvement of the BCMS?
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Table 2.6 Tracking BCMS competencies

BCMS role BCMS awareness BCMS knowledge Method of Competency Competency Maintaining
level required required achieving evaluation achieved? competency
High/Medium/ competency Yes/Part/No levels
Low level

BC Manager H Comprehensive Attend Pass certificate Attend standard

knowledge of ISO  professional for test of update events
22301 and training understanding Network with
management course(s) where supplied iWOBrC wi
systems in addressing by trainer other

general 150 22301, BCM Managers

BCM technical
knowledge of BIA
(business impact
analysis), risk
management,
writing plans

People
management
skills

Running exercises

requirements

Consider formal
BCM qualifica-
tion e.g. BCI
certificate

Dependent on
previous work
experience.

Training or on
the job learning

Practical results
of implementing
BCM arrange-
ments, through
the results of
exercises,
invocations etc.

Result of
exercises and
lessons learned

Practical work
experience

Successful
results of
external audits
(where
appropriate)

(Continued)
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Table 2.6 (Continued)

BCMS role BCMS awareness BCMS knowledge Method of Competency Competency Maintaining
level required required achieving evaluation achieved? competency
High/Medium/ competency Yes/Part/No levels
Low level

Internal M Auditor Attend formal Review of audit Undertake

Auditor qualification in BCMS training report to refresher

BCMS standard
or other manage-
ment system with
additional training
for business con-
tinuity elements

course (or

use existing
management
system
qualification and
attend transition

ascertain depth
of knowledge,
findings raised
and general
auditing skills

standard training
as appropriate

Undertake
periodical
internal audits

Thorough course for BCMS) Results of |
knowledge of Undertake a eXte”‘?“ audlts
relevant BCMS number of do not identify
standard, internal BCMS too many
requirements and  audits under Surprises
examples of supervision (if
evidence. appropriate)
Ability to know
when a BCMS
system is
effective

(Continued)
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Table 2.6 (Continued)

BCMS role BCMS awareness BCMS knowledge Method of Competency Competency Maintaining
level required required achieving com-  evaluation achieved? competency
High/Medium/ petency level Yes/Part/No levels
Low

BC Sponsor M General Internal Most likely to be Periodical review

awareness and awareness demonstrated of BC Policy and

understanding of
business
continuity
management and
the BCMS. The
aims and
objectives and the
need for top
management
support for the

policy

training possibly
provided by the
BC Manager

through their
ongoing support
and input to the
BCMS

other BCMS
documentation -
possibly via
Management
Review meetings

Involvement in
BC exercises

(Continued)
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Table 2.6 (Continued)

BCMS role BCMS awareness BCMS knowledge Method of Competency Competency Maintaining
level required required achieving evaluation achieved? competency
High/Medium/ competency Yes/Part/No levels
Low level

BIA coordi- M General Training from Review of BIA Periodical review

nator awareness of the BC Manager  content of BIA's (require-

what a BCMS or from an BC M test ment of a BCMS)
contains external training anager tests

Detailed practical
knowledge of how
a BIA is developed
and what is
required. The abil-
ity to assess the
contents of a BIA
and to know what
is reasonable

Good working
knowledge of the
business and its
activities

provider

Work experience

the accuracy of
the information
provided and
how it links with
the plans

Test assumptions
made through
exercising the
plans

Refresher BCMS
training as
appropriate
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Experience has shown me that some individuals really take to BC and all that it
stands for, whilst others simply view it as just another job they have to squeeze in
to their day. Where someone shows an aptitude for running an exercise, getting
more involved with audits or any other aspect of running the BCMS, they should
be encouraged. They might even be the organisation’s next Business Continuity
Manager.

Succession planning should form part of every BCMS and your own BCM knowledge
pool is a great place to start.

TOP TIP

Be prepared to justify to the auditor why someone has been allocated a specific role
within your BCMS. You should be able to demonstrate what competencies are required
for the role and how that person fulfils those requirements, either currently or through
a clear development plan.

ACTION SHEET

Consider the BCMS roles you expect to create and, against each one, write down the
competency requirements you consider appropriate.
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EVALUATION OF THE PERFORMANCE AND EFFECTIVENESS OF THE
MANAGEMENT SYSTEM

Having implemented the requirements of the standard, you will want to know
that it is meeting its objectives and giving you what you require as an operational
system. Surprisingly, this is an area often overlooked, with focus placed only on
the ‘Do’ phase of the PDCA model. If you are seeking certification, this is an area
that the auditor will expect to see being developed and, as your system matures,
their expectation levels will increase too!

As an organisation, you will have decided what you want to measure. But how
should you measure performance? Below are some recognised ways of evaluating
how your management system is performing.

Internal audit

This is your opportunity to formally check whether your management system is
operating in a way that complies with the requirements of the standard as well as
your internal procedures.

As with other management system resources, the internal auditor must be
competent to carry out the necessary duties. You will have determined what
these competency levels are as part of your management system implementation.
The auditor must be independent of the area they are auditing in order to be
objective and impartial. This can cause difficulties in very small organisations and
a pragmatic view should be taken in such instances.

Internal audits must be planned by way of an audit programme. This programme
will include who will do what, when and how they will report their findings. Audits
are to be scheduled and prioritised based on the results of previous audits and the
importance of the activities. Audits should have an individual scope and the overall
programme must cover the entire scope of the management system.

To maximise the value of your internal audits, the findings are to be reviewed
and actions agreed which will improve the management system and operational
processes of the business.

Management review

One of the responsibilities of top management is to periodically review the
performance of the management system and to consider whether it is still meeting
its objectives. How you conduct these meetings is up to you and some senior
managers have a preferred way of reviewing information presented to them. What
is important is that they take the opportunity to consider both the detail and the
overall effectiveness of the system. The standard helpfully gives you an indication
of what should be included in these meetings (known as ‘inputs’) and this should be
used as the basis for the agenda, adding any local issues as appropriate.

Management review meetings need to be minuted and actions allocated to specific
people. Unless this is done, you will find it difficult to demonstrate that you have
followed up actions and that you have reviewed whether they were effective.
Someone needs to take ownership of this process and ensure that changes are made
to the management system as a result of these meetings (known as ‘outputs’).
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Nonconformity and corrective action review

Nonconformities and corrective actions should be reviewed collectively and
objectively to determine whether trends exist which might uncover an underlying
weakness in the BCMS. Findings should be fed into the management review
process in order to keep top management informed, and also the findings acted
upon as soon as possible to prevent occasional instances developing into potentially
regular occurrences.

Other metrics to help evaluate the performance of your BCMS might include near
misses and false alarms, responses to actual incidents and results of exercises and
call tree test responses. For more information about selecting the most appropriate
metrics for your organisation and how to evaluate the performance of your BCMS,
go to Appendix A.

TOP TIP

The requirement to ‘'monitor performance’ and ‘analyse’ the effectiveness of your
management system is significant and for good reason. Do not let yourself get too
focused on the ‘Do’ of the PDCA cycle to the detriment of the ‘Check’ and ‘Act’ phases.

ACTION SHEET

Make a note here of what you consider are the over arching objectives of your BCMS
and what you expect to see as evidence that it is working effectively.
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ALIGNMENT WITH OR CERTIFICATION TO ISO 22301? WHICH PATH SHOULD | CHOOSE?

Many organisations start out on their BCMS journey intending to align themselves
with the standard but not seeking third party certification. In this final section
on management systems we look at why this might be, whether the next step
to certification really is that big and the advantages and disadvantages of both
options.

Alignment

Operating ‘in line with’ a business continuity standard infers the adoption of the
BCMS principles. But what does this mean to a business or its customers? Does
it only cover part of the business or all of its key products or services? There is no
mechanism for confirming this.

The drivers for implementing a BCMS differ between organisations. Some may
begin within the business whilst others look externally at stakeholder requirements.
Both are equally valid and may depend on the nature of the business or its customer
base. These drivers may also determine whether the business chooses to be aligned
to the standard or whether they are seeking certification.

The difficulty comes when the word ‘alignment’is used without justification. It is an
easy claim to make, but can potentially devalue the hard work of those organisations
which have implemented a full BCMS.

There are a number of advantages to being aligned to a standard

e You have the benchmark of a respected standard by which to measure
your BCMS.

e It provides a framework for a robust BCMS.
e There are no costs of certification.

e Insurers, suppliers and other stakeholders may look favourably on your
BC arrangements.

e You may gain competitive advantage.
e You have no external audit requirement.

o It will be easier to go through the certification process if and when you are ready.
The disadvantages of being aligned to a standard

e You have no formal approval mark by a recognised third party.

e There is a risk that a lack of external controls may stop you maintaining
the BCMS.

e You might lose potential clients to certified organisations.

e Often, greater board level ‘management’ is required to maintain the BCMS
principles.
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Certification to 1SO 22301
There’s a misunderstanding that moving from alignment to certification is a major
exercise. This does not have to be the case.

If you are already truly aligned to the standard, then there is no reason why going
for certification should be a burden. It is only if you are not fully aligned that you
will have to work hard to satisfy the external audit process.

TOP TIP

Issues to consider prior to certification in which you need confidence and might not
otherwise regard as important:

e |s your BCMS embedded into your organisation?
o How do you demonstrate this?

e Have you addressed all the requirements of a BCMS?
e How is this information made available to staff?

e Are you confident that your staff, if asked, could explain their role during an
incident?

e Do you have documentary evidence of the outcomes of your audits, review meetings
and exercises?

Winning more business with a business continuity management system

Many organisations require certification to a BCMS standard for tendering or
supply chain purposes. As BC standards grow in recognition, this trend is likely to
continue. You should consider whether your business can afford not to be certified,
particularly if you are competing with organisations which are. There is also pride
felt by the staff in organisations which have achieved certification. The certificate
1s often displayed in public areas and staff feel part of that success.

The advantages of being certified to IS0 22301

e You will have a consistent approach to BCM across the organisation.
e Your BCMS is verified by a recognised certification body.
e You will have a competitive edge.

e You can use it in marketing initiatives through the display of your certificate
and/or logo.

e There 1s no quibble evidence available to submit for tenders and supplier
questionnaires.

e A BCMS is a driver for continual improvement across the organisation.
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The disadvantages of certification to IS0 22301

Initial and annual cost to achieve and maintain certification can be seen as a
disadvantage. The cost can vary greatly depending on the scope of your BCMS, but
should not be the sole reason for not pursuing certification.

CONCLUSION: SHOULD MY ORGANISATION CONSIDER CERTIFICATION?

Achieving certification to an internationally recognised standard moves your organ-
isation up to the best in class in your industry. Whether the decision is made within
the business or is driven by external factors, it will encourage a level of discipline
which is unlikely to be there otherwise. Also, your clients, current and future, might
start asking for objective evidence of your BCM arrangements and how they are
maintained. Certification offers this.

For more information and practical advice about what to expect if your organisation
intends to seek certification, go to Chapter 4: The Certification Process.

TOP TIP

There are several factors to consider when deciding whether to seek certification or
not. However, you should keep an eye on the future, and what your stakeholders are
likely to expect going forward, when making your decision.

ACTION SHEET

Has your organisation made its decision about whether to seek alignment or certifica-
tion to 1ISO 223017

Either way, based on the information provided in this chapter (and any other relevant
factors), list what considerations you believe your organisation should take into account
when reaching its decision.
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The technical and system requirements of your BCMS are equally
important to its success.

Develop a BCMS that reflects the needs and culture of your organisation.

Consider your BCMS scope carefully. Remember that you can extend it at a
later date.

If you opt to exclude particular products or services, make sure you can
justify this decision both internally and externally.

Be clear on your reasons for implementing a BCMS and what benefits you
wish to gain from it.

In order to make the BCMS accessible to staff, utilise existing systems and
communication methods, such as the intranet or company magazine.

Ensure sufficient independence when reviewing BCMS performance to gain
maximum benefit.

Make sure you have appropriate and competent resource in place to operate
your BCMS and top management appreciate the importance of this for its
success.

Select your internal audit resource carefully to meet competency require-
ments and independence from the day to day operation of the BCMS.

Management reviews are the organisation’s opportunity to consider the
operational effectiveness of the BCMS and how this sits with strategic
business requirements so make sure the right people attend.



3  BUSINESS CONTINUITY FROM A
MANAGEMENT SYSTEM PERSPECTIVE

PURPOSE AND OBJECTIVE

In this chapter we focus on the practical elements of business continuity
management and consider them from a management system perspective: Where
should the emphasis be when it comes to fitting your BCM arrangements into a
management system?

We will use the six phases of the BCM lifecycle as our focal point and offer Top
Tips for you to consider when developing your BCMS. Unlike BS 25999, ISO 22301
does not make reference to the lifecycle directly but provides an explanation of
the PDCA model through its reference to the lifecycle’s constituent parts (Source:
ISO 22301:2012 The Plan Do Check Act Model, Table 1). The lifecycle’s elements clearly commu-
nicate the professional practices of BCM and therefore remain a useful tool. In
order for you to become familiar with ISO 22301 terminologies this section includes
reference to both.

After reading this section you should be able to maximise the benefits of your BCMS
whilst ensuring you have a robust BCM programme in place.

Further, detailed, information can be found in The BCI Good Practice
Guidelines 2010.

THE BCM LIFECYCLE

The BCM lifecycle which we recognise today was published in BS 25999 Part 1,
in 2006. It clearly depicts the six phased approach to developing and maintaining a

BC programme and can be applied to any organisation, irrespective of its size and
industry sector (see Figure 3.1).
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Figure 3.1 The BCM Lifecycle

Source: BS 25999-1:2006
We will consider the phases in the following sequence:

(1) BCM programme management

(2) Understand the organisation

(3) Determining BCM strategy

(4) Developing and implementing a BCM response
(5) Exercising, maintaining and reviewing

(6) Embedding BCM in the organisation’s culture.

POSITIONING THE BCM LIFECYCLE WITH YOUR BCMS

Table 3.1 identifies the core elements of business continuity management and
considers how each one should be treated in order to meet the requirements of
a BCMS.
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Table 3.1 Elements of business continuity management

Elements of BCM programme management

BCMS Top Tips @

—3
=

\

The BCM programme will be aligned to the
organisation’s overarching strategy, business plan
and objectives.

Position the programme so it is in step with the
organisation’s culture and style of management.

Understand the benefits of the programme to both
internal and external stakeholders and identify
ways to maximise these benefits.

Determine the scope of the BCM programme,
usually in terms of products and services, and
consider the impact of outsourced activities and
whether to include them. Consideration is also
required about the role played by legislation,
regulation or contractual responsibilities in the
proposed BCM programme.

When considering business continuity objectives, be sure to demonstrate
that there is a link between these and the organisation’s strategic objectives
and responsibility for achieving them is allocated and clearly understood.

How the organisation chooses to approach its BCM programme and the
requirements of the standard should be comparable with the complexity of
the business and the environment in which it operates. This is particularly
the case for smaller businesses not having the capacity or need for a
complex programme.

To be accepted within the organisation, your BCMS should be developed as
if it was part of the current fabric of the business. Staff are more likely to
buy into the new system if there are elements of familiarity to it.

Having a clear view of how you wish to include key stakeholders/interested
parties within your BCM programme will help you develop a more robust
system from the outset.

Where the organisation makes a deliberate choice to limit its scope with a
view to extending it later, the organisation will benefit if it is able to plan the
scope’s expansion in terms of time and resource. Such a plan will help

support the case for a restricted scope to internal and external stakeholders.

(Continued)
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Table 3.1 (Continued)

Elements of BCM programme management

BCMS Top Tips @
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=
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Identify the BCM resource needed and how it will
work with top management to ensure its direct
involvement.

Development and communication of a BCM Policy
encompassing the key elements of the programme,
its objectives and ownership by top management.

A clear implementation programme, and a method
for managing and developing its sustainability in
line with business needs, is required.

An ongoing programme review process and flexible
attitude towards organisational change is required.

BCM documentation must be appropriate for the
organisation, clear, accessible and manageable.

The need to engage top management at the earliest stage (preferably before
implementation has started) and to stress the importance of its visible
leadership of the programme cannot be over emphasised.

BCMS roles, responsibilities and authorities must be considered and
communicated to the incumbent and their line manager. The clear allocation
of authorities, where these differ from routine work is critical in order for
quick decisions to be made during an incident.

A clear method of establishing competency requirements for each BCMS
role is important and a route to achieving these (with documentary evidence
to support this) is required.

The organisation should carefully consider how it communicates its BCM
policy so that it is accessible to all interested parties and, more importantly,
its intent understood.

Periodical reviews of the BCM programme will ensure that it remains in line

with the business needs. Top management should take responsibility for this.

Methods of reviewing the performance and effectiveness of the BCMS
including BCM capabilities are principally through management review,
internal audit and self assessment. Metrics to determine performance levels
should be aligned to the needs of the organisation and results of the analysis
recorded, considered and acted upon as necessary.

Documentation must be controlled to ensure it remains up to date and
accessible. Responsibility for this should be allocated at the development
stage so that there is visible ownership within the BCMS.
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BCM programme management

Programme management is at the core of BCM. It is not only critical to the devel-
opment of a BCM capability but also to the ongoing success of it. In short, it gives
BCM purpose and direction.

ACTION SHEET

Make a note of any actions that you have thought of whilst reading about BCM
programme management.

Understand the organisation

In order to develop an effective BCM programme, the organisation has to fully
understand its business objectives and strategic aims as well as its obligations
towards its stakeholders. It must also be clear how a disruption to business activi-
ties might impact on its ability to continue trading. An appreciation of the context
of the organisation is also required.

To understand your organisation thoroughly, you need to undertake a BIA, review

resource requirements and conduct a risk assessment of your most important and
time-critical business activities (see Table 3.2).
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Table 3.2 Elements of ‘understand the organisation’

Elements of ‘understand the organisation’

BCMS Top Tips @

—3
=

\

Seek top management support to conduct a BIA.

Determine the most appropriate method of conducting a BIA
for your organisation and identify the resources to do it.

Agree whether the BIA will be undertaken after the scope of
the BCM programme has been agreed or whether it will be
used to determine the scope after completion of the exer-
cise.

Identifying the impacts of a disruption at various levels of an
organisation will identify different issues and influence how
priorities are set.

Consider how activities are impacted over time and how this
varies for different activities, products and services.

The BIA is the backbone of a meaningful BCM programme.
Do not underestimate the time and resource required to
get the most out of this process and make sure you get top
management buy-in before you start! This includes a clear
understanding of who will be involved.

If you are carrying out a BIA for the first time, keep it simple.
Let it evolve and mature over time.

It may help to have an outline scope defined before
conducting the BIA. This will help with the allocation of
resources. If the results of the BIA show up activities not
initially considered a priority, these may be added to the
final scope.

By establishing a systematic approach to defining the BIA's
criteria for measuring the impacts a disruption may have on
the organisation, this can be applied across different levels
of the organisation.

Think carefully how you plan to bracket timeframes within
the BIA. Make sure that they reflect the nature of the
business and the needs and expectations of interested
parties. (It is too easy to default to timescales applied by
others without understanding their pertinence.)

(Continued)
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Table 3.2 (Continued)

Elements of ‘understand the organisation’

BCMS Top Tips @
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=

\

Agree a method for determining what activities are most
time critical to the organisation and agree the basis for their
prioritisation.

Identify the dependencies relied upon to carry out business
activities. These may be internal and external to the
organisation.

Identify the resources (people, premises, technology,
information, supplies, equipment, stakeholders) required to
support the activities upon resumption.

Determine the maximum time after which the organisation’s
viability is irreparably damaged if product or service delivery
cannot continue. This will include estimating how long you
believe your customers will be prepared to tolerate
disruption to their service delivery from you.

Establish a review process once the BIA has been completed
and obtain top management sign off before proceeding.

Remember that what you consider to be a less important
activity today may become a priority tomorrow and should
still form part of your BIA review process. Do not
automatically disregard activities which you have not
classified as ‘top priority".

Try a brainstorming exercise to identify all the organisation’s
dependencies. By broadening the reach of this thought
process, you will be surprised what gets uncovered!

Remember to consider how quickly backlogs can occur. This
will depend on the nature of the activity but will need to be
built in to resource planning during invocation and beyond.

Timescales are likely to vary for different products and
services and this variation will help the organisation
prioritise its recovery activities. These are not cast in stone
and real life incidents and the results of exercises will
provide valuable insight into their validity. Remember that
you do not have to wait until a scheduled review of the BIA
to make changes to it.

Try and maintain a level of independence with this review.
Consider the needs of the organisation and its overall
strategy and do not be swayed by individuals who try and
tell you that what they do is the most important thing in the
business.

(Continued)

JAILITASHId WILSAS LNIJWIIVNVYIN ¥V WOH4 ALINNILNOD SSANISNE



7Y

Table 3.2 (Continued)

Elements of ‘understand the organisation’

BCMS Top Tips @
=

W\

Based on the results of the BIA, carry out a risk assessment
of the prioritised activities. As well as identifying particular
threats, consider possible vulnerable resources.

Determine a suitable risk management model for your
organisation taking into consideration any existing methods
used. Risk criteria and scoring systems should be
appropriate for the organisation and in line with its risk
appetite.

Identify risks considered to be unacceptable to the
organisation (based on the predefined scoring system),
review them, agree action to mitigate the risk and/or reduce
the impact if realised.

Establish a periodical risk review process.

Remember to focus your threat analysis on hazards that are
relevant and appropriate. Include ‘localised’ threats to
specific sites to demonstrate that proper consideration has
been applied to this process.

Do not over complicate your risk management model,
especially if your organisation is not used to proactive
risks reviews. The model can be developed over time.

Be clear with your criteria and scoring system and make
sure that everyone involved in the risk management process
applies the same model.

When assessing and prioritising control measures, take into
account the cost of such actions and the possible
consequence of inaction in order to support the decision
making process.

Where possible, the organisation’s aim should be to reduce,
manage or eliminate significant risks. Risks which continue
to be ‘accepted’ for prolonged periods should be questioned
to make sure that complacency does not set in.

SIWILSAS LNIWIOVNVIN ALINNILNOD SSANISNG



BUSINESS CONTINUITY FROM A MANAGEMENT SYSTEM PERSPECTIVE

ACTION SHEET

Make a note of any actions that you have thought of whilst reading about how to under-
stand the organisation.

Determining BCM strategy

Following the completion of the ‘understand the organisation’ phase, the business
1s in a position to consider options available to it which will enable the restoration
of prioritised operations affected by a disruption. Options should be considered on
strategic and tactical levels (see Table 3.3).
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Table 3.3 Elements of determining BCM strategy

Elements of determining BCM strategy

BCMS Top Tips @
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BCM strategies should be identified at both commercial and
operational levels.

Examples of commercial strategies include the consideration
of multiple site operation, alternative operation sites either
owned or contracted for by the organisation and to
subcontract or outsource some operations.

Examples of operational (tactical) strategies include third
party recovery site contract, home working, duplication of
supplies, backup power facilities, multiple suppliers and
information and data backup.

Commercial strategies focus on the products and services
within the BCM scope whereas operational strategies focus on
the time-critical/prioritised activities supporting those
products and services.

BCM strategies are to be aligned to the organisation’s risk
appetite.

BCM strategies are to be aligned to the organisation’s
strategic goals as well as closely linked to the results of the
BIA and risk assessment.

Be ready to demonstrate how you have selected your BCM
strategies at both commercial and operational levels. What
business considerations were taken into account, cost versus
benefit and how top management commitment was obtained.

Make sure BCM strategies reflect how the organisation has
prioritised its activities. For example, if you are a law firm, you
will need to focus on your people and their ability to access
client and legal information quickly. Your strategies are likely
to focus on areas such as IT and telecoms and document
storage over finance and corporate hospitality.

(Continued)
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Table 3.3 (Continued)

Elements of determining BCM strategy

BCMS Top Tips @
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BCM strategies must be in line with recovery timescales
identified within the BIA.

Be clear who the interested parties are when selecting BCM
strategies.

BCM strategies that require the allocation of resource must
not conflict with each other.

BCM strategies must have the full support of top
management. When making recommendations to top
management, include cost projections and the effect of
inaction.

BCM strategies should be reviewed at least every 12 months
to ensure they continue to reflect current organisational
requirements.

Often BCM strategies will be chosen based on recovery time
objectives identified as part of the BIA process so these must
be realistic and well considered. Remember, the shorter the
recovery time the more expensive the operational strategy is
likely to be.

You should consider the needs of interested parties and their
expectations of your ability to continue business operations
during and immediately after an incident. You may need to
prioritise the activities in order to meet these expectations.

You should apply stress tests to the strategies you have
selected to make sure that if more than one is applied
during an incident, the resources needed for one will not
prevent another strategy being deployed.

Be realistic with your cost projections and prepare a business
case where a BCM strategy may involve significant financial
commitment. For example, your organisation might consider
the need to contract with a recovery site provider and the cost
should be weighed up against the cost to the business if it
was unable to recover its operations quickly (in another way).

Be mindful of changes within the organisation. For example,
if it acquires additional business or sites, the need for
contracting to alternative managed facilities may diminish.
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ACTION SHEET

Make a note of any actions that you have thought of whilst reading about BCM strategies.

Developing and implementing a BCM response

Having taken time to fully understand the organisation and develop BCM
strategies, the organisation is now in a position to develop business continuity
procedures including its plan or plans. These plans will identify the resources
and actions required to manage a disruption and resume prioritised activities
(see Table 3.4).
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Table 3.4 Elements of developing and implementing a BCM response

Elements of developing and implementing a BCM response

BCMS Top Tips @

i

There are a number of stages for responding to an incident:

e Emergency response
e Incident management
e BC

e Recovery

e Resumption.

The extent of the plan(s) should reflect the makeup and

complexity of the organisation and scope of BCM arrangements.

BC plans (this term may be used to refer to various plans aimed
at different levels within the organisation) will cover strategic
business areas such as external communications and
stakeholder management, and prioritised operational activities
such as payroll, project management or the provision of certain
IT applications. There may also be specific plans covering in
dividual threats, such as pandemic.

Plans must address the key stages of responding to an
incident. However, the size and complexity of the
organisation will determine how the plans are structured
and integrated. There is no set way of structuring plans but
they should sufficiently address the organisations’ response
needs.

Plans should be accessible and understood by those with
BCM responsibilities. Writing plans that are complex or
difficult to follow will result in them being largely ignored in
the event of invocation.

Generally, BC plans should be developed to minimise the
impact of a threatening situation to the organisation rather
than around broad scenarios such as fire, flood or
earthquake. (Pandemic is a reasonable exception to this.)

(Continued)
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Table 3.4 (Continued)

Elements of developing and implementing a BCM response

BCMS Top Tips @

=
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BC Plans should address three tiers of business activity:

Strategic: Top management take direct responsibility for issues
such as managing the media, business reputation, welfare of
individuals and environmental/wider impacts from an incident.

Tactical: Management will oversee operations during an
incident including the overall allocation of resource and
coordination of activities.

Operational: Business unit level focus on continuing
predetermined prioritised activities which support the delivery
of key products and services.

BC plans can be produced in a number of ways and involve
different people. The basis of developing plans should be to
include:

e Information gathered from the BIA and Risk Assessment
processes

e Lessons learned from previous incidents
e Local information

e The views of different staff/managers.

How the organisation chooses to incorporate the three tiers
will be determined by the size and complexity of the
business (see first tip).

The organisation can name their tiered plans as they wish to
suit their culture.

It is important to develop a BC plan template that suits your
organisation’s needs. Try not to ‘cut and paste’ templates
used by others unless the style and format reflects your own
requirements.

Much of the information in Tactical and Operational BC plans
may be generic to the organisation. However, it should be
clear to users which areas relate specifically to their
activities. It should not be lost amongst several pages of
‘other’ information.

Make sure that BC plans remain flexible so that they can
easily be adapted to different incident situations.

(Continued)
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Table 3.4 (Continued)

Elements of developing and implementing a BCM response

BCMS Top Tips @

—3
=

\

The key aspects that form the basis of a BC plan are:

e Purpose, scope and objectives

e Roles and responsibilities

e Invocation and stand down authority

e Communications

e Meeting points

e Contact details

e Key information to support the recovery of prioritised activities

e Set of assumptions and known interdependencies.

Where possible, have more than one tested method of
communicating with staff and other stakeholders during an
incident. For example email and mobile phone or pager.

Identify more than one meeting point. One on site and one
away from the office.

Information which is subject to change may be held in
appendices. This will reduce the need to reproduce complete
plans when, for example, contact details change and need
updating.

(Continued)
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Table 3.4 (Continued)

Elements of developing and implementing a BCM response

BCMS Top Tips @

il

Action sheets and logs should form part of the plan (possibly as
appendices). They should also be included along with other key
information, in battle boxes and/or grab bags.

All plans must include the roles, responsibilities and authorities
of the response team.

Make sure that any battle boxes/grab bags are placed in
accessible and secure locations. For example at a security
gate/office and secondary/third party recovery location.

Include an inventory in the box/bag and ensure that whether
locked or not, the contents are periodically checked, equip-
ment remains operational (for example batteries remain
charged) and that a record is kept of these inspections (a
favourite for auditors).

The allocation of duties for managing BC plans should be
carefully considered before appointment. Like all BCM roles,
the individual must have the necessary competence for the
role (which you will have predetermined), availability and the
respect of his peers and managers.

For example, it does not automatically have to be the job of
the department manager.
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ACTION SHEET

Make a note of any actions that you have thought of whilst reading about developing
and implementing a BCM response.

Exercising, maintaining and reviewing BCM

Having developed and implemented a BCM response, you must now rehearse
the arrangements to ensure those impacted by them become familiar with what
happens upon invocation and beyond. You should also have a maintenance
programme in place to make sure that your arrangements remain up to date and
reflect current business needs (see Table 3.5).
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Table 3.5 Elements of exercising, maintaining and reviewing BCM

Elements of exercising, maintaining and reviewing BCM

BCMS Top Tips @
=

=
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An exercise and test programme should be developed which
covers all BC plans, information held within the plans and
people who may be impacted by invocation.

There are a number of recognised methods of exercising and
testing BCM arrangements and the programme should reflect
this. These include:

o Call tree test

e [T tests

e Desk top review

e Walk through

e Simulation/scenario

e Partial exercise of prioritised activities

e Full exercise including incident management response.

When developing an exercise and test schedule, consider:

e The results of previous exercises
e Known threats

e Stakeholder requirements

e Cost

e Variety in order to retain interest and focus.

Remember to involve interested parties in the exercise
programme.

To ensure that you ‘bring staff with you' on the BCM journey, the
initial exercises should be simple. You can then build on them
as confidence grows and there is greater familiarity with BCM
arrangements.

An established exercise programme should continue to include
a broad range of exercises.

Exercise scenarios should be pertinent to the organisation, its
strategy (including risk appetite) and take into consideration any
local requirements, such as logistical issues.

Exercises and tests should be progressive. Make sure
weaknesses are retested until removed. Take into account new
risks facing the organisation as a result of internal and
external changes. Be sure to demonstrate continual
improvement through your exercise programme.

(Continued)
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Table 3.5 (Continued)

Elements of exercising, maintaining and reviewing BCM

BCMS Top Tips @
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The programme should be for a set timeframe, for example
12 months hence. It should be discussed with, and
approved by, top management and be in line with
budgetary requirements.

Top management should take a proactive role in exercises.

Ensure that exercises to not expose the organisation to
undue risk.

Each exercise and test should have a predetermined objective.

Individuals running and observing exercises and tests
must be competent to do so.

Exercises should take place on an ongoing basis. This will help
staff become familiar with what is expected of them and pro-
vide assurance that incidents do not have to be too disruptive to
their work life. By varying the type and involvement of staff, this
should not impact the entire organisation too much.

Direct involvement in exercises by top management not only
ensures they remain familiar with their responsibilities

during an incident, but also demonstrates their support for BCM
to staff.

Consider the scheduling of exercises so that they do not occur
during busy times for the business. Also consider what resource
will be required for each exercise or test so that excessive
burdens are not placed on remaining staff.

Remember to revisit the objective when carrying out the
exercise review in order to conclude whether it has been met
(or not). Make sure you document this in your report.

As with other BCM competencies, these need to be predeter-
mined. Consider the soft skills that are suited to this role, for
example operating under stressful circumstances and applying
attention to detail.

Organisations may choose to involve external providers during
some of the more complex exercises. This is fine, but ideally the
skills required should be developed by those within the
organisation to support ownership of the BCM programme.

(Continued)
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Table 3.5 (Continued)

Elements of exercising, maintaining and reviewing BCM

BCMS Top Tips @
=

i

All exercises and tests are to be formally reported and
reviewed.

A BCM maintenance programme is required in order for all
aspects of BCM to be reviewed and updated. A minimum
review period should be set (ideally at least annually) and be
flexible so that changes impacting the organisation are also
considered and incorporated where necessary.

There should be clear ownership of the BCM maintenance and
review programme.

To support the continual improvement of the BCMS, the
outcomes of the exercise or test are to be recorded along with
lessons learned, improvement areas and follow up actions.
Confirmation of whether the original objectives were achieved is
also required.

It should be evident that top management has sight of these
reports and the opportunity to provide input to them. It may also
be worthwhile sharing the results of exercises and tests with
staff as a way of maintaining their BCMS awareness.

Encourage a culture which proactively develops your BCMS
arrangements. This will ensure that there are not prolonged
periods where changes affecting the organisation are not
incorporated into the BCMS programme.

Manage organisational expectations that the BIA, risk
assessment, strategy and BC plans will all evolve and develop
over time.

The review of BC plans should be through named plan owners.
They will have knowledge of localised changes and will be best
placed to keep users informed of amendments.
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ACTION SHEET

Make a note of any actions that you have thought of whilst reading about exercising,
maintaining and reviewing BCM.

Embedding BCM in the organisation’s culture

To be fully effective, the BCM programme must be embedded in the organisations’
culture. That means that BCM becomes part of the organisation’s core values.
Understanding what the business expects in this respect, how it will achieve it and
measuring its effectiveness all form part of the embedding process. Its approach to
communication and BCM awareness must be flexible and maintained throughout
the BCM Programmes’ existence (see Table 3.6).
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Table 3.6 Elements of embedding BCM in the organisation’s culture

Elements of embedding BCM in the organisation’s culture

BCMS Top Tips @

—3
=

\

To develop a sustainable BCM culture within your organisation, you must
first have a clear idea of the current awareness levels of BCM within the
business. The results of analysis should then be compared to the level of
awareness the organisation wishes to achieve, after which a programme
can be developed.

An organisations’ culture develops over time and is heavily influenced by
top management behaviour and attitude. To embed BCM into the
organisation’s culture effectively, top management must visibly support
the programme as must the remaining management team and staff.

Where necessary, existing behaviour may be changed through
knowledge and enlightenment.

A BCM awareness programme should consider:

e Who will be responsible for implementing the programme

e What the programme will consist of

e When and how often specific awareness activities are to be deployed
e How the effectiveness of the programme is monitored

e The cost of running the programme (programme requires top
management prior approval)

e Where the awareness, education and training will be obtained from

e What the acceptable minimum levels of achievement will be and by
when.

This information will in part become clear when you
conduct your BIA and Risk Assessment.

Expectations should be managed carefully in order to
avoid false hope or disappointment.

Top management is expected to maintain its support
during and after the initial stages of BCM programme
implementation. The effort required to achieve this
should not be underestimated.

What you decide to incorporate into your awareness
programme will subconsciously be determined by the
organisation’s existing culture. You should choose
methods that you believe your staff and interested
parties will ‘buy into".

What methods your organisation chooses is
immaterial (within reason!) as long as you can
measure greater awareness over time, improved
performance during exercises and recovery from
incidents.
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Examples of methods of embedding BCM in the organisation’s culture include:

e General staff briefings across the organisation

e Office poster campaigns

e Conducting a BIA

e Conducting risk assessments and maintaining a risk register
e Communicating risk acceptance levels amongst managers

e Writing BC plans

e Participation (at whatever level) in exercises and tests

e Participation in Business Continuity Awareness Week activities (in house or
external)

e Specific BCM training, e.g. organising exercises, developing a BIA, auditing
the BCMS

e BCM education courses
e Awareness and understanding of the BC policy and objectives
e Understanding the implications of not having BCM arrangements in place

e Ensuring individuals understand the impact a disruption might have on
their role

e Communicating the results of exercises and feedback from a disruption.

ACTION SHEET

Make a note of any actions that you have thought of whilst reading about embedding
BCM in the organisation’s culture.
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SUMMARY
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The BCM lifecycle should be viewed as an ongoing process rather than a one
off exercise. Whilst not directly referred to in ISO 22301, it remains a useful
tool for BCM resource.

Develop the BCMS in line with the business’s core strategy, aims and
objectives.

Establish a practical BCM programme which is straightforward and clear
to everyone involved.

In order to have effective BCM arrangements you need to understand the
organisation, its key products and services, time-critical and prioritised
activities and the needs and expectations of interested parties.

BC strategies should reflect the needs and capabilities of the organisation
and be aligned to its risk acceptance levels.

Design your BCM response to sit comfortably with other operational require-
ments. Do not overcomplicate it.

Be clear when allocating roles, responsibilities and authorities and
rehearse these.

A good way to develop closer partnerships with key suppliers is to include
them in your exercise programme.

Start your exercise programme with straight forward tests and develop their
complexity over time.

The post exercise review is equally important as the exercise itself.

Embedding BCM into the organisation’s culture is an ongoing process
and one which should involve everyone working under the organisations’
direction.



4 COMPARINGISO 22301 WITH
BS 25999 AND UNDERSTANDING
THE DIFFERENCES

PURPOSE AND OBJECTIVE

In this chapter we will compare and contrast ISO 22301 with BS 25999, paying
particular attention to the format, approach and requirements of the ISO standard.
The objective is to equip you with the information necessary for you to make an

informed decision about how best to apply the requirements of the International
Standard to your BCMS.

For organisations which have, or are working towards, certification to BS 25999,
we will discuss what additional work may be needed to become compliant with
ISO 22301 as well as what is involved with certificate transition.

HOW BCMS STANDARDS ARE PRODUCED

British Standards, such as BS 25999, are produced by BSI through authorised
technical committees. These committees are made up, in part, of practitioners who
work in the respective community, in this case BC, and whose technical, practical
and academic experience is drawn upon to create a best practice management
system standard. A British Standard may be applied worldwide. In addition,
there are supporting published documents that build upon certain areas of BCM.
Examples of these are PD 25111:2010 BCM Guidance on human aspects of business
continuity, PD 25666:2010 BCM Guidance on Exercising and Testing for Continuity
and Contingency Programmes and PD 25222:2011 BCM Guidance on Supply Chain
Continuity. As the titles suggest, these documents are for guidance purposes only
and so do not form part of specification standard requirements.

The International Organisation for Standardisation (ISO) is a worldwide federation
of national bodies. As with British Standards, international standards are produced
through technical committees and ISO member bodies are entitled to be represented
on a technical committee. To put this into context, the ISO technical committee
for ISO 22301 is made up of member bodies representing over 30 countries.

Whilst there are a number of differences between British and international stand-
ards, one of the most significant distinctions is the formal voting process which
exists for draft international standards. Member bodies will exercise their right to
vote on the proposed standard which, if to be published, requires at least 75 per cent
approval by those casting a vote. As a result of this consensus approach, there are
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occasions when international standards may appear more generic when compared
to national standards. This practice is not carried out as part of approving a British
Standard.

As has already been discussed in Chapter 2, the production method of ISO
Management System Standards is under review. ISO 22301 incorporates the
proposed format of high level structure and terminology and it is anticipated
that all subsequent International Management System Standards will follow
this approach, including future revisions of existing ISO Management System
Standards.

As is the case with other ISO management system standards, a ‘series’ of standards
will be available for BCMSs.

e ISO 22301 Societal security — Business Continuity Management Systems —
Requirements. This document is aimed at internal and external parties, includ-
ing certification bodies, to assess an organisation’s ability to meet its own
business continuity needs and obligations.

e ISO 22313 Societal security - Business Continuity Management Systems —
Guidance. Unlike BS 25999 Part 1, this document includes guidance on both
BCM and BCMS.

e IS0 22300 Societal security — Vocabulary.

THE SIMILARITIES BETWEEN IS0 22301 AND BS 25999

Significantly, the ISO standard adopts the same management system approach as
BS 25999. This means that the PDCA model remains the backbone of the standard
as well as the common management system elements, discussed in Chapter 2.
However, emphasis is now placed on each clause of ISO 22301 and which element of
the PDCA model it represents. Of the seven implementation clauses, the first four
represent the Plan requirements, providing us with a clear message as to where
the main emphasis of ISO 22301 resides.

BS 25999, along with other respected national BC standards, has been key to the
development of ISO 22301. We therefore see a number of familiar requirements:

e Business continuity policy and programme management

e BCM awareness and communication (embedding)

e Understanding the organisation through the BIA and risk assessment processes
e BC strategies

e BCM procedures

e Exercising and testing

e BCM performance review.
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Whilst we are familiar with these components of BCM, it is important to note that
some have different requirements in the ISO standard. We will now look at these
and other aspects of the BCMS in more detail and consider the changes that have
been introduced.

THE DIFFERENCES BETWEEN IS0 22301 AND BS 25999

ISO has built upon the British Standard and created a robust standard which is
aimed at a global audience.

The differences between the standards reveal three key points:

(1) Terminology is aimed at an international audience; reference to ISO 22300,
Societal security — Terminology, should provide greater clarity.

(2) ISO’s aim to develop a generic structure for management system standards
has placed additional focus on the need for planning, top management leader-
ship, communication and BCMS performance evaluation.

(3) Business continuity practitioners expect a BCMS standard to address a
broader range of issues and conditions potentially arising from a disruption.
An example of this is the need to consider how stakeholder (otherwise known
as interested party) relationships and supply chains may be impacted by
a disruptive incident.

We will now consider these aspects in more detail, highlighting the areas which
require specific attention for organisations already certified to BS 25999 and
considering certification to ISO 22301.

Changing terminology

Reflecting the breadth of societal security, the ISO technical committee has intro-
duced new terminology and you should remember to keep it in context with regional
application of similar words. Some familiar terms used in BS 25999 have been
replaced and these include:

e Stakeholder — now referred to as Interested Party
e Preventive Action —no longer used

e A new phrase Action to address adverse trends or results before a non-
conformity occurs has been introduced

e Critical Activities — now replaced with Prioritised Activities.

As mentioned above, there are also several new and revised terms and definitions
and you should read ISO 22300 to familiarise yourself with them.

Management system requirements

Greater emphasis is placed on some of the management system elements of
the standard than in BS 25999. Not only has a new high level structure been
introduced, but more attention has been placed on how the management system is
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being operated and the expectation for it to be used to improve the organisation’s
BC arrangements. We will now consider the following management system changes:

e Top management responsibilities including BC objectives

e Actions to address risks and opportunities

e Awareness and communication

e Performance evaluation

e Improvement.

Top management responsibilities including BC objectives

ey
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There is greater expectation for top management to get behind and support
the BC policy. Through this statement of intent they must consider and
express the purpose and direction of the organisation, rather than simply
demonstrate commitment to the policy. In other words, they must consider
the broader direction of the business when developing the policy and, with
the new requirement for the policy to be made available to interested parties
where authorised, the need for a cohesive message is significant.

Greater visible leadership of the BCMS is expected. Demonstrable evidence of
this will be how top management control the overall direction and operation
of the BCMS, including through their communication of the policy and their
support and encouragement to staff to maintain the integrity of the BCMS.

Top management will appoint someone to be accountable for the entire BCMS
rather than the BC policy and its implementation.

Commitment to the BCMS is reinforced through a set of six requirements (See
ISO 22301 clause 5.2). Whilst these are self explanatory, the requirement
to ‘ensure the BCMS achieves its expected outcomes’ is interesting, not least
because it requires top management to proactively assess the effectiveness
of the BCMS against its set objectives. This should put a stop to rubber
stamping a BCMS, which on occasion is witnessed by auditors. By itemising
individual requirements, it helps to reinforce the importance of top manage-
ment commitment to the BCMS.

Responsibility for communicating and promoting the importance of meeting
BCM objectives and complying with the BC policy now specifically rests with
top management and not ‘the organisation’.

The organisation is required to set out its criteria for accepting risks as well
as its acceptable levels of risk. This should help the organisation focus on its
core business strategy and achieve its objectives whilst also monitoring for
deviations from its accepted risk appetite. Previously, there was an impli-
cation that an organisation understood the level of risk it was prepared to
accept and to use this as the basis for setting its BC objectives and establish-
ing appropriate risk treatments. This was often found not to be the case by
the auditor.
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(7) Commitment to the exercise and test programme. This will encourage
awareness, direct involvement where appropriate, and drive the improvement
of BC arrangements. It will also demonstrate top management’s commitment
to the BCMS to staff and interested parties in a more tangible way.

(8) BC objectives remain a necessity and, to reinforce this point, now sit within
their own clause heading. The requirements extend beyond purely setting
objectives, and must be based on minimum product or service levels. They
are specifically required to be measurable, have allocated responsibility and
include a clear route map for their achievement.

Actions to address risks and opportunities
As part of the broader review of how management system standards are constructed,
this new requirement is found in the Planning section of the standard.

The organisation is required to ascertain the risks and opportunities that need
further consideration which, if left unaddressed, might prevent the BCMS from
achieving its objectives. In other words, it will be expected to carry out a form of risk
assessment on the BCMS itself and identify then implement corrective actions. The
organisation must then review the effectiveness of these actions.

Awareness and communication

Previously documented under the heading ‘Embedding BCM in the organisation’s
culture’, Awareness (ISO 22301 clause 7.3) reaffirms the need for those under
the control of the organisation to be aware of the BC policy and their contribution
to the effectiveness of the BCMS. It goes further by stating that they will also be
aware of the consequence of not meeting the requirements of the BCMS as well
as their own role during a disruption. Methods by which to achieve this level of
awareness are not specified, so the organisation must select the most appropriate
for them.

The following clause, 7.4 Communication, is new for ISO 22301. It requires the
organisation to determine what and how BCMS communications will be managed
for both internal and external parties, including the need to manage communi-
cations from interested parties. Methods of communication to be used during an
incident also have to be identified and tested and could include alternative modes
of communication not usually deployed by the organisation.

Performance evaluation

This ISO requirement appears different from that of ‘Monitoring and Reviewing
the BCMS’ in BS 25999. Whilst the intent remains similar, more has been made
of the need and importance of determining what performance metrics should be
gathered in order to provide the best insight into the performance of the BCMS
and whether it is meeting its objectives. Once again, methods are not specified and
the organisation must choose the best ways to undertake this assessment, based
on information available. For more information and guidance on this subject please
refer to Appendix A.
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Internal audit requirements have been extended to ensure best use is made of the
audit findings, and reporting responsibilities are more explicit as is the ownership
of corrective actions. Verification of follow up actions is also specified, demonstrating
further intent by the standard to mandate ownership and responsibility of
the BCMS.

Management review ‘inputs’ place greater emphasis on using information on BCMS
performance to best effect and the ‘outputs’ extended to include procedural and
control changes resulting from a reduction in risk or operations. The results of
these reviews are to be communicated to interested parties deemed appropriate by
the organisation.

Improvement

Nonconformities and corrective actions are the focus of this requirement and this
is extended to their ‘containment’. The organisation is expected to identify if and
where similar nonconformities may have arisen elsewhere in the business and to
implement corrective action. There is no longer a requirement for a documented
procedure, and improvement will be based on objective measurement. This will
be through the retention of information relating to the nature of nonconformities,
subsequent actions and the results of these actions.

Continual improvement is required to the ‘suitability’ and ‘adequacy’ of the BCMS
as well as its effectiveness.

TOP TIPS

The following tips are particularly aimed at those of you considering moving your
BCMS from the requirements of BS 25999 to I1SO 22301 and want to know the areas
to focus on.

(1) Tofully understand the breadth and approach adopted, read the complete series
of 1ISO standards on BC.

(2) Provide sufficient information and support to your top management in order for
them to fully understand and accept their BCMS role and responsibilities. Obtain
assurance from them that they will actively participate in the BC programme.

(3) Review existing BC objectives to ensure that they meet the requirements of
ISO 22301. Consider how you plan to achieve these objectives and who will be
responsible for this. How will you verify this?

(4) Make sure that an outcome of the management review process is the clear
assessment of current performance of the BCMS and whether it is achieving
its objectives. This is not new but, with greater emphasis on this aspect of the
BCMS, you may need to consider more proactive ways to demonstrate this.

(5) Make sure that local management are involved with internal audits of their
areas of the business. They should be aware of findings and oversee subsequent
action.
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ACTION SHEET

Consider how you will use performance metrics to demonstrate the effectiveness of
your BCMS. Be selective in what you measure and ensure a clear link back to the
business strategy.

BCM requirements
Although the BCM requirements are broadly similar to that of BS 25999, there are
some variances that require further thought. These are:

e Operational planning and control
e BIA and risk assessment

e BC strategies

e BC procedures

e Recovery

e Exercise and testing.
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Operational planning and control
Planning your BC arrangements attracts greater focus in the international standard.
In particular, the following requirements necessitate broader consideration:

e Understanding the needs and objectives of interested parties (linked to point
below). This would include any regulatory requirements by which they are
bound and also their needs, be they assumed or implied. ISO 22301 requires
that any such legal or regulatory requirements, applicable to either the organi-
sation or its interested parties, be identified, considered and documented for
review purposes.

e The potential impact an incident might have on a interested party and on
supply chains.

e The parameters for risk management; appetite, risk criteria and the purpose
and scope of risk management activities, thus encouraging a more proactive
approach to risk management.

e The retention of control over processes contracted out or outsourced (this may
have been assumed before but not stipulated).

By incorporating the above areas into the planning phase of your BC arrangements
you will be drawn to thinking not just about the needs of your own business but also
those of interested parties. It should also encourage you to determine BC strate-
gies that take into consideration the needs of others, which you may rely on before,
during or after an incident.

BIA and risk assessment

Now under one clause heading, these two aspects of BC remain largely unchanged.
To encourage consistency across BC arrangements the word systematic has
been introduced. This particularly applies to defining how you evaluate potential
impacts of an incident and how you assess and prioritise your risks, controls and
treatments, and should encourage a uniformed approach by organisations.

The specified requirements for conducting a BIA have been reduced in number
although the practical implications of this are limited. The main difference you
will notice is that the terms maximum tolerable period of disruption (MTPD) and
recovery time objective (RTO) no longer appear in the text. Instead, the following
wording is used: ‘setting prioritised timeframes for resuming these activi-
ties at a specified minimum acceptable level, taking into consideration
the time within which the impacts of not resuming them would become
unacceptable’. However, both the aforementioned terms are included in the Terms
and Definitions section of the standard.

The risk assessment requirements have been made more explicit to include support-
ing processes, systems, information, people and assets for prioritised activities. In
addition, planning your risk management strategy is now more significant and
this is extended to understanding the broader impact of those risks on regulatory
requirements or society in general. Finally, treatments are linked back to the
organisation’s BC objectives and risk appetite. All of which should result in a more
considered risk assessment process.
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BC strategies

The strategies your organisation chooses shall reflect the findings of the BIA and
risk assessment. This requirement has not changed. Once suitable options have
been identified, you now have a list of suggested resource requirements which will
help you decide what is needed to achieve these strategies. The standard clearly
states that the list is not exhaustive so make sure that you consider resources that
might be pertinent to your organisation but not necessarily listed.

BC procedures

ISO 22301 lays out the requirements for developing a response differently from
BS 25999. Under the heading ‘BC Procedures’ we not only find the requirements
for response but also for ‘Warning and communication’. ISO 22301 encourages a
proactive approach to considering the impacts caused by a potential disruption as
well as how this might be communicated to interested parties.

The incident response requirements are broadly similar with a few exceptions.
There is a new expectation that the organisation will have identified the trigger
point (referred to as ‘impact threshold’) for invocation of the plan or response and
to consider the circumstances under which it might communicate externally about
its risks and impacts.

A new requirement under clause 8.4.3 Warning and communication has been
added to ensure that the organisation has established procedures for detecting,
monitoring and communicating news of incidents to interested parties, including
internally. This clause provides detailed guidelines to be followed and will ensure
that you consider carefully what actions are required, by whom, before and in the
event of a disruption. You should read this clause in detail and fully consider what
is required.

Overall, the content of BC plans remain largely unchanged from BS 25999.
However, the requirements for each plan, as opposed to collectively, have been
extended and now include plan objectives, invocation and implementation
procedures, communication requirements and procedures, interdependencies and
interactions and resource needs. You should review your existing plans and make
the necessary changes to ensure that they reflect the new requirements.

Recovery

The international standard indicates that the recovery of an organisation requires
the transition from its temporary state of operation back to normal business
functionality. This may cause confusion amongst practitioners as the require-
ment might otherwise be known as resumption. (Refer to The BCI's Good Practice
Guidelines 2010 for more details.) Resumption did not overtly form part of the
requirements in BS 25999.

We need to ask ourselves how far the standard expects us to reasonably go in
determining back-to-normal operations and indeed what ‘back to normal’ might
look like after an incident.

Exercise and testing
The intent and methods used to exercise and test BCM arrangements remain
unchanged, as is the need to conduct them at planned intervals. However, the need
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for an approved programme of exercises and tests has been removed. This is
curious as it makes good business sense to have a programme which top manage-
ment have signed up to, as well as providing a useful prompter to discuss the
related costs, and you should consider how you will address this point in the future.

TOP TIPS

\

= (1) Itis all in the preparation. Make sure you spend plenty of time planning your
BC arrangements. Be able to demonstrate the reasoning behind your decisions
and how you have considered the needs and expectations of interested parties.

(2) Ensure the organisation’s risk appetite is understood and be ready to justify this.
Remember that your appetite for risk may change as a result of circumstances
both within and beyond your control, so be flexible to change.

(3) Working systematically, your organisation will be well placed to understand its
business and apply solutions that reflect its core needs and those of interested
parties.

(4) Determine what ‘recovery’ means to your organisation and how you intend to
demonstrate this through your BCM arrangements. You should be in control of
setting suitable boundaries.

ACTION SHEET

Consider the human aspects of your continuity strategies. Taking into account the
findings of your BIA and risk assessment, list below what you need to include when
preparing a strategy for the organisation’s most important resource, its staff.

You may find it helpful to refer to PD 25111:2010 Business Continuity Management
Guidance on Human Aspects of Business Continuity.
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ACTION SHEET

Take time to review your existing BC plans and compare the existing format and
contents to the requirements of ISO 22301. List below what you need to change or add
to them.

CERTIFICATE TRANSITION

Organisations which are certified or in the process of becoming certified to an exist-
ing BC standard such as BS 25999 need to decide whether they wish to become
certified to ISO 22301.

The transition process

Your certification body will provide details of how they will transition clients from
one standard to another. Based on the differences between BS 25999 and IS0 22301,
this is likely to be achieved through the normal surveillance audit programme!.
Time will be allocated during these audits to focus on the new requirements of
IS0 22301 and evidence sought to support whether or not the organisation meets
these requirements.

1t Additional audits may be required where, for example, major issues remain outstanding and extra
time is considered necessary to address these and the new requirements.
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Once all these requirements have been assessed and judged as being met, the
auditor will be in a position to recommend certification to the new standard (subject
to the certification body’s usual independent review process), and your organisation
will have completed the transition process upon receipt of a new certificate.

The following questions and answers may help you select the best option for your
organisation.

Q. What does transitioning mean?

A. An organisation which currently holds a certificate, for example to BS 25999-2,
may choose to transfer its certification to the new international standard ISO 22301.
To achieve this, certain additional requirements will have to be met and approved
by a certification body.

Q. How long does it take to transfer from one standard to another?

A. This will depend on two principle factors: the extent of the differences between
the two standards described in this book and the structure and operation of the
existing BCMS. Guidance should be given by your certification body.

Q. Does my organisation have to transfer its registration from one standard to
another?

A. No. Your organisation may decide to retain its certification to the existing BC
standard and not seek certification to ISO 22301. In this case, certification will
remain valid for as long as the existing standard continues to be recognised as a
specification standard and is auditable by the certification body. You should seek
further advice from your existing certification body.

Q. Can my organisation be certified to more than one BCMS standard?

A. Yes. For as long as your certification body continues to offer certification to the
existing standard, you may retain your certificate (subject to the normal audit
programme requirements). If your organisation wishes to be certified to ISO 22301
as well this is possible but your BCMS would need to meet all additional require-
ments before achieving certification. Because of the cost implications of this option,
careful consideration should be given to the reasons why multiple certifications
might be advantageous to your organisation.

The role of the accreditation body

An accreditation body is responsible for providing guidance and instruction to
certification bodies about the transition process from one standard to another. To
do this, it considers the new standards’ requirements and determines what the
certification bodies should do to offer certification services to the new standard.
Guidance on timescales for transitioning between standards will also be provided.

The role of the certification body

Once instruction has been received from the accreditation body, the certification
body will review its existing scheme requirements and make any necessary changes.
This is likely to involve additional training for auditors and possibly a revision to
audit requirements.
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In order for certification bodies to be able to offer accredited certification services to
ISO 22301 they must successfully pass an assessment by their accreditation body.
This includes certification bodies already accredited to BS 25999. Those not seeking
accreditation may offer unaccredited certification services to the new standard.

If it 1s your organisation’s intention to become certified to ISO 22301, you should
speak to your selected certification body as soon as possible (refer to Chapter 5
Choosing a certification body). They will provide you with the information required
to plan for this event.

ACTION SHEET

Write down here any actions that your organisation needs to take if it is considering
the transition to ISO 22301. Add suggested time lines against each action and discuss
them with your certification body as well as your BC sponsor.
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The proposed new structure to Management System Standard requirements
will help organisations with multiple systems streamline their processes.

Top management will be required to proactively demonstrate commitment to
the BCMS.

Select methods of reviewing BCMS performance carefully in order to obtain
valuable information about the suitability, adequacy and effectiveness of
the BCMS.

Share the outcomes of the BCMS performance reviews and use them to
improve the management system.

Greater planning of your BCMS will lead to better business continuity
preparedness.

Approach the transition to ISO 22301 in a methodical way and understand
how your certification body intends to facilitate this.



5 THE CERTIFICATION PROCESS

PURPOSE AND OBJECTIVE

The purpose of this chapter is to explain the certification process and to provide an
insight into the different phases of the audit programme and how to prepare for it.
We will also discuss what you should consider in order to maintain momentum after
certification. The objective is to equip organisations that are seeking certification
with the appropriate information before they commit to the application process.

TERMS AND DEFINITIONS

Accreditation: The formal acknowledgement bestowed upon a certification body
by an accreditation body that it has demonstrated compliance to internationally
recognised standards (most notably BS EN ISO/IEC 17021:2011 and BS EN ISO
19011:2011).

Accreditation Body: Formally recognised organisation which assesses the
capability of a certification body against international standards to demonstrate
their competence, impartiality and performance capability.

Audit: systematic, independent and documented process for obtaining audit
evidence and evaluating it objectively to determine the extent to which the audit
criteria are fulfilled!2.

Certification: The formal acknowledgement by a certification body that an organi-
sation has demonstrated compliance to a particular management system standard.

Certification Body: A third party organisation offering management system
assessment certification services to organisations.

12 An audit can be an internal audit (first party) or an external audit (second party or third party), and
it can be a combined audit (combining two or more disciplines). ‘Audit evidence’ and ‘audit criteria’ are
defined in ISO 19011 (Source: ISO 22301:2012).
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An example to help explain the above, often miss applied terminology, would be:

XYZ Ltd applies for certification to 1ISO 22301 through a certification body. The certification
body will provide the third party assessment service and, upon demonstration by
XYZ Ltd that they have complied with the requirements of ISO 22301 by way of an
audit or audits, will grant XYZ Ltd certification to the standard. The certification body
may in turn, wish to be accredited by, for example, The United Kingdom Accreditation
Service (UKAS) and will have to be independently assessed by UKAS in order to
demonstrate their own compliance to internationally recognised standards. NOTE: Not
being accredited does not prohibit a certification body from offering (unaccredited)
certification services to its clients.

CHOOSING A CERTIFICATION BODY

It is very important when choosing a certification body to consider a number of
factors. In order to get the most from your working relationship with a certification
body it should be that of a partnership between both parties. At no time should you
feel under pressure or not in control of your audit programme.

Certification bodies may provide both accredited and unaccredited certification
services. To be able to provide an accredited certification service, the certification
body will need to have undergone its own ‘audit’ with an accreditation body. It must
demonstrate compliance to internationally recognised standards and demonstrate
its competence, impartiality and performance capability. Achieving accreditation
enables the certification body to show that it has passed tough scrutiny and therefore
provides a high degree of professional comfort to its customers. Some certification
bodies may be accredited to some standards and not others. This may be of their
own choosing and is an area you should discuss with them as part of your selection
process.

Selecting a certification body, that has or has not obtained accreditation to the
standard you are seeking to become certified to, is your organisation’s choice.
However, there may be external factors that influence your decision. These could
include:

e Specific customer or supplier expectations and requirements
e Tendering stipulations

e Competitor pressure.

Any of these additional requirements could effectively make the decision for you
and, if this is the case, you still have a choice of certification bodies to choose from.

Here are some additional areas for you to consider when selecting your preferred
certification body:

76



THE CERTIFICATION PROCESS

e If the accreditation status of your certification body is important, this should
be your first point of enquiry as it will eliminate some certification bodies
immediately.

e Does your organisation have any existing management system standard certifi-
cations? If so, which certification body are they with? Does your company wish to
continue with the same body or are they happy to work with more than one body?

e By obtaining a number of quotations from various bodies you will get a feel for
which organisation you lean towards. Style of auditing and client management
may vary as will costs and the structure of charges and your decision should be
a balance of these factors.

e Do you have a preference towards building a working relationship with a
specific auditor in order for them to become familiar with your organisation
and management system, or would you prefer to maintain a more individual
approach by having a variety of auditors? Each approach has its pros and cons
and you should discuss this with the certification bodies that you meet with as
they may allocate auditors in different ways.

AUDIT STAGES

The certification process is made up of various stages (see Figure 5.1). Some stages
are linked to the initial achievement of a standard and others to maintaining
certification once it has been awarded. All are mandatory and the certification body
will have recommended time lines between each stage.

Figure 5.1 Audit stages
Recertification Optional Gap

audit Analysis

Stage 1
initial audit

Surveillance
audit/s

Stage 2
initial audit
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The duration of each audit stage is based on a number of factors, typically the scope
of the BCMS selected, the size and complexity of the ‘scoped’ organisation and the
number of staff employed at each location within the scope.

Initial audit

The initial audit will generally be undertaken in two phases and might be referred
to as Stage 1 and Stage 2 initial audits. The reason for this is so the certification
body can focus on different aspects of the management system as well as different
levels of implementation during each audit.

Stage 1 will typically consider the documentation requirements and assess the
organisation’s understanding of the requirements of the standard. It will assess the
methods of implementation as well as the management system control elements,
such as the internal audit and management review processes, and any documented
procedures. The aim of the stage 1 audit is to establish the current level of conform-
ance of the system and to gauge the level of readiness to move forward to the next
phase of the initial audit. It will also form part of the planning process for the stage
2 initial audit. The duration of this phase of the initial audit is likely to be less than
the second phase.

Stage 2 will focus more heavily on the implementation of BCM methodologies and
how effective these are in achieving the BC objectives. It will involve sampling
the various documents and resources involved and to assess whether the perfor-
mance information collated is being used in such a way as to improve the BCMS.
Ultimately, it will seek to verify what has been observed during the stage 1 audit
and to demonstrate to the auditor that the BCMS is sufficiently robust to be effec-
tive. Of course, compliance with the requirements of the standard is also necessary.

Assuming a reasonable level of compliance is found during the stage 1 audit, the
timeline between stages 1 and 2 is likely to be between 2—4 months. Based on
the findings during stage 1, it may be necessary for the organisation to carry out
further preparation work in order to move forward to stage 2. If readiness for stage
2 falls outside six months, it is not unusual for the certification body to request a
further stage 1 audit before proceeding further with certification.

Surveillance audit

The purpose of the surveillance audit is for the certification body to ensure the
organisation is maintaining its BCMS in line with the requirements of the stand-
ard in between recertification audits. Not all aspects of the BCMS will necessarily
be assessed during each surveillance visit but the aim of the certification body
will be to have assessed all elements between periods of recertification. However,
there are some elements of the BCMS that will be audited on every occasion. These
will include internal audits, management review meetings and any changes to the
BCMS itself based on changes to the scope or business risks.

Expect your certification body to provide you with a programme of what they plan
to audit and when during the audit cycle, as part of the stage 2 audit. The frequency
of surveillance audits will depend on a number of factors and will be confirmed by
the certification body at the end of the initial audit process. It is most likely to be
either at six or twelve monthly intervals.
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The total duration of surveillance visits carried out between recertification audits
will depend on their frequency. However, they will usually equate to approximately
the same number of days as made up the combined stage 1 and 2 initial audits.
For example:

XYZ Ltd has an initial audit, made up of a stage 1 of two days and stage 2 of six days.
Surveillance visits are to be carried out annually and each surveillance visit will be in
the order of four days. NOTE: These durations may alter if there are shifts or a high
number of staff undertaking the same or similar roles.

Health warning

Failure to demonstrate that your BCMS remains compliant and fit for purpose may
result in the withdrawal of your certificate. However, this will not be done without
your certification body first issuing you with a warning and the opportunity to
rectify omissions.

Recertification audit

Most certification bodies now issue certificates to International and British
Standards with an expiry date of three years from the date of original certification.
Recertification is required prior to this expiry date.

The purpose of the recertification audit is for the certification body to confirm
the continuing capability of the organisation to meet all the requirements of the
standard. Assuming this is the case, certification will be maintained. The recerti-
fication audit will cover the entire scope of the BCMS, as for the combined stage 1
and 2 initial audits, and will not only look for compliance but also that the BCMS is
continuing to improve and develop in line with your business requirements, taking
into consideration any internal or external changes.

Gap analysis

Whilst these standalone assessments are outside the formal remit of the certifica-
tion process, they are often considered to be crucial in order for the organisation to
understand how its BCMS compares to the requirements of the standard. The gap
analysis may be undertaken purely for internal purposes or to assess the readiness
to proceed with certification. The findings are not formally carried forward to the
initial audit phase.

Gap Analyses are offered by certification bodies and external consultancy firms
alike. If you intend to have one, you should consider where you are likely to get
most value from. A certification body will treat the gap analysis as an informal
audit and benchmark you against the standard, identifying gaps where appropri-
ate. A consultant will carry out a similar review and will also be able to provide
advice where further attention is required, something which management system
auditors are prohibited from doing.

You should view a gap analysis as an investment in the development of your BCMS.
Whilst there is a cost involved, this should be weighed against the potential peace
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of mind such a review offers. Consider the effect on staff morale, not to mention
management objectives, if, by not having gone through a gap analysis, nonconform-
ities are left undiscovered until the initial audit and, as a result, you fail to achieve
certification. The costs incurred, time lost and downbeat message received by the
business could be very damaging to the ongoing success of your BCMS.

Audit checklist

The checklist at Table 5.1 will provide you with an idea of the areas that will be
audited during the stage 1 and 2 initial audits. It will help you plan for your audits
and be prepared for what to expect. However, it is not an exhaustive list and your
certification body should provide an audit plan prior to each audit phase.

You will notice there appears to be a high degree of repetition between audit
stages 1 and stage 2. This is because the purpose of the stage 1 audit is to establish

Table 5.1 Audit checklist

Requirement Stage 1 Stage 2

BCMS scope

BC policy and objectives
BCMS manual/documentation
BCMS procedures

Resources

AN NN

Competencies
Management commitment

{\

Communication and consultation
BCMS awareness

BIA

Risk assessment

BC strategies

BC procedures

BC plans

Exercise and test

Internal audit

SN N N N N NN

Management review

AN N N N N N N N N N N N NN

Monitoring, measurement, analysis and
evaluation

<\

Actions and improvement v
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arrangements have been put in place and stage 2 is to test these arrangements
for their effectiveness. Depending on the level of compliance observed during the
stage 1 audit, some areas may not need to be reviewed again if perhaps there are no
additional auditors joining the team at stage 2 or no further action has been taken
by the organisation since stage 1.

For example, how stage 1 and 2 audits might approach the subject of ‘Competence’:
ISO 22301 defines competence as ‘ability to apply knowledge and skills to achieve
intended results’. ISO 22301 requires that the organisation shall,

(a) determine the necessary competence of person(s) doing work under its
control that affects its performance;

(b) ensure these persons are competent on the basis of appropriate education,
training, and experience;

(c) where applicable, take actions to acquire the necessary competence, and
evaluate the effectiveness of the actions taken'?;

(d) retain appropriate documented information as evidence of competence.

Stage 1 audit requirements

The auditor will seek evidence to demonstrate that a method of determining the
necessary competencies has been considered and implemented which, in turn,
has resulted in the identification of suitable resource to undertake the activities
required. These activities should also be clearly identified. The achievement, or
route to achievement, of these competencies will need to be identified.

There is a requirement for a system to record how competencies are to be achieved
along with a method for determining the effectiveness of this process. Finally, a
record of achievement of competencies, or the route towards such achievement, is
expected. In other words, that all of the building blocks are in place.

Stage 2 audit requirements
Here, the auditor will want to see the building blocks are actually built up in such
a way that can demonstrate not only that they conform to the requirements of the
standard but are also actually giving you the results you need in order to have
suitably competent staff in the right place and performing their role in an appropri-
ate and effective manner.

An example here might be that Joe has been identified as the most suitable person
to manage the development of the company’s BIA. To support this decision it is
known that during his previous employment, Joe was involved in a similar process,
but as someone who had only input into the overall BIA process. In order to make
sure Joe has the right competency-set to enable him to manage this process now,
his manager decides to send him on a training course, provided by a specialist
third party provider where he will learn how to develop a BIA using different tools and
methods. Once Joe has completed his training (for which he will obtain a certificate)

13 Applicable actions can include, for example, the provision of training to, the mentoring of, or the
re-assignment of current employees; or the hiring or contracting of competent persons.
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he will start work on the new BIA process. His performance will be monitored by his
line manager and BC manager and an evaluation made of his ability to carry out
the task of developing the BIA for the business. Suitable records will be maintained
and made available to the auditor, and Joe will be available to speak to the auditor
about his training and subsequent work experience.

Finally, the ultimate proof of Joe’s competency level will be in a review of the BIA
itself to ensure the process adopted has resulted in a compliant BIA which is fit for
its intended purpose.

ACTION SHEET

Having reviewed the audit checklist, make a list of actions you feel are still required in
order to meet the requirements of both stages of the initial audit.

TOP TIP

Do not under estimate the degree of implementation you will need to demonstrate
during both stages of the initial audit. Make sure you are using your BCMS in earnest
before the audit process. The more developed your BCMS at the time of the stage 1
audit, the better you will be able to prove the robustness of your system controls.
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WHAT TO EXPECT FROM THE AUDIT PROCESS

Once you have submitted the application to your chosen certification body, they
should allocate the appropriate audit resource for your forthcoming audits. This
auditor should be your main point of contact from then on.

Accredited certification bodies must all operate their management system audit
services in line with certain standards. This is what you should rightfully expect:

e To function in an organised and open manner and one that encourages a part-
nership approach throughout the duration of the professional relationship;

e Impartiality of both the certification body and auditor;

e Confidentiality between parties at all times;

e A competent auditor who has suitable industry sector experience;
e Clear lines of communication;

o Mutually agreed audit dates;

e Audit plan available prior to each audit;

e Opening and closing audit meetings which cover the critical aspects of the audit
process and answer any remaining questions about the audit protocols;

e Open discussions during the audit with no surprises at the end;

e A clearly written and balanced report which provides details of any actions
required as a result of the audit findings.

TOP TIP

If you do not hear from the auditor within a reasonable timeframe, initiate contact with
them and ask them to provide details of the forthcoming audit. Remember, you need
to maintain control over the audit process so it moves in the direction you want it to.

HOW TO PREPARE FOR THE AUDIT

Say what you do, do what you say and then prove it.

This is the best piece of advice I could give to anyone who is about to embark
on establishing a BCMS. It sounds so simple and taken literally, will satisfy the
auditor.

Say what you do by either producing a documented procedure or defined method-
ology, as is either required by the standard or considered most appropriate for the
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format of your BCMS. Be clear, concise and make sure it accurately reflects what
you are doing. Where appropriate, try to explain the reasoning behind the approach
taken.

Do what you say means just that. You cannot be surprised if the auditor picks
you up for doing something in a different way from that documented. To remain
compliant, you must remember to amend your procedures, and other documents,
should what you do change (for any reason). For example, if a new piece of legisla-
tion 1s introduced which has an impact on your business, you must have a system
in place to ensure such changes are picked up and included within your procedures.

Prove it. Writing down what you do is only the start of implementing a BCMS. Not
unreasonably, you will be asked to prove that what you say is actually what you do.

Proof may be defined as ‘the evidence or argument establishing a fact or the truth
of a statement’ (Source: Oxford English Dictionary). This ‘proof’ can be in various forms and it
is down to you to decide what is appropriate. If you can answer yes to the following
criteria, the auditor should accept it:

e Does it demonstrate the performance of an act or process?
e Is it current?

e Is it relevant?

e Is it in a suitable format?

e Can it be repeated and sustained?

Knowing what the auditor expects in terms of proof is a constant concern to those
being audited. What you need to remember is that it is your system, run by you,
for your business needs, and the proof or evidence of this must come from you. The
role of the auditor is to interpret the evidence and to determine compliance (or not).

The provision of evidence

The requirement to provide evidence of the fulfilment of specific aspects of your
BCMS (outputs) prior to assessing their effectiveness is far more pronounced in the
ISO standard. This puts the onus on the organisation to prove the productivity of
its BCMS rather than straight forward compliance.

Remember that, as ISO 22301 is a specification standard, the evidence should be
auditable. Audit evidence is defined as ‘records, statements of fact or other informa-
tion, which are relevant to the audit criteria and verifiable’.

The Types of Evidence list offers some suggestions of the sort of evidence the auditor
will be looking for.

14 Audit evidence may be qualitative or quantitative. (Source: BS EN ISO 19011:2011 Guidelines for
auditing management systems).
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e Reports (e.g. incident, exercise, test, performance analysis, audit);

e Meeting minutes (preferably with clear allocation of actions and timelines where
appropriate);

e Email confirmations (e.g. approving or accepting something);

e Contracts/service level agreements;

e Presentation slides (e.g. to top management);

e Training material and training certificates (and other qualification records);

e BCM documentation (e.g. BIA, risk register, BC plans) and BCMS documentation
(e.g. policy, BCMS procedures).

How long you should retain evidence is a matter for your organisation to determine.
Consideration should be given as to whether:

e You will be required to produce the information for internal and/or external
auditors;

e Stakeholders will expect to see specific evidence for example results of exercises
or incident reports;

e Regulatory and/or contractual requirements dictate particular timescales.

Self assess your BCMS

As part of your preparation for certification you should undertake some form of
self assessment of your system, procedures and processes. After all, you would not
go to an exam without revising for it and being as confident as possible you had
covered the syllabus! A BCMS audit is no different, and the objective is to be able
to demonstrate to the auditor that you have addressed all the requirements of the
standard and you have confidence in your system’s ability to perform effectively.

There are several products on the market that will ‘help’ you to assess your level of
compliance with the standard and, in some cases, flag up issues which need to be
addressed. These often come at a price, and you should think carefully about what
you want from the tool before committing yourself to any one in particular. After
all, the best tool you could have is a copy of the standard (and this handbook, of
course) and the instinctive ability to judge whether you have met the requirements.
Where you identify gaps, you need to give yourself sufficient time to address these
and then reassess the requirement based on the actions taken to ensure that you
now comply with that particular requirement.

Appendix B provides a self assessment checklist.
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@ TOP TIP

Once you have identified what evidence will be relied upon to support the fulfilment
of BCMS requirements, consider how and where you will store this information. It
will make your life much easier when it comes to being audited (both internally and
externally). Whilst not a new requirement, it is surprising how often ‘key’ evidence such
as management decisions, cannot be located when required.

i

Is the workforce engaged?

Asking your staff to take on new things can be challenging and you need to be
able to sell the benefits to them. This task will be made considerably easier if you
have the support and backing of top management. Your management team should
champion the BCMS and proactively demonstrate their commitment to it.

With the support of top management, you need to ensure that everyone who is
covered by the scope of your BCMS (and potentially beyond), has sufficient aware-
ness and understanding of how BC affects the organisation, themselves and their
ability to carry on doing their job. This awareness may be anything from knowing or
having access to the employee emergency phone number to ring, or being involved
in an exercise, to a high level of practical knowledge of what the most time-critical
activities are within the organisation. Whoever your target audience is, you will
need to ensure that messages and other communications issued to the workforce
are relevant, clear and timely. In other words, you tailor the communications and
exercises to the people who will be receiving them and you choose carefully how and
when you do this so as not to over burden them with information whilst maintain-
ing a level of relevant information.

As far as the audit is concerned, the auditor will expect to see that you have rolled
out your BCMS to everyone within the selected scope. They are likely to test the
effectiveness of this by selecting different people from a sample of departments and
locations and speaking with them directly. This will be covered in more detail later
in this chapter but, in terms of preparing for the audit, you need to be as confident as
possible that all staff, no matter who they are or what they do, have an appropriate
level of BCMS awareness. Include this as part of your self assessment process and
walk around the departments and speak to staff about their experience with the
BCMS. Typically, you would expect all staff to have the following basic knowledge
of the BCMS:

e What BC means and why the organisation has plans in place to reduce the
impact of a disruption;

e That a BC policy exists and that the organisation has set itself BC objectives
(detailed knowledge of these objectives is not necessary for all staff);

e Where BCMS procedures are located for reference purposes (for example the
company intranet);

e How, in the event of a business disruption, their job role would be affected and
what they would be expected to do and/or where to go during this time;
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e How their day-to-day activities may be impacted and reprioritised in the event
of a business disruption;

e Personal experience of a BC exercise, its purpose and outcome.

Fools rush in

As part of your preparation for certification, you will need to assess your state of
readiness for the audit. It is not uncommon for organisations to have an anticipated
timeline by which to achieve certification and this can often be quite demanding.
This deadline may be driven by external forces such as customer requirements but
you need to be realistic when setting these timeframes and recognise that a flexible
approach is necessary. Ultimately, if you rush through the implementation of the
BCMS you risk damaging your chances of a successful outcome from the audit.

Another point to consider is that systems take time to settle down and become ‘the
norm’ within an organisation. Would you launch a new IT system into your business
without the proper testing? No. So do not launch your BCMS the week before the
audit is due to take place. Allow enough time for staff to gain an understanding
of the BCMS, see the results of some exercises and possibly be part of an internal
audit. I talked about having sufficient evidence to support the management of the
BCMS, and a further example of this would be having run a few management
review meetings and internal audits and being able to provide evidence of the
outcomes of these.

TOP TIP

If you have a deadline by which you wish to achieve certification, you should allow at
least the three months preceding this date to be your bedding-in time.

ACTION SHEET

Having reviewed the suggested evidence list and undertaken your self assessment,
make a list of the evidence that you will draw upon to demonstrate the effectiveness
of your BCMS to the auditor.
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THE AUDIT EXPERIENCE

‘My only fear is the unknown.’

David Blaine, Illusionist

An audit of any kind can be a daunting prospect, especially if it is the first time you
have been through such an event. The fear of the unknown and the anticipation
that you might say or do something wrong can sometimes be overwhelming, and
the effects on personnel should not be underestimated.

Thankfully, at least with management system audits, we are moving past the days
when an auditor would approach an audit with a tick-box mentality, where the
client had to pass each requirement before moving to the next one. It is true that
you must still demonstrate compliance to the requirements of the standard, but
how you do this is a little less prescriptive now and the onus is on you to satisfy the
auditor and their line of questioning. In essence, there is a partnership approach to
management system audits and the auditor’s role is to look for compliance rather
than noncompliance.

Managing expectations

It is true that if someone understands the reason behind an action or decision, they
are more likely to accept it. The same can be said of an audit. If you take time to
meet with staff and explain about the audit process the organisation is about to go
through, this should help them prepare for it as individuals.

Your discussion could include the following points:

e Why the organisation has sought to become certified to the standard;

e The focus of the audit will be on BC processes and how they are carried out by
the business;

e The audit will not focus on individual performance but the overall effectiveness
of the BCMS;

e Share the audit agenda with staff so they know when to expect the auditor;

e A question and answer session for staff to raise their own questions and con-
cerns.

Who should represent the organisation during the audit?

It is really important to make sure that you have the right people representing
the company and this includes management. By this I mean those with the most
relevant expertise and involvement in the BCMS and, of course, the sponsor or
management team responsible for endorsing the BCMS. The audit is your opportu-
nity to show how well you have done and that your confidence in the BCMS is well
founded. This will be done best by people who are familiar with its development and
testing. Make sure that, as part of the audit planning process, everyone’s diaries
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are freed up for at least some of the audit duration, checking with the auditor in
advance how long each session is likely to last if you need to.

In particular, you should explain to top management that they may be invited to
a discussion with the auditor. A good way of understanding how an organisation
operates is to ask the top management team and then follow their answers through
the organisation to see if what they perceive to be their message is actually the one
received by staff. Typically, the auditor will be interested to understand manage-
ment’s involvement with BC and how the BC policy and objectives have been linked
to the organisation’s overall strategic plan. This will then lead on to more detailed
questions and the aim is to determine how engaged the management team is with
the BCMS.

Demonstrating continual improvement

The aim of any management system is to develop the most appropriate recurring
activities to enhance performance. This may take some time and you will learn
through experience what works best for your organisation. The auditor under-
stands that perfection does not usually happen the first time of doing something
and will expect to see that you have systems in place to ensure that lessons are
learned and improvements made as part of your BCMS journey. This is a useful
message to relay to staff so that they too understand that it is a progressive journey
that the organisation is on.

The audit team

The size of the audit team selected by the certification body will be based primar-
ily on the scope and extent of your BCMS. Factors that will have been taken into
consideration will include the number of locations included, the number of staff at
each location and the complexity of operations at each location.

Whilst every application to a certification body is different, a typical audit which
covers one or two locations within a reasonable travelling distance from each other
may only demand a single auditor. However, where greater distances are involved
between locations (and this could include different countries), a team of auditors
will be allocated. Within this team, a lead auditor will be appointed and it is their
responsibility to act as coordinator for the other auditors and to manage the entire
audit process. This will include the assessment of findings and final recommenda-
tion decision. Within the audit team there will be auditors who have experience of
the relevant industry sector as well as BCMSs. In the event that a trainee auditor
forms part of the team, they will usually be shadowed by a more experienced
auditor. Auditors will generally work independently of each other apart from the
opening and closing meeting formalities and some specific audit areas. However,
the lead auditor will ensure that findings from the audit team are shared amongst
themselves during the audit, in order for any trends (good or bad) and concerns
to be highlighted. This could potentially lead to further investigation by the audit
team to determine whether or not a deeper problem exists across the organisation.

Where distance plays a part in the audit logistics, it is not unusual for telecon-

ferences to be held in order to share information and attend joint meetings, for
example with senior management.
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The audit plan

The auditor/lead auditor will prepare a plan for the forthcoming audit. This should
provide you with sufficient detail in order to be able to plan time in people’s diaries,
as is required. If you find that there is a clash of commitments at your end, you
should ask the auditor to move the plan timings around where possible. There is
generally a degree of flexibility with the audit plan and even last minute changes
should be able to be accommodated.

Where the audit is across a number of locations, the plan should include each
location. This will enable you to see which auditor will visit which site, when, and
what areas of the BCMS they intend to cover. It is then up to you to ensure that
each location has appointed a representative who will be responsible for the auditor
whilst they are on site. This would include the usual health and safety require-
ments for visitors, however, if some or all of your locations have visitor induction
procedures or other specific health and safety requirements because of the nature
of the environment being visited, the auditor will expect to undertake these.

The audit plan will be based on a sampling approach. On account of the limited
amount of time an auditor spends with a client, they have to collect examples of
functions, processes and plans as they do not have sufficient time to necessarily
look at everything. The information gathered must be relevant to the audit and
verifiable. In other words, the evidence collected must corroborate (or not) that
the requirements of the standard are being met. The basis of the sampling will
normally be discussed with you beforehand so that the auditor is sure that they
have made an appropriate selection across the scope of the BCMS. However, you
should be aware that it is up to the auditor to select this sample and not you and
some areas to be sampled may not be selected until the time of the audit. This will
ensure that an independent audit takes place.

Example of how a sample may be selected during an ISO 22301 initial audit

As part of their BCMS implementation, a company has developed ten functional
BIA’s plus three for the relevant support services. This information has subse-
quently been consolidated into an overarching BIA.

A companywide risk assessment process has been established which incorporates
risks identified as part of the BCMS.

There is one incident management plan and eight BC plans. The sample selected
might look like this:

e Three function based BIAs selected by their level of priority to the company’s
key products or services;

e Up to three support service BIAs, depending on the criticality of service they
provide, for example IT, HR, procurement, finance;

e The overarching BIA in order to track through how the low level BIA information
has been transferred and translated;
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e The risk assessment register (or as appropriate) to track how prioritised
activities have been risk assessed, evaluated and treated;

e The incident management plan and three BC plans, likely to be from those
following on from the BIAs sampled.

Raising audit findings

During the audit, the auditor may decide to raise issues which they feel require
attention or further consideration. These findings are based on varying levels of
severity and may have no, little or significant impact on the outcome of the audit.
Whilst the terminology amongst certification bodies tends to vary a little, the basis
of the findings can be categorised as follows:

Observation: an area of the BCMS which might benefit from further thought and
development of procedure or process.

Example: A corrective action log already exists and this could be adapted to include
BCMS actions.

Nonconformity: an area of the BCMS which does not comply with a requirement
of the standard. It may be a single lapse or there may be evidence of a few lapses
but in isolation, the nonconformity does not render the BCMS ineffective.

Example: The BC policy does not provide the framework for setting business
continuity objectives or include a commitment to the continual improvement of the
BCMS.

Major nonconformity: an area or areas which show that there has been a break-
down in the implementation of the BCMS in accordance with the requirements of
the standard. The severity of which will preclude the auditor from being able to
make a positive recommendation for certification until suitable corrective action
has been undertaken and verified.

Example: No BCMS internal audit schedule has been produced and no audits
conducted to date. No competent internal auditor has been selected.

Audit reporting

An important part of the audit process is the report that the auditor will produce
once they have completed the audit itself. Notes and findings identified during the
audit will be consolidated into a report, which is ideally completed on site as part
of the audit agenda. Most certification bodies expect their auditors to provide both
verbal feedback and, wherever possible, a written report before the audit concludes.
The audit report is typically generated electronically.

Audit reports are expected to include certain information, not least a summary of
the audit findings, details of the findings raised under each applicable category
and any further action required by the client. Where the audit is due to provide a
certification recommendation, this will also be written in the report. Details of the
next audit may also be outlined in the report to assist with future planning. The
style and level of content in reports does vary considerably and this, in part, is down
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to the auditor’s individual style of commentary. If for any reason you consider that
the report presented to you does not accurately reflect the audit discussions and
findings, then you should make this known to the auditor. You should also ensure
that you fully understand the commentary and in particular the expectation from
actions required to rectify any nonconformities. You should do this as soon as possi-
ble, whilst the audit discussions are still fresh in your mind.

Some auditors issue reports in draft to allow the client to read it through and
confirm acceptance, others will only provide the client with a final version.

After the audit

If the audit has resulted in a certification decision being made, an independent
review of the report will be made by the certification body’s review team. This will
ensure that the audit plan was appropriate and the requirements of the standard
have been fully covered during the audit. It will also ensure that the auditor’s
recommendation for certification (or not) was appropriate. It is only after this review
has been undertaken that you will be formally notified of the result and (hopefully)
receive your certificate. A similar review will be undertaken as part of recertifica-
tion audits but certification bodies may undertake additional internal reviews as
part of their ongoing training, development and compliance requirements.

MAINTAINING MOMENTUM AFTER THE INITIAL AUDIT AND BETWEEN AUDITS

Achieving certification is only the start of your BCMS journey. It takes an equal
amount of energy and focus (if not more) to maintain momentum once you have
become certified. It is not unusual for organisations to let their attention slip for
a few months whilst they are still basking in their initial success, knowing that
the auditors will not be back for some time. If this timeframe is allowed to creep,
people’s attention may move to other business requirements and all the good work
done to achieve certification could begin to suffer.

I should also point out that what we discuss in this chapter can be applied to organi-
sations which have not opted for certification, but which still operate a BCMS.

How to remain focused

The sooner you adopt a programme of self evaluation and performance reviews, the
easier 1t will be for you to maintain awareness and buy-in for your BCMS, across
the organisation. If staff see that the BC manager has taken his eye off the ball,
they will assume that it is okay for them to do so as well. You will need the support
of your senior management team in order to introduce these initiatives.

Some 1deas of how to keep your BCMS fresh, both for individuals and as an organi-
sation are in Table 5.2.
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Table 5.2 Maintaining focus

Maintaining individual awareness

Maintaining organisational focus

Try and ensure that your BCM exercise
programme extends to every member
of staff within a 12 month period.

As part of the ongoing embedding
programme, encourage individuals to
participate in company run BCM related
activities.

Schedule BCMS internal audits so that
they involve a variety of individuals as
well as activities (remembering to also
schedule the audits based on the
results of the risk assessments of the
organisation’s activities).

By implementing an internal audit
schedule, which is spread throughout the
year, the auditor/s will be better equipped
to maintain and develop their competency
and experience levels. Allocate ownership
of the auditors’ competency requirements
to someone specific and make sure

that periodic reviews are undertaken to
ensure that the internal audits are
delivering the level of scrutiny that is
required by the business.

When the time comes to review individual
BIA's, try and involve as many staff as is
practicable. Individuals’ working
knowledge is invaluable and the benefit
of asking for someone’s input will help
bring them into the process, especially
where they see the results of their work
being used by the business.

Encourage individuals to contribute to any
company improvement system you
operate. This may be particularly relevant
if they have recently been involved with
an exercise, test, self assessment or
internal audit.

Make sure that feedback from

exercises is communicated throughout
the business and attention is paid to how
the ‘organisation’ performed.

To encourage an organisational culture
of ‘continual improvement, identify ways
to improve future exercises and tests
and communicate these to the business.

Communicate the results of internal
audits throughout the business.
Depending on the organisation’s culture,
this could be by high level summary or
a more detailed scorecard. In any event,
it should focus on the positive outcomes
as well as identify improvements.

Revert to the organisation’s BC policy
and objectives throughout the year.
Consider whether these objectives are
being met and whether the allocated
resources continue to carry out their
BC responsibilities to the required,
predetermined levels. Offer refresher
training where necessary.

Consider communicating the results of
periodical BIA reviews throughout the
organisation. This will help to clarify
where the business has changed or
identify new risks that it faces.

Periodically, communicate the improve-
ments that the organisation has chosen
to implement as a result of

reviewing staff contributions to these
logs. Other improvements identified from
other means should also be included.
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Self evaluation of BCM arrangements

In order for you to be in control of your BC procedures and arrangements, you should
implement a self evaluation programme. This will enable you to demonstrate,
both internally and to external interested parties, that your BC arrangements
remain fit for purpose.

A typical self evaluation process could include:

e Detailed reviews of key BC components such as the BIA, risk assessment
process or validity of plans;

e Detailed analysis of outcomes from exercises and tests and the treatment of
adverse trends;

e Discussions with members of staff about their perception of performance and
effectiveness against established BC objectives;

e The issue of a survey or questionnaire to groups of staff or the entire organ-
isation, seeking feedback and evidence of individual awareness of the BCM
arrangements;

e Staff or team interviews to compare the perceptions of management to that
of staff.

Having identified your preferred method, you should then:

e Determine the frequency of self evaluation;

e Determine what the objectives of the evaluation exercise are;

e Determine who will form the evaluation team;

e Agree the method and implement;

e Assess the feedback/information received;

e Obtain a consensus by the assessment team based on the feedback;
e Produce a suitable feedback report;

e Identify an appropriate action plan and incorporate it into the ongoing
development of BC arrangements, objectives and organisational strategy, as
appropriate.

However you choose to evaluate the effectiveness of your BC arrangements, and
whatever the frequency, the most important point is to make the business aware
of what you are doing and the results. By undertaking this course, you will retain
people’s attention and keep them progressing in the same direction as you.

@ TOP TIP
=

= Maintaining momentum requires creative thinking and a good understanding of your
organisation’s culture. Select your preferred options carefully and make it fun.
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ACTION SHEET

Note down here how you might maintain the momentum of your BCM arrangements.

Method Participants
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SUMMARY
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Think carefully about what you want from your certification body and
prepare a shortlist to select your preferred supplier from.

Understand each phase of the audit process and prepare accordingly. Consider
the benefits of a gap analysis and how far in advance of the stage 1 you should
undertake this.

Do not rush into the stage 2 initial audit. Make sure your BCMS 1is
sufficiently embedded into the organisation in order to be able to demonstrate
its effectiveness.

Be prepared for each audit and gather your evidence in a way that you will
find easy to present to the auditor.

Depersonalise the audit process to help staff cope with being audited.

Involve staff in the development of your BCMS and manage their expecta-
tions during the audit process.

Validate the effectiveness of your BCMS through a programme of self
assessments. Identify ways to keep assessments interesting and worthwhile.

Appoint local BCM champions to promote ‘best BCM practice’ where
appropriate.



APPENDIX A

EVALUATING THE PERFORMANCE OF YOUR BUSINESS CONTINUITY
MANAGEMENT SYSTEM

In order to get the most out of your business continuity management system you
will need to review its operation against pre determined objectives and measures,
confirm whether it is performing in such a way so as to meet these, and identify
any problems that need further investigation and/or action along the way. In other
words, you will carry out a full cycle of Plan Do Check Act in this exercise alone.
This is summarised in Figure A.1.

Figure A.1 Plan Do Check Act model

Identify requirements and
methods for
performance evaluation
(PLAN)

Identify performance
Implement performance
concerns and take . :
review metrics

corrective action
(ACT) (DO)

Review metrics and
measure BCMS
performance
(CHECK)
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By applying the PDCA model as shown in Figure A.1, BCMS performance
evaluation and effectiveness can be assessed in a straight forward and systematic
way.

By completing the stages detailed in the following checklist you will have
determined:

(1) How to select the most appropriate metrics for your organisation;
(2) What to do with the measurement results;

(3) How to use the results to improve your BCMS.

Why collate performance metrics?

e To understand, through objective evidence, how the BCMS is performing
against pre determined objectives and measures.

e To manage expectations and set benchmarks for key performance areas.
e To make the BCMS a meaningful and useful tool.
e To enable root cause analysis of problem areas.

e To initiate regular and systematic measurement, monitoring and evaluation
systems for the BCMS.

e To measure and verify BCMS compliance against ISO 22301 requirements.

e To involve top management in performance analysis and obtain their engage-
ment in corrective actions.

e To drive improvement in performance related areas.

e By identifying and applying pre determined metrics you will reduce double
counting and over analysis of information.
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How to select the most appropriate metrics for your organisation

Considerations

Your response/actions

1.

Review your BCMS objectives and identify the activities which will
provide the best evaluation of performance.

. |dentify the processes and procedures in place to protect prioritised

activities. How are these currently monitored or reviewed? Can this
information be used to support BCMS performance metrics?

. 1S0 22301 compliance requirements provide numerous opportuni-

ties to assess BCMS performance. These include:

e Internal and external audit results
e Exercise and test results

e Invocation outcomes

e Management reviews

e BIA and other BCM reviews.

Split metrics between BCM performance and BCMS compliance out-
puts and be clear about your objectives for each.

. Consider both qualitative and quantitative measures of performance.

An example of each might be:

Qualitative = supplier performance and relationship following
involvement in exercise(s)

Quantitative = frequency and number of near misses following
BCMS implementation (industry sector driven).

Consider performance by those outside the organisation on whom
your organisation is dependent. This might include:

e Qutsourced partners

e Suppliers

e Contractors

e Mutual aid providers

. Consider legal, regulatory or contractual requirements and set up

review process to assess breaches and any resulting penalties
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What to do with the measurement results

Considerations

Your response/actions

1. Analysis should highlight both success and areas for improvement.

2. Categorise performance results for easier reporting. Categories
might include:

e Activity related

e Business strategy related

e Overall business performance related
e Customer satisfaction

e Financial impact

e Compliance related.

3. Enter performance information into a centrally managed tool (this
could be as simple as a spreadsheet), review it and draw
conclusions from it.

4. Once reviewed, submit your analysis and conclusions to top
management (possibly as part of the management review
process). Also, disseminate findings to those who are able
to affect change and improvement.

5. Compare information between periods and identify trends. Report
findings as necessary.
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How to use the results to improve your BCMS

Considerations

Your response/actions

1. ldentify areas for change (this may be a need for cultural
change).

2. ldentify requirements for new procedures.

3. Identify potential new risks.

4. Use performance results to develop staff awareness and
involvement of BCMS.

5. React promptly to trends.

6. Use the results to confirm (or not) that the business continuity
policy and objectives are still appropriate and being met.

7. Involve staff with decision making where appropriate and
embed a culture of accepting change and improvement.

8. Perform periodic reviews to check whether the changes
implemented have been effective (the results may prompt the
start of the PDCA cycle again).
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APPENDIX B

1SO 22301 SELF ASSESSMENT CHECKLIST

The purpose of this self assessment checklist is to help you identify whether your
BCMS has addressed the fundamental requirements of ISO 22301. It does not ask
you to confirm compliance to every clause in the standard, but does provide you
with a reasonable assessment of the current status of your business continuity
management system, identifies where specific evidence is located and what, if any,
further action is required.
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Requirement | Self assessment question Response Evidence Further action | By whom/
(type/location) required when
Context of the | Have you documented the
Organisation | organisation’s products, services,
i ivities?
IS0 22301 functions and activities?
Clause 4
Who are the organisation’s 1.
interested parties and why? ?
3.
4,
5.
6.
7.
8.
9.
10.
What has been considered when
establishing the needs and
requirements of the organisation
and interested parties?
(Continued)
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Requirement

Self assessment question

Response

Evidence
(type/location)

Further action
required

By whom/
when

Context of the
Organisation

What might be the impact on these
requirements in the event of a
disruption?

What is the organisation’s risk
appetite and on what basis has
this been determined?

Have legal and regulatory
requirements of the organisation and
interested parties been considered
and documented?

Has the scope of the BCMS been
defined and any exclusions identified?

Does the BCMS scope include
products and services and related
activities? How is it communicated?

Has the business continuity manage-
ment system been established in line
with the requirements of the
standard, following the PDCA cycle?

Leadership

1SO 22301
Clause 5

In what ways does top management
proactively support the BCMS?

—

Is there a clear link between the
organisation’s business strategy and
the BCMS?

(Continued)
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Requirement

Self assessment question

Response

Evidence
(type/location)

Further action
required

By whom/
when

Leadership

a) How does top management
ensure that suitable BCM
resource is available and;

b) how is authority assigned and
communicated to staff?

a)

Planning

1SO 22301
Clause 6

Has the organisation identified:

a) risks which might prevent it from
achieving the objectives of the
BCMS and;

b) opportunities which could lead to
preventing problems and BCMS
improvement.

Have business continuity (BC)
objectives been established?

Are BC objectives clear, measurable
and aligned to the BC Policy?

Have BC objectives been
communicated to those concerned?

How is performance against
objectives measured and evaluated?

(Continued)
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Requirement

Self assessment question

Response

Evidence
(type/location)

Further action
required

By whom/
when

Support

1SO 22301
Clause 7

On what basis was BCMS resource
determined?

a) What method has been used to
determine appropriate competen-
cies for each BCMS role and;

b) Is there a process for tracking
achievement and maintenance of
such competencies?

Is everyone employed or contracted by
the organisation aware of the BC policy
and BCMS and the part they play in it?

How is this communicated and how
do you ascertain that this has been
understood by individuals?

How does the organisation plan its
BCMS communications, both
internally and to interested parties?

How does it know if these are
effective?

a) During business as usual?

b) During and after an incident?

Has the organisation documented its
BCMS in accordance with 1SO 22301
requirements?

How is this presented and made
available?

(Continued)
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Requirement

Self assessment question

Response

Evidence
(type/location)

Further action
required

By whom/
when

Support

What additional information has the
organisation determined is appropri-
ate to ensure an effective BCMS?

a) Is BCMS documentation appropri-
ately identified, accessible, stored
and maintained;

b) how is this evidenced and;

c) is it appropriate to the size and
complexity of the organisation?

Operation

1SO 22301
Clause 8

What methods are used to monitor
and control activities that are
contracted out and outsourced?

a) Is there a documented business
impact analysis which identifies
the activities that support the

provision of products and services,

b) considers impacts over time if
these activities are not performed,

c) sets prioritised timeframes for the
resumption of these activities to a
minimum level,

(d) identifies supporting resources
and dependencies for
these activities.

(Continued)

g XION3ddv



801

Requirement

Self assessment question

Response

Evidence
(type/location)

Further action
required

By whom/
when

Operation

Is there a documented risk
assessment process which supports
the analysis of risks and applies
appropriate treatments?

Have BC strategies been identified
which reflect the findings from the
BIA and risk assessment?

Have a broad range of resources
been identified which will enable BC
strategies to be implemented when
required? What are they?

Have documented procedures been
established to manage a disruptive
incident and maintain prioritised
activities in line with the BIA?

(Continued)
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Requirement

Self assessment question

Response

Evidence
(type/location)

Further action
required

By whom/
when

Operation

a) Has a documented procedure
been produced which covers the
management responsibilities
required to respond to an incident?

b) Does this procedure include
responsibility for invocation,
communication with interested
parties, assessing the extent
of the incident and invoking an
appropriate BC response?

a)

Is there a communications
procedure which includes
information to be provided, when, by
whom and to whom?

Are there BC plans designed to
identify invocation requirements,
prioritised procedures, resource
requirements and defined roles and
responsibilities?

Has the organisation identified how
it will restore activities from their
temporary nature in order to support
normal business requirements?

(Continued)
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Requirement

Self assessment question

Response

Evidence
(type/location)

Further action
required

By whom/
when

Operation Has a schedule of exercises and
tests been developed which, taken
together, will validate all BCM
arrangements over time?

Have exercises and tests been
carried out and, if so, do they
demonstrate a variety of methods by
which to assess the effectiveness of
the BCMS?

Are the results of exercises and tests
reviewed in order to identify ways of
improving BCM arrangements?

Performance How has the organisation determined

Evaluation what needs to be measured, by what
means, the frequency, and when this

150 22301 information will be analysed?

Clause 9

Is there a process to follow when
adverse trends are identified in
order to prevent nonconformities
from occurring?

(Continued)

SIWILSAS LNIWIOVNVIN ALINNILNOD SSANISNG



LLL

Requirement

Self assessment question

Response

Evidence
(type/location)

Further action
required

By whom/
when

Performance
Evaluation

What methods exist to evaluate the
effectiveness of BCM processes and
procedures?

Has a programme of internal audits
been developed with a reasoned
approach to scheduling evident?

Have auditors been selected based
on pre determined competencies
and impartiality to the scope of each
audit?

Is there a schedule of management
reviews and is it under way? When
was the last meeting held, and was
top management well represented?

Have minutes been prepared
following management reviews and
do they include allocated actions and
a method of following these up?

Improvement

1SO 22301
Clause 10

a) By what method do you record
nonconformities?

b) By what method do you review and
evaluate these nonconformities?

How do you plan to improve your
BCMS on a continual basis? Where
might evidence of your methods be
found?
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of standards) 63

procedure, definition of 4

process approach 5

production of standards 61-2

programme management (in BCM
lifecycle) 39—41

proof 84

provision of evidence 84-5

raising audit findings 91

recertification audit (in certification
process) 79

record, definition of 4

recovery 47, 49, 69

representing organisations
88-9

resumption (in BCM response) 49

reviewing BCM strategies 47

risks/opportunities assessment
20, 41, 44, 65, 68

rushing implementation 87

sample selection (in auditing
process) 90-1

scope of management systems
10-14

self assessment 85, 102—11

self evaluation of BCM 94

setting management system
objectives 21-2

stakeholder (in terminology of
standards) 63

strategic objectives 39

strategic tier (in BC plans) 50

structural requirements (of
management systems) 6

surveillance audits 71, 78-9

system approach to
management 5

systematic (in terminology of
standards) 68

tactical tier (in BC plans) 50
technical requirements (of
management systems) 6
templates (in BC plans) 50
terminology of standards 63
threat analysis 44
timescales 21, 42-3, 47, 72, 85
top management
and auditing process 867, 89
and BCM response 50
and BCM strategies 46-7
and BIA 42
definition of 4
and embedding BCM 58
engagement of 40
and exercise/test programmes
55-6, 65
responsibilities of 1517, 64-5
tracking management system
competencies 23, 26-9
transition process to certification
71-3

understanding the organisation
(in BCM lifecycle) 41-5

‘warning and communication’
clause 69

workforce engagement 86—7

writing management system
policies 20-1
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ACTION SHEET

To help support your organisation’s decision to implement a BCMS, create a summary
of the benefits of adopting I1ISO 22301 in order to help focus peoples’ minds and
management commitment.
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ACTION SHEET

Taking into consideration what you have read about scoping a BCMS in this chapter,
write down here the key considerations for your organisation's BCMS scope.
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ACTION SHEET

As your BCMS develops and you undertake more of the control requirements (audits,
reviews, exercises etc.) make a note here of possible improvements to the system.
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ACTION SHEET

Use this space to write down some ideas for what you want your BCMS objectives to
achieve.
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ACTION SHEET

Consider the BCMS roles you expect to create and, against each one, write down the
competency requirements you consider appropriate.
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ACTION SHEET

Make a note here of what you consider are the over arching objectives of your BCMS
and what you expect to see as evidence that it is working effectively.
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ACTION SHEET

Has your organisation made its decision about whether to seek alignment or certifica-
tion to ISO 223017

Either way, based on the information provided in this chapter (and any other relevant
factors), list what considerations you believe your organisation should take into account
when reaching its decision.
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ACTION SHEET

Make a note of any actions that you have thought of whilst reading about BCM
programme management.
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ACTION SHEET

Make a note of any actions that you have thought of whilst reading about how to under-
stand the organisation.
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ACTION SHEET

Make a note of any actions that you have thought of whilst reading about BCM strategies.
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ACTION SHEET

Make a note of any actions that you have thought of whilst reading about developing
and implementing a BCM response.
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ACTION SHEET

Make a note of any actions that you have thought of whilst reading about exercising,
maintaining and reviewing BCM.
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ACTION SHEET

Make a note of any actions that you have thought of whilst reading about embedding
BCM in the organisation’s culture.
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ACTION SHEET

Consider how you will use performance metrics to demonstrate the effectiveness of

your BCMS. Be selective in what you measure and ensure a clear link back to the
business strategy.
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ACTION SHEET

Consider the human aspects of your continuity strategies. Taking into account the
findings of your BIA and risk assessment, list below what you need to include when
preparing a strategy for the organisation’s most important resource, its staff.

You may find it helpful to refer to PD 25111:2010 Business Continuity Management
Guidance on Human Aspects of Business Continuity.
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ACTION SHEET

Take time to review your existing BC plans and compare the existing format and
contents to the requirements of 1ISO 22301. List below what you need to change or add
to them.
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ACTION SHEET

Write down here any actions that your organisation needs to take if it is considering
the transition to ISO 22301. Add suggested time lines against each action and discuss
them with your certification body as well as your BC sponsor.
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ACTION SHEET

Having reviewed the suggested evidence list and undertaken your self assessment,

make a list of the evidence that you will draw upon to demonstrate the effectiveness
of your BCMS to the auditor.
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ACTION SHEET

Having reviewed the suggested evidence list and undertaken your self assessment,

make a list of the evidence that you will draw upon to demonstrate the effectiveness
of your BCMS to the auditor.
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ACTION SHEET

Note down here how you might maintain the momentum of your BCM arrangements.

Method

Participants
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