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                                                                        Preface        

 THIS BOOK IS  A COMPLE TE guide and a defi nition of a common body of 
knowledge (CBOK) for the processes and profession of internal auditing—what 
professionals need to know to successfully perform individual internal audits 

and what an enterprise needs to know to launch an effective internal audit function. 
With a heritage that goes back to the fi rst days of internal auditing after World War II 
when Victor Brink produced the fi rst edition, the chapters following outline a profes-
sional CBOK and describe internal auditing today. Although it is often misused, the word 
 modern  beginning with the title of the fi rst edition says a lot about this book’s heritage 
and the contemporary practice of internal auditing. In the fi rst edition it described a 
new and evolving profession. The early internal auditors were often little more than 
accounting clerks or clerical support staff for their external auditors. Brink envisioned 
them as professionals performing much broader services to management. 

 Due to the pervasiveness of information technology processes and the Internet 
in all areas of commerce, the rules for a consistent definition of internal controls, 
and our evolution to a truly global economy, internal auditors today must operate in 
an ever‐changing environment. Internal auditors need increasing levels of knowl-
edge and understanding in many areas, but sorting through what is important and 
what is just nice to know represents challenges for internal auditors at all levels. 
This newly revised eighth edition discusses modern internal auditing in terms of 
areas where there is a strong knowledge requirement as well as other areas where 
only a general level of  knowledge is needed. This edition updates our three common 
CBOKs for the profession of internal auditing. 

 The practice of internal auditing is important to enterprises today worldwide, and 
senior management members, government regulators, and other professionals need 
to have a general understanding and set of expectations of the roles and capabilities of 
internal auditors. That is, just as internal auditors need a CBOK to better defi ne their 
profession, the outside world needs to better understand internal auditors and how they 
can serve management at all levels. 

 The following chapters describe this CBOK for internal auditors—knowledge areas 
that should be important to all internal auditors, no matter their level of experience, 
their business area, or where they are working in the world. The CBOK topics presented 
here are not based on surveys of what other internal auditors are doing today; they are 
based on this author’s long‐term, 40‐plus years of experience in internal auditing as 
well as his extensive professional activities and research. 
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The following are some of the CBOK elements found in each chapter:
Part One: Foundations of Modern Internal Auditing. These two introductory 

chapters highlight the importance of internal auditing today in all aspects of business, 
government, and other activities, as well as why a CBOK is important.

 1. Significance of Internal Auditing in Enterprises Today. This introductory 
chapter talks about the origins of internal auditing. It does not contain key CBOK 
information, but provides important background knowledge and history for today’s 
internal auditor and explains what led Victor Brink to write the first edition.

 2. An Internal Audit Common Body of Knowledge. In this chapter, we explain 
and expand the concept of an internal auditing CBOK and why it is important to 
the profession.

Part Two: Importance of Internal Controls. The review and assessment of 
internal controls are key internal audit activities. The five chapters in this part describe 
internal control reviews in terms of the newly revised COSO internal control framework, 
the Sarbanes‐Oxley Act (SOx) requirements, and several internal control frameworks 
including COBIT.

 3. The COSO Internal Control Framework. This recently revised internal con-
trol framework has become the worldwide standard for assessing internal controls; 
every internal auditor needs to understand the Committee of Sponsoring Organiza-
tions (COSO) internal control framework and how to use it in internal audit assess-
ments of internal controls.

 4. The 17 COSO Internal Control Principles. These principles were introduced as 
part of the newly revised framework and provide guidance to better help internal 
auditors to plan and perform their reviews of internal controls.

 5. Sarbanes‐Oxley Act (SOx) and Beyond. SOx became law in the United States in 
2002 and has massively changed how we assess and measure internal accounting 
controls almost worldwide. The chapter discusses the current status of SOx includ-
ing its AS5 auditing standards and other elements of this extensive set of legislation 
that are particularly important to internal auditors.

 6. COBIT and Other ISACA Guidance. In our very IT‐dependent world, internal 
auditors need a more IT‐oriented framework to help them measure and assess inter-
nal controls as part of their review efforts. The Control Objectives for Information 
and related Technology (COBIT) tool is important here, and all internal auditors 
should have a least a general understanding of this worldwide‐recognized internal 
control framework.

 7. Enterprise Risk Management: COSO ERM. Risk management is an important 
internal audit knowledge area, and internal auditors need to understand and make 
use of COSO Enterprise Risk Management (COSO ERM) as part of their internal 
audit planning and assessment activities. The chapter describes this risk assessment 
framework and why it is important for internal auditors.
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Part Three: Planning and Performing Internal Audits. The six chapters in 
this part discuss some important general concepts and elements of the practice of mod-
ern internal auditing, ranging from professional governing standards to assessing those 
areas in the enterprise that should be candidates for internal audits.

 8. Performing Effective Internal Audits. This chapter contains an introduction on 
the overall practice of planning, performing, and completing an effective internal 
audit. These are the steps of what it takes to perform an internal audit.

 9. Standards for the Professional Practice of Internal Auditing. All internal 
auditors need to have a strong knowledge and understanding of these Institute of 
Internal Auditors (IIA)–issued standards. The chapter provides an overview of the 
more important elements of the standards and where to search for more information.

 10. Testing, Assessing, and Evaluating Audit Evidence. A major activity in inter-
nal auditing is to examine a record or artifact of audit evidence and then to decide 
if it meets audit review criteria. This is a basic internal audit knowledge area that 
must follow internal auditing best practices.

 11. Continuous Auditing and Computer-Assisted Audit Techniques. The ongo-
ing growth of 24/7 systems and processes is changing the way that internal audi-
tors should assess and evaluate internal controls. This chapter introduces online 
continuous monitoring tools that internal auditors should consider a key CBOK 
knowledge area.

 12. Control Self‐Assessments and Internal Audit Benchmarking. The IIA has 
developed some extensive criteria for internal auditors at any level to look at what 
they are doing at a point in time and then to make an assessment of that work. The 
chapter describes these processes as well as guidance for improving and reviewing 
the quality of internal audit work.

 13. Areas to Audit: Establishing an Audit Universe and Audit Programs. There 
are a wide variety of areas in any enterprise that are potential candidates for review, 
but internal auditors should tailor that list down to what is generally known as an 
audit universe. The chapter provides some guidance on how to build and assess 
potential review areas necessary to plan and perform internal audits.

Part Four: Organizing and Managing Internal Audit Activities. The five 
chapters in this part discuss the process of launching, performing, and completing 
internal audits.

 14. Charters and Building the Internal Audit Function. Best practices here cover 
the building and managing of an effective internal audit function. The chapter’s 
theme is on how a new enterprise would launch and build its own internal audit 
function, including an audit committee–approved audit charter.

 15. Managing the Internal Audit Universe and Key Competencies. Beyond the 
knowledge and technical skills involved in understanding the COSO internal control 
framework and IT general controls, internal auditors must possess some core key 
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competencies, such as interviewing and writing skills. These apply to all levels of an 
internal audit function, ranging from audit management to audit staff members. The 
chapter will focus on some necessary CBOK skills for all levels of internal auditors.

 16. Planning Audits and Understanding Project Management. Whether building 
an audit schedule for an upcoming fiscal period or planning a specific audit engage-
ment, internal auditors at all levels need to have an understanding of good project 
management techniques. This chapter discusses project management for internal 
auditors.

 17. Documenting Audit Results through Process Modeling and Workpapers. 
As another specialized internal audit skill, internal auditors need efficient and cost‐
effective procedures to review and document overall business processes of all types. 
While many alternatives are available, this chapter will introduce some good inter-
nal audit–based approaches to understand various processes and then to document 
that work through audit workpapers.

 18. Reporting Internal Audit Results. Reporting the results of audit work as well as 
developing recommendations for corrective actions is a major task. Whether reports 
are developed in hard‐ or soft‐copy formats, this chapter will suggest approaches 
and guidelines for producing them effectively.

Part Five: Impact of Information Systems on Internal Auditing. Internal 
auditors must know how to evaluate IT controls as well as how to use IT in performing 
their internal audits. The six chapters in this part outline some important internal audit 
IT–related CBOK areas.

 19. ITIL® Best Practices, the IT Infrastructure, and General Controls. The 
chapter will explain processes for reviewing IT general controls, the overall con-
trols that cover the IT infrastructure and all aspects of IT operations. In addition, 
the chapter will introduce the Information Technology Infrastructure Library 
(ITIL®), an internationally recognized set of best practices that promote a partner-
ship between business operations and IT functions, and explain why knowledge of 
ITIL® is important for internal auditors.

 20. BYOD Practices and Social Media Internal Audit Issues. The growth of the 
Internet, the Internet‐based nature of many systems today, and our increasing per-
sonal use of smartphones and tablet devices have introduced many changes in the 
manner that IT systems are managed and controlled. This chapter discusses some 
of the issues from an internal audit perspective and areas where internal auditors 
should develop a good CBOK understanding.

 21. Big Data and Enterprise Content Management. The growth of massive IT sys-
tems coupled with legal and government requirements to capture and return this 
system data has led to the environment known as big data. This chapter discusses 
some internal control concerns in this environment as well as some internal audit 
knowledge needs.

 22. Reviewing Application and Software Management Controls. In addition 
to the general controls covering IT operations, internal auditors need to under-
stand how to review internal controls covering specific applications ranging from 
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local‐office handheld and desktop procedures to larger enterprise‐wide applica-
tions. This chapter will introduce some internal audit knowledge areas and some 
IT audit best practices.

 23. Cybersecurity, Hacking Risks, and Privacy Controls. IT security and privacy 
issues are major knowledge areas that often require specialized technical skills 
beyond those of many internal auditors. However, this chapter will introduce some 
fundamental security and privacy control concepts as well as some basic internal 
auditor knowledge requirements in this area.

 24. Business Continuity and Disaster Recovery Planning. Concepts such as 
backing up major computer files have a long internal audit–related history, with 
the objective of allowing the restoration of operations in the event of a calamitous 
interruption in IT services. This chapter will look at an expanded view of continu-
ity planning with an emphasis on tools and procedures to get the business back in 
operation.

Part Six: Internal Audit and Enterprise Governance. The four chapters in 
this part go beyond just internal audits and discuss the relationship of an internal audit 
function with its board audit committee as well as the importance of such areas as 
governance, risk, and compliance (GRC) issues, ethics and whistleblower procedures, 
and fraud investigations.

 25. Board Audit Committee Communications. Internal audit functions report to 
their board of directors’ audit committees, per SOx rules. While this is very much 
an audit management responsibility, all internal auditors need to have a better 
understanding of their roles and responsibilities with regard to the audit committee.

 26. Ethics and Whistleblower Programs. SOx requirements and other good enterprise 
governance practices call for these types of programs. There are many areas described 
here where internal audit can help make strong improvements to operations.

 27. Fraud Detection and Prevention. Understanding how to recognize and detect 
fraud is an important internal audit skill. This chapter will discuss some basic fraud 
understanding techniques for internal auditors.

 28. Internal Audit GRC Approaches and Other Compliance Requirements. 
There are numerous compliance rules impacting today’s enterprises, but the over-
all concept of strong and effective GRC principles is particularly important. This 
chapter will provide internal auditors with some of the more important of these 
concepts for enterprise governance purposes.

Part Seven: The Professional Internal Auditor. The two chapters in this part 
focus on professional certifications for internal auditors—important career objectives—
as well as internal audit’s role as an internal consultant to its enterprise organization.

 29. Professional Certifications: CIA, CISA, and More. Certifications such as the 
IIA’s Certified Internal Auditor (CIA) are important for building professional creden-
tials. This chapter will look at some of the more important certifications of interest 
to internal auditors, along with their requirements.
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 30. The Modern Internal Auditor as an Enterprise Consultant. Until very recent 
times, IIA standards prohibited internal auditors from acting as consultants in the 
same areas where they were performing internal audits. Revised IIA standards now 
allow an internal auditor to act as a consultant to his or her enterprise, and this 
chapter will discuss this internal audit role and responsibility.

Part Eight: The Other Sides of Auditing: Professional Convergence. The final 
part will conclude with four chapters on the importance of quality assurance audit-
ing and the impact of International Organization for Standardization (ISO) standards 
on internal auditors. In addition, we will conclude by summarizing our internal audit 
CBOK.

 31. Quality Assurance Auditing and ASQ Standards. The more production‐ and 
process‐oriented American Society for Quality (ASQ) has its own internal audit sec-
tion with audit procedures that are close to but not the same as IIA internal audit 
standards. We expect more professional convergence here going forward, and the 
chapter will discuss ASQ internal auditing procedures and their similarity to IIA 
materials.

 32. Six Sigma and Lean Techniques for Internal Audit. Enterprises worldwide 
have adopted techniques, such as Six Sigma, to create all levels of operational effi-
ciencies. The chapter will look at several that should be important knowledge areas 
for internal auditors and will consider how some of these programs can be used to 
enrich and expand internal audit activities.

 33. ISO and Worldwide Internal Audit Standards. ISO quality systems standards 
are becoming increasingly important to most enterprises as they operate on a 
worldwide basis. This chapter will discuss the ISO process and will review some of 
the more important of these to internal auditors, no matter where they are work-
ing. The chapter will look at some important differences in internal auditing and 
other related global standards and will discuss the impact of internal accounting 
standards on all internal auditors. Although the IIA got its start as primarily a 
U.S.‐based organization, it has now expanded to become truly global.

 34. A CBOK for the Modern Internal Auditor. This final chapter will summarize 
the various topics from other chapters that highlight areas where internal auditors 
should have a strong knowledge, as well as others calling for a good general but less 
specific understanding. The result is our proposed internal audit CBOK.

While some topics and issues may change over time, with this eighth edition we 
are taking a stronger and more focused view on the knowledge areas that are essential 
to being a successful and outstanding internal auditor today.
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1             CHAPTER   ONE             

 Signifi cance of Internal Auditing 
in Enterprises Today: An Update                                 

 THE PROFESSION OF AUDITING HAS been with us for a long time. Mesopo-
tamian scribes in around 3000 BC utilized elaborate systems of internal controls 
using stone documents that contained ticks, dots, and checkmarks. Auditing has 

evolved over the millennia, and today we generally think of two basic types of business 
enterprise auditors: external and internal. An external auditor is chartered by a regula-
tory authority, with authority to visit an enterprise or entity to independently review 
and report on the results of that review. Those reviews generally cover fi nancial state-
ments but may involve other compliance areas. In the United States, fi nancial external 
auditors are Certifi ed Public Accountants (CPAs), who are state‐licensed and follow 
the standards of the American Institute of Certifi ed Public Accountants (AICPA;  www
.aicpa.org ). However, there are many other types of external auditors in fi elds such as 
medical equipment devices, television viewer ratings, and multiple governmental areas. 

 Internal auditing, as discussed throughout this book, is a broader and often more 
interesting fi eld. As an employee or member of an enterprise, an internal auditor inde-
pendently reviews and assesses operations in a wide variety of areas, such as accounting 
offi ce procedures, information technology systems controls, or manufacturing quality 
processes. Most internal auditors follow high‐level standards established by their prime 
professional enterprise, the Institute of Internal Auditors (IIA;  www.theiia.org ), but 
there are many different practices and approaches to internal auditing today due to its 
worldwide nature and wide range of auditing activities. 

 The primary objective of this book is to defi ne and describe internal auditing as 
it is or should be performed today—modern internal auditing—as well as to describe 
a   common body of knowledge (CBOK)   for internal auditing. Because of modern internal 
auditing’s many variations and nuances, the chapters following describe and discuss 
it in terms of this CBOK, the key tools and knowledge areas that all internal auditors 
should generally use in their internal audit activities or at least know, as well as some 
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other knowledge areas where internal auditors should have at least a good general 
understanding. These are the common practices that are essential to the profession of 
modern internal auditing.

An effective way to begin to understand internal auditing and its key CBOK areas 
is to refer to the internationally recognized internal audit professional organization, the 
IIA, and its published professional standards that define the practice:

Internal auditing is an independent appraisal function established within 
an organization to examine and evaluate its activities as a service to the 
 organization.

This statement becomes more meaningful when one focuses on its key terms. Audit-
ing suggests a variety of ideas. It can be viewed very narrowly, such as the checking of 
arithmetical accuracy or physical existence of accounting records, or more broadly as 
a thoughtful review and appraisal at the highest organizational level. Throughout this 
book, the term auditing will be used to include this total range of levels of service, from 
detailed checking to higher‐level appraisals. The term internal defines work carried on 
within an enterprise, by its own employees, in contrast to external auditors, outside 
public accountants, or other parties such as government regulators who are not directly 
a part of the particular enterprise.

The remainder of the IIA’s definition of internal auditing covers a number of impor-
tant terms that apply to the profession:

 ■ Independent is used for auditing that is free of restrictions that could significantly 
limit the scope and effectiveness of any internal auditor review or the later reporting 
of resultant findings and conclusions.

 ■ Appraisal confirms the need for an evaluation that is the thrust of internal auditors 
as they develop their conclusions.

 ■ Established confirms that internal audit is a formal, definitive function in the modern 
enterprise.

 ■ Examine and evaluate describe the active roles of internal auditors, first for fact‐ 
finding inquiries and then for judgmental evaluations.

 ■ Its activities confirm the broad jurisdictional scope of internal audit work that applies 
to all of the processes and activities of the modern enterprise.

 ■ Service reveals that the help and assistance to the audit committee, management, and 
other members of the enterprise are the end products of all internal auditing work.

 ■ To the organization confirms that internal audit’s total service scope pertains to the 
entire enterprise, including all personnel, the board of directors, and their audit 
committee, stockholders, and other stakeholders.

As a small terminology point, the chapters following will generally use the term 
enterprise to refer to the whole company or business, and the term organization or function 
to reference an individual department or unit within an enterprise. In the chapters to 
come, we describe a variety of other terminology and usage conventions as we discuss 
a CBOK for internal auditing and internal audit professionals.
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 Internal auditing should also be recognized as an organizational control within an 
enterprise that functions by measuring and evaluating the effectiveness of other con-
trols. When an enterprise establishes its planning and then proceeds to implement its 
plans in terms of operations, it must do something to monitor the operations to assure 
the achievement of its established objectives. These further efforts can be thought of 
as  controls.  While the internal audit function is itself one of the types of controls used, 
there is a wide range of other organization‐ or function‐level controls. The special role 
of internal audit is to help measure and evaluate those other controls. Thus internal 
auditors must understand both their own role as control function and the nature and 
scope of other types of controls in the overall enterprise. 

 Internal auditors who do their job effectively become experts in what makes for 
the best possible design and implementation of all types of controls and preferred prac-
tices. This expertise includes understanding the interrelationships of various controls 
and their best possible integration in the total system of internal control. It is thus 
through the internal control door that internal auditors come to examine and evalu-
ate all organization activities and to provide maximum service to the overall enterprise. 
Internal auditors cannot be expected to equal, let alone exceed, the technical and opera-
tional expertise pertaining to the many various activities of an enterprise. However, they 
can help the responsible individuals achieve more effective results by appraising existing 
controls and providing a basis for helping to improve them. In addition, because internal 
auditors often have a good knowledge and understanding of many organizational units 
or special activities within a total enterprise, their levels of understanding often exceed 
those of other people.   

 1.1 INTERNAL AUDITING HISTORY AND BACKGROUND 

 The need for effective control processes created the concept of internal auditing. Despite 
its ancient roots, however, internal auditing was not recognized as an important process 
by many enterprises and their external auditors until the 1930s. This recognition was 
primarily due to the establishment of the U.S. Securities and Exchange Commission 
(SEC) in 1934 and changing external audit objectives and techniques at that time. The 
United States as well as the rest of the world had just gone through a major economic 
depression. As a legislative corrective action, the SEC required that all enterprises reg-
istered with it must provide fi nancial statements certifi ed by independent auditors. This 
requirement also prompted corporations to establish internal auditing departments, but 
with the objective primarily to assist their independent auditors. At that time, external 
fi nancial auditors were focused on expressing an opinion on the fairness of an enter-
prise’s fi nancial statements rather than on detecting internal control weaknesses or 
even clerical errors. The SEC rules precipitated auditing based on a limited sample of 
transactions, along with greater reliance on internal control procedures. 

 At that time, internal auditors were primarily concerned with checking accounting 
records and detecting fi nancial errors and irregularities and often were little more than 
shadows or assistants to their independent external auditors. Walter B. Meigs, writing 
about the status of internal auditors during the 1930s, observed that “internal auditors 
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were either clerks assigned to the routine task of a perpetual search for clerical errors in 
accounting documents, or they were traveling representatives of corporations having 
branches in widely scattered locations.”1 Those early internal auditors were often little 
more than clerical helpers who carried out routine accounting reconciliations or served 
as clerical support personnel. Vestiges of this old definition of internal auditing contin-
ued in some places even into the early 1970s. For example, in many retail organizations 
in the 1970s, the “auditors” were the people who balanced cash registers (remember 
those?) at the close of the business day.

Although other voices said something should be done to improve and better uti-
lize the potential of internal auditors, things really got started after Victor Z. Brink 
completed his college thesis on internal auditing just before going off to serve in World 
War II. After the war ended, Brink returned to organize and head internal auditing for 
Ford Motor, and his college thesis was published as the now long‐out‐of‐print first edi-
tion of Modern Internal Auditing.

About that same time, in 1942, the IIA was launched. Its first chapter was started 
in New York City, with Chicago soon to follow. The IIA was formed by people who had 
been given the title of internal auditor by their enterprises and wanted to both share 
their experiences and gain knowledge with others in this new professional field. A pro-
fession was born that has undergone many changes over the years and has resulted in 
the multifaceted profession of the modern internal auditor discussed in this book.

The typical business enterprise of the 1940s, when modern internal auditing was 
just getting started, required a very different skill set than today. For example, aside from 
some electromechanical devices and activities in research laboratories, digital computer 
systems did not exist. Enterprises had no need for computer programmers until these 
machines started to become useful for record‐keeping and other computational and 
accounting functions. Similarly, enterprises had very rudimentary telephone connec-
tions where switchboard operators routed all incoming calls to a limited number of 
desktop telephones. Today, we are all connected through a vast, automated worldwide 
web of often wireless telecommunications and the Internet. The increasing complexity 
of modern business and other enterprises has created the need for internal auditors to 
become ever‐greater specialists in various business controls. We can also better under-
stand the nature of internal auditing today if we know something about the changing 
conditions in the past and the different needs those changes created. What is the sim-
plest or most primitive form of internal auditing and how did it come into existence? 
How has internal auditing responded to changing needs?

At its most primitive level, a self‐assessment or internal auditing function can exist 
when any single person sits back and surveys something that he or she has done. At 
that point, the individual asks himself or herself how well a particular task has been 
accomplished, and perhaps how it might be done better. If a second person is involved 
in this activity, the assessment function would be expanded to include an evaluation 
of that second person’s participation in the endeavor. In a small business, the owner or 
manager will be doing this review to some extent for all enterprise employees. In all of 
these situations, the assessment or internal audit function is being carried out directly as 
a part of a basic management role. However, as the operations of an enterprise become 
more voluminous and complex, it is no longer practicable for the owner or top manager 
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to have enough contact with all operations to satisfactorily review the effectiveness of 
enterprise performance. These responsibilities need to be delegated.

Although this hypothetical senior manager could build a supervisory system to try 
to provide a personal overview of operations, he or she will find it increasingly difficult to 
know whether the interests of the enterprise are being properly served as the enterprise 
grows larger and more complex. Are established procedures being complied with? Are 
assets being properly safeguarded? Are the various employees functioning efficiently? 
Are the current approaches still effective in the light of changing conditions?

The ultimate response to these questions is that the manager must obtain further 
help by assigning one or more individuals to be directly responsible for reviewing activi-
ties and reporting on the previously mentioned types of questions. It is here that the 
internal auditing activity comes into being in a formal and explicit sense. The first inter-
nal auditing assignments usually originated to satisfy very basic and sharply defined 
operational needs. The earliest special concern of management was whether the assets 
of the enterprise were being properly protected, whether company procedures and poli-
cies were being complied with, and whether financial records were being accurately 
maintained. There was also considerable emphasis on maintenance of the status quo. 
To a great extent, this internal auditing effort can be viewed as a closely related exten-
sion of the work of external auditors.

The result of all of these factors was that the early internal auditors were viewed as 
playing a narrow role in their enterprises, with relatively limited responsibility in the 
total managerial spectrum. Their body of knowledge needs were increasing. An early 
internal auditor was viewed as a financially oriented checker of records and more of a 
police officer than a coworker. In some enterprises, internal auditors once had major 
responsibilities for reconciling canceled payroll checks with bank statements or check-
ing the mathematics in regular business documents. As mentioned, internal auditors 
in smaller retail enterprises are often still responsible for reconciling daily cash sales to 
recorded sales receipts.

Understanding the history of internal auditing is important because this old image 
of internal auditors still exists to some extent in various places in the world. This is so 
even though the character of the internal auditing function is now very different. Over 
time, the operations of various enterprises increased in volume and complexity, creating 
managerial problems and new pressures on senior management. In response to these 
pressures, many senior managers recognized the possibilities for better utilization of 
their internal auditors. Here were individuals already set up in an enterprise internal 
audit function, and there seemed to be every good reason for getting greater value from 
them with relatively little increase in cost.

Internal auditors perceived these opportunities and initiated new types of services 
themselves. Thus they gradually took on broader and more management‐oriented respon-
sibilities in their work efforts. Because internal auditing was initially largely accounting‐
oriented, this upward trend was felt first in the accounting and financial‐control areas. 
Rather than just report the same accounting‐related exceptions, such as some item of 
documentation lacking a supervisor’s initial, internal auditors now usually questioned 
the overall control processes they were reviewing. Subsequently, internal audit valuation 
work began to be extended to include many nonfinancial areas in the enterprise.
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New business initiatives, such as the COSO (Committee of Sponsoring Organiza-
tions) internal control framework discussed in Chapters 3 and 4 or the Sarbanes‐Oxley 
Act (SOx) requirements, highlighted in Chapter 5, have caused a continuing increase in 
the need for the services of internal auditors. In addition, internal auditors today should 
be very much interested in governance, risk, and compliance (GRC) issues that are 
emphasized in our chapters on COSO internal controls and discussed in other chapters.

Internal auditors in past years often felt that fraud detection and prevention were not 
their responsibility but were an issue for legal authorities. Similarly, risk management 
in the past was often viewed as a concern only for the insurance department and not 
internal audit. But the profession has changed, and an understanding of both of these 
issues should be part of an internal auditors’ common body of knowledge; risk manage-
ment is discussed in Chapter 7, and fraud detection and prevention in Chapter 27.

Ethics and social responsibility issues are another concern for the modern inter-
nal auditor and are discussed in Chapter 26. As a result of these new pressures, the 
skills and services of internal auditors have become more important to all interested 
parties. There are now more and better‐qualified internal auditing personnel and a 
higher level of enterprise status and importance attached to the position. The IIA has 
grown from its first New York City, 25‐member charter chapter in 1942 to an inter-
national association with about 150,000 members and hundreds of local chapters 
worldwide. At the same time, the importance of internal audit has been recognized 
by external auditors through their auditing standards, as discussed in Chapter 9. The 
internal audit profession has reached a major level of maturity and is well positioned 
for continuing dynamic growth.

Internal auditing today involves a broad spectrum of types of operational activity 
and levels of coverage. Today, internal audit’s role is constantly being redefined. Inter-
nal auditing has moved beyond being a staff activity often roughly tied to the control-
ler’s department, to a function reporting to the audit committee of the board, and SOx, 
discussed in Chapter 5, has been a major driver of change for internal auditors in the 
United States and worldwide. While they once had a nominal reporting relationship to 
the audit committee of the board, SOx has strengthened and formalized that reporting 
relationship. However, in some other enterprises, internal audit continues to function at 
just a routine compliance level. In other situations, it still suffers from being integrated 
too closely with regular accounting activities and limits virtually all of its audit work to 
strictly financial areas. These are all exceptions that do not reflect the potential capabili-
ties of modern internal auditors. They may also reflect a lack of progressive attitudes in 
the overall enterprise.

Today, internal audit has expanded its activities to all operational areas of the mod-
ern enterprise and has established itself as a valued and respected part of the senior 
management resources. The modern internal auditor is formally and actively serving 
the board of directors’ audit committee, and the person responsible for an internal audit 
function, the chief audit executive, today has direct and active communication with the 
audit committee. This situation reflects major progress in the scope of internal audit’s 
coverage and level of service to all areas of the enterprise. The internal auditing profes-
sion itself, through its own self-development and dedication, has contributed to this 
progress and has set the stage for a continuing upward trend.
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 1.2 MISSION OF INTERNAL AUDITING 

 Management authors over the years have talked about the need for and importance of 
enterprises and organizations at all levels to establish formal   mission statements   to help 
management and all members of the enterprise team set consistent goals in their activi-
ties. Formal mission statements are an important and now well‐recognized concept. 
This author in past editions of this book has talked about the importance of mission 
statements and how internal auditors should look for them when reviewing enterprise 
operations. 

 However, many internal audit professionals and certainly this author did not give 
suffi cient attention to the fact that internal auditors lacked their own mission state-
ment. Perhaps the defi nition of internal auditing and internal auditors’ long history 
of reviewing internal controls and assisting management with its recommendations 
caused internal auditors themselves to assume that their mission is understood by all. 

 The internal auditors’ professional organization, the IIA, has now decided that all 
internal auditors need to have a mission statement that supports the profession. The IIA 
ties internal audit standards and other important internal auditing attributes into what 
is called the   International Professional Practices Framework (IPPF)  , an effort to bring stan-
dards and other internal audit attributes together. The mission of internal auditing is: 

 To enhance and protect organizational value by providing stakeholders with 
risk‐based objective and reliable assurance, advice and insight.   

 These are valuable concepts to help understand the role and importance of internal 
auditing that we will reference in the chapters going forward. The purpose of this inter-
nal auditing mission statement is to provide internal auditors with a clear understand-
ing of what they should aspire to achieve in their enterprises. Along with the defi nition 
of internal auditing introduced in this chapter, internal audit standards from Chapter   9  , 
and other materials in the following chapters, this mission statement should help them 
better understand their roles. An understating of this internal audit mission statement 
is a strong internal audit CBOK requirement.   

 1.3 ORGANIZATION OF THIS BOOK 

 The object of this book is to defi ne the practice of modern internal auditing as it exists 
today and to describe a common body of knowledge (CBOK) for the profession. While we 
generally think of an internal auditor as a professional affi liated with the IIA and its stan-
dards, he or she is really a larger, broader person today. Many enterprises have a paral-
lel—almost a shadow—group of quality auditors who primarily follow the internal audit 
standards of the American Society for Quality (ASQ;  www.asq.org ). These are internal 
auditors with different backgrounds but similar approaches to IIA‐background internal 
auditors; we should hopefully see greater convergence of these two in the years ahead. 

 This book’s 34 chapters endeavor to defi ne the practice of modern internal auditing 
today and to describe an internal audit CBOK. Relying on the internal auditing insights 
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and a heritage, going back to   Victor Brink  ’s earliest editions, but with a focus on new 
and evolving trends and technologies, the chapters are organized into eight parts or 
sections as discussed in Chapter   2  . 

 The chapters following defi ne a professional CBOK for internal auditors, the areas 
that all internal auditors should know and understand. When Victor Brink developed 
this fi rst edition many years ago, he was defi ning a modern internal auditor as a new 
and important professional who was more than just an external auditor’s helper. How 
the profession has grown and changed! Our modern internal auditing CBOK empha-
sizes the roles and responsibilities of today’s modern internal auditor. It is our objective 
that the materials in the following chapters will help all internal auditors to gain 
knowledge and expertise in this profession and for management and others to better 
understand the practice of modern internal auditing.   

 NOTE   

   1.  Walter B. Meigs,  Accounting Review  35, no. 2 (April 1960): 377.   
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2                                                        CHAPTER   TWO                 

 An Internal Audit Common 
Body of Knowledge                       

 INTERNAL AUDIT PROFESSIONALS CONSTANTLY ENCOUNTER areas where 
they are expected to gain personal and professional knowledge to assist them in per-
forming internal audits. These knowledge areas come from industry developments, 

standards changes introduced by the Institute of Internal Auditors (IIA) or others, 
technology changes such as use of new Internet Web services, or just good ideas devel-
oped from other internal auditors through the IIA’s “Progress through Sharing” motto. 
Some of this knowledge comes from learning more about industry‐specifi c regulatory 
requirements; other ideas are just good ways to make internal audits more effective and 
effi cient. The bottom line, though, is that internal auditors at all levels are expected to 
have knowledge in a wide variety of areas, some unique to an individual enterprise or 
product area and others covering the general practice of internal auditing. There are 
a lot of knowledge area needs, and a new internal auditor might ask, “What do I need 
to know to become an experienced, qualifi ed, and well‐recognized internal auditor?” 

 Over time experienced internal auditors have given differing answers to this ques-
tion. Victor Brink in the fi rst edition of this book introduced a variety of internal audit 
knowledge areas, but that was before the days of information technology (IT) systems 
and processes, the Internet, and the massive changes in world businesses over the last 
60‐plus years. Other authors have tried to defi ne internal auditor knowledge require-
ments, and this author certainly tried to explain many internal audit knowledge areas 
in the previous editions of this book. However, until our seventh edition, there was no 
recognized minimal set of   internal audit knowledge requirements  . That is, there had been 
no published   common body of knowledge (CBOK)   for the professional of internal auditing. 

 This lack of a CBOK for the professional practice of internal auditing was recognized 
by William G. Bishop III, CIA (Certifi ed Internal Auditor), who served as president of 
the IIA from 1992 until his untimely death in 2004. Subsequent to Bishop’s death, the 
IIA recognized this need for a CBOK for the profession and contracted with a team of 
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researchers to survey the practices that might defi ne such a CBOK for internal auditing. 
The results of their efforts to date will be discussed later in this chapter. 

 Given this book’s historical background and ongoing attempts to describe all 
aspects of the profession of internal auditing, “A Common Body of Knowledge” was 
the subtitle and a major theme for the prior, seventh edition, and even more so for this 
one. The following chapters describe the major common knowledge requirements for 
today’s modern internal auditor—some of these are areas where an internal auditor 
must  have a strong knowledge and understanding. Others are areas where an internal 
auditor  should  develop a good general awareness. An example of the former is Chapter   9   
on internal audit professional standards. That is an essential internal must-have  
knowledge area. Other topics, such as Chapter   32   on Six Sigma and what are called 
lean techniques, cover areas where an internal auditor should have a good general 
awareness. Taken together, however, the following chapters defi ne an internal audit-
ing common body of knowledge.   

 2.1 WHAT IS A CBOK? EXPERIENCES FROM OTHER 
PROFESSIONS 

 Business and professional terms and acronyms are often used and reused so often that 
we sometimes miss their true meanings. The phrase  common body of knowledge  falls 
in that category. A CBOK for any profession defi nes the minimum level of profi ciency 
needed for effective performance within that profession. Rather than embodying all the 
knowledge domains that a practitioner, such as an internal auditor, might need in order 
to be viewed as an expert in that profession, a CBOK focuses on the minimal knowledge 
needed by any professional in that discipline to perform effectively. 

 A Web search for “CBOK” on Google or other search engines gives references to mul-
tiple professional organizations that have developed or attempted to develop their own 
CBOKs. For example, the Association of Business Process Management Professionals 
International (ABPMP;  www.abpmp.org ), a relatively small professional organization 
with roots in the European Union, has released its own CBOK and published several 
guidance books describing its approach. 

 The Bank Administration Institute (BAI;  www.bai.org ) also has released a CBOK for 
banking industry risk professionals. With risk management an important knowledge 
area of banking, BAI felt that a CBOK was necessary to defi ne knowledge needs and 
expectations for banking professionals specializing in that area. Knowledge and an 
understanding of the areas described in this CBOK have enhanced the professional cred-
ibility of some professionals. Sometimes, however, the development of a CBOK started as 
a good idea that fi zzled out for lack of funding or interest. The once‐prominent Institute 
for the Certifi cation of Computer Professionals (ICCP)  1   had attempted to develop its own 
IT‐oriented CBOK, but IT processes and knowledge areas move faster than any group 
has been able to document and describe. Never really fully launched, the ICCP CBOK is 
little more than a historical footnote on the Web today. 

 Other professional organizations have dubiosly added the “BOK” suffi x onto a 
set of practices common to their profession. For example, the Project Management 
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Institute (PMI) has published a set of knowledge requirements for project managers, 
its Project  Management Body of Knowledge (PMBOK).  2   Many specialized professional 
organizations have tried to capture all of the terms or concepts that a professional 
operating in that fi eld should know. Even the U.S. Department of Homeland Security 
has developed an IT‐based cybersecurity standard that they call the Essential Body 
of Knowledge (EBK).  3   

 The formats and contents of these various published BOK documents vary. Some 
are little more than fairly general outlines, while others are very detailed descrip-
tions of specifi c knowledge areas where a professional will be expected to have some 
skills or to operate. The PMI’s PMBOK is a good example of what a professional should 
expect in a body of knowledge compendium. The guide breaks down all elements of 
the project management process, describing inputs, tools, and techniques, and then 
outputs for each element. The elements are then linked to other activities in the project 
management process. Knowledge or understanding is an important internal audit 
skill, whether it is planning a comprehensive plan of internal audits over the year or 
outlining the requirements and tasks for a specifi c audit. Chapter   16   on understanding 
project management references this PMI PMBOK as part of an internal audit CBOK 
requirement area. 

 No type of published CBOK can simply stand by itself, no matter how detailed its 
descriptions. For internal auditors, a CBOK will cover a wide variety of internal audit–
specifi c practice areas, an understanding of general management practices, and some 
general application knowledge areas. These requirements must be considered or linked, 
as shown in Exhibit   2.1   . This concept should be considered for all published bodies of 
knowledge.    

    EXHIBIT   2.1    Relationship of a CBOK to Other Knowledge Areas 

General
Management
Knowledge
& Practices

Application
Area Knowledge

& Practice

Generally
Accepted

Internal Audit
Standards &

Best Practices

CBOK
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 2.2 WHAT DOES AN INTERNAL AUDITOR NEED TO KNOW? 

 Victor Brink’s fi rst edition of this book, way back in the 1940s, greatly expanded the 
profession of internal auditing and outlined many areas where this then‐new, develop-
ing profession can be a help to enterprises and to society. As business practices and 
technologies have changed over the years, Brink, in his fi rst several  early editions, and 
certainly this current author in subsequent editions, tried to introduce these newer, 
evolving areas that are important to today’s internal auditors. 

 The chapters following have combined these into areas that an internal auditor 
should know and others where there at least should be a good general understanding as 
an internal audit CBOK. We highlighted these topic areas in the preface to this book and 
will describe them in greater detail in the chapters to come. Does every internal auditor 
need to have a detailed understanding of all of the topics summarized in the preface? We 
would argue an answer of no, but we feel an internal auditor should develop a general 
understanding of essentially all the issues and topics we discuss. Some of these may be 
specialized, but an internal auditor must have at least an awareness of them. All inter-
nal auditors, and especially the new internal auditor, should be familiar with materials 
such as the Committee of Sponsoring Organizations (COSO) internal control framework, 
discussed in Chapter   3  , as well as Chapter   8  ’s discussion on planning and performing 
internal audits and Chapter   9   on the IIA internal audit standards. Other chapters may 
only point to areas where an internal auditor can gain some support information. How-
ever, internal auditors can use this material to gain a better understanding of the depth 
and breadth of modern internal auditing. 

 The more experienced internal auditor will specialize in some areas as well as 
gain more industry‐specifi c knowledge. Whether the enterprise manufactures heavy 
industrial equipment or provides fi nancial services, an experienced internal auditor 
should develop skills and knowledge of those specifi c areas. This can come from read-
ing industry‐specifi c publications, attending trade shows, or just listening, listening, 
and more listening. After gaining that industry‐specifi c knowledge, an internal auditor 
should be able to use some of this knowledge to merge with internal audit principles, as 
appropriate, discussed in the chapters to come. 

 It is an objective of this book that internal auditors at all levels gain an 
 understanding—albeit sometimes just a very general understanding—of some of the 
many topic areas that impact the profession of internal auditing. When encountering 
a topic such as ITIL® internal control concerns, an internal auditor should be able to 
turn to the index of this book and fi nd some general information on ITIL®, as discussed 
in Chapter   19  , as well as some ITIL®‐related internal audit issues.   

 2.3 AN INTERNAL AUDITING CBOK 

 The fi eld of internal auditing is very broad, and this book covers what are the most 
important knowledge areas for today’s modern internal auditor. These include both 
topics where it is essential that today’s modern internal auditor have a strong under-
standing and knowledge to use and apply in internal audit activities and other areas 
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where an internal auditor should have a general knowledge. These CBOK areas come 
from industry developments, standards changes introduced by the Institute of Internal 
Auditors (IIA) or others, technology developments such as audit issues surrounding 
the use of wireless and cloud computing, and other well‐recognized practices developed 
from internal auditors worldwide through the IIA’s “Progress through Sharing” motto. 
Some of this internal audit knowledge comes from an understanding of industry‐specific 
regulatory requirements as well as just good ideas to make internal audits more effec-
tive and efficient. The bottom line, though, is that internal auditors at all levels should 
have knowledge in a wide variety of areas, some unique to an individual enterprise or 
product area, and others covering the general practice of internal auditing. There are 
a lot of knowledge area needs, and a new internal auditor might ask, “What do I need 
to know to become an experienced, qualified, and well‐recognized internal auditor?”

This author first was exposed to this profession by enrolling in a 1975 evening hours 
college course on internal auditing in Minneapolis taught by Leon Radde, while work-
ing as an IT systems analyst for the computer manufacturer Sperry UNIVAC. Radde, 
who went on to become the IIA’s chairman of the board, used Larry Sawyer’s book4 to 
introduce him to the topic, and this author used that internal audit knowledge to join a 
team that launched  a worldwide IT audit practice first for Sperry. As the author’s biog-
raphy shows, he went on to accept internal audit positions of increasing responsibility, 
became an author on his own, and then met with Victor Brink to write an earlier edition 
of this book. He has also been an active member of the IIA over the years, serving in IIA 
chapter leadership positions and speaking at conferences.

With a broad and continuing experience in many aspects of internal auditing, this 
edition and the seventh edition have assembled a wide range of internal auditing guid-
ance and information to develop this internal audit CBOK.

CBOK Requirements: Importance of Internal Controls

The four chapters in Part Two of this book introduce some common practices that 
are essential knowledge requirements for every internal auditor. Chapter 3 discusses 
how enterprises and their internal auditors went for many years without a clear and 
consistent understanding of the meaning and concept of internal controls. These defi-
nitions were resolved and clarified, however, through the Committee of Sponsoring 
Organizations (COSO) internal control framework, a three‐dimensional description or 
model of how an enterprise should organize and think of its internal controls. Origi-
nally launched as sort of best practices description of good internal controls, the COSO 
internal control framework has become first the U.S. and now a worldwide standard 
for defining and establishing good internal controls. Whether operating in an industry 
environment, as an IT specialist internal auditor, or in not‐for‐profit or governmental 
sectors, every internal auditor should possess a CBOK understanding of the COSO inter-
nal control framework.

The COSO internal control framework was revised and updated in 2014, with the 
need for a greater emphasis on fraud management and understanding risks as well as 
evolving worldwide enterprise organizational structures. COSO is now supported by a 
set of 17 internal control principles, a key internal audit knowledge requirement. The 



16 ◾ An Internal Audit Common Body of Knowledge

c02 16 17 November 2015 4:14 PM

revised COSO framework and its supporting principles are introduced in Chapters 3 
and 4.

In the early part of this century, a series of major accounting frauds and business 
failures in the United States and elsewhere became a clarion call for external auditing 
and corporate governance reforms. The result was the Sarbanes‐Oxley Act (SOx) in 
the United States, discussed in Chapter 5. SOx defines mandatory rules and reporting 
standards for many enterprises, large and small, in the United States and worldwide. 
Although the SOx legislation is very broad and has regulations and rules in some areas 
that may be of little interest to most internal auditors, a knowledge and understanding 
of the SOx internal control review procedures should be a CBOK requirement for all 
internal auditors working at least with public corporations. In addition, all internal 
auditors should have general CBOK understanding of the SOx internal control and its 
corporate governance rules.

Chapter 6 introduces another very important internal control framework, the con-
trol objectives for IT, or COBIT. An internal control framework with origins tied to IT 
audit specialists, COBIT is important for all internal auditors because IT systems and 
processes are pervasive in all aspects of virtually every enterprise today. Whether opera-
tional, financial, or IT specialists, all internal auditors should have at least a high‐level 
CBOK understanding of the COBIT framework and how it might apply to their internal 
audit activities.

Part Two ends with a description of the COSO Enterprise Risk Management (COSO 
ERM) framework, a model to help understand and describe enterprise risk management. 
A basic understanding of the concepts and principles of risk management is important 
to internal auditors today, as support to assess various areas to review and make other 
internal audit decisions. Every internal auditor should have a high‐level CBOK under-
standing of COSO ERM as discussed in Chapter 7.

CBOK Requirements: Planning and Performing Internal Audits

Having a good knowledge and understanding of COSO internal controls helps an inter-
nal auditor to understand important basic principles, but an internal auditor needs the 
knowledge of how to plan and perform internal audits. The six chapters in Part Three 
include some of this CBOK background information, starting with Chapter 8 on per-
forming effective internal audits. The ability to plan and perform an individual internal 
audit is a key CBOK requirement.

A very strong understanding of the IIA’s International Standards for the Professional 
Practice of Internal Auditing is a very key internal audit CBOK requirement. These are the 
rules, summarized in Chapter 9, that outline how an internal auditor should launch, 
conduct, and manage any review, whether in an audit attest engagement or while serv-
ing as an internal consultant. These are internal audit’s marching orders, and a good 
knowledge and understanding of them is an essential CBOK requirement.

While its technical details can be a challenge for some internal auditors, all should 
have a CBOK high‐level of understanding of internal audit testing and evaluation 
procedures, including statistical and nonstatistical audit sampling, as discussed in 
Chapter 10. Internal auditors should know how to appropriately look at a body of audit 
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evidence, pull and review an appropriate sample from that evidence, and then make an 
audit decision and recommendations from that sample.

The modern internal auditor today should not always perform reviews as a one‐
time scheduled visit, but should take advantage of the automated processes that are 
installed in many enterprises and build continuous auditing processes where appropri-
ate, a CBOK knowledge and awareness need discussed in Chapter 11. Internal auditors 
should perform their reviews using what are called audit programs, documented steps 
covering the audit procedures to follow. Internal auditors at all levels should understand 
how to construct and use audit programs, to serve as a guide for constructing consistent 
internal audit reviews.

Chapter 12 covers another important area where internal auditors should perform 
self‐audits and to assess how peer groups are performing similar internal audit func-
tions. Called control self‐assessments and benchmarking, these are CBOK knowledge 
areas, and internal auditors should have a good CBOK understanding of them.

CBOK Requirements: Organizing and Managing Internal Audit 
Activities

Part Four covers important CBOK areas on managing and performing individual audits 
as well as other individual internal audit skills. For example, Chapter 14 discusses audit 
charters, the official enterprise audit committee authorizations of an internal audit func-
tion. Chapter 15 discusses some key internal audit effectiveness competencies. Both of 
these are CBOK areas essential for effective internal auditing.

Project management is presented and discussed in Chapter 16. Every internal audit 
project should be planned and organized in a well‐structured, consistent manner, and 
the chapter provides an overview of understanding project management—a CBOK gen-
eral knowledge requirement.

Chapter 17 covers an essential internal auditor CBOK area, documenting audit 
results through workpapers. Although detailed processes and techniques may vary 
from one internal audit function to another, all internal auditors should have the knowl-
edge and understanding of how to develop effective workpapers to describe individual 
audit activities.

Although formats can vary from one internal audit function to another, the ability 
to report internal audit results effectively is a key CBOK requirement. Although much 
of the effort in developing and delivering formal internal audit reports is often delegated 
to more senior members in the internal audit team, all internal auditors should have a 
strong CBOK understanding of the purposes and roles of their enterprise’s internal audit 
reports, as discussed in Chapter 18.

CBOK Requirements: Impact of Information Technology  
on Internal Auditing

Because IT processes are so critical to all areas of business operations today, the six 
chapters of Part Five describe some very important CBOK areas. Chapter 19 discusses 
performing IT general‐controls reviews as well the Information Technology Infrastruc-
ture Library (ITIL®) best practices for understanding and installing IT infrastructure 
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control procedures. These are CBOK areas in which every internal auditor should have 
a good general understanding.

Technology changes and handheld and wireless devices are common today both 
for enterprise applications and as internal auditor tools. Chapter 20 introduces inter-
nal control issues in this internal audit environment. Chapter 21 introduces two other 
newer, important and evolving internal control issues—what we call big data and 
enterprise content management. For years, internal auditors have recommended that 
IT applications have appropriate backups. Because systems and applications generate 
so much data today, internal auditors need to understand the management of these 
processes in a well‐controlled manner.

While the general controls that cover the overall IT function are important, inter-
nal controls covering specific IT applications are at least as crucial. For virtually all 
internal auditors, a CBOK understanding of these IT control concepts is particularly 
vital, as many IT applications and their internal control responsibilities have moved 
from traditional centralized IT functions to individual user‐managed controls. Internal 
auditors should have a good CBOK understanding of IT application controls as discussed 
in Chapter 22.

With our heavy reliance on IT applications and processes as well as the use of the 
Internet, networked applications, and IT resources, these same applications face a multi-
tude of security and privacy threats. Chapter 23 discusses cybersecurity and IT privacy 
controls. While IT security issues are often a very special and complex area, internal 
auditors should try to gain an overall high‐level CBOK understanding of cybersecurity 
internal control issues.

The last chapter in Part Five, Chapter 24, discusses business continuity planning 
and disaster recovery, areas where technology has made it much easier than in past 
years for an enterprise to save its IT‐stored data to recover operations after some unex-
pected event. Though this area was once very much the realm of IT specialist auditors, 
every internal auditor today should have a CBOK general understanding of continuity 
planning and recovery operations.

CBOK Requirements: Internal Audit and Enterprise Governance

Events such as the enactment of SOx, a growing recognition of the importance of 
enterprise‐level fraud, and other new laws have made many aspects of the business 
world increasingly complex and have added to an internal auditor’s CBOK needs. 
The four chapters in Part Six look at several areas where internal auditors should 
develop a CBOK understanding. Chapter 25 reviews internal audit communications 
and relationships with the board of directors’ audit committee. While this is a criti-
cal requirement, particularly for the CAE, all members of an internal audit func-
tion should have a general CBOK understanding of the role of the audit committee 
in internal audit operations, and especially that role in their own specific enterprise. 
In a similar sense, Chapter 26 discusses ethics and whistleblower programs, impor-
tant initiatives in many enterprises. Again, these are areas where internal auditors 
need to develop a good CBOK understanding of effective programs and why they are 
important to internal audit.
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Understanding basic fraud detection and prevention controls, as introduced in 
Chapter 27, should be a basic CBOK requirement for all internal auditors. This is an area 
where in past years internal auditors were not been expected to have the skills to look 
for fraud. While the typical internal auditor today may not be a Sherlock Holmes–level 
fraud investigator, all internal auditors should gain a good CBOK level of understanding 
of both the red flags that indicate a possibility of fraud and general internal audit fraud 
investigation review procedures.

Chapter 28 covers the importance of overall governance, reporting, and compliance 
(GRC) issues in today’s internal audit and internal controls environments. The chapter 
reviews the importance of GRC issues in general for the modern internal auditor, and 
looks at several U.S. laws—HIPAA and the Gramm‐Leach‐Bliley Act—that have some 
strong enterprise‐level compliance requirements. While U.S.‐based internal auditors 
should gain a CBOK general understanding of these and related compliance regulations, 
internal auditors worldwide should always develop similar CBOK understandings of the 
rules that govern compliance in their own countries and locations.

CBOK Requirements: Internal Auditor Professional Certifications

While it is certainly not an internal auditor CBOK requirement, all internal auditors 
should be aware of the more important and well‐recognized internal audit professional 
certifications. Chapter 29 reviews the requirements for several of these—the CIA and 
CISA certifications—and discusses some other related certifications as well.

Chapter 30 discusses the role of the internal auditor as an internal enterprise business 
consultant. A practice that was banned by internal audit standards until recent years, 
serving as an internal consultant can be an important role for internal audit and its enter-
prise organization in many situations. Internal auditors should have a good general CBOK 
understanding of the internal audit standards for serving as an enterprise consultant.

CBOK Requirements: Internal Auditing Professional Convergence

The last part of our CBOK requirements discussion introduces the need for internal audi-
tors to have a greater understanding of some internal audit issues that go beyond just 
IIA‐related internal auditing and its standards. For example, Chapter 31 introduces the 
area of quality internal auditing. These are internal audit procedures that are defined 
and described in the United States by the American Society for Quality (ASQ). All inter-
nal auditors should develop at least a CBOK understanding of the ASQ quality internal 
audit standards and procedures.

Related to ASQ quality audit procedures, Chapter 32 discusses two quality efficiency 
process methodologies: lean techniques and Six Sigma. Both are valuable internal con-
trol process improvement approaches that an internal auditor will most frequently 
encounter on the shop or production floor. However, an internal auditor working in a 
process or manufacturing systems environment should have a general CBOK awareness 
or understanding of these important methodologies.

Chapter 33 introduces International Organization for Standardization (ISO) inter-
national standards, with an emphasis on quality and IT management standards. These 
standards and the compliance efforts to meet them have been in place worldwide for 
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some years. They are increasingly appearing in U.S. environments, and internal audi-
tors who have worked in an IIA standards environment over the years should gain a 
greater CBOK understanding of these ISO standards and their supporting concepts. 

 Chapter   33   also very briefl y introduces some worldwide accounting and auditing 
standards. In particular, what are called international accounting standards have been 
preferred almost everywhere in the world, with the exception of the United States, where 
what have been called generally accepted accounting principles (GAAP) are used. Although 
it is not yet offi cial, the United States is now slowly moving from GAAP to the international 
standards. While this does not have a major impact on internal audit procedures, all inter-
nal auditors should gain a CBOK understanding of the implications of this change.    

 2.4 ANOTHER ATTEMPT: THE IIA RESEARCH 
FOUNDATION’S CBOK 

 Chapter   1   highlighted the origins of internal auditing and discussed how the profes-
sion has evolved from one of primarily accounting support and mathematical‐accuracy 
checking to today’s internal control evaluation specialists. The profession has come a 
long way. Following the IIA’s  International Standards for the Professional Practice of Internal 
Auditing,  described in Chapter   9  , internal auditors today work in corporate, not‐for‐
profi t, and governmental agencies worldwide. They work in all sizes of enterprises, in 
all industry areas, and under many different conditions. 

 Going beyond the IIA standards and some legal requirements for internal audit 
reviews, there had not been many defi ned rules of right and wrong guidance for internal 
audit practices. However, over the years, internal audit professionals have expressed a 
need to better formalize things and develop an internal audit CBOK. Although there 
had been several limited attempts to develop such a body of knowledge, the   IIA Research 
Foundation (IIARF)   contracted with a consulting group in 2007 to develop such a CBOK 
for the internal audit profession. This occurred at about the same time we were develop-
ing our CBOK for the prior, seventh edition of this book. The original 2007 IIARF CBOK 
was based on e-mail surveys and was called  A Global Summary of the Common Body of 
Knowledge .  5   

 The stated objective of this IIA consultant–led survey was to capture and describe 
the state of the internal auditing professional practices throughout the world, including: 

 ■    The knowledge and skills that internal auditors possess 
 ■    The skill and organizational levels used for the practice of internal auditing work 
 ■    The actual duties performed by internal auditors 
 ■    The structure of internal audit organizations 
 ■    The types of industries that practice internal audit 
 ■    The regulatory environment of various countries   

 The IIARF CBOK had the stated objective of documenting the unique value‐added 
role of internal auditing in enterprises throughout the world. It sought to better defi ne 
the profession of internal auditing and ensure that it remains a “vibrant and relevant 
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contribution to enterprises.” The IIA has stated that it plans to use the results of its not 
very well defined CBOK study to improve standards, procedures, and other offerings in 
future years in areas including revised internal audit certifications and examinations, 
revised standards, and other internal audit publications. However, at the time of this 
2015 publication, the organization has done essentially nothing to keep this concept 
alive.

The IIARF’s CBOK 2007 objective, however, was not a set of high‐level standards for 
performing internal audits, such as the approach used in the PMI’s PMBOK, discussed 
further in Chapter 16, or the Information Technology Infrastructure Library (ITIL®) 
best practices that can be found in Chapter 19. It did not cover areas where internal 
auditors should have a good knowledge as well as others where they should have aware-
ness, as will be presented in these chapters. Rather, the IIARF sought to gain a better 
knowledge of the current duties and activities of internal auditors in various IIA chap-
ter units worldwide and of individuals operating as heads of internal audit functions, 
including chief audit executives, audit managers, internal audit seniors/supervisors, 
staff members, and others affiliated with internal audit.

Although it was called a CBOK, the IIARF’s approach did not define or recommend 
internal audit common knowledge best practices but was based instead on internal audi-
tors’ responses to a questionnaire. Contractors developed a detailed survey form that 
was sent to some 9,000 individual internal audit functions around the world. The sum-
marized results provided a view of what internal audit departments—what the IIARF 
CBOK document calls Internal Auditing Activities (IAAs)—were doing as part of their 
work. Significantly, there was no split between IIARF CBOK’s defined IAAs in larger 
countries, such as the United States and the United Kingdom, and those in smaller‐
country internal audit functions.

The 2007 IIARF CBOK surveys were assembled similar to a consumer‐type sur-
vey where participants were asked to respond to questions based on a score ranging 
from 1 to 5 for each question. That is, a response of 5 meant the respondent strongly 
agreed to a survey question, 4 meant they somewhat agreed, and a 1 indicated that they 
strongly disagreed. The results were published as a single mean value of the various  
1‐to‐5 responses but with no standard deviation values to show the variances or ranges of 
those responses. For example, the IIRF CBOK study asked for responses to the statement 
“Your internal audit activity brings a systematic approach to evaluate the effectiveness 
of internal controls.” A reported 2,374 CAEs responded to this question, with a mean 
value of 4.35. Does this mean that some internal audit functions do not follow a system-
atic approach in their reviews of internal controls, and does such a response mean this 
is by design or default? If true, these would have been disturbing results.

A problem with these reported results is that we do not have any further informa-
tion to support the types of responses or the variances in the reported scores. While 
the CAE for an effective internal audit function would be expected to respond to such a 
question with a score of 5, the published CBOK begs the question of why a certain portion 
of CAEs report that their internal audit function did not have a “strongly agree” score of 
5 in place in response to the question about evaluating internal controls. Is it because 
a certain portion of internal audit functions are not very effective, or is it because of a 
natural tendency—this author is one of them—not to rate such a survey score on the 
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total high or low end of the range? From our perspective, this is a problem with many of 
the now obsolete IIARF CBOK’s reported responses. From CAEs to audit staff members, 
almost everything is reported with scores somewhat greater than 4.0 but less than 5.0. 
Three IIARF CBOK evaluation statements were ranked under 4.0 but above 3.5:

 1. Your internal audit activity brings a systematic approach to evaluate the effective-
ness of governance processes.

 2. The way your internal audit activity adds value to the governance process is 
through direct access to the audit committee.

 3. Compliance with the IIA’s International Standards for the Professional Practice of Inter-
nal Auditing is a key factor for your internal audit activity to add value to governance 
processes.

With all levels of respondents reporting relatively low scores for these three ques-
tions, there would appear to be some internal audit management concerns here. Of 
course, decoding responses to these types of statements is always problematic. To the 
second statement in the list, does this say that a large number of the CBOK respon-
dents do not feel their internal audit activities add value to their enterprise’s governance 
activities, that they do not have sufficient access to their audit committees, or both? One 
almost has the feeling that no one at the IIARF read their CBOK consultants’ study and 
asked some hard questions before its publication. There was much here contrary to the 
IIA CBOK guidance discussed in the following chapters.

The IIARF CBOK study was filled with some interesting survey results that showed 
what internal audit functions were doing across the world. If nothing else, this type 
of information will allow a CAE to assess whether his or her internal audit function is 
performing activities in line with other internal audit functions worldwide. We have 
extracted the results from two of CBOK’s published table results, but the interested 
reader should contact the IIARF to receive a copy of these IIRF CBOK results.

As an example of the IIARF’s CBOK reported materials, Exhibit 2.2 shows the 
relative internal audit usage, ranked both overall and by level of internal auditor, for a 
series of common internal audit tools and techniques. CBOK selected 15 internal audit 
tools and techniques and ranked them by their utilization. These important tools and 
techniques are also the basis for many of our chapters going forward. Not unexpectedly, 
the Internet and related e‐mail processes were then found to be the most important 
internal auditing tools and techniques. The IIA has very much emphasized quality 
management processes over recent years and built them into their standards, and 
Chapter 31 discusses the importance of quality assurance internal auditing  procedures.

As another example of the old IIARF CBOK materials, Exhibit 2.3 contains a 
series of survey statements that were directed to CAEs and to internal audit manag-
ers asking if the statement currently applied to their internal audit function, would 
they likely install the practice in the future, or if it was not applicable or not planned. 
While certain of these survey questions surely would not apply to some not‐for‐
profit and other internal audit groups, many of the results here are surprising. For 
example, to the statement “The organization has implemented an internal control 
framework,” only about 70% of internal audit mangers responded that they had such 
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 EXHIBIT 2.2     Internal Audit Tools and Techniques Ranked by Overall Usage  

Tools & Techniques Overall CAE
Audit 

Manager
Senior/ 

Supervisor
Audit 
Staff Others

Internet & E‐mail 1 1 1 1 1 1

Risk‐Based Audit Planning 2 2 2 2 2 2

Analytical Reviews 3 3 4 3/4 4 3

Electronic Workpapers 4 4 3 3/4 3 4

Statistical Audit Sampling 5 5 6 5 5 5

Computer-Assisted Audit 
Techniques 6 6 5 6 6 6

Flowchart Software 7 7/8 7 7 8/9 7/8

Benchmarking 8 7/8 8 9/10 11 7/8

Process Mapping 
Applications 9 9 9 8 8/9 7/8

Control Self‐Assessments 10 1 10 9/10 10 9

Data Mining 11 10 11 12 12 12

Continuous/Real‐Time 
Auditing 12 12 13 11 7 11

IIA Quality Assessment 
Review Tools 13 13 12 14 14 14

Balanced Scorecard 14 14 14 13 15 15

Total Quality 
Management Techniques 15 15 15 15 13 16

an internal control evaluation process currently in place, with the bulk of the others 
planning to do something within the next three years. With IIA standards calling 
for such activities to be in place as part of an effective and compliant internal audit 
function, it appears that much more work is needed. Chapters   3   through 6 discuss 
the importance of internal controls and a framework for establishing and measur-
ing them. Beyond the tables extracted here, the 2007 IIARF CBOK was filled with 
other perhaps disturbing observations. At the time of this publication, the IIARF has 
deleted all references to its 2007 CBOK, acting as if it never happened.  Perhaps, this 
is good for the profession. The interested reader should review the planned IIARF 
CBOK new study (not yet released at the time of this publication).  

 Although not directly summarized in these tables, some of the IIARF CBOK 
responses are professionally disturbing on several levels. For example, only some 82% 
of all IIARF CBOK respondents state that they use IIA standards in whole or in part. 
These are the ground rules for internal auditing, and one really wonders about the 
nearly 20% who say they do not use these standards, even in part. The importance of 
IIA standards will be discussed in Chapter   9  , where we argue that knowledge of them 
is essential to drive and develop internal audits. 

    Source:  Based on results of IIARF’s 2007 CBOK survey.   



24

c02 24 17 November 2015 4:14 PM

 E
X

H
IB

IT
 2

.3
   

  In
te

rn
al

 A
ud

it
 M

an
ag

em
en

t 
R

es
p

o
ns

es
 t

o
 II

A
R

F 
Su

rv
ey

 Q
ue

st
io

ns
  

 St
at

e
m

e
nt

 
 N

u
m

b
e

r 
o

f 
R

e
sp

o
nd

e
nt

s 
 C

u
rr

e
nt

ly
 

A
p

p
lie

d
 

 Li
ke

ly
 t

o
 A

p
p

ly
 

W
it

hi
n 

th
e 

N
ex

t 
3 

Ye
ar

s 

 W
ill

 N
o

t 
A

p
p

ly
 in

 t
he

 
Fo

re
se

ea
b

le
 

Fu
tu

re
 

 N
o

t 
A

p
p

lic
ab

le
 

In
te

rn
al

 a
ud

it 
is

 r
eq

ui
re

d
 b

y 
la

w
 o

r 
re

g
ul

at
io

n 
w

he
re

 t
he

 e
nt

er
p

ri
se

 
is

 b
as

ed
.

3,
46

4
61

.2
43

.1
12

.9
12

.8

In
te

rn
al

 a
ud

ito
rs

 h
av

e 
an

 a
d

vi
so

ry
 r

o
le

 in
 e

nt
er

p
ri

se
 s

tr
at

eg
y 

d
ev

el
o

p
m

en
t.

3,
44

5
28

.9
32

.7
30

.3
8.

0

In
te

rn
al

 a
ud

it 
co

m
p

lie
s 

w
it

h 
a 

co
rp

o
ra

te
 g

ov
er

na
nc

e 
co

d
e.

3,
44

7
67

.7
22

.7
4.

3
5.

3

In
te

rn
al

 a
ud

it 
ha

s 
im

p
le

m
en

te
d

 a
n 

in
te

rn
al

 c
o

nt
ro

l f
ra

m
ew

o
rk

.
3,

44
3

70
.5

24
.3

3.
5

1.
7

In
te

rn
al

 a
ud

it 
ha

s 
im

p
le

m
en

te
d

 a
 k

no
w

le
d

g
e 

m
an

ag
em

en
t 

sy
st

em
.

3,
42

3
25

.6
43

.9
20

.6
9.

9

Th
e 

in
te

rn
al

 a
ud

it 
fu

nc
tio

n 
ha

s 
p

ro
vi

d
ed

 t
ra

in
in

g
 t

o 
au

d
it 

co
m

m
it

te
e 

m
em

b
er

s.
3,

42
4

34
.0

32
.3

18
.5

15
.1

In
te

rn
al

 a
ud

it 
as

su
m

es
 a

n 
im

p
o

rt
an

t 
ro

le
 in

 t
he

 in
te

g
ri

ty
 o

f �
 n

an
ci

al
 

re
p

o
rt

in
g

.
3,

43
7

55
.7

25
.6

13
.7

4.
9

In
te

rn
al

 a
ud

it 
ed

uc
at

es
 e

nt
er

p
ri

se
 p

er
so

nn
el

 r
eg

ar
d

in
g

 in
te

rn
al

 
co

nt
ro

ls
, c

o
rp

o
ra

te
 g

ov
er

na
nc

e,
 a

nd
 c

o
m

p
lia

nc
e 

is
su

es
.

3,
43

7
64

.3
25

.3
7.

3
3.

1

In
te

rn
al

 a
ud

it 
p

la
ce

s 
m

o
re

 e
m

p
ha

si
s 

o
n 

as
su

ra
nc

e 
ac

tiv
iti

es
 r

at
he

r 
th

an
 o

n 
co

ns
ul

tin
g

 s
er

vi
ce

s.
3,

44
8

71
.5

15
.2

84
4.

0
4.

9

    So
ur

ce
:  B

as
ed

 o
n 

re
su

lt
s 

o
f 

IIA
R

F’
s 

19
97

 C
B

O
K

 s
ur

ve
y.

   

N
o

te
: T

he
se

 � 
nd

in
g

s 
w

er
e 

ex
tr

ac
te

d
 f

ro
m

 T
ab

le
 2

‐1
4 

fr
o

m
 t

he
 II

A
R

F’
s 

20
06

 C
B

O
K

 s
tu

d
y.



Notes ◾    25

c02 25 17 November 2015 4:14 PM

 The IIA had stated that it planned to update its IIARF CBOK study every three 
years and also expressed plans to release other products and offerings to enhance and 
build IIARF CBOK. However, nothing much happened following those plans, the IIA 
contracted for a new CBOK survey study in 2014, and questionnaires were sent to IIA 
members asking them for their CBOK practice opinions. At the time of this publication, 
the new IIARF has not yet been released and, as mentioned earlier, the IIARF has purged 
its 2007 study from its library of publications, as if it had never existed. 

 The 2007 IIARF CBOK survey was never a common body of knowledge study in 
the way other professional organizations define the concept or the way we define it 
in this book. The IIARF’s CBOK was not a guide to internal auditor best practices. 
Rather, it described a wide range of internal audit activities and how they were then 
practiced. For the CAE as well as the audit committee and management responsible 
for internal audit within an enterprise, this original 2007 IIARF CBOK should be 
viewed as perhaps something of a wake‐up call regarding how individual internal 
audit groups are performing in relationship to survey results and to IIA standards. 
In general, the IIARF CBOK points out many areas where an internal audit function 
should improve.   

 2.5 ESSENTIAL INTERNAL AUDIT KNOWLEDGE AREAS 

 Does every internal auditor need to have a detailed understanding of all of the topics 
summarized in the preface to this book? We would argue an answer of no, but we feel 
that any internal auditor should develop of general understanding of essentially all of 
the issues and topics discussed in this book. Some of these may be specialized, but an 
internal auditor must have at least awareness. For all internal auditors, and especially 
the new internal auditor, materials such as the Committee of Sponsoring Organization 
(COSO) internal control framework, discussed in Chapter   3  , are essential, as well as 
Chapter   7  ’s discussion on planning and performing internal audits and Chapter   9   on 
the IIA internal audit standards. Other chapter topics may only point to areas where an 
internal auditor can gain some support information. However, that same newer internal 
auditor can use this material to gain a better understanding of the depth and breadth 
of modern internal auditing. 

 The fi eld and profession of internal auditing is broad, and this book only tries to 
cover what we feel are perhaps some of the most important knowledge areas for today’s 
modern internal auditor. The chapters going forward defi ne a CBOK for today’s modern 
internal auditor.   

 NOTES   

   1.  The organization, at  www.iccp.org , was one of the early proponents of testing and cer-
tifying IT professionals through its Certifi cate in Data Processing (CDP) program from 
the 1970s. It attempted to develop a CBOK for computer professionals, but the project 
evidently ran out of steam in the late 1990s. 
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 2. A Guide to the Project Management Body of Knowledge (PMBOK Guide), 5th ed. (Newtown 
Square, PA: Project Management Institute, 2013).

 3. Information Technology (IT) Security Essential Body of Knowledge (EBK), U.S. Depart-
ment of Homeland Security, October 2007.

 4. Lawrence B. Sawyer, Sawyer’s Internal Auditing: The Practice of Modern Internal Auditing 
(Altamonte Springs, FL: Institute of Internal Auditors, 1973). This author accessed the 
first edition of this book. It is still published by the IIA, but later editions are very much 
changed.

 5. A Global Summary of the Common Body of Knowledge (Altamonte Springs, FL: Institute of 
Internal Auditors Research Foundation, 2007).
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II                                                  PART TWO 

 Importance of 
Internal Controls 



c03 28 17 November 2015 4:16 PM



29

c03 29 17 November 2015 4:16 PM

3             CHAPTER   THREE                 

 The COSO Internal 
Control Framework                                                   

 BUSINESS EXECUTIVES AND SOME internal auditors may ask, “Who or what 
is   COSO  ”? It’s not a standard or a detailed requirement but only a framework. In 
our business world of multiple rules and regulations that have requirements from 

multiple governmental and other regulatory agencies often using hard‐to‐remember 
acronyms, it is easy to roll our eyes or shrug our shoulders at yet another acronym and 
set of requirements. COSO   internal controls   is a framework outlining professional prac-
tices for establishing preferred business systems and processes that promote effi cient 
and effective internal controls. The sponsoring organizations that issue and publish 
this material are neither governmental nor some other type of regulatory agencies. 
Nevertheless, the   COSO internal control framework   is an important set or model of guid-
ance materials that enterprises should follow when developing their business processes, 
systems, and procedures as well as in establishing   Sarbanes‐Oxley Act (SOx)   compliance. 
An understanding of the COSO internal control framework is an internal audit CBOK 
must  requirement. 

 The COSO internal control framework was originally launched in the United States 
in 1992, now a long time ago. This was a period of some signifi cant fraudulent business 
practices in the United States and elsewhere that revealed a well‐recognized need for 
improved internal control processes and procedures guidance. This 1992 COSO internal 
control framework soon became a fundamental element of the American Institute of 
Certifi ed Public Accountants (AICPA) auditing standards in the United States and eventu-
ally became the standard for enterprise external auditors in their reviews certifying that 
enterprise internal controls   were adequate following the SOx rules discussed in Chapter   5  . 
Because of its general nature describing good internal control practices, the COSO 
framework had never been revised until 2014. 

 Since the release of that original COSO framework, there have been many changes 
in business organizations and particularly in enterprise structures and IT processes. For 
example, mainframe computer systems with lots of batch processing procedures were 

Brink’s Modern Internal Auditing: A Common 
Body of Knowledge, Eighth Edition 
By Robert R. Moller 
Copyright © 2016 by John Wiley & Sons, Inc. 
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common then but have all but gone away today, to be replaced by client‐server and wire-
less systems. Also, the World Wide Web was barely getting started then and not nearly as 
prevalent as it is today. Because of the Internet, enterprise organizational structures have 
become much more fl uid, fl exible, and international. In addition, things like social network 
computing, powerful handheld devices, and cloud computing did not exist back then. 

 Although some might wonder why it took so long, COSO announced in 2011 that 
they were revising their internal control framework, and the fi nal, revised COSO inter-
nal control framework description was fi nally released in mid‐May 2014, with a full 
compliance requirement by the beginning of 2015. This chapter will fi rst discuss the 
importance of internal control concepts and then will describe the newly revised COSO 
internal control framework and how internal auditors can use it to improve their inter-
nal control reviews.   

 3.1 UNDERSTANDING INTERNAL CONTROLS 

 In years past, business executives as well as internal and external auditors all viewed 
internal controls as one of those concepts that everyone agreed was important in busi-
ness, but few could defi ne consistently. Part of the problem was that many persons 
looked at internal controls in the manner of a classic organization chart, with its levels 
of senior and middle management in its multiple operating units or within different 
activities. At each level, people looked at internal controls within their own lines of 
authority. However, control procedures are often somewhat different at each of these 
organization levels and components. For example, one unit may operate in a regulated 
business environment where its control processes are very structured, while another 
divisional unit of the same core enterprise may be an entrepreneurial start‐up operation 
with a less formal structure. Different levels of management in these enterprises will 
have different control concern perspectives. The question “How do you describe your 
system of internal controls?” could receive different answers from persons in various 
levels or components in each of these enterprise organizational units. 

 This whole internal control defi nition issue was resolved in the early 1990s when 
a consortium of professional accounting and auditing organizations—the AICPA, the 
Institute of Internal Auditors (IIA), and others—got together to develop a common defi -
nition of what was meant by good internal controls. These professional organizations 
became the Committee of Sponsoring Organizations (COSO) and were given authority 
by governmental organizations and others to develop a common defi nition of what is 
meant by good or adequate internal controls. COSO hired PricewaterhouseCoopers, 
did an extensive user organization survey, and began its work to develop a common 
internal control defi nition. 

 The original COSO internal control framework, released in 1992, provided an excel-
lent description of this multidimensional concept, defi ning internal control as follows: 

 Internal control is a  process , effected by an entity’s board of directors, manage-
ment, and other personnel, designed to provide reasonable assurance regard-
ing the achievement of objectives in the following categories:   
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 ■    Effectiveness and effi ciency of operations 
 ■    Reliability of   fi nancial reporting   
 ■    Compliance with applicable laws and regulations   

 This is the COSO defi nition of internal controls, and it has really not changed since 
its release. COSO originally used a three‐dimensional model to describe an internal con-
trol system in an enterprise. Exhibit   3.1    illustrates the original COSO model of internal 
control as a pyramid with fi ve layers or interconnected components comprising the 
overall internal control system. These are shown with a component called the   control 
environment   serving as the foundation for the entire structure. Four of these internal 
components are described as horizontal layers, with another component of internal 
control, called communication and information, acting as an interface channel for the 
other four layers.  

 The COSO model was quickly adopted by the auditing and accounting profession, 
fi rst in the United States and then worldwide. It became particularly signifi cant after 
the Sarbanes‐Oxley Act (SOx) became law. SOx requires that public reporting organiza-
tions must attest to the adequacy of their internal controls, using the COSO framework 
as a measure. 

 While the basic concepts of internal controls have not much changed since that 
COSO framework was fi rst released many years ago, the overall environment where 
business operates and internal auditors perform their reviews has changed a lot, includ-
ing some of the following: 

 ■     The rise of using contracted services, new organizational structures, and 
increased international connections.  While the single monolithic corporation, 
such as Ford Motor of some 100 years ago, is largely a thing of the past, organiza-
tional relationships today are often increasingly complex, with the use of contracted 
services, joint ventures, and different international business arrangements. 

    EXHIBIT   3.1    COSO Internal Controls Pyramid View 

Internal Control
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 ■ Increased compliance and regulatory requirements beyond just annual 
financial reporting. Enterprises today are faced with multiple requirements to 
build and manage systems that are in compliance with a vast range of standards and 
legal and regulatory requirements, both in their own country and  internationally.

 ■ Recognition that fraud prevention and detection is necessary for effective 
internal controls. In years past, fraud detection and prevention measures were 
not considered to be accounting and auditing concerns but legal and enterprise 
security issues. These matters were still not part of the original COSO framework, 
but our attitudes have totally changed in recent years and internal auditors now 
have major responsibilities for fraud‐related issues.

 ■ Increased needs for understanding and assessing risk as part of internal 
control operations on all levels. Understanding and managing risk has become 
an increased requirement for internal auditors since the original COSO framework. 
While that original framework highlighted understanding risks as an internal con-
trol component, our understanding and concerns here have grown dramatically.

 ■ The constant changes in IT technologies and the way we use IT to build 
and manage processes. If there is any area that has changed the most since the 
original COSO framework, it is the growth and prevalence of IT‐related processes 
and technologies.

 ■ Ever‐increasing security concerns, particularly IT security in today’s big 
data era. At the time of the original COSO framework, enterprise security concerns 
in general were far less of an issue and IT security often represented little more than 
a secure lock on the mainframe computer center door. How things have changed! 
A mixture of various Internet‐based threats and general terrorism concerns world-
wide have expanded internal control concerns.

 ■ Internal control implications associated with social media and wireless 
systems. This is a totally new and evolving area since the original COSO frame-
work was released. Social media systems such as Facebook now allow enterprise 
associates and others to get around enterprise rules and also to communicate with 
handheld wireless devices.

The previous items are not all‐inclusive but illustrate some of the internal  control–
related changes evolving over recent years and after the release of the first COSO frame-
work. Over time COSO had published some additional guidance materials to support 
and clarify their internal control framework, but they did not revise the overall frame-
work until more recently. The general thrust of the revised COSO framework has been 
the design and implementation of systems of internal controls over external financial 
reporting that supports the preparation of financial statements. These include the 
breadth of public, private, not‐for‐profit, and governmental entities, all of which have 
external financial reporting requirements.

An internal auditor may argue, “What? External financial reporting? I am an opera-
tional auditor, not a CPA working as an external auditor; why should I be concerned?” 
This is very much a mistaken assumption. External auditors, a major thrust of COSO, 
review and assess the internal financial controls that have been installed in enterprise 
systems, but internal audit and enterprise management are responsible for monitoring 
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as well as designing and installing these internal control processes. The COSO internal 
control framework is very relevant here, and business executives as well as their inter-
nal auditors, IT specialists, the fi nance and accounting staffs, and others should also be 
aware of and understand the COSO internal control framework. All should focus on the 
fi ve basic principles that support enterprise COSO internal controls: 

   1.  An organization should demonstrate a commitment to integrity and ethical values. 
   2.  The board of directors should demonstrate independence from management and 

exercise oversight of the development and performance of internal controls. 
   3.  Management should establish, with board oversight, structures, reporting lines, 

and appropriate authorities and responsibilities in the pursuit of objectives. 
   4.  The organization should demonstrate a commitment to attract, develop, and retain 

competent individuals in alignment with objectives. 
   5.  An organization should hold individuals accountable for their internal control 

responsibilities in the pursuit of objectives.   

 Each of these principles was part of the original framework and has continued with 
the new, revised framework described in greater detail in the following sections. As a 
CBOK must, internal auditors should always remember the three major components 
of internal controls—effectiveness and effi ciency of operations, reliability of fi nancial 
reporting, and compliance with applicable laws and regulations—to give three dimen-
sions to this model. Just as the pyramid structure showed the internal control structure 
as the environment for all internal control processes, this view adds equal weight to each 
of these three components. The revised COSO internal control model and its components 
for the separate entities and activities in an enterprise will be discussed in more detail 
in the sections and other chapters following.   

 3.2 REVISED COSO FRAMEWORK BUSINESS AND 
OPERATING ENVIRONMENT CHANGES 

 It is important to remember who or what COSO is and the authority of its published 
guidance materials. As discussed previously, COSO, or the Committee of Sponsoring 
Organizations of the   Treadway Commission  , is a joint initiative of fi ve private‐sector pro-
fessional accounting, auditing, and fi nance organizations. COSO is dedicated to pro-
viding thought leadership through the development of frameworks and guidance on 
enterprise risk management, internal control, and fraud deterrence. An important point 
here is that COSO does not have the authority to issue standards such as are found in 
government rules or professional organization guidance. Rather, this guidance, includ-
ing the COSO internal control framework, outlines only an approach or recommended 
best practices that others should generally follow. 

 These COSO framework concepts have become the basis for standards‐setting enti-
ties in other areas or requirements. Importantly, the Sarbanes‐Oxley Act (SOx), dis-
cussed in Chapter   5  , requires enterprises to have effective internal control systems in 
place that are consistent with the COSO internal control framework. Until recently, 
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when an enterprise attested that its internal controls are in compliance with COSO, 
they were attesting to the original, 1992 COSO framework. As a result, both enterprise 
management and their external auditors seeking to establish SOx legal compliance have 
relied on the original COSO framework to assert their legal compliance. Enterprises at 
all levels, and certainly internal auditors, have kept this concept in mind when building, 
implementing, and monitoring their internal control systems and processes. Internal 
auditors should be aware that all of their existing audit programs and processes now 
should reflect the revised COSO framework. The new COSO internal control framework 
and its supporting guidance materials contain changes in the following areas:

 ■ Expanded expectations for governance oversight. Increasing regulatory 
requirements and stakeholder expectations require boards of directors to increase 
their emphasis on the adequacy of internal financial controls in their enterprises.

 ■ Increased globalization of markets and operations. Enterprises today increas-
ingly expand beyond their traditional domestic markets in pursuit of value, often 
entering into international markets and engaging in cross‐border mergers and 
acquisitions.

 ■ Changes and greater complexities in enterprise business operations. Enter-
prises change their business models and enter into complex transactions in the pur-
suit of growth, greater quality, or productivity, as well as in response to changes in 
markets or regulatory environments. These changes may involve entering into joint 
ventures, strategic alliances, or other complex arrangements with external parties, 
implementing shared services, and engaging with outsourced service providers.

 ■ Increased demands and complexities in laws, rules, regulations, and stan-
dards. Governmental authorities are increasingly releasing complex rules and leg-
islation where compliance is often difficult to achieve and where these rules do not 
directly follow classic internal control approaches.

 ■ Ever‐increasing use of and reliance on evolving technologies. As we have 
highlighted in our introduction to this chapter, the growth of IT systems and 
related technologies has very much changed our approaches to implementing and 
managing internal control processes. Today’s IT systems are increasingly based 
on automated internal controls and processes to build, install, and monitor these 
automated controls.

 ■ Increased need to prevent and detect corruption. The U.S. Foreign Corrupt 
Practices Act, introduced many years ago and discussed in Chapter 2, was an ear-
lier example of legislation to increase internal control and other legal requirements. 
Today, there is a wide range of anticorruption and antifraud rules and legislation 
in place, including international as well as often differing rules in many U.S. states.

Each of these COSO changes requires an enterprise to evaluate these implications 
on its systems of internal control with an emphasis on its external financial reporting, 
and to design and implement appropriate responses so that systems of internal control 
adapt and remain effective over time.

Internal auditors have a key role here in their understandings and evaluations of 
their organization’s systems of internal controls. Such a system of internal control does 
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not refer to a self‐contained set of procedures, such as might be found in a smartphone 
application, but the overall processes and procedures necessary to perform some regular 
ongoing business function. An example might be the processes necessary to evaluate, 
acquire, and purchase production goods. Many people and functions may be involved 
in this purchasing process, but it should be done with consistent and adequate internal 
controls. Those internal controls should have been evaluated and assessed as part of the 
COSO internal control framework following the original 1992 version. 

 For any existing, ongoing enterprise, internal auditors should have been evaluat-
ing and assessing these internal controls in designated signifi cant areas. Now with the 
current revised COSO internal control framework, internal auditors should evaluate 
what they have done in the past and make any necessary changes to comply with the 
COSO framework. The sections following describe the revised COSO internal control 
framework. Knowledge and understanding here is an essential CBOK requirement.   

 3.3 THE REVISED COSO INTERNAL CONTROL FRAMEWORK 

 In addition to the three internal control objective categories of operations, reporting, 
and compliance just described, the COSO framework defi nes internal controls from two 
other dimensions or perspectives: separate components of internal control and organi-
zation factors. Looking similar to but slightly different from the original COSO internal 
control framework that was introduced in 1992, Exhibit   3.2    shows the revised three‐
dimensional COSO internal control framework.  

 We will be using this internal control cube relationship here and in other chapters 
going forward. The three categories of   internal control objectives  —operations, reporting, 
and compliance—are represented by the columns defi ned at the top in this diagram. 
The front‐facing side of this COSO cube diagram defi nes fi ve key components or levels 
of internal control: 

   1.  Control environment 
   2.    Risk assessment   
   3.  Internal control activities 
   4.  Information and communication 
   5.  Monitoring activities   

 This is the area where there have been the most changes in the new, revised COSO 
internal control framework. Each of these internal control activity levels or key compo-
nents will be introduced and discussed in the chapters to come. 

 Shown on the right‐facing side of the model, an enterprise’s organizational struc-
ture is the third important dimension of internal control. It represents the internal 
control–related components of the overall organization structure: the enterprise entity 
itself, its divisions, subsidiaries, operating units, or functions, including business pro-
cesses such as sales, purchasing, production, and marketing. As a key point here, we 
should keep in mind the components of overall organization entity starting with the 
overall or total enterprise in total and then breaking down to all business units and 



36 ◾ The COSO Internal Control Framework

c03 36 17 November 2015 4:16 PM

individual components as well. Some individual control activities may differ from one 
another in some operating details, but they all should fi t into the control environment 
for the total entity. 

 As an example, assume that a European Union–based enterprise has launched a 
new business product sales venture in Myanmar (Burma), a country that had been 
closed to the outside world until recently. With limited IT resources and telecommu-
nication connections, we can expect some different control processes in the Myanmar 
facility than would be found in the entity’s headquarters operations. However, additional 
processes—such as the use of supporting manual control procedures—should be estab-
lished to achieve internal controls at the overall entity level. These manual processes 
may have been all but abandoned. 

 The whole idea behind this model is that internal control for today’s enterprise is 
not a single control objective but a multilevel, multifaceted concept with each unit in 
the COSO model having a relationship to other components in all three dimensions. 
Enterprise management should be clear about its internal control objectives, such as 

    EXHIBIT   3.2    COSO Internal Controls 

Control Environment

Ope
ra

tio
ns

 C
on

tro
ls

Rep
or

tin
g 

Con
tro

ls

Com
pli

an
ce

 C
on

tro
ls

B
usiness U

nit A
ctivities

D
ivision &

 Function C
ontrols

B
usiness E

ntity−
Level C

ontrols

Risk Assessment

Internal Control Activities

Information & Communication

Monitoring Activities



3.4 COSO Internal Control Principles ◾    37

c03 37 17 November 2015 4:16 PM

specifying suitable external reporting objectives relating to the preparation of fi nan-
cial statements. Some of these objectives can be very specifi c based on some enterprise 
planned business activity. Others should defi ne well‐understood or assumed objectives. 
For example, management may set an entity‐level external fi nancial reporting objec-
tive as follows: “Our Company prepares reliable fi nancial statements refl ecting activi-
ties in accordance with generally accepted accounting principles.” This may have been 
assumed by members of the management team, but there is a value in clearly defi ning 
such matters. Management should also specify suitable sub‐objectives for enterprise 
divisions, subsidiaries, operating units, and functions with suffi cient clarity to support 
entity‐level objectives. Internal auditors should understand this new, revised framework 
and use it as a basis for their internal control reviews.   

 3.4 COSO INTERNAL CONTROL PRINCIPLES 

 In addition to its three‐dimensional elements, the revised COSO framework now codifi es 
a set of principles that support the fi ve components of internal control. While the 1992 
version implicitly refl ected some of these core internal control principles, the revised 
version explicitly defi nes 17 internal control principles representing fundamental con-
cepts associated with the 5 components of internal control. COSO makes these prin-
ciples explicit to increase management’s understanding as to what constitutes effective 
internal control. These principles are outlined and discussed from an internal auditor’s 
perspective in Chapter   4  . They are broad concepts intended to apply to a wide range 
of enterprises, including for-profi t and not‐for‐profi t, publicly traded and private, both 
government bodies and other organizations. 

 Supporting each COSO principle are points of focus, representing important char-
acteristics associated with each. These points of focus are intended to provide help-
ful guidance to assist management in designing, implementing, and conducting their 
internal control processes and in assessing whether relevant principles are present and 
functioning. However, the revised COSO framework does not require separate evalua-
tions of whether they are in place. Management has the latitude to exercise judgment in 
determining the suitability or relevancy of these points of focus provided in the revised 
COSO framework and may identify and consider other important characteristics ger-
mane to a particular principle based on the enterprise’s specifi c circumstances. 

 Taken together, these COSO internal control components and the COSO principles 
constitute the criteria and the points of focus to provide guidance that will assist man-
agement as well as internal auditors in assessing whether these components of internal 
control are present, functioning, and operating together within an enterprise. Each of 
the points of focus is mapped directly over the 17 principles, and each is also mapped 
directly to one of the fi ve internal control components. These concepts should become 
much clearer as we discuss the COSO framework in more detail in the sections following 
and in Chapter   4  . 

 The key for internal auditors to understanding when using the COSO framework is 
to keep in mind the three‐dimensional nature of the framework where every internal 
control element, up and down and across the other sides of the COSO cube, should be 
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considered in terms of its relationships with other components—easy to say but often 
hard to visualize when performing and developing internal audit reviews. In the follow-
ing sections, we will look at the fi ve COSO elements on the front‐facing side of the COSO 
cube. We will then conclude by fl ipping this three‐dimensional COSO cube around to 
look at internal audit issues from the perspective of its other dimensions.   

 3.5 COSO INTERNAL CONTROL COMPONENTS: 
THE CONTROL ENVIRONMENT 

 The front‐facing side of the COSO internal control framework model shows fi ve levels of 
internal control categories. The top‐level category is called the control  environment—
the set of standards, processes, and structures that provide a basis or structure for 
carrying out effective internal control activities across an enterprise. The control envi-
ronment includes the actions of the board of directors and senior management who 
take responsibility for overall internal controls and expected standards of conduct. The 
control environment comprises the integrity and ethical values of the enterprise; the 
parameters enabling the board of directors to carry out its oversight responsibilities; 
the organizational structure and assignment of authority and responsibility; the pro-
cesses for attracting, developing, and retaining competent individuals; and the rigor 
around performance measures, incentives, and rewards to drive accountability for 
performance. The resulting control environment has a pervasive impact on the overall 
system of internal control. 

 The COSO control environment component is infl uenced by a variety of internal 
and external factors, including the entity’s history, values, market, and the competi-
tive and regulatory landscape. It is defi ned by the standards, processes, and structures 
that guide people at various levels in carrying out their responsibilities for internal 
control and making decisions in pursuit of the entity’s objectives. An effective control 
environment creates the discipline that supports the assessment of risks necessary for 
the achievement of the entity’s objectives, performance of control activities, use of infor-
mation and communication systems, and conduct of monitoring activities. The COSO 
control framework introduces four internal control environment principles as described 
next and discussed further in Chapter   4  : 

   1.  An enterprise should specify objectives with suffi cient clarity to enable the identi-
fi cation and assessment of risks relating to objectives. 

   2.  The enterprise should identify risks to the achievement of its objectives across the 
entity and analyze risks as a basis for determining how they should be managed. 

   3.  The organization should consider the potential for fraud in assessing risks to the 
achievement of objectives. 

   4.  The organization should identify and assess changes that could signifi cantly impact 
the system of internal control.   

 An enterprise that establishes and maintains a strong control environment positions 
itself to be more resilient in the ever‐changing face of internal and external pressures. It 
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does this by demonstrating behaviors of integrity and ethical values, adequate oversight 
processes and structures, and organizational design that enables the achievement of 
the entity’s objectives with an appropriate assignment of authority and responsibility, 
a high degree of competence, and a strong sense of accountability for the achievement 
of objectives. In both the short and long term, effective control environment processes 
should position an enterprise and its key elements to be more resilient in the face of 
external pressures.

An enterprise’s control environment is also synonymous with its internal control 
culture. Elements of a strong culture, such as integrity and ethical values, oversight, 
accountability, and performance evaluations, make the control environment strong 
as well. Culture is part of an enterprise’s control environment, but also encompasses 
elements of other components of internal control, such as establishing effective policies 
and procedures, ease of security controls or access to information, and responsiveness to 
the results of monitoring activities. These issues will be discussed further in our review 
of other elements of the COSO internal control framework. Internal auditors should 
recognize that their organization’s culture is influenced by the control environment 
that has been installed and established as well as other components of internal control.

This important internal control objective emphasizes that senior management, the 
board of directors, or an equivalent oversight body should lead by example in developing 
values, an enterprise philosophy, and an operating style in the pursuit of the enterprise’s 
objectives. What senior management does and says really sends a message to everyone 
associated with the enterprise.

Some internal auditors as well as business managers today often do not consider 
these control environment factors when assessing internal control systems, but they 
should, as this is an important first step. If management is setting the right example 
and employees know that management values ethics and integrity, that attitude will be 
passed down to the employees and the business will have a strong foundation.

The strength of any system is based on its underlying foundations. No matter how 
complex the structure, if it doesn’t have a solid foundation, its integrity will be unreli-
able. The foundation of a control system is the philosophy of the business and the people 
controlling it. Before designing the controls, one must consider the foundation—its 
environment. The COSO control environment framework asks enterprise management 
to consider the following questions:

 ■ Does management take undue business risks to achieve objectives? Does it encour-
age risk taking or an “achieve at all costs” attitude?

 ■ Does management attempt to manipulate performance measures so they appear 
more favorable? Does it bend the truth?

 ■ Does management pressure employees to achieve results regardless of the methods 
or with little concern for those methods? Do they believe that the financial ends 
justify the means?

 ■ Is management open and honest with employees about performance and results?

Enterprises are led from the top by senior management and the board of directors, 
and their business ethics and philosophies will be passed down to all levels of employees 
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and stakeholders. The more ethical and responsible the management style, the more 
likely that employees will respond to that style and behave in an ethical and responsible 
manner. Alternately, if management shows little concern for honest and ethical behav-
ior, the employees will follow that lead. 

 The COSO framework control environment and its supporting principles is a key and 
very important element for establishing effective internal controls in an enterprise. COSO 
describes the importance of setting the tone of an enterprise and infl uencing the control 
consciousness of its people. An effective control environment supports and strengthens the 
other control elements, whereas a weak control environment undermines these elements, 
rendering them useless. In an effective control environment, personnel and all stake-
holders know that doing the right thing is expected and will be supported by upper‐level 
management, even if it hurts the bottom line. In a weak environment, control procedures 
can be frequently overridden or ignored, providing an opportunity for fraud. 

 This control environment is perhaps the most important component in the COSO 
internal control framework. Its emphasis on the   tone at the top   provides guidance on 
how enterprise management should incorporate risk awareness and control activities 
into their daily work routines in their areas of responsibility. By maintaining a positive 
attitude toward internal controls and compliance with established enterprise policies 
as well as various legal requirements, management sets the tone for the entire area. The 
control environment also encompasses the culture, ethical values, teamwork, morale, 
and development of administrative employees. 

 A totally weak or defi cient enterprise control environment can present some sig-
nifi cant challenges for internal auditors. Many of their fi ndings and assessments, as will 
be discussed in the other chapters going forward, are based on assessments of control 
environment strengths. Internal auditors should regularly highlight these issues in 
their audit report fi ndings and recommendations. In the case of total, ongoing defi cien-
cies, an enterprise’s head of internal audit, the chief audit executive, should report these 
concerns to the audit committee of the board.   

 3.6 COSO INTERNAL CONTROL COMPONENTS: 
RISK ASSESSMENT 

 Risk assessment is a key element in the COSO internal control framework, located as a 
component of the three‐dimensional COSO cube. Risks are defi ned here as the possibility 
that an event may occur that will adversely affect the achievement of enterprise objec-
tives. The management of internal control risks affects an enterprise’s ability to succeed, 
compete within its industry, maintain its fi nancial strength and positive reputation, 
and maintain the overall quality of its products, services, and people. There are always 
some risks in any business activity and there is no practical way to reduce all of them. 
Management, however, must determine how much risk is to be prudently accepted and 
strive to maintain risk within these limits, understanding how much tolerance it has 
for exceeding its target risk levels. 

 COSO’s internal control risk assessment component is the process for determining 
how all levels of risks will be managed, and a precondition to risk assessment is the 
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establishment of risk‐related objectives, linked at different levels of enterprise operations. 
Because of the types and nature of the risks an enterprise will encounter, management 
should identify and specify their risk objectives within operations, reporting, and com-
pliance categories with sufficient clarity to be able to identify and analyze the risks to 
those objectives. Management also should consider the suitability of the objectives for 
the entity. Risk assessment also requires management to consider the impact of pos-
sible changes in the external environment and within its own business model that may 
render its internal controls ineffective.

While COSO internal control risk assessment defines important points for general 
management to consider, internal auditors should keep these risk management issues 
in mind in all of their ongoing internal control review activities. Chapter 15 on inter-
nal audit key competencies discusses these internal audit risk management issues for 
performing internal audits. The COSO internal guidance materials outline a series of 
risk assessment principles discussed in Chapter 5 with the following four key concepts:

 1. The enterprise should specify objectives with sufficient clarity to enable the identi-
fication and assessment of risks relating to those objectives.

 2. The enterprise should identify risks to the achievement of its objectives across the 
entity and should analyze risks as a basis for determining how those risks should 
be managed.

 3. The enterprise should consider the potential for fraud in assessing risks to the 
achievement of objectives.

 4. The enterprise should identify and assess changes that could significantly impact 
its system of internal controls.

The first of these and a key internal control principle calls for an enterprise to specify 
its risk objectives with sufficient clarity to enable the identification and assessment of 
risks relating to those objectives. This point is important for internal auditors both in 
their internal audit reviews as well as in their understanding of their own internal audit 
activities.

An internal auditor can recognize that this sounds good but may wonder what COSO 
means by a risk objective. We can think of a risk objective as the commitment of mana-
gerial resources, using both human capital and other expenditures, to achieve some 
uncertain or risk‐based goal. A clear set of risk objectives should provide a targeted focus 
on where an enterprise should commit the often substantial resources needed to achieve 
desired performance goals. This is often an area where things can break down. It is easy 
for any senior manager, from the CEO on down, to state that they want to accomplish 
some warm-and-fuzzy‐sounding risk‐based goal in some future period, but such goals 
are of little value unless they are backed up by some substantial plans and activities.

Risk Identification and Analysis

Enterprise management at all levels should endeavor to identify all possible risks that 
may impact the success of the enterprise, ranging from the larger or more significant 
risks to the overall business down to the less major risks associated with individual 
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 projects or smaller business units. This requires a studied, deliberate approach to look-
ing at potential risks in each area of operations and then identifying the more significant 
risk areas that may impact each operation in a reasonable time period. The idea is not 
to just list every possible risk but to identify those that might impact operations, with 
some level of probability, within a reasonable time period. This can be a difficult exercise 
because we often do not know the probability of the risk occurring or the nature of the 
consequences if the enterprise has to face the risk.

The risk identification process should occur at multiple levels in an enterprise. A 
risk that impacts an individual business unit or project may not have that great of an 
impact on the entire enterprise, but a major risk that impacts the entire economy will 
flow down to the individual enterprise and the separate business units. Some major 
risks are so infrequent but can still be so cataclysmic that it is difficult to identify them 
as a possible future event. Internal auditors should consider risk‐related issues as part 
of their ongoing review activities.

Identifying and analyzing risks should be an ongoing iterative process conducted 
to enhance an enterprise’s ability to achieve its objectives. Internal audit can often play 
a powerful role here as it builds and establishes what is often called an audit universe, 
as discussed in Chapter 13. Although an enterprise may not explicitly state all of its 
risk‐related objectives, this does not mean that an implied objective is without either 
internal or external risk, and the enterprise should consider all risks that may occur.

To be effective, an enterprise risk identification process should be supported by 
a variety of activities, techniques, and mechanisms, each relevant to the overall risk 
assessment. Management should consider these risks at all levels and take necessary 
steps to manage them. The risk assessment should consider factors that influence the 
severity, velocity, and persistence of the risk, the likelihood of the loss of assets, and 
the related impact on operations, reporting, and compliance activities. In addition, 
the enterprise needs to understand its tolerance for accepting risks and its ability to 
operate within those risk levels. While certainly not all‐inclusive, Exhibit 3.3 lists 
some major risk areas that may impact the enterprise, including strategic, opera-
tions, and finance risks. This is the type of high‐level list that a chief executive officer 
might jot down and use to respond to a stockholder annual meeting question, such 
as “What worries you at the end of the day?” Certainly not listing all risks facing the 
enterprise, this is the type of first‐pass list that an enterprise can use to get started 
on a detailed identification of risks. The people responsible for risk management in 
the enterprise—often an enterprise risk management team—can meet with senior 
management and ask some of these “What worries you .  .  .” types of questions to 
identify such high‐level risks.

Once the enterprise has performed this preliminary risk identification, it should 
consider all significant risk‐related interactions—including goods, services, and 
information—internal to the enterprise and between it and relevant external par-
ties. Those external parties can include potential and existing suppliers, investors, 
creditors, shareholders, and other stakeholders as well as customers, intermediaries, 
and competitors. In addition, the enterprise should consider such external issues as 
new laws and regulations, environmental issues, and potential natural events, among 
many others.
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 EXHIBIT 3.3     Types of Enterprise Business Risks  

Strategic Risks

External Factors Risks  Internal Factors Risks 

 ■     Industry Risk 

 ■    Economy Risk 

 ■    Competitor Risk 

 ■    Legal and Regulatory 
Change Risk 

 ■    Customer Needs and 
Wants Risk  

 ■     Reputation Risk 

 ■    Strategic Focus Risk 

 ■    Parent Company Support Risk 

 ■    Patent/Trademark Protection Risk  

 Operations Risks 

 Process Risks  Compliance Risks  People Risks 

 ■     Supply Chain Risk 

 ■    Customer Satisfaction Risk 

 ■    Cycle Time Risk 

 ■    Process Execution Risk  

 ■     Environmental Risk 

 ■    Regulatory Risk 

 ■    Policy and Procedures Risk 

 ■    Litigation Risk  

 ■     Human Resources Risk 

 ■    Employee Turnover Risk 

 ■    Performance Incentive Risk 

 ■    Training Risk  

 Finance Risks 

Treasury Risks  Credit Risks  Trading Risks 

 ■     Interest Rate Risk 

 ■    Foreign Exchange Risk 

 ■    Capital Availability Risk  

 ■     Capacity Risk 

 ■    Collateral Risk 

 ■    Concentration Risk 

 ■    Default Risk 

 ■    Settlement Risk  

 ■     Commodity Price Risk 

 ■    Duration Risk 

 ■    Measurement Risk  

 Information Risks 

 Financial Risks  Operational Risks  Technology Risks 

 ■     Accounting Standards Risk 

 ■    Budgeting Risk 

 ■    Financial Reporting Risk 

 ■    Taxation Risk 

 ■    Regulatory Reporting Risk  

 ■     Pricing Risk 

 ■    Performance 
Measurement Risk 

 ■    Employee Safety Risk  

 ■     Information Access Risk 

 ■    Business Continuity Risk 

 ■    Availability Risk 

 ■    Infrastructure Risk  

 The risk identifi cation process should attempt to consider all risks within an 
enterprise, including its subunits and operational functions, such as fi nance, human 
resources, marketing, production, purchasing, and IT management. In addition, this 
process should consider risks originating from outsourced service providers, key sup-
pliers, and channel partners that directly or indirectly impact an enterprise’s achieve-
ment of objectives. COSO suggests that management should consider risks in relation 
to internal and external factors.   
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Risk Response Strategies

As part of establishing effective COSO internal controls, enterprises also should develop 
risk management strategies to address how they intend to assess, respond, and monitor 
risk. This often involves judgments based on assumptions about the risk and a reason-
able analysis of the costs associated with reducing the levels of risk. COSO internal con-
trol guidance materials identify four basic risk response strategies approaches:

 1. Avoidance. This is a strategy of walking away from the risk—such as selling a 
business unit that gives rise to the risk, exiting from a geographical area of concern, 
or dropping a product line. The difficulty here is that enterprises often do not drop a 
product line or walk away until after the risk event has occurred with its associated 
costs. Unless an enterprise has a very low appetite for risk, it is difficult to walk away 
from a business area or product line just on the basis of a potential future risk if all 
is going well at the present in other respects. Avoidance can be a potentially costly 
strategy if investments were made to get into an area with a subsequent pullout to 
avoid the risk.

 2. Reduction. A wide range of business decisions may be able to reduce certain risks. 
Product line diversification may reduce the risk of too strong a reliance on one key 
product line. Splitting an IT operations center into two geographically separate 
locations may reduce the risk of some catastrophic failure. There are a wide range 
of often effective strategies to reduce risks at all levels that go down to the mundane 
but operationally important step of cross‐training employees.

 3. Sharing. Virtually all enterprises as well as individuals regularly hedge or share 
some of their risks by purchasing insurance. Many other techniques are available 
here as well. For financial transactions, an enterprise can engage in hedging oper-
ations to protect from possible price fluctuations. The idea is to arrange to have 
another party accept some of a potential risk, with the recognition that there will 
be costs associated with that activity.

 4. Acceptance. This is the strategy of no action. An enterprise can “self‐insure” itself 
rather than purchase an insurance policy. Essentially, an enterprise should look at a 
risk’s likelihood and impact in light of its established risk tolerance and then decide 
whether or not to accept that risk. For the many and varied risks that approach an 
enterprise, acceptance is often the appropriate strategy for some risks.

These four general strategies are key concepts in understanding risk management, 
and internal auditors should develop a general response strategy for each of the risks 
using an approach built around one of these. In doing so, the costs versus the benefits 
of potential risk responses should be considered to best align them with the enterprise’s 
overall risk appetite or willingness to accept that risk. For example, an enterprise’s rec-
ognition that the impact of a given risk is relatively low would be balanced against a low 
risk tolerance that suggests that insurance should be purchased to provide a potential 
risk response. For many risks, appropriate responses are obvious and almost universally 
understood. An IT operation, for example, spends the time and resources to back up its 
key data files and implement a business continuity plan. There should be no question 
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regarding this basic approach, but various levels of management may question the fre-
quency of backup processes or how often the continuity plan needs to be tested. 

 The basic message here is that an enterprise and of course internal audit need 
an overall risk response plan in order to be compliant with the COSO internal control 
framework. Risk management is a very important part of the COSO internal control 
framework, and an understanding of risk management concepts and concerns should 
be part of every internal auditor’s CBOK. Risk management issues will be discussed in 
other chapters, and particularly in Chapter   7   on COSO ERM, the enterprise risk man-
agement framework. 

 As we have stated in our introductory comments, the basic concepts in the risk 
assessment component of the COSO internal control framework have not changed 
much since the original framework, but the internal control guidance very much has. 
Management should build and tailor their risk management processes following the 
four principles listed at the beginning of this section and discussed in more detail in 
Chapter   4  .    

 3.7 COSO INTERNAL CONTROL COMPONENTS: 
INTERNAL CONTROL ACTIVITIES 

 Perhaps the core element in the overall COSO internal control framework, control activi-
ties are the actions—established through enterprise policies and procedures—that help 
ensure that management’s directives to mitigate risks to the achievement of objectives 
are carried out. Control activities are performed at all levels of an enterprise, at various 
stages within business units and processes, and over the technology environment. These 
control activities may be preventive or detective in nature and may encompass a range 
of manual and automated activities such as authorizations and approvals, verifi cations, 
reconciliations, and business performance reviews. A basic or fundamental internal 
control, segregation of duties is typically built into the selection and development of 
COSO control activities. Where segregation of duties internal controls are not effective 
or even practical, management must select and develop alternative control activities. 

 Control activities are an area where, on one hand, basic internal control activ-
ity concepts have not changed all that much from the original COSO internal control 
framework. For example, segregation of duties is a basic internal control concept that 
still remains as an important internal control in many areas. That is, the person or 
automated function that initiates a fi nancial transaction should not be the same person 
or process that approves it. On the other hand, there have been massive changes in con-
trol activities guidance since the original COSO framework. The guidance behind that 
original framework goes back to the long‐gone days of mainframe computer systems 
with lots of batch processing procedures. 

 Control activities support all of COSO’s internal control components in the COSO 
cube, but the revised COSO internal control framework guidance particularly aligns 
control activities more with the risk assessment element. Along with assessing risks, 
management should identify and put into effect actions that are needed when an enter-
prise chooses to either accept or avoid a specifi c risk, and chooses to develop control 
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activities to avoid that risk. This action to reduce or share some risk serves as a focal 
point for developing and selecting control activities for that risk element. The nature and 
extent of the risk response and associated control activities will depend, at least in part, 
on the desired level of risk mitigation acceptable to enterprise management. By mitiga-
tion, we mean some management action that either reduces exposure to the identified 
risk or the likelihood of its occurrence.

Control activities include actions that ensure that responses to assessed risks, as 
well as other management directives, are carried out properly and in a timely manner. 
For example, a member of senior management may set an operations objective to “meet 
or exceed operating unit sales targets for the ensuring reporting period,” but senior staff 
management may subsequently identify a risk that their key personnel have insufficient 
knowledge about current and potential customer needs to easily meet this objective. 
Management responses to identify this recognized risk may include reviews of sales 
histories from existing customers and developing market research initiatives to better 
attract potential customers. Control activities here might include tracking the progress 
of customer buying histories against established timetables as well as taking steps to 
improve the quality of the reported marketing data.

When determining recommended actions to take to mitigate risk, internal audi-
tors should consider all aspects of the enterprise’s system of internal control as well 
as its relevant business processes, IT systems, and locations where control activities 
are needed. This may include considering control activities outside the operating unit, 
including shared service, data centers, or processes performed by outsourced service 
providers. For example, an enterprise may need to establish control activities to address 
the integrity of information sent to and received from an outsourced service provider.

Business Process Control Activities

Important areas for internal audit understandings, business processes are established 
across an enterprise to enable them to achieve their objectives. These processes may be 
common to all business activities—such as purchasing, payables, or sales—or may be 
unique to a particular industry. Each of these processes transforms inputs into output 
through a series of related transactions or activities. Control activities that directly sup-
port actions to mitigate transaction processing risks in an enterprise are usually called 
application controls or transaction controls.

Transaction controls are often the most fundamental control activities in an enter-
prise since they directly address the risk responses to business processes in place to 
meet management’s objectives. Transaction controls should be selected and developed 
wherever the business process may reside, ranging from centralized enterprise financial 
consolidation processes to customer support processes at local operating units.

A typical business process will cover many objectives and sub‐objectives, each with 
its own set of risks and risk responses. A common way to consolidate these business 
process risks into a manageable form is to group them according to the business process 
objectives of completeness, accuracy, and availability. If the objectives are achieved for 
each of the transactions within a particular business process, then the business process 
sub‐objectives will likely be achieved.
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The control activities element of the COSO internal control framework uses the fol-
lowing information‐processing objectives:

 ■ Completeness. Transactions that occur should be recorded. For example, an 
enterprise can mitigate the risk of not processing all transactions with vendors by 
selecting actions and transaction controls that support the processing of all invoice 
transactions within appropriate business procedures.

 ■ Accuracy. Transactions should be recorded in a correct amount in the right 
account and on a timely basis. For example, transaction controls over key system 
elements, such as an item price or vendor master database, can address the accu-
racy of processing a purchasing transaction. Accuracy in the context of an opera-
tional process can be defined to cover the broader concepts of quality, including the 
accuracy and precision of the recorded part.

 ■ Validity. Recorded transactions represent an economic event that actually occurred 
and then was executed according to prescribed procedures. Validity is generally 
achieved through control activities that include the authorization of transactions 
as specified by enterprise policies and procedures.

These concepts are particularly important for internal auditors. Internal auditors 
should keep these in mind when reviewing and assessing the transaction‐supporting 
control processes and applications.

Risk of untimely transaction processing may be considered a separate risk or be 
included as part of the completeness or accuracy of overall information processing objec-
tives. Restricted access may also be considered an IT processing objective, because with-
out appropriately restricting access over transactions in a business process, the control 
activities in that business process can be overridden and segregation of duties controls 
may not be achieved.

While IT objectives are most often associated with financial processes and transac-
tions, the concept can be applied to any enterprise activity. For example, IT processing 
objectives and related control activities apply to management’s decision‐making pro-
cesses over critical judgments and estimates. In this environment, management should 
consider the completeness of the identification of significant factors affecting estimates 
for which it must develop and support these assumptions. Similarly, management should 
consider the validity and reasonableness of those assumptions and the accuracy of its 
estimation models.

This does not mean that if management considers and pays close attention to these 
established objectives, the enterprise will never make a faulty judgment or estimate, 
since these are all subject to human error. However, when appropriate control activities 
are in place and when management uses good and well‐thought‐out judgments, the 
likelihood of better decision making is improved.

Types of Transaction Control Activities

Sometimes basic internal control concepts that have been with us many years are almost 
forgotten or dropped from our everyday dialogue regarding the designing and building 
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of effective internal controls. The revised COSO internal control guidance material does 
a good job of outlining basic internal control activities that will be discussed further 
in the chapters to come. For example, the COSO internal control framework guidance 
material highlights the following types of transaction control activities:

 ■ Verifications. This is a transaction type of control that compares two or more items 
with each other or compares an item with policy rules, and performs a follow‐up 
action when the items compared do not match or are considered inconsistent with 
policy. Examples here include IT applications with programs, including matching 
or programmed reasonableness tests. Verifications generally address the complete-
ness, accuracy, or validity of processing transactions.

 ■ Reconciliations. This transaction process compares two or more data elements, 
and if differences are identified, actions are taken to bring the data into agreement. 
Reconciliations generally address the completeness and/or accuracy of processing 
transactions.

 ■ Authorizations and approvals. An authorization process affirms that a 
transaction is valid, particularly one representing an actual economic event. 
An authorization typically takes the form of an approval by a higher level of 
management or of a system‐generated verification and determination that a 
transaction is valid.

 ■ Physical controls. Equipment inventories, securities, cash, and other assets are 
typically secured physically in locked or guarded storage areas. The physical control 
transactions here should be periodically counted and compared with supporting 
control records.

 ■ Controls over standing data. Standing data—a term first introduced some years 
ago by one of the major public accounting firms—is the data elements developed 
from outside the enterprise (often from a standards organization) that support the 
processing of transactions within that enterprise. Control activities over the pro-
cesses to populate, update, and maintain the accuracy, completeness, and validity 
of this standing data should be established by the enterprise.

 ■ Supervisory controls. These transaction control processes assess whether other 
transaction control activities, such as verifications, approvals, controls over stand-
ing data, and physical control activities are being performed completely, accurately, 
and according to enterprise policy and procedures. Management normally should 
judgmentally select and develop supervisory controls over higher‐risk transactions, 
including high‐level reviews, to see if any reconciling items have been either followed 
up on or corrected, or to determine whether an appropriate explanation was provided.

These comments about control activity transactions say much about the supporting 
guidance provided as part of the revised COSO internal control framework. Many of the 
words about common transaction types make sense to experienced internal auditors, 
but the new COSO guidance emphasizes that they are all necessary for effective internal 
controls. Internal auditors are often very involved with reviewing and assessing enter-
prise control activities, and there will be many references to them in other chapters 
going forward.
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 3.8 COSO INTERNAL CONTROL COMPONENTS: 
INFORMATION AND COMMUNICATION 

 As another COSO element, information is necessary for an enterprise to carry out its 
internal control responsibilities to support the achievement of its objectives. Manage-
ment obtains or generates and then uses relevant and quality information from both 
internal and external sources to support the functioning of other components of inter-
nal control, and internal auditors review and assess that same management informa-
tion. Communication, the other component of this COSO element, is defi ned here as 
the continual, iterative process of providing, sharing, and obtaining necessary infor-
mation. Internal communication is the means by which information is disseminated 
throughout an enterprise, fl owing up, down, and across the entity. It enables personnel 
to receive clear messages from senior management that control responsibilities must 
be taken seriously. External communication also enables inbound communications of 
relevant external information and provides information to external parties in response 
to requirements and expectations. 

 Although its principles have not changed very much since the original COSO inter-
nal control framework, the revised COSO information and communication element is 
structured and looks a bit different in this revised COSO internal control framework. 
In addition, information and communication concepts have changed in today’s world 
of using such practices as outsourced service providers in our Internet‐driven global 
economy. The COSO’s information and communication element is a key component for 
developing and implementing effective internal control processes. 

 The overall concept supporting COSO information and communication is that 
an enterprise needs to develop and deliver many forms and types of competent infor-
mation, from and to management. This concept is more than the information fl ow 
described on a classic IT fl owchart and calls for the delivery of effective messages, 
understood by all parties and with effective internal controls. That is, processes should 
be in place to identify, capture, and distribute the key elements of all types of infor-
mation and then communicate relevant elements of this information to appropriate 
parties. 

 This COSO component describes the importance of the information stored by an 
enterprise and how it should be communicated to various parties. The information 
system portion of this element records, processes, stores, and reports data. The com-
munication system dictates how information is reported, who gets it, and how it is used 
in fraud control. This information and communication process should: 

 ■    Record transactions as they occur, breaking them into their component parts 
(dates, amounts, names, accounts, authorizations, etc.). 

 ■    Process, summarize, and report that information for management purposes and 
pure accounting purposes. 

 ■    Store captured and processed data in formats that can be summarized, audited, 
reviewed, and reported quickly and easily. 

 ■    Report that information in a format that can be used for management analysis and 
internal control purposes.   
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The information and communication component of the COSO framework pri-
marily supports the functioning of other internal control components, including 
objectives relevant to internal and external reporting. Internal auditors reviewing 
internal controls associated with the COSO internal control framework should dif-
ferentiate their reporting objectives from the somewhat separate information and 
communication components of this internal control element in assessing systems 
of internal control.

Terminology changes over time, and today we too often think of the term informa-
tion as just an IT issue. However, the COSO internal control framework defines it in a 
broader sense, stating that information encompasses all of the data that is combined and 
summarized based on their relevance to enterprise information requirements. These 
information requirements are determined by the ongoing functioning of other internal 
control components, taking into consideration the expectations of all users, both inter-
nal and external. Information systems, as defined by COSO, support decision making 
by supporting the processing of relevant, timely, and quality information from internal 
and external sources.

The COSO communication element component calls for an enterprise to share rel-
evant and quality information internally and externally. Management communicates 
information internally to enable its personnel to better understand the enterprise’s 
objectives and the importance of their control responsibilities. Internal communication 
facilitates the functioning of other components of internal control by sharing informa-
tion up, down, and across the enterprise. External communications enable management 
to obtain and share information between the enterprise and external parties about risk, 
regulatory matters, and changes in circumstances, customer satisfaction, and other 
information relevant to the functioning of other internal control components.

Importance of Using Relevant Information

With the mass of information, including an enterprise’s formal published systems and 
procedures, memos, multiple e‐mail communications, external vendor news postings, 
and communications from social media sources, internal auditors are often bombarded 
with information when beginning to review and assess internal controls in some area. 
An internal auditor should obtain or generate and use relevant, quality information to 
support the functioning of components of internal control under review. Information is 
necessary for an enterprise to carry out their internal control responsibilities in support 
of the achievement of objectives. Information about an enterprise’s higher‐level objec-
tives should be gathered from the board of directors and senior management activities 
and summarized in a way that line management and others can understand these objec-
tives and their role in their achievements. For example, in a not uncommon situation, 
senior managers may find that their line managers do not have a solid understanding 
of an enterprise’s key objectives. Supporting business plans here are sometimes far too 
broad and vague or may have been too detailed or difficult to concisely communicate. 
The internal auditors performing high‐level reviews should summarize these key objec-
tives into a clear narrative document that strongly outlines and emphasizes review 
objectives.
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 Communication problems, as defi ned in the COSO internal control framework, 
are often a “Management 101” type of basic issue, where internal audit should always 
remember that this relevant information is a key component of effective internal con-
trols. However, internal audit, working together as a team with senior management, 
should be able to survey past operational and fi nancial management results as well as 
inputs to identify and defi ne better relevant information requirements. 

 Obtaining relevant information, as defi ned in the COSO internal control framework, 
requires management to identify and defi ne information requirements at a strong level 
of detail and specifi city. Identifying information requirements is an iterative and ongo-
ing process that occurs throughout the performance of an effective internal control 
system. Exhibit   3.4    shows examples of various types of external and external relevant 
information in support of the COSO internal control components.  

 Information requirements are established through activities performed in support 
of the other internal control components. These requirements facilitate and direct man-
agement and other personnel to identify relevant and reliable sources of information and 
underlying data. The amount of information and underlying data available to manage-
ment may often be more than is needed because of increased sources of information and 
advances in data collection, processing, and storage. In other cases, data may be diffi cult 

 EXHIBIT 3.4     Relevant Source of Information Examples  

Info. Source Example of Relevant Information Data Example

Internal E‐mail communications Organization changes

Internal Inspection reports from production 
� oor

Online and quality production 
informaton

Internal Minutes of notes from operations 
committee meeting

Actions in response to reported 
metrics

Internal Personnel time reporting system Hours incurred on time‐based 
projects

Internal Reports from manufacturing 
systems

Production results: number of 
units shipped

Internal Responses to customer surveys Factors impacting customer 
repeat purchases

Internal Whistleblower hotline Complaints on management 
behaviors

External Data from outsourced service 
provider

Products shipped from contract 
manufacturer

External Industry research reports Competitor product information

External Peer company earning releases Market and industry metrics

External Regulatory bodies New or expanded requirements

External Social media, blog, or other posts Opinions about the enterprise

External Trade shows Evolving customer interests and 
preferences

External Whistleblower hotline Claims of fraud, bribery, etc.



52 ◾ The COSO Internal Control Framework

c03 52 17 November 2015 4:16 PM

to obtain at the relevant or level or requisite specificity. Therefore, a clear understanding 
of the COSO‐defined information requirements directs management and other person-
nel to identify relevant and reliable sources of information and data.

This COSO internal control concept of relevant data is important for internal audi-
tors. We will discuss this further in the chapters going forward, but all too often internal 
auditors have requested documentation to support some area or controls being reviewed. 
Whether it is old‐fashioned paper documentation or today’s Internet‐based documents, 
internal auditors have requested documentation covering some area and management 
cleans out their files, giving them way too much, some of it extraneous and much more 
than an internal auditor has the time and resources to review. An internal auditor may 
think, “Omigosh, I’ll never have time to review all of this stuff.” But the auditor may add 
a workpaper note to say that documentation has been supplied and go forward. A better 
approach is to take a quick look at all of the stuff that has been supplied and ask some 
hard questions about whether all of this is relevant and supports the internal audit review.

Importance of Internal Communications

COSO suggests that an enterprise should internally communicate its objectives and 
the responsibilities of good internal controls. This information‐related communication 
should be initiated and endorsed by senior management and conveyed to all elements 
across an enterprise organization, including:

 ■ The importance, relevance, and benefits of effective internal controls
 ■ The roles and responsibilities of management and other personnel in performing 

those internal control processes
 ■ The expectations of the enterprise to communicate up, down, and across any mat-

ters of significance relating to internal control, including instances of weakness, 
deterioration, or nonadherence

An enterprise should establish and implement policies and procedures that facilitate 
effective internal communication. This includes specific and directed communications 
that address individual authorities, responsibilities, and standards of conduct across the 
enterprise. Senior management should communicate the enterprise’s objectives clearly 
throughout so that other management and personnel, including such nonemployees as 
contractors, understand their individual roles in the organization. Such communica-
tion occurs regardless of where personnel are located, their level of authority, or their 
functional responsibility.

Internal communication begins with the communication of objectives. As manage-
ment cascades communication of enterprise‐specific objectives throughout the organiza-
tion, it is important that related sub‐objectives or specific requirements are communicated 
to personnel in a manner that allows them to understand how their roles and responsibili-
ties impact the achievement of an enterprise’s objectives. Internal auditors should keep 
these needs in mind as they are performing internal audit control reviews.

All personnel should also receive a clear message from senior management that 
their individual or operating unit internal control responsibilities must be taken 
 seriously. Through the communication of objectives and sub‐objectives, personnel 
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should understand how their roles, responsibilities, and actions relate to the work of 
others in the enterprise, their responsibilities for internal control, and what is deemed as 
acceptable and unacceptable behavior. However, communication about internal control 
responsibilities may not on its own be suffi cient to ensure that management and other 
personnel embrace their accountability responsibilities and respond as intended. Often, 
management must take timely action that is consistent with such communication to 
enforce the messages conveyed. 

 In addition, information that is shared through internal communications helps 
management and other personnel to recognize any problems or potential problems, to 
determine their cause, and to take corrective actions. For example, assume that an inter-
nal audit department conducts an audit over commissions paid to distributors in one 
international location. The audit, in this example, may reveal instances of the fraudulent 
reporting of sales through certain distributors. Further investigation exposes payments 
by the distributor to the sales representative responsible for the related distributors. 
This information would be published by the internal audit in an audit report addressed 
to the board and senior management. Once these internal audit fi ndings have been 
confi rmed, the control weakness should be shared with sales management in other 
locations, enabling them to analyze information more critically to determine if the issue 
is more pervasive and to take any necessary actions. 

 Communications between management and the board of directors provides the 
board with information needed to exercise its oversight responsibility for internal con-
trol. Information relating to internal control that is communicated to the board gener-
ally should include signifi cant matters about adherence to, changes in, or issues arising 
from the system of internal control. The frequency and level of detail of the communica-
tion to management and the board of directors must be suffi cient to enable these parties 
to understand the results of management’s separate and ongoing assessments and the 
impact of those results on the achievement of objectives. Additionally, the frequency and 
level of detail must be suffi cient to enable the board of directors to respond to indications 
of ineffective internal control on a timely basis. 

 COSO internal control guidance encourages direct communication between board 
members and other personnel. Members of the board of directors should have direct access 
to employees without reference to management. This is the type of guidance that sounds 
good in theory but is often not very effective in practice. With the exception of open forum 
sessions at annual meetings, most employees and other stakeholders of all but the very 
smallest of corporations do not have much opportunity to directly interact with their 
board members. Management‐led open forum sessions may change this relationship, but 
communication barriers will continue to exist despite COSO’s good intentions.    

 3.9 COSO INTERNAL CONTROL COMPONENTS: 
MONITORING ACTIVITIES 

 Monitoring activities assess whether each of the other fi ve objectives or components of 
COSO internal control, including the control environment, risk assessment, and  others, 
are present and functioning. An enterprise and its internal auditors should use ongo-
ing and separate evaluation processes to ascertain whether established internal con-
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trol principles, both across the enterprise and its subunits, are in effect, present, and 
functioning. Monitoring here is a key input into the organization’s assessment of the 
effectiveness of internal control. The revised COSO internal control framework identifies 
two principles, discussed in Chapter 4, for the monitoring activities’ internal control 
component:

 1. The organization selects, develops, and performs ongoing and/or separate evalu-
ations to ascertain whether the components of internal control are present and 
functioning.

 2. The organization evaluates and communicates internal control deficiencies in a 
timely manner to those parties responsible for taking corrective action, including 
senior management and the board of directors, as appropriate.

An enterprise’s system of internal control will often change, and the entity’s objec-
tives and its components of internal control may change over time as well. Also, proce-
dures may become less effective or obsolete, may no longer be in place and functioning, 
or may be deemed insufficient to support the achievement of new or updated internal 
control objectives. Monitoring activities should be selected, developed, and performed 
to ascertain whether each control component or principle from the five internal control 
components is present and functioning, and that some forms of internal control deficien-
cies exist. Management also needs to determine whether the system of internal control 
continues to be relevant and able to address new risks.

Where appropriate, monitoring activities identify and examine expectation gaps 
relating to internal control anomalies and abnormalities, which may indicate that one 
or more components of internal control, including controls to affect principles across 
the enterprise and its subunits, are not present and functioning. Monitoring activities 
will generally identify root causes of such breakdowns and may operate within various 
business processes across the enterprise and its subunits. These words are adapted from 
the supporting COSO internal control guidance materials. They mean that appropriate 
monitoring processes help to dig out and identify potential problems that have been all 
but ignored, and scheduled internal audits frequently point to this role.

Enterprises need to consider underlying details in determining whether an activ-
ity is a control activity, as was discussed previously, versus a monitoring activity, and 
especially where the activity involves some level of supervisory review. Review activi-
ties are not automatically classified as monitoring activities. For example, the intent of 
a monthly completeness control activity would be to detect and correct errors, where 
a corresponding monitoring activity would only be to ask why there were errors in the 
first place, and then to task management with fixing the process to prevent future errors. 
In simple terms, a control activity responds to a specific risk, whereas a monitoring 
activity assesses whether controls within each of the five components of internal control 
are operating as intended, among other things. As always, when we consider any aspect 
of COSO internal controls, we should always take into account the three‐dimensional 
nature of the COSO framework and control relationships up, down, and across.

The COSO revised framework monitoring activities guidance materials empha-
size that an enterprise should conduct ongoing evaluations to support its monitoring 
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activities and that an enterprise should identify and communicate any known inter-
nal control defi ciencies as part of its monitoring activities. Installation of appropriate 
monitoring activities brings to completion a full circle of internal control processes, as 
illustrated in Exhibit   3.5   . The idea behind this exhibit is that when an enterprise develops 
and implements enterprise objectives, that action should go through each of the COSO 
control components. In a circular fashion, moving from establishing or building an 
appropriate control environment, this cycle moves to monitoring activities, and those 
monitoring activities act as a review factor over all other internal control components. 

  An enterprise should select, develop, and perform ongoing and/or separate evalu-
ations to monitor or ascertain whether their internal control components of are pres-
ent and functioning. Monitoring can be done through separate management‐initiated 
evaluations or through an effective internal audit process. Internal audit reviews over 
some area of operations or internal controls is an example of a separate monitoring 
activity and a reason why the internal audit process is so important for establishing 
effective internal controls under the COSO framework. As discussed in Chapter   8   on 
performing effective internal audits, internal control reviews should be initially planned 
and scheduled based on internal audit’s risk assessment processes, but internal audi-
tors then may return to review that same area again, based on any internal control 

    EXHIBIT   3.5    COSO Monitoring Activities 
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deficiencies found in the first review. In addition, separate monitoring evaluations may 
be conducted periodically by management, internal audit, or external parties, among 
others, with scope and frequency a matter of management judgment.

Continuous COSO monitoring processes are similar to the continuous internal audit 
processes discussed in Chapter 11. They also are like an oil pressure light in an automo-
bile that only flashes a warning if the pressure is out of bounds. Ongoing evaluations 
are generally defined, routine operations built into business processes and performed 
on a real‐time basis, reacting to changed conditions. Where ongoing evaluations are 
built into business processes, their internal control components are usually structured 
to monitor themselves on an ongoing basis.

Unmonitored controls tend to deteriorate over time. The COSO framework defines 
monitoring as processes to help ensure that internal control continues to operate effec-
tively. When monitoring is designed and implemented appropriately, an enterprise 
should benefit because it is more likely to:

 ■ Identify and correct internal control problems on a timely basis
 ■ Produce more accurate and reliable information for use in decision making
 ■ Prepare accurate and timely financial statements
 ■ Be in a position to provide periodic certifications or assertions on the effectiveness 

of internal control

Effective monitoring processes are a key component to assure that an enterprise 
has effective internal controls and internal audit has a key responsibility in helping to 
perform many monitoring processes. Management needs to design, develop, and launch 
effective internal controls, but monitoring processes are needed to provide assurances 
to senior management and others that those internal controls are in place.

Management can launch these monitoring processes by encouraging enterprise 
staff members with control system responsibility to understand COSO’s internal control 
framework and its monitoring guidance and then to consider how best to implement 
monitoring processes or whether they have already been incorporated into certain 
areas. Further, both internal auditors and other personnel with appropriate skills, 
authority, and resources should address these four fundamental questions:

 1. Have established monitoring processes identified the meaningful risks to enterprise 
objectives, for example, the risks related to producing accurate, timely, and complete 
financial statements?

 2. Which controls are “key controls” that effective monitoring processes will best sup-
port an internal audit assessment regarding the effectiveness of internal control in 
those risk areas?

 3. What information collected from monitoring processes will be persuasive in telling 
management and the board of directors whether these controls are continuing to 
operate effectively?

 4. Are we presently performing effective monitoring that is not well‐utilized in 
the evaluation of internal control, resulting in unnecessary and costly further 
 testing?
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 Management and the board of directors should understand these concepts of effec-
tive monitoring and how they can serve their respective enterprise interests. Internal 
audit review activities should provide senior management with assurances that their 
internal control systems are working and that installed monitoring processes are pro-
viding that guidance. 

 COSO’s internal control monitoring objective should help enterprises answer 
these and other questions within the context of their own unique circumstances— 
circumstances that will change over time. As they progress in achieving effectiveness in 
monitoring, enterprises likely will have the opportunity to further improve the process 
through the use of such tools as continuous monitoring or auditing tools and excep-
tion reports tailored to their processes. Over time, effective COSO monitoring processes 
should lead to organizational effi ciencies and reduced costs associated with public 
reporting on internal control because internal control problems can be identifi ed and 
addressed in a proactive rather than reactive manner.   

 3.10 THE COSO FRAMEWORK’S OTHER DIMENSIONS 

 The prior sections have described the more important components of the COSO internal 
control framework, from the control environment to monitoring. Each of these describes 
important components or elements of internal control that must be individually effec-
tive and must work with the other related internal control elements. For example, COSO 
risk assessment elements should drive and help manage control activities. However, 
the major feature of the COSO framework that is sometimes all but ignored is its three‐
dimensional nature. 

 Exhibit   3.6    has fl ipped the COSO internal control framework and shows operations, 
reporting, and compliance controls from a front‐facing perspective. There is no change 
here in the concept of effective COSO internal controls, but the exhibit provides a dif-
ferent way of looking at them. That is, an internal auditor reviewing and assessing the 
effectiveness of an organization’s business reporting controls, such as may be found in 
a manufacturing resource control system, should think about the effectiveness of those 
controls with regard to internal control elements ranging from the overall control envi-
ronment to monitoring activities. 

  In a similar manner, each of these internal controls should be considered with 
respect to the organization‐size side of the COSO cube. That is, an internal control 
should be effective in an individual business unit or department, at a larger business 
or functional level, and for an entire business entity. As we will fi nd as we explore 
internal audit processes and internal control procedures in the chapters following, 
these concepts are sometimes diffi cult to apply consistently across the overall enter-
prise. While there can be some minor and even justifi able variations, management 
should try to apply these COSO internal controls consistently across an overall busi-
ness entity. 

 As we have stated previously, a strong knowledge and understanding of the COSO 
internal control framework should be an internal auditor CBOK requirement. COSO does 
not contain rules, as found surrounding Chapter   5  ’s description of SOx, or  recommended 
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best practices, as will be discussed in Chapter   19   on ITIL®, but the COSO internal con-
trol framework contains some strong guidance for building and assessing all levels of 
enterprise internal controls, ranging from those in a smaller business unit IT application 
system to overall corporate‐level processes.   

    EXHIBIT   3.6    COSO Internal Controls—Reporting Perspective 
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4                                                        CHAPTER   FOUR                 

 The 17 COSO Internal 
Control Principles                                             

 CHAPTER   3   DESCRIBED THE RE VISED COSO internal control framework. 
A key component of that framework is COSO’s 17 internal control principles, 
guidance to help managers and internal auditors better understand and utilize 

COSO internal controls. These principles are a new concept that was not included in the 
original COSO framework, and they are helpful for internal auditors in their reviews 
and understandings of COSO internal controls. This chapter will introduce these COSO 
internal control principles and why they are important for management and internal 
auditors in building effective internal controls. 

 Rather different from COSO, the Institute of Internal Auditors (IIA) has established 
a set of 12 core principles that describe internal audit effectiveness to support the prin-
ciples in their standards and   code of ethics  , both discussed in Chapter   9  . They are a key 
component in their International Professional Practices Framework (IPPF). These prin-
ciples, both for COSO internal controls and for the IIA’s IPPF, represent key goals or talk-
ing points that internal auditors should use in planning, performing, and evaluating 
their internal control reviews.   

 4.1 COSO INTERNAL CONTROL FRAMEWORK PRINCIPLES 

 The COSO internal control framework, introduced in Chapter   3  , is supported by 17 prin-
ciples. For some managers who have looked at the COSO three‐dimensional framework 
and walked away confused, these principles supply more guidance and understanding 
of internal control concepts, though they do not exactly track to the elements of the 
framework. These elements are listed in Exhibit   4.1    and will be described in greater 
detail further on.  

Brink’s Modern Internal Auditing: A Common 
Body of Knowledge, Eighth Edition 
By Robert R. Moller 
Copyright © 2016 by John Wiley & Sons, Inc. 
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 EXHIBIT 4.1     COSO Internal Control Principles  

Element Principle

Control environment     1.  Demonstrate commitment to integrity and ethical values 
   2.  Ensure that board exercises oversight responsibility 
   3.  Establish structures, reporting lines, authorities, and 

responsibilities 
   4.  Demonstrate commitment to a competent workforce 
   5.  Hold people accountable  

Risk assessment     6.  Specify appropriate objectives 
   7.  Identify and analyze risks 
   8.  Evaluate fraud risks 
   9.  Identify and analyze changes that could signi� cantly affect 

internal controls  

Control activities     10.  Select and develop control activities that mitigate risks 
   11.  Select and develop technology controls 
   12.  Deploy control activities through policies and procedures  

Information and 
communication

    13.  Use relevant, quality information to support the internal control 
function 

   14.  Communicate internal control information internally 
   15.  Communicate internal control information externally  

Monitoring     16.  Perform ongoing or periodic evaluations of internal controls (or a 
combination of the two) 

   17.  Communicate internal control de� ciencies  

 Internal auditors should develop an understanding of these principles as a CBOK 
must . These concepts should assist internal auditors to better develop and perform their 
internal control reviews.   

 4.2 CONTROL ENVIRONMENT PRINCIPLE 1: INTEGRITY 
AND ETHICAL VALUES 

 The fi rst principle of the COSO control environment calls for an enterprise to demon-
strate a commitment to   integrity and ethical values  . Enterprise history and culture often 
play a major role in forming this internal   control environment  . When an enterprise histor-
ically has had a strong management emphasis on producing error‐free products, when 
senior management continues to emphasize the importance of high‐quality products, 
and when this message is communicated to all levels, this becomes a major enterprise 
control environment factor. The messages from the CEO or other very senior manag-
ers are known as the  tone at the top —management’s messages to all stakeholders. The 
message from the top should be more than just “we will comply with the law” types of 
statements. The messages should be far broader and emphasize that an enterprise is 
committed to the highest ethical standards in every aspect of its business, including 
not just compliance but in its business, sales, legal counseling, and human resources 
practices as well as its treatment of employees and customers. 
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These are the messages and repeated commitments from senior leadership through-
out the enterprise to emphasize the importance of compliance and ethical conduct that 
should be embraced and integrated into every level of business operations. However, if 
senior management gains a reputation for looking the other way at policy violations and 
makes dubious‐sounding statements, this negative message will be communicated to 
other levels of the enterprise. A positive tone at the top calls for senior management to 
lead by example on matters of integrity and ethics; positive actions here are a foundation 
stone establishing a strong control environment for the enterprise.

While the tone at the top is very important, an effective enterprise‐wide code of 
ethics—once typically called a code of conduct because of the emphasis on rules—is 
equally or even more important in establishing an effective internal control environ-
ment. Codes of ethics have been with business organizations for many years, but have 
traditionally been more focused on lower‐level staff members than on senior manage-
ment. They should be an important component of an effective system of internal controls 
for all members of an enterprise, from senior management to the operations staff and 
other stakeholders.

The effective enterprise today should develop and enforce a code of that covers appli-
cable ethical, business, and legal rules for all enterprise stakeholders, whether they be 
the officers, all other employees, or a larger group of stakeholders including vendors and 
consultants. A code of ethics should be a clear, unambiguous set of rules or guidance 
that outlines what is expected of all enterprise stakeholders. The code should be based 
on the values and legal issues surrounding an enterprise. That is, while all enterprises 
can expect to have a code of prohibitions against sexual and racial discrimination, a 
defense contractor with many contract‐related rules issues might have a somewhat dif-
ferent code of ethics than a fast‐food store operation. However, the code should apply to 
all members of the enterprise from the most senior level to a part‐time clerical employee. 
For example, a code of conduct rule prohibiting erroneous financial reporting should 
be the same whether directed at the CFO for deliberately incorrect quarterly financial 
reporting or the part‐timer for an incorrect or fraudulent weekly time card. Punish-
ments and remedial measures should be applied to both. Exhibit 4.2 contains some of 
the topics that are typically included in an enterprise code of ethics.

Affirming Adherence to the Code of Ethics

An enterprise’s code of ethics must be a living document. It has little value if it has been 
developed, delivered to all stakeholders with much hullabaloo, and then essentially 
filed away and forgotten after that initial launch. If there is a new code of ethics or even 
a major revision of the existing code, the enterprise should undertake a major effort to 
deliver a copy of that code to all employees and stakeholders. An important step would 
be to formally present the new code of ethics to the enterprise’s top managers, and 
particularly the financial officers. Codes of ethics in the past sometimes received only 
token acceptance from the senior officer group, with a feeling that they were really for 
the staff and not for them.

Enterprise senior management should be required to formally acknowledge that 
it has read, understands, and will abide by the enterprise’s code of ethics. With the 
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 EXHIBIT 4.2     Example Code of Ethics Topics  

The following are topic areas found in a typical enterprise code of ethics. The actual code 
should have speci� c rules in each of these areas.

 I. INTRODUCTION 

  A.  Purpose of This Code of Ethics: A general statement about the background of the code of 
ethics, emphasizing enterprise traditions. 

  B.  The Enterprise’s Commitment to Strong Ethical Standards: A restatement of the mission 
statement and a supporting message from the CEO. 

  C.  Where to Seek Guidance:  A description of the ethics hotline process. 
  D.  Reporting Noncompliance: Guidance for whistleblowers–how to report. 
  E.  Your Responsibility to Acknowledge the Code:  A description of the code 

acknowledgement process for all stakeholders.  

 II. FAIR DEALING STANDARDS 

  A.  Enterprise Selling Practices: Guidance for dealing with customers. 
  B.  Enterprise Buying Practices: Guidance and policies for dealing with vendors.  

 III. CONDUCT IN THE WORKPLACE 

  A.  Equal Employment Opportunity Standards: A strong commitment statement. 
  B.  Workplace and Sexual Harassment Policies: An equally strong commitment statement. 
  C.  Alcohol and Substance Abuse: A policy statement in this area.  

 IV. CONFLICTS OF INTEREST 

  A.  Outside Employment: Limitations on accepting employment from competitors. 
  B.  Personal Investments: Rules regarding using enterprise data to make personal investment 

decisions. 
  C.  Gifts and Other Bene� ts: Rules regarding receiving bribes and improper gifts. 
  D.  Former Employees: Rules prohibiting giving favors to ex‐employees in business. 
  E.  Family Members: Rules about giving business to family members, creating potential 

con� icts of interest, and family-member employee relationships.  

 V. ENTERPRISE PROPERTY AND RECORDS 

  A.  Enterprise Assets: A strong statement on the employees’ responsibility to protect assets. 
  B.  Computer Systems Resources: An expansion of the enterprise assets statement to re� ect 

all aspects of computer systems resources. 
  C.  Use of the Enterprise’s Name: A rule that the enterprise name should only be used for 

normal business dealings. 
  D.  Enterprise Records: A rule regarding employee responsibility for records integrity. 
  E.  Con� dential Information: Rules on the importance of keeping all enterprise information 

con� dential and not disclosing it to outsiders. 
  F.  Employee Privacy: A strong statement on the importance of keeping employee’s personal 

information con� dential from outsiders and even other employees. 
  G.  Enterprise Bene� ts: Employees must not take enterprise bene� ts where they are not entitled.  

 VI. COMPLYING WITH THE LAW 

  A.  Inside Information and Insider Trading: A strong rule prohibiting insider trading or 
otherwise bene� ting from inside information. 

  B.  Political Contributions and Activities: A strong statement on political activity rules. 
  C.  Bribery and Kickbacks: A � rm rule on using bribes or accepting kickbacks. 
  D.  Foreign Business Dealings: Rules regarding dealing with foreign agents in line with the 

Foreign Corrupt Practices Act. 
  E.  Workplace Safety: A statement on the enterprise’s policy to comply with OSHA rules. 
  F.  Product Safety: A statement on the enterprise’s commitment to product safety. 
  G.  Environmental Protection: A rule regarding the enterprise’s commitment to comply with 

applicable environmental laws.  
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 management team standing behind it, the enterprise should next roll out the code of 
ethics to all enterprise stakeholders. This can be done in multiple phases, with deliv-
ery to local or more major facilities first, followed by smaller units, foreign locations, 
and other stakeholders. Rather than just including a copy of the code with payroll 
documents, an enterprise should make a formal effort to present it in a manner that 
will gain attention.

A new code of ethics can be communicated through a video by the CEO, by web-
casts, training sessions, or other means to emphasize its importance and meaning. 
Special communication methods might be used for other groups such as vendors or 
contractors, but an enterprise objective should be to get all stakeholders to formally 
acknowledge that they will abide by the enterprise’s code of ethics. This can be accom-
plished by an Internet or telephone response type of system where every enterprise 
stakeholder is asked to respond to these three questions:

 1. Have you received and read a copy of the code of ethics? Answer yes or no.
 2. Do you understand the contents of this code of ethics? Answer yes if you understand 

this code of ethics or no if you have questions.
 3. Do you agree to abide by the policies and guidelines in this code of ethics? Answer 

yes if you agree to abide by the code and no if you do not.

Every employee and stakeholder should be required to acknowledge acceptance 
of their enterprise’s code of ethics, with responses recorded on a database listing the 
employee name and the date of their review and acceptance or nonacceptance. The 
idea is to have everyone—all of the stakeholders—buy into the code and agree to its 
terms. If someone refuses to accept the code because of questions, supervisors or others 
should discuss the matter with that person to gain eventual resolution. The final issue 
here is that the enterprise should expect all employees to agree to accept and abide by 
the enterprise’s code of ethics. Following that code should be just another enterprise 
work rule, and consistent failure to abide by the rules should be grounds for termination.

The purpose of this code acknowledgment requirement is to avoid any “I didn’t 
know that was the rule” excuses in the future when code violations are encountered. 
It is a good idea to go through a code acceptance process on an annual basis, or at least 
after any revision to the code document. The files documenting these code acknowledg-
ments should be retained in a secure manner.

Code Violations and Corrective Actions

An enterprise‐wide code of ethics lays out a set of expected behaviors. In addition to 
publishing a code of ethics and obtaining stakeholder acceptance, there also needs to 
be a mechanism for reporting code violations and for investigating and handling those 
violations. The objective here is that if the enterprise issues a strong code along with 
a message from the CEO about the importance of good ethical practices, all stakehold-
ers are expected to follow those rules. However, we all know that people are people 
and there will always be some who violate the rules or run on the edge. An enterprise 
needs to establish a mechanism to allow employees or even outsiders to report  potential 
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 violations of the code in a secure and confi dential manner. Much of that reporting mech-
anism can be handled through a whistleblower facility, as discussed in Chapter   26  . 

 A code of ethics describes a series of rules for expected actions in the enterprise. 
When violations are found, the matter should be investigated and actions taken on a 
consistent basis, no matter the rank of the stakeholders. If the code of ethics prohibits 
making copies of corporate software—and it should—the penalties for a staff analyst in 
a remote sales offi ce or a senior manager in corporate headquarters should be the same. 
Assuming they both read the prohibition in the code and acknowledged acceptance, 
penalties for violations should be consistent. Otherwise, there can be an atmosphere 
in which the rules appear to apply only to some. This supports COSO’s integrity and 
ethical values principle.    

 4.3 CONTROL ENVIRONMENT PRINCIPLE 2: ROLE OF THE 
BOARD OF DIRECTORS 

 The control environment is very much infl uenced by the actions of an enterprise’s   board 
of directors   and its audit committee, with the principle “Ensure that the board exercises 
oversight responsibility.” 

 In the years prior to the Sarbanes-Oxley Act (SOx), boards and their audit commit-
tees often were dominated by senior management inside directors, often with limited 
representation from outside, minority board members. This created situations where 
the boards were not totally independent of management. Enterprise offi cers sat on the 
board and were in effect managing themselves, often with less concern for the outside 
investors. SOx changed this and requires that audit committees be truly independent. 
An active and independent board is an essential component of the COSO control envi-
ronment. By setting high‐level policies and by reviewing overall enterprise conduct, 
the board and its audit committee have the ultimate responsibility for setting the tone 
at the top. 

 An independent board must have a close relationship with senior management to 
ensure effective and successful enterprise operations and a strong internal control envi-
ronment. The board of directors and its audit committee should identify and understand 
the expectations of stakeholders, including customers, employees, investors, and the 
general public, as well as enterprise legal and regulatory requirements. These expecta-
tions should help shape the objectives of the enterprise and the oversight responsibilities 
of the board. The following board of directors’ activities may assist management in deter-
mining whether this COSO control environment principle is present and  functioning. 

 ■ Establish oversight responsibilities.  The board of directors should identify and 
accept its oversight responsibilities in relation to established legal requirements and 
stakeholder, investor, and public expectations. 

 ■     Apply relevant expertise.  The board of directors should defi ne, maintain, and 
periodically evaluate the skills and expertise needed among its members to enable 
them to ask probing questions of senior management and take commensurate 
actions. 
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 ■ Operate independently.  The board of directors should have suffi cient members 
who are independent from management and are objective in their evaluations and 
decision making. 

 ■ Provide oversight for the system of internal controls.  The board of directors 
should retain oversight responsibility for management’s development and perfor-
mance of internal controls.   

 The board of directors should review and approve policies and practices that sup-
port the performance of internal controls across the enterprise in regular meetings 
between management and the board. The processes and structures particularly rel-
evant to the audit committee of the board are those that provide an oversight for the 
system of internal controls, and the joint efforts of the board and senior manage-
ment can demonstrate that this internal control environment principle is present 
and  functioning.   

 4.4 CONTROL ENVIRONMENT PRINCIPLE 3: AUTHORITY 
AND RESPONSIBILITY NEEDS 

 Management should establish, with appropriate board oversight, structures, reporting 
lines, and appropriate authorities and responsibilities in the pursuit of its internal con-
trol objectives. There should be an organizational structure in place to plan, execute, 
control, and periodically assess the activities of the overall enterprise. This control envi-
ronment goal is to provide for clear accountability and information fl ows within and 
across the overall enterprise and all of its subunits. 

 In order to determine that this enterprise internal control principle is function-
ing, management and the board of directors should consider the multiple operat-
ing units, legal entities, geographical locations, and outsourced service providers 
in the enterprise to support the achievement of these internal control objectives. 
With today’s complex international enterprises, with multiple agreements between 
operating units and outside providers, this can be a complex mix, but management 
should then design and evaluate lines of reporting for each entity structure to enable 
execution of authorities and responsibilities and flow of information to manage the 
activities of the entity. 

 Many enterprises of all types and sizes today have streamlined their operations and 
pushed their decision‐making authority downward and closer to the frontline personnel. 
A strong control environment says that frontline employees should have the knowledge 
and power to make appropriate decisions in their own area of operations rather than be 
required to pass the request for a decision up through more senior enterprise channels. 
The critical challenge that goes with this delegation or empowerment is that although 
they can delegate some authority in order to achieve objectives, senior management is 
ultimately responsible for the decisions made by those subordinates. An enterprise can 
place itself at risk if too many decisions involving higher‐level objectives are assigned 
at inappropriately lower levels without adequate management review. In addition, each 
person in the enterprise must have a good understanding of the enterprise’s overall 
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objectives as well as how individual actions interrelate to achieve those objectives. Enter-
prise management should recognize that this control environment component of the 
COSO framework is greatly infl uenced by the extent to which individuals recognize that 
they will be held accountable. This holds true for all members of the enterprise, from 
staff members all the way up to the chief executive, who has ultimate responsibility for 
all activities within an entity, including the internal control system.   

 4.5 CONTROL ENVIRONMENT PRINCIPLE 4: COMMITMENT 
TO A COMPETENT WORKFORCE 

 The enterprise should demonstrate a commitment to attract, develop, and retain com-
petent individuals in alignment with its objectives. This COSO control environment 
principle calls for policies and measures that qualify stakeholders to carry out their 
assigned responsibilities, and it requires relevant skills and expertise, which are gained 
largely from professional experience, training, and certifi cations. A commitment to 
competence is expressed in individual attitudes and behaviors in carrying out one’s 
responsibilities. A human resources function can often help defi ne competence and 
staffi ng levels by job role, facilitating training and maintaining completion records as 
well as evaluating the relevance and adequacy of individual professional development in 
relation to the enterprise’s needs. This COSO principle goes a bit stronger on individual 
competence issues than does the typical enterprise human resources function today, 
which is often more wrapped up in such matters as diversity issues than in concerns 
with employee skills. This control environment principle calls for enterprises to defi ne 
their competence requirements as needed to support the achievement of their internal 
control objectives, with consideration given to: 

 ■    Knowledge, skills, and experience needs 
 ■    The nature and degree of judgment and limitations of authority to be applied to 

specifi c positions 
 ■    Cost‐benefi t analyses of different levels of skills and experience 
 ■    Trade‐offs between the extent of supervision and the requisite competence levels 

of individual employees   

 The listed topics raise some hard issues that are often not truly considered by man-
agement when evaluating their employees. The control environment is enhanced when 
we have only the right people in the right jobs. 

 This principle goes on to say that the board of directors should evaluate the com-
petence of the CEO, and in turn, management should evaluate competencies across 
the enterprise and outsourced service providers in relation to established   policies and 
procedures   as well as acting as necessary to address any shortcomings or excesses. 
The supporting COSO guidance uses the example that a changing risk portfolio 
may cause an enterprise to shift resources toward areas of the business that require 
greater attention. Here, as an enterprise brings a new product to  market, it may elect 
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to increase staffing in its sales and marketing teams, or as a new applicable regula-
tion is issued, it may focus on those individuals responsible for its implementation. 
Shortcomings may arise relating to staffing levels, skills, expertise, or a combina-
tion of such factors. Management is responsible for acting on such shortcomings in 
a timely manner. 

 A key word in this principle and others is  demonstrate.  In all cases, management 
must take steps to implement the control principle. This is important for internal audi-
tors, who as part of their reviews should be looking for what an enterprise unit has done 
to implement some internal control principle.   

 4.6 CONTROL ENVIRONMENT PRINCIPLE 5: HOLDING 
PEOPLE ACCOUNTABLE 

 Management and the board of directors should establish the mechanisms to communi-
cate and hold individuals accountable for the performance of internal control responsi-
bilities across the organization and implement corrective action as necessary. As part of 
this they should establish performance measures, incentives, and other rewards appro-
priate for responsibilities at all levels of the entity, refl ecting appropriate dimensions of 
performance and expected standards of conduct and performance. 

 In particular, the board of directors ultimately holds the CEO accountable for inter-
nal control in the enterprise’s achievement of objectives, and the CEO and other senior 
management in turn are responsible for designing, implementing, conducting, and peri-
odically evaluating whether the defi ned structures, authorities, and responsibilities 
establish accountability for internal control at all levels of the enterprise. Accountabil-
ity here refers to the level of ownership for and the commitment to the performance of 
internal control in the pursuit of objectives. Management and the board should establish 
the mechanism to communicate and hold personnel accountable for their performance 
of internal control responsibilities across the enterprise and should take appropriate 
corrective actions as necessary. 

 Accountability for internal control is interconnected with leadership, and tone‐
at‐the‐top leadership messages as well as related management messages throughout 
the enterprise should be strong where internal control responsibilities are understood, 
carried out, and reinforced. However, as this COSO principle suggests, people should be 
held accountable for their actions. All too often today, we face situations where no one 
is designated to be in charge. Senior managers may look at an internal control prob-
lem, and if it is relatively minor in its impact, they will roll their eyes and say that it is 
an inexperienced staff problem and do nothing about it. Similarly, staff‐level personnel 
may blame the same problem on their management but take no steps to point out their 
concerns to management or petition for revision or change. 

 This COSO internal control principle emphasizes that management and all levels of 
the enterprise should hold people responsible for internal control management as well 
as all related strengths and weaknesses. This is an important concept that we ignore 
too often, and an important internal control principle.   
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 4.7 RISK ASSESSMENT PRINCIPLE 6: SPECIFYING 
APPROPRIATE OBJECTIVES 

 Risk assessment, a key element in the   COSO internal control framework  , is defi ned 
here as the possibility that an event may occur that will adversely affect the achieve-
ment of some enterprise objective. The management of internal control risks affects an 
enterprise’s ability to succeed, compete effectively in its industry, maintain its fi nancial 
strength and positive reputation, and maintain the overall quality of its products, ser-
vices, and people. There are always some risks in any business activity and there is no 
practical way to reduce all of them. Management, however, must determine how much 
risk is to be prudently accepted and strive to maintain risk within these limits, under-
standing how much tolerance it has for exceeding its target risk levels. 

 We all face a variety of risks, some regularly probable and others preposterous. The 
latter refer to once-in-a-thousand-years events such as major fl oods or earthquakes. Yes, 
they may happen at some time in the future, but establishing objectives and potential 
remedial practices is often of little value. Rather, management as well as internal audit 
should ask themselves what potential situations worry them in the relatively near term. 
This can form the basis for establishing a set of risk objectives. 

 For example, a manufacturer of a technical product may have an objective to launch 
a new product, using an evolving technology that may face some strong competitors in a 
very price‐competitive market, and with some uncertainties about whether the market 
will accept the product as much as hoped. This type of scenario can introduce a large 
number of potential risks and should be identifi ed and documented.   

 4.8 RISK ASSESSMENT PRINCIPLE 7: IDENTIFYING AND 
ANALYZING RISKS 

 Enterprise management with the support of internal audit should endeavor to identify 
all possible internal control risks that may impact an enterprise, ranging from the larger 
or more signifi cant risks down to the less major risks associated with individual projects 
or smaller business units. The risk identifi cation process requires a studied, deliberate 
approach to looking at potential risks in each area of operations and then identifying the 
more signifi cant risk areas that may impact each operation in a reasonable time period. 
The idea is not to just list every possible risk but to identify those that might impact 
operations, with some level of probability, within a reasonable time period. This can be 
a diffi cult exercise because we often do not know the probability of the risk occurring 
or the nature of the consequences if the enterprise has to face the risk. 

 While COSO’s focus is on external fi nancial reporting, the risk identifi cation pro-
cess should occur at multiple levels in an enterprise. A risk that impacts an individual 
business unit or project may not have that great of an impact on the entire enterprise 
or beyond. Conversely, a major risk that impacts the entire economy will fl ow down to 
the individual enterprise and the separate business units. 

 While identifying and analyzing risks should be an ongoing iterative process con-
ducted to enhance an enterprise’s ability to achieve its objectives, it is an important area 
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that should be considered as part of internal audit planning, as discussed in Chapter 
  8  . Although an enterprise may not explicitly state all of its risk‐related objectives, this 
does not mean that an implied objective is without either internal or external risk, and 
the enterprise should consider all risks that may occur. 

 To be effective, an enterprise risk identifi cation process should be supported by 
a variety of activities, techniques, and mechanisms, each relevant to the overall risk 
assessment. Management should consider these risks at all levels and take necessary 
steps to manage them. The risk assessment should consider factors that infl uence the 
severity, velocity, and persistence of the risk, its likelihood of the loss of assets, and the 
related impact on operations, reporting, and compliance activities. In addition, both 
internal audit and the overall enterprise need to understand the enterprise’s tolerance 
for accepting risks and its ability to operate within those risk levels. 

 COSO’s   risk identifi cation and analysis   principle call for the consideration of all 
risks within an enterprise, including its subunits and operational functions, such 
as fi nance, human resources, marketing, production, purchasing, and IT manage-
ment. In addition, this process should consider internal and external risks originating 
from outsourced service providers, key suppliers, and channel partners that directly 
or indirectly impact an enterprise’s achievement of objectives. In conducting these 
risk assessments, management should consider the rate of change in determining 
the frequency of the risk assessment process. While risk assessment is a dynamic pro-
cess, enterprises should use a combination of ongoing and periodic risk assessments. 
Internal audit can play an important role here in both their risk‐based internal audit 
planning and “boots on the ground” identifi cation of potential risk areas as part of 
internal audits at fi eld locations.   

 4.9 RISK ASSESSMENT PRINCIPLE 8: EVALUATING 
FRAUD RISKS 

 As we discussed in Chapter   3  , internal auditors in the past had minimal involve-
ment with fraud‐related issues, but this has very much changed. Internal auditors 
are often in a very good position to evaluate   fraud risk   due to their ongoing review 
activities throughout an enterprise. Fraud detection and prevention processes will be 
discussed more thoroughly in Chapter   27  , and they are an important COSO internal 
control principle. 

 A fraud risk assessment is a process that an enterprise should utilize to determine 
its exposure to internal and external fraud. The assessment should review operations 
and controls, including policies and procedures, to determine where gaps exist that 
could allow a person or group of persons to carry out a fraud against the enterprise. 
A fraud risk assessment should then look at key areas of the enterprise to determine 
if actions have been taken that would alert management to a fraud or to effectively 
deter the execution of a fraud. Each enterprise has different levels of risk and mitiga-
tion techniques depending on their industry. A manufacturing fi rm with high unit 
value inventory has different risks than a software technology company with valu-
able intellectual property. A retail establishment with stores has a different set of 
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risks than a professional services fi rm. Each risk assessment needs to be tailored to 
the organization and the specifi c risks it faces. Exhibit   4.3    shows this general fraud 
risk assessment process. 

  Internal auditors run into many such awareness concerns and potential fraud 
issues in the ongoing course of their scheduled reviews. They also typically get involved 
in much more detailed, transaction‐level reviews than their external audit counterparts 
and see questionable documents or transactions more frequently. If management feels 
there may be a potential fraud in the enterprise, the fi rst step is almost always to con-
tact internal audit, which also will have some connection and communication with 
the corporate legal department. They can discuss any potential concerns there and get 
a quick opinion on whether some concern requires more attention. If there are strong 
signs of an active fraud, corporate legal will almost always be ready to jump into the 
matter and help. 

 The IIA standards emphasize that internal audit has a role to play regarding 
fraud detection and prevention, but the primary responsibility falls on management. 
Although this sounds simple in theory, the problem lies in communicating that message 
to management. The evaluation of fraud risks is an important internal control principle.   

Evaluate risks based on the likelihood and
signi�cance of occurrence

Identify business units, locations,
or processes to assess

Monitor and categorize
fraud and misconduct risks and occurrences

Remediate risks through
control optimization

    EXHIBIT   4.3    Fraud Risk Assessment 
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 4.10 RISK ASSESSMENT PRINCIPLE 9: IDENTIFYING 
CHANGES AFFECTING INTERNAL CONTROLS 

 Risk assessment principles are of little value if an enterprise goes through an extensive 
analysis to identify risks but then does essentially nothing to take action to mitigate the 
identifi ed risks. This really calls for a risk response plan with the fi nal principle for COSO 
internal controls risk assessment: 

 Identify and analyze changes that could signifi cantly affect internal controls.   

 Enterprises should develop risk management strategies as part of their risk man-
agement processes. Risk management strategies address how an enterprise intends to 
assess identifi ed risks, plan responses, and monitor those risks—making explicit and 
transparent the risk perceptions that an enterprise routinely uses in making both invest-
ment and operational decisions. Risk identifi cation and analysis strategies are a key part 
of enterprise risk management. 

 Response strategies are a key component of COSO internal controls. Once the 
potential significance of risks has been assessed, management should consider how 
those risks should be managed. This often involves judgments based on assump-
tions about the risk and a reasonable analysis of the costs associated with reducing 
the levels of risk. Management should consider acting on each of the four basic   risk 
response strategies   discussed in Chapter   3  : avoidance, reduction, sharing, and risk 
acceptance. 

 Management should develop a general risk response strategy for each of its risks 
using an approach built around one of these four general strategies. In doing so, it 
should consider the costs versus benefi ts of each potential risk responses to best align 
them with the enterprise’s overall risk appetite. For example, an enterprise’s recogni-
tion that the impact of a given risk is relatively low would be balanced against a low 
risk tolerance that suggests that insurance should be purchased to provide a potential 
risk response. For many risks, appropriate responses are obvious and almost uni-
versally understood. An IT operation, for example, spends the time and resources to 
back up its key data fi les and implement a business continuity plan. There should be 
no question regarding this basic approach, but various levels of management may 
question the frequency of backup processes or how often the continuity plan needs 
to be tested. 

 An enterprise at this point should go back to the several risk objectives that have 
been established as well as the tolerance ranges for those objectives. Then it should 
readdress both the likelihoods and the impacts associated with each of the identifi ed 
risks within those risk objectives to develop an assessment of both of those risk catego-
ries as well as an overall assessment of the planned risk responses and how those risks 
will align with overall enterprise risk tolerances. The basic message here is that an 
enterprise needs an overall risk response plan in order to be complaint with its COSO 
internal control framework.   
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 4.11 CONTROL ACTIVITIES PRINCIPLE 10: SELECTING 
CONTROL ACTIVITIES THAT MITIGATE RISKS 

 This important COSO control activity principle states that, as part of its overall 
internal controls environment, an enterprise should select and develop   control activi-
ties   that contribute to the mitigation of internal control risks to the achievement of 
their objectives to acceptable levels. Control activities include actions that ensure 
that responses to assessed risks, as well as other management directives—such as 
establishing an enterprise code of ethics—are carried out properly and in a timely 
manner. 

 Because every enterprise has its own set of objectives and implementation 
approaches, there will always be differences in their objectives, risks, responses, 
and related control activities. Every enterprise is managed by different people with 
different skills who use their individual techniques in effecting internal controls. 
In addition, controls reflect the environment and industry in which the enterprise 
operates as well as the complexity of its organization, its history, culture, and scope 
of operations. 

 Enterprise‐specifi c factors can impact the control activities needed to support their 
systems of internal control: 

 ■    The enterprise’s environment and complexity as well as the nature and scope of its 
operations, both physically and logically, can all affect enterprise control activities. 

 ■    Highly regulated enterprises generally have more complex risk responses and con-
trol activities than less regulated entities. 

 ■    The scope and nature of risk responses and control activities for multinational 
enterprises with diverse operations generally address a more complex internal 
control structure than those of a domestic enterprise with less varied activities. 

 ■    An enterprise with a fairly sophisticated enterprise resource planning system, as 
discussed further in the sections following, will have different control activities than 
one using less sophisticated IT systems. 

 ■    An enterprise with decentralized operations and an emphasis on local autonomy 
and innovation presents a different control environment than another whose oper-
ations are constant and highly centralized.   

 The previous points highlight an obvious issue regarding the COSO internal control 
framework. When establishing internal control processes, an enterprise always needs 
to think of the relative size and complexity of the enterprise. One size does not fi t all, 
and management must consider the relative size of the enterprise and should make 
internal control accommodations based on relative size and other operating environ-
ment considerations. 

 The selection and development of strong enterprise control activities that 
mitigate overall risk is an important COSO internal control principle. For internal 
auditors, this will lead to developing and performing effective internal audits, as 
are discussed in Chapter   8  , as well as other internal audit activities found in other 
chapters.   
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 4.12 CONTROL ACTIVITIES PRINCIPLE 11: SELECTING 
AND DEVELOPING TECHNOLOGY CONTROLS 

 COSO uses the term  technology  in this principle, and it could include such areas as manu-
facturing robotics, pharmaceutical testing instruments, and the development of con-
sumer‐oriented electronic video products. All of these technology products and more go 
beyond what we normally call IT systems, and many of their internal control concerns 
and issues are really outside of the range of many internal auditors. Given space limita-
tions here, when COSO referenced   technology controls  , we will be referencing IT systems 
applications and general controls. Both of these IT control areas cover a wide range of 
topics and are discussed in Part Five of this book, Chapters   19   through 24. 

 There are many different types of technical‐, management‐, and governance‐related 
IT controls covering everything from high‐level management IT policies to control 
processes for specifi c applications and even running on handheld devices. Exhibit   4.4    
describes this overall IT control hierarchy, much of which will be discussed in other 
chapters going forward. Our point here is that there is one COSO internal control prin-
ciple talking about the importance of IT controls, but an enterprise has a challenge to 
select and develop appropriate IT controls.    

    EXHIBIT   4.4    IT Control Hierarchy 
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 4.13 CONTROL ACTIVITIES PRINCIPLE 12: POLICIES 
AND PROCEDURES 

 The third of the COSO control activities principles calls for an enterprise to deploy its con-
trol activities through policies and procedures. Control activity policies specify and estab-
lish what is expected, and procedures put those policies into action. While an enterprise 
will normally have many policies and procedures in place to achieve its objectives, control 
activities should be initiated that specifi cally relate to those policies and procedures and 
contribute to the mitigation of risks for the achievement of objectives at acceptable levels. 

 A policy should be more than just the CEO saying he or she generally wants to do 
something or take some action without any more specifi c details. In going through a 
formal review and approval process, an enterprise should publish statements outlining 
management’s intention to implement some policy or take some action. Often published 
on a customer service database, enterprise‐published policies should have the following 
elements: 

 ■ Policy purpose.  There should be a high‐level statement outlining the intent or 
high-level objectives of the policy. 

 ■     Location and applicability.  There should be a defi nition of whether the policy 
applies only to some units or is global. 

 ■ Roles and responsibilities.  Descriptions should include everyone involved in the 
policy.   

 There are many styles and formats of enterprise policy statements, and in some 
cases policies can even be communicated orally as long as the supporting messages are 
well understood. Unwritten policies can be effective where communications channels 
involve limited management layers and close interactions with supervision of personnel. 
But whether or not they are written, policies must establish clear individual responsibil-
ity and accountability and be deployed diligently and consistently by competent per-
sonnel. A procedure will not be useful if performed in a rote manner, without a sharp, 
continuing focus on the risks to which the policy is directed. 

 A key element of this control activity principle is that an enterprise should deploy 
policies that establish what is expected and relevant procedures to refl ect these policies. 
This control activities principle calls for the following action steps: 

 ■ Establish policies and procedures to support the deployment of manage-
ment’s directives.  Management should establish control activities that are built 
into business processes and employees’ day‐to‐day activities through policies estab-
lishing what is expected and relevant procedures specifying those actions. 

 ■ Establish responsibility and accountability for executing policies and pro-
cedures.  Management should establish responsibility and accountability for all 
relevant control activities of the enterprise. 

 ■     Perform using competent personnel.  Selection and training processes should 
be in place such that competent personnel are assigned to perform control activities 
with diligence and focus. 
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 ■ Perform in a timely manner.  Responsible personnel should perform control 
activities in a timely manner as defi ned by enterprise policies and procedures. 

 ■     Take corrective actions when appropriate.  Responsible personnel should 
investigate and act on matters identifi ed as a result of executing control activities. 

 ■     Reassess policies and procedures.  Management should periodically review 
control activities to determine their continued relevance and should refresh them 
when necessary.     

 4.14 INFORMATION AND COMMUNICATION PRINCIPLE 13: 
USING RELEVANT, QUALITY INFORMATION 

 An enterprise should obtain and use relevant, quality information to support the func-
tioning of its internal control components. Information is necessary for an enterprise to 
carry out its internal control responsibilities in support of the achievement of objectives. 
Information about an enterprise’s objectives should be gathered from the board of direc-
tors and senior management activities and summarized in a way that line management 
and others can understand these objectives and their role in their achievements. This 
communication problem is often a “Management 101” type of basic issue, where we 
should always remember that relevant information is a key component of effective inter-
nal controls. Senior management, IT specialists, internal auditors, and others, working 
as a team, should survey past operational and fi nancial management information input 
and output resources to identify and better defi ne relevant information requirements. 

 Obtaining relevant information, as defi ned in the COSO guidance materials, requires 
management to identify and defi ne information requirements at a strong level of detail 
and specifi city. Identifying information requirements is an iterative and ongoing process 
that occurs throughout the performance of an effective internal control system. 

 Information requirements are established through activities performed in support 
of the other internal control elements or components. These requirements facilitate 
and direct management and other personnel to identify relevant and reliable sources 
of information and underlying data. The amount of information and underlying data 
available to management may often be more than is needed because of increased 
sources of information and advances in data collection, processing, and storage. In 
other cases, data may be diffi cult to obtain at the relevant level or requisite specifi c-
ity. Therefore, a clear understanding of the COSO‐defi ned information requirements 
directs management and other personnel to identify relevant and reliable sources of 
information and data.  

 Information from Relevant Sources 

 With our growing use of video, voice, and communications over the Internet and wire-
less sources, in addition to more traditional printed reports, internal and external infor-
mation is received from a variety of sources and in a variety of forms and formats. 
Exhibit   4.5    shows some examples of types of information that enterprise management 
encounters on a regular basis. 
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 EXHIBIT 4.5     Information from Relevant Sources Example  

Info. Source Example of Relevant Information Data Example

Internal Senior or supervisory 
management communications

Organization changes

Internal Inspection reports from 
production � oor.

Online and quality production informaton

Internal Internal audit report � nding and 
recommendations

Planned corrective actions based on 
audit � ndings

Internal Personnel time reporting system Hours incurred on time‐based projects

Internal Reports from manufacturing 
systems

Production results: number of units 
shipped

Internal Responses to customer surveys Factors impacting customer repeat 
purchases

Internal Whistleblower hotline reported 
concerns and issues

Complaints on management behaviors

External Data from outsourced service 
provider

Products shipped from contract 
manufacturer

External Industry research reports Competitor product information

External Peer company earning releases Market and industry metrics

External Governmental or trade association 
rules and new standards

New or expanded requirements

External Social media, blog, or other posts Opinions about the enterprise

External Trade show surveys and attendee 
recorded comments

Evolving customer interests and 
preferences

External Whistleblower hotline Claims of fraud, bribery, etc.

  In managing their information from external sources, management should con-
sider them in terms of a comprehensive scope of potential events, activities, and data 
sources available internally and from reliable sources, and select those that are most 
relevant and useful to the current organizational structure, business model, or objec-
tives. As changes to an enterprise occur, their information requirements also change. 
For example, an enterprise operating in a highly dynamic business or economic envi-
ronment may experience continual changes, often caused by the activities of highly 
innovative and quick‐moving competitors who shift customer expectations. In addition, 
this type of enterprise may face evolving regulatory issues, globalization issues, and 
challenges from technology innovations. Thus management must regularly reevaluate 
its information requirements and adjust to the nature, extent, and sources of informa-
tion and underlying data to meet its ongoing needs.   

 Processing Data through Information Systems 

 COSO uses the phrase  information system  in a rather broad sense, meaning both 
information technology (IT) systems and other overall related processes—both 
manual and IT‐based—for capturing, analyzing, storing, and distributing all types 
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of business information. Enterprises develop information systems to source, capture, 
and process large volumes of data from internal and external sources into mean-
ingful, actionable information to meet defined information requirements. Informa-
tion systems encompass a combination of people, processes, and technology that 
support a business’s basic or fundamental processes managed internally as well as 
those supported through relationships with outsourced service providers and other 
external parties.

Information can be obtained through a variety of forms, including manual input 
or compilation, or through the use of IT processes such as application programming 
interfaces automated links. Conversations with customers, suppliers, regulators, and 
employees are also sources of critical data and information needed to identify and assess 
both risks and opportunities. In some instances, information and underlying data cap-
tured requires specificity. In other cases, information may be obtained directly from an 
internal or external source.

The volume of information accessible to an enterprise presents both opportunities 
and risks. Greater access to information will generally enhance internal controls. The 
increased volume of information and underlying data, however, may create additional 
risks such as operational risks caused by inefficiency due to data overloads, or compli-
ance risks associated with the laws and regulations around data protection, retention, 
privacy, and security issues arising from the nature of data stored by or on behalf of the 
enterprise.

The nature and extent of information requirements, the complexity and volume of 
this information, and the dependence on external parties impacts the range of sophisti-
cation of information systems, including the extent of technology deployed. Regardless 
of the level of sophistication adopted, all types of information systems support the end‐
to‐end processing of transactions and data that enable the enterprise to collect, store, 
and summarize quality and consistent information across relevant processes, whether 
manual, automated, or a combination of both.

Information systems developed with integrated, technology‐enabled processes pro-
vide opportunities for an enterprise to enhance the efficiency, speed, and accessibility 
of information to users. Additionally, such information systems may enhance internal 
controls over security and privacy risks associated with the information obtained and 
generated by the enterprise. Information systems should be designed and implemented 
to restrict the access to information only to those who need it and to reduce the num-
ber of access points to enhance the effectiveness of migrating risks associated with the 
security and privacy of information.

Achieving the right balance between the benefits and the costs to obtain and 
manage information and supporting systems is a key consideration in establishing 
an information system that meets an enterprise’s needs. This COSO internal control 
principle elevates the importance of all enterprise information systems—both IT and 
other processes—in establishing effective internal controls. Enterprise management 
should think about the importance of the information systems not just in terms of 
processes, often primarily just managed by an IT function or department, but in 
terms of overall enterprise information flows as a vehicle for improving enterprise 
internal controls.
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 4.15 INFORMATION AND COMMUNICATION PRINCIPLE 14: 
INTERNAL COMMUNICATIONS 

 An enterprise should internally communicate internal control information, including 
its objectives and responsibilities, to support the functioning of other components of 
internal control. Endorsed by senior management, this communication of information 
should be conveyed to all elements across an enterprise and include: 

 ■    The importance, relevance, and benefi ts of effective internal controls 
 ■    The roles and responsibilities of management and other personnel in performing 

those internal control processes 
 ■    The expectations of the enterprise to communicate up, down, and across any mat-

ters of signifi cance relating to internal control, including instances of weakness, 
deterioration, or nonadherence   

 An enterprise should establish and implement policies and procedures that facilitate 
effective   internal communication  . This includes specifi c and directed communication that 
addresses individual authorities, responsibilities, and standards of conduct across the 
enterprise. Senior management should communicate the enterprise’s objectives clearly 
throughout so that other management and personnel, including such nonemployees as 
contractors, understand their individual roles in the organization. Such communica-
tion occurs regardless of where personnel are located, their level of authority, or their 
functional responsibility.  

 Internal Control Communication 

 Internal control communication begins with the delivery and communication of 
objectives. As management cascades communication of enterprise‐specifi c objectives 
throughout the organization, it is important that related sub‐objectives or specifi c 
requirements are communicated to personnel in a manner that allows them to under-
stand how their roles and responsibilities impact the achievement of an enterprise’s 
high‐level objectives. 

 All personnel should also receive a clear message from senior management that their 
internal control responsibilities must be taken seriously. Through the communication 
of objectives and sub‐objectives, personnel should understand how their roles, responsi-
bilities, and actions relate to the work of others in the enterprise, their responsibilities for 
internal control, and what is deemed as acceptable and nonacceptable behavior. By estab-
lishing appropriate control structures, authorities, and responsibilities, communication to 
personnel on their expectations for practicing and implementing effective internal controls 
is affected. However, communication about internal control responsibilities may not on its 
own be suffi cient to ensure that management and other personnel embrace their account-
ability responsibilities and respond as intended. Often management must take timely action 
that is consistent with such communication to enforce the messages conveyed. 

 In addition, information that is shared through internal communications helps 
management and other personnel to recognize any problems or potential problems, 
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determine their cause, and take corrective action. For example, an internal audit depart-
ment conducts an audit over the commissions paid to distributors in one international 
location. If this audit reveals instances of the fraudulent reporting of sales through cer-
tain distributors and a further investigation exposes payments by the distributor to 
the sales representative responsible for the related distributors, this information would 
be published by the internal audit department in a report addressed to the board and 
senior management. Once the internal audit findings have been confirmed, the control 
weakness should be shared with sales management in other locations, enabling them 
to analyze information more critically to determine whether the issue is more pervasive 
and to take any necessary actions.

Communications between management and the board of directors provide the 
board with the information it needs to exercise its oversight responsibility for inter-
nal control. Information relating to internal control that is communicated to the 
board generally should include significant matters about adherence to, changes 
in, or issues arising from the system of internal controls. The frequency and level 
of detail of the communication to management and the board of directors must be 
sufficient to enable the board members to understand the results of management’s 
separate and ongoing assessments and the impact of those results on the achieve-
ment of objectives. Additionally, the frequency and level of detail must be sufficient 
to enable the board of directors to respond to indications of ineffective internal con-
trol on a timely basis.

Internal Communication beyond Normal Channels

For information to flow up, down, and across the enterprise, there must be open chan-
nels of communication and a clear‐cut willingness to report and listen. Management 
and other personnel must believe that their supervisors truly want to know about inter-
nal control–related problems and that they will deal with them as necessary. In most 
cases, normal established reporting lines, such as a traditional organization chart in 
an enterprise, are the appropriate channels of communication. However, personnel 
are usually quick to pick up signals if management does not have the time or interest to 
deal with problems they have uncovered. Compounding this problem, an unreceptive 
manager may be the last to know that the normal communication channel is inopera-
tive or ineffective.

In some circumstances, separate lines of communication are needed to establish 
a fail‐safe mechanism for anonymous or confidential communications when normal 
channels are inoperative or ineffective. Some smaller enterprises have provided and 
made employees aware of a channel for such communication to be received by a mem-
ber of the board, or a member of the audit committee. Many larger enterprises have 
established an ethics function and some type of a hotline function where personnel at 
all levels can call in their concerns on a 24/7 basis, and report them, ask questions, or 
even act as whistleblowers to report on some issue. This author played a major role in 
launching an ethics function and establishing an ethics hotline for a major U.S. cor-
poration some years ago, and a number of these concepts are described in his book on 
SOx internal controls.1
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 Enterprise stakeholders should fully understand how these communication chan-
nels operate and how they will be confi dentially protected for their use. Policies and 
procedures should be in place requiring that all communication through these chan-
nels be assessed, prioritized, and investigated. Escalation procedures should be in place 
to ensure that necessary communications will be made to a designated board member, 
the head of internal audit, or the chief ethics offi cer, if such a function exists, who would 
be responsible for ensuring that timely and proper assessments, investigations, and 
appropriate actions are performed. These separate mechanisms encourage employees 
and affi liated stakeholders to report suspected violations of an enterprise’s code of con-
duct without fear of reprisal, and send a clear message that senior management is com-
mitted to open communication channels and will act based on the information that is 
reported to it.   

 Methods of Communication 

 Both clarity and effectiveness of any information communicated is important to ensur-
ing that these messages are received as intended. Active forms of communication such 
as face‐to‐face meetings are often more effective than passive forms such as broadcast 
e‐mails or Web postings. Periodic evaluation of the effectiveness of enterprise commu-
nication practices helps to ensure that these methods are working. This can be done 
through a variety of existing processes, such as employee performance evaluations, 
annual management reviews, and feedback programs. 

 Management should select appropriate methods of communication, taking into 
account the audience, nature of the communication, timeliness, cost, and security 
and privacy requirements as well as any legal or regulatory requirements. Exhibit   4.6    
shows an example of various internal control–related communication formats. Not one 
of these is necessarily better than another as long as the method selected appropriately 
 communicates desired messages to intended recipients.  

 When choosing a method or format for communication, management should con-
sider the environment where the messages are transmitted. For example, cultural, eth-
nic, and generational differences can affect how messages are received, and the method 
of communication should be adjusted based on those factors. Regardless of the method 
of communication used, management should consider their requirements to deliver 

 EXHIBIT 4.6     Methods of Internal Communication Examples  

Communication Type Typical Purpose

     Private Network Pages    Policies and Procedures 

     E-mail Messages    Presentations 

     Live or Online Training    Web Site Postings 

     Twitter or Facebook    Social Media Postings 

     Memoranda    Text Messages 

     One‐on‐One Discussions    Webcasts and Video 

     Performance Evaluations    Secure Employee Database 
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communications to both internal parties particularly those external parties where the 
messages relate to compliance with laws and regulations. Given the potential volume 
and ability to store and retrieve such information, these communication requirements 
may be challenging when management relies on the masses of e-mails associated with 
real‐time technology‐enabled communications. Control activity principles over the 
retention of internal control information should consider the challenges of advances in 
technology, including communication and collaboration technologies used to support 
internal control. 

 Communication of information related to internal control responsibilities alone 
may not be suffi cient to ensure that management and other personnel receive and 
respond as intended. Consistent and timely actions taken by management regard-
ing such communications reinforces the messages conveyed. With ever‐changing 
technologies, management today has many options in their choice of delivering effec-
tive messages to all involved personnel regarding internal control matters. However, 
management should consider the environment and the intended recipients of these 
messages, and use what they consider to be the more effective methods given the 
planned recipients.    

 4.16 INFORMATION AND COMMUNICATION PRINCIPLE 15: 
EXTERNAL COMMUNICATIONS 

 An important COSO principle an enterprise should establish and implement are policies 
and procedures that facilitate effective   external communication  . This includes mecha-
nisms to obtain or receive information from external parties and to share that informa-
tion internally, allowing management and other personnel to identify trends, events, or 
circumstances that may impact their achievement of internal control objectives. 

 Communication with external parties allows others to readily understand events, 
activities, and other circumstances that may affect how they should interact with an 
enterprise. Management’s communication to external parties should send a message 
about the importance of internal controls in the enterprise by demonstrating open lines 
of communication. Communication to external suppliers and customers is critical for 
establishing an appropriate control environment and to help these external parties 
understand an enterprise’s values and culture. They should be informed of such things 
as an organization’s code of conduct and recognize their responsibilities in helping to 
ensure compliance with this and other values. For example, management may distribute 
their policies and practices for business dealings with vendors upon approval of a new 
vendor and may require the vendor to acknowledge its adherence prior to the approval 
of an initial purchase order with the vendor. 

 Communication complexity issues may arise between an enterprise and external 
parties through service providers and other outsourcing arrangements, joint ventures 
and alliances, and other transactions that create mutual dependencies between these 
parties. Such complexities may create concerns over how business is being conducted 
between the parties. In this case, an enterprise should consider making separate 
 communication channels available to external service providers to allow them to 
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communicate directly with management and other personnel. For example, a cus-
tomer of products developed through a joint venture may learn that one of the joint 
venture partners sold products in a country that was not agreed to under the joint 
venture arrangements. Such a breach may affect the customer’s ability to use or resell 
the products, impacting that customer’s business. The enterprise should facilitate 
channels in which it can communicate concerns to others in the enterprise without 
disrupting ongoing operations. 

 Similar to internal communications, the means by which management should 
communicate externally impacts its ability to obtain information needed as well as to 
ensure that key messages about the enterprise are received and understood. Manage-
ment should consider the many forms and methods of communications used, taking 
into account the audience, the nature of the communication, its timeliness, and any 
legal or regulatory requirements. The communication of internal control information 
and data to external parties is an important but often ignored principle.   

 4.17 MONITORING PRINCIPLE 16: INTERNAL CONTROL 
EVALUATIONS 

 Monitoring activities assess whether COSO’s internal control objectives are present and 
functioning. An enterprise should use ongoing and separate evaluation processes to 
ascertain whether established internal control principles, both across the enterprise 
and its subunits, are in effect, present, and functioning. Monitoring is a key factor in 
an assessment of the effectiveness of internal controls. An enterprise, often with the 
support of internal audit, should conduct ongoing control monitoring activities and 
identify and communicate any known internal control defi ciencies in a full circle of 
internal control processes. The idea here is that an enterprise should go through each 
of the COSO control components, and as this cycle moves to monitoring activities, they 
act as a review factor over all other internal control components. 

 As a key control principle, an enterprise should select, develop, and perform ongo-
ing and/or separate evaluations to monitor or ascertain whether its internal control 
components are present and functioning. Monitoring can be done through some com-
bination of separate evaluations or continuous monitoring processes. An independent, 
one‐time internal audit over some area of operations or internal controls is an example 
of a separate monitoring activity. Internal audit may schedule a single review of an area, 
based on their risk assessment, and then may return to review that same area again, 
based on any internal control defi ciencies found in the fi rst review. Separate evaluations 
should be conducted periodically by management, internal audit, or external parties, 
among others. 

 Continuous monitoring processes are similar to the continuous internal audit pro-
cesses discussed in Chapter   11  . They are like warning lights in a production measure-
ment device that only fl ash if some measurement is out of bounds. Ongoing evaluations 
are generally defi ned, routine operations built into business processes and performed 
on a real‐time basis, reacting to changed conditions. Where ongoing  evaluations are 
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built into business processes, their internal control components are usually structured 
to monitor themselves on an ongoing basis. 

 Unmonitored controls tend to deteriorate over time, and an enterprise should imple-
ment monitoring processes to help ensure that internal control continues to operate 
effectively. When monitoring is designed and implemented appropriately, an enterprise 
should benefi t because it is more likely to: 

 ■    Identify and correct internal control problems on a timely basis 
 ■    Produce more accurate and reliable information for use in decision making 
 ■    Prepare accurate and timely fi nancial statements 
 ■    Be in a position to provide periodic certifi cations or assertions on the effectiveness 

of internal control   

 Over time, effective monitoring can lead to organizational efficiencies and 
reduced costs associated with public reporting on internal control, because moni-
toring‐related problems are identified and addressed in a proactive rather than reac-
tive manner.   

 4.18 MONITORING PRINCIPLE 17: COMMUNICATING 
INTERNAL CONTROL DEFICIENCIES 

 An enterprise should communicate its internal control defi ciencies in a timely manner 
to all parties responsible for taking corrective actions, including senior management 
and the board of directors. The enterprise should identify monitoring‐related matters 
worthy of attention that represent both potential or real shortcomings in some aspect 
of the enterprise’s system of internal controls and that have the potential to adversely 
affect the ability of the enterprise to achieve its objectives. In addition, an enterprise 
should strive to identify opportunities to improve the effi ciency of its internal controls. 

 The results of ongoing and separate monitoring evaluations should be assessed 
against management’s criteria to determine to whom to report and what is to be dis-
cussed, and all identifi ed internal control defi ciencies should be communicated to those 
members of the enterprise management in positions to take timely corrective actions. 
After any identifi ed defi ciencies are evaluated, management should determine that 
remediation efforts are conducted on a timely basis. 

 Internal control defi ciencies, such as those identifi ed by internal audit, should be 
reported both to responsible parties for taking corrective actions and to at least one 
level of upper management. These actions are discussed in Chapter   18   on reporting 
internal audit results. Where fi ndings cut across organizational boundaries, the defi -
ciencies should be reported to all relevant parties and to a suffi ciently high level to drive 
appropriate action. That is, defi ciencies relating to the board of directors where the board 
is not independent to the extent required or where the board did not provide suffi cient 
oversight should be reported as prescribed by established reporting protocols to the full 
board, the chair of the board, and appropriate board reporting committees. 
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 Processes to report internal control defi ciencies are a key component to assure that 
an enterprise has effective internal controls. Management needs to design, develop, and 
launch effective internal control processes, but there needs to be some forms of moni-
toring process in place to provide assurances that those internal controls are in place. 

 The 17 COSO internal control principles were not included in the original frame-
work but now are an important guide to help management and internal audit to focus 
on the internal control guidance contained in the three‐dimensional COSO framework. 
We will be concentrating on these principles in various chapters going forward, and a 
general knowledge of these 17 COSO internal control principles should be part of every 
internal auditor’s CBOK operating activities.   

 NOTE   

  1. Robert R. Moeller,  Sarbanes-Oxley Internal Controls, Effective Auditing with AS5, COBIT 
and ITIL ® (Hoboken, NJ: John Wiley & Sons, 2008). 
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5                                                        CHAPTER   FIVE             

 Sarbanes‐Oxley (SOx) and Beyond                                 

 THE   SARBANES‐ OXLEY ACT (SOX)    IS a U.S. law enacted in 2002 to improve 
fi nancial reporting audit processes and to correct a series of board of director, 
public accounting, and other practices. It has had a major impact on businesses 

fi rst in the United States and now worldwide. While many of SOx’s new auditing and 
internal control rules directly changed many fi nancial reporting and external auditor 
practices, SOx also had a major impact on internal auditors. A general understanding of 
SOx, with an emphasis on its   Section 404 internal accounting control rules  , is a key CBOK 
requirement for all internal auditors. 

 SOx became law in the United States as a response to a series of accounting misdeeds 
and fi nancial failures at some once‐major corporations such as Enron and WorldCom. A 
major component of SOx is the   Public Company Accounting Oversight Board (PCAOB)  , an 
independent entity that sets U.S. external auditing standards and regulates the public 
accounting industry. Those auditing standards are set at very high levels. For example, 
the sections following will introduce the PCAOB’s Auditing Standard No. 5, or   AS5  . SOx 
introduced major changes that have impacted corporate governance, accounting, and 
fi nancial reporting audit processes. SOx is a wide‐ranging set of requirements that has 
redefi ned both how we govern public enterprises and how we attest that their reported 
fi nancial results are fairly stated. 

 Most of the business and auditor attention to SOx requirements has focused on its 
Section 404 internal control attestation rules. Internal auditors should be aware of 
these requirements for SOx Section 404 reviews as well as what are called the   Section 
302   rules, making management responsible for its reported fi nancial statements. Both 
of these rules have caused a lot of effort and concern as corporations began to establish 
compliance with SOx. Other portions of the legislation have not received much atten-
tion or caused major compliance concerns. An example is a SOx requirement that audit 

Brink’s Modern Internal Auditing: A Common 
Body of Knowledge, Eighth Edition 
By Robert R. Moller 
Copyright © 2016 by John Wiley & Sons, Inc. 
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committees establish what are called whistleblower programs, discussed in Chapter   26  , 
to report fraudulent accounting anonymously. 

 This chapter will provide an overview of SOx today, with an emphasis on Section 
404 and other areas that are most important to internal auditors and corporations. 
With an emphasis on internal auditor CBOK needs, this chapter will focus on three 
aspects of SOx: 

   1.   Key SOx elements: overview of the legislation.  We will summarize SOx rules 
in such areas as audit committee procedures and new external auditor rules. These 
should help internal auditors to better understand these SOx rules. 

   2.   Section 404 internal accounting control reviews.  The SOx requirements for 
reviews of internal accounting controls have caused much toil and turmoil in cor-
porations since the law became active. We will describe this process and why it is 
important for internal auditors. 

   3.   SOx’s AS5 risk‐based approaches.  The previously referenced set of PCAOB audit-
ing standards called AS5 has suggested more risk‐based auditing approaches. More 
important here, AS5 emphasizes the importance of internal audit’s work in per-
forming fi nancial reporting internal control reviews.   

 Much of the impact of SOx depends on detailed rules released by the PCAOB to inter-
pret the legislation. SOx legislation was drafted in a one‐size‐fi ts‐all manner, suggesting 
that SOx and SEC rules applied to any entity, despite its size or home country, that has 
a security registered with the SEC. Those practices are changing, and we will also look 
at how SOx is evolving into a worldwide global standard. A general knowledge of SOx 
should be part of every internal auditor’s CBOK.   

 5.1 KEY SARBANES‐OXLEY ACT (SOx) ELEMENTS 

 The offi cial name for this U.S. federal law is the Public Accounting Reform and Investor 
Protection Act. It became law in August 2002, with most of the fi nal detailed rules and 
regulations released by the end of the following year. Its title being a bit l ong, business 
professionals refer to it as the Sarbanes‐Oxley Act, from the names of its principal con-
gressional sponsors. As this is still too long of a name, most generally refer to it as SOx, 
SOX, or even Sarbox, among many other variations. 

 SOx introduced a series of totally changed processes for external auditing and 
gave new governance responsibilities to senior executives and board members. It also 
established the PCAOB, as rule‐setting authority under the SEC that issues fi nancial 
auditing standards and monitors external auditor governance. As happens with all 
comprehensive federal laws, an extensive set of specifi c regulations and administrative 
rules has been developed by the Securities and Exchange Commission (SEC) based on 
the SOx legislation. 

 U.S. federal laws are organized and issued as separate sections of legislation 
called titles, with numbered sections and subsections under each. Much of the SOx 
legislation contains rules that are not very significant for most internal auditors 
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and business professionals. For example, Section 602 (d) of Title I states that the SEC 
“shall establish” minimum professional conduct standards or rules for SEC practic-
ing attorneys. While this is perhaps good to know, it does not have any internal audit 
impact. Exhibit   5.1    summarizes the major sections of SOx, and a discussion of key 
SOx titles follows. Our intent is not to reproduce the full text of this legislation—it 
can be found on the Web  1  —but to highlight portions of the law that are significant to 
internal audit and business professionals. Of interest, even though internal control 
processes very much rely on both external and internal auditors, the original SOx 
legislation makes almost no direct reference to the important roles and responsibili-
ties of internal auditors. The importance of internal audit in SOx internal control 
reviews was subsequently highlighted in the AS5 rules, released in mid‐2007 and 
discussed later. The emphasis throughout this chapter will be on the role of internal 
audit in today’s SOx environment.   

 EXHIBIT 5.1     Sarbanes‐Oxley Act Key Provisions Summary  

Section Subject Rule or Requirement

101 Establishment of PCAOB Overall rules for the establishment of the PCAOB, 
including its membership requirements.

104 Accounting Firm 
Inspections

Schedule for PCAOB inspections of registered public 
accounting � rms.

108 Auditing Standards The PCAOB will accept current but will issue its own 
new auditing standards.

201 Out of Scope Practices Outlines prohibited accounting � rm practices such as 
internal audit outsourcing, bookkeeping, and � nancial 
systems design.

203 Audit Partner Rotations The audit partner and the reviewing partner must rotate 
off an assignment every � ve years.

301 Audit Committee 
Independence

All audit committee members must be independent 
directors.

302 Corp. Responsibility for 
Financial Reports

The CEO and CFO must personally certify their periodic 
� nancial reports.

305 Of� cer and Director Bars If compensation is received as part of fraudulent/
illegal accounting, the bene� ting of� cers or director is 
required to personally reimburse funds received.

404 Internal Control Reports Management is responsible for an annual assessment of 
internal controls.

407 Financial Expert One audit committee director must be a designated 
� nancial expert.

408 Enhanced Review of 
Financial Disclosures

The SEC may schedule extended reviews of reported 
information based on certain speci� ed factors.

409 Real-Time Disclosure Financial reports must be distributed in a rapid and 
current manner.

1105 Of� cer or Director 
Prohibitions

The SEC may prohibit an of� cer or director from serving 
in another public company if found guilty of a violation.
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Title I: Public Company Accounting Oversight Board

The SOx legislation contained new rules for external auditors. Prior to SOx, the Ameri-
can Institute of Certified Public Accountants (AICPA) had guidance‐setting responsibil-
ity for all external auditors and their public accounting firms through its administration 
of the Certified Public Accountant (CPA) test and its restriction of AICPA membership to 
CPAs. While state boards of accountancy actually licensed CPAs, the AICPA had overall 
responsibility for the profession. External audit standards were then set by the AICPA’s 
Auditing Standards Board (ASB). Although basic standards—called generally accepted 
auditing standards (GAAS)—have been in place over the years, newer standards were 
later released by the AICPA and called Statements on Auditing Standards (SAS). While 
much of GAAS was just good auditing practices, such as that accounting transactions 
must be backed by appropriate documentation, the SAS covered specific areas requir-
ing better definition. SAS No. 79, for example, defined early internal control standards, 
and SAS No. 99 covered the consideration of fraud in a financial statement audit. The 
AICPA’s code of professional conduct required CPAs to follow and comply with all appli-
cable auditing standards.

The AICPA’s GAAS and its numbered SAS standards had been accepted by the SEC, 
and they define audit reviews and tests necessary for a certified audited financial state-
ment. However, the accounting scandals that led to the passage of SOx signaled that 
the process of establishing auditing standards was broken, and SOx took this audit 
standards‐setting process away from the AICPA, which was dominated by the major 
public accounting firms, and created the PCAOB, a nonfederal, nonprofit corporation 
with the responsibility to oversee all audits of corporations subject to the SEC.

The PCAOB does not replace the AICPA but assumes responsibility for the external 
auditing practices that were formerly managed by AICPA members. The AICPA contin-
ues to administer the CPA examination, with its certificates awarded on a state‐by‐state 
basis, and sets auditing standards for U.S. private, non‐SEC organizations. While SOx 
Title I defines PCAOB auditing practices for external auditors, other audit process and 
corporate governance rules have changed how internal auditors coordinate their work 
with external auditors. The PCAOB releases rules to support SOx legislation, and as this 
book goes to press, there have been five new standards up through the very important 
AS5 discussed later in this chapter (see www.pcaobus.org).

The following paragraphs provide some background on SOx Title I external audit 
process rules and the origins of SOx. An understanding of these SOx rules will help 
internal auditors in their ongoing dealings with their external auditors and business 
management.

PCAOB Administration and Public Accounting Firm Registration

The PCAOB is administered through a board of five members appointed by the SEC, with 
three members required to be public, non‐CPA members. SOx requires that the PCAOB 
not be dominated by CPA and public accounting firm interests, and its chairperson must 
not have been a practicing CPA for at least the past five years. The PCAOB is responsible 
for overseeing and regulating all public accounting firms that practice before the SEC, 
including:
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 ■ Registering the public accounting firms that perform audits of corpora-
tions. Much more detailed than just filling out an application form and begin-
ning audits, a registering external audit firm must disclose the audit fees collected, 
describe its audit and quality standards, provide detailed information on its CPAs 
performing audits, and disclose any pending criminal, civil, or administrative 
actions. A firm can be denied the right to register due to any PCAOB questions 
regarding its background.

 ■ Establishing auditing standards. These standards include auditing, quality con-
trol, ethics, independence, and other key audit areas. Although many continue to 
follow earlier AICPA standards, new PCAOB standards are gradually being released. 
Perhaps the most significant to date has been the Auditing Standard No. 5 (AS5) 
introduced later in this chapter. As there are frequent calls for more continuous 
auditing and health and safety sustainability reporting audits, we can probably 
expect a whole different dimension of these standards in the future.

 ■ Conducting inspections of registered public accounting firms. The AICPA 
had a peer review process in the past, but the public accounting firms often found 
little to say in criticism of their peers. The PCAOB now performs the quality‐related 
reviews of registered firms.

 ■ Conducting investigations and disciplinary procedures. Individual auditors’ 
or an entire registered firm’s wrongdoing discovered in formal investigations can 
result in sanctions that would prohibit a firm or an individual auditor from perform-
ing audits under the PCAOB.

 ■ Performing other standards and quality functions as the board deter-
mines. The PCAOB has indicated that it may get into other areas to protect inves-
tors and the public interest. There has been little activity here, but as the need for 
auditing services evolves, these standards will certainly change and evolve.

 ■ Enforcing SOx compliance. The PCAOB is responsible for enforcing compliance 
to SEC auditing rules beyond the SOx overall legislation. This results in a variety of 
administrative law actions or other procedures as appropriate.

Information and results on this public accounting firm registration process can be 
found at www.pcaob.gov. This published registration data may be of particular value for 
an enterprise that is not using one of the major public accounting firms. There are many 
highly credible medium‐sized and smaller public accounting firms that can provide an 
enterprise with excellent, high‐quality service, but it is always prudent to check the 
PCAOB registration records.

Auditing, Quality Control, and Independence Standards

Title I, Section 103 gives the PCAOB authority to establish auditing and related attesta-
tion standards, quality control standards, and ethics standards for registered public 
accounting firms. SOx recognizes the previously issued AICPA auditing standards and 
states that new auditing standards may be based on “proposals from one or more pro-
fessional groups of accountants or advisory groups.” As we move to a greater global 
economy and as SOx becomes more of a worldwide standard, we can expect to see inter-
national auditing standards, as discussed in Chapter 33, have an increasing influence.
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The Institute of Internal Auditors’ (IIA) International Standards for the Professional 
Practice of Internal Auditing, discussed in Chapter 9, falls into the PCAOB’s “standards 
by other professional groups” category as well. IIA standards are designed to support 
all internal auditor review work but are not for an external auditor’s audit and attest 
work. When an internal auditor had been working in support of external audit coun-
terparts on some audit task, this work should follow PCAOB audit guidelines. While the 
frequency of issuance has been somewhat limited to date, PCAOB standards cover some 
of the following areas:

 ■ Audit workpapers retention. The PCAOB standard AS3, Audit Documentation, 
mandates that audit workpapers and other supporting materials should be main-
tained for a period of not less than seven years. This requirement is certainly in 
response to an infamous event just prior to the fall of what was once a large and 
prominent corporation, Enron, and the subsequent end of its auditor, Arthur Ander-
sen. After spectacular growth and almost too good to be true financial results, 
Enron was under some financial pressure in 2001 when the SEC announced that 
it was going to conduct an on‐site investigation. Enron’s then external auditor, 
Arthur Andersen, used an internal firm policy to justify the destruction of all but 
the most current of its Enron audit documentation. This was a motivating factor 
that led to the SOx rule.

 ■ Concurring partner approval. While external audit standards had required a 
concurring or second‐party approval for each audit report issued, these were often 
done more for an after‐the‐fact quality control review. Under SOx rules, a second 
external audit partner is required to personally and professionally commit to the 
findings and conclusions in any audit. This concurring opinion here refers to the 
external auditor’s formal opinion, in the conclusion of an audit, that the client’s 
financial reports are “fairly stated” in accordance with what have been known as 
generally accepted accounting principles (GAAP).

 ■ Scope of internal control testing. PCAOB rules require external auditors to 
describe the scope of both their testing processes and test findings. Prior to SOx, 
external auditors had sometimes used internal firm policies to justify the most 
minimal of test sizes and they frequently tested only a very small number of items 
despite being faced with very large test populations. If no problems were found, they 
expressed an opinion for the entire population based on the results of a very limited 
sample. They now must pay greater attention to the scope and reasonableness of 
their testing procedures, and the supporting documentation must clearly describe 
the scope and extent of testing activities.

 ■ Evaluation of internal control structure and procedures. Although there 
were other standards in the first years of SOx, the PCAOB today requires use of 
AS5, discussed later, for the review and evaluation of financial systems internal 
controls. SOx rules further specify that an external auditor’s evaluation must con-
tain a description of material weaknesses as well as any material noncompliance 
matters found. External auditors are required to update the effectiveness of internal 
controls, and an absence of this documentation should be considered a weakness 
of internal controls.
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 ■ Audit quality control standards. The PCAOB has only issued audit quality stan-
dards called interim,2 not yet issued its own specific quality standards. SOx requires 
that every registered public accounting firm have quality standards related to:

 ■ Monitoring of professional ethics and independence
 ■ Procedures for resolving accounting and auditing issues within the firm
 ■ Supervision of audit work
 ■ Hiring, professional development, and advancement of personnel
 ■ Acceptance and continuation of engagements
 ■ Internal quality inspections
 ■ Other quality standards to be prescribed by the PCAOB

These are general quality standards, and the PCAOB may release a specific set of 
quality standards that apply to all registered public accounting firms. In a similar sense, 
we also can expect the IIA to establish quality standards applicable to all internal audi-
tors. Quality standards based on the internationally recognized ISO 9000 are intro-
duced in Chapter 33.

Some internal auditors might question the applicability of these PCAOB standards. 
Internal auditors have their IIA International Standards for the Professional Practice of 
Internal Auditing and may feel there is little need to become concerned here. However, 
PCAOB auditing standards impact business professionals and internal as well as exter-
nal auditors. With external auditors working under SOx rules, the audit committee will 
expect its external and internal auditors to operate in a consistent manner. Whether 
it is quality standards, effective internal controls testing, or concurrent approvals, an 
internal audit department should modify its procedures to comply with the PCAOB 
standards.

Inspections, Investigations, and Disciplinary Procedures

The PCAOB conducts accounting firm inspections to assess compliance with SOx rules 
and professional standards; these occur annually at larger public accounting firms and 
once every three years if a registered firm conducts less than 100 financial statement 
audits. The reviews evaluate the quality control system of the firm as well as its docu-
mentation and communication standards. The inspections are documented in formal 
reports to the SEC and state boards of accountancy. When appropriate, the PCAOB 
may initiate public accounting firm investigations and disciplinary procedures and 
can compel testimony, require the production of audit work, and conduct disciplinary 
proceedings. The latter may range from temporary suspension of an individual or firm 
to substantial fines, or even to being barred from the profession.

Title I, Section 106 consists of one brief paragraph on foreign public accounting firms 
that has resulted in much controversy. It says that if any foreign public accounting firm 
prepares an audit report for an SEC‐registered corporation, that foreign public accounting 
firm is subject to the rules of SOx, the PCAOB, and related SEC rules, including a require-
ment of those foreign firms to register under SOx rules. Our multinational world is filled 
with many non‐U.S. public accounting firms, some governed by their own national public 
accounting standards but most by the International Accounting Standards discussed in 
Chapter 33. We are seeing convergence in these standards, and the rules are changing.
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Accounting Standards

Title I concludes by affirming that the SEC has authority over the PCAOB, including 
final approval of rules, the ability to modify PCAOB actions, and the removal of board 
members. While the PCAOB is an independent entity responsible for regulating the pub-
lic accounting industry, the SEC is really the final authority. SOx recognizes the U.S. 
accounting standards‐setting body, the Financial Accounting Standards Board (FASB), 
by saying that the SEC may recognize “generally accepted” accounting standards set by 
“a private entity” that meets certain criteria. The act then goes on to outline the general 
criteria that the FASB has used for setting accounting standards.

There is and always has been a major difference between accounting and audit-
ing standards. The former define some very precise accounting rules, such as saying a 
certain type of asset can be written off or depreciated over no more than X years. These 
are the principles called generally accepted accounting principles (GAAP) and are today 
being replaced by international accounting standards. Auditing standards are much 
more conceptual, highlighting areas that an auditor should consider when evaluating 
controls in some area. These standards became increasingly loosely interpreted as we 
went into the 1990s, when management was frequently under pressure to continually 
report short‐term earnings growth, and the external auditors often refused to say no. 
The result was the financial scandals of Enron and others as well as Andersen’s audit 
document destruction when it received news that the SEC was coming. SOx and the 
PCAOB now oversee public accounting companies.

Title II: Auditor Independence

Internal and external auditors are separate and independent resources, with exter-
nal auditors responsible for assessing the fairness of an enterprise’s published financial 
reports, while internal auditors serve management in a wide variety of other areas. 
In the early 1990s, this separation began to change, with external audit firms tak-
ing responsibility for some internal audit functions as well. This started when larger 
enterprises began to outsource some of their noncore functions such as an employee 
cafeteria or plant janitorial function. The thinking was that employees working in these 
specialized areas were not really part of core enterprise operations, and all should benefit 
if people responsible for noncore functions were outsourced to another company that 
specialized in their special areas, such as for janitorial services. The previous in‐house 
janitors would be transferred to the janitorial services company, and in theory, everyone 
would benefit. The enterprise that initiated the outsourcing would experience lower 
costs by giving a noncore function, janitorial services, to someone who better under-
stood it. The outsourced janitor, in this example, also might have both better career 
possibilities and better supervision.

Internal auditor outsourcing started in the late 1980s following this same line of 
reasoning. External audit firms began offering to outsource or take over a client’s exist-
ing internal audit functions. The idea made sense to senior management and their audit 
committees because they often did not really understand the distinctions between the 
two audit functions and were sometimes more comfortable with their external auditors. 
In addition, senior management and their audit committees were often enticed by the 
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promised lower costs of internal audit outsourcing. Although the IIA initially fought 
against the concept, internal audit outsourcing continued to grow through the 1990s. 
Although a few independent firms made efforts as well, internal auditor outsourcing 
continued to be the realm of the major public accounting firms.

Internal audit outsourcing became an issue during investigations after the Enron 
failure. Their internal auditor function had been almost totally outsourced to its once 
well‐respected external audit firm, Arthur Andersen, and the two audit groups worked 
side by side in Enron’s offices. After Enron’s fall, after‐the‐fact questions were raised 
about how that outsourced internal audit department could have been independent of 
Andersen. Enron investigators felt it would have been very difficult in that environment 
for internal audit to raise any concerns to the audit committee about their external 
auditors. This potential conflict became a reform issue for SOx.

Limitations on External Auditor Services

SOx Section 201, covering services outside the scope of past traditional external auditor 
activities, forbids a registered public accounting firms from contemporaneously per-
forming both audit and nonaudit services at a client. The prohibition includes internal 
auditing, many areas of consulting, and senior officer financial planning. For the inter-
nal audit professional, it is now illegal for a registered public accounting firm to provide 
internal audit services if it is also doing the audit work. This means that the major pub-
lic accounting firms are out of the internal audit outsourcing business for their audit 
clients. Other firms, including independent spin‐offs from public accounting firms, can 
still provide internal audit outsourcing, but the era when an internal auditor became 
an employee of his or her public accounting firm is over.

In addition to the ban on providing outsourced internal audit services, SOx prohib-
its public accounting firms from providing other services, including:

 ■ Financial information systems design and implementations. Public 
accounting firms previously installed IT financial systems, often of their own 
design, at their clients’ offices. They then returned to review the internal controls 
of the systems they had just installed—a significant conflict of interest. This is 
no longer allowed.

 ■ Bookkeeping and financial statement services. Public accounting firms pre-
viously offered accounting services to their clients in addition to doing the audits. 
Even for major corporations, it was not unusual for the team responsible for the 
overall financial statement audit to also do much of the work necessary to build 
those same consolidated financial statements. Again, this is a potential conflict of 
interest that is no longer allowed.

 ■ Management and human resources functions. Prior to SOx, external audit 
firms often helped their own professionals to move to client management posi-
tions. As a result, accounting managers in some enterprises often were alumni 
of their external auditors. This was sometimes frustrating for internal auditors 
or others who were not from that same public accounting firm, and avenues of 
promotion seemed limited because of “old‐boy” network connections with the 
external audit firm.
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 ■ Other prohibited services. Although this does not have much impact on internal 
audit, SOx also specifically prohibits external audit firms from offering actuarial 
services, investment advisor, and audit‐related legal services.

Under SOx, external auditors audit the financial statements of their client enterprises, 
and that is about all. Beyond the prohibited activities, external auditors can engage in other 
nonaudit services only if those services are approved in advance by the audit committee, 
which may be wary of approving anything that appears to be at all out of the ordinary.

SOx external audit service prohibitions have also had a major impact on internal 
audit professionals. Because external audit firms can only be just the auditors, internal 
audit professionals are finding increased levels of respect and responsibility for their role in 
assessing internal controls and promoting good corporate governance practices. Internal 
audit’s relationship with audit committees also has been strengthened, as they will seek 
increasing help for services that were sometimes assumed by their external audit firms.

Audit Committee Preapproval of Services

Section 202 of SOx’s Title II specifies that the audit committee must approve all external 
audit and nonaudit services in advance. While most audit committees had been doing this 
all along, this SOx approval requirement was often little more than a formality. Audit 
committees in the old days often received little more than a brief report from their external 
auditors and then approved it in a perfunctory manner similar to how a volunteer business 
organization’s meeting minutes are often approved. SOx changed this, and audit commit-
tee members can now expose themselves to criminal liabilities or stockholder litigation 
for allowing a prohibited action to take place. Of course, there are many minor external 
auditor activities that do not have to go through these formal audit committee approvals 
in advance. SOx sets de minimus3 exception rules for audit committee permission require-
ments, stating that they are not required for nonauditing services if:

 ■ The aggregate dollar value of the service does not exceed 5% of the total external 
audit fees paid by the enterprise during the fiscal year.

 ■ The services were not recognized as nonaudit services by the enterprise at the time 
the overall audit engagement was initiated.

 ■ The services are brought to the attention of the audit committee and approved by 
them prior to the completion of the audit.

These exceptions give an audit committee some flexibility, but the nature and 
accumulated dollar value of additional nonaudit services must be carefully monitored 
throughout the course of a fiscal year to maintain a level of compliance. Internal audit 
can help their audit committee in this process to help ascertain that all services continue 
in compliance with the SOx rules.

External Audit Partner Rotation

Title II makes it unlawful for a public accounting lead partner to head an engagement 
for over five years. The major public accounting firms had corrected this well before 
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SOx, and while lead partner rotation had been common, SOx makes the failure of a 
firm to rotate a criminal act. Audit partner rotation has sometimes brought challenges 
to internal auditors who may have been working comfortably with a designated audit 
partner over extended periods and will need to become accustomed to working with a 
new external audit team lead from time to time.

External Auditor Reports to Audit Committees

While external auditors have always communicated with their audit committees in 
the course of the audit engagement, this communication was sometimes very limited. 
Management might negotiate a “pass” from their external auditors on some account-
ing change, but the matter would only be reported to the audit committee in the most 
general of terms if at all. External auditors are now required to report on a timely basis 
all accounting policies and practices used, alternative treatments of financial informa-
tion discussed with management, the possible alternative treatments, and the approach 
preferred by the external auditor. If there are disputed accounting treatments, the audit 
committee should be made well aware of the actions taken.

Conflicts of Interest and Mandatory Rotations of External Audit Firms

SOx Title II, Section 206 prohibits external auditors from providing any audit services 
to a firm where the CEO, CFO, or chief accounting officer participated as a member of 
that external audit firm on the same audit within the past year. This really says that an 
audit partner cannot leave an audit engagement to begin working as a senior executive 
of the same firm that was just audited. There were some outrageous examples of this 
role switching back at the time of the Enron scandal. The prohibition is now limited to 
public accounting partners, but staff members and managers can still move to positions 
in the auditee enterprise. It still continues to be valuable for persons beginning their 
careers in public accounting and then moving to such enterprise positions as members 
of internal audit.

Title III: Corporate Responsibility

While SOx Title II set up new rules for external auditor independence, Title III describes 
major new regulatory changes for audit committees. This is an area where internal 
auditors should have a greater level of interest and role. Although audit committees 
were generally composed of independent directors, there were many exceptions. SOx 
introduced a wide range of governance rules covering corporate boards and their audit 
committees.

Audit Committee Governance Rules

All registered enterprises must have an audit committee composed of only independent 
directors. The external audit firm reports directly to that audit committee, which is 
responsible for their compensation, oversight of the audit work, and the resolution of 
any audit disagreements. While major corporations in the United States have had audit 
committees in the past, SOx tightened these rules. In addition, while internal audit 
often had only a nominal reporting relationship to their audit committee, SOx requires 
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a strong, direct‐line internal audit reporting relationship to the audit committee. Audit 
committee communications will be discussed in Chapter 25.

SOx calls for audit committees to establish procedures to receive, retain, and treat 
complaints and to handle whistleblower information regarding questionable account-
ing and auditing matters. During the Enron debacle that precipitated SOx, an employee 
tried to get the attention of the external auditors or an Enron financial officer to disclose 
some improper accounting transactions. The employee’s concerns were rebuffed. An 
audit committee–led ethics whistleblower or hotline function could be a resource to 
respond to these types of issues, and internal audit can act as a conduit for SOx account-
ing and auditing whistleblower reports. Ethics and whistleblower programs, from an 
internal audit perspective, are discussed in Chapter 26.

Section 302: Corporate Responsibility for Financial Reports

Prior to SOx, enterprises filed their financial statements with the SEC and investors, 
but the responsible corporate officers who “signed” those reports could argue that 
they were not really personally responsible for them in the event of any errors. They 
could claim that any errors or problems were the responsibility of their subordinates. 
SOx has raised this bar. The CEO, CFO, or other persons performing similar functions 
now must personally certify each annual and quarterly report filed. The signing officer 
must certify that:

 ■ The signing officer has reviewed the report.
 ■ Based on that signing officer’s knowledge, the financial statements do not contain 

any materially untrue or misleading information.
 ■ Again based on the signing officer’s knowledge, the financial statements fairly rep-

resent the financial conditions and results of operations of the enterprise.
 ■ The signing officer is responsible for:

1. Establishing and maintaining internal controls.
2. Having designed these internal controls to ensure that material information 

about the enterprise and its subsidiaries was made known to the signing officer 
during the period when the reports are prepared.

3. Evaluating the enterprise’s internal controls within 90 days prior to the release 
of the report.

4. Presenting in these financial reports the signing officer’s evaluation of the effec-
tiveness of these internal controls as of that report date.

 ■ The signing officer has disclosed to the auditors, audit committee, and other 
 directors:
1. All significant deficiencies in the design and operation of internal controls that 

could affect the reliability of the reported financial data, and further, have dis-
closed these material control weaknesses to the enterprise’s auditors.

2. Any fraud, material or not material, that involves management or other employ-
ees who have a significant role in the enterprise’s internal controls.

 ■ The signing officer has indicated in the report whether there were internal controls 
or other changes that could significantly impact those controls, including corrective 
actions, subsequent to the date of the internal control evaluation.
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Given that SOx imposes potential criminal penalties of fines or jail time on individual 
violators of the act, the report signer requirement places a heavy burden on responsible corpo-
rate officers who must take all reasonable steps to make certain that they are in compliance.

This personal sign‐off requirement has been a major concern for CEOs and CFOs, 
and an enterprise needs to set up detailed paper‐trail procedures such that the signing 
officers are comfortable that effective processes have been used and the calculations to 
build the reports are all well documented. An enterprise may want to consider using 
an extended sign‐off process where staff members submitting the financial reports sign 
off on what they are submitting. Internal audit should be able to act here as an internal 
consultant and help senior officers establish effective processes. The audit workpaper 
model, with extensive cross‐references, might be a good approach. Exhibit 5.2 provides 
an example of an officer disclosure sign‐off type of statement for senior officers. This 
exhibit is not an official PCAOB form, but shows the type of letter an officer might be 
asked to certify. It also references a sample organization name, Global Computer Prod-
ucts, which we will use in other examples throughout this book. Under SOx, the CEO 
or CFO is asked to personally assert to these types of representations and could be held 
criminally liable if incorrect. While the officer is at risk, the support staff—including 
internal audit—should take every step possible to make certain the package presented 
to the senior officer is correct.

Internal auditors should take particular care, given SOx rules, on the nature and 
description of any findings encountered during the course of audits, on follow‐up report-
ing regarding the status of corrective actions taken, and on the distributions of these 
audit reports. Many internal audits may identify significant weaknesses in areas of the 
enterprise that are not material to overall operations. A breakdown in the invoicing pro-
cess at one regional sales office may be significant to the performance of that sales region 
for the corporation, but will not be a materially significant internal control weakness 
if the problem is local and does not reflect a wider, more pervasive problem, and if the 
problem was corrected after being discovered by internal audit. The chief audit executive 
should establish good communications links with the audit committee and key financial 
officers such that they are aware of audits performed, the key findings, and corrective 
actions taken. Internal audit should also provide some guidance as to whether reported 
audit findings are material to the enterprise’s overall system of internal control.

Improper Influence over the Conduct of Audits

SOx makes it unlawful for any officer, director, or related subordinate person to take any 
action, in contravention of an SEC rule, to “fraudulently influence, coerce, manipulate, 
or mislead” any external CPA auditor engaged in the audit for the purpose of rendering 
the financial statements materially misleading. These are strong words in an environ-
ment where there often was a high level of discussion and compromise between the 
auditors and senior management when a significant problem was found during the 
course of an audit.

Prior to SOx, there were many “friendly” discussions between management and 
external auditors regarding a financial interpretation dispute or proposed adjustment. 
The result was often some level of compromise. This is not unlike an internal audit team 
in the field that circulates a draft audit report with local management before departing. 
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 EXHIBIT 5.2     Sarbanes‐Oxley Section 302 Of� cer Certi� cation  

I,  ( Name of Offi cer)  , certify that:

Sarbanes‐Oxley Section 302

Of� cer Certi� cation

   1.  I have reviewed this quarterly report on Form 10‐K of Global Computer Products; 
  2.  Based on my knowledge, this quarterly report does not contain any untrue statement of a 

material fact or omit to state a material fact necessary to make the statements made, in light 
of the circumstances under which such statements were made, not misleading with respect 
to the period covered by this quarterly report; 

  3.  Based on my knowledge, the � nancial statements, and other � nancial information 
included in this quarterly report, fairly present in all material respects the � nancial 
condition, results of operations, and the cash � ows of, and for, the periods presented in 
this quarterly report; 

  4.  The Global Computer Products’ other certifying of� cers and I are responsible for establishing 
and maintaining disclosure controls and procedures (as de� ned in Exchange Act Rules 13a‐14 
and 15d‐14) for the corporation and we have: 
  a.  designed such disclosure controls and procedures to ensure that material information 

relating to Global Computer Products, including its consolidated subsidiaries, is made 
known to us by others within those entities, particularly during the period in which this 
quarterly report is being prepared; 

  b.  evaluated the effectiveness of Global Computer Products, disclosure controls and 
procedures as of a date within 90 days prior to the � ling date of this quarterly report (the 
“Evaluation Date”); and 

  c.  presented in this quarterly report our conclusions about the effectiveness of the disclosure 
controls and procedures based on our evaluation as of the Evaluation Date;   

  5.  The Global Computer Products’ other certifying of� cers and I have disclosed, based on our 
most recent evaluation, to Global Computer Products and the audit committee of our  board 
of directors (or persons performing the equivalent function):    
  a.  all signi� cant de� ciencies in the design or operation of internal controls that could 

adversely affect Global Computer Products, ability to record, process, summarize, and 
report � nancial data and have identi� ed for Global Computer Products’ auditors any 
material weaknesses in internal controls; and 

  b.  any fraud, whether or not material, that involves management or other employees who 
have a signi� cant role in Global Computer Products’ internal controls; and 

  6.  Global Computer Products’ other certifying of� cers and I have indicated in this quarterly 
report whether or not there were signi� cant changes in internal controls or in other factors 
that could signi� cantly affect internal controls subsequent to the date of our most recent 
evaluation, including any corrective actions with regard to signi� cant de� ciencies and 
material weaknesses. 

After much discussion and sometimes other follow‐up work, that draft internal audit 
report might have been changed before its fi nal issue. The same things often happened 
in external auditor draft reports covering quarterly or annual preliminary results. SOx 
rules now prohibit such practices for external auditors. These rules evolved during the 
congressional hearings leading up to the passage of SOx, where testimony included tales 
of strong CEOs essentially demanding that external auditors accept certain questionable 
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accounting entries or lose the audit business. There can still be friendly disputes and 
debates, but if an SEC ruling is explicit in some area and if the external auditors propose 
a financial statement adjustment because of that SEC rule, management must accept it 
without an additional fight.

There can be a fine line between management disagreeing with external auditors 
over some estimate or interpretation and management trying to improperly influence its 
auditors. External audit may have done some limited internal control testing in an area 
and then proposed an adjustment based on the results of that test. This type of scenario 
could result in management disagreeing with that adjustment and claiming the results 
of the test were “not representative.” While the external auditors under SOx have the last 
word in such a dispute, internal audit can sometimes play a facilitating role here as well. 
Internal audit resources, for example, can be used to expand the population of an audit 
sampling test, perform other extended observations, or perform other testing regarding 
the disputed area. When this is done, internal audit is not helping to improperly influence 
the conduct of an audit but helping to resolve the matter. AS5 encourages these practices.

Forfeitures, Bars, and Penalties

Title III concludes with a series of detailed rules and penalties covering corporate gov-
ernance. Their purpose is to tighten existing rules that were in place before SOx or to 
add new rules for what often seemed to be some outrageous or at least very improper 
business practices prior to SOx. These rules, outlined next, do not impact the audit com-
mittee or internal or external auditors directly, as they are directed at other areas of 
what was believed to be corporate governance excess.

 ■ Forfeiture of improper bonuses. Section 304 requires that if an enterprise is 
required to restate its earnings due to some material violation of securities laws, the 
CEO and CFO must reimburse the company for any bonuses or incentives received on 
the basis of any original, incorrect statements issued during the past 12 months. 
The same applies for any profits received from the sale of enterprise securities during 
that same period. During the SOx hearings, multiple instances were cited where a 
company had issued an aggressive but unsupportable earnings statement, its key 
officers had benefited from bonuses or the sale of stock from that reported good 
news, and then the company soon had to restate its earnings due to some material 
noncompliance matter. There would not have been those CEO and CFO bonuses 
under the revised, correct interpretations. SOx places a personal penalty on senior 
corporate officers who benefit from materially noncompliant financial statements.

 ■ Bars to officer or director service. Section 305 is another example of how SOx 
tightened up the rules. Prior to SOx, federal courts were empowered to bar any 
person from serving as a corporate officer or director if that person’s conduct dem-
onstrates “substantial unfitness to serve as an officer or director.” SOx changed the 
standard here by eliminating the word substantial, saying that the courts can bar 
someone from serving as a director or officer for any conduct violation.

 ■ Pension fund blackout periods. A standard rule for 401(k) and similar retire-
ment plans has been that a fund administrator can establish a blackout period over 
a time period that prohibits plan participants from making investment adjustments 
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to their plans. A participant with a substantial amount of his or her retirement 
funds in company stock could, because of bad company news, transfer funds from 
that stock to a cash‐based money market fund or some other investment option. 
These blackout periods are usually instituted for purely legitimate reasons, such 
as a change in plan administrators. A complaint during the SOx hearings, based 
on the Enron failure, was that there was a blackout in place during the final weeks 
before Enron’s bankruptcy, preventing employees from making changes to their 
plans. However, those same blackout rules did not apply to the corporate officers, 
who had their own plans and who in some cases got out of Enron stock before things 
totally collapsed. SOx rules now state that the same blackout periods must apply to 
everyone in the company, from staff to corporate officer.

 ■ Attorney professional responsibility. Section 307 covers revised rules for 
attorney professional conduct and was initially very controversial. An attorney 
is required to report evidence of a material violation of securities law or a similar 
company violation to the chief legal counsel or the CEO. If those parties do not 
respond, the attorney is required to report the evidence up the ladder to the board 
audit committee. SOx’s initial rules also allowed that if an attorney discovered such a 
securities law violation, the attorney should withdraw from the engagement while 
reporting the violation particulars, what is called a “noisy withdrawal.”

The controversy here was that SOx effectively required an attorney to violate the 
rules of attorney‐client privilege. Under traditional rules, if a subsidiary executive 
met with an attorney to discuss some matter that constituted a potential violation 
of SOx, the attorney and the subsidiary manager client would work out the issues. 
The initial concern was that an attorney was supposed to blow the whistle on such 
a discussion and bring the matter potentially all the way to the audit committee. 
The final rules, however, softened things to narrow the scope of attorneys and oth-
erwise limit the rules impact.

 ■ Fair funds for investors. The final section of Title III states that if an individual 
or group is fined for a violation through administrative or legal action, the funds 
collected will go to a “disgorgement” fund for distribution to investors who suffered 
because of the fraud or improper accounting actions. The same rule applies to funds 
collected through a settlement in advance of court proceedings. Properties and 
other assets seized will be sold and also go into that disgorgement fund. The whole 
idea here is that investors who lost because of individual corporate wrongdoing may 
be subject to some financial settlement from such a fund.

Title IV: Enhanced Financial Disclosures

Title IV of SOx is designed to correct some financial reporting disclosure problems, to 
tighten up conflict‐of‐interest rules for corporate officers and directors, to mandate a 
management assessment of internal controls, to require senior officer codes of con-
duct, and other matters. There is a lot of material here. Many unexpected bankrupt-
cies and sudden earnings failures around the time of the Enron failure were attributed 
to extremely aggressive, if not questionable, financial reporting. With the approval of 
their external auditors, many companies pushed to the limits and used such tactics as 
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issuing questionable pro forma earnings to report their results or moving their corporate 
headquarters offshore to minimize taxes. While these tactics had been in accordance 
with GAAP, SOx tightened up many rules and made these financial disclosure tactics 
difficult or illegal.

So‐called pro forma financial reports were frequently used to present an as‐if pic-
ture of a firm’s financial status by leaving out nonrecurring earnings expenses such as 
restructuring charges or merger‐related costs. However, because there was no stan-
dard definition or consistent format for reporting pro forma earnings, depending on 
the assumptions used, it was possible for an operating loss to become a profit under 
pro forma earnings reporting. For example, under older, pre‐SOx accepted practices in 
2001, Cisco Systems, Inc., the San Jose, California–based maker of computer networking 
systems, reported net income of $3.09 billion on a pro forma basis but simultaneously 
reported a net loss of $1.01 billion on a GAAP basis. Cisco’s pro forma profit specifically 
excluded acquisition charges, payroll tax on the exercise of stock options, restructuring 
costs and other special charges, an excess inventory charge, and net gains on minority 
investments. Cisco certainly was not alone here, as many companies had reported pro 
forma earnings showing ever‐increasing growth while their true, GAAP results were 
not so favorable. The problem with these two sets of numbers is that investors and the 
press frequently ignored the GAAP numbers, focusing on the more favorable pro forma 
results. SOx requires that pro forma, published financial statements must not contain 
any material untrue statements or omit any fact that makes the reports misleading. 
Further, the pro forma results also must reconcile to the financial conditions and results 
of operations under GAAP. A common reporting technique prior to SOx, they are not 
at all common today.

Perhaps the major issue that brought Enron down was a large number of off‐balance‐
sheet transactions that, if consolidated with regular financial reports, would have shown 
major financial problems. Once they were identified and included with Enron’s other 
financial results, the disclosure pushed Enron toward bankruptcy. SOx requires that 
quarterly and annual financial reports must disclose all such off‐balance‐sheet transac-
tions that may have a material effect on the current or future financial reports. These 
transactions may include contingent obligations, financial relationships with unconsoli-
dated entities, or other items that could have material effects on operations. While many 
of the SOx financial disclosure rules are really the responsibility of external auditors, this 
is an area where internal auditors might be of help. It is often the internal auditor, on a 
visit to a distant unit of the company, who encounters these types of off‐balance‐sheet 
arrangements in discussions with field personnel. If they find something significant, 
internal audit should communicate the appropriate details to the audit committee. The 
final rules here after passage of SOx require an enterprise to provide an explanation of 
its off‐balance‐sheet arrangements in a separately captioned subsection of the “Manage-
ment’s Discussion and Analysis” (MD&A) section of its annual Form 10‐K.

Expanded Conflict‐of‐Interest Provisions and Disclosures

The SOx legislative hearings often pictured corporate officers and directors as a rather 
greedy lot. In arrangements that frequently appeared to be conflicts of interest, large 
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relocation allowances or corporate executive personal loans were granted and then sub-
sequently forgiven by corporate boards. A CEO, for example, who requests the board to 
grant his CFO a large personal loan with vague repayment terms and the right to either 
demand payment or forgive certainly creates a conflict of interest. Although exceptions 
are allowed, SOx makes it unlawful for any corporation to directly or indirectly extend 
credit, in the form of a personal loan, to any officer or director.

Another section of Title IV requires that all disclosures under SOx, as discussed 
previously, must be filed electronically and posted “near real time” on the SEC’s web 
site. This makes the filing of such information much more current. Internal audit should 
potentially consider evaluating the control systems in place to handle such SEC online 
reporting. This is an area where reporting was often hard‐copy‐based in the past, and 
there could be a risk of improper transmission or security leaks without proper internal 
control procedures.

Section 404: Management’s Assessment of Internal Controls

SOx requires that all annual 10‐K reports must contain an internal control report stat-
ing management’s responsibility for establishing and maintaining an adequate system 
of internal controls as well as management’s assessment, as of the fiscal year ending 
date, on the effectiveness of those installed internal control procedures. This is what has 
popularly been known as the Section 404 rules. Internal audit, outside consultants, or 
even the management team—but not the external auditors—have the responsibility to 
review and assess the effectiveness of their internal controls, and external auditors are 
then to attest to the sufficiency of these internal control reviews built and controlled 
by management. From an internal audit perspective, Section 404 is perhaps the most 
important element of SOx, and a general understanding of its requirements should be 
part of every internal auditor’s CBOK.

Section 404 internal control reviews are described in more detail and are supported 
by AS5 standards discussed later in this chapter. These AS5 rules are particularly impor-
tant to internal auditors because the standards specify that external auditors may elect 
to use the work of internal auditors in their internal control reviews. As the following 
sections explain, internal auditors may act as consultants to their enterprises in helping 
to build these internal accounting controls, or they can support their external auditors 
by auditing the internal accounting controls.

Financial Officer Codes of Ethics

SOx requires that enterprises adopt a code of ethics for their CEO, CFO, and other senior 
officers that discloses their compliance with this code as part of their annual financial 
reporting. While SOx has made this a requirement for senior officers, employee codes 
of ethics or conduct have been in place in some enterprises for many years but were 
often established for employees and supervisors rather than corporate officers. These 
codes defined rules or policies that were designed to apply to all employees, and they 
covered such matters as policies on the protection of company records or on gifts and 
other benefit issues. Codes of conduct will be discussed in Chapter 26 on ethics and 
whistleblower programs.
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With growing public concern about the need for strong ethical practices, many 
enterprises have appointed an ethics officer to launch such an initiative along with a 
code of conduct as a first step. However, those codes of conduct were often directed at 
the overall population of employees, not the senior officers. SOx has brought enterprise 
codes of conduct to new levels. SOx does not specify the content of enterprise‐wide codes 
of ethics and focuses on the need for standards to apply for senior officers. SOx requires 
that an enterprise’s senior officer code of ethics or conduct must reasonably promote:

 ■ Honest and ethical conduct, including the handling of actual or apparent conflicts 
of interest between personal and professional relationships

 ■ Full, fair, accurate, timely, and understandable disclosure in the enterprise financial 
reports

 ■ Compliance with applicable governmental rules and regulations

Many larger enterprises today have established ethics‐type functions, but if such 
an ethics function is not in place, internal audit can play an important role in helping 
its enterprise achieve compliance with SOx ethical rules.

If an enterprise has a code of conduct, management should assure that it applies 
to all members of the enterprise, is consistent with SOx, and that these ethical rules 
are communicated to all members of the enterprise, including senior managers. An 
enterprise should make sure that its existing code of conduct covers the SOx rules just 
discussed, that it has been communicated to senior management, and that these offi-
cers have agreed to comply with it. While SOx compliance rules were established only 
for senior officers, this is the ideal time to launch an ethics function throughout the 
enterprise that applies to senior management and to all employees as well. A strong 
ethics function should be promoted throughout the enterprise and not just as a SOx 
legal requirement.

Other Title IV Required Disclosures

All SEC registered entities are required to file annual Form 10‐Ks as well as other SEC 
financial reports. While the issuing enterprises filing those reports would anticipate an 
SEC review in some detail, the hearings leading to SOx revealed that these SEC reviews 
were not always very timely or comprehensive. Section 408 mandates the SEC to per-
form “enhanced reviews” of the disclosures included in all company filings on a regular 
and systematic basis and no less often than once every three years. The SEC can decide 
to either perform an enhanced review of disclosures as soon as possible or to wait to 
schedule the review through the three‐year window. This enhanced review could be 
triggered by any one of the following situations:

 ■ If the corporation has issued a material restatement of its financial results
 ■ If there has been significant volatility in its stock prices compared to others’
 ■ If the corporation has a large market capitalization
 ■ If this is an emerging company with significant disparities in its stock price‐to‐ 

earnings ratio
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 ■ If the corporation’s operations significantly affect material sectors of the national 
economy

 ■ Any other factors the SEC may consider relevant

The SEC has the authority to schedule such an extended disclosure review for large 
Fortune 500–size companies, leaders in some sectors of the economy, or where stock 
prices are out of average ranges. Of course, with the “other factors” consideration, virtu-
ally any corporation could potentially move to the head of the list for such an extended 
review.

In general these rules say that enterprises should be prepared for their public fil-
ings to be reviewed by the SEC more thoroughly and frequently than in the past. These 
financial statement disclosures are included in the MD&A section of an enterprise’s 
10‐K report. This reporting covers a wide range of issues, including transactions with 
unaffiliated subsidiaries or derivative trading activities.

The last Title IV section, 409, mandates that enterprises must disclose “on a rapid 
and current basis” any additional information containing material financial statement 
issues. An enterprise can include trend and quantitative reporting approaches as well 
as graphics for those disclosures. This is a change from traditional SEC report formats, 
which allowed only text, with the exception of corporate logos. The concept is to get 
key data to investors as soon as possible, not through slow, paper‐based reports. Sec-
tion 409 points to the concept of a real‐time financial close that has become a reality 
for many enterprises.

Title V: Analyst Conflicts of Interest

This SOx title and other subsequent sections do not directly cover financial reporting, 
corporate governance, audit committees, or external and internal audit issues, but were 
drafted to correct other perceived abuses encountered during the SOx congressional 
hearings. Title V is designed to rectify some securities analyst abuses. Investors have 
relied on the recommendations of securities analysts for years, but these analysts were 
often tied to large brokerage houses and investment banks, and were analyzing and 
recommending securities both to investors and their financial institution employers. 
When they looked at securities where their employer had an interest, there were sup-
posed to be strong separations of responsibility between the people recommending a 
stock for investment and those selling it to investors. In the frenzy of the late‐1990s 
dot‐com bubble, these traditional analyst controls and ethical practices broke down. In 
the aftermath of the market downturns, analysts sometimes recommended stocks seem-
ingly only because their investment bank employer was managing the initial public 
offering. Also, investigators found analysts publicly recommending a stock to investors 
as a “great growth opportunity” while simultaneously telling their investment banking 
peers that the stock was a very poor investment or worse.

Abuses of this manner existed in many circumstances. While investment ana-
lysts once relied on their own self‐governing professional standards, the SOx hearings 
revealed that many of these standards were ignored by strong and prominent securities 
analysts. Title V attempts to correct these securities analyst abuses. Rules of  conduct 
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have been established with legal punishments for violations. SOx has reformed and 
regulated the practices of securities analysts. The result should be better‐informed 
 investors.

Titles VI through X: Fraud Accountability and White‐Collar Crime

These SOx titles cover a series of issues ranging from the funding of SEC appropriations 
to plans for future studies, and they include new rules to tighten up what in the past 
had been viewed as regulatory loopholes. Among these, the SEC can now ban persons 
from promoting or trading penny stocks because of past SEC misconduct or can bar 
someone from practicing before the SEC because of improper professional conduct. The 
latter rule gives the SEC the authority to effectively ban a public accounting firm from 
acting as an external auditor for corporations.

This SEC professional misconduct ban would be a major penalty to any public 
accounting firm or individual CPA who was found to have violated professional or ethi-
cal public accounting standards. Although SOx outlines a process of hearings before 
any action is taken, individual CPAs or entire firms can be banned temporarily or per-
manently. This takes this monitoring and policing process away from the AICPA’s peer 
review processes of the past and gives the regulatory authority to the SEC. While an 
individual negligent CPA can still work in non‐SEC practice areas such as small busi-
ness accounting or, for that matter, internal audit, even a temporary ban can be a death 
knell for a practicing CPA or public accounting firm. All concerned must be aware of and 
follow SEC rules and procedures, particularly this new set authorized by SOx.

SOx Titles VIII and IX seem to be very much a reaction to the failure of Enron 
and the subsequent demise of Arthur Andersen. We have discussed some of the events 
surrounding the failure of Enron, including the conviction of Arthur Andersen for its 
destruction of Enron’s accounting records. At that time, even though Andersen seemed 
very culpable to outside observers for its massive efforts to shred company accounting 
records, the courts eventually found Andersen innocent of criminal conspiracy, but the 
firm ultimately ceased operating anyway. Now Title VIII of SOx has established specific 
rules and penalties for the destruction of corporate audit records.

The words in the statute are much broader than just the problematic activities 
related to Andersen and apply to all auditors and accountants, including internal audi-
tors. SOx is particularly strong regarding the destruction, alteration, or falsification of 
records involved in federal investigations or bankruptcies: “Whoever knowingly alters, 
destroys, mutilates, conceals, covers up, falsifies or makes false entry in any record, 
document, or tangible object with the intent to impede, obstruct, or influence the inves-
tigation . . . shall be fined . . . [or] imprisoned not more than 20 years, or both.” Strong 
words taken directly from the statute! This says that any enterprise should have a strong 
records retention policy. While records can be destroyed in the course of normal busi-
ness cycles, any hint of a coming federal investigation or the filing of bankruptcy papers 
for some affiliated unit should trigger activation of that records retention policy.

In a separate section, SOx establishes rules for corporate audit records. Although 
we tend to think of SOx primarily in terms of rules for external auditors, it very much 
applies to internal auditors as well. Workpapers and supporting review papers must 
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be maintained for a period of five years from the end of the fiscal year of the audit. 
SOx clearly states that these rules apply to “any accountant who conducts an audit” of 
an SEC‐registered corporation. While internal auditors have sometimes argued in the 
past that they only do operational audits that do not apply to the formal financial audit 
process, the prudent internal audit group should closely align their workpaper record 
retention rules to comply with this SOx five‐year mandate.

Several of the sections of the legislation are designed to tighten up things and to 
correct what were viewed by others as excesses. One such excess was corporate officers 
getting large loans from their board of directors based on stock manipulation and per-
formance that was later found to be improper. In the past, boards of directors regularly 
forgave those loans after some period, but now SOx mandates that debts incurred are in 
violation of securities fraud laws and cannot be forgiven or discharged. The executive—
now probably ex‐executive—who received the forgiven loan is now obligated to repay 
the corporation. Another section here extends the statute of limitations for securities law 
violations. Now legal action may be brought no later than two years after discovery or 
five years after the actual violation. Since securities fraud can take some time to discover, 
this change gives prosecutors a bit more time.

The Organizational Sentencing Guidelines is a published list of corporate penalties 
for violations of certain federal laws. If an enterprise is found to be guilty, the punish-
ment or sentencing could be shortened if there had been an ethics program in place that 
should normally reduce the possibility of such a violation. While the basic concepts of 
the sentencing guidelines are still in place, SOx modifies them to include the destruction 
or alteration of documents as offenses.

Section 806 adds whistleblower protection for employees of publicly traded enter-
prises who observe and detect some fraudulent action and then independently report it 
to the SEC or some other outside party. By employee, we mean officers, contractors, or 
agents as well. Any person who observes an illegal act can blow the whistle and report 
the action with legal protection from retaliation. The SOx whistleblower rules cover 
securities law violations and do not include the provisions in other federal contract 
whistleblower rules where the person reporting something may be rewarded with some 
percentage of the reported recovery.

Title VIII’s Section 807 defines criminal penalties for shareholders of publicly traded 
companies, stating that whoever executes or attempts to execute a scheme to defraud 
any persons in connection with a corporation’s securities or fraudulently receives money 
or property from that sale shall be fined or imprisoned not more than 25 years, or both. 
This is a strong potential penalty for securities fraud. The regulations, rules, and penal-
ties outlined in SOx have made following the rule extremely important. Title IX then 
goes through existing white‐collar criminal law penalties and raises maximum punish-
ments. For example, the maximum imprisonment for mail fraud has now grown from 
5 years to 20, and the maximum fines for various violations have increased as well. 
These increased penalties coupled with the provisions of the Organizational Sentencing 
Guidelines create an environment where an increasing number of persons found guilty 
of white‐collar crimes may have to spend time in prison.

Finally, Section 906 of SOx Title IX contains a requirement that CEOs and CFOs 
must sign a supplemental statement with their annual financial report that certifies that 
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the information contained in the report “fairly represents, in all material respects, the 
fi nancial condition and results of operations.” These effectively personal certifi cations 
are coupled with penalties of fi nes up to $5 million and 10 years for anyone who certi-
fi es such statements while knowing they are false. Since these are personal penalties, 
the prudent CEO and CFO must take  extreme care  to make certain that all issues are 
resolved and that the annual fi nancial statements are correct and fully representative 
of operations. Title X then is a “sense of the Senate” comment that corporate income tax 
returns should be signed by the CEO. Again, responsibility is placed on the individual 
offi cer, not the anonymous corporate entity.   

 Title XI: Corporate Fraud Accountability 

 While prior sections of SOx focused on the individual responsibilities of the CEO, CFO, 
and others, the last SOx title covers corporate responsibilities for fraudulent fi nancial 
reporting. Here the SEC is given authority to impose a temporary freeze on the trans-
fer of corporate funds to offi cers and others in a corporation that is subject to an SEC 
investigation. This was done to correct some reported abuses where some corporations 
were being investigated for fi nancial fraud while they simultaneously dispensed huge 
cash payments to individuals. A corporation in trouble should retain some funds until 
the matter is resolved. 

 Section 1105 also gives the SEC the authority to prohibit persons who have violated 
certain SOx rules from serving as corporate offi cers and directors. While it is not an 
automatic ban, the SEC has the authority to impose this when it feels appropriate. The 
idea is to punish the corporate wrongdoer who has been found culpable of securities law 
violations at one corporation, only to leave that troubled corporation to serve at another.    

 5.2 PERFORMING SECTION 404 REVIEWS UNDER AS5 

 The prior section summarized signifi cant contents and requirements in the SOx legis-
lation. It is an important law, and every internal auditor should have a general CBOK 
understanding of its content. Going beyond just this general understanding, SOx’s Sec-
tion 404 on reviews of internal accounting controls should receive the most internal 
audit attention and understanding. Section 404 mandates that an enterprise is respon-
sible for reviewing, documenting, and testing its own internal accounting controls, with 
the results then being passed on to the enterprise’s external auditors, who are charged 
with reviewing and attesting to that work as part of their review of the reported fi nan-
cial statements. When SOx fi rst became the law, Section 404 reviews were a major pain 
point for many enterprises because external auditors were following a very detailed 
set of fi nancial accounting audit procedures under SOx, called Auditing Standard No. 
2 (AS2). These auditing standards required very detailed reviews that left no room for 
small errors or omissions. 

 In 2007, these Section 404 auditing rules changed with the release of AS5, a more 
risk‐based audit approach that also allows external auditors to better use the work of 
internal auditors in their assessments. This section will provide a summary of Section 
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404 rules today and will discuss approaches for performing such reviews using AS5’s 
more risk‐based approach. In addition, we will look at approaches to keep supporting 
SOx Section 404 documentation up to date. SOx rules require that internal controls 
documentation should be updated on an ongoing basis, but this important requirement 
too often slips between the cracks. Business professionals and internal auditors need to 
understand the Section 404 rules and to take appropriate steps to keep their enterprises 
in compliance. These rules impact enterprises that have achieved SOx compliance in a 
previous period as well as those that are now coming under registration requirements.

Section 404 Internal Control Assessments Today

Management has had an ongoing responsibility for designing and implementing inter-
nal controls over its enterprise’s operations. Although the standards for what consti-
tuted good internal controls were not always very well defined in the past, they have 
remained a fundamental management concept. SOx Section 404 requires the prepara-
tion of an annual internal control report as part of an enterprise’s SEC‐mandated 10‐K 
annual report. In addition to the financial statements and other 10‐K disclosures, Sec-
tion 404 requirements call for two information elements in each of these 10‐Ks:

 1. A formal management statement acknowledging their responsibility for establish-
ing and maintaining an adequate internal control structure and procedures for 
financial reporting

 2. An assessment, as of the end of the most recent fiscal year, of the effectiveness of the 
enterprise’s internal control structure and procedures for financial reporting

In addition, the external audit firm that issued the supporting audit report is 
required to review and report on management’s assessment of its internal financial 
controls. Simply put, management is required to report on the quality of their inter-
nal controls, and their public accounting firm must audit or attest to that manage-
ment‐developed internal control report in addition to their normal financial statement 
audit. Management has always been responsible for preparing their periodic financial 
reports, and the external auditors then audited those financial numbers and certified 
that they were fairly stated. With SOx Section 404, management is now responsible for 
documenting and testing its internal financial controls as well as reporting on their 
effectiveness. External auditors then review the supporting materials leading up to that 
internal financial control report to assert that the report is an accurate description of 
the internal control environment.

To the nonauditor, this might appear to be an obscure or almost trivial requirement. 
Even some internal auditors who primarily perform operational audits may wonder 
about the nuances in this process. However, audit reports on the status of internal con-
trols have been an ongoing and simmering issue between the public accounting com-
munity, the SEC, and other interested parties going back to at least 1974. Much of the 
problem then was that there was no recognized definition for what is meant by internal 
controls. The release of the new COSO internal control framework, released in 2014 and 
discussed in Chapter 3, establishes an accepted standard for understanding internal 
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controls. Under SOx Section 404, management is required to report on the adequacy of 
their internal controls with their external auditors attesting to the management‐devel-
oped internal controls reports.

This process follows a basic internal control on the importance of maintaining a 
separation of duties where the person who develops transactions should not be the per-
son who approves them. Under Section 404 procedures, the enterprise builds and docu-
ments its own internal control processes, then an independent party such as internal 
audit reviews and tests those internal controls, and finally the external auditors review 
and attest to the adequacy of this overall process. Their financial audit procedures will 
be based on these internal controls. This Section 404 process improves things from 
pre‐SOx days when external auditors frequently built, documented, and then audited 
their own internal controls—a separation‐of‐duties shortcoming.

Launching the Section 404 Compliance Review: Identifying Key Processes

Every enterprise uses a series of processes to conduct its normal business activities. Some 
may be represented by automated systems, others are primarily manual procedures 
performed on a regular basis, while still others are a combination of automated and 
manual. These processes are normally considered in terms of basic accounting cycles 
and include the:

 ■ Revenue cycle. Processes dealing with sales or other revenue to the enterprise.
 ■ Direct expenditures cycle. Covers expenditures of material or direct production 

costs.
 ■ Indirect expenditures cycle. Operating costs that cannot be directly tied to pro-

duction activities but are necessary for overall business operations.
 ■ Payroll cycle. Covers all personnel compensation.
 ■ Inventory cycle. Although inventory will eventually be applied to production as 

direct expenditures, special processes are needed due to the time‐based holding 
nature of inventory until it is applied to production.

 ■ Fixed assets cycle. Property and equipment require separate accounting pro-
cesses, such as periodic depreciation accounting over time.

 ■ General IT cycle. This set of processes covers information technology (IT) controls 
that are general or applicable to all IT operations.

We will be discussing these processes in Chapter 8 in the discussion of planning 
and performing effective internal audits. The identification of these key processes is an 
initial Section 404 compliance step. While they will differ depending upon the nature 
of an enterprise, Exhibit 5.3 describes a set of key processes for a distribution company. 
A term that is frequently used by many professional without too much thought of its 
meaning, a process is a particular course of action intended to achieve a result, such as 
the process of obtaining a driver’s license. It is a series of actions that have clearly defined 
starting points, consistent operational steps, and defined output points. We call the 
series a process because they are set of defined steps that can be repeated and followed 
consistently. A first compliance step here is to document, understand, and then test key 
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processes, whether in a distribution company, a manufacturer, a research laboratory, 
a minerals extraction enterprise, or something else. The idea is to identify only the key 
processes. During SOx’s fi rst years, many enterprises—often with the encouragement of 
their external auditors—attempted to defi ne  every  process. They did not have guidelines 
for eliminating the less risky ones and often went through to a high level of minutiae. 
AS5 now has established a level of reasonableness here.  

 Internal audit often can be a major help here. For many enterprises, internal audit 
may have already defi ned key processes through its annual audit planning, reviews of 
specifi c areas, and overall audit documentation efforts. After discussions with man-
agement as well as with internal auditors who understand enterprise internal control 
systems, such a process list should be developed to become a basis for launching a stream 
of internal control reviews for the enterprise.   

 Launching the SOx Section 404 Compliance Review: Internal Audit’s Role 

 With the exception of SOx’s prohibition of external audit fi rms from performing inter-
nal audit services for their audit clients, there are few specifi c references to internal 
audit in the text of the SOx legislation. Even though SOx does not give any specifi c 

 EXHIBIT 5.3     Sample Key Processes for a Distribution Company  

    1.   Purchase order management . Processes must be in place to purchase or acquire the 
goods to be distributed. 

   2.   Inventory management . Once goods have been purchased, there is a need for processes 
to manage them in inventory before distribution to customers. 

   3.   Warehouse management . Processes must be in place to store product inventory in secure 
and well–organized facilities, with subprocesses for the inspection and placement of goods. 

   4.   Demand planning . An enterprise needs to know how customers will demand existing and 
new products.  This may include marketing–based processes including customer surveys. 

   5.   Order processing . Whether paper–based or not paper–based, processes should be in 
place to receive new orders, approve customer credit histories, and pick and pack the 
received orders. 

   6.   Shipping and receiving.  Processes should be in place to ship goods to customers as well as 
to inspect and receive incoming ordered goods. 

   7.   Logistics management . A distribution company is typically faced with requirements for 
special shipping arrangements, movement of goods between warehouse facilities, and 
other arrangements where logistics processes are needed. 

   8.   Billing and invoicing . After orders are received and shipped, processes are needed to bill 
customers for payment and then to manage those accounts. 

   9.   Accounting systems . Beyond accounts receivable, an enterprise needs accounting and 
� nancial processes for all of its accounting functions. 

  10.   Information systems . Processes are needed for all aspects of IT operations, including IT 
service design, service operations, delivery of all aspects of IT services, and processes for 
continual IT improvements. 

   11.   Human resources . Processes are needed to manage all people associated with the 
distribution enterprise, including compensation, bene� ts, related taxes, and all human 
resources–based legal requirements. 

  12.   Internal audit . The enterprise needs an effective internal audit function to review and 
assess controls governing these processes.  
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responsibility to internal audit, they have become an important resource in many 
enterprises for the completion of their Section 404 internal control assessments. 
Under SOx, a separate and independent function within the enterprise—often internal 
audit—reviews and documents the internal controls covering key processes, identifies 
key control points, and then tests those identified controls. External audit would then 
review that work and attest to its adequacy. For many enterprises, internal audit has 
been a key resource for performing these internal control reviews. Internal audit func-
tions originally distanced themselves from Section 404 reviews because of potential 
internal auditor independence standards, but the current IIA standards, as discussed 
in Chapter 9, now allow them to act as consultants to help document and establish 
effective internal control processes. Internal audit’s role in Section 404 reviews can 
take three different forms, as follows:

 1. Internal auditors can act as internal consultants for their enterprise by identifying 
key processes, documenting their internal controls, and performing appropriate 
tests of those controls. This review work would be subject to management approval 
for subsequent attestation by external audit.

 2. Internal auditors can review and test internal control processes similar to their 
normal internal audit reviews but acting as an assistant or contractor for their 
external auditors. Another in‐house or outside consulting resource could be des-
ignated by the enterprise to perform the Section 404 reviews, and internal audit 
would act as a resource to support their external auditors in reviewing the Section 
404 work results. This approach is now allowed under the newer AS5 rules that 
allow external auditors to rely on internal audit materials.

 3. Internal audit can work with and help other corporate resources—either internal or 
external—that are performing the Section 404 reviews but not get directly involved 
with those reviews, either as independent internal auditors or as agents for their 
external audit firm. This approach allows internal audit to devote more time and 
resources to other internal audit projects. This may also be the only alternative for 
a very small internal audit function.

The CAE, financial management, and the audit committee should work with the 
enterprise’s external auditors to define responsibilities for these Section 404 internal 
control reviews. In some cases, the decision will be that it is most efficient for resources 
other than internal audit to take the second approach described earlier. External audit 
might make arrangements with internal audit to review and assess the adequacy of 
those internal controls. In this situation, internal audit would be working for external 
audit in reviewing and attesting to the results of internal control reviews but would 
not be performing the actual reviews. As mentioned, this type of arrangement will 
give internal audit an important role in helping external audit achieve their Section 
404 review objectives. The negative side of this arrangement is that the consultants 
assigned may not have the time, resources, or process knowledge to perform these inter-
nal control assessments. This often works best when an enterprise has another internal 
audit–like function such as a strong quality assurance or risk assessment function that 
can review, document, and test internal control processes.
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As an alternative to the first item just listed, internal audit performs the review 
work for enterprise financial management for a subsequent but separate and indepen-
dent assessment by the external auditors. The positive side of this arrangement is that 
internal audit is often the best and most qualified enterprise resource to perform these 
reviews. They understand internal controls as well as good documentation techniques. 
Although this arrangement will involve more external audit resources, this may be an 
effective way to complete this Section 404 review requirement, but all parties must 
realize their roles and responsibilities.

Section 404 reviews are an annual process, and internal audit should update and 
change their review strategy over the years. Documentation prepared and tested in 
the first year should be updated and retested in future periods as required. While there 
is no reason the strategy selected may be the same every year going forward, changes 
always introduce increased costs and added time spent relearning approaches. All par-
ties should develop a cost‐effective approach to achieve these SOx requirements. While 
we are now taking a more risk‐based approach under AS5, the basic SOx Section 404 
requirements have not changed.

Launching the Section 404 Compliance Review: Organizing the Project

Establishing Section 404 compliance places a major challenge on SOx‐registered enter-
prises. Even though an enterprise has evaluated their internal controls using the COSO 
internal control framework and its 17 principles, discussed in Chapters 3 and 4, they 
may still face some challenging tasks ahead in documenting their internal control envi-
ronment for SOx Section 404 compliance. On a positive side, however, this was a very 
challenging task in the first days of SOx, and with the more risk‐based AS5 approach to 
SOx today, the approach is now more constrained.

Internal audit can play a major role in helping senior management to get ready 
for Section 404 compliance, both in reviewing existing or new documented processes. 
Based on the internal audit standards discussed in Chapter 9, internal audit should 
recommend internal control improvements as the new processes are being developed, 
or they can separately act as consultants for installing those new internal control 
 processes.

Whether performed by internal audit or independent parties, Section 404 compli-
ance reviews should develop a formal project following the project management approach 
discussed in Chapter 16. While larger SOx‐registered public enterprises have already 
gone through multiple rounds of their SOx compliance work today, there are always 
newer entities that have not. The amount of effort required for new registrants would be 
based on the strength and sophistication of an enterprise’s internal control processes, 
but should follow the steps.

Step 1: Organize the Section 404 Compliance Project. Assign a project team to 
lead the effort. A senior executive such as the CFO should act as the project sponsor, 
with a team of both internal and external resources to participate in the effort. Roles, 
responsibilities, and resource requirements should be estimated as well. Internal audit 
can often assume major responsibilities in helping here.
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 Step 2: Develop the Section 404 Compliance Project Plan.     The internal control 
compliance project should be well in process prior to the fi nancial year end. While an 
existing plan can be updated in subsequent years, there will be a major challenge and 
time crunch during earlier years. The plan should focus on signifi cant areas of enter-
prise operations with coverage over all signifi cant business units. Although there can 
be many plan variations here, Exhibit   5.4    outlines planning considerations for a Section 
404 compliance review. Although work steps described here are at a high level, the 
team should develop a detailed plan document to begin the SOx Section 404 internal 
fi nancial controls review.    

 Step 3: Select Key Processes for Review.     Every enterprise depends on a wide range of 
fi nancial and operational processes in order to execute and manage its essential opera-
tions. The overall nature of business objectives says a lot about an organization’s key 

 EXHIBIT 5.4     Planning Considerations for a Section 404 Internal Control Review  

    1.  Determine status of review. Is this the � rst round of Section 404 review for this entity or a 
subsequent year follow‐up? 

   2.  If a new review, follow the work steps to understand, document, and test key processes.  
Otherwise, plan for a review in a subsequent period. 

   3.  Review and update existing documentation covering prior 404 reviews, including process 
� ow charts and internal control gaps identi� ed and remediated. 

   4.  If any key process documentation is missing or inadequate, initiate steps to redocument 
these processes 

   5.  Meet with the external audit � rm responsible for the current Section 404 attestations 
and determine if there are any changes in their key process documentation and testing 
philosophy, with an emphasis on AS5 rules. 

   6.  Consider any organization changes since the past review, including acquisitions or major 
reorganizations, and modify review coverage, if necessary. 

   7.  Through meetings with senior and IT management, identify if signi� cant new systems or 
processes have been installed over the past period and if those new changes have been 
re� ected in updated documentation. 

   8.  Review any internal control weaknesses identi� ed in the past review and assess whether 
internal control corrections reported as installed appear to be working. 

   9.  Develop preliminary testing strategies for key processes, and discuss these plans with both 
the external auditors and appropriate enterprise management to af� rm the appropriateness 
of the testing approaches, 

  10.  Assuming the prior Section 404 review was done by internal audit; determine that 
appropriate, knowledgeable trained resources are available to perform the upcoming 
review. 

  11.  Interview all parties involved in the prior Section 404 review exercise to assess any lessons 
learned and develop plans for corrective actions in the upcoming review. 

  12.  Based on discussions with external auditors and senior management, determine scope 
materiality parameters for the upcoming review. 

  13.  Determine that the software, if any, used to document prior review is still current, and make 
any changes necessary to have adequate tools in place to perform the upcoming review. 

  14.  Prepare a detailed project plan for the upcoming Section 404 review, with considerations 
given to coordination of review activities at business entity units and external auditors.  
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processes, but some possess greater risks than others. For a distribution company, for 
example, inventory processes would be a critical key to its operations.

For many enterprises, the payroll system process is a key set of automated and 
manual routines that take time and attendance data and produce payroll checks or 
transfers to employees’ checking accounts. The total payroll process is much larger and 
includes steps necessary to add employees, to process a pay increase, and to communi-
cate with accounting and benefits systems. There can be numerous transaction flows in 
this overall process. However, with every employee regularly checking his or her own 
personal compensation, most payrolls are highly controlled. This is very different from 
some complex automated processes where many staff members may not have a good 
understanding of a complex automated system.

Internal audit, as part of a Section 404 compliance team, should review all enter-
prise processes, focus on the more significant, and select the ones that are higher‐risk 
or financially important. The selection should focus on processes where there is a risk 
that a failure could cause a major financial or operational risk to the enterprise. These 
processes should then be ranked by the size of assets controlled and other measures, 
with an overall consideration given to their risk of failure. For example, in raising the 
question of whether the application software was purchased or built in‐house, the enter-
prise might—and probably should—decide that purchased software often has a lower 
risk. Internal audit can assist in developing documented procedure to justify why one 
process was more worthy or significant for detailed review than another. However, the 
enterprise should develop some risk‐based criteria for why they have or have not selected 
some process for review. The approach should then be applied consistently.

Step 4: Document Selected Process Transaction Flows. A next and very impor-
tant Section 404 step is to prepare transaction flow documentation for the key pro-
cesses selected. If documentation had been previously prepared as part of a COSO 
internal control review, it should also be reviewed to determine if it is still accurate. 
Documentation is much more of a challenge for an entity if this is the first SOx 404 
review, and if the enterprise has never documented its processes. There are a variety 
of accepted documentation protocols, and a goal should be to select some notation or 
automated support system that is simple to prepare and update and easily understood 
by all interested parties. The documentation should show important transaction flows 
and control points. A key need for any documentation is a supporting process to keep it 
updated. Three‐ring notebooks full of process documentation that were often used in 
the old days are of little value for future use, as these books are almost never updated, 
despite the best intentions of internal audit or whoever prepared the documentation 
materials.

An enterprise should have a good understanding of why it decided to document 
some processes and not others. It is best to concentrate on documenting processes 
where certain controls are not easily and quickly understood due to their complexity 
or automated methods. Exhibit 5.5 lists some typical application control process areas 
for establishing Section 404 compliance. This exhibit highlights areas such as cloud 
computing and wireless applications that should be considered in any risk assessment 
in today’s environments and are covered in other chapters going forward.
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 EXHIBIT 5.5     Application Control Process Areas for Establishing Section 404 
Compliance  

   1.   Automated process controls.  Many complex applications, such as ERP systems, contain 
multiple detailed decision steps often embedded in the application software that become 
candidates’ compliance reviews. 

  2.   Manual processes needing automation.  Controls here are often loose, at times almost 
manual-link interfaces between automated systems, or they operate outside of usual 
automated processes. 

  3.   Interface/integration controls.  Risks exist where applications are loosely integrated and 
depend upon data transmitted across nonsecure facilities or where reconciliation processes 
are weak. 

  4.   Internal and external reporting controls.  Automated applications frequently generate 
reports to internal business, regulatory, and governmental agencies that contain risks ranging 
from legal to reputational issues if controls are weak or reported results incorrect. 

  5.   Application security separation of duties controls.  In today’s IT applications, a wide range 
of stakeholders, including vendors and other parties, may have been given access to certain 
critical applications. These parties may be allowed systems accesses with proper separation 
of duties controls.  Strong application process controls are often needed here. 

  6.   Application and processes based on cloud technology.  Still a newer, evolving set of 
technologies, processes using cloud technologies may be greater candidates for Section 404 
compliance reviews. 

  7.   Highly distributed wireless application processes.  The growth of wireless applications, 
using smartphones, tablet computers, and RFID devices, introduces new internal control risks 
as possible candidates for specialized internal control reviews. 

  8.   General IT control processes.  Pervasive IT processes such as IT con� guration management, 
security administration including password management, new systems project management, 
and others could all be candidates for separate process reviews.  

  Enterprises should establish procedures to ensure that all changes to previ-
ously documented systems are updated when required. The groups or functions 
that initially documented these SOx processes should be given the responsibility to 
maintain this documentation. Documentation can be done as verbal descriptions, 
but it is usually best to use some type of fl owcharting technique. The idea is to show 
the inputs, outputs, process steps, and key decision points for any process. There are 
many different approaches that can be used here, and Chapter   17   on internal auditor 
process modeling techniques contains some examples. The documentation should 
be prepared in a manner that can easily be understood by all interested parties and, 
more important, can be easily updated for process changes.   

 Step 5: Assess Selected Process Risks.     Once key processes have been defi ned and 
documented, the next step is to assess risks through a detailed “What could go wrong?” 
type of analysis. The idea is to ask questions about the potential risks surrounding each 
reviewed process. For example, in an accounts payable process, could someone gain 
access to the system and then arrange to cut an unauthorized check? Could system 
controls be suffi ciently weak that multiple payments might be generated to the same 
authorized vendor? There could be numerous risks of this sort. The SOx review team 
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should go through each of the selected processes and highlight potential risks in such 
an open‐ended set of questions and then focus on the expected supporting controls. 
Based on their backgrounds, internal audit can play a very valuable role in this type of 
analysis.   

 Step 6: Assess Control Effectiveness through Appropriate Test Procedures.     Sys-
tem controls are of little value if they are not working effectively. Interviews and the 
preparation of process documentation can sometimes determine if appropriate controls 
do not appear to be in place or are ineffective. In that case, the conclusions from the 
assessment should be documented and discussed with the process owners, and an action 
plan developed to take corrective actions to improve the controls. 

 In most instances, the documented controls should be tested to determine that they 
are operating effectively. This is called audit testing, and it has been a common process 
over the years for both internal and external auditor reviews of controls. At one time 
these audit tests were extremely extensive and expensive, with large sample transaction 
sizes. Evaluation of the results of these samples allowed internal or external auditors 
to draw conclusions regarding whether fi nancial results were fairly stated or internal 
controls appeared to be working. Statistically based audit sampling is less common 
today due to audit effi ciency pressures. 

 Whether a statistically based sample is used or not, the SOx process reviewer should 
use one or more sample transactions to test whether the controls are in place and work-
ing on a consistent basis. Exhibit   5.6    contains suggested sample sizes, based on the 
frequency of the control performance. The idea here is that if a control covers many 
repetitive items, the sample size to determine that it is operating effectively should be 
larger. The size of the sample can present a challenge for some processes, but if it is a 
largely paper‐based process with many people‐based approval steps, the SOx reviewer 
might borrow from other classic internal audit techniques and try a “walk‐through” 
type of test. The idea here is to take a single transaction—such as a vendor invoice 
requiring approval—and individually walk that transaction through each of the pro-
cessing steps prior to cutting the accounts payable check. Again, this is a test to assess 
internal controls over a process. If the results of the test are positive, the process reviewer 
could determine whether the process appears to be working with adequate internal 
controls. This exercise is discussed in greater detail in Chapter   10   on assessing audit 
evidence and should be part of an internal auditor’s CBOK.    

 EXHIBIT 5.6     Recommended Sample Sizes by Control Frequency  

Frequency the Control 
Operates

Recommended Minimum 
Sample Size

 ■     Multiple times per day  At least 30 items
 ■     Daily  At least 25 items
 ■     Weekly  At least 10 items
 ■     Monthly  At least 5 items
 ■     Quarterly  At least 2 items
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Step 7: Review Compliance Results with Key Stakeholders. Senior manage-
ment is ultimately responsible for an enterprise’s final Section 404 report. The 
project team should review their progress with senior management, highlighting 
their review approaches and short‐term corrective actions initiated. Similarly, since 
they must formally attest to the results of this internal control review, the external 
auditors should be kept informed of progress and any outstanding issues in process 
of resolution.

Coordination with key stakeholders is important here. All too often, assessments 
have identified some potential internal control weakness at a local facility, documented 
it on site with little follow‐up, and then raised it as a potentially significant weakness 
back at headquarters. In many cases, the potential weakness had minimal impact to 
the overall enterprise and could have been resolved and corrected at the local level. 
Stakeholder communication at all levels is important here.

Step 8: Complete Report on the Effectiveness of the Internal Control  Structure. This 
is the final step in a Section 404 compliance review. This is the report, along with the 
external auditor’s attest work, that will be filed with the SEC as part of the enterprise’s 
10‐K annual report. Since these internal control reviews are not a onetime exercise, all 
work should be documented similar to internal audit workpapers documenting audit 
evidence, discussed in Chapter 10.

A first‐time SOx Section 404 compliance project can be a major undertaking, and 
for most enterprises today certainly requires considerably more time and effort than is 
expressed in the short set of work steps described here. However, AS5 rules have made 
this review process a bit easier. It is now not necessary to go back to almost square one 
in each review‐cycle year but to rely on the work from prior periods. The old‐timer, now 
experienced with multiple years of these reviews, might look at AS5 and say something 
along the lines of “You should see how bad it was in the old days!” AS5 has simplified 
and more rationalized the internal control review process, but we still must keep these 
basic entity‐level internal control review processes in place.

As has been discussed, this is also really a key area where internal audit can play a 
very significant but advisory role. The effort required will depend on the level of internal 
control work that has previously been performed in the enterprise. Many, except for new 
entities, have already gone through multiple cycles of their Section 404 reviews and 
are today in maintenance mode. Often through the leadership of internal audit, these 
enterprises have reviewed, tested, and documented their internal controls following 
the COSO framework standard, and have the ongoing task today of achieving Section 
404 compliance.

Also, if an automated system control was found to be effective in the first year and 
if there were no known changes to this process, it is no longer necessary to go back and 
redocument and retest in subsequent review periods. This is an example of exercising 
more of a risk‐based approach. As another major change, management now has the 
flexibility to exercise judgment to tailor review approaches to enterprise facts and cir-
cumstances. Section 404 reviews continue to be important, and AS5 rules offer more 
flexibility and should be used to establish a more risk‐based reasoned approach to these 
assessments.
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 5.3 AS5 RULES AND INTERNAL AUDIT 

 Shortly after SOx became the law in the United States, the PCAOB released Auditing Stan-
dard No. 2 (AS2), new guidance that called for external auditors to take conservative and 
detailed approaches on their audits of fi nancial statements. AS2 mandated a look‐at‐every-
thing audit approach, and enterprise external audit bills became much more expensive. 
While many larger enterprises gritted their teeth and lived with the new rules, industry 
leaders, academics, and others loudly proclaimed that AS2 needed some revisions. The SEC 
and the PCAOB agreed to revise AS2, with an objective of making the auditing standard 
more scalable for the 6,000 or more so‐called nonaccelerated fi lers that had yet to comply 
with SOx as of 2007. Those publicly traded enterprises with a public fl oat of $75 million 
or less were required to have their Section 404 auditor attestation reports completed in 
upcoming fi scal years, and many felt they needed some relief from AS2 audit rules. As a 
result, Auditing Standard No. 5 (AS5) was issued in late May 2007. 

 While AS5 is really a set of standards for the external auditors who review and cer-
tify published fi nancial statements, these new rules are important for internal auditors 
and fi nancial managers as well. AS5 introduces risk‐based rules with an emphasis on 
the effectiveness of enterprise‐level controls that are more oriented to enterprise facts 
and circumstances. In addition, the new auditing standard calls for external auditors 
to consider including reviews of appropriate internal audit reports in their fi nancial 
statement audit reviews. AS5 allows external auditors to place more emphasis on man-
agement’s ability to establish and document key internal controls, and both fi nancial 
management and internal auditors need to understand these risk‐based rules for the 
fi nancial audits of their enterprises. 

 It is not our objective in this book to provide an overview of the AS5 rules; our pre-
viously published book on Sarbanes‐Oxley internal controls has a chapter describing 
AS5 in some detail,  4   and these rules are particularly important for internal auditors 
because they stress that external auditors can rely on the work of internal auditors in 
their Section 404 assessments. AS5 has four broad objectives: 

   1.   Focus internal control audits on the most important matters.  AS5 calls on 
external auditors to focus their reviews on areas that present the greatest risk that 
an internal control will fail to prevent or detect a material misstatement in the 
fi nancial statements. This approach calls for external auditors to focus on identify-
ing material weaknesses in internal control in their audits, before they result in 
material misstatements of fi nancial statements. AS5 also emphasizes the impor-
tance of auditing higher‐risk areas, such as the fi nancial statement period‐end close 
process and controls designed to prevent fraud by management. At the same time, 
the new standard provides external auditors a range of alternatives for address-
ing lower‐risk areas, such as by more clearly demonstrating how to calibrate the 
nature, timing, and extent of testing based on risk, as well as how to incorporate 
knowledge accumulated in previous years’ audits into the auditors’ assessment 
of risk. Also and very important to our internal auditor CBOK, AS5 also allows 
external auditors to use the work performed by an enterprise’s internal auditors or 
fi nancial staff when appropriate. 
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 2. Eliminate audit procedures that are unnecessary to achieve their intended 
benefits. AS5 does not include the previous AS2 standard’s detailed requirements 
to evaluate management’s own evaluation process and clarifies that an internal 
control audit does not require an opinion on the adequacy of management’s process. 
For example, AS5 focuses on the multilocation dimensions of risk in an enterprise 
and reduces requirements that external auditors should test a “large portion” of 
an enterprise’s operations or financial positions. This should allow a reduction in 
financial audit work.

 3. Make the audit clearly scalable to fit the size and the complexity of any 
enterprise. In order to provide guidance for audits of smaller, less complex com-
panies, AS5 calls for tailoring internal control audits to fit the size and complexity 
of the enterprise being audited. The standard has guidance on how to apply AS5’s 
principles to smaller, less complex enterprises as well as the less complex units of 
larger enterprises.

 4. Simplify the text of the standard. AS5 is shorter and easier to read than its AS2 
predecessor. This is in part because the standard has been streamlined and reorga-
nized to begin with the audit itself; definitions and other background information are 
included only as appendices. For example, AS5 eliminates the previous standard’s 
discussion of materiality, clarifying that the auditor’s evaluation of materiality is 
based on the same long‐standing principles applicable to financial statement audits.

With AS5, external auditors may consider using the work of others to help perform 
their enterprise SOx financial statement internal control audits. This practice was not 
as well defined under previous SOx rules, but AS5 explicitly allows it. AS5 states that 
an external auditor may use the work performed by, or receive direct assistance from, 
internal auditors, other company personnel, or third parties working under the direc-
tion of management or the audit committee to provide evidence about the effectiveness 
of financial reporting internal controls. This is a major change for internal auditors.

Of course, the external auditors are signing off on or attesting to the audit results, 
and they must assess the competence and objectivity of the persons whose work they 
plan to use. The higher the degree of competence and objectivity of others, the greater 
use an auditor may make of their work. In particular, AS5 calls for an assessment of 
the competence and objectivity of internal auditors. Competence means the attainment 
and maintenance of a level of understanding and knowledge that enables persons to 
perform the tasks assigned to them, and objectivity means the ability to perform those 
tasks impartially and with intellectual honesty. To assess competence, an external audi-
tor should evaluate the qualifications and ability of their internal auditors or others 
to perform the work the external auditor plans to use. To assess objectivity, AS5 calls 
for an external auditor evaluation of whether factors are present that either inhibit or 
promote a person’s ability to perform with the necessary degree of objectivity the work 
the auditor plans to use.

AS5 also states that external auditors should not use the work of persons who have 
“a low degree of objectivity, regardless of their level of competence,” and also should 
not use the work of persons who have a low level of competence regardless of their 
degree of objectivity. Personnel whose core function is to serve as a testing or  compliance 
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 authority at the company, such as internal auditors, normally are expected to have 
greater competence and objectivity in performing the type of work that will be useful to 
the external auditor. This may be an area where the CAE, as well as the audit committee 
and senior management, may want to challenge their external auditors if they see no 
role for internal audit in the fi nancial statement audit planning process. 

 Although AS5 talks about internal auditors in an almost generic fashion, the role 
of the professional IIA‐member internal auditor is important here. Based on the  Interna-
tional Standards for the Professional Practice of Internal Auditing,  as summarized in Chapter 
  9  , an IIA internal auditor can be expected to have the competence and objectivity neces-
sary for help in supporting an external auditor’s review of Section 404 internal controls. 
While other persons, such as outside consultants, can be used to assist external auditors 
in their fi nancial statement internal control reviews, internal auditors should have a 
major role here in assisting with Section 404 and AS5 audit compliance. 

 Internal audit’s ongoing role here should be viewed with a level of caution. We have 
discussed how internal auditors can often be excellent resources to identify, document, 
and test key Section 404 processes. They could do this in a support role for the external 
auditor’s attestation reviews. However, pure separation‐of‐duties independence rules 
say that they cannot perform these reviews within the enterprise and then act as third‐
party helpmates for the external auditors to help attest to that same work. This confl ict 
of duties should be clearly understood by all parties, and care should be exercised by 
internal auditors and management to prevent it.   

 5.4 IMPACT OF THE SARBANES‐OXLEY ACT 

 The previous sections have provided a general overview of the Sarbanes‐Oxley Act. 
While this discussion did not cover all sections or details of SOx, our intent is to give 
internal auditors an overall understanding of key sections that will have an impact on 
the annual audit of an enterprise and its audit committee. Whether a large, Fortune 
500–sized U.S.‐based corporation, a smaller company not even traded on NASDAQ, or 
a private company with a bond issue registered through the SEC, all come under SOx 
rules. 

 SOx is an important law, and every internal auditor should have a general under-
standing of its content as CBOK requirement. Going beyond just this general under-
standing, SOx’s Section 404 on reviews of internal accounting controls should receive 
the most internal audit attention and understanding. In Section 404, an enterprise is 
made responsible for reviewing, documenting, and testing its own internal accounting 
controls, with those review results then being passed on to the enterprise’s external 
auditors, who are charged with reviewing and attesting to that work as part of their 
review of the reported fi nancial statements. When SOx fi rst became law, Section 404 
reviews were a major diffi culty for many enterprises because external auditors were 
required to follow the very detailed AS2 set of fi nancial accounting audit procedures. 
These auditing standards left little room for small errors or omissions. 

 SOx has caused multiple changes to enterprises, particularly in the United States, 
and also worldwide. The roles and responsibilities of both external and internal auditors 
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have changed, and enterprises certainly look at internal controls and business ethics 
from a much different perspective. A general knowledge of SOx and its procedures for 
performing Section 404 internal control reviews should be every internal auditor’s 
CBOK repository.   

 NOTES   

   1.  The text of the law can be found in many locations online. One source is  http://fl 1
.fi ndlaw.com/news.fi ndlaw.com/hdocs/docs/gwbush/sarbanesoxley072302.pdf.  

   2.  The PCAOB Quality Standards were described as interim when issued in 2003 and 
remained interim at the time of this book’s publication in 2015. 

   3.  A principle of law: Even if a technical violation of a law appears to exist according to 
the letter of the law, if the effect is too small to be of consequence, the violation of the 
law will not be considered as a suffi cient cause of action, whether in civil or criminal 
proceedings. 

   4.  Robert Moeller,  Sarbanes‐Oxley Internal Controls: Effective Auditing with AS5, CobiT, and 
ITIL®  (Hoboken, NJ: John Wiley & Sons, 2008).   
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6                                                        CHAPTER   SIX                 

 COBIT and Other ISACA Guidance                                     

 THE COMMIT TEE OF SPONSORING ORGANIZ ATIONS’ (COSO) internal 
control framework, as introduced and discussed in Chapter   3  , has become the 
standard mechanism for measuring and evaluating internal accounting controls 

under the Sarbanes‐Oxley Act (SOx), as was introduced in Chapter   5  . However, SOx does 
not  mandate  the strict use of the COSO internal control framework but only calls for its 
utilization for understanding and evaluating internal controls. Prior to the release of the 
recently revised COSO framework, some professionals had expressed concerns about the 
original COSO internal control framework, and had criticized it because it did not give 
enough emphasis to   information   technology (IT) tools and processes. 

 As an alternative, another more IT‐oriented internal control framework is called 
Control Objectives for Information and related Technology (COBIT). This framework has 
been in place since well before SOx, and many enterprises began to use COBIT when SOx 
became the law as a preferred tool for complying with its Section 404 internal control 
procedures. The COBIT internal control framework provides guidance on evaluating 
and understanding internal controls, with an emphasis on enterprise IT resources and 
governance issues. COBIT is not a replacement for the COSO internal control framework 
but is a different way to look at COSO‐mandated internal controls in today’s IT‐centric 
world. 

 Although originally launched as a tool to help what were once called “computer 
auditors”—specialist internal and external auditors who long ago reviewed IT‐related 
internal controls—COBIT today is a very helpful tool for evaluating all internal controls 
as well as IT governance processes across an enterprise. It provides emphasis and guid-
ance on the linkage of IT with other business resources to deliver overall value to an 
enterprise today. This chapter will provide an overview of the current version, 5, of the 
COBIT framework and its key components. More important, this chapter will describe 
the relationship between COBIT objectives and the COSO internal control framework 

Brink’s Modern Internal Auditing: A Common 
Body of Knowledge, Eighth Edition 
By Robert R. Moller 
Copyright © 2016 by John Wiley & Sons, Inc. 
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for use in internal audit reviews. Even if an internal auditor does not use the COBIT 
framework in reviews of internal controls, all internal auditors should have a high‐level 
common body of knowledge (CBOK) of the basic COBIT framework. Knowledge of COBIT, 
in addition to the COSO internal control framework, will help internal auditors to better 
understand the role of IT controls and risks in many enterprise environments.   

 6.1 INTRODUCTION TO COBIT 

 COBIT (originally written as CobiT) is an acronym that is becoming increasingly recog-
nized by many internal and external auditors and IT professionals. COBIT is an impor-
tant internal control framework that can stand by itself, but it is also an important 
support tool for documenting and understanding both COSO and SOx internal con-
trols. Although COBIT’s original emphasis was IT‐oriented, the framework has been 
broadened, and internal auditors in many enterprises today should at least have an 
understanding of the COBIT framework and its use as a tool for documenting, reviewing, 
and understanding SOx internal controls. A general knowledge of COBIT should be an 
internal auditor CBOK requirement. 

 The COBIT standards and framework are issued and regularly updated by the   IT 
Governance Institute (ITGI;    www.itgi.org   )   and the closely affi liated professional organiza-
tion   Information Systems Audit and Control Association (ISACA) .  ISACA is more focused on 
IT auditing, while ITGI’s emphasis is on research and governance processes. ISACA also 
directs the Certifi ed Information Systems Auditor examination and professional des-
ignation as well as its newer Certifi ed Information Security Manager certifi cation and 
examination. These audit‐related professional certifi cations are discussed in Chapter   29  . 
ISACA was originally known as the Electronic Data Processing Auditors Association 
(EDPAA), a professional group that was started in 1967 by internal auditors who felt 
their professional organization, the Institute of Internal Auditors (IIA), was not giving 
suffi cient attention to the importance of IT systems and technology controls as part of 
internal audit activities. EDP once stood for electronic data processing, today an almost 
archaic term for IT. Over time, this professional enterprise broadened its focus and 
became ISACA, while the IIA has also long since embraced strong technology issues. 

 The EDPAA, originally an upstart IT audit professional organization, began to 
develop IT audit professional guidance materials shortly after its formation. Just as the 
EDPAA evolved into ISACA and now the ITGI, its original IT audit standards became 
a very excellent set of internal control objectives that evolved into COBIT, now in 
its 2012 version 5 edition.  1   With virtually all enterprise processes today tied to IT‐
related matters, an understanding of the overall area of IT governance is critical. The 
COBIT framework principles are often described as a pentagon covering fi ve broad and 
interconnected areas of internal controls, as illustrated in Exhibit   6.1   . These show 
COBIT’s fi ve major areas of emphasis arranged around the important core concept 
of IT governance: 

   1.   Strategic alignment.  Efforts should be in place to align IT operations and activities 
with all other enterprise operations. These include establishing linkages between 
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enterprise business operations and IT plans as well as processes for defi ning, main-
taining, and validating quality and value relationships. 

   2.   Value delivery.  Processes should be in place to ensure that IT and other operating 
units deliver promised benefi ts throughout a delivery cycle and with a strategy that 
optimizes costs while emphasizing the intrinsic values of IT and related activities. 

   3.   Risk management.  Management at all levels should have a clear understanding of 
an enterprise’s appetite for risk, compliance requirements, and the impact of signifi -
cant risks. Both IT and other operations have their own and joint risk management 
responsibilities that may individually or in combination impact the entire enterprise. 

   4.   Resource management.  With an emphasis on IT, there should be an optimal 
investment in, and the proper management of, critical IT resources, applications, 
information, infrastructure, and people. Effective IT governance depends on the 
optimization of knowledge and infrastructure. 

   5.   Performance measurement.  Processes should be in place to track and monitor 
strategy implementation, project completions, resource usage, process performance, 
and service delivery. IT governance mechanisms should translate implementation 
strategies into actions and measurements to achieve these goals.   

  These fi ve COBIT internal control concerns or areas of emphasis are the frame-
work’s elements and defi ne IT governance. The COBIT framework is an effective tool for 
documenting IT and all other internal controls, and this chapter looks at the framework 

    EXHIBIT   6.1    Five Principles of Internal Controls 
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in the broader perspective of using COBIT to assist in the IT governance processes of 
management, enterprise, and internal auditing. 

 The following sections provide an overall description of the COBIT framework and 
its elements to link business with IT goals through key controls and effective measure-
ment metrics. In addition, this chapter will describe mapping COBIT standards with the 
COSO internal control framework, discussed in Chapter   3  ; the Information Technol-
ogy Infrastructure Library (ITIL®) service management best practices introduced in 
 Chapter   19  ; and for overall IT and corporate governance. Elements and key components 
of IT governance will be discussed as well. The COBIT framework is an effective mech-
anism for documenting and understanding internal controls at all levels. Although 
COBIT fi rst started primarily as a set of “IT audit” guidance materials, it is a much more 
powerful tool today.   

 6.2 COBIT FRAMEWORK 

 IT processes and their supporting software applications and hardware devices are key 
components in any enterprise today. Whether a small retail business with a need to keep 
track of its inventory and pay employees, or a Fortune 500 corporation, all need a wide 
set of interconnected and often complex IT processes that are closely tied to their busi-
ness operations. That is, business processes and their supporting IT resources work in a 
close information‐sharing relationship. IT cannot and certainly should not tell business 
operations what types of IT processes and systems they should consider implementing, 
but IT provides information to help infl uence business decisions. In the very early days 
of computer systems, IT managers sometimes felt they had lots of answers and promoted 
systems solutions to their businesses, sometimes with very counterproductive results. 
However, this relationship has changed today and IT and business operations gener-
ally should have a close mutual relationship of shared requirements and information. 
Internal auditors must understand the needs and information‐sharing requirements 
on both sides. IT has responsibilities over a series of other related process areas that 
are audited by or through established audit guidelines, are measured by a series of per-
formance indicator measures and activities, and are made effective through a series of 
activity goals. All of these become part of COBIT, a control framework including both 
IT and business processes. 

 Chapter   3   described the COSO internal control framework and its importance in 
defi ning SOx internal controls. An internal auditor might ask, “I understand and use 
COSO internal controls. Why another framework?” The answer to this question is that 
COBIT provides an alternative approach to defi ne and describe internal controls that has 
more of an IT emphasis than even the newly revised COSO internal control framework. 
Information and supporting IT processes often are the most valuable assets of virtu-
ally all enterprises today, and management has a major responsibility to safeguard its 
supporting IT assets, including automated systems. A combination of management, 
users of IT, and internal auditors all need to understand these information‐related pro-
cesses and the controls that support them. This combination is concerned about the 
effectiveness and effi ciency of their IT resources, its IT processes, and overall business 
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 requirements, as shown in Exhibit 6.1 describing COBIT’s five basic principles, with 
business requirements driving the demand for IT resources and those resources initi-
ating IT processes and enterprise information in a continuous circular manner. These 
principles are discussed in more detail in the sections following. Management should be 
interested in the quality, cost, and appropriate delivery of its IT‐related resources whose 
control components are the same as the COSO internal control elements discussed in 
Chapter 3. Internal controls over IT resources are very much based on the effectiveness 
and efficiency interdependencies of these IT components.

As a point of clarification, all of our references to COBIT in this chapter cover the 
current version, 5. Earlier editions of this book referenced previous version of COBIT, 
which contained some difficult‐to‐understand concepts. Prior versions of COBIT had 
much more of an IT orientation, making it difficult to grasp for many non‐IT profes-
sionals. COBIT has been streamlined over the years, and version 5 is an important and 
useful tool for evaluating and understanding internal controls.

The following sections will discuss each of COBIT’s five principles, ranging from 
principle 1 of meeting stakeholder needs, to principle 5 on separating governance from 
management. IT governance is now a key COBIT concept that was not strongly empha-
sized as an important internal control element in either the original COSO framework or 
in SOx. An important internal control concept today, COBIT defines IT governance as a 
series of key areas ranging from keeping focus on strategic alignments to the importance 
of both risk and performance measurement when managing IT resources.

While COBIT has an objective of covering all enterprise operation internal con-
trols, it primarily provides a comprehensive framework designed to assist enterprises 
in achieving their objectives for the governance and management of enterprise IT. Sim-
ply stated, it helps enterprises create optimal value from IT by maintaining a balance 
between realizing benefits and optimizing risk levels and resource use. COBIT has an 
objective of enabling IT to be governed and managed in a holistic manner for the entire 
enterprise, taking in the full end‐to‐end business and IT functional areas of responsibil-
ity, considering the IT‐related interests of internal and external stakeholders. COBIT is 
generic and useful for enterprises of all sizes, whether commercial, not‐for‐profit, or in 
the public sector.

COBIT approaches internal controls and enterprise governance from a different 
perspective than we have introduced through COSO in previous chapters. In addition, 
although it purports to cover all enterprise internal controls and governance issues, it 
is heavily IT‐oriented. COBIT is an important and useful tool and reference source for 
internal auditors.

The following five sections will introduce and discuss COSO’s five key principles. 
These principles have been extracted and summarized from ISACA published docu-
mentation.2 An understanding of each is important for using COBIT in evaluating and 
understanding enterprise internal controls. Internal auditors should consider using 
COBIT and version 5 when reviewing and assessing internal controls in any heavily 
IT‐oriented environment. Perhaps a major concern with using COBIT and its current 
version, however, is that many of its diagram descriptions have changed significantly. 
In contrast, the COSO internal control framework has continued to look about the same 
from its original 1992 introduction until today. This is not at all true with ongoing 
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versions of COBIT over the years. Nevertheless, it is a valuable tool for reviewing and 
assessing internal controls in heavily IT‐oriented environments.   

 6.3 PRINCIPLE 1: MEETING STAKEHOLDER NEEDS 

 COBIT’s fi rst principle is almost obvious, stating that an enterprise and its key manage-
ment should recognize that their enterprise exists to create value for their stakeholders, 
whether they are investors, customers, employees, users, or others. Consequently, any 
enterprise, commercial or not, should have this concept of value creation as a major 
management and governance objective. This is an obvious‐sounding statement that 
unfortunately is not always true. Too often, enterprise leaders at all levels keep their 
personal and organization priorities ahead of those that meet the greater good of the 
overall enterprise. 

 Value creation, as defi ned in COBIT, means realizing a wide range of benefi ts at 
optimal resource costs, risks, and resource utilization. These benefi ts can take many 
forms, including fi nancial for commercial enterprises or public service for governmen-
tal entities. COBIT calls for stakeholder needs to be transformed into an actionable 
strategy that translates stakeholder needs into specifi c and customized enterprise- and 
IT‐related goals, what COBIT calls   enabler   goals. This calls for setting specifi c goals at 
every level and in every area of the enterprise in support of the overall goals and stake-
holder requirements, and thus effectively supports alignment between enterprise needs 
and IT solutions and services. COBIT defi nes this as a process of identifying IT and 
management needs and then building goals from those needs. 

 When initiating a review following   COBIT principles  , the internal auditor should step 
back and develop an understanding of the fi nancial, customer, internal, and enterprise 
needs of the enterprise. COBIT’s concept of identifying “needs” as opposed to the need 
to establish goals is, in the opinion this author, a rather fuzzy concept. Asking IT man-
agers, “What are your needs for improving your organization’s internal controls?” will 
surely prompt them to answer in terms of their goals, thinking most are about the same. 
Nevertheless, Exhibit   6.2    outlines some potential stakeholder needs questions extracted 
from COBIT reference materials that an internal auditor might identify through IT and 
other management reviews. The whole idea is to use these or related questions to develop 
identifi ed needs into a series of enterprise goals that can be used to support COBIT’s 
assessment on internal controls.  

 COBIT next suggests that these identifi ed IT and management needs should be for-
malized and converted into more established goals. This can often be effectively accom-
plished using a balanced scorecard approach, as introduced in Chapter   17  . A balanced 
scorecard is an important tool that should be part of an internal auditor’s CBOK. COBIT 
suggests that fi rst a set of enterprise goals should be established, followed by a similar 
exercise of establishing IT goals. This goal‐setting process refl ects COBIT’s heavy IT 
orientation despite its protestations of being an overall management internal control 
evaluation tool. 

 Exhibit   6.3    shows a list of 17 generic fi nancial, customer, internal, and learning 
enterprise goals as defi ned by COBIT. Each of these goals is contrasted against COBIT’s 
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 EXHIBIT 6.2     Questions for Developing Enterprise IT Governance and Management  

    1.  How does the enterprise get value from its use of IT?  Are end users satis� ed with the 
quality of IT service? 

   2.  How does the enterprise manage the performance of IT? 
   3.  What processes are in place to best exploit new technology for new strategic opportunities? 
   4.  What goals should be employed to best build and structure the IT department? 
   5.  How well are IT outsourcing agreements managed and what processes are in place to 

obtain assurance over external providers? 
   6.  Have control requirements been established for IT information and related  IT risks? 
   7.  Have processes been established to control IT costs and use IT resources in an effective and 

ef� cient manner? 
   8.  Are IT human resources practices in place to develop and maintain resources as well as to 

manage performance? 
   9.  Are processes in place to assure IT systems processes? 
  10.  How does the enterprise improve its business agility through using a more � exible IT 

environment? 
  11.  Does the lack of strong business strategies cause IT projects to fail? 
  12.  How critical is IT to sustaining the enterprise and what processes are used if IT resources are 

not available? 
  13.  Have requirements been de� ned for primary business processes dependent on IT? 
  14.  How often and how much do IT projects go over budget and what is the average overrun of 

these IT operational budgets? 
  15.  How much of the IT effort goes to � ghting � res rather than to enabling more major business 

improvements? 
  16.  Are suf� cient IT resources available to meet required enterprise strategic objectives? 
   17.  How long does it take senior and IT management to make major IT decisions? 
  18.  Does IT support the enterprise in complying with regulations and service level 

requirements?  

governance objectives of benefi ts realization and both risk and resource optimization. 
A letter P on the exhibit indicates that the goal is of primary importance to objective, 
while an S indicates that it is of secondary or of lesser importance. 

  As a last step in implementing this fi rst principle, COBIT calls for the team imple-
menting this process to cascade these established goals into COBIT’s enabler goals. This 
COBIT goals cascade is important for allowing the defi nition of priorities for implemen-
tation, improvement, and assurance of enterprise IT governance based on strategic 
enterprise objectives of the related risks. In practice, this goals cascade should help an 
enterprise to defi ne its relevant and tangible goals and objectives at various levels of 
responsibility.   

 6.4 PRINCIPLE 2: COVERING THE ENTERPRISE END TO END 

 COBIT states that it addresses the governance and management of information and related 
technology from an enterprise‐wide end‐to‐end perspective—not a very common expres-
sion for most internal auditors. This means that COBIT calls for the integration of enter-
prise IT governance, and that the governance system for enterprise IT proposed by COBIT 
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 EXHIBIT 6.3     COBIT Generic Enterprise Goals  

Goal 
Dimensions Generic Enterprise Goals

Relation to Governace Objectives

Benefi ts 
Realization

Risk 
Optimization

Resource 
Optimization

Financial  1. Stakeholder value of 
business objectives

P S

 2. Portfolio of competitive 
products and services

P P S

 3. Managed business risk 
(safeguarding of assets)

P S

 4. Compliance with external 
laws and regulations

P

 5. Financial transparency P S S

Customer  6. Customer‐oriented service 
culture

P S

 7. Business service continuity 
and availability

P

 8. Agile responses to 
a changing business 
environment

P S

 9. Information‐based strategic 
decision making

P P P

 10. Optimization of service 
delivery costs

P P

Internal 11. Optimization of business 
process functionality

P P

12. Optimization of business 
process costs

P P

13. Managed business change 
programs

P P S

14. Operational and staff 
productivity

P P

15. Complinace with internal 
policies

P

Learning 
and Growth

16. Skilled and motivated people S P P

17. Product and buisiness culture P

should integrate seamlessly in any governance system. COBIT aligns with views on IT 
governance covering all functions and processes required to govern and manage enter-
prise information and related technologies wherever that information may be processed. 
Given this extended enterprise scope, COBIT also addresses all the relevant internal and 
external IT services, as well as internal and external business processes. 
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 COBIT provides a holistic and systemic view on governance and management of 
enterprise IT based on a number of enablers. We have taken the term  holistic  from COBIT. 
It is one of those terms often used by academics but not by internal auditors as they 
discuss the progress of their reviews, nor by many enterprise managers. It refers to tak-
ing an all‐encompassing view of things based on the nature, functions, and properties 
of the components and their interactions. In other words, we should take a big‐picture 
look at things. 

 The whole idea here is that COBIT’s value creation objectives of benefi ts realizations, 
risk, and resource optimization should drive some governance enablers. These enablers 
should be enterprise‐wide and end to end. That is, they should be inclusive of everything 
and everyone, internal and external, that is relevant to governance and management 
of enterprise information and related IT, including the activities and responsibilities of 
both the IT functions and non‐IT business functions. 

 Information is one of the COBIT enabler categories, the model by which COBIT 5 
defi nes enablers and allows every stakeholder to defi ne extensive and complete require-
ments for information and the information‐processing life cycle, thus connecting the 
business and its need for adequate information and the IT function, and supporting the 
business and context focus. 

 Governance enablers are the organizational resources for governance, such as 
frameworks, principles, structures, processes, and practices, through or toward which 
action is directed and objectives can be attained. Enablers also include the enterprise’s 
resources—for example, service capabilities (IT infrastructure, applications, and so 
on), people, and information. A lack of resources or enablers may affect the ability of 
the enterprise to create value.   

 6.5 PRINCIPLE 3: A SINGLE INTEGRATED FRAMEWORK 

 COBIT is a single and integrated framework as it aligns with other current relevant 
standards and frameworks, such as ITIL®, discussed in Chapter   19  , and allows the 
enterprise to use COBIT as an overarching governance and management framework 
integrator. It is complete in enterprise coverage, providing a basis to integrate effectively 
other frameworks, standards, and practices. A single overarching framework serves as 
a consistent and integrated source of guidance in a nontechnical, technology‐agnostic 
common language. 

 COBIT provides a simple   architecture   for structuring guidance materials and pro-
ducing a consistent product set. It has an objective of integrating knowledge previously 
dispersed over different frameworks such as COSO. There is no mention in the COBIT 
documentation of its relationship with the IIA’s  International Standards for the Professional 
Practice of Internal Auditing,  as discussed in Chapter   9  . However, COBIT is an alterna-
tive tool that an internal auditor should consider as an alternative internal control 
review framework, particularly given COBIT’s emphasis on IT systems and processes. 
The COBIT framework delivers guidance on governance and the management of enter-
prise IT by aligning to other relevant standards and frameworks, such as ITIL® and ISO 
standards. Exhibit   6.4    describes the overall COBIT goals and metrics fl ow.    
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 6.6 PRINCIPLE 4: ENABLING A HOLISTIC APPROACH 

 Enablers are factors that, individually and collectively, infl uence whether something 
will work—in this case, the governance and management over enterprise IT. Enablers 
are driven by the goals that cascade from principle 3, where higher‐level IT‐related goals 
defi ne what the different enablers should achieve. Exhibit   6.5    describes these classes or 
types of enablers: 

 ■ Principles, policies, and frameworks  are enabler vehicles to translate the 
desired behavior into practical guidance for day‐to‐day management. 

 ■ Organizational structure  enablers are the key decision‐making entities in an 
enterprise. 

 ■ Culture, ethics, and behavior  of individuals and of the enterprise are 
enablers often underestimated as a success factor in governance and manage-
ment  activities. 

    EXHIBIT   6.4    COBIT Goals and Metrics 

Stakeholder Drivers
Enterprise Environment, Technology, and Others

In�uences

Enterprise Goals

Cascades to

IT-Related Goals

Cascades to

Enabler Goals

Bene�ts
Realization

Risk
Optimization

Resource
Optimization

e�ts
ation

Risk
Optimization

Res
Optim

Stakeholder Needs
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 ■ Information  enablers are pervasive throughout any organization and include 
all information produced and used by the enterprise. Information is required for 
keeping the organization running and well governed, but at the operational level, 
information is very often the key product of the enterprise itself. 

 ■ Service, infrastructure, and application  enablers include the infrastructure, 
technology, and applications that provide the enterprise with information technol-
ogy processing and services. 

 ■     Personal professional skills and competencies  are required for successful 
completion of all activities and for making correct decisions and taking corrective 
actions.   

  What COBIT is really saying is that information, which needs to be managed as a 
resource, and other information, such as management reports and business intelligence 
information, are important enablers for the governance and management of the enter-
prise. This also includes service, infrastructure, and applications as well as people and 
their skills and competencies. 

 There are four common dimensions to enablers: (1) the internal stakeholders, 
(2) external stakeholder goals, (3) the stakeholder enabler life cycle, and (4) just 

Processes &
Information Culture,

Ethics &
Behavior

Organizational
Structures

Principles &
Policies

Skills &
Competencies

Service
Capabilities

    EXHIBIT   6.5    COBIT Enabler Types 
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good  practices. That is, each enabler has stakeholders who play an active role and/
or have an interest. For example, processes have different parties who execute pro-
cess activities and/or who have an interest in the process outcomes; organizational 
structures have stakeholders, each with his or her own roles and interests that are 
part of the structures. Stakeholders can be internal or external to the enterprise, all 
having their own, sometimes conflicting interests and needs. Stakeholders’ needs 
translate to enterprise goals, which in turn translate to IT‐related goals for the 
enterprise.   

 6.7 PRINCIPLE 5: SEPARATING GOVERNANCE FROM 
MANAGEMENT 

 COBIT’s remaining and fi fth principle focuses on the importance of separate but related 
concepts of management and governance in an IT‐oriented enterprise. The COBIT 
framework makes a clear distinction between governance and management. These 
two disciplines include different types of activities, require different organizational 
structures, and serve different purposes. This distinction is a key to COBIT’s view of 
governance and management. 

 We often forget that  governance,  a popular term in business today, is derived from 
the Greek verb meaning “to steer.” A governance system refers to all the means and 
mechanisms that enable multiple stakeholders in an enterprise to have an organized 
say in evaluating conditions and options; setting direction; and monitoring compli-
ance, performance, and progress against plans, to satisfy specifi c enterprise objectives. 
This all refers to a major set of steering activities. Means and mechanisms here include 
frameworks, principles, policies, sponsorship, structures, and decision mechanisms, as 
well as roles and responsibilities, processes, and practices to set direction and monitor 
compliance and performance aligned with the overall objectives. This is a rather large 
and extensive defi nition of IT governance, but we should always remember that in most 
enterprises, governance is the responsibility of the board of directors under the leader-
ship of the CEO and chairman. 

 Often differentiated from governance, management entails the judicious use 
of resources, people, processes, practices, and so on to achieve an identified end. 
It is the means or instrument by which the governance body achieves a result or 
objective. Management is responsible for execution within the direction set by the 
guiding body or unit. Management is about planning, building, organizing, and 
controlling operational activities to align with the direction set by the governance 
body. From the definitions of governance and management, it is clear that they 
comprise different types of activities, with different responsibilities; however, given 
the role of governance—to evaluate, direct, and monitor—a set of interactions is 
required between governance and management to result in an efficient and effective 
governance system. These interactions, using the enabler structure, are shown at 
a high level in Exhibit   6.6   . 

  COBIT emphasizes that governance and management are different types of 
activities, with different responsibilities. However, given the role of governance—to 
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 EXHIBIT 6.6     COBIT Governance and Management Interactions  

Enabler Governance and Management Interactions

Processes COBIT makes a distinction between governance and management 
processes, including speci� c sets of practices and activities for each. This 
process model also includes RACI charts describing the responsibilities of 
different orgaizational structures within the enterprise.

Information The process model describes inputs to and outputs from different 
process practices to other processes, including information exchanged 
between governance and management processes. Information used for 
evaluating, directing, and monitoring enterprise IT is exchanged between 
governance and management as described in the process model inputs 
and outputs.

Organizational 
structures

The number of organizational structures are de� ned in each enterprise; 
structures can sit in the governance space or the management space, 
depending on their composition and scope of decisions. Because 
governance is about setting the direction, interaction takes place 
between the decisions taken by the governance structures–e.g., deciding 
about the investment portfolio and setting risk appetite–and the 
decisions and operations implementing the former.

Principles, policies, 
and frameworks

Principles, policies, and frameworks are the vehicles by which 
governance decisions are institutionalized within the enterprise, and 
for that reason are an interaction between governance decisions and 
management.

Culture, ethics, 
and behavior

Behavior is also a key enabler of good governance and management of 
the enterprise. It is set on top–leading by example–and is therefore an 
important interaction between governance and management.

People, skills, and 
competencies

Governance and management activities require different skill sets, but an 
essential skill for both governance body members and management is to 
understand both tasks and how they are different.

Services, 
infrastructure, and 
applications

Services are required, supported by applications, and infrastructure 
to provide the governance body with adequate information and 
to support the governance activities of evaluating, setting, and 
monitoring.

 evaluate, direct, and monitor—a set of interactions is required between governance 
and  management to result in an effi cient and effective governance system. These inter-
actions, using the enabler structure, are then tied to specifi c internal control review 
processes, the real strength of the COBIT framework.   

 6.8 USING COBIT TO ASSESS INTERNAL CONTROLS 

 While   COSO internal controls   are built around only a single framework model and some 
general guidance for evaluating and assessing these internal controls, there is an 
extensive and detailed set of published materials supporting COBIT internal control 
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 assessments. In this section, we provide a limited summary of some of the COBIT guid-
ance materials to give an internal auditor a fl avor of COBIT, but interested professionals 
may want to consult the ISACA web site for more information and to request full copies 
of supporting materials. Downloadable versions are free to ISACA members or can be 
purchased at a nominal cost. 

 COBIT divides the steps necessary to evaluate IT controls and processes into what 
COBIT calls fi ve domain areas: 

   1.  Evaluate, Direct, and Monitor (EDM) 
   2.  Align, Plan, and Organize (APO) 
   3.  Build, Acquire, and Implement (BAI) 
   4.  Deliver, Service, and Support (DSS) 
   5.  Monitor, Evaluate, and Assess (MEA)   

 These fi ve domain areas’ identifying initials, such as MEA for the fi fth domain, will 
be used as part of our description of COBIT elements during our brief introduction to 
COBIT in the next section in this chapter. These domain areas are further summarized 
into an overall process map for the management of enterprise IT, and we emphasize here 
that COBIT is a tool for controlling and evaluating all enterprise internal controls, even 
though its focus is primarily IT‐oriented. 

 For each of these process domain areas, COBIT defines what it calls specific 
key management practices. For example, the Deliver, Service, and Support (DSS) 
domain area, shown on the lower line of items in Exhibit   6.7   , shows six process 
areas for that domain, from DSS 01, Manage Operations, through DSS 06, Man-
age Process Controls. The COBIT documentation then drills down with detailed 
Enabling Process descriptions for each. For example, the COBIT calls Enabling Pro-
cess DSS 04 Manage Continuity, then drills down to DSS 04.01, Define the Business 
Continuity Policy.  

    EXHIBIT   6.7    Process Reference Model 
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Continuity

DSS 05 Manage
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Exhibit 6.7 is just a brief example of the extensive materials that are part of 
COBIT guidance materials. COBIT provides enterprise‐level and IT goals through-
out as well as an extensive set of inputs and outputs for virtually every manage-
ment practice. The published COBIT material may appear almost overwhelming 
for some business professionals, but it works excellently in helping to better define 
IT‐related controls.

Similar sets of control objective process categories have been defined for each of 
COBIT’s process categories. The purpose of the detailed but fairly specific control pro-
cesses is to help make a business case for the implementation and improvement of the 
governance and management of IT. Their objective is to recognize both their typical pain 
points and trigger events, with an overall objective of creating the right environment 
for IT operations and implementations.

COBIT defines a set of 17 IT‐related goals that can be mapped to each of these 
processes, with the goals divided into categories labeled Corporate, Customer, Inter-
nal, and one called Learning and Growth. These COBIT IT‐related goals are then 
mapped to the factors for two COBIT processes, EDM (Evaluate, Direct, and Monitor) 
and DSS (Deliver, Service, and Support). A mapping on how each IT‐related goal 
is supported by a COBIT‐related process is illustrated in Exhibit 6.7 and expressed 
using a scale where:

 ■ P stands for a primary connection between the IT‐related goal and the con-
nected COBIT‐related process, when there is an important relationship where 
the designated COBIT process is a primary support for the achievement of an 
IT‐related goal.

 ■ S stands for secondary, when there is a less important relationship and the COBIT 
process is a secondary support for the IT‐related goal.

 ■ A blank space on the exhibit says there is no strong relationship here.

For example, the DSS 07 COBIT process to Manage Security has a strong or pri-
mary relationship with the IT‐related goal designated as compliance and support for 
business‐related laws and regulations. That same DSS 07 process also has secondary 
relationships with several other IT goals, such as number 7, the delivery of IT services 
in line with business requirements (Exhibit 6.8).

The COBIT framework may seem almost too detailed for an internal auditor 
and often appears to be far too complex with its multiple objectives and goals. Opti-
mal value can only be realized from leveraging COBIT if it is effectively adopted and 
adapted to suit each enterprise’s unique environment. Each implementation approach 
will also need to address specific challenges, including managing changes to culture 
and behavior.

The COBIT guidance emphasizes that governance and management are different 
types of activities, each with different responsibilities. However, given governance’s 
steering role—to evaluate, direct, and monitor—a set of interactions is required 
between governance and management to create an efficient and effective governance 
system. These interactions, using the enabler structure, are then tied to specific internal 
control review processes, the real strength of the COBIT framework.
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 6.9 MAPPING COBIT TO COSO INTERNAL CONTROLS 

 The COSO internal control framework states that internal control is a process—
established by an entity’s board of directors, senior management, and other person-
nel—designed to provide reasonable assurance regarding the achievement of stated 
objectives. While having similar objectives, COBIT approaches IT controls by looking at 
information—not just COSO’s fi nancial information—that is needed to support business 
requirements and the associated IT resources and processes. 

 COSO control objectives cover effectiveness, effi ciency of operations, reliable fi nan-
cial reporting, and compliance with laws and regulations. Its primary role is for fi du-
ciary and fi nancial internal controls. On the other hand, while both ISACA and ITGI 
acknowledge and make explicit reference to COSO’s fi nancial internal controls role, 
they extend COBIT’s role to cover quality and security requirements in the overlapping 
categories of effectiveness, effi ciency, confi dentiality, integrity, availability, compliance, 
and reliability of information. These categories form the foundation of COBIT’s control 
objectives within its fi ve domain areas. 

 COSO and COBIT cater to different audiences. While COSO’s target audience is gen-
eral and directed to senior management, COBIT is more intended for IT management, 
IT users, and IT internal and external auditors. Both COSO and COBIT view internal 
control as an entity‐wide process, but COBIT specifi cally focuses on IT controls. This 
distinction in effect defi nes and determines to a large extent the scope of each control 
framework. 

 Because of these differences, senior management should not necessarily expect a 
direct one‐to‐one relationship among the 5 COSO control components, the 17 COSO 
principles, and the 5 COBIT objective domains. Although the use of COBIT is often con-
centrated in the IT function at many enterprises and COSO internal controls are more of 
a senior management concern, both enterprise functions should realize and recognize 
the importance of each framework for assessing and implementing effective internal 
controls.   

 NOTES   

  1.  COBIT: Governance, Control and Audit for Information and Related Technology , 4th ed. 
 (Rolling Meadows, IL: IT Governance Institute, 2000). 

  2.  COBIT 5  (Rolling Meadows, IL: IT Governance Institute, 2014). 



141

c07 141 17 November 2015 4:31 PM

7                                                        CHAPTER   SEVEN                 

 Enterprise Risk Management: 
COSO ERM                                                                                   

 ENTERPRISES NEED TO IDENTIF Y ALL the business risks they face—fi nancial 
and operational as well as social, ethical, and environmental—and to manage 
them at an acceptable level. Understanding risks is a major component of achiev-

ing Sarbanes-Oxley (SOx) and   internal controls   compliance, through the   COSO   internal 
control framework and   AS5   auditing standards; internal audit, in both its assurance 
and its consulting roles, can play a signifi cant role in contributing to this management 
of risk. A frequently used term in internal control standards and procedures,  risk  has 
too often been one of those terms where many internal auditors have said, “Yes, we 
must consider risks!” even though their understandings and assessments of risk have 
not been consistently well understood or defi ned. One professional’s concept and under-
standing of risk may be very different from someone else’s, even though they are both 
working for the same enterprise and in similar areas. This has been particularly true 
for managers and internal auditors working to improve both COSO internal controls 
and SOx‐related compliance; there has not been a consistent understanding of what is 
meant by this concept of risk. 

 Particularly to support an understanding of both COSO and SOx internal controls, 
internal auditors need to have a good understanding of risk management on an enter-
prise level and how it impacts their skills for building and developing effective internal 
control processes. The revised COSO internal control framework introduced in Chapter   3   
and the material in Chapter   5   on SOx describe how the AS5 external auditing standard 
has introduced risk‐based considerations to the process. As discussed in those chap-
ters, external auditors are required to assess relative risks when selecting the internal 
accounting control areas to review and consider when performing their reviews. 

 A major consideration here is that management and external auditors should 
consider relative risks when implementing and assessing internal controls to achieve 
compliance with the   SOx Section 404   internal control rules. In order to use these new 
AS5 auditing standards effectively, all parties should understand the risks surrounding 

Brink’s Modern Internal Auditing: A Common 
Body of Knowledge, Eighth Edition 
By Robert R. Moller 
Copyright © 2016 by John Wiley & Sons, Inc. 
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their enterprise and should be able to document and attest to when they did or did not 
raise an internal controls exception issue, based on relative risks. However, an ongo-
ing problem in our use and understanding of this concept of risk has been the lack of 
a consistent defi nition of what is really meant by risk. While the word has origins in 
the insurance industry, its concept goes beyond insurance issues and is important for 
internal auditors and other business professionals. Many have talked about how they 
had “considered risk” when implementing an internal control or process, but they often 
had no consistent defi nitions here. The question of what steps were followed in such a 
risk consideration might produce a wide range of answers. 

 This all changed when COSO released their   Enterprise Risk Management   Integrated 
Framework (COSO ERM).  1   This is an approach to allow an enterprise and internal audit 
to consider and assess its risks at all levels, whether it be in an individual area such as an 
information technology (IT) development project, or global risks regarding an interna-
tional expansion. While released by the same COSO guidance‐setting function that has 
developed and maintains the COSO internal controls framework, COSO ERM sometimes 
looks like its internal controls brother, but it has a much different feel and approach. 

 This chapter will introduce the COSO ERM framework and its elements, but the 
emphasis will be on why COSO ERM can be an important internal audit tool to bet-
ter understand and evaluate the risks surrounding internal controls at all levels. The 
chapter also will describe major elements of the COSO ERM framework and look at how 
internal auditors can better build COSO ERM into their audit processes as well as steps 
for auditing the effectiveness of an enterprise’s risk management processes. Although 
the basic framework models look similar, COSO ERM is different from the COSO internal 
control framework discussed in Chapter   3  . 

 An understanding of risk assessment approaches and overall risk management, 
with an emphasis on COSO ERM, should be important elements in every internal audi-
tor’s CBOK. This chapter will discuss risk management fundamentals, introduce COSO 
ERM, and present internal audit techniques for understanding and assessing risks 
in many areas, ranging from selecting areas to review to evaluating risks as part of 
internal audit reviews. While this chapter emphasizes risks on a total enterprise level, 
Chapters   3   and 4 discuss risk issues from the perspective of the COSO internal control 
framework, and Chapter   16   will use some of these same risk management techniques 
to discuss risk‐based audit planning within an individual internal audit group.   

 7.1 RISK MANAGEMENT FUNDAMENTALS 

 Every enterprise exists to provide value for its stakeholders, but that value can be eroded 
through unexpected events at all levels of the enterprise and in all activities, ranging 
from day‐to‐day operations to setting strategy for some future but uncertain endeavor. 
All of these activities are subject to uncertainties or risks, whether it is the challenge 
caused by a new and aggressive competitor or the damage and even loss of life caused 
by a major weather disturbance. Risk management is an insurance‐related concept 
where an individual or enterprise typically uses insurance mechanisms to provide a 
shield or protection from those risks. We make these insurance‐related decisions based 
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on assessments of the relative risks and the costs to cover them through the purchase 
insurance. Risks and insurance costs also change over time. Fire insurance to cover an 
individual’s home is an example of this. Back in the days of oil lanterns and straw stored 
in a nearby stable, there was always a high risk of fires. We only need to think of the 
Great Chicago Fire of 1871 in which, as legend has it, a cow kicked over a lantern and 
caused a fire that devastated the city. The risk of fire is not as great today, and fire insur-
ance is not very expensive, in a relative sense. However, there is always the possibility of 
a lightning strike or electrical malfunction to cause a fire in a structure, and mortgage 
finance companies require fire insurance coverage. Even if there is no mortgage, all 
prudent persons today will purchase such fire insurance although it is not required. A 
destructive fire to one’s home presents a low‐level but consistent risk. While the cost of 
homeowners’ fire insurance is relatively low, an individual homeowner might assess 
other potential risks, such as for earthquakes, and often not purchase insurance for that 
risk. In a given geographical area, the possibility of an earthquake appears so low that 
an owner would not even consider purchasing insurance despite the low cost of such a 
policy. In another situation, an individual may live by a body of water where there are 
damaging floods every several years. Even if one can purchase flood insurance—and 
most insurance companies will not even offer it—the insurance coverage will be very 
expensive. Some may decide to accept the risk of a flood in future years and will go 
without insurance coverage. In all of these cases, the insurance purchaser makes a risk 
management decision.

Risk management as it is practiced today is essentially a post‐1960s phenomenon. 
Moving beyond concerns about weather‐related events, risk management began to 
emphasize protecting enterprises against a major catastrophe, such as a major computer 
system failure back in the mainframe days when most information systems assets were 
stored in one centralized system. The concern about managing risks surrounding that 
computer system moved to a general concern about managing a wide range of other 
business risks.

Enterprises today face a wide variety of risks and need some help and tools to sort 
through all of them in order to make rational cost‐ and risk‐related decisions. This is the 
process of risk management. While some in business today typically just assess an area 
as high‐, medium‐, or low‐risk and then make quick insurance or risk protection deci-
sions based on those options, others use more sophisticated qualitative or quantitative 
tools to help them understand and evaluate their risks. The following sections will briefly 
survey some fundamental modern risk management approaches with an objective of 
helping to establish more effective enterprise risk management procedures.

An effective risk management process requires four steps: (1) risk identification, 
(2) quantitative or qualitative assessment of the documented risks, (3) risk prioritization 
and response planning, and (4) risk monitoring. There is always a need to identify and 
understand the various risks facing an enterprise, to assess those risks in terms of their 
cost or impact and probability, to develop responses in the event of a risk occurrence, and 
to develop documentation procedures to describe what happened as well as corrective 
actions going forward. The same is true for enterprise‐wide risk management decisions 
or the decisions of an internal auditor in the course of a single review engagement. This 
section will focus on the management of risks across an enterprise.
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This four‐step risk management process should be implemented at all levels of 
the enterprise and with the participation of many different people. Whether in a 
small enterprise operating over a limited geographical area or a large worldwide 
enterprise, these risk management approaches should be developed for the total 
entity. This is particularly important for worldwide enterprises with multiple oper-
ating units engaged in different business operations and with facilities in differ-
ent countries. Some risks in one unit may directly impact or be related to risks 
in another, but other risk considerations may be effectively independent from the 
whole. These common risks can occur because of a wide variety of circumstances 
ranging from poor financial decisions to changes in consumer tastes to new govern-
ment regulations.

Risk Identification

Management should endeavor to identify all possible risks that may impact the suc-
cess of the enterprise, ranging from the larger or more significant risks to the overall 
business down to the less major risks associated with individual projects or smaller 
business units. The risk identification process requires a studied, deliberate approach 
to looking at potential risks in each area of operations and then identifying the more 
significant risk areas that may impact each operation in a reasonable time period. 
The idea here is not to just list every possible risk but to identify those that might 
have more major impact on operations, within a reasonable time period. This can 
be a difficult exercise because we can only estimate the probability of the risk occur-
ring or the nature of the consequences if the enterprise has to face the risk. This risk 
identification process should occur at multiple levels with an understanding that a 
risk that impacts an individual business unit or project may not have a great impact 
on the entire enterprise or beyond. Conversely, a major risk that impacts the entire 
economy will flow down to the individual enterprise and its separate business units. 
Some major risks are so infrequent but still can be so cataclysmic that it is difficult to 
identify them as a possible future event.

A good way to start the risk identification process is to begin with a high‐level 
enterprise chart that lists corporate‐level as well as operating units. Each of those units 
may have facilities in multiple global locations and also may consist of multiple and dif-
ferent types of operations. Each separate facility will then have its own departments or 
functions. Some of these facilities may be closely connected to one another, while others 
represent little more than corporate investments. A difficult and sometimes complicated 
task, an enterprise‐wide initiative should be launched to identify all risks in various 
individual areas. This type of exercise can yield interesting and/or troubling results. 
For example, a corporate‐level senior manager may be aware of some product liability 
risks, but a frontline supervisor in an operating unit may look at the same risks from 
an entirely different perspective.

Different members of the enterprise at different levels will look at some of the same 
risks from different viewpoints. A marketing manager may be concerned about com-
petitor pricing strategies or the risk of pricing activities that would put the enterprise in 
violation of restraint‐of‐trade laws. An IT manager may be concerned about the risk of 
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a computer virus attack on a key systems server but will have little knowledge of those 
pricing‐issue risks. More senior management typically will be aware of a different level 
and set of risks than would be on the minds of the operations‐oriented staff. Still, all of 
these risks should at least be identified and considered on a unit‐by‐unit basis and over 
the entire enterprise.

To be effective, this risk identification process requires much more than just send-
ing out an e‐mail to all operating units with a request for the recipients to list their key 
risks. Such a request will typically result in a wide range of inconsistent answers with 
no common strategy. A better approach is to identify people at all levels of the enterprise 
who would be asked to serve as risk assessors. Within each significant operating unit, 
key people should be identified from operations, finance/accounting, IT, and unit man-
agement. Their goal would be to identify and then help assess risks in their units built 
around a risk identification model framework. This is the type of initiative that can be 
led by the CEO and an enterprise risk management group, if one exists, or a function 
such as internal audit.

The idea here is to outline some high‐level risks that may impact various oper-
ating units. Knowledgeable people can then look at these lists and expand or modify 
them as appropriate. Exhibit 7.1 shows some types of major risks that may impact an 
enterprise, including various strategic, operations, and finance risks. This is the type of 
high‐level list that a CEO might jot down in response to the shareholder question “What 
worries you at the end of the day?” While certainly not listing all of the risks facing the 
enterprise, this is the type of first‐pass list that an enterprise can use to get started on a 
detailed identification of risks. The people responsible in the enterprise—often the CEO 
and supporting staff—can meet with senior management and ask some of these “What 
worries you?” type of questions to identify such high‐level risks.

This very general, high‐level risk model can serve as a basis to better define the 
specific risks facing various units of an enterprise, such as the entry here of business 
continuity risk under technological risks. An IT manager should be able to expand this 
to a long list of detailed technology‐related risks associated with business continuity. An 
operations manager who is the user of IT resources might look at business continuity 
risks from a different perspective and may introduce other new risks associated with 
what happens if IT services are not available. In order to have a better understanding 
of the risks facing an enterprise, it is often best to expand these lists to establish a more 
complete set.

An enterprise management team should then take this more complete list of poten-
tial enterprise risks and ask themselves questions along the lines of:

 ■ Is the risk common across the overall enterprise or unique to one business group?
 ■ Will the enterprise face this risk because of internal or external events?
 ■ Are the risks related, such that one risk may cause another to occur?

The idea is to gain a strong understanding of the nature of enterprise‐level risks 
and then to highlight major risks, including the risk of a significant fall in customer 
satisfaction ratings, the risk of a new and very large competitor entering the market, 
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or the risk of an identifi ed signifi cant control weakness as part of the fi nancial state-
ment close. Any of these major risks could present signifi cant challenges to the 
enterprise. 

 Enterprise management should review these identifi ed risks and highlight those 
that appear to be most critical to the enterprise to prepare a fi nal set of identifi ed orga-
nization risks by the overall enterprise and its signifi cant operating units. Because view-
points and perspectives will vary across the enterprise, these identifi ed risks should be 
shared with responsible operating and fi nancial management, giving them opportu-
nities to provide feedback. The idea here is to identify the population of risks that are 

 EXHIBIT 7.1     Types of Enterprise Risks  

 Enterprise‐Wide Strategic Risks 

  External Factors Risks    Internal Factors Risks  

 ■    Industry Risk 
 ■    Economy Risk 
 ■    Competitor Risk 
 ■    Legal and Regulatory 

Change Risk 
 ■    Customer Needs and Wants 

Risk  

 ■     Reputation Risk 
 ■    Strategic Focus Risk 
 ■    Parent Company 

Support Risk 
 ■    Patent/Trademark 

Protection Risk  

 Operations Risks 

  Process Risks    Compliance Risks    People Risks  

 ■     Supply Chain Risk 
 ■    Customer Satisfaction Risk 
 ■    Cycle Time Risk 
 ■    Process Execution Risk  

 ■     Environmental Risk 
 ■    Regulatory Risk 
 ■    Policy and 

Procedures Risk 
 ■    Litigation Risk  

 ■     Human Resources Risk 
 ■    Employee Fraud or Malfeasance 

Risks 
 ■    Employee Turnover Risk 
 ■    Performance Incentive Risk 
 ■    Training Risk  

 Finance Risks 

  Treasury Risks    Credit Risks    Trading Risks  

 ■     Interest Rate Risk 
 ■    Foreign Exchange Risk 
 ■    Capital Availability Risk  

 ■     Capacity Risk 
 ■    Collateral Risk 
 ■    Concentration Risk 
 ■    Default Risk 
 ■    Settlement Risk  

 ■     Commodity Price Risk 
 ■    Duration Risk 
 ■    Measurement Risk  

 Information Risks 

  Financial Risks    Operational Risks    Technological Risks  

 ■    Accounting Standards Risk 
 ■    Budgeting Risk 
 ■    Financial Reporting Risk 
 ■    Taxation Risk 
 ■    Regulatory Reporting Risk  

 ■     Pricing Risk 
 ■    Performance 

Measurement Risk 
 ■    Employee Safety Risk  

 ■     Information Access Risk 
 ■    Business Continuity Risk 
 ■    Availability Risk 
 ■    IT Systems Obsolescence Risks 
 ■    Infrastructure Risk  
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threatening an enterprise, both at an individual unit level and on a total high‐level 
corporate basis. These will not necessarily become the core risks but often are a starting 
point for enterprise risk assessments.

Key Risk Assessments

Having identified the significant enterprise risks, a next step should be to assess their 
likelihood and relative significance. A variety of approaches can be used here, ranging 
from best‐guess qualitative approaches to some detailed, very mathematical quantita-
tive analyses. The idea is to help decide which of a series of potentially risky events should 
give management the most to worry about.

A simple but often effective approach here is to take the list of identified risks dis-
cussed previously and circulate them to key managers with a questionnaire asking for 
each risk:

 ■ What is the likelihood of this risk occurring over the next one‐year period? Using a 
scoring range of 1 to 9, assign a best‐guess score as follows:

 ■ Score 1 if you see almost no chance of that risk happening during the period.
 ■ Score 9 if you feel the event will almost certainly happen during the period.
 ■ Score 2 through 8 depending on where you feel the likelihood falls in this range.

 ■ What is the significance of the risk in terms of cost to the enterprise? Again using 
a 1‐to‐9 scale, scoring should depend on the financial significance of the risk. A risk 
whose costs could lower earnings per share by perhaps 1 cent might qualify for the 
maximum score of 9.

Questionnaires here should be independently circulated to knowledgeable people 
to score each of the identified risks per these two measures. As an example, assume 
that an enterprise has identified six risks, R‐1 through R‐6, and four managers are 
asked to separately evaluate each risk in terms of likelihood and significance. These 
scores can then be averaged by both factors and plotted on a risk assessment analysis 
chart, as shown in Exhibit 7.2. In this hypothetical model, R‐1 had an average likeli-
hood score of about 3.75 and a significance score of 7.00, and this score is plotted in 
quadrant I of the example risk assessment analysis chart. This example shows R‐1 
as relatively significant but not very likely to occur. With all identified risks plotted 
in this manner, the high‐likelihood and more significant risks in quadrant II should 
receive immediate management attention. This type of risk assessment analysis chart 
provides a good qualitative measure to understand significant risks surrounding an 
enterprise.

This high‐risk assessment process works quite well when an enterprise has iden-
tified a relatively small number of risks. It is fairly easy to look at the risk assessment 
analysis chart and to focus on remediation planning for the high‐likelihood and sig-
nificant risks in the upper right‐hand quadrant. Often, however, an enterprise may 
have identified a much larger set of risks, and ranges of only 1 to 9, as well as plots on 
the example chart, will not provide sufficient detail. A better approach is to express 
these significance and impact estimates in terms of a percentage estimate (e.g., 72%) of 



148 ◾ Enterprise Risk Management: COSO ERM

c07 148 17 November 2015 4:31 PM

achieving some risk or as a probability (e.g., 0.72). However, just increasing the number 
of digits, from a 7 to a full 72%, does not increase the accuracy of the assessment. More 
attention should be given to better understand the relationship between probabilities 
covering independent and related risk events.   

 Probability and Uncertainty 

 When a large number of risks have been identifi ed, management should think of the 
individual estimated risk likelihoods and occurrences in terms of two‐digit probabili-
ties ranging from 0.01 to 0.99. We have used this range because risks never have a 
0% chance or 100% chance of occurring—otherwise they would not be risks. A basic 
rule of probability is that we cannot add up independent probability estimates to yield 
a joint estimate. If the probability of risk A occurring is 60% and the probability of a 
separate but related risk B is also 60%, we  cannot  accurately say that the probability of 
both occurring is 0.60 + 0.60 = 1.20. This 120% does not make sense. Rather, the joint 
probability of two independent events is the product of the two separate probabilities 
using the formula:

  Pr Event Pr Event Pr Both Events( ) ( ) ( )1 2× =    

 That is, if Event 1 is 0.60 and Event 2 also 0.60, the combined probability of both 
events occurring is (0.60) × (0.60) = 0.36. In terms of the assessments, if a risk has a 
60% signifi cance estimate or that we are 60% certain that the risk will occur and if the 
impact has been rated at 60%, there is a 36% probability that we will achieve both of 
those risks. We can also call this the risk score for the individual risk. 

 An accurate risk assessment process, however, requires more than just top‐
of‐the‐head estimates, whether stated in a single 1‐to‐9 range or as a full two‐digit 
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 percentage. Enterprise management should take a hard look at their identified risks and 
should gather more information, if required. For example, during the risk identification 
process, one manager may have identified the consequences of a new tariff law as a 
serious risk. However, responsible managers may want to better understand its actual 
consequences. It may be something that is not at all applicable to the unit in question 
or that does not go into effect until some years into the future. The point here is that 
all identified risks may need some additional information before they can be accurately 
assessed.

Risk Interdependencies

We have discussed risks at an individual organizational unit level, but risk independen-
cies must always be considered. Risk independencies must be considered and evaluated 
throughout the organizational structure. Any entity should be concerned about risks 
at all levels of the organization but only really has control over the risks within its 
own sphere. The 2002 fall of the accounting firm Arthur Andersen in the wake of the 
Enron collapse is an example. Each city‐by‐city and country‐by‐country unit of that 
once‐esteemed public accounting firm had its own risk assessment procedures, follow-
ing firm‐wide standards. However, a risk event at one operating office, Houston, caused 
the firm to collapse worldwide. An operating office in another area, such as Toronto, 
might not even have fully anticipated such risks in faraway Houston. The point here 
is that risks are often very interdependent within an enterprise. Each operating unit is 
responsible for managing its own risks but may be subject to the consequences of risk 
events on units above or below in the organization structure.

Risk Ranking

While the examples used in this chapter show a short list of identified risks, a typical 
enterprise will end up with a very long list. A next step is to take the established signifi-
cance and likelihood estimate, calculate risk rankings, and identify the most significant 
risks across the entity reviewed. Exhibit 7.3 is an example of this type of analysis. Using 
the likelihood and significance scores from Exhibit 7.2, the product of these two gives 
relative risk rankings. This hypothetical analysis shows that risks C and G have the 
highest risk rank scores and can be plotted in the upper right‐hand quadrant as the 
most significant risks in this example. The risk significance and probabilities of occur-
rence are often called the risk drivers or the primary risks for a set of identified risks. An 
enterprise should then focus its attention going forward on these primary risks. These 
types of risk‐ranked schedules can be organized on a unit‐by‐unit basis and adjusted 
to accommodate all related risks in parallel with as well as above or below the entity 
being ranked or evaluated.

Management must identify these unit‐by‐unit assessed risks to make certain that 
risk likelihood and significance estimates are appropriate throughout. All too often, 
risk events that occur far away from corporate headquarters can cause major problems. 
An example from over 30 years ago can be drawn from a risk event at the U.S. corpo-
ration Union Carbide. On the night of December 2, 1984, over 40 tons of poisonous 
gases leaked from a pesticide factory owned by Union Carbide in Bhopal, India, killing 
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more than 20,000 residents.  2   After much legal wrangling, Union Carbide, which had 
built that plant in 1969, settled a civil suit brought by the Indian government in 1989 
by agreeing to pay $470 million for damages suffered by the half million people who 
were exposed to the gas. The company maintained that this payment was made out of 
a sense of “moral” rather than any “legal” responsibility since the plant was operated 
by a separate Indian subsidiary, Union Carbide India Limited (UCIL), but court pro-
ceedings revealed that management’s cost‐cutting measures had effectively disabled 
safety procedures essential to preventing or alerting employees of such disasters. Dow 
Chemical has since taken over Union Carbide and denies responsibility for the disaster. 
However, because of the tremendous loss of life there and because Dow Chemical was 
much larger than what was Union Carbide and its UCIL subsidiary, ongoing litigation 
still continues to haunt Dow. 

 The Bhopal gas leak is an example of how a risk event at a distant and relatively small 
unit can have disastrous consequences for a major corporation. While the risk identifi -
cation and assessment rules outlined in this chapter would not have accounted for this 
magnitude of a catastrophe, each unit in an enterprise needs to recognize the likelihoods 
and consequences of risks at individual unit levels. A risk event at a small foreign subsid-
iary can bring down the entire enterprise. While risk management at all levels should 
now recognize that catastrophes can happen, we can never predict risks of this major 
consequence; an enterprise should always be aware that the worst disaster can happen.   

 Quantitative Risk Analysis: Expected Values and Response 
Planning 

 There is little value in identifying signifi cant risks unless an enterprise has at least some 
preliminary plans for the action steps necessary if they incur one of them. The idea is to 

 EXHIBIT 7.3     Risk Scoring Schedule  

Identifi ed Risk
Signifi cance 
Probability

Likelihood 
Probability

Risk Score 
(P x I) Rank

A 0.55 0.30 0.17 8

B 0.88 0.24 0.21 7

C 0.79 0.66 0.52 1

D 0.77 0.45 0.35 4

E 0.35 0.88 0.31 5

F 0.54 0.49 0.26 6

G 0.62 0.72 0.45 2

H 0.66 0.20 0.13 9

I 0.90 0.45 0.41 3

J 0.12 0.88 0.11 10

 Note: The actual identi� ed risks shown here are only used as an example to illustrate that 
probabilities should be identi� ed for each risk to establish a risk score ranking. 
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estimate the cost impact of incurring some identified risk and then to apply that cost to a 
risk factor probability to derive an expected value of the risk. This is often an exercise that 
does not require detailed cost studies with lots of supporting historical trends and estimates. 
Rather, expected cost estimates should be performed by frontline people at various levels of 
the enterprise who would have a good level of knowledge of the area or risk implications.

The idea is to go through each of the identified risks—or if time is limited, only 
the key risks—and estimate the costs of incurring the risk. Because the kinds of risks 
discussed involve such matters as the failure of a hardware component, the drop in a 
market share, or the impact of a new government regulation, these are typically not the 
types of costs that one can just look up in a current vendor catalog. Some hypothetical 
risks, labeled A, B, and C, illustrate this type of thinking:

 ■ Risk A: Loss of up to X% market share due to changing consumer tastes.
 ■ Estimate the reduction in sales and loss of profits due to the X% drop.
 ■ Estimate how much it will cost to begin to restore the lost market position.

 ■ Risk B: Temporary loss of major manufacturing facility for X days due to hurricane.
 ■ Estimate the best‐ and worst‐case costs to get the plant temporarily repaired and 

back in operation within X days.
 ■ Estimate the extra labor and production costs incurred during the interim.

 ■ Risk C: Loss of information systems for X days due to a pernicious computer virus.
 ■ Estimate the business and profitability loss during the down period.
 ■ Estimate the cost to transfer operations to the business continuity site.

These factors illustrate the type of thinking needed to estimate the costs of recovering 
from some risk event. It is often difficult to determine what it would cost to recover from risks. 
While there is no need to perform detailed, time‐consuming analyses here, knowledgeable 
people who understand the risk area often can provide good estimates on the basis of:

 1. What is the best‐case cost estimate if it is necessary to incur the risk? This is an 
assumption that there will be only limited impact if the risk occurs.

 2. What would a sample of knowledgeable people estimate for the cost? For Risk A, as 
outlined, the director of marketing might be asked to supply an estimate.

 3. What is the expected value or cost of incurring the risk? This is the type of risk 
that might include some base costs as well as such other factors as additional labor 
requirements.

 4. What is the worst‐case cost of incurring the risk? This is a what‐if‐everything‐goes‐
wrong type of estimate.

We have suggested using four estimates as an idea of the ranges of costs in various 
people’s thinking. However, one best‐guess estimate should be selected from the four 
estimates—usually something between estimates 2 and 3 just listed. These estimates 
and supporting work should be documented, with the selected cost estimate entered as 
the cost impact on the Exhibit 7.4 risk response planning schedule. These are the same 
risks that were identified in the Exhibit 7.3 schedules, but are here ordered by risk rank. 
This reordering is important when an enterprise has a long list of identified risks.
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  The expected cost in this exhibit is just the product of the cost impact and the risk 
score. This is an estimate of what it will cost an enterprise to incur some risk. Although 
the numbers selected for these samples are arbitrary, they show how a risk management 
specialist should interpret or act on this type of analysis. Risk C, for example, has a high 
likelihood and signifi cance as well as a fairly high expected cost to correct. This is the type 
of risk that management should identify as a candidate for corrective action. However, 
the next risk on the schedule, Risk G, also belongs in the upper right quadrant but with 
a relatively low‐cost impact and a high expected cost. This may be the type of risk where 
management decides to accept the risk or to develop some other form of remediation plan. 
Risk H is another with a high cost to implement, with fairly high signifi cance and a low 
likelihood of occurrence. These are the kinds of numbers where management will fre-
quently decide to hope for the best and live with the risk. It will be expensive if management 
incurs this risk but also expensive to install corrective action facilities. 

 Internal auditors should always be wary when dealing with such risk estimates, 
both in their work on audit engagements and in their own internal audit planning. It is 
often easy to be given wildly estimated risk probability estimates with no real support. 
Although we are sometimes forced to make some type of best‐guess estimate, an esti-
mate given with little support can sometimes become almost frozen over time.   

 Quantitative Risk Analysis: Risk Monitoring 

 The identifi cation of key risks should never be a single, onetime process. The environ-
ments surrounding identifi ed risks will soon change as surrounding conditions change. 
For some, conditions may change such that the risk becomes an even greater threat. 
For example, management may have identifi ed potential political risks in some less 
 developed country, but events can often happen quickly and political changes in that 
same country can make those concerns even riskier. An enterprise needs a mechanism 
to monitor these identifi ed risks. 

 EXHIBIT 7.4     Risk Ranking Expected Cost Example  

Identifi ed 
Risk

Signifi cance 
Probability

Likelihood 
Probability

Risk 
Score 
(P × I) Rankings

Cost 
Impact

Expect 
Cost (Cost 
× Score)

C 0.79 0.66 0.52 1 $120,600 $62,881

G 0.62 0.72 0.45 2 $785,000 $350,424

I 0.90 0.45 0.41 3 $15,000 $6,075

D 0.77 0.45 0.35 4 $27,250 $9,442

E 0.35 0.88 0.31 5 $52,350 $16,124

F 0.54 0.49 0.26 6 $1,200 $318

B 0.88 0.24 0.21 7 $12,650 $2,672

A 0.55 0.30 0.17 8 $98,660 $16,279

H 0.66 0.20 0.13 9 $1,200,980 $158,529

J 0.12 0.88 0.11 10 $88,600 $9,356
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 Risk identifi cation processes are not continuous exercises. Just as an enterprise 
will prepare an annual budget with revisions perhaps once per quarter, a risk identi-
fi cation process should often be an annual or quarterly process. Once these risks have 
been identifi ed, the enterprise needs to monitor them and make ongoing adjustments 
as needed. This risk monitoring can be performed by the process owner or by an inde-
pendent reviewer. Internal audit is often a very credible and good source to monitor 
the current status of identifi ed risks. It may gather this information through surveys or 
face‐to‐face reviews. Internal audit always has a level of extra credibility and authority. 
When the auditors ask about the status of some identifi ed risk area, the people respon-
sible for the area will quite probably provide accurate information. If internal audit is 
unable to easily receive good information regarding the status of some identifi ed risk, it 
can always schedule a visit to better understand the nature of the risk area. Of course, 
internal auditors have their own audit project scheduling and risk assessment issues, 
and they typically cannot just schedule a review in a short time frame to understand 
the current status of some identifi ed risk. However, if people in the enterprise know that 
internal auditors may sometimes pay a visit to better understand the status or some risk, 
there will be a strong tendency to provide some accurate status answers. 

 Accurate monitoring processes are an essential component of risk management. An 
enterprise may have gone through an elaborate process to identify its more signifi cant 
risks. However, the current status of those risks needs to be monitored on a regular basis 
with changes made to the identifi ed risks as necessary.    

 7.2 COSO ERM: ENTERPRISE RISK MANAGEMENT 

 COSO Enterprise Risk Management is a framework to help enterprises have a consistent 
defi nition of their risks. It also is an important tool for understanding and improving SOx 
internal controls. COSO ERM was launched in a manner similar to the development of the 
original COSO internal control framework, as discussed in Chapter   3  . Similar to the need 
for a consistent defi nition of  internal controls , there was also no consistent enterprise‐level 
defi nition of  risk . This concern was emphasized by the comments of John Flaherty, the 
fi rst chairman of COSO: “Although a lot of people are talking about risk, there is no com-
monly accepted defi nition of  risk management  and no comprehensive framework outlining 
how the process should work, making risk communication among board members and 
management diffi cult and frustrating.”   3   COSO contracted with PricewaterhouseCoopers 
to develop this risk framework, and the COSO ERM framework was published after the 
initial SOx rules in September 2004. Even though the COSO internal control framework 
was revised in 2014, there have been no changes or announced planned changes to COSO 
ERM. The remainder of this chapter summarizes COSO ERM in some detail. 

 Just as the original and now the current revised COSO internal control framework 
has an objective of proposing a consistent defi nition of its subject, the COSO ERM frame-
work starts by defi ning enterprise risk management as follows: 

 Enterprise risk management is a process, effected by an entity’s board of direc-
tors, management and other personnel, applied in a strategy setting and across 
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the enterprise, designed to identify potential events that may affect the entity, 
and manage risk to be within its risk appetite, to provide reasonable assurance 
regarding the achievement of entity objectives.

Professionals should consider these key points and concepts supporting the COSO 
ERM framework definition, including:

 ■ ERM is a process. The dictionary defines a process—an often misused word—as a 
set of actions designed to achieve a result. However, this definition does not provide 
much help for many professionals. The idea here is that a process is not a static 
procedure such as the use of an employee badge designed and built to allow only 
certain authorized persons to enter a locked facility. Such a badge procedure—like 
a key to a lock—only allows or does not allow someone entry to the facility. A 
process tends to be a more flexible arrangement. In a credit approval process, for 
example, acceptance rules are established with options to alter them given other 
considerations. An enterprise might bend the credit rules for an otherwise good 
credit customer who is experiencing a short‐term problem. ERM is that type of pro-
cess. An enterprise often cannot define its risk management rules through a small, 
tightly organized rule book. Rather there should be a series of documented steps 
to review and evaluate potential risks and to take action based on a wide range of 
factors across the entire enterprise.

 ■ The ERM process is implemented by people in the enterprise. An ERM pro-
cess will not be effective if it is only implemented through a set of rules sent in to an 
operating unit from a distant corporate headquarters, where the corporate people 
who drafted the rules may have little understanding of the various decision factors 
surrounding them. The risk management process must be managed by people who 
are close enough to the risk situation to understand the various factors surrounding 
that risk, including its implications.

 ■ ERM is applied through the setting of strategies across the overall enter-
prise. Every enterprise is constantly faced with alternative strategies regarding a 
vast range of potential future actions. Should the entity acquire another comple-
mentary business or just build internally? Should they adopt a new technology in 
their manufacturing processes or stick with the tried and true? An effective ERM set 
of processes should play a major role in helping to establish those alternative strate-
gies. Since many enterprises are large, with varied operating units, ERM should be 
applied across the entire enterprise using a portfolio type of approach that blends a 
mix of high‐ and low‐risk activities.

 ■ An enterprise’s risk appetite must be considered. A relatively new concept or 
term for many, risk appetite is the amount of risk, on a broad level, that an enterprise 
and its individual managers are willing to accept in their pursuit of value. Risk 
appetite can be measured in a qualitative sense by looking at risks in such categories 
as high, medium, or low; alternatively, it can be defined in a qualitative manner. 
An understanding of an enterprise’s risk appetite covers a wide variety of issues 
that will be discussed further in this chapter as part of implementing COSO ERM 
to strengthen an enterprise’s SOx internal control environment. The basic idea is 
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that every manager and, collectively, every enterprise have some level or appetite 
for risk. Some will accept risky ventures that promise high returns, while others 
prefer a more guaranteed‐return low‐risk venture. One can think of this appetite 
for risk concept in terms of two investors. One may prefer very low‐risk but typically 
low‐return money market or index funds, while another may invest in low‐cap 
start‐up technology stocks. That latter investor can be described as having a high 
appetite for risk. As another example, at a pedestrian street intersection with a 
“Walk”/“Don’t Walk” crossing light, the person who begins crossing the intersec-
tion when the light starts to fl ash “Walk,” meaning it will soon change to “Don’t 
Walk,” has a higher appetite for risk. 

 ■ ERM provides only reasonable, not positive, assurance on objective 
achievements.  The idea here is that an ERM, no matter how well thought out or 
implemented, cannot provide management or others with any assured guarantee of 
outcomes. A well‐controlled enterprise, with people at all levels consistently work-
ing toward understood and achievable goals, may achieve those objectives period 
after period, even over multiple years. However, an unintentional human error, 
an unexpected action by another, or even a natural disaster can occur. Despite an 
effective ERM process, an enterprise can experience a major and totally unexpected 
catastrophic event. Reasonable assurance does not provide absolute assurance. 

 ■ An ERM is designed to help attain the achievement of objectives.  An enter-
prise, through its management, should work to establish high‐level common objec-
tives that can be shared by all stakeholders. Examples here, as cited in COSO ERM’s 
documentation, include such matters as achieving and maintaining a positive 
reputation within an enterprise’s business and consumer communities, providing 
reliable fi nancial reporting to all stakeholders, and operating in compliance with 
laws and regulations. The overall ERM program for an enterprise should help it to 
achieve those objectives.   

 ERM‐related goals and objectives are of little value unless they can be organized and 
modeled together in a manner such that management can look at the various aspects of 
the task and understand, at least sort of, how they interact and relate in a multidimen-
sional manner. This is a real strength of the COSO internal control framework model. 
It describes, for example, how an enterprise’s compliance with laws and regulations 
impacts all levels of internal controls, from monitoring processes to the control environ-
ment, and how that compliance is important for all entities or units of the enterprise. 
The COSO ERM framework provides some common defi nitions of risk management and 
can help to achieve SOx internal control objectives as well as better risk management 
processes throughout the enterprise.   

 7.3 COSO ERM KEY ELEMENTS 

 The COSO ERM framework, as shown in Exhibit   7.5   , has become a worldwide model for 
describing and defi ning internal controls, and has been the basis for establishing SOx 
Section 404 compliance. Perhaps because some of the same team members were initially 
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involved with the COSO internal control framework and ERM, the COSO ERM frame-
work, at fi rst observation, looks very similar to the COSO internal control framework. 
This COSO ERM framework is shown in Exhibit   7.5   as a cube with the components of: 

 ■    Four columns representing the strategic objectives of enterprise risk; 
 ■    Eight horizontal rows or risk components; and 
 ■    Multiple levels to describe any enterprise, from a headquarters entity level to indi-

vidual subsidiaries. Depending on organization size, there can be many slices of 
the model here.   

  This section will describe the horizontal components of COSO ERM, while later 
sections will discuss its other two dimensions and how they all relate to one another. 
The concept behind the ERM framework is to provide a model for enterprises to con-
sider and understand their risk‐related activities at all levels as well as how these risk 
components impact one another. An objective of this chapter is to help internal audi-
tors at all levels, from the chief audit executive to staff auditors, to better understand 
COSO ERM and learn how it can help manage a wide range of internal audit risks 
facing enterprises. 

 Although the COSO ERM framework diagram looks very similar to the COSO inter-
nal control framework that has become familiar to many internal auditors over the 
years, it has been almost ignored by some, and others have incorrectly viewed COSO 

Entity & Unit 
Level Components 

Risk
Components

Risk Management 
Objectives

    EXHIBIT   7.5    COSO ERM Framework 

Source: COSO Enterprise Risk Management: Understanding the New Integrated ERM Framework,  
Robert R. Moeller. Copyright © 2007 John Wiley & Sons. Reprinted with the permission of John 
Wiley & Sons.  
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ERM as just an update or supplement to the more familiar COSO internal control 
 framework. However, COSO ERM has different objectives and uses. COSO ERM should 
not be considered just a new and improved or revised version of the COSO internal control 
framework. It is much more. The following sections will outline this framework from a 
risk components perspective.

COSO ERM: The Internal Environment Component

Looking at the front or face of the COSO ERM cube, there are eight levels or factors, with 
the internal environment located at the top. This is similar to the revised COSO internal 
control framework. The internal environment should be thought of as the capstone to 
COSO ERM. Going back to when bridges were constructed of bricks, the capstone held 
the brick arches rising from each side of a span, keeping the overall bridge together. This 
capstone component is also similar to the box at the top of an organization chart that 
lists the chief executive officer as the designated head of a function. This level defines the 
basis for all other components in an enterprise’s ERM model, influencing how strategies 
and objectives should be established, how risk‐related business activities are structured, 
and how risks are identified and acted upon. The COSO ERM internal environment 
component consists of the following elements:

 ■ Risk management philosophy. These are the shared attitudes and beliefs that 
characterize how the enterprise considers risk in everything it does. More than a mes-
sage in a code of conduct, a risk management philosophy is the attitude that should 
allow stakeholders at all levels to respond to high‐risk proposals with an answer along 
the lines of “No, that’s not the kind of venture our company will be interested in.” Of 
course, an enterprise with a different philosophy might respond to this same proposal 
with an answer along the lines of “Sounds interesting—what’s the expected rate of 
return?” Neither response is really wrong, but an enterprise should try to develop a 
consistent philosophy and attitude to how it accepts risky ventures. This risk philoso-
phy is important when internal auditors evaluate SOx internal controls.

 ■ Risk appetite. As discussed previously, appetite is the amount of risk an enter-
prise is willing to accept in the pursuit of its objectives. An appetite for risk can be 
measured in either quantitative or qualitative terms, but all levels of management 
should have a general understanding of their enterprise’s overall risk appetite. The 
term appetite was not often used by internal auditors and other managers prior to 
COSO ERM, but it is a useful expression that describes an overall risk philosophy.

 ■ Board of directors’ attitudes. The board and its committees have a very impor-
tant role in overseeing and guiding an enterprise’s risk environment. The indepen-
dent, outside directors in particular should closely review management actions, ask 
appropriate questions, and serve as a check and balance control for the enterprise. 
When a senior enterprise officer has an “it can’t happen here” attitude regarding 
possible risks at various levels, members of the board should ask the hard questions 
about how the enterprise would react if one of those events actually does happen.

 ■ Integrity and ethical values. This important ERM internal environment 
element requires more than just a published code of conduct; it includes a 
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well‐thought‐out mission statement and integrity standards. These materials 
help to build a strong corporate culture to guide the enterprise at all levels in 
making risk‐based decisions. A strong corporate culture, as well as a written code 
of conduct, is an important element of an enterprise’s integrity and ethical values. 
Stronger ethical values might have helped enterprises such as the failed Enron 
and WorldCom, discussed previously, to better avoid the accounting scandals 
that led to the enactment of SOx. This area should be an essential component in 
every ERM framework today.

 ■ Commitment to competence. Competence refers to the knowledge and skills nec-
essary to perform assigned tasks. Management decides how these critical tasks will 
be accomplished through developing strategies and assigning the proper people to 
perform them. We have all seen enterprises that do not have this type of commit-
ment. Senior management sometimes makes grand and loud plans to accomplish 
some goal but then does little to achieve it. The stock market frequently punishes 
failures in such activities. With a strong commitment to competence, managers at 
all levels should take steps to achieve their promised goals.

 ■ Organizational structure. An enterprise should develop an organizational 
structure with clear lines of authority, responsibility, and appropriate reporting. 
Every professional has seen situations where the organization does not allow for 
appropriate lines of communication. For example, prior to SOx, many internal audit 
functions had published organizational charts showing them reporting to their 
board audit committees, but this relationship often was only on paper with limited 
communications beyond periodic but very brief audit committee meetings. While 
SOx has changed this, there remain environments where the audit committee still 
has only very limited interaction with its internal audit function, representing a 
failure in organizational structure.

 ■ Assignments of authority and responsibility. This ERM component refers to 
the extent or degree to which authority and responsibility are assigned or delegated. 
The trend in many enterprises today is to push approval authority responsibili-
ties down the organization chart, giving lower‐level and even first‐line employees 
greater authorization and approval authority. A related trend has been to flatten 
organizations by eliminating middle management levels. These structures usu-
ally encourage employee creativity, faster response times, and greater customer 
satisfaction. However, this type of customer‐facing organization requires strong 
procedures and rules for the staff as well as ongoing management so that lower‐level 
staff decisions can be overruled if necessary. All individuals should know how their 
actions interrelate and contribute to the overall objectives of the enterprise. A strong 
enterprise code of conduct is a critical element here.

 ■ Human resources standards. Practices regarding employee hiring, train-
ing, compensation, promotion, disciplining, and all other actions send messages 
regarding what is favored, tolerated, or forbidden. When management winks at or 
ignores some gray‐area activities rather than taking a strong stand, that message 
is informally and quickly communicated to others. Strong standards are needed 
to ensure that human resources rules are communicated to all stakeholders and 
are enforced.
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 Two internal environment components of COSO ERM, the enterprise’s risk man-
agement philosophy and its relative appetite for risk, feed other elements of the COSO 
ERM framework. While a risk management philosophy can be considered in terms of 
board of directors’ attitudes and human resources policies, among others, risk appetite 
is often a softer measure where an enterprise has determined that it will accept some 
risks but reject others in terms of their likelihood and impact. Exhibit   7.6    shows a risk 
appetite map illustrating where an enterprise should recognize the range in which it 
is willing to accept risks in terms of their likelihood and impact. This diagram says an 
enterprise may be willing to get involved in a high‐negative‐impact project if there is 
a low likelihood of an occurrence. There is a third dimension to this chart as well. An 
enterprise will sometimes have a greater appetite for a more risky endeavor if there is a 
higher potential return.    

 COSO ERM Objective Setting 

 Ranked right below the internal environment in the COSO ERM framework,   objective set-
ting   outlines important conditions to help management create an effective ERM process. 
This ERM element says that in addition to an effective internal environment, an enter-
prise must establish a series of strategic objectives, aligned with its mission and covering 
operations, reporting, and compliance activities. COSO ERM emphasizes that a mission 
statement is a crucial element for setting objectives; it is a general, formalized statement 
of purpose and a building block for the development of specifi c functional strategies. 
Often just a simple, straightforward statement, a mission statement should summarize 

    EXHIBIT   7.6    Risk Appetite Map 

  Source: COSO Enterprise Risk Management: Understanding the New Integrated ERM Framework,  
Robert R. Moeller. Copyright © 2007 John Wiley & Sons. Reprinted with the permission of 
John Wiley & Sons.  
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an enterprise’s objectives and its overall attitude toward risks. Properly done and deliv-
ered, a mission statement should encourage an enterprise to develop high‐level strategic 
objectives and then to help select and implement operations, reporting, and compliance 
objectives. While operations objectives pertain to the effectiveness and efficiency of the 
enterprise in achieving profitability and performance, reporting and compliance goals 
cover the reporting of performance and compliance with laws and regulations. COSO 
ERM calls for an enterprise to formally define its goals with a direct linkage to its mis-
sion statement, along with measurement criteria to assess if it is achieving these risk 
management objectives.

The ERM internal environment component of understanding the enterprise’s risk 
management philosophy and its risk appetite calls for the objective‐setting compo-
nent to formally define that risk appetite in terms of a tolerance for risk. Tolerances 
are guidelines that an enterprise should use, at all levels, to assess whether or not 
it will accept risks. Establishing and enforcing risk tolerances can be very difficult, 
with potential problems if these rules are not clearly defined, well understood, and 
strictly enforced. An enterprise should establish tolerable ranges of acceptable risks in 
many areas. For example, products coming off production lines might have acceptable 
preestablished error rates of less than some value, such as an error rate no greater 
than 0.005%. That is an acceptably low error rate in many areas, and production 
management here would accept the risk of any product warranty claims or damage 
to their reputation if there were errors within that relatively narrow limit. Of course, 
today’s quality assurance emphasis on Six Sigma programs brings those tolerance 
limits much tighter.4

The point here is that an enterprise should define its risk‐related strategies and 
objectives. Within those guidelines, it should decide on its appetite and tolerances for 
these risks. That is, it should determine the level of risks it is willing to accept, and given 
those risk tolerance rules, how far it is willing to deviate from these preestablished mea-
sures. Exhibit 7.7 outlines the elements relationship of COSO ERM’s objective‐setting 
component. Starting with an overall mission, the approach is to (1) develop strategic 
objectives to support accomplishment of that mission, (2) establish a strategy to meet 
objectives, (3) define any related objectives, and (4) define risk appetites to complete that 
strategy. This exhibit was adapted from the previously referenced published COSO ERM 
guidance materials. These materials are a source to gain a more detailed understanding 
of COSO ERM. In order to manage and control risks at all levels, an enterprise needs 
to set its objectives and define its tolerances for having to engage in risky practices and 
for its adherence to these rules. Things will not work if the enterprise establishes some 
risk‐related objectives but then proceeds to ignore them.

COSO ERM Event Identification

Events are enterprise incidents or occurrences, internal or external, that affect the 
implementation of an ERM strategy and the achievement of its objectives. While an 
internal auditor’s tendency is to think of events in a negative sense—determining what 
went wrong—they can be positive as well. Many enterprises today have strong perfor-
mance‐monitoring tools in place, with the monitoring process of costs, budgets, quality 
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assurance, compliance, and the like. However, going beyond a meter on a production 
assembly line, monitoring processes should include: 

 ■ External    economic events   .  A wide range of external events need to be monitored 
to help achieve an enterprise’s ERM objectives. Both short‐ and long‐term events can 
impact an enterprise’s strategic objectives. As an example, in December 2001, after 
some currency market turmoil, Argentina declared a major default of its public debt. 
This external event had a major impact on international credit markets, suppliers 
of agricultural commodities, and other business dealings in South America. Exter-
nal economic   event identifi cation   here requires an enterprise to go beyond reported 
news headlines and raise the fl ag to suggest that yes, such a currency default may 
highlight an enterprise risk‐related event. 

 ■     Natural    environmental events   .  Whether fi re, fl ood, or earthquakes, numerous 
events can become incidents in ERM risk identifi cation. Impacts here may include 

    EXHIBIT   7.7    COSO ERM Risk Objective‐Setting Component 

Source: COSO Enterprise Risk Management: Understanding the New Integrated ERM Framework,  
Robert R. Moeller. Copyright © 2007 John Wiley & Sons. Reprinted with the permission of John 
Wiley & Sons.  
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loss of access to some key raw material, damage to physical facilities, or unavail-
ability of personnel.

 ■ Political events. New laws and regulations as well as some election results can 
become significant risk event–related impacts on enterprises. Many larger enterprises 
have a government affairs function that reviews developments and lobbies for change, 
but such functions may not always be aligned with the enterprise’s ERM objectives.

 ■ Social factors. While an external event such as an earthquake is sudden and arrives 
with little warning, most social factors are slowly evolving. These include demographic 
changes, social mores, and other events that may impact an enterprise and its custom-
ers over time. The growth of the Hispanic population in the United States is such an 
example. As more and more Hispanic people move to a city, for example, the teaching 
requirements in public schools and the mix of selections in grocery stores changes.

 ■ Internal infrastructure events. Enterprises often make changes that trigger 
other risk‐related events. For example, a change in customer service arrangements 
can cause major complaints and a drop in customer satisfaction in a retail unit. 
Strong customer demand for a new product may cause changes in plant capacity 
requirements and the need for additional personnel.

 ■ Internal process–related events. Similar to infrastructure events, changes in 
key processes can trigger a wide range of risk identification events. In many cases, 
risk identification may not be immediate, and some time may pass before the pro-
cess‐related events signal the need for risk identification.

 ■ External and internal technological events. Every enterprise faces a wide assort-
ment of technological events that may trigger the need for formal risk identification. 
Some may be gradual, while others, such as the shift to a Web environment, are more 
sudden. In other cases, a company may suddenly release a new improvement that 
causes competitors everywhere to jump into action. Although the idea seems com-
monplace today, when Merrill Lynch launched its Cash Management Account (CMA) 
concept in the mid‐1980s, it caused a major stir in the financial services industries. 
CMA was a service that combined customer stock brokerage, bank checking accounts, 
and other financial services all under one roof. We forget today that in the past all 
such accounts required separate providers with essentially no linkages between them.

An enterprise needs to clearly define its significant risk events and then have pro-
cesses in place to monitor them in order to take any necessary appropriate actions. 
This is a forward‐thinking type of process that is often difficult to recognize in many 
enterprises, but looking at these internal and external potential risk events and deciding 
which require further attention can be a difficult process. Some are immediate needs, 
others future‐directed. COSO ERM supporting materials suggest that an enterprise 
should establish processes to review potentially significant risks and then consider some 
of the following approaches:

 ■ Event inventories. Management should develop risk‐related listings of events 
common to the enterprise’s specific industry and functional area and attempt to 
establish some type of “lessons learned” archive source. This is the type of data that 
can be supplied by longer tenure members of an enterprise who can offer “We tried 
this several years ago, but . . .” types of comments.
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 ■ Facilitated workshops. An enterprise can establish cross‐functional workshops 
to discuss potential risk factors that may evolve from various internal or exter-
nal events. This can result in action plans to correct the potential risks. While the 
approach sounds good, it is often a challenge to allocate sufficient time to meet in 
cross‐functional groups to talk about such risks.

 ■ Interviews, questionnaires, and surveys. Information regarding potential risk 
events can come from a wide variety of sources, such as customer satisfaction letters 
or employee exit interviews. This information should be captured and classified to 
identify anything that might point to a risk event.

 ■ Leading events and escalation triggers. The idea here is to establish a series of 
business unit measurements to monitor risk tolerance objectives and promote remedial 
action. For example, an enterprise’s IT group may establish an objective to maintain 
strong security controls over the risk of a system intrusion. With a measure of the num-
ber of identified intrusion attempts during a period, a trigger of perhaps three intrusions 
incidents in a given month might trigger further action. Dashboard‐type software tools 
can often be used here. These increasingly common software tools are similar to the 
dashboard of an automobile, where indicators will flash signals for such conditions as 
low oil pressure or overheating. Risk status is reported through some simple, easy‐to‐
comprehend graphics monitors, such as red, yellow, and green warning lights.

 ■ Loss event data tracking. While the dashboard approach monitors risk events as 
they happen, it is often valuable to put things in more perspective after the passage 
of some time. Loss event tracking refers to using both internal and public database 
sources to track activity in areas of interest. These sources can also cover a wide 
variety of areas ranging from leading economic indicators to internal equipment 
failure rates. Again here, an enterprise should install effective risk identification 
processes to track both internal and external risk‐related events.

The risk identification tools and approaches just discussed can yield some very valu-
able and useful information to an enterprise that identifies risks and opportunities. 
These require good analyses of the data as well as initiating plans for action, whether 
to shield from the risk or to take advantage of potential opportunities.

COSO ERM Risk Assessment

While the internal environment component is COSO ERM’s cornerstone and a later 
section will discuss monitoring as its foundation, the risk assessment component is the 
ERM framework’s core. Risk assessment allows an enterprise to consider the impact that 
potential risk‐related events may have overall on an enterprise’s achievement of its objec-
tives. These risks should be assessed from two perspectives: the likelihood of the risk 
occurring, and its potential impact. A key part of this risk assessment process, however, is 
the need to consider the very important concepts of inherent and residual risks as well as:

 ■ Inherent risk. As defined by the U.S. government’s Office of Management and 
Budget, inherent risk is the “potential for waste, loss, unauthorized use, or misap-
propriation due to the nature of an activity itself.” Major factors that affect enter-
prise‐inherent risk are the size of its budget, the strength and sophistication of 



164 ◾ Enterprise Risk Management: COSO ERM

c07 164 17 November 2015 4:31 PM

management, and simply the very nature of its activities. Inherent risk is outside 
the control of management and usually stems from external factors. For example, 
the major retailer Walmart is so large and dominant in its markets that it faces 
various inherent risks due to just its sheer size.

 ■ Residual risk. This is the risk that remains after other management responses to 
risk threats and countermeasures have been applied. There will virtually always 
be some level of residual risk.

An enterprise will always face some mixture of inherent and residual risks. After 
management has addressed the risks that came out of the risk identification process, 
they will still have some residual risks to remedy. In addition, there always are some 
inherent risks where they can do little. Walmart, for example, can take some steps to 
reduce its market‐dominance‐related inherent risks, but can do essentially nothing 
regarding the inherent risk of a major natural disaster such as an earthquake covering 
an important area of its operations.

Risk likelihood and impact are two other key components necessary for performing 
risk assessments. Likelihood is the probability or possibility that the risk will occur. In 
many instances, this can be a key management assessment stated in the terms of high, 
medium, or low likelihood of the risk occurring. There are also some good quantitative 
tools to develop likelihood estimates, but it does little good to estimate the likelihood of 
a risk occurring unless there are strong supporting data.

Estimating the impact of a risk event occurrence is a bit easier. Some risk events 
may cause minor but not irrecoverable impacts on an enterprise. Others can be all 
but disastrous. The failure of a significant IT server and a related database can have a 
significant impact if not supported by appropriate backup and recovery processes. As 
part of an impact estimate, an enterprise can develop some relatively accurate estimates 
such as the cost of replacing facilities and equipment, the cost of restoring systems, and 
the cost of lost business due to the failure. However, the concept behind ERM is not to 
develop precise, actuarial‐level calculations regarding these risks but to provide for an 
effective risk management framework. Detailed calculations can be delegated to insur-
ance estimators and others.

An analysis of risk likelihoods and potential impacts can be developed through 
a series of quantitative and qualitative measures. The basic idea is to assess all of the 
identified risks and rank them in terms of likelihood and impact in a consistent manner. 
Without going through a detailed quantitative analysis, each identified risk can then be 
ranked on an overall relative scale of 1 to 10, with consideration given to the impact and 
likelihood of each. This can be achieved through a focused management group decision 
process where each of the identified risks is reviewed and ranked with respect to this 
scale. Exhibit 7.8 shows a series of risks for a sample company rated on high, medium, 
or low relative values. For a larger enterprise, the risks could be scaled 1 to 10 to allow 
greater granularity. The idea is to identify risks and assign some relative rankings and 
to identify the risks that should receive the most thorough management attention.

Overall approaches to reviewing these various likelihood and impact risks need 
to be considered. Risk assessment is a key component of the COSO ERM framework. 
This is where an enterprise evaluates all of the risks that might impact its various 
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objectives, considers the potential likelihood and impact of each of these risks, con-
siders their interrelationship on a unit‐by‐unit or total enterprise basis, and then 
develops strategies for appropriate responses. In some respects, this COSO ERM risk 
assessment process is not too different from the classic risk assessment techniques 
that have been used by internal auditors over the years. What is unique here is that 
COSO ERM suggests that an enterprise should take a total approach, across all units 
and all major strategic concerns, to identify its risks in a consistent and thorough 
manner.   

 COSO ERM Risk Response Elements 

 Having assessed and identifi ed its more signifi cant risks, the COSO ERM’s   risk response 
process   calls for a careful review of estimated risk likelihoods and potential impacts, with 
consideration given to their associated costs and benefi ts, to develop appropriate risk 
response strategies, following any of four basic risk strategies: 

   1.    Avoidance.  This is a strategy of walking away from a risk—such as selling a busi-
ness unit that gives rise to a risk, exiting from a risky geographical area, or dropping 
a product line. The diffi culty is that enterprises often do not drop a product line or 
walk away until after the risk event has occurred with its associated costs. Unless 
an enterprise has a very low appetite for risk, it is diffi cult to walk away from an 
otherwise successful business area or product line just on the basis of a potential 
future risk. Avoidance can be a potentially costly strategy if investments were made 
to get into an area, followed by a subsequent pullout to avoid the risk. 

 EXHIBIT 7.8     Risk Likelihood and Impact Mapping Example  

Risk Defi nition Impact Likelihood Risk Ranking

Failure to record sales 
activity accurately and 
timely may misstate 
� nancial reports.

 High : Accounting errors 
may have a material 
impact on � nancial 
and operational 
information.

 Medium : Despite 
strong procedures, 
newer personnel in 
various location may 
make errors.

8

Failure to understand 
current and changing 
laws and regulations 
may result in inability 
to comply with laws 
in multiple operations 
jurisdictions.

 Medium : Even small, 
technical violations 
of most regulations 
should not have a 
material effect on 
operations.

 High : With worldwide 
operations in multiple 
jurisdictions, violations 
–if only technical–can 
occur.

7

Inadequately controlled 
segregation of duties  
may allow employees to 
process unauthorized, 
fraudulent transactions.

 High : Fraudulent 
operations could have 
signi� cant impacts on 
company operations.

 Low : Ongoing internal 
audits and stronger 
management control 
practices should 
prevent such control 
breakdown events.

5
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A collective lessons‐learned understanding of past activities can often help with 
this strategy. If the enterprise had been involved in some area in the past with 
unfavorable consequences, this may be a good way to avoid the risk once again. 
With the tendency of constant changes and short employment tenures, this col-
lective history is too often lost and forgotten. An enterprise’s well‐understood and 
well‐communicated appetite for risk is perhaps the most important consideration 
when deciding if a risk‐avoidance strategy is appropriate.

 2. Reduction. A wide range of business decisions may be able to reduce certain risks. 
For example, product diversification may reduce the risk of too strong of a reliance 
on one key product line, or splitting IT operations into two geographically separate 
locations will reduce the risk of some catastrophic failure. There are a wide range of 
often effective strategies to reduce risks at all levels that go down to the obvious and 
mundane, such as cross‐training employees to reduce the risk of loss of productivity 
if someone departs unexpectedly.

 3. Sharing. Virtually all enterprises regularly share some of their risks through the 
purchase of insurance, but other risk‐sharing techniques are available as well. 
For financial transactions, an enterprise can engage in hedging operations to pro-
tect from possible price fluctuations, or an enterprise can share potential business 
risks and rewards through corporate joint venture agreements or other structural 
arrangements. The idea is to have another party accept some of a potential risk as 
well as share in any resultant rewards.

 4. Acceptance. This is the strategy of no action, such as when an enterprise self‐
insures by taking no action to reduce a potential risk. Essentially, an enterprise 
should look at a risk’s likelihood and impact in light of its established risk tolerance 
and then decide whether or not to accept that risk. For the many and varied risks 
that approach an enterprise, acceptance is often an appropriate strategy.

Management must develop a general response strategy for each of its risks using an 
approach built around one or a mixture of the just described risk‐avoidance strategies. 
In doing so, it should consider the costs versus benefits of each potential risk response as 
well as strategies that best align with the enterprise’s overall risk appetite. For example, 
an enterprise’s recognition that the impact of a given risk is relatively low would be bal-
anced against a low risk tolerance that suggests that insurance should be purchased 
to provide a potential risk response. For many risks, appropriate responses are obvious 
and almost universally understood. An IT operation, for example, spends the time and 
resources to back up its key data files and implements a business continuity plan. There 
are typically no questions regarding the need for these basic approaches, but manage-
ment may question the frequency of backup processes or how often the continuity plan 
needs to be tested. That is, they may question the extent and cost of planned risk pre-
vention measures.

An enterprise should go back to its established risk objectives as well as the tolerance 
ranges for those objectives, readdressing both the likelihoods and impacts associated 
with each to develop an overall set of the planned risk responses. This is perhaps the 
most difficult step in building an effective COSO ERM program. It is comparatively easy 
to identify a 5% likelihood risk that there may be a fire in the scrap materials bin and 
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then to establish a risk response remedy to install a nearby fire extinguisher. However, 
responses to most risks are complex and require fairly detailed planning and analysis. 
If there is a risk that an enterprise could lose an entire manufacturing operation due to 
a key but old equipment plant production failure, potential risk responses might include:

 ■ Acquire backup production equipment to serve as spare parts for cannibalization.
 ■ Shut down the manufacturing production line with plans to move it elsewhere.
 ■ Arrange for a specialized shop to rebuild/reconstruct the old equipment.
 ■ Reengineer the manufactured product and plan for new product introduction.

Developing risk responses requires a significant amount of planning and strategic 
thinking. The several risk response alternatives may involve costs, time, and detailed 
project planning. For example, one of the older equipment response strategies outlined 
here is to acquire a set of backup equipment. If that is to be the approved strategy, action 
must be taken to acquire the old backup equipment before this activity can even be 
identified as an actual risk response strategy. The idea is that all risks listed on such an 
analysis should be measured against the same impact factors, based on an accept, avoid, 
share, or reduce risk strategy.

COSO ERM calls for risks to be considered and evaluated on an entity‐ or portfolio‐
wide basis. This can sometimes be a difficult process in a large, multiunit, multiproduct 
enterprise, but it provides a starting point in getting these various risks organized for 
identification of the more significant risk that may impact the enterprise. The idea is to 
look at these various potential risks, their probability of occurrence, and the impacts of 
each. A good analysis here should highlight areas for more detailed attention.

COSO ERM Control Activities

ERM’s control activities are the policies and procedures necessary to ensure action on 
identified risk responses. Although some of these activities may only relate to an identi-
fied and approved risk response in an area of the enterprise, they often overlap across 
multiple functions and units. The control activities component of COSO ERM should be 
tightly linked with the risk response strategies and actions previously discussed.

Having selected appropriate risk responses, an enterprise should select control 
activities necessary to ensure that they are executed in a timely and efficient man-
ner. The process of determining if control activities are performing properly is very 
similar to completing SOx Section 404 internal control assessments as discussed in 
Chapter 5. COSO ERM calls for approaches of identifying, documenting, testing, and 
then validating these risk protection controls. Having gone through the COSO ERM 
risk event identification, assessment, and response processes, risk monitoring requires 
the following steps:

 1. Develop a strong understanding of the significant risks and establish control pro-
cedures to monitor or correct for them.

 2. Create fire drill–type testing procedures to determine if those risk‐related control 
procedures are working effectively.
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 3. Perform tests of risk‐monitoring processes to determine if they are working effec-
tively and as expected.

 4. Make adjustments or improvements as necessary to improve risk‐monitoring 
 processes.

This four-element process includes steps to review, test, and then assert that inter-
nal control processes are working adequately. A major difference, of course, is that under 
SOx an enterprise is legally required to assert the adequacy of their internal controls. 
There are no such legal requirements with COSO ERM, but an enterprise should install 
risk‐monitoring control activities to monitor the various risks it has identified. Because 
of the critical nature of many risks to an enterprise, risk monitoring can be very critical 
to an enterprise’s overall health. Many control activities under COSO internal controls 
are fairly easy to identify and test due to the accounting nature of many internal controls 
and generally include the following areas:

 ■ Separation of duties. Essentially, the person who initiates a transaction should 
not be the same person who authorizes that transaction.

 ■ Audit trails. Processes should be organized such that final results can be easily 
traced back to the transactions that created those results.

 ■ Security and integrity. Control processes should have appropriate control proce-
dures such that only authorized persons can review or modify them.

 ■ Documentation. Processes should be appropriately documented.

These control procedures and others are fairly well recognized and applicable to 
all internal control processes in an enterprise and also somewhat applicable to many 
risk‐related events. Many professionals, whether or not they have a financial or internal 
auditing background, can often define some of the key controls that are necessary in 
most business processes. For example, if asked to identify the types of internal controls 
that should be built into an accounts payable system, many professionals would say 
that checks issued from the system must be authorized by independent persons, that 
accounting records must be in place to keep track of the checks issued, and that the 
check‐issuing process should be such that only authorized persons can initiate such 
a financial transaction. These are generally well‐ and widely understood control pro-
cedures. An enterprise often faces a more difficult task in identifying control activities 
to support its ERM framework. Although there is no accepted or standard set of ERM 
control activities at this time, the COSO ERM documentation suggests several areas:

 ■ Top‐level reviews. Senior management should be very aware of the identified risk 
events within organizational units and perform regular top‐level reviews on the 
status of identified risks.

 ■ Direct functional or activity management. In addition to top‐level reviews, 
functional and direct unit managers should have a key role in risk control activ-
ity monitoring. This is particularly important where control activities take place 
within separate operating units, with the need for communications and risk resolu-
tion across enterprise channels.
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 ■ Information processing. Whether it is IT systems–based processes or softer forms 
such a paper or messages, information processing represents a key component in an 
enterprise’s risk‐related control activities. Appropriate control procedures should 
be established with an emphasis on enterprise IT processes and risks.

 ■ Physical controls. Many risk‐related concerns involve physical assets such as 
equipment, inventories, security, and physical plants. Whether physical invento-
ries, inspections, or plant security procedures, an enterprise should install appropri-
ate risk‐based physical control activity procedures.

 ■ Performance indicators. The typical enterprise today employs a wide range of 
financial and operational reporting tools that also can support risk event–related 
performance reporting. Where necessary, performance tools should be modified to 
support this important ERM control activity component.

 ■ Segregation of duties. A classic control activity; the person who initiates certain 
actions should not be the same person who approves them.

These control activities can be expanded to cover other key areas. Some will be spe-
cific to individual units within the enterprise, but each of them, singly and collectively, 
should be important components of supporting the enterprise’s ERM framework.

COSO ERM Information and Communication

This COSO ERM component is a separate set of risk‐related processes linking other COSO 
ERM components, as described in Exhibit 7.9 showing the information flows across the 
COSO ERM components. For example, the risk response component receives residual 
and inherent risk inputs from risk assessment as well as risk tolerance support from the 
objective‐setting component. ERM risk response then provides risk response and risk 
portfolio data to control activities as well as feedback to risk assessment. Standing alone, 
the monitoring component does not have any direct information connections but has 
overall responsibility for reviewing all of these functions.

While it is relatively easy to describe how information should be communicated 
from one COSO ERM component to another in a simple flow diagram, this is a far more 
complex process in practice. Many enterprises have a complex web of often not very well 
linked operational and financial information systems for their basic processes. These 
linkages become even more complex for many ERM processes given that many basic 
enterprise applications do not directly lend themselves to risk identification, assessment, 
and risk response–type processes. Going beyond a comprehensive ERM information 
application for an enterprise, there is a need to develop risk monitoring and communica-
tion systems that link with customers, suppliers, and other stakeholders.

While the information half of the ERM information and communication component 
is normally thought of in terms of IT strategic and operational information systems, 
ERM communication is the second aspect of this component. It talks about communi-
cation beyond just IT applications, such as the need for mechanisms to assure that all 
stakeholders receive messages regarding the enterprise’s interest in managing its risks. 
A major component of these communication messages should be the use of a common 
risk language throughout the enterprise regarding the roles and responsibilities of all 
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stakeholders regarding their risk management–related roles. COSO ERM will be of little 
value to an enterprise unless the overall message of its importance is communicated to 
all stakeholders in a common and consistent manner.   

 COSO ERM Monitoring 

 Placed at the base of the stack of ERM framework components, ERM monitoring is nec-
essary to determine that all installed ERM components work effectively. People in an 

 EXHIBIT   7.9    Information and Communication Flows in ERM Components 

  Source: COSO Enterprise Risk Management: Understanding the New Integrated ERM Framework,  
Robert R. Moeller. Copyright © 2007 John Wiley & Sons. Reprinted with the permission of 
John Wiley & Sons. 
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enterprise change, as do supporting processes and both internal and external condi-
tions, but the monitoring component helps assure that ERM is working effectively on 
a continuous basis. These include processes to fl ag exceptions or violations in other 
components of the overall ERM process. For example, an accounts receivable billing 
function should identify the overall fi nancial and operational risks if customer bills are 
not paid on a timely basis. An ongoing—almost real‐time—credit collections monitor-
ing tool could provide senior management with day‐to‐day and trending data on the 
status of collections. Dashboard monitoring tools, discussed in Chapter   11   on   continuous 
auditing  , are types of ERM monitors that can also work here. 

 Going beyond dashboard monitoring tools, enterprise management should take an 
overall responsibility for ERM monitoring. In order to establish an effective ERM frame-
work, monitoring should include ongoing reviews of the overall ERM process ranging 
from identifi ed objectives to the progress of ongoing ERM control activities, including 
the following types of activities: 

 ■    Implementation of ongoing management reporting mechanisms such as for cash 
positions, unit sales, and key fi nancial data. An enterprise should not have to wait 
until fi scal month end for these types of status reports, and quick‐response “fl ash 
reports” should be initiated. 

 ■    Periodic risk‐related alert reporting processes that monitor key aspects of estab-
lished risk criteria, including acceptable error rates or items held in suspense. Such 
reporting should emphasize statistical trends and comparisons both with prior peri-
ods and other industry sectors. 

 ■    Current and periodic status reporting of risk‐related fi ndings and recommenda-
tions from internal and external audit reports, including the status of ERM‐related 
SOx‐identifi ed gaps and prior internal audit report recommendations. 

 ■    Updated risk‐related information from sources such as government‐revised rules, 
industry trends, and general economic news. Again, this type of economic and 
operational reporting should be available for managers at all levels.   

 Separate or individual evaluation monitoring refers to detailed reviews of individual 
risk processes by a qualifi ed reviewer such as internal audit. Here the review can be lim-
ited to specifi c areas or cover the entire ERM process for an enterprise unit, and internal 
audit is often the best internal source to perform such specifi c ERM reviews. The role 
of internal audit in the ERM process and with monitoring in particular is discussed in 
the following sections.    

 7.4 OTHER DIMENSIONS OF COSO ERM: ENTERPRISE 
RISK OBJECTIVES 

 Although many look at COSO ERM from the perspective of the front‐facing side of its 
three‐dimensional framework, the two other dimensions—the operational and organi-
zational levels—should always be considered. Each component of COSO ERM operates 
in this three‐dimensional space where each must be considered in terms of the other 



172 ◾ Enterprise Risk Management: COSO ERM

c07 172 17 November 2015 4:31 PM

related categories. The top‐facing components of strategic, operations, reporting, and 
compliance risk objectives are important for understanding and implementing COSO 
ERM. In addition, while Exhibit 7.5 shows each of these top‐facing risk objectives as 
having the same relative size or width, the category of operations‐level risk objectives 
is often viewed as a much broader and higher‐exposure risk category than the others.

Operations Risk Management Objectives

There are many types of operations risks that can impact an enterprise. Following 
the three‐dimensioned ERM framework, the operations‐level risk objective calls for 
the identification of risks for each enterprise unit or component. This identification 
of operations‐level risk objectives often requires detailed information gathering and 
analysis, particularly for a larger enterprise covering multiple geographic areas, product 
lines, or business processes. Direct managers of individual units usually have the best 
understanding of their operational risks, and that information can become lost when 
consolidated for higher‐level reporting. In order to gather more detailed background 
information on potential operations risks, information can often be gathered through 
internal audit reviews or surveys of persons directly impacted by these risks. A survey of 
direct on‐the‐floor members of the enterprise, along with follow‐up questions, will allow 
the development of a consistent set of cataloged operations risks across all levels of the 
enterprise. The questions asked here would be similar to the types of detailed questions 
often used in internal audit internal control assessments, and the results of any available 
data here could become a basis for developing a better understanding.

Circulated through all levels of an enterprise, with a message encouraging stake-
holders to respond in a candid manner, these types of surveys can often gather impor-
tant information regarding potential risks at detailed operational levels. A manager 
of a remote operating plant may not have adequately communicated concerns about 
some plant‐level operational risk. A broadly based and confidential survey often will 
better allow people to communicate those often local‐level operations risks up through 
the enterprise.

With ERM’s portfolio view of risks, an enterprise should avoid rolling things up 
to too much of a summary level, missing or rounding off important lower‐level risks. 
Whatever the level in an organizational hierarchy or the geographic location, managers 
at all levels should be aware that they are responsible for accepting and managing the 
risks within their own operational units. Too often, unit managers may gain an impres-
sion that risk management is only some senior‐level, headquarters type of concern. The 
importance of COSO ERM and operations risk management should be communicated to 
all levels of an enterprise. Internal auditors should act as eyes and ears here and report 
all observed operations risks.

Reporting Risk Management Objectives

This ERM objective covers the reliability of an enterprise’s reporting, including the 
internal and external reporting of financial and nonfinancial data. Accurate report-
ing is critical to an enterprise’s success in many dimensions. While we frequently see 
news reports regarding the discovery of inaccurate corporate financial reporting and 
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the resultant stock market repercussions for the offending entity, that same inaccurate 
reporting can cause problems in many areas.

No matter what industry, an enterprise faces major risks from inaccurate report-
ing at any unit or area. Operating units must make certain that reported results are 
correct before they are passed up to the next level in the organization, and consolidated 
numbers must be accurate, whether financial reports, tax returns, or any of a myriad of 
other areas. While good internal controls are necessary to ensure accurate reporting, 
ERM is concerned about the risk of authorizing and releasing inaccurate reports. Strong 
internal controls should minimize the risk of errors, and an enterprise should always 
consider the risks associated with inaccurate reporting. Small errors and discrepancies 
can be ignored over time until there is a major error that needs to be disclosed. The risk 
of such inaccurate reporting should be a concern at all levels of the enterprise.

Legal and Regulatory Compliance Risk Objectives

Enterprises of any nature must comply with a wide range of laws and government‐
imposed or industry regulations. While compliance risks can be monitored and recog-
nized, legal risks are sometimes totally unanticipated. In the United States, for example, 
an aggressive plaintiff legal system can pose a major risk to otherwise well‐intentioned 
enterprises. Asbestos litigation during the 1990s and beyond is an example. A fibrous 
mineral, asbestos was a natural insulation material, once used extensively and con-
sidered totally benign. But too much direct contact with asbestos fibers over time was 
subsequently found to cause severe lung problems and even death. Miners engaged in 
the extraction of asbestos have met that fate. In the past, asbestos was used in many 
products, such as wrappers to insulate heating pipes or as fire protection barriers. While 
the risks to persons working or living in a structure with these asbestos‐sealed pipes 
are fairly minimal, aggressive litigators have brought actions against corporations, 
claiming that anyone who could have had any contact, no matter how minimal, with 
a product that used asbestos could be at risk sometime in the future. The result was 
litigation directed against companies who had manufactured products containing even 
small amounts of asbestos, calling for damages based on potential human risks in future 
years. Because of huge damage awards, virtually all the major corporations that once 
used asbestos have gone bankrupt, out of business, or have had to pay huge court‐
imposed damage losses. This is a type of legal risk that is very difficult to anticipate but 
that can be disastrous to an enterprise.

COSO ERM recommends that compliance‐related risks be considered for each of 
the risk framework components, whether in the context of the internal environment, 
objective setting, or risk monitoring, as well as across the enterprise. These are impor-
tant elements of the risk management framework that need to be communicated and 
understood.

All enterprises face a wide range of legal and regulatory compliance requirements, with 
some impacting virtually all enterprises and others related to only single business units in 
a specialized industry sector. The nature of those compliance risks needs to be communi-
cated and understood through all levels of an enterprise. This is an area where an enter-
prise may accept a certain level of risk in terms of its concerns regarding legal  compliance. 
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While an enterprise should not deliberately ignore a major law because of a feeling that 
it will never be caught, it should always take a reasoned approach to risks in conjunction 
with its overall philosophy and risk appetites. For example, many regulatory rules specify 
that all expenditures must be supported by a receipt. While there usually are no reason-
ableness guidelines, one enterprise could decide that “all expenditures” goes down to an 
employee’s travel expenses of less than $1, while another will require receipts for any-
thing above $25. The latter enterprise has made a decision that the costs of documenting 
these small expenditures is greater than any fi ne it might receive if caught in a regulatory 
compliance issue. This type of risk‐related decision is similar to the AS5 fi nancial internal 
controls rules for SOx discussed in Chapter   5  . In order to manage and establish legal and 
regulatory risk objectives, the board of directors, the CEO and members of management 
need to have an understanding of the nature and extent of all of the regulatory risks the 
enterprise faces. The legal department, key managers, internal audit, and others can help 
in assembling this information. There are many regulatory enterprise‐level risks ranging 
from major to minor, but regulatory risks are never “minor” when an enterprise is found 
to be in violation of one or another of them.    

 7.5 ENTITY‐LEVEL RISKS 

 The third dimension of the COSO ERM framework calls risks to be considered on an 
organization or entity level. The Exhibit   7.2   COSO ERM framework shows four divisions 
or slices in this framework dimension: entity‐level, division, business unit, and subsid-
iary risks. This is not a prescribed company‐type division, and ERM suggests that risks 
should closely follow the given enterprise’s offi cial organization chart. COSO ERM risks 
should be identifi ed and managed within each signifi cant organizational unit, including 
risks on an entity‐wide basis through individual business units. 

 An enterprise with four major operating divisions and with multiple business units or 
subsidiary units under each would have an ERM framework that refl ected all of these units. 
While these risks are important on an overall organizational level, there should be a level of 
consideration on a unit‐by‐unit basis to as low a level as necessary to allow the enterprise 
to understand and manage its risks. COSO ERM does not specify how thinly these unit‐level 
risks should be sliced, and the criticality and materiality of individual business units should 
be given consideration. For a major fast‐food restaurant chain with thousands of units, 
it almost certainly would not be reasonable to include each individual unit as a separate 
component in the risk model. Rather, management should defi ne its organizational‐level 
risks at a level of detail that will cover all signifi cant, manageable risks.  

 Risks Encompassing the Entire Organization 

 Multiple risks at the business unit level should roll up to   entity‐level risks  .   While it is easy 
for an enterprise to consider some unit‐level risks “not material”—using pre‐SOx pub-
lic accounting—consider a relatively small subsidiary in a third‐world country that is 
manufacturing casual clothing. Often, such a unit would be so small in terms of corpo-
rate revenue contributions or its relative size that it can slip under the radar screen on a 
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senior corporate level. However, if there were child labor issues at the host country, the 
enterprise may soon fi nd itself at the center of attention regarding this small subsidiary 
operation. In such a situation, journalists may ask the CEO to publicly comment on 
policies and procedures at that subsidiary operation, even though the CEO may only 
vaguely know of its existence. 

 Our point here is that both major and seemingly small risks can impact an entire 
enterprise. The delivery of tainted food produced at one small unit of a large fast‐food 
chain can impact the prospects and reputation of the total enterprise. While it is rela-
tively easy to identify high‐level entity‐wide risks such as compliance with SOx Section 
404, and to identify and monitor these as part of the COSO ERM process, care must be 
taken that smaller potential risks do not slip between the cracks. As risks are identifi ed 
through organization‐wide objective setting, they should be considered on an entity‐
wide basis as well as by individual operating units. Those individual unit risks should 
be fi rst reviewed and consolidated to identify any key risks that may impact the overall 
organization. In addition, any organization‐wide risks should be identifi ed.  

 Business Unit–Level Risks 

 Risks occur at all levels of an enterprise, whether a major production division with multiple 
plants and thousands of employees or a minority ownership position in a foreign‐country 
sales company. Risks must be considered in each signifi cant organizational unit. The risks 
identifi ed in the minority ownership position in a foreign‐country sales company, for example, 
may be risks unique to that unit, but they should be rolled up to the overall entity. We have 
cited the example of entity‐level risks that might result from failures in manufacturing or 
human rights standards at a small subsidiary in a third‐world country. Risk events here can 
cause an embarrassment to the overall enterprise, but they should have been controlled all 
the way down to that small company unit. The previously discussed Bhopal, India, plant 
explosion disaster brought down the major parent corporation, Union Carbide, as mentioned. 

 Depending on the complexity and number of operating units, risk responsibility 
can often best start as a push‐down process where corporate‐level management will 
formally outline its major risk‐related concerns and ask responsible management at 
each of the major divisions to survey risk objectives through the operating units within 
that division. In this manner, signifi cant risks can be identifi ed at all levels and then 
managed at levels where they can receive the most direct, local support. 

 A major concept surrounding COSO ERM is that an enterprise faces a wide range of 
signifi cant risks at all levels. Some may be signifi cant, while others may be just troubling 
annoyances and viewed as minor. The COSO ERM framework provides a mechanism to 
consider these risks; it is an important tool to help assure SOx compliance.     

 7.6 PUTTING IT ALL TOGETHER: AUDITING RISK AND 
COSO ERM PROCESSES 

 Easily confused with COSO internal controls, the COSO ERM framework outlines a risk 
management approach applicable to all industries and encompassing all types of risk. 
With its focus on recognizing an enterprise’s appetite for risk, the need to look at an 
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enterprise’s overall portfolio of risks, and the need to apply risk management within 
the context of overall strategy setting, COSO ERM provides an excellent platform for 
considering an enterprise’s overall risk environment. While COSO ERM is often ignored 
when looking at other internal control matters, internal auditors should have a CBOK 
general understanding of this important framework.

Internal auditors encounter risk and risk management issues in many audit review 
and analysis areas, and the effective internal auditor should understand risk manage-
ment processes. All too often, an internal auditor will be performing an internal control 
review in some area and will be told that the area was or was not selected because of 
“risk considerations”—an easy set of words to use. The internal auditor should have a 
CBOK level of understanding of basic risk management processes to be able to ask the 
right questions and to review the adequacy of those risk management processes.

With a focus on the COSO ERM framework as well as general good risk management 
practices, internal audit can provide a service to their enterprise by planning and perform-
ing reviews of enterprise‐level risk management processes. Whether acting as internal 
audit reviewers of controls or consultants to management, internal auditors should gain 
a good understanding of the COSO ERM framework. In addition, any internal audit review 
of enterprise ERM processes should be planned through risk‐based internal audit project 
planning approaches as discussed in Chapter 16, using some of the following tools:

 ■ Process flowcharting. As part of any identified ERM process, process flow charts 
can be useful in describing how risk management operates in an enterprise. This 
requires looking at documentation prepared for risk‐related processes, determining 
if they are correct given current conditions, and describing the overall adequacy of 
all levels of enterprise risk processes. Internal audit process modeling and process 
flowcharts are discussed in Chapter 17.

 ■ Reviews of risk and control materials. An ERM process often results in a large 
volume of guidance materials, documented procedures, report formats, and the 
like. There may often be value to an internal audit to review the risk and control 
materials from an effectiveness perspective.

 ■ Benchmarking. Although an often misused term, benchmarking here is the process 
of looking at functions in another environment to assess their operations and to 
develop improved approaches based on the best practices of others. While gathering 
comparative information is often a difficult task due to the reluctance of competing 
enterprises to share it, adherence to the IIA’s “Progress through Sharing” motto 
and traditions should promote this practice.

 ■ Questionnaires. A good method for gathering information on ERM effectiveness from 
a wide range of people, questionnaires can be sent out to designated stakeholders with 
requests for specific information. This is often a valuable internal audit technique.

Internal audit should consider launching a high‐level review of the effectiveness 
of its enterprise’s COSO ERM processes, gather detailed implementation data, and then 
assess the effectiveness of overall COSO ERM in the enterprise and as a tool to support 
and enhance SOx and COSO internal control compliance. Exhibit 7.10 provides guid-
ance for auditing and assessing the status of COSO ERM processes. Any areas where 
processes here appear weak should become a warning signal to senior management.
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 EXHIBIT 7.10     Auditing COSO ERM Procedures  

Step Internal Audit Procedure

1 Meet with appropriate managers to gain an understanding of the enterprise’s 
ERM implementation strategy, its planned scope, project plans, and current 
implementation status.

2 Develop a strategy for reviewing ERM processes, perhaps with a focus emphasizing 
all internal environment processes on an entity level as well as the status of all 
components for a selected subsidiary or business unit.

3 Develop detailed internal audit plans for the components selected for reviews and 
publish engagement letters announcing the planned audits.

4 Review enterprise‐wide ERM guidance materials in place to assess whether 
ERM objectives are being adequately communicated and assess areas where 
communication may be lacking.

5 Assessing ERM philosophy and appetite

5.1 Meet with appropriate senior members of management to assess whether a risk 
management philosophy has been de� ned and communicated.

5.2 Through surveys or interviews completed by selected members of the enterprise to 
determine if the risk appetite has been communicated.

6 Risk management integrity and ethical values

6.1 Review published codes of conduct and other materials to determine if risk‐related 
ethical values are being communicated.

6.2 Review a sample of enterprise communications and assess whether attention is given 
to ERM philosophies.

7 Risk management organization structure

7.1 Meet with human resources management to assess whether processes are in place 
to communicate ERM philosophy to enterprise.

7.2 Review code of conduct records to determine that the code has been periodically 
updated, that all stakeholders have acknowledged it, and that code compliance 
records are in place.

7.3 Based on a review of organization charts and other documentation, assess whether 
ERM philosophy appears to be in place throughout selected units in the enterprise.

8 Select one subsidiary or enterprise unit to determine if enterprise‐wide ERM 
objectives and risk components are in place for the selected unit.

8.1 Assess compliance with ERM internal objectives for the selected business unit.

8.2 Assess compliance with ERM objectives setting processes for the selected business 
unit.

8.3 Assess compliance with ERM event noti� cation processes for the selected business 
unit.

8.4 Assess compliance with ERM risk assessment for the selected business unit.

8.5 Assess compliance with ERM risk response processes for the selected business unit.

8.6 Assess compliance with ERM control activity processes for the selected business 
unit.

8.7 Assess compliance with ERM information and communication processes for the 
selected business unit.

8.8 Assess compliance with ERM risk monitoring processes for the selected business 
unit.
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 Because the two framework models look quite similar on fi rst observation, it is very 
easy to miss thinking about the unique characteristics of COSO ERM. Risk management, 
and COSO ERM in particular, are standards that should be part of every internal audi-
tor’s CBOK. Internal auditors should use risk management principles when deciding 
which areas to select for their reviews, as discussed in Chapter   16   on risk‐based audit 
planning, and then to use risk principles when assessing audit evidence, as discussed 
in Chapter   10  . Perhaps even more important, COSO ERM will grow in importance and 
recognition as more enterprises understand and adopt the ERM framework. Internal 
auditors should understand COSO ERM both in order to audit compliance with these 
processes and to consult with management to ensure more effective  implementations.   

  NOTES    

  1. Robert Moeller,  COSO Enterprise Risk Management: Establishing Effective Governance, Risk, 
and Compliance (GRC) Processes , 2nd ed. (Hoboken, NJ: Wiley, 2011). 

  2. Paul Vickers, “Bhopal ‘Faces Risk of Poisoning,’” BBC News, November 14, 2004, http://
news.bbc.co.uk/2/hi/south_asia/4010511.stm. This is one of many Web references on 
this issue. A search for “Bhopal, India,” and “Dow Chemical” will yield a large amount 
of information on the subject.

   3. Melissa Klein Aguilar, “COSO Releases a New Risk Management Framework,”  Account-
ing Today , October 25, 2004. 

  4. Six Sigma is a disciplined methodology for eliminating defects (driving toward six stan-
dard deviations between the mean and the nearest specifi cation limit) in any process, 
from manufacturing to transactional and from product to service. 
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8CHAPTER EIGHT

Performing Effective Internal Audits

THE MANY CHAPTERS OF THIS book outline our internal audit common body of 
knowledge (CBOK) and cover all aspects of modern internal auditing, including 
basic internal control standards, communicating with the board of directors’ audit 

committee, and performing specialized internal audits in such areas as IT cybersecurity 
controls. This chapter goes through the basic steps and processes necessary to plan, per-
form, and complete individual internal audits. While internal audit organization mat-
ters are covered in other chapters, we will start this chapter with the assumption that 
an enterprise has an effective internal audit function, supported by an approved audit 
charter authorizing the function, as well as audit committee approval for an annual plan 
of internal audit activities as discussed in Chapter 14. This chapter will go through the 
internal audit steps necessary to perform an internal control review. Virtually all internal 
audits start with a reaffi rmation of initial audit objectives, the development of a detailed 
individual audit plan, and then the actual internal audit, including the initial assessment 
review and the documentation of internal controls, tests to determine that key controls 
and other facilities are working as expected, and subsequent reports on the results of the 
audit. While other chapters discuss many different internal audit activities, this chapter 
describes one of internal audit’s core CBOK requirements.

An effective internal auditor serves as a frontline set of eyes and ears for the audit 
committee and senior management, and must do more than just review the enterprise’s 
compliance with published documented procedures. Internal auditors visit organization 
facilities where the actual work is performed and records are maintained, observing 
operations and providing management‐level reports. Internal auditors can then develop 
an understanding of the processes in place and design and perform appropriate tests to 
evaluate supporting internal controls. This chapter introduces procedures to organize, 
plan, and perform internal audits, starting with an internal audit charter, and then 
includes surveys, the documentation of internal controls, workpaper  documentation, 

Brink’s Modern Internal Auditing: A Common 
Body of Knowledge, Eighth Edition 
By Robert R. Moller 
Copyright © 2016 by John Wiley & Sons, Inc. 
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and administrative controls for managing internal audits. These procedures are appro-
priate for virtually all operations, whether an audit of a remote operational area cov-
ering manufacturing resource planning or a corporate headquarters fi nancial area 
such as an accounts payable function. These same procedures are also appropriate for 
specialized audits, such as reviews of telecommunications or information technology 
(IT) controls. The basic steps to perform internal audits discussed in this chapter—such 
as the preliminary survey to evaluate audit evidence, documentation, and controls testing 
techniques—are useful for performing most internal audits.

Our example audit will be based on a review of a hypothetical sample company, 
Global Computer Products, a manufacturer and distributor of IT security hardware 
and software with operations in the United States, India, and the Netherlands. 
There are references to Global Computer Products in other chapters throughout 
this book.

8.1 INITIATING AND LAUNCHING AN INTERNAL AUDIT

An internal charter, as discussed in Chapter 14, is the overall authorizing authority for 
an internal audit function, and provides a justifi cation for launching and performing an 
internal audit in some area of enterprise operations. A credible internal audit function, 
based, for example, in a cold northern area, cannot just say, “Hey, it’s springtime—let’s 
go to our Florida operations and perform an internal audit.” Rather, internal audits 
should be launched for any of a variety of reasons as outlined in the following list in 
descending order. That is, an occurrence‘s location at the top of this list means that an 
internal audit function should drop almost everything else and get to helping with the 
problem.

The justifi cations for initiating and launching an internal audit are:

 1. Corporate reorganizations, including legal or physical threat events. The 
acquisition of a new business or the sale of a current operating unit often creates an 
immediate need for internal audit work. Despite prior approved plans, internal audit 
is often needed at once in these situations. Also, when an enterprise is suddenly 
faced with a major legal allegation or some such matter, it is time for internal audit 
to drop all regular activities and support the overall enterprise objectives. Many 
years ago, this author was the internal audit director for a large retail enterprise 
that was caught by state regulators in a major case of bad business practices. Faced 
with the threat of the shutdown of enterprise operations in several key states, this 
author dropped his regular internal audit activities to review and recommend solu-
tions to fi x the problem, despite the published audit plan and schedule.

 2. Audit committee formal requests. As discussed in Chapter 25, the board audit 
committee is responsible for the internal audit function and approves an annual 
internal plan. That plan should be the main driver of internal audit activities.

 3. A request to schedule an audit by senior management or the external audi-
tors. Despite an audit committee–approved plan, a member of the board, senior 
management, or the external audit fi rm may request an internal audit covering 
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some activity. In such a case, internal audit may adjust its approved plan to allow 
for the requested review.

 4. Need for a follow‐up audit based on the results of a prior audit. Sometimes 
when a scheduled audit has been completed, there will be a need to dig deeper and 
explore fi ndings in greater detail. Special audits should be scheduled to cover these 
areas in greater detail as internal audit’s schedules and resources allow.

 5. A special audit performed at the request of local or unit management. An 
internal audit team, working at various locations, often receives requests for addi-
tional or more detailed audits in some area. The CAE should vet these requests and 
plan such audits as they might fi t into the current internal audit schedule or become 
candidates for the following year’s internal audit plan.

 6. Other auditable areas identifi ed in the audit universe as described in Chap-
ter 15 but not in the regular, approved annual internal audit plan. An audit 
universe schedule describes all of the potential auditable entities in an enterprise. 
If an internal audit function has some slack time—and that should typically never 
occur—such lower‐priority internal audits can be scheduled.

Once internal audit has identifi ed and selected an area for an internal audit review, 
the next steps are to allocate internal audit resources, gather additional supporting 
information as needed, and start the processes of announcing and launching the inter-
nal audit. Our point of emphasis with the six audit selection criteria above is that enter-
prises will encounter many differing needs to launch an internal audit review, and the 
CAE must work closely with the audit committee to ensure that all parties understand 
internal audit’s mission and role in launching and performing an internal audit.

The following sections discuss the overall process of organizing and performing an 
individual internal audit. As a word of caution here, however, we are primarily discussing 
roles where internal audit acts in an attest function, where it reviews an area, performs 
tests to determine if the processes reviewed are in compliance with expectations, and then 
makes recommendations for corrective actions. In those situations where internal audit will 
be operating in a consultative role, a rather different approach is discussed in Chapter 30. 
However, whether internal audit is acting in a normal attest role or as an internal consul-
tant, many of the planning and organization processes discussed in this section are similar.

8.2 ORGANIZING AND PLANNING INTERNAL AUDITS

The steps and processes for organizing and planning internal audits require a general 
understanding of the IIA’s International Standards for the Professional Practice of Inter-
nal Auditing, discussed in Chapter 9, as well as knowledge of supporting internal audit 
guidance tools described in Chapters 10, 11, and 12. For example, this chapter walks 
us through the steps necessary to conduct an internal audit, but an auditor needs some 
support on preparing workpapers and communicating results through audit reports, as 
discussed in Chapter 17. Internal auditing requires a wide range of interrelated skill and 
knowledge areas that cannot simply be described as one sequential set of action steps 
but rather include many interrelated activities.
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While this chapter will outline general steps for performing an internal audit, we 
will focus on an internal controls review of the purchasing and accounts payable pro-
cesses at our example company, Global Computer Products. Our hypothetical company 
must purchase parts to add to its production cycle and pay for those goods through 
supporting accounting processes.

However, before an internal audit function can launch any planned audits, it needs to 
have some building blocks in place to establish an effective internal audit resource or func-
tion. Outlined in other chapters, these internal audit foundation building blocks include:

 ■ An effective plan or organization and a charter for launching internal audit 
activities. Chapter 14 suggests procedures for building an effective internal audit 
function, and Chapter 25 on communications with the board of directors’ audit com-
mittee describes securing planning approval for an internal audit function.

 ■ A long‐range annual audit plan. An individual internal audit should be based 
on an overall plan of activities for the internal audit group. Chapter 15 discusses 
risk‐based audit planning, and of course, that long‐range audit plan would have 
been approved by the audit committee. This chapter starts with the selection of 
long‐range audit plans to begin the actual internal audit activities.

 ■ Standard and effective approaches for performing all internal audits. Chap-
ter 9 discusses the IIA’s International Standards for the Professional Practice of Internal 
Auditing, fundamental requirements for all internal audits, and Chapter 15 outlines 
a series of key competencies necessary to perform internal audits.

Of course, the previous points are not the only key CBOK tools necessary to perform 
effective internal audits. Among other matters, internal auditors need to develop good 
approaches for evaluating audit evidence (see Chapter 10), effective audit results report-
ing (see Chapter 18), a strong understanding of the COSO internal control framework 
(see Chapter 3), and a consistent framework for evaluating those controls (see Chapter 5).

Starting with steps for planning an internal audit and then continuing through 
a variety of audit processes, this section will outline the steps necessary for an inter-
nal controls review of the production parts purchasing cycle at a unit of our sample 
company, a representative internal audit. Our objective here and in other supporting 
chapters is to suggest a series of internal audit procedures for performing reviews. 
Whether as an individual professional or as the enterprise’s internal audit department 
or function, internal audit will be more effective if all members of the audit staff follow 
consistent, professional procedures in performing their reviews. They will become a 
strong enterprise resource in the eyes of management, who should expect consistent, 
quality approaches from the ongoing performance of their internal audit resources.

8.3 INTERNAL AUDIT PREPARATORY ACTIVITIES

Each internal audit project or assignment should be carefully planned prior to its start. 
Audits should be initiated as a scheduled element in internal audit’s annual planning 
and risk assessment process through a management or audit committee special request 
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or in response to unplanned events, such as the discovery of a fraud, new regulations, or 
unexpected economic events. Some internal audits will be updates or repeats of reviews 
performed in prior periods, such as an update of some internal controls and testing 
as part of a review of a SOx Section 404 key process, but internal audit has a need to 
regularly launch new internal audit reviews. Whether the new audit is a scheduled but 
first‐time review or an audit requirement that was identified because of some unex-
pected event, internal audit needs to develop a plan for it.

Chapter 16 discusses project management and the importance of developing 
plans for individual internal audits as well as periodic plans for the overall audit 
function. Exhibit 8.1 is a sample authorizing charter for our Global Computer Prod-
ucts example enterprise. As discussed in Chapter 16, internal audit would use this 
charter authorization to build an annual internal audit plan to outline its activities 
over a future period. The plan would be approved by the audit committee and would 
be periodically updated as internal audit reports its progress to the audit committee. 
Later in this book, Exhibit 25.4 shows an example of a one‐year summarized plan 
for upcoming internal audits. In this chapter, we will outline the steps necessary for 
a new internal audit plan covering purchasing and accounts payable internal con-
trols at our Global Computer Products example enterprise. The audit was initially 
scheduled with some high‐level stated objectives and hours estimates. This chapter 
brings us from the high‐level annual internal audit plan to steps for getting ready 
to perform the actual audit.

After internal audit has developed an annual plan for the upcoming year, plan-
ning and scheduling individual internal audits can often be a challenge. Despite well‐
thought‐out plans, unscheduled events, requests from management, or situations such 
as unfavorable results from other audits may cause changes in an internal audit’s long‐
range plan. While there often are pressures to begin such special audits immediately, 
a properly planned audit will almost always produce better audit results. In addition, 
internal audit can obtain significant savings in time and effort with adequate advance 
planning and preparatory work.

Although a small element of the preparatory activities described in this chapter 
can be performed concurrent with the audit itself, most of these internal audit activi-
ties should take place in advance of  visiting the audit site or beginning the internal 
audit. These important preparatory activities include defining the objectives, scope, 
and procedures or audit program to be used in an individual audit. This is particularly 
important in larger enterprises that are performing multiple concurrent audits with 
different mixes of audit personnel assigned to each. The following sections discuss 
steps required to plan and perform a typical internal audit. Based on Exhibit 8.2’s 
example audit plan, assume that internal audit can begin work on a planned accounts 
payable systems review at Global Computer Products’ Minneapolis production facili-
ties. Also assume that this is a new audit that was scheduled in the prior year as part 
internal audit’s risk assessment–based planning processes.

While no single internal audit is really typical, the planning outlined here should 
normally be done well in advance for most internal audits. Relative project management 
risks, as discussed in Chapter 16, should have been considered as part of the long‐range 
audit plan leading up to each individual internal audit. Once the need for the new audit 
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EXHIBIT 8.1 Sample Internal Audit Charter

 Internal Audit Department

 Authorizing Charter

Internal Audit’s Mission

The mission of Global Computer Products Internal Audit is to ensure that company operations 
follow high standards both by providing an independent, objective assurance function and 
by advising on best practices. By using a systematic and disciplined approach, Internal Audit 
helps Global Computer Products accomplish its objectives by evaluating and improving the 
effectiveness of risk management, internal control, and governance processes.

Independence and Objectivity

To ensure independence, Internal Audit reports directly to the Board of Directors Audit 
Committee, and to maintain objectivity, Internal Audit is not involved in day‐to‐day company 
operations or internal control procedures.

Scope and Responsibilities

The scope of Internal Audit’s work includes the review of risk management procedures, internal 
control, information systems and governance processes. This work also involves periodic testing 
of transactions, best practice reviews, special investigations, appraisals of legal and regulatory 
requirements, and measures to help prevent and detect fraud.

To ful� ll its responsibilities, Internal Audit shall:

 Identify and assess potential risks for all areas of enterprise operations.

  Review the adequacy of controls established to ensure compliance with policies, plans, 
procedures, and business objectives.

  Assess the reliability and security of � nancial and management information and supporting 
systems and operations that produce this information.

 Assess the means of safeguarding assets.

 Review established processes and propose improvements.

 Appraise the use of resources with regard to economy, ef� ciency, and effectiveness.

 Follow up recommendations to make sure that effective remedial action is taken.

  Carry out ad hoc appraisals, investigations, or reviews requested by the Audit Committee 
and Management.

Internal Audit’s Authority

In order to promote effective controls at reasonable cost, Internal Audit is authorized, in the 
course of its activities, to:

  Enter all areas of Global Computer Products operations and have access to any documents 
and records considered necessary for the performance of its functions.

  Require all members of staff and Management to supply requested information and 
explanations within a reasonable period of time.

Accountability

Internal Audit shall prepare, in liaison with Management and the Audit Committee, an annual 
audit plan that is based on business risks, the results of other internal audits, and input from 
Management. The plan shall be presented to Senior Management, including the General 
Counsel, for approval by the Audit Committee. Any needed adjustments to the plan should be 
communicated to and approved by the Audit Committee.
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has been identifi ed, the next steps should be to defi ne or reaffi rm the specifi c audit objec-
tives, work out logistics arrangements for the review, and then develop a detailed indi-
vidual audit plan for that review. The following sections discuss the major components 
for performing such an internal audit.

Determine the Audit Objectives

Internal audit should generally establish plans for internal audit activities that typically 
cover a fi scal‐year period. These long‐range plans are based on management and audit 
committee requests, audit staff capabilities, the nature of prior audit work, available 
resources, and general risks facing the enterprise. This long‐range, risk‐based internal 

EXHIBIT 8.2 Generic Individual Audit Plan

REF Audit Activity Week 1 Week 2 Week 3 Week 4 Week 5

1 Review past activity and assess risks X

2 Develop audit approach and 
preliminary plan

X

3 Contact site to schedule audit X

4 Travel to location X

5 Review and document processes X

6 Perform walk‐through to verify X X

7 Develop and perform tests of 
internal controls

X X

8 Perform other audit procedures as 
planned

X

9 Summarize and con� rm audit results X X

10 Complete audit workpapers X

11 Schedule audit closing meeting X

12 Prepare draft audit report with 
recommendations

X

Internal Audit is responsible for planning, conducting, reporting, and following up on audit 
projects included in the audit plan, and deciding on the scope and timing of these audits. The 
results of each internal audit will be reported through a detailed audit report that summarizes 
the objectives and scope of the audit as well as observations and recommendations. In all 
cases, follow‐up work will be undertaken to ensure adequate response to Internal Audit’s 
recommendations. Internal Audit also will submit an annual report to Senior Management and 
to the Audit Committee on the results of the audit work, including signi� cant risk exposures and 
control issues.

Standards

Internal Audit adheres to the standards and professional practices published by both the 
Institute of Internal Auditors as well as the Information Technology Governance Institute.
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audit planning process, discussed in Chapter 16, paints a sort of big‐picture activity list 
for internal audit. However, changes in business operations and the general economy, 
problems identified through other internal audits, new laws and regulations, audit staff 
changes, or any of a variety of other issues may somewhat alter that long‐range audit 
plan. These overall audit plans should include high‐level objectives for each planned 
audit as well as an understanding of the surrounding risk environments.

A high‐level objective statement should be established for each individual planned 
audit. These do not have to be detailed lists of requirements but should have sufficient 
information to tell the auditee, management, and others what internal audit is trying 
to accomplish when launching an internal audit in some area. Here are some examples 
of internal audit objective statements:

 ■ To assess the adequacy of purchasing system internal accounting controls at the 
Global Computer Products Minneapolis facility as well as the purchasing processes 
at multiple branch facilities, interfaces to the accounts payable system at corporate 
headquarters, and automated systems to support these processes.

 ■ To update documented processes and test internal controls, as necessary, for fixed 
asset management processes to satisfy their SOx Section 404 requirements.

 ■ To review the internal controls in place over maintenance for the IT configuration 
management database and supporting procedures.

Each of these fairly brief example objective statements describes what internal audit 
is planning to accomplish in an upcoming review. While the project can be expanded 
as the reviews get started, these objective statements get an internal audit launched.

Closely tied to the objective statement, a scope statement is sometimes valuable to 
add as well. For example, an objective statement can identify a planned review of qual-
ity management production processes in international operations; a scope statement 
might limit the review to only Australia/New Zealand operations. The scope statement 
better defines what the new audit is trying to accomplish.

These internal audit preliminary objective and scope statements should be reviewed 
with management or others requesting the audit. An effective way to describe these 
internal audit plans is through an audit planning memo. While not a document pre-
sented directly to the auditee, this communication describes what internal audit is plan-
ning to accomplish, who will be doing the review, and its approximate timing. Such a 
memo is an essential starting document for the workpapers, as described in Chapter 17, 
documenting that internal audit. Exhibit 8.3 shows a sample audit planning memo 
where an internal audit supervisor outlines the objectives of a planned internal audit, 
who will be assigned to do the work, and its estimated timing. Of course, even though 
our exhibit shows this as a memo from the old hard‐copy paper days, the planning memo 
today would almost certainly be an electronic document.

Audit Schedule and Time Estimates

The approved annual internal audit plan, discussed in Chapter 16, outlines which inter-
nal audits are to be performed in any given period. Key internal audit staff members and 
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EXHIBIT 8.3 Audit Planning Memo Sample

February 2, 20xx

To:   Workpaper Files

From:   L. C. Tuttle, Audit Supervisor

Subject:  Accounts Payable Systems Audit Planning Memo

This memo is to document the planned review of key purchasing and accounts payable processes at 
Global Computer Products manufacturing facility in Minneapolis, MN. The review will be performed 
by two members of our internal audit staff with L. C. Tuttle as project leader and Herman Hollerith 
providing support for our review of network and IT systems controls.

The objective of this review will be to assess the adequacy of purchasing system internal 
accounting controls at the Global Computer Products Minneapolis facility as well as the 
purchasing processes at multiple branch facilities, interfaces to the accounts payable system at 
corporate headquarters, and automated systems to support these processes.

The audit is scheduled to begin on about March 15, 20xx, and has been budgeted for a total of 
XX hours of time from the on‐site audit team. A detailed plan, including expected hours for each 
auditor, will be prepared prior to the start of this review.

The review will emphasize controls over linkages from the purchasing system to other enterprise 
manufacturing database systems. In addition, the review will update documentation and 
perform tests, as necessary, to support SOx Section 404 requirements covering this process.  
All recommendations and audit � ndings will be reported in a normal internal audit department 
report.

L. C. Tuttle, Audit Supervisor

W. J. Rawdon, Audit Manager

 managers should have participated in this planning process and be aware of ongoing needs 
for any subsequent plan adjustments. Preliminary time estimates are established and time 
frames set for performing each audit. However, changes are often made to this annual plan 
during the course of the year due to the increased resource requirements of other audits 
in progress, revised audit scopes, personnel changes, and other management priorities.

In addition to the annual plan and any necessary revisions, individual audit sched-
ules should be prepared based on this plan. Depending on the nature of the audits per-
formed and audit staff size, these individual schedules may cover a month, a quarter, 
or a longer period. For a larger internal audit group, detailed audit schedules should be 
prepared for the entire audit department as well as individual auditors and reviewed at 
least monthly to refl ect changes or adjustments. For example, an internal audit specialist 
in a key area may be unavailable for several weeks or months. This might require an 
overall shift in audit department plans.

Exhibit 8.4 shows a sample detailed schedule of audit activity for an entire depart-
ment over a three‐month period. The same type of plan can be reorganized to show 



190 ◾ Performing Effective Internal Audits

c08 190 17 November 2015 5:49 PM

project assignments for each auditor over a similar multimonth period and can also be 
used to show scheduled vacations, supervisory administrative time, and formal train-
ing. As a control device, a detailed audit plan can serve as a tool for the reconciliation 
of available auditor days with scheduled audit requirements.

The number and level of staff required for various audits depends on an evaluation 
of the nature and complexity of the audit projects as well as internal auditor abilities 
and time constraints. Audit projects should be broken down into individual tasks for 
making these audit project hour estimates. Overall estimates are then more reliable 
and can serve as a benchmark for comparing actual with budgeted audit performance. 
Of course, the plans developed at an early stage of the audit are often preliminary and 
must be adjusted once more information is obtained.

Auditor skills and developmental needs should be considered in selecting personnel 
for any audit project assignment. After deciding on the individual audit segments, the 
talents needed to perform the audit tasks must be determined. For example, one segment 
of a planned audit may require an information systems audit specialist to evaluate cer-
tain IT controls, while another segment may require audit sampling skills to construct 
and evaluate a statistical test.

Internal Audit Preliminary Surveys

The annual risk‐based long‐range audit plans discussed in Chapter 16 should of course 
be made with knowledge of the expected areas to be audited. For example, based on past 

EXHIBIT 8.4 Audit Plan Project Schedule Example

Global Computer Products Internal Audit Department

February, March, and April Audit Project Schedule Hours

Project # Audit Auditor Activity Feb (hrs.) Mar (hrs.) Apr (hrs.)

A23‐06 A/P—Purchasing 
Minneapolis Review

Hollerith Test IT Controls 20 80 45

A23‐06 A/P—Purchasing 
Minneapolis Review

Spatz Document 
Processes

110 24 12

A23‐06 A/P—Purchasing 
Minneapolis Review

Prusch Tests of 
Transactions

36 80 12

A23‐06 A/P—Purchasing 
Minneapolis Review

Tuttle Manage Audit 12 18 20

A28‐78 Branch Sales Of� ces Bushman US West Results 120 145 30

A28‐78 Branch Sales Of� ces Lester US West Results 0 68 160

A31‐01 Job Control Review Doe Document 
Processes

0 64 80

A31‐01 Job Control Review Hollerith Test IT Controls 0 40 40

A31‐01 Job Control Review Tuttle Manage Audit 8 12 12
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experience, audit management would realize that a branch office review should take 
about X hours to complete; however, risk analysis for annual audit planning is often 
performed at a high or overview level. There is often a need to go beyond those annual 
plan‐hours estimates before starting the actual audit. If plans are for a repetitive review 
of an area previously reviewed, a good first step should be a preliminary survey that 
gathers background materials regarding the entity to be audited. This survey is often the 
responsibility of audit management or the designated in‐charge auditor. The following 
are items that should be reviewed, if available, during an internal audit preliminary 
survey:

 ■ Review of prior workpapers. The prior audit objectives and scope, audit workpa-
pers, and audit programs should be reviewed to gain familiarity with approaches 
used and the results of those audits. Internal audit critiques, prepared at the end 
of each review and discussed in Chapter 18, help to better understand the prior 
review approaches used and the alternatives available. Special attention should 
be given to any problems encountered in the prior audit and the suggested meth-
ods of solving them. The organization of internal audit workpapers is discussed 
in Chapter 17.

 ■ Knowing the amount of time from the prior audit. Any internal problems 
encountered can help determine the planned resources needed. The results of 
prior tests performed should be reviewed, deciding whether any should be reduced, 
eliminated, expanded, or performed on a rotating basis in future audits. Prior 
workpapers may indicate that a large sample of test‐count items was included as 
part of an inventory review, but due to generally good internal control procedures, 
few problems were encountered. Planning for the upcoming audit should focus 
on whether those same control procedures, still in place, can allow sample sizes 
to be reduced.

 ■ Review of prior audit reports. Past audit findings and their significance should 
always be considered, including the extent of management commitments to take 
corrective actions. To obtain leads to other sensitive areas, the auditor should also 
study reports on similar entities or functions in the organization. For example, if a 
branch‐level audit is planned in a multibranch unit, recent audit reports covering 
other branches may point to potential problem areas in the branch planned for 
review. Related findings in other areas may also be useful.

 ■ Significant recommended corrective actions. Particular attention should 
be given if substantial corrective actions were required in that past audit, and 
the upcoming planned audit should include an examination of those areas as 
well. Attention should also be directed to any disputed items from a prior report. 
Although internal audit management should have an objective of clearing up all 
disputed items in an audit report, there may be situations where the auditor and 
auditee agree to disagree. These matters are discussed in Chapter 18 on reporting 
audit results. The auditor should note any such areas as a suggestion for a planned 
audit in an upcoming period.

 ■ Organization of the entity. An internal auditor should obtain an organization 
chart of the planned audit entity to understand its structure and responsibilities. 
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Particular attention should be given to areas where there may be a potential sepa-
ration‐of‐duties problem. In addition, the number of employees and the names of 
key employee contacts by major departments or sections should be obtained. This 
should include, if possible, the name of a key liaison person for contact during the 
planned audit. If applicable, the entity’s mission statement or similar functional 
descriptions should be obtained to better understand its purpose. Budgets and 
fi nancial performance data also should be reviewed as background material. The 
internal audit manager may want to gain this information through a telephone 
request or e‐mail note and should advise the auditee that the requested informa-
tion is to help in the planning of the potential audit. The areas reviewed when 
gaining an understanding of the organization of the entity will vary somewhat 
depending on the type of audit planned. In an operational audit of a manufactur-
ing area, an internal auditor might want to gain an overall understanding of the 
manufacturing process. Similarly, a planned IT operations general‐controls review 
would require the internal auditor to gain some background information about 
the operations environment, the telecommunications network, and the applica-
tions processed.

 ■ Other related audit materials. Supporting data from related audits completed, 
planned, or in process should also be studied. This may include problems identifi ed 
by external auditors in a prior‐period SOx Section 404 review or any reviews by 
governmental regulatory auditors. The results of internal reviews by departmen-
tal or other organization offi cials, press releases, and other related reports provide 
additional useful background material. Any indication of known problem areas 
from these reviews should be noted. In some instances, it is benefi cial to review 
articles in the professional literature—such as the Institute of Internal Auditors’ 
 publications—to discuss successful approaches used by other internal auditors.

8.4 STARTING THE INTERNAL AUDIT

As discussed in the prior sections, we have planned our internal audit at our Global Com-
puter Products example company and defi ned its objectives. Now the fi rst step in actually 
starting most internal audits is to inform the group or organization to be audited—the 
auditee—that an internal audit has been scheduled. Although internal audit would 
have prepared a planning memo, as shown in Exhibit 8.3, as documentation for the 
internal audit fi les, the group or function to be audited must be informed of this planned 
internal audit. The only exception to this rule would be a fraud‐related investigation, 
where internal audit generally would appear at the auditee site unannounced. A differ-
ent situation from internal audit, fraud detection reviews are discussed in Chapter 27. 
Otherwise, internal audit should inform appropriate persons at the facility or unit to be 
reviewed through an informal note followed up by a more formal notice.

This notice of a planned upcoming internal audit is called an engagement letter. It 
is an internal planning document that informs the auditee of when the internal audit is 
scheduled, who will be performing the review, and why the audit has been planned (regu-
larly scheduled audit, management or auditor committee request, etc.). This who, what, 
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and why approach should be used for all engagement letters. A sample engagement letter 
is shown in Exhibit 8.5. This letter should notify auditee management of the following:

 1. Addressee. The communication should be addressed to the manager directly 
responsible for the unit being audited.

 2. Objectives and scope of the planned audit. The auditee should be clearly 
advised of the purpose of the planned internal audit and the areas it will cover. For 
example, the letter might advise that internal audit plans to review internal con-
trols over the shop floor labor collection system, including main‐plant shop floor 
 operations.

 3. Expected start date and planned duration of the audit. As much as possible, 
the engagement letter should give the auditee some understanding of the timing of 
the audit.

 4. Persons responsible for performing the review. At a minimum, the in‐charge 
auditor should be identified for this planned audit. This will help auditee manage-
ment to identify this key person if a team of auditors arrives on site.

 5. Advance preparation needs. Any requirements needed in advance of the field 
visit or at the audit site should be outlined. This might include copies of certain 
reports in advance of the visit. This is also an appropriate place to request internal 
audit temporary office space, computer systems network access, and access to key 
IT systems or databases.

 6. Engagement letter copies. Although the term carbon copy or CC is outdated today, 
copies of the engagement letter should be directed to appropriate persons in the 
enterprise with a need to know.

Based on the overall audit objectives, financial, statistical, and other reports relating 
to the entity being audited should also be requested in advance as part of the engage-
ment memo. Reports of this nature can help identify trends or allow comparisons 
between entities to determine any significant variances. Appropriate levels of manage-
ment should also be copied on this engagement memo. Although it is usually appropri-
ate to inform auditee management that an internal audit has been scheduled, there 
may be circumstances where no formal engagement letter is released. For example, if 
the audit is fraud‐related, the review might be performed on a surprise basis and only 
scheduled through appropriate levels of senior management. Small retail locations are 
also good candidates for surprise audits even though there is no suspicion of fraud. In 
most instances, however, auditee management should be informed of the planned audit 
visit and made aware of internal audit’s planned objectives.

Some internal audit professionals have taken different stands on whether audits 
should be announced in advance. They argue that a surprise audit allows a review to see 
actual conditions without giving the auditee the benefit of cleaning up records, documen-
tation, and other matters. However, the arrival of an audit team for an unannounced audit 
can cause serious disruptions to the auditee organization, with the possibility that the 
prime auditee may be on vacation or away at a seminar. Unless there is a suspected fraud 
or a need for a surprise cash count, unannounced audits should generally be avoided. 
There may even be reasons to postpone or reschedule the review as announced in the 
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engagement letter. For example, a key manager or technical support authority may have 
a prescheduled vacation during the period of the planned audit. If that person is a key 
source of information and if there are no special reasons for the audit’s planned time 
schedule, audit management should reschedule it to accommodate local management. 
In many situations, however, unit management may inform internal audit that “this is a 
bad time,” with no strong reasons for postponing the audit. Because internal audit has a 
comprehensive schedule of planned audits and its own scheduling problems, it is appropri-
ate to refuse such requests for postponement and insist on initiating the audit as planned.

Once the audit has been scheduled and auditee management informed, the assigned 
audit team should be ready to begin work at the auditee site. This phase of the audit is 
called fi eldwork, an old term dating back to the early days of internal auditing. Even 

EXHIBIT 8.5 Internal Audit Engagement Letter Example

February 2, 20xx

To:   Red Buttons, Dept. 7702

From:   L. C. Tuttle, Audit Supervisor

Subject: Accounts Payable Systems Audit

The internal audit department has scheduled a review of your purchasing systems and 
accounts payable processes. Our review will include internal controls over the key purchasing 
and accounts payable processes at the Global Computer Products manufacturing facility in 
Minneapolis, MN. The review has been scheduled as part of our annual internal audit planning 
process, approved by the Board of Directors Audit Committee.

The objective of our review will be to assess the adequacy of purchasing system internal 
accounting controls at this Global Computer Products Minneapolis facility as well as the 
purchasing processes at multiple branch facilities, interfaces to the accounts payable system at 
corporate headquarters, and automated systems to support these processes.

Our audit is scheduled to begin on about March 15, 20xx, with myself as the in‐charge auditor, 
two other members of the internal audit staff, Judy Spatz and Marcie Prusch, as well as Herman 
Hollerith, who will lead a review of supporting network and IT systems controls. We plan to 
conclude our work in June, including the issuance of an internal audit report.

We will need access to your regular purchasing and accounts payable system records and � les.  
In addition, please inform the vendors providing you with purchasing systems support that we 
may need to access some of their supporting systems as part of our internal audit testing.

Please arrange for systems access and temporary systems passwords for myself as well as our 
internal audit team of Spatz, Prusch, and Hollerith. We will also require some working space in 
your of� ce area. Please contact me at lc.tuttle@globalcomputerprod.com or at ext. 9999 if you 
have any questions.

L. C. Tuttle, Audit Supervisor

W. J. Rawdon, Audit Manager
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though the audit may not take place at a remote site and possibly will start just down 
the hall from internal audit or will mainly consist of reviews through Web screens, we 
still call this phase fieldwork. The term dates from earlier days when internal auditors 
traveled to remote locations—the field— to perform their internal audit reviews. At this 
point, the internal audit team has gathered such background information as relevant 
policies and procedures. Internal audit would next perform a field survey to improve the 
assigned audit team’s understanding of the areas to be reviewed as well as to establish 
preliminary audit documentation of those procedures. We are describing this internal 
audit field survey as a first‐time audit event. However, in many cases, internal audit will 
be returning to perform a repeat review after a lapse of time. In that case, workpaper 
documentation should be retrieved and updated for the newly scheduled internal audit.

Internal Audit Field Surveys

A preliminary survey is often critically important in determining the direction, detailed 
scope, and extent of the audit effort; it is the first step taken at the audit site. The auditor 
cannot just rush in with no clear purpose or objectives and begin examining documents 
and observing operations. A field survey allows auditors to (1) familiarize themselves 
with the major local processes in place, and (2) evaluate the control structure and level 
of control risk in the various processes and systems included within the audit. If mem-
bers of the audit team are unfamiliar with the audit location and its management, this 
is the point to make introductions and clarify any questions that may have been raised 
through the engagement letter. It is also the appropriate time for the in‐charge auditor 
to outline planned interview requirements and to establish a preliminary schedule. The 
following information elements should be assembled by the in‐charge auditor and other 
members of the team during a typical field survey:

 ■ Organization. During the field survey, the auditors should confirm that organiza-
tion charts, whether online or on paper, are correct and include the names of key 
personnel. The auditor should become familiar with functional responsibilities and 
key people involved in the operations. Often a title on an organization chart does 
not reflect the true responsibilities of that position. Formal position descriptions 
should be requested whenever they may be appropriate. If the function does not 
have prepared charts available at the time of the preliminary survey, the auditor 
should draft a rough organization chart and review these assumptions with auditee 
management.

 ■ Manuals and directives. Copies of applicable policy and procedure manuals, 
extracting data of interest for the audit workpapers, may be available through an 
online system, and appropriate access should be obtained. Applicable federal and 
state laws and regulations should be studied, as well as management directives to 
comply with them. Depending on the overall objectives of the audit, correspondence 
files should also be screened for applicable materials.

 ■ Reports. Relevant management reports and minutes of meetings covering areas 
appropriate to the audit—budgeting, operations, cost studies, and personnel mat-
ters, and the results of any external inspections or management reviews as well 



196 ◾ Performing Effective Internal Audits

c08 196 17 November 2015 5:49 PM

as actions taken—should be analyzed. Examples might include manufacturing 
cost performance reports or a fire inspector’s review of computer server centers’ 
physical security. Such reports may provide leads for the audit, as well as a sum-
mary of problems faced, recommendations made, and progress achieved in their 
implementation.

 ■ Personal observations. A tour or walk‐through of the activity familiarizes inter-
nal auditors with the entity, its basic operations, personnel, and space utilization. 
It also provides the audit team an opportunity to ask questions and observe opera-
tions. Auditors are sometimes guilty of visiting an operation, spending much of 
their time in an accounting or administrative office, and completing the audit with-
out a clear understanding of the actual activity audited. This can result in serious 
omissions in the final audit work. The impressions gained from this tour should be 
documented in the audit workpapers as a narrative. Compliance with company 
procedures should also be observed and documented.

 ■ Discussions with key personnel. Discussions with key personnel in the area 
being audited help to determine known problems, the current results of the unit’s 
operations, and any planned changes or reorganizations. Questions should be 
raised based on preliminary data reviewed or tour observations.

The field survey should be the initial review contact point with the auditee; here, 
local management can meet the audit team and the assigned auditors have their first 
exposure to the entity to be reviewed. Problems or misunderstandings can potentially 
arise at this point. Although these matters should have been resolved at the time of 
the engagement letter release, unit management may not always understand what the 
internal auditors want, or internal audit may not have a correct understanding of the 
entity, despite their preliminary planning. The result may point to a need to somewhat 
adjust the scope of the planned review, the planned audit procedures, or even the overall 
audit. Small changes are appropriate, but this is not the time to revise internal audit 
plans. If changes are requested, the assigned in‐charge auditor should contact internal 
audit management for guidance.

This section has referred to both “the internal auditor” and “the in‐charge audi-
tor.” Depending on the size of the overall internal audit staff and the audit engagement, 
the review may be performed by one or several internal auditors. One assigned auditor 
should always be designated the in‐charge auditor, with responsibility for making most 
on‐site audit decisions. In‐charge responsibilities are usually assigned to more senior 
members of the audit staff, but the responsibility should be rotated throughout the staff 
to give less experienced auditors some management experience. Internal audit staffing 
roles and responsibilities are discussed in Chapter 15.

Documenting the Internal Audit Field Survey

Normally, the field survey will occupy the first day or two at the audit site. For large reviews, 
the survey can be performed during a separate visit in advance of the auditor’s detailed test-
ing and analysis work. In either case, the work performed and summaries of data gathered 
through the field survey should be documented in audit workpapers. Copies of key reports 
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and published procedures should be obtained, summary notes and observations recorded 
from all interviews and tours, and flowcharts prepared for all systems or processes. These 
materials should be part of the auditor’s workpapers, as discussed in Chapter 17.

An internal auditor’s field survey also can identify new or revised audit techniques 
in the light of changed auditee procedures or operating conditions. For example, a func-
tion that was once a traditional IT application processes may now be Web‐based or use 
cloud technologies. Software to draft flowcharts should be prepared describing major 
processes including changes from any prior audits. Through their graphic summary of 
the flow of operations and data, flowcharts are often a key tool to illustrate complexi-
ties and control points in a system or process. The old adage that “a picture is worth a 
thousand words” very much applies here.

The concept of developing flowcharts for all major transaction processes is impor-
tant for documenting many audit processes and is necessary for the SOx Section 404 
documentation discussed in Chapter 5. There are many variations and approaches to 
developing flowcharts, but they are a good tool to show the relationships between differ-
ent operational elements and where control points exist in a process. Once completed, 
these flowcharts become part of the auditor’s permanent workpaper file for that entity. 
They also support requirements that organizations maintain documentation covering 
their internal controls. The ability to use software tools to construct a process flowchart 
should be part of every internal auditor’s CBOK.

Field Survey Auditor Conclusions

The purpose of an internal audit field survey is to confirm the assumptions gained from 
the preliminary audit planning and to develop an understanding of key systems and pro-
cesses. Because the information that supports the preliminary audit planning is often 
imperfect, this is an important point where the assigned audit team can make adjust-
ments to the planned audit scope and objectives. For larger audits, it is often a good idea 
for internal audit management to visit the team performing the field survey and review 
its results. This way, any necessary management‐approved scope changes can be made. 
This on‐site presence can clear up any potential questions that could be raised later.

An internal auditor may encounter instances where the information gathered from 
a field survey may cause the audit team either to adjust the planned audit scope substan-
tially or even to cancel the detailed audit work. Sometimes the audit team involved in the 
preliminary planning may call the auditee at a remote location and be advised that there 
are “no changes” in the area of the auditor’s interest. When the audit team arrives, the field 
survey could point out significant changes, such as the introduction of a new information 
system, which changes the overall control environment and may require the internal audit 
team to add another specialist to the project, causing both staffing and audit test strategy 
adjustments. In other cases, the audit team may find that changes are so substantial that 
the planned audit should be canceled or postponed. In most instances, however, the field 
survey provides the audit team with additional data to help it adjust its planned procedures.

The materials gathered in an internal audit field survey should be used either to doc-
ument or to update a workpaper permanent file. If a member of audit management is not 
on site, the results of the survey should be summarized in written form,  communicated 
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through e‐mail, and reviewed with internal audit management before proceeding with 
the audit. Exhibit 8.6 is an example of an internal audit report on fi eld survey conclu-
sions. This document is particularly important if the in‐charge auditor feels there is a 
need to change audit scope or planned procedures.

8.5 DEVELOPING AND PREPARING AUDIT PROGRAMS

Internal audits should be organized and performed in a consistent manner with an 
objective of minimizing arbitrary or unnecessary auditor procedures. To help achieve 
this goal of audit consistency, internal auditors should use what are called audit programs
to perform audit procedures in a consistent and effective manner for similar types of 
audits. The term program refers to a set of auditor procedures similar to the steps in a 
computer program, instructions that go through the same program instructions every 

EXHIBIT 8.6 Field Survey Conclusions Audit Report Example

April 1, 20XX

To:   Sandra Smyth, Audit Manager

From:   L. C. Tuttle, Audit Supervisor

Subject:  Purchasing & Accounts Payable Minneapolis Field Survey

We have concluded our � eld survey at the Minneapolis site that included a review of active 
supporting processes as well as an observation of operations.  While most of our preliminary 
internal audit plans to review internal controls are correct and will support our upcoming 
planned internal audit here, we identi� ed several areas where our planned audit scope and 
planned procedures should be modi� ed:

1. Cash Discount System.  We were advised that with the low interest rates we have been 
experiencing in recent years, the unit has found little advantage in taking cash discounts from 
prompt payments.  As a result, we were advised that these processes are not normally used 
today.  We should modify our planned audit procedures in this area from the planned 20 
hours to just a very limited 4-hour-internal audit documentation update.

2. Prevalence of Web‐Based Processes. Local purchasing systems have moved from the more 
paper‐forms based processes of just � ve years ago to a totally Web‐oriented environment.  Our 
planned hours should be expanded to document these new processes and to develop new 
testing procedures as appropriate.  Herman Hollerith was budgeted for 145 hours over three 
months to review and test the old system.  We should expand his planned 145 hours to 200 hours, 
and increase his planned 20 hours in the � rst month to 40 hours.  That time would be spent on 
understanding, documenting, and developing testing procedures for the Web application.

Please advise if these proposed changes to our audit plan are acceptable.

L. C. Tuttle, Audit Supervisor

W. J. Rawdon, Audit Manager
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time the process is run. For example, a computer program to calculate pay will include 
instructions to read the time card file of hours worked, look up the employee’s rate where 
it is stored in another file, and then calculate the gross pay. The same steps apply for 
every employee unless there are exceptions such as overtime rates coded into the payroll 
program. Similarly, an audit program is a set of preestablished steps an internal auditor 
performs. An audit program is a tool for planning, directing, and controlling audit work 
and a blueprint for action, specifying the steps to be performed to meet audit objectives. 
It represents the auditor’s selection of the best methods of getting the job done and serves 
as a basis for recording the work steps performed.

An effective internal audit department should have a series of generalized audit pro-
grams prepared for most of its recurring audit activities. Many of these programs, such as 
one covering an observation of the taking of physical inventories, are often used from year 
to year and enterprise entity to entity with little change. In other situations, the internal 
auditor may only have to modify a standard program to the unique aspects of a particular 
audit. In some situations, a standard audit program will not be applicable. For example, the 
internal auditor may want to review controls in a new business entity with some unique 
control characteristics, or audit management may want to take a different approach 
because of problems encountered with similar previous reviews. Based on planned audit 
objectives and data gathered in the preliminary and field surveys, the in‐charge audi-
tor may want to prepare a customized audit program for guiding the review. This may 
be little more than a standardized program with minimal local changes, or it may be a 
unique set of audit procedures based on the preliminary planning and the results from 
the field survey. In order to prepare this program, the internal auditor first should have 
an understanding of the characteristics of what constitutes an adequate audit program.

Audit Program Formats and Their Preparation

An audit program is a procedure describing the steps and tests to be performed by the 
auditor when actually doing fieldwork. The program should be finalized after the com-
pletion of the preliminary and field surveys and before starting the actual audit. It should 
be constructed with several criteria in mind, the most important of which is that the 
program should identify the aspects of the area to be further examined and the sensitive 
areas that require audit emphasis.

A second important purpose of an audit program is that it should guide both junior 
and more experienced internal auditors. For example, management may request that 
internal audit observe the taking of an annual physical inventory. This type of review 
consists of fairly standard procedures to assure, among other matters, that goods shipping 
and receiving cutoff procedures are proper. A less experienced internal auditor may not 
be aware of these procedure steps, and even experienced internal auditors may forget one 
or another. An audit program outlines the required audit steps. An established internal 
audit department will probably have built a library of programs, established over time, for 
tasks such as a physical inventory observation or a review of fixed assets. When planning a 
review where such established programs exist, audit management needs only to use these 
established programs with consideration given to any changed conditions that have been 
discovered through the preliminary or field surveys. The audit program is revised as nec-
essary, with the changes approved by audit management prior to the start of the review.
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For many internal audit departments, appropriate established audit programs may 
not be available for many areas. This is because internal auditors are typically faced with 
a wide and diverse set of areas for review, but they will not have the time or resources 
to review every area on a frequent basis. Established programs prepared for prior audits 
often become out of date due to new systems or changed processes. The auditor respon-
sible for the fi eld survey or another member of audit management should update any 
existing audit program or prepare a revised set of audit program steps for the planned 
review. Depending on the type of planned audit, programs usually follow one of three 
general formats: (1) a set of general audit procedures, (2) audit procedures with detailed 
instructions for the auditor, or (3) a checklist for compliance reviews.

The following examples illustrate these audit program types. Exhibit 8.7 is a general 
audit program for a review of the direct expenditure cycle, the product‐related purchase 
process in an enterprise. The program outlines the high‐level or general audit steps 
that internal auditors will need to follow when performing internal audits in that area. 
With a library of such high‐level audit programs covering reviews of each major busi-
ness cycle, such as direct expenditures, fi xed assets, and others, internal audit needs to 
tailor these general audit programs to the specifi c unit or facility that it is reviewing. 
Often internal audit will take its general audit programs and tailor them to more specifi c 
areas or business units.

EXHIBIT 8.7 General Audit Program Instructions for Direct Expenditures

Step Internal Audit Procedure W/P Ref.

1 Determine that valid/authorized purchase orders 
exist for each purchasing transaction.

 

2 Duplicate purchase orders should not exist and 
should not be processed.

3 Open/outstanding purchase orders should be 
investigated and resolved.

4 Receipts of goods should be processed and 
recorded once.

5 Receipts of goods should be processed and 
recorded only if a valid purchase order exists.

6 Vendor invoices are processed and recorded only 
for goods order and received.

7 Vendor invoices should be processed and 
received once.

8 Debit memos are generated only for real/
authorized transactions.

9 All receiving transactions are processed and 
recorded in the proper period.

10 Purchase orders contain accurate price, units of 
measure, and other relevant data.

Signature Date
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Exhibit 8.8 is an example of a more detailed audit program, this one covering audit 
steps for a review of petty cash controls at a branch unit. It consists of general audit 
procedures to review cash at any unit of a multifacility organization. Petty cash controls 
are one of the smaller, less critical internal control concerns for many enterprises, but 
internal auditors will often regularly perform this type of review. Internal audit will 
sometimes make these types of detailed audit programs even more specific or detailed. 
The program shows the steps that should be included in any such audit and illustrates 
an example audit program.

Exhibit 8.8 represents a typical internal audit program format where audit tasks 
are broken into numbered steps with space allowed for the internal auditor complet-
ing the audit step to initial and date it. Also included is a column for a reference to the 
workpaper that describes the audit step. For example, for the step 1 start of this process, 
the internal auditor performing the procedure would document cashier responsibilities. 
Typically, an established internal audit function would have developed these types of 
audit programs for many of its regular or periodic audits. The audit team visiting an 
organizational unit could then use standard programs to review internal controls in a 
consistent manner from one unit to the next. This is particularly important in a mul-
tiunit organization where audit management wants to have assurance that controls 
over the area were reviewed and evaluated in a consistent manner, no matter who 
the assigned auditor or the location. This sample audit program is shown as a printed 
document that could be developed and controlled by internal audit. In some instances, 
the in‐charge auditor might prepare a custom program to evaluate certain special pro-
cedures encountered during the field survey.

The checklist format audit program was once internal audit’s most common format. 
Often a more junior internal auditor would be given an audit program composed of a 
long list of questions requiring “yes,” “no,” or “not applicable” responses and would 
complete these program steps either through examinations of documents or through 
interviews. Exhibit 8.9 is an example of a checklist format audit program for reviewing 
ethics and business compliance policies. “Yes” and “no” responses, when asked in an 
information‐gathering context, are often appropriate. A checklist format audit program 
has two weaknesses, however. First, while a series of yes‐or‐no type interview responses 
can cause an experienced auditor to look at problem areas or to ask other questions, 
a less experienced auditor may not go beyond the yeses and nos and dig a bit deeper 
into where they might lead. A procedures‐oriented audit program better encourages 
follow‐up inquiries in other areas where the information gathered may raise questions.

The questionnaire format audit program also tends to cause the auditor to miss 
examining necessary evidential matter when asking the questions. An inexperienced 
internal auditor can too easily check “yes” on the questionnaire without determining, 
for example, whether that response is properly supported by audit evidence. An example 
would be a question regarding whether some critical document is regularly approved. 
It is easy to ask the question, receive an answer of “yes,” and never follow up to see if 
those documents were actually approved. Each of these audit program formats will 
work for different types of reviews, provided the internal auditor gives some thought 
to the program questions. The key concern is that all audits should be supported by an 
audit program that documents the review steps performed. This approach allows audit 
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EXHIBIT 8.9 Checklist Format Audit Program: Review of Business Ethics

# Internal Control Concern Yes No N/a

1 Does the enterprise have a written 
code of business ethics/business 
conduct?

2 Is the code distributed to all 
stakeholders?

3 Are new stakeholders/employees 
provided an orientation for the code?

4 Does the code assign responsibilities to 
operating personnel and others regarding 
compliance with it?

5 Are all stakeholders required to 
acknowledge that they have read, 
understand, and agree to abide to the 
code?

6 Are training program delivered to all 
stakeholders regarding compliance with 
the code?

7 Does the code address standards 
that govern personnel conduct in 
their dealings with suppliers and 
customers?

8 Is there an effective mechanism in 
place to allow employees and other 
stakeholders to con� dentially report 
suspected violations of the code?

9 Are there appropriate mechanisms 
in place to follow up on reports of 
suspected violations of the code?

10 Is there an appropriate mechanism to 
allow employees and other stakeholders 
to � nd out the results of their reported 
code‐related concerns?

11 Is compliance with the code’s provisions 
a standard used for measuring personnel 
performance at all levels?

12 Is the code consistent with the 
requirements of the Sarbanes‐Oxley 
Act?

13 Are there procedures in place to 
update the code on a regular and 
periodic basis?

 

                      Signature Date
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management to recognize what procedures the auditors did or did not perform in a given 
review. Strong and consistent audit programs are an important step in improving the 
overall quality of the internal audits performed.

Exhibit 8.9 is a checklist‐format program for a review of enterprise business ethics. 
In this type of audit, the reviewer will be asking questions about whether the entity is 
or is not doing something. Yes‐or‐no responses are appropriate for this type of audit 
program, since there is not a very strong need to investigate corroborative evidence here.

The reliability of the planned materials and processes to be reviewed and internal 
audit’s other understandings about an operation should also be considered when devel-
oping audit program for a specific facility or resource. There is little value in developing 
an audit program at a facility that calls for a review of systems and procedures when 
internal audit realizes that they are no longer in use. In developing an audit program, 
an internal auditor should try to select audit steps that are meaningful and that will 
produce reliable forms of audit evidence. For example, the audit program often needs to 
call for detailed tests in a given critical, high‐risk area rather than suggesting that the 
information can be gathered through interviews.

Advanced audit techniques should also be incorporated into audit programs wher-
ever practicable. Members of the audit staff who have IT audit or other technical skills 
should be consulted when preparing these audit program steps. There is no single best 
or set format for an audit program; however, the program should be a document that 
auditors can use to guide their efforts as well as to record activities. That audit program 
will then be included in the workpapers to serve as almost a table of contents of the audit 
activities described in those workpapers.

Types of Audit Evidence

As discussed in Chapter 9, the IIA professional standards state that an internal auditor 
should examine and evaluate information on all matters related to the planned audit 
objective. This information, called audit evidence, covers everything an internal auditor 
reviews or observes. The internal auditor should gather audit evidence in support of the 
auditor’s evaluation—what internal audit standards call sufficient, competent, relevant, 
and useful audit evidence. A properly constructed audit program should guide an inter-
nal auditor in this evidence‐gathering process. However, there multiple types of evidence 
that can be useful in developing audit conclusions. If an auditor actually observes an 
action or obtains an independent confirmation, this is one of the strongest forms of 
evidence. However, a casual response to an auditor’s question covering that same area 
will be weaker. It is not that an auditor thinks the auditee is not telling the truth, but 
that actually observing some event is far superior to just hearing about it. Internal audi-
tors will encounter different levels of audit evidence and should attempt to design their 
audit procedures to look for and rely on the best available audit evidence. Exhibit 8.10 
provides some ranges of best evidence for different classifications of materials. The idea 
that a written, signed document is better evidence than a casual response should be 
no surprise to an internal auditor, but it is always good to keep these concepts in mind.

The field survey and the subsequent development of an audit program are preliminary 
activities to performing the actual internal audit. It is often more efficient to have supervisory 
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EXHIBIT 8.10 Internal Audit “Best Evidence” Classi� cations

Evidence Classifi cation Strongest Weakest

Audit Procedures/ 
Technique

Observation/Con� rmation Casual Inquiry

Origin of the Evidence Corroborative Materials Underlying Statistics

Relationship of the 
Auditee External Document Auditee Internal Document

Form of Audit Evidence Written with Signatures Oral Comments

Sophistication of Evidence Formal Documentation Informal (i.e., Notes)

Location of Evidence Connected to Area Reviewed Derived/Supporting 
Materials

Source of Audit Evidence Product of Internal Audit Work Other Supporting Materials

personnel complete these preliminary steps before assigning staff auditors for the actual 
review. Supervisory internal auditors, whether audit management or experienced in‐charge 
auditors, usually have the expertise to make quick assessments of fi eld situations and to 
fi ne‐tune the overall audit approach. However, once the survey and the completed audit pro-
grams have been reviewed and approved by internal audit management, the next challenge 
is performing the actual audit to meet its desired audit objectives. The preparatory work from 
the survey will play an important role in assuring the audit’s success; however, the internal 
auditor will now be faced with the day‐to‐day problems of performing the actual audit.

The actual audit steps performed will depend on the characteristics of the entity 
audited. A fi nancially oriented audit of a credit and collection department will be quite 
different from an operational review of a design engineering function. The audit might 
include independent confi rmations of account balances, while the operational audit 
typically includes extensive interviews with management and supporting documenta-
tion to assess key internal controls. Despite these differences, all internal audits should 
be performed and supervised following a general set of principles or standards. This will 
assure that internal audits are properly directed and controlled.

8.6 PERFORMING THE INTERNAL AUDIT

This section discusses general steps necessary to perform any internal audit, and should 
be used in conjunction with other specifi c audit procedures discussed throughout this 
book. Understanding how to perform an internal audit is really the key CBOK internal 
audit requirement. While the previously discussed preliminary survey is an important 
planning step, an engagement letter, shown in Exhibit 8.5, is the important fi rst step in 
announcing a planned audit, defi ning its objectives and scope, the assigned audit team, 
and the approximate time periods. A single engagement letter is usually suffi cient; how-
ever, in some audit situations there may be a considerable time interval between an ini-
tial fi eld survey and the actual audit. A second engagement letter would then be useful.
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An engagement letter outlines the arrangements for the planned internal audit. As 
discussed previously, unannounced audits may be justified in cases where there is a suspi-
cion of fraud or when a unit is very small, with records that can be easily altered. In most 
instances, however, audit management should start the review with this formal engage-
ment letter that alerts local and line management of the planned review, allowing them 
to adjust their schedules as appropriate. In some instances, auditee management may 
request a postponement due to any number of reasons. With the exception of a potential 
fraud situation, internal audit management should always try to be flexible here.

The assigned internal auditors also have some advance work prior to actual field-
work. If there was a separate field survey, those results should be reviewed, as should 
any audit permanent file workpapers. For larger audits with multiple auditors, audit pro-
gram assignments should be made in advance. For out‐of‐town engagements, travel and 
lodging arrangements should be made in accordance with enterprise policies. Travel 
costs can be a major expense for an internal audit department, particularly if there 
are numerous, scattered audit locations, domestic and worldwide. Significant travel 
savings can often be realized by taking advantage of discount airfares and making 
other cost‐effective travel arrangements. Internal audit management must recognize, 
however, that travel will always be a major budget expense and should not avoid trips to 
higher audit‐risk locations just because of the cost. Internal audit has a responsibility to 
their audit committee and senior management to report on the status of the enterprise’s 
internal control structure. Field visits should not be postponed or eliminated because of 
the cost of travel to remote locations.

Internal Audit Fieldwork Initial Procedures

An internal audit can cause interruptions and problems in the day‐to‐day operations of 
the auditee organization. The in‐charge auditor and members of the audit team should 
begin by meeting with appropriate members of auditee management to outline prelimi-
nary plans for the audit, including areas to be tested, special reports or documentation 
needed, and personnel to be interviewed. This also is an appropriate time for the inter-
nal audit team to tour the unit and to meet other unit personnel. The auditors should 
request that management contact all affected members of the auditee organization to 
provide them with an auditor‐prepared tentative schedule of the planned audit work. 
This will eliminate potential problems in securing the cooperation of auditee personnel.

Despite the best of plans, problems can still occur while conducting the audit. For 
example, a key auditee organization supervisor may claim to be too busy to talk to 
internal audit and will not supply necessary information. Similarly, a cycle from a key IT 
system file that was to have been saved for audit tests may have been deleted. These types 
of problems can either slow progress or require a revised testing and analysis strategy. 
Any problems should be detected early in the assignment and solved as soon as possible. 
Difficulties in obtaining cooperation of one department’s personnel, for example, may 
slow work in that area and delay the completion of the entire audit.

When these types of potential problems occur, the in‐charge auditor should meet with 
auditee management to discuss any problems and to find solutions. If local management 
appears to be uncooperative, the in‐charge  auditor may have to contact internal audit 
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management to resolve the problem at a different level. If a key component of the planned 
audit is missing, such as a missing data file, audit management should develop a revised 
strategy to get around the problem. This might include:

 ■ Revising audit procedures to perform additional tests in other areas. This 
type of change, however, should only be performed with care. If there was a strong 
reason for selecting the now missing file—such as the need to tie it to some other 
data—it may be necessary to reconstruct the missing balances.

 ■ Completing the audit without the missing data file. The workpapers and the 
final report would indicate internal audit’s inability to perform the planned tests. 
The in‐charge auditor should always gain approval from internal audit manage-
ment for this approach.

 ■ Completing other portions of the audit and rescheduling a later visit to 
perform tests. (This is only an option if the missing data file cannot be recon-
structed or if a different cycle of data would be sufficient.) Management should be 
informed, of course, of audit budget overruns because of this problem.

These or similar types of problems can be encountered in this manner for many field 
audits. It is important that such problems be detected and resolved as early in the audit as 
possible. If the internal audit team faces a total lack of cooperation, management should 
be informed at appropriate levels to resolve the matter. Both the internal auditors and 
auditees should always remember that both are members of the same overall enterprise 
with common general interests and goals.

The actual audit fieldwork should follow the established audit program. As each 
step is completed, the responsible auditor should initial and date the audit program. 
Documentation gathered from each audit step, as well as any audit analyses, should be 
organized and forwarded to the in‐charge auditor, who performs a preliminary review 
of the audit work. The in‐charge auditor monitors the performance of the audit work in 
progress and reviews workpapers as they are completed for each step. Exhibit 8.11 shows 
a field audit point sheet where the in‐charge auditor has signed off on key audit program 
steps and suggested areas for additional work. The comments from this sheet go back to 
the audit program for a review of petty cash. Of course, petty cash is usually a relatively 
small, low‐risk area, but this type of point sheet document is useful for larger audits.

Point sheets should always be supported by and cross‐referenced to the specific audit 
workpapers, and the status of the points raised should be documented to show their even-
tual disposition. If developed into a finding, the point sheet can also be cross‐referenced to 
that audit report finding. If the point sheet potential finding is dropped during the fieldwork 
or later, the reasons should be documented. The results of many audit steps will not yield 
specific audit findings but may raise questions for further investigation. The conditions 
in many areas reviewed can be subject to explanations or interpretations by local man-
agement. Rather than just writing them up, the field audit team should generally discuss 
their preliminary audit observations with the persons responsible for the area. The auditor 
can sometimes misinterpret something that is easily resolved. If questions still remain, 
the matter may become a preliminary audit finding, as discussed in the following section.
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EXHIBIT 8.11 Preliminary Audit Findings: Minneapolis Facility Purchasing and 
Accounts Payable Audit

April 15, 20xx

To:   Workpaper Files

From:   L. C. Tuttle, Audit Supervisor

Subject:  Purchasing & Accounts Payable Systems Audit Preliminary Findings

This memo is to document our preliminary observation from our recent review of key purchasing and 
accounts payable processes at Global Computer Products manufacturing facility in Minneapolis, 
MN. The objective of this review will be to assess the adequacy of purchasing system internal 
accounting controls at the Global Computer Products Minneapolis facility as well as the purchasing 
processes at multiple branch facilities, interfaces to the accounts payable system at corporate 
headquarters, and automated systems to support these processes.

Our preliminary � ndings and observations from this review are listed below. The observations 
may be subject to revision based on management comments or clari� cation regarding our 
observations. In addition, these observation will be supported by a full internal audit report to 
be issued on or about May 5, 20XX.

While we found internal controls and procedures to be generally adequate, we observed the 
following areas requiring corrective actions:

1. Valid purchase orders were missing for some equipment in the new products engineering laboratory.

2. Existing policies for investigating open purchase orders are not being followed and we 
observed a growing number of these documents.

3. Purchase orders issued for materials in the Speedo division were frequently missing part units 
of measure, creating an environment for potential errors.

4. The new Web‐based purchasing system is lacking daily input balancing controls, creating an 
environment where duplicate purchase orders could be issued.

5. Purchasing and accounts payable records and systems are not regularly included in the new 
corporation business continuity plan.

L. C. Tuttle, Audit Supervisor

W. J. Rawdon, Audit Manager

Audit Fieldwork Technical Assistance

The fi eld survey or the audit program development process may have identifi ed any 
need for specialized technical help to perform an internal audit; however, other complex 
problems requiring technical support may arise in the course of the audit fi eldwork. For 
example, the assigned auditor may question the accounting treatment of a certain set 
of transactions and want to get better information about normal practices for them. 
Similarly, the auditors may encounter a specialized IT application, with unique control 
considerations, that was not suffi ciently identifi ed or described in the survey.
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If a technical issue is not familiar to the audit team, the in‐charge auditor should 
seek assistance as soon as possible. An internal audit supervisor or specialist may have to 
research the audit or technical issue in order to provide the answer. In other instances, 
it may be necessary to bring an internal audit expert in the area in question to the field 
site to resolve the concern or problem. However, a typical internal audit department 
does not have resident experts ready to travel out to the field site to resolve a problem, 
and issues can normally be resolved through telephone calls, e‐mails, or exchanges of 
documentation.

The important message that audit management should communicate to staff is 
that all technical audit problems should be brought to the attention of the in‐charge 
auditor for resolution as soon as possible. Any cost and extra time requirements caused 
by these technical problems should be documented. If the technical problem cannot be 
promptly resolved, it may be necessary to reschedule the audit or to revise the strategy, 
as described earlier.

Audit Management Fieldwork Monitoring

If the internal audit covers an extended period of time or level of required resources, 
internal audit management should review the audit’s progress and provide technical 
direction through visits and communications. These reviews supplement the ongoing 
work of the in‐charge auditor, who is part of the field staff. The frequency and extent of 
these visits will depend on the criticality of the review, the experience of the assigned 
staff, and the size of the review. A medium‐size review headed by an experienced in‐
charge auditor and covering familiar areas may not require a management review if 
communication lines are good. However, if the audit covers a critical area, if a new 
program or new techniques are used, or if the assigned in‐charge auditor has limited 
experience in the area reviewed, an experienced member of audit management should 
visit the fieldwork project periodically.

The purpose of these visits should be to review the work in progress and to help 
resolve problems encountered. While audit management may feel that this is also an 
appropriate time to take the assigned field staff out to lunch or dinner to thank them for 
their efforts, all should realize this is not the purpose of audit field visits. Audit manage-
ment should take this opportunity to understand any evolving issues in the audit and 
to suggest changes as appropriate. This is also a good time for management to start the 
review of completed audit workpapers, as discussed in Chapter 17.

Internal audit workpapers report on the work performed and provide a link between 
the procedures documented in the audit program and the results of audit tests. Because 
they will become the basis for findings and recommendations in final audit reports, the 
workpapers should appropriately document all audit work. While the in‐charge auditor 
should have been reviewing and commenting on workpapers for larger audits through 
audit point sheets as illustrated in Exhibit 8.11, smaller reviews without a separate 
auditor will not have this type of feedback. Point sheets are an internal audit quality 
assurance tool and should be resolved by the auditors in the field as soon as there is 
an indication that a potentially substantive audit issue exists. This facilitates bringing 
these issues to the attention of both internal audit and auditee management at an early 
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point in the review. It also serves as a control to assure that all leads are followed. In 
addition, the various auditor point sheets, developed by individual staff members, may 
bring out a number of minor issues that fall into a pattern, indicating a more serious 
overall condition.

The member of audit management visiting the field site should spend some time 
reviewing and approving the workpapers and preliminary finding sheets then prepared. 
These workpaper‐review comments should be documented, cover such areas as addi-
tional work or explanations required, and suggest adjustments to the audit program if 
appropriate. The management review should typically not result in major changes to the 
audit approach. However, internal audit management can often bring some additional 
guidance or understanding to the audit in process.

The review comments should be documented in a manner that references pages 
or items in the workpapers where the management reviewer has questions or identi-
fies missing items of audit documentation. Based on these review comments, the staff 
auditors should then perform the additional audit work required and make necessary 
changes to the workpapers, indicating the action taken on the review sheet. After 
completion of internal audit’s comments, the additional work done, or corrections, the 
supervisor indicates on the review comment sheets his or her clearance of all items as 
well as any further actions to be taken.

Potential Audit Findings

Whenever an internal auditor discovers a potential audit deficiency, a brief summary of 
the conditions found and potential findings and recommendations should be prepared. 
This summary sometimes appears in what is called an audit preliminary findings sheet. 
Based on the Exhibit 8.5 engagement letter and partially on the general audit program 
steps outlined in Exhibit 8.7, Exhibit 8.11 is an audit preliminary findings sheet for our 
sample audit of accounts payable processes for Global Computer Products’ operations in 
its Minneapolis facility. Whether or not the conditions described in such a preliminary 
document result in the final audit report findings depends on the results of additional 
review and analysis. These preliminary findings describe deficiencies or opportunities 
for improvement that were identified during the audit. These preliminary findings may 
have been developed through the auditor point sheets, described earlier, or through 
other internal audit‐documented findings and observations. These items start the pre-
liminary report writing process early in the audit, and help to assure that the essential 
facts for developing an audit report finding have been obtained. Although the contents 
of a preliminary audit finding can vary depending on the needs of the particular internal 
audit, preliminary audit findings typically have the following elements:

 ■ Identification of the findings. This is just an identification number for the audit 
and a description of the potential findings.

 ■ The conditions of the completed audit. The description is generally brief but 
sufficient to give local management an understanding of the conditions found.

 ■ References to the documented audit work. The audit point sheet should con-
tain cross‐references to the step in the audit program that initiated the comment, 
as well as where it is documented in the audit workpapers.
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 ■ Auditor’s preliminary recommendations. Audit report space should be used to 
document the nature of the potential audit finding and what was wrong. This might 
become the basis for a potential future audit report finding. Some notes on potential 
auditor‐recommended corrective actions might be included here.

 ■ Results of discussing the findings with management. The in‐charge auditor 
should discuss all potential findings on an informal basis with the manager directly 
responsible for the matter. The results of this conversation should be documented 
here.

 ■ Recommended disposition of the matter. On the basis of the conversation 
with management, the in‐charge auditor should include comments on the recom-
mended disposition of the findings. It might be recommended for inclusion in the 
audit report, dropped for a variety of reasons, or deferred until more information 
can be gathered.

Audit Program and Schedule Modifications

The audit program is the overall guide for conducting an internal audit. Developed from 
preliminary survey data and from any past internal audits on file, it may be subject to 
adjustment during the course of the review. Auditors must be responsive to new evidence, 
changes in supporting systems, and other changes in conditions. In the early stages of 
an audit, it may be necessary to redirect some of the planned staff assignments as well as 
to modify some audit program steps. Of course, the in‐charge auditor in the field should 
always obtain approval from audit management before making any such changes.

The need for audit program modifications is most frequent when internal audit has 
developed a common audit program for use in reviews of similar but not identical units. 
For example, an audit program may have been developed to cover controls over the pur-
chasing function for an organization with multiple independent manufacturing units, 
each with separate purchasing functions. Those purchasing function audit programs 
should reflect both organization policy and general internal control principles. Due to 
local differences, however, this audit program may contain steps that are not applicable 
to one or another specific purchasing area under audit. Any such steps that are bypassed 
on the individual audit program should be approved and documented as to the reasons.

Changes are often required in the audit schedule and plan as work progresses. 
Some flexibility should be factored into plans to meet unforeseen requirements. Dur-
ing the field audit assignment, situations may be encountered that affect the progress 
of its audit, such as an unexpected problem or event, the need to modify or drop an 
audit program segment, the discovery of a new area for review, or changes in audit 
personnel. In other instances, there may be slippage in the plan due to additional time 
requirements to finish an audit program step. In these circumstances, revised budgets 
are needed. Proper approvals for these changes should always be obtained from internal 
audit management.

Reporting Preliminary Audit Findings to Management

A major area of emphasis in any internal audit is the identification of areas where the 
unit reviewed is not in compliance with good internal control procedures and where 
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improvements are needed. These areas would have been documented during the course 
of the audit through the use of a point or fi ndings sheets and preliminary fi ndings types 
of documents. Although these potential audit items should have been discussed with 
the unit supervisors directly responsible, the audit team should also review them with 
unit management before leaving the fi eld audit assignment.

Potential audit fi ndings should be reviewed with unit management during the audit 
to determine if they are factual and appear to be signifi cant. Depending on the scope 
and size of the audit, these potential fi ndings should be analyzed at several points dur-
ing the course of the review. If an audit is scheduled over multiple weeks, the in‐charge 
auditor might schedule a meeting with unit management at least at the end of each 
week to discuss all fi ndings that developed over the course of that week. If the fi ndings 
are of a minor, procedural nature, management can take necessary corrective actions 
at once. They can then be deemphasized or deleted in any fi nal audit report. For other 
fi ndings, the in‐charge auditor should review proposed fi ndings to ascertain that cost 
savings are indicated and properly reported and that fi ndings are related to operational 
effectiveness.

Even though the audit’s duration may be too short to have weekly status meetings, 
the fi eld audit team should almost always review all potential fi ndings with manage-
ment before leaving the location. This will allow internal audit to present its preliminary 
fi ndings and recommendations to local management to obtain their reactions and com-
ments. It also gives both parties an opportunity to correct any errors in the preliminary 
audit report fi ndings before internal audit leaves the location.

8.7 WRAPPING UP THE FIELD ENGAGEMENT INTERNAL 
AUDIT

Internal audits should be managed in the same manner as any large project requiring 
personnel time and other resources and resulting in a defi ned deliverable. Both person-
nel resources and other costs should be planned and budgeted on a detailed level, and 
Chapter 16 talks about project management for internal auditors. The audit’s actual 
performance should be recorded and measured against established time‐ and cost‐
based budgets to analyze and correct for any signifi cant variances. Signifi cant project 
milestones, such as the completion of fi eldwork or of the draft audit report, should also 
be tracked against plans. Of course, the most important internal audit work product is 
the formal audit report, with its fi ndings and recommendations, which is delivered to 
the auditee after completion of the review as well as to the audit committee. Internal audit 
reporting processes, as well as some sample audit reports, are discussed in Chapter 18.

Chapter 15 discusses risk‐based audit planning and the development of the 
annual audit plan, while this chapter considers the need for detailed plans for 
individual audit projects. Individual internal audits should be budgeted with time 
and other costs measured against those plans. No matter how large or small an 
enterprise’s internal audit function, an audit project performance reporting system 
should be established. For audits greater than about two weeks’ duration or those 
performed in multiple locations at the same time, progress reports should be required 
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on a weekly or biweekly basis. These reports should be based on the time summaries 
from the assigned audit staff as well as commentaries from the in‐charge auditor at 
the location. They can include such information as budgeted and actual time to date, 
estimated time to complete, and a summarized description of progress against the 
audit program. This data can be gathered by the supervising auditors at fi eld sites 
and transmitted to the central internal audit department. The in‐charge auditor 
should take responsibility for explaining any signifi cant variances in audit actual 
versus budget performance. Such a report would be based on an overall internal audit 
time‐reporting system that measures expended staff internal audit hours against 
established internal audit budgets.

The time expended on individual audit projects should be further summarized by 
internal audit management to provide an overview of all audits planned or in process. 
A three‐month window is often a good time period for planned future activities, given 
the various senior management requests and other factors that can impact an internal 
audit plan. This type of report is used to provide control over audits scheduled or in pro-
cess while a separate, more detailed report can be completed for each individual audit to 
assure that they are started and completed on a timely basis. The rolling three‐month 
report can be a useful tool for communicating with the audit committee.

Any increases in audit time budgets should be carefully monitored, and reasons for 
the variance as well as any corrective action plans should be identifi ed. Audit project 
monitoring indicates any audits not started on time or that are outside of budget param-
eters. In some cases, the problem may be inaccurate budgets; in others, the problem 
may lie in auditor performance. Close control of the audit will prevent slippage caused 
by inadequacies in staff, delays in solving problems, insuffi cient supervision, and exces-
sive attention to detail.

As discussed in Chapter 16 on project management for internal auditors, automated 
techniques and tools should be developed and maintained for such an internal audit 
reporting and control system. Spreadsheet or database packages can provide a powerful 
structure for building such systems. Many paper‐based reports can be eliminated, and 
the fi eld auditors can transmit their time summaries and status report information to 
a central internal audit project reporting system.

8.8 PERFORMING AN INDIVIDUAL INTERNAL AUDIT

As discussed throughout this book, internal auditing is a large and complex process 
with many activities, and the concept behind our CBOK theme is to highlight the knowl-
edge areas that are important to any internal auditor. While internal audit reports, 
discussed in Chapter 18, are internal audit’s most important work product, the ability to 
plan and perform an individual internal audit is a key knowledge requirement. Whether 
a member of the internal audit staff, a more senior designated in‐charge auditor, or any 
member of the internal audit management team, the professional should have a suffi -
cient understanding to assess risks and plan the internal audit, to visit the audit site and 
start the engagement, to prepare workpapers documenting those audit activities, and to 
summarize results in preparation for the concluding internal audit report.
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Because so many different types of internal audits are performed, we have not 
tried to outline the steps necessary to perform one generic internal audit. However, an 
internal auditor should have a good understanding of the International Standards for the 
Professional Practice of Internal Auditing, as summarized in Chapter 9, as well as many of 
the internal audit planning and performance tools summarized in other chapters. The 
standards are a key, however. They outline the steps of the procedure that an internal 
auditor must follow.

The most important values that the internal audit process provides to the audit 
committee and management are the reported results of the detailed audits performed 
in the fi eld or as part of overall operations. Gathering initial evidence, performing the 
audit, and reporting initial fi ndings to management are all part of this internal audit 
process. Exhibit 8.12 summarizes these steps for performing internal audits up through 
the completion of the fi eldwork. Once the fi eldwork has been completed, the next step 
will be the preparation of the actual audit report, as discussed in Chapter 18.

EXHIBIT 8.12 The Internal Audit Process: Summarized Steps

 1. As part of audit planning, perform risk analysis to identify potential control risks.
 2. Based on results of the risk analysis and other constraints, develop audit plan.
 3. Preliminarily schedule internal audit and allocate resources.
 4. Review any past audit reports and workpapers covering audit area.
 5. Visit site and perform � eld survey covering area of planned audit.
 6. Based on established workpapers and � eld survey, prepare audit programs.
 7. Prepare and deliver engagement letter for audit, and plan to start internal audit.
 8. Begin internal audit � eldwork and planned internal audit.
 9. Document processes and perform planned audit procedures.
10. Develop audit point sheets covering preliminary internal audit � ndings.
11. Complete audit documentation and summarize potential audit � ndings.
12. Complete internal audit � eldwork and review proposed � ndings with auditee.
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9                                                        CHAPTER   NINE                 

 Standards for the Professional 
Practice of Internal Auditing                                          

 EVERY PROFESSION REQUIRES A SET of standards to provide rules and guide-
lines to govern their practices, general procedures, and ethics. These standards help 
the specialists performing similar work to call themselves professionals because 

they are following a recognized and consistent set of best practices standards. The key 
standards for internal auditors are found in the Institute of Internal Auditors’ (IIA’s)  Inter-
national Standards for the Professional Practice of Internal Auditing  (IIA standards), a set of 
guidance materials that has been important to internal auditors for many years going 
back to the pre‐Web paper‐document days when the IIA standards where known as the 
Red Book  by many internal auditors. The internal auditor’s   code of ethics   is bundled with 
these practice standards. The IIA standards have gone through multiple revisions over the 
years. In 2015, the basic IIA standards, code of ethics, and other guidance materials were 
bundled into what is known as the   International Professional Practices Framework (IPPF)  . 

 This chapter will summarize the current required and recommended IIA standards 
as well as a description of the overall IPPF, including internal audit’s core principles and its 
mission statement  . It is important to note that IIA standards are just advisory. Although 
the organization can pull someone’s CIA certifi cate, it does not have the power to pro-
hibit someone from practicing internal auditing in the manner that the American 
Insitute of CPAs (AICPA) can prevent someone from practicing public accounting. 
However, some of these IIA standards are clearly marked as “Required,” while others 
are just “Recommended.” An internal auditor’s work should be performed in compliance 
with all of these standards. A strong understanding of the IIA’s  International Standards 
for the Professional Practice of Internal Auditing  and an overall knowledge of the IPPF is 
an absolute internal auditor common body of knowledge (CBOK)  must  requirement for 
all internal auditors. The IPPF and these standards provide support for many if not all 
internal audit professional activities. 

 The IIA code of ethics for internal auditors is an important supporting foundation 
for internal auditors in today’s world of frequent open questions regarding professional 
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ethics. This chapter will also consider the code of ethics of the Information Systems 
Audit and Control Association (ISACA) professional organization. ISACA members are 
often IIA or CPA members as well, and many are IT audit specialists, but their code of 
ethics places a special emphasis on their IT‐related activities. Although ISACA does not 
have the same level of standards as IIA, their COBIT internal control framework and 
information regarding their related professional group, the IT Governance Institute, are 
discussed in Chapter   6  . Chapter   31   also will introduce another very important set of 
internal audit standards  , the quality audit guidance standards from the American Society 
for Quality (ASQ). ASQ’s internal audit standards and its quality auditors represent a 
different dimension and discipline from the IIA’s approaches and standards. It also repre-
sents an area that should be better understood in the overall world of internal auditing. 

 The IIA’s  International Standards for the Professional Practice of Internal Auditing  and 
its IPPF represent a must‐know set of requirements for internal auditors today, and this 
chapter will summarize these IIA standards, including a discussion of the most current, 
just‐released changes to them. While the standards are an evolving set of rules that 
may not exactly refl ect all industry practices at a point in time, they recognize a set of 
guidelines for internal auditors worldwide to follow in their service to management. The 
current IIA standards are available from the IIA.  1   They represent important guidance 
for today’s internal auditor and must be in every internal auditor’s professional library.   

 9.1  WHAT IS THE IPPF?  

 Over the years, the IIA has released many guidance materials that have gone beyond the 
long‐standing practice standards, defi nitions, and ethics codes. In 2015 they brought 
all of these together into what is now the IPPF. Although the IPPF does not have the 
authority of all of the IIA’s published documents, Exhibit   9.1    shows its key components, 
bundled together into either  required  or  recommended  elements: 

 ■ An internal audit mission statement.  In prior editions of this book and others, 
we have talked about the importance of enterprise senior management’s establish-
ing mission statements to provide guidance for the overall enterprise. Perhaps this 
author and others never considered that internal auditors needed a formal mission 
statement to cover their work, too. However, it is a good summary statement to 
describe what an internal auditor actually does. The new IPPF mission is introduced 
in Chapter   1   on the signifi cance of internal auditing. 

 ■ Internal audit core principles.  These again are concepts understood by many 
internal auditors, which the IPPF has sought to more formally defi ne. The IPPF 
internal audit core principles are introduced in this chapter. 

 ■ Defi nition of internal auditing   .  This important statement is found in Chapter   1  . 
 ■ International Standards for the Professional Practice of Internal Auditing .

First published by the IIA years ago as its  Red Book , these standards are summarized 
later in this chapter. 

 ■     Implementation and supplemental guidance.  These are concepts that have been 
described but were not released as part of the 2015 IPPF. 
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 ■ Emerging issues guidance.  While internal auditors have always been confronted 
with new and evolving technical, business, and legal issues, they have had to adapt 
to them as best as possible. Although the guidance has not yet been released, the 
IIA is proposing it here as part of the IPPF.      

 9.2  THE INTERNAL AUDITING PROFESSIONAL PRACTICE 
STANDARDS: A KEY IPPF COMPONENT  

 Internal auditors work in a large variety of enterprises and are asked to perform internal 
audit reviews in a diverse number of operational, IT, and fi nancial areas. Despite this 
diversity, an enterprise audit committee and senior management expect their internal 
auditors to perform reviews in a competent and consistent manner. Internal audits 
should be performed using a set of recognized standards as a key approach to meet 
those management expectations. As the premier and leading worldwide internal audit 
professional organization, the IIA, through its IPPF, has developed and issued standards 
that defi ne the basic practice of internal auditing. The  International Standards for the 
Professional Practice of Internal Auditing  are designed to: 

 ■    Delineate basic principles for the practice of internal auditing. 
 ■    Provide a framework for performing and promoting a broad range of value‐added 

internal audit activities. 
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 ■ Establish the basis for the measurement of internal audit performance.
 ■ Foster improved organizational processes and operations.

The standards aid in this process; they provide a guideline both for the audit com-
mittee and management to measure their internal auditors as well as one for internal 
auditors to measure themselves. The standards also set some constraints upon internal 
audit activity.

Background of the IIA Standards

Chapter 1 talked about the early background of internal auditing, a profession that 
developed its own standards and processes. Its professional organization, the Institute of 
Internal Auditors, first issued the Standards for the Professional Practice of Internal Audit-
ing in 1978 with an objective to “serve the entire profession in all types of business, in 
various levels of government, and in all other enterprises where internal auditors are 
found . . . to represent the practice of internal auditing as it must be.” Prior to these 1978 
standards, the most authoritative document was called the Statement of Responsibilities 
of Internal Audit, originally issued by the IIA in 1947 and subsequently revised over the 
years until the current standards. The author of this book’s first edition, Victor Brink, 
played a major role in the development of the first IIA standards. The foreword to the 
1978 IIA standards describes them as “the criteria by which the operations of an inter-
nal auditing department are evaluated and measured.” It goes on to state, “Compliance 
with the concepts enunciated by the Standards is essential before the responsibilities of 
the internal auditor can be met.”

The standards were developed by the IIA’s Professional Standards Committee based 
on its own professional expertise as well as comments received from IIA members and 
other interested parties. Because of the diverse group of participants who developed the 
earlier standards, the final language often had some overlap, compromise, and incom-
pleteness. As a result, some individual standards and guidelines still may be subject to 
varying interpretations.

All internal auditors today are expected to follow these standards. It would be a rare 
internal audit function that did not have an internal audit charter, as was discussed in 
Chapter 8, and those charters should strongly affirm adherence to the IIA’s standards. 
While some internal auditors may have also come from some other professional area, 
such as banking or from an external audit firm, with their own disciplines and profes-
sional standards, those audit activities generally will not be in conflict with the IIA stan-
dards. They may use slightly different terminology, as will be discussed with the ISACA 
code of ethics, introduced later in this chapter, but must follow audit practices that 
generally fit under the IIA standards. As a matter of practice, however, the IIA’s stan-
dards govern the work of internal audit and knowledge of them is an important CBOK 
requirement. When there appears to be a conflict and when the individual questioning 
that conflict is working as an internal auditor, the IIA’s standards take precedence over 
any conflicting professional standards.

The IIA has historically published these standards, with the above title, in the 
previously mentioned small publication known as the Red Book. With a changing 
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world and impressions of the role of internal auditors, the standards have changed 
over the years. There was a major update to them in 2001, a revised set was issued 
in 2004, and they were further updated in 2012 and have been included in today’s 
IPPF.    

 9.3 CONTENT OF THE IIA STANDARDS 

 The following discussion is a summary and overview of the IIA standards. It is 
designed to help internal audit professionals better understand and use these stan-
dards in their internal audit work, but should not be considered an authoritative ref-
erence. Internal auditors should purchase a copy of the IIA’s  Red Book  standards for 
their own guidance. 

 The standards consist of what are called   attribute standards  ,   performance standards  , 
and implementation standards. The attribute standards address the characteristics of 
enterprises and parties performing internal audit activities. The performance stan-
dards describe the nature of internal audit activities and provide quality criteria 
against which the performance of these services can be evaluated. While the attribute 
and performance standards apply to all internal audit services, the implementation 
standards also apply to specifi c types of engagements and are further divided between 
standards for assurance and standards for consulting activities. This split refl ects 
that internal auditors sometimes do strictly audit assurance–type projects, such as 
reviewing internal control effectiveness in some area, and sometimes do internal audit 
consulting–related work. 

 Many of the other chapters in this book cover internal audit assurance or attest 
activities, while Chapter   30   has a focus on internal auditors as enterprise consultants. 

 The attribute standards are numbered in sections as part of the 1000 series of 
standards, while performance standards are classifi ed in the 2000 series. Implementa-
tion standards, further designated as (A) for assurance or (C) for consulting, are orga-
nized under each of these attribute and performance standards. The sections following 
describe the attribute and performance standards in some detail as well as some of the 
descriptive implementation standards. Recognizing that internal auditors may be asked 
just to review internal controls or to act more as internal consultants, there may be 
multiple sets of implementation standards: a set for each of the major types of internal 
audit activity. Implementation standards established for internal audit assurance activi-
ties are coded with an “A” following the standard number (e.g., 1130.A1), and those 
covering internal audit consulting activities are noted by a “C” following the standard 
number (e.g., nnnn.C1). 

 Our objective here is not, however, to just reproduce all of these IIA standards but 
to describe their content and how they have changed or are evolving over recent years. 
If not already in possession of them, all internal auditors should obtain a copy from the 
IIA or at least gain access to the standards and develop a good understanding of their 
contents. Knowledge of the standards is a CBOK requirement for all internal auditors. 
The IIA web site,  www.theiia.org , is an offi cial source for these IIA internal audit stan-
dards, and the reader is advised to consult it.     
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Internal Audit Attribute Standards

Attribute standards address the characteristics of enterprises and individuals perform-
ing internal audit activities. Numbered from paragraph 1000 to 13000, they cover 
broad areas that define the attributes of today’s modern internal auditor. Here, along 
with the performance standards, we have listed and described these attribute standards 
(organized by their standards paragraph numbers):

1000—Purpose, Authority, and Responsibility. The purpose, authority, and 
responsibility of the internal audit activity should be formally defined in an 
internal audit charter, consistent with the standards, and approved by the 
board of directors. Separate implementation standards here state that inter-
nal auditing assurance and consulting services must be defined in the internal 
audit charter.

1100—Independence and Objectivity. The internal audit activity must be inde-
pendent, and internal auditors must be objective in performing their work. 
Subsections under this discuss the importance of both individual and organi-
zational objectivity as well as the need to disclose any impairment to internal 
audit independence or objectivity.

1110—Organizational Independence. While the IIA standards do not specify that 
internal audit should report to the audit committee, that reporting relationship 
must be free from any interference in determining the scope of internal auditing, 
performing work, and communicating results. While we often think of internal 
audit as a key component in today’s Sarbanes and Oxley (SOx)–defined corporate 
world with board audit committees, internal audit can operate in many different 
international locations or for many different types of enterprises. Whether serving a 
not‐for‐profit organization in the United States or a governmental agency in a devel-
oping country, internal audit always must exhibit organizational independence.

1120—Individual Objectivity. This really repeats a basic principle of internal 
auditing: Internal auditors must have an impartial, unbiased attitude and avoid 
conflicts of interest.

1130—Impairments to Independence or Objectivity. If internal audit’s inde-
pendence or objectivity is impaired in fact or appearance, the details of the 
impairment must be disclosed as part of the audit work. This could be a man-
agement‐imposed impairment or one due to the background or other circum-
stances surrounding an individual internal auditor.

There are several assurance and consulting attribute standards here, but one sum-
marizes this standard:

1130.A1—Internal auditors should refrain from assessing specific operations for 
which they were previously responsible. Objectivity is presumed to be impaired 
if an internal auditor provides services (this is an assurance standard here, but 
consulting standards have a similar paragraph) for an activity for which the 
internal auditor had responsibility within the previous year.
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This is an important standard. Because of their specialized knowledge, internal auditors 
are sometimes asked to go back to audit the group where they once worked. In such a case, 
no matter how hard they may try to act to the contrary, they will not be viewed as objective.

1200—Proficiency and Due Professional Care. Engagements must be per-
formed with proficiency and due professional care. There is an important pro-
posed new implementation standard here:
1210.A1—The CAE should obtain competent advice and assistance if the inter-

nal audit staff lacks the knowledge, skills, or other competencies needed to 
perform all or part of the engagement.

1210.A2—An internal auditor must have sufficient knowledge to identify the 
indicators of fraud and the manner in which it is managed by the organiza-
tion, but are not expected to have the expertise of a person whose primary 
responsibility is detecting and investigating fraud.

As discussed in Chapter 27, this internal auditor fraud audit guidance is somewhat 
weak. The AICPA under SAS No. 99 requires external auditors to aggressively think 
about red flags, indicators that might include the possibility of fraud, as well as to look 
for potential fraud in the course of their audits. Although this requirement is certainly 
an IIA professional standards decision, we feel that internal auditors should maintain 
a greater awareness about the possibility of fraud in the course of their internal audits. 
Internal auditors are often the best investigators to find these circumstances. For example, 
an external auditor may have little contact with a remote sales office, but internal audit 
may visit that same office as part of a regularly scheduled internal audit.

1210.A3—Internal auditors must have general knowledge of key information tech-
nology risks and controls available to support technology-based audit techniques. 
However, not all internal auditors are expected to have the expertise of some 
specialized IT auditors whose primary responsibility is information technology.

Recognizing that there is a need for IT audit specialists, this standard states that 
all internal auditors must have a good general understanding of IT risks and controls. 
In addition, 1210.A2 substandard on due professional care specifies that internal audi-
tors must consider the use of “technology‐based audit” tools and techniques. Computer‐
assisted audit techniques have been part of the toolkits of many internal auditors.2 While a 
good idea for all of these years, they now have risen to the level of internal audit standard.

1220—Due Professional Care. Internal auditors must apply the care and skill 
expected of a reasonably prudent and competent internal auditor. Due profes-
sional care does not imply infallibility. Another section of the standards goes on 
to state that in exercising due professional care, an internal audit must  consider:

 ■ Extent of work needed to achieve the engagement’s objectives;
 ■ Relative complexity, materiality, or significance of matters to which 

 assurance procedures are applied;
 ■ Adequacy and effectiveness of risk management, control, and governance 

 processes;
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 ■ Probability of significant errors, irregularities, or noncompliance; and
 ■ Cost of assurance in relation to potential benefits.

This internal audit standard really says that an internal auditor must be cautious in 
beginning and performing an internal audit. The first of these bullet points, the extent 
of work, says that an internal auditor, for example, must perform an adequate level of 
investigation and testing before coming to a final audit recommendation. As one of the 
new standards released in 2004, computer‐assisted audit techniques appear once again:

1220.A2—In exercising due professional care, the internal auditor must consider 
the use of technology‐based audit tools and other data analysis techniques.

1220.A3—The internal auditor must be alert to the significant risks that might 
affect objectives, operations, or resources. However, assurance procedures 
alone, even when performed with due professional care, do not guarantee that 
all significant risks will be identified. As discussed in Chapter 6, an under-
standing of risk assessment techniques is an increasingly import CBOK area 
for internal auditors. This guidance has been part of the IIA standards going 
back to its early versions and must be part of an internal auditor’s procedures.

The standards continue in this section with 1230—Continuing Professional Devel-
opment, a standard on the requirement for continuing professional education and devel-
opment.

1300—Quality Assurance and Improvement Program. The CAE must develop 
and maintain a quality assurance and improvement program that covers all 
aspects of internal audit activity and continuously monitors its effectiveness. 
The quality assurance and improvement program must be designed to enable 
an evaluation of the internal audit activity’s conformance with internal audit-
ing standards as well as an evaluation of whether internal auditors apply the 
Code of Ethics. The program also assesses the efficiency and effectiveness of the 
internal audit activity and identifies opportunities for improvement.

The standards here call for both internal and external quality reviews and empha-
size the importance of good quality assurance processes within internal audit. Quality 
assurances as well as quality audits are discussed in Chapter 31, and two important 
standards here are:

1311—Internal Assessments. Internal audit management must have an inter-
nal assessment process in place that includes both the ongoing monitoring of 
the performance of the internal audit activity and periodic reviews performed 
through self‐assessment or by other persons within the enterprise with suf-
ficient knowledge of internal audit practices.

1312—External Assessments. As discussed previously, external assessments 
must be conducted at least once every five years by a qualified, independent 
reviewer or review team from outside the organization. The CAE must dis-
cuss this need for more frequent external assessments with the board audit 
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committee and the qualifications and independence of the external reviewer 
or review team, including any potential conflicts of interest.

This section of the standards has a requirement that the CAE may state that the inter-
nal audit activity conforms with the IIA internal auditing standards only if the results of 
the most recent quality assurance and improvement program support this statement.

Internal Audit Performance Standards

Performance standards describe the nature of internal audit activities and provide qual-
ity criteria against which these services can be measured. There are six performance 
standards, outlined next, along with substandards and implementation standards that 
apply to compliance audits, fraud investigations, or control self‐assessment projects. 
While we are summarizing the standard here for the purpose of describing internal 
audit processes, the interested professional must contact the IIA to obtain the standards 
in either downloaded or printed format.

2000—Managing the Internal Audit Activity. The CAE must effectively man-
age the internal audit activity to ensure it adds value to the enterprise.

This standard covers six substandards: Planning, Communication and Approval, 
Resource Management, Policies and Procedures, Coordination, and Reporting to the 
Board and Senior Management. These substandards generally describe such good inter-
nal audit management practices as 2040 on Policies and Procedures, stating that the 
CAE must establish such guides.

The substandard 2060 on Reporting to the Board and Senior Management contains 
guidance applicable to today’s SOx rules: “The chief audit executive should report peri-
odically to the board and senior management on the internal audit activity’s purpose, 
authority, responsibility, and performance relative to its plan. Reporting must also include 
significant risk exposures and control issues, corporate governance issues, and other 
matters needed or requested by the board and senior management. Reporting must also 
include significant risk exposure and control issues, including fraud risks, governance 
issues, and other matters needed or requested by senior management and the board.”

2100—Nature of Work. Internal audit activity includes evaluations and con-
tributions to the improvement of risk management, control, and governance 
systems using “a systematic and disciplined approach.” 

Earlier IIA standards did not really address the important area of risk manage-
ment. Risk management is discussed in Chapter 7 and is outlined in the IIA standards 
as follows:

2110—Risk Management. Internal audit must assist the enterprise by iden-
tifying and evaluating significant exposures to risk and contributing to the 
improvement of risk management and control systems. Determining whether 
risk management processes are effective is a judgment resulting from an inter-
nal auditor’s assessment that:
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 ■ Organizational objectives support and align with an enterprise’s mission;
 ■ Significant risks are identified and assessed;
 ■ Appropriate risk responses are selected that align risks with the enterprise’s 

risk appetite; and
 ■ Relevant risk information, enabling staff, management, and the board to 

carry out their responsibilities, is captured and communicated in a timely 
manner across the enterprise.

Risk management processes should be monitored through ongoing management 
activities, separate evaluations, or both.

2110.A1—Internal audit activity must monitor and evaluate the effectiveness of 
the enterprise’s risk management system.
2110.A2—The internal audit activity must evaluate risk exposures relating to 

the enterprise’s governance, operations, and IT regarding the COSO stan-
dards of internal control.

2110.C1—During consulting engagements, internal auditors must address 
risk consistent with the engagement’s objectives and must be alert to the 
existence of other significant risks.

2110.C2—Internal auditors must incorporate knowledge of risks gained from 
consulting engagements into the process of identifying and evaluating sig-
nificant risk exposures of the enterprise.

2110.C3—When assisting management in establishing or improving risk 
management processes, internal auditors must refrain from assuming any 
management responsibility by actually managing risks.

2130—Governance. Internal audit must assess and make appropriate recom-
mendations for improving the governance process in its accomplishment of 
the following objectives:

 ■ Promoting appropriate ethics and values within the enterprise;
 ■ Ensuring effective organizational performance management and account-

ability;
 ■ Communicating risk and control information to appropriate areas of the 

enterprise; and
 ■ Coordinating the activities of and communicating information among the 

board, external and internal auditors, and management.

This IIA governance standard is very consistent with SOx requirements. These 
standards support our Chapter 26 discussion on ethics and whistleblower programs.

2200—Engagement Planning. Internal auditors must develop and record a plan for 
each engagement, including the scope, objectives, timing, and resource  allocations.

An important aspect of all internal audits, planning is discussed in Chapter 8 on 
performing effective internal audits.

2201—Planning Considerations. In planning an audit engagement, internal 
auditors should consider:
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 ■ The objectives of the activity being reviewed and the means by which the 
activity controls its performance.

 ■ The significant risks to the activity, its objectives, resources, and opera-
tions, and the means by which the potential impact of risk is kept to an 
acceptable level.

 ■ The adequacy and effectiveness of the activity’s risk management and 
internal control processes compared to a relevant control framework or 
model.

 ■ The opportunities for making significant improvements to the activity’s risk 
management and control processes.

2201.A1—When planning an engagement for parties outside the enterprise, 
internal auditors must establish a written understanding with them 
about objectives, scope, respective responsibilities, and other expectations, 
including restrictions on distribution of the results of the engagement and 
access to engagement records.

2201.C1—Internal auditors must establish, and generally document, an 
understanding with consulting engagement clients about objectives, 
scope, respective responsibilities, and other client expectations. For sig-
nificant engagements, this understanding must be documented.

2210—Objectives Must Be Established for Each Engagement.
2210.A1—Internal auditors must conduct a preliminary assessment of the 

risks relevant to the activity under review, and engagement objectives must 
reflect the results of this assessment.

2210.A2—The internal auditor must consider the probability of significant 
errors, irregularities, noncompliance, and other exposures when develop-
ing the engagement objectives. This relates to the risk assessment consid-
erations discussed previously.

2210.A3—Adequate criteria are needed to evaluate controls. Internal audi-
tors must ascertain the extent to which management has established 
adequate criteria to determine whether objectives and goals have been 
accomplished. If adequate, internal auditors must use such criteria in their 
evaluation. If inadequate, internal auditors must work with management 
to develop appropriate evaluation criteria.

2210.C1—Consulting engagement objectives must address risks, controls, and 
governance processes to the extent agreed on with the client.

2220—Engagement Scope. The established scope must be sufficient to satisfy 
the objectives of the engagement.
2220.A1—The scope of the engagement must include consideration of relevant 

systems, records, personnel, and physical properties, including those under 
the control of third parties.

2220.A2—If significant consulting opportunities arise during an assur-
ance engagement, a specific written understanding as to the objec-
tives, scope, respective responsibilities, and other expectations must be 
reached and the results of the consulting engagement communicated in 
accordance with these consulting standards. This says that an internal 
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auditor can begin an audit as a strictly assurance level of review but 
may expand it to a consulting‐level audit if there is a need or manage-
ment request.

2220.C1—In performing consulting engagements, internal auditors must 
ensure that the scope of the engagement is sufficient to address the agreed‐
upon objectives. If internal auditors develop reservations about the scope 
during the engagement, these reservations must be discussed with the 
auditee to determine whether to continue with the engagement.

2230—Engagement Resource Allocation. Internal auditors must determine 
the appropriate resources necessary to achieve the audit engagement objec-
tives. Staffing must be based on an evaluation of the nature and complexity of 
each engagement, time constraints, and available resources.

2240—Engagement Work Program. Internal auditors must develop and docu-
ment work programs that achieve the engagement objectives. These work pro-
grams must establish procedures for identifying, analyzing, evaluating, and 
recording information during the engagement. They must be approved prior 
to their implementation, and any adjustments approved promptly. Work pro-
grams for consulting engagements may vary in form and content depending 
upon the nature of the engagement.

2300—Performing the Engagement. Internal auditors must identify, analyze, 
evaluate, and record sufficient information to achieve an audit engagement’s 
objectives and must base conclusions and engagement results on appropriate 
analyses and evaluations.

2310—Identifying Information. Internal auditors must identify sufficient, reli-
able, relevant, and useful information to achieve the engagement’s objectives. 
Sufficient information is factual, adequate, and convincing so that a prudent, 
informed person would reach the same conclusions as the auditor. Reliable 
information is the best attainable information through the use of appropriate 
engagement techniques. Relevant information supports engagement obser-
vations and recommendations and is consistent with the objectives for the 
engagement. Useful information helps an enterprise meet its goals.

2320—Analysis and Evaluation. Internal auditors must base conclusions and 
engagement results on appropriate analyses and evaluations.

2330—Recording Information. Internal auditors must record relevant informa-
tion to support the conclusions and engagement results.
2330.A1—The CAE must control access to engagement records, and must 

obtain the approval of senior management and/or legal counsel prior to 
releasing such records to external parties, as appropriate.

2330.A2—The CAE must develop retention requirements for engagement 
records, regardless of the medium in which each record is stored, that are 
consistent with the enterprise’s guidelines and any pertinent regulatory 
or other requirements.

2330.C1—The CAE must develop policies governing the custody and retention 
of engagement records, as well as their release to internal and external 
parties. These policies must be consistent with the enterprise’s guidelines 
and any pertinent regulatory or other requirements.
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2340—Engagement Supervision. Engagements must be properly supervised to 
ensure that objectives are achieved, quality is assured, and staff is developed. 
The extent of supervision required will depend on the proficiency and experi-
ence of internal auditors and the complexity of the engagement. The CAE has 
overall responsibility for supervising the engagement, whether performed by 
or for the internal audit function, but may designate appropriately experienced 
members of the internal audit function to perform the review. Appropriate evi-
dence of this supervision is documented and retained.

2400 and 2410—Communicating Results. Internal auditors must communi-
cate their engagement results, including the audit’s objectives and scope as well 
as applicable conclusions, recommendations, action plans, and the internal 
auditor’s overall opinion and/or conclusions.
2410.A1—Final communication of engagement results must, where appro-

priate, contain the internal auditor’s overall opinion and/or conclusions.
2410.A2—Internal auditors are encouraged to acknowledge satisfactory per-

formance in engagement communications.
2410.A3—When releasing engagement results to parties outside the enter-

prise, the communication must include limitations on distribution and 
use of the results.

2410.C1—Communication of the progress and results of consulting engage-
ments will vary in form and content depending upon the nature of the 
engagement and the needs of the client.

2420—Quality of Communications. Communications must be accurate, objec-
tive, clear, concise, constructive, complete, and timely.

2421—Errors and Omissions. If a final communication contains a significant 
error or omission, the CAE must communicate corrected information to all 
parties who received the original communication.

2430—Use of “Conducted in conformance with the International Stan-
dards for the Professional Practice of Internal Auditing.” Internal auditors 
are encouraged to report that their engagements are “conducted in confor-
mance with the International Standards for the Professional Practice of Internal 
Auditing.” However, internal auditors may use the statement only if the results 
of the quality assurance and improvement program demonstrate that the inter-
nal audit activity conforms to the Standards.

2431—Engagement Disclosure of Noncompliance with IIA Standards. 
When noncompliance with the Standards impacts a specific engagement, com-
munication of the results must disclose the:

 ■ Principle or rule of conduct of the Code of Ethics or Standard(s) with which 
full conformance was not made;

 ■ Reason(s) for noncompliance; and
 ■ Impact of noncompliance on the engagement.

2440—Disseminating Results. The CAE is responsible for communicating the 
final results of audit work to appropriate parties who can ensure that the results 
are given due consideration.
2440.A1—The CAE is responsible for communicating the final results to par-

ties who can ensure that the results are given due consideration.
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2440.A2— If not otherwise mandated by legal, statutory, or regulatory 
requirements, prior to releasing results to parties outside the enterprise, 
the CAE must: 

 ■    Assess the potential risk to the enterprise; 
 ■    Consult with senior management and/or legal counsel as appropriate; 

and 
 ■    Control dissemination by restricting the use of the results.   

2440.C1 and C2— The CAE is responsible for communicating the fi nal results 
of consulting engagements to clients. During consulting engagements, risk 
management, control, and governance issues may be identifi ed. Whenever 
these issues are signifi cant to the enterprise, they must be communicated 
to senior management and the board.   

2500—Monitoring Progress.  The CAE must establish and maintain a system to 
monitor the disposition of results communicated to management as well as a 
follow‐up process to monitor and ensure that management actions have been 
effectively implemented or that senior management has accepted the risk of 
not taking action. 

    2600—Resolution of Management’s Acceptance of Risks.  When the CAE 
believes that senior management has accepted a level of residual risk that  may 
be  unacceptable to the enterprise, the CAE must discuss the matter with senior 
management. If the decision regarding residual risk is not resolved, the CAE 
and senior management must report the matter to the board for resolution.   

 The current IIA standards represent a signifi cant improvement over the older and 
very lengthy standards that were in place through the 1990s. The standards conclude 
with a glossary of terms to better defi ne the roles and responsibilities of internal auditors. 
Various glossary terms are introduced in other subsequent chapters, but one that is impor-
tant for internal auditors is the defi nition of  independence . The word frequently appears in 
internal auditing literature, but the offi cial defi nition of internal auditor independence is: 

 Independence is the freedom from signifi cant confl icts of interest that threaten 
objectivity. Such threats to objectivity must be managed at the individual audi-
tor level, the engagement level, and the organizational level.   

 This is an important concept today. We again emphasize that these paragraphs are 
not the verbatim IIA standards  but an edited and annotated version. Some of the more 
minor standards statements have not been included in this chapter, a few words in some 
cases have been changed, and descriptive comments have been added. As previously 
stated, internal auditors are advised to obtain the offi cial version of these standards 
through the Institute of Internal Auditors at  www.theiia.org .     

 9.4  CODES OF ETHICS: THE IIA AND ISACA  

 The IIA’s code of ethics is displayed in Exhibit   9.2   , with a purpose to promote an ethical 
culture in the profession of internal auditing. This code of ethics is divided into high‐level 
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 EXHIBIT 9.2     Internal Auditor Code of Ethics  

 PRINCIPLES   Internal auditors are expected to apply and uphold the following principles: 

 ■ Integrity . The integrity of internal auditors establishes trust and thus provides the basis for 
reliance on their judgment. 

 ■     Objectivity .  Internal auditors exhibit the highest level of professional objectivity in 
gathering, evaluating, and communicating information about the activity or process being 
examined. Internal auditors make a balanced assessment of all the relevant circumstances and 
are not unduly in� uenced by their own interests or by others in forming judgments. 

 ■ Confi dentiality.   Internal auditors respect the value and ownership of information they 
receive and do not disclose information without appropriate authority unless there is a legal 
or professional obligation to do so. 

 ■     Competency.   Internal auditors apply the knowledge, skills, and experience needed in the 
performance of internal audit services.  

 RULES OF CONDUCT   

  1.   Integrity.   Internal Auditors: 

  1.1.  Shall perform their work with honesty, diligence, and responsibility. 
  1.2.  Shall observe the law and make disclosures expected by the law and the profession. 
  1.3.  Shall not knowingly be a party to any illegal activity, or engage in acts that are 

discreditable to the profession of internal auditing or to the organization. 
  1.4.  Shall respect and contribute to the legitimate and ethical objectives of the organization.   

  2.   Objectivity.   Internal Auditors: 

  2.1.  Shall not participate in any activity or relationship that may impair or be presumed 
to impair their unbiased assessment. This participation includes those activities or 
relationships that may be in con� ict with the interests of the organization. 

  2.2.  Shall not accept anything that may impair or be presumed to impair their professional 
judgment. 

  2.3.  Shall disclose all material facts known to them that, if not disclosed, may distort the 
reporting of activities under review.   

  3.   Confi dentiality.   Internal Auditors: 

  3.1.  Shall be prudent in the use and protection of information acquired in the course of their 
duties. 

  3.2.  Shall not use information for any personal gain or in any manner that would be 
contrary to the law or detrimental to the legitimate and ethical objectives of the 
organization.   

  4.   Competency.   Internal Auditors: 

  4.1.  Shall engage only in those services for which they have the necessary knowledge, skills, 
and experience. 

  4.2.  Shall perform internal audit services in accordance with the International Standards for 
the Professional Practice of Internal Auditing. 

  4.3.  Shall continually improve their pro� ciency and the effectiveness and quality of their 
services.    

principles covering internal audit integrity, objectivity, confi dentiality, and competency 
as well as rules of conduct covering these same areas. It is necessary and appropriate 
for a profession that depends on the trust placed on users of internal audit services to 
provide objective assurances about risk management, control, and governance. The 
IIA’s current code of ethics was fi rst released in 2000 and continues to be an important 
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internal audit standard and a key element of the IPPF. Any person performing internal 
audit services, whether or not a member of the IIA, should follow this code of ethics. 
Professional certifi cates, including the Certifi ed Internal Auditor (CIA) designation, will 
be discussed in Chapter   29  .  

 The IIA code of ethics applies both to individuals and to entities that provide 
internal auditing services. For IIA members and recipients of or candidates for IIA 
professional certifi cations, breaches of the code of ethics will be evaluated and admin-
istered according to IIA Bylaws and Administrative Guidelines. The IIA goes on to 
state that even if a particular conduct is not mentioned in the code, this does not 
prevent the conduct or practice from being unacceptable or discreditable. Violators 
of the code, whether an IIA member, certifi cation holder, or candidate, can be held 
liable for disciplinary action. 

 ISACA, as well as its affi liated research arm, the IT Governance Institute, is the pro-
fessional audit enterprise that represents or speaks primarily for IT auditors. ISACA was 
originally known as the Electronic Data Processing Auditors Association (EDPAA), a 
professional group that was founded in 1969 by a group of internal auditors who felt the 
IIA was not giving suffi cient attention to the importance of IT systems and their related 
technology‐related internal controls.  It still leads the IIA on technology‐related issues. 
ISACA is also the professional enterprise that administers the CISA (Certifi ed Infor-
mation Systems Auditor) examination and program and is responsible for the COBIT 
internal control framework discussed in Chapter   6  . 

 With its IT audit and IT governance orientation, ISACA represents a somewhat 
different group of auditors. Historically, ISACA drew a large number of members 
from IT audit specialists and public accounting external audit firms, and it also has 
had a very strong international membership in some areas of the world. Many IIA 
members are also ISACA members, and while the two groups do not have many 
joint meetings or other endeavors, each represents an important segment of the 
audit community. 

 While ISACA—fortuitously—does not have its own set of professional standards, it 
does have a code of ethics as shown in Exhibit   9.3   . Because of its IT heritage, the ISACA 
code is more oriented to technology‐related issues. It is a set of professional standards 
that applies to and should be of particular value to IT audit professionals. Although the 
wording is different, there is nothing in the ISACA code that is really contrary to the IIA 
code. Internal auditors, whether working primarily in IT areas or with a more general 
internal controls orientation, should exercise strong ethical practice in their work.    

 9.5  INTERNAL AUDIT PRINCIPLES  

 Neither COSO nor the IIA had used the concept of or term principles in the past, but 
these useful high‐level objective statements are helpful in ongoing internal control and 
audit review activities. A  principle  is a high‐level statement that will allow others to 
assess whether their activities in a given area are accomplishing overall objectives, and 
internal auditors should use them as kind of a one‐line measure to assess activities in 
some area. 
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 EXHIBIT 9.3     ISACA Code of Professional Ethics  

The Information Systems Audit and Control Association, Inc. (ISACA) sets forth this Code 
of Professional Ethics to guide the professional and personal conduct of members of the 
association and/or its certi� cation holders.

Members and ISACA certi� cation holders shall: 

  1.  Support the implementation of, and encourage compliance with, appropriate standards, 
procedures, and controls for information systems. 

  2.  Perform their duties with objectivity, due diligence, and professional care, in accordance with 
professional standards and best practices. 

  3.  Serve in the interest of stakeholders in a lawful and honest manner, while maintaining high 
standards of conduct and character, and not engage in acts discreditable to the profession. 

  4.  Maintain the privacy and con� dentiality of information obtained in the course of their duties 
unless disclosure is required by legal authority. Such information shall not be used for 
personal bene� t or released to inappropriate parties. 

  5.  Maintain competency in their respective � elds and agree to undertake only those activities 
that they can reasonably expect to complete with professional competence. 

  6.  Inform appropriate parties of the results of work performed, revealing all signi� cant facts 
known to them. 

  7.  Support the professional education of stakeholders in enhancing their understanding of 
information systems security and control.  

Failure to comply with this Code of Professional Ethics can result in an investigation into a 
member’s, and/or certi� cation holder’s, conduct and, ultimately, in disciplinary measures.

 Exhibit   9.4    displays the IPPF’s internal audit principles. They are organized with 
principles 1 to 3 describing areas for internal auditor input, principles 4 through 9 
describing internal audit activity and processes, and principles 10 to 12 relating to the 
outcomes or results of internal audit activity. As shown in the exhibit, key words for 
each principle are set in bold type to indicate major points. For example, principle 2 
emphasizes the importance of internal audit objectivity, a key internal auditor attribute. 

  The IIA’s goal for these principles is to make it easier for internal audit professionals 
to understand and focus on the things that are most important. These principles should 
facilitate more effective communications with key stakeholders, including regulators, 
regarding the priorities that defi ne internal audit effectiveness. This really says that 
when an internal auditor is reviewing or recommending a control activity in some 
area under review, the auditor should always keep these general, high‐level principles 
in mind. For example, one of the IPPF principles on individual internal auditor activities 
says that an internal auditor should display “objectivity in mindset and approach.” This 
is not really different from recognized internal audit standards, but, stated as a principle, 
it gives an internal auditor the opportunity to ask the question of whether an audit is 
really objective when recommending some approach. The answer should be a given, 
but the principle gives an internal auditor and the internal audit management team an 
opportunity to ask a follow‐up hard, introspective question.   
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 EXHIBIT 9.4     Internal Audit IPPF Principles  

Internal auditor individual activity   inputs  

   1. Demonstrate uncompromised  integrity 

  2. Display  objectivity  in mindset and approach

  3. Demonstrate commitment to  competence 

Internal audit   process   activities

  4. Are  appropriately positioned  within the organization  with suffi cient  authority 

  5.  Align strategically  with enterprise aims and goals

 6. Have adequate  resources  to effectively address signi� cant risks

    7. Demonstrate quality and continuous improvement

 8. Achieve  effi ciency and effectiveness  in delivery

  9.  Communicate effectively 

Internal auditor individual activity  outputs 

10.  Provide reliable assurance  to those charged with governance

  11.  Are insightful, proactive, and future‐focused 

12.  Promote positive change 

 9.6  IPPF FUTURE DIRECTIONS  

 The IPPF is new and is an attempt to better tie the wide range of evolving issues and 
new internal control guidance needs impacting internal auditors today. The IIA has 
separately published often excellent supplemental guidance on various issues, as refer-
enced where appropriate in other chapters. We must remember, though, that the IIA is 
largely a volunteer organization with no central research and administrative services. 
When it publishes guidance on new and evolving issues, it typically hires a contractor, 
but not necessarily a recognized internal auditor to do the work, often with little general 
membership feedback before publication. For example, around 2008 the IIA hired some 
researchers to develop their own CBOK. The work was done through a survey, but with 
little member follow‐up and some questionable results.   

   A perhaps almost troubling element of the IPPF is that the IIA has seemingly unre-
alistic plans to more actively address emerging internal audit business and technical 
issues in an almost real‐time manner. The IPPF documents state that when faced with 
new, developing, or emerging internal audit issues, the IIA plans to issue guidance 
“within a matter of weeks” to address such new internal audit issues or potential solu-
tions. Understanding internal auditing issues associated with something like “bring 
your own device” internal controls, new internal issues discussed in Chapter   20  , or 
internal controls over big data, an evolving controls issue discussed in Chapter   21  , creates 
a challenge for an international organization such as the IIA to review internal control 
issues and get out timely guidance to its members. Although the IIA was slow in the past 
in getting information on new technologies and issues to its members on a prompt basis, 
the draft documents supporting the new IPPF claim it has changed its ways. We hope so. 



Notes ◾    233

c09 233 17 November 2015 5:50 PM

 Beyond our comments on the IIA’s evolving issues aspirations, the overall IPPF 
seems to be a very good concept for internal auditors, improving internal defi nitions 
and emphasizing key principles along with an emphasis on the IIA’s code of ethics and 
the  International Standards for the Professional Practice of Internal Auditing . An overall 
understanding of all components of the IPPF should be a strong CBOK requirement.   

 NOTES   

  1.  International Standards for the Professional Practice of Internal Auditing  (Altamonte Springs, 
FL: Institute of Internal Auditors, 2004). 

  2. See Robert R. Moeller,  IT Audit, Control, and Security  (Hoboken, NJ: John Wiley & Sons, 
2010). 
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10                                                        CHAPTER   TEN                 

 Testing, Assessing, and 
Evaluating Audit Evidence                                            

 THE INTERNAL AUDIT PROCESS BEGINS with fi rst establishing audit 
objectives, then planning and preparing the internal audit, performing planned 
audit procedures including gathering and examining audit evidence, and fi nally 

assessing the audited results to determine if the audit objectives have been satisfi ed, if 
supporting internal controls are adequate, if the materials reviewed are suffi cient to 
develop an audit conclusion, and if there is a need for corrective action–based internal 
audit recommendations. This process of testing, assessing, and then evaluating audit 
evidence is often a challenge and a source of concerns for many internal auditors. For 
example, an internal auditor may review a sample of 100 items and fi nd one error/
exception but no problems with 99 of them. Should that one remaining internal con-
trol problem item cause an internal auditor to highlight matters as an internal control 
problem or should the internal auditor give that single exception a pass and go forward? 
There often are no easy answers, but a knowledgeable internal auditor should be able 
to evaluate this audit evidence and make the appropriate decision. 

 While Chapter   8   outlined the steps for performing an internal audit and Chapter   9   
described the IIA international professional standards necessary for performing internal 
audits, this chapter reviews processes to test, assess, and evaluate audit evidence. These 
are key common body of knowledge (CBOK) steps necessary to look at audit evidence 
and then to develop appropriate audit conclusions based on that evidence. This stage is 
really a key step in the overall internal audit process. 

 In addition to the necessary skills to evaluate audit evidence, an internal auditor 
needs to understand some of the basics of   audit sampling  . Many internal auditors, how-
ever, back away from or try to ignore audit sampling because it is “too mathematical” 
and perhaps because they do not like the supporting statistics calculations, perhaps 
dating back to poor impressions of statistics in their college days. This chapter also will 
introduce some of the simple calculations and procedures necessary to perform audit 
sampling, a basic CBOK requirement.   

Brink’s Modern Internal Auditing: A Common 
Body of Knowledge, Eighth Edition 
By Robert R. Moller 
Copyright © 2016 by John Wiley & Sons, Inc. 
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 10.1  GATHERING APPROPRIATE AUDIT EVIDENCE  

 Internal auditors make assessments about audit issues or satisfy their audit objectives 
through detailed reviews of what is called  audit evidence . That is, an internal auditor usu-
ally is not able to look at every item in an area of audit concern to develop evidence to 
support an audit. This approach is much more diffi cult when internal audit is faced with 
a large population of items to examine—hundreds, thousands, or even more. Rather, the 
auditor must examine a limited set of sample fi les or reports to develop audit conclusions 
over the entire set or population of data. 

 In the early days of internal auditing, 100% examinations of transactions or docu-
ments were common to assess control procedures compliance. As enterprises grew 
larger and more complex, this 100% examination approach was often not feasible, so 
internal auditors would typically select a sample to develop an audit conclusion. In 
particular, given today’s IT systems, internal auditors needed some way to review these 
large masses of computerized data. There is a major internal audit challenge here. An 
internal auditor needs a consistent approach to sample a portion of items from a large 
population of data and then to draw audit conclusions based on that limited sample. 

 The internal audit sampling challenge here is to extract a sample of items that will 
be representative of the entire population. If there are 100,000 transactions and if an 
internal auditor only looks at 50 of them, fi nding 10 exceptions (20% of the sample), 
can the auditor conclude that 20% of the entire population of transactions, or 20,000, 
are exceptions? This audit conclusion can only be considered true if the sample of 50 
drawn is representative of the entire population. Audit sampling techniques can help 
an internal auditor determine an appropriate sample size and develop an opinion for 
this type of audit task. 

 Audit sampling has two major branches: statistical and nonstatistical.   Statistical 
sampling   is a mathematical‐based method of selecting representative items that refl ect 
the characteristics of the entire population. Using the results of audit tests on the sta-
tistically sampled items, an internal auditor can then express an opinion on the entire 
group. For example, an auditor could develop a statistical sample of items in an inven-
tory, test those items in that sample for their physical quantity or value, and then express 
an opinion on the value or accuracy of the entire inventory.   Nonstatistical sampling  , 
also called   judgmental sampling  , is not supported by mathematical theory and does not 
allow an internal auditor to express  statistically precise  opinions on the entire popula-
tion. Nevertheless, nonstatistical or judgmental sampling is often a useful audit tool.   

 10.2  AUDIT ASSESSMENT AND EVALUATION TECHNIQUES  

 When planning an audit that includes the examination of a large number of transac-
tions or other evidence, an internal auditor should always ask the question “Should I 
use audit sampling?” The correct answer here is often not just a simple yes or no but 
may be complicated by such factors as the number or nature of items to be sampled, 
a lack of technical expertise or IT software availability to do the sampling, a fear of 
the mathematical focus of sampling, or the potential nonacceptance of the sampling 
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results by management. “Sampling” also is an expression that is frequently misused 
by internal auditors. All too often, an internal auditor will be faced with a file cabinet 
filled with hundreds of documents to review, and the auditor will pull out one or two 
items from the front and perform audit procedures based on this limited selection. While 
this examination of two items may be appropriate for an audit observation, an internal 
auditor often should not try to draw conclusions for the entire population or contents of 
the file cabinet drawer based on that limited sample. To effectively develop this type of 
conclusion, internal auditors need a process where they should:

 ■ Understand the total population of items of concern and develop a formal sampling 
plan regarding the population of items;

 ■ Draw a sample from the population based on that sample selection plan;
 ■ Evaluate the sampled items against audit objectives; and
 ■ Develop conclusions for the entire population based on audit sample results.

These steps represent the process of audit sampling. Audit sampling is the process 
of examining less than 100% of the items within an account balance or class of transac-
tions for the purpose of drawing some form of conclusion for the entire population based 
on the sample audit results. Audit sampling can often be a very attractive and effective 
option for internal auditors and should be a CBOK requirement.

Why use audit sampling? We often hear reports on the results of statistical sampling 
techniques in consumer research, government studies, or in the quality‐control test-
ing on a production assembly line, and audit sampling can be a very effective tool for 
internal auditors as well. While 100% examinations work for limited amounts of audit 
evidence, internal audit almost always finds itself looking at a sample—either very large 
or small—of the audit evidence. The internal auditor would then draw an audit conclu-
sion based on the results of that sample. With formal audit sampling, internal audit can 
draw a conclusion along the lines of “Based on the results of our audit sample, we are 
98% certain the true inventory balance is between X and Y.” This type of statement and 
process will be discussed in greater detail in the paragraphs following.

Formal audit sampling is a powerful tool, and with some study and practice, inter-
nal auditors can easily and effectively begin to use audit sampling. Whenever an inter-
nal auditor needs to draw conclusions based on a population of multiple items but does 
not want to examine the entire population, audit sampling can introduce better and 
more efficient audits. The following reasons encourage the use of audit sampling and 
statistical sampling:

 ■ Conclusions may be drawn regarding an entire population of data. If a sta-
tistical sampling method is used, information can be accurately projected over the 
entire population without performing a 100% check on the population, no matter 
how large. For example, an internal auditor may be interested in the occurrence of 
some error condition in a large volume of incoming product freight bills. The audi-
tor could select a statistical sample of these freight bill documents, test the sample 
for the error condition, and then be able to make a 98% certain type of estimate 
about the occurrence of that error condition in the entire population of freight bills. 
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This technique typically will result in a strong audit position and significant audit 
savings.

 ■ Sample results are objective and defensible. Internal control errors often occur 
on a random basis over the total items subject to error, and each error condition 
should have an equal opportunity of selection in an audit sample. An audit test 
based on random selection is objective and even defensible in a court of law. Con-
versely, a sample based on auditor judgment could be distorted due to intentional or 
unintentional bias in the selection process. An auditor looking for potential prob-
lems might examine only the larger or sensitive items, ignoring others.

 ■ Less sampling may be required through the use of audit sampling. Using 
mathematics‐based statistics, internal auditors need not increase the size of a sam-
ple directly in proportion to increases in the size of the population to be sampled. 
Even though a sample of 60 items may be needed to express an audit opinion over a 
population of 500 items, that same sample of 60 may still be sufficient for a popula-
tion of 5,000. An internal auditor who does not use statistical approaches often will 
oversample large populations because of the incorrect belief that larger populations 
require proportionately larger samples. By using statistics‐based sampling proce-
dures, less testing may be required.

 ■ Statistical sampling may even provide for greater accuracy than a 100% 
test. When voluminous amounts of data items are counted in their entirety, the 
risk of significant clerical or audit errors increases. However, a small, well‐con-
trolled sample will typically receive very close scrutiny and analysis. The more 
limited sample would be primarily subject only to sampling errors resulting from 
the statistical projection.

 ■ Audit coverage of multiple locations is often more convenient. Audits can be 
performed at multiple locations with small samples taken at individual sites to com-
plete an overall sampling plan. In addition, an audit using comprehensive statistical 
sampling may be started by one auditor and subsequently continued by another. 
Each of their sample results can be combined to yield one set of audit results.

 ■ Sampling procedures can be simple to apply. In years past, internal auditors 
often were required to use either tables published in sampling manuals or com-
plex computer systems to develop a sampling plan and sample selection. With the 
availability of laptop computer–based software packages, audit sampling has been 
simplified. The sampling tools and techniques discussed in this chapter should help 
to explain the process for internal auditors.

Despite the advantages of audit sampling, an internal auditor must keep in mind 
that exact information cannot be obtained about a population of items based on just a 
sample, whether it be judgmental or statistical. It is only through making a 100% test 
and following good audit procedures that an internal auditor can obtain exact infor-
mation. With nonstatistical, judgmental sampling, information is only obtained about 
those items examined. With statistical sampling, regardless of the number of items 
examined, positive information can be obtained about all of the items in the population 
within a level of statistical confidence. The sections following will discuss judgmental 
and statistical audit sampling—both important internal audit tools. In addition, the 
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discussion on statistical sampling provides guidance on attributes, monetary unit, and 
variables sampling   techniques as well as other techniques for internal auditor use.   

 10.3  INTERNAL AUDIT JUDGMENTAL SAMPLING  

 Although we usually support a more statistical audit sampling approach for many internal 
audits, nonstatistical judgmental sampling can often also be a very appropriate internal 
audit procedure in many situations. As its name implies, this approach requires an inter-
nal auditor to use his or her best judgment to design and select a sample. No statistical 
decision rules are used and the auditor only selects a sampling plan approach that will 
provide a large enough sample to test the audit objectives, such as whether the internal 
controls reviewed are operating properly or if the procedures examined are being followed. 
Judgmental sampling requires an internal auditor to select a representative sample of 
items in a population of data or transactions for audit review. The sample will be less than 
100% of the entire population of items included in the review but should be suffi cient for 
internal audit to develop overall audit conclusions based on those sample results. For internal 
auditors, the methods for a judgmental sample selection may take many forms, including: 

 ■ Fixed percentage selection.  An examination of a fi xed percentage—such as 
10%—of the items or dollars in an audit population. These sample items are then 
often selected haphazardly, with the auditor opening a fi le drawer, for example, and 
selecting every one or two items or fi les until the desired sample size is met. 

 ■ Designated attribute selection.  A selection of all or part of the items active during a 
time period, such as one month in an audit covering a year’s transactions. Alternatively, 
an auditor could select all items having a common characteristic, such as all accounts 
ending in a particular letter of the alphabet, as part of a review of vendor invoices. 

 ■     Large value selection.  A selection for audit review of just those items with large 
monetary or other signifi cant balances. 

 ■     Designated area selection.  An examination of only items readily available, 
such as those stored in a particular fi le drawer. Such sample items may be selected 
because they looked “interesting.” 

 ■     Other selected attribute selection.  A review of only sensitive items or items with 
some other attribute of audit concern. In a review for inactive or obsolete inventory 
items, an auditor might select for review only those items that appear to be dusty 
or located in out‐of‐the-way locations in the inventory stores area.   

 Although useful data may be obtained from judgmental samples, the results can be 
misleading or inaccurate regarding overall conclusions about the whole population or 
account. An internal auditor may look at the accuracy of fi nance charges for the largest 
10% of some account under the assumption that these are the most signifi cant. Even 
though no signifi cant problems were found for the 10% sampled, the auditor will not 
know of any signifi cant control problems over the remaining accounts representing the 
other 90%. Similarly, an internal auditor can select a dusty corner of a storage space in 
a search for obsolete inventory. The items found in that area are probably candidates to 
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scrap and be put in an internal audit report comment, but they cannot be assumed to 
represent the level of obsolescence throughout the facility. 

 When planning a review based on judgmental samples, an internal auditor should 
make three judgmental sampling decisions. First, the internal auditor must develop a 
method of selection, and decide what types of items to examine. Internal auditors can be 
subject to criticism if problems are encountered later that were not included in the sample 
selection. An examination of all account names starting with the arbitrary fi rst letters  A
and  M  will not reveal a problem for an account with an account name starting with  S.  

 The size of the sample is the second audit judgment decision. Auditors sometimes incor-
rectly select only two or three items located off the top of the deck, review them, and state 
that audit results are based on this very limited and nonrepresentative audit sample. This 
can be misleading, and managers who receive internal audit report fi ndings often assume 
that a far larger sample was reviewed. The sample size should be reasonable compared to 
the entire population. Too small of a sample will not represent the overall population, while 
a too large sample may be extra time‐consuming or otherwise expensive to evaluate. 

 The third decision is how to interpret and report the audit results from the limited 
judgmental sample. An internal audit review of excess and obsolete inventory that selects 
20 dusty and dirty items from the stores area and fi nds that 10 are obsolete should not 
then conclude that 50% of the entire inventory is obsolete based on that sample. The bulk 
of the store’s inventory may be active and appear to be clean. If those active items were not 
considered in the selection, conclusions from the judgmental sample may be inaccurate. 
Even though 50% of the dusty and dirty items examined may be obsolete, this does not 
mean that  the entire  inventory is obsolete. The results from a judgmental sample must be 
stated very carefully. Exhibit   10.1    provides examples of some problems with incorrectly 
reporting judgmental sampling results and the ambiguous audit report conclusions based 
on incomplete judgmental samples. All of these examples point out that the fi ndings were 
based on some level of judgmental sample. The problem here is that internal auditors 
frequently refer to their audit sample and draw conclusions from the results even though 
there has been little statistical support for those sample conclusions. We are showing these 

 EXHIBIT 10.1     Problems with Judgmental Sampling Audit Findings  

Example Audit Problem Finding 1:   Based on our sample of inventory items, we found three 
items that were incorrectly labeled.  Controls need to be improved to . . .

What Is Wrong Here:   There is no reference to the number of items in the inventory, the size of 
the sample, or the implications of the sample results.

 Example Audit Problem Finding 2:   Based on our statistical sample of accounts receivable 
records, we found . . . 

What Is Wrong Here:   This is a judgmental sample � nding with no reference to what is meant by 
a “statistical sample” and how the internal audit conclusion was developed.

 Example Audit Problem Finding 3:  We found seven incorrectly valued items in our sample of 
� xed asset items; based on the results of this sample, we recommend . . . 

 What Is Wrong Here:  There is no explanation of what is meant by the “items in our sample.”  
Reported audit � ndings should give some details on the size of the population and number of 
items sampled for the audit.
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as examples of problems in reporting sampling results, but Chapter   18   contains a more 
extensive discussion of reporting internal audit results.  

 The whole concept behind internal audit judgmental sampling is that item selection 
is simply based on the internal auditor’s judgment. An internal auditor can select as 
many or as few sample items that appear appropriate in the internal auditor’s profes-
sional judgment. Often, a good internal auditor can “smell” a potential problem by look-
ing at an area and selecting a series of items that represent potential problems. However, 
even though some internal auditors may be right on target when pulling their often 
arbitrary‐size samples, many others may miss signifi cant items or may focus on a few 
bad apples that do not represent an entire population of otherwise good items. Although 
there are multiple options on an approach here, the successful internal auditor is often 
better off using some form of statistical sampling for audit item selection, as discussed 
in the section following.   

 10.4  STATISTICAL AUDIT SAMPLING: AN INTRODUCTION  

 Statistical audit sampling is a powerful tool that allows an internal auditor to project 
the results of a statistically correct audit sample over the entire population with a strong 
degree of accuracy and confi dence. Based on the rules of probability, statistical sampling 
requires the use of established mathematical selection techniques with results that can 
be projected over the entire population in a manner that will be accepted by the courts, 
government regulators, and others. Statistical sampling is also one of those often chal-
lenging topics that many internal auditors fi rst encountered in an undergraduate col-
lege course; they fi nished the class and hoped never to encounter that subject again! 

 Statistical sampling was once a complex internal audit process requiring a high 
degree of mathematical and computational skills. Revised and accepted sampling 
approaches as well as software tools available today eliminate much of these past com-
putational diffi culties. As an important internal audit CBOK skill, we will discuss some 
of the statistical concepts supporting statistical sampling as well as more common 
approaches to internal audit statistical sampling. Examples are presented to help an 
internal auditor more effectively use statistical sampling. 

 A general understanding of probability and statistical concepts is an important fi rst 
step for using statistical sampling. While this chapter does not attempt to be a statistics 
textbook, some basic statistical concepts and terminology are important. While we can 
draw a statistical sample without the need for an in‐depth understanding, interested 
internal auditors should consult a book on statistical auditing  1   for more information. 
While some of these concepts are fairly easy, a general understanding is important. 

 We start with some of the important statistical sampling terms. First, the expression 
population  refers to the total number of items that are subject to an audit, and a  random 
sample  is the process of selecting a sample where each unit in that population has an 
equal probability of selection. That random sample then represents the characteristics 
of the entire population. However, the characteristics of one random sample drawn by 
an internal auditor may be different from a sample from the same population drawn 
by another. To determine how far a sample result differs from that of a 100% test, an 
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internal auditor should have an understanding of the behavior of all possible samples 
that might be drawn from a population. 

 Because multiple samples may bring different results, it is important to understand 
the statistical sampling terms for measures of central tendency. In audit sampling, the 
term  average value  is used to describe or measure sampled data, in terms of both their 
example and the mathematical descriptions. While internal auditors often work with 
much larger populations, consider a hypothetical population of 25 accounts receivable 
balances with a total value of $86,345.24, as shown in Exhibit   10.2   .  

 Six different measures are commonly used by statisticians to look at the central ten-
dencies of this data or the degree that the various values are dispersed around a central 
average. The most common statistical measures for looking at data are the called the 

 EXHIBIT 10.2     Sample Population of Accounts 
Receivable Balances  

Item # Accounts Receivable Balance Rank

1 $275.00 3

2 $1,059.25 8

3 $2,564.78 15

4 $9,032.00 22

5 $1,750.00 12

6 $17,110.40 25

7 $1,713.99 11

8 $6,245.32 20

9 $534.89 5

10 $534.89 6

11 $2,564.78 16

12 $1,122.05 9

13 $3,025.88 17

14 $514.99 4

15 $10,554.58 24

16 $1,988.63 13

17 $7,026.50 23

18 $978.00 7

19 $1,654.54 10

20 $3,066.00 18

21 $35.87 1

22 $78.99 2

23  $2,003.00 14

24 $6,995.41 21

25 $3,915.50 12

Total $86,345.24
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mean, median, mode, range of data values, variance, the standard deviation, and the skew-
ness of the data. Although the calculation of these central‐tendency measures can be 
performed today by pressing a function key on an auditor’s business financial calculator,  
an internal auditor should understand their meaning and use, and how they are calcu-
lated. We will explain these values using the Exhibit 10.2 sample data.

 1. The mean is the simple average of the values of items in a population. It is calculated 
by adding up the total amount in the population of interest—in this Exhibit 10.2 
example, 25 individual balances for $86,345.24—and then dividing this total 
by the number of observed items in the population. Although an internal audi-
tor certainly does not need to worry about what the Greek symbol means, μ is 
often used to report the mean. In this example, the mean or μ is 86,345.24/25 = 
$3,453.81

 2. The median is the middle amount value when all of the items in the population 
are ranked by value, either smallest to largest or vice versa. Exhibit 10.2 contains 
a column on the right side, which shows the ranking of each item by its value or 
size. Item 21 has been ranked as number 1 because it is the smallest value in the 
population at $35.87. Item 22 is ranked as number 2 because it is the next smallest. 
The median is calculated by counting the number of individual items in the popula-
tion and selecting the one where 50% are larger and the other 50% are smaller. In 
this example, item 16 has been ranked as number 13, meaning twelve items are 
smaller and twelve are larger, and so item 16’s corresponding value, $1,988.63, is 
the median for this population. The median is rarely the same value as the mean. 
Here, the median value is smaller than the mean because there are more items of 
smaller value in the population.

 3. The mode is the amount or value that occurs most frequently in a population. In 
this example, two items—numbers 9 and 10—each have a value of $534.89. The 
mode is generally not a very meaningful measure in statistics. While sometimes 
useful in a larger population with many items bunched around the same general 
values, a mode is more useful when the data is summarized into a histogram. The  
histogram for this sample, in Exhibit 10.1, shows that the most common value for 
the sample data is less than $500.

 4. The range is the difference between the largest and the smallest values in a popula-
tion. In this example, the range is the difference between item 6 ($17,110.40) and 
item 21 ($35.87), or $17,074.53. This measure is primarily useful as an indicator 
of the breadth of the population data. The range will also be discussed as part of 
measuring dispersion through what is called the standard deviation.

 5. The variance is a measure of the spread of a distribution, and it is computed as the 
average squared deviation of each number from its mean. The symbol σ2 , or sigma 
squared, is a measure of the variance or what is called the standard deviation. For 
example, for a population consisting of the numbers 1, 2, and 3, the mean is 2 and 
the variance is the square root of this standard deviation calculation:

σ2

2 2 2
1 2 2 2 3 2

3
667=

−( ) + −( ) + −( )
= .
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   6.   Standard deviation.  Each of the measures discussed until now—such as mean and 
median—should be fairly easy to understand for most professionals, even those who 
have not had much background in statistics. In contrast, many fi nd the concept of 
standard deviation more diffi cult. Standard deviation is an important measure of 
the dispersion or distribution of data around a central mean.    

 The standard deviation is a measure of the  variability  of values for individual items 
in a population. The symbol  σ  , or sigma, is often used for the standard deviation where:

  
standard deviation =

−
=
∑( )X X

n

i
i L

n
2

 Standard deviation tells the auditor how much variation of values exists around 
the mean or central point. Exhibit   10.4    shows a standard deviation calculation for our 
same 25‐item accounts receivable balances example. One column in this exhibit shows 
the x  i  − X  differences, and the next column in this exhibit shows differences as squared 
values of those differences. Following the formula, dividing the sum of these squared 
differences by the population size minus 1 (a correction because this is a sample) will 
compute the standard deviation here of $4,045.78  

 The properly skeptical internal auditor may ask, “What is all of this good for?” Stan-
dard deviation is a measure of the central tendency of a normally distributed population 
of data, and it shows how far the items in a population are from the mean or central 
point. A population of 50 items all with values of about $1,000 each as well as a popula-
tion of another 50 with average values of less than $1 would have about the same mean 
value as a different population of 100, with 50 around $450 and the other 50 of around 

    EXHIBIT   10.3    Accounts Receivable Balances Histogram 
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 EXHIBIT 10.4     Standard Deviation Sample Calculation  

N  X i  xi − X�  (xi − x )�  2 

1 275.00 (3,178.81) 10,104,833.02

2 1,059.25 (2,394.56) 5,733,917.59

3 2,564.78 (889.03) 790,374.34

4 9,032.00 5,578.19 31,116,203.68

5 1,750.00 (1,703.81) 2,902,968.52

6 17,110.40 13,656.59 186,502,450.43

7 1,713.99 (1,739.82) 3,026,973.63

8 6,245.32 2,791.51 7,792,528.08

9 534.89 (2,918.92) 8,520,093.97

10 534.89 (2,918.92) 8,520,093.97

11 2,564.78 (889.03) 790,374.34

12 1,122.05 (2,331.76) 5,437,104.70

13 3,025.88 (427.93) 183,124.08

14 514.99 (2,938.82) 8,636,662.99

15 10,554.58 7,100.77 50,420,934.59

16 1,988.63 (1,465.18) 2,146,752.43

17 7,026.50 3,572.69 12,764,113.84

18 978.00 (2,475.81) 6,129,635.16

19 1,654.54 (1,799.27) 3,237,372.53

20 3,066.00 (387.81) 150,396.60

21 35.87 (3,417.94) 11,682,313.84

22 78.99 (3,374.82) 11,389,410.03

23 2,003.00 (1,450.81) 2,104,849.66

24 6,995.41 3,541.60 12,542,930.56

25 3,915.50 461.69 213,157.66

Sum 86,345.24 392,839,570.23

Average, 3,453.81 16,368,315.43

X&c.ovline; Std. Dev. 4045.78

$550. Although the mean for each would be around $500, they would be very different 
populations of data, and the standard deviation would help to explain those differences. 

 A  normal distribution  is the bell‐shaped diagram used to show data; often it is orga-
nized with a few values very high, a few very low, and most in the middle. If a large 
supply of small pebbles were to be dropped, one by one, onto a fl at surface, the pebbles 
would form in a mound the shape of a bell curve. Much of the data internal auditors deal 
with also follows this bell‐curve shape. If we look at the population of an average large 
city and plot the number of people by age, a few will be either very old or newborn at 
any point in time—with perhaps an equal number less than fi ve years and greater than 
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    EXHIBIT   10.5    Standard Deviation Sample Calculation 
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90 years—but the average or mean age may be about 45. These ages will be distributed 
into a bell‐curve shape in what is called a normal distribution. The assumption that most 
populations follow a normal distribution is important for internal auditors involved in 
sampling. Exhibit   10.5    shows a normal distribution where the mean, median, and mode 
are all the same.  

 Standard deviation is a measure of how many items in a population will be dis-
bursed around the central or mean point in a standard distribution. Statistical theory 
says that 68.2% of a normally distributed population will reside plus or minus one stan-
dard deviation around the mean; 95.4% will be within two standard deviations. How 
the items in the population are distributed around those central measures of mean and 
standard deviation is often of interest to the internal auditor. Is there an equal distri-
bution of large and small values around the central measures? At times, a population 
will  not  follow this normal or symmetrical shape. If plotted by age, the population of a 
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retirement community would be heavily weighted to older persons. We would say that 
this distribution by age is  skewed.  Many other business‐related populations follow a 
skewed distribution, with a few items with very large values. It is important for internal 
auditors to understand if a population of data is skewed to either the right or left. Audit 
testing and evaluation procedures are often modifi ed by this distribution of skewed data. 

 Because of its rather complex‐looking formula, the importance of standard devia-
tions does not seem very apparent, and the calculation of standard deviations may seem 
rather diffi cult or at least tedious. Various tools are available to perform these calcula-
tions, ranging from spreadsheet software to handheld calculators. An internal auditor 
who needs a better understanding of standard deviation concepts should dig into one 
of those old college textbooks that many of us have stored, or reference a good current 
statistical textbook. Exhibit   10.5   shows the concept of standard deviations around a 
mean value and the included percentages.   

 10.5  DEVELOPING A STATISTICAL SAMPLING PLAN  

 As a fi rst step for audit sampling, an internal auditor should develop a sampling plan 
that will allow each item in a population to have an equal probability of selection. This 
involves a much more precise approach than that used in the judgmental sampling 
approaches discussed previously. The plan should attempt to remove any bias in the 
selection of items to assure that they are representative of the total population. An inter-
nal auditor is often faced with a challenge here in understanding any large amount of 
data, whether inventory records, accounts receivable payment histories, actual physical 
locations of assets, or other types of audit evidence. Statistical sampling allows an inter-
nal auditor to pull a representative sample of this data that will allow for an audit conclu-
sion over the entire population of data. However, an internal auditor must understand 
the nature of the data to be reviewed when developing this sample selection strategy or 
audit plan, including: 

 ■     The population (or universe or fi eld) to be sampled must be clearly defi ned.
The  population  is the total number of units from which a sample can be drawn, 
including the scope or nature of items to be reviewed, such as all accounts payable 
vouchers for a year and the specifi c characteristics of audit interest. An example 
would be a large number of accounts payable vouchers where internal audit is only 
interested in materials purchases. Payables covering other areas—such as travel 
reimbursements or telecommunications charges—would not be included in this 
example audit population. 

 ■ The population should be divided or stratifi ed into groups if major varia-
tions exist between population items.  A population such as a materials inven-
tory often includes only a few items of very high value and many of smaller values. 
Such a population would be skewed and not follow a normal distribution. When a 
population covers a few very large or signifi cant items and many others with very 
small amounts, statistical conclusions based on the entire population will often 
not be valuable. Internal audit should perhaps consider stratifying the sample by 
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placing the smaller set of high‐value items in one population and the balance in a 
separate population. Separate samples could be drawn from each.

 ■ Every item in a population must have an equal chance of being selected in 
the sample. Every attempt should be made to eliminate bias in a sample selection 
when there is a lack of availability of particular items of interest. Auditors are some-
times guilty of bias when deciding to restrict some items from the sample selection 
even though the audit’s conclusions are expressed in terms of the total population. 
They may decide arbitrarily to ignore some items in a population because of lack 
of easy access. For example, it is easy to ignore top‐shelf, hard to reach items in 
an inventory audit. Auditors will pull the sample from readily available items and 
then state their audit conclusions as if they had looked at the entire population. If 
certain items must be ignored for logistical or other valid reasons, internal audit 
should always reveal that fact when reporting results.

 ■ There should be no bias in making the sample selection from the population. 
Similar to the previous situation, an auditor may be faced with a population of items 
stored at both local and remote facilities but only looks at ones in the local facility. 
The auditor can then draw an audit conclusion based only on the items stored 
locally. Those items stored in remote warehouses that have been ignored may have 
different attributes than the central warehouse items. Sample result conclusions 
from the local items reviewed may not represent the remote warehouses.

The sampling plan used should be clearly documented and discussed with manage-
ment, who with their knowledge of the items to be reviewed may suggest adjustments 
to the sampling plan. The development of a sampling plan is an important step for any 
audit sample.

There are four common methods for selecting an audit sample: random number, 
interval, stratified, and cluster selection. The latter two are also often referred to as types 
of sampling, but they are more properly identified as optional selection techniques. The 
following sections discuss very briefly each of these techniques. The modern internal 
auditor should have a general understanding of the most appropriate technique for a 
given audit situation.

Random Number Audit Sample Selection

Items here should be selected at random, with each in the population having an equal 
chance to be selected as a part of the sample. In theory, an internal auditor would place 
all the items from a population in a container (or numbers to identify them), mix them 
thoroughly, and independently draw the individual items for the sample from the con-
tainer. Since this is generally not feasible, the auditor must find other means to draw 
the random sample. In the past, auditors often used time‐consuming and somewhat 
complex processes. Today, however, an internal auditor can use any of a large number 
of computer tools to a select random number sample. An Internet search for “sampling 
random numbers” will reveal a wide variety of quite adequate software tools, some free 
and others selling for a small amount. The idea is to have a starting and ending num-
ber for all items in the population, determine the sample size, and then select random 
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numbers based on that sample size. This process is easy with, for example, a population 
of 1,000 invoices where it is easy to identify each by number.

With larger or more complex populations, each item in the population to be sampled 
should be assigned a unique identifying tracking number, such as the voucher number 
on a paper document, part numbers for an inventory, or some sequential number. For 
example, if the population is described on a multiple‐page IT‐generated file report, items 
can be identified on the basis of the system’s page number and line number per page. An 
inventory of 1,625 items could be displayed in a 30‐page report with about 55 lines per 
page. Since the individual inventory items in such a report may not be numbered, they 
can be identified by their placement on this report. The items on page 1 would range 
from page 1, line 1 (or 0101 to 0155), followed by 0201 to 0255 for the entries on page 
2. This scheme was easier in the old days of ponderous printed reports, but a review of 
system output files will define the items in the population subject to selection. The file 
used for the selections should be saved in a safe location to avoid inadvertent deletions 
or manipulations.

The sample size for such a selection should be large enough to recognize that some 
items cannot be selected and must be replaced. In our example of a population based 
on output report page and line numbers, where the highest number in a series would 
be 0155, the random number of 0199 might be drawn. Since that item does not exist 
based on the scheme used, the item number should be rejected and another random 
number drawn.

Although the major public accounting firms have developed a theoretical minimum 
sample size for their tests (often 60 or even 30), internal auditors generally should use 
no minimum sample size in an audit. An internal auditor may conservatively select a 
very large sample on the basis of seeking better results, with management more apt to 
accept the results of a large sample. Alternatively, a small sample size may be sufficient to 
arrive at adequate conclusions based on a limited amount of work. These internal audit 
sample‐size decisions are made strictly on the basis of audit judgment and the objectives 
of the audit without regard to formal statistical sampling rules. Since they are formal 
and often very mathematical, sampling theory rules are beyond the scope of this book 
and can be found in an audit sampling text.

A random number–based population selection assumes that most populations follow 
a standard bell‐curve distribution. Many actual populations do not follow such a normal 
distribution, raising the question of the feasibility of using audit sampling. Often a popu-
lation may contain a small but significant group of very large items with the remainder 
having small balances distributed over a wide range. In other cases, most items, whether 
as errors or not, may be all nearly equal with respect to the audit attribute to be examined. 
They do not follow a standard distribution even though the basis of many of the statistical 
sampling methods discussed assumes that the distribution is in the form of a normal distri-
bution. While there are mathematical techniques to get around non‐normal distribution 
and to still take a valid sample, they are mathematically complex and not necessary for 
the typical internal auditor. However, a good method of assuring more accurate results 
when a sample is drawn from a badly skewed population is to increase the sample size. 
Mathematical theory says that as the sample size gets larger, the shape of the sampling 
distribution becomes closer to a normal distribution.
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Interval Selection Audit Sample Selection

Another statistically sound technique for selecting sample items uses what is called 
interval selection or systematic sampling. This requires the selection of individual items 
based on uniform intervals from the items in the total population. This technique is 
especially useful for monetary unit sampling, discussed later in this chapter, where an 
internal auditor would develop a sample by selecting every nth item in the population, 
such as from an inventory listing. It is necessary that there be a reasonably homoge-
neous population, in terms of type of item, and no bias in the arrangement of the popula-
tion that would result in a sample that is not statistically representative.

Interval selection should be related to the size of the sample and the total population. 
The planned sample size divided into the population size then establishes the interval. 
Thus a population of 5,000 and a needed sample of 200 would yield an interval require-
ment of 5,000/200 or every 25th item. An internal auditor would then examine every 
25th item in the population series with the starting point in the first interval group estab-
lished on a random number basis. In the event the actual population turns out to be larger 
than was estimated, a practical solution is to increase the sample by extending the interval 
selection on the same basis. If the actual population is less than estimated, it will be nec-
essary to complete the sample through a new interval selection based on the number of 
items short in relation to the total population size. This problem can be avoided by always 
having a safety margin through a larger‐than‐needed sample estimate.

An interval selection where every nth item is selected is perhaps the easiest way to 
draw a sample from a population; however, the very nature of the method introduces the 
possibility of bias in the sample selection. For example, in a sample of daily transactions 
with an interval selection of every 30 days, if the starting random number pointed to 
the beginning of the month, a compliance error that normally took place later in the 
month might not be detected. The internal auditor could select day 5 of month 1, then 
move forward on the interval of 30 to perhaps day 6 of month 2 and so on. Based on this 
start, items from day 15 to about 30 will never be selected. Because of this bias, internal 
auditors should exercise caution before using this technique.

Stratified Selection Audit Sample Selection

With this selection approach a population is divided into two or more subgroups or strata, 
with each subgroup handled independently as a separate population. Stratified selection is 
an extension of random or interval selection techniques, because either can be applied to 
the smaller strata of the population. In some cases, one of the strata may be examined 100% 
while the others would be subject to random selection. The justification for stratification may 
be that one stratum has significantly different characteristics, and internal audit may wish 
to evaluate that subgroup on a more individual and precise basis. Through reducing vari-
ability, stratification can decrease the standard deviation and help to reduce sample sizes.

The data presented in the Exhibit 10.3 histogram shows where stratification might 
be useful. Internal audit might decide that all items in the population with balances 
greater than $10,000 should be examined 100%. In a purely random selection, using 
a random number table and a sample size of five, none of the three large items might be 
selected. Using stratification, internal audit could divide this population into two strata: 
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items over $10,000 and items under. The strata less than $10,000 would be subject to 
random selection, while the strata greater than $10,000 would receive 100% selection. 

 The most common populations requiring stratifi cation are those that have a few 
items of very high value, such as inventories, accounts receivable, or invoices. Since 
these high‐value items have much greater signifi cance, internal audit may wish to 
subject them to higher standards of scrutiny. In other cases there may be a need for 
stratifi cation since individual subgroups are processed in different ways, or by different 
groups, and the nature of the items may call for different standards of audit scrutiny, 
such as certain inventory subject to theft. Under these conditions, the larger variability 
in the total population makes a single type of testing and evaluation inapplicable. 

Stratifi ed sampling   principles have long been well recognized, and audit sampling strat-
ifi cation provides more meaningful statistical measures together with the possibility of 
smaller sample sizes. Once the stratifi cation selection technique has been adopted and the 
subgroups subjected to different standards of audit scrutiny, the results of each evaluation 
can be used independently, based on the sampling of the separate populations, or can be 
brought together to support a consolidated conclusion relative to the total population.   

   Cluster Selection Audit Sample Selection   

 Using a sampling approach called  cluster selection , samples are made by systematically select-
ing subgroups or clusters from the total population. Cluster selection is useful when items are 
fi led in shelves or in drawers, and it is physically more convenient to select subgroups based 
on the physical shelf area or individual fi le drawers. The rationale is that the items on par-
ticular portions of the shelf areas or in designated drawers are substantially similar in their 
nature and that a sample thus selected will be representative. However, the variability  within  
the individual samples is frequently less than the variability  among  the samples. Hence, to 
offset this lesser variability, it is customary to use a larger sample when applying the cluster 
selection approach. A variation of the cluster selection approach, called  multistage sampling,  
involves sampling the individual clusters instead of examining the sample as a whole. 

 Assume a population of 60,000 warehouse items located on 2,000 feet of shelves. If 
internal audit decides to review a sample of 600, the plan might be to divide the popula-
tion into 20 clusters where each cluster would have 30 items. Since the average number 
of items on the shelves may be 30 per linear foot (60,000/2,000), each cluster would cover 
an area of one foot (30/30). These individual clusters would then be selected at intervals of 
100 feet (2,000/20) and with a random start. Of course, the validity for this type of sample 
selection is dependent on the consistency of the population. That is, random number selec-
tion or regular interval selection would presumably assure a better representative sample. 
While sometimes useful, cluster sampling generally must be used with care.    

 10.6  AUDIT SAMPLING APPROACHES  

 An internal auditor can take several audit sampling approaches depending on the audit’s 
objectives, whether it will be based on tests of compliance, fi nancial statement controls, or 
on any special conditions. The three most common approaches here are   attributes sampling   , 
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variables sampling (including monetary unit sampling), and discovery sampling. Attributes 
sampling is used to measure the extent or level of occurrence of various conditions or 
attributes—in other words, to assess internal controls. For example, an internal auditor 
might want to test for the attribute of whether invoice documents have received proper 
approval signatures. An invoice will either be correctly approved or not—a yes‐or‐no 
qualitative condition. Normally, the attribute measured here is the frequency of an error 
or other type of deficiency. The extent of the existence of the particular deficiency, such 
as improperly approved documents, determines the seriousness of the situation and how 
internal audit will report its findings and recommendations. Attributes or characteristics 
can be applied to any physical item, financial record, internal procedure, or operational 
activity. Attributes sampling often measures compliance with a designated policy, proce-
dure, or established standard, and can be a strong test for internal controls. A control is 
either determined to be working or not working. “Sort of working” is not an appropriate 
conclusion. An internal auditor tests conditions in the selected items and then assesses 
whether the overall population is in compliance with the control attribute.

Variables sampling deals with the size of a specified population, such as account bal-
ances or tests in individual sample items. Here the auditor’s focus is on “how much” as 
opposed to the yes‐or‐no focus of attributes sampling. The objective of variables sam-
pling is to project total estimated quantities for some account or adjustments to the 
account on the basis of the auditor’s statistical sample. Illustrative would be a sample 
to estimate the total value of an inventory based on sample results. Variables sampling 
is concerned with absolute amounts as opposed to the number or extent of a particular 
type of error.

Two important variables sampling approaches are stratified sampling and the now 
very common monetary unit sampling. Variables sampling procedures are closely related 
to attributes sampling, but include additional concepts and calculations. Because of 
the more complicated nature of variables sampling, a step‐by‐step analysis is given 
next for single‐stage variables sampling. This example is based on a simplified manual 
estimate of the standard deviation when computer support tools or other information 
on the standard deviation are not available.

A third type of statistical sampling, discovery sampling, is similar to the nonstatisti-
cal judgmental sampling discussed earlier. Discovery sampling is used when an internal 
auditor wants to pull a sample from a large volume of data without the statistical pro-
cesses associated with variables and attribute sampling. While the following sections 
discuss these sampling methods in some detail, our presentation here does not equip 
an internal auditor with enough information to become an expert in statistical sampling 
concepts. Appropriate additional training, experience, and specialized books and com-
puter software tools are necessary. From a CBOK perspective, an internal auditor should 
have a general understanding of these sampling approaches and which are appropriate. 
More skilled help may be needed to perform statistical sampling–based internal audits.

Attributes Sampling Procedures

Attributes sampling is the process of pulling a sample to estimate the proportion of some 
characteristic or an attribute of interest in a population. For example, an internal auditor 



10.6 Audit Sampling Approaches ◾    253

c10 253 17 November 2015 4:40 PM

may be interested in the rate of occurrence of some monetary error or compliance excep-
tion that might exist in a population of accounts payable disbursement vouchers. The 
auditor here would be testing for the number of items that have some type of significant 
error, not the total monetary value of all of the errors. This type of test is very appropri-
ate for assessing the level of internal control in some specific account, and can be a very 
important approach for Sarbanes-Oxley Act (SOx)  Section 404 internal control tests. 
The starting point in attributes sampling is to estimate an expected rate of errors—that 
is, how many errors can internal audit and management tolerate? Depending on the 
items sampled and the culture of the enterprise, this expected error rate may be as little 
as 0.01% or as large as 5% or even more. Even if senior management states that no errors 
will be allowed in some highly critical operation, all parties often recognize that there 
always may be a small or very small possibility of an error, and depending on the critical-
ity of the operation, such a very small error rate will be accepted. An expected error rate 
is the recognition that certain types of operations contain errors no matter how good the 
other controls and procedures are. If internal audit were to perform a 100% examination 
of an account but only find a small number of errors—say, 0.5%—it might be difficult to 
convince management that its controls are weak. Management might expect and toler-
ate a 1% error rate here and not express much concern at internal audit’s findings. In an 
attribute‐sampling test, internal audit must estimate the expected rate of errors in the 
population sampled, based on management’s stated expectations, other audit tests, or 
just internal audit assumptions.

Along with estimating the expected error rate, internal audit should decide on the 
acceptable precision limits and the degree of wanted confidence for the sample. In other 
words, an internal auditor would like to be able to say, “I am 99% confident that the error 
rate of this account is less than 1%.” These estimates will allow an internal auditor to 
determine the size of a sample that will provide a reliable conclusion regarding the condi-
tion tested. This determination is made through statistical methods and can be obtained 
from various statistical software packages or even by calculating using  manual tables 
found in old statistical sampling books. These factors provide an initial basis for the size 
of the sample to be reviewed. The internal auditor now selects this sample and examines 
the items sampled to determine the number of errors that exist in the sample.

As can be expected, the error rate in a sample is normally higher or lower than the 
previously estimated acceptable error rate. If lower, the internal auditor has established 
that the condition tested is safely within the limits selected. If the sample shows a higher 
error rate, the auditor must determine whether the results are satisfactory and what 
further action, if any, is needed. Conceivably, the sample can be expanded, but internal 
audit will often feel there is an adequate basis for arriving at a conclusion. The key to 
meaningful attribute sampling is to take an appropriate sample and properly develop 
an audit conclusion based on the sample results.

Attributes sampling, once commonly used by both internal and external auditors, 
is now used less frequently because of the often difficult computational requirements 
and statistical knowledge required. However, it remains an effective tool to employ to 
report to management on the status of some control procedure. The internal auditor 
who wishes to obtain a greater understanding is encouraged to seek out Google refer-
ences or a detailed book on the subject.
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Attributes sampling is frequently used by governmental regulatory agencies, and 
its results are acceptable in a court of law. Although the process takes more work than 
the nonstatistical procedures discussed previously, when properly performed, attributes 
sampling will allow the auditor to express an opinion over the presence of some condi-
tion with a high degree of statistical authority.

Performing an Attributes Sampling Test

Attributes sampling is useful when an internal auditor is faced with a rather large number 
of items to be examined and wants to test whether certain controls are working or not 
working. The auditor must first define what is to be evaluated or the specific nature of 
the compliance tests to be performed, the nature of the sampling units, and the popula-
tion characteristics. Attributes sampling is a yes‐no type of audit test where the item or 
attribute sampled must either be correct or incorrect; there can be no measure of “almost 
correct” or “close enough.” In a test of the completeness of travel report approvals, for 
example, enterprise procedures may state that the responsible manager must approve all 
travel reports greater than $100. Thus any voucher not approved by the responsible man-
ager would be considered a compliance error. Internal audit should carefully define the 
types of tests to be performed as well as the acceptance and rejection rules. While it is pos-
sible to separately sample for two or more different attributes, each statistical test should 
concentrate on compliance with one such test criteria. If multiple ones are used in a single 
test, the failure of any one would mean that the entire item sampled is out of compliance.

The size of the population as well as the auditor’s tolerance for errors will impact 
the number of items to be sampled. If an internal auditor is testing for travel policy com-
pliance and if there is a requirement for manager approval for vouchers over a $25.00 
limit, should internal audit treat a nonapproved $25.01 item as an error or should it 
allow for a perhaps 5% or 10% exception rate? As much as possible, these items should 
be defined in advance.

In addition, internal audit should have a clear understanding of the number and 
location of the items to be sampled. If initial plans are to sample all travel accounting 
reports, those reports must be available or readily accessible. If some items are filed at a 
remote, international location, internal audit may not be able to sample all such reports 
unless it gains access to the remote, international location reports as well as the national 
items filed centrally. Otherwise, internal audit should reduce the scope of the population 
sampled and look at only domestic travel accounting reports.

The auditor must first make some preliminary estimates, based on observations 
and other audits, of what is expected from the sample results and then pull an actual 
audit sample based on those expectations. For example, if a fairly high level of errors in 
the population is expected, the auditor’s sample should be sufficient to confirm or refute 
those initial expectations. Internal auditors need to estimate the maximum tolerable 
error rate, the desired confidence level of the sample, the estimated population error rate, 
and then the initial sample size. These key attribute sampling parameters are:

 ■ Maximum tolerable error rate. Statisticians also call this estimate the desired 
upper precision limit. This is the error rate an internal auditor will allow while still 
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accepting the overall internal controls. The idea is that a typical population may 
have some errors. In the previously discussed audits of travel expense reports, which 
were reviewed for departmental management approvals, a realistic internal audi-
tor recognizes that there may be some errors, such as the $25.01 vouchers that are 
above the $25.00 requirement. This is an error an internal auditor might accept 
but still feel that internal controls are generally adequate.

The maximum tolerable error rate is normally expressed as a percentage that can 
vary based on the nature of the items reviewed. In the previous example, an auditor 
might accept a 5% tolerable error rate or upper precision limit. In other instances, a 
smaller or larger estimate can be used, but this estimate should never be more than 
10%. Such an estimate indicates major internal control problems, and the resultant 
attribute sample may provide little further information. If an internal auditor knows 
that internal controls are very bad, it is of little value to take an attribute sample 
to verify what the internal auditor has already determined through other audit 
procedures. Similarly, an internal auditor should normally expect some errors and 
establish a reasonable value for this rate, perhaps 1% or 2%.

 ■ Desired confidence level. This is a measure of the auditor’s confidence on the 
results of a sample. That is, internal auditors generally would like 95% or 98% cer-
tainty that the results of the sample are representative of the actual population. An 
internal auditor will never be 100% certain that a sample condition exists unless 
the auditor reviews essentially 100% of the items in the population. If a population 
of 100 items contains one error, an auditor might look at a sample of 10 items and 
find no errors. He or she may look at 20, 30, 50, or even 90 items and still not find 
more than that initial one error. The only way to be 100% certain that the popula-
tion contains a 1% error rate is to look at 100% of the items. However, an internal 
auditor should typically look at a much smaller sample and still be able to state that 
he or she is 95% or 98% certain that the error rate is no more than 1%.

The assumed confidence level value, usually 95% or 98%, along with the estimated 
population size, will determine the size of the sample needed to test the estimated popu-
lation. Too large of a confidence level may require too large of a sample. Too low of a 
confidence level may reduce the size of the sample, but the results may be questionable. 
Management typically would not accept an internal audit finding that states they are 
“75% confident” that some condition is true.

 ■ Estimated population error rate. In attributes sampling, an internal auditor 
estimates the level of errors in population and then takes a statistical sample to 
confirm or refute those assumptions. In order to calculate the sample size, the inter-
nal auditor also needs to estimate the expected rate of occurrence of errors in the 
population. This estimate, together with the confidence level and the maximum 
tolerable error rate, determines the size of the sample. For example, if the confidence 
level is 95% and the maximum tolerable error rate is 5%, the auditor should look at 
a sample of 1,000 items in a very large population if the estimated population error 
rate is 4%. A smaller estimated population error rate will reduce the sample size. 
Given the same parameters, an estimated population error rate of 1% will drive the 
sample size down from 1,000 to 100 items. If the expected population error rate is 
very large—greater than 50%—the required sample size will become very large. 
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Generally, the larger the difference between the maximum tolerable error rate and 
the estimated population error rate, the smaller the necessary sample size.

 ■ Initial sample size. The preceding three factors, along with some statistical cor-
rection factors, determine the necessary sample size. While calculation formulas 
can be found in a statistical textbook, internal auditors normally use audit software 
to develop attribute sampling plans. A Web search for “attribute sampling software” 
will provide a wide range of options. Accessing such a statistical sample software 
package, an internal auditor only needs to provide the (1) maximum tolerable error 
rate, the (2) confidence level, the (3) estimated population error rate, and the (4) 
approximate sample size. The software will then provide the required sample size 
for the attributes test. Exhibit 10.6 contains some attributes sample sizes estimated 
using these values. The exhibit illustrates that if the confidence level is 99%, the 
maximum tolerable error rate is not over 5%, and the estimated error rate is 4%, an 
internal auditor should examine 142 items for an attributes test over a population 
of about 500 items.

This is a very brief introduction to the process of selecting a sample size when 
performing an attributes test. The real difficulty for internal auditors here is that 
sample sizes tend to be large. Because judgmental tests often sample perhaps only 
50 items, it may be difficult to justify the larger sample sizes needed to perform a 
statistically correct attributes test. While in some instances an internal auditor 
can adjust the sample size by modifying sampling assumptions, this becomes part 
of the overall audit conclusions. In Exhibit 10.6, with a 1,000‐item population and 
a desired reliability of 3%, an internal auditor will have to pull a sample of 260 
items in order to express a 99% sample results opinion with an expected error rate 
not over 5%. This sample size will become much smaller if the confidence level is 
lowered from 99% to 95%. In such cases, there is the possibility that management 
may question audit findings with a 95% certainty, particularly when the auditee 
disagrees with the findings and is looking for a way to refute the sampling results.

Selecting the Sample to Perform Audit Procedures

Having made some audit sample assumptions and determined the sample size, the next 
step is for an internal auditor to pull the actual items for review. The random sampling 
procedures described previously can be used to select items to review. Multiple attributes 
also can be tested using the same set of sample items. The concept to remember is that 
the internal auditor will be performing a separate yes‐or‐no type of test for each of the 
individual attributes on each of the items in the sample.

Workpaper documentation should describe all items selected as part of the attri-
butes test. Spreadsheet software is useful here for recording the results of the audit tests, 
but the internal audit procedures should be performed with great care. If an audit fails 
to recognize an error condition in the selected sample items, that fact will throw off 
the conclusions reached as part of the overall sample. With a large population, each 
sample item may speak for hundreds or even thousands of actual items. Each sample 
item should be evaluated carefully and consistently against the established attributes. 
An assessment of “close enough” should not be used. If some attribute measurement is 
too stringent for certain items, internal audit should consider reevaluating the entire 
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 EXHIBIT 10.6     Attributes Sampling Size Examples  

Sample Size Reliability of:

Population Size +/− 1% +/− 1.5% +/− 2% +/− 2.5% +/− 3% +/− 4%

200 99

250 110

300 119

350 175 126

400 187 132

450 197 137

500 206 142

550 263 214 145

600 274 221 148

650 284 228 151

700 293 234 154

750 302 239 156

800 397 310 244 158

850 409 318 248 160

900 420 324 252 162

950 431 330 256 163

1,000 441 336 260 165

1,050 419 450 341 263 166

1,100 422 459 346 266 197

Con� dence Level: 99%

Expected error rate not over 5%

sample set. An internal auditor may be looking for several error conditions but then fi nd 
another error not included in the original test design. If signifi cant, internal audit may 
want to redefi ne the overall attributes test.   

  Evaluating the Results of the Attributes Sampling Test  

 As discussed, prior to actually selecting and evaluating the sample items, an internal 
auditor will have made initial assumptions regarding the maximum tolerable error 
rate, the reliability, and the level of confi dence, as well as about how many compliance 
errors would be tolerated to assess whether the controls are adequate. The next key step 
is to evaluate the sample results against those assumptions to determine if an internal 
control problem exists. Recall that an upper precision limit or maximum tolerable error 
rate and a confi dence level formed the standards used to determine the sample size and 
perform the sampling test. An internal auditor should now assess the actual error rate of 
the sampled items and calculate an upper precision limit based on those sample errors. 
That precision limit, computed on the basis of the actual sample, should be less than or 
equal to the desired precision limits established at the beginning of the sample exercise 
in order for the auditor to report favorable results from the sample. 
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 Normally, if the results of the sample do not meet the preliminary criteria, this 
condition points to a major audit fi nding. While these audit criteria should have been 
well thought out and approved before beginning the test, sometimes internal audit or 
management may decide that the original assumptions were too conservative. A new 
upper precision limit or confi dence level could be used and the sample results measured 
against it. This approach should only be used with the greatest caution. In effect, the 
auditor here is attempting to explain some bad results. Were the matter ever to reach 
a court of law, internal audit would have a tough time justifying why it had altered its 
assumptions to make the sample results look good. A better approach when the results 
are unfavorable is to expand the sample size. 

 When attributes sampling results turn out unfavorably, management sometimes 
may claim that internal audit only looked at some very unusual items and that the 
remainder of the population is not that bad. An increase in the sample size will have 
the effect of decreasing the computed upper precision limit, assuming that the auditor 
does not fi nd a substantial number of additional errors. However, internal audit should 
weigh the relative costs and benefi ts of this approach. A better approach is to report the 
internal control problem based on the current results and to expand the sample size in 
a subsequent audit review. It is hoped that management would take steps during the 
interim to improve internal controls in the area of interest. 

 Attributes sampling is a very useful technique for assessing one or several internal 
controls in an area of audit interest. Because estimates of such things as the maxi-
mum tolerable error rate are made in advance, it is diffi cult to dispute the audit test 
assumptions when compared to sample results. Similarly, because random number or 
similar techniques are typically used to select the sample items, it would be diffi cult to 
claim auditor bias in the selections. To better explain the attributes sampling process, 
an example follows.     

 10.7  ATTRIBUTES SAMPLING AUDIT EXAMPLE  

 This section discusses an example of attributes sampling at what we have called Gnossis, 
Inc., a large research and development sample enterprise. We assume in this hypotheti-
cal example that management has asked internal audit to assess whether the controls 
over its human resources records are correct. Certain employees have complained that 
they did not receive their scheduled increases on a timely basis, and Gnossis was recently 
fi ned in a court action when human resources records defi ciencies were found during a 
legal discovery action. Senior management has asked internal audit to review payroll 
department internal controls. 

 Gnossis has about 4,000 employees, and internal audit has decided to perform 
an attributes test to assess the internal controls covering human resources records. 
The Gnossis human resources function uses two IT systems for employee records—
one for pay calculations and one for benefi ts—and maintains a desktop spreadsheet‐
based system for such matters as employee health insurance declarations. Through a 
review of the human resources record‐keeping process, internal audit found some 30 
different record‐keeping control issues, ranging from such major matters as whether 
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pay is properly withheld for tax purposes to more minor items such as whether monthly 
deductions to pay for an employee credit union contribution are correct. Internal audit 
has combined all of these 30 record‐keeping issues as a single attribute, as a single yes‐
or‐no test. The problem here is that a few minor problems would force internal audit to 
conclude that internal controls are not working even though no problems were found 
over the major issues. This will often be difficult to communicate to management.

An audit strategy is to test the Gnossis human resources records for separate 
attributes. Although internal audit could have tested separately for all 30 attributes, 
a better approach is to decide which are the most significant and to test only for those 
separate attributes. Assume that internal audit has decided to test human resources 
records for the following five attributes:

 1. Pay grade and status on the automated system should be the same as in manual 
files.

 2. Authorizations for withholdings should be signed and dated by employees.
 3. Preemployment background checks should have been completed.
 4. If there were no life insurance deductions, employee‐signed waivers should be 

recorded.
 5. Pay increases are according to guidelines and are properly authorized.

While these are certainly not all of the areas where audit can test to determine 
if controls are adequate, in this example, internal audit has determined that it will 
statistically test employee records internal controls based on these five attributes. 
Internal audit would first discuss this approach with Gnossis management to obtain 
their consent. The next step is to establish sampling parameters and develop a 
sample plan. Based on the prior year’s experiences and staff projections for the com-
ing year, it was estimated that there would be approximately 4,000 employees in 
Gnossis payroll records. Using statistical sampling software, internal audit assumed 
an expected error rate of 2%, a desired precision of 1.25%, and a 90% confidence 
level to select a sample size of 339 items. The item of interest here would be an 
employee payroll file, and internal audit would separately review employee files for 
each of these five attributes.

Internal audit’s next challenge is to select the 339 plus perhaps 40 extra payroll 
files for audit inspection. The physical records are stored alphabetically in the human 
resources department with eight‐character employee numbers that are not sequential 
but assigned when an employee joins the enterprise. Because of turnover over the years, 
internal audit was not able to directly select the sample by matching selections from 
a random number table to a list of employees in sequence by their employee number. 
Rather, the sample employees were selected from a printed list of employees, a report 75 
pages long and with about 55 items per page, using four‐character random numbers 
0101 through 0155 by page to 7555.

The sample items selected were listed on spreadsheets, as shown in the Exhibit 10.7 
example, with space to list the results of each attributes test. Although largely manual 
procedures were used here to select the sample, internal audit could have made this 
selection using automated procedures as follows:
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   1.  Use a random number program to generate 379 numbers for the 339‐count desired 
sample size, along with 40 extras. The range of the random numbers should be 
between 1 and 4,000. 

   2.  Output the selected random numbers to a fi le and sort them in ascending order. 
   3.  Using desktop software, match the sequential random numbers with the record 

counts on the employee master fi le. Thus if the fi rst random number is 0137, the 
program would select the 137th record on the employee master fi le. 

   4.   Output the selected record data to a spreadsheet fi le similar to the data shown in 
Exhibit   10.8   .      

 This automated approach to attributes sample selection will take some initial effort 
and is best if internal audit also contemplates additional audit sampling procedures against 
the employee records fi les. Once the statistical sample is selected, these attributes are tested 
by pulling the designated employee personnel fi le. The procedures here are essentially the 
same as for any audit. The internal auditor checks each employee record selected against 
each attribute and then indicates on the worksheet whether the attribute is in compliance. 

 EXHIBIT 10.7     Attributes Test Worksheet for a Human Resources Test of Records  

Random 
Number 
Selected

Matching 
Employee #

Employee 
Name

Audit Attributes Test Result
Auditor 
Initials

Date 
Reviewed# 1 # 2 # 3 # 4 # 5

0137 0266812
Archer, 
James Q.

0402 0342201
Aston, 
Robert

0988 0466587
Djuruick, 
Mary Jo

1003 0502298
Eggbert, 
Katheran P.

1256 0629870
Fitzgerald, 
Edward K.

1298 030029
Gaddi, 
Emron

1489 0687702
Horen, 
Rupert D.

1788 1038321
Issac, 
Stanley L.

1902 1189654
Jackson‐
Smith, 
Susan

2263 1250982
Jerico, 
John
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 EXHIBIT 10.8     Attributes Sampling Size Examples  

Random 
Number 
Selected

Audit Attributes Test Results

Matching 
Employee #

Employee 
Name # 1 # 2 # 3 # 4 # 5

Auditor 
Initials

Date 
Reviewed

0137 0266812 Archer, 
James Q.  OK  OK  OK 

 
OK 

 
OK 

 
RJK 

 
11/16 

0402 0342201 Aston, 
Robert

 NO ‐ 
12.3 

 
OK 

 NO ‐ 
14.02 

 
OK 

 
OK 

 
RJK 

 
11/17 

0988 0466587 Djuruick, 
Mary Jo

 
OK 

 
OK 

 NO ‐ 
14.12 

 
OK 

 
OK 

 
RJK 

 
11/16 

1003 0502298 Eggbert, 
Katheran P.  OK  OK  OK  OK  OK  RJK  11/16 

1256 0629870 Fitzgerald, 
Edward K.  OK  OK  OK  OK  OK  RJK  11/16 

1298 030029 Gaddi, 
Emron  OK 

 NO ‐ 
13.2 

 NO ‐ 
14.32  OK  OK  RJK  11/16 

1489 0687702 Horen, 
Rupert D.  OK  OK  OK  OK  OK  RJK  11/16 

1788 1038321 Issac, 
Stanley L.  OK  OK  OK  OK  OK  RJK  11/16 

1902 1189654 Jackson‐
Smith, 
Susan  OK  OK  OK  OK  OK  RJK  11/16 

2263 1250982 Jerico, 
John

 NO ‐ 
12.5  OK  OK 

 NO ‐ 
25.23  OK  RJK  11/16 

After reviewing these attributes for the 339 sample items, the fi nal step is just to tabulate 
the exceptions or error rates. For Attribute 1 as described previously, internal audit fi nds 
that 10% of the employees in the sample had data errors between their manual payroll fi les 
and automated payroll records. At the 90% confi dence level, this represents 7.3% to 13.3% 
of the total number of employees at Gnossis. Because sample results show an extensive 
error rate for this one important attribute, the results should be immediately disclosed to 
management without the need for further sampling. 

 Summary information on the results of these fi ve attributes tests would be provided 
to management in a formal audit report, as discussed in Chapter   18  . Only minor or 
insignifi cant problems appeared for three of the fi ve attributes tested, while for the other 
two, Attributes 1 and 3, signifi cant internal control problems were found. In internal 
audit’s opinion, the internal control breakdown over these two attributes is suffi cient to 
suggest major problems within the human resources record‐keeping process. Based on 
these internal audit recommendations, management has the responsibility to analyze 
the entire fi le to determine the extent and frequency of these and other attribute errors 
throughout the system.   
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 10.8  ATTRIBUTES SAMPLING ADVANTAGES AND 
LIMITATIONS  

 When there is a need to review a large number of items, attributes sampling proce-
dures can provide a statistically accurate assessment of a control feature or attribute. 
Although statistical theory requires a relatively large sample size, internal audit can 
review some control or condition within a sample of that data and then can state that it 
is confi dent, within a preestablished confi dence value or percentage, that the number 
of errors in a total population will not exceed a designated value or that the control is 
working. Attributes sampling is not useful for determining the estimated correct value 
on an account such as an inventory book value, but is an extremely useful tool for 
reviewing control procedures in a variety of operational areas. Some internal auditors 
feel the technique has some impediments to its use, including: 

 ■ Attributes sampling computations are complex.  This chapter has only intro-
duced some very basic attributes sampling concepts. The actual review and analysis 
of sample results can be very complex and may require the use of complex sampling 
software. An internal auditor needs to have a good understanding of the process or 
could be in danger of interpreting results incorrectly. 

 ■     Appropriate defi nitions of attributes may be diffi cult.  In the previous human 
resources records example, internal audit sampled and evaluated controls on fi ve attri-
butes selected from a set of 30 actual attributes. The selection of attributes to be tested 
was based on either auditor judgment or management requests. However, an auditor 
may have missed one or another important attribute when analyzing the data. 

 ■ Attributes sample results may be subject to misinterpretation.  Properly 
presented, the results of an attributes sample are stated very precisely, such as, “We 
are 95% confi dent that the percentage of error items in the account is between 2 
and 7.3%.” Despite this precision, people may hear these results and interpret them 
incorrectly, such as, “There is over a 7% error rate in the account.” That is not what 
was communicated, but many listeners prefer easier answers. 

 ■ Imperfect data requires corrections.  The basic theory surrounding an attri-
butes sample assumes that the population of data follows a normal distribution, 
with no other unusual complications. While nonstandard data distributions can 
be corrected through adjustments in the sample size selection and evaluations, 
non-normal distributions complicate the process.   

 Despite these problems, attributes sampling equips internal audit with a very power-
ful tool to assess internal controls in a large population of data through the evaluation of 
a limited sample. While the technique often is too time‐consuming or complex for many 
internal audit sampling approaches, an internal auditor should have at least a basic CBOK 
understanding of attributes sampling and make use of it when appropriate. The technique 
is particularly appropriate when the initial, judgmental results of an internal control review 
indicate problems in an area and when management disputes the preliminary results from 
audit’s limited, judgmental sample as being “unrepresentative.” A follow‐up attributes 
sample will allow internal audit to take another look at the data and come back making a 
stronger statement about the status of internal controls surrounding the area in dispute.   
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 10.9  MONETARY UNIT SAMPLING  

 Attributes sampling measures the extent of some condition, and variables sampling 
estimates the value of an account. Variables sampling can be further divided between 
the more traditional stratifi ed sampling methods, discussed briefl y in this chapter, and 
what is frequently called  monetary unit sampling.  Monetary unit sampling is a technique 
to determine if a fi nancial account is fairly stated, and it is a good method for estimating 
the amount of any account overstatements. This technique is alternatively called dollar 
unit sampling or probabilities proportional to size (PPS) sampling. The concept is that 
every dollar or unit of currency in an account is treated as a member of the population and 
each has a chance of selection. A $1,000 voucher for an account will have 1,000 units of 
population, while a $100 voucher for the same account will have 100. Thus a $1,000 item 
in a population has 1,000 times greater chance of sample selection than a $1 item. This is 
a very popular form of sampling for public accounting fi rms, and although various texts 
and sources use different names, we will here call this approach monetary unit sampling. 

 As stated, the sampling unit is  each currency unit  rather than physical units, such 
as an invoice or payroll check. For example, if purchases are being tested for a year, the 
monetary unit sampling population will consist of the total dollar value of purchases 
made, and the sampling unit will be each dollar of purchases. If errors are found in the 
invoices, they are related to individual dollars in these invoices using various evalua-
tion methods. A Google search will fi nd multiple references on monetary unit sampling. 
Another good reference is the AICPA Audit Guide  Audit Sampling .  2    

   Selecting the Monetary Unit Sample: An Example   

 Assume that internal audit wants to review a series of accounts receivable balances to 
determine if they are fairly stated or recorded. Also assume there are 1,364 items or cus-
tomer balances in this example account, with a total recorded balance of $54,902.25. 
The balances range from some large to others very small, with the fi rst 30 of them listed 
in Exhibit   10.9   . Assume that internal audit has initially either decided on a sample size 
of 60 or to look at only 60 individual dollars and the items these dollars represent. With 
this sample, the internal auditor can look at $54.902.25/60 = $915.034 or every 915th 
dollar in the account balance. Each time the items included in one of those dollars are 
selected, the auditor will examine that entire item.  

 Exhibit   10.9   has columns for the account numbers (here numbered from 1 to 30), 
the balance for each of these accounts, and the cumulative total. The additional columns 
in this exhibit show the process of making a monetary unit selection, as follows: 

   1.  Although the auditor will select every 915th dollar, a starting point is needed some-
where between $1 and $915. To select this, a starting random number between 1 
and 915 was selected; in this case, the number was 37. 

   2.  The starting random number, 37, is then added to the fi rst invoice of $123.58, 
rounded to 124 to yield 161. All values have been rounded to avoid pennies. Since 
161 is less than 915, the next item, 754, is added to the accumulated value to 
yield 1039. Here, the auditor will encounter the 915th dollar, and this item will be 
selected for review. 
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   3.  A new starting number is now needed, and 915 is subtracted from 1039 to compute 
a starting number for the next item, 124. This is added to the third item, 589, to 
yield 713, not enough for selection. 

   4.  The fourth item in this sample is large, 2056. The interval of 915 appears twice in this 
stream of dollars (915 × 2 = 1830) and the item is selection for two of the sample items. 

   5.  The sample selection procedures are shown in Exhibit   10.9  . The auditor can walk 
through these calculations using a pocket calculator.   

 The selection of items for a monetary unit sample is generally just as easy as that 
shown in Exhibit   10.9  . An internal auditor can select a sample using a spreadsheet 
software package or even through a manual calculation using a calculator. The purpose 
is simply to determine the monetary interval based on the calculated sample size. Two 
key points and limitations of monetary unit sampling should be mentioned here. First, 
monetary unit sampling is only useful for testing for the presence of  overstatement.  In 
the extreme, monetary unit sampling will never select an account that has been incor-
rectly recorded at a zero value. If the auditor has selected dollars in a population that is 

 EXHIBIT 10.9     Monetary Unit Sampling Example  

Acct. 
No. Balance Cum. Total Start Int. Tot. ‐I‐Mus SELECTs ‐II‐

1 $123.58 $123.58 37 + 124 = 161

2 $754.22 $877.80 161 + 878 = 1039 SELECT 1039− 915 = 124

3 $588.85 $1,466.65 124 + 589 = 713

4 $2,055.95 $3,522.60 713 + 2056 = 2769 SELECT(2) 2769− 1830 = 939

5 $341.00 $3,863.60 939 + 341 = 1280 SELECT 1280− 915 = 365

6 $855.20 $4,718.80 360 + 855 = 1215 SELECT 1215− 915 = 300

7 $12.55 $4,731.35 300 + 13 = 313

8 $89.00 $4,820.35 313 + 89 = 402

9 $250.00 $5,070.35 402 + 250 = 652

10 $1,099.30 $6,169.65 652 + 1099 = 1751 SELECT 1751− 915 = 836

11 $87.33 $6,256.98 836 + 87 = 923 SELECT 923− 915 = 8

12 $788.99 $7,045.97 8 + 789 = 797

13 $5,892.10 $12,938.07 797 + 5892 = 6689 SELECT(7) 6689− 6405 = 284

14 $669.90 $13,607.97 284 + 670 = 954 SELECT 954− 915 = 39

15 $24.89 $13,632.86 39 + 25 = 64

16 $123.00 $13,755.86 64 + 123 = 187

17 $123.00 $13,878.86 187 + 123 = 310

18 $6.00 $13,884.86 310 + 6 = 316

19 $540.90 $14,425.76 316 + 541 = 857

20 $100.50 $14,526.26 857 + 101 = 958 SELECT 958− 915 = 43

21 $66.89 $14,593.15 43 + 67 = 110
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Acct. 
No. Balance Cum. Total Start Int. Tot. ‐I‐Mus SELECTs ‐II‐

22 $39.00 $14,632.15 110 + 39 = 149

23 $35.00 $14,667.15 149 + 35 = 184

24 $89.00 $14,756.15 184 + 89 = 273

25 $100.00 $14,856.15 273 + 100 = 373

26 $53.90 $14,910.05 373 + 54 = 427

27 $436.09 $15,346.14 427 + 436 = 863

28 $237.76 $15,583.90 863 + 238 = 1101 SELECT 1101− 915 = 186

29 $209.91 $15,793.81 186 + 210 = 396

30 $28.89 $15,822.70 396 + 29 = 425

 Starting Random Seed = 37
Interval Selection = 915
Total Sample Items Selected = 10

understated, the selection method may never fi nd those dollars. Second, the selection 
method described does not handle credit amounts correctly, so the sample selection 
procedure itself would not work correctly if the account included a large number of 
credit items. The best solution here is to pull out all recorded credit balances and treat 
them as a separate population to be evaluated. If there are only a small number, they 
might be ignored. Despite these limitations, monetary unit sampling is an effective way 
to evaluate the recorded balance in a large monetary account.   

   Performing the Monetary Unit Sampling Test   

 The number of dollars to be examined in a population determines the auditor’s sample 
size. Similar to attributes sampling, a monetary unit sampling test requires that four 
things be known regarding the account to be sampled: 

   1.  The maximum percentage of the recorded population value that the auditor will 
tolerate for errors. This is the same upper precision limit discussed previously for 
attributes sampling. 

   2.  The expected confi dence level. 
   3.  An expected error rate for sampling errors. 
   4.  The total recorded value of the account to be evaluated.   

 The fi rst item in the list is the dollar value of the populations that may contain 
allowable errors divided by the recorded book value of the population. This is the same 
estimate discussed previously for attributes sampling, an error rate that an internal 
auditor could tolerate and still accept the overall controls in the system. Using public 
accounting terminology, an internal auditor should fi rst think of the total amount of 
material errors  that would be accepted. Although this number can be calculated, gener-
ally a small percentage rate of perhaps 2% is used. 
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The estimated confidence level follows the same general rule for attributes. An inter-
nal auditor cannot really say that he or she is 100% confident unless the sample size is 
100%. Too low of a confidence level, such as 80%, will cause management concern. 
Often 98% or 95% are good assumptions. These factors provide data to determine the 
recommended sample size, which again can be obtained from a table or from statistical 
sampling software. The values in Exhibit 10.6, based on a 95% confidence level, can be 
used here. As discussed previously, this is also an area where some public accounting 
firms have used a fixed sample size of 60 or sometimes 30, arguing that the mathematics 
does not require larger sample sizes.

The monetary unit sample size is then used to calculate the monetary interval by 
dividing the recorded book value of the account by the sample size to determine the every 
nth dollar interval. This interval sets a selection limit for larger items and all items greater 
than or equal to this interval will be selected. Each item represented by a selected dollar is 
then evaluated by the auditor to determine if it is correctly stated. The auditor calculates 
the correct amount for each selected account and records both that amount and the cor-
rect audited amount. This will point out how much each account is overstated.

Evaluating Monetary Unit Sample Results

Monetary unit sampling is an effective approach for evaluating account balances to 
determine if they have been overstated. Since every dollar in every item in an account 
will be subject to sample selection, overstated items may be discovered during the sam-
pling process. The evaluation of the monetary unit sampling results to estimate the 
total error in the account is a more complex process. The basic idea is to document the 
recorded amounts and the audited amounts for each item selected and then to calculate 
the error percentage for each. Upper precision limits are calculated for each error item 
to determine the suggested amount of any audit adjustment.

The computations for a formal monetary unit sample evaluation have a series of 
statistical or theoretical options that go beyond the scope of this chapter. The process is 
often of more interest to external auditors, who can use this to propose a formal adjust-
ment to a client’s audited financial statements. For internal auditors, it is often sufficient 
to use the results of items selected through monetary unit sampling to gain an overall 
assessment as to whether an account is correctly stated. Books such as the AICPA Audit 
Guide, referenced previously, can walk the interested internal auditor through this for-
mal sample evaluation process.

Monetary Unit Sampling Advantages and Limitations

The most important advantage of monetary unit sampling is that it focuses on 
the larger‐value unit items in a population. A purely random sample could bypass 
large‐dollar‐value items based on a random selection. Because monetary unit sampling 
selects sample items proportional to their dollar values, there is less risk of failing to 
detect a material error since all the large dollar units are subject to selection based on 
the size of each. Any item in a population that is larger than the monetary interval will 
always be selected. Even though management will expect internal audit to take unbiased, 
random samples, it might express concern if an audit bypassed certain large‐value items 
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using other sample selection techniques. Monetary unit sampling assures that there 
will be a greater coverage of the larger‐value items in a population. Another advantage 
is that if no errors are found in an initial sample and a very low expected error rate is 
established, relatively small sample sizes may be used. An internal auditor can readily 
determine the maximum possible overstatements and restrict the sample sizes in these 
circumstances. As discussed, public accounting fi rms often limit their monetary unit 
sample sizes to either 60 or 30 items. In addition, an internal auditor obtains the benefi ts 
of unlimited stratifi cation by use of a monetary sampling unit. 

 Monetary unit sampling is also attractive because the item selection is computation-
ally easy. As illustrated in the previous example, internal audit can effectively select a 
sample from a relatively large population using a spreadsheet program or even a pocket 
calculator, a good choice when at a fi eld location and lacking computer‐assisted audit 
tools. The main disadvantage of monetary unit sampling is that the procedure does not 
adequately test for fi nancial statement understatements. Missing documents or transac-
tions are a common problem in poorly controlled systems, and if items are missing from 
a population, dollar unit sampling procedures will not detect the missing items. They 
cannot be sampled. Accordingly, an internal auditor cannot project a value of the popu-
lation using monetary unit sampling. A drawback to this method is that zero or negative 
values cause problems because there is no chance such items will be sampled. Another 
problem is that a total book value must be known in order to make interval calculations. 
The method cannot provide estimates of unknown population values. Finally, because 
monetary unit sampling is a relatively new concept for internal auditors, there are fewer 
training programs available compared to traditional methods such as attributes sampling. 

 Despite these concerns and limitations, monetary unit sampling is often the best 
method for auditing errors in some recorded book value. It can also be useful as a selec-
tion method for an internal control attributes test when all items in the population have 
some recorded monetary value. The approach is often superior to the random number 
selection previously discussed and will result in a very appropriate selection.     

 10.10  OTHER AUDIT SAMPLING TECHNIQUES  

 A fair amount of study, training, or experience is necessary to gain more than a mini-
mum level of profi ciency in any of these audit sampling methods. Attributes, monetary 
unit, and variables sampling—probably in that order—are the more important tools for 
internal auditors to understand and use. An internal auditor should have a high‐level 
CBOK understanding of these techniques, but establishing expertise takes some addi-
tional work. Sampling, however, is a broad area with other less complex methods that 
can be used under certain circumstances. The following sections briefl y describe some 
of these other internal audit sampling methods.  

   Multistage Sampling   

 This technique involves sampling at several levels. A random sample is fi rst selected 
for some group of units and then another random sample is pulled from within the 
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population of the units first selected. For example, assume each of 200 retail stores main-
tains its own inventory records, sending only summarized results to a headquarters 
office. Internal audit, interested in the age or condition of the inventory, might first select 
a sample of the stores and then at each store select a random sample of their inventory 
items. When all locations are examined with a sample selected at each location, the 
result can be treated as a variables or attributes sample.

Multistage sampling assumes that each primary sampling unit is homogeneous, but 
such assumptions can sometimes cause problems. If an internal auditor assumes that 
all of the example retail unit stores are essentially the same but subsequently finds that 
one or two of the units are very different from the others, such a failure to consider those 
unusual stores in the overall audit test can bias any overall sample projection. While this 
technique can be useful for a retail chain store environment, the formal mathematics 
for calculating sample sizes, reliability, and in particular for estimating the sampling 
error is complex. While practical for the chain store situation, the method can break 
down if the internal auditor wants to project the results of the sample test statistically.

Replicated Sampling

This is a variation of multistage sampling that requires the drawing of one overall random 
sample of size X, composed of Y separate random subsamples of size X/Y. If a sample of 150 
items is to be taken from a very large population, rather than drawing a single sample, an 
internal auditor would select 15 samples of 10 items each. These primary samples from the 
overall population would be pulled from a series of random numbers. Then the same ran-
dom numbers used to select each of the primary items would be used to select subsamples 
for items within those groups. The first random number would be assigned to subsample 
1, the second to subsample 2, and so forth until a sufficient number had been apportioned.

Why would an internal auditor want to use replicated sampling rather than the 
multistage sampling previously described? The main reason is that the mathematics is 
easier. Again, this chapter will not devote space to a detailed discussion of this sampling 
procedure, but the technique may be useful to internal auditors in some situations.

Bayesian Sampling

A technique that is rarely used or seldom mentioned in audit sampling literature but that 
has great potential promise is Bayesian sampling. The procedure is named after the Eng-
lish mathematician Thomas Bayes, and is based on revised probabilities of sample sizes 
and the like, based on what are called subjective probabilities acquired from the results 
of prior tests. Very simply put, Bayesian sampling allows an auditor to adjust sample 
assumptions and probability factors based on the results of a prior audit. In other words, 
even though the size of the population is the same and the auditor’s risks are unchanged, 
the sample can be modified based on the results of past audit work. While auditors tend 
to do this as a matter of course, Bayesian sampling allows an auditor to formally modify 
the sampling plan based on the results gathered in past audit tests.

An internal auditor will probably not encounter Bayesian sampling today either 
in internal audit publications or by contact with external auditors. However, detailed 
reviews of COSO internal controls, as described in Chapter 3, could make a Bayesian 
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sampling approach potentially attractive. Internal auditors may encounter Bayesian 
sampling in the future.    

 10.11  MAKING EFFICIENT AND EFFECTIVE USE OF 
AUDIT SAMPLING  

 Audit sampling is a key, important part of the internal auditor’s CBOK, but is not always 
an essential requirement to be included in all audits. An internal auditor may or may not 
decide to test transactions when performing an audit. The internal auditor decides, on 
the basis of overall comparisons and other auditing procedures, that a test of transac-
tions is unnecessary or that the amounts involved are not suffi ciently material to war-
rant testing. However, an internal auditor is often faced with situations that will require 
sampling of transactions. The best of control systems cannot eliminate errors resulting 
from system breakdowns, and overall reviews or tests of a few transactions may not be 
suffi cient to disclose whether internal controls are operating effectively. 

 While procedures may appear to be adequate, an internal auditor generally must 
test actual transactions to determine whether those procedures have been followed in 
practice. If tests are made, audit sampling should be considered as a basis for arriving at 
more valid conclusions. If the test of transactions generated through the audit sample 
indicates that operations are acceptable, no further work may be required. Where errors 
are found, an internal auditor is generally faced with the following decisions in order 
to arrive at an audit conclusion: 

 ■ Isolating errors.  Through a review of the types of errors and their causes, an internal 
auditor may be able to isolate the total amount of errors. For example, one vendor may 
be submitting erroneous invoices, and a review of all of the vendor’s invoices may pin-
point all the errors. As another example, a particular automated system may appear to 
be causing the errors, and a special review of that system may be required. Either type 
of analysis can determine the amount of defi ciency as well as the basic cause. 

 ■ Reporting only on items examined.  When an internal auditor encounters sig-
nifi cant errors, it may only be necessary to report the results of the tests to operat-
ing personnel. The nature of the errors may be such that it is the responsibility of 
operational managers to strengthen procedures and determine the magnitude of 
errors. As part of this review, an internal auditor should attempt to determine the 
causes for the condition and make specifi c recommendations for corrective action. 
Unless an internal auditor projects the results of a statistical sample, management 
is provided only with errors or amounts pertaining to the items examined. 

 ■     Performing 100% audits.  Although an internal auditor typically will not per-
form a detailed examination of all transactions, there sometimes may be a need for 
an extended examination when signifi cant errors are found. An example is where 
certain recoveries are due from vendors but where specifi c vendors and amounts 
have to be identifi ed in order to fi le the claims. If not a 100% examination, the 
auditor’s sampling plan would have to be based on a very high confi dence level, 
perhaps greater than 99%, and a low risk of perhaps 1%. The result will be a very 
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large sample but with a very high acceptability of sample results. This large sample 
size or 100% examination may not be justified in terms of the costs involved, and a 
more conventional statistical sampling plan may suffice.

 ■ Projecting results of sample. If the selection of items for the test is made on a 
random basis, the results can be evaluated using statistical tables. The number and 
dollar amount of errors can be projected to determine the range of errors in the 
entire field at a given confidence level. The projection can be used to make an adjust-
ment, or as a basis for decisions of the kind described in the preceding paragraphs.

Audit sampling is a powerful internal audit tool, to support audit procedures such as 
inquiry, observation, vouching, confirmation, computation, and analysis. As a basis for 
extending its use of audit sampling, internal audit should review areas in which testing 
was performed in prior reviews along with an analysis of the objective of those tests, the 
period covered, the effective use of judgmental or audit sampling, the number of items 
in both the field and the sample, results of these tests, and the feasibility of using these 
audit sampling procedures in subsequent audits.

In past years, audit sampling was a difficult process both to understand and to use. 
Internal auditors needed to refer to published handbooks filled with extensive tables and 
then to use this tabled data to perform fairly detailed sample selection and test results 
calculations. The process was comparatively difficult and certainly was not understood 
by many auditors. Computerized sampling software has changed all of that. It simpli-
fies the necessary calculations, eliminating the need for reference to formulas or tables. 
In addition, it facilitates the use of sophisticated techniques, thus enabling an internal 
auditor to obtain more precise and unbiased results. While an internal auditor can 
of course use the time‐consuming manual calculation procedures to determine the 
sample size and to evaluate results in the rare situation when a computer is not avail-
able, today’s laptop computers contain the tools to make this sampling process much 
easier. The following techniques also will facilitate the use of audit sampling for many 
audit procedures:

 ■ Combine audit steps. Audit time savings can be achieved if various audit steps 
are performed as part of the same statistical sample. This can be done by testing for 
as many attributes or characteristics as possible in the sample. For instance, in a 
review of purchases, the primary audit objective may be to determine whether there 
is adequate documentary support. In addition, an internal auditor may decide to 
include statistical sampling tests to determine whether excess materials are being 
acquired.

 ■ Use a preliminary sample. Auditors can devote considerable effort to developing a 
sampling plan based on an estimated confidence level, precision, and expected error 
rate or standard deviation; however, in many cases there is insufficient information 
in a first audit to develop the sampling plan. By taking a preliminary sample of 50 
to 100 items, an internal auditor is in a better position to make decisions on the 
extent of sampling required. The preliminary sample can then be included as part 
of the final sample, and the results of the preliminary sample may lead an internal 
auditor to conclude that no further testing is required.
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 ■ Perform interim audits.  When a sampling plan is prepared in advance—such 
as for the year of interest—the items to be tested can be examined on a monthly or 
other interim basis without waiting until the end of the year. Thus staff auditors 
can be utilized when available to perform the audit sampling on an interim basis. 
For example, if the sample plan calls for examination of every hundredth voucher, 
these can be selected for examination as the transactions are processed. 

 ■ Enlarge the fi eld size.  A basic consideration in audit sampling is that the sample 
size should not vary to a great extent with an increase in fi eld size. Thus savings can 
be obtained by sampling for longer periods of time, or from a fi eld composed of more 
than one department or division. In some cases an internal auditor may decide to 
test a particular account for a two‐year period, with selection of items during the 
fi rst year on an interim basis as part of that two‐year test. 

 ■ Apply simple audit sampling methods.  In most instances, a simple estimation 
sample will provide adequate results, without the need for techniques that are dif-
fi cult to understand, apply, and explain. An internal auditor should not overlook 
judgmental sampling in the audit tests, and sensitive items should be examined in 
addition to a random selection of items. These can be examined on a 100% basis or 
sampled as part of a separate stratum. 

 ■     Achieve an effective balance of audit costs and benefi ts.  An internal auditor 
should consider the costs of examining each sampling unit when considering extend-
ing a sample, with consideration given to the costs of additional work compared with 
benefi ts from obtaining increased confi dence or precision in the fi nal results. When an 
internal auditor fi rst tries and then effectively uses some of the audit sampling tech-
niques discussed in this chapter, the auditor will subsequently fi nd other useful areas to 
use sampling in the course of operational audit, including production activity improve-
ments, improved inventory management, or even records and document management.   

 Audit sampling is a powerful tool that is too often ignored by many internal auditors. 
In the past, auditors have not used audit sampling because it was viewed as being too dif-
fi cult or too theoretical. Auditors found it easier to say, “You have a problem here,” rather 
than saying, “Based on our audit sample, we are 95% certain that we have identifi ed a 
control problem.” Findings based on appropriate audit samples allow internal auditors to 
express concerns or opinions on a more solid basis. IT tools now make statistical sampling 
a simpler task than in earlier days when auditors relied on extensive tables of values and 
diffi cult formulae. Today, the effective modern internal auditor should have a CBOK under-
standing of the basics of audit sampling and use them when appropriate.   

  NOTES    

   1.  Dan M. Guy, D. R. Carmichael, and O. Ray Whittington,  Practitioner’s Guide to Audit 
Sampling  (New York: John Wiley & Sons, 2001). 

   2.   Audit Sampling  (AICPA, 2014),  www.aicpa.org .   
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11                                                        CHAPTER   ELEVEN                 

 Continuous Auditing and Computer‐
Assisted Audit Techniques                                      

 CONTINUOUS ASSUR ANCE AUDITING (CA A) IS the process of installing 
control‐related monitors in IT systems that will send audit‐related signals or 
messages to auditors—usually internal auditors—if the IT system’s process-

ing signals a deviation with one or another audit limit or parameter. This concept has 
been around since the earlier days of IT auditing when pioneer internal audit special-
ists developed audit monitoring tools known as Integrated Test Facilities (ITFs) or Sys-
tem Continuous Audit Review File (SCARF) facilities.  1   These processes date back to the 
days of mainframe computers and the almost primitive technology of that earlier era. 
Although these real‐time audit monitor concepts sounded very interesting, they were 
seldom if ever implemented in that earlier era of batch processing and magnetic tape 
storage applications. 

 The older concepts of ITFs and SCARFs have long since evolved into CAA moni-
toring techniques, and while these older CAA tools and techniques are still effective, 
today they represent relatively advanced IT and internal audit procedures. This chapter 
will discuss CAA as an improved alternative approach for reviewing today’s automated 
systems as well as what is known as   continuous monitoring (CM)  , business‐controlled 
procedures that can be subject to periodic internal audits. Technology makes   continuous 
auditing   approaches much easier to implement, and evolving requirements for almost 
real‐time fi nancial reporting make them very attractive. The concept leads to the instal-
lation of audit monitors and the ability to “close” an enterprise’s fi nancial reports on 
almost a real‐time basis. CAA represents a dramatic change in the internal audit model 
and may transform both auditor practices and skill requirements as it becomes more 
widely accepted. 

 Enterprises today have multiple needs to retain all forms of operating and historical 
information, stored on information systems databases. When this stored data is orga-
nized on a series of large, complex, and interrelated databases, the concept has come to 

Brink’s Modern Internal Auditing: A Common 
Body of Knowledge, Eighth Edition 
By Robert R. Moller 
Copyright © 2016 by John Wiley & Sons, Inc. 
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be known as a data warehouse. A data warehouse environment is an almost necessary 
component for implementing CAA, as are the tools of data mining and online analyti-
cal processing. This chapter will briefl y discuss these concepts and their applicability 
to internal audit processes. 

 The chapter will also discuss the importance of building and using   computer‐
assisted auditing tools and techniques (CAATTs)  . Back in the days when large computer 
systems fi les were stored on multiple reels of magnetic tape or later on disk or drum 
drives, internal auditors had diffi culties in accessing and assessing the data stored on 
those fi les beyond the often ponderous printed reports produced by IT systems groups. 
Early internal and external auditors back in the 1970s developed some simple but 
effective software tools to select and sample items from what were then considered 
massive system fi les. That work became the foundation for information systems or IT 
auditing, once called computer auditing, and spurred the formation of ISACA’s pre-
decessor organizations. 

 Much has changed and fi les stored on reels of magnetic tape have gone away; this 
chapter will discuss some current methods for developing and using CAATTs in today’s 
IT environments. CAATTs are still an important internal auditor tool, and knowledge 
of them should be part of every internal auditor’s common body of knowledge (CBOK). 

 Finally, this chapter will introduce   XBRL  , the AICPA‐initiated extensible business 
reporting language. XBRL is a standards‐based way to communicate business and 
fi nancial information across multiple enterprises. For example, if enterprises code a 
standard value on their fi nancial reports in XBRL, such as the total assets or accumu-
lated depreciations, it is very easy to identify the value despite differing physical report 
formats. XBRL is becoming an increasingly important tool that internal auditors should 
understand and will almost certainly be using in future years. 

 While many chapters of this book have highlighted internal audit CBOK areas that 
we feel should be internal audit requirements, the CAA, CAATT, and XBRL concepts 
discussed in this chapter are areas where internal auditors need just a general under-
standing. It may not be necessary for an internal auditor to have the skills, for example, 
to implement CAA or even some CAATT processes. However, internal auditors should 
understand that these are tools and concepts that may be useful in various internal 
audit processes.   

 11.1  IMPLEMENTING CONTINUOUS ASSURANCE AUDITING  

 Auditing has gone through a series of conceptual changes over time. In its earliest days, 
it was primarily a process of vouching and testing, a concept that goes back to the 
dictionary defi nitions of these terms. To “vouch” means to attest, guarantee, or certify 
something as being true or reliable, and auditors performed tests to support that vouch-
ing process. This often detailed type of audit process has been used for years. However, as 
processes became more highly automated, auditors began to rely primarily on reviews of 
internal controls to support their audit conclusions rather than old‐fashioned vouching. 
If internal controls were adequate and found through tests to be working, there was less 
need to perform the detailed transaction testing. In this subsequent phase of internal 
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auditing and through the early 1990s auditors placed a major emphasis on reviews of 
internal controls as the major component of their attest work.

With too many IT applications and their diverse controls to consider, coupled with 
an ongoing emphasis on increased audit efficiency, auditors—particularly external 
auditors—began perform formal risk analyses over their control environments, with 
their audit emphasis placed only on higher‐risk internal control areas. This audit risk 
analysis process was discussed in Chapter 7, and could be considered a third phase of 
auditing after the first, “vouch and test,” and the second, internal control reviews. Analy-
ses of what caused the financial failures in the early part of this century, involving such 
corporations from that era before the Sarbanes-Oxley Act (SOx) such as Enron, World-
Com, Tyco, HealthSouth, and a host of others. These all raised many questions about the 
audit procedures then used. How could all of these failures have happened? Why didn’t 
the external auditors see these internal control weaknesses and other problems? Why 
did internal auditors seem to be too in bed with their external auditors rather than being 
independent reviewers? A major concern here was that financial reports were frequently 
unreliable. A second concern and criticism was that the supporting final audited reports 
were often delivered well after the official statement closing dates and contained many 
pro forma numbers, as they were called then. SOx now requires that financial reports 
be closed and issued on a much tighter schedule, closer to the enterprise’s period ending 
dates. That requirement points to the need for continuous close audits and auditor 
assurances—what may become the next phase or generation of audit techniques.

What Is a Continuous Assurance Auditing  
and Monitoring System?

CAA is an internal audit process that produces audit results simultaneously with, or 
shortly after, the occurrence of actual events. Auditor‐supervised controls, for exam-
ple, are installed in a major, enterprise‐wide resource application that includes alarm 
monitors and continuous analytical analysis routines to either attest results or highlight 
items for immediate audit analysis. A CAA is generally independent of the underly-
ing business application and includes processes that test transactional data against 
defined control parameters or rules. CAA processes today run automatically on a daily 
or weekly basis and generate exception reports or alerts for internal auditor follow‐up. 
Similar to the traditional audit process, a CAA is more detective than preventive.

Although the underlying concepts are very similar, we can sometimes confuse 
what is called continuous assurance auditing and continuous monitoring. Their basic 
characteristics are:

Continuous Assurance Auditing
 ■ Repetitive software audit monitors are built into IT applications. For example, if 

internal audit is interested in financial transactions in a general ledger account 
above some specified limit, a software change can be installed to monitor any activ-
ity that meets the criteria.

 ■ Rather than scheduling periodic internal audits to review an area, CAA records 
areas of potential interest for internal audit’s attention. It is then internal audit’s 
responsibility to follow up on these items.
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 ■    Internal audit is generally responsible for the CAA software, often installed indepen-
dently and without the knowledge of some users, and may face problems if applica-
tion users make certain IT changes.   

 Continuous Monitoring 
 ■    In many respects, continuous monitoring (CM) is very similar to CAA except that 

the IT users—often management—install CM in an application of interest. 
 ■    Rather than being intended to detect individual exception items or unusual trans-

actions, CM is often installed in the form of dashboard screens—similar to a gas 
gauge in an automobile—to monitor ongoing status. 

 ■    Internal audit may review CM processes on a periodic basis, but often only to gain 
assurance that the overall process is working.   

 CM and CAA are similar but different in their concepts. In its most basic design, a 
CAA is an independent application that monitors another critical application. Exhibit 
  11.1    shows a CAA audit monitoring application for an automated payments system. 
This is a separate parallel set of software that monitors all payment activity through 
periodic reviews of activity through a payments transaction fi le. Activity summaries are 
reported through periodic reports, and any unusual items are highlighted in an excep-
tion report, probably through an e‐mail notice. This type of system is very similar to the 
kinds of password security monitors that are in place in many enterprises. High‐level 
transaction activity would be reported on a regular basis, and any signifi cant red‐fl ag 
violations would be highlighted for immediate attention.  

 CAA applications imply more than just monitors that run against application 
transaction fi les and highlight exceptions. For many enterprises, applications are 
much more complex. Enterprise resource planning (ERP) systems are an example. 
These are the all‐inclusive application packages, by vendors such as SAP, PeopleSoft, 
or Oracle, that provide total systems solutions including accounting, the general led-
ger, human resources, and purchasing, covering virtually all application areas in the 
enterprise. These are complex IT applications in which an average ERP implementation 

    EXHIBIT   11.1    Payment System Continuous Audit Monitoring Application 
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    EXHIBIT   11.2    CAA Conceptual Model 
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often costs an enterprise more than $12 million and often takes almost two years to 
implement for a large enterprise. These implementations are built around a single 
or a closely federated set of databases. Any CAA set of monitors here must be much 
more complex, as multiple transactions may be updating or depending on multiple 
tables. The CAA process is very useful as it allows monitoring to be installed over a 
complex set of processes. This is also the ideal environment to install CAA, as the 
monitoring activity can be built around the common database structure of an ERP 
implementation. 

 Exhibit   11.2    provides a conceptual view of the multiple audit review processes that 
are elements of CAA. At the base of the exhibit is a stream of measurable IT application 
processes such as might occur in a complex ERP. The audit team would then establish 
some metrics it wishes to monitor as well as supporting standards for those metrics. As 
a simple example, internal audit might be interested in sales division offi ce transactions 
over $10,000 because of a concern expressed by management of possible unapproved 
marketing activity. Metrics tools could be built into these processes to monitor all cash 
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transfer transactions with a standard that any amount over $10,000 should be flagged. 
The process could have multiple levels of metrics and standards, with exceptions fed 
up to a first‐level assurance process that would monitor the difference and, in some 
instances, send back a correcting feedback transaction to the ongoing process. The 
first level of monitoring here might be similar to the warning notes that are sent to a 
corporate systems user when his or her e-mail account is over 90 percent full.

Other discrepancies would flow up to what Exhibit 11.2 shows as a second‐level 
monitoring or auditing process. This level would produce the reports to management 
or emergency exception notices. Beyond reports, this level could produce more signifi-
cant audit or assurance actions. In the e-mail account example, CAA would initiate a 
transaction to prevent further accesses to the offending user. There is also a third level 
to CAA to monitor the auditing process. Control procedures would additionally be built 
into the process to monitor ongoing CAA activity. This is the level that the enterprise 
could use to report CAA activities to external auditors.

The continuous audit monitoring processes just described can be performed on 
multiple levels. They are often initiated by key managers who are interested in the 
health and strong internal controls of their various automated systems. CAAs are 
typically implemented over major complex applications to support internal audit 
needs. A large, highly integrated purchasing system, an enterprise ERP application 
in a manufacturing environment, or a vendor management system are all examples 
where a CAA might be a good fit. The idea is that these are typically the types of appli-
cations where there may be large volumes of data and with many rules and decisions 
involved in processing steps.

However, an internal audit function cannot just build and implement a CAA appli-
cation on its own. The successful implementation of an internal audit CAA requires the 
support of several key stakeholders in the enterprise. As a very first step, internal audit 
leadership should prioritize areas for audit coverage and select a continuous auditing 
approach. The following steps should be considered in the planning and implementation 
of internal CAA processes:

 1. Define CAA output requirements. It is easy to read glowing reports about the 
power of CAA applications, but internal audit leadership should understand their 
potential needs and assess how they might better help to audit and understand some 
complex installed application.

 2. Select CAA analysis tools. Internal audit will need to implement either in‐house 
or vendor‐provided software tools for their CAA project. Sections of this chapter will 
highlight some of them.

 3. Develop audit objectives for the CAA. Similar to what other chapters have dis-
cussed for internal audit planning, internal audit should develop some high‐level 
objectives for the planned CAA application. Because the CAA application will take 
time and resources to implement, there should be a continuing interest in the use 
of this CAA application over multiple periods.

 4. Prepare and test the CAA application. Similar to the IT application software 
management systems discussed in Chapter 22, care should be given to plan, develop, 
and test the CAA prior to its implementation.
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 5. Assess data integrity and prepare data. The use of a CAA application is typi-
cally not a onetime audit exercise but something that will be used on a continuous 
basis. Internal audit should execute the CAA and initially follow up on any reported 
exception transactions to determine their validity.

 6. Review the results of the continuous monitoring approach with manage-
ment. Internal audit should first determine that its efforts to develop the CAA pro-
vided cost‐effective results, and if it plans to use this approach further, it should 
explain and review this approach with both management and the audit committee.

 7. Develop continuous audit routines to assess controls and identify deficien-
cies. The CAA should be rolled out, documented, and implemented as an internal 
audit tool for ongoing reviews of the application selected.

Exhibit 11.2 shows a CAA operating on multiple levels. The first CAA level might 
be to flag and extract all transactions that pass resources between the enterprise and 
some entity of interest, extracting all transactions that match auditor‐defined criteria 
for further analysis, vouching, or reporting. An example might be installing monitors 
to screen for all financial transactions with some group of countries or companies of 
interest. A second level would be a bit more sophisticated and would include some limits 
or logical templates in the evaluation process, such as maximums and minimums in the 
monitors. On a third and more analytical level, the CAA could examine the formal rules 
relative to the process monitored. An example here might be the use of system generated 
values such as interest rates or asset returns and a comparison with internal auditor‐
initiated reasonableness tests of those assumptions compared with historical values.

At its most basic level, a CAA can introduce a heightened level of monitoring to 
application systems. Classic internal auditor points of control may even “disappear” 
into the processing system, changing recording and measurement tools. The cycle time 
for making audit‐based decisions or actions will very much decrease as it is based on 
systems measures. A CAA can create an environment for 24/7 continuous auditing.

CAA processes have already been implemented at a variety of larger enterprises. 
AT&T, for example, was an early leader, and CAA has become quite common in the 
insurance, stock brokerage, and medical claims processing industries. Although nei-
ther enterprise management nor their internal auditors publically talk about the audit 
tools in use, we have seen references that such high‐transaction retailers including 
Walmart, JC Penney, and Dollar General all have implemented CAA applications.2 Built 
around an enterprise’s ERP system, CAA is particularly useful for monitoring purchase 
and payment cycle applications with an emphasis on controls over potential vendor‐
related fraud. CAA is a valuable tool for any application area where cash is going out the 
door, including employee travel accounting, insurance claims, and money laundering 
controls.

Resources for Implementing a CAA

While the basic concept of implementing some form of audit monitor in an ERP or other 
business application seems relatively straightforward, the actual implementation of a 
CAA in an enterprise often presents challenges. In order to be independent of other IT 
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applications, the CAA process must be installed with some level of independence from 
other persons and IT developers. That is, if a CAA has an objective to monitor all mar-
keting expense transactions over  X  dollars and some certain other conditions, those 
marketing expense system monitoring controls must be installed independently such 
that they cannot be easily bypassed. However, installing a CAA process in an ERP or 
any other larger and complex applications requires some IT technical skills that may be 
beyond the technical capabilities of many internal auditors. Conversely, even if internal 
audit has the skills to install a CAA in an enterprise’s applications, IT management will 
look at any such proposal with a high degree of skepticism. IT management will not 
trust its auditors to install their own CAA monitoring software in a production systems 
environment, but if IT agrees to take the CAA software module and test and modify it 
for production installation, the CAA’s independence could potentially be compromised. 

 The market is always changing, but this section introduces several vendor‐ supplied 
software solutions for installing CAA. The products and approaches discussed are not 
the only solutions to installing CAA, but represent some good starting points for an 
enterprise that is considering the uses of CAA. Good sources for more information on 
CAA can be found in a Google search for information on continuous auditing. That will 
yield information from a variety of sources, particularly public accounting fi rms that 
are interested in promoting CAA approaches. Partially based on some past continuous 
auditing presentations, we have selected several CAA implementation examples.    

 11.2  ACL, NETSUITE, BUSINESSOBJECTS, AND OTHER 
CONTINUOUS ASSURANCE SYSTEMS  

 Many auditors over the years have used ACL,  3   a popular and effective software prod-
uct for computer‐assisted audit analysis and retrievals. ACL allows internal auditors to 
install and implement fully embedded and automated continuous auditing or monitor-
ing applications. ACL’s audit‐related testing applications comprise a series of automated 
data analysis tests that are manually initiated and run on a regular basis. The ACL 
approach goes a step further such that the auditor does not need to formally start and 
run the monitoring program. ACL software is linked to enterprise fi les and applications 
so that it can run in the background. The software is useful for such areas as detect-
ing unusual transaction indicators of fraud or identifying duplicate and other overpay-
ments. While perhaps not truly continuous, ACL can be installed and run on completion 
of process steps and at periodic time intervals. It takes a slice of the data, capturing all 
transactions since the last test process. ACL continuous assurance software is used 
today by all the major public accounting fi rms in the United States. An organization 
today that is interested in implementing some beginning level of CAA might well con-
sider starting with ACL’s assurance product. 

 Complex information systems can be built with a wide variety of monitoring pro-
grams and displays to allow an operator to review performance and highlight any 
potential problems. This is similar to the driver of an automobile who faces a dashboard 
that monitors performance by showing speed, progress by miles traveled, status by fuel 
remaining, and problems by warnings for such items as low oil pressure. This dashboard 
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approach allows the driver to monitor overall progress while the vehicle is in operation 
and to take action as required. That same dashboard approach can be used with busi-
ness information systems. 

 The typical online application today has a continuous display for that application. In 
a sales order application, designated users can access the progress of sales recorded, per-
haps by product line or region, through an online terminal. However, that monitoring 
typically just covers that one sales application, and another screen must be called up to 
review related activities handled by other applications, such as ongoing cash collections 
or returns. Today’s IT applications provide a better environment for such cross‐appli-
cation monitoring, as all of the overall systems components, from receiving to general 
ledger processes, are under a common database structure. In addition, several good 
software products exist that allow an organization to install dashboard monitors to 
review overall progress of business transactions and other activities to facilitate prompt 
remedial action when necessary. Perhaps two of the better of these software tools today 
are BusinessObjects  4   and IBM’s Cognos Business Intelligence and Financial products. 
They help an enterprise to tie a wide variety of diverse applications to a dashboard, 
allowing users to monitor overall activity. 

 The console monitors on the classic mainframe computers acted as dashboards and 
watched all system activity, with a constant stream of messages to the operator. The same 
concept can be applied to today’s major, integrated applications. They allow an enterprise 
and internal audit to move from an environment of monitored controls to the real‐time 
monitoring of systems operations with adjustments for continuous improvement.   

 11.3  BENEFITS OF CAA  

 CAA approaches allow internal audit to deal with IT‐based issues on a real‐time basis. 
Rather than waiting for an internal audit that is scheduled only once a year or later, a 
CAA process provides internal audit with an early warning for many areas of internal 
audit interest. CAA provides internal audit with a tool for proactive risk management. 
In addition, effective CAA processes allow internal auditors to develop a better under-
standing of their enterprise’s business environment as well as to support compliance 
and drive business performance. 

 By changing traditional internal audit approaches and implementing CAA pro-
cesses, internal auditors can develop a better understanding of their business envi-
ronment and the risks to their enterprise to support compliance and drive improved 
performance. CAA processes can provide for the automation of testing through the 
verifi cation of transaction integrity and validity and the generation of internal con-
trol alarms. CAA creates an environment of continuous testing where internal control 
failures can be detected and fi xed immediately. Although there is some effort involved 
in implementing CAA, its approach of looking at full populations of data from areas of 
interest can very much increase the overall effectiveness of internal audit. Where once 
CAA processes were promoted by almost “voice in the wilderness” speakers at internal 
audit technical conferences, we are now seeing the internal audit functions of major 
enterprises adopt CAA approaches. CAA is a growing internal audit trend.   
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 11.4  COMPUTER‐ASSISTED AUDIT TOOLS AND TECHNIQUES  

 Historically, internal auditors gathered evidence from an enterprise’s books and records 
to support their conclusions. Paper‐based documents were used as audit evidence that 
showed supporting transactions were properly recorded in a timely manner and con-
tained appropriate authorizing signatures or notations. Today, most documents are 
IT‐based and paperless, and internal auditors have a challenge to review and under-
stand these documents and procedures to support their audit conclusions. While inter-
nal auditors test and review the internal controls surrounding IT systems, they often 
need tools to better understand and evaluate the completeness and accuracy of the 
data stored in the IT applications’ fi les and databases. While it is almost always more 
effi cient to use IT techniques to examine all recorded items on the supporting computer 
fi les, internal auditors also can act with greater independence by developing their own 
specialized fi le retrievals. There are many approaches to retrieving data through the use 
of what are called computer‐assisted audit tools and techniques (CAATTs), the indepen-
dent auditor‐controlled software to assist audit efforts. 

 A CAATT is a specialized computer program or process, controlled by internal 
audit, that is used to test or otherwise analyze data on computer fi les. Terminologies 
change over time, and an internal auditor will sometimes see the acronym CAAT or 
CAAP rather than CAATT, where the last letter in the fi rst refers to just “technique,” 
and in the second to “procedure.” These acronyms can be used interchangeably. The 
AICPA uses CAATT, which is also our preferred term in this chapter. 

 As mentioned in the introduction to this chapter, in the early days of data process-
ing systems, auditors typically just relied on the printed outputs from IT systems and 
used conventional audit procedures to read, test, and analyze these sometimes massive 
computer‐generated reports. As IT systems became more pervasive with ever‐larger 
data fi les, auditors needed better approaches to adequately evaluate the documentation 
and records stored in large IT systems. 

 The necessity for CAATT procedures fi rst became evident with the now long‐forgotten 
Equity Funding fraud   in the early 1970s. Equity Funding Corporation, a California‐based 
insurance company, was reporting very signifi cant, almost unbelievable growth and 
earnings from the late 1960s up through the early 1970s. Their external auditors at that 
time relied on the printed report outputs generated by the company’s computer systems 
rather than on the data recorded in computer fi les. Only after their external auditors 
looked at the contents of those computer fi les was a major fraud detected. 

 A member of Equity Funding’s external audit team developed some independent 
software to read and analyze the fi rm’s computer fi les and found that records had been 
manipulated to report incorrect fi nancial results. Auditors were not able to easily access 
computer fi les at that time, and this examination of IT records with an auditor’s own 
software was considered to be a very innovative approach. The Equity Funding fraud 
launched what was then called computer auditing—now IT auditing—and the use of 
CAATTs. 

 A CAATT is an auditor‐controlled computer program that can be run against pro-
duction IT fi les to analyze that data and perform audit tests. The Equity Funding analysis 
happened before today’s powerful desktop software tools, and this CAATT application 
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was considered to be an advanced audit technique. End users then typically relied on 
their data processing departments to write special retrieval programs to give them the 
various requested output reports. Both internal and external auditors later began to use 
what was called generalized audit software to develop their own programs independently 
for testing and analyzing data. This generalized software became the basis for CAATTs to 
define specialized IT systems and procedures to assist both internal and external auditors.

As an example of a typical CAATT, assume that internal audit is interested in test-
ing the accuracy of the aging from an automated accounts receivable system, given that 
system data is only stored on IT files, with no significant paper reports describing those 
calculations. Internal audit may be concerned that the receivables, as reported on the 
aged trial balance report, may not be properly aged as to the number of days due. Thus 
the receivables account balances may be over‐ or understated. This is often a good area 
for the use of an internal audit–developed CAATT.

A CAATT application can be developed to recalculate independently all of the 
agings in the accounts receivable system, to verify accounts receivable balances and 
highlight any unusual exception items. Internal audit might perform this CAATT‐ori-
ented approach through the following steps:

 1. Determine CAATT objectives. Internal audit should not just “use the computer” 
to test a system without a clear set of starting audit objectives for any CAATT. In this 
example, internal audit would have an objective of determining whether accounts 
receivable agings are correctly stated.

 2. Understand the supporting IT systems. Internal audit should review IT systems 
documentation to determine how accounts receivable agings are calculated, where 
this data is stored in the system, and how items are described in system files.

 3. Develop CAATT programs. Using a selected software retrieval package or IT 
language processor, internal audit would write their own programs to recalculate 
accounts receivable agings and to generate totals from accounts receivable files.

 4. Test and process the CAATT. After testing the programs, the internal auditor 
would arrange to have the CAATTs processed against production accounts receiv-
able files.

 5. Develop audit conclusions from CAATT results. Similar to any audit test, audit 
conclusions would be drawn from the results of the CAATT processing, documented 
in the workpapers, and discussed in the audit report, as appropriate.

This is the general approach to developing and processing CAATTs. It follows the 
same steps internal audit would use for establishing audit objectives and perform-
ing appropriate tests for reviews on any system or process. As previously discussed, 
a CAATT is a specialized set of computer programs or procedures that are under the 
control of internal audit. The CAATT can be developed through generalized audit soft-
ware programs run on the production computer system, specialized software run on the 
auditor’s own laptop computer, or specialized auditor‐use‐only program code embedded 
in an otherwise normal production application. With our major reliance on IT processes 
in all areas of an enterprise today, CAATTs can enhance internal audit processes in 
some of the following areas:
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 ■ Increase audit coverage.  CAATTs can allow an internal auditor to review and 
analyze such components as massive fi nancial databases where internal auditors 
sometimes do not have easy access to online screen reports and where there are 
no paper reports. 

 ■ Focus on risk areas.  Similar to the previous point and our example of testing 
accounts receivable agings, CAATTs often allow an internal auditor to review and 
investigate areas that have not received a high level of internal audit scrutiny. 

 ■     Increase cost‐effectiveness.  Although CAATTs may require some incremental 
time and cost to develop, they can be very effective for analyzing large volumes of 
IT‐resident data over multiple periods. 

 ■ Improve audit credibility.  CAATTs provide internal auditors with the ability 
to independently look at complex databases and provide detailed analyses and 
recommendations; that type of analysis can very much improve internal auditor 
credibility. 

 ■ Improve integration of IT and fi nancial and operational auditors.  CAATTs 
often are used to analyze fi nancial and operational processes using IT processes. 
They will cause all interested parties to better talk and coordinate audit objectives 
and needs. 

 ■ Encourage auditor independence from IT service support operations.  Inter-
nal auditors do not have to be heavily dependent on the IT systems and infrastruc-
ture to operate their CAATTs. Although strong coordination is essential, internal 
auditors can operate in a fairly independent manner.   

 Internal auditors should have a good understanding of when CAATTs should be 
used to enhance the audit process, the types of software tools available to an internal 
auditor, and how to use a CAATT in an audit. Although some CAATTs require an inter-
nal auditor to have specialized programming knowledge, most can be implemented by 
an auditor with only a general understanding of information systems.   

 11.5  DETERMINING THE NEED FOR CAATTs  

 CAATTs are powerful tools that can enhance both the audit process and internal auditor 
independence. However, these procedures can sometimes be time‐consuming to develop 
and will not always be cost‐effective unless properly planned and designed. This sec-
tion discusses areas where CAATTs will enhance an audit and areas to consider when 
developing and implementing a CAATT. 

 Before developing a specifi c CAATT, an internal auditor should fi rst determine if 
the planned approach is appropriate. All too often, a member of management may have 
concerns about audit effi ciencies and then may ask the internal audit team to “do some-
thing” to improve audit effi ciency by better using IT resources as part of internal audits. 
This type of improved audit effi ciency directive often may result in disappointment for all 
parties. Similarly, a highly technical internal auditor may sometimes develop a “tech-
nically interesting” CAATT as part of an audit even though it really does not support 
or contribute to the overall effectiveness of the internal audit’s objectives. The decision 
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to develop and implement a CAATT in support of an internal audit will depend on the 
nature of the data and production programs being reviewed in the audit, the CAATT 
tools available to internal audit, and the objectives of the audit. Internal audit needs an 
overall understanding of CAATT procedures in order to make this decision, and should 
consider the following:

 ■ The nature or objectives of the audit. Internal audit should initially evaluate 
the materials to be reviewed in a planned audit and consider the size and format 
of any IT‐based data. Audits based on values or attributes of computerized data 
are typically good candidates for CAATTs. For example, the previously mentioned 
accounts receivable audit is a good CAATT candidate because there is generally a 
large volume of transactions but minimal paper records. Many of the operational 
and financial audit areas discussed throughout this book also are good candidates 
for CAATTs.

 ■ The nature of the data to be reviewed. CAATTs are most effective when both 
data and decision‐dependent information about that data are based on automated 
systems. For example, a manufacturing inventory system will have most of the 
descriptive information about its inventory on IT system files. Inventory‐related 
data is input directly, and inventory status information is based on system reports 
on output screens. There are often only limited paper‐based original records. Inter-
nal audit procedures for inventory here might include an analysis of manufacturing 
costs, and inventory system attributes can be summarized and analyzed through 
a CAATT. Only audits over areas where there is heavy dependence on IT files and 
data are good potential candidates for a CAATT.

 ■ The available CAATT tools and audit skills. Internal audit should strive to 
develop its CAATTs using existing automation tools available within the audit 
department or the enterprise IT function. Internal audit should consider the types 
of software tools available for CAATT development before contacting outside ven-
dors. That availability may be based on both audit budget constraints and product 
limitations.

Auditor skills should also be considered, and the internal audit function must assess 
whether technical audit specialists are needed and available for planned CAATT devel-
opment projects. The three considerations listed here are stated in very general terms 
but are areas to be considered when planning the overall strategy for using CAATTs. 
Internal audit should recognize that a CAATT may be difficult to implement and is some-
times not very cost‐effective. The challenge for internal audit is to identify appropriate 
areas for CAATTs.

Some years ago, there were special software products available to assist auditors in 
building and developing CAATTs. IT technology has changed extensively since those 
products were released, and those special computer audit software products have been 
replaced by report generators and other tools that are available with many standard 
software tools. An internal audit group often does not need to try to acquire a special-
ized audit software product today, but there are many excellent retrieval tools available 
to help an internal auditor to develop CAATTs. For example, the ACL software product 
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discussed previously in this chapter for continuous auditing also has many capabilities 
as a CAATT tool. Internal audit–developed CAATTs can be effective in some of the areas 
discussed later.

 ■ Examining Records Based on Criteria Specified by Internal Audit. Because 
records in a manual system are visible, internal audit can scan for inconsistencies 
or inaccuracies without difficulty. For records on computer data files, internal audit 
can specify audit software instructions to scan and print records that are exceptions 
to the criteria, so that follow‐up actions can be taken. Examples of those specified 
areas are:

 ■ Accounts receivable balances for amounts over the credit limit
 ■ Inventory quantities for negative and unreasonably large balances
 ■ Payroll files for terminated employees
 ■ Bank demand deposit files for unusually large deposits or withdrawals

 ■ Testing calculations and making computations. Internal audit can use soft-
ware to perform quantitative analyses to evaluate the reasonableness of auditee 
representations. Such analyses might be for:

 ■ The extensions of inventory items
 ■ Recalculation of depreciation amounts
 ■ The accuracy of sales discounts
 ■ Interest calculations
 ■ Employees’ net pay computations

 ■ Comparing data on separate files. When records on separate files should con-
tain compatible information, software can determine if the information agrees. 
Comparisons could be:

 ■ Changes in accounts receivable balances between two dates, comparing the 
details of sales and cash receipts on transaction files

 ■ Payroll details with personnel files
 ■ Current and prior period inventory files to assist in reviewing for obsolete or 

slow‐moving items
 ■ Selecting and printing audit samples. Multiple criteria may be used for selec-

tion, such as a judgmental sample of high‐dollar and old items and a random sample 
of all other items, which can be printed in the auditor’s workpaper format or on 
special confirmation forms. Examples are:

 ■ Accounts receivables balances for confirmations
 ■ Inventory items for observations
 ■ Fixed‐asset additions for vouching
 ■ Paid voucher records for a review of expenses
 ■ Vendor records for accounts payable confirmations

 ■ Summarizing and resequencing data and performing analyses. Audit soft-
ware and reformat and aggregate data in a variety of ways to simulate processing 
or to determine the reasonableness of output results. Examples are:

 ■ Totaling transactions on an account file
 ■ Testing accounts receivables aging
 ■ Preparing general ledger trial balances
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 ■    Summarizing inventory turnover statistics for excess or obsolescence analysis 
 ■    Resequencing inventory items by location to facilitate physical observations   

 ■ Comparing data obtained through other audit procedures with IT 
system data fi les.  Audit evidence gathered manually can be converted to a 
machine‐readable form and compared to other data fi les. Examples are: 

 ■    Inventory test counts with perpetual records 
 ■    Creditor statements with accounts payable fi les     

 Although many of these were originally developed for external auditors and date 
from before the days of integrated database fi les, these techniques are generally still 
applicable for internal auditors. The number and sophistication of these CAATTs 
increases as the individual internal auditor becomes more experienced in their use.    

 11.6  STEPS TO BUILDING EFFECTIVE CAATTs  

 Internal auditors should follow the same approach for developing CAATTs whether 
using a report generator retrieval language or downloaded data to an auditor’s laptop 
computer. This approach is similar to the systems development methodology approach 
discussed in Chapter   22  . The difference here is that an internal auditor may develop 
a CAATT for a onetime or limited‐use effort rather than for an ongoing production 
application. Because internal audit often draws conclusions and makes rather signifi -
cant recommendations based on the results of a CAATT, it is important to use good 
systems development practices to design and test CAATTs. The following is a four‐step 
approach to develop a CAATT: 

   1.   Determine the objectives of the computer‐assisted audit tool.  It is not suf-
fi cient for internal audit just to audit the automated accounting system. All too often 
an internal audit manager will just direct a staff auditor to write a CAATT for some 
audit without fully defi ning its objectives. The desired audit objectives should be 
clearly defi ned; this will make the subsequent identifi cation of testing procedures a 
much easier task. Once internal audit has defi ned a CAATT’s objectives, fi le layouts 
and systems fl owcharts should be obtained to select the appropriate data sources for 
testing. Sometimes, an internal auditor at this point encounters technical problems 
that might impede further progress. A CAATT documentation fi le or workpaper 
should also be started along with this step. 

   2.   Design the computer‐assisted application.  The CAATT software tool used must 
be well understood, including its features, the overall program logic, and reporting 
formats. Any special codes or other data characteristics must be discussed with 
persons responsible for the IT application. Consideration should also be given to 
how internal audit will prove the results of audit tests by, for example, balancing 
to production application control totals. These matters should be outlined in the 
documentation audit workpapers. 

   3.   Program or code and then test the application.  This task usually follows step 
2 very closely. Programming is performed using the selected software tool. Once 
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the CAATT has been programmed, internal audit should arrange to test it on a 
limited population of data. The results must be verifi ed for both correctness of pro-
gram logic and the achievement of desired audit objectives. This activity should 
also be documented in the workpapers. Correctness of program logic means the 
CAATT must  work.  Sometimes an error in coding will cause the application to fail 
to process. The failure to achieve audit objectives is a different kind of problem. For 
example, in a CAATT to survey conditions in an inventory fi le, an auditor may 
make too broad of a selection, producing an output report of thousands of minor 
exceptions. Such CAATT logic should be revised to produce a more reasonablely 
sized selection. 

   4.   Process and complete the CAATT.  Making arrangements for processing the 
CAATT often requires coordination between internal audit and IT operations. Inter-
nal audit is often interested in a specifi c generation of a data fi le, and it is necessary 
to arrange access to it. During the actual processing, internal audit must take steps 
to assure that the fi les tested are the correct versions.   

 Depending on the nature of the CAATT, an internal auditor should prove the results 
and follow up on any exceptions as required. If there are problems with the CAATT logic, 
internal audit should make corrections as required and repeat the steps. The CAATT 
application workpapers should be completed at this point, including follow‐up points 
for improving the CAATT for future periods. 

 CAATs are powerful tools that should be available for use by any internal auditor, 
and should not be solely the responsibility of an IT audit specialist. Just as end users 
make increasing use of retrieval tools for their own IT needs, all members of an audit 
department should gain an understanding of available audit tools to allow them to 
develop their own CAATTs. 

 Of course, as more and more automated processes become paperless, the auditor’s 
need to build and use CAATTs will increase. That is, the traditional paper trails that 
auditors use to trace and validate transactions are reduced or even eliminated in today’s 
modern automated system. Audit tools ranging from application report generator soft-
ware to continuous audit monitors will increasingly become the only options available 
to test and gather evidence about these paperless systems. Many operational systems 
have some very strong paperless elements. An internal auditor must be creative when 
designing a CAATT to gather evidence regarding these paperless applications, and many 
of the techniques described in this chapter apply.   

 11.7  IMPORTANCE OF USING CAATTs FOR AUDIT 
EVIDENCE GATHERING  

 Internal auditors often do not give suffi cient attention to the need to gather evidence when 
reviewing automated applications. It is too often an interesting and challenging audit task 
to gain an understanding of an IT application and to evaluate its internal controls, but 
the detailed confi rmations of account balances or other types of evidence‐gathering tests 
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are sometimes viewed by internal auditors as not as interesting and too time‐consuming. 
However, these evidence‐gathering procedures often provide internal audit with oppor-
tunities to implement the most creative portion of the audit project. Assume, for example, 
that internal audit has performed a detailed internal controls–oriented review of a large 
fixed‐asset capital budgeting application where transactions are initiated from a variety 
of subsidiary systems and where the application eventually provides general ledger finan-
cial statement balances. Internal audit has tested system‐to‐system internal controls and 
concludes that these internal controls are adequate; they have also manually recalculated 
the depreciation expenses for several selected transactions and found them to be correct.

Can an internal auditor conclude that the fixed assets and accumulated deprecia-
tion numbers produced by this sample system are accurate? In a large enterprise, where 
fixed assets may represent a substantial portion of the balance sheet, an internal audi-
tor may decide that there is far too great of a risk in relying solely on just this internal 
controls review. The several transactions selected for a recalculation compliance test 
may not be representative of the entire population, and there may be an error in cer-
tain classes of these transactions. Although application‐to‐application controls may 
have appeared proper, some types of transactions may be assigned to incorrect account 
groups. Without detailed CAATT-based testing of this example fixed‐assets system, it is 
possible that these errors could go undetected.

Internal auditors should have an understanding of when it is cost‐effective and 
appropriate to develop CAATTs to perform detailed tests of IT applications in order to 
verify the correctness of transactions or account balances. Some of the circumstances 
when internal audit should perform this more detailed application evidence gathering 
and testing include:

 ■ There is a perception that the risk of relying just on internal controls is too high.
 ■ Although internal audit may have performed limited walk‐through or compliance 

types of tests, the results of these tests may be somewhat inconclusive and will sug-
gest a need for more detailed tests.

 ■ In some instances, certain internal controls may be weak or difficult to identify, 
and internal auditors may want to develop CAATTs to perform detailed tests of the 
automated applications.

 ■ Some complex or large automated applications are involved, such as the compre-
hensive ERP systems discussed in Chapter 22.

In many instances, the decision whether to rely on  just internal accounting con-
trols and limited compliance testing or to perform detailed tests of transactions will be 
a decision of audit management. However, the use of CAATTs should be a key internal 
audit tool to employ in many situations. The nature of the audit tests to be performed, 
the extent of data, the complexity of the application, and the tools and skills available 
to internal audit should all be factors in this decision. Internal audit should become 
familiar with the various software products and techniques available for analyzing and 
testing computer system files. The implementation and processing of CAATTs should 
be part of the skill set requirement for all internal auditors.
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 11.8  XBRL: THE INTERNET‐BASED EXTENSIBLE 
MARKING LANGUAGE  

 Business today is very much based on Internet‐supported applications. Paper‐based 
reports and the batch systems that once supported them have largely disappeared. 
Virtually all enterprises today are operating in an environment of Internet‐supported 
processes. While a very fl exible approach, relying on the Internet can raise concerns 
about document integrity from management and internal auditors. When reports were 
being produced in the classic closed‐shop data center of past years, whether on paper 
or through online systems, there usually were few questions about the integrity of the 
reported data, provided that the supporting internal controls were adequate. As long as 
there were appropriate general and application controls in place, internal auditors had 
few questions about general data integrity and only had to perform traditional audit 
tests to acquire a level of assurance regarding the data. However, the free and open 
nature of the Internet can raise doubts or questions about the integrity of transmitted 
data. The question here is, how does the user know that the fi le of data transmitted 
through the Web is actually what it is represented to be? 

 Coding or marking languages solve some of those concerns, and XBRL, an industry 
standard approach for the publishing, exchange, and analysis of fi nancial and business 
reports and data, offers an excellent solution. XBRL (eXtensible Business Reporting Lan-
guage) is an open‐standard marking language developed by a consortium of over 200 
companies and agencies, and strongly supported by AICPA in the United States. Delivering 
benefi ts to investors, accountants, regulators, executives, business and fi nancial analysts, 
and information providers, XBRL provides a common format for critical business reporting 
processes, simplifying the fl ow of fi nancial statements, performance reports, accounting 
records, and other fi nancial information between software programs. XBRL defi nes a 
consistent format for identifying data and for business reporting to streamline the prepara-
tion and dissemination of fi nancial data, and to allow analysts, regulators, and investors 
to review and interpret it. As a result, XBRL can save time and money when information 
consumers within and outside of a company analyze complex operations and fi nancial 
data. In the post‐Enron era of SOx, XBRL is an important tool for providing consistent 
business and fi nancial reporting.  

   XBRL Defined   

 XBRL is an Internet standard similar to the use of HTML for Internet browsing, MP3 for 
digital music, or XML, the eXtensible Markup Language standard, for electronic com-
merce. XBRL uses standard Internet XML data tags to describe fi nancial information 
for public and private companies and other enterprises. Its controlling group, XBRL 
International, is a professional affi liation of many hundreds of enterprises as well as 
governmental jurisdictions that collaboratively produce standard specifi cations and 
taxonomies that anyone can license royalty‐free for use in their applications. Just as 
there are established formats for Internet e‐mail addresses or Web links, XBRL provides 
both a standard description and classifi cation system for the contents of accounting 
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reports. Data can be taken from an accounting information system and XRBL coded 
to produce an electronic annual report including all fi nancial statements, the auditors’ 
report, and 10‐K notes. The document can then be read directly by computer programs 
and end users or, more likely, be coupled with a style sheet to produce a printed annual 
report, user‐friendly Web pages, or an Adobe Acrobat fi le. Similarly, internal business 
reports and regulatory fi lings can be output in a variety of forms. 

 The Web is fi lled with many positive comments about XBRL, but the comment 
“XBRL is . . . perhaps the most revolutionary change in fi nancial reporting since the fi rst 
general ledger”  5   says a lot. XBRL provides a method for enterprises to report their fi nan-
cial information in a format that can be easily read and understood by others. It allows 
for effi cient data collection and publishing as well as serving as a tool for improved data 
validation and analysis. Exhibit   11.3    illustrates how XBRL can improve the transfer of 
data and information across systems and entities. As the exhibit shows, fi nancial data 
from an enterprise’s ERP, general ledger, and other fi nancial systems can be all coded 
in XRBL. That coded information then can be used, either at the present time or in the 
future, for reports to banks, annual reports, Securities and Exchange Commission (SEC) 
  EDGAR    6   fi lings, and others. XBRL is a consistent approach for reporting to investors, 
credit agencies, governmental units, and others.    

   Implementing XBRL   

 Though visionaries have praised the concept, and tools and standards have been estab-
lished, XBRL is still an evolving standard. There have been some but not many early 
XBRL adopters to date. For example, Microsoft Corporation has been fi ling its SEC 10‐K 
report in XBRL format since 2002, and General Electric is using it for internal company 
reporting. Governmental regulators have seen the value of fi nancial reports issued in 
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a consistent and traceable format, and the U.S. Federal Deposit Insurance Corporation 
now requires that federal bank status call reports be submitted in XBRL format. The 
standard can save on costs and provide reporting flexibility by eliminating proprietary 
accounting system dump formats and doing away with manual copy‐and‐paste consoli-
dation and reporting. The SEC has converted its EDGAR financial information database 
to XBRL and requires all larger corporations to file their financial reports in XRBL, 
covering almost all reported issues and incidents today.

As an Internet markup language for financial data, XBRL is similar to HTML for 
browsers, where the Internet user clicks on some tagged reference to get pointed to 
another site. Under XBRL, Internet financial data is tagged in a manner to be recog-
nized and properly interpreted by others using applications based on a standardized 
XBRL vocabulary of terms, called a taxonomy, to map results into agreed‐on categories. 
An example of this XBRL taxonomy is the markup or coding for well‐defined concepts 
within the current U.S. generally accepted accounting principles (GAAP), including 
“Accounts Receivable Trade” and “Allowance for Doubtful Accounts.” No matter where 
it is located in the report format, a value can be recognized as the “Allowance for Doubt-
ful Accounts,” whether within an enterprise’s reports or across multiple enterprises. 
However, GAAP may vary somewhat depending on whether the enterprise is a retailer, 
a minerals extraction mining company, or any of many other variations, and XBRL 
qualifiers set these categories. A major savings with XBRL is the reduction of the data 
manipulation required when the enterprise needs to reposition the output from their 
financial systems to meet the needs of diverse users. A quarterly IRS tax form is very 
different in format and content from the format in a quarterly SEC filing, although the 
information needed to file both documents typically comes from the same financial 
database. With XBRL, information will be entered once and the same information can be 
rendered as a printed financial statement, an HTML document for a web site, an EDGAR 
SEC file, a raw XML file, or a specialized reporting format such as periodic banking and 
other regulatory reports.

Paperless reporting is facilitated here as well. Prior to XBRL, it was necessary to 
extract financial information for reports from databases such as a general ledger, and 
that extracted information would then need to be processed multiple times depending 
on the needs of the user. For example, a typical balance sheet would need to be individu-
ally processed for SEC filings, for placement in the annual report, for examination by 
external auditors, and for analysis by management. Each process could require an extra 
handling of the information to create the desired report. With XBRL, the information is 
coded once and is then ready for extraction electronically into reports for all information 
users. With the proper tools in place, the desired output for all uses of the balance sheet 
information can be transmitted electronically, without the need for paper‐based reports, 
and there is only one authorized version of that balance sheet with its data appearing 
in other reports or sources where needed.

XBRL has become a required standard in many areas today. Whether mandated by 
a regulatory reporting agency such as the SEC, launched by visionaries in the enterprise, 
or just because “everyone else” will soon be using it to code their financial reports, XBRL 
will soon be used by most enterprises as part of their financial reporting procedures. 
If there currently has been no action, an internal auditor should have conversations 
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with appropriate persons in IT as well as fi nancial management to determine enterprise 
plans for XBRL implementations. As a fi rst step, however, the interested internal auditor 
should gain some knowledge about it. Since it is an XML‐based, royalty‐free, and open 
standard language, much information is available through the offi cial web site ( www.
xbrl.org ). That site will point interested persons to a wide variety of papers, presentation 
sets, and descriptions of XBRL’s use. 

 Because XBRL is still an evolving language, there are some risks of error here. An 
enterprise needs to select an appropriate taxonomy and appropriately tag their data. 
Going back to our earlier example, there will be one taxonomy for a manufacturing and 
distribution enterprise and quite another for a petroleum refi nery. While this would be 
a fairly broad error, starting with the wrong one will cause multiple control problems. 
Once an appropriate taxonomy is selected, procedures need to be in place to ensure that 
the tagging of data is complete and accurate. This the same type of control concern 
that Internet browser users occasionally encounter when one clicks on a link and gets 
pointed to the wrong or a nonexistent site. It is a frustrating occurrence when surf-
ing through the Web, but a critical error when retrieving or reporting fi nancial data. 
Internal audit should review procedures to ensure that controls are in place for that 
XBRL data tagging. Even though these kinds of endeavors often start as a pet project 
by some member of the IT group, that tagging should be documented in a controlled 
environment. 

 XBRL has become a new‐rule standard for Web‐based fi nancial reporting and sup-
porting systems in the United States, the European Union, and throughout the world. 
While it is not yet a CBOK requirement, internal auditors should have a familiarity 
with the technology and its uses. It may lead to many “Are you XBRL compliant?” ques-
tions in fi nancial internal control reviews. XRBL is not only the future standard for the 
publishing, delivery, and use of fi nancial information over the Web, but also a logical 
business choice.    

 NOTES   

   1.  The fi rst edition of Robert Moeller’s  Computer Audit, Control, and Security  (New York: 
John Wiley & Sons, 1989) discussed how internal auditors can build ITF and SCARF 
facilities. This edition is now out of print. 

   2.  Chun‐Hsiu Yeh and Wei‐Cheng Shen, Using Continuous Auditing Life Cycle Management to 
Ensure Continuous Assurance (Yuanlin, Taiwan: Chung Chou University of Technology, 
2002). 

   3.  ACL Services Ltd., 1550 Alberni Street, Vancouver, BC, V6G 1A5, Canada. 
   4.  BusinessObjects Corporation, a division of SAP. 
   5.   Accounting Today , September 2000.  
   6.  A long acronym whose meaning does really not matter today, EDGAR is the SEC’s forms 

and fi ling database; it can be found at  www.sec.gov.edgar .   
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12                                                        CHAPTER   TWELVE                 

 Control Self‐Assessments and 
Internal Audit Benchmarking                                    

 MUCH OF THE INTERNAL AUDIT work described in this book discusses areas 
where an internal auditor will select some other area of operations and review 
the status of its internal controls. This chapter will look at two other aspects of 

internal audit reviews and internal control assessments:   control self‐assessments (CSAs)
and internal audit benchmarking. These are each valuable and important common 
body of knowledge (CBOK) internal audit procedures. 

 CSAs are internal audit–led processes for ongoing internal controls improvements. 
Rather than internal auditors visiting an area of operations and performing a formal 
internal audit review, in a CSA an internal audit team works with some of its own inter-
nal audit team members in some area of operations and leads them in an effort to evalu-
ate their current internal control procedures and then to use the results of the review 
to improve internal controls. To many, this is a process that is far less confrontational 
than a formal internal audit and also can be an effective way to improve and continue 
to improve internal controls in an enterprise. 

 In recent years, the Institute of Internal Auditors (IIA) has very much embraced the 
CSA concept and has even established formal certifi cation examinations to recognize quali-
fi ed internal auditors as leaders in this process. This chapter will review the internal audit 
CSA process and describe the use of this sometimes important evaluation tool for internal 
auditors. A good understanding of CSAs should be an internal auditor CBOK requirement. 

Benchmarking   is an internal audit technique that goes back to the IIA’s “Progress 
through Sharing” original guidance. Back in the fi rst days of internal auditing and 
when Victor Brink was launching the fi rst edition of this book, internal auditors from 
different enterprises frequently met at IIA chapter meetings and elsewhere to share 
their approaches with peers in other businesses and to develop some internal audit 
best practices techniques. Benchmarking is a more formal internal audit practice of 
this same general nature. It is a process that allows internal auditors to compare how 

Brink’s Modern Internal Auditing: A Common 
Body of Knowledge, Eighth Edition 
By Robert R. Moller 
Copyright © 2016 by John Wiley & Sons, Inc. 
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similar organizations are attempting to perform and execute similar practices. It can 
often be a useful internal audit tool, and an internal auditor should have a CBOK general 
level of knowledge on how to design and perform a successful benchmarking exercise.   

 12.1  IMPORTANCE OF CONTROL SELF‐ASSESSMENTS  

 One of the Committee of Sponsoring Organizations (COSO) internal control framework’s 
recommendations, mentioned briefl y in Chapter   3  , is that enterprises “should report 
on the effectiveness and effi ciency of [their] system of internal control.” That internal 
control reporting can either be at a total enterprise level or can be limited to individual 
enterprises departments or functions. Chapter   5   discussed internal accounting con-
trols review from a Sarbanes‐Oxley (SOx) perspective, and other chapters have covered 
various other aspects of internal controls reviews. Several years ago and even before 
SOx, the IIA introduced its CSA methodology, as a process for an internal audit func-
tion to look at its own controls or for helping others to review their internal controls. 
Based on the total quality management approaches of the early 1990s and highlighted 
in Chapter   31   as well as the COSO internal control framework discussed in Chapter   3  , 
the CSA methodology has become a powerful tool for internal auditors and others to 
better understand an enterprise’s internal control environment. The approach requires 
internal auditors to formally assemble a special team to assess those internal controls. 

 CSA was fi rst developed by a team of internal auditors at Gulf Canada Resources 
Ltd. in 1987 as a tool to assess its internal control effectiveness as well as business pro-
cesses. At that time, Gulf Canada was facing both a legal consent decree requiring the 
company to report on its internal controls as well as some diffi culties resolving oil and 
gas measurement issues through traditional audit assessments. Gulf Canada’s internal 
audit group launched a  facilitated meeting  self‐assessment approach that involved gather-
ing management and staff for interviews relating to and discussions of specifi c internal 
control issues or processes. The process became CSA, a mechanism to assess informal, or 
soft, controls as well as the more traditional hard controls such as accounting balances. 

 That CSA approach was published and has been adopted by a number of major cor-
porations as well as becoming part of the IIA  International Standards for the Professional 
Practice of Internal Auditing  (see Chapter   9  ). This chapter describes the CSA process in 
more detail and discusses the potential value to an enterprise in using CSA, how internal 
audit can launch CSA, and how to evaluate the data and results from a CSA project. CSA 
can be an important and useful tool for many internal audit enterprises.   

 12.2  CSA MODEL  

 CSA is a process designed to help departments within an enterprise to assess and then 
evaluate their internal controls. In many respects, the CSA approach uses some of the 
same concepts found in the COSO internal control framework as discussed in Chapter   3  . 
The CSA model says that an enterprise must implement strong control objectives and 
control activities in order to have an effective control environment. These two elements 
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are surrounded by a good system of information and communication as well as processes 
for risk assessment and to monitor performance. This CSA model is shown in Exhibit   12.1   .  

 CSA is a continuous improvement process similar to methods described and used by 
quality assurance, as discussed in Chapter   31  . The concept calls for a team to establish 
and improve their control environment by establishing goals and objectives regarding 
those controls, then performing a risk assessment to better understand those designated 
control risks, to implement control activities to reduce identifi ed risks, and then to moni-
tor the performance of those improved controls. This is a continuous process where the 
CSA team can start in any quadrant of the Exhibit   12.1   CSA model and then move to 
the next phase in a clockwise manner. 

 The CSA is a control assessment process that for some has been viewed as more 
approachable than the COSO internal control framework or Chapter   6  ’s COBIT model. 
While some business professionals, for example, look at a COSO internal control risk 
assessment process as too high‐level and diffi cult to understand, CSA is an approach 
where individual departments in an enterprise can formally meet, in a facilitated group 
format, and assess the risks and internal controls within their individual departments or 
functions. Internal audit departments have used CSA as a method for internal auditors 
to better think about how to improve their internal controls.   

 12.3  LAUNCHING THE CSA PROCESS  

 The CSA process assesses and examines the effectiveness of internal control processes 
not by a team of outsiders such as consultants, or even internal auditors, but by people 
from within the function being assessed. Internal audit often takes a leadership role 

    EXHIBIT   12.1    The CSA Process 
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here. The CSA objective is to provide reasonable assurance that good internal control 
business objectives will be met. The CSA concept requires the gathering management 
and staff for interviews to assess their internal control environment—a control self‐
assessment. Because CSA requires all people in a function to participate in these ses-
sions, from senior managers to staff, it often works best when someone outside of the 
department acts as a facilitator. While many people can take this CSA facilitator role, 
internal audit is often a key group, ideal for this role because of its internal control review 
background. A separate quality audit function, as discussed in Chapter 31, can often 
be a major help here as many of its approaches are similar to the CSA model approach.

The CSA process works particularly well when an enterprise has some business unit 
whose internal controls do not match exactly with the rest of operations. For example, 
assume that an enterprise manufactures some type of plant production equipment used 
by other manufacturing businesses. Also assume that there are good production and 
product internal controls for the main business, but because these are high‐value com-
ponents, customers may return these finished goods to a rework facility from time to 
time to upgrade them to a new version. The rework facility cleans up and upgrades the 
products for sale as used equipment to other markets. This type of rework facility would 
be an ideal candidate for a CSA review. It would probably have different but similar 
processes when compared to the prime manufacturing business. Because its work is 
specialized when compared to mainstream production business, the rework facility 
team members would understand both regular production and rework operations. We 
will reference this type of rework facility in our CSA descriptions here.

Regardless of who acts as a leader or facilitator, a CSA project should improve an 
enterprise’s control environment by making involved stakeholders more aware of their 
specific departmental objectives and the role of internal controls in achieving goals 
and objectives. A basic concept behind the CSA process is to motivate members of an 
enterprise unit to design and implement their own internal control processes and then 
to continually improve them. Our example of a specialized rework facility would be a 
good fit for this type of CSA review process. A CSA review can be particularly effective, 
for example, when the internal control process reviewed is a large enterprise resource 
planning (ERP) system that covers all or most aspects of operations. Our example rework 
facility uses ERP IT components only partially. In an ERP, one basic automated system 
covers accounting, human resources, production, marketing, and more. The ERP covers 
many aspects across an enterprise, but the members of our example rework facility may 
not fully understand all of the internal control implications of such a large all‐encom-
passing system and the results of their various individual actions.

As a good first step to launch CSA processes for an enterprise, the chief audit execu-
tive (CAE) or some other person leading the initiative will need to sell the CSA concept to 
senior management. In a smaller enterprise, the message may be that CSA should help 
the enterprise to improve internal control procedures and SOx Section 404 compliance 
while not embarking on a time‐consuming, expensive exercise. Other potential benefits 
from such a CSA process are:

 ■ Increasing the scope of internal control reporting during a given period
 ■ Targeting internal control–related work by placing a greater focus on high‐risk and 

unusual items discovered in the course of these CSA reviews
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 ■ Increasing the effectiveness of internal audit–recommended corrective actions by 
transferring internal control ownership and responsibility to operating employees

While published CSA results indicate that it is an effective technique for improving 
the internal control environment, perhaps the worst way for an enterprise to use CSA 
is for the internal audit management to attend an IIA‐sponsored CSA seminar, to come 
back all enthused, and then to work with operations management to launch a big‐pic-
ture, wide‐ranging comprehensive CSA program in the enterprise without understand-
ing the necessary detailed steps to make it successful. This is almost certainly a mistake. 
An enterprise should start small and initially designate some single business unit or 
entity where there is a general feeling that control improvements are needed. Internal 
audit should explain the process to management and obtain approvals to launch CSA, 
at least as a pilot program. Going beyond a traditional audit review, internal audit will 
normally run a CSA program with one person designated as the team lead.

The CSA team leader then needs to refine its review area even closer and decide what 
portion of the entity will use CSA, what functions or objectives to consider, and what 
level of stakeholders should be included in the assessments. The number and level of 
stakeholders will depend on the CSA approach selected. Three principal CSA approaches 
are facilitated team meeting workshops, questionnaires, and management‐produced analysis. 
Internal audit–led CSA teams often combine a mixture of more than one approach to 
accommodate their self‐assessments.

Facilitated team meetings gather internal control information from work teams 
that may represent multiple levels within an enterprise. A facilitator trained in internal 
control system design, often from internal audit, IT, or quality assurance, should lead 
these sessions. The questionnaire‐based approach uses surveys that are usually based 
on simple yes/no or have/have not responses. Process owners use the survey results to 
assess their control structure. The third approach, a management‐produced analysis, 
is really an internal audit type of analysis. Based on a management‐ or staff‐produced 
study of the business process, a CSA specialist—probably an internal auditor—combines 
the results of the study with information gathered from sources such as interviews 
with other managers and key personnel. By synthesizing this material, the CSA spe-
cialist develops an analysis that process owners can use in better understanding and 
improving internal controls for the given process area.

The CSA approach and format used here will depend on the overall enterprise cul-
ture as well as senior management decisions. In the event a corporate culture does not 
support a participative CSA approach, questionnaire responses and internal control 
analysis can enhance the control environment. Ideally, the facilitated session works the 
best where all employees meet on a peer basis and discuss and evaluate their internal 
control issues and concerns in open facilitator‐led discussions.

Just as there was some discussion (see Chapter 5) on the role of internal audit in 
SOx Section 404 reviews, the same issues may be raised for CSA processes. There must 
be a decision as to whether internal audit or operating management will drive the CSA 
process. Some CSA practitioners believe that internal audit, as the arm of senior man-
agement responsible for internal control oversight, may be the appropriate driver for 
CSA. The presence of internal auditors in CSA‐facilitated meetings is in and of itself an 
oversight control. Others believe that a self‐assessment can only be effectively performed 
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by operating management and/or work units. The involvement of internal audit, in this 
view, means that management will be less accountable for internal controls. Internal 
auditors, in their roles as enterprise internal consultants, are very qualified to lead such 
efforts.

Performing the Facilitated CSA Review

The basic concept behind a CSA review of an internal control system or process is to 
organize a group of people, across multiple levels of the enterprise and from multiple units, 
and then to collectively gather extensive information about the internal controls for that 
selected system or process. The idea is to select a representative sample of stakeholders 
throughout the enterprise to meet and discuss the selected system’s operations and con-
trols. Our prior example of a rework facility in a manufacturing operation would be a 
good fit here. An internal auditor or some other communications specialist should then 
be designated to head these workshops, lead discussions, and help draw conclusions.

Facilitated team workshops gather information from work teams representing 
different levels in the business unit or function. The format of the workshop may be 
based on objectives, risks, controls, or processes. Each has distinct advantages depend-
ing on the internal control area reviewed. Assume as an example that an enterprise 
has installed a large, comprehensive ERP system that encompasses many major opera-
tional areas. Management has requested an internal control risk assessment of this 
major application. Because the ERP system covers many aspects of business operations, 
a decision is made to review systems controls through a series of focus‐group users 
gathered to discuss and review systems operations. Planning steps for organizing these 
CSA reviews should be developed into a CSA enterprise plan. Based on the extensive set 
of CSA materials published by the IIA,1 a facilitated CSA session can follow any of four 
meeting formats:

 1. Objective‐based CSA‐facilitated sessions. These sessions focus on the best way 
to accomplish a business objective, such as accurate financial reporting. The work-
shop begins with the team identifying the controls presently in place to support the 
system objectives and then determining any residual risks remaining if controls 
are not working. The aim of this workshop format is to decide whether the control 
procedures are working effectively and that any remaining risks are within an 
acceptable level. This type of session could begin by the facilitator asking partici-
pants to identify their group’s control environment, emphasizing such areas in the 
control environment as:
a. The control consciousness of the enterprise
b. The extent to which employees are committed to doing what is right or doing it 

the right way
c. A wide variety of factors that encompass technical competence and ethical com-

mitment
d. Intangible factors that are often essential to effective internal control

 2. Risk‐based CSA‐facilitated sessions. These sessions focus on the CSA teams 
listing risks to achieve internal control objectives. The workshop begins by listing 
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all possible barriers, obstacles, threats, and exposures that might prevent achieving 
an objective and then examining control procedures to determine if they are suf-
ficient to manage any identified key risks. The aim of the workshop is to determine 
significant residual risks. This format takes the work team through the entire set of 
objectives, risks, and controls surrounding the entity reviewed. This would follow 
with risk‐based discussions in which teams are asked to identify their risks through 
such questions as:
a. What could go wrong?
b. What assets do we need to protect?
c. How could someone steal from us?
d. What is our greatest legal exposure?

Sessions would attempt to identify significant risks at department, activity, or 
process levels. For each identified risk, the groups should discuss the potential likeli-
hood of occurrence and the potential impact. Those risks with a reasonable likeli-
hood of occurrence and a large potential impact would be identified as significant.

 3. Control‐based CSA‐facilitated sessions. These sessions focus on how well the 
controls in place are working. This format is different from the two sessions prior 
because the facilitator identifies the key risks and controls before the beginning of 
the workshop. During the CSA session, the work team assesses how well the controls 
mitigate risks and promote the achievement of objectives. The aim of the workshop 
is to produce an analysis of the gap between how controls are working and how 
well management expects those controls to work.

 4. Process‐based CSA‐facilitated sessions. These sessions focus on selected activities 
that are elements of a chain of processes. Processes are a series of related activities 
that go from some beginning point to an end, such as the various steps in purchasing, 
product development, or revenue generation. This type of workshop usually covers 
the identification of the objectives of the whole process and the various intermediate 
steps. The aim of the workshop is to evaluate, update, validate, improve, and even 
streamline the whole process and its component activities. This session format may 
have a greater breadth of analysis than a control‐based approach by covering multiple 
objectives within the process and by supporting concurrent management efforts, such 
as reengineering, quality improvement, and continuous improvement initiatives.

Each of these formats can be effective for developing and understanding both the hard 
and soft controls2 in a function as well as the risks surrounding any significant internal 
control processes. The keys to success here are to have knowledgeable and well‐prepared 
meeting facilitators ask appropriate questions and get all of the selected team members to 
participate. The other major key is to take detailed transcriptions of the meeting sessions. 
While not every word spoken has to be recorded, strong meeting highlights are needed. 
Recording major discussion points on a large pad in the front of the room often works well.

While the facilitator is a major driver here, CSA sessions can easily turn into disas-
ters with the wrong mix of people. Lower‐level stakeholders may feel reluctant to discuss 
control weaknesses if people who are more senior are in the session. Comments about 
risks or control weaknesses can get very personal if some of the team members have 
major responsibilities for the systems or process discussed. Despite all of this, the CSA 
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 EXHIBIT 12.2     CSA Speci� c Function Questionnaire: Planning and Budgeting  

These questions can be used for a CSA review of planning and budgeting processes: 

   1.  Do you ensure that completed budgets are consistent with the strategic plan of the 
company? 

   2.  Are policies and procedures in place to avoid understatement of expenditures? 
   3.  Do you investigate all variances between actual expenditures and budgeted amounts, and, 

for all variances, are explanations required? 
   4.  Do you ensure that the � nalized budget and all approved revisions are properly 

documented and approved? 
   5.  Have you assigned a person to receive all information regarding changes to the company 

that may affect the budget? 
   6.  Is the budget preparation procedure (including approval level requirements) fully 

documented, and is it distributed to all management involved in the budget process? 
   7.  Are procedures in place to provide adequate information to departmental management for 

their use in developing a budget? 
   8.  Do you monitor both short and longer term trends in expenses? 
   9.  Are the calculation methods for expenses (including new categories) adequately explained? 
  10.  Do you ensure that departments are given adequate time to complete and submit their 

budgets? 
    11.  Have you identi� ed one individual within each department that has the responsibility for 

completing the budget, and is assistance provided as needed? 
  12.  Do you advise departments on what and how expenses are to be charged for acquisitions or 

disposed operations? 
  13.  Are procedures in place to ensure that a limited number of authorized indiviuals have access 

to the budgets and that any additions, changes, and deletions are approved and traceable? 
If the budget is online, are all transactions identi� ed by user ID, date, and transaction type? 

  14.  Do you review the initial budgets and identify areas of possible cost reductions? 
  15.  Are procedures in place to identify departments that consistently incur large expenditures 

at year end to bring actual costs up to budget? 
  16.  Are procedures in place to handle cash forecasts? 
   17.  Do you monitor and require approvals for all capital expenditures? 
  18.  Have you identi� ed all of the documentation required of departments when submitting 

numbers for budgets, return on investment calculations, etc.? 
    19.  Do you monitor project breakdowns to ensure that large projects are not broken down into 

smaller projects to avoid approval requirements?    

process can be a very worthwhile, if expensive, tool to look at a comprehensive system or 
process from multiple perspectives and to understand any internal control weaknesses.   

   Performing the Questionnaire‐Based CSA Review   

 A CSA‐facilitated review can be diffi cult and time‐consuming, no matter whether it is 
relative risk–, internal control–, or process‐based. In many cases, a questionnaire for-
mat can be an effective way to gather internal controls information. A questionnaire 
is prepared covering the process or system of interest and then distributed to a selected 
group of stakeholders to gain an understanding of the risks and controls in the area 
of interest. Exhibit   12.2    is an example CSA questionnaire for planning and budgeting 
processes. It was developed from IIA materials. The IIA also has an extensive set of other 
sample CSA questionnaires on its web site:  www.theiia.org .  
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 The CSA team would circulate these questionnaires, with the respondent’s name 
attached, to a selected group of stakeholders, monitor results to assure that an appropri-
ate number have been returned, and then compile the results. Questionnaires will not 
yield the discovery‐type comments that would come out of focus groups, but will give 
an overall assessment of the soundness of processes and internal controls. This is an 
effective way to gather basic CSA background data.   

   Performing the Management‐Produced Analysis CSA Review   

 As an alternative to a survey or a facilitated workshop, a management‐produced anal-
ysis is very similar to the type of operational review that an internal auditor would 
perform. This is one of the three CSA analysis approaches suggested by the IIA, where 
management produces a staff study of the business process—almost a research study. 
The CSA specialist, who may be an internal auditor, combines the results of the study 
with information gathered from sources, such as other managers and key personnel. By 
synthesizing this material, the CSA specialist develops an analysis that process owners 
can use in their CSA efforts. 

 The management‐produced analysis approach, although endorsed by the IIA as one 
of three suggested CSA approaches, is diffi cult to perform for the typical enterprise. It 
suggests an almost “academic” review by someone in the enterprise, followed by some 
comparative research for subsequent analysis. We generally do not suggest this IIA‐
endorsed alternative approach. 

 The IIA believes all the formats discussed here strengthen the entity’s control struc-
ture. Each entity should perform an analysis of external opportunities or threats as well 
as internal strengths and weaknesses to determine which format is most appropriate in 
the enterprise. Many CSA users combine one or more formats within a given facilitated 
meeting to best meet their needs.    

 12.4  EVALUATING CSA RESULTS  

 A CSA analysis, particularly if it covers multiple processes or systems, will result in a 
large amount of data. Some may support existing process strengths, others will point to 
internal control weaknesses in need of correction, and still others may point to areas in 
need of further research. In many cases, the work will validate the integrity and controls 
of the systems and processes reviewed. 

 The results of a CSA review will be similar to a COSO review of internal accounting 
controls—a disciplined and thorough method to evaluate signifi cant internal controls. 
This can also be a good fi rst step to launch a SOx Section 404 analysis, as was described 
in Chapter   5  . CSA provides a manner for reviewers to gain a better understanding of the 
many soft controls that surround many processes or systems. Published documentation 
or focused control review interviews may indicate that some controls exist. However, 
the back‐and‐forth from a facilitated session may reveal that “yes, there are control 
processes described in our systems documentation, but we always push the escape key 
to ignore the control warning messages.” This can be an effective way to expose internal 
control vulnerabilities. 
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 CSAs were introduced to the internal audit community in the late 1980s and sub-
sequently were embraced by the IIA. Many private‐sector enterprises worldwide have 
initiated successful CSA programs, and several state governments within the United 
States began requiring CSA‐oriented internal control assessments. The auditing and 
accounting departments within those states complied with the regulations via ques-
tionnaires or management‐produced analysis processes. The Federal Deposit Insurance 
Corporation and the Canadian Deposit Insurance Corporation, for example, now require 
fi nancial institutions throughout the United States and Canada, respectively, to assess 
internal controls with specifi c CSA guidance compliance. Also, ISACA has launched 
a not dissimilar Risk and Control Self‐Assessment that is similar to CSA and has been 
developed and supported by Stanford University. 

 To support the CSA process, the IIA has launched a specialty certifi cation, the 
Certifi cation in Control Self‐Assessment (CCSA). This examination‐based certifi cate is 
designed to enhance senior management’s confi dence of a reviewer’s understanding, 
knowledge, and training in the CSA process. The CCSA certifi cate and its requirements, 
as well as other internal auditing professional certifi cations, are discussed in Chapter   29  . 

 The IIA believes that CSA processes effectively augment the profession of internal 
auditing. One of the primary responsibilities of the board and offi cers of any enterprise 
is providing stakeholder assurance through oversight of the enterprise’s activities. Inter-
nal auditing, by defi nition, assists members of the enterprise in the effective discharge of 
their responsibilities. Through CSA, internal auditing and operating staff can collabo-
rate to produce an assessment of internal controls in an operation. This synergy helps 
internal auditing assist in management’s oversight function by improving the quantity 
and quality of available information. The quantity is increased as internal auditing 
relies on operating employees to actively participate in CSA reviews, thus reducing time 
spent in information gathering and validation procedures performed during an internal 
audit. The quality is increased since participating employees have a more thorough 
understanding of the process than an auditor can develop over a relatively short period 
of time. As we discussed in our introduction to this chapter, a basic knowledge of how 
to organize and conduct a CSA process should be part of an internal auditor’s CBOK.   

 12.5  BENCHMARKING AND INTERNAL AUDIT  

 Benchmarking is one of those professional concepts that is frequently misused. That is, it 
is often easy for a professional to say, “We benchmarked that process,” when an internal 
auditor asks some process‐related questions. However, if that same internal auditor asks 
to see the results of the benchmarking study, the response may become vague, and no 
formal documentation may be available to support the analysis. 

 Benchmarking is a “best practice where an enterprise evaluates various aspects 
of its own processes in relation to associated practices, usually within their other peer 
enterprises. After such an analysis and comparison, an enterprise can develop plans 
on how to adopt these other best practices, usually with the aim of increasing some 
aspect of performance. Benchmarking may sometimes be a one‐time event, but it is often 
treated as a continuous process in which an enterprise continually seeks to challenge 
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and improve its practices. In simplistic terms, it is a process where an organization 
compares its processes with other, hopefully better processes to try to improve process 
standards and to improve the overall quality of a system, product, or process.

Benchmarking can be a powerful management tool because it overcomes what 
some consultants call “paradigm blindness.” This is the mode of thinking along the lines 
of “the way we do it is the best because this is the way we’ve always done it.” Benchmark-
ing can open an enterprise to new methods, ideas, and tools to improve its effectiveness. 
It helps crack through resistance to change by demonstrating other methods of solving 
problems than the one currently employed and demonstrating that they work, because 
they are being used by others.

Benchmarking approaches are important to internal auditors from two perspec-
tives. First, the use of benchmarking can be a very powerful internal audit recommen-
dation when reviewing operations in some area. An internal auditor often observes 
obvious internal control weaknesses in some area, but may not have the depth in an 
area to make comprehensive internal control improvement recommendations. A strong 
recommendation, however, would be for internal audit to recommend that some oper-
ating unit use benchmarking studies to achieve best practices in some area. We will 
discuss how to launch and implement benchmarking in the section following.

Internal auditors also need benchmarking to improve their own internal audit prac-
tices. The IIA has promoted the concept of “Progress through Sharing” to improve the 
practice of internal auditing since its founding in the late 1940s. Many ideas were then 
shared through both presentations and informal discussions at IIA chapter meetings, 
but the IIA is worldwide today, with many seeking this data and information to share, 
and Internet tools available to promote that sharing. The IIA has launched what it calls 
the Global Audit Information Network (GAIN), a benchmarking tool to share best ideas 
and promote internal audit best practices. We will briefly review GAIN concepts and 
how it is designed to promote internal audit best practices.

Implementing Benchmarking to Improve Processes

There are no accepted standard professional procedures for launching an internal audit 
benchmarking process. Because of this, many variations exist of what professionals call 
benchmarking. With many loose definitions in place, we tend to forget that benchmark-
ing is a process that allows an enterprise unit to compare how it is performing related 
to its peers in some area of operations. To better describe how benchmarking works, 
we will describe an effort that this author led for a large Chicago‐area corporation in 
the mid‐1990s.

For background, this author had a lead role in launching a business compliance 
and ethics function for this corporation. This was a new initiative for the corporation, 
and to his knowledge, at that time there were not many other major corporations 
that had similar compliance and ethics functions. This new process was essentially 
a service‐type function with almost no fear of giving out trade secrets. An enter-
prise manufacturing a patented consumer shampoo product, for example, cannot 
try to visit a series of its competitors to see how they are manufacturing a similar 
product. There are too many confidentiality issues. However, many other enterprises 
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are freely—and sometimes proudly—willing to share how well they are performing 
in some area. The steps following describe how this author launched a successful 
benchmarking study for a unit of his employer some years ago. We will describe the 
necessary steps to launch benchmarking from the perspective of this author’s proj-
ect. The author’s actions are described using the word we, but these points should 
apply to all internal auditors acting as internal consultants and the team launching 
a benchmarking study.

 1. Define the objectives of the benchmarking study. It sounds almost obvious, 
but the first step is to define what an internal auditor wants to learn from the bench-
marking exercise. In this example, we wanted to launch an ethics function “help 
a service desk/hotline” function where employees could anonymously call in any 
observed code of conduct violations and also ask ethics and code of conduct ques-
tions. We were aware that some other corporations were doing this and wanted to 
develop an improved or best practices process.

 2. Establish a set of potential partners who may be willing to participate. In 
this case, we were aware through professional meetings and publications of other 
companies that were doing something similar. This is an important benchmark-
ing planning step. Too many partners can be difficult to manage, but too few may 
not give much representative information. Names and contacts can be gathered 
through professional meetings and conferences.

 3. Develop specific goals and objectives for the benchmark study—what do 
we want to learn? This step defines what we want to learn from our study. Since 
time and logistics will typically prevent direct visits, much of our information will 
come from responses to questionnaires, with follow‐ups by telephone later. Bench-
marking surveys are usually designed to allow another enterprise to brag about 
some best practice; they are not exercises where outsiders typically talk about their 
problems or what didn’t work.

 4. Clear up legal and confidentiality issues. In a benchmarking study, we will be 
asking other enterprises to give us some potentially confidential company informa-
tion, and by asking these questions we are admitting that we may have deficits in 
the area we are reviewing. The process should be reviewed with enterprise legal 
resources to avoid any pitfalls. This is an area where we will need to have some 
strong declarations out front. For example, we should strongly state that any data 
gathered will be kept strictly confidential.

 5. Contact potential benchmarking partners. After all of the preliminary work, 
we should contact potential participants for the study. This often works best when 
professional personal contacts have been established. We should outline our pro-
posed benchmarking project with the following objectives:
a. The purpose of our benchmarking study—what are we trying to learn?
b. Why have we selected this potential participant?
c. What specific information are we seeking, how will we gather it (e.g., question-

naire), and how much time will it take?
d. Strong statements on confidentiality—we will not reveal or compromise any 

company information.
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e. An offer to give something as a result of participation. This is usually the promise 
to share the total results of the study with all participants.

f. A request for an acknowledgment that they will be willing to participate.
 6. Gather benchmarking information. This is the step where we gather our bench-

marking data from each participant. While it usually requires sending out fairly 
detailed interview questionnaires, telephone calls or even site visits are possibilities. 
The idea is to find out as much as we can about what our participants are doing in 
our area of interest.

 7. Gather and scrub results. After we have completed our benchmarking surveys—
care should be taken to not drag things out over too long a period—the survey infor-
mation should be assembled and reviewed to answer our questions. Any potentially 
confidential information regarding other company names and identities should be 
scrubbed or removed.

 8. Publish benchmarking results and make changes, as appropriate. The 
whole purpose of any benchmarking study is to see what others are doing as best 
practices in an area of interest. In the author’s study cited from several years ago, 
we found we were doing a superior job in the area of interest, but there were still 
only a few enhancing recommendations from the study.

We have described a benchmarking study in very general terms. Benchmarking 
is often a very good way to gather best practices information from other enterprises. 
Professionals from other enterprises are often very willing to brag about how well they 
are doing some business practice.

Internal auditors can often launch benchmarking studies as a way to see how other 
internal audit functions are handling some practice or approach. Benchmarking here is 
a little beyond casual conversations about internal audit practices with other internal 
audit peers as part of an IIA chapter meeting. Here, an internal audit function may elect 
to launch a benchmarking study about some best practice with other internal audit 
chapters, even on a worldwide basis. Internal audit’s sharing processes will encourage 
this and a formal benchmarking study will add some support to the results of any such 
study.

An internal auditor acting as an enterprise consultant, as discussed in Chapter 30, 
is an excellent vehicle for internal audit to help in implementing benchmarking. Inter-
nal auditors often make recommendations that some business unit improve its pro-
cesses through benchmarking. As discussed, benchmarking is all too often a term that 
is used in business almost flippantly. Internal auditors with an understanding of the 
benchmarking process can engage in a separate internal consulting project to help their 
auditees establish effective benchmarking procedures.

Benchmarking and the IIA’s GAIN Initiative

As discussed, the IIA was an early proponent of benchmarking approaches through its 
“Progress through Sharing” motto. While that was an appropriate approach, the IIA 
decided to better formalize things through its previously referenced GAIN benchmark-
ing forum. First established by the IIA in 1992, GAIN did not receive a large amount of 
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attention and has been better formalized in recent years. The IIA’s GAIN is a knowledge 
exchange forum to: 

 ■    Share, compare, and validate internal audit practices 
 ■    Network with other internal audit functions 
 ■    Learn from the challenges and solutions of internal audit peers 
 ■    Gain leading internal audit practices from top organizations 
 ■    Enhance internal audit operational effectiveness and effi ciency   

 As a separate IIA initiative, the GAIN conference publishes extensive and com-
prehensive benchmarking studies regarding internal audit activities on a global scale. 
The IIA GAIN initiative asks its member internal audit functions to register and to 
complete a fairly detailed questionnaire about their internal audit function. Exhibit 
  12.3    is an extract from this GAIN questionnaire. The IIA’s GAIN function attempts 
to gather some fairly extensive information about each cooperating internal audit 
function.  

 EXHIBIT 12.3     IIA GAIN Annual Benchmarking Questionnaire Example  

The following list the types of information that the IIA is requesting its GAIN participants to 
submit about their internal audit function. This information is then shared with other submissions 
to form annual internal audit benchmarking studies. The following topics may not be fully 
complete but have been pulled from the IIA’s GAIN web site to show the types of benchmarking 
information that the IIA is attempting to collect.

 Section A: Enterprise Information 

 ■     Revenues, assets, and expenses as of and for the most recent � scal year end from the 
enterprise’s � nancial statements. 

 ■    Total full‐time personnel equivalents for the enterprise.  

 Section B: Internal Audit Resources 

 ■     Total costs of internal audit activities categorized as follows: 
 ■    Salary (gross pay and bonuses) 
 ■    Employee Bene� ts (if not tracked separately, averages 30% of salaries) 
 ■    Travel and Training 
 ■    Costs of sourced services (e.g., consultants, cosource providers, etc.)   

 ■    Total internal audit staff differentiating between in‐house staff versus sourced staff using the 
following categories: 

 ■    Chief Audit Executive 
 ■    Directors and Managers 
 ■    Seniors and Supervisors 
 ■    Staff 
 ■    Secretarial and Clerical    

For each staff level outlined above (excluding clerical), provide information regarding the levels 
of education sought, average years in internal audit profession, average years in enterprise’s 
primary industry, and the number of staff at each level with one or more professional 
designations (certi� cations).

. . .



12.5 Benchmarking and Internal Audit ◾    309

c12 309 17 November 2015 4:46 PM

 Section D: Risk Assessment and Audit Planning 

 ■     Number of auditable activities or units in audit universe (all possible audits planned and 
actual audits for year). 

 ■    Components of audit plan categorized by assurance engagements, consulting engagements, 
management requests, fraud investigations, and follow‐up audits. 

 ■    Percentage of management requests that were actually accomplished. 
 ■    Information on type and creation of audit plans. 
 ■    Information on type and creation of enterprise/internal audit risk assessments. 
 ■    Number of risk categories used and percentage coverage of those categories by the audit 

plan, if applicable. 
 ■    Information on type and creation of engagement‐level audit plans.  

 Section E: Audit Implementation/Life Cycles/Reporting 

 ■     Total audit staff time categorized as follows: 
 ■    Assurance engagements 
 ■    Consulting engagements 
 ■    Fraud investigations 
 ■    Management requests 
 ■    Follow‐up audits 
 ■    External audit assistance 
 ■    Nonchargeable time—training and other 
 ■    Absences   

 ■    Percentage of audit time spent on planning, � eldwork, and reporting. 
 ■    Calendar days (business days) to complete: planning, � eldwork, reporting, and follow‐up. 
 ■    Calendar days that lapse between the end of � eldwork and the issuance of draft reports and 

the end of � eldwork and the issuance of � nal reports. 
 ■    Number of audit recommendations, major audit � ndings, and repeat � ndings identi� ed 

during the year. 
 ■    Percentage of recommendations actually implemented.  

 Upon completion of an internal audit function’s questionnaire, this response data 
is validated and added to the GAIN Annual Benchmarking Study database. From an 
internal function’s answers and those of other similar internal audit groups, a variety 
of unique internal audit benchmarking reports are available through GAIN that refl ect 
internal audit activities in contrast with its peers. While a wide variety of customized 
reports are available specifi c to industry groupings and other attributes, GAIN publishes 
an annual internal audit benchmarking report that really gives an internal audit func-
tion an understanding of how they are doing in contrast to their peer internal func-
tions. These annual reports are available for purchase through the IIA. Exhibit   12.4    
is a sample GAIN annual benchmarking survey table of contents. There is lots of good 
valuable internal audit benchmarking data here, and a CAE should use this data to bet-
ter understand how his or her internal audit function is doing in contrast to others. One 
area that is rather surprising, however, is the lack of benchmarking data being gathered 
surrounding IT audit issues and practices. GAIN does not appear to be giving enough 
benchmarking attention to that very important area.  

 The IIA’s GAIN function also does a wide variety of what the IIA calls Flash 
Surveys. For example, they will poll participating internal audit groups and ask, for 
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 EXHIBIT 12.4     GAIN Annual Benchmarking Survey Table of Contents  

 The following table of contents lists the types of benchmarking data that can be included in 
an IIA GAIN benchmarking survey. GAIN gathers this type of contributed data from a range of 
worldwide internal audit functions. 

 Section 1: Demographic Information 

    Demographic Information: Financial 
   Respondents by Expense Class 
   Demographic Information: Employees 
   Respondents by Industry 
   Organizational Demographics 
   Sarbanes‐Oxley Status  

 Section 2: Summary Information 

    Revenues and Assets per Auditor 
   Expenses and Employees per Auditor  

 Section 3: Internal Audit Costs 

    Summary of Audit Costs 
   Salary and Bene� ts as a Percentage of Total Audit Costs 
   Travel and Training as a Percentage of Total Audit Costs 
   Total Costs per Auditor (with and without Travel) 
   Travel and Training Costs per Auditor  

 Section 4: Internal Audit Staffi ng 

    Internal Audit Staff Pro� le 
   Change in Internal Audit Staff Size 
   Summary of Professional Audit Staff by Function 
   General and IT Auditors as a Percentage of Total Auditors 
   Fraud and ESH Auditors as a Percentage of Total Auditors 
   Level of Education Sought for Auditors 
   Internal Audit Experience of Auditors 
   Industry Experience of Auditors 
   Number of Staff with Professional Designations 
   Percentage Staff with Professional Designations 
   Professional Designation Mix 
   Level of CIA Designation Required 
   Internal Audit Hiring Practices 
   Staff Turnover  

 Section 5: Sourcing 

    Sourced Staff Pro� le 
   Costs of Purchased Services 
   Level of Sourcing 
   Audit Activities Sourced 
   Sourced Hours and Fees 
   Fees for Purchased Services 
   Future Reliance on Sourcing  

 Section 6: External Audit 

    External Audit 
   Internal Audit Assistance on External Audit 
   External Audit Fees as Percentage of Total Revenues, Assets, and Expenses  
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 Section 7: Internal Audit Oversight 

    IA Oversight and Areas of Focus 
   Section 7.1: Internal Audit Oversight—Chief Audit Executive 
    CAE Reporting Line 
    Title of Chief Audit Executive 
    Responsibilities of Chief Audit Executive 
   Section 7.2: Internal Audit Oversight—Audit Committee 
    Audit Committee 
    Audit Committee Chair 
    Audit Committee Meetings 
    Presence of Audit Committee Charter 
    Responsibilities of Audit Committee 
    Information Shared with Audit Committee 
    Professional Development of Audit Committee Provided by Internal Audit 
    Evaluations of Audit Committee and Charter  

 Section 8: Risk Assessment and Audit Planning 

    Section 8.1: Audit Universe 
    Audit Universe 
    Audit Performance 
    Percent of Audits Planned Actually Performed 
    Percent of Audit Universe Audited 
    Audits per Auditor 
    How Audit Universe Is Determined 
   Section 8.2: Audit Plan 
    Allocation of Audit Plan 
    Percent of Management Requests Completed 
    Type of Audit Plan 
    Years Covered by Audit Plan 
    How Audit Plan Is Created 
   Section 8.3: Risk Assessments 
    Presence of Formal Risk Assessment Process for Internal Audit 
    Frequency of Internal Audit Risk Assessment 
    Factors In� uencing Risk Assessment 
    Risk Assessment Rating Criteria 
    Risk Categories 
    Percentage of Risk Categories Covered by Audit Plan 
    Presence of Engagement Level Risk Assessments 
    Engagement Level Risk Assessments—Information Gathering  

 Section 9: Audit Implementation/Life Cycles/Reporting 

    Allocation of Audit Staff Time 
   Audit Life Cycle 
   Audit Life Cycle—Reporting 
   Tools and Techniques Utilized on Audits. 
   Audit Engagement Reporting 
   Section 9.1: Observations and Follow‐Up Audits 
    Expressing an Opinion on Internal Control 
    Audit Follow‐Up Activities 
    Presence of Audit Recommendations 
    Audit Recommendations  

(continued)
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    Major Audit Findings Identi� ed 
    Major Audit Findings—Metrics 
    Repeat Findings 
    Percent of Recommendations Actually Implemented 
   Section 9.2: Continuous Auditing 
    Continuous Auditing 
    Responsibility of Continuous Auditing 
    Continuous Auditing Operations 
    Bene� ts and Obstacles of Continuous Auditing 

 Section 10: IT Auditing 

    IT Audit Group 
   Integration of IT and General Audits  

example, if they use automated or manual tools to develop and produce their inter-
nal audit reports. These surveys are generally limited to some 300 to 400 responses 
and provide some basic yes‐or‐no responses to the questions. While one can argue 
about the depth and auditor understanding of some of these responses, this is often 
good background information to allow a CAE to assess what other internal audit 
functions are doing. 

 The IIA GAIN function has come a long way in allowing internal auditors to bet-
ter understand what their peers are doing as part of their internal audit practices. The 
responses to the GAIN questionnaires are only as good or accurate as the internal audit 
function by function data entered. However, this GAIN data provides an overview of 
many of the practices that are important to all internal auditors. A CAE should strongly 
consider enrolling in the GAIN benchmarking surveys and studies. This is an excellent 
way for internal functions as well as the overall internal audit staff to understand areas 
that other internal auditors are emphasizing. It really improves the sharing of informa-
tion among internal auditors.    

 12.6  BETTER UNDERSTANDING INTERNAL AUDIT ACTIVITIES  

 This chapter has introduced two important internal auditor tools: control self‐assess-
ments and benchmarking. CSAs say that rather than internal auditors performing for-
mal reviews in some areas, internal audit can often provide overall value to all parties 
by promoting this concept of a control self‐assessment. While not appropriate in some 
areas, this approach encourages internal auditors to act as internal consultants and to 
lead efforts within their own enterprise to encourage teams of frontline people to look at 
their own internal controls and to implement improvements. This can be a very effective 
tool on many levels, and internal auditors should have a CBOK understating of how to 
launch controls assessment processes. 

 An understanding of both the CSA process and internal auditor benchmarking are 
important internal auditor CBOK requirements. As discussed, benchmarking is one of 
those terms that is used too often without a complete understanding of the process. 

EXHIBIT 12.4 (continued)
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Internal auditors should have a basic CBOK understanding of both the CSA and bench-
marking processes, whether using them to gain best practice information from other 
internal audit functions or to serve as an enterprise consultant to help enterprise per-
sonnel launch their own benchmarking studies.   

NOTES    

   1.   Control Self‐Assessment: Experience, Current Thinking, and Best Practices  (Altamonte 
Springs, FL: Institute of Internal Auditors, 1996). 

   2.   Hard controls  refer to controls built into IT or other formal systems, while  soft controls
are based on either published procedures or stakeholder recognition that they are the 
rules.   
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13                                                        CHAPTER   THIRTEEN                 

 Areas to Audit: Establishing an Audit 
Universe and Audit Programs                                

 WITH OVERALL OBJECTIVES TO REVIEW and improve internal controls as well 
as to promote the effectiveness and effi ciency of operations, an internal audit 
function is presented with a wide variety of areas and activities to include in 

its internal audit reviews. It can concentrate on reviews of fi nancial process internal con-
trols, all worldwide operational areas in the enterprise, safety and security issues, infor-
mation technology (IT) systems–related controls, or any of a series of other areas. Given 
the broad scope of enterprise operations, management, and audit committees demand 
for internal audit attest services, most internal audit functions fi nd that there are just too 
many areas to include within internal audit’s planning and performance scope given staff 
skill, budget, and timing constraints. Internal audit functions need to establish their own 
basis point or foundation to defi ne the areas within their scope that they may consider 
for internal audits. This list of potential areas to audit is often called the   audit universe  . 

 Although the term  universe  sounds a little space age, the term and concept have 
been used by internal auditors for some time. With reviews and approvals by the audit 
committee and senior management, the audit universe is the established population of 
auditable entities for any internal audit function. Such an audit universe may not cover 
every unit in the enterprise, as some are just too small, low‐risk, or technically complex 
to be considered for internal audit reviews. However, once an internal audit function 
has established its scope of potential areas to review, the chief audit executive (CAE) and 
other members of the audit team can subject these potential audit areas to risk analysis 
and otherwise develop overall internal audit activity plans. 

 This chapter looks at the concept of establishing and maintaining an audit uni-
verse for an enterprise’s internal audit function as well as using that universe as a basis 
for outlining high‐level internal audit procedures, performing risk assessments, and 
establishing an overall, effective internal   audit program  . Our common body of knowledge 
(CBOK) concept here is that internal auditors at all levels should understand this concept 

Brink’s Modern Internal Auditing: A Common 
Body of Knowledge, Eighth Edition 
By Robert R. Moller 
Copyright © 2016 by John Wiley & Sons, Inc. 
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of having an enterprise‐specifi c internal audit universe as a basis to guide their internal 
audit activities. That audit universe will help internal audit to better present planned 
activities to the audit committee, as discussed in Chapter   25  , and to more effectively 
plan risk‐based internal audits, as discussed in Chapter   8  . 

 In addition, all members of an internal audit function should perform their internal 
audit procedures in a consistent and orderly manner. They will accomplish these audit 
procedures through documents called audit programs. While audit programs may fol-
low different formats from one enterprise to another as well as for different specialized 
internal audit types, they should follow a consistent format within an internal audit 
function. All internal auditors should have a strong CBOK understanding of how to use 
and construct internal audit programs.   

 13.1 DEFiNiNG thE SCOPE AND ObJECtiVES OF thE 
iNtERNAL AUDit UNiVERSE 

 An audit universe is the aggregate of all areas that are available to be audited within 
an enterprise. To defi ne its audit universe, internal audit should review or understand 
the number of potential auditable entities in terms of both the business units or areas of 
operations within the enterprise and the number of auditable units or activities within 
and across those business units. These auditable entities can be defi ned in a number of 
ways, such as by function or activity, by organizational unit or division, or perhaps by 
project or program. Some examples of   auditable activities   include: 

 ■    Policies, procedures, and practices both on an enterprise level and specifi c to loca-
tions, such as at international units 

 ■    Manufacturing, distribution, or supply chain units 
 ■    Information systems on infrastructure and specifi c application levels 
 ■    Major contracts or product lines 
 ■    Social media activities, such as the use of Facebook or Twitter and others, that are 

common to enterprise personnel 
 ■    Functions such as purchasing, accounting, fi nance, marketing, and others   

This list highlights  some of the major processes that help drive the enterprise. 
Some may be centrally directed, while others are unique to a specifi c auditable entity. 
The idea is to defi ne these in a manner such that specifi c internal audits can be planned 
and executed. 

 The second way of looking at these entities is by business units. In today’s envi-
ronment, an enterprise may have multiple lines of business with operations across the 
globe, and may exhibit a myriad of authority/responsibility and reporting structures. In 
order for an internal auditor not to get lost in the complexity of corporate structures, an 
organized inventory of all signifi cant auditable units should be compiled. The defi nition 
of auditable entities units must depend on specifi c organizational characteristics and 
whether the enterprise is functionally organized or product‐centered. The idea is not 
to get too big or—an even greater problem—too small in these defi nitions. We should 
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define auditable entities in a manner where individual internal audits will be cost‐effec-
tive. Some examples include:

 ■ Consider a multiplant manufacturing facility with many small production units. 
It might make sense to define all manufacturing processes at each of these smaller 
production units as potential auditable units. These production plant audits would 
include all manufacturing activities at each, such as purchasing, receiving, factory 
floor routing, quality assurance, shipping, and the like. It would almost never make 
sense to send an audit team to review a single process, such as the receiving process, 
at just one production plant.

 ■ For a multirestaurant chain with many small units, it might be best to define each 
individual restaurant as an auditable unit, with no plans to schedule specific pro-
cesses at each restaurant as a separate audit. An internal audit team might review 
all operations at a particular restaurant, rather than a common process, such as 
cash control procedures, for an individual restaurant unit.

 ■ In many instances, it is often most efficient to designate a common process covering 
all units as an overall auditable entity, particularly if common policies and proce-
dures cover all individual units.

In building their audit universe description, the CAE and a supporting internal 
audit team might start with a fairly detailed organizational chart to describe the audit-
able entity units. This can sometimes be a complex process if the enterprise has many 
subsidiaries, international‐based units, joint ventures, and the like as well as a complex 
audit department structure. However, the emphasis should be placed on units where the 
enterprise CAE has prime internal audit responsibility.

Although there are many different organization structures, Exhibit 13.1 shows how 
auditable entities might be identified in a sample enterprise organization. The idea is that 
internal audits may be planned and executed in an up‐and‐down sense in the organiza-
tion chart. That is, potential audits can cover all operations in an operating division, 
a subsidiary unit, a plant facility, or major units under a plant. On a cross‐dimension, 
internal audits could be scheduled across such an organizational chart, covering all 
functional operations—such as IT security management—for each unit that may have 
similar but common functions.

The internal audit team should also define several audit focal points to ensure 
consistency in the execution of all potential internal audits. These focal points, which 
serve as a general outline for audit planning documents and audit work programs, help 
produce trending reports regarding the status of controls in the enterprise’s control 
environment.

For example, the four audit focal points for an information security universe, shown 
in Exhibit 13.1, are:

 1. IT access controls
 2. System security configuration
 3. Monitoring and incident response
 4. Security management and administration
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Exhibit 13.1 Audit Universe Organization Example

Corporate
Achivilies Internal

Audits

Division A
Internal Audits

Division B
Internal Audits

Division C
Internal Audits

U.S. Operators
Internal Audits

Plant Operators
Internal Audits

Plant aa
Internal Audits

Process 1
Audits

Process 1
Audits Across

Plants

Process 2
Audits Across

Plants

Process 2
Audits

Process 3
Audits

Process 4
Audits

Plant bb
Internal Audits

Plant cc
Internal Audits

Plant cc
Internal Audits

Sales Office
Internal Audits

International Ops.
Internal Audits

Division D
Internal Audits

The four audit focal points for an IT infrastructure universe element might be:

 1. Structure and strategy
 2. Methodologies and procedures
 3. Measurement and reporting
 4. Tools and technology

Internal audit can use this list of potential auditable entities to share with members 
of management for their observations or corrections. The message along with this tenta-
tive audit universe compilation is that this list represents organizational units or activities 
in the enterprise where internal audit has prime internal audit responsibility. These are 
not necessarily current areas where internal audit might schedule a review, a potential 
picture of enterprise auditable units from an internal audit perspective.
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This type of audit universe picture of enterprise auditable units should not be a 
onetime exercise, but continually maintained and updated as part of annual internal 
audit planning processes.

An Audit Universe Example: Global Computer Products

Various chapters throughout this book have referenced our example company, Global 
Computer Products. We will use it again in this chapter in our discussion on how to 
develop an internal audit universe.

Our example company is a hypothetical manufacturer and distributor of hardware‐ 
and software‐based computer security products, with $2.4 billion in annual sales. It is a 
medium‐sized high‐technology manufacturing enterprise that operates internationally. 
Some key characteristics of Global Computer Products include:

 ■ Locations and operations. The company has a headquarters office in the Chicago 
area in the United States with a computer security development facility in San Jose, 
California, and four product distribution centers in smaller U.S. cities as well as a 
distribution office in Belgium. In addition, the company has two hardware manu-
facturing facilities in China and a software production and distribution facility in 
India. All facilities are leased or licensed, and customer service functions have been 
outsourced.

 ■ Management team. The company’s chief executive officer was originally the 
founder of the company. He and three senior engineers are the only employees 
left over from the early days and the company’s initial public stock offering. Due to 
turnover often typical in the industry, most employees have fairly short tenures. The 
chief financial officer is quite new, as the prior officer was asked to resign because 
of a Sarbanes‐Oxley (SOx)–related dispute with the audit committee. The company 
makes extensive use of nonemployee contractors. Reporting to the CAE, Global has 
a relatively small internal audit department as well as a single general counsel.

 ■ Product description. Global had developed a computer security product that 
consists of a hardware device plugged into a user’s computer USB slot along with 
software drivers. The hardware device consists of a plug‐in card based primarily on 
standard hardware chips along with some embedded programming. The software 
is based on proprietary algorithms. Elements of the product design are protected by 
patents, although these rights have been challenged in courts and also somewhat 
copied by some competitors.

 ■ Marketing. Global’s product is marketed by advertisements in professional pub-
lications as well as through a team of sales representatives. On a worldwide basis, 
80% of sales are to individuals, with the balance to smaller businesses. The United 
States accounts for about 75% of product sales, with the balance from Europe. There 
is also a small but growing segment of sales from Brazil, where an independent 
agent is distributing the product. By agreement, Global has the right to audit these 
operations, but has never scheduled any work there. Global ships products from its 
distribution centers direct to computer equipment retailers as well as to individual 
customers, based on Internet, mail, or telephone orders.
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 ■ Sales and finances. Global’s $2.4 billion in sales is split in the following categories:

Consumer cash sales through 
credit card purchases

41.0%

Sales to wholesale distributors 23.4%

Export sales to agents 12.7%
Licensing fees and  

royalties
4.9 %

As Global Computer Products is a relatively young enterprise, its internal audit 
function does not have a long history of continual audits through the enterprise. 
Rather, internal audit was launched when Global was formed, and most of its initial 
audit activity has been devoted to accounting and internal control processes at its 
Chicago headquarters, some operational process audits at its San Jose office, and 
reviews of general and application controls by an IT audit specialist at essentially just 
the U.S. locations. Exhibit 13.2 is an organization chart for the Global Computer Prod-
ucts sample enterprise.

Global Computer Products had never established a formal audit universe statement 
and had been planning and scheduling its reviews based on an informal audit planning 
process with management and audit committee requests to perform internal audits in 
one or another area. A member of the audit committee, in particular, has been question-
ing the CAE about the lack of internal audit coverage in several areas, particularly in 
international operations. As a result, the Global CAE has made plans to expand internal 
audit’s staff size and coverage.

Exhibit 13.2 Global Computer Products Organization Example

Corporate Operations

Corporate Offices
Minneapolls

• Finance
• Marketing

• Internal Audit

Computer
Security Dev
San Jose, CA

Hardware
Manufacturing

China

Software
Operations

India

Produce Q/A
& Distribution

U.S.
Facilities
(4 units)

E.U.
Facilities
Belgium
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 13.2 ASSESSiNG iNtERNAL AUDit CAPAbiLitiES 
AND ObJECtiVES 

 A detailed list of enterprise units showing all of the areas that internal audit  could  review 
is of little value unless internal audit has the skills and resources to launch audits in 
those areas. In his earlier internal audit days, this author once was hired as the unit 
audit director of a large enterprise replacing an existing internal audit group that had 
spent too much time as part of an annual internal audit planning exercise preparing 
audit universe lists of all of the entities and units at this then very large enterprise. The 
result from his internal audit predecessors was extensive and impressive‐looking lists 
of auditable entities, but the internal audit function had neither the capability nor even 
actual objectives to really perform audits at some of these auditable units. 

 To expand this example, the enterprise had a large group of remote distribution units as 
well businesses run by independent franchisees and contractors. An audit universe docu-
ment had been prepared by the existing audit team that this author inherited that included 
all of these franchisee businesses as auditable units even though most had never been visited 
by corporate internal audit. An example of these was a small group of home improvement 
units whose whole function was to perform home pest removal services. On a contract basis, 
this franchisee unit would visit a home and remove rats, mice, or bats residing in attics. 

 This was a relatively small chain of operations that had little impact on or risk 
to overall parent enterprise operations. Aside from signing proper contracts and pay-
ing commissions to the parent, these franchisees had little connection with the parent 
corporation’s operations. Did internal audit know anything about this type of business? 
Aside from commission transactions, was there any fi nancial impact? The answer to this 
series of related questions should have been no. Units like this should never be included 
on internal audit universe lists. 

 The idea here is that internal audit should be realistic in developing its audit universe 
lists. It should develop high understanding of the business of control risks for each of the 
candidates on its universe list and assess whether there are internal audit risks and/or 
opportunities for each. Our Global Computer Products enterprise, described in Exhibit 
  13.2   shows a series of European sales and distribution functions. For example, assume 
there is a small sales offi ce in Kiev in Ukraine. Since internal audit will almost certainly 
never visit that unit or have any direct contacts with it, these Kiev operations do not 
belong in the audit universe list. There should only be a reference that these units were 
not included as potential internal audit candidates and the reasons for that decision. 

 Based on the preliminary list of auditable units and candidates, internal audit 
should next go a step further to develop and enhance its audit resource lists. Although 
there still may be some uncertainly of the nature of some of these business units and 
their internal control issues, internal audit should analyze each of these potential inter-
nal audit candidates as follows: 

 ■ Establish high‐level control objectives for each of the audit universe can-
didates.  The idea is to determine why a unit is on such a list as well as internal 
audit’s potential   control objectives   for such units. Our previous example of a franchi-
see household pest control service would probably be eliminated in such an exercise. 
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 ■ Assess high ‐ level risks for audit universe candidates.  Following the COSO 
Enterprise Risk Management approach discussed in Chapter   7  , internal audit should 
review each of these audit universe candidates and estimate the high‐level risks to 
the enterprise if there was a major internal control failure associated with the audit 
universe candidate. 

 ■ Coordinate the internal audit activity with other audit and governance inter-
ests . While internal audit is or should be the prime reviewer of enterprise internal con-
trols, any planned audit work should be coordinated with other interested parties. For 
example, external auditors may request a more complete SOx Section 404 internal con-
trols review, as discussed in Chapter   5  . The audit universe and internal audit planned 
activities should be coordinated with such external audit requests. Similarly, internal 
audit projects should be coordinated with planned work by any independent quality 
audit function, as discussed in Chapter   31  . It is easy to say that internal audit should 
have a lead role here, but these planned audit efforts should be coordinated. 

 ■ Develop high‐level control objectives for audits designated by the audit 
universe.  While this will become more important in an annual planning pro-
cess, as was discussed in Chapter   8  , a high‐level audit objective should be identifi ed 
for each item included in the audit universe. This should be a simple statement of 
planned audit objectives for each item in the audit universe to help ensure that the 
strategy, objectives, and scope for each audit include relevant control objectives (i.e., 
a completeness check to identify gaps). 

 ■ Develop a preliminary control assessment questionnaire for each audit.  In 
many cases, audits listed on the audit universe are repeats of internal audits from 
prior periods. In many situations, this audit guidance should be updated as pro-
cesses change and reevaluated for future audits in each area. In other cases, inter-
nal audit should develop some high‐level questionnaire steps to get them started in 
these potential audit universe reviews.   

 As a result of this review and analysis work, internal audit should develop a pre-
liminary audit universe schedule that will show the areas for potential review. Such a 
list would include areas where there is a recurring internal audit interest, where there 
may be a higher internal control failure risk, and other high‐level review objectives. This 
type of approach will give internal audit a beginning step to initiate its regular internal 
audit planning activities. Of course, a smaller internal audit group can face a daunting 
task when building an effective audit universe for a large‐scale enterprise. Internal audit 
may not have the time or resources to perform reviews of items included in the audit 
universe without some other adjustments.   

 13.3 AUDit UNiVERSE tiME AND RESOURCE LiMitAtiONS 

 It is sometimes easy to build an audit universe document that includes many—often too 
many—potential internal audits that will never be executed. Our Global Computer Products 
example illustrates this problem. Global currently has a headquarters location–based inter-
nal audit group that does not have any regular international presence. Based on the size of 
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the internal audit function, the audit committee should recognize that some of the auditable 
entities on its universe list can be essentially never reviewed, given internal audit’s size and 
budget. The idea is to demonstrate potential review activities over upcoming periods and 
what can realistically be included in internal audit’s scope of planned activities.

A next step should be to look at the preliminary audit universe list and determine 
those audits that are required on an annual or even a semiannual basis. These are 
audits, such as SOx Section 404 internal control reviews, that must be completed during 
a current period. There are other regular internal audits that are not mandated but are 
expected by senior management and the audit committee. For example, management 
may expect internal audit to maintain some presence in observing the taking of physi-
cal inventories in a manufacturing environment. As part of their audit universe and 
enterprise planning, internal audit should assume that they will need to schedule these 
reviews on a regular and periodic basis.

Although we are still dealing at a very high level here, a next step is to look at the 
remaining items in the preliminary audit universe and determine if time and resources 
are available for reviews of these remaining items. In some situations, this list of poten-
tial auditable entities will demonstrate that there are just too many audit entity items left 
in the audit universe to complete reviews over a reasonable period of time. Because of the 
ongoing enterprise and market changes that we all experience, a time span here should 
not be more than five years; three years is preferable. In addition, these internal audits 
set for scheduling in the current period or in a three‐ to five‐year cycle may require spe-
cialized internal audit skills. There may need to have more internal audit resources on 
board for such areas as IT network security or continuity planning and testing. Where 
additional internal audit skills or additional resources will be needed, they should be 
documented and scheduled.

All of these gathered data and planning assumptions will help internal audit to 
build and publish a preliminary audit universe for the enterprise. This document shows 
the areas where internal audit plans on performing audits over upcoming periods, the 
high‐level objectives of those audits, and their relative risks. The schedule should also 
document assumptions, such as audits that will be performed by quality assurance, or 
other reviews that have not been considered because they are low risk, they have been 
eliminated because of logistical difficulties, or they will be performed by other bodies. 
Regarding logistical difficulties, we are often referring to entities in some fairly distant 
or difficult‐to‐schedule location. Our creation of a sales office in Kiev, Ukraine, for Global 
Computer Products is an example. While Kiev is a European capital city and certainly 
not remote, such as the nation of Tonga in the South Pacific, and is easily accessed via 
regular airlines, such a location might present a logistical difficulty to our small sample 
company.

Internal audit should prepare an audit universe document for the current period. 
This should be reviewed with members of senior management and then presented to the 
audit committee for approval. Exhibit 13.3 is a portion of what would be a much larger 
audit universe schedule for our Global Computer Products example enterprise. Similar to 
an annual budget schedule or a capital funding request, this might normally be a much 
larger, more extensive type of analysis document. This exhibit is to provide an example 
of what such an internal audit universe schedule might look like.



324 ◾ Areas to Audit: Establishing an Audit Universe and Audit Programs 

c13 324 17 November 2015 4:56 PM

 Exhibit 13.3     Global Computer Products Sample Audit Universe Schedule  

business Unit Location Audit Area Audit Audit Risk
Prev. 
Audit Scheduled

Headquarters Minneapolis Financial Accounts 
Payable

Low

Headquarters Minneapolis Financial Banking 
Operations

Medium

Headquarters Minneapolis Financial Budgeting Low

Headquarters Minneapolis Financial SOx 404 Internal 
Controls

High

Headquarters Minneapolis Operations Corporate 
Marketing

Medium

Headquarters Minneapolis Operations Advertising Low

Product 
Distribution

Fargo, ND IT 
Infrastructure

Inventory 
System

Medium

Product 
Distribution

Meriilville, IL IT 
Infrastructure

Inventory 
System

Medium

Product 
Distribution

Los Cruces, 
NM

IT 
Infrastructure

Inventory 
System

Medium

Product 
Distribution

Midville, OH IT 
Infrastructure

Inventory 
System

Medium

 13.4 “SELLiNG” AN AUDit UNiVERSE CONCEPt tO thE 
AUDit COMMittEE AND MANAGEMENt 

 The CAE and a key internal audit team may go through massive efforts to initially build 
and maintain their internal audit universe and may have solicited the help and advice 
from senior management in the contents and assumptions of this audit universe, but the 
audit committee is the entity responsible for reviewing and approving such a document. 
In the end, the audit committee is responsible if there are any questions regarding why 
internal audit neither did nor did not look at some area, and the CAE should carefully 
brief the audit committee members and explain key assumptions. 

 The audit universe schedule should be prepared and updated on an annual basis for 
audit committee review and approval. Where the audit committee suggests different areas 
of emphasis or involvement, the CAE should initiate these internal audit planned changes 
and make appropriate adjustments to the internal audit annual plan and schedule. In addi-
tion, this is often the time for internal audit to seek authorization for changes to internal 
audit’s budget, manpower, or other function changes. Internal audit would be operating 
under an annual enterprise budget, but it is the audit committee that can make a midstream 
change—for example, to add a new IT audit staff specialist to the internal audit group. 

 We have titled this section as the “selling” of the audit universe plan to the audit com-
mittee. Perhaps this is an inappropriate term. The audit committee is responsible for all 
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internal audit activities and should rely on the CAE and other members of internal audit 
to perform all of these scheduled audits and to report results back to the audit committee. 
However, because the typical audit committee does not meet very often and may not be 
very close to many changes and new events, the CAE is the individual closest to the audit 
universe and other changes. The CAE is often the person who communicates changes in 
internal audit’s schedule or changes in its emphasis. The CAE must keep the audit universe 
and the supporting annual plan in front of the audit committee and also convince or “sell” 
approval request concepts to the audit committee for their ongoing approval. 

 The audit universe is the basis for the annual audit plan, as described in Chapter   8  , 
and will help to guide internal audit’s ongoing activities and performance. Chapter   25   
describes audit committee communications and contains some examples of internal 
audit progress communication with the audit committee. These are all based on the 
very important audit universe schedule, a key document that describes internal audit’s 
planned and potential activities over an extended period.   

 13.5 ASSEMbLiNG AUDit PROGRAMS: AUDit UNiVERSE 
KEY COMPONENtS 

 An audit universe and its supporting information describe internal audit’s high‐level review 
objectives in an area. We have also discussed how internal audit should defi ne and document 
some high‐level objectives for each planned review, but it will not be enough to assign the 
work to a staff‐level auditor; they will need some step‐by‐step guidance to perform internal 
audits in a consistent manner. Internal audits should be organized and performed with an 
objective of minimizing arbitrary or unnecessary procedures. Of course, an internal auditor 
will not recognize those arbitrary or unnecessary procedures until an auditor has gained 
some experience in performing reviews. To provide help and guidance, internal auditors 
use what are called  audit programs  to perform their internal audit procedures in a consistent 
and effective manner for similar types of audits. The term  program  refers to a set of auditor 
procedures similar to the steps in a computer program, instructions that go through the 
same program actions every time the process is run. For example, a computer program to 
calculate pay will include instructions to read the time card fi le of hours worked, look up 
the employee’s rate stored in another fi le, and then calculate the gross pay. The same steps 
apply for every employee unless there are exceptions such as overtime rates coded into the 
payroll program. Similarly, an audit program is a set of preestablished steps an internal 
auditor performs. An audit program is a tool for planning, directing, and controlling audit 
work and a blueprint for action, specifying the steps to be performed to meet audit objectives. 
It represents the auditor’s selection of the best methods for getting the job done and serves as 
a basis for recording the work steps performed. 

 An effective internal audit department should have a series of generalized audit pro-
grams prepared for recurring audit activities. Many of these programs, such as one cover-
ing an observation of the taking of physical inventories, are often used from year to year 
and entity to entity with little change. In other situations, the internal auditor may only 
have to modify a standard program to the unique aspects of a particular audit. In some 
situations, a standard audit program will not be applicable. For example, the internal 



326 ◾ Areas to Audit: Establishing an Audit Universe and Audit Programs 

c13 326 17 November 2015 4:56 PM

auditor may want to review controls in a new business entity with some unique control 
characteristics, or audit management may want to take a different approach because of 
problems encountered with similar previous reviews. Based on planned audit objectives 
and data gathered in the preliminary and field surveys, the in‐charge auditor may want to 
prepare a customized audit program for guiding the review. This may be little more than a 
standardized program with minimal local changes, or it may be a unique set of audit pro-
cedures based on the preliminary planning and the results from a field survey, as discussed 
in Chapter 8. In order to prepare this program, the internal auditor first should have an 
understanding of the characteristics of what constitutes an adequate audit program.

Audit Program Formats and their Preparation

An audit program is a procedure describing the steps and tests to be performed by the 
internal auditor when actually doing fieldwork. The program should be finalized after 
the completion of the preliminary and field surveys and before starting the actual audit 
fieldwork. It should be constructed with several criteria in mind, the most important of 
which is that the program should identify the aspects of the area to be further examined 
and the sensitive areas that require audit emphasis.

A second important purpose of an audit program is that it should provide guidance 
to both less and more experienced internal auditors. For example, management may 
request that an internal audit department observe the taking of the annual physical 
inventory. This type of review consists of fairly standard procedures to assure, among 
other matters, that shipping and receiving cutoff procedures are proper. A less experi-
enced internal auditor may not be aware of these procedure steps, and even experienced 
internal auditors may forget one or another. An audit program outlines the required 
audit steps. An established internal audit department will probably have built a library 
of programs, established over time, for tasks such as a physical inventory observation 
or a review of fixed assets. When planning a review where such established programs 
exist, audit management needs only to use this established program with consideration 
given to any changed conditions that have been discovered through the preliminary or 
field surveys. The audit program is revised as necessary, with the changes approved by 
audit management prior to the start of the review.

For many internal audit departments, appropriate established audit programs may 
not be available for many areas. This is because internal auditors are typically faced with 
a wide and diverse set of areas for review, but they will not have the time or resources 
to review every area on a frequent basis. Established programs prepared for prior audits 
often become out of date due to new systems or changed processes. The auditor respon-
sible for the field survey or another member of audit management should update any 
existing audit program or prepare a revised set of audit program steps for a current 
newly planned review. Depending on the type of audit, programs usually follow one of 
three general formats: a set of general audit procedures, audit procedures with detailed 
instructions for the auditor, and a checklist for compliance reviews.

Some examples may better illustrate these audit program types. Exhibit 13.4 is 
an audit program for a review of petty cash controls at a small branch unit. It consists 
of general audit procedures to review cash at any unit of a multifacility organization. 
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 Exhibit 13.4     Audit Program for a Review of Petty Cash  

Audit: _______________ Location: ___________ Date: ________

AUDit StEP initials & Date W/P Reference

    1.  Prior to review, determine who is the cashier 
responsible for the petty cash fund, the 
authorized fund balances, receipt requirements, 
replenishment procedures, and guidelines for 
authorized disbursements. 

   2.  Perform the petty cash review on a ‘‘surprise’’ basis. 
Identify yourself to the cashier, ask that the cashier 
function be closed during your initial review, and 
make a detailed count of the cash in the account as 
well as any personal checks included. Perform this 
count in the presence of the cashier and ask the 
cashier to acknowledge your results. 

   3.  If personal checks were included that are over one 
day old, inquire why they were not deposited on 
a prompt basis.  If the fund is being used as an 
employee short‐term loan fund, with checks held 
as collateral, assess the propriety of this practice. 

   4.  Reconcile the cash count with the fund’s 
disbursement register, noting any differences. 

   5.  Determine that all disbursements recorded have 
been made to valid employees for authorized 
purposes. 

   6.  Observe of� ce security procedures covering the 
fund. Determine that the funds are locked or 
otherwise secured. 

   7.  Review procedures for fund replenishments. Select 
a prior period, review supporting documentation, 
and reconcile to purchases journal. 

   8.  Assess the overall control procedures, propriety, 
and ef� ciency of the petty cash process. 

   9.  Determine that the function is used only for 
authorized small cash disbursements rather than 
as an employee change or short‐term loan fund. 

  10.  Document the results of the review and 
initiate corrective actions if any problems were 
encountered during the review.  

___________

___________

___________

___________

___________

___________

___________

___________

___________

___________

Petty cash controls are one of the smaller, less critical internal control concerns in many 
organizations. However, this is a step that an internal auditor will regularly perform in 
many cases. The program shows the rather simple steps that should be included in any 
such audit and illustrates an example audit program.  

 This audit program is shown as a traditional paper document. However, with 
today’s world of auditor computer systems, this and essentially all such programs would 
be a library resource on the internal auditor’s laptop computer. The basic program will 
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be constructed as secure form, such that an internal auditor can use these steps to 
perform a review but does not have the authority to make changes to the documented 
procedures. The Exhibit 13.4 checklist audit program was once internal audit’s most 
common format. The auditor would be given an audit program composed of a long list 
of questions requiring “yes,” “no,” or “not applicable” responses and would complete 
these program steps either through examinations of documents or through interviews.

This checklist‐format audit program has two weaknesses, however. First, while a 
series of auditee yes‐or‐no–type interview responses can lead an experienced auditor 
to look at problem areas or to ask other questions, these same points may be missed 
when a less experienced internal auditor is just completing the questionnaire and not 
going beyond the yeses and nos and digging a bit deeper as to where they might lead. A 
procedures‐oriented audit program better encourages follow‐up inquiries in other areas 
where information gathered may raise questions.

This questionnaire format audit program also tends to cause the auditor to miss 
examining necessary evidential matter. The more inexperienced auditor can too eas-
ily check “yes” on the questionnaire without determining, for example, whether that 
response is properly supported by audit evidence. An example would be a question regard-
ing whether some critical document is regularly approved. It is easy to ask the ques-
tion, receive an answer of “yes,” and never follow up to see if those documents were 
actually approved. Each of these audit program formats will work for different types 
of reviews provided the internal auditor gives some thought to the program questions. 
The key concern is that all audits should be supported by some type of audit program 
that documents the review steps performed. This approach allows audit management to 
recognize what procedures the auditors did or did not perform in a given review. Strong 
and consistent audit programs are an important step to improving the overall quality 
of the internal audits performed.

Exhibit 8.9 represents a typical, more general internal audit program format. This 
program describes steps in a review of business ethics processes. For each internal audit, 
the tasks are broken into numbered steps with space allowed for the internal auditor 
completing the audit step to initial and date it, as well as a column for a reference to the 
workpaper that describes the audit step. The audit team visiting an enterprise unit could 
then use these standard programs to review internal controls in a consistent manner 
from one unit to the next. This is particularly important in a multiunit organization 
where audit management wants to have assurance that controls over the area were 
reviewed and evaluated in a consistent manner, no matter who the assigned auditor 
or the location. This sample audit program is shown as a printed document that would 
typically be developed and controlled by internal audit. In other instances, the in‐charge 
auditor might prepare a custom program to evaluate certain special procedures encoun-
tered during the field survey.

An audit program with detailed instructions or procedures assumes that the audi-
tor using it lacks some of the technical knowledge necessary to perform the review. 
Such audit programs are often developed for onetime reviews of fairly specialized 
areas and prepared by audit management or a knowledgeable audit specialist with 
adequate knowledge to plan all of the required audit procedures. This step‐by‐step 



13.5 Assembling Audit Programs: Audit Universe Key Components  ◾    329

c13 329 17 November 2015 4:56 PM

audit program format is useful when a centralized audit management group with 
remote auditors in the field wishes to have all of those field auditors perform the same 
audit procedures.

There is no best or set format for an audit program; however, the program should 
be a document that auditors can use to guide their efforts as well as to record activi-
ties. The results of the audit program, shown in Exhibit 8.9, would then be included in 
the workpapers to serve as almost a table of contents of the audit activities described in 
those workpapers. Word processing packages and other related software can be used 
to prepare audit programs.

Types of Programs Obtaining Audit Evidence

As discussed in Chapter 9, IIA standards state that an internal auditor should examine 
and evaluate information on all matters related to the planned audit objective. The 
internal auditor should gather audit evidence in support of the evaluation, what internal 
audit standards call sufficient, competent, relevant, and useful. An audit program, properly 
constructed, should guide the auditor in this evidence‐gathering process. An internal 
auditor will encounter multiple types of evidence that can be useful in developing audit 
conclusions. Actually observing an action or obtaining an independent confirmation 
is one of the strongest forms of evidence. However, an auditee’s often casual response 
to an auditor’s question covering the same area will be the weakest. It is not that an 
auditor thinks the auditee is not telling the truth, but actually observing some event is 
far superior to just hearing about it. Internal auditors will encounter different levels of 
audit evidence and should attempt to design their audit procedures to look for and rely 
on the best available audit evidence.

The field survey and the subsequent development of an audit program are prelimi-
nary activities to performing the actual audit. It is often more efficient to have supervi-
sory personnel complete these preliminary steps before assigning staff auditors for the 
actual review. These supervisory auditors, either audit management or experienced 
in‐charge auditors, usually have the experience to make quick assessments of field situ-
ations and to fine‐tune the overall audit approach. However, once the survey and final 
audit program are complete and have been reviewed and approved by internal audit 
management, internal audit is faced with the challenge of performing the actual audit 
to meet the desired audit objectives. The preparatory work from the survey will play an 
important role in assuring the audit’s success; however, the internal auditor will now 
be faced with the day‐to‐day problems of performing the actual audit.

The actual audit steps performed will depend on the characteristics of the entity 
audited. A financially oriented audit of a credit and collection function will be quite 
different from an operational review of a design engineering department. The finan-
cial audit might include independent confirmations of account balances, while the 
operational audit might include extensive interviews with management and support-
ing documentation to assess key internal controls. Despite these differences, all inter-
nal audits should be performed and supervised following a general set of principles or 
standards. This will assure that internal audits are properly directed and controlled 
(see Exhibit 13.5).
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 Exhibit 13.5     Internal Audit “Best Evidence” Classifi cations  

Evidence Classifi cation Strongest Weakest

Audit Technique Observations/Con� rmation Inquiry

Origin of Evidence Corroborative Underlying Statistics

Relationship to Auditee External Department Internal Group

Form of Evidence Written/Secure System Oral

Sophistication of Evidence Formal/Documented Informal

Location of Evidence Created in Actual System Derived or from Support System

Source of Audit Evidence Personal Audit Work Supplied “Second‐Hand”

 13.6 AUDit UNiVERSE AND PROGRAM MAiNtENANCE 

 The audit universe document is a general description of all of the audit units that an 
enterprise internal audit function may review or perform. It is a plan that defi nes the 
breadth and scope of an internal audit function’s activities. To some extent, if questioned 
after the fact why an internal audit group has never scheduled a review in some area, 
they can point out that the area was not included in annual internal audit plans but, 
more important, was never defi ned as part of their internal audit universe description. 
The universe is the big‐picture map covering internal audit’s territories and boundaries. 
It should be used as a basis for communication with the audit committee and for 
planning ongoing internal audit activities. 

 The audit universe document is not something that should be changed on a con-
stant and regular basis whenever there is some small enterprise change. However, 
internal audit should have processes in place to keep its audit universe current and 
updated with perhaps regular quarterly or annual update reviews. This is often a good 
time for the CAE to explain to the audit committee any changes in internal audit’s scope 
and operations. An effective audit universe defi nes internal audit annual planning and 
becomes a vehicle to describe an internal audit function’s activities. 

 This chapter has also discussed the importance of establishing an audit universe 
along with introducing some formats of effective audit programs. An effective internal 
audit function needs to establish a series of standard audit programs covering all of their 
regular audit activities. While some internal audits are done on a specialized, almost 
onetime basis, many others cover regular internal audit activities that may be repeated 
annually or even quarterly. Internal audit needs to develop a standard audit program 
format for all reviews as well as standard procedures for some regular, repetitive internal 
audits. Audit programs were once paper documents that were sometimes lost or improp-
erly modifi ed. Today, however, they can be electronic documents that are centrally con-
trolled and located on auditor laptops. They can be a learning tool for incoming internal 
auditors and a tool to prepare consistent and more effective internal audits. 

 An understanding of how to build and use both an audit universe for an internal 
audit function as well as supporting audit programs are key internal audit CBOK require-
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ments. Senior members of the internal audit team should have an overall understanding 
of how to build and use these tools. Internal audit staff members should understand their 
use and how they fit in overall internal audit processes. Perhaps even more important, 
internal auditors at all levels should have a strong CBOK understanding of building 
and using audit programs that are consistent with their audit department’s established 
standards.
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14             CHAPTER   FOURTEEN             

 Charters and Building the 
Internal Audit Function                              

 THIS CHAPTER AND THE OTHER chapters in Part Four that follow it cover 
the essential activities of an internal audit department, through launching an 
internal audit department, as described in this chapter, to reporting internal 

audit results through effective audit reports in Chapter   18  . This chapter introduces some 
key practices necessary to build an effective internal audit function, starting with an 
authorizing charter as well as the basic processes of building, staffi ng, and managing 
an effective internal audit department. We start by describing the need to establish a 
formal internal audit charter, a basic authorizing document that has some common 
elements no matter whether internal audit is serving a large corporate structure or a 
smaller not‐for‐profi t entity. This is the   audit committee   approved document that outlines 
internal audit’s authority and responsibility to operate within an enterprise. 

 The chapter discusses other important steps to building an effective internal audit 
function, including typical internal audit position descriptions and effective organiza-
tional structures. No matter the industry, geographic location, or size of the enterprise, 
all internal audit departments or functions need to follow some of these similar good 
practice procedures. 

 Most of this book’s common body of knowledge (CBOK) theme covers technical 
internal audit areas such as information technology (IT) application control reviews 
or guidance for assessing the results of audit evidence. This chapter and the others in 
Part Four discuss steps for launching and managing the effective internal audit func-
tion or department. When Victor Brink launched the fi rst edition of this book shortly 
after World War II, many enterprises had heard of the potential benefi ts of internal 
auditing and wanted to learn more about how to establish such a function. While that 
fi rst edition of  Brink’s Modern Internal Auditing  helped to launch the internal auditing 
profession, the world of professional internal auditing today is now widely recognized 

Brink’s Modern Internal Auditing: A Common 
Body of Knowledge, Eighth Edition 
By Robert R. Moller 
Copyright © 2016 by John Wiley & Sons, Inc. 
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and much more complex. Today, virtually all medium and large public, private, gov-
ernmental, and not‐for‐profi t enterprises worldwide have established internal audit 
functions. 

 This chapter reviews the steps necessary to start an effective internal audit function, 
including the importance of establishing a formal audit committee–authorized charter 
and building an effective internal audit staff. The chapter will also review important 
internal audit policies and procedures as well as the fi rst steps to review auditable enti-
ties within the enterprise. This material, as well as the content of the other chapters in 
Part Four, should help an enterprise launch an internal audit function that follows some 
recommended best practices.   

 14.1 ESTABLISHING AN INTERNAL AUDIT FUNCTION 

 There is no one optimal way to organize an internal audit function in an enterprise 
today. There can be many differences in type of business, geographic span, and orga-
nizational structure, with differing internal audit needs for each. Each enterprise, 
however, must follow the  International Standards for the Professional Practice of Internal 
Auditing  and should operate under the International Professional Practices Framework 
(IPPF), both discussed in Chapter   9  , and must have the support and recognition of enter-
prise senior management. The need for an internal audit function comes from corporate 
requirements such as the Securities and Exchange Commission and the Sarbanes‐Oxley 
(SOx) Act rules, or legal requirements from governmental agencies. If a newly launched 
entity does not have an internal audit function, senior management should take steps 
to initiate one. 

 A senior manager, designated the   chief audit executive (CAE)  , who has been chal-
lenged to establish a new internal audit function is faced with a variety of options, 
depending on the enterprise’s overall business, its geographic and logistical structures, 
the various control risks it faces, and the overall enterprise culture. Whether a cor-
poration structure with a requirement for an audit committee or some other type of 
enterprise, there is almost always a need and justifi cation to establish an internal audit 
function. This section will discuss some of the elements required to build and manage 
an effective internal audit function. 

 A key requirement for any effective organization is a strong leader; for internal 
audit, that leader is a CAE who understands the needs of the overall organization and 
its potential control risks as well as the contributions that internal audit can make. This 
person must have the support of both the audit committee and senior management. 
Most large enterprises today have multiple units spread across the world. Even if geo-
graphically positioned in a single location, the larger enterprise will almost always have 
multiple specialty functions with control risks potentially requiring separate internal 
audit emphasis. The effective internal audit department must be organized in a manner 
that serves senior management and the audit committee by providing the best, most 
cost‐effective audit services to the entire organization. We will consider the benefi ts and 
diffi culties in having a centralized or a decentralized internal audit organization as well 
as some alternative internal audit organization structures. 
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 This chapter will again reference our hypothetical example company, Global 
Computer Products. As also discussed in other chapters, we have defi ned this as a 
relatively small IT software and hardware manufacturer and distributor, headquar-
tered in the United States but with some worldwide operations. We will assume here 
that the company was incorporated not too long ago, but because of its small size 
never had an effective internal audit function. An important fi rst step is to have an 
approved internal audit charter—the formal marching orders authorizing internal 
audit for the enterprise.   

 14.2 AUDIT COMMITTEE AND MANAGEMENT 
AUTHORIZATION OF AN AUDIT CHARTER 

 An internal audit charter is a formal document, approved by the audit committee, 
to describe the mission, independence, objectivity, scope, responsibilities, authority, 
accountability, and standards of the internal audit function. Internal audit has free rein 
to look at a wide range of records and to ask questions at all levels. Internal auditors 
have a lot of responsibility in an enterprise, and some type of authorizing authority is 
needed. Because in a corporate structure the internal audit function reports to the audit 
committee of the board, that audit committee would normally authorize the rights and 
responsibilities of internal audit through a formal authorizing document or resolution—
what is usually called an internal audit charter. 

 There are no fi xed requirements for such an authorizing document, but an internal 
audit charter should affi rm internal audit’s: 

 ■    Independence and objectivity 
 ■    Scope of responsibility 
 ■    Authority and accountability   

 An internal audit charter, then, is the authorizing document for an enterprise inter-
nal audit function that can be used when a manager in a separate and sometimes remote 
organizational unit questions why an internal auditor is asking to see or review certain 
documents or to gain access to an enterprise facility. Such an internal audit charter 
would say that senior management—the board of directors’ audit committee—has 
granted that internal auditor access to enterprise records. More important, the charter 
provides a high level of authorization for the enterprise’s internal audit function. 

 There is no fi xed format for the contents of a charter. The IIA’s internal audit stan-
dards, as discussed in Chapter   9  , reference the need for an internal audit charter, but the 
IIA’s web site ( www.theiia.org ) does not provide any specifi c guidance as to its content 
or format. A general Web search for “ internal audit charters”  will provide a variety of 
examples, but most today are primarily from government and academic institutions. 
Exhibit   8.1    is an example of a typical internal audit charter from our Global Computer 
Products company. It clearly outlines internal audit’s authority as well as such respon-
sibilities as developing a risk‐based audit plan and issuing timely audit reports. A knowl-
edge and understanding of charters should be part of an internal audit CBOK. 
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 An internal audit charter, as was described in Exhibit 8.1, should be much more 
than a nice‐sounding document; it should outline a strong internal audit function to 
launch and perform key internal audit activities. These include understanding the areas 
in any enterprise that should be candidates for internal audit reviews, building an effec-
tive internal audit organization and team, and establishing supporting procedures to 
allow those internal audits. While an internal audit charter is an essential authorization 
to launch a new internal audit function, many if not most internal audit functions today 
have a charter that may have been developed and approved many years ago. If one is 
in place, it is often a good idea for the CAE to periodically review that existing charter 
and present it to the audit committee to reaffi rm their understanding of the role and 
responsibilities of internal audit.   

 14.3 ESTABLISHING AN INTERNAL AUDIT FUNCTION 

 With exception of a very small single‐person internal audit facility, every internal audit 
function needs to have someone to be in charge and responsible for internal audit—the 
CAE—as well as some supporting and administrative staff. While there can be many 
variations in position descriptions and titles, this section will provide some model inter-
nal auditor position descriptions for various levels and types of internal auditors in an 
enterprise. Those same position titles will map to the various internal audit organization 
structures discussed next. In addition, there are different CBOK requirements for each 
of these internal audit position descriptions.  

 Role of the CAE 

 Someone should be responsible for any internal audit function or group—this is usually 
the boss. Although the title internal audit director was more common in years past, 
IIA standards today support the title of chief audit executive, the most senior internal 
audit offi cer in the enterprise, with ultimate responsibility for the entire internal audit 
function. 

 No matter whether the CAE works at a Fortune 500 major corporation or a rela-
tively small private or not‐for‐profi t enterprise, he or she is the designated person to 
lead and direct the enterprise’s internal audit function or department. While we are 
presenting an example CAE position description here, the following are important topics 
and responsibilities that should be part of any CAE’s CBOK and also be refl ected in the 
internal audit charter: 

 ■ Enterprise operations and risk issues.  In addition to managing the internal 
audit function, the CAE should have knowledge regarding all aspects of the enter-
prise’s operations, whether fi nancial, operational, or market matters. 

 ■     Human resources and internal audit administration.  The CAE is responsible 
for the internal audit staff and must build an effective organization and both recruit 
and lead an effective internal audit team. 
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 ■ Relationships with the audit committee and management. The CAE is the 
internal audit spokesperson for the audit committee and all levels of enterprise 
management.

 ■ Corporate governance, accounting, compliance, and regulatory issues. 
Whether dealing with SOx, accounting, finance issues, or other regulatory issues 
impacting the enterprise, the CAE should have at least a general understanding and 
knowledge.

 ■ Internal audit team building and administration. No matter what size the 
team is, the CAE is responsible for building an effective internal audit function that 
receives admiration and respect from the recipients of internal audit services.

 ■ Technology. The CAE should have a general understanding of how technology 
is used within the enterprise as well as how it can be applied to promote internal 
audit services.

 ■ Risk‐based audit planning. The CAE should understand risk assessment pro-
cesses as they are applied to enterprise operations, and also should be able to think 
of operations in terms of these key processes.

 ■ Social media issues. Through the use of products such as Facebook, Twitter, or 
others, social media tools and processes are introducing major changes in enterprises 
today; the CAE should understand these changes and how they impact an enterprise.

 ■ Negotiating skills and relationship management. The CAE will often be drawn 
between issues raised by the internal audit team and a sometimes hostile manage-
ment that may take exception to internal audit’s findings and recommendations. 
The CAE is often called on to negotiate an appropriate resolution to these issues as 
part of building an effective internal audit team.

 ■ Internal audit’s assurance and consulting roles. Although these roles can 
sometimes become blurred, the CAE should always emphasize to both the internal 
audit team and management the separate roles of providing internal audit assur-
ance services and providing consulting services, as discussed in Chapter 9.

 ■ International Standards for the Professional Practice of Internal Auditing. 
The CAE should be an expert on these IIA standards, should understand IPPF con-
cepts, and should help to apply them to all aspects of internal audit activities.

The CAE has an important job both in leading an effective internal audit depart-
ment and in delivering internal audit services to the enterprise. Although many 
members of the internal audit team may have stronger or more specialized knowl-
edge in some areas, the CAE is the key person who represents internal audit to the 
enterprise.

Internal Audit Management Responsibilities

Depending on the overall enterprise size, beyond the CAE, an internal audit function 
may have multiple levels of internal audit supervisors or managers to closely monitor 
and manage the internal audit function. These are the resources that create an effec-
tive internal audit function through close planning, monitoring, and supervising the 
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fi eld audit staffs that are actually performing internal audits. While the CAE should 
normally be an internal audit generalist with a good knowledge of enterprise internal 
controls issues and internal audit practices, the   internal audit managers   and supervisors 
will generally be specialists in such areas as fi nancial or IT internal audit issues. As an 
example, Exhibit   14.1    is a sample position description for an internal audit manager 
with both fi nancial and operational audit skills. Such an internal audit manager often 
would be expected to be a Certifi ed Public Accountant (CPA) in addition to a Certifi ed 
Internal Auditor (CIA) to enable that manager to better communicate and understand 
fi nance and accounting issues with both enterprise management and the internal audit 
staff. The manager should also have good IT internal controls skills.  

 We perhaps too often insist that a certifi cation such as a CPA, CIA, or CISA must be 
a  requirement  for certain types of internal audit positions. While they certainly are a mea-
sure of demonstrated skills, a CAE building an effective internal audit organization should 
always consider the skills and aptitudes of the candidates for any internal audit manager 

 EXHIBIT 14.1     Internal Audit Manager Position Description  

Job Responsibilities 

The Manager of Internal Audit has responsibility for assisting the Chief Audit Executive (CAE) 
in providing guidance and supervision of the Internal Audit Department (the “Department”). 
Additionally, the Internal Audit Manager is responsible for: (1) executing the � nancial/operational 
audit portion of the Department’s Annual Audit Plan; (2) assisting the CAE in preparing regular 
updates of internal audit activity to the Audit Committee; (3) providing advice and counsel on 
new systems, initiatives, and services under development from an internal control perspective; (4) 
assisting the CAE in the coordination of � nancial internal audit activities, including Sarbanes‐Oxley 
Section 404 internal controls assessments, with the independent registered public accountants; (5) 
effectively and ef� ciently managing � nancial internal audit function resources; (6) hiring, training, and 
professionally developing the � nancial internal audit team; and (7) overseeing the quality of work 
performed by the � nancial internal audit team, ensuring compliance with applicable standards.

 Internal Audit Key Competencies  

 ■    In‐depth technical knowledge of internal audit practices and principles including IIA 
International Standards and their IPPF framework 

 ■    Strong knowledge of accounting principles and a thorough understanding of � nancial statements 
 ■    Solid knowledge and experience with regulatory rules and compliance requirements 

affecting the internal auditing and accounting professions (e.g., Sarbanes‐Oxley Act) 
 ■    Good knowledge of all aspects of the IT systems and controls as used in the enterprise 
 ■    Detail oriented with strong analytical and problem-solving abilities 
 ■    Solid leadership, management, and administrative skills 
 ■    Broad‐based business knowledge including � nancial/operational practices and procedures 

from a company operations perspective 
 ■    Strong interpersonal, communication, and presentation skills  

 Required Skills 

A  Bachelor of Science Degree  in Business Administration with a major in Accounting or Finance; 
a minimum of  seven years  of progressive internal audit and/or public accounting experience; 
and a Certi� ed Internal Auditor (CIA) certi� cate. A C erti� ed Public Accounting (CPA)  certi� cate 
is also highly recommended.
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position rather than just the initials after their name on their business card. For example, 
an internal audit staff member may have joined an enterprise internal audit group with 
a strong BA in economics. If that same new professional joined the internal audit depart-
ment, acquired a CIA, and performed well in accounting and financial internal control 
audits, the lack of a CPA should not necessarily prevent that person from being a candidate 
for an internal audit manager position performing financial reviews.

Enterprise human resources functions may impose requirements here, but the CAE 
should play a lead in insisting that there are appropriate position descriptions in place 
for all members of the internal audit management team. They should be structured in 
such a manner that all members of the internal audit staff can recognize the require-
ments to move from one level to the next. For example, an internal audit field supervisor 
should clearly understand the additional requirements to move up to an internal auditor 
manager level if such a position becomes available.

Internal Audit Staff Responsibilities

In many enterprises, internal audit is an excellent entry place for new, just‐out‐of‐college, 
nonspecialist staff members. That is, an enterprise may have requirements for engineers and 
will want to hire new engineering degree graduates or may have needs for people in advertis-
ing and will want to add new candidates with appropriate advertising or communications 
skills, but entry‐level staff internal audit candidates can come from a wide range of degree 
areas. However, while many general degree programs can provide excellent internal auditor 
candidates, an excellent source for internal audit candidates is colleges that offer specialized 
bachelor‐level internal audit degree programs. While they are not very common today, the 
programs at Loyola University in Chicago1 and at Louisiana State University2 are excellent 
examples of well‐regarded internal audit training programs. Students there can receive a 
bachelor’s degree in internal auditing. However, because there are not many specific internal 
audit training programs, an enterprise should seek candidates with degrees in such area as 
finance, accounting, economics, or information systems.

What should be the requirements for an entry‐level internal audit position? We 
would argue that candidates do not necessarily need to have an accounting degree, 
the historically typical entry point for many internal auditors, but should have a strong 
ability to understand systems and process flows coupled with superb speaking and writ-
ing skills. Even at a staff level, a beginning internal auditor should be someone who can 
quickly review often complex processes, assess potential weaknesses, and then com-
municate those concerns to internal audit management and overall enterprise man-
agement.

Exhibit 14.2 is a position description for an entry‐level operational internal auditor. 
That is, this listing would identify the type of candidate who does not necessarily have 
strong CPA‐like accounting and auditing skills, but rather can understand and analyze 
business processes, perform tests, develop descriptive documentation, and make appro-
priate recommendations. This staff‐level operational audit position can be an entry‐level 
slot into the internal audit function. Of course, if a new candidate has a degree in internal 
auditing, has passed at least portions of the CPA or CIA examinations, or did some internal 
audit in another enterprise, the candidate should be brought in on a more senior level.
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 Where does that entry‐level hire go from here? This can often be a challenge, as 
internal auditors often must have specialized knowledge in accounting and fi nance or 
other specialized areas. Many of these knowledge areas can be gained through a strong 
program of training seminars or just on‐the‐job experience. As discussed later in this 
chapter, an internal audit function should implement a strong and ongoing training 
program for all members of the internal audit function.   

 Information Systems Audit Specialists 

 While we have suggested that many staff internal auditors can be successful in an enter-
prise with only a general knowledge and can learn much more through training, IT 

 EXHIBIT 14.2     Staff Internal Auditor Position Description  

Responsibilities 

As a member of the Internal Audit Department and under the direction of an assigned Internal 
Audit Manager, a Staff Internal Auditor is responsible for planning, developing, performing, 
reporting, and following up on speci� c internal audit assignments as directed. Staff Internal /
Auditor responsibilities must be carried out in accordance with Internal Audit Department 
procedures, following IIA International Standards for the Professional Practice of Internal 
Auditing.

 Specifi c Duties and Responsibilities  

 ■    Prepare or revise audit programs to accomplish objectives, and perform internal audits in 
accordance with approved audit programs. 

 ■    Review and appraise the soundness of internal controls and determine the adequacy of these 
controls. 

 ■    Conduct periodic reviews and tests to ensure compliance with procedures and regulatory 
requirements, making recommendations for improving current and proposed procedures. 

 ■    Review and report on possible internal control weaknesses, violations of corporate business 
practices, policies, or procedures. 

 ■    Perform other job-related internal audit duties as assigned.  
 ■    Attend internal/external meetings to expand professional expertise and maintain professional 

contacts that support assigned functions.  

 Knowledge and Skills  

 ■    Education:  B.S. degree or the equivalent of experience and education. 
 ■    Interpersonal Skills:  A signi� cant level of trust and diplomacy is required, in addition to 

normal courtesy and tact.  Work involves extensive personal contact with others and/or is 
usually of a personal or sensitive nature.  Work may involve motivating or in� uencing others.  
Outside contacts become important and fostering sound relationships with other entities 
(companies and/or individuals) becomes necessary.  

 Other Skills  

 ■    General knowledge of accounting and audit procedures and the ability to work 
independently  

 ■    Must have strong Internet skills, including the ability to search and perform analyses 
 ■    Must have a working knowledge of spreadsheets and word processing software; must be able 

to operate a laptop computer and general of� ce equipment  
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specialist internal auditors need extra training and skills. Most if not all internal audit 
functions need at least one specialist on the internal audit staff with strong IT‐related 
internal control skills covering such areas as systems security, application internal con-
trols, and computer systems operations management. This type of internal auditor skill 
requirement goes beyond entry‐level positions where an entry‐level auditor candidate 
has a bachelor’s degree in computer science but little more than a basic understanding 
of spreadsheets. 

 The skill requirements for the information systems audit specialists in an inter-
nal audit group will very much depend on the technical maturity of the enterprise’s 
IT functions. An enterprise that has its applications based on what is called an 
enterprise resource planning set of linked applications tied to complex databases 
will require a different set of information systems audit specialist skills than would 
an enterprise where most of its IT resources are based on Web‐based applications. 
Due to the span and breadth of ever‐changing IT technologies, information systems 
auditors are faced with a wide range of knowledge requirements. Exhibit   14.3    out-
lines the basic knowledge requirements that would be expected from an experienced 
or seasoned information systems audit specialist. These internal audit IT control 
knowledge requirements will be outlined in greater detailed in Part Five (Chapters 
  19   through 24).  

 EXHIBIT 14.3     IT Systems Auditor Basic Knowledge Requirements  

An IT systems internal auditor specialist should be expected to have at least a high‐level working 
knowledge of the following areas as demonstrated through past work experiences: 

 ■    Business application systems—whether for accounting, business, or other purposes—and the 
basic balancing and integrity controls surrounding all automated systems. 

 ■    Data management processes—whether a formal database or spreadsheet tabled data—and 
the importance of validating and maintaining that data. 

 ■    Computer and Internet security skills. While IT security can be a very complex and specialized 
skill area, an IT systems auditor should have a basic knowledge of the importance of backups, 
password controls, and other IT security procedures. 

 ■    Storage management and the importance of backup and recovery processes. 
 ■    Computer operating systems basic functions—whether on a laptop system or larger 

system—and the potential risks and vulnerabilities if such systems are not updated or 
maintained. 

 ■    Computer systems architectures, with an emphasis on use of the Web, Information Technology 
Infrastructure Library, client‐server con� gurations, and telecommunications. 

 ■    IT service operations processes, with an emphasis on problem management, access controls, 
and general application management. 

 ■    IT service design processes, with an emphasis on continuity, capacity, and information security 
management processes. 

 ■    Governance and service strategy processes, including essential IT � nancial management 
processes. 

 ■    Programming or coding techniques suf� cient to construct and implement computer-assisted 
audit procedures appropriate to the enterprise environment. 

 ■    Ongoing interest and curiosity to understand and explore newer and evolving technology 
concepts, such as storage management virtualization.  
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Finding and recruiting an internal auditor with information systems skills and 
knowledge can sometimes be a challenge. It is often difficult to find professionals with 
the appropriate technical skills and then to correctly screen and identify the better 
candidates. Internal audit hiring managers or CAEs who may have come from more 
of a CPA‐oriented finance and accounting background sometimes have difficulty in 
identifying appropriate information systems audit specialist candidates. Of course, if the 
internal audit function has already established an information systems audit function, 
peer‐level interviews for the recruitment process often will be of great help. An enter-
prise may seek candidates who have achieved Certified Information Systems Auditor 
(CISA) credentials. The CISA and other internal auditor professional credentials will be 
discussed in Chapter 29.

In addition to the IT information systems internal auditor controls requirements 
outlined in Exhibit 14.4, every member of an internal audit function—from the CAE to 
junior staff auditors—should have some minimal or CBOK level of knowledge covering IT 
control procedures. With our almost pervasive use of automated and Web tools today, this 
is fairly common, but there still are a few otherwise competent internal auditors who tend 
to avoid IT technical matters. In the concluding chapter of this book, Exhibit 34.1 outlines 
a set of CBOK information systems knowledge requirements for all internal auditors, with 
explanations of these areas covered in other chapters going forward.

Other Internal Auditor Specialists

Typical internal audit positions range from the CAE in charge of the function to sup-
porting internal audit managers to the internal audit staff to information systems audit 
specialists. However, depending on the size of the enterprise and the overall nature of 
internal audit activities, there can be other specialty positions in internal auditor sup-
port roles. Much depends on how the responsibilities of internal audit have been defined 
through its charter. For example, IIA standards define the roles where internal audi-
tors can act as an in‐house consultant to their enterprises and when they can act as 
assurance‐level internal auditors. Some enterprises may want to expand that role and 
establish a full in‐house consulting function as part of internal audit. These roles are 
discussed in Chapter 30 on the role of an internal auditor as an enterprise consultant.

Similarly, there is a whole other branch of internal auditing called quality auditing. 
These are internal auditors who tend to be more production shop floor– oriented and 
follow a complementary set of standards from the American Society for Quality in the 
United States. Quality auditors traditionally have operated as a totally separate function 
from the IIA‐oriented internal auditors who are the main topic of this book. However, 
we are beginning to see a greater integration between these two audit functions, with 
those auditors included as part of the normal internal function but serving as specialists. 
Quality assurance auditing is discussed in Chapter 31.

In addition to internal audit specialists, an enterprise may want to add other sup-
port personnel to the internal audit group for such tasks as monitoring and organizing 
internal control documentation or, for a larger internal audit group, to just support the 
laptop computers and other resources need by the overall internal audit group. These 
other professionals would be able to support internal audit’s overall mission to review 
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and help improve internal controls in the enterprise—the real purpose for an effective 
internal audit function in an enterprise.    

 NOTES   

   1.  Quinlan School of Business, Loyola University Chicago,  www.luc.edu/quinlan/ 
undergraduate/majorsminors/accounting/ . 

   2.  Louisiana State University, E. J. Ourso, College of Business, Center for Internal Auditing, 
 http://www.bus.lsu.edu/Internal‐Audit/Pages/About.aspx .   
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15                                                        CHAPTER   FIFTEEN                 

 Managing the Internal Audit 
Universe and Key Competencies                                      

 THE OVERALL EMPHASIS THROUGHOUT THIS book has been the common body of 
knowledge (CBOK) areas that internal auditors should know and understand. Most 
of these cover areas where internal auditors should gain a great knowledge and 

understanding, such as Chapter   9   on internal audit professional standards, Chapter   13   on 
defi ning an audit scope document or audit universe, Chapter   17   on documenting results 
through effective workpapers, or Chapter   23   on cybersecurity and privacy controls. Each 
of these chapters presents an overview of the subject area and points to concepts and 
issues where an internal auditor can gain a better understanding through additional 
study, experience, and internal audit activities. However, in addition to these important 
areas of internal audit understanding, there is a major internal auditor need. In all areas 
that may be potentially reviewed, internal audit management must have a high‐level 
understanding of the potential auditable areas within the auditor’s enterprise and areas of 
responsibility. This generally is called the audit universe, as was described in Chapter   13  ; 
it is a compendium of all areas and processes in an enterprise that may be subject to audit. 

 Using this audit universe concept can sometimes create problems if there is too 
much enterprise turmoil, such as frequent organization acquisitions or dispositions. 
Also, sometimes areas described in the universe are almost too far off the beaten track, 
and management at various levels sometimes strongly wishes that internal audit would 
all but stay away. This chapter describes this author’s experiences some years ago and 
problems in trying to use an audit universe document for enterprises that were often in a 
state of turmoil. We are calling this situation auditing in the weeds, and while company 
names have been suppressed, these comments are based on this author’s experiences of 
more than 40 years performing and directing internal audits. 

 To better understand the many specialized internal audit areas included in an 
audit universe, all internal auditors must establish some key professional competen-
cies. This includes the ability to conduct an effective audit interview and to operate in 
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a  professional and credible manner when conducting internal audits. A discussion of 
these essential internal audit competencies is the second overall theme of this chapter. 

 Many of our key competency areas cover things that an internal auditor perhaps 
should have learned well before starting a career and even during the years of acquiring 
a basic education. This chapter cannot really explain how an internal auditor should con-
duct an auditee interview, for example, as any such interview depends on the individual 
internal auditor and the surrounding circumstances. However, a goal of this chapter is to 
remind internal auditors of subjects and areas that are important to the practice of modern 
internal auditing. Building an internal audit CBOK has been our ongoing chapter‐by‐
chapter topic, and the internal audit key competencies discussed in this chapter should 
be fundamental CBOK requirements for all internal auditors. Using the established audit 
universe and applying these key competencies, an internal auditor should be able to bet-
ter plan and manage internal audits, as discussed in Chapter   16   on project management, 
internal audit planning, and other topics.   

 15.1 AUDITING IN THE WEEDS: PROBLEMS WITH 
REVIEWS OF NONMAINSTREAM AUDIT AREAS 

 Enterprises of all sizes and areas of operations grow by acquisition. This typically hap-
pens when a corporation wants the products, technology, or even key people that are 
affi liated with a competitor. Sometimes the smaller unit will be purchased using cash or 
stock. When the acquisition units are of similar size, the combination will be a merger 
with one or the other remaining in charge. In almost all cases, the merged unit does 
not disappear at once but typically becomes a division or some other component of the 
parent. From an audit universe perspective, such mergers almost always create new 
auditable entities for the central parent corporation. 

 These mergers create very different internal control environments, depending on 
central corporate cultures. Sometimes, the acquiring corporation will send out teams of 
its own resources to aid and smooth the merger. In other situations, the acquired units 
will remain almost totally independent with their own functions and operations such 
that the only evidence of the merger will be the top‐level fi nancial reporting arrange-
ments. In his years of managing information technology (IT) internal audit functions 
and directing the overall internal audit process, this author worked in four different 
corporate environments, among others, where extensive audit universe lists were used 
or should have been used to plan and perform internal audits throughout an enterprise. 

 The paragraphs following describe four corporate environments where this author 
either directed the overall internal audit function, launched and established an IT audit 
function, or worked as an IT internal auditor. In the interest of confi dentiality, we have 
not disclosed actual corporate names, but one of this author’s example enterprises was 
eventually acquired by an even larger entity, two went bankrupt and have disappeared, 
and the fourth is sort of still in operation. Our internal audit experiences with two of 
these were before the Sarbanes-Oxley Act, but they all point to areas where internal 
audit functions and processes can always be improved. The following list describes these 
four corporate entities in general, and the paragraphs that follow describe some of the 
problems encountered with each when using a sometimes not well‐defi ned audit uni-
verse list to drive audit planning activities. 
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 ■ Corporation 1, a large international industrial manufacturer later 
acquired by an even a larger entity. Years ago, this author was a senior IT inter-
nal auditor working at a corporate level. Each of this corporation’s major division 
operating units had its own internal audit functions, with only limited coordina-
tion between them and corporate internal audit. Internal audit planning then was 
before the days of publishing an audit universe when this internal auditor developed 
his own audit plan and, for example, told his manager, “Hey, I’m finishing that IT 
controls review in Milan—how about if I review the facility at the Naples plant 
before flying home?” After a quick telephone call, the Naples audit was launched 
without too much advance planning.

 ■ Corporation 2, a now‐bankrupt, fairly large, old‐line U.S. manufacturing 
company that had some old‐technology dying product lines and products 
with some international operations. With cash remaining from some 
declining but still viable products and older good times, the corporation 
had embarked on a spree of technology‐related acquisitions. This author 
was in charge of a small IT audit function and reported to a chief audit executive 
(CAE) who tended to change plans and ground rules on an arbitrary, nonstop basis. 
Most of the newly acquired entities had weak controls with seemingly little central 
corporate direction.

 ■ Corporation 3, another now‐bankrupt Midwestern U.S. manufacturing corpo-
ration that had old‐line roots but more recently had embarked on a wide range 
of retail, manufacturing, agriculture, and distribution acquisitions. This author 
launched their corporation’s IT audit function and was responsible for an operational 
audit team. Although there was an audit universe document that had been developed 
in earlier, quieter times, corporate acquisitions and dispositions were so frequent that 
the audit scope was constantly changing.

 ■ Corporation 4, a once major U.S. corporation with operations in retail, 
finance, real estate, and insurance. The author launched the corporate‐level 
IT and finally assumed audit director responsibility for the entire internal audit 
function. The corporation was very large and had developed and regularly updated 
an extensive audit universe document that covered many company‐owned and 
company‐controlled operations.

We are using these example corporations to discuss some things that can go wrong 
with the use of just an established audit universe as an aid for effective audit planning. 
Much more is needed than a list of auditable entities that never can realistically be 
reviewed. In addition, there is need for strong central management direction to establish 
an effective internal auditor function for a larger corporation. We have titled this section 
“Auditing in the Weeds” because a poorly designed or even lack of an overall audit scope 
can lead an internal audit function off into inappropriate areas—often the weeds in a 
large corporate enterprise.

The need for some understandings on internal audit review requirements 
at example corporation 1. As an IT analyst many years ago, this author first became 
involved with internal audit after being asked to join a newly formed corporate level IT 
audit function at what we are calling corporation 1. This was years ago and the concept 
of an audit universe never entered the vernacular. The corporation had separate internal 
audit functions and staffs at each of its major divisions, but there was no coordination 
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between them at the staff level except for friendly words at a few joint social gatherings. 
The different audit functions performed similar reviews at various operating units 
with no attempt to review overall enterprise internal control strengths and weaknesses. 
Although this took place years ago when this author was not in an internal audit deci-
sion-making position, his recollection points out the need for an overall understanding 
of common internal audit review candidates across an enterprise, even though there 
may have been common internal control concerns across different operating units 
within the overall enterprise. We didn’t talk about the concept of establishing an audit 
universe then but it sure would have helped.

No clear understanding of internal audit’s scope and responsibilities at exam-
ple corporation 2. Leaving the large but uncoordinated internal audit function after 10 
years with example corporation 1, this author was next asked to form an IT internal audit 
function for an old technology corporation that was trying to bootstrap itself into the mod-
ern world through numerous new technology acquisitions. New IT audit resources were 
hired and attempts were made to launch effective internal control audit processes. How-
ever, the corporation was a mix of the older businesses that were tied to archaic and failing 
technologies and the recently acquired new businesses that had no connection to the core 
corporation and looked at headquarters only as a source of funds. The author reported to 
a CAE who ran things in a cycling crisis mode. There were attempts to institute some good 
internal audit procedures, but too much time was spent trying to put out multiple raging 
fires. This author and the IT audit staff he hired soon left for other opportunities, and the 
corporation was declared bankrupt in the following year or two.

Multiple newer acquisitions lacking corporate guidance and IT support 
at example corporation 3. This author spent three years with what we are calling 
example corporation 3 during the era of go‐go creative financing in which this enter-
prise acquired a large array of smaller independent companies ranging from regional 
retail chains to farm-building manufacturing to machine tools to lumber and agricul-
tural products and more. Corporation 3 easily got the financing to buy these businesses, 
and the original owners probably did well, but there was little follow‐up from corpora-
tion 3 except for monthly financial reporting rules and a copy of the corporate human 
resources manual. For example, there was essentially no corporate IT support.

Although there was never a formal audit universe document, internal audit was 
expected to visit and survey these new units. Even though Institute of Internal Audi-
tors standards at that time prohibited internal auditors from acting as consultants, the 
internal auditors visiting these newly acquired units were encouraged by senior man-
agement to act like consultants and discuss their thoughts and observations.

Corporation 3 was growing rapidly by acquisition, and internal audit support was 
fairly haphazard across these business units. Internal audit plans were assembled but 
were usually not met due to rapid enterprise changes. Shortly after this author left the 
company, corporation 3 attempted to acquire an even bigger target, got in over its head 
perhaps, and was eventually forced into bankruptcy. The internal audit department was 
dissolved except for the CAE, who was given a “turn out the lights” type of job to help 
to wind things down.

The problems with too large an audit universe at example corporation 4. 
After the continual crises at our example corporation 3, we spent the next eight years 
at a major public accounting firm taking roles as a national director of IT audit and 
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managing a consulting practice. We were then invited to launch a corporate‐level IT 
audit function at a very large major company that had been in business for many years. 
Although internal audit operated independently at the major divisions, there had been 
no central, corporate‐level IT audit function even though the company’s IT resources 
were centralized. There was an established and annually updated audit universe sched-
ule for this example corporation #4 that was very large, consisting of a number of retail 
and distribution units, business processing centers, and customer service centers, as 
well as a plethora of others where the corporation had effective fi nancial interests. There 
also was a sizable internal audit staff but poor risk‐based planning processes in place. 
Some units received frequent internal audits, perhaps because they were close to the 
homes of nearby fi eld auditors, while others never hit the audit candidate radar scope.   

 When this author took responsibility for this immense audit universe, a plan was 
developed to divide the universe into certain high‐risk and must‐perform internal audit 
candidates and the rest. Most of those other units had been on the audit universe list 
for years but were never considered as internal audit candidates. This author wanted to 
establish some internal audit coverage over these smaller units. A plan was developed 
to use statistical sampling, following the same techniques described in Chapter   10  , to 
select remaining audit candidates from the large and diverse audit universe list. 

 The sample selection plan and approach were sold to and accepted by senior manage-
ment and external audit. Our fi rst implementation, however, resulted in several problems. 
Although audit sampling theory says that every item in the population should have an 
equal probability of selection, the fi rst attempt to use this plan resulted in some really 
strange audit candidates. For example, the audit selection identifi ed an operational facil-
ity audit at a very small company‐owned termite eradication service in rural West Texas. 

 From a cost and risk perspective, it was very hard to justify an internal audit at 
such a facility. The recommendation here was to suggest organizing this termite eradi-
cation facility with other small freestanding units into some business group. Also, the 
audit universe selection process was modifi ed so that such very small, low‐risk potential 
operational audits would have some, but a very minimal, chance of audit selection. They 
could still remain on the audit universe list with a minimal chance of audit selection.   

 15.2 IMPORTANCE OF AN AUDIT UNIVERSE SCHEDULE: 
WHAT IS RIGHT OR WRONG 

 Based on our work and internal audit experiences over the years, the previous para-
graphs describe how an enterprise internal audit function can have problems if it does 
not have adequate planning procedures supported by an audit universe schedule. Prob-
lems also occur if such an audit universe schedule is too detailed, listing areas that 
will never or should never be subject to an internal audit review. Of course, the audit 
universe schedule should list the entities that internal audit should include in its plans 
and reviews. If the enterprise is so fl exible that everything is constantly changing, there 
may be some need to rethink overall internal audit strategy. 

 An enterprise internal audit function, led by its CAE, should develop an audit uni-
verse schedule subject to reviews and approvals by the audit committee and senior man-
agement. Such an audit universe may not cover every unit in the enterprise, as some are 
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just too small, low‐risk, or too technically complex to be considered for regular internal 
audit reviews. However, once an internal audit function has established its scope of 
potential areas to review, the CAE and other members of the audit team can subject 
these potential audit areas to risk analysis and otherwise develop overall internal audit 
activity plans. 

 Chapter   13   contains some descriptions and examples of developing and applying 
an audit universe schedule. The audit universe is a scope description of internal audit’s 
auditable entities for an enterprise—not what is necessarily included in the current 
annual audit plan but what internal audit management considers being within their 
scope. In some respects, it can be considered a defense mechanism for when manage-
ment or a member of the audit committee asks why internal audit did not review some 
area after some sort of crisis. However, the current audit universe should not be used as 
a crutch. The audit universe defi nes overall internal audit scope in a big picture manner. 

 There is no formal publication requirement, format, or approval process for an inter-
nal audit universe schedule. Internal audit should assess the current universe when 
reviewing annual audit plans with the audit committee. The CAE and other members of 
the internal audit management team should be responsible for changes to this schedule, 
and any updates should be given to the audit committee.   

 15.3 IMPORTANCE OF INTERNAL AUDIT KEY COMPETENCIES 

 What skills are essential to be a successful internal auditor? There are many, and they 
usually include having attained at least a four‐year college degree in an area that will 
give the new auditor an understanding of the importance of business operations as 
well as the ability to be able to easily observe areas of operations and to describe them 
through written and verbal methods. More importantly and even more fundamentally, 
an internal auditor must have strong personal ethics and a work‐related commitment. 
That is, when an internal auditor is sent to some auditee site or location to perform a 
review, the internal auditor must maintain a professional demeanor and conduct his or 
her work in an honest and ethical manner. These things are fundamental and necessary 
to build a set of internal auditor key competencies. 

 We have defi ned internal audit key competencies as some of the skills necessary to 
conduct effective internal audits. While some internal audit professionals may look at 
these selections differently, adding or deleting some, our recommendation for internal 
audit key competencies include: 

 ■ Interview skills . Whether interviewing a unit manager or staff members on a 
production fl oor, an internal auditor should be able to easily meet with these people, 
ask appropriate questions, and then gain the desired information. 

 ■     Analytical skills . The internal auditor should have the ability to look at a series 
of sometimes disconnected events and data and to draw some preliminary conclu-
sions from that material. 

 ■ Testing and analysis skills . Related to analytical skills, being able to review a 
series of events or populations of data to perform tests that will determine if audit 
objectives are effective is another tool an internal auditor should have. 
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 ■ Documentation skills.  An internal auditor should be able to take the results of 
audit observations as well as any tests and to document those results, both verbally 
and graphically, to describe the environment that was observed. 

 ■     Recommending results and corrective actions . Based on documented testing 
and analysis results, an internal auditor should be able to develop effective recom-
mendations for corrective actions. 

 ■ Communication skills . Whether to the staff that was subject to the audit or to 
senior management, an internal auditor should be able to communicate the results 
of the audit work along with recommendations for corrective actions. 

 ■     Negotiating skills . Since there can always be differences of opinion on internal 
audit fi ndings and recommendations, an internal auditor should have the ability 
to negotiate successful fi nal results. 

 ■     Commitments to learning . Internal auditors are always experiencing new 
changes and materials in their enterprise operations and the profession; they must 
have a passion for learning and continuing their education.   

 These listed points represent some really key competencies and skills that are neces-
sary to perform effective internal audits, no matter what industry, geographic area, or 
type of internal audit. The sections following discuss some of these key competencies 
in greater detail.   

 15.4 IMPORTANCE OF INTERNAL AUDIT RISK MANAGEMENT 

 Risk management was not a commonly recognized internal audit skill in its earlier days. 
In the 1982, fourth edition of this book, and before this author became a participant, 
it was not even mentioned. However, today risk management should be viewed as an 
important internal auditor CBOK competency requirement. Risk management is dis-
cussed in Chapter   7   on COSO ERM and should be considered as a four‐step process: (1) 
risk identifi cation, (2) quantitative or qualitative assessments of the documented risks, (3) 
risk prioritization and response planning, and (4) risk monitoring. This process should be 
implemented at all levels of the enterprise and as part of virtually all internal audit reviews. 
These common risks can occur because of a wide variety of circumstances ranging from 
poor fi nancial decisions to changes in consumer tastes to new government regulations. 

 Whether an enterprise is small, with few facilities in a limited geographic area, or is 
a large, global enterprise, it should develop internal risk management approaches. This 
is particularly important for the worldwide enterprises so common today. They may 
have multiple units engaged in different business operations and facilities in different 
countries. Some risks in one unit may directly impact or be related to risks in another, 
but other risk considerations may be effectively independent from the whole. Internal 
auditors should strive to identify and understand the various risks facing an enterprise 
in the course of their internal audit work, to assess those risks in terms of their cost or 
impact and probability, to develop responses in the event of a risk occurrence, and to 
develop documentation procedures to describe what happened as well as appropriate 
corrective actions going forward.   
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 15.5 INTERNAL AUDITOR INTERVIEW SKILLS 

 Internal auditor interviews with members of auditee management are an important fi rst 
step in the internal audit process. Based on the established audit universe, as discussed 
previously, internal audit functions will plan to perform a review of some area, whether 
an assessment of internal controls, a review of operational controls, or any of many other 
types of audit assessments. The internal audit function will structure some preliminary 
plans for those planned reviews, including identifying the audit objectives, timing, and 
internal audit resources to be assigned. These planning steps are discussed in Chapter   16  . 
The next step in this process is for the assigned in‐charge internal auditor to meet with 
designated members of the auditee organization for an initial internal audit interview. 

 That initial interview and all others that follow are keys in the internal audit pro-
cess. They are valuable fi rst steps to launch an internal audit and to gather information, 
but a poorly prepared or organized auditee interview can throw the internal audit so 
far off course that it may be diffi cult to complete things as planned or contemplated. All 
internal audit interview meetings, whether with auditee management and team asso-
ciates, should receive some internal audit preparation before launching the meeting. 

 Once an internal auditor has scheduled an auditee interview, the auditor should 
begin to focus on interview preparation. An internal auditor should never be fooled 
into thinking that he or she can simply walk into an auditee interview and just inform 
them of the planned audit. The auditee manager may have comments that “the timing 
is bad,” the audit objectives seem misstated, or “all of that was covered” in some past 
period review. An internal auditor’s goal must be to demonstrate the objectives of the 
planned review, as well as the auditor’s knowledge and qualifi cations for the planned 
internal audit. Adequate preparation is key! 

 Internal auditors will be involved with auditee and other management group 
meetings or interviews on a regular, ongoing basis. These meetings are the contact 
points to launch new internal audits as well as to review the status and continuing 
progress of internal audits. Such meetings are generally not formal and often involve 
an internal auditor just meeting a manager at a nearby offi ce desk or in a canteen over 
coffee. The real skill and competency need here is that an internal auditor should care-
fully plan objectives and even expected outcomes from such sessions, and then should 
conduct them in a planned, orderly manner. The last thing a professional internal 
auditor should do is to burst in on an auditee manager with no warning and then just 
blurt out some internal auditor concerns. The internal auditor’s objectives will not be 
met in that situation, and internal audit will lose credibility in the eyes of enterprise 
management.   

 15.6 INTERNAL AUDIT ANALYTICAL AND TESTING 
SKILLS COMPETENCIES 

 According to a defi nition from the Web source Wikipedia,  analytical skills  refers to the 
ability to visualize, articulate, and solve complex problems and concepts, and come 
to decisions that make sense based on available information. Such skills include 
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demonstration of the ability to apply logical thinking to gathering and analyzing infor-
mation, designing and testing solutions to problems, and formulating plans. To test for 
analytical skills, an internal auditor might be asked to look for inconsistencies in some 
production report, to put a series of events in their proper order, or to critically read a 
project status report and identify potential errors. An analytical review usually requires 
an internal auditor to review some audit evidence materials and then to use logic to pick 
apart a problem and come up with a solution.

Internal auditors are expected to use analytical processes on a regular basis. The 
idea is not to jump into an audit with an already assumed conclusion, but to break down 
the elements of whatever data or series of events is being analyzed in order to reach a 
conclusion, and this may very well not always be the conclusion the auditor expected to 
reach. To be truly analytical, an internal auditor needs to think about all of the factors 
involved in a situation and then evaluate the pluses and minuses in order to develop a 
recommended solution.

There are a large number of analytical tools, some simple and others very complex, 
that an internal auditor can use to support internal control reviews. At a very basic 
level, an internal auditor can check whether some account either is or is not approved 
or an account either does or does not balance. The auditor’s analytical skill comes from 
accumulating these results and reporting them in terms of statistical measures. In other 
cases, an ever‐greater number of decision criteria are not that clear‐cut, and an auditor 
might have the task of reviewing whether the separate documentation packages for a 
large set of product descriptions was adequate. While some packages may be missing, 
causing a failed audit test for that condition, many other documentation packages may 
be only sort of in place.

Internal auditor analytical skills are a key CBOK competency that can aid inter-
nal audit decisions to be developed in a consistent, organized manner. Too often, some 
professionals think of the terms analytics and analytical analysis as being related to a 
detailed, mathematically oriented process. Internal auditors should use analysis to 
describe their use of a well‐documented, well‐reasoned decision approach in their 
internal audit activities.

While internal auditors should use an analytical approach to develop their initial 
decision strategies, their next challenge and required key competency is to develop 
tests to review and assess the materials. Chapter 10 discusses audit sampling, with 
an emphasis on statistical and judgmental sampling. As a key internal audit com-
petency, testing or sampling can be viewed in a broader perspective as a key CBOK 
competency, and Exhibit 15.1 describes some alternative audit testing approaches. 
The first of these, observation, is often not thought of in terms of the concept of test-
ing. While an analytical approach, with established review and acceptance criteria, 
is often used to organize an observation‐based testing process, other valid testing 
approaches can be used as well.

No matter what method is selected, internal auditors should always take appropri-
ate steps to make certain that the samples they are testing are representative of the 
overall population analyzed. In the past, internal auditors sometimes just selected a 
couple of items of audit evidence from the top or head of a group of items and then made 
their audit recommendations based on this “sample” even though it may not have been 



356 ◾ Managing the Internal Audit Universe and Key Competencies 

c15 356 17 November 2015 5:51 PM

 EXHIBIT 15.1     Selected Audit Alternative Testing Approaches  

Physical Observation

A testing approach is used for processes that are dif� cult to formally document or control, for 
example, IT service desk problem analysis, stockroom cleanliness, or customer service practices 
that are important to the enterprise’s image, but usually are not formally controlled. These 
factors can be especially important to organizational success when considered in broader 
contexts, such as assessments of employee morale or the professional tone of an of� ce. 
Because these areas are somewhat subjective, developing internal audit recommendations can 
be dif� cult.

Independent Evaluations

An audit con� rmation is an example of an independent con� rmation. While this technique is 
more common with external auditors, internal auditors can sometimes � nd it useful as well. For 
example, con� rmation letters can be sent to enterprise vendors to verify their compliance with 
some matter.

Compliance Tests

Compliance testing helps determine whether controls are functioning as intended. When 
conducting compliance tests, internal auditors often use one broad sample to test several 
items concurrently. However, multiple samples are sometimes very effective. As an example, 
for disbursement testing, an auditor can use one sample to test documentation and approval of 
disbursements, another to assess contract approvals and agreement to payments, and a third to 
test personal reimbursements. Such targeted tests can yield much clearer results than using one 
sample to test all three items.

Exception or Defi ciency Testing

If a reporting system shows de� cient performance, exceptions can be reviewed in detail to 
understand root causes and determine possible resolutions. Many process improvements 
require coordination with other departments or persons involved in the process; internal audit 
involvement in de� ciency resolution frequently facilitates such coordination.

Accuracy Testing

Tests for accuracy help determine whether reviewed processes are measuring or assessing the 
right things and calculating results correctly. Much of today’s reporting contains signi� cant 
“black box” elements, where the underlying calculations are embedded in computer programs 
and intermediate � les. By using CAATT procedures and gaining an understanding of the 
reporting objectives, internal auditors can effectively verify systems reporting accuracy.

particularly representative of the entire population. An understanding of the sampling 
and testing process should be a key internal audit competency. 

 The other requirement for this internal audit competency is the appropriate anal-
ysis of the test results. Once an internal auditor has selected a sample and performed 
an internal audit test, the results should be analyzed. Having taken or pulled such 
a sample according to the established audit objectives, an internal auditor should 
then review sample results for any possible errors to determine whether they are 
actually errors and, if appropriate, the nature and cause of the errors. For those 
that are assessed as errors, the errors found should be projected, as appropriate, to 
the item population, if a statistically based sampling method is used. Any possible 
errors detected in the sample should be reviewed to determine whether they are actu-
ally errors. Internal auditors should consider the qualitative aspects of the errors, 
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including the nature and cause of the errors and the possible effect of the errors on the 
other phases of the audit. Internal auditors should also realize that errors that are the 
result of the breakdown of an IT process ordinarily have wider implications for error 
rates than do human errors. 

 Internal auditors should always take care to analyze and document their test 
sample results. Every effort should be devoted to making sure that the test results are 
representative of the overall population of items reviewed. When the audit results, 
as sometimes occurs, just do not “smell” right, an internal auditor should conduct 
any follow‐up procedures that are necessary. However, the process of establishing 
audit objectives, pulling a sample of items of interest to ascertain if audit objectives 
are being met, and then reporting these results is a key internal audit internal audit 
competency.   

 15.7 INTERNAL AUDITOR DOCUMENTATION SKILLS 

 Internal auditors have a major challenge to prepare meaningful and helpful documenta-
tion covering all of their work, whether informal notes from a meeting to audit workpa-
pers or the fi nal issued audit report. Internal auditors have an ongoing need to develop 
strong audit work documentation skills. However, in our electronic world of powerful 
word processing, wireless, and social media communications, that documentation can 
sometimes get out of hand. Developing effective workpapers and internal audit reports is 
discussed in Chapters   17   and 18, respectively, and the section following in this chapter 
discusses documenting results in workpapers. 

 Perhaps every internal auditor has received a documentation‐oriented word 
processing message describing an area of audit interest with some sort of support-
ing message attached. Documentation becomes a challenge when the first support-
ing attachment has its own attachment, several of which have more attachments, 
and on and on. Perhaps this type of a stream of attached documents provides the 
necessary and supporting information, but all too often such trails of attachments 
lead to ambiguities and problems. An internal audit function should establish some 
best practice standards for its internal electronic documentation. In some cases, the 
major automation software tools—such as Microsoft Office—will make this easy, 
but in other situations, there is a need to work around the vendor‐supplied software. 
For example, Microsoft’s Excel spreadsheet package does not have a strong revision 
control facility, and internal auditors will often need to establish their own revision 
control processes. 

 Exhibit   15.2    describes some internal audit e‐offi ce documentation best practices. 
We are using the term e‐offi ce to refer to the many word processing, spreadsheet, e‐mail, 
and other forms of electronic documentation that an internal audit function will need 
to support the internal audit work beyond formal workpaper binders and issued audit 
reports both within the audit offi ce and for auditor laptop systems. Whenever possible, 
these standards should be consistent with IT department standards, but the objec-
tive should always be to support the overall internal audit effort. If all members of the 
internal audit team use standard practices, such as Microsoft Word document revision 
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 EXHIBIT 15.2     Internal Audit E‐of� ce Documentation Best Practices  

A substantial amount of internal audit supporting documentation and other activities takes 
place on computer systems, whether auditor laptops, desktop machines tied to an audit of� ce 
wireless network, or even on terminals connected to a central server processor. All of these 
comprise the e‐of� ce—the use of e‐mail, word‐processing, spreadsheets, databases, graphics, 
and other tools. The following are some best practices that internal audit should consider when 
implementing an effective internal audit e‐of� ce: 

   1.   Establish hardware and software standards.  Whether they are at an internal audit of� ce 
in a remote, developing region or at corporate headquarters, all members of internal audit 
should use the same general hardware and software product suite. 

   2.   Use password‐based security rules with regular updates.  Because of the sensitive 
information that internal audit encounters, password controls, with requirements for 
frequent changes, should be implemented on all systems—even auditor’s personal 
laptops. 

   3.   Build security awareness.  All members of the audit team should be instructed in the 
sensitive nature of audit documents. For example, when documents are printed on a 
remote of� ce printer, establish rules that the initiator must be present during the printing 
process. Even better, avoid printing internal audit documents at a remote location. 

   4.   Backup, backup, and backup.  Strong procedures should be established for at least 100% 
daily backups of internal audit � le folders. A rotating stream of several cycles of backups 
should be established. 

   5.   Establish fi le revision control procedures.  Through the use of � le naming conventions or 
software system controls, conventions should be established to identify all documents with 
the date created and a revision number. 

   6.   Build templates and establish style protocols.  All memos, audit programs, audit plans, 
and other key internal audit documents should be required to use the same common 
formats. 

   7.   Establish e‐mail style rules.  While there are many needs and requirements for e‐mail 
messages, some general style rules should be established. In addition, de� ne and 
recognize areas that should be released as a controlled document rather that an e‐mail 
message subject to forwarding. 

   8.   Establish e‐mail attachment rules.  While attaching documents is an easy way to convey 
information, it can get out of hand with attachments attached to attachments, and so on. 
Guidance rules should be established here. 

   9.   Actively implement and monitor antivirus and fi rewall tools.  Effective software should 
be installed, regularly updated, and violations monitored, as appropriate. 

  10.    Limit personal use.   Whether a laptop brought to the auditor’s home, downloaded music 
� les, or a night-school paper typed in the of� ce, personal use of e‐of� ce resources should 
be limited, if not prohibited. 

  11.    Establish locks and security rules for portable machines.   All auditor laptop machines 
should be con� gured with locking devices and guidance in their use should be provided. In 
addition, security audit guidance should be established for all portable machines. 

   12.   Monitor compliance.  A member of the internal audit team should periodically review 
and monitor compliance with auditor e‐of� ce procedures. Process and performance 
improvements should be installed as appropriate.  

controls, internal audit will have greater success in controlling its own automation 
processes. As we have stressed several times in other chapters, internal audit standards 
in such areas as offi ce documentation should try to be at least as good as if not better 
than the enterprise’s overall standards.  
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 Going beyond our comments about effective internal audit e‐documentation, all inter-
nal auditors should develop strong skills and competencies in documenting every aspect of 
their work. Internal auditors should always keep in mind that their documentation, at all 
levels, may be subject to other reviews or disclosures. Whether it is a request from an audit 
committee member, an external audit, a court order, or even a government action, poorly 
prepared or inaccurate documentation could embarrass or even endanger the enterprise 
and damage both the internal audit function and the internal auditor (see Exhibit   15.3   ).    

 EXHIBIT 15.3     Internal Audit Documentation Best Practices   

 Best practices for increasing the quality of internal audit documentation include:  

  1.   Writing Narratives and Descriptions  
 ■    Describe all work in a narrative fashion such that an outsider can review some materials in 

place and understand the activities or processes. 
 ■    Document the audit concepts observed or performed, but do not describe assumptions 

of speculative ideas. 
 ■    Generate systems‐related documentation with use of hyperlinks where appropriate.   

  2.   Simplifi cation  
 ■    Keep documentation just simple enough, but not too simple—this is often an internal 

audit challenge. 
 ■    Write the fewest documents with the least overlap. 
 ■    Put information in the most appropriate places—that is, allow the reader to quickly grasp 

the main elements of a documentation package without having to go through multiple 
addendums. 

 ■    Display key information publicly by including summaries and brief descriptions where 
appropriate. 

 ■    Use a whiteboard, corkboard, or an internal web site—whatever is necessary to promote 
the transfer of information and thus communication.   

  3.   Determining What to Document  
 ■    Document with a purpose. For example, documentation describing test results should 

have a whole different focus and content than material designed for the audit staff. 
 ■    Focus on the needs of the actual intended users(s) of the documentation, who would 

determine its suf� ciency.   
  4.   Determining When to Document  

 ■    Iterate, iterate, iterate. Take evolutionary (iterative and incremental) approaches to gain 
feedback for materials under scrutiny. 

 ■    Find better ways to communicate, recognizing that documentation supports knowledge 
transfer, but it is only one of several options available. 

 ■    Keep documentation current. Materials that aren’t kept up to date are of little value to 
most users. 

 ■    Update documentation regularly, but internal audit should not devote too much time and 
resources to almost trivial issues. That is, documentation preparation resources must be 
balanced with other key internal audit activities.   

  5.   General  
 ■    Always recognize documentation as a requirement. It should not be postponed as a 

“when time is available” activity. 
 ■    Require users to justify documentation requests. Check‐out and back‐in processes should 

be established. 
 ■    Build a recognition throughout internal audit of the need for strong supporting 

documentation. 
 ■    Provide documentation preparation training to all members of the internal audit team.     
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 15.8 RECOMMENDING RESULTS AND CORRECTIVE ACTIONS 

 A very strong role—perhaps the most important—of an internal auditor is reporting the 
results of the internal audit work and developing strong recommendations for corrective 
actions, as appropriate. Internal auditors go through this exercise when creating their 
audit reports, as discussed in Chapter   18  , or when serving as an enterprise internal 
consultant, discussed in Chapter   30  . In all cases, an internal auditor needs to have the 
key skills to summarize the results of some audit work, to discuss what was wrong, and 
to develop some recommendations for effective corrective action. 

 While developing audit reports and their recommendations is often the responsi-
bility of only senior, in‐charge internal auditors or even the CAE, all members of the 
audit team should establish a competency to describe an audit fi nding and to make a 
recommendation for improvement. In some cases, a staff auditor will only go through 
this exercise as part of a workpaper note, but all internal auditors should think of much 
of their audit work in terms of: 

 ■    What were the objectives of this audit or exercise? 
 ■    What was found? 
 ■    Why were those audit fi ndings incorrect or not in compliance? 
 ■    What can be done to correct this error or control breakdown? 
 ■    What are internal audit’s recommendations for corrective action?   

 This is a review that is very much part of the overall internal audit process. Internal 
auditors at all levels should develop competencies to think of much of their work along 
those lines. Of course, it is always important that an internal auditor can think of or 
answer these questions in clear and simple enough terms that recipients can understand 
the issue and the nature of the suggested corrective action. This concept can become 
particularly diffi cult if the audit fi nding covers a complex or potentially obscure area. For 
example, an audit fi nding that covers an internal control weakness caused by an incor-
rect setting in an IT operating system production library will be diffi cult for many to 
comprehend. However, using analogies or other mechanisms, internal auditors should 
strive to prepare fi ndings and recommendations in a way that is easily understood. 

 The preparation of effective internal audit reports, with meaningful fi ndings and 
recommendations, is a very import competency area for all internal auditors. However, 
internal auditors at all levels should develop the skills to discuss and present audit fi nd-
ings and the related internal audit recommendations. This communication can take 
place in the workplace at all levels. 

 Internal auditors typically receive, review, and have access to a large amount of 
potentially confi dential information. For that reason, it is very important that strong 
security controls be placed over all internal audit fi les and retained data. However, inter-
nal auditors at all levels should develop the skills and demeanor to interact with others 
in the enterprise to communicate about their work as appropriate and to help allow 
others in the enterprise to understand the value of internal auditing to an enterprise. 

 These comments were somewhat due to this author’s experience where he encoun-
tered, as part of his enterprise consulting work, some totally noncommunicative internal 
audit functions. Involved in several recent IT consulting assignments, we encountered 
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internal audit functions that were quite properly located in secure facilities but where audit 
staff members had essentially no contact with other enterprise members. The internal 
auditors, in both cases, checked into the offi ce, went to their internal audit offi ce area, 
closed doors, and were not seen until the end of the work day. Perhaps working on other 
critical projects, other members of those enterprises were not at all impressed with this 
total lack of communication. Whether presenting the results of an internal audit to local 
management or dealing with others on a day‐to‐day basis, all internal auditors should 
develop some strong communication skills. This is another internal audit key competency.   

 15.9 INTERNAL AUDITOR NEGOTIATION SKILLS 

 Whether it is the recommendations developed in an audit report or those developed in the 
process of reviewing audit evidence on the shop fl oor, internal auditors will encounter 
many areas where management and others will disagree with the auditor’s assumptions 
or potential audit fi ndings. There is seldom a need for an “I’m right because I’m the audi-
tor” type of attitude. There can be many areas where an internal auditor will encounter 
a difference of opinion during a review or even where the internal auditor is just wrong. 

 Negotiation is something that we do all the time and is not used only for business or 
internal audit purposes. For example, we use it in our social lives perhaps for deciding a time 
to meet, or where to go on a rainy day. Negotiation is usually considered as a compromise to 
settle an argument or issue to benefi t the internal auditor and others as much as possible. 

 Communication is always the link that internal auditors should use to negotiate 
issues or arguments, whether it is done face‐to‐face, on the telephone, or in writing. How-
ever, internal auditors as all levels should recognize the negotiation is not always between 
two people; it can involve an internal auditor with multiple members of an auditee group. 

 Internal auditors at all levels should learn negotiation skills as they complete their 
audit reports and prepare recommendations. There are always issues here, but inter-
nal auditors should recognize that any type of audit fi nding, no matter how seemingly 
inconsequential, will be viewed as a criticism by auditee management. Sometimes an 
internal auditor will encounter a situation where auditee management wants to fi ght 
internal audit on every point, no matter how trivial or how solid the audit fi nding. 
Internal auditors should develop skills to negotiate and compromise on some items or 
areas, but should always reserve the right to say that something is wrong and it needs 
to be reported; any disagreement from the auditee can be covered in the responses to 
the audit report and interactions with the audit committee, if necessary. 

 Exhibit   15.4    outlines some elements of the negotiating process. Although prepared 
to describe the overall negotiation process in a very general manner, internal audi-
tors should keep these processes in mind when discussing any disputed audit fi ndings 
and recommendations. Many of the points in this exhibit describe the kinds of issues 
that internal auditors should have in mind when presenting a draft audit report and 
wrapping things up. That is, even though internal auditors will expect agreement with 
recommendations, they should go into a closing meeting fully understanding possible 
objections and why internal audit is making the recommendation. As a cautionary note 
here, when an internal auditor agrees to modify a suggested recommendation or even 
drop an audit fi nding, the matter should always be documented in as much detail as pos-
sible and with an emphasis on why the internal audit or decided to change some matter. 
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    EXHIBIT   15.4    Key Elements of the Negotiating Process

  This schedule describes the negotiation process in a very general manner. Internal auditors 
should consider this approach in such areas as discussed disputed audit evidence and making 
disputed audit report recommendations.

Phase I: Beginning the Negotiation—Prebargaining

1. Information: Learn as much as you can about the audit issue or problem to be discussed. 
What information do you need from the other side?

2. Leverage evaluation: Evaluate your leverage or relative negotiating power and the other 
party’s leverage at the outset. This is important because there may be a number of things you 
can do to improve your leverage or diminish the leverage of the other side. What will you do 
to enhance your leverage?

3. Analysis: What are the issues? This is particularly important when beginning a review of what 
might be a contentious audit report.

4. Rapport: Establish rapport with the auditee and your opponent(s). Internal audit needs to 
determine early on if your opponents are going to be cooperative; if not, consider employing 
a senior member of management as a possible mediator as soon as practical.

5. Goals and expectations: Goals are one thing; expectations are something else. What does 
internal audit expect to get out of the session?

6. Type of negotiation: What type of negotiation do you expect? Will this be highly 
competitive, cooperative, or something unusual? Will you be negotiating face to face, by fax, 
through a mediator, or in some other manner?

7. Budget: Every negotiation has its costs. Internal audit may have to divert staff and 
management time that it could be spending on other audit efforts to meet and negotiate. 
Unless you are willing to allocate unlimited time and resources, you will have to make some 
hard choices, which should be designed to give you the “most bang for your buck.”

8. Plan: Develop a tentative negotiation plan. 

Phase II: Bargaining Phase

1. Logistics: When, where, and how will you negotiate? This can be especially important when 
multiple units or locations are involved in the process. 

2. Opening offers: What is the best offer you can justify? For example, should you modify or 
throw out one of several disputed audit recommendations? Should you make an offer, or wait 
to let another party go � rst?

3. Subsequent offers: How should you adjust your negotiating plan when responding to 
unanticipated moves by your opponent?

4. Tactics: What sort of tactics will you employ? What sort of tactics is your opponent using on you?
5. Concessions: What concessions will you make? How will you make them?
6. Resolution: What is the best way to resolve the problem? Is there an elegant solution? Be on 

constant lookout for compromise and creative solutions. 

Phase III: Closure Phase

1. Logistics: How and when will you close the negotiation meeting? At this meeting or later on 
when internal audit presents a revised draft document? 

2. Documentation: Prepare detailed documentation describing the session, with an emphasis 
on planned changes and agreements by both parties.

3. Emotional closure: In wrapping up a meeting, it is important to address the underlying 
interests and needs of the parties. If you neglect the latter, the agreement will probably not 
sustain.

4. Implementation: Whether internal audit agrees to make some changes in a draft audit report 
and the auditee agrees to change some disputed practice, the negotiated agreement is of 
little value unless matters are implemented promptly.   
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 15.10 AN INTERNAL AUDITOR COMMITMENT TO LEARNING 

 A very signifi cant internal auditor key competency is that all internal auditors should 
develop a strong commitment to learning. This really should go beyond the 40 hours of 
continuing education requirement for Certifi ed Internal Auditors as outlined in Chapter 
  29  . Business and technology are always changing, as are the political and regulatory 
climates in which enterprises operate. All internal auditors should embrace this com-
mitment to constant and ongoing learning as a very key competency. 

 In many respects, the topics in many of the chapters of this book should help expand 
an internal auditor’s commitment to learning. Two examples of this type of learning 
need can be found in Chapter   19   on IT general controls and ITIL (formerly Informa-
tion Technology Infrastructure Library) best practices. While many internal auditors 
understand the importance of IT general controls, the ITIL best practices have not been 
a common area of interest among internal auditors, let alone IT functions in the United 
States. That chapter describes ITIL on a high level and why it is important from an IT 
internal control perspective. Similarly, Chapter   34   introduces International Account-
ing Standards and Internal Audit Worldwide. International accounting standards, as 
a substitute for the U.S.‐based generally accepted accounting principles (GAAP), have 
been growing in acceptance in the world, country by country and region by region, 
with the United States as the only major holdout. In 2008, the Securities and Exchange 
Commission in the United States set some tentative rules for a conversion from GAAP 
to these international standards, but they were followed by many objections. As of this 
publication date, the United States still has not converted to the international stan-
dards. Chapter   34   gives a very high‐level overview of these international standards, 
and although many internal auditors will not be involved in these accounting standard 
rules at all, they impact the reporting of fi nancial results; and in making a commitment 
to learning, internal auditors should at least learn a little more about the international 
standards and how they will impact processes in the United States. This is an example of 
an issue where an internal auditor should be aware and have some general knowledge 
of the issues.   

 15.11 IMPORTANCE OF INTERNAL AUDITOR CORE 
COMPETENCIES 

 In this chapter we have tried to emphasize both the concept of an audit universe and 
some key internal auditor competencies that go beyond such areas as internal audit 
standards or planning and performing effective internal audits. While some may want 
to place more emphasis or less on certain competency areas, these are generally areas 
in which all internal auditors will need to operate successfully. 

 Following our overall chapter‐by‐chapter internal auditor CBOK theme, these com-
petencies are essential to all internal auditors. While topics such as good communica-
tion skills or a commitment to learning are less knowledge areas than good practices, 
a strong familiarity and use of the key internal audit competencies discussed in this 
chapter should be required elements in every internal auditor’s CBOK.   
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16                                                        CHAPTER   SIXTEEN                 

 Planning Audits and Understanding 
Project Management                              

 INTERNAL AUDITORS ARE FACED WITH their own and management demands 
to plan and complete their internal audits in a timely fashion, making effi cient use of 
available audit resources, and to complete internal audit reviews of the overall array 

of internal audit candidates in their audit universe. Even though the audit committee, 
senior enterprise management, or even internal audit management may request that 
some area or function should be audited, internal audit needs a plan to perform such 
individual reviews. Internal auditors should think of performing an individual internal 
audit as a project, a special effort that requires planning, budgeting, and the allocation 
of resources. Each audit is a one-time effort that requires planning, execution, and a 
formal audit report. This chapter fi rst discusses the overall process of project planning 
and then expands those general project planning techniques to planning for individual 
internal audits. 

 Internal auditors will need to assess the effectiveness of project management 
internal controls in many of their operational reviews, as well as use good project man-
agement techniques in many of their internal audit activities. Effective project planning 
techniques are important in many areas of enterprise activity, whether it be moving 
offi ce facilities, launching a new marketing effort, or implementing a new IT system, 
and internal auditors should have a common body of knowledge (CBOK) understanding 
of project management best practices. These are important when planning and execut-
ing an individual internal audit and also when reviewing project planning activities in 
many operational areas in an enterprise. 

 While this and many other chapters describe a body of knowledge for internal 
auditors—our often referenced CBOK—this chapter will fi rst introduce the Project Man-
agement Institute’s Project Management Body of Knowledge (PMBOK) standards and 
discuss why these concepts are also important for internal auditors. Project manage-
ment best practices should be an important tool for planning and performing all levels 

Brink’s Modern Internal Auditing: A Common 
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Copyright © 2016 by John Wiley & Sons, Inc. 
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of internal audits. A project-based internal audit approach should generally improve 
internal audit’s management and performance processes. 

 The project management concepts described in this chapter should help to plan and 
perform individual internal audits, as discussed in Chapter   15  . Whether working at a 
staff planning individual internal audits or planning for more major audit activities, 
the use of good project management techniques should improve the internal audit 
function. These skills should be part of every internal auditor’s CBOK, and the chapter 
will conclude with a discussion of the importance of planning and organizing individual 
internal audit efforts as projects.   

16.1 THE PROJECT MANAGEMENT PROCESS 

 In past years, the term project was often used rather loosely and did not mean much to 
many internal auditors. While they talked about their reviews as “audits” and did not 
think of them as projects, people in other areas of the enterprise would be asked to orga-
nize a “project” to implement some special effort, and the organization and planning 
efforts for such a venture meant different things to different people. Those efforts often 
involved a designated lead person calling the project group together and doing little 
more than organizing the effort along the lines of “I want you, you, and you” to perform 
various project tasks, with little thought given to project enterprise and planning. These 
informal efforts often failed because the project team did not understand their individual 
as well as overall objectives, and neither time requirements nor the project scope were 
defi ned. In many instances, there were project time and budget overruns or the project 
failed for other reasons. Often that failure was due to the lack of a consistent, structured 
project management approach. 

 Several other project-related definitions are important here. Project managers 
often use the term program when discussing multiple projects. A program usually 
refers to a senior-level project used to manage or control a series of related or con-
nected projects. For example, an enterprise may want to implement some fairly large 
initiative that is divided into a series of separate projects. Each of these projects can 
operate independently, but a program structure will manage all of them together. 
This chapter will generally refer to a project both as one single effort and as a pro-
gram of multiple projects. An annual internal audit plan, consisting of multiple 
planned internal audits, can be called the annual program of planned audits for a 
period. 

 Historically, project management had been a poorly defi ned concept. Except for 
some U.S. government–led approaches, there was no consistent approach to proj-
ect management. Matters changed in the mid-1990s when the  Project Management 
Institute (PMI)  (www.pmi.org), a project management professional organization, was 
launched. Started by a small group of U.S. professionals looking for a more consistent 
defi nition of their work, PMI today is an international professional organization of 
over 2.9 million members in virtually every country worldwide. PMI has researched, 
developed, and published a wide range of project management guidance materials. Its 
most signifi cant document is a standards-like document called A Guide to the  Project 
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Management Body of Knowledge (PMBOK) , a comprehensive guide to all aspects of the 
project management process. Although not published as a government rules–type 
document, PMBOK has become the worldwide professional standard for project man-
agement practices. Exhibit   16.1    contains elements of the PMI’s defi nition of a project. 
It is a fairly extensive description covering many activities, but an internal auditor 
should think of this defi nition in terms of how an individual internal audit is organized 
and managed. We will be discussing more of this project management process in the 
sections to follow.  

 In addition to the PMBOK guidance covering individual projects, additional PMI 
materials include guidance for program and  portfolio management  as well as a stan-
dard for organizational project management, OPM3.  Program management  generally 
refers to a series of related projects, while portfolio management covers standards for 
a suite of projects and programs within an enterprise. The concepts of OPM3 can be 
useful for organizing and managing an internal audit function and will be discussed 
in a later section. 

 PMI also has a certifi cation program in which a PMI member who completes a 
professional examination and satisfi es experience requirements can be certifi ed as a 
PMP, or Project Management Professional.   

 EXHIBIT 16.1     PMI De� nition of a Project  

A project is a temporary endeavor undertaken to create a unique product, service, or 
result. The temporary nature of projects indicates that a project has a definite beginning 
and end. The end is reached when the project’s objectives have been achieved or when 
the project is terminated because its objectives will not or cannot be met, or when the 
need for the project no longer exists. A project may also be terminated if the client 
(customer, sponsor, or champion) wishes to terminate it.  Temporary  does not necessarily 
mean the duration of the project is short. It refers to the project’s engagement and its 
longevity. This term does not typically apply to the product, service, or result created by 
the project; most projects are undertaken to create a lasting outcome. For example, a 
project to build a national monument will create a result expected to last for centuries. 
Projects can also have social, economic, and environmental impacts that far outlive the 
projects themselves.
 Every project creates a unique product, service, or result. The outcome of the project may be 
tangible or intangible. Although repetitive elements may be present in some project deliverable 
and activities, this repetition does not change the fundamental, unique characteristics of 
the project work. For example, of� ce buildings can be constructed with the same or similar 
materials and by the same or different teams. However, each building project remains unique 
with a different location, different design, different circumstances and situations, different 
stakeholders, and so on.
 An ongoing work effort is generally a repetitive process that follows an organization’s 
existing procedures. In contrast, because of the unique nature of projects, there may be 
uncertainties or differences in the products, services, or results that the project creates. 
Project activities can be new to members of a project team, which may necessitate more 
dedicated planning than other routine work. In addition, projects are undertaken at all 
organizational levels. A project can involve a single individual or multiple individuals, a single 
or multiple organizational units.
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16.2 PMBOK: THE PROJECT MANAGEMENT BOOK 
OF KNOWLEDGE 

 A search for books on project management at a supplier such as Amazon will yield 
thousands of titles, covering all aspects and variations of project management. The 
better ones, however, are based on the previously referenced Project Management Body of 
Knowledge (PMBOK). PMBOK has also become a standard under the American National 
Standards Institute (ANSI).  1   Chapter   33   provides some background on ANSI standards, 
and PMBOK describes all aspects of project management. The following sections pro-
vide an overview of the PMBOK project management process and the description of 
project management along with an emphasis on how it can be useful for managing 
internal audit functions. Exhibit   16.1   provides an overview of PMBOK. Overall, internal 
audit competencies should be improved by following these principles of good project 
management. 

 PMBOK defi nes the project management as a set of fi ve basic process groups and 
nine knowledge areas that are the elements of almost all projects. Concepts applicable 
to projects, programs, portfolios, and operations, they have become a framework for 
effectively launching and executing projects. These fi ve basic project management 
process groups are: 

   1.  Initiating. There should be formal processes in place to launch any project effort, 
including a description of the project’s objectives, estimated budgeting, and appro-
priate approvals. From an internal audit perspective, these initiating processes are 
discussed in Chapter   8   on launching effective internal audits. 

   2.  Planning. Every project requires planning in terms of its time and resource 
estimates as well as for the linkages between components and other projects 
that require coordination. Chapter   15   on risk-based  audit planning  will provide 
insights here. 

   3.  Executing. These are the actual project activities—what needs to be done to 
accomplish project goals. From an internal audit perspective, these activities may 
range from individual reviews to executing an ongoing program of internal audit 
activities. 

   4.  Controlling. An ongoing set of processes should be in place to monitor the 
appropriate completion of project elements, determining that budgets and objec-
tives are being met. This is an important component in overall internal audit 
management. 

   5.  Closing. The fi nal process requires wrapping up the project effort and both 
delivering the project components as well as summarizing and reporting the project 
results. For many internal audit activities, this is the production of internal audit 
reports, discussed in Chapter   18  .   

 PMBOK matches each of these fi ve project management processes with nine project 
management knowledge areas in terms of their inputs, outputs, and tools and tech-
niques. Project inputs include the documents, plans, and necessary resources to do the 
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project, and the outputs are the completed project materials. To go from the project 
inputs to the completed end product, a wide range of tools and mechanisms are neces-
sary. A project to build a house, for example, would need lumber, a plan, and supplies 
such as nails and roofing as the inputs. A hammer and a saw as well as knowledge 
of carpentry are tools necessary to get started on the construction. The output is the 
completed house.

Although much more complex than just lumber, a hammer, and nails, the launch-
ing of an internal audit project also includes a set of key components, including a 
plan to conduct the audit, access to documentation and other materials to gain an 
understanding of the areas of concern, tools such as IT systems to perform the audit, 
and knowledgeable internal auditors to perform the review. In many respects, the 
construction of a frame house is a relatively small and simple project compared to 
many internal audit efforts. Most enterprise projects of any type are complex, and 
this complexity is what has led to the PMI and its PMBOK standards. Enterprises had 
too often launched major project efforts that were developed as if they were little more 
than this example of lumber, nails, a few tools, and hopefully a plan as the project 
components to build a house. The results were often massive cost and time overruns 
as well as failures to even complete the project. IT systems implementation projects of 
the past, as discussed in Chapter 19, were once examples of poor project management 
techniques. Massive amounts of resources were expended, and the final project results 
were often late and over budget, and missed original objectives. Many other non-IT 
projects had the same enterprise problems. All lacked consistent and thorough project 
management approaches.

PMBOK has defined the project management process in a consistent and well-
controlled manner. In addition to the five basic project management process groups, 
as discussed, the PMBOK guidance material defines nine of what are called project 
management knowledge areas:

 1. Project integration management
 2. Project scope management
 3. Project time management
 4. Project cost management
 5. Project quality management
 6. Project human resources management
 7. Project communications management
 8. Project risk management
 9. Project procurement management

PMBOK guidance describes each of these knowledge areas, in terms of their 
inputs, tools, and outputs, with a considerable level of detail. For example, Exhibit 
16.2 shows the summarized inputs, tools, and techniques and the outputs for 
PMBOK’s project risk management, and Exhibit 16.3 shows the data flow for PMI’s 
risk management components. PMBOK provides very detailed guidance for each of 
these project management components, and an internal auditor seeking to learn 
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more about effective project management techniques is encouraged to secure a 
copy of the current edition of the PMBOK guide. It contains basic guidance steps 
to manage and organize virtually any project, and these are certainly the steps an 
internal auditor should consider when planning the time and resource requirements 
for any internal audit.  

 In addition to guidance on general management, the PMBOK contains a fair 
degree of detail on the project management tools and processes needed in each of these 
knowledge areas. Exhibit   16.4    summarizes these PMBOK processes and knowledge 
areas. The purpose of this chapter is not to provide a detailed overview of all of PMBOK’s 
process and knowledge areas but to emphasize the role of this tool for planning and 
implementing effective project management processes for internal auditors. PMBOK is 
widely recognized today as the standard for managing a project.  

EXHIBIT 16.2 PMI Risk Management Components

Inputs

1. Project
 Management Plan
2. Project Charter
3. Stakeholder Register
4. Enterprise
 Environmental Factors
5. Organizational
 Process Assets
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1. Risk Management
 Plans

    EXHIBIT   16.3    PMI Risk Management Data Flow 
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In addition to being an internal audit tool, knowledge of PMBOK will allow an 
internal auditor reviewing a project-related area in business operations to ask some 
questions about how an enterprise area has used PMBOK principles in a review of any 
project-related area.

To provide a better explanation of how PMBOK is organized and how it can become 
a tool to help internal auditors, we have selected a portion of PMBOK element 4.2, as an 
example on developing a project plan. While the PMBOK guidance is more oriented to 
the IT developer or manufacturing product developer, these concepts apply to an internal 
auditor as well. PMBOK describes this area as “the process of documenting the actions 
necessary to define, prepare, integrate, and coordinate all subsidiary plans.” While the 
guidance here covers multiple plan areas or objectives, an internal auditor should think 
of this as preliminary guidance for building an internal audit plan. For example, assume 
that enterprise management has just purchased or acquired a company that will be folded 
into main operations. That purchase would only have taken place after there had been 
some due diligence work to gain a high-level understanding of the proposed acquisition, 
but this example assumes a situation where senior management requests that internal 
audit perform a detailed internal controls review of their new subsidiary acquisition.

As illustrated in Exhibit 16.4, every element of PMBOK is described in terms of the 
inputs, outputs, and tool and techniques to that process area. Develop Project Management 
Plan is numbered 4.2 and is at the intersection of the Project Integration Management 
knowledge area and the Executing Process Group, as shown in Exhibit 16.4. Again think-
ing of this detailed internal control review of the new subsidiary acquisition example, the 
required inputs for this process, following PMBOK guidance materials’ numbering, are:

 ■ 4.2.1 Project Charter. PMBOK emphasizes the importance of a project charter 
similar to internal audit charters discussed in Chapter 14.

 ■ 4.2.2 Project Scope Statement. This is a key document in the audit planning 
process, as discussed in Chapter 15. The internal audit team launching any review 
needs to have a strong understanding of their audit scope.

 ■ 4.2.3 Outputs from Planning Process. This step is less of an issue for internal 
audits because internal audit will go into any audit engagement with plans to docu-
ment processes reviewed as well as to deliver an appropriate audit report. This also is an 
example where PMBOK guidance does not entirely match internal audit procedures.

 ■ 4.2.4 Enterprise Environment Factors. These are PMBOK terms but include 
such areas as supporting information systems, any facilities issues, or any applicable 
governmental standards. Internal audit should gain knowledge of these input factors 
and should incorporate them into the internal audit planning as applicable. They 
include any other factors that can influence this audit plan. In this example, internal 
audit would use the results of the prior due diligence review as well as any internal 
audit work that may have been performed as part of preacquisition due diligence.

The project management plan here is the single output from this process work step. 
In our internal audit context, this would be an approved plan to initiate the internal 
audit. PMBOK’s tools and techniques section here only calls for the need for “expert 
judgment.” In our context, these would be the internal audit management skills to tailor 
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processes to meet the audit’s needs, to allocate necessary resources and skill levels, and 
to manage the audit’s change management and confi guration requirements. 

 PMBOK’s Develop Project Management Plan process, as with all such elements, is not 
a single, freestanding process but is linked to other key PMBOK components. Exhibit   16.5    
is a data fl ow diagram, adapted from the PMBOK guidance materials, that supports this key 
process and shows related linkages. Although at fi rst perhaps appearing as a fairly complex 
diagram to the internal auditor lacking a more extensive understanding of PMBOK, this 

    EXHIBIT   16.5    PMBOK Project Management Plan 
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exhibit shows how various PMBOK processes interact to develop a project management 
plan. For example, number 4.1, Develop Project Charter component, is the major input to 
this 4.2 process, with steps 4.3 through 4.6 describing the processes to manage, monitor, 
and close out the project. Just as Exhibit   16.5   shows a data fl ow diagram for the PMBOK 
4.2 component, there are similar data fl ows for 4.1 as well as 4.3 to 4.6. Again, this pro-
cess guidance also should be considered in the steps necessary to manage, perform, and 
complete an internal audit. The activities to the right and at the bottom of the exhibit show 
the procedures that feed this project integration management process to develop the proj-
ect management plan. For example, there is a left-hand process on 16.5 labeled 8.1, Plan 
Quality. The related processes noted here are a Quality Management Plan and a Process 
Improvement Plan. These are the types of internal audit quality processes that are dis-
cussed in Chapter   12  . The reader who may have found the three-dimensional COSO inter-
nal control framework, discussed in Chapter   3  , to initially appear complex will fi nd that 
PMBOK at fi rst seems even more complex. The idea, however, is that are many intercon-
nected elements necessary to build and maintain effective project management processes.  

 The PMBOK guidance materials discuss the inputs, outputs, and supporting tools 
for each of the numbered components, and they are all interrelated. These are standards 
necessary to effectively manage any project, and internal auditors should think of their 
more major audit activities in terms of formal PMBOK-type projects. While this guid-
ance material sometimes may be too broad for some smaller audits, it will serve as an 
excellent guide for managing most larger and complex internal audits. PMBOK provides 
almost a checklist covering important and essential steps for planning and performing 
successful individual internal audits.   

16.3 PMBOK PROGRAM AND PORTFOLIO MANAGEMENT 

 The PMBOK guidance focuses on individual projects and is useful for performing single 
internal audits. However, just as an internal audit function or department will be 
responsible for a series of internal audits over a period of time, any function managing 
a series of projects needs to think of them as a series of program projects as well as their 
relationships with other similar or related projects. Multiple and related projects are 
usually grouped together into what are called programs and project portfolios. A project 
management program consists of a series of related projects managed in a coordinated 
way to obtain benefi ts and controls that would not be available from managing them 
separately and individually. Programs generally consist of related work that may be 
outside the scope of the individual projects. 

 The need for program management generally occurs when an enterprise has some 
single objective that can only be achieved through a series of separate projects. For 
example, a plan to move a manufacturing facility to a new location would require a 
series of separate projects that all require coordination. One project here might require 
moving and setting up production equipment, another would move necessary raw mate-
rials, with still another doing IT systems conversions. Although someone should be in 
charge of coordinating all of these efforts, each project will have separate needs and 
requirements. They would be managed separately but grouped together as a program. 
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 Internal auditors should think of requirements for a series of related internal audit proj-
ects as a program. For example, the enterprise may be asked to review Sarbanes-Oxley Act 
(SOx) Section 404 internal controls at a series of facilities within the enterprise. Even though 
each of these audits would take place at different types of facilities with different geographic 
locations and responsible internal audit teams, they each have similar high-level objectives 
and a senior manager might be responsible for the overall completion of each. These group-
ings of projects might be organized and managed as a program, with the individual internal 
audit project managers all reporting to a program manager for this overall compliance effort. 

 Moving up to a higher level, portfolio management refers to collections of projects, 
programs, and other work that are grouped together to facilitate their effective man-
agement. If internal audit groups existed for two units of a corporation, perhaps one 
covering internal audits in European Union countries and the other for the United States, 
the internal audit activities for each could be considered an internal audit portfolio with 
both of these classifi ed under a higher-level portfolio at the corporate headquarters. This 
portfolio and program approach to project management is described in Exhibit   16.6   . The 
idea is that reporting relationships should be established when necessary to promote 
effi ciency and achieve overall objectives.  

    EXHIBIT   16.6    Project, Program, and Portfolio Management Interactions 
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 Just as the PMI-issued PMBOK has become the standard for project management, 
the organization has subsequently released standards for program and portfolio man-
agement. The PMI Standard for Program Management is a set of best practices for the 
management of multiple, related projects that are measured and evaluated as a program. 
PMI has a similar standard for portfolio management. This guidance is also useful to 
internal audit where multiple but similar internal audit projects can be managed as 
a program or considered as a portfolio. Exhibit   16.7    shows this interaction between 
projects and program. The idea is that there should be a tight interaction between the 
two. Program management does not totally drive or dictate individual project activ-
ity, and the separate projects will help to defi ne the overall structure of the supporting 
programs. The analogy between a series of individual internal audits and the overall 
audit function is very strong.  

 PMI program and portfolio management standards are important elements of the 
PMBOK project management guidance. Somewhat related to our Chapter   13   discus-
sions on the importance of an audit universe is PMI’s portfolio management set of best 
practices that takes both the project and program materials and defi nes them for high-
level program management best practices. There are numerous relationships between 
these three, and although the PMI best practices have been tailored to a pure project 
management environment, internal auditors should consider PMI’s best practices as a 
guide to managing both typical projects and internal audits. 

 Exhibit   16.8    shows the relationship between project, program, and portfolio 
management practices in terms of such factors as their scope, change management 
considerations, planning, success factors, management, and monitoring. This table, as 
well as many of the other exhibits in this chapter, has been extracted or modifi ed from 
the PMI best practices materials for project, program, and portfolios. Although PMI 
uses terms such as project manager, much of its guidance material is very applicable to 
managing separate as well as either programs or portfolios of internal audits. Internal 

    EXHIBIT   16.7    Interaction between Program Management and Project Management 
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 EXHIBIT 16.8     Project, Program, and Portfolio Management Overview  

Projects Programs Portfolios

 Scope Projects have de� ned 
objectives. Scope is 
progressively elaborated 
throughout the project life 
cycle.

Programs have a larger 
scope than individual 
projects and provide more 
signi� cant bene� ts.

Portfolios have a 
business scope that 
changes with the 
strategic goals of the 
enterprise.

 Change Project managers expect 
change and implement 
processes to keep change 
managed and controlled.

The program manager 
must expect change from 
both inside and outside 
the program and be 
prepared to manage it.

Portfolio managers 
continuously monitor 
changes in the broad 
environment.

 Planning Project managers require 
planning to evolve from 
high level to detailed 
planning throughout the 
project life cycle.

Program managers 
develop the overall 
program plan and create 
high-level plans to guide 
detailed planning at the 
component level.

Portfolio managers 
create and maintain 
necessary processes 
and communication 
relative to the 
aggregate portfolio.

 Management Project managers manage 
project teams to meet the 
project objectives.

Program managers 
manage the program staff 
and the project managers; 
they provide vision and 
overall ownership.

Portfolio managers 
may manage or 
coordinate portfolio 
management staff.

 Success Success is measured 
by product and project 
quality, timeliness, budget 
compliance, and degree 
of customer satisfaction.

Success is measured by 
the degree to which the 
program satis� es the 
needs and bene� ts for 
which it was undertaken.

Success is measured 
in terms of aggregate 
performance 
of portfolio 
components.

 Monitoring Project managers monitor 
and control the work of 
producing the products, 
services, or results 
that the project was 
undertaken to produce.

Program managers monitor 
the progress of program 
components to ensure that 
overall goals, schedules, 
budget, and bene� ts of 
the program will be met.

Portfolio managers 
monitor aggregate 
performance and 
value indicators.

auditors should develop a greater understanding of project management concepts, with 
an emphasis on the PMI PMBOK. This has become the worldwide standard for manag-
ing and understanding the project management process and is also becoming a strong 
tool for managing internal audits.    

16.4 PLANNING AN INTERNAL AUDIT 

 The overall PMBOK guidance is important for internal auditors in the understanding 
and use of good project management practices. Its concepts are particularly useful when 
internal audit is reviewing virtually any enterprise project-related activity, whether it 
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be an IT systems development effort, the move to a new offi ce complex, the introduction 
of a new product offering, or many others. The internal auditor involved in reviewing 
any such area should ask if the project is following PMBOK standards and should ask 
to see evidence of the project’s adherence to PMBOK, an effective project plan, and time 
and expense records. If such compliance records are not in place, there may be a solid 
internal fi nding here. 

 Past chapters have focused on components to build an effective internal audit func-
tion in an enterprise, internal audit practice standards, and other factors for assessing 
an array of potential internal audit candidates in an enterprise and selecting appropriate 
candidates for an internal audit. This section will focus on the steps necessary to plan 
and perform an individual internal audit beyond the broad PMBOK standards. While of 
course nothing is ever fully typical in the vast and varied world of internal auditing, this 
chapter here will use the same example company that has been cited in other chapters, 
Global Computer Products, to describe some of the processes necessary for planning 
and launching an internal audit. 

 The next section will focus on the necessary planning steps for a fi nancial/opera-
tional internal audit review of the material receiving and accounts payables functions at 
a Global Computer Products manufacturing plant. While the chapter certainly cannot 
cover all of the many control risks and other aspects of such a theoretical plant opera-
tion, this section will attempt to walk through some of the important characteristics of 
such an internal audit. Our assumption here is that our example internal audit team 
focuses primarily on operational internal controls with some emphasis on fi nancial 
issues and its supporting IT systems. 

 Although our discussion of PMBOK standards paints an environment that may 
not be typical for many internal auditors, these concepts provide excellent guidance for 
managing individual internal audits. All internal auditors must have a strong CBOK 
understanding if not hands-on experience in this process of planning and performing 
an individual internal audit.   

16.5 UNDERSTANDING THE ENVIRONMENT: PLANNING 
AND LAUNCHING AN INTERNAL AUDIT 

 Chapter   13   talked about the importance of building an audit universe, an approved 
and documented description of all of the potential candidates for internal audits 
within an enterprise. The idea of such an audit universe document is not to describe 
everything where internal audit might launch an internal audit during a current 
period but to describe the scope of internal audit’s planned activities. For example, 
assume our Global Computer Products example company has a small advanced prod-
uct manufacturing plant in the city of Muddville, but assume that the company has 
a small advanced products research facility at that same location. When assembling 
its audit universe description, internal audit management may have decided that the 
Muddville advanced products facility was too small, too specialized, or otherwise 
out of the scope for internal audit. However, in our example, assume that internal 
audit has decided to focus on a review of the manufacturing plant operations. In this 
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example, however, they are planning a review of the Muddville plant manufacturing 
direct materials cycle, the internal controls covering their purchasing, receiving, 
accounts payable, and overall accounting cycle operations. In addition, because the 
accounting cycle will be covered as part of SOx review procedures and the external 
audit later at year end, our example here has decided to focus on purchasing and 
receiving processes.

Although these processes are highlighted on the audit universe list, further 
assume that internal audit has never performed a purchasing and receiving processes 
review at this company facility, but has decided that its relative growth has pointed 
to a need for some internal audit work there. This example is not unusual for many 
internal audit functions. A large number of potentially auditable resources should be 
listed on the audit universe documentation, but because of the lack of time, resources, 
and other matters, some of these potential auditable entities never come up as candi-
dates for planned internal audit reviews. They may remain on the back burner until 
their growth or other issues attract management attention or until a member of senior 
management or the audit committee asks if internal audit has ever done any work at 
that facility.

In this example, assume that internal audit has decided to launch a review of the 
Muddville facility operations, as part of their annual internal audit planning process. 
We will assume that internal audit has established audit programs for reviews of these 
areas, as discussed in Chapter 15, and has enough general knowledge about their opera-
tions to get started in launching the internal audit.

An important first step in any internal audit is to look at other internal audits 
either in process or short-term planned, to consider the availability of internal audit 
resources, and then to prepare a preliminary internal audit plan. Let us assume that 
the Muddville facility is out of town but will not require any long-distance travel 
to visit the location. We will also assume that the chief audit executive’s (CAE’s) 
and other internal audit team members’ knowledge of plan operations there is 
sufficient that a preliminary visit is not necessary. However, based on what informa-
tion is available, internal audit would prepare a preliminary plan for the upcoming 
Muddville audit.

Exhibit 16.9 is an example of the type of preliminary plan that might be developed 
for such a review of these Muddville purchasing and receiving operations. Because 
the information here is only very preliminary, the plan does not use specific dates but 
assumes that two internal audit staff members will be assigned to do the work. The 
preliminary plan shown only uses approximate estimated hours at this time, but care 
should always be given to not seal such preliminary plans “in cement,” as more infor-
mation may force all planned estimates up or down.

Having developed preliminary plans for this audit, a next step is to inform the 
responsible management at that facility through an internal audit engagement letter, 
as was discussed in Chapter 8. Usually launched along with some high-level prelimi-
nary discussions, the engagement letter announces the planned audit along with 
its objectives, its approximate dates, and the assigned internal auditors. While local 
management will often claim that the audit’s timing is bad or other problems exist, the 
final audit plan may have to be adjusted, but then the audit can begin.
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16.6 AUDIT PLANNING: DOCUMENTING AND 
UNDERSTANDING THE INTERNAL CONTROL ENVIRONMENT 

 We have stated that our example internal audit function has never performed a review 
of purchasing and receiving operations at its Muddville facility but that it has audit 
programs and experience in performing similar reviews at other Global Computer 
Products facilities. However, because local processes and even supporting systems 
may differ from one plant to another, internal audit will need to gather more data and 
information about operations at Muddville. In an ideal world, internal audit can simply 
contact the local facility to be audited, ask them to send copies of fl owcharts and other 
documentation, and then go from there to begin their preliminary internal audit work. 

 We are characterizing an ideal world, however, as such documentation may 
be sparse, out of date, or nonexistent. Internal audit may want to ask some ques-
tions to gather more information about these processes. Exhibit   16.10    is an example 

 EXHIBIT 16.9     Muddville Purchasing and Receiving Preliminary Internal Audit Plan  

Location: Muddville Plant Facility

Assigned Audit Team:

Ref No. Audit Activity  Week 1  Week 2  Week 3  Week 4  Week 5 

1 Review past activity and 
assess risks

 X 

2 Develop audit approach 
and plan

X

3 Contact site to schedule 
audit

X

4 Travel X X

5 Review and document 
processes

X

6 Perform walk-throughs to 
con� rm understandings

X X

7 Perform tests of internal 
controls

X X

8 Perform other audit 
procedures per audit plan

X X

9 Summarize and con� rm 
audit results

X

10 Complete audit 
workpapers

X

11 Schedule audit closing 
meeting

X

12 Prepare draft audit report 
for corrective action

X
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questionnaire that internal audit could circulate to gain great information about 
an organizational unit and its environment where they plan to perform an internal 
audit. The results of that questionnaire should help internal audit to plan its review, 
including such things as the size and types of items to sample as well as the need for any 
IT application control reviews as discussed in Chapter   22  .  

 Effective internal audits cannot generally be performed by internal audit working 
just in the corporate offi ce and gathering audit evidence through e-mail messages and 
fi le queries. In almost all cases, internal auditors need to have their feet on the ground 
and spend some time visiting the auditee site and observing operations. Although it 
is sometimes only the result of general impressions, an internal auditor can typically 
learn a lot by spending time at an auditee site. Whether it’s noticing a manager who 
always arrives very late, an analyst who does not appear to be following good IT 
security procedures, or any of many other internal auditor observations, an on-site 
internal auditor should observe these activities and actions while performing audit 
fi eldwork. Many of these observations may not result in formal internal audit recom-
mendations, but they will help an internal auditor to gain an overall sense of the unit 
being audited. Some of these matters can be formally documented in internal audit 
workpapers, while others are just impressions that an internal auditor can use to 
support the overall audit conclusions. 

 EXHIBIT 16.10     Muddville Purchasing and Receiving Internal Audit Information 
Questionnaire  

   1.  Are all material purchases authorized through formal, approved purchase orders? 

  2.  Is purchasing based on a set of authorized, approved vendors? 

  3.  Are approved vendors screened periodically for performance factors, such as on time 
delivery, compliance to speci� cations, etc.? 

  4.  Are there any monetary or quantity limits on purchase orders that require additional approvals? 

  5.  Do all purchase orders comply with authorized payment and delivery expectation standard 
terms? 

  6.  Is the approved corporate purchasing system used for all material purchases? 

  7.  Do all material receipts go through regular receiving operations? 

  8.  Are there limits over the times when receipts are accepted? 

  9.  Are approved corporate receiving systems used for the receiving process? 

  10.  If incoming materials do not match to a purchase order in terms of purchase order 
documentation, quantity, approved deliver dates, or other factors, are processes are in 
place to resolve these issues? 

  11.  Are all critical materials subject to inspection? 

  12.  Are there standard documented processes in place for materials that do not match 
inspection criteria?         

     And other detailed questions to allow internal audit to gain an understanding of these 
processes.   
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 A far more important task that auditors have than making observations is to 
develop a good understanding of the materials they are reviewing, prepare documen-
tation to support or update any existing materials, and then use that material to identify 
any internal control vulnerabilities or to help in internal audit’s understanding of the 
processes being reviewed. Chapter   17   discusses documenting results through process 
modeling and stresses the importance of preparing preliminary process documentation, 
whether through high-level fl owcharts or descriptions of the operations slated to receive 
detailed reviews and testing. The idea is to show decision points in the process that are 
often areas for audit tests. 

 Our point here is not to describe a hypothetical process in any detail, but to show 
how appropriate internal audit process documentation can defi ne key decision points. 
In this example, if local management was concerned that bad, defective material was 
improperly entering into the production process, the internal auditor could use such a 
process fl ow to identify a point where, if materials were not given proper inspections, bad 
materials could enter into the production process. Simple fl owchart diagrams describe an 
internal auditor’s understanding of processes at the facility being audited. The internal 
auditor needs to confi rm that such a documented description is correct. However, many 
processes and their supporting fl owcharts are so complex that an internal auditor cannot 
just expect to show the fl owchart to a manager at the site to ask for a yes or no response 
if everything on the fl owchart is okay. More supporting information is often needed. 

 A walk-through exercise is often an effective way to verify that the process docu-
mentation is correct. This type of exercise is often most effective in very complex pro-
cesses with many twists and turns and multiple decision points as well as multiple 
people-dependent decision points along the way. The idea is that an auditor would take 
a document, such as a material receiving report, and manually walk it through each of 
the steps being reviewed to determine that the personnel at each step in such a decision 
chain actually perform the process as described. Results here can sometimes be interest-
ing. The internal auditor may present the document being analyzed to fl oor personnel to 
ask how they would process it. Sometimes the internal auditor will fi nd that the process 
is not always quite working as had been documented. 

 If an internal auditor fi nds that a documented process is not accurate, in most 
cases the prepared documentation needs to be revised. However, in some situations, 
interviews during a walk-through may identify potential internal control weaknesses. 
These are situations where unit management appears to think how a process should be 
working but an internal auditor, through interviews with people actually performing 
procedures, may fi nd that the reality is quite different. Situations like this may require 
some rethinking or revisiting.   

16.7 PERFORMING APPROPRIATE INTERNAL AUDIT 
PROCEDURES AND WRAPPING UP THE AUDIT 

 Assuming that the documented processes are correct and complete, internal audit needs 
to identify key internal control areas here and then to develop audit tests to verify that 
those controls are working. The size and type of these tests depends very much on the 
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nature and criticality of the processes reviewed. However, it is usually not sufficient to 
select one item to walk through the process, and then to say that everything is okay as 
long as those items met this audit test.

Chapter 10 discusses audit sampling, including using statistical and nonstatistical 
procedures to sample and evaluate audit evidence. Although some aspects of statistical 
sampling are complex and can lead an internal auditor into trouble, Chapter 10 suggests 
and we affirm again here that all internal auditors should have a least a CBOK general 
understanding of statistical audit sampling processes. These will allow an internal audi-
tor to state with some confidence whether an internal controls appear to be working or 
whether an account balance is correct.

In our example audit here, the internal audit team would have arrived at the Mudd-
ville plant audit site, confirmed the process documentation that they prepared prior to 
their arrival at the audit field site, or created documentation during their first audit steps. 
Next, after reaffirming that documentation through walk-throughs, internal audit needs 
to refine their own internal audit procedures and then perform the audit tests.

We have described an environment where the internal audit function may have 
arrived at the audit site with some established audit programs, as were introduced in 
Chapter 15, for the areas that they will be testing and evaluating. However, in just as 
many cases, the internal audit team on site may find the need to make some small adjust-
ments to their audit programs that had been prepared by internal audit management. 
In all such circumstances, the internal audit team should obtain approval for any audit 
program or procedure changes from internal audit management, and then go on to 
perform the actual audit steps as documented.

In our example internal audit, we are describing a relatively small set of procedures 
that would be performed with a small internal audit team—here two internal audi-
tors—and over a fairly short time span. There are many other internal audit situations, 
however, where an internal audit will be much larger in terms of the areas reviewed, 
the size of the audit team, the time duration, and many other factors. Strong project 
management tools are essential for such an extended review. No matter what size, the 
internal audit team needs to develop effective internal audit workpapers, whether in 
traditional hard-copy files or auditor laptop computer–based soft-copy workpapers. 
Workpaper formats as well as other formats to control and better manage internal audit 
are discussed in Chapter 17.

After the on-site internal audit team has completed its audit tests and performed 
other internal audit procedures, there is a need to wrap up the audit fieldwork before 
departing from the audit site. Although the final audit report and even a final draft 
report may not be complete prior to internal audit’s completion of their fieldwork, it is 
almost essential that the on-site internal auditors provide local management with at 
least a summary of their audit observations and potential finding and recommendations 
as discussed in Chapter 18 on the importance of internal audit reports.

Even though it may take some additional effort and audit resources to prepare even 
a draft audit report prior to the end of the audit fieldwork, internal audit should at least 
issue a potential audit findings point sheet that outlines the internal audit’s observations 
and potential recommendations. We have cautioned against the field auditors even 
trying to prepare a draft audit report before a more detailed review and approval by 
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 EXHIBIT 16.11     Audit Fieldwork Preliminary Findings Point Sheet  

 Internal Audit Point Sheet 

Audit: Muddville Plant Purchasing and Receiving Operations

Date: February 2, 20xx

Internal Audit Team Lead:

Note: These comments are preliminary internal audit � ndings and potential 
recommendations as a result of the recent internal audit review. The � nal results will 
be published in a soon to be issued internal audit report. While the � nal � ndings and 
recommendations may be somewhat subject to change, internal audit recommends that 
operations management begin corrective action steps in advance of their formal internal 
audit report.  

Audit Finding #1: Incoming materials are not receiving required quality inspections, per 
established procedures. Although procedures require detailed inspections for � nished 
electronic subassemblies, we found that some goods are being moved directly to production 
operations. In a sample of 15 incoming � nished subassemblies, we found that receipt packages 
for 33% had been moved directly to the production area, bypassing quality inspections.

Recommendation: 

Audit Finding #2: 

audit management. Although internal audit reports have always been important, SOx 
requirements have made them even more critical because the audit committee now has 
full access to all internal audit reports. In our era of e-mail attachments, it is quite easy 
for a report—even labeled “draft”—to be somewhat circulated and misinterpreted. A 
draft report that contains some incorrect or even embarrassing conclusions should be 
tightly controlled and monitored. 

 There are some situations, of course, where an internal audit team can leave an 
audit engagement with a strong draft or almost fi nal audit report. For example, when 
an enterprise has a large number of small retail or restaurant locations, the internal 
auditors performing the review will often be doing an almost checklist-compliance 
type of review, looking for such matters as whether required daily documents have 
been properly kept up to date. A full, fi nal audit report makes sense in such situations. 

 For larger, perhaps more comprehensive internal audits, such as our Global Com-
puter Products review of the Muddville plant facility, it is often a better idea to allow 
internal audit management to review and approve even the draft report. However, an 
internal audit point sheet is sometimes very effective. This is a document that does not at 
all look like an audit report but one that summarizes internal audit preliminary fi ndings 
along with their potential recommendations. Exhibit   16.11    is an example of such a point 
sheet. This would essentially be a discussion-level document. If management has some 
signifi cant areas of dispute, internal audit can document and agree to re-review draft 
fi ndings or to make potential changes to clear up any management areas of concern.  
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 Internal audit’s objectives here are not to come home with a dazzling audit report 
fi lled with fi ndings and recommendations but to review an area and to make recom-
mendations to improve the overall internal control environment there. These objectives 
can be missed as internal auditors too often get involved with “gotcha” kinds of audit 
fi ndings. As we have discussed throughout these chapters, internal auditors should try 
to provide overall service to management. 

 From a very high-level perspective, this section has tried to revisit some of the con-
siderations that are necessary to plan individual internal audits. There are many differ-
ent audit approaches to consider, and internal auditors should use any of the procedures 
discussed in here and in other chapters. No matter what best practices have been or will 
be discussed in other chapters, internal audits are only effective when an internal audit 
team establishes audit objectives, visits the area to be audited and gathers information 
to document and describe internal controls, tests those controls to determine whether 
they are effective, and then wraps up the audit by making recommendations for controls 
improvements, as appropriate. 

 Although some members of internal audit management get involved in desk-
related jobs away from fi eld activities and do not directly perform internal audits, 
every member of an internal audit function should have a strong CBOK level of knowl-
edge of what it takes to plan and perform effective internal audits. That is perhaps the 
fundamental skill in the internal audit process, and every internal auditor from the 
CAE to audit staff members should be familiar and comfortable with the basic internal 
audit process.   

16.8 PROJECT MANAGEMENT BEST PRACTICES AND 
INTERNAL AUDIT 

 Internal auditors should think of virtually every internal audit they plan and perform 
as a project similar to the best management practices that we have described on a high 
level here and that can be found in the PMBOK standard. The analogies between good 
internal audit practices and project management are strong. Exhibit   16.1   outlined the 
PMBOK-defi ned project management knowledge areas. These translate to the process 
of planning and performing an internal audit, using PMBOK terminology but from an 
internal audit perspective, as follows: 

 ■ Project integration management. Detailed plans need to be prepared for every 
internal audit, including processes to implement changes and alter that audit plan 
in light of new fi ndings or other developments during the course of the audit. 

 ■    Internal audit project scope management. Every internal audit needs to estab-
lish and document a clear statement of the audit’s scope at the beginning of the 
review. This scope will become a baseline for measuring internal audit progress, 
accomplishment of the scope’s objectives, and any necessary change control. 

 ■    Internal audit project time management. The time and activities of all inter-
nal auditors involved in a review need to be budgeted, recorded, monitored, and 
assessed. 
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 ■ Internal audit project cost management. Internal audit costs need to be bud-
geted, collected, and controlled. 

 ■ Internal audit project quality management. Every internal audit project needs 
to include appropriate quality planning, assurance, and control processes. These 
measures assess a particular audit as well as the overall internal audit function. 

 ■    Internal audit project human resources management. Proper attention must 
be given to all members of the team performing the internal audit, including audit 
team organization planning and all levels of staff development and training. 

 ■ Internal audit project communications management. Communications fac-
tors are important elements in any internal audit, whether in documenting results 
in workpapers, reporting status and results to both enterprise and audit manage-
ment, and development of the fi nal audit report. 

 ■ Internal audit project risk management. Every internal audit faces a variety 
of risks, and the internal audit team needs to have processes in place to formally 
identify and quantify those risks as well as to have procedures in place to respond 
to and control any risks associated with an internal audit. 

 ■ Internal audit project procurement management. Although they are per-
haps the least signifi cant of the PMBOK knowledge areas when compared to other 
aspects of an internal audit, processes should be in place during any audit contract 
for any outside services and goods as necessary.   

 Effective project management best practices, as defi ned in PMBOK, are an impor-
tant CBOK skill requirement for all internal auditors, both in developing internal audit 
projects and in assessing the maturity of project management practices in the course of 
their reviews. This chapter has provided a high-level overview of the PMBOK and project 
management, but an internal auditor should take steps to increase skills and knowledge 
in this very important discipline. Internal auditors should use project management tools 
and methods as an aid for more effi cient and effective internal audits.   

NOTE   

   1.   A Guide to the Project Management Body of Knowledge  ( PMBOK Guide ), 5th ed. (Newtown 
Square, PA: Project Management Institute, 2013).   
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17                                                        CHAPTER   SEVENTEEN                 

 Documenting Audit Results through 
Process Modeling and Workpapers                                      

 INTERNAL AUDITORS OBSERVE AND IDENTIF Y many process‐related problems, 
internal control weaknesses, or errors in data and operations as part of their internal 
audit reviews. However, those concerns and fi ndings will not be fully recognized by 

enterprise management unless they are supported by strong supporting documentation 
to describe an internal auditor’s fi ndings or assertions. An internal auditor can describe 
a high‐level internal control concern in a summary of audit results, but if managers 
responsible for the area audited only question the internal auditor’s fi nding, they will 
respond to the internal auditor with a “show me” type of request. Internal audits need 
strong documentation to support their audit fi ndings and observations. In addition to 
effective internal audit reports, as discussed in Chapter   18  , good documentation must 
support the internal audit work. 

 The ability to effectively document audit evidence is a very important internal audit 
skill. There are two dimensions here. First, an internal auditor is often exposed to a wide 
range of information on the business and its operations at some site. In order to better 
understand control strengths and weaknesses, an internal auditor needs to think of 
these activities in terms of their often not-well‐documented supporting processes. This 
chapter will review procedures for describing and documenting these activities through 
what is called process modeling. Auditor workpapers describe the activities. Other IT 
professionals use process modeling techniques with special diagrams and fl owcharts 
that are complex and sometimes look not unlike ancient Egyptian hieroglyphics, but 
this chapter will explore simplifi ed, effective process modeling techniques for internal 
auditors—an important CBOK skill. 

 The chapter also outlines techniques for documenting internal audit work in what 
are traditionally called audit workpapers. Called audit evidence, these are the materi-
als that are assembled to describe the results of an internal audit. Audit workpapers 
are very important for individual internal audits as well as for the total enterprise. 

Brink’s Modern Internal Auditing: A Common 
Body of Knowledge, Eighth Edition 
By Robert R. Moller 
Copyright © 2016 by John Wiley & Sons, Inc. 
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In some situations, they can even become a source of evidence in a litigation matter. 
Once organized in voluminous paper‐based fi les, audit workpapers now are often best 
organized in a digital format and assembled on laptop computers. This chapter will 
discuss some best practices for organizing internal audit workpapers today. 

 Internal audit has a Sarbanes-Oxley Act (SOx)–mandated legal requirement to 
retain its audit workpaper documentation for seven or more years. This can be a chal-
lenge when technology changes, sometimes make accessing these old records diffi cult, 
and physical space limitations present a challenge to keeping track of old internal audit 
activity records. The chapter will conclude with a discussion of internal audit record 
management and records retention best practices. Describing, documenting, and main-
taining records of internal audit activities are all internal audit CBOK requirements.   

17.1  INTERNAL AUDIT DOCUMENTATION REQUIREMENTS  

 Internal auditors spend most of their time reviewing records, performing analyses based 
on those records, and interviewing people at all levels in the enterprise to gain infor-
mation. Auditors use all of this information to develop audit conclusions and to make 
appropriate recommendations. However, this effort is of little value unless the audit work 
is documented in an orderly manner to both support the current audit effort and provide 
a historical record. If internal auditors did not cover all of the details at the conclusion 
of a current review, they can always rely on personal memory to fi ll in some miss-
ing detail or observation when wrapping up and concluding an audit. However, those 
undocumented observations are of little value if the audit work is called into question—
sometimes even for legal proceedings—months or even up to years into the future. The 
internal auditor who originally did the work may have moved on, and the internal audit 
work cannot be corroborated without supporting evidence. Strong, ongoing internal 
audit documentation is essential. 

Internal audit documentation  refers to published audit reports, action plans, and other 
materials supporting the reports, audit workpapers, key meeting minutes, special IT 
extract fi les, or reports. Of course, internal audit documentation cannot be retained in 
perpetuity, and an internal audit function should establish and follow some minimum 
documentation retention standards. While different countries and governmental units 
may have different rules, a good rule of thumb for internal audit document retention is 
the U.S. Securities and Exchange Commission (SEC) rules for external audit fi nancial 
records. 

 The SEC requires that “records be retained for seven years after the auditor 
concludes the audit or review of the fi nancial statements.” For an internal audit, the 
records retention period would also be a minimum of seven years after the audit report 
is released. While public accounting fi rms are subject to Public Company Accounting 
Oversight Board rules as well as potential shareholder legal action, internal audit is not 
quite under the same spotlight. Nevertheless, an internal audit function should make 
arrangements to keep all signifi cant records for this retention period. 

 The sections following discuss three important aspects of internal audit 
documentation: process modeling, audit workpapers, and document retention. In the 
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fi rst of these, an internal auditor will often begin a review in a new process area where 
there may have been no previous audits and even limited enterprise documentation. 
The internal auditor needs to observe operations, review reports and procedures, and 
ask questions to develop an understanding of that new process. This documentation 
is important for understanding the internal control environment and for making 
consulting‐related recommendations when appropriate. 

 Workpapers are the second major topic of this chapter. These are the documents 
that describe an internal auditor’s work and provide the basis and understanding for 
the internal audit. This chapter will discuss approaches for developing effective internal 
audit workpapers and will conclude with a section discussing workpaper document 
retention. We have moved from the printed and handwritten paper documents of the 
past to an era where audit work is assembled on laptop computers but where good docu-
mentation security and retention procedures are critical. A basic understanding of all 
three of these areas should be basic internal auditor CBOK requirements.   

17.2  PROCESS MODELING FOR INTERNAL AUDITORS  

 Business process models or descriptions are maps that help an internal auditor to navi-
gate through business activities: 

 ■    Where we are right now 
 ■    Where we need to go 
 ■    Where we came from 
 ■    How we got to where we are   

 Process models are really a sort of map or fl owchart to help an internal auditor 
navigate through a series of observed activities. However, good process modeling is 
more than just a simple road map showing how to get from one point to another. Such 
a map will not help if we make a wrong turn somewhere along the way, and we need a 
more detailed road map to get back to the initial intended course. Exhibit   17.1    shows a 
very simple process model for a custom products manufacturing process that an inter-
nal auditor has been asked to review. Here, the design operations group receives inputs 
or orders from its customers and delivers the completed products to them. However, 
in order to produce the output, it must coordinate with suppliers, and there must be a 
measurement system feedback loop to promote product improvements.  

 This is the type of simplifi ed chart that an internal auditor might draft on a fi rst visit 
to a facility when asking questions about the unit’s activities. Using this, an internal 
auditor can gather more information such as detailed input and output requirements 
between the process owners, the activities that transform a supplier’s input into an 
output that meets customer requirements, and the feedback and measurement systems 
that are necessary to make the process work. It is necessary to go a level or more beyond 
this simplifi ed model. For example, the operations processes could be defi ned in terms 
of planning, engineering, procurement, order entry, accounts payable, and accounts 
receivable.  
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   Understanding the Process Modeling Hierarchy   

 While a business unit has sometimes developed its own process charts covering key 
activities, an internal auditor will frequently have to develop them as part of an initial 
visit to gain an understanding of operations. Some key process defi nitions will help the 
internal auditor to better communicate with others, particularly those who have been 
trained and understand process management concepts, such as: 

 ■ Systems.  Related processes that may or may not be connected. 
 ■     Processes.  Logically interconnected, related activities that take an input, add 

value to it, and produce an output to another internal process or output customer. 
 ■ Activities.  Small parts of a process that are performed by a single department or 

an individual. 
 ■ Tasks.  Steps that are required to perform specifi c activities. 
 ■     External customers.  Entities outside of the process supplier’s unit that receive a 

product, service, or information from the supplier. 
 ■     Internal customers.  A person, department, or process within the enterprise that 

receives output from another process.   

 As part of understanding and describing processes, an internal auditor needs 
to understand how these process elements are related to one another. For example, 
Exhibit   17.2    shows a process hierarchy breakdown for what should be familiar for an 
internal auditor—the elements for performing an internal audit. While an actual pro-
cess description would be much more detailed, this example shows that the process of 
evaluating internal controls points to a stream of subprocesses leading to the process 
activity of conducting audit tests.  

    EXHIBIT   17.1    Process Model for Manufacturing Custom Products 
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 Performing a process analysis and documenting key elements will require much 
more effort than the preliminary auditor walk‐throughs described in Chapter   8   on per-
forming effective internal audits. An internal auditor will need to assemble a team of 
personnel involved in the process area and go through a process area in some detail, 
defi ning such things as input and output criteria, potential errors associated with each 
link, and feedback processes to correct those errors. This can be a time‐intensive process, 
but it should provide benefi ts to the current and future internal audits in the review area.   

   Describing and Documenting Key Processes   

 Process descriptions prepared by internal auditors should be part of the audit workpa-
pers for any review, as discussed in the section following. Their purpose is to describe the 
fl ow of inputs and outputs between process activities, and they require strong descrip-
tive material as well as fl owchart diagrams. Although process descriptions were once 
prepared with pencil‐and‐paper methods that caused them to quickly get out of date, 
we now have powerful automated tools on laptop computers that will easily allow an 
auditor to develop process fl owcharts. There are many strong products on the market, 
and while the objective of this book is not to endorse one product over another, we will 
say that SmartDraw and Visio are both excellent software products to consider. Before 
acquiring such graphics software, an internal auditor should meet with IT or quality 
assurance mangers to ascertain what software they are using. 

 Based on other modeling products in place, internal audit should develop diagram-
ming standards to use in describing enterprise processes and their internal controls. 

    EXHIBIT   17.2    Work� ow Process for an Internal Audit 
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These diagramming standards will consist of fl owcharts and brief descriptions. The 
descriptions, of course, should follow the same standards that internal audit is using in 
all of its audit workpaper descriptions, often bulleted notes that describe an interview 
that the auditor has conducted as well as the documented time and date of the inter-
view. These notes should be reviewed for supervisor approval and protected from future 
unauthorized alterations. They are an element of the internal audit workpapers and 
require the same controls as discussed later in this chapter. 

 A survey of process modeling techniques will show numerous alternative diagram-
ming approaches in use. Many are very complex and should be avoided, while others 
place too much emphasis on describing all of the detailed decision points in a process—
similar to fl owcharts that were once used to document a COBOL program.  1   Internal 
audit should develop a standard and consistent approach for its process modeling fl ow-
charts. Two easy‐to‐use and ‐understand approaches are input/output fl ow diagrams 
and workfl ow charts. 

   1.   Input/output process fl owcharts.  The fl ow description approach is best for pro-
cesses that deal with physical objects. Its focus is on the passive participants that 
are being consumed, produced, or changed by the process activities. This type of a 
fl owchart is a road map for transporting process steps from one activity to the next. 
Exhibit   17.3    shows an input/output process fl ow for manufacturing a wooden chair. 
Using an established blueprint, the various part inputs are transferred to an assem-
bly process. Once completed, the chair moves to a painting process. This is a simple 
diagram, but it shows how process inputs and outputs move through an operation. 

   2.   Workfl ow description process fl owcharts.  This type of diagram places its 
emphasis on the order of activities rather than what activity does the work. Exhibit 
  17.4    is an example of this type of fl owchart showing a payment and shipping 
fl ow. Here, all activities must be done in a specifi ed order, such as in the example 

    EXHIBIT   17.3    Input/Output Process Flowchart 
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fl owchart where it is essential to receive payment before shipping the goods. In 
this type of diagram, the emphasis is not on the participants but on the order that 
the process should fl ow. Because many internal audits involve offi ce‐type activi-
ties rather than manufacturing work steps, this form of process fl owchart often 
best provides a road map of the types of activities that an internal auditor will 
encounter.       

   Process Modeling and the Internal Auditor   

 Process modeling in an important internal auditor tool both for reviews of existing 
enterprise processes and to suggest areas for improvement. Chapter   30   discusses the 
role of an internal auditor as an enterprise consultant; an understanding of process 
modeling tools and techniques is essential there. An internal auditor can meet with 
enterprise teams and identify areas for improvement. 

 We have provided a very high‐level description of process modeling here. While 
the workfl ow type of fl owchart described is not very complex, an internal auditor may 
want to gather more information to increase process modeling skills. While Institute 
of Internal Auditors (IIA)–heritage internal auditors may not be experienced in process 
modeling techniques, any member of the enterprise involved with quality assurance 
processes should be familiar with the techniques here. Chapter   31   discusses quality 
assurance auditing and approaches, and every internal auditor should have at least a 
minimum level of process modeling and fl owcharting knowledge.    

    EXHIBIT   17.4    Work� ow Description Process Flowchart 
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17.3  INTERNAL AUDIT WORKPAPERS  

 Workpapers are the written records kept to gather documentation, reports, correspondence, 
and other sample materials—the evidential matter—accumulated during an internal audit. 
The term  workpaper  is a rather archaic auditing expression that describes a physical or com-
puter fi le that includes the schedules, analyses, and copies of documents prepared as part 
of an audit. The common characteristic of all workpapers is that they are the evidence to 
describe the results of the internal audit. They should be formally retained for subsequent ref-
erence and substantiation of reported audit conclusions and recommendations. As a bridge 
between actual internal audit procedures and the reports issued, workpapers are not an 
end in themselves but a means to an end. They are created to fi t particular audit tasks and 
are subject to a great deal of fl exibility. They must support and document the purposes and 
activities of an internal auditor, regardless of their specifi c form. Thus workpaper principles 
and concepts are more important than just their specifi c formats. 

 Internal audit workpapers can also have legal signifi cance. In some situations, 
they have been handed over, through court orders, to government, legal, or regulatory 
authorities as supporting evidence in some matter. When scrutinized by outsiders in this 
context, inappropriate workpaper notes or schedules can easily be taken in the wrong 
context. Workpapers form the documented record of both who performed the audit and 
who reviewed the work. Internal audit workpapers are the only record of the audit work 
performed, and they may provide future evidence of what did or did not happen in an audit. 

 This section provides general guidance for preparing, organizing, reviewing, and 
retaining internal audit workpapers. Once organized in bulky legal‐size paper folders, audit 
workpapers today are usually stored as computer‐based folders or in a combination of paper 
and computer documents. The preparation of workpapers is a basic internal auditor CBOK 
requirement. As a side note, this chapter as well as other chapters use the term  workpaper . 
Others in the fi eld have used  working paper  or  work paper . All mean the same thing. 

 As discussed in previous chapters, internal auditing is an objective‐directed process 
of reviewing selected business documentation as well as interviewing members of the 
enterprise to gather information about an activity to support the audit objective. The 
internal auditor then evaluates these materials and information gathered from inter-
views to determine if the objectives of the audit are being met and whether appropriate 
standards and procedures are being properly followed. Based on this examination, the 
auditor forms an audit conclusion and opinion that is reported to management, usually 
in the form of audit fi ndings and recommendations published in an internal audit report, 
as discussed in Chapter   18  . An internal auditor, however, should not just casually fl ip 
through some reports or observe operations to give management impressions of what 
was found. The audit evidence, documented in the internal auditor’s workpapers, must 
be suffi cient to support the auditor’s assertions and conclusions. 

 The overall objective of workpapers is to document that an adequate audit was 
conducted following IIA‐defi ned professional standards. The major functions of auditor 
workpapers include: 

 ■     Basis for planning an audit.  Workpapers from a prior audit provide an auditor 
with background information for conducting a current review in the same overall 



17.3 Internal Audit Workpapers ◾    397

c17 397 17 November 2015 5:06 PM

area. They may contain descriptions of the entity, evaluations of internal controls, 
time budgets, audit programs used, and other results of past audit work.

 ■ Record of audit work performed. Workpapers describe the current audit work 
performed and reference it to an established audit program (see Chapter 15 on pre-
paring audit programs). Even if the audit is of a special nature, such as a fraud 
investigation where there may not be a formal audit program, a record should be 
established of the auditing work actually carried out. This workpaper record should 
include a description of activities reviewed, copies of representative documents, the 
extent of the audit coverage, and the results obtained.

 ■ Use during the audit. In many instances, the workpapers prepared play a direct 
role in carrying out the specific audit effort. For example, the workpapers can con-
tain various control logs used by members of the audit team for such areas as the 
controls over responses received as part of an accounts receivable customer balance 
independent confirmation audit. Similarly, a flowchart might be prepared and then 
used to provide guidance for a further review of the actual activities in some process. 
Each of these would have been included in the workpapers in a previous audit step.

 ■ Description of situations of special interest. As the audit work is carried out, 
situations may occur that have special significance in such areas as compliance 
with established policies and procedures, accuracy, efficiency, personnel perfor-
mance, or potential cost savings.

 ■ Support for specific audit conclusions. The final product of most internal audits 
is a formal audit report, as discussed in Chapter 18, containing audit findings and 
recommendations. The documentation supporting the findings may be actual 
evidence, such as a copy of a purchase order lacking a required signature, or derived 
evidence, such as the output report from a computer‐assisted procedure against 
a data file or notes from an interview. The workpapers should provide sufficient 
evidential matter to support the specific audit findings that would be included in 
an audit report.

 ■ Reference source. Workpapers can answer additional questions raised by manage-
ment or by external auditors. Such questions may be in connection with a particular 
audit report finding or its recommendation, or they may relate to other inquiries. 
For example, management may ask internal audit if a reported problem also exists 
at another location that is not part of the current audit. The workpapers from that 
review may provide the answer. Workpapers also provide basic background materi-
als that may be applicable to future audits of the particular entity or activity.

 ■ Staff appraisal. The performance of a staff member during an audit—including the 
auditor’s ability to gather and organize data, evaluate it, and arrive at conclusions—
is directly reflected in or demonstrated by the workpapers.

 ■ Audit coordination. An internal auditor may exchange workpapers with their 
external auditors, each relying on the other’s work. In addition, government 
auditors, in their regulatory reviews of internal controls, may request to examine 
the internal auditor’s workpapers.

In some respects, audit workpapers are no different from the formal files of corre-
spondence, e‐mails, and notes that are part of any well‐managed enterprise. A manager 
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would keep files of incoming and outgoing correspondence, notes based on telephone 
conversations, and the like. However, these files are based on good practices and may 
vary from one manager to another in an enterprise. The manager may never be called 
on to retrieve these personal files to support some enterprise decision or other action.

Internal audit workpapers are different in that they may also be used to support 
or defend the conclusions reached from the audit. They may be reviewed by others for 
various reasons. Members of an internal audit enterprise may work on common projects 
and need to share workpapers to support their individual components of a larger audit 
project or to take over an audit performed previously by another member of the audit 
staff. It is essential that an internal audit department have a set of standards to assure 
consistent workpaper preparation.

Workpaper Standards

There is no specific form or format for internal audit workpapers. The Institute of 
Internal Auditors international professional standards, outlined in Chapter 9, contain 
only high‐level guidance for audit workpapers through their 2330 standard:2

Internal auditors should record relevant information to support the conclusions 
and engagement results.

This very broad standard is supported by a series of what the IIA calls Practice 
Advisories that provide additional supporting information on internal audit workpaper 
issues including their preparation, control of the documentation, and retention require-
ments. The actual style and format of workpapers, however, will vary from one internal 
audit department to another and, to a lesser extent, sometimes even from one audit to 
another. An internal audit department will often establish workpaper standards that are 
consistent with their external auditors. However, internal audit should always recognize 
the differences between the financial statement attestation work of external auditors 
and the operational aspects of internal auditing. While there is no requirement to adopt 
external audit workpaper standards, many internal audit functions find it convenient to 
follow the general format of their external auditor’s workpaper approaches.

Workpapers are not designed for general reading or as non–internal audit man-
agement reports. They are primarily designed to support individual internal audits but 
sometimes may be used by other members of the internal audit function, including 
management and quality assurance, as well as external auditors and corporate legal 
functions. The workpapers should follow a consistent set of standards and be able to 
stand alone so that an authorized outside party, such as an external auditor, can read 
through them and understand the objectives of the internal audit, the work performed, 
and any outstanding issues or findings. Internal audit workpaper standards should 
cover the following areas:

 ■ Relevance to audit objectives. The content of the workpaper must be relevant to 
both the total audit assignment and any specific objectives of the particular portion 
of the review. There is no need for materials that do not contribute to the objectives 
of the specific audit performed.
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 ■ Condensation of detail. An internal auditor typically gathers a considerable 
amount of detailed data and information on any review, but that material should 
be carefully summarized in the audit workpapers to reduce their bulk to better 
describe the audit. For example, an audit may use IT retrieval tools to confirm 
balances on a data file, but it is often not necessary to include the entire retrieval 
report–produced output in the workpapers. A totals summary with test results, 
some sample details, and a copy of the computer program used may be sufficient.

 ■ Clarity of presentation. To present clear and understandable material, internal 
auditors and their supervisors should review workpaper presentations on an ongo-
ing basis and make recommendations for improvements.

 ■ Workpaper accuracy. Workpaper accuracy is essential for all audit schedules 
and other quantitative data. Workpapers may be used at any time in the future to 
answer questions and to substantiate later internal audit representations.

 ■ Action on open items. Questions are frequently raised during an audit, as part 
of the internal auditor’s workpaper notes, or information is disclosed that requires 
follow‐up. There should be no open items documented workpapers on completion 
of the audit. All workpaper items should either be cleared or formally documented 
for future audit actions.

 ■ Standards of form. For workpapers to accurately describe the audit work per-
formed, they must be prepared in a consistent format within any audit workpaper 
or from one to another within the internal audit department. An internal audit 
manager should, for example, know where to find an auditor hours schedule for any 
workpaper reviewed. The standards of form should include:

 ■ Preparation of headings. Individual workpaper pages or formats should have 
a heading with the title of the total audit, the particular component of that total 
audit assignment contained in a given workpaper sheet, and the date. A smaller 
heading on one side should indicate the name or initials of the person who pre-
pared the workpaper and the date of preparation.

 ■ Enterprise. The use of appropriate headings, spacing, and adequacy of margins 
facilitates reading and understanding. The auditor might think of this enterprise 
along the lines of the manner in which a textbook is organized.

 ■ Neatness and legibility. These qualities not only make the workpapers 
more useful to all readers, but also confirm the care that went into their 
preparation.

 ■ Cross‐indexing. All workpapers should be indexed and cross‐indexed when 
feasible. Cross‐indexing provides a trail for the auditor and assures the accuracy 
of information in the workpapers, as well as in the subsequent audit report.

Workpaper Formats

As mentioned, workpapers were once lengthy manual documents, handwritten by 
auditors with samples of any reports and other exhibits included in the package. With 
the now pervasive use of auditor laptop computers to develop and document internal 
audit work, those older manual workpapers are far less common today. Exhibit 17.5 shows 
a manually prepared workpaper page from an operational audit of a physical inventory 
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observation. The important point here is this is a brief description of an internal 
auditor’s observations. This form can stand on its own. The workpaper reader can 
determine the entity it covers, who did the work and when, and how this workpaper 
sheet relates to others in the audit. This basic format will be used in other figures 
in this chapter and in examples throughout the book. The internal auditor must be 
particularly careful to document all work steps and all audit decisions. For example, 
if an audit program had a work step that the in‐charge auditor determined was not 
appropriate for a given review, the auditor should explain why that step was deleted 
rather than just marking it “N/A.” In some situations, the initial of the audit super-
visor who approved the change should also be included. Similarly, if the auditor 
was following up on a matter from a prior audit, the workpapers should document 
the manner in which the problem was corrected or else who advised the auditor 
that it had been fixed. It is not sufficient just to mark it “corrected” with no further 
references.  

 An internal auditor should always remember that situations may change and work-
papers may be called into question many years after they have been prepared. It is 
possible for a regulatory agency, such as the SEC, to obtain as part of an investigation the 
rights to see a set of workpapers prepared years earlier. They might ask further questions 
or take other steps based on the audit work and observations recorded in those quite 
old workpapers. Memories often fade, and in this type of situation the audit workpapers 
may be the only credible record. 

 As discussed, internal audit workpaper formats will generally be based on word 
processing–based fi les and folders or may be organized as 8½‐by‐11‐inch sheets secured 
in three‐ring binders. Some may even use the much older format of folders prepared on 
legal‐size sheets bound at the top. Today, most internal auditors prepare their  workpapers 

 EXHIBIT 17.5     Manually Prepared Workpaper Sheet Example  

 Global Computer Products Internal Audit 

AR‐2.5.1                                Audit: MAXXAM Plant Inventory Observation                                RRM

                                              Location: South Bluff—March 4, 20xx                                           3/4/xx 

Internal audit observed the taking of a � nished goods physical inventory at the MAXXAM div. plant 
in South Bluff, OH. We reviewed the physical inventory instructions issued by the plant controller’s 
of� ce (see X‐Ref‐01) and found them complete and satisfactory. Plant personnel started the 
inventory at 8:00 AM on March 3. Internal Audit observed that all other plant activities were shut 
down during the inventory taking and that counting proceeded in an orderly manner. 

Worksheets for recording the counts were prepared Global Computer’s inventory system—they 
listed the parts assigned to designated storeroom locations but with no actual quantities (see 
X‐Ref‐02). A representative from the controller’s of� ce—Lester Tuttle—headed the control desk, 
issued count sheets, and logged them upon receipt. 

As part of the inventory observation, Internal Audit selected a series of random stock keeping 
numbers and independently took test counts. We compared these counts to the counts 
recorded by the inventory team. Test counts and results were summarized (see X‐Ref‐03). 

As a result of this physical inventory observation, internal audit found  
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on their laptop computers where many of the auditor commentaries and schedules are 
maintained in secure fi les and folders. Regardless of page size or media, the purpose of 
a workpaper sheet is to provide a standard framework for documenting internal audit 
activities. As discussed previously, workpaper pages should be titled, dated, initialed by 
the preparer, and prepared in a neat and orderly manner. The next sections expand on 
this basic workpaper format.    

17.4  WORKPAPER DOCUMENT ORGANIZATION  

 A typical internal audit includes the gathering of a large amount of materials to docu-
ment some internal control process or the results of audit testing. With the wide range 
of activities reviewed and the equally wide range of audit procedures, the form and 
content of those individual workpapers may vary greatly. The major categories depend 
on the nature of the audit materials and the work performed, and the workpaper 
standards should be built around some specialized types of fi les. This chapter refers 
to these as  fi les,  while the term  folders  also is common today. Some internal audit 
departments still use the older term  binders  to refer to different workpaper groupings. 
Just as in any manual fi ling system, workpaper materials are classifi ed by their basic 
type and grouped together in a fi le or bound together in a binder in a manner that 
aids their retrieval. For most internal audits, the workpapers can be separated into 
the following broad audit areas: 

   1.   Permanent fi les.  Many audits are performed on a periodic basis and follow repeti-
tive procedures. Rather than capture all of the data necessary every time a periodic 
audit is performed, certain data can be gathered into what is called a permanent 
workpaper fi le, which contains data of a  historical or continuing nature  pertinent to 
current audits. Some of this data may include: 

 ■    Overall enterprise charts of the audit unit 
 ■    Charts of accounts (if a fi nancial audit) and copies of major policies and procedures 
 ■    Copies of the last audit report, the audit program used, and any follow‐up 

comments 
 ■    Financial statements about the entity as well as other potentially useful 

analytical data 
 ■    Information about the audit unit (descriptions of major products, production 

processes, and other newsworthy matters) 
 ■     Logistical information to help the next auditors, including notes regarding 

logistics and travel arrangements 
 A permanent fi le is not meant to be  permanent  in the sense that that there will 

never be changes; rather, it provides an internal auditor starting a new assignment 
a source of background material to help plan a new audit. The permanent fi le is a 
source of continuity to tie audits together over time, but auditors are sometimes 
guilty of loading up these audit fi les with materials that do not deserve permanent 
status—for example, copies of various procedures that will have changed by the 
time of the next audit. Materials readily available at the time of the next audit need 
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not be retained in permanent files unless certain ongoing procedures were based on 
those earlier materials. Similarly, internal auditors sometimes fill up paper‐based 
permanent files for out‐of‐town locations with maps and menus of local restaurants. 
These units will change, as will both individual auditor preferences and department 
policies. This administrative planning material should be kept to a minimum.

 2. Administrative files. Although a separate workpaper administrative file may 
not be necessary for a smaller audit, the same general administrative workpaper 
materials should be incorporated somewhere in all audit workpaper sets. If there is 
only a single auditor or limited review, this material may be incorporated into the 
single workpaper.

 3. Audit procedures files. Records should be maintained of the actual audit work 
performed, depending on the type and nature of the audit assignment. For example, 
a financial audit may contain detailed spreadsheet schedules with auditor com-
mentary on tests performed. An operational audit may contain interview notes and 
commentary on auditor observations. This file is generally the largest for any audit 
and often contains the following elements:

 ■ Listings of completed audit procedures. Workpapers are a central 
repository documenting the audit procedures, and include copies of the audit 
programs along with the initials of the auditors and the dates of the audit steps  
(see Exhibit 17.6). Commentary notes may be on the programs or attached as 
cross‐referenced supplementary notes.

 ■ Completed questionnaires. Some internal audit functions use standard 
questionnaires covering particular types of internal control procedures. These 
questionnaires normally provide for yes and no answers and appropriate supple-
mentary comments.

 ■ Descriptions of operational procedures. Workpapers should briefly describe 
the nature and scope of a specific type of operational activity. This description 
can be a process flowchart, as discussed earlier in this chapter, or a verbal narra-
tive. An internal auditor should always note on the workpaper the source of the 
information used to develop this description. A member of auditee management 
may have described the process, or the auditor may have gathered this informa-
tion through observation.

 ■ Review activities. Many internal audit workpapers cover specific investigations 
that appraise selected activities. These can include testing of data, observations of 
performance, inquiries to designated individuals, and the like. This is perhaps the 
most common type of workpaper prepared by the internal auditor. It follows no 
one form but only serves to describe the audit activities performed and the results. 
Exhibit 17.7 shows a workpaper covering tests of an audit of travel and entertain-
ment expenses. As shown here, an internal auditor would provide some details of the 
audit work even though the final audit report will only summarize these findings.

 ■ Analyses and schedules pertaining to financial statements. In a finan-
cially oriented audit, a special variety of workpapers relates to attesting to the 
accuracy of financial statement or account balances. This type of workpaper 
schedule is an appropriate documentation for the SOx Section 404 reviews 
discussed in Chapter 5.
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 ■ Enterprise documents.  There are often basic enterprise documents such 
as enterprise charts, minutes of meetings, particular policy statements or 
procedures, contracts, and the like. While some of these might be more appro-
priate for the permanent fi le, others are unique to a particular audit. However, 
the auditor should not include all material in the workpapers. For example, 
it may be suffi cient to include a table of contents and have relevant extracts 
rather than incorporating an entire procedures manual in the workpapers. 
The purpose of these documents is to help future auditors in their decisions 
or processes. 

 ■ Findings point sheets, supervisor notes, or drafts of reports.  Point sheets 
describing the nature of the audit fi nding as well as reference to the detailed audit 
work should be included in audit procedures fi les even though a copy has been 
forwarded to the administrative fi le. During an audit, the in‐charge auditor or 
audit supervisor prepares review comments that may require explanation by the 
auditor. In some cases, further audit work is needed. A workpaper point sheet is 
shown in Exhibit   17.8  . For smaller audits that do not have an administrative fi le, 
draft versions of the written report should be included here. These drafts can be 
annotated to show major changes, the persons responsible for authorizing those 
changes, and in some cases the reasons for the changes.  

 ■ Audit bulk fi les.  Internal audits often produce large amounts of evidential 
materials that should be retained but are not included in the primary workpa-
pers. For example, internal audit may perform a survey that results in a large 
number of returned questionnaires. These materials should be classifi ed as 
workpapers but should be retrieved from the bulk fi le as necessary.        

 EXHIBIT 17.6     Workpaper Audit Program Example  

B25

Global Computer Products Internal Audit 
Audit: Headquarters Direct Sales 

AUDIT PROGRAM–CASH
LCT

10/31/xx

Ref. Audit Procedure Disposition

1.a Review sources of reducing dif� cult‐to‐control cash conditions. W/P B.32 
LCT 10/30/xx 

1.b Determine that physical safeguards exist and are adequate for any 
cash maintained in any areas of operations.

1.c Review procedures to keep cash on hand—in all forms and levels.

2.a Determine that petty cash and branch funds are utilized and operated 
on an impress basis.

2.b Assess adequacy of documentary support for petty and miscellaneous 
cash disbursements.

W/P B.37
LCT 10/29/xx

2.c Review controls surrounding issuance and use of company credit cards.

3.a Determine all employees who handle or have direct access to cash are 
adequately bonded.

4.a Select one of the petty cash funds and independently observe a cash 
count, reconciling results to recorded records.

W/P B.26
LCT 11/05/xx
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 EXHIBIT 17.7     Travel Audit Workpaper Example  

Global Computer Products Internal Audit
Audit: Headquarters Travel & Entertainment

Z12.4 AUDIT PROGRAM—CASH 10/31/xx

Internal Audit reviewed a sample of employee travel and entertainment reports filed electronically 
during the 3rd quarter, 20xx. During that period, 987 reports were filed. We selected a sample of 
45 of these reports for our review based on these criteria: 

 ■    All reports for the 6 senior officers—16 reports reviewed. 
 ■    Reports involving international travel—2 reports reviewed. 
 ■    All other reports having total reported expenses > $5,000—7 reports reviewed. 
 ■    A sample of the remaining 987 reports filed—27 reports reviewed.  

Our review was based on Global Computer Product’s travel and entertainment procedures, 
dated 03/12/xx. Selected sample reports were reviewed for these criteria: 

 ■    Reported expenses with policy guidelines. 
 ■    Use of the company credit card where appropriate. 
 ■    Use of company designated air carriers and rental cars. 
 ■    Appropriate levels of management approvals.  

The results of the review are summarized on 

 EXHIBIT 17.8     Workpaper Supervisor Point Sheet Example  

A.4.2 

 Global Computer Products Internal Audit 
 Audit: Axylotl Plant Production Control 

 Workpaper Review Notes 
 RRM 

 11/08/xx 

 W/P Ref.  Supervisor Review Notes  Auditor Actions 

B‐21 &   C‐21 Missing W/P X‐references. Corrected 

B‐16 Schedule does not cross‐foot to D‐02 
summary. Please revise and correct. 

OK—See D.02.1 

D‐20 Does the ref. point to larger control problem? OK—See D.02.1 

D‐21 W/P sheet not signed or corrected. Corrected 

D‐36 Evidence does not support your 
recommendation—Clarify! 

D‐41 to 5 Missing W/P X‐references Corrected 

— Where is the X‐Cat software located? See XCM folder 

 Workpapers are the basis for communicating audit documentation from one audit 
or auditor to the next and are also a means of communication with the enterprise’s 
external auditors. An internal audit department should establish some overall standards 
covering the style, format, and content of the workpapers used in various audits. Some 
specifi c details do not need to be frozen, given the various types of audits performed and 
evolving audit automation procedures, as discussed later. However, workpaper content 
should be prepared consistently for all audits. The audit procedures workpaper fi le, for 
example, should contain materials covering each of the just discussed areas.   
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17.5  WORKPAPER PREPARATION TECHNIQUES  

 Much of the process of preparing workpapers involves the drafting of audit comments 
and developing schedules to describe the audit work and support its conclusions. This is 
a detailed process that requires internal auditors to follow the overall audit department 
standards for the preparation of workpapers, and also to make the workpapers easy to 
follow and understand. An important aspect is to ensure that all members of the internal 
audit staff have an understanding of the purposes for and the criticality of their audit 
workpapers. These schedules will be reviewed by internal audit management and others, 
who may question the type and extent of the work performed based on whatever is docu-
mented in the workpapers. This section discusses some of the basic techniques needed 
for preparing adequate workpapers. These comments are largely based on today’s more 
common laptop‐prepared workpaper templates but also include more traditional, manu-
ally prepared workpapers. Whether prepared manually or using a computer‐based sys-
tem, audit workpapers should contain certain indexing and notation standards that will 
allow for easy review by other interested internal audit professionals. 

 ■ Workpaper indexing and cross‐referencing.  Similar to reference notations 
in textbooks, suffi cient cross‐references and notations should allow an auditor or 
reviewer to take a signifi cant reference in a workpaper commentary and trace it 
back to its original citation or source. For example, a workpaper document describ-
ing a fi nancial review of fi xed assets might mention that the IT application that 
calculates depreciation has adequate controls. It is suffi cient to provide a cross‐ref-
erence so that the interested reader could easily fi nd those depreciation compu-
tation control auditor review workpapers. Index numbers on workpapers are the 
same as volume and page numbers in a published book. Workpaper index num-
bers should tie into a table of contents, which usually appears on the fi rst page of 
the workpaper folder or manual binder. The number identifi es the specifi c page in 
the workpaper binder. References to this number elsewhere allow an auditor to 
immediately select the correct workpaper binder and page. The system used for 
index numbers in a set of workpapers can be as simple or as complex as desired. 
Many internal audit departments adopt the same general indexing system used 
by their external auditors so that all members of the audit staff can understand 
the correct reference to a volume in a given workpaper set. A method for indexing 
manually prepared internal audit workpapers might follow a set of three digits so 
that “AP‐5‐26” would mean the 26th page of the 5th step in a given set of audit 
procedures. If multiple pages were required for page 26, they would be expressed 
as AP‐5‐26.01, AP‐5‐26.02, and so forth. Any numbering system should be easy to 
use and adaptable to change. With laptop‐based workpaper documents, Microsoft 
Word hyperlinks can be a useful tool. 

 Cross‐referencing refers to placing other reference workpaper index numbers 
within a given workpaper schedule. For example, a workpaper schedule may discuss 
controls over fi xed‐asset additions and state that all additions above some specifi ed 
limit receive proper approval by management. That workpaper statement would 
parenthetically reference another workpaper index number denoting fi xed‐asset 
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tests and indicating evidence of management approvals. Cross‐reference numbers 
are particularly important in fi nancial audits where all numbers on various sched-
ules should be tied together to assure consistency. 

 ■ Tick marks.  Back in the early days of manually prepared audit workpapers, audi-
tors often prepared a fi nancial or statistical schedule and then selected various 
numbers from that schedule on which to perform one or more additional tests. 
For example, an auditor may review a sample of purchase orders to determine if 
they (1) represent vendors on the approved list, (2) are subject to competitive bids, 
(3) are computed correctly, and so forth. Rather than list this sample of purchase 
orders on multiple workpaper sheets for each of the tests, auditors normally used 
one schedule, employing what are called  tick marks  to footnote various tests per-
formed. 

 Tick marks are a form of auditor manual or pencil shorthand notation that have 
evolved over the years, particularly for fi nancial audits. An auditor can develop 
a particular check mark to indicate that a given value on the fi nancial schedule 
cross‐foots to other related values, and another tick mark to indicate that it ties 
to the trial balance. The auditor need only note somewhere in the workpapers the 
tick mark used for each. Rather than asking the auditor to develop a legend, many 
internal audit departments have used a standard set of tick mark symbols in all 
workpapers. For example, a check mark with a line through it may mean that the 
workpaper item was traced to a supporting schedule and the numbers tied. These 
standard tick marks should be used by all members of the audit staff for all audits. 

 Standard manually prepared tick marks improve communication, as audit man-
agement can easily review and understand workpapers. Exhibit   17.9    illustrates a set 
of traditional tick marks that were fi rst used in the pencil‐and‐paper days. Although 
these same symbols may not be available through Microsoft Word, similar special 
characters can be designated for the same purpose. In developing these tick marks, 
the internal audit department might want to adopt the notation used by its external 
auditors. Of course, the auditor might develop another mark to indicate some other 
type of cross‐check performed in the course of an individual audit, which would 
then be clearly explained.  

    EXHIBIT   17.9    Workpaper Auditor Tick Marks Examples 

Agreed to mm/dd/yy workpapers

Confirmed with maker of transaction—no exceptions

Examined during audit procedures

Footed

Footed and cross-footed

Traced to ledger balance

Traced to cash receipts deposit slips

Verified computation

CR
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 ■ References to external audit sources. Internal auditors often record informa-
tion taken from outside sources. For example, an internal auditor may gather an 
understanding of an operational area through an interview with management. 
The auditor would record that interview through workpaper notes and rely on that 
information as the basis of further audit tests or conclusions. It is always important 
to record the source of such commentary directly in the workpapers. For example, a 
workpaper exhibit could show how the auditor gained an understanding of a sample 
system, and the source that provided that information should be documented.

Auditors may need to reference laws or regulations to support their audit work. 
Similarly, they may perform a vendor‐related review and access a Web search to verify 
vendor existence. It is usually not necessary to include in the workpapers a copy of 
what may be a voluminous regulation, nor a copy of a page from the search. How-
ever, workpapers should clearly indicate the title and source of all external references, 
including the Internet address if appropriate. Extract page copies can be included to 
make a specific point when necessary, but a reference notation is normally sufficient.

 ■ Workpaper rough notes. When conducting interviews, internal auditors often 
make their own very rough notes, often written in a personal form of shorthand 
easily readable only by the author. Auditors subsequently should rewrite or reenter 
these rough notes into workpaper commentary understandable by others. Because 
there may be a reason to review them again, these original note sheets should also 
be included in the workpapers, placed in the back of the workpaper manual binder 
or even in a separate file.

Historically, most workpapers were prepared using pencil and paper. Schedules 
were recorded on accounting spreadsheet forms, commentaries were written in 
longhand, and any exhibits were attached. Most internal audit departments have 
now automated their workpapers through the use of spreadsheet and word process-
ing software. This automation does not change the workpaper standards, but it 
usually makes the workpapers easier to read and to access. The typical workpaper 
today may use a mix of manual and automated schedules and audit commentaries. 
However, today’s workpaper is usually a computer systems folder with perhaps some 
references to paper documents.

Technology is always changing, and we may be seeing different formats of audit 
evidence in future years. Digital image scanners are very common today. They can 
be passed over a paper document, creating a digital image of that document for later 
retrieval. Similarly, some computers are now equipped with a pen stylus for the user to 
“write” directly on the computer screen. The data is captured in computer files. These 
and other evolving technologies offer opportunities for audit workpaper automation.

Workpaper Review Processes

All workpapers should go through an independent internal audit review process to 
assure that necessary work has been performed, that it is properly described, and that 
audit findings are adequately supported. The chief audit executive, reporting to the audit 
committee, has the overall responsibility for this review but usually delegates that work 
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to supervisory members of the internal audit department. Depending on the size of the 
audit staff and the relative importance of a given audit, there may be multiple reviews of 
a set of workpapers, one by the in‐charge auditor and another by a more senior member 
of internal audit management. 

 Evidence of this supervisory review should consist of the reviewer’s initials and 
dates on each workpaper sheet reviewed. Some internal audit functions prepare a mem-
orandum or workpaper review checklist to document the nature and extent of their 
reviews. In any case, there should be documented evidence that all workpapers have 
received a proper level of supervisory review. In addition to initialing completed work-
papers, the supervisory reviewer should prepare a set of review notes with any questions 
raised during the review process to give to the responsible auditor for resolution. Some 
of these review points or questions may simply highlight clerical errors such as missing 
cross‐references. Others may be of a more signifi cant nature and may require the audi-
tor to do some additional follow‐up work. Review questions should be cleared promptly, 
and the reviewer should take the responsibility to assure that any open questions are 
resolved. This workpaper review process should  always  take place prior to the issuance 
of the fi nal audit report. This will ensure that all report fi ndings have been properly 
supported by audit evidence as documented in the workpapers.    

 17.6  INTERNAL AUDIT DOCUMENT RECORDS MANAGEMENT  

 Efforts to document processes or to describe an internal audit through effective workpa-
pers are of little value unless an internal audit function has strong document retention 
controls covering all of its work products, including auditor notes, copies of meeting 
minutes, IT fi les, and many others. As we move to largely paperless business and inter-
nal audit environments, this document retention need has become much more of a chal-
lenge than the old days of paper‐and‐pencil records. In those old days, documents were 
often retained in formal fi ling cabinets requiring access to a key from an offi ce adminis-
trator, supervisor reviews were evidenced by a familiar initial on the form, and attempts 
to make unauthorized changes required smudged erasures. The ease and fl exibility of 
things today raises document risks such as the loss of audit workpapers due to a stolen 
auditor laptop or process errors in an IT analysis process developed by internal audit. 

 In the fi rst section of this chapter, we discussed internal audit documentation 
requirements and outlined the need to keep all relevant internal audit documentation 
for a period of seven years after the completion of an internal audit. Again, this can 
sometimes cause a challenge in today’s paperless auditing environment. Operating sys-
tems or fi le formats may change, and we may suddenly not be able to access or read a 
document. Documents can disappear due to someone mistakenly hitting the delete key, 
or documents can disappear because of a failure to download an auditor’s laptop system 
to a central server system. An internal audit function needs strong and consistent docu-
ment management policies with assigned administrative responsibilities for these tasks. 

 Chapter   19   discusses IT general controls and ITIL® best practices. Many of the latter 
ITIL® best practices cover such areas establishing confi guration management controls 
over IT resources and IT change management processes. While ITIL® is focused on the 
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IT infrastructure, many best practice concepts apply to internal audit document man-
agement. The following sections discuss some important or even essential document 
management practices for an internal audit function in today’s environment of auditor 
laptops and wireless networks:

 ■ Document standards and review processes. Internal audit needs to establish 
standards for the software used, laptop computer configurations, and general 
document and template standards. The goal should be that every member of the 
internal audit team is using the same equipment and—with the exception of some 
specialized IT tools—everyone is following the same formats and standards. An 
objective of an internal auditor’s documentation processes should be to eliminate 
all separate paper documents, and when an internal auditor needs to use paper 
forms or other evidential matters, digital scanning tools should be used to capture 
the material.

Formal and secure processes should be set for each scheduled audit. An inter-
nal auditor at a field location may be assigned a laptop with a preliminary audit 
program as well as workpapers from a prior review all secured and loaded. The 
lead auditor certainly may encounter situations where an established audit pro-
gram needs to be modified, but these proposed changes can be passed through 
a secure virtual private network for review and approval by audit management. 
That audit work, loaded on the lead auditor’s laptop and shared with others on 
the audit team, should be the prime records repository for a given internal audit. 
At the conclusion of the audit, the workpaper materials—including the audit  
report—should be downloaded to the audit department’s central server system.

 ■ Backup, security, and continuity. This is perhaps the most critical and high‐risk 
area for laptop‐based internal audit systems. Many of the cybersecurity and privacy 
controls discussed in Chapter 23 are highly appropriate for automated internal 
audit work as well. A good starting idea here is to configure and assign auditor 
laptop systems as strictly internal audit tools only. There should be no outside links 
to the Internet or permitted downloads to USB devices. For personal e‐mails back 
home and the like, an internal auditor can use one of the many small portable 
devices available.

While we cannot chain an audit laptop or tablet system to the internal auditor’s 
body, measures should be applied to keep the system secure, and in the event of a 
theft, strong security and password controls should be installed such that if a system 
is stolen, its contents cannot be easily accessed. (We use the word easily because 
computer forensics experts can access almost anything.) Procedures should also be 
established for internal audit files to be backed up and downloaded to the internal 
audit server system on a regular basis.

 ■ Hardware and software resource management. There once was a day when 
some internal audit functions used central IT records for their automated work-
papers. Today, with relatively efficient and lower‐cost resources available, there 
is really no reason an internal audit function should not have a server system 
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dedicated to just internal audit purposes. A secure system should be installed as 
a repository for all internal audit activities. The system’s key fi le folders should 
be folded in with the IT function’s continuity planning processes, as discussed in 
Chapter   24  . 

 ■ Audit reports, risk management, and internal audit administration.  Inter-
nal audit has a need to prepare and distribute a large body of materials, including 
audit reports, risk management analyses, budgets, and communications with the 
audit committee. The same seven‐year document retention rule should apply to 
these internal audit administrative records, and they should be placed in secure 
folders on the audit department server system.   

 While we have discussed processes for retaining ongoing internal audit documenta-
tion, the seven‐year retention rule can place demands on storage facilities, even despite 
the ever‐lower costs of storage facilities. Many enterprises have used secure storage 
facilities for off‐site storage of their older paper documents that have retention require-
ments. Vendors will pick up an enterprise’s critical documents, catalog them by some 
broad retrieval categories, and then store them in secure, fi re‐protected facilities. These 
vendors provide insurance‐company protection of stored documents and will deliver 
any document requested in a relatively short time frame. Although originally oriented 
to paper documents, similar vendors provide retention facilities for electronic docu-
ments. Internal audit should make arrangements for some type of secure off‐site storage 
for key internal audit digital and paper documents.   

17.7  IMPORTANCE OF INTERNAL AUDIT DOCUMENTATION  

 Virtually all of the internal audit processes in other chapters of this book must be sup-
ported by adequate documentation. This chapter has tried to emphasize the importance 
of audit workpapers to document internal audit activities as well as process modeling to 
describe enterprise activities. The ability to prepare descriptive and effective workpapers 
is a key internal CBOK requirement. In addition, all internal auditors from the chief 
audit executive to audit staff should be comfortable and familiar with the many IT tools 
available to describe and document internal audit processes.   

NOTES   

   1.  We are describing a detailed fl owchart approach here that is seldom used today but was 
common in the earlier days of computer programming. 

   2.  IIA standards are summarized in Chapter   9  , and complete information regarding them 
can be obtained at  www.theiia.org .   
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18                                                        CHAPTER   EIGHTEEN                 

 Reporting Internal Audit Results                                      

 AN INTERNAL AUDIT REPORT IS a formal document where an internal audit 
function summarizes its work on an audit project by reporting its observations 
and   recommendations   based on that audit.   Audit reports   are the most important 

end product of the internal auditing process and are a major vehicle to describe inter-
nal audit’s activities for people both inside and outside of the enterprise. Audit reports 
provide evidence about the professional character of internal audit activities and allow 
others to evaluate this contribution. Effective audit reports, of course, must be supported 
by high‐quality audit fi eldwork and evidence evaluation, as discussed in Chapter   10  , 
but that same audit fi eldwork can be nullifi ed by poorly written or prepared reports. 
The preparation of clear and effective reports should be a major concern for internal 
auditors at all levels, from the chief audit executive (CAE) to audit team staff members. 
The understanding of how to construct and draft an effective internal audit report is a 
basic common body of knowledge (CBOK) requirement. 

 Good internal audit reporting is more than just report preparation and appear-
ance. Audit reports should refl ect the basic philosophy of an enterprise’s total internal 
audit approach, including its underlying review objectives, supporting strategies and 
major policies, procedures covering the audit work, and the professional performance 
of the audit staff. While the audit report is the major means of communication, internal 
auditors will be less effective if their communications with the rest of the enterprise 
are limited only to published reports. Communication also must be effected through 
interviews during the course of fi eldwork, closing meetings when   audit fi ndings   are fi rst 
presented, meetings with senior management and the audit committee to apprise them 
of the results of audits, and through many other contacts throughout the enterprise. 
All members of an internal audit organization must be effective communicators in both 
their written and spoken words. This chapter will discuss the purpose and presentation 
styles of internal audit reports, including various formats and methods of presenting 
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Copyright © 2016 by John Wiley & Sons, Inc. 
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the results of audit work to management and others in the enterprise. Audit reports are 
a major component of internal audit communication.   

18.1 THE AUDIT REPORT FRAMEWORK 

 An effective audit report should engage its audience—ranging from members of the 
board audit committee to involved management—by discussing the risks and issues 
that were part of the report’s themes and then developing a call for action based on the 
report’s recommendations. While the next sections will discuss audit reports in more 
detail, Exhibit   18.1    outlines a general audit report framework.  

 The core of this diagram shows the three major elements of any internal audit 
report: 

   1.  A report introduction to explain the reasons for initiating the audit and the 
importance of the report’s observations. 

   2.  The report’s content or body that explains the audit work performed and discusses 
any related cause‐and‐effect matters. 

   3.  Report recommendations. This review section summarizes internal audit’s premises 
and includes calls for action.   

 The framework also is surrounded by three important objectives. First, any audit 
report must engage its readers and the overall interested audience by illuminating the 
impact of internal audit’s observations. Second, an audit report must include a high 
level of specifi city in order to support its fi ndings and recommendations. Finally, any 
audit report must contain a call for action where audit report recommendations are 
summarized in greater detail. The next sections will discuss audit report elements and 
objectives in greater detail based on this overall internal audit report framework.   

    EXHIBIT   18.1    Audit Report Framework 

ENGAGE
Engage the audit report audience
by illuminating the impact of the
audit reports observations

I.  Report introduction or premise:
Explain the importance of the
internal audit observations

II.  Report contents:
simplify report �ndings and
expain relationship between
cause and effect

III. Recommendations:
summarize audit
�ndings and include
calls to action

SPECIFY
Audit report speci�city
builds credibility

ACTION
Audit report
should create
a call for
action ACTION

III.  Recommendation

II.  Content

EN
G

AG
E

SPECIFY

I.  Intro
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18.2 PURPOSES AND TYPES OF INTERNAL AUDIT REPORTS 

 Internal audit reports have a basic purpose to describe a planned audit’s objectives and 
to communicate the results and recommendations from that audit. By their nature, 
internal audit reports are generally critical in their content and tend to emphasize such 
matters as internal control weaknesses. While it is perfectly proper to report that inter-
nal audit reviewed some area and found no problems, if the audit department or some 
individual consistently found no problems in most of the scheduled audits, there may 
be a need to review internal audit’s risk assessment approach and their reviews follow-
ing internal audit standards. Whether a formal written document circulated to senior 
and board level management or an informal or even verbal presentation at the end of 
the audit fi eldwork, internal audit reports should always have four basic components: 

   1.   Audit objectives, timing, and scope of the review.  The audit report should 
summarize the high‐level objectives of the review, where and when the review took 
place, and the high‐level scope of the internal audit. A scope statement, for example, 
might disclose that the audit was performed at the request of the audit committee 
or was initiated as the result of a discovered fraud. 

   2.   Description of audit report fi ndings.  Based on the conditions observed and 
found during the review, the audit report should engage its reader by describing 
the results of the internal audit. This is often where the report describes what, if 
anything, is wrong with the conditions found, as well as why it is wrong. The term 
 wrong  here includes internal control weaknesses, violations of company procedures, 
or any of a wide variety of other internal audit concerns. 

   3.   Suggestions for corrective actions.  Audit reports should include recommenda-
tions, based on the audit fi ndings, for correcting the conditions observed and their 
causes. The objectives of these report suggestions include statements about fi xing 
an observed condition as well as recommendations to improve operations. 

   4.   Documentation of plans and a clarifi cation of views of the auditee.  The 
auditee, or function that has been audited, may wish to state mitigating circum-
stances or provide a clarifi cation of issues for any reported matters in disagreement. 
Depending on the report format, this is often a place where the auditee can formally 
fi le a response to the internal audit fi ndings and state plans for corrective actions in 
response to those audit fi ndings and recommendations.   

 This four‐step process—(1) why internal audit launched the review, (2) what internal 
audit found to be wrong and why it is wrong, (3) what should be done to correct matters, 
and (4) what will be done by the auditee based on internal   audit recommendations  —forms 
the basis of virtually all internal audit reports. Internal auditors should always keep 
these four steps in mind when drafting audit reports and the separate audit fi ndings 
that provide the basis for them. 

 While internal audit functions often spend considerable time in preparing their 
audit reports, they sometimes lose sight of who is the report reader. An internal audit 
report should be prepared for the audit committee and senior management. While 
audit committees are much more visible and prominent today, due to Sarbanes‐Oxley 
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Act (SOx) requirements, the audit report management readership exists at all levels, 
including the direct management of the component reviewed and more senior levels of 
management up to the audit committee at the highest level. Each management group 
has special needs and interests, and the question becomes one of which needs best serve 
overall organization interests. In more specific terms, the question comes down to what 
internal audit’s respective responsibilities are to the direct auditee, or the management 
group with overall or higher‐level responsibility for the area being audited.

The auditee—that is, the staff and management group that was audited—will be 
motivated by a combination of organization and local‐entity interests. Direct auditee 
management knows that its ultimate welfare is closely related to total enterprise success 
but also knows that these rewards are largely determined by its own performance. This 
perception of performance is a combination of the operational results achieved and 
how more‐senior management thinks the directly responsible managers are actually 
contributing. In everyday parlance, local or unit management strives to look good to 
upper‐level management. What this all means in terms of internal audit is that the local 
managers often want help, but want it on a basis that does not discredit them with more 
senior levels of management. Ideally, they might like to have internal audit work with 
them on a private consultantcy basis but not report finding any dirty linen to senior 
management. While the internal audit professional standards discussed in Chapters 9 
and 30 recognize that internal auditors may sometimes act as internal consultants, that 
is not internal audit’s prime role.

Internal audit should try to help local management do a more effective job, knowing 
that in order to identify internal control problems and recommend potential solutions, 
internal audit must have the full cooperation and a near‐partnership relationship with 
local management. However, this cooperative attitude can place pressure on internal 
audit if it is asked to pull its punches in audit reports with copies to senior manage-
ment. Internal audit may feel that its reported concerns will be implemented sooner if it 
does not criticize local management too harshly in its published audit reports. However, 
internal audit has a major responsibility to report the audit’s objectives on the condi-
tions found or observed. While providing service to local management, internal audit’s 
obligations reach all the way up to the audit committee of the board.

As a starting point for resolving these potentially conflicting demands, all manage-
ment levels must be provided with a comprehensive understanding of each other’s needs 
and internal audit’s responsibility to serve them. There is often a need to increase the 
level of tolerance and flexibility by raising the level of findings and issues considered 
sufficiently significant to warrant inclusion in an audit report. This way, internal audit 
can eliminate many of the more minor matters that should be, and can be, finalized 
at the local level without involving higher‐level managers. A determined joint effort is 
needed between the local managers and internal audit to work out needed follow‐up 
actions during the course of an internal audit.

The general effect of these actions is to push internal audit more toward being 
seen as a service to local management in its work and away from being viewed as just 
a headquarters spy. This approach must continue to recognize that internal audit 
always has its important reporting responsibility to senior management and the audit 
committee.
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18.3 PUBLISHED AUDIT REPORTS 

 Although audit reports have been discussed as almost a single concept, they can take a 
variety of different formats and styles, ranging from Web‐based documents to hard‐copy 
paper reports. In any format, an audit report is a formal report document outlining 
internal audit’s concerns and recommendations following the four objectives previ-
ously discussed. In past years, management in the days before SOx sometimes placed 
restrictions or constraints on internal audit that limited it from preparing effective audit 
reports. For example, some senior managers in the past, and going back to the days of 
paper documents, may have declared that all audit reports must be one page or less in 
size. This type of request sometimes took place because internal audit functions had 
gotten too carried away with writing up pages and pages of audit report fi ndings that 
may have seemed signifi cant to the internal auditor but not to senior management. 

 Audit reporting attitudes also have changed after SOx. In the congressional hear-
ings leading to the act, there was criticism directed at audit committees for sometimes 
receiving only summarized reports, at best, and not any level of detail regarding audit 
fi ndings, whether from internal or external auditors. With SOx, audit committee mem-
bers, and of course senior management, are to receive or have access to full copies of 
all audit reports. While it is their right to request summarized reports as well, they are 
still responsible for receiving and understanding all reported audit fi ndings. Internal 
control fi ndings must be clearly described in an internal audit report. This section will 
discuss formal published audit reports as well as alternative mechanisms for internal 
audit reporting.  

 Published Audit Report Formats 

 The form and content of internal audit reports can vary widely. An audit report covering 
a review of internal controls may appear different than a report on business continuity 
controls or one on fraud investigation procedures. However, no matter the subject of 
the internal audit, formal audit reports should always cover a similar general format, 
starting with a cover page, a description of the work performed, and then the internal 
audit fi ndings and recommendations. We are describing an audit report here in the 
sense of an older, multipage type of paper document. Today, a report would typically 
be a Web‐based document that may never even be formally printed. However, just as 
the words in a printed book cannot be changed once printed, software‐copy versions of 
audit reports should be protected in such a manner that no one but the author—internal 
audit—can change them after release or publication. 

 Just as a traditional book will begin with a cover page and preface, an audit report 
should begin with an introductory page. Exhibit   18.2    is an example of an introductory 
page for a formal audit report covering a review of the purchasing function in our Global 
Computer Products sample enterprise. This report’s introductory page or pages should 
have the following elements: 

 ■ Report addressees and carbonees.  An audit report should always be addressed 
to one person responsible for drafting report responses, often someone usually at 



416 ◾ Reporting Internal Audit Results 

c18 416 17 November 2015 5:52 PM

least one organizational level above the auditee. There should also be a selected list 
of carbonees, as determined by internal audit. The latter will include the auditee’s 
manager, members of senior management, and other interested persons such as 
the partner in charge of the external audit team. (As an aside, carbonees refers to 
the old days when carbon paper was used to make copies. Carbon paper has all but 
vanished, but we still use the term.)

 ■ Title of report and objectives of review. A brief, definitive title tells the reader 
what is contained in the audit report and also will be useful for various summary 
reports. Similarly, an audit report should have a brief but clear statement of the 
objectives of the review.

 ■ Audit scope and date of the fieldwork. Usually included with the statement of 
audit objectives is some abbreviated information on the general scope of the audit 
and the approximate date of the audit fieldwork. A statement that a given report 
covers a review of the “purchasing function for electronic components at the XYZ 
division” will lead the reader to expect a different report than a statement that the 
audit covered just the “purchasing function.”

 ■ Locations visited and timing of audit. Because of potential delays in wrapping 
up audit reports due, time may pass between the conducting of the fieldwork and 
the publishing of the final audit report. The report cover page should clearly state 
when the audit fieldwork was performed and also mention the locations visited.

 ■ Audit procedures performed. A brief paragraph describing the audit procedures 
performed is often very helpful to the report reader. This information is particularly 
useful if internal audit has performed some special testing procedures in order to 
arrive at its opinion.

 ■ Auditor’s opinion based on the results of the review. An internal audit report 
should always have some fairly general assessment of the overall adequacy of the 
controls or other concerns in the area reviewed. For example, the opinion statement 
might be worded using one of the following examples:

 ■ “We found the controls in the area reviewed to be adequate except for . . .”
 ■ “We found that most controls were good and were operating as installed . . .”
 ■ “We identified significant control problems in the areas reviewed. Our 

findings . . .”

Internal audit reports often follow one of several common approaches. Depending on 
the type of enterprise, its overall management style, the skills of the internal audit staff, 
and many other factors, each of the audit report formats described has its own merits as 
well as disadvantages. Internal audit wants to communicate what it did, what it found, 
and what needs to be corrected in a manner that will gain the attention of key managers 
in the enterprise. All professionals are faced with a barrage of paper documents as well 
as electronic communications, which they are asked to read, understand, and act on. 
Internal audit wants to provide the readers of its reports with enough information to 
explain the issues but not so much that members of management will place the report 
on an office credenza or e‐mail inbox with little more than good intentions of reading 
it later. Without enough information, the reader may not know if a serious problem or 
other issues requiring action exist given the summarized report format. In an overly 
detailed report, the reader may miss significant points given the large volume of the 
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materials presented. Effective internal audit reports, however, should always include 
the following key elements: 

 ■ A brief summary of the overall audit report.  The report should start with 
the main elements of the audit performed, discuss the critical issues, and then 
summarize the details. This will capture the attention of management readers 
before it is necessary to get into the report’s details. 

 ■     The central message of the report.  The report should discuss the results of 
the audit work, the related risks, and management concerns to consider. It should 
highlight why the reader should be concerned about the internal auditor’s recom-
mendations as well as the risks of not following those recommendations. 

 ■     Elements of the audit fi ndings.  Depending upon the audit’s scope and nature, 
its fi ndings can cover many details. However, the effective audit report should 
summarize its fi ndings using such techniques as graphics and illustrative charts 
to help deliver messages. 

 ■ Short, simple sentences and words the audience understands.  Internal 
audits covering an area such as IT operating systems security can get involved in 
some very technical areas. However, the report should attempt to use words and 
phrases that most readers can understand.   

 EXHIBIT 18.2     Formal Audit Report Introductory Page  

  

 Internal Audit Department Audit Report
Peerless Division Purchasing Function 

To: Malcolm Muddle, Director of Operations

CC: Amos Arrons, Peerless Division Finance
Cecelia Clark, Peerless Vendor Management
Sam Sneed, Debits & Credits, CPAs

The Global Computer Products Internal Audit Department has performed an internal control 
review of the Peerless Division purchasing function. The objective of our review was to assess 
the quality of the internal control environment and the control procedures operating over the 
Peerless headquarters facility at Burning Stump, NE. Our work was restricted to operations at 
the Burning Stump facility and did not include purchasing activities at the facility in Malaysia. We 
completed the � eldwork for this audit on XX, 20xx.

Our review included an assessment of the adequacy of Peerless Division purchasing processes 
in place and their compliance with overall Global Computer Products procedures. We 
performed detailed tests of procedures, as we felt appropriate, and also reviewed controls over 
key Peerless Division IT systems. In addition, we performed a detailed con� rmation and quality 
assurance assessment of a sample of Peerless vendors.

We generally found the internal controls over the Peerless purchasing function to be adequate. 
We did � nd some areas where we recommend that corrective actions are necessary to 
improve the internal control structures. Our internal audit � ndings and recommendations and 
Management’s planned corrective actions are included in this report.

       Samantha Smith

       Internal Audit, Nov 7, 20xx
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The approaches to developing and issuing internal audit reports depend very much 
on the nature and scope of the audit and present the internal audit department, the 
audit committee, and management with a variety of alternatives. For example, some 
internal audit reports strive to present a great deal of information about the activity 
area reviewed. Their objective is to provide an in‐depth reference source to the report 
user. The information can be of a historical nature or pertain to the current situation. 
It may cover operational practices and results or may deal with financial information. 
An example here might be a review of a complex finance‐oriented automated system 
or a description of a complex manufacturing process.

In other instances, audit reports sometimes provide a great deal—sometimes too 
much—of information about the audit procedures performed. Audit steps should be 
described in limited detail, such as the scope of actual verifications and testing. Sometimes 
this audit report coverage almost repeats the materials contained in audit standards and 
procedural manuals, as discussed in Chapters 8 and 9. With this type of audit report, there 
may be a question as to how interested the reader of the report will be in these procedural 
details and what purpose they really serve. Most users of audit reports should be willing to 
rely on the competence of internal audit for those technical dimensions. Detailed descrip-
tions are only of value when internal audit needs to describe a complex area such as the 
decision logic of an opinion based on audit statistical sampling parameters. On balance, 
such detailed accounts of technical procedures should be excluded, or at least minimized.

Internal audit reports sometimes go into fairly voluminous detail about the results 
of the various audit efforts. Although the coverage here may look impressive, it is doubt-
ful whether an extensive amount of detail describing the audit findings serves a useful 
purpose. With a very large audit report “book,” the reader may be turned off and thus 
miss the important materials. Web‐based audit reports with lots of hyperlinks allow this, 
and a report should not bury the reader with more information than most need. Audit 
reports should give only a necessary and sufficient amount of information about audit 
findings and allow the reader to understand the detailed issues involved.

In the other extreme, some internal audit departments have released only highly 
summarized reports that provide information that internal audit has reviewed some 
topic area and usually found no control exceptions of significance. This same style of 
report often mentions that control exceptions were found and they were corrected, with 
no details. These reports often do little more than state that internal audit has reviewed 
an area and found some “minor items,” which were not included in the report even 
though they might be interesting to a reader. Unless these summarized reports refer-
ence longer, more detailed explanatory materials, they are not effective for most internal 
audit reporting needs. In addition, the summarized report may put the audit committee 
reader at risk by glossing over potentially significant internal control weaknesses, and 
by not providing the details required under today’s SOx rules.

The more common report format—often the best—is one that focuses only on sig-
nificant issues that have potentially important bearings on internal control weaknesses, 
policies, operational approaches, the utilization of resources, employee performance, 
and the results achieved or achievable. More senior enterprise managers are interested 
primarily in problems that are of such a nature and scope, and they typically wish to be 
informed and given the opportunity to contribute to solutions. If these significant issues 
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relate to completed actions, the issues would have to be still more significant to merit 
the reporting. The advantage of this focus on significant issues is that senior managers 
can get the information they need without wading through excessive detail.

The actual audit report format and method of presentation will vary from one 
enterprise to another. Exhibit 18.2 shows an example of a brief but positive‐sounding 
audit report. Although this is a memo format report and only one page in length for 
the purposes of this book, multiple‐page reports should follow the same general style. 
While audit reports were once hard‐copy typed documents (remember typewriters?), 
desktop‐ or laptop‐based word processing software has changed the style and format of 
audit reports today. They can now be issued with interesting typeface fonts, with sup-
porting graphics, or in a totally electronic format over a proprietary intranet. However, 
no matter the basic format, an audit report should always contain the elements of (1) 
what internal audit did, (2) when it did the work, and (3) what it found. A very key por-
tion of an internal audit report should be the auditor’s findings and recommendations.

Elements of an Audit Report Finding

During a review, the internal auditors assigned to the project may encounter exceptions 
or internal control weaknesses in some of the areas reviewed, as outlined in the estab-
lished audit program. Those audit programs should have helped to identify exceptions 
as well as other internal audit observations that are the subject of the audit report’s 
findings. For example, the audit program may direct the auditor to review a sample of 
travel expense vouchers to check that they are properly approved and to verify that the 
reported expenses are consistent with published travel policies. If internal audit finds 
that some of the sample selected is not properly approved or not in compliance with 
travel policy, internal audit will have one or more potential findings to report.

Auditors typically will encounter a large number and variety of exceptions in the 
course of almost any review. Some of these may be relatively important—such as the 
discovery of significant numbers of vouchers submitted for payment but lacking proper 
approval signatures. Others may be relatively minor—such as the discovery of an employee 
who reported $25.50 for meal expenses when policy requires that such expenses must be 
less than $25.00. While the latter is a violation of policy, senior management may not be 
much interested in an audit report that is filled with these relatively minor infractions. This 
is not to say that an internal auditor should look the other way at such minor internal con-
trol items. Such smaller internal control exceptions should be documented and discussed 
with management at the conclusion of fieldwork, but they may not necessarily be the 
types of issues to report to the audit committee and senior management through a formal 
audit report unless a series of them represent a trend. In such a case, internal audit might 
consider reporting them through a summarized finding covering the overall condition.

An internal auditor must analyze the bits and pieces of information gathered dur-
ing a review to select findings and recommendations for inclusion in the final report. 
At the conclusion of the audit fieldwork, internal audit should always ask itself whether 
there is sufficient information to develop an audit finding, and if so, how these matters 
of concern should be presented. Options for the latter range from informal discussions 
with local management to a formal presentation in the audit report.
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Audit report findings presented in a common format allow the report reader to 
understand the issues easily. No matter what the nature of the audit work or the finding, 
readers should be able to scan an audit finding and quickly decide what is wrong and 
what needs to be corrected. While important to both the internal auditors who drafted a 
finding and to report readers, audit report findings are sometimes not well constructed. 
Poorly drafted audit findings often make the report reader question what the problem 
is and why they should be concerned. Good audit report findings should contain the 
following:

 ■ Statement of condition. The first sentence in a report finding should usually 
summarize the results of internal audit’s review of the area of concern. It can give 
a comparison of “what is” with “what should be.” The what‐is sentence summarizes 
the condition or appraisal made by internal audit based on the facts disclosed in the 
review. The purpose is to capture the report reader’s attention. Examples of audit 
report finding statements of condition include:

 ■ “Obsolete production equipment is being sold at bargain rates and in a manner 
that does not follow fixed‐asset disposition policies.”

 ■ “The backup and continuity plan for the new customer billing system has not 
been tested and does not follow enterprise security standards.”

 ■ “The ABC division work‐in‐process inventory is not correctly valued according 
to generally accepted accounting principles.”

 ■ What was found? The finding should discuss both the procedures and the results of 
those procedures. Depending on its complexity, the finding may be summarized in 
little more than one sentence, or it may require an extensive discussion describing 
the audit procedures. This what‐was‐found statement can be as simple as, “Based 
on a sample of employee expense reports filed for fourth quarter 20XX, the enter-
prise’s preferred rental car agency was not used in over 65% of the expense reports 
reviewed.” Often this portion of the finding will be much more extensive, as internal 
audit describes the procedures performed and what was found. Examples can be 
found in the Exhibit 18.3 audit report findings.

 ■ Internal audit’s criteria for presenting the finding. Audit findings should 
always have a criterion, or a statement of what should be used in judging the 
statement of condition. Without strong criteria there cannot be an audit finding. 
Criteria vary according to the area audited and the audit objectives. The criteria 
may be the policies, procedures, and standards of an enterprise. In some instances, 
internal audit must develop the criteria. In an audit of the effectiveness of some 
procedure, there may not be preestablished targets or measurements that can 
be used as indicators, and standards may be couched in general or vague terms. 
Internal audit should consider the following:

 ■ Criteria of extremes. Clearly inadequate or outstanding performance is rela-
tively easy to appraise. However, when performance moves closer to the average, 
it becomes more difficult to judge. Internal audit can sometimes use extreme 
cases of inadequate performance as criteria for the report finding. Although 
usually too extreme or incendiary, this might cause internal audit to state that 
some observed condition was “almost as bad as . . . [an extreme case].”
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 EXHIBIT 18.3     Audit Report Findings Examples  

The following represent some typical � ndings that might be published in enterprise internal 
audit reports. While there can be multiple types and formats of internal audits, these represent 
the styles and topics that may be published in some representative internal audit reports. 

  I.     Blanket Purchase Orders  . Blanket purchase orders should allow the enterprise to receive sup-
plies of frequently used common parts without the need to issue separate purchase orders for 
commodity replenishments. Company purchase order policies allow and even encourage the 
use of these blanket orders at the buyer’s discretion. However, we found that several buyers 
have never used this blanket purchase order concept. They generally advised internal audit that 
they thought they could get better prices by negotiating each purchase separately. 

  We reviewed the pattern of purchase orders for several frequently used commodities and 
found signi� cant opportunities for potential savings. For example, we reviewed separate 
purchase order arrangements with different vendors made for certain electronic switch units at 
the Turbo Division. We found that vendor prices varied up or down by about 5% over the nine 
months reviewed. A blanket purchase order might have provided a guaranteed price, based on 
total aggregate quantities purchased. 

Recommendation  . Existing blanket purchase order policies should be strengthened and a 
program of blanket purchase orders should be initiated for frequently used commodity‐type 
parts. The purchasing department should monitor the cost savings and other bene� ts from this 
program.  

  II.    Professional Employee Travel Expenses  . Company travel policy speci� es that all employees 
should work with the company travel agent to � nd the lowest airfares for business travel. In 
addition, policy speci� es that travelling employees should always attempt to be at their busi-
ness destination by noon on the � rst business day for domestic travel. We found that this travel 
policy is largely ignored by employees in several headquarters departments. We found several 
employees who did not arrive at their destination sites until late that day even though alterna-
tive � ights were readily available. In addition, we found that a signi� cant number of department 
22‐88 employees have made their travel arrangements as individuals, ignoring the travel agent 
policy requirements. In addition, these expenses were charged to individual charge cards with 
no evidence of efforts to seek minimal air travel costs. Similarly, in our review of travel records 
over the past six months, we found that over 5% of employees ignored the travel agent’s 
lowest-cost recommendations and often selected higher‐cost air tickets.

   Recommendation .  Policies should be strengthened to encourage least‐cost air travel. 
A revised policy statement should be developed and issued to all travel employees 
emphasizing the need for lowest-cost travel. When employees do not accept the travel agent’s 
recommendations, that act should be printed on the employee’s air ticket itinerary and included 
with employee expense reports. Departmental managers should be assigned the � rst‐tier 
responsibility to reduce their employees’ air travel expenses.  

  III.    After‐Hours Of� ce Security  . Company policy speci� es that all employees should clear their 
desks of all reports, memos, and other business papers at the end of the business day and 
also sign off from desktop computers and terminals. In our review of of� ce areas in three 
successive evenings at the Purchasing Department, we found numerous desks covered with 
materials and numerous computer systems still running. These practices compromise company 
security due to the possibility of an unauthorized person viewing and accessing materials left 
in of� ce areas.

    Recommendation .  All employees should be reminded of these after‐hours desktop policies. 
The Security Department should visit of� ce areas from time to time in the evening. Persons not 
in compliance with the after‐hours policy should be initially reminded with a desktop Security 
Department note, and supervisors will be informed of any repeat offenders.   
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 ■ Criteria of comparables. Comparisons can be made between similar opera-
tions or activities, determining their success or lack of success and causes for 
the differences. While it is never good to state specifically that Department A is 
X% worse than Department B, the report might compare the conditions found 
to average or typical conditions throughout the enterprise.

 ■ Criteria of the elements. In some cases, internal auditors incorrectly state 
their performance criteria in such broad terms that it is impossible to evaluate 
the reported condition. This type of vague criterion states that “all managers 
should make good decisions.” While that would be ideal, we all know exceptions 
exist regularly. The reported measure should be broken down on a functional, 
organizational basis, or by elements of cost related to specific activities.

 ■ Criteria of expertise. In some cases, internal audit may find it useful to rely on 
other experts to evaluate an activity. These experts may be outside the enterprise 
or may be part of the audited enterprise’s staff. This type of supporting reference 
often strengthens the overall audit finding.

 ■ Effect of the reported finding. Internal audit should always consider the ques-
tion “How important?” when deciding whether to include an item in the audit 
report. Internal audit must weigh materiality—if the finding is of no significance, 
it may not be a finding at all. Once a decision has been made to include it as a finding 
in the audit report, the effect of the reported condition should be communicated. 
Findings that will result in monetary savings or that affect enterprise operations 
and achievement of goals are always of special interest to management.

 ■ Cause or reason for the audit deviation. The answer to the question “Why?” is 
especially important to management when reading an audit report. The reasons 
for a deviation from requirements, standards, or policy should be explained briefly 
but as well as possible. Identifying a cause for the condition gives a basis for taking 
needed management action.

 ■ Internal audit’s recommendation. Audit report findings should conclude by 
recommending appropriate corrective actions. This is the audit finding’s conclusion 
of “What should be done?” A recommendation can be a simple admonition to fix 
something or can be a fairly detailed set of suggested corrective actions.

Although internal audit’s description of objectives, audit procedures performed, and 
opinion of the controls as a result of the review are all important elements in an internal 
audit report, members of management will evaluate the quality of the report on the basis 
of the reported findings and recommendations. If any facts reported in an audit finding 
are incorrect, no matter how close to the real truth, an auditee may often challenge the 
credibility of the overall audit report. Any misstatement can place the entire audit report 
into question. Internal audit should take extreme care to report its audit findings factu-
ally and accurately. Otherwise, a significant amount of good internal audit work can 
be ignored. Care should also be taken in developing strong, meaningful, and realistic 
recommendations. The recommendations should generally give some consideration 
to the costs and benefits of various alternative recommended actions. Of course, if the 
audit finding is highlighting a potential violation of the law, the recommendation should 
always be to take prompt and complete corrective action.
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If an internal audit’s objective was to evaluate the efficiency, economy, and 
effectiveness by which management has accomplished its objectives, then internal 
audit has a responsibility to disclose both the satisfactory and unsatisfactory condi-
tions found during an audit. While conditions needing improvement should always 
be described, communications here should avoid describing audit findings in totally 
negative terms. Rather, internal audit should strive to encourage management to take 
needed corrective action and to produce results. An internal audit report cannot be 
fully successful if the auditee is not receptive to the results of the audit, but a report 
with findings that just talks about what was right also provides little help to man-
agement. Consequently, internal audit should adopt a positive reporting style that is 
balanced with a mixture of favorable as well as appropriate unfavorable comments, 
that always presents matters in perspective, and that emphasizes constructive rather 
than just negative comments.

To provide a level of balance, internal audit must sort through the various positive 
and negative data gathered during the course of a review and ask itself the question 
“What should be the type and extent of favorable comments to be reported as a result 
of this audit?” The answer cannot be laid down in precise terms. The same criteria used 
in identifying significant findings can be used to report items considered significant 
based on standards of performance. For example, assume that an audit objective was 
to evaluate the timeliness of completing purchase requisitions. Comments in a report 
finding should relate to the enterprise’s ability or inability to complete these purchase 
requisitions in a timely manner and ignore other unrelated issues. Some techniques to 
provide better audit report balance are:

 ■ Provide audit reports with perspective. Internal audit should avoid the tempta-
tion to cite only those factors that support its conclusions and to ignore those that 
distract from it. Perspective is always added when listing the monetary effect of 
a finding as well as the value of the entire account under review. A $1,000 error 
sounds much more severe when it is part of a $100,000 account than it does for a 
$10 million account. The report finding should disclose, as appropriate, the total 
monetary amount audited or recorded in relationship to the total value of errors 
encountered. The significance of the finding is made evident by this procedure. 
Also, when deficiencies are disclosed in only part of the area examined, balance 
will be added to the report by identifying those areas examined that did not contain 
deficiencies. This practice should be in accordance with an internal audit policy of 
disclosing accomplishments as well as deficiencies.

 ■ Report auditee accomplishments. Since the evaluation process involves 
weighing both satisfactory and unsatisfactory aspects of auditee operations in 
light of the audit objectives, mentioning auditee accomplishments in improving 
controls or correcting errors together with the noted deficiencies or aspects in need 
of improvement can add much to the usefulness of the audit report as a manage-
ment tool. Auditee accomplishments should be disclosed in the summary of the 
report when the conclusions of the audit may be affected by their significance 
and in the findings when a detailed disclosure of the accomplishments is desired 
or necessary.
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 ■ Show planned actions. In situations where the auditee has taken, or has made 
plans to take, corrective action prior to the completion of the audit, the audit report 
should disclose this fact. In addition, other steps taken by the auditee in an attempt 
to correct a reported deficiency may not be so obvious but nevertheless should be 
considered as a positive reportable action. For example, the auditee may have con-
tracted with an outside consultant to help implement the internal controls needed 
in an IT application covered in an audit report. Such arrangements should be 
included in the report along with those control weaknesses.

 ■ Report mitigating circumstances. Mitigating circumstances generally consist 
of factors relating to the problems or conditions discussed in the audit report over 
which management has little or no control. Since these factors lessen management 
responsibility for the condition, they should be reported as part of the cause. Mitigat-
ing circumstances, for example, may include the very short time frame in which a 
program was required to be implemented, business conditions requiring immediate 
changes, or a lack of adequate budget funds for adding personnel or other resources 
to accomplish objectives.

 ■ Include the audit responses as part of the audit report. Auditee responses 
to a finding may contain information that provides additional balance to an 
audit report. In addition to planned corrective action, the auditee may indicate 
other related accomplishments or cite additional facts and other circumstances. 
In instances where agreement has not been reached on the finding or recom-
mendation, the auditee should be given the opportunity to explain the basis for 
nonoccurrence.

 ■ Improve audit report tonal quality. The use of positive and constructive words 
and ideas rather than negative and condemning language will give a positive tone 
to the report. Unless deserved, audit reports should avoid phrases indicating that 
the auditee “failed to accomplish,” “did not perform,” or “was not adequate,” and 
should state audit report ideas in a positive and constructive manner. Audit reports 
with negative titles and captions should be avoided since they do not add to the 
finding and may even misrepresent the actual situation. Thus a negative‐sound-
ing title for a finding such as “Inadequate Controls over Company Cash Controls” 
might be replaced by “Cash Controls Need Improvements” or just “Cash Collection 
Procedures” followed by a discussion of the internal audit concern.

These comments are not meant to suggest that all audit reports should be sugar-
coated and that internal audit should never make strong critical statements about 
auditees. An internal audit and its subsequent audit report can often be a very critical 
process where internal audit investigates an area that perhaps has not received much 
management attention. If internal audit finds serious problems in the area reviewed, 
it should clearly identify problems that might be significant unless prompt corrective 
actions are taken. When possible, however, internal audit should give credit where 
due and discuss either positive or mitigating circumstances as would be appropriate. 
Exhibit 18.4 contains some examples of (n) negative‐ and (p) positive‐toned audit report 
findings. The idea is neither to sugarcoat an audit finding nor to all but call the auditee 
guilty of a particular misstep.
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18.4 ALTERNATIVE AUDIT REPORT FORMATS 

 With today’s technology, audit results can be reported in a wide spectrum of formats. 
While the standard text‐based audit report format described here is certainly the most 
familiar and often the best way to describe audit work, internal audit can use other 
approaches to describe the results of its audit fi ndings and recommendations. That stan-
dard report becomes a record of corporate governance activity, allowing an enterprise 
to certify what internal audit did, what it found, and what was recommended. In our 
litigation‐prone society, it is essential that an enterprise and its audit committee have 
formal, secure records of its internal audit activities. However, internal audit may elect 
to consider some alternative approaches, particularly for interim audit results report-
ing. Some of the less formal and more abbreviated alternative means by which internal 
audit can report the results of its work include: 

 ■ Oral reports.  In a few situations, internal audit may want to report the interim 
(but not the fi nal) results of its work and any recommendations orally. This report-
ing mode should always occur when an on‐site audit team reports the results of its 
work at an end of audit fi eldwork closing conference. In other cases, an oral report 

 EXHIBIT 18.4     Audit Report Negative and Positive Statement Examples  

Negative Audit Findings Examples Positive Audit Findings Examples

 n.1 We found that controls in the area 
were generally poor.

 n.2 Little management attention 
has been given to keeping 
documentation current.

 n.3 The failure to reconcile these 
accounts was caused by a lack of 
management attention.

 n.4 Documentation was either out of date 
or nonexistent.

 n.5 The new inventory system is poorly 
designed.

 n.6 This failure to protect passwords 
could result in a management fraud.

 n.7 No attention has been given to 
protecting stockroom inventories.

 n.8 The responsible manager did not 
seem to understand company 
procedures in this area.

 n.9 The department failed in several of its 
training program operations.

 n.10 The budgetary system was not 
adequate to assist management in 
the control of project funds.

 p.1 We identi� ed areas where controls need 
improvement.

 p.2 The documentation was not current and 
other priorities have prevented it from 
being updated.

 p.3 We observed that these accounts had 
not been reconciled for several past 
periods.

 p.4 We found only minimal current 
documentation in the area.

 p.5 The inventory system has some major 
control weaknesses in its design.

 p.6 Poor password controls represent weak 
internal controls.

 p.7 Better controls should be established 
over stockroom inventories.

 p.8 Training in the use of these procedures 
needs to be strengthened.

 n.9 Several opportunities exist for 
strengthening controls in training 
program operations.

 n.10 The establishment of a proper budgetary 
system would assist management in the 
control of project funds.
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may be the result of emergency action needs, and an oral presentation may also be 
a prelude to a more formal written report. To some extent there may always be oral 
reporting as a means of supplementing or explaining written reports, especially 
when individuals being served have special needs. Oral reporting is often useful 
but should only be a supplementary form of audit reporting.

An oral report should not be a substitute for the formal written report, as there 
generally is no permanent record beyond any meeting notes. The auditor may think 
that local management agrees to correct some problem, but management may not 
really say that. As a result, there are more likely to be later misunderstandings 
unless detailed, contemporaneous notes are taken for workpaper documentation 
or if the meeting is recorded. However, the appearance of a video recording unit 
sometimes causes distrust. Oral audit reports should be used carefully and not in 
lieu of later written reports.

 ■ Interim or informal memo reports. In situations where it is deemed advisable 
to inform management of significant developments during the course of the audit, 
or at least preceding the release of the regular report, internal audit may want to 
prepare some form of interim written report. These reports may only pertain to 
especially significant problems where there is a need for prompt corrective action, 
or they may be a type of progress report. A memo report should be used, at a mini-
mum, to describe the results of an oral presentation, as discussed previously. An 
interim or memo report is often released to record the results of an oral presentation 
and to call local management’s attention to a potential audit finding. The material 
discussed in this example report will eventually be included in a more formal audit 
report discussing the total results of an internal audit.

 ■ Questionnaire‐type audit reports. Not a common report format, a question-
naire type of report can be a useful interim summary to the formal audit report or 
serve as an appendix to the formal report document. This format works best where 
the scope of the audit review deals with fairly specific procedural matters, and usu-
ally at a fairly low operational level. However, this type of report usually has a fairly 
limited range of overall usefulness. Exhibit 18.5 is an example of a questionnaire 
audit report. It is often best used as an educational tool to inform management of 
internal audit’s concerns.

 ■ Regular descriptive audit reports. In most audit assignments, the work should 
be concluded with the preparation of a formal descriptive audit report. The exact 
form and certainly the content of such written reports will vary widely, both as 
between individual audit assignments and individual internal audit departments. 
They may be short or long and presented in many different formats, including 
differing approaches for quantitative or financial data presentations. The whole 
idea is that they represent a documented record of internal audit’s work on an 
assignment.

 ■ Summary audit reports. Internal audit functions frequently issue an annual 
or a more periodic report summarizing the various individual reports issued and 
describing the range of their content. These summary reports are often primar-
ily prepared for the audit committees or other members of senior management. 
Summary reports are especially useful to top‐level managers, but they must be 
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only cover pages for the senior managers and board members who have a SOx 
responsibility to have access to the full reports. In a larger internal audit enterprise, 
summary reports also allow the CAE to see the total reporting effort with more 
perspective, and on an integrated basis.      

18.5 INTERNAL AUDIT REPORTING CYCLE 

 Starting in the early stages of an internal audit, it is often desirable to develop a frame-
work for the fi nal report, fi lling in as much of it as possible as the audit moves along. 
Information and statistics on the area to be audited can be gathered during the survey 
stage and included in the workpapers, as discussed in Chapter   17  . This will assure that 
needed information is obtained early in the audit, and it will prevent delays in the fi nal 
report‐writing process. In addition, the objectives and scope of the review, defi ned at the 
start of the audit, should be fi ne‐tuned as the audit moves along. 

 As audit findings are developed and completed, they can be inserted in the 
proper sections of the report, together with any comments by the auditee. The 
completed audit report is then just one step—although a very important one—in 
internal audit’s overall process of evaluating and commenting on the adequacy of 
internal controls in order to serve management needs. The audit report process 
starts with the identification of findings, the preparation of a draft report to discuss 
those findings and their related recommendations, a discussion of the audit issues 
identified with management along with the presentation of the draft report, the 
completion of management responses to audit report findings, and the publication 

 EXHIBIT 18.5     Questionnaire‐Format Audit Report Example  

ExampleCo Heavy Iron Division

Purchasing Department Internal Control Strengths and Weaknesses

Audit Controls Review Result

   1.  Are departmental operating procedures current and adequate? 

  2.  Are purchasing requirements properly speci� ed by requesting departments? 

  3.   Are multiple bids sought for all regular, noncustom purchases? 

Multiple bid procedures are regularly ignored.    

  4.  Do requesting groups regularly send speci� cations with purchase requests? 

  5.  Are blanket purchase orders used for volume-use parts?

   Although procedures exist, blanket purchase order procedures are often ignored.    

 6.  Have dollar‐based authorization limits been set for all P/Os and are they followed? 

 Yes 

 Yes 

 No 

 Yes 

 No 

 Yes 

 Note: This type of report will have a series of internal control strength and weakness questions 
along with yes-and-no responses based on the audit � ndings. A yes response indicates internal 
controls were found to be adequate for the area reviewed. The no responses indicate an internal 
control weakness and in general should have some collaborating explanations. These questions are 
from a Purchasing Department strengths and weaknesses audit review.   
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of the formal audit report covering the area under review. Exhibit 18.6 outlines 
suggested critical phases and action steps for the preparation of an audit report. 
Although a given internal audit department may alter some of these steps slightly to 
modify the report for its own needs, this generally is the process necessary to issue 
an appropriate internal audit report.

As findings are developed, internal auditors responsible for a review should ana-
lyze them with members of auditee management, soliciting their perspectives on the 
evolving audit findings. Possible causes for audit findings should also be discussed and 
additional information gathered to prove or disprove the potential audit report condi-
tion. In some instances, enterprise personnel will assist in obtaining information to 
develop the findings. They will often provide useful feedback as to whether internal 
audit’s facts are correct or whether they are on the right track. Areas of disagreement 
can be pinpointed and resolved. Discussing findings with enterprise personnel at a staff 
level helps to get agreement and encourages implementing actions. When an agreement 
is reached, internal audit may be able to limit the amount of detail included in the audit 
report finding, thus shortening the audit report.

Preparing and Delivering Audit Reports

Once the audit fieldwork has been completed and internal audit has discussed its pro-
posed audit findings with the auditee, a draft audit report should generally be prepared. 
We have used the word generally since sometimes a draft report will not be necessary if a 
special, investigative report is to be made for presentation to management. For example, 
internal audit would typically not prepare a fraud investigation draft report to review 
with persons involved in the potential fraud. In most other cases, internal audit should 
prepare a report draft with its proposed findings and recommendations along with a 
space for preliminary management responses. The draft is then sent to the manager 
directly responsible for the area that was audited. This is the party who responds and 
outlines the corrective actions to be taken. Internal audit will then combine these audi-
tee responses with the original report header pages and the draft findings and recom-
mendations to produce the final audit report. This final draft report is typically presented 
as a last opportunity for the auditee to read and understand the tone and contents of 
the audit report to be issued.

Closing meetings and a draft report are important steps to validate the adequacy 
and accuracy of the reported internal audit findings and the soundness of the related 
recommendations prior to the release of the final audit report. While the major founda-
tion for this validation is the audit work performed by internal audit, work needs to be 
supplemented by the review and confirmation of the auditee personnel. The benefits 
of this supplementary validation are twofold. First, it provides a cross‐check on the 
accuracy, completeness, and quality of the audit work. Important facts may have been 
overlooked or erroneously interpreted. There may also be other factors affecting some 
particular matter that are known only to certain people. The exposure to the auditee 
thus provides an important check on whether the findings and recommendations will 
stand up under later scrutiny. The second benefit is to help promote a partnership rela-
tionship with local management that will create both a cooperative spirit and a com-
mitment to working out adequate solutions.
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 EXHIBIT 18.6     Audit Report Preparation Steps  

The following are guidelines for summarizing internal audit � eldwork and preparing effective internal 
audit reports that summarize audit � ndings and make effective internal audit recommendations. 

  A.  Outline Audit Findings 

  a.  Determine if there is suf� cient support to warrant the audit � ndings. 
  b.  Review the � ndings to determine where additional evidence may be needed. 
  c.  Ascertain that the causes and effects of � ndings have been considered. 
  d.  Determine whether there is a pattern of de� ciencies requiring procedural changes or 

whether the � ndings represent isolated cases.   

  B.  Preparation of Audit Report First Draft 

  a.  Review � ndings drafts for adequate development. 
  b.  Ascertain whether the � ndings are stated in speci� c rather than in general terms. 
  c.  Ensure that � gures and other facts have been checked and cross‐referenced in the workpapers. 
  d.  Review workpapers supporting all � ndings for adequacy of support and disclosure of 

items of signi� cance. 
  e.  Check for adequacy of tone, punctuation, and spelling (Note: Do not rely just on 

Microsoft Word spell‐checks!). 
  f.  Ascertain whether there is suf� cient support for the expression of the auditor’s opinion or 

if a quali� cation is needed. 
  g.  Determine whether the cause, effect, and recommendations are adequately developed. 
  h.  Discuss methods of improving content and writing style with internal audit team.   

  C.  Discussion with Management 

  a.  Determine whether management was aware of the problem and already was taking 
corrective action. 

  b.  Find out management’s reasons for the conditions. 
  c.  Ascertain whether there are facts or mitigating circumstances of which the auditor was unaware. 
  d.  Determine management’s ideas on how to correct the conditions. 
  e.  Ensure that management is aware of all signi� cant items that will be present in the report. 
  f.  Ensure that efforts are made to obtain management’s agreement on the facts and conditions.   

  D.  Preparation of Audit Report Final Draft 

  a.  Ascertain that all prior recommendations for changes in the report have been made. 
  b.  Ensure that management’s viewpoints have been adequately considered. 
  c.  Determine that the report is well written and easily understood. 
  d.  Ascertain that summaries are consistent with the body of the report. 
  e.  Ensure that recommendations are based on conditions and causes stated in the � ndings. 
  f.  See that management’s viewpoints are fairly stated and adequately rebutted, if necessary. 
  g.  Review the report for use of graphics, tables, and schedules to clarify conditions represented. 
  h.  Ensure that auditors who wrote the � ndings agree with any changes made.   

  E.  Audit Report Closing Conference 

  a.  Ensure that management has had an opportunity to study the � nal report. 
  b.  Attempt to obtain agreement on any points of difference. 
  c.  Consider any suggestions for changing content of report, as well as speci� c wording. 
  d.  Obtain current plans for follow‐up action from management.   

  F.  Issuance of Final Report 

  a.  Ensure that � nal changes are made in accordance with the closing conference. 
  b.  Check the report once again for typographical errors. 
  c.  Review the report for a balanced presentation, with positive comments included on 

results of the audit when applicable. 
  d.  Make a � nal reading of the report for content, clarity, consistency, and compliance with 

the Institute of Internal Auditors professional standards.    
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While this type of validation should go on during all stages of a review, one of the 
most important ways it is effected is through the presentation of a draft report to auditee 
management. Depending on the nature of the audit objectives and the complexity of 
the audit findings, such a draft report can be presented at either the closing conference 
at the end of the fieldwork, or just before the departure of the field audit personnel, or 
delivered to the auditee after the completion of the fieldwork.

At such an internal audit exit meeting, internal audit may generally find it difficult 
to deliver a full draft audit report at the end of fieldwork exit conference. Many audits 
are just too complex, there may be too many final questions, clarifications, or needed 
editorial skills to allow draft audit reports to be delivered at the time of the exit confer-
ence. This draft report exit conference strategy typically only works for compliance‐type 
audits of smaller field or branch locations where recommendations are to correct a less 
significant problem, such as incorrectly priced goods at a local retail branch.

Before departure of the field audit team, internal audit may have discussed its con-
cerns with local management in a formal exit conference and then prepared the draft 
report, including any additional comments or clarifications that may result from that 
conference. In most situations, this approach is more realistic than presenting the draft 
report at the time of the exit conference. However, the pressure to wrap up the audit 
work and for an out of town audit team to get home may cause them to take shortcuts 
in its desire to complete the field engagement.

With this strategy, the audit team has its exit conference but returns to the home 
office to draft the audit report over the next few days or even weeks. Many internal audit 
enterprises find that this approach works best. Audit management has an opportunity to 
review the field team’s work and to make adjustments, as appropriate, to the draft audit 
report. The risk here is that the internal audit team responsible for the review will be 
pulled in other directions and will not complete the draft audit report in a timely fashion.

Audit exit or closing conferences should include members of the audit team and the 
local management responsible for the area reviewed. At the conference, major findings and 
proposed recommendations are reviewed and, to the extent that an agreement has already 
been reached between audit and local enterprise on particular matters, an opportunity is 
provided to inform responsible management in the area reviewed and to secure further 
agreement on audit findings and recommendations. The closing conference provides inter-
nal audit with a major opportunity to confirm the soundness of the audit results and to 
make any necessary modifications to the audit report draft as justified. This is also a major 
opportunity to demonstrate the constructive and professional services internal audit can 
provide. These meetings, although sometimes contentious, can be a major means for build-
ing sound partnership relations with the auditee. The objective should be to get as much 
agreement as possible so that the audit report can indicate the completed actions.

In many situations, the draft report should be forwarded to the local management 
for its review and any corrective action comments prior to the finalization of the formal 
or final report. Local management and the actual auditees will typically be given a 
limited amount of time to review this draft report, to suggest changes to its overall tone 
or to specific findings, and to prepare their audit responses. While internal audit should 
encourage auditee management to request changes to the draft report, the emphasis 
should be on the substantive issues in the draft report rather than on its wording.
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Internal audit should request formal responses within perhaps 14 days after the 
receipt of the draft report. Although this is a relatively short time, given the time that 
the audit team often has spent on its fieldwork and draft report preparation, auditee 
management should be in a position to develop a rather rapid response since it is aware 
of the findings and suggested recommendations from the exit conference. However, both 
internal audit and auditee management should try to operate in the same general time 
frame. That is, if internal audit spends an inordinate amount of time preparing its draft 
report, it should give auditee management an even greater amount of time to prepare 
its audit report responses.

The submission of draft reports to auditee management at a later stage has merit 
through the demonstration of genuine consideration for the auditee. However, internal 
audit should work with auditee management to avoid excessive delay in finalizing the report. 
A major part of the effectiveness of the report is the extent to which it is issued promptly.

Audit Report Follow‐Up and Summarization

Once management has submitted its audit report responses, internal audit should com-
bine these responses with its draft findings and recommendations to release a final audit 
report addressed to management at least one level above auditee management, with 
copies to the board audit committee and other appropriate officers of the enterprise. 
Once the final audit report has been issued, internal audit should subsequently sched-
ule a follow‐up review to ensure that needed actions based on the audit were actually 
taken. In some cases, management may request this procedure. While the desirability 
of follow‐up action in itself is very clear, questions can be raised about whether this is 
the proper responsibility of internal audit, and whether such action by internal audit 
will undermine the basic responsibilities of the managers in charge of the particular 
activities. Although internal audit standards, as discussed in Chapter 9, call for follow‐
up reviews, they can put internal audit in the role of a police officer and could conflict 
with its ongoing partnership relationship with the auditee.

Internal audit should play only a limited specific role after the audit report has 
been released, such as making itself available to respond to questions, and to review 
again the situation at the time of the next scheduled audit in the area. Many enter-
prises have adopted an intermediate type of approach where the coordination for audit 
report recommendation follow‐up is placed in the hands of another office—usually 
within the controller’s function or some more neutral administrative services group. 
The corrective actions are then initiated by the responsible line or staff manager, but 
responses are made to the coordinating group. If there are undue delays in dealing 
with the recommendation, the coordinating office can issue a follow‐up status report. 
Under this approach, copies of these responses can also be supplied to internal audit 
for information, or internal audit can maintain a liaison with the coordinating group. 
There is no single best answer as to how this follow‐up effort should be handled, but on 
balance it seems best to subordinate internal audit’s formal role in it. Internal audit’s 
help can always be requested on a special basis, either by the coordinating office or by 
individual managers. In addition, any lack of action can be highlighted at the time of 
the next scheduled internal audit review.
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Internal audit has a responsibility to produce audit reports that are readable, under-
standable, and persuasive. The objective is to issue reports that will command the atten-
tion of the managers who have the responsibilities for the various operational activities, 
and to induce them to take appropriate corrective action. A secondary objective is for 
audit reports that will build respect for the internal auditing effort.

Internal audit receives a final payoff in its knowledge of the actions taken by auditees 
based on the internal audit report recommendations. Good audit reporting combines inter-
nal audit technical skills and the ability to communicate results to people in a way that will 
best assure their acceptance and active support. The importance of this part of internal 
audit’s work underlines the need to give audit reports careful attention. It means that the 
CAE should be actively involved in the audit report process, and all levels of the internal 
audit staff should think in terms of ultimate report needs. In this connection, the problems 
of report development should also be given proper attention in internal audit training 
programs. The reports become a statement of internal audit’s credentials when reports 
are subsequently circulated, referred to, and implemented. Audit reports are usually the 
major factor by which the reputation of an internal audit department is established.

Audit Report and Workpaper Retention

Formal internal audit reports and their workpapers are important documents support-
ing internal audit’s activities. Procedures should be implemented to retain the records 
for each audit performed as part of regular enterprise‐wide records storage procedures. 
All paper‐based audit reports and supporting workpapers should be deposited in a secure 
corporate records storage facility. While some enterprises have their own procedures for 
this storage, many others use outside providers who place these documents in secure 
areas for later retrieval as required. While these external sources provide references to 
aid any later retrieval, internal audit should establish its own internal procedures to 
cross‐reference their audit work with the storage titles of the stored items.

While we often think of stored internal audit records as tangible binders of workpa-
per files, much internal audit work today is developed on computer‐based digital records, 
ranging from auditor notes entered on a laptop to digital photos of factory conditions 
captured on a cell phone camera. This material should be saved and then downloaded 
to a secure storage media. Material on audit laptop computers should be burned onto 
disks or other more permanent storage devices. For internal audit materials located on 
corporate servers or legacy systems, internal audit should make arrangements with the 
information systems enterprise to download and store internal audit records following 
the same procedures used for other centralized systems.

The issue here is that internal audit reports and supporting workpapers can become 
supporting materials in future litigation or even government legal actions. An enter-
prise may be required to produce records of its internal audit work to prove, in a court 
of law, what they did or did not do in some area. Also, a court order may require that 
the enterprise disclose records supporting some matter. The SOx seven‐year records 
retention rule says that an enterprise must take care to preserve and organize all sup-
porting records covering many areas. Internal audit reports and supporting workpapers 
are important enterprise records that are subject to those same record retention rules.
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18.6 INTERNAL AUDIT COMMUNICATIONS PROBLEMS 
AND OPPORTUNITIES 

 Communications are an important element of every phase of internal audit activities. 
Internal auditors communicate with others through formal audit reports, through 
face‐to‐face encounters in audit fi eldwork or meetings, and through a wide range of 
other formal and informal communications. When there is a misunderstanding or con-
fl ict on an audit assignment or when the auditor’s recommendations are not correctly 
understood, an analysis of the diffi culty usually points to some type of communication 
problem. Internal auditors should always keep in mind that communications are a basic 
ingredient of almost every type of audit activity, and they should work to improve these 
communications and reduce organization‐level confl icts. 

 Effective communication both on a person‐to‐person basis and with larger groups 
is a key component to internal audit success. An internal auditor should have a good 
understanding of the problems associated with effective communications and how to 
cope with them. Situations continuously arise in an internal audit function when indi-
viduals need to communicate with one another. These include giving an oral instruc-
tion to a staff auditor, discussing an operational problem during an audit exit meeting, 
counseling a subordinate, interviewing a prospective employee, or conducting a staff 
performance review. All of these situations involve differing personal relationships, but 
consist of a continuing two‐way fl ow of messages. An internal auditor should under-
stand this process in order to identify the kinds of problems that can distort or prevent 
effective communication. These problems affect all steps in the communication process 
and include: 

 ■ Not giving proper consideration to the power relationships of message 
senders and receivers. Communication with a line supervisor will often be 
different than that with a senior manager. 

 ■ Ignoring temporary emotional stress by either the sender or receiver. An 
audit exit meeting can often turn into a situation fi lled with confl ict and stress 
unless the internal audit communicator takes care to consider these potential emo-
tional issues. 

 ■ Failure to properly evaluate the capacity of the recipient to receive and under-
stand the message. If internal audit encounters a severe control problem in a tech-
nical area in the course of its work, those issues must be communicated properly. 

 ■ Use of words that can have multiple meanings or can convey unintended 
meanings. We have discussed this concern when preparing audit reports, but this 
is all the more critical in verbal communications. 

 ■ Undue haste in the transmission of messages that undermine clarity and/
or credibility. Messages often need to be communicated slowly so that all parties 
will understand. 

 ■ Perception that the sender wishes to satisfy personal needs, thus inducing 
emotional resistance and blocks. Often an internal auditor will be viewed 
by others as having a personal agenda. Others quickly recognize this and 
communication may become blocked. 
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 ■ Failure to build needed foundations for the core message, and related bad 
timing. Internal audit concerns are not effectively communicated when they are 
just thrown in the lap of the auditee.

 ■ Lack of clarity or conviction because of a reluctance to cause the receiver 
dissatisfaction. While an internal auditor must build a case to describe a concern 
convincingly, the auditor should never mince words to avoid describing a problem 
situation but should always clearly communicate a control concern.

 ■ Impact of nonverbal actions such as tone of voice, facial expressions, and 
manner of communication. In some parts of the world, a crossed leg with the 
sole of the foot pointing to the listener can be viewed as an extreme insult.

 ■ Not giving consideration to the perceptions and related feelings of the 
recipient. Auditors should try to understand how messages will be received and 
decoded by their receivers.

All of these problems are part of the larger need for internal auditors to put them-
selves in the receiver’s perspective and to consider how a message will be received. When 
it is done with some empathy, the result should be effective two‐way conversation. The 
communicator must do everything practicable to understand how the receiver thinks 
and feels and then to communicate in a manner that gives all possible consideration to 
that knowledge. While the communicator often has conflicting higher‐ priority needs 
that prevent fully satisfying the receiver, it is still important to have a good understand-
ing of the total communication process in order to make choices that are most consistent 
with the enterprise’s overall welfare.

Both parties in communications—especially the main activator—learn from the 
questions and comments made by the receiver in response to a series of messages. This 
is called feedback. Part of effective two‐way communication is to induce feedback so 
that an internal auditor has the best possible basis for determining whether managerial 
objectives are achieved. Different approaches may be necessary to induce and utilize 
good feedback. A related component—listening—is important in order to utilize any 
feedback better and to demonstrate interest in the other person’s views. Otherwise, the 
result can be to create an emotional response that significantly blocks the receiver’s 
acceptance and understanding of the sender’s intended message.

People’s varying needs relate alternatively to competition, conflict, and cooperation. 
Traditionally, conflict has been viewed as destructive and undesirable. However, when 
properly administered, conflict can be useful in achieving organizational welfare. Inter-
nal auditors need to learn to utilize conflict to the point where it is constructive but to 
control it when it threatens to get out of hand. Internal audit’s responsibilities unavoid-
ably generate situations that create competition and potential conflict. Both enterprise 
units and individuals continuously compete in terms of job performance, recognition, 
management support, and other needs. That competition should induce imaginative, 
sound thinking and high‐level work performance. At the same time, the forces gener-
ated can be so intense that the competitors seek any means to win, irrespective of the 
questionable propriety and legitimacy of those means. At that point, competition ceases 
to benefit the enterprise and appropriate corrective actions are needed. Management 
then has a challenge to exploit the benefits of competition and healthy conflict in a 
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legitimate professional sense but to control the process to avoid excesses. Internal audit 
becomes very much part of this set of competition and conflict concerns. In the course 
of their reviews, auditors often find themselves in conflict with various elements of an 
enterprise. Auditors can cause auditees to lose a level of competitive standing within 
their enterprises, and auditees may disagree with internal audit on just that basis. In 
the course of a review, conflict often occurs, and the effective auditor should use this 
conflict to communicate with management and convince it to take appropriate actions. 
However, the effective internal auditor needs to understand how to control that conflict.

Although the goal to win is an important and desirable motivation, it is the respon-
sibility of every internal audit manager to make subordinates understand that there 
are sometimes other things more important than that particular victory. Put in other 
terms, people need to understand that how one wins is more important than the fact of 
winning. These principles also need to be reinforced often by the rejection of approaches 
that are not in the common interest. This means that internal audit must both be con-
tinuously alert and watch for red flags that indicate potential problems. When problem 
situations are observed, decisive actions may be necessary. Rules may be amended, 
particular individuals disciplined, personnel assignments readjusted. Ideally, conflict 
should not be allowed to develop to the point where these more dramatic direct actions 
are necessary. There is a challenge to utilize this conflict but not to let it get out of control 
to such an extent that it is counterproductive.

In the typical enterprise, there is a continuing need for properly balancing stabiliza-
tion and change. Management seeks stabilization through the development policies and 
procedures whereby operations are standardized to improve internal controls and to 
assure the best handling of recurring similar types of events. However, changing condi-
tions call for amended policies and procedures. The problem is to find a balance between 
stabilization and needed change. This is complicated because the perception and resolu-
tion of changes are often very difficult and controversial—that is, the factors involved 
are usually hard to analyze and measure. One obstacle to change is that enterprises 
often become used to the existing policies and procedures and tend to become biased 
in their favor, thus making them unaware of and unresponsive to the need for change. 
Internal audit often encounters this when it recommends policy or procedural changes 
through its audit reports. Additionally, people typically do not like to accept change even 
when the need for it is reasonably clear. Somehow, convenience tends to triumph over 
objectivity. This means that internal auditors often face a great deal of resistance when 
suggesting changes, irrespective of their real merits.

At the highest level, the need for change may involve new strategies, new busi-
ness ventures, changes in products, or new supporting policies. Related changes may 
involve new organizational structures, relocation of plants, new production processes, 
or changes in people, but internal auditors often do not make recommendations for 
change at that level. In some cases, these changes involve only established habits or 
convenience, while others require more substantial adjustments. There is often some 
built‐in resistance to change, ranging from minor attitudes to deliberate defensive 
action—including, in its most extreme form, sabotage. The managerial challenge is that 
when a decision involving change has been properly made, any resistance, whatever it 
may be, should be minimized, eliminated, or at least reasonably controlled.
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 When making their recommendations, internal auditors should understand 
how the enterprise will deal with that recommended change. How can internal audit 
achieve needed changes in a manner that will best serve the higher‐level enterprise 
welfare? In all cases, the nature and scope of the necessary actions depend on the 
signifi cance of the particular recommended change. Because individuals place a high 
priority on their freedom of action, the design and implementation of these controls is 
an area where human considerations are especially important. Since all managers are 
responsible for internal controls and at the same time are subject to them, the impact 
of recommended control improvements on people should be carefully considered. Per-
haps in no phase of the management process is an understanding and consideration 
of people so critical.   

18.7 AUDIT REPORTS AND UNDERSTANDING PEOPLE 
IN INTERNAL AUDITING 

 This discussion on creating effective internal audit reports has focused on the interests 
of all internal auditors in connection with their relations with management and with 
each other. While all of this is of interest to internal auditors as a part of their review 
and analysis of internal controls, it should also be of interest to the CAE and the audit 
committee. Some unique and specifi c problems confront internal auditors in their 
activities, including an image problem because an internal auditor is often thought 
of as focusing excessively on detailed compliance or control issues and is viewed as 
threatening. As has been discussed in earlier chapters, this image may have been 
earned in the past because of the manner in which internal auditors were once used in 
enterprises. To some extent, the image has also resulted because some internal audi-
tors today do not do enough through their audit work and mode of personal relations 
to build a better one. 

 The modern internal auditor faces some serious problems in changing this image. 
Internal audit is charged with protective responsibilities that tend to make others in 
the enterprise see them as an antagonist or police offi cer. But internal audit’s total role 
goes far beyond the narrow role of providing protective services. The modern internal 
auditor today is no longer the police offi cer or the person with the green eyeshade who 
is buried in what are sometimes viewed by others as trivial details. Instead, the modern 
internal auditor should be concerned with total enterprise welfare at all levels and in 
relation to all activities. In all aspects, communications and relations with people are 
continuing challenges that involve a target for internal audit that is always moving 
forward. Internal audit’s success in meeting that challenge provides one of the greatest 
available opportunities to serve the enterprise and to achieve its maximum welfare. 

 We have stressed the internal auditor CBOK theme throughout the chapters of this 
book. The ability to describe internal audit work and to make effective audit report rec-
ommendations is a key internal audit CBOK requirement. However, going beyond the 
task of preparing and delivering effective internal audit reports, all internal auditors 
should strive to be excellent communicators to and with the fellow internal audit teams 
and all members of their overall enterprise.   
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 TODAY’S INTERNAL AUDITORS MUS T HAVE a strong understanding of 
IT internal control techniques supporting enterprise IT processes and systems, 
ranging from fi nancial applications to control an accounting general ledger to 

social media processes and the all-pervasive Internet. Although the lines of separation 
are sometimes diffi cult, we can generally think of IT controls on two broad levels: appli-
cation controls that cover a specifi c process, such as an accounts payable application 
to pay invoices from purchases, and what are called general IT controls. This latter 
category covers internal controls that do not relate only to specifi c IT applications but 
are important for all aspects of an enterprise’s IT operations infrastructure. 

 The concept of IT   general controls   goes back to the early days of centralized main-
frame computers when internal auditors looked for such things as a lock on a computer 
center door as a general control that prevented unauthorized access to the hardware 
and the supporting tape and punch-card fi les. Today, we often think of the many and 
varied processes that cover all IT operations for an enterprise as the   IT infrastructure  .
Because of the many possible variations in techniques employed, there is really no one 
set or rights and wrongs here, and an enterprise should establish and implement a set 
of best practices that will serve as guidance for establishing IT general controls. 

 This chapter will look at IT general or infrastructure controls from an internal 
audit perspective with an emphasis on the worldwide recognized set of best practices 
called the   Information Technology Infrastructure Library (ITIL®).   These outline the type of 
framework an internal audit should consider when reviewing IT internal control risks 
and recommending effective IT general control improvements. 

 A knowledge of IT general or infrastructure controls is an essential CBOK require-
ment for all internal auditors. Many years ago, some internal auditors argued, “I’m a 
fi nancial or operational internal auditor and don’t review IT stuff—the IT audit techs 
should review those general control issues.” With our use of IT and the Internet for 
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all aspects of enterprise operations, all internal auditors should have a CBOK level of 
understanding of IT general or infrastrucuture controls as well as the other IT issues 
discussed in the other Part Five chapters following.   

19.1 IMPORTANCE OF IT GENERAL CONTROLS 

 Internal auditors became involved with early IT procedures—then called data-processing 
controls—when accounting applications were fi rst installed on early punch-card com-
puter systems. Those early systems were often installed in glass-walled rooms within 
corporate lobbies to impress visitors with the enterprise’s sophistication. However, those 
early systems were not particularly sophisticated by today’s standards, and internal 
auditors, who were often unfamiliar with data-processing technology, would “audit 
around the computer.” That is, an internal auditor might look at input control proce-
dures and the application’s outputs to check whether the inputs balanced to the output 
reports. In this era there was little question about accuracy and controls of reports 
produced by IT systems. The internal auditor would just go around the actual computer 
program processing procedures. 

 As we discussed in Chapter   11  , things changed in the early 1970s with the Equity 
Funding fraud. External auditors ran their own audit software programs against Equity 
Funding’s fi les to discover a massive fraud with invalid data recorded on system fi les. In 
the aftermath of the Equity Funding affair, organizations such as the American Institute 
of Certifi ed Public Accountants (AICPA) and the Institute of Internal Auditors (IIA) 
began to emphasize the importance of reviewing what were then called data-processing 
operations and application controls. A new professional specialty, called  computer audit-
ing,  was launched. 

 In those early days of business data processing, most computer systems were con-
sidered to be “large,” and standard sets of auditor control objectives and procedures were 
developed for reviewing controls. While many are still applicable today, internal auditors 
must look at these IT control objectives from a somewhat different perspective when 
reviewing controls in a modern IT environment. The profession began to think of IT 
controls in terms of the controls within a specifi c application and what are called general 
or infrastructure controls, the pervasive controls surrounding all information systems 
operations. IT general or infrastructure controls cover all IT operations and include: 

 ■ Reliability of information systems processing.  Good controls need to be in 
place over all IT systems operations. Discussed throughout this chapter, these 
controls often depend on the nature and management of the specifi c size and type 
of systems used. 

 ■     Integrity of data.  Processes should be in place to ensure a level of integrity over 
all data used in various application programs. This is a combination of the general 
operations controls in this chapter as well as specifi c application controls discussed 
in Chapter   22  . 

 ■     Integrity of programs.  New or revised programs should be developed and 
managed in a well-controlled manner to provide accurate processing results. These 
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control issues include the overall process of application program development and 
are part of our discussion of ITIL® best practices. 

 ■ Controls of the proper development and implementation of systems.
Controls should be in place to ensure the orderly development of new and revised 
information systems. These control issues also are discussed in Chapter   22  . 

 ■ Continuity of processing.  Controls should be in place to back up key systems 
and to recover operations in the event of an unexpected outage—what was called 
disaster recovery planning and is often known today as business continuity 
planning. These control issues are discussed in Chapter   24  .   

 This chapter discusses general controls over in-house information systems oper-
ations ranging from client-server systems to desktop operations as well as older, 
larger mainframe computer systems operations that still exist in some environ-
ments. While there are differences between the sizes and management of these dif-
ferent systems, all should be subject to the same general control needs. In addition to 
discussing general control procedures, this chapter also discusses some related com-
puter hardware types and characteristics. This discussion will hopefully encourage 
an internal auditor to ask or look for the correct information in an information 
systems environment.   

19.2 CLIENT-SERVER AND SMALL SYSTEMS GENERAL 
IT CONTROLS 

 Internal auditors traditionally have had problems evaluating general controls in a small 
IT operation, ranging from   client-server systems   to enterprise desktop systems and smart-
phone-based wireless applications. These general controls awareness problems arise 
because small systems are often installed with limited staffs in a more user-friendly 
type of environment. Internal auditors, however, sometimes still look for general IT 
controls in terms of the more traditional, large mainframe IT environment discussed 
in the sections following. That is, internal auditors are looking for the strong physical 
security, good revision, and proper separation-of-duties controls that often do not exist 
or are only partially implemented in the typical small systems environment. This less 
formal approach was perhaps adequate when these small business or desktop systems 
were used primarily for single offi ce accounting or similar low-audit-risk applications. 
The large capacity and capability of small systems today, the growth of the Internet, 
and the transition to client-server computing has made these small systems important 
parts of the IT control framework. When faced with evaluating controls in these small 
computer systems settings, internal auditors have sometimes reverted to the traditional, 
almost cookbook types of controls recommendations. That is, they have recommended 
that desktop systems be placed in locked rooms or that a small, two-person IT develop-
ment staff be expanded to four in order to ensure proper separation of duties. While there 
may be situations where such controls are appropriate, often they are not applicable in 
a small business setting. Internal audit can easily lose credibility if their control recom-
mendations are not appropriate to the risks found in the small computer systems setting. 
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Internal controls over the smallest of these IT systems, such as smartphone- and tablet-
based applications, are discussed in Chapter 20 on wireless computing internal controls.

This chapter began with a discussion of differences between general, interdependent 
controls and application controls in large systems. These differences are equally 
applicable for small, Internet-based systems and client-server configurations. Internal 
auditors should understand the general controls surrounding a small computer system. 
Adequate general controls are necessary in order to place reliance on specific application 
controls. Enterprises are implementing increasing numbers, networks, and systems to 
support small business units, specific departmental computing, or provide IT for the 
entire enterprise. Despite their small size, these systems can often represent significant 
general control concerns.

General Controls for Small Business Systems

Although some internal auditors once thought of small business computers and 
client-server systems as one generic IT system class (as opposed to larger, mainframe 
computers), technological changes have introduced significant differences in control 
procedures and in related internal audit concerns. Small systems can be implemented in 
a variety of ways, depending on the system configuration and the size of the enterprise. 
Internal auditors should be able to recognize these differences and develop appropriate 
general internal control procedures to review their general controls. This chapter 
will discuss these general controls in terms of small business IT systems, Internet and 
networked systems, and client-server systems, as well as the classic large systems.

Internal auditors may encounter a wide range of small-scale as well as large IT 
systems in a typical modern enterprise. Small business computer systems provide total 
IT support for a small business function or unit; these systems may also support unit or 
departmental computing functions in a larger enterprise in support of central computer 
systems resources.

Client-server systems, defined in greater detail in a later section, are often a combi-
nation of various types and sizes of interconnected IT systems and may be found in all 
types and sizes of enterprises. Process or nonbusiness systems include the numerous 
types of small computers used increasingly for manufacturing, distribution, and other 
various operational control applications. Internal audit will frequently find these 
specialized control machines in many areas of an enterprise’s operations.

If an IT system is located in a secure facility, has a multitask operating system, or 
has a relative large application support staff, internal audit should probably consider it 
to be a “large” computer system for purposes of audit planning and should review for 
appropriate large system general control procedures as discussed in Chapter 21. While 
not particularly precise, this definition covers the typical major IT system. This same 
type of attribute-based description can be more difficult in the small system environ-
ment. A strict computer hardware architecture definition often does not help internal 
audit to decide when to apply smaller system internal control review procedures. For 
example, small desktop computers can be coupled together with attached peripheral 
devices to provide more computer power than many traditional mainframe machines. 
When reviewing controls in such an environment, internal audit should consider these 
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linked computers to be the same as the legacy mainframe systems discussed later in this 
chapter. Another problem in identifying small computers is that they often look like a 
large processor. For example, IBM’s Power System line of computers was first imple-
mented in 1988 as a small business computer called the AS/400 and then renamed 
System i. This product line and the individual machine capacities have been expanded 
many times to make many of these systems effectively operate as classic mainframe 
systems.

Small systems, which were once known as minicomputers, have been used for 
business applications since about the late 1960s. They are a product of the increased 
miniaturization of electronic components as well as of different approaches used by 
computer engineers. Because they were relatively inexpensive, easy to use, and did not 
require elaborate power or air-conditioning support, minicomputers were once used by 
many small business enterprises as well as for specialized IT applications. Long before 
the introduction of today’s desktop systems, they brought IT capabilities to enterprises 
that could not afford the large investments required by classic mainframe systems.

Today’s desktop, laptop, or tablet systems have had a rapid growth curve. Starting 
with hobbyists building their own microcomputers using newly available integrated 
circuit chips in the mid-1970s, things really got started in the late 1970s when Apple 
Computer Corporation was formed and produced the Apple II microcomputer. Although 
the machine was initially viewed as a curious toy, a spreadsheet software package, 
VISICALC, introduced about a year later, made the Apple II a serious tool for business 
decision making. Several years later, in the early 1980s, IBM introduced its personal 
computer and legitimized the microcomputer as a serious business-processing tool. 
Today, many machines are still said to be “IBM compatible” even though IBM neither 
has its name on these products nor even manufactures them.

Today, personal computers, often connected to wireless networks, are used for 
many business IT applications. They are often the only computer system resource for a 
small enterprise, and have replaced small “mainframe” systems. They may also be used 
for specialized departmental computing even though there may also be a larger, main-
frame computer capability. In particular, these specialized computers are used for such 
applications as research laboratory or manufacturing process control rather than for 
pure business IT. These same machines may also be used for some business-processing 
applications in addition to their intended specialized purposes.

Ever-increasing speed and capacity have done much to promote the use of these 
server systems. When the first Apple II was released, it had an internal memory of 48 
KB (kilobytes) of random access memory (RAM). By the mid-1990s, in contrast, off-the-
shelf machines typically came with RAM capacities of 32 million megabytes or 32 MB. 
Today, memory sizes and capabilities are considerably larger by virtually every measure, 
whether it be processing speed, capability of running multiple tasks, or memory capacity.

These small business unit systems can cause difficulties for some internal audi-
tors who have stated in their plans to the audit committee that they plan to review the 
general controls surrounding “all” IT systems in the enterprise. Clearly, this type of 
objective was once thought to cover just the mainframe computers and freestanding 
divisional minicomputer systems. The directive may also cover the enterprise’s depart-
mental desktop computers, sometimes freestanding but more often connected to the 
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Internet. However, internal audit may wonder if such an objective really covers the 
specialized IT workstations in the engineering laboratory used for recording test results 
or systems at the end of the distribution line that weighs the package and routes it to the 
correct shipping dock. These definition problems only get worse as embedded systems 
today take a greater role in controlling business processes. Embedded systems are the 
computers that reside behind such things as the dashboard of a car or on the control 
panel of a video recorder or even in the kitchen microwave. As consumers, we press 
these flat-panel screens and generally do not think we are submitting computer system 
commands. However, embedded systems will take greater roles in business processes as 
their capacities and applications increase.

While all of the above IT systems should be part of a general internal audit IT objec-
tive to review internal controls in all IT systems, internal audit’s reviews should empha-
size the systems used for business IT purposes. To follow an example just mentioned, the 
processor at the end of the distribution line probably uses a standard set of embedded 
software that cannot be modified by the local staff. It was very possibly purchased from 
an outside systems vendor, and after initial installation and testing, it simply works, 
with no programmer interaction. Such a machine generally has limited business or 
control risk implications.

Internal audit will often work in an environment where only small business systems 
are used, particularly when the enterprise is relatively small. An example would be a 
not-for-profit enterprise whose only systems needs are a server and desktop systems 
to support direct mailing and limited accounting-related applications. Internal audit 
should review general controls over such a server configuration as if it were a clas-
sic, large enterprise system. That is, there is still a need for systems security, integrity, 
and backup procedures. These types of small business systems will generally have the 
following common characteristics:

 ■ Limited IT staff. The small business computer system, whether a single desktop 
system or a series of wireless units connected to a local or cloud-based server, will 
have a very limited dedicated IT staff, if any. A desktop system to provide accounting 
reports for a small company may be maintained by a single person. A small business 
or server system may have a manager/administrator and perhaps one or two sys-
tems administrators as its total IT department. Such a small IT operation creates a 
control risk because it is dependent on some separate small consulting firm for much 
of its IT support, and requirements such as backing up critical files may be ignored. 
However, a small staff size will not in itself create internal control concerns. Internal 
audit should be able to look for compensating controls just as it does when review-
ing a small accounting department where a classic separation of duties is lacking.

 ■ Limited programming capability. The typical small business computer system 
makes extensive use of purchased software packages. The enterprise’s only 
“programming” responsibilities may be for loading update programs for the pur-
chased software packages, maintaining systems parameter tables, and writing sim-
ple retrieval programs. If internal audit finds a large programming staff or extensive 
in-house development activity, some of the control procedures discussed in later 
sections for large systems development functions should be considered.
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 ■ Limited environmental controls.  Small business systems can generally be 
plugged into normal power systems and operate within a fairly wide range of tem-
peratures. Because of these limited requirements, they are sometimes installed 
without important, easy-to-install environmental controls such as backup drives, 
uninterruptable battery-based power supply systems, or electrical power surge pro-
tectors. While some small business computer installations or fi le servers may be 
housed in formal, environmentally controlled computer rooms, this is not a neces-
sary attribute of these systems. 

 ■ Limited physical security controls.  Because of less need for environmental con-
trols, these systems are often installed directly in offi ce areas. The level of auditor 
concern regarding physical security controls depends on the type of equipment and 
the applications processed. Internal audit may sometimes recommend that physical 
security be improved, particularly where critical applications are being processed. 
In many other instances, however, this lack of physical security controls should not 
present a signifi cant internal control problem. 

 ■ Extensive telecommunications network.  Virtually all desktop systems today 
have wireless connections to the Internet. Data and applications can be easily 
uploaded or downloaded. In addition, materials can be easily downloaded through 
common, easy-to-use USB devices. A combination of controls and policies should 
be established to protect the enterprise.   

 These characteristics certainly do not  defi ne  a small business computer system, but 
only explain some of its common attributes. However, they should help internal audit 
to better decide on the control procedures to be used. As noted, when in doubt, internal 
audit should consider the system to be a large, more complex one.    

19.3 CLIENT-SERVER COMPUTER SYSTEMS 

 The term  client-server  fi rst appeared in IT literature in the late 1980s. To non-IT 
specialists, including many internal auditors, it is one of those specialized IT terms that 
is often diffi cult to understand, let alone describe. However, client-server architecture 
has become a very popular IT confi guration in all sizes of enterprises and systems. In a 
local network environment, for example, each of the workstations is a  client,  and a cen-
tralized processor, which contains common shared fi les and other resources, is called 
the  server.  There also may be specialized servers for such tasks as storage management 
or printing. Workstation users submit requests from client machines to a server, which 
then serves that client by doing the necessary processing. 

 This client-server architecture, however, goes beyond just a workstation and a server. 
An application that queries a centralized database can be considered the client, while the 
database that develops the view of the database is the server to all workstations requesting 
database service. Similarly, an application program can request services from an operating 
system communications server. Exhibit   19.1    shows a client-server system sample confi gu-
ration where a single server handles requests from multiple clients across a network. This 
client-server confi guration, though very general, represents the typical IT system of today.  
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 In many enterprises today, other, often client-server-confi gured systems can be 
found in areas beyond IT operations and may be located in engineering laboratories, 
manufacturing control operations, marketing departments, and elsewhere. These sys-
tems may be used for process control, automated design work, statistical analysis pro-
cessing, or many other applications. Some are totally dedicated to specifi c applications, 
while others may be used for a variety of tasks within their assigned functions. This 
multitude of IT machines has come about in many enterprises because of the relatively 
low cost of such machines, the familiarity of many professionals with IT techniques 
today, and the inability of traditional IT departments to support specialized IT needs. 

 Although these systems are not used for traditional business information needs, 
such as maintaining accounts receivable records, they often support critical applica-
tions for the enterprise. These systems are often found in the quality assurance envi-
ronments discussed in Chapter   31  . For example, an engineering computer may support 
computer-aided design work. Systems backup and integrity concerns in this environ-
ment may be as great as in the typical business IT center. Internal audit’s role in regard 
to specialized IT operations will vary with both management’s direction and internal 
audit’s review objectives. While some audit enterprises will have little involvement with 

    EXHIBIT   19.1    Client-Server System Con� guration 
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reviews over specialized computer systems, IT controls reviewed here can often play an 
important role in support of internal audit’s understanding of control procedures and 
in other operational audit activities. 

 Before attempting any review of such a specialized computer system, internal audit 
should obtain a rough familiarity with the functions of that operation. For example, an 
internal auditor who plans to review a dedicated computer-aided design and manufac-
turing computer operation needs a general understanding of the terminology, general 
workings, and objectives of these systems. Reviews of specialized IT systems are not 
recommended for the less experienced internal auditor. In order to fi nd control analogies 
from normal business IT situations and translate them to specialized control environ-
ments, an auditor must be fairly experienced in reviewing business IT computer centers, 
whether they are large or small operations. Over time, internal audit will encounter 
more of these specialized computer operations. The creative internal auditor can make 
increasing contributions to management by performing operational reviews over these 
computer centers on a periodic basis.   

19.4 SMALL SYSTEMS OPERATIONS INTERNAL CONTROLS 

 As discussed, internal auditors have traditionally looked for a proper separation of 
duties as a fi rst procedure for evaluating internal controls and IT general controls. 
This control, however, is also often lacking in a small business IT function. While good 
IT control objectives call for a proper separation of responsibilities between users and 
operators, these controls are often diffi cult to establish in a small department. When 
internal auditors fi rst began to review general controls in small IT departments and 
tried to apply traditional large-system control remedies, those earlier recommenda-
tions were hard to sell to a cost-conscious management and would be treated with 
derision today. 

 The responsible manager for a small client-server system today may also be the 
principal technical specialist and operate the equipment for such tasks as backup pro-
cessing. Separation-of-duties controls found in a large shop do not exist in this small 
environment, but there should be compensating controls, including: 

 ■ Purchased software.  Nearly all small computer systems today operate with pur-
chased software packages where “programmers” do not have access or have very 
limited access to source code. A major task may be to just install vendor software 
upgrades on the local system. 

 ■     Increased management attention to system reports and consultant activi-
ties.  Although small business enterprise management may have very little knowl-
edge of IT techniques, they often should give considerable attention to the key 
computer-generated reports. In a small company, it is not unusual for top manage-
ment to review, for example, an accounts receivable aged trial balance in detail and 
on a regular basis. In this environment, many small businesses are very dependent 
on consulting management help from equally very small consulting fi rms. Care 
should be given to monitoring such consulting activities in terms of time spent, 
access to other enterprise records, and other matters. 
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 ■ Separation of input and processing duties. In virtually all modern small 
business IT systems, users submit data inputs through their individual workstations 
and receive outputs on their terminals or remote printers. Internal auditors should 
look for some level of compensating controls if possible, including wireless firewalls 
to prevent access to other nearby unauthorized systems.

Even with these compensating controls in the modern small business IT system, inter-
nal audit should also be aware of potential control risks and weaknesses. There still exist 
IT departments in which the responsible manager implements many of the applications, 
has responsibility for the network management, controls all passwords, and appears to 
be the only person in the enterprise who understands the IT applications. While a limited 
staff may be acceptable in some circumstances, the enterprise faces a control risk if all IT 
knowledge is vested in only one person. Other control weakness symptoms in a small IT 
enterprise that do not typically exist in a large department include:

 ■ “Loyal” employees who do not take their personal time off
 ■ The use of special, undocumented programs known only to the IT manager
 ■ Direct IT department participation in system input transactions, such as adjustments 

to the inventory system

Control risk may be a major consideration when audit procedures have identified 
significant control weaknesses in small business systems. In large enterprises, inter-
nal auditors often look for documented position descriptions in their internal controls 
reviews as evidence of good management controls over the IT function. Many small 
enterprises often do not have such descriptions for any employee. An internal auditor will 
not be effective in suggesting that such position descriptions be drafted just for the IT 
function while ignoring the rest of the enterprise when overall control risk is minimal 
because of the small size of the enterprise.

As discussed, planned organization and related management practices are often 
among the strongest control procedures in a large IT enterprise. In the small enterprise, 
the size and informality typically associated with such a group will tend to weaken 
controls. Senior management should have a good understanding of the IT function, its 
plans, and its objectives. A very important general control for the small IT enterprise is 
adequate documentation over its systems and procedures. There have been instances 
where both members of a two-person IT organization suddenly resigned due to a dis-
agreement or better employment offer. Without adequate documentation, it is very dif-
ficult for someone else suddenly to take over. This is true even if the enterprise primarily 
runs packaged software, since there may be many special procedures associated with 
those packages. The risk is equally high if the enterprise uses desktop or tablet systems 
where users do much of their own work. The network administrator who configures 
the system and backs up files has a key control responsibility.

Sometimes a small IT system operation is an operating unit of a large enter-
prise with centralized IT facilities. Even though the small IT enterprise may be 
entirely freestanding, it may receive central direction as to appropriate standards 
and procedures. In order to ensure compliance with these standards, internal 
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audit should have a general understanding of them and the level at which they are 
expected to be followed. Sometimes a large enterprise will issue mandatory stan-
dards applicable to all of its operating units, no matter their size, even though the 
standards may not be practicable for small units. While central management may 
look the other way regarding local compliance with these standards, internal audit 
often feels compelled to bring up violations found at a smaller unit. If such problems 
exist, internal audit should discuss these concerns with the central IT management 
group responsible for the standards. Very little is accomplished if an internal auditor 
brings up a violation of a corporate standard found at a remote unit when central 
management does not expect full compliance. This may be more of a topic for a 
centralized review of standards.   

19.5 AUDITING IT GENERAL CONTROLS FOR SMALL 
IT SYSTEMS 

 Some small IT systems may be separate operating units of a large enterprise and pro-
vide support for the total enterprise. Such systems may have many of the attributes of 
a larger, mainframe computer system, including a limited but formal IT enterprise, 
production schedules, and a responsibility for implementing new applications. However, 
the small IT system enterprise often has no other specialized functions. Internal audit 
will encounter a variety of computer hardware brands or product names in a small 
systems environment, but most will be open systems with a common operating system 
that can operate no matter what brand of hardware is used. This is different from classic 
mainframe computers, where the manufacturer generally built the computer hardware 
as well as an operating system. Numerous vendors supply such small computer systems 
with both improved functionality and price performance, and internal auditors will be 
more effective in reviewing small business computer system controls if they have an 
overall knowledge of some of their capabilities. 

 Despite the small and informal nature of a typical small business computer system, 
internal audit should still expect to have general control objectives with the following 
internal control concerns: 

Weak system controls over access to data and programs.  When unauthorized 
persons are allowed to access and modify computer fi les, general controls are 
very much weakened, and internal audit should consider access to data and 
programs to be  the major general controls objective  when reviewing the small 
IT enterprise. This is true whether the IT department uses packaged software 
products or spreadsheets or databases developed in-house. 

 Controls over access to data can be considered in terms of both specifi c 
applications and general controls. However, in small IT systems, general con-
trols often have a greater importance than specifi c application data access 
controls because applications operating on a single small business computer 
system will typically all operate under the same set of data-access controls. In a 
small system, data can be improperly accessed and modifi ed through improper 
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data-access attempts by way of user terminals, unauthorized use of specialized 
utility programs, or invalid IT requests.

Improper data access through user workstations. Small systems, whether 
a series of laptops connected through a wireless system or a powerful server 
system, often do not have the sophisticated security controls found on large 
mainframe-type systems. Rather, small systems have a user log-on/password 
identification coupled with menu-based information security. A systems user 
typically enters the assigned log-on or user ID identification code onto the ter-
minal and receives a menu screen with the applications available to that code. 
The user can only then access the applications assigned to that menu.

These menu-based security systems, historically found in systems such as 
a version or model of an older IBM AS/400, can provide a fairly effective control 
against improper access attempts. However, they can break down due to the 
informality and lack of formal rules and procedures in many small enterprises. 
Log-on codes are often not changed on a regular basis, one general menu is 
given to virtually all employees, or terminals with more privileged IDs are left 
on for virtually all to use. Because users are often not aware of potential data 
vulnerabilities, management may give only minimal attention to such security 
issues. In order to review controls in this area, internal audit should first gain a 
general understanding of the data security system installed, which may range 
from a good password-based system to a highly structured set of procedures. 
The next step is to understand how that security system has been implemented 
and is being used. The latter step implies that the internal auditor should spend 
some time reviewing the use of the application controls in user areas.

A small business computer system may not have the logging mechanisms to 
monitor invalid access attempts. Instead, internal audit should review the overall 
administration procedures covering the security system. These can include review-
ing how often log-ons are changed, who has access to the system administrator’s 
menu, and local management’s general appreciation of IT access controls.

Unauthorized use of utility programs. Modern small systems are often equipped 
with powerful utility programs that can easily change any application data file. 
These programs are designed to be used for special problem-solving situations, 
and often produce only a limited audit trail report. All too often, these utilities 
serve as substitutes for normal production update programs or are used by an 
IT manager for these special updates, and sometimes are even given to users. 
For example, an enterprise may have installed an inventory status system. 
While the system normally provides proper stock-keeping records, the inven-
tory status may become misstated from time to time due to a variety of reasons. 
In order to help users correct these inventory status record-keeping problems, 
the IT administrator may have developed the practice of correcting inventory 
balances through the use of a utility program. While the IT manager may be 
following proper management direction in the normal use of such a program, 
there may be no audit trails over its use.

These utility programs go by a variety of names depending on the type 
of computer operating system. For example, in a Unix operating system 
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environment, the su (super-user) command has some powerful attributes that 
should be protected. Internal audit should understand the types of standard 
utility programs available for the system under review. The usage of the par-
ticular program can best be determined through inquiry and observation.

Improper IT data and program access requests. The informality of small 
enterprises often allows data to be accessed improperly through normal IT 
operations procedures. For example, someone known to the IT function may 
initiate a special computer run, which results in improper access to confidential 
data. In larger, more formal enterprises, such a request would often require 
some type of special management permission, but small, informal enterprises 
often waive such requirements. This type of access may be a greater control 
risk than access through use of improper programs.

Internal audit should look for controls to prevent such casual IT requests. The 
best control could be a formal “request for data services” type of form, approved by 
management. In addition, logs should be maintained listing all production IT activi-
ties as well as the name of the requester and the report recipient. Many of the control 
concerns over improper access to data also apply to small-system program libraries. 
Small business systems typically do not have the sophisticated software control tools 
over program libraries found in large systems, but they generally do have menu-based 
systems that offer some security types of controls. Without such a proper menu type 
of security system to limit improper access, it can often be relatively easy for someone 
with a little knowledge to locate and potentially modify program library files.

Internal audit may also find weak controls over program library updates. The one 
or two personnel in a small IT department who act as network administrators typically 
can update program libraries with little concern for documenting those changes or 
obtaining any type of upper management authorization. While some of these changes 
may be justified in order to respond to user emergency requests, others may not be prop-
erly authorized. It is difficult, if not impossible, to install separation-of-duties enterprise 
controls over small business system program libraries. In addition, it probably will not 
work for internal audit to suggest that management formally review and approve all 
program library updates—they will neither be interested nor have the technical skills 
to perform such reviews. The best control method here might be to install procedures 
that require the logging of all changes or software package updates to the production 
program library, with such logs subject to periodic internal auditor reviews.

This type of control takes advantage of the fact that many small business IT systems 
maintain a hash1 total count of the program sizes in bytes and also have the ability to 
retain some form of date or version number within the program name. Internal audit 
might then suggest a small business computer system program library control as follows:

 ■ Establish program naming conventions that include the date or version number 
included with the program name. When not available in commercially purchased 
software, a separate control file with this data can be established. This feature is 
becoming increasingly common; for example, it can be implemented within the 
Windows operating systems.
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 ■    Have the persons authorized to make program table or parameter changes log in 
the version number, date, program size, and reason for the change in a manual 
listing subject to periodic management. If the application was developed in-house, 
the source code should contain comments explaining the change. 

 ■    Maintain at least one backup copy of the program library and rotate a copy of the 
program library fi le to secure portable disk drive in an off-site location at least once 
per week. 

 ■    Strengthen access controls such that nonauthorized personnel cannot easily access 
program library fi les. 

 ■    Perform an internal audit review of the library change log on a periodic basis. That 
review should match logged program versions, dates, and sizes with data reported 
on the program library fi le.   

 These steps will not provide complete assurance that all program changes have 
been authorized; however, if internal audit periodically reviews logged changes and 
questions any discrepancies, enterprise systems personnel will probably take care to 
better and consistently document and log any production program changes. 

 Our message throughout this section is that there are or should be some general IT 
internal control concerns for all small IT systems, whether a network of laptops coupled 
to a server over wireless links or even a freestanding offi ce desktop system. There are 
many variations in the types of small-system IT confi gurations, but internal auditors 
should use some general internal control objectives to review general controls in these 
IT environments. Exhibit   19.2    contains general control objectives for reviews of small 
business IT systems.    

19.6 MAINFRAME LEGACY SYSTEM COMPONENTS 
AND CONTROLS 

 As discussed in the introduction to this chapter, the UNIVAC II, one of the fi rst success-
ful business IT computers, was introduced in 1951 and helped predict the results of the 
1952 U.S. presidential election. It required a huge amount of physical space, weighed 
15 tons, and cost $1.3 million (in 1950 dollars). Its central processing unit was housed 
in a cabinet with doors on both ends so a technician could walk through it to make any 
required repairs but it had less memory capabilities than today’s smartphones. Was 
the UNIVAC II a “large” computer system? In today’s terms, although it was physically 
large, based on its cost and the fl oor space it occupied, with respect to its memory, speed, 
and functional capabilities, the answer is no. The term  large  as it applies to computer 
systems becomes even more diffi cult today. Once described by their manufacturers as 
“minicomputers,” small systems may appear to be “large computers” to an auditor 
because they operate as servers to support a large variety of IT equipment such as mul-
tiple workstations, disk and storage devices, and the many other devices attached to the 
system. The large-system computer hardware may also be supported by a big operations 
staff and will handle many varied processing tasks. Different professionals each have 
their own defi nitions of what a large computer system is. The technical programmer 
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 EXHIBIT 19.2     General Control Objectives for Small Business IT Systems  

   1.  Determine if there is a complete and current inventory of systems hardware, including 
servers, printers, and network controllers as well as a complete inventory of application and 
systems software. 

  2.  If employees and other stakeholders have been authorized to use personal smartphones 
and tablets for systems processes, review controls over who has been issued this equipment 
and assess adequacy of management and use of these facilities. 

  3.  The network hardware inventory report should contain model and identi� cation numbers.  
Review a limited sample of these items to determine the equipment is installed as 
described. 

  4.  Trace a sample of the listed application and systems software to determine that current 
versions are installed, that appropriate documentation is in place, and that vendor licenses 
are current. 

  5.  Review � le and data backup procedures and determine that these resources are regularly 
backed up to secure locations. 

  6.  Observe computer server facilities and verify the equipment is located in limited access 
secure facilities with adequate power and environmental controls. 

  7.  Observe storage processes for backups of key � les to determine that media are regularly 
backed up to secure off-site locations. 

  8.  Assess the adequacy of access control security procedures to determine that key systems 
and � les are adequately protected by passwords that are regularly changed and dif� cult to 
easily detect. 

  9.  Review procedures in place for restricting, identifying, and reporting on unauthorized 
users of the network environment and assess the adequacy of processes to investigate and 
correct security violations. 

  10.  Assess the adequacy of systems security monitoring processes as well as new employee 
training practices in place to emphasize application security. 

  11.  Review the adequacy of procedures for installing new software in the systems environment 
and assess that controls are in place to prevent the introduction of unauthorized software 
products. 

  12.  Review a sample of key applications and verify they are supported by adequate continuity 
plans for disaster recovery purposes. Also, determine that continuity plans are tested 
periodically. 

  13.  Interview persons responsible for network security administration to determine that 
adequate � rewall tools have been installed. 

  14.  Review records of systems downtime over a recent period and determine that adequate 
short and long range measures are in place to continual improvements. 

  15.  If available, obtain application operating schedules covering key � nancial and operational 
applications and determine that adequate attention is given to application internal controls. 

  16.  Interview systems manger/administrator to assess whether this person is knowledgeable 
and properly trained. Also, if system is managed by outside consultants, review the 
adequacy of systems support efforts. 

  17.  Interview a sample of systems users and determine if they are satis� ed with systems 
performance, including response times and availability.  

may defi ne a large computer system in terms of the central processor’s internal design 
or architecture. Management may defi ne the same computer system’s size in terms of 
what the equipment confi guration and the size of the IT staff necessary to support it. 
Some auditors not familiar with IT systems may observe an older, or what is now called 
a legacy, system located inside a secure facility with a raised fl oor, and on that basis 
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will conclude that it must be large. This is particularly true if the auditor’s experience is 
limited to small laptops, desktop and server devices, or cloud computing connections.

Internal auditors were once more interested in the size of the computer system to be 
reviewed than they are now because of its impact on internal audit’s approach and the audit 
control procedures. This has changed with the forward rush of technology developments, 
and there is no longer a direct relationship between machine size and audit complexity. 
Nevertheless, some of the controls that internal audit would expect to find in a very large 
computer center operation would not necessarily apply to the small business computer 
system discussed in previous sections. For example, a technical or systems programming 
staff, responsible for monitoring performance and maintaining a large computer’s operat-
ing systems, is often not necessary for a small, modern computer system.

Characteristics of Large IT Systems

Large systems usually have some common characteristics, whether a classic IBM main-
frame requiring chilled-water cooling or several interconnected Unix file server proces-
sors. While not all IT internal control characteristics may apply to every large computer 
system, the following should help an internal auditor understand the characteristics of 
the large business IT system:

 ■ Physical security controls. A large computer center with multiple servers and 
significant data files is usually located in a room with locked access controls and 
no windows to the outside. This security helps to protect the equipment as well as 
the programs and data. Locked doors to the computer room prevent unauthorized 
persons, both employees and outsiders, from entering the area to ask distracting 
questions of the operators or to cause malicious damage.

In former days, large-scale computer systems first required extensive magnetic 
tape drive arrays, then magnetic storage cartridges, and extensive numbers of 
rotating-head disk drive storage units. Today, with the massive capabilities of cheap 
and miniaturized storage devices, there are typically minimal needs for operations 
personnel to mount, load, or remove to a storage media library these older devices.

While all business operations are subject to terrorism, fires, or floods, a large 
system computer center has a particular vulnerability because the equipment 
cannot easily handle these stresses. Because of the type and extent of data pro-
cessed in the modern large-scale computer system, systems operations should be 
located in unobtrusive locations and built to minimize exposure to fires, floods, 
or other acts of God.

 ■ Environmental control requirements. Specialized electrical power systems as 
well as dedicated air-conditioning or water-cooling chiller systems are often neces-
sary because miniature electrical components operating at full power generate a 
considerable amount of heat. Because of these special needs and because IT systems 
consist of multiple pieces of equipment connected by communications cables, the system 
hardware is often located in specialized rooms with dedicated environment monitoring 
controls and false floors that provide space for power cables and ventilation. Large sys-
tems, vulnerable to electrical power outages or fluctuations, are almost always equipped 
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with emergency power supplies that can smooth out power fluctuations or provide a 
source of emergency power to allow the computer system an orderly shutdown.

Some systems may be supported by independent generators to provide power 
over an extended period in the event of an outage. Weaknesses in environmental 
controls can potentially result in failures in the operation of key IT applications. 
Internal audit should always be aware of control procedures in this area and make 
recommendations where appropriate.

 ■ Multitask operating systems. Virtually all computers use some type of master 
operating system to control the various programs run by the computer and other 
tasks such as reading various files and other folders or supplying report data or 
print server facilities. Typically these operating systems can run many programs 
in parallel as well as other tasks such as printing. A multitask operating system 
on a large computer must be managed and usually requires specialized personnel, 
called systems programmers.

 ■ In-house programming capabilities. While small staff enterprises purchase 
the majority of their applications from software vendors or have their systems 
supplied by an enterprise headquarters staff, enterprises with large computer 
systems are often supported by an in-house systems and programming depart-
ment ranging in size from a group of perhaps several hundred employees or more 
to others with limited in-house programming capabilities. Programmers are dif-
ferent as well. Until the early 1990s, many used the COBOL language, but pro-
grammers today may only develop parameters for specialized purchased software 
packages or may do some custom work in languages such as C++ or Visual BASIC. 
In-house programmers almost never write custom inventory control or payroll 
applications. A large enterprise with its own programming and systems analysis 
staff should have a fairly formal systems development methodology or systems 
development life cycle (SDLC) procedure to develop and implement new applica-
tions. SDLCs are discussed in Chapter 22. There should be specialized library files 
to control computer programs as well as technical documentation covering the 
programmers’ work.

 ■ Extensive telecommunications networks. Virtually all modern systems have 
an extensive telecommunications network, both wireless and cable-connected, to 
support multiple online terminals located throughout the enterprise and connected 
either directly to the central computer system or to the Internet. The network may 
also require specialized technical personnel within the IT enterprise to manage 
telecommunications.

 ■ Very large or critical files. Although an IT system may be rather small in many 
respects, it may have one or more applications that maintain critical data on very 
large databases. While these critical files once consisted of many reels of magnetic 
tape, disk-oriented database management systems or hard storage drives are used 
today. Because of the criticality of such large databases, the IT system—whatever 
its actual hardware configuration—takes on characteristics of a large system. The 
need for backup copies and the integrity of critical files is crucial to the IT function. 
The enterprise should require strong file backup procedures and database admin-
istrators to help ensure the accuracy, integrity, and completeness of the database.
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 ■ Input-output control sections.  Although they are not at all common today, 
some systems once had input-output control functions to receive any batch input 
data (such as tapes mailed from remote sources), to distribute any inputs, and to 
schedule and set up production jobs. In the earlier days of IT, when most produc-
tion jobs were run in a batch mode, such control functions often balanced input 
batches to system outputs and resolved many problems. Today, users generally take 
responsibility for their own data, submitted through terminals in user areas with 
outputs transmitted back to them, and the controls should be built into the systems 
receiving or transmitting this data.   

 These characteristics, although not specifi c only to large   legacy systems   ,  provide 
some guidance to help determine whether an internal auditor is working with a large 
IT systems environment. There are many variations in what can be defi ned as either a 
large or small computer system. While internal audit’s control objectives will remain 
essentially the same for both, control procedures will differ. Techniques for auditing 
small systems were discussed previously in section 19.2. If an internal auditor has doubts 
about whether an IT review should be tailored to a large or small system, the safest 
approach is to consider the system to be reviewed as a large, complex one.    

19.7 INTERNAL CONTROL REVIEWS OF CLASSIC 
MAINFRAME OR LEGACY IT SYSTEMS 

 Large IT systems typically have their own unique control characteristics. Although 
much has been published about today’s client-server and desktop systems, signifi cant 
changes have also taken place over the years for large mainframe computer operations. 
For internal auditors, internal control issues that were once frequent audit concerns 
are now an almost accepted part of today’s large systems operating procedures. Other, 
newer control issues have now become part of internal audit’s review process. In the 
early days of older, classic mainframe systems, a common internal audit concern was 
that computer operators should neither have access to computer operating programs 
nor the knowledge to change them. The reasoning was that if programmers could 
operate the equipment, they could improperly modify or run unauthorized programs. 
Checklists and audit programs were published—including in earlier editions of this 
book—that directed internal auditors to attest that, among other matters, computer 
operators did not execute programs and programmers did not operate the equipment. 
Although the system confi gurations and organization procedures may be very diverse 
today because of the different types and ages of hardware and software in a modern 
large systems operations area, Exhibit   19.3    discusses some of the areas an internal audi-
tor should consider in order to gather some base information regarding the operations 
and control procedures in a large data center operation.  

 There is no typical hardware confi guration for the modern, large IT enterprise. 
Often the inexperienced internal auditor will be given a tour through a room fi lled with 
central processors, servers, storage devices, and other equipment and may complete 
the tour with little understanding of what was seen. Because of the miniaturization of 
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 EXHIBIT 19.3     Information Systems Large IT General Controls Preliminary Survey  

   1.  Obtain basic information about the environment through initial exploratory discussions with 
information systems (IS) management. 

  2.  Review published organizational charts to determine that appropriate separation of 
functions exists between operations, systems, and database management. Discuss any 
potential con� icts with IS management. 

  3.  Obtain job descriptions of key IS personnel and review this personnel documentation for 
adequate and appropriate quali� cations, task de� nitions, and responsibilities. Ensure that 
security and control accountability are appropriately assigned to key personnel. 

  4.  Based on discussions within management both inside and outside the IS organization, 
assess whether the organizational structure is aligned with business strategies to ensure 
expected IS service delivery. 

  5.  Review IS policies and selected procedures for completeness and relevance with speci� c 
emphasis on security, business continuity planning, operations, and new systems development. 

  6.  Inquire whether responsibilities have been assigned to keep the policies and procedures 
current, to educate/communicate them to staff members, and to monitor compliance with them. 

  7.  Based on discussions with senior IS management, assess whether strategic, operational, and 
tactical IS plans are in place to ensure alignment with the organization’s overall business plans. 

  8.  Determine the existence of a new applications and hardware  IS steering committee and gauge 
this committee’s functions through a limited review of steering committee meeting minutes. 

  9.  Ensure that a formal methodology is used in the development of new systems developments, 
major equipment installations, or major enhancements to systems in production. The 
methodology should include formal steps for de� nition, feasibility assessment, design, 
construction, testing, and implementation as well as formal approvals at every stage. 

  10.  Determine that processes are in place for making changes to application programs 
in production, including testing and documentation sign-off, and formal approvals to 
implement the change into production. 

  11.  Ensure that responsibility for physical and logical security has been appropriately 
apportioned and that appropriate documented procedures exist. 

  12.  Review procedures in place for operating and maintaining the network along with attached 
routers, in terms of device con� guration and software parameter changes, and ensure that 
procedures for allocating and maintaining the network con� guration are performed on a 
scheduled basis and under proper change management. 

  13.  Review the disaster-recovery/continuity plan to ensure that detailed plans for recovery of 
operations have been prepared, that the plans are documented, communicated to the 
appropriate personnel, and properly tested on a periodic basis. 

  14.  Review both IS budget and actual costs as well as performance against those measured to 
assess � nancial performance. Discuss reasons for any variances.  

electronic components, the modern computer center takes up much less space than was 
previously required. For example, the large IBM legacy mainframe system up until the 
mid-1990s often required water-cooling systems that called for extensive plumbing. 
Advances in technology have eliminated the need for many of these elaborate, large, 
and expensive systems. 

 In addition, there have been significant changes in the design of many IT 
peripheral components. The once common magnetic tape drives, for example, have 
now all but gone away, and even the cartridges that later became more common 
are now often configured as small solid-state drives. Disk drives are still in use 
but are often configured as arrays of small disks with considerably greater data 
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storage capacity. Output printing is still done on remote high-speed laser print-
ers, but enterprises increasingly strive to go paperless and communicate reports 
as digital files. An internal auditor should gain an understanding of the types of 
IT equipment used by requesting a hardware configuration chart from operations 
management. While internal audit will typically not be in a position to deter-
mine, for example, the correct models of disk drives, such a chart will indicate that 
management has done some planning in their computer hardware configuration. 
These charts are often filled with model numbers rather than explanations of the 
equipment. The internal auditor should always ask questions about the nature of 
this equipment.

While the number and type of storage devices and other equipment will vary, an 
internal auditor can expect to find similar characteristics in all operating facilities. They 
should help internal audit to develop procedures to test the appropriate controls. When 
auditors first started to review IT general controls, they often looked for such things as 
locked computer room doors, fire extinguishers, and proper batch controls. Such con-
trols are now in place as a matter of course in large computer centers. While internal 
audit should always keep these controls in mind, other general control objectives and 
procedures must also be considered.

Operating System Software

Early business computer systems had little more than a single basic master  
program—what came to be called an operating system—to load and schedule appli-
cation programs, with those application programs taking care of their own utility 
functions, such as tape file label checking or sorting data. The IBM 1401 computer 
of the mid-1960s had only 8 KB (8,000 bytes) of memory to contain its operating 
system. The basic 1401 operating system did little more than load programs and 
communicate with input and output devices. Modern operating system software is 
much more complex than older systems and capable of handling many users and 
systems functions. The typical user with a laptop system today can be overwhelmed 
the complexity of that computer’s operating system, whether it is Microsoft Windows 
or Apple’s Mac OS.

IT operating systems are the basic software tools that provide interfaces between 
systems users, application programs, and other IT hardware. In addition to the basic 
operating system, an internal auditor will encounter various monitors and controllers, 
including specialized software to schedule jobs or handle logical security. Operating 
systems software includes the central operating system, control programs, various pro-
gramming aids, and application-related support software.
An internal auditor should develop a general understanding of the various types of 
installed operating system software that may be on a given system as well as the high-
level control risks, including:

 ■ Central operating systems. The operating system supervises the processing of 
all systems resources and programs. IBM’s older large MVS operating system is an 
example. Because these operating systems were often so closely tied to the hardware 
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they control, operating systems traditionally have been unique to the computer 
vendor’s equipment. Today the trend is toward common or open operating systems. 
The Unix operating system, for example, has been implemented on virtually all sizes 
and models of computer systems. Although less common on large mainframes, Unix 
is found on many small to midsize computers and is a major controller for Internet 
systems. Unix provides common user interface functions with the hardware where 
it is installed. There are other versions of Unix that differ slightly. In addition, the 
open source operating system Linux is becoming increasingly common today.

 ■ System monitors. A variety of basic operating system support software products help 
schedule jobs, monitor systems activities, and help solve operator problems or system 
errors. These products are very closely tied to the basic operating system but are usu-
ally sold and installed separately. Monitors provide internal signals to other operat-
ing system functions—that is, they are similar to a semaphore signal once found on 
a railroad track. Once a train enters a stretch of track, a control monitor detects the 
train and raises various semaphores to signal other trains that one is already on the 
track. Some monitors just log operating system activity for historical purposes. An 
example is IBM’s system management facility (SMF) utility on what is now known 
as IBM’s System z. The SMF software facility monitors virtually all systems activities, 
including which programs are processed and the various disk files used. Operating 
system memory dumps are another example of a monitor. Here, the contents of the 
affected system memory are reported when a program goes into an error status.

 ■ Network controllers and teleprocessing monitors. These are specialized 
operating system programs that supervise and control transmissions between the 
host computer system and peripheral devices. These devices allow the applications 
processing on a host computer system to communicate with multiple network con-
nections. Software programs that support the interaction between online terminals 
and the host computer also fall into this class of operating software. IBM’s online 
monitor, the CICS (Customer Information Control System)—often called “kicks”—
allows user terminals to access and process online programs. An internal auditor 
may find the name CICS somewhat curious, as it is generally used for much more 
than customer information applications. CICS was originally developed by IBM in 
the early days of its old 360 series computers for a specific customer who needed a 
method to access programs in an online manner. IBM did not have such an online 
software product at the time, although its mainframe computer system competition 
did. So it created CICS as a special product that has since become its basic online pro-
cessing control product; many have forgotten what the acronym CICS really means.

All of these special names or acronyms can cause an auditor some communication 
problems. Computer systems users may know what the product does but may forget 
what the acronym really represents. As long as the systems specialist and the auditor 
understand the functions of a software product, there is little need to worry about the 
specific meaning of the acronym. Internal auditors should not become discouraged by 
this foreign language of specialized computer software terms and names. When IT tech-
nical personnel speak in their own techno-jargon, an internal auditor should always 
ask for clarifications when uncertain.
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19.8 LEGACY OF LARGE SYSTEM GENERAL 
CONTROL REVIEWS 

 In an older, traditional IT environment, the computer operations area was often internal 
audit’s prime area of internal control concern. In those days, computer operators had 
considerable power to make changes or to bypass systems controls such as overriding 
data fi le label controls, making changes to program processing sequences, or insert-
ing unauthorized program instructions into production applications. While these are 
still possible today, both the complexity of large computer operating systems and the 
sheer volume of work passing through the modern IT operations center makes such 
unauthorized actions diffi cult. Internal audit has greater risks to consider. 

 Many once common internal audit IT operations control improvement recommen-
dations are no longer feasible today. For example, older business data center legacy 
computers had a console printer attached to record operator commands, and internal 
auditors traditionally recommended that these console logs be reviewed on a regular 
basis. The logs were often ignored but were useful for tracing inappropriate opera-
tor activities. Today this console activity is recorded onto log fi les, but the sheer vol-
ume of that data makes a periodic human review of console log reports all but totally 
unrealistic; other tools and controls are available to help internal auditors understand 
operations controls. Internal audit should initially gain an understanding of the infor-
mation system enterprise, its established control procedures, and specialized duties 
and responsibilities. 

 An important fi rst step in an internal audit review of IT operations large system 
general controls is to clearly defi ne that review’s objectives. All too often, a member of 
the audit committee or senior management may ask internal audit to “review the com-
puter system controls” in some enterprise data center. That request may be based on IT 
controls as they once existed in older systems. An internal auditor should consider the 
following questions when planning such a data center review: 

 ■    What is the purpose of the information system operations review? 
 ■    Which specifi c controls and procedures are expected to be in place? 
 ■    How can evidence be gathered to determine if controls work?   

 Based on the results of this exercise, internal audit should develop a set of control 
objectives specifi cally tailored for the planned review rather than just use a standard 
set of internal control questions. Whether an IT or any other review, the internal audit 
objectives identifi ed depend on the purpose of the review. 

 If management has requested a review of the costs and effi ciency of data center opera-
tions, for example, internal audit procedures might include such areas as the chargeback 
and the job-scheduling systems. Although a large system IT general controls review can 
have a variety of purposes, it will often fi t into one of the following four review types. 

  1. Preliminary reviews of IT general controls.  This is the type of review that 
outside auditors sometimes call a  preliminary survey  or an  assessment of control risk.  Its 
purpose is to gain a general understanding or overview of the IT controls environment. 



19.8 Legacy of Large System General Control Reviews  ◾    461

c19 461 17 November 2015 5:11 PM

Internal audit asks questions, observes operations, and reviews documentation, but 
there is typically only very limited testing, if any. For example, internal audit might 
inquire about the procedures for updating production program libraries and might 
review the forms used for the approval process. However, the auditor would probably 
not select a sample of the programs in the production library to determine if they had 
followed proper library update procedures.

A preliminary review can help determine the need for a more detailed general 
controls review or extended control risk assessment at a later date, or can gather pre-
liminary controls information for a specific applications review. This type of review is 
limited in scope and may not cover all aspects of the IT enterprise. Some areas where a 
preliminary review would be appropriate might include a preliminary controls review 
of IT operations at a new acquisition or a follow-up review after a very detailed general 
controls review from an earlier period; the review here would emphasize changes in 
control procedures as well as actions taken on prior audit recommendations.

Although there can be many changes based on the review’s specific purpose, Exhibit 
19.4 outlines steps for a preliminary survey of IT general controls. These steps should guide 
an internal auditor to gain information about the general structure of IT operations, how 
it plans and organizes resources, its management reporting tools, and procedures for secu-
rity and contingency planning. These audit steps will not help in understanding the types 
of applications in place, but will assess how that IT function is organized and managed.

2. Detailed general controls reviews of IT operations. A comprehensive, 
detailed review of IT large systems general controls should cover all aspects of IT oper-
ations, including systems programming, routers and telecommunications controls, 
firewall devices, and storage administration. A detailed general controls review, includ-
ing tests of controls, often requires internal audit to spend considerable fieldwork time 
in both the IT operations and systems development functions. While the preliminary 
review can sometimes be performed by a less experienced auditor who is developing IT 
audit skills, a detailed general controls review is best performed by more senior audit 
staff members with good understandings of IT controls and procedures.

Based on a preliminary IT operations walk-through review, internal audit should 
develop a general understanding of the IT control procedures in place. Questions 
internal audit might pose could include:

 ■ How is work scheduled? Some large system computer operators do little more 
than initiate jobs from a production job queue file, while others have considerable 
authority in deciding which jobs to run. In the latter situation, internal audit might 
want to spend time reviewing control log reports and operator instructions. If these 
procedures have been automated, internal audit may want to consider a specialized 
review of the production control software area.

 ■ How is storage media managed? Automated tools are often used here. In addi-
tion, some operations have a separate library facility where production media 
cartridges are mounted. Even when software has been installed, computer opera-
tors often can bypass label controls and introduce incorrect files into a production 
environment.
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 ■ What types of operator procedures or instructions are used?  Large systems 
operations documentation can take a variety of formats; internal audit should have 
a general understanding of this documentation format and content to help in the 
design of specifi c audit tests. 

 ■ How is work initiated and how does it fl ow through operations?  In many 
large IT systems operations, production is initiated through remote job entry user 
terminals. In others, the production-control function funnels all necessary input 
data to machine operations. Some functions rely on users to initiate most inputs 
through their online terminals. The type and nature of internal audit’s tests will 
depend on the customary procedures.   

 The basic idea is for internal audit to understand how IT operations function in the 
data center reviewed. The effective internal auditor should go through a set of these types 
of questions prior to each review. A large systems operations function may install new 
procedures from time to time, changing or adding complexities to the control structure. 
The audit procedures to be performed in a detailed review of general controls for a legacy 
computer system can be extensive, depending on the size and scope of the audit. Exhibit   19.4    
contains a limited set of control objectives for this type of large systems review.  

 EXHIBIT 19.4     Large IT Systems General Controls Review Objectives  

   1.  Determine that the IT equipment is located in a secure, environmentally controlled facility. 
  2.  Discuss physical and environmental control procedures with information systems 

management to determine current policies, major changes, and other future plans. 
  3.  Tour computer room server facilities and observe physical security strengths and 

weaknesses, including: 
  a.  The existence of locking mechanisms to limit computer room access only to authorized 

individuals 
  b.  The placement of computer room perimeter walls and windows to limit access 
  c.  The location of power transformers, water chiller units if appropriate, and air-conditioning 

units to provide proper protection 
  d.  The general location of the computer room facilities within the overall building to 

minimize traf� c 
  e.  The existence of � re detection equipment, including zone-controlled heat and smoke 

detectors  and local extinguishers
    4.  Review computer room temperature, humidity, and other environmental controls and assess 

their adequacy. 
  5.  Brie� y review maintenance records to ascertain that physical and environmental controls are 

regularly inspected and maintained. 
  6.  Production processing should be scheduled to promote ef� cient use of computer 

equipment consistent with the requirements of systems users.  Through interviews with 
operations management, develop an overall understanding of computer processing 
demands, including online and other production work as well as any end-user social 
computing. 

  7.  Also through interviews, describe the telecommunications network surrounding the computer 
system, including routers, connections to workstations, computer centers, and the outside. 

  8.  Review procedures for scheduling regular production jobs including the use of automated 
job scheduling tools.  
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  9.  Match a limited number of scheduled production jobs against actual completion times to 
determine whether actual schedules are followed. 

  10.  Determine that operating system job classes or priority codes are used to give proper 
priority to critical production jobs, and evaluate procedures for rush or rerun jobs. 

  11.  Review documentation standards for production applications to determine that they 
provide operators with information regarding: 
  a.  Normal operations, including instructions for special forms, tape � les, and report 

disposition 
  b.  Application restart and recovery procedures.   

  12.  Review procedures, automated or manual, for turning new applications or revisions over to 
production to determine there is a review by operations following standards. 

  13.  Determine that policies prohibit computer operations personnel from performing 
programming tasks or running unauthorized jobs. 

  14.  Determine that production source libraries and table � les cannot be accessed by operations 
personnel. 

  15.  Assess information systems procedures for periodically reviewing the contents of log � les or 
otherwise monitoring improper operator use of computer equipment. 

  16.  Review and document procedures for changing production programs or procedure libraries 
when emergency situations require special handling. 

  17.  Determine that all emergency processing activities are properly documented and are 
subject to subsequent management review. 

  18.  Select several documented emergency program � xes and determine that the necessary 
changes were added to production processing libraries and were documented. 

  19.  Determine that an automated system is in place to log all computer systems activity, 
including all jobs and programs run, any reruns, abnormal terminations, or operator 
commands and data entered through system consoles. 

  20.  Determine that computer activity logs are at least high-level reviewed periodically, that 
exception situations are investigated, and that the results of investigations are documented. 

  21.  Determine that � les produced from the computer operating system’s log monitor are 
retained long enough to allow investigation of unusual activities. 

  22.  Review procedures for logging problems to determine that all abnormal software and 
hardware operating conditions are documented. 

  23.  Determine that schedules exist for the submission of critical input batch � les and that 
procedures exist to follow up on missing data. 

  24.  Review procedures to prohibit unauthorized input or access to production � les and 
programs. 

  25.  Review a limited sample of production batch applications to determine that appropriate 
systems control techniques are used. 

  26.  Determine whether users or information systems personnel are responsible for reviewing 
output controls and assess whether those control reviews are being performed. 

  27.  Assess procedures for reviewing distributed output reports to determine whether they are 
complete. 

3. Specialized or limited-scope-oriented reviews.  Because of management 
requests and perceived risks, auditors often perform limited reviews over specialized 
areas within an overall IT function. These specialized reviews can be limited to one 
function, such as database administration, or a specialty area, such as output report 
distribution. Often, management will request that internal audit perform this type of 
review due to some identifi ed problem, such as a well-publicized security violation. 

 An audit of a highly specialized or technical area of IT operations often takes consid-
erable auditor creativity in planning the work. Management may be concerned about the 
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equity of the computer chargeback system and may ask internal audit to look at it. There 
will be a need to gain a general understanding of the systems used, spend time planning 
the additional procedures and tests to be performed, and then return to the actual testing. 

 As IT has grown in complexity and importance to the enterprise, internal auditors 
can expect to perform more of these specialized, limited reviews. With the IT function 
as a major resource in many enterprises, it may be inappropriate to attempt to review 
all  IT general controls in  all  operational areas as one single detailed review. This would 
be the same as if internal audit attempted to perform a review of “manufacturing” in 
a major plant environment. Rather than cover all manufacturing functions, internal 
audit might review production control one year and receiving and inspection the next, 
and eventually cover most signifi cant functions. For a specialized review of a specifi c 
IT control area, such as memory media library management, internal audit should 
expand on the procedures developed for a general controls review in that area and add 
additional audit tests as necessary. 

  4. Reviews to assess compliance with laws or regulations.  One of the major 
objectives of internal control, as discussed in Chapter   3   on COSO internal control fun-
damentals, is compliance with laws and regulations. Internal auditors should always be 
aware of objectives in this area and include appropriate tests in their reviews. Auditors 
working with governmental agencies or in enterprises that do extensive governmental 
contracting may often be required to perform IT-related compliance audits to determine 
if appropriate laws and regulations are being followed. These will differ very much from 
agency to agency and from one political division to another. 

 A compliance-related IT review can often be combined with a preliminary or 
detailed general controls review, but internal auditors must be aware of the relevant pro-
cedures and regulations, such as those published by the governmental agency requiring 
the audit. Most bank-examination agencies, for example, have published IT controls 
guidelines. When operating in this type of environment, internal auditors must become 
aware of the regulatory environment as well as any published procedures.   

19.9 ITIL® SERVICE SUPPORT AND DELIVERY IT 
INFRASTRUCTURE BEST PRACTICES 

 As defi ned previously, ITIL® is the acronym for the Information Technology Infrastruc-
ture Library, a set of best practices fi rst developed in the 1980s by the British govern-
ment’s Offi ce of Government Commerce (OGC)—formerly called the Central Computer 
and Telecommunications Agency. It is a vendor/supplier independent collection of best 
practices that has become widely recognized in IT operations, fi rst in the United King-
dom, followed by the European Union, then in Canada and Australia, and now increas-
ingly in the United States. ITIL® is a detailed framework of signifi cant IT best practices, 
with comprehensive checklists, tasks, procedures, and responsibilities designed to be 
tailored to any IT organization. Dividing key processes between those covering IT ser-
vice delivery and those for service support, ITIL® has become the de facto standard for 
describing many fundamental processes in IT service management, such as confi gura-
tion or   change management  . 
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ITIL® is a formal “library” of technical publications published by the British OGC.2 
The publications and their contents are tightly controlled, similar to the International 
Organization for Standardization (ISO) international standards publications discussed in 
Chapter 33. Internal auditors should be aware of the existence of ITIL® and should ask 
their IT functions how much they have embraced or adopted ITIL® best practices. Our 
intent here is not to provide a detailed description of the components of ITIL® but to give 
internal auditors a high-level understanding of some of its elements. A general knowledge 
of ITIL® will allow internal auditors to better understand some key IT processes and to 
make more effective recommendations when they review IT general controls.

ITIL® processes cover what we frequently call the IT infrastructure—the supporting 
processes that allow IT applications to function and deliver their results to systems users. 
All too often, internal auditors have focused their attention on the application develop-
ment side of IT and ignored important supporting service delivery and support IT pro-
cesses. An enterprise can put massive effort, for example, into building and implementing 
a new budget forecasting system, but that application will be of little value unless there 
are good processes in place, such as problem and incident management, to allow the users 
of the system to report systems difficulties. Also needed are good capacity and availability 
processes to allow the new application to run as expected. These ITIL® processes are all 
part of what is called the IT infrastructure, and a well-designed and well-controlled appli-
cation is of little value to its users without strong service support and delivery processes in 
place. Internal auditors should have a good understanding of these enterprise processes 
and then develop an appropriate test of controls. These may have been covered in an IT 
general controls review, and ITIL® provides a good general best practices model to follow.

While they have become fairly common elsewhere in the world, ITIL® processes 
are now widely recognized in the United States and have not yet been adequately rec-
ognized by internal auditors. The following sections will provide an overview of some 
ITIL® processes important for an internal auditor, including such areas as capacity or 
service level management. This should give an internal auditor some guidance on how 
IT functions, such as a help desk, should provide areas for internal controls improve-
ments in this very important IT process area.

ITIL® processes have traditionally been split between those covering what ITIL® 
defines as service support and those for service delivery. Service support processes help 
make IT applications operate in an efficient and customer-satisfying manner, while 
service delivery processes improve the efficiency and performance of IT infrastructure 
elements. There are five ITIL® service support best practice processes, ranging from 
release management, for placing a process into production, to incident management, 
for the orderly reporting of IT problems or events. ITIL service support processes cover 
good practices for any IT enterprise, whether it is a centralized operation using primarily 
classic legacy mainframe systems as its IT central control point, to highly distributed 
client-server operations. Because of the many variations possible in an IT operations 
function, ITIL® does not prescribe the details of “how” to implement service support 
processes such as configuration or change management. Rather, it suggests good prac-
tices and ways to manage inputs and relationships between these processes. There is no 
order or precedence among each. They can be considered and managed separately, but 
all of them are somewhat linked to one another. Exhibit 19.5 shows a high-level view of 
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the ITIL® framework. It shows that the service management areas of service delivery 
and support, along with security management, provide a linkage between the business 
operations and IT technology and infrastructure management.  

 Although there are many components and elements to ITIL®, this section will only 
discuss its fi ve defi ned service support processes, areas that are important for an internal 
auditor performing an IT general controls review. They suggest preferred approaches for 
an IT operations function to organize and operate its productions systems in a manner 
that will promote effi cient operation and will deliver quality services to the ultimate 
user or customer of those services. These are particularly useful for an internal auditor 
performing a review and making recommendations in an IT operations area. 

 When an internal auditor is observing and reviewing IT operations internal con-
trols, a useful approach is to think of things in terms of these separate ITIL® processes. 
For example, the ITIL® process called incident management, or what has traditionally 
been called the help desk, is a facility where systems users or customers can call in with 
a question or problem. While a help desk function can be very useful, it is often a source 
of grousing when, for example, a similar problem is called in repeatedly with no evident 
efforts to analyze things and initiate a solution. Going beyond just a casual help desk and 
thinking of this as an overall process where matters are reported to other supporting 
processes will improve performance and the overall quality of IT operations.  

 ITIL Service Support Incident Management 

 Incident management processes cover the activities necessary for restoring an IT service 
following a disruption. ITIL® defi nes a disruption as any type of problem that prevents an 
IT user from receiving adequate services, whether it is an overall system failure, the user’s 
inability to access the application for any of a wide variety of reasons, a password failure 
due to a “fat fi ngers” typing error, or any other problem. The reported problem is called an 
incident,  some type of deviation from standard operations. We will use this terminology 
and refer to incidents throughout our discussion of ITIL®. Although many IT functions 

    EXHIBIT   19.5    The ITIL® Framework 

  Source: Sarbanes-Oxley Internal Controls: Effective Auditing with AS5, COBIT, and ITIL , Robert R. 
Moeller. Copyright © 2008 John Wiley & Sons. Reprinted with permission of John Wiley & Sons, Inc.  
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have a function called a help desk or a customer support group, we refer to this general 
function here as the service desk. The service desk is usually the owner for the incident 
management process, although all service support groups across IT may have a role.

The objective of effective incident management processes is to restore normal opera-
tions as quickly as possible in a cost-effective manner with minimal impact on either the 
overall business or the user. How quickly is “quickly” should not be subject to interpreta-
tion, and ITIL® calls for restoration time-frame standards to be defined in what are called 
service level agreements (SLAs) between IT and the customer or user. Effective SLAs are 
an important component of the IT infrastructure and are discussed later as one of the 
ITIL® service delivery processes; their existence should be on an internal auditor’s radar 
screen. The first component of the ITIL® incident management process is the detection 
and documentation of the incident by the service desk, as a single point of contact. These 
incidents can include such matters as a user calling in some specific application problem 
to IT operations informing the service desk of an application processing problem.

Once the service desk receives a reported incident, it should classify it in terms of 
its priority, impact, and urgency. The definition of a reported incident’s priority is one 
of the most important aspects of managing IT incidents. Every person who calls in an 
incident thinks that his or hers is the most important, and the incident management 
function has the difficult task of defining the relative priority of the reported incident, 
its importance, and its impact on the business. Exhibit 19.6 shows the life cycle of an 
incident from the initial call through resolution and closure. Our point here is to help 
internal audit understand not how to manage a service desk process but rather its rec-
ommended best practices. An understanding of ITIL® best practices allows an internal 
auditor to ask some probing questions when reviewing IT general controls. For example, 
internal auditors should look for formal SLAs, as part of the service level management 
process, to define the priority with which incidents need to be resolved and the effort 
put into the resolution of and recovery from incidents. These SLAs should depend upon:

 ■ The impact or criticality of the incident on the reporting entity or overall 
enterprise. Incident management should assess, for example, how many users will 
suffer as a result of a reported technical failure of a hardware component. Similarly, a 
call regarding a problem with the month-end close process should be assigned a higher 
level of criticality than a problem with the system that generates purchase orders.

 ■ The urgency of the reported incident. Urgency refers to the speed necessary to 
solve an incident of a certain impact. A high-impact incident does not, by default, 
always have to be solved immediately. An incident call reporting that some user 
group can’t work at all because of a service outage is often of greater urgency than 
a senior manager calling to request a functionality change.

 ■ The size, scope, and complexity of the incident. The incident management team 
should investigate the reported incident as soon as possible to determine its extent. 
A reported failure of some component may just mean that a device is out of service 
or that a server is down. Those types of incidents often are not very complex and 
can be repaired relatively easily. A telecommunications failure that might impact 
multiple international units and thus might delay the monthly financial close can 
be much larger in size and scope.
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 Once an incident has been logged in, the process of investigation and diagnosis 
should begin. If the service desk cannot resolve the incident, it should be assigned to 
other IT support levels for resolution. However, all parties that work on the incident 
should keep records of their actions by updating a common incident log fi le. 

 Some incidents can be resolved through a “quick fi x” by the service desk, others 
by a more formal problem solution, or in the case of more signifi cant problems, by a 
work-around to get things back in partial operation coupled with a formal request for 
change (RFC) to systems, to a vendor, or whatever parties are need to correct such a sig-
nifi cant problem. In any event, efforts should be marshaled to correct the problem with 
the incident management function retaining ownership of the matter until resolution. 
Solid documentation should be maintained to track the incident until its resolution. The 
incident can be formally closed once matters have been fi xed, or if not easily solved, it 
should be passed to the   problem management   process function as discussed later. 

 All ITIL® processes are somewhat related to one another, and we have selected 
incident management as one to discuss. In many instances, incident management 
represents the fi rst line between users of IT services and IT itself. Properly organized, 
incident management should be much more than the help desks of an earlier time 

    EXHIBIT   19.6    ITIL® Incident Management Life Cycle 
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when users called in with problems but did not get much help beyond perhaps pass-
word resets. Incident management is a first point of contact between the customers—
users—and the overall IT function. Incidents, the result of failures or errors within 
the IT infrastructure, result in actual or potential variations from the planned opera-
tion of services. Sometimes the cause of these incidents may be apparent and can be 
addressed or fixed without the need for further investigation. In other situations there 
may be a need for a hardware or software repair, a matter that often takes some time 
to implement. Short-run solutions may be a work-around, a quick fix to get back in 
operation, or a formal RFC to the change management process to remove the error. 
Examples of short-term work-arounds might be just instructing a customer to reboot 
a personal computer or reset a communications line, without directly addressing the 
underlying cause of the incident.

Where the underlying cause of the incident is not identifiable, it is often appro-
priate to raise a problem record for the unknown error within the infrastructure. 
Normally a problem record is raised only if investigation is warranted, and its actual 
and potential impact should be assessed. Successful processing of a problem record 
will result in the identification of the underlying error, and the record can then be 
converted into a known error once a work-around has been developed and/or an RFC 
submitted.

Service Support Problem Management

When the incident management process encounters a deviation with an unknown 
cause or reason, that incident should be passed on to the problem management pro-
cess for resolution. The objective here is to minimize the total impact of problems 
through a formal process of detection and repair as well as taking actions to prevent 
any reoccurrence. The problem management process is the next step in the criticality 
of some reported incident and should be considered in terms of three subprocesses: 
problem control, error control, and proactive problem management. ITIL® defines 
a “problem” as an unknown underlying cause resulting from one or more incidents, 
and a “known error” is a problem that has been successfully diagnosed and for which 
a work-around has been identified. The idea is not to necessarily create a second 
administrative function in an IT enterprise to take reported help desk incidents, but to 
identify when and how some reported help desk incidents should be passed to another 
person or authority to better diagnose the reported matter and treat it as a problem. 
An effective problem management process can do much to improve overall IT cus-
tomer service.

In addition to resolving any single incident that was bumped up to the problem 
management process, IT should try to establish processes for better problem and error 
control, including maintaining data to help identify trends and suggesting improved 
procedures for the proactive prevention of problems. Data should be maintained on 
solutions and/or any available workarounds for a resolved problem and closed problem 
records. In many instances, problem management may encounter a situation where it 
is necessary to go a step further and file a formal request for change either through IT 
development function or through a hardware or software vendor.
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The problem management process focuses on finding patterns between incidents, 
problems, and known errors. A detailed review of these patterns allows an analyst to 
solve the problem by considering the many possibilities and narrowing things down to a 
solution, what is called root cause analysis. There are many good techniques for resolv-
ing and correcting problems, often caused by a combination of technical and nontechni-
cal factors. An internal auditor reviewing problem management processes should look 
for documented formal procedures to support problem analysis and resolution. Problem 
management is a good area for internal audit to diagnose IT service delivery processes 
in order to better understand the overall health of IT operations. Areas where internal 
audit may ask some questions here include:

 1. The number of RFCs raised and the impact of those RFCs on the availability and 
reliability of the overall IT services covered.

 2. The amount of time worked on investigations and diagnoses for various types of 
problems by organization unit or vendor.

 3. The number and impact of incidents occurring before a root problem is solved or a 
known error is confirmed.

 4. The plans for resolution of open problems with regard to people and other resource 
requirements as well as related costs and budgeted amounts.

The ITIL® service support problem management process is an important area for 
internal auditors to consider and understand when assessing the overall health of IT 
infrastructure operations. An efficient incident management process is necessary to 
receive customer calls and take immediate corrective actions, but an effective problem 
management process will go a step further to analyze and solve the problem, initiating 
RFCs where necessary and otherwise improving IT customer satisfaction.

Service Support Configuration Management

Whatever their relative size, IT operations functions are complex, with multiple types and 
versions of systems components that must work together in an orderly, well-managed 
manner. This is certainly true for both small IT systems operations and for major corpo-
rations with classic mainframe systems, “farms” of servers, and a multitude of storage 
devices and communications gear. A formal configuration management function is an 
important service delivery process that supports the identification, recording, and report-
ing of IT components and their versions, constituent components, and relationships. 
Items that should be under the control of configuration management include hardware, 
software, and associated documentation. Configuration management is not the same 
concept as the depreciation accounting process for asset management, although the 
two are related. Asset management systems maintain details on IT gear above a certain 
value, their business unit, and their location. Configuration management also maintains 
relationships between assets, which asset management usually does not. Some enter-
prises start with asset management and then move on to configuration management.

The basic activity of the configuration management process is to identify the vari-
ous individual components in IT operations, called configuration items (CIs), and then to 



19.9 ITIL® Service Support and Delivery IT Infrastructure Best Practices ◾    471

c19 471 17 November 2015 5:11 PM

identify key supporting data for these CIs, including their owners, identifying data, and 
version numbers, as well as systems interrelationships. This data should be captured, 
organized, and recorded in what is often known as a configuration management database 
(CMDB). The team responsible for configuration management should select and identify 
these configuration structures for the entire infrastructure’s CIs, including establishing 
relationships between each CI and connected components in the overall IT infrastructure 
configuration. Going beyond just entry in the CMDB, the process should ensure that only 
authorized CIs have been accepted and that no CI is added, modified, replaced, or removed 
without an appropriate change request and an updated specification.

An internal auditor can think of the importance of the configuration management 
process in terms of desktop applications in the audit department. Every internal auditor 
today probably has a laptop computer, but unless each has consistent versions of software, 
there may be difficulties in systems communicating with one another. This is where con-
figuration management is important. It is even more important when attempting to under-
stand the various versions or even types of software and equipment in a large IT operation.

The configuration management process also includes some control elements. A 
series of reviews and audits should be implemented to verify the physical existence of CIs 
and check that they are correctly recorded in the configuration management system. 
Although we have used the word audit here, this is not an internal audit process but 
the ITIL®-defined term for the IT team responsible for the configuration management 
process. Configuration management should also maintain records for CI status account-
ing to track the status of a CI as it changes from one state to another, for instance from 
under development, to being tested, to going live, and then to being withdrawn.

A CMDB does not have to be a complex, specialized application. An enterprise can 
establish a very basic level of CMDB just by using spreadsheets, local databases, or even 
paper-based systems. In today’s large and complex IT infrastructures, however, con-
figuration management requires the use of physical and electronic libraries along with 
the CMDB to hold definitive copies of software and documentation. The CMDB should be 
based upon database technology that provides flexible and powerful interrogation facili-
ties. It should contain details about the relationships between all system components, 
including incidents, problems, known errors, changes, and releases.

The existence and controls supporting a CMDB can be a good point for internal audit 
to understand an enterprise’s IT configuration management process and its supporting 
controls. If the enterprise IT function does not have a good CMDB, internal audit can antici-
pate seeing strong internal control problems throughout the IT infrastructure. Exhibit 19.7 
outlines audit procedures for reviewing an enterprise’s configuration management process.

The configuration management process interfaces directly with systems develop-
ment, testing, change management, and release management to incorporate new and 
updated product deliverables. Control should be passed from the project or supplier to the 
service provider at the scheduled time with accurate configuration records. In addition, 
the CMDB can be used by the service level management process to hold details of services 
and relate them to the underlying IT components. The CMDB can also be used to store 
inventory details of CIs, such as supplier, cost, purchase date, and renewal date for a 
license. An additional bonus is the use of the CMDB to cover the legal aspects associated 
with the maintenance of licenses and contracts.
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 EXHIBIT 19.7     ITIL® Con� guration Management Internal Audit Steps  

   1.  Review and understand existing enterprise con� guration management practices as well as 
their interfaces to the service management processes, procurement, and development. 

  2.  Assess the knowledge and capability of existing IT functions and its staff in terms of controls 
and processes for con� guration, change, and release management processes. 

  3.  Review extent and complexity of existing con� guration software and systems support data, 
whether  held in hard-copy form, in local spreadsheets, or in con� guration management 
databases (CMDB), and develop an understanding of that database and its retrieval tools. 

  4.  Select a production application and understand its de� nition on the CMDB in detail, 
including interfaces to change management, release management, other service 
management processes, procurement, and development. 

  5.  Using the installed CMDB reporting tool, de� ne the inventory of con� guration items (CIs) for 
one selected system and physically trace a sample of reported CIs to actual con� guration 
components. 

  6.  Determine processes are in place to link con� guration management business processes and 
procedures with the CMDB tools .

  7.  Test the  CMDB  and other support tool(s) to determine key components, software, and 
documentation have been implemented and controlled on the CMDB. 

  8.  Review adequacy of facilities to provide secure storage areas to manage   CI  s (e.g., cabinets, 
controlled libraries, and directories). 

  9.  Assess adequacy of processes to communicate and train staff in the importance and use of 
con� guration management. 

  10.  Review problem management processes to determine the extent and appropriateness of 
their use of the CMDB for resolving problems. 

  11.  Determine that appropriate access and update controls are in place to prevent unauthorized 
or inappropriate use of the CMDB. 

  12.  Determine that the CMDB receives adequate backups and that it is part of the continuity 
plan key resources backup and recovery procedures.  

 Service Support Change Management 

 The problem management process, discussed earlier, often results in the need for IT 
changes, ranging from program changes to process revisions that improve service or 
reduce costs. The goal of ITIL® change management is to utilize standardized methods 
and procedures for the effi cient and prompt handling of all changes, in order to minimize 
their impact on service quality and the day-to-day operations. ITIL® change manage-
ment processes include: 

 ■    IT hardware and system software 
 ■    Communications equipment and software 
 ■    All applications software 
 ■    All documentation and procedures associated with the running, support, and 

maintenance of live systems   

 The last point here is of particular concern to internal auditors. All too often, 
IT hardware and software is changed with little concern given to also changing the 
supporting documentation. Changes to any IT components—for example, applica-
tions software, documentation, or procedures—should be subject to a formal change 
management process. 



19.9 ITIL® Service Support and Delivery IT Infrastructure Best Practices ◾    473

c19 473 17 November 2015 5:11 PM

Internal auditors often encounter IT functions where the change management pro-
cess is haphazard at best. Examples here are changes to applications without thinking 
through their implications on the overall IT infrastructure, incident management fixes 
that create other changes, or senior management requests for changes to solve short-
term or immediate problems. A formal change management process that reviews and 
approves any proposed changes will almost always improve IT and enterprise internal 
control processes. The ITIL® change management process should be tightly linked to 
configuration management, discussed previously, to ensure that information regard-
ing the possible implications of a proposed change is made available, and any possible 
impacts are detected and presented appropriately.

Change management processes should have high visibility and open channels of 
communication in order to promote smooth transitions when changes take place. To 
improve this process, many IT functions have instituted a formal change advisory board 
(CAB), made up of people from both IT and other functions within the enterprise, to 
review and approve changes. A CAB also assists in the assessment and prioritization of 
changes. It should be given the responsibility of ensuring that all changes are adequately 
assessed from both a business and a technical perspective. To achieve this mix, the CAB 
should consist of a team with a clear understanding of the customer’s business needs 
as well as the technical development and support functions. Chaired by a responsible 
change manager, a CAB should comprise IT customers, applications developers, vari-
ous experts/technical consultants as appropriate, and any contractor or third parties’ 
representatives if in an outsourcing situation. Although a CAB should meet regularly 
to review and schedule proposed changes, it should not act as an impediment to IT 
operations. It should exist to provide orderly scheduling and introduction of all types of 
IT infrastructure changes.

Efficient overall service management processes require a capability to change 
things in an orderly way, without making errors and wrong decisions. An effective 
change management process is indispensable for an effective IT infrastructure. When 
reviewing IT internal controls, internal auditors should look for an effective change 
management process that provides:

 ■ Better alignment of IT services to business requirements
 ■ Increased visibility and communication of changes to both business and service 

support staff
 ■ Improved risk assessments
 ■ A reduced adverse impact of changes on the quality of services
 ■ Better assessments of the cost of proposed changes before they are incurred
 ■ Fewer changes that have to be backed out, along with an increased ability to do this 

more easily when necessary
 ■ Increased productivity of IT customers, through less disruption and higher-quality 

services
 ■ A greater ability of IT to absorb a large volume of changes

An effective change management process is an important component of IT infra-
structure controls. The process must align tightly with other key processes in the IT 
infrastructure: change, configuration, capacity, and release management.
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 Service Support Release Management 

 IT functions need effective processes to ensure that changes are introduced to all 
impacted parties in an orderly and well-controlled manner. Release management cov-
ers the introduction of authorized changes to an IT service. A release will typically 
consist of a number of problem fi xes and enhancements to the service, including new or 
changed software and hardware needed to implement the required approved changes. 

 Releases will normally be implemented as a full release, where all of the components 
being changed are built, tested, distributed, and implemented together. This eliminates 
the danger that obsolete versions of CIs (discussed in confi guration management ear-
lier in this chapter) will be incorrectly assumed to be unchanged and used within the 
release. With a full release, all components supporting some application area or system 
are released as a single component. With all new and existing components bundled 
together, any problems are more likely to be detected and rectifi ed before entry into the 
live environment. The disadvantage is that the time, effort, and computing resources 
needed to build, test, distribute, and implement the full release will increase. 

 An alternative approach to release management is a delta or partial release, which 
includes only those CIs that changed since the last full or delta release. A delta release may be 
more appropriate when a full release cannot be justifi ed due to such factors as the urgency for 
needed facilities or the size and related resource requirements of a delta release in compari-
son with a full release. There is no single correct choice, and a decision to do a delta release 
should be taken on a case-by-case basis, with the CAB making the recommendation. Inter-
nal auditors should understand the importance of well-ordered release processes and should 
look for well-ordered and established processes as they perform IT general controls reviews. 

 These sections in this part of the chapter have outlined ITIL® service support pro-
cesses at a very high level. When reviewing IT general controls, an internal auditor 
should think of the importance of processes such as confi guration management. An 
internal auditor does not need to be an expert in these ITIL® service support areas, 
but should keep them in mind when reviewing IT general controls. An internal auditor 
should become suffi ciently familiar with these processes to better understand controls 
and procedures supporting IT service support.    

19.10 SERVICE DELIVERY BEST PRACTICES 

 The preceding paragraphs have outlined the fi ve ITIL® service support processes. In addi-
tion, there are fi ve ITIL® service delivery processes. Service support covered the accurate 
processing of IT applications and components ranging from receiving a reported incident 
to defi ning the problem to introducing the change and then releasing it into production. 
The equally important ITIL® service delivery processes cover areas more closely aligned 
with the smooth and effi cient operation of the overall IT infrastructure. Some of these, 
such as the continuity management process, have traditionally been near and dear to 
the hearts of many internal auditors. Others, such as service level agreements that defi ne 
performance and expectations between IT and its customers, should be familiar to inter-
nal auditors who encounter similar arrangements in other areas.  
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Service Delivery Service Level Management

Service level management is the name given to the ITIL® processes of planning, coor-
dinating, drafting, agreeing, monitoring, and reporting on formal agreements between 
IT and both the providers and recipients of IT services. As explained previously, these 
agreements are called service level agreements (SLAs), and they represent a formal 
agreement between IT and both providers of services to IT as well as IT end-user cus-
tomers. When the first ITIL® service level best practices materials were published in 
1989, an SLA was an interesting but not very common concept. Today many enter-
prises have introduced them—although with varying degrees of success—and internal 
auditors should be familiar with and understand the importance of SLAs when review-
ing internal IT infrastructure controls.

In an example of an SLA, IT contracts with an outside provider, such as for disaster 
recovery backups. The arrangement will be covered by a formal contract where the 
disaster recovery provider agrees to provide certain levels of service, following some 
time-response-based schedule. The governing contract here is an SLA between IT and 
the provider of continuity services. SLAs between IT and their customers are even 
more important here, from an internal control perspective. We have used the term 
customer to represent the historical and still common term IT users. There are many 
groups in an enterprise that use IT’s services, and as customers, they have expecta-
tions of certain levels of service and responsiveness. These arrangements are defined 
through an SLA, a written agreement between an IT and its customers defining the 
key service targets and responsibilities of both parties. The emphasis should be on 
an agreement, and SLAs should not be used as a way of holding one side or the other 
to ransom. A true partnership should be developed between the IT provider and the 
customer for a mutually beneficial agreement; otherwise the SLA could quickly fall 
into disrepute and a culture of blame may prevent any true service quality improve-
ments from taking place.

In an SLA, IT promises to deliver services per an agreed-upon set of schedules and 
understands that there will be penalties if these service standards are not met. The 
goal is to maintain and improve service quality through a constant cycle of agreeing, 
monitoring, reporting, and improving the current levels of IT service. SLAs should 
be strategically focused on the business and maintaining the alignment between the 
business and IT.

While there is no format requirement for a SLA, Exhibit 19.8 outlines the contents 
of a typical SLA. This should not be the type of exhaustive document that an internal 
auditor might find as part of a personal mortgage house closing. Rather, the IT custom-
ers will negotiate the IT service requirements that they are seeking, such as “average 
response times no more than .  .  .” or “financial systems close processing completed 
by . . .” or other factors. To temper expectations and show what could be available, an 
IT function usually provides a service offerings catalog. Customer IT services require-
ments should be negotiated and formal SLAs established. Performance against these 
SLAs should be monitored on an ongoing basis with performance reported regularly. 
Failure to meet these SLA standards could result in additional negotiations and SLA 
adjustments. This SLA process provides benefits for the business and IT, including:
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 ■    Because IT should be working to meet negotiated standards, IT services will tend 
to be of a higher quality, causing fewer interruptions. The productivity of the IT 
customers should improve as well. 

 ■    IT staff resources will tend to be used more effi ciently when IT provides services 
that better meet the expectations of its customers. 

 ■    By using SLAs, IT and its customers can measure the services provided and the 
perception of IT operations will generally improve. 

 ■    Services provided by the third parties are more manageable with the underpin-
ning contracts in place and any possibility of negative infl uence on the IT service 
provided is reduced. 

 ■    Monitoring overall IT services under SLAs makes it possible to identify weak spots 
that can be improved.    

 EXHIBIT 19.8     Sample IT Service Level Agreement Contents  

While there is not one commonly accepted form or format for an SLA document, the following 
set of contents should be considered as key elements for most SLAs:

  Agreement Introduction Pages   
 ■    Parties to this agreement 
 ■    Title and brief description of the agreement 
 ■    Signatories 
 ■    Dates: start, end, review 
 ■    Scope of the agreement: what is covered and what is excluded 
 ■    Responsibilities of both the   service provider   and the   customer   
 ■    Description of the   services   covered.  

  Service Hours   
 ■    Hours that each service is normally required (e.g. 24 × 7, Monday to Friday 8 am to 6 pm) 
 ■    Arrangements for requesting service extensions, including required notice periods (e.g., 

request must be made to the   service desk   by noon for an evening extension, by noon on 
Thursday for a weekend extension) 

 ■    Special hours allowances (e.g., public holidays) 
 ■    Service calendar  

  Availability   
 ■    Availability targets within agreed hours, normally expressed as percentages. The 

measurement period and method should be stipulated and may be expressed for the overall 
service, underpinning services, and critical components, or all three. Since it is dif� cult to 
relate to a simplistic percentage, availability can be measured in terms of the customer’s 
inability to carry out its business activities.  

  Reliability   
 ■    Usually expressed as the number of service breaks, or the mean time between failures (  MTBF  ) 

or mean time between   system   incidents (  MTBSI  ).  

  Support   
 ■    Support hours (where these are not the same as service hours), including arrangements for 

requesting support extensions 
 ■    Required notice periods (e.g., request must be made to the service desk by noon for an 

evening extension, by noon on Thursday for a weekend extension) 
 ■    Special hours allowances (e.g., public holidays)  
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 ■    Target time to respond to incidents, either physically or by other method (e.g., telephone 
contact, e-mail) 

 ■    Target time to resolve incidents, within each  incident priority  (targets varies depending upon 
incident priorities) 

Throughput   
 ■    Indication of likely traf� c volumes and throughput activity (e.g., the number of transactions to 

be processed, number of concurrent users, amount of data to be transmitted over the network)  

Transaction Response Times   
 ■    Target times for average, or maximum workstation response times (sometimes expressed as a 

percentile (e.g., 95% within two seconds).  

Batch Turnaround Times   
 ■    Times for delivery of input and the time and place for delivery of output  

Changes   
 ■    Targets for approving, handling, and implementing RFCs, usually based upon the   category   or 

  urgency  /priority of the change.  

IT Service Continuity and Security   
 ■    Brief mention of IT service continuity plans and how to invoke them, and coverage of any 

security issues, particularly any responsibilities of the customer (e.g., backup of freestanding 
PCs, password changes) 

 ■    Details of any diminished or amended service targets should a disaster situation occur (if no 
separate   SLA   exists for such a situation).  

Charging   
 ■    Details of the charging formula and periods (if charges are being made). If the   SLA   covers an 

  outsourcing   relationship, charges should be detailed in an annex that may not be publicly 
available due to potential con� dence provisions.  

  Service Reporting and Reviewing   
 ■    The content, frequency, and distribution of service reports, and the frequency of service 

review meetings.  

Performance Incentives/Penalties   
 ■    Details of any agreement regarding � nancial incentives or penalties based upon performance 

against service levels. These are more likely to be included if the services are being provided 
by a third-party organization. It should be noted that penalty clauses can create their own 
dif� culties.  

 The SLA process should be an important component of IT operations. If an enter-
prise does not use formal SLAs, internal auditors reviewing IT operations general con-
trols should consider recommending that the enterprise IT function initiate formal SLA 
processes. SLAs can create a totally new environment within IT, where all parties will 
better understand their responsibilities and service obligations, with the SLA as a basis for 
resolving many issues. Internal audit can use them as a basis for assessing internal con-
trols in a variety of areas and for making strong controls improvement recommendations.   

 Service Delivery Financial Management for IT Services 

 In its earlier days, the IT function in most enterprises was operated as a “free” support 
service. Its expenses were handled through central management with its cost allocated 
to benefi ting users. There was little attention given to costs in those early days. If a 
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department wanted some new application, it would pressure management to purchase 
the package and add any additional necessary people to manage it. Over time, IT enter-
prises began to establish chargeback processes, but these were too often viewed as a 
series of “funny money” transactions where no one paid too much attention to the 
actual costs and pricing of IT services.

Today, the costs and pricing of IT services are or should be a much more important 
consideration. The well-managed IT function should operate as a business, and financial 
management is a key ITIL® process to help manage the financial controls for that busi-
ness. The objective of the service delivery financial management process is to suggest 
guidance for the cost-effective stewardship of the assets and resources used in provid-
ing IT services. IT should be able to account fully for its spending on IT services and to 
attribute these costs of services delivered to the enterprise’s customers. There are three 
separate subprocesses associated with ITIL® financial management:

 1. IT budgeting is the process of predicting and controlling the spending of money 
for IT resources. Budgeting consists of a periodic, usually annual, negotiation cycle 
to set budgets along with the ongoing day-to-day monitoring of current budgets. 
Budgeting ensures that there has been planning and funding for appropriate IT 
services and that IT operates within this budget during the period. Other business 
functions will have periodic negotiations with IT to establish expenditure plans and 
agreed investment programs; these ultimately set the budgets for IT.

 2. IT accounting is the set of processes that enable IT to account fully for the way 
its money is spent by customers, services, and activities. IT functions often do not 
always do a good job in this area. They have a wide variety of external costs, includ-
ing software, equipment lease agreements, telecommunications costs, and others, 
but these costs are often not well managed or reported. They have enough data to 
pay the bills and evaluate some specific area costs, but IT functions often lack the 
level of detailed accounting that can be found in a large manufacturing enterprise, 
for example. The manufacturing cost accounting or activity-based accounting 
model has applicability there.

 3. Charging is the set of pricing and billing processes to charge customers for the ser-
vices supplied. This requires sound IT accounting and needs to be done in a simple, 
fair, and well-controlled manner. The IT charging process sometimes breaks down 
in an IT function because billing reports of IT services are too complex or techni-
cal for many customers to understand. IT needs to produce clear, understandable 
reports of the IT services used such that customers can verify details, understand 
enough to ask questions regarding service, and negotiate adjustments if necessary.

Financial management for IT services provides important information to the ser-
vice level management process, discussed previously, about the IT costing, pricing, and 
charging strategies. While generally not operated as a profit center, the financial man-
agement process allows both IT and its customers to think of IT service operations in 
business terms. The financial management process may allow IT and overall manage-
ment to make decisions about what, if any, functions should be retained in-house or 
outsourced to an external provider.
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 The ITIL® fi nancial management process allows accurate cost-benefi t analyses of 
the IT services provided and allows the IT enterprise to set and meet fi nancial targets. It 
also provides timely reporting to the service level management process, such that custom-
ers can understand the charging and pricing methods used. Of all of the ITIL® service 
support and delivery processes, fi nancial management is one that frequently gets short 
shrift. IT people have a technical orientation and tend to think of fi nancial management 
as an  accounting issue,  almost beneath them. On the other side of the coin, fi nance and 
accounting professionals tend to look at these issues as being too technical and beyond 
such transactions as equipment lease accounting or facility space charges. Internal audi-
tors should use their fi nancial skills as well as IT knowledge to review and assess fi nancial 
management process internal controls. Exhibit   19.9    provides procedures for an internal 
audit review of the costs and pricing of IT processes. This is not a common review area for 
internal audit, but given the large costs distributed to customers as well as the importance 
of an enterprise’s IT resources, it can be an important internal audit area.    

 Service Delivery Capacity Management 

 ITIL® capacity management ensures that the capacity of the IT infrastructure is aligned 
to business needs to maintain the required level of service delivery at an acceptable cost 
through appropriate levels of capacity. Through the gathering of business and technical 
capacity data, this process should result in a capacity plan to deliver cost justifi ed capac-
ity requirements for the enterprise. In addition to being a prime objective for under-
standing an enterprise’s IT capacity requirements and to deliver against them, capacity 
management is responsible for assessing the potential advantages new technologies 
could have for the enterprise. 

 EXHIBIT 19.9     Costs and Pricing Internal Audit Review Steps  

   1.  Develop and document a general understanding of the cost structure for IT operations, 
including costs of equipment leases, vendor leases, IT supplies, and personnel costs. 

  2.  Review and understand enterprise costing philosophy for IT operations–is it an overhead 
function, cost recovery, or revenue generating? 

  3.  Review processes for costing and pricing IT services: 
  a.  Are all IT costs covered? 
  b.  Based on interviews with IT users, does the costing and pricing system appear to be 

understandable? 
  c.  Is there a process in place to administer the costing process and to make adjustments if 

necessary?   
  4.  Review the negotiation process with IT users to understand pricing process–are expected 

costs included in SLAs? 
  5.  Select pricing reports during a period for several processes and check to determine the 

prices are included in SLAs. 
  6.  Review appropriateness of adjustment process of over a period to determine the 

corrections are investigated and applied when appropriate. 
  7.  Review data processing services billed for one accounting period and determine whether 

they cover all actual IT costs. Investigate and report on any differences. 
  8.  For a selected accounting period, trace IT pricing charges to appropriate accounting 

system entries.  
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The capacity management process is generally considered in terms of three 
subprocesses covering business, service, and resource capacity management. Busi-
ness capacity management is a long-term process to ensure that the future business 
requirements are taken into consideration and then planned and implemented as 
necessary. Service delivery capacity management is responsible for ensuring that 
the performance of all current IT services falls within the parameters defined in 
existing SLAs. Finally, resource capacity management has a more technical focus 
and is responsible for the management of the individual components within the IT 
infrastructure. The multiple inputs to these three capacity management subprocesses 
include:

 ■ SLAs and SLA breaches
 ■ Business plans and strategies
 ■ Operational schedules and schedule changes
 ■ Application development issues
 ■ Technology constraints and acquisitions
 ■ Incidents and problems
 ■ Budgets and financial plans

As a result of these multiple inputs, the capacity management process—often 
under a single designated capacity manager—will manage IT processes, develop 
and maintain a formal capacity plan, and make certain that capacity records are 
up to date. In addition, the capacity manager must be involved in evaluating all 
changes to establish the effect on capacity and performance. This capacity evalu-
ation should happen both when changes are proposed and after they are imple-
mented. Capacity management must pay particular attention to the cumulative 
effect of changes over a period of time that may cause degraded response times, 
file storage problems, and excess demand for processing capacity. Other capacity 
management process responsibilities include some duties of the network, appli-
cation, and system managers. They are responsible for translating the business 
requirements into the required capacity to be able to meet these requirements and 
to optimize IT performance.

The implementation of an effective capacity management process offers IT the ben-
efits of an actual overview of the current capacity in place and the ability to plan capac-
ity in advance. Effective capacity management should be able to estimate the impact of 
new applications or modifications as well as provide cost savings that are in tune with 
the requirements of the business. Proper capacity planning can significantly reduce 
the overall cost of ownership of an IT system. Although formal capacity planning takes 
time, internal and external staff resources, and software and hardware tools, the poten-
tial losses incurred without capacity planning can be significant. Lost productivity of 
end users in critical business functions, overpaying for network equipment or services, 
and the costs of upgrading systems already in production can more than justify the cost 
of capacity planning. This is an important ITIL® process, and internal auditors should 
consider the capacity management processes in place when reviewing IT infrastructure 
controls and processes.
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Service Delivery Availability Management

Enterprises are increasingly dependent on IT services on a 24/7 availability. When IT 
services are unavailable, in many cases the business stops as well. It is therefore vital 
that an IT function manage and control the availability of its services. This can be 
accomplished by defining the requirements from the business regarding the availability 
of the IT services and then matching them with the possibilities of the IT enterprise.

Availability management depends on multiple inputs: requirements regarding the 
availability of the business; information on reliability, maintainability, recoverabil-
ity, and serviceability of the CIs; and information from the other processes, incidents, 
problems, and achieved service levels. The outputs of the availability management 
process are:

 ■ Recommendations regarding the IT infrastructure to ensure its resilience
 ■ Reports about the availability of IT services
 ■ Procedures to ensure that availability and recovery are dealt with for every new 

or improved IT service
 ■ Plans to improve the availability of the IT services

Availability management activities can be described as planning, improving, and 
measuring actions. Planning involves determining the availability requirements to find 
out if and how IT can meet them. The service level management process, discussed 
previously, maintains contact with the business and will be able to provide the avail-
ability expectations to availability management. The business may have unrealistic 
expectations with respect to availability without understanding what this means in real 
terms. For example, they may want 99.9% availability yet not realize that this will cost 
five times more than providing 98% availability. It is the responsibility of service level 
management and the availability management process to manage such expectations.

An IT function can either design for availability or recovery. When the business 
cannot afford a particular service downtime for any length of time, IT will need to build 
resilience into the infrastructure and ensure that preventive maintenance can be per-
formed to keep services in operation. In many cases building extra availability into the 
infrastructure is an expensive task that can be justified by business needs. Designing 
for availability is a proactive approach to avoiding downtime in IT services.

When the business can tolerate some downtime of services or a cost justification 
cannot be made for building additional resilience into the infrastructure, designing for 
recovery is the appropriate approach. Here, the infrastructure will be designed such 
that in the event of a service failure, recovery will be “as fast as possible.” Designing for 
recovery is a reactive management approach for availability. In any event, processes 
such as incident management need to be in place to recover as soon as possible in case 
of a service interruption.

The main benefit of availability management is a structured process to deliver IT 
services according to the agreed requirements of the customers. This should result in 
a higher availability of the IT services and increased customer satisfaction. This covers 
an area where internal auditors can often ask some hard questions as part of their IT 
general controls reviews.



482 ◾ ITIL® Best Practices, the IT Infrastructure, and General Controls 

c19 482 17 November 2015 5:11 PM

 Service Delivery Continuity Management 

 As businesses are becoming ever more dependent on IT, the impact of any unavailability 
of IT services has drastically increased. Every time the availability or performance of a 
service is reduced, IT customers cannot continue with their normal work. This trend 
toward a high dependency on IT support and services will continue and will increas-
ingly infl uence direct customers, managers, and decision makers. ITIL® continuity 
management emphasizes that the impact of a total or even partial loss of IT services 
should be estimated and continuity plans established to ensure that the business, and 
its supporting IT infrastructure, will always be able to continue. 

 ITIL® calls for an appropriate strategy to be developed that contains an optimal 
balance of risk reduction and recovery options. It calls for some of the same busi-
ness continuity and disaster recovery strategies as are discussed in Chapter   24   of 
this book. Using the approaches outlined there, an IT enterprise can implement an 
effective set of service continuity processes, and internal auditors should refer to that 
chapter to better understand and evaluate continuity and disaster recovery planning 
processes.    

19.11 AUDITING IT INFRASTRUCTURE MANAGEMENT 

 The ITIL® service support and service delivery processes introduce an expanded and 
improved approach for looking at all aspects of the IT infrastructure. These processes are 
not independent and freestanding. While each process can somewhat operate by itself, 
they all depend upon the input and support from other related processes. We have tried 
to show these interdependencies in several of the process descriptions, and an internal 
auditor reviewing controls over any of the ITIL® processes must think of these controls 
in relation to other connected processes. 

 ITIL® service delivery and service support are two interrelated and side-by-side 
elements. They support the management of the IT infrastructure and management of 
the enterprises. IT applications are in the center of this puzzle and a key area of internal 
controls concern. 

 Our previous discussions of problem management, incident management, and 
change management ITIL® processes, among others, tend to call for a very large IT 
function with multiple levels of staff and management resources. An internal auditor 
might ask how these ITIL® standards apply to an enterprise that is much smaller. Our 
answer here is very much that  yes,  ITIL® applies to all sizes of IT functions. In order 
to be ITIL®-compliant an enterprise does not need multiple levels of support staff. 
Rather, it needs to think of the various service support and service delivery processes 
from an ITIL® best practices perspective. A small IT function may not need to establish 
separate incident management and problem management functions, but must think 
of each as a separate process with unique controls procedures. Even in a very small 
IT function, each ITIL® process area should be treated as a separate area for process 
improvement. 
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 Internal auditors should give this area particular care when making recommen-
dations. The size and scope of the area being audited and the scope of operations 
should always be considered. This author thinks of the early days of IT controls, back 
when many applications were developed in-house for production applications. To 
promote adequate separation of duties, many audit guidance materials have recom-
mended that there be a separation of duties between people who operated the com-
puter and those who programmed it. Otherwise, in the days of far simpler systems, 
there was a risk that an individual of fraudulent intent might change an application 
program—to write himself an unauthorized check, for example—and then produce 
this personal check when operating the system. This was good control in the early 
days of IT, but it is not as relevant today. Today, internal auditors should think about 
the adequacy and appropriateness of IT controls in terms of the controls built into 
individual applications as well as the infrastructure process controls discussed in 
this chapter. 

 The IT infrastructure area is an important area for internal audit reviews. All too 
often internal auditors have concentrated their attention on the applications controls 
and IT general controls of the past. In today’s world of complex processes supporting the 
IT infrastructure, the ITIL® processes outlined in this chapter offer some excellent areas 
for internal audit attention. When reviewing internal controls for any IT enterprise, 
whether a major corporate-level IT operation or the smaller function found in many 
of today’s enterprises, the effective internal auditor should concentrate on reviewing 
controls over key infrastructure processes.   

19.12 INTERNAL AUDITOR CBOK NEEDS FOR IT 
GENERAL CONTROLS 

 The need for an internal auditor common body of knowledge (CBOK) is an ongoing 
theme throughout these chapters. In some instances, such as understanding the  Inter-
national Standards for the Professional Practice of Internal Auditing,  as discussed in Chapter 
  9  , this knowledge should be an essential internal auditor CBOK requirement. Other 
topic areas, such as our Chapter   33   discussion of ISO 9000 and other quality system 
standards, internal auditors should have a CBOK basic understanding of the area but do 
not necessarily need a detailed level of knowledge. This chapter has discussed internal 
audit reviews of IT general controls and the IT infrastructure. These areas represent a 
strong CBOK requirement for all internal auditors. 

 As we have discussed, the world of IT general controls is seemingly constantly 
changing and evolving as we have moved from the classic mainframe computers of an 
earlier era to today’s multiple server devices connected through wireless networks and 
the Internet. There can be a lot of technical issues here that may be best reserved for 
IT audit specialists, but all internal auditors today should have a strong CBOK level of 
knowledge of IT general controls and the supporting infrastructures that allow those 
general controls to operate and function. 
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 The next chapters will discuss other IT-related issues that are also important to 
internal auditors, such as cybersecurity and continuity planning, but an internal audit 
understanding of IT general controls is essential. No matter the size or scope of IT opera-
tions, certain controls procedures—such as program revision controls—are general 
and apply to all operations. In addition, an overall understanding of ITIL® best prac-
tices should allow internal auditors to comprehend and evaluate IT general controls in 
many environments.   

 NOTES   

   1.  A hash total is a summation of the numeric and alphabetic values for some computer 
value. It is used as a control total. 

   2.  ITIL® publications are available from the UK agency called the Stationery Offi ce and 
can be found through www.tsoshop.co.uk.   
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2 0                                                        CHAPTER   TWENTY                 

 BYOD Practices and Social 
Media Internal Audit Issues                                  

 IN OUR E VER‐ CHANGING WORLD OF new business technologies and the way 
we adopt and use them, internal auditors face ongoing challenges in understanding 
these new approaches, developing internal procedures to review and assess them, and 

adopting practices to accept and work with the manner in which these new changes are 
installed. At any point in time there are always a wide range of new technology issues, 
some of which cause all of us to rethink our internal audit approaches, while others just 
go away either because the new technology does not cause much of an internal control 
impact or because the new approach ends up having a very short life span. Other new 
technology approaches stay with us, grow, and effectively establish their own internal 
control practices. 

 This chapter discusses two broad technology issues that are becoming increasingly 
important and changing the ways that internal auditors should understand, review, and 
assess them. The fi rst is what has been called BYOD (bring your own device) practices, 
or what we generically refer to as business operations where stakeholders are allowed 
or encouraged to bring their own personal tablet computers, smartphones, laptops, or 
other personal systems when attending meetings to access and communicate with cor-
porate systems or other client systems. These handheld devices were once quite expen-
sive for individuals to own and their issuance and use was often controlled by central IT 
departments. Today there are handheld computing device options that are cheap and 
very powerful. Enterprises have to recognize and should openly permit, restrict, tolerate, 
or promote the use of these personal devices in the workplace. This chapter discusses 
some internal control and internal audit issues surrounding the BYOD phenomenon. 

 Our second chapter topic on social media audit issues is related to BYOD matters and 
is perhaps larger and more signifi cant than the BYOD phenomenon in the workplace. 
This is the concept of social computing with software tools such as Facebook, Twitter, 
and others both for personal and workplace use. While generally not used for enterprise 
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systems, these software products can have internal control implications for an enter-
prise. The chapter discusses the use and misuse of social media tools in the enterprise 
as well as recommended internal audit control procedures.   

20.1 THE GROWTH AND IMPACT OF BYOD 

 The business use of personal devices, such as tablet computers, BlackBerrys, iPhones, 
and other smartphones, has continued to surge dramatically. Just focusing on one 
device, the number of smartphones in use across the globe reached over two billion by 
mid‐2015, according to many estimates. While many of these are only for personal use, 
other employee‐owned devices allow access, at the very least, to corporate e‐mail, cal-
endars, and many contact systems. We refer to these handheld devices today as BYODs. 
Enterprises once issued laptop computers to their employees to allow them to access 
systems on corporate networks. Today these systems are linked to the Internet and 
can be accessed through a wide variety of Web‐enabled handheld devices. Since one 
does not need a special or enterprise IT–approved system to access the Web, enterprises 
began to realize that it was okay for staff to bring their own devices to meetings as 
long as they were using them for access to Web‐enabled systems. Whether a company 
meeting, professional event, or other activity, management or event sponsors began to 
allow participants to bring their own laptops, tablets, smartphones, or other computing 
devices. “BYOD” became a familiar invitation to many meetings, similar to the way 
college‐age people see the designation “BYOB” on party invitations. Today, BYOD or 
BYODs is a generic term for all of these handheld computing devices. 

 Whether used as a personal system or for workplace tasks, BYOD systems are 
common today. While BYODs can raise concerns about security or about managing 
the vast amounts of data these devices generate, they also raise internal control issues 
beyond IT security to encompass a wide range of endpoint management issues. The 
issue reaches beyond data loads to encompass a broader impact the devices have on 
IT infrastructure and operations. The heavy use of BYODs in an enterprise can raise 
some key issues that enterprise IT management and internal audit should be ready 
to address. 

 From an organizational perspective, the rapid adoption of smartphones and tablets 
is eroding cultures in many enterprises where IT functions once managed IT technology 
and controlled access to resources by selecting, purchasing, deploying, and supporting 
employees’ mobile devices. In many enterprises today, BYOD scenarios and the robust, 
application‐based focus of smartphones and tablets are taking over. This change points 
to more complex heterogeneous environments for IT and more productive functionality 
opportunities for business users than in the past. 

 Whether used for collecting global positioning data, supporting business transac-
tions, or interfacing with the network to ensure optimal performance for enterprise 
technology functions, BYOD activities are at the heart of many of today’s IT services 
and operations. The power, freedom, and popularity of these devices can create some 
internal control concerns for general and IT management as well as highlight some 
review area concerns for internal audit. 
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 The explosion in the number and types of BYODs, as a result, spawns questions that 
enterprises must address if they are to gain the most benefi ts possible from employees, 
their devices, and the business network. It is true that an increase in the number of 
devices does not increase the amount of data employees can handle by the same rate. 
After all, each employee uses only one device at a time. But more devices means more 
opportunities for gathering data and more opportunities for connecting with the net-
work. The network, as a result, has to grow and evolve to meet those increased demands. 

 In a BYOD scenario, an enterprise can achieve cost savings when it is not pur-
chasing company‐owned devices but rather expecting employees to bring in their own 
units. But without strong enterprise BYOD policies, as discussed in the next section, the 
employee use of multiple BYOD operating systems and hardware platforms can cause 
increased expenses—and signifi cant IT headaches. For while applications on smart-
phones and tablets move mobile business connectivity beyond voice mail and e‐mail, 
they also increase the need for more bandwidth and larger infrastructures. 

 Beyond the BYODs in place for their own internal audit departmental use, internal 
auditors will encounter them in various levels of use in virtually every enterprise or 
operating department that internal audit will review. Internal audit should always look 
for appropriate enterprise policies covering BYOD use and should look for an enterprise’s 
level of BYOD risk tolerance.   

20.2 UNDERSTANDING THE ENTERPRISE BYOD 
ENVIRONMENT 

 For virtually every review of enterprise operations or review conducted in a specifi c 
business unit or department, internal audit should gain a general understanding of 
the unit’s BYOD risk tolerances and overall policies in place covering these activities. 
Understanding an enterprise’s tolerance for risk, as discussed in Chapter   7  , is the fi rst 
step to understanding how BYOD works in an enterprise. A company’s industry may 
be a primary indicator for this risk tolerance. For instance, organizations in health 
care, fi nancial services, government, or security services will likely adopt a more 
defensive position toward BYOD than Internet‐based tech companies. Exhibit   20.1    
shows the levels of risk for several different categories. For example, an enterprise 
may have a very tight BYOD policy that only allows a certain model of device in the 
workplace. For others, the policy may be a little less restrictive, going all the way to 
being wide open.  

 Once upon a time, corporate‐owned desktops were among the few employee devices 
enterprises needed to manage. Today, the average employee uses several devices for 
work, including desktop computers, laptops, tablets, and smartphones. Managing the 
sheer number and range of these devices—whether owned by the employee or com-
pany—has introduced extremely dynamic and complex security issues. Therefore, it 
is absolutely essential that internal auditors in their reviews of BYOD activities look 
for policies leading to a trust model that identifi es how and when a device falls out of 
compliance, steps for remediation, and the extent to which these actions are acceptable 
to users. A trust model should: 
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 ■    Assess the risks for common security issues on personal devices. 
 ■    Outline remediation options—such as notifi cation, access control, quarantine, or 

selective wipe—that will be issued depending on security concerns and whether 
the device is owned by the company or employee. 

 ■    Set tiered policies for security, privacy, and application distribution based on device 
ownership. 

 ■    Clearly establish the identity of the user and device through certifi cates or other 
means. 

 ■    Ensure that security policies are sustainable and fl exible enough to support a posi-
tive user experience without compromising data security.   

 This trust model should translate into strong enterprise BYOD security policies. 
While the BYOD fi eld is still new and evolving with no really commonly recognized best 
practices, internal auditors should look for an effective enterprise‐wide BYOD policy that 
has been approved and is understood by key players, including general management, 
IT, BYOD users, and internal audit.   

20.3 BYOD SECURITY POLICY ELEMENTS 

 BYOD is a relatively new trend that is still used for establishing IT best practices. As 
a result, many enterprises are still rushing to create policies and processes that are 
simply unsustainable over the long term. Understandably, enterprises are mainly con-
cerned about implementation costs and security, and tend to focus on those issues in the 
beginning. But without respect for the user experience, an enterprise BYOD program 

DEFENSIVE

Enterprise policies
limiting the choice
or types of BYODs
used in the workplace.

Restrictive policies
limiting BYOD activities
to little more than
enterprise e-mails, calendars
of enterprise information.

Full enterprise
help desk support
for BYOD problems
and applications.

Open or even
no policies restriciting
types of BYODs used
in the workplace.

More open access restrictions
including corporate apps
and other consumer
Internet connections.

BYOD users granted
security support
but otherwide on their own
in use of enterprise BYODs.

RELUCTANT OPPORTUNISTIC AGGRESSIVE

    EXHIBIT   20.1    BYOD Risk Tolerances 
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may never even get off the ground. If BYOD policies are overly restrictive, lack adequate 
support for employees’ preferred devices, or are simply too complex and confusing, 
employees will find a way to either circumvent the policies or end their participation 
altogether. This is not unlike when enterprise stakeholders were given access to the 
Internet in the workplace but were told to not use it except for enterprise business. These 
rules were regularly violated. In these instances, the needs of the company are not 
met—either security is compromised or business value was lost. So while cost and secu-
rity concerns are important issues to manage, BYOD program sustainability depends 
completely on delivering a consistently positive user experience over the long haul. In 
their reviews of IT activities, internal auditors should look for the following elements in 
an enterprise BYOD policy.

Mitigate Enterprise BYOD Security Risks

Today, the average employee uses several devices for work, including desktop computers, 
laptops, tablets, and smartphones. Managing the sheer number and range of these 
devices—whether owned by the employee or company—has introduced extremely 
dynamic and complex security issues. Therefore, it is absolutely essential that any BYOD 
security policy attempt to build a trust model that identifies if, how, and when a device 
falls out of compliance, steps for remediation, and the extent to which these actions are 
acceptable to users. A BYOD trust model should:

 ■ Assess the risk for common security issues on personal devices.
 ■ Outline remediation options—such as notification, access control, quarantine, or 

selective wipe—that will be issued depending on security concerns and whether 
the device is owned by the company or employee.

 ■ Set tiered policies for security, privacy, and app distribution based on device ownership.
 ■ Clearly establish the identity of the user and device through certificates or other 

means.
 ■ Ensure that security policies are sustainable and flexible enough to support a 

positive user experience without compromising data security.

Enforce Enterprise BYOD Security

In a BYOD environment, the enterprise applications used may involve sensitive 
enterprise data, which can easily be compromised if the device is lost or infected with 
malware. An enterprise will need some level of control to prevent data from falling into 
the wrong hands. And yet employees don’t want to feel that the company is tracking 
their every move, post, and tweet, especially on their own devices. To gain employee 
trust and protect critical data, an enterprise BYOD program must implement application 
design and governance procedures that:

 ■ Modify application availability based on security requirements.
 ■ Communicate and justify to all stakeholders the extent to which IT supports or 

restricts personal applications.
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 ■ Define application availability based on device ownership, because certain internal 
applications may not be appropriate on personal devices for security reasons.

 ■ Define enforcement or remediation levels for application usage violations, such 
as user notifications, improper access control violation, or centralized IT system 
quarantines.

BYOD security should be tied to overall enterprise IT security policies and practices. 
Whether concerning a personal device or an enterprise IT system, good security 
processes should apply to both, with a somewhat heavier emphasis on the BYODs in 
the enterprise IT environment.

Emphasize Stakeholder Experience and Privacy

Optimizing the user experience should be a top priority for an enterprise BYOD program. 
Policies should include clear communication over sensitive topics such as BYOD system 
privacy that will be critical for establishing employee trust. A BYOD policy should aim 
for a social contract that clearly defines the BYOD relationship between the enterprise 
and its employees or stakeholders. Internal audit should look for such a contract in any 
review of BYOD policies that includes well‐defined agreements that help to:

 ■ Identify the activities and data that enterprise IT will monitor on a stakeholder 
BYOD, such as an applications inventory, and tools to protect against rogue applica-
tions that could compromise enterprise data.

 ■ Clarify which security actions IT will take in response to certain circumstances.
 ■ Define granular controls over any enterprise BYOD policy, such as activity 

monitoring, location tracking, and application visibility.
 ■ Critically assess all IT security policies and restrictions to ensure that they are not 

overly restrictive.
 ■ Identify core services, such as e‐mail and mission‐critical applications, that the 

enterprise can deploy to the employee’s device.
 ■ Communicate when employee devices are out of compliance, the possible 

consequences, and proactive notifications to help users remediate issues quickly.

Protect the Enterprise from BYOD Legal Actions

Introducing a BYOD program may also introduce new liability concerns to an enter-
prise. As part of any BYOD program, an enterprise needs clear policies and procedures 
to protect from threats ranging from the loss of intellectual property and confidential 
customer data to legal action, fines, and reputation damage resulting from data leaks. 
While every business needs to seek specific legal counsel on their BYOD liability issues, 
an enterprise mobile device policy or end‐user agreement should include, at minimum:

 ■ Security policies for enterprise data on differing personal devices. For example, 
differing levels of protection against overprivileged consumer applications might 
be required on Android versus iOS smartphone operating systems.
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 ■ Policies for personal Web and application usage during and after business hours, 
on‐ and off‐site.

 ■ Clear limitations for company liability due to the device owner’s personal data loss.
 ■ Definition and understanding of how BYOD reimbursement partial stipend versus 

full payment of service costs affects enterprise liability.
 ■ Extent of the enterprise’s liability for personal data loss (for example, if IT accidentally 

administers a full wipe of data on someone’s personal device).

As part of any overall internal controls or a specific IT review, internal audit should 
assess whether there are effective BYOD policies in place.

BYOD is still rapidly evolving in enterprises today. In a BYOD program, the old‐school 
model of help desk calls and tickets, as discussed in Chapter 19, introduces a new era of 
user‐based IT self‐service. Although the need for an IT help desk will never go away, a 
core component of BYOD is a comprehensive support service that allows users to resolve 
the majority of incidents without help desk intervention. The BYOD‐based self‐service 
model should allow users to:

 ■ Self‐register new devices, monitor and manage current devices, and wipe or retire 
devices as needed. That is, an employee must register any BYOD to gain access to 
corporate IT resources.

 ■ Implement policies to self‐remediate hardware, software, application, and compli-
ance issues through clear notifications and resolution instructions.

 ■ Keep the enterprise BYOD program productive and efficient while maintaining 
security and compliance controls. The same general policies that an enterprise 
has established for overall Sarbanes-Oxley Act internal control compliance should 
apply to the installed BYODs as well.

Allowing the use of BYODs in an enterprise means more than just saying yes to 
employee preferences to use whatever new device appears in the marketplace. It means 
putting into place policies that govern how these devices will be used and managed. 
Many of these policies regulate issues that are unique to portable devices—from which 
telecommunications carrier to use, to who pays for the service, to how data will be 
removed from the device if it is lost or stolen.

Internal auditors should recognize the importance of effective BYOD policies as part 
of their internal controls reviews. Compliance and policy settings, along with policy 
enforcement, are the control features most frequently cited as important. But as impor-
tant as policies are, enterprises should have written policies and procedures that directly 
address the issues surrounding the use of mobile devices and all BYODs.

Procedures for managing these devices are similarly important, ranking nearly as 
high as policies among organizational priorities. In a heterogeneous BYOD environment, 
the selection of management tools can be critical. Large numbers of differing proposed 
solutions can create management chaos. An enterprise should reduce complexity, with 
mobile device management solutions that integrate with its existing management infra-
structure—just as BYOD smartphones and tablet computers integrate into regular 
business processes.
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 Many internal auditors currently have their own personal BYOD systems, whether 
a smartphone, tablet device, or something else. They should understand some of the 
internal control issues surrounding BYODs and should incorporate that knowledge 
into their internal control reviews. Internal auditors should have a knowledge‐level 
understanding of BYOD issues.    

20.4 SOCIAL MEDIA COMPUTING 

 One use of BYOD handheld devices and their supporting applications is part of what 
is called social media computing. Whether accessed on a personal handheld device or 
another type of terminal, these applications or online service systems focus on building 
what we today call networks or relations among groups of people or users who share 
common interests and/or activities. Not too many years ago this was an unknown or 
undefi ned IT concept. Earlier social media systems had many more features and some-
times risks than the traditional e‐mail system where each user on a network is identifi ed 
by little more than an e‐mail address with no further information. Today, people with 
common interests or connections can log on to such a social media system by establish-
ing their own automated calling card or a brief biographical type of profi le. Members of a 
network may post their photographs, biographical information, and descriptions of their 
activities, family, sometimes political opinions, or other attributes or materials. Virtu-
ally all social media services today are Web‐based and allow users to interact over the 
Internet, through e‐mail, or instant text messaging facilities. Social media sites allow 
users to share ideas, activities, events, and interests within their individual networks. 

 Social media IT applications got their start well before today’s era of the all‐pervasive 
Internet and even before today’s laptop personal computers, BlackBerrys, or iPhones. 
The following are some of the major trends in the development of social media computing 
from the beginning to the present: 

 ■ 1978 to 1989—the era of one‐to‐few applications.  In the very early days of 
personal computers (e.g., the Apple II or IBM PC or earlier models), the fi rst recog-
nized social media application was called the Computerized Bulletin Board System, 
created in February 1978 by Ward Christianson of IBM. It was used by an IBM 
software development group to post messages about meeting times and locations, 
saving the time that had been spent in telephone calls. This was perhaps the fi rst 
example in which posted messages moved beyond a one‐to‐one to a one‐to‐few type 
of interactive application. This was the era before the Internet was popularized, and 
thousands of bulletin board systems, with names such as FidoNet, soon sprang up 
across North America and elsewhere, becoming useful and increasingly popular 
tools for communication between the geographically dispersed users who accessed 
these systems over telephone‐line modems. 

 ■ 1990 to 1994—the growth of the Internet.  In the early 1990s, Internet use 
was primarily available only to government, military, and academic organiza-
tions. This author, who was writing his fi rst IT audit book at that time, had to fi nd 
an acquaintance at a local university to give him  written permission to establish an 
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Internet account in order to access some IT audit–related documents. However, sev-
eral consumer‐based Internet applications soon appeared, with names like Prodigy 
and CompuServe. These services, found in most major U.S. cities, became what were 
called Internet service providers. Internet consumer acceptance soon received a 
major thrust from America Online (AOL), a company that aggressively marketed 
the Internet by sending out millions of AOL signup disks that allowed participants 
to hook up to their telephone lines to access the Internet and send e‐mail messages, 
shop for goods, and participate in the new concept of online discussion forums. 
With the interactive opportunity to join online forums and broadcast e‐mails, these 
applications were the first scalable social media applications.

 ■ 1995 to 1999—the dot‐com bubble. This era saw a major boom in Web technolo-
gies and Internet tools. Although most of the early applications were based on new 
consumer products and merchandising, there was not much growth here in social 
media applications beyond the existing bulletin board sites. An exception from this 
era is SixDegrees.com, an early social network service web site that lasted from 1997 
to 2001 and is now all but forgotten. It was named after the six degrees of separation 
concept that allowed users to list their friends, family members, and acquaintances 
on the site, and allowed external contacts to join members’ circles as well. Users 
could send messages and post bulletin board items to people in their first, second, 
and third degrees, and see their connection to any other user on the site. It was one of 
the first manifestations of social networking web sites in the format now seen today.

 ■ 2000 to 2004—the growth of social media. After none of the concerns about 
an IT calamity at the beginning of the year 2000 (Y2K) materialized and the dot‐
com bubble began to recede, a series of new social media applications were launched 
during this period, with names such as MySpace, Facebook, Friendster, LinkedIn, 
and many others. We will be discussing some of these applications in greater detail 
in the following sections. Many of these new applications were widely used by people 
inside enterprise organizations and outside of the enterprise‐ controlled applica-
tions. Although there always had been some low‐level chatter within enterprise 
systems, social media applications allowed people to create content and participate 
in discussions without organization participation—an almost subversive trend! 
Another Internet platform application launched around the turn of this century, 
WordPress, allowed individuals with no programming knowledge to build and 
launch blogs, web sites, personal diaries, or content sites. Using such a tool, a per-
son could host a blog on their own domain site and have essentially full control 
over its design and contents. This was a major move toward personal journalism.

 ■ 2005 to 2009—the growth of social networking applications. Social media 
applications continued to grow and evolve, including applications such as YouTube, 
a video‐sharing web site where anyone can become a publisher of video content. 
The BYODs we call smartphones became very popular. With them, a user could 
download a wide variety of applications. Perhaps the most significant new social 
media application during this era was the launch of Twitter, a microblogging appli-
cation in which a user can publish short content‐based messages and follow others 
through their own short bursts of information. We will introduce Twitter further 
in a later section.
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 ■ 2010 and beyond. Our use of social media applications continues to grow, causing 
many IT governance issues and concerns in today’s enterprises. For example, in the 
events during the first months of 2011 that are popularly known as the Arab Spring, 
autocratic political leaders in Tunisia, Egypt, and Libya were brought down. In each 
of these cases, the antigovernment protests were initiated after massive social media 
chatter over Facebook and other such vehicles. People saw events that enraged 
them and posted their comments and photos to others, who passed them on to still 
others. The results were surges of popular protest that soon toppled these govern-
ments. Also, the Middle Eastern Islamic terrorist group ISIS has captured large 
portions of Syria and Iraq and took hostages—often Western journalists—whom 
they beheaded if they did not collect the ransoms they demanded. The beheadings 
were broadcast online worldwide using social media tools.

While people using the likes of Facebook to help topple an autocratic govern-
ment is a strong example of the power of social media, these tools continue to present 
IT governance and internal control challenges to business enterprises today. For 
many today, these systems are almost too new, and enterprises with traditionally 
controlled IT systems and applications are often not in a position to easily adapt to 
the open, flexible nature usually associated with social media systems. Also, indi-
vidual members of an enterprise will often be individual users of their own social 
media computing application. This can present IT governance problems if an enter-
prise has not established appropriate rules and procedures covering their social 
media operations.

The following sections discuss three very popular but quite different social media 
applications—Facebook, LinkedIn, and Twitter—as well as some of the unique gover-
nance issues surrounding each of these applications. Each of these started as personal 
applications, but people have moved them into the workplace through their workplace 
communications on individual laptop systems or smartphones.

Social Media Example: Facebook

Facebook is a social media service and web site that was launched in February 2004 by 
Mark Zuckerberg along with several of his Harvard University dormitory roommates as 
a means to better communicate and share information among fellow students. Origi-
nally limited to just Harvard, Facebook was quickly expanded to other colleges in the 
Boston area, the Ivy League, and then Stanford University. Growing by word of mouth, it 
gradually added support for students at other universities before opening to high school 
students and others. Today, Facebook has become a very popular system used by many 
people worldwide. In addition, for many it has somewhat replaced e‐mail as a means of 
communication among individuals. From its limited college dormitory start in 2004, 
Facebook had more than 1.4 billion active users as of January 2015, with that number 
continually growing. Starting as a private company, Facebook has long since become 
an actively traded public company.

Individual users of Facebook often first get started by someone, usually a friend, 
sending them an e‐mail message and asking them to become their Facebook “friend.” 
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The new user will then be asked to create a personal profi le, add other users as friends, 
and exchange messages, including automatic notifi cations when they update their pro-
fi le. Additionally, users may join common‐interest user groups, organized by workplace, 
school or college, or other characteristics.  

 Steps to Joining Facebook 

 For many senior‐level business professionals, Facebook is more than just an IT applica-
tion. It is a concept that a senior business professional may have read about, even though 
that same senior executive often has no understanding of the system beyond the com-
ments and Facebook activities of their usually IT‐savvy children. This is particularly 
true if one has no college‐age or high school–age children who understand and use 
Facebook. Of its more than a billion users, some 60% are under the age of 35. 

 Business professionals often become involved with Facebook through receiving an e‐
mail from a business associate, friend, or relative asking the recipient to become a “friend” 
of that person on Facebook. The idea is that one logs on based on the initial invitation and 
can then connect with other Facebook users in a cascading manner such that friends of 
friends can be connected to create an expanding network. Exhibit   20.2    outlines the steps 
to joining Facebook.    

 Using Facebook 

 Much more than just an alternative to e‐mail, Facebook is a system to build up a profi le 
about oneself, to post status updates to everyone on your friends list, to send personal 
messages to other individuals who are your Facebook friends, and much more. These 
status updates and private messages, whether text or images, can be posted to Facebook 
from a smartphone. Of course, in its college dormitory original environment, the posted 
messages were often descriptions and pictures from a recent party or some other event. 
They typically are just a note and do not require or solicit a response. A Facebook user can 
send private messages to his or her friends, which can be forwarded to others. Posting 

 EXHIBIT 20.2     Steps to Joining Facebook  

Step 1 . Visit Facebook’s website at www.facebook.com. 

    Step 2 .  Fill in your full name, a valid email address or mobile number, password (at least six 
characters), birthday, and click whether male or female. Then click the green “Sign Up” 
button.  When you click “Sign Up,” you’re agreeing to Facebook’s Statement of Rights 
and Responsibilities and Privacy Policy. 

Step 3 . You will receive an email from Facebook.  Open it and click “Con� rm Your Account.” 

Step 4 .  You will be taken back to Facebook where you now can � nd people you know already 
on Facebook by searching your email account(s), add a pro� le picture, take the privacy 
tour, and complete your pro� le by adding your company name and location, the city 
and state you reside in, your education background, personal interests, and other 
personal information.  You can add as little or as much information about yourself as 
you’d like.  
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to friends’ walls depends on that particular friend’s privacy settings. Those postings 
can be seen by others.  

Facebook postings can give a detailed depiction of one’s personal life and activities, 
depending upon the level of privacy selected. For example, after logging on to Facebook, 
one can enter the name of an acquaintance who is registered in Facebook—or anyone 
for that matter—and look at that person’s posted profile and recent Facebook postings 
from others. One can gain access to that person’s Facebook friends, even looking at 
their postings as well. We will talk more about business privacy concerns in a following 
section, but if a Facebook user has not designated his or her activity as private, one can 
sometimes find out more about a person than that person would want. For example, 
one can see “Thank you for inviting me to . . .” types of posts that have been made to a 
person’s wall, sometimes with a photo, and one can go to that sender’s Facebook page, 
again depending on the privacy settings. These posts remain on a person’s Facebook 
wall forever, unless deliberate steps are taken to delete records. While this is all great 
for college student life, postings and the recordings of activities could cause privacy and 
even security concerns in a business environment.

The Facebook concept can be useful in a business environment as means to 
build and manage workforce teams. For example, for a large systems implementation 
project—along the lines of an effort described in Chapter 16 on project and program 
management—the project administrator can ask all project team members to create 
or update their Facebook profiles and establish them as members of the project team. 
Project events can easily be scheduled and communicated and the manager interested 
in the backgrounds of team members can access their profiles in a friendlier manner 
than allowed by the typical human resources records.

Our description here only highlights only a few of the ever‐expanding Facebook 
features. One can subscribe to download postings from selected web sites, post status 
updates, send private messages, and upload photos and videos. You can even talk to 
someone on Facebook using your smartphone. For a business enterprise, Facebook can 
present some internal control risks. For example, an employee can complain in a Face-
book post about the quality of some enterprise product or even the competence of a 
manager. What was intended as a personal message to a Facebook friend can be picked 
up by that friend and then sent to other friends of friends to establish widespread, and 
sometimes damaging, nets of communications about the enterprise product or specific 
issues. As will be discussed in the section following on social media legal issues, there 
are multiple IT governance issues here.

Although Facebook has a component for building enterprise business pages, 
which is a powerful tool for marketing all aspects of an enterprise’s business opera-
tions, and despite a current surge in the use Facebook as a business communica-
tions tool, its typical use today is not for business but for personal communications. 
However, creating a Facebook business page is a good method of promotion, because 
Facebook business pages are viewable by millions of users. These pages are an effec-
tive advertising platform offering innovative methods of Web marketing, allowing 
for interaction among business owners and customers. They go beyond the IT gover-
nance issues theme of this chapter, as they represent a strong and powerful enterprise 
application.
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Social Media Example: LinkedIn

This very popular social media application is based around business‐related social or 
professional networking concepts that are similar to networking‐type communica-
tions among multiple professional groups, such as members of an Institute of Internal 
Auditors local chapter or college alumni groups. LinkedIn is also a popular communica-
tions platform for many professionals such as project managers, civil engineers, geolo-
gists, auditors, and others. It operates worldwide and in multiple languages. At the time 
of our publication, there were over 350 million registered LinkedIn users.

Most professionals first encounter LinkedIn through an e‐mail note from a professional 
associate with an invitation to join some LinkedIn group or establish a LinkedIn connec-
tion of common professional interest. If new to LinkedIn, that invitee is asked to register 
by posting some personal information and often a professional résumé. This is a bit more 
formal than Facebook, where one is simply asked to become someone’s Facebook “friend.”

When registering in LinkedIn as part of a professional group, the user is asked to 
provide professional résumé‐type information, such as current and past employers as 
well the dates of those jobs, and other personal professional information. There is also 
space to post a full résumé, advertisements, and other materials. The system also has a 
process where the new registrant can request past employers and professional contacts 
to provide personal references.

LinkedIn allows registered users to maintain a list of contact details of people with 
whom they have some level of relationship, called connections. Users can invite anyone 
(whether a site user or not) to become a connection, but the recipient of an invitation 
can select “I don’t know” to reject or count against the person’s invitation. LinkedIn 
connections can be used in some of the following ways:

 ■ A contact network can be built up consisting of someone’s direct connections, the 
connections termed second‐degree connections, and also the connections of sec-
ond‐degree connections termed third‐degree connections. This can be used to gain 
an introduction to someone a person wishes to know through a mutual contact.

 ■ LinkedIn can then be used to find jobs, people, and business opportunities recom-
mended by someone in one’s contact network.

 ■ Employers can list jobs and search for potential candidates.
 ■ Job seekers can review the profile of hiring managers and discover which of their 

existing contacts can introduce them.
 ■ Users can post their own photos and view photos of others to aid in identification.

LinkedIn’s “gated access approach” allows contacts with professionals requiring 
either a preexisting relationship or the intervention of a contact of theirs. The system is 
intended to build trust among the service’s users.

Within its various specialized topic areas, LinkedIn sites can become active dis-
cussion forums covering LinkedIn specialty areas. For example, a LinkedIn site for 
the National Association of Corporate Controllers has a series of active discussions. 
A LinkedIn member of that group may pose question, such as “How should my board 
better manage its internal auditors?” Others then may enter a response, and the result 
may be a hot back‐and‐forth discussion.
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Perhaps more important than its professional contacts features, LinkedIn includes 
a series of specialized applications with objectives to get leads, analyze traffic, pro-
mote product sales, promote brand awareness, handle ticket sales, communicate 
with investors, and more. The LinkedIn Polls application is a good example. It allows 
users to easily find answers to business and market‐research questions. It allows an 
enterprise to ask some question and LinkedIn will distribute it to your connections 
and millions of other professionals on LinkedIn. The poll results can be shared with 
Facebook or Twitter integrations, or embedded in an enterprise’s web site. It oper-
ates just like any other polling service: LinkedIn users can ask a question, add up to 
five potential responses, and choose how long it will run. Once responses have been 
received within the specified time period, LinkedIn shares them with established social 
networks or enterprise web sites. Because of this link, poll responses can be broken 
down by age, gender, or seniority, allowing management to analyze such questions 
as “Do 25‐year‐olds answer differently from 45‐year‐olds?” or “Do men and women 
answer differently?”

LinkedIn is more of a business‐related application and does not have the same almost 
open‐environment exposure risks that can be found in Facebook, where posts can be seen 
by friends, friends of friends, and even strangers, depending on privacy settings. However, 
because it is a professional communication and discussion vehicle among various profes-
sional specialized groups, enterprise confidential data can easily slip through LinkedIn 
discussion sites. A product development engineer, for example, may have subscribed to a 
LinkedIn site for enterprise product development engineers. As part of LinkedIn’s ongoing 
online discussions, that development engineer might inappropriately respond to an online 
discussion by giving some enterprise confidential information to make a technical point, 
not realizing the nature of the data released. In addition, that engineer’s résumé may be 
open to outside recruiters, a potential drain on company resources.

Social Media Example: Twitter

Many in the United States first heard about Twitter in 2011 when a then U.S. congress-
man, Anthony Weiner, claims his account was hacked and the public became aware of 
his exchanging lewd photos of himself on Twitter with women. Weiner was forced to 
resign, and his shenanigans certainly caused many to hear about the potential power 
of Twitter.

Twitter is a free service that allows anyone to say almost anything to anybody in 
140 characters or less—it is a “what are you doing right now” system that permeates 
online social communication. Twitter enables its users to send and read these short 
text‐based posts, informally known as “tweets” because of the bluebird logo, often via 
mobile phone using the Twitter app released for certain smartphones. With all of this 
message traffic, Twitter is one of the ten most visited web sites worldwide. A February 
2009 survey by Compete.com referenced Twitter as the third most used social network 
based on their count of 6 million unique monthly visitors and 55 million monthly vis-
its. To help explain Twitter’s terminology and concepts, Exhibit 20.3 lists a few Twitter 
terms and concepts. A more senior manager may find their staff members using these 
terms as they tweet messages to others.
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 With Twitter’s ability to track and carry a range of messages about a wide variety of 
people and subjects, a user and sometimes an employee often may be spending too much 
time reading and sending tweets. For example a San Antonio–based market research 
fi rm, Pear Analytics, analyzed 2,000 tweets (originating from the United States and in 
English) over a two‐week period in August 2009 and separated the messages into six 
categories: 

 ■    Pointless babble—40% 
 ■    Conversational—38% 
 ■    Pass‐along value—9% 
 ■    Self‐promotion—6% 
 ■    Spam—4% 
 ■    News—4%   

 These results indicate that Twitter often contains too much “pointless babble,” the 
fi rst item on the list. Perhaps the advantage here is that these messages allow Twitter 
correspondents to know what the people around them are thinking and doing and feel-
ing. However, a lot of this activity is similar to company staff talk sessions around the 
watercooler from a past era. The astute manager back then frowned on or limited such 
watercooler chat. Attempts should be made to treat staff social media workday usage 
in the same manner. 

 Twitter is a powerful tool that can present risks to an enterprise if used inappro-
priately whether as in the case of ex‐congressman Weiner, discussed previously, or 

 EXHIBIT 20.3     Twitter Terms and Concepts  

 ■ Tweet —When you post or write your 140 characters on Twitter and hit send it’s called a 
tweet or tweeting. 

 ■     Handle —The term used for a user’s Twitter name in the format @ducttape, a short personal 
name. 

 ■     Follow —This is the act of adding someone to your list of the people you are following, 
making their tweets show up on your homepage. 

 ■ Replies —This is what it is called when someone writes a tweet directly at a user’s 
handle—@ducttape cool post today blah blah—and this also is often an invite to engage 
with another follower. 

 ■     Retweet —This is a tactic of republishing someone else’s tweet—the original tweet along 
with the author’s handle stays intact, but you are basically showing someone’s tweet to your 
followers. Many use this to add content and acknowledge material from the people they 
follow. 

 ■     DM —This is the term for a message that is sent directly to another user. They must be 
following you for you to DM them, but this is a very useful tool for private messages and 
generally a good choice when a Twitter user starts going back and forth with someone on 
something your entire base of followers might not � nd interesting. 

 ■     Hashtag —This is a way people categorize tweets so to effectively create a way for people to 
view related tweets under the same tag.  
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 EXHIBIT 20.4     Enterprise Social Media Policy  

This policy applies to all social media tools, used both on and off the job for enterprise business 
operations. Beyond the more speci� c guidance discussed here, anyone using social media tools 
on either personal or enterprise devices should: 

 ■    Treat others as you would like to be treated. 
 ■    Add value to your consumers, your industry, and your business. 
 ■    Be respectful, professional, and courteous. 
 ■    Provide insight, expertise, and relevant conversation. 
 ■    Communicate ethically and morally in support of your professional goals.  

In addition, all enterprise stakeholders should keep the following principles in mind: 

  Think before You Post  

Keep in mind that most online social computing platforms are like public marketplaces—
what’s out there is available for all to see. On social platforms, the boundaries of professional 
and personal information are not always very clear. In these days of shifting privacy policies 
and powerful search engine indexing, you can’t always be sure what is being shared, viewed, 
or archived. Note that what you publish online will be public for a very long time. What you 
post will re� ect on you, so be consistent with the way you would wish to portray yourself to 
the company, friends, family, colleagues, and clients.
 If you are unsure whether certain content is appropriate to share online, then don’t post it. 
It’s better to be safe than sorry.

  Responsibility  

You are personally responsible for your words and actions, no matter where you are, even 
in the online world. Please remember that when you participate in social media, you are 
speaking as an individual and not on behalf of the company. Always identify yourself using 
the � rst person singular.
 When you discuss company‐related information online, be transparent by giving your 
name and role and mentioning that you work for the company. If you have an individual 
site that refers to or has an impact on the company, use a disclaimer such as “The views 
expressed on this site are my own and not those of [ company name ].”
 Where applicable law permits, know that the company reserves the right to monitor use of 
social platforms and take appropriate action to protect against misuse that may be harmful 
to the company’s reputation.
 Establishing a company account or becoming an of� cial representative that shares 
information about the company and the areas we work in requires approval from appropriate 
levels of management. Only these accounts may display the company logo.

any number of other current examples. We discuss the importance of enterprise codes 
of conduct in Chapter   26   and the need to determine that all impacted stakeholders 
have read, understand, and agree to comply with that code of conduct, and it’s clear 
that an enterprise should launch a similar policy for social media applications such 
as Twitter. 

 Exhibit   20.4    is an example enterprise policy for employee use of Twitter, Facebook, 
and other social media products. Similar policies could be implemented for other social 
media software, and the policy could be structured in a manner that includes all enter-
prise social media applications. The key here is that any such policy must be launched 
in a manner such that all employees and other stakeholders understand its purposes 
and the potential risks of any such social media applications.     
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 Conduct  

Your behavior online should be consistent with Our Code of Business Ethics.
 You have the opportunity to help shape the company’s reputation online. Use your expert 
knowledge to enrich discussions, help solve problems, share the excitement of our work 
environment, and promote learning and idea‐sharing.
 Always remember that the tone you use online can be interpreted in different ways by 
your readers, due to nonverbal communication or cultural differences. Some participants 
may not be familiar with abbreviations, emoticons, and other common codes used in online 
communication. Remember also that comments are often taken out of context, so stick to 
the facts.
 Trust is the key element in building relationships online. Build trust by keeping a respectful 
tone, even when disagreeing with others, and by responding to comments in a timely 
manner. If you realize that you’ve make a mistake, try to correct it promptly.
 Do not engage in any conduct online that would not be acceptable in your workplace or that is 
unlawful. For example, do not make derogatory remarks, bully, intimidate, harass other users, use 
insults, or post content that is hateful, slanderous, threatening, discriminating, or pornographic.

 Confi dentiality  

Always protect our companies’, clients’, and suppliers’ con� dential and other proprietary 
information. Don’t put anything online you wouldn’t share with a journalist, client, analyst, or 
competitor.
 Make sure any reference to business information, customers, and suppliers does not 
violate any nondisclosure obligations. Please also remember your con� dentiality obligations 
under your employment agreement.
 Don’t disclose information about colleagues or other persons, misuse their personal data, 
or publish their photos without their permission.
 Always use good judgment regarding information that could be of a sensitive nature. 
Don’t use social computing platforms to exchange information that is company, customer, 
or supplier con� dential, unless access has been cleared for receipt of such information, and 
the platform has been cleared for appropriate security levels. Public sites are not appropriate 
sites for internal communication with other company employees.

  Copyrights  

Comply with laws and regulations and more particularly with laws governing intellectual 
property rights, including copyrights and trademarks.
 You must not post content or take any action that violates the law or infringes company or 
any third party’s intellectual property rights.

 Final Thoughts  

Use of social computing platforms in accordance with this policy can be a very effective 
and powerful communication tool. Be proud of what you do and enjoy a sense of 
accomplishment in the search for better quality and greater ef� ciency. Above all, please use 
good judgment, be attentive to others, and take the trouble to listen and be understood.

20.5 ENTERPRISE SOCIAL MEDIA COMPUTING RISKS 
AND VULNERABILITIES 

 A very valid senior executive question might be “I am an enterprise senior manager. 
Why should I be concerned about our employees and other stakeholders using Facebook, 
Twitter, and other social media tools in our business work environment?” That is the 
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type of question that many senior managers may ask when they do not really understand 
these ostensibly friendly applications.

Social media sites often seem friendly and exist outside of the radar screen of many 
business systems, processes, and concerns. They are too often viewed as an employee 
diversion, like the joint efforts of a planning committee for the annual holiday party. 
However, social media issues can get out of control as other people can see the message 
traffic and initiate actions based on the communications.

A Chicago Tribune article highlighted how employee Facebook chatter can 
cause trouble to an enterprise. The staff members at an auto dealer talked f lip-
pantly among themselves through Facebook about how their employer was “prob-
ably ignoring U.S. labor laws.” Their supposedly private messages were eventually 
passed on to U.S. labor law authorities, through someone copying someone, who 
then used the message to copy someone else, and so on. This eventually resulted 
in legal actions against the employer. Messages sent through social media systems 
present some risks.

Sometimes social media systems are viewed as almost a human resources–related 
resource, such as an almost unofficial company newsletter. However, an enterprise faces 
many risks in social media systems, including loss of reputation and possible liability 
suits when employees blab or post photos and videos about what they shouldn’t. There 
are also the computer security risks of malware, identity theft, phishing, and the privacy 
breach of sensitive data that will be introduced in Chapter 23.

The risks associated with employee use of Facebook, Twitter, and other social media 
should be considered primarily the responsibility of enterprise management, and beyond 
that the IT security department. These applications are generally operated over the 
Internet and outside enterprise‐controlled systems.

Many of social media’s risks and management concerns are tied to the individual 
behavior that takes place outside the infrastructure boundaries of the enterprise and its 
IT systems. However, social media systems carry with them issues related to content and 
freedom of speech. These social media practices tie very much to the issues in Chapter 
26’s discussion on the need for an ethical workplace culture. That chapter discusses the 
importance of strong management messages and policies such as codes of conduct and 
mission statements to help get an enterprise and its stakeholders thinking in a correct 
and positive manner. However, an enterprise should be aware of some of the following 
social media risks and concerns:

 ■ Employee productivity issues. This is perhaps more of a management issue in 
terms of setting employee goals and responsibilities, but employees at all levels can 
sometimes spend excessive amounts of time sending notes and pictures to friends, 
both inside and outside of the enterprise, whether over Twitter, Facebook, or some 
other social media application. In some respects this is not too different from people 
spending excessive amounts of time on personal telephone calls, but this social 
media activity is sometimes hard to detect and monitor.

 ■ Lack of control over corporate content. Employees and other stakeholders may 
innocently or deliberately post wrong or improper information on social media sites. 
This type of information can be passed on to many others through the cascading 
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nature of many social media tools. Once the false information has started to spread, 
it is difficult to stop it.

 ■ Noncompliance with record management regulations. Despite copyright and 
data protection rules, it is often very easy for stakeholders to copy and communicate 
protected documents over social media systems. An enterprise faces risks if such 
records are improperly or illegally communicated.

 ■ Viruses and spyware. There have been reported incidents where social media 
or related networking sites have been used to spread malware such as viruses, 
and social media systems are certainly not unique here. Realistically, however, 
social networking sites probably pose no more of a threat than any other type 
of web site.

 ■ Bandwidth problems. This was much more of an issue in the earlier days of Inter-
net using voice‐level telecommunications. Bandwidth refers to the “size of the pipe” 
or the amount of data transmitted over communications lines. People sending large 
volumes of digital photographs or other high‐volume material can choke a system. 
While this is not so great of an issue over the Internet as a whole, high‐volume 
materials can all but clog communication lines for a smaller enterprise.

 ■ Enterprise security issues. There is much vulnerability here. A perpetrator, 
for example, can use a cell phone to take a picture of a confidential document, 
product, or facility and then easily transmit that material to one or many over a 
tool such as Facebook with just a few quick keystrokes. Physical controls, well‐
communicated policy statements, and a strong enterprise ethical environment 
are needed here.

 ■ Liability issues. An enterprise could be held liable for postings by an employee 
made on company time through enterprise IT resources. While the law really isn’t 
clear at this point in time, individuals have been found liable for incautious postings 
to social networking sites, and it’s possible that businesses could too. It’s a risk to 
certainly consider.

As our use of social media tools grows, we can only expect this trend to continue. 
Because most enterprise stakeholders have their own smartphone device as well as a 
home system with Internet connections, virtually all of them have access to social media 
sites. Some will make extensive use of these tools and the boundary between personal 
activities and office systems can quickly become fuzzy. An enterprise is looking through 
rose‐colored glasses if it tries to implement only a workplace policy of no social media 
activities while on the job. We generally work not only at a facility on a nine‐to‐five basis, 
but in the home office or while traveling as well. We cannot draw lines here.

Social media tools are growing in the workplace. Our earlier discussion of LinkedIn 
mentioned its polling tool, which can be a common and frequently used social media 
application in the workplace. We will increasingly be seeing the lines become more 
closely linked between social media applications for primarily personal purposes and 
the use of these applications as business tools. The only way, we feel, to limit risks and 
to have a better IT governance understanding of the use of social medial tools in the 
workplace is to establish and effectively communicate some policies about the use of 
social media tools to all stakeholders in the enterprise workplace, as discussed next.
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20.6 SOCIAL MEDIA POLICIES 

 Internal audit and enterprise management need to understand and establish, when 
appropriate, educational practices outlining the dos and don’ts for various social media 
systems as well as some very specifi c policies covering the stakeholder use of these tools. 
These social media policies should be almost a subset of corporate policies such as codes 
of conduct as well as IT security and privacy policies that are communicated to all 
employees and stakeholders. For example and discussed in greater detail in Chapter   26  , 
an enterprise should develop an overall stakeholder code that outlines company poli-
cies in a very high‐level but easy‐to‐understand manner. The code should be refreshed 
and updated regularly and all stakeholders should be asked to periodically affi rm that 
they have read it, understand it, and agree to abide by it. Implementing such a code 
of conduct is important for strong and effective enterprise IT governance practices. 
Exhibit   20.4   provided an example of a general enterprise social media policy designed 
to apply to all stakeholders using enterprise social media applications, ranging from 
staff members to senior management, and applicable to all social media applications 
that have an impact on the enterprise, whether an enterprise‐based initiative and an 
application based on the system at home or a personal device. 

 An enterprise should implement policies for social media as well as for specifi c appli-
cations. Because there are substantial differences between many of these applications, 
using Facebook and Twitter as examples, an enterprise should implement a general 
policy on the use of social media applications in the workplace as well as some rules for 
specifi c popular applications. 

 Depending on the level of use of Facebook or other social media applications in 
the enterprise, similar policies can be launched. The idea is to get the message to 
all stakeholders that their use of various social media applications in the workplace 
carries some risks as well as opportunities for the enterprise and their career paths. 

 Social media applications present some strong internal control and governance 
issues for today’s enterprise. While the Facebook, Twitter, and LinkedIn applications 
that have been briefl y introduced in this chapter are perhaps the most common today, 
this is no guarantee that they will be as prominent a few years hence. However, their 
concepts represent a sea change regarding the manner in which information is devel-
oped and processed that almost certainly will not change. Although many senior 
managers may look on most of these applications as tools for their teenage children 
and younger associates on staff, every senior manager and certainly every internal 
auditor should at least become hands‐on familiar with and have a CBOK understand-
ing of these tools in order to better understand them and communicate with others 
in the enterprise.   
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21                                                        CHAPTER   TWENTY-ONE                 

 Big Data and Enterprise 
Content Management                                                

 W ITH OUR INCRE ASING EMPHASIS ON all types of automated systems 
and the convenient tools available to save this data as well as the low cost of 
data storage, industries on all levels have come to the era of what we call   big 

data  , the massive amounts of information or even just pure data captured in all types of 
automated systems. Enterprises, customers, and certainly government regulators often 
seek access to all of the data covering transactions over time and then expect this data 
to be available for access and analysis over prior periods. 

 The ability to capture and store so much data has become easier over recent years 
because of the relatively low cost of data storage today. However, while the costs of 
data storage have gone down, the amounts or volumes of data to capture and store 
have increased massively. With an emphasis on internal auditor knowledge needs, this 
chapter provides an overview of big data concepts and a discussion of governance,   risk 
and compliance issues   regarding big data, related security information, and internal audit 
processes for internal control reviews in a big data environment. 

 In addition, this chapter also will introduce   enterprise content management (ECM)
issues. This is again a big data–related issue where enterprises should install appropriate 
transactional and business controls to effectively manage the data and information con-
tained in their key systems. Internal auditors should have a general CBOK understanding 
of big data and ECM issues and internal controls as well as of how to perform effective 
internal audits in these environments.   

 21.1 BIG DATA OVERVIEW 

 Managing and controlling big data issues has become one of the most important new trends 
in information usage for both business and IT functions since our last edition of this book 

Brink’s Modern Internal Auditing: A Common 
Body of Knowledge, Eighth Edition 
By Robert R. Moller 
Copyright © 2016 by John Wiley & Sons, Inc. 
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and over about the past 10 years. With the growth of automated systems and our ability 
to capture vast amounts of data, the effective use of this big data is changing the way an 
enterprise makes decisions, does business, and succeeds or fails. It is causing both manage-
ment and its IT functions to look beyond traditional technologies and to establish new tools 
to process the increasingly larger data volumes in an effi cient and well‐controlled manner. 
Of course, big data issues are changing many internal audit processes as well. 

 Anyone involved with IT systems today as well as most consumers have been 
impacted by big data issues. There was once a time when IT resources placed limitations 
on how much data one could store (remember fl oppy disks?), but today very cheap tools 
are available to store massive amounts of data. Even our terminology has changed. We 
once talked about kilobytes, or 1,000 bytes of data, and soon thereafter megabytes, or 
1 million bytes. Now we are using the term petabytes, or 10 15  bytes of data, about half 
of all the information stored in U.S. research libraries. 

 When a large enterprise attempts to keep all data for its many sales transactions 
over multiple periods of time, it can quickly move into a big data environment. In past 
times, we kept this data on old IT tape fi les or even on printed paper. Because it was 
very diffi cult to retrieve this stored data, it was often eventually just discarded. Today, 
however, regulations and even customer demand have created a requirement that this 
stored data be available almost in perpetuity. Exhibit   21.1    describes this big data envi-
ronment from a sales and marketing systems perspective. We will be discussing other 
big data concerns and issues in the sections going forward.  

    EXHIBIT   21.1    Big Data Spectrum 
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There are multiple earlier different definitions here, but the IT research firm, Gart-
ner has the best or most recognized:1

“Big data” is high‐volume, ‐velocity and ‐variety information assets that demand 
cost‐effective, innovative forms of information processing for enhanced insight and 
decision making.

These three V’s of high volume, velocity, and variety have traditionally defined the 
common environment that had previously been used to define and describe big data 
issues. Many sources today, however, add a fourth V, veracity, as an additional important 
big data factor. Veracity refers to the accuracy and correctness of these masses of big 
data, and the concept is particularly important for internal auditors when considering 
big data from an audit and control perspective.

An internal auditor should remember that big data internal control covers much 
more than just large volumes of transactional data. It concerns such things as video 
messages, messages over smartphones using a software tool such as Twitter, and global 
positioning system coordinate transactions. By digging into this four‐V definition a bit 
deeper, an internal auditor should develop a better understanding of the implications 
of each of these big data internal control concepts.

Volume

Volume refers to the sheer amount of common data for a given application or system 
and depends upon the relative size of the enterprise. In many cases, data of extreme 
volume has a common format and can be counted in traditional “rows” records, and/
or in terms of the storage space required. An example of extremely voluminous data is 
the raw event logs for a high‐volume server. Another might be the volume of holiday 
season sales transactions for a multiunit retailer.

Although what constitutes big data may vary by industry and business operations, 
an enterprise should have control procedures in place to manage situations when they 
encounter high volumes of data. These might include special monitoring processes for 
known high‐volume periods, limiting the data collected to elements necessary to cur-
rent or expected business processes, profiling data sources to identify and subsequently 
eliminate redundancies, or monitoring data usage to determine “cold spots” of unused 
data that can be eliminated or offloaded to a special storage resource.

Data and transaction volume issues are a very important defining element of big 
data. When encountering big data volumes when reviewing some IT application, an 
internal auditor might ask some questions about what both management and IT are 
doing to process any unexpected high volumes of data. There is no single correct answer 
here, but an internal auditor should look for analysis and good internal control proce-
dures to manage both current and unexpected high volumes of data.

Velocity

Velocity refers to the speed at which the data is delivered and/or changes. The problem of 
velocity is one of capture and response. When a massive number of transactions or messages 
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are rapidly coming into an enterprise’s application or web site, that enterprise needs to 
capture and process this high velocity of data. This is not a content problem and is often 
not associated as big data volume and/or variety problems as well. A common example of 
high‐velocity data is the so‐called Twitter firehose—the continuous stream of all the tweets 
passed through the Twitter system. Some incident or a Twitter comment may cause massive 
numbers of response transactions. While Twitter’s only requirement is to categorize and 
capture this mass of messages, too much velocity can cause system challenges.

The importance of data’s velocity—the increasing rate at which data flows into an 
organization—often follows a similar pattern to that of volume. Specialized companies 
such as financial traders or even travel booking and reservation sites all must have 
systems that cope with fast‐moving data to their advantage. Many Internet and mobile 
applications deliver and consume products and services that require rapid responses 
generating a data flow back to their providers. Online retailers, for example, should have 
facilities to compile large histories of customers’ every click and interaction beyond just 
the final sales transactions and during busy periods. Enterprises that are able to quickly 
utilize that information, by recommending additional purchases, for instance, gain 
competitive advantage. The smartphone era has increased again the rate of data inflow, 
as consumers carry with them a streaming source of location imagery and audio data.

It’s not just the velocity of the incoming data that’s the issue: it’s possible to stream 
fast‐moving data into bulk storage for later batch processing, for example. The impor-
tance here often lies in the speed of the feedback loop, taking data from input through 
and back to a decision point. Industry terminology for such fast‐moving, high‐velocity 
data is often called streaming data, or complex event processing. This latter term was more 
established in product categories before streaming processing data gained more wide-
spread relevance, and now seems likely to diminish in favor of streaming.

We can envision this whole process as a floodgate being opened and some system 
or process being subjected to a massive stream of incoming objects or materials. With 
big data, an enterprise application may be subjected to a massive amount of similar but 
differing transactions. It must be sufficiently agile to respond to all of these in a timely 
and correct manner. An IT application may have been tested to handle a wide variety of 
differing transaction types correctly. But when massive amounts of these transactions 
are input in about the same time frame, sometimes with interconnections with one 
another, there can be some severe and critical big data concerns.

Variety

Big data variety refers to the many sources and types of both structured and unstruc-
tured data from sources such as spreadsheets, databases, video links, graphics, moni-
toring devices, and more. Rarely does data present itself in a form perfectly ordered 
and ready for processing, and this variety of unstructured data can create problems for 
storage, processing, and analysis.

A common theme in big data systems is that the source data is diverse and doesn’t 
fall into neat relational structures. It could be text from social networks, image data, or 
a raw feed directly from a sensor source. None of these things come ready for integra-
tion into an application.
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 Data variety is the challenge of having disparate data sets, from different sources 
in different formats, all in silos, thereby failing to gain from the benefi ts a unifi ed 
view of data brings. A great example of this is marketing data: social media, sales, 
and advertising data all saved and kept separate. Facebook and Twitter data on their 
own can only tell you how well one part of your campaign did, but cannot give you 
an insightful and holistic picture of the whole campaign. To get to the bottom of how 
your different social media tactics have impacted your web site visits or how your 
media spend infl uences your online sales, you need to combine various data sets. No 
marketing campaign is single‐channel anymore, so your data approach shouldn’t 
be either.   

 Veracity 

 Veracity deals with concerns regarding uncertain or imprecise data as well as the biases, 
noise, and abnormality in data. IT, general management, and certainly internal audit 
when dealing with big data systems situations should ask whether the data that is being 
processed and stored is meaningful to the problem being analyzed. In traditional data-
base systems and certainly in systems where internal audit has reviewed its internal 
controls and found them adequate, there has always been the assumption that the appli-
cation’s data is certain, clean, and precise. 

 Big data veracity refers to situations where data may be in doubt due to inconsis-
tencies, ambiguities, incorrect approximations, or a variety of other issues. This is not 
a problem that is unique to big data applications. Data veracity problems in even some 
single small application can turn out to be a massive problem when one is faced with 
major big data applications. An enterprise IT team needs to develop a big data veracity 
strategy to help keep data clean and processes to keep “dirty data” from accumulating 
in systems. 

 All in all, as IT systems grow larger with increased data volumes and activities, 
enterprises at all levels face big data internal control issues. However, an order entry 
system that receives perhaps 100 automated product orders a day faces a much different 
challenge than if it were to begin to receive 100,000 orders during the same period. Cer-
tainly management should be making adjustments as business grows, but the growth of 
big data poses some challenges for management and internal auditors in meriting and 
effectively operating their big data applications. Exhibit   21.2    summarizes these major 
big data issues, and the sections following discuss some of the associated big data audit 
and internal control issues.     

 21.2 BIG DATA GOVERNANCE, RISK, AND COMPLIANCE 
ISSUES 

 Big data brings new challenges in the form of governance and security issues as well as 
increased regulations. While many IT governance, risk, and compliance issues remain 
unchanged no matter the size of systems or volumes of data employed, systems and 
enterprises operating in a big data environment provide some additional issues and 
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    EXHIBIT   21.2    Big Data Internal Control Issues 
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challenges for internal auditors performing internal control reviews in such a big data 
environment. Our point here is that internal auditors should have a good CBOK under-
standing and level of knowledge of big data internal control issues. As businesses and 
systems grow, internal auditors will increasingly encounter big data systems and need 
to understand the appropriate internal control issues. 

 Big data’s existing applications and the IT initiatives to build and operate in those 
environments offer signifi cant opportunities for enterprises to develop a thorough and 
insightful understanding of their business, but also signifi cant governance and internal 
control risks. As a preliminary review step, an internal auditor should understand the 
four big data facets or elements of volume, velocity, variety, and veracity, as discussed in 
prior sections, and how they apply to a given application as well as an IT data function 
under review. The level of activity in any or all of these areas can help internal auditors 
ascertain whether they are facing a big data situation. 

 Internal auditors should look for appropriate governance controls and well‐archi-
tected data governance sets of processes when reviewing internal controls in a big data 
environment. These should often include: 

 ■ A documented directory of all enterprise data assets.  An enterprise’s IT 
function, directly responsible to the chief information offi cer (CIO), should be given 
responsibility for periodic inventories of all IT fi les, application programs, and other 
data assets  .For example, Chapter   24   on continuity planning talks about the impor-
tance of having records of all key IT assets for business recovery purposes. This type 
of directory is even more important in an era of big data with large‐volume fi les and 
often many transaction interconnections. 

 ■ Identifi cation of the owners of all data assets.  Similar to the need for directory 
records of data assets, the era of big data says that an IT function should have an 
understanding of the “owners” of all its data assets. That is, who has the rights to 
update and maintain various elements and to vouch for data asset integrity? This 
should also be a responsibility of the CIO’s function. Data identifi cation issues are 
particularly signifi cant with big data veracity issues. 

 ■     Responsibility assignments for ensuring the accuracy, accessibility, and 
other characteristics of data.  Big data resources should not present too great 
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of a data governance issue when the key files are part of a strong enterprise IT 
function with an active internal audit resources to assess and test internal con-
trols. However, all too often multiple organization resources, sometimes based in 
multiple geographic areas, may have somewhat mixed involvement with access-
ing and updating various data elements of some big data resource. While internal 
audit can assess its internal controls on critical applications, internal audit func-
tions typically do not have the resources to cover everything, and there should be 
assigned owners to assess the accuracy and quality of data on a regular ongoing 
basis. This can be accomplished by installing data access and input controls on the 
front end, by performing analytical reviews to assess overall characteristics, and 
by performing regular random samples of file data to test for accuracy and other 
expected characteristics. The owners of big data assets should assign certain per-
sons to review big data resource quality and integrity. Any of the issues here come 
under the ITIL® best practices discussed in Chapter 19, with particular attention 
given to big data systems.

 ■ Processes for storing, archiving, and creating backup data. Whether they 
are for an individual internal auditor’s laptop system or large corporate system data-
bases, backup processes both for IT and other business activities are essential good 
internal control requirements. However, big data systems and applications often 
introduce complexities into backup processes. With massive numbers of transac-
tions streaming into the big data application, a duplicate clone system, as discussed 
in the section following on big data storage management, can be a solution, but this 
can present a logistical problem when dealing a really massive data source. There 
are multiple potential solutions here for big data backup processes, but some may 
not present full 100% assurance. Big data management processes should attempt 
to maximize their effectivity at reasonable costs.

 ■ Control mechanisms to prevent data leakages. Data leakage is a concern in 
today’s era of big data. Data leakage is the unauthorized transmission of data or 
information from within an organization to an external destination or recipient. 
Data leakage is defined as the accidental or intentional distribution of private or 
sensitive data to an unauthorized entity. With big data, an information security or 
other data leakage break can result in millions of records transferred to unauthor-
ized parties.

Sensitive data includes intellectual property, financial information, medical 
patient information, personal credit card data, and other information depending 
upon the business and the industry. Furthermore, in many cases, sensitive data may 
be shared among various stakeholders such as employees working from outside the 
organizational premises, business partners, and customers, increasing the risk of 
confidential information falling into unauthorized hands.

Chapter 23 addresses IT and cybersecurity issues of concern for internal audi-
tors. These issues are even more critical when dealing with a big data environment. 
We should think of big data as a huge reservoir of water contained by a dam. A 
controlled process, such as a power generator, may drain some of the contents of 
that dam in a controlled manner. However, the dam should protect that reservoir 
from an unauthorized leakage. Even a small leak in the dam could cause a torrent, 
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a deluge of that previously protected water. This is what can happen with a big 
data leakage. The security and integrity of IT assets is even more critical in a big 
data environment.  

 ■ Standards and procedures for handling of data by authorized personnel.
As every internal auditor knows, properly documented internal control standards 
and procedures are always important. In a big data environment, they are particu-
larly important, along with the need for adequately trained personnel. This can 
cause a major challenge for an enterprise with systems operating in a big data envi-
ronment. From the perspective of all four of the big data V’s introduced here, per-
sonnel at all levels need to understand the big data systems they are working with. 
Too often it is easy for an enterprise’s IT functions to develop what becomes a big 
data application without stress‐testing that application in a big data environment. 
Strong personnel security procedures are very important here. This includes not 
only adequate job history, education, criminal, and security background checks, 
but also suffi cient training and mentoring of the personnel accessing and updating 
big data applications.     

 21.3 BIG DATA MANAGEMENT, HADOOP, AND SECURITY 
ISSUES 

 Given the impact of big data’s four V’s tidal waves, enterprise CIOs need strong controls 
to manage big data resources, to establish appropriate internal controls, and to recog-
nize and manage big data security issues. Massive security breaches are a regularly 
reported problem in which perpetrators gain access to major data facilities and steal 
massive amounts of personal and private data, such as credit card numbers, U.S. Social 
Security numbers, personal information, and much more. 

 Our era of big data has led to the growth of two major open source big data man-
agement software products,   Hadoop   and NoSQL. These are called open source software 
products because they were developed in a collaborative manner by interested computer 
scientists who develop, test, and make suggested improvements to a software tool avail-
able through the Internet. These tools evolved similar to the Linux database of some 
time ago. An internal auditor working with big data issues should at least be familiar 
with these terms and concepts. 

 Hadoop is a tool that allows enterprises to process and analyze large volumes of 
unstructured and semistructured data, heretofore inaccessible to them, in a cost‐ and 
time‐effective manner. Because Hadoop can scale huge clusters of data, enterprises do 
not need to rely on just sample data sets but can process and analyze all relevant data. 
IT specialists can apply an iterative approach to data analysis, continually refi ning and 
testing queries to uncover previously unknown insights. 

 The downside to Hadoop and its myriad components is that they are immature 
and still developing, although there is a new generation of Hadoop developers and data 
scientists coming of age. Firms such as IBM and Microsoft are currently offering Hadoop 
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tools and services to make deploying and managing the technology a practical reality 
for the traditional enterprise.

NoSQL is a new style of database (the acronym stands for not only SQL) that has 
emerged, like Hadoop, to process large volumes of multistructured data. However, 
whereas Hadoop is adept at supporting large‐scale, batch‐style historical analysis, 
NoSQL databases are aimed at serving up discrete data stored among large volumes of 
multistructured data to end‐user and automated big data applications. This capability 
is lacking from current enterprise relational database technology, which simply can’t 
maintain needed application performance levels at big data scale.

Most internal auditors will certainly not be experts, and perhaps do not need to 
know the technical aspects of the systems and security controls built into major big 
data systems such as Hadoop and NoSQL. When an internal auditor reviewing big data 
controls finds out that the enterprise is using Hadoop and NoSQL, the auditor should at 
least have a general familiarity with the tool and its purposes.

Moreover, despite major investments by many enterprises in IT security controls 
and information security, attackers appear to be getting the upper hand. There are a 
number of factors that explain this:

 ■ Big data systems as well as all attackers are becoming more organized and better funded. 
But while attacks have become dynamic and exploit the weaknesses in user‐centric, 
hyperconnected infrastructures, many enterprises’ IT defenses have remained static.

 ■ IT‐enabled organizations continue to grow more complex and frequently demand 
much more open and agile systems, creating opportunities for collaboration, com-
munication, and innovation. This also results in new vulnerabilities that cyber-
criminals, “hacktivist” groups, and nation‐states have learned to exploit.

 ■ Compliance is often far‐reaching, with regulators and legislators who are getting 
more prescriptive. Enterprises, particularly those with multiple lines of business or 
international operations, have an increasingly hard time keeping track of current 
controls that are in place, those that are needed, and how to ensure that they are 
being managed properly.

Just as enterprises grow along with their IT systems and resources, and as we 
increasingly link with other big data resources, big data issues have become a con-
cern for many enterprises. As part of audit planning, an internal auditor should assess 
an enterprise’s current and planned big data file management and security concerns. 
Security organizations today need to take a big data approach, including understand-
ing potential adversaries, determining what data they need to support decisions, and 
building and operationalizing a model to support these activities.

Through discussions with the enterprise CIO and the IT support team, internal audit 
should assess the planning and readiness for the big data era that, if not now, may soon 
impact many enterprises and their IT functions. Many of these points are controls issues that 
perhaps should have already been in place as part of normal IT operations; the big data era to 
come will emphasize them. The following are some issues that an enterprise internal auditor 
should consider in a review and assessment of big data and IT security and control risks.
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Eliminate and Simplify Tedious Manual Data Entry Tasks

A typical enterprise has multiple applications that have been developed and implemented 
over time and that may require a fair amount of data input. To improve security controls, an 
enterprise should review existing applications and take steps to eliminate tedious manual 
tasks in routine response or assessment activities. Systems needs to reduce the number of 
manual, repetitive tasks associated with investigating an issue—like toggling between con-
soles and executing the same search in five different tools. While these tasks will not be elimi-
nated overnight, the system should consistently reduce the number of steps per incident. 
These are all things that create problems that will be even more significant in a big data era.

Review and Identify Higher‐Criticality Applications

Internal auditors and certainly business analysts should focus on their highest‐impact 
issues with an objective of minimizing risks and improving internal controls. IT security 
teams should map the systems they monitor and manage back to the critical applications 
and business processes they support. Particularly important when there are links to 
other systems and people, an enterprise needs to understand the dependencies between 
these systems and third parties, like service providers, and understand the current state 
of their environment from a vulnerability and compliance standpoint. Internal audit 
should focus its review efforts on these higher‐criticality applications, as are discussed 
in Chapter 8 on planning for effective internal audits, and perhaps more important, IT 
management should focus its IT security and control efforts on them as well.

Focus on the Most Relevant Application Data

Security professionals often refer to the importance of “reducing false positives”—that 
is, focusing on the potential red flags that may represent a security or data leakage 
violation before concentrating on the otherwise seemingly valid data. The analysis 
and review of application data should focus on eliminating noise, and provide point-
ers for analysts to home in on the most high‐impact issues. Big data applications also 
need to provide supporting data in a way that highlights what are likely the biggest 
problems and why.

Augment Human Knowledge

A big data application should be designed to help both business analysts and internal 
auditors spend time analyzing the most critical items. This includes providing built‐in 
techniques for identifying the most high‐priority issues, as well as current threat intel-
ligence that uses those techniques to identify the latest tools, techniques, and procedures 
in use by the attacker community. From a security perspective, this requires an enter-
prise IT security and internal audit to monitor current published security incidents and 
to make changes to existing applications as necessary. For example, in January 2014 up 
to 110 million customer accounts at Target stores were compromised through a data 
breach. Analysts published what went wrong and suggested corrective actions.2 Both 
IT and internal audit should be aware of these issues and should use them as lessons 
for corrective actions.
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 Maintain an “Over the Horizon” Perspective to Big Data 
Security Issues 

 Any defense against modern big data security and data integrity threats is a race against 
time. Big data systems need to provide early warning—and eventually predictive models— 
marrying external threat intelligence with internal situational awareness to move the security 
team from passive defense to active defense and prevention. Internal auditors working with 
both management and IT security functions in reviewing big data application internal controls 
should take a big‐picture view to solve problems and take corrective actions. We have used the 
description “over the horizon” here because both IT management and internal auditors need 
to take more of a big‐picture look when assessing security issues in a big data environment. 

 Managing big data and navigating today’s threat environment is challenging. 
The rapid consumerization of IT has escalated these challenges. The average end user 
accesses myriad web sites and employs a growing number of operating systems and 
applications daily utilizing a variety of mobile and desktop devices. This translates to 
an overwhelming and ever‐increasing volume, velocity, and variety as well as veracity 
issues of data generated, shared, and propagated. 

 Successful protection relies on the right combination of methodologies, human 
insight, an expert understanding of the threat landscape, and the effi cient processing of 
big data to create actionable intelligence. Chapter   23   discusses some important cyberse-
curity issues that should be part of an internal auditor’s CBOK information requirements. 
A major problem here, however, is that enterprises too often have taken a piecemeal 
approach to security. They use antivirus software to weed out malware and fi rewalls to 
keep the bad guys out, but none of these systems communicate with each other in an 
intelligible way. When meaningful messages do emerge, it’s often too late—trade secrets 
are long gone or customers’ credit card data has already been compromised. 

 But going beyond IT security controls over individual applications and IT functions, 
big data issues call for a much broader view of risks and internal controls. Critical com-
ponents of a big data environment are an understanding of how an enterprise’s data 
is organized, an analysis of the often complex relationships using specialized search 
algorithms, and the employment of custom models.    

 21.4 COMPLIANCE MONITORING AND BIG DATA ANALYTICS 

 Internal auditors have long been familiar with audit sampling issues—that is, selecting 
a few representative items from a population of data, analyzing those selected items to 
fi nd any possible internal control deviations, and then drawing an overall conclusion 
on internal controls in that overall population of data based on the results of the sample. 
These techniques are discussed in Chapter   10   on audit evaluation techniques and should 
be part of an internal auditor’s CBOK. However, things become a bit more complex when 
dealing with a big data population of sometimes hundreds of millions of data items with 
many interconnections. Specialized monitoring and analysis tools are needed. 

 Coupled with the growth of big data, there are currently a growing number of big 
data monitoring and analytical tools offered by major vendors such as IBM and EMC 
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as well as host of specialized consulting fi rms. Monitoring the performance of big data 
repositories is just as important as monitoring the performance of any other type of 
database. Applications that want to use the data stored in these repositories will submit 
queries in much the same way as traditional applications querying relational databases 
like Oracle, SQL Server, Sybase, DB2, and others. When reviewing internal controls 
in this area, an internal auditor should ask the IT function to explain what monitor-
ing tools have been installed, what types of conditions are being monitored, and what 
actions are taken to correct and remediate monitored exceptions. 

 Exhibit   21.3    describes the types of   compliance monitoring   life cycle that an internal 
auditor should look for when operating in a big data environment. It is really a simple 
process, but an internal auditor should look for installed software to detect errors and 
unusual condition. There should be processes in place to investigate and then to reme-
diate the reported conditions. The fi nal and fourth step is to install processes to both 
correct the reported condition and prevent future occurrences.    

    EXHIBIT   21.3    Compliance Monitoring Life Cycle 
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 21.5 INTERNAL AUDITING IN A BIG DATA ENVIRONMENT 

 There are important risk and internal control issues in this new, evolving, and growing 
big data environment area. Many of the internal audit procedures discussed in other 
chapters are the same, whether dealing with more conventional IT applications and 
processes or big data environments. However, big data raises some additional audit and 
control concerns simply because of issues surrounding the four big data issues of veloc-
ity, volume, variety, and veracity as outlined previously in this chapter. Exhibit   21.4    lists 
some internal audit considerations that should be used when reviewing systems and 
controls in a big data environment.  

 With a good   big data governance   mechanism in place, enterprises can benefi t from 
enhanced productivity, more effi cient processes, a stronger competitive position, and 
greater innovation. Internal auditors should be aware of the multiple internal control 
issues they may face when reviewing systems and processes in a big data environment.   

 21.6 ENTERPRISE CONTENT MANAGEMENT INTERNAL 
CONTROLS 

 Just as big data has become an important and evolving concept for enterprise IT func-
tions and their internal auditors, enterprise content management (ECM) also is a new 
and rapidly evolving concept that should become part of an internal auditor’s CBOK 
area of understanding and familiarity. ECM describes the strategies, methods and tools 
used to capture, manage, store, preserve, and deliver content and documents related 
to enterprise processes. ECM covers processes to aid in the management of information 
within the entire scope of an enterprise, whether in the form of a paper document, an 
electronic fi le, a database print stream, bar code images, or even an e‐mail. 

 ECM is an umbrella term covering document management, Web content manage-
ment, search, collaboration, records management, digital asset and workfl ow manage-
ment, documents capture and scanning processes, and much more. ECM is primarily 
aimed at managing the life cycle of information from initial publication or creation all 
the way through archival and eventually disposal. Well‐managed and well‐controlled 
ECM processes aim to make the management of enterprise information easier through 
simplifying storage, security, version control, process routing, and retention. The bene-
fi ts to an organization include improved effi ciency, better internal controls, and reduced 
costs. For example, many banks use ECM processes to store copies of customer‐written 
checks as opposed to the older method of keeping physical checks in massive paper 
warehouses. Under the old system, a customer request for a copy of a check might take 
weeks, as the bank had to contact the warehouse to fi nd where the right box, fi le, and 
check would need to be located. The check would then need to be pulled and a copy made 
and mailed to the bank, where it would fi nally be mailed to the customer. With an ECM 
system in place, a bank employee simply queries the system for the customer’s account 
number and the number of the requested check. When the image of the check appears 
on a screen, the bank is able to mail or e-mail it immediately to the customer, usually 
while the customer is still on the phone. 
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 EXHIBIT 21.4     Auditing Big Data Internal Controls  

    I.  Big data application selection criteria. 
  a.  Review data volume, transaction activity statistics, and other factors to identify enterprise 

big data applications. 
  b.  Document scope of identi� ed big data applications, including other system feeds and 

Internet connections. 
  c.  Use internal audit planning risk assessment tools to evaluate big data application risks 

and appropriateness for reviews.   

   II.  Big data enterprise environment factors. 
  a.  Document special software used for big data applications and determine that versions 

are regularly updated. 
  b.  Determine that general IT controls from other reviews are in place and operative for 

identi� ed big data applications.   

   III.  Applicability and relevance of big data sources. 
  a.  Review and document the types and sources of processes that supply date to identi� ed 

big data applications. 
  b.  Review controls in place to accept only data from relevant sources. 
  c.  Determine that data governance rules have been established and have been 

appropriately communicated to application users.   

   IV.  Collect information from appropriate sources. 
  a.  Determine that security controls have been installed to only accept valid, authorized 

input transactions. 
  b.  Review procedures for authorizing and validating input transactions to determine that 

transactions appear to come from only valid sources.   

   V.  Integration and veri� cation of collected information. 
  a.  Review logging and cut‐off procedures to determine that the timing of input 

transactions are tracked. 
  b.  Review error logging procedures for selected application and determine that 

appropriate accept/reject processes are in place. 
  c.  Review customer service processes to assess controls to adjust errors and correct 

system input problems.   

   VI.  Information storage and retrieval processes. 
  a.  Determine that transaction and process activity is suf� ciently retained and is consistent 

with enterprise continuity management controls. 
  b.  Assess whether clear audit trails are part of the selected big data application.   

   VII.  Information classi� cation and analysis. 
  a.  Assess and review analytical review processes in place. 
  b.  Determine that the big data system reviewed places input information into various and 

appropriate buckets. 
  c.  Determine that data quality rules have been implemented that appear appropriate for 

the application reviewed. 
  d.  Interview several big data application users to assess whether they have a good 

understanding of the supplication reviewed and its controls and error review techniques.   

   VIII.  Identi� cation of big data user controls. 
  a.  Review controls to allow various classi� cations of users to access the big data application 

reviewed. 
  b.  Select a sample of several recently recorded application transactions and determine that 

they were performed by authorized persons.    
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  c.  Determine that input and application controls have been documented and 
communicated to the user community as appropriate. 

   IX.  Linkages with other related applications. 
  a.  Through discussions with the IT database administration function and other users, 

identify other applications that interface with this big data application and assess 
whether linkages appear appropriate. 

  b.  Determine that adequate traf� c reports are available to monitor activities with other 
applications.   

   X.  Cut‐off and balancing controls. 
  a.  Determine that automated balancing procedures are in place to determine that 

balancing controls are adequate. 
  b.  Assess the appropriateness and relevance of the big data application reviewed as an 

element of the enterprise’s IT assets.   

 ECM operations cover many areas in the modern enterprise. Exhibit   21.5    shows an 
overview of key ECM processes. Any given enterprise may have installed some, if not all, of 
these processes to manage its enterprise systems information and data. A large number of 
vendors, such as EMC, IBM, Microsoft, and Oracle, are offering sites of ECM product solu-
tions. An internal auditor should gather some information on the type and status of any 
ECM software installed as part of an IT general and infrastructure control review and gain 
some general knowledge about its features and capabilities. This whole ECM fi eld is rapidly 
changing as new technologies evolve and as we move away from our historic dependence 
on primarily paper documents and toward digital image–based records.    

    EXHIBIT   21.5    ECM Overview 
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 21.7 AUDITING ENTERPRISE CONTENT MANAGEMENT 
PROCESSES 

 ECM requirements are driven by enterprise productivity goals as well as their compli-
ance needs. Many enterprises today have installed some but not all of the ECM com-
ponents described in Exhibit   21.5  . Some of these, such as imaging components or 
collaboration processes, may not be needed for an enterprise at a current point in time. 
Others, such as business process management, are really key internal control elements, 
as described in Chapter   3   on the COSO internal control framework, but virtually all 
enterprises today need to have strong records and document management processes 
in place as well record archival processes. Exhibit   21.6    outlines some key ECM internal 
audit steps.  

 EXHIBIT 21.6     Enterprise Content Management Internal Audit Review Procedures  

The following procedures outline steps for an internal audit review of enterprise content 
management (ECM) processes in an enterprise. These steps may vary depending the nature 
and business objectives of the enterprise as well its past and current document and enterprise 
content activities. 

  1.  Organization  ECM status. 
  a.  Meet with enterprise IT management to review the current software installed and the 

status of ECM current plans and activities. 
  b.  Review and assess the adequacy of current and long-range plans for enterprise ECM 

activities. 
  c.  Review and document features of the current ECM application and the number of 

personnel with rights to control and update its processes. 
  d.  Determine that procedures and other polices have been established to manage ECM 

processes.   

  2.  ECM software stratus. 
  a.  Document and obtain understanding of the software installed to manage ECM operations. 
  b.  Determine that procedures and controls have been established for ECM software and 

appropriate personnel were trained to manage it. 
  c.  Assess whether adequate error handling and revision control procedures have been 

established for ECM software.   

  3.  ECM strategic planning. 
  a.  Meet with members of the CIO’s of� ce or others to determine that there is an effective 

long-range plan in place for implementing ECM in the enterprise and assess progress 
toward any plan goals. 

  b.  Meet with key members of other enterprise functional groups, such as sales or quality 
management, to determine their  activities are consistent with ECM goals. 

  c.  Assess whether effective project management  techniques (see Chapter   16  ) are being 
used to build and develop ECM processes.   

  4.  ECM compliance issues. 
  a.  Determine that the ECM process supports major enterprise compliance issues. 
  b.  On a test basis, determine that the ECM process provides signi� cant support for 

Sarbanes-Oxley Act compliance issues.    
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  5.  ECM cost issues. 
  a.  Review enterprise processes to monitor the hourly human resources, and software and 

equipment costs of building and maintaining ECM facilities. 
  b.  Determine that return on investment or similar techniques are used to evaluate installed 

ECM components.   

  6.  ECM collaboration. 
  a.  Assess whether the installed ECM allows collaboration across multiple technologies, such 

as instant messaging, whiteboards, social media, and others. 
  b.  Assess whether goals have been established implementing collaboration techniques, such 

as better records management, knowledge capture, and improved compliance.   

  7.  ECM continuity issues. 
  a.  Determine that ECM processes have been closely integrated with enterprise continuity 

planning processes (see Chapter   24  ). 
  b.  Determine that ECM continuity processes are tested at least annually and that processes 

are updated to the plan with application changes.   

  8.  ECM internal controls. 
  a.  Assess whether the ECM is consistent with the COSO internal control framework. 
  b.  Determine that all processes tied to the enterprise ECM process have been mapped, with 

an ongoing objective of streamlining them for minimum results.   

 ECM is a broad and wide‐ranging topic, but internal auditors should be aware of 
the multiple information resources fl owing into their organization and how they should 
be managed and controlled. Internal auditors should be aware that implementing an 
ECM can result in signifi cant improvement to enterprise operations, including improved 
enterprise organizational readiness, the repurposing of valuable information assets, and 
both improved information interdependencies and automation technologies. For many 
enterprises today, ECM is still an almost blue sky goal for the future. Internal auditors 
should try to have a CBOK understanding of ECM concepts, and when implemented, 
know how it can improve overall enterprise internal controls.   

 NOTES   

   1.  Svetlana Sicular, “Gartner’s Big Data Defi nition Consists of Three Parts, Not to Be 
Confused with Three ‘V’s,’”  Forbes,  March 27, 2013,  http://www.forbes.com/sites/
gartnergroup/2013/03/27/gartners‐big‐data‐defi nition‐consists‐of‐three‐parts‐not‐
to‐be‐confused‐with‐three‐vs . 

   2.  Rick Robinson, “Three Lessons from the Target Hack of Encrypted PIN Data,”  Security 
Intelligence,  January 9, 2014,  http://securityintelligence.com/target‐hack‐encrypted‐
pin‐data‐three‐lessons/#.VDBZX_nIYd0 .   
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22                                                        CHAPTER   TWENTY-TWO                 

 Reviewing Application and 
Software Management Controls                                      

 IT APPLICATIONS DRIVE MANY IF not most of today’s enterprise processes. These 
applications range from the relatively simple, such as an accounts payable system 
to pay vendor invoices, to the highly complex, such as enterprise resource planning 

(ERP) database applications to control virtually all enterprise business processes. While 
these applications were once based primarily on enterprise central IT systems, today 
they may be based on client‐server, tablet, and even linked smartphone systems. Many 
if not most IT applications today are based on software purchased from vendors, and an 
increasing number come from Web‐based services. Some IT applications today are still 
developed by in‐house teams, but many others may be based on spreadsheet or database 
desktop applications. While the IT general control procedures discussed in Chapter   19   
cover best practices over all IT operations, specifi c control processes are also associated 
with each installed application. In order to perform internal control reviews in specifi c 
areas such as accounting, distribution, or engineering, internal auditors must have the 
skills to understand, evaluate, and test the controls over the supporting IT applications. 
Reviews of specifi c application controls can often be more critical to achieving overall 
audit objectives than reviews of general IT controls. 

 Even though an internal audit review may fi nd good general IT systems controls, 
each specifi c application must itself have good application control procedures in place 
under the umbrella of the general controls. For example, even if there are inadequate 
general controls over key IT systems management processes, it will be very diffi cult for 
an internal auditor to rely on the controls built into a specifi c application. A weakness 
in a specifi c application control may be an indictment of all general controls, but the 
control weakness may be unique to that specifi c application. 

 A typical enterprise may have a large and diverse number of production IT appli-
cations that may support a wide variety of enterprise functions, starting with the 
fi nancially signifi cant but also including such areas as manufacturing, marketing, 

Brink’s Modern Internal Auditing: A Common 
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By Robert R. Moller 
Copyright © 2016 by John Wiley & Sons, Inc. 
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engineering, and others. These supporting application systems may be implemented 
using a variety of IT technologies, such as centralized systems with telecommunica-
tion networks, Internet‐based network systems, client‐server applications, and even 
older mainframe batch processing systems. Some of these applications may have been 
developed in‐house, but increasingly large numbers of them are based on purchased 
software packages installed locally or accessed through Web‐based service providers. 

 The concepts for building and installing IT applications have very much changed 
in recent years, particularly due to the growth of the Internet and integrated converged 
databases. While members of management may not have a good understanding of 
today’s IT general controls issues, they are typically interested in internal audit fi nd-
ings covering specifi c application controls reviews and any identifi ed weaknesses. For 
example, while an audit fi nding on general controls over computer operating systems 
program libraries may not generate management interest, a fi nding of an incorrect 
discount calculation based on a foreign currency conversion problem in an accounts 
payable application is sure to draw attention. However, because of the relative com-
plexity of many IT applications and because their controls often reside both within the 
application and in supporting user areas, audits of many IT applications can often be a 
challenge to the modern internal auditor. 

 This chapter discusses how internal auditors should effectively review internal 
accounting controls in IT applications, including assessing the risks in selecting appli-
cations for review, developing an understanding of application controls as well as evalu-
ating and testing those controls, and techniques for reviewing new applications. This 
chapter will focus on the internal control characteristics of different types of applications 
and then how to select appropriate applications in internal controls reviews. While there 
are many differences from one application to another, this chapter will focus on how an 
internal auditor should select higher‐risk applications as candidates for internal audit 
reviews, the tools and skills needed to understand and document application internal 
controls, and fi nally, processes to test and evaluate those applications. Though this 
was once an area reserved for IT‐specialist internal auditors, today all internal audi-
tors should have the knowledge and skills to evaluate and assess IT application internal 
controls as part of their basic CBOK skills.   

 22.1 IT APPLICATION COMPONENTS 

 An internal auditor should understand the elements of a typical IT application. People 
not familiar with IT sometimes think of an application in terms of today’s smartphone 
apps or just in terms of any system output reports or data displayed on terminal screens. 
However, every application, whether a Web‐based service facility, an older mainframe 
system, a client‐server application, or an offi ce productivity package installed on a local 
desktop system, has three basic components: (1) the system inputs, (2) the programs 
used for processing the relevant data, and (3) the system outputs. Each of these has an 
important role in an application’s internal control structure. 

 Early IT applications could easily be separated into these three components. The 
traditional computerized payroll system from long ago used time cards and a personnel 
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paymaster file as its inputs and a set of programs to calculate pay and benefits as well 
as to update pay history records. The outputs from that old payroll system were the 
printed checks, payroll register reports, and updated paymaster files. Today that same 
payroll system might accept inputs from an automated plant badge reader that controls 
accesses and tracks attendance, a shop‐floor production system that performs incen-
tive pay calculations, various other online inputs, and a human resources database. A 
series of computer programs, some located at a Web‐based service provider and others 
distributed to remote workstations, would do the processing. In many cases today, much 
of the payroll processing may be handled by an outside service function that does most 
of these activities. The modern payroll system’s outputs will include transactions to 
transmit compensation to employee bank accounts, pay vouchers mailed to employees, 
input files to assorted tax and benefit sources, various display screens, and an updated 
human resources database.

While the input, output, and computer processing system components may not at 
first be all that clear to an internal auditor performing an initial review, the three ele-
ments exist in all applications, and no matter how complex the application may appear 
to be, an internal auditor should always develop an understanding of an application by 
breaking down its input, output, and processing components. The following sections 
briefly discuss some of the control aspects of these application components to give an 
overview of modern IT applications. All internal auditors should have, at the very least, 
a general understanding of IT applications and supporting processes—a basic CBOK 
requirement.

Application Input Components

Every IT application needs some form of input, whether data are manually input from 
transaction vouchers or supplied from some other automated system. Think of a com-
mon handheld calculator: the device will generate no results unless data of some sort is 
input through the key panel. Although the computer programs in an application pro-
cess the data, determine the outputs, and have a major impact on controls, an internal 
auditor should always understand the nature and sources of the input components. In 
traditional batch‐oriented systems, this was a fairly easy process as inputs often were 
sequential records on a magnetic tape file or even 80‐column punch cards. Today, inputs 
are often generated from various automated sources, including wireless data collection 
devices and specialized bar code readers.

Data Collection and Other Input Devices

Almost forgotten now, the very early IT applications used punch cards as their input 
source. A single card carried 80 or 90 columns of alphanumeric encoded punched data, 
and users entered their transactions on data collection sheets for keypunching onto 
these card formats. The original data collection sheet was the first step in the input 
chain, and internal auditors were concerned that all transactions were keypunched 
correctly. These cards were then machine‐sorted or otherwise manipulated prior to 
entry into a system, either read directly into a computer program or copied to magnetic 
tape for subsequent processing on a batch basis. That is, 500 lines of transactions may 
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have been prepared on data collection sheets and processed as a batch. The need for 
all transactions to be correctly keypunched and subsequently read into the computer 
program made input transaction controls a key component of an application’s overall 
internal controls.

Technological improvements have of course eliminated those punch cards and 
the keypunched input records. Batch‐type transactions that must be entered into a 
computer application are no longer entered by a specialized keypunch or data‐entry 
department. Rather, operational departments use online terminals to enter their trans-
actions for collection and subsequent processing. Following a processing schedule, these 
transactions may be applied upon input or collected and updated later in a batch mode. 
The data‐entry programs used to capture them often have some transaction‐screening 
capabilities to eliminate any low‐level errors common to earlier batch input systems. 
In many other situations, the entry of a transaction updates files in a real‐time mode.

Transaction input data comes from many sources. A retail store captures sales inputs 
through a combination of sales entries entered on the point of sale (POS) terminal and 
product sales are entered through barcode readers. Similarly, data is captured on a man-
ufacturing shop floor through various tickets and badges that are entered in readers by 
workers directly on the shop floor. A small RFID (radio frequency identification) chip 
embedded on the label of the component may provide inputs as to the product’s identifica-
tion and any subsequent movements. These are all input devices generating transactions 
for updating to some type of processing application. Input transactions are increasingly 
generated not from within the enterprise but from applications located in different physi-
cal locations and controlled by others. Enterprises today receive a wide variety of data 
transactions through the Internet, or electronic data interchange systems, or wireless 
systems. Here, another enterprise may submit purchase order transactions, accounts 
payable remittances, or other significant business transactions. Individuals initiate sales 
transactions, trade securities, and perform other business activities through their home 
computers via the Internet. All of these represent input transactions to various IT appli-
cations, and each has its own unique control considerations.

An internal auditor reviewing input controls over IT applications should always 
look for some of the same basic internal control elements found in all enterprise pro-
cesses. For example, there should be some means of checking that only correct data are 
entered. An IT program that, through its supporting validation tables, can verify that a 
part or employee number is or is not valid, cannot easily verify that the current quantity 
should have been entered as 100 as opposed to 10. The older batch systems had hash 
total checks to help look for these possible errors. A hash total is a nonmonetary value 
such as the “sum” of all account numbers. Modern systems need reasonableness checks 
built into their data collection procedures, and the programs processing the transac-
tions need controls to prevent errors or to provide warning signals.

Application Inputs from Other Automated Systems

Computer applications are often highly integrated, with one application unit generating 
an output file of data for processing by another. Transactions entered into one applica-
tion may impact a variety of other interrelated applications. Thus an error or omission 
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of an input at one point in a chain of applications may impact the processing of another 
connected application. In addition to understanding the sources of the transactions to 
an application, an internal auditor should understand the nature of other automated 
inputs to that same application. For example, a modern payroll system may receive 
inputs from a sales performance system to calculate commissions. The sales perfor-
mance file that feeds the payroll system is another input. The controls there are based 
on the input, processing, and output controls of the sales performance system. If sales 
performance data represent a significant input to the payroll system, an internal auditor 
needs to be concerned about the controls over it, as well as over any other supporting 
applications.

A large network of interconnected applications can present a challenge to the audi-
tor attempting to review the input controls for just one of these. An internal auditor may 
be interested in understanding application input controls for application X. However, 
files from applications A, B, and C may provide inputs to X, while D and E provide inputs 
to applications A and C, respectively. In order to review input controls, an internal audi-
tor typically does not have the time or resources to review all of these processes and 
must decide on the most critical of them and assume the other less critical supporting 
applications are generating appropriate transactions.

Files and Databases

Although usually generated by some other supporting application or updated by the 
application under review itself, an application’s files and databases represent important 
inputs. In some instances, these files represent tables of data used for the validation 
of program data. As part of gaining an understanding of an application, the internal 
auditor should understand the nature and content of all supporting application files. 
The software that controls these files generally has various record‐counting and other 
logical controls to determine that all transactions are correctly written onto and can 
be retrieved from the supporting electronic media. Files also have their own date and 
label‐checking controls to prevent them from being improperly input to a wrong pro-
cessing cycle or an incorrect application. Once written as streams of sequential records 
on magnetic tape, today’s files are input onto storage disks or USB higher‐density thumb 
drives. An internal auditor needs a general understanding not only of the type and 
nature of inputs to a computer application but also of the source of the file data and any 
controls over it, as will be discussed in greater detail later in this chapter.

Databases can represent a particular challenge to an internal auditor. Although the 
term database is often misused to refer to almost any type of computer file, an IT database 
is a system for organizing data in a format such that all important data elements point 
or relate to each other. In years past, many mainframe computers used what were called 
hierarchical databases, where data was organized in a grandfather‐father‐son “family 
tree” type of structure. IBM’s mainframe product of years ago, called IMS (Integrated 
Management System), was once a popular hierarchical database in the days of main-
frame systems. When it was used in a manufacturing enterprise, for example, each prod-
uct might be organized as a header record that would point to each of its parts. Those 
components in turn would each have a hierarchy of records comprising its individual 
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parts. File integrity was very important here because a program error that breaks one 
of the connecting chains would make it difficult to retrieve the lost data.

Today what is called the relational database is the most common file structure and 
is found on all types and sizes of computers. A relational database is like a multidimen-
sional Excel spreadsheet. That is, the user can retrieve data across various database 
rows, columns, and pages rather than having to go to the head of each tree and then 
search down through that tree to retrieve the desired data. In addition to being a very 
effective way to organize input data to application systems, these databases allow for 
easy retrieval of end user–oriented reports. Two common examples of this relational 
database model are Oracle Corporation’s database products and IBM’s DB2 database.

Application Programs

Applications are processed through a series of computer programs or sets of machine 
instructions. The traditional payroll system example mentioned earlier in this chapter 
would consist of a series of computer programs: one would read the employee’s time 
card data, store the number of hours worked, and then use the employee number on 
that input time card to look up the employee’s rate and scheduled deductions. Based on 
this match, the program looks up the employee’s rate of pay and multiplies this by the 
number of hours worked to calculate the gross pay.

A computer program is a set of instructions covering every detail of a process. Writ-
ing a program is the process of writing detailed instructions and then following them 
to the letter. As an experiment to comprehend the details involved in writing a larger 
computer program, an internal auditor should try to write down each step to follow in 
the morning from the time the alarm goes off until his or her arrival at the office. Do 
this one day, documenting all normal actions as well as alternate decision paths, such 
as whether to dress normally for work or for “casual Friday.” The following morning, 
use those same instructions exactly as they are written to get up, wash and dress, and 
then go off to work. Most will arrive at work missing an item of clothing or worse. This 
is the difficulty of writing detailed computer programs. It is usually not necessary for 
internal auditors to know how to write formal computer programs today beyond the 
simple audit‐retrieval applications, but the effective internal auditor should understand 
how computer application programs are built and what their capabilities are, in order 
to define appropriate control procedures.

Traditional Mainframe and Client‐Server Programs

Mainframes, or what we often call legacy computers today, had been used extensively 
for business applications since the early 1960s. Although these applications were first 
programmed in early computer languages based on what are now called first‐generation  
actual machine languages using binary 1s and 0s, we quickly moved to second‐ 
generation symbolic languages that used codes to represent instructions such as to add 
or to store a value. Third‐generation languages soon followed. They used actual English‐
like instruction statements such as “ADD A TO B” to describe the actions to be taken. Pro-
grams called compilers translated these instructions into machine  language. Although 
a large variety of these third‐generation or compiler languages were  introduced in the 
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1960s, COBOL,1 with its English‐like instructions, was the almost standard language 
for business data processing well into the 1980s. It is still in limited use today for some 
business applications, but specialized database and report‐generator languages as well 
as object‐oriented languages are dominant today.

A wide range of computer languages are used today, such as Visual Basic and Java. 
In addition, many applications are developed through English language–like report‐
generator languages that reside on top of a supporting computer language. Apart from 
the skills to write an audit retrieval request, an internal auditor today does not need to 
have skills in programming languages.

Modern Computer Program Architectures

Although in the mainframe computer days of years past most business applications 
developed in‐house would be written in COBOL, that has gone away. While most 
enterprises today generally purchase or lease their software packages or access 
them through a Web service provider, some IT functions still do develop their own 
applications in‐house, using a wide variety of programming tools beyond the tra-
ditional COBOL, called object‐oriented programming languages. In‐house devel-
opment normally occurs when an enterprise has business requirements for which 
no commercial software package seems correct, or, more significantly, when an 
enterprise has plans for some strategic software‐based initiative. An internal audi-
tor today, even with a fundamental knowledge of a language such as Visual Basic, 
COBOL, or C, may have some initial difficulties understanding how these object‐ 
oriented applications are programmed and constructed. Often they consist of many 
very small program code modules that pass data to one another, sometimes over 
remote telecommunication lines. Some high‐level concepts of object‐oriented pro-
gramming, which are certainly not an internal audit CBOK need, are described in 
Exhibit 22.1. With names such as Java and C++, these are the programming lan-
guages of today’s Web‐based applications.2

An internal auditor reviewing application controls should ascertain the level of 
application development programming done within the IT organization and deter-
mine what languages and tools are used. The auditor should rely on the level of overall 
application program standards in place as well as on other programming development 
and maintenance controls, and rather than looking for these in each given application 
reviewed, should review the general systems development controls in the IT enterprise. 
These might be included in a general review of IT operations, as discussed in Chapter 19.

When an enterprise plans to build and launch a major new or revised in‐house 
software application, internal audit should request the right to perform a preimple-
mentation review of the new application development project. This is an environment 
where the internal auditor serves as an ongoing reviewer of the application development 
process, assessing the evolving internal controls environment and making consulting 
recommendations, as discussed in Chapter 30 on the internal auditor as an enterprise 
consultant.

Reviews of the application development process and preimplementation internal 
audit reviews are most effective for large development efforts that cover an extended 



530 ◾ Reviewing Application and Software Management Controls 

c22 530 17 November 2015 5:53 PM

 EXHIBIT 22.1     Object‐Oriented Programming Language Concepts  

Object‐oriented programming (OOP) programming languages, such as JAVA or C++, 
are organized around  objects  of data rather than logic‐based actions. Programs using 
languages such as COBOL were based on logical procedures that took input data, 
processed it, and produced output data. These older programming approaches described 
the processing logic but did not de� ne the data. OOP focuses on the data objects we 
want to manipulate rather than the logic required to manipulate them. Examples of objects 
range from human beings (described by name, address, and so forth) to buildings and 
� oors (whose properties can be described and managed) or the little individual parts in a 
manufactured produce.

The � rst step in OOP is to go through a data modeling exercise and identify all the objects you 
want to manipulate and how they relate to each other. Think of all of the furniture in the board 
of director’s meeting room. There will be a major table for board meetings and side tables 
for the supporting staff. The chairs in that room will be  object s with each director, around the 
table, having one  class  of chair, the support staff another class, and the CEO at the end of the 
table with still another. These objects are then generalized into  classes of objects . OOP de� nes 
the logical sequences of these classes of objects. The director’s chairs are arranged around the 
board conference table, the CEO at the end, and support staff off to the sides. OOP provides 
computer instructions, based on the relevant data in the  class object characteristics, to allow 
the objects and their characteristics to communicate with each other in well‐de� ned interfaces 
called  messages . For example, the CEO’s chair will be at the head or the table, and if the CEO 
is present, messages will be delivered to other board members.

The concepts and rules used in OOP provide these important bene� ts: 

 ■    The concept of a data class makes it possible to de� ne subclasses of data objects that 
share or all of the main class characteristics. Called  inheritance , this property of OOP 
forces a thorough data analysis, reduces development time, and ensures more accurate 
coding. 

 ■    Since a class de� nes only the data it needs to be concerned with, when an instance of 
that class (an object) is run, the OOP program will not be able to accidentally access other 
program data. This characteristic of  data hiding  provides greater system security and avoids 
unintended data corruption. 

 ■    The de� nition of a class is reusable both by the program for which it is initially created but 
also by other object‐oriented programs (and, for this reason, can be more easily distributed 
for use in networks). 

 ■    The concept of data classes allows a programmer to create new  data types  not already 
de� ned in the language itself.  

The OOP languages C++ and JAVA are the most popular object‐oriented languages today, with 
JAVA designed especially for use in distributed applications on corporate networks and the 
Internet.

span of time and cover primarily components developed in‐house. Exhibit   22.2    con-
tains internal audit guidelines for a review of  a new application systems development 
control. These control processes are closely linked to the IT general controls discussed 
in Chapter   19  . Control processes should be put in place for the overall IT functions, and 
an internal auditor should look for them to exist in each application selected for review. 
Of course, today most new application development projects do not just consist of new 
programs developed in‐house but rather the building of tables for use with purchased 
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 EXHIBIT 22.2     Internal Audit IT Application Development Review Guidelines  

These guidelines cover circumstances where an enterprise IT organization is in the process of 
developing an IT application requiring some in‐house programming development and where 
internal audit performs internal control reviews of those efforts. 

   1.  All requests for new or revised applications should follow IT standards and receive prior 
authorization. 

   2.  The application development process should include suf� cient requesting user interviews 
to develop a � rm understanding of needs. 

   3.  All new application projects should receive a detailed statement of requirements along with 
a formal cost-bene� t analysis. 

   4.  Project plans should be prepared for all IT department development work as well as for 
individual application development projects. 

   5.  Care should be given to ensuring that application development projects meet the 
long-range objectives of the enterprise. 

   6.  The responsibilities for application development work should be assigned with adequate 
time allowed to complete development assignments. 

   7.  The application development process should include suf� cient user interviews to obtain a 
full understanding of requirements. 

   8.  Attention must be given to internal controls, audit trails, and continuity procedures. 
   9.  Adequate resource and capacity planning should be in place to ensure that all hardware 

and software is suf� cient when the application is place in production. 
   10.  Suf� cient attention must be paid to backup, storage, and continuity planning for the new 

application. 
   11.  Adequate controls must be installed to provide strong assurances regarding the integrity of 

the data processes and outputs from the application. 
   12.  The application should be built with adequate controls for the identi� cation and correction 

or processing errors. 
   13.  All application processing data and transactions should contain strong audit trails. 
   14.  Adequate documentation should be prepared on a technical as well as an application user 

level. 
   15.  Test data should be prepared following a predetermined test plan that outlines expected 

results and satis� es user expectations. 
   16.  When data is converted from an existing application, strong control procedures should be 

established over the conversion process. 
   17.  If the application is critical, internal audit should be given an opportunity to participate in a 

formal preimplementation audit. 
   18.  There should be a formal sign-off and approval process as part of the completion of the 

application  development process.  

software applications as well as interfaces between some new purchased application 
and other existing components. Proper attention must be devoted to preserving internal 
controls and performing adequate testing in these situations, and the internal audit 
guidelines outlined here can provide service to the enterprise.    

 Vendor‐Supplied Software 

 Most IT applications today are based on vendor‐supplied software. An outside vendor 
will supply the basic, usually Web‐based, system elements, and the enterprise’s IT devel-
opment function only has the responsibility of building custom tables, fi le interfaces, 
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and output report formats around the purchased application. The actual program 
source code for the purchased software is often protected by the vendor to prevent 
improper access and changes. Both the internal auditor and IT management should 
be concerned that the software vendor has a reputation for quality, error‐free software. 
Often small entrepreneurial software suppliers can provide some very cost‐effective 
solutions, but there can be risks in using an undercapitalized software developer. If 
there is any doubt that the software vendor lacks stability, arrangements should be 
made at the time of the software purchase contract to place a version of the vendor’s 
source code “in escrow” in the event of a vendor business failure. A bank or some other 
agency would hold a version of the protected source code for release to customers if the 
software vendor were to fail. 

 The decision to lease or purchase a software package is too often based on an IT 
manager meeting a software salesperson at a trade show or being mesmerized by the 
vendor’s Web pages, establishing a need, and the purchase of the software package 
without a full analysis of the costs and benefi ts. While it is different than the traditional 
IT preimplementation review, internal auditors often can play a strong consulting‐level 
role in the acquisition of a new software package. There are often many internal control 
issues beyond what is listed in sales brochures, and Exhibit   22.3    is a checklist that an 

 EXHIBIT 22.3     Purchased Software Internal Controls Audit Checklist  

  1. Determine the requirements and objective for the new application have been clearly 
approved and de� ned.

  2. Assess whether application requirements have been clearly de� ned and whether they 
can be satis� ed by modi� cation of current application.

  3. If requirements call for new application, determine whether an IT analysis has been 
performed to determine if it may be most cost‐effective to develop in‐house or to purchase.

  4. If a search for a potential purchased application, determine that detailed requirements 
have been de� ned through a request for proposal (RFP) approach.

  5. Determine if the RFP requirements clearly match the exiting enterprise IT environment.

  6. A review procedure for distribution of RFP’s to assure that its distribution covered all 
appropriate vendor candidates.

  7. Assess whether documentation is in place to review all vendor proposals on a consistent basis.

  8. For application software vendors that appear to meet preliminary requirements, 
determine that the software has been effectively demonstrated through testing.

  9. Where multiple vendors are presenting competing software products, consistent 
evaluation procedures should be in place.

 10. Enterprise � nancial and legal resources should be in place to participate in software selection.

 11. The selected software product should have adequate documentation, “help” facilities, 
and a regular update program in place.

 12. Determine that an implementation plan is in place to either convert data or an existing 
application to the new software application.

 13. Where appropriate, develop preliminary plans for CAATT procedures covering new application.

 14. Establish internal audit workpaper records for new purchased software application.
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internal auditor can use both when providing consulting help and when reviewing the 
decision to purchase a major new software package. An internal auditor should have as 
good an understanding of the internal controls surrounding major purchased software 
applications as of any application developed in‐house.  

 Large, integrated packages such as the ERP systems mentioned previously can have 
a major impact on all aspects of an enterprise. These database application packages may 
include production, purchasing, inventory, human resources, accounting, and all other 
business applications implemented as a linked series of databases. Data introduced to 
one application component, such as a revised standard cost for a manufactured part, 
will connect to other systems as necessary. For example, that revised standard cost will 
be refl ected in inventory and fi nancial systems, among others.    

 IT Application Output Components 

 In addition to our discussion of computer application inputs and the programs to pro-
cess that input data, no discussion of an application system’s key components would be 
complete without a description of its outputs. These usually consist of output screens 
or updated fi les as well as printed reports. This is an important area to survey in an 
application review, as in many instances the controls of internal audit concern in an 
application are contained on the output screens of control fi les. Older applications once 
produced large volumes of output reports indicating the results of their processing and 
any control or error problems. The sheer volume and frequency of those output reports 
often prevented users from giving adequate attention to many reported control prob-
lems, and internal auditors frequently identifi ed control concerns that users could have 
identifi ed by just reviewing their output reports. 

 Today’s applications produce few if any paper‐based output reports, with results 
reported on online data retrieval screens. In some cases, special online reports signal 
control problems and data errors, while in others the user is responsible for calling up 
the appropriate screen to review any problems. All too often this step may be ignored 
and processing errors can go undetected. Internal auditors should always review the 
scope of application output reports and their user dispositions. Reports or screens are 
not the only application outputs, as transactions or updated fi les are typically passed to 
a variety of other integrated applications. Just as a modern IT application may receive its 
inputs from a highly integrated set of input systems, it may be one more link in a chain to 
still others. Again and always, the internal auditor should develop a good understanding 
of the application reviewed as well as all of its inputs and outputs.    

 22.2 SELECTING APPLICATIONS FOR INTERNAL AUDIT 
REVIEWS 

 While all major IT operations and key applications should be subject to regular reviews, 
internal audit typically does not have the resources or time to regularly review the con-
trols for all of its IT applications. In addition, many IT applications represent a minimal 
level of control risk. As part of a specifi c operational review or as part of a general IT 
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controls review, internal audit should attempt to select only the more critical applica-
tions for review. The audit process for selecting these applications should focus on the 
selection of more enterprise critical applications as discussed in Chapter   15   on the audit 
candidate selection process. Because IT applications are so critical to enterprise opera-
tions, internal auditors often identify these as targets as part of their audit planning, or 
sometimes receive specifi c requests from the audit committee or senior management to 
review specifi c application controls. 

 Internal audit should typically be faced with requests for reviews of a large number 
of application candidates at any time, and care should be taken in documenting the 
reasons for selecting one application over another. This will help if internal audit is 
questioned subsequent to completing a series of reviews. Audits of the controls over rep-
resentative IT applications are sometimes included as part of a general controls review 
of the IT function. Internal audit should develop a detailed understanding of the general 
controls surrounding IT operations as discussed in Chapter   19  , and then review the 
controls surrounding one or more selected applications following the application selec-
tion processes discussed in Chapter   15  . 

 Internal auditors often perform reviews of the specifi c applications that support an 
overall functional area. For example, internal audit may schedule a combined opera-
tional and fi nancial review of the purchasing department. This may also be the appropri-
ate time to review the application controls for the major automated purchasing systems 
supporting that department. In this integrated audit approach, internal auditors can 
concentrate on both the more technical issues surrounding the applications and on 
other supporting operational controls.   

 22.3 PRELIMINARY STEPS TO PERFORMING 
APPLICATION CONTROLS REVIEWS 

 Once an application has been selected for review, internal audit should gain an under-
standing of the purpose or objectives of that application, the technology approaches 
used, and the relationship of the application to other signifi cant processes. It may be nec-
essary for the internal auditor to do some background reading and study special techni-
cal aspects of that application. This auditor understanding can often be accomplished 
through reviews of any past audit workpapers, interviews with IT and user personnel, 
and reviews of application documentation. While prior audit workpapers can be very 
helpful and the interview process will allow an auditor to ask relevant controls‐related 
questions, a review of applications documentation is often a useful fi rst step in reviewing 
and evaluating the controls over an IT application. Chapter   17   discusses preparing and 
making effective of audit workpapers. As an early step in this review process, internal 
audit should perform a walk‐through of the application to better understand how it 
works and how its controls function. These preliminary steps will allow an internal 
auditor to develop specifi c audit tests of the application’s more signifi cant controls. 

 In the early days of enterprise‐developed IT applications, documentation often con-
sisted of detailed system fl owcharts with supporting record layouts and little else. This 
helped the programmer but was of little use to application users or internal auditors 



22.3 Preliminary Steps to Performing Application Controls Reviews  ◾    535

c22 535 17 November 2015 5:53 PM

attempting to understand the application’s controls. In addition, the early flowcharts 
were often hand‐prepared and quickly became out of date. When a relatively small 
change was subsequently added to a complex system flowchart, designers were often 
reluctant to redraw their pencil‐and‐paper‐based charts. Perhaps they remembered the 
changes, but other interested persons reviewing this documentation, such as internal 
auditors, would not be aware of them.

Over time, application documentation evolved into a more text‐ and functional 
chart–oriented format. Decision tables and logic charts described the functions of 
individual programs, while text described the overall system. Although this type of 
documentation was more functional and less technical, it too had a tendency to quickly 
become out of date. Programmers and system designers often would not take the time 
to incorporate later changes into this systems documentation. Today, powerful docu-
mentation tools such as flowchart generators are available. A real strength of these 
automated documentation tools is that detailed flowcharts can be combined into sum-
marized versions with changes introduced on one chart updating all others.

Internal audit can expect to find various types and quantities of application doc-
umentation depending on the relative age and complexity of the application to be 
reviewed. Due to poor IT management procedures, complex in‐house‐developed appli-
cations sometimes have very limited documentation. The published documentation 
covering other vendor‐supplied applications, however, will often cover many dozens of 
volumes of descriptive text. Users will treat such documentation as almost encyclopedic 
reference materials. A review of the published documentation should be a first step to 
gaining an audit understanding of an application. If aspects of the documentation are 
missing or out of date, the internal auditor will probably have a finding at the conclusion 
of the review. However, this lack of documentation should not necessarily prevent an 
internal auditor from performing an application review. When performing the review, 
internal audit should normally look for the following documentation elements:

 ■ Systems development methodology initiating documents. These refer to 
initial project requests, any cost‐benefit justifications, and the general systems 
design requirements. Although many initial assumptions may have changed dur-
ing the systems design and implementation process, these documents often will 
help internal audit understand why the application was designed and controlled 
in the manner it is.

 ■ Functional design specifications. This documentation should describe the 
application in some detail. Each of the program elements, database specifications, 
and systems controls should be described. If major changes have been made to the 
application since its original implementation, these changes should also be reflected 
in the design documentation. Their purpose is to allow an IT analyst to be able to 
make changes or respond to user questions regarding the application.

 ■ Program change histories. There should be some type of log or documented 
record listing all program changes within an application. Some IT departments 
keep this with the application documentation, while others maintain it in a central 
file cross‐referenced to the program source code. While this type of documentation 
is an essential element to control program changes, it will also provide internal 
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audit with some feeling for the application’s relative stability. A large number of 
ongoing change requests for a given application may mean that the application 
system is not achieving user objectives. Revision service support controls should 
follow ITIL® best practices, as discussed in Chapter 19.

 ■ User documentation manuals. Along with technical documentation, appro-
priate user documentation should be available for any application. In a modern, 
Web‐based system, much of this user documentation may be in the form of “HELP” 
or “READ ME” types of online screens. However, this documentation should be suf-
ficiently comprehensive to answer user questions. It should also be supported by 
evidence of a user training program, as appropriate.

Internal audit should review selected application documentation to gain an under-
standing of the controls to be reviewed, and may also want to use these materials to 
develop questions for later interviews. Copies of key or representative sections should 
also be taken for workpaper documentation. However, internal audit should not nor-
mally attempt to copy the entire documentation file for workpaper purposes. This was 
done all too often by internal auditors in the past, adding considerable bulk to workpaper 
files, but doing little to accomplish audit objectives.

Conducting an Application Walk‐Through Review

Once internal audit has reviewed prior workpapers and the application documentation, 
and interviewed users and IT personnel to clarify any questions raised through the doc-
umentation review, a next step is to verify internal audit’s understanding of the applica-
tion by a walk‐through review. An IT application walk‐through review is the same type of 
internal audit process as an initial review of an operational facility, in which the auditor 
would tour a facility, such as a production floor. The purpose of the walk‐through is to 
confirm internal audit’s general understanding about how the IT application operates 
and to preliminarily test application controls through sample transactions.

As an example of an application walk‐through process, assume that internal audit 
has been asked to review the controls over an older in‐house‐developed accounts pay-
able application operating on an in‐house server system. The enterprise is a manufac-
turing firm with other fairly sophisticated IT applications, and this accounts payable 
application was installed several years before and had never been reviewed when it was 
under development. Based upon a review of this example application documentation, 
internal audit should attempt to determine that the application receives inputs from 
the following sources:

 ■ Purchase order commitments from the manufacturing material requirements plan-
ning purchasing system

 ■ Notifications of goods received from the materials‐receiving system
 ■ Various online terminal payment transactions for indirect goods and services that 

are not recorded through the materials‐receiving system
 ■ Payment approval transactions entered through an input screen
 ■ Miscellaneous payables journal transactions entered as batch data
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 Assume that application data is recorded on a relational database along with tables 
of values for validating purchase terms, including the calculation of any purchase dis-
counts. Based on the review of documentation, application outputs include the accounts 
payable electronic fund transfer transactions as well as any paper checks, transactions 
to the general ledger, cost accounting application materials, and various control and 
accounting summary screens and reports. 

 The prime system users are personnel from the general accounting as well as the 
purchasing department, who set up automatic vendor payments under preagreed terms. 
The example application fl owchart in Exhibit   22.4    describes internal auditor steps for 
an application walk‐through. The steps to performing an application walk‐through for 
the example accounts payable application are as follows: 

   1.   Briefl y describe the application in the audit workpapers.  Based on internal 
audit’s review of the application’s documentation, a brief description of the applica-
tion should be prepared for later inclusion in the audit workpapers. This workpaper 
documentation follows the general format of the walk‐through description except 
there should be greater detail, identifying key subsystems, input screen formats, 
key data fi le names, and output report formats. (For a discussion of internal audit 
workpapers, see Chapter   17  .) 

   2.   Develop a block diagram description of the application.  A block diagram is 
a very high-level, abbreviated auditor‐level systems or functional‐level fl owchart 
for an application. It should refl ect major concepts following the above‐written 
description and also illustrate some application fl ow concepts. This often can be a 
hand‐drawn document that will help increase auditor understanding of the appli-
cation reviewed. Exhibit   22.5    is an example of such a system block diagram that 

 EXHIBIT 22.4     IT Applications Walk‐Through Internal Auditor Steps  

    1.  Develop a general understanding of the application, its inputs, outputs, and any 
procedures requiring manual or other system interactions. 

   2.  For an application with a large number of steps requiring manual processing procedures, 
select a sample of key transaction types to be processed from a normal production cycle.  
For workpaper documentation purposes, document identifying control numbers or other 
characteristics to tract transaction through application processes. 

   3.  Observe or use software tools to monitor the processing of each module or workstation 
step, noting situations where the walk-through transaction is: 
  a.  Inputs to another application or supporting process are passed on through the node 

processing module. 
  b.  Transactions are held for further cycles in process or rejected as errors during the 

speci� c processing module.   
   4.  Follow selected transactions through each processing module step, documenting instances 

where the documented control procedures are not being followed or where the transaction 
causes application errors or manual operator dif� culties. 

   5.  At the end of the walk-through, discuss with appropriate IT or user administrators any 
unusual or unexpected problems and document internal control status. 

   6.  For an automated application with essentially no paper trail, follow essentially the same 
procedures but making appropriate inquiries and using software query tools to determine 
the application is processing with appropriate controls and as expected.  
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can be useful to confi rm an understanding of the application with key IT and user 
personnel. 

   3.   Select key application transactions.  One or several representative transactions 
should be selected to walk or to trace through the application. This selection would be 
based on discussions with users and fellow members of the audit team. In this example 
of an accounts payable system walk‐through review, the internal auditor may select 
automated transactions that the receiving system should match against the payables 
purchase order records to initiate payment. 

   4.    Walk a selected transaction through the system processes.  In the older days of 
manual or simpler IT applications, a walk‐through amounted to just what the words 
say. That is, an auditor would take an input transaction form and walk it through 
each of the clerical desks or steps normally used to process the transaction to verify 
the processing procedures. In a modern application, this walk‐through process 
typically requires recording screen shot prints of a transaction as it is entered into 
a terminal, and then following the transaction through its subsequent steps. In this 
accounts payable example, the walk‐through transaction is a receiving report entry 
indicating that a valid open purchase commitment had been received. Internal 
audit would then review the open commitments module of the system to determine 
whether the transaction was recorded on a transaction report or screen. It should 
then be traced to a properly computed accounts payable check or to a funds‐transfer 
transaction and then to general ledger system transactions for the correct amount. 

 This type of application testing is often called  compliance testing.  That is, internal 
audit is verifying that the application is operating in compliance with preestab-
lished control procedures. If internal audit wished to verify that all accounts payable 
checks had been input to the general ledger through a comparison of account bal-
ances or other methods, this would be called  substantive testing,  or a test of fi nancial 
statement balances. Tests in support of Sarbanes-Oxley Act Section 404 controls 
typically tie a single item test to fi nancial statement general ledger accounts.  

    EXHIBIT   22.5    Accounts Payable Block Diagram 
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 5. Modify the system understanding as required. Since the purpose of an appli-
cation walk‐through is to develop a basic understanding of its functions and con-
trols, a walk‐through review does not allow internal audit to determine whether all 
transactions are working as described. However, if internal audit discovers that the 
selected walk‐through transactions are not working as assumed, the preliminary 
auditor‐prepared application documentation may need to be revised. Once revised, 
internal audit may want to repeat the steps just explained to determine that internal 
audit has a proper understanding of system transaction flows.

The walk‐through allows internal audit to gain a preliminary understanding 
not only of the application and its controls, but also its relationship with other 
automated systems. Limited compliance testing allows the internal auditor to con-
firm that the application is operating as described. While this is not a substitute 
for detailed, substantive application testing, the walk‐through allows an internal 
auditor to identify major control weaknesses as well as to gain a sufficient under-
standing of the application to define control objectives for subsequent, detailed audit 
testing and evaluation procedures.

Developing Application Control Objectives

After the review of documentation and walk‐through compliance testing, an internal 
auditor should next develop detailed audit objectives and procedures for completing the 
application review. This depends upon the type of review planned, the characteristics of 
the application, and the results of the preliminary review steps. A given review might be 
concerned with the level of control risk and the ability of the application to support finan-
cial statements correctly. The procedures associated with these audit objectives would be 
tests of the financial statement balances built up from detailed application transactions.

An internal auditor also could have other objectives in reviewing an IT application. 
Management may have asked internal audit to perform a review to determine if user 
personnel have received sufficient training to operate it or to review another application 
to determine if related discount and interest calculations associated with accounts pay-
able are correctly performed. The walk‐through compliance testing may have identified 
significant problems, and the auditor may want to do little more than to confirm those 
preliminary but troubling observations. Before proceeding any further with the review, 
the internal auditor should now confirm or revise the specific review objectives.

Specific application review audit objectives should be clearly defined. The auditor 
responsible for the detailed review might wish to summarize these objectives for the 
review and approval by appropriate members of management. This may help prevent an 
internal auditor from devoting resources to testing an area not considered significant. In 
the accounts payable system discussed here, an internal auditor may have established 
several specific objectives for this review as follows:

 ■ The accounts payable system should have adequate internal controls, such that all 
receipts recorded from the receiving system are correctly matched to vendor files 
before the preparation of disbursements.

 ■ Vendor terms should be correctly computed with controls to eliminate potential 
duplicate payments.
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 ■    Controls should be in place to prevent or at least fl ag improper or unusual disbursements. 
 ■    All systems‐generated disbursements should be recorded on general ledger fi les 

using correct account numbers and other descriptive codes.   

 Depending on management’s direction, internal audit might develop other objec-
tives for performing such a review. For example, the review could focus on database 
integrity or on control procedures over miscellaneous disbursements. Any review may 
have multiple objectives. For example, if management had asked internal audit to review 
the accounts payable system to assure that no illegal or improper payments have been 
made, internal audit would probably also want to add a general objective to assess con-
trol risk and to determine that the system of internal controls is adequate. 

 Before actually starting any detailed application review, internal audit should 
document the specifi c objectives of the review and discuss them with the management 
requesting the application review to determine if the planned review approach is on 
target and will satisfy the audit request. This same procedure should also take place 
even if the application review has been initiated by the audit department as part of a 
total review of an IT function. Exhibit   22.6    contains suggested control objectives for an 
IT application review.     

 EXHIBIT 22.6     Control Objectives for an IT Application Review  

    1.  Develop a general understanding of the application to  be reviewed:  its principle business 
purposes, inputs, outputs, and the technology environment. 

   2.  Based on the general understanding of the application, develop a general process 
� owchart that identi� es key decision points: its inputs, outputs, and internal controls. 

   3.  Develop an understanding of the general controls surrounding the application and its 
processing environment, with an emphasis on ITIL® Service Support and Service Delivery 
general controls (see Chapter   19  ). 

   4.  Discuss the application and its performance with key system users and IT to understand any 
concerns or outstanding issues regarding the application. 

   5.  Develop a testing plan for the application that emphasizes: 
  a.  Identi� cation of signi� cant transactions, accounting, and business‐related controls within 

and surrounding the application’s environment. 
  b.  Identify control objectives covering each of those signi� cant controls as well as areas of 

concern that should satisfy the auditor that key controls are effective. 
  c.  Develop testing and sampling approaches for each of the key controls.   

   6.  Gather evidence to perform tests of identi� ed key controls, including: 
  a.  Copies of key � les and extracts of transactions to reperform application functions. 
  b.  Special application transaction to test key or critical application controls. 
  c.  Audit software procedures or package software functions to review application 

transactions and special functions. 
  d.  Manual or paper‐based documentation to support the application’s controls testing.   

   7.  Schedule and perform tests of key application controls using the test materials gathered. 
   8.  Evaluate all test results in a pass/fail context and communicate testing results with key 

systems users and IT to verify and validate the testing approach and its results. 
   9.  Maintain copies of all testing plans and evidence, documenting the results in internal audit 

workpapers. 
   10.  Develop appropriate corrective action plan, where appropriate, to correct any problems 

encountered in the testing or application review.  
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 22.4 COMPLETING THE IT APPLICATION CONTROLS AUDIT 

 Usually more diffi cult to defi ne than an internal audit’s general objectives, supporting 
detailed IT application audit procedures vary and depend on (1) whether the application 
primarily uses purchased or in‐house‐developed software components; (2) whether the 
application is integrated with others or is a separate process; (3) whether it uses Web‐
based service providers, client‐server, or older, legacy computer system methods; and 
(4) whether its controls are largely automated or require extensive human intervention. 
The exact nature of an application can also vary considerably. Although the emphasis 
of internal audits was once primarily over controls in accounting‐related applications, 
internal auditors today should also review applications over other areas as well, such as 
manufacturing resource planning or loan portfolio analysis. All of these areas require 
knowledge of the application’s specifi c attributes as well as the supporting technolo-
gies. That is, an internal auditor should understand how the application works by fi rst 
documenting the IT applications, then defi ning specifi c audit test objectives, and fi nally 
performing a series of audit tests to verify that the application controls are in place and 
working as expected. 

 Besides the review of documentation and the walk‐through, discussions with key 
user personnel and responsible systems personnel can aid the auditor’s understanding. 
The amount of effort spent here depends both on the type of application reviewed and the 
number of users who can be of help. For example, a capital budgeting decision support 
application will probably have a small group of key users who have a thorough under-
standing of its procedures. A logistical support system, such as factory fl oor data collection, 
may be used by a large group where it may be diffi cult to identify the key system users. 

 A next step is to complete the documentation of the application for audit purposes. 
Internal audit should have been making workpaper notes throughout. The documen-
tation procedure here is largely one of summarization where workpapers describe the 
understanding gained and include notes for potential follow‐up review work.  

 Clarifying and Testing Audit Control Objectives 

 The previous section discussed the importance of establishing test objectives as part 
of an application review—the types of controls an auditor would expect to be in place 
for an application. The next step of clarifying the objectives of the review is often a major 
area where internal audit has been known to fail. Management may expect internal 
audit to review accounting controls, but an internal audit review may have put too 
much emphasis on logical security controls, giving less attention to other established 
control objectives. This misunderstanding of audit objectives becomes especially criti-
cal when the review is not typically in the auditor’s more common realm of accounting 
applications. For example, if management has asked internal audit to review a new 
manufacturing resource planning system, its objectives could include validating inter-
nal accounting controls, reviewing for materials parts fl ow effi ciencies, checking for 
system compliance with applicable regulations, or a combination of these. These should 
be summarized into a brief statement and discussed with both audit management and 
application user management. 
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Although the need for a clear statement of review objectives may appear to be an 
obvious early step, auditors often omit it. Of course, the objectives of an application 
review may change if internal audit encounters evidence of other control problems 
during the course of a review that would suggest audit scope or procedure changes. 
In a manufacturing resource review, for example, the initial objective of affirming the 
adequacy of the application’s internal controls might change to one of fraud detection 
if potentially invalid transactions were encountered.

Internal audit should next test the key control points within the application. With 
limited compliance testing having already been done as part of gaining an understand-
ing and the walk‐through, these test procedures can now be expanded to make a more 
definitive assessment of the application’s controls. In older and simpler batch‐oriented 
systems, this task was fairly easy. Internal audit looked for input data acceptance con-
trols, for any computer‐processing decision points, and for output data verification 
controls. Since there are only a few processes associated with such an older batch appli-
cation, today this identification of test procedures could often be accomplished with 
minimal analysis. Modern applications today with online updating, close integration 
with other applications, and sophisticated programming techniques all combine to 
make identifying test procedures difficult. Other factors include:

 ■ Inputs to the application may have been generated by external sources, such as Web 
linkages, or from other applications at partner enterprises.

 ■ Controls once performed by data input personnel are now built into programs.
 ■ Modern optical scanning input devices and output documents with multidimen-

sional barcodes make visual inspection difficult.
 ■ Database files may be shared with other applications, making it difficult to deter-

mine where a change or transaction originated.
 ■ The application may make extensive use of Web interfaces and will appear to be 

paperless to internal audit.

There are numerous other reasons why an internal auditor may have difficulty 
initially identifying IT application audit test procedures, and the application’s descrip-
tion, along with key user discussions, should help to identify some of these controls. 
As a rule of thumb, an internal auditor should look for points where system logic or 
control decisions are made within an application and then develop test procedures to 
verify that those decision points are correct. These points include the key controls within 
an application, such as checks on the completeness of transactions or the accuracy of 
calculations. Exhibit 22.7 lists some typical test procedures oriented to more modern 
client‐server applications.

Tests of Application Inputs and Outputs

In the very early days of IT auditing, many audit‐related tests were little more than 
checks to verify that all inputs to a program were correctly accounted for and that the 
correct number of output transactions was produced based upon these inputs. An audi-
tor’s review of an automated payroll system is an example here. The internal auditor 
would test to determine that all time cards input were either accepted or rejected and 
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 EXHIBIT 22.7     Sample IT Application Audit Test Procedures  

The following are test procedures that an internal auditor might use when assessing IT 
application internal controls. Based on the nature and objectives of the application, these may 
not apply to all applications, and the auditor needs to have a detailed understanding of the 
application and its key internal controls before developing a test plan.

 ■      Foot key � les . Using available purchased software tools or CAATTs, determine that key data 
� le values, reported total foot to supporting totals, and appropriate totals and balances are 
correct. 

 ■     Test key calculations . Using sample transactions, determine that results and totals are correct 
as predicted. 

 ■     Consider running special audit‐only updates . Prepare a set of transactions covering key 
aspects of the application and arrange for a special, internal audit–controlled update.  
Review the results of the special internal audit–only update for controls and processing 
accuracy, and take care to remove the special audit‐updated transaction-processed results 
from the production cycle. 

 ■     Perform transaction balancing . Using the transaction totals from a production process, 
independently calculate and reconcile audit control totals to reported application totals from 
the same cycle. 

 ■     Review application logical security.  Review application’s embedded security levels to 
determine that all users are granted proper levels of read and write access. 

 ■     Document internal controls.   Test for controls of key documents (ID #s, etc.) to determine that 
updates can be traced back to their point of origination. 

 ■     Review for unauthorized changes.  Review program library update logs, determine that 
application program versions on production libraries are the same as those retained in 
documentation � les. 

 ■     Assess contingency planning provisions . Depending on audit risk, review the continuity 
and contingency planning provisions and review the results of any appropriate testing 
processes.  

that the number of output payroll checks produced could be reconciled to those system 
input time cards. This was a test of system inputs and outputs. 

 Although time cards have gone away, automated applications have become much 
more complex, and many audit test procedures today are little more than those same 
tests of inputs and outputs. An internal auditor should examine the outputs generated 
from an application, such as invoices produced by a billing system, to determine that the 
input data and automated computations are correct. This type of audit test is limited in 
nature and will not cover all transactions or functions within an application. 

 The purpose of a control risk assessment or compliance test is to determine if appli-
cation controls appear to be working. If all transactions or all data are to be reviewed, 
substantive testing procedures or tests of fi nancial statement balances, as discussed 
in Chapter   10  , should be used. The extent of this testing depends upon the audit objec-
tives. For example, an external auditor will tend to perform compliance tests over those 
aspects of an application that cover fi nancial statement–related internal accounting 
controls. An internal auditor may also want to perform compliance tests over other 
areas, such as the effi ciency of administrative controls. 

 For older applications, tests of inputs and outputs are often quite easy to perform. 
The auditor would select a sample of input transactions and then determine that the 
number of inputs was equal to the count of processed items plus any rejected or error 
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items. This type of audit test is not nearly as easy for today’s applications, where the audi-
tor often will not encounter a one‐to‐one relationship between inputs and outputs. Test 
transaction approaches, discussed next, are often much easier to perform and even more 
meaningful. Nevertheless, tests of inputs and outputs are sometimes useful for reviews 
of applications. Audit procedures for an example automated purchasing application 
compliance tests is outlined in Exhibit   22.8   .    

 Test Transaction Evaluation Approaches 

 An internal auditor may want to ascertain that transactions entered into a system are 
correctly processed. For example, when reviewing a plant fl oor manufacturing applica-
tion, an internal auditor might record several shop materials transactions as they are 
entered on manufacturing fl oor terminals, and after an overnight processing cycle, the 
auditor can verify that those transactions have correctly made adjustments to inventory 
records and that work‐in‐process cost reports have also been properly updated. This 
verifi cation can take place by reviewing special retrieval reports against data fi les. As 
part of the test transaction process, an auditor can also test whether error screening 
controls are operating as described. The emphasis here should be on the testing of the 
error‐verifi cation routines within the application. Internal audit can select transac-
tions input to an application that appear to be invalid and then trace them through the 
application to determine that they have been properly reported on exception reports. 
Internal audit can also consider submitting test error transactions to a system to verify 
that they are being properly rejected by the application.   

 Other Application Review Techniques 

 The computer‐assisted audit tools can be useful in reviewing application controls. All 
too often, internal auditors use these tools to test some accounting control, such as an 

 EXHIBIT 22.8     Automated Purchasing System Compliance Tests Example  

    1.  Select a series of purchase orders generated by the application reviewed and trace them back 
to either the requirements generated by the manufacturing system or by authorized manual 
purchase inputs, determining that all new purchase orders have been properly authorized. 

   2.  From the sample, trace the purchase orders selected back to established records for 
vendor terms and prices, resolving any differences. 

   3.  Select and trace a cycle of automated purchase orders to Web control logs to determine 
that all documents were transmitted without error and on a timely basis. 

   4.  Using a sample of purchase orders received from the Web log, determine that vendors are 
documented through current, signed purchase agreements. 

   5.  Select a sample of receiving reports and determine that the application is working properly 
by matching receipts to open purchase orders and accounts payable records. 

   6.  Select a sample of recent accounts payable vouchers and any actual checks generated for 
parts and materials, tracing the payments to valid receiving reports and purchase orders. 

   7.  Using sample transactions that were either held upon receipt for noncompliance with terms or 
improper timing, verify that transactions are handled correctly and per established procedures. 

   8.  Balance a full cycle of purchase transactions from the manufacturing system providing 
inputs to the control logs, Web logs, and printed purchase order documents.  
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accounts receivable billing calculation, but not to evaluate other application controls. 
Audit software can match files from different periods, identify unusual data items, per-
form footings and recalculations, and simulate selected functions of an application. 
Other useful techniques are:

 ■ Reperformance of application functions or calculations. This type of test is 
applicable for both the automated and the manual aspects of application systems. 
For example, if a fixed‐assets application performs automatic depreciation calcula-
tions, internal audit can use automated tools to recalculate depreciation values for 
selected transactions as a compliance test.

 ■ Reviews of program source code. For applications developed in‐house, internal 
audit can verify that a certain logic check is performed within a program by veri-
fying the source code. However, this type of compliance test should be used with 
only the greatest amount of caution. Because of the potential complexity of trying to 
read and understand program source code, it is very easy to miss a program branch 
around the area being tested. There are specialized programs available to compare 
program source code with the compiled versions in production libraries.

 ■ Observation of procedures. Observations may be useful when reviewing both 
automated applications and manual processes. For example, a remote workstation 
receiving downloaded data from a central system may require extensive manual 
procedures in order to make the proper download connection. Internal audit can 
observe this on a test basis to determine if these manual procedures are being cor-
rectly performed.

Completing the Application Controls Review

Although compliance tests are powerful methods to test application controls, internal 
audit should be aware that this level of assurance is not absolute. There is a risk that an 
internal auditor may test an application control and find it to be working when in fact it 
does not normally work as tested. Because of the risks associated with such compliance 
tests, therefore, internal audit should always be careful to condition its audit report to 
management with a comment about the risks of incorrect results due to limited audit 
tests. Sometimes the controls tested do not appear to be working correctly because inter-
nal audit does not understand some aspects of the application system. Internal audit 
may want to review the application description and identification of controls to verify 
that they are correct. It may be necessary to revise internal audit’s understanding of 
application controls and then to reperform the audit risk assessment procedures.

If internal audit finds through compliance testing that the application controls are 
not working, it will probably be necessary to report these findings. The nature of this 
report very much depends on the severity of the control weaknesses and the nature of 
the review. For example, if the application is being reviewed at the request of the external 
auditors, the identified control weaknesses may prevent them from placing any level of 
reliance on the financial results produced by the application. If the control weaknesses 
are primarily efficiency‐related or operational, internal audit may want to just report 
them to IT management for future corrective action.
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 Applications can be primarily fi nancial or operational. They can be implemented 
using purchased software, be custom‐developed applications located on in‐house sys-
tems with extensive database and telecommunications facilities, operate in a client‐
server environment, or exist in numerous other variations. As noted, this diversity 
makes it diffi cult to provide just one set of audit procedures for all applications. While 
internal audit can develop a general approach to reviewing most data‐processing appli-
cations, it is usually necessary to tailor that approach to the specifi c features of a given 
application. The following section describes how an internal auditor might perform a 
review of a capital budgeting application operating in a client‐server environment with 
telecommunication links through a network to a larger server.     

 22.5 APPLICATION REVIEW EXAMPLE: CLIENT‐SERVER 
BUDGETING SYSTEM 

 As an application review example, assume internal audit has been asked to review 
the controls over an in‐house client‐server architecture capital budgeting system. 
The financial planning department has developed the capital budgeting analysis 
portion of the application using a popular desktop spreadsheet software package. 
Although it is built around a purchased software spreadsheet package, the users 
have coded a series of macro instructions for running the programs. The worksta-
tion portion of the system communicates with a server file containing mainframe 
budgeting system data. 

 Internal audit has been asked by management to review general controls over both 
local networks and their client‐server computer operations. Following the audit pro-
cedures in Chapter   19  , internal audit found that general controls in these areas were 
adequate. That is, users documented their desktop applications; adequate backups of 
fi les and programs were performed on server fi les; password procedures limited access 
to only authorized personnel; and other good control procedures were followed. Among 
internal audit’s recommendations was to place stronger controls over telecommunica-
tions access to the local network and to install virus‐scanning procedures. 

 Sometime after that general controls review, this capital budgeting system was 
implemented on the administrative offi ce network. Because this system provides direct 
input to the corporate budgeting system, management has asked internal audit to 
review its application controls. After discussing this review request with senior and IT 
management, internal audit developed the following review objectives: 

 ■    The spreadsheet capital budgeting system should have good internal accounting 
controls. 

 ■    The application should properly make capital budgeting decisions based upon both 
the parameters input to the system and programmed macro formulas. 

 ■    The system should provide accurate inputs to the central or corporate budgeting 
system through the local fi le server. 

 ■    The capital budgeting system should promote effi ciency within the fi nancial plan-
ning department.   
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These objectives represent the general format for developing objectives for this type 
of internal audit review application. Management will often not state its objectives in 
quite these words but may be looking for performance or features objectives. It is the 
responsibility of internal audit to listen to management’s requests and to translate them 
to review objectives, as in the example we just explained.

Reviewing Capital Budgeting System Documentation

Internal audit’s first step should be to review the documentation available for this exam-
ple application. Since it is built around a commercial desktop software product, internal 
audit might expect to find or should ask for some of the following:

 ■ Documentation for the capital budgeting software package, including spreadsheet 
macro procedures, and formulas.

 ■ Procedures for uploading capital budget data to the central system budgeting appli-
cation through network server files, as well as procedures for accepting the input 
data to the mainframe IT function.

 ■ Procedures to ensure the integrity of the data resident on server files. Internal 
audit will probably not find documented procedures covering exactly all of the five 
elements. However, there should be documentation covering the software product 
used, the interfaces with other applications, and the necessary manual procedures.

These materials should be reviewed to determine that they are complete and that 
internal audit has gained a general understanding of the overall application. Then, after 
reviewing this documentation and discussing it with its financial planning users, inter-
nal audit should describe the allocation for audit workpaper documentation purposes. 
Since the application is built around a spreadsheet software product, this description 
primarily covers its manual interfaces. Control descriptions over file server applications 
and their network connections to client systems have been covered as part of the previ-
ously mentioned general controls review. Auditors often find it convenient to describe 
such an application in the form of a flowchart, although a written description may be 
just as adequate. The purpose of this type of description is to provide internal audit with 
workpaper documentation of the application and to provide a basis for the identification 
of significant control points.

Identifying Capital Budgeting Application Key Controls

Although a rather simple but compact application, this example capital budgeting appli-
cation has some critical control points. For example, if the spreadsheet macro procedures 
are incorrectly calculating capital costs, present values, and such related factors, man-
agement may very well take incorrect actions regarding their investment decisions. If 
data is incorrectly transmitted to the mainframe budgeting system, financial statement 
records may be incorrect. If the application is not properly documented, a change of key 
users in the financial‐planning department may make the system nearly inoperable.

Based on internal audit’s understanding of this example system, key system controls 
are now defined and documented. Here, because internal audit has recently performed 
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 EXHIBIT 22.9     Capital Budgeting Application Input and Output Audit Tests  

    1.  Develop a detailed understanding of all signi� cant application input transactions—their 
nature, timing, and source. 

   2.  Develop a strong understanding of transaction error correction procedures, both the 
nature of the tables or rules used for veri� cation as well in any built‐in system logic;  
determine that formal turnaround procedures exist to control any initial error items. 

   3.  Using documentation or database descriptions, trace all input to output data � ows with the 
application showing how many input elements (e.g., orders from the inventory application.) 
will change or modify other system elements and document this understanding in 
workpapers through audit data process � ow diagrams (see Chapter   17  .). 

   4.  Determine that controls exist for comparing the number of items input to those that have 
been either accepted or rejected; review error identi� cation procedures to determine if 
users can easily understand the cause and nature of any errors. 

   5.  Review procedures for the correction and resubmission of rejected items; determine if 
errors are held in suspense � les for analysis and corrective actions. 

   6.  Develop a detailed understanding of all signi� cant system output control totals and review 
the nature of supporting controls for a selected single application update processing cycle 
and from cycle to cycle. 

   7.  Select an input update cycle for review, and if the number of items input, less any rejected 
errors, ties to application output control totals. 

   8.  For the test cycle selected for review, determine that all error items from the cycle have 
been corrected, resubmitted, or received proper disposition. 

   9.  Review control totals in the subsequent processing cycle to determine if � le totals have 
remained consistent from one cycle to the next, investigating any discrepancies. 

   10.  Review existing error suspense � les to ascertain that all error items have been investigated 
and corrected in a timely manner;  investigate any items remaining in the error cycle to 
determine reasons for any delays. 

   11.  Review any preliminary concerns or errors with IT and responsible management to make 
any necessary changes to audit test procedures. 

   12.  Document all testing activity in workpapers.  

a general controls review, it is not necessary to reconsider those general controls during 
the application review. The audit review procedures can now be developed similar to 
those shown in Exhibit   22.9   .    

 Performing Application Tests of Compliance 

 For the fi nal step in this application review, internal audit should perform tests of the 
established audit procedures. Depending on management’s and internal audit’s relative 
interest in the application, it may not be necessary to test all of the controls as listed. 
Many are related to one another. If no problems or weaknesses are identifi ed in one 
control area, internal audit may decide to pass on the related control areas. Some of the 
tests of application controls might include: 

 ■ Reperformance of computations.  Capital budgeting is based on some very spe-
cifi c computations, such as the estimation of the present value of future cash fl ows 
based on discount factors. Using another spreadsheet tool or even a desk calculator, 
internal audit could select one or several present value computations generated by 
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the system and recalculate them to determine the reasonableness of system pro-
cesses. Any major differences should be resolved. 

 ■ Comparison of transactions.  Internal audit can select several sets of application 
budget schedules and trace them through the fi le server budget system to determine 
that they have been correctly transmitted. 

 ■ Proper approval of transactions.  Before any system‐generated budget schedule 
is transmitted to the central budget system, it should have had proper management 
approvals. Internal audit should select a sample of them for review.   

 There are numerous other similar compliance tests that can be performed for such 
an application. The imaginative internal auditor will be able to perform these depend-
ing upon the nature of the audit and the objectives of management. Control weaknesses 
should be reported to management for corrective action.    

 22.6 AUDITING APPLICATIONS UNDER DEVELOPMENT 

 Many internal auditors recognize that it is much more effi cient to review an IT appli-
cation for its internal controls while it is being developed and implemented than after 
it has been placed into production. The role of the internal auditor here is similar to 
that of a building inspector reviewing a new construction project: it would be diffi -
cult to make constructive recommendations regarding the completed building. Even 
if some problems were found, the inspector would be under considerable pressure not 
to identify problems that would require signifi cant portions of the building to be torn 
down and rebuilt. Rather, the building inspector identifi es problems during construc-
tion and suggests how they can be corrected before completion. Similar to that build-
ing inspector, the effective internal auditor should also suggest corrective actions to 
improve system controls along the way. It is easier to implement changes during an 
application implementation process than after it has been completed and the system 
placed into production. 

 To continue with the analogy, an internal auditor must be careful not to take 
responsibility for  designing  the new application’s controls. The building inspector points 
out problems but certainly does not take responsibility for a building’s construction. 
The discussion on the foundations of internal auditing, in Chapter   1  , emphasize that it 
is internal audit’s task to review and recommend but not to design or build the controls 
in any area reviewed. When reviewing new applications under development, an internal 
auditor should point out internal control weaknesses to the application developers but 
only recommend they implement those recommendations. 

 Application development groups, user management, and auditors all tend to agree 
that, in reviewing new IT applications under development, internal audit provides 
another set of eyes to look at the new and soon‐to‐be‐implemented application. This 
section offers approaches to reviewing new applications under development as well 
as a discussion of some of the pitfalls internal audit may encounter when attempting 
to do so.  
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Objectives and Obstacles of Application Preimplementation 
Auditing

When the concept of preimplementation reviews was first proposed by the then new 
profession of EDP auditors in the early 1970s, many traditional internal auditors were 
opposed to the approach. Traditionalists argued that if an auditor reviewed an applica-
tion in advance of its implementation, it would be difficult to come back later and review 
that same application after implementation. The argument was that if an internal audi-
tor had “blessed” the internal controls of a system under development, how could that 
same auditor come back later and perform a critical review? Over the years, internal 
auditors have grown to accept preimplementation reviews, acting as auditors and not 
consultants. Internal auditors, however, face four major obstacles when reviewing new 
applications under development:

 1. Them versus‐us‐attitudes. Although internal audit and general management 
may both accept the concept, IT management may often express a wariness or even 
resentment when internal audit announces its plan to review an application that is 
under development and still has many details yet to be worked out. The announce-
ment “Hello, I’m from internal audit, and I am here to help you” may not be favor-
ably received. Good preimplementation review procedures can establish respect for 
internal audit’s role and add value in the development process. An internal auditor 
who spends many hours reviewing a complex new application with some potential 
control‐related issues and who concludes only with a “Documentation needs to be 
improved” recommendation will not be seen as having added much value to the 
process.

 2. Internal auditor role problems. The internal auditor’s role must be clearly 
understood by all parties and might be defined as one of the following:

 ■ An extra member of the implementation team. The systems design team 
invites the auditor to various design review meetings. However, that internal 
auditor will be more of an observer than a normal member of the design team. 
The auditor’s objective is to gather data regarding key controls and processing 
procedures for a subsequent audit report.

 ■ A specialized consultant. Sometimes an internal auditor can become so 
involved in the systems design and development process that he or she is viewed 
as just another design team consultant making recommendations during the 
course of the implementation process. Internal audit should take care to not 
be viewed in that light. Following the standards for an internal auditor as an 
enterprise consultant, as discussed in Chapter 30, an internal auditor should 
act primarily as an independent reviewer providing help to the team, not as a 
specialized consultant who is part of the design process.

 ■ An internal controls expert. In any review, internal audit should always make 
certain that a review of internal controls is included in the new project. However, 
the auditor should not be the primary designer of those controls. Otherwise, he 
or she may have problems reviewing the completed application and its controls 
at some later date.
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 ■ An occupant of the extra chair. Sometimes an internal auditor does not 
do a proper level of preparatory work as part of a preimplementation review. 
Systems management may request an auditor to review various materials and 
attend design review meetings. An internal auditor who does not prepare but 
simply attends these meetings provides no real contributions. Nevertheless, 
if problems occur in the future, management may say, “But internal audit 
was there!”

 ■ State‐of‐the‐art awareness needs. New systems applications often involve 
new technologies or business processes. A general understanding of new tech-
nologies may require additional auditor homework to read vendor manuals and 
other documentation.

 ■ Many and varied preimplementation candidates. The typical large 
enterprise may have a significant number of new application projects that are 
potential candidates for preimplementation reviews. These projects will all 
have different start times, durations, and completion dates. An internal audi-
tor needs to perform an ongoing risk assessment to select the most appropriate 
new review candidates.

Despite these potential obstacles, there are strong reasons for an internal audit func-
tion to become actively involved in preimplementation reviews of major or critical new 
applications before they are placed into production. This is particularly true in today’s 
era of major enterprise‐wide applications that require detailed planning and testing in 
all areas of the enterprise.

Preimplementation Review Objectives

A key important objective of application preimplementation auditing is to identify and 
recommend controls improvements such that they can be potentially installed during 
the application development process. However, rather than just assuming that a new 
IT project is a given and then reviewing its controls, internal audit should also have an 
objective of reviewing the justification and definition of the new development project. 
There should be a good project management system in place that properly plans develop-
ment steps and measures actual progress against those planned steps. For more major 
projects, internal audit can evaluate the adequacy of project development controls used 
for the particular application. This preimplementation phase also is an excellent time for 
an internal auditor to gain an understanding of the new application sufficient to design 
future automated audit tests. Whether it is an in‐house or cloud‐developed application 
or the implementation of a vendor package, internal auditors reviewing new applications 
under development should gain an overall understanding of all aspects of that applica-
tion project.

Some internal auditors are faced with a statutory requirement for reviewing new 
applications under development. Several U.S. states and other countries have legislation 
requiring that all new significant state agency applications be reviewed by their internal 
audit departments for controls prior to implementation. Auditors in state governments 
can expect such legislation to appear in their own states in the future.
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Preimplementation Review Problems

Preimplementation reviews often present internal audit with some very serious 
implementation problems, including a frequent challenge of too many review can-
didates given limited internal audit resources. Internal auditors sometimes make 
the mistake of announcing their intention of reviewing all new applications and all 
major modifications prior to their implementation. In a large enterprise, there may 
be dozens or even hundreds of user requests for new or major revision applications 
projects initiated regularly. Internal audit will find no time for comprehensive pre-
implementation reviews and only time for little more than nominal rubber‐stamp 
approval signatures. To overcome these difficulties, internal audit should consider 
the following:

 ■ Selecting the right applications to review. Auditors are faced with the prob-
lem of selecting only those applications of audit significance. Rather than rely on 
a simple value judgment or an arbitrary process, internal auditors should follow a 
risk‐based, structured selection method for identifying those applications to review, 
similar to what was discussed in Chapter 15. A development group, for example, 
maybe working on applications A, B, and C. Given the relative application risks 
as well as limited audit time and resources, internal audit may decide to perform 
preimplementation reviews only for application B. However, if significant postimple-
mentation problems appear in C, management might later second‐guess internal 
audit and ask why system C had not been selected for review. An internal auditor 
with a consistent selection approach will be able to justify the decision to review B 
rather than C.

 ■ Determining the proper auditor’s role. As discussed, when an application has 
been selected for preimplementation review, internal audit can all too often become 
overly involved in its systems‐development and implementation processes. Particu-
larly for applications based on vendor software or developed with rapid application 
development methods, new IT projects require extensive user and systems develop-
ment team efforts, with numerous design review meetings. While internal audit 
will often be asked to participate in these design review meetings, they may cause 
an auditor role problem. Actively involved in the typical design review meetings 
where design compromises may be negotiated, internal audit may find it difficult to 
comment on these same decisions later as audit points. However, if internal audit is 
excluded from design meetings, it may have a hard time performing the review. To 
be effective in reviewing new applications under development, the internal auditor’s 
role needs to be carefully defined.

 ■ Review objectives can be difficult to define. When an auditor informs the IT 
department that a given application has been selected for preimplementation review 
and requests supporting documentation, he or she may receive hundreds of pages 
of requirements studies, general design review documentation, meeting minutes, 
and other materials. Internal audit may then be asked to review and comment on 
this mass of materials. An audit objectives and control procedures approach can 
help an auditor choose the relevant materials to review.
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Multiple implementation projects and new technologies present some major chal-
lenges to internal audit to perform effective IT application preimplementation reviews. 
However, whether for new applications developed in‐house or installed purchased 
software, internal audit preimplementation reviews will add value to the internal con-
trols environment in the enterprise. In addition, auditors, who have been accused in 
an old joke of being the ones who “join the battlefield after the action is over to shoot 
the wounded,” can now play a proactive role in the application development process 
through preimplementation reviews.

Preimplementation Review Procedures

Many of the same audit procedures used in other reviews should be followed for reviews 
of new applications under development. All too often, internal auditors argue that 
applications under development are somehow different. However, as fluid and subject 
to ongoing developmental change as applications under development are, many of the 
same control objectives and procedures discussed previously for IT applications are 
still quite appropriate for these reviews. Auditors should tailor their preimplementa-
tion reviews along the various phases of a new project’s development, starting at initial 
project initiation, to requirements definition, to development and testing, and finally to 
implementation. These same basic steps apply whether to a major application developed 
in‐house, a vendor software package, or a user‐led set of desktop applications. There will 
only be a difference in emphasis depending upon the application development approach.

When internal audit has selected a given application for preimplementation review, an 
important first step is to review the overall planned audit program with IT management so 
that there is an understanding of what the internal auditor expects to find, as well as the 
review approach. Some procedures may be tailored to fit a given application, but the objec-
tives discussed in the next subsections should apply for most preimplementation reviews.

Application Requirements Definition Objectives

When possible, internal audit should get involved in a preimplementation review early 
in the development phase. Here, internal audit should review the detailed requirements 
study to determine the overall control status of the new application. If internal audit 
can identify control concerns during this phase of application development, it will be 
relatively easy for system designers to address and correct them.

Exhibit 22.10 is a set of audit procedures for the requirements definition phase of 
any project. Internal audit should look for similar requirements no matter how the new 
application is developed. Some of these procedures, of course, may require modification 
if the application under review is composed of specialized technologies or will be a major 
modification to an existing system. However, internal audit should perform control 
procedures necessary to satisfy all of the control objectives listed here.

Internal audit may need to decide if any special skills are required to complete the 
review. If the application involves the use of new or unique systems technologies and 
specialized supporting software, internal audit may want to enroll in training on the 
software product to be used—such as through classes offered by the vendor to the devel-
opment staff—or internal audit may bring in someone with specialized skills or training. 
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 EXHIBIT 22.10     Preimplementation Review Requirements De� nition Checklist  

Audit Step REFERENCE

  1. Obtain a general understanding of the IT department’s system 
development methodology standards for both developing new 
applications and installing purchased software to assure an appropriate 
requirements de� nition study.

    _______

  2. Obtain user approved request documentation authorizing the detailed 
application development or purchase.

    _______

  3. Review detailed project plan for new application and ascertain, through 
discussions with IT and requesting users, that estimates of time and 
resources seem reasonable and achievable.

    _______

  4. Determine there was an appropriate analysis, including cost and timing 
considerations, to determine whether the application should be built 
in‐house or purchased/leased.

    _______

  5. Determine if any special skills are needed to review application internal 
controls, such as RFID wireless connections or an understanding of ERP 
databases. If appropriate, arrange for internal audit staff members to 
learn new skills through seminars, etc.

    _______

  6. Identify and review signi� cant internal controls surrounding the new 
application. Discuss controls with both key users and IT to develop 
testing procedures.

    _______

  7. If signi� cant portions of the application involve in‐house developed 
modules, assess whether appropriate consideration is given to 
purchase software alternatives.

    _______

  8. Assess whether the impact of manual aspects of the application have 
been given proper consideration as part of the requirements de� nition, 
such as training needs or process changes.

    _______

  9. If the application appears to be a candidate for automated testing  
procedures, begin preliminary audit planning for installation.

    _______

10. Review the extent of user sign‐offs on the requirements study;  based 
on selected interviews, assess whether users understand the new 
application and its rami� cation.

    _______

For example, with some large projects that take years to develop and implement, it can 
be effective to add a specialist to the staff to cover just the review of such a large project. 
At the completion of this phase, internal audit might write an informal audit report 
outlining any preliminary observations and concerns. In addition, workpapers should 
be started to document the new application controls procedures.   

 Detailed Design and Program Development Objectives 

 This is typically the longest phase of a new application project, and internal audit may 
want to schedule several reviews during this phase. While each of the periodic reviews 
should probably focus on a specifi c area of the new application development project, the 
overall purpose should be to satisfy some of the following questions: 
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 ■ Does the detailed design comply with the objectives of the general requirements 
definition?

 ■ Do users understand the controls and objectives of the new application under 
development?

 ■ Has proper consideration been given to application controls and security?
 ■ Is the application being developed according to the IT department’s own systems 

development standards?
 ■ Is the application development process supported by a well‐organized project plan, 

similar to internal audit planning discussed in Chapter 16?
 ■ Have any earlier audit recommendations been incorporated into the detailed design?

During this phase, care should be taken not to become too buried in detail. Some 
IT enterprises may attempt to use internal audit as a quality assurance function for the 
project. However, overall audit effectiveness will be diminished if internal audit’s time 
is spent reviewing such things as compliance with detailed programming standards.

Reviews of this nature should be limited to periodic testing. Any control‐related 
concerns encountered should be brought to the attention of management so that cor-
rective action can be taken in a timely manner. If the new application is purchased 
software, there will often be limited in‐house design and programming requirements. 
However, the IT enterprise may have to build file conversion programs, or interfaces 
with existing systems, or table files, or report generator definitions. These can represent 
major efforts, and internal audit still should review controls over the purchased software 
before it is installed and implemented.

Application Testing and Implementation Objectives

This phase includes testing of the new application, completion of documentation, user 
training, and conversion of data files. Internal audit often will be able to see if system 
controls appear to be working as expected and will want to test any embedded audit 
modules incorporated into the application. Exhibit 22.11 is a preimplementation review 
application testing checklist for this phase to help internal audit recommend whether 
the new application is ready for final implementation. Significant system control prob-
lems, coupled with management pressures to implement the application as soon as pos-
sible, can make this phase difficult. IT often promises to correct control problems in the 
new application during what it calls a “phase two.” Auditors often find that because of 
other priorities, this promised phase two never seems to occur. Internal audit should 
consider the severity of such control problems and either document them for follow‐
up review or inform management of the need for corrective action during the current 
implementation.

At the conclusion of the application testing and implementation phase, the respon-
sible auditor should prepare a final report that documents significant control issues 
identified by internal audit and subsequently corrected by the IT development function. 
This report should also outline any outstanding control recommendations that have not 
been implemented. While reports up to this point have been informal, this final report 
should follow normal audit department reporting standards, as discussed in Chapter 18.
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 EXHIBIT 22.11     Preimplementation Review Application Testing Checklist  

Audit Preimplementation Step Auditor Init.

1. Determine if a formal test plan exists, including an outline by key 
application modules detailing expected data conditions, the business 
rules tested, the type of test, and the expected results for each module 
condition tested.

_______

2. Review the results of several recent unit tests to determine if results 
have been mapped to the test plan, exceptions researched, and errors 
corrected as appropriate.

_______

3. Determine is the application being tested satis� es original application 
design requirements; if exceptions exist, determine they are properly 
documented, reviewed, and approved by key users.

_______

4. Interview representative key users to understand their participation in 
the testing process;  where participation appears to be lacking, discuss 
and document the need for user participation to assure successful 
implementations.

_______

5. Review the extent of overall systems testing, including key interfaces 
with other applications and outside service providers.

_______

6. If any original requirements have not been achieved by the completed 
application, assess procedures in place to determine whether to add 
procedures later or to otherwise allow for discrepancies.

_______

7. If appropriate, initiate a series of internal audit developed test 
transactions that emphasize key controls, de� ned in earlier review 
steps;  review the test results and assess application performance.

_______

8. Summarize the results of application testing activities and make 
an internal audit recommendation for the appropriateness of the 
application implementation.

_______

 Postimplementation Review Objectives and Reports 

 Although the new application is no longer in development, this phase of a postimple-
mentation audit is still important. The postimplementation review should take place 
shortly after a new application has been implemented and has had time to settle down. 
In other words, internal audit should perform the review after the users have had an 
opportunity to understand the application and information systems have had time 
to resolve any fi nal implementation diffi culties. The postimplementation review here 
determines if application design objectives have been met and if established applica-
tions controls are working. It also should look at project controls to determine if the 
application was completed within budget. Ideally, this review should be performed by 
another member of the audit staff to provide an independent assessment of the new 
application. 

 Internal audit departments should have a fairly formal procedure for issuing audit 
reports. Draft reports are prepared, auditees prepare their responses after some dis-
cussion and negotiation on the draft, and a fi nal audit report is issued, with copies 



22.7 Importance of Reviewing IT Application Controls ◾    557

c22 557 17 November 2015 5:53 PM

distributed to various levels of management (see Chapter   18  ). This audit report for-
mat is sometimes inappropriate for reviews of new applications under development. 
An individual internal controls problem with a particular program or output report, 
which may be identifi ed by an auditor when performing a preimplementation review, 
can be corrected by the applications developer almost at once. There is little need to 
discuss such a fi nding in the format of a formal audit report draft. The control concern 
should have been corrected long before the audit report was issued. Audit and general 
management, which might expect the more formal audit report with its fi ndings and 
recommendations, should both understand the special report format used for preimple-
mentation reviews. 

 Informal, memo‐type reports should be issued after each phase of the preimple-
mentation reviews to discuss the scope of review activities and document any audit 
concerns. If some of the prior concerns have been corrected, the actions taken and cur-
rent status of the controls issue should be discussed. Of course, internal audit should 
also develop workpaper documentation covering these review activities, which will 
serve both to document preimplementation activities and to provide a basis for later 
application reviews. 

 At the conclusion of the preimplementation review, internal audit should issue a for-
mal audit report following board audit and department standards following the report 
formats discussed in Chapter   18  . Where appropriate, this report can discuss preimple-
mentation audit fi ndings and corrective actions taken. However, the main function of 
this fi nal report is to highlight outstanding control issues that still need to be corrected 
within the new applications system.     

 22.7 IMPORTANCE OF REVIEWING IT APPLICATION 
CONTROLS 

 Internal auditors should place a major emphasis on reviewing their supporting IT appli-
cations when performing reviews in other areas of the enterprise. Even though good 
general or interdependent IT control procedures may often be in place, individual appli-
cations controls may not all be very strong. An enterprise’s applications may have been 
developed through a series of compromises among users or without any level of proper 
quality assurance. To evaluate IT application controls properly, internal audit needs 
a good understanding of both IT procedures and the specifi c control and procedural 
characteristics of each application area. 

 The effective internal auditor should spend a substantial amount of audit effort 
reviewing and testing controls over specifi c IT applications as well as new appli-
cations in the development process. Such reviews will provide assurance to gen-
eral management that applications are operating properly, and to IT management 
that their design and controls standards are being followed, allowing them to place 
greater reliance on the output results of such applications. An understanding of 
application control reviews should be a key component in the modern internal audi-
tor’s CBOK toolkit.   
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 NOTES   

   1.  Developed in the 1960s, the computer programming language COBOL stands for 
CO mmon  B usiness  O riented  L anguage, and it is still used today as a key programming 
language for systems on many types and sizes of computers and applications. 

   2.  There are numerous textbooks and references describing object‐oriented programming. 
A search engine such as Google will provide many further references.   
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 2 3                 
 Cybersecurity, Hacking Risks, 

and Privacy Controls                                      

                                                       CHAPTER TWENTY-THREE  

    IN TODAY’S WORLD OF WEB ‐ DOMINATED IT systems as well as ever more 
complex networked and wireless communications, security and privacy controls 
over data and information are important for enterprises as well as individual systems 

users. Almost every day we hear about, or sometimes experience ourselves, situations 
where our key systems fi les and data have been improperly accessed or hacked, or vital 
personal fi les and records have been stolen, altered, or given to an unauthorized per-
petrator. Some of these, what we call   cybersecurity   breaches, are often simply the result 
of poor internal controls, but others are the products of highly sophisticated data pen-
etration schemes. While such complex cybersecurity breaches are beyond the technical 
skills of many to forestall, others can be prevented by strong IT cybersecurity controls, 
which make up a very important area of internal audit IT controls concerns. 

 This chapter describes some of the more signifi cant cybersecurity issues and risks 
of today and discusses IT cybersecurity and privacy controls in two broad areas. First, 
we will focus on some of the many cybersecurity and privacy threats that internal audi-
tors should consider in their reviews of IT‐based systems and processes. We have limited 
our focus to only “some” of these process areas because the fi eld of IT security controls 
is vast and sometimes raises highly technical issues beyond the skills of many internal 
auditors. Nevertheless, all internal auditors should have a general CBOK understanding 
of these risks and effective internal control procedures. 

 The chapter will discuss some effective cybersecurity control processes that internal 
auditors can review and recommend in their work. We also will introduce the NIST 
(National Institute of Standards and Technology) cybersecurity framework, an effective 
tool to help manage enterprise cybersecurity issues. Cybersecurity today goes beyond 
the traditional four walls around the IT operations center and includes such matters as 
effective vendor management where an outside contractor or other entity may be using 
enterprise IT resources and can pose an additional cybersecurity risk. 

Brink’s Modern Internal Auditing: A Common 
Body of Knowledge, Eighth Edition 
By Robert R. Moller 
Copyright © 2016 by John Wiley & Sons, Inc. 
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 The chapter includes a summary of the   Payment Card Industry Data Security Standard 
(PCI DSS)   ,  a guideline that has been developed by major credit card companies such as 
Visa and American Express to help enterprises that process card payments prevent fraud 
and to provide some protection from various credit security vulnerabilities and threats. 
Because credit cards are so pervasive, an enterprise processing, storing, or transmitting 
payment card data must now be PCI DSS compliant or risk losing their ability to process 
credit card payments. Internal auditors should understand the high‐level key elements 
of this standard and incorporate it in their reviews where appropriate. 

 The chapter will conclude with a discussion of cybersecurity and privacy controls 
that should be part of internal audit departmental and operating procedures. Following 
the old saying that “the shoemaker’s children have no shoes,” internal audit functions 
sometimes fail to implement appropriate security and privacy protection controls over 
their own internal audit processes. This includes adequate controls over audit evidence 
materials, internal audit workpapers, auditor laptop computer resources, and many 
others. While every audit department is different, this chapter will suggest best practices 
for an internal audit function. 

 Because there is a great level of complexity to IT cybersecurity practices, most 
internal auditors may not view themselves as technical experts in many of these areas. 
Many of these concerns, though, just require a good understanding of effective inter-
nal control processes as discussed throughout this book. All internal auditors should 
acquire a high‐level common body of knowledge (CBOK) understanding of cybersecurity 
risks, related internal controls, and preventive mechanisms. Also, an internal auditor 
should understand when he or she needs to seek the help and advice of seasoned security 
experts when performing internal audits.   

 23.1 HACKING AND IT NETWORK SECURITY FUNDAMENTALS 

 We do not hear much about major bank robberies today. In past times, when bank 
vaults held large amounts of cash and were locked up at night but open and protected 
by guards during the day, it was not uncommon for gangsters to arrive at a bank, 
overpower staff and guards, and depart carrying bags of cash from the vault. Today 
the environment is very different. While a bank may control a huge amount of assets, 
they are only recorded on computer fi les so a potential thief cannot easily stage a holdup 
and run off with a bag full of cash. In addition, where the bank does have some cash 
potentially subject to theft, there are extremely strong controls in place, including sur-
veillance cameras, the ability to trace currency serial numbers, and a wide variety of 
other controls. 

 Today most of those fi nancial records and related assets are carried and stored as 
electronic records protected by password‐based security systems, but they can be easily 
converted to cash if a perpetrator is able to penetrate the password controls and access 
these key electronic records. Perpetrators usually gain access to these electronic records 
through what is called   hacking  , a systems violation by someone who seeks and exploits 
weaknesses in a computer system or computer networks. The term goes back to the 
early days of small microcomputer systems and has had many subvariations. However, 
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for an internal auditor and many enterprise managers, hacking means the improper 
access and theft of IT systems files and records.

Internal auditors should have an understanding that IT security procedures today 
are sometimes a little closer to those past days of bank robberies. It is sometimes easy 
for a perpetrator to gain electronic access to valuable data records without detection or 
at least any level of active surveillance. The thief can sometimes directly download this 
valuable data over the Internet or a wireless network without an immediate trace in 
order to use it for criminal purposes. The IT thief may also be taking assets more valu-
able than just cash, such as credit card authorization numbers that will allow massive 
purchases elsewhere, passwords to gain access to other even more valuable systems, or 
even the identities of people to then use for further fraudulent transactions.

Lacking proper internal control procedures, an enterprise’s IT systems hardware, 
software, and data may face any or all four of the following basic classes of IT threats:

 1. Interruptions. A system asset can become lost, unavailable, or unusable through 
the malicious destruction of a program, theft of a hardware component, or improper 
use of network resources.

 2. Interceptions. An outside party, such a person, program, or renegade computer 
system, can gain access to an IT file or other assets. An example of this type of threat 
may be a rogue Internet program that gains access to key files and downloads their 
contents to another party. Interceptions can often take place with few traces and 
can in the short run be difficult to detect.

 3. Modification. Here, an unauthorized intruder not only accesses but makes 
changes to data, programs, or even hardware components. While modifications 
can often be quickly detected, in some cases they can go on almost unnoticed.

 4. Fabrication. This threat occurs when an unauthorized person introduces counter-
feit objects into an IT environment. These might include spurious transactions to a 
new work communications system or inserting records in an established database.

These threats were serious in the earlier days of large legacy IT systems with batch 
transactions, major usage mass storage disk and tape drives, and limited fixed‐line tele-
communications connections. They have risen exponentially in our current environ-
ment of the Internet, wireless communications, enterprise resource planning (ERP) 
databases, and computing devices ranging from sophisticated server systems to small 
handheld devices. Internal auditors reviewing internal controls in these environments 
should be aware of these systems and processes.

Just as IT systems have become more sophisticated and better controlled, threats 
against them have also increased. On a regular basis, we see press accounts of some com-
puter security breach and the theft or destruction of sensitive data. As a single example and 
certainly not a unique one, during the November and December 2013 holiday shopping 
season in the United States, the retailer Target Corporation discovered that perpetrators had 
hacked into its IT systems and stolen credit card information from 40 million customers, 
and taken other personal information from about 70 million customers as well. As this 
book went to press, Target had already incurred a $61 million loss in attempting to cor-
rect matters and was subject to 90 major lawsuits, with almost certainly more to come.
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 The Target breach was national in scope and happened in all of its stores, not just 
online, and involved tampering with the machines customers use to swipe their cards 
when making purchases. Although Target had its own security processes, it subcon-
tracted some IT services to an outside vendor who was given access to Target’s systems. 
A perpetrator breached that subcontractor’s controls and gained access to Target’s card 
scanning processes. The importance of establishing third‐party vendor controls will be 
discussed below. 

 Just as bank robbers in the old days ran off with stolen cash, sometimes in small 
bills that were never to be recovered, the perpetrator who has thousands and thou-
sands of credit card numbers and other personal information can use them in ways 
that are diffi cult to trace. The Target theft took place over the weeks before and after the 
holiday shopping season. The data was stolen through the daily transfers of sales data 
from many of the company’s stores. Target might not have initially detected this breach 
because to it the daily sales transmittals from stores over a communications network 
seemed to show no problems. The perpetrators just made duplicate copies of the personal 
sales data for their own use. 

 This is just one example of the many computer security breaches that occur world-
wide regularly. Many of these involve highly technical exploitations of what might 
appear to be good internal technical controls. Internal auditors may not have the techni-
cal skills to assess security risks in many of these IT environments and to make appropri-
ate technical recommendations, but they should still have a basic CBOK understanding 
of computer security concepts for use in a wide range of internal audit reviews.   

 23.2 DATA SECURITY CONCEPTS 

 Enterprise data, whether it is customer account data located in a major data server cen-
ter ERP system database or fi eld data collected on a staff member’s laptop, needs to be 
protected. Although there can be multiple variations and confi gurations, Exhibit   23.1    
illustrates some basic data security concepts, showing four ways that IT data should be 
protected. Not all of these modes are necessary for all data, but internal auditors may 
fi nd it useful to think of data security along these lines.  

 In some instances, data may require some basic confi dentiality protections. As 
the exhibit illustrates, the control emphasis here is not on confi dentiality and integrity 
threats through the outside protective walls; rather, availability controls are needed 
to protect programs and data. The extreme example of data confi dentiality here is the 
building cornerstone where some key records are sealed in a foundation stone and never 
seen again while the building is standing. We no longer construct buildings with that 
level of permanence, and a foundation cornerstone generally does little good in most sit-
uations today. The data must be available in a protected, confi dential manner. Although 
there always can be threats, the data should be protected from any unexpected spillage 
or seepage. 

 Data integrity is a great concern. For any data repository, there are always outsiders 
who try to breach the wall to gain access. In our Target example earlier, a perpetrator 
gained access to customer data and destroyed its integrity by making unauthorized 
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copies. While the wall of confi dentiality is important, the data generally must become 
available to others. This is a two‐way portal, and the programs and processes control-
ling the data should make it available only to proper, authorized sources. Password‐type 
controls are very important here and are discussed in the following sections. 

 The bottom case in Exhibit   23.1  , secure data, combines the other three strategies 
into a secure data environment. Two other data security concepts are very important 
here, including what are known as fi rewalls and protections against   viruses  . Both of 
these are discussed further in later sections. Although this exhibit is quite conceptual, 
internal auditors should think about computer security in terms of the three concepts 
of confi dentiality, availability, and integrity.   

 23.3 IMPORTANCE OF IT PASSWORDS 

 Passwords are a basic IT control in which a user of a system or data must enter some 
personal code or password known only to that user to gain access to the IT resource. 
There can be other, more complex confi gurations than the basic IT password log‐on 
exchange shown in Exhibit 23.2; internal auditors should look for this type of process in 
their internal control reviews. A user enters a password to gain application acceptance, 
but if the password is incorrect, system access is denied.  

 When reviewing IT applications’ internal controls, an internal auditor should 
always look for the effective use of passwords. The IT security literature is fi lled with 
guidance on the use of passwords, and some best practices in the use of IT passwords 
include: 

 ■    Passwords are a user’s responsibility to create, but administrative rules should 
be established to make them hard for others to guess. For example, controls and 
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guidance should be in place to prevent the use of employee birth dates or nicknames 
as passwords. 

 ■    Passwords should be structured such that they are diffi cult to easily guess. For 
example, IT security can set rules requiring a mix of upper‐ and lowercase letters 
and numerals in a password. 

 ■    Processes should be in place to require frequent password changes. Sometimes com-
puter operating systems administer this control; if not, procedures should otherwise 
be in place requiring regular password changes. 

 ■    Processes should be in place to monitor passwords, deny access after perhaps two 
or three invalid password attempts, and allow passwords to be reset through an 
administrative procedure. These processes also should allow a user to receive a 
replacement if a password has been forgotten. 

 ■    Systems that generate or require extremely long or complex passwords should never 
be installed. If passwords are too complex and diffi cult to remember, users will 
write them down and post them as a reminder, and the purpose of a confi dential 
password will be lost. 

 ■    Strong enterprise people‐oriented procedures should be in place on the use of pass-
words. That is, guidance should prohibit the sharing of passwords or storing them 
in easy‐to‐see places.   

 The effective use of passwords is an important IT security authentication control. 
There are other authentication systems, such fi ngerprint or even iris scanners for some 
highly sensitive applications, but effective password systems are perhaps the best for 
regular business applications. Internal auditors should be aware of the requirements for 
good password controls and should look for effective password systems as part of their 
many reviews of IT application internal controls. Internal auditors should always keep 
in mind that passwords are a fi rst line of defense for protecting an IT resource. They 
should be kept secure and private, changed frequently, and their usage and improper 
access attempts monitored.   

(1) Prompt User to
       Enter Password

UER
Workstation

Application
Server

(2) Enter ID and Password

(3) User Authentication

(6) Send ID and Password
to Application

(4) Present Application
Selection Screen

(5) User Selects the
Application

(9) User Is Logged
in to System

(8) User
Authentication

(7) Application
Authentication
  User

    EXHIBIT   23.2    Password Log‐on Process 



23.4 Viruses and Malicious Program Code ◾    565

c23 565 17 November 2015 7:47 PM

 23.4 VIRUSES AND MALICIOUS PROGRAM CODE 

 A computer virus is typically a very small computer program routine that can make 
multiple copies of itself and infect another computer without permission or knowledge of 
the user. The term  virus  is used because it is the kind of program that can attach itself to 
another system and then spread itself to others as they come in contact with that same 
set of virus code. A virus can only spread from one computer to another when the virus 
code is taken to some other uninfected computer, for instance, by a user sending it over 
a network or the Internet, or by carrying it on a removable medium such as a CD or a 
USB drive. Viruses can also spread to other computers by infecting fi les on a network 
fi le system that is accessed by another computer. 

 Computer viruses fi rst came into the world in what was called the ARPANET, the 
early 1970s forerunner of the Internet. Someone—the identity of the author is sub-
ject to speculation—introduced a program on the network that displayed the message 
I’M THE CREEPER: CATCH ME IF YOU CAN , which began to appear on many ARPANET system 
programs. 

 In the early 1980s days of Apple II and IBM PC desktop computers, viruses reap-
peared on the fl oppy disks that were used to share programs and data from computer to 
computer. Although the Creeper messages were perhaps viewed as cute by some early 
users, virus programs soon began to become malicious. For example, some of the early 
viruses inhabited and took over the memory space of someone’s computer, and then 
were ready to move to another if the infected user tried to solve the problem by sending 
a fl oppy disk to another system to seek help. We often forget that these were the days 
when a popular system such as the Apple II had only 32 KB of memory, and blocking 
that memory disabled the system. 

 As time passed, viruses became even more nasty and destructive, and the term 
malware   was introduced as a name for bad or dangerous software. Some are Trojan 
horses, a type of malware named after Greek mythology, that attach to a computer 
and then sit silently until some date or event is met. Another example is called a logic 
bomb, an unknown program that only triggers when some other event occurs. As an 
example, a programmer worried about being fi red could insert a logic bomb routine into 
the employer’s payroll system to delete all systems fi les if that programmer’s ID is ever 
deleted from payroll records. 

 Exhibit   23.3    lists some of the more common types of malicious code. There are 
many other examples of and stories about new types of malware, but the objective of this 
chapter is not to describe such incidents. An Internet search will provide an extensive 
list of other current malicious malware types. The software industry has responded to 
these malware threats with a variety of commercial products that constantly monitor 
for bad software and when it is encountered either block it or repair the bad program 
code. There are evidently many people around the world who are constantly trying to 
build more complex and diffi cult‐to‐detect malware routing, and the virus prevention 
software vendors are working just as fast to catch their code and prevent introductions.  

 Malware threats have evolved into a wide range of increasingly widespread and 
often quite sophisticated cybersecurity risks given our heavy dependence on and use of 
all types of IT systems. A signifi cant threat has been the explosion of tactics designed 
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to trick users into divulging their usernames, passwords, and other confi dential infor-
mation, which can then be used to commit crimes based on identity fraud. A goal of 
some of these malware threats has been to clean out the victim’s bank account, and 
the information is also often used to help perpetrators commit further fraud and gain 
unauthorized access to networks. 

 Internal auditors should recognize that software viruses are a constant threat and 
look for the effective implementation of antivirus software for every computer system 
reviewed, whether it is a corporate‐level central IT system or a business laptop. An 
internal auditor should determine that a current version of the software protection 
software is installed, that it is regularly updated, and that actions are taken when 
viruses are detected. Policies and software controls should be in place to restrict unau-
thorized software from being introduced into IT systems operations, whether in the form 
of attempts to download unauthorized programs from the Internet or fl ash drives and 
CDs that employees want to load on their home laptops.   

 23.5 SYSTEM FIREWALL CONTROLS 

 A common type of IT software security is called a systems fi rewall, a software process 
that fi lters traffi c between protected “inside” and less protected or untrusted “outside” 
environments. It is a specialized type of software that either allows or prevents certain 
types of transactions. Exhibit   23.4    is an example of a very simple fi rewall confi guration. 
An enterprise needs to install fi rewalls both between its systems network and the outside 
world through the Internet or other resources. Firewalls monitor traffi c, route some to 
designated network locations, and block others.  

 EXHIBIT 23.3     Types of Malicious Program Code  

Code Type Characteristics

Virus Attaches itself to programs and propagates copies of itself to other 
programs.

Trojan Horse Contains unexpected functionality that later performs a disguised 
function.

Logic Bomb Program that only triggers when some other speci� ed event occurs.

Time Bomb Program that only triggers when some other speci� ed time period 
is met.

Trapdoor Undocumented software entry point that circumvents system 
protections.

Worm Propagates copies of itself through a network.

Rabbit Software code that replicates itself again and again without limit to 
exhaust the resource.

Scareware Sometimes called ransomware, can lock up software and then 
demand a ransom.
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 Firewalls are often set up as what is called a screening router, a proxy gateway, 
or a guard. From an internal audit perspective, however, rather than understand-
ing the technical details of the confi gurations, internal auditors should ask questions 
and determine how fi rewalls have been installed in the enterprise area reviewed. For 
example, screening router confi guration fi rewalls can be used when an enterprise has, 
for example, three local area networks (LANs), one for its corporate offi ces, one for U.S. 
operations, and a third for European Union (EU) facilities. Corporate is allowed to send 
and receive messages to both facility LANs, but perhaps the United States and EU are 
only allowed to send certain specifi ed things to corporate and are not allowed full access 
across the two facility LANs. 

 Similarly, a proxy gateway fi rewall is used when an enterprise wants to set up 
online price lists and product offerings for outsiders, but prevent those outsiders from 
modifying the price and product information or accessing supporting fi les connected 
with the product offerings. Another confi guration, a guard fi rewall, is used when an 
enterprise allows its employees to access most areas of the Web, but prohibits access to 
such things as sports scores or online gambling sites. 

 In addition to screening or monitoring network addresses and Web addresses, fi re-
walls can also monitor the specifi c content in a message or Web page. They can audit 
this activity and even report improper access attempts. Firewalls must be correctly con-
fi gured, but the confi guration must be regularly updated for the internal and external 
environments. Firewalls protect an environment only if they control all access to a 
network perimeter. For example, if a fi rewall was set up to control all access to a LAN 
but if one of the devices on that LAN had a dial‐up modem connection, security could be 
breached. Firewalls are strong security controls, but are often the targets of penetrators. 

    EXHIBIT   23.4    Firewall Diagram 

Internet

Systems Firewall —

Accepts Valid Transactions
but Blocks Bad Data

E
nt

er
pr

is
e 

N
et

w
or

k



568 ◾ Cybersecurity, Hacking Risks, and Privacy Controls

c23 568 17 November 2015 7:47 PM

 When performing a data security review, an internal auditor should understand the 
location and nature of installed fi rewalls. It is important that the fi rewall confi guration 
provides adequate protection and is updated regularly. In addition, an internal auditor 
should look for appropriate review and follow‐up activity regarding fi rewall violation 
reports.   

 23.6 SOCIAL ENGINEERING IT RISKS 

 As discussed, Internet privacy threats are commonplace. We must recognize that the 
Internet originally was designed as an inherently  insecure  communications vehicle. 
Hackers often demonstrate that they can easily penetrate the fi les, databases, and other 
Internet-connected IT resources in the most physically secure facilities of military and 
fi nancial institutions. In addition, enterprises have designed numerous ways to track 
Web users as they travel and shop throughout Internet sites using a common cyber‐
snooping tool called a  cookie . As discussed previously in our Target example, identity 
thieves are able to shop online anonymously using the credit identities of others, and 
Web‐based information brokers can sell sensitive personal data, including Social Secu-
rity numbers, relatively cheaply.

Software products such as Facebook and Twitter started out as personal software 
tools but are now found in many enterprise workplaces. These as well as the growth of 
smartphones have changed the overall complexion of IT systems and have introduced a 
wide range of   social engineering   IT risks and concerns. Many of these involve a perpetra-
tor gaining confi dential information through some kind of a “friendly” but improper 
access attempt. New terminology appears regularly, but IT social engineering perpetra-
tors often use one of the methods highlighted in Exhibit   23.5   .  

 There has been extensive media coverage of these issues, with a growing public 
awareness of online privacy issues. Some form of U.S. Internet privacy law is expected 
to be passed in the coming years that will provide strong consumer protections in this 
area. Although our comments are speculative, such legislation could mandate that 
every commercial web site provide a privacy policy, clearly explain its data collection 
practices, and provide meaningful ways for visitors to prevent their personal data from 
being captured and sold to other enterprises. 

 Criminals frequently are looking for social engineering ways to dupe a user and steal 
that user’s identity. Effective controls are not necessarily very complex. For example, users 
should beware of e‐mail messages with a URL address in them asking the recipient to con-
tact the sender via that Internet link. A very simple control is to always call the supposed 
sender, using a number from the phone book or online, to confi rm they sent the message 
before responding via the Internet. Failing to respond in that manner lessens the chance 
of having one’s identity and authentication information stolen or bank account rifl ed. 

 Internal auditors should be aware that these evolving IT social risks and issues are 
a growing concern. While it is an enterprise’s responsibility to educate their user com-
munity and warn people to avoid such frauds, internal auditors should be aware of such 
schemes and look for appropriate warnings when asked. Many of these vulnerabilities 
can be triggered by an individual enterprise employee just trying to do the right thing 
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 EXHIBIT 23.5     IT Social Engineering Security Risk Methods  

Code Type Characteristics

Baiting Attacker leaves a malware‐infected CD‐ROM or USB � ash drive in a 
location sure to be found (bathroom, elevator, sidewalk, parking lot, etc.), 
gives it a legitimate‐looking and curiosity‐piquing label, and simply waits 
for the victim to use the device.

Phishing The attempt to acquire sensitive information such as usernames, 
passwords, and credit card details (and sometimes, indirectly, money) by 
masquerading as a trustworthy entity in an electronic communication.

Pretexting The practice of deceiving individuals into surrendering personal 
information for fraudulent purposes.

Quid Pro Quo An attacker calls random numbers at a company, claiming to be calling 
back from technical support. Eventually this person will hit someone with 
a legitimate problem, grateful that someone is calling back to help them. 
The attacker will “help” solve the problem and, in the process, have the 
user type commands that give the attacker access or launch malware.

Shoulder Sur� ng Involves observing an employee’s private information over his or her 
shoulder. This type of attack is common in public places such as airports, 
airplanes, or coffee shops.

Tailgating An attacker, seeking entry to a restricted area secured by unattended, 
electronic access control (e.g., by RFID card), simply walks in behind 
a person who has legitimate access. Following common courtesy, the 
legitimate person will usually hold the door open for the attacker or the 
attackers themselves may ask the employee to hold it open for them. 
The legitimate person may fail to ask for identi� cation for any of several 
reasons, or may accept an assertion that the attacker has forgotten or lost 
the appropriate identity token.

by responding, for example, to a legitimate‐looking e‐mail asking for help. There is a 
need for strong enterprise education programs that outline risks here and the steps to 
take to report suspicious activity. 

 Malicious code, passwords, and fi rewalls are only a few of the many security issues 
that IT systems and networks face today. Others include elaborate access controls, the 
need to use encryption when transmitting data, multilevel security in database adminis-
tration, and many more. From an internal audit perspective, some of the most important 
computer security issues center on the need to establish strong management support 
for the IT security programs in place and on overall stakeholder education programs 
concerning IT network security threats and vulnerabilities. 

 Whether it is an active program to monitor for malware software, the placement 
of fi rewalls, or other issues, internal auditors should have a good CBOK general under-
standing of network and cybersecurity control procedures in their ongoing IT internal 
control reviews. In many respects, as these issues become more technically complex, 
the IT security risks increase. Internal auditors may not be strong IT security special-
ists, and they should always be able to request help from the enterprise IT organization’s 
security specialists.   
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 23.7 IT SYSTEMS PRIVACY CONCERNS 

Privacy  is the expectation that confi dential personal information disclosed in a private 
place will not be disclosed to third parties, when that disclosure would cause either 
embarrassment or emotional distress to a person of reasonable sensitivities.  Information
should be interpreted broadly to include images (e.g., digital images, photographs) and 
text. It certainly covers all aspects of IT systems and networks. 

 In our complex world of IT networks, Internet‐connected systems, and ever‐ 
advancing technologies, privacy issues on many levels are growing concerns. There 
are multiple issues here about how much personal data and information individuals 
should allow to be given to interested enterprises, government authorities, and even 
other individuals. Similarly, from a privacy and security perspective, an enterprise 
wants adequate levels of protection. Two U.S. laws, the Health Insurance Portability 
and Accountability Act (HIPAA) and the Gramm‐Leach‐Bliley Act, establish some pri-
vacy‐based rules that internal auditors should be aware of, and there are other IT‐related 
privacy issues that belong on an internal auditor’s radar screen. In some instances, 
these are just evolving issues, but internal auditors should at least be aware of them as 
they perform internal control reviews, particularly in IT network–related areas. The 
following sections describe some evolving privacy issues in today’s world of network 
cybersecurity concerns (though these issues are not always internal control audit ones).  

 Data Profiling Privacy Issues 

 As part of everyday life, data is collected from individuals and enterprises, frequently 
without their consent and often without their realization. For individuals, data is 
collected and stored in a computer system where: 

 ■    Bills paid with credit cards leave a data trail consisting of the purchase amount, 
type, date, and time. 

 ■    The use of supermarket discount cards creates a comprehensive database of all 
consumer purchases. 

 ■    Data is collected when a car equipped with a radio transponder from an electronic 
toll-collection system passes through an electronic tollbooth. The owner’s account 
with the toll-collection company is debited and a record is created of the location, 
date, time, and account identifi cation. 

 ■    We leave a signifi cant data trail when we surf the Internet and visit web sites. 
 ■    Data also is collected when we subscribe to a magazine, sign up for a newsletter, 

join a professional association, fi ll out a warranty card, give money to charities, 
donate to a political candidate, tithe to a religious organization, invest in a mutual 
fund, make a telephone call, or interact with a government agency. With all of these 
transactions we leave a data trail that is stored in some computer fi le.   

 We are not yet to the point where the contents of all these many databases can be 
easily merged, but in the aftermath of the 9/11 terrorist attacks, U.S. government and 
law enforcement authorities proposed the development of an airline traveler screening 
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program that would compile information from many consumer data files. That proposal 
was highly controversial and was not implemented, but a limited version could be 
developed in the future.

The legal protections for data privacy vary across the world. In the United States 
they are weak, and the unfettered collection of data from numerous sources, in an 
environment where there are few legal restrictions on how the data can be used and 
merged, can violate privacy and trample on civil liberties. There are few restrictions in 
the United States on how data can be collected and merged, although stronger laws exist 
in EU countries, Canada, New Zealand, and Australia. Internal auditors should have a 
general understanding of these issues.

Online Privacy and E‐Commerce Issues

There has been extensive media coverage of online privacy issues. Starting with the Elec-
tronic Communications Privacy Act, passed in the United States in 1986, a variety of 
privacy laws have been enacted over the years, including the Cyber Intelligence Shar-
ing and Protection Act and the Computer Fraud and Abuse Act. None of these laws has 
fully kept up with changing technology, and all suffer from financial freedom advocates’ 
criticisms. Other U.S. Internet privacy laws may be passed in the coming years that will 
provide strong consumer protections in this area, and internal auditors should be aware 
of these changing rules. While our comments are speculative, such legislation could 
mandate that every commercial web site provide a privacy policy and require that com-
mercial web sites clearly explain their data collection practices and provide meaningful 
methods for visitors to prevent their personal data from being captured and sold to other 
enterprises. Internal auditors should be aware of any evolving issues here. Knowledgeable 
individuals can take steps to prevent their Web‐surfing practices from being captured 
by the web sites they visit. But, realistically, few people have the requisite knowledge or 
patience to take advantage of such privacy‐enhancing strategies.

Radio Frequency Identification (RFID)

When consumers wave their keychain or an embedded credit card in front of the 
 gasoline pump’s meter to automatically pay for fuel, they are likely using radio frequency 
identification (RFID) technology. Attached to the keychain or card is a small data chip 
that contains a radio frequency ID sensor. RFID technology also is frequently used in 
building access cards (ID cards that enable individuals to gain entry to a building or to 
an office area within a building). Yet another application is the employee identification 
cards issued by many companies. These are often called contactless ID cards because 
the user need only wave the card within a few inches of the reader in order to gain entry 
to the building or office.

In the applications described here—paying for fuel and gaining entry into a secured 
building—the individual is well aware of each and every use in which the RFID tag is 
accessed. But RFID tags are tiny and can be embedded in items in ways that are virtu-
ally invisible. And reading devices can also be invisible. In the future, RFID readers 
could possibly be embedded in streetlight poles, and an RFID tag associated with an 
individual—perhaps embedded in one’s driver’s license—could record the transactions 
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that person engages in throughout each day, such as buying a newspaper at the corner 
vending machine, purchasing groceries, using public transit, entering the workplace, 
and so on. If RFID tags were embedded in driver’s licenses, which most people carry 
with them at all times, we could live in a society where location privacy and anonymity 
are a thing of the past. 

 Could such a scenario actually happen? Many people fi nd it hard to imagine that 
we would allow such uses of RFID to actually occur. However, this is an example of the 
types of evolving concerns that internal auditors might confront. The challenge for 
many internal auditors performing reviews in these areas is that auditee management 
and their staffs may have different expectations. There should be a high level of concern 
about some of the privacy issues discussed throughout this chapter.   

 U.S. Federal Privacy Protection Laws 

 Citizens of most developed countries enjoy rights to privacy through laws that are called 
data protection acts. In most such nations, comprehensive, or omnibus, data protection 
laws govern how personal information can be used by government agencies as well as 
commercial‐sector entities. The use of personal information is usually an opt‐in or opt‐
out personal decision under most such laws. In other words, an individual’s personal 
information cannot be used, say, for marketing unless that person gives affi rmative 
consent. 

 The United States has no such law, but there are multiple laws covering specifi c 
industry sectors, such as the Telephone Consumer Protection Act (telemarketing), the 
Fair Credit Reporting Act (credit reports and employment background checks), the 
previously referenced HIPAA (medical records privacy), and other fi nancial privacy 
rules. Gaps here leave many uses of personal information unprotected. For example, 
the junk mail one often receives when subscribing to magazines is not covered by a 
specifi c law. 

 The privacy approach taken in the United States is referred to as an opt‐out right. 
For example, a consumer’s personal information is used to send them unsolicited ads 
until and unless the consumer signs up to stop this through the direct marketing indus-
try’s Mail Preference Service (MPS). And even that does not guarantee that your mailbox 
will be junk free. The MPS is a voluntary standard. Although members of the Direct 
Marketing Association must subscribe to it as a condition of membership, not all com-
panies that market to individuals are members. Most internal auditors need only to 
witness the spam in their e‐mail inboxes to understand this point.     

 23.8 THE NIST CYBERSECURITY FRAMEWORK 

 The U.S. government’s National Institute for Standards and Technology (NIST) has been 
responsible for developing standards and guidelines in many areas over the years and, 
more recently, some IT‐related guidance material. In early 2014, NIST released its cyber-
security framework, a risk‐based compilation of guidelines designed to help enterprises 
assess their current capabilities and to draft a prioritized road map toward improved 
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cybersecurity practices. Similar to the COSO internal control framework introduced in 
Chapter   3  , this NIST document is not a standard requirement but rather a set of recom-
mended best practices to help enterprises better understand and internal auditors to 
review enterprise cybersecurity controls. 

 As an area where internal auditors can assist in their assessment activities, the 
NIST framework calls for IT and management to initially assess the quality of their 
cybersecurity practices. Once this assessment is completed, an enterprise can use 
NIST’s criteria to improve its cybersecurity posture and develop an enterprise cyber-
security target profi le. Each enterprise will have unique requirements based on its 
industry, customers, and business partners. The NIST target profi le can identify gaps 
that should be closed to enhance cybersecurity practices and provide the basis for 
a prioritized road map to help achieve improvements. Exhibit   23.6    outlines NIST’s 
recommended layers of cybersecurity maturity. The idea here is for an enterprise IT 
function to use these tiers to take a good hard look at where it stands on cybersecurity 
maturity and where the next need to go. Implementation tiers help create a context 
that enables organizations to understand how their current cybersecurity risk man-
agement capabilities stack up against the characteristics described by the framework. 
That is, if an internal audit review indicates that an enterprise is currently only at 
Tier 1, it is often most effective to take steps to move to Tier 2 rather than try to jump 
straight to Tier 4.  

 In reviewing where an enterprise’s cybersecurity maturity and capabilities fi t 
around these suggested tiers, the NIST framework adds functions: 

   1.   Policies.  Formal, up‐to‐date documented policies should exist that are read-
ily available to employees. The policies should establish a continuing cycle of 
assessing risk and implementation and use monitoring for program effective-
ness. These policies should be written to cover all major facilities and operations 
and should clearly assign IT security responsibilities, and lay the foundation 
necessary to reliably measure progress and compliance. In addition, policies 
should identify specific penalties and disciplinary actions if the policy is not 
followed. 

   2.   Procedures.  Formal, up‐to‐date, documented procedures should be in place to 
implement the security controls identifi ed by the defi ned policies. These procedures 

 EXHIBIT 23.6     NIST Tiers of Cybersecurity Maturity  

 ■     Tier 1 Partial Risk: management is ad hoc, with limited enterprise awareness of risks and no 
collaboration with others. 

 ■    Tier 2 Risk Informed Risk: management processes and program are in place but are 
not integrated enterprise‐wide; collaboration is understood but enterprise lacks formal 
capabilities. 

 ■    Tier 3 Repeatable Formal: policies for risk‐management processes and programs are in place 
enterprise‐wide, with partial external collaboration. 

 ■    Tier 4 Adaptive Risk: management processes and programs are based on lessons learned 
and embedded in culture, with proactive collaboration.  
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should outline what is to be performed, who is to perform the procedure, and 
on what the procedure is to be performed. Procedures clearly define IT security 
responsibilities and expected behaviors for IT asset owners and IT management and 
security administrators. The procedures should contain appropriate individuals to 
be contacted for further information, guidance, and compliance.

 3. Implementation. Procedures are communicated to individuals who are required 
to follow them. IT security procedures and controls are implemented in a consistent 
manner everywhere that the procedure applies and are reinforced through train-
ing. Ad hoc approaches that tend to be applied on an individual or case‐by‐case 
basis are discouraged. Policies are approved by key affected parties. Initial testing 
is performed to ensure controls are operating as intended.

 4. Test. Tests are routinely conducted to evaluate the adequacy and effectiveness of 
all implementations and to ensure that all policies, procedures, and controls are 
acting as intended and that they ensure the appropriate IT security level. Effective 
corrective actions should be taken to address identified weaknesses, including those 
identified as a result of potential or actual IT security incidents.

The frequency and rigor with which individual controls are tested depend on the 
risks that will be posed if the controls are not operating effectively.

 5. Integration. Policies, procedures, implementations, and tests should be con-
tinually reviewed with improvements made as required. Security vulnerabilities 
should be understood and managed. Threats should be continually reevaluated, 
and controls adapted to changing IT security environment. Additional or more 
cost‐effective IT security alternatives are identified as the need arises. Costs and 
benefits of IT security are measured as precisely as practicable. Status metrics for 
the IT security program are established and met.

This NIST framework has created a common language to facilitate conversation 
about cybersecurity processes, policies, and technologies, both internally and with 
external entities such as third‐party service providers and partners. NIST encourages 
organizations to share current intelligence on vulnerabilities, threat information, and 
response strategies.

Although it will require some initial education, the potential benefits of a common 
cybersecurity language and increased collaboration are strong for internal audit, IT, 
and operations management. The NIST framework casts its discussion of cyberse-
curity in the vocabulary of risk management. In that context, executive leaders and 
board members, who typically are better versed in risk management, should be able to 
more effectively articulate the importance and goals of cybersecurity. It can also help 
enterprises to better prioritize and validate investments based on risk management.

The NIST cybersecurity framework is a relatively new U.S. government set of cyber-
security guidance that balances IT security compliance with risk management stan-
dards. While the framework is voluntary, enterprises in many industries may gain 
significant benefits by adopting the guidelines at the highest possible risk tolerance 
level. Doing so should not only help improve cybersecurity programs, but also poten-
tially advance regulatory and legal standing for the future. Exhibit 23.7 illustrates 
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    EXHIBIT   23.7    NIST Implementation Steps 
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this NIST  framework implementation process. The reader can get more detailed infor-
mation on this public resource as well as other valuable material available free from 
 www.nist.gov .  

 The executive order that originally created the NIST framework stipulated that 
regulatory agencies will determine which aspects of the framework should be incorpo-
rated into existing regulatory mandates across industry sectors. In effect, the frame-
work may become the de facto standard for cybersecurity and privacy regulation and 
may impact legal defi nitions and enforcement guidelines for cybersecurity moving 
forward. As a result, enterprises that adopt the framework at the highest possible 
risk tolerance level may be better positioned to comply with future cybersecurity and 
privacy regulations. 

 At a minimum, businesses that operate in regulated industries should begin 
monitoring how regulators, examiners, and other sector‐specifi c entities are changing 
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their review processes in response to this framework. The NIST framework may also 
set cybersecurity standards for future legal rulings, and in future the courts could 
identify the NIST framework as a baseline for “reasonable” cybersecurity standards. 
Enterprises that have not adopted the NIST framework to a suffi cient degree—Tier 3 
or Tier 4, for instance—may be considered negligent and may be held liable for fi nes 
and other damages. 

 Internal auditors should have a general awareness of the NIST framework and at 
least should be in a position to ask both IT and general management about any plans 
to adopt it. Government‐issued guidance rules have a tendency to become mandatory 
as time passes and they become more recognized.   

 23.9 AUDITING IT SECURITY AND PRIVACY 

 In addition to handling audits of IT general controls, as discussed in Chapter 19, and 
internal audits of IT application controls, the topic of Chapter 22, internal audit also 
should consider performing reviews of IT cybersecurity controls as well as assessments 
of compliance with established enterprise privacy procedures. If an overall internal 
audit function has personnel with such technical skills, it can assist in planning and 
performing a cybersecurity technical audit. However, this overall area of enterprise 
cybersecurity can be very complex and technical, and we would not at all recommend 
that a typical internal auditor, with limited specialized technical training, initiate a 
detailed technical review of cybersecurity in the auditor’s enterprise. Many cybersecu-
rity issues are beyond the CBOK knowledge expectations for internal auditors. 

 While many individual auditors and internal audit functions may not have the 
resources to perform a credible “deep dive” technical review in cybersecurity areas, 
many of the areas discussed in this chapter cover security and internal control issues 
that an internal auditor with only general knowledge of the area and a good under-
standing of the associated IT risks can perform an effective cybersecurity audit that will 
protect an enterprise from many risks and exposures. 

 The use and implementation of IT fi rewalls, as previously discussed, is a good exam-
ple of an effective internal audit review area. We have discussed, for example, the types 
or confi gurations of IT fi rewalls that can be implemented. In many instances, however, 
internal auditors do not need to know, for example, the technical attributes of a proxy 
fi rewall. Rather, effective internal auditors should ask some general but very control‐
specifi c questions that will enable them to obtain an understanding of cybersecurity 
internal controls in this area. 

 For example, let us assume that an internal auditor is reviewing cybersecurity con-
trols covering a local wireless network system at a small enterprise operating division. 
The internal auditor might ask some questions along the lines of: 

   1.  Can you give me a diagram of your IT systems confi guration here showing all inter-
nal and external cable and wireless router connections within the network? 

   2.  Have you installed fi rewalls throughout the network to protect all and various 
classes of access points? 
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 3. Is there any way that devices on the network can communicate with other facilities, 
such as a dial‐up line through a modem that can bypass the firewall barriers?

 4. What types of actions or transactions does the firewall screen for?
 5. Are firewall parameters regularly updated? When was the last time?
 6. What types of improper access attempts are monitored through the various levels 

of firewalls?
 7. What types of corrective action procedures are in place for attempted firewall 

violations?
 8. Can I review some recent firewall violation documentation?

None of these questions really requires an internal auditor to have a super‐strong 
level of technical knowledge. Rather, the internal auditor is recognizing here that fire-
walls are an effective security control and is asking, in a general manner, how they 
have been installed for the enterprise’s wireless configuration. Of course, an internal 
auditor always faces the risk of receiving a techno‐babble answer from an IT person 
who either really wants to impress the auditor or resents the internal audit process. In 
that case, the best solution is to write down the response and follow up later with some 
other enterprise technical resource personnel. However, the general responses to these 
questions might indicate some control strengths and weaknesses in the area reviewed.

A good internal audit first step in any cybersecurity review is to understand the IT 
network to be reviewed. Over time, IT networks grow, and even members of manage-
ment can lose track of the many interconnections that can be attached to a network. 
There are a variety of commercial software and even freeware Internet tools avail-
able to look at an overall network and identify all of its devices and network connec-
tions. Internal audit should work with IT management to run such an analysis tool 
over their IT network and ask appropriate question to gain an understanding of this 
environment.

Many cybersecurity internal control issues are more related to good internal control 
issues rather than just heavy technical natters. The 2013 Target data breach, discussed 
earlier in this chapter, was primarily caused by poor management procedures covering 
third‐party vendors who were allowed access but not adequately vetted or reviewed. 
Internal audit should plan and schedule reviews of their enterprise’s cybersecurity pro-
cedures. If an internal audit function lacks necessary technical skills in a complex tech-
nical environment, consideration should be given to contracting with outside technical 
consulting help.

Exhibit 23.8 contains some cybersecurity internal control audit procedures, cov-
ering the areas discussed in this chapter. These procedures may not provide complete 
coverage of all of the cybersecurity issues facing an enterprise and do not cover some 
of the evolving privacy issues; as such, internal auditors should develop a high‐level 
understanding of the risks and controls in this important area. As we more and more 
become a highly networked and interconnected world, enterprises need to build and 
establish strong and effective controls. An internal auditor may not be an all‐knowing 
technical guru here, but an internal auditor’s general understanding of risks and 
control issues in these areas will help make him or her a more effective aid to enterprise 
management.
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 EXHIBIT 23.8     Cybersecurity Internal Controls Audit Procedures  

   1.  Document and understand the IT network. 
  a.  Use software tools available through IT departmental resources to document and describe 

the key enterprise network. If no such tools are in place, use one of the several freeware 
tools available. 

  b.  Through inquiry and discussion, determine that there are no other rogue networks, 
perhaps at a foreign facility but loosely connected to the main corporate network or 
through a telephone modem.   

  2.  Network con� guration security controls. 
  a.  Review network con� guration diagrams to determine that connections to other networks 

and computer systems are minimized. 
  b.  Determine that connections to the Internet are limited and only used when necessary. 
  c.  Assess the extent of wireless networks and determine they are appropriately secured. 
  d.  Review the extent of dial‐up connections in place and determine they are secured and 

their usage monitored.   
  3.  Network system access controls. 

  a.  Assess the adequacy of physical security controls surrounding prime or main data 
centers. 

  b.  Review any remote facilities, such as research lab sites, and determine they are following 
approved central IT processes. 

  c.  Review con� guration to determine that there are no unattended, unsecure workstations 
attached to the network. 

  d.  Assess whether suitable physical protections–including hardware, telecommunications 
equipment, cables, and wiring–are in place for all data centers. 

  e.  Review the adequacy of backup provisions for electrical power, communication, and storage.   
  4.  Understand who has access to the network. 

  a.  Through a discussion with IT security administration, determine that adequate procedures 
are in place to limit network access to only authorized employees. 

  b.  Review any procedures in place to grant network access to outside third parties, such as 
vendors, and determine that appropriate vetting procedures are in place to determine that 
these outsiders have an adequate understanding of enterprise network security procedures. 

  c.  On a test basis, select a sample of direct employees and any outside parties granted access 
to the network to determine that they are still active participants and appear appropriate.   

  5.  Review the extent and currency of written cyber‐security procedures covering: 
  a.  Personnel screening for new hires; 
  b.  Information protection and key document controls; 
  c.  Password and system access procedures; 
  d.  Utilizations of facilities for business use and restrictions on personal use of system 

resources; and 
  e.  Disposal of sensitive information.   

  6.  Security prevention countermeasure controls. 
  a.  Review overall password policies to determine that there are procedures in place to monitor 

password violations, to require regular password changes, and to monitor violations. 
  b.  Determine an effective password reset policy is in place where appropriate measures are 

taken to indentify the true owner before granting new passwords. 
  c.  Review the location and purpose of all installed � rewalls and assess their appropriateness. 
  d.  Determine that � rewall activity is audited and that corrective actions are taken when 

required. 
  e.  Review the adequacy of protection procedures in place to prevent snif� ng and spoo� ng. 
  f.  Assess policies in place for using encryption and assess whether encryptions procedures 

are adequate.    
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  7.  Security incident monitoring and investigation techniques. 
  a.  Determine there are formal incident reporting and investigation procedures in place. 
  b.  Determine that appropriate investigation and action plans are implemented in the event of 

security breaches. 
  c.  On a test basis, review actions taken on any reported suspicious events to determine that 

applicable corrective actions were taken. 
  d.  Review the skills, training, and documented actions of the established incident response 

team to assess effectiveness. 
  e.  Determine there has been adequate coordination with law enforcement agencies to, at a 

minimum, support cyber‐security issues.   
  8.  Cyber‐security training. 

  a.  Determine that all affected staff members are trained in cyber‐security risks and issues, as 
appropriate. 

  b.  Look for a program of enterprise‐wide security training to raise awareness and highlight 
potential risks.   

 23.10 PCI DSS FUNDAMENTALS 

 PCI DSS is a cybersecurity standard that was launched 2007 by the Payment Card 
Industry Security Standards Council, a worldwide industry group led by American 
Express, Discover, MasterCard, Visa, and others. The PCI DSS data security standard 
must be used by anyone wanting to accept credit cards as a form of payment. Such credit 
cards are so pervasive in enterprise commerce worldwide, and the failure to comply 
with the standard can result in a variety of fi nes and potentially the loss of the right 
of an enterprise to accept credit cards at all. This section provides an overview of this 
important cybersecurity standard. 

 PCI DSS has been established to comply with the massive number of local and 
national credit card payment rules and also to follow the guidelines of the major credit 
card companies. The standard contains confi guration and audit guidelines, and these 
standards cover any IT device that accepts credit cards as payment. The phrase “any IT 
device” is quite broad, because beyond the more standard computer systems, it applies 
to the point of sale devices found in retail stores, any site accepting e‐mail payments, 
residential parking meters, and a wide range of others. 

 Exhibit   23.9    shows the 12 basic requirements for a PCI DSS implementation. While 
very high level and oriented to the credit card industry, many of these apply to good general 
network security and include many of the areas discussed in this chapter, such as install-
ing effective fi rewalls, the use of antivirus software, and the importance of security policies.  

 Effective use of these requirements means going a little further in understanding 
cybersecurity control needs. For example, Requirement 11 in Exhibit   23.9   is the need 
to regularly test security systems and processes. This might require an enterprise to: 

 ■    Test security controls annually 
 ■    Run internal and external data scans quarterly 
 ■    Perform annual penetration tests on systems and applications 
 ■    Use tools for network and host intrusion detection 
 ■    Implement fi le integrity monitoring procedures   



580 ◾ Cybersecurity, Hacking Risks, and Privacy Controls

c23 580 17 November 2015 7:47 PM

 Many enterprises worldwide are involved with credit card transactions and working 
to achieve PCI DSS compliance. It is a hybrid mix of a standard, such as the Institute of 
Internal Auditors international standards discussed in Chapter   9  , and a governmental 
regulation, where the rule of law requires compliance. It is also a good example of the 
growing importance of cybersecurity issues. 

 Internal auditors whose enterprises use credit card payment transactions may be 
involved with compliance efforts here, but if not, they should make appropriate com-
munications within their organizations. Audit procedures should be adjusted to assure 
PCI DSS compliance.   

 23.11 SECURITY AND PRIVACY IN THE INTERNAL AUDIT 
DEPARTMENT 

 As we alluded to previously in our “the shoemaker’s children have no shoes” saying, 
internal auditors as an operating function in the enterprise and as individual internal 
auditors need to establish their own security and privacy procedures and best practices. 
Internal auditors regularly visit a site and capture information and data, either in a 
hard‐ or soft‐copy format, covering their review activities as well as supporting infor-
mation from the site audited. Depending on the nature of a review, that captured audit 
evidence material must be maintained in a secure and confi dential manner. 

 EXHIBIT 23.9     PCI DSS Goals and Requirements  

Goals PCI DSS Requirements

Build and maintain a 
secure network

  1.   Install and maintain a � rewall con� guration to protect 
cardholder data

  2.   Do not use vendor‐supplied defaults for system passwords 
and other security parameters

Protect cardholder data

  3.   Protect stored data and do not store card and transaction 
data unnecessarily

  4.   Encrypt transmission of cardholder data and sensitive 
information across public networks

Maintain a vulnerability 
management program

  5.   Use and regularly update antivirus software

  6.   Develop and maintain secure systems and applications

Implement strong access 
control measures

  7.   Restrict access to data by business need‐to‐know

  8.   Assign a unique ID to each person with computer access

Regularly monitor and test 
networks

  9.   Restrict physical access to cardholder data

10.  Track and monitor all access to network resources and 
cardholder data

11.  Regularly test security systems and processes

Maintain an information 
security policy

12.  Establish and maintain high-level security principles and 
procedures
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Most if not all internal audit functions today have moved from the old days of  pencil‐
and‐paper‐based workpaper records and voluminous manual supporting records to 
today’s world of laptop and tablet computers and the use of extensive automated pro-
cesses. In those past years, internal auditors kept their work in thick workpaper binders, 
and after an individual audit was completed, the approved workpapers were filed in an 
often fairly secure audit department library. There was always a risk that a workpaper 
binder could become lost, but in today’s era of electronic record-keeping on tablets and 
laptops, there may be greater internal audit privacy and security risks.

Internal auditors carry their laptop or tablet IT systems, work on them while on 
flights to audit assignments, and bring them to auditee locations. While an auditor’s 
laptop system may carry critical files and information at any one time, the machine 
also has intrinsic value. Carried about through airport lounges or tossed into the back-
seat of rental cars, these machines are subject to loss or theft. While there is some cost 
associated with the laptop itself, the major cost of any system loss is the internal audit 
data contained in the system’s files. Some important techniques for protecting auditor 
laptops include:

 ■ Establish personal responsibility for auditor laptops. Through training, 
audit department standards, and just good guidance, all internal auditors who 
have been assigned a tablet or laptop system should be reminded that they have a 
strong responsibility for the security of their system. This can include such simple 
guidance as to keep it in the trunk of their automobile rather than the backseat, to 
not leave it sitting unattended, and to not allow family members to use it to prevent 
files being erased or corrupted.

 ■ Initiate periodic file backup procedures. Whether using a backup site at the 
headquarters internal audit office or a special USB drive, auditor laptop computers 
should be regularly backed up. Storage devices have become very cheap and soft-
ware tools for backups are readily available today. Procedures should be established 
for internal auditors to perform a 100% daily backup of their systems. There is no 
need to keep multiple versions, but the current backup copy can replace the current 
day’s version.

 ■ Use physical locks and security mechanisms. There are numerous small 
devices that are similar to a cable bicycle lock where the laptop can be connected 
to the desk or some other difficult‐to‐move object. As these are relatively inexpen-
sive devices, an internal audit function should adopt them for internal auditor use. 
Tablet systems or smartphones used in audit work should always be secured as well.

 ■ Use antivirus systems and other tools. This chapter earlier discussed computer 
malware and the need for antivirus protection. The same types of software tools 
should be installed in all internal auditor laptops as well.

An internal auditor’s laptop computer is often a repository for auditor narratives, 
copies of documents, and other key items of audit evidence. Good security procedures 
should be established to protect these important internal audit resources. Even when 
an internal audit function does not use laptops and relies on desktop machines, similar 
security practices should be installed.
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Workpaper Security

Workpapers are the key documents that carry evidence and the results of the inter-
nal audit assignment work. Chapter 17 talks about good workpaper documentation 
procedures, and audit department security over those workpapers is very important. 
Sarbanes‐Oxley Act rules discussed in Chapter 5 require that, as audit evidence, work-
paper files should be retained for a seven‐year period. Also, in a litigation situation, 
internal audit workpapers can become legal evidence in civil or even criminal court 
proceedings.

In today’s environment, workpaper internal audit documentation can be a com-
bination of soft‐copy automated files and hard‐copy documents. Internal audit needs 
strong procedures to catalog, store, and secure its internal audit workpapers. Just as a 
catalog number identifies where a library book is stacked on the library’s shelves for ease 
of retrieval, an internal audit function should develop some kind of numbering scheme 
for cataloging its workpapers. There is not one best approach here, but the chief audit 
executive in launching such a program should realize that seven years is a long time 
and there can be many changes in the enterprise and its operating units.

Audit workpapers should be organized in such a manner that a workpaper binder 
can be checked out for use. This use should be limited to other members of the internal 
audit staff as well as external auditors on request. Tracking records should be main-
tained to identify the location of any checked‐out workpapers at any time.

Workpaper security is always a concern, and whether in hard‐ or soft‐copy 
format, procedures should be installed to back up and protect workpaper files. For 
hard‐copy documents, they should be kept in a secure, locked facility with access 
limited. Because seven years’ accumulation can create quite a volume of materials, 
arrangements should be made to secure older workpapers with one of the secure docu-
ment repository services that are common in today’s business environments. Soft‐copy 
workpaper materials should be backed up as well. There can be a particular concern 
here, however, as such things as file formats can change. As this book goes to press in 
2015, consider the IT formats that were standard formats perhaps five years earlier. 
Those were days of floppy disk files and earlier versions of word‐processing software, 
and a backup storage of those older devices would present problems today if needed. 
We cannot predict the future, but if technology changes appear to be making old 
soft‐copy versions hard to use, arrangements should be made to convert them before 
it becomes too late.

Exhibit 23.10 contains some internal audit workpaper security best practices. As 
important documentation describing internal audit activities, their security is impor-
tant. While it is always necessary to allow other members of the audit team to review 
old workpapers for following procedures and the like, extreme attention should be given 
to preventing any alteration of these workpapers once the audit assignment has been 
completed and the documentation approved. There is always the danger of a rogue 
member of the internal audit team making after‐the‐fact changes to the evidence gath-
ered through audit workpapers, for any of several reasons, often those of self‐protection. 
This can be prevented through read‐only controls installed on soft‐copy versions, but is 
difficult to control with hard‐copy versions.
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 EXHIBIT 23.10     Internal Audit Workpaper Security Best Practices  

 ■     Establish general internal audit department workpaper standards de� ning best practices 
for such areas as capturing audit evidence, recording volume bulk evidence materials, and 
others. 

 ■    Develop general procedures for preparing workpapers in either hard‐copy paper–based 
formats as well as of� ce systems–based soft copies and establish guidelines for when either 
should be used. 

 ■    Establish a general indexing or numbering system for all workpapers that identi� es the unit, 
type of audit, and year of audit as well as general workpaper cross‐referencing guidance. 

 ■    For tablet, laptop, or desktop computer based soft‐copy workpapers: 
 ■    Develop consistent � le and � le folder naming conventions that identify originators and 

dates of last changes. 
 ■    Establish information access and data update security controls. 
 ■    Back up � les to a secure server or other facility at least daily. 
 ■    Establish workpaper update procedures such that when a printed version of a 

workpaper is updated, the automated version is subsequently updated as well. 
 ■    Copy workpapers of completed audits to a secure repository such that the data can be 

later accessed, given the seven-year minimum retention requirements.   
 ■    For hard‐copy, paper–based workpapers: 

 ■    Establish consistent content naming conventions with descriptive names, dates, and 
auditor initials included on all workpaper sheets. 

 ■    Establish security rules for paper‐based workpapers during the audit process to 
prevent unauthorized persons from accessing workpaper � les left on auditor desks, etc. 

 ■    Develop consistent procedures for transporting and shipping workpaper � les. 
 ■    Because subsequent content alterations are sometimes dif� cult to trace, establish 

strong audit staff standards and guidelines on the improper alteration of workpapers. 
 ■    Place all current workpapers in a secure facility with strong check‐in and check‐out rules. 
 ■    Make arrangement for all older workpapers to be retained in a bulk storage repository.   

 ■    Build a comprehensive database to link all workpapers to the audit, completed report, and 
signi� cant � ndings. 

 ■    Whether hard or soft copy, establish consistent workpaper review practices to identify the 
timing of supervisory reviews and nature of any changes. 

 ■    On a limited and test basis, perform quality reviews of older audit workpaper � les to 
determine their ongoing accessibility. 

 ■    On a ten-year periodic basis, review a sample of old workpaper � les to determine they are 
still compatible with the software versions used.  If problems, take steps to revise and correct 
old versions.  

 Internal Audit Reports and Privacy 

 Internal audit reports, as described in Chapter   18  , are documents that describe internal 
audit’s activities for a planned audit project, the procedures performed, fi ndings and 
recommendations, and auditee management’s responses to those fi ndings along with 
its recommendations for corrective action. By their nature, audit reports are not docu-
ments for mass distribution. They should only be shared with auditee management, 
enterprise senior management, external audit, and the audit committee. Disclaimers 
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should be added to report documents stating that they are not to be copied or shared, 
and the chief audit executive (CAE) and members of the audit team should regularly 
emphasize the confi dentiality needs for these documents. 

 Our comments here on workpapers have emphasized related security issues. Pub-
lished audit reports raise a privacy issue as well. Comments in the fi ndings section of 
an audit report can very much damage the professional credibility of portions of the 
enterprise and members of management. Care should be given to securing and protect-
ing audit reports from access to unauthorized persons. 

 Our comments on internal audit security and privacy procedures represent some 
best practices that should be considered by internal audit functions, no matter their size, 
industry, or geographic location. However, while it is one matter for the CAE to agree 
and install such procedures, all members of internal audit should be aware of these 
practices on an ongoing basis. 

 Internal audit should establish departmental standards for workpaper security and 
privacy. Arrangements for a formal library repository should be established within the 
enterprise. This would typically be located near the CAE and enterprise headquarters; how-
ever, for a large, multiunit enterprise and large internal audit function, off‐site or multiple 
workpaper library repositories could be established. The locations should be secure, with 
overall administrative control assigned to an administrative staff  member. With ongoing 
seven‐year retention requirements, the hard‐ and soft‐copy workpaper repositories and 
libraries should be organized such that later retrieval will be comparatively easy. 

 Audit department security and privacy standards should be included in audit 
department standards and training. In particular, as discussed, every member of the 
internal audit team should be asked to recognize the privacy and protection needs of 
their assigned audit computers. Although internal auditors make security and privacy 
related recommendations in many audit areas, they also should always remember that 
these rules are extremely important for internal audit itself.   

 23.12 INTERNAL AUDIT’S PRIVACY AND CYBERSECURITY ROLES 

 Internal auditors should be aware of the growing and evolving cybersecurity and pri-
vacy issues both in their enterprises and worldwide. As discussed, many of the issues 
here can become quite technical, but all internal auditors should acquire at least a CBOK 
general understanding of many of the areas discussed in this chapter. For example, 
most if not all laptop computer users today are at least aware of the risks of computer 
viruses or other malware. An internal auditor should go a step further and understand 
the kinds of controls that can be applied to eliminate such risks and then take actions 
to prevent them. 

 The cybersecurity and privacy risks and issues discussed in this chapter are con-
stantly changing and evolving. Software vendors, for example, will develop a new pro-
tection technique for some type of malware virus, only to have someone beat or get 
around the protection almost as soon as it is released. Most internal auditors will not 
become experts on many of these often highly technical issues, but all internal auditors 
should have a CBOK understanding of cybersecurity and related   IT privacy   risks.   
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  24             
 Business Continuity and Disaster 

Recovery Planning                              

                                                       CHAPTER TWENTY-FOUR 

    V IRTUALLY NO ENTERPRISE TODAY WOULD be able to function without 
its IT systems, Internet connections, supporting communication networks, data 
repositories, and overall IT infrastructure. However, those same IT systems could 

be subject to any of a wide range of failures, and the enterprise needs the facilities and 
resources in place to recover and restore IT operations in a prompt and orderly manner. 
In the early days, the IT systems data protection process was called disaster recovery 
planning with an emphasis then on the recovery of mainframe IT systems, applications, 
and data fi les. 

 With a focus on IT fi les and programs, enterprises have regularly established what 
have been called disaster recovery procedures for keeping backup versions of older fi les 
in secure locations along with processes for restoring those backup data fi les if some 
sort of disaster limited access to current versions. While earlier backup processes were 
often based on fairly simple systems confi gurations, today’s large-scale integrated and 
Internet‐based systems have made backup and recovery much more complex. In the 
years up to the beginning of this century, internal audit often reviewed these procedures 
and found them to be weak. Processes for strong business continuity planning were 
often very limited and lacked adequate testing. However, despite frequent comments in 
many internal audit reports over the years, the issue often did not receive much high‐
level management and audit committee attention. 

 The terrorist attacks of September 11, 2001, changed everything. In addition to the 
massive loss of life and property, telephone lines were clogged, bridges and tunnels to 
get out of Manhattan were closed, and airlines across North America were shut down. 
The attacks of 9/11 triggered the activation of a series of enterprise   IT disaster recovery 
plans  . The World Trade Center was populated with a large number of IT systems–based 
fi nancial institutions, most with what were thought to be adequate IT disaster recovery 
plans in place, but many of those plans were later found to be wanting. 

Brink’s Modern Internal Auditing: A Common 
Body of Knowledge, Eighth Edition 
By Robert R. Moller 
Copyright © 2016 by John Wiley & Sons, Inc. 
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 This chapter introduces some best practices for effective IT business continuity and 
disaster recovery planning for internal auditors to use when reviewing internal controls 
in this enterprise‐critical area. In past years, internal audit often was one of the few 
voices in an enterprise raising IT disaster recovery concerns, and this internal audit 
role continues to be an important internal control concern today. In addition, many 
U.S. federal regulations now contain requirements for effective IT business continuity 
programs, and management at all levels generally recognizes the need for effective IT 
continuity and recovery provisions. Along with other groups such as legal and IT secu-
rity, internal auditors continue to have a key role in reviewing, testing, and evaluating 
their enterprise’s business continuity planning processes. 

 This chapter briefl y introduces some of today’s technical tools that improve busi-
ness continuity procedures. While not engaging in a deep technical discussion, we will 
review some tools in place today, areas where an internal auditor should at least have 
a good general understanding. For example, the chapter will introduce   data mirroring
techniques—a process where all duplicates of IT application transactions are simulta-
neously processed on the main system while also being routed to another backup site. 
Internal auditors often do not need to understand the technical confi gurations of such 
a process, but should have enough knowledge to ask some high‐level questions about 
whether it has been considered. While all internal auditors should only have a general 
knowledge of IT continuity management standards, they should have the skills to assess 
and recommend effective general IT continuity procedures, an important internal audit 
CBOK knowledge requirement.   

 24.1 IT DISASTER AND BUSINESS CONTINUITY 
PLANNING TODAY 

 Internal audit reports over the years have discussed the risks of an enterprise losing a 
substantial element of its IT resources due to some disaster event. Many of these internal 
audit concerns go back to the early days when most IT resources were based in central-
ized data centers, but raising internal audit concerns then was often a hard sell. This 
author recalls leading an internal audit of disaster recovery planning a review for a then 
major U.S. corporation in the early 1990s. One of its major data centers was located 
close to a major high‐traffi c airport, with the potential risk of an airline accident inci-
dent nearby, and yet there was no effective recovery plan in place. When internal audit 
concerns about the lack of an effective IT recovery plan were fi rst raised, the chief infor-
mation offi cer shrugged it off, saying such a disaster could “never happen.” In the end, 
this author as an internal audit director had to raise these concerns in a meeting with 
the audit committee to get the corporation to launch such a disaster planning effort. 

 Throughout the 1980s and early 1990s, a common IT disaster recovery solution was 
to make arrangements with a remote disaster recovery data processing facility to handle 
any emergency processing. Key backup fi les and programs were stored at off‐site loca-
tions, with plans calling for the IT staff to shift to that alternate facility in the event of a 
disaster event. Professionals thought of IT disasters just in terms of fi res, fl oods, or other 
bad weather situations. In those earlier, primarily mainframe systems days, enterprises 
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sometimes even took what today sounds like rather bizarre actions for developing their 
IT disaster recovery plans. These included signing “reciprocal agreements” with nearby 
locations having similar IT resources so that each could move to the other location for 
processing in the event of an emergency at one. Reciprocal agreements between two 
CIOs then sounded good in theory, but they have never really worked beyond low‐level, 
almost humanitarian help. That nearby reciprocal agreement site might be out of ser-
vice for the same weather‐related disaster, and probably would not be interested in 
someone else running their systems in off‐shift periods. As a final impediment, corpo-
rate legal counsel would have a dozen reasons to say no to such a reciprocal agreement.

Others established raised‐floor vacant space at one of their facilities and secured an 
agreement with their IT system hardware and network providers to quickly move in a 
replacement system in the event of an emergency. Computer hardware vendors will still 
agree to replace equipment in an emergency. In fact, this is easier today, as computer 
hardware is usually off‐the‐shelf rather than being mostly custom manufactured as 
was common in the past.

Those disaster recovery plans of the 1980s and early 1990s often were not sound, 
but a series of specialized disaster recovery vendors soon appeared with fully equipped 
computer systems sites operating at idle or what are called hot sites to serve as emer-
gency backup facilities. In those days of centralized IT facilities, enterprises contracted 
to use those sites as their disaster recovery facility, ran periodic tests, and kept key 
backup files there. Even though technology changes have caused some challenges to 
these disaster recovery operations, these specialized hot site backup vendors still provide 
the primary IT backup solution for many enterprises in the twenty‐first century.

With our era today of client‐server and software as a service Web‐based applica-
tions, an enterprise today faces a new set of risks around its IT assets. For most enter-
prises, there is no longer one or several major or central computer facilities for handling 
major IT applications but rather a wide range of desktop devices, servers, and other 
computer systems connected through often very complex communications and storage 
management networks, and linked to the Internet. Enterprises do not have all of their 
IT resources tied around one or several central data centers, and management is more 
interested in keeping its IT up and running than worrying about the risk of losing a 
central computer system’s facility. The concept of IT disaster recovery planning, going 
back to the 1970s, was based on having processes in place to resume operations if 
some single disaster made the computer center inoperable. That is just not true today, 
but an enterprise needs to establish business continuity processes when faced with 
unexpected events.

The language and strategic approaches to IT business continuity and disaster recov-
ery planning have changed today. While we certainly cannot deny that the events of 
9/11 represented a major disaster, professionals today more typically think in terms of 
the importance of a business continuity plan, the procedures and processes necessary to 
restore overall business operations. The user of an online order processing system cares 
less about whether the server is operating than if a customer order, submitted through 
an Internet site, can be processed properly and efficiently. The application should be 
restored and operating as quickly and efficiently as possible, but the key objective is to 
support and restore the business processes.
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 In addition to concerns about restoring operations in the case of some disaster or 
business continuity event, enterprises today are typically more concerned about the 
continued availability of their IT resources, recognizing that any form of IT systems 
downtime can be very costly to an enterprise. The Web is fi lled with estimates of the 
business cost of IT downtime to an enterprise. For example, CA Technologies, in a study 
published by the  InformationWeek  newsletter in 2011,  1   surveyed some 200 companies 
across North America and Europe to calculate the losses incurred from an IT outage. 
What it found was more than $26.5 billion in revenue is lost each year from IT down-
time, which translates to roughly $150,000 annually for each business. 

 The data from InformationWeek is just one recent estimate, and a Google search 
will yield many similar estimates. Improper or poorly planned   business continuity 
plans   can be very expensive for enterprises, and internal auditors should understand, 
review, and test these programs for compliance when performing specifi c applica-
tion, general IT, or other internal control reviews. A systems failure will interrupt 
normal business processing, but a disaster that causes the loss of key records can be 
even more severe. The message here is that high systems availability and business 
continuity are very important to an enterprise, and internal auditors should have a 
CBOK understanding to continually look for areas where they can suggest business 
continuity planning and IT availability improvements. The following sections outline 
suggested internal audit activities and procedures in this very key area called busi-
ness continuity planning (BCP), a more descriptive and important process than what 
was known as the older, more traditional concept of what we once called IT disaster 
recovery planning.  

 24.2 AUDITING BUSINESS CONTINUITY PLANNING 
PROCESSES 

 Internal auditors should always look for the existence of current and tested BCP, whether 
they are performing a review of general controls over an offi ce server system, of a major 
IT operation, or of a desktop spreadsheet application used for offi ce records. With the 
strong IT management awareness to have some levels of processes in place, internal 
auditors generally will not be breaking new ground when they look for the existence of 
BCP procedures. However, they may often fi nd them out of date, not tested, or too often 
just ineffective. 

 The following sections describe procedures for internal audit BCP reviews from 
the perspectives of a centralized IT operation serving multiple units in an enterprise, 
a single but smaller server lever system serving a business unit, and BCP procedures 
for smaller, individual systems, such as a fi nancial analysis system on a key manager’s 
laptop system. The objective of each of these environments is to assure that business 
continuity processes are in place. Although there is room for that type of assistance, the 
internal auditor’s role in each of these descriptions should be to assess the adequacy of 
BCP procedures and to make effective recommendations. 

 No matter the size of the IT environment and the business areas covered, an inter-
nal auditor should develop a good understanding of the relative risks associated with 
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a loss or unexpected interruption in IT services, the technologies used and employed, 
and the technical and business nature of the environment. While there is really no 
one‐size‐fits‐all here, an internal auditor needs to understand the BCP environment 
and the nature of ongoing testing and evaluations in order to make appropriate internal 
audit recommendations.

Internal Auditor Centralized Server Center BCP Reviews

A BCP is an outline of the steps necessary to help an enterprise recover from major 
service disruptions, whether from a fire or serious weather emergency, a computer 
equipment or network equipment failure, or any other form of major disruption. The 
goal of a BCP is to help an enterprise reduce the impact of a disaster outage or extended 
service interruption to an acceptable level and to bring business operations back online. 
As discussed, a BCP represents a change in emphasis from what IT professionals once 
called a disaster recovery plan. The prime emphasis of those older plans was to get IT 
systems and data processing operations working while the BCP emphasizes needs for 
continuous operation of the business unit.

As discussed, while many IT operations functions have had disaster recovery 
plans in place for some time, those approaches were often not very effective in actually 
getting key business processes operating again. Just as there are key separate steps 
necessary for planning and for conducting an internal audit, there are some key steps 
necessary for building an effective BCP. Several professional enterprises, such as the 
U.S.‐based Disaster Recovery Institute and its London‐ based counterpart, have adopted 
a frequently published and well‐recognized set of 10 BCP‐recommended professional 
practices, as outlined in Exhibit 24.1. These have become the universally accepted 
standards in the industry for the key steps or components in a BCP, and the following 
sections discuss some of these steps in greater detail. An effective BCP is critical for an 
enterprise, and management is responsible for the survivability and sustainability of 
total operations to serve customers and service recipients. Many companies and most 
government enterprises are required by law to develop these business continuity plans. 
In other instances, legislation effectively requires a BCP. The Sarbanes‐Oxley Act (SOx), 
for example, requires registered enterprises to be able to report their financial results in 
a timely manner. A systems failure is not an excuse, and an effective BCP will help to 
support the enterprise here.

BCP Audit Procedures, Project Management, Risk Analysis,  
and Impact Analysis

We have combined the first three elements of Exhibit 24.1 into one internal audit step. 
When reviewing the BCP in place for an IT unit, internal auditors will normally not 
be involved in the very important project management processes to build such a plan. 
Unless internal audit is involved in a BCP build preimplementation process, similar to 
the approaches used for auditing software management and application internal controls 
highlighted in Chapter 22, internal audit will generally not be involved in the project 
management processes for building the BCP materials but will only review the completed 
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BCP documentation. An enterprise IT function, often in cooperation with key application 
owners, will usually be involved with launching a project for developing a BCP. 

 When reviewing IT BCP internal controls, particularly a newly launched one, the 
internal auditor should ask to see the project plans that were created to build the mul-
tiple application BCPs covering major applications. More important, an internal audi-
tor should look for evidence of a risk assessment to determine why certain applications 
require full recovery treatment in the BCP. 

 EXHIBIT 24.1     Key Steps to Building a BCP  

The following recommended professional practices or steps were initially developed by 
the Disaster Recovery Institute:

    1.   Project Initiation and Management.  BCP processes should be managed through formal 
project management processes and within agreed time and budget limits. 

   2.   Risk Evaluation and Control.  A formal BCP risk evaluation process should be used to 
determine the events that can adversely affect the organization and its facilities with 
disruption as well as disaster, the damage such events can cause, and the controls needed 
to prevent or minimize the effects of potential loss. This should include a cost‐bene� t 
analysis to justify investments in controls to mitigate these risks. 

   3.   Business Impact Analysis.  Managers should understand the overall impacts resulting from 
disruptions and disaster events that can affect the organization as well as techniques that 
can be used to quantify and qualify them. This requires establishing critical functions, their 
recovery priorities, and interdependencies such that a recovery time objective can be set. 

   4.   Developing Business Continuity Strategies . One single BCP is not applicable for all 
circumstances, and management should develop an appropriate strategy to determine and 
guide the selection of alternative business recovery operating strategies for the recovery 
of business and information resources within the recovery time objective, while maintaining 
the organization’s critical functions. 

   5.   Emergency Response and Operations.  Emergency procedures should be in place to 
respond to and stabilize the situation following an incident or event, including establishing 
and managing an Emergency Operations Center to be used as a command center during 
the emergency. 

   6.   Developing and Implementing Business Continuity Plans . The BCP should be developed, 
documented, and implemented using a formal, best practices–based process that provides 
recovery within established recovery time objectives. 

   7.   Awareness and Training Programs . Processes should be implemented to train and 
educate all key members of the organization on the activation and use of appropriate BCP 
procedures. 

   8.   Maintaining and Exercising Business Continuity Plans.  The BCP and its key elements 
should be kept up to date with periodic testing of critical plan elements. Processes should 
be implemented to maintain and update the BCP in accordance with the organization’s 
strategic direction. 

   9.   Public Relations and Crisis Coordination.  Processes should be in place to communicate 
all events surrounding a contingency event and to communicate with and, as appropriate, 
provide trauma counseling for employees and their families, key customers, critical 
suppliers, owners/stockholders, and corporate management during crisis. All stakeholders 
should be kept informed on an as‐needed basis. 

   10.   Coordination with Public Authorities.  Processes should be in place for coordinating 
continuity and restoration activities with local authorities while ensuring compliance with 
applicable statutes or regulations.  
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To clarify things, the entire configuration of hardware and software should be set up 
for full recovery in a BCP program. Once restored, all of the IT hardware and software 
should operate again. However, it may not be necessary to restore all application trans-
actions or processes for some lower‐risk applications. Business continuity procedures 
refer to procedures that capture any active transactions that were in process during a 
system outage. In an airline reservations system, for example, BCP procedures should be 
designed to capture all transactions in process throughout the processing cycle. Stream-
ing technologies that allow this are discussed later in this chapter. However, other files 
and processes may be fairly static and may not require immediate BCP restoration. 
An account validation file that contains valid general ledger (G/L) codes would be an 
example here. Such account values are generally only updated periodically, and if a 
system failed at 3 a.m. on Tuesday, it would generally be sufficient to restore the G/L 
code file from a past update.

Exhibit 24.2 contains BCP internal audit procedures for an internal audit review 
of a major or centralized data center review. While there are few common hardware 
and software configurations today, an internal auditor should look for evidence that IT 
management has considered business continuity risks on an application‐by‐applica-
tion basis for major applications and built a series of BCPs that cover those key applica-
tions. A major subset of a centralized facility is an emergency response plan. These are 
processes in a fire drill–like mode that allow the IT facility to react in the event of an 
unexpected emergency. Emergency response plans do not promote business continuity. 
They are last‐ditch efforts to abandon ship in the event of an emergency. Backup files and 
other procedures should be in place, but an immediate priority should be to preserve the 
health and safety of the IT personnel located at the centralized IT facility.

Emergency Response Plan Operations

As part of any continuity planning review, internal auditors should attempt to gain 
assurance that appropriate emergency procedures are in place to respond to and stabilize 
the situation following an incident or event. In the older days of IT, disaster recovery plans 
were often published in thick books located on the desks of a few key enterprise managers. 
The idea was that in the event of some emergency, people would pull out their disaster 
recovery manuals to look up such data as the telephone number of the designated backup 
site to report the emergency or instructions for other emergency procedures. The material 
in these thick books might have worked in theory if the manuals were always kept up to 
date and the nature of the crisis event allowed time to review the manual first and then 
react. Many real‐life events are much more crisis‐oriented, with little time to dig out the 
disaster recovery manual and read its documented information. When the building is 
on fire, for example, human nature says that one should get out of the building as soon 
as possible, not spend time studying the published evacuation instructions. Enterprises 
need to think through these various possible situations in advance, and internal auditors 
should review existing published materials with some skepticism.

Enterprises should establish emergency response plans with an emphasis on two 
significant types of emergency incidents. The first is a fire‐in‐the‐building type of emer-
gency where the supporting emergency response plan would include posted fire exits 
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 EXHIBIT 24.2     Centralized IT Facilities Internal Audit BCP Review Procedures  

 1  Understand BCP Objectives and Status 

 ■     Determine that IT and management understand the objectives of their BCP and 
expectations for recovery. 

 ■    Review procedures for assessing risks and estimating costs with alternative BCP actions. 
 ■    Understand the scope of the BCP, including equipment and processes covered and the 

scope of enterprise units. 
 ■    Identify the equipment, � oor plan, procedures, and other items necessary for the 

recovery.  

 2  Continuity Planning 

 ■     Determine that the plan covers potential events including: weather, � re and � ood, 
computer crime, and sabotage. 

 ■    Determine that decisions have been implemented and arrangements made for backup 
processing facilities—whether a hot site or other facility. 

 ■    Review risk assessments made, and their supporting analyses, to determine that the BCP 
coverage appears complete. 

 ■    Determine that service level agreements have been executed between applications 
users and key IT operations areas and that both understand their roles and 
responsibilities. 

 ■    On a test basis, determine that backup processes are installed and working per DRP 
speci� cations.  

 3  Review Emergency Procedures 

 ■     Review the emergency response plan and, on a test basis, assess whether stakeholders 
are aware of the plan. 

 ■    Review the results of the most recent two emergency response plan tests and determine 
if they met expectations and that corrective actions were installed if appropriate. 

 ■    Assess whether current and appropriate contracts have been executed with BCP service 
providers, such a hot site facilities. 

 ■    Assess whether communications have been established and action plans installed with 
outside providers, such as local � re and police facilities. 

 ■    Determine that disaster recovery teams have been assigned and are aware of their 
responsibilities. 

 ■    Determine that formal processes have been established for de� ning a disaster event and 
initiating the BCP.  

 4  Initiation of Recovery Procedures 

 ■     Select several critical applications, and on a test basis, determine that appropriate 
backups are being executed. 

 ■    For those same critical applications, meeting with key members of the business teams to 
determine they understand their responsibilities for operating in a BCP environment. 

 ■    Review the adequacy of processes for reviewing the BCP and keeping it current. 
 ■    Review the BCP critical application testing programs and assess adequacy. 
 ■    On a test basis, review the results of a critical process BCP test and determine that 

business operations have been adequately restored.  

 5  Maintaining the BCP 

 ■     Assess the adequacy of processes in place to keep BCP current given differing 
application and technology changes. 

 ■    Determine that procedures are in place to keep BCP documentation current, including 
communications with BCP providers.  
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and frequent fire drills. This type of emergency response plan should cover all enterprise 
operations, including IT resources, and should be regularly tested. A second level of 
emergency response plan should cover specific individual incidents that may or may not 
turn out to be significant, but must be corrected at once followed by an investigation 
and a plan of corrective action to prevent further incidents. These are called emergency 
incidents, and they often include such matters as security breaches or the theft of hard-
ware or software. A good emergency incident response plan should be acted on quickly 
to minimize the effects of any further breaches. It should also be formulated to reduce 
any negative publicity and to focus attention on quick reaction time. The emergency 
incident response plan can be separated into four sections:

 1. Immediate response activities. Whether an incident that occurs is a security 
breach, a theft of assets, or a physical intrusion, resources should be in place to 
investigate the matter and take immediate corrective action.

 2. Incident investigation. All reported matters should be fully investigated to deter-
mine the situation that caused the emergency and possible future corrective actions 
going forward.

 3. Correction or restoration. Resources should be available to correct or restore 
things as necessary. Since emergency incidents can cover a wide variety of areas, 
these resources may include information systems security specialists, building 
security managers, or others.

 4. Emergency incident reporting. The entire emergency incident and the actions 
subsequently taken should be documented along with an analysis of lessons learned 
and any further plans for corrective actions.

Emergency incident responses must be decisive and executed quickly. Internal audi-
tors should assess established plans, recognizing the need to first act quickly and then only 
later to build short‐term strategies. Quick actions are needed, with little room for error. 
By staging fire drill–like practices and measuring response times, response time speed 
and accuracy can be improved. Reacting quickly may minimize the impact of resource 
unavailability and the potential damage caused by any future systems or facility compro-
mises. An enterprise faces many potential emergency incidents or threats beyond a mas-
sive 9/11 type of emergency that causes the overall failure of IT resources. While the focus 
should always be on more major business continuity planning issues, an enterprise needs 
to have mechanisms in place to respond to every level of unexpected emergency event.

Internal auditors should look for appropriate emergency response plans as a compo-
nent of many internal audit reviews. These plans will exist at a total facility level, such as 
a fire escape plan, or at an individual level, such as a plan to respond to a security breach. 
In many areas of the enterprise, auditors should ask if appropriate emergency response 
plans are in place, whether they are regularly updated and current, and whether have 
they been tested.

Client‐Server Continuity Planning Internal Audit Procedures

A client‐server IT environment may contain multiple server systems covering applica-
tions, databases, and Web operations. It is a characteristic of small enterprises where 
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there is limited IT support for the enterprise but where IT systems are critical for  ongoing 
business operations. These are the types of IT applications that support activities as 
distribution and billing for a small enterprise, or even a unit of a large enterprise with 
a limited in‐house IT staff. These types of critical applications are often installed by an 
outside provider who gets the key applications with an admonition to establish a BCP. 
However, all too often, such BCP efforts are never launched or, if once published, they 
quickly become out of date and are ignored.

The small or medium‐sized enterprise that does not have an effective BCP for its IT 
operations faces a substantial risk. The Web is filled with testimony that reveals that 
a major IT failure at a small enterprise that lacks an effective BCP can easily force the 
enterprise to fail. The internal audit resources in such an enterprise can often serve as 
major voices in alerting enterprise management to the risk of a key application failure 
and the need for effective BCP procedures.

The basic steps to build an effective BCP for a small or medium‐sized enterprise are 
essentially the same as for building such a plan for a large enterprise. A key activity is 
to back up, back up, and continue to back up key files and applications, and internal 
audit can be a vital resource to review existing BCP processes and to make appropriate 
internal audit recommendations. The small to medium‐sized enterprise often will not 
have arrangements for a formal hot site for its emergency backup processing, reasoning 
that the supporting hardware and software vendors can install replacement facilities 
in a short span of time. This process is relatively easy today with the many low‐cost, 
high‐capacity storage devices available.

There are often fewer internal audit resources in small-system client‐server 
environments. However, as part of its general controls reviews of IT operations or 
reviews of internal controls surrounding other operations, internal audit should be 
sensitive to the need for an effective BCP. There are many variations here in terms 
of the size and business of the enterprise. Exhibit 24.3 is an internal audit readiness 
checklist for a client‐server environment BCP. The idea here is that internal audit 
should survey and assess BCP readiness and make recommendations for improve-
ments as appropriate.

Continuity Planning for Desktop, Laptop, and Handheld Device 
Applications

Technology is constantly increasing the power and capabilities of desktop, laptop, and 
even some handheld device applications and systems. USB devices about the size of 
pencil erasers can plug into a laptop computer to provide sometimes up to 64 gigabytes 
of memory or more. Although such devices are very cheap today, their size and capacity 
was almost unheard of not many years ago. Similarly, while desktop and laptop devices 
once had to be connected to larger systems through bulky cable arrangements, tech-
nologies today allow these devices to be connected wirelessly.

Because of this power and flexibility, key managers in many enterprises have built 
critical files and other information repositories on their personal laptop and desktop 
devices. Whiles these systems typically do not contain customer business transactions, 
they are often repositories for other key enterprise documents, such as capital budgeting 
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analyses, new product plans, and key product engineering data. An effective BCP is just 
as important, if not more so, for these data fi les than for the supporting databases for 
business applications. These personal systems, particularly laptop and handheld devices 
that can easily slip into an airline bag, with control often limited to the owner of the 
system, can raise BCP concerns and certainly cause potential security risks. 

 Internal auditors should be aware of the BCP risks surrounding laptop devices in 
particular. Many internal auditors today are using laptop audit computers to record 
their results, store test data, and carry many other audit report–related data. While 
the internal audit department should have strong procedures regularly requiring 
internal auditors to back up their work to a centralized location, an incident such as 
a stolen or damaged audit computer—even with appropriate backup resources—can 
impact internal audit progress and even represent a security breach. Just as an internal 
audit function should have strong procedures for the backup and retention of work on 
single desktop and laptop devices, an enterprise should have some strong enterprise‐
wide backup and BCP procedures for all stakeholders using laptops and other portable 

 EXHIBIT 24.3     Internal Audit Steps for a BCP Client‐Server Readiness Review  

    1.  Has a BCP been developed, approved, and tested for central or headquarters IT facilities? 
   2.  Develop and document an understanding, from an internal audit perspective, of the 

enterprise’s IT environment, including the identi� cation of application, Web, and database 
servers as well as networks and Internet connections. 

   3.  Based on an internal audit review, does the existing central BCP cover all supporting server 
systems and networked facilities? 

   4.  Is the environment multitiered with, for example, an application server linking to another 
nested operating environment? If so, determine that the existing BCP covers these 
extended resources. 

   5.  Since a client‐server environment will typically depend on networked connections provided 
by communications vendors, has the BCP allowed for the failure of any of those elements? 

   6.  Does the client‐server appropriately link with any older legacy applications and does the 
existing BCP cover that overall environment? 

   7.  Where elements in the enterprise and the client‐server environment are not included in the 
overall BCP, have provisions been made to include them? 

   8.  Has a risk analysis been performed to identify the most critical applications, data 
repositories, and business functions? 

   9.  Have interdependencies in the network been identi� ed? For example, what would be the 
implications of the failure of a remote server in the operating environment? 

   10.  Are backup processes in place for all key elements of the operating environment and have 
efforts been established to coordinate those backups? 

   11.  Is there a comprehensive BCP testing program in place covering all critical elements of the 
systems environment? 

   12.  Does the BCP contain provisions for the potential loss of system elements—such as key 
server systems—and the ongoing recovery of the IT environment? 

   13.  Does the BCP testing cover business operations as well as IT resources, and has internal 
audit been involved with observing critical portions of that testing? 

   14.  On a test basis, determine that emergency response plans are in place and have been 
tested for critical elements of the network. 

   15.  Is there an ongoing, enterprise‐wide training program in place to inform all enterprise 
stakeholders of their BCP risks and responsibilities?  
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devices. Exhibit   24.4    outlines some best practices for effective BCP processes and backup 
procedures for desktop and laptop personal computer systems.     

 24.3 BUILDING THE IT BUSINESS CONTINUITY PLAN 

 As mentioned in the fi rst two sections of this chapter, what were once called disaster 
recovery plans were in the past published in thick notebooks that got out of date 
almost as soon as they were distributed. In addition, they focused primarily on recov-
ering IT operations from a disaster event, not on recovering the business and its 
key operations. Many enterprises have established some form of disaster recovery 
plan for good business and internal control reasons, but enterprises that established 
disaster recovery plans following those old rules probably do not have an effective 
BCP in place today. 

 This section outlines steps to build an effective BCP for today’s IT enterprise. Inter-
nal auditors can often play a key role in this process, with their knowledge of business 
systems and the internal control requirements of COSO or the COBIT frameworks, as 
outlined in Chapters   3   and 6. Although the words  disaster recovery  and  BCP  are not 
found specifi cally in the SOx legislation, the astute board audit committee or CFO should 
realize that an enterprise must have an effective BCP in place and working both in order 
to attest that internal controls are effective as required in SOx Section 404 and to release 
its fi nancial results in a timely manner. 

 If an enterprise already has a BCP for part or all of its business activities, this BCP 
needs to be reviewed to determine whether it can effectively meet projected business 

 EXHIBIT 24.4     Desktop and Laptop Systems BCP Processes  

    1.  Does the enterprise restrict business data and applications to company controlled devices? 
   2.  Are inventory records maintained regarding the number of desktop and laptop systems in 

use, their owners, and the application activities? 
   3.  Are enterprise policies in place restricting or limiting the use of desktop or laptop devices 

for sensitive data? 
   4.  Has the enterprise‐wide BCP considered organization IT risks and resources located on 

desktop or laptop devices? 
   5.  Are there enterprise‐wide procedures in place that require employees to download their 

key � les and programs to remote storage devices? 
   6.  Where such backup procedures are in place, are associates following these system 

download and backup rules? Asses this functionality by reviews of procedures on a test 
basis. 

   7.  Are there active training programs in place to inform desktop and laptop system users of 
the risks of data loss? 

   8.  On a test basis, determine whether the business operations from the backup storage � les 
system can be restored to replacement systems for continued business operations. 

   9.  Along with desktop and laptop system BCP processes, has proper attention been given to 
systems security and integrity concerns? 

   10.  Are there processes in place to integrate and coordinate desktop and laptop processes 
with normal enterprise process resources?  
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continuity needs—and we have emphasized the business recovery aspect of the plan 
here. All too often, enterprises have simply taken their old‐style disaster recovery 
plans and renamed them, giving minimal thought to business continuity require-
ments. That BCP should be current or have been regularly updated. It should have 
a detailed section on incident and risk assessment covering all key business activi-
ties, and should contain a strategy for recovery of all significant business processes, 
including applications, communications resources, and other IT assets. There should 
be assignments for disaster and business teams as discussed next. The BCP should 
contain detailed instructions for the business recovery process, including the overall 
project enterprise notification and reporting procedures. Once an existing BCP has 
been reviewed and an assessment made of its adequacy, it should be enhanced and 
updated as required.

If no BCP exists or the current version is very much in need of help, a project should 
be launched to create a new BCP with a designated project manager appointed to lead 
the effort. This individual should have good leadership qualities, an understanding of 
business processes, skills with IT security management, and strong project manage-
ment capabilities. An ideal candidate might have Project Management Professional 
credentials.2 In some enterprises, the information security officer may be an ideal 
candidate for this role. In other cases, internal auditors may be requested to act as con-
sultants. The objectives and deliverables for such a BCP project need to be clearly defined 
to enable the assigned overall BCP project team to ensure that its work is consistent with 
original project expectations.

A BCP project’s principal objective should be the development and testing of a well‐
structured and coherent plan that will enable the enterprise to recover normal busi-
ness operations as quickly and effectively as possible from any unforeseen disaster or 
emergency that interrupts normal IT services. There also should be sub‐objectives to 
ensure that all employees and other related stakeholders fully understand their duties 
in implementing the BCP, that information security policies are adhered to within all 
planned activities, and that the proposed business continuity arrangements are cost‐
effective. The BCP deliverables should consist of:

 ■ Business risk and impact analysis
 ■ Documented activities necessary to prepare the enterprise for various possible 

emergencies
 ■ Detailed activities for dealing initially with a disaster event
 ■ Procedures for managing the business recovery processes, including testing plans
 ■ Plans for BCP training at multiple levels in the enterprise
 ■ Procedures for keeping the BCP up to date

Each of these major BCP components is discussed in the following sections. A major 
objective here is to allow the enterprise to restore business operations as quickly and 
effectively as possible after a disaster event. This is an activity that requires active par-
ticipation on many levels, and one where internal auditors should understand these 
processes and should make appropriate recommendations for improving the effective-
ness of an enterprise’s BCP.
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Risks, Business Impact Analysis, and the Impact of  
Potential Emergencies

The identification and analysis of risks, as part of internal audit planning and discussed 
in Chapter 8, is an important BCP analysis tool. Risk or business impact analysis is 
a particularly important process for determining what applications and processes to 
include in the overall BCP. The thinking here is different from the past when recovery 
analysts and sometimes internal auditors focused too much on the subjective prob-
abilities of some event occurring. That is, there were extensive discussions covering the 
potential probability of a tornado, an earthquake, or some other catastrophic event at a 
data center location. Those analyses focused on the loss of a centralized data center but 
not on the continuity and recovery of the business applications.

Today’s BCP should include a descriptive list of the enterprise’s key business areas, 
typically ranked in order of importance to the business, as well as a brief description of 
the business process and its main dependencies on systems, communications, person-
nel, and data. If the enterprise has already prepared an assessment of its key business 
processes, this can be an excellent time for the BCP team to update that documentation 
and to evaluate the relative importance of each. It should be emphasized that this is an 
inventory of business processes, not critical application systems. While the two are often 
one and the same, it is important that they be considered as the key processes necessary 
to keep the business operating.

A next step here is to look at those key business processes in terms of potential 
business outage failure impacts. Exhibit 24.5 outlines review procedures for this type of 
internal audit analysis. Each separate key business process should be considered, with 
attention given to such key business process factors as the impact on customer services, 
loss of customers, and the like. The results of such a review and analysis should help to 
outline the steps necessary to identify the components of what is usually called a busi-
ness impact analysis (BIA). A newer term in the world of disaster recovery and business 
continuity planning, BIA is the process of defining the key business process risks that 
will impact business operations as a result of a loss of services. The concept behind this 
type of schedule is to look at all significant enterprise applications or processes and 
assess their time‐based failure impacts.

Based on the outage risks, the BCP team should study and document its recovery 
requirements for its key business processes. This includes business process procedures, 
automated systems, and hardware plus software requirements. In addition, any existing 
backup and recovery procedures should be reevaluated. In larger enterprises, BCP‐like 
arrangements are sometimes made by individual business units that may not be con-
sistent with overall enterprise‐wide BCP arrangements. Again, the emphasis should be 
on recovering business operations, not just on getting the automated systems reloaded 
and operating again.

Preparing for Possible Contingencies

Once the BCP project team has reviewed and completed its business processes, com-
pleted its initial processes, and assessed the business risks, the next steps should be to 
minimize the effects of potential emergencies. An objective here is to identify ways of 
preventing an emergency situation from turning into an even more severe disaster 
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 EXHIBIT 24.5     Internal Audit Review Points for a BCP Audit  

   1.  Plan and schedule the review following internal audit’s planning risk assessment approaches. 
 ■    Review the results of any past internal audit BCP reviews, noting audit � ndings and 

corrective action plans. 
 ■    Determine the scope of the BCP review—speci� c business units or enterprise‐wide. 
 ■    Schedule staff to initiate the internal audit.   

  2.  Review the existing BCP with the responsible manager. 
 ■    Does the BCP appear to be current and up to date? 
 ■    Does the BCP cover all areas of the enterprise, including business processes, or just 

primarily IT operations? 
 ■    Are there open BCP issues to be resolved? 
 ■    Has the BCP been reviewed with key members of management and do they appear to 

understand their responsibilities under the BCP? 
 ■    Has internal audit’s BCP review plan been reviewed with the audit committee?   

  3.  Examine the contents and format of the BCP. 
 ■    Based on internal audit’s understanding of enterprise operations, does the BCP appear to 

cover key business processes and their supporting IT tools? 
 ■    Are there adequate levels of business impact analysis and risk assessments as part of the 

BCP documentation? 
 ■    Does the plan appear to cover appropriate procedures for backups—such as the use of 

mirroring—and off‐site storage? 
 ■    Does the BCP carry step-by-step outlined procedures for executing the BCP in the event 

of an emergency? 
 ■    Are there call list chains included in the BCP? 
 ■    Does the BCP include key vendor and emergency supply contacts? 
 ■    Does the BCP document contacts for � re, police, and external media contacts? 
 ■    Is there a process in place to provide for regular and automatic updates of the BCP?   

  4.  Business and IT service level agreements (SLAs) covering BCP activities. 
 ■    Determine that the enterprise has established appropriate SLAs covering the BCP. 
 ■    Interview several interested parties to assess that they understand their BCP roles and 

responsibilities.   
  5.  Overall training and understanding of the BCP. 

 ■    Discuss the BCP with several members of the team designated to execute the plan to 
determine their understanding. 

 ■    Do members in IT operations and systems appear to understand the roles and 
responsibilities? 

 ■    Based on discussions with key persons in critical business process areas, does there 
appear to be a general understanding of their business recovery roles? 

 ■    Based on an interview with the CFO, or designee, assess whether there is adequate 
understanding of the BCP and how it will operate. 

 ■    Review BCP training records to determine if the training appears to be adequate, timely, 
and regularly scheduled.   

  6.  Review the results of recent BCP tests. 
 ■    Is there a formal program of testing critical BCP elements? 
 ■    Are testing results documented in a lessons‐learned format? 
 ■    Does BCP testing cover both business recovery as well as IT functions?   

  7.  Review of BCP backup procedures. 
 ■    If a remote hot site vendor is used, review the contract and related documentation for 

currency. 
 ■    Review the documented results of hot site tests. 
 ■    Review the adequacy of other backup vendor or location procedures.   

  8.  Prepare internal audit documentation assessing the overall adequacy of the enterprise’s BCP.  
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for the enterprise due to lack of preparedness. The BCP project team should focus on 
activities that are essential to the continued viability of the business and should develop 
appropriate backup and recovery procedures for the identified critical applications. The 
complexity and related cost of these backup business continuity procedures will depend 
on the identified business process restoration needs as outlined in Exhibit 24.5.

Enterprises have a variety of options for establishing a backup strategy. Larger 
enterprises often have the resources to do much of this on their own, although many 
rely on outside vendors to provide backup processing services. An enterprise should 
consider implementing one of the following strategies:

 ■ Fully mirrored recovery operations. This approach, discussed later in this 
chapter, requires building what is called a fully mirrored duplicate site with link-
ages between the live site and the backup, mirrored alternate facility. This requires 
specialized storage management hardware and software and is almost always the 
most expensive option. Fully mirrored strategies will provide the greatest level of 
recovery assurance.

 ■ Switchable hot site facility. Here arrangements are made with a vendor who 
will guarantee to maintain an identical site with communications to enable the 
transfer of all data processing operations to this hot recovery site within an agreed 
time period, usually less than one or two hours. Because of the need to keep the 
equivalent of an exact duplicate site in waiting, the costs here can be almost as high 
as a fully mirrored arrangement.

 ■ Traditional hot site. Here the enterprise will contract with a disaster recovery 
vendor with a compatible site to enable the switching of IT operations to that site 
within an agreed time period, usually less than eight hours after notification. This 
was a very common recovery approach back in the days of more traditional main-
frames and server centers. While not a common strategy today, there still are a few 
vendors that can provide such a solution.

 ■ Cold site facility. This was a more frequent approach in the classic mainframe days 
when disaster recovery sites were viewed as being very expensive and yet enterprise 
IT management wanted some possible solution. The strategy involves establishing 
emergency site space to allow the enterprise to begin processing as well as a standby 
arrangement with vendors to deliver minimum hardware configuration. This strat-
egy also goes back to mainframe computers that required air‐conditioning and 
water‐cooling operations that were located under raised‐floor computer room sites. 
In theory, those cold sites today could be operational within two to three days; today 
they represent little more than some space in the enterprise facility.

 ■ Relocate and restore. This is the weakest level of backup strategy. It involves the 
identification of a suitable location, hardware and peripherals, and the reinstalla-
tion of systems and backed‐up software and data after an emergency has occurred. 
Some managers were once guilty of advocating this approach. They backed up their 
software and data with no firm plans beyond just making arrangements if some-
thing happened. This strategy is inadequate for today’s business processes.

 ■ No strategy. This is almost unheard of today, yet there are still some enterprises 
that have no backup and recovery strategy for their IT operations. This is often 
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an “I’ll get to building my BCP later, I’m too busy right now!” type of approach. 
This approach carries the highest risk of all, and in the event of a disaster it 
usually results in the enterprise going out of business. The internal auditor who 
encounters this situation should make it a strong business risk warning to the 
audit  committee.

An enterprise BCP must contain appropriate strategy for the backup and recovery 
of an enterprise’s IT and for business continuity. These BCP procedures, especially for 
key business processes, should be designed to get business operations back in operation 
per management requirements. While in some instances a decision to use a hot site 
strategy will be the major direction for almost all applications, some highly critical pro-
cesses may require full mirroring capabilities. Such a mixed mode of backup strategies 
can be appropriate if the enterprise decides that full mirroring is only justified for that 
one highly critical process, while the others will rely on an adequate but appropriate 
hot site strategy.

An enterprise may have a mixed set of backup strategies, with some being stron-
ger than others. However, all key processes in an enterprise should have some level of 
backup and restoration policy that allows the overall business to remain in operation. 
While not all processes may require full mirroring, for example, all should be part of a 
consistent, comprehensive approach that will allow the overall business to get back in 
operation in the event of a serious disruption. The cost of recovery can be a major fac-
tor here, and the BCP team should outline cost options and get the application owners 
to buy into an option through appropriate agreements. Internal audit, in its periodic 
reviews of BCP procedures throughout the enterprise, should highlight any discrepan-
cies encountered here.

The BCP should have a high‐priority objective to provide an adequate level of service 
to all customers throughout an emergency. Critical customer service activities should 
be included in the BCP, ordered in a priority sequence with restoration steps outlined in 
some level of detail. There are business managers who understand customer needs, but 
they may not necessarily be part of the recovery site BCP team, particularly if it would be 
operating at a remote hot site. Documentation describing key customers and customer 
service activities should be essential components of the BCP. The emphasis should be on 
getting the enterprise back in operation.

No matter what backup strategy is used, key files and documents should always be 
stored in secure off‐site locations. Disaster recovery and business recovery teams should 
be designated and trained, with periodic tests to assure their ongoing familiarity with 
processes.

Disaster Recovery: Handling the Emergency

Building a BCP is a relatively easy process when the team sits in a closed room, brain-
storms, talks through, and plots a business continuity recovery strategy. It suddenly 
becomes more difficult when alarm bells ring, signifying that an emergency event has 
occurred. One of the first tasks is to determine to what level the emergency situation 
requires activation of the full BCP and notification of the emergency response team. This 
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notification should normally be communicated in a preagreed call list–driven format 
with members of the disaster recovery team instructed to assemble at a designated off‐
site location. In addition, management and key employees should be kept informed of 
developments affecting the BCP activation and its impact on their areas of responsibility. 
The BCP project team leader would be responsible for this notification activity.

The objective of this BCP phase is to get IT enterprise operations back in opera-
tion. This almost always involves contacting the designated alternate processing site, 
activating communications lines, making arrangements to get the team to that site, 
and otherwise taking steps to restore operations. Assuming the team is using a hot site 
vendor, the disaster recovery team should arrive at a backup site, get operating systems 
versions and key databases loaded, and begin production operations. These steps are 
often far easier said than done, and it is sometimes a challenge to get communications 
lines connected and up and running in the new environment. This is processing that 
must be handled in a tight time frame with the objective of having as many as possible 
critical business processes restored and operating quickly.

For the BCP and its resultant recovery to be effective, the recovery team must care-
fully consider and plan for the potentially complex series of activities needed to recover 
from a serious emergency. A planned approach is likely to result in a more coherent and 
structured recovery. It is likely that a serious disruptive event will produce unexpected 
results that may differ in some ways from the predicted outcomes contained within the 
plan. The recovery team should review any predefined procedures or strategies in the 
light of the actual situation arising following the emergency event and modify these 
procedures as appropriate.

Business Continuity Plan Enterprise Training

Extensive BCP processes and published documents are of little value unless the people 
responsible for executing those processes are regularly trained in their use. While many 
traditional disaster recovery plans were in the past published in thick books full of data, 
with the idea that team members would look up critical references, telephone numbers, 
and the like after a disaster event, this approach was not practical in a 9/11 type of disaster 
where the entire building suddenly collapsed into dust. Secure online plans will provide 
some help here, but what is needed is a BCP team familiar with the emergency response 
plans discussed earlier and trained in the general processes necessary in the event of an 
extreme emergency. Certain BCP team members must know enough about the plan so 
they will react almost instinctively in the event of a severe emergency situation.

In order to act without having to flip through a published plan to decide the next 
step, the BCP project team needs to launch a business continuity planning training 
program for members of the enterprise on many need‐to‐know levels, with four sug-
gested levels of BCP training:

 ■ Level 1: General management overview. Training here should be given to a 
wide range of people, starting with the audit committee, to outline the overall strat-
egy for recovery in the event of an emergency event and to describe expectations of 
how the enterprise would operate in a business continuity environment.
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 ■ Level 2: Key application systems users.  Training here should be focused on 
recovery procedures for critical applications. In many instances, critical applica-
tions should function in a business‐as‐usual sense except that processing will take 
place at the alternate hot site. However, some normal resources, such as user help 
desks, often will not work in the same manner. The training here should be oriented 
to designated critical applications and how they are planned to operate and should 
operate in a case analysis mode where users can review BCP processes for their 
applications and ask detailed questions or point out areas where corrective action 
may be needed. 

 ■ Level 3: IT operations and systems staffs.  The IT staff, including operations, 
systems software, and IT security specialists, are the persons who usually will be 
most impacted by a business continuity that requires operations in a recovery mode. 
Training here should emphasize and reemphasize key elements of the BCP; it should 
take the format of regular and periodic fi re drills. In some instances, this training 
can be based on actual BCP tests, while game‐type simulations may be effective in 
others. 

 ■ Level 4: BCP team members.  The team that built and launched the BCP should 
have the greatest familiarity with established BCP procedures. Nevertheless, their 
knowledge needs to be refreshed and updated on an ongoing basis.   

 An effective training program is a fi nal step to building an effective BCP. While 
internal auditors, in their normal assurance level of activities, will typically not be lead-
ing an enterprise project to build and launch an enterprise BCP, they will often be very 
involved in its development and practices. In addition, they should include the status of 
continuity planning in the regular audits of both IT operations and other business areas.    

 24.4 BUSINESS CONTINUITY PLANNING AND SERVICE 
LEVEL AGREEMENTS 

 An enterprise and its IT function cannot just arbitrarily publish and release a BCP for 
its business process and application areas. There must be a strong buy‐in from the users 
and application owners as well as their joint assurances of expectations and service 
delivery. If a senior executive in a specifi c user department feels that some of his or 
her business processes must  always  be operational with a full backup capability for 
signifi cant transactions, that department should negotiate with IT to provide that level 
of business continuity service and also must recognize the necessary costs of additional 
hardware and software to provide that capability. In the past days of downloaded fi le 
copies periodically transmitted to a remote location, anything close to an immediate 
backup was only a theoretical concept. A transaction had to be written fi rst in the 
main system and its database and then copied to a backup facility. There was always a 
delay, ranging from weekly or daily backup fi les to almost immediate real‐time systems 
approaches. Newer mirroring storage management approaches can provide immedi-
ate backups. These techniques are described in the following sections. They are very 
effective but certainly more expensive. 
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 In order to make a BCP work between IT and business units, they should consider 
jointly negotiating their recovery expectations through formal service level agreements 
(SLAs). An SLA is a contract between the business process owner and the provider of IT 
services for specifi ed service objectives. SLAs are discussed as part of the ITIL® (Infor-
mation Technology Infrastructure Library) service delivery best practices in Chapter 
  19   and can be fundamental to business continuity activities. Internal auditors should 
be aware of the importance of SLAs and should look for effective SLA implementations. 
An SLA is an agreement between IT and business operations to defi ne minimum lev-
els of expected computer systems backup and recovery. They are effectively a contract 
between IT and key user areas to support both normal day‐to‐day operations as well 
as the actions to be taken in the event of a serious service disruption. SLAs describe 
expected and promised levels of business continuity services and are basic building 
blocks for establishing effective business continuity plans. 

 While all IT organizations should establish internal SLAs, they are encountered 
most frequently in contracts for the services of outside IT providers. For example, an IT 
services vendor may agree to handle the processing of some application at a rate of  X
cents per transaction and may also agree to process those transactions within a specifi ed 
turnaround time. The enterprise pays for these services based on the transaction rate 
and recognizes adjustments if expected turnaround time standards are missed. Similar 
SLA arrangements between users of services and information systems should be made 
within the enterprise, but the internal costs are normally based on internal budget 
amounts. For a BCP‐related SLA, the benefi ting user business function will specify its 
backup needs and will accept a periodic budget charge for those information systems 
and related services. If promised SLA targets are missed, a budget credit would be issued. 
Even though these SLA debit and credit amounts are often based on enterprise internal 
“funny money” transactions, they can become an important measure of management 
performance. 

 Business recovery SLAs are frequently structured to cover most if not all depart-
ments or functions in the enterprise. As part of these charges, they are also receiving an 
information systems function commitment or promise to provide an agreed‐on level of 
business continuity services. When a business area has specifi c needs, special or unique 
SLAs should be created. Internal auditors should be aware of the importance of SLAs 
when reviewing business continuity planning and the enterprise’s BCP. As mentioned, 
Chapter   19   has more information on building and launching SLAs. This is the type of 
contract that sets appropriate rules and expectations.   

 24.5 AUDITING BUSINESS CONTINUITY PLANS 

 Internal audit can and should play an important role in an enterprise’s BCP development 
as well as its testing processes. Internal audit might offer its resources to observe and 
comment on the results of BCP tests, to suggest testing scenarios, or to offer consulta-
tive advice on the progress of the BCP development. While internal audit can be part of 
these BCP processes, they should periodically step back, assert their independence, and 
schedule periodic audits regarding the adequacy of BCP processes and business recovery 



24.6 Business Continuity Planning Going Forward ◾    605

c24 605 17 November 2015 5:21 PM

procedures in general. Audits should be planned and scheduled as part of internal audit’s 
regular risk assessment and audit planning process. 

 While internal audit may play the role of observers in the BCP testing process, for-
mal internal audits should be scheduled to periodically assess all aspects of BCP readi-
ness and the adequacy processes in place. Internal audit must be careful of the fi ne line 
between acting as an advisor to the BCP team and auditing their processes, where the 
audit committee may be the party interested in the overall adequacy of the BCP pro-
cess for the continuance of the corporation. Internal audit’s review of enterprise BCP 
processes should be based on such matters as the adequacy and currency of its BCP 
documentation, the results of scheduled tests, and a host of other issues. Exhibit   24.5   
contains review points for an internal audit review of enterprise BCP processes. While 
every enterprise is different, the exhibit points out some general areas that should be 
considered in an internal audit review of enterprise BCP procedures. These focus on 
an audit of one self‐contained set of resources and processes but can be expanded for a 
larger, multilocation enterprise. 

 The establishment of adequate business continuity processes is an important 
component of an enterprise’s internal control structure, as discussed in Chapters   3   
and 4 on COSO and SOx Section 404 internal controls. Internal audit should com-
municate the results of its reviews here with senior enterprise management as well as 
the audit committee. The results of the BCP audit should be included in the internal 
materials that would be part of the enterprise’s Section 404 assessment of internal 
controls.   

 24.6 BUSINESS CONTINUITY PLANNING GOING FORWARD 

 As enterprises become ever more dependent on their IT automated business systems, 
procedures to keep those processes in operation in light of some emergency or other 
disaster have become increasingly important. The enterprise’s staff can no longer get by 
claiming that everything is backed up with no real evidence of the effectiveness of these 
backups. Modern automated systems are tied to complex in‐house and Internet‐based 
databases where those old procedures are no longer applicable and effective BCPs are 
essential. 

 The old “disaster recovery” rules have long since changed as well. It is no longer 
suffi cient for IT operations to move to a hot site backup location to begin processing 
and assume the enterprise will soon up and running. Processes must focus on restor-
ing business operations in light of an extended interruption in IT services. Business 
requires the ability to get all of its processes back in operation with minimal delay. 
Internal auditors have an important role here in helping management to implement 
effective BCP processes and regularly assess their operations and controls. Although 
there can be many variations and approaches to an effective implementation, all 
internal auditors should have at least a general knowledge of BCP requirements and 
how to assess such a process. In today’s highly automated world, an understand-
ing of BCP requirements and best practices should be a requirement for an internal 
auditor’s CBOK.   
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 NOTES   

   1.  Chandler Harris, “IT Downtime Costs $26.5 Billion in Lost Revenue,”  InformationWeek,
May 24, 2011,  http://www.informationweek.com/it‐downtime‐costs‐$265‐billion‐in‐
lost‐revenue/d/d‐id/1097919? . 

   2.  PMP is an examination‐ and experience‐based qualifi cation administered by the Project 
Management Institute ( www.pmi.org ).  
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 25             
 Board Audit Committee 

Communications                                   

             CHAPTER TWENTY-FIVE  

    OTHER CHAPTERS HAVE TALK ED ABOUT how to execute and man-
age many internal audit processes and procedures as well as internal audit 
common body of knowledge (CBOK) information needs and knowledge areas. 

Internal audit’s reporting relationship to the board of directors’   audit committee   presents 
a different challenge to all members of the internal audit team. Internal audit reports 
to the audit committee, which approves its overall planning activities and reviews the 
results of internal audits. However, the relationship here is often a bit different from a 
classic supervisor/subordinate type of relationship. Although they are much more active 
since the launch of the   Sarbanes‐Oxley Act (SOx)  , members of an audit committee also 
have other board of directors responsibilities and usually will not be present in enter-
prise operations on a day‐to‐day basis. Internal audit’s   chief audit executive (CAE)   is often 
the main contact with the audit committee and frequently must educate and advise the 
committee on internal auditing issues. Although it is an evolving issue, many audit 
committees understand the fi nancial reporting issues associated with their external 
auditors but sometimes view internal audit as an almost unfamiliar resource. 

 This chapter will review the role of today’s audit committee and its responsibilities 
for internal audit. We will discuss its roles in approving the audit charter, appointing 
the CAE, approving audit plans, and reviewing the results of internal audits. The chap-
ter will also discuss the types of reporting that internal audit should be presenting to 
the audit committee to present the results of its work and to highlight issues that may 
require further action. SOx has also mandated other audit committee responsibilities, 
such as its role in managing a fi nancial violation   whistleblower   program. While this role 
is discussed further in Chapter   26  , this chapter will discuss how internal audit can aid 
the audit committee in such initiatives. 

 The audit committee has the responsibility to set the overall direction for internal 
audit. While members of internal audit often may not have much day‐to‐day contact 
with audit committee members, everyone there must realize that the audit committee is 

Brink’s Modern Internal Auditing: A Common 
Body of Knowledge, Eighth Edition 
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Copyright © 2016 by John Wiley & Sons, Inc. 
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the fi nal source to report matters of unusual concern and to seek resolutions. All inter-
nal auditors should have a CBOK high‐level understanding of the role and responsibility 
of the audit committee in today’s enterprise. 

 Many of our comments in this chapter refer to the failure of a major corporation, 
Enron  , in the early years of this century, whose misdeeds led to the passage of SOx. Time 
passes quickly, and many ready readers have now all but forgotten the saga of this once 
high‐fl ying corporation. An Internet search will provide much more information.   

 25.1 ROLE OF THE AUDIT COMMITTEE 

 A signifi cant step in organizing an effective internal audit function is to obtain authori-
zation and approval by the enterprise’s audit committee of the   board of directors  . The audit 
committee provides this broad authorization for an internal audit function through 
the formal audit charter document that was discussed in Chapter   14  . An enterprise 
corporate audit committee also approves internal audit’s overall plans for continuing 
activities through the current period and beyond. As one of the several operating com-
mittees established by the board, the audit committee has a unique role compared to 
other board committees. It consists of only outside directors—giving it independence 
from management—and should be composed of specially qualifi ed outside directors 
who understand, monitor, coordinate, and interpret the internal control and related 
fi nancial activities for the entire board. As discussed in Chapter   5  , one of those audit 
committee members must be designated as a fi nancial expert per SOx rules. In order 
to fulfi ll its responsibilities to the overall board of directors, to the stockholders, and to 
the public, an audit committee needs to launch and manage an internal audit function 
that should become an independent set of eyes and ears inside the enterprise, providing 
assessments of internal controls and other matters. 

 The comments in this chapter are based on a corporate structure such as one with 
Securities and Exchange Commission (SEC)–registered stock. Nonpublic enterprises 
will benefi t from this audit committee structure as well. For example, many not‐for‐
profi t or private enterprises are large enough to have a formal board of directors and an 
internal audit function. Although not mandated to do so by SOx and SEC rules, these 
types of organizations will benefi t from a board audit committee of only independent 
directors. An internal auditor in that form of enterprise would benefi t both the internal 
audit function and the overall enterprise management by suggesting this type of audit 
committee approach. 

 While external auditors have a prime responsibility to an enterprise’s board of direc-
tors for attesting to the accuracy and fairness of fi nancial statements, internal audit has 
an even larger role in assessing internal controls over the reliability of fi nancial report-
ing, the effectiveness and effi ciency of operations, and the enterprise’s compliance with 
applicable laws and regulations. Corporate boards of directors have had formal audit 
committees for some time, and internal audit has always had a long‐term reporting rela-
tionship to their board of directors’ audit committee. However, much has changed since 
SOx in 2002. In past years, many audit committees met only quarterly for brief sessions 
in conjunction with regular board meetings; those meetings were often limited to little 
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more than approving the external auditor’s annual plan, their quarterly and year‐end 
reports, and reviewing internal audit activities on what appeared to be little more than 
a perfunctory basis. While New York Stock Exchange (NYSE) rules, even prior to SOx, 
required that audit committees should consist of only outside directors, many audit 
committee directors were often buddies of the chief executive offi cer (CEO) with appar-
ently little evidence of true independent actions. While internal audit’s CAE has always 
had a direct reporting relationship to the audit committee, this often was little more 
than a theoretical relationship where the CAE had limited contact with the audit com-
mittee beyond scheduled board meetings. SOx rules have now changed much of that. 

 Although it is rapidly becoming history, a major issue that evolved from the collapse 
of Enron and the related fi nancial scandals in the early years of this century was that 
boards and their audit committees were not exercising a suffi cient level of independent 
corporate governance. The Enron audit committee was frequently highlighted as an 
example of what was wrong. It was reported to have met some 30 minutes per calendar 
quarter prior to the company’s fall. Given the size of the corporation at that time and 
the many directions it was pursuing, the Enron audit committee’s attention appeared 
to be limited at best. 

 Even before the fall of Enron, at around the turn of this century the SEC was becom-
ing interested in seeing audit committees act as more independent, effective manag-
ers of a company’s external and internal auditors. For example, what was called the 
Blue Ribbon Committee on Improving the Effectiveness of Corporate Audit Committees 
was formed in 1999 by the NYSE, the SEC, the American Institute of Certifi ed Public 
Accountants (AICPA), and others. It issued a series of recommendations on improving 
the independence, operations, and effectiveness of audit committees. The major stock 
exchanges then adopted new independent director audit committee standards as listing 
requirements, and the then Auditing Standards Board of the AICPA raised standards 
for external auditors with respect to their audit committees. The subsequent fi nancial 
failures of Enron and others showed that these earlier audit committee initiatives were 
not enough. The result was the legislative work that led to SOx. 

 Today, audit committees have greatly expanded responsibilities since the passage 
of SOx, and internal audit has a greater responsibility to best serve its audit committee. 
Although an audit committee will typically have regular contacts primarily with the 
CAE, all internal auditors should have an understanding of this very important rela-
tionship. We will discuss heightened audit committee responsibilities and how internal 
audit can better work with an audit committee under SOx rules.   

 25.2 AUDIT COMMITTEE ORGANIZATION AND CHARTERS 

 An audit committee is an operating component of the board of directors with responsi-
bility for internal controls and fi nancial reporting oversight. Because of this oversight 
responsibility, audit committee members must be independent directors with no con-
nection to enterprise management. There are no size restrictions, but a full board with 
12 to 16 members will often have a fi ve‐ or six‐member audit committee. An audit 
committee may invite members of management or others to attend its meetings and 



612 ◾ Board Audit Committee Communications

c25 612 17 November 2015 5:23 PM

even to join in on the committee’s deliberations. However, any such invited outside 
guests cannot be full voting members. An enterprise’s board of directors is a formal 
entity given responsibility for the overall governance of that enterprise for its owner 
investors or lenders. All members of the board can be held legally liable through their 
actions on any issue, and a board and its committees enact most of its formal business 
through resolutions, which become matters of enterprise record. The enterprise of the 
board’s various committees, including the audit committee, is established through such 
a resolution. Exhibit   25.1    is a sample board resolution to establish an audit committee. 

 EXHIBIT 25.1     Board Resolution Example: Authorizing the Audit Committee  

ExampleCo Corp   Board of Directors

Board Resolution No. XX, MM DD, 20YY

The Board of Directors authorizes an audit committee to consist of � ve directors who are not 
of� cers of ExampleCo. The Board will designate one member of the Audit Committee as a 
Financial Expert, per the requirements of the Sarbanes‐Oxley Act, and elect one member to 
serve as its chair for a term of three years. The ExampleCo Chief Executive Of� cer may attend 
Audit Committee meetings as a nonvoting member at the invitation of the Audit Committee.

The ExampleCo Audit Committee is responsible for: 

 ■    Determining that ExampleCo internal controls are effective and formally reporting on the 
status of those controls on an annual basis with quarterly updates. 

 ■    Recommending an external auditor to be selected on an annual basis through a vote by the 
shareholders. 

 ■    Taking action, where appropriate, on signi� cant control weaknesses reported by internal 
audit, the external auditors, and others. 

 ■    Approving an annual plan and budget submitted by the external auditor. 
 ■    Approving annual audit plans to be submitted by the outside auditor as well as by internal 

audit. 
 ■    Approving the appointment and ongoing service of Internal Audit’s Chief Audit Executive. 
 ■    Approving the annual internal audit plan and recommending areas for additional internal 

audit work as appropriate. 
 ■    Reviewing and distributing the audited � nancial statements submitted by the outside 

auditor. 
 ■    Establishing an ExampleCo whistleblower program that allows of� cers, employees, and other 

stakeholders to report � nancial accounting errors or improper actions and to investigate and 
resolve those whistleblower calls without any retribution to the original whistleblower. 

 ■    Circulating a Code of Ethics to senior of� cers and obtaining their assent on a quarterly basis. 
 ■    Initiating appropriate actions based upon any recommendations by the outside auditor or 

the Director of Internal Audit. 
 ■    Maintaining records on other consulting activities as mandated by the Sarbanes‐Oxley Act.  

An Audit Committee meeting will be held at least concurrently with each scheduled Board 
meeting and at other times as required.

The Audit Committee will meet privately with the outside auditor or the Chief Audit Executive 
to assess the overall internal control environment and to evaluate the independence of the audit 
function.

Approved: Corporate Secretary
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This type of resolution is documented in the records of the board and not revised unless 
some circumstances require a change.

Exhibit 25.1 is an example of the manner in which a board of directors sets rules 
for itself. Such resolutions are an example of corporate governance—setting the rules 
by which a corporation operates. Not published in annual reports and the like, appro-
priate board resolutions only become issues in matters of regulation and litigation 
when a board needs to rely on an authorizing resolution. After SOx first became U.S. 
law in 2002, many corporate board audit committee authorizing resolutions were 
updated to make them compliant. Otherwise, such resolutions are often onetime 
things.

While it is not a necessary requirement, corporate internal audit functions regu-
larly operate through a formal internal audit charter, a document discussed in Chap-
ter 14 that is approved by the audit committee to outline internal audit’s role and 
responsibilities. The Institute of Internal Auditors (IIA) has provided some guidance 
for drafting an internal audit charter, but such charters do not follow any specific 
standards or format. However, they should formally state, among other matters, that 
internal audit has full access to all records and facilities within the enterprise. Internal 
audit charters cover the activities of the internal audit function but not the corporate 
board audit committee. The NYSE suggested proposed board audit committee charters 
in December 1999, but with no requirement that an audit committee should have 
such a charter. SOx, however, has now mandated that each board audit committee 
must develop its own formal audit charter to be published as part of the annual proxy 
statement.

The purpose of a board audit committee charter is to define the audit committee’s 
responsibilities regarding:

 ■ The identification, assessment, and management of financial risks and uncertainties
 ■ The continuous improvement of financial systems
 ■ The integrity of financial statements and financial disclosures
 ■ Compliance with legal and regulatory requirements
 ■ The qualifications, independence, and performance of independent outside auditors
 ■ The capabilities, resources, and performance of the internal audit department
 ■ The full and open communication with and among the independent accountants, 

management, internal auditors, counsel, employees, audit committee, and board

The audit committee is required to go before its overall board of directors and obtain 
authorization, through this charter document, for board audit committee activities 
just as the CAE, representing the enterprise’s internal audit function, has regularly 
gone before the board audit committee. This audit committee charter is to be published 
annually as part of the enterprise’s annual meeting proxy statement.

While some may look on this audit committee charter requirement as just some 
additional pages to add bulk to the already thick proxy statement, it is a formal commit-
ment by the board audit committee to ensure the integrity of financial statements and to 
supervise the internal and external audit functions. There is no single required format 
for this charter document, but the NYSE has published a model charter that has been 
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adopted by many public corporations today. While formats vary from one enterprise to 
another, audit committee charters generally include:

 1. Purpose and power of audit committee
 2. Audit committee composition
 3. Meetings schedule
 4. Audit committee procedures
 5. Audit committee primary activities:

a. Corporate governance
b. Public reporting
c. Independent accountants
d. Audits and accounting
e. Other activities

 6. Discretionary activities:
a. Independent accountants
b. Internal audits
c. Accounting
d. Controls and systems
e. Public reporting
f. Compliance oversight responsibilities
g. Risk assessments
h. Financial oversight responsibilities
i. Employee benefit plans investment fiduciary responsibilities

 7. Audit committee limitations

Although audit committee charters vary, many contain activities and responsibili-
ties as just described. Some appear to have been developed by corporate legal counsels 
with language to cover every possible contingency, while others are more clear and 
succinct. An excellent example of an easy‐to‐follow charter is Microsoft Corporation’s 
20141 audit committee charter, found on the company’s web site, and shown in part in 
Exhibit 25.2. Although not included in our exhibit, the full text of that charter also out-
lines some 30 specific activities for the audit committee. For example, number 29 in that 
list states, “Meet with the General Auditor in executive sessions to discuss any matters 
that the Committee or the General Auditor believes should be discussed privately with 
the Audit Committee” and highlights that this activity will occur two times per year.

Few corporations are like Microsoft in terms of size and resources, but all corpora-
tions with SEC registration must conform to SOx rules. Smaller entities will not have 
the resources or need to release a Microsoft‐like web‐based audit committee charter. 
But a small corporation must still have an independent directors’ audit committee, as 
mandated by SOx, as well as an audit committee charter. This is the type of board of 
directors’ resolution document that would be part of corporate records.

Whether large or small, an enterprise needs to have effective internal controls 
as well as an internal audit function. This is especially important today, as a limited 
internal audit resource can no longer rely on its external auditors to perform required 
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 EXHIBIT 25.2     Microsoft Corporation 2007 Audit Committee Charter  

Role 

The Audit Committee of the Board of Directors assists the Board of Directors in ful� lling 
its responsibility for oversight of the quality and integrity of the accounting, auditing, and 
reporting practices of the Company, and such other duties as directed by the Board. The 
Committee’s purpose is to oversee the accounting and � nancial reporting processes of the 
Company, the audits of the Company’s � nancial statements, the quali� cations of the public 
accounting � rm engaged as the Company’s independent auditor to prepare or issue an audit 
report on the � nancial statements of the Company and internal control over � nancial reporting, 
and the performance of the Company’s internal audit function and independent auditor. The 
Committee reviews and assesses the qualitative aspects of � nancial reporting to shareholders, 
the Company’s processes to manage business and � nancial risk, and compliance with signi� cant 
applicable legal, ethical, and regulatory requirements. The Committee is directly responsible for 
the appointment (subject to shareholder rati� cation), compensation, retention, and oversight of 
the independent auditor.

Membership 

The membership of the Committee consists of at least three directors, all of whom shall meet 
the independence requirements established by the Board and applicable laws, regulations, 
and listing requirements. Each member shall in the judgment of the Board have the ability 
to read and understand fundamental � nancial statements and otherwise meet the � nancial 
sophistication standard established by the requirements of the NASDAQ Stock Market, 
LLC. At least one member of the Committee shall in the judgment of the Board be an 
“audit committee � nancial expert” as de� ned by the rules and regulations of the Securities 
and Exchange Commission. The Board appoints the members of the Committee and the 
chairperson. The Board may remove any member from the Committee at any time with or 
without cause.

Generally, no member of the Committee may serve on more than three audit committees of 
publicly traded companies (including the Audit Committee of the Company) at the same time. 
For this purpose, service on the audit committees of a parent and its substantially owned 
subsidiaries counts as service on a single audit committee.

Operations 

The Committee meets at least six times a year. Additional meetings may occur as the 
Committee or its chair deems advisable. The Committee will cause to be kept adequate minutes 
of its proceedings, and will report on its actions and activities at the next quarterly meeting of 
the Board. Committee members will be furnished with copies of the minutes of each meeting 
and any action taken by unanimous consent. The Committee is governed by the same rules 
regarding meetings (including meetings by conference telephone or similar communications 
equipment), action without meetings, notice, waiver of notice, and quorum and voting 
requirements as are applicable to the Board. The Committee is authorized and empowered to 
adopt its own rules of procedure not inconsistent with (a) any provision of this Charter, (b) any 
provision of the Bylaws of the Company, or (c) the laws of the state of Washington.

 Communications 

The independent auditor reports directly to the Committee. The Committee is expected to 
maintain free and open communication with the independent auditor, the internal auditors, and 
management. This communication will include periodic private executive sessions with each of 
these parties.

(continued)



616 ◾ Board Audit Committee Communications

c25 616 17 November 2015 5:23 PM

Education

The Company is responsible for providing new members with appropriate orientation brie� ngs 
and educational opportunities, and the full Committee with educational resources related to 
accounting principles and procedures, current accounting topics pertinent to the Company, and 
other matters as may be requested by the Committee. The Company will assist the Committee 
in maintaining appropriate � nancial literacy.

 Authority 

The Committee will have the resources and authority necessary to discharge its duties and 
responsibilities. The Committee has sole authority to retain and terminate outside counsel 
or other experts or consultants, as it deems appropriate, including sole authority to approve 
the � rms’ fees and other retention terms. The Company will provide the Committee with 
appropriate funding, as the Committee determines, for the payment of compensation to the 
Company’s independent auditor, outside counsel, and other advisors as it deems appropriate, 
and administrative expenses of the Committee that are necessary or appropriate in carrying 
out its duties. In discharging its oversight role, the Committee is empowered to investigate 
any matter brought to its attention. The Committee will have access to the Company’s books, 
records, facilities, and personnel. Any communications between the Committee and legal 
counsel in the course of obtaining legal advice will be considered privileged communications of 
the Company, and the Committee will take all necessary steps to preserve the privileged nature 
of those communications.

The Committee may form and delegate authority to subcommittees and may delegate authority 
to one or more designated members of the Committee.

Responsibilities 

The Committee’s speci� c responsibilities in carrying out its oversight role are delineated in 
the Audit Committee Responsibilities Calendar. The Responsibilities Calendar will be updated 
annually as necessary to re� ect changes in regulatory requirements, authoritative guidance, 
and evolving oversight practices. The most recently updated Responsibilities Calendar will be 
considered to be an addendum to this Charter. The Committee relies on the expertise and 
knowledge of management, the internal auditors, and the independent auditor in carrying 
out its oversight responsibilities. Management of the Company is responsible for determining 
the Company’s � nancial statements are complete, accurate, and in accordance with generally 
accepted accounting principles and establishing satisfactory internal control over � nancial 
reporting. The independent auditor is responsible for auditing the Company’s � nancial statements 
and the effectiveness of the Company’s internal control over � nancial reporting. It is not the 
duty of the Committee to plan or conduct audits, to determine that the � nancial statements 
are complete and accurate and in accordance with generally accepted accounting principles, 
to conduct investigations, or to assure compliance with laws and regulations or the Company’s 
standards of business conduct, codes of ethics, internal policies, procedures, and controls.

tasks they may have performed in the past. The CAE for that smaller corporation should 
review materials published by the IIA, AICPA, or the Information Systems Audit and 
Control Association, and work with internal auditors from other smaller fi rms in the 
auditor’s community to develop ideas and approaches. The local IIA chapter will typi-
cally have member CAEs from other nearby similar‐sized companies who should be will-
ing to share thoughts and ideas. The IIA’s Global Audit Information Network program, 

EXHIBIT 25.2 (continued)
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discussed in Chapter   12  , can be a source for reviewing other approaches for developing 
this material.   

25.3 AUDIT COMMITTEE’S FINANCIAL EXPERT AND 
INTERNAL AUDIT 

 A major audit committee criticism in those pre‐SOx days but after the fall of Enron was 
that many board members serving on audit committees had been elected because of their 
business or professional backgrounds, but they did not understand complex fi nancial or 
internal control issues. SOx now requires that at least one of the audit committee indepen-
dent directors must be what is called a fi nancial expert with some fairly specifi c require-
ments for that role, as outlined in the Chapter   5   overview of SOx. This fi nancial expert 
board member could very well be internal audit’s best or closest audit committee ally and 
may be the starting point for the CAE to closely bind internal audit to the board’s audit 
committee. The typical audit committee member today and certainly that fi nancial expert 
are in a new and challenging position with legal mandates and lots of pressure. 

 SOx has caused many changes to corporate governance, the board of directors, and 
certainly the audit committee. In many situations, the CAE and internal audit may be a 
unique thread of corporate governance continuity, and internal audit can help the audit 
committee in this new era through a three‐step approach: 

   1.  Through a report and presentation, provide a detailed summary of current internal 
audit processes for risk assessments, planning and performing audits, and reporting 
results through audit reports. 

   2.  Working with human resources and other resources, present plans to the audit 
committee to assist in launching the SOx required ethics and whistleblower 
program as discussed in Chapter   26  . 

   3.  Develop detailed plans for reviewing and assessing internal controls in the 
enterprise. This is a key component of SOx Section 404, internal control assessment 
requirements, as discussed in Chapter   5  . 

 The fi rst step here is that internal audit should make a concerted effort to explain its 
processes and procedures to the audit committee, the overall board, and to senior manage-
ment with an emphasis on SOx’s internal audit requirements. Once this board presentation 
is launched, it should become part of the annual internal audit planning process with ongo-
ing changes reported. However, even before launching any such presentation, internal audit 
should go through its own processes and perform what might be called a health check to 
assess current internal audit practices. This might point to areas where there is room for 
internal audit improvement. Exhibit   25.3    shows an internal audit health check assessment 
survey that can be expanded or modifi ed depending on current conditions. The idea here is 
that internal audit should go through a rapid self‐assessment, asking itself how it is doing at 
present and what it should do to improve, and then making improvements as required. This 
is also along the lines of a control self‐assessment, as discussed in Chapter   12  . 
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  Once internal audit has gone through such a self‐correction exercise, audit pro-
cesses and ongoing activities should be presented to the audit committee as well as the 
overall board and management. The idea is to make certain that all parties are aware 
of internal audit’s processes as well as ongoing issues. The session should be given to 
key members of management fi rst, before the audit committee presentation, to ensure 
that internal audit’s message is well understood and consistent with other management 
initiatives. Depending on the enterprise and its past history, internal audit may receive 
too little or even too much credit for its role in the corporate governance process.   

 25.4 AUDIT COMMITTEE RESPONSIBILITIES FOR 
INTERNAL AUDIT 

 The board of directors’ audit committee has a primary responsibility for an enterprise’s 
internal audit function. Prior to SOx, this had often been little more than a theoretical 
concept where internal audit reported to the audit committee “on paper” but effectively 
reported to the chief fi nancial offi cer (CFO) or some other senior corporate offi cer. The 
modern internal audit function should have a charter‐defi ned very active relationship 

 EXHIBIT 25.3     Internal Audit Health Check Assessment  

Internal Audit (IA) Processes Yes/No

    1.  Does IA have a formal set of standards and are those standards consistent 
with IIA standards (as outlined in Chapter   8  )? 

   2.  Are new IA members educated on the use of IA standards and is overall 
compliance to standards monitored regularly? 

   3.  Does IA prepare an annual audit plan and is performance against the plan 
regularly monitored by the audit committee? 

   4.  Are audit plans developed through a formal risk assessment process (see 
Chapter   7   on risk assessments)? 

   5.  Are individual audits planned and supervised with suf� cient attention given to 
risks, adequate resources, and staf� ng (discussed in Chapter   16  )? 

   6.  Is all IA work documented through a formal set of workpapers and are those 
workpapers reviewed by appropriate levels of management (workpaper 
procedures are discussed in Chapter   17  )? 

   7.  Are audit � ndings reviewed, as appropriate, with management before release 
of � nal audit reports? 

   8.  Are recipients of audit reports required to respond to recommendations with 
plans for corrective action and are those responses monitored (see Chapter   18  )? 

   9.  Are there special IA procedures in place in the event of fraud or suspected 
fraud encountered during reviews (fraud detection is discussed in Chapter   27  )? 

  10.  Does IA report the results of its activities regularly to the audit committee? 
  11.  Are overall budgets developed for all IA work and is performance monitored 

against those budgets? 
  12.  Do all members of IA receive adequate training on accounting, internal 

controls, and technology issues?  
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with the enterprise’s audit committee. These charters are often very specific regarding 
relationships with internal audit and typically require the audit committee to:

 1. Review the resources, plans, activities, staffing, and organizational structure of 
internal audit. These areas are discussed in Chapters 14 and 15.

 2. Review the appointment, performance, and replacement of the CAE.
 3. Review all audits and reports prepared by internal audit together with manage-

ment’s response. Audit reports and communications are discussed in Chapter 18.
 4. Review with management, the CAE, and the independent accountants the adequacy 

of financial reporting and internal control systems. The review should include the 
scope and results of the internal audit program and the cooperation afforded or limita-
tions, if any, imposed by management on the conduct of the internal audit program.

These reviews have been part of the relationship between internal audit and its audit 
committee over time, but the audit committee charter published in the proxy formalizes 
this arrangement. The CAE should work closely with the audit committee to ensure 
that effective communication links are in place. The third point above on audit reports 
is an example. While some internal audit departments in the past supplied their audit 
committees with only summaries of internal audit report findings or just decided what 
they felt were significant audit report findings, SOx now mandates that internal audit 
should provide the audit committee with all audit reports and their supporting manage-
ment responses. Even when internal audit generates a large number of audit reports, 
such as for a retail enterprise with audits of many smaller store units that often have 
few significant findings, the audit committee should receive detailed information on all 
audits performed. Even though summary reports are provided, complete reports for all 
audits should be provided as well.

Appointment of the Chief Audit Executive

While the CAE typically reports administratively to enterprise management, the audit 
committee is responsible for the hiring and dismissal of this internal audit executive. 
The board’s compensation committee may also be involved when the CAE is designated 
as an officer of the enterprise. The objective here is not to deny enterprise management 
the right to name the person who will administer the internal audit department, which 
serves the combined needs of enterprise management and the audit committee. Rather, 
the significance of the audit committee’s participation is to assure the independence of 
the internal audit function when there is a need to speak out regarding issues identified 
in the review and appraisal of internal controls and other enterprise activities.

The actual participation of the audit committee in the selection of the CAE can 
take a number of forms but typically involves a review of the proposed director’s cre-
dentials followed by a formal interview. Enterprise management—often primarily the 
CFO—typically consults with the chair of the audit committee regarding potential CAE 
candidates, allowing the audit committee time to review and comment, and sometimes 
interview, before any change is actually made. In many instances, the enterprise will be 
faced with the need to name a new CAE because the existing person has resigned or has 
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been promoted. Management may suggest the promotion of someone from within the 
enterprise or to recruit an outsider, but the audit committee will have the final decision. 
Agreement on the adequacy of the qualifications to serve the needs of both management 
and the board of directors is an essential condition of an ongoing effective relationship 
between senior management and the audit committee.

The audit committee is usually not involved in day‐to‐day administrative mat-
ters regarding the CAE and the entire internal audit function but must take care to 
ensure the ongoing quality of the internal audit function. For example, an incumbent 
CAE should continue to have opportunities for receiving a promotion or be given other 
responsibilities as a part of a management development program. In other instances, 
senior management may express strong feelings that the CAE should be transferred or 
terminated because of some strong management concern. In the latter situation, the 
audit committee should review the suggested personnel action and provide the affected 
CAE with a fair hearing on the issues involved. The audit committee may also feel that 
the CAE is not doing an adequate job in either complying with the audit committee’s 
requests or in directing the internal audit function, or both. In such a case, the chair 
of the audit committee would typically express those concerns to enterprise manage-
ment and start the process for a change in personnel. In an extreme case where there 
is disagreement regarding the CAE, the audit committee can always hire an outside 
consultant to perform the audit review work desired by the committee or can direct 
management, through board directives, to make a change.

The overall issue here is that the audit committee has the ability to hire or fire the 
CAE, but there must be an ongoing level of cooperation here. The audit committee is 
not on‐site on a daily basis to provide detailed internal audit supervision and must rely 
on management for some detailed support. The CAE or any member of internal audit 
cannot just ignore an appropriate management request by claiming they only report 
the audit committee and are not responsible to enterprise line management. Similarly, 
enterprise management must make certain that internal audit is part of the enterprise 
and not some almost outsider because of the audit committee relationship.

Approval of Internal Audit Charter

As discussed in Chapter 14, an internal audit charter serves as a basis or authorization 
for every effective internal audit program. An adequate charter is particularly important 
to define the roles and responsibilities of internal audit and its responsibility to serve 
the audit committee properly. It is here that the mission of internal audit must clearly 
provide for service to the audit committee as well as to senior management. An internal 
audit charter is a broad but general document that defines the responsibilities of internal 
audit within the enterprise, describes the standards followed, and defines the relation-
ship between the audit committee and internal audit. The latter point is particularly 
important as it sends a special message to senior management that the CAE can go to 
a higher authority—the audit committee—in the event of a significant controversy or 
internal control issue.

The audit committee is responsible for approving this internal audit charter, just 
as the full board is responsible for approving the audit committee’s charter. We are 
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discussing internal audit charters here because of this audit committee responsibility, 
but internal audit charters are discussed in greater detail in Chapter 14, in the section on 
charters and building an effective internal audit function. Who is responsible for draft-
ing this internal audit charter? In theory, perhaps, the audit committee might draft this 
document as a board committee activity. In reality, the CAE will usually take the lead 
in drafting this charter and/or will suggest appropriate updates to an existing charter 
to the chair of the audit committee.

While the internal audit charter authorizes the work that should be performed, 
the audit committee members may not be in a position to draft detailed audit charter 
requirements. The CAE typically works closely with the chair of the audit committee to 
draft this document for audit committee and overall board approval. In addition to the 
charter, the specific nature and scope of internal audit’s service responsibilities to the 
audit committee should be formalized and outlined. These could include periodic written 
audit status reports, regularly scheduled meetings with the audit committee, and both 
the right and obligation of internal audit’s direct access to the audit committee. While 
this understanding typically does not require a formal audit committee resolution, both 
parties should have a clear understanding of the responsibilities of internal audit to 
present reports and to attend audit committee meetings. The acceptance of the internal 
audit charter and related provisions by all parties of interest means that internal audit 
is freed from barriers that might otherwise prevent it from making needed disclosures 
to the audit committee, even those of a very sensitive nature.

This charter statement of internal audit’s relationship to the audit committee is 
especially important since internal audit also has a day‐to‐day working relationship 
with enterprise management. While the audit committee selects the CAE, other mem-
bers of the audit team are hired and paid by the enterprise, not the independent audit 
committee. Senior management often may forget that internal audit also has this spe-
cial reporting relationship within the enterprise. This need for an adequate internal 
audit charter is sometimes discounted by enterprise management on the grounds that 
there are no restrictions to internal audit’s independence. Nevertheless, a strong internal 
audit charter, approved by the audit committee, is an important provision of corporate 
governance.

Approval of Internal Audit Plans and Budgets

The audit committee should ideally have developed an overall understanding of the total 
audit needs of the enterprise. This high‐level appraisal covers various special control and 
financial reporting issues, allowing the audit committee to determine the portion of audit 
or risk assessment needs to be performed by either the internal or other providers. As part 
of this role, the audit committee is responsible for reviewing and approving all internal 
audit higher‐level plans and budgets. This audit committee responsibility is consistent 
with its role as the ultimate coordinator of the total audit effort. While enterprise man-
agement may have its own ideas about the total audit effort and how it should be carried 
out, and while the CAE has views as to what needs to be done, this is an audit committee 
responsibility. It is essential that the varying views of the key parties be jointly considered 
and appropriately reconciled, but the audit committee will have the final word here.
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 The review of all internal audit plans by the committee is essential if the policies 
and plans for the future are to be determined most effectively. The introduction of new 
audit responsibilities since SOx has changed roles that had been in place for years, and 
all interested parties should understand the nature of the total audit plan. Enterprise 
management, internal auditors, and external audit alike then will know what to expect 
from the suppliers of audit services. The audit committee should assume a high‐level 
coordination role. Although there are practical limitations as to how actively the audit 
committee can become involved in the detailed planning process, some involvement has 
a demonstrated high value. Typically, the chair of the audit committee is the most active 
person in this plan review, but even this person is subject to time limitations. Internal 
audit should prepare a comprehensive set of annual planning documents for the com-
mittee that give detailed plans for the upcoming year as well as longer‐range plans for 
the future. Suggested formats for these plans are discussed in Chapter   8   on performing 
effective internal audits and in Chapter   15   on organizing internal audit activities. In 
addition, internal audit should prepare summarized reports of past audit activities and 
reassessments of its coverage to give the audit committee an understanding of signifi cant 
areas covered in past reviews. Although internal audit should report its activities to the 
audit committee on a regular basis, this summary reporting of past activity gives an 
overview of past areas for audit emphasis as well as highlighting any potential gaps in 
audit coverage. Exhibit   25.4    is an example of a one‐year audit plan for presentation to the 
audit committee of our example company, Global Computer Products. The CAE would 
present this type of report to the audit committee, listing particulars for each planned 
audit, with supporting details to answer questions and discuss supporting details. The 
summary report on past activities is particularly important in that it shows the areas that 
had been scheduled in the prior year’s plan and the accomplishments against that plan.  

 In many enterprises, the annual audit plan is developed through both internal 
audit’s risk analysis process and discussions with both senior management and the 
audit committee. Management and the committee may suggest areas for potential 
internal audit review, and internal audit should develop plans within the constraints 
of budget and resource limitations. If the audit committee has suggested a review of 
some specialized area but internal audit is unable to perform the planned audit due to 
some known constraints, the CAE should clearly communicate that defi ciency to the 
audit committee.    

 25.5 AUDIT COMMITTEE REVIEW AND ACTION ON 
SIGNIFICANT AUDIT FINDINGS 

 An audit committee’s most important responsibility is to review and take action on 
reported signifi cant   audit fi ndings   that are reported to them by internal and external 
auditors, management, and others. While the audit committee has responsibility for 
all of these areas, our focus here is on the importance of internal audit to report all sig-
nifi cant fi ndings to the audit committee on a regular and prompt basis. Part of this will 
occur through internal audit’s distribution of all audit reports to the audit committee 
as part of the SOx requirements outlined in Chapter   5  . While internal audit and others 
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 EXHIBIT 25.4     One‐Year Audit Plan Summary for Audit Committee Review  

Global Computer Products 20xx Summarized Audit Plan

Division Audit
Risk 
Rank

Est. 
Start

Planned 
Finish

Total 
Hours

Total 
Costs Comments

Electro Inv. Planning 
Controls

8.4 Carry‐over—from 
20xx

Electro Phys. Inv. 
Observation

9.5

Electro B‐Plant 
Security

7.4

Electro Materials 
Receiving

6.2 Physical & Logical 
Security

Electro Procurement 
Controls

6.8 Operational 
Assessment

Electro New 
Marketing 
System

7.8

Distribution XML Order 
Controls

9.1 First Audit of Process

Distribution Whse. Physical 
Security

5.3 Financial Controls

Distribution Factory Labor 
Reporting

7.2 Operational Controls

Distribution Product 
Incentive 
System

8.6 Audit Committee 
Request

Distribution Prod. 
Warranty 
Returns

8.8 Operational Controls

Distribution Business 
Continuity 
Planning

9.1

Distribution A/R Control 
Proceed

7.5

Asia Paci� c G/L System 
Integrity

8.6 First Review of Unit

Asia Paci� c Labor 
Relations Stds.

8.2 First Review of Unit

Asia Paci� c Mfg. Control 
System

9.2 First Review of Unit

Corporate Government 
Relations 
Dept.

5.3

Corporate Construction 
Contracts

7.3

(continued)
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should certainly not fi lter audit fi ndings and only tell the audit committee what they 
feel is “signifi cant,” the interests and effi ciencies of all will be better served by internal 
audit regularly reporting signifi cant audit fi ndings as well as the status and disposition 
of those fi ndings. Exhibit   25.5    is an example of such a signifi cant fi ndings report from 
our Global Computer Products example company.  

 Reacting to signifi cant audit fi ndings requires a combination of understanding, com-
petence, and cooperation by all of the major parties of interest—internal audit, man-
agement, external auditors, and the audit committee itself. Total enterprise welfare then 
becomes the standard by which to judge all internal audit services, as opposed to more 
provincial views that the interests of management and the audit committee may be to 
some extent confl icting. Within its own area of responsibility, internal audit should act 
aggressively in not just reporting the signifi cant fi ndings and stopping there but exercising 
ongoing monitoring actions to assess whether appropriate corrective actions are taken.   

Global Computer Products 20xx Summarized Audit Plan

Division Audit
Risk 
Rank

Est. 
Start

Planned 
Finish

Total 
Hours

Total 
Costs Comments

Total Internal Audit Projects

Nonaudit Training

Nonaudit Audit 
Administration

Total Internal Audit for 20xx

 EXHIBIT 25.5     Internal Audit Signi� cant Findings Audit Committee Report  

 Global Computer Products, Inc. 

 Audit Committee of the Board of Directors 

 Internal Audit Signfi cant Audit Findings—May 31, 20xx 

Status of Findings Reported in Prior Reports    Current Status  

JAN XX San Jose plant continuity plans have not been 
tested

Open

JUL XX Physical security at ABC plant space In Process

OCT XX U.S Federal Form S‐1 Incomplete Corrected

NOV XX Poor project planning at Maxx Division In Process

DEC XX Poor overall plant scrap accounting controls Corrected

  New Signi� cant Audit Report Findings Added  

MAR XY Poor controls over new WIP system Open

APR XY U.S. Federal EEOC reports not � led Open

EXHIBIT 25.4 (continued)
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 25.6 AUDIT COMMITTEE AND ITS EXTERNAL AUDITORS 

 The audit committee has a major responsibility for hiring the external audit fi rm, 
approving their proposed budget and audit plan, and releasing their audited fi nancial 
statements. While many aspects of this arrangement have remained unchanged over 
time, SOx has caused some signifi cant changes. As discussed in Chapter   5   on SOx Sec-
tion 404 internal control assessments, the external auditors no longer can both perform 
and approve internal control assessments, nor are any consulting arms of the public 
accounting fi rms allowed to install fi nancial applications that would be subject to exter-
nal audit review. The major public accounting fi rms no longer have these consulting 
divisions, and, as discussed in several sections, public accounting fi rms are prohibited 
from outsourcing the internal audit services for the enterprises they audit. Audit com-
mittees need to be aware and sensitive to these changes. 

 SOx requires that the audit committee approve all external audit services, includ-
ing comfort letters, as well as any nonaudit services provided by the external auditors. 
External auditors are still allowed to provide tax services as well as certain  de minimus
service exceptions, but they are prohibited from providing the following nonaudit ser-
vices contemporaneously with their fi nancial statement audits: 

 ■    Bookkeeping and other services related to the accounting records or fi nancial state-
ments of the audit client 

 ■    Financial IT design and implementation 
 ■    Appraisal or valuation services, fairness opinions, or contribution‐in‐kind reports 
 ■    Internal audit outsourcing services 
 ■    Management function or human resources support activities 
 ■    Broker or dealer, investment advisor, or investment banking services 
 ■    Legal services and other expert services unrelated to the audit 
 ■    Any other services that the Public Company Accounting Oversight Board determines 

to be not permitted   

 Even though their external auditors are prohibited from performing these activities, 
corporations will still need to contract for and acquire many of these types of services. 
These must be treated as special contracting arrangements, reported as part the annual 
fi nancial reports. While it is in the best interest of the external audit fi rm to not get 
involved with such nonaudit services, internal audit should consider offering its services 
where appropriate and consistent with internal audit’s charter.   

 25.7 WHISTLEBLOWER PROGRAMS AND CODES OF 
CONDUCT 

 As discussed in Chapter   5  , SOx rules state that the audit committee must establish 
procedures for the receipt, retention, and treatment of complaints regarding account-
ing, internal accounting controls, or auditing matters, including procedures for the 
confi dential, anonymous submission by employees of concerns regarding questionable 
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accounting or auditing matters. This can be a documentation challenge since much of 
this material must be held in a secure, confi dential manner. The CAE as well as enter-
prise legal counsel will often be the only non‐CEO and CFO links between the audit 
committee and the corporation. Internal audit should offer its services to the audit 
committee—often to the designated fi nancial expert—to establish documentation and 
communication procedures in the following areas: 

 ■ Documentation logging whistleblower calls.  SOx mandates that the audit 
committee establish a formal whistleblower program where employees can raise 
their concerns regarding improper audit and controls matters with no fear of ret-
ribution. A large enterprise may already have an ethics function, as discussed in 
Chapter   26  , where these matters can be handled in a secure manner. When a small 
enterprise does not have such a resource, internal audit should offer its facilities to 
log in such whistleblower communications, recording the date, time, and name of 
the caller for investigation and disposition. With a heritage of handling secure inter-
nal audit reports, internal audit is often the best resource in an enterprise to handle 
such matters. In all instances, SOx gives the audit committee the responsibility for 
launching and administering such a whistleblower program. 

 ■     Disposition of whistleblower matters.  Even more important than logging in ini-
tial whistleblower calls, documentation must be maintained to record the nature of 
any follow‐up investigations and related dispositions. Although the SOx‐mandated 
whistleblower program does not have a cash reward program, complete documen-
tation covering actions taken as well as any net savings should be maintained. 
Again, with its tradition of handling confi dential matters, internal audit should 
offer to provide secure, confi dential services here. This can be a very important 
activity, because if an employee calls in a whistleblower matter where it is later 
proven that this reported information got out and the whistleblower was subject to 
retaliation, the reporting employee can bring legal action against the corporation. 

 ■ Codes of ethics.  SOx gives the audit committee the responsibility to implement a 
code of ethics for a corporation’s senior offi cers such as the CEO and CFO. The con-
cept is to outline a set of rules for proper conduct and to have these senior offi cers 
acknowledge that they have read, understand, and agree to abide by them. Chapter 
  26   discusses these ethics and whistleblower programs, and internal audit should 
play a leading role in helping the audit committee to implement such programs, not 
just for a limited set of senior offi cers but for the entire enterprise.     

 25.8 OTHER AUDIT COMMITTEE ROLES 

 The audit committee may frequently receive questions and queries regarding various 
accounting and auditing matters, and internal audit can offer to act as a secretary to 
the audit committee in documenting and handling these matters. Many of the points 
discussed in this chapter outline areas where internal audit can help the audit com-
mittee in handling some of its SOx‐related administrative chores. Even for a very large 
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corporation, the audit committee may consist of perhaps six persons, and the number 
will typically only be two in a smaller corporation. In addition, the typical independent 
director audit committee member is a busy person possibly serving on multiple boards 
and with little direct administrative support. While the CEO’s or CFO’s administrative 
support staff usually handles many administrative duties for board members, SOx rules 
require that the audit committee must act independently. Internal audit could be a 
natural resource to provide this help. 

 Under SOx, the audit committee takes on a new and important role, which internal 
audit is in perhaps one of the best positions to help facilitate. The CAE has an opportunity 
for open access to the audit committee through presentations at regular meetings and 
confi dential one‐on‐one meetings. However, in the past, these meetings were often little 
more than formalities with limited true communications. As discussed throughout this 
book, SOx has changed these rules. 

 The audit committee and certainly its designated fi nancial expert have been 
assigned a whole series of new responsibilities. Internal audit is an excellent source 
to help audit committee members to fulfi ll their SOx‐related responsibilities through 
close communications as well as by offering to take on certain audit committee docu-
mentation tasks. The broad acceleration of social expectations, the resulting impact 
on the areas of enterprise responsibility, and the related growth of audit committees 
have generated new needs for the enterprise. As a result, there are new and expanding 
requirements for internal audit services that constitute both challenges and opportuni-
ties. SOx has changed much here, and the modern internal auditor should be aware of 
this expanded level of audit committee importance. Internal auditors should both under-
stand these SOx‐mandated service needs and actively serve and work with their audit 
committees as part of an overall objective to provide maximum service to the enterprise.   

 NOTE   

   1.  Microsoft Corporation Audit Committee Charter and Responsibilities Calendar, July 
1, 2014,  http://www.microsoft.com/investor/corporategovernance/boardofdirectors/
committees/audit.aspx.   
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 26             
 Ethics and Whistleblower Programs                                

                                                       CHAPTER TWENTY-SIX 

    INTERNAL AUDITORS HAVE ALWAYS BEEN viewed as the ethical leaders in an 
enterprise. Whenever there have been questions of questionable dealings or fraud in 
operations, for example, the management response has almost always been to call on 

internal audit to investigate the matter. Because of their strong professional standards, 
supported by well‐recognized professional codes of conduct, internal auditors are rec-
ognized and should be ethical leaders in the enterprise. They should be viewed as the 
enterprise’s ethical leaders. 

 A knowledge and understanding of an internal auditor’s professional code of eth-
ics or conduct, as discussed in Chapter   9   along with both IIA and ISACA internal audit 
professional standards, are a key internal audit common body of knowledge (CBOK) 
requirement. Ethics and enterprise‐wide codes of conduct have a much larger role in 
today’s enterprise beyond just the internal audit function. In years past, many enter-
prises mouthed words about their commitment to ethics but often never went much fur-
ther. However, since the launch of the revised Committee of Sponsoring Organizations 
internal control framework, discussed in Chapter   3  , as well as today’s Sarbanes-Oxley 
Act (SOx) rules, there has been an almost worldwide emphasis on the importance of 
establishing an ethical environment throughout the enterprise. While internal audit 
has had a continuing role here, many of these initiatives have been launched through 
enterprise human resources and corporate legal initiatives. Beyond just promoting an 
ethical environment for all enterprise stakeholders, these enterprise‐wide initiatives 
have emphasized strong individual stakeholder codes of ethics or conduct, a recognition 
of enterprise core values, and what are frequently known as whistleblower programs. 
Employees and stakeholders at all levels are encouraged to think and act differently. 

 Moving beyond codes of ethics for individual professionals, whistleblower programs 
are an important facility for an overall enterprise. The concept behind them is that 
any employee or other stakeholder who has observed a work environment matter that 

Brink’s Modern Internal Auditing: A Common 
Body of Knowledge, Eighth Edition 
By Robert R. Moller 
Copyright © 2016 by John Wiley & Sons, Inc. 
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appears to be signifi cantly wrong should have the ability to report the matter to senior 
management without fear of recrimination. Whistleblower programs have been a stan-
dard in many U.S. legal rules and are an element of SOx, as discussed in Chapter   5  . 
While internal auditors are not necessarily the designated recipients of whistleblower 
reports, they need to understand them and how they fi t in the control environment of 
the enterprise. 

 This chapter discusses internal auditor ethics, compliance, and governance issues 
with an emphasis on the IIA and ISACA codes of conduct introduced in Chapter   9  . Inter-
nal auditors need to understand these concepts and how they should be applied to their 
overall enterprise. In addition, in some smaller enterprises with more limited resources, 
internal audit may be called upon to launch and administer many, if not all, aspects of 
an enterprise’s ethics and whistleblower programs. While knowledge of the IIA’s code 
of conduct is a basic CBOK requirement, an overall understanding of whistleblower 
programs and enterprise ethics is important to the total enterprise and should be a key 
CBOK internal audit knowledge area as well. 

 This chapter also describes how to establish ethics and whistleblower functions that 
are consistent with SOx but also of value to all stakeholders in the enterprise: employees, 
offi cers, vendors, and contractors. Going beyond the SOx objectives to prevent fraudulent 
fi nancial reporting, an effective ethics program is an important governance and compli-
ance tool for the entire enterprise. Although they have been a component of U.S. defense 
contracting labor laws for years, SOx now mandates the establishment of whistleblower 
programs in all registered public corporations. We will look at the guidelines here and 
things internal audit can do to establish effective programs in the enterprise.   

26.1 ENTERPRISE ETHICS, COMPLIANCE, AND GOVERNANCE 

 Many of the high‐profi le business failures over the years in the United States and else-
where were characterized by investigators, regulators, and journalists to have occurred 
because of unethical behavior by business managers at all levels. Historically, such fail-
ures are nothing new. Ethical lapses have occurred since the early days of business and 
trade—at least over the past 1,000 years if not earlier. However, today’s lapses often 
seem different, as our access to information widely publicizes them, and many more 
people may be hurt due to their stock market investments, retirement accounts, and 
other fi nancial interests. While the so‐called robber barons of the late nineteenth cen-
tury had an attitude of “Let the public be damned!” in an era when there were few legal 
restrictions, this is not acceptable in today’s society, with our need for compliance with 
a plethora of rules and regulations as well as an increased interest in business ethics, 
codes of conduct, and enterprise governance issues. 

 Internal auditors have been familiar with ethics programs and codes of conduct over 
the years. Internal audit’s professional standards, as discussed in Chapter   9  , make a code of 
conduct a prominent component, and many internal auditors have become involved with 
reviewing and helping to enhance their enterprise’s ethics programs. This area became 
even more important when the SOx mandated signed ethics or code of conduct statements 
from senior offi cers and called for whistleblower programs directed by the audit committee. 
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As outlined in Chapter 5, SOx mandates that corporate audit committees must 
have their chief financial officer (CFO) sign an ethics statement. While this is no 
guarantee that the CFO will always follow ethical business practices, the threat of a 
major fine or even prison are strong compliance inducements. However, a strong set 
of personal values throughout the enterprise as well as an ongoing commitment to 
always do the right thing are often even more important. While SOx’s requirements 
are limited to senior financial officers, an enterprise will generally find more value 
in launching and implementing such a program for the entire enterprise and its key 
stakeholders. While some ethics and code of conduct rules can be very specific to just 
the financial officers, enterprises will find greater value in having one set of rules 
apply to all, and internal audit may want to consider advising management to move 
in that direction.

Enterprises of all sizes and areas of business today should establish effective ethics 
functions, including a mission statement and a code of conduct. Although an ethics pro-
gram is important today, an enterprise cannot claim to have implemented it just by pub-
lishing a code of business conduct and instructing all employees to read it. An effective 
ethics program requires a formal commitment between the enterprise and its employees 
and agents to do the right thing. Many enterprises today already have elements of an eth-
ics program in place, while others assume they have good ethics practices because there 
have been no recent problems. All too often, those established “ethics programs” amount 
to little more than an employee code of conduct given to new hires on their first day on 
the job plus sometimes a few posters hung where employees can read them, or more typi-
cally Web postings on the enterprise’s intranet system. A new employee is asked to read 
and sign the enterprise’s code of conduct as part of completing such new‐hire materials 
as tax withholding forms, medical plan selections, and other employee options. All too 
often this stakeholder signed code of conduct is simply filed away and forgotten by all 
involved parties. This does not constitute an effective ethics program for an enterprise.

The following sections outline some of the elements of an effective ethics program 
for an enterprise, starting with understanding the risk environment and moving to 
launching an effective enterprise code of conduct. An enterprise should consider launch-
ing an ethics program that applies to all stakeholders throughout its operations. While 
the emphasis may be a bit different at various levels, all should be aware of the enter-
prise’s values and overall mission. As a natural party interested in good, ethical business 
practices, internal audit should be in a key position to help launch an enterprise‐wide 
ethics function if one does not exist or to help to improve any current programs. Just as 
internal auditors should understand how to evaluate and recommend effective internal 
accounting controls, they should have a basic understanding of the elements of an effec-
tive organization ethics program.

As a clarification here, Chapter 9 introduced and discussed the importance of a code 
of ethics as part of an internal auditor’s personal professional standards, including both 
the IIA and ISACA. This chapter discusses the importance of having an effective code 
and ethics program for an enterprise as a whole. While these enterprise‐specific codes 
and standards should not be in conflict with an internal auditor’s own professional stan-
dards, internal auditors should always determine, as part of internal control reviews, 
that effective enterprise‐level codes exist.
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 26.2 ETHICS FIRST STEPS: DEVELOPING A MISSION 
STATEMENT 

 Every enterprise, no matter its size, should have a formal mission statement to describe 
its overall objectives and values. Properly developed, a mission statement should be a 
source of direction—a compass—to let employees, customers, stockholders, and other 
stakeholders know what the enterprise stands for and what it does not. Once little more 
than a nice‐sounding slogan for many enterprises, effective mission statements are 
today important for promoting strong organizational ethics and good corporate gover-
nance. Effective mission statements can be a great asset to an enterprise, allowing it to 
better achieve organizational goals and purposes. 

 The Johnson & Johnson Tylenol crisis of the early 1980s provides a good example 
of the importance of a strong   corporate mission statement   as a compass to provide direc-
tion. Johnson & Johnson, a major medical products provider, manufactures a popular 
pain medication called Tylenol. At the time, such medications were sold in screw‐top 
bottles with no tamper‐proofi ng. Someone in the Chicago area opened a series of these 
Tylenol bottles, adulterated their contents with cyanide, and placed the bottles back on 
store shelves. Several people who purchased this tainted Tylenol subsequently died from 
cyanide poisoning. An investigation of the deaths quickly pointed to Johnson & Johnson 
and the poison‐tainted Tylenol. 

 The matter put Johnson & Johnson under massive pressure. The corporation knew 
that it had extremely strong quality control processes in place that would prevent such 
poison contamination from occurring within its own manufacturing facilities. It also 
knew that the contaminated products had appeared only in the Chicago area, while 
Tylenol was found on store shelves worldwide. A worldwide product recall would be 
extremely expensive. However, rather than going through a long series of internal inves-
tigations, Johnson & Johnson quickly did the right thing. It recalled all Tylenol products  
from store shelves worldwide and subsequently released future products in a newly 
designed sealed package. When asked why it was able to make such a very expensive 
recall decision so quickly even though the company knew it was not at fault, Johnson 
& Johnson stated that there was no need for a delayed decision. The Johnson & Johnson 
credo, their mission statement, dictated that decision. That credo, found on the Johnson 
& Johnson web site,  1   states very strongly that the company’s fi rst responsibility is to sup-
ply high‐quality products to its customers. At the time of the Tylenol crisis, everyone 
at Johnson & Johnson knew this. The credo had been posted widely in enterprise facili-
ties, and there was no need for the enterprise to explore multiple potential alternatives 
before making a decision. The whole unfortunate matter highlighted the importance 
of a strong mission statement for an enterprise. 

 A strong corporate mission statement is an important element in any ethics and 
corporate governance initiative. Although most enterprises will not face a crisis on the 
level of Johnson & Johnson’s tainted Tylenol in the 1980s, a stronger anchor of this sort 
might have helped some enterprises to better avoid the accounting scandals around the 
turn of this most recent century that led to the creation of SOx. 

 Working with an ethics offi cer function and senior management, internal audit 
can help to evaluate mission statements or rewrite and launch new ones. Stakeholder 
ethics surveys, discussed in the next section, will highlight potential problems in any 
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existing mission statement. If employees or other stakeholders are not really aware of 
the corporate mission statement or if they view it as little more than a set of meaningless 
words, there is a need to revisit and revise that document. A poorly crafted mission state-
ment can often do more harm than good, creating cynical and unhappy organization 
members who resist change. If the enterprise has no mission or values statement, there 
can be considerable value to assembling a team to develop a statement that refl ects the 
enterprise’s overall values and purposes. If an existing statement was met with cyni-
cism during the ethics survey, it is time to rework and revise that statement. However, 
any revised statement should be carefully crafted and delivered. If just rolled out with 
no preparation, it may be viewed with even more cynicism. A good mission statement 
is also a good starting point for senior management tone‐at‐the‐top messages in today’s 
corporation. 

 A good mission statement should make a positive statement about an enterprise and 
hopefully inspire enterprise stakeholders to harness their energy, passion, and commit-
ment to achieving goals and objectives. The idea is to create a sense of purpose and direc-
tion that will be shared throughout the enterprise. Perhaps one of the best examples of a 
mission statement was expressed by U.S. president John F. Kennedy in the early 1960s: 

 This nation should dedicate itself to achieving the goal, before this decade is out, 
of landing a man on the moon and returning him safely to Earth. 

 Those simple words describe a mission and vision much better than an extensive 
document of many pages. Sometimes called values statements or credos, mission state-
ments can be found in the annual reports of many enterprises. Some are lengthy, while 
others seem to be little more than fl uff. The best are closer to the Johnson &  Johnson 
credo explained earlier in this chapter or JFK’s moon landing statement in their style. 

 Once an enterprise has developed a new mission statement or has revised an exist-
ing one, it should be rolled out to all enterprise members with a good level of publicity. 
Using a tone‐at‐the‐top approach, senior managers should explain the reasons for the 
new mission statement and why it will be important for the enterprise. It should be 
posted on facility billboards, in the annual report, on the enterprise’s homepage, and 
in other places to encourage all stakeholders to understand and accept it. The mission 
statement, however, should just not stand by itself; a series of other key steps are needed 
to build an effective ethics and compliance function. 

 Sometimes an internal auditor might argue, “I’m an internal auditor—I just review 
the internal controls that are in place. What do I have to do with launching an ethics 
function?” This is true, and internal audit should always be involved with reviewing and 
commenting on the controls that others have established. However, due to the unique 
nature of ethics and compliance programs and their relationship to the overall enter-
prise, internal audit can take an even more active role in helping to implement them.    

 26.3 UNDERSTANDING THE ETHICS RISK ENVIRONMENT 

 Virtually every enterprise faces a mix of risks that limit its business operations, growth, 
profi tability, or other areas. When business or the economy is booming, there will always 
be downturns, but in order to keep showing ever‐increasing growth when business is 
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beginning to slow down, enterprises sometimes bend the rules with regard to their 
ethical and financial performance. This was the path of Enron, WorldCom, and other 
once prominent and now failed enterprises, and which led the U.S. Congress to pass 
SOx. Understanding an enterprise’s risk environment should always be a first step to 
launching an effective ethics program.

While an effective ethics program cannot shield an enterprise from the risk of a 
major earthquake or some other cataclysmic event, it can help to protect it from a variety 
of other operational and business risks. Just as some accounting officers decided to bend 
the rules prior to SOx, these kinds of attitudes can present risks in many other areas. The 
office worker who copies company software or records for use on the home computer, 
the factory worker who skips product final inspection procedures to save time, or the 
vendor who ships fewer items than ordered because “they never check” shipping notices 
are all examples of bending the rules and increasing risks to the enterprise. These kinds 
of practices often develop because of perceived disparities between senior management 
and staff. The employee who regularly sees managers exceed expense account limits 
with no evident repercussions may soon try to bend the rules in other areas.

Internal audit can take a major lead here in surveying employee attitudes and prac-
tices. Ethics attitudes and risks can be assessed through either a targeted review of 
findings from past audits or through special reviews based on employee and stakeholder 
ethics attitude surveys. Internal audit can accomplish such an ethics survey through 
coordination with the enterprise’s ethics function, if such a group exists. The nature 
of such an ethics function will be discussed in the following paragraphs, and if there 
is a formal ethics function, internal audit should review the results of any other ethics 
surveys that may have been performed there, making plans to revise or update as neces-
sary. An ethics survey is a very good way to understand enterprise attitudes and is an 
aid to support corporate governance processes.

Ethics‐Related Findings from Past Audits or Special Audits

If internal audit has completed a large number of compliance‐related operational and 
financial audits over recent years, a reexamination of workpaper and audit report find-
ings or even audit report responses may provide insights into overall enterprise ethical 
attitudes. Consistent workpaper findings covering “minor” infractions may point to 
overall trends in ethical attitudes. An example here would be an ongoing failure of 
employees to follow some relatively minor process or procedures such as securing a 
second approval signature on smaller‐value transactions, despite a policy calling for 
this second signature, or the failure to document new IT applications, despite sys-
tems development documentation requirements. The responsible audit team may have 
decided the matter was “too minor” to include in summarized final audit reports, but 
such findings often point to potential ethical attitude problems. Even worse, sometimes 
these types of findings are reported in audit reports only to be brushed off in the report 
responses.

Some of the ongoing “minor” findings mentioned may not point to ongoing ethi-
cal violations but to areas where rules just need to be changed. Some enterprises, for 
example, may have travel expense rules calling for every travel expense to be reported 
by a receipt, even if this includes highway tollbooth fares of 50 cents each. The driver 
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can get this postage‐stamp‐size toll receipt only by waiting in the cashier line rather 
than driving through a faster line that accepts coins without receipts. Because manag-
ers and others may feel that rules requiring such minimal‐value receipts do not add 
value, expense reports lacking these receipts may be frequently submitted and approved 
without these receipts. Such a matter may be noted but not reported in audit reports. 
From an internal audit perspective, does this situation represent an ethical violation for 
the enterprise? On one level, the answer may be yes, because a rule is a rule. However, 
an internal auditor reviewing past audit reports and workpapers for ethical problems 
might best work with the appropriate unit in the enterprise to get such unreasonable 
rule procedures changed. Internal audit might also consider launching a special audit 
to assess such ethical attitudes. This would be a strong compliance review covering 
some key areas across the enterprise or a highly focused review in one department or 
group. This type of internal audit–initiated review will provide an overall assessment 
of ethical attitudes in the enterprise.

Employee and Stakeholder Ethics Attitude Surveys

Properly done, employee, officer, and stakeholder surveys can be an excellent way to 
assess enterprise ethical attitudes. The idea is to gather as much information as possible 
about ethical attitudes and practices from broad groups in the enterprise, such as factory 
workers (if appropriate), office staff, senior managers, vendors, and others. While the 
ethics attitude survey would include some common questions, each group would also 
receive specific questions directed to their responsibilities. The senior officer group, for 
example, would receive the same set of organizational attitude questions given to all, 
but also get specific SOx internal control–related questions.

Drafting a fact‐gathering survey that receives a high response level is never easy, 
and the use specialized help should be considered. Rather than a series of questions 
requiring just yes‐or‐no responses, the survey should consist of many “Have you 
ever . . .” types of questions where persons completing the survey can provide as long 
or as short an answer as they wish. This open‐ended response makes it more difficult 
to compile results, but interesting and valuable information may be retained. Exhibit 
26.1 is an example of an ethics attitude survey that might be directed to supervisory, 
management, and other professional members of the enterprise.

A key requirement of this type of survey is that it must be as anonymous as possible. 
The surveys should be sent directly to employee homes along with a cover letter from 
the chief executive officer (CEO) explaining the objectives and purpose of the survey 
exercise. Return envelopes, prestamped, to a special post office box should be included. 
The survey document would be set with a primary objective to survey ethics attitudes; 
however, if the enterprise has already established a whistleblower hotline function, 
as discussed next, the survey could allow people to report such matters as well. Sum-
marizing survey results can be a major challenge with this type of survey, particularly 
if respondents have provided free‐form responses. Internal audit or the ethics officer 
would be responsible for preparing such a report, with the objective of reviewing the 
results with the audit committee and senior management. For confidentiality reasons, 
respondents would not receive this summary report; they should only receive a general 
thank‐you letter.
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 EXHIBIT 26.1     Ethics Attitude Survey Questions  

These questions might be used by an internal auditor in a survey of managers, supervisors, and 
other enterprise professionals in order to gain a better understanding their enterprise’s ethics 
environment.

    1.  Do you have access to current enterprise policies and procedures? 
   2.  If you have questions or need clari� cations regarding these procedures, do you have a 

mechanism to ask questions or seek advice? 
   3.  When an established procedure does not appear applicable, given current conditions, is 

there a process for submitting it for review? 
   4.  Do you feel the rules and procedures apply just to other groups, such as regular employees 

if you are part‐time or the headquarters operation if you are at a remote subsidiary? 
   5.  Do you feel your senior managers follow the same types and levels of rules that you follow? 
   6.  Has your supervisor ever told you to ignore some rule or procedure? 
   7.  Do you feel some of the published rules and procedures are trivial or out of date? 
   8.  Do you feel the CEO and other senior of� cers have delivered clear and strong messages on 

the importance of enterprise ethics? 
   9.  Are you familiar with the enterprise’s mission statement? 
  10.  What does the mission statement mean to you? 
  11.  Are you familiar with the code of business conduct? 
  12.  Do you feel this code of conduct is regularly updated to re� ect current business activities 

and issues? 
  13.  Do you feel the code of conduct is applicable to all stakeholders, such as of� cers, 

contractors, or vendors? 
  14.  Do you feel the rules are clear for violations of the code of conduct? 
  15.  Have you ever reported an observed code of conduct violation? Were you satis� ed with the 

results of that reporting? 
  16.  Have you ever participated in any enterprise-sponsored ethics training? 
   17.  Do you feel that training was relevant to your work environment as well as your duties and 

responsibilities? 
  18.  Do you understand how to report accounting, internal control, or auditing concerns under 

the enterprise’s whistleblower program? 
  19.  Do you feel there is an effective mechanism in place to con� dentially report violations of 

the code or other questionable acts? 
  20.  Do you feel there are effective processes in place to investigate reported compliance 

violations and then to resolve them? 
  21.  Have you observed any evidence that reported ethics compliance violations are subject to 

disciplinary actions? 
  22.  Would you be reluctant to report a violation for fear of potential employer retaliatory 

actions?  

 Either of these approaches will allow internal audit, a designated ethics offi ce team, 
or others to gain a general understanding of the ethics environment in the enterprise. 
This can be a fi rst step to launching a formal ethics function or upgrading and enhanc-
ing an existing one. These surveys will provide general management some insights into 
the overall ethics atmosphere in their enterprise. While not required under SOx, this 
information will bolster corporate governance practices by highlighting areas where 
improvements are needed.    
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 26.4 SUMMARIZING ETHICS SURVEY RESULTS: DO WE 
HAVE A PROBLEM? 

 The results of an ethics attitude survey or assessments from past internal audits may 
provide some assurances that things appear to be pretty good throughout the enterprise. 
More often, however, they can raise some troubling signs, ranging from small but ongo-
ing compliance deviations, to surveyed vendors claiming heavy‐handed negotiation 
tactics, to employees stating they have been asked to bend rules. The hard question with 
any such results is whether they represent troubling exceptions or the tip of a much 
larger ethics problem iceberg. At this point, internal audit and the enterprise’s ethics 
offi cer should meet with senior management to develop some next steps. 

 Based on any potential disturbing red fl ags from the surveys, it may be best to 
expand the mail survey process. Also, concerns that came out of those initial surveys 
may point to a need to expand the assessments to such groups as customers, agents, 
or vendors. If the survey results ended with inconclusive or mixed messages, another 
appropriate step would be to set up a series of focus group sessions. Small groups of 
employees and stakeholders would be randomly selected and asked to meet in an off‐site 
location to discuss their perceptions of enterprise ethical values. With a strong emphasis 
that any responses from such sessions are anonymous, a skilled facilitator could lead 
the selected group through a discussion. The resultant data may form the basis for 
launching an enterprise‐wide ethics program or enhancing any existing programs. As 
discussed in the following sections, an ethics program effort requires a strong code of 
conduct as well as a whistleblower process to allow for reporting of ethics violations. 

 While SOx talks about these ethics and whistleblower issues only in terms of senior 
fi nancial offi cers and potential fi nancial fraud, a strong ethics program will benefi t the 
entire enterprise in addition to providing SOx compliance. If an enterprise does not 
already have an ethics program, internal audit can be a natural party to helping estab-
lish one.   

 26.5 ENTERPRISE CODES OF CONDUCT 

 While a mission statement is a keystone to hold together the overall structure of corpo-
rate governance, an enterprise‐wide code of conduct provides the supporting guidance 
for all related stakeholders. While SOx refers to this as a  code of ethics,  we are using the 
more traditional name  code of conduct . Although such codes have been in place at major 
corporations for many years, SOx requires that registrants must develop them for their 
senior fi nancial offi cers to promote the honest and ethical handling of any confl icts of 
interest and compliance with applicable governmental rules and regulations. Even if an 
enterprise does not come under SOx rules, there are many benefi ts to developing and 
issuing an appropriate code of conduct. The SOx code is mandated, but all enterprises 
can benefi t from a code that covers all stakeholders. 

 The effective enterprise today should develop and enforce a code of conduct that cov-
ers applicable ethical, business, and legal rules for all enterprise stakeholders, whether 
the fi nancial offi cers highlighted in SOx, all other salaried and hourly employees, or a 
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larger group stakeholders. While internal audit is not typically the catalyst group to 
draft or launch such a code of conduct, internal audit can be a key participant in both 
helping to launch and then determining that the enterprise has an effective code of 
conduct that promotes ethical business practices.

Code of Conduct Contents: What Should Be the Code’s Message?

A code of conduct should be a clear, unambiguous set of rules or guidance that outlines 
what is expected of all enterprise stakeholders, whether officers, employees, contractors, 
vendors, or others. The code should be based on both the values and legal issues sur-
rounding an enterprise. That is, while all enterprises can expect to have code of conduct 
prohibitions against sexual and racial discrimination, a defense contractor with many 
contract‐related rules issues might have a somewhat different code of conduct than a 
fast‐food store operation. However, the code should apply to all members of the enter-
prise from the most senior level to a part‐time clerical employee. For example, a code of 
conduct rule prohibiting erroneous financial reporting is the same whether directed at 
the CFO for incorrect quarterly financial reporting or the part‐timer for an incorrect or 
fraudulent weekly time card.

If the enterprise already has a code of conduct, internal audit may want to schedule 
a review from time to time to revisit that code. All too often, older codes were origi-
nally drafted as rules for lower‐level employees, with little attention given to the more 
senior members of the enterprise. SOx and its overall corporate governance guidance 
was meant for those senior officers but should be delivered in such a manner that it 
will apply to all enterprise stakeholders. Working with senior members of management 
and the audit committee, internal audit can examine any existing code of conduct to 
determine if those rules still fit the SOx era of today.

A joint team from a cross section of management, including legal and human resources, 
should be assembled to develop the code. The team should examine the business issues fac-
ing the enterprise and then draft a set of rules that are applicable to that enterprise. The 
code must be written in a clear manner such that the points can be easily understood by 
all. Exhibit 26.2 lists some example code of conduct topics. This list, although it does not 
apply to all enterprises, includes topics that are appropriate for many modern enterprises. 
The key is that messages delivered in the code must be clear and unambiguous.

Some years ago, this author led a project to develop and implement a code of con-
duct for a large U.S. corporation. An extract from the code’s section covering company 
assets reads:

We all have a responsibility to care for all of the company’s assets including 
inventory, cash, supplies, facilities, and the services of other employees and 
computer systems resources. If you see or suspect that another employee is 
stealing, engaging in fraudulent activities, or otherwise not properly protect-
ing company assets, you may report these activities to your manager or to the 
ethics office.

These words are an example of the tone and style of a good code of conduct. It places the 
responsibility on the recipient of the code, tries to explain the issues in an unambiguous 
manner, and suggests expected responses and actions.
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 EXHIBIT 26.2     Example Code of Conduct Topics  

The following are topic areas found in a typical enterprise stakeholder code of conduct. The 
actual code should have speci� c rules in each of these areas.  

  1.  Introduction 
  a.  Purpose of this Code of Conduct: A general statement about the background of the code 

of conduct, emphasizing enterprise traditions. 
  b.  The Enterprise’s Commitment to Strong Ethical Standards: A restatement of the Mission 

Statement and a supporting message from the CEO. 
  c.  Where to Seek Guidance: A description of the ethics hot‐line process. 
  d.  Reporting Noncompliance: Guidance for whistleblowers—How to report. 
  e.  Your Responsibility to Acknowledge the Code: A description of the code 

acknowledgement process for all stakeholders.   

  2.  Fair Dealing Standards 
  a.  Enterprise Selling Practices: Guidance for dealing with customers. 
  b.  Enterprise Buying Practices: Guidance and policies for dealing with vendors.   

  3.  Conduct in the Workplace 
  a.  Equal Employment Opportunity Standards: A strong commitment statement. 
  b.  Workplace and Sexual Harassment Policies: An equally strong commitment statement. 
  c.  Alcohol and Substance Abuse: A policy statement in this area.   

  4.  Con� icts of Interest 
  a.  Outside Employment: Limitations on accepting employment from competitors. 
  b.  Personal Investments: Rules regarding using enterprise data to make personal investment 

decisions. 
  c.  Gifts and Other Bene� ts: Rules regarding receiving bribes and improper gifts. 
  d.  Former Employees: Rules prohibiting giving favors to ex‐employees in business. 
  e.  Family Members: Rules about giving business to family members, creating potential 

con� icts of interest, and family member employee relating relationships.   

  5.  Enterprise Property and Records 
  a.  Enterprise Assets: A strong statement on the employees’ responsibility to protect assets. 
  b.  Computer Systems Resources: An expansion of the enterprise assets statement to re� ect 

all aspects of computer systems resources. 
  c.  Use of the Enterprise’s Name: A rule that the enterprise name should only be used for 

normal business dealings. 
  d.  Enterprise Records: A rule regarding employee responsibility for records integrity. 
  e.  Con� dential Information: Rules on the importance of keeping all enterprise information 

con� dential and not disclosing it to outsiders. 
  f.  Employee Privacy: A strong statement in the importance of keeping employee personal 

con� dential to outsiders and even other employees. 
  g.  Enterprise Bene� ts: Employees must not take enterprise bene� ts where they are not 

entitled.   

  6.  Complying with the Law 
  a.  Inside Information and Insider Trading: A strong rule prohibiting insider trading or 

otherwise bene� ting from inside information. 
  b.  Political Contributions and Activities: A strong statement on political activity rules. 
  c.  Bribery and Kickbacks: A � rm rule of using bribes or accepting kickbacks. 
  d.  Foreign Business Dealings: Rules regarding dealing with foreign agents in line with the 

Foreign Corrupt Practices Act. 
  e.  Workplace Safety: A statement on the enterprise policy to comply with OSHA rules. 
  f.  Product Safety: A statement on the enterprise commitment to product safety. 
  g.  Environmental Protection: A rule regarding the enterprise commitment to comply with 

applicable environmental laws.    
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Many enterprises have found value in adding a set of frequently asked questions to 
the code, along with suggested answers. These allow the code’s readers to better under-
stand the issues as well as the types of questions that a perhaps more unsophisticated 
employee might ask regarding a code rule. The key to a clear set of code of conduct rules 
is that they must be understood by all. This can be a real editing challenge.

Codes of conduct for different enterprises look different in style, format, and size. 
Some are elaborate, while others are bare‐bones. Enterprise codes of conduct, by their 
nature, are certainly not company trade secrets, and corporate information or public 
relations offices will typically give out copies of their codes of conduct. Start with enter-
prises in your industry that you respect to see how they have built their code of conduct.

Global‐scale enterprises have another issue when developing a code of conduct. 
Although a corporation may be headquartered in the United States, it may have signifi-
cant operations worldwide in which key managers, employees, and other stakeholders 
do not use English as their primary language. Despite the added costs of translation, 
firms should consider producing a version of the code in at least the major languages 
used in corporate operations. If there are many locations and just small numbers of for-
eign‐language stakeholders, a summary of the main code of conduct in each of the local 
languages might be appropriate. However, those summary versions should emphasize 
the same SOx financial fraud guidance contained in the primary code of conduct.

Communications to Stakeholders and Assuring Compliance

An enterprise’s code of conduct must be a living document. It has little value if it had been 
developed, delivered to all stakeholders with much hullabaloo, and then filed and forgot-
ten. If the document represents a new code of conduct or even a major revision, the enter-
prise should undertake a major effort to deliver a copy to all employees and stakeholders. 
Given the current SOx rules, a good first step would be to formally present the new code 
of conduct to the enterprise’s top managers, and particularly the financial officers.

Codes of conduct in the past sometimes received only token acceptance from senior 
officers, who felt that they were really for the staff and not for them. The financial scan-
dals that prompted SOx highlighted this discrepancy. Both Enron and WorldCom had 
adequate corporate codes of conduct, but their corporate officers evidently did not feel 
that these rules applied to them. A disturbing example of high‐level corporate officer 
code of conduct avoidance can be found in the actions of former Enron CFO Andrew 
Fastow.2 Because he knew that he would be violating the Enron corporate code of con-
duct with a series of fraudulent off‐balance‐sheet schemes, Fastow went to the Enron 
audit committee and asked them to formally vote him an exemption from their code of 
conduct rules. The audit committee granted this exemption.

The senior management group should formally acknowledge that they have read, 
understand, and will abide by the code of conduct. With the management team stand-
ing behind it, the enterprise should next roll out and then deliver the code of conduct to 
all enterprise stakeholders. This can be done in multiple phases, with delivery to local 
or more major facilities first, followed by smaller units, foreign locations, and other 
stakeholders. Rather than just including a copy of the code with payroll documents, an 
enterprise should make a formal effort to present it in a manner that will gain attention.
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A new code of conduct can be communicated through a video by the CEO, webcasts, 
training sessions, or other means to communicate its importance and meaning. Special 
communication methods might be used for other groups such as vendors or contractors, 
but an enterprise objective should be to get all stakeholders to formally acknowledge 
that they will abide by the code of conduct. This can be accomplished by an Internet 
or telephone response type of system where every enterprise stakeholder is asked to 
respond to these three questions:

 1. Have you received and read a copy of the code of conduct? Answer yes or no.
 2. Do you understand the contents of the code of conduct? Answer yes if you under-

stand this code of conduct or no if you have questions.
 3. Do you agree to abide by the policies and guidelines in this code of conduct? Answer 

yes if you agree to abide by the code and no if you do not.

Responses should be recorded on a database listing the employee name and the date 
of their review and acceptance or nonacceptance. Any questions resulting from question 
number 2 can be handled through the whistleblower program described next. The idea 
is to have everyone—all of the stakeholders—buy into the code of conduct and agree to  
its terms. If someone refuses to accept the code because of questions, supervisors or oth-
ers should discuss the matter with that person to gain eventual resolution. The enter-
prise should expect all employees to agree to accept and abide by its code of conduct. 
Following the code of conduct is just another work rule, and consistent failure to abide 
by its rules should be grounds for termination.

The point of this code acknowledgment requirement is to avoid any “I didn’t know 
that was the rule” excuses when code violations are encountered. It is a good idea to go 
through a code acceptance process on an annual basis or at least after any revisions to 
the code document. The files documenting code acknowledgments should be retained 
in a secure manner.

Code Violations and Corrective Actions

An enterprise‐wide code of conduct lays out a set of rules for expected behavior in the 
enterprise. SOx requires that financial officers must subscribe to a code containing rules 
prohibiting fraudulent financial reporting, but an enterprise should release one code of 
conduct with guidance for all stakeholders—the SOx impacted financial officers as well 
as all others, including employees at all levels, contractors, vendors, and others. In addi-
tion to publishing a code of conduct and obtaining stakeholder acceptance, there also 
is a need for a mechanism to report code violations and for investigating and handling 
those violations.

If the enterprise issues a strong code of conduct along with a message from the CEO 
about the importance of good ethical practices, all stakeholders are expected to follow 
those rules. However, we all know that people are people and there will always be some 
who violate the rules or run on the edge. An enterprise needs to establish a mechanism 
to allow employees or even outsiders to report potential violations of the code in a secure 
and confidential manner. Much of that reporting mechanism can be handled through 
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the whistleblower facility, as discussed in this chapter. Other potential violations must be 
handled on a different level. Consider the female staff employee with a male supervisor 
who hints that sexual favors with him are a good way to advance in the enterprise. A 
code of conduct sexual harassment prohibition will not necessarily stop the supervisor, 
and the employee can often not easily report the situation to a manager one level above 
the supervisor. A process should be established for reporting all types of ethics violations.

In addition to the whistleblower facility, the enterprise should establish other 
mechanisms for reporting potential code of conduct violations. Since some people may 
not want to call an ethics hotline function, a well‐publicized post office box address is 
sometimes very effective. Stakeholders could be encouraged to write to such an address, 
anonymously or not, to report ethics violations. Based on these responses, the ethics 
function, human resources, or some other appropriate function in the enterprise should 
investigate the matter and take action as necessary.

A code of conduct describes a series of rules for expected actions in the enterprise. 
When violations are found, the matter should be investigated and actions taken on a 
consistent basis, no matter the rank of the enterprise stakeholders. If the code of conduct 
prohibits making copies of corporate software—and it should—the penalties for a staff 
analyst in a remote sales office or a senior manager in corporate headquarters should 
be the same. Assuming they both read the prohibition in the code and acknowledged 
acceptance, penalties for violations should be consistent. Otherwise there can be an 
atmosphere in which the rules appear to apply only to some.

Most code of conduct violations can be handled through the enterprise’s normal 
human resources procedures, which should have established processes where a first 
offense might result in verbal counseling or probation, with termination for repeat 
offenses. Some matters must be reported to outside authorities. A violation of SOx rules, 
such as an undocumented off‐balance‐sheet arrangement, would be reported to the 
Securities and Exchange Commission (SEC); the theft of goods from a warehouse would 
be reported to a county prosecutor. When these matters are discovered and reported to 
outside authorities, the matter moves outside of the enterprise’s hands. The goal here is 
for the enterprise to have some process in place to encourage all stakeholders to follow 
good ethical practices, as defined in the code of conduct, and to provide a consistent 
mechanism for reporting violations and taking disciplinary action when necessary.

Keeping the Code of Conduct Current

Many of the basic rules of good ethical behavior as well as many enterprise‐specific rules 
will not change from year to year. For example, the rule about protection of company 
assets, cited previously, stated that all stakeholders have a responsibility to care for 
their enterprise’s assets, whether property, cash, IT resources, or others. That type of 
ethical rule will not change over time, but others may change due to business or other 
conditions. Enterprises should review their published codes of conduct on a periodic 
basis and at least once every two years to make certain the guidance is still applicable 
and current. This might include a code statement regarding the need for accurate and 
timely financial reporting at all levels or the enterprise’s commitment to avoid any type 
of financial fraud. Changes to the code of conduct should not be treated lightly. Any 
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revision should go through the same announcement and rollout process described previ-
ously for code introductions. The revised code should be issued to all stakeholders along 
with an explanation of the changes and a requirement to reacknowledge acceptance. 

 As new employees and other stakeholders join the enterprise, they should be given 
the existing code of conduct with the same requirement that they read and affi rm the 
document. Consideration might be given to a webcast to explain and educate new 
employees regarding the code of conduct and the enterprise’s commitment to it. Also, 
whether the code is revised or not, all stakeholders should be asked on a periodic basis 
to reaffi rm that they have read and will continue to abide by the code. 

 A new code of conduct revision and request for stakeholder reaffi rmation can be 
an expensive task requiring dedicated enterprise resources from the ethics function, 
human resources, internal audit, and others. Along with the mission statement, an 
enterprise should keep its code of conduct and supporting principles in front of all stake-
holders at all times. This can be accomplished through constant references to the code 
of conduct, such as in bulletin board posters in all facilities, instructive questions and 
answers in publications, or as segments in employee training classes. Internal audit 
should play a key role in promoting the code and monitoring compliance through audit 
reviews and ongoing contacts through the enterprise. Internal auditors should be very 
aware of their enterprise’s code of conduct and use it as a basis for reporting violations 
and making recommendations in the course of all other internal audits.    

 26.6 WHISTLEBLOWER AND HOTLINE FUNCTIONS 

 During the tumultuous period prior to the failures of Enron and WorldCom in the early 
years of this century, employees at those companies saw some of the severe account-
ing problems that eventually caused their companies’ failures. Several employees did 
not feel they could communicate these concerns to their immediate supervisors and 
instead reported to senior management. Even though those reports were all but ignored, 
whistleblower protections have been part of many federal labor laws as a means to help 
regulators ferret out violations and wrongdoing. As outlined in Chapter   5  , SOx man-
dates that enterprise audit committees establish procedures to “handle whistleblower 
information regarding questionable accounting or auditing matters.” The whistleblower 
provisions of SOx are patterned after similar statutory schemes for protecting workers 
in the airline and nuclear power industries. 

 As outlined earlier in this chapter, a whistleblower function is a facility where an 
employee or any stakeholder who sees some form of wrongdoing can independently 
and anonymously report it to the enterprise or to regulatory authorities with no fear 
of retribution. While whistleblower programs have been around for some years to 
support U.S. federal contracting laws, health and safety regulations, and others, SOx 
moves these rules into the business offi ces of all U.S. publicly traded enterprises. While 
the audit committee is required to establish these whistleblower procedures, other 
functions, such as the ethics department, human resources, or internal audit, actu-
ally set them up. 
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Many enterprises that have established ethics functions also have hotline or similar 
ethics question telephone lines. These ethics hotlines can provide a starting point for 
the SOx whistleblower function, but they typically need adjustments or fine‐tuning. Too 
often, reported incidents are not investigated in a proper manner or their confidentiality 
is not sufficiently strong. A slip‐up here can cause major problems for an enterprise if 
the whistleblowing stakeholder feels that matters have not been resolved or individual 
confidentiality has been compromised. Internal audit often can be a major aid in this 
process through reviews of the existing process, recommending appropriate controls, 
and providing guidance to the audit committee.

Following the U.S. whistleblower rules for federal contracting and other federal 
regulations, any employee or stakeholder who observes some type of improper activ-
ity can blow the whistle and report the incident. The matter is then to be investi-
gated and corrected if the allegations prove true, and the original whistleblower 
may receive a proportionate reward from the savings. An employee whistleblower, 
for example, who observes that a manufactured food ingredient appears to be lack-
ing proper safety inspections can blow the whistle, informing his or her employer of 
this potential violation.

The SOx‐mandated whistleblower program throws another new challenge to the 
responsible audit committee member. The typical board of directors audit committee 
member may be aware of such an enterprise function through past presentations, but 
almost certainly will not be aware of the necessary processes to establish an effective 
whistleblower program. Internal audit groups can often help the audit committee to 
establish an effective whistleblower program that will comply with SOx. This section 
discusses how to establish effective whistleblower programs and how internal audit can 
help to launch or refresh the function.

Federal Whistleblower Rules

The U.S. Department of Labor (DOL) administers and enforces more than 200 federal 
laws covering many workplace activities for about 10 million employers and 125 mil-
lion workers. Most labor and public safety laws and many environmental laws mandate 
whistleblower protections for employees who complain about violations of the law by 
their employers. SOx has expanded this federal whistleblower protection. SOx Section 
806 establishes whistleblower protection for stakeholders in publicly traded companies, 
allowing that no public company or any officer, employee, contractor, or agent of such 
company “may discharge, demote, suspend, threaten, harass, or in any other manner 
discriminate against an employee in the terms and conditions of employment because 
of any lawful act done by the employee.” Those lawful acts are when the employee 
provides information or otherwise assists in an investigation conducted by a federal 
regulatory or law enforcement agency, Congress, or company personnel regarding any 
conduct that the employee “reasonably believes” constitutes a violation of SEC rules and 
regulations or fraud statutes, or files, testifies, participates in, or otherwise assists in a 
 proceeding—pending or about to be filed—relating to an alleged violation. In other 
words, the employee or stakeholder who perceives some financial wrongdoing and then 



26.6 Whistleblower and Hotline Functions ◾    645

c26 645 17 November 2015 5:24 PM

reports the matter is legally protected as part of the whistleblower investigation and 
resolution.

In many respects, whistleblower provisions are designed primarily to pro-
tect employees who think they have discovered some wrongdoing rather than to 
increase  enterprise internal controls. Virtually any personnel action taken against a 
 whistleblower employee, including a demotion or suspension, can potentially be subject 
to legal action under this provision. Although there have been limited whistleblower 
actions to date, it is still an open issue that should be on management’s radar screen. 
An employee or stakeholder who registers a whistleblower complaint will be protected 
until the matter is resolved. SOx does seek to avoid frivolous complaints here by requir-
ing that the whistleblower must have a “reasonable” belief that the practice reported 
constitutes a violation.

Under SOx rules, it is a crime for anyone “knowingly, with the intent to retaliate,” 
to interfere with the employment or livelihood of any person—a whistleblower—who 
provides a law enforcement officer any truthful information relating to the possible com-
mission of a SOx violation offense. Any whistleblower employee who then faces adverse 
employment action could potentially become a “protected informant” witness. Several 
legal sources have emphasized that this employee protection legislation is extraordinary 
and underscores the seriousness with which Congress views this subject.

SOx requires audit committees to establish a process for the receipt and treatment 
of complaints received regarding accounting, internal accounting controls, or auditing 
matters, and for “the confidential, anonymous submission by employees” regarding 
questionable accounting or auditing matters. Stakeholders who believe they have been 
unlawfully discharged or discriminated against due to their whistleblower action may 
seek relief by filing a complaint, within 90 days after the date of the violation, with the 
DOL or through initiating federal district court action. The aggrieved will typically need 
to secure legal help to seek relief. The process can be time‐consuming and expensive 
for the accused corporation. The procedural rules here, including the burdens of proof 
for the employer and employee, will follow the Air 21 statute3 for airline employees. 
For example, to prevail on a complaint before DOL, the employee must demonstrate 
that discriminatory reasons were a “contributing factor” in the unfavorable personnel 
action. Relief will be denied, however, if the employer demonstrates by “clear and con-
vincing evidence” that it would have taken the same personnel action in the absence 
of protected activity.

An employee prevailing in such an action is entitled to full compensatory damages, 
including reinstatement, back pay with interest, and compensation for the litigation 
costs and attorney fees. However, if DOL does not issue a final decision within 180 days 
of the whistleblower’s complaint filing, the matter may be moved to federal district court. 
Complicating matters further, the harmed whistleblower can take action on several 
fronts, seeking protection under federal and state laws as well as any collective bargain-
ing agreement. Employers are exposed to potential “double jeopardy” for whistleblower 
actions, with liability under both SOx as well as state or federal laws on wrongful dis-
charge and similar causes of action. In addition, the aggrieved whistleblower can seek 
punitive damages through separate court actions.
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Based on administrative and judicial experiences in the nuclear energy and airlines 
industries, whistleblower protection laws can become a potential enterprise litigation 
minefield. If an employee raises any sort of accounting or auditing concern regarding 
an improper or illegal act, that whistleblower is totally protected until the matter is 
investigated and resolved. There are lots of trial lawyers in the wings eager to help the 
whistleblower and to file actions, particularly against major corporations with deep 
pockets. In addition, a substantial body of DOL and court precedent exists here to sup-
port regulatory sanctions and personal remedies.

Based on over 25 years of experience with whistleblower protection laws, this 
author believes that an impacted enterprise should attempt to strike a balance between 
the rights of employees to raise whistleblower concerns and the ability to manage the 
workforce. A positive work environment is needed in which employees feel free to raise 
concerns to management coupled with effective mechanisms to deal with any concerns 
raised. The strong ethics‐related programs discussed earlier in this chapter, including 
mission statements and codes of conduct, will support this strategy.

SOx Whistleblower Rules and Internal Audit

Under SOx, any employee or stakeholder can become a whistleblower by reporting an 
illegal or improper accounting, internal control, and auditing activity. This should 
be an effective process when the potential whistleblower is a member of the cor-
porate accounting staff who hears of plans for some fraudulent transactions or an 
employee at a remote unit that is not frequently visited by corporate staff, such as 
internal audit. Whistleblower rules are designed to encourage stakeholders to report 
these fraudulent or illegal acts and to very much protect the person who reported the 
matter. This raises a series of issues regarding internal auditors and their internal 
audit reviews.

An objective of internal auditing is to review and discover the types of account-
ing, internal control, and auditing issues specified in SOx. Internal audit findings are 
reviewed with management and presented in a formal audit report where management 
can outline their plans for corrective action. However, what if the internal audit team dis-
covers an accounting, internal control, or auditing matter that is not formally reported 
to management in the audit report? Can one of the audit team members independently 
report the matter under SOx whistleblower procedures? Can an internal auditor who 
encounters a SOx accounting and internal control matter that is not part of a sched-
uled audit go through the whistleblower protection route to report the matter? What if 
the internal audit team member has not been performing well and fears termination? 
Can that poorly performing auditor dig up some potential findings, perhaps from past 
workpapers, and report them outside of the audit department to obtain whistleblower 
protection and job security until the matter is resolved?

The internal audit team is clearly part of management, and internal auditors have 
a first responsibility to report any improper or illegal matters encountered during an 
audit to internal audit management for disposition. Internal audit team members should 
not attempt to work as independent whistleblowers as part of their internal audit work. 
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Internal audit should develop a clear policy stating that any SOx accounting, internal 
control, or auditing matters encountered during the course of a scheduled audit review 
should be documented in the audit workpapers and communicated to internal audit 
management for resolution. Both the internal audit team and the management of the 
functions audited should understand that the purpose of internal audit is not to let loose 
a team of potential whistleblowers in a department’s books and records. Any illegal or 
improper items should be investigated and reported through the normal internal audit 
process.

A situation could exist where an internal auditor does find some accounting or 
internal controls matter that somehow was dropped from the audit process, perhaps in 
a senior auditor’s workpaper review. The internal auditor has a first responsibility to get 
resolution on the matter up through the chief audit executive or the audit committee. 
If the internal auditor documents and reports an issue, but internal audit management 
elects to drop or ignore the matter, the internal auditor certainly then has the right 
and responsibility to report it through, hopefully, the enterprise’s audit committee or 
even SEC. Audit management and other processes should be in place to prevent such a 
frustrated internal auditor whistleblower situation.

Launching an Enterprise Help or Hotline Function

Many enterprises have help or hotline functions, administered through their ethics 
department, human resources, or an independent provider, that allow any employee 
or stakeholder to call anonymously and either ask a question, report a concern, or 
blow the whistle on some matter. The idea is to provide an independent facility where 
all stakeholders can ask questions or report possible wrongdoings at any level. These 
are not legally required functions, but allow employees or other stakeholders to ask 
questions, report possible wrongdoings, and even seek advice. The items reported may 
range from allegations of theft of company property, human resources complaints, or 
troubling questions. In most cases the telephone operator will take all of the necessary 
information, asking questions when needed, and then pass the reported incident to 
an appropriate authority for investigation and resolution. The hotline operator will 
typically assign the reported incident a case number so the caller can later check on 
resolution.

These employee hotlines got established in many larger enterprises a long time ago, 
beginning in the mid‐1990s. Often staffed with knowledgeable human resources vet-
erans who are particularly skilled at answering human resources–related issues, such 
as treatment in the workplace, these hotlines can be effective mechanisms to improve 
enterprise ethics and governance processes. Where hotline calls include allegations of 
wrongdoing, the recorded case should be shifted to others for investigation, such as to 
the legal department. In some instances these lines have turned into little more than 
corporate “snitch” lines where many minor gripes or infractions are reported; in gen-
eral, however, hotlines have been very successful.

While many established ethics hotlines were set up to be “friendly” in answer-
ing employee questions and giving some advice in addition to investigating reported 
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incidents, using this type of facility for the SOx whistleblower program places new 
controls and responsibilities on an enterprise. While the more friendly aspects of an 
ethics hotline can still apply,   federal whistleblower rules   require much more formal-
ized processes, particularly in areas such as confi dentiality, documentation require-
ments for all records, and effi cient processing of any investigations. In addition, the 
employee calling in a SOx whistleblower allegation is legally protected from any future 
recrimination. In some respects, a legal bubble has to be encapsulated around the 
whistleblower employee such that there can be no actions of any sort directed at that 
whistleblower by the employer until the allegation is resolved. There have been situ-
ations, under other federal whistleblower laws, where an employee who called in an 
issue had her desk moved and successfully brought legal action for whistleblower dis-
crimination. There is no reason to establish separate ethics help lines and SOx whistle-
blower lines. Callers would be  confused about which to call in any event. However, 
with the SOx whistleblower requirement, control procedures need to be enhanced in 
any established ethics hotline facility. Exhibit   26.3    contains guidelines for setting up 
a SOx whistleblower call center.  

 An ethics hotline and whistleblower facility will be of little value unless it is com-
municated and sold to all members of the enterprise. A good way to initially launch these 
processes is through the employee code of conduct, discussed previously. Even if such 
a hotline has already been launched, the fact that the line can be used for any poten-
tial SOx whistleblowers needs to be communicated. The goal should be to investigate 
and promptly resolve all calls—and especially whistleblower calls—internally to avoid 
 outside investigators and lawyers.    

 EXHIBIT 26.3     Guidelines for Setting Up a Whistleblower Call Center  

 ■     Establish independent—preferably toll‐free—telephone line facility for the calls. The lines 
should not go through other enterprise “switchboards.” 

 ■    Train all operators for the facility with the basic provisions of federal whistleblower rules. 
Also, establish scripts such that call operators can respond and ask the same general 
questions. 

 ■    Advertise and promote the facility throughout the enterprise with an emphasis that for all 
items reported, the caller will be eventually able to check status, all callers will be treated 
anonymously, and there will be no recrimination for caller actions. 

 ■    Implement a logging form to record all incoming calls. Maintain the date and time of the call, 
the caller’s name or identi� cation, and a summary of the details reported. 

 ■    Establish a routing and disposition process such as the status of who has the call information 
and the status of any investigation can be determined. 

 ■    Establish a secure database for all recorded whistleblower data with appropriate password 
protection. 

 ■    Working with the enterprise’s human resources function, develop procedures to fully but 
anonymously protect all whistleblower reports from recrimination of any sort. 

 ■    Develop processes for closing out all whistleblower calls and documenting all actions, 
if any.  
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 26.7 AUDITING THE ENTERPRISE’S ETHICS FUNCTIONS 

 The ethics and hotline function should not be exempted from the same types of opera-
tional or fi nancial reviews that internal audit performs in all other segments of the 
enterprise. Different from asset management, marketing, or design engineering, which 
are periodically subject to operational or fi nancial reviews based on potential audit risks, 
the ethics function should nevertheless be included in the same type of risk analysis 
model used by internal audit for audit planning and discussed in Chapter   15  . Although 
the ethics code of conduct function may introduce minimal risks, the whistleblower 
function—particularly if administered internally—may present some major security 
and confi dentiality risks. In addition, the CFO and other key offi cers are very much at 
risk if there are problems here. 

 The purpose of an internal audit review of the ethics and whistleblower function 
is to assess whether that ethics group is following good internal control procedures, 
making effective use of its resources, complying with good confi dentiality procedures, 
and following its department charter authorizing the ethics function. While every eth-
ics and whistleblower function may be a little different, internal audit should gain a 
detailed understanding of how the function operates and the procedures normally per-
formed. As the enterprise’s  ethics function,  internal audit should expect to fi nd procedures 
at least as good as internal audit regarding compliance with such areas as document 
confi dentiality and compliance with enterprise policies such as travel expenses. Other 
ethics functions responsibilities may point to areas where internal audit can suggest 
improvements. For example, the ethics department’s code of conduct normally should 
have an acknowledgment form or process where employees indicate that they have 
read and understand the code. An ethics function may not have established appropriate 
procedures here to ensure that all newly hired employees go through this code acknowl-
edgment process. Internal audit can assess this process and recommend improvements 
where appropriate. 

 Exhibit   26.4    describes internal audit procedures for a review of an enterprise’s eth-
ics and whistleblower functions. Because of the close, ongoing relationship that should 
exist between the ethics function and internal audit, if an operational review of ethics 
does come up as part of audit’s risk analysis, the CAE should discuss the planned review 
with the ethics director in some detail to explain the reasons for and the objectives of the 
planned operational review. Privacy and confi dentiality may become an issue in this 
type of review. A call to the hotline may have pointed to some form of potential employee 
malfeasance or a SOx whistleblower revelation, which the ethics function will want to 
keep highly confi dential until the matter is resolved. Despite internal audit’s ongoing 
exposure to other sensitive areas and issues in the enterprise, the director of the ethics 
function may be reluctant to have internal auditors review certain materials. The CAE 
should point out internal audit’s ongoing exposure to other sensitive information and 
the requirements that it follow appropriate professional standards.  

 Assuming that these matters can be resolved appropriately, an operational review 
of an ethics function will give management additional assurances as to the integrity of 
controls in the ethics function, a component of operations where most managers have 
had little exposure or experience.   
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 EXHIBIT 26.4     Audit Steps for a Review of Ethics and Whistleblower Functions  

   1.  Enterprise Mission Statements 
 ■    Review the enterprise’s mission statement to assess whether it is actively communicated 

and emphasizes the importance of governance and business ethics practices. 
 ■    If the mission statement appears to be lacking or in need of an update, discuss areas or 

plans for improvement with the audit committee. 
 ■    Meet with appropriate members of management to assess ongoing programs to promote 

the mission statement throughout the enterprise.   

  2.  Ethics Function Administration 
 ■    Determine if the enterprise has established a formal ethics function, whether a 

separate unit, part of human resources, legal, or some other function, and develop an 
understanding of the function’s leadership and responsibilities. 

 ■    Determine who has responsibility for administering the overall ethics program in the 
enterprise and meet with that function to assess ongoing activities and programs. 

 ■    Develop an understanding of and document the structure of the ethics function, including 
its structure and reporting relationships. 

 ■    Review the ethics function’s charter and other key process documentation and determine 
whether they are consistent with other enterprise initiatives. 

 ■    Determine whether there is some form of hotline function in place and assess its span of 
activities. 

 ■    Assess the ethics function’s of� ce security procedures for the adequacy of such matters as 
records, � le, and workstation security. 

 ■    If outside contractors are used to provide ethics or hotline services, review and document 
contractual arrangements.   

  3.  Code of Conduct Processes. 
 ■    Obtain a copy of current code of conduct. 

 ■      Determine whether code is current and regularly updated. 
 ■      Discuss the code with a sample of the enterprise staff to determine that they 

understand the code document. 
 ■      Discuss the code with selected managers at all levels to determine if there are 

concerns about the code’s issues or content. 
 ■    Assess the adequacy of processes for obtaining code acknowledgments. 

 ■     Select a sample of employees and determine that they acknowledged acceptance of 
the code. 

 ■     Determine that all of� cers have accepted the code. 
 ■     Assess adequacy of procedures for any employees who fail/refuse code acknowledgment. 
 ■     Assess adequacy of code acknowledgment records. 

 ■    Assess adequacy of processes for updating the code of conduct as required. 
 ■    Assess processes in place to distribute code to all enterprise stakeholders, including 

remote locations, vendors, and others.   

  4.  Hotline/Whistleblower Processes. 
 ■    Develop a general understanding of whistleblower processes in place and determine 

whether they cover audit committee SOx requirements. 
 ■    Assess the adequacy of procedures to communicate the whistleblower program to all 

stakeholders. 
 ■    Assess adequacy of processes for logging whistleblower messages or calls received and 

documenting interactions. 
 ■    Review process for disposition of calls and select of sample of recent calls to determine if 

processes appear adequate.    
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 ■    Review overall security processes in place, including protection of key documents and 
individual whistleblower stakeholders. 

 ■    Meet with human resources to determine that adequate procedures are in place to 
protect/encapsulate any whistleblowers. 

   5.  Audit committee responsibilities. Meet with audit committee representative to determine 
knowledge and understanding of the ethics and whistleblower programs in place. 

 26.8 IMPROVING CORPORATE GOVERNANCE PRACTICES 

 A strong ethics program, based on a meaningful mission statement and a code of con-
duct, are key elements for any overall program of enterprise corporate governance. The 
accounting scandals that led to SOx were in many respects scandals at the top levels of 
the enterprise, whether caused by a scheming fi nancial offi cer, a greedy CEO, or a don’t‐
ask‐any‐questions public accounting fi rm. The executive teams at the companies set 
their own rules, with little consideration given to the rest of the enterprise. The result has 
been Sox, which is highly focused on this same senior group. However, a strong overall 
ethics program will improve corporate governance practices for the entire enterprise, 
not just the people in the executive suite. 

 As part of their role as the ethics leaders in their enterprise, internal auditors should 
be very aware of the need for overall enterprise‐wide corporate governance and eth-
ics policies. Internal auditors should have strong ethics and compliance programs in 
place within their own internal audit group, and they should look for similar practices 
within the total enterprise. These include such things as enterprise senior management 
policy statements to emphasize that all stakeholders are encouraged, indeed have an 
obligation, to bring concerns about accounting and fi nancial practices to the attention 
of management. Such policy statements should also stress that management will not 
tolerate retaliation against employees who raise concerns. The policy can help foster an 
open‐door process for addressing issues, which after all is the most effective manage-
ment approach. 

 Whether the enterprise is a large or a small one, the ethics and whistleblower 
processes discussed in this chapter are important both for SOx compliance and good 
corporate governance practices. Internal auditors should be aware of these ethics and 
whistleblower practices as part of their CBOK and should play a key role in helping to 
launch as well as review them.   

 NOTES   

   1.  “Our Credo Values,” Johnson & Johnson,  http://www.jnj.com/about‐jnj/jnj‐credo . 
   2.  Space here does not allow for a full account of the Enron saga. An online search will 

provide many references to the Enron failure. 
   3.  The Wendell H. Ford Aviation Investment and Reform Act for the 21st Century (com-

monly known as Air 21) protects whistleblowers in the airline industry. A related act is 
the 1978 Energy Reorganization Act, which protects employees in the nuclear power 
industry from retaliation for their reporting of safety concerns.  
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 27                                                                    CHAPTER TWENTY-SEVEN 

    SEEMINGLY ALMOST LIKE CLOCKWORK, BUSINESSES in the United States and 
elsewhere regularly go through periods of business failures; often they are 
based on poor general economic conditions, but sometimes on questionable 

business activities or just fraud. The financial scandals at Enron and others that 
led to the enactment of the Sarbanes‐Oxley Act (SOx) are examples of financial 
fraud by senior corporate officers. Fraudulent activity can occur at all levels of the 
enterprise, but in mid‐2002, around the time of the enactment of SOx, corporate 
officers appeared to be real troublemakers in a slew of financial frauds. However, 
despite the publicity surrounding corrupt senior corporate officers, fraud can 
take place at all levels. Just as a chief executive officer (CEO), in cooperation with 
the chief financial officer (CFO), may fraudulently manipulate earnings to boost 
reported profits and their individual bonus compensation, a midlevel manager or 
even a staff‐level employee may be tempted to initiate some fraudulent action for 
personal gain or just to get even with someone because of job frustration. Unfor-
tunately, the publicity surrounding these incidents of fraud has since then created 
an almost everybody‐does‐it attitude. However, Ernst & Young in its annual Global 
Fraud Survey  1   reports that 85% of the worst frauds were caused by insiders on 
the payroll and over half of those frauds were initiated by members of manage-
ment. Exhibit   27.1    summarizes some major enterprise fraud events, some before 
the market collapse that led to SOx and some after. Enterprise fraud is an issue that 
will always be with us, but internal auditors can help to prevent and detect fraud 
through effective internal control reviews. 

 Fraud Detection and Prevention                              

Brink’s Modern Internal Auditing: A Common 
Body of Knowledge, Eighth Edition 
By Robert R. Moller 
Copyright © 2016 by John Wiley & Sons, Inc. 
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 EXHIBIT 27.1     Early Twenty‐First‐Century Business Fraud Examples  

Company & Date What Happened How They Did It
How They Got 
Caught

 Waste Management,  
1998. A Houston-
based publically 
traded waste 
management 
company.

Reported $1.7 billion 
in fake earnings.

Company falsely 
increased the asset 
property, plant, and 
equipment time 
lengths on their 
� nancial 
statements.

A new CEO and 
management team 
went through the 
books.

 Enron Corporation , 
2001. A Houston-
based commodities, 
energy, and service 
company.

$74 billion in 
shareholder losses 
after discovery 
of frauds and 
bankruptcy.

Kept huge debts off 
the balance sheet.

Internal audit 
whistleblower and 
general investment 
community suspicions.

 Worldcom 
Corporation,  2002. A 
telecommunications 
company.

$11 billion in 
shareholder losses 
after discovery 
of frauds and 
bankruptcy.

Fraudulent � nancial 
reporting through 
incorrect accounting 
entries, in� ated 
revenues, and incorrect 
capitalizations.

Internal audit review 
discovered $1.8 billion 
of the fraud.

 TYCO, 1982.  New 
Jersey–based home 
security and home 
and industrial devices 
corporation.

CEO and CFO stole 
$150 million and 
in� ated reported 
income by $500 
million.

Money was siphoned 
through fraudulent 
stock sales as well as 
improper executive 
bonuses.

Investigation by 
the SEC and New 
York State Attorney 
General.

 HealthSouth . 2003. 
Then the largest 
publicly traded 
healthcare company 
in the United 
States.

Earnings numbers 
were in� ated by 
$1.4 billion to 
meet stockholder 
expectations.

CEO demanded that 
underlings make 
up transactions and 
reported earnings to 
boost overall pro� ts.

Large CEO stock 
transactions led to 
SEC investigation.

 Freddie Mac , 2003. 
U.S. government—
backed mortgage 
� nancing 
resource.

$5 billion of earnings 
misstated.

Intentionally misstated 
and understated 
earnings.

SEC investigation.

 Bernard Madoff 
Investment 
Securities , 2008. 
Small investment 
advisory � rm.

Tricked investors out 
of $65 billion through 
a Ponzi investment 
scheme.

Gained investor trust 
and deliberately 
gave false investment 
information.

Principal player 
Madoff told his sons 
about scheme and he 
was arrested.

 SAYTAM Consulting , 
2009. An India-based 
IT consulting and 
systems services 
� rm.

$1.5 billion in falsely 
reported revenues.

CEO falsi� ed 
revenues, margins, 
and cash balances for 
company 
internal � nancial 
reporting.

CEO admitted the 
fraud in a letter to 
company board of 
directors.
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  An effective internal auditor needs to recognize potential fraudulent business prac-
tices as part of any audit and then should recommend controls and procedures to limit 
exposure to the fraudulent activity. This chapter outlines some of the   red fl ags  —common 
conditions that an internal audit might encounter when faced with a potential fraud 
and then discusses steps to identify, test, and properly process fraudulent activities. 
In addition, the chapter will introduce the standards and activities of the Association 
of Certifi ed Fraud Examiners (ACFE) and their joint publication in conjunction with 
the AICPA and the IIA,  Managing the Business Risk of Fraud: A Practical Guide .  2   Fraud 
investigation can be a very detailed and specialized activity, but all internal auditors 
should have a high‐level common book of knowledge (CBOK) understanding of how to 
potentially sniff out circumstances, how to audit for potentially fraudulent activities, 
and processes for investigating and reporting fraud. Fraudulent activities represent a 
breakdown in a wide range of good practices and procedures, but internal auditors must 
recognize that fraudulent activities may always exist.   

 27.1 UNDERSTANDING AND RECOGNIZING FRAUD 

Fraud  is one of those terms that many people use even though they may not fully under-
stand what they are talking about. An important internal auditor fi rst step here should 
be to understand the dictionary or legal defi nition of what we call fraud. Its common‐
law defi nition is “the obtaining of money or property by means of false token, symbol, 
or device.” In other words, someone improperly authorizes some document that causes 
a transfer of money. Fraud can be costly for any victim enterprise, and effective internal 
controls are an enterprise’s fi rst line of defense against fraud. A comprehensive, fully 
implemented, and regularly monitored system of internal controls is essential for the 
prevention and detection of losses that arise from fraud, and internal auditors often fi nd 
themselves involved in fraud‐related issues. When a fraud is discovered in the enter-
prise, internal audit is often almost the fi rst resource called by management to conduct 
an investigation to determine the extent of the reported fraud. In other situations, inter-
nal auditors sometimes discover a fraud through the course of a scheduled audit and 
then investigate and report the matter to senior management, their corporate counsel, 
or other legal authorities. However, historically, neither internal nor external auditors 
have regularly looked for fraud as part of their scheduled audits. This is changing. 

 Auditors today, both internal and external, are taking on a more important role 
in the detection and prevention of fraud. This chapter discusses controls to prevent 
and detect fraud and introduces the AICPA auditing standard on fraud, AU‐C, Sec-
tion 240, titled  Consideration of Fraud in a Financial Statement Audit.  This guidance 
was part the AICPA’s accounting standards and previously known as SAS No. 99.  3

We also discuss IIA initiatives to review for fraud in internal audits as well as proce-
dures to detect and prevent fraud in IT systems. Fraud has been with us since time 
immemorial, but auditors in the past have claimed that detecting it was beyond their 
responsibilities. Today they are fi nding themselves with an increasing responsibil-
ity to detect fraud in the course of their review activities as well as to recommend 
appropriate controls to prevent future frauds. Joint guidance material on the impact 
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of fraud in auditing also has been referenced by the previously mentioned AICPA, IIA, 
and ACFE guidance materials on the importance of fraud considerations for internal 
auditors and others.   

 27.2 RED FLAGS: FRAUD DETECTION SIGNS FOR 
INTERNAL AUDITORS 

 Many fraudulent activities are only easy to identify  after the fraud has been uncovered.  An 
employee of an enterprise who has been embezzling money over an extended period 
often will eventually be caught through some slip‐up that reveals the fraud. After such 
a fraud is discovered, it is often easy to look at the situation and say such things as “But 
she was such a good employee—she hasn’t missed a day of work for nearly two years! 
How could she have done this?” or “Now that I think about it, I wondered how he could 
afford all of those long weekend trips to expensive places!” It is easy to analyze the facts 
after a fraud has been discovered, but internal auditors and management should look for 
indicators of possible fraudulent activities in advance with a skeptical eye. They should 
look for what are called red fl ags. 

 For example, the fi rst corporation (along with its CEO Richard M. Scrushy) to be 
indicted for accounting fraud under SOx was a health care provider called HealthSouth 
Corporation, an event briefl y summarized in Exhibit   27.1  . Then the largest U.S. provider 
of outpatient surgery, diagnostic, and rehabilitative services, HealthSouth operated in 
approximately 1,900 locations in all 50 states as well as in multiple international facili-
ties. It reported in excess of $1.4 billion of fi ctitious earnings over a six‐year period in 
order to meet investment analyst estimates and to keep its stock price high. Several of its 
fi nancial and other offi cers pleaded guilty, claiming and testifying against the CEO and 
asserting that he demanded they report the fraudulent earnings. While this account-
ing fraud had been going on for at least 10 years at that time, there had been numerous 
signs of possible fraud that were seemingly ignored by the company’s external auditors 
and others: 

 ■    HealthSouth’s year 2000 pretax earnings more than doubled to $559 million, 
although its sales grew only 3%. Pretax earnings for 2001 were nearly twice 1999 
levels, although sales rose just 8%. While there is nothing wrong with fantastic 
earnings growth, analysts and certainly auditors might have asked some hard 
questions. 

 ■    In late 2002, HealthSouth’s internal auditors were denied access to key corporate 
fi nancial records. Internal audit reported this to their outside auditors and to their 
audit committee; neither party took any action on these internal audit concerns. 

 ■    The CEO spent a considerable amount of time and attention on sports and popular 
music performers, fl ying his management staff off to events and bringing sports 
stars in to work with the company.   

 These examples are just a few of the activities that were occurring around the com-
pany, suggesting possible fraud. Fantastic reported earnings gains do not necessarily 
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mean fraud, but can raise questions. Similarly, elaborate corporate‐sponsored social 
events may only raise questions about how the enterprise is managing its resources 
rather than pointing to fraud. However, these kinds of activities can be suspicious. At 
HealthSouth, an ex‐employee sent an e‐mail to the external auditors suggesting they 
look at three specific accounts for fraudulent activity. This is more than a red flag; it is an 
attempt to blow the whistle. Based on this tip, a high‐level investigation was launched 
by the external auditors, but again nothing was found. Many red flags were raised, but 
internal management pressure on a normally dominant CEO to back off from some ficti-
tious financial reports eventually started a chain of events that soon exposed the fraud.

What we call a red flag here is a warning signal to the noninvolved observer that 
something does not look right. A huge increase in reported profits with not that much of 
an increase in unit sales may sound wonderful and be totally plausible. However, when 
faced with this type of data or red flag indicator, auditors or fraud examiners should ask 
the question “This seems unusual—how can it be so?”

Red flags are normally the first indications of a potential fraud. Someone sees some-
thing that does not look right and then often begins a low‐level investigation. Internal 
auditors are often the first people to become involved. Exhibit 27.2 lists some typical red 
flags that potentially could point to possible financial fraud activities. None of these are 
absolute indicators of fraud, but internal auditors should always be skeptical in their 
reviews and be aware of such warning signals. When an internal auditor sees evidence 
of one or more of these or other red flags, it may be time to dig a little deeper. Unfortu-
nately, internal auditors often fail to detect frauds for one of the following reasons:

 ■ There is an unwillingness to look for fraud. Due to their training and past 
experience, internal auditors have historically not actively looked for fraud. They 
have often tended to view fraud investigation as a policing type of activity and not 
a prime internal audit responsibility.

 ■ Too much trust is placed in auditees. Internal auditors, in particular, try to 
maintain a friendly, cordial attitude toward the auditees in their enterprise. Because 
they encounter these same people in the cafeteria or at an annual company picnic, 
there is usually a level of trust involved. Internal auditors quite correctly try to give 
their auditees the benefit of the doubt.

 ■ Not enough emphasis is placed on potential fraud issues in audit find-
ings. Internal audit findings often point to the same red flags as mentioned in 
Exhibit 27.2. They are included as audit report findings pointing out such mat-
ters as missing records or accounts that were not reconciled. However, internal 
auditors often fail to consider potential fraud in audit findings. Unless it is a 
glaringly large issue, they do not even think about fraud issues when developing 
audit report findings.

 ■ Fraud concerns often receive inadequate support from management. The 
hint of possible fraud requires auditors to extend their procedures and dig a lot 
deeper. However, general and even audit management may be reluctant to give 
an individual auditor extra time to do so. Unless there are strong suspicions to the 
contrary, management will often want the audit team to move on and stop spending 
time in what they feel is an extremely low‐risk area.
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 ■ Auditors sometimes fail to focus on high‐risk fraud areas.  Fraud can occur in 
many areas, ranging from employee travel expense reporting to treasury function 
relations with offshore banks. There can often be a much greater risk in the latter, 
while auditors often tend to focus on the former. While it may be comparatively 
easy to fi nd problems in travel expenses, internal audits often do not include such 
high‐risk areas as, for example, a review of treasury function relations with offshore 
banks, an often complex and diffi cult area to review.    

Fraud is a word that can have many meanings, but we are referring to it in terms of 
a criminal act. There are over 300 references to fraud in federal criminal statutes, and 
the term appears throughout the SOx legislation. Most of those federal references are 
based on federal general fraud statute:  4   

 EXHIBIT 27.2     Red Flags Indicating Potential Financial Fraud  

The following list represent “red � ags” that may be warning signals for evidence of � nancial 
fraud. These were adapted from the AICPA web site, www.aicpa.org. 

 ■    Lack of written corporate policies and standard operating procedures. 
 ■    Based on interviews at multiple levels, lack of compliance with organization’s internal control 

policies. 
 ■    Weak internal control policies, especially in the division of duties. 
 ■    Disorganized operations in such areas as purchasing, receiving, warehousing, or regional of� ces. 
 ■    Unrecorded transactions or missing records. 
 ■    Counterfeit documents or evidence of alterations to documents. 
 ■    Photocopied or questionable handwriting on documents. 
 ■    Sales records with excessive voids or credits. 
 ■    Bank accounts not reconciled on a timely basis or stale items on bank reconciliations. 
 ■    Continuous out‐of‐balance conditions on subsidiary ledgers. 
 ■    Unusual � nancial statement relationships. 
 ■    Continuous unexplained differences between physical inventory counts and perpetual 

inventory records. 
 ■    Bank checks written to cash in large amounts. 
 ■    Handwritten checks in a computer environment 
 ■    Continuous or unusual fund transfers among company bank accounts. 
 ■    Fund transfers to offshore banks. 
 ■    Transactions not consistent with the entity’s business. 
 ■    Poor screening procedures for new employees including no background or reference checks. 
 ■    Reluctance by management to report criminal wrongdoing. 
 ■    Unusual transfers of personal assets. 
 ■    Of� cers or employees with lifestyles apparently beyond their means. 
 ■    Unused vacation time. 
 ■    Frequent or unusual related‐party transactions. 
 ■    Employees in close association with suppliers. 
 ■    Employees in close relationship with one another in areas where separation of duties could 

be circumvented. 
 ■    Expense‐account abuse such as managers not following established rules. 
 ■    Business assets dissipating without explanation.  
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 Whoever, in any manner within the jurisdiction of any department or agency 
of the United States, knowingly and willfully falsifi es, conceals, or covers up 
by any trick, scheme, or device a material fact, or makes any false, fi ctitious, 
or fraudulent writing or document knowingly the same to contain any false, 
fi ctitious, or fraudulent statement or entry, shall be fi ned not more than . . . or 
imprisoned not more than . . . or both. 

 Although this quoted text is stated in legalese, it is a strong message to management 
at all levels and their internal auditors. The auditor’s word  material  is not emphasized 
here, and anything false, fi ctitious, or fraudulent could be considered a violation. There 
are multiple state statutes generally modeled after these federal rules, and an internal 
auditor should be aware of his or her state rules. 

 To help detect fraud, auditors need to have an understanding of why people commit 
fraud. An enterprise can display the red fl ags described in the previous section, but it will 
not necessarily be subject to fraudulent activities unless one or more employees decide to 
engage in fraud. Exhibit   27.3    lists some typical motivations, reasons, or excuses for com-
mitting a fraud. These are all reasons where strong internal controls are in place and the 
fraud is only committed by one person.   Fraud detection   is much harder when there is collusion 
between multiple persons. In the HealthSouth fraud described previously, a very aggressive 
CEO assembled a top management team he called “the company” to prepare the fraudulent 
fi nancial reports. Members of “the company” at HealthSouth were highly compensated and 
received many incentives. The fraud did not become public until one member of “the com-
pany” began to have personal concerns about this growing accounting fraud. Whenever mul-
tiple people are involved in the same fraud, there is a possibility that someone will break ranks.  

 While major frauds involving senior management participation are diffi cult to sniff out, 
frauds that occur at lower levels in the enterprise are often easier to detect with a proper level 
of internal auditor investigation. For example, a payroll process can present a wide range of 
opportunities for fraud through the use of such mechanisms as infl ating the actual hours 
worked for an employee, generating payment vouchers for fi ctitious or terminated employ-
ees, or issuing duplicate vouchers for an employee. These are the classic types of issues that 
are part of many internal audit procedures. However, rather than just as internal control 
violations, an internal auditor should think of these items in terms of potential areas for 
employee fraud. Auditors have performed these procedures for years but sometimes forget 
that there could be a fraud issue as well. In the HealthSouth fraud discussed here, it was 
later discovered that the external auditors did not even do a classic bank balance confi rma-
tion with HealthSouth’s banks. This is a standard test in which the auditor asks the bank to 
independently confi rm an enterprise’s bank balance as of a certain date. In their promotion 
of audit effi ciency over the years, auditors—particularly external auditors—have dropped 
many of these traditional procedures. It may be time to revisit some of them.   

 27.3 PUBLIC ACCOUNTING’S ROLE IN FRAUD DETECTION 

 The external auditor’s responsibility for the detection of  fraud in fi nancial state-
ments has been an ongoing but contentious issue over the years. The very fi rst AICPA 
 Statement on Auditing Standards (SAS No. 1) from many years ago stated, “The auditor 
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has no responsibility to plan and perform the audit to obtain reasonable assurance that 
misstatements, whether caused by errors or fraud, that are not material to the fi nancial 
statements are detected.” In other words, external auditors then were only responsible 
to determine if the fi nancial statements were fairly stated; they had  no responsibility
to detect errors or fraudulent activity. The public accounting profession stood by this 
increasingly untenable position for many years. Even during the period of numerous 
fi nancial frauds that led to the 1987 Treadway Commission Report on Fraudulent Finan-
cial Reporting (see Chapter   3  ), AICPA audit standards still did not require external audit 
include to assume any responsibility for the detection of fraud. 

 Despite continuing pressure for change over the years, AICPA audit standards 
regarding the external auditor’s responsibility for fraud did not change until 1997 when 

 EXHIBIT 27.3     Motivations and Reasons for Committing Fraud  

 ■       An employee has a desperate need for money .  This is probably the major motivator 
of fraud and the most dif� cult to detect. Whether because of a nasty divorce or a drug 
problem, the need for money can cause employees to resort to criminal actions. 

 ■      Job frustrations .  Employees can become frustrated and feel their company “doesn’t give a 
damn” about them and feel free to act inappropriately. Job layoffs or pay-grade freezes can 
foster such feelings. 

 ■      “Everybody does it” attitudes .  This type of situation is often common in a smaller retail 
type environment where an employee thinks that everyone else is stealing as well. This 
attitude can also come up when senior managers seem to be living extravagantly at the same 
time the company is incurring losses. 

 ■      Challenges to “beat the system . ” This is a particular problem with would‐be hackers in 
an automated systems environment. However, there can be many other cases where an 
employee, for example, tries to set up a � ctitious account to see if he or she can bill the 
company and receive cash in return. 

 ■      Lax internal controls making fraud easy .  This is a basic motivation that encourages many 
frauds. Poor internal controls often predict that the fraud will not be detected. 

 ■      Low probability of detection.   Similar to the weak internal controls point, if an employee 
knows that chances of getting caught are nil, the temptation to commit fraud is greater. 

 ■      Low probability of prosecution.   When a company seemingly never takes any action to bring 
criminal charges against someone, the word gets out, and people may view getting caught 
as an acceptable risk with little worry about prosecution. 

 ■      Top management that does not seem to care.   Employees can often collectively determine 
when an employee seems to get away with breaking some rule or when otherwise very 
appropriate behavior is not rewarded. 

 ■      Low organizational loyalty or feelings of ownership.   In today’s complex world, we often 
have situations where the owners of some business operation are a continent and many 
organizational layers away. It is easy to have attitudes where no one really seems to care on a 
day-by-day basis. 

 ■      Unreasonable budget expectations or other fi nancial targets.   Organizations sometimes 
establish expectations that are all but impossible to meet. This can create an environment 
where people will bend the rules to meet those targets. 

 ■      Less‐than‐competitive compensation and poor promotion opportunities.   If they cannot 
receive what they feel are appropriate rewards through normal compensation, people may 
bend rules to bene� t themselves.  
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this responsibility for fraud was restated in SAS No. 82: “The auditor has a responsibility 
to plan and perform the audit to obtain reasonable assurance about whether the finan-
cial statements are free of material misstatement, whether caused by error or fraud.” 
This revised but tighter standard was released, after much professional discussion, at 
the peak of the turn‐of‐the‐century dot‐com bubble, when the investing public was con-
cerned primarily about their investments surging forward and not as much with fraud.

Early in the twenty‐first century with the failures of Enron, WorldCom, and a host 
of others, concerns about fraudulent financial reporting changed. Given SOx along with 
the PCAOB, it was perhaps now too late, and the AICPA released SAS No. 99 in Decem-
ber 2002 on the auditor’s responsibility for detecting fraudulent financial reporting. 
Reworked today as accounting standard AU‐C Section 240, it states that an external 
auditor is now responsible for providing reasonable assurance that audited financial 
statements are free of material misstatement, whether caused by error or fraud. We have 
used italics here because this was a major change in external auditor responsibilities.

The AU‐C public accounting standard calls on external financial statement auditors 
to take on an attitude of professional skepticism regarding possible fraud. Putting aside 
any prior beliefs about management’s honesty, the standard calls for the external audit 
team to exchange ideas or brainstorm on how frauds could occur in the enterprise they 
are about to audit. These discussions should identify fraud risks and should always keep 
in mind the characteristics that are present when frauds occur: incentives, opportuni-
ties, and ability to rationalize. Throughout the audit, the engagement team should think 
about and explore the question “If someone wanted to perpetrate a fraud here, how 
would it be done?” From these discussions, the external audit team should be in a better 
position to design audit tests that are responsive to the risks of fraud. The guidance here 
is that the external audit team should always go in to an audit engagement anticipating 
that there may be some level of fraudulent activity. This is in direct contrast with internal 
audit activities where members of internal audit and their auditees are part of the same 
enterprise and there should not be a suspicion of fraud unless it is found during a review 
or because of allegations reported by some level of enterprise management.

An external auditor engagement team now is expected to inquire of management 
and others in the enterprise as to their perceptions of the risk of fraud and whether they 
are aware of any ongoing fraud investigations or open issues. External auditors should 
make a point of talking to all levels of employees, both managers and others, giving them 
an opportunity to blow the whistle and encouraging someone to step forward. It might 
also help deter others from committing fraud if they are concerned that a coworker may 
turn them in during a subsequent audit. During a financial statement external audit, the 
audit engagement team should test areas, locations, and accounts that otherwise might 
not be tested. The team should design tests that would be unpredictable and unexpected 
by the client. This represented a major change in external auditing standards.

External accounting standards now recognize that management is often in a posi-
tion to override controls in order to commit financial‐statement fraud. Their auditing 
standard calls for procedures to test for management override of controls on every 
audit. It calls for a major external audit emphasis in detecting fraud, including proce-
dures that external auditors are expected to perform in every audit engagement. This 
can be a major change from the “let’s take the afternoon off and talk about things 
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over a game of golf” approach that was common in years past on many external audit 
engagements. 

 In addition to imposing a very tough fraud detection auditing standard on its mem-
bers, the AICPA has taken strong steps to bring external auditors up to speed regarding 
situations that encourage fraud as well as providing both educational materials and case 
studies. Its Web pages are fi lled with case studies, publications, continuing professional 
education courses, and other references on management fraud issues. You do not have 
to be an AICPA member to access the site, and there are member and nonmember prices 
for purchasing reference materials. As an example of the AICPA fraud‐related mate-
rials, Exhibit   27.4    shows a checklist for auditors on misappropriation of assets. From 
an auditing and accounting professional organization that avoided getting involved in 
fraud prevention and detection work for many years, AICPA’s fraud‐related accounting 
standards as well as its published antifraud guidance materials very much raises the 
bar for all certifi ed public accountants (CPAs). Given SOx and other recent events, it is 
unfortunate that the release of these audit standards did not happen sooner. Internal 
auditors will be seeing more fraud‐related audit guidance going forward. 

27.4 IIA STANDARDS FOR DETECTING AND 
INVESTIGATING FRAUD 

 Internal auditors are often in a better position to detect fraud in enterprise operations 
than are external auditors. While external auditors typically limit most of their client 
visits to around the quarterly and annual fi nancial statement dates, internal auditors 
are just that—internal to the enterprise and often at enterprise sites on a daily basis. Just 
through their own observation, internal auditors may be in a much better position to 
see a red fl ag that could easily be missed by external auditors, despite the AICPA fraud 
standards. The shipping supervisor who shows up at the annual holiday party wear-
ing an expensive Italian suit and sporting a brand‐name gold wristwatch might raise 
a blip on the radar screen of another party participant, an internal auditor. There are 
many very valid reasons to justify expensive clothes, but such a show of wealth could 
be something for an internal auditor to remember when going forward with an internal 
controls review scheduled in that area. 

 Internal auditors run into many such awareness concerns and potential fraud issues 
in the course of their scheduled reviews. They also typically get involved in much more 
detailed, transaction‐level reviews than their external audit counterparts and see ques-
tionable documents or transactions more frequently. If management feels there may be 
a potential fraud in some unit of the enterprise, the fi rst step is almost always to contact 
internal audit, which will also have some connection and communication with their cor-
porate legal department. They can discuss any potential concerns there and get a quick 
opinion on whether some concern requires more attention. If there are strong signs of an 
active fraud, corporate legal will almost always be ready to jump into the matter and help. 

 The IIA international standards emphasize that although internal audit has a role 
to play regarding fraud detection and prevention, the primary responsibility falls on 
 management. Although this sounds simple in theory, the problem lies in  communicating 
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 EXHIBIT 27.4     Fraud Risk Factors Relating to Misappropriation of Assets  

Risk factors that relate to misstatements arising from misappropriation of assets are classi� ed 
according to the three conditions generally present when fraud exists: (1) incentives/
pressures, (2) opportunities, and (3) attitudes/rationalizations. Some of the risk factors 
related to misstatements arising from fraudulent � nancial reporting also may be present 
when misstatements arising from misappropriation of assets occur. For example, ineffective 
monitoring of management and weaknesses in internal control may be present when 
misstatements due to either fraudulent � nancial reporting or misappropriation of assets 
exist. The following are examples of risk factors related to misstatements arising from 
misappropriation of assets.  

    Incentives/Pressures  

   A. Personal � nancial obligations may create pressure on management or employees with access 
to cash or other assets susceptible to theft to misappropriate those assets. 

   B. Adverse relationships between the entity and employees with access to cash or other assets 
susceptible to theft may motivate those employees to misappropriate those assets. For exam-
ple, adverse relationships may be created by the following: 

 ■    Known or anticipated future employee layoffs 
 ■    Recent or anticipated changes to employee compensation or bene� t plans 
 ■    Promotions, compensation, or other rewards inconsistent with expectations     

    Opportunities  

   A. Certain characteristics or circumstances may increase the susceptibility of assets to misap-
propriation. For example, opportunities to misappropriate assets increase when there are the 
following: 

 ■    Large amounts of cash on hand or processed 
 ■    Inventory items that are small in size, of high value, or in high demand 
 ■    Easily convertible assets, such as bearer bonds, diamonds, or computer chips 
 ■    Fixed assets that are small in size, marketable, or lacking observable identi� cation of 

 ownership   
   B. Inadequate internal control over assets may increase the susceptibility of misappropriation 

of those assets. For example, misappropriation of assets may occur because there is the 
 following: 

 ■    Inadequate segregation of duties or independent checks 
 ■    Inadequate management oversight of employees responsible for assets, for example, inad-

equate supervision or monitoring of remote locations 
 ■    Inadequate job applicant screening of employees with access to assets 
 ■    Inadequate recordkeeping with respect to assets 
 ■    Inadequate system of authorization and approval of transactions (for example, in 

 purchasing) 
 ■    Inadequate physical safeguards over cash, investments, inventory, or � xed assets 
 ■    Lack of complete and timely reconciliations of assets 
 ■    Lack of timely and appropriate documentation of transactions, for example, credits for 

merchandise returns 
 ■    Lack of mandatory vacations for employees performing key control functions 
 ■    Inadequate management understanding of information technology, which enables informa-

tion technology employees to perpetrate a misappropriation 
 ■    Inadequate access controls over automated records, including controls over and review of 

computer systems event logs      

Source:  Printed with permission of the American Institute of Certi� ed Public Accountants.   
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that message to management. IIA professional standards covering due professional care 
and scope of work cover fraud in a very general sense, as discussed in Chapter 9 on IIA 
professional standards. An internal auditor will be concerned about such matters as the 
possibility of wrongdoing and should consider evidence of any improper or illegal activi-
ties in an audit. However, the IIA standards that provide specific guidance on fraud seem 
to follow the older external audit standards just discussed. Recognizing that it may be 
difficult to detect fraud, the IIA standard 1210.A2 provides the guidance (our italics): 
“The internal auditor should have sufficient knowledge to identify the indicators of fraud 
but is not expected to have the expertise of a person whose primary responsibility is detecting 
and investigating fraud.” This is recognition that internal auditors may not have sufficient 
expertise for some fraud issues.

This same fraud standard is supported by IIA Practice Advisories 1210.A2‐1 and 
1210.A2‐2, on the identification and investigation of fraud. Despite the words from the 
standard that internal auditors are not expected to have the expertise, the supporting 
Practice Advisory provides an internal auditor with some guidance on detecting and 
investigating fraud. We have included an edited portion of this Practice Advisory:

Deterrence of fraud consists of those actions taken to discourage the perpetra-
tion of fraud and limit the exposure if fraud does occur. The principal mecha-
nism for deterring fraud is control. Primary responsibility for establishing and 
maintaining control rests with management.

Internal auditors are responsible for assisting in the deterrence of fraud by examin-
ing and evaluating the adequacy and the effectiveness of the system of internal control, 
commensurate with the extent of the potential exposure/risk in the various segments of 
the enterprise’s operations. In carrying out this responsibility, internal auditors should, 
for example, determine whether:

 ■ The organization’s environment fosters control consciousness, and realistic enter-
prise goals and objectives are set.

 ■ Written policies, such as codes of conduct, exist that describe prohibited activities 
and the action required whenever violations are discovered.

 ■ Appropriate authorization policies for transactions are established and maintained.
 ■ Policies, practices, procedures, reports, and other mechanisms are developed to 

monitor activities and safeguard assets, particularly in high‐risk areas.
 ■ Communication channels provide management with adequate and reliable 

 information.
 ■ Recommendations need to be made for the establishment or enhancement of   

cost‐effective controls to help deter fraud.

If an internal auditor suspects a potential fraudulent activity, appropriate enterprise 
authorities, usually the enterprise general counsel, should be informed. An internal 
auditor should only recommend whatever investigation appears necessary in the cir-
cumstances, but should rely on the recommendations of the general counsel. Thereafter, 
the auditor should follow up to see that the internal auditing activity’s responsibilities 
have been met.
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 The previously referenced IIA Practice Advisories do not really educate an internal 
auditor on red‐fl ag types of conditions that might suggest potential fraudulent activity. 
Rather, they suggest that if an enterprise does not have good policies and procedures 
or lacks a code of conduct, this could indicate an environment that encourages fraud. 
This is often true. But the lack of a current code of conduct or poorly drafted policy state-
ments should not be the major reason for an internal auditor to go on a hunt for potential 
fraudulent activities. The red fl ags described in Exhibit   27.2   are better indicators. 

 The IIA has not taken the strong position on detecting fraud that the AICPA has. A 
2015 search of the IIA web site using the key word  fraud  does not give an internal auditor 
the wealth of material that is now found on the AICPA site or can be found in the referenced 
IIA, AICPA, and ACFE guidance advisory. There are references to articles on fraud in older 
issues of the IIA publication  The Internal Auditor,  but not much more. Other fraud‐related 
articles are listed but only available to IIA members. The previously referenced Practice 
Advisory is an example. The IIA also has special conferences on the topic, but the AICPA 
is taking a stronger professional lead here in providing guidance to auditors. 

 The IIA along with the AICPA, the Information Systems Audit and Control Asso-
ciation, the ACFE, Financial Executives International, the Institute of Management 
Accountants, and the Society for Human Resource Management have collaborated on 
and published a variety of fraud‐related guidance materials. Other professional enter-
prises also have participated in reviewing and developing fraud guidance, including the 
American Accounting Association, the Defense Industry Initiative, and the National 
Association of Corporate Directors. However, the AICPA is clearly taking a lead role 
here, and good guidance materials are now categorized under their forensic and valu-
ation services (FVS) offerings. Interested professionals should visit the FVS section on 
the AICPA web site,  5   where they can fi nd a wide range of   auditing for fraud   guidance 
materials.   

 27.5 FRAUD INVESTIGATIONS FOR INTERNAL AUDITORS 

 In addition to helping to build and review controls to prevent and detect fraud, internal 
auditors sometimes become very involved in fraud investigations. While appropriate 
legal authorities should be used here for many fraud investigations, internal audit is 
often the fi rst party asked to play a key role in other, less major matters. Internal audi-
tors need not take the role of a Sherlock Holmes, but can help to gather information for 
smaller discoveries or provide supporting materials for larger matters. Internal audit 
often gets involved in potential fraud‐related matters because of some troubling informa-
tion encountered during an audit or an anonymous tip through a call or e‐mail message. 

 When faced with potential fraud information, internal audit’s fi rst step should 
always be to consult with the enterprise’s corporate counsel. Because of the nature of 
the allegation as well as the extent of initial information, the matter may also be turned 
over to legal authorities, such as the federal district attorney’s offi ce or state prosecu-
tors. In some cases, legal advice will suggest that other authorities get involved in the 
matter at once. In smaller, seemingly less major matters, internal audit will sometimes 
be asked to take responsibility for the investigation. In many instances, these types of 
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investigations just involve a detailed review of documents. The evidence gathered from 
that document review will become the basis for any further action. 

 Fraud‐related investigations require an internal auditor to operate rather differently 
than during normal fi nancial or operational internal audits. In any fraud‐related review, 
an internal auditor should have three major objectives: 

   1.   Prove the loss.  Fraud‐related reviews usually start out with the fi nding that some-
one stole something or did something in violation of established rules. The internal 
audit–led investigative review should assemble as much relevant material as neces-
sary to determine the overall size and scope of the loss. 

   2.   Establish responsibility and intent.  This is a “Who did it?” step. As much as 
possible, the audit team should attempt to identify everyone who was responsible 
for the matter and if there was any special or different intent associated with the 
fraud action. 

   3.   Prove the audit investigative methods used.  The investigative team needs to 
be able to prove that their fraud‐related conclusions were based on a detailed, step‐
by‐step investigative process, not just an uncoordinated witch hunt. The review 
should be documented using the best internal audit review processes. Of particular 
importance here is that all documents to be used be secured.   

 There are many other procedures associated with a fraud‐related examination. The 
objective of this chapter is not to describe the overall process of fraud examinations but to 
discuss the increased emphasis on fraud detection and prevention as outlined by newer 
standards, particularly the AICPA guidance as well as the previously referenced IIA fraud 
management publications. Internal auditors interested in learning more about fraud 
investigations should explore the activities and publications of the Association of Certi-
fi ed Fraud Examiners ( www.cfenet.com ). In addition to the previously referenced AICPA 
materials, this professional enterprise, as well as maintaining a formalized fraud inves-
tigation certifi cation examination, has a variety of educational and guidance materials.   

27.6 INFORMATION TECHNOLOGY FRAUD PREVENTION 
PROCESSES 

 Information technology or technology‐related fraud covers a wide range of issues and 
concerns. In today’s business environment, IT systems are virtually always a key compo-
nent of modern fi nancial or accounting‐related fraud. Because IT systems and processes 
support so many areas and cross so many lines in the enterprise, we can think of IT‐related 
fraud in multiple dimensions ranging from the minor to signifi cant fraudulent activities: 

 ■ Internet access issues.  Enterprises often establish both guidelines and sometimes 
controls to restrict Internet use, but the Web is so pervasive that it is diffi cult to 
separate personal from business use. Again, such rules are frequently ignored by 
employees and sometimes bypassed by software that will allow them to get around 
fi rewall barriers in systems. There can be a much greater possibility of abuse here, 
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but the enterprise can potentially monitor employee Internet usage through soft-
ware monitoring tools. Perhaps many will wink at such matters, but an enterprise 
associate should not be spending substantial amounts of workday time browsing 
the Internet or completing home shopping transactions.

 ■ Improper personal use of IT resources. An enterprise should establish rules 
stating that there should be no personal files or programs on their work‐supplied 
systems. Such rules are frequently ignored by employees, who may use word‐ 
processing or spreadsheet resources to perform some personal work as part of the 
business‐related work that they may take home in the evenings. An enterprise 
should emphasize to employees that they should not be doing personal business 
while at the workplace. Perhaps even greater than the risk of fraud here is the pos-
sibility of introducing viruses or other harmful software to enterprise systems.

 ■ Illegal use of software. Employees will sometimes attempt to steal or download 
copies of company software or will install their own software on enterprise com-
puter resources. In doing so they are violating enterprise rules and often putting 
their employers in violation of software licensing agreements. In addition, they may 
be introducing viruses into enterprise systems. While an enterprise should have 
systems firewalls installed to protect from such improper software, there is always 
a risk of such malignant software slipping through.

 ■ Computer security and confidentiality fraud matters. Employees can violate 
password protections and gain improper access to IT systems and files. Even if they 
are only trying to “see if it works,” they are performing a fraudulent act by violating 
computer security rules.

 ■ Information theft through USB devices. Today, storage devices about the size 
of a car ignition key can be plugged into a computer system and used to download 
multiple gigabytes6 of recorded information. An enterprise can face a significant 
risk of the theft or loss of such data as customer records through these simple stor-
age devices.

 ■ Information theft or other data abuse computer fraud. It is one thing to 
improperly access a computer system by violating password controls, and another 
to improperly view, modify, or copy data or files. This can be a significant cause of 
computer crime.

 ■ Embezzlement or unauthorized electronic fund transfers. Stealing money 
or other resources through improper or unauthorized transactions is perhaps the 
most significant cause of IT systems and network fraud issues. Whether initiating a 
transaction to send an accounts payable check to the home address or facilitating a 
major bank transfer, this can be a major area for computer fraud or crime.

These examples run the gamut from what might be considered fairly minor to sig-
nificant IT abuses. We mention the more minor items to point out the range of items 
that can be considered IT‐related fraud. If an employee is given a laptop computer for 
work and told it is only for business use, yet the employee uses that same laptop to write 
a book report as part of her child’s homework, does this represents computer crime or 
fraud? The answer here is really yes, per the established rules. If the enterprise had set up 
rules, they were done for good reason, and employees should not violate them. However, 
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should internal audit launch a review to discover violations in this area? Probably not; 
there are more important high‐risk areas on which to spend limited time and resources. 
A strong code of conduct and ethics program, as discussed in Chapter 26, should be the 
predominant control procedure here.

We have used the book report example from the previous page to illustrate that 
there are many possibilities for computer fraud and abuse. It is often a very complex 
area where strong technical skills are needed to understand tools and methods. This is 
an area where the rules are continually changing. Individuals with a fraudulent intent 
are finding new ways to violate established automated controls, and skilled professionals 
are finding ways to detect and protect this fraudulent activity. Chapter 23 discusses IT 
security and privacy controls in a networked environment.

A related IT systems fraud detection area is computer forensics, the detailed exam-
ination of computers and their peripheral devices using computer investigation and 
analysis techniques for finding or determining potential legal evidence in a fraud situa-
tion. The idea here is that essentially anything written on a computer file can be recov-
ered, even if it has been erased through an operating system command. The evidence 
required to be found covers a wide range of subjects such as theft of trade secrets, theft 
or destruction of intellectual property, fraud, and other civil cases involving wrongful 
dismissals, breaches of contracts, and discrimination issues. The previously referenced 
AICPA FVS web site is a source of considerable guidance materials on forensics auditing.

Recovered IT systems data can often be a gold mine in a fraud investigation. Per-
petrators may feel that they have covered their tracks by deleting files, but computer 
forensics tools often allow full recovery. Forensic examinations involve the examination 
of computer media, such as CD‐ROMs, hard disk drives, backup files, and other media 
used to store data. The forensic specialist uses specialized software to discover data that 
reside in a computer system, or can recover deleted/erased, encrypted, or damaged file 
information and passwords, so that documents can be read.

We have used this example of computer forensics as one approach to aid computer fraud 
investigations. This is an area that requires specialized tools and training, but internal audi-
tors will probably not have the skills to perform such an analysis without necessary help. 
As an indicator of interest in this area, the AICPA has established a credential, Certified in 
Financial Forensics, that combines specialized forensic accounting expertise with the core 
knowledge and skills that make CPAs trusted business advisors in this area.

Other than direct testimony by an eyewitness, documentary evidence is usually the 
most compelling form of evidence, and paper trails have traditionally been rewarding 
for IT fraud investigators. In past years, documentary evidence was limited to paper. 
Where the best‐evidence rule applied, the original document was produced. However, 
documents are rarely typed using typewriters or even printed today and are usually pro-
duced on personal computer word processors. Some of these documents are no longer 
printed and are e‐mailed or faxed to the recipient directly from the computer. Because 
of the change in the way information is distributed and the way people communicate, 
copies of computer files are now as good as the original electronic document.

We have used computer forensics here as an example of new technology‐based 
technique for fraud detection. Firewall software to protect a system or user from enter-
ing transactions or accessing systems beyond a fixed region is another example. Virus 
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protection software is a third. A full discussion of the computer fraud aspects of these 
and other areas is beyond the scope of this book. The internal auditor must realize that 
computer fraud is a large and complex area.   

 27.7 FRAUD DETECTION AND THE INTERNAL AUDITOR 

 Fraud has always been with us, no matter how well we build strong standards for hon-
esty, through codes of conduct and the like, as well as build ever stronger controls to 
prevent fraud. Badly burned by the accounting scandals that led to SOx, the AICPA and 
external auditors have taken on a major task to better detect fraudulent activities in 
their fi nancial statement audits. Time will tell how effective are the new standards and 
guidance materials, but they call for a new dimension of thinking when planning and 
conducting fi nancial statement as well as all levels of audits. 

 Internal auditors need to give greater consideration to fraud in their audit work. 
They have always been involved in some level of fraud investigation when called on by 
management, but fraud detection and prevention considerations need to become a more 
signifi cant component of every internal audit. Internal auditors perhaps need to enter 
a new internal audit engagement by asking themselves some questions about where a 
new auditee might commit a fraudulent act. Internal auditors should retain a level of 
skepticism about the potential for fraud in their ongoing work assignments. 

 Internal auditors should have a general CBOK level of understanding of both the red 
fl ags that indicate the possibility of fraud as well general internal audit review proce-
dures that include an investigation for fraud in the course of all internal audits. Internal 
auditors, however, should not begin a typical new internal audit with the expectation 
that the auditee is somehow fraudulent or dishonest. Rather, they should understand 
that fraud can exist at many levels, and where there is a suspicion in the course of a 
review, they should have the knowledge to report the matter to proper authorities and 
to assist in any fraud investigation as requested.   

 NOTES   

   1.  Ernst & Young 12th Global Fraud Survey, New York, 2014. 
   2.  IIA, AICPA, and ACFE,  Managing the Business Risk of Fraud: A Practical Guide,  2010. 

It is available at each of their web sites, such as  http://www.acfe.com/uploadedfi les/
acfe_website/content/documents/managing‐business‐risk.pdf . 

   3.  We use the word  was  because the PCAOB took over responsibility for issuing external 
auditing standards shortly after the release of SAS 99. 

   4.  The federal fraud statute is referenced in a series of rules such as 18 U.S.C. 1341 on mail 
fraud and 18 U.S.C. 1344 on bank fraud. 

   5.  There is a wide range of fraud materials at  http://www.aicpa.org/InterestAreas/ 
ForensicAndValuation/Resources/FraudPreventionDetectionResponse/Pages/ Fraud
PreventionDetectionandResponse.aspx.  

   6.  A gigabyte is a unit of information or computer storage meaning either exactly 1 billion 
bytes (1000 3 , or 10 9 ) or approximately 1.07 billion bytes (1024 3 , or 2 30 ). An internal 
auditor should think of a byte as a single character.  
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 28                 
 internal Audit GRC Approaches and 

Other Compliance Requirements                        

                                                       CHAPTER TWENTY-EIGHT  

    ALL BUSINESSES, AND PUBLICLY TRADED corporations in particular, have 
faced governance needs and requirements issues going back to their earliest 
days. For many enterprises, senior management often initially took the lead 

in setting business and compliance rules and policies for their employees and others to 
follow. Internal auditors, of course, have made recommendations to improve   enterprise 
governance   through their reviews of internal controls. But while internal audit reviews 
and even management attention often focus on single operating units or corporate offi ce 
issues, many of today’s larger, multiunit enterprises need improved broad‐based facilities 
for setting rules and procedures—they need effi cient and effective governance processes. 

 Life would be easier for those same enterprises if they just had to rely on strong cen-
tral leadership, such as a dominant CEO, to authorize and direct implementation of any 
required governance rules. However, enterprises today at any location or size are faced 
with ever increasing sets of rules and procedures ranging from local police and public 
safety ordinances to state, national and sometimes international government‐issued 
rules and laws as well as some broad professional rules. An enterprise must comply 
with these laws and regulations on a whole series of levels, and compliance failures can 
potentially result in a variety of penalties. Internal audit can often raise issues here as 
part of specifi c reviews, but every enterprise needs processes to ensure that it is operat-
ing in compliance with the appropriate laws and regulations. 

 An enterprise always faces risks that it will misinterpret rules or be found in viola-
tion of one or another of these multiple laws and regulations. There are also risks that 
an enterprise’s own established governance rules will not achieve their desired results 
or that it may face an event beyond its control, such as a signifi cant economic downturn, 
a terrorist attack, an act of war, or a fi re in a major facility, that impacts its sphere of 
operations. There is a need to understand and manage all of these risks at an overall 
enterprise level. 

Brink’s Modern Internal Auditing: A Common 
Body of Knowledge, Eighth Edition 
By Robert R. Moller 
Copyright © 2016 by John Wiley & Sons, Inc. 
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 While enterprises in total and internal auditors in particular have always been 
concerned with various governance, risk, and   compliance issues  , enterprise manage-
ment and internal auditors should bring all three of these concerns together into what 
have been called GRC principles. While other chapters throughout this book discuss 
such issues as the importance of enterprise governance practices,   risk management
fundamentals, and corporate governance practices, this chapter looks at the impor-
tance of establishing a strong set of enterprise governance, risk, and compliance—or 
GRC—principles, an important element of enterprise governance.   

28.1 thE ROAD tO EFFECtiVE GRC PRiNCiPLES 

 Internal auditors had not even heard about or used this now increasingly familiar GRC 
acronym until early in this century. The letter  G  stands for  governance , concerns that cover 
the entire enterprise. In short, governance means taking care of business, making sure 
things are done according to an enterprise’s standards, regulations, and board of directors’ 
decisions, as well as governmental laws and rules. It also means setting forth clearly the 
stakeholder expectations of what should be done so that all stakeholders are on the same 
page with regard to how the enterprise is run. The  R  is  risk . As discussed in Chapter   7   on 
COSO ERM, everything we do and all aspects of business operations involve some element 
of risk. When it comes to an individual running across a freeway or a child playing with 
matches, it’s pretty clear that certain risks should just not be taken. When it comes to 
business, however, risk factors become a way to help both protect existing asset value and 
create value by strategically expanding an enterprise or adding new products and services. 

 Finally, the  C  is  compliance , with the many laws and directives affecting businesses 
and internal auditors today. Sometimes internal auditors can also extend that letter to 
include  controls,  meaning that it is important to put certain controls in place to ensure 
that compliance is happening. For example, this might mean establishing good inter-
nal accounting controls, and effectively implementing legislative requirements such 
as the Sarbanes-Oxley Act (SOx) rules briefl y discussed in Chapter   5  . Or it might just 
mean monitoring a factory’s air quality emissions or ensuring that its import and export 
papers are in order. Putting it all together, GRC is more than just a series of separate 
internal audit issues, but a paradigm to help grow the enterprise in the best possible way. 

 Enterprises and their internal auditors have historically not thought of or used 
the acronym GRC as a combined set of principles. As much as an enterprise managed 
or cared about any of these three combined GRC areas, they were often managed as 
separate areas concerns. Risk management is a classic case here. Enterprises years ago 
thought  of risk management in terms of insurance coverage and managed their risks 
through an insurance department that often had little to do with other enterprise opera-
tions. Similarly, we always had a need to comply with all levels of established rules, 
including those to help govern the enterprise, but we have not historically combined 
them to form GRC concepts. Governance, risk, and compliance is an increasingly rec-
ognized concept that refl ects a new way in which today’s enterprises and internal audit 
are adopting an integrated approach to these aspects of their businesses, and also is a 
key component of effective internal control processes. 
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It is important to remember the core disciplines of governance, risk management, 
and compliance. Each consists of the four basic GRC components: strategy, processes, 
technology, and people. Exhibit 28.1 illustrates this GRC concept. Governance, risk 
management, and compliance principles are shown as being tightly bound to tie these 
principles together. The diagram shows that internal policies are just below governance 
in the top center of the diagram and are the key factors supporting governance, that 
external regulations drive compliance principles, and what we call an enterprise’s risk 
appetite is a key element of risk management.

The lower left component of the GRC triangle is risk management, and this element 
should be closely tied to risk appetite, a relatively new term for many business and inter-
nal audit professionals in recent years. Discussed in Chapter 7, it refers to the amount 
and type of risk that an organization is prepared to pursue, retain, or take. The lower 
right component is compliance, an issue that is very close to many internal auditor 
review activities. However, while internal auditors are frequently involved with reviews 
of compliance with enterprise established procedures, external regulations are shown 
as being closely related to general compliance concerns.

The triangle in Exhibit 28.1 also highlights the components of an effective GRC 
strategy, including effective processes, technologies, including IT, and the people 
in the enterprise to make all of this work. Off to the left side, the exhibit says that 
an enterprise requires management attention and support, and that correct ethical 
behavior, organizational efficiency, and improved effectiveness are keys. The sec-
tions following discuss each of these GRC components further, and many of these 
basic components also are discussed in other chapters. These GRC concepts are all 
part of an internal auditor’s CBOK, but it is important to think of all of them as part 
of this GRC triangle.

The three GRC principles or elements should be thought of in terms of one continu-
ous and interconnecting flow of concepts, with neither the G, R, nor C elements any 
more important than the others. We started our discussion here with the governance 
aspect of GRC. Corporate or enterprise governance is a term that refers broadly to the 

Exhibit 28.1 GRC Concepts
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rules, processes, or laws by which businesses are operated, regulated, and controlled. 
The term can refer to internal factors defi ned by the offi cers, stockholders, or constitu-
tion of a corporation, as well as to external forces such as consumer groups, clients, and 
government regulations. 

 Moving on from senior corporate levels and into many areas of enterprise opera-
tions, enterprise governance is the responsibilities and practices exercised by the board, 
senior executive management, and all levels of functional management in many areas 
with the goals of providing strategic direction, ensuring that objectives are achieved, 
ascertaining that risks are managed appropriately, and verifying that the enterprise’s 
resources are used responsibly. Governance really refers to the process of establish-
ing rules and procedures within all levels of an enterprise, communicating those rules 
to appropriate levels of stakeholders, monitoring performance against the rules, and 
administering rewards and punishments based on the relative performance or compli-
ance with the rules. 

 A well‐defi ned and well‐enforced set of corporate or enterprise governance prin-
ciples provides a structure that, at least in theory, works for the benefi t of everyone 
concerned by ensuring that the enterprise adheres to accepted ethical standards and 
best practices as well as to appropriate formal laws, rules, and standards. In recent years, 
corporate governance has received increased attention because of high‐profi le scandals 
involving abuse of corporate power and in some cases alleged criminal activity by cor-
porate offi cers. An integral part of an effective corporate governance regime includes 
provisions for civil or criminal prosecution of individuals who conduct unethical or 
illegal acts in the name of the enterprise. 

 Although it is diffi cult to describe all of the concepts of corporate or enterprise gov-
ernance in a few short paragraphs or a single picture, Exhibit   28.2    shows GRC enterprise 
governance concepts with an executive group in the center and their interlocking and 
related responsibilities for establishing controls, a strategic framework, performance, 
and accountability. The exhibit shows some of the key concepts within each of these 
responsibility areas. For example, for the strategic framework, there are the elements 
of planning corporate and business activities, risk management, business continuity, 
IT and network, and internal audit. Internal audit has a major role or responsibility in 
this strategic framework. Governance, a key portion of GRC principles, is embedded in 
many of the chapters on specifi c internal audit review and assessment   governance issues  . 
Whether reviewing the adequacy of COSO framework internal controls, as discussed 
in Chapter   4  , ITIL® best practices from Chapter   19  , or many others, GRC governance 
activities are key review areas for internal auditors.    

 28.2 GRC RiSK MANAGEMENt COMPONENtS 

 A major objective of this book is to offer discussion of internal audit internal control 
review concepts to today’s modern internal auditor. A strong set of enterprise‐wide 
GRC principles   and components are necessary and an effective risk management 
program is a key component of enterprise GRC principles and internal audit review 
processes. Chapter   7   discusses risk management and IT governance fundamentals in 
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greater detail, with an emphasis on COSO ERM, and risk management concepts and 
controls should be part of the overall enterprise culture from the board of directors 
and very senior offi cers down through the ranks. There are four interconnected steps 
in effective enterprise risk management GRC processes are shown in Exhibit   28.3    and 
as follows: 

   1.   Risk assessment planning.  An enterprise faces all levels of risks, whether global 
issues ranging from national economic or currency crises to product market com-
petition factors and on to weather‐related disruption at local operations. We cannot 
plan or identify every type of risk that might impact an enterprise, but there should 
be an ongoing analysis of these various potential risks. 

   2.   Risk identi� cation and analysis.  Rather than just planning for the possibil-
ity of some risk event occurring, a more detailed analysis should be made on the 

    Exhibit   28.2    Elements of GRC Governance 
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 likelihood of these risks coming to fruition as well their potential impacts. The 
impacts of the identifi ed risks should be quantifi ed and mitigation strategies deter-
mined in the event the risk event occurs.  Mitigation  refers to assessing the best way 
to manage or eliminate an identifi ed risk. The fi nal factors associated with these 
risks should also be identifi ed. An identifi ed risk will be much more signifi cant if we 
can identify the total costs to the enterprise if it occurs. 

   3.   Exploit and develop risk response strategies.  Essentially in parallel with risk 
identifi cation, an enterprise should develop plans and strategies to return to nor-
mal operations and then recover from a risk event. This may include an analysis of 
risk‐related opportunities. For example, if there is an identifi ed risk that some older 
factory production equipment may fail, an opportunity may be to abandon that 
production line and install new equipment using a newer technology and possibly 
even at a newer or alternative location. 

   4.   Risk monitoring.  Tools and facilities should be in place to monitor for identifi ed 
as well as other newer risks. A smoke detector fi re alarm is an example here, 
although most risk‐related monitoring requires a wide series of special reports, 
established and measurable standards, and a diligent human resources function. 
The idea is to keep planning ahead and to reenter these prior risk management 
steps as necessary.    

 Risk management should create value and be an integral part of organizational 
processes. It should be part of decision‐making processes and be tailored in a systematic 
and structured manner to explicitly address the uncertainties an enterprise faces based 
on the best available information. In addition, risk management processes should be 
dynamic, iterative, and responsive to change with the capabilities of continual improve-
ments and enhancements.   

    Exhibit   28.3    GRC Risk Management Strategies 
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 28.3 GRC AND iNtERNAL AUDit ENtERPRiSE 
COMPLiANCE iSSUES 

 Compliance is the process of adhering to the guidelines or rules established by either 
government agencies, standards, groups, or internal corporate policies. Adhering to 
these compliance‐related requirements is a challenge for an enterprise, its related stake-
holders, and internal auditors reviewing these processes because of: 

 ■ The frequent introduction of new laws and regulations.  Using the United 
States as an example, a wide swath of agencies, such as the Environmental Pro-
tection Agency, regularly issue new rules that may have wide impacts on many 
enterprises, despite their prime business purposes. Companies have a challenge 
to monitor these rules and determine which ones appear to apply to them. 

 ■ Vaguely written regulations that require interpretation.  Again using the 
United States as an example, in 2010 Congress passed a massive health care bill, 
the Affordable Care Act often called Obamacare. The legislation was printed on 
many thousands of pages covering issues and rules that the legislators who passed 
the bill never even read, let alone understood. Even today and several years later, 
we are still looking at these rules and interpreting what they were supposed to 
mean. The 2011 Dodd‐Frank fi nancial reform bill is a similar example. It is a very 
complex bill with many specifi c rules yet to be published as this book goes to press 
in 2015. Enterprise compliance with those types of rules can be very diffi cult, and 
when internal auditors have questions, they may need to consult with their legal 
department. 

 ■ No consensus on best practice rules used for compliance.  Legislative rules 
are often fi lled with regulations stating such things as, “All transactions must be 
supported by a receipt.” Does such a rule require receipts for transactions less than 
$1, less than $25, or some other value? There often are often no guidelines here and 
everyone seems to have their own interpretations. 

 ■ Multiple overlapping compliance regulations.  U.S. states and local govern-
mental units from different areas frequently issue rules that cover similar areas but 
have different requirements. These differences are typically eventually resolved in 
the courts, but compliance until matters are resolved can be a challenge. 

 ■     Constantly changing regulations.  Regulatory agencies in particular are often 
constantly changing or reinterpreting their own rules, making strict compliance 
a challenge. Enterprise compliance must be viewed as a continuous process, not 
a onetime internal audit review project. However, compliance requirements 
continue to drive business agendas as enterprises are being held accountable 
for meeting the myriad mandates specifi c to their particular markets or areas of 
operations.   

 In addition, enterprises might also be required to address cross‐industry legisla-
tion, such as the PCI DSS and other similar rules discussed in Chapter   23  . Simply 
stated, the breadth and complexity of these compliance‐related laws and regulations 
has caused challenges for many enterprises and internal auditors over the years. 
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Enterprises need to approach their GRC compliance principles from a strategic per-
spective that could help them move beyond simply meeting individual compliance 
mandates to realizing tangible business benefi ts from their infrastructure investments 
as a whole. 

 The scope of compliance permeates many aspects of enterprise activities and opera-
tions. Exhibit   28.4    illustrates some issues internal audit should consider as it attempts 
to establish its scope and approach to GRC compliance. An enterprise should not 
ignore some rules; it should always be aware that they exist. Nevertheless, a consistent 
approach on the use of compliance‐driven capabilities and supporting technologies 
across an enterprise can provide an enterprise with potential benefi ts: 

 ■ Flexibility.  One of the diffi culties that internal auditors frequently encounter when 
reviewing compliance issues is that new regulations are introduced by authorizing 
authorities and existing regulations are changed on a frequent basis. By centrally 
managing compliance initiatives via organization‐wide compliance architecture, 
an enterprise can more quickly adapt to these changes. 

 ■ Reduced total cost of compliance ownership.  Investments can be leveraged 
across multiple regulations. For example, many regulations specify document reten-
tion requirements, which can be met by a single investment in a content database 
facility and records management system. This presents a requirement for internal 
auditors to make consistent recommendations. 

 Exhibit 28.4     Enterprise Internal Audit Review Considerations for Reviews of 
Compliance Activities  

Scope of 
Compliance Area Area for Considerations

Strategy  ■ As an enterprise develops its compliance strategies, it must 
determine which regulations are the most relevant.

 ■ Compliance sustainability needs to be an integral part of any 
compliance strategy.

Organization  ■ The organizational structure must be established to meet the speci� c 
requirements (or intent) of each regulation (e.g., the Sarbanes‐Oxley 
Act recommends the chief executive of� cer and president be two 
different people).

Processes  ■ Key processes must be documented and practiced.
 ■ Audits or reviews must take place to ensure documented processes 

are effectively being used to address compliance/regulation 
requirements.

Applications and 
Data

 ■ Applications must be designed, implemented, and continuously 
tested to support the requirements of each regulation.

 ■ Data must be properly protected and handled according to each 
regulation.

Facilities  ■ Facilities must be designed and available to meet the needs of each 
regulation (i.e., some regulations may require records to be readily 
available at an off‐site location).
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 ■ Competitive advantage.  A broad and consistent enterprise compliance archi-
tecture allows internal auditors to better understand and control the business pro-
cesses in the enterprises reviewed, allowing them to respond more quickly and 
accurately to external or internal compliance pressures. Furthermore, certain 
regulations may contain tangible business benefi ts through reduced minimum 
capital requirements, which could be enabled through an enterprise‐wide compli-
ance architecture.    

 Effective GRC compliance processes help internal audit to transform their business 
operations and gain deeper insight and predictability from their business information 
as they address regulatory‐driven requirements. Key business drivers may include the 
ability to better manage information assets, demonstrate compliance with regulatory 
and legal obligations, reduce the risk of litigation, reduce the cost of storage and discov-
ery, and demonstrate corporate accountability.   

 28.4 iMPORtANCE OF EFFECtiVE GRC PRACtiCES 
AND PRiNCiPLES 

 An enterprise needs to adopt strong governance, risk, and compliance processes, with 
the objective of establishing an effective GRC program. While many of the previous 
chapters of this book have focused more on IT governance processes, we should not 
forget the overall importance of combined strong governance, risk, and compliance 
processes that support all areas of enterprise operations. 

 Both as elements of the entities where internal audit performs its reviews as well as 
an internal auditor’s own personal and professional standards, GRC principles and pro-
cesses should be emphasized. All internal auditors should have a strong CBOK knowl-
edge and understanding of GRC practices and principles. They should be fundamental 
foundation components and are important components of effective IT governance 
 processes.  
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 2  9             
 Professional Certifi cations: 

CIA, CISA, and More                                            

             CHAPTER TWENTY-NINE 

    WE L IVE IN A WORLD today increasingly fi lled with multiple and some-
times too many professional certifi cation designations. Many are valuable 
and important, while others are perhaps only of value to their promoters. 

As an example of these contrasts and variations, a civil engineer designing highway 
bridges will seek a very important and well‐recognized Professional Engineer (PE) cer-
tifi cation, while a home interior designer may take a far less well-recognized examina-
tion to become a Certifi ed Kitchen Designer (CKD). These certifi cations may be viewed 
positively by an employer or customer looking for a candidate to fi ll a position requiring 
appropriate job skills. 

 A PE certifi cation is awarded only after the candidate has some solid job experience 
and has passed a diffi cult test. It is an important and well‐recognized certifi cation and is 
often a requirement in contract specifi cations. A CKD certifi cation may give a candidate 
working for a local contracting fi rm some additional points to sell a remodeling job, but 
the designation is not very well recognized. 

 While many professional certifi cations are viewed as worthwhile, others do not 
appear to be very valuable. For example, and not to pick on an industry, but the insurance 
industry is fi lled with many types and levels of certifi cations. A potential purchaser of life 
insurance, for example, may encounter sales representatives with a stream of certifi cation 
initials after their name on the business card, such as a Certifi ed Life Underwriter (CLU). 
Will a consumer be more likely to buy life insurance from a CLU‐designated salesperson 
over another salesperson? For many, the answer is probably no. The initials may help tell 
the consumer that the life insurance salesperson is experienced, but the sales pitch and 
price will often be the deciding factors on the purchase. Of course, a consumer will expect 
a greater knowledge of insurance processes from the salesperson with the CLU. 

 Internal auditors also have a need for strong and well‐recognized professional cer-
tifi cations. Many have joined the profession with no specifi c certifi cation requirements 

Brink’s Modern Internal Auditing: A Common 
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beyond their undergraduate college degrees. Others attained accounting degrees and 
prepared for the Certifi ed Public Accountant (CPA) examination. Many hiring man-
agers once assumed that potential internal auditor candidates must have a CPA to 
become qualifi ed as internal auditors, but over time many realized the internal audit 
profession required people with more qualifi cations than just a CPA. Things changed 
at the urging of Institute of Internal Auditors (IIA) professionals, and the result was the 
  Certifi ed Internal Auditor (CIA)   certifi cation. Today, beyond or separate from the CIA, an 
internal auditor can become a Certifi ed Information Systems Auditor (CISA), a Certifi ed 
Fraud Examiner (CFE), or any of a number of other certifi cations. Some of these may be 
very valuable for a typical internal auditor, while others may receive little more than a 
ho‐hum from management and peer professionals. This chapter will discuss some of the 
professional designations that are most important to the modern internal auditor. In 
particular, it will look at the CIA and CISA certifi cations, including their qualifi cation 
and examination requirements. In addition, the chapter will consider some of the other 
certifi cation options available to internal auditors. 

 This chapter will not discuss the CPA examination. While certainly more oriented 
to external auditors, the CPA exam is still the best and most recognized accounting, 
auditing, and internal control examination for all fi nancial professionals, including 
internal auditors. It should be an objective for any internal auditor with a fi nancial 
background. The other   professional examinations   discussed in this chapter, such as the 
CIA, also should be considered strong objectives for many modern internal auditors.   

 29.1 CERTIFIED INTERNAL AUDITOR RESPONSIBILITIES 
AND REQUIREMENTS 

 Sponsored by the IIA, the CIA designation is the only globally accepted certifi cation 
for internal auditors and is the major standard by which individuals can demonstrate 
their competency and professionalism in internal auditing. The CIA examination was 
fi rst offered in August 1974 to 654 candidates, and today there are about 100,000 CIAs 
worldwide. Administered by the IIA Board of Regents, the CIA is a three‐part, eight‐
and‐a‐half‐hour examination that is offered worldwide through computer‐based testing 
services and consists of the following sections, as outlined in Exhibit   29.1   : 

   Part I: Internal Audit Basics 
   Part II: Internal Audit Practices 
   Part III: Internal Audit Knowledge Elements    

 By applying to become a CIA candidate, an individual agrees to accept the condi-
tions of the program including eligibility requirements, exam confi dentiality, accep-
tance of the CIA’s code of ethics, continuing professional education (CPE), and any other 
conditions enacted by the Board of Regents or its Certifi cation Department. 

 To apply to take the CIA examination, candidates must hold a bachelor’s degree or 
its equivalent, such as a Chartered Accountant, from an accredited college‐level institu-
tion; a copy of the candidate’s diploma, transcripts, or other written proof of completion 
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of a degree program must accompany the candidate’s application. With the exception 
of full‐time undergraduate degree students in their senior year, candidates will not be 
allowed to sit for the exam until the educational requirement is met. 

 Applicants who do not possess a bachelor’s degree and who are unsure whether their 
educational achievements or professional designations qualify as equivalents can apply for 
a waiver from these educational requirements through a formal request to the Board of 
Regents, the fi nal judge of the acceptability of professional or educational attainment offered 
in lieu of a bachelor’s degree and of equivalents. Extensive work experience can help a nonde-
greed internal auditor obtain permission to take the CIA examination. Information submit-
ted should be suffi ciently detailed to enable the Board of Regents to determine equivalency. 

 EXHIBIT 29.1     Current CIA Examination Summary  

The Certi� ed Internal Auditor (CIA) examination tests a candidate’s knowledge of internal 
auditing practices and understandings, including internal audit issues, risks, and remedies. The 
CIA examination is nondisclosed, meaning that current exam questions and answers will not be 
published or divulged. The CIA examination now consists of three parts:

Certi� ed Internal Auditor Examination Requirements

Part 1: Internal Audit Basics

Duration:  2.5 hours

Question Count:  125

Typical Part 1 focus areas: 

 ■    IIA Mandatory Guidance 
 ■    Internal Controls and Risks 
 ■    Tools and Techniques for Conducting Audit Engagements  

Part 2: Internal Audit Practices

Duration:  2.0 hours

Question Count:  100

Typical Part 2 focus areas: 

 ■    Managing the Internal Audit Function 
 ■    Managing Individual Internal Audit Engagements 
 ■    Fraud Risks and Controls  

Part 3: Internal Audit Knowledge Elements

Duration:  2.0 hours

Question Count:  100

Typical Part 3 focus areas: 

 ■    Governance 
 ■    Risk Management 
 ■    Organization Structure and Business Processes 
 ■    Communication 
 ■    Leadership 
 ■    IT and Business Continuity 
 ■    Financial Management 
 ■    Global Business Environments  
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CIA candidates should exhibit high moral and professional standards and must 
submit in their certification application a character reference completed by another CIA, 
the candidate’s supervisor or manager, or an appropriate educator. In addition, in order 
to receive their certificates, CIA candidates are required to have completed 24 months 
of internal auditing or equivalent experience in audit/assessment disciplines, exter-
nal auditing, quality assurance, compliance, or internal control–related work. Either a 
master’s degree or work experience in related business professions (such as accounting, 
law, or finance) can be substituted for one year of experience. Work experience must 
be verified by a CIA or the candidate’s supervisor. Candidates may sit for the CIA exam 
prior to satisfying their experience requirement, but they will not be certified until the 
experience requirement has been met.

The CIA exam is nondisclosed and candidates must agree to keep the exam contents 
confidential. They should not discuss the specific exam content with anyone except the 
IIA’s Certification Department. Unauthorized disclosure of exam material will be con-
sidered a breach of the code of ethics and could result in disqualification of the candidate 
or other appropriate censure.

The CIA examination covers a wide range of current topics that are significant to 
the modern internal auditor. Each of its three sections has multiple‐choice questions 
that may or may not be covered in any particular examination offering. The examina-
tion is periodically updated and reflects current topics of interest to internal auditors. 
The internal auditor CBOK requirements outlined throughout this book are very close 
to Exhibit 29.1’s internal auditor requirements. Virtually all of the CIA requirement 
topics outlined here are discussed in one of these chapters. As has been discussed in 
Chapter 6, an understanding of the COBIT framework should be a CBOK requirement 
for many if not all internal auditors.

While professionals can quibble about the extent of proficiency or awareness knowl-
edge required for an internal auditor to become a CIA, the topics outlined in Exhibit 29.1 
represent a comprehensive CBOK requirement for all internal auditors. These same 
subject areas are generally covered in the chapters throughout this book, and internal 
auditors should consider preparing for and taking the CIA examination to demonstrate 
their knowledge and understanding.

To give the reader a better understanding of the challenges found in the CIA exami-
nation, Exhibit 29.2 includes some IIA‐published CIA sample examination questions. 
These questions were published in 2014 and certainly will not be replicated in the actual 
CIA test, but they give a flavor of the types of questions in the examination. Although 
not directly posted, information and solutions regarding each of these questions can be 
found in other chapters.

An internal auditor does not have to be a member of the IIA to take the CIA exam-
ination, although the IIA strongly encourages membership. All CIAs, IIA members 
and nonmembers, must be familiar with and agree to abide by the IIA’s International 
Standards for the Professional Practice of Internal Auditing as well as the IIA’s code of eth-
ics. These two, outlined in Chapter 9, set the standards of practice and conduct for all 
internal auditors. These IIA standards are particularly important as they have recently 
been revised in 2014 from internal auditor best practices where the guidance said that 
an internal auditor “should” to a new internal audit standards requirement that an 
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 EXHIBIT 29.2     Certi� ed Internal Auditor (CIA) Sample Exam Questions  

The following sample questions were published late 2014 on the IIA’s web site (www.theiia.org) and 
represent the types of questions found in the CIA examination. Although questions from previous 
tests are posted, there several Web references such as this to help prepare for the examination.

Part 1: Sample Exam Questions 

According to IIA guidance, independence of the internal audit activity is achieved through 
which of the following? 

  A.  Staf� ng and supervision. 
  B.  Continuing professional development and due professional care. 
  C.  Human relations and communications. 
  D.  Organizational status and objectivity.  

Considering the differences between statistical and judgmental sampling, which of the 
following statements about statistical sampling is true?  

  A.  No judgment is required, because everything is computed according to a formula. 
  B.  A smaller sample can be used. 
  C.  More accurate results are obtained. 
  D.  Population estimates can be made with measurable reliability.  

 Part 2: Sample Exam Questions 

Two internal auditors left the organization and cannot be replaced due to budget constraints. 
Which of the following is the least desirable option for completing future audit engagements? 

  A.  Use self‐assessment questionnaires to address audit objectives. 
  B.  Employ IT solutions for audit planning, sampling, and documentation. 
  C.  Eliminate consulting engagements from the audit plan. 
  D.  Fill vacancies with personnel from operating departments that are not being audited.  

Which of the following fraudulent entries is most likely to be made to conceal the theft of an asset? 

  A.  Debit expenses, and credit the asset. 
  B.  Debit the asset, and credit another asset account. 
  C.  Debit revenue, and credit the asset. 
  D.  Debit another asset account, and credit the asset  

 Part 3: Sample Exam Questions 

Which of the following is the best strategy for limiting production delays caused by equipment 
breakdown and repair? 

  A.  Schedule production based on capacity planning. 
  B.  Plan maintenance activity based on an analysis of equipment repair work orders. 
  C.  Preauthorize equipment maintenance and overtime pay. 
  D.  Establish a preventive maintenance program for all production equipment.  

Franchising and horizontal mergers are commonly used strategies in which of the following 
industry environments? 

  A.  Emerging industries. 
  B.  Declining industries. 
  C.  Fragmented industries. 
  D.  Mature industries.  

Which of the following costs does management need to consider when introducing a new 
product or substituting a new product for an existing one? 

  1.  Costs of retraining employees. 
  2.  Costs of acquiring new ancillary equipment.  

(continued)
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internal auditor “must.” As another 2014 tool, the IIA has recently launched its Cer-
tifi cation Candidate Management System (CCMS), a tool to keep track of a candidate’s 
progress on various certifi cation tests, as well as continuing education progress toward 
those certifi cations, that is related to the Qualifi cation for Internal Audit Leadership  
certifi cation discussed in a later section. 

 After certifi cation, CIAs are required to maintain their knowledge and skills and to 
stay abreast of improvements and current developments in internal auditing standards, 
procedures, and techniques. Practicing CIAs must complete and report 80 hours of CPE 
credits every two years. They must report their CPE activities to the IIA per published 
deadlines, and any who fail to meet these requirements will be placed in inactive status 
and may not use their designation. 

 The CIA is a worldwide certifi cation in contrast to the CPA, a U.S.‐only certifi cation, 
or various national versions of Chartered Accountant certifi cations. The CIA is the only 
internationally recognized designation for internal auditors. The CIA examination is 
offered in English, French, Spanish, Mandarin Chinese, Czech, German, Hebrew, Italian, 
Japanese, and Portuguese as well as an ever‐growing set of other languages. While the 
examination once presented a challenge for many because candidates had to present 
themselves at testing sites for proctored sit‐down examinations, today the CIA examina-
tion is offered through a worldwide chain of computer‐based testing sites. A candidate 
must meet registration requirements, receive a testing site “ticket,” and then arrange 
to visit an authorized testing site. (More information on the CIA process can be found 
in the IIA web site,  www.theiia.org .)   

29.2 BEYOND THE CIA: OTHER IIA CERTIFICATIONS 

 In addition to the CIA, the IIA’s Board of Regents offers several other professional cer-
tifi cation examinations and certifi cates: the Certifi cation in Control Self‐Assessment 
(CCSA), the Certifi ed Government Auditing Professional (CGAP), and the Certifi ed 
Financial Services Auditor (CFSA), and the Certifi cation in Risk Management Assur-
ance (CRMA). In addition, the IIA offers a Qualifi cation for Internal Audit Leadership 
(QIAL) designation. 

 Each of these require separate examinations that are offered to candidates who have 
passed Part I of the CIA exam and have work experience appropriate to the specialty 
certifi cation. For example, to earn the CRMA designation, the candidate must not just 
pass the special test but also gain work experience in that area. All are offered through 
the same computer‐based training testing facilities as the CIA examination.  

  3.  Write‐offs due to undepreciated investment in old technology. 
  4.  Capital requirements for changeover.  

  A.  1 and 3 only. 
  B.  1, 2, and 4 only. 
  C.  2, 3, and 4 only. 
  D.  1, 2, 3, and 4.  

EXHIBIT 29.2 (continued)
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CCSA Requirements

Chapter 12 describes the IIA’s control self‐assessment (CSA) process. The CCSA exam 
tests a candidate’s understanding of important CSA fundamentals, processes, and 
related topics such as risk, controls, and business objectives. As a means to promote and 
encourage CSA‐related activities, the IIA has established this CCSA professional certi-
fication. In contrast to the experience requirements and overall rigor of the CIA exami-
nation, the CCSA is a single, two‐hour‐and‐45‐minute, 115‐question examination that 
tests candidates on their knowledge of CSA processes in six broad domain areas:

Domain 1: CSA Fundamentals (5–10%)
Domain 2: CSA Program Integration (15–25%)
Domain 3: Elements of the CSA Process (15–25%)
Domain 4: Business Objectives/Organizational Performance (10–15%)
Domain 5: Risk Identification and Assessment (15–20%)
Domain 6: Control Theory and Application (20–25%)

Each of these domain testing areas requires the CCSA candidate to demonstrate 
CSA process knowledge in much more detail than is presented in Chapter 12 on control 
self‐assessments. The topics tested on the CCSA exam are framed in the context of a 
variety of industry situations. Candidates are not expected to be familiar with industry‐
specific internal controls, but should be able to relate to risks and controls that gener-
ally apply to business processes in various industries. The IIA web site contains some 
sample CCSA examination questions. After completion of the CCSA examination, the 
successful candidate should be able to serve as an experienced CSA session facilitator, 
as was discussed in Chapter 12.

Candidates for the CCSA are not required to have CIA credentials, be members of the 
IIA, or even be internal auditors. The experience requirements for the CCSA are that a 
candidate must have had a strong level of experience in the control self‐ assessment field. 
Other requirements, however, such as accepting the IIA’s code of ethics and continuing 
education are similar to the CIA. The CCSA alone will give a practitioner a level of exper-
tise in this area, but it almost always needs to be combined with another certification 
such as the CIA. The CCSA is offered in the same array of testing sites as the CIA, but 
not in all of the same languages.

CGAP Requirements

There are numerous references throughout this book to government auditors, but with 
no explanation of their tasks and skills. Whether working for one of the many branches 
of the U.S. government or at a state or local level, an internal auditor working in a gov-
ernment environment is faced with a different set of knowledge and skill requirements 
than the typical internal auditor working in the private sector. Attainment of the CGAP 
allows a candidate to demonstrate these governmental auditing skills.

CGAP is a specialty certification designed specifically for and by government 
auditing practitioners working in the public sector at all levels—U.S. federal/national, 
state/provincial, local, quasi‐governmental, or crown authority—and is a professional 



690 ◾ Professional Certifi cations: CIA, CISA, and More

c29 690 17 November 2015 5:55 PM

 credential that prepares a candidate for the many challenges in this unique and demand-
ing environment. This computer‐based examination is currently available in English 
as well as Chinese (unsimplifi ed), Polish, Spanish, and Turkish. It tests a candidate’s 
comprehension of government auditing practices, methodologies, and environment, 
as well as related standards and control/risk models. 

 The requirements for the CGAP are similar to the CIA and CCSA just described. 
Here, candidates who register through CCMS for this two‐hour‐and‐55‐minute, 115‐
question examination must have had two years of auditing experience in a government 
environment (federal, state/provincial, local, quasi‐governmental areas, authority/
crown corporation). Candidates who register to take the exam in the United States will 
receive a local version with questions on U.S. Generally Accepted Government Auditing 
Standards (GAGAS/Yellow Book). Work experience must be verifi ed by a CGAP, a CIA, a 
CCSA, a CFSA, or the candidate’s supervisor. The CGAP examination and approximate 
concentration of questions covers the following areas or domains: 

   Domain 1: Standards and Control/Risk Models (5–10%) 
   Domain 2: Government Auditing Practice (35–45%) 
   Domain 3: Government Auditing Methodologies and Skills (20–25%) 
   Domain 4: Government Auditing Environment (25–35%)   

 Although this book does not cover the often very specialized fi eld of governmental 
internal auditing, Exhibit   29.3    shows fi ve sample CGAP questions, taken from the IIA 

 EXHIBIT 29.3     Certi� ed Government Auditing Professional (CGAP) Sample Questions  

The following sample questions were published late 2014 in the IIA’s web site (www.theiia.org) 
and represent the types of questions found in the CGAP examination.

It is important that an internal audit department’s statement of purpose, authority, and 
responsibility detail: 
  A.  The delineation of responsibilities between the internal and external auditors. 
  B.  The organizational status of the internal audit function. 
  C.  Whether the agency head will present audit � ndings to the oversight committee. 
  D.  Under what circumstances the internal audit director may have con� dential access to the 

oversight committee.  

An internal auditor plans an audit of a city’s highway maintenance. The audit objective is to 
determine if � xed assets employed are properly re� ected in the accounting records. Which of 
the following approaches is most effective? 
  A.  Inspecting � xed assets used in the road maintenance process and tracing to the asset 

subsidiary ledger. 
  B.  Scanning the asset subsidiary ledger for credit entries. 
  C.  Selecting items from the asset subsidiary ledger and recalculating depreciation. 
  D.  Examining documentation concerning the cost of � xed assets used in the road maintenance 

process.  

An internal control that may be useful in the detection of integrity violations is: 
  A.  Segregation of incompatible duties. 
  B.  Periodic surprise cash counts. 
  C.  Regularly scheduled site visits. 
  D.  Properly designed forms.  
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web site, for this examination. These questions certainly are on topics that have not 
been discussed in this book, and they illustrate the specialized knowledge requirements 
of government auditors. The IIA lists a series of reference sources to help a candidate 
prepare for the CGAP examination.

CFSA Requirements

The Certified Financial Services Auditor (CFSA) is another of the IIA’s specialty certifi-
cations and is tailored to demonstrate an individual internal auditor’s competence and 
professionalism in banking institutions, thrift/savings and loan organizations, credit 
unions, insurance companies, security and commodity services, holding and invest-
ment companies, credit agencies, financial services regulatory agencies, and other 
financial services organizations.

The CFSA exam consists of 115 multiple‐choice questions to be completed over a 
period of two hours and 55 minutes. It is offered through computer‐based testing in 
Chinese, English, Italian, Portuguese (banking discipline only), and Spanish.

The exam questions for the CFSA are all multiple‐choice, with 80% of the exam 
covering three disciplines—banking, insurance, and securities. The remaining 20% 
relate to the candidates’ chosen discipline and will be at the proficiency level. CFSA 
candidates may choose any one of the three disciplines as part of their CFSA exam test, 
but may not choose to be tested on more than one discipline. The CFSA designation 
does not distinguish one chosen discipline from another. The examination covers the 
following domain areas:

Domain 1: Financial Services Auditing
Domain 2: Banking
Domain 3: Insurance
Domain 4: Securities

These financial domains can be very different, as the specialized knowledge require-
ments for banking often vary from the field of insurance. Exhibit 29.4 shows the topics 
syllabus for the CFSA’s Domain 1, financial services auditing—a broad range of topics. 
Many of the topics cover areas where the candidate is expected to have a “proficiency” in 
the area. Other areas in the test are fields where the candidate should only be expected 
to just have an “awareness.” This split between proficiency and awareness knowledge 
areas is similar to our CBOK guidelines throughout this book, where we point out that 
some areas are an internal auditor CBOK requirement while others are areas where an 
internal auditor should only have a CBOK general level of knowledge.

CRMA Requirements

The CRMA certification is designed for internal auditors and risk management profes-
sionals with responsibility for and experience in providing risk assurance, governance 
processes, quality assurance, or CSA. It demonstrates an individual’s ability to evaluate 
the dynamic components that comprise an organization’s governance and enterprise 
risk management program and provide advice and  assurance around these issues. The 
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CRMA exam requires the candidate to complete Part I of the CIA examination as well 
as a separate CRMA exam, which consists of 100 multiple‐choice questions covering 
four domains. The CRMA exam requires a completion time of two hours. Eligibility and 
experience requirements here are similar to the CIA, as discussed previously. 

 The CRMA exam core content covers four domains: 

   Domain 1: Organizational Governance Related to Risk Management (25–30%) 
   Domain 2: Principles of Risk Management Processes (25–30%) 
   Domain 3: Assurance Role of the Internal Auditor (20–25%) 
   Domain 4: Consulting Role of the Internal Auditor (20–25%)   

 The standards tested on the CRMA exam include CIA exam Part I topics, aspects 
of the IIA’s international standards, discussed in Chapter   9  , with an emphasis on inter-
nal audit independence and objectivity, governance concepts, risk identifi cation and 
management, management controls, and audit planning. The CRMA exam topics also 
include governance aspects and principles of risk management assurance in addition to 
appropriate assurance and consulting roles for internal audit professionals.   

 EXHIBIT 29.4     Certi� ed Financial Services Auditor (CFSA) Domain 1 Exam Syllabus  

Domain 1 of the CFSA examination covers � nancial services auditing topics that represent about 
25 to 35% of the overall examination. The topics in this domain are areas where candidates must 
exhibit pro� ciency (P) thorough an understanding and ability to apply concepts in these topic 
areas. Other domains in the CFSA are areas where candidates only must exhibit an awareness 
(A) and knowledge of terminology and fundamentals) in the topic areas.

 CFSA Domain 1 Topic Areas  

  A.  IIA International Professional Practices Framework (P) 
  B.  Internal Control/Risk Management/Governance (P) 

  1.  Internal Control Frameworks 
  2.  Risk Management Frameworks 
  3.  Governance Models   

  C.  Audit Process (P) 
  1.  Audit Planning 
  2.  Audit Fieldwork 

  a.  Risk Assessment 
  b.  Analytical Review 
  c.  Data Gathering and Evaluation 
  d.  Testing 
  e.  Tools and Techniques   

  3.  Audit Communications 
  4.  Monitoring Outcomes   

  D.  Implications of Information Technology (P) 
  E.  Auditing Financial Statement Elements (P) 

  1.  Balance Sheet 
  2.  Statement of Cash Flows 
  3.  Income/Expense Statement 
  4.  Off Balance‐Sheet Items    
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 QIAL Requirements 

 Not another certifi cation, the QIAL designation is a new IIA‐released path to promote 
professional growth and recognition. The IIA’s idea here is that the growth and change 
in the internal auditing fi eld is demanding a new type of leader—one who drives a high‐
performing audit team while delivering value by consistently addressing stakeholder 
needs, top‐down risks, and expectations of an evolving marketplace. The QIAL has an 
objective to support internal audit professionals to rise to better‐recognized positions 
to become what the IIA calls “the next generation of visionaries for the profession.” 
The idea is that no matter whether an internal auditor is an aspiring leader or an audit 
executive, the IIA feels that the QIAL is the right qualifi cation for the next stage in an 
internal audit professional’s career progression. 

 As we have discussed in other chapters outlining internal auditor CBOK areas, the 
environment in which internal auditing operates is fast‐moving, constantly changing, 
and hugely challenging. With ever‐rising expectations and increased value attached 
to the role that internal auditing plays, much is required of those in leadership posi-
tions. Those who rely on the assurance and other services that internal auditing delivers 
should expect the activity to be led by individuals with a keen understanding of its role 
and nature alongside proven leadership capabilities. 

 The IIA introduced the QIAL member designation in 2014 as a qualifi cation pro-
gram that addresses the specifi c requirements for internal auditing leadership roles. This 
is a totally new program and approach. There is no formal examination to qualify, nor 
even a requirement to be a CIA. The QIAL has qualifi cation classifi cation categories of 
fi ve years of internal audit experience as what is called an aspiring leader, 10 years to 
become a new leader, and 15 to become classifi ed as an experienced leader. For each of 
these, candidates must complete three designated online case studies, make a presenta-
tion to a review panel, and participate in a panel interview. 

 At the time of this publication, the IIA’s QIAL program is so new that we have little 
to report beyond its introductory documents. It appears to be a good approach for rec-
ognizing seasoned internal audit managers who may or may not have taken the CIA 
exam many years ago but have strong experience in internal audit leadership. The hard 
question here is whether that experienced internal auditor, often perhaps a chief audit 
executive, really personally needs that QIAL. This program, now in its very early days, 
looks very admirable, but time will tell about its future impact and importance.    

 29.3 IMPORTANCE OF THE CIA SPECIALTY CERTIFICATION 
EXAMINATIONS 

 This chapter began with some rather cynical comments about the plethora of pro-
fessional certifi cations, using the Certifi ed Kitchen Designer as perhaps an extreme 
example. While the CIA examination and its professional designation are important for 
internal auditors as professionals and for managers reviewing internal auditors’ profess-
sional credentials, we would somewhat question the value of, need for, or importance 
of these multiple IIA additional professional certifi cations as special, separate designa-
tions. For example, we highlighted the wide range of certifi cations in insurance industry 



694 ◾ Professional Certifi cations: CIA, CISA, and More

c29 694 17 November 2015 5:55 PM

 professional designations. An internal auditor claiming he or she is also a CFSA beyond 
being a recognized CIA may not impress too many people at this time, because it is new 
and does not have a wide sphere of recognition. 

 The IIA currently has four professional certifi cations in addition to the new QIAL 
just discussed. Up until recent years, a candidate achieved these additional certifi cations 
by completing them through what was Part III of the CIA exam. As discussed in previ-
ous section, the CIA exam now has only three sections, and a candidate may achieve 
an additional IIA certifi cation in some cases by completing Part I of the CIA as well as 
taking a specialized test for that internal audit specialty, or in other cases just taking 
the internal audit specialty certifi cation exam. 

 Some of these specialty certifi cations, such as the CGAP, can be very important for 
an internal auditor working in a government environment at any level, while others 
such as the CCSA may be of less long‐term value. Before embarking on one of these 
specialty certifi cations, an internal auditor might do an Internet search and local area 
search to check on the job market demands for persons with that specialty certifi cation 
and then also question why an internal auditor wants to specialize in that niche. As 
an example, in December 2014 we did an Internet search for job postings for potential 
candidates with CFSA qualifi cations. With the exception of one in Australia and one 
in Canada, we found little. Things change, but an internal auditor should be cautious 
about the value here for future employment growth. 

 The overall or prime CIA examination should be an important test and measure-
ment for all internal auditors. While this book has an objective of defi ning a CBOK for 
internal auditors, a knowledge of the CIA topic areas, as summarized in Exhibit   29.1   
examination topic summary, contains an excellent set of CBOK requirements for inter-
nal auditors. All internal auditors should consider achieving the CIA as a prime profes-
sional objective. The other CIA related designations may be of lesser value.   

 29.4 CERTIFIED INFORMATION SYSTEMS AUDITOR 

 Previous chapters have mentioned the hopefully friendly rivalry between the IIA and 
what was once known as the EDP Auditors Association (now the Information Systems 
Audit and Control Association [ISACA]). As mentioned, what is now ISACA was founded 
by internal auditors who felt that the IIA was not giving enough attention to technol-
ogy and information systems or IT issues. Over the years, these two professional groups 
have been operating in a somewhat parallel manner, and the ISACA has a certifi cation 
examination that is similar but much more IT‐focused than the IIA’s CIA. The ISACA‐led 
Certifi ed Information Systems Auditor (CISA) examination and professional designation 
is open to all individuals who have interest and skills in information systems audit, 
control, and security. The examination is four hours in duration and consists of 200 
multiple‐choice questions. The test is offered each year in June and December at many 
worldwide locations and in a wide range of languages. 

 In addition to successfully passing the CISA examination, a candidate must have 
a minimum of fi ve years of professional information systems auditing, control, or secu-
rity‐related work experience. A maximum of one year of information systems experience 
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or one year of fi nancial or operational auditing experience can be substituted for one of 
those fi ve years of information systems auditing, control, or security experience. In addi-
tion, 60 to 120 completed college semester credit hours (the equivalent of an associate 
or bachelor’s degree) can be substituted for one or two years, respectively, of informa-
tion systems auditing, control, or security experience. Also, two years as a full‐time 
university instructor in a related fi eld (e.g., computer science, accounting, or informa-
tion systems auditing) can be substituted for one year of information systems auditing, 
control, or security experience. 

 This experience must have been gained within the 10‐year period preceding the 
application date for certifi cation or within fi ve years from the date of initially passing the 
examination. Retaking and passing the examination will be required if the application 
for certifi cation is not submitted within fi ve years from the passing date of the examina-
tion. All experience is verifi ed independently with employers. 

 Per ISACA guidelines, the tasks and knowledge required of today’s and tomorrow’s 
information systems audit professional serve as the blueprint for the CISA examination. 
Exhibit   29.5    shows the fi ve broad domain areas included in the CISA examination. More 
information about the requirements in each of these knowledge areas can be found on 
the ISACA web site ( www.isaca.org ) or in a variety of reference materials listed there as 
well. That same web site contains a set of sample questions.  

 The CISA examination has similar education, experience, and continuing education 
requirements as are found with the CIA examination discussed previously. This is a fairly 
technical level of examination; even though a candidate may have achieved CIA certifi ca-
tions, the CISA requires knowledge in an extensive set of areas. The CISA designation has 
been a globally accepted standard of achievement in the information systems (IS) audit, 
control, and security fi eld since 1978, and has been recognized by many governments 
and major business groups around the world. At the time of this publication, more than 
106,000 people have attained the CISA certifi cation since its inception. 

 EXHIBIT 29.5     CISA Examination Domain Areas  

   1.    The IS Audit Process (14%)   Provide IS audit services in accordance with IS audit standards, 
guidelines, and best practices to assist the enterprise in ensuring that its information 
technology and business systems are protected and controlled.  

  2.    IT Governance and Managemenmt (14%)   Provide assurance that the organization has the 
structure, policies, accountability, mechanisms, and monitoring practices in place to achieve 
the requirements of corporate governance of IT. 

  3.    Information Systems Acquisition, Development, and Implementation (19%)   Provide 
assurance that the IT service management practices for the development/acquisition, testing, 
implementation, maintenance, and disposal of systems and infrastructure will meet the 
enterprise’s objectives. 

  4.    Information Systems Operations, Maintenance, and Support (23%)   Provide assurance that 
the IT service management practices will ensure delivery of the level of services required to 
meet the enterprise’s objectives. 

  5.    Protection of Information Assets (30%)   Provide assurance that the security architecture 
(policies, standards, procedures, and controls) ensures the con� dentially, integrity, and 
availability of information assets.  
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 Similar to the IIA with its CIA‐related other certifi cations, ISACA also offers sepa-
rate examination certifi cates for a Certifi ed Information Security Manager (CISM), Certi-
fi ed in the Governance of Enterprise IT (CGEIT), and Certifi ed in Risk and Information 
Systems Control (CRISC). Each of these are separate examinations requiring several 
levels of experience in the particular practice fi eld but offered today in a more limited 
set of languages.   

 29.5 CERTIFIED INFORMATION SECURITY MANAGER 

 The Certifi ed Information Security Manager (CISM) program and examination pro-
motes international security practices and recognizes individuals who manage, design, 
oversee, and assess an enterprise’s information security. 

 The CISM is a 200‐question, four‐hour examination that is offered in fi ve different 
languages two times per year and covers fi ve information security management areas. 
This is an examination covering the work performed by information security managers, 
as validated by prominent industry leaders, subject matter experts, and industry prac-
titioners. The following is a description of these areas and the approximate percentage 
of test questions allocated to each area: 

   Domain 1: Information Security Governance (24%) 
   Domain 2: Information Risk Management and Compliance (33%) 
   Domain 3: Information Security Program Development and Management (25%) 
   Domain 4: Information Security Incident Management (18%)   

 Each of these content areas is discussed on the ISACA web site, with a fairly detailed 
outline of areas that a CISM manager would be expected to perform and know. The 
requirements for taking this worldwide certifi cation examination are similar to the 
CISA, although it is not offered at present in very many languages. 

 The CISM is supported by the very strong and credible ISACA organization, and it 
has grown in terms of status and recognition. However, these examinations and cer-
tifi cations often take time to become highly recognized among managers and profes-
sionals. While preparing and sitting for any professional examination is an excellent 
learning exercise for any professional, an internal auditor may want to review the num-
ber of Internet job openings for candidates with a CISM. At the time of this publication, 
there are quite a few openings looking for a CISA with a CISM as well.   

 29.6 CERTIFIED IN THE GOVERNANCE OF ENTERPRISE IT 

 Certifi ed in the Governance of Enterprise IT (CGEIT) recognizes a wide range of profes-
sionals for their knowledge and application of enterprise IT governance principles and 
practices. It requires fi ve or more years of experience managing, serving in an advisory 
or oversight role, and/or otherwise supporting the governance of the IT‐related contri-
bution to an enterprise, including a minimum of one year of experience relating to the 
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defi nition, establishment, and management of a framework for the governance of IT. 
While waivers are available for other certifi cation, there are no substitutions for these 
CGEIT experience requirements. Certifi cation here is based on successful completion of 
a 150‐question, four‐hour examination, available only in English, covering the follow-
ing domain areas: 

   Domain 1: Framework for the Governance of Enterprise IT (25%) 
   Domain 2: Strategic Management (20%) 
   Domain 3: Benefi ts Realization (16%) 
   Domain 4: Risk Optimization (24%) 
   Domain 5: Resource Optimization (15%)     

 29.7 CERTIFIED IN RISK AND INFORMATION SYSTEMS 
CONTROL 

 The Certifi ed in Risk and Information Systems Control (CRISC) certifi cation is designed 
for those experienced in business and technology risk management, and the design, 
implementation, monitoring, and maintenance of IS control. This 200‐question, four‐
hour examination, is available only in English, and covers the following domain or 
knowledge requirement areas: 

   Domain 1: Risk Identifi cation, Assessment, and Evaluation (31%) 
   Domain 2: Risk Response (17%) 
   Domain 3: Risk Monitoring (17%) 
   Domain 4: Information Systems Control Design and Implementation (17%) 
   Domain 5: IS Control Monitoring and Maintenance (18%)   

 Candidates must have three or more years of cumulative work experience perform-
ing the tasks of a CRISC professional across at least three CRISC domains. There are no 
substitutions or experience waivers. 

 CRISC‐certifi ed professionals should have the skills to manage risk, design, and 
oversee response measures, monitor systems for risk, and ensure that the organization’s 
risk management strategies are met. CRISC is a newer certifi cation, and since its incep-
tion in 2010 over 17,000 professionals have acquired it. This qualifi cation is designed 
to help qualify professionals for jobs such as an IT security analyst, security engineer 
architect, information assurance program manager, and senior IT auditor.   

 29.8 CERTIFIED FRAUD EXAMINER 

 Concerns regarding fraud and fraud investigations are becoming increasingly impor-
tant to all auditors. Chapter   27   discusses fraud detection and prevention and highlights 
how both external and internal auditors in the past had once stated that it was not their 
responsibility to investigate and detect fraud. However, in today’s post–Sarbanes‐Oxley 
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Act (SOx) era, both internal and external auditors now have a strong responsibility to 
investigate for fraud and to take appropriate actions when it is identifi ed. This issue has 
been highlighted in the revised COSO internal control framework discussed in Chapter   3  . 

 There is a professional organization that is very involved with fraud‐related issues 
for the internal auditor, the Association of Certifi ed Fraud Examiners (ACFE). The orga-
nization has its own professional examination and certifi cation, the Certifi ed Fraud 
Examiner (CFE). Obtaining a CFE designation is regarded as an indicator of excellence 
in the antifraud profession. CFE members experience growth both professionally and 
personally, and can position themselves as leaders in the antifraud community. 

 The CFE examination is based on four broad areas: 

   1.  Criminology and Ethics 
   2.  Financial Transactions 
   3.  Legal Elements of Fraud 
   4.  Fraud Examination and Investigation   

 To many internal auditors, these topic areas are beyond their experience and train-
ing. The ACFE, of course, has its own publications, conferences, and local chapters to 
provide an internal auditor with a greater level of information about fraud and fraud 
investigations. 

 With our increasing concerns with fraud issues, the ACFE has quickly gained prom-
inence in this post‐SOx era. While the ACFE has its own web site ( www.acfe.com ), much 
of the fraud materials published on AICPA Web pages on fraud and discussed in Chapter 
  27   are strongly based on ACFE materials. In addition, the ACFE web site contains a 
sample examination to allow an internal auditor to determine if he or she is ready to take 
the CFE test. The CFE test is an entirely online exercise where the candidate registers 
and takes the examination over a machine‐timed interval.   

 29.9 CERTIFIED INFORMATION SYSTEMS SECURITY 
PROFESSIONAL 

 A professional organization known as the International Information Systems Security 
Certifi cation Consortium, or (ISC) 2 , is responsible for one of the more challenging and 
better‐recognized internal audit–related professional certifi cations and examinations, the 
Certifi ed Information Systems Security Professional (CISSP). This professional examination 
and its CISSP designation are well recognized but can be diffi cult to achieve. This certifi ca-
tion is for information systems security professionals, not for the ordinary internal auditor. 

 With the possible exception of the CISM examination, the CISSP examination is on 
a much higher and much more technical level than the other internal auditor certifi ca-
tion examinations discussed in this chapter. The examinations are tightly proctored, 
training materials are reviewed and approved by (ISC) 2 , and the overall quality of the 
examination is high. If an internal auditor encounters someone in an auditee organiza-
tion with CISSP certifi cation, that person should almost certainly be someone with a 
high knowledge of information systems security.   
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 29.10 ASQ INTERNAL AUDIT CERTIFICATIONS 

 Chapter   31   discusses the American Society for Quality (ASQ) and its quality auditor 
certifi cations. The ASQ sponsors a wide range of examinations and certifi cations for all 
aspects of its operations, including their Certifi ed Quality Auditor (CQA) examination 
and certifi cation. A Certifi ed Quality Auditor (CQA) identifi es a professional who under-
stands the standards and principles of quality management auditing and the techniques 
of examining, questioning, evaluating, and reporting to determine a quality system’s 
adequacy and defi ciencies. The CQA analyzes all elements of a quality system and judges 
its degree of adherence to the criteria of industrial management and quality evaluation 
and control systems. The difference here between a regular, IIA‐heritage internal audi-
tor and a CQA is that the latter often works in a quality assurance group and spends 
more time on process‐oriented reviews as opposed to the IIA internal auditor’s fi nancial 
and operational reviews. CQA auditors often work in enterprise production areas and 
perform more hands‐on reviews as compared to the CIA level of internal auditor. 

 Chapter   31   discusses the differences and similarities between the IIA‐heritage inter-
nal auditors who are the subject of many of these chapters and ASQ quality auditors. 
While many ASQ auditors also are IIA members, they often seek their own professional 
CQA certifi cation. To achieve a CQA designation, the candidate is required to pass a fi ve‐
hour multiple‐choice written examination that measures comprehension of the quality 
audit profession. As the minimum professional expectations, a CQA quality auditor: 

 ■    Must possess the knowledge to effectively conduct different types of objectives, ethi-
cally based audits using and interpreting applicable standards/requirements. 

 ■    Must be able to develop and communicate an audit plan within a defi ned scope that 
identifi es applicable standards, necessary personnel, required documents and tools, 
and an audit agenda. 

 ■    Must be able to effectively execute an audit plan, including the opening meeting, 
performing the audit, and the closing meeting using generally accepted auditing 
techniques and verifying, documenting, and communicating fi ndings as appropri-
ate for the audit. 

 ■    Must be able to objectively present verifi ed nonconformance to the audited standard 
and evaluate the effectiveness of the resultant follow‐up/corrective action activities 
in an ethical and timely manner. 

 ■    Must know and be able to apply basic auditing tools and techniques, such as fl ow-
charting, the concept of variation, observation techniques, and physical exami-
nation techniques. A CQA must also demonstrate a general knowledge of quality 
control tools, descriptive statistics, and applicable sampling theories.   

 Many of the requirements listed here are similar to those of the IIA‐oriented CIA 
internal auditor, but the CQA uses many different approaches and terminologies. For 
example, the previous list references such things as “verifi ed nonconformance to the 
audited standard” or “the concept of variation.” These are specialized ASQ terms, 
although many other concepts go back to standard IIA internal audit processes. The 
CQA examination is based on the ASQ’s body of knowledge, a comprehensive set of key 
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knowledge areas and practices for the CQA. This is a document that is reviewed by the 
ASQ professional organization and then updated after republication. 

 A CSQ‐certifi ed auditor has similar professional and continuing education require-
ments as a CIA. If nothing else, the ASQ is perhaps more stringent than the IIA, requir-
ing recertifi cation of all CSQs every three years. Professionals who have not completed 
required continuing educational requirements must retake the CSQ examination to 
regain their certifi cation. 

 The ASQ has two other specialized Quality Auditor certifi cations, one for biomedical 
quality audits and the other for Hazard Analysis and Critical Control Points (HACCP) 
food safety standards. The ASQ is very responsive to member requests to build a separate 
certifi cation when there appears to be a special demand. This is just a different area of 
quality auditing.   

 27.11 OTHER INTERNAL AUDITOR CERTIFICATIONS 

 As discussed at the beginning of this chapter, some professions have a large number of 
professional certifi cations available to them, depending upon an internal auditor’s job 
requirements and skills. There is no one list here, but the certifi cation depends on the 
auditor’s needs and interests. The requirements for all are similar, usually consisting of 
specifi ed requirements to take the examination, passing it, and receiving the “Certifi ed” 
designation, followed by continuing education requirements to keep the certifi cation 
current. 

 A professional certifi cation is a good way for an internal auditor to demonstrate 
to peers and others that the audit professional has some unique and important profes-
sional skills. Professional certifi cations are important, and even more important, the 
knowledge gained through obtaining a certifi cate allows an internal auditor to work 
more effi ciently and effectively in service to management. Certifi cation and in particu-
lar the CIA is important for all internal auditors. All internal auditors should take the 
effort to become certifi ed as CIAs and/or as CISAs. Individual internal auditors should 
use these certifi cation examinations as a measure of their own professionalism. They 
are important indicators of one’s knowledge, interests, and abilities. Whether with an 
organization’s internal audit function or moving beyond it, certifi cations are measures 
of one’s knowledge and interest in the profession. 

 We have concluded most of these chapters by talking about the chapter’s subject as 
a strong or general knowledge internal auditor CBOK requirement. Every internal audi-
tor should understand why a professional certifi cation such as a CIA is important and 
should have a general knowledge of what it takes to achieve that certifi cation. A general 
knowledge of the chapter topics throughout this book should help an internal auditor to 
achieve some of the general understanding necessary, but a strong professional auditor 
should study and take the steps to become a CIA and/or a CISA.  
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3 0                                                        CHAPTER   THIRTY                 

 The Modern Internal Auditor 
as an Enterprise Consultant                                  

 AN INTERNAL AUDITOR ’S ROLE AS a business consultant has been a bit 
ambiguous over time. Earlier versions of the  International Standards for the 
Professional Practice of Internal Auditing,  from the Institute of Internal Auditors 

(IIA), as discussed in Chapter   9  , had until recent years prohibited internal auditors from 
acting as business consultants. The idea had been that an internal auditor was there 
to review and assess internal controls and then to make recommendations for controls 
improvements and corrective actions through their internal audit reports. However, 
this no‐consulting standard was not followed very closely in those earlier years as 
many internal auditors often acted like consultants as part of their management‐
oriented reviews. This author recalls his earlier days as an information technology 
internal auditor. With fi ve‐plus years developing and designing IT applications, man-
aging IT projects, and a strong understanding of systems development processes, it 
was diffi cult to not act as a consultant in those earlier internal audits. Many other 
internal auditors all but ignored the IIA’s consulting prohibitions when making their 
internal audit recommendations. 

 The internal audit consulting prohibition became stronger in the early days of the 
Sarbanes‐Oxley Act (SOx). While the early SOx legislation hardly mentioned internal 
audit, many felt that internal audit would be in violation of these no-consulting rules 
if it helped management to install effective SOx Section 404 internal control processes. 
The rules have since changed, however, and newer IIA standards, discussed in Chapter 
  9  , now expressly permit internal auditors to act as management consultants in certain 
designated and specifi ed audit reviews. Many of the IIA standards are now separated 
into distinct attest (i.e., auditing) or consulting guidance reviews. 

 Following revised IIA standards, this chapter discusses internal audit’s alterrnative  
role as an internal consultant to the auditor’s overall enterprise. We will discuss the IIA’s 
consulting standards and how internal audit consulting services can fi t in and interface 
with otherwise normal internal audit review activities. In addition, we will look at how 
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internal audit can deliver internal consulting to the enterprise in a manner that is not 
in confl ict with internal audit’s normal audit attest functions. 

 Serving as an enterprise internal consultant is an expanded and important role 
for many internal auditors. We use the word  many  here because internal consulting 
activities may not fi t into all internal audit functions. In some cases, the industry, audit 
committee concerns, or even the size of the internal audit function may restrict plans 
to offer internal consulting services. Where these arrangement seem to work, however, 
internal audit typically has the inside knowledge and experience to be an important 
and powerful internal consultant. All internal auditors should have a common body of 
knowledge (CBOK) level of knowledge of the distinctions between internal audit attest 
responsibilities and serving as internal consultants. In addition, when internal auditors 
elect to act as enterprise consultants, they need to have a good CBOK level of understand-
ing of   consulting best practices  .   

 30.1 STANDARDS FOR INTERNAL AUDIT AS AN 
ENTERPRISE CONSULTANT 

 As has been mentioned throughout other chapters, the purpose of an internal audit is 
to assist management by providing analysis, information, and recommendations for 
the improvement of internal controls and operations. The adequacy and effectiveness 
of these associated internal controls to be evaluated may include: 

 ■    Compliance with policies and procedures, rules, and regulations 
 ■    Reliability and integrity of fi nancial and operational information 
 ■    Adequacy and integrity of governance processes 
 ■    Effectiveness and effi ciency of operations 
 ■    Safeguarding of assets   

 IIA international standards now specifi cally describe internal auditing as both 
an attest and a consulting activity. The standards allow internal auditors to provide 
consulting services relating to operations for which they had previous responsibili-
ties, provided that they disclose any potential impairment to their independence 
or objectivity relating to proposed consulting services prior to accepting the audit 
engagement. The IIA standards defi ne internal audit consulting as advisory and 
related audit client service activities, the nature and scope of which are agreed with 
the client and which are intended to add value and improve an organization’s gover-
nance, risk management, and control processes without the internal auditor assum-
ing management responsibility. Examples include counsel, advice, facilitation, and 
training. 

 There is often a large gap between effective attest‐level internal auditing and what it 
takes to be an effective consultant. Internal auditors recommend changes in their inter-
nal audit reports, but often are not able to infl uence those audit report–recommended 
changes in other ways. Internal auditors often just perform an attest audit, and they 
collaborate with their clients to make an outcome better. 
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Serving as internal consultants, internal auditors can be held to higher standards 
of performance and accountability. In these situations, internal auditors need to act 
as objective and critical “outsiders” within their own enterprises, delivering the hard 
facts and bad news beyond audit report findings, including issues that management 
sometimes does not want to hear. Additionally, they need to be prepared to deliver the 
truth to management beyond what is presented by the facts. They also need to be good at 
off‐the‐record consulting‐related conversations, which are sometimes more important 
than the written internal audit report. Internal auditors who master the principles of 
effective internal consulting can use the related methods and techniques to dig deeper 
and deliver the truth.

Serving as an enterprise consultant often places internal auditors in a rather differ-
ent role than normal internal audit attest assignments. In that audit attest role, internal 
audit will use its audit planning and risk objective measurements to plan and schedule 
the audit review. Although management usually has some flexibility in delaying or 
slightly rescheduling a planned review, internal audit has the authority and respon-
sibility to schedule a review. In addition, it can define its own scope, time schedules, 
and audit team assignments. While internal audit scheduling normally operates on a 
collaborative basis and local management can negotiate an audit visit or even appeal 
to senior management and ultimately the audit committee if they object to a planned 
internal audit visit, internal audit generally has the responsibility for launching an 
internal audit review.

Responsibilities for initiating and scheduling a consulting assignment are very 
different. Management will engage internal auditors to come and help as consultants 
in some area and the assignment objectives, timing, assigned team, scope of work to 
be performed, and almost everything else is subject to negotiation. In some respects, 
when internal audit acts as an enterprise consultant, management will seek it out 
and engage with it similar to contracting with an outside firm that is providing and 
offering consulting services. A consulting project will be launched through a formal 
engagement letter, as discussed in Section 30.2 of this chapter and also shown in 
Exhibit 8.3, and the project will proceed in an informal, almost collaborative basis. 
Going beyond that old joke by some management skeptics—“Hello, I’m from internal 
audit, and I’m here to help you”—an internal auditor acting as an enterprise consul-
tant has really been brought in because management has requested that consulting 
help and recognizes that their internal auditors have a very good understanding of 
enterprise operations.

There are some other significant differences between internal audit operating as an 
internal consultant and management’s use of an outside, independent consulting firm. 
Perhaps the strongest is that management can always decide that they do not approve 
of their external consultants and can fire them or send them home. Things are not so 
easy when using internal audit consulting resources. Although management can end 
an internal audit consulting engagement, the same audit team will still be part of the 
overall enterprise. On the positive side, however, internal auditors acting as internal 
consultants will better understand organization systems, culture, issues, and a wide 
range of other matters, including even the location of the facility’s employee cafeteria. 
An external consultant often does not have such in‐depth knowledge.
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Internal audit consulting standards   now clearly defi ne internal audit’s potential role as 
an internal consultant. However, some members of senior management and the audit 
committee, who are perhaps accustomed to external auditors doing this specialized inter-
nal consulting work, may not realize that internal audit standards now also allow such 
formal internal   consulting activities  . An internal audit function needs to plan and formally 
launch its internal consulting activities. Discussing such arrangements, of course, fi rst 
with the audit committee, the chief audit executive should consider offering appropriate 
internal audit consulting services and should effectively manage this newer, expanded 
component of internal audit’s service to management. Internal audit should never lose 
sight that its prime responsibility is to review the adequacy and effectiveness of internal 
controls in the enterprise. The internal audit attest role is very signifi cant.   

 30.2 LAUNCHING AN INTERNAL AUDIT INTERNAL 
CONSULTING FACILITY 

 Before engaging in ongoing in‐house consulting activities, internal audit needs to receive 
acknowledgment from its audit committee and to fully demonstrate to management that 
it has the capabilities and objectives to act as an internal enterprise consultant. Just 
because internal audit standards now allow internal audit consulting engagements does 
not mean that every internal audit function must engage to do so. The number of other 
internal audit opportunities may limit internal audit’s ability to perform any consulting 
activities beyond normal audit attest reviews. In addition, as discussed, some members 
of management may not fully understand internal audit’s potential role as an internal 
consultant, thinking of it only in an attest role. 

 If an enterprise’s internal audit function wants to begin to regularly offer internal 
consulting, it should develop a consulting strategy and then strongly document that 
role and its capability through its audit charter. Chapter   14   discussed the importance 
of audit committee–approved internal audit charters and provided examples of such 
documents. However, with past IIA standards prohibiting internal auditors from acting 
as consultants, this expanded internal audit potential role may not be well understood 
by some internal audit functions, senior management, or by audit committees. Internal 
audit itself needs to develop a strategy for any planned internal consulting activity that 
is not in confl ict with its main mission of internal controls review and that brings value 
to the overall enterprise. Some of the areas to consider when developing an internal 
consulting practice include: 

 ■ What types of internal audit consulting should be considered?  Internal 
audit may have the skills to perform internal controls reviews in many specialized 
areas but not the necessary consulting expertise for those areas. For example, while 
internal audit can perform IT controls reviews in many specialized areas, it may not 
have the ability to provide detailed technical consulting help in those same areas. 

 ■ How will resources be divided between attest‐related internal auditing and 
internal consulting?  Internal audit needs to take extreme care that it is not viewed 
as auditors one day and consultants the next. With a larger audit organization, this 
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can be accomplished by creating a separate internal consulting section with the 
overall internal audit function. Otherwise, care must be given to separating these 
two different functions.

 ■ Budgeting and accounting for costs of internal audit consulting services. 
Although external or independent consulting firms typically bill their services at 
fairly substantial rates, internal audit attest services are often delivered “free” to 
their enterprises, with the costs being covered out of centralized financial budgets. 
Internal consulting should perhaps be viewed as a value‐added function, similar to 
how an enterprise imposes internal budget charges on graphics or computer time 
services. A charging and billing mechanism should be established for any such 
internal consulting activities.

 ■ Planning and scheduling internal audit consulting activities. Separate 
but different planning and scheduling tools should be established for all internal 
consulting activities. Many of the same procedures for planning and performing 
internal audits that are discussed in Chapters 8 through 13 are applicable here. 
However, internal audit consulting activities should be kept separate from regular 
internal audit materials.

 ■ Reporting results and communication with management and the audit 
committee. Consulting activities should go through a regular reporting process 
similar to the basic format of the internal audit reports discussed in Chapter 18. 
However, consulting reports do not carry the same type of audit report findings, 
recommendations, and expected responses as normal internal audit reports. In 
addition, it often is not necessary to provide management and the audit com-
mittee with any level of detailed consulting project reporting beyond high‐level 
summaries.

 ■ “Selling” the internal audit consulting program. If internal audit is going to 
provide consulting services to the overall enterprise, there is always a need to sell 
and promote these activities. While we are not at all suggesting power lunches 
to sell a program, internal audit should develop an informal services catalog to 
describe its consulting capabilities.

There are many options to consider when launching an internal audit consulting 
offering. The considerations listed here and others should be outlined and then discussed 
with both the audit committee and senior management. Once tentative approvals have 
been obtained, internal audit should request an approved audit charter that clearly 
specifies internal audit’s role as an internal consultant to the enterprise. Exhibit 30.1 is 
an example of an internal audit charter that specifically authorizes internal audit’s role 
as an internal enterprise consultant.

An internal audit internal consulting activity should not be an ad hoc exer-
cise that only occurs for limited, special‐purpose occasions. As an available offer-
ing in some areas of internal audit’s skill set, internal consulting resources should 
be offered and then managed. When auditee management needs consulting help 
beyond internal audit’s skill set, care should be exercised in not getting involved 
with activities that might better belong with other enterprise resources or with 
outside consultants.



706 ◾ The Modern Internal Auditor as an Enterprise Consultant 

c30 706 17 November 2015 5:30 PM

 EXHIBIT 30.1     The Modern Internal Auditor as an Enterprise Consultant  

This charter is very similar to the sample internal audit charter for the Global Computer 
Products sample company as described in Exhibit 14.1. This version speci� cally authorizes 
internal audit to engage in internal consulting activities in addition to normal internal audit 
attest reviews. Consulting‐related authorizations are displayed in bold.

 Internal Audit’s Mission 

The mission of Global Computer Products Internal Audit is to ensure that company 
operations follow high standards both by providing an independent, objective assurance 
function and by advising  and consulting  on best practices. By using a systematic and 
disciplined approach, Internal Audit helps Global Computer Products accomplish its 
objectives by evaluating and improving the effectiveness of risk management, internal 
control, and governance processes.

Independence and Objectivity 

To ensure independence, Internal Audit reports directly to the Board of Directors Audit 
Committee, and to maintain objectivity, Internal Audit is not involved in day‐to‐day company 
operations or internal control procedures.  However, Internal Audit may provide independent 
consulting help in certain speci� ed areas that is independent from regular Internal Audit 
review procedures .

 Scope and Responsibilities 

The scope of Internal Audit’s work includes the review of risk management procedures, internal 
control, information systems and governance processes. This work also involves periodic testing 
of transactions, best practice reviews, special investigations, appraisals of legal and regulatory 
requirements, and measures to help prevent and detect fraud.

To ful� ll its responsibilities, Internal Audit shall: 

    Identify and assess potential risks to all areas of the enterprise’s operations. 
     Review the adequacy of controls established to ensure compliance with policies, plans, proce-

dures, and business objectives. 
     Assess the reliability and security of � nancial and management information and supporting 

systems and operations that produce this information. 
     Assess the means of safeguarding assets. 
     Review established processes and propose improvements. 
     Appraise the use of resources with regard to economy, ef� ciency, and effectiveness. 
     Follow up recommendations to make sure that effective remedial action is taken. 
     Carry out ad hoc appraisals, investigations, or reviews requested by the Audit Committee 

and Management. 
      Perform independent consulting projects at the speci� c request of management.   

 Internal Audit’s Authority 

In order to promote effective controls at reasonable cost, Internal Audit is authorized, in the 
course of its activities, to: 

     Enter all areas of Global Computer Products operations and have access to any documents 
and records considered necessary for the performance of its functions. 

     Require all members of staff and Management to supply requested information and 
     explanations within a reasonable period of time. 
      Engage in independent consulting reviews at the speci� c request and authorization of 

 Management.   
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Accountability 

Internal Audit shall prepare, in liaison with Management and the Audit Committee, an annual 
audit plan that is based on business risks, the results of other internal audits, and input from 
Management. The plan shall be presented to Senior Management, including the General 
Counsel, for approval by the Audit Committee. Any needed adjustments to the plan should be 
communicated to and approved by the Audit Committee.

Internal Audit is responsible for planning, conducting, reporting, and following up on audit 
projects included in the audit plan, and deciding on the scope and timing of these audits. The 
results of each internal audit will be reported through a detailed audit report that summarizes 
the objectives and scope of the audit as well as observations and recommendations. In all 
cases, follow‐up work will be undertaken to ensure adequate response to Internal Audit 
recommendations . Internal Audit also will submit an annual report to Senior Management and 
to the Audit Committee on the results of the audit work including signi� cant risk exposures 
and control issues. Internal audit also may complete independent consulting projects, 
at the speci� c authorization of management, that are not part of speci� c audit report 
recommendations. 

 Standards 

Internal Audit adheres to the standards and professional practices published by the Institute of 
Internal Auditors as well as those of the Information Technology Governance Institute.

 30.3 ENSURING AN AUDIT AND CONSULTING 
SEPARATION OF DUTIES 

 As an example of the potential problems regarding the need for an adequate separation 
of responsibilities between internal auditors acting as internal consultants and those 
doing audit attest work, we can look back at the public accounting industry. Before 
the 1970s, the American Institute of Certifi ed Public Accountants (AICPA) separated 
public accounting fi rms between certifi ed public accountant (CPA) auditors and profes-
sionals providing consulting services. A CPA fi rm would have a sort of line in its offi ce 
separating the auditors who certifi ed fi nancial reports from the specialists, such as IT 
consultants. Over the years, however, this line grew fuzzier as specialist consultants, 
particularly those with IT skills, got directly involved in helping complete audits of heavy 
IT‐bound enterprises. Similarly, strong CPA fi nancial auditors became very involved in 
helping with specialized fi nancial consulting projects. 

 This separation‐of‐duties barrier really slipped and sometimes became almost 
transparent before the fall of Enron and the passage of SOx in the early years of this 
century, and has been highlighted in Chapter   5   regarding SOx. One of the internal con-
trol breakdowns highlighted in the SOx legislative hearings was that public accounting 
fi rms often strongly suggested that one of their IT consultants visit a fi nancial audit cli-
ent to install a new fi nancial application; the public accounting fi rm would send its CPA 
auditors back to review the internal controls over that same application. Not surpris-
ingly, the fi nancial auditors typically did not fi nd many internal control problems in the 
applications their own consultants had just installed. SOx has forbidden this potential 
confl ict of interest, and public accounting consulting practices have now moved off as 
independent consulting fi rms. 
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 The point of this pre‐SOx public accounting fi rm example is that separation‐of‐
duties restrictions between auditing and consulting can very much break down over 
time. Care must always be given to separating the roles of internal auditors acting as 
consultants from those performing audit attest functions. Paraphrasing words directly 
from internal audit consulting standards that are summarized in Chapter   9  , it is par-
ticularly important that internal auditors establish an understanding with consulting 
engagement clients about objectives, scope, respective responsibilities, and other client 
expectations. For signifi cant engagements, this understanding should be documented.   

 30.4 CONSULTING BEST PRACTICES 

 Many people do not have a clear understanding of what it means to be a consultant. 
The person selling shoes at a retail store may have a job title of “sales consultant,” and 
the Web contains many other defi nitions of the term. According to those defi nitions, 
a consultant is an individual who provides counsel and assistance to a client on spe-
cifi c assignments. Another more academic‐sounding defi nition of consulting (from the 
Latin  consultare ) means “to discuss” and refers to a professional who provides advice in 
a particular area of expertise such as accountancy, the environment, technology, law, 
human resources, marketing, medicine, or fi nance. 

 The role of a consultant is a little different from that of an internal auditor. An 
internal auditor starts with a prepared audit program outlining areas to review or a set 
of standards. Much of the review is based on an assessment of compliance against those 
standards. As discussed previously, an internal auditor generally schedules a review, 
while a consultant comes at the invitation of management. Consultants may structure 
a review on the basis of compliance with some standards, but generally they approach 
assignments more like open books, discussing matters with management and develop-
ing solutions in a more collaborative manner. 

 In order to operate as effective internal consultants, internal auditors need to do 
more than change their title on a business card; they also need to develop some new 
approaches. While the scope of this book does not call for a treatise on how to be a con-
sultant, the following sections defi ne some key action steps for internal auditors oper-
ating as internal consultants. However, as discussed previously, internal audit should 
have fully defi ned its capabilities for consulting work and outlined them through an 
approved charter statement.  

 First Steps: Launching a Consulting Assignment 

 Internal consulting opportunities will typically come to internal audit because (1) it 
has completed an internal review with recommendations for corrective action that 
management needs help to implement; (2) other needs develop within the enterprise, 
such as signifi cant defi ciencies requiring correction that were highlighted during the 
external auditor’s internal controls reviews; or (3) management often has specifi c needs 
where internal audit, based on its past review activities, may provide some important 
help. We would generally recommend that internal audit should not actively promote 
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its consulting services beyond these basic areas and should operate primarily to fulfill 
specific management needs.

Consulting Help to Implement Internal Audit Report Recommendations

A major component of the internal audit process is audit’s recommendations for correc-
tive action, published and described in an audit report. Internal audit enterprise‐specific 
standards and audit committee directions usually require that auditee management 
must respond to audit report findings with a plan for corrective action over a very short 
period of time. In some cases, an internal audit finding outlining the need for some form 
of corrective action puts a burden on management, which may be lacking the skilled 
resources to implement the suggested improvement.

In some situations, internal auditors acting as in‐house consultants may be an 
appropriate resource to implement these audit report recommendations. This is par-
ticularly the case when an internal audit recommendation covers such areas as improv-
ing documentation, improving certain internal control procedures, or training staff 
in internal control–related areas. If their own departmental resources are limited, an 
internal audit internal consultant may be the best choice to implement the recom-
mended corrective action. This is particularly true because bringing in a new, outside 
consultant might very well be much more expensive and time‐consuming. If auditee 
management indicates that it does not have the resources available on a short‐term 
basis to implement the internal audit recommendations, internal audit’s consulting 
services might be proffered.

There are some major danger areas with this type of consulting work. First, internal 
audit recommendations should not be self‐serving in a manner that appears to build con-
sulting opportunities. Second, there must be a level of independence between the internal 
auditors who made the recommendation and the internal consultants helping to imple-
ment corrective actions. That level of independence should be strong enough such that an 
internal consultant helping to implement a suggested recommendation should be able to 
freely take exception to some area of a recommendation and to point out any shortcomings.

Other Consulting Needs within the Enterprise

There are often many areas within an enterprise where internal audit can meet needs 
and offer some specific skills and expertise. A good example might be when management 
formally requests help with its SOx Section 404 internal controls compliance review and 
where internal audit comes in not to perform and internal controls audit but to assist 
management in that Section 404 compliance work. (This process is discussed in Chapter 
5.) Similarly, the external auditors might have found some significant control weaknesses 
in their assessments and have passed these on to the audit committee and management. 
These are both areas where internal audit often has the broad skills to help install inter-
nal control improvements not as internal auditors but as management consultants.

Specific Management Needs for Internal Audit Consulting Help

Internal auditors should have a wide set of skills and expertise in critical knowledge 
areas. Beyond specific internal audit risk‐based audit assignments, internal audit can 
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often provide consulting help over a wide variety of areas. Examples might include help-
ing to build effective internal controls in a new IT application, discussed in Chapter 19, 
or helping to launch an ethics hotline function, as discussed in Chapter 26. Internal 
audit can be a major help to the overall enterprise in many of its particular expertise 
areas here through providing internal consulting support.

Any internal audit consulting project depends on management needs, the avail-
ability of internal audit resources, and the overall approval of the audit committee. 
When there is a perceived need or interest, internal audit representatives should meet 
with the requesting management group to understand its requirements and needs. The 
internal audit consultants should gain a high‐level understanding of the consulting 
project’s needs and requirements.

This preliminary process will usually require internal auditors as potential inter-
nal consultants to gather more information about the possible assignment in order to 
somewhat size the issue. For example, enterprise management may recognize a need to 
better organize the documentation processes that cover its product repair and return 
operation. With internal audit’s background in preparing workpaper documentation, 
it could be an obvious choice to provide some help and direction here. However, after 
some very preliminary discussions, a member of the internal audit team—probably one 
of the potentially assigned consultants—should visit this customer service area to gain 
a greater appreciation of the specific nature of the request, the size of the problem, and 
whether an internal audit consultant can be of help. If things appear to be a good match, 
internal audit should formalize this internal consulting arrangement.

The Consulting Engagement Letter

Using a term that dates back to public accounting consulting practices, an authority or 
lead from the internal audit internal consulting team should draft a formal letter of under-
standing describing the upcoming internal consulting project. Because this is an internal 
understanding within the enterprise, such an engagement letter does not have the same 
legal basis that would be found when an outside firm outlines its work plans. However, 
a formal internal audit prepared engagement letter is an appropriate way to launch an 
internal consulting project between internal audit and an enterprise operation.

Exhibit 30.2 is an example of an internal audit consulting engagement letter. This 
is a document that describes what the internal audit consultant proposes to accom-
plish, who will be doing the work, its timing and duration, and the expected outcomes 
from the consulting project. If internal audit charges for its consulting services through 
some form of a budget cross‐charge, expected cost factors should also be estimated. An 
engagement letter launches an internal consulting project and should require appropri-
ate management approval.

The approved engagement letter should then become the basis for launching an 
internal audit consulting project. Chapter 8 talked about planning and performing 
a typical internal audit, and Chapter 16 talked about internal audit project manage-
ment. An internal audit consulting project should be organized and tracked in the same 
 manner as a normal internal audit. A major difference, however, is that the consulting 
project is subject to local management’s request and priorities. If local management tells 
the internal auditors serving as consultants to ignore some area of operations or to give 
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 EXHIBIT 30.2     Internal Audit Consulting Engagement Letter Example  

   Internal Audit Consulting 
  Consulting Engagement Authorization

The � nished goods shipping department at the Metroville, PA, plant has identi� ed a need 
to improve its customer service operations at that facility and has requested that specialists 
from the corporate internal audit department perform a detailed analysis of plant operations 
and then lead an effort to improve operations at that facility. Based on this request and on 
recommendations from a recent internal audit review of this same facility, a team of independent 
internal audit consultants propose to review these customer service facilities and to help improve 
controls and procedures as necessary.

A team of consultants, led by Tom Bell, plan to visit the Metroville, PA, plant during February, 
20xx, to perform a detailed independent analysis of your operations and to suggest areas 
for improvement, including the identi� cation and implementation of a new customer service 
computer system. We expect to complete this analysis and provide recommendations for 
approval approximately six weeks after the initiation of this project. The � nal selection and 
installation of a new computer system will take additional time and resources to be discussed at 
the time of our preliminary analysis.

We expect this work to require approximately xx hours, and our charges will be internally billed to 
your department through the corporate expense accounting system, based on our normal billing 
rate of $xx per hour as well as any out-of-pocket charges associated with this review. The charges 
associated with any new custom service computer system will be based on a separate estimate to 
be presented later.

I recognize that the internal audit consulting group will be operating independent from normal 
internal audit review activities, and I authorize them to begin this consulting project as described.

                 Name:  Date: 

some discovered problem a pass, the internal auditor consultant does not have the same 
fl exibility in bringing the matter to the attention of the audit committee.   

 The Consulting Process: Defining “As Is” and “To Be” Objectives 

 Consulting projects are almost always very different from internal audits, where the 
auditor starts with an audit program or set of standards. In a consulting project, senior 
or even local management will typically have some idea that an area of operations is 
wrong or could be performed more effectively or effi ciently. With these broad concepts 
in place, the internal auditor as consultant needs to analyze the matter and develop a 
potential problem statement to begin the consulting exercise. 

 Although many different approaches can be used, a cause‐and‐effect analysis is 
often a useful approach to analyzing the current status of some problem area. The 
 consultant internal auditor will be presented with a general problem statement and 
then reviews information, asks questions, and observes the problem environment to 
break a problem down into smaller pieces. For example, if there was a potential problem 
concerning enterprise staff training, the consultant might consider the training respon-
sibilities that were formally established, whether general needs have been identifi ed, and 
whether appropriate personnel are being brought into the training process. 
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 Assume that an internal auditor consultant has been asked to identify customer 
service problems in a business unit operation. The consultant may decide that the major 
problems are due to a lack of training, design problems with the supporting IT system, 
document control problems, and customer input diffi culties. These identifi ed issues can 
be then organized into a fi shtail cause‐and‐effect diagram, as shown in Exhibit   30.3   . 
The idea is to identify the potential contributing problems in a graphic manner that 
suggests basic root causes. An internal auditor can then use such a diagram to discuss 
the problem and its root causes with members of management to obtain some general 
agreement on the current problem.  

 Often this type of high‐level potential problem analysis will result in a series of 
“Have you thought about . . . ?” types of questions that will send the consultant back for 
further analysis. However, such a   root cause analysis   will often point the consultant in 
the direction of a recommendation.   

    EXHIBIT   30.3    Cause‐and‐Effect Diagram 
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Implementing Consulting Recommendations

Recommendations from consulting projects should always be fairly well thought out, 
with consideration given to a wide variety of cost and feasibility considerations. They are 
often made after much more consultative discussions than sometimes occur on internal 
audits. Perhaps a difference is that an internal auditor will often review a draft audit 
report with management to discuss issues surrounding a recommendation. The inter-
nal auditor will finally issue the audit report and will expect management’s responses 
regarding the corrective action plan.

A consultant making a recommendation often faces a difficult situation. If manage-
ment agrees to those consulting suggested actions, it will often ask the same consultant 
to take an active role to lead the implementation of the suggested solution. Most internal 
auditors have encountered situations where management does nothing in regard to 
external auditor recommendations; as consultants, internal auditors often must help 
to take the lead role in implementing any recommended actions. This is a significant 
difference from many internal audit attest activities.

Documenting and Completing the Consulting  
Engagement

Chapters 17 and 18 talked about documenting internal audit results through formal 
workpapers as well describing them in a formal audit report. Consulting projects have 
similar but somewhat different requirements. In many instances, the consultant inter-
nal auditor may have implemented a new set of desk or other operating procedures. A 
major portion of the consulting project should be procedures that operating person-
nel can take and use going forward. In other cases, the consulting project should be 
documented in such a manner that management can go forward with the documented 
results and that the internal audit attest function will be able to fully accept the work if 
they elect to audit its internal controls.

Perhaps even more than for a traditional internal audit project, strong attention 
should be given to the hours and costs associated with the consulting engagement. 
There will often be direct cross‐charges, and management may expect to see detailed 
accounting records supporting those charges. For a normal internal audit project, the 
auditee may receive communications that an audit will be completed after perhaps 
three weeks. When the internal auditors take four or five weeks, auditee management 
may grumble about why it is taking so long, but will often see no direct charges for that 
extended time and will move on.

In an internal audit consulting project, management will often be asked to absorb 
the costs of that work. The expansion of a project from the estimated three weeks to an 
actual five will result in crossover charges to the auditee’s ledger, and there must be 
detailed documentation to support these activities. In addition, to support an adequate 
separation of duties between internal audit consulting and attest activities, consult-
ing‐related projects should be completed in such a manner that they always appear to 
be separate from the internal audit attest review.
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 30.5 EXPANDED INTERNAL AUDIT SERVICES 
TO MANAGEMENT 

 Consulting represents an expanded and important potential internal audit service to 
management. Internal audit should organize itself in some of the areas discussed, from 
a revised charter to detailed statements describing its consulting capabilities and offer-
ings, which will allow it to provide consulting services to management beyond regular 
attest audits. Care must be given to supporting the independence of these two functions 
within internal audit. Although an internal audit professional may be working on attest 
projects at one point in time and consulting projects separately, extreme care must be 
given to assuring that these activities are separate and independent both in fact and in 
the perception of others. 

 Properly organized, an internal audit consulting project will provide resources to 
management in a way quite different from internal audit reviews with their often criti-
cal internal audit reports focused on fi ndings and recommended actions. However, if an 
internal audit function wants to provide internal consulting as an additional offering, it 
must ensure that this work is at least as professional as its internal audit attest work. In 
addition, great care must be given to organizing this activity so that it is not perceived 
by others as self‐serving. That is, internal audit attest fi ndings should not be construed 
as promotional work to increase consulting projects. 

 Internal auditors should also have a CBOK understanding of consulting‐related 
standards and of the consulting process. Even if the internal audit function has elected 
not to engage in internal consulting beyond normal attest work, all internal audits 
should understand the role and place of consulting as part of the overall internal audit 
process.   
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VIII                                                  PART EIGHT 

 The Other Sides of Auditing: 
Professional Convergence 
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31             CHAPTER   THIRTY-ONE                 

 Quality Assurance Auditing 
and ASQ Standards                                              

 WHILE A MA JOR FOCUS OF this book has been on IIA international 
internal audit standards and Certifi ed Internal Auditor (CIA) requirements, 
as well as the roles of Certifi ed Public Accountant (CPA)–type external 

auditors in internal audit engagements, these are not the only professionals today who 
consider themselves auditors. There are many other audit professionals, including U.S. 
federal government contract auditors and the professionals who audit health care and 
hospital standards. These other auditors typically do not work in or with the corporate 
headquarters offi ces that are the domains of IIA‐associated internal auditors or even the 
CPA‐type external auditors. While the IIA‐member or IIA‐heritage internal audit profes-
sional discussed throughout this book often does not have a strong working relationship 
with them, quality auditors play an important role in many enterprises. Administered 
through the   American Society for Quality (ASQ)   professional organization, they are a 
unique internal audit practice–like professional group that has its own standards, codes 
of ethics, and professional certifi cation designations. Once called quality auditors rather 
than just internal auditors, these professionals have responsibilities to review a wide 
range of International Organization for Standardization (ISO) standards‐compliance, 
work‐simplifi cation, and quality‐related processes in the enterprise. Quality auditors 
have historically primarily operated on the shop fl oor in manufacturing enterprises 
and often have had little contact with the IIA‐type internal auditors who are part of 
the same enterprise but more often are based in enterprise headquarters operations. 

 Today quality auditors are becoming closer to IIA internal auditors. More accu-
rately, both of these internal audit professional groups are changing in their objectives 
and approaches in ways that bring them closer together. The classic IIA internal audit 
professional should have an understanding of the activities of quality auditors and how 
their work fi ts in the overall environment of corporate governance. 

 This chapter reviews the role of quality auditors in an enterprise, their practices 
and standards. There are many similarities between the activities of these auditors and 
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the IIA internal auditors that are the main focus of this book. As the convergence of 
enterprise activities to improve governance and internal controls grows, we may expect 
these two internal audit groups to become more closely aligned in the future. IIA‐type 
of internal auditors should have a general common body of knowledge (CBOK) under-
standing of the roles, responsibilities, and activities of ASQ quality auditors. 

 In addition, this chapter will consider another key component of internal auditing—
quality assurance (or QA) reviews of an internal audit function performed by members of 
the internal audit team itself or by contracted outside reviewers. These reviews answer 
the question “But who is going to audit the auditors?” Quality assurance reviews are 
internal audit reviews of internal audit functions. The terminology can be confusing 
here. A quality auditor, as described in this chapter, is a separate professional who is a 
member of the ASQ. Quality assurance refers to a process that should be practiced by 
many internal audit departments. Large internal audit functions in particular often 
bring real value to their overall enterprise by having an independent quality review of 
their internal audit practices and operations.   

 31.1 DUTIES AND RESPONSIBILITIES OF ASQ QUALITY 
AUDITORS 

 For many traditional IIA‐heritage internal auditors, quality assurance terminology can 
be a bit confusing. While some ASQ quality auditors may belong to the IIA as well, they 
have their own separate professional organization, the ASQ’s Quality Audit Division 
(QAD). The ASQ professional organization, with responsibilities for many activities in 
quality management, previously referred to their QAD professional affi liates as “quality 
auditors.” The ASQ now refers to its audit members as just internal auditors. Confus-
ing? Yes. In this chapter, we refer to the ASQ audit professionals as quality auditors to 
distinguish them from internal auditors. 

 The ASQ is the leading proponent of the quality movement in the United States. It has 
a wide range of publications, professional certifi cations, and separate divisions covering 
industries such as aerospace and pharmaceuticals as well as professional practices, such 
as the QAD. ASQ is very involved with the ISO quality standards, discussed in Chapter   33  , 
and its QAD is responsible for compliance audits against those ISO standards. 

 The QAD’s stated mission is “To support auditors and other stakeholders by defi ning 
and promoting auditing as a management tool to achieve continuous improvement, 
effective communication, and increased customer satisfaction.” Again, the use of just 
“auditor” causes some confusion regarding the roles of these quality auditors. In addi-
tion, the ASQ and its QAD recognizes and defi nes several activity levels of auditing: 

 ■ Self‐audits.  This is a quality audit preformed within the enterprise to review com-
pliance with ISO quality standards and the like. 

 ■     Second‐party audits.  Quality auditors often perform reviews to assess whether 
their suppliers or outside contractors are operating in compliance with some 
 specifi ed standards. A second‐party audit occurs when an enterprise’s own quality 
auditors visit a supplier to test their compliance with some standards. 
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 ■ Third‐party audits.  These are audits performed at the enterprise by an indepen-
dent organization, such as one of the ISO registrars, discussed in Chapter   33  , or 
an auditor from a government agency such as the Department of Labor’s Occupa-
tional Safety and Health Administration (OSHA) or the Federal Drug Administra-
tion (FDA).   

 As has been discussed, although the ASQ historically used the term  quality audi-
tors,  the ASQ just calls them  auditors  today. This is due to the ASQ broadening its own 
professional designations. Exhibit   31.1    describes the classifi cations of these ASQ   quality 
audits   showing both outside customers, who need quality audit assurances, and sup-
pliers. These areas of activity put quality auditors in a very different framework when 
compared to IIA internal auditors.  

 Quality audit terminology can be even more confusing because the ASQ designates 
its audit professionals as either internal or external auditors. An ASQ internal auditor 
reviews controls and standards within that auditor’s enterprise or employer, while an 
ASQ external auditor, in this context, performs third‐party reviews at other enterprises 
to establish such matters as ISO certifi cations as discussed in Chapter   33  . While a quality 
auditor may be a member of the IIA in addition to the ASQ, their designation of being 
an  external  quality auditor has no regular relationship with the  fi nancial  statement 
attest auditors, the American Institute of Certifi ed Public Accountants (AICPA) and its 
CPA designation. When we refer to just an internal auditor in this chapter, we mean the 
IIA‐heritage internal auditor that is the main focus throughout this book. 

    EXHIBIT   31.1    Classi� cations of Quality Audits 
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 While the IIA has its Certifi ed Internal Auditor (CIA) professional designation and 
the Information Systems Audit and Control Association (ISACA) has its Certifi ed Infor-
mation Systems Auditor (CISA), the ASQ also has the Certifi ed Quality Auditor (CQA) 
professional certifi cation. Chapter   29   outlines these more common internal audit pro-
fessional certifi cations. In addition to holding a CQA, a quality auditor may earn several 
quality audit specialty subdesignations, such as for hazard analysis or biomedical 
auditing, among others. These certifi cations require designated levels of work experi-
ence and successfully passing an examination. ASQ quality auditors are involved in 
similar professional activities and have standards similar to IIA internal auditors. In 
addition, the ASQ has a series of specialized national meetings and conferences for ASQ 
quality auditors.   

 31.2 ROLE OF THE QUALITY AUDITOR 

 ASQ procedures, standards, and quality auditing guidance materials are similar to 
the standards used by IIA internal auditors. Quality auditors follow many of the same 
general internal audit steps as IIA‐sponsored internal auditors in their procedures for 
developing programs, reporting fi ndings, and the like. ASQ quality auditors usually are 
not involved with common internal audit issues such as reviews of fi nancial internal 
controls, nor are they directly involved with audits covering many IT internal control 
areas. Quality auditors often follow published international industry standards such as 
ISO 9000, and their audits often tend to be much more quantitative and mathematical 
than the work of the typical IIA‐heritage internal auditor. The work of quality auditors 
is often closely aligned with the classic tools used by manufacturing production quality 
assurance specialists. 

 Quality audits include a set of terminologies that may be unfamiliar to many IIA‐
background internal auditors as well as the managers accustomed to working with 
them. For example, Exhibit   31.2    shows the hierarchy of quality audits, designated as 
Product, Process, and System audits based on their scope and objectives: 

 ■    A  product audit  is an assessment of a fi nal product or service and a review of its 
“fi tness for use” against stated requirements or specifi cations. In a manufacturing 
sense, a product audit would be performed on some item that has just passed its fi nal 
inspection and is ready for delivery to the customer. 

 ■    A  process audit  is the major type of audit performed by quality auditors. This 
is a review to verify conformance to standards, methods, procedures, or other 
requirements. 

 ■    A  systems audit  is not an IT‐related systems review but an audit that covers all 
aspects of a control system. This type of review is conducted to verify, through objec-
tive evidence, that all aspects of management systems and organizational plans are 
implemented to adequately meet identifi ed requirements.    

 ASQ defi ned quality audits are typically more analytical in their approaches than 
the usual IIA type of internal audit. Because many quality auditors have the mindset of 
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an engineering technician rather than an accountant, they tend to make greater use of 
analytical tools and techniques in their workpaper analyses and audit reports. Perhaps 
because many quality audits are performed in process and manufacturing environ-
ments, quality auditors are often much more production shop fl oor–oriented than the 
typical IIA‐heritage internal auditors. An explanation for this is that today a quality 
audit function often does not report to the CAE or the audit committee but typically has 
strong ties to production operations. 

 Quality audit tools and techniques are also often different from those used in IIA‐ 
heritage internal audits. An example might help explain such a typical quality auditor 
tool, technique, and quality audit approach. Exhibit   31.3    shows a Pareto chart, a common 
diagram used in quality‐related audit analyses. The idea of this common quality audit 
chart is to rank the types of errors or problems found by the auditor on the vertical axis, 
with the most severe problems listed fi rst. In this example, there were 62 cases of defect 1 
during the period reviewed. Similarly, there were 58 cases of defect 2, with increasingly 
fewer cases for the other defects. The numbers of cumulative defects are plotted on the 
vertical axis. The line goes from 62 to 120) for the second point and continues. The idea 
behind a Pareto chart is to see which defects require the most attention. The fewer than 
10 instances of defect 6 shown here should require less management attention. 

  While quality auditors have traditionally used tools such as   Pareto charts   to 
review quality defects and make recommendations, in recent years the worldwide 
movement to ISO 9000 quality standards, as discussed in Chapter   33  , has very much 

    EXHIBIT   31.2    Types of Quality Audits 
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    EXHIBIT   31.3    Pareto Chart Example

 Source:  Robert Moeller,  Brink’s Modern Internal Auditing,  6th ed. (Hoboken, NJ: John Wiley & 
Sons, 2005). Used with permission. 

changed the role of quality auditors. For example, section 8.2.2 of ISO 9001:2000, 
shown in Exhibit   31.4   , describes the requirements for internal audits of ISO standards. It 
also calls for management to conduct internal audits at planned intervals to determine 
whether the quality management system conforms to requirements of the standard and 
is effectively implemented and maintained. These standards also contain requirements 
for audit programs, management’s responsibility, and other matters. Similar audit 
requirements exist for other quality management system ISO standards. For example, 
section 6 of the ISO 27001:2000 standards is titled Internal Security Management Sys-
tems (ISMS) audits, and the ISO standard states, among other matters:  

 The organization shall conduct internal audits at planned intervals to deter-
mine whether the control objectives, controls, processes, and procedures of  
its ISMS: 
  a)  conform to the requirements of this International Standard and relevant 

legislation or regulations; 
  b)  conform to the identifi ed information security requirements; 
  c)  are effectively implemented and maintained; and 
  d)  perform as expected.   

 Again, this section of the standard has more substance, and the extracts shown 
in Exhibit 31.4  illustrate the requirements of audits for ISO standards. Any enterprise 
that is launching and seeking standards certifi cation must establish such a quality audit 
function. 
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 ASQ‐type quality audit functions are often organized more informally than IIA‐
trained internal audits with their board of directors’ audit committee reporting relation-
ships. The following sections will discuss this quality audit process. There is almost a 
disconnect today between quality auditors following ASQ standards and the IIA internal 
auditors following internal audit professional standards discussed in Chapter   9  . Over 
time, however, we would hope to see a greater level of convergence between these audit-
ing processes. 

 Quality auditors are often involved with tests for process improvement based on 
their fi ndings from an earlier review. To accomplish this continuous improvement, the 
data in a new review must be analyzed for trends and identifi cation of weaknesses. The 
quality auditor then compares results to goals and objectives, and analyzes process data 
to identify risks, ineffi ciencies, opportunities for improvement, and negative trends. 
The results may be recommendations for changes in procedures, or in other elements 
of the process, such as improvements in acceptance criteria or methods of monitoring. 
Recommended changes in equipment or technology issues may also be among the qual-
ity auditor’s recommendations for continual improvement. In many respects, quality 
auditors recommend more signifi cant changes to the improvement cycle than has been 
the case with internal auditors.   

 31.3 PERFORMING ASQ QUALITY AUDITS 

 Traditional internal auditing standards are well recognized among many professionals. 
The IIA’s  International Standards for the Professional Practice of Internal Auditing,  discussed 
in Chapter   9  , provide a good overview of those standards and the overall professional of 
internal auditing. The ASQ‐sponsored practice of quality auditing brings a somewhat 
different perspective to auditing. Although it has its roots in earlier quality assurance 
and industrial engineering processes, quality auditing is particularly important for 
measuring compliance to the ISO standards, and there are both internal and external 
components to this auditing practice. 

 ASQ‐driven audits—quality audits—are somewhat different. They are reviews per-
formed to assess regulatory compliance rules or to meet requirements for ISO standards 
registration and certifi cation. They are also important because they are a key feedback 
loop in an enterprise’s quality system to keep management informed about compliance 

 EXHIBIT 31.4     ISO 9000 Standards Example: 8.2.2 on Internal Auditing  

The organization must conduct periodic internal audits to determine if the QMS conforms to 
ISO 9001, and has been effectively implemented and maintained. Audit program planning must 
take into consideration the status and importance of activities and areas to be audited, and the 
results of previous audits. The audit procedure, scope, frequency and methodologies must be 
de� ned. These audits must be performed by personnel other than those who performed the 
activity being audited. Timely corrective action must be taken on de� ciencies found during 
these audits, with follow‐up actions including veri� cation of corrective action implementation 
and reporting veri� cation results.
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with their documented systems procedures. As discussed, quality audits composed of a 
number of different audits, including internal or self‐audits and then second‐ or third‐
party audits. Under these rules, a quality audit may be performed, as a self‐audit, by 
persons very close to the actual process operations. Quality audits are typically not 
performed by a separate internal audit department but by persons in the enterprise who 
can demonstrate a level of objectivity.

Quality audits often take place in the ISO standards environment where an enter-
prise must check that its suppliers and others are in compliance with certain standards. 
Second‐party audits occur when an enterprise performs a quality audit on one of its 
suppliers. A third‐party audit happens when an outside registrar or a regulatory agency, 
such as OSHA or the FDA, performs an independent review. The concept here is that 
an enterprise must determine that its suppliers are in compliance with some standard 
through a second‐party review. However, in order to show to others that it is in compli-
ance with a standard such as ISO 90001, an enterprise must contract with a certified 
independent registrar to certify that compliance.

Many quality auditing processes are based on the principles first established by 
Frederick Deming in Japan a long time ago in the years following World War II. We have 
discussed how the originator of  these editions, Victor Brink, launched internal auditing 
in the years following the war; meanwhile, Deming worked as a consultant in the mas-
sively damaged postwar Japan with an objective to help repair and rebuild the country’s 
shattered manufacturing resources. Deming introduced many quality management 
techniques that were initially ignored by traditional U.S. manufacturers such as General 
Motors, but those same Deming‐led techniques led to very high‐quality and innovative 
Japanese products at that time, such as the offerings of  Toyota and Sony.

Although it appears very simple in its thought process, a basic concept in Deming’s 
work and a component of quality auditing activities is his Plan‐Do‐Check‐Act (PDCA) 
cycle. Illustrated in Exhibit 31.5, this is a continuous improvement cycle where a team 
of quality auditors, among others, would work to improve processes. They would use 
the PDCA cycle to review a process by following the steps:

 1. Plan. What are the objectives of a quality audit team? What changes are desirable 
and what data are needed? What types of tests are needed? How will operations be 
observed? Plan tests as appropriate.

 2. Do. Execute the planned tests.
 3. Check. Observe the results of the tests to develop preliminary conclusions.
 4. Act. Study all test results to assess what was learned and what can be pre-

dicted from the exercise. Based on these results, determine areas for process 
 improvements.

 5. Repeat steps while gaining more knowledge.

This is a simple procedure for process improvement but is quite different from the 
traditional internal audit steps discussed in Chapter 8. The quality audit process is one 
of process improvement. Quality auditors do not just review an area and then report 
results through a formal audit report. Rather, they look at some area, evaluate their 
findings, and seek to return and improve the process.
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    EXHIBIT   31.5    Deming PDCA Cycle 

4. ACT 1. PLAN

3. CHECK 2. DO

 ASQ quality audits are often much more extensive than traditional IIA‐heritage 
internal audits. Quality auditors are often interested in compliance with applicable 
standards with objectives to: 

 ■    Verify that the implemented system is working 
 ■    Verify that supporting training programs are cost‐effective 
 ■    Identify people or groups not following procedures 
 ■    Provide evidence to management and others that processes are working as 

 documented   

 While the quality audit process follows steps that are similar to IIA‐heritage inter-
nal audits, they are not supported by the same level of detailed internal audit standards 
found with the IIA‐heritage standards as discussed in Chapter   9  . Quality audits are not 
required to follow that same level of standards for performing their reviews. In contrast, 
the quality auditing process is often much more analytical than IIA‐heritage inter-
nal audits. The Pareto chart in Exhibit   31.3   is an example of a typical procedure that 
quality auditors might use to develop their audit fi ndings. A typical quality audit often 
emphasizes statistical analysis and analytical techniques. The difference, perhaps, is 
that these audits often cover manufacturing and production operations where there is 
a great emphasis on technical procedures. 

 The process of launching and performing a quality internal audit, however, is very 
similar to IIA‐heritage internal audits. Quality auditors start with developing an audit 
plan, then the development of audit procedures, and fi nally the concluding audit report 
and steps to achieve corrective actions. Exhibit   31.6    outlines these quality audit process 
steps. They are very similar to many familiar with a typical IIA internal audit or even 
some fi nancial audit standards. Perhaps a major difference is that quality auditors are 
much more involved with correcting audit fi ndings and launching corrective actions ini-
tiatives than many IIA-heritage internal auditors. In contrast to the IIA IPPF standards 
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 EXHIBIT 31.6     Quality Audit Process Steps  

 ■      Preaudit Activities  
  1.   Preparation for audit—establish audit objectives  
  2.   Planning for all audit activities    

 ■     The On‐Site Audit  
  1.   Opening meeting—meet with auditee and outline planned procedures  
  2.   The Audit—activation will depend on the nature of the review  
  3.   Closing Meeting—discuss � ndings and present draft report at end of � eldwork review    

 ■     Post‐Audit Activities  
  1.   The Audit Report—report on � ndings and recommendations  
  2.   Management Review—discuss audit results with all levels of management  
  3.   Corrective Actions—negotiate plan to correct audit � ndings  
  4.   Follow‐up/corrective action audits.     

discussed in Chapter   9  , quality auditors often have roles as the assessor of control weak-
nesses and as a consultant to help with implementing corrective actions.  

 As enterprise compliance with a growing number of ISO standards becomes more 
important, we will almost certainly see the role of the quality auditor moving more to 
an enterprise’s front offi ce. Audit committees and their management will increasingly 
understand that there are many common needs for both ASQ‐trained quality auditors 
and IIA‐trained internal auditors. We will almost certainly see these two professional 
groups move closer together in future years. 

 Although the IIA and the ASQ often had few professional contacts and little in com-
mon in the past, there should be an evolving level of integration today with IIA internal 
auditing and ASQ quality auditing. The term  quality auditing  is going away and the ASQ 
replaced it with just  auditing  in more recent ASQ publications and in some ISO standards. 
The terminology used in both IIA and ISO standards is becoming increasingly consistent 
with revisions to each in recent years. ISO has defi ned an audit as a “systematic, inde-
pendent and documented process for obtaining audit evidence and evaluating it objec-
tively to determine the extent to which audit criteria are fulfi lled.” The IIA’s defi nition 
of internal auditing, discussed in Chapter   8  , contains some quality‐related words such 
as assurance, adding value, risk management, systematic, disciplined, control, and process 
orientation. There appears to be some integration of quality auditing and internal audit-
ing terminology into a generic assessment and business process improvement model. 

 There will probably be a growing convergence of internal auditing and quality 
auditing over the next few years. An increasing number of enterprises worldwide are 
seeking ISO registrations, and ISO 9000 standards are becoming more process‐
oriented, customer‐focused, and business‐driven. An ISO 9000–registered company 
must be able to demonstrate its quality system effectiveness. 

 In some enterprises today, the chief audit executive (CAE) may also have been 
involved with an enterprise’s quality audit function on at least at a courtesy level. In 
the future, internal audit functions will almost certainly become more acquainted 
with their quality audit functions and should give consideration to sharing resources. 
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Although their historical roots are different, both audit functions should become 
involved with value‐added audit functions for the enterprise. If there are separate qual-
ity and internal audit functions in an enterprise, IIA‐heritage internal auditors should 
develop a greater understanding of quality audit procedures, and the two audit groups 
should build some regular and ongoing communication links. While each type of auditor 
has different approaches and objectives, there may be some value to sharing ideas and 
even doing some joint review work.   

 31.4 QUALITY ASSURANCE REVIEWS OF THE INTERNAL 
AUDIT FUNCTION 

 Internal auditors have a special role in their service to the management of the modern 
enterprise. As has been described in many chapters of this book, internal auditors will 
visit a unit or component of an enterprise, review its controls, and make recommenda-
tions for improvements. The IIA‐oriented modern internal auditor uses the  International 
Standards for the Professional Practice of Internal Auditing,  described in Chapter   9  , as well 
as the supporting practices and procedures discussed throughout this book. Other mem-
bers of the enterprise, and potential auditees, should have a basic understanding that 
internal audit will be following good practices when it performs its reviews. However, 
beyond a high‐level review of internal audit activities by their external auditors, no one 
regularly audits the internal auditors to see if they are following both good practices 
and their own professional standards. 

 The effective modern internal audit function should look at itself  from time to 
time to determine if  all of  its own components are following good internal audit prac-
tices and procedures. This is best accomplished if  internal audit goes through an 
audit‐the‐auditors type of  quality review over its own functions. The  International 
Standards for the Professional Practice of  Internal Auditing  refer to what are called  qual-
ity assurance reviews . IIA Standard 560 calls for the CAE “to establish and maintain 
a quality assurance program” to appraise the quality of  the audit work performed 
through ongoing supervisory reviews, reviews by internal audit of  its own work, 
and reviews by external parties. Chapter   12   discussed the concept of  internal audi-
tor control self‐assessments where internal audit will review its activities on a more 
informal basis. 

 In addition, and perhaps even more important, the IIA’s Standard 1312 requires that 
“External assessments must be conducted at least once every fi ve years by a qualifi ed, 
independent reviewer or review team from outside the organization.” Further, the CAE 
must discuss with the board whether there is a need for more frequent external assess-
ments as well as the qualifi cations and independence of  the external reviewer or review 
team, including any potential confl ict of  interest. 

 IIA Standard 312 says that in addition to its own internal quality assurance review 
function, internal audit must arrange for another independent internal audit entity or 
contract with an outside provider to assess the overall quality of their internal audit 
function. This is a key requirement for all internal audit departments. 
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Going beyond those control self‐assessments, internal audit quality assurance reviews 
are a special type of audit review—more than a normal management assessment of 
operations or an external auditor service organization’s review. While the ASQ quality 
audit process calls for three levels of review, this section primarily focuses on internal 
audit quality assurance reviews performed by normal internal audit operations, including 
members of other enterprises or even a specialized department within internal audit. 
These reviews allow an internal audit function to assess the quality of its own pro-
cedures and its compliance with internal audit International Professional Practices 
Framework standards. This section describes the elements that should be included in an 
internal audit quality assurance program and describes how internal audit can establish 
a program to perform these reviews.

Benefits of an Internal Audit Quality Assurance Review

Internal audit departments are sometimes viewed as operating outside of other main-
stream enterprise functions. Internal audit reports to the audit committee with close ties 
with very senior levels of management, and has contact with all other functions in the 
enterprise through its operational and financial reviews. However, as a very specialized 
function, internal audit is not always considered when other enterprise performance 
measurement policies and procedures are established. This is not to suggest that inter-
nal audit is ignored. However, a new enterprise program of employee incentive pay, 
a major quality assurance initiative, or some other employee benefit does not always 
consider the unique aspects of the internal audit function when designing the program. 
These programs are often focused on the enterprise’s main functions, whether they are 
manufacturing, distribution, or financial.

As a key function in the enterprise, however, internal audit needs a way to measure 
itself and to establish incentives to do a better job. This is one of the real benefits of an 
internal audit quality assurance review. While internal audit itself is the prime benefi-
ciary of these reviews, other stakeholders in an enterprise also benefit from a strong 
program of internal audit quality assurance reviews. These reviews allow internal audit 
to demonstrate to management that it is doing a good job or taking corrective action 
to improve if necessary. Other parties, such as regulatory agencies, also may benefit 
from these reviews, which provide a basis to better utilize the work of the internal audit 
department.

The main beneficiary of any internal audit quality assurance review program 
should be internal audit itself. As highlighted in Chapter 1, internal audit operates 
somewhat differently from many other functions in a typical enterprise and cannot 
measure itself by such common measures of success as sales, production, or adminis-
trative efficiencies. An external reviewer who understands the internal audit process 
and who has had exposure to other enterprises can review internal audit operations 
with the perspective both of internal audit’s compliance with professional standards 
and of how its operations compare with other similar internal audit enterprises. A 
review of compliance with internal audit standards also is valuable. While an inter-
nal audit function should have a program in place to follow these standards in all of 
its own auditing activities, compliance with one or another specific standard may 
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slip through inattention or just the pressure of completing audit projects. A qual-
ity assurance review will allow an outside assessment of day‐to‐day internal audit 
activities to evaluate how good a given internal audit function is doing in complying 
with internal audit standards. This can be a valuable benefit to the modern internal 
audit function.

The other area where internal audit can benefit from an internal quality assurance 
review is from the reviewer’s comparison with other internal audit enterprises. Internal 
audit management does not always know how well it compares to other internal audit 
functions in terms of such things as its use of audit automation, efficiency in performing 
audit tests, or travel policies. CAEs can gather some of this information through their 
professional contacts at IIA meetings or other personal or professional contacts. How-
ever, these contacts do not always provide the same level of objectivity that would be 
found through the work of an independent reviewer who looked at several internal audit 
enterprises. Even though one‐on‐one contacts are valuable, there can be a tendency for 
professional peers in different enterprises to gloss over some faults or weaknesses when 
comparing their relative activities.

Internal audit quality assurance reviews, performed by either outside parties or 
by an independent reviewer in a larger internal audit department, can add signifi-
cant value to the internal audit enterprise. The review should point to areas in the 
organization where some internal audits had been performed in a manner not fully 
in compliance with standards or where efficiencies could have been achieved by using 
different audit procedures. For example, the sample size selection approach used in a 
given audit may have been way too large. Although the audit’s results were correct, 
a smaller sample might have produced the same audit conclusions but with greater 
efficiency and less cost. As a result of such quality assurance reviews, internal audit 
management may be able to take the recommendations and improve its own overall 
operations.

Several levels of management, ranging from the managers directly responsible for 
internal audit areas reviewed to the audit committee, can all be beneficiaries of internal 
audit quality assurance reviews. Although an internal audit team should certainly not 
show its latest quality assurance review report to the auditee management of the next 
audit project, the findings of a good program of quality assurance reviews should result 
in better and more efficient audits. All members of enterprise management—and man-
agers directly responsible for units audited, in particular—will benefit from an efficient 
and effective internal audit function. A program of quality assurance reviews should 
help to ensure ongoing audit efficiency and affectivity.

The audit committee and senior management should realize even greater benefits 
from a strong program of internal audit quality assurance reviews. As has been dis-
cussed throughout this book, internal audit is a strong component in the system of 
internal controls. Senior management and the audit committee should understand the 
overall principles of internal control, but may not always fully understand the workings 
of the internal audit function. By sharing the summarized results of an internal audit 
quality assurance review with various levels of senior management, management will 
have a greater confidence in the quality of the reviews performed. This is a major benefit 
to the overall enterprise.
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Elements of an Internal Audit Quality Assurance Review

An internal audit quality assurance review is a formal process similar to many of the 
internal audit procedures outlined in other chapters. The review should be properly 
planned, follow a formal plan or audit program, and be performed by qualified reviewers 
who can exhibit an appropriate level of independence. Whether performed by a special 
unit of internal audit charged with performing such reviews or by an outside consultant, 
the review should follow the same standards of independence and objectivity found in 
any internal audit. The only significant difference here is that the quality assurance 
review will focus its efforts on internal audit procedures. The establishment of these 
requirements is an important first step necessary to launch an internal audit quality‐
review function. Although management may want to vary the content of any review 
to reflect local concerns within an enterprise and its internal audit function, the review 
should concentrate on the internal audit’s compliance with IIA international standards, 
and any quality assurance review should assess compliance with the principles outlined 
in those standards.

The specific details of how the quality of internal audit operations will be measured 
depend on many factors, including the size of the internal audit department, directions 
by the audit committee and senior management specifying more emphasis on one area 
over another, and other factors. Nevertheless, all internal audit activities should be mea-
sured against compliance with these IIA standards.

A quality assurance review is usually initiated through a detailed review of compli-
ance with internal audit procedures. This would include such matters as an evaluation 
of the risk assessment planning process, reviews of other planning documents, staff 
assignment procedures, a review of selected workpapers and reports used in actual 
audits, and all other planning and administrative materials used by internal audit in 
the course of performing its audit assignments. The purpose of this review approach is 
to measure the overall quality of internal audit’s own procedures. While the specific 
procedures to be performed will vary with the size and activities of the internal audit 
department, Exhibit 31.7 outlines the general procedures to be performed in an internal 
audit quality assurance review. In addition to reviewing workpapers and administra-
tive procedures, the quality assurance review should focus on the auditees who either 
request reviews or have had reviews performed in their areas. An internal audit func-
tion contributes little to the quality of procedures in the overall enterprise if auditee 
management has serious concerns about the nature of the work performed, including 
the appropriateness of the audit conclusions reached and how those conclusions were 
communicated to management. The idea is not to determine that a representative group 
of auditees necessarily like the internal auditors who performed one or another review 
in their area but to assess whether the reviews were performed in an appropriately 
professional manner.

As a result of these review procedures and auditee surveys, the quality assur-
ance reviewer should summarize the results and prepare a report for the CAE. Based 
on these report recommendations, a plan for improvement or corrective action should 
be established. In some cases, if the reviewers found that certain completed audits did 
not follow good internal audit procedures, a program of ongoing review or corrective 
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    EXHIBIT   31.7    Internal Audit Quality Assurance Review Procedures 

 1. De� ne the areas to be included in the internal audit Quality Assurance (QA) review—
whether the entire function or just a separate component of internal audit, such as a 
separate division or geographic area.

 2. De� ne the time period for the audits to be included in the QA review—whether from the 
conclusion of the last QA review or for the 12-month period prior to the announcement of 
the audit.

 3. Determine who will be performing the QA internal audit review and ascertain that the 
reviewer understands both IIA standards and supporting internal audit department 
procedures.

 4. If internal audit has not had such a quality-assurance review within the last 24 months, take 
steps to assure that both members of the internal audit staff and management understand 
the purpose and nature of the QA review.

 5. If the QA review team plans to survey or interview auditees outside the internal audit 
department, make some preliminary plans to inform all affected persons.

 6. Based on internal audits completed and in-process, develop a general strategy for the 
number and types of audits to be selected for review. If special knowledge areas are to be 
included, such as IT security or wireless networks, determine that appropriate resources 
have been allocated.

 7. Decide if the QA review will be on a top-level basis, checking for compliance to general 
standards or planned to include detailed reviews of selected audits, including workpaper 
reference checks or reperformance of tests.

 8. If problems are encountered in the course of the planned QA review, such as audits 
requiring a more detailed review, procedures should be prepared to evaluate the QA 
review’s scope or schedule.

 9. Develop a general procedure for the format and nature of the QA � nal audit report.
 10. Develop a strategy for reporting the results of the QA review to other members of the 

internal audit department and to selected members of senior management.

action should be established. If the quality assurance review points out the need for such 
improvements as increased continuing education, a plan for corrective action should 
be established. 

 Although a CAE should see the value of a quality assurance review, an indepen-
dent party is often needed to perform the review. This is often fairly easy in a large, 
multiunit internal audit department where a team of centralized corporate internal 
auditors as well as others from differing divisional units can perform quality assurance 
reviews of other divisional units. Although there is always the possibility of jealousies 
and nonobjective appraisals, an in‐house quality review, if properly managed, can be 
performed inexpensively as well as effectively and effi ciently. For larger internal audit 
departments, in‐house resources can even be devoted to performing periodic quality 
assurance reviews. 

 Many internal audit departments, however, are either not large enough to perform a 
separate quality assurance review or may face other challenges that prevent them from 
having members of their enterprise perform quality assurance reviews. A fi ve‐person 
internal audit group, for example, cannot realistically conduct an independent quality 
assurance review with one member of the staff reviewing the other four. Internal audit 
management has two options here. It can develop a self‐assessment type of review and 



732 ◾ Quality Assurance Auditing and ASQ Standards 

c31 732 17 November 2015 5:55 PM

have all members of the smaller staff evaluate themselves, or it can contract with an 
outside party to perform the review.

The options available for outside parties to perform a quality assurance review 
include public accounting firms, consultants who specialize in such reviews, or inter-
nal auditors from other enterprises. As another option, the IIA has a review program 
where it will schedule a team of professionals to perform the review. In addition to very 
small internal audit groups, some large internal audit functions may find these out-
side source review approaches to be attractive. An internal audit self‐assessment of its 
quality procedures can take the form of the control self‐assessment reviews discussed 
in Chapter 12.

A large internal audit enterprise can perform quality assurance reviews using 
designated members of the department. In many respects, an internal auditor who is 
familiar with the enterprise, its procedures, and the industry—but also understands 
general internal audit procedures—is often the best, most qualified person to review 
internal audit operations. Just as internal audit performs a review of another function, 
such as the purchasing department, the purchasing department could review itself by 
assigning certain people from its organization to perform this task. However, unless the 
purchasing department has experience performing such self‐assessments, the results 
of its review could be viewed as self‐serving. Internal audit has an advantage over a 
function such as purchasing, because internal audit regularly exhibits its independence 
through its standards and other review activities. A large internal audit function can 
perform its own effective quality assurance reviews if it can demonstrate to others, both 
inside and outside of internal audit, that it is acting as an independent party.

Large internal audit functions can also establish effective quality‐review programs 
internally by designating certain members of the enterprise the responsibility to per-
form quality assurance reviews throughout the department. The internal audit function 
must be large enough to allow one auditor, or a small specialized group of auditors, to 
perform the quality assurance reviews separate from normal audit activities. In a large 
internal audit department, there may be enough activity to justify a full‐time quality 
assurance function. In addition to the reviews, it could perform other activities such as 
developing audit procedures. This internal‐review arrangement will not work if mem-
bers of the regular audit staff are often pulled from the normal schedule and asked to 
review their peers.

Although internal auditors have standards that require them to act independently, 
quality reviews of themselves can be viewed by some as either self‐serving exercises or 
as programs to “get” one or another person in the audit department. As mentioned, the 
reviews are best performed by an independent function within the internal audit func-
tion and should otherwise follow normal internal audit procedures. That is, the internal 
audit quality assurance function would schedule each of its reviews in the same manner 
as internal audit plans and schedules a normal audit. Once the review is completed, the 
manager responsible for the unit reviewed would respond to the audit report as would 
any other auditee. Copies of the final report would go to the director of internal audit, 
who could take further action as necessary.

This is a particularly effective way to organize internal audit quality assurance 
reviews when the audit functions are distributed throughout the enterprise. An outside 
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quality assurance reviewer would probably not get to all of the geographically remote 
units in the course of a single review, but an in‐house set of quality assurance reviewers 
could. 

Self‐assessment reviews  , as discussed in Chapter   10  , are often the most realistic way 
for a very small internal audit function, perhaps with fewer than 10 members, to review 
its own operations. The staff might postpone normal scheduled audits and block out time 
to perform the self‐assessment review. Time could be allocated for this type of review 
when the staff was not otherwise busy with scheduled audits. 

 A self‐assessment review by the same internal audit staff responsible for normal 
audit procedures too often appears as if the auditees are auditing themselves. However, 
this is often the only way to review the quality of internal audit procedures in a small 
enterprise. Budget limitations usually prevent hiring outsiders to perform the review, 
and a small audit department could not justify the extra people resources. Members of 
the staff would be asked to step back and review all of the procedures performed in the 
course of a series of audits, including planning, workpaper documentation, audit report 
content, and a variety of other matters. 

 Rather than writing a report about itself, as is often done when people outside of 
normal internal audit operations perform this type of quality assurance review, fi nd-
ings from the self‐assessment review are often shared through a series of introspective 
review meetings. Here, internal audit management and all parties involved would take 
steps to improve operations based on the self‐assessment review fi ndings. For a small 
internal audit enterprise, self‐assessment is usually a cost‐effective way to measure 
quality assurance. People are often their own best critics.    

 31.5 LAUNCHING THE INTERNAL AUDIT QUALITY 
ASSURANCE REVIEW 

 The CAE should take the lead in launching an internal audit quality review program 
if a formal quality assurance function is not already in place. While it does not mat-
ter who starts the review, the internal audit staff will recognize the importance of 
the CAE initiating the process. If the outside auditors, for example, suggest such a 
review to members of the audit committee, all parties will ask the underlying question 
“What’s wrong with internal audit?” But if internal audit itself initiates the process, 
it will have much greater fl exibility to suggest the most appropriate parties to per-
form the review. When an enterprise’s external auditors propose an internal audit 
quality assurance review, the implication is that they will probably be contracted to 
do the work. 

 Internal audit may initiate a quality review of its own processes and procedures 
by proposing the review as part of the annual budgeting and planning process. A basic 
program can be outlined and resources allocated for either creating a separate quality 
assurance review function in the enterprise or contracting the review process to an 
outside provider. If such a process is not already in place, the CAE should think of this 
not as a one‐time process but as a continuing mechanism to assess the quality of overall 
internal audit performance. 
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While any outside contractors should clearly be made to understand that they do 
not have annuity rights for these reviews once they receive the first assignment, inter-
nal audit should think of this quality assurance review process as an ongoing program 
rather than a one‐time review. When a CAE proposes a program of internal audit quality 
assurance reviews to the audit committee and senior management, there may be mixed 
messages received in return.

If the work is planned to be performed by a specialized in‐house group, the question 
may be asked why existing internal audit staff cannot be pulled off other audit work to 
perform the reviews. The CAE needs to emphasize the importance of performing these 
reviews independently and in a manner that will not limit other planned audit activities. 
If the review is planned to be performed by an outside consulting firm specializing in 
such reviews, internal audit may have to explain why they would be preferable to the 
outside auditors. In either case, the CAE may find that convincing management of the 
need for the reviews and the approach to be used will require some “selling.”

An internal audit quality assurance review process will be readily accepted by man-
agement if internal audit presents a good plan to perform these reviews on an ongoing 
basis, if the reviews will allow auditees to provide some inputs regarding their impres-
sions of the overall internal audit process, and if the quality assurance review process 
points to an improved internal audit function in the enterprise. In addition to selling 
management on the need for such a quality assurance function, internal audit manage-
ment should inform all of the internal audit staff of the plans to form the function. Care 
should always be taken to emphasize that the reviews are not intended to be a witch 
hunt but are designed to improve the overall quality of all audits performed. Properly 
explained, the process should be enthusiastically accepted by members of the internal 
audit staff.

Although an overall plan of performing quality assurance reviews over a period of 
time is needed, established procedures are necessary to perform a single, comprehensive 
review of an internal audit function. The necessary steps are to establish the objectives 
of a given review, to understand internal audit staff procedures, to survey or interview 
a selected group of auditees, and to report the results of the review to management and 
other interested parties. The quality assurance review process will often be performed 
by a specialized, independent group within internal audit. A section following discusses 
self‐assessment reviews directly performed by members of internal audit on their own 
audit activities. These self‐assessment reviews are particularly appropriate for a small 
enterprise.

Quality Assurance Review Approaches

An internal audit function launching a quality assurance review program needs to 
make some basic planning and organization‐level decisions. In addition to deciding 
who will be performing the reviews, internal audit management also must decide on the 
scope, depth, and breadth of the reviews to be performed. Scope here implies the amount 
of detail to be included in any review. Should the review include primarily internal audit 
administrative procedures or should it extend to detailed reviews of such areas as IT 
audit practices or audit sampling approaches? Depth here refers to the amount of detail 
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to be included in the quality assurance review of any area. With an extended scope, the 
quality assurance reviews might go down into the detailed audit procedures performed 
in each audit reviewed. It is one matter to determine that a selected audit project to be 
reviewed has a planning memo, a set of workpapers, and an audit report on file. In an 
extended scope review, the quality assurance reviewers might examine the audit pro-
cedures performed for each audit selected for the review. This might include a detailed 
review of workpapers and even the reperformance of some tests. Breadth, as used here, 
refers to the number of units to be included in any quality assurance review. Should 
the quality assurance review be just restricted to the large centralized internal audit 
function at headquarters or should it extend to remote units? In other large  enterprises, 
the geographically remote units may be subject to quality assurance reviews but head-
quarters will not. In yet other instances, internal audit management will review only 
domestic units and not go overseas or will review one operating division but not others. 
Auditees may or may not be surveyed depending on the review approach selected.

Decisions should be made as to the frequency of planned quality assurance 
reviews. In a large, geographically dispersed enterprise, a quality assurance func-
tion will probably not be able to review every internal audit unit every year. The 
selection of who to review, and how often, should depend on the criticality of the 
internal audit function reviewed. The same risk assessment techniques introduced 
in Chapter 7 can be useful in helping internal audit management decide which areas 
are to be included as part of annual quality assurance review plans. If a given area 
was subjected to an earlier quality assurance review and areas in need of corrective 
action were identified, the quality assurance review function may want to schedule 
an additional follow‐up review in that area. Even if an outside consultant is used to 
perform its quality assurance reviews, internal audit management should take a major 
role in deciding on the scope, depth, and breadth of the quality assurance reviews to 
be performed by the quality assurance reviewers over a specified, often a one‐year 
time period. Internal audit management should take the lead in specifying the types of 
reviews to be performed as well as the expected outputs from those reviews. Sometimes 
outside reviewers will have a tendency to do the work according to their own agenda. 
Management should make it known that the CAE is responsible for getting the quality 
assurance review approach subject to risk‐analysis studies and various other inputs 
from enterprise management.

While these comments have assumed that the CAE will have a strong input into 
the quality assurance review process, the role of that same CAE in administering  
and reviewing internal audits should also be considered within the scope of any 
reviews of overall quality assurance procedures. For example, if internal audit stan-
dards call for the CAE to sign the engagement memo and if the CAE ignores this 
duty, the quality assurance review should highlight this discrepancy. This scope 
allows the review to assess the overall quality of performance by the entire internal 
audit function.

The CAE should assure the quality team performing the work that it has an obli-
gation to effectively assess the overall quality of the internal audit function. Once the 
reviews have been selected, an approach established, and a plan developed, senior inter-
nal audit management should inform all members of the internal audit function of these 
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quality assurance review plans. For a large internal audit function with multiple units, 
that communication could be a formal memo announcing the review plans and the 
need for cooperation. A sample memo is shown as Exhibit   31.8   . A similar note should be 
directed to auditee groups that may be asked to participate in interviews or surveys. All 
parties need to be informed of the objectives of the quality assurance review program. 
Even if internal audit has an ongoing review program, a similar notice will remind 
internal audit team members that this review program is starting another new, often 
annual cycle.    

 Quality Assurance Internal Audit Review Functions: An Example 

 This section describes how an example internal audit quality assurance review might 
be performed by internal auditors scheduled to review an internal audit department at 
a separate, semi‐independent division of the enterprise. The unit to be reviewed is called 
Axylotl Specialties, an independent unit that is 75% owned by the headquarters com-
pany, with the remaining 25% held by outside investors. Assume Axylotl Specialties’ 
internal audit function ultimately reports to the headquarters’ CAE but does not have 
day‐to‐day audit project‐related contact with the headquarters audit staff. As with many 
decentralized enterprises, the Axylotl Specialties internal audit function has been asked 
to follow general guidance from headquarters but has the freedom to establish some of 
its own local procedures based on the unique audit risks found in their business unit. 
In addition, Axylotl Specialties has its own audit committee. 

    EXHIBIT   31.8    Quality Review Engagement Memo 

Corporate Internal Audit

To: XYZ Division Internal Audit Staff
From: Tom Goodguy, Quality Assurance Manager
Subject: Quality Assurance Review

As part of our established internal audit procedures, the internal audit quality assurance group 
periodically selects areas for review to assess compliance with audit department and general 
internal audit standards. Since we have not performed a review in your area for over two years, 
the XYZ Division internal audit function has been selected for a quality assurance review starting 
May xx, 20xx. I will be directly managing this review and will be assisted by two staff members.

Please send me a current schedule for internal audits completed over the past year as well as a 
copy of your current annual audit plan. We will select two audits completed in this period and 
will request to see the workpapers in advance.

We plan to arrive at the XYZ Division internal audit of� ce on the morning of May xx and would 
like to meet with your team at that time. We expect that our � eldwork will require no more than 
two weeks, at which time we will arrange to meet with the XYZ Division Internal Audit team to 
discuss our initial � ndings and recommendations.

Thank you for your cooperation and please contact me if you have any questions.

 Tom Goodguy
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This quality assurance example review will follow the general procedures outlined 
in Exhibit 31.7 and assumes that the headquarters review team has had little direct con-
tact with Axylotl Specialties. While this example assumes that the group to be reviewed 
is an independent unit of the parent corporation, these same basic procedures can be 
used by a variety of different reviewers and for varying internal audit units.

As part of its quality assurance review preliminary planning, the internal audit 
quality assurance review team should follow some of the same procedures here that it 
would use when performing a normal internal audit, as has been described in previous 
chapters of this book. These might include:

 ■ Announce the planned quality assurance review. The review should be 
announced to all impacted members of the internal audit staff. Audit staff members 
might be offended if they do not know about the planned review and its objectives. 
The review announcement should contain a strong message that the purpose of 
the review is not to “get” anyone on the internal audit staff but to help the overall 
internal audit organization to become more efficient and effective.

 ■ Assign resources to perform the review. Concurrent with or even prior to 
announcing the review, decisions need to be made regarding who is to perform 
the work. If it is performed by an outside provider, objectives and review schedules 
should be defined. An internal audit quality assurance review should have desig-
nated persons who will be performing the work and who will not be distracted by 
other projects.

 ■ Meet with internal audit management. In a larger internal audit group, the 
CAE is often responsible for initiating the review by scheduling it with the special-
ized function within internal audit that will perform the work or by contracting 
with an outside provider. Other members of the internal audit management team 
may not have much knowledge about the planned review. Before starting the actual 
work, the review team should meet with appropriate members of audit management 
to advise them of its review approach and to discuss any special considerations that 
might impact them. For example, the quality assurance team may schedule a review 
at a separate, divisional internal audit function. Local internal audit management 
may explain some special considerations that might suggest that the reviewers 
avoid looking at one or another area. If the request is reasonable, the quality assur-
ance team should honor it, documenting that decision.

 ■ Meet with other members of management. Enterprise management should nor-
mally be quite aware of their internal auditors’ work products through their presence 
in various operational areas or through audit reports, but they may not be aware of 
the objectives of an internal quality assurance review. This is the time for the review 
team leaders to meet with appropriate members of local management to explain their 
review objectives. The review team should also request some input from management 
regarding any of their concerns about the performance of internal audit. For example, 
management may feel that certain audit reports took far too long to issue or that some 
members of the audit enterprise have not been acting in a professional manner. This 
type of input may point the review team to an examination of completion times for 
those audits mentioned or a review of training records for the audit staff.
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 After completing these fi rst steps, the internal audit quality assurance team should 
be ready to perform the actual review. Assuming that it has established a starting audit 
program, it may want to modify the scope and extent of its planned review based on 
these inputs. If a branch unit audit manager has indicated a very critical audit is in 
process during the time of the review, the review team may want to avoid that review 
area so as to not disrupt other internal audit operations. 

 Effective internal audit review procedures are very important. An internal audit 
quality assurance review is an independent assessment of the audit department’s per-
formance in compliance with internal audit professional and departmental standards. 
There is no single approach that applies to all internal audit departments and reviews. 
Generally, a review will investigate internal audit procedures and enterprise stan-
dards and then will focus on individual completed audits to determine if the standards 
have been followed. Exhibit   31.9    describes some of the major review steps for a quality 

    EXHIBIT   31.9    Review Steps for a Quality Assurance Review of Internal Audit 

 1. Review internal audit department approved procedures to determine if adequate emphasis 
is devoted to accuracy and quality issues; summarize any areas for potential improvements.

 2.  Review the current and most recent past year of the completed audit plan:
a. Assess reasons for any audits never launched or still in progress.
b. Review the hours recorded for completed audits and compare to original plans; 

determine and document reasons for any major plan variances.
c. Review the extent of special, unplanned audit performed and assess both their 

supporting documentation and reasonableness.
 3. For the current period and the past two years, review the risk analysis and audit planning 

process. Assess whether appropriate attention was given to relative risks in all scheduled audits.
 4. Select a sample of internal audits completed over past two years and review their complete 

workpapers to ascertain:
a. Workpapers are in good order and follow internal audit department standards for both 

hard- and soft-copy formats.
b. Audit programs were developed for each review that support audit scope, identi� ed 

risks, and work performed.
c. All potential � ndings have either been carried to the audit report or have otherwise 

been resolved through appropriate disposition.
d. Appropriate audit reports or other communications were prepared following good 

internal audit standards.
e. All audit documentation reviewed is controlled in secure repositories.

 5. Based on the workpapers and other supporting materials reviewed, assess internal audit’s 
use of special IT retrieval tools, audit sampling, and other audit techniques.

 6. Interview key auditees from several of the selected audits completed to assess their 
impressions of both the professionalism of the assigned internal audit team and the results 
of the audit work.

 7. Review overall internal auditing budgeting, travel expenses, and time-reporting 
procedures to determine the reasonableness and thoroughness of procedures. 

 8. Review the time budgets prepared for the selected review audits and compare them with 
the actual hours required for the selected reviews; review any documentation covering 
major differences.

 9. Review the internal audit continuing education activities to determine appropriate 
attention is given to professional training.

 10. Review internal audit staff turnover and assess potential causes for any high turnover.
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 assurance review of internal audit operations. The reviewers here need to understand 
specific internal audit departmental procedures. This requires an initial study of docu-
mentation and other materials, just as internal auditors would review available docu-
mentation as a first step in their operational audits. Even if members of the same overall 
audit enterprise are performing the quality assurance review, the review team should still 
review this internal audit documentation. It will reacquaint them with operations and 
will allow them to better define their audit tests. This documentation standards review 
may also point to additional areas to emphasize in their detailed testing procedures. For 
example, the reviews may find that internal audit’s standards for auditor project time-
keeping are too complex, and because of this complexity, they may see a red flag that 
might suggest that internal auditors may have trouble completing the time reporting 
and therefore may not be keeping accurate time records. This might point to an area for 
more detailed review.

Items reviewed within the internal audit department should be selected on a test 
basis. While this might not be an appropriate area to perform detailed statistical sam-
pling test selection approaches, the review team should use judgmental sampling in 
the various areas reviewed. That is, internal audit might not care to reach an attributes 
sampling–type of conclusion, as was discussed in Chapter 10; however, the review teams 
should take care to make representative selections of all areas sampled. For example, if 
the quality assurance reviewers are interested in whether internal audit has been per-
forming an adequate risk analysis in various areas of the enterprise, the review team 
might judgmentally select several areas of overall enterprise operations and determine 
if an adequate risk analysis had been performed in those areas selected as part of the 
annual planning process.

Internal audit quality assurance review procedures are essentially the same as 
for all other internal audit procedures described throughout this book. The reviewers 
should identify an area from their established review program, select a representa-
tive sample of actual items in that area, review or test the items selected, evaluate 
the tests, and document the results. The quality assurance review team should take 
the same care in selecting and documenting its work as it would expect internal 
audit to follow in its regular audits. As with normal internal audits, when the review 
team finds what appear to be significant exceptions, it should discuss these potential 
findings with the internal auditors being reviewed to determine that there are no 
extenuating circumstances behind the potential findings. This is the same process 
normally followed in any internal audit, except that here the reviewers are auditing 
the auditors.

Reviews of Individual Completed Audits

In addition to reviewing overall internal audit group procedures, a quality assurance 
review should always include a detailed review of a sample of completed audits. This 
review should not be made to second‐guess the findings of the auditors who performed 
the work but to determine that the review followed good internal audit standards, 
including planning, test procedures performed, workpaper documentation, and the 
completed audit report. While the steps described previously reviewed internal audit 
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department standards, this phase of a quality assurance review will assess compliance 
with these standards in the completion of actual audits.

Normally, a quality assurance review team should select a representative sample 
of materials from completed audits over perhaps the past one‐year period. This sample 
should include all types of audits, including operational, financial, IT, and other types 
of special reviews. A good starting point here is to look at an audit project report list-
ing completed audits. From this, the quality assurance review team should select the 
sample and pull the workpaper files and any other related data to describe the audit 
procedures performed, the conclusions reached, and the method for communicating 
those audit conclusions. The reviewers should read enough of the workpapers to under-
stand the audit objectives, the approaches used, and the conclusions reached. If the sec-
tion reviewed has what appears to be a good process where audit supervisors or others 
reviewed all workpapers and appear to ask appropriate questions prior to the completion 
of normal audits, the quality assurance review team can look at this sample review and 
satisfy itself that it is working for all of the audits selected.

Once a review selection has been made, the quality assurance reviewers should 
examine a sample of completed audit workpapers. This exercise should very much 
depend on the reviewers’ understanding of departmental procedures. Here, in a review 
of individual workpapers, quality assurance should determine if those standards are 
being followed and if good auditing practices are used. The number and extent of areas 
that might be included in such a review will vary with the overall type and scope of the 
audit. They might include:

 ■ Audit sampling procedures used. Chapter 10 discussed audit testing proce-
dures, including the use of statistical sampling procedures. The internal audi-
tors who did the actual work may have made a decision to only pull a limited 
judgmental sample when a better audit result might have come from the use of 
some type of statistical sampling approach. An appropriate quality assurance 
comment is that the auditor in charge of the review did not appear to have con-
sidered the better results that might have been gained from statistical sampling 
techniques.

 ■ Compliance with generally accepted accounting principles (GAAP) or 
other accounting standards. While internal auditors will generally not be per-
forming financial audits, many internal audits have some financial accounting 
ramifications. In many cases, these reviews may have been performed for the exter-
nal auditors who would be responsible for reviewing the work and signing off on the 
conclusions developed. However, if the financial accounting procedures performed 
were strictly part of internal audit’s review, the quality assurance reviewer might 
want to consider the appropriateness of the financial accounting procedures as 
documented in the workpapers.

 ■ Appropriate consideration of IT risks. Operational audits sometimes do not 
consider the IT risks associated with the area reviewed. For example, an operational 
or financial review might rely on the outputs of an IT system, with no attention 
given to the controls surrounding that system. An appropriate quality assurance 
review point is to comment on the assessment of IT risks.
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 ■ Use of other audit automation techniques. Chapter 17 discussed the prepara-
tion of process modeling and workpapers to understand and document audit activi-
ties. While many of the areas discussed there are appropriate for a quality assurance 
review, the chapter emphasized some of the automated techniques that could be 
used to make the audit and workpaper preparation process more efficient. Again, 
this is an area for potential quality assurance review and comment.

These examples are just a few of the many specific areas that might be included in 
a quality assurance review of completed workpapers. The quality assurance reviewers 
need to go through the selected workpapers in some detail and determine if internal 
audit best practices were followed during the review. In some instances, the quality 
assurance reviewers may want to discuss the work with the internal auditors who 
completed the review and prepared the workpapers. While the audit workpapers 
should speak for themselves, the internal auditors who did the work can often provide 
additional background information on their reviews. A need to ask specific questions 
about the audit procedures not documented in the workpapers may point to lack of 
documentation; however, these questions are sometimes necessary for clarification 
purposes. Also, the quality assurance reviewers will often want to interview or survey 
the actual auditees.

The actual audit report and its findings are also part of the quality assurance review 
of the completed audit workpapers. The reviewers should determine that all points cov-
ered in the workpapers and identified as potential report findings have been included 
in the final audit report or otherwise given proper disposition. The quality assurance 
review should not focus on style and small grammatical errors and the like; it should 
assess whether the report has been clearly written and is in accordance with inter-
nal audit department standards. The reviewers may want to consider the elapsed time 
between fieldwork completion and report release. Too long of a delay in this report pro-
duction may indicate some overall internal audit quality problems. The review of work-
papers should include all of the steps documented in the internal audit process, from 
risk assessment and initial audit planning to the release of the final report, including 
auditee responses.

A quality assurance review should include interviews or surveys with a sample of 
users of internal audit services. The internal audit quality assurance reviewers may 
want to select a sample of recent internal audits and interview both the auditees and 
the recipients of the issued reports from those selected internal audits. The quality assur-
ance survey should contact members of enterprise management to better understand 
their impression of internal audit’s services. These surveys with persons outside of the 
internal audit department can have different dimensions and may point to alternative 
potential conclusions regarding internal audit services.

After reviewing workpapers and other materials from a completed audit, the qual-
ity assurance reviewers will usually find it valuable to interview some of the auditees. 
These are the persons whose functions were reviewed as part of the completed audit 
selected for the review. The idea here is to assess the level of internal audit professional-
ism as seen through the eyes of the auditees. Even though the quality assurance team 
may have found the selected workpapers to be well organized and the audit report well  
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written, internal audit has a potential quality problem if the auditees—the subjects 
of the audit—did not regard the internal auditors who performed the review as high‐
quality professionals. 

 Many factors can cause this type of feeling. For example, the fi eld audit team may 
have worked late into the evening one day and arrived at the audit site late in the morn-
ing the following day. Because auditees do not know the team was working late, they 
might resent the auditors’ late arrival work habits. Quality assurance interviews with 
selected auditees might reveal this type of information. 

 Auditee interviews are usually initiated following a quality assurance workpaper 
review. While not every auditee identifi ed in the workpapers should be contacted, the 
review team might consider asking a small sample of these persons to participate in an 
interview. Even though quality assurance may want to talk to several auditees identi-
fi ed in a single set of workpapers, all quality assurance interviews should involve only 
a single auditee at a time. This one‐on‐one approach allows an auditee to be more open 
in expressing concerns regarding an audit. 

 Quality assurance auditee interviews can provide much information about the 
quality of the internal auditors performing a review, but they can present diffi culties. 
First, an auditee may not give totally honest responses to the interviewer’s questions. 
The auditee being interviewed may not want to hurt the members of the audit team 
and will be reluctant to express honest opinions. Even worse, if a group of auditees are 
interviewed together as a focus group, there is a danger that the session will transform 
itself into a “feeding frenzy” where a large amount of negative but unsupported bad 
news is communicated.    

 31.6 REPORTING THE RESULTS OF AN INTERNAL AUDIT 
QUALITY ASSURANCE REVIEW 

 An internal audit quality assurance review, as we have discussed, is a review of internal 
audit’s own processes. Thus, such a quality assurance review should follow many of inter-
nal audit’s normal procedures including planning, fi eldwork, documentation of results, 
and issuing the audit report. A quality assurance review is of little value unless its results 
are reported to the audit committee and others in a formal audit report. Depending on 
the size of the internal audit department and the scope of the quality assurance review, 
the completed review might follow a normal internal audit report, as discussed in Chapter 
  18  . That is, the quality assurance reviewers should prepare a draft report with their qual-
ity assurance review fi ndings; the audit group reviewed would have an opportunity to 
respond to those fi ndings, outlining the corrective action steps they plan to take; and the 
fi nal product would be a quality assurance report similar to regular internal audit reports. 

 A key difference between an internal audit quality assurance report and a normal 
internal audit report, however, is the report distribution. This report will normally be 
addressed to the CAE, with copies given to the audit committee, but few if any other 
persons outside of internal audit would be on its distribution list. Since the report may 
cover some very specifi c and technical details of problem areas identifi ed by the quality 
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 assurance team, it may go into far greater detail than should be included in a well‐
drafted internal audit report. The quality assurance review team is responsible for 
discussing areas where the internal audit area reviewed can improve its procedures; 
internal audit itself is responsible for making certain that appropriate corrective actions 
are taken. The CAE is normally responsible for deciding if persons outside of internal 
audit should receive a copy of the internal audit quality assurance report. The CAE is 
responsible for determining that all aspects of the internal audit department follow good 
practices and that any appropriate corrective actions are taken.

A smaller internal audit department or an enterprise that has not devoted formal 
resources to performing formal quality assurance reviews should still take steps to mon-
itor the quality of its internal audit activities. The quality of the internal audits performed 
can be measured through self‐assessment surveys, which can take many forms, ranging 
from an open discussion in response to a “How are we doing?” type of question raised 
at a departmental session, through the completion of a formal self‐assessment review 
or questionnaire. While the open discussion will give the CAE some information on 
how well the small audit department is doing, a self‐assessment survey is most useful.

The idea is to ask each member of the internal audit department to complete a sur-
vey where they will respond to questions regarding their audit practices and how well 
they think that they, the individual auditors, are doing, as well as how the department in 
total thinks they are doing. Despite the size of the department, all members of the team 
can evaluate how they feel they are performing as individuals and as a team on their 
audit assignments, and how the overall audit department is performing in the eyes of 
each individual auditor. Each member of the audit department would be asked to com-
plete a survey, tailored to the individual internal audit department, which emphasizes 
compliance with internal audit standards and the overall perceived quality of the work 
performed. A limited number of users of internal audit services might also be polled 
through this type of survey.

A small internal audit enterprise may be faced with the question of who should 
complete the survey. If the internal audit department consists of the CAE and perhaps 
only a staff of six, that director would know which of the internal audit staff completed 
the surveys based on the nature of some criticisms or even the handwriting. These 
types of surveys are best run independently. The CAE might ask the human resources 
department to mail out the surveys and to compile the mailed‐in results. This way, the 
survey responses would not be easily connected with the persons completing them and 
staff members would feel freer to express their opinions regarding the quality of internal 
audit department operations.

Once the survey results have been tabulated by the responsible nonaudit party, the 
CAE should share them with the audit staff. Although this type of assessment will not 
result in a formal findings and response type of audit report, members of the audit staff 
can collectively decide on various areas for internal audit improvement and should take 
steps to change internal audit operations as appropriate. Although not as comprehen-
sive as a formal internal audit quality assurance review, an independent self‐assessment 
review is a good exercise for the small internal audit department to evaluate the quality 
of its performance.
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 31.7 FUTURE DIRECTIONS FOR QUALITY ASSURANCE 
AUDITING 

 This chapter has looked at quality assurance from two different dimensions—the sepa-
rate quality audits that had been the domain of the ASQ and the IIA‐related quality 
assurance reviews—as a means of assessing the standards and performance of exist-
ing internal audit departments. While quality assurance standards and practices are 
important for all internal auditors, we can sometimes lose track of our objectives in this 
area because too many use the term  quality assurance  without fully understanding it. 

 This chapter started with a discussion of the role of ASQ members who once called 
themselves quality auditors and are now just auditors. They should be important mem-
bers of the overall internal audit community, but because of their manufacturing and 
process industry heritage, they often operate separate from conventional IIA‐heritage 
internal audit functions, and sometimes have only minimal contact with the CAE and 
audit committee. We have called this group  quality auditors  to distinguish them from 
the IIA‐heritage  internal auditors . Even though their IIA and ASQ professional organiza-
tions do not have any formal connections currently, we can only expect these two audit 
professions to grow close in the future. IIA‐trained internal auditors need to learn and 
use some of the analytical and statistical tools that are common to ASQ quality auditors, 
and the latter needs some of the rigor and discipline demonstrated by the IIA’s internal 
auditing standards. 

 An internal audit departments needs to measure how well it is performing. Inter-
nal auditors perform reviews of many other areas and freely make constructive sug-
gestions, but they often do not take the opportunity to review themselves. A formal 
program of internal audit quality assurance reviews will allow internal audit to better 
assess its own performance; reviews are performed by a specialized function within 
internal audit, by various qualifi ed outsider reviewers, or by means of a self‐assessment 
survey. Who performs the review will depend on the size and enterprise of the inter-
nal audit department, as well as on management’s commitment to this type of review 
program. 

 In addition to reviewing how an individual internal audit department is doing and 
how well it is operating in compliance with internal audit standards, an internal audit 
department often needs to assess how it is performing when compared to internal audit 
functions in other enterprises. This is where the concept of benchmarking is useful. An 
internal audit quality assurance function can meet with other internal audit groups 
and determine how those groups are performing. Similarly, the well‐run internal audit 
function should hold itself open to share its ideas and practices with other internal audit 
functions that are doing their own benchmarking. This becomes even more important 
with the IIA international standards requirement that every internal audit function 
must arrange to have an external quality assurance review at least once every fi ve 
years. Understanding these internal audit quality assurance requirements and the steps 
necessary to perform an effective quality assurance review is an important internal 
audit CBOK requirement.    
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32                                                        CHAPTER   THIRTY-TWO                 

 Six Sigma and Lean Techniques 
for Internal Audit                                

 ENTERPRISE OPER ATIONS MANAGERS AT ALL levels are regularly look-
ing for ways to improve their operations, whether in shop‐fl oor production pro-
cesses or offi ce administrative procedures. Internal auditors have a major role 

here through their internal controls reviews and audit report–recommended correc-
tive actions. As discussed in Chapter   30  , they can also have a strong role in launching 
process improvements by serving as internal consultants to their enterprise. However, 
internal auditors must keep in mind that there is no single solution or methodology for 
implementing best practices to improve operations, and should recognize that many 
different approaches have been tried over the years. Some of the older approaches or 
methodologies, although launched years ago, are still active, while others are now little 
more than footnotes in business history. 

 An overall quality improvement approach called   Six Sigma   was fi rst based on Japa-
nese quality assurance techniques developed in the 1970s and now has been successfully 
been used in the United States and worldwide to reduce errors and improve effi ciencies in 
all aspects of enterprise operations. Six Sigma has its roots in statistical quality control 
procedures but now is viewed as much more of a process improvement approach. How-
ever, because of its roots in Japanese quality manufacturing processes, knowledgeable 
Six Sigma practitioners are designated as Green Belt certifi ed, using Japanese karate 
belt-achievement levels, and its experts are certifi ed as   Black Belts  . When an enterprise 
adopts a Six Sigma approach, it can become an almost all‐consuming exercise for many 
in operations. Six Sigma’s designated black belts, after considerable training and exper-
tise, are often recognized and respected as authorities within an enterprise’s operations, 
and the overall Six Sigma process can become an important and valuable exercise for 
enterprise operations. 

 Chapter   31   discussed quality assurance processes and the role of American Society 
for Quality quality auditors—professionals who have some of the same professional 
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standards and activities as those of the Institute of Internal Auditors (IIA) that have 
been the subject of most chapters of this book. While those quality auditors will normally 
have some understanding of the Six Sigma concepts that are the topic of this chapter, all 
internal auditors—IIA as well as quality auditors—should have a basic common body 
of knowledge (CBOK) understanding of Six Sigma concepts and how they are applied in 
many areas of an enterprise. 

 This chapter will provide a high‐level introduction to Six Sigma concepts and how 
they should be applied in many aspects of enterprise operations. We will provide an 
overview of Six Sigma as well as some of what are called the Lean approaches to imple-
menting it.  Lean  is a term that is increasingly used in business procedures today. It is an 
approach that takes a comprehensive but very document‐oriented process and breaks 
things down to essential bare minimums. A concept that is useful in many areas of 
operations, Lean techniques are particularly valuable for understanding the important 
aspects of Six Sigma operations. 

 Even though an internal audit function may not be using Six Sigma concepts as part 
of its overall operations, internal auditors should have a basic CBOK understanding or 
familiarity of these important quality improvement concepts. An internal auditor will 
encounter auditees in all levels of operations in many enterprises who may talk about 
their Six Sigma achievements and activities. The professional internal auditor should 
have suffi cient background information to understand Six Sigma concepts at a high 
level and to ask important review questions.   

 32.1 SIX SIGMA BACKGROUND AND CONCEPTS 

 Whether from knowledge gained from a college mathematics course or even college 
fraternity or sorority awareness, most internal auditors will recognize sigma as one of 
the letters in the Greek-language alphabet. As an uppercase Greek letter, sigma appears 
as ∑, and in mathematics this symbol normally refers to the sum of a series of numbers 
following it. In its lowercase form, sigma appears as σ. Here it is used to express the vari-
ability from some process. For example, Chapter   10   on statistical sampling described 
the manner in which variable data is often organized in a bell‐shaped curve, a standard 
distribution illustrated in Exhibit 10.5. The σ, or sigma symbol, is used to describe the 
variability around the central points or averages in a standard distribution. 

 These σ‐based variability measures have been used by enterprises to measure prod-
uct or process quality. For example, enterprises traditionally accepted quality measures 
of 3 or 4 sigma level as a norm. That is, they would accept error or problem levels of 
between 6,200 and 67,000 problems per million opportunities. We can think of these 
measures in terms of some part rolling off a highly automated production. Whether in 
the United States or Europe, enterprises would accept that level of problems with these 
high‐volume production parts, assuming they could fi x or repair things later. 

 This concept of an acceptable level of quality changed in the 1970s when a Japanese 
company took over the production processing for what had been a Motorola production 
plant producing Quasar‐brand television sets. The Japanese company installed its own 
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production and quality procedures, and was soon producing products with only 1/20th 
of the number of defects that had been tolerated by Motorola production management. 
They were operating at Six Sigma.

Motorola enthusiastically implemented these Six Sigma quality standards through-
out its production and other operations. It became a recognized leader in quality oper-
ations, and the company received the U.S. government’s Malcolm Baldrige National 
Quality Award1 in 1988. Many other major companies, such as GE and Allied Signal, 
then embraced Six Sigma concepts as an approach to improve customer service and 
productivity. Six Sigma received considerable press and other attention during the 
days when Motorola was in the press as a quality leader. It still remains an important 
improvement process today.

Although Six Sigma had its origins as a statistical quality assurance concept, its 
real importance is its use as a program to improve overall process quality, whether in 
manufactured products or service‐related processes. It is not the kind of concept that 
the CEO announces at a major meeting with little action taken beyond some broad 
statements. Rather, an effective Six Sigma initiative is implemented through the efforts 
of small teams using what is known as a Define‐Measure‐Analyze‐Improve‐Control, or 
DMAIC, model where:

 ■ Define the goals for the improvement activity.
 ■ Measure the activity covering the existing system.
 ■ Analyze the need to identify ways to eliminate gaps between the current perfor-

mance of the system and the desired goal.
 ■ Improve the system initiatives.
 ■ Control the new or revised system.

These DMAIC steps define the overall philosophy behind Six Sigma. Although it got 
started as a precise—many decimal points—quality and process improvement process, 
Six Sigma today is much more about the steps necessary to improve existing enterprise 
processes by observing businesses processes of all types and levels, then develop-
ing a hypothesis to potentially improve the observed operation, followed by making 
predictions to improve the area of concern. The team responsible will then install the 
suggested changes, test the results of those changes, and repeat these steps as necessary 
to make effective improvements.

Internal auditors should recognize some very strong differences between a Six 
Sigma–led environment and their typical auditee review areas. Internal auditors 
typically review operations in an area and make recommendations for improvement 
through published audit reports. Internal auditors’ recommendations are based on their 
experiences as well as suggested approaches that may be developed through discus-
sions before the release of the published audit report. These are not flexible or best‐guess 
recommendations, and it may be a long time before internal audit returns to see if its 
recommendations have been implemented.

Six Sigma process improvements do not come from outsiders—such as internal 
auditors or consultants—visiting an operation and then making tentative  suggestions 
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to improve processes. Rather, a team of trained specialists in an area of operations 
reviews operations and implements process improvements throughout that area. There 
are opportunities here for internal auditors on three levels. First, when internal audit 
discovers a Six Sigma process in place when reviewing some area of enterprise opera-
tions, internal audit, in its service to management objectives, might consider a review 
of the effectiveness of the existing Six Sigma program as part of its internal audit in the 
area. As a second area of opportunity, internal auditors may want to consider recom-
mending Six Sigma processes as part of their reviews of internal controls in some area. 
Our third suggested area is that internal auditors should consider the use of Six Sigma 
processes to improve their own internal audit operations. 

 All of these opportunities, of course, require that an internal audit team have some 
understanding of Six Sigma processes. While quality auditors, discussed in Chapter   31  , 
are typically very well aware of Six Sigma processes, IIA‐heritage internal auditors have 
had limited exposure to these important concepts. This chapter will provide a high‐level 
overview of Six Sigma concepts for internal auditors. A general understanding of Six 
Sigma processes should be part of every internal auditor’s CBOK.   

 32.2 IMPLEMENTING SIX SIGMA 

 The concept of Six Sigma calls for an enterprise to implement processes that will 
deliver no more than 3.4 defects per million opportunities for a defective produc-
tion product or process step. Although we are using the spelled-out term  Six Sigma
through this chapter, today the program’s name is written as  6σ  . At fi rst glance, 
Six Sigma sounds like a very tough standard to meet. However, a Web search will 
provide information on thousands of companies that have successfully implemented 
Six Sigma programs. In most cases, the effort has been launched by a fairly senior 
manager who has heard about the success of other enterprises and will act as a 
catalyst for improving service quality. The whole idea is less about statistical‐led 
quality management than the process of establishing a new initiative throughout 
the enterprise. For many enterprises, changing to the Six Sigma processes is akin 
to a family’s adopting a new religion. One family member may have been exposed 
to the new religious philosophy, took some additional training, and then brought 
in missionaries from the new religion to teach and convert other family members. 
They will subscribe to the new philosophy, will establish goals, and will continue to 
actively follow and work under that new religion. 

 Our family religion conversion analogy for adopting Six Sigma is admittedly weak 
because the newly converted family will view their new religion as an approach to better 
spiritual values and other intangible future benefi ts. Six Sigma is an approach to make 
the overall enterprise more profi table and effi cient and calls for an enterprise to estab-
lish some very defi nite goals that will begin to provide benefi ts once deployed. Exhibit 
  32.1    outlines the types of deployment and process goals an enterprise might attempt 
to achieve by adopting a Six Sigma program. These deployment and process goals are 
very high‐level but point to the types of activities that virtually any enterprise, whether 
a production operation or not, can do to initiate improvements.    
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 EXHIBIT 32.1     Six Sigma Deployment and Process Goals  

 ■     Six Sigma Enterprise Deployment Goals 
 ■    Goals to enhance business needs 

 ■    Increase shareholder value 
 ■    Increase revenues, returns on investment, and pro� tability 
 ■    Improve market share   

 ■    Operations level goals 
 ■    Reduce material and labor costs 
 ■    Eliminate production rework at all levels 
 ■    Improve production and process throughput   

 ■    Process level goals 
 ■    Improve cycle times 
 ■    Reduce process resource requirements 
 ■    Improve process yield through reduction in defects 
 ■    Reduce all levels of variability and improve process capability     

 ■    Identify Operations Value Streams Deployment Goals 
 ■    De� ne the processes that are critical to enterprise performance 
 ■    Analyze how key processes bring value to customers   

 ■    Determine Metrics and Current Performance Levels 
 ■    Develop techniques to measure key value streams 
 ■    Identify processes that are stable and subject to statistical control 
 ■    Establish process measures, such as cycle times, costs, and quality opportunities 
 ■    De� ne process “should be” objectives where appropriate 
 ■    De� ne benchmark or best‐in‐class performance measures   

 ■    Establish Breakthrough Strategies for New Performance Levels 
 ■    Identify the variables that make the most differences to process performance and establish 
settings or goals for them 

 ■    Identify areas where processes can be designed to become more robust 
 ■    De� ne areas where process redesign will yield production of quality 
improvements   

 ■    Standardize New Production or Process Approaches 
 ■    Develop and release operational procedures covering new approaches 
 ■    Train people, as necessary, to use new approaches 
 ■    When necessary, implement statistical measures to control process variation 
 ■    Modify inventory, accounting, and other business systems to assure the improved process 
performance is re� ected in overall operations    

 32.3 SIX SIGMA LEADERSHIP ROLES 
AND RESPONSIBILITIES 

 An effective implementation of Six Sigma in an enterprise requires designated leader-
ship and a strong, trained team of employees who are launching Six Sigma projects in 
addition to their own normal job responsibilities. Just as Chapter   29   on internal auditor 
professional certifi cations introduced the CIA, CISA, and others, Six Sigma introduces its 
own series of new professional certifi cations based on its Japanese heritage. While there 
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are special training responsibilities for each, an enterprise leadership team to launch 
and manage Six Sigma should include:

 ■ Six Sigma executive council. A top‐level group of senior managers across the 
enterprise should be formed to manage the Six Sigma initiative. This group suggests 
and approves high‐impact Six Sigma projects, tracks progress, reviews the effective-
ness of the program, and generally provides a communication message throughout 
the enterprise. Although the analogy is not at all complete, the Six Sigma executive 
council takes sort of an audit committee role to a Six Sigma initiative.

 ■ Six Sigma director. This person directs and manages all Six Sigma efforts. The 
director is the Six Sigma program manager for multiple Six Sigma projects and leads 
overall deployment efforts, such as shown in Exhibit 32.1. The director leads and 
evaluates the overall initiative and communicates progress to customers, suppliers, 
and the enterprise.

 ■ Master Black Belt. This is often the one full‐time agent in an enterprise to lead 
a Six Sigma initiative. Certified Six Sigma Black Belts (CSSBBs) are persons who 
have displayed proven knowledge and expertise in implementing Six Sigma. This 
involves both “textbook” knowledge of the subject matter (methodologies, tools, 
principles, and related topics such as leadership and change management), as well 
as real‐world, successful application of the methodology and tools in more than 
one Six Sigma project.

An individual can be become a CSSBB in a variety of ways: from a professional 
organization, such as the American Society for Quality, from some consulting com-
panies, or from their Six Sigma active company (e.g., GE, Motorola, etc.). No one way 
is necessarily better than another, but it is widely accepted that private companies 
with mature Six Sigma programs serve as the best vehicles for certification.

 ■ Six Sigma Black Belts. These are the designated Six Sigma experts in an enter-
prise. Black Belts lead overall process improvement efforts and take direct respon-
sibility for specific key Six Sigma projects. A Black Belt should have a demonstrated 
understanding of this body of knowledge, as shown in Exhibit 32.2,2 and a pro-
ficiency in achieving the results of Six Sigma approaches. One should think of 
this body of knowledge description as similar to the internal auditor CBOK topics 
discussed throughout this book. Some topics here are essential, while others are 
areas where the Black Belt should have a good general understanding. Black Belts 
frequently serve their organizations for assignments lasting one or two years, then 
return to their regular job duties.

 ■ Green Belts. These professionals have a basic understanding of Six Sigma pro-
cesses and serve as part‐time assistants to their enterprises while maintaining 
normal job responsibilities. They work on Six Sigma projects but on a more junior 
level than Black Belts.

 ■ Six Sigma improvement teams. Following the leadership of Black and Green 
Belts, many other persons may be assigned to a Six Sigma project on a part‐time 
basis. Depending on the nature of a Six Sigma project, there may be a need for 
detailed data gathering, process testing, or preparation of documentation to achieve 
Six Sigma results.
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 EXHIBIT 32.2     Black Belt Body of Knowledge  

 High-Level Six Sigma Understandings 

 ■     Overview of Six Sigma and Its Language 
 ■    DMAIC Methodology Overview 
 ■    Financial Bene� ts of Six Sigma 
 ■    Understanding the Impact of Six Sigma to the Enterprise  

 Defi ne Six Sigma Elements 

 ■     Project Management 
 ■    Project De� nition 
 ■    Project Charter 
 ■    Developing a Business Case 
 ■    Chartering a Six Sigma Team 
 ■    De� ning Roles and Responsibilities 
 ■    Gathering Voice of the Customer and Support for a Project 
 ■    Translating Customer Needs into Speci� c Requirements 
 ■    De� ne Phase Review Elements  

 Measure 

 ■     Process Mapping (As‐Is Process) 
 ■    Understanding Data Attributes (Continuous Versus Discrete) 
 ■    De� ning Metrics 
 ■    Measurement System Analysis 
 ■    Gage Repeatability and Reproducibility 
 ■    Data Collection Techniques 
 ■    Calculating Sample Size 
 ■    Data Collection Plan 
 ■    Understanding Variation 
 ■    Measuring Process Capability 
 ■    Calculating Process Sigma Level 
 ■    Rolled Throughput Yield 
 ■    Visually Displaying Baseline Performance 
 ■    Statistical Software Training 
 ■    Measurement Phase Review  

 Analyze 

 ■     Visually Displaying Data (Histogram, Run Chart, Pareto Chart, Scatter Diagram) 
 ■    Detailed (Lower Level) Process Mapping of Critical Areas 
 ■    Value‐Added Analysis 
 ■    Cause and Effect Analysis (a.k.a. Fishbone, Ishikawa) 
 ■    Af� nity Diagram 
 ■    Data Segmentation and Strati� cation 
 ■    Correlation and Regression (Linear, Multiple) 
 ■    Process Performance (Cp, CpK, Pp, PpK, CpM) 
 ■    Short-Term Versus Long-Term Capability 
 ■    Non‐Normal Data Distribution Transformations 
 ■    Central Limit Theorem 
 ■    Goodness of Fit Testing 
 ■    Hypothesis Testing 
 ■    Analysis of Variance (ANOVA), Two Sample T‐Tests, Chi Squared Test 
 ■    Design of Experiments (DOE)—Full, Fractional Factorials 
 ■    Veri� cation of Root Causes 
 ■    Determining Opportunity (Defects and Financial) for Improvement 
 ■    Project Charter Review and Revision 
 ■    Statistical Software Training 
 ■    Analyze Phase Review  

(continued)
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 Improve 

 ■     Brainstorming 
 ■    Multivoting 
 ■    Process Simulation 
 ■    Quality Function Deployment (House of Quality) 
 ■    Selecting a Solution 
 ■    Failure Modes and Effects Analysis (FMEA) 
 ■    Poka Yoke (Mistake Proo� ng Your New Process) 
 ■    Piloting Your Solution 
 ■    Implementation Planning 
 ■    Statistical Software Training 
 ■    Culture Modi� cation Planning for Your Organization 
 ■    Improve Phase Review  

 Control 

 ■     Assessing the Results of Process Improvement 
 ■    Statistical Process Control (SPC) 
 ■    Rational Subgroupings 
 ■    Establishing Process Standards for Inputs, Process, and Outputs 
 ■    Developing a Process Control Plan 
 ■    Documenting the Process 
 ■    Statistical Software Training 
 ■    Control Phase Review  

EXHIBIT 32.2 (continued)

  Beyond these designated Six Sigma leaders, many others in an enterprise are usu-
ally assigned to the project to analyze and achieve results. The whole concept here is 
that a team of designated Six Sigma belts should study areas of operations to identify a 
process or service areas with objectives to eliminate errors or waste to bring operations 
down to the Six Sigma standard of less than 3.4 defects per million opportunities. This is 
a very tight standard. Internal auditors who are accustomed to reviewing documents for 
internal control violations but who sometimes give small violations a pass may fi nd Six 
Sigma rules quite tight. There is almost no tolerance for errors or exceptions of any types 
under Six Sigma rules. Even when an enterprise has not formally adopted an overall 
Six Sigma program, internal auditors should consider using some Six Sigma rules and 
concepts as part of their internal audit activities.   

 32.4 LAUNCHING AN ENTERPRISE SIX SIGMA PROJECT 

 A successful Six Sigma initiative in an enterprise cannot be successfully launched 
through one large senior management–mandated project. Six Sigma success is initiated 
through the implementation of many smaller efforts to make improvements. Similar to 
internal auditors performing reviews to improve internal controls, a Six Sigma team 
will look at virtually all processes and select a small number of critical ones as candi-
dates to fi nd opportunities for improvements. A critical difference is that internal audit 
generally starts with a high‐level approach—such as a plan to review internal controls 
in some operating unit. The Six Sigma team will typically develop detailed fl owcharts 
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covering both large and small operations and then will ask the following questions to 
better understand a candidate Six Sigma process: 

 ■    For which stakeholder does a process primarily exist? 
 ■    What value does the process create or what outputs are produced? 
 ■    Who is the owner of the process? 
 ■    Who or what supporting area provides the inputs to the process? 
 ■    What are the inputs to the process? 
 ■    What resources—people, IT, or other—does this process use? 
 ■    Are there any subprocesses with their own discrete start and end points? 
 ■    What steps in the process create value?   

 Based on this preliminary information, the Six Sigma team should then attempt to 
establish some process improvement objectives. These can cover a wide variety of areas, 
and each process should be given a high‐level objective, such as to “help customers 
better fi nd the replacement parts needed for a product,” to “improve product delivery 
times,” or to “reduce offi ce staff voice message telephone tag communications.” The Six 
Sigma process then can look at all operations in the enterprise, ranging from major to 
almost mundane. 

 The Six Sigma team would next create high‐level process maps for each area 
reviewed, developed similar to the process maps described in Chapter   17  . However, 
because Six Sigma improvements often emphasize activities outside of the enterprise, 
such as customers and suppliers, the analysis should cover their needs and  requirements. 

    EXHIBIT   32.3    Six Sigma Example SIPOC Chart

Source:  U.S. Army Business Transformations, www.army.mil/ArmyBTKC/focus/cpi/tools3_
i1.htm#img. 
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Using Six Sigma terminology, a series of supplier‐inputs‐process‐outputs‐customer 
(SIPOC) charts should be created to describe the overall process. Exhibit   32.3    is an 
example SIPOC chart taken from a U.S. Army training document used to describe an 
automobile repair process.  

 Based on this   SIPOC analysis  , the Black Belts who performed the analysis should 
design and propose a Six Sigma process improvement project. Based on this proposal, 
an enterprise Six Sigma team should document opportunities to improvement, estimate 
the potential cost savings, and then identify a sponsor from the business area reviewed. 
Usually a senior manager from some area of operations will recognize potential sav-
ings and will take responsibility for the expected process improvements. The proposed 
project will then be reviewed and approved as an active Six Sigma project. The overall 
management of any Six Sigma project is similar to the project management processes 
discussed in Chapter   16  . 

 Six Sigma projects follow the DMAIC steps of Defi ne‐Measure‐Analyze‐Improve‐
Control as illustrated in Exhibit   32.4   . Six Sigma DMAIC project procedures represent 
a repetitive process based on an objective of constant improvement. The fi rst steps of 
defi ning the project are particularly important. Project goals, potential rates of invest-
ment returns, and such expectations as customer or employee satisfaction levels should 
be defi ned. The steps of measuring, analyzing, and taking steps to improve the process 
follow. The fi nal control steps call for the project team to implement and institutionalize 
the process improvements recommended and installed.  

 We have described Six Sigma here only at a very high level. To actually analyze 
and reengineer processes often requires very detailed mathematical and quantitative 
analysis procedures. Six Sigma procedures, as discussed, really got started many years 
ago in the United States through what was then Motorola’s improved processes for the 
manufacturing of cellular telephones. We have now moved to far more sophisticated 
smartphones, but those early cell phones were even then small but very technical 
devices where quality was very important and achieving Six Sigma quality was a 
challenge. Internal auditors should work with their quality and Six Sigma teams to 
learn more about how the concepts are being applied in the internal auditor’s orga-
nization. There can often be some strong benefi ts for an internal auditor to work 
with or observe the Black and Green Belt team’s activities in their Six Sigma process 
improvement activities.   

 32.5 LEAN SIX SIGMA 

 Around the same time that Six Sigma processes were launched in the United States, 
another initiative called Lean manufacturing also started. The efforts here came from 
U.S. auto manufacturers who were attempting to replicate techniques used by Japa-
nese manufacturers such as Toyota. The main difference between the two concepts is 
that Six Sigma emphasizes quality, while Lean manufacturing emphasizes the speed 
of production. Over time, these programs have somewhat merged together in the con-
cept called   Lean Six Sigma  . This combined concept is based on the recognition by many 
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industry leaders that you cannot do “just quality” or “just speed”; a balanced process is 
needed that can help an enterprise to focus on improving service quality, as defined by 
the customer within a set time limit. To cite one small but now older example, the July 
2008 edition of Fortune magazine3 contains an interview with Gary Reiner, then chief 
information officer of General Electric. One of the published questions was “What does 
Jeff Immelt [the CEO] want from you?” Reiner responded, “Three things. My responsibil-
ity for IT, Lean Six Sigma, and sourcing.” The interview contains some other references 
to GE’s use of the Lean Six Sigma technique.

The origins of what we call Lean manufacturing date back well into the twentieth 
century even though it wasn’t called Lean then. The word Lean came from studies on the 
differences between some very successful Japanese carmakers and the traditional North 
American carmakers. The key thought processes within Lean are identifying “waste” 
or “non‐value‐added activities” from the customer perspective and then determining 
how to eliminate them effectively. Waste is defined as the activity or activities that a 
customer would not want to pay for and/or that add no value to the product or service 
from the customer’s perspective.

The determination of value is a key concept behind Lean production or manufac-
turing. Value is defined as an item or feature for which a customer is willing to pay. All 
other aspects of the process are deemed waste. The Lean framework has been used as a 
tool to focus resources and energies on producing value‐added features while identifying 
and eliminating non‐value‐added activities. Among other concepts, Lean production 
brought in an emphasis on improved quality assurance, manpower reductions, a focus 
on customer value, and the concept of just‐in‐time manufacturing. This latter concept 
holds that production materials should not be placed in stockrooms but introduced to 
the production process only when and as soon as needed.

For some time in the 1990s, Lean and Six Sigma had their own separate adherents, 
each arguing that one was better than the other. Eventually, specialists began to realize 
that Lean techniques alone cannot bring a process under the statistical controls that are so 
important in reducing exceptions. However, Six Sigma alone cannot dramatically improve 
process speeds or reduce the need for invested capital. Thus Lean Six Sigma was launched.

Lean Six Sigma uses many of the same tools and procedures we have discussed for 
Six Sigma. For example, a key component of any analysis here is the same basic DMAIC 
cycle approach shown in Exhibit 32.4. There is now much more emphasis on analyzing 
non‐value‐added components in a process and measuring process cycle efficiencies. The 
same Black and Green Belts still identify and develop process improvement projects. The 
overall difference is not just on reducing statistical error rates to six sigma levels but 
establishing dramatic improvements in process efficiency and eliminating waste in all 
levels of operations.

While efficiency improvements are sometimes hard to define with a strong set of 
statistical measures that form the backbone of Six Sigma, Lean Six Sigma also empha-
sizes improvements in the overall process value stream and the elimination of waste. 
Exhibit 32.5 contains some examples of process waste, some of the areas that Lean Six 
Sigma techniques attempt to reduce and that many internal auditors will see as poten-
tial areas for improvement.
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 EXHIBIT 32.5     Examples of Lean Six Sigma Process Waste  

Type of Waste Process Improvement Waste Examples

Complexity Unnecessary process or production steps, excessive or dif� cult to 
understand documentation, too many approval checkpoints.

Labor Excessive headcount, ineffective operations, poorly trained personnel.

Overproduction Producing more than customer demands or production in advance of 
customer needs.

Facility Space Storage for inventory excess, parts awaiting disposition, production 
material waiting rework or scrap storage. Also, excessively wide aisles 
or other wasted, unused space.

Energy Resources Wasted power requirements or demands for excessive human energy.

Process Defects Repair, rework, multiple steps to resolve problems.

Materials Scrap, ordering more than is needed.

Idle Materials Excess inventory, material that does not match requirements.

Time All human, machine, and IT processes that waste time.

Transportation Movements of any sort that adds no value.

Safety Hazards Unsafe or accident-prone environments.

    EXHIBIT   32.4    DMAIC Procedure for a Six Sigma Project 

DEFINE
• What is the business?
• Identify the customer.
• Define current & future state.
• Define project scope.
• Planned deliverables & due dates.

Control
• Scope, schedule & quality risks.
• Measure business goals.
• Establish progress reporting.
• Establish ongoing monitoring.

Improve
• Improve work process steps.
• New activities to meet goals.
• Subproject reintegration.

Measure
• Identify key process metrics.
• Determine metric reliability.
• Is the process data accurate?
• Determin progress measure.
• Establish success measures.

Analyze
• Current state analysis.
• Current state good enough?
• Who will make changes?
• Change resource requirements?
• Process failure risks?
• Completion obstacles?
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 Internal auditors learning about basic Six Sigma techniques may wonder what 
the differences are between it and Lean Six Sigma and why they should care. In many 
respects, some people in industry do not really understand the fi ne differences between 
the two and refer to everything described here as Six Sigma, whether Lean or not. Pure 
Six Sigma is much more statistically process‐oriented, while the Lean approach empha-
sizes process improvements and the elimination of waste. When an internal auditor 
visits an auditee who claims they are implementing Six Sigma, it is often suffi cient to 
know of these differences in approach. The next sections talk about auditing Six Sigma 
processes, but our references essentially cover both regular as well as Lean Six Sigma.   

 32.6 AUDITING SIX SIGMA PROCESSES 

 Internal auditors frequently encounter major Six Sigma initiatives at auditee locations. 
This has been particularly true for manufacturing‐related operations, but it is becoming 
increasingly common in other areas of operations, such as fi nancial service processing. 
Six Sigma has been beyond the sphere of interest for most IIA‐heritage internal auditors. 
For example, we mentioned earlier that the IIA web site at the time of our publication 
contained only minimal internal auditor references to Six Sigma. Also, because Six 
Sigma operations are often structured as a special project outside of normal organiza-
tion charts, many times they do not appear or are not a consideration when building 
an audit universe and developing internal audit plans. This is a defi ciency that needs to 
be corrected for many internal auditors. 

 While a properly organized and structured Six Sigma project can bring some sig-
nifi cant benefi t to an enterprise, it can also quickly become an expensive and even risky 
undertaking if not well managed and controlled. While the benefi ts from a Six Sigma 
program should be strong, problems can develop due some of the following issues: 

 ■ Limited project management.  Six Sigma requires well‐thought‐out projects with 
good objectives and detailed planning. These can sometimes be missed when Six 
Sigma teams work on these projects along with their regular work duties. 

 ■     Poor budget controls.  The excitement of launching a Six Sigma effort can cre-
ate an almost open‐checkbook environment where no attention is given to costs 
because it is “Six Sigma.” Projects sometimes will lack strong project management 
controls. 

 ■     Limited supporting documentation.  Concepts such as Lean encourage pro-
fessionals to trim down on the paperwork supporting Six Sigma results, and 
requirements here are very different from internal auditor supporting materials. 
Nevertheless, there always should be some level of documentation to corroborate 
Six Sigma results. 

 ■     Failures to coordinate Six Sigma efforts.  There always will be a risk that mul-
tiple Six Sigma teams operate at almost cross‐purposes among themselves and 
within normal enterprise operations. There is often a need for some multiproject 
program management.   
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 Our comments here are not to criticize Six Sigma efforts but to highlight that in the 
frequent enthusiasm to launch such an initiative, matters can get almost out of control 
themselves. Internal audit can sometimes provide a strong service to overall manage-
ment by scheduling an internal controls review of either the overall enterprise Six Sigma 
effort or of individual larger projects. 

 When planning to schedule a review of Six Sigma efforts, internal audit will often 
fi nd that it is in danger of entering a minefi eld. Six Sigma proponents will argue that 
the overall effort is designed to promote effi ciency within the enterprise and any inter-
nal audit efforts may only hamper things. Internal audit needs to point out its overall 
objective to review internal controls and its ability to assess the overall quality of such a 
program. Six Sigma efforts often take place primarily on the factory fl oor, while internal 
audit may be more corporate headquarters–oriented. Internal audit needs to bridge 
that gap. 

 A strong internal auditor understanding of the Six Sigma process should be an 
internal auditor CBOK general knowledge requirement. An internal auditor launching a 
review in this area, however, may very well encounter a comment along the lines of “I’m 
a Black Belt. What do you know about Six Sigma that qualifi es you to audit me?” This, 
of course, is the same situation that an internal auditor will encounter in many areas, 
whether launching a review of an IT function or a specialized fi nancial area. Through 
reading, general studies, and discussions with quality auditors, internal audit should 
exhibit enough knowledge of Six Sigma processes to have a general understanding of 
this area. However, any internal audit should be based on a good general assessment of 
the internal controls environment in that area, whether Six Sigma or any other. 

 Exhibit   32.6    contains some internal audit procedures for a review of an enterprise 
Six Sigma program. While many operational reviews, particularly in manufacturing or 
process areas, may cover specifi c Six Sigma projects, the review in Exhibit   32.6   might 
best be focused on the overall program, with an emphasis on project management 
processes, as discussed in Chapter   16  , as well as general budget and fi nancial controls 
covering the project. Depending on the nature and scope of the overall Six Sigma pro-
gram, internal audit may want to either observe or participate in one or more selected 
Six Sigma projects. Properly executed, an internal audit review of an enterprise Six 
Sigma project should help to strengthen and add increased importance to the overall 
Six Sigma project.    

 32.7 SIX SIGMA IN INTERNAL AUDIT OPERATIONS 

 Six Sigma is a process to increase customer satisfaction by dramatically reducing the 
number of process exceptions. It has its origins in high‐production‐level manufactur-
ing operations, such as smartphones. Lean Six Sigma is more process‐oriented and has 
found use in high‐volume fi nancial services operations. However, there is no reason 
why some of these Six Sigma concepts cannot be directly implemented in internal audit 
operations. As was discussed in Chapter   9   on internal audit standards, there is a strong 
requirement for internal audit to establish effective quality assurance standards. Effec-
tive quality assurance can be enhanced by establishing Six Sigma–like programs to 
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 EXHIBIT 32.6     Internal Audit Procedures for a Review of a Six Sigma Program  

   1.  Plan and schedule the audit. 
    a. Establish high-level objectives for the review 
    b.  Con� rm planned review with audit committee, senior management, and persons 

responsible for Six Sigma activities. 
    c.  Arrange for Six Sigma training for audit staff members performing the review. 
    d.  Schedule audit per normal internal audit planning cycle.   
  2.  Review and understand Six Sigma organization. 
    a.  Understand Six Sigma organization and meet with director to understand recent 

achievements and current projects. 
    b.  Understand the number and responsibilities of Master, Black, and Green Belts assigned to 

Six Sigma projects. 
     i. Determine that adequate procedures are in place for belt certi� cations. 
      ii.  Review adequacy of Six Sigma team operating procedures for such areas as 

documentation of reviews, testing procedures, and documentation requirements.   
    c.  Review and assesses adequacy of Six Sigma budgeting processes in place and asses 

reasons for any signi� cant variances. 
    d.  Review overall effectiveness of the Six Sigma deployment, including supporting systems, 

communications processes, and recognition systems.   
  3.  Review and assess Six Sigma project management processes 
    a.  Review procedures for developing, planning, and managing Six Sigma projects to determine 

they are consistent with good project management procedures (see Chapter   14  ). 
    b.  Determine that appropriate objectives, such as cost per unit measures, have been 

established and are monitored in Six Sigma projects. 
    c.  On a sample basis, review project documentation for completed Six Sigma projects to 

determine adequacy and completeness of processes. 
    d.  Determine that adequate procedures are in place for reporting the progress and results of 

Six Sigma projects to the overall enterprise.   
  4.  Select one or more completed Six Sigma projects and assess whether adequate attention 

was given to DMAIC steps for each selected project. 
    a.  De� ne steps. The objectives of each project should be clearly de� ned along with an 

analysis of the current state, planned future state, due dates, and deliverables. 
    b.  Measure steps. Key metrics should be established along with processes to use those 

metrics to achieve project success. 
    c.  Analyze steps. Evidence should be in place to determine that current state benchmarks 

were established as well as measurement results that will point to measurable process 
improvements. 

    d.  Improvement steps. Processes should be in place, including measurement tools, to 
implement suggested improvements or approaches. 

    e.  Control steps for new processes. Measurement steps should be in place to demonstrate new 
process is working as predicted, or if not, to revise for the next round of improvements.   

  5.  Assess adequacy and completeness of Six Sigma deployment. 
    a.  Where appropriate, review the adequacy of selected completed Six Sigma projects for 

their emphasis on: 
     i. Asset utilization improvements 
     ii. Pro� t and revenue improvements 
     iii. Service and customer relationship improvements 
     iv. Product introduction and process improvements   
    5.2.  Determine that adequate processes are in place to analyze results and initiate corrective 

actions. 
    5.3.  One a sample basis, select several Six Sigma projects that have been recently 

implemented and assess if objectives have been adequately met.   
  6.  Determine that adequate communication tools are in place to report results of Six Sigma 

work to all constituents.  
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better monitor performance, reduce exceptions, and improve the overall quality of inter-
nal audit operations. 

 Because almost every scheduled internal audit will be different, many of the Six 
Sigma principles discussed in this chapter will not apply to regular internal audit opera-
tions. However, the basic Six Sigma concepts of closely monitoring activities and elimi-
nating errors and exceptions are very important. For example, both on an internal audit 
department and individual level, a strong emphasis should be placed on accurately plan-
ning internal audit start and completion dates, including the issuance of audit reports, 
and a major emphasis should be given to meeting or bettering those dates. Similarly, a 
strong no‐errors emphasis should be placed on the accuracy of all audit fi ndings and 
reported results. These actions will improve the overall quality of internal audit activi-
ties and will help to let others in the enterprise realize that internal audit is following 
Six Sigma principles. 

 Six Sigma, and in particular Lean Six Sigma, has been a major initiative at many 
enterprises worldwide for some years. With many demonstrated success stories sur-
rounding it, we can only expect to see more of the initiative to improve customer service 
and massively reduce errors and exceptions. While they probably will not have Black or 
Green Belt levels of knowledge, internal auditors should develop a broad general CBOK 
understanding of Six Sigma principles. In this way, they can demonstrate a knowledge 
and understanding of this important concept in much of their internal audit activities.   

 NOTES   

   1.  The Malcolm Baldrige National Quality Award is a national quality award that recog-
nizes U.S. organizations in the business, health care, education, and nonprofi t sectors 
for performance excellence. Find more information at www.nist.gov. 

   2.  This exhibit contains references to some quality assurance terminology, such as fi sh-
bone and Ishikawa techniques, that is not included in this book. A Web search will 
provide more background information on any of them. 

   3.  “Information Worth Billions,”  Fortune  158, no. 2 (July 21, 2008), 73.   
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33                                                        CHAPTER   THIRTY-THREE                 

 ISO and Worldwide Internal 
Audit Standards                                        

 AS WE HAVE SUMMARIZED IN earlier chapters, the Sarbanes‐Oxley Act 
(SOx) is a U.S. law that was enacted in response to a spate of fi nancial frauds in 
U.S. corporations at the turn of this century. Although U.S corporations such 

as Enron and WorldCom captured much of the attention, a non‐U.S. corporation was 
involved too: Tyco, with its headquarters in Bermuda. Tyco, whose CEO was involved in 
fl agrant fi nancial excesses, was really a U.S. corporation that had recently transferred its 
corporate registration to Bermuda for tax purposes. At the time, journalists and politi-
cians elsewhere in the world and particularly in European Union countries tut‐tutted 
that this fi nancial fraud was a U.S. problem. They particularly resented the SEC’s plans 
to impose SOx rules on international corporations whose securities were registered in 
U.S. exchanges. 

 It did not take long to realize that the United States was not alone in regard to fi nan-
cial fraud. In February 2003, the major Dutch food distributor Royal Ahold admitted 
an “accounting irregularity” of some $500 million. Ahold had operations throughout 
the world and was found to have misstated its accounting and fi nancial records to show 
better results. Also, a Sri Lankan–born billionaire businessman, Sanjay Kumar, former 
chief of a California‐based company called Computer Associates International, was 
sentenced to 12 years in prison and fi ned $8 million for securities fraud and obstruc-
tion of justice.  1   

 In addition and at about the same time, a corruption trial was initiated in France 
against some 37 people from the major oil company Elf Aquitaine, who were accused of 
siphoning off over $400 million of corporate funds through the 1990s.  2   The CEO was 
the main miscreant there. When asked at the trial to justify his use of Elf corporate funds 
for the purchase of a $9.3 million Paris mansion, a country chateau, and $4.5 million 
for a personal divorce settlement after 18 months of marriage, the ex‐CEO stated, “I 
allowed myself to get carried away.” As this book goes to press, similar fi nancial fraud 
scandals are being investigated at the national petroleum exploration companies in both 
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Brazil and Mexico. The United States is very much not alone in experiencing corporate 
accounting scandals. 

 This chapter, however, will primarily look at fi nancial internal control standards 
from an international perspective and will provide an overview of what the English-
speaking world calls   International Auditing Standards  , a set of guidance applicable 
worldwide. Many professionals have seen the words “ISO Registered” in brochures and 
other advertising materials. While the United States often pushes its standards on the 
rest of the world, the International Organization for Standardization (known as ISO; 
www.iso.org) is responsible for issuing standards and guidelines in many businesses and 
technology areas. This chapter will discuss several ISO standards that are important 
to internal auditors. 

 A basic common body of knowledge (CBOK) understanding of ISO standards is 
important for internal auditors worldwide. ISO compliance is important for today’s global 
economy, and internal audit can help to assure effective ISO compliance. This chapter 
introduces some ISO standards that are signifi cant for internal auditors, the ISO registra-
tion process, and ISO quality audits.   

 33.1 ISO STANDARDS BACKGROUND 

 In the years following World War II, the United States emerged as the worldwide eco-
nomic and political leader. Due to this dominance, many in the United States all but 
ignored the commercial best practice standards developed and used elsewhere in our 
globally connected economy. These international best practice standards are collabora-
tive efforts that take into account a wide range of national needs and requirements. The 
source of many of these standards is the ISO, an international body based in Geneva, 
Switzerland, that has issued well‐recognized standards covering a wide range of areas, 
ranging from specifi cations for fastener machine screw threads in an automobile engine, 
to the thickness of a personal credit card, to information technology (IT) quality 
standards. These standards have been expanded over the years to cover many areas 
that are important for enterprise governance and quality. 

 Senior enterprise executives should have an understanding of the role of any ISO 
standards that are appropriate in their business. This chapter will review three of these 
standards that are important for effective IT governance practices. After a background 
discussion of how ISO standards are developed and why they are important, we will 
look fi rst at the international standard called ISO 9000. While not focused on IT gover-
nance issues specially, the principles outlined in this standard have encouraged many 
enterprises on a worldwide basis to build and continually implement quality practices 
in their manufacturing and other business processes. 

 ISO standards are developed through the collaborative efforts of many national 
standards‐setting organizations such as the American National Standards Institute 
or other similar groups throughout the world. The standards‐setting process gets itself 
started with a generally recognized need for a standard in some area. An example would 
be ISO 27001, which outlines the high‐level requirements for an effective information 
security management system. The ISO 27001 standard was developed through the 
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efforts of several international technical committees sponsored by ISO in cooperation 
with the International Electrotechnical Commission international standards‐setting 
group. The standard is not specific in its detailed requirements but contains many high‐
level statements along the lines of “the organization shall . . .”

Because of the numerous international governmental authorities, professional 
groups, and individual experts involved in the ISO standards‐setting process, the 
building and approval of any ISO document is typically a long and slow process. An 
expert committee develops an initial draft standard covering some area, it is sent out 
for review and comment with a review response due date, and the ISO committee then 
goes back to review draft comments before either issuing the new standard or sending 
a revised draft out for yet another round of reviews and suggested changes. Typically, 
after many drafts and comment periods, the ISO standard will be published. Enter-
prises can then take the necessary steps to comply with the standard, but to certify 
their compliance they must contract with a certified outside auditor, with skills in 
that standard, to attest to their compliance. This standards‐setting process is similar 
to what happened for the release of the COSO internal control framework, discussed in 
Chapter 3, from its initial draft, released in December 2011, to the lengthy exposure 
draft and comment period following the final, revised internal control framework 
released 2013.

Many U.S. enterprises first got involved with these international standards through 
the launch of ISO 9000 quality management system standards in the 1980s. Companies 
at that time were faced with the high‐quality design standards found in many non‐U.S. 
products, such as Japanese automobiles. Japanese manufacturers then had designed 
many high‐quality products following what became the ISO 9000 standards, and U.S. 
manufacturers finally began to step up to the plate by modifying their own processes 
to comply with these higher product quality standards. Compliance with the ISO 9000 
standards allowed worldwide enterprises to design their operations in accordance with 
a single, consistent standard and then to assert that they have a quality management 
system in place in accordance with the international standard. ISO standards are pub-
lished and controlled by the ISO organization in Geneva following strict copyright rules. 
These are not the kinds of materials that can be downloaded through a casual Web 
search; they must be purchased. Many of the actual ISO standards are just very detailed 
outlines of practices to be followed.

ISO standards contain much more content and details than the COSO internal con-
trol framework in Chapter 4 or the ITIL® recommended best practices in Chapter 19 of 
this book. They represent performance measures for an enterprise and its peers. These 
are worldwide standards that will allow an enterprise to hold itself out and qualify that 
it is operating in accordance with a consistent international standard. Although there 
are many different standards to select, ISO 13485 on quality management regulatory 
requirements for medical devices provides an example. This ISO standard defines the 
quality requirements covering human health care devices. For example, the standard 
calls for an enterprise manufacturing such devices to establish appropriate calibra-
tion controls. Because of the diversity of different calibration approaches, the standard 
cannot specify just one approach but only that enterprises should have appropriate 
mechanisms in place.
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 It is one thing for an enterprise to read an ISO standard and change its processes 
to follow it; they must demonstrate to others, such as customers and trading partners, 
that they are following the standard. In order to attest to their compliance to an ISO 
standard, an enterprise must contract with an authorized outside reviewer to assess the 
enterprise’s adherence to that standard. This ISO certifi cation is a process somewhat 
similar to an external audit of fi nancial records performed by certifi ed public accoun-
tants (CPAs). Financial statement audits in the United States require a licensed CPA 
external auditor to assess whether an enterprise’s fi nancial reports are “fairly stated,” 
following good internal controls and recognized accounting standards. Those good internal 
controls, of course, are outlined in the COSO internal control framework. When either an 
investor or the Securities and Exchange Commission (SEC) fi nds such a signed external 
audit report along with the fi nal reported results, there is a level of assurance that these 
fi nancial reports are fairly stated and are based on good internal control procedures. 

 The ISO certifi cation process also is similar to a CPA‐led U.S. fi nancial audit that is 
based on compliance with generally accepted auditing standards (GAAS) performed by 
a major public accounting fi rm. While we do not have a “Big 4” set of major ISO audit-
ing fi rms in the United States, national standards‐setting organizations qualify outside 
reviewers to perform external audits of various ISO standards. There is no ISO GAAS, 
however, but a wide degree of diversity in audit objectives since a reviewer for ISO 27001 
on IT security management systems will be looking for different control procedures than 
would an ISO auditor for ISO 13485 on medical device quality management systems. 
In all cases, however, the qualifi ed ISO outside auditor may identify areas for corrective 
actions and publish a report to management similar to the internal audit processes 
discussed in other chapters. Once the ISO auditor’s recommendations are corrected, 
the outside reviewer will certify that the enterprise is in compliance with that standard. 

 Once certifi ed, the enterprise can advertise to the outside world that they have an 
effective process in place that meets a specifi c ISO standard. For example, a customer 
for a medical diagnostic device would want to know if a potential supplier of such a 
medical device product is in compliance with ISO 13485. That same medical device 
manufacturer would also want to gain assurance that its prime component suppliers 
are similarly ISO qualifi ed.   

 33.2 ISO STANDARDS OVERVIEW 

 Compliance with appropriate ISO standards is not the same level of requirement for an 
enterprise as is the need for an audited fi nancial statement. Because of SEC fi nancial 
reporting rules, the lack of an audited fi nancial report or a report with an unfavorable 
auditor’s opinion can be devastating for a publicly traded enterprise. While virtually all 
publicly traded enterprises are expected to have audited fi nancial statements, the rules 
are not the same regarding compliance with ISO standards. In most instances, compli-
ance with an ISO standard is voluntary but still often essential. We have cited the ISO 
standard covering the thickness and size of a personal credit card as an example. An 
enterprise that manufactured either cards or card readers that were not in compliance 
with such a standard would soon fail in the marketplace. 
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ISO standards covering quality management systems are a bit different. An enter-
prise can all but ignore a standard such as ISO 9000 calling for a quality management 
process and still succeed within a national marketplace. For example, in the United 
States some senior managers had historically looked at this ISO 9000 standard as requir-
ing “too much paperwork” and only made minimal efforts to achieve compliance for 
some of these standards. However, as we move to a more worldwide business trading 
environment, many enterprises request such certification today. What was once just nice 
to have and yet carried the perception of needing too much documentation to obtain, has 
become almost mandatory in the United States for manufacturing and other enterprises.

Internal auditors should learn more about the status of any applicable ISO stan-
dards compliance within their enterprises or areas of internal audit activity. Some ISO 
standards, such as defining the thread pattern on a bolt or the thickness of a credit card, 
have become essentially mandatory and an enterprise would not be in business if it did 
not follow them. All too often, responsibility for ISO compliance standards is several 
levels down into the organization chain in engineering or quality assurance and may 
be viewed as too technically detailed by some members of management.

There is not a single ISO standard that is comparable to the COSO internal control 
framework, but several important standards that cover areas that support the COSO 
framework. The sections following outline several ISO areas where compliance with 
that standard will very much support adherence to the COSO framework.

ISO 9001 Quality Management Systems

ISO standards have a heritage dating back to World War II when both sides in the conflict 
required strong product uniformity while operating at extremely high levels of produc-
tion volume. Even if the products produced were bullets and bombs, they still had to 
work correctly and there was a need for strict product quality control. The results on 
the Western Allies’ side were some strong quality assurance standard procedures and 
the emergence of industrial engineers and production quality control specialists. After the 
war, the ISO was established as part of the General Agreement on Trade and Tariffs, 
one of the international agreements to bring the world into a peacetime environment. 
ISO 9000 on quality management systems was one of the earlier ISO standards. 
This international standard first received most of its attention in the newly recovering 
European countries.

Japan was another rebuilding and recovering postwar country that had strongly 
embraced quality management systems. In the 1950s and 1960s, the Japanese invited a 
series of U.S.‐based quality systems experts such as Frederick Deming and others to help 
at many of their plants in Japan. In many instances, these quality systems experts were 
often all but ignored in the United States. However, their philosophies and techniques 
were heavily embraced by Japanese industry, and by the mid‐1970s Japanese electronic 
and automobile manufacturers began to make deep inroads into U.S. markets due to  
the quality and value of their products. Despite its then dominant product offerings 
and market advantages, the United States began to recognize that these Japanese‐
manufactured products were superior in many respects to its own. ISO 9000 quality 
standards became an increasingly important factor measuring and assessing the qual-
ity of products worldwide.
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ISO 9000 is not just one standards document but a family of standards for quality 
management systems. Maintained by ISO, these standards include requirements for 
such matters as:

 ■ Monitoring processes to ensure they are effective
 ■ Keeping adequate records
 ■ Checking output for defects, with appropriate corrective action where necessary
 ■ Regularly reviewing individual processes and the quality system for effectiveness
 ■ Facilitating continual improvement

Each list item refers to processes, not specific actions. However, for enterprises to 
assert that they are in compliance with ISO 9000 (actually 9001), for example, that 
they are monitoring their key processes to be effective, they often must make significant 
changes to their management procedures and supporting documentation. It also cre-
ates a required level of expectation. Any enterprise, on a worldwide scope, that holds 
to such standards is stating that it has effective quality systems in place. A company or 
organization that has been independently audited and certified to be in conformance 
with ISO 9001, for example, may publicly state that it is “ISO 9001 certified” or “ISO 
9001 registered.” Certification to an ISO 9000 standard does not guarantee the com-
pliance (and therefore the quality) of end products and services; rather, it certifies that 
consistent business and production processes are being applied.

The actual certification is achieved through a review by a registered ISO auditor 
certified for the particular ISO standard. As discussed, this process is similar to the CPA’s 
review and certified audit of  an enterprise’s financial statements or a special internal 
audit specifically requested by the audit committee. Regulated by their national standards 
organizations, ISO auditors are authorized to register an enterprise’s compliance with 
unique ISO standards.

ISO 9000, as well as other ISO standards, imposes heavy documentation require-
ments on an enterprise and certainly more than would be expected under the COSO 
internal control framework. It is not sufficient for an enterprise to just claim some process 
has been once documented. There must be an ongoing process to keep that documenta-
tion current over time. In past years, many enterprises went through one‐time efforts to 
create documentation and then never kept it current. This is the kind of situation that 
many internal auditors have faced. Auditors frequently ask if some system or process they 
are reviewing is documented, and are met with an admission that the documentation is 
out of date or nonexistent. This lack of documentation would often become a minor audit 
report finding that would result in little definitive corrective action. ISO 9000 compliance 
raises documentation requirements for quality processes to a whole new level. An outside 
reviewer must certify that the enterprise and its supporting documentation are in compli-
ance in order to show the outside world that the enterprise is following the ISO standard.

To clarify, ISO 9000 is not just one standard but really a series of “certifiable” stan-
dards and guidelines:

 ■ ISO 9001: Certifiable standard dealing with design
 ■ ISO 9002: Certifiable standard dealing with manufacturing
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 ■    ISO 9003: Certifi able standard dealing with manufacturing and assembly 
 ■    ISO 9004: Guideline defi ning a quality system   

 These standards are periodically updated, and updates are refl ected in the name of  
the standard; for example, the current version of  ISO 9001 is known as ISO 9001:2008, 
which means it was last updated in 2008. A few years into the future the current version 
may be ISO 9001:20XX, but we do not anticipate any signifi cant changes to a strong 
standard. To add to the complexity of  things, an enterprise can claim that it is only in 
compliance with an earlier version, ISO 9000:1994, and there is also the Quality Stan-
dard, or QS 9000 series of  standards that are similar but pertain to just the automobile 
industry. A certifi able standard means it is subject to review by an outside ISO auditor, 
as discussed previously.  

 ISO 9000 is a set of  standards for a continual improvement–driven quality system, no 
matter whether it is a manufactured component or a service process. Exhibit   33.1    shows 
such a quality management system process that is driven by internal procedures for ongo-
ing improvements as well as customer requests. This is a continual process where existing 
processes should be monitored, actions planned for improvements, and the action items 
implemented for subsequent monitoring and further improvements. These are really the 
type of  processes that should be in place when establishing and monitoring COSO internal 
controls and establishing an effective COSO control environment. IT systems development 
professionals have used essentially the same continual improvement quality processes 
ever since the early days of  IT, in what was called the systems development life cycle 
(SDLC), as highlighted in Chapter   22  , to develop new IT systems. However, many SDLC‐
developed application processes in older days called for a major amount documentation 
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that was often ignored. Today, many IT applications are developed through more informal 
and iterative rapid application development processes. In either case, the documentation 
is an important part of  the COSO internal control framework.  

 Solid and accurate documentation is extremely important for an enterprise seeking 
to claim ISO registration. ISO registration is a global requirement, and, for example, 
when ISO 9001:2000 section 4.2.3 states, among other provisions, that “A documented 
procedure should be established to defi ne the controls needed,” along with such subsec-
tions as “a) to approve documents for adequacy of issue,” an enterprise or process docu-
mentation control system is needed to demonstrate compliance with that standard. ISO 
best practices call for a hierarchy of documentation in any area, starting with top‐level 
manuals to explain the  whys,  and then down to instructions describing the  hows  of the 
practice. Exhibit   33.2    shows this documentation hierarchy with “Records and Forms” 
providing proof at the base of this matter. This documentation is essential to support 
a quality management system and certainly will be a requirement to ISO’s external 
certifi cation auditors.  

 This section has only provided a very high‐level description of the ISO 9000 quality 
management process. It is important for all types of enterprises to assert to their own 
internal management and to the outside world that they represent a quality‐focused 
enterprise. Just to represent the breadth of ISO 9000 certifi cation, in 1995 the Ameri-
can Institute of Certifi ed Public Accountants (AICPA) became the fi rst major worldwide 
professional organization to become ISO 9001 certifi ed. From an internal audit perspec-
tive, the IIA has made no such compliance efforts to date. Compliance with ISO 9000 
does not mean compliance with COSO internal controls, and vice versa. Nevertheless, 
enterprises at all levels should consider adopting ISO 9000 processes.   

 ISO IT Security Standards: ISO 27002 

 ISO 27002 is an IT‐related security standard designed to help any enterprise that needs 
to establish a comprehensive information security management program or improve its 
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current information security practices. The ISO 27002 is a standard about both infor-
mation and information security in a general and all‐inclusive sense and similar to the 
Information and Communication component of COSO internal controls. Since such 
information can exist in many forms, the standard takes a very broad approach and 
includes a wide range of security standards covering security regarding:

 ■ Data and software electronic files
 ■ All formats of paper documents, including printed materials, handwritten notes, 

and even photographs
 ■ Video and audio recordings
 ■ Telephone conversations as well as e‐mail, fax, video, and other forms of messages

The concept here is that all forms of information have a value and need to be pro-
tected just like any other corporate asset. Many enterprises today do not even consider 
security standards in many of these other broad areas, but the ISO standard suggests 
they should be covered when appropriate. In addition, the infrastructure that supports 
this information, including networks, systems, and functions, must also be protected 
from a wide range of threats including everything from human error and equipment 
failure to theft, fraud, vandalism, sabotage, fire, flood, and even terrorism. Similar to 
all other ISO standards, this published standard does not really prescribe what is spe-
cifically required but outlines areas where there are requirements for security‐related 
standards.

As a first step to implementing ISO 27002, an enterprise should identify its own 
information security needs and requirements. This requires performing an informa-
tion security risk assessment along the lines of the COSO Enterprise Risk Management 
processes discussed in Chapter 7. Such an assessment should focus on the identification 
of major security threats and vulnerabilities as well as an assessment of how likely it is 
that each will cause a security incident. This process should help to pinpoint an enter-
prise’s unique information security needs and requirements.

Too often missed in getting ready for the ISO 27002 information security standards‐
setting process is that an enterprise should identify and understand all of the legal, 
statutory, regulatory, and contractual requirements that the organization, its trading 
partners, contractors, and service providers must meet. This requires an understand-
ing and identification of an enterprise’s unique legal information security needs and 
requirements.

ISO 27002 is an international standard meant for any enterprise that uses internal 
or external IT systems, possesses confidential data, depends on IT to carry out its busi-
ness activities, or simply wishes to adopt a higher level of security by complying with a 
standard. Although a relatively new standard and not in common application, at least in 
the United States, ISO 27002 constitutes a mark of confidence in an enterprise’s overall 
security, in a like manner that ISO 9000 has become a guarantee of quality. Compliance 
should promote an increased level of mutual confidence between partners, where each 
can attest that they have established security standards according to a recognized set 
of standards. ISO 27002 is a structured and internationally recognized methodology 
that should help an enterprise to develop better management of information security 
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on a continuing basis. It is a code of practice that supports the information security 
management systems requirements of the related security standard, ISO 27001. Inter-
nal auditors should be aware of this standard and its relative level of implementation in 
an audit’s enterprise.

IT Security Technique Requirements: ISO 27001

While ISO 27002 covers security controls, ISO 27001 is what ISO defines as a “specifica-
tion” for what ISO calls an Information Security Management System (ISMS). That is, 
this standard is designed to measure, monitor, and control security management from 
a top‐down perspective. The standard essentially explains how to apply ISO 27002 and 
defines its implementation as a six‐part process as follows:

 1. Define a security policy. A fundamental component of any standard is the need 
for a formal, senior management–approved policy statement. All other compliance 
aspects of the standard will be measured against this policy statement.

 2. Define the scope of the ISMS. ISO 27002 defines security in rather broad terms 
that may not be appropriate or needed for all enterprises. Having defined a high‐
level security policy, an enterprise needs to define the scope of ISMS that it will 
implement. For example, ISO 27002 defines an element of its security requirements 
as video and audio recordings. This may not be necessary for an enterprise, and 
thus would be even specifically excluded from its ISMS scope.

 3. Undertake a risk assessment. The enterprise should identify a risk assessment 
methodology that is suited to its ISMS environment and then develop criteria both 
for accepting risks and for defining what constitutes acceptable levels of risk.

 4. Manage the risk. This is a major process that includes formal risk identification, 
risk analysis, and options for the treatment of those risks. The latter can include 
applying appropriate risk avoidance controls, accepting risks, taking other steps to 
avoid them, or transferring the risks to other parties such as insurers or suppliers.

 5. Select control objectives and controls to be implemented. This is the same 
internal control process discussed in Chapters 3 and 4 on the COSO internal control 
environment. For each defined control objective, the enterprise should define an 
appropriate internal controls procedure.

 6. Prepare a statement of applicability. This is the formal documentation that 
is necessary to wrap up the ISMS documentation process. Such documentation 
matches up control objectives with procedures to manage and implement the ISMS. 
From an internal audit perspective, this step is close to a final audit report.

As can be seen from these six outlined steps, risk analysis and security policies are 
fundamental to this ISO standard. While setting up these practices are not normal inter-
nal audit attest matters, internal management can provide strong help to  enterprise 
management by offering to serve as an internal consultant and help in performing 
adequate risk assessment procedures.

Because of strict ISO copyright rules, we have not supplied any extracts of the 
ISO 27001 text or any other ISO standards in this chapter. The actual ISO standard 
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 documents are available for purchase through the Web and are presented in tight and 
unambiguous text. There is little specific detail, but enough to allow an enterprise to 
implement its ISMS. Each formal standard concludes with an Appendix section listing 
control procedures for each of the objective details in the standard. However, ISO 27001 
should not be considered as a comprehensive set of control procedures that will change 
as technology changes but rather as an outline for the framework of ISMS that should 
be continually implemented, monitored, and maintained.

ISO 27002 and ISO 27001 are global standards, with established compliance and 
certification schemes in place, particularly in the United Kingdom and the European 
Union as a whole. Both of these standards will continue to evolve, to track technology, 
and will expand with even wider changes. The COBIT framework, discussed in Chapter 
6, is tied closely with ISO 27002, and these ISO standards will continue to grow and 
their influence and adoption will continue to expand.

Service Quality Management: ISO 2000

While internal auditors are often looking for standards to support their recommenda-
tions, many other business professionals will agree that we live in a world with too many 
standards, many of  which are similar to others with like objectives but are not con-
nected to each other. ISO 2000 on service quality management introduces some of  this 
much‐needed standards convergence. This is an international standard for IT service 
management, and it introduces many of  the ITIL® service management best practices 
that were discussed in Chapter 19. ISO 2000 consists of  a Part I on implementing ser-
vice management, and a Part II describing best practices for service management. Part 
I of  this standard specifies the need for a series of  service management documented 
processes, such as defining requirements for implementing such a management system, 
new or changed service requirements, and documented relationship, control, resolution, 
and release processes. Quite correctly, the standard takes the best practices approach of  
ITIL® and calls for formal documented processes to support them.

ISO 2000 calls for an enterprise to adopt and be certified that it has adopted the 
ITIL® best practices discussed in Chapter 19. Formally, this standard “promotes the 
adoption of an integrated process approach to effectively deliver managed services to 
meet the business and customer requirements.” ISO 2000 is a global standard for IT 
service management, and is fully compatible with and supportive of the ITIL® frame-
work. Although a newer standard, it will undoubtedly have a significant impact on 
the use and acceptance of ITIL® best practices and the whole IT service management 
landscape.

In future years, both enterprise management and internal audit in particular 
should see a growing level of recognition on the importance of ISO service‐related 
standards. In our increasingly global economy, no matter what national restrictions 
may be imposed across borders from time to time, internal standards are needed to 
define common practices and to better facilitate communication. When an enterprise or 
service organization, anywhere in the world, has achieved ISO 9000 quality manage-
ment certification, customers and users can expect a certain minimum level of docu-
mentation and process standards. The ISO 27001 IT security standards should soon 
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reach a similar level of importance and recognition. With our comments on ISO 2000 
on ITIL® and ISO 9000’s similarities with SOx, we should see increasing convergence 
trends between ISO and standards in other areas. Internal auditors at all levels should 
understand and embrace these important ISO standards.    

 33.3 ISO 38500 IT GOVERNANCE STANDARD 

 ISO standards are developed and then issued in areas where there is a perceived need 
for best practices guidance on an international level. Sometimes these standards are 
released when there is a strong commercial need for product standardization. Our pre-
viously discussed ISO standard covering the size of consumer credit and debit payment 
cards is an example here. In the early days of consumer credit cards, they were issued 
in slightly different sizes, numbering schemes, and other factors. Standards of world-
wide interchangeability were needed to promote e‐commerce, and an ISO standard was 
released. In some other cases, ISO standards represent best practices where compliance 
is necessary for commercial purposes. Our previous discussion on ISO 9000 quality 
standards is an example of this. Virtually every product manufacturing enterprise today 
that wants to compete on an international basis must be certifi ed to be in compliance 
with ISO 9000 quality management system standards. 

 While some ISO standards have been in place for many years, ISO 38500 on IT 
governance is relatively new, having been released after a long development period in 
2008. It also has not received a great of a level of international attention at present, 
although the current versions of COBIT, discussed in Chapter   6  , will incorporate ISO 
38500 principles. In addition to the COSO internal control framework and principles 
discussed in Chapters   3   and 4, COBIT in Chapter   6  , and ITIL® best practices in Chapter 
  19  , ISO 38500 is another framework to help support effective IT governance practices 
for an enterprise. The standard to date has been released at a very high level, and more 
detailed sections and guidance are sure to follow. This section will provide a description 
of ISO 38500 and how it can help an internal auditor better understand the importance 
of effective IT governance practices.  

 ISO 38500 Objectives 

 This standard provides a framework of  principles for both internal auditors and senior 
managers to use when evaluating, directing, and monitoring the use of  IT in their enter-
prise. This should assist reviewers to understand and fulfi ll their legal, regulatory, and 
ethical obligations in respect of  their enterprise’s use of  IT. The framework comprises 
defi nitions, principles, and a governance model with the objectives of: 

 ■    Providing assurances to all enterprise stakeholders that they can have confi dence 
in their organization’s corporate governance of IT 

 ■    Informing and guiding senior managers in governing the use of IT in their 
 organization 

 ■    Providing a basis for the objective evaluation of the corporate governance of IT   
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ISO 38500 is also intended to guide those involved in designing and implementing 
senior management systems on effective policies and processes that support IT gover-
nance. That is, while its guidance refers to more senior‐level management, all profes-
sionals involved with designing, implementing, managing, or reviewing an IT process 
should give some consideration to these broad standards.

This standard applies to the governance of IT management and decision processes 
that are controlled by IT specialists within the organization, by external service provid-
ers, or by other enterprise business units. The standard’s objective is to provide guidance 
to IT professionals advising, informing, or assisting senior executives, including:

 ■ Senior managers
 ■ Members of groups monitoring the resources within the organization
 ■ External business or technical specialists, such as internal auditors or legal staff
 ■ Specialists, retail associations, or professional bodies
 ■ Vendors of hardware, software, communications, and other IT products
 ■ Internal and external service providers (including IT consultants)
 ■ IT auditors

The objectives and scope outlined here are fairly broad and extensive for a relatively 
small and new standard. However, there are some major general principles buried in its 
current text, and we can expect to see much more detailed supporting definitions and 
guidance on ISO 38500 in future years.

The ISO 38500 Framework and IT Governance

The standard sets out six principles for good IT governance that are applicable  
to most enterprises. These principles express a preferred behavior to guide IT  
governance–related decision making. That is, a statement of each principle refers 
to what should happen, but does not prescribe how, when, or by whom the prin-
ciples would be implemented, as these aspects are dependent on the nature of the 
organization implementing the principles. The standard is not drafted in the form 
of a set of internal audit control objectives but outlines principles important for a 
well‐managed IT function.

 ■ Principle 1: Responsibility. Individuals and groups within the enterprise should 
understand and accept their responsibilities in respect to both supply of and demand 
for IT services and resources. Those with responsibility for actions also have the 
authority to perform those actions.

 ■ Principle 2: Strategy. An enterprise’s business strategy should take into account 
the current and future capabilities of IT; these strategic plans for IT should satisfy 
the current and ongoing needs of the enterprise’s business strategy.

 ■ Principle 3: Acquisition. IT component or resource acquisitions should be made 
for valid reasons, on the basis of an appropriate and ongoing analysis, with clear 
and transparent decision making. There should be an appropriate balance between 
benefits, opportunities, costs, and risks, in both the short term and the long term.
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 ■ Principle 4: Performance.  The enterprise IT function should be organized for the 
purpose of supporting the enterprise, providing the services, levels of service, and 
service quality required to meet current and future enterprise business require-
ments. 

 ■ Principle 5: Conformance.  IT should comply with all mandatory legislation and 
regulations, with policies and practices clearly defi ned, implemented, and enforced. 

 ■ Principle 6: Human behavior.  IT policies, practices, and decisions should dem-
onstrate respect for human behavior, including the current and evolving needs of 
all the people in the process.   

 In addition to these basic principles, the standard provides a model for IT gover-
nance, as shown in Exhibit   33.3   . The overall IT governance process is described in 
the exhibit’s center triangle. The model shows business pressures and business needs 
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influencing the IT governance process. Governance processes then sit above overall IT 
processes where various proposals from within IT influence IT governance processes. 
In addition, the IT governance process provides plans and policies to IT, and the overall 
IT function provides performance and conformance information to IT governance. The 
basic overall process has been described in other chapters, but ISO 38500 does a good 
job in encapsulating this issue. Inside the IT governance triangle in Exhibit 33.3, there 
are three process functions named Evaluate, Monitor, and Direct. The ISO standard 
provides a definition for each of these.

IT senior managers should examine and make judgments on their current and 
future use of all IT resources, including strategies, proposals, and supply arrangements 
(whether internal, external, or both). In evaluating the use of IT, management should 
consider the external or internal pressures acting upon the business, such as technologi-
cal change, economic or social trends, and political influences.

If an enterprise has taken steps to comply with ISO 38500, internal audit should 
determine that these evaluations take place continually, as pressures change. They should 
also take account of both current and future business needs—the current and future 
organizational objectives that they must achieve, such as maintaining competitive advan-
tage, as well as the specific objectives of the strategies and proposals they are evaluating.

Following ISO 38500 guidance, senior management should assign responsibility 
for and direct preparation and implementation of IT governance plans and policies. 
Plans should set the direction for investments both in IT projects and operations. These 
policies should establish sound behavior in the enterprise’s use of IT. IT management 
should ensure that the transition of all types of development and implementation proj-
ects in their transfers to operational status is properly planned and managed, taking into 
account impacts on business and operational practices as well as existing IT systems 
and infrastructure.

The ISO 38500 guidance calls for senior IT management to encourage a culture of 
good IT governance by requiring managers to provide timely information, to comply 
with direction, and to conform with the previously referenced six principles of good 
governance. Internal auditors, in their reviews of IT internal controls, should monitor, 
through appropriate measurement systems, the overall performance of IT. They should 
reassure themselves that this performance is in accordance with plans, particularly 
with regard to business objectives. Internal audit should also make sure that IT con-
forms with regulatory, legislative, and contractual external obligations as well as with 
internal work practices.

The ISO 38500 published standard defines six ISO principles and folds them into the 
IT governance model to provide more specific IT governance guidance. This guidance as 
well as all details of the standard can be purchased in hard copy or downloaded from the 
ISO web site.3 ISO copyright rules do not allow us to reproduce this published guidance, 
but we have extracted a very small portion of it in this chapter to provide some insights 
into the actual materials.

The standard has a general style of language, with no specific rules or detailed 
procedures but rather just some general good guidance. But when a standard calls for 
senior management to “monitor the progress of approved IT proposals to ensure that 
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they are achieving objectives in required timeframes,” this language points to the need 
for IT project and program approval processes, project planning with established time 
frames, and regular senior management reviews. The enterprise’s internal audit func-
tion can act as an internal consultant and provide help in implementing this standards 
guidance, as discussed in Chapter   30   and Chapter   16  , which talks about the importance 
of project management procedures. 

 The many applicable ISO standards, and ISO 38500, can help and strengthen over-
all enterprise IT governance. Many managers have rejected some of these standards 
because they seem to call for too much documentation or are too paperwork intensive. 
That is, if a standard says that “management should monitor” some process or activity, 
the enterprise group support in this area should be in a position to demonstrate this 
monitoring activity through some level of documentation. Of course we are not talk-
ing about cabinets of paperwork, but forms of retrievable electronic evidence. Many 
enterprises today that provide products or services in international markets have gone 
through the process of an ISO external audit to attest to their compliance with ISO 
9000. In future years we may see a similar compliance requirement for ISO   IT governance 
standards   as they are expanded and become more recognized. 

 The IIA did not say much about ISO standards for many years. In our past edition, 
we referenced that we could fi nd little or no guidance about the appropriate ISO stan-
dards in the IIA’s web site. Things have changed, however, and many IIA publications 
now reference the importance of appropriate ISO standards for certain internal control 
reviews. For example, an IIA practice guide on  Auditing IT Projects   4   contains multiple 
references to appropriate ISO standards.    

 33.4 ISO STANDARDS AND THE COSO INTERNAL 
CONTROL FRAMEWORK 

 As we become a more globalized world of commerce with many interconnections and 
relationships, the ISO standards become more important for all enterprises. While 
standards describing component dimensions—such as the tread pattern and size of 
a bolt—are essential for commerce, the “softer” quality system standards such as ISO 
9000 are equally important. Enterprises in one location will refuse to do business with 
enterprises elsewhere unless they can certify their compliance to some ISO standard. 

 Although many senior executives and even their internal auditors have not been 
very close to ISO standards in the past, we expect this to change. COBIT, introduced in 
Chapter   6  , is becoming more closely aligned with ISO 27002, and we can see internal 
auditors becoming increasingly involved with ISO quality standards. When appropri-
ate, internal auditors should try to incorporate appropriate ISO standards in their IT 
internal controls audits. 

 The concepts behind ISO quality and security standards are similar to the COSO 
internal control framework. A big difference is that ISO standards outline signifi cant 
expectations. That is, under ISO the enterprise should have certain internal control 
processes in place, such as tested documentation for some process, and external ISO 
auditors reviewing that area will test and assure that those ISO standards are in place 



33.5 Internal Audit and International Auditing Standards ◾    777

c33 777 17 November 2015 5:36 PM

and are effective. COSO only outlines some general requirements, such as the need for 
risk assessment processes, but there are no requirements beyond COSO’s better defi ning 
any requirements necessary to achieve COSO internal controls compliance. 

 One might argue that we are better off with a more general framework than with 
the more specifi c ISO standards. Of course, things could be even worse if governmental 
authorities wrote specifi c rules here, resulting in the drafting of many hundreds of pages 
of rules covering every detailed nuance. 

 An objective of this chapter has been to introduce some of the ISO standards that 
are similar to the COSO internal controls requirements and to introduce some of the 
difference between COSO and ISO. Internal auditors should be aware of ISO standards 
and should work to recommend compliance in areas when appropriate, but should focus 
an enterprise’s internal controls on the COSO framework.   

 33.5 INTERNAL AUDIT AND INTERNATIONAL AUDITING 
STANDARDS 

 External auditors based in the United States had once thought of the AICPA and its then 
important Auditing Standards Board as the longtime body establishing auditing stan-
dards for U.S. organizations through its Statements on Auditing Standards, or SAS, num-
bered documents. At least that was prior to SOx and the Public Company Accounting 
Oversight Board (PCAOB) that now has the authority to establish auditing standards 
in the United States. Of course, the whole purpose of any audit is to review compliance 
against some recognized standard or principle. One of the major tenets of internal control, 
under COSO and any other internal audit for that matter, is compliance with laws and 
regulations. That legal compliance becomes a standard for audits of internal accounting 
controls. Financial audits also assess the fairness of accounting procedures per estab-
lished accounting standards. Although we are transitioning to a worldwide set of inter-
national standards, standards in the United States have been based for many years on 
generally accepted accounting principles (GAAP), as well as very specifi c accounting 
rules proscribed by the Financial Accounting Standards Board (FASB). The current U.S. 
auditing and accounting standards do not match others around the world. 

 Standards such as double‐entry bookkeeping are accepted and recognized through-
out the world. Others may have the same intent but are different in various national 
entities. The practice of driving on the right‐ or left‐hand side of the road is an example 
of a national practice. No matter which standard is followed, drivers can still easily get 
from point A to B as long as all drivers follow the same rule. The same is true for auditing 
and accounting standards and practices. It only becomes a bit more complex because 
today we are an increasingly global economy where accounting and auditing practices 
in Belgium, for example, need to be comparable to nearby neighbor France. In addition, 
there is a need for some consistency between Germany and the United States. As our indi-
vidual organizations become increasingly global, internal auditors should at least have a 
general understanding of the differences and consistencies across international borders. 

 Accounting and auditing standards had been established over the years on 
a  country‐by‐country basis by professional or governmental boards as well as by 
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 international standards‐setting bodies. Individual countries may fully or only gener-
ally accept these international standards. The United States is an example of the latter. 
With strong established practices in many areas, the United States takes the lead for 
some, or goes its own way for others. All internal auditors, whether in the United States 
or elsewhere, should gain a general understanding of the current rules and how they 
might apply to an auditor’s organization and the body that establishes the standards. 
The latter can be confusing.

As we move into a world of international organizations, we run into a gaggle of 
initials to describe them. One can just think of the United Nations (UN) with its UNESCO, 
FAO, UNICEF, UNCTAD, and many more. International auditing accounting and stan-
dards use the same often confusing sets of initials. There are International Standards 
on Auditing (ISA), as well as International Accounting Standards (IAS). The ISA audit-
ing standards are established by the International Federation of Accountants (IFAC) 
through its International Auditing and Assurance Standards Board (IAASB), which 
issues these ISAs as well as International Auditing Practice Statements (IAPSs). To 
complicate the picture, there is also the International Organization of Supreme Audit 
Institutions (INTOSAI), whose Auditing Standards Committee contributes to the work 
of IAASB.

The ISA has a lengthy list of auditing standards, fairly consistent with the old pre‐
PCAOB U.S. SAS documents. A Web search will provide copies of each of these standards. 
For example, ISA No. 610 is a standard on considering the work of internal auditors that 
is published in over 20 languages, including French, German, Russian, and Spanish. 
More than 70 countries have indicated that they have either have adopted IASs or feel 
there are no significant differences between their standards and the ISA international 
standards. The United States is one of the “no significant differences” countries. In many 
cases, the ISAs follow U.S. practices. The typical internal auditor does not at present need 
to have a detailed understanding of these international standards of auditing. However, 
as we work in a more global environment, they will become increasingly important.

To cite more acronyms, the International Accounting Standards Board (IASB) pub-
lishes accounting standards in a series of pronouncements called International Financial 
Reporting Standards (IFRS) Those pronouncements continue to be designated “Interna-
tional Accounting Standards” (IAS). To a certain degree they provide a basis or foun-
dation for all countries worldwide, and in particular for developing countries that lack 
established accounting standards. Most developed countries have established account-
ing standards that generally follow U.S., British, German, Swiss, or French standards. 
The IAS standards historically were not inconsistent with those country‐by‐country 
standards. An auditor doing work in a developing country that does not have any strong 
accounting standards should look to the IAS materials to form a basis for appropriate 
accounting standards. Going forward, all countries that are members of the European 
Union are now required to adopt the IASB international accounting standards.

In a step toward eliminating the existing differences between U.S. GAAP and inter-
national standards, FASB and IASB have been working for some years to identify dif-
ferences and bring their standards together. In the United States, the AICPA is going 
through a massive effort to educate all interested parties on the implications of transi-
tioning to IFRS. Although the compliance date has been postponed multiple times, we 
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should soon see the two sets of standards—international standards and U.S. GAAP—
converge. 

 For internal auditors, the IIA’s standards, as discussed in Chapter   9  , are interna-
tional standards and apply to internal audits no matter the country. Internal auditors 
may encounter different accounting standards or even different local fi nancial state-
ment auditing standards, but the overall IIA professional standards should always be 
followed. Regarding these accounting and auditing standards, we can almost certainly 
expect that they will take the place of country‐by‐country standards, with the exception 
of the United States in its international leadership role. 

 The objective of this chapter has been to introduce internal auditors to both some of 
the more signifi cant ISO standards impacting their internal audit work as well to briefl y 
introduce international auditing and accounting standards. An understanding of both 
of these areas is important for all internal auditors, no matter their country of residence, 
as we increasingly encounter a worldwide network of business and commerce and as 
we become more connected through the Web and other resources. While it is perhaps 
not a knowledge requirement today, a good CBOK general understanding of appropriate 
ISO standards as well as the evolving status of international accounting and auditing 
standards should be a priority for all internal auditors.   

 NOTES   

   1.  On the Computer Associates fi nancial scandal, see William M. Bulkeley, “Former CA 
Chief Is Sentenced to 12‐Year Prison Term, Fined,” Wall Street Journal, November 3, 
2006, http://www.wsj.com/articles/SB116248304060911444. 

   2.  On the Elf Aquitaine fi nancial scandal, see David Ignatius, “True Crime: The Scent 
of French Scandal,” Legal Affairs, May–June 2002, http://www.legalaffairs.org/issues/
May‐June‐2002/story_ignatius_mayjun2002.html. 

   3.  ISO Standards can be purchased through http://www.iso.org/iso/home/store/ 
catalogue_ics.htm. 

   4.  This reference is only available to IIA members at  Auditing IT Projects , an IIA Practice 
Guide, https://na.theiia.org/standards‐guidance/Member%20Documents/GTAG‐12_
PDF_TEXT_and_COVERS‐CX.pdf.   
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3   4                                                        CHAPTER   THIRTY-FOUR             

 A CBOK for the Modern 
Internal Auditor                              

 APRIOR CHAPTERS OF THIS BOOK have described the internal audit process 
as it exists for today’s modern internal auditor. We have described areas where 
internal audit skills and understanding are essential, and other areas where 

internal auditors should have a strong general understanding. All of these become an 
internal audit common body of knowledge (CBOK). 

 Our internal auditor CBOK approach has been based on current and evolving gov-
ernance, risk, and compliance areas important for internal auditors, this author’s past 
experience in performing and leading internal audits, and his research on important 
and developing trends. Thus we have highlighted internal audit knowledge areas that 
should be important, if  not essential, for internal auditors. An example here would be our 
Chapter   6   discussion on COBIT, an important alternative framework for documenting 
and understanding internal controls. While extracts from the IIA web site tend to view 
COBIT as just a specialized IT audit tool and not much else, we discuss the importance 
of  COBIT as an alternative and important internal audit tool for evaluating and under-
standing internal controls. We suggest that all internal auditors should have a high‐level 
CBOK understanding and familiarity with the COBIT framework. 

 This comment on COBIT references our approach to de� ning an internal audit 
CBOK. Rather than publishing the results from a fairly wide‐open but not necessarily 
controlled survey, based on IIA members who responded to a “Tell us what you think 
is important” Web request, we have tried to outline knowledge areas that should be 
important to all internal auditors. 

 The IIARF CBOK publication was developed by hiring a consulting team to send 
surveys to selected IIA members worldwide and then published their IIA members-only 
CBOK  1   survey results about the same time that the seventh edition of  this book was 
released. That 2006   IIARF CBOK   seemingly collected survey response data on what 
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internal auditors said they were doing, but with some sometimes troubling reported 
results. For example, although there are always ways to manipulate statistics and while 
we did not have complete access to all of  the data, the now purged and obsolete 2006 
IIARF CBOK survey found that some internal auditors were not even following their own 
professional standards. For example, the IIARF’s 2006 CBOK study reported that only 
some 90% of  the chief  audit executives surveyed felt that their internal audit function 
“adds value” and “proactively examines important � nancial matters, risks, and internal 
controls” in the CAEs’ enterprises. These are areas where we would have expected that 
nearly 100% of  CAEs should be in agreement. These and other similar troubling reported 
statistics led to our objective to better de� ne an internal audit CBOK as reported in this 
edition. As this book goes to press, the IIARF has again circulated some CBOK survey 
forms to its membership to publish an updated IIARF CBOK. Their original 2006 CBOK 
study has been purged from the IIARF’s records and our criticism of  this poorly struc-
tured is only available in this author’s � les in a hard‐copy format. 

 Our internal auditor CBOK, as discussed throughout this book, is  not  based on 
the responses from multiple and fairly uncontrolled survey questionnaires but rather 
on published standards and information that are necessary internal audit knowledge 
areas. In addition, our CBOK recommendations are based on this author’s 40‐plus years 
of experience in many aspects of internal auditing. We have tried to de� ne our inter-
nal auditor CBOK in terms of some key areas where all internal auditors must have a 
strong level of knowledge and understanding—such as adherence to internal audit 
standards—as well as other areas where we have recommended that internal auditors 
should have at least a good general knowledge. 

 Our description of an internal auditor CBOK is much greater than just a series of 
bullet points to be summarized on a single table or chart. The framework for this internal 
auditor CBOK has been discussed in previous chapters, and here we will summarize the 
CBOK by revisiting each of the eight parts of this book with a summary of CBOK needs 
described in those supporting chapters. 

 Some experienced internal auditors may disagree with our choice of some of our 
CBOK requirements, saying we have given certain areas too much emphasis or that 
we missed others. However, we feel these chapters provide a good overview of a CBOK 
for all internal auditors.   

 34.1 PART ONE: FOUNDATIONS OF INTERNAL AUDITING 
CBOK REQUIREMENTS 

 Chapters   1   and 2 in Part One discussed the background and origins of the internal 
auditing profession, as well as providing an introduction and discussion on the need for 
an internal audit CBOK. We gave some of the well‐recognized de� nitions of the internal 
auditing profession. Professionals at all levels of their careers frequently receive ques-
tions along the lines of “What does an internal auditor do?” While this question was 
answered in much more detail in other chapters, these foundation chapters provide 
some basic internal auditor de� nitions—an essential CBOK requirement. 
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 Chapter   2   provided background on the origins of  and need for an internal audit 
CBOK. Due to the assorted industries and geographical areas where internal auditors 
operate in evaluating internal controls and assisting management, there can be many 
variations in their modes and styles of  operations. However, all internal auditors should 
have some basic skills and competencies—the need for a CBOK. In addition, internal audi-
tors should understand why a CBOK is important for their profession and why they should 
always try to follow CBOK best practices in every aspect of  their internal audit work.   

 34.2 PART TWO: IMPORTANCE OF INTERNAL CONTROLS 
CBOK REQUIREMENTS 

 The � ve chapters here introduced some common practices that are essential knowledge 
requirements for every internal auditor. Chapter   3   discussed how many enterprises and 
their internal auditors went for years without a clear and consistent understanding of 
the meaning and concept of internal controls. De� nitions were resolved and clari� ed, 
however, through the Committee of Sponsoring Organizations (COSO) internal control 
framework, a three‐dimensional model of how an enterprise should organize and think 
of its internal controls. 

 Originally launched as sort of a best practice description of good internal controls, 
the COSO internal control frameworks became � rst a U.S. and now a worldwide standard 
for de� ning and establishing good internal controls. The COSO framework was revised 
in 2014 to better re� ect changes in business operations, the pervasive growth of IT 
systems, and common organizational structural changes today. Chapter   3   described 
the revised COSO framework, a key internal auditor CBOK requirement. 

 Whether operating in an industry environment, as an IT specialist internal auditor, 
or in not‐for‐pro� t or governmental sectors, every internal auditor should have a  CBOK 
understanding of the newly revised COSO internal control framework. As part of that 
internal control framework, COSO has introduced 17 internal control principles, key 
measures for understanding and evaluating internal controls. These COSO principles 
were discussed in Chapter   4  . Understanding them is an internal auditor CBOK require-
ment as they will help to plan and build internal audits in many areas of operations. 

 In the early part of this century, a series of major accounting frauds and business 
failures in the United States and elsewhere became a clarion call for external auditing 
and corporate governance reforms. The result was the Sarbanes‐Oxley Act (SOx) in the 
United States, as discussed in Chapter   5  . While SOx’s initial focus initially was on large 
U.S. corporations, it has de� ned rules and reporting standards that are requirements 
for many enterprises, large and small, in the United States and worldwide. Although the 
overall SOx legislation is very broad and has regulations and rules in some areas that 
may be of little interest to most internal auditors, a strong knowledge and understand-
ing of the SOx internal control review procedures should be a CBOK requirement for all 
internal auditors who are working with public corporations. In addition, all internal 
auditors should have general CBOK understanding of the SOx internal control require-
ments and its corporate governance rules, as described in Chapter   5  . 
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 Chapter   6   introduced another very important internal control framework, control 
objectives for IT (COBIT). An understanding of COBIT, an internal control framework 
with origins tied to IT audit specialists, is important for all internal auditors because IT 
systems and processes are so pervasive in all aspects of virtually every enterprise today. 
Whether operational, � nancial, or IT specialists, all internal auditors should have at 
least a high‐level CBOK understanding of the COBIT framework and how it might apply 
to their internal audit activities. 

 Part Two ends with Chapter   7  , on the COSO enterprise risk management (COSO 
ERM) framework, a model to help understand risks not in just a single internal audit, 
but the overall enterprise. A basic understanding of these concepts and principles of risk 
management is important for all internal auditors today, as support to assess various 
areas to review and in making other internal audit decisions. Every internal auditor 
also should have a high‐level CBOK understanding of COSO ERM.   

 34.3 PART THREE: PLANNING AND PERFORMING 
INTERNAL AUDIT CBOK REQUIREMENTS 

 Having a good knowledge and understanding of the COSO internal control framework 
will help an internal auditor to understand some basic internal audit principles, but 
internal auditors also need the knowledge of how to plan and perform actual internal 
audits. The six chapters in Part Three included some CBOK internal audit performance 
background information, starting with Chapter   8   on guidance on performing effec-
tive internal audits. The chapter emphasized that the ability to plan and perform an 
individual internal audit is a key CBOK requirement, whether one is an internal audit 
manager or an audit staff member. 

 Chapter   8   also discussed the importance of building and using audit programs, the 
step‐by‐step procedures that an internal auditor should use to perform current as well 
as potential future reviews in the same topic area. Internal auditors should perform their 
reviews using audit programs, the documented steps covering the audit procedures to 
follow. Internal auditors at all levels should have a CBOK understanding of how to build and 
use audit programs to serve as a guide for constructing consistent internal audit reviews. 

 A very strong understanding of the Institute of Internal Auditors’  International Stan-
dards for the Professional Practice of Internal Auditing  is  an essential  internal audit CBOK 
requirement. These standards, summarized in Chapter   9  , are the rules outlining how 
an internal auditor should launch, conduct, and manage any review, whether in an 
audit attest engagement or while serving as an internal consultant. These are internal 
audit’s marching orders, and a good knowledge and understanding of them is a strong 
CBOK requirement. 

 While their technical details can be a challenge for some, all internal auditors 
should have a CBOK high‐level understanding of audit evidence sampling and testing 
techniques. Internal auditors should know how to appropriately look at a body of audit 
evidence, pull and review an appropriate sample of items from that evidence, and then 
make an audit decision and recommendations from that sample. Testing, assessing, and 
evaluating audit evidence were discussed in Chapter   10  . 
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 With the growth of highly automated systems, it is now a fairly common prac-
tice to build controls in those systems that flag audit exceptions and other warnings. 
Internal auditors encounter this situation when their corporate IT function tells 
them that they have too many open e‐mails or when a credit card provider tells them 
they have exceeded credit charge limits. These kinds of controls and monitors can 
be built into IT systems to provide continuous auditing processes. Though this is 
area is not a CBOK knowledge requirement, these continuous auditing techniques, 
as described in Chapter 11, are an area where an internal auditor should obtain a 
good general knowledge. 

 Chapter   12   covered another important area in which internal auditors should have 
the knowledge and ability to perform self‐audits and to assess how other peer groups 
are performing in similar internal audit functions. Called control self‐assessments and 
benchmarking, these are internal audit CBOK knowledge areas. While not knowledge 
requirements in the sense of Chapter   9  ’s standards, these self‐assessment processes 
should be familiar to internal auditors. This is another area where we make a distinc-
tion between what we feel is a CBOK requirement and what we feel an effective internal 
auditor should understand more generally. 

 Internal auditors are confronted with a wide range of audit candidates, potential 
areas to review for their organization. Internal control needs, timing, audit commit-
tee management requests, and time and resource limitations prevent internal audit 
from launching such reviews for every such area in an enterprise, and internal auditors 
should establish what is called an audit universe listing or catalog for their enterprise. 
Chapter   13   describes audit universe concepts, an area where all internal auditors should 
have a good general CBOK understanding.   

 34.4 PART FOUR: ORGANIZING AND MANAGING 
INTERNAL AUDIT ACTIVITIES CBOK REQUIREMENTS 

 The � ve chapters in Part Four covered important CBOK areas on how an internal audit 
function should both manage and perform internal audits, as well as some individual 
internal audit skills. Starting the section, Chapter   14   discussed audit charters, the of� cial 
enterprise audit committee authorization of an internal audit function. An internal audit 
charter is generally drafted and approved by the audit committee of the board of directors. It 
is the kind of document that an internal auditor can use when his activities are questioned 
in an internal audit engagement. As described in the chapter, internal auditors should have 
a CBOK understanding of the purposes and importance of internal audit charters. 

 Chapter   15   went on to discuss some key internal audit competencies, the kinds of 
attributes that internal auditors should have in order to be effective. In particular, the 
chapter described the importance of understanding and making risk management a 
factor to consider in any internal audit engagement. 

 Similar to the Chapter   14   and 15 descriptions of key internal audit competencies, 
Chapters   16   and 17 covered individual audit function activities. Project management, a 
very important CBOK activity, was presented and discussed in Chapter   16  . Every inter-
nal audit should be thought of as a project that should be planned and organized in a 
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well‐structured, consistent manner. The chapter provides an overview of understand-
ing project management—a CBOK requirement. Focusing on the individual internal 
auditor, Chapter   16   discussed the CBOK general steps necessary to plan and perform an 
individual internal audit, using a hypothetical example. 

 Chapter   17   covered another essential internal auditor CBOK area: documenting 
audit results through workpapers. Although detailed processes and techniques may 
vary from one internal audit function to another, all internal auditors should have the 
knowledge and understanding of how to develop effective workpapers to describe and 
document their individual audit activities. 

 Although formats can vary from one internal audit function to another, the ability 
to report internal audit results through effective audit reports is a key CBOK require-
ment. While much of the effort of developing and delivering formal internal audit reports 
is often delegated to more senior members of the internal audit team, all internal audi-
tors should have a strong CBOK understanding of the purpose and role of their enter-
prise’s internal audit reports. 

 This section concluded with Chapter   18   on developing and publishing effective 
internal audit reports. Whether its recipients are auditees of a review or the audit com-
mittee, a formal audit report describes the results of the review and includes recom-
mendations for corrective actions. Although a � nal audit report may be the product of 
internal audit management, every internal auditor should have a CBOK understanding 
of how to develop and prepare effective internal audit reports.   

 34.5 PART FIVE: IMPACT OF IT ON INTERNAL AUDITING 
CBOK REQUIREMENTS 

 Because IT processes are so critical to all areas of business and other operations today, 
the six chapters of Part Five describes some very important CBOK areas. Chapter   19   
discussed performing IT general controls as well as the Information Technology Infra-
structure Library (ITIL®) best practices for understanding and installing IT infrastruc-
ture controls procedures. These are CBOK areas where every internal auditor should 
have a general understanding. 

 While the general controls that cover the overall IT function are important, internal 
controls covering speci� c IT applications are at least as crucial. For virtually all internal 
auditors, a CBOK understanding of these IT control concepts is particularly important 
because many IT applications and their internal control responsibilities have moved 
from traditional centralized IT functions to individual user‐managed controls. Internal 
auditors should have a good CBOK understanding of IT application controls in today’s 
environment of handheld wireless terminals and cloud‐based storage resources. 

 With our heavy reliance on IT applications and processes as well as the use of the 
Internet and heavily networked applications and IT resources, these same IT resources  
face a multitude of security and privacy threats. Chapter   20   discussed cybersecurity 
and IT privacy controls. While IT security issues are often a very special and complex 
area, internal auditors should try to gain an overall high‐level CBOK understanding of 
cybersecurity internal control issues. 
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 IT technology is always changing and some areas considered important in the past 
are almost ho‐hum today, while others are gaining in internal importance. Chapter   21   
introduces one of these new areas, what we call big data. Many enterprise IT systems 
are growing at massive rates, and enterprises, their customers, and often regulators 
increasingly require that large, historical IT records be maintained. Big data raises 
internal control issues, and internal auditors should have a good CBOK understanding 
of these concepts. 

 Just as internal auditors need to understand key internal control principles, they 
also should be able to use that understanding to let IT processes aid them in their inter-
nal audit procedures. Chapter   22   discusses internal audit procedures for reviewing IT 
application management controls as well as software management internal controls. 
While there are many potential approaches and techniques here, internal auditors 
should have a CBOK general understanding of basic IT application controls as well as 
the use of report generators and other query tools that can potentially make internal 
audit application reviews more ef� cient and productive. 

 The vast numbers of application systems and IT resources connected to the Internet 
through wireless links, access controls, and security vulnerabilities are an increasing con-
cern. Chapter   23   discusses cybersecurity internal controls as well as compliance require-
ments for some important privacy legislation. IT cybersecurity controls are an ever‐growing 
and more complex area. Specialized knowledge and tools are needed, and while the typical 
internal auditor will not be an IT expert in these security and privacy areas, all internal 
auditors should have a good CBOK understanding of IT security and privacy controls. 

 The last chapter in Part Five, Chapter   24  , discussed business continuity planning 
and disaster recovery. This is an area where technology has made it much easier than 
in past years for an enterprise to save its IT‐stored data to recover operations after an 
unexpected event. While this was once very much the realm of IT specialist auditors, 
today every internal auditor should have a good CBOK understanding of IT continuity 
planning and recovery operations.   

 34.6 PART SIX: INTERNAL AUDIT AND ENTERPRISE 
GOVERNANCE CBOK REQUIREMENTS 

 There has been a growing recognition of the importance of enterprise‐level fraud, and 
ethics issues have made many aspects of the business world increasingly complex and 
have added to an internal auditor’s CBOK needs. The four chapters in Part Six look at the 
importance of GRC—governance, risk, and compliance—issues and associated areas 
where internal auditors should develop a CBOK general understanding. 

 Chapter   25   discussed internal audit communications and relationships with the 
board of directors’ audit committee. While this is a critical requirement, particularly for 
the CAE, all members of an internal audit function should have a general CBOK under-
standing of the role of their enterprise audit committee in internal audit operations, and 
in particular that role in their own speci� c enterprise. Again, these are areas where all 
internal auditors need to develop a good CBOK understanding of effective programs and 
why they are important to internal audit. 
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 In a similar sense, Chapter   26   discussed enterprise ethics and whistleblower pro-
grams, important initiatives in many enterprises. Starting with a strong code of conduct 
covering all parties, enterprise senior executives should be broadcasting a tone‐at‐the‐top 
message about the importance of these policies. Internal auditors should have CBOK skills 
to look for effective polices in their reviews and should also make them part of their normal 
internal audit activities. These are really CBOK requirements, not general knowledge areas. 

 Understanding basic fraud detection and prevention controls, as discussed in Chap-
ter   27  , should be a CBOK requirement for all internal auditors. For many years, profes-
sional standards did not call for internal auditors to have the skills to look for fraud. 
Things have changed. While the typical internal auditor today need not be a sleuth, 
all internal auditors should gain a good CBOK level of skills in reviewing and detecting 
the red � ags that indicate the possibility of fraud, as part of general internal audit fraud 
investigation review procedures. 

 Chapter   27   introduced the importance of effective GRC programs in an enterprise. 
While the concepts of governance, risk assessment, and compliance with enterprise 
rules and regulations are essential elements of all internal audit activities, internal audi-
tors worldwide should develop a CBOK understanding of the processes and rules that 
govern compliance in their own enterprise as well as in relevant countries and locations.   

 34.7 PART SEVEN: INTERNAL AUDITOR PROFESSIONAL 
CBOK REQUIREMENTS 

 While the other parts in this book focused more on managing and performing internal 
audits, Part Seven looked at several other important CBOK areas. Chapter   29   discussed 
internal audit professional certi� cations, with an emphasis on the Certi� ed Internal 
Auditor (CIA) and the Certi� ed Information Systems Auditor (CISA) designations. While 
attainment of these is not necessarily a CBOK requirement, all internal auditors should at 
least have an understanding of these professional certi� cations and the requirements to 
achieve them. All internal auditors should strive to attain one or both of these credentials. 

 Chapter   30   discussed the role of the internal auditor as a business consultant. A 
practice that was banned by internal audit standards until recent years, serving as an 
internal consultant can be a very important role for internal audit and its enterprise 
organization in many situations. Internal auditors should have a good general CBOK 
knowledge of the internal audit standards rules for serving as an enterprise consultant.   

 34.8 PART EIGHT: THE OTHER SIDES OF INTERNAL 
AUDITING: PROFESSIONAL CONVERGENCE CBOK 
REQUIREMENTS 

 The last part of our CBOK requirements discussion introduced the need for internal audi-
tors to have a greater understanding of some internal audit issues that go beyond just 
IIA‐related internal auditing and its standards. Chapter   31   introduced the area of ASQ  
internal quality auditing. These internal audit procedures are controlled in the United 
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States by the American Society for Quality (ASQ), and have many common threads with 
the IIA processes discussed throughout most of the book. There will almost certainly 
be a convergence of some IIA and ASQ procedures in the future, and all internal audi-
tors should develop at least a CBOK understanding of the ASQ quality internal audit 
standards and procedures. 

 Many internal auditors work in manufacturing and process control–related areas 
where concepts such as Six Sigma and what are called Lean techniques are very impor-
tant to the enterprise. These processes, discussed in Chapter 32, are more familiar on 
the production shop � oor than in the administrative of� ce. Where appropriate, internal 
auditors should have a high‐level CBOK understanding of these concepts and should 
incorporate compliance of them in their review activities. 

 Chapter   33   introduced International Organization for Standardization (ISO) inter-
national standards, with an emphasis on the organization’s quality and IT manage-
ment standards. These standards and compliance efforts to meet them have been in 
place worldwide for some years. They are increasingly appearing in U.S. environments, 
and internal auditors who have worked in an IIA‐standards environment over the years 
should gain a greater CBOK understanding of  these ISO standards and their supporting 
concepts. Chapter   33   also very brie� y introduced some worldwide accounting and audit-
ing standards. In particular, what are called International Accounting Standards have 
been the preferred standards almost everywhere in the world, with the exception of  the 
United States, which uses what have been called generally accepted accounting principles 
(GAAP). The United States is now taking steps to move from GAAP to the international 
standards. While this does not have a major impact on internal audit procedures, all 
internal auditors should have a CBOK understanding of  a few of  the implications of  
this change.   

 34.9 A CBOK FOR THE MODERN INTERNAL AUDITOR 

 The topics summarized in this chapter and presented in more detail throughout this 
book outline a CBOK for internal auditors today. Some of these, such as Chapter   3   on the 
COSO internal control framework or Chapter   9   on the IIA’s internal audit standards, are 
essential CBOK knowledge areas. Many others cover areas where an internal auditor 
should at least have a good general understanding. 

 Many knowledge areas are beyond the immediate needs and requirements of many 
internal auditors. However, all internal auditors, from the CAE responsible for a large 
enterprise internal audit function to the student considering internal auditing as a career 
choice, can see the large body of knowledge that is part of the world of internal auditing. 

 Exhibit   34.1    summarizes the overall CBOK topics discussed throughout this book, 
with references to the chapter where discussed and whether the issue should be a 
requirement or an area of understanding.  

 This edition has painted a big picture of the world of internal auditing in our ever‐
changing world today. While many of the internal audit CBOK requirements described 
throughout these chapters will continue to be important and signi� cant, some areas of 
emphasis or topics may wax or wane in the years going forward. A future edition of this 
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 EXHIBIT 34.1     Internal Audit CBOK Summary  

Internal Auditor CBOK 
Knowledge Needs

CBOK Concentration 
Areas CBOK Importance Chap Ref

Analytical reviews Organizing and Managing 
Internal Audit Activities

Internal Audit 
Knowledge Requirement

Chap 15

Assessing internal audit risks Planning and Performing 
Internal Audits

Internal Audit 
Knowledge Requirement

Chap 7

Audit committee charters Internal Audit Enterprise 
Governance Issues

General Understanding Chap 14

Audit committee 
responsibilities

Organizing and Managing 
Internal Audit Activities

General Understanding Chap 14

Audit committee 
responsibility for internal audit

Internal Audit Enterprise 
Governance Issues

General Understanding Chap 25

Audit sampling techniques Planning and Performing 
Internal Audits

General Understanding Chap 10

Audit universe concepts Planning and Performing 
Internal Audits

General Understanding Chap 13

Auditing business continuity 
plans

Impact of IT Systems on 
Internal Audit

Internal Audit 
Knowledge Requirement

Chap 24

Auditing for fraud Internal Audit Enterprise 
Governance Issues

Internal Audit 
Knowledge Requirement

Chap 27

Auditing GRC processes Internal Audit Enterprise 
Governance Issues

Internal Audit 
Knowledge Requirement

Chap 28

Auditing in a wireless 
computing environment

Impact of IT Systems on 
Internal Audit

Internal Audit 
Knowledge Requirement

Chap 20

Auditing IT con� guration 
management processes

Impact of IT Systems on 
Internal Audit

General Understanding Chap 19

Auditing IT network access 
controls

Impact of IT Systems on 
Internal Audit

Internal Audit 
Knowledge Requirement

Chap 23

Auditing IT privacy controls Impact of IT Systems on 
Internal Audit

Internal Audit 
Knowledge Requirement

Chap 23

Auditing the IT infrastructure Impact of IT Systems on 
Internal Audit

Internal Audit 
Knowledge Requirement

Chap 19

Building an effective internal 
audit function

Organizing and Managing 
Internal Audit Activities

General Understanding Chap 15

BYOD concepts Impact of IT Systems on 
Internal Audit

Internal Audit 
Knowledge Requirement

Chap 20

COBIT internal controls 
guidance

Importance of Internal 
Controls

Internal Audit 
Knowledge Requirement

Chap 6

Common Body of Knowledge 
Concepts

Internal Auditing 
Foundations

General Understanding Chap 2

Continuous auditing 
techniques

Planning and Performing 
Internal Audits

General Understanding Chap 11

Control self‐assessments Planning and Performing 
Internal Audits

General Understanding Chap 12
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Internal Auditor CBOK 
Knowledge Needs

CBOK Concentration 
Areas CBOK Importance Chap Ref

COSO ERM risk management Importance of Internal 
Controls

Internal Audit 
Knowledge Requirement

Chap 7

COSO internal control 
principles

Importance of Internal 
Controls

Internal Audit 
Knowledge Requirement

Chap 4

COSO internal control 
framework

Importance of Internal 
Controls

Internal Audit 
Knowledge Requirement

Chap 3

De� nition of internal auditing Internal Auditing 
Foundations

Internal Audit 
Knowledge Requirement

Chap 1

Developing audit programs Planning and Performing 
Internal Audits

Internal Audit 
Knowledge Requirement

Chap 8

Disaster recovery plan testing Impact of IT Systems on 
Internal Audit

Internal Audit 
Knowledge Requirement

Chap 24

Documenting internal audit 
results

Organizing and Managing 
Internal Audit Activities

Internal Audit 
Knowledge Requirement

Chap 15

Documenting internal audit 
results

Organizing and Managing 
Internal Audit Activities

Internal Audit 
Knowledge Requirement

Chap 17

Enterprise content 
management internal controls

Impact of IT Systems on 
Internal Audit

Internal Audit 
Knowledge Requirement

Chap 21

Familiarity with ASQ quality 
assurance audit standards

Internal Audit Professional 
Convergences

General Understanding Chap 31

Familiarity with malware and 
IT hacking issues

Impact of IT Systems on 
Internal Audit

General Understanding Chap 23

Familiarity with NIST 
cybersecurity framework

Impact of IT Systems on 
Internal Audit

General Understanding Chap 23

Importance of corporate 
codes of conduct

Internal Audit Enterprise 
Governance Issues

Internal Audit 
Knowledge Requirement

Chap 26

Importance of enterprise 
compliance programs

Internal Audit Enterprise 
Governance Issues

General Understanding Chap 28

Internal audit background and 
history

Internal Auditing 
Foundations

General Understanding Chap 1

Internal audit charters Organizing and Managing 
Internal Audit Activities

Internal Audit 
Knowledge Requirement

Chap 14

Internal audit code of ethics Planning and Performing 
Internal Audits

Internal Audit 
Knowledge Requirement

Chap 9

Internal audit professional 
standards

Planning and Performing 
Internal Audits

Internal Audit 
Knowledge Requirement

Chap 9

Internal audit quality 
assurance reviews

Internal Audit Professional 
Convergences

Internal Audit 
Knowledge Requirement

Chap 33

Internal audit quality 
assurance techniques

Planning and Performing 
Internal Audits

General Understanding Chap 12

Internal audit workpapers Organizing and Managing 
Internal Audit Activities

Internal Audit 
Knowledge Requirement

Chap 17

Internal control 
documentation tools

Planning and Performing 
Internal Audits

Internal Audit 
Knowledge Requirement

Chap 8

(continued)
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Internal Auditor CBOK 
Knowledge Needs

CBOK Concentration 
Areas CBOK Importance Chap Ref

International auditing 
standards

Internal Audit Professional 
Convergences

Internal Audit 
Knowledge Requirement

Chap 33

International Professional 
Practices Framework (IPPF)

Planning and Performing 
Internal Audits

Internal Audit 
Knowledge Requirement

Chap 9

ISO 9000 quality audit 
standards

Internal Audit Professional 
Convergences

General Understanding Chap 33

ISO standards for quality Internal Audit Professional 
Convergences

General Understanding Chap 31

IT governance standards Internal Audit Professional 
Convergences

Internal Audit 
Knowledge Requirement

Chap 34

Modern internal audit CBOK 
requirements

Internal Audit Professional 
Convergences

Internal Audit 
Knowledge Requirement

Chap 34

Performing fraud 
investigations

Internal Audit Enterprise 
Governance Issues

Internal Audit 
Knowledge Requirement

Chap 27

Planning and establishing 
areas to audit

Planning and Performing 
Internal Audits

Internal Audit 
Knowledge Requirement

Chap 13

Planning and launching an 
internal audit

Planning and Performing 
Internal Audits

Internal Audit 
Knowledge Requirement

Chap 8

Preparing audit reports Organizing and Managing 
Internal Audit Activities

Internal Audit 
Knowledge Requirement

Chap 18

Preparing internal audit 
� owcharts

Organizing and Managing 
Internal Audit Activities

Internal Audit 
Knowledge Requirement

Chap 17

Process modeling Organizing and Managing 
Internal Audit Activities

Internal Audit 
Knowledge Requirement

Chap 17

Project management body of 
knowledge (PMBOK)

Organizing and Managing 
Internal Audit Activities

General Understanding Chap 16

Reporting internal audit 
results

Organizing and Managing 
Internal Audit Activities

Internal Audit 
Knowledge Requirement

Chap 18

Reporting to the corporate 
audit committee

Internal Audit Enterprise 
Governance Issues

Internal Audit 
Knowledge Requirement

Chap 25

Reviewing application 
software management 
controls

Impact of IT Systems on 
Internal Audit

Internal Audit 
Knowledge Requirement

Chap 22

Reviewing big data validity 
and volume internal controls

Impact of IT Systems on 
Internal Audit

General Understanding Chap 21

Reviewing ethics and 
whistleblower programs

Internal Audit Enterprise 
Governance Issues

Internal Audit 
Knowledge Requirement

Chap 26

Sarbanes‐Oxley Act Internal 
control requirements

Importance of Internal 
Controls

Internal Audit 
Knowledge Requirement

Chap 5

Six Sigma Black Belt concepts Internal Audit Professional 
Convergences

General Understanding Chap 32

Statistical and attributes 
sampling

Planning and Performing 
Internal Audits

General Understanding Chap 10

EXHIBIT 34.1 (continued)
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Internal Auditor CBOK 
Knowledge Needs

CBOK Concentration 
Areas CBOK Importance Chap Ref

Testing business continuity 
plans

Impact of IT Systems on 
Internal Audit

Internal Audit 
Knowledge Requirement

Chap 24

Understanding attest versus 
consulting roles

Internal Audit Enterprise 
Governance Issues

Internal Audit 
Knowledge Requirement

Chap 30

Understanding audit 
committee whistleblower rules

Internal Audit Enterprise 
Governance Issues

Internal Audit 
Knowledge Requirement

Chap 25

Understanding big data 
governance

Impact of IT Systems on 
Internal Audit

Internal Audit 
Knowledge Requirement

Chap 21

Understanding CIA, CISA, and 
other certi� cations

Internal Audit Enterprise 
Governance Issues

General Understanding Chap 29

Understanding data leakage 
risks

Impact of IT Systems on 
Internal Audit

General Understanding Chap 21

Understanding disaster 
recovery plans

Impact of IT Systems on 
Internal Audit

Internal Audit 
Knowledge Requirement

Chap 24

Understanding enterprise 
governance issues

Internal Audit Enterprise 
Governance Issues

General Understanding Chap 28

Understanding IIA, AICPA, and 
ACFE fraud audit standards

Internal Audit Enterprise 
Governance Issues

Internal Audit 
Knowledge Requirement

Chap 27

Understanding importance of 
mission statements

Internal Audit Enterprise 
Governance Issues

General Understanding Chap 26

Understanding internal audit’s 
role as enterprise consultant

Internal Audit Enterprise 
Governance Issues

Internal Audit 
Knowledge Requirement

Chap 30

Understanding IT emergency 
response plans

Impact of IT Systems on 
Internal Audit

Internal Audit 
Knowledge Requirement

Chap 24

Understanding IT general 
controls

Impact of IT Systems on 
Internal Audit

Internal Audit 
Knowledge Requirement

Chap 19

Understanding IT service level 
agreements

Impact of IT Systems on 
Internal Audit

Internal Audit 
Knowledge Requirement

Chap 19

Understanding ITIL® best 
practices

Impact of IT Systems on 
Internal Audit

General Understanding Chap 19

Understanding ASQ quality 
audit processes

Internal Audit Professional 
Convergences

General Understanding Chap 31

Understanding PCI DSS 
cybersecurity and privacy 
controls

Impact of IT Systems on 
Internal Audit

General Understanding Chap 23

Understanding project 
management

Organizing and Managing 
Internal Audit Activities

Internal Audit 
Knowledge Requirement

Chap 16

Understanding social media 
computing risks

Impact of IT Systems on 
Internal Audit

Internal Audit 
Knowledge Requirement

Chap 20

Understanding software as a 
service functions

Impact of IT Systems on 
Internal Audit

General Understanding Chap 22

Understanding system 
development life cycle IT 
processes

Impact of IT Systems on 
Internal Audit

Internal Audit 
Knowledge Requirement

Chap 22
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book may paint a slightly different picture, but we have tried to present in this edition a 
CBOK for internal auditors today to use in their internal audit service to management 
activities. 

NOTES

 1. The Institute of Internal Auditors Research Foundation,  A Global Summary of the 
 Common Body of Knowledge  (Altamonte Springs, FL: 2006 published again by the IIARF 
as a CBOK study in 2007). However, the IIRF has purged this study and deleted all ver-
sions from its public records.  
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Index

2014 revised COSO framework. See COSO internal control 
framework

Association of  Certifi ed Fraud Examiners (ACFE), 666
Administrative fi les

workpaper document organization, 402
AICPA fraud standards

AU-C, Section 240, 655
public accounting’s role in fraud detection, 659

American Society for Quality (ASQ)
ASQ Quality Audit Division (QAD), 718
CQA requirements, 699
quality assurance auditing, 717
quality audit process steps, 726
Six Sigma and Lean techniques, 746

Analytical skills
internal audit key competencies, 355

Application control process areas
Section 404 compliance reviews, 115

Application controls. See COSO internal control framework
Application input and output audit tests

performing applications controls reviews, 548
Application input components

internal control processes, 525
Application programs

IT application components, 528
Application walk-through reviews

internal audit procedures, 536
Applications testing objectives

performing applications controls reviews, 555
Areas to audit

assessing internal audit capabilities, 321
audit program formats, 329
audit universe concepts, 315
internal audit “best evidence” classifi cations, 330

AS5 auditing rules
internal audit SOx processes, 118
Section 404 compliance reviews, 109

ASQ Quality Audit Division (QAD). See American Society 
for Quality (ASQ)

Assessing internal audit capabilities
areas to audit, 321

Association of  certifi ed fraud examiners. See Fraud 
detection and prevention

Attributes sampling
evaluating attributes sampling results, 258
statistical sampling plans, 257
testing, assessing, and evaluating audit evidence, 252

AU-C, section 240. See AICPA fraud standards
Auditable entities identifi cation. See Audit universe 

concepts

Audit alternative testing approaches
internal audit processes, 356

Audit and consulting best practices
consulting engagement letters, 711
developing an internal audit consulting strategy, 708

Audit charter designations
launching an internal audit internal consulting 

capability, 706
Audit committee and management audit charter 

authorizations
building the internal audit function, 337
internal audit charters, 338

Audit committee fi nancial expert 
internal audit processes, 617
SOx requirements, 617

Audit committee governance rules. See SOx Title III: 
corporate responsibility

Audit committee responsibilities 
chief  audit executive appointment, 619
codes of  conduct, 625
internal audit charter approval, 620
internal audit plans and budget approval, 621
internal audit processes, 619
whistleblower programs, 625

Audit committees
audit committee organization, 611, 613
authorizing, 612
board resolution example, 612
charters, 613
Microsoft Corporation 2007 audit committee charter, 

615
Audit evidence gathering

computer-assisted audit techniques (CAATTs), 289
performing effective internal audits, 204

Audit fi ndings elements
preliminary audit fi ndings, 210

Auditing enterprise ethics functions
internal audit processes, 649

Auditing applications under development
performing applications controls reviews, 549

Auditing big data internal controls
internal audit procedures, 518

Auditing business continuity plans
internal audit procedures, 604
internal audit review points, 599
IT audit processes, 588

Auditing COSO ERM
internal audit procedures, 177

Auditing IT general controls
small IT business systems, 449

Brink’s Modern Internal Auditing: A Common 
Body of Knowledge, Eighth Edition 
By Robert R. Moller 
Copyright © 2016 by John Wiley & Sons, Inc. 
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Auditing IT infrastructure management
ITIL® best practices, 482

Auditing IT security and privacy
IT audit processes, 576

Auditing Six Sigma processes
internal audit procedures, 757

Audit planning documentation. See Project Management 
Book of  Knowledge (PMBOK)

Audit plans
performing effective internal audits, 187

Audit procedure files
workpaper document organization, 402

Audit programs
areas to audit, 329
audit universe concepts, 325, 330
internal audit preparatory activities, 199
internal audit processes, 326

Audit quality control standards. See PCAOB standard AS3
Audit report

audit report findings, 419
interim memo audit reports, 426
key elements, 419
questionnaire-type audit reports, 426
reporting internal audit results, 412, 417, 429

Audit sampling
computerized sampling software, 270
monetary unit sampling, 263
testing, assessing, and evaluating audit evidence, 236

Audit universe concepts
areas to audit, 315
auditable entities identification, 319
audit programs, 325
audit program maintenance, 330
control objectives identification, 321
potential problems, 351
SOx section 404 internal control reviews, 323

Audit workpapers retention
PCAOB standard AS3, 90
SOx requirements, 90

Authorizing the audit committee, 612
Availability management

ITIL service delivery, 481

Basic support principles
2014 revised COSO framework, 33

Bayesian sampling
testing, assessing, and evaluating audit evidence, 268

BCP client-server readiness review. See Business continuity 
planning (BCP)

BCP deliverables. See Business continuity planning (BCP)
BCP enterprise training. See Business continuity planning 

(BCP)
Benchmarking. See Internal audit processes
Benefits of  internal audit quality assurance reviews

IIA international standards, 728
Best evidence classifications. See Internal audit processes
Big data analytics

compliance monitoring life cycle, 515
Big data governance, risk, and compliance issues

internal control processes, 509
Big data internal audit procedures

identifying higher-criticality applications, 514
Big data internal control issues

processes, 510

Big data management security issues
internal audit procedures, 513

Black belt body of  knowledge
Six Sigma leadership roles, 751

Board audit committee communications
internal audit processes, 609, 612

Board of  directors role
COSO internal control principles, 64

Brink, Victor Z., 6
Building the internal audit function

audit committee and management audit charter 
authorizations, 337

definition of  internal auditing, 336
internal audit management responsibilities, 340
internal audit manager position description, 340
IT systems auditor basic knowledge requirements, 343

Business continuity planning (BCP)
BCP client-server readiness review, 595
BCP deliverables, 597
desktop and laptop systems BCP processes, 596
desktop, laptop, and handheld applications, 294
emergency response plans, 291
service level agreements (SLAs), 603
steps to building a BCP, 590

Business continuity planning risk management
business impact analysis, 598
internal audit processes, 589

Business fraud examples
fraud detection and prevention, 654

Business impact analysis
business continuity planning risk management, 598

Business unit-level risks
operations risk management objectives, 175

BYOD legal actions. See Internal control security risks
BYOD risk tolerances. See Internal control processes
BYOD security policy elements. See Internal control 

processes

CAATT internal audit procedures. See Internal audit 
processes

Capacity management
ITIL service delivery, 479

Cause  and effect diagram 
internal audit internal consulting practices, 712

CBOK concentration areas
internal audit CBOK summary, 790

CBOK for the modern internal auditor
CBOK for the modern internal auditor, 782
IIARF CBOK approaches, 781

CBOK high-level understanding
COBIT concepts and processes, 16

CBOK knowledge requirements
COSO internal control framework, 29
Intentional Standards for the Professional Practice of  Internal 

Auditing (IPPF), 215
internal audit CBOK summary, 790
planning and performing internal audits, 16
SOx knowledge and understanding, 16

CBOK requirements
foundations of  internal auditing, 782
GRC—governance, risk, and compliance—issues, 788
impact of  IT on internal auditors, 786
importance of  internal controls, 783
internal auditor professional requirements, 788
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organizing and managing internal audit activities, 785
planning and performing internal audits, 784
professional convergence requirements, 788

CCSA requirements
other CIA certifications, 688

Certified Information Systems Auditor (CISA)
CISA examination domain areas, 695
CISA requirements, 694

Certified internal auditor requirements
internal auditor professional certifications, 330

Certified quality auditor (CQA)
requirements, 330

CFE requirements
other CISA certifications, 697

CFSA requirements
other CIA certifications, 691

CGAP requirements
other CIA certifications, 690

CGEIT requirements
other CISA certifications, 695

Change management
ITIL service support, 472

Checklist format audit program
developing and preparing audit programs, 203
internal audit processes, 328

Chief  audit executive (CAE)
establishing an internal audit function, 338
internal audit responsibilities, 339

Chief  audit executive appointment
audit committee responsibilities, 619
significant findings audit committee report, 624

CIA examination summary 
CIA requirements, 685

CIA requirements
CIA examination summary, 685
internal auditor professional certifications, 684

CISA examination domain areas 
Certified Information Systems Auditor (CISA), 695

CISA requirements
Certified Information Systems Auditor (CISA), 694
other CISA certifications, 696–697

Classifications of  quality audits
quality assurance auditing, 719

Client-server budgeting system
performing applications controls reviews, 546

Client-server continuity planning
internal audit procedures, 293

Client-server system configuration
small IT business systems characteristics, 446

Client-server systems general IT controls
information systems operations, 441

Cluster selection audit sample selection
statistical sampling plans, 251

COBIT concepts and processes
CBOK high-level understanding, 16

COBIT enabler types
COBIT standards and framework, 133

COBIT framework
COBIT principle 1: meeting stakeholder needs, 128
COBIT principle 2: covering the enterprise end to end, 

129
COBIT principle 3: a single integrated framework,  

131
COBIT principle 4: enabling a holistic approach, 133

COBIT principle 5: separating governance from 
management, 135

COBIT goal and IT objective mapping
COBIT standards and framework, 138

COBIT goals and metrics
COBIT standards and framework, 132

COBIT principle 1: meeting stakeholder needs. See COBIT 
framework

COBIT principle 2: covering the enterprise end to end. See 
COBIT framework

COBIT principle 3: a single integrated framework. See 
COBIT framework

COBIT principle 4: enabling a holistic approach. See COBIT 
framework

COBIT principle 5: separating governance from 
management. See COBIT framework

COBIT process reference model 
COBIT standards and framework, 136

COBIT standards and framework
COBIT enabler types, 133
COBIT goal and IT objective mapping, 138
COBIT goals and metrics, 132
COBIT process reference model, 136
ISACA, 124
principles of  internal controls, 125

Code of  conduct topics
code violations and corrective actions, 641
enterprise ethics issues, 639

Code of  ethics, 61
adherence, 61

Code of  ethics topics
COSO internal control principles, 62

Code violations and corrective actions
code of  conduct topics, 641
code violations and corrective actions, 63

Codes of  conduct
audit committee responsibilities, 625

Commitment to competence
COSO internal control principles, 65

Committee of  sponsoring organizations (COSO)
internal control fundamentals, 30
internal controls definition, 30

Common body of  knowledge (CBOK)
definition of  internal auditing, 11
internal audit requirements, 11
internal controls, 15
knowledge area concepts, 13
significance of  internal auditing, 3

Communicating internal audit results
internal audit performance standards, 227

Communicating internal control deficiencies
COSO internal control principles, 83

Communication problems
published audit reports, 433

Compliance monitoring life cycle
big data analytics, 515

Computer-assisted audit techniques (CAATTs)
audit evidence gathering, 289
equity funding fraud, 282
internal audit processes, 273

Computerized sampling software
audit sampling, 270

Configuration management
ITIL service support, 470
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Consulting engagement letters
audit and consulting best practices, 711

Continuity management
ITIL service delivery, 482

Continuous assurance auditing
internal audit processes, 273
testing, assessing, and evaluating audit evidence, 275

Continuous monitoring
internal audit processes, 276

Control activities to mitigate risks. See COSO internal 
control principles

Control activity policies and procedures. See COSO internal 
control principles

Control environment
COSO internal control framework, 38
tone at the top, 40

Control objectives identification
audit universe concepts, 321

Control self-assessment (CSA) reviews
internal audit quality assurance review procedures, 732

Control self-assessments (CSAs)
internal audit processes, 295

Corporate responsibility for financial reports
SOx section 302, 96

COSO Enterprise Risk Management (ERM), 141, 153, 155, 
163

control activities, 167
framework, 153
information and communication, 169
internal environment component, 157
key elements, 155
monitoring, 170
objective setting, 159
operations risk management objectives, 172
risk response elements, 165

COSO internal control principles
code of  ethics topics, 62
integrity and ethical values, 60

COSO internal control components
COSO reporting perspective, 58
monitoring activities, 53

COSO internal control framework
2014 revised COSO framework, 30
application controls, 47
CBOK knowledge requirements, 29
changes and concepts, 32
control environment, 38
COSO internal controls pyramid view, 31
information and communication processes, 49
internal control activities, 45, 46
internal control fundamentals, 30
internal control principles, 37
ISO standards, 776
monitoring activities, 55
revised COSO framework, 35
risk assessment, 40, 41
risk identification and analysis, 41
SOx legal compliance, 34
SOx requirements, 29
transaction controls, 46

COSO internal control principles
17 COSO principles, 60
board of  directors role, 64
commitment to competence, 65

communicating internal control deficiencies, 83
control activities to mitigate risks, 72
control activity policies and procedures, 74
evaluating fraud risks, 69
fraud risk assessments, 70
holding people accountable, 67
identifying changes affecting internal controls, 71
information from relevant sources, 76
internal communications, 78
methods of  internal communication, 80
selecting technology controls, 73

COSO internal controls pyramid view. See COSO internal 
control framework

COSO monitoring activities. See COSO internal control 
framework

COSO reporting perspective. See COSO internal control 
components

COSO risk assessment
risk response strategies, 44
types of  enterprise business risks, 43

Costs and pricing internal audit review steps
ITIL service delivery, 479

CQA requirements
ASQ internal audit certifications, 699
certified quality auditor (CQA), 720

CRMA requirements
other CIA certifications, 693

CRSIC requirements
other CISA certifications, 697

CSA processes
facilitated CSA reviews, 300
internal audit quality assurance, 297
questionnaire-based CSA reviews, 302

Cybersecurity internal audit concerns
IT network security fundamentals, 561

Cybersecurity internal controls audit procedures 
internal audit processes, 578

Data profiling privacy issues 
Gramm-Leach-Bliley Act (GLBA), 570

Data security concepts
IT passwords, 563

Data variety and complexity issues
internal control processes, 506

Define-Measure-Analyze-Improve-Control (DMAIC) model
Six Sigma concepts, 747

Definition of  internal auditing
building the internal audit function, 336
common body of  knowledge (CBOK), 11
internal auditing, 4
internal auditing’s mission statement, 9
Institute of  Internal Auditors (IIA), 4
mission of  internal auditing, 9
self-assessment functions, 7

Deming PDCA cycle
quality assurance auditing, 724

Desktop and laptop systems BCP processes
business continuity planning (BCP), 596

Desktop, laptop, and handheld applications
business continuity planning (BCP), 294

Developing an internal audit consulting strategy
audit and consulting best practices, 708
internal audit internal consulting practices, 704

Developing and preparing audit programs
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checklist format audit program, 203
petty cash audit program, 202

Disaster recovery planning
internal audit key responsibilities, 586

DMAIC model. See Six Sigma concepts
DMAIC procedures. See Six Sigma concepts
Document records management 

internal audit workpapers, 409
document standards review processes

documenting audit results, 409
Documentation best practices

internal audit processes, 359
Documentation skills

internal audit key competencies, 357
Documenting audit results

document standards review processes, 409
input/output process flowcharts, 394
internal audit documentation requirements, 390
process modeling and workpapers, 390
tick marks, 406
work flow description process flowchart, 394
workpaper auditor tick marks examples, 406
workpaper point sheets, 404

Documenting field survey results
internal audit field surveys, 198

Documenting key processes
internal audit workflow processes, 393

Due professional care
internal audit attribute standards, 221

Duties and responsibilities of  ASQ quality auditors
quality assurance auditing, 719

DYOD internal audit issues 
internal control processes, 486

Early internal auditor responsibilities
history and background of  internal auditing, 7

Elements of  GRC governance
GRC concepts, 674

Elements of  the negotiating process
internal audit processes, 362

Emergency response plans
business continuity planning (BCP), 291

Engagement planning
internal audit performance standards, 224

Enterprise BYOD environments
internal audit procedures, 487

Enterprise codes of  conduct
enterprise governance processes, 637

Enterprise compliance processes
ethics risk environment, 634

Enterprise content management internal controls
internal control processes, 517

Enterprise content management overview
internal control processes, 519

Enterprise content management review procedures 
internal audit procedures, 520

Enterprise ethics functions
ethics attitude survey questions, 636
stakeholder ethics attitude surveys, 635

Enterprise ethics issues
code of  conduct topics, 639
internal audit processes, 630

Enterprise governance processes
enterprise codes of  conduct, 637

ethics risk environment, 633
hotline functions, 643
mission statements, 632
whistleblower call centers, 648
whistleblower programs, 643

Enterprise internal audit consulting standards
IPPF professional standards, 702

Enterprise risk
enterprise risk types, 146

Enterprise risk management, 141, 142, 163
Enterprise risk types, 146
Enterprise social media policy

internal control processes, 500
social media computing risks, 501

Entity-level risks
risks encompassing the entire organization, 174

e-Office documentation best practices
internal audit processes, 358

Equity funding fraud
computer-assisted audit techniques (CAATTs), 282

ERM control activities
COSO ERM key elements, 167

ERM objective setting
COSO ERM, 159

Establishing an internal audit function
chief  audit executive (CAE), 338
internal audit charters, 338
role of  the CAE, 338

Ethics attitude survey questions
enterprise ethics functions, 636

Ethics risk environment
enterprise compliance processes, 634
enterprise governance processes, 633

Evaluating attributes sampling results
attributes sampling procedures, 258

Evaluating fraud risks
COSO internal control principles, 69

Facebook
social media example, 494

Facilitated CSA reviews
CSA processes, 300

Failed internal audit research approaches
IIARF 2007 CBOK study, 21

Federal whistleblower rules, 644
Files and databases

IT application components, 527
Financial officer codes of  ethics

section 404: management’s assessment of  internal 
controls, 102

Financial management for IT services
ITIL service delivery, 477

Foundations of  internal auditing
CBOK requirements, 782

Fraud detection and prevention
Association of  Certified Fraud Examiners (ACFE),  

666
business fraud examples, 654
internal auditor responsibilities, 664
red flags, 658

Fraud investigations
internal audit processes, 665

Fraud review objectives
internal audit processes, 666
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Fraud risk assessments 
COSO internal control principles, 70

Fraudulent financial reporting
Treadway Commission Report, 660

General controls
IT infrastructure internal controls reviews, 440

General controls internal audit objectives
large IT general controls preliminary survey, 457
small business IT systems, 453

General controls reviews of  IT operations
IT systems general controls, 461

Global Audit Information Network (GAIN)
implementing benchmarking, 305

Governance, risk, and compliance (GRC)
GRC risk management strategies, 676
internal audit processes, 672

Gramm-Leach-Bliley Act (GLBA)
data profiling privacy issues, 570

GRC concepts
elements of  GRC governance, 674
internal control processes, 673

GRC practices and principles
internal control processes, 679

GRC Risk Management Strategies
governance, risk, and compliance (GRC), 676

GRC—governance, risk, and compliance—issues 
CBOK requirements, 788

Health Insurance Portability and Accountability Act 
(HIPAA)

IT systems privacy concerns, 570
History and background of  internal auditing

early internal auditor responsibilities, 7
Institute of  Internal Auditors (IIA), 6
internal auditing, 5
Victor Z. Brink, 6

Holding people accountable
COSO internal control principles, 67

Hotline functions
enterprise governance processes, 643

Identify higher-criticality applications
big data internal audit procedures, 514

Identifying changes affecting internal controls
COSO internal control principles, 71

IIA code of  ethics
intentional standards for the professional practice of  

internal auditing (IPPF), 229
IIA F CBOK documentation approaches

internal auditor CBOK, 20
IIA GAIN benchmarking questionnaire

internal audit processes, 308
IIA international standards

benefits of  internal audit quality assurance reviews, 728
IIA standards for detecting and investigating fraud, 663
internal audit quality assurance reviews, 727

IIA standards for detecting and investigating fraud
IIA international standards, 663

IIARF 2007 CBOK study
failed internal audit research approaches, 21

IIARF 2015 CBOK planned analysis
planned IIARF CBOK study, 23

IIARF prior CBOK approaches
CBOK for the modern internal auditor, 781

Impact of  IT on internal auditors
CBOK requirements, 786

Implementing benchmarking
Global Audit Information Network (GAIN), 305

Implementing consulting recommendations
internal audit internal consulting practices, 713

Importance of  internal controls
CBOK requirements, 783

Incident management
ITIL service support, 466

Information and communication
COSO ERM, 169

Information and communication processes
COSO internal control framework, 49
internal communications, 52
relevant information, 50

Information from relevant sources 
COSO internal control principles, 76

Information systems audit specialists
internal audit organizations, 342

Information systems operations
client-server systems general IT controls, 441
IT systems general controls, 440

Information technology fraud prevention processes
internal audit processes, 667

Inherent risk
risk management fundamentals, 163

Input/Output Process Flowcharts 
documenting audit results, 394

Institute of  Internal Auditors (IIA)
definition of  internal auditing, 4
history and background of  internal auditing, 6

Integrity and ethical values
COSO internal control principles, 60

Intentional Standards for the Professional Practice of  
Internal Auditing (IPPF)

CBOK knowledge requirements, 215
IIA code of  ethics, 229
internal audit attribute standards, 220
internal auditor code of  ethics, 229
internal audit performance standards, 223
internal audit IPPF principles, 232
IPPF required and recommended elements, 217
performing effective internal audits, 214
red book standards, 218

Interim memo audit reports
audit report formats, 426

Internal audit requirements
common body of  knowledge (CBOK), 11

Internal audit “best evidence” classifications
areas to audit, 330

Internal audit attribute standards
due professional care, 221
intentional standards for the professional practice of  

internal auditing (IPPF), 220
quality assurance programs, 222

Internal audit BCP review procedures
IT audit processes, 292

Internal audit benchmarking
internal audit processes, 305

Internal audit CBOK summary
CBOK concentration areas, 790
CBOK knowledge requirements, 790

Internal audit charter approval
audit committee responsibilities, 620
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Internal audit charters
audit committee authorizations, 338
establishing an internal audit function, 338
internal audit processes, 335
performing effective internal audits, 186

Internal audit communications
published audit reports, 433

Internal audit data center reviews
IT systems general controls, 460

Internal audit department privacy and security
internal audit processes, 581
workpaper security, 582

Internal audit documentation best practices
internal audit key competencies, 359

Internal audit documentation requirements
documenting audit results, 390
process modeling for internal auditors, 391

Internal audit engagement letters
internal audit field surveys, 194

Internal audit essential knowledge areas
internal auditor CBOK, 25

Internal audit field surveys
documenting field survey results, 198
internal audit engagement letters, 194
internal audit preparatory activities, 195

Internal audit fieldwork
monitoring internal audit fieldwork, 209
performing effective internal audits, 206
preliminary audit findings, 208

Internal audit fraud detection signs
red flags, 657

Internal audit GRC approaches a
internal audit processes, 672

Internal audit health check assessment
internal audit processes, 618

Internal audit internal consulting practices
cause  and  effect diagram, 712
developing an internal audit consulting strategy, 704
implementing consulting recommendations, 713

Internal audit interview skills
internal audit key competencies, 354

Internal audit IPPF principles
intentional standards for the professional practice of  

internal auditing (IPPF), 232
Internal audit key competencies

analytical skills, 355
documentation skills, 357
internal audit documentation best practices, 359
internal audit interview skills, 354
internal auditor commitments to learning, 363
internal audit processes, 352
negotiation skills, 361
testing skills competencies, 356

Internal audit key responsibilities
disaster recovery planning, 586

Internal audit manager position description
building the internal audit function, 340

Internal audit organization
planning internal audits, 183

Internal audit organizations
information systems audit specialists, 342
internal auditor staff-level position description, 342

Internal audit performance standards
communicating internal audit results, 227
engagement planning, 224

intentional standards for the professional practice of  
internal auditing (IPPF), 223

managing the internal audit activity, 223
performing an internal audit engagement., 226

Internal audit plans and budgets approval
audit committee responsibilities, 621

Internal audit preliminary surveys
internal audit preparatory activities, 190

Internal audit preparatory activities
audit programs, 199
internal audit field surveys, 195
internal audit preliminary surveys, 190
planning internal audits, 185

Internal audit principles
ISACA code of  professional ethics, 231

Internal audit procedures
application walk-through reviews, 536
auditing big data internal controls, 518
auditing business continuity plans, 604
auditing COSO ERM, 177
auditing Six Sigma processes, 757
big data management security issues, 513
client-server continuity planning, 293
enterprise BYOD environments, 487
enterprise content management review procedures, 520
international auditing standards, 777
IT application controls, 524
IT application review control objectives, 540
ITIL® con figuration management, 472
object-oriented programming (OOP concepts, 530
performing applications controls reviews, 534
preimplementation review objectives, 551
purchased software internal controls audit checklist, 532
review of  a Six Sigma program, 759
Six Sigma and Lean techniques, 756
social media internal audit issues, 492, 504

Internal audit process: summarized steps
performing effective internal audits, 214

Internal audit processes
audit alternative testing approaches, 356
audit committee financial expert, 617
audit committee responsibilities, 619
audit program formats, 326
audit universe schedule potential problems, 351
auditing enterprise ethics functions, 649
benchmarking, 295
best evidence classifications, 330
board audit committee communications, 609, 612
business continuity planning risk management, 589
CAATT internal audit procedures, 283
checklist-format audit programs, 328
computer-assisted audit techniques (CAATTs), 273
continuous assurance auditing, 273
continuous monitoring, 276
control self-assessments (CSAs), 295
cybersecurity internal controls audit procedures, 578
documentation best practices, 359
elements of  the negotiating process, 362
enterprise ethics issues, 630
e-Office documentation best practices, 358
fraud investigations, 665
fraud review objectives, 666
governance, risk, and compliance (GRC), 672
IIA GAIN benchmarking questionnaire, 308
information technology fraud prevention processes, 667
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Internal audit processes (continued )
internal audit benchmarking, 305
internal audit charters, 335
internal audit department privacy and security, 581
internal audit GRC approaches, 672
internal audit health check assessment, 618
internal audit key competencies, 352
internal audit quality assurance reviews, 727
internal audit quality review steps, 738
internal audit report objectives, 413
internal audit report privacy, 584
internal audit workpaper security best practices, 583
project management, 366
quality assurance reviews of  the internal audit function, 

727
quality review engagement memo, 736
reporting audit results, 360
reporting internal audit results, 411
reporting the results of  an internal audit quality 

assurance review, 741
reviews of  compliance activities, 678
section 404 compliance reviews, 110
Six Sigma and Lean techniques, 746
SOx whistleblower, 646
understanding and recognizing fraud, 655

Internal audit project management
Project Management Institute’s Project Management Body 

of  Knowledge (PMBOK), 365
Internal audit quality assurance

CSA processes, 297
Internal audit quality assurance review procedures

control self-assessment (CSA) reviews, 732
QA reviews of  individual completed audits, 739
quality assurance auditing, 731
quality assurance review approaches, 734

Internal audit quality assurance reviews
IIA international standards, 727
internal audit processes, 727
quality assurance auditing, 730

Internal audit quality review steps
internal audit processes, 738

Internal audit report objectives
internal audit processes, 413
reporting internal audit results, 423

Internal audit report privacy
internal audit processes, 584

Internal audit responsibilities
chief  audit executive (CAE), 339

Internal audit review points
auditing business continuity processes, 599

Internal audit risk management
managing the internal audit universe, 353

Internal audit SOx processes
AS5 auditing rules, 118

Internal audit workflow processes
documenting key processes, 393

Internal audit workpaper security best practices
internal audit processes, 583

Internal audit workpapers
document records management, 409
process modeling, 396
travel audit workpaper example, 404
workpaper objectives, 397
workpaper preparation techniques, 405
workpaper review processes, 407

Internal auditing
definition of  internal auditing, 4
history and background of  internal auditing, 5

Internal auditing motto
Progress through Sharing, 11

Internal auditing’s mission statement
definition of  internal auditing, 9
Internal Standards for the Professional Practice of  

Internal Auditing (IPPF), 9
IPPF, 9

Internal auditor CBOK
IIA Research Foundations’s CBOK documentation 

approaches, 20
internal audit essential knowledge areas, 25
Internal Standards for the Professional Practice of  Internal 

Auditing (IPPF), 16
objectives of  this book, 14

Internal auditor code of  ethics
Intentional Standards for the Professional Practice of  

Internal Auditing (IPPF), 229
Internal auditor commitments to learning

internal audit key competencies, 363
Internal auditor professional certifications

certified internal auditor requirements, 684
CIA requirements, 684
value of  CIA specialty certifications, 693

Internal auditor professional requirements
CBOK requirements, 788

Internal auditor responsibilities
fraud detection and prevention, 664

Internal auditor staff-level position description
internal audit organizations, 342

Internal communications
COSO internal control principles, 78
information and communication processes, 52

International Organization for Standardization  
(ISO), 762

Internal control activities
COSO internal control framework, 45, 46
transaction control activities, 48

Internal control components
internal control principles, 33

Internal control concerns
small IT business systems characteristics, 449

Internal control evaluations
monitoring COSO internal controls, 83

Internal control fundamentals
committee of  sponsoring organizations (COSO), 30
COSO internal control framework, 30
major components of  internal control, 33

Internal control principles
COSO internal control framework, 37
internal control components, 33
three components of  internal control, 33

Internal control processes
application input components, 525
big data governance, risk, and compliance issues, 509
big data internal control issues, 510
BYOD risk tolerances, 488
BYOD security policy elements, 488
data variety and complexity, 506
DYOD internal audit issues, 486
enterprise content management internal controls, 517
enterprise content management overview, 519
enterprise social media policy, 500
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IT application components, 524
IT application output components, 533
GRC concepts, 673
GRC practices and principles, 679

Internal control security risks
BYOD legal actions, 489
IT social engineering security risk methods, 569
NIST cybersecurity framework, 573
NIST implementation steps, 575
NIST tiers of  cybersecurity maturity, 573
social engineering IT risks, 568

Internal controls
common body of  knowledge (CBOK), 15

Internal controls changes and concepts
2014 revised COSO framework, 32

Internal controls definition
committee of  sponsoring organizations (COSO), 30

Internal environment component. See COSO Enterprise 
Risk Management (ERM)

Internal Standards for the Professional Practice of  Internal 
Auditing (IPPF)

internal auditing’s mission statement, 9
internal auditor CBOK, 16

International auditing standards
internal audit procedures, 777

Interval selection audit sample selection
statistical sampling plans, 250

IPPF
internal auditing’s mission statement, 9
mission statements, 9

IPPF professional standards
enterprise internal audit consulting standards, 702

IPPF required and recommended elements
Intentional Standards for the Professional Practice of  

Internal Auditing (IPPF), 217
ISACA

COBIT standards and framework, 124
ISACA code of  professional ethics

internal audit principles, 231
ISO

international organization for standardization, 762
ISO standards overview, 764
worldwide internal audit standards, 762

ISO 2000
service quality management, 771

ISO 27002
ISO IT security standards, 768

ISO 27002
IT security standards, 768
IT security technique requirements, 770

ISO 38500
IT governance standard, 772

ISO 38500 model 
IT governance standard, 774
objectives, 772

ISO 9000 standards 
quality assurance auditing, 723

ISO 9001 quality management systems
ISO standards, 765
quality management system processes, 767

ISO certification processes
ISO standards, 764

ISO documentation hierarchy, 768
ISO standards

COSO internal control framework, 776

ISO certification processes, 764
ISO documentation hierarchy, 768
ISO 9001 quality management systems, 765
ISO 38500 objectives, 772

ISO standards overview
ISO, 764

IT application audit test procedures
reviewing application management controls, 543

IT application components
application programs, 528
files and databases, 527
internal control processes, 524
IT application development review guidelines, 531

IT application controls
internal audit procedures, 524

IT application development review guidelines
IT application components, 531

IT application output components
internal control processes, 533

IT application review control objectives
internal audit procedures, 540

IT audit processes
auditing business continuity processes, 588
auditing IT security and privacy, 576
internal audit BCP review procedures, 292

IT control hierarchy 
selecting technology controls, 73

IT disaster recovery plans
IT security processes, 585

IT governance standard
ISO 38500, 772, 774

IT infrastructure internal control reviews
general controls, 440

IT network security fundamentals
cybersecurity internal audit concerns, 561
IT security threats, 561
password logon process, 564
system firewall controls, 566
viruses and malicious program code, 565

IT passwords
data security concepts, 563

IT security processes
IT disaster recovery plans, 585

IT security technique requirements
ISO 27002, 770

IT security threats
IT network security fundamentals, 561
IT systems privacy concerns, 570
target corporation security breach, 562

IT social engineering security risk methods 
internal control security risks, 569

IT systems auditor basic knowledge requirements
building the internal audit function, 343

IT systems general controls
general controls reviews of  IT operations, 461
information systems operations, 440
internal audit data center reviews, 460
ITIL® service support IT infrastructure best practices, 

465
large IT systems, 454
large IT systems general controls review objectives, 462
legacy systems, 453
mainframe legacy system controls, 455
operating systems software, 458
small IT business systems characteristics, 444
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IT systems privacy concerns
IT security threats, 570
Health Insurance Portability and Accountability Act 

(HIPAA), 570
PCI DSS goals and requirements, 580

ITIL framework 
ITIL® best practices, 466
service delivery best practices, 475

ITIL service delivery
availability management, 481
capacity management, 479
continuity management, 482
costs and pricing internal audit review steps, 479
financial management for IT services, 477
service level management, 475

ITIL service support
configuration management, 470
change management, 472
incident management, 466
problem management, 469
release management, 474

ITIL® best practices
auditing IT infrastructure management, 482
ITIL framework, 466

ITIL® con figuration management
internal audit procedures, 472

ITIL® service support IT infrastructure best practices
IT systems general controls, 465

Johnson & Johnson tylenol crisis 
mission statements, 632

Judgmental sampling
testing, assessing, and evaluating audit evidence, 239

Knowledge area concepts
common body of  knowledge (CBOK), 13

Large IT general controls preliminary survey
general controls internal audit objectives, 457

Large IT systems
general controls, 454
legacy systems, 454

Large IT systems general controls review objectives
IT systems general controls, 462

Launching an enterprise Six Sigma project
quality assurance processes, 752

Launching an internal audit internal consulting  
capability

audit charter designations, 706
strategic decisions, 705

Lean Six Sigma
concepts, 754

Legacy systems
IT systems general controls, 453
large IT systems, 454

Legal and regulatory compliance risk objectives
risk management fundamentals, 173

LinkedIn
social media example, 497

Mainframe legacy system controls
IT systems general controls, 455

Major components of  internal control
internal control fundamentals, 33

Managing the internal audit activity
internal audit performance standards, 223

Managing the internal audit universe
internal audit risk management, 353

Methods of  internal communication
COSO internal control principles, 80

Microsoft Corporation 2007 Audit Committee Charter
Audit Committee Organization, 615

Mission of  internal auditing
definition of  internal auditing, 9

Mission statements
enterprise governance processes, 632
IPPF, 9
Johnson & Johnson Tylenol Crisis, 632

Monetary unit sampling
audit sampling, 263
testing, assessing, and evaluating audit evidence, 264

Monitoring activities
COSO internal control components, 53

Monitoring COSO internal controls
internal control evaluations, 83

Monitoring internal audit fieldwork
internal audit fieldwork, 209

Multistage sampling
testing, assessing, and evaluating audit evidence, 267

Negotiation skills
internal audit key competencies, 361

NIST cybersecurity framework
internal control security risks, 573

NIST implementation steps 
internal control security risks, 575

NIST tiers of  cybersecurity maturity
internal control security risks, 573

Object-oriented programming (OOP concepts
internal audit procedures, 530

Objectives of  this book
internal auditor CBOK, 14

Online Privacy and E-Commerce Issues
radio frequency identification (RFID) Privacy issues, 570

Operating systems software
IT systems general controls, 458

Operations IT internal controls
small IT business systems characteristics, 447

Operations risk management objectives
business unit–level risks, 175
COSO ERM key elements, 172

Opt-out rights
U.S. Federal Privacy Protection Laws, 572

Organizing and managing internal audit activities
CBOK requirements, 785

Other CIA certifications
CCSA requirements, 688
CFSA requirements, 691
CGAP requirements, 690
CRMA requirements, 693
QIAL requirements, 693

Other CISA certifications
CFE requirements, 697
CGEIT requirements, 695
CISM requirements, 696
CISSP requirements, 697
CRSIC requirements, 697
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Pareto Chart Example
quality assurance auditing, 722

Password logon process
IT network security fundamentals, 564

PCAOB public accounting firm registration
Public Company Accounting Oversight Board (PCAOB), 

88
PCAOB standard AS3

audit quality control standards, 90
audit workpapers retention, 90

PCI DSS fundamentals
U.S. Federal Privacy Protection Laws, 579

PCI DSS goals and requirements
IT systems privacy concerns, 580

Performing an internal audit engagement.
internal audit performance standards, 226

Performing applications controls reviews
application input and output audit tests, 548
applications testing objectives, 555
auditing applications under development, 549
client-server budgeting system, 546
internal audit procedures, 534
preimplementation review requirements definition 

checklist, 554
testing audit control objectives, 541
tests of  compliance, 548

Performing appropriate internal audit procedures 
project management institutes PMBOK processes, 383

Performing effective internal audits
audit evidence, 204
audit plans, 187
intentional standards for the professional practice of  

internal auditing (IPPF), 214
internal audit charters, 186
internal audit fieldwork, 206
internal audit process: summarized steps, 214

Permanent files
workpaper document organization, 401

Petty cash audit program
developing and preparing audit programs, 202

Planned IIARF CBOK study
IIARF 2015 CBOK study, 23

Planning an internal audit
Project Management Book of  Knowledge (PMBOK), 378

Planning and performing internal audits
CBOK knowledge requirements, 16
CBOK requirements, 784

Planning audits 
project management, 366
workpaper standards, 398

Planning internal audits
internal audit organization, 183
internal audit preparatory activities, 185

PMBOK process steps
Project Management Book of  Knowledge (PMBOK), 369

PMBOK program and portfolio management
Project Management Book of  Knowledge (PMBOK), 375, 

377
PMBOK project management plan 

project management institutes PMBOK processes, 374
PMI definition of  a project

Project Management Institute (PMI), 367
project, program, and portfolio management 

interactions, 376

PMI risk management components
Project Management Book of  Knowledge (PMBOK), 369

PMI risk management data flow
Project Management Book of  Knowledge (PMBOK), 369

Preimplementation review objectives
internal audit procedures, 551

Preimplementation review requirements definition 
checklist

performing applications controls reviews, 554
Preliminary audit findings

audit findings elements, 210
internal audit fieldwork, 208

Preliminary findings point sheet
wrapping up an internal audit, 385

Principles of  internal controls
COBIT standards and framework, 125

Probability and uncertainty
risk assessment analysis, 148

Problem management
ITIL service support, 469

Process modeling
internal audit workpapers, 396

Process modeling and workpapers
documenting audit results, 390
process modeling hierarchy, 392

Process modeling for internal auditors
internal audit documentation requirements, 391

Process modeling hierarchy
process modeling and workpapers, 392

Professional convergence requirements
CBOK requirements, 788

Progress through Sharing
internal auditing motto, 11

Project management. See also Project Management 
Institute (PMI); Project Management Book of  Knowledge 
(PMBOK)

internal audit processes, 366
planning audits, 366

Project Management Book of  Knowledge (PMBOK)
audit planning documentation, 381
best practices, 386
internal audit project management, 365
planning an internal audit, 378
PMBOK process steps, 369
PMI risk management components, 369
PMI risk management data flow, 369
PMBOK program and portfolio management, 375, 377
project management best practices, 386
project, program, and portfolio management 

relationships, 378
Project Management Institute (PMI) 

definition of  a project, 367
institutes PMBOK processes, 367

Project Management Institutes PMBOK processes
performing appropriate internal audit procedures, 383
PMBOK project management plan, 374
Project Management Institute (PMI), 367

Project, program, and portfolio management  
interactions 

PMI definition of  a project, 376
Project, program, and portfolio management relationships

Project Management Book of  Knowledge (PMBOK), 378
Public accounting’s role in fraud detection 

AICPA fraud standards, 659
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Public Company Accounting Oversight Board (PCAOB)
PCAOB public accounting firm registration, 88
Sarbanes Oxley Act (SOx), 88

Published audit reports
communication problems, 433
internal audit communications, 433
reporting internal audit results, 415

Purchased software internal controls audit checklist
internal audit procedures, 532

QA reviews of  individual completed audits
internal audit quality assurance review procedures,  

739
QIAL requirements

other CIA certifications, 693
Quality assurance auditing

American Society for Quality (ASQ), 717
ASQ standards, 717
classifications of  quality audits, 719
Deming PDCA cycle, 724
duties and responsibilities of  ASQ quality auditors, 719
internal audit quality assurance review elements, 730
internal audit quality assurance review procedures, 731
ISO 9000 standards, 723
Pareto chart example, 722
types of  quality audits, 721

Quality assurance processes
launching an enterprise Six Sigma project, 752
Six Sigma concepts, 747

Quality assurance programs
internal audit attribute standards, 222

Quality assurance review approaches
internal audit quality assurance review procedures, 734

Quality assurance reviews of  the internal audit function
internal audit processes, 727

Quality audit process steps
ASQ standards, 726

Quality management system processes 
ISO 9001 quality management systems, 767

Quality review engagement memo
internal audit processes, 736

Quantitative risk analysis
risk management fundamentals, 150
risk monitoring, 152
risk ranking expected costs, 152

Questionnaire-based CSA reviews 
CSA processes, 302

Questionnaire-type audit reports
audit report formats, 426

Radio frequency identification (RFID) privacy issues
online privacy and e-commerce issues, 570

Random number audit sample selection
statistical sampling plans, 248

Recommended sample sizes
section 404 compliance reviews, 116

Red book standards
Intentional Standards for the Professional Practice of  

Internal Auditing (IPPF), 218
Red flags

fraud detection and prevention, 658
internal audit fraud detection signs, 657

Release management
ITIL service support, 474

Relevant information
information and communication processes, 50

Replicated sampling
testing, assessing, and evaluating audit evidence, 268

Reporting audit results
internal audit processes, 360

Reporting internal audit results
audit report framework, 412
audit report key elements, 417
audit report negative and positive statement examples, 

425
audit report preparation steps, 429
internal audit processes, 411
internal audit report objectives, 423
published audit reports, 415

Reporting the results of  an internal audit quality assurance 
review

internal audit processes, 741
Residual risk

risk management fundamentals, 164
Review of  a Six Sigma program

internal audit procedures, 759
Reviewing application management controls 

IT application audit test procedures, 543
vendor-supplied software, 531

Reviews of  compliance activities
internal audit processes, 678

Revised COSO framework
COSO internal control framework, 35

Risk appetite map
risk management fundamentals, 159

Risk assessment
COSO internal control framework, 40

Risk assessment analysis 
probability and uncertainty, 148
risk management fundamentals, 148

Risk assessment principles
COSO internal control framework, 41

Risk encompassing the entire organization 
entity-level risks, 174

Risk identification
risk management process steps, 144

Risk identification and analysis
COSO internal control framework, 41

Risk management fundamentals
enterprise risk management, 142
inherent risk, 163
legal and regulatory compliance risk objectives, 173
quantitative risk analysis, 150
residual risk, 164
risk appetite map, 159
risk assessment analysis, 148
risk objective setting components, 161
risk ranking, 149

Risk management process steps
risk identification, 144

Risk monitoring
quantitative risk analysis, 152

Risk objective setting components
risk management fundamentals, 161

Risk ranking
risk management fundamentals, 149

Risk ranking expected costs
quantitative risk analysis, 152
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Risk response elements
COSO ERM, 165

Risk response strategies
COSO risk assessment, 44

Role of  the CAE
establishing an internal audit function, 338

Sarbanes Oxley Act (SOx)
Public Company Accounting Oversight Board (PCAOB), 

88
Sarbanes Oxley Act key provisions, 87

Sarbanes Oxley Act key provisions
Sarbanes Oxley Act (SOx), 87
Section 404: Management’s Assessment of  Internal 

Controls, 102
SOx Title II: Auditor Independence, 92
SOx Title III: Corporate Responsibility, 95
SOx Title IV: Enhanced Financial Disclosures, 100
Title V: Analyst Conflicts of  Interest, 104
Title XI: Corporate Fraud Accountability, 107

Section 302 Officer Cortication
SOx Title III: Corporate Responsibility, 96

Section 404 Compliance Reviews
application control process areas, 115
AS5 auditing rules, 109
internal audit processes, 110
recommended sample sizes, 116

Section 404: Management’s Assessment of  Internal 
Controls

financial officer codes of  ethics, 102
Sarbanes Oxley Act key provisions, 102

Selecting technology controls
COSO internal control principles, 73
IT control hierarchy, 73

Self-assessment functions
definition of  internal auditing, 7

Service delivery best practices
ITIL framework, 475

Service level agreements (SLAs)
business continuity planning (BCP), 603
service level management, 476

Service level management
ITIL service delivery, 475
service level agreements (SLAs), 476

Service quality management
ISO 2000, 771

Seventeen COSO principles
COSO internal control principles, 60

Significance of  internal auditing
common body of  knowledge (CBOK), 3

Significant findings audit committee report 
chief  audit executive appointment, 624

SIPOC analysis
Six Sigma concepts, 753

Six Sigma concepts
define-measure-analyze-improve-control model, 747
DMAIC model, 747
DMAIC procedures, 756
Lean Six Sigma, 754
quality assurance processes, 747
SIPOC analysis, 753
Six Sigma deployment and process goal, 749
supplier-inputs-process-outputs-customer (SIPOC) 

charts, 754

Six Sigma and Lean techniques
ASQ quality assurance processes, 746
internal audit procedures, 756
internal audit processes, 746

Six Sigma deployment and process goal
Six Sigma concepts, 749

Six Sigma leadership roles
Black Belt Body of  Knowledge, 751

Small business IT systems
auditing IT general controls, 449
general controls internal audit objectives, 453

Small business IT systems characteristics
client-server system configuration, 446
internal control concerns, 449
IT systems general controls, 444
operations IT internal controls, 447
system program library controls, 451

Social engineering IT risks
internal control security risks, 568

Social media computing risks
enterprise social media policy, 501

Social media example
Facebook, 494
LinkedIn, 497
Twitter, 498

Social media internal audit issues
internal audit procedures, 492, 504

SOx knowledge and understanding
CBOK knowledge requirements, 16

SOx legal compliance. See COSO internal control framework
SOx requirements

COSO internal control framework, 29
SOx requirements

audit committee financial expert, 617
audit workpapers retention, 90

SOx Section 302
corporate responsibility for financial reports, 96

SOx Section 404 internal control reviews
audit universe concepts, 323

SOx Title II: Auditor Independence
Sarbanes Oxley Act key provisions, 92

SOx Title III: Corporate Responsibility
audit committee governance rules, 95
Sarbanes Oxley Act key provisions, 95
Section 302 officer cortication, 96

SOx Title IV: Enhanced Financial Disclosures
Sarbanes Oxley Act key provisions, 100

SOx whistleblower
internal audit processes, 646

Stakeholder ethics attitude surveys
enterprise ethics functions, 635

Standard deviations
statistical audit sampling measures, 244

Statistical audit sampling 
testing, assessing, and evaluating audit evidence, 241

Statistical audit sampling measures
standard deviations, 244

Statistical sampling
testing, assessing, and evaluating audit evidence, 238

Statistical sampling plans
attributes sampling size examples, 257
cluster selection audit sample selection, 251
interval selection audit sample selection, 250
random number audit sample selection, 248
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stratified selection audit sample selection, 250
testing, assessing, and evaluating audit evidence, 247

Steps to building a BCP
BCP enterprise training, 602
business continuity planning (BCP), 590

Strategic decisions
launching an internal audit internal consulting 

capability, 705
Stratified selection audit sample selection

statistical sampling plans, 250
Supplier-inputs-process-outputs-customer (SIPOC) charts

Six Sigma concepts, 754
System firewall controls

IT network security fundamentals, 566
System program library controls

small IT business systems characteristics, 451

Target corporation security breach
IT security threats, 562

Testing audit control objectives
performing applications controls reviews, 541

Testing skills competencies 
internal audit key competencies, 356

Testing, assessing, and evaluating audit evidence
attributes sampling procedures, 252
audit sampling, 236
Bayesian sampling, 268
continuous assurance auditing, 275
judgmental sampling, 239
monetary unit sampling, 264
multistage sampling, 267
replicated sampling, 268
statistical audit sampling, 241
statistical sampling, 238
statistical sampling plans, 247
XBRL extensible marking language, 291
XBRL interoperability concepts, 291

Tests of  compliance 
performing applications controls reviews, 548

Three components of  internal control
internal control principles, 33

Tick marks
documenting audit results, 406

Title V: analyst conflicts of  interest
Sarbanes Oxley Act key provisions, 104

Title XI: corporate fraud accountability
Sarbanes Oxley Act key provisions, 107

Tone at the top
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