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  Introd uction   

 The social web has become an integral part of young people’s lives. Adolescents 
have embraced these online and mobile applications, which offer them opportuni-
ties not only to consume but also to create and share content. Next to blogs, video- 
and other content-sharing platforms, social network sites (SNSs) have rapidly 
evolved as young people’s preferred avenue for online communication. How the 
characteristics of SNSs accommodate needs inherent to adolescent development 
may explain why adolescents have rapidly and enthusiastically integrated SNSs into 
their daily lives. 

 During adolescence, young people develop a unifi ed sense of self and belonging 
(Steinberg 2011). They gain awareness of who they are and where they belong. 
While striving for more autonomy from their parents, feedback from peers grows in 
importance (Buhrmester and Prager 1995). Moreover, young people engage in a 
broader spectrum of relationships, from casual and close friendships to fi rst roman-
tic encounters (Côté 2009). Throughout these developments, SNSs may play an 
important role. As most online platforms revolve around one’s personal profi le, they 
offer young people a platform to present themselves (Peter and Valkenburg 2011). 
A profi le page thus offers an online stage where a user can, besides communicating 
with others, also divulge personal data in written and visual form (Siibak 2009). 
Especially during major life events, users may share experiences and receive sup-
port from their (online) contacts. In sharing and responding, young people can fur-
ther refi ne their social skills (Boyd 2014). Moreover, SNSs do not only consolidate 
existing (offl ine) relationships but also offer opportunities to expand one’s social 
circle. Adolescents can broaden their social network to other people with whom 
they may share similar interests, concerns or problems. 

 However, young people’s disclosure of personal information when constructing 
an online profi le and sharing signifi cant life experiences has raised concern as to the 
possible consequences of these disclosures. Indeed, personal information may be 
misused (Taddicken and Jers 2011). These concerns are related to the characteristics 
of digital content in general and, particularly, of the personal data disclosed on 
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SNSs. Digital content is characterised by persistence, scalability, replicability, 
searchability and shareability (Boyd 2008; Papacharissi and Gibson 2011). 
 Persistence  refers to the facility of storing digital content that may resurface at 
inconvenient moments or reach unintended audiences. Conversely, persistence 
offers users the possibility to keep track of their life course and retain important life 
events. Moreover, digital content is easy to diffuse. A picture or comment may 
instantly go viral. Put otherwise, digital data are  shareable  and  scalable , they can 
reach a single recipient or be forwarded to a large audience. This is possible through 
digital data’s  replicability . For instance, holiday snaps, but also intimate conversa-
tions, can easily, but sometimes also unintentionally, be shared. Once online, per-
sonal information becomes  searchable . Its diffusion and consultation are diffi cult to 
control. In sum, while social media offer important opportunities for young people’s 
identity and relational development through sharing life events, personal informa-
tion may rapidly spread and reach unintended audiences (Boyd 2008; Papacharissi 
and Gibson 2011; Peter and Valkenburg 2011). 

 This raises issues about the implications of digital communication in general, 
and social media in particular, for young people’s development and well-being. As 
a result, researchers are increasingly turning their attention to the reasons behind the 
attraction social media have for youth as well as to the benefi ts and risks they entail. 
Academic interest is growing in tandem with the policy and media attention regard-
ing the risks young people may encounter, such as threats to privacy due to the dif-
fusion and misuse of personal information. 

 This tension between opportunities for adolescents’ identity and relational devel-
opment and possible drawbacks for young people’s privacy and security was the 
focal point of a 2-day international conference  Youth 2.0 , organised by the University 
Centre Saint-Ignatius Antwerp (UCSIA) at the University of Antwerp in March 
2013. 

 The three main themes that constituted the central threads of the conference are 
developed in the respective parts of this publication. 

 In the fi rst part of the book, the signifi cance of social media for adolescent iden-
tity exploration and development is investigated. Janette Hughes and her colleagues 
explore adolescent identity construction through online practices in the SNS Ning. 
They further investigate how online and offl ine identities are consistent or differ. 
Malene Charlotte Larsen then explores young people’s online identities. She focuses 
on emotional statements that young people publicly share online and how these 
disclosures help co-construct their identities. Central to an online profi le is its own-
er’s picture. Rocío Rueda and Diana Giraldo analyse profi le pictures from Facebook 
users in more than 20 cities around the globe. How users sometimes stage their 
image and what meanings they want to express in this way form the subject of a 
content analysis and in-depth interviews. 

 In the next chapter, Koen Leurs applies a multi-method approach to investigate 
the social media use of Moroccan-Dutch youth. He unravels how factual power rela-
tions of race, gender and religion are sustained online. 

Introduction
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 In the chapter concluding this fi rst part, Ola Erstad explores the potential contri-
bution of social media in education. He illustrates this through the case of an online 
environment created to engage youth at risk in communicative and collaborative 
activities. 

 The second part of this book is dedicated to the tension between online self- 
disclosure and privacy. Why do privacy attitudes sometimes fail to match our online 
behaviour? This is the central question addressed by Sabine Trepte. In her chapter, 
the author focuses on three intertwined aspects, namely privacy attitudes, knowl-
edge of privacy mechanisms and behaviour that protects privacy, in order to shed 
light on the “privacy paradoxes”. 

 It is not just personal attitudes that are important in relation to privacy protection, 
social norms also play a role in how SNS users regulate their privacy, states Wouter 
Martinus Petrus Steijn. In this chapter, dedicated to the interplay between norms 
and users’ online behaviour, differences between age groups are elucidated. In the 
next chapter, Stephen Cory Robinson further investigates how children, adolescents 
and emerging adults manage their online disclosure. Based on Communication 
Privacy Management Theory, the author examines privacy protection mechanisms 
and their implications for media literacy education. 

 The third and fi nal part of the book is devoted to specifi c online risks young 
people are confronted with and how they can be empowered to cope with them. 
First, social media may be used to emit signs of distress. Jennifer Laffi er presents 
her qualitative analysis on suicide cases reported in the media and to identify these 
signs with a view to designing a screening tool. In a second chapter, Jolien Vangeel 
and her co-authors focus on another issue of concern: the compulsive use of SNSs. 
Their survey among adolescents goes beyond prevalence rates and focuses on sig-
nifi cant psychological predictors. Another risk young people may be confronted 
with is cyberbullying. Sara Pabian and Heidi Vandebosch provide insight into the 
relationship between prior victimisation that can lead to subsequent perpetration, 
based on longitudinal data. They found that this link is stronger for former victims 
who were more angry and impulsive. 

 The two fi nal chapters highlight possible interventions for empowering young 
people. Ellen Vanderhoven and her colleagues investigate the effectiveness of online 
safety interventions. Using a quasi-experimental design, the study proves that an 
approach encouraging individual refl ection has an infl uence on both young people’s 
attitudes and behaviours, whereas an approach focusing on collaborative learning 
only raises young people’s awareness of online risks. In the fi nal chapter, Ellen 
Wauters and co-authors assess pertinent issues related to content classifi cation 
labeling systems, focusing on online content and SNSs. Based on their analysis of 
these systems and policy documents, they highlight good practices that could fur-
ther inspire international standards. 

 The research described throughout the chapters of this book offers an interna-
tional perspective on its three main themes: the importance of social media for ado-
lescent identity exploration and development, the tension between online 
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self-disclosure and privacy and the empowerment of young people to cope with 
specifi c online risks. Concerning the last theme, we witness an increasing number 
of national and international organisations and events promoting online safety. For 
example, each year, during the Safer Internet Day, more than 100 countries world-
wide promote safer and more responsible use of online technology, especially 
amongst children and young people (Insafe 2015). 

 It needs to be acknowledged from the outset that the third part of this book 
mostly reports research conducted in Belgium. Although it has been found that 
Belgian children comply with the general standard as regards their use of SNSs, the 
risks they face and the coping strategies they use (d’Haenens and Vandoninck 2012), 
we should resist the temptation to generalise. Overall, research on children’s online 
safety is conducted in the global North while insight into children’s behaviour in the 
global South is lacking (Livingstone and Bulger 2013). Researchers reviewing the 
existing literature indicate a growing need for cross-national comparative studies 
for a better understanding of children’s experiences. Moreover, comparative studies 
can lead to the international dissemination of good practices (Livingstone and 
Bulger 2013). Together, the studies in this third part of the book demonstrate emerg-
ing research topics and research methodologies with regard to the empowerment 
and support of youth concerning their online safety. We hope they may inspire other 
researchers to conduct similar research worldwide. 

 In sum, this book emphasises three intertwined themes, namely identity, privacy 
and support or empowerment of youth, and offers a multidisciplinary overview of 
topical research. The contributing researchers explain relevant theories, answer a 
variety of pertinent questions, discuss practical solutions and reveal emerging issues 
that should lead future research and policy agendas. 
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    Abstract     The aim of this qualitative research study was to examine the construc-
tion, deconstruction and reconstruction of adolescent identities by exploring social 
practices within the digital landscape of a social networking site called Ning. More 
specifi cally, we ask: (a) how are adolescents’ identities shaped and performed, as 
they use a social networking platform to present themselves to the world, and (b) 
how do offl ine and online identities correspond and differ in the context of their out- 
of- school and schooled lives? We share the fi ndings of this study that examines how 
twenty-three 12 and 13 year old students constructed and presented their identities 
to their classmates and teacher and how these identities compared to and contrasted 
with their offl ine classroom identities, focusing on an in-depth analysis of two stu-
dents who participated in social practices in ways that both refl ect and challenge 
their online and offl ine identities.  

    The out-of-school reality of digital age students now heavily relies on the use of 
personal mobile devices such as laptops, tablets and smartphones. Through these 
mobile devices, adolescents interact with a variety of multimodal digital texts and 
robust communication and social networking tools. Undoubtedly, this infl uences 
students’ digital literacy and identity development; however, without education, stu-
dents may only be partially cognisant of this. Remarkably, many education settings 
have not kept pace with students’ out-of-school practices. Schools are hesitant to 
incorporate these technologies and social networking platforms, ignoring their edu-
cational potential. In actively banning students’ mobile devices and social network-
ing sites, a marked divide has been created between students’ in-school practices 
and their out-of-school digital realities. As a result, the development of adolescents’ 
digital literacies and their identities are not typically fostered within an education 
setting where students would benefi t most. 
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 Incorporating mobile devices and social networking platforms into a multi- 
literacies pedagogy encourages students to be active in their learning communities. 
In this way, students learn not only course content, but also about themselves and 
their place in their community. Using qualitative case study analysis, this research 
explores the relationship between a multi-literacies pedagogy and the development 
of adolescent digital literacies and identities. More specifi cally we ask, (a) how are 
adolescents’ identities shaped and performed when using a social networking plat-
form to present themselves to the world, and (b) how do offl ine and online identities 
correspond and differ in the context of their out-of-school lives and their schooled 
lives? 

 As Subrahmanyam and Smahel ( 2011 ) point out, “constructing a stable and 
coherent identity is a key developmental task during adolescence”. In this period of 
their lives, adolescents begin to defi ne and redefi ne themselves in relation to people 
around them (Erikson  1968 ); therefore, understanding developmental change 
requires us to examine the individual, the social context in which s/he is engaged, 
and the interaction between the two over a period of time. Kroger ( 2004 ) notes that 
a number of studies have explored identity issues in the context of the diversity of 
cultural, ethnic and social classes; however, there is now a pressing need to investi-
gate how adolescents make sense of their own identities in the context of their rela-
tionships and their surrounding environments. In their study on homepage 
construction as a way to express social development, Schmitt et al. ( 2008 ) found 
that the online creation of homepages and blogs was related to feelings of mastery, 
expressions of identity and represented a means to socialise. Subrahmanyam et al. 
( 2006 ) found that adolescents frequently used online spaces to communicate iden-
tity information to others. Given that adolescents are immersed in digital media, 
there is a growing need for educators to recognise and respond to the needs of ado-
lescents in a digital age. 

 Adolescents constantly seek ways to express themselves in the process of per-
forming their identities. Therefore, in our digitally connected world, the rapid 
adoption of mobile technologies has implications for the adolescents who use 
them. In their work on multi-literacies, Cope and Kalantzis ( 2000 ) identify the dif-
ferent domains in students’ lives (i.e. Lifeworlds and School-Based Worlds) as dis-
course worlds and they draw on these various domains to make meaning and create 
identities. Anstey and Bull ( 2006 ) suggest that “these domains or discourse worlds 
also help form a person’s literacy identity, providing a repertoire of resources that 
a person can draw on when engaging in literate practices”. They go on to explain 
that a student’s literacy identity “includes social and cultural resources, technologi-
cal experience, and all previous life experiences, as well as specifi c literacy knowl-
edge and experience” (Anstey and Bull  2006 ). Weber and Mitchell’s ( 2008 ) notion 
of identity as “personal and social bricolage” views identity construction as “an 
evolving active construction that constantly sheds bits and adds bits, changing 
through dialectical interactions with the digital and non-digital world, involving 
physical, psychological, social, and cultural agents”. The use of an SNS, Ning in 
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this case, allows adolescents to “try on” or play with alternate identities as they 
continue to develop a sense of self-identity. 

 Our aim in this research study was to examine the construction, deconstruction 
and reconstruction of adolescent identities through an exploration of their social 
practices within the digital landscape of a social networking site similar to Facebook 
called Ning. We were particularly interested in how students would present them-
selves on Ning and how the social networking community might bolster the stu-
dents’ “social presence” as defi ned by Swan and Shih ( 2005 ). In this chapter, we 
share the fi ndings of this research study that examines how twenty-three 12 and 13 
year old students constructed and presented their identities to their classmates and 
teacher and how these identities compared to and contrasted with their offl ine class-
room identities. For the purposes of this chapter, we share an in-depth analysis of 
two case studies, which explore how two of the students participated in social prac-
tices in ways that both refl ect and challenge their online and offl ine identities. 

1     Social Presence on Ning 

 Brady et al. ( 2010 ) argue that social networking sites offer great educational poten-
tial to enhance the participants’ “social presence”, defi ned by Swan and Shih ( 2005 ) 
as the “degree to which participants in computer-mediated communication feel 
affectively connected one to another”, by Picciano ( 2002 ) as a “student’s sense of 
being and belonging in a course”, and by Rourke et al. ( 2001 ) as “the ability of 
learners to project themselves socially and affectively into a community of inquiry”. 
Our decision to use a social networking site, reaffi rms our belief that it is critical for 
students to articulate who they are and what values, backgrounds, beliefs and expe-
riences they bring to the learning environment. In this context, learning is viewed as 
a social practice that is culturally, historically and geographically situated, despite 
the fact that Ning allows us to break down spatial barriers. 

 In their work exploring how individuals’ identities affect discussions, Ke et al. 
( 2011 ) conclude that identities are critical for extracting meaning from discussions 
and Kear ( 2011 ) points to the importance of beginning from “an inviting place” 
where “contributions should be friendly, supportive and informal”. The students 
seem to have an intuitive understanding of the social nature of learning, which is 
evident as they ease into their relationships through casual talk. In their study exam-
ining the use of Moodle vs. Facebook, DeSchryver et al. ( 2009 ) concluded that there 
was a positive correlation between social presence and active participation in online 
discussions, while other scholars (Cobb  2009 ; Swan and Shih  2005 ; Brady et al. 
 2010 ) confi rm that students with a higher social presence online are often more 
likely to be more engaged in these conversations. Cobb ( 2009 ) argues that, “when 
information is presented in a way that increases social presence, it is better remem-
bered by learners and the learning process is considered more engaging”. In a review 
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of the literature surrounding relationships between social presence, motivation and 
online learning, Bai ( 2003 ) states that social presence “can enhance closeness in 
online learning communities, reduce feelings of isolation and detachment, encour-
age interactions and facilitate participation in online learning”. 

 There is no denying the popularity of social networking sites like Twitter, 
Instagram and Facebook. Given the age of the students we could not have used 
Facebook and opted instead for Ning, which would be deemed more acceptable to 
parents who are naturally concerned about their children’s privacy and safety. Ning 
was one of a variety of digital tools we used within the larger context of a year-long 
research project that had students engaging with new media and many online 
resources. The students had ubiquitous access to wireless Internet and tablets for 
their learning and they used Ning to respond to media articles, YouTube clips and to 
extend their literature circle discussions. The research team felt that providing a 
social networking tool for these purposes would break down the temporal and spa-
tial barriers of the classroom and reach more learning styles. Some students are 
quieter than others yet still participate fully in their learning. Likewise, some stu-
dents need more refl ection time before they contribute and an asynchronous com-
munication tool allows this. 

 As boyd ( 2007 ) points out, social networking sites enable participants to: (1) cre-
ate uniquely identifi able profi les that consist of user-supplied content, content pro-
vided by other users and/or system-provided data; (2) publicly articulate connections 
that can be viewed and traversed by others; and (3) consume, produce and/or inter-
act with streams of user-generated content provided by their connections on the site. 
When we set up the Ning, we asked students to identify by fi rst name and location 
only and to post a profi le picture that did not have to be a personal photo. The dis-
cussion forum on Ning is multi-threaded and includes categories, photos and attach-
ments. We enabled the discussion forum feature to allow students to create forum 
topics, as we wanted to encourage them to take ownership of their learning. Like 
Facebook, Ning members are able to “friend” other members, send virtual gifts to 
friends and use the “like” button for photos or comments posted by others. Unlike 
Facebook, Ning networks are ad free. 

 While Ning afforded the students a safe online social environment, it also limited 
the potential to share their work with a wider network of people – something public 
platforms permit with their webbed connections. Another disadvantage included the 
limited functions of Ning. Students are used to the integrated games and apps on 
Facebook, the ability to create “events” and to “like” websites, videos and articles 
and have this appear on their walls. These additional features keep adolescents 
returning to check for updates, play games and interact. Furthermore, the limited 
number of people on Ning makes it less appealing than Facebook. While students 
may initially exhibit enthusiasm and invest time setting up their profi le pages, inter-
est groups and chatting with peers, the lack of additional features or higher volume 
of people seemingly impacts their long-term interest levels.  
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2     Methodology 

 The research followed a qualitative design in keeping with the established practice 
of in-depth studies of teaching and learning and case studies in general (Stake 
 2000 ). A case study methodology was employed, which included detailed fi eld 
notes, students’ writing and contributions to the social networking site (Ning), and 
also transcribed interviews with students and the teacher. Analysis of the data 
required several different layers of coding and interpretation. In the fi rst stage the 
bulk of the data was coded for various themes that emerged. We coded the interview 
transcripts following traditional coding procedures (Strauss and Corbin  1990 ) and 
compared themes across the different students in order to identify recurring and 
overlapping thematic and structural patterns (Black  2007 ). The Ning pages created 
by the students were analysed within a framework of semiotic meta-functions 
(Kress and van Leeuwen  2001a ,  b ; Jewitt  2008 ; Burn  2008 ), which considered 
design and production as representational, interactive and textual. Our analysis 
focused on the various modes of expression that the students used (i.e. visual image, 
gesture, movement) and how these worked in concert to create meaning. 

2.1     Setting Up the Ning Network 

 As the designers of the Ning network, the research team chose a colourful, appeal-
ing background design but members were also able to customise their profi le pages 
with their own design, choice of widgets and profi le applications so that their per-
sonal computer view might look very different from the original design. Once stu-
dents got access to the Ning, it took only 48 h for them to claim it as their own, start 
making changes to their pages and setting up their friend networks. What follows in 
the next section is an in-depth analysis of the online activity of two of the twenty- 
three students in this class, one male and one female, with particular attention paid 
to their social practices and the way they communicate their online identities. Levi- 
Strauss once noted that bricolage was about the construction of the bricoleur’s iden-
tity, moving beyond the simple appropriation of materials (Jenkins  1992 ). In our 
analyses, we examine what elements of themselves the students include in their 
Ning interactions, as well as what they choose to omit. We look at the overall design 
of their Ning pages – what they have added, deleted or borrowed from others. These 
analyses are juxtaposed with the teacher’s impressions and knowledge of each of 
the students, as well as with the comments made by the two students, Elyssa and 
Liam (pseudonyms), in open-ended, follow-up interviews. 

 We chose to focus on Elyssa and Liam for our case studies as their Ning activity 
refl ected how the other students generally used Ning – personalising their profi le 
pages, completing school assignments and posting personal and work-related 
comments on each others’ walls. However, in other respects they were also excep-
tional in their use of Ning when it came to their contrasting online and offl ine 
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identities. For example, Elyssa’s classroom personality could be characterised as 
shy, studious and reserved, while her online personality was outgoing, social and 
energetic. Likewise, Liam’s personality in class was serious, mature and refl ective, 
while his online personality was silly, open and laidback.   

3     Case Studies 

3.1     Elyssa 

 Elyssa is a 12 year-old girl of Chinese descent who appears quiet, serious and shy 
in the classroom. In a pre-project, open-ended survey that asks about students’ tech-
nology use, Elyssa reports that she does not use any social networking sites other 
than Ning. She spends on average between 5 and 10 h per week using the Internet, 
primarily “surfi ng” for enjoyment and researching for school projects. At home, 
Elyssa has access to a desktop computer as well as both her own iPad and iPod. She 
reports that she “normally” enjoys using computer technologies, including mobile 
devices, in school because it “helps [her] do better in school and get more research 
done”. She also comments that she likes using her iPad in class: “If I have quick 
access to the Internet, I feel like I have an advantage. Like when I do research on my 
iPad, it’s a lot quicker than going on the computer.” When asked whether she felt 
that technology helped shape a student’s sense of identity, Elyssa responded, “No, 
because I think that kids can develop their sense of identity without using tech 
items”. 

 Elyssa’s Ning page (see Fig.  1 ) is an interesting juxtaposition of the personal and 
impersonal; this intersection highlights the anonymity exercised by many online 
adolescents who choose to omit personal statistical information like real name, age 

  Fig. 1    Elyssa’s profi le page on Ning       
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and appearance, but who simultaneously exhibit openness through their intimate 
status updates, personal comments on friends’ walls and publicised discussions 
posted on discussion boards – all activity in which Elyssa engages. In Elyssa’s case 
the decision to omit personal information comes from a keen awareness of the “dan-
gers” of the Internet. She comments:

   I didn’t give personal information because I’ve learned about the dangers of doing so at 
school. I also didn’t post any personal pictures for the same reason. Also, I am a more pri-
vate person, and I don’t give away personal information like some of my classmates do. I 
did this consciously, as I was aware of the possible effects. 

   Interestingly, Elyssa purposely creates a persona that she sees as “opposite” to 
how she believes her classmates view her.

  On my profi le, I made myself seem like the opposite of how my peers see me. On Ning, I 
seem like a colourful, bubbly girl who is very talkative and confi dent. This is because I 
designed my page with bright colours, joined multiple groups, gave gifts, and posted lots of 
comments. 

   Elyssa’s page is a bricolage of her thought processes: “wow! My response is 
pretty long!” and then later, “Everyone has long responses. I’m not alone. :D”. Her 
frenetic energy is expressed through her constant status updates and the comments 
she posts to friends’ walls which contain short and erratic sentences and lots of 
exclamation marks: “f--, when i just saw ur page, i was like woaaahhh. It’s awe-
some!!!!! How did u do it??” 

 Elyssa has personalised her Ning page and substituted the basic template with a 
customised layout design. Her profi le page has since changed from the original after 
she learned more advanced layout, design and uploading skills. Her fi rst profi le 
page consisted of a koala bear she uploaded from her computer for her profi le pic-
ture and a rocky beach for her page’s wallpaper. She noted that she would have 
chosen a puppy or ferret if she had known how up upload a photo from the Internet. 
Figure  1 : Elyssa’s Profi le Page on Ning illustrates the page she eventually created 
after learning more skills. Her original profi le page included a colour scheme that 
emphasised colours found in nature like blue, green and yellow. Elyssa did not 
explicitly comment on these colours and their relation to the natural world and when 
asked about her design choices she commented: ….

  I left out very dark colours, and I added very few pink. This is because of two reasons. 1. I 
am not a girly girl, and I despise the colour pink. 2. I don’t hate dark colours but I may have 
added bright colours unconsciously to gain favour from my peers. 

   Throughout her follow-up interview, Elyssa makes references that demonstrate 
she is highly conscious of her work being viewed by others. At the end of her inter-
view, she reiterates this idea as she revisits the design of her home page, by saying, 
“I made it bright and pretty, and I like it. Although I do feel like as if it is because of 
the fact that my peers would be on it that I made it look that bright.” 

 As someone who is very in tune with nature, her choice of colours furthers her 
“nature-based” wall theme and supporting wall posts that point to a love of nature 
and animals: “I have 3 turtles, 2 fi sh, 3 frogs and a hammy named Bubbles”. In a 
follow-up interview with Elyssa, she mentions repeatedly that she is an animal lover 
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and comments that “animal lover is usually one of fi ve words that someone would 
use to describe me”. 

 Unlike the chaotic nature of some of her peers’ personalised pages, Elyssa’s page 
has maintained order. All the textboxes have highlighted headings and separate 
boxes for sidebars like “gifts received” “friends”, and “blog posts”. Elyssa’s posts 
appear in a logical sequence of recent to past posts, and primarily consist of 
“thinking- out-loud” type posts where Elyssa’s internal dialogue is revealed: “is any-
one on?”; “what is this?” “…I’m so bored”; “How do you add friends?” and her 
very supportive and enthusiastic comments to her peers about their work or profi le 
pages: “That’s a great response!! I read all of it.”; “I really liked your response, 
Liam. It had many great points!”; “f--, when I just saw ur page, I was like woaaahhh. 
It’s awesome!!!!!!!!!!!!!!!!!!!How did u do it??”; “hi j--. I like ur page.” 

 Based solely on Elyssa’s status updates and posts to friends, Elyssa’s “voice” is 
bubbly, enthusiastic and fl ighty – she uses many exclamation points for emphasis 
and text-message contractions like “ur” in place of “your” to differentiate her social 
activity on Ning from her academic activity on Ning’s more formal discussion 
board. In her follow-up interview, Elyssa notes that she is very different online than 
in class:

  On my ning profi le, I am more social than I am at school. On the ning, I go around com-
menting on many things, when in real life, I am less social. I’m not sure why I did this, but 
I think that I may be more confi dent on the ning than in real life (I guess people really do 
change on the internet.). 

   Elyssa’s teacher agrees that there are noticeable differences in the way Elyssa 
interacts online versus in person, but that there are also some similarities. As stated, 
she is a quiet, almost reserved individual in class, so the social comments she makes 
are not typical of how she speaks in the classroom. However, her positive and 
encouraging online comments are indicative of her supportive school persona. 

 Elyssa’s exceptional intrapersonal skills enable her to see clearly the contradic-
tions in her online personas and her classroom persona. Indeed, she conducts herself 
differently depending on whether she is being social on the Ning or whether she is 
writing a response for her teacher. Her social posts are markedly different in writing 
style, depth and, where applicable, analysis, compared to the formal discussions 
Elyssa has posted for her teacher which include a lot of analysis, relevant examples 
and correct grammar, spelling and sentence structure. From her teacher’s perspec-
tive, Elyssa’s responses to specifi c school-related assignments express more of her 
serious in-school personality traits than the comments on her profi le page and there 
appears to be a clear distinction between student-Elyssa and online-Elyssa. To 
account for the difference in writing styles, Elyssa comments: “These responses are 
all quite long, as many people describe me as a perfectionist”. She also reveals that 
writing on Ning made her more conscious of what she was saying:

  I left out some of the ideas that I had while writing my responses. I believe that I did this 
because I thought that it would be unpopular if I did. I did this consciously. I thought of 
ideas while I was typing, and when I came across a thought that I thought wouldn’t be popu-
lar with my peers, I skipped it. At school, I normally don’t care if my writing doesn’t please 
my peers, but for whatever reason, I do on the internet. 
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   Later, she also says, “at school, I am actually more confi dent with my teacher 
than with my peers, so I may have actually responded slightly differently if my 
peers weren’t on the Ning with me”. 

 This controlled, conscious decision about how to write on Ning seems to stand in 
stark contrast to Elyssa’s comments in her interview, in which she states that she 
feels “happy, relaxed and confi dent about using the Ning”. However, she also adds 
that she feels “in control” when she is using the Ning for writing:

  In real life, I am not very social, because I am quite shy and I tend to stutter A LOT. However, 
when I write, I do not stutter and I become creative and colourful in my writing. I feel more 
in control and confi dent when I am typing, because I don’t get nervous when I’m typing. I 
prefer to type than to speak because I am nervous standing in front of the class and some-
times, I randomly stutter when I’m talking to close friends! So because of the fact that I 
don’t stutter on the internet, I feel relaxed. 

   The Ning clearly affords Elyssa an opportunity to convey her thoughts and ideas 
in a way that provides a high level of both comfort and control. She implies that her 
shyness is somewhat alleviated when she writes on Ning and that she is freer to 
express herself. However, she is not entirely free to share all of her ideas and censors 
the ones that she feels will make her unpopular with her peers. The classroom 
teacher believes this is likely because Elyssa is a talented writer and does not want 
to be perceived as “showing off” in front of her peers. This is in keeping with 
Elyssa’s in-class persona, which does not wish to attract much attention. 

 Elyssa does not participate in the Groups she has been invited to. For the most 
part the “discussion” in these groups is silly, one-sided banter. This omission of 
participation perhaps communicates a desire to engage in more meaningful com-
munication. She does, however, engage in the gift-giving trend begun by some of 
her classmates. She comments:

  On my profi le, I gave gifts to everyone. This is not like me in real life, as I am not very 
friendly with everyone. I chose to give gifts to everyone because I wanted to seem friendly 
on my ning profi le. Also, I gave gifts to everybody because I didn’t want to give gifts to 
some people, but not to others, and I didn’t want to give no gifts. Also, I friended a lot of 
people who weren’t actually my friends. When somebody sent me a request to become a 
friend, I accepted without thinking twice. When I thought about this, I fi gured that it was 
because of two reasons. 1. Ning was not like other social websites, as friending someone 
didn’t lead to special things that they could do. 2. I wanted to seem friendly on ning. 

   Although she has omitted a personal profi le picture and chosen to reveal little 
about herself in her profi le, she has allowed all her enthusiastic comments to her 
peers and their responses to appear on her wall, revealing an effervescent online 
personality. Her willingness to engage in friending and gift-giving support her 
claims that she is trying to be more social online than she is in class. It is easy to get 
a sense of Elyssa’s online personality from her Ning wall, even though her personal 
information is limited. Furthermore, it is the absence of personal information and a 
personal profi le picture that highlights the fact that she does not wish to align her 
in-person self with the identity she is creating on Ning.  
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3.2     Liam 

 Liam is a bright, attentive and articulate 12 year-old boy. In his pre-project, open- 
ended survey, Liam reports that he does not use any social networking sites other 
than Ning. He spends on average only 1–5 h per week using the Internet, primarily 
doing research for school. At home, Liam has access to a desktop computer, as well 
as an iPod and an e-reader. He reports that he enjoys creating “visual art” on the 
computer: “I use Microsoft Publisher, Bitstrips, Storybird, Comic Life and Adobe 
Photoshop Elements (PSE). I enjoy making pictures or stories, and sometimes I also 
use these to make invitations, cards and comics”. Liam comments that he feels more 
motivated to do school projects and presentations using technology “because with-
out them projects can be dull and boring … and technology opens up huge new 
opportunities”. When asked whether he felt that technology contributed to a stu-
dent’s sense of identity, Liam responded, “Sometimes people will be themselves 
online, but more often not … Everyone can create an online identity, but it is harder 
to create one that refl ects you in real life, or one that helps you grow.” 

 Liam has personalised his Ning page (see Fig.  2 ) by including a moving, video- 
game- looking wallpaper background – a unique feature not included in Ning’s pre- 
made wallpaper selections. In substituting one of the basic background options for 
this one, Liam communicates that he has the skills and confi dence to navigate a 
program like Ning, which is particularly noteworthy as Liam communicates else-
where on his wall that he prefers to spend his time outside: “I like to spend as much 
time outside as I can because I fi nd video games are really boring most of the 
time.” The inclusion of a videogame looking feature is an interesting choice for 

  Fig. 2    Liam’s profi le page on Ning       
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someone who is not particularly interested in them. Liam may therefore have taken 
this step in the hope of standing out on Ning and appealing to some of the other, 
more video game-minded students. He receives validating messages on his wall 
relating to his design like, “ps I like your page☺”. Undoubtedly, the attention from 
having a “cooler” page than others in the class, adds social capital to his online 
identity.

   Liam has also included a slideshow photo gallery that consists of fi ve rotating 
images pulled from the Internet at the top of his profi le page. This is also a unique 
feature as few of the other students have included this on their profi le pages. Each 
time a photo has been uploaded Liam has received positive feedback from other 
members in the class through “likes” or comments. 

 Two photos in the slideshow reference recent popular adolescent movies --  The 
Hunger Games  and  Harry Potter . In his follow-up interview, Liam downplays the 
importance of the photos, however, commenting: “My pictures show things that I 
like, but they are not personal, and who doesn’t like Harry Potter? The only thing 
that says anything important about my identity is my profi le picture, which is one 
of my favourite albums, by Radiohead.” The Hunger Games photo, which includes 
an image of the Queen of England and the phrase, “Let the hunger games begin” is 
satirical, alluding to the idea that the politics surrounding England and the Olympics 
are comparable to the politics in  The Hunger Games . It is fi tting that Liam included 
this political allusion as elsewhere on his wall his interest in politics and his knowl-
edge of government is clear. For instance, he posts his thoughts on Ontario’s 
Premier Dalton McGuinty’s resignation upon hearing the news: “OMG!!!!! 
DALTON McGUINTY JUST RESIGNED!!!!!!! OMG!!!!! DALTON McGUINTY 
JUST RESIGNED!!!!!!! OMG!!!!! DALTON McGUINTY JUST RESIGNED!!!!!!! 
OMG!!!!! DALTON McGUINTY JUST RESIGNED!!!!!!!” That Liam chose to 
log onto the Ning and express his surprise indicates Liam wants his classmates to 
know of his interest in politics. Furthermore, he does not just state the news of 
McGuinty’s resignation, but frames it in the acronym-based and exclamatory lan-
guage aligned with social networking. He also includes in his “About Me” section, 
“I am a supporter of the NDP and  not  of the Conservatives or Liberals ($10 you 
didn’t know that!) and I admire Jack Layton.” Adding a statement such as this one 
communicates that Liam sees the Ning as a place where he can divulge information 
about himself that he may not have had the opportunity to do in class or 
in person. 

 Liam omits a personal image of himself, opting instead for the Radiohead album 
cover of words quilted together that refl ect modern North American society: “TV, 
Fear, Beef, Poor, Aid”. He also omits any personal profi le information, substituting 
his real name, and place of residence, Uranus. This transposition suggests that for 
Liam, the Ning is a place where he is a transposed version of himself. Perhaps the 
self he would more like to be in person – one that is sillier, more creative and open 
about his interests. His choice not to reveal much personal information is a  conscious 
one, as he reports: “Even though the Ning is still fairly secure, I still do not trust it 
to give away secrets or anything, not to sound paranoid”. 
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 The emphasis on Liam’s wall is primarily silly communication with peers; how-
ever, this is interspersed with thoughtful responses to teacher-moderated discussion 
boards. His wall is a patchwork of comments and images that refl ect both the intel-
lectual/academic and the attention-seeking mischief-maker. On peers’ walls he 
comments “DOMO” and “I want a taco. Or a burritto. Don’t get killed by the drug 
scandal. That would mean that I don’t get a taco. Or a burrito.” And, he leaves com-
ments on his own wall like, “hi”. Finally, he posts the most prolifi c nonsensical 
comments in the groups he is part of, “Ya you got a morph suit” and “comsfgdfhk-
bnkjhngfk jcdfoh;pjknk jkdr,vgj,l”. Interestingly, in an interview with Liam’s 
teacher, she describes his school persona as anything but silly; bright, dynamic and 
witty are three adjectives that she uses to describe him. She fi nds him to be a very 
interesting student; articulate, sensitive, concerned about social justice, the environ-
ment, politics, health and fi tness and with a “wisdom about him that comes from 
being aware of current events and from having frequent conversations with adults 
on adult issues”. 

 When asked in a follow-up interview about whether the Ning made him feel 
more aware of what he was writing because the audience was wider than usual, 
Liam comments:

  It helps me to be more aware, because yes, everybody can see it, but also because on the 
internet once you put something down it is hard to take it back. On Earth, it is easy to com-
municate, and take back something. In the computer world, people can misinterpret you and 
it can really harm you. Often in real life, I try to say things that I would be able to say in 
front of a crowd or on the computer with a teacher there. 

   He later adds that it is sometimes easier for him to write things down than to 
speak them. On the whole, Liam feels that the most important function of the Ning 
is to connect him to his peers: “If I want to tell somebody something, I can tell them, 
and it is much easier than calling them on the phone. We can communicate much 
better, because they can still reply to me even if I miss them by an hour or so.” This 
comment underscores Liam’s tendency to use Ning in more social ways than some 
of his peers. 

 Liam’s page refl ects a dual identity in its truest sense with the combination of 
posts referring to his interest in politics, reading, social issues and nature, all of 
which are set in stark contrast to the many silly comments that appear on the Ning 
and the video-game appearance of his personal page. Despite some of the Liam’s 
sillier posts on his wall or to friends, he also presents a studious side when respond-
ing to formal discussion posts – this can be seen in a lengthy post detailing the bul-
lying found in the classic Rudolph the Red Nose Reindeer holiday fi lm. Furthermore, 
he demonstrates the same serious tone when responding to other posts like “Media’s 
Messages” and detailing the three types of media that are the most infl uential in his 
life. According to his teacher, Liam’s “academic” postings are more in keeping with 
his in-class persona. He takes all school assignments very seriously and is a critical 
and analytical thinker as well as a good writer.   
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4     Building Narratives on the Ning 

 Psychologist and educator Jerome Bruner ( 1990 ,  1996 ,  2002 ) has argued that narra-
tive is a natural and necessary part of our lives. We “live most of our lives in a world 
constructed according to the rules and devices of narrative” (Bruner  1996 ). We are 
actors in real-life stories where “we walk on stage into a play whose enactment is 
already in progress – a play whose somewhat open plot determines what parts we 
play and toward what denouements we may be heading” (Bruner  1990 ). We build 
these narratives up online through the bits of information that we post over time and 
we can use these posts to get a better sense of how we see ourselves. New technolo-
gies are making this even easier. Do these posts, however, which for the students in 
this study often include photos of pets, vacations and favourite celebrities, really say 
something important about who they are or are they merely trivial indicators of 
identity? 

 Oscar Wilde once said, “There are two principles in life. The fi rst is that one must 
strike a pose. I cannot remember the second” (Ellman  1987 ). There is no doubt that 
the students posture on the Ning but it is clear that they do not set out to deceive 
their classmates. This was true for all students in the class, but it was most notice-
able with Elyssa and Liam. That is why we focused our attention on these two stu-
dents, who are exemplary for the whole sample. 

 Elyssa’s comments about her selective choices regarding her activity on the Ning 
indicate that she is fully aware of how she represents herself and for what purpose. 
Other students may not be as cognizant of the effects their choices might have on 
their peers. Although both Elyssa and Liam are seemingly candid, their representa-
tions of themselves online do not always ring “true”, at least when compared to their 
classroom personas and what the teacher sees in class. It is important to note that 
identity development is also fl uid rather than static, especially at this age when stu-
dents are “trying on” different identities. To further exemplify this point, we note 
that both Elyssa and Liam have changed a variety of things about their pages since 
we fi rst conducted our analyses. As Subrahmanyam et al. ( 2008 ) and Subrahmanyam 
and Smahel ( 2011 ) suggest, the online and offl ine worlds of adolescents are intel-
lectually connected. Ning allowed Elyssa and Liam to explore and construct online 
versions of themselves, which are undoubtedly connected on some level to their 
offl ine personas. It was through the various communication tools on Ning and the 
less threatening communications that they were able to posture, play and experi-
ment with these otherwise dormant elements of their personalities. All it took was 
the right environment for them to become animate. 

 The Ning activities in which they engage can tell us something about these stu-
dents’ identities. The more complex interactions, for example how they interact in 
an affi nity group, post content, select others as friends and offer gifts, give us insight 
into who they are and how they want to be seen by others. The social discourse of 
both students indicate that they understand, register and adapt their language use 
depending on their audience and purpose. Both Liam and Elyssa use a type of styl-
ised writing, in the form of social networking jargon or nonsensical language. 
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Perhaps this is done as a way of fi tting in and, in Elyssa’s case, demonstrating that 
she is “in the know” when it comes to online chat – something she has not been able 
to share within the parameters of a traditional classroom environment. It is clear that 
these literacy practices afforded Elyssa the opportunity to engage in identity con-
struction, which is in keeping with Alvermann’s ( 2010 ) claim that there is a strong 
relationship between literacy and identity. Literary practices, she relates, “provide 
an arena for constructing and performing identities, and youth identity production in 
SNSs [Social Networking Sites] is a pertinent example of this” (Alvermann  2010 ). 

 Social networking is a group endeavour and Jones and Hafner ( 2012 ) explain 
that “people’s Facebook walls are like stages on which they act out conversations 
with their friends” and display their personal preferences, interests and activities 
(Jones and Hafner  2012 ). Interestingly, depending on the context – a student- created 
group, teacher-created discussion thread, or their own profi le wall – Elyssa and 
Liam exhibited multiple versions of their online selves. Beach et al. ( 2011 ) point out 
that participation in SNSs enable students to develop a sense of agency through the 
enactment of online personas; for Elyssa and Liam, one online persona was insuf-
fi cient when it came to developing this sense of agency. The multiple identities that 
the students demonstrate are not limited to online vs. in-person personas; a dual 
identity was noted for both Liam and Elyssa even on the Ning. Depending on the 
context of the interaction, their personalities varied – for example, responding to a 
discussion post from the teachers versus chatting with peers or being the only girl in 
a group discussion fi lled with boys. The group discourse requires us to examine the 
choices the students make within the context of the class and what the teacher, the 
researchers and their peers expect of them. The purpose of Ning must also be con-
sidered. Just as LinkedIn is about career building, and other sites are about connect-
ing with friends, the overall purpose of Ning as an educational tool needs to 
be explicit.  

5     Toward a Meaningful Integration of Modern Social 
Platforms 

 Our experience using Ning with this group of young adolescents confi rms for us the 
value of this tool in our pedagogical repertoires. As an online learning environment, 
Ning can foster growth, connection and learning – but building in thoughtful, genu-
ine interaction seems to be a key element in its successful use. We tapped into stu-
dents’ out-of-school literacies to consider how digital technologies like Ning might 
be used in classroom contexts. It was our intention to create a learning situation that 
allows students to share their identities and views them as constructors and produc-
ers of knowledge. 

 Building a community is an important priority. Hung and Yuen ( 2010 ) argue that 
sustaining communities of practice can be challenging and that “potential obstacles, 
such as lack of trust, isolated feelings, and other affective factors” can be barriers to 
learning. They also suggest that, “hybrid communities mixing online interaction 
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with face-to-face interaction may be ideal” (Hung and Yuen  2010 ). In follow-up 
interviews with the teacher and students, there was an overwhelming consensus that 
combining real-time, face-to-face communication, with the Ning network, which 
offers fl exibility, convenience and opportunities for more informal social sharing, 
provides a balance that furthers pedagogical goals. 

 The multimodal affordances of Ning provided the students with an opportunity 
to convey their social presence in ways that helped them become part of the com-
munity. They engaged in collegial social practices such as adding greetings to their 
posts, referring to peers by fi rst names, writing supportive comments to each other 
and added personal anecdotes, which offered expressions of emotion and communi-
cated some of their beliefs and values, especially regarding the theme of the project, 
which happened to be the impact of digital media and technologies in their lives. 
These online social practices are quite common regardless of the discussion forum 
or learning space. In addition to fostering a community of learners where each per-
son had the opportunity to engage in collective and collaborative learning and felt 
comfortable sharing opinions and new understandings, the ability to embed video, 
images and links and to attach fi les directly to their comments helped them to 
enhance and expand their contributions and their social presence on Ning. 

 In keeping with the understanding that literacy is a social practice and that new 
social networking platforms offer educational opportunities for students to create or 
assume social identities beyond the traditional classroom context, we opened up this 
new space for learning. As important as it is for students to use technologies for 
thinking, organising ideas and creating multimodal products to represent their 
understandings, it is equally important to offer them opportunities to connect with 
each other, build relationships with the people in their learning communities and 
explore social identities – one of the most crucial tasks of adolescence.     
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      An ‘Open Source’ Networked Identity. 
On Young People’s Construction 
and Co-construction of Identity on Social 
Network Sites                     

       Malene     Charlotte     Larsen    

    Abstract     This chapter examines the concept of identity in relation to youth prac-
tices on SNSs. The chapter illustrates how writing “I love you” or other emotional 
statements on each other’s profi les on SNSs is not only a common way for Danish 
teenagers to communicate and practice friendship, but also an important part of 
their self-presentation online. It examines why these emotional statements are 
almost always publicly available – or even strategically and intentionally placed on 
the young people’s profi les. In relation to this, it is argued that young people – 
through their emotional communicative actions – are not only staging their own 
identity, but are co-constructors of each other’s identities, which the author charac-
terises as an “open source”, networked identity.  

1        Introduction 

 In addition to being a signifi cant part of children and young people’s friendship 
relations, SNSs are heavily intertwined with self-presentation and the construction 
of identity. This chapter focuses on the concept of identity and how we can 
understand it in relation to youth on SNSs. The chapter discusses the concept of 
identity theoretically and empirically, based on fi ndings from 8 years of ethnographic 
studies of Danish adolescents’ use of SNSs (e.g. Larsen  2010 ). Specifi cally, the 
chapter discusses what role social relations play in the self-presentation of youth 
and it is argued that to a great extent young people manage and construct each 
other’s identity on SNSs. In relation to this, and based on the concept of networked 
individualism (Wellman  2002 ; Wellman et al.  2003 ), the chapter introduces the term 
“open source” networked identity (Larsen  2010 ,  2011 ; Ryberg and Larsen  2008 ) as 
a metaphor for understanding how the collaborative presentation of identity or 
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identity-through-social-interaction is visible, reinforced and sometimes deliberately 
used by young people on SNSs. 

 The chapter focuses especially on a quite specifi c mode of communication, 
which the author has found to be typical among Danish teenagers on SNSs. This 
mode of communication is characterised by a particular Love discourse that exists 
among best friends, where statements such as “I love you” appear frequently in their 
interactions and where various technological features are used, refi ned or even 
redefi ned in order to express emotional communication. The way in which young 
people use this emotional communication refl ects what Gee calls discourse with a 
capital D. Here, we are dealing with “… socially accepted associations among ways 
of using language, of thinking, valuing, acting, and interacting, in the ‘right’ places 
and at the ‘right’ times with the ‘right’ objects…” (Gee  1999 , p. 17). Based on this 
understanding the chapter examines how writing “I love you” and using a range of 
culturally and socially accepted signs, symbols or technological features (often in a 
very creative or playful manner) has become a common way for Danish youth to 
communicate and construct not only their own, but also each other’s identity online. 
The chapter investigates why this practice has become so common and what it 
means to the young people. It discusses the different functions of the emotional 
communication and analyses the differences between boys and girls and how they 
critically discuss their own widespread use of the words “I love you”. Based on this 
analysis, the chapter discusses why the emotional statements are almost always 
publicly available – or even strategically and intentionally placed or highlighted on 
young people’s profi les. As a consequence of this, it is argued that young people – 
through their emotional communicative actions – are not only staging their own 
identity, but are co-constructors of each other’s identity; an “open source” networked 
identity. 

 Theoretically, the chapter is situated within the fi eld of discourse studies where 
Nexus Analysis (Norris and Jones  2005 ; Scollon and Scollon  2004 ; Scollon  2001a ,  b ) 
is the primary theoretical and methodological approach. Nexus analysis distinguishes 
itself from other discourse analytic approaches by focusing on central, mediated 
actions carried out by social actors within a loosely tied “nexus of practice” (rather 
than focusing solely on discourse). The term nexus of practice refers to the social 
fi eld where humans, discourses and cultural artefacts intersect and result in social 
action. In the chapter, young people’s use of SNSs is analysed as a nexus of practice 
where communicating youthful emotions are among the most prominent and central 
of mediated actions and cycles of discourses. 

 Empirically, the chapter is based on an extensive amount of empirical data 
collected over the past 8 years, where the main purpose has been to gain an 
understanding of the meanings SNSs have for the individual and social lives of 
Danish adolescents and how they use them as part of everyday life. The primary 
data referred to in this chapter consist of ethnographic engagement (including 
participatory observations of young people’s use of various SNSs) and a large-scale, 
qualitative questionnaire aimed at investigating the experiences that 12–18-year-old 
Danes have using SNSs. In this way, the author has studied the central actions young 
people carry out across SNSs, as well as the ways in which they discursively 
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construct and articulate their concrete uses and experiences. Before going deeper 
into the methodological and theoretical grounding, the chapter will start by clarify-
ing how the concept of identity is used.  

2     The Concept of Identity 

 The concept of identity is a diverse concept and its meaning is still being discussed 
within various theoretical positions. It is closely related to other concepts such as 
soul, psyche, personality, character, social role, person, self or I, and it is used within 
various disciplines such as clinical psychology, social psychology, developmental 
psychology, social philosophy, discourse analysis, cultural analysis or anthropology 
(Jørgensen  2008 ; Lemke  2008 ). Since the concept is being used within several 
domains, it is impossible to come up with an overarching defi nition. Thus, there is 
no single defi nition of the term identity and its description will always depend on 
one’s theoretical perspective and approach. 

 Originally, the term identity comes from the Latin  idem , which means “the 
same”. Nonetheless, the term is being used to describe both similarities and differ-
ences. On the one hand, identity is perceived as something unique which each of us 
possesses that is more or less consistent over time. On the other hand, the term is 
being used to indicate a certain connection to a wider collective or social group 
where identifi cation with others is central and where we are expected to behave 
according to the situation or who we are with (Buckingham  2008 ). As such, the 
concept exists in a border area between individual and contemporary culture; 
between individual psychology and sociology (Jørgensen  2008 , p. 13). We are deal-
ing with a dichotomy between identity as something stable, biological and person-
ally psychological and as something societal and socially constructed. As several 
authors have pointed out (e.g. Jørgensen  2008 ; Lemke  2008 ), we can hardly reach 
an adequate or analytically applicable description of the concept of identity without 
including perspectives from both sides and trying to bridge the gap between them. 

 Such a position has been taken up by the discourse analyst Jay Lemke ( 2008 ) 
who rejects the idea that our identity is solely fragmented and socially constructed, 
but acknowledges the fact that we play different roles in different social situations 
and act differently according to who we are with. We are, however, always 
“ourselves”, but we highlight certain sides of our personality in different situations. 
Lemke proposes a distinction of the concept of identity, which involves the terms 
 identity-in-practice  (or  identity-in-the-moment ) and  identity-across-timescales . 
These two terms are heavily intertwined. We are not dealing with two different 
kinds of identity, but different perspectives on the same concept. A focus on action 
is more prevalent in the identity-in-practice perspective, focusing on specifi c social 
situations and group interactions, whereas a more structured or positional 
determination is prevalent in the identity-over-time perspective, which involves a 
focus on social structures and historical aspects of time. Using this distinction 
Lemke is inspired by e.g. Judith Butler’s ( 1993 ) notion of  identity performance , 
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which includes the perception that the more enduring aspects of our identities are 
inscribed in us when we are acting in specifi c moments, as well as Bourdieu’s ( 1987 , 
 1990 ) concept of  habitus . 

2.1     Identity on SNSs 

 In this chapter the author proposes to use Lemke’s distinction when focusing on the 
concept of identity on SNSs. Thus, we can understand different online situations – 
e.g. writing a status update, uploading a profi le picture or fi lling out personal 
information on SNSs – as a performance of identity-in-practice. This form of 
identity construction appears on the short timescales of situated small-group activity 
(Lemke  2008 , p. 18). Such practices are based on the longer scale perspectives of 
our identity, which are always inscribed in us when we act in certain ways, in certain 
moments, with certain people. On SNSs we are continuously constructing our 
identity in practice by means of the different cultural tools made available to us 
online. As pointed out elsewhere (Larsen  2007a ), young people especially are 
constantly performing their identity in practice on SNSs. They do so by, for instance, 
uploading pictures of themselves and asking others to comment on them, creating 
mini polls on their profi les asking “What do you think of me?” etc. though at the 
same time they are roleplaying to some extent and trying to appear in a certain way 
in a certain situation. 

 Identity – as it is developed across timescales – can, according to Lemke ( 2008 ), 
be generalised in several socially recognisable positions. This is appropriate to 
larger institutional scales and lifespan developments. As a consequence of the rec-
ognisability of identity over time, we can position ourselves – and others – in differ-
ent groups. This part of our identity is not determined by a single identity 
performance, but is constituted through many different practices across time and is 
thereby connected to our habitus. When we log onto SNSs we have many experi-
ences of how we function in different contexts; it is our life story that holds us 
together as individuals. In relation to this, we can understand SNSs as spaces where 
we continually relate to and communicate our own life story. This is especially vis-
ible on Facebook with the launch of the “timeline”. Here, it is possible to gain an 
overview of all of the information we have shared previously and to add information 
or important events from before we entered Facebook. This can be seen as an 
embodiment of our own story about our identity-across-timescales. In relation to 
this, it is interesting that young people often browse through their profi les and are 
amused about previous status updates from when they “were kids” or enjoy re-
reading previous messages or comments from friends – for instance when they need 
cheering up (Larsen  2010 ,  2012a ). In this way, we can understand Facebook and 
other SNSs as spaces where we construct our identity in practice and at the same 
time give and gain an understanding of our identity across timescales. 

 The two notions of identity are inextricably linked with each other. Identity-in- 
practice and identity-across-timescales are thus co-existing concepts on SNSs, but 
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appear in different situations. However, splitting the concept of identity into two can 
be analytically helpful, as we can get different glimpses into the identity of young 
people according to what kind of practices we are looking at (Larsen  2007a ). This 
chapter focuses more on practices related to young people’s construction of identity 
in practice on SNSs.   

3     Empirical Background 

 During the past 8 years the author has been following Danish teenagers’ practices 
on SNSs as an ethnographer. The main aim has been to gain an understanding of the 
meanings SNSs have for the young people’s private and social lives and how they 
use them as part of everyday life. In order to investigate this, the author collected a 
large amount of different data. The primary data consist of ethnographical 
involvement and participatory observations within the fi eld. Primarily, the author 
has conducted virtual ethnographic studies (Hine  2000 ) with online observations 
and data collection from the Internet. This required that the author had her own 
profi les on many of the SNSs, which were the most popular among Danish youth 
during the period 2005–2013. Here, the research aim has been openly described to 
the young users and the author has become “friends” with several users who function 
as informants. Along with observations the author has conducted several chat-based 
informal and unstructured interviews, carried out focus group interviews and written 
fi eld notes and taken screen shots. 

 The ethnographic approach is characterised by a “snowballing” approach (Bijker 
 1995 ), according to which discoveries in the fi eld may lead to invitations to move 
forward (Hine  2000 ). Such an approach is well in keeping with observations online 
where users typically move about on different sites and this provides opportunities 
to move forward together with other users. For instance, the author moved on when 
her informants quit the once popular Danish SNS Arto and joined Facebook. The 
result of this approach is that the author has created profi les on at least 25 different 
SNSs over the past 8 years, though without by any means acting as a participant 
observer on all the sites. The author only stayed on some sites for a short time and 
remained comparatively anonymous or passive when observing interactions among 
users. The short observations have, however, provided an insight into the types of 
online social networks in question and their application in practice as well as any 
possible differences from other SNSs used by youth in Denmark. It is, of course, 
impossible to maintain so many profi les, but as part of this kind of ethnographical 
investigation it is important to become familiar with the total number of SNSs for 
children and young people in Denmark, and, subsequently, to carry out more 
in-depth observations of the most popular sites. Thus, the author has moved among 
different types of participation – from non-participation to passive participation, 
moderate participation, active participation and full participation (Spradley  1980 ). 

 In addition to the virtual ethnography, the author conducted a comprehensive 
qualitative online questionnaire survey in which 2400 Danish 12–18-year-olds 
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(51 % girls and 49 % boys) commented on their experiences of SNSs. The 
questionnaire consisted of mainly open questions relating to some of the practices, 
which according to the ethnographic observations have appeared to be central (e.g. 
practicing friendship, communicating emotions, uploading and commenting 
pictures and handling risks). In some of the questions, the respondents were asked 
to state examples from their profi les, e.g. the most recent message or comment on a 
picture, examples of messages they did not like, messages that had made them 
happy, etc. Subsequently, they were asked to state who had sent the message/
comment and then to refl ect on how they felt about it. These questions were included 
in order to gain insight into the typical messages and comments youth send to each 
other. Rather than collecting statistical material, the purpose of the questionnaire 
was to gain insight into the central experiences and practices of children and 
adolescents between 12 and 18 on different SNSs. The questionnaire data especially 
shed light on social practices related to the predominant Love discourse since 
respondents inserted and commented on emotional messages they had received 
from friends. 

 In order to create a condensed overview of the data material, the software 
program Nvivo 8 was applied; it facilitates qualitative data analysis and may qualify 
the work of coding and categorising large data quantities. Nvivo is based on an 
approach inspired by Grounded Theory to the coding of qualitative data material. 
Applying the Grounded Theory approach to data analysis implies, as a rule, that the 
empirical data are allowed to “speak for themselves”, rather than being processed 
on the basis of certain theoretical frameworks or concepts (Gibbs  2002 ; Welsh 
 2002 ). Several times, the author went through the entire volume of replies to selected 
questions in the questionnaire and created codes, categories and themes which were 
gradually refi ned and related to each other. These have then been analysed in relation 
to the online observations, screenshots, fi eld notes and interview data. A combination 
of these different data types have made it possible to examine both the central 
actions which young users carry out on SNSs, and to analyse the way in which they 
articulate their concrete use and experiences.  

4     Theoretical and Methodological Approach 

 Theoretically, the research results presented in this chapter are placed within the 
fi eld of discourse studies with Nexus Analysis (Scollon and Scollon  2004 ) as the 
overall theoretical and methodological approach. Nexus Analysis is a wide-ranging 
and eclectic perspective which, in addition to discourse studies, is theoretically 
founded using linguistics, anthropology, psychology and sociolinguistics. Rather 
than an actual theory, it is a theoretical and methodological framework which 
combines an ethnographic methodological approach with discourse analysis, and 
whose purpose is to map the central (but not necessarily discursive) practices within 
a given fi eld of investigation. What characterises Nexus Analysis as a discourse 
analytical framework is that language does not occupy as central a position as in 
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other discourse analytical approaches; instead the social actions of humans are of 
primary interest. These actions will always be mediated by technologies or cultural 
artefacts (mediational means). However, often language, i.e. discourses, mediates 
social actions but this should not be taken for granted. 

 Scollon and Scollon themselves characterise Nexus Analysis as “an ethnographic 
methodological strategy” (Scollon and Scollon  2004 , p. 9). The type of ethnography 
to which they adhere does, however, distinguish itself from traditional ethnography, 
which is well-known within anthropology and sociology and has more in common 
with some of the more recent ethnographic trends within internet research, including 
virtual ethnography (Hine  2000 ; Larsen  2012b ; Leander and McKim  2003 ). For 
Scollon and Scollon, ethnography is a theoretical position where mediated actions 
are centrally located. According to them, no particular group of people can be 
isolated in order to carry out ethnographic studies, for instance a group of friends, a 
school class or the users of one particular homepage. Instead, the point of departure 
is an interest in a certain social issue or certain social practices, and, through 
involvement in the fi eld, the aim is to carry out an analysis to identify the central, 
social actors and the central actions they perform. Therefore, the aim of Nexus 
Analysis is a more general ethnographic theory and methodology which can be 
employed to analyse the relation between discourse and technology and, at the same 
time, place this analysis within a broader social, political and cultural context 
(Scollon and Scollon  2004 , p. 7). Thus, Nexus Analysis does not only analyse the 
concrete social actions but also the repeated everyday actions within a socio-cultural 
framework. 

 The place where social actions, actors and discursive practices meet and unfold 
is termed a “Nexus of Practice” by Scollon and Scollon. A Nexus of Practice is not 
a physical place, but rather a set of particular activities and the people engaged in 
these activities (Scollon  2001a , p. 150). The actual concept is comparatively loosely 
phrased and may therefore cover the interconnection of many different actions. 
According to Scollon and Scollon a Nexus of Practice is any group that can and 
does engage in some action (Scollon  2001a , p. 150). We are dealing with a 
recognisable grouping of a set of mediated actions, which, together with an archive 
of mediational means, is connected to a major or minor group of people (Scollon 
 2001a , p. 150). Against this background we may say that all Facebook users in the 
world are part of the same Nexus of Practice, but we may also say that only the 
80–90 people who use the small local launderette on the street corner are a Nexus 
of Practice. So sizes may vary a great deal and comprise fi ve, fi ve hundred or fi ve 
million people. Thus, how we consider a Nexus of Practice will depend on our 
analytical interest. 

 The author has analysed Danish adolescents’ use of SNSs as a Nexus of Practice. 
This has also meant not analysing one particular friendship group or other close- 
knit groups of young people and their use of SNSs, but working at a more general 
level on the central mediated actions which Danish adolescents perform across 
municipal boundaries and SNSs. The focus on the social actions has turned out to 
be central. In the following analysis the chapter will present those research results 
that deal with the ways in which the young Danes communicate emotions on SNSs. 
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The examples provided resemble central social practices related to the overall Love 
discourse and were observed by the author across the different kinds of empirical 
material (counting both the ethnographic observations and the questionnaire data). 
Thus, the analysis will focus on some of the most common ways for young people 
in Denmark to communicate emotions and thereby practice friendship online.  

5     Analysis 

 Communicating emotions is one example among many of how adolescents practise 
friendship on SNSs. It is interesting, however, to examine emotional communication 
separately because it is a central practice; a practice, which the author has observed 
on a daily basis during the 8 years of working as a virtual ethnographer. As early as 
2005 the author found emotional language to be central on the Danish SNS Arto, 
and this observation of how adolescents across different SNSs make use of a distinct 
Love discourse has been confi rmed many times since. In this regard it seems that 
young people make use of many different mediational means to communicate 
emotions, many of which are not intended for two-way communication between 
users at all. On SNSs, where users are allowed to identify themselves through user 
names, the author has seen examples of users who use their user name to send an 
affectionate message to a friend – by for instance calling themselves 
“idascarolineforever” (user name belonging to a 12-year-old girl called Ida – 
Caroline is her best friend), “loveonsigne” (14-year-old girl’s user name – Signe is 
the name of her friend) or “Pernille’s-Boy” (15-year-old boy’s user name – Pernille 
is his girlfriend). In this way, user names are used as mediational means to indicate 
a relation to another user. This is one way of signalling how one person from among 
all the friends of the user occupies a certain space in the user’s heart. It is often seen 
that such selected friends in similar mediational actions reciprocate emotions. 

 The Love discourse is especially prevalent in the personal profi le texts. The 
quote below shows how a 16-year-old girl has chosen to present her profi le text:

     Love you: <33 Christine <3 Nicoline <3 Maria  
  I wouldn’t want to live another second if I knew you weren’t here. Cannot live without you. 
_I+. < 33’  
  -Have you considered how fond I am of you?  
  -Have you considered how much I love you?  
  -Have you considered how much I miss you?  
  -Have you considered how much you mean to me?  
  -Have you considered how happy I am to know you?  
  -Have you considered how proud I am to be yours?  
  -Have you considered how happy I am that you are mine?  
  -Have you considered how sweet I think you are?  
  -Have you considered how beautiful I think you are?  
  -Have you considered how indescribable you are?  
  -Have you considered that my love for you is indescribable?  
  (Extract from 16-year-old girl’s profi le text on Arto, 2007)    
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   As is often the case in profi le texts, the 16-year-old girl does not mention herself; 
instead, she writes how much she loves her three best female friends, whose pictures 
she has inserted. It is interesting how an increasing number of users make use of the 
more personal and profi ling functions on SNSs – such as user name or personal 
profi le texts – when writing about their best friends and their fondness for them. 
This might be related to the sites’ use of the metaphor “friend” as a term covering 
all the contacts a person has. The category “friend” does not actually signify the 
nature of a relationship, because the term is allocated automatically to a person as 
soon as they have accepted a friendship application. In the data material the author 
found several examples of adolescents who carry out a number of mediated actions 
in order to visualise and select among different contacts, or made use of different 
mediational means to demonstrate which people are more than “just” friends. With 
the popularisation of SNSs, we may say that the category of friend is in the process 
of becoming “the new default mode of social relations” (Boellstorff  2008 ,  2010 ). 
Consequently, young people need to do or say more to signal who among their 
acquaintances are actually their close relations. And this may be the reason why 
they often refer to their friends in very affectionate terms in profi le texts, user names, 
etc. 

5.1     “Love on You <3” 

 As could be seen in the quote from the 16-year-old girl’s profi le text above, the heart 
symbol/smiley (<3) pervades emotional communication among adolescents, and 
only on very rare occasions does this symbol not occur in communication between 
best friends. Similarly, the expression “Love on”, which appears in the username 
“loveonsigne” above, is one which the author found many times – for instance when 
users upload pictures of their friends. Writing “love on” is a less formal way of 
saying “I love you” – or a way of rephrasing the metaphor “throw your love on”. 
The expression (as it originally appears in Danish) is not grammatically correct, but 
refl ects a special linguistic practice which has spread among young people in 
particular. Below are publicly accessible status updates from young Danes on 
Facebook, in which they make use of the expression:

  thanks for the best day yesterday &’ today girls :D:D – love on you;* 
 good to see you again [name] my lovely girl, [name] tomorrow <3’ – looking forward 

to Rock Under the Bridge with the greatest twins [name and name], love on you!;* (Status 
updates on Facebook, 2010) 

   This is a special linguistic jargon which is used almost exclusively by young 
people, and which is particularly prevalent in their internet communication. We 
might say that the expression “Love on” – similar to the heart symbol (<3) – has 
become a “cultural tool” or a mediational means through which adolescents can 
express their feelings in an easy and informal way. Often, linguistic concepts 
undergo a transformational process and assume the character of mediational means, 
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which is the result of a lengthy “timescale of internalisation” (Scollon and Scollon 
 2004 , p. 165). The result is that today, few young people would not understand the 
meaning of the expression “Love on”, since it has become internalised into their 
linguistic practice. If we accept Gee’s thoughts about discourse with a capital D, the 
act of using the heart symbol or the expression “Love on” is more than “just 
language”. It is about behaving, thinking, interacting and speaking in  the right way , 
using  the right tools  at  the right time  and  in the right place  (Gee  1999 , p. 17). Such 
symbolic expressions or “cultural tools” are socially accepted forms of expression 
among young people and form part of the general youthful “Love discourse” or 
emotional communication on SNSs. It is used as a method of writing themselves 
into a particular value system; a particular culture and socialisation form which 
differs from that of adults. 

 Affectionate language is not only found in user names, profi le texts, status 
updates or together with pictures. What is interesting is that young people on SNSs 
use all sorts of resources available to them to communicate feelings – even resources 
and mediational means which were originally intended for other purposes, such as 
fan groups, blog posts, photo tagging (e.g. “If you are tagged in this picture, I love 
you!”) or even the act of providing information about one’s marital status or family 
relations (e.g. best friends are often “married” or claim to be related on Facebook). 
Often, young people are creative and playful when it comes to taking advantage of 
the options available to them.  

5.2     The Best Message: “I Love You” 

 Early on during the observation the author became aware of the affectionate 
communication form. However, the adolescents interviewed found it diffi cult to 
articulate this practice. Therefore, it is relevant to include the questionnaire data, in 
which respondents specifi cally commented on the Love discourse as they were 
asked to give an example of a message they had received in their guestbook which 
had made them happy. In 47.8 % of replies, such messages were sent by the 
recipient’s best male or female friend, in 23.8 % by a boyfriend or girlfriend and in 
23.1 % by another person known to the user. Only in 5.2 % of all replies did the 
positive messages come from people who were unknown to the user. Not surprisingly, 
the major proportion of messages selected by the respondents included the words “I 
love you”. Even though a number of respondents stated that such messages were 
sent from boy- or girlfriends, the chapter concentrates on affectionate messages sent 
between best friends. It is particularly interesting to include the respondents’ 
explanations of why these particular messages from their friends made them happy, 
since such replies may indicate the motives behind the widespread emotional 
communication among young people on SNSs. 

 Typically, respondents explained that they like the “I love you” messages because 
“it is nice to know” or “good to be told”. Below is a list of characteristic examples 
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followed by the respondents’ own comments to them. All the messages were sent by 
the respondents’ “best friends”:

•    “hello love. I love you. And you are in my thoughts” 
  This was from my best friend. Made me happy to know that she thought about me.  
(13-year-old girl)  

•   “Mathias ? everybody loves you, and everybody likes you. I wish I were like 
you – I’d like that”. 
  Because it makes me warm inside and makes me feel like someone everybody 
loves:D  (15-year-old boy)  

•   “I love you, and I am just so fond of you.. <’3” 
  Because then I know that someone likes me (14-year-old girl)     

 The fact that respondents feel accepted or appreciated must be seen in the light 
of the experience of sincerity or authenticity which the respondents have when they 
receive the affectionate messages. In any case several of them say that they  know  
that the sender means what he or she writes. Below are a number of replies to the 
question “Why did the message make you happy?” In order to save space, the actual 
message before each reply has been left out, but they were examples very similar to 
the previous messages, in which the sentence “I love you” appears – either on its 
own or as part of a longer message.

   It means a lot to me when someone says they love me and that I know that they 
mean it. (15-year-old girl)  

  It is from a friend… and he means well (16-year-old boy)  
  It is always nice to know that someone loves you. And because I know that this 

person means it. (15-year-old girl)  
  Because I know him, because I know he means it, and because I am just as fond of 

him <33 (13-year-old girl)    

 The fact that respondents emphasise that they know that their friends “mean it” 
may be interpreted in the way that they are aware that there is also a more “empty” 
Love discourse among friends on the internet, in which the users do not necessarily 
mean what they write. This points towards an ambiguous attitude to the words “I 
love you”. In the data material there are examples of respondents who state that it 
makes them mad or irritated if people they do not know very well or “well enough” 
send them affectionate messages. As the 13-year-old girl pointed out, it made her 
happy to receive the message for the very reason that she knows the sender and 
because she is “ just as fond of him”.  This indicates that there is a certain requirement 
as regards the authenticity and genuineness of the communication and the relations 
who use it.  
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5.3     “I Love You Brow” – Emotional Communication 
Among Boys 

 As it appears, girls are particularly active in communicating emotions. However, 
during the 8 years the author has acted as a participant observer on various SNSs, 
she has witnessed an interesting development in the use of emotional communication. 
Whereas in the beginning (2005) this practice was mostly observed among girls, 
during the following years it was found that boys also write affectionate messages 
to each other. Today it is not unlikely that the sentence “I love you” appears in 
public communication situations among boys on SNSs. Surveys of young people’s 
texting activities for instance, have previously found that girls (here 14–18-year- 
olds) are more likely to display “socio-emotional orientations” and write longer and 
more caring messages than boys (Höfl ich and Rössler  2002 ). On the basis of these 
studies (particularly screenshots and questionnaire data) this also seems to be the 
case on SNSs, without, however, being exclusively confi ned to girls. 

 Examining the boys’ replies in the questionnaire, emotional messages such as “I 
love you <3”, “LoveYouMyBestFriend <3” or “You are my best friend. <3” are also 
among the favourite messages of boys. These messages are often from girlfriends 
and best female or male friends. Like the girls, the boys say that it is nice to know, 
or that it makes them happy to receive such messages even though some of them use 
this friendly Love discourse with a certain ironic distance. Below are a few examples 
from boys, in which the loving message from a friend of the same sex is followed 
by the respondent’s comment on the message:

•    “I love you brow <3”. (15-year-old boy) 
  Because my love for my best friend is mutual. (15-year-old boy)   

•   “hi homie. Looking forward to seeing you again” 
  Well, it’s nice to know that your friends think you are good to be with (16-year- 
old boy)   

•   “Lalala This is a stupid message saying a lot of smart stuff about [name] and how 
cool he is and how much I like him and it is vital for our relationship that it is 
written on Arto or else the whole world might go under” [Name] misses you! 
Best [name] (don’t you dare delete this message) 
  Because my best friend is in the USA this year. So I miss him. That’s why it’s nice 
to get such messages from him. (17-year-old boy)     

 In the last example, in which a 17-year-old boy has received a message from a 
friend who is in the USA, we see an ironic distance, as the sender makes fun of the 
affectionate communication form. Even though this ironic distance is found in the 
actual message, the contents are still positive, and the 17-year-old receiver says that 
“it’s nice to get such messages”. Thus, this practice matches that of girls, but boys 
are more conscious that their communication should not resemble the girls’. 

 The boys’ practice of sometimes expressing an ironic distance in connection 
with emotional communication may be interpreted as a method of breaking with 
and being different from the romantic and grandiose form which is often found in 
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the language of the girls. This is backed by the fact that boys often use slang 
expressions from American rap culture in connection with their affectionate 
messages. For instance, the boys call each other “brow” (short form of brother) or 
“homie” (short form of homeboy); expressions the author has encountered regularly 
in boys’ communication on SNSs. Such slang expressions are indeed normally used 
by boys as a method of signalling coolness (Jørgensen and Quist  2008 , pp. 93–98), 
and when they are combined with the words “I love you”, they help downplay the 
romantic tone. With the girls, on the contrary, expressions such as “honey”, “baby” 
or “princess” are used as a method of boosting the affectionate contents, which is 
another reason for boys to add other – and more masculine – expressions to their 
affectionate statements. There are also examples of boys quoting from lyrics, and in 
the questionnaire responses there are several examples of references to popular 
music. The use of lyrics as part of the emotional communicative practice is yet 
another way of distancing oneself or removing seriousness from the contents. When 
in such cases the users “borrow” voices from others or mime emotional expressions, 
they pass on an affectionate message, while avoiding risking themselves. As Bakhtin 
would point out, all the words we utter are “half someone else’s” (Bakhtin  1981 , 
p. 293), but they also become half our own, since we use them with our own accents 
and make our own choices of when and in which contexts we borrow them (Jones 
and Norris  2005 ). Thus, it is clear that boys as well as girls have a need to 
communicate feelings and in this way be affi rmed by their friends on SNSs, even 
though this practice is displayed differently among the sexes.  

5.4     Superfi cial or Precious – What Does “I Love You” Mean? 

 The fact that boys who send affectionate messages to their friends of the same sex 
use irony, slang expressions from rap culture or in other ways downplay their 
affectionate contents may also be seen as a sign that among the users themselves 
there is a higher degree of acceptance of the emotional communication practice 
when performed by girls. The author encountered this attitude particularly in the 
debate forums of the SNSs. Here the users keenly discuss among themselves the 
widespread use of emotional communication. Some fi nd that it is ok for boys to use 
it, while others (boys in particular) fi nd that it is “gross” or even “gay”. 

 The fact that the users themselves bring the Love discourse among friends up as 
a topic for debate indicates that communication practices have evidently shifted and 
that the boys are indeed under the infl uence of the girls’ use of emotional 
communication; a point which makes good sense, considering that Discourses (with 
a capital D) are always undergoing processes of change, and that boundaries may 
therefore be challenged (Gee  1999 ). In spite of this, confl icting views still exist 
concerning the general Love discourse among friends as to what it actually implies 
to communicate feelings and to write “I love you” to each other on SNSs. For not 
all young users have taken the Love discourse to heart. It is evident that young 
people themselves are aware that an overall discourse of this type exists on the 
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SNSs, but attitudes vary as to their use. Even though the questionnaire data reveal 
that it is a very widespread practice, there are examples of young people who 
consider it far too superfi cial or exaggerated to write “I love you” to male or female 
friends on SNSs, and that the words are often misused. Likewise, the author has 
encountered adolescents who claim that “I love you” has become a “cliché” or “a 
type of slang”. 

 In this regard, it is interesting that some state that they contemplate their use of 
“I love you” and sometimes change conduct as regards emotional communication, 
as can be seen in the following statements made by two 13-year-old girls:

  I am a little careful about saying this; but some…. actually quite a few, I think, feel pressured 
to do so, because their male or female friends, wtf; write it to them, and then they might be 
worried about losing that person because they don’t write the same in reply, I for one have 
tried this a couple of times. I know I have misused it. But am trying to change it now. I am 
also careful about saying it to url friends, because I don’t think you can love someone you 
haven’t met. On these Arto profi les I actually also see some girls who have written to each 
other for no more than 2–3 weeks, and who already loooove each other. (13-year-old girl in 
the debate section on Arto) 

 I’ve experienced periods when I did not take that sentence seriously at all! I regret that 
very much!… (13-year-old girl in the debate section on Arto) 

   In these comments we see the demand that if you write “I love you” you have to 
mean it. Consequently, it may not be the emotional communication practice as such 
that some users resist, but rather a Love discourse which is empty or devoid of 
content. As a 16-year-old girl points out, it seems that an explicit demand exists that 
you  must  have affectionate messages on your SNS profi le:

  […] many when I look have love messages in their guestbooks, think it is particularly 
abused here on Arto more than on msn&mobile, because of course you must have love mes-
sages in your guest book ? hehe ☺ (16-year-old girl in the debate section on Arto) 

   This may be the reason why several respondents in the questionnaire stress that 
they “KNOW” that the sender meant what he or she wrote to them on their profi le. 
In this way they dismiss the empty Love discourse – which may characterise the 
communication of  other  users on the SNSs – and stress that as far as they are 
concerned these actions are meaningful. Thus, the users must strike a balance within 
a schism between the superfi cial and the precious when they receive and send 
affectionate messages to each other. The fact that some use the word “misuse” about 
the sentence “I love you” is in itself interesting and indicates that among young 
people on SNSs there is some self-regulation as regards code of conduct, as pointed 
out elsewhere (Larsen  2005 ,  2007b ).  

5.5     Youthful Emotions in Public Space 

 It is a common feature in all the different examples of emotional communication 
that they are publicly accessible within the SNSs in question, and that they are 
examples of an indirect or asynchronous communication form. This is an important 
point, which indicates how SNSs act as a special “social space” in which such 
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emotional communication is acceptable. As some respondents have explained, they 
rarely say “I love you” or the like to each other when standing face to face and rarely 
write such terms of endearment to each other when texting or chatting. In such 
circumstances it would seem almost too intimate to use these words, but in the 
public forum of a SNS, the situation is different. This indicates that saying “I love 
you” has a different meaning on SNSs compared to other situations of communication 
where communication is more private. This could be explained by what Suler 
( 2004 ) calls “The Online Disinhibition Effect”; the fact that online, some people 
tend to loosen up, feel less restrained and express themselves more openly. The lack 
of contact and face-to-face visibility disinhibits people and the invisible and 
asynchronous nature of online communication provides them with courage to say 
things that they would not normally say. Online, it simply feels safer “putting it ‘out 
there’” (Suler  2004 , pp. 321–323). 

 When adolescents use user names, personal profi les, presentation texts, photo 
comments, status updates, etc. for publishing affectionate messages about (and to) 
male and female friends, these are public statements, which may often be 
characterised as one-way communication or mass communication. Thus, it may be 
argued that the use of emotional communication by adolescents on SNSs is more 
frequently “frontstage” than “backstage”, in Goffman’s terminology of theatre 
metaphors (1959). When things happen frontstage, the interacting parties know that 
their actions may be watched, whereas backstage is characterised as being the “back 
room”, where it is acceptable not to maintain a front (Goffman  1959 , pp. 96–97). So 
in Goffman’s analogy, “front” is understood as the element of “self-presentation” 
where a person is “performing” and acts in a certain way because they are conscious 
that an “audience” is present. On an SNS the audience is not only the individual 
user’s contacts on the friend list, but also all other users of the site. 

 The fact that adolescents on SNSs generally make use of the emotional 
communication “frontstage” or in public forums where their communication may 
be seen by others indicates that the Love discourse does not only have the function 
of maintaining and confi rming a friendship. Several of the actions performed by 
young people when using the Love discourse may be related to the way in which 
they construct their identities in practice. Thus, it is remarkable that users also 
employ the messages they have received from their friends as part of their own self- 
presentation. It may happen, for instance, that profi le owners delete messages which 
are uninteresting or devoid of content from their guest books (such as “what’s up” 
or “just passed by”) and consciously leave the positive declarations of love for 
public show. In relation to this, the author has seen examples of users who, on 
Twitter or Facebook, have uploaded screenshots of loving messages they have 
received from friends. This practice can be linked with general developmental 
aspects of adolescence. It is not new that young people want to be accepted by (and 
popular among) their peers, but on SNSs they have found a new way of presenting 
themselves and each other. Their performances of identity-in-practice become a 
“joint venture” where messages from friends – more or less consciously – are 
elements in the personal performance of the individual user. The mutual declarations 
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of praise or love between friends contribute to painting a fl attering picture of the 
profi le owner and we are witnessing a co-construction of identity in practice.  

5.6     Friends as Mediational Means 

 This is also the case when a user leaves (elements of) his or her profi le to friends, 
presenting them with the possibility of commenting on or describing the person as 
they wish – a practice which became extremely popular during the period the author 
made observations. In the fi gure below are three examples of profi le texts whose 
content was written by people other than the profi le owners themselves (Fig.  1 ).

   The fi rst example is the front page of a 14-year-old boy’s profi le text, which he 
has divided into fi ve sub-menus (“Fun things to do”, “NN makes”, “My cousin 
makes”, “Carina tries”, “Mettepiiigen (Mette girl) tries”), four of which are reserved 
for descriptions written by friends. The second screen shot is an example of how the 
14-year-old girl has let a female friend write and design the front page of her profi le 
text and the friend uses the front page text as if it were a guest book, writing directly 
to – and not about – the girl. The last screen shot shows how a profi le owner has 
created her own menu item and inserted a number of “greetings from those who are 
important to me”. In this case, the girl has asked a number of selected friends to 
write texts which she might insert on the page. The common feature of all the 
examples is that the users “help” one another create a desirable online identity and 
it is an unspoken rule that they only write positive descriptions. As the sender writes 
in the very fl attering text in the third example, “I hope you like your profi le text – if 
not, you must complain, of course (;”. In this way friends (and their words of praise) 
act as mediational means in the self-representation of young people online (Larsen 

  Fig. 1    Profi le texts composed by others rather than the users themselves, 2005 and 2008       
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 2005 ,  2007a ,  b ). The young users make conscious and strategic use of their friends’ 
affectionate messages and descriptions to both receive and give an understanding of 
themselves. Returning to Goffman’s theatre metaphor we might fi nd it noteworthy 
that the distinction between performers and audience is blurred. Instead, the users 
are co-constructors of each other’s identities in the public social space, which is 
constituted for adolescents by the SNSs (Larsen  2005 ,  2007a ,  b ).   

6     An “Open Source” Networked Identity 

 The above analysis has shown how young people today are constantly portraying 
and relating to themselves and each other online. Their emotional practices could be 
seen as an example of how sociality and identity construction function in today’s 
network society (Castells  2001 ,  2010 ). The fact that adolescents on SNSs use their 
friends as mediational means and are co-constructors of one another’s identity-in- 
practice underlines the ambiguity embedded in the concept “networked 
individualism” (Castells  2001 ; Wellman  2002 ); that on the one hand, social actors 
go through amplifi ed personalisation and individualisation processes, while on the 
other hand they become more and more attached to and mutually dependent on one 
another. The argument here is that young people on SNSs develop a type of “open 
source” network identity (as also highlighted in Ryberg and Larsen  2008 ). The term 
“open source” is often used within software development and open formats, which 
everyone else can develop further. The point is not that this kind of social form of 
identity construction is new, nor that it differs from the general development of 
adolescence. However, it is interesting to see how young people especially take 
advantage of, and are creative in using, both each other and the features provided by 
the SNSs to present their identity. Thus, the term “open source” networked identity 
may serve as a metaphor for understanding the collaborative presentation of identity 
or identity-through-social-interaction among youth on SNSs. 

 The idea that young people have an open source networked identity may also 
contribute to explaining why friendships are (just as) important for adolescents 
today (as they were previously); why friendships must constantly be maintained 
through various technological features, and why it is customary to refer to friends in 
very emotional terms on all possible sites on the internet. The individual users are 
dependent on their friends as part of their relational networked identity. If we 
acknowledge this, it is not diffi cult to understand why “I love you” messages are so 
highly rated among many adolescents. Even though they question their own 
prevalent use of the Love discourse and discuss whether it is superfi cial, “too much” 
or cliché-like, actions of emotional communication are still part of their practice, 
which is linked to their networked identity. It seems that adolescents themselves are 
well aware of what they are staking by keeping the “source code” open and 
accessible. As a 12-year-old boy wrote in relation to a negative comment on one of 
his photos, he “was the one who posted the photo and thereby asked for comments 
on it…”. An “open source” networked identity is not one that you can control 
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100 %, which is why good relations to friends and a fl attering profi le with positive 
statements become important elements in the moment-by-moment identity 
construction of adolescents online.     
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      Profi le Image: Ways of Self-(re-)presentation 
on the Facebook Social Network                     

       Rocío     Rueda-Ortiz      and     Diana     Giraldo    

    Abstract     This chapter focuses on the description of the profi le image and the entire 
communicative ecosystem on the Facebook social network. In doing so, it presents 
the results of the inventory and classifi cation of 7200 profi le pictures of Facebook 
users from 24 different cities around the world. The classifi cation criteria were ini-
tially based on a model which includes entity, treatment and framing (ETF) of the 
image. Although our study does not focus specifi cally on youth, we also present a 
number of results in relation to this demographic group, as it experiences digital 
technologies as an answer to its expressive needs and the kinds of identity explora-
tion which characterise our modern social life. Finally, we introduce some conclu-
sions about the integration of digital technologies into everyday life.  

1        Introduction 

 The present chapter aims to understand the way in which one of the dimensions of 
identity construction, the presentation of a self-image, arises from the publication of 
profi le pictures on SNSs like Facebook. We state that while during face-to-face inter-
actions people present themselves as if they were playing a role in a play, on Facebook 
users present their public image as a set of  works of art , or  opera.  1  From this perspec-
tive, how can we analyse these  works of art , taking into account not only their repre-
sentative and expressive function but also their importance as parts of a system of 
social values? As we cannot make a priori assumptions about the intricate relation-
ships and intentions that people bring into play when deciding to post a certain pro-
fi le image, we decided to recognise and classify the  formal procedures  behind the 

1   We use here the word  opera  (the plural for  opus ) from its Latin origin:  operari  (operate, labour) 
which means  a work. 
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genesis of that image. In order to study these procedures, we explore how Facebook 
users exploit  –  or fail to exploit  –  digital resources in both capturing and treating their 
image, and therefore, how technical decisions intersect with social issues. 

 With respect to technical procedures, we talk about restrictions because all 
Facebook features, even those that may seem insignifi cant, will have an infl uence on 
how users display their profi les; and we talk about possibilities because, as a com-
plement, users have the resources to manage what it is that they present of them-
selves and how. In this regard, we would like to emphasise two aspects of Goffman’s 
( 1959 ) approach: fi rst, people do not interact directly but through the use of symbols 
that contain relevant social data. Second, the presentation of the self emerges from 
interaction with others; therefore the role to be played is always socially situated. 
This allows us to say that behind the decision of posting a profi le picture on 
Facebook there are two types of procedures: one that takes into account the affor-
dances and constraints of the website, and another that takes into account its social 
possibilities and restrictions. 

 This chapter presents some of the results obtained in a much more extensive 
study about ‘Ways of self-(re-)presentation on Facebook’ which focused both on the 
profi le image and the communicative ecosystem of the site. The underlying idea is 
that there is no technological or social determinism in these new forms of interac-
tion. Instead, new subjectivities emerge from the contingency of everyday use of 
technologies where our values and culture are being (re-)shaped. Thus, the fi rst 
phase of this study focused on the selection and classifi cation of 7200 profi le 
images. This procedure was accomplished by following the model previously pro-
posed by Gómez and González ( 2009 ,  2011 ), which explores three categories: 
entity, treatment and framing (ETF). Our hypothesis was that despite the multiplic-
ity of technical and representational options, people concentrate on very few of 
these. Therefore, one of our main goals was to fi nd primary tendencies and similari-
ties around different cities in the world. 

 The second phase of this study was based on an ethnographic approach. This phase 
consisted of interviews with 12 Facebook users and the observation of their Facebook 
account activity over 6 months. This ethnography enabled us to understand the 
dynamic between online/offl ine self-presentation and the ecology of verbal, graphic 
and visual pieces found in Facebook pages. We argue that this dynamic is what makes 
the use of Facebook an  opera . The present text will only take into account one dimen-
sion of the fi ndings of this second ethnographic phase, which corresponds to the 
interviews with the 12 people selected. In these interviews, we deal in depth with the 
meaning of photography in general in their lives, as well as the transformations they 
have observed regarding photography in their respective Facebook accounts.  

2     Theoretical Framework 

 From a sociocultural point of view, the category of identity comprises three dimen-
sions: fi rst, an intrapersonal or subjective dimension, related to the individual’s 
intentions of representation; second, an interpersonal or relational dimension, 
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regarding the interactions with the immediate social circle; and third, the set of roles 
assumed and played by the individual. The creation of a self-image and the presen-
tation of self to others is therefore a combination of three elements: symbols, inter-
actions and context. The latter is particularly important when it comes to SNSs. We 
state that digital interfaces play an important role in the forms of self-(re-)presenta-
tion today since they are both the technical and the social support of multiple forms 
of expression and identity co-construction. Facebook or, more precisely, the profi le 
picture, would be just  one  possibility within this wide range. In the following sec-
tion we present our general framework. Our theoretical starting point is the sym-
bolic interaction approach proposed by Goffman. However, we include some other 
contributions from sociology, semiotics and cultural studies. 

2.1     The Presentation of Self in Everyday Life 

 Our idea of how people present themselves in the Facebook SNS emerges most 
clearly from the micro-sociological analysis of Goffman ( 1959 ). In his study, the 
author describes people as performers in a theatre and face-to-face interactions as 
efforts to manage impressions in front of an audience. In his words: ‘While in the 
presence of others, the individual typically infuses his activity with signs which 
dramatically highlight and portray confi rmatory facts that might otherwise remain 
unapparent or obscure. For if the individual’s activity is to become signifi cant to 
others, he must mobilise his activity so that it will express during the interaction 
what he wishes to convey’ (Goffman  1959 , p. 29). 

 Throughout Goffman’s study, the presentation of self in everyday life is under-
stood as a constant work of creation and negotiation: people carefully select and use 
settings, appearances and manners in their performance. In sum, they try and dis-
play a coherent front. ‘Fronts are that part of the individual’s performance which 
regularly functions in a general and fi xed fashion to defi ne the situation for those 
who observe the performance. Front, then, is the expressive equipment of a standard 
kind intentionally or unwittingly employed by the individual during his perfor-
mance’ ( 1959 , p. 22). More precisely, the front is the sum of the setting (furniture, 
supplies and props used for the scenery), the appearance (stimuli which reveal the 
performer’s social statuses), and manners (stimuli which function as a warning of 
the interaction role the performer will expect to play). Thus the presentation of self, 
rather than a state, is a dynamic process that involves a production (sometimes indi-
vidual, sometimes collective) in which the author invests effort, time and care. 

 Similarly, a dramatic realisation is also observable in SNSs. We do not try to 
extrapolate here each of the concepts proposed by Goffman. We are interested, how-
ever, in exploring the dramaturgical metaphor given its general defi nition of the 
presentation of self as a management of impressions. In this regard, we highlight 
two aspects of the presentation of self in everyday life that seem relevant to the 
analysis of the construction of a self-image in SNSs: fi rst, the active role of the one 
wishing to present themselves to a targeted audience; secondly, the management of 
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symbolic-expressive equipment according to the specifi c environment of interaction 
which involves possibilities as well as constraints, not only in a material but also in 
a social sense.  

2.2     Photography: An Ordinary Practice 

 Frequently, an important relationship is observed between mood, personal narrative 
and photographs. Some writers – i.e. Barthes ( 1989 ), Benjamin ( 1973 ) and Sontag 
( 2005 ) – have formulated that photography is essentially melancholic: a picture 
recalls the past, refers to what is gone and is associated with loss and death. Even 
what appears to be a joyous picture could be taken only as evidence that all things 
pass and fade. But does photography only have a commemorative function? 
Nowadays, new meanings are being attributed to photography. Taking pictures is 
not an exclusive practice of artists and professionals; rather, it is an extended activ-
ity due to the dissemination of low-cost devices and the advent of new platforms for 
exhibition. Evidently, Facebook does not institutionalise photography as an ordi-
nary practice, but it does provide other conditions for the creation, publication and 
distribution of images that did not exist before (Rueda  2012 ). 

 Certain perspectives from semiotics and photography theory allow us to explore 
some aspects of the intricate relationship between the experience of personal pho-
tography, the social meanings of daily photographic practices and the uses of emerg-
ing technology. For example, Roland Barthes’ theory ( 1989 ) is ostensibly grounded 
in the idea of the inseparability of an image from its referent; more precisely, the 
picture and the object it depicts are of the same nature. For him, the message is 
therefore a message without a code. This idea leads us to consider how today 
Facebook users are part of a communicative space where there is not a unique mean-
ing but multiple meanings. We believe that the author is born simultaneously with 
his  opera . He is not replaced by another being which precedes or transcends his 
work. This is because taking pictures no longer designates an operation of record-
ing, of representing, but rather what pragmatics calls a  performative  act. 

 In contrast, Benjamin was committed to making the past active in the present, 
because for him, nothing in the past had truly disappeared forever; its traces could 
be rediscovered and put to use .  Thus, it is possible to think of bringing back the past 
as active within the present and involved in the anticipation of the future. In fact, as 
Roberts ( 2011 ) states, photographs and “photographing” (even with a phone cam-
era) can, in short, stimulate a “rememoration” of people, events and objects and 
associated emotional and sensory experiences which are placed within contempo-
rary thoughts, feelings and circumstances. The environment that social networks 
like Facebook offers takes advantage of this new condition of our societies and 
accelerates it. This acceleration is also related to the need to constantly update one’s 
self-image, apparently motivated by a permanent desire to excel in front of an audi-
ence that can be both supportive (“Like”) but sometimes critical. 
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 As a complement to this understanding of photography, we consider that Sennett 
(2009) provides another element: the notion of craftsmanship, which refers to both 
the desire for quality and the skill to deliver it. Sennett wants to broaden cultural 
materialism to include the sensations and puzzles aroused by material things them-
selves; the ways in which abstract thinking and belief develop through practice and 
practical activity; the forms of social behaviour which emerge from shared physical 
experience. Sennett views the satisfactions of physical making as a necessary part 
of being human. We need craft work as a way to keep ourselves rooted in material 
reality, providing a steadying balance in a world which overrates mental facility. It 
is in this regard that we see the profi le image as a work, as a matter of routine prac-
tice and, at the same time, as an individual and collective experience.  

2.3     Identity, Youth and Digital Media 

 According to Van Dijck,

  the digital evolution that has shaped personal photography is anything but an exclusive 
technological transformation. Rather, the shift in use and function of the camera seems to 
suit a more general cultural condition that may be characterised by terms such as manipu-
lability, individuality, communicability, versatility and ease of distribution. This cultural 
condition has defi nitely affected the nature and status of photographs as building blocks for 
personal identity (2008, p. 70). 

   In this respect, it is necessary to look at the different studies that focus on the 
cultural aspects of digital media. Among the large and diverse body of work on 
youth, identity and the use of digital media, we fi nd the cultural studies account of 
the appropriation of the Internet in everyday life very useful. Mainly, we highlight 
Buckingham’s ( 2008 ) and Livingstone’s ( 2011 ) contributions. As these authors sug-
gest, today digital media are providing young people with symbolic resources for 
expressing themselves and constructing their own identities. Although our study 
does not focus specifi cally on youth, it is true that this demographic group is the one 
which most fully exploits digital media as a way to respond to the expressive needs 
and identity explorations which characterise our modern social life. In this respect, 
the concept of “refl exivity” is at the core of Giddens’ theory. Refl exivity can be 
defi ned as a self-defi ning process that depends upon the monitoring of, and refl ection 
upon, psychological and social information about possible trajectories of life. “The 
refl exivity of modern social life” writes Giddens, “consists in the fact that social 
practices are constantly examined and reformed in the light of incoming information 
about those very practices, thus constitutively altering their character” ( 1991 , p. 28). 

 Like many of the other authors, Giddens sees identity as fl uid and malleable 
rather than fi xed. Richard Jenkins ( 1996 ) argues that identity is a fl uid, contingent 
matter – it is something we accomplish practically through our on-going interactions 
and negotiations with other people. In this respect, it might be more appropriate to 
talk about identifi cation rather than identity. On Facebook, the identity of a person 
does not only involve a voluntary act on the part of the users, or even their awareness, 
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because there is a lot of information that “others” (friends) can provide. In this 
regard, the construction of a self-image on this SNS seems to be more complex than 
in face-to-face interactions. As Cardon ( 2008 ) has pointed out, digital identity is a 
co-production where platform strategies and tactics of users cross. In fact, the pro-
ductions made by Facebook users require as much of a  technical manipulation  of the 
interface as a  social activity  of permanent exchange with other members of the net-
work. In other words, it is necessary to take into account, and at the same level, both 
the technical and social dimensions, because the presentation of self in SNSs closely 
articulates the architecture of the site and the calculations that users make to produce 
a better impression of themselves. There are elements produced, but mostly regis-
tered by others, and users must calculate and anticipate this too. 

 In addition, SNSs not only exploit the relational aspect of the web, inviting us to 
connect and communicate; as participatory environments they also encourage users 
to create. But it is important to note that such participation is highly autobiographi-
cal. Cardon ( 2008 ) suggests that, within the expressionist dynamic of the web, peo-
ple’s identity is increasingly deposited and distributed in the works and products of 
those actions displayed to others. This type of production fi ts perfectly in the con-
text of new interactive platforms and digital networks since they can only exist to 
the extent that users publish their own content. Internet users are invited to be part 
of a broad and varied range of sites and multimedia applications that require the 
construction of a user profi le.   

3     Methodology 

3.1     First Phase: Selection and Classifi cation of Profi le Images 

 From November 2011 to May 2012, this study began by selecting and classifying 
7200 profi le images from Facebook 2  in 24 cities around the world (300 images per 
city). Selection criteria for cities consisted of: (a) a high degree of urbanisation and 
infrastructure for access to the Internet, (b) a metropolitan lifestyle, high migratory 
fl ow and contrasting cultural populations, (c) a signifi cantly increasing rate of new 
Facebook users in recent years or high penetration of Facebook, and (d) some socio- 
political or cultural particularities. We included: Bogota, Buenos Aires, Caracas, 
Mexico City, Havana, São Paulo, Chicago, Montreal, New York, Toronto, Berlin, 
London, Madrid, Paris, Rome, Beijing, Bombay, Islamabad, Tel Aviv, Pyongyang, 
Tokyo, Johannesburg, Nairobi and Sydney. All images were chosen from public 
profi les by following the random list provided by the Facebook browser after the 
name of the city was submitted. 

 The classifi cation process was accomplished by following the ETF model, 
 previously proposed by Gómez and González ( 2009 ,  2011 ), which is based on some 

2   At that time, Facebook had not yet implemented the timeline layout which allows users to upload 
not only a profi le image but also a cover image in their profi les. 
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   Table 1    Types of entity       

   E1  Human with bio-graphics,  E2  Human without bio-graphics,  E3  Non-human with bio- graphics, 
 E4  Non-human without bio-graphics  

of the functional and conceptual categories of nonlinear dynamical systems (attrac-
tors, self-organisation, phase transitions, state space grids and trajectories). This 
model is constructed by three categories: entity, treatment and framing. Each cate-
gory is described by four types, resulting from the combination of two variables, as 
explained below: 

  Entity (E)  is assessed taking into account what is inside the image. The fi rst vari-
able of this category indicates if the profi le picture shows a human fi gure or an 
object (non-human). The second variable determines whether the image brings up, 
or not, some biographical information, a trace about the profi le owner. In that sense, 
we use the term  bio-graphics . The following table 3  exemplifi es the four types of 
entity resulting from the crossing of the variables mentioned (Table  1 ).

    Treatment  (T) relates to the intention of presenting either a natural image or an 
artifi cial one. In this category, the fi rst variable oscillates between the presence and 
the absence of intervention traces. We refer to intervention as digital manipulation 
or editing. The second variable classifi es the image as non-staged, if it is intended to 
be spontaneous, or staged, if there is an explicit manipulation of the setting. The fol-
lowing table shows examples for each one of the four types of treatment (Table  2 ):

3   All images in tables are published with owner’s permission. 
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    Framing  (F) refers to the amount of information provided by the image. Here, the 
fi rst variable indicates how much of the entity is shown: a whole recognisable unit 
or just a portion of it. The second variable defi nes the context in terms of wide, if 
there is enough information to recognise the life context of the profi le owner, or 
limited, if there is very little or none. The following table illustrates the four possi-
ble types of framing (Table  3 ).

   Finally, the ETF model makes it possible to create 64 possible confi gurations 
(see Table  4 ) as the result of the combinatorial analysis of the three categories as 
shown in the following table.

   At the end of the classifi cation process, one catalogue was created for each city. 
Though the catalogues were made by different members of the research team this 
was not an inter-rater procedure. However, we did try to eliminate subjectivity in 
several meetings through discussion and verifi cation.  

   Table 2    Types of treatment       

   T1  Non-intervened and Non-staged,  T2  Non-intervened and Staged,  T3  Intervened and Non- 
staged,  T4  Intervened and Staged  
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   Table 4    Confi gurations   

 E1T1F1  E1T3F1  E2T1F1  E2T3F1  E3T1F1  E3T3F1  E4T1F1  E4T3F1 

 E1T1F2  E1T3F2  E2T1F2  E2T3F2  E3T1F2  E3T3F2  E4T1F2  E4T3F2 
 E1T1F3  E1T3F3  E2T1F3  E2T3F3  E3T1F3  E3T3F3  E4T1F3  E4T3F3 
 E1T1F4  E1T3F4  E2T1F4  E2T3F4  E3T1F4  E3T3F4  E4T1F4  E4T3F4 
 E1T2F1  E1T4F1  E2T2F1  E2T4F1  E3T2F1  E3T4F1  E4T2F1  E4T4F1 
 E1T2F2  E1T4F2  E2T2F2  E2T4F2  E3T2F2  E3T4F2  E4T2F2  E4T4F2 
 E1T2F3  E1T4F3  E2T2F3  E2T4F3  E3T2F3  E3T4F3  E4T2F3  E4T4F3 
 E1T2F4  E1T4F4  E2T2F4  E2T4F4  E3T2F4  E3T4F4  E4T2F4  E4T4F4 

   Table 3    Types of framing       

   F1  Whole with wide context,  F2  Whole with limited context,  F3  Portion with wide context,  F4  
Portion with limited context  

3.2     Second Phase: Ethnographic Fieldwork 

 The second phase took place between May and October 2012 and consisted of inter-
views with 12 Facebook users and the observation of their Facebook account activ-
ity. Our purpose was to identify what forms of representation remain the same and 
which others have changed as regards photographic practice in everyday life. 
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The selection of this group was essentially based on the fact that their Facebook 
pages were open to the public, that they showed signs of a high level of activity in 
updating their pages and, above all, that they authorised us to monitor their Facebook 
pages for 6 months and were willing to participate in interviews. Observation fi eld 
notes were registered in fi eld diaries and, additionally, fortnightly interviews (either 
face-to-face or by videoconference) were conducted for which we developed one 
guide for weekends and another one for weekdays. In these interviews we talked 
about the entries made and we tried to clarify the meanings of the Facebook activity 
during this period of time. The study group (12 people) consisted of fi ve women and 
seven men with the following age distribution: nine people between the ages of 20 
and 30 (four women and fi ve men, the youngest age group); two men between the 
ages of 30 and 50 (the group of adults); and one 70-year-old (an elderly female). 
Most of the participants in the study group (eight people) belong to a young, middle- 
class “college-student” generation from the city of Cali, Colombia. Finally, the two 
adult males have white-collar jobs (in communication and tourism), and the female 
senior citizen is currently a pensioner. The present text will only take into account 
results related to the profi le image; however, as a result of this ethnographic study, 
other elements were observed related to the lifeworlds of the subjects, the ways in 
which they constructed their works or mundane crafts, and also the emergence of 
forms of a poeticised experience of the self through their works.   

4     Major Results and Discussion 

4.1     First Phase 

 The inventory of images was primarily exploratory in nature. Our objective was to 
test the image classifi cation model (ETF) described above and to identify, despite 
the cultural and social differences among cities, what appeared to be regularity in 
the Facebook profi le images. We note that it was not our intention to carry out an 
intercultural analysis of these images. Doing so would have required adopting other 
techniques to gather qualitative information in each of the selected cities. 
Accordingly, the general results are presented below, based on the regularities found 
in the analysis of 7200 profi le images. 

4.1.1     The Canon of the Facebook Image and the Other Three Types 
of Images 

 The most interesting fi nding is what we called the canon of the Facebook image, i.e. 
the typical profi le image: the confi guration E1T1F1 (human with bio-graphics, non- 
intervened, non-staged, and whole with wide context). As can be seen in Graph  1 , 
of the 24 catalogues of the selected cities, 19 had more than 200 images of this 
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canon type (of the 300 in each catalogue). Moreover, in the fi ve catalogues of the 
cities with the least amount of typical profi le images, at least half of the photos were 
of this canon type.

   When combining the entity and treatment types we found a high concentration of 
human representations with bio-graphics as well as a more natural treatment of the 
images; that is, they were neither modifi ed nor theatrically staged. Thus, 83 % of the 
total images are  natural and spontaneous  photographs, 97.44 % depict whole units 
(not portions of bodies, faces or objects), which are neither fractioned nor modifi ed 
nor staged. We found that 90 % of the profi le images display human shapes; only 10 
% are non-human entities, animals, objects or landscapes. More than half of the 
images (54 %) show non-intervened and non-staged bodies and faces revealing sig-
nifi cant portions of the subject’s common surroundings. These fi ndings show a 
strong tendency towards maintaining the inherited forms of face-to-face presenta-
tion forms found in the offl ine world and an interest in giving auto-biographical 
accounts. Despite the technical affordances of cameras and the photographic editing 
and graphic design programs available on the Internet, many of the uploaded profi le 
images were not visually processed, either before or afterwards.  

4.1.2     Type E2: Human Without Bio-Graphics 

 There are very few Type E2 images (see Graph  2 ). Between 62 and 138 images of 
this type were found in only fi ve catalogues. In 19 catalogues there were fewer than 
50 of these images of the 300 that each catalogue contains. It is interesting to note 
the absence of the subjects’ everyday world in Facebook profi les and, on the other 
hand, the presence of subjects from media iconography (TV and movie celebrities, 
journalists, personalities from the sports and music world and the videogame indus-
try) as well as religious cult fi gures (Buddha, Christ).
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  Graph 1    Frequencies E1T1F1       
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4.1.3        Type E3: Non-Human with Bio-Graphics 

 The non-human with bio-graphics type is the least common (see Graph  3 ). Of the 
300 images available per catalogue, a maximum of between 12 and 19 images of 
this type were found. In fact, no image of this type was found at all in three of the 
cities. At least in the samples we analysed, it appears to be uncommon to use non- 
human subjects with biographical information (pets, objects, landscapes) as profi le 
images.
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  Graph 2    Frequencies E2: Human without bio-graphics       
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4.1.4        Type E4: Non-Human Without Bio-Graphics 

 Although this type of image is not common (see Graph  4 ), there are more reported 
cases than the non-human with bio-graphics type. The case with the largest number 
of images of this type had 61 images, followed by 51 and 45. The smallest case had 
one image. Apparently, in this type of image, the subjects are much more likely to 
resort to images from the cultural industries or from the Internet without traces of 
their everyday life. Nevertheless, these images also carry a symbolic, communica-
tive power about the lifeworlds of the subjects in relation to interests and lifestyles 
(sports, music, movie and TV personalities, religion, etc.). Both in Type E3 and in 
Type E4 the biographical information is quite closely associated with human 
representations.

   Furthermore, in these last two types of images it is important to note that 11 % 
of the images representing bodies and faces were generated in the digital world and 
were released by the media and cultural industries with limited context and appar-
ently free of intervention or staging. Whenever an image of the human without bio- 
graphics type is used, the subject fi lls the whole of the frame, without showing any 
signs of the surroundings. That is an extreme use of the front, if we put it in 
Goffman’s terms. Using pictures of widely known personalities from the media and 
cultural industry seems to be a sort of idealisation of the front, because they express 
socially accepted values and hierarchies and therefore receive more acceptance and 
consensus (which for young people is very important). Aside from that, the combi-
nation of non-human with bio-graphics is rare; it is often an image taken from the 
digital world, with no relation to the user´s context, and simply posted on Facebook 
as a profi le image. 

 According to the data collected, it should be noted that the tendency or canon of 
Facebook images is confi guration E1T1F1: human, with bio-graphics, non- 
intervened and non-staged. The low levels of graphic exploration, even in cities like 
New York or London or Buenos Aires, which use high levels of technology, leads 
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  Graph 4    Frequencies E4: Non-human without bio-graphics       
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us to believe that old forms of self-presentation are still the norm. Therefore, it is not 
possible to generalise about the innovative character of the presentation of self on 
Facebook. However, although it is a minor trend, we have observed among younger 
users a greater interaction with the technological affordances that the social network 
offers, as well as with other technical devices at their disposal. In fact, when observ-
ing the profi les of adults and of younger people, there are differences. While older 
adults tend to use images without much treatment, framing or staging, younger 
adults seem to explore to a greater degree the possibilities that the social network 
has to offer. Thus a greater exploration of technical possibilities seems also to be 
related to an intense exploration of the processes of youth identifi cation. In adults, 
issues of identifi cation and the construction of a social universe are not at the fore-
front; instead, the focus is on communication and maintaining ties with family 
members and friends. 

 Profi le images on Facebook show, in sum, three tendencies: fi rstly, people seem 
to assume  something  (human/non-human) must be present; an entity containing the 
qualities necessary for users to identify and present themselves, mainly belonging 
to the human with bio-graphics type (the canon). Thus, despite the fear of hypocrisy 
and shallowness some people accuse the virtual world of, we found that most users 
post images of their actual life. In some cases spiritual or religious tendencies 
greatly infl uence the choice of image; for example, replacing the self-portrait with 
an image of a personality from the media or cultural industry or a religious icon. 
Secondly, as stated above, these  entities  tend to exhibit a certain completeness (faces 
in medium close-up or entire bodies) creating a great number of images with wide 
context. Experimentation on profi le images with fractioning, detail focusing and 
extreme close-ups once again complicates recognition of these  entities  (profi le 
images). Nevertheless, even a fraction of a human face or body still preserves some 
elements that can lead one to identify and acknowledge the subject, a possibility that 
s eems  to be lost when the representatives are inanimate objects or non-human. 
Thirdly, although image intervention is rare, it mostly affects the human with bio- 
graphics type, while non-human objects are seldom modifi ed. Image staging is also 
infrequent for both human and non-human representatives. Nonetheless, users who 
only upload and classify spontaneous shots without subsequent treatment, as well as 
those who like to experiment with their image, are showing us a palette of possible 
 opera  and forms of  handcraft  of the self-image, and, consequentially, new possible 
ways of identity exploration. Sennett ( 2009 ) proposes that imitation, attention to 
detail and the appropriation of someone else’s secrets to use them in one’s own work 
are worthy abilities that should be valued as part of the process of building our sin-
gular profi le as craftsmen of our own lives. 

 Therefore, the profi le image as  opus  is sometimes produced through an object of 
artistic experimentation while in other cases it is produced by fi nding the appropri-
ate source (the precise time or people, and the scene required). But in many other 
cases it occurs both in the process of identity exploration during interactions in the 
everyday world (off and online) and through its capture by image technologies. 
Thus, everyday life and technologies are mutually instituted through a process of 
craftsmanship which relies on a continuing involvement. As Sennett ( 2009 ) argues, 
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while we are working, submerged processes of thought and feeling are in progress. 
Almost without being aware we set ourselves the highest standard required when 
we care about the qualities of our work. 

 What follows are two of the most important tendencies regarding the grammar of 
images with respect to treatment and framing, as well as what they allow us to see 
about permanence and transformations in the forms of presentation of self.  

4.1.5     Treatment and Framing: Capturing the Moment, Posing 
and Posting 

 Subjects who treat and frame their images through the pre- and post-production of 
a staged profi le image use a different process from that of classic photography (in a 
studio or  posing  in front of the family camera for special occasions); due to the abil-
ity of new technology to multiply the chances of recording all kinds of daily life 
scenes and events, the capture of the moment is the most extended practice. The 
existence of several picture-taking devices seems to fuse together the event with its 
visual record; being somewhere is an occasion to take pictures, which generates 
disposable images (in the words of Fontcuberta ( 2010 ): “Kleenex-images: to use 
and throw away”). At the same time, we note that experiencing the world turns into 
an occasion to pose. A wide spectrum of relationship codes, as Barthes ( 1989 ) 
stated, can be observed in photos shared by youths; from simple greeting gestures 
to more sophisticated expressions that relate affection, sympathy, cordiality, charm 
or seduction. Thus posting, sending and sharing photos works as a new system for 
social communication. 

   Visual Effects and Retro-Aesthetics 

 On the intervened human with bio-graphics type, which requires post-production 
work on the digitalised image, it is common to fi nd all kinds of retouching. Young 
people can then  play  and experiment with their self-image using various technologi-
cal tools like the editing software Photoshop and others. 4  We also found a strong 
tendency to use black-and-white pictures in which experimentation with the grey 
scale produces interesting textures to our colour-tired vision. This tendency 
(observed in all catalogues) could indicate the comeback of the kind of retro- 
aesthetics that might have been considered obsolete with the emergence of new 
technologies of visual recording. Maybe the reappearance of the old and worn out 
can produce  novelty  in modern communication.    

4   PhotoScape and the online face-retouching tool PinkMirror, among others. 
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4.2     Second Phase 

 In the second phase our purpose was to identify what forms of representation remain 
and which others have changed as regards photographic practice in everyday life. 
We state that the profi le image should be studied in relation, not only to the use of 
old and new technologies, but, most importantly, in relation to the representation of 
what a technology can do (Van Dijck  2008 ). In this respect, we affi rmed that 
although the publication of a personal image in Facebook depends on the affor-
dances of the website, creation depends on the user’s symbolic world. That is why, 
in order to approach this symbolic universe, we are going to base this second phase 
of our research both on virtual ethnography and on interviews. From the interviews, 
we were able to identify some of the changes and continuities in photographic prac-
tices, and how our artists, in addition to the ability to represent and preserve a mem-
ory, also confer on images a narrative, performative, political or relational function. 
Thus we observe how, while some practices still continue, different values have 
arisen about what images to show, where, when and to whom. 

 In interviews, participants revealed having strong connections with photography 
since childhood and they even had very clear memories about it: family albums, the 
fi rst camera and its use to document and record trips, special dates and signifi cant 
biographical events. This is still preserved in the way Facebook is used. Many of our 
artists consider Facebook as a place of memory and archive their photos there as 
they once did with family albums. But this is just one of the many uses of Facebook. 
The representational function coexists with new practices in which the images are 
considered visual resources to do and say something else. 

 Storing photos on Facebook makes it possible to exhibit images in a permanent 
manner. Depending on their interests, users take advantage of this to create a dia-
logue with friends and other users of the network. Seen as a personal diary, Facebook 
is a repository of moods and feelings. Seen as a gallery, Facebook is a place to 
exhibit their visual works. Seen as a blog, Facebook is a place to publish content, 
generate discussion and engage in activism. This multiplicity of uses reveals a trans-
formation of individual identity, a constant work of creating and recreating oneself 
in which contemporary individuals, along with the potential of online social net-
works and digital photography, take responsibility for building the project of them-
selves (Giddens  1991 ), among a multitude of options (Fig.  1 ).

   We also found that graphic experimentation is much more popular on user’s 
albums than on profi le images. Given that the profi le image, as conceived by 
Facebook, serves to identify users within the network, they may set the need for 
presentation and acknowledgement against the desire for expressive experimenta-
tion using the image. The great trend that we found in the profi le image is the use of 
an image that refers more to representation in its modern sense, that is, as a unit of 
meaning and  authentic  vision of the world. Experimentation, in this sense, can dif-
fuse and even threaten correct identifi cation of the subject. Albums instead propose 
an option to reconcile experimentation with identifi cation through a visual narra-
tion; many users create thematic albums of different kinds, some with clear 
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 experimental purposes, while others have a documentary character, registering top-
ics of interest without subsequent treatment. In both cases albums contain cross- 
references to other subjects (tags, comments, titles) that reinforce bonds within the 
SNS. 

 As regards the matter of public display of an individual, a transition seems to be 
taking place: from the origins of modern photography as a mimetic representation 
and a realistic and static reproduction of the subject, locally bound, as described by 
Barthes ( 1989 ) and Benjamin ( 1973 ), to a proliferation of photographic devices as 
well as times and spaces to re-present oneself. It constitutes a subjective construc-
tion through a semi-public dynamic context which has intense symbolic exchange 
value. However, the cultural archetypes of face-to-face interaction are reproduced 
and maintained in technological environments because technological acceleration 
does not equal cultural acceleration; therefore, users seems to prefer conventional 
 representation  rules (spontaneous pictures without treatment or staging) that do not 
threaten their recognition and acceptance on the network. But at the same time, 
although to a lesser degree, it can also be observed that youths – as is the case in 
face-to-face interaction – have a need to experiment with their self-image beyond 
the established rules, staging and modifying images, which are published mainly in 
digital albums. 

 In this regard, the image of the self in Facebook acts as a symbol that allows the 
younger generations especially to share their signifi cant world with a network of 
family members and friends. Thus, through a new common way of presenting one’s 
self, where thoughts, feelings and attitudes are shared, the interpretation of self and 
others is learned. We routinely construct our experience of daily life in exactly this 
manner: stimulating, pushing, suggesting, advising, admonishing, criticising and 
praising as we create the fl ow of our actions in the social world. “Well done!”, “I 
like it”, we might say to ourselves when surveying the results of our actions; the 
crucial point here is that such surveying of the territory of the self is always carried 

  Fig. 1    Image made by one of the participants in the study group (Published with owner’s 
permission)       
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out with reference to the reactions of others, as others would view and interpret 
actions of the self. In Facebook this process becomes much more intensive and 
refl exive since the actions of our public presentation become permanent works, like 
written language, to be read over and over again by others. That is why the process 
of presentation of self is much more complex and diffi cult to control, as is the case 
with face-to-face interaction.   

5     Conclusions 

 As stated by Gómez and González ( 2012 ) registering or positioning the profi le 
image is the last of a series of procedures involving emotional decisions, calcula-
tions and strategies of various kinds, picture taking and fi le reviewing, as well as 
profi ciency in uploading and downloading picture fi les and so on. This is a digital 
 rite of passage , which celebrates the presence and exposure of the individual on the 
social network. Thus the Facebook image is the  convergence  of a communicative 
ecosystem offered by the platform with a set of decisions and procedures, which 
appear to culminate with the  uploading  of an image to Facebook, but is nevertheless 
transformed and enriched by the interactions occurring around it, in a process of 
permanent refl exivity. 

 The fi ndings about the “canon-type” image could thus be more a demonstration 
of an intense social exploration than a technical exploration of the communicative 
environment Facebook offers. However, since the space reserved for the profi le 
image does not offer tools to treat these images, this could be a condition that con-
stitutes a technical restriction of this environment. Those who wish to perform more 
of a treatment of the image must then resort to other devices and editing spaces 
outside of the Facebook platform. 

 We have found that there is a blurring between front-stage and back-stage: what 
feels like an intimate space for and with friends can exist under the watchful elec-
tronic gaze of a large unknown audience, while what is being acted out as a front- 
stage performance could have no witnesses. In terms of online exchanges in social 
networks, it can be argued, as other researchers have found (Di Prospero  2011 ), that 
the performance is a mixture of attributes from the private and the public. It is a 
front-stage space entered into from private spaces, and contains personal, some-
times intimate, relationships. Yet it is also open to  outsiders , demanding skills with 
codes of communication and exchange in order to convey information and ideas to 
others. Thus the performativity within an SNS like Facebook emphasises the juxta-
position between the private and the public. 

 Just as Goffman argued in relation to face-to-face interpersonal contact, we see 
that users in online spaces perform their roles using codes and signs developed and 
learned through both online and offl ine interaction. In doing so, these actors are 
most of the time aware (to a greater or lesser degree) of other users as well as the 
 audience  of friends, lurkers, virtual passers-by, and wider social networks. In any 
case, the possibility of permanently revising one’s profi le, taking another photo, 
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updating it, retouching it, in an intense conversation with “friends”, produces an 
environment of refl exivity – as Giddens stated – about the presentation of oneself as 
a work ( opera ) .  The strong tendency toward one or two types of confi guration and 
the infrequency of cases that do not conform to the traditional or inherited modes of 
representation, confi rm Goffman’s idea that the presentation of self is a dialectical 
process. Certainly Facebook is no longer a mere book of faces, nor an environment 
of simple superfi cial consumption, nor is publishing a self-image or an image of a 
celebrity, a pet, a T-shirt of one’s favourite football team, etc., a random act: who 
can see the image, who can understand it, or what interpretations it allows, are some 
of the questions that arise. 

 Although critics have argued that Goffman tends to overstate the importance of 
rules and to neglect the aspects of improvisation, or indeed sheer habit, that charac-
terise everyday social interaction, we still fi nd his approach very useful for our 
understanding of young people’s uses of digital media. We state that the subjective 
experience in Facebook is not predetermined but is attached to a set of rules, proto-
cols and conditions of interaction and communication offered by this new techno-
logical environment. For example, in Facebook, we found that to assess the profi le 
image, one must read the set of communicative parts that make up the page: a kind 
of front with settings (pictures, texts, symbols used for the scenery), appearance 
(information about the Facebook user), and manners (rules and roles of the interac-
tion expected to be played ) ; performance too is very relevant as we have found in 
Facebook pages. At the same time, Facebook has been adapted and readjusted by 
social frames where individual and collective experiences take place. 

 Nevertheless, studying the profi le image on Facebook forces us to consider a new 
aspect initially not included in the Goffmanian approach: the endurance, even if 
immaterial, digital, of the self-image. Unlike the performance of a real-time role or 
face-to-face interaction, the profi le image in Facebook brings its own  pre- and post- 
productions  and leaves a  digital trace  which is stored in the SNS. That means that 
the image is maintained over time. That trace remains throughout time and can be 
assessed at different times by different people, i.e. by an audience. Therefore the 
profi le image has at least two social functions: on the one hand, the process of 
exploring and adjusting the ways of the self-image for the actor-author and the 
observers. On the other hand, it eases establishing and maintaining social liaisons 
with other people and plays an important role in setting the rules for self-images on 
the network, and in the recreation and  aesthetic enhancement  of daily experience. 

 Returning to one of this discussion’s starting points, perhaps the most interesting 
question is that identity and self-(re-)presentation could be approached by means of 
the (material) support in which they unfolded. Nonetheless, a much deeper under-
standing of the role of digital ICTs in our lives requires a non-deterministic approach. 
Often, one of the fi rst ways in which people react to new technology is trying to do 
what they are already familiar with, before starting to experiment with new uses. 
While past practices can be redefi ned and even displaced, they also tend to coexist 
with the new ones. So it is important not only to look at the changes of photography 
as an ordinary practice but also its continuities. If we consider Facebook as a real 
environment creation, instead of associating it with a mere device for the recording 
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and storing of images, we could really understand its constitutive role in the con-
struction of meaning in everyday life. Thus we believe that everyday life and ordi-
nary practices are the contexts in which technologies are inserted and not the other 
way around. We consider that the integration of digital ICTs in our daily routines is 
more the result of an evolution, an adjustment, a negotiation between our inherited 
traditions and the desire to transform our societies rather than a revolution or a radi-
cal rupture.     
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      Digital Divides in the Era of Widespread 
Internet Access: Migrant Youth Negotiating 
Hierarchies in Digital Culture                     

       Koen     Leurs    

    Abstract     In this chapter I analyse the digital practices of migrant youth as situated, 
power-laden, pleasurable and sometimes painful everyday experiences. I develop 
Walter Benjamin’s theorisations of the nineteenth century “arcade” or commercial 
passageway (Benjamin W (1999) The Arcades project. Harvard University Press, 
Cambridge), together with Nirmal Puwar’s understanding of how non-normative 
bodies become “space invaders” (Puwar N (2004) Space invaders: race, gender and 
bodies out of place. Berg, Oxford) upon entering certain domains, in order to con-
ceptualise the digital spatial biases of online platforms and their subversions. The 
argument builds on survey, interview and ethnographic data gathered as part of the 
interdisciplinary research project  Wired Up. Digital media as innovative socialisa-
tion practices for migrant youth  run by Utrecht University. I argue fi rstly how offl ine 
societal power relations related to race and ethnicity, religion and gender relations 
travel online and create new digital divides that go beyond computer ownership and 
Internet access. Secondly, I argue how Internet platforms become spaces for the 
negotiation of power relations, digital belonging and greater cultural understanding 
in an increasingly multicultural world.  

1        Introduction 

 In order to puncture recurring utopian and dystopian myths of technological deter-
minism, I analyse the digital practices of Moroccan-Dutch youth to argue that con-
temporary digital media use among ethnic minorities is a situated, power-laden, 
pleasurable and sometimes painful everyday experience. Contemporary digital cul-
ture remains power-ridden, which urges us to reconsider the early notion of the digi-
tal divide; more attention is also needed for the empowerment users experience 
when negotiating digital inequalities and hierarchies. The argument builds on a 
quantitative survey (n = 1408), qualitative interviews (n = 43) and ethnographic data 
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gathered in the context of the Utrecht University interdisciplinary research project 
 Wired Up. Digital media as innovative socialisation practices for migrant youth . 

 As recently shown across the United States (Madden et al.  2013 ) and Europe 
(D’Haenens and Ogan  2013 ), with fi gures hovering around 90–95 % computer own-
ership is widespread and broadband Internet access has become the norm across 
different population segments. Young people of different backgrounds enjoy spend-
ing a large part of their leisure time using computers and other digital devices. The 
same holds true for the Netherlands.  Wired Up  survey data reveal that 98.3 % of 
Moroccan-Dutch girls and 96.9 % of Moroccan-Dutch boys have a computer in 
their homes with Internet access. These numbers are comparable to the 97 % of 
males and 96 % of females among the general Dutch population that own computer 
hardware and have Internet access (CBS  2014a ). However, beyond ownership and 
access, new situated digital divides need to be taken into account. Considering that 
social media users are promised new opportunities to contribute to digital culture, it 
shows that not everyone can participate equally. Excluding obstacles arise from 
default technological settings that are most often oriented towards (white, male, 
Western, middle-class) mainstream users and excluding norms emerge from the 
behaviour of the majority of users downplaying the input of minority users. 
However, how can we account for the time and energy minority users enjoy spend-
ing online? In other words, how can we consider digital inequalities and the empow-
ering subversion of exclusionary practices? 

 Exploring these questions, the chapter provides a timely intervention in the 
debate on digital divides, as previous studies “largely fail to address the ‘have-nots’ 
as differentiated, possessing agency, or embedded in place, while simultaneously 
failing to address the crucial importance of intersecting relations of power” (Gilbert 
 2010 , p. 1003). I focus both on how offl ine societal power relations intersecting race 
and ethnicity, religion and gender relations travel online and create new digital 
divides that go beyond computer ownership and Internet access. In addition, I aim 
to provide new insights into the ways in which Internet platforms are providing 
spaces for the negotiation of power relations, digital belonging and greater cultural 
understanding in an increasingly diverse world. 

 The argument is structured as follows. First, methodological considerations are 
given and the study is situated in the context of the Netherlands. Subsequently, the 
theoretical framework is presented by drawing an analogy between mid nineteenth 
century pedestrian passageways as described by Walter Benjamin and early twenty- 
fi rst century Internet applications like  YouTube  and  Facebook  to criticise uneven 
opportunities for peer-production. Subsequently, I transpose the concept of “space 
invaders” developed by Nirmal Puwar ( 2004 ) to digital platforms in order to scruti-
nise what happens when minority subjects enter spaces that have not been designed 
for them or that hold positions that they do not meet. The ways in which digital 
hierarchies are installed through the  sociotechnical and algorithmic cultures of 
Google  search’s autosuggestions are charted and secondly, I elaborate how digital 
practices of mainstream users can serve to exclude ethnic minority subjects. The 
fi nal empirical section presents three instances of how ethnic minority users can 
become “space invaders”.  
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2     Methodological Considerations, in the Context 
of the Netherlands 

 The fi eldwork was conducted in the context of  Wired Up , an interdisciplinary 
research programme (2008–2013) from Utrecht University (the Netherlands) 
which – in collaboration with Vanderbilt University in the USA – focused on how 
new digital media practices involving the Internet impact on the lives, identities, 
learning and socialisation of migrant youth. Bridging approaches from the humani-
ties and social sciences, the primary aim of the project was to develop new concep-
tual tools and innovative methodological approaches to assess the socio-cultural 
specifi cities of digital practices among migrant youth from a comparative perspec-
tive (migrants versus native Dutch, youth with a Moroccan background in the 
Netherlands versus Mexican migrants in the USA, fi rst and second generation 
migrants and girls versus boys). Combining quantitative and qualitative approaches, 
the empirical data gathering consisted of three phases. 

 Firstly, a large-scale online survey was developed, in which a total of 1408 young 
people were contacted through seven secondary schools in the Netherlands com-
pleted on computers during school hours. Out of the total number of 1408 respon-
dents, 344 Moroccan-Dutch youth participated; this group consisted of 181 girls 
and 163 boys. On average they were 14.5 years (SD = 1.7) old, and, when prompted, 
98.5 % described themselves as Muslim. In this chapter descriptive fi ndings are 
used to present a general impression of digital media use frequencies, attachments 
to applications and online self-presentation practices. Secondly, I carried out ethno-
graphically inspired in-depth interviews with a group of 43 Moroccan-Dutch indi-
viduals, 21 girls and 22 boys, between the ages of 12 and 18 years. With the aim of 
providing a broad context of identity deployments, a group of Moroccan-Dutch 
parents, website founders and artists were also interviewed. Through a virtual eth-
nography with a smaller group of informants texts were gathered from the four digi-
tal platforms the informants considered most important: discussion forums, instant 
messenger, social networking sites and video sharing platforms. 

 Moroccan-Dutch people are the second-largest minority group in the Netherlands, 
after those from a Turkish-Dutch background. Consisting of 374,996 people, those 
of Moroccan-Dutch descent make up some 2.2 % of the total Dutch population of 
16.7 million (CBS  2014b ). Of this group, 47 % migrated to the Netherlands from 
the 1960s onwards as guest workers, while the other 53 % were born in the 
Netherlands, after their parents had migrated. In the context of the Netherlands, 
young Moroccan-Dutch people receive a lot of attention in media reporting, govern-
mental policy-making and scholarly research. They are systematically stigmatised 
and made hyper visible by right-wing journalists and politicians such as Geert 
Wilders and members of the Freedom Party (PVV), who describe them as anti- 
citizens posing a threat to Dutch society. Prior academic research  has predomi-
nantly focused  on  particular behaviour such as juvenile delinquency, radicalisation, 
mental health problems and early school leaving . These issues are undeniably 
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important and signifi cant, but they single out only a narrow slice of their  experiences 
(Leurs et al.  2012 ). Things are going well for the majority of Moroccan-Dutch 
youth, but their realities remain largely invisible in contemporary debates. For 
example, more than 40 % of second-generation youth follow higher education and 
it must be emphasised that this is a remarkable accomplishment; when considering 
a signifi cant number of their parents were illiterate farmers who generally had 
received little schooling (De Valk and Crul  2008 , p. 84). 

 My aim is to contribute to an emerging strand of scholarship that does not focus 
on excesses but that considers the everyday experiences of young migrants. In par-
ticular, digital media are taken as an entry point. Similar to young people engaging 
with the Internet elsewhere in the world, Moroccan-Dutch youth use digital media 
to circumscribe their individual identities and articulate group belongings. 
Analysing informants’ practices will contribute to breaking down binary polarisa-
tions of social categories, by showing how Moroccan-Dutch youth negotiate 
between seemingly opposing gender, ethnic, diaspora and youth cultural identity 
positions via digital media. However, due to the dominant focus of previous schol-
arship on excessive, problematic and negative experiences, as outlined above, gain-
ing access to members of the community has become diffi cult. In the qualitative 
fi eldwork phases especially, I had to invest substantial energy to gain trust and 
overcome the suspicions of Moroccan-Dutch youth. I managed to circumvent this 
obstacle by emphasising my interest in the point of view of the young peoples 
themselves. It is a fact that these youth are often written and talked about while few 
people actually talk to these young people themselves. I therefore emphasised my 
interests in wanting to learn from the informant’s personal experience about the role 
of the Internet in her/his life and her/his views on youth culture, discrimination, 
ethnicity, religion and gender issues across online and offl ine spaces. Continuously 
emphasising the views of the informants as a serious source of knowledge, I noticed 
how the rapport grew. Increasingly, they showed that they enjoyed being the centre 
of attention. Taken seriously as co-researchers of their everyday experiences, infor-
mants remained in touch for example, sending me links to videos, music and texts 
after the interviews.  

3     Spatial Approaches to the Digital Divide in Online 
Cultural Participation 

 In this theoretical section, a brief and not all-encompassing overview is given of 
scholarship on the digital divide, before a plea is made to address hierarchies in 
contemporary participation in digital culture from the perspective of space. In par-
ticular, an analogy is drawn between Internet platforms and the writings of Walter 
Benjamin on nineteenth century arcades and Nirmal Puwar’s notion of “space 
invaders” ( 2004 ) is transposed from the offl ine to the online world. 
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 Inequality in/of the Internet has fi rst and foremost been analysed in terms of 
different digital divides. Scholarship on digital divides initially focused on making 
visible material divides across geographic scales and across markers of difference. 
An uneven geographical distribution in terms of ownership of hardware and access 
to the Internet was noted: the rich, overdeveloped parts of the world were found to 
be highly connected, while underdeveloped countries in the “Global South” were 
shown to be disconnected. Ownership and access was also unequally spread across 
different axes of differentiation: younger and/or white and/or upper class males 
were found to be more connected versus older and/or non-white and/or lower-class 
females. The term digital divide is thus ideologically loaded, particular in its pro-
posal that once the gap is closed, a “computer-revolution” will take place, spreading 
democracy, promoting equality and potentially ending poverty (Murelli and Okot- 
Uma  2002 ). Emerging in the early 2000s, the second wave of scholarship on the 
digital divide shifted focus from access and ownership towards skills and literacies. 
The gaps between “the information haves” and the “information have-nots” were 
again purported as operating across geographical and personal markers of differ-
ence (Selwyn  2004 ). Policy makers and government institutions mobilised resources 
to provide the information have-nots with the skills for a more egalitarian distribu-
tion of knowledge. In sum, where previously most digital divide analyses “separate 
social inequalities from technical processes”, today technology is essentialised as 
distinct from social processes and inequality is perceived as a dynamic that is inde-
pendent from technology (Halford and Savage  2010 , p. 937). 

 This chapter contributes to a new wave of situated scholarship on digital inequal-
ities to move beyond technologically deterministic utopian and dystopian render-
ings of social media use. On the one hand, promising alternative ways of being and 
the collapse of difference, postmodernism and military-industrial neo-liberal prog-
ress came together in a Californian ideology that framed cyberspace as a disembod-
ied, equalising, liberating, democratising and empowering world separated from the 
offl ine world. On the other side of the spectrum, techno-pessimists have made 
sweeping dystopian remarks in response to utopian appraisals of the Internet. Most 
famously, Jaron Lanier warns that digital technologies entail a loss of democracy, 
devalue individuality and deaden creativity ( 2010 ) and Evgeny Morozov argues 
Internet activism is a delusion that makes us unable to recognise technologies are 
used for purposes of propaganda, manipulation, censorship and surveillance ( 2011 ). 
These two perspectives do not, however, account for why migrant young people 
who for example encounter discrimination online still make heavy use of digital 
platforms. 

 As social media applications allow more people to have a presence online, schol-
ars need to start acknowledging unevenness in people’s contribution to digital cul-
ture while also paying attention to the feelings of agency and joy minority subjects 
experience in their negotiation of digital inequalities (Leurs  2015 ). Internet applica-
tions such as weblogs, social networking sites, video sharing platforms and online 
discussion forums signal the on-going shift from people being represented by the 
media to people representing themselves. Internet researchers have reached consen-
sus in seeing the Internet as “an extension of life as it is, in all its dimensions, 
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and all its modalities” (Castells  2001 , p. 118). Online, digital spaces augment mate-
rial, corporal and real offl ine lives, friendships, romance and socialisation. This is 
 especially true for young people (Boyd  2014 ). However, little attention is paid to the 
differentiating power dynamics of the different locations where digital culture is 
expressed (Graham  2011 ). The lack of awareness of the spatial confi gurations of 
Internet applications is problematic because digital spaces are not neutral and/or 
innocent. 

 Building on the analogy of internet platforms as arcades and the notion of inva-
sion of space I carve out a middle-ground position to account for how non- 
mainstream people in their everyday use are hailed and bound, but not fully 
determined, by medium-specifi c characteristics, commercial incentives and user 
norms. First I posit that Walter Benjamin’s work on passages can be transposed to 
theorise social and symbolic meanings attributed to technological developments. In 
the mid nineteenth century, arcades or pedestrian passageways (“ passages ” in 
French) emerged in Brussels, Bologna and Paris among other places. Historically, 
the term arcade refers to a pedestrian passageway that links two streets. Unlike pub-
lic space, this glass, iron or brick roofed passage is open at both ends and concen-
trates a row of commercial establishments (shops, cafés, restaurants) in a small 
space. In the words of Benjamin, arcades were “the most important architecture of 
the nineteenth century” ( 1999 , p. 834). It can similarly be argued that internet plat-
forms nowadays play an increasingly fundamental role in the daily lives of millions 
of people. 

 Benjamin recognised that these corridors carried an ambivalent meaning since as 
objects of history they simultaneously contained a “dream- and wish-image of the 
collective”. He observed the dialectic tension between collective desires and exploit-
ative “ruins”. Indeed, Benjamin urged to ponder imaginations and to expose whether 
technology users were truly “emancipated” (Benjamin  1999 , p. 115). As a “techni-
cal organ of the collective”, innovations such as the arcades were imagined as a 
“new nature”: “These images are wish images; in them the collective seeks both to 
overcome and to transfi gure the immaturity of the social product and the inadequa-
cies in the social order”. “Caught in a dream”, Benjamin added “the new, in order to 
shape itself visually, always connects its elements with those pertaining to a class-
less society”. The “new nature” furthering utopian imaginings remains “concealed 
within machines”. Instead of these imaginations, Benjamin argued for the fi guration 
of “ambiguity”. The role of the arcade is double-faced, as Benjamin illustrated: 
“during sudden rainshowers, the arcades are a place of refuge for the unprepared, to 
whom they offer a secure, if restricted, promenade – one from which the merchants 
also benefi t” (Benjamin  1999 , p. 31). Neither skepticism nor evangelism captured 
the dynamics of passages completely, and Benjamin aimed to capture them as a 
“ constellation saturated of tensions ” (Benjamin  1999 , p. 475). 

 Although focused on the scrutiny of economic power relations in a striated, mod-
ernising society, the argument can be expanded to account for the ambiguous power 
relations which digital technologies sometimes conceal. Passages and insights on 
spatial power relations in a modern, democratising and urban crowded mass society 
allow us to draw parallels with contemporary forms of exclusion, distinction and 
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contestation. Similarly, in their scrutiny of Internet culture, critical media and femi-
nist theorists have argued for an ambiguous middle-ground position between the 
utopian dreams and dystopian nightmare perspectives that were dominant in writ-
ings on digital embodiment, identity and activism. Judy Wajcman, for example, 
unravels the constellation of gendered technologies from the perspective of “ mutual 
shaping ”, “where neither gender nor technology is taken to be pre-existing, nor is 
the relationship between them immutable” ( 2007 , p. 287). In particular I aim here to 
conceptually and empirically ground that the negotiating of hierarchies and inequal-
ities online can be empowering. 

 Focusing on spatial relations in the built environment, Nirmal Puwar argued that 
British institutions such as parliament, the judiciary, civil service and academia are 
territories holding privileged positions that are historically “reserved”. Recognising 
that including and excluding mechanisms operate around corporeal specifi city, 
those who enter spaces of authoritative power are measured against the dominant 
template of “white male bodies of a specifi c habitus”. Those who do not meet these 
normative expectations are positioned out of place; they become “space invaders” 
( 2004 , p. 141–144). Puwar developed the concept of space invaders to understand 
how ethnic minorities can feel out of place in institutionalised spaces. As they 
increasingly present themselves in spaces from which they were previously excluded 
through top-down governmental policies and bottom-up social climbing, she noted 
women and ethnic minorities may subvert the status quo but have to actively reposi-
tion themselves from within the spaces they invade. This re-positioning and decolo-
nisation of dominant spaces relies on agency. Transposing the concept to account 
for digital spaces, I wonder how hierarchies are constructed and impact upon the 
digital practices of minority subjects. 

 Internet platforms increasingly promise users they can become active agents in 
charge of their own representations. My middle-ground perspective aims to 
acknowledge twenty-fi rst century Internet platforms – analogous to nineteenth cen-
tury arcades – as ambiguous constellations full of tensions and hierarchies but with 
room for subversion. Following Puwar, the question arises what happens when 
Moroccan-Dutch youth take up “privileged positions” that have not been “reserved” 
for them in digital space ( 2004 , p. 144). When having to assert themselves against 
the grain, non-mainstream users become invaders of online territories. Below, I will 
fi rst give examples of how  digital spaces are constructed as prescriptive, normative 
spaces . Subsequently, I will explore how they can be subverted, invaded or trans-
formed by the contributions of subaltern subjects by creating diversity in spaces that 
were previously defi ned as neutral and universal. 

 Across digital space, templates, norms and interface decisions reserve certain 
dominant consumer, national, gendered, ethnic and racial positions. These socio- 
technical processes have uneven spatial effects, both online and offl ine. For exam-
ple, Fig.  1  displays the dominant positions that the  Google Netherlands  search 
engine associated with “Marokkanen” (the Dutch word for Moroccans). The auto- 
complete search query suggestions that  Google  provides appear automatically upon 
typing Marokkanen in the search box. The auto-complete algorithm offered query 
suggestions in a drop-down list, predicting behaviour based on queries typed 
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 previously by  Google  users as well as generating items on the basis of traffi c, page 
visits and recently crawled websites (Google  2012 ). 1 

   Showing how algorithms may convey symbolic violence, the search query sug-
gestions reveal some of the ways young Moroccan-Dutch people are allocated par-
ticular, narrow gendered and racialised positions in digital space. Reading from top 
to bottom they can be translated as follows: “Moroccan jokes”, “Moroccans must 
die” and “Moroccans and Polish people”. The suggestions for “Moroccan jokes” 
provide results of websites that host offensive anti-immigration, anti-Islam and rac-
ist jokes. The second suggestion points the Google user towards websites – mostly 
discussion forums – where white, right-wing extremist Dutch people discriminate 
against Moroccan-Dutch people. For example, the third result directs the user 
towards a forum posting on  MeetHolland.com  where the following comments are 
published in relation to Moroccan-Dutch youth: “Those rotten bastards must 
die!!!!!!!!! Dirty, cowardly, disgusting, stinking cancer goats” (Wilders  2005 ). The 
third suggestion equates Moroccan-Dutch people with a more recent group of guest 

1   The search was carried out in a  Mozilla Firefox  browser, using the ‘Private Browsing’ settings, 
without being logged in to a Google account and without having searched for the topic earlier. The 
results do thus not present my earlier search behaviour or that of my contacts. 

  Fig. 1    The construction of exclusionary, normative digital spaces  Google.nl  search “Marokkanen” 
(June 28, 2012)       
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workers, Polish people. Simultaneously, without having pressed the search button, 
Google lists search results, including Google Image Search fi ndings. The four 
images are all stereotypical representations of aggressive masculine street culture 
showing Moroccan-Dutch youth as dangerous loiterers and the inclusion of a police-
man emphasises Moroccan-Dutch boys as troublemakers. 

 The auto-complete algorithm (which is partly based on search-term popularity 
among previous search engine users) exemplifi es received ideas that emphasise par-
ticular associations and stereotypes of Moroccan-Dutch people – particularly those 
voiced by populist, anti-Islamic politician Geert Wilders and his “Freedom Party”, 
PVV – rather than others. Spearheaded by Wilders and a sensationalist press, young 
people of Moroccan migrant descent are often framed as a problem. Moroccan- 
Dutch boys are dismissed as “strangers” to Western society, possibly dangerous 
“Islamic fundamentalists”, “street-terrorists” or “thieves” while headscarf-wearing 
girls are constructed as either “un-emancipated and backward” or “oppressed by 
Muslim culture”. The example given in Fig.  1  is not a temporary glitch since a simi-
lar search query on 29 May 2012 included the following suggestions: “Moroccans 
must die”, “Moroccans must exit the country”. 

 In the context of the United States, danah boyd similarly described that when 
searching for the name “Mohammed” for example, Google auto-complete provides 
suggestions related to Islamic extremism and terrorism. She defi nes this process as 
a form of “guilt through algorithmic association”, as the search suggestions for 
Mohammed exemplify how people can be “algorithmically associated with prac-
tices, organisations, and concepts that paint them in a problematic light” (Boyd 
 2011 ). The auto-complete example reminds us that digital space is not neutral but 
power-ridden. Similar to how nineteenth century arcades were imagined, a platform 
on the “Internet hails its audiences”, in a way that is similar to how non-digital envi-
ronments are intended for particular groups of people (Nakamura and Lovink  2005 , 
p. 65). 

 The examples discussed above attest to how these ideologies may be perpetuated 
through commercial algorithms, but participants of digital culture also constitute 
them themselves. During my fi eldwork, many informants shared their frustrations 
and anger of the ignorance, discrimination and hate-speech they encountered in 
their engagement with Internet platforms. For instance, 16-year-old Naoul’s state-
ments were harsh reminders of the politics of difference on  YouTube . 2  Naoul said 
that the comment sections for videos pertaining to Morocco sometimes fi ll up with 
verbal abuse and hostility: “when you watch a video on YouTube, they [referring to 
white, ethnic majority Dutch people] shout cunt-Moroccans and this and that about 
Moroccans”. Exclusionary majority user norms were also apparent in Dutch video 
game culture, where Islam was equated with terrorism. A fan of the game  Counter 
Strike , 15-year-old Oussema shared that he had bad experiences after he disclosed 
his ethnic and religious background: “When saying I am Moroccan, I am a Muslim, 
I get called a terrorist”. Eighteen-year-old Safae told me after her friend who covers 

2   The names of interviewees used in this chapter are pseudonyms, mostly suggested by the infor-
mants themselves. 
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her hair uploaded a picture on the Dutch social networking site  Hyves , somebody 
sent her a message typing “a headscarf is out-dated, and it’s something of the past”. 
Thus, digital spaces are not mere mute, neutral and external backdrops of identity 
formation, but distinct expressive cultures fi lled with ideologies, hierarchies and 
politics.  

4     Space Invader Tactics 

 Although digital spaces are interspersed with politics and exclusionary practices, 
during the interviews informants shared the fact that they enjoy spending a lot of 
their time online and that they have many tactics to keep their use enjoyable. I 
explore three of those space invader tactics below. Revealing the ambiguous con-
stellation of tensions Internet platforms present to Moroccan-Dutch youth, I will 
present three examples of their negotiation of power relations here: racial passing, 
perpetuating common teenager gender stereotypes and appropriating a digital space 
of their own. 

4.1     Racial Passing 

 The fi rst tactic to be discussed is  racial passing . During our interview, 15-year-old 
Ryan explains that he is accepted as a gamer because, as he argued, he does “not 
look like a Moroccan”, in the sense that he was seen as “very different from what 
normal Moroccan youth in [his] school do”. He “mostly only plays games on the 
computer” and he felt gaming is more white “Dutch culture” as it is mostly white 
“Dutch kids who play games”. He was accepted as he backgrounded his Moroccan 
affi liations during in-game interaction using voice-chat programs like Skype or 
Teamspeak: “when I talk I do not appear to be Moroccan”. On his Hyves profi le 
page he also subverted the dominant image of Moroccan-Dutch youth: “when 
someone sees me there, they say I do not look like a Moroccan, but obviously I am 
one, but I do not let it show”. Masking his Moroccan identity, Ryan passed as an 
ethnic majority Dutch boy. Homi Bhabha, who recognised processes of passing as 
“mimicry”, described the ambivalence of racial passing. Mimicry offers camoufl age 
and can become a site of resistance and transgression. The minority subject achieves 
“partial presence” by passing for someone one they are not and “becoming a subject 
of a difference that is almost the same, but not quite” (Bhabha  1994 , p. 122–133). 
Ryan did so by strategically employing dominant cultural repertoires and making 
less visible the ways he deviates from majority norms while emphasising resem-
blances. Choosing the pseudonym Ryan during the interview can also be seen as an 
act of passing, as the informant did not opt for a Moroccan or Dutch but an English 
fi rst name. Ryan’s act of passing offered self-protection but also refl ected his desire 
to be accepted by the majority group. Nakamura noted that “racial impersonation” 
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is a form of passing that “reveals a great deal about how people ‘do’ race online”. 
However, she rightly argued that passing does keep the foundations of dominant 
exclusionary, white national identities intact (Nakamura  2002 , xvi, 37). Although 
such digital forms of racial passing offers us insight into the empowerment that may 
be felt through the temporal dismissal of excluding norms, the foundations of cul-
tural difference and the othering of non-mainstream users remains intact.  

4.2     Perpetuating Teenager Gender Stereotypes 

 Taking and uploading photographs of the self, “selfi es” have been recognised as 
offering innovative tools to “see and shape ourselves” (Walker Rettberg  2014 ). This 
section scrutinises to what extent the gendered self-presentation of Moroccan-Dutch 
youth can be an empowering tactic for migrant youth to forge alliances with main-
stream users. In the  Wired Up  survey respondents were asked how they would show 
themselves in their profi le pictures in order to be liked by their friends. With this 
question we aimed at learning more about  the norms of selfi es and displaying pic-
tures among young people . Answers given to the question allow for refl ecting on 
impression-management, expectations of appropriate self-presentations and ideal 
beauty-standards among Moroccan-Dutch youth. 

 The survey fi ndings show that nearly half of the Moroccan-Dutch girls and boys 
in the survey sample reported they would like to present themselves as “normal” 
(Fig.  2 ). In addition to the label “normal”, boys and girls chose specifi c labels to 
describe their aspired self-presentation. Commonly chosen labels indicate that par-
ticipating girls specifi cally desired to look “beautiful”, “sweet” or “fashionable/
trendy” and “social” and to a lesser extent “attractive/sexy”, “intelligent” and 
“tough”. Boys wanted to come across as “sporty”, “tough”, “beautiful”, “attractive/
sexy”, and to a lesser extent “sweet”, “rich”, “intelligent”, “hard working” and 
“computer savvy”. These fi ndings reveal how Moroccan-Dutch youth would ideally 
represent themselves. Striving to meet expectations of what is accepted as normal 
and standard in selfi es and profi le-page culture seems an important ideal. Meeting 
the normal standard is combined with the perpetuation of dichotomous gender ide-
als. Girls’ ideals are being beautiful and sweet, while boys aim for a sporty image 
and toughness. Being expected to showcase certain attributes, these ideals reveal 
self-regulatory values young people negotiate with. Each of the chosen labels cov-
ers a distinct confi guration of femininity and masculinity, stereotypical ideals that 
are not unproblematic.

   During my interviews, informants described the stereotypically gendered prac-
tice of profi le photo selection. Oussema described that most boys show themselves 
as follows: “look at how pretty I am, look at how nice my eyes are as a ray of light 
shines in it” or they pose in their pictures with “pumped up chests” and aimed to go 
for a “look at how tough I am, look at how muscled I am” impression, while girls 
“lean over”, showed their bodily curves and “blow a kiss to the camera”. Fourteen- 
year- old Ziham said boys “put up tough photos, where they put up their  middle- fi ngers 
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and so on”, she added that among her friends “girls don’t do that. They just show 
themselves wearing tight clothes or so, with untied hair”. According to 16-year-old 
Bibi, in some photos “girls show their boobs almost popping out of their bras”. 
Fourteen-year-old Ayoub noted “girls put lots of make-up on” or showed pictures 
“when they have just come from the shower”. Although individual informants often 
nuanced their own positioning, the majority of the informants gave a highly stereo-
typically gendered description of photograph ideals. Andra Siibak in Estonia ( 2009 ) 
and Michele Strano in the United States ( 2008 ) have found similar self-presentation 
strategies, for instance girls aim to display ideals of female beauty on their online 
social networking profi le pages. These fi ndings suggest that shared teenage norms 
of gender go beyond ethnic groups. Striving to meet expectations of what is accepted 
as normal and standard in profi le-page culture seems an important ideal. Meeting 
these standards is one example of seeking sameness, stressing commonalities and 
aiming for acceptance among fellow white teenagers .  As Moroccan- Dutch youth 
choose to adapt their profi le picture to meet widely used gendered norms, they 

  Fig. 2    Moroccan-Dutch youth self-reporting their selfi e ideals (Graph shows percentages, n = 344)       
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 highlight commonalities and seek sameness instead of emphasising differences. In 
addition, taking charge of their own selfi es for self-representation purposes, these 
minority subjects navigate the continuum between empowerment and objectifi ca-
tion. In the case of uploading selfi es to one’s profi le page, a female informant’s 
internalisation of gendered stereotypes might indicate she seized the opportunity “to 
be in charge of her to-be-looked-at-ness” (Smelik  2009 , p. 185). This opportunity, 
however, becomes increasingly diffi cult as the celebrated visual ideals of youth, fi t-
ness and beauty are becoming more and more unrealistic and unattainable, espe-
cially in the present era of widespread digital manipulation.  

4.3     Appropriating a Corner of One’s Own 

   It is a sort of support. As a process of feeding [your emotions], by sort of reacting to each 
other. You’ll have everyone who backs you up. It’s like everyone is on the same side. You 
kind of become more sure of yourself. You just know, yes look we are not the only ones who 
think this way and so on. Thus you can express your opinion and just put everything up and 
you hear that others are similar to you. – Ilham, 13 years old. 

   During our interview, Ilham eloquently described the emotional support she 
received from being able to secure speaking power on the online discussion forum 
 Marokko.nl . Message boards, also known as Internet forums, are digital spaces 
where users can engage in conversations by publicly posting messages in response 
to each other. Ilham noted that her self-confi dence grew from being able to publish 
her opinions and connect with other like-minded people. She had the agency to 
publish her own opinions, in contrast with being positioned in certain ways by oth-
ers. Seizing the opportunity to speak for herself and hearing others appreciate her 
voice, Ilham self-consciously claimed membership within a group of people of her 
choice. By doing so, she felt heard, she got confi rmation that she was not the only 
one out there who felt a certain way. Through such discussions, similarity can 
actively be foregrounded and an alternative supportive community can be formed. 

 The  Wired Up  survey fi ndings indicate a distinct preference for engaging with 
discussion boards among ethnic minorities in the Netherlands: Moroccan-Dutch 
youth reported visiting online discussion boards more than ethnic majority Dutch 
youth. One in every fi ve Moroccan-Dutch youth reported visiting online discussion 
boards for at least 4 days per week, while only one in every ten ethnic majority 
Dutch respondents reported doing so. Moroccan-Dutch respondents also reported 
being more attached to visiting online discussion boards than ethnic majority Dutch 
youth are. Additionally, they would miss Internet forum discussions if they were no 
longer able to participate in them, more so than Dutch majority youth reported. 
These fi ndings resonate with earlier studies that suggest that message boards are 
especially popular among minority subjects (Byrne  2008 ). 

 During the interviews I learned that forums like  Marokko.nl ,  Chaima.nl  and 
 Maroc.nl  are felt as a safe space to connect with fellow Moroccan-Dutch youth. As 
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15-year-old SouSou states: “Marokko.nl is a website where especially Moroccans 
come so to say”. As Naoul, a 16-year-old girl notes: “Marokko.nl is a community”, 
“it is your own circle, with all those Moroccan things” that are discussed and “the 
people there are like you, that’s nice”. Being a “corner of one’s own”, these sites are 
frequented to create a space where Moroccan-Dutch youth can become the majority. 
Boundary markers such as Moroccan images and symbols that include photos taken 
in Morocco, Arabic typing, visual references to Islam like a minaret and the Quran 
as well as photos of veiled women are circulated. Furthermore, in the discussion, 
users can reframe dominant stereotypical views circulating in news media. Sixteen- 
year- old Nevra fi nds that “different stories” are shared on Internet forums, where 
“there is often negative talk about Moroccan youth [in the newsmedia], I fi nd that 
youth there can say what they want, showing it is not all bad”. However, such 
moments of empowerment are not uncontested. When ethnic minorities fi nd the 
opportunity to voice themselves, their contributions are often quickly pigeonholed 
or marginalised. Journalists and politicians seem to criticise and dismiss Internet 
forums such as  Marokko.nl . Public news media link discussion sites frequented by 
Moroccan-Dutch individuals to extremism and radicalism, with newspaper items 
such as:  Cut-and-paste-Islam: how young Muslims in the Netherlands compose 
their radical worldview  (Oostveen  2004 , my translation). Additionally, these sites 
are dismissed as the underbelly of the unknown, as encapsulating grimy spaces 
disconnected from mainstream society: “ Gettos on the web. On the Internet, every 
group creates its own truth ” (Hulsman  2005 , my translation). As the site has no 
control over who subscribes and posts, anti-immigrant and Islamophobic users are 
also present on the site. It is estimated that 20 % of  Marokko.nl  visitors come from 
the Dutch right-wing blog Geenstijl.nl or are supporters of the right-wing 
PVV. Internet scholar Albert Benschop added that those visitors sometimes setup a 
profi le like Mohammed21 and discredit the site with extremist statements, after 
which they can complain about the site (Knijff  2009 ). Nonetheless, it remains sig-
nifi cant that the informants perceive the forums they frequent as safe zones where 
they can articulate alternative ways of being, although their acts simultaneously 
remain subject to tight scrutiny and control.  

4.4     Hybridisation 

 Another commonly observed tactic is the  hybridisation of affiliations . Inzaf, for 
instance, logged in to MSN Messenger using the display name “ El Hoceima is the 
bom, that’s the place where I come from so just tell everyone that’s the city number 
ONE ”. Explaining its significance during our interview, she shared: El Hoceima 
“means a lot to me because that is the town in Morocco where I am from, I was not 
born there but my father was and I want to show that I am proud of it”. She added, 
“it rhymes in English” and it is “nicer to say it in English than in Dutch”. Through 
hybridisation, different loyalties can be combined. She signalled transnational affil-
iations with the city of El Hoceima in Morocco but she used the vocabulary of 
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English-language global hip-hop youth culture as well as Internetspeak. She used 
the nickname to emphasise her individuality, but also to connect with her peers. 
Consider also the display name of a young male informant consisting of both Latin 
and Arabic characters,  “Mø محمد BadBoy” . In the latter netspeak, Mø is combined 
with Arabic alphabet characters to write the name Mohammed. The name also 
integrates a connection to mainstream global hip-hop culture by referencing 
BadBoy, the record label set up by Sean P. Diddy Combs. Similarly, circulating on 
groups like “Imazighen” on social networking sites such as the Dutch  Hyves  and 
 Facebook , informants posted statements such as “Amazighen!! 4-Evaah” and 
“Amazigh. My Pride. My Life”, referring to the Amazigh, or Berber people, the 
Moroccan ethnic minority group with which most Moroccan-Dutch migrant youth 
identify. Or take the example of the profile image circulating on various Moroccan-
Dutch SNS group pages that showed Bart Simpson, the young and rebellious main 
character in the animated television series The Simpsons, dressed up in clothes 
with the Moroccan red and green starred national flag. Adored by young people 
across the world for his disrespect for adult authority, he was depicted wearing a 
hoody sweater and speaking into the microphone, again referencing urban and 
street youth culture. Such acts of hybridisation reflect active intercultural encoun-
ters. Similarly, Ayhan Kaya has argued that young Turkish-Germans in Berlin used 
hip-hop youth culture to mingle in the mainstream cultural field. These young peo-
ple tapped into universal symbols such as rap, cool looks, graffiti and dance to mark 
a social, cultural and political space in the urban landscape. In their appropriation 
and recirculation of hip-hop youth culture, migrant youth may combine their “aes-
thetics of diaspora” and “global transcultural capital” ( 2002 , p. 45). Hip-hop as 
such is a creative repository that enables ethnic minority youth to appropriate its 
elements, connect with their co- ethnics and peers, and insert themselves into global 
youth culture.   

5     Conclusions 

   What remains insuffi ciently addressed are the very real and material ways in which space 
constitutes a site and a medium for the enactment of cultural power – Raka Shome ( 2003 , 
p. 40) 

   This chapter sought to move beyond understanding digital divides as a matter of 
ownership, access or literacy, by arguing participation in Internet platforms is char-
acterised by forms of spatial power relations that are not yet suffi ciently understood 
(Gilbert  2010 ; Halford and Savage  2010 ; Leurs  2015 ). The question then arises how 
subjects on the wrong side of the template and peer-produced digital divide invade 
prescriptive spaces, transforming them from within but also creating alternative 
platforms for communication and belonging. 

 To answer this question, I have extended Walter Benjamin ‘s writing on nine-
teenth century arcades and Nirmal Puwar’s notion of “space invaders” by coupling 
their writings with empirical data on the digital practices of Moroccan-Dutch youth. 
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The optics of the arcade and space invaders can be developed further to empirically 
trace and theorise digital spatial biases and their subversion but also to intervene in 
dominant techno-determinist utopian and dystopian thinking about digital media 
potentialities. The empirical examples showcased that Internet platforms and their 
terrains are hierarchical territories and that they are uneven geographies marked by 
symbols and discursive borders. As the Google search auto-complete suggestions 
and informants’ experiences of discrimination and exclusion I have discussed exem-
plify, mainstream (young, white, male and middle-class bodies) participating in 
mainstream digital spaces produce and occupy certain templates and reserved posi-
tions. When having to assert themselves against the grain, non-mainstream users 
such as ethnic minorities become space invaders of digital locations. Through racial 
passing, perpetuating common teenage gender selfi e stereotypes and hybridisation, 
migrant youth show their offl ine and online “mixed embeddedness” by mobilising 
empowering opportunities to establish “bridging” and “bonding” relationships with 
fellow ethnic majority youth (Codagnone and Kluzer  2011 ; Peeters and D’Haenens 
 2005 ). Digital spaces are thus best considered as part of the everyday, real-life, 
uneven power relations, where offl ine and online spheres infuse each other with 
meaning.     
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    Abstract     During the last couple of years the tension between user-generated con-
tent creation and corporate power structures has become an important issue in 
research on young people and social media. The approach presented in this chapter 
is about the role of education and learning linked to issues of participation, creation 
and agency within spatial relationships online and offl ine. The activities studied are 
part of an online environment called  Space2cre8  with the specifi c purpose of engag-
ing youngsters who are defi ned as at risk in communicative and collaborative activi-
ties. Different data sources are presented to shed light on the engagement of these 
youngsters. The research question is directed towards how students in a multicul-
tural class in one community of Oslo engage themselves in the new spaces repre-
sented by  Space2cre8  made available through school activities, but also as part of 
their everyday life. Implications are discussed concerning media literacy, new activ-
ism and empowerment among youth.  

1        Introduction 

 A key issue in contemporary research on young people and social media is the ten-
sion between user-generated content creation and corporate power structures. Since 
the massive diffusion of social media from around 2005 onwards much research 
has been directed towards the implications of the use of such media for young 
people concerning their social lives (Boyd  2010 ), personal interests (Ito et al. 
 2010 ), participation and engagement (Jenkins  2006 ). Until recently, social media 
have been perceived as an open, online environment for exploring interests and 
diverse forms of literacy practices, from short messages on Twitter, longer texts 
within special interest groups on Facebook or posting and sharing videos on 
YouTube. However, the corporate organisations behind some of these media devel-
opments now infl uence the ways we navigate and act within social media more 
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directly following new business models. Some researchers and media activists 
(Pariser  2011 ) raise critical concerns about the implications of how organisations 
like Facebook and Google are using what we produce online for certain purposes 
and direct our activities in certain ways without us being aware. 

 For several reasons, schools constitute an important social institution in our 
media culture. Firstly, schools remain among the few social spaces in society where 
people come together face-to-face to conduct critical examinations and build knowl-
edge about contemporary societies. Secondly, young people develop a refl ective 
approach and meta-cognitive competencies about specifi c domains of life through 
learning and conceptual development. Thirdly, young people also gain skills in act-
ing on their environment, especially through literacy skills in the broad sense, 
including media literacy. 

 The role of education in contemporary media cultures is not only about using 
technology as a tool for learning, which often seems to be the sole argument (Selwyn 
 2011 ). It is also about how people relate to technologies and how they develop the 
competence to be informed, critical and refl ective citizens in this society. Umberto 
Eco pointed to the importance of these issues more than 20 years ago and we are 
still trying to approach these challenges in a mediatised society.

  The battle for the survival of man as a responsible being in the Communications Era is not 
to be won where the communication originates, but where it arrives. … The universe of 
Technological Communication would then be patrolled by groups of communications gue-
rillas, who would restore a critical dimension to passive reception. The threat that “the 
medium is the message” could then become, for both medium and message, the return to 
individual responsibility. (Eco  1987 , p. 142, 144) 

   In this chapter I will raise some issues about young people and new media, espe-
cially linked to the role of social media. My approach is framed within discourses 
about media and education and questions about the role of schools and learning in a 
media-saturated culture. 

 The case presented in this article is an online environment called  Space2cre8  
developed as a social medium with the specifi c purpose of engaging youngsters who 
are defi ned as at risk in communicative and collaborative activities. As such, my 
interest, empirically, is not so much in the typical youngster using social media, but 
rather in the young people in our societies with fewer resources or less privileged 
positions. My research question is directed towards how students in a multicultural 
class in one community of Oslo engage themselves in the new spaces represented 
by  Space2cre8  made available through school activities, but also as part of their 
everyday life.  

2     Issues of Participation, Creation and Sharing 

 In the early days of social media,  MySpace  was the main attraction, with a growth 
from zero to over 100 million registered users worldwide in just a couple of years. 
The site incorporated a variety of meeting places such as blogs, user forums, instant 
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messaging, personal profi les, online photo albums and visitor comment spaces. 
Another site with great appeal to young people is YouTube, a site that enables any-
one to produce and present private videos, pictures, and diverse media sources to 
other people. In recent years,  Facebook  has become the major social networking site 
worldwide, with an amazing growth in just a few years estimated at more than 700 
million users. 

 The idea behind such online sites is not new. What is new is the ease with which 
people can upload and share their own digital stories and connect with others. 
Similar social networking sites have existed in Scandinavian countries before 2005. 
Some examples are  LunarStorm  in Sweden,  blink  in Norway, and  Skum.dk  in 
Denmark. The development of these sites started around 1999–2000 and since then, 
different social sites have gained increasing popularity among young people even 
though  Facebook  has become the main social networking site in these countries 
also. In a Scandinavian context, this development is partly explained by high degrees 
of access to technology amongst young people (Drotner  2001 ; Ling  2004 ). 

 These developments point towards what Jenkins et al. ( 2009 , p. 5–6) describes as 
participatory culture:

    1.    Relatively low barriers to artistic expression and civic commitment   
   2.    Strong support for creating and sharing one’s creations with others   
   3.    Some type of informal mentorship whereby what is known by the most experi-

enced is passed along to novices   
   4.    Where members believe that their contributions matter   
   5.    Where members feel some degree of social connection with one another (at the 

very least they care what other people think about what they have created).    

  These descriptions are supported by the Pew Internet and American life study, 
which made several studies especially on user-generated content creation. For 
example, in one report (Lenhart et al.  2007 ), when social media and content creation 
was starting to boom, the researchers summarised their fi ndings on the growth of 
these activities as:

•    Content creation by teenagers continues to grow, with 64 % of online teenagers 
ages 12–17 engaging in at least one type of content creation, up from 57 % of 
online teens in 2004.  

•   35 % of all teen girls blog, compared with 20 % of online boys and 54 % of wired 
girls post photos online compared with 40 % of online boys.  

•   Boys dominate one area – posting of video content online. Online teen boys are 
nearly twice as likely as online girls (19 vs. 10 %) to have posted a video online 
somewhere where someone else could see it.  

•   Many teen content creators do not simply plaster their creative endeavours on the 
Web for anyone to view; many teens limit access to content that they share.  

•   There is a subset of teens who are super-communicators – teens who have a host 
of technology options for dealing with family and friends, including traditional 
landline phones, cell phones, texting, SNSs, instant messaging and email. They 
represent about 28 % of the entire teen population and they are more likely to be 
older girls.    
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 These activities have developed further (Ito et al.  2010 ). The main point here is 
the amazing impact social media have had on participation, creation and sharing of 
content among youth (Erstad  2013 ). 

 From a more qualitative perspective, Mizuko Ito and her research group have 
studied creative practices among youth using digital media in the  Digital Youth 
Project  (Ito et al.  2010 ). They show how digital media create new possibilities for 
young people in their expressive practices, and how they use social media both to 
pursue interests and to build  friendships.  1  In this way they develop a collaborative 
strategy of communication and production of content, from simple SMS to complex 
multimodal expressions. 

 There are important cultural differences in how common these practices are. The 
US data presented above are not supported by data from Norway, where access to 
technology is good, but where young people are less active as advanced producers 
of content. Several studies have documented that in the age group 16–24, only 5–8 
% respond that they write blogs or post photos and videos on the Internet, while 
about 50 % are just looking for information on different sites (Erstad  2010 ). We 
need to take account of differences between cultures, groups and people. 

 Still, in the above mentioned report by Jenkins et al. ( 2009 , p. 16–27) he raises 
three concerns that relate directly to educational issues:

•     The Participation Gap  – the unequal access to the opportunities, experiences, 
skills, and knowledge that will prepare youth for full participation in the world 
of tomorrow.  

•    The Transparency Problem  – The challenges young people face in learning to see 
clearly the ways that media shape perceptions of the world.  

•    The Ethics Challenge  – The breakdown of traditional forms of professional train-
ing and socialisation that might have prepared young people for their increas-
ingly public roles as media makers and community participants.    

 These concerns are of great importance and directly address how education 
might provide the social spaces for learning and critical refl ection in a digital age. 
One challenge in doing so is related to the lack of agency among learners within our 
school systems today, a lack of experiencing relevance and authenticity in what and 
how they learn at school (Erstad and Sefton-Green  2013 ).  

3     Spatial Literacies and Agentive Selves 

 Interesting work has been done on what has been termed as spatial literacies 
(Leander and Sheehy  2004 ; Comber and Nixon  2008 ) in emphasizing how places 
and spaces construct ways of speaking and writing, and how digital media challenge 
traditional spaces and places in what some describe as new mobilities (Leander 
et al.  2010 ). Learning in informal communities may similarly be studied with an 

1   See  http://digitalyouth.ischool.berkeley.edu/ 
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emphasis on the contextual, where complex interactions among participants who 
take on different roles as learners and tutors are studied in affi nity groups, both 
online and offl ine (Pelletier et al.  2010 ; Pelletier  2009 ). 

 Learning and literacy is all about the ways we make sense of information from 
resources in our environment and how we communicate it by using different means, 
not just understood as the “reading” and “writing” of the written text. In this way, 
literacy is something that changes over time due to changes in the cultural tools we 
have available (Wertsch  1998 ). The foundational thoughts for this research orienta-
tion include the interrelationship between culture, cognition and communication 
and how this creates a way of connecting learning and people’s lives. Historically, 
this can be related to Wilhelm Wundt and his concept of a “folk psychologie”. The 
point is to place learning within the broader cultural processes in which people are 
involved. Schools are seen as an important social space in our society but, in a cul-
tural historic sense, this changes over time. 

 The individual’s access to different forms of knowledge, such as different experi-
ences and interpretation opportunities, helps in developing various identities in dif-
ferent contexts. Identity is developed in the mutual relationship between individuals 
in activities, where individuals are dependent on how they perceive themselves and 
on how this perception is met by others. This means that the individual’s perception 
of his or her position in the interaction is central to understanding how identity is 
developed. While the social and cultural spheres have to do with how actions are 
recognised and given meaning, social positions relate to how actions constitute rela-
tionships. Youngsters move back and forth between cultural worlds (Holland et al. 
 1998 ) addressing ways of using digital media by young people (Buckingham  2003 ; 
Hull and Greeno  2006 ), where different resources are in play. Through action and 
interaction, they make use of the available resources to “author” themselves in 
unique ways. 

 Recently, interest in linking learning and identity formation as interrelated prac-
tices has increased (Buckingham  2008 , p. 1; Caldas-Coulthard and Iedema  2008 ; 
Hull and Greeno  2006 ). This is connected to the capacity to adapt to changing roles 
within different contexts (Holland et al.  1998 ; Moje and Luke  2009 ). Many of these 
studies have criticised the institutional practices of education, claiming that the 
resources, identities and experiences that students develop in other settings are not 
properly recognised or used as an anchor for developing their skills and knowledge 
in school (Heath  2012 ; Wortham  2011 ). 

 Holland et al. ( 1998 ) promote a more complex situated perspective on learning 
and identity, advocating that a person can be composed of many, often incoherent 
self-understandings and changeable identities embedded in the situated social con-
text. As such, identity is not bound by pre-given categories such as ethnicity, nation-
ality or gender, but is seen more as negotiated and socially produced  in situ . All 
resources available for a person are then seen as important in his or her cultural 
identity work. Holland et al. ( 1998 ) developed conceptions of situated identity 
which weave together different actions, such as cultural resources in use (in what 
they describe as  fi gured worlds ), social relationships ( positioning ) and personal 
expression ( space of authoring ). From this perspective, identities are formed and 
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reshaped in activities through individuals’ perceptions of “who they might be” and 
this type of understanding is a tool for their targeted actions in new situations. 

 In line with the above, Etienne Wenger ( 1998 , p. 149) has described identity as 
negotiated experience, community membership, learning trajectory, nexus of multi- 
membership and a relationship between the local and the global. Of special interest 
when trying to combine identity with learning is the point Wenger makes about 
“identity as learning trajectory”. 

 Agency, in this context, becomes an important perspective to link overall issues 
of empowerment and participation and epistemological issues among students. 
Agency is located by some (Cooren  2004 ) in various relationships between self and 
structure, or used to explicate various forms of agency, including the technological, 
human and textual (Hardy  2004 ). The important point here is that agency implies 
“the capacity to make a difference” (Castor and Cooren  2006 ), linked to certain 
institutional and cultural practices. The concept of agency might be perceived as 
closely connected to the concept of identity (Hull and Greeno  2006 ). For example, 
by composing digital stories, young people get the opportunity to “craft an agentive 
self” (Hull and Katz  2006 ), where they actively take part in a social construction of 
their own identity. 

 However, at the same time agency is especially at stake these days where media 
systems are having an increased impact on ways of creating content. As shown 
above, the implication of the digital revolution has been an increased engagement of 
people in creating and sharing content online. Yet, during the last 5 years another 
development has become more apparent. New business models and corporate media 
structures have evolved that structure online activities in new ways, breaking with 
the fundamental ideas of the Internet as an open communicative space. This is seen, 
for example, in the ways companies like Facebook and Google are developing. 
Some describe this as  the power of algorithms  (Pariser  2011 ). This is, of course, not 
new since the Internet has always been based on certain algorithms that structure 
what we can and cannot do on it. The new development, however, is the way these 
companies use the content that people provide by posting multimodal content on 
these online sites in order to structure our actions in certain ways and for certain 
purposes, like advertising. 

 The examples mentioned by Eli Pariser in his TED talk 2  are illustrative. He refers 
to some personal experiences in using Facebook and Google. As an online activist 
he used Facebook to engage in discussions with people from the whole political 
spectrum, also with more conservative  friends . However, for a certain period he 
engaged less with these conservative  friends  on Facebook, with the consequence 
that these friends were just deleted from his network of people. The algorithm in the 
way Facebook is structured had somehow just erased them since they were less 
actively connected. His other example is how he asked two friends to enter the same 
search word in Google, which was “Egypt”. What appeared on their screens was 
very different. One received a series of links to sites for travel and holiday locations 
in Egypt, while the other received a series of updates on the uprising and the politi-

2   www.ted.com/playlists/26/our_digital_lives.html 
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cal developments in Egypt. The browser had adjusted the same search word to their 
individual profi les and former online activities. 

 In his book  The Filter Bubble  (2011) Pariser uses examples like these to address 
important challenges we are facing at the moment in our dealings with social media 
like Facebook and search engines like Google. These are not innocent and neutral 
technologies best suited to provide for our personal online activities. More and more 
these corporations are directed towards structuring and fi ltering our access to infor-
mation and using our content creation in certain ways. The programmers and engi-
neers developing the algorithms for how these services function obtain a lot of 
impact on our activities in using such media (Bucher  2012 ).  

4     Social Spaces of School and Media Use 

 There is a lot of interest in digital media in schools in general, and social media in 
particular (Erstad  2013 ). From within schools this is often experienced as a technol-
ogy push for access to hardware and software (Selwyn  2011 ). An important ques-
tion is, of course, what new affordances and options new technologies represent 
(Gibson  1986 ), and how these are framed (Goffman  1974 /1987) within different 
social practices like school settings. The concept of affordances implies that the 
environment offers the individual different ways of acting. Through social interac-
tions we might also learn how different environments provide different opportuni-
ties to act, for example in online versus offl ine environments. My point is that we 
need to move beyond issues of the learning outcomes of using digital media in 
classrooms. At present, the more important issues are about agency and technology 
use as means of participation in people’s everyday life and the mobile aspect of time 
and space relationships across contexts. 

 The concept of learning environment is used to describe changes in the way we 
organise learning activities, both in real life settings in classrooms and virtual envi-
ronments. This indicates a change away from learning environments where the 
teacher and the textbook structure, defi ne and control the learning process, towards 
student-centred learning environments where the students themselves are the main 
frame of reference for defi ning the learning process (Jonassen and Land  2000 , p. viii). 

 There has been an interest in elaborating on the concepts of “space” and “place” 
related to learning and the use of digital technologies (Bekerman et al.  2006 ). 
Technological developments during the last 20 years have created whole new ways 
of conceptualising learning spaces, from early attempts at virtual realities in the 
mid-1990s, to parallel worlds such as  Second Life  (Boellstorff  2008 ). There are also 
many online spaces developed for learning, either as e-learning courses or as a 
combination of face-to-face and online learning activities. However, it is necessary 
to be critical of these over-optimistic beliefs in these alternative learning spaces and 
what they can accomplish concerning learning. As Mark Nunes ( 2006 ) did in his 
book,  Cyberspaces of Everyday Life , we need to study how online spaces, used by 
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young people, function as continuations of their physical activities and doings in 
everyday life. 

 Leander et al. ( 2010 ), based on cultural developments in later years, have argued 
in favour of radically different ways of considering spaces for learning than has 
been the norm in educational research, referring to the works of Henri Lefebvre and 
Edward Soja. The aim is to challenge the “classroom-as-container” metaphor. This 
opens up ways of studying spatial relations in community settings, in the way that 
people engage with different resources. Space and place is then understood much 
more as embedded in, and being part of, the activities and practices of people in 
their everyday trajectories of participation, both face-to-face and online-offl ine 
(Leander and McKim  2003 ). 

 The main challenge today is to understand and study the interconnections 
between the different social spaces in which young people operate and the ways that 
digital media support and encourage these connections.  

5      Space2cre8  – Norway 3  

  Space2cre8  ( S28 ,   www.space2cre8.com    ) connects 12–18 year-old students in the 
US, India, Norway, South Africa, Australia, the UK and various new countries that 
are joining. Students in these countries communicate about school-related issues as 
part of project activities as well as about leisure-time issues, such as interests, daily 
lives and about being young in different cultural settings. Even though  S28  is a 
closed social network, with username and password required, exclusive for youth 
affi liated with the specifi c schools and after-school programmes taking part in the 
project, it has many of the same functions and appearances as other commercial 
social networking sites such as  Facebook . Each participant creates a personal profi le 
from where she/he can be linked to other youths in the network by using what is 
called “the toolbox”. This “toolbox” consists of different means for interacting with 
other people in the network, such as sending messages, writing blogs, creating 
groups, adding photos, music and/or videos to your profi le for others to watch, and 
so forth. Just as in any other social networking site, you accept a friend’s requests or 
add friends and post messages on the wall of another person’s profi le. There is also 
a chat function available, which makes it possible to participate in synchronous 
communication with other members of the network. 

  S28  differs from other social networking sites in some important ways. First, it is 
a restricted space to which only members of the community have access. Second, 
the site aims to include youth who have mostly not had access to the benefi ts of the 
digital revolution, from countries such as India and South Africa, together with 
youth from Western countries, such as the United States and Norway. Third, 
 teachers, researchers or after-school staff encourage and initiate both offl ine and 

3   The collection and analysis of data from this project was done together with two of my PhD stu-
dents, Kristin Vasbø and Kenneth Silseth. 
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online activities across the different sites in the network via their discussions and 
updates on email, online discussion groups and Skype talks. However, most cross-
site activities develop from actions already taking place among the youngsters at 
one of the sites. 

 In our research project in Oslo, we studied one class of 8th-grade students (13–14 
years old) at a lower secondary school during one academic year (2009–2010). 
Greendale, the school in this study, is located in the Eastern part of Oslo in a pre-
dominantly suburban area consisting of apartment blocks, but also with forests and 
green areas close by. Families, on average, have the lowest gross income of the whole 
city. This area also has the highest percentage of non-Western immigrants in the 
municipality and more than 40 % of those living in the area are under 19 years old. 

 The school, being a large concrete building, looked quite traditional from the 
outside. Inside it was a bit different from other Norwegian schools since it had no 
long corridors and most classrooms had some fl exibility in being able to move walls 
to make smaller additional rooms for smaller group work. The technology infra-
structure at the school was poor. They had a computer room but several of the 
machines did not work. In addition the school had a couple of class sets with laptops 
that could be rolled in from another securely locked room. One of these trollies with 
laptops was used for this project but was shared with three other classes. At the start 
of the project, access to technology and the Internet was a challenge, due to the lack 
of proper support at the school. This improved during the school year. The school 
had plans to upgrade its computer room and Internet connection, but not much hap-
pened during the year we were at the school. As such, this school can be character-
ised as below average in terms of access to, and use of, digital technology as part of 
the curriculum. 

 The class we studied had 29 students, evenly divided between boys and girls. 
Almost all the students had grown up in Norway, but the parents came from Tunisia, 
Pakistan, Kurdistan, Albania, Somalia, Vietnam, Korea, Iraq, China, Poland and 
Norway. The class sessions were primarily run by one teacher, sometimes two. All 
of the teachers were ethnic Norwegian. Our impressions from the fi rst period spent 
at the school was that this was a very demanding student group. There were many 
confl icts between students and teachers and some of the boys received quite a lot of 
reprimands from the teachers for disruptive behaviour. To some extent these ten-
sions between students were also expressed during classroom activities. In terms of 
the project this was an interesting class to work with. 

 Within the  Space2cre8  project we were particularly interested in how young 
people with a diversity of cultural backgrounds make use of social media and what 
they express through media production within a school context. Specifi cally, we 
were interested to know how this new online space plays a role in different ways of 
negotiating cultural identity and movement between different learning spaces. 
Socio-cultural theories of learning consider social interaction as central to how indi-
viduals learn and construct traditions within their cultural communities (Cole  1996 ; 
Rogoff  2003 ; Vygotsky  1978 ). Learning takes place when the learner is participat-
ing in a social practice and changes or develops his/her participation through inter-
acting within the particular practice (Lave and Wenger  1991 ). When dealing with 
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students who are learning in multicultural educational settings, the notion of cul-
tural identity is often foregrounded. An often-used approach to cultural identity is to 
emphasise national belonging and ethnicity as the dominant categories in identifi ca-
tion (Banks and Banks  2005 ; Hall  1959 ). Holland et al. ( 1998 ), on the other hand, 
promoted a more complex, situated perspective as regards learning and identity, 
advocating that a person consists of many, often incoherent self-understandings and 
changeable identities embedded in the situated social context. Participating in social 
networks such as  S28  represents a context for identity in practice where cultural 
resources can be combined and developed in new ways.  

6     Methods and Data Collection 

 Approximately 60 full hours were spent at the school during one academic year, 
with the majority of these hours spent in the classroom. About 35 h were video-
taped, both whole class sessions and group work using  S28 . Individual interviews 
and group interviews of students were carried out, focusing on their media con-
sumption and different activities at school. Vasbø and Silseth also recorded several 
informal conversations with the teachers. Field notes were written after each ses-
sion, throughout the year. In addition, the online activities were documented: the 
students’ profi les at  S28 , digital stories, movies (both made by the students, but also 
downloaded from sites such as YouTube), chat sequences, blogs and the pictures 
taken by students themselves. 

 In the presentation below the analysis is directed towards “forms of interaction” 
and “identity markers”, both in the physical space of the classroom and online on 
 Space2cre8 . Related to different spaces and activities this can be explained in Table  1 .

6.1       Theme One: Drawing on Cosmopolitan Youth Cultures 

 One interesting activity that relates to identity work and agency are the special inter-
est groups at  S28  set up by youth. For example, one of the students, Muhammed, 
started a group which he named “We who are from Asia”, where three other stu-
dents immediately obtained membership. Muhammed’s parents are originally from 

   Table 1    Overview of data collected and contexts   

 Classroom 
 Group work, making 
products 

 Interactions in 
front of 
computer 

 Activities on 
 space2cre8  

 Forms of 
interaction 

 Whole group 
interactions 

 Small group 
interaction, 
formal-informal 

 2–3 people in 
dialogue 

 Building 
relationships 
(chat, profi les) 

 Identity 
markers 

 Voices, 
movements, cloths 

 Presenting themselves 
to others 

 Negotiating 
meaning 

 Understanding 
the other 
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Pakistan and he describes the group in the following way: “this group is for us who 
are from Asia”. They used the option of special interest groups to create identity 
markers linked to their cultural backgrounds, making them different in certain 
respects from the other students in the class. 

 Other students started groups drawing instead on shared popular cultural issues. 
One girl (Kuyna) created what she called the “Drew Bieber group”. She presents 
this group in the following way:

  Hi :D this group is about Justin Drew Bieber. Here you can learn about him, listen to his 
music, watch his video and see some pictures of him. Go to my page to see his pictures and 
you can go to videos and watch his video (if you want) If you want to learn about him, just 
ask questions and I or someone who knows about him can answer. :D 

   Another girl (Yasmin) made a group about the same artist and named it: “We 
who love Justin Drew Bieber”. She introduces the group like this:  “ This is a group 
for us who love Justin Bieber. Here can we talk about how cute he is and we can put 
in video and look at videos.” One boy (Steven) created a music group and called it: 
“We like music” and explained what this group was all about in the following way: 
 “ This group is for those who like music; it’s just for fun. Join if you love music, all 
kinds of music .”  

 When producing groups, the students use semiotic resources that connect to their 
parents’ background and ethnic belonging, as well as to global popular youth cul-
ture. In this process, they are mixing voices from different sources that are impor-
tant to them but which are seldom expressed within the classroom or recognised by 
the teachers. 

 The students’ profi les are interesting in regard to identity work. When presenting 
themselves through their profi le, the majority of the students chose to promote their 
ethnic identity more than their Norwegian belonging, even though the majority 
were born and raised in Norway. In addition to ethnic identity, they also promoted 
their interests and leisure activities, as illustrated by the following examples of stu-
dent profi le texts, written in English by the students (names have been changed to 
safeguard the anonymity of the students):

•    Hi everybody, my name is Yasmin. I’m 13 years old and going on 8th grade on 
Greendale. My home country is Turkey. There I have a house and my aunts, 
uncles, grand-parents and my relative’s lives there. My interest is to be with 
friends, shopping and much another fun things.  

•   My name is Kim. I am from Vietnam, but I live in Norway. I have 1 little sister 
and 1 big brother. I play the piano and I like it: D  

•   My name is Adil, I like football and my favorite team it’s Manchester United 
FC. I play for Greendale IF. I’m born in Norway, but my parents are from 
Macedonia and Kosovo. I speak Albanian with my family, but with my teachers 
and friends I speak Norwegian.    

 These presentations are representative of how the students represent themselves 
through their profi les. Some of the students even chose profi le names that connect 
them to their parent’s homeland. For instance, Tarek calls himself “Iraqi”, due to his 
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parents originally coming from Iraq. Ahmed calls himself “Tunisiano”, a name that 
connects him to his Tunisian father’s homeland, but also to a French rapper of 
Tunisian origin who call himself “Tunisiano”. He also made a visual representation 
of himself combining his cultural background from Tunisia with his interest in the 
French rapper. It was posted on the site the following way (Fig.  1 ).

   Another boy, Khamil, has parents from Turkey and he calls himself “Turkish-B”. 
He is a breaker, and the last letter “-B” might indicate a reference to hip hop music 
and break-dancing. This is interesting in regard to identity work because they make 
use of traditional categories of cultural identity, but as seen with “Tunisiano” and 
“Turkish-B”, they also may transform and mix these traditional categories into new 
popular culture practices. 

 The  S28  group in the US (Oakland) made a movie called “Hello Norway”, as a 
way of initiating communication and contact with the students in Norway. In the 
movie, the Oakland students talk about their favourite sports and favourite foods 
and pose questions such as: “Do you play basketball in Norway?” “What movies do 
you like?” and “How big are your houses?” The movie ended with a written request: 
“Please reply back!” As a response, the Norwegian students made a presentation 
where they fi lmed each other with Flip cameras and fi gured out by themselves how 
to make their individual presentations. In their replies, they presented themselves by 
name, favourite sports, other leisure activities and favourite foods, and then each put 
a question back to the youth in Oakland. The following are some of the examples of 
how the students presented themselves:

  Fig. 1    Illustration made by Ahmed       
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•    Hi my name is Petter. I am from Norway and I like to play soccer and listen to 
music. And I wonder what kind of music you guys like?  

•   My name is Anita. I like to do shopping and I like to hang out with friends and 
play football. My question for you is: do you people like to play football?  

•   Hi my name is Mona and I like to be with friends. What do you do in your 
free-time?  

•   My name is Hanne. I ride a horse. Are there many horses in Oakland?    

 These presentations are important in building relationships with others and in 
initiating understandings across communities as well as on a personal level that 
develops into more contact over time. As shown above, they often start with simple 
questions and interests, often suggested by the teacher in the classroom. However, 
through this, they discover similarities and differences that create social networks.  

6.2     Theme Two: New Spaces – Different Positions 

 Below I will focus on two girls, both non-ethnic Norwegian and both Muslim to 
illustrate how the new spaces represented by  Space2cre8  could result in two differ-
ent positions for the students in the Norwegian class. About half of the students 
defi ned the spatial opportunities on  Space2cre8  as a prolongation of their school 
activities and as a school related project, while the other half defi ned it to a larger 
extent as an interest and friendship driven activity, and as different from school 
activities. Here is a short presentation of each of the two girls:

  Girl 1: Kuyna    Girl 2: Yasmin  
 From Kurdistan (Iraq). Attends Koran 
school in the afternoons and weekends, and 
wears a hijab at school. At school, Kuyna 
appears to be a relatively quiet and 
withdrawn, but values being with friends. 
Uses her computer, at home, for a couple of 
hours per day, playing games, chatting via 
MSN, and doing homework. Likes Kurdish 
music and Arabic fi lms. She does not use 
e-mail or Facebook profi le, but chats with 
friends and family living in Iraq. She 
perceives  S28  as safer compared to other 
commercial sites. She had 75 friends out of 
a total of 162 members on  S28 . 

 Born and raised in Norway, family from Turkey. 
She neither wears a hijab nor goes to Koran 
school. An ambitious, active student and gets 
good grades. Interest in becoming an architect. 
Yasmin uses her computer for about two h per 
day, uses MSN to chat with her friends and visits 
Facebook and Biip.no frequently (one of the most 
popular Norwegian social networking sites). Her 
profi le name in  S28  is Yasminx3u-. She has added 
an “x” and a “3” to her name to symbolise a 
heart, and a “u” and a “–” (hyphen) because she 
thinks it looks nice. She often changes her profi le 
picture because she wants to use the most recent 
photo of herself. 
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   The way the two girls represent the two different orientations and positionings 
towards  Space2cre8  as a new space of activity is seen in the following two remarks 
from each of them:

   “If it had marks I would have been working much harder.” Yasmin; 
school-oriented.  

  “If I had Facebook, I don’t have, but if I had, and someone added me, and I didn’t 
know the person, then I wouldn’t talk to it, but this here is like school x or what 
it is, like from school, I feel that, it is like better to talk.” Kunya; 
friendship-oriented.  

  This is further elaborated in the following extracts from online chats on  Space2cre8 .   
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    As the quotes above illustrate there is a division among the students. On the one 
hand, the ones that interpret their activities with  Space2cre8  as mainly framed 
within the school context are thereby seen as supporting working with school issues. 
These are often the well-established students who do well in the classroom and are 
actively engaging with the teacher. On the other hand, there are those that interpret 
 Space2cre8  as a new and alternative space opening new possibilities for relation-
ships and are oriented towards friendship. These students are mainly the ones that 
are quiet in the classroom. They also work on school-related issues and content but 
they commit themselves to a larger extent than the former group to building rela-
tions with the other youngsters in the network.  
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6.3     Theme Three: Content Creation as Potential 
for Empowerment 

 The making of short fi lms as part of a school project that could then be posted on 
 S28  illustrates how students use this activity to negotiate cultural and religious iden-
tities. The theme of the project was “Youth, alcohol and drugs”. The students were 
divided into six groups, and each group was given information material about young 
people and substance abuse and some overall themes on the issue. However, each 
group was free to choose which angle they would take on the issue and how to pres-
ent this in the fi lm. 

 All of the fi lms focused exclusively on the negative effects of alcohol, and all of 
them refl ected religious elements, often involving a Muslim perspective on alcohol. 
One example is the movie by Khaled’s group, which refl ected on one moral dilemma 
that he had experienced, as he has a non-Muslim mother who drinks alcohol, thereby 
infl uencing her sons to start drinking even though they have a Muslim father who is 
against it. 

 In order to give a more in-depth understanding of the importance of these mov-
ies, I will focus on one girl, Kunya, in one of the groups that became central to the 
project and our data analysis. This group made a fi lm called “Have you forgotten? I 
am a Muslim.” There are several reasons for choosing this particular girl. One inter-
esting fact is that she is one of the few students in the class that does not have a 
 Facebook  profi le, but has been one of the most frequent users of  S28 (see above) . In 
the interview she said that when she communicates with other students, she com-
municates primarily with those who are online at the same time as she is, using the 
chat function. On  S28 , she calls herself Deriia. In her profi le text she writes:

  I am a girl who is 13 years old. my name is Kuyna but it pronounced (taken out for anonym-
ity). I am from Kurdistan but live in Norway. I speak kurdish at home and Norwegian with 
my friends and teacher. I love to be with my friends and just have fun. I like to listen to 
Kurdish, Arabic, Turkish and English music. I am a BIIG fan of Justin Bieber. 

   Kuyna is very fond of her cousin who lives in Kurdistan, and therefore she 
makes use of the cousin’s name as a profi le name. The profi le picture is taken at 
school, but she has used Picnic.com at home to edit it. She is one of the Norwegian 
students with the most friends on  S28  (75 friends) out of a total of 162 members of 
the community (the girl with the most friends has 117). In the interview, she 
explains that when she is logged onto  S28 , it is mainly in order to check out other 
student’s pictures, but that she also has participated in several chat interactions with 
other students. Kuyna is a huge fan of Justin Bieber and has created two groups 
dedicated to him. The background of her profi le on  S28  is an image of Justin Bieber. 
She is conscious about esthetics, something that becomes evident when she talks 
about whether the profi le pictures match the background of the profi le (e.g., colour, 
content of image, etc.). In the background picture of her profi le, Bieber wears a 
purple t-shirt. She has decided to use this because it matches the purple sweater she 
wears on her profi le picture. Kuyna has also uploaded several movies of different 
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artists to her profi le. These movies are mostly links to YouTube, but she also makes 
fi lms herself at home, something she has learned from her sister. 

 Kuyna decided on the title for the fi lm her group made as part of the project: 
“Have you forgotten? I am a Muslim!” The fi lm is about a Muslim girl, Fatima, 
played by Kuyna, who is tempted by her Norwegian friend into tasting alcohol. 
Fatima is a Pakistani girl who lives together with her aunt and uncle in Norway. The 
fi lm starts with a long sequence where Fatima sits in front of the computer commu-
nicating with her friends on  Space2cre8 . The rest of the fi lm is about Fatima going 
out with her friend. They meet a boy hanging out on a corner drinking alcohol. They 
stop and chat with him and Fatima is pressured into tasting alcohol by the other two 
and talks about going to a party to meet other friends. Then Fatima’s aunt and uncle 
come by and catch her drinking. Her friend runs away and does not support her. 
Fatima is hit by her uncle on the street and the next sequence shows her “uncle” on 
the phone, saying that he will send her back to the parents’ homeland, Pakistan. 

 During the interactions in class when making this fi lm, and also in an interview, 
Kuyna explained that she witnessed a Muslim girl being hit by her father. However, 
she explained that this type of punishment is not common among Muslims. She has 
also heard about girls in her community that have been sent back to the parent’s 
country of origin, due to inappropriate behaviour. This movie becomes a resource 
for refl ecting upon the challenges that take place in the intersection between Western 
and Muslim cultures in which she is situated. When this movie was uploaded to  S28 , 
it created a lot of discussion on the other sites, especially in the US.   

7     Discussion 

 Through the presentation of the data above, I have tried to address the question of 
how students in a multi-ethnic classroom have been using  Space2cre8  as a space for 
negotiating cultural identities and positioning themselves as learners. Cultural 
resources such as ethnic and local belonging and global youth culture are mixed 
together in the different activities on  Space2cre8 . When presenting themselves in 
their profi les, the majority of the students focus on the connections to their parent’s 
ethnic origins, but when presenting themselves for the Oakland kids, by sending 
their video-messages, it is interesting to observe that the students instead highlight 
their presumed shared interests, such as music, soccer and being with friends. 

 Many of the activities, such as making the “youth and alcohol” fi lms, indicate 
how social identifi cation and academic learning are interwoven processes in the 
classroom and are part of the individual learner’s “learning identity” (Wortham 
 2006 ). Through the different cultural resources available, the youngsters can create 
their own combination and personal expression in what Holland, Lachicotte Jr., 
Skinner and Cain ( 1998 ) describe as a  space of authoring . When, for example, 
Khamil calls himself “Turkish-B” and Ahmed calls himself “Tunisiano”, they are 
communicating both ethnic belonging and their belonging to the global hip-hop 
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culture. When re-mixing these resources and images representing music or artists, 
they are engaged in processes of meaning making and symbolic creativity (Willis 
 1990 ), expressing different aspects of their identities. To understand how students 
make use of social networking sites in educational settings, we have to study how 
students use them  in situ , in between online and offl ine activities. It is simply not 
enough to solely study profi les or carry out surveys; we have to do ethnographic 
studies focusing on situations where these technologies are used and made mean-
ingful by students. 

 Moreover, a social networking site such as  Space2cre8  becomes an important 
resource for refl ecting upon cultural identities among students in a classroom set-
ting. This is done by using and producing different modalities such as text, video, 
links, and so forth, on the site. This is also done by relating to the other students, 
both in how they present themselves to the “others” and through their conceptions 
of who the others are, which refl ects back on themselves in the way that they draw 
on similar references in popular culture, such as Justin Bieber, but also on how they 
are different. 

 Lastly, social networking sites such as  Space2cre8  represent alternative and pow-
erful spaces for learning in schools in the way they engage students in the processes 
of producing meaning and fi gurative worlds that go beyond regular classroom activ-
ities. This is very much a collective task in the way students negotiate different types 
of knowledge within a school context and forge identities, online and offl ine. When 
working with these semiotic resources, the students are involved in both academic 
and non-academic knowledge production, playing out various resources from dif-
ferent fi gurative worlds as well as creating new worlds and new meanings. As seen 
above, the students position themselves differently when using this site, some see-
ing it as an extension of the classroom activities of working with school content, 
while others see possibilities of extending and creating new spaces for relational 
connections with youth in other countries.  

8     Media Literacy, New Activism and Empowerment 

 The presentation in this chapter raises some issues concerning young people in 
contemporary media culture and especially the challenges this poses to education 
and schooling. I have used the case of  Space2cre8  to make these issues a bit more 
concrete. Looking ahead I want to highlight two core issues. 

 One issue concerns media literacy. During the last decades this concept has 
moved from being at the margins linked to media studies in schools towards being 
defi ned as a core competence in the twenty-fi rst century. One of the key competen-
cies defi ned by the European Commission, for example, is digital competence that 
directly builds on defi nitions of media literacy. The important research issue is what 
we mean by this term, especially the critical media literacy of people living in con-
temporary media culture, as well as the role of education in building knowledge and 
competencies within this fi eld (Erstad and Sefton-Green  2013 ). 
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 The other issue builds on the former to raise some awareness of empowerment 
and new activism in contemporary culture. As a research approach this has implica-
tions for methodological developments in ways of studying the developments pre-
sented in this chapter and ways of doing research with communities rather than just 
specifi c users. This is seen in various ways of redefi ning audience research in Media 
and Communication studies and engaging the public as co-researchers when doing 
research into these issues. The important issue is to what extent people can develop 
real agency and empowerment in their dealings with digital media, supported by 
learning activities in schools, rather than that their activities of engagement and 
participation are subordinated to the corporate structures of the new media 
(Pariser  2011 ).     
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      The Paradoxes of Online Privacy                     

       Sabine     Trepte    

    Abstract     Over the course of the last years, privacy in the Internet has attracted a lot 
of public attention and stimulated numerous scientifi c studies. When conducting 
research on privacy, the entire spectrum of human communication and interaction 
needs to be addressed. The core aspects are privacy related attitudes and privacy 
related behaviours. In addition, another pivotal aspect is the knowledge of privacy 
mechanisms that users now need to possess. In this chapter, I will elaborate on these 
three aspects. First of all, I am going to focus on those attitudes from which the 
particular behaviours arguably result. The fact that this seemingly sequential rela-
tion does not always hold and that several paradoxical notions can be observed will 
be addressed afterwards. Finally, possible explanations and solutions to address 
these paradoxes will be presented.  

     Privacy is commonly understood as a process of boundary management and of the 
ways individuals can control who has access to them (Altman  1975 ; Margulis  2011 ; 
Petronio  2002 ). Privacy is not a question of having it or not, but rather a process 
which is constantly in fl ux. Within this process we try to optimise the balance of an 
ideal level of privacy and the level of privacy currently achieved (Altman  1975 ). We 
assess the ideal and the achieved level of privacy during communication. Imbalance 
triggers motives for changing either the privacy context or privacy behaviour 
(Dienlin  2014 ). Ideal privacy can mean that individuals perceive they are in control 
of who is getting in touch with them and whom they can approach (social privacy, 
cf. Burgoon et al.  1989 ). It can also mean that they are in control of the physical 
boundaries such as their body, their home, even their country and can determine if 
and how these borders are crossed (physical privacy, cf. Burgoon et al.  1989 ). Most 
importantly, ideal privacy means that what we think and what we feel is exchanged 
only when it feels right (psychological privacy, cf. Burgoon et al.  1989 ), and only 
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with regard to data and information that we are willing to share (informational pri-
vacy, cf. Burgoon et al.  1989 ). Achieved privacy analogously refers to social, physi-
cal, psychological and informational issues. 

 Psychological research has investigated privacy since the 1970ies. It is a broad 
and exciting fi eld of research, too vast to summarise here (Margulis  2011 ). The most 
important milestones are that privacy is important for staying healthy, both physically 
and mentally (Margulis  2003 ; Vinsel et al.  1980 ). Only if people have the chance to 
control whom to get in touch with, where and what to share, are they satisfi ed with 
their lives. That said, sharing information about myself with others, something which 
can be termed as the most important behaviour of privacy, namely self-disclosure, is 
also required to stay healthy and happy (Trepte & Scharkow  in press ). People who 
are not able to self-disclose have been shown to have higher rates of depression, anxi-
ety and somatic symptoms (Berg and Derlega  1987 ; Derlega and Berg  1987 ). 

 Privacy is part of the pedagogical routine. Children learn about privacy right 
from the start. They acquire the dialectics of privacy, e.g. when it is better to share 
and when it seems worthwhile to withhold (Finkenauer et al.  2002 ). Privacy has 
been demonstrated to be an important developmental task, because it is part of 
developing a personal identity, of initiating and maintaining relationships (Peter and 
Valkenburg  2011 ). 

 Since the rise of social media our understanding of privacy and the routines of 
privacy socialisation seem to be challenged (Boyd  2014 ). Furthermore, in social 
media, common boundaries of what has formerly been defi ned as public and private 
are blurred. Paradoxes and antagonisms of online privacy are an issue both in aca-
demic and anecdotal references (Murphy  2014 ; Trepte and Reinecke  2011 ). In the 
following I will try to shed light on some of the most pressing issues around online 
privacy paradoxes. First, I will refer to the confl ict between social media affor-
dances and our traditional understanding of privacy. While this confl ict refers to the 
interaction of technology and psychology, my second point will refer to the seeming 
contradiction of privacy attitudes and behaviours, commonly known as the privacy 
paradox. After this, the risk paradox and the control paradox will be addressed. 
Finally, I will refer to why and how online privacy literacy might be a remedy for 
the antagonisms of online privacy. 

1     Privacy in Confl ict with Social Media Affordances 

 Social media in general and social network sites (SNSs) in particular seem to imply 
certain challenges to the defi nition and management of individual privacy. We can 
fi nd a myriad of anecdotal references in the press which refer to how social media 
affordances defy traditional privacy expectations and habits. Also, academic outlets 
have underlined the risks and challenges which social media pose to privacy 
(Livingstone et al.  2013 ; Trepte et al.  2014a ). It seems that social media, as a disrup-
tive innovation, a mega-trend and one of the most successful technologies in terms 
of user numbers, trouble our familiar understanding of privacy. To better understand 
the apparent confl ict, we need a fi ne-honed understanding of both. Psychological 
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privacy has been outlined in the previous section, whereas social media affordances 
will be addressed in what follows. Media affordances refer to what media can do 
and have on offer, or in other words, “by suggesting possibilities for interaction” 
(Papacharissi  2010 , p. 51). I propose to further differentiate the term social media 
affordances into social media functions and social media characteristics. 

  Social media functions  refer to the purpose of social media, they describe what 
social media are made for and how they are used. As such they can be referred to as 
“warm” affordances, because they are immersive, deeply rooted in user behaviour 
and refl ected by users’ thoughts and emotions. Two functions defi ne social media: 
(1) As digital online services social media allow the mutual connection of users and 
the exchange of content (Schmidt and Weichert  2012 ). They are set up for the inter-
action of at least two interaction partners (Ellison and Boyd  2013 ). 

  Social media characteristics  refer to technological and structural properties, to 
its infrastructure and architecture (Papacharissi  2010 ). These can be termed as 
“cold” affordances as they are usually not thought of while using social media. 
Although social media characteristics determine user behaviour, they are not the 
purpose of social media. Three characteristics describe social media’s nature (1) 
Social media may be defi ned as online communication media which at the same 
time offer services for one-to-one as for one-to-many communication. (2) They can 
be defi ned as communication media for personal as well as for mass communica-
tion. (3) Communication content can be read and heard by recipients known to the 
person communicating and by recipients which are either not consciously addressed 
(e.g. the wider network of friends) or others not known. This latter group may con-
sist of website owners or third parties which have been authorised by website own-
ers (e.g. website owners’ clients using the users’ data for marketing purposes). 
Social media comprise social network sites (e.g. Facebook, Google+), blogs, online 
games (e.g. World of Warcraft, Electronic Sports League) and web services which 
allow sharing and commenting of content (e.g. Instagram, YouTube). 

 Returning to the routines of privacy the question is what is so challenging about 
transferring it to social media? I suppose it is the interaction of privacy expectations 
with social media affordances that causes turbulence. To give an example, a status 
information on a social network site is usually posted to trigger interaction with oth-
ers (cf. social media functions). Also, these posts may be read by friends of friends 
or by website owners or their clients (cf. social media characteristics). It seems that 
social media functions, as “warm” affordances, ask for privacy regulations accus-
tomed to non-mediated contexts. Here, using social media feels like talking to 
friends in a private room. Disclosures might even be more authentic as compared to 
face-to-face situations, because social media block out physical appearance and can 
be thought about and edited (Trepte and Reinecke  2011 ). In contrast, social media 
characteristics, as “cold” properties of social media, suggest behaviours similar to 
privacy regulation in mass-mediated or public contexts. These properties are usually 
processed on a rational level which is more abstract and asks for cognitive elabora-
tion. Social media characteristics are represented as terms and conditions whereas 
social media functions help us answering the most important questions in life such 
as: Who shares with me and with whom do I share? 
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 By and large, I suggest that some social media affordances accommodate our 
traditional understanding of privacy and some do not. We have a hard time holding 
both apart, and based on blurred lines, some contradictory behaviours have been 
observed in social media research (Vitak et al.  2015 ). The most cited one is certainly 
the privacy paradox which I will refer to in the following.  

2      The Privacy Paradox 

 In brief, the privacy paradox refers to privacy attitudes being inconsistent with pri-
vacy behaviours (Barnes  2006 ). It has often been demonstrated that although users 
are concerned about their privacy, they exhibit behaviours that seemingly feed these 
concerns. In other words, users report being concerned about publishing too much 
information online but in turn keep publishing information online. To better under-
stand this contradiction, I will now examine both online privacy attitudes and online 
privacy behaviours. 

2.1     Online Privacy Attitudes – Lost in Concerns 

 Regarding the attitudes toward online privacy, studies have demonstrated that peo-
ple are particularly concerned with what happens with their data and how vulnera-
ble they are on account of the large quantities that are publicly shared. In an 
EU-representative study, 64 % of all Germans and 58 % of all Europeans agreed 
with the statement that there are no alternatives to the disclosure of personal infor-
mation when buying products or services in the Internet (Eurobarometer  2011 ). 
People also complain about lacking informational privacy. 68 % of all Germans and 
63 % of all Europeans report that disclosure is perceived as a severe problem 
(Eurobarometer  2011 ). Especially people who think that they have already dis-
closed information which was not necessary for purchasing goods or services are 
concerned with the further processing of their data by unknown third parties. 73 % 
of all Germans and 72 % of all Europeans report that they are “very concerned” 
about these issues (Eurobarometer  2011 ). 

 Furthermore, in a study with 498 participants, it was found that concerns regard-
ing privacy encompass computer viruses, spam, spyware or attacks by hackers 
(Paine et al.  2007 ). Less prevalent were concerns regarding identity theft or general 
safety. Moreover, in an EU-representative study, it was shown that a large part of 
Europeans (73 %) were concerned with what would generally happen to their data 
once transferred to companies. Finally, most Europeans would like to know the 
specifi c purposes for which their data were collected and think that for further data 
processing prior consent is required (Eurobarometer  2011 ). 
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 Results from longitudinal studies have shown that privacy concerns have 
increased over time: Whilst in 1970, 30 % of respondents reported that they are 
concerned, in 2000, 80 % indicated their concern (Cho et al.  2010 ). In sum, it can 
be stated that privacy concerns are increasingly prevalent and pronounced. That 
said, it is important to ask which factors nurture these concerns and whether differ-
ent patterns exist for particular groups, such as gender and culture. 

 In previous research on intercultural terms of privacy, is has often been suggested 
that people in individualistic cultures, in which the individual has a more valued 
status, show more privacy concerns in comparison to collectivist cultures, in which 
the community is more accentuated and in which organisations are more readily 
allowed to engage in personal private life (Cho et al.  2009 ; Jackson and Wang  2013 ). 
However, results are manifold and do not unequivocally support this simple hypoth-
esis. In a study with users in New York, Singapore, Bangalore, Seoul and Sidney, for 
example, only marginal differences between users in these respective countries 
were found (Cho et al.  2009 ). Moreover, in a large study with 538 participants from 
38 countries, no relation between individualism and privacy concerns have emerged 
(Bellman et al.  2004 ). 

 With respect to gender as an infl uencing factor with respect to privacy attitudes, 
it was shown that women show more pronounced privacy concerns (Cho et al.  2009 ; 
Christofi des et al.  2009 ; Yao and Zhang  2008 ). In addition, women consider it more 
likely that they would become victims of hostile and aggressive messages in SNSs 
(Trepte et al.  2013 ). Thelwall ( 2011 ) showed comprehensively that women need to 
be more concerned because of the necessary preoccupation with their physical 
safety and because of gender-specifi c needs regarding communication. Whilst men 
generally spend more time online and disclose larger quantities of personal infor-
mation, woman search for more intense interactions, which implies more self- 
disclosure and as such makes women more vulnerable in terms of online privacy 
(Thelwall  2008 ,  2011 ). 

 It is interesting to see that users seem to project their concerns to other users. 
They are convinced they are better informed and more in control of their privacy 
than other users (Debatin et al.  2009 ). In a study with 910 users in Singapore, 
Cho et al. ( 2010 ) showed that concerns on the one hand relate to the individual 
self and on the other hand to general societal consequences. Especially those 
people who are strongly convinced they have their privacy under control act 
according to the phenomenon of the so-called  positivity bias  (Reinecke and 
Trepte  2014 ). This bias expresses that positive disclosures get more and better 
feedback on SNSs and are therefore the most common (Utz  2011 ). In contrast, 
disclosures relating to negative events or feelings of regret are referred to less 
often on SNSs. 

 The aforementioned results demonstrate that people in Europe and beyond have 
substantial privacy concerns. In the following, I will turn to the question whether 
and how these concerns are translated into online privacy behaviours.  
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2.2     Online Privacy Behaviours – A Question of Benefi ts 
and Gratifi cations 

 Research often shows, for example, that privacy concerns are not translated into 
privacy behaviours. In order to be able to shop online, almost 90 % of all Europeans 
disclose their name, their postal address and even 18 % their personal ID’s or pass-
port’s identifi cation number (Eurobarometer  2011 ). On SNSs like Facebook or 
Google+, 51 % of all Europeans regularly post photos and 38 % provide their own 
postal address. Users in Germany are even more trusting. In a study with 327 par-
ticipants, 93 % posted a photo and 83 % their postal address online (Trepte et al. 
 2013 ). Moreover, the readiness to disclose information on SNSs rose signifi cantly 
in the course of 2 years. Heavy users and men are especially willing to post personal 
information on SNSs. Also, with respect to psychological privacy, it has been shown 
that over the course of 2 years people were more willing to disclose their emotions 
to others (Trepte et al.  2013 ). Based on the aforementioned results, the question 
arises: Why are people, despite their prevailing privacy concerns, increasingly will-
ing to disclose online and to seemingly give up informational and psychological 
privacy? The theoretical assumption of the so called  privacy calculus  holds that 
people assess their present situation rationally and weigh which risks and benefi ts 
they can expect from disclosing information (Dinev and Hart  2006 ; Krasnova et al. 
 2012 ). If the uses and gratifi cations exceed the accompanying risks to a substantial 
degree, people will deliberately decide to take the associated risks (Ellison et al. 
 2011 ). 

 Regarding the gratifi cations relating to SNSs, current research mentions social 
support and social capital, identity management and self-presentation, as well as 
participation in the current sociopolitical discourse and current social life (for a 
more detailed elaboration, see Taddicken and Jers  2011 ). These gratifi cations do not 
only occur in online but also in offl ine contexts. Social support has been shown to 
be the major gratifi cation and benefi t of social media and SNS use (Ellison et al. 
 2011 ; Trepte et al.  2014b ). Several studies have shown that in SNSs a substantial 
degree of immediate attention can be gained more easily, and that brief contacts as 
well as loose social network ties ( bridging social capital)  can be made and sus-
tained more effi ciently than outside of SNSs. When it comes to intensify loose ties 
and transfer them into profound friendships ( bonding social capital ) the situation 
changes. Several studies focusing on social capital have shown that although loose 
ties can be made easily, strong relationships cannot be established in the same way 
(Ellison et al.  2011 ; Steinfi eld et al.  2008 ). Hence, regarding strong relationships, 
empirical fi ndings have drawn a more pessimistic picture (Trepte et al.  2014b ). It is 
assumed that strong ties can solely be maintained if online contact is accompanied 
by  face-to-face  contact. In a study involving online gamers, it was found that face- 
to- face communication and physical proximity was a premise for strong friendships 
on the Internet as well as for social support in other contexts (Trepte et al.  2012 ). 
Moreover, for online role-playing games it was shown that only few of the users 
were able to establish strong social ties—and if that happened, it was necessarily 
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connected with real life encounters (Williams  2007 ). Only in these cases have social 
network ties from the Internet become usable for offl ine contexts. A longitudinal 
study with 488 Internet-users has found that intensity of use, self-disclosure and 
social support can be considered a reciprocal and self-amplifying process: the more 
users engage in SNSs, the more they disclose of themselves. This is further ampli-
fi ed if users are able to generate social capital and only applies to those who are 
capable of initiating and sustaining friendships (Trepte and Reinecke  2013 ). 

 Identity-management and self-presentation are additional gratifi cations which 
are associated with an active engagement on SNSs, asking for disclosure of personal 
information (Krämer and Haferkamp  2011 ). Users manage their public image 
online and thereby also their own identity. It was shown that in this process, users 
tend to portray themselves in the most positive way (Toma and Hancock  2010 , 
 2011 ; Toma et al.  2008 ). The genuine interests of self-presentation are often in stark 
contrast to privacy interests (Krämer and Haferkamp  2011 ).  

2.3     The Privacy Paradox and the Control Paradox 

 So far, I have focused on behaviours relating to privacy issues on the Internet and 
how they are fostered by motives of social support and impression management. In 
sum, it can be concluded that people increasingly show privacy concerns and that 
these come along with an increasing willingness to regulate and to take care of 
online privacy; still, people are also disclosing more and more and thus reduce the 
degree of their informational, social and psychological privacy (Trepte et al.  2014a ). 
The contradiction of lax privacy behaviours on the one hand, and amplifi ed feelings 
of privacy concerns on the other, has been termed the  privacy paradox  (Barnes 
 2006 ). Current studies have shown that despite negative experiences users might 
alter their attitudes but not their behaviour. In a longitudinal study with 327 German 
Internet users who were interviewed across one year, the following was found: 
Users who had negative experiences (operationalised by having received hostile and 
aggressive mails and posts from fellow users) applied more safety mechanisms so 
as to protect their informational privacy compared to those who did not have nega-
tive experiences; moreover, they also assessed the risk of further privacy intrusions 
as being higher. Even so, users with negative experiences did not strengthen the 
protection of psychological or social privacy (Trepte et al.  2014a ). Despite negative 
experiences on the Internet, users continued to share intimate content with others 
and did not block this content in terms of audiences. 

 Another inconsistency of privacy-related behaviours is termed the  control- 
paradox  (Brandimarte et al.  2010 ). It refers to the fi nding that users do not refl ect on 
how ( use ) and by whom ( access ) their data are used as soon as they can control with 
whom they want to share ( release ). Brandimarte et al. ( 2010 ) conducted several 
experiments in which students were offered the possibility of providing personal 
data online for a new SNS of the local University. The experiment featured two 
groups: in the fi rst one, students were told that the data of all participants would be 
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publicly available online. In the second one, users were told that only 50 % of the 
profi les would be publicly available online. Results showed that compared to the 
second group, participants of the fi rst one provided larger quantities and even more 
intimate content of private data online. Brandimarte et al. ( 2010 ) argued that users 
of the fi rst group were willing to disclose more information because of having the 
impression that they possessed more control over their data. In a second experiment, 
a third group was told that their data would not only be featured on the SNS of their 
local university but also on another one. Despite the larger audience, users still dis-
closed more information as long as they were told that all of their data would be 
featured online. In a third experiment, participants were told that they would take 
part in a study on ethical behaviour and that, after the experiment, answers would be 
published in a “research bulletin”. The audience and the content of the bulletin were 
not further elaborated. Participants were asked ten questions regarding whether, at 
some point in their lives, they had lied, committed theft or engaged in other behav-
iours that are considered socially deviant. Participants were offered three options to 
regulate their privacy: (1) no control: participants were told that they would auto-
matically grant the researchers all rights to their answers; (2) partial control: users 
were able to tick off if they wanted to grant the researchers all the rights to their 
answers; and (3) high control: for each of the ten different questions, participants 
had the possibility of marking specifi cally if they wanted to grant researchers the 
rights to use the respective answers. Participants of the third group disclosed signifi -
cantly more personal information compared to the other two groups. Participants 
neither refl ected on how their data would be processed further, nor who would have 
access to their answers. The third condition simulated the typical privacy regulation 
context on SNSs: it can be argued that the control over privacy settings on SNSs—
where privacy regulations have to be checked individually for a multitude of differ-
ent actions—precisely echoes this empirical fi nding and corresponds to the 
control-paradox. 

 In recent years the privacy paradox has been criticised for being imprecise in 
several respects. Trepte et al. ( 2014a ) suggested that it is not the behaviour and atti-
tudes of users that is inconsistent, but the measurement thereof. They criticise the 
fact that in previous research privacy attitudes often refer to issues such as data 
fraud and identity theft, whereas behaviours deal more specifi cally with how pri-
vacy settings are used. They argue that these dimensions are not compatible and also 
that respondents might feel forced to answer that they are concerned on a more 
general level just because these concerns refl ect current norms of disclosure. To 
solve some of these problems, Dienlin and Trepte ( 2014 ) measured attitudes and 
behaviours analogously. For instance, they asked for attitudes towards disclosing 
religious beliefs and how they are disclosed on SNSs. As expected, attitudes and 
behaviours did not differ. Masur and Scharkow ( in press ) argue that privacy behav-
iours have to be differentiated into “active” technology-centred strategies (e.g. using 
pseudonyms and encryption) and more “passive” strategies of how parsimoniously 
personal data are handled. 

 By and large, the privacy paradox has been refi ned and reconsidered, but still, 
users and consumers do not always act consistently when it comes to online privacy. 
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What are the future perspectives and what can we do about the paradoxes we are 
facing as an integral part of social media use?   

3       Privacy Literacy as a Remedy for Paradoxical Behaviour? 

 At this point, it is essential to determine why users do not protect their privacy more 
effi ciently. Trepte et al. ( 2015 ) suggest four hypotheses to answer the question of 
why users accept privacy risks although they have concerns: the gratifi cation 
hypothesis which assumes that the gratifi cations obtained surmount privacy risks 
(cf. Sect.  2  of this chapter); the measurement bias hypothesis which suggests that 
attitudes were measured by asking for societal issues and behaviours for individual 
online uses (Sect.  3 ); the social desirability hypothesis which states that users do not 
report true attitudes but only what they expect to be socially desirable (Sect.  3 ); and 
fi nally, the knowledge gap hypothesis which posits that attitudes and behaviours 
would match, if only users knew more about online privacy. In fact, previous 
research almost unequivocally has shown that  knowledge  about online privacy is 
scant. A study with 65 participants, all of which were fi rst interviewed regarding 
their intentions and priorities on SNSs (Madejski et al.  2012 ), showed that inten-
tions and the factual settings were inconsistent. At least one disparity between pri-
vacy intentions and privacy settings was found for each participant. 94 % of the 
users shared information that they actually wanted to keep private; 84 % of the users 
restrained access to information that they actually wanted to share. In addition, 
users are not informed of the terms of the Internet service provider’s underlying 
business model. In a study representative for US-citizens with 1500 young adults, 
participants were asked if they knew that their Internet behaviour would be recorded 
(Turow et al.  2005 ). The majority of participants (84 %) knew that their own surfi ng 
behaviour could be replicated by means of cookies and that Internet providers (e.g., 
SNSs, travelling portals, retailers) captured which websites were used. Half of the 
participants did  not  know that personal data, such as the postal address, can be sold 
to third party companies. They also did not know that no information was available 
about which data exactly were saved and stored, and that companies cannot be 
forced to return or erase that data. In sum, one can observe a signifi cant knowledge 
gap for users in terms of how data are interchanged between providers and how data 
are used for actions like  targeting  (the personally specifi ed allocation of advertise-
ments by means of sociodemographic data or surfi ng habits), r eal-time bidding  (the 
personally specifi ed allocation of advertisements by means of surfi ng habits—with 
the special clause that the costs of advertisement are calculated according to success 
rates, this being how often advertisements are clicked on and how often items are 
bought) and  affi liate marketing  (so-called affi liates, thus advertisers, pay the provid-
ers a provision when advertisements are clicked or a purchase takes place). 
Hoofnagle et al. ( 2010 ) showed in a study with 975 US-Americans taking part in a 
telephone-interview that the knowledge of profi t models was indeed very low. The 
following fi ve questions were to be answered, and participants had to check if they 
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were “true” or “false”: Do the data-protection guidelines on a website include that 
(1) your data would not be shared with other providers without your consent?; (2) 
your data including purchases and postal addresses would not be shared with other 
providers without your consent?; (3) your data (name, purchases, etc.) would be 
erased if commanded?; (4) you have the possibility to fi le a lawsuit against the pro-
viders if they violated their data-protection guidelines?; (5) your consent has to be 
attained for providers if they wanted to track your surfi ng behaviours on other web-
sites? The correct answer for all fi ve questions was “false”. Only 3 % of all partici-
pants were able to answer all questions correctly and 30 % were not even able to 
answer one single question correctly. Especially youths and young adults were sel-
dom capable of assessing the legal and economical context adequately. Thus, it 
seems of the utmost importance for further research in this area to focus on privacy 
knowledge (Trepte et al.  2015 ). Increasing privacy knowledge seems a condition 
sine qua non to infl uences users’ privacy behaviours.     
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    Abstract     Still little is known concerning the role informational norms play in regu-
lating the privacy of individuals on social network sites. Considering privacy during 
social interaction one can identify norms of appropriateness and norms of distribu-
tion. This study investigates the adherence to these informational norms on social 
network sites by young and old users. Data were collected by means of a survey 
amongst 1002 social network site users, including adolescents, young adults and 
adults. The results show that the normative expectations associated with a social 
network site indicate that these sites are considered to be public, that adolescents 
and young adults primarily differ from adults in their adherence to norms of appro-
priateness and that a strong relationship is found between informational norms and 
actual information sharing. It is concluded that the role informational norms play 
for understanding online behaviour should not be underestimated, but are not yet 
effective regulators for online behaviour.  

1        Introduction 

 Social norms play an important role for our privacy in everyday life by regulating 
what information is shared during interactions (Schwartz  1968 , p. 742; Nissenbaum 
 2004 ,  2010 ). As yet, little is known concerning the role such norms play in regulat-
ing individuals’ privacy during online interaction on social network sites (SNSs). 
The behaviour of youth on SNSs has been established to be remarkably similar to 
offl ine behaviour; social interaction with friends that used to occur on the playing 
fi eld now occurs on SNSs (boyd  2008 ; Herring  2008 ; Marwick et al.  2010 ). The 
norms regulating shared information during offl ine interactions might not have fully 
made this transition to online interactions. As a result, opinions may differ on what 
is appropriate to share on an SNS profi le and whether this information can be shared 
outside of the SNS context. Discrepancies in normative expectations related to 
information sharing on SNSs could in part explain the differences between younger 
and older individuals’ online privacy behaviour and why youth generally appear to 
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be more careless with respect to privacy (Debatin et al.  2009 ; Govani and Pashley 
 2005 ; Gross and Acquisti  2005 ). 

 This study intends to contribute to the existing knowledge concerning informa-
tion sharing on SNSs and online privacy by investigating the adherence, or non- 
adherence, of users to online social norms with respect to the sharing of information 
(henceforth  informational norms ). Investigation of the role informational norms 
play on social network sites will not only provide a better understanding of online 
behaviour in general, but will also provide additional insight into often observed 
differences between younger and older individuals’ behaviour on SNSs and their 
 experience of online privacy , as norms may play a more important role for youth 
in establishing their online privacy (boyd and Marwick  2011 ). This study will there-
fore address three issues. First, has a distinct normative expectation been developed 
for sharing information on SNSs compared to sharing information during a public 
or private offl ine interaction? Second, how do younger and older SNS users differ in 
their adherence to informational norms associated with SNS profi les? Third, what is 
the relationship between actual information sharing and the reported adherence to 
informational norms when compared with privacy attitudes and using privacy 
settings? 

1.1     Background 

 Norms have been identifi ed as one of four external regulators of behaviour, the oth-
ers being market, architecture and law (Lessig  1999 ). Law primarily regulates SNS 
users’ privacy in relation to data collection practices by institutions, while playing 
little part in the day-to-day management by SNS users of their online privacy in 
relation to other users. From a market perspective, SNSs generally push into pub-
lishing as much information as possible since the business plan of online providers 
of SNSs are generally based on the sharing of information (Andrews  2012 ; Pekárek 
and Leenes  2009 ). As a result, the architecture of SNSs also invites us to share as 
much information as possible (Peterson  2010 ) while the actual audience of the 
shared information is diffi cult to determine (Bernstein et al.  2013 ). On top of that, 
public fi gures of SNSs downplay the importance of privacy among their users 
(Johnson  2010 ). Yet, numerous studies have shown that privacy is in fact still impor-
tant for SNS users (boyd and Marwick  2011 ; Livingstone  2008 ; Marwick et al. 
 2010 ; Raynes-Goldie  2010 ) and the role of norms may be an important one in 
respect to the other regulatory forces. 

 Considering privacy during social interaction, both the nature of the information 
shared during the interaction and the degree to which the shared information is sub-
sequently allowed to be shared with others is of interest (Derlega and Chaikin  1977 ; 
Nissenbaum  2004 ,  2010 ; Petronio  2002 ). Nissenbaum ( 2004 ) identifi ed these norms 
concerning information sharing as norms of appropriateness and norms of distribu-
tion respectively. Norms of appropriateness, as the name suggests, concerns what 
kind of information is appropriate for sharing in a given context. Reciprocity can 
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also be considered a norm of appropriateness in the sense of whether it is appropri-
ate to reciprocate disclosures your conversation partner made and thus affect the 
nature of the information shared during the interaction. Norms of distribution con-
cern whether the shared information should subsequently be shared with others who 
were not present during the interaction. Similarly, the degree to which it is (un-)
desirable for others to overhear the conversation gives an indication of whether the 
shared information is considered suitable for distribution to others not part of the 
conversation. 

 In her discussion of privacy, Nissenbaum explains how these norms are associ-
ated with a certain context ( 2010 ). This way, we know in any given context what 
information is appropriate and whether this information is allowed to be shared (i.e. 
distributed) with others and thus transfer it from one context to another. While 
Nissenbaum is one of the fi rst to explicitly emphasise the role of contextual norms 
in relation to privacy, previous privacy theories mentioned the importance of norms 
for privacy (Stein and Shand  1974 ; Johnson  1989 ; Moore  1984 ). Other privacy the-
ories also addressed the dynamic nature of when certain kinds of information should 
be considered private. For example, Altman ( 1975 ) described privacy as “the  selec-
tive  control of access to the self” 1  and Westin ( 1967 ) described privacy as a dynamic 
process: we regulate privacy to fulfi l momentary needs and requirements. Both defi -
nitions suggest that the context and the associated informational norms individuals 
themselves deem important determine the desired privacy. 

 During offl ine social interactions, we are normally able to identify what norms 
apply. Taking into account where (e.g. at work or at home) and in whose company 
(e.g. friends or family) we are, we know which kind of information is appropriate 
for sharing and which is not. In addition, we recognise conventional cues of confi -
dentiality (e.g. when an announcement is whispered, shared behind closed doors) 
and know that we ought not to distribute the information to others. As all individuals 
involved in face-to-face interaction often experience the same context, the implicit 
privacy expectations of the interaction based on the associated norms are often met. 

 Norms are generally not explicitly learned; instead they originate as

  matters of mere convenience, repeated for their immediate value in reducing the costs 
involved in face-to-face infl uence and in smoothing out the course of the interaction. […] 
The rule is likely to take on the characteristic of a moral obligation (Thibaut and Kelley 
 1959 , p. 128). 

   In other words, if a certain rule is consistently applied to a given situation, after 
suffi cient repetition of that situation the rule becomes internalised and becomes 
implicit to that situation. This is especially apparent when new technologies are 
introduced to social interactions. Social norms need to develop and will change to 
accommodate these new technologies; a process which takes time. The introduction 
of mobile phones, for example, seems to have changed a norm over time, making it 
more acceptable to have intimate conversations in public. Almost everyone has 
experienced at some point overhearing an awkward telephone conversation in the 

1   Emphasis added by author. 
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train held by someone else. Similarly, these days it is hardly frowned upon anymore 
when a conversation partner takes out their mobile phone to check for the latest 
news or a message while you are talking with them. 

 Nowadays, norms have to adapt to interactions taking place online on SNSs as 
well. In contrast to offl ine interactions, the context during online interaction on 
SNSs is more ambiguous and conventional cues may not apply. Information on 
SNSs is shared between individuals who do not necessarily experience the same 
context. For example, some user may only share information with their closest 
friends on SNSs, whereas other users may by default share information with anyone 
on their friend list. Similarly, two users can differ in their privacy settings, one using 
the strictest privacy settings while the other has left his profi le wide open. Both situ-
ations are not always transparent, resulting in users differing in what they consider 
appropriate and whether the shared information can be distributed outside of the 
SNS profi le.  

1.2     Related Work 

 Although it seems generally accepted that norms play an important role in online 
privacy regulation, relatively few studies have investigated the role of informational 
norms on SNSs. The studies that have generally focused on adolescents, show the 
importance of norms in online information sharing. Ito and colleagues concluded, 
based on their ethnographic approach, that online communications of youth, includ-
ing those taking place on SNSs, are grounded in norms and reciprocity ( 2008 ). 
Similarly, boyd and Marwick identifi ed an adherence to norms that condemned dis-
tribution of their online information on SNSs among youth (2011). Mesch and 
Beker explored the adherence of norms of appropriateness amongst 12 to 17-year- 
olds and concluded that there is a relationship between norm adherence and online 
disclosures ( 2010 ). 

 Most studies investigating the use of SNSs in relation to privacy focus on why 
users share information on SNSs and to what degree they manipulate their privacy 
settings in order to protect the shared information. Most of these studies focused on 
young adults (Acquisti and Gross  2006 ; Debatin et al.  2009 ; Govani and Pashley 
 2005 ; Gross and Acquisti  2005 ; Tufekci  2008 ), while some compared adolescents 
with adults (Christofi des et al.  2012 ; Pfeil et al.  2009 ). Often the conclusion is 
drawn that young users do not care about their privacy since they share a lot of 
information online and do not change their privacy settings. 

 However, as argued before, norms may be the most important regulatory force 
for users to rely on to protect privacy on SNSs. The role of norms is often not taken 
into consideration when analysing online behaviour from a privacy perspective. 
Taking the adherence to informational norms into account could explain why previ-
ous studies often fi nd no relationship between privacy concern and information 
sharing on SNSs (Acquisti and Gross  2006 ; Tufekci  2008 ) or often report the unde-
ruse of privacy settings by SNS users (Govani and Pashley  2005 ). Respondents may 

W.M.P. Steijn



121

instead rely on informational norms to protect the information they share on their 
profi le. 

 As mentioned before, one of the research goals of this chapter is to investigate 
the differences in norm adherence between SNS users of different age groups. boyd 
and Marwick ( 2011 ) have argued that for youth norms are an important element in 
safeguarding their privacy online. However, if these norms are not shared or recog-
nised by older individuals they will have different privacy expectations regarding 
their online information. Subsequently, if younger individuals are indeed found to 
rely differently or more heavily on norms of appropriateness and distribution on 
SNSs compared to older individuals, this could help understand why young people 
often seem careless about their privacy, while they themselves report to be con-
cerned with their privacy.  

1.3     Current Study 

 The current study will contribute to existing knowledge by investigating the role 
informational norms of appropriateness and distribution play in relation to privacy 
on SNSs by addressing three research goals. First, the norms associated with shar-
ing information on a SNS profi le will be compared with the norms associated with 
a public and private offl ine interaction to determine if a distinct normative expecta-
tion has developed for information shared on a SNS profi les and how public or pri-
vate the shared information on an SNS profi le is considered. Second, the adherence 
to informational norms of adolescents (12 to 19-year-olds), young adults (20 to 
30-year-olds) and adults (31-year-old and older) will be compared, to provide addi-
tional insight into the often observed differences in online behaviour between young 
and old. Third, the relationship between informational norms and actual informa-
tion sharing on SNSs will be explored to assess the actual importance of informa-
tional norms in relation to the sharing of information on SNS profi les. Next, exact 
research hypotheses and questions will be formulated. 

 The fi rst research goal concerns comparing the SNS profi le context with a public 
and private offl ine context. It can be expected that there is a general consensus in 
how a public and private context in offl ine interaction are distinguished in relation 
to the associated norms. During a private offl ine interaction, i.e. a one-to-one talk 
with a friend, more information is appropriate for sharing, but what is shared during 
the interaction should not be distributed further. During a public offl ine interaction, 
i.e. a conversation with several friends, less content is appropriate for sharing, but it 
is less objectionable to distribute what is shared during the interaction with others. 
SNS profi les are generally considered public spaces, but at the same time young 
users can demand privacy in these areas claiming that parents and teachers should 
not look at the information shared on a profi le just because they can (boyd  2007 ; 
Leenes  2010 , p. 56). One could therefore wonder whether a distinct normative 
expectation has developed for the sharing of information on SNS profi les and 
whether this normative expectation suggests that the shared information is 
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 considered public or private. This study will therefore investigate how interactions 
on an SNS profi le relate to a public or private offl ine context by addressing the fol-
lowing research question:

   Research Question 1: How do informational norms associated with sharing infor-
mation on an SNS profi le relate to the informational norms associated with shar-
ing information in an offl ine public or private context?    

 The second research goal concerns comparing adherence to the informational 
norms by three age groups. Adolescents (Christofi des et al.  2012 ; Pfeil et al.  2009 ) 
and young adults (Debatin et al.  2009 ; Govani and Pashley  2005 ; Gross and Acquisti 
 2005 ) are generally found to disclose more information on SNSs than adults, and 
thus more likely to fi nd this information appropriate for sharing as well. One pos-
sible explanation for this is that they consider SNSs to be more private places, as 
opposed to adults who may consider them more public, like everything else on the 
Internet (boyd and Marwick 2011). Therefore, younger individuals are expected to 
consider information shared on their SNS profi le as not suitable for further distribu-
tion outside of the profi le, as this is expected to be considered suitable only for 
information shared in a public context. The following hypotheses summarise the 
expectations in relation to the different age groups:

   Hypothesis 1a: Compared to adults, adolescents and young adults will consider it 
more appropriate to share information on an SNS profi le.   

   Hypothesis 1b: Compared to adults, adolescents and young adults will consider 
information shared on an SNS profi le less suitable for further distribution beyond 
the original context.    

 Finally, the third goal is to explore the relationship between the informational 
norms and actual information disclosure. Respondents who consider more informa-
tion is appropriate for sharing on their SNS profi le are expected to actually share 
more information as well. This expectation matches the results of Mesch and Beker, 
who found positive correlations between self-disclosure and being all right with 
sharing offl ine or online personal information (2010). This chapter will expand on 
these fi ndings by investigating a broader age group, but also by investigating norms 
of distribution. Individuals who consider what they share on their SNS profi le to be 
suitable for further distribution are expected to disclose less. Again, these expecta-
tions have been summarised in two hypotheses:

   Hypothesis 2a: Considering it more appropriate to share information on an SNS 
profi le will be positively related to actual sharing of information on an SNS 
profi le.   

   Hypothesis 2b: Considering the shared information on an SNS profi le suitable for 
distribution beyond the original context will be negatively related to actual shar-
ing of information on an SNS profi le.      
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2     Method 

2.1     Participants 

 Data were collected from 19 July to 4 August 2011 by the research institute TNS- 
NIPO 2  through an online survey, which allowed respondents to participate from 
their own computer at home. Respondents were recruited through a stratifi ed sam-
pling procedure. In total, 1008 respondents aged 12 to 83-years-old with a profi le on 
an SNS completed the questionnaire. Six respondents were removed from the sam-
ple as they explicitly stated having created their profi le merely for a different pur-
pose (e.g. as requirement for using another site). Of the remaining 1002 respondents, 
125 (12.5 %) only have a profi le on Facebook, 365 (36.4 %) only have a profi le on 
Hyves 3  and 512 (51.1 %) have a profi le on both sites. Respondents using both Hyves 
and Facebook were prompted to answer the items for the SNS they used most. From 
the respondents reporting to use both, 268 respondents reported using Hyves the 
most (52.3 %) versus 244 using Facebook most (47.7 %). 

 Of all respondents, 372 were adolescents (12 to 19-year-olds,  M  = 14.60, 
 SD  = 2.16), 277 were young adults (20 to 30-year-olds,  M  = 25.55,  SD  = 3.10), and 
353 were adults (31-year-olds and older,  M  = 46.22,  SD  = 12.12). Respondents were 
asked for their consent to participate in the research survey and parents provided 
consent for individuals younger than 18 years old. All respondents were rewarded 
with special credits upon completion of a survey which they can trade for various 
coupons with TNS-NIPO. 

 Gender distribution was uneven over the three age groups with males making up 
47.0 %, 28.9 % and 41.1 % respectively. To control for possible gender differences 
when exploring the differences between the age groups, the analyses between age 
groups were done twice: once with the normal data and once with all cases weighted 
for gender distribution. 4  The weighted analysis did not show any meaningful devia-
tions. Therefore, the data without weights have been used and will be reported here.  

2.2     Measures 

 This study explored what norms exist on SNSs and their role in relation to informa-
tion disclosure. Adolescents, young adults and adults were investigated to fi nd dif-
ferences in what norms they thought applied for information shared during a public 
conversation with a group of friends ( public context ), a private conversation with 

2   www.tns-nipo.nl 
3   www.hyves.nl ; the most popular Dutch social network site. 
4   Weights were obtained by dividing the population distribution with the sample distribution. 
Information concerning the population gender distribution of the Netherlands was obtained from 
statline.cbs.nl in August 2011. 
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one friend ( private context ), or sharing information with contacts on an SNS profi le 
( profi le context ). Of interest were norms of appropriateness, i.e. what information is 
deemed appropriate and whether reciprocity is expected and norms of distribution, 
i.e. how public the shared information is and whether information is allowed to be 
distributed to others. In addition, their role in relation to  information disclosure  on 
social network sites, when controlling for  privacy attitudes  and the  private profi le  of 
respondents, was explored. 

  Norms of Appropriateness     In order to assess the norms of appropriateness, respon-
dents’ adherence to reciprocity and the amount of information they considered 
appropriate in each context was assessed. Reciprocity was assessed through three 
items for each context on a four point Likert scale from 1 (completely disagree) to 
4 (completely agree), and an option  don’t know . Respondents were asked for each 
context whether they agreed with the following statements 5 : I tell them (share) as 
much about myself as they (contacts) tell (share) about themselves, I believe every-
one has (all contacts have) the right to know the same amount about each other, they 
(contacts) should tell (share) as much about themselves as I do. For each context, 
the three items were reduced to a single  reciprocity  scale with a Cronbach alpha of 
.773, .863 and .812, for the public, private and profi le context respectively.  

 In addition, respondents were presented with a list of 15 topics and asked to mark 
the topics they thought appropriate to share in the context ( appropriateness ). 
Respondents had to judge the 15 topics separately for each of the three contexts. 
The list consisted of the topics:  health, educational or work results, current educa-
tion or work, fi nance, relation, family, religion, political preferences, parties, sensi-
tive topics, personal success, personal worries, home address, telephone number, 
interests.  The resulting scale ran from 0 to 15. 

  Norms of Distribution     The norms of distribution were assessed through three items 
on a 4-point Likert scale from 1 (completely disagree) to 4 (completely agree), and 
one option:  don’t know . These items concerned the informational fl ow out of the 
context by the self ( information fl ow self ): I tell others what I have heard during the 
conversation (seen on Facebook/Hyves); the informational fl ow out of the context 
by others ( information fl ow others ): everything I tell during the conversation (share 
on my profi le) about myself my friends (contacts) can tell to others (non-contacts); 
how public the conversation or information is considered to be ( publicity ): others 
are allowed to listen in on the conversation (non-contacts are allowed to look at the 
information I share).  

  Information Disclosure     Profi le information and information shared through public 
posts were addressed separately. Respondents were asked to indicate whether they 
shared each of the following 12 types of profi le information using yes/no questions: 
 name ,  age ,  gender ,  birthday ,  address  (city),  address  (street name and number), 
 e-mail ,  relationship status ,  current work  or  school, religion ,  interests  and  phone 

5   Deviations for the items in relation to the profi le context added in parentheses. 
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number . Next, respondents were asked how frequently they shared a public post on 
their profi le using a 7-point scale ( never, once a month, several times a month, once 
a week, several times a week, once a day , or  several times a day ) with a lower score 
indicating less frequency. Furthermore, respondents were asked if they discussed 
the following 11 topics in their public posts using yes/no questions:  health ,  school/
work results ,  fi nance ,  relationships ,  family ,  religion ,  politics ,  parties ,  emotional 
topics ,  personal success  and  personal worries .  

  Private Profi le     Of interest was whether respondents had manipulated their privacy 
settings to only allow contacts to access the information shared on the profi le. 
Response possibilities were  I know how to and I have done so ,  I know how to but I 
did not do so ,  I don’t know how, but I let someone do it , and  I don’t know how and I 
have not let someone do so . The majority of respondents reported having manipu-
lated the settings themselves or not at all. Therefore, responses were collapsed into 
the dichotomous variable  done  and  not done .  

  Privacy Attitude     Respondents’ privacy attitudes were obtained through four items 
with a 4-point Likert scale from (1) completely disagree to (4) completely agree. 
The items assess to what degree respondents were concerned about privacy, think 
privacy important, feel they have too little privacy and consider the Internet a dan-
ger. The four items were combined into a single  privacy attitude  scale with an 
acceptable Cronbach alpha of .703.    

3     Results 

3.1     Online Versus Offl ine Context 

 The fi rst research question concerned how the norms associated with information 
sharing on an SNS profi le would relate to the norms associated with sharing infor-
mation in an offl ine public or private context. Table  1  presents the responses of 
respondents to the norm items for all three contexts. A repeated measures ANOVA 
was used to test for differences in norm adherence between the three contexts. 
Results show that there was a signifi cant effect of context on adherence to the 
norms; the critical statistical information for the analysis is provided in Appendix 
 A . Bonferroni post hoc comparisons showed that all means presented in Table  1  
differed signifi cantly across the three contexts with  p <  .001, except for the differ-
ence between the public and profi le context for information fl ow others, which dif-
fered with a  p  = .011.

   The norms associated with the private or public context differed as would be 
expected. On the one hand, more topics are considered appropriate ( appropriate-
ness ) and reciprocity ( reciprocity ) is considered more appropriate during a private 
conversation with a single friend ( private context ) as opposed to having a 
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 conversation with a group of friends ( public context ). On the other hand, it is con-
sidered less suitable for the information shared in a conversation with a single friend 
to be shared with others later on either by the self ( information fl ow self ) or by the 
conversation partner ( information fl ow others ). Similarly, it is considered less suit-
able for others to overhear the conversation ( Publicity ) in the private context. 

 Comparing the norms associated with sharing information on an SNS profi le 
( profi le context ) with the offl ine public and private context suggests that SNSs are 
primarily considered to be very public places. It is considered even less appropriate 
to reciprocate information shared on an SNS profi le and less information is consid-
ered appropriate for sharing on an SNS profi le compared to the offl ine contexts. 
Furthermore, sharing the information shared on an SNS profi le with non-contacts, 
either by oneself or others, is considered more suitable than the sharing of informa-
tion heard in a public or private conversation. The only exception to this trend is that 
non-contacts looking at information shared on the profi le is considered less suitable 
than others listening in on a conversation held with friends in public. 

 In answer to the research question, the comparison of the norms associated with 
sharing information on an SNS profi le with both offl ine contexts indicates that SNS 
profi les are generally considered to be very public places. Even less information is 
considered appropriate for sharing on an SNS profi le than during a public offl ine 
conversation and the shared information is considered even more suitable to be 
distributed outside of the context.  Publicity  is the only exception; although it is 
deemed more appropriate for non-contacts to overlook information shared on the 
profi le than others overhearing a private conversation, it is deemed less appropriate 
compared to others overhearing a public conversation.  

3.2     Age Related Differences 

 The fi rst hypothesis investigated the differences between adolescents, young adults 
and adults with respect to norm adherence in profi le context. Adolescents and young 
adults were expected to consider sharing information on an SNS profi le more 

     Table 1    Mean descriptive of responses to norm items   

 Private  Public  Profi le 

 N  Mean  S.D.  N  Mean  S.D.  N  Mean  S.D. 

 Appropriateness  1002  8.17  4.726  1002  5.26  3.401  1002  3.84  2.397 
 Reciprocity  861  2.58  .714  844  2.44  .662  816  1.79  .677 
 Information fl ow self  914  1.77  .747  912  1.97  .766  872  2.66  .832 
 Information fl ow 
others 

 914  1.67  .725  920  2.27  .865  867  2.41  .848 

 Publicity  918  1.73  .738  929  2.33  .809  875  1.98  .889 

   Note . Scales for publicity, information fl ow self, information fl ow others, and reciprocity are 1 
(disagree completely) to 4 (agree completely). Reciprocity is the average of three items. For appro-
priateness, respondents were asked about 15 topics in total  
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appropriate compared to adults and to consider the information shared on an SNS 
profi le less suitable for further distribution beyond the original context. Table  2  
gives an overview of all the mean scores respondents from the various age groups 
scored on the informational norm items concerning the profi le context.

   Exploring the norms of appropriateness, a signifi cant age effect was found for 
both  appropriateness, F (2, 999) = 22.57,  p  < .001, η 2  = .04, and  reciprocity ,  F (2, 
813) = 10.17,  p  < .001, η 2  = .02. Post hoc analysis showed that young adults consid-
ered most topics to be appropriate for sharing on an SNS profi le compared to ado-
lescents and adults who did not differ from each other signifi cantly, while adolescents 
considered reciprocating information shared on a SNS profi le more appropriate 
compared to both young adults and adults who did not differ signifi cantly. These 
results support the fi rst part of the hypothesis; adolescents and young adults con-
sider sharing information on a SNS profi le more appropriate. While young adults 
consider more topics appropriate for sharing, adolescents consider reciprocation of 
information more appropriate on an SNS profi le. 

 Next, the norms of distribution were explored. A signifi cant age effect was found 
for  information fl ow self, F (2, 869) = 5.00,  p  = .007, η 2  = .01 , information fl ow others, 
F (2, 864) = 4.36,  p  = .013, η 2  = .01, but not for  publicity ,  F (2, 872) = 1.50,  p  = .225, 
η 2  = .00. Post hoc analysis showed that young adults considered telling others about 
what their contacts shared on an SNS profi le most suitable compared to adolescents 
and adults who did not differ signifi cantly. Similarly, young adults considered their 
contacts sharing with others what they themselves shared on their SNS profi le also 
as most suitable. This difference is only signifi cant compared to adolescents who 
considered this least suitable. These results do not support the second part of the 
hypothesis; on the contrary, young adults considered the information shared on an 
SNS profi le more suitable for further distribution, whereas adolescents and adults 
did not differ. The differences found for the norms of distribution were less signifi -
cant than those for the informational norms of appropriateness. 

   Table 2    Comparison of norm adherence in the profi le context between age groups   

 Adolescents  Young adults  Adults 

 Profi le context  N  Mean  S.D.  N  Mean  S.D.  N  Mean  S.D. 

 Appropriateness  372  3.74  2.44  277  4.61 a ***  2.63  353  3.36 b ***  1.98 
 Reciprocity  280  1.93  .69  231  1.74 a **  .66  305  1.70 a ***  .68 
 Information fl ow self  300  2.60  .83  248  2.80 a *  .79  324  2.61 b *  .83 
 Information fl ow 
others 

 302  2.31  .86  245  2.52 a *  .79  320  2.41  .85 

 Publicity  303  1.94  .88  248  1.93  .86  324  2.04  .91 

   Note . Scales for publicity, information fl ow self, information fl ow others, and reciprocity are 1 
(disagree completely) to 4 (agree completely). Reciprocity is the average of three items. For appro-
priateness, respondents were asked about 15 topics in total 
 The superscript  a  indicates a signifi cant difference between 12 to 19-year-olds and the older cate-
gories, the superscript  b  indicates a signifi cant difference between 20 to 30-year-olds and 31-year- 
old and older 
  Note. Reported p-values are based on post hoc analyses . *  p  < .05, **  p  < .01, *** p <  .001  
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 Appendix  B  offers the tables for the public and private contexts and comparison 
will show similar differences between the age groups concerning norms associated 
with the offl ine contexts. This suggests that the observed differences between the 
age groups is not specifi c for norms associated with SNS profi les as similar differ-
ences also exist for norms associated with the offl ine contexts.  

3.3     Norms and Online Information Sharing 

 The fi nal research question concerned the actual relationship between the informa-
tional norms and information sharing on social network sites. Considering sharing 
information on an SNS profi le to be more appropriate was expected to be positively 
related to actual information sharing, while considering the distribution of the 
shared information more appropriate was expected to be negatively related to actual 
information sharing on an SNS profi le. 

 First, a comparison was made between the number of topics respondents deemed 
appropriate for sharing on an SNS profi le and the number of topics respondents 
reported to have shared on their profi le. The latter number was obtained by combin-
ing the responses to the relevant topics for  post content  and  profi le  information 
together to obtain a similar list of topics that was presented to respondents for 
 appropriateness . On average, respondents deemed 3.845 (SD = 2.397) pieces of 
information appropriate for sharing on an SNS, while reporting to have actually 
shared 5.284 (SD = 3.344) of these topics on their profi le on average. Paired sample 
 t -test shows that the amount actually disclosed is signifi cantly more than what is 
deemed appropriate,  t  (1001) = 13.438,  p <  .001,  d  = 0.42. In other words, respon-
dents generally post more information than they deem appropriate on SNSs. 

 Next, linear regression analysis was used to explore the relationship between the 
informational norms associated with an SNS profi le and information sharing on 
SNS profi les. Respondents’  post frequency ,  post content  and  profi le information  
were analysed in turn, using a stepwise procedure. In the fi rst step several back-
ground variables were included in the model:  age ,  gender ,  privacy attitude  and 
 private profi le . Age was included in the form of two dummy variables:  dummy YA  
provides the difference between adolescents and young adults, and  dummy A  pro-
vides the difference between adolescents and adults. In the second step the informa-
tional norms relating to SNS profi les were added. This step allows the relationship 
between the informational norms associated with an SNS profi le and information 
sharing to be determined while controlling for the variables included in step 1. 
Finally, in the third step the informational norms relating to the public and private 
context were added. This made it possible to assess to what degree information 
sharing on SNS profi les is primarily related to informational norms associated with 
SNS profi les or to informational norms in general. If the former is true, this last step 
should not cause a signifi cant improvement of the model. 

 Table  3  gives an overview of the fi t parameters of all three steps for the linear 
regression models. It can be seen that while every model was signifi cant, only step 
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1 and 2 were signifi cant improvements of the model and step 3 only provided a 
marginal improvement for  post content . Step 2 of the model was therefore rated as 
giving the best model, indicating that it is primarily the informational norms associ-
ated with an SNS profi le which have a relationship with the actual information shar-
ing as opposed to informational norms in general. The linear regression was done 
again omitting step 3 to increase the number of respondents included in the analysis 
(N = 696 versus N = 782).

   In step 1 of the models,  private profi le  had a signifi cant relationship with  post 
content  and  post frequency , and  privacy attitude  with  profi le information  and  post 
frequency . After inclusion of the informational norms associated with SNS profi les 
in step 2, only the signifi cant relationship between  private profi le  and  post frequency  
remains. Table  4  provides an overview of the results from the fi nal analysis. 
 Appropriateness, reciprocity  and  information self  have a signifi cant relationship 
with two or all of the indices of information sharing on an SNS profi le. Further 
inspection of Table  4  shows that females post more frequently and about more top-
ics than males, and young adults post about more topics and share more profi le 
information than adolescents, while adults post less frequently and about fewer top-
ics compared to adolescents.

   Testing the hypothesis, the results in Table  4  support the fi rst part of the second 
hypothesis that considering it to be more appropriate to share information on an 
SNS profi le would be positively related to actual information sharing. 
 Appropriateness  has a signifi cant and positive relationship with all three indices of 
information sharing; respondents who consider more topics appropriate for sharing 
on an SNS profi le post more frequently, about more topics and also share more 
profi le information. Similarly,  reciprocity  has a signifi cant positive relationship 
with  post frequency  and  post content ; respondents who deem reciprocity to be 
appropriate on an SNS profi le post more frequently and about more topics. 

 Only partial support is found for the second part of the second hypothesis, that 
considering the distribution of the shared information more appropriate would be 
negatively related to actual information sharing on an SNS profi le. Only for 
 Information fl ow self  was a signifi cant negative relationship found with  Post fre-

   Table 3    Fit parameters of stepwise linear regression models   

 Post frequency  Post content  Profi le information 

 Step 1: Control variables 
 R2∆  .093***  .107***  .032*** 
  F   14.215***  16.560***  4.599*** 
 Step 2: Profi le norms 
 R2∆  .032***  .063***  .059*** 
 F  9.801***  14.009***  6.872*** 
 Step 3: Public & private norms 
 R2∆  .013  .027*  .015 
 F  5.427***  8.273***  4.019*** 

   Note.  *  p  < .05, *** p  < .001  
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quency  and  Post content ; respondents who consider it suitable for themselves to 
share information shared by contacts on an SNS profi le with non-contacts post less 
frequently and share less profi le information.   

4     Discussion 

 The goal of this study was to investigate the relationship between online informa-
tional norms and information sharing on SNSs and online privacy. The results pre-
sented in this chapter provide several insights. First of all, comparison of the 
reported adherence to informational norms in a public, private or profi le context 
indicate that the normative expectations associated with an SNS profi le is that of a 
very public place. Second, distinct differences were found in the normative expecta-
tions adolescents, young adults and adults associate with an SNS profi le, which 
primarily concern norms of appropriateness. Third, the informational norms associ-
ated with an SNS profi le showed a stronger relationship with actual information 
sharing on SNS profi les than privacy attitudes or using privacy settings. Next, these 
fi ndings will be further discussed in turn. 

 The results indicated that SNS users are generally aware that SNSs are public 
spaces and have adjusted their normative expectations accordingly. SNSs even 
remain somewhat public when SNS users make use of the privacy settings to limit 
access to the information shared on their profi le for contacts only, as these contacts 

     Table 4    Predictors of sharing information on SNS profi le   

 Post frequency  Post content  Profi le information 

 N  782  782  782 
 R 2   .129  .180  .096 
  F   11.426***  16.941***  8.192*** 
 Gender (male = 0)  .459 (.124)***  .400 (.195)*  −.152 (.159) 
 Age YA (Young adults =1)  −.281 (.156)  .815 (.245)**  .825 (.199)*** 
 Age A (Adults = 1)  −.806 (.144)***  −.848 (.226)***  .362 (.184)* 
 Private profi le (not done = 0)  .377 (.144)**  .362 (.227)  .152 (.184) 
 Privacy attitude  .209 (.119)  −.004 (.176)  .203 (.143) 
 Appropriateness  .093 (.027)**  .301 (.042)***  .218 (.034)*** 
 Reciprocity  .255 (.093)**  .437 (.147)**  .218 (.119) 
 Information fl ow self  −.317 (.082)***  −.098 (.128)  −.340 (.104)** 
 Information fl ow others  .151 (.086)  .151 (.135)  .128 (.110) 
 Publicity  .039 (.081)  −.075 (.127)  .020 (.103) 
 Constant  2.611  1.250  5.201 

   Note . Non-standardised coeffi cients with standard errors in parentheses 
 Profi le information scored from 0 to 12 options revealed. Post content scored from 0 to 11 topics. 
Post frequency scored from 7 for  never  to 1 for  several times per day . A higher score on  privacy 
attitudes  signifi es more concern with privacy 
 *  p  < .05, **  p  < .01, *** p  < .001  
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can still include individuals from various social spheres (e.g. family, work and 
friends) and strangers (Binder et al.  2009 ; Lampinen et al.  2009 ). Respondents gen-
erally indicated that a few topics are appropriate for sharing on an SNS profi le but 
that reciprocity is not appropriate. Concerning the norms of distribution, respon-
dents appeared to make a distinction as to how shared information is allowed to be 
distributed from SNS profi les. While it was considered suitable for contacts to share 
the information with non-contacts ( information fl ow others ), non-contacts were 
absolutely not allowed to look at the shared information directly ( publicity ). Perhaps 
users expect that if the shared information is distributed by contacts, this informa-
tion will be better contextualised than when non-contacts look at that information 
directly with little sense of the context. 

 The results further showed that compared to adults, adolescents and young adults 
consider it more appropriate to share information on an SNS profi le, although ado-
lescents and young adults differ in the way how. While young adults considered 
most topics to be appropriate for sharing on an SNS profi le, adolescents disagreed 
the least with the suitability of reciprocating shared information on an SNS profi le. 
In other words, when adolescents share more information than adults on an SNS 
profi le (Christofi des et al.  2012 ; Pfeil et al.  2009 ) this may in part have a reciprocal 
motivation. They share as much about themselves as their friends share about them-
selves and therefore consider it less troublesome than individuals outside of this 
reciprocal circle (e.g. adults or parents). For this latter group these disclosures on an 
SNS profi le may seem to indicate a lack of concern for privacy. 

 Comparison of adherence to norms of distribution between adults, adolescents 
and young adults showed an opposite relationship than the one hypothesised; young 
adults considered the information shared on an SNS profi le most suitable for further 
distribution by themselves or by their contacts. Only for the norm  publicity  no dif-
ferences were found between the age groups. Previous studies generally observed a 
sentiment amongst younger respondents that parents have no business looking at 
their profi les (Leenes  2010 , p. 56). In 2007, boyd also identifi ed this sentiment 
amongst youth that parents and teachers should not visit their profi les just because 
they could. Indeed, the norm  publicity  was the only norm that indicated that SNS 
profi les are considered more private as a domain than a public conversation. 
However, with the rise of adult SNS users (Hampton et al.  2011 ), adults and teach-
ers may now share this normative expectation with younger SNS users. 

 The differences between the age groups in norm adherence are not unique to the 
SNS profi le context. The tables in Appendix  B  presented similar differences 
between the age groups for the offl ine public and private contexts. This suggests 
that the rise of SNSs as medium for interaction has not caused a difference in norm 
adherence between younger and older individuals. Instead, it seems likely that 
 differences in informational norm adherence already existed in relation to offl ine 
conversations as well, but that the social overlap on SNSs magnifi es these differ-
ences and creates a cause for confl ict. In other words, when adolescents are interact-
ing with friends face-to-face, they will act differently from an adult interacting with 
friends, but either group generally does not experience the conversation of the other. 
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Online, however, both adults and adolescents now interact on the same medium 
(e.g. SNSs) making the differing normative expectations all the more apparent. 

 The last analyses investigated the relationship between the informational norms 
and actual information sharing on SNS profi les. The results suggest that SNS users 
do not necessarily abide by the normative expectations they themselves report. 
Respondents generally reported to have disclosed more topics on their profi le than 
they themselves deem to be appropriate. Despite this, a strong relationship was 
found between the informational norms and actual information disclosed. In fact, 
the informational norms associated with an SNS profi le distinguished themselves 
from the informational norms associated with the other offl ine contexts as main 
predictors of the actual information shared on SNS profi les. This suggests that SNS 
users have a unique set of normative expectations which they associate with SNS 
profi les. 

 While only marginal support was found for the negative relationship between 
actual information sharing on an SNS profi le and the norms of distribution, strong 
support was found for the positive relationship with the norms of appropriateness 
and actual information sharing on an SNS profi le. In line with the fi ndings of Mesch 
and Beker ( 2010 ), respondents who found more topics appropriate for sharing on an 
SNS profi le, posted more frequently and about more topics and shared more profi le 
information themselves. Similarly, respondents who adhere more to the norm of 
reciprocity also post more frequently and about more topics, but do not share more 
profi le information. As a result, SNS users who strongly adhere to the informational 
norms of appropriateness and thus share a lot of information, will be seen as care-
less of privacy by those who do not adhere to this norm. Concerning the norms of 
distribution, respondents who believe they have the right to share information shared 
on a profi le ( information fl ow self ), post less frequently themselves and share less 
profi le information. The individuals adhering to this norm will experience SNS pro-
fi les differently compared to individuals who do not adhere to this norm. This can 
have important privacy implications when the shared information by SNS users who 
do not adhere to this norm becomes distributed by those who do adhere to this norm 
and therefore put a different privacy value on the shared information. 

 The adherence to these norms of appropriateness proved to be better predictors 
of actual information sharing than the privacy attitudes held by respondents or 
whether or not they had set their profi le to private. These results are in line with 
previous studies which found no relationship between privacy attitudes and infor-
mation disclosure on SNSs (Acquisti and Gross  2006 ; Tufekci  2008 ). Instead, the 
adherence to informational norms on SNSs had the strongest relationship with 
information sharing even when taking architectural regulators, which can affect 
how publicly or privately the profi le is experienced (e.g. privacy settings), into 
account. This strongly supports the fact that norms play an important role in 
 managing online privacy and the decision to disclose information (boyd and 
Marwick  2011 ). When SNS users share information on their profi le, they have nor-
mative expectations of whether it is appropriate to do so or not on an SNS profi le, 
distinct from their normative expectations from offl ine interactions. 
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 To conclude, norms regulating privacy during social interaction appear to have 
made the transition to SNSs. Not only do SNS users report a unique set of normative 
expectations associated with SNS profi les compared to other contexts, but these 
informational norms associated with the SNS profi le also have a strong relationship 
with actual information sharing on SNSs. These fi ndings strongly suggest an impor-
tant role for informational norms concerning individuals behaviour on SNSs. 
Considering that the architecture of SNS is designed to share as much information 
as possible (Peterson  2010 ) while the actual audience is often diffi cult if not impos-
sible to determine (Bernstein et al.  2013 ), the role norms play in safeguarding online 
privacy may be an important one and should not be overlooked. However, because 
of the differences in norm adherence between different age groups and the fact that 
SNS users do not necessarily abide by their own norms, it is clear that norms in 
themselves are not enough as yet to safeguard the privacy of SNS users from each 
other. 

4.1     Limitations and Recommendations 

 When interpreting the results presented in this chapter, it is important to consider 
that while the assumption is that informational norms infl uence information shar-
ing, no causality was obtained in this study. As a result, the reported norm adher-
ence observed here could also be a rationalisation of respondents’ actual behaviour. 
In other words, their normative expectations associated with SNS profi les are the 
result of their initial behaviour when fi rst introduced to the sites. Future studies 
might want to establish the causality between the normative expectations associated 
with SNS profi les and actual behaviour. 

 Secondly, the norm items used in this study primarily referred to interaction with 
friends. This was most likely interpreted by respondents as friends from an age 
group similar to their own. However, one of the problems of SNSs these days is that 
both adults and adolescents have joined the same online conversation. It would 
therefore be interesting to know what norms adolescents adhere to when interacting 
with an adult and vice versa. This would be able to provide further insights in rela-
tion to potential misunderstandings between younger and older individuals.       
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    Appendixes 

     Appendix A 

  Table 5    Critical statistical information and effect sizes for the repeated measure ANOVA 
performed on the effect of context for the means reported in Table  1    

 Mauchly’s test  Huynh-Feldt estimates 

  χ  2  (DF = 2)   p   ε   F   DF   p   η 2  partial  

 Appropriateness  98.66  .000  .89  562.79  1.8, 1230.2  .000  .45 
 Reciprocity  122.45  .000  .86  500.54  1.7, 1199.2  .000  .42 
 Information fl ow self  82.16  .000  .90  321.40  1.8, 1253.4  .000  .32 
 Information fl ow others  5.88  .053  .99  232.73  2.0, 1382.3  .000  .25 
 Publicity  36.83  .000  .95  119.68  1.9, 1325.2  .000  .15 

    Note . Huynh-Feldt estimates were used since the assumption of sphericity was violated according 
to the Mauchly’s test  

          Appendix B 

  Table 6    Comparison of norm adherence in the public context between age groups   

 Adolescents  Young adults  Adults 

 Public context  N  Mean  S.D.  N  Mean  S.D.  N  Mean  S.D. 
 Appropriateness  372  4.81  3.14  277  6.37 a ***  3.86  353  4.85 b ***  3.08 
 Reciprocity  289  2.62  .63  234  2.42 a **  .62  321  2.30 a ***  .68 
 Information fl ow self  321  2.01  .79  254  2.06  .76  337  1.88 b **  .74 
 Information fl ow 
others 

 323  2.20  .86  262  2.20  .84  335  2.40 a ** b *  .87 

 Publicity  331  2.31  .81  262  2.33  .80  336  235  .82 

    Note . Scales for publicity, information fl ow self, information fl ow others, and reciprocity was 1 
(disagree completely) to 4 (agree completely). Reciprocity is the average of three items. For appro-
priateness, respondents were asked about 15 topics in total 
 The superscript  a  indicates a signifi cant difference between 12- to 19-year-olds and the older cat-
egories, the superscript  b  indicates a signifi cant difference between 20- to 30-year-olds and 
31-year-old and older 
  Note . *  p  < .05, **  p  < .01, *** p  < .001  
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      iDisclose: Applications of Privacy 
Management Theory to Children, Adolescents 
and Emerging Adults                     

       Stephen     Cory     Robinson    

    Abstract     Protecting personal information in online environments is vital to most 
individuals, including those in the three distinct age groups of children, adolescents 
and emerging adults. As each group interacts online, they use different disclosure 
practices and protection mechanisms to manage and distribute their personal infor-
mation. After describing self-disclosure and communication privacy management 
theory (CPM), this chapter examines how privacy management strategies and self- 
disclosure practices in online environments differ between children, adolescents 
and emerging adults. The chapter considers theoretical strengths and weaknesses of 
CPM and also explores the applicability of the tenets of CPM to online communica-
tion in self-disclosure. In concluding, the text argues that a greater understanding of 
the privacy protection mechanisms employed by children, adolescents and emerg-
ing adults will help to strengthen privacy regulation and protection of personal 
information for each of these specifi c groups. Implications for media literacy, pri-
vacy protection practices, online marketing and advertising are presented.  

      “You already have zero privacy. Get over it.” Scott McNealy, former CEO of Sun 
Microsystems Inc. 

   Every day, individuals around the world use the Internet for a multitude of rea-
sons, including product research, trip planning, socialising, leisure activities and 
more. Each of these individuals will interact with various websites and online enti-
ties as they embark on fi nding solutions or information to fulfi l their varying end 
goals. Through the navigation of websites, individuals may fi nd themselves divulg-
ing information in exchange for product discounts, educational information, or, in 
the case of social networks, recommendations as to whom to connect and socialise 
with. Connecting with users on social networks requires users to disclose important 
personal information, with this self-disclosed information providing the foundation 
of the business model employed by social network sites (SNSs), including Facebook. 
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Through the collection of users’ personal data, social network sites are able to target 
products and services to these users. As users interact with these targeted ads, they 
are disclosing additional information, including which ads they interact with or 
choose to ignore, and this cyclical gathering and utilisation of personal information 
further solidifi es the SNS business model. Currently, the collection of information 
and the resulting targeted advertisements provide 85 % of Facebook’s revenue 
(Sengupta  2012 ). 

 As individuals exchange information with websites, these are wrought by the 
constant need to initiate, implement and negotiate rules dictating the use and dis-
semination of their private information. These rules for private information exchange 
help to regulate who accesses the information, how the information is accessed and 
for what reasons the requesting entity accesses this potentially lucrative, and some-
times potentially damaging personal information. 

 Adults are thought to negotiate these information exchanges in a more complex 
and sophisticated manner than would adolescents or children (Petronio  2002 ). It is 
important to investigate how children (under the age of 13), adolescents (between 
13 and 17 years of age), and emerging adults (between 18 and 25 years of age) 
implement and negotiate the solicitation and divulging of their personal information 
online. How do these three distinct age groups create appropriate protection mecha-
nisms for the dissemination and protection of their private information? Does a 
theoretical framework exist for understanding how online self-disclosure differs 
amongst these age groups occurs? Additionally, do these distinct age groups con-
ceptualise “privacy” differently? 

 While self-disclosure, or the act of providing personal information to another, 
has been studied extensively in interpersonal communication (Cozby  1972 ,  1973 ; 
Jourard  1971a ,  b ; Wheeless  1976 ,  1978 ; Wheeless and Grotz  1976 ), a theory 
explaining self-disclosure in the realm of online communication has yet to be devel-
oped (Nguyen et al.  2012 ). A review of the literature shows a signifi cant theoretical 
gap. Further insights are necessary concerning online self-disclosure and its impli-
cations for online marketing and advertising that targets children, adolescents and 
emerging adults. 

 Communication privacy management (CPM) theory (Petronio  2002 ), provides a 
“fi rst step toward building a theory of online privacy management” (Metzger  2007 , 
p. 21). Previously applied in interpersonal relationships, CPM presents a robust 
theory which can account for some elements of the multifaceted process of self- 
disclosure, especially the concept of privacy and its relation to self- disclosure, as 
well as the creation of boundaries and rules for which personal information can be 
shared and utilised. 

 This chapter explores the differences between children’s, adolescents’ and 
emerging adults’ motivations for utilising the Internet and social networks, how 
they disclose information online, and how CPM may or may not explain differences 
in how each group establishes and make use of privacy boundaries. It begins with a 
review of the literature to provide defi nitions of self-disclosure and privacy manage-
ment, as well as an examination of how each age group discussed in this chapter 
relates to these topics. 
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1     Literature Review 

1.1     Self-Disclosure Defi ned 

 Self-disclosure (also referred to in literature as “self disclosure”) is the process of 
divulging personal information to another individual (Cozby  1973 ; Petronio and 
Durham  2008 ; Wheeless  1976 ). Self-disclosure is an important aspect of relation-
ships and is both an act of intimacy and a relationship management strategy (Cozby 
 1973 ; Sprecher and Hendrick  2004 ). Disclosiveness (Wheeless  1978 ), interpersonal 
solidarity (Brown  1965 ) and reciprocity (Miller and Kenny  1986 ) are all elements 
of the process of self-disclosure. Further, three parameters can be identifi ed in self- 
disclosure: (1) breadth is the quantity of information disclosed, (2) depth is the 
intimacy of information and (3) duration is the amount of time spent describing 
information (Cozby  1973 ). 

 The exploration of the self-disclosure process originates in the study of interper-
sonal communication, but self-disclosure has also been applied to online relation-
ships (Joinson  2001 ; Krasnova et al.  2009 ; Nguyen et al.  2012 ). In the use of social 
networking sites, self-disclosure is “the amount of information shared on user’s 
profi le as well as in the process of the communication with others” (Krasnova and 
Veltri  2010 , p. 2). Research has shown how both gender (Punyanunt-Carter  2006 ) 
and culture (Chen  1992 ; Durand  2010 ) can regulate online self-disclosure. Compared 
to self-disclosure in offl ine environments, online self-disclosure occurs quicker and 
at a deeper level (Barak and Bloch  2006 ; McCoyd and Kerson  2006 ). Currently, a 
unifi ed theory explaining online self-disclosure is absent (Nguyen et al.  2012 ) and a 
framework for understanding online privacy management strategies is lacking as 
well (Child and Petronio  2011 ). CPM can provide a framework for explaining the 
process of self-disclosure online, as well as how individuals use protection strate-
gies to manage the fl ow of personal information.  

1.2     Privacy Management 

 Individuals hold the ownership of their information and therefore have a right to 
regulate access to that information (Petronio  2002 ). Because of this right of indi-
viduals to own and regulate access to their information, this author argues that a 
privacy or disclosure management approach is well suited to analysing and explain-
ing the phenomenon of the sharing of personal information, not just in face-to-face 
communication, but in digital environments as well. Metzger ( 2007 ) concurs and 
argues that Petronio’s CPM theory is applicable to relationships in digital environ-
ments, including ecommerce. While the CPM model is not complete in terms of 
fully explaining self-disclosure, it does provide a starting point for analysing self- 
disclosure and privacy protection in both interpersonal and online communication 
(Metzger  2007 ). In CPM, self-disclosure is a dialectical process where an individual 
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is constantly balancing both the disclosing and concealing of private information 
(Petronio and Durham  2008 ). To balance privacy and disclosure, CPM establishes a 
rules-based system for how individuals divulge or protect information (Petronio 
 2002 ). By following a rules-based system, individuals are able to minimise costs 
(i.e. embarrassment, privacy loss), while maximising rewards (i.e. entertainment, 
trust) (Metzger  2007 ). 

 Petronio’s approach is grounded in six principles, three  assumption maxims , and 
three  interaction maxims  (Petronio and Durham  2008 ). Assumption maxims defi ne 
the managing of private disclosure, while the interaction maxims illustrate how 
interactions with others are managed during the revealing and concealing of infor-
mation (Petronio and Durham  2008 ).  Public-private dialectical tension , the fi rst 
assumption maxim, is the previously mentioned push-pull of disclosure and privacy 
(Petronio and Durham  2008 ).  Conceptualisation of private information , the second 
assumption maxim, asserts that individuals believe they have a right to own their 
information and are thus entitled to choose whether to keep it private or disclose it 
to others (Petronio and Durham  2008 ). The fi nal assumption principle, p rivacy 
rules , are guidelines that create privacy boundaries that dictate the ebb-and-fl ow of 
private information; these are developed using the criteria of culture, gender, moti-
vation, context and risk-benefi t ratio (Petronio and Durham  2008 ). 

 As previously noted, interaction maxims illustrate how interactions with others 
are managed during the revealing and concealing of information. The fi rst of three 
interaction maxims , shared boundaries , posits that when private information is 
shared, the recipient becomes a co-owner of that information. The discloser and 
recipient collaborate to create a “mutual boundary around the information” (Petronio 
and Durham  2008 , p. 310), and different boundaries exist for sharing information 
(i.e. dyadic, group, family).  Boundary coordination , the second interaction princi-
ple, refers to the co-managing and co-owning of information by individuals 
(Petronio and Durham  2008 ), whereby both parties become responsible for the co- 
managing of the information.  Boundary turbulence , the fi nal interaction maxim, is 
when information is co-owned (as in CPM) and must be collaboratively managed by 
the discloser and the recipient (Petronio and Durham  2008 ).  

1.3     Children and Disclosure 

 Of the three groups explored in the chapter, children are the earliest in age, and, 
according to U.S. law, children are defi ned as individuals younger than age 13 
(Federal Trade Commission  1998 ). The Internet provides a medium that is ripe for 
targeting and collecting personal information for marketing purposes; with 80 % of 
American children ages 0–8 utilising the Internet (at least) once each week (Gutnick 
et al.  2011 ), the Internet presents a concern that collecting personal information 
from children is an invasion of privacy (Kunkel et al.  2004 ). The number of children 
utilising the Internet increases year on year as more children join social networking 
sites. While the terms of usage for Facebook clearly state that no one under the age 
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of 13 can use the service (Facebook  2012 ), 38 % of American children using 
Facebook are younger than 12 (Protalinski  2012 ), and in Britain, one million users 
aged 9–12 use the social media site (Rushton  2013 ). 

 In using the Internet, children, adolescents and emerging adults engage for dif-
ferent reasons. While teenagers primarily use the Internet for socialisation, children 
use email and online forums for educational purposes (Blau  2011 ). In addition to 
educational activities, children visit entertainment and media sites online, as chil-
dren can consume over 10 h of media in 1 day (Kaiser Family Foundation  2010 ). 
One form of entertainment that can lure children online to websites is advergames 
(i.e. online games featuring branding); a  2006  study showed that 73 % of children’s 
websites employ it (Kaiser Family Foundation). Disturbingly, advergames have 
been found to persuade children on an emotional, subconscious level (Nairn and 
Hang  2012 ). An even bigger concern is that advergames may no longer constitute a 
clear marketing tool, as marketing messages are combined with other forms of 
online media (An and Stern  2011 ) that blur the line between marketing and other 
online content (Walrave and Heirman  2012 ). While previous research found chil-
dren could not distinguish between online advertisements and content (Nairn and 
Hang  2012 ; Gilutz and Nielsen  2002 ), contradicting research (Young  2003 ) found 
that by age 8, most children could distinguish between programme content and 
advertising and also acknowledge the persuasive intent of the advertising content. 
Compared with adults, children are more willing to disclose personal information in 
online settings (Turow and Nir  2000 ). Additionally, research has shown that younger 
users have less social and technical understanding of the intricate nature of the 
Internet (Yan  2006 ). As children may or may not be able to distinguish between 
online content and advertising, and as they are more vulnerable to online disclosure, 
how is children’s privacy protected online and what kind of information is being 
collected from websites? 

 In the online realm, privacy is a highly regulated issue concerning children. Since 
children do not perceive privacy in the manner that older users do (Petronio  2002 ), 
there is a need for legislation to protect children’s privacy. In the United States and 
Europe, key legislation exists to protect children online: Child Online Privacy 
Protection Act ( 1998 ), or COPPA, in the United States, and in the EU, the more 
general Data Protection Directive ( 1995 ). Recently, the United States’ Federal 
Trade Commission strengthened COPPA by increasing parental protection over the 
disclosure of their children’s privacy (Federal Trade Commission  2012 ). Even with 
the recent updates that regulate and restrict how websites and online marketers can 
target children, individuals of young age are still able to peruse online content and, 
in the process, expose themselves to online data mining. For example, even though 
websites state children younger than 13 need parental consent to register, their con-
tent targets children and requests personal information from them (Miyazaki et al. 
 2009 ). Various types of websites request personal information from children, but 
these sites can be generally categorised into entertainment sites, online retailers, 
brick and mortar online stores, and, fi nally, food and toy manufacturers (Miyazaki 
et al.  2009 ). As a result of the breadth and depth of information disclosed online, as 
well as the ease with which this information can be obtained, targeting and theft of 
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an individual’s profi le (i.e. identify theft) has become commonplace. Identity theft 
is a major concern, even for children, as identity theft and credit report inconsisten-
cies may not be discovered for years (Power  2011 ). Recently, it was discovered that 
10 % of American children have experienced identity theft, while only 0.2 % of 
American adults have experienced identity theft (Power  2011 ). 

 Several studies have been conducted in an attempt to discover strategies for pro-
tecting children online. Miyazaki et al. ( 2009 ) demonstrated that the combination of 
a visual warning (i.e. content is not meant for children under 13) on a website and 
the threat of parental notifi cation via email reduced the willingness of preteens to 
disclose information online. Surprisingly, a visual warning given to children visiting 
websites was shown to raise disclosure levels (Miyazaki et al.  2009 ). Parental medi-
ation and education of children regarding online safety should be useful in reducing 
children’s disclosure online (Miyazaki et al.  2009 ).  

1.4     Adolescents and Disclosure 

 Second in chronological order of the three age groups addressed in this chapter, an 
adolescent is an individual in the adolescence stage of life, or “the transition stage 
between childhood and adulthood” (Kaplan  2004 , p. 1). Youn ( 2005 ) defi ned teen-
agers as “children 13 and older” (p. 88). For practical reasons, this chapter defi nes 
adolescents as individuals between 13 and 17 years of age, as children are defi ned 
by American legislation, including COPPA, as 13 and under. 

 As 80 % of American adolescents use social networking (Purcell  2012 ), it is 
important to understand the functions of online self-disclosure and privacy manage-
ment amongst this unique group. Self-disclosure amongst adolescents is an impor-
tant developmental task (Steinberg and Morris  2001 ) and is used to form and 
maintain relationships (Buhrmester and Furman  1987 ); indeed, adolescents are bet-
ter able to disclose online than offl ine (Schouten et al.  2007 ). Adolescents also dis-
close information differently than do adults, as adolescents disclose more 
information on social networking sites and are less likely than adults to use privacy 
settings (Christofi des et al.  2011 ; Walrave et al.  2012 ). 

 Within the adolescent age bracket, it should be noted that differences exist in 
amount and type of disclosure. Older teenagers are more likely than younger teen-
agers to disclose addresses and telephone numbers (Livingstone et al.  2011 ) and 
older teens are more likely to reconsider posting content after considering the nega-
tive implications (Purcell  2012 ). Also, as adolescents grow older, their competence 
in managing online privacy settings increases (Walrave et al.  2012 ). 

 As 93 % of teenagers possess an account on an SNS (Purcell  2012 ), this age 
group is particularly desirable to marketers and online advertisers. Many websites 
function to sell products and services and many of these target teenagers and ado-
lescents. Advertisers engage with adolescents through various practices, including 
the use of commercial incentives. The use of commercial incentives in exchange for 
information online is a common practice, and when adolescents are provided 
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 commercial incentives in exchange for information disclosure, behavioural inten-
tion is the most important predictor for disclosure (Heirman et al.  2012 ). 

 With regard to social networking sites, teenagers defi ne privacy as being in con-
trol of who knows what about them, as well as controlling the managing of the 
disclosure, rather than privacy being tied to divulging certain types of information 
(Livingstone  2008 ). Adolescents, regardless of contradicting reports and research, 
are cognisant of maintaining online privacy (Purcell  2012 ) but to varying extents, 
depending on the type of personal information involved in the disclosure and the 
medium in which the online interaction occurs. One reason for a misconception 
about lack of privacy by adolescents may lie in what groups perceive as private 
information: what is private information to adults is not necessarily private informa-
tion to adolescents (Christofi des et al.  2011 ). While a majority of Belgian teenagers 
aged 12–18 (69 %) expressed concern about data collection practices on the Internet, 
a majority of those sampled provided simple demographics, such as gender (75 %) 
and even more lucrative marketing information, including brand preferences (68 %, 
Walrave and Heirman  2012 ). Additionally, the Belgian teenagers were also less 
likely to provide contact data versus profi le data (Walrave and Heirman  2012 ). 
Adolescents disclose information differently depending on the Internet channel (i.e. 
instant message versus email) and Schouten et al. ( 2007 ) found that adolescents 
have higher degrees of disclosure in instant messaging when they feel less disinhib-
ited. When adolescents have a higher perception of potential benefi ts, they are more 
willing to provide personal information to a website (Youn  2005 ). Conversely, when 
a higher level of risk perception of information disclosure is present, adolescents are 
less willing to provide personal information to online marketers (Youn  2005 ). 

 Furthermore, the concept of privacy among adolescents is complicated by their 
relationship with parents. During adolescence, the relationship between parents and 
teenagers are constantly being redefi ned as the adolescent seeks more independence 
and the establishing of their identity. Privacy, secrecy and trust are constant tensions 
that exist in these relationships. As teenagers develop self-identity and indepen-
dence from their parents, they are likely to disclose online through responding to 
online marketing (Youn  2005 ). As noted, adolescents struggle in establishing inde-
pendence and adolescent rebellion can be noted in social networking profi les; they 
see their profi le as a private space, which is meant to be public with friends only and 
not shared with parents (Livingstone  2008 ). An ever-present tension between par-
ents and teenagers over online privacy seems to exist, as both parents and teenagers 
have suggested that some secrets are necessary (Gillies et al.  2001 ). Frequently, 
both parties avoid conversing about secrecy, surveillance and disclosure, as they 
both seek to balance the delicate relationship between trust and privacy (Gillies 
et al.  2001 ). 

 Despite teen-parent confl icts in privacy, parents do serve as a positive mediating 
factor in helping establish online privacy practices. Parents monitoring and mediat-
ing teenager internet and mobile use can be viewed as one method of limiting a 
teen’s negative experiences online, as well as increasing safe privacy practices 
online. Among Americans, more than 50 % of parents use parental controls to man-
age their teens’ internet access (Purcell  2012 ) and 77 % of American parents 
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 monitor sites their teens visit, but confl icting data exist on the effectiveness of the 
mediating effect parents have on teens’ disclosure levels (Walrave and Heirman 
 2012 ; Youn  2005 ). Parental infl uence on the value that adolescents place on privacy 
is of the utmost importance, as adolescents who value privacy in the face-to-face 
offl ine world are also less likely to disclose sensitive information online (De Souza 
and Dick  2009 ).  

1.5     Emerging Adults and Disclosure 

 It should be noted that delimiting ages for adolescents and emerging adults is often 
diffi cult (Geiger and Castellino  2011 ), but for the purpose of this chapter, emerging 
adults are those defi ned as 18–25 years old, as used by Arnett ( 2000 ). Emerging 
adults are more likely than any other demographic to employ social media, with 83 
% of American emerging adults owning a social media profi le (Duggan and Brenner 
 2013 ). Emerging adults are also profi cient at using multiple methods for using the 
Internet, as mobile app downloading is highest in emerging adults aged 18–29 
within American demographics (Purcell  2012 ). 

 More than any other age group, emerging adults are interested in protecting their 
privacy. Compared to older users, emerging adults are more likely to delete unwanted 
comments from their social media profi le, change privacy settings or take steps to 
limit the amount of their personal information online (Madden and Smith  2010 ). As 
Facebook has evolved over the years so too have trends in self-disclosure. In the 
public sphere, emerging adults have decreased public self-disclosures, while 
increasing both the scope and amount of private disclosures to connected friends 
(Stutzman et al.  2013 ). Among Americans, emerging adults are also more likely to 
not fully understand implications of privacy law, whereas older adults are more 
knowledgeable of existing privacy law (Hoofnagle et al.  2010 ). 

 More than any other age group, emerging adults also have a much broader inter-
est in, and need for, going online. College students use Facebook for various rea-
sons, including fi nding companionship or passing the time when bored (Sheldon 
 2008 ), but also to maintain relationships (Ellison et al.  2007 ; Sheldon  2008 ). In 
addition to social networking, emerging adults use the Internet to seek health infor-
mation, obtain recent news, visit government sites, purchase products, bank online 
and make travel reservations (Zickuhr  2011 ). 

 Lastly, the literature shows that emerging adults have compelling reasons to 
practice a range of self-disclosure habits. For college students, self-disclosure is 
important in relationship quality, as those who disclosed more in CMC reported 
higher relationship quality (Yum and Hara  2005 ). However, emerging adults favour 
emotional self-disclosure through therapy in a face-to-face environment as opposed 
to online (Rogers et al.  2009 ).   
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2     Applicability of CPM Tenets to Child, Adolescent 
and Emerging Adult Disclosure 

2.1     Public-Private Dialectical Tension 

 This dialectical push-pull of concealing or revealing privacy (Petronio and Durham 
 2008 ) seems to vary in amount between children, adolescents and emerging adults. 
Each of these groups, as they interact with websites or social environments online, 
must balance the desire to share personal information against the desire to also con-
ceal it. While children do socialise on the Internet through social media (38 % under 
age 12) (MinorMonitor  2012 ), they do not socialise to the extent that adolescents or 
emerging adults do via social networking (Purcell  2012 ). As such, children do not 
experience the same dialectical tension of concealing/revealing that teenagers and 
emerging adults experience. The single greatest predictor of disclosure on SNSs by 
adolescents is the desire to communicate with peers outside of school hours (Walrave 
et al.  2012 ) and, with this, adolescents experience a signifi cant desire to divulge 
information with peers, but also the pressure to conceal information as they interact 
with online marketers. Emerging adults, in contrast, balance dialectical tension in 
the same way that adolescents do, but as emerging adults are more developed in 
social identity compared to adolescents, they are less subjected to the strong social 
pressure to disclose compared to adolescents (Walrave et al.  2012 ).  

2.2     Conceptualisation of Private Information 

 This privacy management tenet asserts that individuals believe they have a right to 
own their information and are thus entitled to keep it private or disclose it to others 
(Petronio and Durham  2008 ). Children, adolescents and emerging adults must cog-
nitively process and understand this concept of ownership of their personal informa-
tion. As children do not possess the complex cognitive capabilities of adolescents 
and emerging adults (Piaget  1964 ), children are not as aware of consequences and 
concerns related to information disclosure. Adolescents possess greater cognitive 
capabilities than do children, but adolescents do not always engage in self- protection 
of personal information. As previously mentioned, adolescents may therefore 
engage in risky activities online, as they may perceive marketing benefi ts as out-
weighing potential loss of privacy (Youn  2005 ). Emerging adults, possessing the 
greatest cognitive capacity of the three groups, are more likely to comprehend the 
notion of information ownership, as well as the consequences and concerns related 
to ownership.  
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2.3     Privacy Rules 

 Privacy rules are guidelines that create privacy boundaries that dictate the ebb-and- 
fl ow of private information and are developed using the criteria of culture, gender, 
motivation, context and risk-benefi t ratio (Petronio and Durham  2008 ). Drawing on 
Piaget ( 1964 ) and cognitive development theory, this author believes that the imple-
mentation and complexity of privacy rules increase with age. For example, children 
will possess fewer strict and complex privacy rules than those of adolescents, while 
emerging adults will have more complex privacy rules than adolescents. This posi-
tive correlation of age with privacy rule complexity is present in many previous 
studies (Christofi des et al.  2011 ; Fox et al.  2000 ; Walrave et al.  2012 ).  

2.4     Shared Boundaries 

 Shared boundaries posit that when private information is shared, the recipient 
becomes a co-owner of that information. The discloser and recipient collaborate to 
create a “mutual boundary around the information” (Petronio and Durham  2008 , 
p. 310) and different boundaries exist for sharing information (i.e. dyadic, group, 
family). The concept of sharing information may not be understood by children; 
while they defi nitely are targeted by online marketers and provide information, the 
concept that “information is no longer solely owned by the discloser” (Petronio and 
Durham  2008 , p. 313) may be too technically complex for children. Adolescents 
use social media and the Internet to interact with peers and the sharing nature of 
websites like Twitter and YouTube encourage individuals to contribute to conversa-
tion or media creation. Identity formation, which is especially important during the 
adolescent years, encourages teenagers to engage in acts of sharing with their peers. 
Emerging adults, who have crafted more self-identity and are less prone to peer 
pressure than adolescents will share information with their peers but, unlike adoles-
cents, are more likely to share with family members. In sharing with family mem-
bers, emerging adults will create shared boundaries with these individuals, whereas 
adolescents are more likely to keep information private from family members, espe-
cially parents.  

2.5     Boundary Coordination 

 Boundary coordination refers to the co-managing and co-owning of information by 
individuals (Petronio and Durham  2008 ), whereby both parties become responsible 
for the co-managing of the information. Metzger ( 2007 ) explains the processes 
involved in boundary coordination:
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  As part of the coordination process, individuals enact rules to moderate boundary linkages 
(whether to link to others), boundary ownership rights (who should be included or excluded 
in the boundary), and boundary permeability (what information may be revealed to whom). 
(p. 336–337) 

   Children, as explored earlier, may not be able to cognitively process the concept 
of information ownership and may have their parents mediate boundary coordina-
tion on their behalf. Parents may mediate information solely on behalf of their chil-
dren, whereas adolescents are more likely to mediate information by themselves, 
possibly without any parental involvement. As adolescents and emerging adults are 
more likely than children to institute privacy protection in their social network pro-
fi les, they directly engage in boundary permeability. Boundary linkages, or whether 
to link to others inside various social networking platforms, is a constant process 
inherent in social media profi les for all age groups. Complexity of those linkages 
seem to increase with age. In the process of creating groups in Google + or Facebook, 
individuals can allow information to be accessible to one group (i.e. friends), but not 
another group (i.e. co-workers). This complexity of sharing and defi ning individuals 
and placing them into appropriate groups for information dissemination is most 
likely not present in children’s social media profi les.  

2.6     Boundary Turbulence 

 Boundary turbulence can result when information is co-owned. To prevent it, both 
the discloser and the recipient can collaboratively manage the information (Petronio 
and Durham  2008 ). Turbulence can result from differences in privacy rules used by 
the discloser and recipient, or privacy rule violations by either party (Metzger  2007 ). 
Additionally, privacy violations and misconceptions about private information own-
ership are situations where boundary turbulence may occur (Petronio and Durham 
 2008 ). When boundary turbulence occurs, varying levels of breakdown occur and 
individuals may experience minor disruptions or complete collapse in managing 
their private information (Child and Westermann  2013 ). When a child’s parent 
attempts to become a Facebook friend with their child, turbulence may occur as the 
child may see the friend request as an invasion of privacy (Petronio et al.  2003 ).   

3     Limitations 

 While literature exists that compares each age group individually, there appears to 
be a lack of literature that compares online disclosure amongst all three age groups 
(i.e. children, adolescents and emerging adults). While a plethora of reports (Duggan 
and Brenner  2013 ; Evangelista  2012 ; Madden  2012 ; Madden and Smith  2010 ; 
Madden et al.  2012 ; Purcell  2012 ; Zickuhr  2011 ) document usage of various new 
media (apps, email, websites, etc.), there is a lack of reasoning about why and how 
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these individual groups disclose online. Another limitation exists in operationalis-
ing each age group (i.e. children, adolescents and emerging adults); there currently 
exists diffi culty in clearly defi ning age parameters for each specifi c group (Geiger 
and Castellino  2011 ). Clarifying the age parameters between children and adoles-
cents is important as “younger children may not understand the safety and privacy 
issues created by the online collection of personal information” (Federal Trade 
Commission  2008 ). 

 Privacy management addresses the communication aspect of online disclosure 
but does not address the technical side of digital communication – the server-side 
process of collecting and then storing information in databases. Information tech-
nology theory is more conducive to explaining the technical aspects of digital com-
munication, but a combination of the two areas might be benefi cial in addressing 
weaknesses that each theoretical approach has individually.  

4     Implications 

 The author has identifi ed several implications related to Internet use, protection and 
disclosure of personal information that result from using CPM as a framework for 
understanding the distinct differences in self-disclosure practices among children, 
adolescents and emerging adults 

 Foremost, clear communication between parent and child must be initiated to 
provide clear guidelines for what is appropriate and safe when disclosing personal 
information online. Parental guidance for children may help to lessen online disclo-
sure and strengthen online privacy protection, while it may backfi re with adoles-
cents, actually providing an incentive to the teenager to disclose more (disclosing 
information online provides risk and thus establishes independence by rebutting 
guidance provided by parent). 

 Secondly, children and adolescents are not intellectually stagnant, nor do they 
navigate the Internet in the same manner year after year. Children and teenagers are 
becoming more intelligent about how they use and interact with websites (Budiu 
and Nielsen  2010 ); this lends a need for greater, more targeted education campaigns. 
Conversely, marketers may employ more sophisticated marketing campaigns online, 
possibly to even confuse individuals about the purpose of the advertisement (is it 
content or advertisement?). 

 Thirdly, all age groups must be exposed to up-to-date media literacy practices 
and how to properly use and interface with the various channels online. Child iden-
tity theft presents a sound reason for media literacy, especially those of younger 
ages. Children cannot cognitively process the immediate threats of predation and 
manipulation online, so parents and guardians should act as mediators between the 
children’s information and websites requesting access for the information. Privacy 
boundaries are not just created by children but also by their parent/guardian and 
they must constantly revisit them and adapt them as needed. When a child is 5 years 
old, and is aware of his email address, the parent must provide him with rules as to 
when he can divulge or not divulge that information: for example, he can provide 
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that address for playing games online, but not provide it to strangers on social 
media. 

 In addition, at risk groups, including teens, should be made aware that advertis-
ers and information collection schemes are not preferential to one group; every 
individual using the Internet is susceptible to data collection schemes. Teens do not 
initiate strict enough privacy boundaries, or provide enough clarifi cation of the way 
they use personal information, as they do not consider themselves as vulnerable to 
identity theft as do emerging adults. As teens are strongly infl uenced by anticipated 
social pressure from peers and family (Heirman et al.  2012 ), public information 
campaigns regarding protection of online privacy should be directed not just at par-
ents, but at all of the individual’s peers (friends, instructors, etc.). 

 Lastly, users of the Internet are aware of the constant mechanisms used to collect 
and distribute personal information. With this knowledge, privacy and protection of 
personal information is a legitimate concern, regardless of age group. Caution needs 
to be exercised when assuming that adolescents are not concerned about privacy; 
their defi nition of private information is different than for those in other age groups. 
Further, adolescents do not always have the ability to assert control over privacy 
mechanisms, as parents may ultimately decide privacy decisions (which ironically, 
can counter the effort of adolescents to initiate privacy protections).  

5     Conclusion 

5.1     Theoretical Strengths 

 Privacy management is a robust theory for analysing online privacy and self- 
disclosure, as it is a practical theory that is “designed to provide an explanation for 
communicative issues about privacy that individuals face in the everyday world” 
(Petronio  2002 , p. xvii). Further, dynamics of face-to-face communication are prev-
alent in online communication as well and therefore CPM is applicable in explain-
ing online relationships (Metzger  2007 ). 

 Even though legislation continues to strengthen the protection of children’s pri-
vacy online, children under the age of 13 are continuing to join and interact with 
websites, and, in the process, are illegally targeted by online marketers. No legisla-
tion can completely prevent children from interacting with marketers but CPM can 
highlight the need for marketers to adhere to the privacy boundaries created by 
COPPA and the European Union’s Data Protection Directive.  

5.2     Theoretical Weaknesses 

 Teens engage in various activities to establish independence (including disclosing 
private information online) and sometimes go against safe practices in attempts to 
establish independence. A rebellion effect can explain why teens have been found 
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to not obey media consumption options that are recommended by guardians and 
parents (Walrave and Heirman  2011 ). As teenagers possess tendencies towards risk 
and rebellion, they are likely to focus on potential benefi ts offered by online market-
ers rather than the risks posed by privacy loss (Youn  2005 ). Studies have shown that 
peer infl uences on risk, specifi cally risk-taking and risky-decision making, are 
greater among adolescents than younger adults (Gardner and Steinberg  2005 ). The 
element of risk, or consciously seeking out risk, is not addressed by CPM. Instead, 
CPM defi nes risk as the losing of control of how others use private information once 
disclosed (Metzger  2007 ). CPM does not address risk in the sense of purposefully 
exposing oneself to loss of control. Since engaging in risky behaviours online has 
become normative for young users (Blau  2011 ), further urgency is given to develop-
ing a theoretical framework for explaining online disclosure. 

 Privacy management holds private information as central to the disclosure pro-
cess. Petronio ( 2002 ) states that “CPM makes private information, as the content of 
what is disclosed, a primary focal point” (p. 3). As Christofi des et al. ( 2011 ) note, 
what is defi ned as “private information” by one individual or group may not neces-
sarily be the defi nition agreed upon by another individual or group. If what defi nes 
private information is not agreed upon or understood by both parties involved in the 
disclosure process, turbulence is most likely present from the onset. At the begin-
ning of the disclosure process, the parties involved need to come to agreement on 
what information is constituted as private information. 

 Another weakness of Petronio’s model lies in the control of privacy boundaries. 
CPM states that individuals create privacy boundaries to establish control over the 
use of private information, or, in inclusive boundary coordination, one person gives 
control of privacy to another individual (i.e. a child giving control of privacy to their 
parent) (Petronio  2002 ). But what occurs when an entity other than a disclosing 
individual establishes the privacy boundaries or the rules for disclosure? In the 
instance of COPPA, or other legislation, boundaries for what kind of information 
can be disclosed and collected are implemented on behalf of children. In the context 
of Facebook and third party applications, Facebook can make decisions as to how 
an individual’s information is handled and distributed by third party applications: 
sometimes users interact directly with Facebook, while at other times Facebook 
may interact with the application  on behalf  of the user. 

 CPM also does not consider how a lack of technical understanding plays a role 
in establishing privacy boundaries. For example, children cannot always discern 
between content and advertising. As a result, this lesser technical competency infl u-
ences the complexity of the privacy boundaries implemented. Adolescents and 
emerging adults possess more technical knowledge than children and this is likely 
to infl uence the complexity of the privacy boundaries they implement. Adolescents 
are aware that the use of deception is one method for protecting personal informa-
tion; websites cannot always authenticate information, so individuals can falsify 
information (i.e. name, age, phone number) in order to preserve privacy. Metzger 
( 2007 ) posits that individuals with high privacy concern may utilise privacy protec-
tion practices, including deception. Studies have shown that as many as 40 % of 
individuals may falsify information when interacting with websites (Metzger  2007 ). 
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While this author concurs that deception may be employed as a privacy protection 
mechanism, this author believes technical profi ciency (i.e. mastery of computer 
technology, including hardware and SNS usage) also plays a key role and is distinct 
from deception as a privacy protection mechanism.  

5.3     Closing 

 As adolescent and emerging adults balance the risk-benefi t ratio of self-disclosure 
they may recognise that they have an opportunity to create the appropriate privacy 
boundaries for protecting and disclosing their personal information. After all, within 
the framework of ecommerce, these Internet users are merely consumers. As such, 
marketers and other organisations must, in turn, be willing to respect and adhere to 
the consumer-established boundaries. “It is in the industry’s best interest to address 
and remedy privacy concerns via self-regulation before the current state of activities 
leads to increases in government regulation” (Miyazaki et al.  2009 , p. 79). As con-
sumers divulge personal information in exchange for both economic and entertain-
ment benefi ts online (Krasnova et al.  2009 ), further consumer privacy education 
initiatives are required so that consumers can achieve minimal costs (loss of pri-
vacy) while maximising rewards (i.e. online entertainment, socialisation, knowledge- 
acquisition). A greater understanding of the privacy protection mechanisms 
employed by children, adolescents and emerging adults will help to strengthen pri-
vacy regulation and the protection of personal information for each of these specifi c 
groups.      
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    Abstract     Over the last decade it has become apparent that social media may act as 
a vehicle for youth to communicate signs and symptoms of mental health distress. 
Therefore, this qualitative case study explored (1) how signs and symptoms of sui-
cide ideation and severe depression can present within the context of social media 
and (2) how on-line signs and symptoms can be used to create screening tools for 
the general public. Content analysis of media reports, newspapers, and social media 
sites revealed several themes such as (1) loneliness, depression and hopelessness 
were key symptoms, (2) personality characteristics and frequency of social media 
use acted as mediators to identifying escalation of mental health distress, and (3) 
engaging in social media may provide both support and further pain for a person 
experiencing depression. These insights are used to make recommendations for 
future studies and the development of online screening tools.  

1        Introduction 

 Over the last decade it has become apparent that social media may act as a vehicle 
for youth to communicate signs and symptoms of mental health distress, in particu-
lar suicide ideation and severe depression (Luxton et al.  2012 ). The media has cov-
ered numerous cases of youth who committed suicide and communicated their 
mental health distress through social media such as Facebook, Twitter, Tumblr and 
YouTube (Curry  2012 ). For example, a recent Canadian case was that of Amanda 
Todd, a 15 year old who communicated her depression and suicide ideation on 
YouTube over several months before taking her own life (National Post  2012 ). 
Suicide is a leading cause of death for youth in many countries including Canada, 
the United States, Norway, Japan and Belgium (Wasserman et al.  2005 ). Previous 
research has indicated warning signs and symptoms for severe depression and 
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suicidal ideation, which has aided prevention and intervention programmes 
(American Association of Suicidology  2013 ; Centre for Addiction and Mental 
Health  2010 ). It is the early recognition of these warning signs that is essential to 
preventing suicide (Sakinofsky and Webster  2010 ). 

 However, further exploration of how mental health distress is communicated 
online, especially on social media sites, is needed. Social media sites such as 
Facebook, Twitter and YouTube are indicative of the way in which youth today 
communicate and socialise (Brown et al.  2006 ). There is an increasing amount of 
self-disclosure online because adolescents report they are better able to express 
themselves authentically online perhaps due to the anonymity they feel (Lenhart 
et al.  2001 ). Thus, social media have become a key expressive tool for youth where 
they may express signs and symptoms of depression and suicidal ideation. 

 This two-phase study explored how youth use social media to communicate 
mental health distress. The research questions were identifi ed as (1) how can signs 
and symptoms of suicide ideation and severe depression present themselves within 
the context of social media and (2) how can on-line signs and symptoms be used to 
create screening tools for the general public using social media. Phase one involved 
creating a checklist of signs and symptoms of suicidal ideation from the research, 
while phase two involved exploring several youth suicide cases reported in the 
media to examine how these youth used social media during times of mental health 
distress and what signs of suicide ideation and escalation were presented. Using 
content analysis of media reports, public interviews and online communications, 
common themes related to the checklist were identifi ed. Finally, recommendations 
are made for the development of screening tools and educational programmes for 
non-professionals, such as youth or parents, to help youth in times of mental health 
distress.  

2     Literature Review 

 Suicide is a worldwide public health problem amongst adolescents (Bertera  2007 ). 
Global statistics for youth suicide (15–19 years. old) show that suicide is the second 
most common cause of death after road-traffi c accidents (Wasserman et al.  2005 ). 
There are 164,000 recorded suicide deaths of individuals under 25 years old in the 
world every year (Bertera  2007 ). Researchers are quick to point out that this number 
is a gross underestimate considering the number of unsuccessful suicide attempts 
every year that are not recorded (Skinner and McFaull  2012 ) and the misclassifi ca-
tion of suicide of young people (Hawton et al.  2012 ). The suicide rates have 
increased for several youth populations such as females, youth that identify as les-
bian, gay, bisexual or transgender (LGBT), as well as aboriginal youth (Hawton 
et al.  2012 ; Wasserman et al.  2005 ). The suicide methods that youth may choose 
vary and may include medication, guns, hanging or suffocation (Apter  2010 ). 

 There are a number of identifi ed risk factors for suicidal ideation and this includes 
social factors such as bullying or break-ups, pre-existing mental health problems 
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and alcohol or drug abuse (Apter  2010 ; Bertera  2007 ; Skinner and McFaull  2012 ). 
However, depression and loneliness were identifi ed as the most infl uential risk fac-
tors for adolescent suicide (American Foundation for Suicide Prevention  2012 ; 
Apter  2010 ; Sun and Hui  2007 ). Researchers speculated that these two risk factors 
had a reciprocal relationship resulting in increased negative impacts on mental 
health (Lasgaard et al.  2011 ; Sun and Hui  2007 ). Depression, an overwhelming feel-
ing of sadness and hopelessness, is associated with social withdrawal and self- 
perceived social failure which can increase the risk of loneliness (Lasgaard et al. 
 2011 ). Being lonely in adolescence may not only include feeling alienated from 
peers but also the feeling of having failed in the critical task of being socially con-
nected (Apter  2010 ). This in turn causes greater depression. Perpetuating this cycle 
is the fact that many people tend to respond negatively to people suffering depres-
sion (Bertera  2007 ), thus increasing the depressed individual’s feelings of loneli-
ness. The term thwarted belongingness was used by researchers (Lasgaard et al. 
 2011 ) to describe a sense that one does not belong to or feel connected with a valued 
group or relationship; this may cause anger as well as loneliness. 

 The signs and symptoms of suicide have been recorded by many organisations 
and research centres such as the American Association of Suicidology ( 2013 ), the 
Centre for Addiction and Mental Health ( 2010 ), and the Mental Health Commission 
of Canada ( 2012 ). Signs and symptoms of suicide behaviour are often classifi ed into 
three categories; behavioural, cognitive and emotional. Behavioural signs and 
symptoms, the visible behaviours and actions that identify suicidal thoughts and 
emotions, include (a) giving possessions away, (b) getting affairs in order (bank 
accounts, wills), (c) excessive crying, (d) agitation, (e) isolating oneself, (f) writing 
goodbye letters, (g) reaching out to apologise to people, (h) sleeping problems, (i) 
changes in eating habits, (j) directly or indirectly expressing a wish to die, (k) devel-
oping a plan for suicide that includes where, how and when the act will happen 
(American Association of Suicidology  2013 ; American Foundation for Suicide 
Prevention  2012 ; Apter  2010 ; Bertera  2007 ). Emotional signs and symptoms of 
suicidal ideation include (a) depression, (b) a sense of hopelessness, (c) emotional 
pain and (d) feeling out of control (American Association of Suicidology  2013 ; 
Centre for Addiction and Mental Health  2010 ). Cognitive signs and symptoms of 
suicidal ideation, i.e. the thought processes, include (a) being unable to imagine the 
future, (b) negative or pessimistic thoughts, (c) imagining oneself as worthless and 
(d) memory and concentration diffi culties (American Association of Suicidology 
 2013 ; American Foundation for Suicide Prevention  2012 ; Apter  2010 ; Bertera 
 2007 ; Canadian Association for Suicide Prevention  2014 ; Hawton et al.  2012 ; 
Luxton et al.  2012 ). These signs and symptoms may progress in intensity and dura-
tion as a person moves from suicidal thoughts to ideation (Hawton et al.  2012 ). 

 Recently researchers have noted the role that social media play in the lives of 
adolescents and thus also their potential part in mental health, including suicidal 
ideation (Luxton et al.  2012 ). Social networking sites such as MySpace, Facebook, 
Twitter, blogs and MySpace are particularly popular among young people (Mitchell 
and Ybarra  2009 ). Such sites represent a new facet of young people’s environments, 
a place where they spend time exploring their identities and communicating with 
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friends (Mitchell and Ybarra  2009 ; Robertson et al.  2012 ). Social media sites such 
as Facebook can offer an outlet for personal expression and refl ection (Blais et al. 
 2008 ). Adolescents report that they are better able to be their “true selves” when 
communicating on the internet than when communicating face-to-face (Lenhart 
et al.  2001 ). This increased amount of self-disclosure may be due to the limited 
availability of other social cues (Blais et al.  2008 ). Adolescents are better able to 
experiment with social skills, identities, strategies and receiving support that might 
have proven more risky in a face-to-face context (Sun and Hui  2007 ). However, 
some researchers have pointed out the different effects this increased self-disclosure 
and social experimenting can have on adolescents; communicating with known oth-
ers may have a benefi cial impact while communicating with strangers may have no 
impact or a negative impact on relationship quality (Blais et al.  2008 ). 

 The role of the internet in suicidal behaviour has been a topic of recent interest 
(Robertson et al.  2012 ). Researchers present two views on the link between social 
media and adolescent suicide: (1) social media increase the risk for youth suicides 
(Biddle et al.  2008 ; Lenhart et al.  2001 ) and (2) social media can be a protective 
factor against youth suicide (Apter  2010 ; Luxton et al.  2012 ; Skinner and McFaull 
 2012 ). The fi rst view, more prominent in the literature, suggests that when consider-
ing the role of social media in youth suicide, social media increase the risk in several 
ways. First, social media can offer a “how to” dictionary for youth considering 
suicide. A number of studies have found that some internet sites promote suicide 
(Apter  2010 ; Hawton et al.  2012 ). These are called “pro-suicide” websites, social 
media or chat rooms because they offer ideas and support for the act of suicide. 
Second, social media can cause suicide contagion; when others learn and mimic 
suicide behaviour through social modelling (Biddle et al.  2008 ). An adolescent’s 
friends are infl uential in terms of social modelling with respect to suicidal behaviour 
and social media may increase the size of a person’s circle of infl uence, thus result-
ing in an increase in suicide clusters (Robertson et al.  2012 ). A suicide cluster is 
defi ned as an excessive number of suicides or attempted suicides occurring more 
closely together in time and space than would typically be expected in a particular 
community (Robertson et al.  2012 ). In past studies researchers (Luxton et al.  2012 ) 
found that social media allowed for the rapid spread of information and rumours 
within communities. 

 Recent literature suggests the need to explore social media and the Internet as a 
protective factor for young people (Hawton et al.  2012 ; Luxton et al.  2012 ; Robertson 
et al.  2012 ; Skinner and McFaull  2012 ). Social media may be able to act as a pre-
vention aid by offering online support groups or crisis centre information (Skinner 
and McFaull  2012 ). In addition, if people were getting help online this would reduce 
the number of suicides, thus reducing the contagion effect. However, more con-
trolled studies are required to explore how these information and support sites are 
utilised and give support to people at risk (Hawton et al.  2012 ). Some researchers 
(Luxton et al.  2012 ; Robertson et al.  2012 ) noted one possible benefi t of social 
media is the ability to screen people at risk. The monitoring of social networking 
sites by suicide prevention agencies would allow detection of conversations after a 
suicide that might give cause for concern. This in turn could lead to a posting from 
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the agency to remind people they are there to help if needed (Robertson et al.  2012 ). 
Key words could be identifi ed as high-risk words when typed into computers allow-
ing suicide support groups to send messages to posters. Some social media sites 
such as Twitter and Facebook are already engaging in such activities (Curry  2012 ). 
However, privacy settings on social networking sites, the differentiated words that 
could be used to signify suicidal ideation and available resources for online crisis 
support may present barriers for this to happen. 

 The risks and benefi ts of social media related to suicide warrants further investi-
gation (Skinner and McFaull  2012 ) and a number of gaps have been identifi ed. First, 
although there are self-reports for reporting risk factors and the presence of suicide 
ideation, there are still major problems in the objective assessment of suicidal ado-
lescents (Bertera  2007 ). Second, there is a need to understand the time sequence that 
affects suicidal ideation; this includes how individuals escalate from minor thoughts 
to frequent ideation (Apter  2010 ). Third, there is a need for greater understanding of 
the factors that contribute to suicide in young people (Hawton et al.  2012 ). Lastly, 
− and this is the gap this study aims to address, − there is a need to understand the 
role that social media play in the communication of suicidal ideation by adolescents 
(Hawton et al.  2012 ; Luxton et al.  2012 ).  

3     Methods 

3.1     Research Design and Method 

 In order to accomplish the research aim of this study, which was to explore how 
signs and symptoms of suicide ideation and severe depression can present within 
the context of social media, a qualitative case study was used with four public cases 
of adolescent suicides in North America. A case study design was chosen as being 
conducive to describing context and illustrating participants’ realities and actions, 
both essential to fulfi lling the purpose of this study (Yin  2009 ). Using small sample 
sizes such as this allows for detailed descriptions that can uncover patterns of mean-
ings that might be lost with larger sample sizes (Eisenhart and Graebner  2007 ). Data 
from the four case studies allowed for comparison and congruence. However, as is 
typical in exploratory and interpretative case study research (Yin  2009 ), each case 
was reviewed individually before cross- case comparisons were made. Although 
generalisation is diffi cult with small sample sizes, the purpose of this study was to 
explore potential themes in order to guide and conduct further studies in this area. 

 In order to understand how the four adolescents used social media, public infor-
mation, such as media releases and social media communications, was explored. 
Content analysis, − a qualitative data reduction method that attempts to identify 
core themes and meanings from text or images, − was used as it provided the oppor-
tunity to understand the adolescents’ social reality in a subjective yet scientifi c 
 manner (Zhang and Wildemuth  2009 ). In order to create the themes a directed con-
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tent analysis approach was used whereby initial coding was developed from theo-
ries and relevant research fi ndings related to signs and symptoms of depression and 
suicidal ideation (Berg and Lune  2011 ). Thus, this study involved two phases of 
research: (1) creating a checklist of signs and symptoms of suicide and severe 
depression from a review of the literature in order to guide analysis of case studies 
(2) content analysis of each case to review how the signs and symptoms of suicide 
or severe depression were communicated.  

3.2     Sample 

 Purposeful sampling was applied in this study in order to select participants who 
could provide insight and in-depth information about this phenomenon of central 
importance (Fletcher and Plakoyiannaki  2010 ). Selection criterion included (1) cur-
rent or prominent cases in the media to increase available data sources on each case, 
(2) adolescents similar in age range in order to increase reliability of cross-case 
comparisons, (3) adolescents from Canada and United States to increase cultural 
similarities and (4), adolescents who used social media. Based on these criteria four 
cases were selected for this exploratory study: (1) Amanda Todd, 15 years old from 
British Columbia, Canada, (2) Jamie Humbly, 14 years old from Ontario, Canada, 
(3) Felicia Garcia, 15 years old from New York, United States and (4) Amanda 
Cummings, 15 years old from New York, United States. These cases were explored 
to understand the role that social media play in the lives of adolescents suffering 
from suicidal ideation and depression.  

3.3     Data Analysis 

  Phase One     In order to understand the communication of suicide and severe depres-
sion in an online environment the signs and symptoms of suicide were fi rst reviewed. 
Phase one involved completing a literature review of the signs and symptoms of 
suicide ideation identifi ed by experts in the fi eld. To conduct this literature review 
the following methods were used: (1) an internet search of key words “suicide”, 
“adolescents”, “depression”, suicide risk factors, “suicidal signs and symptoms”, 
(2) an internet search for major organisations and associations related to suicide and 
mental health and (3), a review of suicide intervention and prevention training man-
uals. All of the signs and symptoms identifi ed in the related documents were 
recorded and then re-examined to identify the most common cited signs and symp-
toms or overlapping ideas. Upon completion a checklist was created of common 
suicidal signs and symptoms (Table  1 ).
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     Phase Two     Interpretative content analysis was conducted on the data sources for 
each adolescent. First data were collected by searching the public records for each 
case through websites, news archives, public interviews with family and friends and 
recorded online communications. These data were separated for each case and put 
into chronological order to piece together a timeline of events. Second, the unit of 
analysis was defi ned as words or images from the data that communicated themes 
of suicidal ideation and severe depression. Third, the coding schemes for the units 
of analysis were developed; each sign/symptom from the checklist was defi ned as a 
potential theme and created as a code (i.e. depression or loneliness). Fourth, the data 
were coded by going through each data source and reviewing what the adolescent 
did on social media sites, including what they wrote, posted, liked, created or 
browsed. Once a theme was identifi ed from their use of words, images or behav-
iours it was coded and then entered into a construct table that contained columns for 
each theme, case and date (Zhang and Wildemuth  2009 ; Berg and Lune  2011 ). In 
order to ensure reliability, direct comments made by the adolescents were recorded 
the way they were written, including slang and grammar or spelling mistakes (Yin 
 2009 ). An extra column was created titled  new themes  for any emerging themes not 
identifi ed by the literature review. Fifth, the consistency of coding schemes was 
evaluated by re-checking the coded items and their relationship to each other. 
Through this process it was noted that several units of analysis needed to have more 
than one code because they fi tted into several categories. Lastly, conclusions were 
drawn from the data (fi rst on a case by case basis and then using a cross-case com-
parison). This involved adding a separate column to the construct table that sum-
marised the case evidence and indicated how the construct was measured (Yin 
 2009 ) (Table  2 ).

   Table 1    Suicide checklist: Signs and symptoms identifi ed from literature review   

 Symptoms  Signs 

 Hopelessness  Expressing wish to die 
 Depression/emotional pain  Has a suicide plan 
 Desperation  Isolation/social withdrawal 
 Loneliness  Getting affairs in order 
 Thwarted belongingness (perception of social 
failure, not belonging) 

 Inability to cope (self-medication, 
confusion, risky behaviour) 

 Pessimism/negative thoughts  Making amends 
 Anxiety/agitation  Preoccupation with death 
 Low self-esteem/feelings of worthlessness  Giving items away 
 Anger  Saying goodbyes 

 Excessive crying 
 Sleeping/eating diffi culties 
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4          Results 

 The results of this analysis are presented in narrative case presentations. First, each 
case is presented individually and then a brief cross-case comparison is presented. 
These results are then followed by a discussion of the fi ndings as well as the impli-
cations and recommendations from this study. 

4.1     Individual Case Presentations 

  Case 1: Amanda Todd     Amanda, a grade ten student from British Columbia had 
suffered mental health issues, including anxiety, depression and eating disorders, as 
well as peer victimisation, prior to her suicide in October 2012 (Grenoble  2012 ). A 
series of events involving harassment and cyber-bullying from a specifi c male and 
peers had increased her mental health anguish. Through a video chat room in 2007 
she met a male who convinced her to post semi-nude pictures of herself. This male 
later distributed the photos on the Internet and used them to create a fake Facebook 
page (Shaw  2013 ). This resulted in ridicule and bullying from peers that caused 
Amanda to move two times; she began to experience anxiety, taking drugs and alco-
hol, practising self-harm behaviours and suffering depression (National Post  2012 ). 
A later incident involving a sexual encounter with a past boyfriend caused an alter-
cation with Amanda and a group of girls led by the male’s girlfriend. Amanda was 
assaulted and shortly afterwards attempted suicide (Grenoble  2012 ). Derogatory 
remarks and insults were left on Amanda Todd’s Facebook page after her suicide 
attempt. Although Amanda received mental health treatment she continued to expe-
rience anxiety and depression up to the time of her death (Shaw  2013 ).  

 During this time Amanda had used social media sites, such as chat-rooms, 
Facebook and YouTube, and expressed herself with technological tools such as 
prezi and video recordings on her phone (National Post  2012 ; Todd  2012a ,  b ,  c ). 
She created a prezi about bullying to bring awareness to others and this made her 
feel better for a short time (Todd  2012a ,  b ,  c ). One month prior to her death she 
posted a 9 min video clip to YouTube titled  My Story: Struggling, bullying, suicide 
and self-harm  (National Post  2012 ) .  In the video she used fl ashcards, without any 
verbal communication, to tell of her ordeal. Through her narrative she expressed 

   Table 2    Sample of construct table used for evidence of each case   

 Theme  Evidence  Date  Summary notes 

 Depression 
 Loneliness 
 Anger 
 Hopelessness 
 Desperation 
 New theme? 
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many signs and symptoms of suicide and severe depression. Amanda hinted at feel-
ing  lonely  in one of her slides “I have no one” (Todd  2012a ,  b ,  c ). In addition to 
direct statements of feeling lonely she demonstrated signs of  isolation.  Amanda 
suffered from agoraphobia, barely leaving the house for months due to anxiety and 
peer victimisation (Shaw  2013 ); she also frequently posted photos and videos on her 
own. She demonstrated a  wish to die  by stating: “I wanted to die so bad” and describ-
ing her previous attempt “when he brought me home I drank bleach” (Todd  2012a , 
 b ,  c ).  Emotional pain  and  depression  was communicated in her words “I started 
cutting”, “I am constantly crying now”, “I cried every night”, “Constantly cutting, 
very depressed.”, “It killed me inside” (Todd  2012a ,  b ,  c ). She was demonstrating 
constant and uncontrollable  crying , a sign of depression (American Association of 
Suicidology  2013 ). Signs of  depression  were also evident in the video in Amanda’s 
body language. Amanda shared feelings of  hopelessness;  “Life’s never getting bet-
ter” and “every day I think…why am I still here” (Todd  2012a ,  b ,  c ). Amanda’s 
 desperation  was evident in her YouTube video where she attempted to ask for help: 
“I have no one, I need someone” (Todd  2012a ,  b ,  c ). Because this cry for help was 
made to the public it could be assumed that Amanda was desperate for someone to 
help her. In this 9-min video she also communicated the  inability to cope ; she wrote 
about drinking, self-cutting, risky behaviour and confusion (Shaw  2013 ). Prior to 
her death Amanda left a  goodbye message  for her mother by creating a video on her 
phone (Shaw  2013 ). 

 Amanda Todd demonstrated numerous signs and symptoms of suicidal ideation 
not only through her words, but also through her body language and actions. She 
demonstrated depression, emotional pain, loneliness, hopelessness, desperation, 
crying, isolation and a wish to die. Her use of technology may have also indicated 
an escalation of depression. Her prezi, created on 7 September 2012 was about bul-
lying and was meant to be informative; the focus was not on her personal experi-
ences of bullying. However, her YouTube video clip created on 11 October 2012 
about bullying was very personal and expressed many signs and symptoms of severe 
depression and suicide. In the video she directly asked for help. Although technol-
ogy and social media may have given Amanda a method of expressing herself, they 
also became a source of negativity; she experienced cyber-bullying and harassment 
from peers and strangers on chat rooms, Facebook and YouTube. This negative 
feedback from her social environment often triggered or escalated Amanda’s feel-
ings of depression and loneliness (Shaw  2013 ). 

  Case 2: Jamie Hubley     Jamie a grade ten student from Ottawa, Canada was openly 
gay and took his own life in 2011 after years of experiencing bullying, depression 
and loneliness (CBC  2011 ). Being an openly gay male at a Catholic school in a 
small town in Canada was hard for Jamie (CTV News  2011 ). In grade seven Jamie 
was harassed on a school bus for participating in fi gure skating. A group of boys on 
the bus tried shoving batteries down his throat (CBC  2011 ). His parents moved him 
to a public school in the hope that things would get better but according to his par-
ents things did not improve (CBC  2011 ). Jamie was teased and harassed for his 
sexuality. He tried to advocate for gay rights through his school rainbow club (a 
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gay-straight alliance group). However, shortly after putting posters up to support the 
club the posters were torn down (CTV News  2011 ).  

 Jamie often engaged with social media sites; he had his own blog page on tumblr 
and used YouTube to post comments or videos of himself (Tumblr  2011 ). Earlier 
online communications from Jamie were positive as he discussed such topics as his 
love for music and hopes of meeting someone (CTV News  2011 ). However, with 
time his posts became more negative; he expressed frustration and  anger  for being 
the only openly gay male at his school and wanting to fi nd a boyfriend; “I hate being 
the only open gay guy in my school… It f***ing sucks” (CBC  2011 ). He expressed 
feelings of  depression  on his blog; “Being sad is sad… I’v been like this for way to 
long” (Tumblr  2011 ). He also made direct comments of being on medication for 
depression; “Iv been on 4 different anti -depressants, none of them worked. I’v been 
depressed since January, How f***ing long is this going to last” (CTV News  2011 ). 
Jamie communicated feelings of  hopelessness  and  inability to cope ; “How do you 
even know It will get better? its not” and “I really want to end it. Like all of it, I not 
getting better theres 3 more years of highschool left” (CTV News  2011 ). Shortly 
before his death he wrote; “I’m tired of life, really. It’s so hard, I’m sorry, I can’t 
take it anymore” and “I don’t want to wait 3 years” (Tumblr  2011 ). He demonstrated 
 emotional pain  in his communications; “It’s just too hard. This hurts too much.” 
(Tumblr  2011 ).  Emotional pain  was also evident in the way he described himself as 
broken; “You can’t break what is already broke” and “You bent me until I broke” 
(CTV News  2011 ). This may also demonstrate  low self-esteem  since he sees himself 
as damaged. Jamie often posted video clips of himself alone, either signing or danc-
ing and this could demonstrate  isolation. Anger  was demonstrated in several posts: 
“f-ck hig school and f—ck having shitty friends” (Burke  2011 ) and in his fi nal post 
“like me (many) a big f--k you. Go ride a unicorn” (Tumblr  2011 ). As time went on 
Jamie’s posts of depression and loneliness became more frequent (Burke  2011 ) 
demonstrating escalation of his depression. Indirect  wishes to die  were expressed 
several times in his blogs “I really want it to end”, “I am tired of life”, and “Maybe 
in my next life I will be a fl ying squirrel” (Tumblr  2011 ). 

 Jamie Hubley demonstrated several signs and symptoms of suicidal ideation and 
severe depression on social media sites such as tumblr and YouTube; emotional 
pain, depression, anger, loneliness, wish to die, inability to cope and isolation. Jamie 
used social media as an outlet to express himself. Over time his expressions of 
hopelessness, loneliness and depression became more frequent, demonstrating an 
escalation of depression and suicidal ideation. There were fewer and fewer “good 
day” announcements. Similar to Amanda Todd, Jamie used his social media to indi-
rectly seek help; he posed the question “how do you even know it will get better?” 
as if seeking a response. Signs and symptoms of Jamie’s depression were not only 
evident in his direct communications (words), but also in his body language por-
trayed in his videos and pictures; he appeared sad and lethargic. Like Amanda Todd, 
Jamie left a suicide note on his blog page instead of a hand written note. 

  Case 3: Felicia Garcia     Felicia was from New York and took her own life in 
October 2012 by jumping in front of a subway train in front of her classmates (Pow 
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 2012 ). Felicia had a diffi cult childhood. Her parents died when she was young and 
she went to live with her aunt. However, her aunt was unable to care for her and 
Felicia moved in and out of foster care homes where she frequently ran away 
(Chapman et al.  2012 ). In high school Felicia experienced a number of events that 
impacted on her mental health. Rumours were spread at the high school that Felicia 
had had sexual relations with several boys on the football team at a party. The 
encounters were recorded and quickly spread throughout the school. Felicia experi-
enced bullying and harassment because of this event and suffered depression 
(Driskill  2012 ). School personnel attempted a mediation session with her and one of 
the males on the football team however the male denied harassing Felicia in the ses-
sion. Immediately after the session she exchanged words with another football 
player (Chapman et al.  2012 ). She took her life that same day by falling backwards 
onto the subway track after school where many classmates stood (Pow  2012 ).  

 Felicia liked to use social media sites such as Twitter, Facebook, Instagram and 
YouTube. Although Felicia was described as a private and tough person (Pow  2012 ) 
she did demonstrate some signs and symptoms of depression and suicide ideation 
on these sites. She posted a photo of herself on Instagram that demonstrated  depres-
sion;  the photo was of her smiling, however the word depressed was cut and pasted 
across her eyes. The caption read “Just because someone is smiling does not make 
them happy” (Driskill  2012 ). This photo may have been a call for help. In another 
photo she wore makeup to look like she had stitches going through her mouth to 
keep her mouth closed and makeup to look like blood and injuries on her face. 
Although no caption was included, this photo might have portrayed the  anger ,  iso-
lation  and  depression  she was feeling. The tweets on her Twitter account demon-
strated  anger  and  thwarted belongingness  from the treatment she was receiving 
from peers; “treat me like a joke and I will leave you like it’s funny”, “guys who 
play with girls head #BLOWME!”, “when bitches are pussy and cannot handle their 
own problems, or when they continue talking shit on facebook and twitter”, “I hate 
when people are in my business, you don’t even know what’s going on, mind ya 
neck!”, and “people should really consider wearing a diaper around their mouth 
considering all the shit they talk” (Driskill  2012 ). These last two tweets were posted 
less than 2 weeks before Felicia took her own life (Pow  2012 ). Two days before 
Felicia died by suicide she posted her last tweet saying “I cant, im done, I give up” 
(Pow  2012 ). The message communicated several signs and symptoms; a  wish to die , 
 saying goodbye, hopelessness  and  inability to cope . After Felicia’s death strangers 
and peers her age posted derogatory remarks and images on Facebook YouTube and 
other social media sites. 

 Felicia Garcia demonstrated some signs and symptoms of depression, including 
a clear message of suicidal ideation 2 days before she took her life. Her tweets and 
photos on Instagram demonstrated  anger, depression  and  isolation . Her fi nal mes-
sage demonstrated a sense of  hopelessness  that things would not get better and she 
could not  cope  with her situation. Escalation of her anger and frustration was dem-
onstrated by more negative posts and less happy communications about football or 
friends. According to her family and friends Felicia demonstrated toughness; she 
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rarely cried, showed her pain or reacted to bullies (Driskill  2012 ). The need to 
appear tough or in control may have been due to her upbringing She often reacted 
to her situation with expressions of anger instead of sadness. Such behaviour may 
mask signs and symptoms of depression and suicidal ideation on social media sites. 
However, this case demonstrates that underlying feelings of depression can be com-
municated, not only in written text, but also through images. 

  Case 4: Amanda Cummings     Amanda, also from New York, was described as sen-
sitive and artistic. She died by jumping in front of a city bus with a suicide note in 
her pocket 2 days after Christmas (Chapman and Boyle  2012 ). Speculation about 
the causes of Amanda’s death focused on bullying, a history of depression, self- 
harm and heart break over boys (Mackenzie  2012 ). Amanda had received psycho-
logical treatment for her self-cutting at an earlier time (Chapman and Boyle  2012 ). 
She was in a relationship with an older boy that ended soon before her death 
(Mackenzie  2012 ). Her suicide note mentioned not being able to live without him 
(mydeathspace  2012 ). Family members reported that Amanda was being bullied 
and harassed by classmates due to her relationship with the male; one of the girls 
liked the boy as well.  

 For weeks leading up to her death Amanda posted messages on Facebook chron-
icling her feelings and thoughts. Signs of  depression  were evident in several posts; 
“worst sat. nite evr I cnt believe this is happening what did I do to deserve this?”, 
“im spending this sat nite alone in my room crying”, and “I am so tired-__________- 
fml depressed mood too” (Chapman and Boyle  2012 ). Amanda demonstrated  des-
peration  for help through her Facebook message posted 11 days before her death; 
“When I say Im ok I want that one person to look me in the eye, hug me, and say no 
you are not”. She expressed feelings of  loneliness ; “mad people are turning against 
me, I am spending this sat nite alone in my room” (Chapman and Boyle  2012 ). This 
sense of  thwarted belongingness  caused anger and loneliness. Her  anger  was evi-
dent in her post “ur gunna catch a cold from the ice inside ur heart” (Mackenzie 
 2012 ). Thoughts of suicide, including a potential  plan , were evident in several posts; 
“ill go kill myself with these pills, this knife, this life had already done half the job”, 
“getting ready then im outa here, im off this” (McKenzie and Keneally  2012 ). On 
the day she died she posted a message on Facebook “Nd, I’ll die tonight crying over 
you”. After seeing this message her family and friends frantically tried calling her, 
texting her and posting messages on Facebook to get her to come home (Mackenzie 
 2012 ). She jumped in front of a city bus at 7:30 pm that evening but did not die from 
her injuries until a week later (McKenzie and Keneally  2012 ). While she was in the 
hospital, and even after her death, derogatory messages were left on her Facebook 
page and posted to Youtube. 

 Amanda Cummings demonstrated signs of depression, loneliness, anger, a wish 
to die, thoughts of suicide, as well as a plan for suicide. She made several direct 
remarks about ending her pain and killing herself. Although Amanda used Facebook 
to express her feelings and perhaps gain support from peers she also received nega-
tive feedback, similar to Amanda Todd. Even after her death people posted deroga-
tory remarks on her Facebook site. Her symptoms escalated with more frequent 
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posts of depression and loneliness throughout December, although there were peri-
odic posts of happily anticipating Christmas. 

  Cross-Case Comparison     When a cross-case comparison was conducted of the 
four cases several similarities and differences were noted. The most common and 
notable symptoms expressed by the teenagers were depression, emotional pain, 
loneliness, thwarted belongingness and hopelessness. Three of the teenagers left a 
fi nal goodbye on a social media site; Amanda Cummings on Facebook, Jamie 
Hubley on his blog, Felicia Garcia on Twitter. Jamie, Felicia and Amanda Cummings 
all died within 2 days of their fi nal posts. In all four cases there were allegations that 
bullying contributed to the teenagers’ suicides. This coincides with fi ndings from 
researchers that bullying can be a contributing factor in youth suicides (Sun and Hui 
 2007 ). For three of the adolescents, Amanda Todd, Amanda Cummings and Felicia 
Garcia, the very social media sites they used to express themselves became a vehicle 
on which others could post derogatory remarks about their deaths and personal 
characters. Three of the four youth, Amanda Todd, Amanda Cummings and Jamie 
Hubley, directly or indirectly reached out for help through social media. The one 
youth described as “tough”, Felicia Garcia, did not make any requests or appeals for 
help. She often portrayed only anger and did not point out the trouble in her life. The 
two teenagers described as “sensitive”, Jamie Hubley and Amanda Cummings, used 
their social media sites more frequently and expressed more private emotions and 
thoughts. These fi ndings and other insights of this exploratory study are discussed 
further.   

4.2     Discussion 

 Several insights as to how youth can use social media to communicate signs and 
symptoms of suicide ideation and how screening tools could be developed were 
gained from this exploratory study. It was evident that social media sites could 
record information like a personal journal, demonstrating mood patterns and activi-
ties over a period of time. Such online journals can be useful for detecting escalation 
of mental health problems, such as depression. When experiencing suicidal ide-
ation, thoughts of suicide, death or emotional pain become more frequent; the per-
son has less good days and becomes preoccupied with their symptoms (Livingworks.
com). This was particularly evident for Jamie Hubley and Amanda Cummings 
whose negative posts escalated. However, the fi ndings from this study suggest that 
personality characteristics may affect the amount of personal and sensitive informa-
tion that a person shares. Individuals similar to Felicia Garcia for instance, may not 
demonstrate a clear escalation process if they are not revealing as much informa-
tion. In addition, differences in personality characteristics or confl ict styles may 
impact the way a person reacts to feelings of thwarted belongingness. Some teenag-
ers may convey sadness due to being left out where others convey anger; this differ-
ence was evident between Felicia Garcia and Amanda Todd. Depression in the guise 
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of anger should be considered in screening tools and awareness programmes. Time 
spent on social media sites will also affect signs of the escalation of mental health 
problems; if a person is not using social media frequently the patterns will be dis-
rupted. Therefore, online screening tools for suicide should consider the dates and 
frequency of engagement on social media sites as mediators for the signs or 
symptoms. 

 The most prominent signs and symptoms of suicidal ideation in the four cases 
were depression, loneliness and hopelessness and these three symptoms may need 
to be highlighted in suicide programmes. Researchers (Lasgaard et al.  2011 ; Sun 
and Hui  2007 ) suggested that depression and loneliness act in a cyclical fashion; 
people tend to isolate others with depressions causing more feelings of loneliness 
for the person. This may have happened for the youth in this study; the more they 
presented depression or their need for help the more they risked isolation from their 
peer group. There were indications that this was the case for Amanda Todd; after 
she posted her YouTube video clip she received numerous derogatory and hurtful 
remarks on her Facebook page and YouTube comments section (Grenoble  2012 ). 
This would have increased her feelings of isolation and thwarted belongingness. 
Hence, social media may act as a double-edged sword for people experiencing 
depression; it can cause pain as well as provide support. This coincides with research 
that suggests communicating with known others may have a benefi cial impact while 
communicating with strangers may have a negative impact on relationship quality 
(Blais et al.  2008 ). Suicide screening tools or programmes should include this infor-
mation in order to inform people of how the type of support individuals are receiv-
ing or not receiving online can make their symptoms escalate. In addition, key 
words or phrases representing loneliness, depression or hopelessness should be pro-
vided as examples in online screening tools for the general public. 

 Social media and online technology also bring a new realm of communication 
not seen in face-to-face interactions. That includes communication through pic-
tures, images or videos as we saw with Felicia Garcia, Amanda Todd and Jamie 
Hubley. Many social media sites such as Facebook, Instagram, YouTube and tumblr 
allow users to be creative and create videos, pictures, collages or personal pictures. 
Choices in pictures and creative displays can be revelations of emotions according 
to research in the fi eld of creative therapies (Malchiodi  2011 ). Feelings of loneliness 
and depression can be communicated through images, as seen in the way Felicia 
Garcia communicated her feelings of depression in her photo of herself with the 
word depression cut and pasted over her eyes. Most suicide intervention and aware-
ness programmes do not consider online adaptations of signs and symptoms of 
suicide or severe depression, especially considerations for visual presentations 
such as videos and pictures. Methods of reviewing or analysing photos for signs or 
symptoms of suicide or depression should be examined, especially for social media 
sites geared towards youth that are naturally exploring their creative instincts 
(Malchiodi  2011 ). 

 Posting suicide notes on social network sites in place of hand-written notes 
appears to be a recent phenomenon that is not clearly understood (Ruder et al. 
 2011 ). In this study, social media provided the means for three of the four youth to 
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leave a suicide note or fi nal message. Jamie posted a message on his blog site, 
Felicia Garcia left a message on twitter and Amanda Cummings left a message on 
Facebook. Although it is not a social media site, Amanda Todd left her mother a 
message on her phone in the form of a video (Shaw  2013 ). A consideration for 
future studies and suicide screening tools is the fact that Jamie, Felicia and Amanda 
Cummings all died within 2 days of their fi nal posts. This may indicate the severity 
of their feelings and seriousness of such posts or remarks on social media sites. In 
addition, posting a suicide note or goodbye message on a public site may put greater 
pressure on teens to follow through with their actions. A hand-written note can be 
kept private and discarded if the teenagers change their mind but messages on social 
media sites remain forever once posted. Teenagers, who value toughness or credi-
bility, may feel they need to walk to the talk amongst their peer groups. It was also 
noted from this analysis that the word “ can’t ” was used by three of the four youth 
close to the end of their lives. The word can’t is associated with a feeling of `no 
alternative (dictionary.com). Such key words could be provided as examples in 
screening tools for the general public to give them direction on how emotions and 
feelings may be described.  

4.3     Limitations 

 This study is limited in the ability to generalise its results to larger population sizes 
because of the small sample size. However, this study could be used for generalisa-
tion to theoretical propositions or populations that share commonalities of experi-
ence through interpretation of the data (Kapitan  2010 ). In addition, analytical and 
theoretical generalisations could be explored with future studies using larger sample 
sizes. There are several possible limitations to using qualitative data, as identifi ed in 
the literature and applicable to this study: (1) the meaning of words or phrases could 
be misinterpreted by researchers (Yin  2009 ), (2) the contextual nature of statements 
may not be understood (Stake  2010 ) and (3), visual images are subjective (Malchiodi 
 2011 ). In addition, information was limited for each of the cases because social 
media sites are often shut down when the user is deceased. This prevents a full 
review of their historical online activity.  

4.4     Implications/Recommendations 

 This exploratory study has a number of implications for future research. By explor-
ing how warning signs and symptoms of suicide are presented online, screening 
tools may be developed to assist in the prevention of suicide. Such screening tools 
can be combined with current screening methods that do not consider virtual signs 
and symptoms, and with aid of professionals and non-professionals, such as parents 
or peers, in identifying mental health distress. Current initiatives by social media 
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such as Facebook, Twitter and Tumblr are limited in what they screen, assess and 
how they can provide interventions (Luxton et al.  2012 ). Thus, friends, families and 
the online community can learn how to identify warning signs. Giving the general 
public the resources and tools to identify severe depression and suicidal ideation 
may help fi ll the mental health service gap (Sakinofsky and Webster  2010 ). Of even 
greater value is helping adolescents, the population group most at risk and the high-
est consumers of social media, learn how to identity mental health distress in their 
peers and assist in the prevention and intervention of adolescent suicide. 

 The fi ndings from this study suggest future research directions, as well as recom-
mendations for the development of online screening tools and awareness pro-
grammes related to suicide. These include: (1) loneliness, depression and 
hopelessness should be highlighted as key symptoms related to suicidal ideation, (2) 
examples of key words or phrases representing signs and symptoms should be 
researched and provided on screening tools, (3) methods of reviewing and evaluat-
ing images, videos and pictures should be further researched and provided on 
screening tools, (4) personality characteristics and frequency of social media use 
should be discussed as mediators for identifying the escalation process, (5) methods 
of identifying and immediately addressing goodbye messages should be included in 
screening tools and awareness programmes, (6) methods for reviewing timelines of 
events to assess the escalation process should be included on screening tools, (7) 
methods of assessing the types of support a person is receiving online (positive vs. 
negative) should be discussed and included and (8), a full checklist of signs and 
symptoms should be developed with examples of online adaptations. Considering 
the insights from this preliminary study, future research in these areas will be con-
ducted in a third phase in order to develop an online screening tool for suicide to be 
used by the general public.      
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    Abstract     Some Internet users fi nd it diffi cult to control the time spent on the 
Internet, which can lead to a negative impact on school, work and relationships with 
friends and family. The main goal of the present study was to assess the prevalence 
of compulsive social networking using the Compulsive Social Networking Scale 
(CSS) and to determine the profi le of compulsive versus non-compulsive users of 
SNSs by means of a cross-sectional survey among 1002 Belgian adolescents. The 
results indicate that respondents had an average score of 0.85 on the CSS (range 
0–4). When applying a cut off of 2 and more, this resulted in 7.1 % compulsive 
users. Results showed that both personality traits (6 %) and psychosocial well- being 
(7.3 %) explain signifi cant amounts of variance above gender and age. In sum, the 
block of age and gender together with personality and psychosocial well-being 
explains 15.8 % of the variance.  

 The research that led to these results was commissioned by Belgian Science Policy Offi ce (Belspo) 
through the contract number [DR/00/064]. 

        J.   Vangeel      (*) •    R.   De   Cock      
  Institute for Media Studies (IMS) ,  KU Leuven ,   Leuven ,  Belgium   
 e-mail: Jolien.Vangeel@soc.kuleuven.be; Rozane.Decock@soc.kuleuven.be   

    A.   Klein      
  Research Centre in Information ,  Law and Society (CRIDS), FUNDP ,   Namur ,  Belgium   
 e-mail: Annabelle.Klein@unamur.be   

    P.   Minotte      
  Reference Centre in Mental Health (CRéSaM) ,   Namur ,  Belgium   
 e-mail: p.minotte@cresam.be   

    O.   Rosas      
  Institute for Culture and Society (ICS) ,  University of Navarra ,   Navarra ,  Spain   
 e-mail: orosas@unav.es   

    G.-J.   Meerkerk      
  IVO Addiction Research Institute Rotterdam ,  Erasmus Medical Centre Rotterdam , 
  Rotterdam ,  Netherlands   
 e-mail: meerkerk@ivo.nl  

mailto:Jolien.Vangeel@soc.kuleuven.be
mailto:Rozane.Decock@soc.kuleuven.be
mailto:Annabelle.Klein@unamur.be
mailto:p.minotte@cresam.be
mailto:orosas@unav.es
mailto:meerkerk@ivo.nl


180

1         Introduction 

 Social networking sites (SNSs) 1  are a very popular online activity among children 
in Belgium. In 2011, 39 % of 9–12-year-olds and 86 % of 13–16-year-olds had a 
profi le on a SNS. Facebook appears to be the most popular SNS with 70 % of the 
9–16-year-olds having a profi le, designating the site as their only or most used SNS 
(Livingstone et al.  2011 ). 95 % of the Belgian children between 9 and 16 years old 
go online at least once a week and 66 % do this (almost) every day (d’Haenens and 
Vandoninck  2012 ). Boyd and Ellison ( 2007 ) defi ne SNSs as

  web-based services that allow individuals to (1) construct a public or semi-public profi le 
within a bounded system, (2) articulate a list of other users with whom they share a connec-
tion, and (3) view and traverse their list of connections and those made by others within the 
system. 

   According to the authors SNSs are unique not because of the possibility to meet 
strangers but because they allow users to show their connections to others. This 
view is also supported in an extended literature review by Kuss and Griffi ths ( 2011 ). 
The results indicate that SNSs are mostly used to maintain offl ine connections 
rather than to make new friends. Although the Internet and new online technologies 
such as SNSs have several advantages, the increasing amount of time spent online 
can lead to maladaptive use, certainly among young people (Echeburua and de 
Corral  2010 ). In some cases Internet users are not able to control the time spent 
online, which can have negative consequences for relationships with family and 
friends and can lead to problems at school (Young  1998 ). 

1.1     Terminology and Defi nition 

 Several authors have referred to the maladaptive use of Internet by using the term 
“Internet addiction” (Griffi ths  1998 ; Young  1998 ), whereas others prefer “problem-
atic” (Caplan  2002 ), “pathological” (Davis  2001 ), “excessive” (Suhail and Bargees 
 2006 ) or “compulsive” (Meerkerk  2007 ) Internet use. In line with Meerkerk, the 
term compulsive Internet use will be used in the current study. The author states that 
the term addiction implies an addiction to the Internet itself, whereas in reality 
“addicts” mostly have a problem dealing with the use of a specifi c type of Internet 
application such as gaming, pornography and online communication. 

 Furthermore the defi nition of this type of behaviour varies considerably from one 
study to another. Kandell ( 1998 ) defi nes Internet addiction as:

  a psychological dependence on the Internet that is characterised by (a) an increasing invest-
ment of resources on Internet-related activities, (b) unpleasant when offl ine, (c) an increas-
ing tolerance to the effects of being online, and (d) denial of the problematic behaviours. 

1   For readability reasons ‘social networking sites’ will be abbreviated to ‘SNSs’ in the rest of the 
chapter. 
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   Kandell remarks further that people who suffer from these symptoms are often 
also dealing with underlying psychological problems (comorbidity). Beard and 
Wolf ( 2001 ) defi ne the phenomenon as “use of the Internet that creates psychologi-
cal, social, school, and/or work diffi culties in a person’s life” and put a stronger 
emphasis on the negative consequences for everyday life. Griffi ths ( 1998 ) uses the 
criteria of the Diagnostic and Statistical Manual Fourth Edition (DSM-IV) to come 
to a defi nition of Internet addiction including salience, mood modifi cation, toler-
ance, withdrawal symptoms, confl ict and relapse. The author states that any behav-
iour that meets all these criteria can be defi ned as an addiction. Despite the lack of 
a standardised terminology and defi nition most researchers do agree that the phe-
nomenon exists (Chou et al.  2005 ) and the problem has received a lot of attention 
from researchers from different fi elds of expertise such as psychology, psychiatry 
and sociology (Chou and Hsiao  2000 ). 

 This chapter focuses specifi cally on the compulsive use of SNSs. According to 
Kuss and Griffi ths ( 2011 ) an addiction to SNSs is part of what is described by 
Young et al. ( 1999 ) as a cyber-relationship addiction, which is characterised by 
over-involvement in online relationships. SNS addiction can be defi ned as a disor-
der that is “urge-driven” and includes a compulsive component. This type of addic-
tion is a specifi c category in the spectrum of addictions related to Internet use 
(Karaiskos et al.  2010 ).  

1.2     SNSs and Personality 

 Although literature on the topic is still scarce, some studies have linked personality 
traits to the use of SNSs using the Five-Factor model that divides personality into 
fi ve dimensions: openness, extraversion, neuroticism, conscientiousness and agree-
ableness (Costa and McRae  1992 ). Extraversion and conscientiousness appear to be 
signifi cantly related to the use of SNSs. Individuals with high scores on extraversion 
and low scores on conscientiousness make use of SNSs more often and report more 
addictive tendencies (Wilson et al.  2010 ). Correa et al. ( 2010 ) also found higher 
levels of SNS use among extraverts, especially among young adults. Results of a 
study conducted among university students show that people scoring high on extra-
version belong to more Facebook groups, but no difference was found regarding the 
number of Facebook friends and use of communicative functions. Students scoring 
high on neuroticism had a preference for using the Facebook wall. Those with low 
scores on this trait preferred posting pictures on their own profi le. Agreeableness 
and openness did not appear to be related to Facebook features (Ross et al.  2009 ). 
Amichai-Hamburger and Vinitzky ( 2010 ) found a higher number of friends among 
people with high scores on extraversion supporting the results of Ross et al., but 
found no difference regarding the membership of Facebook groups.  
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1.3     SNSs and Psychosocial Well-Being 

 The literature examining the link between SNSs and psychosocial well-being is 
equally scarce. Valkenburg et al. ( 2006 ) investigated whether the use of SNSs infl u-
ences social self-esteem and the well-being of adolescents. Results indicated that 
there was no direct relationship, but the use of SNS did infl uence social self-esteem 
and well-being in an indirect way through received feedback on the SNS profi le and 
the tone of that feedback. Negative feedback on the profi le led to lower social self- 
esteem and well-being, while positive feedback led to an increase of the social self- 
esteem and well-being of the adolescents. The link between psychosocial factors 
and (compulsive) Internet use in general has been addressed more often by research-
ers. Young and Rogers ( 1998 ) found a link between high levels of depression and 
the chance of developing an Internet addiction. Ceyhan and Ceyhan ( 2008 ) identi-
fi ed loneliness and depression as important predictors of problematic Internet use 
with loneliness explaining 21.8 % of the variance and depression adding another 
3.3 %. Caplan ( 2002 ) found signifi cant correlations between problematic Internet 
use and psychosocial variables such as loneliness, depression and self-esteem. 
Furthermore Chak and Leung ( 2004 ) found a negative association between per-
ceived control over one’s life and Internet addiction.  

1.4     SNS Use and Academic Performance 

 Few studies have examined the impact of SNS use, or Facebook in particular, on 
academic performance. A study among university students showed, for example, that 
Facebook users report a lower Grade Point Average (GPA) compared to non- users. 
Furthermore, the average study time per week is lower among users of this SNS 
compared to university students that do not use Facebook (Kirschner and Karpinski 
 2010 ). A comparable result is found in a study of Junco ( 2012 ) which shows that 
large increases in the time spent on Facebook is related to lower overall GPAs. Kolek 
and Saunders ( 2008 ) on the other hand found no negative correlation between grades 
and Facebook use. This outcome is supported by the results of a study conducted by 
Pasek et al. ( 2009 ) that also did not point in the direction of a negative impact of 
Facebook use on grades. The results of these studies show that there is as yet no 
consensus on the possible impact of Facebook on academic performance.   

2     Focus of the Current Study 

 This study is the fi rst to collect data about the compulsive use of SNS sites among 
youngsters in Belgium. The main goal is to assess the prevalence of compulsive 
SNS use among adolescents in secondary schools in Belgium and to ascertain the 
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profi le of compulsive versus non-compulsive users of SNSs. Based on the scientifi c 
literature and emerging research gaps, the following research questions were 
formulated:

   Research question 1: What is the prevalence of secondary school children scoring 
high on the Compulsive Social Networking Scale (CSS) in Belgium?  

  Research question 2: What is the profi le of secondary school children scoring high 
on the CSS in Belgium (compulsive SNS users) compared to children that are 
non-compulsive SNS users?  

  Research question 3: What are important predictors of compulsive SNS use among 
adolescents in secondary schools?     

3     Methodology 

3.1     Data Collection 

 This study is part of a broader research project on the topic of compulsive computer 
and Internet use in Belgium. A paper-and-pencil survey was distributed to adoles-
cents of the fi rst, third and fi fth year of secondary school. The principals of the 
schools were contacted by letter or e-mail and by telephone a few weeks after mail-
ing. During this conversation the potential participation of the school was discussed. 
Seventeen secondary schools in Flanders and Wallonia agreed to participate in this 
research, which allowed for a total sample of 1002 respondents. Since Dutch and 
French are both offi cial languages in Belgium, the surveys were drafted in the two 
languages. 591 respondents fi lled in the Dutch version of the survey and 411 com-
pleted the French version. All questionnaires were fi lled in in the classroom during 
one lesson (in this case 50 min) in the presence of one of the researchers and a 
teacher or supervisor of the school. The children were allowed to ask questions for 
clarifi cation when items or questions were unclear.  

3.2     Sample Description 

 The sample contains 59 % Flemish and 41 % Walloon adolescents. The average age 
is 15.21 years. The sample consists of 50.6 % girls and 49.4 % boys. Most of the 
respondents are of Belgian origin: 72.7 %. The remaining part of the respondents 
has at least one parent from a different origin. 39.6 % of the secondary school pupils 
in the sample are in general education and 26.8 % are in technical education. 24.7 % 
are in vocational education and 8.9 % are in art education. The education level of 
the respondents in the sample is comparable to that of adolescents in secondary 
education in Flanders where 45.3 % are in general education, 30 % in technical 
education, 2.1 % in art education and 22.6 % in vocational education (VONC  2012 ).  
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3.3     Variables and Measures 

 To measure compulsive use of SNSs, the Bergen Facebook Addiction scale 
(Andreassen et al.  2012 ) was adapted to a compulsive SNS scale (CSS) measuring 
not only compulsive use of Facebook, but of SNSs in general. 2  This scale consists 
of 18 items that are rated on a 5-point scale ranging from never (=0) to very often 
(=4). Items to assess CSS included: “How often during the last year have you felt an 
urge to use SNSs more and more?”, “How often during the last year have you spent 
more time on SNSs than initially intended?” and “How often during the last year 
have you used SNSs in order to reduce restlessness?”. In analogy with the 
Compulsive Internet Use Scale (CIUS) which has shown to be reliable (Meerkerk 
 2007 ; Meerkerk et al.  2009 ), an average score of at least “sometimes” (≥2) is con-
sidered as an indication of compulsive use of the SNSs. The CSS was used to mea-
sure the degree to which an individual shows signs of salience, tolerance, withdrawal, 
relapse, mood modifi cation and confl ict. The scale showed good consistency in the 
current sample (α = .94). 

 An important focus of the current study is to assess whether CSS scores are 
related to personality traits and psychosocial well-being. Therefore several mea-
sures were included in the survey in order to operationalise these variables. 
Personality traits were measured by the Quick Big Five (Vermulst and Gerris  2005 ), 
which divides personality into fi ve different aspects: extraversion, resourcefulness, 
conscientiousness, agreeableness and emotional stability. Variables included for 
measuring psychosocial well-being were self-esteem, depression, perceived control 
and loneliness. Self-esteem was assessed by using the Rosenberg Self-Esteem Scale 
(Rosenberg  1965 ) and depression was measured using the Depressive Mood List 
(Kandel and Davies  1982 ). The Mastery Scale measured perceived control (Pearlin 
and Schooler  1978 ) and loneliness was assessed by using the Rasch-Type Loneliness 
Scale (de Jong-Gierveld and Kamphuis  1985 ). 

 Furthermore, respondents were asked to indicate the amount of time they spent 
on the Internet on an average day (measured per day: Monday, Tuesday, …). 
Respondents had to indicate on a 6-point scale ranging from “never” to “multiple 
times a day” the extent to which they engaged in several types of online activities. 
The following activities were included: e-mail, information seeking, chatting, 
online gaming, online pornography, downloading, video watching and online shop-

2   The 18 items of the Bergen Facebook Addiction Scale (BFAS) were translated by two researchers 
into Dutch and French. To widen the applicability of the scale the items were reformulated by 
using the term ‘social networking site’ in general instead of the mentioning of a specifi c SNS brand 
name such as Facebook. The adapted Compulsive Social Networking Scale (CSS) was pilot tested 
together with other questions and scales in a paper-and-pencil survey administered in the class-
room to 134 scholars of the fi rst, third and fi fth year of secondary school in Flanders and Wallonia. 
The internal consistency (Cronbach’s alpha) was .95 for the Dutch version and .94 for the French 
version of the CSS. Tests for convergent validity point at high correlations between our CSS and 
for example, the Compulsive Internet Use Scale (CIUS). 
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ping. Another question focused on the respondents’ attitude towards school by ask-
ing them to indicate on a 10-point scale ranging from “not at all” to “very much” 
how much they liked going to school. The respondents were also asked to give an 
indication of how they were doing at school on a 10-point scale ranging from “not 
well at all” to “very well”. In addition, they were also asked whether they had an 
SNS profi le and on which SNS in particular. Also the average time spent on SNSs 
on school days and non-school days was asked for. In the fi nal socio-demographic 
part of the survey, respondents were asked about gender, age, nationality, position in 
line of siblings, education level and fi nancial situation at home.  

3.4     Statistical Analyses 

 T-tests were calculated in order to compare compulsive users of SNSs to non- 
compulsive users. Correlation analyses and hierarchical multiple regression analy-
ses were conducted with the average score on the CSS as the dependent variable. 
Age and gender were entered in the fi rst block of the regression analyses, personal-
ity traits in the second block and psychosocial scales in the last block.   

4     Results 

4.1     General SNS Use in Belgium 

 Most of the secondary school children have a profi le on one or more SNSs: 
88.2 %. Facebook is by far the most popular SNS with 95.5 % of all SNS users 
having a profi le. Twitter (20.4 %) and Netlog (20.3 %) are used to a lesser extent. 
MySpace does not seem to arouse the interest of Belgian adolescents with only 
1.8 % of SNS users having a profi le on that site. 33.1 % of SNS users indicated 
they had a profi le on other SNSs that were not mentioned in the examples speci-
fi ed in the survey. Other examples include Google + (1.2 %) and Tumblr (3.7 %). 
Skype (7.1 %) and MSN (14.7 %) were also mentioned by adolescents as exam-
ples of SNSs, even though it is arguable whether they really can be seen as SNSs 
since Skype is mostly used to make online phone calls and MSN as a chat tool. 
The average amount of SNS profi les is 1.72. On a school day SNS users spent on 
average 1 h and 15 min on a SNS. During the weekend or holidays this average 
rises to 2 h and 16 min.  
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4.2     Prevalence of Compulsive SNS Use 

 Respondents had an average score of 0.85 on the CSS with a range from 0 (= never) 
to 4 (= very often). A cut off score of 2 and more was used to determine the number 
of compulsive users of SNSs. This resulted in a prevalence of 7.1 % of compulsive 
users of SNSs out of the 1002 secondary school pupils. Compulsive users have a 
signifi cantly higher CSS score (M = 2.3, SD = 0.42) compared to non-compulsive 
SNS users (M = 0.66, SD = 0.51), t(92.067) = −30.908, p < .01. This study is part of a 
broader research project focusing on the compulsive use of the Internet as well as 
games. A prevalence of 9.5 % compulsive Internet users and a prevalence of 11 % 
compulsive gamers were found in this study.  

4.3     Profi le of Compulsive SNS Users 

 To answer our second research question the group of compulsive users of SNSs was 
compared to the group of non-compulsive users in order to assess the profi le of both 
groups. The group of compulsive users consists of 48.6 % boys and 51.4 % girls. 
The average age is 14.84 years. As expected, compulsive users of SNSs spent more 
time on this type of online activity than their non-compulsive counterparts. 
Compulsive users spent 2 h and 38 min on SNSs on a typical school day, which is 
signifi cantly higher than the average of 1 h and 7 min found in the group of non- 
compulsive users (t(69.824) = −3.714, p < .01). During the weekend or the holidays 
the time spent on SNSs was higher for both groups. Again, compulsive users 
(M = 4 h and 35 min) spent signifi cantly more time on SNSs than the non- compulsive 
group (M = 2 h and 1 min) (t(70.751) = −4.447, p < .01). Both groups do not seem to 
differ regarding the personality traits of resourcefulness and conscientiousness. 
Compulsive SNS users did show signifi cantly lower scores on the personality 
dimension of agreeableness (M = 22.67) compared to the non-compulsive users 
(M = 23.65), t(100.069) = 2.240, p < .05, cohen’s d = 0.31. Lower scores were also 
found in the compulsive group regarding emotional well-being (M = 22.67 versus 
M = 23.65), t(745) = 2.26, p < .05, cohen’s d = 0.29. Also for the personality trait of 
extraversion non-compulsive users of SNSs reported higher scores (M = 21.26) 
compared to compulsive SNS users (M = 20.08), t(739) = −2.132, p < .05, cohen’s 
d = 0.27. 

 Differences were found for all variables measuring psychosocial well-being. 
Compulsive SNS users show signifi cantly higher scores on loneliness (M = 29.36 
versus M = 24.63, t(746) = −5.741, p < .01), cohen’s d = −0.73 and depressive feel-
ings (M = 12.53 versus M = 8.99, t(90.294) = −7.569, p < .01, cohen’s d = −0.87) than 
their non-compulsive counterparts. Scores on perceived control (M = 22.3 versus 
M = 24.5, t(741) = 4.454, p < .01, cohen’s d = 0.6) and self-esteem (M = 32.55 versus 
M = 36.21, t(734) = 4.885, p < .01, cohen’s d = 0.6) are signifi cantly lower in the 
compulsive group. 
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 Respondents were also asked to indicate on a scale from 1 to 10 how much they 
liked going to school. Results indicate that compulsive users have a signifi cantly 
lower score (M = 5.31) than the non-compulsive users (M = 6.04), t(80.218) = 2.218, 
p < .05, cohen’s d = 0.30. No difference was found between both groups when we 
look at the indication respondents gave about their grades on a scale from 1 to 10 
(t(79.478) = 1.766, p > .05). The indication of grades did, however, appear to be neg-
atively correlated (r = −.107, p < .01) to CSS score (see correlation Table  2 ).

4.4         Predictors in CSS Outcome 

 To provide an answer to the third and last research question, we tried to establish 
predictors of the CSS score by using hierarchical regression. Gender and age were 
entered in the fi rst block. Their betas and signifi cance levels are reported as Step 
1 in Table  1 . This fi rst block of age and gender explains 2.5 % of the variance, F(2, 
592) = 8.608, p < .05. Personality traits of the Quick Big Five were entered in Step 2 
and explain an extra 6 % of the variance in the average CSS score, F(7, 587) = 8.902, 
p < .05. Another 7.3 % is explained when entering psychosocial well-being predic-
tors in the third step (Step 3), F(11, 583) = 11.136, p < .05. In sum, the block of age 
and gender together with personality traits and variables related to psychosocial 
well-being explains 15.8 % of the variance in the average CSS score. Agreeableness 
appears to be the only personality predictor related to the average score on the CSS, 

   Table 1    Predictors of an average CSS score   

 Beta   p   ΔR 2  

 STEP 1 
 Gender  −.121  .003  2.5 % 
 Age  −.084  .031 
  Adjusted R   2     2.5 %  
 STEP 2 
 Extraversion  .056  .174  6 % 
 Agreeableness  −.124  .005 
 Conscientiousness  .016  .706 
 Emotional stability Resourcefulness  −.067  .149 

 .029  .487 
  Adjusted R   2     8.5 %  
 STEP 3 
 Loneliness  .113  .024  7.3 % 
 Perceived control  −.155  .003 
 Self-esteem  −.113  .046 
 Depressive feelings  .219  .000 
  Adjusted R   2     15.8 %  
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β = −.124, p < .05. All psychosocial well-being predictors are related to the CSS 
score. Loneliness and depressive feelings are positively related to the average score 
on the CSS: β = .113, p < .05 and β = .219, p < .05 respectively. Perceived control and 
self-esteem relate in a negative way to CSS score, β = −.155, p < .05 and β = −.113, 
p < .05 respectively.   

5     Conclusion 

 The goals of the current study were to assess the prevalence of compulsive SNS use, 
to ascertain the profi le of compulsive and non-compulsive users and to distinguish 
several important predictors of the CSS score. The results of the current study indi-
cate that secondary school children have an average score of 0.85 on the CSS with 
a range from 0 to 4. When a cut-off score of 2 and more was applied, a prevalence 
of 7.1 % compulsive SNS users was ascertained among secondary school children 
in our sample. Several t-tests were calculated in order to compare compulsive users 
of SNSs to non-compulsive users. As could be expected compulsive SNS users 
spent signifi cantly more time on SNSs compared to non-compulsive users, both on 
school and non-school days. Furthermore we specifi cally focused on differences 
regarding personality traits, psychosocial well-being and attitude towards school. 
Compulsive and non-compulsive users showed no differences when comparing the 
average score on the personality traits of extraversion, resourcefulness, conscien-
tiousness and emotional stability. A difference was found for agreeableness with 
compulsive users having signifi cantly lower scores on this dimension. In addition 
both groups differed with respect to all variables integrated in the study to measure 
psychosocial well-being. Higher scores were found in the compulsive group for 
loneliness and depressive feelings, lower scores were found for perceived control 
and self-esteem. Furthermore, respondents in the compulsive group gave a signifi -
cantly lower indication on a scale from 1 to 10 asking how much they liked going to 
school and the indication of the respondents about their grades correlated negatively 
to the CSS score. Hierarchical multiple regression analyses identifi ed personality 
traits and psychosocial well-being as important predictors of CSS scores. Gender 
and age were entered in the fi rst block and explained 2.5 % of the variance in CSS 
scores. When entering personality traits in the second step another 6 % was explained 
and psychosocial well-being predictors in the third and last step explained an extra 
7.8 % of the variance in the CSS score. Overall, the block of age and gender in 
combination with personality traits and variables indicating psychosocial well- 
being was able to account for 16 % of the variance in CSS scores. 

 This study was the fi rst to focus on the compulsive use of SNSs among second-
ary school children in Belgium. Moreover, it is one of the few studies linking per-
sonality traits and psychosocial well-being to the compulsive use of SNSs. Previous 
research did already focus on the link between those variables and compulsive 
Internet use, but literature focusing on the link with compulsive SNS use is still 
scarce. Due to space constraints the current study was not able to test for all possible 
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personality traits and variables that indicated psychosocial well-being. The integra-
tion of certain other variables such as shyness, life satisfaction and narcissism might 
help to predict the extent to which an individual has the tendency to use SNSs in a 
compulsive way. Follow-up research on the topic of the different forms of compul-
sive computer and Internet use is of great importance. Future studies should cer-
tainly focus on the link between those variables and the use of SNSs. In the same 
vein, the link between attitude towards school and grades should be investigated 
more extensively. The use and importance of the Internet is still on the rise world-
wide, particularly with the current widespread rise in tablet and smartphone use. 
These new mobile devices make it possible to be online anywhere and anytime. Free 
mobile applications such as WhatsApp are already used by many people as an alter-
native to texting, indicating that activities in which the Internet is used are still 
expanding. Therefore longitudinal research needs to be conducted to register the 
evolution of computer and Internet use and its repercussions for problematic use 
(prevalence and mean age of problematic users) in Belgium over time.     
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      (Cyber)bullying Perpetration as an Impulsive, 
Angry Reaction Following (Cyber)bullying 
Victimisation?                     
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    Abstract     This chapter starts from the unclear relation between impulsivity and 
(cyber)bullying perpetration and investigates the potential explanatory value of 
Agnew’s ( 1992 ) General Strain Theory. This theory posits that individuals who 
experience strain and angriness (as a result of strain) are more at risk of engaging in 
deviant behaviour, moderated by conditioning variables. In the current chapter, we 
tested whether (cyber)bullying victimisation leads to (cyber)bullying perpetration, 
mediated by anger and impulsivity. Analyses were performed on a longitudinal 
dataset (two time points, 6 months in between) among 1590 Belgian 11–17-year- 
olds. Path analyses showed direct relations between victimisation and perpetration. 
Indirect relations were found via anger and via the interaction term between anger 
and impulsivity. Victims who were angrier were more involved in bullying perpetra-
tion at time 2. This relation was slightly stronger for angry, impulsive victims. The 
results provide further insight into the determinants of (cyber)bullying behaviour.  

1        Literature Overview 

1.1     Introduction 

 The literature on computer-mediated-communication (CMC) suggests that studying 
the link between impulsivity and cyberbullying behaviour might be especially rel-
evant, since features of the online environment (e.g. the lack of cues, the  indirect-
ness  and the perceived anonymity) are believed to potentially “trigger” negative 
behaviours (Walrave and Heirman  2010 ). Previous research on cyberbullying 
behaviour already found a (moderate) direct effect of impulsivity on cyberbullying 
perpetration (Fanti et al.  2012 ) and a more substantial indirect effect of impulsivity 
on (cyber)bullying perpetration via previous (cyber)bullying victimisation (Fanti 
et al.  2012 ; Vazsonyi et al.  2012 ). In this chapter, we explore how impulsivity 
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mediates the relation between previous (cyber)bullying victimisation and (cyber)
bullying perpetration. Therefore the General Strain Theory (GST), which is a gen-
eral theory of crime and has been successful in explaining a wide variety of anti- 
social and deviant behaviours, is used as a guiding framework. The theory posits 
that individuals who experience strain, and as a result of that strain are angry or 
frustrated (negative affect), are more at risk to engage in criminal or deviant behav-
iour (Agnew  1992 ). We hypothesise that angriness on peers mediates the relation 
between (cyber)bullying victimisation (as social stressor) and (cyber)bullying per-
petration, whereas the relation between angriness and perpetration is moderated by 
level of impulsivity. In order to test the hypotheses, analyses were performed on a 
longitudinal dataset (two time points, 6 months in between) among 1606 Belgian 
11–17 year olds. The results provide further insight into the determinants of cyber-
bullying behaviour.  

1.2     Impulsivity and (Cyber)bullying 

 Impulsivity or low self-control can be defi ned as a tendency toward rapid, unplanned 
reaction to stimuli, without taking into account the negative consequences (Stanford 
et al.  2009 ). Previous research on traditional bullying shows that current perpetra-
tors or those who had perpetrated in a recent reference period are more impulsive 
compared to those who had not bullied (Griffi n and Gross  2004 ; Pontzer  2010 ). 
Also bully/victims or aggressive victims, individuals that are concurrently bullies 
and victims, have higher levels of impulsivity (O’Brennan et al.  2009 ; Unnever 
 2005 ). 

 A few recent studies indicate that impulsivity is also relevant in the context of 
cyberbullying (Fanti et al.  2012 ; Holt et al.  2012 ; Vazsonyi et al.  2012 ). In the lon-
gitudinal study of Fanti et al. ( 2012 , p. 175) impulsivity (at time 1) predicted cyber-
bullying perpetration (at time 2) 1 year later. Moreover, the authors tested whether 
impulsivity has an interaction effect on cyberbullying perpetration with demo-
graphic characteristics, previous involvement in school bullying and cyberbullying 
as a victim and/or a bully, risk variables (media violence exposure, callous- 
unemotional traits and narcissism) and protective variables (family, friend, and 
school social support). No signifi cant interaction effects were found. Holt et al. 
( 2012 ) also tested the relation between low self-control, personal characteristics 
(deviant peer association) and deviant behaviour online. Posting mean or threaten-
ing messages about another person for others to see was included among other 
online deviant behaviours (no general cyberbullying measure was included). A sig-
nifi cant positive relation between low self-control and posting mean or threatening 
messages online was found. No evidence was found for mediating or conditioning 
effects of associating with deviant peers on low self-control (Holt et al.  2012 , 
p. 392). In line with the previous mentioned studies, Vazsonyi et al. ( 2012 ) found a 
positive direct relation between low self-control and cyberbullying perpetration. 
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However, the authors found a more substantial indirect effect via offl ine  victimisation 
and offl ine perpetration. Put differently, offl ine victimisation and perpetration are 
mediators between low self-control and cyberbullying perpetration (and victimisa-
tion) (Vazsonyi et al.  2012 , p. 222). This literature overview demonstrates the 
importance of impulsivity or low self-control for explaining (cyber)bullying perpe-
tration. The current chapter will take into account impulsivity as a predictor of 
(cyber)bullying perpetration and will compare the predictive value for both tradi-
tional bullying and cyberbullying. 

 As shown, research on bullying and, more broadly, research on (online) deviant 
and risky behaviour, seldom investigates impulsivity as a predictor in isolation from 
other conditioning or mediating variables, such as personality traits and emotions 
(Holt et al.  2012 ; Vazsonyi et al.  2012 ). Other examples of conditioning or mediat-
ing variables of impulsivity are anger (Colder and Stice  1998 ), anxiety (Miller et al. 
 2012 ) and being depressed (e.g., Clarke  2006 ). For instance, high levels of anger 
were associated with delinquency for impulsive but not for low impulsive adoles-
cents (Colder and Stice  1998 , p. 265). In the current chapter, we will further exam-
ine the relation between impulsivity and cyberbullying by making use of a theoretical 
framework in which anger is a central concept.  

1.3     General Strain Theory 

 In the early 1990s, Agnew argued that strain theory has a central role to play in 
explanations of crime and delinquency, provided that the strain models developed 
earlier by Merton ( 1938 ), Cohen ( 1955 ) and Cloward and Ohlin ( 1960 ) are substan-
tially revised (Agnew  1992 , p. 47). Agnew’s General Strain Theory (GST) builds 
upon this traditional strain theory in criminology. The focus of the GST is on ado-
lescents and their negative relationships in which the individual is not treated as he 
or she wants to be treated (negatively valued stimuli) (Agnew  1992 , pp. 48–49). 
Agnew ( 1992 ) describes three theoretically distinct types of strains (but they may 
overlap in practice), each referring to a different type of negative relationship with 
others: “Other individuals may (1) prevent one from achieving positively valued 
goals, (2) remove or threaten to remove positively valued stimuli that one possesses, 
or (3) present or threaten to present one with noxious or negatively valued stimuli” 
(p. 50). Experiencing strain increases the likelihood that individuals will feel one or 
more of a range of negative emotions, such as disappointment, depression, fear and 
anger. Agnew ( 1992 ) describes anger as the most critical emotional reaction for the 
purposes of the GST, as it “creates a desire for retaliation/revenge, energises the 
individual for action, and lowers inhibition” (p. 60). The GST posits that adoles-
cents are “pressured” into delinquency by the negative emotions experienced – most 
notably anger – which result from the negative relationships (Agnew  1992 , p. 49). 
In other words, this negative affect creates (temporary) pressure for corrective 
action and may lead adolescents to respond in an anti-social and delinquent way. 
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 Later on, Agnew and colleagues ( 2002 ) examined the extent to which certain 
personal characteristics condition the effect of strain. Such traits may have a major 
impact on the emotional reaction to strain, because they are relatively stable fi xtures 
of the person’s temperament and individuals bring these traits into almost every 
social encounter they experience (Agnew et al.  2002 ; Miller and Lynam  2001 ). One 
of these traits is “constraint”. As described by Agnew et al. ( 2002 ), individuals low 
in constraint are impulsive, they are involved in risk-taking and sensation-seeking 
behaviour, they reject conventional social norms and are unconcerned with the feel-
ings or rights of others. They have a higher likelihood of perceiving events as 
adverse or stressful and to experience strain (Agnew et al.  2002 ; Hay and Evans 
 2006 ).  

1.4     General Strain Theory to Explain (Cyber)bullying 

 A large amount of studies have examined a wide variety of deviant behaviours as a 
source of strain, including bullying (Agnew et al.  2002 ). Being bullied (victimisa-
tion) is a negatively valued stimulus which can cause strain and which may subse-
quently lead to delinquency or anti-social behaviour as the adolescent tries to escape 
from, avoid, terminate or alleviate the negative stimulus, or seeks revenge against it 
(or against related targets) (Agnew  1992 , p. 58,  2001 , p. 346). Besides studying bul-
lying as a source of strain, researchers also focus on bullying perpetration as a 
potential result of being exposed to strain. A few empirical studies have provided 
evidence of the potential for GST to explain traditional bullying and cyberbullying 
perpetration (as a result of strain) ( Moon et al. 2010 ; Patchin and Hinduja  2011 ). 

 Previous research on traditional bullying perpetration showed that angry youth 
are more likely to bully others (Espelage and Swearer  2003 ), which is consistent 
with GST’s emphasis on anger as the key negative emotion that mediates the rela-
tion between strain and deviant behaviour. Moon and colleagues ( 2010 ) empirically 
tested whether the General Strain Theory could explain school bullying in South 
Korea. The results showed that youth who experienced victimisation by peers were 
more likely to engage in bullying. A positive association with anger was found, but 
it was not found to be a mediating variable between victimisation and perpetration. 
The authors argue that other potentially infl uential emotions (anxiety, shame, frus-
tration) might be relevant to Korean youth and bullying ( Moon et al. 2010 , p. 20). 

 First research has already proven the potential for GST to explain cyberbullying. 
Victims and perpetrator-victims of internet harassment are more associated with a 
propensity to respond to stimuli with anger (Ybarra et al.  2007 , p. S36). Cyberbullies 
(especially those who target a prior perpetrator), in their turn, are found to be more 
vengeful, that is, the degree to which individuals tend to infl ict harm or demand 
retribution for a perceived wrong (König et al.  2010 , p. 217). In the study of König 
et al. ( 2010 ), 83.3 % of the traditional victims were also cyberbullies. In fact, the 
authors found that victims of traditional bullying and cyberbullying tended to 
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choose their former perpetrator as cybervictim (König et al.  2010 , p. 215): in their 
study 14.7 % of all cyberbullies indicated choosing a target who had traditionally 
bullied them before. One study empirically tested the GST to explain  (cyber)bully-
ing perpetration (Patchin and Hinduja  2011 ). First of all, the results suggest that 
strain (measured as a broad variety of (negative) experiences that are common 
among adolescents) is positively related to anger (Patchin and Hinduja  2011 , 
p. 739). The more strained an adolescent was, the more anger and frustration he/she 
reported. Second, adolescents who experienced strain were more likely to (cyber)
bully others than those who had not experienced strain. Also those adolescents who 
reported to feel anger/frustration were more likely to (cyber)bully others than those 
who had not experienced anger/frustration. However, the hypothesised mediating 
relationship purported by GST (anger mediates relation between strain and bullying 
perpetration) was not found (Patchin and Hinduja  2011 , p. 739). The authors con-
clude that strain and anger/frustration have an infl uence on both types of bullying 
perpetration (cyberbullying and traditional bullying) independently of each other 
(Patchin and Hinduja  2011 , p. 741). Though the cross-sectional nature of the data 
might cause the absence of a signifi cant mediator effect, the authors could not 
ensure proper temporal ordering of the independent and dependent variables.  

1.5     Current Study 

 Previous research on cyberbullying shows fi rst evidence for the use of GST as a 
theoretical framework for the explanation of (cyber)bullying perpetration. However, 
only partial support for GST’s explanatory power was found. The current study 
further examines the relation between strain (previous (cyber)bullying victimisa-
tion), anger and (cyber)bullying perpetration. Impulsivity or low-self control will be 
added to the model as a conditioning variable. Until now, it is still not clear how to 
integrate conditioning variables to the theory (Huck et al.  2012 ). Some include con-
ditioning variables as interaction terms with strain (Agnew et al.  2002 ; Hay and 
Evans  2006 ), while others place conditioning variables as a mediator between strain 
and delinquent behaviour (e.g. Huck et al.  2012 , p. 30). Based on previous research 
on deviant behaviour that showed a signifi cant interaction effect of impulsivity and 
anger (Colder and Stice  1998 ), we expect that the interaction effect between anger 
and impulsivity mediates the relation between strain and (cyber)bullying perpetra-
tion. In other words, we expect that (cyber)bullying victimisation (as a source of 
strain) has an indirect effect on and leads to (cyber)bullying perpetration (outcome) 
via anger (negative effect), only or especially for those who have high levels of 
impulsivity (conditioning variable). As this study is part of a large scale longitudinal 
study on (cyber)bullying, other sources of strain or deviant outcomes could there-
fore not be incorporated into the model. 

 Specifi cally, we test the following hypotheses: (a) previous involvement in 
(cyber)bullying, as a victim will be positively associated with the experience of the 
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negative affect anger; (b) anger will be positively associated with (cyber)bullying 
perpetration at time 2; (c) impulsivity will be positively associated with (cyber)bul-
lying perpetration at time 2; (d) anger and impulsivity will interact such that high 
levels of both anger and impulsivity will predict (cyber)bullying perpetration at time 
2 beyond what is expected on the basis of an additive effect; (e) the interaction 
between anger and impulsivity will mediate the relation between (cyber)bullying 
victimisation at time 1 and (cyber)bullying perpetration at time 2.   

2     Method 

2.1     Sample 

 The data that are used in this chapter stem from a large-scale longitudinal study in 
Belgium (Flanders), with four waves of data collection. In total 1814 students par-
ticipated in a paper- and-pencil school survey at baseline (October 2011). They 
fi lled out the same questionnaire every 6 months. The last wave of data gathering 
took place in April-May 2013. A random stratifi ed cluster sample was applied to 
select the respondents. The sampling criteria were grade and type of schooling (gen-
eral, technical and vocational secondary education). For each educational grade, 
three schools were selected to participate in the study. Due to an overrepresentation 
of certain grades, schooling types and sexes, all the results were weighted based on 
their proportions in the population. Before the survey was administered, the parents 
of the students were notifi ed by letter in order to receive (passive) parental consent. 
Students fi lled in the questionnaire during school time in their school in the pres-
ence of a researcher. Students were assured verbally and in writing that their 
responses would be anonymous and confi dential. 

 The analyses that were performed in this chapter are based on data from the fi rst 
and the second wave in order to establish causal relationships. Because some stu-
dents preferred not to fi ll in identifi cation information (date of birth and fi rst letter 
of the names of their biological parents) for one of the two waves, it was sometimes 
impossible to connect the data from both waves. Students could also drop out due to 
being absent at time 2. Therefore the analytical sample consisted of 1590 students 
(44.9 % males, 55.1 % females; Mean Age = 13.73, SD = 1.14, age range 11–17 
years; 95.6 % had Belgian nationality).  

2.2     Instrument 

 Descriptive statistics of and correlations between the main variables are presented 
in Table  1 . All variables were measured in each wave in exactly the same formula-
tion and question sequence. However, all variables discussed below come from the 
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fi rst wave of the study, whereas cyberbullying perpetration and traditional bullying 
perpetration come from the second wave. This ensures proper temporal ordering of 
the impact of the independent measures on the two dependent measures.

    Self-Reported Cyberbullying Victimisation and Perpetration     Cyberbullying 
was defi ned in the questionnaire as

  saying or doing intentionally mean or hurtful things via the internet or mobile phone, meant 
to make others feel bad. In addition, the victim cannot easily defend him- or herself. Friends 
who are teasing each other or who are having a quarrel are not bullying each other. 

    Following this defi nition, some examples of cyberbullying were given and 
respondents were asked how often they were bullied via the Internet or mobile 
phones in the past 6 months. The options ranged from never (1) to weekly (6). Next, 
they were asked how often they bullied others via the Internet or mobile phones in 
the past 6 months (never (1) – weekly (6)). Self-reported cyberbullying perpetration 
and victimisation were entered in the analyses as dichotomous variables with zero 
as a score for “never in the past six months” and one as a score for “at least once in 
the past six months”. 

  Self-Reported Traditional Bullying Victimisation and Perpetration     In line with 
the measurement of cyberbullying, a defi nition of traditional bullying was fi rst 
provided:

  The previous questions involved bullying via the internet or mobile phones. Bullying can 
also happen in the “real world”, for example, in school, in the street, in youth movements 
or in sport clubs. Someone who bullies in the real world can, for example, say mean things, 

    Table 1    Pearson correlations and descriptive statistics for dependent and independent variables   

 1  2  3  4  5  6 

 Time 1 measures 
 1. Cyberbullying 
victimisation 

 1.0 

 2. Traditional bullying 
victimisation 

 .283***  1.0 

 3. Anger  .109***  .139***  1.0 
 4. Impulsivity  .041  .025  .161***  1.0 
 Time 2 measures 
 5. Cyberbullying 
perpetration 

 .110***  .167***  .133***  .135***  1.0 

 6. Traditional bullying 
perpetration 

 .077**  .205***  .100***  .158***  .399***  1.0 

 Mean  .10  .25  2.63  2.32  .11  .15 
 Standard deviation  .30  .43  1.53  .44  .32  .36 
 Min./Max.  0/1  0/1  1/7  1/4  0/1  0/1 
 N  1379  1371  1373  1348  1389  1389 

   Note.  **p < .01, ***p < .001  
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laugh at others, exclude or ignore others, hit or push someone or tell lies about someone. 
The next questions involve bullying in the real world. 

    Respondents were asked how often they were bullied “in the real world” in the 
past 6 months (never (1) – weekly (6)). Subsequently, they were asked how often 
they bullied others “in the real world” (never (1) – weekly (6)). Dichotomous vari-
ables were used in the analyses. 

  Anger     One item measured anger in relation to peers: “I am often angry at peers”. 
The item was assessed using a 7-point Likert scale with item responses ranging 
from 1 (strongly disagree) to 7 (strongly agree).  

  Impulsivity     A shortened version of the Barrat Impulsiveness scale (BIS-11) was 
used to measure impulsivity (Stanford et al.  2009 ). Exploratory factor analysis 
using Varimax Rotation showed no different factors. Ten items compose together a 
reliable scale (alpha = .64) and a mean score for all the items was used for later 
analysis. A high mean score indicates a high level of impulsivity.    

3     Results 

 11.7 % (N = 161) of the respondents indicated that they bullied someone at least 
once in the previous 6 months via the Internet or mobile phone and 21.6 % (N = 296) 
“in the real world” at time 1. The prevalence of cyberbullying did not change at time 
2 (measured 6 months later), so in total 11.4 % (N = 158) of respondents reported at 
time 2 that they had cyberbullied someone in the past 6 months. The prevalence of 
traditional bullying decreased (signifi cantly) at time 2, 14.9 % (N = 206) perpetrated 
bullying “in the real world” (matched-pair t(1368) = 5.65, p < .001). For victimisa-
tion, measured at time 1, 10.2 % (N = 140) was involved in cyberbullying and 25.1 
% (N = 344) in traditional bullying as a victim. At time 2, victimisation was slightly 
lower: 9.0 % (N = 124) for cyberbullying (decrease is not signifi cant) and 18.7 % 
(N = 260) for traditional bullying (signifi cant decrease: t(1370) = 5.18, p < .001). 

 In order to test our hypotheses, we conducted path analyses in two steps. In a 
fi rst step we tested the GST without the conditioning variable impulsivity. Based on 
the theory, we expected that previous victimisation would lead to perpetration at 
time 2, mediated by anger. As Fig.  1  and Table  2  illustrate, previous victimisation 
(both traditional bullying and cyberbullying) is a signifi cant predictor for later per-
petration (also both traditional bulling and cyberbullying) and anger. The latter is 
also a signifi cant predictor for perpetration. Based on the conditions of Baron and 
Kenny ( 1986 ) and on mediation analyses (Preacher and Hayes  2004 ), we can con-
clude that anger functions as a (partial) mediator between victimisation and perpe-
tration: (1) variations in levels of victimisation signifi cantly accounts for variations 
in anger; (2) variations in anger signifi cantly accounts for variations in perpetra-
tion; (3) with anger in the equation, the regression coeffi cient between victimisa-
tion and perpetration reduced signifi cantly. Anger accounts for some but not all of 
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the relationship between victimisation and perpetration (no full mediation, the rela-
tion between victimisation and perpetration remains signifi cant after adding anger 
to the model). The sums of the indirect effects are all signifi cant (Betas: .015–.026, 
p < .05 – p < .001).

    In a second step impulsivity was taken into account for explaining perpetration. In 
other words, a moderated mediation effect was tested, whereby impulsivity is tested 
as moderator for the mediated relation between victimisation and perpetration via 
anger. Based on our hypotheses, we expected that (1) impulsivity will be positively 
associated with (cyber)bullying perpetration at time 2; (2) anger and impulsivity 
interact such that high levels of both anger and impulsivity will predict (cyber)bully-
ing perpetration at time 2 beyond what is expected on the basis of additive effect; and 
(3) the interaction between anger and impulsivity mediates the relation between 
(cyber)bullying victimisation at time 1 and (cyber)bullying perpetration at time 2. 

 First of all our results show a signifi cant association between impulsivity and 
anger (cf. Table  1 ). Adolescents who are more impulsive, also score higher on angri-
ness. Figure  2  shows that the angry, impulsive adolescents have the highest proba-
bility to be involved in cyberbullying perpetration: The slope of the curve of 
impulsive respondents is steeper when the predicted probability of cyberbullying 
behaviour at time 2 and angriness at time 1 is taken into account. For further analy-
ses, a new variable was created, formed by the product of anger and impulsivity 
(Wang and Wang  2012 , p. 134).

   The full model with (cyber)bullying victimisation and (cyber)bullying perpetra-
tion and the interaction term between impulsivity and anger is presented in Fig.  3 . 
The model has a good fi t for the data and is in line with our expectations: 
RMSEA = .015 (90 % CI: .000–.055), CFI = .997,  χ  2 (9) = 266.86,  p  < .001. About 11 
% of the total variance of cyberbullying perpetration at time 2 (11.4 %) and 10.5 % 
of the total variance of traditional bullying perpetration at time 2 was explained. 
Previous victimisation is a signifi cant predictor of anger*impulsivity. The interac-
tion term is a good predictor for later bullying perpetration. A strong correlation was 
found between both forms of perpetration at time 2. Traditional bullying  victimisation 
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Cyberbullying
victim
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Anger

Traditional bullying
perpetration T2

.109***

.103* (.088*)

Cyberbullying
victim

.139**

Anger

Cyberbullying
perpetration T2
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Traditional bullying
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.188***

Anger

Traditional bullying
perpetration T2
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.270*** (.255***)
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  Fig. 1    Standardised regression coeffi cients for the relationships between victimisation and perpe-
tration, mediated by anger ( Note.  The Betas between victimisation and perpetration controlling for 
anger are in parentheses. *p < .05, **p < .01, ***p < .001)       
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also directly predicts (cyber)bullying perpetration at time 2. The model, as it is pre-
sented in Fig.  3 , resulted after adding the interaction term between anger and impul-
sivity (anger*impulsivity) and omitting the main effects of anger and  impulsivity 
(due to insignifi cance and low predictive value). Although there exists some dis-
agreement in the literature, some authors state that it is possible to include interac-
tion effects by themselves if this is based on expectations (e.g., Cleves et al.  2008 ). 
Lastly, Fig.  4  and Table  3  represent the standardised regression coeffi cients for the 
direct and indirect relations (via anger*impulsivity) between the different bullying 
forms separately. The sums of the indirect effects were all signifi cant (Betas: .022–
.029, p < .01 – p < .001). A comparison between (1) the coeffi cients and sums of the 

    Table 2    Unstandardised and standardised regression coeffi cients of direct and indirect effects of 
the model with anger as mediator (cf. Fig.  1 )   

 Path  β  B  S.E. 
 Two-tailed 
p-value 

  Model traditional victim – cyberbully  
 Traditional bullying victim to Cyberbullying 
perpetration T2 (without Anger in model) 

 .238  .566  .122  .000 

 Traditional bullying victim to Cyberbullying 
perpetration T2 (when Anger is added) 

 .212  .504  .119  .000 

 Traditional bullying victim to Anger  .138  .487  .065  .000 
 Anger to Cyberbullying perpetration T2  .188  .127  .033  .000 
  Indirect effect    .026    .062    .020    .002  
  Model traditional victim – traditional bully  
 Traditional bullying victim to Traditional bullying 
perpetration T2 (without Anger in model) 

 .270  .647  .108  .000 

 Traditional bullying victim to Traditional bullying 
perpetration T2 (when Anger is added) 

 .255  .610  .112  .000 

 Traditional bullying victim to Anger  .138  .487  .097  .000 
 Anger to Traditional bullying perpetration T2  .110  .075  .031  .014 
  Indirect effect    .015    .037    .018    .037  
  Model cybervictim – cyberbully  
 Cyberbullying victim to Cyberbullying 
perpetration T2 (without Anger in model) 

 .146  .491  .137  .000 

 Cyberbullying victim to Cyberbullying 
perpetration T2 (when Anger is added) 

 .126  .423  .135  .002 

 Cyberbullying victim to Anger  .109  .554  .124  .000 
 Anger to Cyberbullying perpetration T2  .183  .121  .035  .001 
  Indirect effect    .020    .067    .024    .005  
  Model cybervictim – traditional bully  
 Cyberbullying victim to Traditional bullying 
perpetration T2 (without Anger in model) 

 .103  .345  .133  .010 

 Cyberbullying victim to Traditional bullying 
perpetration T2 (when Anger is added) 

 .088  .294  .133  .027 

 Cyberbullying victim to Anger  .109  .555  .124  .000 
 Anger to Traditional bullying perpetration T2  .139  .091  .031  .004 
  Indirect effect    .015    .051    .020    .013  
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indirect effects of the model with anger as mediator (Fig.  1  and Table  2 ) and (2) the 
coeffi cients and sums of the indirect effects of the model with anger*impulsivity as 
mediator (Fig.  4  and Table  3 ), shows that the mediation effect of anger*impulsivity 
is slightly stronger.

4          Discussion and Conclusion 

 Although theoretical frameworks are rather absent in a large proportion of (early) 
research on cyberbullying, recent studies have included different theories to explain 
cyberbullying perpetration (Bauman et al.  2013 ), for instance: the Theory of Planned 
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  Fig. 2    Interaction between impulsivity and anger with regard to cyberbullying perpetration       

Cyberbullying
victim

Cyberbullying
perpetration T2

Traditional bullying
perpetration T2

Traditional bullying
victim

Anger*Impulsivity

.09**

.11** .18***

.22***

.23***

.63***

.25***

  Fig. 3    Full model with standardised parameter estimates and their two-tailed p-value ( Note.  
*p < .05, **p < .01, ***p < .001)       
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behaviour (Heirman and Walrave  2012 ; Pabian and Vandebosch  2014 ); the Routine 
Activities theory (e.g. Navarro and Jasinski  2012 ) and the General Strain theory 
(GST) (e.g. Patchin and Hinduja  2011 ). In this chapter we started from (1) the 
observation that cyberbullying perpetration might be motivated by negative emo-
tions such as anger (apart from, for instance, revenge, fear, jealousy, boredom); (2) 
fi ndings showing higher rates of impulsivity amongst perpetrators of cyberbullying 
and (3) evidence suggesting that victims might become perpetrators (e.g. fi ndings 
with regard to coping strategies referring to retaliation and evidence regarding the 
existence of so-called “bully-victims”), in order to further test the predicted value of 
the GST and the potential moderating role of impulsivity in the process suggested 
by this theory. More specifi cally, the current study tested whether: (a) previous 
involvement in (cyber)bullying as a victim is positively associated with the experi-
ence of the negative affect anger; (b) anger is positively associated with (cyber)
bullying perpetration at time 2; (c) impulsivity is positively associated with (cyber)
bullying perpetration at time 2; (d) anger and impulsivity interact such that high 
levels of both anger and impulsivity will predict (cyber)bullying perpetration at time 
2 beyond what is expected on the basis of additive effect; (e) the interaction between 
anger and impulsivity mediates the relation between (cyber)bullying victimisation 
at time 1 and (cyber)bullying perpetration at time 2. 

 The data used in this chapter stem from a large-scale longitudinal study in 
Belgium amongst 1590 students (44.9 % males, 55.1 % females; Mean Age = 13.73, 
age range 11–17 years). The analyses that were performed in this chapter are based 
on data from the fi rst and the second wave (6 months interval) in order to establish 
causal relationships. All hypotheses, except for (c), were confi rmed. The results 
indicate that a previous experience with cyberbullying victimisation is positively 
related to the self-reported frequency of being angry with peers. This angriness, 
especially amongst pupils with higher rates of impulsivity, explains later involve-
ment with (cyber) bullying perpetration. In other words, these fi ndings suggest that 
(at least in some instances) cyberbullying may be regarded as a negative externalis-
ing coping strategy of (especially impulsive) youngsters. This knowledge is 

Cyberbullying  
perpetration T2

.127***

.146*** (.119**)

Cyberbullying
victim

.217***

Anger*Impulsivity

Traditional bullying  
perpetration T2

.127***

.103* (.078*)

Cyberbullying
victim

.198***

Anger*Impulsivity

Cyberbullying  
perpetration T2

.130***

.238*** (.210***)

Traditional bullying
victim

.221***

Anger*Impulsivity

Traditional bullying  
perpetration T2

.130***

.270*** (.248***)

Traditional bullying
victim

.172***

Anger*Impulsivity

  Fig. 4    Standardised regression coeffi cients for the relationships between victimisation and perpe-
tration, mediated by anger and impulsivity ( Note.  The Betas between victimisation and perpetra-
tion controlling for anger*impulsivity are in parentheses. *p < .05, **p < .01, ***p < .001)       
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 important for (cyber)bullying interventions, because it suggests that it is wise to pay 
special attention to youngsters that are at “high risk” (i.e. impulsive youngsters) and 
to focus on teaching them the right coping strategies. 

 An additional interesting fi nding of the current research is that cyberbullying 
victimisation appears to lead to on- and offl ine perpetration only via the abovemen-
tioned mediating interaction, while traditional victimisation also appears to have a 
direct effect on cyber and traditional bullying perpetration. Different factors might 

    Table 3    Unstandardised and standardised regression coeffi cients of direct and indirect effects of 
the model with anger*impulsivity as mediator (cf. Fig.  4 )   

 Path  β  B  S.E. 
 Two-tailed 
p-value 

  Model traditional victim – cyberbully  
 Traditional bullying victim to Cyberbullying 
perpetration T2 (without Anger*impulsivity in model) 

 .238  .566  .122  .000 

 Traditional bullying victim to Cyberbullying 
perpetration T2 (when Anger*impulsivity is added) 

 .210  .495  .119  .000 

 Traditional bullying victim to Anger*impulsivity  .130  1.202  .254  .000 
 Anger*impulsivity to Cyberbullying perpetration T2  .221  .057  .012  .000 
  Indirect effect    .029    .069    .020    .001  
  Model traditional victim – traditional bully  
 Traditional bullying victim to Traditional bullying 
perpetration T2 (without Anger*impulsivity in model) 

 .270  .647  .108  .000 

 Traditional bullying victim to Traditional bullying 
perpetration T2 (when Anger*impulsivity is added) 

 .248  .592  .112  .000 

 Traditional bullying victim to Anger*impulsivity  .130  1.202  .254  .000 
 Anger*impulsivity to Traditional bullying 
perpetration T2 

 .172  .045  .011  .000 

  Indirect effect    .022    .054    .019    .004  
  Model cybervictim – cyberbully  
 Cyberbullying victim to Cyberbullying perpetration T2 
(without Anger*impulsivity in model) 

 .146  .491  .137  .000 

 Cyberbullying victim to Cyberbullying perpetration T2 
(when Anger*impulsivity is added) 

 .119  .394  .133  .003 

 Cyberbullying victim to Anger*impulsivity  .127  1.677  .309  .000 
 Anger*impulsivity to Cyberbullying perpetration T2  .217  .055  .013  .000 
  Indirect effect    .027    .092    .026    .000  
  Model cybervictim – traditional bully  
 Cyberbullying victim to Traditional bullying 
perpetration T2 (without Anger*impulsivity in model) 

 .103  .345  .133  .010 

 Cyberbullying victim to Traditional bullying 
perpetration T2 (when Anger*impulsivity is added) 

 .078  .263  .132  .046 

 Cyberbullying victim to Anger*impulsivity  .127  1.679  .309  .000 
 Anger*impulsivity to Traditional bullying 
perpetration T2 

 .198  .050  .011  .000 

  Indirect effect    .025    .083    .024    .001  
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explain these fi ndings. On the one hand, cyberbullying victimisation and the expe-
rienced anger, in combination with the readily available ICT channels, might facili-
tate aggressive behaviour (cf. the online disinhibition effect) especially among 
youngsters who also have fewer internal regulation mechanisms (e.g. impulsive 
persons). On the other hand, the link with consecutive traditional bullying might be 
related to the fact that some of those who have become the target of online bullying 
might not have less social, physical or other “real-life” power (like many traditional 
victims) than their online perpetrators (the latter might just be in a privileged posi-
tion because they can act anonymously, for instance). Therefore they might also be 
better capable of showing offl ine bullying behaviour. In the case of traditional vic-
timisation there appears to be a direct effect on (both traditional and cyber) bullying 
perpetration, suggesting that there are also other explanations for why (offl ine) vic-
timisation can lead to (off- and online) bullying. For instance, (some) traditional 
victims might experience negative emotions but cannot react impulsively (on- or 
offl ine) because this entails too many risks for them (e.g. because they are physi-
cally too weak) or because ICT might not be readily available (e.g. in a school 
context with strict guidelines regarding the personal use of mobile phones or com-
puters). In their case bullying perpetration might be a more deliberate, “rational” 
reaction. Future research might further try to investigate this and also focus on the 
specifi c targets of the reactions following victimisation: in what cases do youngsters 
really “retaliate” (implying a circle of aggression) and in what cases do youngsters 
look for a scapegoat (in example, someone other than their original aggressor) to 
(cyber)bully (implying the extension of (cyber)bullying)? 

 With regard to the main variables in our research, the following observations and 
suggestions for future research can be made. The  strain  that our research focused on 
was the strain caused by peer aggression. As the GST and the earlier study of 
Patchin and Hinduja ( 2011 ) which tests this theory in the context of cyberbullying, 
suggest, there might also be other sources of strain for adolescents. Negative experi-
ences with teachers or parents, for instance, might  trigger  the same maladaptive 
coping mechanism. A similar remark can be made with regard to the behavioural 
outcomes. While we studied (cyber)bullying perpetration as externalising behav-
iour, other negative behaviours are also possible (e.g. smoking, drinking, drug use, 
…). Earlier research on cyberbullying already suggests, for instance, that some per-
petrators have declining school performances (Kowalski and Limber  2013 ), which 
might cause strain. Other studies show that perpetrators are often involved in other 
negative or delinquent behaviour, for instance being violent towards peers (Mishna 
et al.  2012 ). 

 As regards the emotions that play an important role in the underlying mechanism 
connecting bullying victimisation and bullying perpetration, we only focused on 
“anger with peers”, as the GST suggests that this emotion is a key motivator. An 
important shortcoming in our study is the fact that we only measured this emotion 
using a single item and at the same time that we measured the respondents’ experi-
ence of (cyber)bullying during the previous 6 months. Therefore the temporal (and 
causal) order of the variables might be questioned. For instance, it is not excluded 
that respondents who are often angry with peers in fact score high on trait angriness 
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while also showing a stronger tendency to interpret peers’ actions as (cyber)bully-
ing (cf. the idea of “hostile attribution”, which is present in the GST and in research 
and theories on (cyber)bullying). Future research should therefore try to distinguish 
between state and situation angriness, using multiple-item scales, and try to capture 
the temporal and causal order between victimisation and anger. Furthermore, atten-
tion can be paid to other emotions that might mediate the relationship between 
victimisation and perpetration. 

 As mentioned earlier, an important innovation in the current study was the inclu-
sion of  impulsivity  as a possible moderator. The results show that those who are 
more impulsive are indeed more likely to become (cyber)bullies when being angry 
at peers (after supposedly being victimised by peers). Impulsivity is regarded as a 
personal characteristic that for most adolescents peaks during early or mid- 
adolescence and decreases during late adolescence (Romer  2010 ). Thus, the ability 
to deal with potential triggers might grow over time. This might also partly explain 
the decline in cyberbullying perpetration after early adolescence (Kowalski et al. 
 2012 ; Tokunaga  2010 ). Again, future longitudinal research should try to provide 
evidence for this. 

 Finally, longitudinal panel studies might also try to disentangle the different 
paths that youngsters follow (bullies/victims; offl ine/online) and their determinants: 
how do youngsters become (habitual) perpetrators, victims, or both? Under what 
conditions do these early experiences “fade away” by the transition to adulthood, 
and under which circumstances and in what forms do early (cyber)bullying experi-
ences have (life)long consequences?     
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    Abstract     Recently, a lot of safety interventions have been developed about teenag-
ers’ privacy and security on social network sites (SNSs). However, these interven-
tions often do not have an impact on attitudes and behaviour. Possibly, the 
instructional principles that guided their development only lead to better knowledge- 
construction and are not adequate in changing reputation-related behaviour. 
Following the theory of planned behaviour and theories about peer pressure during 
adolescence, it was hypothesised that interventions emphasising collaborative 
learning are less effective in changing attitudes and behaviour than interventions 
emphasising individual refl ection. A quasi-experimental intervention study using a 
pre-test post-test design was set up in 115 classes. It was found that both a course 
with collaborative learning and a course with individual refl ection raised awareness 
about contact risks on SNSs. However, only a course with an emphasis on individ-
ual refl ection had a consistent impact on attitudes and behaviour. Implications of 
these results are discussed.  

1        Introduction 

 Children and adolescents are one of the main user groups of social network sites 
(SNSs). For instance, in July 2012 33 % of the Facebook users in the US, 35 % of 
its users in Australia, 47 % of its users in Brazil and 38 % of its users in Belgium 
were under 24 years old (checkfacebook.com). Concerns about the privacy and 
security of these youngsters are growing, since SNSs are based on providing per-
sonal information in order to connect and communicate with others. Media 
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education at school has been put forward as a possible solution (Livingstone and 
Haddon  2009 ). However, it was found that courses about online safety in secondary 
education are effective in increasing awareness about these risks, but they do not 
change the attitudes with regard to these risks, and they only have a limited impact 
on teenagers’ behaviour (Mishna et al.  2010 ; Vanderhoven et al.  2014a ). The study 
described in this chapter, explores the possibilities for improving educational mate-
rials about risks on SNSs in such a way as to enhance their immediate impact on 
unsafe attitudes and behaviour.  

2     Theoretical Framework 

2.1     Risks on SNSs 

 As stated, SNSs are based on providing and sharing personal information. Therefore, 
children face different kinds of risks while using SNSs. One of the categories of 
risks teenagers face while using SNSs are contact risks (De Moor et al.  2008 ). These 
are risks that fi nd their source in the fact that one of the most important features of 
an SNS is the possibility of communicating and having contact with others. 
Examples of contact risks are cyberbullying, sexual solicitation and all kinds of 
privacy risks (De Moor et al.  2008 ). Indeed, next to instant messaging, SNSs are the 
most popular media used for cyberbullying (Livingstone et al.  2011 ). Additionally, 
they can also be used for sexual solicitation, as is seen in the process of grooming, 
where an adult with sexual intentions manages to establish a relationship with a 
minor by using the internet (Choo  2009 ). The possibility of obtaining contact infor-
mation by surfi ng on SNSs also increases the risk of offl ine sexual solicitation. 
Moreover, teenagers face privacy risks, since they post a lot of personal and some-
times risky information online (Livingstone et al.  2011 ). Additionally, 29 % of the 
teens maintain a public profi le or do not know about their privacy settings and 28 % 
opt for partially private settings so that friends-of-friends can see their page 
(Livingstone et al.  2011 ). While friends-of-friends may sound reasonable familiar, 
these people are nevertheless mostly strangers. 

 Although a lot of teenagers develop resilience in coping with these online risks 
(Vandoninck et al.  2012 ), exposure still causes harm and negative experiences in a 
signifi cant number of cases (Mcgivern and Noret  2011 ; Livingstone et al.  2011 ). 
Unintended consequences of revealing too much personal information include dam-
aged reputation, rumours and gossip, harassment or stalking, hacking, identity-theft 
and the use of personal data or information by third parties such as advertisers or 
superiors, teachers or the potential employer (Debatin et al.  2009 ; Livingstone and 
Brake  2010 ). 

 Furthermore, some theories predict that young teens are more impatient and are 
less likely to recognise the risks and future consequences of their decisions (Lewis 
 1981 ). Additionally, it was found that they have a harder time controlling their 
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impulses and have higher thrill-seeking and disinhibition scores than adults 
(Cauffman and Steinberg  2000 ). This could increase risk-taking by teens (Gruber 
 2001 ), especially since SNSs are used to construct an online identity (Madden and 
Smith  2010 ; Zhao et al.  2008 ), and posting pictures and interests helps in both 
building and revealing one’s identity (Hum et al.  2011 ). The process of personal and 
social identity construction is inherently linked to the development of teenagers but 
SNSs give it a new dimension. The profi le pages used to build an identity are often 
available to more people than just the peers they were built for, thereby complicat-
ing the process of privacy protection.  

2.2     The Role of School Education 

 Because of all these risks teenagers face while using SNSs, many authors have 
emphasised the role of school education in raising awareness about these online 
risks (Livingstone and Haddon  2009 ; Marwick et al.  2010 ; Patchin and Hinduja 
 2010 ). Also, parents and young people report that they consider the school as an 
important place to receive online safety information (Safer Internet Programme 
 2009 ). This is in line with the general belief that schools have a broad educational 
agenda, including the enhancement of pupils’ character, health and civic commit-
ment (Greenberg et al.  2003 ). School education needs to enable pupils to participate 
fully in public life (The New London Group  1996 ). In the twenty-fi rst century, this 
means that teaching media literacy at school has become a necessity. While tradi-
tionally media literacy referred to the ability to analyse and appreciate literature, the 
focus has been enlarged and for some time now it also includes skills with regard to 
computers (Brown  1998 ). With the rise of web 2.0, this covers not only interactive 
exploration of the Internet, but also the critical use of social media and SNSs. 
Livingstone ( 2004a ) therefore describes media literacy in terms of four skills, 
namely as the ability to access, analyse, evaluate and create messages across a vari-
ety of contexts. It appears that teens are better at accessing and fi nding information 
online than they are at avoiding risks posed to them by the Internet (Livingstone 
 2004b ). Therefore, a focus on this aspect during any form of media literacy educa-
tion is invaluable. 

 However, although the topic of online safety has been formally included in 
school curricula in many European countries, the implementation is inconsistent 
(Safer Internet Programme  2009 ; Vanderhoven et al.  2013 ). Previous survey-studies 
with teachers in England indicate that 42 % of the teachers never lecture about 
online safety and only 11 % reported to do so frequently (Sharples et al.  2009 ). 
Additionally, despite the fact that a variety of educational packages about safety and 
security in SNSs has been developed (for an overview see Insafe  2014 ), there is a 
lack of consistent evaluation of any educational efforts in this fi eld (Safer Internet 
Programme  2009 ). This causes uncertainty about the effectiveness of these initia-
tives. In other words, it is not known whether these materials achieve their goal, 
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which is often to raise awareness about risks, but also to change attitudes and unsafe 
behaviour (Martens  2010 ). 

 The few evaluation studies that could be found, delivered promising results. A 
survey study in secondary education showed that while there was no direct impact 
on the attention in schools to the topic of safe use of SNSs on pupils’ behaviour, 
school efforts did have an indirect impact on unsafe behaviour by raising privacy 
concern (Vanderhoven et al.  2013 ). Moreover, a recent intervention study found that 
courses about the risks of SNSs in secondary education are immediately effective in 
increasing awareness about these risks (Vanderhoven et al.  2014a ). However, the 
same study revealed that these courses are not effective in changing the attitudes 
with regard to these risks, and they only have a limited impact on teenagers’ behav-
iour immediately after the intervention. This is in line with other studies showing 
that (primary) school-based measures do not immediately infl uence the online 
safety behaviour of children (Valcke et al.  2007 ). 

 This lack of impact on actual behaviour can also be found in the more general 
research fi eld of media education and media literacy education (Martens  2010 ). 
While research about online safety education in particular is rather scarce, more 
research has been done in the fi eld of media literacy education. In this fi eld, quanti-
tative intervention studies in classroom settings typically fi nd that media literacy 
education increases knowledge about the specifi c topic of the course, but that atti-
tudes and behaviour are usually not measured (Martens  2010 ). Empirical research 
about media literacy education that did take into account these measures, indicates 
that attitudinal and behavioural changes are much harder to obtain (Cantor and 
Wilson  2003 ), and often not found immediately after the intervention (Duran et al. 
 2008 ; Steinke et al.  2007 ). 

 As can be concluded, media literacy curricula as well as online safety interven-
tions appear to have more immediate success in changing knowledge than in chang-
ing attitudes or behaviour (Austin et al.  2005 ; Vanderhoven et al.  2014a ). This is a 
striking verdict, considering that changing (unsafe) behaviour as soon as possible is 
one of the primary goals of most developed educational tools (Martens  2010 ). 
Therefore, a short-term impact is very valuable.  

2.3     Changing Behaviour 

 Because education about the risks of SNS use is aimed at changing risky behaviour, 
one should look beyond mere cognitive learning. The trans-theoretical model of 
behaviour change (Prochaska et al.  1992 ) states in this context that a contemplation 
phase, in which people recognise that a problem exists, precedes the preparation 
phase and action phase, in which behaviour is changed. Considering this model, if 
we want to change the behaviour of teenagers who behave unsafely online, we fi rst 
need to make sure that they are in a contemplation stage, that is, that they recognise 
the problem. We might state that this “recognition” contains a logic-based aspect 
(awareness of the problem) and an emotional-based aspect (concern about the 
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problem). Indeed, one can state that children or adolescents who do not know about 
the risks of SNS use are in a pre-contemplation stage. Moreover, those who know 
about the risks, but do not recognise them as a problem as they do not care about 
them, are in a pre-contemplation stage as well. Therefore, a fi rst goal of any educa-
tional material needs to be to change awareness of and concern about the risks. 

 Further, it seems necessary to change existing interventions so they have more 
chance of achieving their fi nal goal of changing behaviour. While investigating how 
interventions should be changed, it is important to have a look at the precedents of 
behaviour. The Theory of Planned Behaviour (Ajzen  1991 ) states that attitudinal 
beliefs, subjective norms and perceived behavioural control predict behavioural 
intentions, which in turn predict behaviour. Meta-analytic reviews show that this 
theory has been confi rmed in many empirical studies (Armitage and Conner  2001 ). 
With regard to safe behaviour on SNSs, this means that teenagers need to believe 
that safe behaviour is the best thing to do, that their signifi cant others think so as 
well, and that they believe that they are able to behave safely on SNSs. 

 Considering their signifi cant others, it has been found that teenagers are particu-
larly sensitive to peer pressure and that resistance to peer infl uence only increases 
when getting older (Sumter et al.  2009 ). Therefore, it does not come as a surprise 
that peer pressure is a major motivator for revealing information online (De Souza 
and Dick  2009 ). It has been found that peers have a signifi cant impact on different 
forms of decision-making of teenagers online (Heirman and Walrave  2012 ; Marwick 
et al.  2010 ). We might therefore hypothesise that during adolescence, the opinion of 
signifi cant others (=social norm), and mainly of their peers, has a particularly 
important role in teenagers’ decision-making online. 

 Because of the opportunities SNSs offer when sharing information – e.g. com-
municating (Pruulmann-Vengerfeldt and Runnel  2012 ) and creating an online iden-
tity (Hum et al.  2011 ; Madden and Smith  2010 ) – risky behaviour might be desirable 
between peers. Interventions that are aimed at changing unsafe behaviour need to 
take this into account. It might be hypothesised that this knowledge can be inte-
grated into the development of school interventions by: (1) trying to decrease the 
social desirability of unsafe behaviour for teenagers and their peers as well and (2) 
lowering the impact of the opinion of teenagers’ peers on their behaviour, at least 
during the intervention. The fi rst is part of most classroom interventions, by infl u-
encing all peers at once (i.e. all peers in class; it is more diffi cult to reach external 
peers). The latter can be integrated in any intervention, by increasing the time for 
individual refl ection during the intervention and by decreasing the “peer time” in 
which they can be infl uenced by their classmates. 

 However, since recent educational theories (e.g. constructivism) emphasise the 
importance of collaborative and active learning (Duffy and Cunningham  1996 ), 
these didactical principles have been part of many safety interventions (e.g., Insafe 
 2014 ). Therefore, the possibility that peers negatively infl uence their classmates’ 
attitudes and thereby prevent behavioural change is rather high. One might hypoth-
esise that when there are more opportunities during the intervention for individual 
refl ection, immediate attitudinal and behavioural changes might be more plausible. 
However, no research could be found that explores the immediate impact of 
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 interventions with collaborative learning versus interventions with an emphasis on 
individual refl ection on reputation-related behaviour such as using SNSs. To coun-
ter this shortcoming, a quasi-experimental intervention study has been set up to fi nd 
out whether there is indeed a different short-term impact on the evaluation of con-
tact risks on SNSs in courses with an emphasis on individual refl ection rather than 
an emphasis on collaborative learning.   

3     Method 

3.1     Participants 

 In total 1564 pupils out of 115 secondary school classes fi lled in the surveys. The 
answers on pre- en post-test were screened for unreliable answers, such as no vari-
ance in answers to items. Unreliable cases were deleted, as were 2 classes in which 
implementation of the materials did not happen correctly, leaving the data of 1497 
pupils between 11 and 19 years old (M = 14.90, SD = 1.88) that were used for analy-
sis. However, 63 only responded to the post-test and 460 only responded to the pre- 
test. This large dropout was probably due to the long and time-consuming 
questionnaire. Several teachers reported not to have had time to let their pupils fi ll 
in the post-test questionnaire. Yet there was no signifi cant difference in pre-test 
scores between the group who fi lled in both surveys and those who fi lled in only one 
survey ( F (9595) = 1.49,  p  = .15), indicating that both groups were drawn from the 
same population with regard to the dependent variables.  

3.2     Design 

 A pre-test post-test design was used, with three different conditions, as depicted in 
Fig.  1 .

PRETEST INTERVENTION POSTTEST

Online survey 

measuring

- Awareness

- Attitudes

- Behaviour

1. No course (43 classes) Online survey 

measuring

- Awareness

- Attitudes

- Behaviour

2. Course with individual 

reflection (25 classes)

3. Course with 

collaborative learning 

(43 classes)

  Fig. 1    Pre-test post-test design with three conditions       
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   In one condition, the lesson was given with an emphasis on collaborative learn-
ing. In another condition, the given lesson had more emphasis on individual refl ec-
tion. Apart from this, both lessons were similar. These two conditions were compared 
to a third, control condition where no lesson was given. The interventions are fur-
ther explained in Table  1 .

3.3        Measures 

 Before and after the intervention pupils’ awareness, attitudes and behaviour towards 
contact risks on SNSs were measured. Therefore, a pre- and post-test was developed 
based on the contact risks as described by De Moor et al. ( 2008 ). Three different 
scales were developed, one for awareness, one for attitudes and one for behaviour, 
all built on the base of the means of six or more items. They all had a satisfactory 
reliability as measured by Cronbach’s alpha (see Table  2 ). While the behavioural 
scale measures a broad set of behaviours, – including refl ection before posting, act-
ing safely (e.g. using privacy settings, not posting risky information) and reporting 
(e.g. cyberbullying), – a direct binary measure of behavioural change was conducted 
by the question “Did you change anything on your profi le since the fi rst question-
naire?”. Where the latter was answered affi rmatively, an open question about what 
they changed exactly gave us more qualitative insight into the type of behavioural 
change.

   Table 1    Description of the different phases of the interventions in the three conditions of the study   

 Condition with collaborative 
learning 

 Condition with individual 
refl ection 

 Control 
condition 

 Phase 1: 
Introduction 

 The subject is introduced to the pupils  No lesson 

 Phase 2: 
simulated profi le 

 Students receive a simulated 
SNS-profi le on paper and 
have to fi ll in questions about 
the profi le  together with a 
peer  

 Students receive a simulated 
SNS-profi le on paper and 
have to fi ll in questions  alone  

 Phase 3: class 
discussion 

 Answers of the exercise are discussed, guided by the teacher 

 Phase 4: voting 
game 

 Different statements with 
regard to the specifi c content 
of the course are given. 
Students  show their peers  
whether they agree or not by 
raising green and red cards. 
Answers are discussed 
guided by the teacher 

 Different statements with 
regard to the specifi c content 
of the course are given. 
Students  write down 
individually  whether they 
agree or not. Afterwards, 
answers are discussed guided 
by the teacher 

 Phase 5: Theory  Some real-life examples are discussed. All the necessary 
information is summarised 
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3.4        Procedure 

 To assure external validity, an authentic class situation, where the regular teacher 
was giving the lesson, was necessary. Therefore, only where teachers accepted 
cooperating with the research, were pupils given the link to an online survey. The 
teacher manual and the syllabus for students were distributed to all those teachers 
who were willing to participate. Approximately 1 week after pupils fi lled in the fi rst 
survey, the course was given under the experimental conditions described. Every 
class participated in one course. The manual for teachers described in detail how the 
teacher should give the lesson (i.e. step by step instructions for the progress of the 
course). Two independent observers verifi ed whether the lesson was indeed given as 
instructed, with special attention to the emphasis on collaborative learning vs. indi-
vidual refl ection. After having followed the course, pupils received the link to the 
second online survey. Pupils in the control condition did not receive any course but 
did get the link to the second online survey at the same time as the pupils out of the 
experimental conditions.   

4     Results 

4.1     Analysis 

 Since our data clearly have a hierarchical structure, i.e. pupils in classes, the data 
obtained from pupils in the same class might be dependent, and so might disturb the 
assumptions of simple regression analysis. In this respect Multilevel Modelling 
(MLM) is suggested as an alternative and adequate statistical approach. 
Consequently, a two-level structure is used: pupils (level 1) are nested within classes 
(level 2). 

   Table 2    Dependent variables with an indication of reliability and an example item   

 Variable  Items  Cronbach’s α  Example item  Meaning 

 Awareness  6  .78  With sexy pictures or messages 
people might think you have sexual 
intentions 

 1 = low 
awareness, 
 7 = high 
awareness 

 Attitude  6  .77  How concerned are you that 
someone might approach you on 
SNSs with sexual intentions? 

 1 = low concern, 
 7 = high concern 

 Behaviour  10  .83  I use my SNS to gossip  1 = unsafe 
behaviour, 
 7 = safe 
behaviour 
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 Moreover, since the effect of a course on three different dependent variables has 
to be verifi ed, multiple models need to be tested. Therefore, a multiple testing cor-
rection is appropriate. In all analysis, a Bonferroni-correction was applied to the 
signifi cance level α = 0.05, resulting in a signifi cance of effects at the level α = 0.02. 
This correction results in a conservative signifi cance level, ensuring that any signifi -
cant effects observed refl ect a real existing impact of the courses given. 

 Three different models were tested consecutively, with respectively the mea-
sured awareness, attitudes and behaviour in the post-test as dependent variables. For 
every dependent variable, a null model was built in which the intercept β 0  represents 
the mean post-test score for conditions. Second, we controlled for pre-test score by 
adding it as a covariate to the model. The resulting model (Model 1) shows the 
impact of the pre-test score on the post-test score. Finally, and most interestingly, 
the main effect of the intervention was added, with the control condition as a refer-
ence category (Model 2). Therefore, estimates of the courses give the difference in 
post-test-score on the dependent variable for pupils who followed this specifi c 
course compared to those who did not follow a course, when controlled for pre-test 
scores. Only the results of this last model will be discussed. 

 Furthermore, the answers to the open question (what did you change on your 
profi le since the last survey?) were divided over different categories, depending on 
the nature of the reported change.  

4.2     Results 

 The results of the quantitative multilevel analysis can be found in Table  3 . It was 
found that both the course with individual refl ection and the course with collabora-
tive learning had a positive impact on awareness of contact risks, as compared to the 
control condition ( χ  2 (1) = 8.91,  p  < .02 and  χ  2 (1) = 7.24,  p  < .02 respectively). 
However, with regard to teenagers’ attitudes and behaviour, a change could only be 

   Table 3    Results of the multilevel regression analysis on all three dependent variables   

 Awareness  Attitudes  Behaviour 

  Fixed  
 Intercept  4.54 (0.06)  4.96 (0.06)  5.16 (0.06) 
 Pre-test  0.61 *** (0.03)  0.62 *** (0.03)  0.67 *** (0.04) 
 Course with individual refl ection  0.23 **  (0.09)  0.27 **  (0.09)  0.21 **  (0.09) 
 Course with cooperative learning  0.29 **  (0.10)  0.17 (0.10)  0.17 (0.10) 
  Random  
 Level 2 – Class 
 σ 2  u0   0.03 (0.02)  0.05 ** (0.02)  0.05 * (0.02) 
 Level 1 – Pupil 
 σ 2  e0   0.68 *** (0.04)  0.44 *** (0.03)  0.38 *** (0.03) 

   Note . Standard errors are in parentheses. *  p  < .05 **  p  < .02 ***  p  < .001  
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observed when the course gave the opportunity for individual refl ection as com-
pared to the control group ( χ  2 (1) = 9.91,  p  < .02 for attitudes and  χ  2 (1) = 5.67,  p  < .02. 
for behaviour). The course with an emphasis on collaborative learning did not have 
any different impact compared to either the control group on attitudes ( χ  2 (1) = 3.09, 
 p  > .02) or behaviour ( χ  2 (1) = 2.69,  p  > .02).

   However, the results of the answers to the binary question whether pupils 
changed anything on their profi le since the last survey, show that both courses have 
some infl uence on the behaviour of teenagers (Table  4 ). Indeed, no signifi cant dif-
ference could be found between both groups in the number of pupils who changed 
something ( χ  2 (1) = 2.54,  p  = .11), while both groups differed signifi cantly from the 
control group ( χ  2 (1) = 15.60,  p  < .001 for collaborative learning and  χ  2 (1) = 6.70, 
 p  < .01 for individual refl ection). In Table  4 , it can be seen that most pupils who 
reported having changed anything, mostly changed their privacy settings, or adapted 
the personal information on their profi le page.

5         Discussion 

 In previous literature, school education has been put forward as an important factor 
to protect children against the possible risks they face when using SNSs (Livingstone 
et al.  2011 ; Marwick et al.  2010 ; Patchin and Hinduja  2010 ). However, although 
safety interventions regularly have an impact on knowledge and awareness (Martens 
 2010 ; Mishna et al.  2010 ), an immediate impact on attitudes and behaviour is often 
lacking in general media education interventions (e.g. Duran et al.  2008 ) and 
Internet safety interventions in particular (Vanderhoven et al.  2014a ). A possible 
reason for this lack of impact on attitudes and behaviour is that interventions are 
often developed following instructional guidelines from recent educational theories 
(e.g. constructivism), such as collaborative learning (Duffy and Cunningham  1996 ). 
These guidelines might only lead to better knowledge-construction, which is often 
the most important outcome of classroom teaching. However, to change reputation- 
related behaviour, such as those related to risks using SNSs, some of these instruc-
tional guidelines might not be adequate. It has been hypothesised, following the 
theory of planned behaviour (Ajzen  1991 ) and theories about peer pressure during 
adolescence (e.g. Sumter et al.  2009 ), that the opinion of peers during classroom 
interventions might have a negative impact on their attitudes and might prevent 
behavioural change. Therefore, interventions with an emphasis on collaborative 
learning would be less effective than interventions with an emphasis on individual 
refl ection. To test this hypothesis, a quasi- experimental intervention study was set 
up. It was found that both a course with collaborative learning and a course with 
individual refl ection achieved the goal of raising awareness about contact risks on 
SNSs. However, as was hypothesised, only a course with an emphasis on individual 
refl ection had a consistent impact on attitudes and behaviour. Still, while the course 
using collaborative learning did not have an impact on the quantitative scales, pupils 
in this condition reported signifi cantly more that they changed something on their 
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profi le than pupils in the control condition (see Table  4 ). This difference can be 
explained by the fact that the quantitative scales measured a broader range of behav-
iour instead of just “changing something (anything) on your profi le”. For example, 
the quantitative scale also included behaviours such as refl ection before posting and 
reporting information (e.g. cyberbullying). This way, a mean was calculated for safe 
behaviour in general, rather than counting every change a teenager may have made. 
It can be concluded that the intervention which leaves room for individual refl ection 
rather than one using collaborative learning, is more consistent with regard to 
obtaining this outcome of changing attitudes and behaviour in general. 

 Our fi ndings have several implications for practice and for further research. First 
of all, they show that education concerning the risks of using SNSs is not pointless, 
but that the format and implementation should be a well-advised choice. Too often 
a lot of money and time are spent on materials that are developed without any theo-
retical or empirical basis, and without any subsequent empirical evaluation 
(Vanderhoven et al.  2014b ). Our results show that empirical research for defi ning 
critical aspects of development and implementation is just as invaluable as empiri-
cal evaluation for the defi nition of the impact of safety interventions. This latter is 
in agreement with previous research about prevention research in general (Nation 
et al.  2003 ). 

 Secondly, the results of this research give a fi rst insight into one of the critical 
aspects that infl uences the degree of impact of a safety intervention on the aware-
ness, attitudes and behaviour of teenagers with regard to existing risks on SNSs. As 
could be expected from the theory of planned behaviour, the opinion of signifi cant 
others has an important infl uence on teenagers’ behaviour. The results of this study 
give empirical evidence that this should be taken into account when developing 
educational materials concerning the safe use of SNSs, by increasing the possibili-
ties for individual refl ection and decreasing the moments of collaborative learning. 
The materials developed can therefore be used in practice to raise awareness about 
the risks and to change negative attitudes and unsafe behaviour of teenagers in sec-
ondary schools. 

 Thirdly, it seems plausible that the same reasoning might apply to interventions 
involving other reputation-related behaviour where peers might negatively infl u-
ence each other, using some form of peer pressure. This might be the case for typi-
cal prevention-based interventions, focusing on behaviours such as drug abuse, 
smoking and aggressive behaviour. Further research should point this out. 

 Finally, further research should also focus on other critical factors that have a 
positive infl uence on the effectiveness of educational materials concerning the risks 
on SNSs. Indeed, in this study, we focused on peers as important signifi cant others 
for teenagers. However, parents also have an important role in the life of adoles-
cents. Therefore, involving parents in interventions might have a positive impact on 
their effectiveness. Following the theory of planned behaviour (Ajzen  1991 ), other 
aspects can be put forward that might have a positive impact as well, such as infl u-
encing their perceived behavioural control (e.g. increasing their confi dence in using 
privacy settings). Ideally, further research will follow a design-based approach, i.e. 
starting from the practical problems observed (e.g. unsafe behaviour), and using 
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iterative cycles of testing of solutions in practice. By refi ning of the problems, solu-
tions and methods, design principles can be developed that can guarantee that next 
to a gain on knowledge, behaviour will be safer as well (Phillips et al.  2012 ). 

 Despite the invaluable contribution of this impact evaluation study, some limita-
tions need to be taken into account. First of all, the given courses were short inter-
ventions, in the form of a 1-hour class. A longer intervention might lead to a stronger 
impact. Indeed, research in the fi eld of prevention shows that campaigns need to be 
suffi ciently dosed to be effective (Nation et al.  2003 ). However, a choice was made 
to develop short interventions to limit the workload of teachers who reported they 
did not have much time to spend on this cross-curricular topic (Vanderhoven et al. 
 2014b ). 

 As a consequence of this decision, the course focused on teenagers in general, 
regardless of individual characteristics such as gender, age or the amount of online 
activity. It has been found, however, that some children are signifi cantly less likely 
than others to respond adequately when exposed to online risks. Moreover, children 
reporting more psychological diffi culties and a low self-esteem are often more upset 
by the risks they encounter (Vandoninck et al.  2012 ). Therefore, it would be inter-
esting to take these individual differences into account in future research, in order to 
know what kind of impact the intervention has on these “vulnerable” teenagers. 

 Second, based on previous research, it was hypothesised that peers might have a 
negative infl uence on each other with regard to risk behaviour (De Souza and Dick 
 2009 ; Heirman and Walrave  2012 ; Marwick et al.  2010 ). Therefore, collaborative 
learning activities were substituted by exercises which had time for individual 
refl ection. However, this way a possible positive infl uence of peers was excluded as 
well. One can argue that individual refl ection and collaborative learning are not 
mutually exclusive and that both can be combined in one intervention. For example, 
by starting with an exercise giving attention to individual refl ection and afterwards 
trying to increase the positive impact peers might have on each other by integrating 
forms of collaborative learning into the intervention, the positive impact of indi-
vidual refl ection and the possible positive impact of collaborative learning might be 
combined. However, an intervention combining both didactical principles would 
take more time. For the same reason as described above (i.e. the teachers’ time con-
straints), the intervention was kept as short as possible. Still, future research could 
point out the added value of extending the course by integrating a focus on the pos-
sible positive infl uence of peers. 

 Finally, this study only focused on an immediate and hence short-term impact. 
This is in line with previous media literacy research (Martens  2010 ), but it has 
important consequences for the interpretation of the results. For example, it could 
reasonably be argued that the intervention with collaborative learning had a delayed 
impact on attitudes and behaviour, so that this impact was not observable in the 
post-test scores that were measured immediately after the intervention. Of course, 
although no conclusions could be drawn about long-term effects in our study, the 
fi nding that an intervention with more time for individual refl ection has the potential 
to attain an immediate impact on attitudes and behaviour is very valuable. It surely 
is desirable that the impact of interventions concerning risks on SNSs is observable 
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as soon as possible. Still, given the growing importance of sustainable learning (e.g. 
it is the main theme of the EARLI 2013 conference, which is one of the most impor-
tant educational conferences), future research using a longitudinal approach might 
be interesting, not only to fi nd out if an intervention with collaborative learning has 
a delayed impact but also to fi nd out whether the impact of the intervention with 
individual refl ection is persistent over time. 

 As a conclusion, it can be stated that while collaborative learning is described as 
an important instructional strategy for increasing knowledge (Duffy and Cunningham 
 1996 ), it is less effective in immediately changing reputation-related behaviour. 
This has important implications for prevention strategies, especially with regard to 
changing unsafe SNS-behaviour. Courses in secondary education should give the 
possibility for individual refl ection if they want to attain an immediate change in 
attitudes and behaviour. Since teaching children how to act on SNSs is a desirable 
goal, our results are a clear indication of the importance of empirical research for 
evaluating educational materials and to defi ne critical implementation formats. For 
now, we can conclude that, in this particular case, a problem shared is not a problem 
halved.     
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      Empowering Children Through Labelling 
in Social Networks: Illusion or Solution?                     

     Ellen     Wauters     ,     Eva     Lievens     , and     Peggy     Valcke    

    Abstract     In order to protect minors from the risks associated with exposure to 
content which is deemed unsuitable (e.g. sexually implicit images, violence, offen-
sive language) and potentially harmful, many countries have adopted systems of 
labelling or content classifi cation. The purpose is to provide parents and carers with 
reliable and useful information so that they can make informed and well-balanced 
decisions about which content is appropriate for their children. This chapter identi-
fi es a number of key issues related to the development of labelling systems for the 
online and social networking environment, such as the rationale behind labelling, 
the object of the labelling systems and the types of labelling that could be used. 
Focusing mainly on policy documents and proposals at the European level (European 
Union and Council of Europe), references are made to specifi c national systems to 
illustrate good practices or recently developed schemes.  

1        Introduction 

 In order to protect minors from the risks associated with exposure to content which 
is deemed unsuitable and/or potentially harmful (e.g. sexually implicit images, vio-
lence, offensive language), most countries have adopted certain labelling, rating or 
classifi cation systems for media content. One of the most well-known examples for 
instance is the Dutch  Kijkwijzer  rating scheme, a cross-media rating system which 
was launched by NICAM (Netherlands Institute for the Classifi cation of Audiovisual 
Media/ Nederlands Instituut voor de Classifi catie van Audiovisuele Media ) in 2002. 
 Kijkwijzer  is a single content classifi cation system for television programmes, 
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videos, fi lms, games and mobile content. The purpose of these kinds of systems is 
to provide parents and carers with reliable and useful information so that they can 
make informed and well-balanced decisions about which content they deem appro-
priate or suitable for their children. 1  

 However, in order to achieve this goal effectively it is vital that potential users 
are, fi rstly aware of these systems and, secondly able to understand and use these 
systems in an effi cient way. This was already recognised by the European 
Commission in 1996:

  Neither the strict application of laws, nor blind reliance on technology will entirely solve 
the issue of illegal and harmful content on the Internet. Public education will play a crucial 
role. Awareness activities should therefore be encouraged so that users understand the 
opportunities as well as the drawbacks of the Internet. Parents and educators, in particular, 
should be suffi ciently informed so as to be able to take full advantage of parental control 
software and rating systems (European Commission  1996 ). 

   The importance of media literacy 2  in this context is increasingly stressed in a 
wide array of policy documents. In 2006, Commissioner Viviane Reding stressed 
that media literacy is a key element in the protection of minors:

  The Commission has not only proposed legislation laying down rules for audiovisual ser-
vice providers: it fi rmly believes that rating and labelling of content combined with media 
literacy and technological solutions, such as user controlled fi ltering, are key tools to 
address these important issues (Reding  2006 ). 

   Increasingly, the proposals are to apply labelling systems in the online and social 
networking environment as well. Globalisation, convergence and the development 
of new technologies such as  social network services  (SNSs), however, pose several 
challenges for existing systems of labelling and content classifi cation. First, the 
phenomenon of convergence has blurred the lines between traditionally separate 
audiovisual content delivery platforms and has increased the potential of users hav-
ing access to information anytime and anywhere. This has resulted in a continually 
growing amount of content that is uploaded, mainly by individual, non-professional 
users, making it extremely diffi cult for platform providers to rate content on an 
 ex ante  basis. Secondly, the incompatibility of national systems may confuse par-
ents and minors in making the right decisions. For instance, the same movie can 
have a different classifi cation in different countries. Given the borderless nature of 
the Internet, it is easier for minors to buy or come across products which are not 
suitable for their age. A uniform system across Europe would prove helpful, but dif-
ferences in cultural sensitivities between countries make it diffi cult to install a har-
monised system. 

1   Cf. see also: Department of Homeland Security and the European Commission ( 2012 ). Joint 
declaration to make the Internet safer for kids, available at  http://europa.eu/rapid/
press-release_MEMO-12-881_en.htm . 
2   For more information, see Lievens et al. ( 2011 ). State of the art on regulatory trends in media. 
Identifying whether, what, how and who to regulate in social media, available at  http://emsoc.be/
wp-content/uploads/2012/01/State-of-the-art-on-regulatory-trends-in-media.Identifying-whether-
what-how-and-who-to-regulate-in-social-media.pdf . 
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 Taking these challenges into account, it is the aim of this chapter to identify a 
number of key issues that should be considered when developing labelling systems 
that could be used in the online and social networking environment. 

 Given the cross-border nature of the subject, the chapter mainly focuses on pol-
icy documents and initiatives at the European level. By means of illustration of a 
good practice, we discuss the Dutch  Kijkwijzer  system in detail.  Kijkwijzer  is widely 
regarded as a successful classifi cation system for protecting minors against harmful 
media content and also served as an inspiration for the labelling system for games, 
PEGI (Pan-European Game Information).  

2     Why Should Content Be Labelled in an SNS Environment? 

 The question that has to be answered fi rst is: why should content be labelled in an 
SNS environment? Traditionally, rating and labelling systems were mainly intended 
to inform parents and caregivers about the suitability of movies, television pro-
grammes and video games. 3  These systems allow parents to make an informed 
choice about certain media products and enable the restriction of access, should 
they want to do this. 

 Studies have shown that many parents fi nd this helpful. When developing 
 Kijkwijzer , two consumer surveys were conducted: a survey in which parents indi-
cated their major concerns about children and the media and a survey in which 
parents were asked whether they would like the establishment of a rating system. 
The latter showed that more that 75 % of parents would like such a system and 70 % 
of them indicated that they would actually use such a rating system (Valkenburg 
et al.  2002 ). Indeed, a 2012 survey in the Netherlands about  Kijkwijzer  indicated 
that about 92 % of the Dutch parents with children up to 16 years use  Kijkwijzer  and 
about 8 % never use it. Moreover, 96 % of parents found  Kijkwijzer  a useful warning 
system (Gosselt et al.  2012 ). In 2015, a repeat study confi rmed that 91 % of parents 
use Kijkwijzer (Kijkwijzer.nl  2015 ). A Dutch survey about video game ratings 
showed that 77 % of parents found it necessary to have an age rating and 78 % were 
in favour of a rating for potentially harmful content (Nikken et al.  2007 ). 

 However, due to technological developments, the blurring boundaries between 
different media platforms and the increasing borderless nature of the Internet, it is 
not only much more diffi cult for parents to control their children’s media consump-
tion, but the implementation of these systems in the online environment seems 
much more diffi cult. In our opinion, this does not imply that content rating and 
labelling should be abandoned as possible instruments for empowering parents, 
educators and minors themselves to make decisions about which content is suitable 
for certain age groups. It is, however, very important that policymakers can base 

3   Note that in certain systems, ratings are also used to prohibit access to certain types of content, for 
instance certain fi lm classifi cation systems include access restrictions for movie theatres. 
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their decision whether to label content, also in the digital and SNS environments, on 
thorough social science research into the use of SNSs by young people and the 
 possible impact of content and rating labelling systems. 4  In this context, the EU 
Kids Online study, which examined the use of online technologies by children and 
young people on a pan-European scale, 5  also suggested that further research should 
be conducted in order to test and evaluate effective content classifi cation systems 
(Livingstone et al.  2012 ). Because the effectiveness of certain mechanisms may dif-
fer according to the platform they are used on, it is important to test, evaluate and 
refi ne possible mechanisms on a continuous basis. The study also found that in 
today’s society, in general, parents support a universal rating system that can be 
applied across media. However, at the same time, parents indicated that they prefer 
detailed content ratings rather than simple age-based ratings (Livingstone et al. 
 2012 ).  

3     What Should Be Labelled in an SNS Environment? 

 A second relevant question is which element(s) of SNSs could be subjected to label-
ling. On the one hand, content items, such as videoclips, games, pictures or apps 
could be labelled. On the other hand, a general quality label for the SNS platform as 
a whole could be introduced, one that would not only guarantee compliance with 
rules regarding the protection of minors but also with rules regarding privacy, inap-
propriate content, copyright issues, etc. 

3.1     Labelling the Content 

 With regard to labelling the content itself, the question arises which content avail-
able on SNSs should/could be labelled: e.g. professional content, User Generated 
Content (UGC) or all content. In this context, UGC poses a specifi c concern. 
Traditional professional content has been relatively easy to label as there were a 
limited number of producers that needed to comply with the classifi cation scheme 
in place. With regard to the enormous number of creators of UGC on SNSs, the 

4   Cf. for instance, theories such as the ‘forbidden fruit effect’ or the ‘tainted fruit effect’: Bushman 
and Stack ( 1996 ). Forbidden fruit versus tainted fruit: effects of warning labels on attraction to 
television violence.  Journal of Experimental Psychology: Applied ,  2 (3), 207–226; Gosselt et al. 
( 2012 ). Effects of media ratings on children and adolescents: A Litmus test of the forbidden fruit 
effect.  Journal of Communication ,  61 , 1161–1178. 
5   More information is available at  http://www2.lse.ac.uk/media@lse/research/EUKidsOnline/
Home.aspx . 
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most signifi cant question is whether creators will/should rate their own content? 6  In 
this context, a proposal put forward by the Dutch NICAM, and further developed in 
the framework of the CEO Coalition in cooperation with the British Board of Film 
Classifi cation (BBFC), is a European-wide rating system for User Generated 
Audiovisual Media (You Rate It) with the purpose of enabling parents and children 
to make well-informed online viewing decisions. 7  The You Rate It tool is conceived 
as a simple rating mechanism which delivers solid ratings based on the experience 
of BBFC and NICAM as national fi lm classifi ers. The tool is stand-alone, implicat-
ing it can be embedded into any website which allows for UGC to be uploaded, and 
language and appearance can be customised to any website or national rating sys-
tem. 8  The ratings in the cloud can be used by websites, apps, parental controls, 
search engines, etc. and can also be translated into local ratings. This implies that 
every country can receive an adjusted rating and a symbol which is recognisable in 
that particular country, refl ecting different national sensitivities and concerns over 
content. 9  The developers stress the fl exibility of You Rate It because it can be 
adapted to meet the different needs of countries, publics and platforms. For instance, 
the content could be rated while the user is uploading his content and/or the content 
could be rated by those viewing the content. 10  Also, the scope of the role of existing 
classifi cations systems can be adapted, for instance, countries can choose to let their 
national classifi cation bodies act as an independent administrator who could check 
a proportion of the ratings and could handle complaints about incorrect ratings. 11  
Finally, depending on the choices of different countries or platforms, it is possible 
to use either existing age ratings and labels or new, simplifi ed ratings. The tool con-
sists of six questions about the content of the UGC: behaviour, drugs, horror, lan-
guage, sex/nudity and violence. There is also the possibility of including a facility 
that would enable viewers to report to an appropriate law enforcement body if they 
considered the content to be illegal. Video upload websites could mark the content 
as “not yet rated” and provide a rating button in order to rate it using the same rating 
form as when a video is uploaded for the fi rst time. NICAM and BBFC are con-
vinced that this tool would empower and involve uploaders, parents and children in 

6   For instance, the Internet Content Rating Association (ICRA), a self-regulatory initiative for 
online content, expected content providers to label the content of their own website according to 
the suitability for different groups of online users (for instance, minors). ICRA created a rating 
system based on the vocabulary that functions on PICS (Platform for Internet Content Selection), 
a standardised machine-readable format for describing content in an HTML fi le. One of the rea-
sons given for the failure of ICRA is that companies were not willing to rate their own content. See, 
for instance, Archer ( 2009 ). ICRA fail , a lesson for the future.  http://philarcher.org/icra/ICRAfail.
pdf . He states that most members of ICRA did not even label their websites. 
7   http://www.yourateit.eu . See also the Miracle project:  http://www.miracle-label.eu/ . 
8   http://www.yourateit.eu . 
9   Internal document, available with the author. 
10   Internal document, available with the author. 
11   Internal document, available with the author. 
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the rating process and would create media awareness (NICAM, Wim Bekkers, Safer 
Internet Forum  2012 ). 12  

 Although this tool sounds very promising, and the fl exibility of the proposed 
system provides many opportunities, a number of questions can be raised with 
regard to its operationalisation in practice. For instance, given the fact that 72 h of 
content is uploaded every minute on YouTube, 13  how would national agencies cope 
with a possible overload in reports? Again, which national agency would have the 
competence to deal with the complaints? How would one deal with false reports, 
initiated by “competitors” of the uploader? Would the uploader have the right to 
appeal against the decision of a national agency? What about the cost of the system? 
For instance, is only one language suffi cient, or does it need to be translated into 
every language in which a platform is available? Also, do non-professional upload-
ers have the necessary skills to judge and rate their own content in a correct way? 
The coders for  Kijkwijzer , for instance, receive special training by NICAM in order 
to make a correct classifi cation. Also, when in doubt about a particular classifi ca-
tion, the coders have the possibility of asking for advice (NICAM  2011 ). Then there 
is perhaps the most important question: what would be the incentive for UGC plat-
form providers, such as YouTube or Facebook, to embed this tool in their sites? 
Would this need to be imposed by government or would they be willing to do this 
on a voluntary basis? These are questions that would need to be taken into account 
if such a rating system were to be operationalised to rate UGC in online and social 
media environments. Although this initiative is still in a exploratory phase, it is a 
very interesting refl ection on how rating systems could function in a very complex 
media environment. 

 Another issue relates to possible inconsistencies in labelling systems when dif-
ferent types of content are labelled. For instance,  Kijkwijzer  uses age categories AL, 
6, 9, 12 and 16 (  www.kijkwijzer.nl    ). In contrast, the PEGI system, which is the 
dominant model for self-regulation of the video game industry on a pan-European 
level, although inspired by the  Kijkwijzer  system, uses age categories 3, 7, 12, 16, 
18. 14  Again, content descriptors of existing systems use different symbols (e.g. for 
sex, coarse language). These inconsistencies have the potential to confuse users and 
as a consequence could weaken the effectiveness of labelling systems. Traditionally, 
there was a clear separation between different audiovisual content (e.g. movies, 
television, video games). However, the phenomenon of media convergence has 
blurred the lines between traditionally separate audiovisual content delivery plat-
forms and different types of audiovisual content that is now available on one single 
platform (e.g. on YouTube you can watch movies, video games sequences, extracts 
from television programmes as well as video clips). 

12   In September 2013 a pilot started with Italian company Mediaset for their UGC platform. Also, 
the European Commission has invited a number of Internet companies to investigate whether You 
Rate It can be an effective classifi cation tool for non-professional content ( http://www.kijkwijzer.
nl/now-you-can-rate-it-/page18-0-258.html ). 
13   http://www.youtube.com/t/press_statistics . 
14   www.pegi.info . 
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 Therefore, in our opinion, the concept of platform neutrality could be a solution to 
avoid inconsistencies and confusion. This implicates a shift away from platform- 
specifi c modes of content regulation, based on a clear distinction between different 
audiovisual content delivery platforms and a clear distinction of content into particular 
technological “silos”, which have been the basis of media policy in the past (Australian 
Law Reform Commission  2012 ). In its report “Classifi cation – Content regulation and 
convergent media” the Australian Law Reform Commission argued that

  Classifi cation should focus on media content rather than platforms or delivery technologies. 
In the context of media convergence, we have argued that attempts to apply different regula-
tory frameworks to media based upon their delivery platform has proven to be unsustain-
able over time, and has generated signifi cant distortions in classifi cation outcomes 
(Australian Law Reform Commission  2012 ). 

   The European Union introduced technology-neutrality in the Audiovisual Media 
Services Directive (AVMS Directive) (European Parliament and Council  2010 ). 
This implies common rules for all audiovisual media services, 15  irrespective of 
which transmission platform or technology is used. As a consequence new types of 
delivery modes such as Internet or mobile platforms can also fall under the scope of 
the AVMS Directive. However, depending on the interpretation of the notion “audio-
visual media services”, it has been argued that services such as Facebook and 
YouTube fall outside of that scope (Valcke et al.  2008 , p. 112). 16  

 However, introducing a new technology-neutral labelling system for cross-media 
types of content implies the abolishment of existing rating and labelling schemes 
and this can have consequences for users. Currently, they are familiar with the prac-
tices used at the national level. One possibility could be introducing a system that is 
based on PEGI ( supra ). Introducing a completely new cross-media system would 
take a lot of effort and need considerable time in order to gain the necessary trust 
and awareness.  

3.2     Quality Label or Trustmark for SNSs 

 Another option, instead of labelling individual content items, is to develop a quality 
label or trustmark for SNSs, which implies that SNS providers agree to adhere to 
certain principles. In the area of e-commerce, a trustmark has been defi ned as

  any third-party mark, logo, picture, or symbol that is presented in an effort to dispel con-
sumers’ concerns about Internet security and privacy and, therefore, to increase fi rm spe-
cifi c trust levels (Aiken and Boush  2006 ). 

15   Defi ned as “a service as defi ned by Articles 49 and 50 of the Treaty which is under the editorial 
responsibility of a media service provider and the principal purpose of which is the provision of 
programmes in order to inform, entertain or educate, to the general public by electronic communi-
cations networks within the meaning of Article 2(a) of Directive 2002/21/EC”. 
16   The AVMS Directive is currently under review. A fi rst public consultation was closed in 
September 2015. See  http://ec.europa.eu/digital-agenda/en/news/public-consultation-directive-
201013eu-audiovisual-media-services-avmsd-media-framework-21st . 
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   This is a more general solution, implicating that such a label is not necessarily 
specifi cally intended to protect minors from inappropriate content and could encom-
pass more general principles such as privacy, the use of copyrighted material, offen-
sive language, hate speech, etc. 17  For instance, such a labelling scheme could include 
rules about transparent information about the label itself, a clear and effective com-
plaints procedure, effective report-abuse and notice and take-down procedures 
based on detailed criteria, clear information about which content is allowed on the 
SNS platform, procedures for the adoption of existing classifi cations of professional 
content (such as e.g. the PEGI OK label for small games that are available on the 
platform), etc. 

 The use of trustmarks poses benefi ts and risks for both users and SNS providers 
themselves. For users, a trustmark can act as a guarantee from an independent party 
as to the quality of a platform. Furthermore, trustmarks are easy to recognise. 
However, when a trustmark does not guarantee accuracy, independence or trustwor-
thy information, and a user suffers damage because of his or her reliance on the 
trustmark concerned, the validity and the reliability of the whole system will be 
called into question. Moreover, once the user’s trust is lost it will be very diffi cult to 
get it back (Balboni  2006 , p. 101). There are some potential benefi ts and risks for 
SNS providers as well. Via a trustmark on their website, an SNS provider can pro-
vide certain information, increase the chance of gaining the user’s trust and enhance 
the chances of doing business with him or her. But, at the same time, there are also 
risks associated with joining a trustmark scheme. For instance, a fellow platform 
that is part of the trustmark scheme can violate the rules of the trustmark thereby 
causing damage to users who rely on that particular trustmark. Consequently, the 
reputation of the trustmark will be violated and the investments made by the parties 
involved will be made meaningless (Balboni  2006 , p. 101). In addition, the diversity 
in quality and credibility of trustmarks may have a negative impact on the use of 
trustmarks in general. It has been found that if a user sees a trustmark on a website 
which does not meet the user’s expectations, this could also have a negative effect 
on other trustmark initiatives (DG for Internal Policies  2012 , p. 21). 

 Although there are many differences between trustmark schemes, the one thing 
they do have in common is the certifi cation by a third party. A certifi cate is com-
monly perceived as giving some form of guarantee, for instance quality and depend-
ability. A certifi cate is attributed after completing a certifi cation procedure which 
implies that

  a third party gives a written assurance that a product, process or service conforms to specifi c 
characteristics (Rae et al.  1995 , p. 191). 

   Paolo Balboni distinguishes fi ve stages in the certifi cation process (Balboni 
 2008 , pp. 49–55). The fi rst step is the setting of standards for products and services. 
It is important to use uniform standards in this context, thus creating a level playing 
fi eld in order to allow comparison and evaluation between products and services. 

17   In theory it would be possible to develop a quality label just for minors, just for privacy, etc., but 
in our opinion, it would be very complex for users if this would be the case. 
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 The second step is the assessment or evaluation of the product, the service or the 
policy that has to be certifi ed. The most common mechanism is an audit, which 
refers to a systematic quality procedure. The quality level of this procedure will 
have an important impact on the quality level of the certifi cation in general. There 
are various ways to organise audits:

•    One possibility is an internal procedure based on internal standards. The com-
pany itself sets out the procedure, its standards and the responsible employees 
and issues a guarantee, a sort of internal quality certifi cate, indicating that it 
complies with its internal standards. The weak point of this approach is that any 
statements made by the companies have not been independently verifi ed by a 
third party. There can also be an internal audit based on third-party standards, an 
internal company audit and a third-party countercheck. This procedure cannot be 
identifi ed as a certifi cation because this implies the presence of a third party 
( supra ).  

•   The procedure of an external audit entails that the company will be evaluated on 
the basis of offi cial standards by external professional auditors who will issue a 
statement. The entity in charge of the certifi cation will decide on the basis of this 
statement whether a company will receive the certifi cate or not (Balboni  2008 , 
pp. 49–55). This may provide strong(er) warranties of accuracy and reliability.    

 Depending on the positive or negative outcome of the evaluation procedure, the 
certifi cate will be issued or denied, which is the third stage. 

 The fourth stage implies that after the certifi cate has been issued, compliance 
with the standards has to be monitored. This can be done by active or passive moni-
toring. In the case of passive monitoring, the monitoring will start after the certifi er 
has received a complaint about the non-compliance of a company. In the case of 
active monitoring, the certifi er will check the compliance of the certifi cate holders 
on a proactive and periodical basis. 

 Finally, depending on the positive or negative outcome of the monitoring proce-
dure, a certifi cate may be confi rmed or revoked. The certifi cate may also be sus-
pended pending further enquiries or to give the certifi ed entity the chance to restore 
its compliance with the standards (Balboni  2008 , pp. 49–55). On the basis of this 
analysis, Balboni further identifi es fi ve key elements for trustworthy certifi cation 
practice. The fi rst is the independence of the certifi er, which must be an unbiased, 
independent entity. There cannot be a confl ict of interest with the companies apply-
ing for a certifi cate. Secondly, it is necessary to have impartiality in the auditing 
procedure. This entails that an external audit is more likely to be impartial than an 
internal audit ( supra ). Thirdly, because a company will display the certifi cate as a 
quality label, it is necessary to install an active monitoring procedure in order to 
assure the trustworthiness of the certifi cate and to ensure that the certifi ed quality of 
the company meets the standards. Fourthly, it is essential that a certifi er can take 
appropriate measures when confronted with the non-compliance of one of the certi-
fi ed companies. This again implies the necessary independence from the certifi ed 
companies. If a certifi er is not able to suspend, revoke a certifi cate or impose sanc-
tions, the certifi cate could be perceived as ineffective. It may also lead to certain 
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risks: for people who rely on the certifi cate, unfair competition between companies, 
allowing non-compliant companies to convey trust by means of the certifi cate and 
fi nally a risk for the certifi cate as such. The last key element is the accountability of 
the certifi er. If a certifi er is liable towards third parties, it can enhance the accuracy 
of the information provided by the certifi cate and thus improve its trustworthiness. 
If the certifi er can be held accountable for the provision of inaccurate information, 
this can be a reassurance for people who rely on the certifi cate and enhance the 
chances of fostering trust in the certifi cate (Balboni  2008 , pp. 55–58). 18  

 From this description of the certifi cation process we can deduct that the success 
of a quality label scheme for SNS platforms will to a signifi cant extent depend on 
the way in which such a label is established, taking into account safeguards with 
regard to audits of platforms, the monitoring of compliance and the accountability 
of the certifi er. 

 The goal of a quality label or trustmark scheme for SNS platforms would be to 
generate and enhance the trust of users in the services that are offered by the plat-
form. This approach was proposed by the Council of Europe (CoE), in the appendix 
of the Recommendation on measures to protect children against harmful content 
and behaviour. In this document, the CoE set out guidelines for Member States 
regarding the development of a pan-European trustmark and labelling systems 
(Council of Europe  2009 ). According to the CoE, the labelling of online content 
contributes to the development of safe and secure spaces for children on the Internet. 
However, it further acknowledges that the effectiveness and trustworthiness of 
labelling systems greatly depend on the accountability of those responsible for these 
systems and their interoperability. For this reason, the CoE is of the opinion that the 
development of a pan-European trustmark for responsible labelling systems would 
enhance these systems and initiatives, facilitate the provision of safe and secure 
spaces for children on the Internet and avoid and/or mitigate their exposure to con-
tent and behaviour carrying a risk of harm. Importantly, the following criteria for 
such a trustmark were identifi ed:

 –      adherence to human rights principles and standards, including the right to provide for 
effective means of recourse and remedy, for example the possibility to re-assess label-
ling when users and/or creators/authors of online content claim that content has been 
incorrectly labelled;  

 –   labelling systems are provided and used on a voluntary basis, both by creators/authors 
and users;  

 –   the inadmissibility of any form of censorship of content;  
 –   respect for the editorial independence of media and media-like online content services;  
 –   regular review of the labelled content, for example by introducing a maximum length of 

time of the validity of the label (Council of Europe  2009 ).    

18   A step beyond certifi cation is the process of accreditation which adds an overarching layer to 
certifi cation in order to ensure the supervision and quality of performance of certifi cation bodies. 
In relation to the marketing of products and the process of repealing, the European Union adopted 
a Regulation in which it sets out the requirements for accreditation and market surveillance: 
Regulation (EC) No 765/2008 of the European Parliament and of the Council of 9 July 2008 set-
ting out the requirements for accreditation and market surveillance relating to the marketing of 
products and repealing Regulation (EEC) No 339/93. 
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4         What Types of Content Labelling Should Be Used? 

 With regard to the option to label (items of) content, it is also important to assess 
how content should be labelled. Labelling can be done on an  ex ante  or  ex post  basis, 
for instance by users or via a complaints procedure. 

 As we already mentioned above, labelling all content in SNSs on an  ex ante  basis 
seems almost impossible given the vast amount of content that is uploaded, not only 
by professional content providers but also by a variety of different and often anony-
mous users. A more viable solution could possibly be found in adopting a reactive 
approach by encouraging users to report content which they fi nd offensive or con-
tent that violates the terms and conditions or community guidelines of the platform 
in question. This approach, which is used by platforms such as YouTube, demands 
clear procedures to follow when reports are made, with appropriate safeguards to 
deal with abusive reports. SNSs are encouraged to adopt reporting mechanisms at 
various levels. The CoE for instance, stressed that

  while not being required to control, supervise and/or rate all content uploaded by its users, 
social networking service providers may be required to adopt certain precautionary mea-
sures (for example, comparable to “adult content” rules applicable in certain member 
States) or take diligent action in response to complaints (ex-post moderation) (Council of 
Europe  2012 ). 

   One of the measures suggested by the CoE is to

  set up easily accessible mechanisms for reporting inappropriate or apparently illegal con-
tent or behaviour posted on social networks (Council of Europe  2012 ). 

   The European Commission also perceives simple and robust reporting tools as a 
means to empower minors when confronted with risks on the Internet. These tools 
should

  be visible, easy to fi nd, recognisable, accessible to all and available at any stage of the 
online experience where a child may need it (European Commission  2012 ). 

   Reporting mechanisms have been advocated by industry as well. For instance, 
it is one of the fi ve action domains that was put forward by the Coalition to make 
the Internet a better place for kids (Coalition to make the Internet a better place 
for kids  2011 ). These reporting mechanisms should be single-click buttons or 
icons and have to be visible and easy to fi nd. One of the key objectives of the 
Coalition was

  to make these reporting mechanisms work with equal facility across – computer screens, 
smart phones, television or games consoles (Coalition to make the Internet a better place for 
kids  2012 ). 

   The Safer Social Networking Principles also emphasised easy-to-use mecha-
nisms to report conduct or content that violates the terms and conditions as one of 
the main principles. Again, these mechanisms need to be
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  easily accessible to users at all times and the procedure should be easily understandable and 
age-appropriate (European Social Networking Task Force  2009 ). 19  

   However, this approach has some limitations. First, considerable attention should 
be paid to the manner in which report-abuse, notice and removal procedures are 
drafted. They have to be specifi c enough about alleged infringements, while at the 
same time they need take into account the lack of expertise and experience of users 
in judging content in a correct manner. Ill judgement by users can lead to abuse, 
false accusations and irreparable reputational damages, so it is necessary to imple-
ment appropriate safeguards in the phase of the procedure where reports or com-
plaints are assessed (IDate et al.  2008 , p. 288).  

5     How Should Labels Be Designed? 

 The purpose of a label or a content rating scheme is to transmit information in a 
simplifi ed manner, often by means of icons or pictograms. Providing users with 
lengthy texts with regard to topics such as privacy has been found not to be very 
helpful in informing them. In order to offer users information about what data are 
collected about them, how these data are used and with whom they are shared, pro-
viders of services usually adopt a privacy policy or a privacy statement. These texts, 
however, are often very extensive and drafted in a language that is hard to under-
stand for individuals who are not acquainted with the terms. The result is that these 
privacy policies are often not read by users. 20 ,  21 A 2008 study showed that if consum-
ers were to take the time and effort to read all privacy policies of companies they 
interact with, it would cost an estimated 365 billion dollars per year in lost produc-
tivity (McDonald and Cranor  2008 ). Therefore, in order to be effective, the informa-
tion provided must be clear, concise and informative. 

 At the same time it is important to be aware of the limitations of individuals with 
respect to processing information. Traditionally, legal and economic approaches 
have perceived consumers as rational beings who are “reasonably well informed 
and reasonably observant and circumspect” (European Parliament and Council 

19   Another industry initiative, the ICT Coalition for Children Online, also clarifi es that members 
should provide a clear and simple process whereby users can report content (or behaviour). See 
 http://www.ictcoalition.eu/ . 
20   For instance Jensen et al. ( 2005 ). Privacy practices of Internet users: Self-reports versus observed 
behaviour.  International Journal of Human-Computer Studies ,  63( 1–2), 203–227; Gordon ( 2003 ). 
Privacy: A study of attitudes and behaviours in US, UK and EU Information Security Professionals. 
 Symantec Security Response,  12.  http://www.symantec.com/avcenter/reference/privacy.attitudes.
behaviors.pdf , Grimmelman ( 2009 ). Saving Facebook.  Iowa Law Review ,  94 , 1182. 
21   However, contrary to these studies, a special Euro barometer survey found that almost 6 out of 
10 internet users usually read privacy statements and that the majority of those who read them 
adapt their behaviour on the Internet: European Commission ( 2011 ). Special Eurobarometer 359, 
Attitudes on Data Protection and Electronic Identity in the European Union, Report.  http://ec.
europa.eu/public_opinion/archives/ebs/ebs_359_en.pdf . 
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 2005 ). This assumes that consumers observe information, rationally process it and 
act in predictable ways. In this view, vulnerable consumers are atypical. Behavioural 
economics approaches, however, challenge these assumptions of rational action by 
studying how individuals make decisions and respond to law and policy, showing 
that the predictions based on a rational approach often do not hold (Luth  2010 , 
p. 43). For instance, one limitation according to this approach is the limited ability 
of individuals to understand and process information. In this regard, we can refer to 
several EU Directives which require labels to be easy to understand, conspicuous, 
easily visible, clearly legible and indelible. 22  Another insight from behavioural eco-
nomics is that individuals have the tendency to be too optimistic about their own 
capacity of avoiding a risk, in particular when they feel they have control over the 
situation. When using an informational approach, this could imply that consumers 
will often not attach the proper signifi cance to the information provided to them 
(Howells  2005 , p. 361). This over-optimism can have important repercussions when 
it comes to warnings. There is also a time-related bias, meaning that consumers 
have the tendency to emphasise immediate benefi ts, while downplaying delayed 
costs, such as possible infringements of rights in the future (Luth  2010 , p. 53). This 
can further reduce the impact of warnings and is, for instance, very relevant with 
regard to the reluctance of SNS users to read the privacy policies or terms and 
conditions. 23  

 Finally, it is important to note that a survey by Van den Berg and van der Hof 
concluded, perhaps surprisingly, that when offered a choice users favoured informa-
tion about data collection and processing through visualisation (pictograms, icons, 
etc.) the least. They indicated a preference for the use of everyday language and/or 
the use of examples (Van den Berg and van der Hof  2012 ).  

6     How Should Content Labelling in SNSs Be Integrated 
Within the Regulatory Framework? 

 A fi nal relevant question is how the use of SNS (content) labelling could or should 
be integrated into the regulatory framework. 

 A fi rst important issue is to consider which existing regulation may have an 
impact on labelling of SNS (content). A review of all legal issues with regard to the 

22   See for instance, European Parliament and Council ( 2000 ). Directive 2000/13/EC of 20 March 
2000 on the approximation of the laws of the Member States relating to the labelling, presentation 
and advertising of foodstuffs,  OJ  06.05.2000, L 109, 29; Council (1967). Directive 67/548/EEC of 
27 June 1967 on the approximation of laws, regulations and administrative provisions relating to 
the classifi cation, packaging and labelling of dangerous substances,  OJ  16.08.1967, L 196, 1; 
European Parliament and Council ( 2010 ). Directive 2010/30/EU of 19 May 2010 on the indication 
by labelling and standard product information of the consumption of energy and other resources by 
energy-related products,  OJ  18.06.2010, L 153, 1. 
23   See for instance Van Alsenoy ( 2012 ). SPION Project, D6. Legal requirements for privacy-
friendly model privacy policies (not published). 
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Internet and SNSs is beyond the scope of this chapter. Therefore we focus on spe-
cifi c regulatory issues in the domain of the protection of minors against harmful 
content in online and SNS environments. 

 The European e-Commerce Directive (European Parliament and Council  2000 ), 
in principle, could be applicable to SNS providers. In a copyright related matter, in 
2012, the European Court of Justice confi rmed that an SNS provider could be quali-
fi ed as a hosting service under article 14 of the Directive (European Parliament and 
Council  2000 ). However, the e-Commerce Directive is not applicable to informa-
tion society service providers established in third countries (European Parliament 
and Council  2000 ). This would imply that companies located in the USA, such as 
Facebook and Google’s YouTube, would fall outside of the scope of the e- Commerce 
Directive. In this respect it is useful to examine the defi nition of an “established 
service provider”:

  a service provider who effectively pursues an economic activity using a fi xed establishment 
for an indefi nite period. The presence and use of the technical means and technologies 
required to provide the service do not, in themselves, constitute an establishment of the 
provider (European Parliament and Council  2000 ). 

   Recital 19 of the e-Commerce clarifi es that the place of establishment involves 
the

  actual pursuit of an economic activity through a fi xed establishment for an indefi nite period; 
this requirement is also fulfi lled when a company is constituted for a given period. 

   However, at the same time, the Recital states that the

  place of establishment of a company providing services via an Internet website is not the 
place at which the technology supporting its website is located or the place at which its 
website is accessible but the place where it pursues its economic activity (European 
Parliament and Council  2000 ). 

   When a service provider operates in several locations, it is important to deter-
mine from which location the actual service is provided. When it proves to be dif-
fi cult to establish the exact location in such cases, it will be the location in which 
the service provider has the centre of its activities (European Parliament and 
Council  2000 ). Depending on the interpretation of concrete circumstances, in the-
ory SNS providers who have their origins in a third, non-EU country but who 
provide their services in the EU market, who operate in the EU and who have 
offi ces and personnel in the EU, could thus possibly fall under the scope of the 
e-Commerce Directive. 24  

 Being qualifi ed as a hosting service under the e-Commerce Directive implies that 
an SNS provider falls under the “safe harbour” provisions of the e-Commerce 

24   See for instance the Terms of Facebook: “If you are a resident of or have your principal place of 
business in the US or Canada, this Statement is an agreement between you and Facebook, Inc. 
Otherwise, this Statement is an agreement between you and Facebook Ireland Limited. References 
to “us,” “we,” and “our” mean either Facebook, Inc. or Facebook Ireland Limited, as 
appropriate.” 
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Directive, which exempts providers of information society services 25  from liability 
for unlawful acts in certain circumstances. These provisions are only applicable 
when the activity of the provider of information society services is limited to a mere 
technical functionality, i.e.,

  the technical process of operating and giving access to a communication network over 
which information made available by third parties is transmitted or temporarily stored, for 
the sole purpose of making the transmission more effi cient (European Parliament and 
Council  2000 ). 

   The exemption is also dependent on the level of knowledge and the form of legal 
action with which the service provider is being confronted. In case of a criminal 
action, there has to be evidence that the service provider has actual knowledge of the 
illegal information, for example when he is aware that a discussion forum is being 
used to exchange data, to download works illegally or that links are being posted to 
racist websites, etc. In case of a civil action, the mere knowledge of facts or circum-
stances which indicate the illegal character (“constructive knowledge”) could pre- 
empt a claim to the exemption (Lievens  2010 , p. 360). 

 Article 14 of the e-Commerce Directive stipulates that

  where an information society service is provided that consists of the storage of information 
provided by a recipient of the service, the service provider is not liable for the information 
stored at the request of a recipient of the service, on condition that: 

     (a)    the provider does not have actual knowledge of illegal activity or information and, as 
regards claims for damages, is not aware of facts or circumstances from which the 
illegal activity or information is apparent; or   

   (b)    the provider, upon obtaining such knowledge or awareness, acts expeditiously to 
remove or to disable access to the information. 26      

   Hosting providers thus have the diffi cult task of judging themselves when a com-
plaint is credible enough or when a content provider is clearly exceeding certain 
legal limits before undertaking action and swiftly removing the information or dis-
abling access to it. This may give rise to a “chilling effect”: providers might remove 
content which is legal, just to make sure they are not found liable. 

 Article 15 of the e-Commerce Directive specifi es that providers of information 
society services do not have a general obligation to monitor. 27  The rationale is that 
it would be impossible for them to monitor all information which is being stored or 
transmitted. Moreover, imposing a general monitoring system could also give rise 
to privacy issues. The European Court of Justice (ECJ) has judged in several cases 

25   Article 1 (2) e-Commerce Directive: “Any service normally provided for remuneration, at a dis-
tance, by electronic means and at the individual request of a recipient of services”, 
26   The other two situations that are covered by the “safe harbour” provisions are caching and mere 
conduit. We will not discuss these situations as they are less relevant for SNSs. 
27   Article 15, e-Commerce Directive. However, Article 15 does not affect the possibility of injunc-
tions of different kinds, such as orders by courts or administrative authorities requiring the termi-
nation or prevention of any infringement, including the removal of illegal information or the 
disabling of access to it: Recital 45 and 47. Article 12 para. 3, article 13 para.2 and article 14 para. 
3 e-Commerce Directive. 
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that information society service providers, amongst which SNS providers, cannot 
be obliged to install a general fi ltering system on their platforms (ECJ  2008 ,  2011 ). 

 However, it is necessary to keep in mind that the e-Commerce Directive mainly 
focuses on illegal content. The liability for content which can be harmful to minors 
is not explicitly regulated. 28  

 Despite the fact they do not have a general obligation to monitor, information 
SNS providers can voluntarily carry out spontaneous actions of (editorial) control, 
use fi lters, etcetera, for example because they want to protect their image or market 
their services as being “child-friendly”. This could be risky, however, because in 
this situation they can be assumed to be active instead of passive players and may 
consequently lose their exemption from liability (Lievens  2010 , p. 361). To reduce 
the risk of being qualifi ed as an active actor, suggestions have been made to engage 
third parties to monitor the content on websites and explicitly inform the provider 
of information society services when there is a breach of the platform’s terms and 
conditions (Byron  2008 ). 

 Secondly, and crucially, it is also necessary to consider which type of regulation 
is best suited to SNSs. Previous research has shown that types of regulation in which 
different actors are involved, such as self- and co-regulation, seem better adapted to 
fast-changing, complex environments, and hence are probably the way forward to 
achieve policy goals in the SNS environment (Lievens et al.  2011 ). In the European 
Union, for instance, the protection of minors against harmful content on the Internet 
began to raise concerns around 1996. However, the EU was convinced the issue was 
best addressed by alternative regulatory instruments rather than through legislation. 
This attitude fi tted in with the more general trend towards “good governance” or 
“better law-making” that was the subject of regulatory initiatives at that time 
(European Commission  2001 ,  2002 ; European Parliament, Council and Commission 
 2003 ). At fi rst, the EU focus in the audiovisual and online context was on self- 
regulation but gradually a shift towards co-regulation could be discerned. 

 There is no general accepted defi nition of self-regulation. Defi nitions range from 
the very narrow to the very broad. 29  However, in the different defi nitions we can 
distinguish two common elements: fi rst, a group of actors who create, implement 
and enforce rules, second, that the involvement of the government is minimal 
(Lievens et al.  2011 , p. 28). The benefi ts of self-regulation often cited are fl exibility, 
the capacity to adapt quickly to fast-developing technologies and increasingly 
global issues, the high degree of expertise and a lower cost (Lievens et al.  2011 , 
p. 29). However, there are also several drawbacks. A frequent criticism is the lack 
of effective enforcement. Sanctions are often mild and imposed in a reluctant man-
ner. The reach of the self-regulatory scheme can be limited because it only applies 
to those who voluntarily participate and not all members of industries are therefore 
included (Latzer et al.  2013 , p. 375). Another criticism is the lack of transparency, 

28   Article 16 of the e-Commerce Directive does encourage the development of codes of conduct for 
the protection of minors and human dignity, but does not impose an obligation to do so. 
29   For a detailed overview, cf. Lievens ( 2010 ).  Protecting children in the digital era: The use of 
alternative regulatory instruments . Leiden/Boston: Martinus Nijhoff Publishers, 189  et seq . 
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the lack of accountability as well as legal certainty, all resulting in a decrease in 
democratic quality of regulation. Also, self-regulatory schemes could result in 
 anticompetitive behaviour because of the close cooperation between companies 
(Latzer et al.  2013 , p. 375). Furthermore, it is argued that self-regulation does not 
protect the fundamental rights of users and citizens in the same adequate way as 
traditional government legislation does, as private interests may be put before the 
public interest. 

 Since the mid-2000s, self-regulatory initiatives in the area of online child safety 
have indicated that the industry is committed to make the Internet a safer place for 
minors. However, the implementation of these initiatives has not been evaluated on 
a regular basis and often information about the processes and results are lacking. 
With regard to content rating and labelling in particular, the work of the CEO 
Coalition seemed promising in its initial 12-month plan of action, but since 2015 
very little information has been communicated about the status of the Coalition. 

 For co-regulation, as for self-regulation, there is no generally accepted defi nition 
and there is no consensus on its exact scope. Usually, the “co-” indicates involve-
ment of both governmental and private actors in the regulatory scheme (Latzer et al. 
 2013 , p. 377). Depending on the particular combination of public authority and pri-
vate sector elements, a distinction can be made between a top-down approach 
(where the public authority creates a legal framework for co-regulation) and a bot-
tom- up approach (where the public authority incorporates an existing self- regulatory 
system into the legal framework) (Lievens et al.  2011 , p. 39). Benefi ts attributed to 
co-regulation are often a combination of the advantages of self-regulation (fl exibil-
ity, responsiveness, expertise and commitment of the industry) with the advantages 
of traditional state legislation (legal certainty, democratic guarantees and effi cient 
enforcement) (Lievens et al.  2011 , p. 43). An explanation for the success of 
 Kijkwijzer  for instance, may be found in the co-regulatory nature of the system. The 
Dutch Media Act stipulates that the television offer of the public and commercial 
broadcasters is only permitted to contain content which is potentially harmful for 
individuals younger than 16 years old if the organisation responsible for the content 
of the offer has joined an organisation certifi ed by the government ( in casu  NICAM, 
cf.  supra ) (Dutch Media Act  2008 , p. 4.1). This (self-regulatory) organisation has 
the task to create classifi cation criteria, to decide on the timeframe when potentially 
harmful content can be broadcast and to develop symbols which indicate that such 
content is being broadcast (Dutch Media Act  2008 , p. 4.2). These provisions, 
together with the supervisory function of the Dutch Media Authority, thus create 
important incentives for members of NICAM to comply with  Kijkwijzer . However, 
co-regulation can also suffer from drawbacks. Normative requirements such as 
transparency, adequate participation and independence must be respected and a 
clear division of tasks between the different actors must be established. Furthermore, 
it is necessary to construct the combination of public authority and private actor 
elements in such a way that the advantages of self-regulation and traditional state 
legislation are not lost (Lievens et al.  2011 , p. 43). 

 Finally, when opting for self- or co-regulatory labelling schemes instead of tra-
ditional top-down regulation, crucial aspects that have to be taken into account are 
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certifi cation, enforcement and compliance, which are related to the credibility and 
trustworthiness of a label (Helberger  2011 , p. 362). Certifi cation by a third party can 
provide assurance for users that the information supplied is correct. In addition, in 
order to enhance trust it is important that violations of the labelling or content rating 
scheme are sanctioned (Golan et al.  2001 , p. 131). Possible means to follow up on 
compliance are regular monitoring measures, annual audits of the services and ran-
dom checks or mystery shopping exercises, as well as a cascade of robust sanctions 
in case of non-compliance, including withdrawal of the label or fi nancial sanctions 
(DG for Internal Policies  2012 , p. 78). Effective verifi cation of compliance, with 
and proper enforcement of, the requirements of the labelling and content rating 
schemes hold the key to a trustworthy system. Users could also be involved in the 
compliance process, for instance by reporting inappropriate content violations.   

7     Conclusion 

 Labelling mechanisms are not new phenomena and have been used in many coun-
tries to achieve various objectives. Relating to the protection of minors, this has 
resulted in different classifi cation systems for audiovisual products (e.g. television 
programmes or fi lms) at national level, often inspired by cultural and social values 
that refl ect how children are seen and approached in that particular society. These 
systems result from an era in which distribution of physical media was only effected 
by retailers (brick and mortar stores) and involved a mainly one-sided way of com-
municating on the part of content providers who could set restrictions on access to 
content. At that time, there was no need for a cross-media and cross-border system, 
since measures at a national level were suffi cient to protect minors against harmful 
content. 

 The Internet has dramatically changed this situation. New intermediaries have 
arisen in the form of hosts and access providers who do not usually infl uence or 
control the content that is transmitted through their gateways and platforms. 
Moreover, a shift from one-way to two-way communication has occurred and access 
restrictions with respect to time and place are largely a thing of the past. In addition, 
information and content is easily and increasingly transmitted across borders, blur-
ring the distinct line between jurisdictions and applicable national regulatory sys-
tems. SNSs are exemplary of these evolutions. 

 The purpose of this chapter was to identify key issues and questions related to the 
potential use of labelling systems originating in the changed media environment in 
order to empower parents, educators and minors. 

 Our analysis has shown that policymakers have various options for adopting 
labelling in the SNS environment: from a strict paternalistic approach, which could 
include  ex ante  labelling of (various items of) content that is available on SNSs, 
with incentives and safeguards included in (top-down) regulation, to more lenient 
approaches which could vary from  ex post , complaints-based types of content label-
ling initiated by SNS providers to the use of (quality) labels which provide users 
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with clear, understandable and relevant information about the policies that SNS 
providers adopt, possibly inspired by co-regulatory principles. The latter approach 
probably embodies user-empowerment principles in a manner that is most relevant 
in the SNS environment. However, in order to decide which system may be desir-
able, more social science and legal research is necessary, as well as a thorough and 
realistic cost-benefi t analysis of various systems. Perspectives and best practices 
from other disciplines, such as consumer protection and privacy and data protection, 
may also be useful in this respect.     
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