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Preface

Few will deny that the increasingly omnipresent nature of the World Wide
Web in the workplace is dramatically revolutionizing the manner in which we
work. The advantages of the World Wide Web are the ability to gather, com-
municate, distribute, share, and store information publicly in real time (Davis
& Naumann, 1999). The reach and range of the World Wide Web is phenom-
enal (Evans & Wurster, 2000) and employees have increasingly been given
access to it in the workplace.

Employees also view the World Wide Web as an indispensable tool,
using it to communicate with colleagues, managers, and subordinates, and to
maintain relationships with valued customers. According to the UCLA Internet
Report, Surveying the Digital Future, Year 3 (2003, p. 72), of those who had
Internet access at work, 90% visited work-related sites in 2002, up from
89% in 2001 and 83% in 2000. There is some evidence that the Internet is
perceived as a catalyst for productivity, while those who report that the Internet
makes them neither more nor less productive continue to decline (UCLA Center
for Communication Policy, 2003, p. 75).

In addition to being an organizational tool, the Web provides employees
access to the world’s biggest playground and information repository. This as-
pect has prompted growing concerns about personal World Wide Web usage
in the workplace. According to IDC Research, 30% to 40% of employee
World Wide Web activity is non-business-related. The UCLA Internet Re-
port, Surveying the Digital Future, Year 3 reports that of those who had Internet
access at work, about 60% visited websites for personal use in 2002, about
the same as in 2001.

Since the World Wide Web is an integral component of our workplaces,
then management of personal use is a timely topic. There seems to be two



major perspectives framing the management of personal Web usage (PWU)
in the workplace. The first is that PWU is dysfunctional. It is negative, with no
place in the workplace, as it can cost organizations billions of dollars in terms
of lost productivity, increased security costs, and network overload, as well
as the risk of civil and criminal liabilities. Personal usage at work is depicted
as a variation of other dysfunctional work behaviors such as stealing, wasting
time, and making personal long distance phone calls (Block, 2001). In this
perspective PWU is often called cyber slacking, or Web abuse, or cyber
deviance. This perspective fosters the characterization of employees as “vari-
able costs” that are to be monitored, controlled, and where possible, mini-
mized; it is more of an adversarial view of the employment relationship. To
monitor and control personal Web usage, organizations often use information
technology control mechanisms such as firewalls, content management soft-
ware, log files, and blocking (Sunoo, 1996).

A second viewpoint is that PWU has the potential for constructive ef-
fects; roots of this viewpoint are in a human resource perspective. A human
resource perspective views employees as valuable assets that are to be nur-
tured and invested in. This perspective considers employees as partners where
collaboration and trust are the drivers of organizational and personal inter-
faces. When employees are viewed as investments, there are incentives to
invest in such things as training, development, prevention of skill obsoles-
cence, retention programs, wellness, and work life balance because the re-
turns to these investments, less immediate and tangible, are real. The human
resource perspective is of increasing importance in the 21 century work-
place because it is provides a stronger foundation for competitive advantage
than products and facilities, which are easily imitated. A human resource-
based view of the firm suggests that sustainable advantage derives primarily
from human skills, knowledge bases, and service strengths that are not easily
reproduced (Quinn, Doorley, & Paquette, 1990), and there is recognition that
having superior people in your organization is critical. Personal Web usage
then can have learning and well-being components from a human resource
view.

Personal Web usage can contribute to the continuous learning so impor-
tant for 21* century “knowledge workers.” The Web can be used to keep
current on world events and business news, and to support educational efforts
through formal classes and professional associations. As examples of the well-
being component, PWU can be a way to manage an increasingly blended
work and personal life. PWU permits the accomplishment of personal tasks
that have been displaced as work demands spread out beyond the traditional
eight-hour day, five-day-a-week work schedule. Surprisingly, in a recent sur-



vey it was discovered that Americans spend more time at home on the Internet
for work purposes than they spend on the Internet at work for personal rea-
sons (Kaplan, 2003). Allowing PWU in the workplace then would seem to be
equitable repayment for work done at home. Additionally, PWU might foster
subconscious problem solving or provide a necessary break from drudgery or
intense endeavor...” (Friedman, 2000, p. 1563).

The paradox then is how to blend the control perspective with reliance
on hard controls through impersonal information technologies with the human
resource perspective with reliance on interpersonal communication, and a
shared understanding of acceptable Internet behaviors. This volume presents
work that focuses on understanding and resolving this paradox.

ORGANIZATION OF THIS BOOK

Information Systems has become a wide and diverse discipline as infor-
mation technology has moved from back-office, closed systems to end-user-
controlled open systems. To fully appreciate the role of information technol-
ogy in the 21* century workplace requires a range of approaches. However,
in this volume, we have chosen to explore one aspect of information technol-
ogy — personal Web use in the workplace through the lens of the human
resource view. We feel that successful organizations in the 21 century will be
those that attract, retain, develop, and reward individuals who have skills and
knowledge to creatively approach customers, stakeholders, and take advan-
tage of the opportunities that the World Wide Web offers in a global market-
place.

In the first section, “Exploring the Paradox of Personal Web Usage,’
the positive and negative aspects of PWU are examined. In Chapter 1, Murugan
Anandarajan and Claire Simmers present the results of a qualitative study in
which two dimensions of personal Web usage (constructive and dysfunctional)
are identified. They find that organizational position is an important factor in-
fluencing judgments on the appropriateness of PWU. Chapter 2, by Zoonky
Lee, Younghwa Lee, and Yongbeom Kim, examines why employees use the
Internet for personal purposes during work hours. Employees use the Web
for personal use because they do not think it is harmful or unethical, because
of strong social influence, and because PWU may be beneficial to the organi-
zation. The main deterrents to PWU are lack of time and lack of privacy. Jo
Ann Oravec in Chapter 3 proposes that constructive uses of online recreation
and play can enhance many workplaces (especially high-tech and informa-
tion-saturated ones), helping individuals gain fresh perspectives. She suggests

’
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that workgroups and human resource professionals participate in discussions
as to what constitutes “constructive recreation” and in the development of fair
organizational policies. In the last chapter of this section, Murugan
Anandarajan, Patrick Devine, and Claire Simmers use multidimensional scal-
ing techniques to develop a typology of workplace personal Web usage, with
PWU behaviors falling into four distinct categories: disruptive, recreational,
personal learning, and ambiguous.

In the chapters in the second section, “Managing Personal Web Usage
from a Human Resource Perspective,” the range of options available to
manage PWU is explored. Susan Lippert addresses the concept and impor-
tance of interpersonal trust and the use of the Internet in an organizational
setting. Generalized guidelines for organizational practice and recommenda-
tions to support a culture of trust within the work environment are presented.
In Chapter 6, Dinesh Mirchandani draws from the field of criminology using
deterrence theory to investigate PWU. Deterrence theory suggests that sanc-
tions and disincentive measures can reduce systems abuse by making poten-
tial abusers aware that their unethical behavior will be detrimental to their own
good. Mirchandani recommends that a human resource manager, rather than
an information technology person, spearhead organizational efforts handling
PWU in the organization.

Chapter 7 by Paulette Alexander takes a different view by looking at
how employees are subjected to unsolicited Web intrusions that may be inter-
preted as dysfunctional PWU. Alexander recommends policies and practices
in addition to the deployment of protective technologies to shield both em-
ployees and the organization. Andrew Urbaczewski in Chapter 8 provides a
classification and description of various control mechanisms, both technical
and social. The social solutions rely on interpersonal skills rather than the
“hammer of the log file” to curb dysfunctional personal Web usage. In Chap-
ter 9, Claire Simmers and Murugan Anandarajan examine whether employee
web usage patterns, attitudes toward web usage in the workplace, and orga-
nizational policies are more similar (convergence thesis) or less similar (diver-
gence thesis) in three countries. The section concludes with Chapter 10, where
Grania Connors and Michael Aikenhead examine the legal implications of PWU
in the workplace for both employees and employers. In the United States, the
significant risks to which employers are exposed outweigh an individual’s right
to privacy.

The final section is entitled “Toward the Well-Being of the Employee.”
In Chapter 11, Feng-Yang Kuo discusses Internet abuse from a psychoana-
lytic perspective. While past research has treated abuse as deriving from con-
scious decision, the unconscious mind may influence one’s abusive conduct.
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Thus social responsibilities and sanctions, and individual psychological well-
being should be part of the training process in organizations as much as tech-
nical training. In Chapter 12, Mark Griffiths continues to examine the issue of
employee well-being from a different lens by introducing the concept of Internet
addiction, specifically looking at online pornography, sexually related Internet
crime, and online gambling in the workplace. He offers guidelines for employ-
ers and human resource departments such as raising awareness, partnering
with employees so everyone is vigilant, and giving support and help to prob-
lem users. The final chapter is written by Pruthikrai Mahatanankoon and Magid
Igbaria who found that personal e-commerce enhanced job satisfaction and
productivity, while personal information seeking decreased productivity. They
suggest that attitudinal changes and enforced behavioral norms developed
through education and training, rather than relying on filtering, and monitoring
tools show the most promise for managing personal Web usage in the work-
place.

This book continues to add to our body of knowledge on personal Web
usage in the workplace and supports viewing the issue from a human resource
perspective. As organizations look to employees as the competitive key, then
how PWU is managed is one indicator of how seriously an organization takes
the mission of the human resource perspective to heart and to practice.
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Chapterl

Constructive and
Dysfunctional Personal
Web Usage in the
Workplace: Mapping
Employee Attitudes

Murugan Anandarajan
Drexel University, USA

Claire A. Simmers
Saint Joseph’s University, USA

ABSTRACT

In order to better understand how people work in the Web-enabled
workplace, we examined the phenomenon of personal Web usage (PWU).
We analyzed 316 responses from those with Web access at work to the
question, “Do you think it’s ok for a person to use the Web for non-work
purposes during working hours in the workplace.” The responses were
coded into 19 themes and four categories. Using correspondence analysis,
concept maps were generated which revealed that personal Web usage in
the workplace is a complex issue with not only a potentially dysfunctional

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



2 Anandarajan and Simmers

dimension, but also a potentially constructive one. Organizational position
was an important variable with top, middle, lower-level managers, as well
as professionals, and administrators positioning in different spaces on the
conceptual map. Further analysis using Q-methodology reinforced the
dual nature of PWU and the importance of position. Drawing on our
results, an extension of the social contract theory and a model of personal
Web usage in the workplace were suggested.

INTRODUCTION

“The Internet has brought distractions into cubicles... Employee
study cites rampant Internet abuse.” (Network World, 2000)

Such headlines have become familiar popular press items. According to
the American Management Association, more than 50% of all workplace-
related Web activities are personal in nature (Greengard, 2000). Examples of
personal Webusage (PWU) activities include reading news, making travel
arrangements, online purchases, and searching for jobs. Personal Web usage
has consistently been seen as a negative force with productivity losses,
congested computer resources, security costs, and legal liability risks promi-
nent concerns (Conlin, 2000). As the business environment becomes increas-
ingly Web-enabled, organizations show a growing interest inunderstanding and
managing PWU (McWilliams & Stepanek, 1998; Stewart, 2000; Simmers,
2002).

Personal Web usage has been defined as any voluntary act of employees
using their company’s Web access during office hours to surf non-work-related
websites for non-work purposes (Lim etal., 2002). There seems to be three
views on the issue of PWU. Itis often assessed as completely negative, with no
place in the workplace as it can cost organizations billions of dollars in terms
oflostproductivity, increased security costs and network overload, as well as
therisk of civil and criminal liability. Another view is that personal usage at work
isavariation of dysfunctional work behaviors such as stealing, wasting time,
and making personal long distance phone calls. These behaviors need to be
managed and controlled, primarily through monitoring, policies, and disciplin-
ary actions (Block, 2001; Sunoo, 1996). In these two views, PWU is often
called cyber slacking or Web abuse. However, a third view is that such “cyber
activity, which might foster subconscious problem solving or provide aneces-

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Constructive and Dysfunctional Personal Web Usage in the Workplace 3

sary break from drudgery or intense endeavor...might increase productivity”
(Friedman, 2000, p. 1563). PWU might be viewed in the same light as an
‘office-toy’ such as clay, putty, or foam balls which are shown to decrease
work stress and inspire creativity (Terr, 1999). Additionally, PWU canbe a
way to manage an increasingly blended work and personal life. PWU permits
the accomplishment of personal tasks that have been displaced as work
demands spread out beyond the traditional eight-hour day, five-day-a-week
work schedule. Finally, PWU could contribute to the continuous learning that
all employees are being called to as 21 century “knowledge workers.”

The widespread prevalence of PWU and the general lack ofunderstanding
aboutitnecessitate a systematic examination of the phenomenon. To date,
relatively few empirical studies have addressed the issue of PWU in the
workplace. The information systems literature has shown disproportionate
emphasis behaviors such as the corporate benefits of Web usage (Anandarajan
etal.,2000; Ledereretal.,2000; Teo & Lim, 1998) and, on the dark side of
Webusage behavior (Griffiths, 1998; Joinson, 1998; Putnam & Maheu, 2000),
identifying the types of websites accessed (Anandarajanetal., 2000; Teoetal.,
1999) and on the time spent on such activity (Armstrong et al., 2000;
Korgaonkar & Wolin, 1999; Teoetal., 1999). We have to yet to understand
the underlying attitudes that influence such personal Web usage behaviors. This
focusis consistent with the theory of reasoned action, which posits that attitudes
caninfluence subsequent behavior both indirectly through influencing intention
(Fishbein & Ajzen, 1975) and directly (Bentler & Speckart, 1981).

Specifically, the purpose of this study was threefold: (i) to explore
employees’ attitudes on PWU, (ii) to identify underlying dimensions of PWU,
and (iii) to propose a more comprehensive framework of user attitudes in the
workplace. We sought to achieve our research goals by using inductive,
empirically derived techniques of narrative analysis, in particular content
analysis, correspondence analysis, and Q-methodology.

RESEARCH METHODS AND RESULTS

Narrative analysis is a widely used tool for producing inductive, but
systematically derived results. It enables researchers to use the attitudes of a
diverse set of individuals who tell a story in their own words. Data collected in
this manner focuses the research on issues that are raised by the participants,
without prompting from the researchers. We chose narrative analysis to

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



4 Anandarajan and Simmers

investigate personal Web usage in the workplace because we were attempting
toelicitpeople’s thoughts and feelings on a sensitive issue, and we believed that
narratives would yield information not accessible by more traditional methods
suchas Likert-type response scales (Hoyleetal.,2002). Narrative analysis has
been widely used in medical sciences, social sciences, but less frequently in
organizational sciences.

In our work, the narrative analysis had two distinct studies. In the first
study, we combined content analysis, the dominant technique for narrative
analysis, with correspondence analysis. Content analysis is a process by which
desired information from the text is systematically extracted and centers on the
frequency with which words or themes appear in texts (Babbie, 1995; Jupp &
Norris, 1993; Smith, 2000; Weber, 1990). Correspondence analysis builds on
content analysis by empirically deriving relationships among these words or
themes. The technique also provides insights into the similarities and differences
in the content and structure of the different texts (Bendixen, 1996; Carley,
1997; Carley & Palmquist, 1992). In the second study, we examined the
importance of the themes by using Q-methodology (McKeown & Thomas,
1988). Q-methodology, created by a British physicist-psychologist, William
Stephensonin 1935, involves therank ordering ofa set of statements to explore
the positions held by participants (Brown, 1996). Itis especially suited for
uncovering diverse positions held by participants on sensitive issues rather than
accepting categories developed by researchers (Previte, Hearn, & Dann,
2001). The procedures we followed and the results of each study are discussed
below.

Study 1

Respondents and Procedures

Two sets of respondents were used in the first study. The first set was part-
time MBA students from aleading university in the northeastern United States.
Each MBA student provided the name and e-mail address of three other
individuals who used the Web at work; this constituted the second set. This
“snowballing” data-collection method was consistent with previous work
(Stanton & Weiss, 2000) and increased the variability in our sample, a
desirable characteristic for inductive research (Hoyle etal., 2002).

Weasked everyone to respond electronically to the following open-ended
question: “Do you think it’s ok for a person to use the Web for non-work
purposes during working hours in the workplace.” We felt that open-ended
questions allowed the respondents to answer in arelatively unconstrained way,

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Constructive and Dysfunctional Personal Web Usage in the Workplace 5

and thatabroad, single question was sufficient to capture the complexities of
the phenomenon (Hoyle etal.,2002). This question was the result ofa series
ofpilot tests, in which the wording and clarity were checked.

Since participants typed their responses and sent them electronically, data
was gathered verbatim, so there was no possibility of transcription errors, thus
enhancing credibility (Corcoran & Stewart, 1998). We also asked for demo-
graphic information thatincluded age, gender, education, work experience,
and current organizational position.

The high response rate of 89% (481) was attributed to the fact that the
participants were either registered in the courses or they were acquainted with
the MBA students. Our final sample consisted of 316 responses with complete
data, including 110 responses from the first set and 206 from the second set.
The majority of the participants were male (67.3%), educated (88% with a
bachelor’s degree or above), and young (73% reported being between 18
yearsoldto 39). Work experience averaged 16 years, ranging from 1.8 years
to 30 years. Managers represented 42% of the participants (top level = 8%;
middle level = 14%; and lower level =20%); professionals represented 32%;
and administrative support were 11% of the sample.

Coding the Narratives

The goal of the coding scheme was to capture the major themes and
relationships respondents mentioned in their answers. We developed the
coding scheme inductively, adding new codes as the respondents mentioned
new themes in the different narratives (Haney etal., 1998). The coding process
involved five steps and was done by one of the authors and two doctoral
students. The use of investigator triangulation, that is using multiple coders,
decreases coding bias, thus enhancing objectivity (Kuzel, 1992).

First, based on a preliminary examination of the text, an “initial list” of
codes was created. While coding the data, it was noticed that at the beginning
of eachnarrative, the respondents self-categorized themselves regarding their
overall perception about personal Web usage at work. An example of this type
of categorization was: “I do not think it’s ok to use the Web for personal
reasons while at work. ” This was followed by a description of their attitudes
about PWU. Second, 50 narratives were independently read to develop a list
of’codes from which 24 themes emerged. Third, these lists were compared, and
differences were reconciled, leading to the identification of 19 themes. Fourth,
10 randomly selected narratives were then coded — inter-coder agreement
was 75% (Kappa statistic=0.50). Since the Kappa coefficient was lower than

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
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the recommended 0.61 (Kvalseth, 1989), further discussion ensued and
another 10 randomly selected narratives were coded. Inter-coder agreement
improved to 90% (Kappa=0.80). Fifth, a coding manual was then developed
andused to code the 316 narratives individually. Each narrative was sorted into
one of four categories —two categories of respondents who simply expressed
approval or disapproval: ‘personal Web usage at work is ok’ (YOK); and

‘personal Web usage at work is not ok’ (NOK), and two categories with
respondent judgments that were qualified: ‘personal Webusage at workis ok
within limits” (OKWL); and ‘personal Web usage at work is ok as long as
productivity doesn’t suffer’ (YOKPS). Respondents’ answers were then
analyzed searching for the 19 themes and dichotomously coding “1” = theme
was mentioned in the text or “0” = theme was not mentioned in the text.
Thus narratives could contain more than one theme. The inter-coder agreement
was 96% (Kappa statistic=0.89). Following Krippendorff (1980), disagree-
ments on coding were discussed until agreement was reached.

Data Analysis

The data analysis consisted of three stages: (i) a content analysis, (ii) a
correspondence analysis with categories and themes, and (iii) a correspon-
dence analysis with supplementary variables.

Inthe first stage a content analysis, a simple count of each theme mentioned
either explicitly or implicitly by the respondents, was performed. Ifarespon-
dentmentioned atheme more than once, we counted it as a single mention. This
conservative counting rule meant that the total number of mentions in all ofthe
narratives serves as arough indicator of the relative salience of a theme.

Results — Content Analysis

Table 1 details the coding scheme, showing the four categories, 19 themes,
frequencies, and codes. Frequencies in the categories without qualifications,
Yes, PWU is ok (YOK) and No, PWU is not ok (NOK) are almost the same,
65 and 61 respectively. The categories which express qualifications, Yes,
personal access is ok if it doesn’t impact productivity (YOKPS) and ok
onlywithin limits. (OKWL) are also almost equal with 98 and 92 respondents
respectively. The five most frequently mentioned themes were: “Should have
policy” (SHP), 97; “Can lead to legal issues” (LEG), 72; “Monitoring to
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Table 1. Categories and Theme Frequencies and Definitions

7

Categories f Definitions

NOK 61 No, PWU is not ok

YOK 65 Yes, PWU is ok

OKWL 92 Ok only within limits, e.g., before working hours
YOKPS 98 Yes, personal access is ok if doesn’t impact productivity
Themes

NMON 7 It's not ok to monitor personal access

CRT 10 Personal usage leads to creativity

BW 16 Bandwidth issues with personal access

RS 17 Personal usage part of required skill sets

LIMA 21 Company should allow limited personal access

PRI 21 Privacy issues with personal access

SCON 25 Soft controls to limit personal access

LPEFFY 27 Personal access leads to loss of productivity and efficiency
TCON 28 Technology-based controls to limit personal access
BT 31 Business tool

POSFE 31 Positive feelings for organization

JTYPE 34 Personal access depends on type of job

WCULT 34 This is the work culture

REX 35 Relaxing

DOO 44 Like doodling or taking a break

PROEFFY 44 Leads to productivity and efficiency

YMON 58 Yes, it’s ok to monitor personal access

LEG 72 Legal issues with personal access

SHP 97 Should have a policy

limit personal access” (YMON), 58; “Like doodling or taking a break”

(DOO), 44; “Leads to productivity and efficiency” (PROEFFY), 44.

Then we created a frequency cross-tabulation of the four categories by the
19 themes, shown in Table 2. This table formed the basis for the correspon-

dence analysis, the second stage of our data analysis in Study 1.

In the second stage of our data analysis, we used SPSS v.10 to run a
correspondence analysis (CA). The primary goal of this exploratory multivari-
ate statistical technique was to transform each row and each column in the
cross-tabulation table into a theme cloud of points with separate points on a
map (i.e., the pointmap). As opposed to traditional hypothesis testing designed
to verify a priorihypotheses aboutrelationships among variables, CA isused
to identify systematic relationships among variables when there are incomplete

a prioriexpectations as to the nature of those relationships.
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Table 2. Cross-Tabulation Between the Categories and Themes

Themes YOK OKWL NOK YOKPS Total
NMON 3 1 1 2 7
CRT 4 2 1 3 10
BW 3 5 4 4 16
RS 6 4 1 6 17
LIMA 2 8 5 6 21
PRI 4 5 5 7 21
SCON 7 5 2 11 25
LPEFFY 1 8 10 8 27
TCON 4 10 2 12 28
BT 10 4 4 13 31
POSFE 9 6 2 14 31
JTYPE 11 7 3 13 34
WCULT 9 10 3 12 34
REX 12 9 2 12 35
DOO 15 14 4 11 44
PROEFFY 18 8 2 16 44
YMON 6 22 9 21 58
LEG 13 22 12 25 72
SHP 16 29 23 29 97
153 179 95 225 652

Results — Correspondence Analysis with Categories and Themes

The results indicate that there was a significant dependency between the
themes and categories (y>=77.38; df=54; p<0.05). A screen plot indicated
that atwo-dimensional solution was the most suitable, with the firstand second
principal axes accounting for 76% and 15% ofthe inertiarespectively.

Table 3 provides the dimensions and their correspondence to the catego-
ries and themes. The first two numeric columns show the coordinates of the
categories and themes of the dimensions. The next two columns provide the
contribution to the inertia ofthe dimensions. The final two columns provide the
squared cosine, which is the sum of the squared correlation ofarow or column.
The final column indicates the total squared cosine values of the two dimensions
and is ameasure of the quality of representation of each pointin the coordinate
space (Greenacre, 1984). As can be seen, all categories and themes except for
“like doodling or taking a break” (0.381) are well represented by the two
dimensions.
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Table 3. Dimensions and their Correspondence to the Categories and
Themes

Coordinates Contribributions (%) Squared cosines

F, F, F, F, F, F, Total
Categories
NOK -0.518 0.229 42.848 42.406 0.836 0.164 1.000
YOK 0.425 0.117 46.390 17.908 0.904 0.069 0.973
OKWL -0.173  -.0147 9.028 32.901 0.475 0.342 0.817
YOKPS 0.068 -0.060 1.734 6.786 0.182 0.140 0.332
Themes
NMON 0.340 0.335 1.358 6.685 0.494 0.480 0.974
CRT 0.343 0.168 1.984 2.403 0.752 0.180 0.932
BW -0.288 0.137 2.235 2.568 0.719 0.163 0.882
RS 0.340 -0.005 3.296 0.004 0.984 0.000 0.984
LIMA -0.429  -0.054 6.493 0.528 0.953 0.015 0.969
PRI -0.202 0.164 1.445 4.813 0.567 0.373 0.941
SCON 0.240 -0.033 2.430 0.231 0.682 0.013 0.695
LPEFFY -0.687 0.208 21.400 4.982 0.904 0.083 0.987
TCON -0.030 -0.334 0.043 26.634 0.008 0.941 0.949
BT 0.252 0.175 3.318 8.052 0.497 0.239 0.736
POSFE 0.288 -0.048 4.318 0.619 0.719 0.020 0.739
JTYPE 0.271 0.038 4.206 0.423 0.949 0.019 0.968
WCULT 0.131  -0.097 0.986 2.706 0.614 0.333 0.947
REX 0.313  -0.037 5.783 0.397 0.937 0.013 0.950
DOO 0.197  -0.006 2.872 0.015 0.381 0.000 0.381
PROEFFY 0.474 0.075 16.658 2.085 0.975 0.024 0.999
YMON -0.257  -0.221 6.442 24.036 0.575 0.424 1.000
LEG -0.129  -0.046 2.025 1.319 0.880 0.113 0.993
SHP -0.279 0.089 12.707 5.501 0.902 0.091 0.993

Figure 1 illustrates the spatial association of the theme and category clouds
ofpoints, as defined by the two principal axes. The plots were merged into one
jointdisplay through a canonical normalization procedure. This allowed the
proper interpretation of distances between any row items and the distance
between column items, as well as the distance among row and column items
(Greenacre, 1993). The axes were interpreted by way of the contribution that
each pointmade towards the total inertia. In this study there were 19 perceptual
themes, and any contribution greater than 5.26% (i.e., 100%/19) would
indicate a significance greater than what would be expected in the case ofa
purely random distribution of themes over the axes (Greenacre, 1993).

Dimension 1 (76%): Onthe positive side of this dimension, we found two
categories of responses: Yes, PWU is ok (YOK) and Yes, personal access is
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10 Anandarajan and Simmers

okifitdoesn’timpact productivity (YOKPS). On the negative side we find
No, PWU is not ok (NOK) and ok only within limits. (OKWL) The
contributions indicate that the categories that have the most impact in determin-
ing the orientation of this dimension were YOK, with 46.3% of the inertia,
anchoring the positive end, and NOK with 42.8% of'the inertia, anchoring the
negative end.

For interpretation of this dimension, we turn to the coordinates and
contributions of the perceptual themes. The contribution to inertia of the
perceptual themes indicates that the first principal axis is determined by:

*  twothemes with positive coordinates: leads to productivity (PROEFFY),

16.6%; and relaxing (REX), 5.7%; and

+  fourthemeswithnegative coordinates: loss of productivity and efficiency
(LPEFFY),21.4%; should have policies (SHP), 12.7%; yes, monitoring
isok (YMON), 6.4%; and company should allow within limits (LIMA),

Figure 1. Themes and Dimensions
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6.4%. Based on these themes, we interpret this as a distinction between
high and low potential for constructive personal Web usage and label this
dimension “Potential for constructive personal Web usage.”

Dimension 2 (15%): Categories NOK 42.4% and YOK 17.9% have
high positive scores on the contributions to inertia. OKWL 32.9% and YOKPS
6.7% were on the negative side of this dimension. The second principal axis was
determined by the following themes: business tool (BT), 8.0%; no, it’s not ok
to monitor (NMON), 6.6%:; loss of productivity and efficiency (LPEFFY),
5.9%; and should have policies (SHP), 5.5%. All of these themes had positive
coordinates. Technical controls (TCON), 26.6%; and yes, monitoring is ok
(YMON), 24% were the themes which had negative coordinates. Based on the
largest positive and negative coordinates, the second dimension was labeled
“Potential for dysfunctional personal Web usage.”

Inthe third stage, we did a correspondence analysis where the supplemen-
tary variables of age, gender, education, experience, and current organizational
position were projected into the theme/category space developed in Stage 2.
Since these variables were projected after the construction of the factorial axes
inthe new axes set, these supplementary points had a position in the full space,
butdid not affect the positioning of the theme points.

Results — Correspondence Analysis with Supplementary Variables

Of'the supplementary variables only current organizational position had a
cosine that was high enough to warrant its inclusion in the two-dimensional
solution (Greenacre, 1984). Figure 2 shows attitudes of the potential dysfunc-
tional or constructive nature of PWU vary by organizational position. Top-level
managers’ attitudes group together in the middle of the map, indicating they
perceived personal Web usage in the workplace as moderately dysfunctional
as well as moderately constructive. Middle-level managers’ responses are
positioned in the lower-right quadrant, seeing PWU as having higher construc-
tive potential and lower dysfunctional potential. Lower-level managers’ com-
ments are clustered in the upper-right quadrant, perceiving PWU’s potential for
both dysfunctional and constructive usage as high. Professionals report that
PWU has moderate potential for abuse, coupled with higher constructive
potential. The comments of respondents with administrative positions are in the
lower-left quadrant, viewing PWU as having moderate dysfunctional potential
with low constructive potential.
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Figure 2. Themes, Dimensions, and Organizational Positions
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Study 2

Weused Q-methodology to examine the consensus viewpoints of respon-
dentattitudes on personal Web usage behavior in the workplace to extend our
Study 1 findings. This type of small sample analysis is useful in profiling attitudes
aboutaphenomenon, seeking to measure the relative importance of personal
beliefs onissues or debates of social or economic consequence (Addams &
Proops, 2000; Brown etal., 1999; Carlson & Williams, 1993). Q-methodol-
ogy has enjoyed a long history of acceptance and use in political science,
journalism, and psychology (Brown, 1968), while its use in business research
hasbeenrather limited (Chatman, 1989, 1991; Kleine, Kleine, & Allen, 1995).
Itisimportant to note that Q-methodology highlights the assortment and type
of viewpoints, but not the proportion of a population that holds certain
viewpoints (Carlson & Williams, 1993).
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Respondents and Procedures

The initial 315 respondents were contacted to build a small convenient
sample. Q-methodology is an intensive approach that focuses on the attitudes
of'a few people using many questions, rather than the reactions of a large
number of people to a smallernumber of questions. This small sample technique
provides depth rather than generalizability and is particularly appropriate for
sensitive topic research (Carleson & Williams, 1993). Weused a sample 0of 25
participants, representative of the five organizational positions (top-level
managers =4; middle-level managers =5; lower-level managers =4; profes-
sionals = 3; and administrators = 9). These participants were given 38
statements derived from the narratives representing the 19 themes. These
statements reflected personal Web usage behaviors. Examples of these state-
ments are:

. “Because employees are working longer hours, they need to log on to
the Web during work hours for personal reasons.”

. “Certain types of websites should be blocked by the organization.”

. “Personal Web usage offers opportunities to promote employee
creativity.”

Participants evaluated the statements along a continuum ranging from “-4”
(strongly disagree) to “+4” (strongly agree). The forced choice format of the Q-
sort process made the results fall into a quasi-normal distribution (Carlson &
Williams, 1993). The respondents used a Web-based Q-sort methodology,
allowing seamless data entry and recording.

Data Analysis

The completed Q-sorts were analyzed using an inverted factor analysis
technique. In this technique, interpretations are based on factor arrays and
factor scores rather than loadings, typically used in factor analysis. Thus,
groups were formed based on common viewpoints. In Table 4 the correlations
between the participants and factors are given. A three-factor solution emerged.
In Factor 1 were eight of the nine administrations, three of four top-level
managers, and two out of the four middle-level managers (total 13). In Factor
2 were all three of the professionals and one lower- and one middle-level
manager (total 5). In Factor 3 were three of the four lower-level managers and
one middle-level manager (total 4). Three respondents loaded on two factors.
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Table 4. Correlations Between Participants and Factors

Factors

Respondent Organizational Position | I 1]

1 Administrator 0.562 " -0.550  0.059
2 Administrator 0.799" 0.059 0.028
3 Professional 0.058 0.880 " -0.147
4 Lower-level Manager -0.033 0.158 0.986°
5 Administrator 0.740" 0.034 0.011
6 Top-level Manager 0.548 " 0.554" -0.042
7 Top-level Manager 0.646 " -0.426  0.057
8 Middle-level Manager 0.697 " 0.059 0.125
9 Professional 0.036  0.780 " -0.199
10 Lower-level Manager -0.443  0.058 0.909°
11 Administrator 0.623"° 0.036 -0.011
12 Middle-level Manager 0.571" 0.550 " -0.044
13 Middle-level Manager 0.622" -0.496  0.059
14 Administrator 0.799° 0.059 0.028
15 Middle-level Manager 0.050 0.704" -0.169
16 Lower-level Manager -0.065 0.200 0.809°
17 Administrator 0.735° 0.026  0.018
18 Top-level Manager 0.577" 0.538 -0.024
19 Administrator 0.663 " -0.596 " 0.059
20 Administrator 0.799" 0.059 0.038
21 Lower-level Manager 0.090 0.810° -0.179
22 Middle-level Manager -0.033 0.180 -0.861"
23 Administrator 0.782° 0.002 0.017
24 Top-level Manager 0.648° 0.520 -0.045
25 Professional 0.099 0.765"° -0.191
Expl.Var 7.231 6.430 4.022
Prp.Totl 0.289 0.257  0.161

* Significant Loadings p< 0.05

The next step, shown in Table 5, was to label the factors based on the
factor arrays. Particularly important for labeling are the statements at the
extremes, i.e., most agree (+4) to most disagree (-4). It is sufficient to analyze
the rounded scores (+4 to -4) since as a general rule, differences in scores of
two or more are considered significantatthe p<0.01 level (Addams & Proops,
2000). The table of factor scores indicates the extent to which each of the 38
statements characterizes each of the three factors. The statements associated

with each factor are discussed in the following section.
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Table 5. Factor Arrays of Personal Web Usage Profiles
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Table 5. Factor Arrays of Personal Web Usage Profiles (continued)

P+ L+ z- suoseal |euosltad 10y gom 8y} asn 0} way} aJdinbai sqol .seakojdwe awog 8¢
P+ c+ - suoseal |euosiad Joj gom 8y} ash O} UONBIOSIp UBAIB ag pInoys siasn 62
JUBWUOJIAUS SSauisnq
P+ 2+ z- ay} Jnoge a|qeabpajmous pue pajesnps Japaq aq o) seakojdwae djay ued abesn gem |euosiad oA
P+ 2+ - Aanealo eafojdwe ayowoud 0] saniunuoddo siayo abesn gam [euosiad 0z
abesn gem |euositad ybnouyy
o+ P+ c- s||Ms pue abpajmouy arosdwi jeyy sbuiyy mau Joy Buoo| ‘yjesAw Buidojgasp uo yJom ueo | Ll
SMau |eloueul) jo doy uo desay pue aouewlopad
o+ 2+ - asealou| 0} SAem Joj }0o| 0} gam 8y} Jns 0} seakojdws abeinoous pinoys saiuedwo) /
sjedJajunod Jiay) uey) Jeyeq wiopad o}
P+ o+ z- 9|qe sI gem 8y} elA Buisealoul abpajmous pue ‘Buiuiel; ‘Juswyduus-fas ul pabebus sakoldws uy L
JoinuaApy-18qhD 1D ojijoid
2+ o+ z- saako|dwa 8y} Jo uonouny ay} aroidwl pue adueyus ued abesn gem |euoslod /€
JaYl| djelow ayjulep e s| asn
o+ P+ z- jeuossad Joj gom 8y Buisn Ag wopaal) Jo d)se} 9Nl B ‘YJOM S,8U0 Je juads sinoy Buol ayy YipA [ty
o+ P+ - Jaxiom aAionpold aiow e 0} spes| abesn gem |euoslod 6l
L+ P+ z- Buo| Aep |le 8jes3uaou0d 0} Buiney wol) yealq e aw saAlb abesn gem |euosiad 8l
L+ o+ 1- Aepyiom ay) Bulinp ssadis s,09Ao|dwa ue aAal@l ued abesn gem |euoslad /1
Auedwoo ay) spiemo} apnjije
L+ o+ z- Aw aBueyo pjnom ji ‘sinoy yiom Buunp suoseal jeuosiad gom ayj 8sn O} Jou dW P|O} BUOBWIOS §| Gl
sinoy Bupjiom Buunp
L+ P+ - suoseal |euosliad 10} gom 8y} asn 0} aw pamojje Jakojdwa Aw JI aaonpoid aiow ag pinom | el
sinoy Buppiom Bunnp suoseas |euosiad
L+ £+ [ Joj goAN By} @sn pinod pey Asyy Ji sqol Jiayy ypm saiddey aq pinom seakojdwa jeus yuiyy | Z|
c+ 2+ - afesn auoyd 8| pajeal; 8q p|NOYS gom ayj} JO dSh }JOMUOU BAdI[a] | ol
o+ P+ c- sobajinlid abesn gem |euostad Jiay) asnge 0} jJou saakojdwa Jiay} }sni) pjnoys stakojdwg 6
sinoy Buppiom Bunnp xejas askojdwa
2+ one z- ue djay ueo gam ay} uo Bupjuel ab9]j0o 1sale| 8y} Buyoayd a1l ssajpulw Buiyiawos Buiog 8
o) 2| A\ # juswolels
sa|ljoid

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written

permission of Idea Group Inc. is prohibited.



Constructive and Dysfunctional Personal Web Usage in the Workplace 17

Results

Profile A (Factor 1) — Cyber-Bureaucrat: This profile illustrates
attitudes of Web users who feel that PWU should not occur during working
hours. The mind-set is that PWU during working hours leads to inefficiency
(Statements #22,30). These Web users perceive that usage leads to a plethora
of’challenges suchas: PWU causes clogging of the networks (Statements #14,
21,24),ahigher likelihood of security and privacy concerns (Statements #16,
32), and possible legal problems (Statements #27, 34). In addition these
people perceive that PWU should be controlled by technical controls (State-
ments #4, 6), clearly stated policies (Statements #31, 36), and by monitoring
(Statements #25, 26, 28).

Overall the focus of'this profile, primarily administrators, top-level man-
agers, and half ofthe middle-level managers, seems to be that PWU had little
value primarily because it was too difficult to monitor usage. They felt that
unsupervised and unmonitored personal usage put the company atrisk and that
asystematic and objective system of managing Web usage was needed. This
profile is compatible with a scientific, bureaucratic view of work where
hierarchy, controls, formal communication, and written policies and proce-
dures define the workplace.

Profile B (Factor 2) — Cyber-Humanist: Responses in this profile
exhibit generally positive attitudes towards personal Web usage at the work-
place. For instance respondents in this profile believe that there is aneed to
balance working and living, and that the Internet-connected workplace has
made the lines fuzzy between work and non-work (Statements #2,33). These
people perceive PWU as having positive affective outcomes (Statements #5,
12,15). The positive feelings about the workplace lead to the potential for more
constructive Web usage, which spills over to higher productivity in the
workplace (Statements#13,19). PWU is seen as equivalent to taking a break
(Statement #3) and is relaxing (Statements #8, 17). They feel employers
should trust their employees not to abuse their personal Web usage
privileges (Statement #9).

This profileis closely aligned with the social and psychological needs of
employees, and is “people and relationship” oriented. Responses in this
grouping reflect a growing body of research that associates organizational
success with treating employees as assets, rather than costs (Pfeffer & Veiga,
1999). Employees are to be considered trusted partners who can self-regulate
their behaviors. It is not surprising that this profile consists mainly of the
professionals since they are often associated with self-motivation and self-
governance.
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Profile C (Factor 3) — Cyber-Adventurer: In the third profile, a
common view is that ‘Users should be given discretion to use the Web for
personal reasons’ (Statement #29). The “rules of the game” are not estab-
lished and the adventurers fill the void by creating rules and adapting situations
for their advantage as the following statement illustrates: Companies should
encourage employees to surf the Web to look for ways to increase
performance (Statement #11). There is potential for constructive usage,

‘Personal Web usage can help employees to be better educated and
knowledgeable about the business environment’ (Statement#23). PWU is
seen as promoting creativity (Statement #20) and improving knowledge
and skills (Statement#11). Cyber-adventurers view PWU as a way to engage
in self-enrichment and training to improve performance (Statements #1,23).

The cyber-adventurer can be described as exhibiting individualistic or
entrepreneurial-like attitudes. There is optimism that the Web will place her/him
on the frontier of continuous self-improvement, a goal worth the risk of
potentially dysfunctional outcomes. This profile primarily consisted of re-
sponses from lower-level managers who might be most open to taking risks to
improve their positioning.

DISCUSSION

Our goal was to empirically research the issue of personal Web usage in
the workplace by mapping this concept from the vantage point of employee
attitudes. We suspected that personal Web usage in the workplace was a
complex issue, with the potential for dysfunctional behaviors as well as
constructive behaviors. This interest in both the potential for positive and
negative consequences of personal Web usage was a departure from previous
work on personal Web usage that focused almost exclusively on the negative
effects (Joinson, 1998; Griffiths, 1998; Putnam & Maheu, 2000) or that
posited that personal Web usage was just another way of wasting time at work
(Block,2001). We alsomade a contribution to the literature by using qualitative
methodology in contrastto survey data and regression analyses, building on the
work of Klein and Meyers (1999).

Our study produces amore comprehensive framework of personal Web
usage at work. We identify 19 themes and four categories using responses to
the question, “Do you thinkit’s ok for a person to use the Web for non-work
purposes during working hours in the workplace? ” Through correspon-
dence analysis, we identify systematic relationships between the themes, with
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atwo-dimensional solution best fitting the data. The first dimension we named

potential for constructive Web usage and the second potential for dysfunc-
tional personal Web usage. Third, we take our study an additional step by
overlaying employee position onto the first two analyses, and we discover that
job positions are uniquely placed. Top-level managers’ attitudes group to-
gether in the middle ofthe map, falling in between the two clusters, perceiving
bothmoderate dysfunctional and constructive potential. This may be indicative
ofthe propensity of top managers to look at issues from multiple perspectives,
reflecting their need to consider multiple stakeholders, both internal and
external to the organization. Middle managers are in the lower-right quadrant,
perceiving higher constructive potential and lower dysfunctional potential.
Professionals see moderate potential for abuse, with higher constructive
potential. The proximity of these two groups is consistent with their interper-
sonal focus and intermediator’s role between top and lower management. They
mix inrationalizations such as personal Web usage at work is ok to do their jobs
better, and address the increasing spillover of work into non-work time.
Lower-level managers are in the upper-right quadrant, representing the highest
potential for both dysfunctional and constructive usage. Perhaps this group
feels the strongest needs to escape the pressures of managing and to build skill
sets forupward mobility. The respondents with administrative positions per-
ceive moderate dysfunctional potential with low constructive potential, aresult
consistent with their focus on efficiency and transactions.

Finally, we used Q-methodology to further extend our investigation,
allowing us to profile users’ attitudes towards PWU behaviors. Using the 19
themes we created a list of 38 behaviors (two for each theme). This analysis
resulted in three profiles, which we named cyber-bureaucrat, cyber-humanist,
and cyber-adventurer. These profiles were generally consistent with the
correspondence analysis findings, indicating the critical nature of employee
position in attitudes towards PWU. The importance of employee position and
lack of significance ofthe other demographic variables was unanticipated.

Based on our results, another major contribution of our work is to
constructa definition of personal Web usage in the workplace thatis grounded
in empirical analysis. We would like to suggest the following definition:
“voluntary online Web behaviors during working time using any of the
organization’s resources for activities outside current customary job/
work requirements.” We limited the definition to “online behaviors” to
separate it from other behaviors such as listening to music or playing games
already downloaded. We broaden the time to “working time” to allow for work
done off premises and/or outside of the normal nine to five office hours. Surfing
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suggests aimless access, but much of personal Web usage has specific
destinations or purposes such as travel arrangements or personal websites, so
we deleted the word “surfing.” We also wanted to indicate the use not only of
the company’s network and servers, but also the use of computers and
employees’ time, hence the wording: “organization’s resources.” Finally, we
wanted to indicate that the personal Web usage was outside of current
customary job/work requirements, suggesting a potential for learning not
associated with existing job/work requirements.

Another contribution of our present study is that it should prove useful in
extending the social contract theory to the 2 1* century work environment. The
social contract theory suggests thathumans evolve ways of dealing with other
humans, with groups, and within organizations by establishing commonly
accepted rules of conduct (Cosmides & Tooby, 1992). In the past, two types
of social contracts defined the work environment. There is an economic
contract where wages, fringe benefits, and reasonable working conditions are
exchanged for time, skills, and effort. There is also a psychological contract
where a certainamount of allegiance, creativity, and extra effort are exchanged
forjob security, fair treatment, rewarding relationships with coworkers, and
organizational support (Shore & Tetrick, 1994).

The nature ofthe employment relationship is shifting, and the mechanisms
controlling these relationships are no longer clear. As the work environment
becomes more flexible, open, and autonomous, and the work becomes more
disassociated with a specific brick-and-mortar place and specific job require-
ments, the exchange mechanisms and processes become less certain. The line
between work and life becomes fuzzy, and work is defined as 24x7 (24 hours
aday, seven days a week). As one respondent stated:

In the corporate world, there is no longer such a thing as “the
40-hour work week,” nor do people work from “nine to five.”
Today, people are required to work all sorts of different shifts
and the average work day is probably closer to nine or 10 hours,
depending on your position with the company. That being said,
I think itis wise for a corporation to allow its employees to utilize
the Internet for their personal uses. It gives the employee some
time to themselves, where they can just “veg-out” for a few
minutes or actually do something constructive, like online
banking.

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Constructive and Dysfunctional Personal Web Usage in the Workplace 21

Thus, the concepts of the psychological contracts and jobs as we know
them may no longer be valid (Bridge, 1995). Lim, Teo, and Loo (2002) report
individuals rationalize that they are entitled to spend time on the Web on
personal issues while at work as a form of informal compensation. This is
consistent with our findings; arespondent succinctly states:

I am salaried and very often required to work long hours, have
working lunches (not taking a client out socially, but listening to
venders sell their financial products), go to out-of-town meetings
and seminars that take up an entire weekend, etc. If I happen to
have a free hour on a Tuesday morning or two hours on an
occasional afternoon and I choose to use the Internet, my
computer, or work on my MBA online, then I truly believe it is
ok, because my company is getting back many more hours of my
time. My schedule would be considered flexible. Yes, I probably
should do it at home, but the fact is, I might have to stay for four
more hours due to some other work commitment and [ can’t very
well drive home and back (two hours) to spend the two hours on
the Internet.

In the 21* century work environment, the emphasis on a knowledge
workforce is increasing (Brynjolfsson, 1993; Johannessen etal., 2001). The
Web can be used to expand the total knowledge base —the tacit, the explicit,
the internal, and the external for both the individual and the organization
(Dewett & Jones, 2001; Johannessen etal.,2001; Powell & Dent-Micallef,
1997). One of our respondents concisely describes this constructive dimension
of PWU:

[ think that it is alright to use the Web for non-work purposes
during work hours. I use the Web at work as a source of
information to keep me up to date with current events. Through
the Web, I can follow the latest business news as well as world
events. I believe that by staying on top of current business news
that I become a better-informed knowledge worker.

Hence, we posit that organizational mechanisms for controlling the social
exchange in an Internet-connect work environment may be expanding to
include a cyber-contract, which describes the exchange mechanisms ina Web-
connected workplace These mechanisms are based on principles, notrules and
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standards, and are negotiated, openly communicated, and flexible, to adjust for
continuous work, learning, and change.

We simply have not had enough experience with this type of exchange
process to know what is dysfunctional and what is constructive behavior and
how best to manage it for the mutual benefit of individual and organization. The
more abstract the entities involvement and the more abstract the work
environment, the fewer effective mechanisms we have for control of social
exchanges (Allen, 1999). The dangers of the undesirable dysfunctional out-
comes of PWU such as loss of intellectual property, sexual harassment, and
security risks are real and have led to organizations controlling PWU. We
suggest from our study, too much freedom can be dysfunctional, thatis, leading
to cyber-slacking. However, there is also a danger that too much control of
personal Web usage can be adanger by stifling creativity, learning, and positive
job feelings, leading to what we have termed cyber-silencing. We suggest that
a middle ground is evolving between unrestricted access and too many
restrictions—what we have called cyber-stimulating. In this zone the aim is
to stimulate learning, leading to a productive usage of the Web in the workplace
whileisolating dysfunctional and threatening usage.

From our work, we mapped the profiles onto the two-dimensional space,
depicting amodel of personal Web usage in the workplace (Figure 3). In this
model, we posited that personal Web usage in the workplace is arange or area
where there is a balance between too much and too little control and is the
bottom-right quadrant. This zone of stimulation should balance complexity
reduction through too much control and complexity absorption through too
much freedom (Boisot, 1999). It should allow for change and growth for both
employees and organizations. The upper-left and upper-right quadrants repre-
sentcyber-slacking, where PWU has the potential to degenerate into dysfunc-
tional behaviors. The bottom-left quadrant represents cyber-silencing where,
while the potential for dysfunctional behavior is lessened, so too is the potential
for constructive outcomes from the personal usage ofthe Web.

The contributions of our work are limited by several factors. Despite steps
taken to control coding bias, the interpretation and coding of the responses is
subjective innature. The study is also limited in its generalizability due to the use
of convenience sampling rather than random sampling. Additionally, amethod-
ological limitation of this study is the arch effect in the correspondence analysis.
Thisisatypical artifactin an ordination diagram, in which the second axis is an
arched function of the first axis. Future studies should attempt to use a de-
trended correspondence analysis technique.
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Figure 3. Personal Web Usage in the Workplace Model
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FUTURE RESEARCH

Research should continue on the construct of personal Web usage to
delineate specific behaviors, perhaps using multi-dimensional scaling, to em-
pirically confirm our concept maps, particularly the two-dimension solution of
both constructive and dysfunctional roles of PWU. Models of PWU with
antecedents and outcomes need to be developed and tested. These models
mightinclude individual, group, and organizational variables. The extension of
the social contract theory and the model of PWU (Figure 3) need to be
empirically studied for verification and modification. There are also important
human resource issues such as promotion, discipline, and career pathing that
canbe linked to this model. The work onjob position and profiles are promising
lines of inquiry for further exploration.

Aninteresting questionisifthe individual profiles we have identified can be
extended to profiles of organizations and if these organizational profiles can be
mapped onto a similar model as the one shown in Figure 3. There is aneed for
research thatexamines the implications of PWU for organizational strategy and
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whether cyber-stimulating moderates the effects of strategy on organizational
outcomes such as innovation, learning, or performance. Another major exten-
sion ofthis research is to examine the influence of national culture on PWU.

We hope that our study will bring attention to the interplay between
freedom and control in the Web-connected workplace. It is our intention that
our work serves as a catalyst for additional theoretical and empirical research
into PWU in the workplace, and how beneficial and detrimental dimensions
dynamically interact in defining our 2 1* century workplaces.
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ABSTRACT

This chapter presents an empirical investigation of why employees use the
Internet for personal purpose during work hours. We are especially
interested in perceptual difference between personal Web usage groups
and non-personal Web usage groups in the context of non-work-related
usage of the Internet. Drawing from previous studies in behavioral
intention and human attitude, criminology, and moral and ethical decision-
making, a comprehensive model was developed and tested through a field
survey of 546 business professionals.
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INTRODUCTION

Personal Web usage, non-work related use of the Internet during work
hours, is a pervasive behavior observed in our daily work environment. Itis
reported that 37% of working hours are devoted to personal Web usage
(Conlin, 2000). As the cost associated with it is estimated to be $54 billion
annually, companies are seeking methods to reduce it. Enforcing Internet use
policies and installing filtering or monitoring systems (e.g., Cyber Patrol) are
popular trends. An Internet usage survey noted that 68% of the surveyed
companies have Internet usage policies (Infoworld, 2000), that 31% of U.S.
companies have spent money on Internet-based activity monitoring and filtering
systems (Hancock, 1999). Personal Web usage, however, does not seem to
be declining but instead is spreading throughout the workplace. We need to
understand why this trend has become pervasive despite organizational efforts
toreduce it.

Intoday’s computer-mediated workplace, the problem of personal Web
usage seems to be related to employees’ attitudes. Do they feel that this isan
ethical issue? Whatkind of ethical views do they have on this issue? Aboveall,
how do employees perceive the difference between non-personal Web use and
personal Web use of the Internet? In this chapter, we investigate why
employees engage in this seemingly unethical behavior and why current
organizational efforts are not really effective. We are especially interested in
perceptual difference between personal Web usage groups and non-personal
Web usage groups in the context of non-work-related usage of the Internet.
Data from a field survey of 546 business professionals was analyzed to
investigate what causes people, who are not currently engaged in personal Web
usage, to perceive intention to do so, and what causes people, who are
currently engaged in personal Web usage, to continue their activities.

Drawing on previous studies in behavioral intention and human attitude,
literature on general deterrence theory and social learning theory, and literature
onmoral and ethical decision-making, we develop a comprehensive model to
explain personal Web usage and identify effective ways to reduce it. We found
that most employees do not feel that personal Web usage is ethically wrong,
suggesting that organizations need to define an ethical boundary for Internet
use. We empirically confirm that current regulatory efforts, such as rules,
policies, or monitoring systems, are not effective inreducing either employee
intention to commit personal Web usage or the frequency of the usage,
indicating that organizations need to redefine their current counter-measures.
Ourresults also show thatemployees’ current personal Web usage frequency
varies depending on their organizational level and years of work experience.
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This chapter is organized as follows. First, previous studies of computer
abuse arereviewed. Second, research model and hypotheses are discussed.
Third, method and the results of our data analysis are addressed. Finally,
implications and conclusions are presented.

COMPUTER-RELATED
UNETHICAL BEHAVIOR

Computer abuse, whichis defined as “any intentional act associated in any
way with computers where a victim suffered, or could have suffered, a loss”
(Parker, 1998, p. 333), has received much attention from both industry and
academia as computers become important resources in organizations. Inun-
dated with problems related to computer abuse, researchers have tried to
understand this phenomenon from many different perspectives, especially in the
fields of ethics, criminology, and social psychology.

The field of ethics defines an unethical decision as being “illegal or morally
unacceptable to the larger community” (Jones, 1991, p. 367), and many
theoretical and empirical studies have been done inrelation to ethical decision-
making at the individual and organizational levels (Bommer et al., 1987;
Flannery & May, 2000). These studies dealt with developing an instrument for
measuring moral development, building amodel for an ethical decision-making
process, and finding the factors that affect the unethical behavior such as moral
norms (or obligations), moral intensity, and denial of responsibility.

In the criminology field, previous research in computer-related crimes
mainly focused on computer abuse issues in relation to general deterrence
theory (e.g., Hoffer & Straub, 1989; Parker, 1998; Straub & Nancy, 1990)
and social learning theory (Agnew, 1995, 1998; Akers et al., 1979). The
studies based on general deterrence theory assume that deviant behavior could
be deterred if deviants felt insecure about being detected and punished severely
(Straub & Welke, 1998), and recommend deterrence mechanisms such as
computer use policies, security systems, and security awareness programs.
Social learning theory asserts thata person is involved in computer-related
crimes because he or she becomes more likely to associate with delinquent
peers who transmit delinquent values, reinforce delinquency, and function as
delinquentrole models.

Inthesocial psychology field, the theory of reasoned action (TRA) (Ajzen
& Fishbein, 1980) and its extended theory of planned behavior (TPB) (Ajzen,
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1985) have been applied to anumber of ethical decision-making situations to
ascertain the relationship between attitude, subjective norms, perceived be-
havior control, behavioral intention, and behavior. Examples of applying these
theories range from business-related ethical issues, such as waste water
treatment (Flannery & May, 2000) and information disclosure of financial
products (Kurland, 1995), to general cheating behaviors, such as shoplifting
(Beck & Ajzen, 1991). More recently those theories have been used for ethical
and criminal issues related to computer use (e.g., Banerjee, Cronan, & Jones,
1998).

The theories mentioned above, as well as the empirical investigation of
these theories, have provided us with a good understanding of why people are
involved in computer abuse and what mechanisms are effective in preventing it.
However, we need a more comprehensive picture of end-users’ unethical
behavior in order to understand personal Web usage since:

1. Therehave been many studies about unethical (or abusive) behaviors
across several fields such as ethics, criminology, and psychology, but they
have mainly focused on their independent theoretical points of view to
address thisissue. Since there were no previous efforts to integrate those
different points of view, developing acomprehensive model is a valuable
effort tounderstand personal Web usage of many different types of end-
users.

2. While Internet-related unethical (or abusive) behaviors are widespread
and exponentially increasing in our daily work, few studies have been
performed and empirically validated along with situational factors to
address issues related to end-users’ personal Web usage. Many re-
searchers indicate that further studies to explain situational unethical
behavior in the information technology context are needed.

3. Moststudiesin ethical decision-making have ignored moral dimensions
and simply applied the attitude-intention scheme provided by TRA or
TPB. Webelieve that the inclusion of various factors like moral obligation
and denial of responsibility will provide valuable insight in understanding
Internet-related moral decision-making problems.

RESEARCH MODEL AND HYPOTHESES

Figure 1 shows our research model. We developed a comprehensive
model based on theories from several disciplinary areas. Different types of
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Figure 1. Research Model
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moral attitudes toward personal Web usage were used along with facilitating/
deterring situational factors, social influences, denial of responsibility, and
moral obligations.

Personal Web Usage

As statistics have indicated that personal use of the Internet at work is a
pervasive trend, we raise a question of when it becomes personal Web usage.
In our study, we define personal Web usage as “extensive personal use of the
Internet at work” on the grounds that most individuals use the Internet for
personal purpose and that whether it becomes unethical (or abusive) behavior
isamatter of frequency and time spent. For our analysis purpose, we consider
non-work-related Internet use for more than 30 minutes a day as extensive
personal use since companies are adopting an Internet policy that any extra
usage over 30 minutes should be approved by supervisors (Siau, Nah, & Teng,
2002).
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Attitude

An attitude toward abehavioris defined as “the degree to which the person
has a favorable orunfavorable evaluation ofthe behaviorin question” (Beck &
Ajzen, 1991, p.286). Previous studies have found that attitude significantly
affects behaviors. In the ethical context, it has also been known to have
significant effect on ethical decision-making (e.g., Flannery & May, 2000).
Assuming that personal Web usage is akind of unethical behavior, we expect
thatemployees’ favorable attitude toward personal Web usage will be posi-
tively related to personal Web usage (H1).

Denial of Responsibility

The denial of responsibility (RD), defined as people’s tendency to ascribe
responsibility to oneselfor to diffuse and depersonalize itto others, is related
torationalizing the consequences of one’s behavior (Harrington, 1996, p.261).
Itis known that the lower people’s RD is, the more they accept responsibility
and feel responsible for others’ welfare, while the higher people’s RD is, the
greater their tendency to ignore social or organizational norms, and to rational-
ize their unethical behavior by disregarding others like organizations or team-
mates (Harrington, 1996). In accordance with this prediction, we expect that
employees” high RD toward personal Web usage will be positively related to
personal Webusage (H2).

Moral Obligation

Recently anumber of studies in ethics and moral decision-making have
shed light on moral obligation (e.g., Gorsuch & Ortberg, 1983). Moral
obligation (or norm) is defined as an individual’s perception of the moral
correctness or incorrectness of performing a behavior (Corner & Armitage,
1998). Previous studies found that moral obligation was a significant predictor
ofdiversified behaviors. For instance, Kurland (1995) indicated that moral
obligation affects insurance agents’ ethical intentions. Similarly, Randall and
Gibson (1991) provided evidence of moral obligation’s significant effect on the
behavioral intention of nurses. In the same context, we expect thatemployees’
high moral obligation will be negatively related to personal Web usage (H3).

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



34 Lee, Lee and Kim

Social Influence

Social influence is defined as the social pressure to perform or not to
perform the behavior. Social influence was found to be an important factor in
explaining human intention in the social psychology field, information technol-
ogy adoption, and computer-mediated communications. Social learning theory
incriminology, developed by Akers and his associates (Agnews, 1995; Akers
etal., 1979; Akers, 1998), shows how people’s inclination to follow significant
others (i.e., coworkers and seniors) is related to unethical or criminal behavior.
The theory pointed out that there is a highly positive relationship between
criminal friends and delinquency, and it has been empirically validated (e.g.,
Agnew, 1995). In the same context, we expect that employees’ perception of
significant others’ behavior and attitude will be positively related to personal
Webusage (H4).

Resource Facilitating Conditions

Whether resources are easily available or not is considered an important
factor that governs an individual’s behavior (Ajzen, 1985; Ajzen & Fishbein,
1980). Ajzen (1985) argued that judgment of resource accessibility and
opportunity for completing unethical behavior successfully, as well as the
perceived power of each facilitator or inhibitor of the behavior, would direct
human intention. Previous research proved significant roles of resource facili-
tating conditions in behavioral intention and behavior under various situations
(Kimieck, 1992).

General deterrence theory in criminology provides a theoretical ground to
address the importance of resource facilitating conditions to unethical behav-
ioral decision. The theory asserts that individuals make rational decisions in
order to maximize their benefits and minimize the costs. Therefore, a person can
make a criminal decision when the expected benefits caused by the criminal
action exceed the cost of punishment. The theory, especially, focuses on the
cost factors of deterring criminal behavior through means such as policies,
systems, and awareness programs, and itis found that they significantly reduce
the criminal intention or behavior (e.g., Loch & Conger, 1996; Straub &
Welke, 1998).

In this study, we found five resource facilitating factors that are specific to
personal Web usage through extensive interviews with employees in organiza-
tions. They are: ease of accessibility of personal computer (PC), seclusion of
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office, amount of workload, Web usage policy, and network monitoring/
filtering systems. We expect that ease of accessibility of PC (H5A) and
seclusion of office (H5B) are positively related to personal Web usage, and
amount of workload (H5C), Web usage policy (H5D), and network monitor-
ing/filtering systems (H5E) are negatively related to personal Web usage.

Control Variables

The cause of individuals’ different ethical decisions has recently become
apopulararea of study in the field of ethics. Loe, Ferrell, and Mansfield (2000)
performed meta-analysis of individual differences related to ethical decision-
making and found that individual characteristics such as gender, age, education,
and work experience affect ethical decisions. Similar studies have found that
gender, age, and year of experience are significant factors that are related to
ethical decision-making (Serwinek, 1992). Consistent with current findings,
ourmodel includes gender, year of experience, and organizational hierarchy as
control variables. We expect that there is significant gender difference in
personal Webusage (H6A), and year of experience (H6B) and organizational
hierarchical level (H6C) will be negatively related to personal Web usage.

RESEARCH METHOD

All measurements were developed based on previous studies. We had
eight groups of factors: (1) personal Web usage (dependent variable); (2)
intention to commit personal Web usage (dependent variable); (3) attitudinal
tendency toward personal Webusage; (4) denial of responsibility; (5) moral
obligation; (6) social influence; (7) work environment factors — internal
control, resource facilitating conditions, and constraining conditions; and (8)
control variables.

We used both frequency and the amount of time engaged in non-work
related Internet use to measure personal Web usage. We used one item to
measure the employee’s intention to commit personal Web usage. It was
measured using aseven-point Likert scale ranging from 1 (strongly disagree)
to 7 (strongly agree). Attitudinal tendency was adapted based on Ajzen
(1985). Our measurement for moral obligation was adapted from Tessler and
Schwartz (1972) and Banerjee, Cronan, and Jones (1998). Items for social
influence were also developed based on previous studies (Ajzen & Fishbein,
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1980). We found that coworkers and seniors (or supervisors) were important
referents during the testing period. We identified five resource facilitating/
constraining factors related to personal Web usage through extensive inter-
views with 12 employees, and each of them was measured using a single item.
Theuse of situation-specific factors has been advocated to provide a better
understanding of interested behaviors (Ajzen, 1985). Finally we used gender,
year of job experience, and organizational hierarchy as control variables. The
measurement was modified through pre-test and pilot test.

Seven hundred and forty (740) questionnaires were distributed to U.S.
business professionals in the northeast coast, and 561 were returned. We
removed 15 incomplete and invalid questionnaires, leaving 546 responses for
analysis. The overall response rate was 74%.

RESULTS

Initial Statistics

Male respondents represent slightly over half of the sample (50.9%).
Sixty-eight percent of respondents are younger than 41. Respondents are
evenly distributed in the organizational hierarchy. The average work experience
intheir line of work is 10.1 years. Sixty-one percent of respondents report that
their companies have installed systems to monitor or filter personal Web usage.
When asked how often they engage in such activities, 29.5% answer never, and
70.5% answer that they do at least once a month. Since we believe that the
factors affectthe behavior of employees who currently engage in personal Web
usage and those who do not are different, we divided the respondents into two
groups — the non-personal Web usage group and the personal Web usage
group, based on the 30-minutes-a-day criteria explained in the earlier section.
Asdependent variables, personal Webusage intention was used for the former,
and frequency and amount of time spent for the latter. The intention to commit
personal Web usage can be regarded as a strong predictor of future personal
Webusage.

Reliability of factors for social influences, attitude, denial of responsibility,
and moral obligations were assessed based on Cronbach’s o values. All of
them were over 0.6, demonstrating reasonable reliability of measures. An
inspection of the pair-wise correlation matrix revealed that all correlations
among factors used were less than 0.6, confirming the discriminant validity of
factors.
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Table 1. Regression Results: Non-Personal Web Usage Group vs. Personal
Web Usage Group

Non-personal Personal web Personal web
web usage usage group usage group
Group (Frequency) (Time-spent)
(Intention)
VARIABLES t-value t-value B t-value
FIRST GENDER -.036 | -.395 -.026 | -.50 .02 .36
MODEL  ['YEAR OF EXPERIENCE -104 [ -1.16 212 [-3.94% [-22 -4.0%*
ORG. HIERARCHY -.060 | -.658 126 2.36%* .04 .69
R-SQUARE 0.01 0.07 0.05
TOTAL GENDER .031 .380 -.016 | -.312 .005 .1
MODEL | YEAR OF EXPERIENCE -.013 | -.165 - 188 | -3.60%* | -2.21 | -4.05%**
ORG. HIERARCHY -.173 ] -1.99** | .095 1.83% .044 | .84
ATTITUDE 272 2.69** 021 .338 .058 91
DENIAL OF RESPONSIBILITY | .142 1.46 167 2.85%* .16 2.72%*
SOCIAL INFLUENCE .097 1.11 .109 1.94%* .10 1.75%
MORAL OBLIGATION -.021 | -.223 -.058 | -.938 .044 708
SECLUSION OF OFFICE -.165 | -2.02** | .035 .679 .059 1.12
AMOUNT OF WORKLOAD =226 | -2.65%* [ -192 | -3.73%* | -144 [ -2.78**
AVAILABILITY OF PC -.13 -1.60 -.062 | -1.21 =224 | -4.32%*
WEB USAGE POLICY .102 1.14 -.024 | -.464 .024 456
MONITORING SYSTEMS -.077 | -.937 -.004 | -.082 120 2.26%**
R-SQUARE .35 .19 .18
R-SQUARE CHANGE 0.34 0.12 0.13
F-CHANGE 6.89 9120 ** 5.48 9330) ** 5.64 9308 **

**% Significant at o = 0.01, ** Significant at oo = 0.05, * Significant at o0 = 0.1

Multiple ordinary least squares hierarchical regression analysis was used
since our variables mixed many categorical and continuous variables. To
ascertain the effect of the main variables specified in our hypotheses, all control
variables such as gender, year of experience, and organizational hierarchy were
firstused to explain the variance, and then the main variables were included in
the second model to see how much of the variance was further explained. The
power of added factors (in the second model) was 85% for the non-personal
Webusage group and over 95% for the personal Web usage group, with o=
0.05 and assuming the medium effect. Variance inflation factor (VIF) wasused
to confirm possible multicollinearity problems, and the index indicated that
multicollinearity is not a problem as VIF was less than 10.

FINDINGS

Table 1 shows theregressionresults. The results are explained separately
for the non-personal Web usage and personal Web usage group. For the non-
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personal Webusage group, the total model explains 34.9% of total variance in
the personal Web usage intention, as opposed to only 1.0% explained by the
firstmodel based on control variables, with the difference being significant at
the 99% level (F , ,, =6.9). Among all major variables, only a favorable
attitude towards personal Webusage (H1) was positively related to respon-
dents’ stronger intention, indicating thatemployees are not significantly affected
by denial of responsibility (H2), moral obligation (H3), and significant others’
influence (H4) for future personal Webusage.

Wealso found that ease of accessibility (H5A) does nothave a significant
effect on the intention. One possible reason for this insignificance is that
employees do not feel the difference in the computing environment between
home and the workplace with the fast diffusion of personal computers and high-
speed networks athome at reasonable costs. Seclusion of workspace (H5B)
and workload (H5C) are negatively related to personal Web usage intention,
indicating that high workload and lack of seclusion of one’s own desk is a
serious barrier to the personal Web usage intention. Counter-measures such as
personal Webusage policy (HSD) orinstallation of monitoring systems (HSE)
donotaffect personal Web usage intention. The results reflect that employees
will not consider organizational preventive efforts as dangerous. There was no
significantrelationship between gender (H6A) and year of experience (H6B)
and personal Web usage intention. However, organizational hierarchy (H6C)
has anegative relationship with personal Web usage intention, suggesting that
the higher in the organizational hierarchical level employees are, the stronger
intention they have to commit personal Web usage.

For the personal Web usage group, the first model with the individual
variables explains 7.2% of'the variance, and the total model explains 19.3%in
personal Web usage, and again the difference is significant (F o330 = d-d)at the
99% significantlevel. “Frequency of”and “time spent on” personal Web usage
are used as dependent variables for the personal Web usage group. Attitude
toward personal Web usage (H1) and moral obligation (H3) do not have
significant effect on either frequency or time spent. However, denial of
responsibility (H2) and social influence (H4) have significant effect on both
frequency and time spent. For resource facilitating conditions, only workload
(H5C)is asignificant constraining factor on both frequency of and time spent
onpersonal Webusage. Seclusion of office (H5B) and policy (H5D) are not
significant factors on both criteria. Meanwhile, ease of accessibility (H5A) and
monitoring systems (H5E) showed mixed results. The former was only signifi-
cantintime spent, and the latter was in frequency. The significant effect of ease
ofaccessibility ontime spent indirectly explains the addictive nature of personal
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Web usage, meaning that once an employee starts personal Web use, he/she
cannot stop doing it for several hours.

Individual information related to organizational variables such as organiza-
tional hierarchical level (H6C) and years of experience (H6B) are highly related
to personal Web usage frequency, but only organizational hierarchy has a
significantrelationship with time spent. It indicates that young employees in
lower levels in the organizational hierarchy tend to more frequently use the
Internet for personal purpose. Gender (H6A) had no significant effect over the
non-personal Web usage or personal Web usage group, asserting that like
many computer-related behaviors, personal Web usage is gender-neutral.

DISCUSSIONS

Our data, resulting from a large sample of different functional areas across
several organizations, provide interesting results and implications in under-
standing personal Web usage.

First, we find different patterns of attitude and social influence between the
non-personal Web usage group and the personal Web usage group. The non-
personal Web usage group’s behavior is governed by its members’ favorable
attitude toward personal Web usage, but once they become involved with
personal Webusage, frequency and the amount of time spent are determined
by their perception of denial of responsibility. Note that the concept of denial
of responsibility used in our study is not just a passive inclination toward
personal Web usage, but employees’ beliefthat what they are doing in fact
contributes to the benefit of the organization. Also we find that social influence
isonly a strengthening factor, not an initiating factor, in personal Web usage.
Although this finding is not related to intention, it is related to both frequency
and time spent, suggesting that once people begin to engage in personal Web
usage, their frequency and time spent are affected by the people around them.
The fact that others are involved in personal Web usage does not give rise to
one’sintention to do so. These results imply that separate strategies should be
applied to the non-personal Web usage group and the personal Web usage
group, respectively.

Second, the results of our analysis indicate that employees do not seriously
think of personal Web usage as harmful orunethical behavior. Moral obligation
isnota factor that constrains Internet use for both non-personal Web usage and
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personal Web usage groups. This result implies that the behavior related to
personal Web usage is determined by employees’ perception of how relevant
the behavior is, not by the perception ofhow unethical personal Web usage is.
In other words, the reason that non-personal Web users do not commit
personal Web usage is not because they feel that personal Web usage is
unethical orharmful, but simply because their situations donot allow it. The two
most significant deterring factors are that they do not have enough time for
personal Webusage (i.e., high workload) and that they do not have a private
office space (i.e., seclusion of workspace). This result is consistent with one of
the recent studies from the Wharton Forum on Electronic Commerce that
reported anegative relationship between personal use of the Internet at work
and workload (Bellman, Lohse, & Johnson, 1999).

Third, current policies, or even the installation of monitoring systems
against personal Webusage, do not significantly affect either the intention to
commit or the frequency of personal Web usage. This is an interesting result
considering that most organizations have enforced policies and installed the
systems. Only the amount of time spent on personal Web usage was related to
the installation of these systems. Employees do not seem to take current
Internet policies seriously when they use the Internet for personal purposes.

Fourth, as expected, employees who arerelatively lower in the organiza-
tional hierarchy and have less work experience tend to engage in personal Web
usage more frequently and for longer periods of time. On the other hand,
employees who are higher in the organizational hierarchy showed a stronger
behavioral intention for personal Web usage, but actually committed less, as
measured in duration and frequency. We are not sure why their intention is not
related to actual behavior. It might be related to their computer skills or to the
nature of their work that does notrequire extended use of the Internet.

Finally, individual differences in years-of-work-experience and organiza-
tional hierarchical level are identified as having partially significant effects.
Organizational hierarchy is significant for the non-personal Webusage group,
andboth year of job experience and organizational hierarchy are significant for
the personal Web usage group. Interestingly, organizational hierarchy shows a
different effect. The result implies that higher-level employees who do not
perform personal Web usage have a greater intention to do so in the future,
while lower-level employees tend to be engaged in personal Web usage more
frequently and spend more time on it. Gender is not a significant factor both on
intention or behavior.
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IMPLICATIONS

While business ethics has been a major research area in the management
field in order to deal with organizational ethical issues, there have been few
studies in the IS field that targeted ethical issues related to information
technology use. Inlight of this situation, this study provides useful insights both
theoretically and practically.

First, this study attempts to integrate several theories from the fields of
ethics, computer security, morality, and criminology to address the personal
Web usage problem. Despite the importance of an understanding of computer
and Internet-related unethical (or abusive) behavior, there are few theoretical
studies in this area. Some recent studies explain specific IT-related ethical
issues using an attitude-behavioral theoretical view (e.g., theory of planned
behavior), but we still do not have much knowledge about diverse IT-related
ethical behavior. Although there might be a higher risk of increased model
complexity, we have tried to integrate as many different factors from various
theories in order to acquire a more thorough understanding of the behavior.

Second, we tested factors from ethical decision-making and investigated
how moral judgments play arole in personal Web usage. The result showed that
moral obligationis notasignificant factor in personal Web usage. Thisis arather
surprising result, considering thatithas been reported to be a predictor of moral
decision intention. The results from this study, however, are consistent with
Flannery and May (2000), who found that moral obligation is of little impor-
tance inmanagers’ environmental ethical decision intention in the U.S. metal-
finishing industry. We can better interpret our findings from the significantresult
of denial of responsibility in Internet use behavior. Not only is denial of
responsibility asignificant predictor of personal Web usage, but also most of
the personal Webusage group agreed to the statements “sometimes they find
useful information” and “it helps me reduce my work stress and increase work
productivity.” The results are also closely related to Gattiker and Kelley’s
(1999) prediction that computer users may not be able to recognize an ethical
dilemma given thatthe computer environment makes it difficult torecognize the
material and psychological consequences to other users. The role of personal
moral obligation on computer abuse in the computerized environment warrants
more research.

Third, the finding that the availability of Internet policies or the installation
of monitoring systems is not an effective way to prevent employees from
engaging in personal Web usage provides another interesting implication in
general deterrence theory and ethical behavior. Previous studies have advo-
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cated the use of clear policies and counter-measure systems against computer
abuse (e.g., Straub & Welke, 1998). The results of this study, however,
indicate that those efforts are not effective. In interpreting these inconsistent
findings, we suggest that our results might indicate the inappropriate operation
of policies and systems, not the inherent uselessness of current counter-
measures; ineffectiveness of regulatory measures can also be explained in the
contextofunawareness of the contents of the policy, relatively little punishment,
the operation of systems without the consent of employees, and the non-
existence of or the irregular implementation of awareness programs.

Aboveall, we expect thatall these symptoms are likely to be the result of
“the absence of social consensus,” where ethical confusion of employees is
created by the difference “between the rapid speed of technological advances
and the slower speed by which ethical guidelines for utilization of new
technologies [are developed]” (Morris & McDonald, 1995, p. 81). The result
clearly suggests that organizations should not only set up policies and install
monitoring systems, butalso diffuse a social consensus concerning the ethics of
personal Web usage. These ethical guidelines concerning Internet use should
be setup before investing in various counter-measure systems.

Finally, another interesting implication for computer-related ethical deci-
sion-making issues is that situational, rather than dispositional, characteristics
influence personal Web usage. This study shows that organizational (organiza-
tional hierarchy, years-of-work-experience), individual attitude toward per-
sonal Web usage (attitude, denial of responsibility), and situational (workload,
seclusion of workspace) factors influence personal Web usage, although
gender is not a factor. The results lead us to believe that in the domain of
personal use of the Internet, where the situation is characterized by people’s
ambiguity concerning their ethical dilemma, situational factors, rather than
demographics or personal characteristics, play amore important role.

CONCLUSION

While companies focus their efforts on reducing personal Web usage by
using several counter-measures, it still remains a significant problem. This study
found that major problems come from ethical attitude, significant referents of
employees, and control factors affecting their behavior. Therefore, companies
need to place more emphasis on getting a better understanding of employees’
unethical behavior and the specific situational factors that drive their unethical
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behavior. To influence employees’ ethical judgment on Internet use, compa-
nies, especially human resource management departments, need to develop
detailed ethical guidelines, run special programs for Internet-addicted employ-
ees, and maintain an ethical climate for non-personal Web users with formal and
informal meetings with their referents in an organization.

In addition, organizations should re-examine and revise their counter-
measures with the participation of employees, perform regular awareness
programs, and maintain top management support for personal Web usage
issues. This study will provide a strong theoretical alternative for future study
concerning the ethical issues related to information technology in an organiza-
tion, and suggests useful guidelines for practitioners who wish to successfully
reduce personal Web usage problems using highly limited resources.
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Play: Using Constructive
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Flexible Workplace
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ABSTRACT

Organizations have become more permeable — integrating more influences
from the outside world — as participants engage in such online diversions
as trading stocks, engaging in multiplayer games, or viewing images of
their children in daycare. Availability of these activities has brought the
potential for abuse but also new opportunities. Constructive uses of
online recreation and play can enhance many workplaces (especially
high-tech and information-saturated ones) and perhaps ultimately make
them more productive. Human resource (HR) professionals can become
active in exploring and tailoring constructive recreation strategies for
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specific workplace contexts. Many organizational roles today demand
high levels of creativity and mental flexibility, and constructive uses of
online recreation can help individuals gain fresh perspectives. This
chapter proposes that these complex issues be resolved through
participatory approaches, involving workgroups and HR professionals in
discussions as to what constitutes “constructive recreation,” as well as in
development and dissemination of effective and fair organizational
policies.

INTRODUCTION

Issues concerning the boundaries between work and play have provided
continuing struggles for managers and employees as well as headaches for
human resource (HR) professionals. Sociologist Donald Roy (1959-1960)
used the “banana time” notion to capture how employees have made work-
places more tolerable by participating in off-task camaraderie. Banana time
was the collectively determined break time of factory workers, the start of
which was signaled with a lunchbox banana. Industrial economist Robert
Schrank (1978) wrote of how “schmoozing” supported the informal organiza-
tion of workplaces, providing not just recreation but increased levels of
workplace cohesion. In the “information age,” such playful, exploratory, and
spontaneous interaction can also facilitate the exchange ofideas and insights for
tackling workplace problems. HR professionals within organizations should
have some sense of how online play relates to work (especially knowledge
work) so as to increase the productivity and support the well-being of
organizational participants.

The Internet has supplied new dimensions to workplace recreation issues.
Itinfuses abevy of opportunities for diversion into everyday work contexts —
although the individuals with whom one “schmoozes” or enjoys “banana time”
canbe many miles distant. Online games can be seen on workstations innearly
every organization, and growing numbers of employees regularly access online
sports scores. Workplaces have become more “porous” and permeable —
integrating more influences from the outside world—as individuals engage in
such online diversions as trading stocks or viewing images of their children in
daycare. Availability of these activities has brought the potential for abuse (as
related elsewhere in this book), but also new opportunities. This chapter
presents the case that constructive uses of online recreation and play can
enhance many workplaces and perhaps ultimately make them more productive.
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Everyday workplace life is becoming more diverse and chaotic. Its
complex and varying aspects (such as convoluted schedules and malleable
timeframes) are often attempts to accommodate massive industrial, technologi-
cal, and economic shifts (Epstein & Kalleberg, 2001; Gilbert & Bower, 2002;
Ofori-Dankwa & Julian, 2001). Although many organizational roles today
demand high levels of creativity and mental flexibility, they can also fail to
provide the means through which individuals can gain fresh perspectives.
Managers who expect employees not to use the Internet for some amount of
off-task activity severely misjudge the nature of workplace life— which is
solidly infused in online interaction. Depriving employees of opportunities for
Internetrecreation in some cases excludes the possibility of nearly any form of
diversion from assigned responsibilities. This chapter proposes that these
complex issues be resolved through participatory approaches, involving
workgroups in discussions as to what constitutes “constructive recreation” as
well as indevelopment and dissemination of effective and fair policies. This
discourse can also ultimately increase levels of trustamong team members and
between employees and management. Enabling the constructive use of online
recreation is certainly not a panacea for workplace ills. However, it can be part
ofoverall strategies to manage people through mutually agreed-upon goal-
setting and assessment of outcomes —rather than by what they simply appear
to be doing.

SOME BACKGROUND ON THE ISSUES

Workplace use of the Internet for activities that are not directly authorized
by management is often considered as the “theft” of human and computer time
— comparable to absconding with other forms of organizational resources.
Even though many managers consider the personal use of the Internet as an
ethical lapse (Greengard, 2000), the “moral high ground” concerning these
issuesisnotentirely clear. Much ofthe rhetoric and advertising copy associated
with workplace computing incorporates recreational imageries and motifs,
which can send misleading signals to employees. A number of individuals have
already had significant experience combining work with online recreation;
convincing them that hard work cannot be combined with online play is thus a
tough sell. Telecommuters returning to organizational settings are often not
entrusted with the autonomy to engage in online breaks at appropriate times —
latitude they take for granted when doing the same tasks in their home offices.
Many young people became comfortable with computing through video games
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and online interpersonal interaction, and took online breaks during their
demanding college studies (Colkin & George, 2002). Individuals must find
ways to cope psychologically with increased pressures on the job, and
management should explore creative but feasible ways to assist them in these
efforts.

Wireless Internet applications add more complexities to these issues,
further increasing the porousness of organizations and making employees’
access to recreation less dependent on systems controlled by their managers.
Daniels (2000) reports how wireless technologies (such as PDAs with Internet
access) are used even within meetings to amuse and distract participants, often
resulting in productivity losses. A number of single- and multiplayer games can
beplayed on cell phones (Schifrin, 2002). Since wireless technologies are still
inthe early stages of adoption in many organizational contexts, placing severe
restrictions on their use (and penalties for misuse) could be counter-productive.
Personal computers became familiar workplace additions in the 1980s in part
because of their use for gaming, an activity that encouraged employees ofa
variety of ages and backgrounds to explore the various dimensions of the
devices and to become more comfortable with them (Festervand & Meinert,
1994).

If engaged in constructively, online recreation can aid in awakening
creativity and increasing well-being, just as appropriate and timely face-to-face
diversions have restored employees’ energies over the past decades. How-
ever, some individuals may not be able to deal with online recreation construc-
tively. They indeed will use it in ways that affect their organizations and
themselves negatively, justas some individuals cannot perform adequately on
the job for other reasons. Forms of “positive discipline” can be utilized if
employees choose to exceed reasonable, agreed-upon limits; implementing
such discipline “requires that the supervisor and employee work together to
correct the problem behavior” (Guffey & Helms, 2001). Managers and
employees should strive together to harness online recreation toward positive
ends, rather than condemning or seeking to stifle it completely.

WHAT IS “CONSTRUCTIVE RECREATION”?

Online recreation has already served many supportive purposes in orga-
nizations; games can be used to help decrease computer anxiety and encourage
experimentation (Agarwal & Karahanna, 2000; Oravec, 1999). What would
make online recreation optimally beneficial to individuals, project teams, and
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the organization asawhole? To startthe discussion: recreation is “‘constructive”
whenitisinsynch with pending work responsibilities, allowing individuals touse
time not consumed by workplace demands in ways that equip them to face
future tasks with greater energy and expanded perspectives. Constructive
recreation is also in keeping with technological constraints, as exemplified by
the organizations that allow online recreation but place limits during certain
hours to avoid system overload (Gibbs, 1998; Verton, 2000). Policies estab-
lished are crafted in participatory ways, and are disseminated broadly (such as
some ofthe policies described in Verespej, 2000).

The majorimpetus behind constructive recreation is in facilitating the rapid
adaptation of individuals to changing circumstances. Online recreation and play
can provide needed breaks among disparate activities, as well as hone skills
that would otherwise be dormant. Constructive recreation affords individuals
the means to maintain their flexibility in workplace environments that place
increasing demands on their capacities to withstand change. Giddens (1991),
Sennett (1997), and others have provided perspectives on how both work-
place and home life are being affected by series of rapid changes, often with
profound influences on the very structure of individuals’ personalities. Individu-
als without the psychological and social reserves to adapt can suffer damage as
they lose a sense of continuity and meaningfulness. Kanter (2002) compares
modern organizations with improvisational theatres, requiring chameleon-like
adjustments by their participants to sporadic and unpredictable economic
alterations. Improvisation is a difficultart even for trained actors and comedi-
ans, testing their ability to adapt to unexpected stimuli (Horwitz, 1996).

Change and flexibility are important, but so are some basic cultural values.
Workplace recreation is also “constructive” to the extent in which it is
responsive to the overall culture of the organization, and sensitive to the needs
and values of other organizational participants (including freedom from harass-
ment). Requirements of project team members in terms of scheduling are
especially critical to recognize since the synchronization and sustained involve-
ment of everyone are required during critical periods. Along with its other
aspects, recreation is constructive ifit provides intellectual and psychological
stimulation or support, the sustenance often needed to take on tough chal-
lenges. “Reclaimed moments” that individuals spend in such activity can allow
them to reestablish senses of control in otherwise stressful and constraining
contexts. Ability to access such recreation and thus momentarily escape can
provide a safety valve for those who face unyielding situations or putin long
work hours, thus putting the porousness of today’s Internet-supported work-
places to good use.
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Many employees work long hours (often voluntarily) and are reluctant to
leave their workstations or other network connections for vacations or even for
weekends, given increasing levels of competition and economic uncertainty
(Deetz, 1995). Knowledge workers often need to accomplish tasks for which
strict timeframes are counterproductive (Alvesson, 2000), for example be-
cause of time-zone differences among collaborators. An Ipsos-Reid poll
relates that approximately 43% of employees claim that they are formally “on
call” for extended hours or bring assigned work duties home (Samuelson,
2001). Home life is increasingly hectic as well, and the interaction between
work and home life can intensify personal and household stress (Jacobs &
Gerson, 2001; Schor, 1991). Workplace absences (especially when they are
unscheduled) have a devastating “ripple” effect in organizations (Robinson,
2002), thus affording employees some leeway on-the-job can thus often result
in considerable savings of resources.

The value of recreation and play in adult realms is not well-understood.
Credible evidence that individuals who engage in online play are more produc-
tive or happier than those who do not will probably never be forthcoming —
just as research about related workplace issues often tends to be non-
conclusive. Play has been given an assortment of definitions in the academic and
research literatures (with examinations in the fields of social psychology,
philosophy, and anthropology); itis often considered in both its adult and child
modes as a “cognitive and symbolic act that is fundamental to the human
representational process” (Myers, 1999). Across species as well as cultures,
play has been shown to help individuals prepare for the unexpected by
presenting varying streams of novel or challenging situations (Spinka, 2001).
Play is generally considered as a support for children’s intellectual and social
development, butitsrole inadultlivesis less clear. Corbell (1999) projects that
there are considerable similarities in the kinds of learning that adults and
children can gain from gaming, although adults can put these new insights and
cognitive patterns to immediate, practical use. For instance, he describes
Norwegian decision makers who use simulation gaming for organizational
problem solving. Orbanes (2000) describes how the game Monopoly can
impart serious business lessons. Research initiatives on what kinds of recre-
ation and play are most efficacious in different workplace environments —as
well as onindividual and group “play styles” — could enlighten constructive
recreation efforts (although they cannot be expected to provide definitive
results).

Simulationisindeed an aspect of play that has some direct implications for
employee readiness in the workplace, and it has received some research
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treatment (Myers, 1999). Michael Schrage’s (1999) Serious Play examines
how simulations expand the intellectual capacities of knowledge workers;
forms of online play may equip individuals to utilize an organization’s “serious”
computer simulations more effectively, thusreinforcing skills applicable inmany
workplace contexts. Many powerful simulation games with societal or political
themes are widely available to the public and have considerable audiences; the
Sims series and other popular single- and multiplayer games have been used to
entertain and educate in a variety of contexts (Moltenbrey, 2002; Pillay,

Brownlee, & Wilss, 1999).

FOSTERING SOCIAL CAPITAL THROUGH
ONLINE RECREATION

Managers have often used organizationally sanctioned recreation as a
perquisite, abonus for acceptable conduct. It has served as an extension of the
workplace, providing new settings for social interaction. One can be cynical
aboutthe softball and bowling leagues sponsored by organizations —but they
can help provide a form of “social capital,” part of the “glue” that holds the at-
work community together (Putnam, 2000). Through the past century, many
organizations have sponsored picnics and celebrations with the strategy of
increasing workplace cohesion.

Asemployees (including many white collar as well as knowledge workers)
telecommute or put in long and irregular hours, the adhesive that binds
organizations has been increasingly conveyed through electronic channels.
However, itisunclear what kinds of online activity can foster social capital
(Uslaner, 2000). Just as human resource experts struggled early in the 20
century to integrate face-to-face recreation into workplace contexts, organiza-
tions should attempt similar feats in online realms, thus making online recreation
ashared and open resource rather than a secretive endeavor (Oravec, 1996).
Unlike many early human relations experiments, the recreational activities
involved should be developed in a participatory (rather than patriarchal)
fashion. Whether organization-approved fantasy football, discussion group
and collaborative filtering forums, joke-of-the-day contests, or other recre-
ations are ultimately successful will depend on how they fit into everyday
working experiences.

Constructive use of online recreation can also help to dispel anumber of
unfortunate and demeaning workplace practices that ultimately serve to erode
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trust. In many organizational contexts where face-to-face interaction is in-
volved, employees must go through the effort of looking busy when managers
are present; they must create an acceptable “work face” that supposedly
reflects productive effort. Often, both managers and employees feel that they
have to putin extended hours or make other visible sacrifices for the organi-
zation, even when these efforts are apparently not needed for organizational
productivity (Alvesson,2000). Arlie Hochschild (1983) provides examples of
such forms of “emotional labor.” For instance, flight attendants must appear to
be welcoming, whatever their current state of emotion; professionals and
service personnel in other fields must similarly take on certain sets of facial and
behavioral expressions as they present a face to the world (Goffman, 1959).
These expressions are considered relevant to job evaluations in many contexts,
often in ways not demonstrably related to productivity. Such emotional labor
has online correlates: managers who stop workers from playing online games
inidle moments and order them to do inessential tasks signal that what is valued
isnot work itself, but the appearance that people are productively occupied.

Constructing ways of assigning tasks and evaluating employees so that
significantand meaningful measures of productivity are involved can lessen this
emphasis onthe “surface” behavior of employees. The fostering of understand-
ings concerning online recreation can empower individuals to use time con-
structively (either in productive effort or inrecreation) and avoid such demor-
alizing emotional labor games.

IMPLICATIONS FOR
HR PROFESSIONALS: EFFORTS TO
CREATE A LEVEL PLAYING FIELD

Human resource professionals often must deal with competing demands to
recognize managerial demands for productivity while they consider the per-
sonal needs of organizational participants. The “hype” involving computer
networking often obscures the complex social issues involved. Even though
there are downturns in the high-tech economy, changes in the Internet applica-
tions available to employees are still fast paced. By the time researchresults are
available to inform the decision making of HR departments, many of the issues
involved will change in character. HR professionals should thus themselves be
conversant with Internet applications and be aware of industry trends so as to
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be ready when new concerns emerge (such as increasingly sophisticated
wireless Internet games).

As workplaces have evolved, so have the issues that have divided
employers and managers. Some organizations have taken positive steps to help
employees deal with workplace and home pressures (Munck, 2001) and have
recognized the importance of loyalty (Alvesson, 2000). However, conflict has
ensued for decades on an assortment of matters relating to the quality of work
life, often leading to dysfunctional confrontations (Edwards, 1978). Today,
employees who guess wrong about online recreation standards — or choose
to violate them —often pay large penalties, even being demoted or fired. Some
managers have devised negative sanctions for these infringements far more
severe than those applied to comparable face-to-face interaction. Office
workers paging through paper catalogs in idle minutes rarely face the harsh
penalties that those caught shopping online often encounter, even though few
computer systems can be construed as “overtaxed” by online shopping. For
example, Westlake Chemical in West Charles, Louisiana, simply eliminated
access to the Internet to hundreds of employees when managers discovered
how much unauthorized Internet activity was going on (Sloan & Yablon,2000).
Companies have encountered considerable penalties as well: Microsoft agreed
toa $2.2 million settlement in a sexual-harassment suit involving pornographic
messages distributed in an organizational e-mail (Verespej, 2000).

Hard-line positions against forms of online recreation may be required in
some instances and directly related to important organizational goals. For
instance, air traffic controllers should be expected to keep focused on landing
real airplanes rather than escape into fantasy games during assigned hours.
However, some hard-line restrictions canreflect fear or lack of understanding
of online realms. Management may assume that online recreation will foster or
encourage Internet addiction or related concerns. “Internet addiction” has
become a widely identified syndrome, although its medical underpinnings are
stillin question (Beard, 2002; Oravec, 2000). The kinds of non-work activities
that are allowed in organizations often mirror managerial culture and values,
from softball teams to holiday celebrations. Hard-line restrictions against online
recreation and the monitoring of workstations to implement them are of
symbolic importance, signaling to organizational participants the “proper” way
to view the online workplace and themselves as human beings. Overly
restricting online recreation may prevent employees from exploring the full
potential of the Internet for productive intellectual and social endeavors.
However, a laissez-faire approach may also serve to demoralize workplaces
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by allowing some individuals to exploit the diligence of team members and
possibly even disturb the sensibilities of unfortunate onlookers.

Ambiguities concerning online work and play in virtual realms are increas-
ingly adding complexities to these issues (Broadfoot, 2001). Itis often difficult
to tell which websites are related to business needs and which are recreational;
many have dual purposes, combining amusement with news and other serious
pursuits. Slashdot.org has humorous material as well as valuable technical
commentary, and abcnews.com has stories on upcoming movies as well as
current economic results. Helpful intelligent agents (some with cartoon-like
manifestations) can add levity to everyday tasks. Surfing the Internet for an
answer to a question or fiddling with various programs can interfere with
productive effort, as individuals dwell on technological nuances. Perfecting an
organizational newsletter’s format can be so involving that individuals lose a
sense of proportion as to its business relevance. Managers and employees need
to deal not only withrecreational concerns but also with broader issues of how
to integrate computing into workplaces in ways that are engaging yet produc-
tive.

Workplacerealities have changed in atightening economy, and few expect
that stability and continuity will replace flux. Formany employees the social and
recreational activities that are needed for them to function optimally have to be
obtained during breaks and unoccupied moments in the workplace rather than
after-work initiatives. Many employees (especially in high-tech fields) are on
call for long periods, with their know-how required for troubleshooting
networks or debugging software programs. Online recreation is part of some
individuals’ efforts to make these lengthy and demanding working hours more
tolerable. A number of online recreational activities can be conducted while
productive activity is going on, inakind of human multitasking. Such multitasking
canprovide problems ifindividuals overreach their capacities, in ways compa-
rable to the problem of drivers who engage in cell phone conversations on the
road (Consumer Reports, 2002). Individuals can check online sports scores
while on hold for a telephone call, which can relieve frustration. However,
online recreation should not be exploited as ameans to keep individuals glued
to workstations for indefinite periods in lieu of reasonable work schedules and
functional work-life balances.

Solutions as to how to couple online work and play are emerging in
organizations thatare tailored to specific workplace contexts. Managers and
employees are gaining important experience in resolving these issues as
individuals perform activities away from direct supervision viamobile comput-
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ing or virtual office configurations. Managers are learning how to perform their
functions without direct employee surveillance. Employees are learning higher
levels of self-discipline and the skills of balancing online work and play —just
as they have learned to balance face-to-face schmoozing with task orientation
inthe physical world. Thus setting severe restrictions on online recreation can
serve to slow down the process of understanding how to migrate the organiza-
tion into virtual realms and establish trust. Responsibility and respect for others
inthese realms can be difficultto acquire, and many employees will indeed need
direction. Those who stray from “netiquette” standards in online discussions are
generally given guidance as to how they have deviated. Similar kinds of
community and peer support will help individuals use recreation constructively
inonline contexts.

CONCLUSION: MANAGING
CONTRADICTION AND PARADOX
IN A CHANGING WORKPLACE

The importance of recreation and play is widely recognized for children,
butis only slowly being understood in adultrealms. Pat Kane has proposed that
a “play ethic” be fostered that accommodates the adult requirement for play
(www.theplayethic.com; see also Abrams, 2000). Perhaps, given the theme of
this essay, a “work/play ethic” is more appropriate, fostering a balance
between effort that is immediately productive and other forms of human
expression. The notion of accommodating both work and play in organizations
can seem paradoxical. In this regard, it joins a number of other paradoxes to
be found in organizational contexts, including that of facilitating managerial
control as well as employee participation (Stohl & Cheney, 2001). Unfortu-
nately, consensus about the role of play in workplaces is still rare, and human
resource professionals must be vigilant for emerging problems and controver-
sies. As evidenced by the accounts in this book, Internet recreation provides
a contested space in many organizational settings. This space is quickly
expanding as wireless Internet access becomes ubiquitous and as computing
equipment becomes pervasive in workplaces.

Allowing for reasonable and humane amounts of online recreation can
indeed have considerable advantages, both for the individuals involved and the
organization as a whole. It can serve to open blocked creative channels and
possiblyrelieve stress as well. Online recreation can also extend the limits of
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individuals’ working days by providing extra dimensions to workplace activity.
Rather than going through the emotional labor of looking busy, employees can
utilize spare moments on the job in recharging their mental batteries. Construc-
tive use of recreation will require anumber of changes, such as increases in
managerial flexibility and employee empowerment (as described as the “new
employment relationship” outlined in Boswell, Moynihan, Roehling, &
Cavanaugh,2001). Organizational participants must learn how to handle the
distractions and opportunities of increasingly porous workplaces, with their
many external influences. Education and training provided by HR professionals
canbeuseful in these initiatives: novice employees can be aided to couple work
and recreation in ways thatincrease overall effectiveness. Constructive recre-
ation strategies can bring these complex matters into the open, rather than allow
them to be objects of rumor and fear. Rumor in organizations can have the effect
of distorting the issues involved (Scheibel, 2000), making knowledge and
power imbalances the primary items of contention rather than the issues athand.

Forms of online diversion are already becoming integral elements of
everyday workplace life, often serving to humanize and enhance organizations.
Negotiation and discourse on constructive recreation issues can increase
mutual trustand respect concerning online as well as face-to-face activity. With
effort on everyone’s part (and the coordination strategies of human resource
professionals), the constructive use of online recreation can help the entire
organization work harder and play harder.
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ABSTRACT

In this study, a typology of workplace personal Web usage (PWU)
behaviors was developed using multidimensional scaling techniques.
Results suggest that personal Web usage behaviors vary along two
dimensions: opportunities versus threats and organizational versus
interpersonal. On the foundation of these two dimensions, PWU behaviors
appear to fall into four distinct categories: disruptive, recreational,
personal learning, and ambiguous PWU. This typology should prove
useful for developing conceptual and empirical research agendas of PWU
behavior in the workplace.
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INTRODUCTION

Reports indicate that about 55 million people in the United States access
the World Wide Web (“the Web”) from their workplace on a daily basis
(Horrigan,2002). A Department of Commerce study indicates that Web usage
in the workplace has a growth rate of approximately 54% per year (U.S.
Department of Commerce, 2002). While such growth has the potential to
increase worker productivity, itis not without significant problems (Limetal.,
2002; Simmers, 2002). The American Management Association indicates that
more than 50% of all workplace-related Web activities are personal in nature
(Greengard, 2000). A recent study indicates that, on average, employees
spend 8.3 hours a week surfing the Web for non-work-related activities
(Websense, 2002). These activities include online entertainment, reading
news, making travel arrangements, online purchases, and searching for jobs.
Such activities translate into billions of dollars a year inrevenue lost due to lost
productivity (Millsetal.,2001).

Inaddition to the costs incurred due to losses in productivity, personal
Web usage has caused organizations to face a host of other detrimental issues
(Siau & Nah, 2002). There is an increased burden on company servers as
bandwidth and system storage gets clogged with non-work-related files (Mills
etal.,2001). Organizations also face heightened security risks from viruses and
othermalicious programs inadvertently downloaded by employees as they use
the Web for personal reasons (Sloane, 2002). The costs of such security risks
are significant, with an estimated worldwide economic impact of approximately
$13.2 billion for 2001 (Computer Economics, 2002). In addition to security
costs, companies also face innumerable legal costs as aresult of issues ranging
from copyright infringement to sexual harassment lawsuits (Roberts, 1999;
Panko & Beh, 2002). Personal Web usage is increasingly becoming an issue
which management cannotignore (Simmers, 2002).

Organizations have attempted to respond to the challenges of personal
Web usage with policies that range from laissez faire to zero tolerance
(Urbaczewski & Jessup, 2002); yet, merely establishing a policy does not
adequately address this challenge (Anandarajan, 2002). Management must
make an effort to understand the dimensions underlying personal Web usage
behaviorsifthey are to hope to effectively manage workplace Webusage (Lim,
2002). Currently very little research has specifically addressed personal Web
usage behaviors (Anandarajan, 2002; Lim, 2002). The goal of this research is
to assist in the development of a framework that may be used to categorize
personal Webusage behaviors and further our understanding of them.
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PERSONAL WEB USAGE

Personal Web usage (PWU) can be defined as “voluntary online Web
behaviors during working time using any of the organization’s resources
for activities outside current customary job/work requirements” (Sim-
mers & Anandarajan, 2002). Such online Web behaviors include a wide scope
of Web-related activities, such as searching for information, playing games, and
communicating in chatrooms (see appendix for the complete list of behaviors).
The information systems literature on Web usage has shown a disproportionate
emphasis on the desirable Web usage benefits (Anandarajan et al., 2000;
Ledereretal., 2000; Teo & Lim, 1998) and undesirable side of Web usage
behavior (Griffiths, 1998; Joinson, 1998; Putnametal.,2000; Limetal., 2002;
Lim, 2002). Other studies have looked at the demographic and motivational
variables associated with Internet usage in general without focusing on PWU
and itsunderlying factors (Teoetal., 1999). The few studies that do not fall into
the latter two categories have dealt with identifying the types of websites
accessed during PWU (Anandarajanetal.,2000; Teo etal., 1999), on the time
spenton PWU (Armstrong etal.,2000; Korgaokar & Wolin, 2002; Teoetal.,
1999). While specific measures such as sites visited and time spent may serve
asuseful first steps towards exploring PWU, the majority of these measures are
one-dimensional in nature. Itis one of the goals of this research to explore the
multidimensional nature of personal Web usage and explore the individual
behaviors that comprise this usage.

A typology of PWU can be a useful starting point for developing a
systematicresearch agenda. Such a typology can be useful for the development
of broader measures of PWU, since such aggregated measures are more
reliable and valid than specific measures (Rushton etal., 1983). Through the
utilization of user interviews, survey methodology, multidimensional scaling,
and cluster analysis, the current study hopes to provide such atypology.

METHODS AND RESULTS

Multidimensional scaling (MDS) is auseful tool for producing inductive,
butempirically derived typologies. The advantage ofusing MDS stems fromiits
ability to determine the dimensions along which a set of stimuli is perceived to
vary without large numbers of participants, as is required by factor analysis.
Additionally, MDS can be used to discern how participants attend to different
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dimensions in making judgments (O’Hare, 1976). Another advantage of using
MDS is that these dimensions are generated by the participants, not the
researcher. Hence, MDS-based typologies are less prone to researchers’
biases than typologies developed through other methods. The procedures
followed for each phase in this study and the results of each phase are discussed
below.

Phase 1: Interviews

Five-hundred-and-twelve (512) part-time MBA students from auniver-
sity in the northeast United States were asked to describe: (1) their perceptions
of PWU, and (2) two examples of PWU behaviors while at work. Next, the first
author and aresearch assistantindependently removed redundant words and
phrases, and rephrased the descriptions the respondents provided to simplify
them, and to ensure that the descriptions were relatively generic and applicable
across organizations and occupations. A final pool of statements delineating 50
PWU behaviors was obtained.

Phase 2: Pilot Study

Forty-two (42) undergraduate students were given a survey containing the
listof S0 PWU behaviors and a brief description of a target behavior, which
appeared at the top of the first page. The respondents rated each PWU
behaviorinterms of’its similarity to or difference from the target behavior, using
anine-point Likert-type scale (1 =very similar, 9 =very different). Generally
speaking, multidimensional scaling requires having subjects compare and
contrast every possible pair of stimuli [n(n - 1)/2]. For the current study this
would have involved subjects reviewing 1,225 comparisons, which would then
lead to respondent attrition, errors, and fatigue. A valid means of overcoming
this potential difficulty was through having subjects make only a subset of
comparisons (Thompson, 1983).

In addition, the respondents were also asked to describe their reasoning
incomparing the PWU behaviors and the target behavior using a five-point
bipolar scale with the following attribute anchors: serious loss of productivity/
not a serious loss of productivity, not serious waste of time/serious waste
of time, low relaxation value/high relaxation value, low learning oppor-
tunity/high learning opportunity, not harmful to the company/harmful to
the company, and not harmful to others/harmful to others. These criteria
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Table 1. Demographics of Sample

Gender No. %

Male 51 41.80%
Female 71 58.20%
Age No. %

18-23 8 6.56%
24-29 39 31.97%
30-34 38 31.15%
35-39 21 17.21%
40-44 10 8.20%
45-49 2 1.64%
50-54 4 3.28%
above 55 - -
Organizational Position No. %

Top-level Managers 7 5.74%
Middle-level Managers 18 14.75%
Lower-level Managers 13 10.66%
Professionals 48 39.34%
Administrative Staff 20 16.39%
Others 16 13.11%

were the most frequently mentioned in the interviews referred to in Phase 1.
These behaviors were tested (the statistical procedure is explained in Phase 3)
and based on the results and feedback; the list of behaviors was reduced to 39.

Phase 3: Full Study

Sample. There were 122 respondents, 51 menand 71 women, all of whom
were part-time evening students in an MBA program at a northeastern
university. All the respondents worked full time. Their average age was 32
years; 31% ofthe participants were managers, while 39% were professionals,
and 16% worked in administrative support. Table 1 provides specific facts
about this sample.
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Procedures. Eachrespondent was given asurvey containing the listof 39
PWU behaviors and a brief description of a target behavior, which appeared
atthe top of'the first page. The respondents rated each behavior in terms of'its
similarity to or difference from the target behavior, using a nine-point Likert-
type scale. The respondents were also asked to specify the criteria they used
to distinguish between the target behavior and each of the PWU behaviors.

A multidimensional solution to the similarity data was sought using the
ALSCAL procedure in SPSS v10. This procedure derives spatial configura-
tions of behaviors on the basis of the perceived differences between the
behaviors. First a similarity matrix was created by computing the perceived
differences between the pairs of PWU behaviors descriptions (Kruskal &
Wish, 1978). The similarity matrix was scaled in one to four dimensions. The
dimensionality of the data was assessed using the stress index to determine
which map configuration explained the most variance. This index, whichisa
goodness of fitmeasure, indicates how well data fita particular configuration,
i.e., the higher the stress, and the poorer the fit.

Results. A scree test was created by plotting the stress indices for all four
configurations (see Schiffmanetal., 1981, for further information on stress
tests). The one-dimensional solution had a stress index of .494, and the index
dropped considerably to .041 for the two-dimensional solution. This suggests
thatthe two-dimensional solution provided the most parsimonious and accurate
description of the data. Figure 1 shows the two-dimensional configuration.

Phase 3: Interpreting the Configuration

Procedures: A formal way of interpreting a configuration is to use a
regression technique known as Property Fitting (ProFit) to assess relationships
between the attributes and the two-dimensional configuration. The mean of
each ofthe attribute-behavior (dependent variable) was regressed with the
coordinates of the two dimensions (independent variables). Separate regres-
sions were performed for each attribute. A positive value for the regression
coefficient indicates higher ratings of the attributes, while anegative value
indicates that high rating of attributes are associated with negative values of the
dimension.

Results: Results of the ProFit analysis are summarized in Table 2. This
table gives the regression coefficients for each of the attributes. These regres-
sion coefficients are components of the directional vector associated with the
ProFitline. Thus, a high value for aregression coefficient associated with a
particular dimension indicates that the attribute influences interpretation ofa
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Figure 1. Two-Dimensional Configuration of PWU Behavior with ProFit
Analysis
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Dimension 1

dimension. All F values are significantly different from zero at the 0.0001 level,
except for harmful to others, implying that each attribute has a contribution to
make to the interpretation of the configuration (Schiffmanetal., 1981). This
interpretative power tends to be high as indicated by the R*values. Four ofthe
attributes of the R?range from 0.6 to 0.8. The exceptions are ‘relaxing’ and
‘harmful to others,’ indicating these attributes were unlikely to influence the
dimensions.

Examination of the beta weights from the regression analysis (Kruskal &
Wish, 1978) indicates that there are two most important criteria used by
respondents to situate PWU behaviors in the configuration space (Schiffman et
al., 1981) and form roughly perpendicular axes.

Dimension I: Examination of the beta values from the ProFit analysis
indicates that not a serious loss of productivity/serious loss of productivity
(-.88) and not serious waste of time/serious waste of time (-.85) and
learning (.84) explained the most variance for Dimension 1. Productivity and
waste of time were negative, while learning was positive. Since a serious loss
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Table 2. Derivation of Labels for the Two Dimensions

Dim 1 Dim 2 R®
Attributes B, B,
1 Not a serious loss of productivity/Serious loss of productivity -0.889 ™ -0.215 0.810
2 Not serious waste of time/serious waste of time -0.857 -0.137 0.610
3 Low relaxation value/high relaxation value -0.243 0.224 0.320
4 Low learning opportunity high learning opportunity 0.844 ™ 0.222 0.873
5 Not harmful to the company/harmful to the company -0.235 -0.488 ™ 0.781
6 Not harmful to others/harmful to others -0.223 0.276 0.310

of productivity and a serious waste of time are threats to organizations and
individuals, we labeled this end of the dimension ‘threats.” On the positive side
ofthis dimension, productivity and learning attributes reflected personal usage
behaviors that were beneficial, suggesting a label of ‘opportunities.” Conse-
quently, we labeled this first dimension “threats versus opportunities of work-
place personal Web usage behavior.”

Dimension 2: Beta values indicate that not harmful to the company/
harmful to the company (-.488) and not harmful/harmful to the individual
(.27) attributes explained the most variance for Dimension 2. One end of'this
dimension indicated behaviors that impacted the organization, and the other
endreflected behaviors thatimpacted individuals. Personal Web usage behav-
iors that fell on the negative side were related to organizations and PWU
behaviors that were on the positive side were more directly related to
individuals. Thus we labeled Dimension 2 “organizational versus interpersonal
workplace personal Webusage behaviors.”

Phase 4: Locating the Cluster Boundaries and Labeling

the Quadrants

Procedures: While MDS and ProFit are useful techniques for mapping
outtherelationships between the various PWU behaviors, and the nature ofthe
dimensions, these techniques are less useful in identifying the precise location
of the boundaries. As suggested by Punj and Steward (1983), a two-stage
approach was used to partition the multidimensional scaling map into anumber
of clusters. First, ahierarchical agglomerative procedure was used to locate the
clusters (see Figure 2). The distance between clusters was calculated using
Ward’s minimum variance method. To validate the cluster solution, a non-
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Figure 2. Two-Dimensional Configuration of PWU Behavior with Cluster
Analysis
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hierarchical analysis was performed, using the K-means method, using the
cluster centroids obtained from Ward’s method (Hair etal., 2000).

Results: The agglomeration schedule showed that there is a fairly large
increase in the value of coefficient from a four-cluster solution to a three-cluster
solution, supporting the choice of the four-cluster solution. As with Ward’s
method, the K-means method had four clusters. This four-cluster solution,
whichis shown in Figure 3, is very similar to the results produced by the ProFit
analysis. Itdivides the configuration almost exactly along the axes. The four
clusters are named and described here:

Cluster 1 — Disruptive PWU

The largest number of behaviors appeared in the lower left quadrant
between the “harmful to organization” and “threats” extremes of the axes.
These behaviors follow what is commonly viewed as the negative aspects of
PWU, sometimes also referred to as Web abuse or cyber-slacking (Siau &
Nah, 2002). Behaviors in this grouping include: visiting adult websites,
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playing online games, and downloading music. These behaviors may have
anumber ofnegative consequences for the individual, but the organizations
have the greatest exposure to risk with these behaviors. Organizations that do
not prohibitmany ofthese behaviors may be accused of de-facto endorsement
and held legally, criminally, and financially liable in harassment and discrimina-
tion suits (Elron Report, 2000; Mills, 2001). The downloading of software,
video, and music has a host of ramifications for the company that range from
exposing them to potential computer viruses (Poster, 2002) to clogging up
bandwidth and wasting storage space (Mills, 2001; Siau & Nah, 2002). A
recent study from SurfControl illustrates this problem:

“...in May 2000, nearly 2 million people logged on to a 25-
minute Victoria’s Secret fashion show Webcast during business
hours. The total bandwidth cost for the Webcast was
300,000,000,000 kilobits. If all the viewers watched the show at
a modest download rate of 100 kbps, the bandwidth used would
have been equivalent to the capacity of nearly 200 million T1
lines.”

Cluster 2 — Recreational PWU

The second cluster is in the top left-hand quadrant. This cluster is bordered
by the axes “threats” and “interpersonal.” This cluster comprises behaviors
such as: purposeless surfing of the Web, searching for weekend recre-
ational/social activities, exploring my hobbies/interests, and finding in-
formation about products I wish to purchase. This grouping contained
leisure and entertainment PWU behaviors, and we label it “recreational usage.”
We define the usage as engaging in recreational use that is minor, while putting
theuser’s reputation and job security at risk. It seems that the risks of these
behaviors far outweigh the benefits derived from them.

Cluster 3 — Personal Learning PWU

The third cluster is in the top right-hand corner and shares the dimensions
ofinterpersonal and opportunities. Behaviors found in this cluster include:
searching for news about my organization, learning about educational/
training classes, visiting professional associations’ websites, and reading
about current events. This cluster may have many indirect benefits for the
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organization. Seemingly focused more on the acquisition of information and
knowledge, and the usage ofthe Internet as a tool to acquire this information,
the cluster may assist in the employee learning process and make them more
efficient and effective “surfers” (Oravec, 2002). These behaviors may also
serve to be a reduction in stress as employees take a “time-out” from their
work-related duties to pursue their own informational inquiries. Thus, both
outcomes may lead indirectly to increases in productivity. This cluster may also
contain some direct benefits to productivity as well. Many of these behaviors
involve searching for and processing information in the form of educational
material, current events, news, and company information. These behaviors
make for a more informed, better-educated employee, which may actually
increase productivity in terms not only of quantity of work performed, but
quality as well. Going beyond the scope of this chapter, it is suspected that
certain of these benefits are dependent on the type of work as well as the
duration of the PWU behaviors the employee is engaged in. Belanger and Van
Slyke (2002) note this when they discuss how with certain applications, the
learning benefits decline over time as the employees continue to utilize the
technology.

Cluster 4 — Ambiguous PWU

The last cluster is the smallest and most ambiguous, and therefore is the
most challenging to interpret. This paradoxical grouping contains only three
behaviors: discussing my company in a chat room, looking at government
websites, and learning about other companies in a chat room. An example
canbe seen in the two behaviors thatinvolve chatrooms. These behaviors have
the potential to cause harm to the company through statements made by the
employees. The company may be held accountable ifthe employee revealing
confidential or damaging information slanders the company or its competitors.
However, itis also possible that competitive intelligence might be gained in
these “conversations.” Though bordered by opportunities and organizational
attributes, generalities made from such a small grouping are suspect, and
additional work is needed before this cluster can be described with confidence.
Figure 3 summarizes the clusters and PWU behaviors.

DISCUSSION

The focus of this study was to contribute to the field of knowledge
pertaining to personal Web usage in the workplace. Many studies have been
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Figure 3. Typology of Workplace Personal Web Usage Behavior
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performed which focused on numerous aspects of this phenomenon and
attempted to explain itusing prior existing frameworks. The current study takes
acontrary approach, letting the data itself propose the framework in an effort
to truly understand how workers feel about PWU behaviors. Itis hoped that
by deriving atypology in such a fashion, researchers will have amore accurate
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foundation from which to pursue courses of study, and management and
employees alike will be better able to maximize the benefits derived from, and
reduce the costs associated with, personal Web usage in the workplace.

Multidimensional scaling was utilized as the analytical tool, which would
bestallow the research goals to be accomplished. As detailed above, MDS is
particularly suited to such a study as itallows the dimensions to be accurately
formed from the respondents themselves. A possible downside of such a
methodology is that no significant structure may be revealed atall. Yet, this
limitation may also be viewed as a positive of such a study, as it prevents the
researcher from imposing a structure on the data that does not exist, hence
“making something out of nothing atall.”

Having performed the study, the data demonstrated that PWU may be
reflected in specific behaviors that lie along two distinct axes. The firstis based
on productivity, with behaviors lying on a continuum ranging from threats to
opportunities. Phrased differently, this implies that personal Webusage may be
assessed in terms of whether it poses arisk or has the potential for constructive
contributions. This is notable for two specific reasons. While the fact that
certain behaviors can have negative consequences may not surprise managers,
itisnotable that the employees themselves not only recognize this fact, but also
assess their PWU behavior along this line of thought. The second interesting
result of this finding is that many workers find that certain personal Web usage
behaviors are perceived to present opportunities for positive outcomes, or at
the very leastnon-negative outcomes, such as no loss of productivity, no waste
oftime, and learning. This resultimplies that PWU may not necessarily be the
drain on companies’ resources that it is often purported to be. Indeed,
developingresearch is exploring the possibility that certain forms of PWU may
actually act as a catalyst, contributing to productivity in a myriad of ways
ranging from reducing stress to increasing learning (Belanger & Van Slyke,
2002).

The second axis was based on the dimension of organization versus
interpersonal. Specifically, it was viewed as employees’ perceptions of the
main entity affected by their PWU behaviors. Similar to the aforementioned
continuum, it is significant that employees actually perceive their PWU as
potentially detrimental to the company. The organizational/opportunity quad-
rantis ambiguous and needs further study, as there were insufficient behaviors
in this cluster to confidently make conclusions.

This study has shown that when employees assess their PWU behaviors,
they do so along two continuums. There are implications for both practitioners
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and researchers. From amanagement standpoint, this work may affectevery-
thing from how employees are initially trained to dictating certain Internet usage
policies. A blanket policy prohibiting all PWU may indeed be “throwing the
baby out with the bathwater.” As the line between work life and home life
becomes increasingly murky, this point may be all the more significant.
Management may come torealize that 1 5 minutes of bill paying, game playing,
and car buying online may be far better than eight to 10 hours lost due to sick
days and personal time taken to accomplish the same tasks.

From aresearch perspective, this analysis is only an important first step,
and a firststep not withoutits limitations. The study itselfis derived from a small,
geographically concise sample, and replication using other samples from other
geographically diverse locations would strengthen the validity of the results.
Additionally, this study assesses employees’ perceptions about their PWU
behaviors; whether these behaviors actually do affect productivity and harm to
the company, and in what fashion, remains to be empirically tested. As stated
earlier, we have only just begun to look at this new area of technology and
business, but the results derived thus far encourage further exploration.
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APPENDIX
LIST OF PWU BEHAVIORS
Code PWU Behavior

PWU 1 Discussing personal life in a chat room
PWU 2 Working on my own personal website
PWU 3 Searching for weekend recreational/social activities
PWU 4 Downloading articles/news
PWU 5 Making purchases online
PWU 6 Discussing my company in a chat room
PwWU 7 Sending eCards and post cards
PWU 8 Searching for news about my organization
PWU 9 Purposeless surfing of the web
PWU 10 Online day trading
PWU 11 Responding to pop-up advertisements
PWU 12 Downloading music
PWU 13 Looking for a new job/career
PWU 14 Making/checking personal travel arrangements
PWU 15 Listening to Internet radio stations
PWU 16 Following stock prices for my company
PWU 17 Buying/selling objects from online auctions such as eBay
PWU 18 Downloading pictures
PWU 19 Looking at government websites
PWU 20 Finding information about products I wish to purchase
PWU 21 Visiting professional associations’ websites
PWU 22 Reading about my company’s industry
PWU 23 Exploring my hobbies/interests
PWU 24 Searching for entertainment news
PWU 25 Following stock of competitors
PWU 26 Looking at adult websites
PWU 27 Reviewing my company’s website
PWU 28 Playing online games
PWU 29 Registering for educational/training classes
PWU 30 Learning about other companies in a chat room
PWU 31 Reading about current events

(continued on the following page)
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(continued from the previous page)

PWU 32 Looking up sports information (scores, statistics, team info)
PWU 33 Learning about educational/training classes

PWU 34 Visiting websites of my social organizations/clubs

PWU 35 Watching music videos/Internet movies

PWU 36 Online research for educational purposes

PWU 37 Searching online classified ads for apartments/real estate
PWU 38 Visiting self-help websites

PWU 39 Reading online versions of popular magazines/newspapers

Email, though employing the medium of the Internet, does not necessitate the use of the
World Wide Web and is thus not encompassed by this definition for this study
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The Effect of Trust on
Personal Web Usage
in the Workplace

Susan K. Lippert
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ABSTRACT

This chapter addresses the concept and importance of interpersonal trust
through the use of the Internet in an organizational setting. In particular,
personal Web usage is explored by examining employee interpersonal
trust. Personal Web use refers to an employee’s utilization of the Internet
for non-job related activities within a work environment. Examples of
personal Web use include online banking, participating in instant messaging
or chat sessions, buying goods or services, and any other activity in which
the Internet is accessed for non-work-related tasks. A discussion regarding
the importance of trust, its nature, and strategies for building interpersonal
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trust in an organizational setting are offered. Generalized guidelines for
organizational practice and recommendations to support a culture of
trust within the work environment are presented. This chapter addresses
the notion of trust through personal Web usage as a human resource
management issue.

WHY IS TRUST IMPORTANT?

Trustis important in organizations due to the potential economic savings
derived fromincreasing trustbetween individuals (Williamson, 1975). There is
aninverserelationship between transaction costs and trust, such that as trust
increases, costs decrease (Bromiley & Cummings, 1995). Transaction costs
are expenditures for controlling, monitoring, and processing work-related
activities. Processing costs, a subset of transaction costs, include the extrinsic
and intrinsic costs of doing business, both in staff and line functions. By
developing trust, acompany can benefit through lower processing costs —a
bottom-line outcome. Trust, as defined in this section, is the “individual’s belief
oracommon beliefamong a group of individuals that another individual or
group: (1) makes good-faith efforts to behave in accordance with any commit-
ments both implicitand explicit; (2) is honest in whatever negotiation preceded
the commitments; and (3) does not take excessive advantage of another even
when the opportunity is available” (Cummings & Bromiley, 1996, p. 303).

Trustis the ‘glue’ thatholds everything in society together (Luhmann,
1979) and is an important element of human relations (Larzelere & Huston,
1980). Trustis central to transactions (Dasgupta, 1988), because without trust,
we are frequently immobilized through an inability to make a prediction or fulfill
expectations. Trustcan be used as an indicator of individual, group, organiza-
tional, or cultural health since the entity of trust can be a person, place, event,
orobject (Giffin, 1967). Trust can exist between individuals and organizations
(Zaheer, McEvily, & Perrone, 1998), between organizations (Gulati, 1995),
between users and information technology (Lippert, 2001), as a general
characteristic of different societies (Fukuyama, 1995), or as an interpersonal
exchange between individuals (Mayer, Davis, & Schoorman, 1995). In orga-
nizations with high levels of trust, productivity consistently exceeds other
businesses where trust is low or latent (Sitkin & Stickel, 1995; Davis, Mayer,
& Schoorman, 1995). Trust is a measure of the effective interaction
between individuals. The development of interpersonal trust relationships is
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important for sustaining individual and organizational effectiveness (McAllister,
1995). Trust permits us to have some degree of predictability of another’s
behaviors which allows us to establish and test expectations (Deutsch, 1958,
1960). The ability to test expectations enables us to develop and maintain social
order (Arrow, 1974).

PERSONAL WEB USAGE AND TRUST

Interpersonal trust can be used to monitor, measure, and ultimately
influence personal Web usage in an organizational environment. The link
between trust and Web use exists through the degree to which an individual
trusts the organization in which she is employed. The use of the Internet for
personal activities can and will manifest through trust behavior. Trustis ametric
for measuring Internet usage and serves as a proxy for functional or dysfunc-
tional use. Functional Web behavior can be defined as the degree of Internet
use to conduct personal business during work hours that conforms to and
follows organizational policy. Personal Web use is presently controlled through
organizational rules, regulations, policy, and actions. In an organizational
context, policy is established, worker behavior is observed, and subsequent
transgressions are addressed.

Dysfunctional behavior constitutes a misappropriation of organizational
time and resources that would not otherwise be sanctioned by co-workers or
supervisors. Through measuring interpersonal trust and through the develop-
ment ofincreased levels of trust, dysfunctional Web use can be discouraged.
In this chapter, the development of trust is examined as an alternative strategy
to increase appropriate personal Web use behavior.

Inatrust-rich organizational culture, daily employee Internet activities
would occur in accordance with established written protocols so that Internet
access and usage is appropriate in a/l transactions. The organization and its
leaders would maintain a fundamental respect for employees as well as each
other. Internal business interactions between employees would be conducted
consciously and consistently in all activities. The need for overt control
mechanisms to monitor employee behavior diminishes. Employees are treated
as vested partners, and enlightened leadership exists through examples of
trustworthy behavior by all levels of management. Work environments where
trust can be explicated and discussed are valued. The maintenance of an
employee’s trustworthy reputation internally and externally is sought. Written
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procedures for dealing with trust breaches are established by management and
when required acted upon quickly and publicly. The acceptance of different
perspectives and an environment where feedback occurs is encouraged.

Thesenotions represent a difference in perspective, an acceptance of the
importance of trust, and acommitment to work directly and indirectly toward
developing and maintaining a climate of trust. The consequence of this perspec-
tive is that the organization can ultimately be observed, measured, and
described as having a ‘trust culture.’

Buildingatrust culture is not easy, and creating cultural change is along and
arduous course of action. The process by which an organization develops and
sustains an atmosphere of trust begins with taking the risk that employees are
trustworthy. This becomes a starting organizational precept that is tested over
time. What this means is that organizational leaders begin from a belief position
that trustworthy behavior is the norm in the company, and set an example
through their own trustworthy action. There is an implicit expectation that trust
will existinall interactions and that individuals who work for the company will
actinatrustworthy manner.

The organization openly communicates about the nature of trust and this
fundamental originating belief. In fact, creating and sustaining a culture of
organizational trust becomes an overall long-term goal. Trust is explicitly
addressed in the corporate values, the overall mission statement, and in specific
employee functions. A measure of trust is created for annual performance
reviews. Trusttesting is done passively as individuals interact with one another.
Trustbreach assessments are limited to the specific incident (Robinson, 1996),
and the corresponding effect and response remain isolated rather than gener-
alized beyond the situation. Periodic assessments of the perception of trustin
the corporate environment are undertaken. Understanding the importance of
trust, what constitutes trust, and how to build and develop trust provides a basis
forenhancing organizational interactions and engenders a process for individual
development.

THE NATURE OF TRUST

Thenotion of trustis often used in daily conversation. Many times people
make comments such as: “I trust my supervisor because she is a friend” or “She
has always been honest with me.” A trust relationship occurs when one
individual (the trustor) can or does trust another individual (the trustee). This
relationship develops through a series of interactions between two entities over
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time (Rempel, Holmes, & Zanna, 1985; Zand, 1972). Reliance upon informa-
tionreceived from another person about uncertain situations and their potential
outcomes produce a possibility of risk (Schlenker, Helm, & Tedeschi, 1973).
Blau (1968) suggests that trust relationships build slowly starting with transac-
tions requiring limited risk, enabling both the trustor and the trustee to
demonstrate their trustworthiness.

The relationship between the trustor and the trustee matures as a function
ofrepeated trust assessments associated with subsequent interactions. It has
been said thata person consciously or unconsciously evaluates every situation
and decides ifan individual is worthy of greater or lesser trust.

Individuals, within trust relationships, are evaluated based on an expecta-
tion of how a person will react, behave, or function in a given situation (Zucker,
1986). McGregor (1967) suggests that inconsistencies between explicated
thoughts and actions serve to decrease trust. The resultant trust level is
contingent upon the consistency of behavior over time and across interactions.
In order for trust to develop and be sustained, the individual’s actions must be
predictable with some degree of accuracy. Rempel and Holmes (1986) assert
that a person is said to be predictable if their behavior is consistent. An
expected action may result in either a positive or negative outcome (Mishra,
1993). While we may hope for a specific result, we can still sustain trust
development as long as what occurs is congruent with what we expect to
happen (Barber, 1983).

Trust functions through the bi-directional relationship between individuals.
In one direction, there is trust from the employee to his manager and there is also
trust from the manager to the employee. Therefore, both entities concurrently
take on the role of trustor and trustee in this dyadic relationship. Figure 1
depicts this bi-directional relationship.

Trustis generally contextual (McKnight, Cummings, & Chervany, 1996,
1998; McKnight & Chervany, 1996). However, we all have what Rotter
(1967) calls, a “predisposition to trust.” Predisposition to trust means an

Figure 1. Bi-Directional Relationship Between Two Individuals

INDIVIDUAL > INDIVIDUAL
Employee Manager
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orientation, based on past experiences, to be more or less trusting of others
(Rotter, 1971). Each person will have a different level of predisposition to trust
based on his/her past experiences. In order for trust to exist, past experiences
are needed to establish familiarity with the situation (Luhmann, 1979). We
observe our world from the time we are children, and with each new experience
we add to our personal database of what constitutes acceptable and unaccept-
able conduct. Over time, we develop a predisposition to trustat some level and
apply this to a specific set of conditions or contexts. By the time we are adults,
we have aset oftacit beliefs, which when applied to our environment, both
workplace and other, leads to an increased probability of being able to predict
an outcome — our level of trust.

Predisposition to trust has two forms. The first type of predisposition is
based on the sum of all life experiences and is called general predisposition.
Each interaction throughout the course of an individual’s life adds to her
perception of a general sense of trustworthiness within society. A geographic
group might classify themselves as skeptical or suspicious in business transac-
tions. Within this example, anindividual’s predisposition to trust in a business
transaction might be described as low regardless of the referent group. A
referent group is a collection of individuals who are linked in some way —
through business, ideology, interest, geographic region, or even gender—and
who share a set of common characteristics (Hogg & Terry, 2000).

The second type of predisposition to trust is referent group specific and is
called contextual predisposition. The trustor’s predisposition changes over
time based on past experiences. For example, if in the past an individual’s
interactions with his previous managers have been positive, he will likely have
a high predisposition to trust his managers in the future. In this case, the
predisposition to trust is the sum of the experiences associated with the specific
referent group —the managers. General and contextual predispositions, when
joined, form a combined predisposition to trust.

Trustis aperception crafted by the trustor about a particular person within
aspecific situation (Gabarro, 1987). Trust is also a mental state which changes
asadditional data are collected. Every interaction is evaluated and judged by
the trustor and the trustee. Trust levels are affected by the degree of vulnerabil-
ity experienced by the trustor (Mayer, Davis, & Schoorman, 1995). For low
levels of vulnerability, where the actions of the trustee result in a minimal risk,
the level of trust diminishes slightly. However, if a trustee fails to perform an
action which places the trustor ata significantrisk, a greater level of trust loss
results (Deutsch, 1973). The willingness to take risks may be a common
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characteristic of all trust situations (Johnson-George & Swap, 1982). For
example, if an employee tells a co-worker that he needs to complete an
Internet-based task but instead is found to be conducting personal banking
activities, the co-worker will re-evaluate the situation and reassess the reliabil-
ity of theemployee. This is arelatively low-risk, low-vulnerability scenario. If,
however, the employee is able to provide an adequate explanation such as
having been traveling for work for the past several days without adequate time
to make the mortgage payment, the co-worker may understand and accept the
rationale, resulting in minimal or no loss of trust. If, on the other hand, the
employee fails to offer an adequate justification or is engaged in a morally
indefensible online transaction, the co-worker will begin to lower his estimation
ofthe employee. In this situation, the degree of risk felt by the co-worker is
negligible and therefore the trust violation may be trivial.

Inadifferentexample, a co-worker promises to electronically submit time
cards forasick colleague. However, the co-worker fails to meet the deadline
for submission because he used the available time to conduct personal business
onthe Internet. The missed deadline resulted in a delayed paycheck for the sick
colleague. The magnitude of the trust expectation is relatively high since the
colleague needed the money in order to pay her bills. As such, she experiences
moderate to high risk and vulnerability and the resultant level of trust is
significantly affected. The inattentive action of the co-worker significantly
lowers the colleague’s trust level.

Every situation affects the overall assessment of trust between two
individuals inadifferent way. Trust exists on a continuum from low to high trust
as depicted in Figure 2.

The trustor can place the trustee at any point along this continuum. Each
subsequent interaction will shift the overall trust evaluation either to the right or

Figure 2. A Trust (Intensity) Continuum

1 99

Low trust High trust
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left on the continuum. The degree of trust will vary based on: (1) the contextual
environment, such as the workplace or a personal or social setting; (2) an
individual’s predisposition to trust; (3) the magnitude of the interaction; (4) the
currentstate of the trustrelationship; and (5) the time since the last significant
trust interaction. We can even label the trust interaction phenomenon as a
Significant Trust Event (STE). An STE is any trust interaction that has a
significant effect on the resultanttrustlevel.

Figure 3 graphically depicts three independent sequential interactions
between two individuals. In the first interaction (a), the trustor evaluates an
experience resulting in alow-trust assessment. Atthe end of the interaction, the
resultant or current state of the trust relationship (b) is relatively low. The
second interaction (c) is one of great importance (magnitude—higher STE) to
the trustor which results in a higher trust assessment since the trustor engaged

Figure 3. Levels of Trust
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in a positive and important interaction. The resultant state (d) of the trust
relationship increases to a greater degree after the second interaction due to the
positive outcome and magnitude. The third interaction (e) was of limited
importance (magnitude) to the trustor, and the assessment of that interaction is
aslightdiminishment (orloss) of trust. The level of trust resulting from the third
interaction (f) between these same two individuals is stronger than the first
interaction but lower than the second interaction. Each of these three indepen-
dentinteractions resulted in an overall level of trust for the trustor of the trustee
(g). Aslongasthe interaction or events occur between the two individuals, the
level of trust will move back and forth based on the sum of all their interactions.
Therefore, the resultant trust level at any point in time is the sum of the
sequenced events. As each new interaction occurs, the overall trust assessment
will continue to shift along the trust continuum.

Trust, inthis context, isa variable and lies along the trust continuum. Trust
varies and changes with each subsequent interaction. In every interaction
between two people, ajudgment is made that affects the overall evaluation of
trust—the resultant trust level. The magnitude which a person places on an
exchange is determined based on the significance of that interaction —the
extent ofthe significant trustevent. A value judgmentis made which determines
the importance of the transaction which is then factored into the totality of all
other transactions in order to determine the value of the judgment. Trust
becomes the outcome state placed upon the trustee. It should be fairly evident
that one of the difficulties with the notion of trust is that the word can be used
asanoun, averb, oranadjective resulting in slightly different connotations.
Defining trust is often considered problematic due to the wide variance of
meaning (Hosmer, 1995).

Trust can be transitory or short-lived (Lippert, 2002). The degree of
vulnerability the trustor feels will impact the fleeting nature of trust. Trustis also
atemporary end state. Atthe end of several interactions, the trustor makes a
determination ofthe trustworthiness of the trustee. The cumulative experiences
(Gabarro, 1987) which establish the trustworthiness of the individual on a
continual basis are summed to the end state of saying that an individual can be
‘trusted.’

BUILDING TRUST IN ORGANIZATIONS

Building trust between individuals within organizations is accomplished
through a series of sequential phases. Lewickiand Bunker (1996) offer amodel
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based on the work of Boon and Holmes (1991) and Shapiro, Sheppard, and
Cheraskin (1992) which suggests that trust relationships move through three
developmental stages — calculative-based trust, knowledge-based trust, and
identification-based trust. Itis important to understand what needs to occur in
each stage of trust development in order to effectively increase the level of trust
between individuals.

Calculative-based trust is a stage where each potential interaction be-
tween two individuals is assessed as an independent value-based transaction
(Coleman, 1990). Ifthe interaction is evaluated as beneficial to the trustor, he
will engage in the transaction with the trustee. Every interaction is calculated to
determine its potential value (Gambetta, 1988) and if a positive outcome is
forecast, the trustlevel increases incrementally based on the perceived magni-
tude of the transaction. If the interaction outcome is negative, the trust
relationship is diminished proportional to the scale of the violation. The value
or weight of each transaction is compared to the outcomes associated with
maintaining the relationship (Lewicki & Bunker, 1995; Shapiro, Sheppard, &
Cheraskin, 1992).

In a calculative-based interaction, an individual can behave out of a
concern for retribution (deterrence) for not following through on an obligation.
Trustis sustained through the threat of punishment which motivates the trustee
to a greater degree than the prospective of reward. Calculative-based trust,
however, is quite tenuous and is highly susceptible to extinction of the
relationship based on a single flagrant action. In situations where the magnitude
oftheactionis egregious, the trustor can ‘calculate’ that the relationship should
notbe sustained. Therefore, in calculative-based trust, the trust relationship can
be completely severed if the trustor feels that the magnitude of the action is
severe.

Knowledge-based trust is grounded in an individual’s degree of predict-
ability. Ifthe trustor can predict with arelatively high degree of certainty how
the trustee will behave, the trust relationship will continue to grow. When
behaviors can be anticipated, a degree of generalized expectancy occurs. The
predictability of behavior, over time, derived from the accumulation of knowl-
edge through experience with the other person, enhances trust (Holmes, 1991).

Two key processes are necessary to build trust in the knowledge-based
trust phase. The first process, explicit communication, enables the parties to
express their thoughts, concerns, and expectations openly and honestly.
Explicitcommunication entails the use of verbal and non-verbal mechanisms
necessary to establisha common understanding and achieve shared knowledge
between the two parties. The second process, nurturing, involves a stylized
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setof behaviors necessary to establish aricher connection and compatibility
between the individuals. During the second process, the trustor continues to
watch and listen to the trustee with whom he engages in explicit communication.
This encourages the trust relationship. Relationships within an organizational
context are often knowledge-based. Trust, at the knowledge-based level, is
minimally affected by inconsistent behavior. If the trustee can adequately
explain the reason for his behavior, the trustor is likely to accept the justification
with little to no impact on the resultant trust level.

Identification-based trust is the third phase of a trust relationship. In this
stage, the trustor and trustee can effectively understand and appreciate the
other’sneeds. This permits the trustor to function as the trustee’s agent. In this
stage of trust development, both parties learn whatreally matters to each other,
thus enabling them to eventually place the same degree of importance on those
behaviors. In this stage, the individuals are able to understand one another
without the need for protracted explicated conversations. The trustor and
trustee are synchronized in understanding what is important to each other. Both
individuals work consciously to be supportive of the other and are respectful
ofthe other’s concerns. Very few relationships reach this stage of trust in an
organizational setting because individuals often lack the time, energy, or interest
necessary to achieve this highest level of trust. Figure 4, adopted from Lewicki
and Bunker (1996), depicts the three phases of trust development. The curve
represents the development of trust through the three stages over time.

Trustexists inabusiness relationship when three conditions are met: (1) the
parties risk losing too much if either individual behaves inappropriately; (2)

Figure 4. Stages of Trust Development in the Work Setting (Adopted from
Lewicki & Bunker, 1996)

Identification-Based Trust A Few Relationships

Knowledge-Based Trust Many Relationships

Calculative-Based Trust Some Relationships

v

time
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either individual can predict the other’s behavior well and can therefore protect
against being deceived; and (3) both individuals have adopted the other’s
preferences (Sheppard & Tuchinsky, 1996, p. 143). Although trustis difficult
to build (Tyler & Degoey, 1995), developing trust within organizations is
facilitated through meeting conditions, understanding stages, and taking explicit
actions consistent with the trust relationship phases.

EXAMPLES OF PERSONAL WEB USAGE

There are many ways that trust is manifest in the use of the Web for
personal business in the workplace. While not exhaustive, Table 1 offers

Table 1. Examples of Personal Web Usage

Area of Association Activity
Personal Finances + paying bills through an online billing paying service
+ adding funds to a telephone card used solely for personal use
Mortgage + checking for updated mortgage rates before contacting a vendor online about
refinancing a home mortgage
Travel + making travel plans for the family through an online site
+ updating travel preferences with various online airlines, train or bus facilities
Family Activities + researching information for by the parents for a child’s class project
+ investigating weekend activities which might be fun for the family
* checking a personal e-mail account, and staying in contact with friends and
family during the workday
Friend Activities ¢ e-mailing a friend about dinner through a corporate e-mail account
+ searching for restaurants where you might go for dinner
¢ engaging in an instant message session with a friend
*

participating in a chat room discussion with another individual who may be

a friend, family member, or colleague

sending photographs to friends and relatives

+ playing solitaire or games with a group of individuals online

Searching * looking for downloadable software related to personal activities such as
managing photographs, additional calculator functions, or applets for the
palm pilot

¢ locating a telephone number

* searching for an old acquaintance

¢ perusing graphic photographs which others might consider offensive or even

*

pornographic
Personals + looking up potential personals through an online search capability
¢ communicating with individuals identified through a personals online search
capability
Purchasing + investigating the qualities of a product in preparation for a potential purchase

such as researching automotive options or dealers

+ making plans to purchases goods such as groceries, a computer, CDs, books,
or other personal items

Personal Web Page + posting pictures to a personal Web page

¢ developing text for inclusion on a personal Web page
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examples of Web usage which fall within the domain of non-work-associated
activities.

There is variance about what constitutes acceptable and unacceptable
Webusage inthe work environment. This difference is based on the individual’s
applied ethic, the standards of acceptability of the referent group, and the
organizational policies. While most ofthe examples in the above table might be
viewed as insignificant, there are some uses of the Web that are commonly
accepted as inappropriate regardless of differences in personal preferences or
pointofview. Downloadingillegal, immoral, unethical, or distasteful material is
a common breach of trust that is unacceptable regardless of context or
condition.

When making ajudgment about the acceptability of marginal activities in
workplace Web usage, the ethics of referent groups can serve as a guide. A
good test ofappropriate personal Web usage is whether an individual would
feel comfortable doing personal Web functions with the knowledge of their
supervisor or a family member. Aninitial reference baseline establishing an
acceptable threshold of behavior is necessary. This can be accomplished
through the use of organizational policies, referent group common practice, or
what constitutes socially acceptable behavior. These codes of behavior estab-
lish a foundation for refining a set of practices that permit the development of
acceptable Web usage by individuals within the workplace.

INDIVIDUAL TRUST BUILDING
WITHIN ORGANIZATIONS

Some initial recommendations for building individual trust relationships
between employee members emerge from the Lewicki and Bunker (1996)
model. Sincerelationships within organizations rarely move beyond the knowl-
edge-based trust level, itis important to understand how to effectively build and
maintain trust at both the calculative-based and knowledge-based levels.

In order to build trust with a new employee or to sustain trust in a
relationship at the calculative-based level, it is important that both parties
behave consistently in their interactions over time. The issue of consistency and
congruity of behavior and action is a principle factor in building trust at the
calculative-based stage. Within an organizational setting, managers need to
establish deterrence measures which withdraw benefits from the trustee ifthe
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behaves in an untrustworthy manner. Influence of the trustee’s behavior through
the potential loss of future interactions or impact on his reputation with co-
workers must outweigh the potential benefit derived from behaving in an
untrustworthy fashion. A temporary gain associated with an untrustworthy
actionneeds to be offset by the enduring advantage of preserving a high-quality
reputation. Deterrence of untrustworthy actions requires monitoring and over-
sightbetween individuals to ensure that trust violations do not occur.

Anexample ofan interim gain might be a situation where an employee, on
company time, downloads software for personal use onto a work computer,
after company policy has been disseminated prohibiting such activity. The
employee chooses to download the software regardless of the previous
admonishment. In this case, the short-term gain of accomplishing the download
task is offset if the employee is caught in violation of company policy. The
choice, to violate ornot, is an employee action that affects trust. If the violation
is identified, for example by a co-worker who happens by, the long-term
impacton the employee’s integrity and trustworthiness can be significant. While
disciplinary actions could be implemented to match the policy violation, the
greater effectis on the employee’s reputation. In this case, trustis degraded and
the employee is viewed with skepticism since his trustworthiness has dimin-
ished. The magnitude of the trust violation or trust action oftentimes only has an
effect on the referent group. In other words, the trust relationship between the
employee and a friend in another company would not be impacted by the
violation. The severity of the trust building or diminishing behavior is directly
proportional to the assessed trust level within the referent group.

To continue building trust, all parties must consciously consider and be
explicitly clearabout their intentions both prior and during interactions (Mellinger,
1956). Tohelp accomplish this clarity, individuals must state their expectations,
describe their reasoning, and offer explanations associated with their intent. To
verify this shared understanding, either party can seek clarification through
feedback and discussion (Argyris, 1965; Argyris & Schoen, 1978; Argyris,
1990). Many disagreements can be resolved by discussing the situation in an
open (Butler, 1991) and non-defensive manner.

Forrelationships functioning at the knowledge-based trust stage, parties
build trust through consistently congruent behavior. Individuals make trust
assessments associated with aknowledge-based trustrelationship and utilize
information (knowledge) from past interactions. The cumulative interactions
between the two individuals over time provide a basis for knowing with a
degree of certainty how the other will behave in a specific situation. This sum

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



94 Lippert

ofall interactions enables the trustor to develop a generalized expectancy of
how the other will behave.

Information contributes to the predictability of the trustee, and predictabil-
ity enhances trust. Accurate estimation of another’s behavior requires informa-
tion which the trustor collects and evaluates through repeated interactions. In
orderto develop knowledge-based trust, the individuals need to continually
communicate with one another with an earnest interest in learning more about
each other (Argyris & Schoen, 1978). Effective communication includes
sharing information about concerns, wants, and inclinations, and learning
occurs through observation of the other party. Data collected in different
contextual situations allow the trustor to develop a broader trust perspective,
since trustassessments are conducted under a variety of circumstances. This
collection of information enables the trustor to predict how the trustee will
behave. Calculative-based trust places a greater emphasis on a predisposition
to trust because of the lack ofhistorical data on which to base a trust judgment.
Knowledge-based trust, however, uses information obtained from past inter-
actions as the core data to make assessments.

In the development of trust, individuals can make a judgment through
conscious reflection on a variety of different interactions. Table 2 provides
somereflective questions which can be used to assess interpersonal trust at the
knowledge-based level.

These questions, while notexclusive, provide amechanism for measuring
the trustrelationship between individuals within an organizational context. They
are most useful as a systematic and organized set of assays to assistin making
ajudgmentabout the trust level between organizational entities. The questions
are offered as a starting guideline for evaluating a trustrelationship between two
organizational members; however, other areas of consideration for the trust
relationship might berelevant.

THE IMPORTANCE OF ESTABLISHING AND
MAINTAINING A CULTURE OF TRUST
WITHIN ORGANIZATIONS

Establishing trust is more than simply developing trust in interpersonal
relationships or between individuals and an organization. Organizations have
oftentimes avoided the whole issue of organizational trust because of its
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Table 2. Assays for Measuring the Trust Relationship for Individuals
Within a Business Setting (Adopted from Sheppard & Tuchinsky, 1996, p.
146)

# Question

1 I know my manager or co-worker will consider my concerns when making
decisions.

2 The quality of our communications is extremely good.

3 We confront issues effectively.

4 We discuss the critical issues of our relationship well.

5 We have frequent face-to-face contact.

6 We speak frequently on the telephone.

7 We have a long history.

8 I expect to interact with my manager or co-worker for a long time in the future.

9 Our contacts entail many different issues. (Our relationship is multidimensional
[Butler & Cantrell, 1984].)

10 Our goals are similar.

11 We have similar world views.

12 We are compensated for accomplishing the same outcomes.

13 I frequently think of my manager or co-worker as a member of the same
organization (family).

14 We have many shared activities.

15 I know well the people important to my manager or co-worker.

16 My manager or co-worker knows well the people important to me.

17 I understand well the basis on which my manager or co-worker is rewarded and
compensated.

18 My manager or co-worker understands well the basis on which I am rewarded and
compensated.

19 I understand my manager’s or co-worker’s primary problems at work.

20 My manager or co-worker understands my problems at work.

complexity, its abstract nature, a lack of understanding of its importance, and
because the actions to develop trust are generally illusive, vague, and at best,
difficultto operationalize (Bhattacharya, Devinney & Pillutla, 1998). Organi-
zations, for the most part, are just beginning to recognize the need for ‘attention
to trust’ as a fundamental driving force behind organizational climate and,
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hence, the significant effect on the bottom line. Trustis an important operating
forcein any enterprise, and the explicit efforts to establish, nurture, and maintain
atrust culture can make a considerable difference in business success.

Individuals can develop, nurture, pay attention to, and proactively work
toward enhancing a culture of trust through consistent and trustworthy interac-
tions with one another. The summative effect of individual conscious actions
provides amodel that influences the organizational culture. Buthow does an
organization begin to institutionalize and habitualize trust behaviors and, more
importantly, make the awareness of trust resolute throughout the working
environment? One approach is through a strategic reframing of trust as an
outcome of organizational processes. This idea ofa culture of trust is consistent
with the use of any organizational resources that are expended in the routine
course of business. Organizations expend significant time, money, and talent to
train employees, to provide updated equipment, and to streamline processes,
inanattempt to optimize profit. An organization thatactively promotes a culture
oftrustmightbe viewed as simply deploying yet a different resource to conduct
business and develop competitive advantage. While there are some input costs
toactively develop and maintain a climate of interpersonal trust, recent research
into the effect of trust on the effectiveness and efficiency of business operations
suggests that the overall cost is less than the benefit derived from establishing
and maintaining a culture of trust (Sitkin & Stickel, 1995). Therefore, trust
becomes a central core element of the corporate strategic goals rather than just
another factor in the operational formula for organizational success.

In summary, the importance of trust is accepted, encouraged, and dis-
cussed through open, repeated, and consistent dialogue. A culture of organi-
zational trust is explicated as a corporate goal. Specific and explicitactions are
undertaken to nurture and maintain a climate of trust throughout the organiza-
tion. Breaches of trust are handled with well-established and planned policy in
aquick and public venue without generalization that could negatively impact the
overall internal and external perception and reputation of organizational trust.

RECOMMENDATIONS FOR
BUILDING TRUST

A series of conditions support trust building within organizations. These
nine conditions, while tangent to the core development process, provide a
framework for enhancing or degrading the trust-building activity. First, the
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consistency of each party’s behavior is an important condition for successful
trustdevelopment. Consistency of behavior is tied to reliability through the
individual’s confidence that a behavior (Cook & Wall, 1980), intention
(Mellinger, 1956), need, want, or requirement is replicable. Consistency of
action permits the trustor and trustee to predict that future interactions will
follow expected patterns (Good, 1988).

Second, the conscious intelligence of each party shapes an individual’s
assessment protocol. Conscious intelligence refers to an individual’s intent to
mindfully conduct trust assessments and place the resultant trust evaluation
along a perceptual continuum. Each assessment becomes the deliberately
generated baseline for the next assessment and occurs concurrently with the
sentientaction. When conscious, the parties can knowingly apply the correct
behaviors and the right amount of interaction for that stage. During the
calculative-based trust stage, an individual’s deliberate intention and resulting
consistency of action over time becomes the impetus for movement into the
knowledge-based trust stage. Within the knowledge-based trust phase, indi-
viduals can choose to intentionally explicate their feelings, wants, and needs,
thus enabling the parties to determine the accuracy of the information and
undertake corrective action if necessary. Regardless of the phase of trust
development, individuals need to be open (Butler, 1991) to feedback and
dialogue. Conscious intelligence is arequired condition for enhancing individual
trustbuilding within organizations.

Third, the amount of time over which the relationship develops is a factor
influencing the trust relationship. Interactions occur summatively and as they
continue to occur, the amount of time the parties know each other concurrently
increases. As time passes, the opportunity for repeated affirming interactions
multiplies. The old adage that “time heals all wounds” is based on the idea that
astime progresses, repeated actions affect individual perceptions, including the
perception of trust. Time is a vital ingredient in the trust-building process
because, over time, individuals have continuing interaction, which facilitates
supplementary information and enables new opportunities for riposte.

Fourth, activities that weaken the trust-building process should be avoided.
Itisrelatively easy to unconsciously neglect explicit trust-building behaviors
and the support mechanisms that enhance trust development. As an example,
two individuals are inaknowledge-based phase trust relationship. One or both
of the parties allows their dialogue to become less important than other
activities, thereby diminishing the quality oftheir communications. Because they
areinaknowledge-based trust state, they assume that the other party isaware
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oftheirneeds, wants, and intentions, and hence are not openly explicit about
their position. The problem manifests because of an incorrect assumption of
identification-based trust which does not match the needs or wants established
during the knowledge-based trust phase. This has the effect of weakening the
infrastructure that supports the trustrelationship.

Fifth, develop an organizational climate or atmosphere thatis receptive to
trustbuilding. Every organization can be classified on a climate scale ranging
fromalow trustto ahigh trust. Organizational climate is the collection of social
indicators that provide a description of the working environment. Organiza-
tional climate includes how people interact with each other, how the organiza-
tion is structured, the general working atmosphere, how people tend to ‘feel’
throughout the work day, and how the leadership affects motivation (Schneider,
1990). Climate is oftentimes described in the language of effect, such as happy,
sad, stressed, competitive, lonely, or even Machiavellian. Some organizations
donothaveaclimate thatencourages trust development. Therefore in low-trust
climate organizations, it is much more difficult to build and sustain trust than in
those with more receptive environments. Managers can demonstrate a high
level of trust for employees through delegation of risky tasks which will in turn
lead to greater trust in the manger by the employee (Schoorman, Mayer, &
Davis, 1996).

Sixth, trust has a cognitive and an emotional (affective) component
(McAllister, 1995). We not only think about and assess trust cognitively, but
we also feel and evaluate trust through our emotional senses (Lewis & Weigert,
1985). There is a direct relationship between the building of trust and the
recognition and functional use of the emotional side of human behavior.
McAllister (1995) suggested that the role of emotion is critical in explaining how
and under what circumstances trust turns to distrust. Defensive routines
(Argyris, 1990) are an example of an emotive response that can impede the
trustdevelopment process or affect the preservation of existing trust levels.
Recent descriptions of emotional intelligence (Goleman, 1995) provide a
mechanism for exploring and understanding the emotional side of trust and
legitimate emotional sensing as an input to affective decision-making. High EQ
(emotional intelligence) is often associated with individuals who are predictably
more trusting and organizations that have supportive infrastructures that
recognize that behavior, human and organizational, have both cognitive and
affective components. Recognition of the emotional aspect of trust and the
trust-building process helps the understanding and efficiency of trust develop-
ment.

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



The Effect of Trust on Personal Web Usage in the Workplace 99

Seventh, the context or situation in which a trust transaction occurs is an
essential ingredient affecting the eventual judgment of the trust level. Context
refers to the environmental conditions that exist during any trusttransaction. An
example of a contextual element in a workplace trust transaction might be the
day of the week thatan action occurs. Using the example of an employee who
downloads software for personal use through a work computer, the context of
this action— during working hours, outside of working hours, on a weekend
oraworkday —has a varying effect on the resultant trust level. Depending
upon the context, interactions might take wholly different paths which will lead
to differing outcomes. In our example, a weekend or after-hour breach of
company policy might have a lesser effect on the ultimate trust level if the
employee used work time or flaunted the policy when his co-workers were
present. The difference in context might involve who knew about the protocol
violation. Context is a challenging concept in which to develop a shared
meaning or common understanding (McKnight, Cummings, & Chervany,
1996, 1998; McKnight & Chervany, 1996). Oftentimes, the contextual views
oftwo individuals experiencing the exact same interaction are dramatically
different. This can be further illustrated through a simple observational experi-
ment.

Give a picture to two people and tell them to describe a story based on
whatthey see. Youare mostlikely going to get two significantly different stories
based on the varying latent context perceived by the observers. Contextalso
has an effect on the ethics of trust. Hosmer (1995) suggests that morally correct
decisions and actions are based upon ethical principles of analysis which
establish an expectation of ethically justifiable behavior. In critical human
situations when life or property is ata high risk, the context affects the degree
ofacceptability of interactions.

Context is oftentimes overlooked, and in the case of building trust within
organizations, context is frequently the critical difference between success and
failure. Overt actions need to occur at the ‘right time’ or within the right
situation. Attention to contextand consciousness of situational difference are
vital to assisting in the trust-building and trust-development processes.

Eighth, companies have an opportunity to guide their employees, with
respect to using the Internet for non-work-related activities, by establishing and
publishing codified acceptability procedures. The codification of protocols
(policy) provides a written description of what is and is not acceptable within
the workplace. These protocols enable the employee to review the corporate
guidelines and make choices based on what management believes to be
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appropriate within their work environment. When codified procedures are not
available, the employee reacts based on tacit expectations, personal character,
referent group common practice, and individual ethical beliefs. The use of
implicit guidelines places the burden of responsibility solely on the employee to
behave appropriately when written policy is not available. Therefore, an
organizational best practice is the creation of policy and procedures on the use
of company equipment and in particular the Internet which are explicit and
widely distributed.

Companies can reinforce the constructive use of the Internet through
established guidelines. Policy development offers guidance to employees
regarding what websites or type of activities are acceptable when undertaken
using company equipment. However, the establishment and publication of
policy isnotenough. Companies need amechanism for ensuring that organiza-
tional policy, referent group ethical standards, and special use procedures are
known and understood by all employees. Company internal communication
and monitoring systems can serve as reinforcements of the written protocols.
Automated monitoring and control systems such as firewalls limitemployee
Web access from a corporate site. Additionally, corporate agents might supply
employees withalist of restricted URLSs or subject matter considered inappro-
priate. The key to avoiding unauthorized or inappropriate Web usage by
company employees is to be preventive by proactively establishing the ethics
of personal Web usage rather than dealing with violations as they occur.

Ninth, one mechanism for developing a culture that has great promise for
organizations struggling to establish and maintain a climate of trustis the use of
explicitmodeling. Social identity theory suggests that people identify with those
who are part of the same referent group (Hogg & Terry, 2000). The implication
of'social identity theory on trust is that individuals behave consistent with their
observation of their referent group (Ashborth & Mael, 1989). In other words,
employees in a work context will take their cues from their superiors, subor-
dinates, and peers (Berscheid, 1985).

Generally, referent groups are aligned by values, belief systems, regional
geography, ideology, interest, job function, and/or areas of expertise (Turner,
1982). Everyone has many referent groups to which they belong and align to
agreater or lesser degree (Turner, 1985). For example, managers at strategic
levels will consider other executives within their referent group; or information
technology user groups within a geographical (local, regional) area might be
groups of individuals with an interest, knowledge, and aptitude for using
technology. Therefore, the individuals within the user group, even if from
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different geographic settings, would be part of the referent group. Members of
any community which hold some things in common—neighborhood, interest
group, professional association, club, department within a company, religious
belief'system, political party — are examples of referent groups. Referent
groups are the single greatest source of modeling within organizations.

Organizations operationalize modeling in order to nurture and maintain a
culture of trust beginning with managerial awareness. Understanding the nature
oftrust in the work environment and how trust manifests is foundational to
establishing and using modeling as amechanism for organizational trust devel-
opment. Modeling requires conscious awareness, explicitintentto behave ina
consistent manner (in this case trustworthy), and adedication touse available
opportunities to demonstrate and ‘model” what constitutes trust behaviors
within an organization. Challenges to perceptions of distrust must be confronted
directly and immediately.

For example, managers may have repeated experiences with lower-level
employees thatare negative. This may produce judgments by managers that
lower-level employees lack integrity; are less trustworthy than others within the
company; or do, can, or will not live up to an expected standard. As such, the
manager may have a predisposition to be less trusting of these individuals than
for operational or managerial employees. This perception must be confronted
ifanatmosphere oftrustis to be fostered. Unfortunately, if the beliefthat trust
ofanindividual or group is not warranted, the result is often that a culture of
distrustis unwittingly precipitated and reinforced. Therefore, organizations
must deal with the presumption of trust, the perceptions of trust, the judgments
abouttrust, and finally have a procedure/protocol to deal with trust anomalies,
both perceived and actual.

RECOMMENDATIONS FOR MANAGERS TO
REINFORCE TRUST IN THE WORKPLACE

Managers are constant role models. It is through role modeling that trust
cultures are established and nurtured in organizations. Employees often look
toward their managers to determine what constitutes appropriate behavior.
Employeesneed to be able to observe their managers to see whatis and is not
acceptable behavior within an organizational setting. It is important that
managers accept and model appropriate Web use behavior congruent with
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organizational policies. Unfortunately, it is often difficult for managers to
determine when to trust, who to trust, and how much to trust (Kramer, 1995).
The following are some recommended considerations for corporate leaders to
employ inreinforcing trustin the workplace.

1. Establishaspecific setof standards and policies for non-work-related
Internetactivities.

2. Conductorganizational orientations on using the Internet for non-work-
related reasons.

3. Carefully integrate corporate policies into organizational handbooks.

4. Maketheissueof interpersonal trust part of strategic planning and annual
goal setting.

5. Ensurethathumanresource professionals within the company and other
organizational leaders have a common understanding and agreement
about the importance oftrust, the nature of organizational trust, and an
assessment of the climate of trust that exists.

6. Explicitly assess interpersonal trust annually.

7.  Establish what constitutes the standards or ethics of individual behavior
related to trust. Use of the Internet for non-work-related activities should
be considered and standardized throughout the organization. In some
organizations, a 100% open use policy will be acceptable. In others, ifan
employee uses technology during work hours for non-work related-
activities, this is a form of unauthorized appropriation of company
resources. Any time used for personal work in this context is time owed
back to the company. In a few organizations, a 100% non-use policy
mightberequired.

8. Ensurethat written policy and procedures are developed and used for any
breaches in interpersonal trust.

9. Ineveryopportunity thatarises, consistently model trustworthy behavior,
because “employees do what managers do, before they do what managers
say.” Seta good example: everyone — managers and subordinates —
needs to be good role models.

10. Hire trustworthy people, by making a preliminary trust assessment a
condition of employment. Trustworthiness is as importanta workplace
competency as any technical or functional skill.

11. Talkaboutpolicies of acceptability (norms of behavior, expectations of
management) informally.
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12. Establishaculture of trust where trustworthy behavior is acknowledged,
rewarded, and praised.

13. Finally,develop trustheroes,i.e., visible symbols within and outside of the
company who are exemplars of trustworthy behavior in organizational
settings.

Assuming thatthe use of the Internet for some non-work-related activity
isacceptable within company guidelines, the individual must ultimately decide
the appropriate level of involvement and use. The organization must temporarily
risk trusting the individual employee to act appropriately within the guidelines.
The organizational trust culture can be self-fulfilling if the organization: (1)
places and praises trust in appropriate use; and (2) makes trust explicit,
resulting in organizational members behaving and performing as expected and
intended. In the final analysis, the degree of trust placed upon an employee is
conferred by giving him Internet access for completion ofhis daily tasks.

There is an implicitexpectation in some organizations that the employee
will behave responsibly and that the individual will use the equipment in a
trustworthy manner. The implication ofthese behaviors is that the employee
doesnotplace himselfnor his employer in any ethical, moral, or legal situation
based on non-trustworthy behavior. The dilemma is that much, ifnot all, of the
information exchanged while at an office is the property of the company by
common business practice. The risk of a proprietary violationisreal, and recent
public cases of trust violations thathave resulted in protracted litigation do exist.
The fallout from some ofthese highly publicized cases is an ever-increasing set
of corporate security practices.

Another common organizational practice in the information age has been
the retention of all e-mail that goes from or comes to a corporate site. Ifa trust
violation occurs ata later time, this archival information has been or can be used
againstemployees. Careful consideration must be given to all policies related
to the ethics of personal Web use for each individual organization.

Itisnoteasy to deal with trust in the workplace and even more difficult to
operationalize the concept as part of business practice. However, if trust is to
be considered as an important element of organizational culture, then nothing
short of full attention to trust is required. Managers need to avail themselves of
every possible means to promote trustworthiness and every opportunity to
demonstrate trust, since trust in management is closely tied to productivity
outcomes (Davis, Mayer, & Schoorman, 1995). Organizational leaders need
to model trustin every practice, both internally and externally, and trust must
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be made part of the everyday ‘dialogue’ of the organization. Trust should be
accepted as part of the corporate strategic goals, and workplace practices that
deal with trust must be encouraged and discussed. Everyone mustactasarole
model for their referent groups in modeling trustworthy behavior in the
workplace environment.

SUMMARY

Trustinthe workplace is a phenomenon thatis illusive and challenging to
build and sustain. Trust can be viewed in a variety of different ways: as the
outcome of transactions, as amechanism that supports the quality of interac-
tions, or as the perception, evaluation, or judgment that filters individual and
organizational thoughts, emotions, policies, procedures, and practices. Trustis
sometimes viewed solely as an interpersonal issue. Trust as an organizational
issue has not been fully developed in the literature, primarily because of the
complexity, abstract nature, and variance in meaning. However, when we
examine individual employee practices within organizational or workplace
settings, we are frequently confronted with the notion of trust as a latent variable
that has a profound effect on product and process, and hence a business’
bottom line. Particularly as addressed in this text, we are concerned with trust
as an organizational issue in the use of technology within a work setting for
personal, non-work-related activities. To some degree, this is a matter of
policy, of ethics, of standards, and ultimately of organizationally defined
acceptable practice. But, the use of the Web for personal activity or business
is clearly related to the trust which exists between individuals, and between the
organization and individual employees.

A case is made for the development of trust within organizations as a
corporate goal through a specific set of activities or actions. Evidence exists
that the costs of doing business can be greatly reduced when trust becomes an
active and explicit organizational consideration. Trust can be developed as an
element of the organizational culture, through building a climate of trust and
supporting trustworthiness by organizational members. As such, trust, in this
context, is definitively ahuman resource management issue.

We build trust through awareness, consciousness, and action. We can
learn to understand that trust exists at various levels and that each level —
calculative-based trust, knowledge-based trust, and identification-based trust
— requires different techniques to establish, maintain, and enhance trust
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between individuals atthe respective level. Companies can become oriented in
such away thattrustis explicitly addressed, measured, and consciously made
part of everyday operations.

A successful technique for the development and maintenance of trust
within organizations is behavior modeling. Not simple role modeling alone, but
rather the long-term modeling of trustworthy behavior by members of referent
groups. Trustworthy behavior supports and encourages acceptable actions by
organizational members. As effective role models, employees are capable of
building an infrastructure or climate of trust through: (1) individual interaction
processes; (2) conscious dialogue; and (3) consistent and predictable behav-
ior.

Trust may reduce operating costs. Trust can be developed, nurtured,
modeled, maintained, measured, modified, molded, and managed. The per-
sonal use of the Web in the workplace by employees is but a single example of
an application of trust to the workplace. Through understanding and commit-
ment, organizations and individuals can use trust to help manage acceptable
employee non-work activities through the Internet and also generalize trust to
other organizational and business processes, practices, and products.
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Chapter VI

A Deterrence Theory
Perspective on
Personal Web Usage
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ABSTRACT

Personal Web usage (PWU) in the workplace is a matter of considerable
concern to organizations today. However, human resources managers are
not fully aware of the range of actions they can take to reduce PWU. This
chapter examines general deterrence theory in the context of PWU and
identifies actions that managers can take to reduce PWU. It uses a two-
stage research methodology consisting of: (1) interviews with managers
to gather qualitative data, and (2) a field survey of end users to gather
quantitative data on PWU. It finds support for the deterrence theory and
recommends that managers use a sequential implementation of four
deterrence stages to contain PWU. These are: (1) framing an ‘Internet use
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policy,” (2) implementing measures to prevent PWU such as restricting
Internet access only to certain employees, (3) implementing appropriate
content management software to detect PWU, and (4) standardizing
policies to remedy non-acceptable Web usage. These four deterrence
stages can protect an organization from the harmful effects of PWU of its
employees.

INTRODUCTION

Personal Webusage (PWU) in the workplace is defined as “any voluntary
actofemployees using their companies’ Internet access during office hours to
surfnon-work-related websites for non-work purposes” (Lim, Teo, & Looh,
2002). The occurrence of PWU may be viewed as akind of systemsrisk, i.e.,
the likelihood thata firm’s information systems (IS) are insufficiently protected
against certain kinds of damage or loss. As with systems risk, managers are
generally unaware of the full range of actions they can take to reduce PWU
(Straub & Welke, 1998; Lim, Teo, & Looh, 2002). The general deterrence
theory, drawn from the field of criminology, suggests that sanctions and
disincentive measures canreduce systems abuse by making potential abusers
aware that their unethical behavior will be detrimental to their own good
(Pearson & Weiner, 1985).

According to this theory, strategies that can be adopted to reduce systems
risk fall into four distinct, sequential activities, i.e., (1) deterrence, (2) preven-
tion, (3) detection, and (4) remedies. Deterrent measures include policies and
guidelines for proper system use. They tend to be passive in that they have no
inherent provision for enforcement. They depend wholly on the willingness of
system users to comply. Preventive measures include for example locks on
computer room doors and password access controls. They are active measures
with inherent capabilities to enforce policy and ward offillegitimate use. If
deterrentand preventive measures are unsuccessful in containing abuse, then
detection measures can be deployed. These include proactive security re-
sponses such as suspicious activity reports, system audits and virus scanning
reports, or reactive responses such as detective work after a documented
breach in security. These measures gather evidence of abuse and identify
perpetrators. Finally, remedies are measures that can correct the harmful effect
ofanabusive actand punish the perpetrators. Internal actions include warnings,
reprimands, and termination of employment. Legal actions include criminal and
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civil suits (Straub & Welke, 1998). Thus a company can start by deploying
deterrent measures. If these are not successful in warding off abusers, the
company can thenuse preventive, detective, and finally remedial measures,
which in that order proceed from being milder to stronger. There is, however,
limited evidence available in practice to prove the effectiveness of these four
techniques despite their strong theoretical basis. This research thus seeks to
empirically support the general deterrence theory in the context of PWU. Its
major contribution lies in the implications it provides for practicing managers
andresearchers.

BACKGROUND

Information systems risk has continued to be a problem in the decades of
computerization primarily because managers have eitherignored the issue or
not versed themselves on its nature (Forcht, 1994; Loch, Carr, & Warkentin,
1992). PWU in organizations opens the door to mission-critical information
systems becoming unavailable for basic transactions due to network conges-
tion or virus attacks (Straub & Welke, 1998), in addition to lost productivity
and employee discontent (Verespej, 2000; Marsan, 2000), and therefore is
clearly asystemsrisk. Yet, no clear strategy has been developed to cope with
thisrisk, suggesting the need in organizations to define anew role for a Chief
Privacy and Integrity Officer (CP1O) responsible for formulating the Internet
use policy, implementing defenses against the abuse, and securing adequate
liability insurance (Sipior & Ward, 2002).

However, defenses against PWU can only be effective if top management
is firm in its support for these controls, provides adequate training, promotes
user involvement to create acceptance, and develops organizational citizenship
behavior (OCB) in the employees (McGowan & Klammer, 1997; Holmes et
al.,2002). Important dimensions of OCB include behaviors reflecting concern
for the firm (civic virtue) and behaviors going beyond simply obeying rules
(conscientiousness) (Organ, 1988). Promoting these kinds of behaviors with
organizational reward practices can also reduce systems risk (Schnake &
Dumler, 1997). If managers on the other hand choose to enforce the defenses
through monitoring and surveillance of employees, they run the risk of eroding
mutual trust between leaders and employees who may then engage in oppor-
tunistic behavior. Unambiguous policies and procedures that are perceived to
be fair and equitably administered stand a better chance of acceptance within
the organization (Holmes etal., 2002).
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However, IS managers’ knowledge of technical and managerial controls
that can cope with systems risk is fragmentary and incomplete (Straub &
Welke, 1998). Consciousness of risk-lowering actions can lead to effective
planning and implementation of defenses against PWU. Managers’ conscious-
ness about security risk can be heightened by a firm grasp of the level of systems
risk that the industry as a whole is exposed to, a basic understanding of actions
that can be taken to cope with risk, and by being well informed of the local
incidence of abuse and the susceptibility to damage within the organization
(Goodhue & Straub, 1991). This study seeks to raise that consciousness by
identifying for managers the actions they can take to cope with PWU. It uses
the general deterrence theory to put perspective on these actions.

THEORY

The general deterrence theory has been widely used to study the behavior
of criminal and antisocial elements in both economics and criminology (Becker,
1968; Pearson & Weiner, 1985). The theory follows the notion that human
behavior results from the pursuit of pleasure and the avoidance of pain; and to
deter potential criminals from committing offences, it is necessary to impose
sanctions that increase the costs and/or reduce the benefits associated with
doing so (Becker, 1968).

Hence, the modern economic theory of crime is based on the assumption
thatrational individuals act to maximize their utility given the possibility of
assigning time or resources to different activities. As such, there is no set group
ofindividuals who are criminals. Rather, individuals move in and out of illegal
activities as their opportunities change. A decision whether to undertake
criminal activity is made taking into account the benefits and costs of alternative
forms of action. An increase in the probability and/or severity of punishment
(representing costs of criminal behavior) will reduce the potential criminal’s
participation inillegitimate activities (Bodman & Maultby, 1997).

In addition to postulating rational behavior on the part of potential
criminals, the theory also incorporates the notion of rational, maximizing
behavior on the part of the victims of the crime. Rational potential victims (i.e.,
organizations) attempt to minimize the costs of crime with the use of police
resources, and the higher the crime rate, the greater will be the quantity of
resources allocated to catch and punish perpetrators (Loftin & McDowell,
1982).

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



A Deterrence Theory Perspective on Personal Web Usage 115

Inreducing systems risk, researchers have proposed four distinct, sequen-
tial activities which are grounded in the principles of the deterrence theory
(Forcht, 1994; Straub & Welke, 1998). These are: (1) deterrence, (2)
prevention, (3) detection, and (4) remedy. According to Straub and Welke
(1998), some system abuse is allayed by deterrent techniques such as policies
and guidelines for proper system use, and by reminders to users to change their
passwords. Deterrent measures tend to be passive and do not have an inherent
provision for enforcement. They depend entirely on the willingness of system
users to comply. Security awareness programs are an example of deterrent
measures because these sessions: convey to users and managers knowledge
aboutrisks in the organizational environment; emphasize actions taken by the
firm, including policies and sanctions for violations; and reveal threats to local
systems and their vulnerability to attack. A major reason for initiating this
training is to convince potential abusers that the company is serious about
protecting its systems and will punish abusers.

Deterrent measures from the perspective of PWU would include policy
statements, educational seminars, and other passive methods of making
employees aware of the severity of the crime and its punishment.

When potential abusers choose to ignore deterrents, preventive measures
such as locks on computer room doors and password access controls can
defend systems from abusers. Preventives thus are active measures thathave
the capability to enforce policy and ward ofillegitimate use. The use of filtering
software can restrict access to certain websites and actively prevent PWU
(Roberts, 1999).

If system abusers are not warded off by deterrent and preventive mea-
sures, the organization needs to be able to detect misuse. Proactive security
responses such as suspicious activity reports, system audits, and virus scanning
are examples of these. Reactive responses include detective work after a
documented breach in security. The primary objective of this security response
isto gather evidence of misuse and to identify perpetrators. By monitoring the
websites visited as well as the emails of suspicious employees, the organization
canbuild an effective case of abuse against them.

Lastly, the security program should be able to correct the harmful effects
ofabuse and punish offenders. Internal actions can include warnings, repri-
mands, and termination of employment, while legal actions can include criminal
and civil suits.

From the perspective of the general deterrence theory, these four kinds of
defense can reduce PWU. The potential abusers become convinced of the
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certainty and severity of punishment for committing certain acts when the
effectiveness of the system security is obvious or communicated to them.

Because there is insufficient evidence to prove the effectiveness of these
four techniques despite their theoretical basis (Straub, 1990), the current study
soughtto empirically test the following hypothesis.

H,: There will be no difference in the perceived effectiveness of deter-
rent, preventive, detective, and remedial techniques in reducing
PWU.

H : Deterrent techniques will be perceived to be less effective than
preventive, detective, and remedial techniques in reducing PWU.

Deterrent techniques being passive in nature without any provision for
enforcement will be less likely to ward off PWU than active techniques like
preventives, detectives, or remedies. Quite clearly, potential system abusers
will refrain from such actions if the organization deploys active measures that
increase the likelihood of their being identified and punished.

METHODOLOGY

A two-stage methodology was adopted for this study that consisted of: (1)
interviews with managers to gather qualitative data, and (2) a field survey ofend
users to gather quantitative data. Structured interviews were first conducted
withmanagers of 66 companies that provided their employees Internet access
in the workplace. Forty-six of these companies were in the service sector,
whereas the remaining were in the manufacturing sector. These companies
ranged in size from small (<500 employees,n=38, m=113 employees), to
medium (between 500 and 1,000 employees,n=16, m=871 employees), and
large (>1,000 employees,n=12, m=12,517 employees). Of the managers
interviewed, eight were IS managers and the remaining were non-IS managers.
These managers were asked to describe the measures their companies were
taking toreduce PWU at work by the employees. A total of 18 measures were
identified by the managers as actions their companies took to reduce PWU.

These 18 measures were used to develop asurvey instrument for use in the
second stage of the study, in which respondents could choose from 1 to7 (1 being
‘noteffective’ and 7 being ‘very effective’). Likert-type scales their opinion on
how effective each of the 18 measures would be inreducing PWU. Seven end
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Table 1. Measures that Companies are Taking to Reduce PWU

Measures that Companies Percentage of

are Taking to Reduce PWU Companies
Using this
Measure

Deterrent Measures
To have a written company manual/policy sheet/employee 42.2
handbook/memorandum stating that the Internet at work is to be used for
work-related purposes only

To have employees who access Internet-enabled computers at work to log 6.8
their name, time in, time out, and the reason for using the Internet

To arrange seminars, staff meetings, and show videotapes to educate new 4.7
and old employees about Internet abuse

To have employees with Internet access at work fill out weekly log sheets 1.6

describing their Internet usage
Preventive Measures

To limit Internet access to only certain employees upon their supervisors’ 25.0
consent

To block access to non-work-related and offensive websites by using Internet 234
filters

To have employees sign forms stating that they will abstain from visiting 21.4
offensive websites while at work

To have employees agree to accept the company’s ‘Internet Use Policy’ 18.7
when logging into their computers

To allow but limit personal Internet usage to employees in their free time, or 17.2

after work hours, or in emergencies
Detective Measures

To monitor with special software all the websites visited by employees 26.6
To monitor with special software all the emails of employees 20.8
To monitor electronic files downloaded on the computers of employees to 16.7
identify if they are non-work-related

To monitor with special software what every computer in the company is 15.1
being used for at a particular time

To use an ‘Internet cop’ to police the workplace for Internet abuse 5.7
To watch on cameras all employees using computers 0.5
Remedial Measures

To have managers reprimand employees who abuse the Internet at work 29.2
To take away Internet privileges of employees who abuse the Internet at 24.0
work

To terminate employees who abuse the Internet at work 22.4

users affiliated with an organization that provides them Internet access at work
volunteered to participate in a pilot of the survey instrument. These subjects
were provided definitions of deterrent, preventive, detective, and remedial
measures, and under the facilitation of the author discussed the nature ofthe 18
measures, and by a group consensus classified each into one of the four
categories. The measures and their classification is shownin Table 1.

In the second stage of the study, three survey instruments were personally
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administered by each student (total number of students =72) enrolled in an
undergraduate management information systems class ofa mid-western univer-
sity in the U.S. to three white-collar office workers that the student was
acquainted with. To ensure unique responses, each respondent was also
required to list his/her name and contact telephone number at the end of the
survey. Completed surveys came from 192 subjects for a response rate of
89%. The subjectsrated the perceived effectiveness of each ofthe 18 measures
inreducing PWU in their companies.

Table 2. Perceived Effectiveness of Measures to Reduce PWU

Perceived Effectiveness of Measures Mean Std. Dev.
to Reduce PWU

To block access to non-work-related and offensive websites 5.24 1.72
by using Internet filters
To terminate employees who abuse the Internet at work 5.11 1.94
To take away Internet privileges of employees who abuse the 4.87 1.64
Internet at work
To monitor with special software all the websites visited by 4.85 1.53
employees
To monitor with special software what every computer in the 4.61 1.82
company is being used for at a particular time
To monitor electronic files downloaded on the computers of 4.60 1.71
employees to identify if they are non-work-related
To have managers reprimand employees who abuse the 4.57 1.58
Internet at work
To monitor with special software all the emails of employees 4.51 1.74
To limit Internet access to only certain employees upon their 4.30 1.86
supervisors’ consent
To allow but limit personal Internet usage to employees in 4.14 1.82
their free time, or after work hours, or in emergencies
To have employees who access Internet-enabled computers at 3.92 1.70

work to log their name, time in, time out, and the reason for
using the Internet

To watch on cameras all employees using computers 3.89 2.16
To use an ‘Internet cop’ to police the workplace for Internet 3.83 1.89
abuse

To have a written company manual/policy sheet/employee 3.70 1.73

handbook/memorandum stating that the Internet at work is to
be used for work-related purposes only

To have employees sign forms stating that they will abstain 3.60 1.69
from visiting offensive websites while at work

To have employees agree to accept the company’s ‘Internet 3.55 1.65
Use Policy’ when logging into their computers

To arrange seminars, staff meetings, and show videotapes to 3.09 1.55
educate new and old employees about Internet abuse

To have employees with Internet access at work fill out 291 1.58

weekly log sheets describing their Internet usage
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RESULTS

Asthe general deterrence theory predicts, measures that were preventive,
detective, orremedial in nature were rated to be the most effective. Measures
that tended to be deterrents were rated to be the least effective. The 18
measures ranked according to their perceived effectiveness are shown in Table
2.

The measure perceived to be most effective in reducing PWU was “to
block access to non-work-related and offensive websites by using Internet

Table 3. Factor Analysis

Factor 1: Explicit Prevention and Detection 1 2 3 4
(< =.87)

To monitor with special software al the websites 831 151 -.04 143
visited by employees

To monitor with special software what every 814 11 137 .04

computer in the company is being used for at a
particular time

To monitor electronic files downloaded on the 784 122 229 130
computers of employees to identify if they are
non-work-related

To monitor with special software all the emails 778 .164 206 113
of employees
To block access to non-work-related and .692 130 .09 .194

offensive websites by using Internet filters
Factor 2: Coerced Prevention and Detection

(< =.80)

To watch on cameras all employees using .034 .808 .036 195
computers

To have employees with Internet access at work .099 792 171 .092

fill out weekly log sheets describing their
Internet usage

To use an ‘Internet cop’ to police the workplace 157 759 147 .010
for Internet abuse
To have employees who access Internet-enabled .027 749 .043 325

computers at work to log their name, time in,

time out, and the reason for using the Internet
Factor 3: Deterrence

(oc = .75)

To have employees agree to accept the 105 .08 781 253
company’s ‘Internet Use Policy’ when logging
into their computers

To have a written company manual/policy .140 .03 167 118
sheet/employee handbook/memorandum stating
that the Internet at work is to be used for work-

related purposes only

To arrange seminars, staff meetings, and show 133 126 .636 252
videotapes to educate new and old employees
about Internet abuse

To have employees sign forms stating that they .140 .367 613 -.07
will abstain from visiting offensive websites
while at work
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Table 3. Factor Analysis (continued)

Factor 4: Remedies

(oc = .67)

To take away Internet privileges of employees 260 .09 123 792
who abuse the Internet at work

To have managers reprimand employees who 155 487 117 .646
abuse the Internet at work

To allow but limit personal Internet usage to .109 .06 321 617

employees in their free time, or after work hours,
or in emergencies

Eigen value 12.21 2.63 1.36 1.31
% of Total Variance Explained 35.48 12.16 9.83 6.89
Cumulative Variance Explained 35.48 47.64 57.47 64.36

filters,” while the measure perceived to be least effective was “to have
employees with Internet access at work fill out weekly log sheets describing
their Internetusage.” Active measures like preventives, detectives, and rem-
edies were in general rated to be more effective than the passive deterrent
measures. Thus, support was found for the alternative hypothesis that deterrent
measures would be perceived to be less effective than the others.

Since factor analysis serves as auseful means of reducing a large number
of items to a more manageable number and can make key themes visible
(Nunnally, 1978), an exploratory factor analysis with varimax rotation was
conducted on the 18 measures. The factor analysis revealed four factors and
explained 64.36% of the variance in the data. Table 3 shows the factor
loadings. Items with loadings greater than .5 were retained. Thus, ofthe 18
measures, two were dropped because of inconclusive loadings. These were
“terminate employees who abuse the Internet at work™ and “limit Internet
access to only certain employees upon their supervisors’ consent.”

In performing the factor analysis, an iterative approach was followed of
dropping inconclusive loadings as described by Sethi and King (1994). To
remove any kind of subjectivity from the analysis, any measure that failed to
load significantly on a factor was not retained. Cronbach’s alphareliability
coefficients are shown in the table. The alpha values are greater than 0.6
indicating that the items in each factor do belong together. Table 3 also contains
labels that the author applied to the factors. Deterrent and remedial measures
showed up clearly as separate factors. However, preventive and detective
measures did notappear to be distinct. In general though, the factors tied in well
with the general deterrence theory and fairly close to the classification identified
in Table 1. One factor that the author labeled as explicit prevention and
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Table 4. Mean Perceived Effectiveness of Each Factor

Factor Mean Perceived Effectiveness
1: Explicit prevention and detection 4.78
2: Remedies 453
3: Coerced prevention and detection 3.63
4: Deterrence 3.49

detection focused on the prevention and detection of PWU by monitoring the
activities of employees. Another factor, labeled coerced prevention and
detection, included measures thatappeared intimidating with an intent to coerce
employees into not abusing the Internet. A third factor called deterrence
included four measures that appear passive and require the employee’s
cooperation. The last factor, named remedies, included two measures to punish
offenders as well as one of cooperation with employees to allay the problem.
Table 4 shows the mean perceived effectiveness of each of the four
factors. Once again, in support of the alternative hypothesis, the deterrents
factor showed the lowest mean effectiveness compared to the other factors.

DISCUSSION AND IMPLICATIONS

Thisresearch helps identify for a practicing human resources manager the
measures that may be the most effective inreducing PWU in the workplace. It
alsoprovides a perspective of what other companies and managers are doing
to cope with this problem. An interesting revelation of the research is the wide
breadth of measures that companies are using to reduce PWU. Some of these
measures may even seem to infringe upon the rights of employees (such as
monitoring their screens and keystrokes), and raise questions about corporate
privacy policies. Should companies have to act as ‘Big Brothers’ to their
employees? Or could other means be used to reduce PWU? For instance,
several companies allow but limit personal Internet usage to employees in their
free time, or after work hours, or in emergencies. These companies probably
choose this informal approach towards personal Web usage to foster organi-
zational citizenship among their employees. A ‘kinder, gentler’ company could
in fact make its employees loyal and more productive.

On the other hand, knowledge that a particular employee is spending an
inadvertently large amount of time on the Internet may suggest to the manager
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adeeper organizational problem, i.e., the employee is not being challenged
enough by work assignments. Gifted employees with idle time on their hands
are a wasted resource for the company. Thus detective measures, though
intrusive upon the employees, could lead to positive outcomes for the company
and the employees in terms of appropriate work assignments. Thus extrinsic
behaviors of employees that appear to be non-productive may merely be
symptoms of deeper, underlying problems. However, on the flip side of the
coin, the addictive influence of the Internet on people has been well docu-
mented (Stanton, 2002). Ifintrinsically an employee becomes dependent on the
Internet, which is a case not unlike substance abuse (Young, 1998), then
detecting the harmful behavior early on would again be beneficial to the
company as well as the employee.

Theresearch shows thatremedial measures such as reprimanding employ-
ees or curtailing their Internet usage are viewed among the most effective
measures and are also widely used. Clearly then, punishment is an effective
control mechanism. However, it would be interesting to see if compensation
(monetary or otherwise) mechanisms are just as effective (Schnake & Dumler,
1997). None of the companies surveyed in this study used an employee
compensation scheme to reduce PWU. However, future research should
examine the possibility ofusing it.

Aninteresting point to note though is that the most widely used measure
ofhavinga written company policy barring PWU (utilized by nearly 42% ofthe
respondent companies) is also considered to be one of the least effective. This
clearly suggests that companies should give teeth to their policy statements for
them to have any impact.

The blurred line between preventive and detective measures as seen in the
factor analysis could be attributed to several causes. Perhaps the wording of
some of the measures was confusing to the respondents. On the other hand,
perhaps the content management software available to organizations today to
curtail PWU is perceived as being both preventive as well as detective. In any
case, future research should examine ifindeed there is no distinction between
the two, and possible reasons for this non-distinction.

In conclusion, it helps to visit some practical considerations. Most com-
panies already have the means to track the PWU of'their employees but choose
notto do so simply because of the amount of effort involved in examining an
Internet usage log, which can amount in effect to a full-time job for an IS staff
member. Unless the average cost of PWU to a company in terms of lost
productivity is estimated to be more than the annual salary of one employee, it
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may not be justifiable to add a new person to the IS department simply for
containing PWU. Ifafter this analysis, ahuman resources manager does decide
to take on and contain PWU, the manager can do so by implementing four
sequential deterrence stages as the theory suggests:

«  First, an ‘Internet use policy’ needs to be framed to identify what
constitutes acceptable and non-acceptable Web use, and this needs to be
communicated to all employees.

*  Second, the manager needs to institute preventive measures such as
restricting Internet access only to employees who need it for their work.

*  Third, anappropriate content management software needs to be identified
and deployed to detect non-acceptable usage.

+  Finally, policies need to be instituted to remedy non-acceptable Web
usage.

These four sequential stages, when implemented, can provide an organi-
zation the best defense against PWU of employees.
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Chapter VII

Unsolicited Web Intrusions:
Protecting Employers
and Employees

Paulette S. Alexander
University of North Alabama, USA

ABSTRACT

Many employees have job responsibilities which require Web and other
Internet applications. Because of the availability of intrusive software
and the existence of various motivations, employees are subjected to
unsolicited pop-up windows, browser hijacking, unintended release of
confidential information, and unwanted e-mail. These intrusions are a
significant problem for employees and employers because they waste
resources and create liability situations. Solutions examined include
education of employees, standards of practice in the conduct of job-
related Internet use, policies regarding Internet use for non-work-related
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purposes, and deployment of protective technologies. Constant attention
to evolving threats and updating of the solutions is also essential to
successful use of the Internet in the workplace.

INTRODUCTION

Privacy has been defined as “the right to be left alone.” Employees
sometimes invoke this definition regarding their rights to use the Internet, but
another side to it is the interest shared by employers and employees to be
protected against unsolicited Web intrusions. Other chapters of this book
address the statistics associated with browsing to non-work sites during work
hours, from employer-owned computers, and the sending and receiving of
personal e-mails. The enormous problems associated with these phenomena
are complicated by the uncontrolled proliferation of unsolicited Web intrusions.
These intrusions take the form of unsolicited and unwanted advertisements in
pop-up windows; hijacking ofthe browser during the process of legitimate
surfing; collection of personal, personally identifiable, and proprietary informa-
tion without informed consent of the owner of the information; and unsolicited
and unwanted email, sometimes with viruses.

The technologies that are used to accomplish these intrusions are known
generically as “push technologies,” based on their being automatically served
up or “pushed” to client computers. By comparison, “pull technologies” make
information available when the user makes explicitrequests for the information.
In the context of any given workplace and any given worker with a job to do,
ifthe Internet is one of the tools available to do the job, it must be expected,
intoday’s Internet environment, that the employee will encounter unsolicited
Web intrusions.

The purpose of this chapter is to arm employers and employees with the
necessary analytical tools to establish appropriate protections so that these
push technology intrusions: (1) do not create time, bandwidth, and other
resource wastes which are unacceptable to employees and employers; (2) do
not create the potential forunfounded charges of inappropriate use of work
time or other resources; (3) donothamper the employee’s ability to do the job;
and (4) do not permit activities which would subject the company or the
employeeto liabilities foractivities beyond their control. While the technologies
are likely to change, policies and practices can be developed and implemented
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so that risk exposure on the part of both employers and employees is quite
limited.

THE TYPES OF INTRUSIONS

Fourtypes of intrusions are prevalent in the Internet world of today. First
is the intrusion of unsolicited, non-relevant pop-up window advertisements
(Frackman, Martin, & Ray,2002). These windows are generally sentto alocal
workstation when the user links to a site that has contracted to provide the
vehicle (usually a legitimate IP address) for pushing the advertising to a potential
customer. Some of these are the result of some analysis and targeting based on
data collected by or through the linking site, but many are simply pushed to all
users.

A second type of intrusion is the spurious collection of personal, personally
identifiable, and proprietary information. This type of information collection
could include surreptitious collection of any data stored on a computer that is
connected to the Internet (Frackman, Martin, & Ray, 2002; Spitzer, 2002). In
addition, data unrelated to a given interaction or transaction are often re-
quested, and sometimes even required, to be entered by the user in order to
access the needed website. Among the many uses for information collected in
this way is the generation of intrusive advertising windows and advertising spam
e-mails. Data collected in these ways are often combined into databases and
sold orused repeatedly in ways the unsuspecting user has no knowledge of.

Intrusions are also created when products called “scumware” change the
appearance of Web pages that are being browsed (Bass, 2002). The link to this
type of software is often under the guise of a free service or utility thatis going
to make something the user wants to do easier or better (Tsuruoka, 2002). But
thereality is that scumware floats pop-up ads over other content, inserts its own
hyperlinks into a user’s view of a Web page, and reroutes existing links to
unauthorized sites (Bednarz, 2002). Many times these changes are simply
inconvenient to the user in terms of dealing with multiple windows, but other
difficulties arise frequently, including attempts to communicate outside the
firewall and difficulties in accomplishing simple close-window operations.

The final type of intrusion relates to unsolicited e-mail. Unsolicited e-mail
is often generated when the e-mail address is used in some public forum such
asachat, instant message, or a game site or when itis harvested by scumware,
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spyware, sniffers, snoopers, and similar software products (Credeur, 2002).
E-mail addresses are also shared and sold by many Internet page owners who
might have collected the information for a purpose and find there is a market for
their database of addresses. Unsolicited commercial e-mail is commonly
known as “spam.” Other sources of unsolicited e-mail include mailing lists of
friends, relatives, coworkers, and outside business associates who broadcast
messages of humor, inspiration, human interest, or personal activities or
perspectives (Retsky, 2002). Finally, e-mails are generated by software that
either results from the activity of a virus or carries a virus capable of infecting
the recipient’s computer.

THE PROBLEM WITH INTRUSIONS

Knowledge workers and other employees who make up today’s workforce
are expected by their employers to accomplish more and more in the work time
they have (Simmers, 2002). Employer expectations are rising and competition
iskeen. Quality employees strive to maintain job focus, to stay on task, and to
perform their jobs efficiently. Intrusions which create workplace situations
where employees are distracted, threatened, or slowed down in the perfor-
mance of their job responsibilities are not welcome by either employer or
employee.

Workplace intrusion issues are addressed by a wide variety of efforts to
provide asafe, secure, pleasant work environment. Policies and regulations are
widely utilized to guard against workplace violence and harassment, and to
minimize physical distractions and annoyances. Many workplaces have stan-
dards related to telephone usage, smoking, noise, visitors, and peddlers.
Workplaces establish security through a variety of measures beyond policies
and standards. These security measures rely on restricted entry to certain
buildings, floors, and rooms, through the use of various forms ofidentification
screening, locks, schedules, registration, and guards.

In organizations with some dependence on the Internet for performance of
employees’ job duties, whether these involve electronic commerce, electronic
business, research, individual productivity, or enterprise wide systems, the
need for protection from intrusions, threats, and distractions in the Internet
world parallels the physical world (see Table 1). Responsible employers and
employees have a duty to make those protections as routine in the Internet
world as they are in the physical world for several reasons. First, employees
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Table 1. Intrusion Parallels in the Physical and Internet Worlds
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Types of Intrusions

Physical World Intrusions: Internet World Intrusions:
Unauthorized Personal Personal E-mail
Visitors Pop-up Windows
Vendors Pop-up Advertisements

Spam E-mail
Competitors Spyware

Snoopers
Vandals Hackers

Viruses

Trojan Horses
Thieves Hackers

Scumware

Spyware

Sniffers
Advertisers Pop-up Advertisements

Spam E-mail

need to not be diverted from their job duties reading unsolicited e-mail;
identifying, quarantining, and removing viruses; closing unsolicited pop-up
windows; escaping from hijacked-browser links; conducting searches to
assure that their personal information is not being shared; and sending opt-out
notifications related to proprietary information (Simmers, 2002; Retsky,
2002). These activities should be viewed as wasting resources by taking
employee time, adding traffic to the network, using up bandwidth on the
network, and clogging hard drive and other secondary storage space on
company computer systems (Credeur, 2002; Privacy Agenda, 2002; Hillman,
2002).

A second reason that intrusion protections should be routinely utilized in
the workplace relates to protection from hostile work environments. Harassing
and otherwise undesirable speech, displays, and behaviors are unacceptable in
the physical workplace, butin the Internet workplace itis easily possible that
undesirable images and written communication can appear on computer
screens, in e-mails, and on hard disks and other secondary storage media
through no fault of the computer user (Simmers 2002). These might take the
form of hate messages, pornography, highly personal products and services,
games, and casino advertisements (Bass, 2002). An employee who receives
such messages might individually feel threatened, annoyed, embarrassed,
harassed, or insulted.
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Further, ifa co-worker, employer, or customer were to encounter such
messages or images on the employee’s computer display or in the employee’s
computer file storage, it could be erroneously assumed that the employee
participated in or was interested in the content. Such communications are often
regulated in acceptable use policies of companies and in personnel handbooks.
Employees could be subject to harassment or inappropriate conduct charges,
or an employer could be held liable for such conduct even though the
communication had been initiated outside the employee’s control (Simmmers,
2002).

A final major reason for establishing protection from Internet intrusions
involves the protection of individual personal and corporate proprietary/
confidential information. When the Internet is used for many types of work-
related activities, data contained in corporate databases, log files, and pass-
word information are vulnerable to unauthorized, surreptitious retrieval. Em-
ployees are thereby exposed to accusations of divulging confidential informa-
tion, and companies risk loss of competitive advantage and loss of customer
goodwill. This type of intrusion is more prevalent in situations where the
computer has a static [P address or is “always on” or connected to the Internet.
Outsiders use software that will identify the live IP address and make connec-
tion, then proceed to retrieve unprotected information without the knowledge
oftheuser or owner. Once the retrieval process is completed, no record of the
transfer exists on the owner’s machine and no control exists concerning the
disposition oftheretrieved information.

SOURCES OF INTRUSIONS

Advertisers, hackers, scammers, private investigators, and government
agencies all have motivations to learn as much as they can about Internet users
in general and about specific Internet user activities and habits. Advertisers and
their agencies must get their product or service information to potential
customers (Tsuruoka, 2002). Hackers and scammers are interested in pushing
their abilities to gain access, sometimes to wreak havoc, other times to take
advantage (Consumer Reports, 2002). Private investigators and government
agencies have new surveillance challenges because of the Internet.

Foreach ofthese situations, two events need to occur: the intruder must
learn how to identify the “target” computer, and the intruder must establish a
communication with the “target” computer. The communication mightbe in the
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form of sending an e-mail or pop-up window directly, or it might involve
monitoring keystroke or mouse click activities, reading stored data, or modi-
fying messages sent to the target browser by other computers.

Forthe purpose ofidentifying the target computer, a variety of techniques
and technologies might be utilized (Privacy.net, 2002). The two primary types
of addresses are e-mail addresses and IP addresses (with or without the
associated domain names). These addresses are available directly through a
wide variety of listings and services, some of which users have willingly
subscribed to, some of which users inadvertently or unwittingly participate in,
and some of which are collected in clearly surreptitious ways that users must go
to great pains and sometimes expense to avoid (Credeur, 2002). In addition to
listings that are available or created by third parties, intruders sometimes
generate addresses and send probing messages, looking for an active target
computer and aresponse (Raz,2002). These addresses might be constructed
randomly or use patterns composed of frequently used names, words, or other
standard addressing combinations (Frackman, Martin, & Ray,2002). Both IP
addresses and e-mail addresses are used in this type of probe.

Internet users are often unaware of the intrusive capabilities of Internet
technologies and the behaviors that permit the intrusions to occur. In addition
to Web surfing through a browser, many Internet users routinely participate in
chatsessions; play online games; register for prizes; respond to offers for free
software and services; and register preferences for news, sports scores, stock
quotes, music, entertainment, credit checks, and other seemingly innocuous
elements. Furthermore, Internet users often search the Web formedical advice,
financial advice, career advice, and the like—never suspecting that someone
along the way might begin tracking the clicks for the purpose of targeting
advertisements, profiling the user, or conducting surveillance activities. Any of
these activities subject the target computer to intrusions such as pop-up
window advertisements, click tracking, dataretrieval, and browser hijacking
(Bednarz, 2002).

Software and service providers are readily available to accommodate the
needs of individuals and companies who wish to collect information from and
about Internet users including their personal habits and data (Spitzer, 2002).
Many of'these software and service providers are using the same technologies
that companies use to track the online activities of their employees. And even
in work-related use situations, Internet users are often trapped into giving
personal information in exchange for the ability to access needed sites. Once
given, this information — without context, consent, or verification —is often
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sold, used for other purposes, mined with other data to create profiles, orused
directly for targeting advertising pop-up windows or e-mails (Credeur, 2002).
Theresultcan be that unexpected, unsolicited, and unwanted messages can
appear onan employee’s computer screen or in an employee’s e-mail, or the
employee’s browsing can be interrupted because scumware has hijacked the
browser and provided links to sites other than those that were intended and
appropriate.

WEB INTRUSION
PROTECTION STRATEGIES

Protection from intrusions in Web-related activities is important for both
employee and employer. Moreover, successful protections require that em-
ployees and employers become active partners in the ongoing venture. Protec-
tion againstintrusions is notaccomplished by applying a static, one-time fix and
expecting thatno further attention is required. A routine process for reviewing
intrusion threats, and updating technologies and practices is essential if a
workplaceis to be successfully protected against undesirable intrusions.

From the standpoint of the employee, each person should exercise care
and maintain a watchful eye in all Internet communication processes (Tynan,
2002). Employees are responsible for understanding and observing the Ac-
ceptable Use Policies of their employers. Further, employees should be aware
of where vulnerabilities are likely and should act in ways that are protective of
the company’s data and network resources. How these behaviors are imple-
mented and the details of specific implementations need to be governed by the
type of job the employee is doing, and the corporate culture and policies
regarding employee use of the Internet.

Employees should be given guidance in both the policies regarding Web
use and the safeguards that the company has putin place. Employees should
alsobe given informationregarding the types of intrusions to watch for and the
corrective or protective measures that can be implemented in the event of an
intrusion (Tynan, 2002). Employees should also be warned about the types of
activities thatinvite, or at least facilitate, some types of intrusions. Depending
on the work environment, job responsibilities, and skill level of employees,
employers might incorporate information concerning protections against Web
intrusions in routine training sessions or staff meetings, newsletters, occasional
e-mail reminders, or FAQs onawebsite. Employees should utilize all available
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software options and settings as efficiently as possible to prevent unwanted
intrusions while maintaining the ability to do the job efficiently. This balance is
often difficult to achieve and might require technical support for effective
implementation inindividual cases.

Employers seeking protections from unsolicited and unwanted Web
intrusions are obligated to establish a safe work environment by installing
protective measures on the company’s networks. Anti-virus software is an
essential component of any Internet e-mail system, and can easily be pur-
chased, installed, configured, and updated regularly. While not absolute in the
protections thatthese packages provide, they are of high enough quality thatno
computer should be given Internet e-mail access without a good, active,
updated anti-virus program. Computers and networks that contain sensitive,
confidential, or proprietary data; customer data; credit card numbers; access
codes; passwords; or employee personal data must be protected by one or
more firewalls. Other possibilities for protections include anti-spam software,
e-mail filters, and high security operating system privacy settings (Frackman,
Martin, & Ray, 2002). Careful analysis of the specific job requirements is often
necessary to properly implement many of'these protections. Additional com-

Table 2. Physical and Technological Protections in the Physical and
Internet Worlds

Physical World Internet World
Intrusions: Physical Technological Intrusions:
Protections: Protections:
Unauthorized Fences Acceptable Use | Personal
Personal Policies; Unsolicited
Visitors Passwords E-mail;
Pop-up Windows
Vendors Locks Pop-up Pop-up
Blockers; Advertisements;
Filtering Spam E-mail
Software
Competitors Guards Firewalls Spyware;
Snoopers
Vandals Identification | Anti-virus Hackers;
Systems Software Viruses;
Trojan Horses
Thieves Surveillance Firewalls Hackers;
Systems Spyware;
Sniffers
Advertisers Admittance Filtering Pop-up
Policies Software Advertisements;
Spam E-mail
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plications arise if the corporate network allows remote access by employees
and older technologies like FTP and Telnet. Finally, many companies should
establish standards of practice regarding responding to unsolicited e-mails,
registering for miscellaneous online services, opting-out of service offers and
spam messages, forwarding of chain e-mails, and providing personal informa-
tion that seems unrelated to a given transaction or job duty, because many of
these actions will result in more, not less intrusive traffic (Clark, 2002).

EXAMPLES OF CURRENTLY AVAILABLE
PROTECTION TECHNOLOGIES

Just as there are physical protections from intrusions into offices and
factories, technological protections protect from intrusions in the Internet world
(see Table 2). Various technologies are available to assist in the protection
againstunsolicited and unwanted Web intrusions. EPIC’s Online Guide to
Practical Privacy Tools (Electronic Privacy Information Center, 2002) con-
tains acomprehensive and reliable set of technology tools and reference links
to test vulnerability and protect network computers. Recommended technolo-
giesinclude anti-virus software, e-mail client settings, hardware and software
firewalls, anti-spam software, operating system privacy settings, and anti-
scumware software (Bass, 2002; Consumer Reports, 2002). Options exist for
deploying these technologies at the individual workstation level, local area
network server level, or Internet gateway level. In networked environments,
these mightneed to be deployed at multiple locations between the individual
workstation and “the Internet.”

Inpractically all cases, anti-virus software should be running on every e-
mail client, and detailed attention should be given to all of the filtering and
privacy options on the e-mail client. Privacy settings available on the local
operating system should always be set as high as possible, given the constraint
ofneedingto get the individual’s job done.

Inmany cases alocal area network can operate behind a firewall that will
provide protections from snoops, probes, sniffers, and spyware. Often a
separate firewall isneeded on each individual workstation in addition to the one
associated with the LAN server. And in the case of multiple LANs sharing
access to the Internet through a single gateway, it might be necessary that
another firewall be installed at the gateway level.
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Examples of anti-virus software include Norton and McAfee anti-virus
software. These programs contain databases of virus definitions that mustbe
updated regularly. The programs scan all system areas for viruses, worms, and
otheridentified program code that could modify contents ofthe system or cause
undesirable activities like spam e-mail, or otherwise wreak havoc with the
computer system or tie up system resources. I[f problematic code is identified,
the code is quarantined or repaired and the user receives a report.

Personal firewalls are typically software firewalls. Personal firewalls
include Norton Personal Firewall, McAfee Firewall, and ZoneAlarm Firewall.
Corporate firewalls usually combine hardware and software. CheckPoint
Firewall, Raptor Firewall, and Gauntlet Firewall are examples of corporate
firewalls. Through the use of firewalls, hackers are prevented from breaking
into the system. Further, when a software firewall is running and properly
configured, programs on the computer cannot connect to the Internet without
the user knowing about it, and data cannot be sent out without the user knowing
about it. Firewalls operate based on a set of rules established by the user
(Bednarz,2002).

Examples of anti-spam software include MailMarshal, Spaminator,
SpamMotel, and SpamEater (Clark, 2002). This type of software can compare
received e-mails with the user’s e-mail address book and can also review an
existing extensive list of known spammers (these spams might be deleted by the
software). Another capability of anti-spam software might be to scan the
subjectheading and the content of the e-mail to detect spam (Clark, 2002). If
desired, anti-spam software usually can provide a junk mail folder from where
the user can scan the e-mails personally.

Examples of Windows 98/2000 operating system privacy settings include
Internet option security features where the users can set the security level by
setting different options such as whether to accept/deny ActiveX controls,
cookies, etc. Also, the user can add digital certificates and website ratings for
safe surfing. Windows XP: Home Edition has built-in Internet Connection
Firewall software. Windows XP Professional Edition has security management
features in addition, such as encryption.

Examples ofanti-scumware include Lavasoft’s free Ad-aware, Symantec’s
new Client Security (intrusion detection software for corporations), and Zone
Labs Integrity line of software products (Bednarz, 2002). These programs scan
the local computer components for known spyware and scumware inmuch the
same way that virus software scans files before they are opened. Any offending
programs are removed, or otherwise made non-functional.
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Table 3. Behavioral Protections Against Web Intrusions

Employee Practices to be Encouraged
Through Training and Policies

DO:

DO NOT:

Update virus software frequently
and regularly

Play online games

Establish high security browser
settings

Unnecessarily engage in open chat
sessions

Read privacy statements critically

Participate in online auctions

Minimize use of general browser
searches

Reply to unknown e-mails offering
to remove you from lists

Set filtering software
appropriately for the environment

Send chain e-mails that make
promises of rewards or threats of
doom

Utilize as many features of
firewalls as possible

Sign up for sweepstakes and give-
aways in exchange for
unsubstantiated future benefits

Clear cookie files, log files and
other temporary files frequently

Provide personal information to
unknown parties

Update anti-scumware software and
pop-up window protections
frequently and reqularly

Provide personal information that
is not relevant to a transaction or
relationship to known parties

EXAMPLES OF INTRUSION PROTECTION
PRACTICES FOR EMPLOYEES

In addition to technological protections, behavioral strategies can be
incorporated into an organization’s unsolicited Web intrusion protection strat-
egy (see Table 3). Employees should be instructed through whatever commu-
nication format the company uses to adhere to certain practices regarding
protection of the company’s network resources. These instructions might be
partofan employee handbook, part of the Acceptable Use Policies associated
with the Internet, discussed at staff meetings, included in electronic or paper
newsletters, or presented at orientation sessions and workshops. Instructions
should provide ways to assure that the company is not put at risk through loss
of proprietary or confidential information; through display, broadcast, or
storage of objectionable materials; or through loss of employee time and other
company resources because of browser hijackings, virus attacks, pop-up
windows, or unsolicited e-mail (Simmers, 2002; Siau, Nah, & Teng, 2002).

Individual Web behaviors which are likely to result in unsolicited commu-
nications include open chat sessions, online games, auctioning, and dashboard
news services (Crouch, 2002). Corporate Acceptable Use Policies should
address the appropriateness of these activities in the workplace (Siau, Nah, &
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Teng, 2002). Individual jobs should be assessed to determine if these activities
are essential or desirable for an employee to fulfill their job duties. Expectations
regarding this type of activity should be clearly communicated to each affected
employee. Siau, Nah, and Teng (2002) provide a useful set of guidelines for
writing acceptable Internetuse policies.

Employees should be instructed concerning the protection of any informa-
tion the company considers proprietary or confidential. Specific procedures
should be established to protect this information. Again, expectations concern-
ing how information is to be protected and what information is to be protected
need to be clearly communicated to employees (Frackman, Martin, & Ray,
2002).

Employees should also be instructed in the ways thatare used to collect
live IP addresses or live e-mail addresses under the guise of providing a service
or providing an opt-out option for an unwanted newsletter or other “service”
(Frackman, Martin, & Ray, 2002). Employees should also be advised against
participating in online drawings, lotteries, and other games of chance promising
the potential to win valuable prizes. Just the act or responding can activate
intrusive communications, and many times the participantis asked for personal
information that can be used for further intrusion.

Similarly, users are often tempted to reply to spam e-mails that provide for
unsubscribing or opting out of further communications. These are frequently
used as a guise for validating the e-mail address so that the user will then receive
more, not less spam e-mail (Clark, 2002; Porcelli, 2002). Users in reasonably
well-protected environments will tend not to get a large number of'this type of
message, but should have periodic reminders of the hazard.

Care in opening e-mail attachments of unknown origin is a widely under-
stood guideline. Viruses and Trojan horses are promulgated through e-mail
attachments. Some of the more notorious ones manage to be masqueraded so
thatthey are undetectable for atime by virus-detection software. All organiza-
tions should have a procedure to remind employees of this hazard and of the
need toresist the temptation to open files attached to e-mails of unknown origin,
no matter how enticing or sincere the message or subject line might sound.

Ifajobrequires heavy use of a wide variety of commercial websites and
acceptance of cookies, the employee should be aware of the repercussions of
such activity and should periodically review and delete temporary files and
folders, unneeded cookies, and history files (Bass, 2002). Further, employees
using this type of browsing need to pay close attention to opt-in and opt-out
choices, and exercise care in the use of those options (Tynan, 2002; Frackman,
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Martin, & Ray, 2002). When e-mail addresses are frequently required to be
provided to access online sites and services, it is useful to maintain a separate
e-mail address for that purpose and use another official e-mail address for
correspondence related to internal company matters.

SUMMARY AND CONCLUSIONS

The problem ofunsolicited and unwanted Web intrusions is multi-faceted.
It includes unwanted communications that take employee time, network
resources including bandwidth, and storage. Some communications through e-
mail might be offensive to individuals, damaging to computer systems, or
damaging to the company’s ability to provide services. Communications
through the Web and other channels likewise can be offensive or create service
slowdowns. They can also collect information that is used for undesirable or
unauthorized purposes. The netresultis lost company revenues, increased
costs, and potential for liability.

The solutions to the problem of unwanted and unsolicited Web intrusions
involve amulti-faceted array of technological protections, employer policies
and standards, employee practices and training, and routine review of the
solution set to identify needed improvements. The technologies need to be
deployed at a variety of levels within the network structure and take into
accountthe specific jobneeds and the corporate culture. The solutions need to
be applied in the context of a partnership between the employer and employees
so that when new intrusions are identified, resolution can be achieved with a
minimum of disruption in the work flow. Further the deployment oftechnologi-
cal solutions needs to take into account the impact that it has on an employee’s
ability to successfully complete the assigned job duties, with a minimum of
encumbrances.

Theuse ofthe Web and other Internet-enabled technologies are important
tools for many companies and employees. The abuse of the system by those
outside the system must be addressed in a positive, collaborative effort to
minimize as many risks as possible. Successful companies and their employees
will find bestadvantage of the Web technologies when they work together to
solve the problem of unwanted and unsolicited Web intrusions.
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Chapter VIII

Monitoring Strategies for
Internet Technologies

Andrew Urbaczewski
University of Michigan - Dearborn, USA

ABSTRACT

Managers are faced with many decisions regarding monitoring. For an
electronic monitoring effort to be successful, it is important to match the
correct monitoring strategy with a complimentary monitoring technology
and implementation. This chapter lists many of the potential goals for
monitoring, strategies to accomplish those goals, technologies which
match the strategies, and implementation plans. Managers can consult
this chapter to assist in ensuring that unintended effects do not occur from
a haphazard approach to electronic monitoring.
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INTRODUCTION

Most large organizations that are providing Internet access to their
employees are also providing some means to monitor and/or control that usage
(Reuters, 2002). Many other chapters in this text are devoted to different
aspects of human resource management in monitoring personal Web usage.
This chapter is designed to provide a classification and description of various
control mechanisms for the manager who wants to curb or control personal
Internet usage in the organization. Some ofthese solutions will be technical,
while others are social solutions, relying on interpersonal skills rather than the
hammer of the logfile to curb cyberslacking.

First, this chapter will discuss the goals for the monitoring program.
Second, a list of different activities to monitor and/or control will be provided.
Third, adiscussion of different techniques for monitoring will be explored.
Fourth, areview of several technical products will be provided. Finally, the
chapter will end with a discussion of fit between corporate culture and
monitoring.

GOALS FOR MONITORING

Why do companies monitor their employees? Organizations do this fora
variety ofreasons, including simply “because they can.” An electronic monitor-
ing effortis often difficult to establish and to maintain, so before an organization
would begin such an effort, there should be clear goals for the monitoring.

The popular press is filled with articles of employees frittering away time
on the Internet (Swanson, 2002). In the beginning, employees were likely to
spend unauthorized time on the Internet at pornography and gambling sites, but
now news and online shopping are likely to be found on the screen of the
cybersloucher (Reuters, 2002). This is in stark contrast to what employers had
sought when they implemented Internet connections.

Inresponse to these challenges, employers often created acceptable use
policies (AUPs) which told employees for what they could and could not use
the company Internet connection. Some organizations already had AUPs
implemented to keep games and other frivilous computing technology outside
ofthe organization, and they simply modified these policies. For many other
organizations, including new organizations, they had to create new AUPs which
addressed the Internet threat to productivity head-on.
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Asany parent would know, policies are useless without any enforcement.
However, intoday’s litigious society, itbehooves the accuser to be absolutely
certain of atransgression before acting to enforce the policy. Monitoring tools
sought to identify and record unauthorized Web usage in an irrefutable log
which can stand as evidence at a hearing. Itis often hoped that the mere threat
of punishment will get employees back on task, often with some success
(Urbaczewski & Jessup, 2002). Below are listed a few potential goals of a
monitoring effort.

Increase Employee Productivity

The Internet was introduced into many organizations as a tool to aid
employees in completing their jobs more efficiently. This was the case with the
introduction of other information technology tools like spreadsheets and
accounting packages. These tools provided few opportunities for the employee
seeking to slouch on employer time. Employers were much more concerned
with employees loading games onto their desktop PCs which may contain
potentially harmful viruses or otherwise disturb the computing atmosphere
within the organization. Plugging into the Internet was an entirely differentissue
foremployers, as the PC was now in many cases an electronic equivalentofa
water cooler, break room, or smokers’ perch atan organization.

The Internet can indeed be a place where employees spend enough time
that it cuts into their productivity. To curb this potential problem, an organiza-
tion could implement a monitoring program which records the amount of time
spentatnon-work-related Internet sites, or potentially even block access to all
ofthesesites. Analternative may even be to limitaccess to frivilous sites to non-
production hours, such as before or after normal working hours or during a
standard lunch break.

Bandwidth Preservation

Insome organizations, monitoring is established for reasons other than the
direct productivity of workers. Rather, the issue is that all of the network
bandwidth, or capacity for carrying information, is being used by applications
and instances thatare not directly related to the organization’s goals. This is
often due to people listening to streaming audio or watching streaming video,
which is a constant drain on the bandwidth. People can also engage in excessive
uploading and downloading of files across the networks, but this can also be the
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result of poorly coded programs that are unnecessarily “chatty.” Constant
network activity reduces its performance considerably.

If bandwidth usage is the problem, there are two general solutions:
purchase more bandwidth, or limit the usage of existing bandwidth. Monitoring
programs can be established when an organization seeks to limit the usage of
existingbandwidth. A variety of technical solutions, as discussed later, can help
the organization to preserve existing bandwidth.

Legal Liability Reduction

Along with productivity and bandwidth usage, organizations are also
concerned about Internet usage from the potential exposure it brings to legal
liability. Consider the following fictitious scenarios:

“Organization X today was sued for negligence, as an employee
was running a child pornography server inside the corporate
network.”

“ABC Corporation today was sued by a former employee who
is now in treatment with Gambler’s Anonymous. He is charging
that ABC, by placing an Internet terminal on his desktop,
essentially gave him unfettered access to the virtual casinos
thriving on the Internet.”

“Company B is defending itself today against a privacy lawsuit.
It is charged that when an employee downloaded a file-sharing
program, that program was equipped with a backdoor which
allowed malicious hackers entrance into Company B’s networks.
These hackers then took thousands of credit card numbers and
personal data from the databases...”

The above scenarios are scary enough, but consider additional possibili-
ties like sexual harassment suits and industrial espionage, and the legal risks
mount. Organizations indeed may wish to monitor Internet connections to
prevent any potential legal liabilities from allowing illegal activities to be
conducted on their networks. A monitored network that then does not catch
certain activities may then also leave the company with legal exposure for not
conducting the monitoring correctly, so consultation with the corporate legal
department should be conducted before engaging in monitoring for the preven-
tion of legal risks.
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ACTIVITIES TO MONITOR

While the title of this text alludes to the process of personal Web usage,
there are many non-work-related activities that an employee can do with an
Internet connection thatare notnecessarily Web related. This section will first
look at Web activities, but also many other methods of cyberslacking.

Web Surfing

While the Web gave a pictoral interface to the Internet that made business-
to-consumer (B2C) e-commerce a reality, it also provided a gateway for
workers to fritter away the normal work hours. The Web provides a smorgas-
bord of information that helps knowledge workers on a daily basis, butitalso
provides access to shopping, gambling, pornography, hate speech, games,
sports, and news, just to lista sample of possible topics. As the rest of this text
deals with Webusage specifically, the other details on this area will be left to
other chapters. Monitoring Web surfing would be an obvious choice for any of
the aforementioned goals for establishing amonitoring program, but productiv-
ity concerns seem to be the biggest reasons an organization would monitor Web
usage.

E-Mail

E-mail was the first “’killer app” for the Internet, and thus it has been around
much longer than the other technologies discussed in this chapter. E-mail
communications have become very commonplace in business today, and it is
almost as common to see an e-mail address on a business card as it is to see
a telephone number on one. Some individuals have been known to e-mail
friends and family for a majority of the workday, right from their desks. This is
perhapsa?2lstcentury version of the 20th century worker who talked on the
telephone continuously to friends and family. E-mail can thus be monitored to
ensure thatindividuals are not using the technology for personal use instead of
furthering business communications.

However, personal productivity is not the major reason that most organi-
zations would implement e-mail monitoring. Rather, e-mail monitoring is used
for bandwidth control and reduction of legal liabilities. The simple e-mail
message that one might send to a colleague discussing a topic does not eat up
much bandwidth. What does use a lot of bandwidth are large attachments to e-
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mail messages. Sometimes these attachments are perfectly within the bound-
aries of normal work, like a large work document or a presentation that is being
discussed between colleagues. However, these are often large animations or
pictures that are intended to be lighthearted. While they may be humorous to
the recipients, they often can clog e-mail servers and enterprise networks, as
when a worker e-mails a five megabyte animation to 200 of his/her closest
friends inside and outside of an organization. Sometimes these humorous
applications can also come with destructive virus payloads, or they actually may
only be worms and viruses intended to appear like jokes or pictures, such as
the Anna Kournikova worm that was popular on the Internetin 2001 (Fonseca,
2001).

Companies may also monitor e-mail to prevent exposure to legal issues.
Anemployee may be using corporate assets to further a personal business. If
itappears that this usage has gone unchecked, the organization could poten-
tially be found liable for any of the wrongdoings ofthatemployee. A court could
find thatthe organization became an unwitting, but yet still willful, silent partner
inthe employee’s activities. The waters get even murkier when the business is
onits faceillegal, such as running an illegal bookmaking ring, trading in child
pornography, or even facilitating software piracy. Moreover, e-mail can be the
tool of the disgruntled employee, who uses the system to send out trade secrets
or other important internal information to individuals outside the organization.
E-mail monitoring can help prevent all of these transgressions.

File Sharing

Many network managers today rue the day they first heard the word
Napster. Since then, the Internet has been awash in the peer-to-peer (P2P)
networking technologies designed to send files between users. While the P2P
blitz has in many ways been a boon for companies, and Notes creator Ray
Ozzie founded Groove Networks as a corporate messaging aid using P2P
technologies, it has also been the main tool used by those wishing to trade
copyrighted digital materials.

No matter which of the three aforementioned goals of monitoring an
organization might be seeking, file-sharing would be one ofthe most important
applications to monitor. First of all, employees may spend large amounts of time
each day looking for certain songs, movies, or software applications available
from other P2P servers. Second, these files are often very large, from several
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megabytes to several hundred megabytes. Especially when itis done by more
than one person, file-sharing can cause a serious strain on bandwidth. Further-
more, a number of viruses and worms have been found to exploit the P2P
technologies as one more way to gain entry into a corporate network. Finally,
the legality of copyrighted file-sharing is murky at best and often found to be
explicitly illegal. Ifa corporation is found to permit or turn a blind eye to such
activities, it could be found legally liable for aiding and abetting the activities.

Instant Messaging

Instant messaging (IM) has become another popular means for communi-
cations. While the phenomemon first became popular in the mainstream with
ICQinthe mid-1990s, similar technologies have existed since the 1960s with
timesharing systems. Now some organizations are even starting to offer IM as
ameans for customers to communicate with technical support people and gain
other types of real-time assistance.

IM is generally not a drain on bandwidth, although there are some
experimental worms and viruses that spread through IM mechanisms. When
IMisnoted as aproblem in an organization, it is usually for the same reasons
as e-mail. Some individuals arrive at work in the morning, open up their IM
programs, and then chat with friends the rest of the day, much as some workers
did (and still do) with the telephone. IM also has some legal liability concerns,
depending on the organization. Many of'these are consistent with those for e-
mail, but one feature that has plagued IM is an inability of the “conversations”
toberecorded and logged. This “feature” is important in industries where all
conversations must be recorded by law, such as the securities industry.
Technologies are just starting to appear which will capture the content of IM
programs, but this is monitoring in and of itself.

DIFFERENT MONITORING STRATEGIES

There are several different control mechanisms that an organization might
use, but they are generally grouped into one of two categories: managerial and
technical. The managerial techniques for monitoring are similar to ways that
monitoring of employees has been done for decades: walking around and
keeping one’s eyes open. Managers may not feel a need to monitor an
employee thatis not causing any problems, i.e., work is getting done on time,

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



148 Urbaczewski

no complaints about collegiality, etc. When a manager starts to wonder about
anemployee’s performance or collegiality, that might be when the manager
starts to pay more attention to that employee’s work habits. Dropping by his/
her office to see what the employee is doing on aroutine basis is a start. [s the
computer always the focus of attention? Does the employee hurriedly close
windows on the screen when the manager shows up? Is a door that used to
always be open now frequently closed? Are there abundant printouts of
computer pictures surrounding the employee’s desk? Is the employee always
burning CDs or other media? These are all definite clues to how an employee
may be using an Internet connection.

By and large, however, the more popular means of monitoring employees
is through technical solutions. In many ways, this makes sense —a technical
solution to a problem assisted by technology. Electronic monitoring functions
like a “big brother,” keeping a watchful eye on all systems in the network atall
hours of the day and night (or whatever subset of those systems/hours thata
manager may choose to watch). Records can then be kept and offered as
“proof” of anemployee’s misgivings as related to using organizational comput-
ing equipment and network time. There are two main ways that an organization
can accomplish electronic monitoring of personal Internet usage, and they are
discussed in the next section.

ELECTRONIC MONITORING TECHNIQUES
Logging at the Gateway

The Internet functions as a “network of networks.” When a computer tries
to make a connection to another computer, it first checks to see if the
destination is on the same local network (subnetwork or subnet) asitis. Ifthe
destination is not on the same subnet, then the packet must be routed outside
the network through what is commonly referred to as a “gateway.” The router
that functions as the gateway is essentially the virtual in/out door from the
organization’s network to the rest of the world. Many logging technologies are
then designed to capture and record all of the packets that enter and leave the
organization, or at least the header information that indicates the sender,
recipient, and content of the message.

Gateway logging can be auseful tool in that it provides a central point of
control for the network. However, it is difficult to accurately gauge how long
an employee stares at a particular page, and if all that time (s)he is actually

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Monitoring Strategies for Internet Technologies 149

staring at that page or if (s)he has actually gone to lunch and returned later.
Moreover, gateway logging can quite often be defeated by the use of encryp-
tion tools. A recent case involving the Scarfo family in the Philadelphia
organized crime scene was using PGP (a freely available encryption program)
to code computer files which contained family business (see McCullagh, 2001,
foramore detailed description of the entire case and legal concerns). Gateway
logging (in this case, the gateway was the Internet service provider) did the FBI
little good in identifying the contents of the messages, even though they had a
search warrant. Another technology had to be used to get the information they
desired, asis discussed below.

Sniffing at the Client

When gateway logging is not sufficient, another means of electronically
monitoring connections is to monitor them at the source, or make arecord at
the client’s machine. Inthe Scarfo case, the FBI did exactly that. They installed
akeystroke logging program (whether it is hardware or software, and exactly
how it gotthere, is still classified) on Scarfo’s computer. [t recorded all ofthe
keystrokes that he used, including the ones that made up his passphrase (a
series of words used in PGP, much longer than a password). Once the FBI had
his passphrase, they could decode his messages and then had the evidence to
make the arrest.

Clientsniffing programs are excellent at recording exactly what the user is
doing with the computer atany given time. Many will not only record all of the
keystrokes that the user makes, but also will calculate mouse movements and
active windows, allowing the reconstruction of the entire computing session.
Moreover, they capture undesirable activity that may not be directly network
related, such as playing games and typing job application letters. However,
these programs are not without their own faults. First ofall, the manager must
install the program on the user’s computer, which may not be as easy as it
sounds, especially with laptop and other mobile computers. Second, the
program must not be detectable (and thus able to be compromised) by the
monitored employees. Third, the program must work on a variety of operating
systems, including different flavors of Windows, Unix, Linux, and Macintosh,
inorder to work with all computers. This is nota limitation of gateway logging,
as network protocols such as TCP/IP tend to be device independent. Next, the
manager has to actually getaccess to the data captured by the program. Finally,
the manager must be able to sift through the mountains of generated data to
determine whether or not there is any untoward activity, or enough of it to
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Figure 1. Monitoring Strategies Present a Tradeoff Between Information
and Intrusiveness

Less information Moreintrusive

| Wandering around Gateway Logging Gateway Monitoring Client Sniffing

warrant further investigation. This all being said, there are products available
which meet the above concerns to varying degrees, and the next section will
discuss some of those products.

SOFTWARE PRODUCTS FOR
CONTROLLING INTERNET USAGE

As mentioned above, there are various products available to serve as
control mechanisms. They are grouped below into four categories. Note that
software products come and go, and the availability of certain products and
companies are subject to market forces. The categories themselves should
remain stable for the time being, although who knows what the future may hold.
Forexample, ifthis chapter was being written in 1999, there would likely be no
section on file-sharing. Table 1 provides a listing of all of the products and a
website for the corporation selling that product.

Web Monitoring Products

As the popular press articles have largely focused on employee
cyberslacking as a problem with personal Web usage, a number of products
have been created to help employers manage these problems and related
concerns. The software products are all customizeable to some degree, but
there are two main classifications of these products: those that monitor and
record Web usage, and those that actively block access to certain websites
deemed inappropriate by the organization. The listing, which is notintended to
be exhaustive, details several of these products.
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Table 1. Monitoring Products Mentioned in this Chapter
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Product Website
Cybersitter www.cybersitter.com
NetNanny www.netnanny.com
Websense www.websense.com

MIMESweeper

Www.mimesweeper.com

Elron

www.elronsoftware.com

Message Monitor

www.tumbleweed.com

P2P Traffic Monitor

www.audiblemagic.com

Packeteer www.packeteer.com
Facetime www.facetime.com
Vericept www.vericept.com

Communicator Hub

WWW.communicatorinc.com

Winwhatwhere

www.winwhatwhere.com

Spy Agent

WWWw.computer-monitoring.com

eBlaster

www.computer-monitoring.com

Cybersitter and NetNanny are two programs that are geared largely at
the home market, but are used in some smaller organizations. These programs
are installed on the client computer and they maintain logs of all the Web pages
that are visited by the users. Websense, on the other hand, is a tool that is
designed to monitor the Web usage of an entire corporate network. It runs on
acomputer near the corporate firewall, and itlogs all Web usage as the requests
leave the network. All of these programs can be configured to block and/or
record access to certain websites. Some of these programs can be tailored to
allow different access rules at different times of day. For example, an organi-
zation may wish to allow its employees to use the Internet for shopping and
other personal entertainment before and after normal business hours and on the
lunch hour but not during the work day. This blocking rule can be enforced by
configuring the program in such a manner.
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E-Mail Monitoring Products

E-mail can easily be monitored by simply copying the contents ofauser’s
inbox for incoming mail or logging the actions of the simple mail transport
protocol (SMTP) server for outgoing mail. However, these logs are often
difficult to read, especially when dealing with a large network and a large
volume of network traffic. A series of products are made available to help the
network manager parse the logs, searching for users or keywords. Some of
these products include MIMESweeper, Elron, and Tumbleweed/Message
Monitor.

There are a number of plugins, such as PGP or GPG, for popular mail
programs that can send encrypted electronic mail. These plugins are helpful
when someone wants to send private information over an inherently insecure
network like the Internet. However, they can also deem certain communica-
tions unreadable, such as the ones that an organization might be monitoring to
control. Logging and reading these encrypted messages is a challenge not easily
solved, as brute force attacks on cracking the passphrases can take decades,
even with the most powerful computers. Organizations may wish to have
separate policies on encryption for monitoring.

Monitoring e-mail sent through popular Web-based providers like Ya-
hoo! or Hotmail can be difficult as well, because the message never passes
through the SMTP servers for the organization, nor does the organization have
direct control over the user’s mailboxes. Monitoring these type of mail services
isusually done through a general monitoring tool, as listed in another section
below.

File-Sharing Monitoring Products

File-sharing has a history of waxing and waning between one of the easiest
applications to monitor to one of the toughest. It some ways it appears that it
isalmosta game as users of file-sharing services try to devise ways to run their
services around and through corporate attempts to halt them. The first file-
sharing products, like Napster, always connected to the server on a specific
transmission control protocol (TCP) port. Managers were then able to simply
block access to that TCP port at the firewall and it would eliminate access to
that service. Then a plethora of new services came outusing different ports, or
the ports were configurable by the users. Some users would simply set their file-
sharing traffic to port 80, a port normally left open by network managers as it
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isused largely to connect Hypertext Transfer Protocol (HTTP) requests. Other
problems were created by users demanding that they be allowed to use these
programs, especially athigh-profile universities like Yale and Indiana. In those
cases, something had to be done to limit the amount of bandwidth these services
coulduse, because other legitimate traffic was being crowded out by the file-
sharing traffic. A number of hardware and software solutions cropped up to aid
network managers in their quest to reduce or eliminate file-sharing traffic.

On the software side, it was mentioned above that already existing
firewalls can be configured to block traffic on certain TCP (Layer 4) ports.
Other programs, like P2P Traffic Monitor, are designed to examine the
packets at the application layer (Layer 7) to determine the type of packet and
whether or not to block it. Hardware solutions like Packeteer plug into the
network to control the amount of bandwidth available to certain applications.
Packeteer has been most popular at colleges and universities, which in general
donotwant to be accused of censorship or limiting access to resources, but still
have to deal with bandwidth concerns among thousands of users.

Instant Messaging Monitoring Products

IM was one of the toughest applications to monitor for a long time. The
nature of IM messages could be likened to “fire and forget,” as they behave
almost as random packets through a network. The problem was exacerbated
because the employers generally did not control the IM servers or the clients.
It was in 2002 that applications were created which successfully monitor IM
applications and content. These applications were implemented largely to
comply with certain U.S. Securities and Exchange Commission (SEC) require-
ments about keeping logs of all transactions between brokerage houses and
their customers. As IM is generally nota big bandwidth hog, it is usually not
monitored to conserve bandwidth. IM can become a productivity drainifa
personis spending a considerable amount of time each day chatting with friends
and colleagues.

Facetimeisprobably the leader in monitoring IM communications within
an organization. The Facetime product allows records to be kept of all IM
activity, important not only in SEC-regulated businesses, but also in govern-
mentagencies which are obliged to keep copies and archives of all communi-
cations as public records. Vericept is another product with all-purpose
monitoring capabilities, but focuses largely on its ability to monitor, block, and
record IM activity. For organizations looking to not only block and monitor but
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alsohave a secure IM tool for internal communications, Communicator Hub
is a proprietary IM tool that uses encryption to keep the contents of the IM
secure from prying eyes.

General Monitoring (Sniffing at the Client) Tools

So far, the tools mentioned have largely been for an organization to monitor
one particular type of personal Internet abuse. In general, these tools have been
installed at a server on the network where it is able to snoop on traffic as it
passes points in the network. However, there are a series of more powerful
tools available for almost total user computer monitoring, classified under the
heading of general monitoring tools. These tools are installed at the client and
can create a record of almost everything a user does with the computer.
Keystrokes are monitored and recorded, as are mouse movements. Snapshots
ofthe screen can be taken frequently, in some cases as often as every second.
Therecords can be written to a central database on a server, or they can even
be e-mailed to another account.

These tools are often the subject of unsolicited commercial e-mail (a.k.a.,
spam) messages, targeted at people who suspect a spouse of infidelity or want
to keep aclose eye on children. However, these products are also targeted at
businesses where complete records need to be kept before disciplining or
terminating an employee, such as in cases where there is strong union support
for worker rights.

Winwhatwhere is probably the original instantiation of this type of
program. It has gone through several iterations and is marketed largely to
businesses thatneed to do certain types of monitoring. There are a plethora of
programs targeted at individuals suspecting family problems over the com-
puter, including Spy Agent and eBlaster. Managers are often surprised at the
sheer amount of data these programs provide. They can tell every program that
is run, and for how long it was used. They can also tell every key that was
pushed (and subsequently erased). This is often more information than a
manager really wanted to know, so one should carefully consider the implica-
tions before implementing a general monitoring tool. Depending on the organi-
zation, employees may react strongly to such total monitoring, as discussed in
the following section.
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RECOMMENDED FIT BETWEEN GOALS
AND MONITORING SOLUTIONS

After viewing an apparently massive list of potential solutions for electronic
monitoring, one might wonder which productto choose and why. Atthis stage,
one might be more concerned with fitbetween the goals for monitoring and the
actual strategy to pursue. Atthe beginning of this chapter, three major goals for
monitoring were listed: increasing productivity, bandwidth preservation, and
legal liability reduction. A discussion below will detail the recommended fit for
each ofthese goals.

If productivity is a major concern, one might begin with a passive but
comprehensive logging tool. In this manner, productivity losses due to
cyberslacking can be easily seen and measured, but it is not outwardly
confrontational with employees. When an employee’s productivity seems to
fall, as observed by non-technical means, the data showing the amount of
cyberslacking can be presented. This can be used as ameans for implementing
positive disciplinary measures, or for supporting a termination. In any event,
when a situation occurs, and at periodic times throughout the year, employees
should be reminded of the organization’s policy about personal use of the
Internet, and enforcement actions should be made clear. This is of course not
to embarrass the potential offending party, but rather to remind the workers of
the policy and show thatitis enforced.

Iflegal liability is the major concern, a minimally intrusive means can also
be used for the monitoring and recording of transmitted data. In December
2002, five major Wall Street brokerage houses were fined $1.65 million for not
keeping e-mails the required two years. An organization can avoid these types
of penalties by simply logging and maintaining records of Internet traffic without
any review, excepton anasrequired basis. The RIAA and other entertainment
industry groups in early 2003 began warning organizations to actively ensure
that their employees were not using company networks to access copyrighted
music and video files, or that the companies themselves would be held liable.
Oftentimes, the RIAA has been supplying the IP addresses and times of access
to companies and universities, identifying individuals who may have traded in
music and video files, in effect doing the monitoring for the company. In the end,
a company pursuing this strategy would be more concerned with record-
keeping than record-reviewing.

Anorganization pursuing the third goal, bandwidth preservation, can likely
use the least passive of all monitoring tools — simply observing bandwidth
usage spikes where they occur and witnessing their relationship to organiza-
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tional goals. A firm that sees the network pipe constantly full with apparently
work-related material may want to investigate adding additional bandwidth
resources. Atthe same time, organizations that suddenly block or “throttle”
access to popular Internet destinations known for non-work-related informa-
tion will likely solve many problems. Employees are more likely to realize that
they need to get to work or identify another means of entertainment than they
are to complain and cause a ruckus over no longer being able to access these
sites atall or at high speeds.

RECOMMENDED FIT BETWEEN PRODUCTS,
GOALS, AND CORPORATE CULTURE

This chapter has detailed several types of control mechanisms. Ithas listed
goals for monitoring, applications to monitor, and means of accomplishing the
monitoring. Furthermore, it lists names of actual tools that can be used to
accomplish the monitoring. What this chapter so far has not discussed is
whether or not the monitoring will actually work, and if it will produce
unintended consequences and side effects.

Inaseries of studies done in the late 1990s, it was found that the presence
of monitoring indeed has a significant positive effect on keeping employees on
task (Urbaczewski & Jessup,2001). There are also several anecdotes in the
press that would confirm this finding in different organizations. However, it was
also found that monitored employees were more likely to turn over and less
likely to participate in other organizational activities. Could this happeninall
organizations? Possibly, but the key to remember when establishing monitoring
is:

’

“Make the monitoring strategy fit the corporate culture.’

Some organizations have a culture where monitoring of most (ifnotall)
activities is simply expected. These industries generally include those with a
large amount of cash or financially related transactions (e.g., banks, casinos) or
that deal with physical and/or national security (CIA, FBI, R&D labs, etc.). In
these cases, monitoring fits in perfectly with the culture, and if the organization
isalready monitoring employees in many other ways, it would make sense to
add monitoring capabilities to computer systems (if employees even have
access to them).
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Other organizations have cultures which generally do not practice monitor-
ing. Some industries, like publishing, academia, and other “civil liberties”
organizations, do not generally monitor their employees, as the foundation for
the organizations is centered around the freedom of speech and the unfettered
search for the truth. The introduction of monitoring in these industries will likely
resultina culture class between employees and management (Simmers, 2002).

The question then becomes, “How does one then reap the benefits of
monitoring without angering employees and creating unwanted stress in the
organization?” This question is best left to other chapters in this text, but the
general idea in this context is communication of the control mechanisms to the
employees, with a clearunderstanding of how the mechanisms support corpo-
rate goals and principles. Explicit statements of who will be monitored, what
will be monitored, and when monitoring will occur should also be communi-
cated to the employees, largely through acceptable use policies.
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ABSTRACT

This study sets out to examine whether employee web usage patterns,
attitudes toward web usage in the workplace, and organizational policies
are more similar (convergence thesis) or less similar (divergence thesis)
in three countries: Nigeria (n = 224), Malaysia (n = 107), and the United
States (n = 334). Our results show general support for the divergence
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thesis. We found strong differences in employee usage patterns by
country, even after controlling for differences in several demographic
variables. However, there is less support for the divergence thesis in
attitudes and organizational policies. In half of the eight indicators of
employee attitudes, there were no differences among the three countries.
Agreement that personal web usage at work is acceptable behavior is
widespread. Other common perceptions are that companies tolerate
personal web searches and that Internet usage policies are not enforced.

INTRODUCTION

Cross-cultural researchers and practitioners concur that there is aneed to
better understand and manage the tension between the durability of national
cultures (divergence) and the closer, more frequent interactions among nations
(convergence) (Adler, 1997; Brodbeck etal.,2000). National boundaries are
increasingly permeable; the number of multinational corporations is increasing,
many people are employed transnationally (Hodgetts etal., 1999) and partici-
pation in cross-cultural teams is commonplace. There is an increasingly
complex matrix of global interaction points in the workplace made possible by
communication innovations, particularly in information technology and the
widespread usage ofthe World Wide Web. Atthe same time, there is attention
to national pride, thus the tension between convergence and divergence
heightens. Few would argue that in the last decade of the 20" century, the
World Wide Web revolutionized the way we work. The business world has
been “blown to bits” (Evans & Wurster, 2000), digitized (Cronin, 2000),
globalized (Ohmae, 2000) and uniquely challenged (Drucker, 1999). Consid-
eration of the issues raised by these unprecedented changes invites the
exploration of an important question, specifically, the relationship between
national cultural diversity and managing human resources in a digital economy.
Forinstance, given the escalating importance ofthe web in the workplace, the
more we know about workplace information technology (IT) behaviors and
attitudes, particularly workplace usage of the World Wide Web, the more
effectively and efficiently we can manage. Empirical data on cultural variation
inweb usage and attitudes can be helpful for those who deal with employees
inthe Internet-anchored workplace, particularly those in human resources and
informationtechnology.
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In this information/knowledge economy, people are critical sources of
sustainable competitive advantage (Delaney & Huselid, 1996; Wrightetal.,
1994). Resource and knowledge based theories of the firm suggest that
organizational survival and success depend upon how well human resources are
deployed and managed (Davis, 1995; Erez, 1994; Triandis, 1994). The
importance of effective management of human capital rather than physical
capital as the ultimate determinant of organizational performance is often
emphasized (Youndtetal., 1996). Animportant aspect of managing human
capital inthe 21* century workplace is managing the interface between humans
and information technology — particularly the Internet. Many have argued that
webusage at work is being misused and that there is a high costin giving web
access to employees (Naughton, 1999). Others counter that employees need
to be given access to the web in order to enhance their skills and enhance
competitive advantage (Kerwinetal.,2000). Research insights for mangers on
the relationship between national culture and employee web usage and attitude
will facilitate the development and enforcement of policies on usage and
monitoring of the Internet. If web usage and attitudes differ as a function of
national culture, then information technology training, monitoring policies, and
system implementations need to consider national culture as an important
moderating variable. In other words, the more web usage and attitudes differ
by national culture, the more need for web policies that take into account
heterogeneous cultural environments (Dirksen, 2000).

Few studies examine employee practices and attitudes about web usage
across cultures. In this chapter, we use a national culture approach to frame
our investigation into employee workplace web usage and attitudes in three
countries: Nigeria, Malaysia, and the United States. This framework is
consistent with the thinking and research of anumber of researchers including
Hofstede (1993), Newman and Nollen (1996), Smith, Dugan and Trompenaars
(1996), and Trompenaars (1993). Specifically, we wanted to know if there
were national differences in employees’ responses on: (a) self-reported fre-
quency of accessing web pages at work; (b) perceived attitudes on personal
web usage at work; and (¢) organizational policies on controlling workplace
webusage. Similarities inresponses across nations would lend support for the
convergence theory while differences across nations would lend support for
the divergence theory. Our findings can foster the development of culturally
sensitive information technology training, usage policies, and monitoring pro-
cedures, as well as facilitate productive Internet usage.
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THEORY

Increased international business activity and emphasis on globalization
have rekindled interests in the convergence-divergence theory, which domi-
nated much of U.S. and European management research in the 1950s and
1960s (Dowling, 1999). The convergence theory states that national cultures
are slowly becoming more homogenized (reflecting a shrinking world). Thisis
aresultofthe global economy, information technology, and similar educational
and work experiences (Adler, 1983; Child 1981). Given the thesis that
increasing global interconnectivity and interdependence follows a global mar-
keteconomy (Wright & Ricks, 1994), itdoes seem reasonable to expect that
there will be increasing cultural similarity in thinking and values. The conver-
gence thesis maintains that economic ideology drives values. As a result,
industrialized nations will share common values with regards to economic
activity and work-related behavior (England & Lee, 1974). Convergence
implies that as developing countries industrialize and embrace free-market
capitalism and technology, then they will adopt the ideological values of the
developed industrialized world (Kelley et al., 1995; Priem et al., 2000).
Advocates of the convergence theory hold that employee workplace web
usage and attitudes — irrespective of culture — will, over time, tend toward
commonality and that these commonalities are present in all industrial or
industrializing societies (Ralstonetal., 1993). Although convergenceis often
equated with Westernization or Americanization, U.S. values appear to be
affected and American value systems are becoming less nationally based
(Fernandezetal., 1997).

The divergence perspective recognizes country and cultural differences.
The main hypothesis is that national culture continues to be a dominating
influence on individuals’ attitudes and behaviors (Hofstede, 1997). The
proponents maintain that culture is deep-rooted and drives values of any
society beyond capitalism or economic ideology. They expect the value
systems of people in the workforce to remain largely unchanged even if they
adopt and have widespread web usage (Ricks et al., 1990; Ralston et al.,
1995). Moreover, the proponents believe that national or regional cultural
influences will continue to value diversity among even fully industrialized
societies. Hence, the divergent perspective is consistent with the dominant
perspective of some cross-cultural theorists (e.g., Hofstede, 1980, 1997;
Adler, 1997) who emphasize that all management practices are culturally
determined. Cross-cultural researchis well established and has cataloged how
basic assumptions, values, and behavioral norms vary across cultures (Hampden-
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Turner & Trompenaars, 1993; Hofstede, 1980; Schwartz, 1992; Triandis,
1989). Hofstede (1997) argues that although individuals in organizations may
appear to be more similar, this similarity is the result of the organizational
acculturation process, not the convergence of national cultures.

Web Usage and National Culture

Within a global competitive environment, web usage and attitudes about
webusage in the workplace take on new meanings and directions and there are
important implications for top management and for information system (IS)
units in every institution. Inthis chapter we define web usage as accessing
differenttypes of web pages (Anandarajanetal., 2000). Administrating web
usage in today’s changing workplace is a challenge and the line between
productive and non-productive web usage is getting fuzzier (Sunoo, 1996).
Increasingly, IS units are called upon to monitor and control web usage while
upper level decision makers see the web as a competitive tool. While growing,
researchonwebusage inthe U.S. is still sparse and there are few cross-cultural
comparisons (Montealegre, 1998). Ifthe power of the web is to be harnessed
for competitive advantage, IS and top management need to better monitor and
control web usage, while facilitating and encouraging productive web usage.
Furthermore, they need to better understand the national culture dimension of
IT.

Using the Internet can create many desirable organizational outcomes —
lowering the cost of communication, restructuring how work is done, supply
chain management, and improving business practices and integration. How-
ever, using the Internet can also generate undesirable outcomes — loss of
intellectual property, sexual harassment lawsuits, productivity losses due to
surfing abuse, security threats, and network bandwidth overload by visiting
websites for travel, leisure, sports, and news, for example. The link between
usage of the web and national culture isnot clear and there is a lack of research
onnational culture as an explanation of either positive or negative web usage
inthe workplace. This is surprising since cultural values have been shown to
have a significant impact on a wide array of business practices such as
compensation (Schuler & Nogovsky, 1998), leadership (Brodbeck et al.,
2000), global research and development activities (Jones & Teegen, 2001),
and software piracy (Husted, 2000).

Technical, social, and cultural reference frames co-mingle in an informa-
tiontechnological infrastructure. Most information technology research looks
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atorganizational or corporate culture and individual reasons for web usage
(Davis, Bagozzi, & Warshaw, 1989) and seldom considers the impact of
national culture (Dirksen, 2000). Mansell and Wehn (1998) suggest that many
common assumptions rooted inthe U.S. about information technology usage
patterns may not be similar in other national cultures. Consequently, drawing
onthe convergence-divergence theory discussed earlier, similarity in patterns
ofwebusage will lend support for the convergence theory and differences in
patterns of web usage will lend support for the divergence theory, thus leading
usto hypothesize:

H1: Patterns of web usage will be more similar than different among the
countries.

Attitudes Toward Personal Web Usage at Work and

Organizational Controls and National Culture

A model of cross-cultural ethics would posit that attitudes would vary by
national culture (Cohen, Pant, & Sharp, 1996; Husted, 2000; Vitell,
Nwachukwu, & Barnes, 1993). Cross-cultural ethics posits that decisions
involving such ethical situations as piracy and questionable accounting will be
influenced by values (Husted, 2000). Conversely, because of the global
economy and the influence of information technology, the convergence theory
would lead us to expect that there would be few differences in attitudes about
using the web for personal searches while at work. There isacommon language
ofbytes, random access memory (RAM), firewalls, and direct service lines
(DSL)thattranscends national boundaries. People using information technol-
ogy in general and the web in particular, may adopt similar patterns of attitudes
transcending their national culture differences (Ohmae, 1999). The conver-
gence theory would suggest that people are becoming more similar in their
attitudes on personal web usage. Additionally, as organizations become
increasingly global, they will standardize procedures and policies, especially in
information technology, with security protocols and usage reports. Hence, we
hypothesize:

H2a: Attitudes about personal web usage will be more similar than
different among the countries.

H2b: Organizational policies on web usage will be more similar than
different among the countries.
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Thus, given the preceding arguments, we have framed our hypotheses to
indicate our preference for the convergence perspective, which posits the
convergence of behaviors (webusage) and value dimensions (attitudes about
personal web usage at work) with increasing industrialization and globalization.
Wedorecognize thatthere is alag in the chain of change and that there are value
dimensions that remain largely divergent. However, we need to continue
empirical investigation to show support for the logic of our position and we can
discount neither the convergent nor the divergent perspectives without empiri-
cal study.

METHODS

Research Setting

We chose countries for our research setting that represented geographical,
economic, technological, and national culture variances. Brodbeck et al.
(2000) have shown that cultural variance is higher in samples with countries
from different geopolitical regions. More importantly, our choicesreflected a
gap inresearch related to the adoption and usage of the web in less developed
countries (LDC) (Avgerou, 1996). This lack ofresearch is partially related to
the fact that until the early part of the 1990s, the diffusion of information
technology (IT) in many regions such as Africa, Asia, and Latin America was
extremely low (Rigg & Goodman, 1992; Odedra, Lawrie, Bennett, & Goodman,
1993). However, the LDCs recognize the importance of information systems
(Ehikhamenor, 1999) and microcomputer purchases in the business sector of
these regions are growing at an annual rate of 90% (Plunkett’s InfoTech
Industry Almanac, 1997).

Nigeria

Nigeria, although an LDC, is one of the largest economies in the Sub-
Sahara region of Africa (Feldman, 1992) and many major multinational
corporations and their affiliates conduct business there (Jason, 1997; Thomp-
son, 1994). In Nigeria, the Gross Domestic Product (GDP) is as follows:
purchasing power parity is $110.5 billion (1999 est.), the per capita purchasing
power parity is $970 (1999 est.), and in 1999 the number of Internet Service
Providers (ISPs) is five (CIA 2000 World Factbook). Although Nigeriais a
diverse society with approximately 300 ethnic and sub-ethnic groups with as
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many distinct languages and dialects, the family culture value system is evenly
applicable to most of Nigerian society regardless of ethnic affiliation (Gannon,
1994).

Malaysia

Poverty rates have fallen dramatically over the past 20 years in this former
British colony of 20 million people. It has a fast growing economy, ranking it
asaleading LDC. In Malaysia, the GDP is as follows: purchasing power parity
15 $229.1 billion (1999 est.), the per capita purchasing power parity is $10,700
(1999 est.), and the number of Internet Service Providers (ISPs) is eight (1999)
(CIA 2000 World Factbook). The Chinese, Malays, and Indians are the major
cultural segments in Malaysia. Government efforts to build national unity and
identity, such as the increasing use of Malay language in public life, has met with
some success, although fundamental differences in culture have been found to
existinnegotiation styles (Loo,2000). We follow Lim and Baron (1997) in
using Malaysia as a national entity.

United States

The U.S. is the largest economy as evidenced by GDP as follows:
purchasing power parity of $9.255 trillion (1999 est.), a per capita purchasing
power parity of $33,900 (1999 est.), and 7,600 (1999 est.) Internet Service
Providers (CIA 2000 World Factbook).

Data Collection and Sample Profile

Theresults reported in this chapter are part of a larger study on Internet
usage in the workplace. Therelevant questions can be found in Appendix A.
The survey was piloted tested and revisions made on this basis (Anandarajan
etal.,2000). The data was collected from a convenience sample drawn from
working adult populations in all three countries.

Due to unreliable postal services, the need to establish personal relation-
ships, and the lack of computers in the general population, data was collected
differently in Nigeriaand Malaysia. Similarto data collection methods used by
Steensma, Marino, Weaver and Dickson (2000) an onsite structured question-
naire collection process was used in both of these countries. Trained interview-
ers scheduled appointments, presented the key contact with the surveys,
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answered any questions, and returned to collect the completed questionnaires.
A similar method was employed in Malaysia. Inthe U.S., because of higher
computer usage, areliable mail system, and general tendency to respond to
“cold-call” surveys, a survey was mailed to a randomly selected sample of
3,000 from the alumni database of a Northeastern university.

A total of 794 usable questionnaires were returned (Nigeria — 237;
Malaysia— 113; and the U.S. —444). Only those respondents using the
Internet at work were examined in this study. The total was 665, with the
following breakdown—224 from Nigeria, 107 from Malaysia, and 334 from
the U.S.

Profile of Internet Users

Table 1 shows the demographic statistics for the sample.

Two/thirds of the Nigerian and U.S. samples were men, while the
Malaysian sample was evenly divided. The Nigerian and Malaysian respon-
dents were considerably younger than those from the U.S. In Nigeria, 72.6%
ofthe sample reported income of less than $20,000; the average salary range
forthe Malaysian sample was between $20,001 and $30,000; and inthe U.S.,
it was between $45,001 to $65,000. More than 50% of the respondents
worked at businesses with fewer than 1,000 employees. The respondents in
Nigeria were evenly spread among the different professional levels. More of
the Malaysian and U.S. respondents (39% each) were professionals than in
Nigeria (22%). The Malaysian and the U.S. respondents reported more
Internet usage outside of work than the Nigerian respondents did. The
respondents in all three nations confirmed that their companies had an Internet
presence by reporting that their companies had a website.

There were a variety of industries represented in the sample. In Nigeria,
three quarters of the respondents worked in the services sector or the finance,
insurance or real estate sector. Half of the Malaysian respondents reported
working in the services sector. United States respondents worked in a cross-
section of industries.

Measures
Independent Variables

Surveys were assigned a country code— Nigeria=1,U.S.=2, Malaysia
=3 —establishing three groups. There were eight demographic variables.
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Table 1. Background Demographics

Nigeria U.S. Malaysia Total
Total responses 237 444 113 794
No access at work 13 (5.5%) 110 (24.8%) 6 (5.3%) 129 (16.2%)
Access at work 224 (94.5%) 334 (75.2%) 107 (94.7%) 665 (83.8%)
Gender 217 334 103 654
Male 145 (66.8%) 212 (63.5%) 57 (55.3%) 414 (63.3%)
Female 72 (33.2%) 122 (36.5%) 46 (44.7%) 240 (36.7%)
Type of Business
Manufacturing 4% 16% 11% 11%
Services 41% 20% 50% 32%
Wholesale, Retail Trade 5% 2% 1% 3%
Finance, Insurance, Real 30% 14% 0% 17%
Estate
Education 2% 12% 7% 8%
Government 4% 11% 11% 8%
Self-Employed 0% 3% 0% 2%
Other 14% 22% 20% 19%
Size of Business
1-999 employees 151 (68.4%) 162 (48.8%) 57 (53.8%) 370 (56.2%)
1,000-9,999 employees 39 (17.6%) 86 (25.9%) 30 (28.3%) 155 (23.5%)
more than 10,000 employees 31 (14%) 84 (25.3%) 19(17.9%) 134 (20.3%)
Current Position
Top Level Manager 25 (11.7%) 57 (17.1%) 5 (4.9%) 87 (13.4%)
Middle Level Manager 46 (21.6%) 66 (19.8%) 8 (7.8%) 120 (18.5%)
Lower Level Manager 40 (18.8%) 30 (9.0%) 10 (12.5%) 80 (12.3%)
Professional 48 (22.5%) 130 (39.0%) 40 (39.2%) 218 (33.6%)
Administrative Support 37 (17.4%) 21 (6.3%) 20 (19.6%) 78 (12.0%)
Other 17 (8.0%) 29 (8.7%) 19 (18.6%) 65 (10.0%)
Age
20-30 years 128 (58.4%) 68 (20.7%) 66 (64.1%) 262 (40.3%)
31-40 years 63 (28.8%) 104 (31.7%) 32 (31.1) 199 (30.6%)
41-50 years 24 (11.0%) 88 (26.8%) 2 (1.9%) 114 (17.5%)
51-60 years 3 (0.4%) 51 (15.5%) 3 (2.9%) 57 (8.8%)
more than 60 years 1 (0.5%) 16 (4.9%) 0 17 (2.6%)
Web Usage Outside of Work
Yes 98 (43.8%) 253 (75.7%) 82 (78.1%) 433 (65.3%)
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Business or industry was measured by eight categories and size of the company
was measured by number of employees from “1” representing 1-49 to “8”
representing more than 10,000. Due to insufficient numbers in each category
for each country, the categories were collapsed from eight to three with small
companies represented with “1” (1-999), medium companies represented with
“27(1,000-9,999), and large companies represented with “3” (greater than
10,000). Respondents were asked to describe their current position as top
level manager, middle level manager, lower level manager, professional,
administrative support, and other. Salary options ranged from “1” representing
less than $20,000 to “7” representing more than $120,000. Age was reported
inyear and then coded to represent ranges. Gender was coded “1” for male
and “2” for female. Having acompany website and accessing the Internet were
coded “1” for yes and “2” for no.

Dependent Variables

We included three sets of areas to test for potential similarities or
differences in web behavior and attitudes: employee Internetusage, attitudes on
Internet usage, and information on organizational policies on monitoring
Internetusage.

To measure employee web usage we used types of web pages accessed
(Cronin, 1995). Eachrespondent was asked to indicate how likely it was that
s’/he would access 10 different kinds of web pages while at work—*“1”=very
unlikely to “5”=very likely. Examples included competitor websites, arts and
entertainment websites, customer websites, and sports/news websites.

Attitudes on Internet usage were assessed by asking respondents to give
their opinion of uses ofthe Internet while at work by answering three questions
—“1”=strongly disagree to “5” strongly disagree. The three questions were:
“I feel that using the Internet for personal searches is acceptable,” “In my
company, it seems that accessing the Internet for personal searches is toler-
ated,” and “I feel my company should block access to Internet sites which are
deemed inappropriate for business use.”

Fiveitems gathered information about organizational policies on Internet
usage. The first item asked for respondents to indicate on a scale of “1” =
strongly disagree to “5” strongly disagree, if his/her company considers it
important to provide its employees with regular reports on Internet usage. The
other four items, each tapped by a questionnaire item measured asa “Yes”
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(coded 1) or “No” (coded 2) were: “Does your company block access to
certain Internet sites?,” “Do you have additional passwords to access the
Internet?,” “My company has clearly stated Internet usage policies,” and “My
company strictly enforces its Internet policy.”

Data Analysis

The general linear model multivariate procedure used a technique to
measure analysis of variance for multiple dependent variables by multiple factor
variables. This procedure allows for the testing of unbalanced designs (different
number of cases in each cell). The first step was to use analysis of variance to
test for demographic differences that might influence the responses to the
dependent variables. We then examined the general relationships among the
variables by running a general linear model testing for significant relationships
among multiple independent and dependent variables. We sought evidence of
similarities or differences among the countries on the dependent measures with
the significant demographic variables as controls. We also used post hoc
comparisons to identify which nations were significantly different from each
other ifasignificant F'ratio for the entire model was obtained. Weused the
conservative Scheffe’stest of significance posthoc tests. The significance level
ofthe Scheffe testis designed to allow all possible linear combinations of group
means to be tested, requiring a larger difference between means for significance
(Huck, Cormier, & Bounds, 1974).

RESULTS

Internet User Demographics

Analysis of variance using each of the eight demographic variables as the
dependent variable and country as the independent variable resulted in signifi-
cant differences among countries in six of the variables: (1) business and
industry (F=7.315, p<.001); (2) size (F=11.575, p<.000); (3) position
(F =15.854, p <.000); (4) salary (F =316.946, p <.000); (5) age (F =
62.534, p <.000); and (6) use of the Internet outside of work (#'=38.704,
p<.000). Because of'this, we entered these demographic variables as control
variables.
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Divergence or Convergence

The means and standard deviations for the dependent variables (employee
web usage, attitudes and information) are given in Table 2.

Table 2. Means and Standard Deviations of Dependent Variables

Nigeria U.S. Malaysia

Standard Standard Standard
Web Usage “ Mean  Deviation Mean Deviation = Mean Deviation
Competitor 3.24 1.20 3.06 1.49 2.99 1.27
Government/Research 3.13 0.98 3.35 1.32 3.57 1.19
General Interest 3.84 2.16 3.03 1.10 3.65 1.03
Suppliers 3.40 1.05 2.72 1.30 3.44 1.10
Customers 3.31 1.06 2.67 1.46 3.02 1.27
Arts and Entertainment 3.08 1.08 2.41 1.23 3.15 1.11
Travel and Leisure 2.96 1.05 2.55 1.31 2.98 1.16
Living/Consumer 3.14 1.15 2.31 1.21 2.87 1.14
Business and Financial 3.79 1.04 3.35 1.32 3.11 1.12
Sports/News 3.73 1.10 2.60 1.39 3.14 1.19

Attitudes
I think personal web searches 3.77 0.91 3.53 1.11 3.68 1.05
at work are acceptable

My company tolerates 3.52 1.03 3.51 1.02 3.60 0.92
personal web searches

My company should block 3.68 1.27 2.78 1.26 2.91 1.20
access to certain web pages

My company considers regular  2.99 1.13 2.03 1.01 3.07 1.05
web usage reports important

Organizational Policies*

Yes No Yes No Yes No
My company blocks accessto 62 157 59 239 21 77
certain web pages (28.3%)  (71.7%) (19.8%) (80.2%) (21.4%) (78.6%)
My company has additional 130 88 103 200 27 74
passwords for web access (59.6%)  (40.4%) (34.0%) (66.0%) (26.7%) (73.3%)
My company has clearly stated 131 87 150 153 40 60
Internet usage policies (60.1%)  (39.9%) (49.5%) (50.5%) (40.0%) (60.0%)
My company strictly enforces 63 154 90 205 27 72
its Internet policy (29.0%)  (71.0%) (30.5%) (69.5%) (27.3%) (72.7%)

“ The question is: how likely are you to access the following web pages while at work.
Scale is: 1 = very unlikely, 2 = unlikely; 3 = likely; 4 = most likely; 5 = very likely

b The question is to agree or disagree with subsequent statements. Scale is: 1 = strongly
disagree; 2 = disagree; 3 = neither agree nor disagree; 4 = agree; 5 = strongly agree

¢ Scale is 1 = yes; 2 = no

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



A parsnlpy = 4 Ipy
JuvI1f1U31S J0U = S/U
]242] 20upI11U31S puv anpa J = 31§ /

000" 000" 000" 100° 000" €0 000" 000" 800°

9L1'81 $88°L or191 16L°9 6YL'8 09¥°€ 17871 1L0°81 S8 su | Anuno)

JyI0Mm JO

opIsINo

€10° $00° ¥S0° 200° osn

s/u 6079 s/u s/u s/u s/u £68°L 8IL'E s/u 8Sv'6 | 9MSqOM
€50° TE0° 100°

0T s/u s/u s/u s/u s/u s/u L9¥'T s/u 1811 a3y
800°

s/u s/u s/u s/u s/u s/u s/u s/u s/u 976'C A1ereg
70 S€0° 000" 800° 000"

s/u £99'C e s/u s/u 96’y LET'E s/u s/u S91°g | uonisod

570" ssouisng

s/u s/u s/u s/u s/u s/u s/u s/u 12CT su | Joozig

000° 000" 000" 0r0 | Ssdulsng

s/u €LYy s/u s/u s/u 068°€ s/u s/u S90°L 611'C | JoodAL
ovL APV | 1€ APV | ov1 A Py S€0 A Py 880" ¥ Py vel A Py 911" 4 Ipy 6114 Ipy 011 4 vy Wl Ay

000" 000’ 000" 020" 000’ 000" 000’ 000’ 000’ 000" [PPON

1¥8°€ 8Tr'e 679°€ €651 [ 4 £0S°€ 671°¢ 881°¢ 800°€ 189°¢ | [eIAQ
BIS/ oA BIS/ A BIS/ oA BIS/ oA BIS/ A BIS/ oA BIS/ A BIS/ o BIS/ oA BIS/ oA

SMIN [e1oURUL{ | JoWNSUOD) s | judwurelIUg 1sa193U] [oIeasay

/suodg | /ssouisng /SUIAI] /I9ARI], /Sy sIowoisny) s1o17ddng [e1ouan) /IUSUIUISIAOD) s1o1nodwo)

Web Usage in the Workplace in Nigeria, Malaysia, and the United States 171

Table 3. Differences in Employee Web Usage — Accessing Types of

Websites
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Employee Web Usage

The multivariate analysis of variance for the measures of employee web
usage was found to be significantly differentamong Nigeria, Malaysia, and the
U.S.(F=6.577,p<.000) by the Wilks’ Lambda criterion. Tests of Between-
Subjects Effects showed significant differences among the three countries in
accessing nine of the 10 types of web pages. Results are given in Table 3.

Theresults of the post hoc investigation are shown in Table 4. Respon-
dentsinthe U.S., onaverage, are significantly less likely to access five of the
nine types of web pages (general interest, suppliers, arts/entertainment, travel/
leisure, and living/consumer) than those respondents from either Nigeria or
Malaysia. Malaysians are less likely to access competitor web pages than
either Nigerians or those from the U.S. Nigerians are more likely to access
business and financial web pages while at work than the respondents from the
other two countries. Thisusage pattern might be linked to the lower web access
outside of work reported by Nigerians. Ofparticular interest are the results on
accessing sports/news websites while at work. All three countries report

Table 4. Scheffe’s Test of Multiple Comparisons for Web Usage

Mean Difference (I-J) Sig.

Websites accessed with (I) Nation  (J) Nation

significant differences:

Government/ Research Nigeria  Malaysia -.4652 .010
General Interest Nigeria U.S. .6740 .000
U.S. Malaysia -.7012 .000
Suppliers Nigeria u.s. .6650 .000
U.S. Malaysia -.7683 .000
Customers Nigeria U.S. 5710 .000
Arts/ Entertainment Nigeria U.S. .6591 .000
U.S. Malaysia -.5544 .001
Travel/Leisure Nigeria U.S. 4141 .001
U.S. Malaysia -.4364 .016
Living/Consumer Nigeria U.S. .8914 .000
U.S. Malaysia -.5544 .001
Business/ Financial Nigeria u.s. 4898 .000
Nigeria  Malaysia .7446 .000
Sports/News Nigeria u.s. 1.1437 .000
Nigeria  Malaysia .6750 .000
U.S. Malaysia -.4687 .015
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significantly different usage patterns, with the Nigerians most likely to access
these pages while at work (mean=3.73), the Malaysians likely (mean=3.14),
and those from the U.S. unlikely (mean=2.60). In summary, employee web
usage patterns are largely different among the three countries, thus Hypothesis
1 is not supported.

Attitudes Toward Personal Usage and Information on

Organizational Web Usage Policies

The multivariate analysis of variance for the measures of employee
attitudes and organizational web usage policies was found to be significantly
different among Nigeria, Malaysia, and the U.S. (F=6.713, p <.000) by the
Wilks’ Lambda criterion. Tests of Between-Subjects Effects showed signifi-
cantdifferences among the three countries in four of the eight attitudes and web
usage policies at work. There were significant differences in attitudes about
companies blocking access to Internet sites, on the importance that companies
place on providing regular Internet usage reports, on additional passwords to
access the Internet, and on whether companies have clearly stated Internet
usage policies. Results are givenin Table 5.

Theresults of the post hoc investigation are shown in Table 6. Nigerians
agree that companies should block access to certain web pages — an attitude
thatis not shared by either the U.S. respondents or the Malaysian respondents.
Nigerians also report that their companies have additional passwords to access
the Internet, which is not reported in either Malaysia or the U.S. Malaysians
report that they have clearly stated Internet policies. This is significantly
different from the Nigerian respondents. In summary, employees’ attitudes and
information on organizational Internet policies are different among the three
countries — thus neither Hypothesis 2anor 2b is supported.

DISCUSSION

Our results present general support for the divergence thesis. There are
clear differences in employee usage patterns by country, even after controlling
for differences in several demographic variables; however, there are fewer
differences in attitudes and organizational policies. In halfofthese indicators,
there were no differences among the three countries. Particularly important
was the general agreement that personal web searches at work are acceptable
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Table 6. Scheffe’s Test of Multiple Comparisons for Attitudes and
Perceptions

Mean Difference Std. Error Sig.
-5
Dependent Variables with (1) Country (J) Country
Significant Differences
Should Block Nigeria UsS. .8955 1184 .000
Nigeria  Malaysia 7610 .1649 .000
Has Usage Reports Nigeria U.S. 9562 1013 .000
U.S. Malaysia -1.0402 1339 .000
Has Passwords Nigeria U.S. -.2757 4.463E-02 .000
Nigeria  Malaysia -.3249 6.218E-02 .000
Has Policies Nigeria  Malaysia -.2044 6.196E-02 .005

and that the companies tolerate personal searches while at work. Taken
together, what do our findings say about the impact of national culture on
employee web usage and attitudes?

First, our findings should be interpreted in the context of arapidly changing
environment. The usage reported in this study is modest and Internet usage in
Nigeriaand Malaysiaisstill inits infancy. The uncertainty and newness ofthe
Internet may explain some of the responses. While Nigerian and Malaysian
respondents agree that using the Internet for personal searches is acceptable,
the respondents from the U.S. are more ambivalent. None of the respondents
have strong opinions on whether their companies should block access to
inappropriate websites. Most of the respondents in the three countries thought
that their companies tolerated personal searches and most questioned whether
their companies considered regular reports on Internet usage important.
Perceptions of organizational policies on monitoring and security methods
adopted in the work place indicate a lack of consistency in organizational
policies. Notblocking access to selective websites was reported by at least
three-quarters of the respondents. Overwhelmingly, the respondents report
that their companies do not strictly enforce Internet policies. In Nigeria,
approximately 60% of the respondents reported additional passwords were
required and Nigerian respondents thought that Internet policies were clearly
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stated. However, inthe U.S. and Malaysia, security and monitoring were less
stringent than in Nigeria, with more than 60% reporting that additional pass-
words were notrequired. Clearly stated Internet policies were far less common
inthe U.S. and Malaysia than in Nigeria.

Webelieve our findings indicate that the need to find a balance between
excessive control and excessive freedom will be a continuing issue with country
specific implementation considerations important for success. Ifthe anticipated
increase in web usage in the global economy occurs, it is probable that IS
solutions need to emphasize a behavior modification orientation rather than an
access control orientation. Attitudes and perceptions were remarkably similar
across the three nations studied and suggest support for the developing
presence of amore homogeneous global outlook on information technology
policies and procedures.

Theuse ofaconvenience sample of only three nations is amajor limitation
in this study. Level of economic development has only been indirectly
controlled by using salary and position as control variables in the data analyses.
The generalizability of our results awaits additional empirical work. The cross
sectional nature of our study also is a limitation and common method bias cannot
be ruled out.

However, we feel that we have started an important line of inquiry. Web
usage is growing and those organizations that are able to creatively use it to
more effectively manage costs and to better satisfy customers will be at a
competitive advantage. The increasing significance of the web to the organiza-
tion is being seen throughout the global marketplace. The results of this work
may seem most important to IS units because they are generally tasked with the
responsibility of setting up and implementing I'T control systems. However, the
results also offer possible meaning for those in human resource management
and for top organizational decision-makers as national culture appears to
continue to be an important influence in the increasingly Internet-anchored
workplace.
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APPENDIX A

Instrument

These questions in the survey are concerned with your background and
work experience.

1.1.  Indicate which ofthe following categories best describes the business
or industry your company is in (please check one).
1. OManufacturing
2.0 Services
3.0 Wholesale or retail trade
4.0OFinance, insurance, or real estate
5.0Education
6. OSelf-employed
7.0 Student
8. O Other (please specify)

1.2.  Whatisyourbest estimate of the number of people who work for your
company?

.02-49

.0 50-99

.0 100-249

. 0250-499

.0 500-999

.0 1,000-4,999

.0 5,000-9,999

. O more than 10,000

01N LN B W~

1.3  Howmany years have youbeen employed in this company?
(to the nearest year)

1.4.  Whichofthe following categories best describes your current position?
(check one)
1.OTop level manager
2.0Middle level manager
3.0Lower level manager
4.0OTechnical position
5.0Administrative support
6. O Other (please specify)
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1.5. Howlonghave youbeen in this position?
(to the nearest year).

1.6. Pleaseindicate your current salary range?
.02-49

.0 50-99

.0 100-249

.0 250-499

. 0 500-9998.

.0 1,000-4,999

.0 5,000-9,999

. O more than 10,000

01N LNk W~

1.7.  Whatisthehighestlevel of education youhave completed? (check one)
1. OHigh School
2.0Some college
3.0Bachelor’sdegree
4.0 Some graduate or professional study
5.0 Graduate or professional degree

1.8. Yourage
(to the nearest year)

1.9. Gender:
1. O Male
2.0 Female

1.10. Doesyourcompany have a website?
1.0 Yes
2.0 No

1.11. Doyouhave Internet access at work?
1.0 Yes
2.0 No
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Please indicate how likely you would be to access the following types of
web pages while at work:

1 =Very unlikely
2 = Unlikely

3 = Likely

4 = Most Likely
5 = Very likely

Competitors’ website 1o 20 30 40 50
Government/researchwebsites 10 20 30 40 50
General interest websites 10 20 30 40 50
Suppliers’ website 1o 20 30 40 50
Customers’ website 10 20 30 40 50

Artsand Entertainmentwebsites 1 O 20 30O 40 50
Travel and Leisure websites 10 20 30 40 50

Living/Consumer websites 1o 20 30 40 50
Business/Financial websites 1o 20 30 40 50
Sports/News websites 1o 20 30 40 50

In this section you are asked to give your opinion on the following uses of
the Internet while at work:

1 = Strongly Disagree

2 = Disagree

3 = Neither Agree nor Disagree
4 = Agree

5 =Strongly Agree

I feel that using the Internet for personal searches is acceptable.
10 20 30 40 50

In my company, it seems thataccessing the Internet for personal.
searches is tolerated
10 20 30 40 50
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My company blocks access to Internet sites which it deemsinappropriate
for business use.
10 20 30 40 50

Accessing unsecure websites is a potential threat to my company’s
information system.
10 20 30 40 50

My company has incorporated virus protection software.
10 20 30 40 50

Internetaccess increases the risk of importing viruses into my
company’s system.
10 20 30 40 50

My company considers it important to provide its employees
with regular reports on their Internet usage.
10 20 30 40 50

Please provide us with information regarding the security/monitoring
methods adopted your place of work:

Does your company block access to certain Internet sites?
1.OYes 2.0No

Do you have additional passwords to access the Internet?
I.OYes 2.0No

My company regularly updates its virus protection software
1.O0Yes 2.0No

My company has clearly stated Internet usage policy
1.OYes 2.0No

My company strictly enforces its Internet policy
1.OYes 2.0No
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Chapter X

Legal Implications of
Personal Web Use
in the Workplace
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University of Durham, United Kingdom

ABSTRACT

The virtues of the Internet as a business tool have been widely extolled:
the Internet instantly makes available information that may be difficult or
time consuming to obtain by other means. However, use of the Internet in
the workplace is fraught with potential problems. This chapter examines
the legal implications of personal Web use in the workplace. Specifically,
it focuses on the legal issues which can arise for both employers and
employees when an employee uses organizational computing facilities for
non-work related activities such as surfing the Internet, sending e-mail,
chatting online, or instant messaging.
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INTRODUCTION

Therisk, both legal and otherwise, to employers of liability foremployee
misconduct is great. Apart from claimed productivity issues and issues with
security, personal Internet use in the workplace can resultin employers facing
claims that: an unsafe or hostile work environment was tolerated, along with
associated claims for sexual and racial discrimination, the sharing or selling of
confidential information, breaches of trade secrets or corporate intellectual
property, claims of defamation, spoliation of evidence, and breach of securities
law, to mention but a few.

The preciserisks of each of these liabilities requires examination in its own
right. The general law will usually apply to many crimes committed via
electronic means in the workplace. This chapter does not focus on that general
law, butrather on the law relating specifically to an employer’s right to monitor
employee personal computer use in the workplace, and the rights of employees
to limit or avoid such monitoring.

Inlight of the significant risks to which employers are exposed, it is not
surprising thatemployer monitoring of employee Internet activity is growing at
arapidrate. One study estimates that “[ flourteen million employees—just over
one-third ofthe online workforce in the United States — have their Internet or
e-mail use under continuous surveillance...[while] one-quarter of the global
online workforce” is monitored.' Such monitoring is usually justified on the
basis of property ownership: the employer owns the organization’s equipment
and networks, therefore the employer has the right to monitor any activity
occurring in this environment. This chapter examines the extent to which this
property analysis, coupled with vicarious liability issues that employers face,
outweighs an individual’s right to privacy in the United States.

SOURCES OF LAW

Employers might want to monitor and restrict employees’ access to and
use of the Web for several reasons. Some of these reasons relate to produc-
tivity, other reasons concern limiting an employer’s exposure to arange of
potential legal liabilities. However, whatever the legality of such behavior, the
use of the Web by an employee is a separate matter.

This discussion focuses not on the details for a founding of employer
accountability for employees behavior. Rather, this discussion focuses on the
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related, though distinct issue of whether an employer can monitor and control
anemployee’s use of the Web in the workplace. A corollary of this focuses on
the avenues open to an employee who objects to being monitored, or objects
to the nature or scope of monitoring to limit that monitoring.

Aswillbeseen, the law governing an employee’s personal use of the Web
inthe workplace is actually an assortment of laws. There isno overarching legal
framework that specifies what an employer can and cannot do in every
circumstance, and no overarching specification ofan employee’s legal protec-
tions.

The laws affecting an employee’s personal use of the Web in the work-
place, the right of an employer to monitor and control that use, and the ability
ofan employee to restrict that monitoring and control is a mixture of federal
constitutional law, state constitutional law, employment and labor law, federal
electronic privacy statutes, state electronic privacy statutes, federal common
law, state common law, and other miscellaneous sources. Despite this range of
sources, the law provides little limit on the monitoring and control of an
employee’s personal Web use in the workplace and consequently provides
little power to an employee to limit monitoring they are subjected to or to ease
the restrictions that are imposed upon them.

Jurisdiction

Aswithall legal issues, establishing jurisdiction is centrally importantin
determining the legal framework that applies. However, although a correct legal
basis has to be provided, as concerns employer monitoring of employees, both
federal and state laws provide largely the same treatment. The rights of
employers vis-a-vis employees are comparatively uniform.?

However, jurisdiction is important in an international context. For ex-
ample, a North American firm conducting business in the United Kingdom will
have to comply with different laws and observe different employee rights than
the same firm conducting business inits North American offices. Similarly, that
firm operating in another European Community state will have to observe
different standards than when conducting business in the United Kingdom or
when conducting business in North America.

The Constitutional Protection of Privacy
The United States constitution contains no express provision protecting
privacy. However, the Fourth Amendment to the Constitution under which:
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The right of the people to be secure in their persons, houses,
papers, and effects, against unreasonable searches and seizures,
shall not be violated ...’

does limit the acts to which citizens can be subjected. This protection is limited.
This protection of an individuals rights and liberties only applies where there is
“state action.” This may be present through action by federal, state, or local
government, or a branch thereof, however, without such an element no breach
of rights under the United States constitution can be maintained. Workers in the
public sector may thus have some protections under the constitution; however,
even these protections will be limited to what is reasonable and what has been
consented to.

The Fourth Amendment has been applied to employer monitoring. In
O’Connorv. Ortega® the Supreme Court held that a state hospital official’s
search ofthe office of a physician was unreasonable in the circumstances. The
Court stated that the propriety of the search had to be “reasonable” as judged
“under all [the] relevant circumstances.” Accepting the possibility of an
expectation of privacy in the workplace, the court further stated that this
expectation “may be reduced by virtue of actual office practices and proce-
dure, or by legitimate regulation.”® A search will be reasonable when there are
legitimate business reasons for the search that outweigh the employee’s
interests in privacy.’

What is reasonable depends on the circumstances in which the search
occurs and should be judged by the standard of reasonableness given all these
circumstances. In Ortega the Court found that Dr. Ortega had areasonable
expectation of privacy in his desk and filing cabinets, and noted that the desk
contained personal information including personal correspondence, personal
files, personal financial records, and personal gifts unconnected to the hospital.®

Despite providing wide latitude for public employers to search employees’
workspace, the protections provided in Ortega to employees appear further
limited when applied to computer monitoring. Providing notice to employees
that their computer use may be monitored, their e-mails read, and their
computers searched counteracts expectations of privacy. In United States of
Americav. Mark L. Simons,’ the Court held that a search ofa computer used
by the defendant did not violate his Fourth Amendment rights because the
defendanthad not proved a legitimate expectation of privacy in the material
searched. The employerhad apolicy clearly stating that Internet use would be
monitored and audited as deemed appropriate, including all file transfers, all
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websites visited, and all e-mail messages. According to the Court, “[t]his policy
placed employees on notice that they could not reasonably expect that their
Internetactivity would be private.” Contrast, however, the Court’s finding that
absent other evidence, Simons did have a legitimate expectation of privacy in
the office in which the computer was situated. '

Several other cases have reached the conclusion that anotice informing
employees of monitoring or other possibility of audit will preclude areasonable
expectation of privacy. For example in United States of Americav. Eric Neil
Angevin,'' it was held that a university professor had no reasonable expecta-
tion of privacy in an office computer supplied for his use by the university. The
university’s computer policy explicitly provided that the university could
inspect such computers at any time to ensure their appropriate use. In A/bert
J. Muickv. Glenayre Electronics,'* it was held that an employer could seize
and examine the contents of a laptop when the company’s computer use policy
reserved the right of the employer to inspect the laptop at any time.

Indeed, in McLaren, Jr. v. Microsoft Corp,"? it was found that accessing
anemployee’s e-mails stored in a “personal folder,” and which were protected
by apassword known only to the employee, did not violate the employee’s
rights to privacy. The court ruled that the employee had no reasonable
expectation of privacy in the stored e-mail because, before being stored in
these folders, the mail had traveled through the employer’s mail system where
itwould have been accessible to the employer. Moreover, even ifareasonable
expectation of privacy could be found, the employer’s “interest in preventing
inappropriate and unprofessional comments, or evenillegal activity, overits e-
mail system would outweigh [the employee’s] claimed privacy interest in those
communications.”

Given the highly restricted sphere provided to expectations of privacy
when computer use is involved, itis difficult to envisage situations in which
monitoring an employees computer use would be a breach of an employee’s
Fourth Amendment constitutional rights.

For private sector employees, the federal constitution provides even less
protection as the element of state action will be missing. Private employers will
only be subject to Fourth Amendment claims when acting under or in place of
federal agencies.

Numerous state constitutions contain provisions substantively similar to
the Fourth Amendment. These state constitutional provisions provide similar
wide leeway for public sector employer monitoring of employee Internet use.'*
Interestingly the California constitution extends such constitutional protection
into the private sector. '
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Statutory Protections

Aswith constitutional protections, federal statutes provide strictly limited
protection for employees seeking to restrain employers monitoring their private
Webuse in the workplace. While numerous bills providing stronger protections
foremployee privacy have been proposed, no overarching protection exists. '°
The mostrelevant federal statutes are the Electronic Communications Privacy
Act(ECPA)and the Stored Communications Act (SCA)."" Title 18 of U.S.C.
Section 2510 governs any person, including an employer, who intentionally
intercepts, endeavors to intercept, or procures any other person to intercept or
endeavor to intercept, any wire, oral, or electronic communication.

Inthe ECPA an:

.. “electronic communication” means any transfer of signs,
signals, writing, images, sounds, data, or intelligence of any
nature transmitted in whole or in part by a wire, radio,
electromagnetic, photo electronic, or photo optical system that
affects interstate or foreign commerce....

With this broad definition of electronic communication, the Acthasbeen
applied on numerous occasions to employer monitoring of employee e-mail and
Web browsing.'® However, in Steve Jackson Games, Inc. v. United States
Secret Service," the Courtruled that accessing unread e-mail messages was
notan “interception” because of lack of contemporaneity with transmission. In
Konop v. Hawaiian Airlines, Inc.,” it was found that accessing a website
without authorization does not violate this provision of the ECPA. In Konop the
Courtruled thatto violate the ECPA, the website must be acquired while in
transmission and not merely from storage. However, Title 18 of U.S.C Section
2701 governs anyone who:

...obtains, alters, or prevents authorized access to a wire or
electronic communication while it is in electronic storage.

While apparently filling gaps highlighted in Jackson and Konop, the scope
ofthe SCA hasbeen givenrestrictive interpretation. For example, in Fraserv.
Nationwide Mutual Ins. Co.,*' the Court ruled that the SCA did not apply
once an e-mail had been received—the SCA only applied to communications
in “intermediate storage” or “back-up storage.” Compare this with Konop
where the Court found that the employer had accessed a website without
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authorization and was thus in breach of the SCA. Both criminal penalties (fines
and imprisonment) and a civil action to recover damages are provided in the
event of contravention of these provisions.

While prima facie protecting employees’ Web use from employer moni-
toring, the ECPA in fact provides few restrictions for employers. The ECPA
contains three exceptions with which employers can claim authorization for
their monitoring:

* theproviderexception,
*  theordinary course of business exception, and
* theconsentexception.

The provider exception renders exempt conduct by an officer, employee,
or agent of a provider of electronic communication services which would
otherwise breach the Actifthe interception occurs during an activity necessary
to the rendition of the service or to the protection of the rights or property of
the provider.

The extent of this exception is a matter of debate.” Commentators:

...have predicted that most private employers will be exempt
from the ECPA under this exemption if they provide their
employees with e-mail service through a company-owned
system.”

What it means to be an e-mail system provider and hence within the scope
of this exception is unclear; however, an employer would clearly have to
provide more to the employee to be classed as an Internet service provider and
thus avail him/herself of the provider exception when monitoring private Web
use. Thisisamootpoint, however, as the ordinary course of business exception
and the consent exception provide broad exceptions for an employer seeking
to monitor Web use.

Among other things, the ordinary course of business exception exempts
from the operation ofthe ECPA an employer who uses a device or apparatus
to intercept an electronic communication when:

...being used by a provider of wire or electronic communication
service in the ordinary course of its business.**
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An electronic communication service is:

...any service which provides to users thereof the ability to send
or receive wire or electronic communications.”

Casesraising the ordinary course of business exception typically involve
employer monitoring of employee telephone usage. For example, in Simons v.
Southwestern Bell Telephone Co.,** the employee alleged that his conversa-
tions, including his private conversations, were being monitored. In ruling for
the employer, the Court noted that monitoring was done for quality control
purposes and to prevent use of the monitored lines for personal calls, and also
thata separate non-monitored phone line was provided for personal calls. The
court concluded that the monitoring activities were reasonable and in the
ordinary course of business, and therefore covered by the exception.

In contrast, in Watkins v. L.M. Berry & Co.,”” employees were told that
personal calls would only be monitored to the extent necessary to determine
whether a call was personal or business related. A conversation was monitored
in which the employee discussed seeking ajob elsewhere. The Court ruled that
this was a personal conversation and rejected that “in the ordinary course of
business” includes anything of interest to the employer’s business. The Court
stated that the exclusion does not apply to the interception of personal calls
except to the extent necessary to guard against unauthorized use of the
telephone or to determine whether a call is personal or business.

When applying the ordinary course of business exception, courts typically
apply either the content approach, which permits monitoring business-related
communications but not personal communications, or the context approach,
which examines an employer’s reason for monitoring to determine whether a
legitimate business justification for the monitoring exists. Here factors such as
whether the employer provided notice to the employee of the monitoring and
whether the level of monitoring was justified are both relevant.

Depending on the circumstances of the monitoring and which test is
applied, reading all e-mail, monitoring the content of e-mail, and logging Web
use may not be justified under the ordinary course of business exclusion.
However, in many cases whether an e-mail or a website is work related will be
evident from either the address of the recipient or sender of the e-mail or the
Web page. Actually reading a private e-mail may be a breach of the ECPA.
However, it would be difficult to argue that actually viewing a Web page
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address would breach the ECPA since, armed with the Web address, like any
member of the public, the employer would be free to view the page.

Whatever are the precise restrictions on the provider exception and the
ordinary course of business exception, the consent exception provides employ-
ers wide leeway under the ECPA to monitor employee Webuse. The ECPA
states that a “party to the communication” may give “prior consent” to
interception— even when other parties are unaware of the interception.

In Watkins, the Court stated that consent:

...is not to be cavalierly implied. Title IIl expresses a strong
purpose to protect individual privacy by strictly limiting the
occasion on which interception may lawfully take
place...[K[nowledge of the capability of monitoring alone cannot
be considered implied consent.”’

Similarly, in Deal v. Spears,** the employer monitored an employee’s
telephone conversations without providing any indication to the conversants
that their calls were being monitored. In ruling for the employee, the Court
stated:

[The employer] did not inform [the employee] that they were
monitoring the phone, but only told her they might do so in order
to cut down on personal calls.’’

Here, knowledge of not only the capability, but also the possibility of
monitoring was not sufficient. Contrast Simons v. Southwestern Bell Tel.
Co.,*> where the employee was aware of a general monitoring program, used
abusiness-only phone to make a personal call, and where other phones were
provided for making personal calls. In Simons the Court found that there was
consent to monitoring ofthe calls made.

These and other cases examining the consent exception indicate that for
the monitoring oftelephone conversations, implied consent will only be inferred
where there is clear prior knowledge that communications will be intercepted.

Itis therefore anomalous that the consent exception is given less substance
when the subject of monitoring is employee e-mail or employee Web use.** If
anemployee is aware that e-mail is being read by the employee and neverthe-
less continues to send e-mail, then it may be less difficult to infer that they have
consented to monitoring of sent e-mail.** However, that consent to monitoring
will be found even where an express assurance that monitoring will not be
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conducted is difficult to rationalize with cases examining consent to telephone
and other forms of workplace monitoring.

Althoughnotacase examining the consent exception inthe ECPA, Smith
v Pillsbury Co.* is widely cited and illustrates the diluted content of the
consent exception. In Smith, an employee was dismissed after management
obtained copies of e-mails sent. Although employees had to log on to the
employer’s computer system and were warned that e-mail communications
were not secure, Smith claimed that his employer had repeatedly informed
employees that e-mail would remain confidential and would not be used for the
purposes of reprimand.*® Despite such assurances, the Court found that Smith
had no expectation of privacy (and thus by sending messages over the e-mail
system consented to them being monitored) — the Court reasoned that
because the messages were accessible when they traveled over the employer’s
network, expectations of privacy could not be maintained.*” Moreover, the
Court determined that even if there was an expectation of privacy, the
employer’s legitimate need to monitor e-mail might override an employee’s
interestin privacy. This interpretation of the nature of consent not only appears
discordant with cases involving telephone monitoring, butalso with privacy law
jurisprudence whereby the mere factthata ‘public’ facility is involved does not
remove the expectation of privacy.* Similarly, itis difficult to imagine why an
employer’s business interests in monitoring e-mail outweigh an employee’s
expectation of e-mail privacy; such business interests would not outweigh the
opening and monitoring of all postal letters written on the employers premises,
inan employer-provided office atan employer-provided desk using employer-
provided ink. The interpretation in Smith of the nature and quality of an
employee’s consent to e-mail monitoring provides wide scope for operation of
the consent exception in the ECPA.

Given the wide interpretation that courts have given to events that will
negate an employee’s expectation of privacy and hence from which consent can
beinferred, itis difficult to imagine situations under which consent will not be
found. As seen in Smith even an express assurance that e-mail would not be
monitored did not negate consent to monitoring. Nor does password protecting
computer use. In a case examining consent in the context of tort, Bourke v.
Nissan Motor Corp., several employees argued that because they had to use
apassword to access their computer and their e-mail, and because they were
told to keep this password confidential, this raised areasonable expectation of
privacy. The Court disagreed, however, stating that employees knew that e-
mail was occasionally read other than by the recipient. Even without knowledge
thate-mail isread by a third party, and even password protecting an individual
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folder marked as ‘personal,” an employee may still not have a reasonable
expectation of privacy. In McLaren v. Microsoft Corp.,* another case
examining consent to torts, the employee argued that individually password
protecting a folder on his computer used to store his e-mail did give rise to an
expectation of privacy in this stored e-mail. The Court, however, disagreed,
stating that since the e-mails were transmitted over anetwork where they were
accessible to Microsoft before being placed in the password-protected folder
meant there was no reasonable expectation of privacy in those messages.

Bohachv. City of Reno* is one case examining the scope of the consent
exceptioninthe ECPA.*' In Bohach police officers alleged that by retrieving
messages sentusing their departmentally supplied pagers, their employing
police department had violated the ECPA. However, the Court found that the
department had warned users that messages would be logged and stored, and
would be available for review. As such, the Court ruled that there was no
reasonable expectation of privacy and hence that in sending the messages, the
officers had consented to them being audited.*

On the construction of consent provided in Bourke, McLaren, and
Bohach,with notice that e-mail will be monitored, there appear few circum-
stances in which there can be a reasonable expectation of privacy, and
employees appear to have little recourse to prevent monitoring. The use of
encryption on messages that are sent and received will possibly raise an
expectation of privacy in those messages. Here, there appears a clearer
acknowledgment that e-mail is publicly accessible and clear action taken to
preventsuchaccess. Itisunclear, however, how an expectation of privacy that
mightbe thus raised would be affected by a clause in the employer’s acceptable
use policy which clearly stated thatall decryption keys must be provided forany
encryption system thatis used.

Similarly, ifan employee used amodem built into their personal mobile
phoneto collect e-mail from a third-party provider or to surfthe Web, itis much
less clear that such use would be subject to employer monitoring. If an
employer-provided computer is used, then the employer could be said to face
many of the same business reasons compelling monitoring as existed when the
employers own network was used. However, the service provider and ordinary
course of business exceptions appear much less compelling. Moreover, the
employee has taken steps to remove their behavior from the employer’s
‘public’ network. A prudent employer would require the employee to consent
to monitoring of all computer use and files stored on a work computer
regardless of how they arrived on that computer. The situation is similarly
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muddied if an employee uses work resources to access a personal e-mail
account (perhaps protected by encryption). The use of a personal e-mail
account and encryption would both point towards an expectation of privacy in
the e-mail received. However, if this were the case, it would lead to the situation
where an employer could audit some of the employees’ files, but not others.
Again, a prudent employer would expressly require employees to consent to
auditing of all their files regardless of their origin.

Therise oftele-working, with its associated blurring of the private and the
workplace, raises further legal questions not yetaddressed. For example, itis
more likely that a tele-worker will use their own computer and their own
connection to the Internet (or a connection that is used both for private and
work purposes). In such situations, an employer’s justification for monitoring
isreduced. Moreover, monitoring becomes more fraught as it will be necessary
to separate any monitoring of work-related use of the computer and Internet
connection from private use by the employee or their family. Regardless of
whether or not the employer subsidizes the computer and Internet connection,
itseems reasonable to expect more privacy in this situation.

Notably, in the recent case of Randall David Fischer v. Mt. Olive
Lutheran Church et al.,” the Court refused to enter a summary judgment in
favor of an employer who had accessed the employee’s Web-based e-mail
account. Absentany evidence of an acceptable use policy or other indications
of consent that the e-mail account would be accessible to the employer, the
Courtruled that the employer had a case to answer for a violation of the SCA.

However, discounting cases such as Randall and given employee accep-
tance of an acceptable use policy, the consent exception is read so widely, and
consent given so little substance, that with sufficient notice there has been little
thatemployers have notbeen able to monitor. As Rosen asks, the question in
situations of employee consent is whether an employee canreally consentunder
conditions that are so coercive and where the balance of bargaining power is
souneven.*

Common Law

Additional to claims for breaches of constitutional rights, breaches of the
ECPA, and breaches of the SCA, monitoring of e-mail and Web usage often
raises issues under federal or state common law. Courts in almost all jurisdic-
tions recognize several causes of action addressing intrusion into the personal
privacy of individuals: unreasonable intrusion upon the seclusion of another,*
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appropriation ofthe other’s name or likeness,* unreasonable publicity given to
the other’s private life,*” and publicity that unreasonably places the otherina
false light before the public.*® Ofthese actions, unreasonable intrusion upon the
seclusion of another and unreasonable publicity given to the other’s private life
are the most relevant for present purposes.

One who intentionally intrudes, physically or otherwise, upon the solitude
or seclusion of another or his private affairs or concerns, is subject to liability
to the other forinvasion ofhis privacy, if the intrusion would be highly offensive
to areasonable person.*

To establish this tort, there must be (a) an intrusion, which is (b) highly
offensive to areasonable person. Accepting that electronic surveillance will
constitute “intrusion,” courts will look at:

...the degree of intrusion, the context, conduct and circumstances
surrounding the intrusion, as well as the intruder’s motives and
objectives, the setting into which he intrudes, and the expectations
of privacy of those whose privacy is invaded.’’

The expectation of privacy is thus central and an employer’s steps to
negate any expectation of privacy and an employee’s actions to evidence an
expectation of privacy are thus central. As with actions under the ECPA and
the SCA, acquiescence to an acceptable use policy will often do much to
remove such an expectation. Moreover, even with an expectation of privacy
established, this tort will not be established if the business reasons for
monitoring are so compelling as to outweigh the expectation.

One who gives publicity to a matter concerning the private life of another
is subject to liability to the other for invasion of his privacy if the matter
publicized is ofakind that(a) would be highly offensive to areasonable person,
and (b) is not of legitimate concern to the public.’!

The difficulty in establishing this tortis establishing both that the disclosure
was highly offensive and that it was of legitimate concern. In terms of
monitoring, both involve examination and balancing of the reasons for the
monitoring. However, this tort may be relevant to control what use is subse-
quently made of information that is located during the course of monitoring.

Acceptable Use Policies — Contracts of Employment
The rights of employers and employees in the workplace are often
determined by the terms contained in employment contracts. This is so in
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relation to the issue of personal Web use in the workplace. As between
employer and employee, the regulation of personal Web use is largely deter-
mined by the contract of employment or whatever industry agreements exist.
However, in determining the terms of such contracts, organizational Internet
policies are key, since written employment contracts do not usually make
specific reference to monitoring of personal Web use. Rather, organizational
rules regarding employee Internet use are usually stated in corporate policy
manuals. The consequence of this is that rules governing employee Internetuse
may or may not form part of an employment contract, depending on the manner
inwhich suchrules are drafted and the language used therein.

Anorganization’s policy on Internet use forms the nexus between employ-
mentand privacy law. The status of enterprise policies regarding Internet use
iswell established: an employer’s policy regarding Web use is usually binding.
There have been numerous cases where an organization’s employment policies
have been held to form part of the terms of an employee’s employment
contract.’? Consequently, the terms of a policy may bind the parties to the
contract, i.e., both the employer and the employee.* This is important in
relation to lawsuits that may be brought by disgruntled employees: a breach of
organizational policy will often go along way in proving thatan employeris not
guilty ofalleged misconduct.

This section examines the importance of giving “notice” to employees ofan
organization’s Internet policy, outlines the content that should be included ina
policy toreduce employer exposure to various types of liability, and discusses
the legal importance of enforcement of Internet use policies.

Enforceability and Notice

For an Internet use policy to apply to an employee or to form part of an
employment contract, “notice” must be given of the policy. This means that the
terms ofthe policy are communicated to an employee such that the employee
understands that they constitute, in part, the terms on which they are retained
to perform their professional duties.

When an employee has notice of an organizational employment policy,
they must ensure that their conduct in performing their job conforms to the terms
mandated by such policy, justas they are bound by terms expressly included
intheir employment contract, by statutes prohibiting illegal behavior, or by
duties thatare generally implied in an employment context, e.g., the duty to
perform duties with reasonable care, in a sober state, and without physically
harming co-workers.
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It is important to note that once an employer has given notice to an
employee of the terms of an Internet use policy, the implied consent on the part
ofthe employee that arguably flows from such notice is an important defense
to many actions that may be brought against the employer by the employee.**

Adequate notice should be given to employees of the terms of an
organization’s policy.” This can be done by circulating the policy periodically
viainternal memoranda; placing it in employee handbooks, union contracts, or
collective bargaining agreements; incorporating the policy into corporate
intranets; referring to it at meetings; or placing reminder stickers on workplace
computers. It should be noted that privacy rights advocates have argued that,
as abare minimum, a “splash screen” warning should be displayed each time
an employee starts their computer, particularly where there is ongoing continu-
ous monitoring of employee Internet use.’® When considering notice, itis inan
employer’s interests to over-communicate the contents of its Internet use
policy.

Express Versus Implied Consent

Giving employees notice of an Internet use policy is fundamental in
establishing consent of employees to review Internet use. Consent, whether
express or implied, is a defense to the various constitutional and tortious claims
that may be brought againstan employer by a disgruntled employee. Employee
consenttoreview will generally be implied from adequate notice of an Internet
use policy. Express consent, for example, where an employee signs a written
consentor acknowledgment of an Internet use policy, will afford an employer
even greater protection from potential lawsuits. To this end, an organization
should endeavor to obtain a signed acknowledgment or consent to electronic
monitoring forits staff.

Organizational Policy
Preliminary Issues

Given that Internet use policies play such a critical role in the legal
regulation of employee Web use inthe workplace, itis important to highlight the
issues that inform the drafting of such a document, the content that should be
included inapolicy to effectively limit employer exposure to various kinds of
liability, and suggest measures that should be followed when enforcing an
Internet use policy.
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The starting pointin developing and implementing an Internet use policy
should be a consideration of the objectives of the policy. An organization
should clearly identify what itis attempting to accomplish via the policy. Once
the business purpose of such a policy is defined, the content of the policy should
be informed by these purposes, and any policy implementation should be
tailored to meet them, i.e., acompany should avoid excessive or gratuitous
monitoring. A company should consider whether different levels of monitoring
will be implemented for different categories of staff.

The second step in policy drafting is to identify which categories of
personnel to monitor, and which categories of staff will perform the monitoring
function. An organization should consider whether monitoring will be carried
outby middle managers or network administrators, and whether the actions of
these monitors will be subject to review from higher management. As middle
managers are often responsible for promotion and discipline of staff, it is
prudent to “monitor the monitor” to avoid allegations of discrimination and
disparate or selective treatment. In addition, it may be that middle managers
are, in turn, subject to monitoring, if they have access to sensitive corporate
data.

An organization should also consider its capacity to implement any policy
thatis enunciated. Itis extremely important to ensure thatimplementation and
enforcement of an Internet use policy is uniformly and consistently applied
across the whole organization according to the terms of the policy. Failure to
enforce sanctions consistently can lead to claims of discrimination and unfair
treatment.

Finally, a company should seek legal advice as to whether itis necessary
to consult with unions regarding proposed monitoring activities. [t may be that
collective bargaining agreements or union contracts limit the ability of an
employer to monitor workplace Internet activity.

When drafting an Internet use policy, consider the culture of the work-
place. Although strict Internet use policies may seem initially attractive vis-a-
vis their ability to reduce the risk of employers being held responsible for
employee wrongdoing, it is important to consider whether a strict policy will
have a detrimental effect on workplace morale, productivity, and cohesion.

Content of Policy
Itis important that an organization use clear and specific language in an
Internetuse policy. The policy should inform employees that:
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a)
b)

c)

d)

2

h)

J)

k)

)

Internet use and e-mail will be monitored;

tracking software will be used to monitor Internet use and e-mail;
electronic data, including all Internet, e-mail, and instant messaging files,
are the property of the employer, not the employee;

the employee agrees that electronic data, including all Internet, e-mail, and
instant messaging files, are not private and are subjectto employer access
and review, whether in transit or in storage;

the organization’s policy applies to all electronic communications, whether
sentorreceived;

computer equipment and networks owned by the organization should not
be used for personal matters and is provided solely for work-related
use;’’

content that is offensive, obscene, profane, indecent, tortious, defama-
tory, illegal, harassing, or disruptive (including pornographic material or
material that is offensive regarding sex, gender, sexual orientation, age,
religious beliefs, political beliefs, race, or ethnic origin) should not be
created, accessed, or distributed in any way using computer equipment
and networks owned by the organization;

creating, accessing, or distributing material referred to in paragraph (g)
using computer equipment and networks owned by the organization is an
actof gross misconduct;

confidential information and trade secrets should not be externally distrib-
uted in any way using computer equipment and networks owned by the
organization without authorization;

copyrighted or streaming content material, including software, music, and
video programs, should not be downloaded from the Internet using
computer equipment and networks owned by the organization withouta
license to do so and proper organizational authorization;

the employee agrees that e-mail accounts used for work purposes may
be audited by the employer regardless of whether the e-mail service is
provided by the employer or otherwise;

the employee agrees any computer used for work purposes may be
audited by the employerregardless ofthe location of such computer and
regardless of whether the computer is provided by the employer or
otherwise;

the employee agrees to decrypt messages when required to do so by the
employer for the purposes of business audit;

passwords used inrespect of company information systems do not imply
aright to privacy and do not prohibit an employer from review of any
electronic data owned by the company;
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0) breachofthe organization’s Internet use policy should be reported to a
designated member of staffas soon as possible; and

p) breachoftheorganization’s policy will lead to disciplinary measures, up
to and including termination.

Enforcement and Other Issues

Once an Internet use policy has been drafted, it is important that it is
enforced. Firstly, itis important that an organization limits its monitoring of
personal communications to the terms of the policy and avoids excessive
surveillance that is not performed for a valid business purpose. Employers
should implement educational and training programs for management and staff
responsible for ensuring compliance with Internetuse policies. These programs
should stress the importance of vigilance in ensuring that staff members comply
with the policy and that policy violations are reported as soon as possible. It is
crucial that fair and effective procedures are established and implemented to
promptly investigate complaints regarding conduct that breaches the policy,
and remedial action should be taken, ifnecessary. Lax behavior inrelation to
monitoring or investigation of policy breaches may fuel employee allegations of
discrimination or unfair treatment.

Anorganization should control who has access to information collected as
aresult of employee monitoring and ensure that such information is dissemi-
nated strictly ona “need to know” basis. Careful consideration should be given
to what type of filtering software will be used to monitor employee Internet
access: the functionality of such software should comply with the scope of
monitoring activities disclosed to employees. Data destruction processes
should be implemented to ensure that potential Freedom of Information and
discovery claims can be effectively managed. Finally, as the law evolves, so
should an organization’s Internet use policy. A policy should be considered a
dynamic document thatisregularly reviewed for compliance with employment
and privacy laws.

CONSEQUENCES OF BREACH OF LAW

Inarecent conference on workplace surveillance, an employer represen-
tative identified the risks employers faced by unchecked employee Internetuse
asincluding the following:
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*  misuse oftime and capacity in business systems;
*  Dbusiness costs for personal usage;

*  harassmentofcolleagues or outsiders;

* introduction of pornography to the workplace;

*  impersonation or malicious altering of documents;
e transmissionofviruses;

. inadvertent formation of contracts;

*  defamation;

« failureto comply with professional obligations;

»  disclosure of commercially sensitive data;

* negligentadvicebeing given;

* lossofpatentand other trade secrets;

*  Dbreachofcopyrightand license transgression.*

Giventhe variety and significance of potential employer liability, itis little
wonder thatemployers are attempting to respond to these perceived threats of
liability. What’s also clear is that employees fired for inappropriate use of the
Internet or e-mail will likely consider suing their employers for panoply of
perceived wrongs.*’

This section examines, in relation to employers, employees, and third
parties, the consequences of breach ofthe law as itapplies to employee Internet
use in the workplace.

Asindicated above, the role of an Internet use policy is crucial inreducing
an employer’s risk of liability for employee Internet use in the workplace.
Generally, an organization that has a reasonable use policy that has been
publicized to employees and that is conscientiously policed will be in a
favorable position to defend a claim brought by an employee.

Cases of extreme misconduct, for example downloading or distributing
pornography, will be handled as cases of gross misconduct, and an employer
willusually be within their rights to terminate the employment of the responsible
individual, subject to adherence to the appropriate warning process.

Invasion of Privacy Suits

As discussed above, Constitutional rights provide a limited basis for
breach of privacy lawsuits brought by government employees.® However, the
majority of cases brought for invasion of privacy are based on the ECPA, the
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SCA, and ontortlaw,*' where an employer invades the employee’s reasonable
expectation of privacy.

Courts evaluate the circumstances of a case to decide whether the alleged
invasion of privacy is so gross as to render the employee’s conduct unaccept-
able according to the ordinary person standard. Generally, courts have decided
infavor ofemployers, even in cases where employer conduct has breached the
contents of their own Internet use policy. Smith is an example where,
notwithstanding statements that the privacy of personal e-mails would be
respected, the court held that there was no invasion of privacy. The company’s
interest in preventing inappropriate or unprofessional comments or illegal
activity outweighed any possible employee privacy interest.

Toproveaninvasion of privacy claim, the burdenis on the plaintiffto prove
thatalegitimate expectation of privacy exists.? The Internet policy canillustrate
thatno legitimate expectation of privacy exists because the terms of the policy
explicitly state that employee Internet and e-mail use in the workplace is not
private and is subject to monitoring.

Breach of Federal Wiretap Laws

Breach ofthe ECPA canresultinsignificant civil and criminal penalties for
unlawfully intercepting electronic communications.® The scope of the Act
covers only “real-time” interceptions of electronic communications —it does
not prohibit access of electronic communications in storage.

Although alarge proportion of employer monitoring of employee Internet
activity will occur inrelation to stored files, this will not always be the case.
Employers should be aware thatreal-time monitoring will, in all likelihood, be
subject to the provisions of the ECPA. Thus, in the absence of consent to
monitoring, software monitoring tools that offer real-time alerting of proscribed
activity or dynamically block access to prohibited sites carry a greater risk of
falling foul of the ECPA than do software thatreview activity logs at the end of
eachday. This should be borne in mind when considering the software solution
that will be implemented to enforce an Internetuse policy.

As previously noted, monitoring carried out for a legitimate business
purpose or where an employee has given express or implied consent will not
breach the provisions of the Act. Notifying employees of the contents of an
Internetuse policy has been held to constitute implied consent to employer
monitoring.
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Breach of Electronic Communications Privacy Act 1986

The SCA augments the ECPA by prohibiting the access of electronic
communications instorage. As indicated above, the service provider exception
allows an employerto access all electronic files stored on systems provided by
the employer. Even greater employer protection can, however, be found in the
ubiquitous “consent” exception: as long as an employer can show employee
implied or express consent, they are free to access and review Internet and e-
mail files. Implied employee consent to access and review of Internet and e-mail
files has been found where an employer informs staff that monitoring will
occur.®

Harassment, Discrimination, and Hostile Work

Environments

Employee electronic communications are commonly used as evidence to
substantiate allegations of harassment and discrimination in the workplace. In
particular, electronic communications are used to support claims that an
employer tolerates a “climate conducive to a hostile environment.” Notwith-
standing, employers should remember that an effectively enforced Internet
policy will resultin offensive material being brought to their attention promptly.
This ensures that the employer can:

a) reducethelikelihood ofbeing held to be negligentin allowing harassing or
discriminatory acts to occur routinely and pervasively;

b) showtheyacted swiftly and legitimately to remedy any offensive behavior
by a worker; and

c) provethattheyhad acomplaints and investigatory procedure by which to
address the affected employee’s concerns.

These are extremely persuasive in illustrating that an employer did not
foster ahostile work environment, took reasonable steps to ensure that such an
environmentdidnotevolve, and attempted to minimize detriment to the affected
employee.

It should also be noted that courts look for patterns of behavior to
conclude thatahostile work environment exists—a single offensive e-mail will
usually be insufficient. However, a history of unchecked Internet abuse or
recurring circulation of offensive material has been held to suffice in establishing
anemployee’s claim of harassment or discrimination.
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Atapractical level, itis important that organizations carefully consider the
software that they use to monitor employee Internet activity. Software that
allows staffto view the Internet activities of their coworkers® may prove risky
inthatitacts as a content publication system within the organization. Unless
properly policed, it may be that the organization is routinely responsible for
publishing offensive material. This conduct can be used to support a hostile
work environment claim.

Public Disclosure: Freedom of Information and

Discovery

Both employers and employees should be aware of the fact that Internet
abuse carries withitnot only the risk of legal liability, butalso the possibility that
any wrongdoing may be made public. Under Freedom of Information legisla-
tion and the procedural rules of court governing discovery,*” an employer can
be forced to hand over electronic data that may be extremely personal in nature
or cause severe embarrassment.

Electronic communications are considered to be “documents” according
torules of process. Asaresult, such documents are discoverable ifrequested
by a party to a proceeding. “By tracking and storing a detailed audit trail of
employee activities, organizations may be inadvertently stockpiling large amounts
of potential evidence that could be used against them in future litigation.”* A
dataretention policy can be useful in limiting information thatis available to be
produced pursuant to discovery, and can also ensure that the amount of data
that must be reviewed in order to comply with any request for discovery is
manageable. It should also be noted that information thatis “deleted” might
often be recoverable.® Itis therefore prudent to engage in systematic “perma-
nentretirement” of electronic data.”

Under the federal Freedom of Information Actand similar state legislation,
any third party’! can obtain the disclosure of public sector employees’ personal
Internet and e-mail files. This is because the Internet and e-mail files of
government employees fall within the definition of “public records.” This
situation can be contrasted with that of employees in the private sector, who are
notsubject to Freedom of Information legislation.

Itis important to note that some states have an exception to disclosure if
records contain personal information. However, in states where there is a
personal information exception, disclosure may still be required if there is a
valid public interest in the contents of employee records. Furthermore, many
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state open-records statutes do not contain a personal information exception. If
an exception to disclosure cannot be proved by a government employee, they
will be hard pressed to avoid public disclosure of Internet or e-mail files,
notwithstanding that such files may be extremely personal in nature and highly
embarrassing.

Caution: You Can Be Too Careful

Employers should note that any perceived breach of corporate policy
regarding Internet use should be approached in a reasonable and balanced
manner. There have been a number of cases, for example sending sexually
suggestive e-mail to a consenting coworker or “inadvertently” accessing
pornographic sites, where employees have been awarded significant damages
or have obtained sizeable settlements for discrimination or unfair dismissal.
When managing the sensitive area of Internet misuse, caution is advocated.

INTERNATIONAL COMPARISON

Multinational employers or employers that transact with organizations
outside the United States should be aware of privacy and data protection laws
that operate in foreign jurisdictions.

European employers are bound by strict data protection laws’ that govern
the collection, storage, and transfer of workers’ personal information. “These
protections place employees on amore equal footing while allowing employers
to monitor for legitimate reasons.””

Ofnote, in the United Kingdom, the Human Rights Act 1998 guarantees
employee privacy. However, due to employer lobbying, this Act was modified
by the enactment of the Regulation of Investigatory Powers Act 2000, which
allows employers to monitor employee electronic communications for the
purpose of establishing the existence of facts or to ascertain compliance with
regulatory or self-regulatory practices and procedures. Under this Act, em-
ployees mustbe informed that monitoring is taking place. In addition, the Data
Protection Act 1998 defines standards that apply in handling collected infor-
mation and how such information should be stored.

In 2000, Australia introduced the Privacy Act 2000, a “light touch”
regulatory framework that covers both public and private sectors. However,
this Actexpressly excludes employee records from its scope.
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In 1996, the International Labor Organization (ILO) published a three-
volume work, entitled the “Conditions of Work Digest.” The Digest contains a
code of practice on the protection of workers’ personal data that states that
workers’ data should be collected and used according to Fair Information
Practices.” Similarly, the OECD has published guidelines regarding employee
personal data based on Fair Information Practices.”

Finally, many international jurisdictions differ from the United States in that
they have created an office of the Privacy Commissioner. For example, several
European countries, Canadian, Australia,”® New Zealand,”” Japan, and Hong
Konghave established this office oran equivalent.

CONCLUSION

Giventhe history of workplace privacy jurisprudence in the United States,
the wide freedom which employers are given to monitor employees and the
converse sparsity of avenues of recourse to employees subjected to monitoring
is surprising. Neither the federal Constitution, nor state constitutions provide
substantial protection to employees from employer monitoring of their Internet
activities. Federal and state statutes regulating employer monitoring of em-
ployee Internet usage and relevant tort law are similarly permissive towards
monitoring. Courts regard monitoring as acceptable when consented to by an
employee, and Courts have read the requirement for consent so insubstantially
as torender the consent requirement near negligible. Nevertheless, prudent
employers will reduce the risk of potential problems with their monitoring
activities through adoption of an acceptable Internet use policy and the
promulgation of such policy through their organization. Given that monitoring
can extend beyond the individual employee and can cover other businesses
which an employer retains, the need for such policy heightened.”

The legal treatment of monitoring of employee Internet usage in the
workplace is all the more surprising given the protection afforded to employee
offices and desks, and to the respect for privacy evidenced in restrictions on
the monitoring of employee telephone calls. Atatime when e-mail is becoming
aubiquitous form of communication, itis questionable whether this inconsis-
tency in treatmentis justifiable. However, in a political and legal environment
inthe United States which has given birth to the USA PATRIOT Act80 with
the broad surveillance powers that is establishes and the atmosphere of
surveillance it evidences, it is questionable whether employees will see im-
provement in their situation in the near future.
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actions could have been great.

Uniting and Strengthening America by Providing Appropriate Tools
Required to Intercept and Obstruct Terrorism (USA PATRIOT ACT)
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Chapter XI

A Psychoanalytic
Perspective of
Internet Abuse

Feng-Yang Kuo
National Sun Yat-Sen University, Taiwan

ABSTRACT

In this chapter I discuss Internet abuse from a psychoanalytic perspective.
Internet abuse refers to the misuse of the Internet that leads to deterioration
of both public and individual welfares. While past research has treated
most computer abuse as the result of conscious decisions, the school of
psychoanalysis provides insight into how the unconscious mind may
influence one’s abusive conduct. Therefore, [ argue that effective resolution
of Internet abuse requires the knowledge of the unconscious mind.
Although modern knowledge of this domain is still limited, I believe that
this orientation is beneficiary to the construction of social systems
embedding the Internet and their application to our work.
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INTRODUCTION

Today, we live in a wired society where information technologies have
permeated every part of our lives. While we have cherished this achievement,
we are also becoming increasingly vulnerable to various forms of computer
abuse that infringe upon our basic rights of freedom of speech, privacy,
properties, etc. To the professional IT managers in Taiwan, this abuse seems
especially troublesome because of the Internet’s huge popularity and its
negative image portrayed by Taiwanese’ public media. Indeed, the sorts of
abuse that are seen in the newspapers almost daily are no longer matters like
flaming and defamation, which we may call “Internet abuse in the small.”
Instead, the abuse is much broader in scope socially — gang fighting, broken
families, wholesale piracy, and even murders, which we shall call “Internet
abuseinthe large.” Should the company be held liable to those abuses, be they
large or small, when employees utilizing the company’s computing resources to
commit them? To the IT professional managers, curbing Internet abuse
becomes anew challenge because they are no longer dealing with problems that
they can address with isolated intra-company policies. Rather, Internet abuse
inthe workplace is intricately linked to the world outside the company. The
sources of the abuse are societal and the challenge to understand them seems
insurmountable.

Taiwan is rather unique in the adoption of the Internet. Its number of
Internet users has grown from 400,000 in 1996 to an estimated six million by
the end 0£2000, according to statistics released by Taiwan’s semi-official
Institute of Information Industry (II1, 2001). Over half of this Internet popula-
tionare 30 years or younger, while another quarter belongs to the 30-something
group. Almost two-thirds are college educated or equivalent, and over half
access the Internet daily. One would think that such a population profile points
to a healthy picture of Internet usage. Yet, according to YAM (http://
www.yam.com), the civil watchdog of Taiwan’s Internet, the most popular
websites in 2000 are consistently services in which illegal transactions of sex,
computer software, movies, and drugs are likely to be conducted. Further-
more, in the year 2000, more than 90% of news pertaining to the Internet
reported in the public media was negative, such as wholesale software piracy,
sex trades, broken families, and gang fighting.

The Internet has been portrayed as the core engine empowering us to a
state of the ultimate democracy and the friction-free (transaction cost-free)
market. Butin Taiwan, while none of these virtues are in sight, the society is
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seemingly already paying a price for this technology. Is this only a temporary
butnecessary step before transition into a better future? Or is the future already
here? Or is information technology, however powerful it might be, only aslave
ofthe culture in which itis implemented?

These are difficult questions to answer. They are difficult because the
Internetisitselfan evolvingtechnology. They are difficultalso because we don’t
seemto be equipped with adequate knowledge to study it. Pastresearch of the
Internet has been based on theories of rationalistic tradition and has focused
mainly on the possible positive contributions. Yet, asrevealed above, many
Internet abuses, especially those in the large, are beyond the power of
rationalistic theories to explain. Thus, this chapter attempts to evaluate Internet
abuse from a psychoanalytical perspective. In the following, two important
theories of psychoanalysis, Freud’s structural model and Sullivan’s interper-
sonal integration, are discussed. A case study of a class of professional IT
managers is then presented, and the implications of this case study are
discussed, followed by the conclusion.

THE THEORIES OF FREUD AND SULLIVAN

How could the concepts of psychoanalysis, already a century-old and
somewhat out of fashion, be related to one of the most advanced achievements
of modern mankind, information technology, and its application to our human
society? The possible linkage is the human mind, notably the “abusive”
conducts resulted from the unconscious, dysfunctional mind that contains an
unpleasant past memory. Freud was best known for his work on psychologi-
cally disturbed patients, who were physically fitand yet exhibited hysterical
symptoms. (For instance, the patient’s hand or legs were fine but could not
write or walk.) In studying these patients, Freud came to many startling
conclusions concerning neurosis. First, the problems were not in the flesh but
inthe mind. Freud believed that the mind had in itselfan unconscious component
that constituted an indispensable part of the mental life. Next, Freud reasoned,
the mind was an apparatus for discharging stimuli thatimpinged on it. Central
among the stimuli were the instinctual drives of sexuality and aggression.
Furthermore, the charged experiences in early life, particularly if they were
repressed, mightresultin serious psychic pathology in later life. Finally, Freud
developed the structural model of the mind (see Figure 1) comprising three
agencies: id, ego, and superego. The id contained the raw, unstructured,
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Figure 1. Freud’s Structural Model

Function Principle Structure Level Thinking
Process
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Judgment Judgment
Superego A preconscious
Problem S S — Sec.on.dary
. Principle of Thinking
Solving
Reality Process
___.unconscious
Primary
Sexual Drive Thinking
Process
A ] Principle of
g.gresswe Pleasure
Drive

impulsive energies. The ego regulated the mind so that the primitive impulses of
the id could be controlled. In the superego was a set of moral values and self-
critical attitudes. Furthermore, influenced by Darwinian metaphors of his day,
Freud hypothesized that humankind was still evolving and torn by a fundamental
riftbetween bestial motives and civilized conducts. Thus, people were driven
to satisty the id, which led to pleasure, and yet, in order to be acceptable
socially, they mustalso conceal from themselves these purely hedonic motives.
The human mind was therefore full of conflicts that are unknown to the mind
itself. With the aid of social guidance that is implanted into the superego, the ego
canthenrepress and regulate the primitive impulses of the id. Abusive conducts
might occur when the delicate working of one’s id, ego, and superego is out of
order.

Interms of Internet abuse, misconducts take place most often at the time
when people are dis-inhibited or de-individuated. Itappears that thisis also the
time thatpeople’s superego is resting. Accordingly, could the abusive conducts
be the work of the id where one’s instinctual impulses reside and are ready to
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come out once the superego is absent? The answers would have great
implications to how Internet abuses can be approached and resolved.

Freud proposed his theories almost a century ago. Since then, the school
of psychoanalysis has gone through alot of changes. Many neo-Freudians have
revised the model of mind. One revision by Harry Sullivan is fundamental and
isparticularly relevantto societal abuses of the Internet in Taiwan. Unlike Freud
who sees the selfas isolated from the world and the mind as the captive of the
primitive impulses, Sullivan sees people as fundamentally social and the mind
as generated in interactions among individuals. This is aradical departure from
Freud’s original formulation. People have basic needs of integration with
others. Satisfying these needs produces pleasure, while the lacking leads to
anxiety. People therefore are driven away from anxiety-increasing activities
toward pleasure-increasing ones. Finally, the relative enduring patterns of
recurrent situations in which one finds pleasure or suffers anxiety will shape the
development ofhis or her self system. Personality defined this way isno longer
some innate predisposition, but the product of the history of one’s interactions
with others. Thus, abusive conducts can occur when the environment is deemed
as anxiety laden. Accordingly, curbing abuses will require much more than
designing reward/penalty incentives directed at individuals.

As discussed earlier, in Taiwan almost half of the top 10 websites are
consistently chat sites, and over half of the user population are rather young.
Why are these young folks so attracted to these sites? Can their interpersonal
life in the physical world be so dissatisfying that the Internet chat sites become
asafe heaven? This possibility that in Taiwan this “abuse in the large” could be
attributed to cultural practices of the physical world is somewhat speculative,
but not entirely unfounded. In this Confucian society, academic excellence
often means a hardworking child studying in isolation. The interpersonal life
outside family is discouraged, ifnot penalized. Can the lack of social integration
arouse anxiety and lead to the sort of Internet abuse in Taiwan? The profes-
sional IT managers are now at a loss. The problem is too complex to be
analyzed.

Inacourse entitled “Information and Society,” a group of students set out
to discover answers to these questions. They were not young college students,
but professional managers holding mid- to high-level positions in charge of
implementing information technologies in their respective companies. Rather
than trying to turn them into knowledgeable psychologists and sociologists, the
instructor handed out an assignment: get in those popular sites and practice
what the youngsters do. The professionals were asked to assume a much
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younger Internet identity. Furthermore, they must disguise themselves as the
opposite sex, i.e., men must disguise as women so that they (who are old men)
could learn about what young men do in those Internet chat services, and vice
versa. They were asked to record and reflect on their experience upon which
their classmates would also conduct a collaborative interpretation. This ap-
proach was an implementation of the ethnography for learning from history
(Kleiner & Roth, 1997). As it turned out, the assignment was a much more
difficult mission than originally expected.

THE MISSION IMPOSSIBLE

The group of IT professionals, averaging about 40 years old, encountered
severe difficulty from the very beginning. The two oldest, already in their fifties,
decided to be 41-year-old women. To them, the age of41 is “already young
enough,” despite they have learned that most Taiwanese Internet users were in
their teens and twenties. Later, these two, along with many others who were
male, feared and refused to assume a female identity. The female professionals,
onthe other hand, had similar trouble assuming the male identity. There were
more challenges afterwards: they could not speak the lingo of the young and
therefore found few people to chat with. They ventured into different websites,
some of which were known for their sexual orientation, without much success.
Finally after many attempts (and hours), some were able to enter dialogs
successfully. And what they discovered was shocking to them. Confirming to
the stereotypical image portrayed in the public, there were indeed some very
abusive behaviors, which, in Freud’s terms, appear to be the work of the
impulsively primitiveid. For example, one encountered a situation in which he
(who assumed a female Internet identity) was asked to have cyber-intercourse.
But many other times, the youngsters at the other end of the chat were only
seeking integrating relations, as Sullivan would have envisioned. The worst
abuse by these youngsters themselves might be that they spent way too much
time in Internet chat.

However, the fact that Internet becomes a safe heaven for the young has
important implications to the “abuse in the large.” For one, their social well-
being may decrease (Mitchell & Black, 1995). This reduction in social well-
being may in turn affect the physical life of these people, i.e., losing interest in
school or in work. Also, many like to bring their Internet discoveries (e.g.,
pornographic, hatred materials, etc.) to share with their colleagues and friends

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



A Psychoanalytic Perspective of Internet Abuse 223

inside the company or school. This, however, weakens the defense of the
company/school, and the potential for moral hazards increases. Finally, their
lack of social experience makes them susceptible to criminal acts. The
possibility that criminals are lurking around the Internet is nothing new. False
advertising is virtually impossible to prevent, and criminals can certainly
disguise themselves easily.

Through the assignment, the I'T professional managers start to understand
that Internet abuse in the workplace is inseparable from the entire ecology of
the Internetitself. However, the real surprising discovery for the I'T profession-
alsisnotabout the Internet abuse, but about their own unconscious mind. For
example, consider the two oldest male managers who chose to assume the
identities of41-year-old women. When asked the reasons behind their choice,
they explained that only lonely mid-aged women would become a frequent
visitor of those chatsites, and they had to be “bad” (i.e., acting seductively) for
any man to talk to them on the Internet. Unconsciously, their actions revealed
several implicitbeliefs thatare held commonly by many Taiwanese men of their
age. First, the Internetis bad, full of sexual and pornographic materials. Next,
“normal” women (i.e., “good women”) have no use for the Internet. Third,
divorced women in their thirties and forties are lonely and vulnerable and likely
tobecome Internet users. Finally, these women mustbehave in a seductive way
for any man to be interested in talking to them.

These negative stereotype beliefs about both the Internet and women are
not manufactured by any individual, but are embedded in cultural practices that
have existed for a long time. These beliefs, like Brown and Duguid (2000)
suggested, are typically undetectable unless there is a breakdown in carrying
outactions intended by these beliefs. And indeed, the two professionals would
not have admitted to their biases unless their attempts to socialize themselves
inthe Internet failed. (They failed in the sense that they were not successful in
entering a dialog.) The words of the prominent organizational sociologist, Karl
Weick, “How can I know what I think until I see what I say, ” seem to echo
(Weick, 1979). They now see what they have done and realized that, in a
Freudian sense, they were unconscious of these beliefs that are deeply buried
intheir mind. Itis those beliefs that drive their actions, despite taking courses
that teach all the positive applications of the Internet. Furthermore, both have
the first-hand knowledge of women who use the Internet: their daughters, in
their twenties, have used it often. They should have known better (about both
the Internet and female Internet users), but in reality they didn’t.
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Finally, according to Freud and many later Neo-Freudians, people’s
behavior is fundamentally couched in the pleasure principle. Thus, satisfying the
id’s primitive impulses produces pleasure; sometimes people may even seek
pleasure to the extent that they become despondent in other aspects of life.
Those professional managers’ experience seems to suggest that the Internet
may indeed be a vehicle for satisfying the need for interpersonal integration, as
implied by Sullivan’s interpersonal field theory. But there is a subtle, though
important difference: this satisfaction is more from the person’s own imagina-
tion than the real-world socialization. One’s imagination, of course, is highly
error prone. Thus, befriending on the Internet is like opening the floodgate for
hazards, since there is infinite possibility of fidelity that the Internet could
provide. Could this lead to abuse or even addiction?

Evenmore questions linger. Where do the stereotype beliefs come from?
Isittrue that people are more or less unconscious of these deep beliefs behind
their abusive acts when they are de-inhibited or de-individuated? In those
isolated situations, if people may act abusively without knowing that their
unconscious mind is the culprit, what can the management do to successfully
preventabusive conducts? If people can act against their knowledge (as these
two oldest professionals have done), what sort of education can be effective to
change the unconscious mind? For those I'T professionals, there seemed to be
anunlimited number of questions emerging after this assignment.

SCHOOLING THE UNCONSCIOUS MIND:
FROM PSYCHOANALYSIS TO COGNITION

Ifthe origin of “abuse in the large” can be traced to the unconscious mind
and its surrounding culture, how canitbe schooled? The answer to this question
is no doubt of great interest to both ethical theoreticians and practitioners.
According to the framework laid out by Freud and neo-Freudians, the
emotional life of the young child is critical and the remedy resides in the opening
up of the unconscious’s unpleasant memory. The IT professionals would have
no use for thisadvice since they have no proper training to conduct psychiatric
treatment, which would also be too expensive for the company to afford.
Fortunately, modern scholars of cognitive psychology have worked on this
issue so that we now have some clues on the approaches to schooling the
unconscious mind.
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Howard Gardner is one of these scholars who have important insight into
this matter. Trained in both the Freudian school and the modern cognitive
tradition, the prominent Harvard professor of educational psychology has
invented the term “unschooled mind,” referring to the set of cognitive capacities
that one acquires before the age of five. Gardner’s research discovers that,
before the time of schooling, a person already holds firmly many beliefs about
the nature of the world as well as conceptions about people, family, and society.
These “unschooled” beliefs and conceptions would become very difficult to be
updated by formal schooling. “...Innearly every student there is a five-year-
old “unschooled” mind struggling to get outand express itself”” (Gardner, 1991,
p. 6). Exceptin fields in which a person becomes an expert, the educated mind,
which s filled with various sorts of declarative knowledge that one learns in the
school or from books, is losing out to the unschooled one. This view that the
human mind may be unschooled has also been observed in business practices,
in which “young or old, female or male, minority or majority, wealthy or poor,
well-educated or poorly-educated” are all engaged in “Model-I theories in
use” thatare inconsistent with their declarative beliefs (Argyris, 1990, p. 13).
Simply put, inthe workplace, persons often say one thing (beliefs that they learn
formally) while doing another (in accord with their unschooled theories), and
they are not aware of this inconsistency.

Thisunschooled-ness of our mind has challenged researchers investigating
human practical use of information technology in the most fundamental way.
For ethics researchers, no quick fix is in sight. But the works of Susan
Harrington (1996) and Banerjee etal. (1998) reveal aclue: both demonstrate
the importance of the organizational context in which the ethical conduct s
taken. For instance, people tend to act ethically in a caring environment. Note
that this context interacts with the self system in areciprocal way. Bandura
(1991),inalandmark paper titled, “Social Cognitive Theory of Moral Thought
and Action,” has elaborated on this reciprocality. Briefly, transgressive con-
ductisregulated by both social sanction and internalized self-sanction that
operate concurrently and anticipatorily. In control arising from social sanctions,
peoplerefrain from transgressing because they anticipate that such conduct will
bring them social censure and other adverse consequences. In self-reactive
control, they behave pro-socially out of self-satisfaction and self-respect, and
they refrain from transgressing because such conduct will give rise to self-
reproof (Bandura, 1991). The stronger the perceived self-regulatory efficacy,
the more perseverant people are in their self-controlling efforts and the greater
istheir success inresisting social pressures to behave in ways that violate their
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standards. Conversely, a low sense of self-regulatory efficacy increases
vulnerability to social pressures for transgressive conduct (Bandura, 1991).

Forthe management to successfully deal with abuses, both large and small,
one important task therefore is to ensure a caring and democratic climate
favorable to pro-social conducts. In Freudian terms, the strength of one’s ego
(thatregulates the primitive id impulses) is stronger in such environments than
inones thatare selfish and authoritarian. People do seek social approval of their
conducts, and a healthy network of interpersonal relations will reduce the
possibility that one runs wild in the Internet to seek some imaginary substitute.
Butacaring climate is notenough, since in de-inhabitation and de-individuation
one cannever know ifthe id can be regulated atall. Using Gardner’s terms, a
fundamental change of the unschooled beliefs requires “Christopherian en-
counters,” in which one must confront his or her own misconceptions. Or
according to Argyris, one must practice the double-loop learning in which one’s
value systems must be surfaced and challenged. Or as Karl Weick suggests,
one can only know what one thinks until he or she sees what he or she says. The
earlier example of the two IT professionals demonstrates this practice: they
only discover their misconceptions about both the Internet and women after
they see what they have done.

In corporate life, however, the practice of self-monitoring and self-
reflection may be discouraged. This is not because ethics is not important, but
because ethics is not built into the way in which the work and the organization
are structured. The division of work, the focus on efficiency, and the demand
for immediate return have created “invisible individuals” who are neither
knowledgeable of, nor sensitive to their respective ethical responsibility. Weick
(1979) correctly points out that, in organizations, people act “thinkingly” by
“sensemaking.” Butacting thinkingly can be unschooled, i.e., based on stereo-
type misconceptions, unless one is constantly engaged in retrospective reflec-
tion. Life in modern business is likely to be so hectic that it does not permit
elaborate consideration. The invention and adoption of information technology
so far has only worsened this trend. Furthermore, even if people become aware
of ethical conflicts, they may choose explaining away the noise rather than
conducting their own “Christopherian encounters.” Indeed, admitting one’s
own deficiency may be discouraged by cultural factors, which, for example,
may value seniority or face saving more than self-discovery. Thus, unless
motivated and given adequate resources, knowing by acting may only reinforce
what we already know, leading to “skilled unawareness and incompetence”
(Argyris, 1990).
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Asaconsequence, to safeguard workplaces from Internet abuses, both
large and small, requires us to rethink the entire design of work and organiza-
tions. The Internetis such atechnology thatitis easily integrated into every part
of our work and can connect us to the outside world. Thus, metaphorically
speaking, it has the potential of connecting all of our minds: the id, ego, and
superego. The Internet is therefore a sword of double edges and can both
enhance and endanger our work. Yet, the industrial model and the materialism
worldview still dominate our thinking when we apply this technology to the
design of work and organizations. We are told the 6-D vision of info-eccentrics
(Brown & Duguid, 2000): ift human society consisted of a network of mecha-
nistic minds, the world would be de-massified, decentralized, de-nationalized,
de-specialized, dis-intermediated, and disaggregated. We pay attention to only
the revenue growth of electronic commerce, the saving from reengineering, and
the profitability of a certain dot-com. When we address work and ethics, we
ignore the complexity of the mind and treat humans as if they are all utilitarian
creatures. Butasrevealed by the evidence of Internet abuse in Taiwan, this
industrial and material approach is far from adequate to guide the application
of'the Internet. IT professionals must now conduct their own “Christopherian
encounter’ to discover a way to design our work so that the pursuit of profitand
the practice of sound ethics can both be attained.

Finally, the “Christopherian encounters” are needed not only for work but
also for the entire society as well. Our minds, as demonstrated by both classical
Freudians and modern developmental psychologists, are malleable to cultural
practices and especially so when the age is young. In the meantime, the current
trend of Internetadoption indicates that the Internet will be integrated into every
partofourlife. Certainly this may change our society fundamentally, buthow?
While the info-eccentrics have paid little attention to this issue, we should be
aware of the grave consequence if we make some irrecoverable mistakes in
making the adoption decisions for families, workplaces, and various cultures.
Schooling the mind, especially atthe early life of people, is more important than
ever. [tisnot only scary, butalso potentially destructive to human future ifthe
Internetis occupied by alot of unschooled minds that are filled with unpleasant
pastmemories and misconceived theories of the world.

CONCLUSION

In this chapter  approach the issues pertaining to Internet abuse from a
psychoanalytic perspective. To effectively confront Internet abuse,  argue,
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requires the knowledge of the unconscious mind. Although modern knowledge
oftheunconsciousnessis still limited, I believe that this orientation is beneficiary
to the construction of IT-laden social systems. The Internet can be a virtual
world for the ids to endanger one another, or it can be a place for self-discovery
that eradicates stereotype misconceptions. The outcome depends on how we
view human nature and how we design work around the Internet.

This orientation also calls for new perspectives to managing human
resources in modern tech-ridden companies. First, while it is important for
employees to be efficient in Internet-related skills, their education must go
beyond simple skill training to include courses on social responsibilities and
individual psychological well-being. Also, the design of work mustnotignore
the importance of social interactions in the physical world. Today’s design of
information systems has mainly neglected the issue of social presence, which
can be enhanced through office layout and interface design. As Brown and
Duguid (2000) point outin their work, “virtual work™ may not succeed, or may
evenbe dysfunctional, unless socialization is an integral part of the work design.
Finally, considering that social sanctions are especially important in curtailing
one’s primitive impulses in committing Internet abuse, companies must invest
in creating and sustaining a healthy mutual-caring culture. In doing so, our goal
must be to broaden our perspective to address both individuating and social
issues, and to regulate both conscious and unconscious conducts. We may then
be ready to confront both “abuse in the small” and “abuse in the large”
effectively.
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Chapter XII

Internet Abuse and
Addiction in the Workplace:
Issues and Concerns
for Employers

Mark Griffiths
Nottingham Trent University, UK

ABSTRACT

The Internet as a communication medium has become an increasing part
of many people’s day-to-day working lives. As with the introduction of
other mass communication technologies, issues surrounding use, abuse,
and addiction have surfaced. For instance, according to a recent report
carried out by the company SurfControl (Snoddy, 2000), office workers
who while away one hour a day at work on various non-work activities
(e.g., trading shares, booking holidays, shopping online, etc.) could be
costing businesses as much as $35 million a year. The survey found that
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59% of office Internet use was not work related and that those who traded
in shares, played sports, shopped, and booked holidays cost companies the
most. It is clear from research such as this that Internet abuse is a serious
cause for concern— particularly to employers. This chapter has a number
of objectives. It will first introduce readers to the concept of Internet
addiction, before going on to look at the wider issue of Internet abuse in
the workplace. Generic types of Internet abuse will be described, in
addition to further examination of the reasons why Internet abuse occurs.
The chapter ends with an overview of three very specific types of Internet
abuse (i.e., online pornography, sexually related Internet crime, and
online gambling), that will be of concern to employers, before concluding
with some guidelines and recommendations for employers and human
resources departments.

INTERNET ADDICTION:
A BRIEF OVERVIEW

There have been a growing number of reports in the popular press about
excessive use of the Internet under the guise of “Internet addiction,” “Internet
Addiction Disorder” (IAD), and “Internet Addiction Syndrome” (IAS) (Griffiths,
2000a). For many people, the concept of Internet addiction seems far-fetched,
particularly iftheir concepts and definitions of addiction involve the taking of
drugs. Despite the predominance of drug-based definitions of addiction, there
isnow a growing movement which views anumber of behaviors as potentially
addictive including those which do not involve the ingestion ofa psychoactive
drug (e.g., gambling, computer game playing, exercise, sex, and now the
Internet) (Griffiths, 1996a).

Research has suggested that social pathologies are beginning to surface in
cyberspace. These have been termed “technological addictions” (Griffiths,
1995, 1996b) and have been operationally defined as non-chemical (behav-
ioral) addictions which involve excessive human-machine interaction. They can
thus be viewed as a subset of behavioral addictions (Marks, 1990) and feature
core components ofaddiction (Brown, 1993; Griffiths, 1996a),1.e., salience,
mood modification, tolerance, withdrawal, conflict,and relapse. Young (1999)
claims Internetaddiction is abroad term that covers a wide variety of behaviors
and impulse control problems. This is categorized by five specific subtypes :
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1) Cybersexual addiction: compulsive use of adult websites for cybersex
and cyberporn.

2)  Cyber-relationship addiction: over-involvement in online relationships.

3) Netcompulsions: obsessive online gambling, shopping, or day-trading.

4)  Information overload: compulsive Web surfing or database searches.

5) Computer addiction: obsessive computer game playing (e.g., Doom,
Mpyst, Solitaire, etc.).

Inreply to Young, Griffiths (1999a,2000a) has argued that many of these
excessive users are not “Internetaddicts,” but justuse the Internet excessively
asamedium to fuel other addictions. Put very simply, a gambling addictora
computer game addict who engages in their chosen behavior online is not
addicted to the Internet. The Internet is just the place where they engage in the
behavior. However, in contrast to this, there are case study reports of
individuals who appear to be addicted to the Internet itself (e.g., Young, 1996;
Griffiths, 1996b, 2000b). These are usually people who use Internet chat
rooms or play fantasy role-playing games — activities that they would not
engage in except on the Internet itself. These individuals to some extent are
engaged in text-based virtual realities and take on other social personas and
social identities as a way of making themselves feel good about themselves.

Inthese cases, the Internet may provide an alternative reality to the user
and allow them feelings of immersion and anonymity that may lead to an altered
state of consciousness. This initself may be highly psychologically and/or
physiologically rewarding. Furthermore, as with other addictions, the activity
can totally take over their life and cause many health-related problems,
including both traditional withdrawal-type symptoms (e.g., moodiness, irrita-
bility, nausea, stomach cramps, etc.) and anxiety disorders, depression, and
insomnia. It would appear for those with an Internet addiction disorder, the
health consequences can be just as damaging as other, more traditional
addictions. The good news is that the number of genuine sufferers appears to
be small. However, the number will almost certainly increase over time as more
and more people go online. Because of the small numbers of genuine known
cases of Internet addiction, this author is unaware of very few (if any)
organizations that have any practices specifically addressing this issue in the
workplace (e.g., monitoring Internet addiction in the workplace, Internet
addiction work policies, etc.).

There are many factors that make Internet addiction in the workplace
seductive. Itis clear fromresearch in the area of computer-mediated commu-
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nication that virtual environments have the potential to provide short-term
comfort, excitement, and/or distraction (Griffiths, 2000a). These reasons alone
provide compelling reasons why employees may engage in non-work-related
Internet use. There are also other reasons, including opportunity, access,
affordability, anonymity, convenience, escape, and dis-inhibition, which are
outlined in more detail in the next section on Internet abuse.

Case studies of excessive Internet users may also provide better evidence
of whether Internet addiction exists by the fact that the data collected are much
more detailed. Even if just one case study can be located, it indicates that
Internet addiction actually does exist—even ifitis unrepresentative. There
appear to be many people who use the Internet excessively, but are not
addicted as measured by bona fide addiction criteria. Most people researching
inthe field have failed to use stringent criteria for measuring addiction that has
perpetuated the skepticism shown among many academics. The main problems
with much of the research to date is that:

+  thesampling methods used have been questionable (e.g., an overreliance
onself-selected samples),

* themeasuresused have no measure of severity,

* themeasures have no temporal dimension,

* themeasures have a tendency to overestimate the prevalence of prob-
lems,

e themeasuresusedtake no account ofthe context of Internet use,

+  there is no survey work to date that conclusively demonstrates that
Internet addiction exists.

Case study accounts (Griffiths, 2000b) have shown that the Internet can
beused to counteract other deficiencies in the person’s life (e.g., relationships,
lack of friends, physical appearance, disability, coping, etc.). Mostexcessive
Internet users spend vastamounts of time online for social contact (mostly for
chatroomservices). As these cases show, text-based relationship can obvi-
ously be rewarding for some people and is an area for future research both in,
and outside of, the workplace. As can be seen, Internet addiction appears to
beabona fide problem to a small minority of people, butevidence suggests the
problem s so small that few employers take it seriously. It may be that Internet
abuse (rather than Internet addiction) is the issue that employers should be
more concerned about. This is therefore covered in more detail in the following
sections.
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TYPES OF WORKPLACE INTERNET ABUSE

Itis clearthatthe issue of Internet abuse and Internet addiction are related,
but they are not the same thing. Furthermore, the long-term effects of Internet
abuse may have more far-reaching effects for the company that the Internet
abuser works for than the individual themselves. Abuse also suggests that there
may not necessarily be any negative effects for the user other than a decrease
inwork productivity.

Asseeninthe previous section, Young (1999) claims Internet addiction is
a broad term that covers a wide variety of behaviors and impulse control
problems categorized by five specific subtypes (i.e., cybersexual addiction,
cyber-relationship addiction, net compulsions, information overload, and
computer addiction). These can be adapted and refined to produce a typology
of Internet abuse within the workplace. These are cybersexual Internet abuse,
online friendship/relationship abuse, Internet activity abuse, online information
abuse, criminal Internet abuse, and miscellaneous Internet abuse. These are
examined in more detail below.

Cybersexual Internet abuse involves the abuse of adult websites for
cybersex and cyberporn during work hours. Such online sexual services include
the conventional (e.g., Internet versions of widely available pornographic
magazines like Playboy), the not so conventional (Internet versions of very
hardcore pornographic magazines), and what can only be described as the
bizarre (discussion groups such as alt.sex.bondage.golden showers.sheep).
There are also pornographic picture libraries (commercial and free-access),
videos and video clips, live strip shows, live sex shows, and voyeuristic Web-
Cam sites (Griffiths, 2000c, 2001).

Online friendship/relationship abuse involves the conducting of an
online friendship and/or relationship during work hours. Such a category could
alsoinclude the use of e-mailing friends and/or engaging in discussion groups,
aswell as maintenance of online emotional relationships. Such people may also
abuse the Internet by using it to explore gender and identity roles by swapping
gender or creating other personas and forming online relationships or engaging
in cybersex (see above) (Griffiths, 2000c,2001).

Internet activity abuse involves the use of the Internet during work hours
in which other non-work-related activities are done (e.g., online gambling,
online shopping, online travel booking, online computer gaming, online day-
trading, etc.). This may be one of the most common forms of Internet abuse in
the workplace.
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Onlineinformation abuseinvolves the abuse of Internet search engines
and databases. Typically, this involves individuals who search for work-related
information on databases, etc., but who end up wasting hours of time with little
relevantinformation gathered. This may be deliberate work-avoidance but may
alsobe accidental and/or non-intentional. [t may also involve people who seek
out general educational information, information for self-help/diagnosis (in-
cluding online therapy), and/or scientific research for non-work purposes.

Criminal Internet abuse involves the seeking out individuals who then
become victims of sexually related Internet crime (e.g., online sexual harass-
ment, cyberstalking, pedophilic “grooming” of children). The fact that these
types ofabuse involve criminal acts may have severe implications for employ-
ers.

Miscellaneous Internet abuse involves any activity not found in the
above categories, such as the digital manipulation of images on the Internet for
entertainment and/or masturbatory purposes (e.g., creating celebrity fake
photographs where heads of famous people are superimposed onto someone
else’snaked body) (Griffiths, 2000c,2001).

WHY DOES INTERNET ABUSE OCCUR?

There are many factors which makes Internet abuse in the workplace
seductive. Itis clear fromresearch in the area of computer-mediated commu-
nication that virtual environments have the potential to provide short-term
comfort, excitement, and/or distraction (Griffiths, 2000). These reasons alone
provide compelling reasons why employees may engage in non-work-related
Internetuse. There are also other reasons (opportunity, access, affordability,
anonymity, convenience, escape, dis-inhibition, social acceptance, and longer
working hours) which are briefly examined below.

Opportunity and access — Obvious pre-cursors to potential Internet
abuse includes both opportunity and access to the Internet. Clearly, the Internet
isnow commonplace and widespread, and is almost integral to most workplace
environments. Given that prevalence of undesirable behaviors is strongly
correlated with increased access to the activity, it is not surprising that the
development of Internet abuse appears to be increasing across the population.
Research into other socially acceptable but potentially problematic behaviors
(drinking alcohol, gambling, etc.) has demonstrated that increased accessibility
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leads to increased uptake (i.e., regular use) and that this eventually leads to an
increase in problems — although the increase may not be proportional.

Affordability — Given the wide accessibility of the Internet, it is now
becoming cheaper and cheaper to use the online services on offer. Further-
more, foralmostall employees, Internet access is totally free of charge and the
only costs will be time and the financial costs of some particular activities (e.g.,
online sexual services, online gambling, etc.).

Anonymity — The anonymity of the Internet allows users to privately
engage in their behaviors of choice in the beliefthat the fear of being caught by
their employer is minimal. This anonymity may also provide the user with a
greater sense of perceived control over the content, tone, and nature of their
online experiences. The anonymity of the Internet often facilitates more honest
and open communication with other users and can be an important factor in the
development of online relationships that may begin in the workplace. Anonym-
ity may also increase feelings of comfort since there is a decreased ability to
look for, and thus detect, signs of insincerity, disapproval, or judgment in facial
expression, as would be typical in face-to-face interactions.

Convenience — Interactive online applications such as e-mail, chat
rooms, newsgroups, or role-playing games provide convenient mediums to
meet others without having to leave one’s work desk. Online abuse will usually
occur in the familiar and comfortable environment of home or workplace, thus
reducing the feeling of risk and allowing even more adventurous behaviors.

Escape— For some, the primary reinforcement of particular kinds of
Internetabuse (e.g., to engage in an online affair and/or cybersex) is the sexual
gratification they experience online. In the case of behaviors like cybersex and
online gambling, the experiences online may be reinforced through a subjec-
tively and/or objectively experienced “high.” The pursuit of mood-modificating
experiences is characteristic of addictions. The mood-modificating experience
has the potential to provide an emotional or mental escape and further serves
toreinforce the behavior. Abusive and/or excessive involvement in this escapist
activity may lead to problems (e.g., online addictions). Online behavior can
provide a potent escape from the stresses and strains of real life. These
activities fall on what Cooper, Putnam, Planchon, and Boies (1999) describe
as acontinuum from life enhancing to pathological and addictive.

Dis-inhibition — Dis-inhibition is clearly one of the Internet’s key
appeals as there is little doubt that the Internet makes people less inhibited
(Joinson, 1998). Online users appear to open up more quickly online and reveal
themselves emotionally much faster than in the offline world. What might take
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months or years in an offline relationship may only takes days or weeks online.
Assome have pointed out (e.g., Cooper & Sportolari, 1997), the perception
oftrust, intimacy, and acceptance has the potential to encourage online users
to use these relationships as a primary source of companionship and comfort.

Social acceptability— The social acceptability of online interaction is
another factor to consider in this context. Whatis really interesting is how the
perception of online activity has changed over the last 10 years (e.g., the
“nerdish” image of the Internet is almost obsolete). [t may also be a sign of
increased acceptance as young children are exposed to technology earlier and
sobecome used to socializing using computers as tools. For instance, laying the
foundations for an onlinerelationship in this way has become far more socially
acceptable and will continue to be so. Most of these people are not societal
misfits as is often claimed — they are simply using the technology as another
tool in their social armory.

Longerworking hours— All over the world, people are working longer
hours and it is perhaps unsurprising that many of life’s activities can be
performed from the workplace Internet. Take, for example, the case of asingle
individual looking for arelationship. For these people, the Internet at work may
be ideal. Dating via the desktop may be a sensible option for workaholic
professionals. Itis effectively a whole new electronic “singles bar” which,
because of its text-based nature, breaks down physical prejudices. For others,
Internet interaction takes away the social isolation that we can all sometimes
feel. There are no boundaries of geography, class, or nationality. It opens up
awhole new sphere of relationship-forming.

INTERNET ABUSE: SPECIFIC ACTIVITIES
THAT EMPLOYERS SHOULD BE AWARE OF

This section briefly examines three areas (online pornography use, sexually
related Internet crime, online gambling) that employers should perhaps be
aware of with regards to Internet abuse by employees.

Online Pornography Use by Employees
The pornography industry was one of the first industries to take advantage
ofthe Internet medium. Itis estimated that the online pornography industry is
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worth $1 billion. In addition, the research company Datamonitor reported that
sex accounts for 69% of spending on the Internet (Griffiths, 2000c). Academic
researchers also claim that “sex” is the most searched for topic on the Internet
(e.g., Cooper, Scherer, Boies, & Gordon, 1999; Griffiths, 2001), and as many
as one-third of all Internet users visit some type of sexual site. Itis also claimed
thatmuch of'this activity takes place within workplace settings and is therefore
anissue of major concern to employers.

All the problems that e-business and e-commerce ventures face today
were firstexperienced by the pornography industry, which continually pushed
the envelope of streaming technology because of the potential huge profits to
be made. Two particular developments in current use (pay-per-click banner
advertisements and real-time credit card processing) were both developed by
technical expertise from within the pornographic industry. These developments
have had significant impacts on the accessibility afforded to Internet users.
Furthermore, theoretical 24-hour constant access has the potential to stimulate
Internet abuse, which may in some circumstances lead to addictive and/or
compulsive activity. Again, these factors are just as salient to those in the
workplace setting as those with home Internet access.

One ofthe main reasons that the pornography industry has such a vested
interest in this area is that in the offline world, the buying of most products is
hassle-free and anonymous. However, buying pornography in the oftline world
may be embarrassing or stressful to the consumer, particularly ifthey have to
goto venues deemed to be “unsavory.” If pornography consumers are given the
chance to circumvent this process, they invariably will. Furthermore, in the
workplace setting, individuals may also be able to hide this part of their lives
from their partner and/or family athome.

Sexually Related Internet Crime by Employees

The actual extent of sexually related Internet crime remains a somewhat
elusive figure. However, most commentators assert thatitis on the increase.
The reality is that advancements in computer technology generally, and the
increased availability of the Internet in particular, have provided for new
innovations in, and an expansion of, the field of criminality (and more specifi-
cally in the area of sexually related Internet crime) (Griffiths, Rogers, &
Sparrow, 1998).

In the broadest possible sense, sexually related Internet crime can be
divided into two categories: (i) display, downloading, and/or the distribution of
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illegal sexually related material; and (i1) the use of the Internet to sexually
procure and/or intimidate an individual in some way (e.g., online sexual
harassment, cyberstalking, pedophilic grooming). Both of these are possible
within the workplace, although itis likely that downloading of pornography is
the most common practice within workplace settings. The police crackdown on
Internet pornography has been argued by some to be futile as it could drive it
underground. However, employers can introduce their own forms of crack-
down in the workplace through the use of sanctions (such as wage fines or
deductions, or dismissal from the job in the case of persistent offenders).

One area that has been given little consideration is that of online harass-
ment (which is notuncommon in workplace settings). Online harassment is
certainly notanew phenomenon, as there have beenreported cases throughout
the 1990s. For instance, in the UK, Maxine Morse gave up her £60,000-a-
year job when male colleagues at the company she worked atbombarded her
e-mail address with images of bestiality and naked men taken from the Internet.
She was awarded £22,000 in compensation.

Electronic Harassment

Inaddition to Internet addiction, it is also worth highlighting the issue of
online harassment and “flaming” (i.e., an abusive textual attack by another
person). Such behaviors can be psychologically traumatic for the victim
(Griffiths, 2001b). Words can hurt and seeing the abuse in print makes it
stronger to the victim as they canread itagain and again. If the postis onalist
oranewsgroup, there’s the added effect of knowing that lots of other people
canseeit, and thatit’s permanent. For the victims of online harassment and
bullying, the health-related consequences appear to be similar to those having
an Internetaddiction, i.e., anxiety-related disorders, depression, and insomnia.
The psychological and health effects will almost certainly impact on an
employee’s productivity as aresult.

Online harassment and flaming can also be a pre-cursor to more serious
Internet-related offences (e.g., online sexual harassment and cyberstalking).
Cyberstalking is also an emerging issue that employers should be aware of.
Very recently the first prosecution case of cyberstalking or harassment by
computer occurred in Los Angeles when Gary Dellapenta, a 50-year-old
security guard, was arrested for his online activities. It all began when
Dellapenta was rebuffed by his 28-year-old victim, Randi Barber. As aresult
ofthisrejection, Dellapenta became obsessed with Barber and placed adverts

Copyright © 2004, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



240 Griffiths

onthe Internetunder the names “playfulkitty4U” and “kinkygal,” claiming she
was “into rape fantasy and gang-bang fantasy.” As aresult of these postings,
she started to receive obscene phone calls and visits by men to her house
making strange and lewd suggestions. Although such a phenomenon is by
definition a global one, it was the Californian legal system that took the lead in
an effort to combat it. Many other cases of cyberstalking and/or persistent and
unwanted e-mail messages have also been reported, some of which have
originated in the workplace.

Online Gambling by Employees

Gambling in the workplace is a little researched area despite the potential
far-reaching consequences. Part of the problem stems from the fact that
employers are reluctant to acknowledge gambling as a workplace issue and the
possible implications that may arise from it. This section briefly examines the
major issues surrounding Internet gambling in the workplace.

Internet gambling is one of the newer opportunities for gambling in the
workplace. There are now a huge number of websites offering opportunities for
gambling on the Internet by using a credit card. Atpresent there are few legal
restrictions to stop this form of gambling taking place. An increasing number of
organizations have unlimited Internetaccess for all, which allows such activity
to take place without arousing suspicion. Internet gambling is a somewhat
solitary activity that can happen without the knowledge of both management
and the employee’s co-workers. Furthermore, problem Internet gambling has
few observable signs and symptoms that are commonly associated with other
addictions (e.g., alcoholism, drug addiction, etc.). This makes identification of
problem gamblers hard for employers. However, there are a number of
behaviors and “warning signs” that might be indicative ofa gambling problem.
Many of'these involve the exploitation of time and finances.

Problem Internet gambling can clearly be a hidden activity, and the
growing availability of Internet gambling is making it easier to gamble from the
workplace. Thankfully, it would appear that for most people, Internet gambling
isnotaserious problem, although even for social Internet gamblers who gamble
during work hours, there are issues about time wasting and impact on work
productivity. For those whose gambling starts to become more of a problem,
itcan affect both the organization and other work colleagues. Managers clearly
need to have their awareness of this issue raised, and once this has happened,
they need to raise awareness of the issue among the work force. Employers
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should seek to introduce a “gambling policy” at work that includes Internet
gambling. This should include a checklist that employees can assess them-
selves, butalso includealist of behaviors and warning signs.

Finally, in this section, it might perhaps be argued that in some cases, abuse
ofthe Internet may actually make the employee feel happier about themselves.
Ifthisis the case, it could perhaps be speculated that these individuals would
actually increase (rather than decrease) productivity in the workplace. Unfor-
tunately, there is no empirical evidence to confirm or refute such a speculation.
However, itis unlikely many employers would want to facilitate Internet abuse
evenifitwas shown that productivity could be increased in this way. There are
also questions about how much Internet abuse would be acceptable and at what
pointthe gains from feeling good start to be outweighed by excessive time spent
on the Internet.

GUIDELINES FOR MANAGERS AND
HUMAN RESOURCES DEPARTMENTS

Ashasbeen demonstrated, being able to spot someone who is an Internet
addict or an Internet abuser can be very difficult. However, there are some
practical steps that can be taken to help minimize the potential problem.

»  Take the issue of Internet abuse/addiction seriously. Internet abuse
and addiction in all their varieties are only just being considered as
potentially serious occupational issues. Managers, in conjunction with
Personnel Departments, need to ensure that they are aware of the issues
involved and the potential risks it can bring to both their employees and
the whole organization. They also need to be aware that for employees
who deal with finances, the consequences of some forms of Internet
abuse/addiction (e.g., Internet gambling) can be very great for the
company.

*  Raiseawareness of Internet abuse/addiction issues at work. This can
be done through e-mail circulation, leaflets, and posters on general notice
boards. Some countries will have national and/or local agencies (e.g.,
technology councils, health and safety organizations, etc.) that can supply
useful educational literature (including posters). Telephone numbers for
these organizations can usually be found in most telephone directories.
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*  Askemployees to bevigilant. Internet abuse/addiction at work can have
serious repercussions not only for the individual but also for those
employees who befriend Internet abusers and addicts, and the organiza-
tion itself. Fellow staff need to know the basic signs and symptoms of
Internet abuse and addiction. Employee behaviors, such as continual use
of'the Internet for non-work purposes, might be indicative of an Internet
abuse problem.

*  Give employees access to diagnostic checklists. Make sure that any
literature or poster within the workplace includes a self-diagnostic check-
listso thatemployees can check themselves to see if they might have (or
be developing) an Internet problem.

*  Monitor Internet use of your staff who you suspect may have
problems. Those staff with an Internet-related problem are likely to spend
great amounts of time engaged in non-work activities on the Internet.
Should an employer suspect such a person, they should get the company’s
IT specialists to look at their Internet surfing history as the computer’s
hard disk will have information about everything they have everaccessed.

*  Check Internet “bookmarks” of your staff. In some jurisdictions
across the world, employers can legally access the e-mails and Internet
content of their employees. One of the most simple checks is to simply
look atan employees list of “bookmarked” websites. Ifthey are spending
alotof employment time engaged in non-work activities, many book-
marks will be completely non-work related (e.g., online dating agencies,
gamblingsites).

*  Develop an “Internet Abuse at Work” policy. Many organizations have
policies for behaviors such as smoking or drinking alcohol. Employers
should develop their own Internet abuse policies by liaison between
Personnel Services and local technology councils and/or health and safety
executives.

*  Give support to identified problem users. Most large organizations
have counseling services and other forms of support for employees who
find themselves in difficulties. In some (but not all) situations, problems
associated with Internet use need to be treated sympathetically (and like
other, more bona fide addictions such as alcoholism). Employee support
services must also be educated about the potential problems of Internet
abuse and addiction in the workplace.
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CONCLUDING REMARKS

In this chapter, major issues that surround Internet abuse/addiction issues
inthe workplace have been highlighted. Internet abuse/addiction can clearly be
a hidden activity, and the growing availability of Internet facilities in the
workplace is making it easier for abuse to occur in lots of different forms.
Thankfully, it would appear that for most people, Internet abuse is nota serious
individual problem, although for large companies, small levels of Internet abuse
multiplied across the workforce raises serious issues about work productivity.
For those whose Internet abuse starts to become more of a problem, it can
affect many levels including the individual, their work colleagues, and the
organizationitself.

Managers clearly need to have their awareness of this issue raised, and
once this has happened, they need to raise awareness of the issue among the
work force. Knowledge of such issues can then be applied individually to
organizations in the hope that they can develop an Internet abuse policy in the
same way that many organizations have introduced smoking and alcohol
policies. Furthermore, employers need to let employees know exactly which
behaviors on the Internetare reasonable (e.g., the occasional e-mail to a friend)
and those which are unacceptable (e.g., online gaming, cybersex, etc.). Internet
abuse has the potential to be a social issue, a health issue, and an occupational
issue, and needs to be taken seriously by all those employers who utilize the
Internet in their day-to-day business.
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ABSTRACT

The Internet has become one of most technological necessity tools in
today’s workplace. With the broad scope of its usefulness and its ease of
use, employees find the technology most beneficial to their daily work
activities as well as their personal activities. Using the established
behavioral theory with data collected from Internet users in the workplace,
the chapter investigates the impact of personal Internet usage on employees’
job satisfaction and performance. This chapter also recommends several
strategies that management can implement to increase employees’ well-
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being — such as Workplace Internet Usage Decision Grid, and Adaptive
Internet Monitoring and Filtering Policy — while enhancing their work
performance through personal Internet usage in the workplace.

INTRODUCTION

Modern organizations recognize the benefits of the Internet through its
ability to communicate, research, and share essential information between
employees. The Internet is the intercommunication linkage between organiza-
tions and customers, thereby creating new virtual organizational arrangements.
Its usability and functionality are endless, providing future analysis of market
trends, as well as competitors’ moves and products, and investigating other
factors that may be affecting the company’s competitive position.

Since the Internet has proven to be a useful tool for businesses, many
companies provide employees with access to the Internet and e-mail accounts.
Despite being a productive tool, however, many employees are spending time
on the Internet that is not job related during work hours. The issues of
employees spending work time on personal activities are not new to manage-
ment. In some ways, spending time on a personal telephone conversation,
taking longer break times, or chatting with colleagues in the office is similar to
personal Internet surfing. However, personal Internet usage enhances and
expands the scope of personal activities beyond organizational communication
norms and boundaries, which may eventually lead to the extension of non-work
activities during office hours.

Theresearchin the organizational impact of personal Internet usage in the
workplace has not been investigated fully. Many managers suggest that
personal web usage leads to a non-productive workforce and recommend
various remedies to limit or block personal Internet usage, such as installing
Internet monitoring and filtering software to filter out some unwanted websites,
restricting website access, or restricting hours of access. Besides limiting
personal Internet usage through technological means, some organizations also
publicize an Internet Usage Policy (IUP) throughout the workplace and
anticipate the policy to be one of their deterrent strategies to enhance
organizational productivity. Do these actions facilitate employees’ perfor-
mance and job satisfaction, or do they lead to unsatisfactory and unhappy
workers?

While managers and researchers are beginning to understand how the
Internet can be utilized for business purposes, their understanding of the
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consequences of employees using organizations’ Internet access for personal
pleasure has provided us with mixed findings and undecided practical recom-
mendations.

WHAT IS THE IMPACT OF
PERSONAL INTERNET USAGE?

Practitioners, as well asresearchers, suggest that personal Internet usage
leads to negative consequences and that management should limit the viewing
ofleisure websites. Not only does personal Internet usage impede employees’
work performance, it can be damaging to the organization in terms of increased
security and infrastructure costs, network overload, and other potential risks
related to the civil and legal liability of organizations (Conlin, 2000; Verespej,
2000). However, some researchers advocate that personal Internet usage may
in fact lead to a positive impact on employees’ well-being. Since the work
environment has become more flexible, open, and autonomous, the boundaries
between work and life have become more fuzzy, so that some employees are
also working interchangeably both at home and at work. Others argue that
organizations must take actions to empower and educate employees about the
balance between work and play so that employees can utilize the Internet to its
full potential (Oravec, 2002). Personal Internet usage can “facilitate the
transfer of learning from the play domain to work-related tasks” (Belanger &
Van Slyke, 2002, p. 65), and many excessive workplace Internet users may
also be satisfied and productive workers (Stanton, 2002).

To further investigate the consequences of personal Internet usage, this
chapter defines personal Internet usage as “the use of the Internet and e-mail
inthe workplace for personal interests.” When using multi-dimensional per-
sonal webusage as identified by Mahatanankoon, Anandarajan, and Igbaria
(2002), personal Internet usage behaviors can be classified into three catego-
ries: (1) personal e-commerce (PEC), (2) personal information research (PIR),
and (3) personal communication (PCO). Personal e-commerce includes
conducting personal investment and banking activities, and personal online
shopping. Personal information research includes activities such asresearching
products or services related to personal interests, and reading online news,
suchas sports, weather, etc. Finally, personal communication involves using the
Internet and web-based e-mail for non-work-related interpersonal communi-
cations. See Appendix A for details.
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The purposes of this chapter are to investigate what factor leads to
personal Internet usage, and to examine the impact of personal Internet usage
onjob satisfaction and work performance. By understanding the motivational
factor and the consequences of these behaviors, the chapter then advocates
practical implication of managing personal Internet usage in the workplace.

RESEARCH MODEL AND HYPOTHESES

Using the belief-attitude-behavioral model established by Ajzen (1980),
the Theory of Reasoned Action (TRA) implies that employees’ attitude
towards Internet usage and subjective norms are the major predictors of
personal Internet usage in the workplace. TR A provides auseful applicability
inunderstanding and predicting many social behaviors (Ajzen, 1988; Fishbein
& Ajzen, 1975). Since the theory has been demonstrated to be beneficial in
explaining employee intentions and predicting work behavior (Beckeretal.,
1995), it is likely that attitude and subjective norms could be the major
antecedents of personal web usage activities, together with the consequences
ofthe behaviors —job satisfaction and work performance —all of which can
be examined from this research perspective.

PERSONAL
E-COMMERCE ‘
PERSONAL I
. INFO SEEK '
SUBJECTIVE
NORMS

Figure 1. Research Model

JOB
SATISFACTION

PERSONAI
COMMUNICATIONS
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Figure 1 shows the Proposed Research Model Used in this study.
According to the model, the study proposes four hypotheses:

H1: Attitude toward using the Internet (AT) is positively related to three
types of personal Internet usage activities in the workplace.

Attitude toward a behavior is defined as a person’s positive and negative
beliefs toward performing the behavior (Ajzen, 1988). Evidence suggests that
apositive attitude toward the computer influences computer usage in general
(Davis, Bagozzi, & Warshaw, 1989; Klobas, 1995). Ifattitude toward Internet
usage predicts personal web usage behaviors, then an individual will perform
personal web usage activities to achieve his/her desirable outcomes. Other
organizational research also suggests that attitudes toward unproductive be-
haviors predict employees’ deviant behaviors, such as absenteeism, taking
longer breaks, etc. (Bolin & Heatherly, 2001). Therefore, the attitude toward
using Internet technology is defined as an individual’s positive and negative
feelings about using the Internet for productive or unproductive purposes, i.e.,
performing personal web usage activities at work. The attitude toward using
Internet technology for unproductive tasks should be an important predictor of
all three personal web usage activities.

H2: Subjective norms (SN) are negatively related to three types of
personal Internet usage activities in the workplace.

Subjective norms are the perceptions of people important to employees
regarding them in performing the behavior (Ajzen, 1991).Itis how bosses and
peers view employees’ personal web usage at work. If the people in their
companies consider personal web usage in the workplace as a negative
behavior, then the employees who abide to social norms tend to avoid
performing the behavior. Research in the area of computer communication
media supports the thought that “social influence and local context are the key
factors that determine patterns of media use” (Haythornthwaite, Wellman, &
Garton, 1998, p. 211). In organizational settings, peers seem to be more
influential in establishing behavioral norms in the workplace (Hollinger & Clark,
1982; Robinson & Greenberg, 1998). From the literature, it is suggested that
all of the personal web usage activities are influenced more by informal peer
influence rather than by formal managerial policy. The hypotheses assume that
employees who are influenced by social norms are less likely to perform
personal web usage activities at work.
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H3: Three types of personal Internet usage activities in the workplace are
positively related to job satisfaction (JS).

Personal web usage, although maybe unproductive in some cases, should
have some positive effects on job satisfaction. Ang and Koh (1997) report that
users who are satisfied with their informational needs are also satisfied with their
jobs. Personal web usage may satisfy an individual’s information need other
than for just work-related purposes; therefore, it is possible that these
behaviors can lead to job satisfaction. Simmers and Anandarajan (2001) find
thatemployees who report higher levels of user satisfaction with the Internet
alsoreport that their job satisfaction has increased. The research that investi-
gates the effects of computing in job satisfaction supports this view. Ghani et
al. (1989) find that the use of personal computers has a positive effect on job
satisfaction, especially when employees are working on tasks with high variety,
identity, autonomy, and feedback. Baker (1995) finds that there are relation-
ships between increasing complexity in office automation activity, and in-
creased job motivation and job satisfaction. Zeffane (1994) suggests that the
degree of job satisfaction was positively influenced by the extent of computer
usage and varies by job status and functional areas. In some instances, increase
in task automation may also increase employees’ satisfaction (McMurtrey et
al.,2002). Furthermore, there is evidence of leisure activities thatlead to job
satisfaction (Niehouse, 1986; Berg, 1998; Banner & LaVan, 1985; Sirgy etal.,
2001). Since personal web usage is not related to employees’ actual work, its
behaviors can be considered as employees performing leisure activities at
work. The attributes of personal web usage at work support the “spillover”
hypothesis in the case where work-related web usage experience may cause
employees to carry their job over into the non-work or leisure websites
(Staines, 1980).

H4: Three types of personal Internet usage activities in the workplace are
positively related to work inefficiency (WI).

Work inefficiency is used to identify employees’ work performance. Work
inefficiency refers to the time to complete work, the amount of wasted time, and
the amount of re-work and extra work materials occurring from Internet usage
(Anandarajan, Simmers, & Igbaria, 2000). Therefore, employees’ work
inefficiency should increase if employees use their Internet access for non-
work-related purposes. Wen and Lin (1998) suggest that the time employees
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spend on personal activities reduces their productivity. Anandarajan and
Simmers (2001) suggest that accessing personal-related websites at work
leads to serious loss of productivity and clogged networks. Thus, personal web
usage should be positively related to work inefficiency.

DATA COLLECTION AND ANALYSIS

The methodology used for this research was a web-based field survey.
During the data-collection phase, e-mails were sent directly to the targeted
population, asking them to complete the questionnaire. The e-mail emphasized
the importance and confidentiality of the research. There were 271 respon-
dents used in this study with an approximate response rate of 20%.' The
respondents were 63% part-time students and 37% non-students. There were
only 95 respondents who had a high school and college degrees (35%), while
the rest of the respondents had a graduate or a professional degree (65%).
Most of the respondents held low and middle management positions (28%) or
technical positions (27%). They worked full time with an average working day
closeto 9.15 hours (S.D.=1.087). There were 61% male and 39% female,
with the majority of the respondents’ ages ranging from 21 to 39 (69.4%).

The study used structured equation modeling (SEM) to test both the
measurement model and the structural models. The measurement model
consists of the relationship between the constructs and their measuring items,
whichneed to be assessed prior to the test for significant relationships in the
structural model. The structural model was examined by assessing the explana-
tory power of the research variables, and identifying the value and significance
ofthe path coefficients. The path coefficient of each predictor variable (attitude
and subjective norms) describes the direct effect of that variable on the
mediating variable (personal Internet usage) and its consequences (job satis-
factionand work inefficiency).

MEASUREMENT MODEL

The measurement model is assessed from item loadings, composite
reliability, convergent and discriminant validity. All item loadings are consider
acceptable; eachitem has ahigher loading on its assigned construct than on the
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Table 1. Factor Analysis and Composite Reliability

Items

ATT

SN

PEC

PIR

PCO

JS

WI

ATT1
ATT2
ATT3

763
861
.745

SN1
SN2
SN3

880
832
444

PEC1
PEC2
PEC3
PEC4

740
769
712
724

PIR1
PIR2
PIR3
PIR4

675
.614
781
.633

PCO1
PCO2
PCO3

622
825
462

JS1 901
JS2 842
JS3 821
w1 702
WI2 72
WI3 814
Wi4 672
Mean 3.33 2.92 1.91 2.08 1.85 3.62 2.72

S.D. . . . . . . .
Cronbach’s 7899 7306 .8109 7967 .6412 8179 7283
Alpha

other construct, based on the power level of 80% and the sample size 0f 200;
afactorloading value of .40 or above is significantat .05 level (Hair, Anderson,
Tatham, & Black, 1998). The variance extracted from the constructs ranges
from.59t0.78, exceeding the .50 criterion which suggests that the constructs
are distinct and unidimensional (Fornell & Larcker, 1981). In addition the
compositereliabilities of each latent factor, which are analogous to estimates
of coefficient alpha, ranged from .64 to .8 1. These values exceed the recom-
mended values according to the guidelines (Hair etal., 1998). Table 1 shows
the factor loadings and composite reliability for each latent variable. The
convergentand discriminant validity can be identified through goodness-of-fit
measures and ¢ (Gefen, Straub, & Boudreau, 2000). The measurement model
showed a GFI of .917, an AGFI of .893, and an NFI of .879 with c¢? value
significantly smaller in the proposed model, thereby supporting the convergent
and discriminant validity of the measurement model.
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Table 2. Results from Hypotheses Testing

Hypotheses Latent Variables Beta
H1 AT --> PEC 0.59%**
AT --> PIR 0.54***
AT -->PCO 0.84***
H2 SN --> PEC -0.37 *
SN --> PIR -0.20
SN -->PCO -0.73%**
H3 PEC -->JS 0.36 *
PIR -->JS -0.18
PCO -->JS -0.16
H4 PEC --> WI -0.41%*
PIR -->WI 0.63%*
PCO --> WI -0.37

9 <0.05 **p <0.01 ***p<0.001

STRUCTURAL MODEL

Several statistics were used to assess the model’s goodness of fit. The
goodness of fitindices for this model included c?/df=1.325; Goodness of Fit
Index (GFI)=.916; Root Mean Square of Approximation (RMSEA)=0.035;
Comparative FitIndex (CFI)=0.966. All measures were within the acceptable
levels as recommended by Bentler (1990) and Bagozzi and Yi(1988), thus
indicating an acceptable structural model fit. Table 2 shows the results from the
structural model.

RESULTS

The results of the multivariate test of the structural model are presented in
Table 2. Hypothesis 1 was entirely supported, with attitude having significant
direct effects on personal e-commerce (b=.59,p <.001), personal informa-
tionresearch (b=.54,p<.001), and personal communications (b=.84,p <
.001). Subjective norms had a significant direct effect on only personal e-
commerce (b =-.37, p <.05) and personal communications (b =-.73, p <
.001). In Hypotheses 3, the results showed weak support for job satisfaction,
in which only personal e-commerce was supported (b=.36,p <.05). Partial
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support was also obtained for Hypothesis 4 where personal e-commerce (b=
-41, p <.05) and personal information research (b = .63, p <.01) had a
significant direct effect on work inefficiency.

Insummary, the study showed that attitude toward using the Internet was
found to be the most significant factor for employees to engage in personal
Internetusage activities. Subjective norms, which focused on how employees
will comply with their peers and important people regarding their Internet usage
behaviors, were found to have anegative impact on employees’ intentions to
engage in personal e-commerce and personal communications, but not on
personal information seeking. Regarding the consequences of personal Internet
usage, personal e-commerce enhanced job satisfaction, and interestingly, it
apparently increased employees’ productivity. However, personal information
seeking was the only factor that decreased employees’ productivity.

RECOMMENDATIONS FOR MANAGEMENT

The study provides new insight and possible strategies for managing
workplace Internet infrastructure. The findings suggest thatnot all personal

Figure 2. Workplace Internet Usage Decision Grids

High Job 2
Satisfaction
1
Neutral
Low Job 3 2
Satisfaction
Decrease Job Increase Job
Performance Neutral Performance
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Internetusage activities lead to job satisfaction or work inefficiency. Personal
e-commerce is the only activity that leads to job satisfaction; at the same time
it leads to negative work inefficiency (improved productivity). Therefore,
management should take provision when it comes to restricting employees’
Internetusage behaviors, as any personal Internet usage activities that lead to
jobsatisfaction also in factincrease employees’ productivity. On the contrary,
some personal Internet activities, such as personal information seeking, de-
crease productivity and do notinfluence job satisfaction. Employees who are
extensively seeking a personal research agenda beyond their workplace duties
may in fact be wasting organizational time and may not be satisfied with their
jobs. Since personal information seeking has no impact on employees’ job
satisfaction, spending too much time on these tasks is futile for both the
employees and their organizations. Personal communications have no impact
on job satisfaction or work inefficiency. These are neutral activities that
management has to decide if they should allow.

Figure 2 shows possible strategies that management can implement when
itcomes to deciding which personal Internet usage activities should be flexible
and which activities should be restricted. Personal Internet activitiesin Area 1,
such as some personal e-commerce activities, are most preferable since they
lead to satisfying and productive employees. Blocking or restricting these
activities can be damaging to organizational performance and employees’ well-
being. Whereas personal Internet activities in Area 3, such as some personal
information seeking activities, should be strictly monitored or restricted, as they
create lower employee work performance and have no impact on their job
satisfaction. However, activities that fall within Area 2, such as some personal
web-based communications, are ambiguous, and the decision regarding allow-
ing them should be based on management judgment and trade-offs between
organizational performance and employees’ job satisfaction.

The results from this study also imply that management can motivate
productive use of the Internet through attitudinal changes and workplace
behavioral norms. Since the attitude toward Internet usage is amajor predictor
of personal Internet usage behaviors, management can reduce the negative
effects of personal web usage behaviors through changing employee attitudes
by clearly and openly communicating to them what management views as
proper organizational Internet usage. Also, some personal Internet behaviors
can be asserted and determined through peer behaviors, such as personal e-
commerce and personal communications. However, personal information
seeking, which depends on individual interests, may not be influenced by peers
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since most employees may not want other fellow employees to know about
their personal research activities, such as job search, hobbies, and health
issues.

Although management can restrict personal Internet usage through soft-
ware filtering and monitoring tools, research finds that some employees are not
satisfied with this policy (Urbaczewski, 2000). Therefore, we suggest that
attitudinal change and enforced behavioral norms can be accomplished better
through education and training. Education is necessary for employees to
understand Internet usage policy, which must include how to use the Internet
effectively and productively, and how to avoid abusing it. These education and
training activities should include:

1) Training regarding the general technological background of Internet
technologies — Employees’ knowledge and comprehension about the
nature of informational storage and the permanency of computer records
are also tremendously helpful. For example, employees should under-
stand that their e-mail messages and Internet surfing logs remain in their
computer or organizations’ servers for technological and administrative
purposes.

2) Training about personal consumption of information — Employees’
awareness of how to be good consumers and distributors of their own
information is essentially cooperative. Employees should be responsible
for their own information consumption, such as having the ability to
evaluate and to screen news, information, and other advertising messages,
and at the same time being responsible for their own information output by
ensuring that the information that they supply is accurate, timely, and legal.

3) Educational videos regarding Internet abuse in the workplace — To
avoid costly continuous training, organizations can create their own
training videos that educate their employees on how to use the Internet and
e-mail in the workplace, along with the likely consequences.

4)  Customized start-up homepage — Organizations can also provide their
employees with their organizations’ customized start-up homepage that
has specific hyperlinks to useful websites, thereby reducing the time
employees spend surfing and searching for work-related information;
even everyday information such as newspaper, weather forecasts, etc.
canbe provided.

Most importantly, management should understand that some personal-
related Internet and e-mail usage can enhance the quality of work life and well-
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Figure 3. Adaptive Internet Monitoring and Filtering Policy

Personal
»| Internet Usage |
Adaptive Employees’
Monitoring and Well Being
Filtering Policy

Performance
<—

and Efforts

being for motivated employees; hence, organizations must take precautions
againsttherestriction of Internet monitoring and filtering. Too much or too little
control leads to Internet abuse (Anandarajan, 2002). Monitoring restrictions,
based on acceptable Internet usage policy, should be based on employees’
work performance and at the same time increase their well-being in the
workplace. Werecommend that management can maintain a healthy psycho-
logical contract of Internet usage through an “adaptive Internet monitoring
and filtering policy. ” Figure 3 implies that to improve employees’ well-being,
organizations may allocate time for personal Internet usage, while at the same
time employees should perform to their organization’s expectations regarding
performance and effort. This adaptive Internet monitoring and filtering policy
requires a reciprocal sense of respect and fulfillment of the psychological
contract between organizations and employees. It also suggests that Internet
monitoring and filtering must take employees’ needs and job characteristics into
consideration. Other factors that can influence adaptive Internet usage policy
include organizational culture, technological infrastructure, employees’ roles
and status, all of which generally dictate the amount of Internet usage activities.

LIMITATIONS

First, the sample used in this study consisted of a convenience sample of
part-time MBA students as the majority. Other factors that may influence the
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nature of personal web usage activities include respondents’ positions in
organizations, gender, age, and education. Second, although the study has
tested the measurement model, the study may not have captured all the various
underlying personal Internet activities that actually exist in the workplace. As
there is a huge spectrum of activities that can be performed via the Internet and
e-mail, this research is based on the activities that could be considered as
general personal usage norms. Management and future research need to apply
our findings by examining and taking other personal Internet usage activities into
consideration. And lastly, because the questionnaire asked the respondents
about their non-productive behaviors of Internet usage, and because the
questions were based on self-reported items, there was still a possibility that the
results were somewhat biased toward positive behaviors, even if the web-
based questionnaire specified clearly that it maintained anonymity and confi-
dentiality.

CONCLUSION

The study raises new questions regarding job satisfaction, work perfor-
mance, and employees’ well-being in regard to their personal Internet usage.
The findings show that not all personal web usage leads to work inefficiency;
insome activities, it may even eventually increase job satisfaction. The study
alsorecommends various strategies that management can implement to en-
hance employees’ well-being, such as Workplace Internet Usage Decision
Grids, Adaptive Internet Monitoring and Filtering Policy, and user educa-
tion/training. These strategies will help researchers and practitioners under-
stand possible Internet usage patterns of employees and better advise on
positive Internet usage policies that fit their jobs and personal agenda.

ENDNOTES

The exactresponse rate was not known since the student mailing lists were
maintained by each ofthe schools and there was no question in the survey
to find out which school each respondent was coming from.
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APPENDIX

Scales and Items

Attitude (AT)

ATT1. Using the Internet and/or e-mail for personal-related purposes is
acceptable.

ATT2. Using the Internet and/or e-mail for personal-related purposes is a wise
idea.

ATT3.Ilike theidea ofusing the Internet and/or e-mail for personal-related
purposes at work.

Subjective Norms (SN)

SN1. My co-workers or colleagues who influence my behavior would think
that I should use the Internet and/or e-mail for work-related tasks only.

SN2.People who are important to me would think that I should use the Internet
and/or e-mail for work-related tasks only.

SN3. My company would think that I should use the Internet and/or e-mail for
work-related tasks only.

Job Satisfaction (JS)

JS1. Generally speaking, l am very satisfied with my job.
JS2.1frequently think of changing my job.

JS3.Tam generally satisfied with the kinds of projects  do on in my job.

Work Inefficiency

Using the Internet/e-mail has resulted in...

WI1. areduction in my time to complete work.

WI2. areduction in the amount of time [ waste.

WI3. areduction in the amount of re-work I do.

WI4. areduction in the amount of extraneous material [ have to weed through.

Personal Web Usage (PWU)
While at your place of work, please indicate the extent of your Internet usage
to perform the following activities:

Personal E-Commerce
PECI1. Conducting personal external businesses.
PEC2. Conducting personal investment and banking activities.
PEC3. Conducting personal online shopping.
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PEC4. Conducting personal travel or recreational activities.

Personal Information Research
PIR1.Reading online news, including sports, weather, etc.
PIR2.Researching any products or services related to personal interests.
PIR3. Researching personal hobbies.
PIR4. Viewing entertainment products and services.

Personal Communications
PCOLl. Sending e-cards, flowers, gifts, etc., to friends and family.
PCO2. Sending or forwarding e-mail to multiple mailing lists, individuals,
or newsgroups.
PCO3. Using personal Web-based e-mail, such as Hotmail, Yahoo, etc.
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