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Preamble by the Institute of Internal Auditors

It’s plain and simple: Internal auditing is anything but plain and simple. It is a rap-

idly changing profession with high standards. Internal auditing is unique to the 

organization and culture in which it is performed, and requires an in-depth under-

standing of that organization’s culture, policies, and procedures.

Today’s professional internal auditors more closely resemble coaches and edu-

cators than did their predecessors. hey watch for eiciencies, economies, and ef-

fectiveness and make recommendations for improvement when they ind gaps. In-

ternal auditors assess risks—inancial, operational, strategic, compliance-oriented, 

and reputation-related—to ensure an organization’s system of control is strong. 

hey evaluate processes and determine what’s working and what’s not. And inter-

nal auditors’ main job function is to help management and the board to meet goals 

and objectives.

Such a broad and dynamic profession requires its members to be ever watchful 

for new and better ways of doing things. he Insitute of Internal Auditors (IIA) and 

he IIA Research Foundation are both committed to enhancing the professional-

ism of internal audit practitioners and elevating the profession all around the world. 

his includes expanding the proiciency and performance of internal auditors, as 

well as building broad awareness of the value the internal audit activity brings to an 

organization and its myriad stakeholders.

Clearly, this handbook is consistent with these two goals. It sets the stage by de-

ining internal auditing, relating to the International Standards for the Professional 

Practice of Internal Auditing, and describing recognized frameworks for internal 

control and risk management. It explores internal audit methodology and provides 

helpful information on scope, integration, analysis, and quality.

Written for management, board members, chief audit executives, and staf inter-

nal auditors, the concepts presented on the pages that follow put the complexities of 

internal auditing into language that is understandable and relevant.

Trish Harris

Director, Communications

he Institute of Internal Auditors, Inc.
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Foreword

Everything starts with an idea, and this book is no exception. At irst, the various 

thoughts and discussions were focused on the original intention to “merely” create 

a job introduction for new Internal Audit employees. his plan has since evolved 

into a comprehensive, up-to-date presentation of the tasks and challenges facing 

Internal Audit, in a format and on a scale hitherto unrivalled in the market.

here are very few units in the company that have been subject to such a ma-

jor change process in recent years as Internal Audit. his applies irrespective of 

company size as corporations adapt to developments in information technology, 

corporate governance, legal requirements, and global best practices. For large cor-

porations, the change process typically involves restructuring, expanding, and in-

ternationalizing the existing department, while smaller and medium-sized compa-

nies face the challenges associated with setting up such a department for the irst 

time. For this reason, we have not produced this book with a speciic audience 

or sector in mind. Rather, we have tried to present the idea of Internal Audit so 

comprehensively that readers can get from it the information they require for their 

particular situations.

he target audience of this handbook could not be more varied, and we hope 

that a large cross-section of managers and employees from Internal Audit, compli-

ance, risk, and corporate management will beneit from reading it. Apart from the 

auditors themselves, this book should also appeal to those who have contact with 

Internal Audit within or outside their own company, with the aim of giving them 

insight into the tasks and responsibilities of this department. In this context, it is 

our particular concern to eradicate, once and for all, the outdated notion of internal 

auditors as controlling box checkers, not much loved by the rest of the company, 

and instead to present the highly varied, interesting, and increasingly international 

range of tasks of Internal Audit as a navigator in the company. Finally, we hope 

this book will make an important contribution to teaching (internal) auditing at 

universities.

he introductory information provided in Section A gives a comprehensive 

overview of the principles of internal auditing. It places audit work in the overall 

context and deals with organizational issues as well as the practice of audit and 

consulting work. Section B describes the Audit Roadmap, the process model of 

Internal Audit at SAP®. he chapters in Section C provide ictitious, practice-based 

examples of how Internal Audit at SAP AG deals with selected audit topics. Section 

D revisits some focus areas and special topics for a more detailed discussion.

he summarizing key points at the beginning of each chapter are to give readers 

a concise overview of the topics dealt with in the chapter. he same applies to the 

enclosed CD containing templates to put speciic elements of theory into practice. 
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With the Hints and Tips at the end of most chapters we hope to provide useful im-

pulses for practical audit work.

As mentioned earlier, this handbook is intended to satisfy a variety of users with 

diferent information requirements. Nevertheless, the information generally makes 

reference to examples from the organizational structure of SAP AG and its internal 

audit service provider GIAS (Global Internal Audit Services), although in speciic 

cases we depart from company-speciic names and structures to make the informa-

tion more generally accessible. With regard to SAP-speciic terminology and situa-

tions, e.g., the organizational position of Internal Audit under the CEO or reference 

to SAP AG’s local subsidiaries, we ask readers to apply the information provided to 

their personal situations as required. his also holds for adjustments resulting from 

certain company forms and the application to other legal forms of information re-

lating to the German Aktiengesellschat (stock corporation).

his guide incorporates the latest status of discussion, although we have to bear 

in mind that the whole topic is subject to constant development. Some issues of the 

future have already been touched upon, but will require further development and 

consolidation. It remains to be seen how changes will shape the future of Internal 

Audit.

As the scale of work suggests, this book could not have been published without 

the dedicated eforts of a large team of people, who worked hard over the past few 

months to help this project succeed. We would like to say a special thank you to 

Margaret Christ, Penelope Sue Greenberg, and Bernhard Reichert for their dedica-

tion in revising and editing the English translation of this handbook, which irst 

appeared in German as Handbuch der Revision. hanks also to Ziggie Keil for 

translating the work into English. We would also like to acknowledge the original 

authors of the German edition: Corinna Boecker, Julia Busch, Petra Eckes, Oliver 

Bussiek, Markus Falk, and Manfred Wolf. We also wish to thank Christine Benner 

for her organizational work, for producing numerous graphics, and for looking af-

ter the CD design. A word of thanks also to Dorothee Brechtel and Adelheid Röben, 

who read and reread each chapter with tireless dedication, contributing to factual 

and linguistic quality assurance and making many valuable suggestions. We are 

also grateful to the following Internal Audit employees of SAP AG for their work 

on speciic chapters: Julio M. Arevalo, horsten Caspari, Önder Güngör, Miang 

Ngee Lau, Christian Müller, Mark Scavillo, Maria Eliana Testolin, Zoltan Vagvoel-

gyi, and Kai Zobel. Other departments of SAP AG also gave us plentiful support by 

reading the text and providing critical feedback. hanks also to the employees from 

Global Communications, Corporate Legal, Corporate Financial Reporting, Global 

Risk Management, Global Compliance, HR Business Partner, Project Management 

Oice Finance & Administration, Corporate Controlling, Controlling, and Global 

Purchase Organization of SAP AG, and the Oice of the CFO. We would like to 

thank Dr. Matthias Heiden for coordinating the reviews and for making many valu-

able suggestions. he staf of Springer-Verlag, especially Dr. Werner A. Müller and 

Ruth Milewski, deserve our thanks for the excellent and smooth cooperation.
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We also wish to sincerely thank Trish Harris, Director of Communications at the 

Institute of Internal Auditors, for agreeing to write a preamble to this handbook.

We would be delighted if this new handbook enjoyed a positive reception in 

both corporate practice and at universities. We look forward to your critical feed-

back and suggestions for improvement, which we will incorporate in our next edi-

tion. Please e-mail any comments to audithandbook@sap.com.

Walldorf, Austin, and Saarbrücken, August 2007

Henning Kagermann  William Kinney 

Karlheinz Küting   Claus-Peter Weber
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Note to Users

his internal audit handbook has been written for diferent target audiences and 

therefore addresses diferent interest groups.  It is comprised of ive sections and 

includes a CD with examples and templates. Read in its entirety, the handbook 

is a complete guide to a modern internal audit department. However, depending 

on your personal knowledge and available time, you may prefer to approach the 

content selectively. To this end, each chapter starts with Key Points, which provide 

a concise overview of the topics discussed within the chapter. he Hints and Tips 

at the end of most chapters are to provide helpful suggestions for day-to-day audit-

work. he following table shows the contents that each section of the guide covers 

and lists possible target groups.

Section Contents Target groups

A All interested parties, especially general managers, 

Boards of Directors, managers and specialized 

employees of Internal Audit

B Description of the SAP®
Audit Roadmap

Internal Audit managers and employees

C Operational aspects of 

audit execution

Internal Audit employees and operational managers

D Applied specialist 

knowledge

Audit employees and interested parties with a high 

level of professional knowledge or expertise

E Conclusion All

he included CD provides a visual depiction of the Audit Roadmap at SAP, which is 

dealt with extensively in Section B of the guide. he content of the CD is presented 

in two diferent modes. With the “View” function, you can display selected topics 

from Section B, including the diferent templates used. With the “Edit document” 

mode, users can complete templates by entering their own details and then save 

them to their own hard disks for subsequent use. For this reason, the CD is particu-

larly valuable for practical audit work.

Finally, this handbook is intended for use by internal audit departments from 

around the world.  However, when describing Internal Audit and corporate gover-

nance in general, we focus on U.S. rules and regulations.  In addition, in the chap-

ters that speciically address SAP practices, we refer to the two-tiered Board system 

which is standard in Germany. his two-tiered Board comprises an Executive Board, 

which consists of the managing directors, and a Supervisory Board, which consists 

of shareholder representatives and employee representatives. However, wherever it 

seems expedient we refer to either the “Board of Directors” or only the “Board”.
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A Conceptual Basis  
of Internal Audit
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1	 Nature	and	Content	of	Audits
1.1	 General	Definition	of	Audit

Key	PoiNts	 •••

•	 During	audits,	an	 independent	party	compares	 the	existing	condition	to	pre-

determined	criteria	(such	as	US-GAAP,	or	the	policies	and	procedures	of	 the	

organization).

•	 Audits	serve	two	important	control	functions.	Firstly,	they	are	detective	control	

mechanisms	by	which	auditors	identify	and	investigate	variances	or	deviations	

from	predetermined	 standards.	Secondly,	 they	are	used	as	preventive	 control	

mechnisms	because	the	expectation	of	an	audit	should	deter	individuals	from	

engaging	in	fraudulent	inancial	reporting	or	making	careless	errors.	

•	 In	the	course	of	their	evaluation,	auditors	identify	business	risks	and	evaluate	

the	efectiveness	and	eiciency	of	the	control	systems	designed	to	avoid,	reduce	

or	eliminate	those	risks.	Auditors	should	also	be	aware	of	the	risk	of	fraudulent	

activities.

•	 he	primary	goal	of	auditing	is	to	serve	the	company	by	providing	an	indepen-

dent	 and	 objective	 evaluation	 of	 the	 organization’s	 adherence	 to	 operational,	

inancial	and	compliance	policies,	guidelines	and	regulations.

•	 Likewise,	audits	are	performed	to	protect	the	interests	of	third	parties,	such	as	

investors	and	creditors.	

In	general,	auditing	is	deined	as	a	systematic	process	of	objectively	obtaining	and	

evaluating	evidence	regarding	the	current	condition	of	an	entity,	area,	process,	i-

nancial	account	or	control	and	comparing	 it	 to	predetermined,	accepted	criteria	

and	communicating	the	results	to	the	intended	users.	he	criteria	to	which	the	cur-

rent	state	is	compared	may	be	a	legal	or	regulatory	standard	(such	as	the	Sarbanes	

Oxley	Act),	or	internally	generated	policies	and	procedures.

Internal	control	is	deined	as,	

“a process afected by an entity’s Board of Directors, management or other personnel 

– designed to provide reasonable assurance regarding the achievement of objectives in 

the following categories:

(1) reliability of inancial reporting,

(2) efectiveness and eiciency of operations, and

(3) compliance with applicable laws and regulations”	(COSO	1992).

Further,	the	Institute	of	Internal	Auditors	(IIA)	deines	control	as,	“any	action	taken	

by	management	to	enhance	the	likelihood	that	established	objectives	and	goals	will	

be	achieved”	(Sawyer	et	al.	2003).	Controls	may	be	preventive	(to	deter	undesirable	

events	from	occurring),	detective	(to	detect	and	correct	undesirable	events	which	

have	occurred),	or	directive	(to	cause	a	desirable	event	to	occur).	A	control	system	

is	the	integrated	composition	of	control	components	and	activities	that	are	used	by	

an	organization	to	achieve	its	objectives	and	goals.

Auditing	in	GeneralAuditing	in	General

internal	Controlinternal	Control
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Audits	 are	 part	 of	 the	 overall	 control	 system	 of	 an	 organization	 and	 provide	

several	 important	 control	 functions.	 Firstly,	 they	 can	 serve	 as	 detective	 control	

mechanisms	–	that	is,	through	their	audit	investigations,	auditors	may	identify	and	

evaluate	errors	or	omissions,	or	variances	between	the	current	condition	and	pre-

determined	criteria.	Secondly,	audits	can	be	a	preventive	control	mechanism,	such	

that	errors,	misstatements	and	fraudulent	activities	do	not	occur	in	the	irst	place.	

Finally,	the	results	of	audits	should	be	used	to	identify	and	propose	any	potential	

improvements	to	the	audited	entity.

Audits	entail	comparing	the	current,	existing	condition	of	a	process,	organiza-

tion,	 division	 or	 account	 to	 predetermined,	 accepted	 criteria.	 A	 variety	 of	 audit	

procedures	may	be	used.	Audit	procedures	are	the	activities	that	the	auditor	per-

forms	to	obtain	suicient,	competent	evidence	to	ensure	a	reasonable	basis	for	the	

audit	 opinion.	 Examples	 of	 some	 audit	 procedures	 available	 to	 auditors	 include:	

observation	of	personnel	or	procedures,	physical	examination	of	assets,	inquiries	or	

interviews	with	personnel,	conirmation	with	outside	parties,	recomputation	or	re-

calculation	of	data,	examination	of	documents,	and	analytical	procedures.

he	inal	objective	of	audits	is	to	preserve	the	interests	of	various	third	parties,	

including	investors	and	creditors.	In	this	regard,	audits	must	comply	with	the	stan-

dards	of	the	third	parties	and	any	applicable	regulations.	For	example,	from	an	ac-

counting	perspective,	audits	of	inancial	reporting	must	focus	on	the	accuracy	of	

the	organization’s	inancial	statements	and	must	be	performed	in	accordance	with	

the	standards	of	the	Public	Company	Accounting	Oversight	Board	(PCAOB).	Al-

ternatively,	audits	of	 internal	controls	over	inancial	reporting	provide	an	assess-

ment	of	the	risks	and	controls	relevant	to	the	operations	afecting	the	inancial	re-

porting	 process	 and	 inancial	 data	 and	 should	 be	 based	 on	 a	 formal	 control	

framework,	 such	 as	 the	 COSO	 Internal	 Control	 Integrated	 Framework	 (see	

Section	A,	Chapter	 1.2	and	1.3).	 Internal	control	assessments	should	also	be	per-

formed	in	accordance	with	the	guidance	of	the	PCAOB.	

LiNKs	ANd	RefeReNCes	 e

•	 COmmIttEE	OF	SPOnSOrInG	OrGAnIzAtIOnS	OF	thE	trEADwAy	COm	

mISSIOn	(COSO).	1992.	Internal Control Integrated Framework. new	york,	ny:	AICPA.

•	 InStItUtE	OF	IntErnAL	AUDItOrS.	2004.	Standards for the Professional Practice 

of Internal Auditing. Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.

•	 KEIth,	J.	2005.	Killing	the	Spider.	Internal Auditor	(April	2005):	25–27.

•	 mESSIEr,	 w.	 F.	 2003.	Auditing and Assurance Services: A systematic approach.	 3rd	ed.	

Boston,	mA:	mcGraw-hill.

•	 PUBLIC	COmPAny	ACCOUntInG	OvErSIGht	BOArD	(PCAOB).	2004.	Audit-

ing Standard No. 2: An Audit of Internal Control Over Financial Reporting Performed in 

Conjunction With an Audit of Financial Statements. http://www.pcaobus.org/Standards/
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•	 rOBErtSOn,	 J.	 C.	 AnD	 t.	 J.	 LOUwErS.	 1999.	 Auditing.	 9th	 ed.	 Boston,	 mA:	

Irwin/mcGraw-hill.

•	 SAwyEr,	L.,	m.	DIttEnhOFEr,	AnD	J.	SChEInEr.	2003.	Sawyer’s Internal Audit-

ing.	5th	ed.	Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.

•	 SEArS,	B.	2002.	Internal Auditing Manual.	new	york,	ny:	warren,	Gorham	&	Lamont.

1.2	 Definition	of	Internal	Audit

Key	PoiNts	 •••

•	 Internal	auditing	is	an	independent,	objective	assurance	and	consulting	activity	

designed	to	assess	the	efectiveness	of	the	control	environment,	add	value,	and	

improve	an	organization's	operations.

•	 In	the	past,	Internal	Audit	was	regarded	as	merely	focused	on	inancial	and	ac-

counting	matters,	but	today	its	role	has	developed	to	include	active	risk	and	con-

trol	evaluations	and	is	considered	integral	to	the	corporate	governance	process.

•	 he	internal	audit	function	is	part	of	the	internal	monitoring	system	of	the	or-

ganization	and	therefore	should	be	positioned	within	the	organization	such	that	

the	independence	of	internal	auditors	can	be	guaranteed.	Ideally,	Internal	Audit	

should	report	 functionally	 to	 the	Audit	Committee	of	 the	Board	of	Directors	

and	administratively	to	the	Chief	Executive	Oicer	(CEO)	of	the	organization.	

•	 Generally,	an	internal	audit	is	a	multi-step	process	aimed	at	determining	whether	

existing	processes	and	procedures	(the	condition)	comply	with	applicable	rules	

and	regulations	(the	criteria)	or	deviate	in	any	way	from	these	criteria.

•	 he	 Committee	 of	 Sponsoring	 Organizations	 of	 the	 treadway	 Commission	

(COSO)	 established	 the	 concepts	 and	 criteria	 that	 an	 internal	 audit	 function	

should	follow	in	practical	terms.	

he	Institute	of	Internal	Auditors	(IIA),	which	is	the	international	professional	or-

ganization	that	oversees	 internal	audit	guidance,	certiication,	education,	and	re-

search,	deines	internal	auditing	as:

[…] an independent, objective assurance and consulting activity designed to add value 

and improve an organization’s operations. It helps an organization accomplish its ob-

jectives by bringing a systematic, disciplined approach to evaluate and improve the 

efectiveness of risk management, control, and governance processes. (IIA	Standards	

for	the	Professional	Practice	of	Internal	Auditing,	Glossary) 

he	IIA’s	deinition	demonstrates	the	transformation	that	Internal	Audit	has	un-

dergone	in	recent	years	with	regard	to	its	role	and	how	it	is	perceived.	In	the	past,	

Internal	Audit	was	regarded	as	a	management	support	function	that	generally	fo-

cused	on	inancial	 and	accounting	matters.	now	 its	 role	may	 include	active	 risk	

management,	which	–	along	with	traditional	auditing	–	is	an	integral	part	of	the	

corporate	governance	process.	Internal	Audit	no	 longer	focuses	only	on	transac-

iiA	deinitioniiA	deinition
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tions	that	occurred	in	the	past	to	determine	whether	control	systems	were	efective.	

today’s	 internal	auditors	also	 look	ahead	to	 identify	 the	potential	 risks	 that	may	

adversely	afect	the	organization	and	to	evaluate	the	control	mechanisms	that	will	

avert	or	minimize	them.	moreover,	the	activities	of	internal	auditors	are	no	longer	

limited	strictly	to	audit	tasks;	management	consulting	is	now	considered	an	impor-

tant	and	expanding	role	for	internal	auditors.	hus,	when	internal	auditors	identify	

areas	for	improvement	in	the	course	of	their	regular	audit	work,	they	will	also	sug-

gest	recommendations	as	to	how	the	organization	can	improve	its	operations.

Internal	audits	allow	management	to	delegate	its	oversight	function	to	the	inter-

nal	audit	department.	In	larger	companies	management	can	not	perform	the	over-

sight	function	itself	for	several	reasons,	including,

•	 growing	complexity	of	the	operating	environment	due	to	automated	data	pro-

cessing,

•	 increased	decentralization	in	physical	location	and	decision-making	as	a	result	

of	globalization	or	internationalization,	and

•	 its	lack	of	expertise	required	to	conduct	eicient,	high-quality	audits.

Internal	Audit	 is	part	of	 the	 internal	monitoring	system	of	an	organization.	his	

system	comprises	all	monitoring	measures	and	precautions	put	in	place	within	the	

company	to	secure	assets	and	guarantee	the	accuracy	and	reliability	of	the	account-

ing	 system.	 his	 task	 is	 managed	 with	 objective-based	 and	 compliance-focused	

comparisons	between	the	existing	condition	and	the	accepted	criteria,	as	required	

by	all	applicable	policies,	regulations,	and	laws.	

In	recent	years,	internal	control	has	become	increasingly	important.	his	is	evi-

denced	in	the	numerous	laws,	regulations	and	standards	that	now	require	that	or-

ganizations	have	an	internal	audit	function	or	an	internal	control	review.	Several	of	

the	most	inluential	requirements	are	described	further	in	Section	A,	Chapter	1.3.

Generally,	an	internal	audit	is	a	multi-step	process	aimed	at	determining	whether	

existing	 processes	 and	 procedures	 (the	 condition)	 comply	 with	 predetermined	

rules	and	regulations	(the	criteria)	or	deviate	in	any	way	from	this	standard.	Firstly,	

to	perform	an	internal	audit,	the	auditors	must	identify	and	understand	the	criteria	

to	 which	 the	 condition	 must	 be	 compared.	 Secondly,	 internal	 auditors	 collect	

evidence	regarding	the	existing	condition.	hirdly,	Internal	Auditors	analyze	and	

evaluate	 the	 evidence.	 Analysis	 and	 evaluation	 may	 include	 (among	 other	

activities):	

•	 observation	of	processes	and	procedures,

•	 inquiry	of	key	participants	in	the	processes,

•	 comparison	of	current	period	information	with	prior	year	information,

•	 comparison	of	current	information	with	budgets	and	forecasts,

•	 comparison	of	current	activities	with	approved	policies	and	procedures,

•	 sampling	and	testing	the	actual	performance	to	the	desired	performance,

•	 utilizing	 computer	 assisted	 audit	 tools	 to	 review,	 compare	 and	 analyze	 large	

amounts	of	data.
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Fourthly,	based	on	this	analysis	and	evaluation,	Internal	Auditors	draw	conclusions	

about	the	efectiveness	of	the	control	systems	and	the	extent	to	which	the	current	

condition	meets	the	required	criteria.	Finally,	the	results	of	the	work	and	the	con-

clusions	drawn	by	the	auditor	are	communicated	to	the	relevant	parties	(audited	

units,	management	etc.)	along	with	any	necessary	recommendations	for	improve-

ment	in	the	form	of	an	audit	report.	It	is	management’s	responsibility	to	act	upon	

the	results	of	an	auditor’s	evaluation.

An	internal	audit	is	generally	conducted	by	a	team	of	auditors	(i.e.,	more	than	

one	auditor).	As	 internal	audits	vary	 in	size	and	content,	 the	size	of	 the	 internal	

audit	teams	working	on	each	audit	also	luctuate.	One	of	the	auditors	acts	as	team	

lead	who	is	responsible	for	planning	and	overseeing	the	audit,	as	well	as	communi-

cating	with	the	auditees,	while	other	audit	team	members	execute	the	audit	activi-

ties	(for	the	organization	of	audit	teams,	see	Section	A,	Chapter	4.4).

Ater	the	internal	audit,	the	results	and	indings	are	reported	to	the	Audit	Com-

mittee,	senior	management,	and	the	manager	responsible	for	the	audited	unit.	he	

results	are	also	shared	with	the	employees	concerned.	As	necessary,	other	parties	

with	interests	in	the	audit	may	be	informed	of	the	results;	these	parties	may	include	

creditors,	strategic	partners	and	external	auditors	(for	reporting	on	completed	au-

dits,	see	Section	B,	Chapter	5).

he	 Committee	 of	 Sponsoring	 Organizations	 of	 the	 treadway	 Commission	

(COSO)	has	deined	criteria	for	audits	on	which	the	work	of	Internal	Audit	should	

be	based.	COSO	is	“a private-sector organization dedicated to improving the quality 

of inancial reporting through business ethics, efective internal controls, and corpo-

rate governance”	(see	www.coso.org).	

COSO	provides	criteria	for	establishing	internal	control	and	evaluating	its	ef-

fectiveness.	Further,	COSO	deines	key	concepts	that	explain	the	purpose	and	per-

formance	of	internal	control	as	follows:

•	 Internal control is a process. It is a means to an end, not an end in itself.

•	 Internal control is afected by people. It’s not merely policy manuals and forms, but 

people at every level of an organization.

•	 Internal control can be expected to provide only reasonable assurance, not absolute 

assurance.

•	 Internal control is geared to the achievement of objectives in one or more separate 

but overlapping categories. (www.coso.org/key.htm)

HiNts	ANd	tiPs	 ;

•	 he	internal	audit	function	should	remain	independent	from	all	other	depart-

ments	within	the	organization.	his	allows	internal	auditors	to	maintain	objec-

tivity	as	they	perform	their	audit	activities.

•	 Internal	 auditors	 should	 familiarize	 themselves	 with	 their	 organizational	 po-

sition	within	the	company	and	when	necessary,	clearly	communicate	 to	 their	

Audit	teamAudit	team

ReportingReporting

CosoCoso

Key	Coso	internal	
Control	Concepts

Key	Coso	internal	
Control	Concepts



�

auditees	how	they	it	in	the	organization	and	what	their	primary	service	is	to	the	

organization.

•	 Internal	Audit	must	meet	the	needs	of	the	organization.	herefore,	the	organiza-

tion’s	strategy,	objectives,	and	structure	must	be	understood	before	determining	

how	Internal	Audit	will	it	into	it.
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1.3	 Regulatory	and	Organizational	Framework	

Key	PoiNts	 •••

•	 Internal	audits	are	subject	to	a	large	number	of	regulatory	and	organizational	

requirements.	recent	notable	regulations	and	guidance	have	been	developed	in	

the	US,	Germany,	UK,	Canada,	Japan,	China,	and	hong	Kong.

•	 Independence	of	both	internal	and	external	auditors	is	more	important	than	ever	

before.	herefore,	Internal	Audit	should	be	an	independent	staf	department.	

•	 he	internal	audit	function	can	either	be	centralized	or	decentralized	based	on	

the	needs	of	the	organization.	

Audits	are	subject	to	a	variety	of	regulatory	and	organizational	conditions.	regula-

tory	standards	have	undergone	particularly	rapid	development	in	recent	years	as	a	

result	of	several	new	legislative	initiatives.	

overviewoverview
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A	number	of	new	regulations	have	been	passed	in	recent	years,	which	afect	not	

only	external	auditing,	but	also	 the	 internal	audit	 function.	many	standards	and	

legal	requirements	now	address	the	internal	audit	process	directly,	or	the	internal	

control	 structure	of	organizations.	For	 the	 internal	 audit	 function,	 the	 following	

laws,	standards	and	guidance	provide	the	most	explicit	directives	(details	regarding	

internal	audit	and	internal	control	are	provided	below):	

•	 United	States:

■	 Sarbanes	Oxley	Act	of	2002	(SOX),

■	 nySE	Listing	Standards,

■	 COSO	Internal	Control	Integrated	Framework,

■	 COSO	Enterprise	risk	management	Integrated	Framework,

■	 COBIt®	Control	Objectives	for	Information	and	related	technology.

•	 Germany:

■	 Act	on	Control	and	transparency	in	Business	(KontraG),

■	 German	Corporate	Governance	Code	(DCGK),

■	 transparency	and	Disclosure	Act	(transPuG),

■	 Accounting	Legislation	reform	Act	(BilreG).

•	 United	Kingdom:	he	turnbull	report:	Internal	Control	requirements	of	the	

Combined	Code.

•	 Canada:	Canadian	Securities	Administration	rules.

•	 Japan:	Financial	Instruments	and	Exchange	Law.

•	 China:	Code	of	Corporate	Governance.

•	 hong	Kong:

■	 rules	Governing	 the	Listing	of	Securities	on	 the	Stock	Exchange	of	hong	

Kong	Limited,

■	 rules	Governing	the	Listing	of	Securities	on	the	Growth	Enterprise	market	

of	the	Stock	Exchange	of	hong	Kong	Limited.

he	Sarbanes-Oxley	Act	of	2002	(SOX)	was	enacted	by	the	United	States	Congress	

in	 response	 to	 several	major	accounting	 scandals	 in	2001	and	2002.	he	explicit	

purpose	of	the	Act	is	to	“protect	investors	by	improving	the	accuracy	and	reliability	

of	corporate	disclosures	made	pursuant	to	the	securities	laws”	(US	Congress	2002).	

he	Act	is	applicable	to	all	publicly	registered	companies	listed	on	U.S.	stock	ex-

changes	and	under	the	jurisdiction	of	the	U.S.	Securities	and	Exchange	Commis-

sion	(SEC).	his	includes	any	foreign	irm	that	is	listed	on	a	U.S.	stock	exchange.	

SOX	has	several	sections,	the	most	important	to	Internal	Audit	are	section	302,	re-

quiring	the	CEO	and	CFO	(Chief	Financial	Oicer)	to	certify	the	validity	of	the	i-

nancial	statements,	section	404,	which	requires	that	management	assess	and	report	

on	the	efectiveness	of	the	 internal	controls	over	inancial	reporting	and	that	the	

independent	external	auditor	attest	to	that	assessment,	and	section	806,	which	pro-

tects	 employees,	 known	 as	 whistleblowers,	 who	 report	 fraudulent	 behavior	 (see	

Section	A,	Chapter	2.6	and	Section	D,	Chapter	13).

Regulatory	standardsRegulatory	standards
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new	york	Stock	Exchange	(nySE)	Final	Corporate	Governance	rules	require	

that	all	listed	companies	have	an	internal	audit	function	to	“provide	management	

and	the	audit	committee	with	ongoing	assessments	of	the	company’s	risk	manage-

ment	 processes	 and	 system	 of	 internal	 control”	 (nySE	 2003).	 Compliance	 with	

nySE	listing	standards	has	been	mandatory	since	november	2003.

he	COSO	Internal	Control	Integrated	Framework	(IC)	was	developed	in	1992	

to	provide	a	model	for	evaluating	internal	controls	and	is	recognized	as	the	stan-

dard	against	which	organizations	should	measure	the	efectiveness	of	their	internal	

control	systems.	COSO	deines	internal	control	as:

A process, efected by an entity’s board of directors, management and other personnel, 

designed to provide reasonable assurance regarding the achievement of objectives in 

the following three categories:

• efectiveness and eiciency of operations,

• reliability of inancial reporting,

• compliance with applicable laws and regulations (COSO 1992).

COSO	deines	internal	control	as	consisting	of	ive	interrelated	components:	

•	 control	environment,	

•	 risk	assessment,	

•	 control	activities,	

•	 information	and	communication,	and	

•	 monitoring.	

COSO’s	broad	deinition	of	control	marks	a	signiicant	departure	from	the	previ-

ously	held	notion	that	Internal	Audit	should	be	concerned	only	with	retrospective	

audits	 of	 inancial	 and	 accounting	 data.	 Instead,	 Internal	 Audit’s	 responsibilities	

include	internal	controls	over	strategy	and	operating	efectiveness	and	regulatory	

compliance,	as	well	as	reliability	of	inancial	reporting	(COSO	1992).	For	more	in-

formation	on	COSO	IC	and	its	relation	to	SOX	see	Section	D,	Chapter	14.1.2.

	more	recently,	in	2003,	COSO	released	a	framework	for	enterprise	risk	manage-

ment	(Erm)	that	encompasses	and	enhances	COSO	IC.	COSO	deines	Erm	as:

A process, efected by an entity’s Board of Directors, management and other personnel, 

applied in strategy setting and across the enterprise, designed to identify potential events 

that may afect the entity, and manage risks to be within its risk appetite, to provide 

reasonable assurance regarding the achievement of entity objectives (COSO	2003).

An	 ongoing	 Erm	 approach	 helps	 management	 efectively	 deal	 with	 uncertainty	

and	 associated	 risk	 and	 opportunity	 throughout	 the	 organization,	 and	 therefore	

helps	the	organization	achieve	its	objectives.	he	COSO	Erm	model	is	illustrated	

using	a	cube,	which	shows	how	the	objectives,	 internal	control	components	and	

organization	levels	are	interrelated.	

COSO	Erm	expands	upon	 the	objectives	 set	 forth	 in	 the	 IC	 framework	and	

provides	four	categories	for	an	organization’s	objectives:	

•	 strategic,

•	 operations,

Nyse	Listing	standardsNyse	Listing	standards

Coso	iCCoso	iC

Coso	eRMCoso	eRM
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•	 reporting,	and	

•	 compliance.	

Further,	COSO	Erm	describes	eight	 interrelated	components	that	are	 integrated	

within	the	management	process:	

•	 internal	environment,	

•	 objective	setting,

•	 event	identiication,

•	 risk	assessment,

•	 risk	response,

•	 control	activities,

•	 information	and	communication,	and

•	 monitoring.	

COSO	Erm	clearly	afects	the	entire	organization	at	all	levels:	the	entity	as	a	whole,	

each	division,	all	business	units,	and	any	subsidiaries	(COSO	2004).

he	COBIt®	(Control	Objectives	for	Information	and	related	technology)	frame-

work	is	particularly	useful	in	an	organization	with	a	strong	information	technology	

environment.	he	COBIt®	framework	was	issued	and	is	maintained	by	the	Infor-

mation	 Systems	 Audit	 and	 Control	 Association	 (ISACA).	 COBIt®	 supplements	

CoBit®CoBit®
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COSO	and	SOX	by	focusing	on	the	governance	of	It	resources	and	processes.	It	is	

especially	 helpful	 because	 it	 provides	 a	 framework	 and	 supporting	 tool	 set	 that	

bridges	control	requirements,	technical	issues	and	business	risks	(for	more	infor-

mation	on	COBIt®	see	Section	A,	Chapter	6.2.5).

he	German	Act	on	Control	and	transparency	in	Business	(Gesetz zur Kontrolle 

und Transparenz im Unternehmensbereich – KonTraG)	was	introduced	in	1998	with	

the	aim	of	eliminating	potential	weaknesses	in	the	internal	control	systems	in	Ger-

man	public	companies,	including	in	the	internal	and	external	audit	functions.	his	

was	achieved	primarily	be	redeining	the	roles	of	Executive	Board	and	Supervisory	

Board	(which	function	in	lieu	of	the	Board	of	Directors	in	German	corporations),	

as	well	as	the	role	of	the	external	auditors.	he	key	stipulation	requires	the	Execu-

tive	Board	to	ensure	 that	an	adequate	risk	management	system	and	an	adequate	

internal	audit	function	are	in	place.	his	law	marks	the	irst	time	that	the	internal	

audit	function	has	been	codiied	in	German	law,	thus	recognizing	its	place	as	an	

integral	part	of	the	inancial	reporting	system.

he	German	Corporate	Governance	Code	(DCGK),	which	was	established	in	

2005,	does	not	refer	to	the	internal	audit	function	directly,	but	it	does	oblige	the	

Supervisory	Board	of	a	company	to	set	up	an	Audit	Committee.	his	Committee	is	

tasked	primarily	with	issues	of	accounting	and	risk	management	including	the	bud-

geting	and	monitoring	of	the	external	auditors.	he	chairman	of	the	Audit	Com-

mittee	 “shall	 have	 specialist	 knowledge	 and	 experience	 in	 the	 application	 of	 ac-

counting	 principles	 and	 internal	 control	 processes”	 (Government	 Commission	

German	Corporate	Governance	Code	2006).	his	establishes	the	basis	for	coopera-

tion	between	the	Audit	Committee	and	Internal	Audit.

As	a	result	of	 the	German	transparency	and	Disclosure	Act	(2002)	 the	Stan-

dards	of	the	German	Corporate	Governance	Code	have	been	incorporated	into	law.	

hus	 Executive	 Boards	 of	 listed	 companies	 must	 conirm	 annually	 whether	 the	

company	complies	with	the	recommendations	of	the	Commission	of	the	German	

Corporate	 Governance	 Code	 and	 state	 which	 recommendations	 have	 not	 been	

implemented.

he	 German	 Accounting	 Legislation	 reform	 Act	 of	 2004	 (BilReG – Bilanz-

rechtsreformgesetz)	has	made	a	signiicant	contribution	to	strengthening	the	inde-

pendence	of	 the	external	auditors.	Speciically,	sections	319	and	319a	of	 the	Han-

delsgesetzbuch	 (hGB	 -	 German	 Commercial	 Code)	 list	 a	 number	 of	 advisory	

services	that	the	external	auditors	are	not	allowed	to	perform	for	a	company	if	they	

audit	the	company.	his	concept	can	also	be	applied	to	Internal	Audit.	here,	too,	the	

consulting	function	has	gained	importance	in	recent	years	and	now	forms	an	im-

portant	 part	 of	 Internal	 Audit’s	 responsibilities.	 On	 the	 other	 hand,	 however,	 all	

internal	audit	work	also	must	comply	with	the	postulate	of	independence.	If	a	close	

relationship	between	auditing	and	consulting	is	regarded	as	inappropriate	for	exter-

nal	auditors	and	is	not	permitted	for	this	reason,	it	must	be	assumed	that	such	a	

relationship	 could	 also	 damage	 Internal	 Audit’s	 efectiveness	 if	 auditor	 indepen-

dence	is	not	guaranteed	and	conlicts	of	interest	arise.	
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In	the	United	Kingdom	the	turnbull	report	(Internal	Control	requirements	of	

the	Combined	Code)	requires	that	the	Board	of	Directors	“maintain	a	sound	sys-

tem	of	 internal	control	 to	safeguard	shareholders’	 investment	and	the	company’s	

assets.”	Annually,	directors	must	conduct	a	review	of	the	efectiveness	of	the	inter-

nal	control	system,	including	all	controls	(inancial,	operational	and	compliance)	

and	 risk	 management,	 and	 must	 report	 this	 evaluation	 to	 shareholders.	 Further,	

companies	without	internal	audit	functions	must	periodically	assess	their	need	for	

such	 a	 function.	 In	 general,	 the	 Combined	 Code	 requires	 that	 listed	 companies	

disclose	how	they	apply	the	principles	in	the	code	(including	those	related	to	inter-

nal	controls)	and	conirm	that	they	comply	with	the	code	or	–	where	they	do	not	

comply	–	issue	an	explanation	for	that	deviation.	he	Combined	Code	on	Corpo-

rate	Governance	was	originally	issued	in	June	of	1998	and	revised	in	2005	(Institute	

of	Chartered	Accountants	in	England	and	wales	2005).

In	 2004,	 the	 Canadian	 Securities	 Administrators	 developed	 rules	 to	 improve	

investor	conidence.	he	rules	require	the	development	of	an	 independent	Audit	

Committee,	that	has	a	written	charter	and	communicates	directly	with	the	internal	

audit	function	(Canadian	Securities	Administrators	2004).

In	Japan,	the	Financial	Instruments	and	Exchange	Law,	legislation	similar	to	the	

U.S.	Sarbanes	Oxley	Act,	was	developed	in	2006.	his	law,	nicknamed	J-Sox,	is	ef-

fective	for	iscal	years	beginning	on	or	ater	April	2008.	Standards	developed	by	the	

Business	 Accounting	 Council	 of	 the	 Financial	 Services	 Agency	 require	 all	 listed	

companies	in	Japan	to	prepare	and	submit	internal	control	reports	based	on	man-

agement’s	 evaluation	 of	 internal	 controls	 over	 inancial	 reporting.	 J-Sox	 has	 a	

broader	deinition	of	inancial	reporting	than	US	SOX,	which	includes	other	items	

disclosed	in	Securities	reports	that	use	inancial	statement	data.	Further,	company	

management	must	evaluate	controls	at	any	ailiates	that	are	consolidated	under	the	

equity-method	of	accounting.	Internal	controls	are	to	be	evaluated	using	a	formal	

control	framework	such	as	the	J-Sox	framework,	which	is	based	upon	the	COSO	IC	

framework.	Finally,	the	auditor	must	report	on	management’s	evaluation	of	internal	

controls.

he	Code	of	Corporate	Governance	for	Listed	Companies	in	China	was	devel-

oped	by	the	China	Securities	regulatory	Commission	in	2001.	he	code	requires	

that	one	third	of	the	members	of	the	Board	of	Directors	be	independent	and	sug-

gests	the	(optional)	appointment	of	an	Audit	Committee.	he	majority	of	the	Audit	

Committee	members	must	be	independent	and	one	member	must	be	a	inancial	

expert.	he	principal	responsibilities	of	 the	Audit	Committee	 include	overseeing	

the	internal	audit	function	(Chinese	Securities	regulatory	Commission	2001).

he	rules	Governing	the	Listing	of	Securities	on	the	Stock	Exchange	of	hong	

Kong	 Limited	 and	 the	 rules	 Governing	 the	 Listing	 of	 Securities	 on	 the	 Growth	

Enterprise	market	of	the	Stock	Exchange	of	hong	Kong	Limited	were	established	to	

ensure	investor	conidence	in	the	market.	hese	rules	require	that	listed	companies	

establish	an	Audit	Committee	whose	responsibilities	include	overseeing	the	inan-

cial	reporting	system	and	internal	control	procedures.	For	listed	companies	with	an	

the	turnbull	Report	(UK)the	turnbull	Report	(UK)
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internal	audit	 function,	 the	Audit	Committee	must	 review	and	monitor	 Internal	

Audit’s	efectiveness	and	ensure	it	has	suicient	resources.	Further,	the	Audit	Com-

mittee	must	report	to	shareholders	about	its	review	of	internal	control	efectiveness	

annually	(hong	Kong	Exchange	2007).

IIA	Standard	1100	clearly	states	that	the	organization’s	 internal	audit	function	

must	be	independent,	and	internal	auditors	should	be	objective	in	performing	their	

work.	Independence	is	achieved	through	organizational	status	and	objectivity	and	

is	a	decisive	factor	in	ensuring	that	internal	auditors	can	perform	their	tasks	in	line	

with	requirements.	he	Chief	Audit	Executive	(CAE)	should	report	to	a	level	within	

the	organization	 that	allows	Internal	Audit	 to	achieve	 independence.	 Ideally,	 the	

CAE	should	report	 functionally to	the	Audit	Committee	and	administratively	 to	

the	CEO	of	the	organization.	Further,	the	CAE	should	have	direct	and	unrestricted	

communication	with	the	Board	of	Directors	and	Audit	Committee.	Speciically,	the	

CAE	should	regularly	attend	Board	of	Directors	meetings	and	should	have	the	op-

portunity	to	meet	privately	with	the	Audit	Committee.	Independence	is	strength-

ened	when	the	CAE	is	appointed	and	terminated	by	the	Board	of	Directors,	not	

management.

to	maintain	independence,	the	internal	audit	function	should	be	managed	as		

a	separate	staf	department	without	the	authority	to	manage	or	direct	employees	of	

other	units.	his	ensures	that	Internal	Audit	does	not	audit	any	processes	or	sce-

narios	that	it	has	been	involved	in	creating.	In	addition,	this	organizational	struc-

ture	 also	 enhances	 the	 standing	 of	 Internal	 Audit	 within	 the	 organization	 as	 all	

employees	of	the	company	accept	and	respect	this	department	and	the	work	it	does.	

As	an	independent	department,	Internal	Audit	can	evaluate	operations	and	provide	

recommendations	 for	 improvement,	 but	 cannot	 implement	 them.	 Implementing	

Internal	Audit’s	recommendations,	as	well	as	designing	and	implementing	control	

solutions,	is	the	responsibility	of	management.	

Internal	Audit	must	decide	whether	to	establish	a	centralized	or	a	decentralized	

internal	audit	function.	his	decision	depends	on	the	speciic	needs	of	the	organiza-

tion.	Centralized	internal	audit	services	are	managed	and	controlled	by	one	Inter-

nal	Audit	management	team	with	one	audit	plan	for	the	entire	function.	he	audit	

activities,	 tools	 and	 reporting	 methods	 are	 standardized	 for	 the	 entire	 function.		

A	decentralized	internal	audit	function	may	be	organized	into	multiple	divisions,	

each	of	which	has	the	authority	to	develop	individual	audit	plans,	design	difering	

audit	 techniques	 and	 division-speciic	 reporting	 procedures.	 Alternatively,	 some	

organizations	may	use	a	hybrid	internal	audit	department	with	characteristics	of	

both	 centralized	 and	 decentralized	 internal	 audit	 functions.	 SAP’s	 internal	 audit	

department	for	example	is	a	centrally	organized	staf	department	with	a	decentral-

ized,	regional	structure,	i.e.	with	teams	in	Germany,	the	United	States,	Singapore,	

and	Japan	(see	Section	A,	Chapter	4).
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tives.	For	global	organizations,	this	may	include	international	guidance.

LiNKs	ANd	RefeReNCes	 e

• Aktiengesetz (AktG) vom 6. September 1965 zuletzt geändert durch Artikel 13 des Gesetzes 

vom 5. Januar 2007.	 http://bundesrecht.juris.de/bundesrecht/aktg/gesamt.pdf	 (accessed	

may	31,	2007).

•	 BUSInESS	 ACCOUntInG	 COUnCIL.	 2007.	 Standard for Implementation of Evalu-

ation and Audit for Internal Control over Financial Reporting. http://www.fsa.go.jp/en/

news/2007/20070420.pdf	(accessed	may	31,	2007).

•	 CAnADIAn	SECUrItIES	ADmInIStrAtOrS.	march	29,	2004.	New Rules Promote 

Investor Conidence, Change Issuers’ Disclosure and Governance practices.	Press	release.

•	 ChInESE	 SECUrItIES	 rEGULAtOry	 COmmISSIOn.	 2001.	 Code of Corporate 

Governance for Listed Companies in China.	http://www.ecgi.org/codes/documents/code_

en.pdf	(accessed	may	31,	2007).

•	 COmmIttEE	 OF	 SPOnSOrInG	 OrGAnIzAtIOnS	 OF	 thE	 trEADwAy	

COmmISSIOn	 (COSO).	 1992.	Internal	Control	Integrated Framework.	new	york,	ny:	

AICPA.

•	 COmmIttEE	OF	SPOnSOrInG	OrGAnIzAtIOnS	OF	thE	trEADwAy	COm

mISSIOn	(COSO).	2004.	Enterprise Risk Management Integrated Framework.	new	york,	

ny:	AICPA.

•	 FInAnCIAL	 SErvICES	 AGEnCy.	 2006.	 New Legislative Framework for Investor 

Protection: Financial Instruments and Exchange Law.	 http://www.fsa.go.jp/en/policy/

iel/20060621.pdf	(accessed	may	31,	2007).

•	 Gesetz	zur	Einführung	 internationaler	rechnungslegungsstandards	und	zur	Sicherung	

der	Qualität	der	Abschlussprüfung	(Bilanzrechtsreformgesetz	–	BilreG)	vom	4.	Dezem-

ber	2004.	Bundesgesetzblatt	I	65	(9.12.2004):	3166–3182.	http://www.bmj.bund.de/media/

archive/834.pdf	(accessed	may	31,	2007).

•	 Gesetz	 zur	 Kontrolle	 und	 transparenz	 im	 Unternehmensbereich	 (KontraG)	 vom	 27.	

April	1998.	Bundesgesetzblatt	I	24	(30.04.1998):	786–794.	http://217.160.60.235/BGBL/bg-

bl1f/b198024f.pdf	(accessed	may	31,	2007).

•	 Gesetz	 zur	 weiteren	 reform	 des	 Aktien-	 und	 Bilanzrechts,	 zur	 transparenz	 und	 Pub-

lizität	 (transparenz-	 und	 Publizitätsgesetz)	 vom	 19.	 Juli	 2002.	 Bundesgesetzblatt	 I	 50	

(25.07.2002):	 2681–2687.	 http://217.160.60.235/BGBL/bgbl1f/bgbl102s2681.pdf	 (accessed	

may	31,	2007).

•	 GOvErnmEnt	 COmmISSIOn	 GErmAn	 COrPOrAtE	 GOvErnAnCE	 CODE.	

2006.	 German Corporate Governance Code as amended on June 12, 2006 (convenience 

translation).	http://www.corporate-governance-code.de/eng/download/E_CorGov_End-

fassung_June_2006.pdf	(accessed	may	31,	2007).



1�

•	 hOnG	 KOnG	 EXChAnGE.	 2007.	 Rules Governing the Listing of Securities on the 

Growth Enterprise Market of the Stock Exchange of Hong Kong Limited.	http://www.hkex.

com.hk/rule/gemrule/GEm-App15%20(E).pdf	(accessed	may	31,	2007).

•	 InStItUtE	OF	ChArtErED	ACCOUntAntS	In	EnGLAnD	AnD	wALES.	2005.	

Turnbull Report – Internal Control Guidance for Directors on the Combined Code.	London:	

he	Institute	of	Chartered	Accountants	in	England	and	wales.

•	 InStItUtE	OF	IntErnAL	AUDItOrS.	2007.	International Standards for the Profes-

sional Practice of Internal Auditing.	http://www.theiia.org/guidance/standards-and-prac-

tices/professional-practices-framework/standards/standards-for-the-professional-prac-

tice-of-internal-auditing	(accessed	may	31,	2007).

•	 InStItUtE	OF	IntErnAL	AUDItOrS.	2002.	Practice Advisory 1100-1: Independence 

and Objectivity.	Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.

•	 nEw	 yOrK	 StOCK	 EXChAnGE.	 2003. Final NYSE Corporate Governance Rules. 

http://www.nyse.com/pdfs/inalcorpgovrules.pdf	(accessed	may	31,	2007).

•	 PrOtIvItI.	2007.	J-Sox Flash Report – Japanese Guidelines for Interal Control Reporitng 

Finalized – Diferences in Requirements Between the U.S. Sarbanes-Oxley Act and J-Sox.	

http://www.protiviti.jp/downloads/lashreport/JSOX_Flash_report0221E.pdf	 (accessed	

may	31,	2007).

•	 PUBLIC	COmPAny	ACCOUntInG	OvErSIGht	BOArD	(PCAOB).	2004.	Audit-

ing Standard No. 2: An Audit of Internal Control Over Financial Reporting Performed in 

Conjunction With an Audit of Financial Statements. http://www.pcaobus.org/Standards/

Standards_and_	related_rules/Auditing_Standard_no.2.aspx	(accessed	may	31,	2007).

•	 PUBLIC	 COmPAny	 ACCOUntInG	 OvErSIGht	 BOArD	 (PCAOB).	 2005.	 Staf 

Questions and Answers: Auditing Internal Control over Financial Reporting. http://www.

pcaob.org/standards/staf_questions_and_answers/2005/01-21.pdf	 (accessed	 may	 31,	

2007).

•	 rEDDInG,	K.,	P.	SOBEL,	U.	AnDErSOn,	m.	hEAD,	S.	rAmAmOOrtI,	AnD	m.	

SALAmASIK.	2007.	Internal Assurance and Consulting Services.	Altamonte	Springs,	FL:	

he	Institute	of	Internal	Auditors.

•	 rIttEnBErG,	L.	E.	AnD	B.	J.	SChwEIGEr.	2005.	Auditing: Concepts for a changing 

environment.	5th	ed.	Boston,	mA:	hompson.

•	 SAwyEr,	L.,	m.	DIttEnhOFEr,	AnD	J.	SChEInEr.	2003.	Sawyer’s Internal Audit-

ing.	5th	ed.	Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.

•	 SEArS,	B.	2002.	Internal Auditing Manual.	new	york,	ny:	warren,	Gorham	&	Lamont.

•	 US	COnGrESS.	2002.	Sarbanes-Oxley Act of 2002. 107th Congress of the United States of 

America. HR 3763.	washington	DC:	Government	Printing	Oice.

Conceptual	Basis	of	Internal	Audit

Nature	and	Content	of	Audits

Regulatory	and	Organizational	Framework	

A	|	1	|	1.3



16

2	 Internal	Audit:	Meeting	Today’s	Needs
2.1	 The	Dynamics	of	the	Operating	Environment

Key	PoINTs	 •••

•	 Internal	 Audit	 is	 inluenced	 by	 a	 variety	 of	 factors,	 including	 regulatory	 and	

legal	requirements,	internal	expectations,	and	competitors.	Internal	Audit	can	

and	must	meet	these	factors	with	lexibility	and	in	accordance	with	company	

objectives	and	the	standards	established	by	the	professional	institutes.

•	 he	external	environment	and	internal	factors	demand	that	internal	audit	func-

tions	are	integrated	within	the	business	processes	of	the	organization.

To	be	a	viable	global	competitor	in	today’s	business	community,	organizations	must	

juggle	constantly	evolving	operational	processes,	a	multitude	of	varying	 legal	re-

quirements	and	regulations,	and	the	increasing	demands	of	international	business	

relationships.	While	traditional	business	activities,	such	as	delivering	quality	prod-

ucts	and	services,	continue	to	be	decisive	prerequisites	for	business	success,	global	

market	factors	must	also	be	carefully	considered.	Due	to	the	complexity	of	the	in-

ternational	environment,	organizations	face	stringent	time,	resource	and	cost	con-

straints	 that	are	more	 signiicant	 than	ever	before.	Operating	 in	a	global	market	

provides	 organizations	 with	 exciting	 opportunities	 and	 immense	 beneits.	 How-

ever,	it	also	introduces	risks	that	must	be	carefully	managed.	

To	compete	in	the	global	marketplace,	organizations	must	comply	with	rapidly	

evolving	 international	business	 regulations,	 including	inancial	 reporting	 regula-

tions,	political,	environmental,	health	and	safety	provisions,	and	human	rights	re-

quirements,	among	many	others.	hese	international	requirements	are	particularly	

important	when	organizations	operate	 in	multiple	nations	with	diferent	cultural	

norms,	expectations,	and	behaviors.	For	example,	there	is	increasing	focus	of	legal	

standards	on	consistent,	auditable	igures.	One	such	legal	standard	is	the	Sarbanes	

Oxley	Act	of	2002	(SOX)	in	the	U.S.	SOX	requires	that	any	organization	listed	on		

a	U.S.	Stock	Exchange	(regardless	of	its	nationality)	comply	with	strict	rules	which	

expose	management	and	directors	to	unique	challenges	and	risks	as	they	oversee	

operations	and	reporting.

In	addition	to	the	many	external	requirements	that	organizations	must	satisfy,	

internal	factors,	such	as	organizational	design	and	complexity,	impact	the	day-to-

day	activities	of	a	company.	he	detailed	organization	and	worklow	structures	of		

a	company	are	inluenced	by	its	strategic	objectives,	the	skill	levels	of	its	employees,	

the	 information	 and	 communication	 systems	 it	 uses,	 and	 the	 availability	 of	 re-

sources	 necessary	 to	 meet	 its	 objectives.	 Further,	 as	 an	 organization	 grows	 and	

changes,	the	interpersonal	dynamics	will	change	as	well,	which	can	have	a	strong	

impact	on	its	corporate	culture	and	control	environment.	

All	of	these	factors	impact	the	design	of	a	company’s	business	functions,	either	

directly	or	indirectly.	Moreover,	the	continuing	evolution,	expansion	and	realign-
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ment	of	the	operating	environment	afect	not	only	the	productive	business	func-

tions,	but	also	all	supporting	units,	such	as	the	accounting	and	legal	departments.	

Internal	Audit	must	also	adapt	to	the	evolving	goals	and	objectives	of	 individual	

company	divisions	and/or	the	entire	enterprise	and	must	be	able	to	recognize	the	

new	risks	that	emerge	as	the	organization’s	goals	change.

As	the	organization	continues	to	evolve,	managing	business	change	processes	be-

comes	a	necessary	prerequisite	for	maintaining	the	enterprise	as	a	going	concern.	

his	objective	must	be	pursued	with	appropriate	 risk	 evaluation	and	mitigation,	

and	the	relevant	 internal	controls	must	be	deined.	Speciic	steps	 in	the	business	

change	process	may	include:	extending	the	organizational	structure	to	include	new	

subsidiaries,	lines	of	business	or	customer	bases,	adding	new	processes	or	changing	

the	existing	ones	to	better	meet	the	strategic	objectives	of	the	organization,	rede-

ploying	employees	to	new	areas	of	responsibility,	and	even	developing	new,	oten	

global,	guidelines	and	work	instructions.	Each	of	these	activities	must	be	rated	with	

regard	to	its	inherent	risks	before	it	is	implemented.	hat	is,	the	organization	must	

consider	the	level	of	risk	that	exists	within	an	activity	in	the	absence	of	an	internal	
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control	system.	he	result	of	this	risk	analysis	forms	the	basis	for	implementing	ap-

propriate	controls	and	analyzing	their	risk	management	efectiveness.

Internal	Audit	can	provide	support	in	each	step	of	the	change	management	pro-

cess.	Ultimately,	the	objective	remains	to	evaluate	and	verify	that	operational	pro-

cesses	comply	with	regulatory	standards	and	organizational	requirements	and	are	

performed	eiciently	and	efectively.	Additionally,	Internal	Audit	can	act	as	an	in-

ternal	advisor	and	optimization	agent	in	every	stage	of	enterprise	change,	thanks	to	

its	rich	collection	of	knowledge	and	experience.	Internal	Audit	can	assist	and	pro-

vide	advice	for	drating	guidelines	and	in	designing	work	and	process	instructions,	

and	can	support	risk	assessments.	Internal	Audit	can	therefore	be	seen	as	a	com-

bined	audit	and	consulting	function	with	the	purpose	of	optimizing	enterprise	pro-

cesses.	However,	this	role	must	be	clearly	described	and	deined	with	regard	to	au-

dit	requirements	and	interests	to	ensure	that	Internal	Audit	remains	independent.	

HINTs	AND	TIPs	 ;

•	 If	Internal	Audit	receives	information	about	signiicant	changes	to	operational	

processes,	it	is	beneicial	to	work	with	the	employees	in	charge	of	implementing	

these	changes	to	ensure	that	the	control	environment	has	been	considered.

•	 When	internal	structures	and	processes	are	redesigned,	Internal	Audit	should	ofer	

its	cooperative	assistance	and	advice	to	ensure	a	timely	transfer	of	know-how.

•	 E-mails	about	new	guidelines,	articles	in	corporate	magazines,	news	in	the	press,	

on	TV,	and	on	radio,	as	well	as	information	from	external	and	internal	partners	

can	be	used	as	sources	of	information	about	the	changed	environment.

LINKs	AND	ReFeReNces	 e

•	 AnDErSOn,	U.	AnD	A.	DAHlE.	2006.	Implementing the Professional Practices Frame-

work.	2nd	ed.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 CASCArInO,	r.	AnD	S.	VAn	ESCH.	2005.	Internal Auditing: An Integrated Approach.	

lansdowne,	SA:	Juta	and	Co.

•	 COMMITTEE	OF	SpOnSOrIng	OrgAnIzATIOnS	OF	THE	TrEADWAy	COM-

MISSIOn	 (COSO).	 2003.	 Enterprise Risk Management Framework.	 new	 york,	 ny:	

AICpA.

•	 DElOACH,	 J.	 2000.	Enterprise-wide Risk Management: Strategies for Linking Risk and 
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•	 InSTITUTE	OF	InTErnAl	AUDITOrS.	2006.	Standards for Professional Practice.	Al-
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Role	of	Internal	AuditRole	of	Internal	Audit



19

2.2	 Reorientation	of	the	Requirements	Profile

Key	PoINTs	 •••

•	 Due	to	the	constantly	changing	business	environment,	Internal	Audit	is	faced	

with	rapidly	evolving	requirements,	to	which	it	must	respond	efectively.

•	 Major	requirements	include	international	orientation,	a	fully	standardized	au-

dit	method	that	captures	the	full	complexity	of	business	activities,	and	external	

demands	such	as	new	regulation	and	capital	market	requirements.

Traditional	audits,	such	as	evaluations	of	the	accounting	and	the	purchasing	func-

tions,	will	continue	to	be	an	important	focus	of	Internal	Audit.	However,	due	to	the	

constantly	 changing	 environment	 described	 in	 Section	 A,	 Chapter	 2.1,	 Internal	

Audit	 also	 faces	 continuously	 evolving	 requirements	 and	 responsibilities,	 to	

which	 it	 must	 respond	 efectively.	 he	 following	 main	 requirements	 can	 be	 de-

ined:

•	 It	is	necessary	to	have	internationally	standardized	policies	and	procedures	for	

internal	audit	 services	 to	guarantee	globally	uniform	audit	 content	and	audit	

methods	for	the	entire	organization.

•	 he	inclusion	of	international	accounting	standards,	especially	the	United	States	

generally	Accepted	Accounting	principles	 (US-gAAp)	and	 the	 International	

Financial	 reporting	 Standards	 (IFrS),	 as	 well	 as	 other	 legal	 provisions	 and	

guidelines,	such	as	national	and	international	corporate	governance	principles	

and	SOX	demand	a	high	level	of	expertise	in	a	variety	of	areas.

•	 An	increasing	degree	of	interaction	between	business	processes	requires	an	in-

tegrative	design	for	audit	procedures,	ultimately	involving	all	levels	and	areas	of	

management	and	all	enterprise	units.	Either	individually	or	combined,	perfor-

mance	indicators,	basic	principles,	company	policies,	guidelines,	organizational	

structures	and	processes,	and	individual	business	objects	are	areas	to	be	audited	

by	Internal	Audit.

•	 Corporate-wide	and	complex	enterprise	worklows	require	the	establishment	of	

comprehensive	internal	control	systems,	as	well	as	their	integration	in	the	inan-

cial	reporting	cycle.	Further,	a	risk	management	system	must	be	established	that	

is	capable	of	identifying	and	addressing	business	risks,	and	of	mitigating,	man-

aging,	and	monitoring	them	through	those	appropriate	controls.

•	 Increasingly,	internal	and	external	information	systems	are	networked	resulting	

in	greater	interdependence	between	business	activities.	Mitigating	the	resulting	

risk	potential	requires	comprehensive	audit	concepts	for	information	technol-

ogy.	Auditing	these	areas	involves	analyzing	both	business	and	technical	system	

details,	and	requires	consideration	of	the	diferent	perspectives	of	all	involved	

parties.

•	 Demands	for	“best	practice”	solutions	require	Internal	Audit	to	expand	beyond	

its	 traditional	auditing	activities	 into	consulting	and	other	services.	his	may	
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include	supporting	measures	that	eliminate	control	weaknesses,	as	well	as	par-

ticipating	in	follow-up	processes	(see	Section	B,	Chapter	6).

•	 As	organizations	conduct	business	 in	a	variety	of	 international	 locations,	 it	 is	

increasingly	common	 for	 internal	 auditors	 to	perform	audits	outside	of	 their	

home	country.	Such	audits	are	not	only	challenging	and	diicult	 to	complete	

due	to	inherent	diferences	in	culture,	political	environment,	and	business	prac-

tices	of	diferent	countries,	but	they	also	may	require	increased	employee	lexi-

bility	and	motivation.

•	 he	areas	or	processes	to	be	audited	are	selected	based	on	the	continuous	assess-

ment	of	risks	and	controls	of	varying	business	worklows.	his	means	that	spon-

taneous	ad-hoc	audits,	intended	to	ensure	business	operations,	are	carried	out	

alongside	 pre-planned,	 standard,	 periodic	 (usually	 annual)	 audits.	 hus,	 to	

manage	both	employees’	capabilities	and	 the	audit	needs	of	 the	organization,	

lexible	planning	systems	with	easily	adjustable	parameters	are	essential.

he	 increasing	 demands	 on	 Internal	 Audit	 require	 speciic	 audit	 tools,	 which	 in	

turn	are	also	subject	to	continuous	adjustment	and	reinement	with	regard	to	their	

type,	extent,	and	qualitative	purpose.	he	following	handbook	is	intended	primar-

ily	to	describe	in	detail	the	design	and	use	of	these	audit	tools.

In	general	terms,	the	audit	tools	can	be	summarized	as	follows:	

•	 A	 global	 organizational	 structure	 with	 centralized	 lines	 of	 reporting	 helps	 to	

ensure	the	fast,	uniform,	direct	execution	of	audits	along	a	standardized	process	

model.

•	 An	internally	consistent	process	model	will	help	guarantee	the	consistency	of		

a	globally	standardized	audit	approach.

•	 globally	 coordinated	 planning	 uses	 risk	 assessment	 techniques	 to	 involve	 all	

decision	makers	(to	the	extent	necessary).

•	 globally	standardized	audit	content	and	work	programs	provide	a	cost-eicient	

foundation	for	audits,	without	limiting	the	possibility	to	adapt	to	individual	re-

quirements.

•	 he	 collaborative	 audit	 approach	 combines	 the	 internal	 audit	 function	 with	

other	compliance	functions	within	the	organization,	such	as	the	risk	manage-

ment	function	and	the	internal	control	system	(ICS).

•	 he	formation	of	audit-speciic	teams	allows	the	assignment	of	diferent	num-

bers	of	auditors	with	diferent	skill	levels	to	speciic	tasks,	depending	on	the	size	

and	complexity	of	the	audit	in	question.

•	 A	formal	follow-up	process	allows	the	implementation	of	the	recommendations	

made	by	Internal	Audit	to	be	monitored	individually.

Flexible	Audit	
Assignments

Flexible	Audit	
Assignments

Flexible	Audit	PlansFlexible	Audit	Plans

Volume	of	RequirementsVolume	of	Requirements

Audit	ToolsAudit	Tools
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HINTs	AND	TIPs	 ;

•	 Documenting	a	description	of	all	individual	audit	areas	and	key	risks	is	useful	to	

ensure	that	all	major	inluencing	factors	are	taken	into	account.

•	 Efective,	 suicient	 communication	 among	 all	 audit	 participants	 ensures	 that	

everyone	has	 the	same	understanding	of	 the	 inluencing	 factors	 that	must	be	

considered.

•	 An	external	exchange	of	information,	utilizing	all	available	media,	will	help	In-

ternal	Audit	develop	a	complete	picture	of	the	existing	environment.	

•	 Internal	 Audit	 should	 review	 all	 major	 audit	 instruments	 periodically	 (e.g.,	

through	a	peer	review)	to	guarantee	their	consistency.

LINKs	AND	ReFeReNces	 e

•	 CASCArInO,	r.	AnD	S.	VAn	ESCH.	2005.	Internal Auditing: An Integrated Approach.	

lansdowne,	SA:	Juta.

•	 COMMITTEE	OF	SpOnSOrIng	OrgAnIzATIOnS	OF	THE	TrEADWAy	COM-

MISSIOn	(COSO).	2004.	Enterprise Risk Management Integrated Framework.	new	york,	

ny:	AICpA.
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•	 InSTITUTE	OF	InTErnAl	AUDITOrS.	2006.	IIA Standards for Professional Practice.	

Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 InSTITUTE	OF	InTErnAl	AUDITOrS.	2001.	Practice Advisory 1000.C1-1: Principles 

Guiding the Performance of Consulting Activities of Internal Auditors. Altamonte	Springs,	

Fl:	he	Institute	of	Internal	Auditors.

•	 InSTITUTE	OF	InTErnAl	AUDITOrS.	2002.	Practice Advisory 1000.C1-2: Additional 
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of	Internal	Auditors.

•	 InSTITUTE	 OF	 InTErnAl	 AUDITOrS.	 2005.	Practice Advisory 1130.A1-2: Internal 

Audit Responsibility for Other (Non-Audit) Functions.	Altamonte	Springs,	Fl:	he	Insti-

tute	of	Internal	Auditors.

•	 SAWyEr,	l.,	M.	DITTEnHOFEr,	AnD	J.	SCHEInEr.	2003.	Sawyer’s Internal Audit-

ing.	5th	ed.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

2.3	 Formulating	the	General	Audit	Objectives	

and	Ways	of	Implementing	Them

Key	PoINTs	 •••

•	 he	strategic	objectives	of	the	organization	are	to	guarantee	compliance,	opera-

tional	efectiveness	and	eiciency,	and	the	accuracy	and	reliability	of	inancial	

reporting.

•	 Internal	Audit	must	align	itself	rigorously	with	these	objectives	by	positioning	

itself	accordingly	within	the	organization	and	creating	a	basis	for	implementing	

the	audit	model.

•	 Information	lows,	high	qualiication	requirements,	the	process	model,	and	the	

audit	universe	are	only	a	few	of	the	instruments	that	can	be	used	to	meet	these	

general	objectives.

Building	on	the	basic,	generally	accepted,	audit	objectives	of	a	globally	oriented	

internal	audit	 function,	 there	are	a	variety	of	 individual,	 task	speciic	objectives	

that	Internal	Audit	must	address.	However,	this	chapter	will	deal	with	the	general	

objectives	of	Internal	Audit	–	that	is,	those	that	are	valid	for	all	organizations.	his	

focus	is	critical	because	the	general	objective	framework	provides	the	foundation	

for	deriving	the	audit	mandate,	the	audit	principles,	and	the	audit	process	model	

and	related	detailed	work	instructions,	as	well	as	identifying	the	task-speciic	ob-

jectives.	

Internal	Audit’s	objectives	and	activities	must	be	aligned	with	the	strategic	ob-

jectives	of	the	organization.	hese	three	primary	objectives	of	the	organization,	as	

deined	in	the	COSO	Internal	Control	Framework	(see	also	Section	A,	Chapter	1.3	

and	Section	D,	Chapter	14.1.2),	are	to	ensure:

•	 compliance	with	laws	and	regulations,

Foundation		
for	Audit	Mandate

Foundation		
for	Audit	Mandate

Main	strategic	
objectives

Main	strategic	
objectives
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•	 reliability	of	inancial	reporting,	and

•	 operational	eiciency	and	proitability.

An	additional	objective,	safeguarding	of	internal	controls,	may	be	subsumed	under	

these	organizational	objectives	–	alternatively,	 some	organizations	consider	 it	 an	

independent	objective.	generally,	Internal	Audit	must	organize	its	audit	activities	

based	on	the	principle	that	the	purpose	of	all	audit	activities	is	ultimately	to	attain	

these	main	strategic	objectives.	Internal	Audit	and	the	organization	should	use	risk-

based	monitoring	to	support	the	achievement	of	these	objectives	(see	Section	A,	

Chapter	6.3).

providing	an	 independent	assessment	of	business	practices’	compliance	with	ap-

plicable	 laws	and	regulations	 is	one	of	 the	most	 important	objectives	of	 Internal	

Audit.	 his	 basic	 objective	 inluences	 many	 task-speciic	 objectives.	 Compliance	

requirements	are	driven	by	external	legal	and	regulatory	requirements,	professional	

practices,	 contractual	 relationships	 with	 partners	 and	 customers	 and	 all	 internal	

guidelines,	 instructions,	 and	 process	 descriptions.	 he	 compliance	 objective	 is	

closely	linked	with	the	objective	of	ensuring	accurate	and	reliable	inancial	report-

ing,	which	also	entails	legal	and	regulatory	requirements.
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he	second	strategic	objective	of	the	organization,	and	accordingly,	of	Internal	

Audit,	is	to	evaluate	the	controls	which	are	to	ensure	the	accuracy	and	reliability	of	

inancial	 reporting.	legal	and	regulatory	requirements	mandate	 that	all	business	

and	inancial	information	be	incorporated	to	produce	a	set	of	igures	and	disclo-

sures	investors	and	creditors	can	use	to	understand	the	current	state	of	the	organi-

zation.	In	the	U.S.,	 the	Sarbanes-Oxley	Act,	 in	combination	with	the	rules	of	the	

public	Company	Accounting	Oversight	Board	(pCAOB),	further	requires	that	all	

of	the	processes	that	afect	the	inancial	reporting	of	an	organization	be	suiciently	

controlled	to	ensure	that	inancial	reports	are	free	from	material	misstatement	and	

fairly	present	the	inancial	condition	of	the	organization.	In	this	regard,	the	provi-

sions	 of	 SOX	 have	 set	 a	 trend	 for	 the	 future.	 According	 to	 EU	 sources,	 similar	

guidelines	can	be	expected	for	European	companies	following	the	introduction	of	

the	International	Financial	reporting	Standards	(IFrS).

Ensuring	operational	eiciency	and	efectiveness	is	another	important	organi-

zational	objective.	processes	that	are	essential	to	ensure	the	accuracy	of	inancial	

reporting	must	be	clearly	documented	and	responsibilities	must	be	deined.	Inter-

nal	 Audit	 must	 ensure	 that	 the	 organization	 actually	 performs	 all	 essential	 pro-

cesses.	 Internal	 Audit	 may	 also	 assist	 in	 developing	 and	 evaluating	 performance	

and	proitability	goals	and	implementing	best	practices	in	the	organization.	To	this	

end,	Internal	Audit	can	perform	benchmarking	studies	and	identify	best	practices	

from	other	organizations	and	help	assess	the	feasibility	of	implementation.	Internal	

Audit	cannot	be	responsible	for	implementing	these	best	practices,	but	can	provide	

this	information	to	management	who	must	make	the	decision	of	whether	or	not	to	

implement	new,	improved	processes.

To	ensure	 that	 the	organization	achieves	 its	objectives,	 Internal	Audit	 should	

engage	in	risk-based	monitoring	of	all	units	and	processes	that	are	part	of	the	audit	

universe,	which	is	the	sum	of	all	business	units	or	processes	identiied	as	possible	

audit	areas.	It	is	becoming	increasingly	important	to	ensure	a	risk-based	audit	ap-

proach	is	used,	not	least	due	to	increasing	legal	and	statutory	requirements.	For	this	

reason,	all	phases	of	the	audit	process	should	identify	and	consider	the	risk	factors	

of	audit	objects.

Another	objective	closely	associated	with	the	risk-based	approach	is	the	evalua-

tion	of	the	organization’s	internal	control	system.	Although	this	task	is	not	new	for	

Internal	Audit,	emerging	legal	requirements	for	efective	control	systems	have	in-

creased	its	importance.	All	enterprise	units	and	process	lows	should	be	subjected	

to	the	internal	control	system.	As	a	result,	the	key	performance	indicators	built	into	

the	internal	control	system	provide	ideal	benchmarks	for	Internal	Audit	to	use	dur-

ing	their	audit	activities	(see	Section	D,	Chapter	7).

To	 meet	 all	 these	 objectives,	 certain	 organizational	 and	 qualiication-related	

prerequisites	must	be	 fulilled.	For	 example,	 the	 internal	 audit	 function	must	be	

integrated	in	intra-company	information	lows	without	restriction.	To	ensure	that	

deined	 objectives	 are	 achieved,	 the	 entire	 department	 must	 align	 itself	 with	 the	
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respective	audit	requirements	at	an	early	stage.	his	applies	to	both	the	one-time	

communication	of	organizational	or	content-related	developments	and	the	perma-

nent	exchange	of	the	audit	content	with	complementary	departments,	such	as	risk	

Management.	

he	requirement	for	balanced	information	is	extremely	important	for	internal	

audit	services.	Audit	results	must	be	adequately	communicated	to	the	appropriate	

parties,	 including	 management.	 Accordingly,	 Internal	 Audit	 is	 part	 of	 an	 enter-

prise-wide	management	information	system,	which	reinforces	its	role	as	a	manage-

ment	tool	(see	Section	A,	Chapter	2.5.4).

Ultimately,	the	qualiications	and	lexibility	of	each	auditor	are	key	prerequisites	

for	reaching	the	objectives	described	above.	Auditors	must	demonstrate	expertise	

and	 strong	 communication	 skills.	 Additionally,	 they	 must	 exhibit	 organizational	

lexibility	and	the	ability	to	complete	assigned	tasks	efectively	and	on	time,	in	order	

to	achieve	their	designated	objectives.

Moreover,	a	highly	professional	process	model	is	also	very	important	to	guaran-

tee	consistent	audits	(see	Section	B	for	details).	his	model	must	satisfy	all	theo-

retical	requirements	of	modern	audit	worklows	in	the	form	of	a	multilevel	phase	

structure.	Flexible	reporting	structures,	an	ininitely	adaptable	system	of	working	

papers	(see	Section	B,	Chapter	4.2),	as	well	as	other	forms	of	documentation	are	

only	a	few	characteristics	of	decision-oriented	audit	models.	Both	the	formal	rules	

and	individual	customization	options	must	be	represented	in	each	individual	phase	

of	the	audit	process.

Another	prerequisite	for	meeting	strategic	audit	objectives	is	the	deinition	of	

comprehensive	 audit	 topics	 and	 the	 audit	 universe.	 A	 detailed	 description	 (or	

Scope)	must	be	created	for	each	area	identiied	within	the	audit	universe	(see	Sec-

tion	B,	Chapter	2.1).	It	consists	of	the	speciic	processes,	organizational	objectives,	

guidelines,	risks,	internal	controls	and	benchmarks	for	each	audit	area.	By	compil-

ing	this	information,	Internal	Audit	creates	a	uniform	database	for	globally	consis-

tent	audits.

he	organizational	positioning	of	Internal	Audit	in	proximity	to	the	Board,	as	

well	 as	 to	 the	Audit	Committee,	 creates	 the	necessary	 independence	required	 to	

perform	the	assigned	tasks	(see	Section	A,	Chapter	1.3).	Major	characteristics	of	this	

relationship	include	clear	lines	of	communication	and	opportunities	for	spontane-

ous,	impartial	exchanges	between	the	parties.	regardless	of	who	Internal	Audit	re-

ports	to	administratively	(e.g.,	 the	CEO),	Internal	Audit	must	have	direct,	unen-

cumbered	access	to	the	Audit	Committee.	

In	addition	to	the	main	audit-related	objectives,	Internal	Audit	can	also	pursue	

other	operational,	non-audit-related	objectives.	 Involvement	 in	 internal	projects,	

expert	reviews	of	newly	designed	solutions,	as	well	as	the	active	initiation	of	solu-

tion	steps,	such	as	developing	guidelines,	illustrate	the	complexity	of	the	task	port-

folio	of	internal	audit	services	(see	also	Section	A,	Chapter	7).
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2.4	 The	Charter	as	Audit	Mandate

2.4.1	 Purpose	of	the	Charter

Key	PoINTs	 •••

•	 he	Internal	Audit	charter	establishes	the	fundamental	requirements	deined	by	

the	Board	of	Directors	and	the	Audit	Committee.

•	 he	charter	provides	the	foundation	for	regular	self-analysis	of	Internal	Audit	to	

determine	the	extent	to	which	the	declared	objectives	are	met.	

he	requirements	for	Internal	Audit	are	detailed	in	a	clearly	deined	audit	mandate	

from	the	Board	of	Directors	and	the	Audit	Committee.	his	mandate	is	laid	down	

in	the	Internal	Audit	charter	and	relects	both	general	and	company-speciic	expec-

tations	of	these	two	bodies,	which	have	a	decisive	inluence	on	Internal	Audit.	

he	 purpose	 of	 the	 Internal	 Audit	 charter	 is	 to	 formally	 document	 the	 audit	

mandate	and	the	powers	it	grants	to	carry	out	internal	audit	activities	on	behalf	of	

the	Board	of	Directors	and	the	Audit	Committee.	he	charter	should	be	written	in	

accordance	with	the	IIA	Standards	 for	professional	practice	of	Internal	Auditing	

(hereater	IIA	Standards).	he	charter	deines	the	framework	within	which	Internal	

Audit	can	act	independently	and	should	ensure	that	Internal	Audit’s	responsibilities	

do	not	limit	its	objectivity.	Furthermore,	the	charter	should	establish	the	functional	

and	administrative	reporting	lines	of	Internal	Audit	and	specify	that	Internal	Audit	

has	direct,	unencumbered	access	to	the	Audit	Committee.	he	Audit	Committee	

should	review	and	approve	the	charter	annually	and	appropriate	modiications	to	

the	 charter	 should	 be	 made	 as	 the	 roles	 and	 responsibilities	 of	 Internal	 Audit	

evolve.

In	addition,	the	charter	serves	as	the	foundation	for	the	annual	audit	plan,	which	

is	coordinated	with	the	Board	of	Directors	and	the	Audit	Committee	(see	Section	

B,	Chapter	2.2).	As	necessary,	the	annual	audit	plan	will	be	amended	such	that	the	

plan	addresses	speciic	audit	requests	(see	Section	B,	Chapter	2.3).	he	Audit	Com-

mittee	should	review	the	planned	activities	of	 Internal	Audit	 to	ensure	 that	 they	

adequately	address	the	risks	faced	by	the	organization.

With	a	carefully	developed	audit	mandate	and	charter,	the	Board	of	Directors	

can	fulill	its	responsibility	for	establishing	an	efective	internal	audit	function	and	

deining	its	duties.	he	Board	of	Directors	must	ensure	that	Internal	Audit	complies	

with	the	audit	mandate	and	charter.
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Internal	Audit’s	responsibility	for	fulilling	the	audit	mandate	is	particularly	ap-

parent	in	that	the	department	carries	out	its	audit	activities	using	a	standardized	

process,	 making	 its	 own	 activities	 veriiable	 as	 well.	 Any	 arbitrary	 or	 unjustiied	

activity	is	prevented	by	this	standardized	process.	Clearly	organized	structures	and	

decision-making	processes	ensure	that	the	audited	units	are	evaluated	according	to	

a	predeined	process.	hus	the	charter	represents	a	general	link	between	the	Board	

of	Directors	and	Audit	Committee,	the	auditee,	and	Internal	Audit.	

Accordingly,	the	charter	should	also	be	perceived	as	a	benchmark	providing	an	

ongoing	evaluation	of	audit	activities.	regular	comparison	of	the	requirements	pos-

tulated	in	the	charter	with	the	audit	activities	is	absolutely	essential	to	ensure	that	

Internal	Audit	fulills	the	responsibilities	entrusted	to	it	by	the	Board	of	Directors.	

As	further	expectations	are	raised	among	other	parties	and	management	levels,	ad-

ditional	requirements	for	Internal	Audit	may	arise	at	any	time,	and	ultimately,	may	

be	added	to	the	formal	criteria	of	the	charter.	

HINTs	AND	TIPs	 ;

•	 Check	the	tasks	formulated	in	the	charter	periodically,	and	revise	them	as	nec-

essary.

•	 To	 clarify	 the	 work	 of	 Internal	 Audit	 and	 the	 audits	 it	 performs,	 refer	 to	 the	

responsibilities	and	tasks	deined	in	the	charter.

•	 he	charter	is	also	suitable	as	a	basis	for	discussion	with	external	units,	regard-

ing	the	tasks	and	signiicance	of	Internal	Audit	today	and	in	the	future.

•	 If	 the	 tasks	of	 Internal	Audit	are	extended	or	changed,	 the	charter	 should	be	

used	to	formalize/codify	the	corresponding	responsibilities.	revise	the	charter	

if	necessary.

LINKs	AND	ReFeReNces	 e

•	 AnDErSOn,	U.	AnD	A.	DAHlE.	2006.	Implementing the Professional Practices Frame-

work.	2nd	ed.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 AUMAnn,	r.	2006.	A	Multipurpose	Manual.	Internal Auditor. (August	2006):	23–27.

•	 CASCArInO,	r.	AnD	S.	VAn	ESCH.	2005.	Internal Auditing: An integrated approach.	

lansdowne,	SA:	Juta	and	Co.

•	 COMMITTEE	OF	SpOnSOrIng	OrgAnIzATIOnS	OF	THE	TrEADWAy	COM-

MISSIOn	 (COSO).	 2003.	 Enterprise Risk Management Framework.	 new	 york,	 ny:	

AICpA.

•	 FrASEr,	J.	AnD	H.	lInDSAy.	2004.	Twenty questions directors should ask about inter-

nal audit.	Toronto,	CA:	national	library	of	Canada	Cataloguing	in	publication.	

•	 HErMAnSOn,	 D.	 r.	 AnD	 l.	 E.	 rITTEnBErg.	 2003.	 Internal	 audit	 and	 orga-

nizational	 governance.	 In:	 BAIlEy	 Jr.,	 A.	 D.,	 A.	 A.	 grAMlIng,	 AnD	 S.	 rAMA-

MOOrTI,	 EDS.	2003.	Research Opportunities in Internal Auditing.	Altamonte	Springs,	

Fl:	he	Institute	of	Internal	Auditors.

standard		
Framework

standard		
Framework

The	charter		
as	a	Benchmark

The	charter		
as	a	Benchmark



29

•	 InSTITUTE	OF	InTErnAl	AUDITOrS.	2001.	Practice Advisory 1000-1: Internal Au-

dit Charter.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 InSTITUTE	OF	InTErnAl	AUDITOrS.	2001.	Practice Advisory 1000.C1-1: Principles 

Guiding the Performance of Consulting Activities of Internal Auditors.	Altamonte	Springs,	

Fl:	he	Institute	of	Internal	Auditors.

•	 InSTITUTE	OF	InTErnAl	AUDITOrS.	2002.	Practice Advisory 1000.C1-2: Additional 

Considerations for Formal Consulting Engagements.	Altamonte	Springs,	Fl:	he	Institute	

of	Internal	Auditors.

•	 InSTITUTE	 OF	 InTErnAl	 AUDITOrS.	 2002.	Practice Advisory 1110-2: Chief Audit 

Executive Reporting Lines.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 InSTITUTE	 OF	 InTErnAl	 AUDITOrS.	 2005.	Practice Advisory 1130.A1-2: Internal 

Audit Responsibility for Other (Non-Audit) Functions.	Altamonte	Springs,	Fl:	he	Insti-

tute	of	Internal	Auditors.

•	 prICEWATErHOUSECOOpErS.	 2005.	Audit Committee Efectiveness – What works 

best.	3rd	ed.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 SAWyEr,	l.,	M.	DITTEnHOFEr,	AnD	J.	SCHEInEr.	2003.	Sawyer’s Internal Audit-

ing.	5th	ed.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 SWAnSOn,	D.	2006.	he	internal	audit	function,	from	step	zero.	Compliance Week.	(De-

cember	2006):	69.

2.4.2	 Main	Contents	of	the	Charter

2.4.2.1	 Tasks	of	Internal	Audit	at	SAP	

Key	PoINTs	 •••

he	major	tasks	of	Internal	Audit	at	SAp	are:

•	 verifying	compliance	of	business	processes	and	inancial	 reporting	with	poli-

cies,	laws,	and	regulations,

•	 ensuring	an	integrated	corporate	governance	approach	throughout	the	organi-

zation,

•	 maintaining	 a	 clearly	 structured	 reporting	 system,	 including	 company-wide	

analyses,	and

•	 providing	support	to	optimize	business	processes	and	establish	new	guidelines.

Founded	in	1972,	today	SAp	is	one	of	the	world’s	leading	providers	of	business	sot-

ware.	Measured	in	terms	of	its	market	capitalization,	the	SAp	group,	with	its	about	

100	 subsidiaries,	 is	 the	 world’s	 third	 largest	 independent	 sotware	 provider.	 SAp	

employs	more	than	39,300	people	at	sales	and	development	locations	in	more	than	

50	countries	throughout	Europe,	the	Middle	East,	Africa,	the	Americas,	and	Asia-

paciic.	SAp	is	headquartered	in	Walldorf,	germany.	Its	core	business	is	the	provi-

sion	of	licenses	for	SAp	sotware	solutions.	SAp	also	markets	maintenance,	consult-

sAP:	The	companysAP:	The	company
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ing,	and	training	services	related	to	its	sotware	solutions.	he	company	cooperates	

closely	with	its	partners	for	developing	and	marketing	its	solutions	portfolio.	

SAp	Ag,	a	public	company,	is	the	parent	company	of	the	SAp	group	(the	group)	

and	has	various	roles	within	the	consolidated	group:

•	 It	acts	as	a	holding	company	for	the	group.

•	 It	owns	most	of	the	SAp	sotware	rights.	SAp	Ag	therefore	primarily	generates	

revenue	 from	 licensing	 fees,	 which	 its	 subsidiaries	 remit	 to	 SAp	 Ag	 for	 any	

sotware	and	maintenance	the	subsidiaries	sell	to	customers.	It	also	directly	or	

indirectly	pays	for	the	costs	of	sotware	development	in	the	group.

•	 SAp	Ag	employs	most	of	the	development,	service,	and	support	staf	who	work	

for	the	group	in	germany.

•	 In	various	countries,	SAp	Ag	executes	sotware	license	agreements	directly	with	

customers.

SAp	Ag,	as	a	german	stock	corporation,	has	a	two	tiered	Board	of	Directors,	with	

an	 Executive	 Board,	 made	 up	 of	 managing	 directors,	 and	 a	 Supervisory	 Board,	

made	up	of	shareholder	representatives	and	employee	representatives.he	Supervi-

sory	 Board	 oversees	 and	 appoints	 the	 members	 of	 the	 Executive	 Board	 and	 ap-

proves	major	business	decisions.	SAp’s	internal	audit	department,	global	Internal	

Audit	Services	(gIAS),	is	a	staf	department	of	the	Executive	Board	that	operates	

throughout	 the	SAp	group	and	reports	directly	 to	 the	CEO.	gIAS	is	an	 integral	

management	instrument	in	the	pursuit	and	achievement	of	the	group’s	corporate	

goals.	By	providing	independent	evaluations	of	business	activities	and	other	con-

sulting	services,	gIAS	makes	a	substantial	contribution	to	risk	analysis	and	man-

agement	 for	 the	entire	SAp	group	and	 to	 the	development	and	monitoring	of	a	

functioning	internal	control	system.	gIAS	is	organized	as	a	global	department	with	

teams	located	at	various	sites	throughout	the	world	(for	more	on	the	organizational	

structure	of	gIAS,	see	Section	A,	Chapter	4).

SAp’s	Internal	Audit	charter	deines	gIAS’	tasks,	organization,	and	responsibili-

ties.	he	charter	is	divided	into	the	actual	audit	mandate,	and	further	explanations	

of	the	organizational	and	informational	arrangements	of	gIAS	and	is	signed	by	the	

CEO	and	the	Chairman	of	the	Audit	Committee.	While	the	irst	part	of	the	charter	

emphasizes	 the	expectations	of	 the	signatories,	 the	second	part	relects	 the	basic	

minimum	requirements	for	meeting	the	objectives	of	Internal	Audit.

At	SAp,	gIAS	predominantly	focuses	on	the	tasks	deined	in	the	charter.	In	ad-

dition,	tasks	may	be	added	or	changed	on	a	case-by-case	basis	due	to	SAp’s	dynamic	

internal	processes,	the	evolving	business	environment,	and	new	regulatory	require-

ments	such	as	SOX.	his	chapter	refers	to	the	diferent	tasks	only	briely;	they	are	

discussed	in	more	detail	later	in	the	text.	gIAS	conducts	both	scheduled	and	ad-

hoc	audits	involving	the	issues	of	inance,	business	processes,	information	technol-

ogy,	fraud,	external	business	relationships,	and	management,	in	addition	to	more	

specialized	topics.	To	maintain	standards	across	these	diferent	audit	ields,	the	Au-

dit	 roadmap,	 gIAS’	 standard	 process	 model	 for	 conducting	 audits,	 is	 to	 be	 fol-

lowed	at	all	times	(see	Section	B,	Chapter	1.1).
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During	its	audits,	gIAS	cooperates	with	other	departments	in	the	implementa-

tion	of	corporate	governance	requirements,	coordinating	all	the	individual	activi-

ties	required	to	meet	its	objectives.	gIAS’	indings,	in	particular,	may	result	in	the	

need	 to	deine	additional	guidelines,	policies	and	procedures	or	expand	existing	

ones.	gIAS	regards	it	as	its	duty	to	initiate	such	documents	and	accompany	their	

development	as	part	of	comprehensive	corporate	governance.

In	 particular,	 gIAS	 investigates	 whether	 laws	 and	 regulations	 have	 been	 fol-

lowed,	 including	 those	 relating	 to	 inancial	 reporting	 requirements	 applicable	 to	

SAp.	In	this	context,	the	primary	goal	is	to	ensure	that	all	transactions	that	afect	net	

income	 or	 equity	 are	 properly	 recorded	 and	 recognized	 according	 to	 US-gAAp	

which	is	SAp's	primary	accounting	regime.	Of	course,	all	other	business	transac-

tions	are	also	subject	to	internal	audits.

gIAS	 is	also	 responsible	 for	auditing	 the	 risk	management	 system	at	SAp.	 In	

germany,	the	Gesetz zur Kontrolle und Transparenz im Unternehmensbereich (kon-

Trag	 –	 german	 Act	 on	 Control	 and	 Transparency	 in	 Business)	 sets	 speciic	 re-

quirements	for	risk	management	(see	Section	A,	Chapter	1.3	for	details).	he	irst	

activity	 related	 to	 these	 duties	 is	 the	 implementation	 and	 application	 of	 the	 risk	

management	system	itself,	which	involves	testing	the	extent	to	which	the	organiza-

tional	 prerequisites,	 personal	 responsibilities,	 and	 process-related	 activities	 and	

documents	are	available	to	record	the	risks	in	the	company	correctly	and	adequately.	

In	addition,	gIAS	must	report	the	risks	identiied	in	its	indings	to	the	responsible	

risk	manager.	A	coordinated	procedure	is	used	to	ensure	that	these	risks	are	tracked	

and	controlled	jointly	by	gIAS	and	the	relevant	risk	Management	employees	(see	

Section	D,	Chapter	2.2	on	cooperation	with	risk	Management).

During	their	audits,	gIAS	also	evaluates	compliance	with	the	SAp	Code	of	Busi-

ness	 Conduct	 for	 Executive	 Board	 members	 and	 employees.	 his	 evaluation	 in-

volves	both	regular	business	transactions,	such	as	the	purchasing	department’s	ven-

dor	relationships,	and	special	activities	such	as	sponsoring	sporting	events.

gIAS’	 responsibilities	 also	 include	 the	 use	 of	 a	 diferentiated	 audit	 reporting	

system	 to	 convey	 the	 main	 audit	 results	 to	 the	 responsible	 persons	 reliably	 and	

promptly	(see	Section	B,	Chapter	5).	All	recipients	must	be	informed	of	the	results	

of	the	audit	work	suiciently	and	with	the	required	degree	of	detail,	using	various	

reporting	formats.

If	necessary,	gIAS	can	also	assist	in	designing	new	or	modiied	business	pro-

cesses,	 functioning	 as	 either	 an	 additional	 or	 the	 sole	 consulting	 unit.	 However,	

gIAS	 must	 perform	 consulting	 activities	 in	 compliance	 with	 the	 IIA	 Standards	

(1000.C1-1)	to	ensure	the	preservation	of	independence	and	objectivity.	In	addition,	

gIAS	can	also	assist	with	certain	in-process	issues,	and	act	as	a	review	partner	(see	

Section	A,	Chapter	7).	

Internal	Audit	must	always	be	informed	when	there	is	clear	evidence	or	justiied	

suspicion	of	fraud.	Such	cases	can	involve	facts	that	have	already	been	proven	or	

suspicions.	It	is	up	to	gIAS	to	investigate	and	analyze	the	facts	and	to	identify	the	

persons	 involved	 by	 itself	 or	 together	 with	 the	 corporate	 legal	 department.	 It	 is,	

however,	also	possible	to	call	in	external	support	or	ask	other	SAp	departments	for	
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assistance	 in	 such	 cases	 (see	 Section	 D,	 Chapter	 13).	 In	 accordance	 with	 the	 IIA	

Standards	(1210.A2)	and	the	Statement	on	Internal	Auditing	Standards	no.	3,	Inter-

nal	Auditors	may	conduct	or	participate	in	fraud	investigations	in	conjunction	with	

lawyers,	investigators,	security	personnel,	and	other	internal	or	external	specialists.	

Further,	Internal	Audit	should	assess	the	alleged	fraud	to	determine	if	controls	need	

to	 be	 implemented	 or	 enhanced,	 to	 design	 audit	 procedures	 to	 identify	 similar	

frauds	in	the	future,	and	to	maintain	suicient	knowledge	of	fraud.	To	avoid	the	

occurrence	of	fraud,	Internal	Audit	should	also	examine	and	evaluate	the	adequacy	

of	the	organization’s	fraud	prevention	system,	perform	fraud	risk	assessments,	as-

sess	 the	adequacy	of	communication	systems	and	evaluate	monitoring	activities.	

gIAS,	for	example,	performs	preventive	audits	to	reveal	potential	fraud	cases	or	to	

identify	risk	constellations,	which	may	 lead	to	a	potential	misuse	 in	the	sense	of	

fraudulent	activity.

In	addition,	gIAS	promotes	and	initiates	a	company-wide	exchange	of	ideas	for	

the	ongoing	development	of	successful	methods	and	practices	that	the	auditors	ob-

serve	within	the	framework	of	their	activities.	To	this	end,	gIAS	must	catalog	and	

communicate	 these	 best	 practices	 centrally.	 Enterprise-wide	 benchmarking	 with	

internal	key	igures,	as	well	as	key	igures	and	records	from	other	departments	and	

audited	units,	promotes	the	exchange	of	empirical	knowledge	and	therefore	sup-

ports	the	ongoing	optimization	of	business	activities	(see	Section	D,	Chapter	7	on	

the	Internal	Audit	performance	measurement	system).

HINTs	AND	TIPs	 ;

•	 Before	the	audit,	the	auditors	must	clarify	whether	the	audit	request	needs	to	be	

amended	or	forwarded	to	another	area	of	responsibility	within	the	company.

•	 Auditors	must	be	aware	of	the	ultimate	goal	of	the	requested	or	planned	audit	

activities	and	of	the	speciied	task	area	at	all	times.	

•	 Auditors	must	consider	who	else	may	need	to	be	involved	in	the	planned	audit.	

Internal	Audit	can	work	in	conjunction	with	other	internal	divisions	or	consul-

tants	to	efectively	and	eiciently	execute	audits.
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•	 InSTITUTE	OF	InTErnAl	AUDITOrS.	2006.	Practice Advisory 1210.A2-1: Auditor’s 

Responsibilities Relating to Fraud Risk Assessment, Prevention and Detection.	Altamonte	

Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 SAWyEr,	l.,	M.	DITTEnHOFEr,	AnD	J.	SCHEInEr.	2003.	Sawyer’s Internal Audit-

ing.	5th	ed.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 SWAnSOn,	 D.	2006.	he	Internal	Audit	Function,	from	Step	zero.	Compliance Week.	

(December	2006):	69.

2.4.2.2	 Organizational	Foundation

Key	PoINTs	 •••

•	 he	Internal	Audit	charter	must	 identify	 the	basic	organizational	 framework,	

including	 documentation	 of	 the	 organizational	 structure,	 the	 audit	 organiza-

tion,	and	the	necessary	communication	processes.

•	 he	objective	of	the	regulations,	which	result	from	the	actual	audit	mandate,	is	

to	achieve	binding	requirements	by	the	Board	of	Directors	and	the	Audit	Com-

mittee	for	the	establishment	of	an	efective	internal	audit	function.

he	Internal	Audit	charter	should	give	an	extended	description	of	the	actual	audit	

mandate	providing	the	procedural	foundation	for	the	audit	activities	performed	by	

Internal	Audit.	he	inclusion	of	this	practical	information	in	the	charter	accentu-

ates	the	intention	of	the	Board	of	Directors	and	Audit	Committee	to	take	account	

of	 the	 organizational	 requirements	 of	 Internal	 Audit	 and	 support	 the	 necessary	

measures.

However,	although	the	Board	of	Directors	initiates	the	establishment	of	Internal	

Audit,	 it	assigns	all	responsibilities	 for	planning	and	activities	directly	 to	the	de-

partment,	and	thus	to	the	CAE.	his	individual	is	responsible	for	ensuring	that	both	

the	organizational	and	process-related	elements	of	 Internal	Audit	are	adequately	

established	within	the	company.

In	detail,	the	charter	for	Internal	Audit	at	SAp	deines	the	following	parameters	

for	functioning	internal	audit	services:

•	 he	description	of	the	organizational	structure	of	gIAS	includes	the	structure	of	

the	department	itself,	its	position	within	the	organization	and	the	responsibili-

ties	of	 its	 employees.	Because	of	gIAS’s	close	 relationship	with	 the	Executive	

Board	(the	members	of	which	are	comparable	to	the	managing	members	of	the	

Board	of	Directors),	it	should	become	clear	to	everyone	in	the	organization	that	

gIAS	 is	 a	global,	 centrally	managed	department.	Additionally,	 the	 increasing	

importance	of	gIAS’	role	will	result	in	considerable	authority	for	SAp’s	regional	

audit	teams.	his	decentralization	of	organization	and	responsibility	as	well	as	

company-wide	process	standardization	are	of	highest	priority	to	the	Executive	

Board.
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•	 From	the	Executive	Board’s	perspective,	this	form	of	organization	clariies	the	

responsibilities	of	the	CAE,	thus	clearly	delegating	responsibility	for	the	execu-

tion	of	audit	activities	to	the	CAE.	he	Internal	Audit	charter	provides	the	nec-

essary	authority	for	this	delegation.	A	qualiied	staf	structure	must	be	deined	

to	 implement	 the	 individual	measures,	with	 the	diferent	positions	 stafed	by	

individuals	with	distinct	levels	of	expertise	and	experience.	However,	it	is	pos-

sible	to	establish	main	tasks	and	competencies	for	all	auditors,	regardless	of	their	

individual	experience	(see	Section	A,	Chapter	4.5).	hese	areas	are	also	speciied	

in	the	charter	as	a	type	of	extended	prerequisite	for	successful	audit	work.

•	 Details	of	the	organization	of	audit	work	are	described	in	the	formal	audit	pro-

cedures,	the	general	requirements	for	the	actual	ieldwork,	and	procedures	for	

reporting	audit	results.	Based	on	the	charter,	this	organization	provides	a	frame-

work	which	ensures	that	the	audits	are	well	planned,	skillfully	executed	and	well	

organized	so	they	can	withstand	quality	assurance	reviews	at	any	time.

•	 he	varied	nature	and	complexity	of	the	tasks	at	hand	requires	a	large	measure	

of	both	 inter-	and	 intradepartmental	communication.	he	 internal	coordina-

tion	processes	serve	primarily	 to	ensure	 the	smooth	low	of	 the	audits	 them-

selves	and	the	conceptual	evolution	of	Internal	Audit.	gIAS’s	global	organiza-

tion,	 with	 its	 various	 teams,	 demands	 an	 adequate	 communication	 system,	

which	is	documented	in	the	charter	as	a	requirement	for	gIAS.

•	 he	regular	cross-departmental	communication	processes	consist	mainly	of	co-

operation	between	gIAS	and	the	Executive	Board,	the	Audit	Committee,	risk	

Management,	the	external	auditors,	and	other	external	institutions,	such	as	the	

IIA.	From	the	Executive	Board’s	perspective,	these	relationships	are	a	decisive	

element	for	an	efective	internal	audit	function.	As	a	result,	the	charter	accord-

ingly	 establishes	 these	 communication	 channels	 and	 relationships	 as	 an	 ex-

tended	organizational	requirement	or	attribute.

he	framework	for	Internal	Audit	at	SAp	described	above	elucidates	the	Executive	

Board’s	demands	for	the	implementation	of	an	efective	internal	audit	function.	Based	

on	the	documented	requirements	and	speciic	interrelations,	the	Executive	Board	

can	discharge	its	responsibilities	by	referring	to	the	above	framework	parameters.

HINTs	AND	TIPs	 ;

•	 When	in	doubt,	auditors	should	compare	each	audit	request	with	the	contents	

of	the	charter.

•	 he	charter	should	be	used	as	a	basis	for	dispute	resolution.

LINKs	AND	ReFeReNces	 e

•	 AnDErSOn,	U.	AnD	A.	DAHlE.	2006.	Implementing the Professional Practices Frame-

work.	2nd	ed.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.
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•	 prAWITT,	D.	2003.	Managing	the	Internal	Audit	Function.	In:	BAIlEy	Jr.,	A.	D.,	A.	
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2.4.3	 The	Charter	as	Part	of	Internal	Audit’s	Definition	Process

Key	PoINTs	 •••

•	 To	ensure	that	Internal	Audit	is	up	to	date,	a	clearly	structured	process	for	dein-

ing	the	purpose,	authority,	and	responsibility	of	the	function	is	necessary.

•	 It	is	essential	that	all	steps	of	this	deinition	process	are	subject	to	regular	evalu-

ation	and	are	amended	as	appropriate.

•	 Because	of	 the	 rapidly	changing	environment,	 Internal	Audit	must	 recognize	

any	potential	change	as	soon	as	possible	so	that	 it	 is	promptly	translated	into	

appropriate	audit	activities.

he	information	provided	in	the	previous	chapters	shows	that	the	process	of	dein-

ing	the	purpose,	authority,	and	responsibility	of	Internal	Audit	follows	a	logically	

organized	structure.	First,	the	major	objectives	for	internal	auditing	services	can	be	

derived	 from	 the	 objectives	 of	 the	 organization	 described	 above	 (see	 Section	 A,	

Chapter	2.3).	Internal	Audit	then	develops	an	audit	universe	covering	all	risks	af-

fecting	the	organization.	his	process	step	must	include	all	expectations,	both	inter-

nal	and	external.	his	audit	universe	provides	the	frame	of	reference	for	formulat-

ing	the	basic	audit	activities.	With	these	audit	activities,	Internal	Audit	achieves	the	

requirements	of	the	audit	mandate,	and	the	charter.	As	the	risks	facing	the	organi-

zation	are	continuously	evolving,	Internal	Audit	must	regularly	evaluate	whether	

the	speciied	requirements,	identiied	audit	areas,	and	deined	goals	and	tasks	still	

correspond	to	the	relevant	risks	(see	Section	D,	Chapter	2.2).
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he	deinition	process	for	Internal	Audit	proves	to	be	dynamic	in	nature,	which	

must	be	carefully	considered.	Adherence	to	outdated	audit	goals	and	tasks	will	not	

only	harm	the	eiciency	of	the	audit	work,	but	may	also	demotivate	Internal	Audit	

staf	and	auditees.	Clear	and	consistent	communication	is	particularly	 important	

for	maintaining	the	necessary	lexibility.	Exchange	of	information,	meetings,	pre-

sentations,	and	publications	will	help	all	those	involved	develop	an	increased	ap-

preciation	for	evolving	audit	activities.

he	clear	structure	of	the	deinition	process	will	provide	an	end-to-end	ordinal	

framework	 for	both	 the	 establishment	and	 the	 further	development	of	 the	audit	

model.	Although	the	details	of	the	deinition	process	are	company-speciic,	the	fol-

lowing	general	rules	apply:

•	 All	 external	 inluencing	 factors,	 such	as	 international	inancial	 reporting	and	

process	 standards,	as	well	as	business-law	and	 labor-related	policies,	must	be	

analyzed	regularly	and	the	audit	process	must	be	adapted	as	necessary.

•	 he	catalog	of	internal	and	external	requirements	(e.g.,	organizational	policies	

and	regulatory	requirements,	respectively)	must	be	evaluated	for	completeness	

and,	when	necessary,	extended	with	international	and/or	company-speciic	com-

ponents	(for	example,	in	the	case	of	major	reorganizations	or	acquisitions).

•	 he	strategic,	operational,	reporting,	and	compliance	objectives	of	the	organiza-

tion	must	be	carefully	considered	to	ensure	that	Internal	Audit’s	aims	are	suf-

icient	to	facilitate	the	attainment	of	these	organizational	goals.

•	 he	 basic	 objectives	 of	 Internal	 Audit	 must	 be	 examined	 critically	 both	 with	

regard	to	changed	or	new	requirements	and	externally	deined	guidelines	and	

standards	(e.g,	from	the	Institute	of	Internal	Auditors).

•	 he	charter	must	be	updated	regularly.

•	 All	basic	operational	audit	elements,	such	as	organizational/staf	structures,	au-

dit	execution	and	communication,	must	be	examined	critically	and	adapted	if	

necessary.

Taken	together,	these	measures	will	result	in	a	critical	analysis	of	the	charter	at	least	

every	two	years.	new	requirements	from	the	Board	of	Directors	can	be	integrated	

concurrently	with	this	analysis.	Further,	during	the	analysis	and	revalidation	of	the	

charter,	the	CAE,	Board	of	Directors,	and	Audit	Committee	can	assess	the	need	for	

additional	resources	for	audit	and	consulting	services.	his	cyclical	deinition	pro-

cess	is	essential	to	Internal	Audit	and	its	work,	to	ensure	that	ongoing	changes	in	

the	framework	conditions	are	ultimately	relected	in	the	audits	as	well.

HINTs	AND	TIPs	 ;

•	 Analyze	and	document	changes	to	legal	and	internal	regulations	immediately	

with	regard	to	their	efects	on	audit	content.

•	 he	deinition	process	must	be	understood	as	a	whole,	(i.e.,	examinations	and	

changes	must	always	be	considered	as	a	single	step)	because	the	audit	assump-

tions	may	otherwise	be	incomplete,	outdated	or	obsolete.
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Process
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•	 SAWyEr,	l.,	M.	DITTEnHOFEr,	AnD	J.	SCHEInEr.	2003.	Sawyer’s Internal Audit-

ing.	5th	ed.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.
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2.5	 Implementing	the	Audit	Mandate

2.5.1	 Internal	Audit	as	an	Independent	Audit	Body	

for	the	Whole	Company

Key	PoINTs	 •••

•	 Internal	Audit	must	carry	out	standardized	audits	globally	and	independently.	

Organizational	standards	and	procedures	for	doing	so	must	be	developed.

•	 Other	measures	are	also	needed	to	properly	establish	an	internal	audit	function	

that	is	active	throughout	the	organization.	Internal	cost/beneit	analyses	and	the	

general	positioning	of	Internal	Audit	within	the	company	should	also	be	docu-

mented.

•	 Internal	Audit	must	be	able	 to	work	 independently	and	objectively.	One	pre-

requisite	for	independence	is	an	appropriate	organizational	position	within	the	

company.

he	contents	of	 Internal	Audit’s	mandate	described	 in	Section	A,	Chapter	2.4.2.1	

must	be	implemented	appropriately.	In	doing	so,	Internal	Audit	can	consider	difer-

ent	approaches	and	points	of	view.	We	will	irst	examine	the	“core	business”	of	con-

ducting	audits.	To	guarantee	Internal	Audit’s	independence	in	terms	of	form	and	

core	competencies		
of	Internal	Audit
core	competencies		
of	Internal	Audit
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content,	a	number	of	procedures	and	organizational	guidelines	must	be	deined	in	

detail.	From	the	Board	of	Directors’	perspective,	the	following	main	aspects	must	

be	addressed:

•	 he	organizational	structure	of	Internal	Audit.	his	may	be	deined	by	function,	

region/country,	line	of	business,	etc.

•	 Internal	Audit’s	position	within	the	organization,	such	that	the	department	is	

able	to	maintain	independence	and	the	auditors	are	able	to	carry	out	their	re-

sponsibilities	objectively.	Ideally,	this	includes	reporting	administratively	to	the	

CEO	and	functionally	to	the	Audit	Committee.

•	 he	deinition	of	the	entire	audit	process,	including	all	internal	standards	and	

quality	assurance	actions.

•	 Description	of	all	relevant	audit	ields	(e.g.	operational	audits,	inancial	audits)	

and	the	areas	within	the	audit	ields.

•	 Deinition	of	all	reporting	paths	and	the	content	of	audit	reports.

•	 Scenarios	for	extraordinary	audit	requirements	or	activities.

•	 liaison	with	other	internal	and	external	compliance	units,	such	as	risk	manage-

ment	and	external	auditors.

Another	important	responsibility	is	to	boost	awareness	of	and	appreciation	for	In-

ternal	Audit	throughout	the	organization.	A	dialogue	should	be	initiated	that	em-

phasizes	the	advantages	of	establishing	an	internal	audit	department	and	the	beneits	

derived	from	such	a	department	and	that	explains	the	existing	needs	and	legal	re-

quirements	 for	 internal	 audit	 services.	 his	 can	 take	 place	 through	 information	

events,	internal	mailings	and	memos,	audit	surveys,	and	a	presence	on	the	company	

intranet	and	will	help	avoid	the	impression	that	Internal	Audit	is	merely	an	end	in	

itself	and	does	not	add	value	to	the	organization.	Indeed,	this	discussion	should	fo-

cus	on	Internal	Audit’s	role	in	the	protection	and	advancement	of	the	organization.

he	role	of	protecting	the	company	has	gained	new	importance	since	the	enact-

ment	of	SOX	in	the	U.S.	Internal	Audit	is	a	most	likely	liaison	between	the	indepen-

dent	external	auditors	and	the	company	in	regard	to	compliance	with	internal	con-

trol	 system	 requirements.	 Internal	 auditors	 play	 a	 crucial	 role	 in	 ensuring	 the	

accuracy	of	the	inancial	reporting	system.	

It	is	essential	that	Internal	Audit	remain	independent.	Internal	Audit	must	be	

enabled	 to	 work	 independently	 and	 free	 from	 pressure	 to	 ensure	 it	 can	 meet	 its	

objectives,	including	assisting	the	work	of	the	external	auditor.	IIA	Standard	1100	

clearly	states	that	the	internal	auditing	activities	of	an	organization	must	be	inde-

pendent.	 Independence,	 which	 refers	 to	 the	 audit	 function	 itself,	 is	 necessary	 to	

ensure	that	the	internal	auditors	can	be	objective.	Individual	internal	auditors	are	

considered	 objective	 when	 they	 have	 an	 “impartial,	 unbiased	 attitude	 and	 avoid	

conlicts	 of	 interest”	 (IIA	 Standard	 1120).	 To	 be	 independent,	 the	 internal	 audit	

function	must	be	appropriately	positioned	within	the	company.	he	IIA	Standards	

do	not	speciically	provide	appropriate	reporting	structures;	rather,	each	organiza-

tion	must	make	this	determination	itself.	However,	at	a	minimum,	the	Chief	Audit	

Executive	(CAE)	should	report	to	an	individual	in	the	organization	with	suicient	
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authority	 to	 promote	 independence	 and	 ensure	 broad	 audit	 coverage,	 adequate	

consideration	of	engagement	communications	and	that	appropriate	action	is	taken	

on	engagement	recommendations.	Ideally,	the	CAE	should	report	functionally	to	

the	 Audit	 Committee,	 Board	 of	 Directors	 or	 other	 appropriate	 governing	

authority	and	administratively	to	the	Chief	Executive	Oicer	of	the	organization.	

he	internal	audit	department	needs	suicient	resources	to	meet	its	objectives.

With	regard	to	audit	indings	and	recommendations,	Internal	Audit	can	provide	

a	management	consulting	function,	which	goes	beyond	providing	assurance.	When	

providing	consulting	services	to	operational	management,	audit	results	that	require	

fast	and	eicient	implementation	must	be	considered.	Sometimes	it	may	be	necessary	

to	familiarize	the	manager	in	charge	with	the	appropriate	implementation	options.

When	the	recommendations	are	implemented,	operational	details	must	be	iden-

tiied,	organized	and	certainty	must	be	reached	that	the	recommendations	are	in	

line	with	existing	or	newly	created	guidelines.	At	this	stage,	Internal	Audit	oten	has	

the	role	of	providing	ongoing	support,	either	by	sharing	its	knowledge	and	experi-

ence,	or	by	acting	as	discussion	partner	who	can	assess	and	optimize	suggested	so-

lutions.

Ultimately,	Internal	Audit	performs	a	dual	role.	It	must	exist	as	a	part	of	the	or-

ganization,	yet	not	belonging	to	that	organization	in	an	actual	operational	sense.	

Despite	its	independence,	Internal	Audit	is	and	will	remain	a	part	of	the	company.	

his	applies	to	both	purely	technical	aspects	and	personal	relationships	with	em-

ployees	from	other	areas.	Ultimately,	Internal	Audit	must	communicate	an	image	

that	corresponds	to	this	dual	role:	auditing	with	the	goal	of	achieving	a	win-win	

situation	for	everyone	concerned.	Accordingly,	an	audit	mandate	from	the	Board	of	

Directors	is	always	associated	with	the	challenge	of	conducting	audits	by	mutual	

consent,	to	boost	the	trust	of	all	involved.	It	must	be	clear	that	Internal	Audit	does	

not	conduct	audits	to	criticize,	but	instead	to	bring	about	constructive	and	forward-

looking	improvements.

his	results	in	a	new	self-image	for	Internal	Audit.	Complex	circumstances	de-

manding	a	high	degree	of	specialized	knowledge	and	highly	qualiied	staf	on	the	

one	 side,	 and	 increasingly	 public	 demonstrations	 of	 responsibility	 by	 corporate	

management	on	the	other,	will	give	Internal	Audit	a	balanced	position	between	the	

various	parties.	To	achieve	this,	Internal	Audit	must	have	clear	principles,	distinct	

processes,	and	a	transparent	task	spectrum.	With	this	foundation,	it	will	be	able	to	

meet	the	increasing	pressure	of	pursuing	its	independent	audit	mandate,	while	tak-

ing	difering	interests	into	account.

HINTs	AND	TIPs	 ;

•	 Internal	Audit	should	consider	how	other	employees	perceive	the	current	and	

future	role	of	compliance,	corporate	governance,	etc.	and	compare	it	to	how	the	

department	presents	itself.

•	 Internal	auditors	should	share	ideas	for	improving	audit	methods	with	Internal	

Audit	management.
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2.5.2	 Internal	Audit	as	a	Component	of	Corporate	Governance

Key	PoINTs	 •••

•	 Internal	 Audit	 supports	 compliance	 within	 the	 corporate	 governance	 frame-

work	in	two	signiicant	ways.	First,	Internal	Audit	is	an	integral	component	of	

the	business	monitoring	system.	Second,	its	ieldwork	results	in	a	wide	variety	

of	 information	that	can	be	used	 to	ensure	and	 improve	 the	awareness	of	and	

adherence	to	compliance	requirements.	

•	 Internal	Audit’s	responsibilities	include	the	examination	of	inancial	reporting	

and	process	controls,	case-speciic	individual	audits	(especially	in	case	of	sus-

pected	 loss	 to	 the	company	or	based	on	a	speciic	request	 from	the	Board	of	

Directors),	the	initiation	of	guidelines	and	work	instructions,	and	close	coop-

eration	with	risk	Management,	the	external	auditors,	and	–	if	necessary	–	the	

Audit	Committee.
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In	 recent	years,	 the	 increasing	discussion	about	corporate	governance	has	had	a	

variety	 of	 efects	 on	 corporate	 institutions	 and	 management.	 he	 impacts	 range	

from	the	creation	of	new	corporate	units,	such	as	risk	Management,	to	modiica-

tions	of	existing	functions.	he	global	orientation	of	companies	oten	goes	hand-in-

hand	with	increased	notice	by	the	general	public.	If	a	company	is	represented	in	

international	markets,	the	internal	and	external	ethical	demands	on	the	company	

and	on	its	managers	should	not	be	underestimated.	In	this	context,	a	discussion	of	

possible	liability	of	the	people	responsible	is	inevitable.

As	a	result,	the	importance	of	compliant	inancial	reporting	and	process	lows,	

internal	control	and	risk	management	systems,	and	even	business	functions	such	as	

management	accounting	and	auditing,	is	also	increasing	rapidly.	In	particular,	In-

ternal	Audit	can	provide	important	information	to	control	and	limit	liability,	mak-

ing	the	risk	of	unexpected	losses	easier	to	control.

he	introduction	of	SOX	has	compelled	organizations	to	network	all	company	

functions	involved	in	compliance	and	risk	management.	As	a	result	of	the	new	legal	

framework,	the	exchange	of	information	for	ensuring	enterprise-wide	compliance	

had	to	be	given	the	appropriate	priority.	Internal	Audit	 is	 involved	in	the	overall	

corporate	governance	approach	in	a	variety	of	ways.	he	individual	relationships	

can	be	described	as	follows:

•	 As	an	audit	body	of	the	Board,	Internal	Audit	assumes	tasks	which	allow	the	

Board	to	delegate	its	responsibilities	with	regard	to	its	iduciary	and	governance	

responsibilities.	his	includes	tasks	aimed	at	ensuring	direct	compliance	with	a	

corporate	governance	code	(e.g.,	compliance	with	rules	of	conduct).

•	 Internal	Audit	conducts	numerous	ieldwork	activities	to	promote	a	solid	focus	

on	the	compliance	of	inancial	reporting.	It	thus	contributes	signiicantly	to	pro-

viding	reliable	information,	particularly	with	regard	to	accurate,	complete	and	

transparent	annual	inancial	statements.

•	 Auditing	the	internal	control	system	(ICS)	includes	both	process	evaluations	on	

a	sample	basis	during	individual	audits	and	systematic	compliance	tests	to	pre-

pare	the	disclosures	stipulated	by	SOX	(see	Section	C,	Chapter	8).

•	 By	monitoring	the	risk	management	system,	together	with	the	risk	management	

function,	if	one	exists,	mutually	exchanging	information	about	identiied	risks,	

and	tracking	them	jointly,	Internal	Audit	further	promotes	its	integration	within	

the	corporate	governance	framework	of	a	company.

•	 To	comply	with	rules	and	enforce	individual	measures,	it	is	usually	necessary	for	

the	Board	of	Directors	to	enact	appropriate	guidelines	and	instructions.	In	this	

context,	Internal	Audit	is	responsible	for	recognizing	this	need	and	prompting	

the	responsible	departments	 to	 formulate	 these	principles.	he	objective	 is	 to	

create	a	framework	of	guidelines	to	enable	(or	make	it	easier	for)	management	

to	control	and	test	compliance	as	an	element	of	corporate	governance.

•	 Communication	 between	 Internal	 Audit	 and	 the	 Board	 of	 Directors	 helps	 to	

strengthen	the	role	of	Internal	Audit.	To	that	end,	the	new	york	Stock	Exchange	

(nySE)	listing	Standards	require	that	the	Audit	Committee	meet	in	private	with	
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the	CAE	periodically.	hese	meetings	may	relate	to	the	indings	of	audits	con-

ducted	or	to	the	requirements	that	arise	directly	from	the	work	of	the	Board.

•	 here	are	a	number	of	options	for	cooperation	with	external	auditors.	he	ind-

ings	of	ongoing	audits	can	be	exchanged	regularly.	In	addition,	 internal	audit	

reports	must	be	made	available	to	the	external	auditors.	Under	certain	circum-

stances,	further-reaching	cooperation	could	also	be	feasible,	(e.g.	with	regard	to	

revenue	 recognition	 programs	 or	 external	 auditor	 reliance	 on	 the	 work	 per-

formed	 by	 Internal	 Audit	 for	 SOX	 compliance	 in	 accordance	 with	 Auditing	

Standard	no.	5).

•	 Ultimately,	Internal	Audit’s	reports	provide	a	wide	variety	of	information	that	

allows	the	Board	of	Directors	and	management	to	initiate	or	perform	activities	

aimed	 at	 compliance	 with	 corporate	 governance	 principles	 on	 a	 case-by-case	

basis.	hese	activities	range	from	day-to-day	business,	such	as	individual	staf	

issues,	through	fundamental	business	matters	such	as	inancing	for	major	capi-

tal	expenditure	projects	or	problems	related	to	competition	law.

One	function	takes	on	a	special	role	in	the	above	catalog	of	Internal	Audit’s	tasks	

and	functions	with	regard	to	enforcing	and	complying	with	corporate	governance	

requirements:	Audits	of	the	ICS	to	avoid	deliberate	or	unintentional	abuse	resulting	

in	losses	for	the	enterprise.	Safeguarding	the	ICS	is	therefore	an	important	part	of	

almost	any	internal	audit.	Examples	of	internal	controls	are	the	segregation	of	du-

ties,	 data	 matches,	 and	 plausibility	 checks	 on	 data	 entries.	 A	 distinction	 can	 be	

drawn	between	a	continuous	and	a	discontinuous	approach.	he	aim	of	all	internal	

controls	is	ultimately	to	prevent	or	identify	gaps	and	errors	as	far	as	possible.	Inter-

nal	 controls	 are	 a	 process-integrated	 form	 of	 monitoring,	 while	 Internal	 Audit	

works	process-independently.	In	this	regard,	Internal	Audit	has	a	genuine	monitor-

ing	 role,	 which	 means	 that	 the	 control	 systems	 installed	 in	 enterprise	 processes	

must	be	tested	in	detail	for	completeness	and	efectiveness.	hese	tests	include	eval-

uating	suitable	samples.	It	is	important	to	note	that	Internal	Audit	is	not	responsible	

for	ensuring	that	the	controls	integrated	into	the	processes	are	actually	applied.	his	

is	 the	task	of	 the	employee	or	manager	responsible	 for	 the	process.	Especially	 in	

global	companies,	the	control	processes	should	be	implemented	with	a	networked	

IT	solution.	his	in	turn	means	that	Internal	Audit	must	make	provisions	for	these	

horizontal	processes	in	its	audits	by	conducting	them	globally.

SOX	has	increased	the	importance	of	internal	controls	because	they	form	one	of	

the	 cornerstones	 of	 this	 act.	 A	 clearly	 documented	 process	 structure	 not	 only	

identiies	the	internal	controls,	but	also	links	them	to	the	applicable	risks	and	the	

inancial	 accounts	 afected,	 and	 the	 relevant	 company	 processes.	 Whereas	 in	 a		

traditional	 ICS,	 compliance	 audits	 primarily	 test	 whether	 the	 accounting	 docu-

ments	(including	a	physical	inventory	and	the	measurement	of	assets	and	liabilities)	

comply	with	the	law,	the	provisions	of	SOX	are	much	more	far-reaching,	because	

they	 consider	 every	 process	 that	 is	 in	 any	 way	 relevant	 to	 inancial	 reporting.		

Financial	 reporting	 compliance	 has	 therefore	 expanded	 from	 a	 focus	 on	 the	 ac-

counting	document	only	to	include	the	underlying	processes.	his	entails	changes	
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to	 the	 audit	 approach	 Internal	 Audit	 uses	 for	 auditing	 the	 ICS	 (see	 Section	 C,	

Chapter	8).

HINTs	AND	TIPs	 ;

•	 Audit	ieldwork	should	always	integrate	information	related	to	compliance,	risk	

management,	and	internal	controls.

•	 During	audit	preparation,	examine	each	audit	step	with	compliance	in	mind.

•	 Take	note	of	and	forward	to	the	individuals	or	entities	responsible	any	informa-

tion	regarding	the	need	to	create,	extend,	or	change	internal	company	guide-

lines	identiied	during	ieldwork.

•	 Internal	Audit	must	also	report	any	information	discovered	regarding	actual	or	

suspected	fraud	to	the	appropriate	bodies.
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•	 SAWyEr,	l.,	M.	DITTEnHOFEr,	AnD	J.	SCHEInEr.	2003.	Sawyer’s Internal Audit-

ing.	5th	ed.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 STErnBErT,	 r.	 AnD	 D.	 pOJUnIS.	 2000.	 Corporate	 governance.	 Internal Auditor	

(December	2000):	34–39.

2.5.3	 Internal	Audit	as	a	Service	Unit

Key	PoINTs	 •••

•	 In	addition	to	traditional	audit	activities,	Internal	Audit	can	ofer	other	audit-

related	and	non-audit-related	services.

•	 he	most	important	concern	is	that	these	other	services	must	not	cause	Internal	

Audit	to	violate	the	principles	of	independence	and	objectivity.

•	 Most	 important	 is	 the	decision	of	whether	 Internal	Audit	 is	authorized,	able,	

and	willing	to	carry	out	other	service	activities.	his	decision	will	involve	a	cer-

tain	amount	of	self-determination,	as	well	as	consideration	of	the	speciic	busi-

ness	environment.

Service	 activities	 performed	 by	 Internal	 Audit	 can	 create	 signiicant	 value	 for	 a	

company	since	Internal	Audit	has	wide-ranging	experience	and	company-speciic	

knowledge.	Such	company	speciic	knowledge	gives	Internal	Audit	a	competitive	

advantage	over	external	consultants,	which	might	enable	Internal	Audit	to	provide	

service	or	consulting	activities	at	a	lower	cost.

Internal	Audit	is	increasingly	carrying	out	other	services,	in	addition	to	its	tra-

ditional	audit	services.	hese	other	services	can	be	diferentiated	into	audit-related	

and	non-audit-related	services	(for	more	information	on	other	services	performed	

by	Internal	Audit	see	Section	A,	Chapter	7).	he	diferentiation	between	the	two	

types	of	tasks	is	important	because	each	requires	a	diferent	level	of	commitment	

and	has	a	diferent	impact	on	the	independence	of	the	internal	audit	function.	

expertiseexpertise

other	servicesother	services
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Audit-related	 services	 include	 pre-investigations,	 reviews,	 cost-efectiveness	

analysis,	 and	 implementation	 support.	 hese	 services	 usually	 do	 not	 impact	 In-

ternal	Audit’s	independence.	When,	for	example,	Internal	Audit	provides	support	

for	 the	 implementation	 of	 audit	 recommendations,	 the	 auditee	 is	 still	 ultimately	

responsible	for	the	implementation	of	those	recommendations.	As	a	result,	no	con-

lict	of	interest	between	auditing	and	implementation	support	will	arise	under	nor-

mal	circumstances.	

When	considering	whether	to	ofer	non-audit-related	services,	Internal	Audit	

must	answer	one	fundamental	question:	Does	Internal	Audit	have	the	authority,	the	

ability	and	the	will	to	perform	non-audit-related	activities	and	if	so,	to	what	extent?	

Internal	Audit	 is	authorized	 to	do	so	as	 long	as	 its	 independence	with	regard	 to	

audit	activities	is	maintained.	Service	activities	must	not	inluence	decisions,	obser-

vations,	recommendations	or	indings	in	connection	with	ieldwork	at	any	stage	of	

the	audit	process	and	the	auditors’	objectivity	must	not	be	compromised.	prerequi-

sites	for	achieving	this	impartiality	are	the	targeted	selection	of	the	involved	audi-

tors,	coordination	of	audit	 topics,	and	adherence	to	an	objective	audit	approach.	

non-audit-related	services,	such	as	consulting	and	project	management	services,	

must	be	considered	diferently.	If	Internal	Audit’s	expertise	is	needed,	the	auditor	

who	carries	out	these	activities	cannot	be	the	same	individual	responsible	for	sub-

sequent	audits	of	the	areas.	Decisive	factors	in	determining	whether	Internal	Audit	

should	carry	out	other	service	activities	are	its	speciic	position	within	the	company	

and	the	strategic	direction	that	the	Board	of	Directors	gives	to	the	internal	audit	

function.	Taking	on	other	service	activities	must	be	subject	to	approval	by	the	Board	

of	Directors.	To	avoid	conlicts	of	interest,	the	Audit	Committee	as	part	of	the	Board	

should	set	unambiguous	rules	that	specify	which	service	activities	the	internal	audit	

function	is	allowed	to	carry	out.	

he	extent	to	which	Internal	Audit	is	able	to	perform	consulting	activities	de-

pends	on	the	technical	knowledge	available	within	the	department	and	the	amount	

of	time	available	to	perform	these	activities.	Other	factors,	such	as	conlicts	of	inter-

est	and	organizational	policies	also	need	to	be	considered.	Dealing	with	the	question	

of	whether	Internal	Audit	wishes	to	perform	non-audit-related	activities	may	involve	

a	discussion	about	Internal	Audit’s	self-image	and	strategy.	For	the	reputation	and	

status	of	Internal	Audit	within	a	company,	it	may	be	beneicial	to	complement	the	

core	competency	of	auditing	with	these	other	services.	Extending	the	range	of	activi-

ties	will	enhance	exposure	to	the	Board	of	Directors,	to	management,	and	eventually	

to	all	employees.	he	downside	is	that	too	much	involvement	can	potentially	afect	

the	reputation	and	status	of	the	internal	audit	department	with	external	auditors.	

Ultimately,	the	extent	to	which	an	individual	auditor	is	willing	to	carry	out	non-

audit-related	service	activities	will	depend	on	that	individual	and	his	or	her	superi-

ors	in	addition	to	any	rules	set	by	the	Board	of	Directors.	Together	they	must	decide	

on	a	case-by-case	basis	whether	the	auditor	in	question	is	willing	and	able	to	per-

form	these	tasks.	he	availability	of	targeted	support	and	development	programs	

should	open	new,	interesting	perspectives	for	individual	career	development.	

Audit-Related	servicesAudit-Related	services

Non-audit-related	
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Independence

Non-audit-related	
services:	Maintaining	
Independence

Know-How		
and	self-Image
Know-How		
and	self-Image

Personal	QualiicationPersonal	Qualiication

Conceptual	Basis	of	Internal	Audit

Internal	Audit:	Meeting	Today’s	Needs

Implementing	the	Audit	Mandate

A	|	2	|	2.5



46

HINTs	AND	TIPs	 ;

•	 Supporting	measures	are	very	useful	when	implementing	the	audit	recommen-

dations	as	they	convey	an	additional	degree	of	acceptance.

•	 Auditors	should	each	decide	individually	whether	and	to	what	extent	they	want	

to	consider	performing	non-audit-related	service	activities.	heir	personal	de-

velopment	program	must	be	aligned	based	on	this	decision.

•	 In	the	overall	planning,	 the	CAE	should	schedule	non-audit-related	activities	

in	harmony	with	the	department’s	targets	and	the	individual	goals	of	each	em-

ployee.

•	 Audits	must	only	relate	to	matters	that	Internal	Audit	was	not	directly	involved	

in	creating.

•	 Internal	Audit	must	keep	a	brief,	ongoing	record	of	services	it	performs.	

•	 Internal	Audit	should	aim	to	bill	at	least	part	of	the	non-audit-related	services	

performed.
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2.5.4	 Trend	toward	Audit	Management	

as	a	Corporate	Management	Instrument

Key	PoINTs	 •••

•	 As	a	result	of	changes	 in	 legal	 requirements	and	external	guidelines,	 Internal	

Audit	currently	has	the	opportunity	to	develop	from	retrospective	auditing	to	

become	a	future-oriented	management	instrument.

•	 From	a	risk	and	control	perspective,	Internal	Audit	can	become	an	integral	part	

of	all	phases	of	the	corporate	management	process.	In	addition,	the	audit	pro-

cess	model	typically	contains	all	the	essential	stages	of	the	corporate	decision	

process.

Over	 time,	 the	role	of	 Internal	Audit	has	changed	 from	strictly	an	“investigative	

function”	to	a	corporate	management	instrument.	Internal	Audit	has	received	rela-

tively	little	attention	in	the	past.	Since	its	eiciency	and	efectiveness	were	not	raised	

as	core	issues,	it	was	widely	perceived	as	a	department	of	“box	checkers.”	However,	

increased	 focus	on	corporate	governance	and	 the	 introduction	of	new	 laws	 (e.g.	

SOX)	have	triggered	a	change	in	attitudes.	he	increasing	importance	of	transpar-

ency	and	reliability	has	led	to	an	enhancement	of	Internal	Audit’s	standing	because	

it	represents	an	instrument	to	help	achieve	these	objectives.	For	Internal	Audit,	this	

presents	an	opportunity	to	move	past	performing	only	retrospective	audit	work	to	

a	 more	 integrative,	 process-oriented,	 forward-looking	 and	 global	 model.	 On	 the	

basis	of	these	elements	of	integration,	focus	on	the	future,	and	internationality,	In-

ternal	Audit	can	expand	its	position	as	a	corporate	management	instrument.	here	

are	several	facts	that	exemplify	this	development:

•	 Individual	Internal	Audit	functions	are	assigned	to	the	basic	phases	of	the	cor-

porate	management	process.

•	 he	 corporate	 management	 process	 of	 setting	 objectives,	 planning,	 control,	

monitoring,	and	information	is	used	within	Internal	Audit.

•	 here	is	a	change	from	purely	retrospective	to	future-oriented	auditing.
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he	phases	of	the	basic	corporate	management	and	decision	process,	which	are	set-

ting	objectives,	planning,	control,	monitoring,	and	information,	can	be	matched	to	

the	relevant	processes	in	Internal	Audit,	almost	on	a	one-to-one	basis.

•	 Corporate	objectives	also	have	an	impact	on	the	audit	objectives	and	contents	of	

Internal	Audit.	For	example,	 if	a	main	objective	of	 the	company	is	 to	expand	

foreign	business	activities,	Internal	Audit	will,	to	a	certain	extent,	audit	the	pro-

cesses	of	the	units	afected	by	international	activities.	Conversely,	insights	gath-

ered	as	a	result	of	audit	work	may	also	have	an	inluence	on	corporate	objectives.	

For	example,	if	an	audit	identiies	a	lack	of	internal	guidelines	and	instructions,	

this	may	be	translated	into	a	management	objective	to	improve	existing	policies	

and	procedures.

•	 A	company’s	planning,	which	is	sometimes	performed	in	stages	as	objectives	are	

being	deined,	may	have	a	major	impact	on	Internal	Audit’s	annual	audit	plan.	

Even	if	Internal	Audit	generally	conducts	its	planning	independently	and	with	a	

risk	focus,	it	should	take	the	company’s	strategic	and	operational	objectives	into	

consideration.	For	example,	if	the	objective	is	to	support	the	development	of	a	

new	product,	 it	 is	 logical	 that	 Internal	Audit	would	carefully	evaluate	quality	

control	and	intellectual	property	requirements.

•	 he	company’s	business	activities	can	also	be	controlled	with	Internal	Audit’s	

involvement.	he	capacities	available	for	ad-hoc	audits	can	be	used	at	short	no-

tice	to	make	or	validate	certain	executive	decisions.	he	results	of	the	audits	in-

cluded	in	the	annual	audit	plan	may,	in	turn,	also	inluence	corporate	control,	

because	the	audit	results	are	made	available	to	management	immediately.

•	 In	line	with	the	well-developed	follow-up	audit	process,	monitoring	the	correc-

tion	of	audit	indings	is	becoming	increasingly	important	(see	Section	B,	Chap-

ter	6).	his	process	of	implementation	monitoring	is	intended	to	ensure	that	the	

recommendations	of	Internal	Audit	are	respected	and	implemented.	Implemen-

tation	monitoring	may	be	closely	related	to	the	speciic	functions	of	other	con-

trol	units,	such	as	Management	Accounting,	so	cooperation	with	such	units	will	

be	mutually	beneicial.

•	 he	integration	of	audit	results	 into	the	corporate-wide	 information	process	 is	

the	most	important	interface	with	the	company’s	other	management	instruments.	

Internal	Audit	provides	reports	for	all	relevant	levels	of	management,	including	

the	Board	of	Directors	and	the	Audit	Committee.	Depending	on	their	content,	

these	reports	may	be	used	as	input	for	Board	resolutions,	or	form	the	basis	for	

operational	implementation	instructions	for	lower	levels	of	management.

he	second	fact	that	underlines	Internal	Audit’s	development	toward	a	corporate	

management	instrument	is	that	Internal	Audit’s	organization	increasingly	resem-

bles	that	of	a	strategic	business	unit.	From	planning,	preparation,	and	implementa-

tion	through	reporting	and	follow-up	audits,	the	operational	level	of	the	Internal	

Audit’s	process	model	contains	all	the	essential	stages	of	the	management	process.	

Because	of	its	phase	model,	this	means	that,	in	purely	formal	terms,	Internal	Audit	
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is	a	management	instrument	in	its	own	right.	A	single	audit	request	can	be	handled	

according	to	the	same	rules	as	any	other	strategic	decision	tool.

he	third	aspect	 is	 Internal	Audit’s	evolution	from	a	reactive	perspective	 that	

focuses	 on	 past	 and	 present	 events	 toward	 a	 proactive,	 future-oriented	 manage-

ment	instrument.	he	nature	of	audits	is	becoming	increasingly	preventive,	which	

means	that	their	results	can	impact	the	corporate	decision	process	in	general	or	in	

relation	to	individual	cases.	preventive	audits	work	with	assumptions,	trends,	search	

functions	and	criteria,	as	well	as	probabilities	and	approximations.	In	addition,	au-

dit-relevant	 parameters,	 such	 as	 thresholds,	 criteria	 catalogs,	 statistical	 distribu-

tions	and	any	method	that	produces	key	variables,	may	be	used	to	create	a	system	

of	early	indicators.	Once	certain	thresholds	are	reached,	Internal	Audit	(automati-

cally	or	manually)	triggers	the	appropriate	ieldwork.	his	creates	a	continuous	im-

provement	process,	which	performs	its	own	checks	and	controls.

End-to-end	 integration	 of	 the	 audit	 process	 into	 the	 corporate	 management	

process	completes	 the	 shit	 toward	audit	management.	his	 turns	 Internal	Audit	

into	an	integral	part	of	the	corporate	management	process,	which	can	give	rise	to	

synergies.	Most	 importantly,	 Internal	Audit	 supports	 the	corporate	management	

process	in	all	its	phases,	but	without	becoming	an	operational	part	of	this	process	

and	 thus	running	 the	risk	of	 losing	 its	 independence.	he	diagram	below	shows	

how	Internal	Audit	is	integrated	in	the	management	process.

HINTs	AND	TIPs	 ;

•	 Even	though	it	is	useful	and	necessary	to	integrate	Internal	Audit	into	the	cor-

porate	management	process,	its	independence	must	be	preserved.
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•	 he	 management	 process	 and	 management	 goals	 guide	 internal	 audit	 activi-

ties,	because	management	actions	greatly	afect	company	risks.	In	addition,	by	

focusing	on	management	activities	 internal	auditors	can	 identify	areas	where	

they	can	add	most	value	by	generating	additional	information	and	guidance	for	

management,	and	by	providing	assurance.	When	performing	their	work,	audi-

tors	should	thus	not	limit	their	activities	to	working	through	the	audit	schedule,	

but	also	focus	on	topics	that	require	proactive	audit	procedures.
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2.5.5	 Internal	Audit	as	a	Profit	Center	Organization

Key	PoINTs	 •••

•	 Without	 exception,	 Internal	 Audit	 must	 be	 eicient	 in	 the	 resources	 it	 con-

sumes.

•	 Budgets	must	be	eicient,	audits	must	be	cost-efective,	and	variances	must	be	

continuously	monitored	and	evaluated.

•	 If	economic	eiciency	is	extended	to	include	revenue,	billing	options	arise	for	

service	and	consulting	activities.

•	 Another	step	could	involve	expanding	Internal	Audit	to	be	a	competence	center.	

his	would	allow	Internal	Audit	to	ofer	billable	services	to	third	parties	and	to	

generate	revenue.

like	all	other	departments,	Internal	Audit	is	subject	to	the	basic	rules	of	business.	

his	means	that	existing	resources	must	be	deployed	in	a	targeted,	results-maximiz-

ing	manner	and	audits	must	be	performed	cost-consciously	and	within	the	assigned	

budget.	However,	deadline	and	content-related	issues	can	require	special	or	addi-

tional	audit	engagements.	In	such	cases,	the	management	of	Internal	Audit	must	

ensure	that,	despite	these	additional	activities,	budget	limits	are	adhered	to	or	nec-

essary	adjustments	explained.

he	CAE	is	responsible	for	the	entire	process	of	inancial	control	within	the	in-

ternal	audit	area,	although	the	CAE	can	also	include	his	or	her	management	team	

in	this	responsibility.	Employee-related	and	audit-related	budgets	form	the	core	of	

cost-center	planning.	Important	considerations	include	training	and	development,	

travel	expenses,	as	well	as	audit	 literature,	costs	 for	expert	opinions,	 the	 involve-

ment	of	external	specialists,	and	attendance	at	conferences.	Budgets	are	drawn	up	

within	an	annual	budgeting	framework	and	are	based	on	the	number	of	planned	

audits	as	well	as	expected	ad-hoc	audits	and	special	projects.	he	actual	costs	can	be	

allocated	for	the	entire	audit	department	or	divided	into	regional	audit	teams.	It	is	

also	conceivable	to	allocate	audit-related	budgets,	especially	to	global	audits	or	au-

dits	expected	to	take	a	long	time.	his	approach	would	require	all	costs	to	be	allo-

cated	and	–	to	the	extent	possible	–	activities	to	be	traced	to	the	respective	audit	

engagement.	 Separate	 budgets	 for	 audit-related	 and	 non-audit-related	 services	

would	allow	for	more	speciic	cost	allocation.	Allocating	costs	makes	it	possible	to	

carry	out	periodic	cost	variance	analyses	for	the	cost	centers	at	any	stage	during	the	

iscal	year,	and	to	monitor	whether	individual	audits	meet	their	budgets.	Variance	

analysis	could	provide	a	reliable	basis	for	future	planning	(for	more	details	on	cost	

management,	see	Section	D,	Chapter	8).

his	cost-based	assessment	of	Internal	Audit	can	be	extended	to	a	results-ori-

ented	proit	center	accounting.	In	this	case,	however,	Internal	Audit	must	ensure	

that	the	audits	are	not	under	pressure	to	generate	revenue.	his	also	must	be	re-
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lected	in	the	proit	and	loss	budget,	in	that	proit	can	only	be	expected	from	“ser-

vice”	 activities.	 As	 a	 result,	 the	 activities	 of	 Internal	 Audit	 may	 be	 divided	 into	

“compulsory”	activities	that	cannot	be	billed	and	–	if	possible	–	billable	service	ac-

tivities.	he	settlement	method	can	be	tailored	to	the	respective	target	group:	Inter-

company	cost	transfers	for	internal	customers,	and	invoices	for	external	customers.	

Internal	Audit	receives	revenue	for	its	activities	in	both	cases.	he	objective	could	

be	to	extend	the	basis	on	which	the	economic	eiciency	of	Internal	Audit	is	mea-

sured	 with	 regard	 to	 budget	 compliance,	 or	 to	 earn	 a	 contribution	 margin.	 Of	

course,	additional	or	supplementary	revenue	and	proit	planning	–	with	the	corre-

sponding	extended	variance	analysis	–	will	be	needed	as	well,	in	continuation	of	the	

budget	planning	and	cost	variance	analyses.

Ultimately,	this	results	in	Internal	Audit	also	being	deined	as	a	kind	of	service	

and	competence	center	for	audits	and	other	related	services.	As	a	result,	Internal	

Audit	would	also	be	capable	of	ofering	its	services	to	external	customers	as	an	ex-

tension	of	its	business	activities.	Joint	projects	in	this	regard	would	make	nearly	any	

extension	of	core	competencies	–	and	thus	business	activities	–	feasible.	As	a	result,	

Internal	Audit	could	perform	services	that	go	far	beyond	the	typical	audit	mandate,	

yet	are	always	derived	from	its	core	competencies.

HINTs	AND	TIPs	 ;

•	 Before	 the	start	of	an	audit,	 the	auditors	 should	ensure	 that	 suicient	budget	

funds	and	resources	are	available	for	the	necessary	measures.

•	 Detailed	documentation	of	all	costs	incurred	is	essential	to	enable	accurate	cost	

analysis.

•	 All	expenditures	and	work	times	by	the	auditors	should	be	recorded	for	each	

audit	request	for	statistical	and	performance	purposes	and	for	potential	revenue	

generation.
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2.6	 Internal	Audit	and	the	Requirements	of	SOX

Key	PoINTs	 •••

•	 Internal	Audit	provides	audit	results	which	management	can	use	as	supporting	

input	to	help	it	meet	its	SOX	certiication	requirements.

•	 In	a	technical	consulting	capacity,	Internal	Audit	can	be	involved	in	preparing	

the	documentation	of	the	processes	and	internal	controls	and	in	ensuring	the	

quality	of	this	documentation.

•	 SOX	impacts	the	activities	of	Internal	Audit	in	two	areas	in	particular:	inancial	

reporting	and	the	business	processes	related	to	inancial	reporting	and	their	as-

sociated	internal	controls.

•	 Ensuring	SOX	compliance	is	a	separate	and	distinct	audit	objective	for	Internal	

Audit.	

he	 provisions	 of	 SOX,	 including	 the	 detailed	 interpretations	 provided	 by	 the	

pCAOB,	are	intended	to	help	ensure	compliant	inancial	reporting	for	companies	

listed	on	U.S.	stock	exchanges	and	their	subsidiaries.	he	focus	is	on	those	areas	of	

a	company	that	are	most	prone	to	deliberate	misstatements	and	proit	manipulation	

(i.e.,	inancial	reporting	and	the	internal	controls	of	the	underlying	core	business	

processes).	

SOX	has	several	provisions	that	are	of	speciic	relevance	to	internal	auditors	and	

for	internal	control	in	general.

•	 he	Chief	Executive	Oicer	(CEO)	and	Chief	Financial	Oicer	(CFO)	must	cer-

tify	each	quarterly	and	annual	report	iled	by	the	organization	(Section	302).	he	

certiication	indicates	that	the	signing	oicers	have	reviewed	the	report	and	that,	

based	on	their	knowledge,	the	report	fairly	presents	the	inancial	condition	of	

the	organization	and	does	not	include	any	errors,	omissions	and	is	not	intended	

to	mislead	investors.	Further,	the	certiication	signiies	that	the	signing	oicers	

are	responsible	for	establishing	and	maintaining	internal	controls	related	to	i-

objectives	of	soXobjectives	of	soX
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nancial	reporting	and	disclosure	and	for	performing	an	annual	assessment	of	

those	internal	controls.	he	signing	oicers	are	also	responsible	for	disclosing	all	

signiicant	deiciencies	in	the	design	or	operation	of	the	internal	controls	and	

any	fraud	that	involves	management	or	employees	with	a	signiicant	role	in	the	

organization’s	internal	controls.

•	 Each	annual	report	must	include	management’s	assessment	of	the	efectiveness	

of	the	internal	control	structure	and	procedures	of	the	organization	relating	to	

inancial	 reporting	 (Section	 404).	 he	 pCAOB,	 established	 by	 SOX,	 has	 pro-

vided	speciic	guidance	to	the	independent	auditors	regarding	the	requirements	

for	the	evaluation	of	management’s	assessment	of	internal	controls	in	Auditing	

Standards	(AS)	2.	However,	it	should	be	noted	that	the	pCAOB	has	established	

revised	guidance	(AS	5)	which	includes	the	elimination	of	the	existing	require-

ment	that	the	independent	auditor	evaluate	management’s	internal	control	as-

sessment	process.	he	revised	guidance	requires	only	that	the	auditor	test	the	

internal	 controls	 directly	 to	 determine	 their	 efectiveness,	 without	 evaluating	

management’	assessment	process.	

•	 SOX	also	guarantees	whistleblower	protection	to	ensure	that	employees	are	able	

to	report	information	regarding	potential	violations	of	the	Act,	any	SEC	rules,	or	

any	activities	relating	to	fraud	against	the	shareholders	without	fear	of	adverse	

consequences	 (Section	 806).	 Speciically,	 the	 act	 ensures	 that	 whistleblowers	

cannot	be	discharged,	demoted,	suspended,	threatened,	harassed,	or	discrimi-

nated	against	if	they	choose	to	report	potential	violations.	his	provision	applies	

speciically	 to	 the	 internal	 audit	 function	 because	 in	 some	 organizations	 it	 is	

Internal	Audit’s	responsibility	to	receive	and	process	any	reported	violations	and	

investigate	the	allegations.	Alternatively,	many	organizations	may	align	whistle-
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blower	protection	under	 the	 legal	department	and	may	use	 Internal	Audit	 to	

assist	in	investigations	of	allegations.

Companies	that	fall	under	SOX	must	integrate	the	relevant	sets	of	rules	into	their	

corporate	processes.	he	most	signiicant	provision	of	SOX	for	internal	auditors	is	

the	requirement	that	inancial	statement	audits	now	systematically	include	analysis	

of	business	processes	related	to	the	inancial	statements	and	the	relevant	internal	

controls.	In	a	multistage	procedure,	 the	functions	of	the	individual	process	steps	

must	be	analyzed,	the	risks	must	be	identiied,	and	the	internal	controls	must	be	

deined	and	linked	accurately	to	the	appropriate	inancial	accounts.	his	requires	

that	all	process	steps	be	documented	in	detail	and	updated	annually	as	part	of	an	

internal	control	evaluation.

A	 number	 of	 business	 units	 with	 varying	 responsibilities	 are	 included	 in	 the	

SOX	processes.	Together	with	management,	the	process	owners	carry	the	primary	

responsibility	for	deining	the	processes	and	respective	controls.	Ultimately,	man-

agement	declares	itself	responsible	for	the	overall	functioning	of	all	process	steps	

and	the	appropriate	controls	by	certifying	under	penalty	of	perjury	the	accuracy	of	

the	inancial	statements	and	the	system	that	generated	these	inancial	statements.

As	a	staf	department,	Internal	Audit	can	take	on	two	distinct	roles	with	regard	

to	SOX.	First,	when	the	system	is	 implemented,	 it	 is	necessary	 to	ensure	 that	all	

signiicant	processes	have	been	fully	recorded	and	documented	in	compliance	with	

the	rules,	including	documentation	of	all	internal	controls	and	the	way	the	risks	are	

linked	to	inancial	accounts.	Internal	Audit	can	provide	support	by	advising	operat-

ing	units	on	the	basis	of	its	audit	experience.	Initially,	this	function	should	be	viewed	

independently	of	 auditing;	 it	 is	used	as	preparation	 for	 subsequent	audits	of	 the	

internal	control	system.

he	second	role	of	Internal	Audit	is	to	perform	its	actual	ieldwork.	One	option	

is	to	regard	the	issue	of	SOX	process	controls	as	a	separate	audit	topic,	examining	

the	entire	sequence	of	steps	that	lead	to	ensuring	SOX	compliance.	his	includes	

the	responsibilities,	 the	quality,	and	 timeliness	of	 the	documentation,	examining	

selected	 core	 business	 processes,	 testing	 samples	 of	 individual	 internal	 controls,	

and	the	entire	information	low	between	the	involved	parties,	including	consulta-

tion	and	cooperation	with	the	external	auditors.	AS	2	and	AS	5	from	the	pCAOB	

provide	guidance	for	the	external	auditors	regarding	the	extent	to	which	they	may	

rely	on	this	work	performed	by	Internal	Audit.	

he	examination	of	the	individual	process	steps	is	in	turn	divided	into	several	

sub-steps:	analyzing	the	process	steps	and	the	associated	internal	controls,	and	en-

suring	the	quality	of	the	documentation.	Some	of	these	audit	activities	may	involve	

a	great	deal	of	work,	especially	when	new	operating	units	participate	in	the	SOX	

documentation	for	the	irst	time	or	comprehensive	changes	have	been	made	to	in-

dividual	processes.	his	type	of	audit	requires	a	modiied	version	of	Internal	Audit’s	

process	model	(see	Section	D,	Chapter	14.3.2).

SOX	is	also	important	for	Internal	Audit	in	relation	to	other	audit	objects,	such	

as	 local	 subsidiaries,	 internal	 projects,	 and	 initiatives,	 where	 the	 special	 require-

New	Rules	as	a	Result	
of	soX
New	Rules	as	a	Result	
of	soX

Process	ResponsibilityProcess	Responsibility

support	for	
Implementing	the	
system

support	for	
Implementing	the	
system

ensuring	soX	
compliance
ensuring	soX	
compliance

examining	the	Process	
steps
examining	the	Process	
steps

Impact	on	standard		
and	special	Audits
Impact	on	standard		
and	special	Audits

Conceptual	Basis	of	Internal	Audit

Internal	Audit:	Meeting	Today’s	Needs

Internal	Audit	and	the	Requirements	of	SOX

A	|	2	|	2.6



56

ments	must	be	directly	integrated	into	the	ieldwork.	Testing	the	internal	controls	

in	 particular	 should	 lead	 to	 SOX	 compliance.	 he	 testing	 procedures	 are	 either	

documented	 in	 Internal	 Audit’s	 own	 working	 paper	 templates	 or	 in	 the	 original	

SOX	process	documentation	and	may	be	used	as	test	evidence	if	necessary.	particu-

larly	organizational	 changes	or	 improvements	on	 the	basis	of	preliminary	audits	

should	be	included	in	the	work	program.

Internal	Audit	is	obligated	to	gather	and	document	suicient	evidence	that	the	

internal	controls	are	functioning.	In	addition,	the	Board	of	Directors	must	assess	the	

company’s	SOX	compliance	and	conclude	that	the	internal	controls	are	efective.

here	is	no	doubt	that	SOX	will	have	a	sustained	impact	on	the	audit	work	of	

Internal	Audit.	his	has	a	number	of	positive	efects.	First,	it	makes	it	compulsory	

to	fully	document	the	core	business	processes	related	to	inancial	reporting,	includ-

ing	their	efects	on	the	accounting	system.	his	is	beneicial	for	Internal	Audit	be-

cause	it	can	structure	its	work	programs	on	the	basis	of	existing	documentation,	

therefore	making	processes	and	internal	controls	more	accessible	to	audits.	Second,	

it	makes	the	recommendations	made	by	Internal	Audit	binding,	because	they	no	

longer	relate	purely	to	internal	process	issues,	but	evidence	of	the	efectiveness	of	

internal	controls	must	be	provided	to	external	inancial	statement	users	as	part	of	

the	management’s	report	on	the	efectiveness	of	the	internal	control	structure.

he	results	of	the	SOX	documentation	may	also	add	considerable	value	beyond	

the	actual	audit	work.	A	comparison	of	the	audited	and	tested	processes	and	con-

trols	applying	standardized	criteria	makes	it	easier	to	deine	optimized	processes	as	

standards	or	benchmarks.	Such	benchmarks	are	excellent	for	use	in	a	knowledge	

and	experience	database	when	backed	up	by	the	relevant	documentation	and	sce-

narios	of	diferent	procedures.	It	should	be	Internal	Audit’s	responsibility	to	iden-

tify	and	share	these	optimized	processes	because	their	exposure	to	many	diferent	

organizational	units	gives	them	the	best	overview	of	all	process	alternatives.

Apart	from	these	fundamental	questions	about	Internal	Audit’s	role	and	involve-

ment	in	the	SOX	processes,	there	are	further	tasks	that	arise	in	this	context.	Other	

tasks	may	include	the	introduction	of	a	management	code	of	ethics,	the	preparation	

of	reports	for	the	Audit	Committee,	and	involvement	in	developing	a	reporting	sys-

tem	on	internal	controls.	In	the	context	of	SOX,	Internal	Audit	also	must	deal	with	

information	received	about	fraud	and	ensure	adequate	cooperation	with	the	exter-

nal	auditors	and	other	compliance	functions	such	as	risk	Management.	

HINTs	AND	TIPs	 ;

•	 Take	the	requirements	of	SOX	into	account	when	preparing	for	operational	au-

dits.

•	 Consider	integrating	the	assessment	of	selected	controls	into	the	audit	steps.

•	 A	dedicated	audit	scenario	should	be	constructed	for	the	SOX	compliance	pro-

cess.

•	 Use	 the	SOX	documentation	as	a	 starting	point	 to	 identify	possible	areas	 for	

process	improvements.
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2.7	 Value	Added	by	Internal	Audit	at	SAP

Key	PoINTs	 •••

•	 Internal	Audit’s	guiding	principle,	its	mission,	speciies	the	mandate	with	regard	

to	the	added	value	that	is	to	be	created	by	its	activities.

•	 he	main	areas	where	value	is	added	are	compliance,	improvements	to	process	

security	(especially	with	regard	to	 internal	controls),	and	the	eicient,	 target-

oriented	utilization	of	the	risk	management	system.

•	 Internal	Audit	delivers	additional	beneits,	 in	 that	 it	aims	 to	 improve	speciic	

aspects	of	business	processes,	such	as	communication	links.

If	we	summarize	the	attributes	of	gIAS	with	regard	to	the	objectives	formulated	for	

this	department	and	the	tasks	involved	in	the	audit	mandate,	we	get	a	varied	picture	

of	contents	and	forms.	A	central	issue	is	the	all-encompassing	basic	principle	of	In-

ternal	Audit	and	the	value	 it	adds	 to	 the	company.	he	main	guiding	principle	of	

Internal	Audit	at	SAp	is	formulated	in	the	mission	of	gIAS:	he	mission	is	to	ensure	

that	all	activities	of	the	global	SAp	group	comply	with	the	policies,	guidelines,	and	

procedures	deined	by	management.	he	main	areas	where	value	is	added	are	com-

pliance,	 improvements	 to	 process	 security,	 especially	 with	 regard	 to	 internal	 con-

trols,	and	the	eicient,	objective-oriented	utilization	of	the	risk	management	system.

Similar	to	the	previous	descriptions	of	the	objectives	and	tasks	faced	by	gIAS,	

this	mission	once	again	highlights	the	diferent	levels	on	which	Internal	Audit	can	

be	integrated	into	company	processes.	he	irst	level	is	clearly	aimed	at	compliance	
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compliance	with	
Regulations

compliance	with	
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with	all	types	of	internal	and	external	guidelines	and	regulations,	to	ensure	proper	

business	operations.	Here,	Internal	Audit	adds	value	 in	the	sense	of	reliability	of	

information	generated	in	the	business	processes	and	inancial	reporting.

On	a	second	level,	gIAS	cooperates	closely	with	the	risk	management	depart-

ment	in	order	to	identify	business	risks	and	suggest	ways	of	keeping	these	risks	to	a	

minimum.	his	also	adds	value	to	the	company.	he	target	group	of	this	informa-

tion	is	management	at	any	level,	but	particularly	strategic	management,	which	is	

ultimately	responsible	for	controlling	all	business	risks.

Internal	Audit	can	add	signiicant	value	by	developing	and	sharing	optimized	

process	solutions	(“best	practices”)	to	improve	internal	controls.	As	a	result,	opera-

tional	management,	as	well	as	the	individual	departments,	can	identify	signiicant	

potential	for	improvement	options.	

here	are	still		other	areas	where	Internal	Audit	adds	value:	Improved	informa-

tion	and	communication	lows,	reliability	and	trust	in	the	security	and	stability	of	

the	 organization,	 and	 the	 certainty	 that	 any	 inappropriate	 behavior	 will	 be	 ad-

dressed	through	targeted	investigation.	In	the	long	term,	these	beneits	will	result	in	

increased	conidence	among	employees	that	arbitrary	actions	and	lack	of	security	

have	no	place	in	the	business	environment.	Internal	Audit	ultimately	contributes	to	

an	ethical	corporate	culture	for	the	good	of	all	employees.

Another	important	added	value	regarding	the	increasing	globalization	of	SAp	is	

the	principle	fair	and	impartial	work	performed	by	Internal	Audit.	It	relects	the	

trust	that	any	problem	that	occurs	within	the	global	corporate	organization	will	be	

solved	according	to	standardized	procedures,	and	irrespective	of	speciic	individu-

als.	 his	 awareness	 will	 help	 improve	 mutual	 trust	 among	 employees,	 as	 well	 as	

trust	in	management	–	especially	in	the	Executive	Board.

HINTs	AND	TIPs	 ;

•	 he	overall	beneit	provided	by	Internal	Audit	can	be	highlighted	in	meetings	

and	documentation	by	pointing	out	the	necessity	of	business	optimization,	for	

the	greater	purpose	of	company	sustainability	and	competitive	advantage	in	the	

market.

Risk	ManagementRisk	Management
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3	 Framework	of	Internal	Audit	at	SAP
3.1	 SAP’s	Global	Audit	Approach	in	the	Shape		

of	Global	Internal	Audit	Services	(GIAS)

Key	PoIntS	 •••

•	 he	mission	statement	expresses	the	basic	deinition	of	GIAS’	fundamental	ac-

countability.

•	 he	global	audit	approach	of	Internal	Audit	at	SAP	requires	that	international	

circumstances	are	taken	into	consideration.

•	 All	cultural,	legal,	statutory,	and	work-related	diferences	have	to	be	taken	into	

account,	and	diferent	interpretations	of	auditing	must	be	considered	when	op-

erating	in	an	international	environment.

•	 In	addition,	all	organizational	prerequisites	and	procedures	have	to	be	deined	

for	each	audit	so	that	they	agree	with	all	participants’	perception	of	audits.

he	mission	statement	is	a	key	element	of	GIAS’s	deinition	of	itself.	he	statement	

speciies	the	core	mandate	of	Internal	Audit,	provides	a	basic	deinition	of	the	de-

partment’s	 fundamental	 responsibility	 and	 is	 based	 on	 a	 common	 perception	 of	

auditing.	he	following	two	objectives	are	the	core	of	the	mission	statement:

•	 that	the	SAP	Group	complies	with	statutory	and	legal	requirements	as	well	as	

internal	guidelines	and	instructions,	and

•	 that	Internal	Audit	strives	to	add	value	by	proposing	management	and	organi-

zation-related	 solutions	 and	 giving	 information	 and	 recommendations	 about	

internal	controls	and	business	risks.

It	is	important	that	the	mission	statement,	as	a	deinition	of	Internal	Audit’s	respon-

sibilities,	is	applied	as	a	global	standard	by	all	GIAS	teams.	he	statement	provides		

global	guidance	which	leads	to	a	shared	understanding	of	all	processes,	responsi-

bilities,	and	values.	he	mission	statement	represents	 the	 link	between	the	GIAS	

Principles	 and	 the	 Charter	 since	 it	 deines	 the	 fundamental	 tasks	 and	 forms	 the	

basis	for	the	resulting	business	mandate.

he	global	structure	of	GIAS	gives	rise	to	a	number	of	challenges	to	implement-

ing	 the	 mission	 statement.	 Cultural	 diferences	 are	 one	 of	 the	 biggest	 challenge.	

Both	auditors	and	auditees	deal	with	audits	diferently,	depending	on	their	cultural	

backgrounds.	While	there	are	many	countries	that	deal	with	the	process	in	a	sys-

tematic,	distanced	manner,	audits	and	their	indings	can	have	a	much	diferent	–	

even	personal	–	signiicance	in	other	cultural	contexts	(e.g.,	in	Asia).	Accordingly,	

interpersonal	dealings	and	the	communication	of	positive	or	negative	reports	must	

be	straightforward	and	to	the	point,	and	adapted	to	regional	and	cultural	habits	if		

necessary.	It	is	therefore	crucial	to	show	a	high	degree	of	sensitivity	in	dealing	with	

both	 fellow	 employees	 and	 other	 parties	 (for	 example,	 employees	 of	 the	 audited	

unit,	external	auditors,	and	partners).

Mission	StatementMission	Statement

Global	StandardGlobal	Standard
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A	 second	 major	 challenge	 is	 the	 synchronization	 of	 the	 audit	 methodology.	

While	in	some	countries	it	is	possible	to	achieve	objectives	quickly	through	inter-

views	or	meetings,	in	other	countries	it	may	be	more	beneicial	to	derive	the	rele-

vant	audit	facts	by	studying	available	documents.	Difering	styles	of	communica-

tion	 and	 discussion,	 diferences	 in	 report	 styles,	 and	 divergent	 procedures	 for	

implementing	recommendations	make	a	standardized	approach	diicult	to	achieve.	

It	is	therefore	important	to	select	methods	and	procedures	with	comparability	in	

mind.	A	standardized	global	process	model	that	speciies	a	binding	framework	is	

helpful	 in	meeting	 these	 requirements	 (see	Section	B).	 In	addition,	 the	manage-

ment	structure	of	Internal	Audit	must	ensure	that	an	adequate	quality	assurance	

system	is	implemented	and	practiced.	In	particular,	the	documents	used	by	Internal	

Audit	must	be	harmonized.

In	global	audits,	the	audit	topic	takes	precedence	over	auditors	and	regions,	i.e.,	

co-workers	from	diferent	regions	form	a	team	for	the	duration	of	the	audit	(see	

Section	A,	Chapter	6.4).	Diferent	time	zones	and	diferent	personal	circumstances	

result	 in	new	challenges	to	audit	teams.	he	global	handling	of	the	overall	audit,	

especially	the	coordination	and	preparation	of	the	audit	results,	requires	intensive	

(and	 oten	 unscheduled)	 time	 reserves	 and	 needs	 to	 be	 considered	 in	 the	 audit	

planning.

Regular	meetings,	conferences,	and	joint	events	held	by	GIAS	help	to	create	a	

team	spirit,	which	makes	it	easier	to	overcome	conlicts	and	to	reach	a	consensus	on	

potentially	divisive	issues.	Due	to	the	long	distances,	diferent	time	zones,	and	re-

source	 schedules	 involved,	 however,	 such	 gatherings	 have	 to	 be	 planned	 well	 in	

advance	or,	if	held	spontaneously,	with	a	limited	number	of	participants.

In	addition	 to	 the	 issues	described	above,	 Internal	Audit	may	 face	additional	

challenges	that	might	pose	a	threat	to	audit	execution.	here	is	always	the	possibil-

ity	that	an	efective	audit	may	be	complicated	–	or	even	made	impossible	–	by	un-

forseen	events	(e.g.,	political	developments,	inclement	weather,	and	disasters),	per-

sonal	requirements,	or	changing	business	needs.	As	a	result	of	such	occurrences	an	

auditor	may	not	be	available	in	time	(or	at	all),	which	may	in	turn	require	changes	

in	the	organization	of	the	audit.	Accordingly,	audits	have	to	be	planned	with	sui-

cient	lead	time	and	contingency	plans	as	far	as	resources	are	concerned.	

HIntS	AnD	tIPS	 ;

•	 Before	 auditors	 start	 working	 in	 a	 diferent	 country,	 they	 should	 familiarize	

themselves	with	the	local	culture	and	customs.
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3.2	 Structure	of	the	GIAS	Code	of	Conduct

Key	PoIntS	 •••

•	 he	GIAS	Code	of	Conduct	represents	a	framework	of	rules	of	personal	con-

duct,	audit	principles,	and	ethical	principles.

•	 he	purpose	of	the	GIAS	Code	of	Conduct	is	to	help	guarantee	a	standardized	

conduct	of	Internal	Audit,	both	internally	and	externally,	in	diferent	audits	and	

in	diferent	regions.

•	 external	 guidelines	 by	 professional	 associations	 or	 internal	 guidelines	 devel-

oped	by	other	departments	or	other	sets	of	rules	may	be	used	as	a	basis	for	the	

Code.

•	 each	 internal	 audit	 department	 should	 deine	 its	 own	 rules,	 guided	 by	 com-

pany-speciic	conditions	and	requirements.

he	GIAS	Code	of	Conduct	has	two	objectives.	he	irst	objective	is	to	deine	gener-

ally	applicable	norms	of	behavior	for	all	aspects	and	processes	of	an	auditor’s	work.	

he	GIAS	Code	of	Conduct	 is	 intended	as	a	 tool	and	guide	 for	auditors	 in	 their	

dealings	with	colleagues	within	the	company	and	with	external	partners.	For	Inter-

nal	Audit	to	be	perceived	as	a	committed,	reliable	department	its	employees	must	

conduct	themselves	fairly,	professionally,	and	with	moral	integrity	in	all	aspects	of	

business.	Internal	Audit	can	only	fulill	its	task	if	it	is	guaranteed	that	all	aspects	of	

an	audit	are	handled	objectively.	In	order	to	operate	within	the	remits	of	its	role,	the	

department	has	to	make	sure	that	it	lives	up	to	the	expected	levels	of	honesty,	integ-

rity,	and	transparency	in	all	respects.

he	second	objective	of	the	GIAS	Code	of	Conduct	is	to	create	a	globally	uni-

form	audit	approach.	Given	the	variety	of	tasks	and	cultures	in	which	GIAS	em-

ployees	operate,	there	is	a	need	that	all	auditors	comply	with	certain	standards	dur-

ing	 their	 ieldwork.	 he	 GIAS	 Code	 of	 Conduct	 creates	 such	 uniform	 process	

standards.

he	IIA	has	published	a	Code	of	ethics	to	further	promote	an	ethical	culture	in	

the	profession.	he	IIA	Code	of	ethics	has	two	essential	components:

•	 principles	that	are	relevant	to	the	profession	and	practice	of	internal	auditing,	

and
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•	 rules	of	conduct	that	describe	behavior	norms	expected	of	internal	auditors.

hese	rules	provide	guidance	in	interpreting	the	principles	for	practical	application.

every	internal	audit	department	should	deine	a	binding	Code	of	Conduct	built	

on	 such	 guidance	 as	 provided	 by	 the	 IIA	 or	 other	 professional	 organization	 but	

adapt	the	guidance	to	company-speciic	needs.	he	GIAS	Code	of	Conduct	draws	

on	guidance	from	the	following	sources:

•	 the	 ethical	 guidelines	 of	 the	 leading	 professional	 organizations	 (e.g.,	 IIA	 and	

AICPA),

•	 general	rules	and	legal	requirements	(e.g.,	country	or	sector	speciic	rules),

•	 SAP’s	own	corporate	guidelines	(e.g.,	Code	of	Business	Conduct	and	corporate	

governance	rules).
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he	GIAS	Code	of	Conduct	closely	resembles	 the	Code	of	ethics	of	 the	IIA	and	

breaks	down	into	two	main	categories	of	individual	standards	(for	more	details	see	

Section	A,	Chapter	3.3):

•	 he	Rules	of	Conduct,	which	deine	the	behavior	rules	for	Internal	Audit	and	

provide	guidance	to	ensure	the	 integrity	of	each	individual	auditor.	he	rules	

include	attributes	relevant	to	each	internal	audit	employee,	such	as	attention	to	

detail	and	reliability,	which	are	requirements	that	are	also	laid	out	in	SAP’s	Code	

of	 Business	 Conduct.	 In	 addition,	 more	 audit-speciic	 conduct	 requirements,	

such	as	sensitivity	and	understanding,	or	trustworthiness,	are	also	deined.

•	 he	GIAS	Principles,	which	include	both	audit	and	ethical	principles,	relate	to	

the	department	in	its	entirety	and	apply	to	the	practice	of	internal	auditing.

Internal	Audit	is	required	not	only	to	comply	with	its	own	code	of	conduct,	but	also	

to	perform	 its	 function	as	a	 staf	department	of	 company	management.	his	 in-

cludes	that	they	rigorously	investigate	any	reported	contraventions	of	the	Code	of	

Business	Conduct,	which	applies	to	all	employees.	In	the	context	of	international	

inancial	reporting	and	the	ever	more	stringent	control	requirements	to	ensure	that	

processes	are	compliant,	this	is	an	increasingly	important	task.

HIntS	AnD	tIPS	 ;

•	 Analyze	all	audit	activities	critically	to	establish	whether	or	not	they	are	consis-

tent	with	the	Internal	Audit	Code	of	Conduct.

•	 Discuss	doubtful	audit	activities	with	the	audit	lead.	It	may	prove	expedient	to	

obtain	speciic	written	permission.

•	 Document	the	reasons	for	a	particular	course	of	action	especially	 if	 the	audit	

steps	seem	to	be	inconsistent	with	the	Code.
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3.3  The GIAS	Code	of	Conduct	in	Detail

Key	PoIntS	 •••

•	 While	the	ethical	and	Audit	Principles	in	the	GIAS	Code	of	Conduct	deine	the	

practice	of	auditing,	the	Rules	of	Conduct	provide	guidance	for	the	activities	of	

individual	auditors.

•	 he	GIAS	Code	of	Conduct	plays	an	important	role	in	the	career	and	develop-

ment	planning	within	the	company.

he	structure	of	the	GIAS	Code	of	Conduct	outlined	in	the	previous	chapter	distin-

guishes	between	the	GIAS	Principles	and	the	Rules	of	Conduct.	he	Rules	of	Con-

duct	take	account	of	the	fact	that	auditing	requires	certain	personal	characteristics	

in	terms	of	conduct	and	personal	attitude.	he	most	important	personal	character-

istics	include:

•	 integrity,

•	 empathy	and	understanding,

•	 reliability,

•	 sense	of	responsibility,

•	 trustworthiness,	and

•	 attention	to	detail.

hese	rules	of	conduct	must	be	an	integral	part	of	the	personality	proile	of	each	

auditor.

he	GIAS	Principles	consist	of	two	groups:	the	ethical	Principles	and	the	Audit	

Principles	(see	Section	A,	Chapter	3.2).	he	ethical	Principles	are:

•	 independence,

•	 discretion	and	conidentiality,

•	 objectivity,
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•	 fairness,

•	 diligence,

•	 social	acceptability,

•	 authority,	and

•	 cultural	awareness.

he	principle	of	 independence	 is	vital	 for	Internal	Audit.	GIAS’	 independence	 is	

granted	by	the	CAe’s	high	level	access	to	company	management.	At	SAP	AG,	the	

CAe	 reports	 directly	 to	 the	 Ceo	 and	 should	 meet	 directly	 twice	 a	 year	 –	 or	 as	

needed	–	with	the	Audit	Committee.	he	CAe	may	also	meet	with	the	Supervisory	

Board,	which	oversees	the	executive	Board.	his	form	of	organizational	autonomy	

ensures	 the	necessary	 independence	of	audits	and	prevents	other	company	units	

from	exercising	undue	inluence	on	GIAS.

here	is	a	special	relationship	of	trust	between	the	audit	requestor,	the	auditee,	

and	 GIAS.	 Data	 and	 facts	 discovered	 by	 or	 disclosed	 to	 the	 auditors	 during	 the	

course	 of	 the	 audit	 must	 be	 kept	 conidential.	 only	 under	 exceptional	 circum-

stances	may	disclosure	be	justiied	for	legal	reasons	(e.g.,	 in	the	case	of	police	or	

public	prosecutor	investigations	or	as	required	by	the	SeC	or	other	regulatory	bod-

ies).	Such	disclosure	has	to	be	coordinated	with	the	audit	requester	and	the	legal	

department.

objectivity	refers	to	strict	impartiality	on	the	side	of	the	auditors	and	is	vital	to	

ensure	high-quality	audits.	Auditors	must	not	allow	 themselves	 to	be	 inluenced	

by	personal	sympathies	or	antipathies,	subjective	opinions	of	other	employees,	or	

by	 interventions	of	higher-ranking	persons.	Auditors	need	 to	be	aware	 that	per-

sonal	judgment	can	be	consciously	and	unconsciously	biased.	Reviews	of	indings	

by	other	auditors	and	critical	evaluation	of	one’s	work	can	help	to	ensure	objectivity	

in	judgment.

Closely	linked	to	the	principle	of	objectivity	is	the	principle	of	fairness.	Fairness	

includes	that	auditors	display	appropriate	conduct	toward	all	those	involved	in	an	

audit,	 that	 they	 integrate	 them	 adequately,	 report	 correctly,	 and	 objectively	 deal	

with	the	audit	results	and	documents.	In	addition,	every	auditor	is	obliged	to	notify	

the	auditee	of	the	consequences	of	any	improper	actions	and	activities.

Diligence	in	auditing	and	reporting	is	an	absolute	prerequisite	to	ensure	a	high	

quality	audit.	Auditors	must	strive	for	rigor	and	extent	of	their	audits	at	a	level	that	

allows	them	to	make	high-quality	and	objective	comments	on	the	audit	indings,	to	

the	best	of	their	knowledge	and	belief.	To	ensure	a	high	level	of	diligence	auditors	

need	to	maintain	a	high	and	up-to-date	level	of	knowledge.

In	an	age	of	formal	and	informal	networks,	GIAS	must	ensure	that	the	audits,	

and	the	implementation	of	their	indings,	are	socially	acceptable.	Audit	activities	

must	not	result	in	encouraging	or	exacerbating	any	existing	social	tensions.

GIAS	has	to	act	with	authority	when	necessary	and	when	deemed	to	be	in	the	

best	interest	of	the	company.	Whenever	GIAS	acts	on	its	own	initiative,	the	funda-
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mental	nature	and	content	of	the	audit	have	to	be	agreed	with	the	Ceo	irst	or	the	

Audit	Committee	if	the	audit	concerns	activities	of	the	Ceo.	As	part	of	 its	audit	

mandate,	GIAS	is	authorized	to	carry	out	all	 the	necessary	activities	and	request	

documents	 without	 consultation	 with	 those	 involved	 or	 their	 line	 managers.	 All	

auditees	have	to	comply	to	the	best	of	their	knowledge	and	belief	with	this	proce-

dure.	GIAS	can	act	on	its	own	authority	with	regard	to	doings	of	all	management	

levels,	so	that	the	set	audit	measures	are	at	all	times	supported	by	the	organization	

as	a	whole.

Another	ethical	principle	is	cultural	awareness.	In	global	companies	like	SAP,	

national	and	cultural	inluences	play	a	major	role.	he	increasing	interdependence	

between	cultures	must	therefore	be	taken	into	account	in	the	audit	process.	Consid-

ering	cultural	diferences	involves	audit	teams	as	well	as	auditees.	Mutual	respect	

for	each	other	and	tolerance	of	diferent	cultures	and	ways	of	thinking	are	an	es-

sential	prerequisite	for	successful	audits.

In	addition	to	the	above	ethical	Principles,	the	GIAS	Principles,	as	laid	out	in	

the	GIAS	Code	of	Conduct,	include	the	following	practical	Audit	Principles:

•	 compliance,

•	 productivity,

•	 security,	and

•	 innovation.

one	of	 the	major	 tasks	of	GIAS	 is	 to	monitor	business	processes	with	 regard	 to	

compliance	with	regulations.	he	large	number	of	existing	regulations,	directives	

and	 rules	 set	 a	 very	 wide-ranging	 and	 continually	 growing	 framework	 for	 audit	

content	 and	 processes.	 In	 addition,	 requirements	 of	 countries	 where	 stocks	 are	

listed	on	public	exchanges	apply	also	to	operations	abroad.

Costs	and	beneits	must	be	weighted	against	each	other	in	designing	an	audit.	

his	means	that	methods	and	resources	must	be	used	to	best	serve	the	intended	

purpose	and	budgets	should	not	be	exceeded.

Moreover,	audit	activities	must	be	designed	in	such	a	way	that	they	are	not	det-

rimental	to	security	interests.	Any	measures	regarded	as	a	potential	threat	to	safety	

and	security	by	the	security	department	must	always	be	discussed	with	those	re-

sponsible.	 In	 addition,	 audit	 recommendations,	 and	 their	 implementation	 must	

consider	security-related	criteria.

As	a	corporate	audit	department	for	one	of	the	world’s	leading	sotware	compa-

nies,	GIAS	has	a	unique	opportunity	to	use	innovative	technical	solutions	for	the	

department’s	 internal	processes,	 and	has	 to	ensure	 that	best	possible	use	of	SAP	

solutions	is	made	within	the	Group	as	a	whole.

Auditors	must	strictly	abide	by	the	above	Principles	and	Rules	of	Conduct	 in	

their	daily	work.	he	management	of	the	department	should	ensure	that	these	rules	

are	always	observed.	he	GIAS	Code	of	Conduct	must	be	regularly	reviewed	and	

adapted.	
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he	GIAS	Code	of	Conduct	is	important	in	the	context	of	personal	career	plan-

ning,	because	it	is	essential	that	auditors	exhibit	the	attributes	laid	out	in	the	Code	

in	order	 to	advance	within	 the	department	and	 the	organization	(see	Section	A,	

Chapter	4.6).

HIntS	AnD	tIPS	 ;

•	 When	faced	with	personal	attacks	or	accusations,	reference	to	the	GIAS	Code	of	

Conduct	can	help	auditors	support	their	actions.

•	 Make	sure	that	no	audit	activities	are	in	conlict	with	the	rules	and	principles	of	

the	Code	of	Conduct.

•	 each	of	the	auditor’s	tasks	must	be	reviewed	for	compliance	with	the	GIAS	Code	

of	Conduct.
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3.4	 Examples	Illustrating	the	Effectiveness	of	the	Code	of	Conduct

Key	PoIntS	 •••

•	 he	GIAS	Code	of	Conduct	and	the	auditors’	personal	expertise	and	judgment	

form	the	basis	for	Internal	Audit	activities.

•	 In	 conlict	 situations,	 it	 is	 useful	 to	 consult	 with	 other	 employees,	 primarily	

within	Internal	Audit,	but	also	in	other	departments.

•	 Sometimes	it	is	expedient	to	involve	a	higher	hierarchy	level.

he	Audit	Principles,	ethical	Principles,	and	Rules	of	Conduct	collectively	form	the	

basis	for	designing	the	audit	organization	and	therefore	have	a	signiicant	inluence	

on	the	organization	and	worklow	structure	within	Internal	Audit.	

he	ictitious	examples,	given	below,	show	how	the	GIAS	Code	of	Conduct	can	be	

applied	to	scenarios	prone	to	conlict	during	audit	activities.

employees	oten	approach	Internal	Audit	with	reports	of	shortcomings	within	

the	company’s	organization.	especially	unsolicited	information	has	to	be	examined	

very	 carefully	 for	 factual	 accuracy.	 he	 following	 ictitious	 example	 emphazises	

this.	A	senior	manager	approaches	a	GIAS	employee,	accusing	the	human	resources	

department	responsible	for	his	unit	of	being	incompetent	and	unable	to	work	with	
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a	simple	spreadsheet	program	to	calculate	bonuses.	he	manager	also	criticizes	the	

lack	of	support	that	his	division	receives	from	the	human	resources	department.	

Since	 the	 accusations	 are	 quite	 serious,	 the	 auditor	 has	 to	 establish	 whether	 the	

manager	is	simply	upset	about	a	single	calculation	error,	or	whether	there	is	a	sys-

tematic	failure	of	the	internal	controls.	If	there	is	such	a	failure,	Internal	Audit	has	

to	investigate	the	matter	as	part	of	the	next	scheduled	audit,	or	in	very	urgent	cases	

conduct	an	ad-hoc	audit.	he	example	shows	 the	 importance	of	being	objective,	

and	diligent	and	maintaining	conidentiality	and	trustworthiness.

he	open,	team-based	corporate	culture	at	SAP	means	that	employees	forge	and	

maintain	close	working	relationships	with	each	other,	 sometimes	even	on	a	per-

sonal	level.	In	some	cases,	such	relationships	are	extended	into	the	employees’	pri-

vate	lives,	so	that	the	question	arises	as	to	when	they	start	impairing	the	objectivity	

that	is	required	professionally.	his	question	is	generally	relevant	for	all	employees,	

but	in	view	of	the	need	to	judge	matters	objectively,	it	is	especially	important	for	

Internal	Audit.

he	following	ictitious	example	may	illustrate	this	point:	A	GIAS	auditor	and	

an	employee	of	the	license	administration	department	have	been	friends	since	they	

both	 started	working	 for	SAP	and	 took	part	 in	 the	 same	employee	 introduction	

program.	Ater	a	while,	the	GIAS	auditor	discovers	during	a	routine	internal	audit	

that	 there	 are	 serious	 non-compliances	 in	 the	 license	 department,	 for	 which	 his	

friend	shares	a	 large	part	of	 the	responsibility.	Although	Internal	Audit	does	not	

blame	any	named	individuals,	the	reported	shortcomings	clearly	point	to	the	per-

son	responsible.

If	there	are	close	personal	ties	between	the	auditor	and	the	auditee,	the	auditor	

should	in	certain	cases	decline	participation	in	the	audit	due	to	bias.	his	applies	

particularly	to	GIAS	employees	who	have	joined	Internal	Audit	from	other	depart-

ments.	hese	employees	 should	not	participate	 in	audits	of	 their	 former	depart-

ment,	although	they	usually	have	excellent	expertise	in	the	area	being	audited.	If	

their	participation	is	unavoidable,	other	team	members	should	be	involved	in	the	

audit	and	in	formulating	audit	indings	and	recommendations	to	ensure	objectivity	

and	independence.	

he	following	may	be	used	as	guidance	for	diicult	situations:

•	 Check	the	plausibility	of	documents	or	explanations	with	professional	skepti-

cism	and	common	sense.

•	 Report	 any	 real	 or	 perceived	 conlicts	 of	 interest	 immediately	 to	 supervisors	

and,	if	possible,	excuse	yourself	from	audits	where	such	conlicts	occur.

•	 If	possible,	resolve	the	situation	in	question	within	the	audit	team	by	consult-

ing	with	colleagues	and	using	their	experience	and	diferent	professional	back-

grounds.

•	 Monitor	the	situation	over	a	certain	period	of	time	to	follow	up	the	develop-

ment.

•	 Document	 more	 serious	 problems,	 including	 relevant	 discussions	 and	 deci-

sions,	so	that	the	problem	and	its	solution	can	be	reviewed	later.

•	 If	necessary,	report	the	situation	to	Internal	Audit	management.
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By	itself,	a	Code	is	not	able	to	prevent	unethical	behavior.	All	employees	are	respon-

sible	for	their	own	professional	actions	and	have	to	decide	how	to	deal	with	diicult	

situations.	However,	rules	and	codes	of	conduct	help	create	awareness	and	ofer	a	

framework	and	guidelines	in	ethically	ambiguous	situations.

HIntS	AnD	tIPS	 ;

•	 Auditors	 should	 have	 the	 courage	 to	 do	 what	 they	 regard	 as	 the	 right	 thing,	

while	observing	the	Code	of	Conduct.

•	 GIAS	has	created	a	special	Roadmap	for	investigating	fraud.	It	contains	the	nec-

essary	steps	to	be	taken	when	employees	report	contraventions	of	the	SAP	Code	

of	Business	Conduct.

•	 AICPA	has	designed	a	decision	 tree	 to	help	auditors	ind	 the	appropriate	 re-

sponse	in	cases	of	conlict.
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4	 Organizational	Structure	of	GIAS
4.1	 Organizational	Status	within	SAP

Key	POIntS	 •••

•	 At	SAP,	Internal	Audit	is	a	staf	department	that	reports	directly	to	the	CEO.

•	 It	is	crucial	that	the	organization	of	Internal	Audit	at	SAP	relect	the	requirements	

associated	with	the	global	responsibilities	that	the	Executive	Board	bears.

•	 he	combination	of	global	responsibility	and	regional	structure	enables	Internal	

Audit	to	lexibly	carry	out	a	wide	variety	of	tasks.

•	 At	the	same	time,	this	approach	creates	additional	opportunities	to	use	Internal	

Audit’s	existing	global	know-how.

SAP	AG	is	a	German	corporation	under	the	two-tier	Board	structure	as	laid	out	in	

the	German	Stock	Corporation	Act.	SAP	AG	therefore	has	an	Executive	Board	with	

managing	directors	and	a	Supervisory	Board,	which	oversees	the	Executive	Board	

and	 which	 consists	 of	 shareholder	 representatives	 and	 employee	 representatives.	

SAP’s	Internal	Audit	is	a	corporate	governance	instrument	and	a	staf	department	

the	head	of	which	reports	directly	to	the	CEO.	As	a	corporate	department,	it	per-

forms	services	for	all	business	units	and	regions	of	the	entire	SAP	Group.	his	re-

sults	in	a	number	of	requirements	in	terms	of	processes	and	organization.	

GIAS	is	a	management	instrument	that	is	established	to	help	ensure	that	all	the	

liability,	supervisory,	and	administrative	duties	of	the	Executive	Board	with	regard	

to	corporate	governance	are	met.	Because	the	Executive	Board	must	demonstrate	

its	universal,	all-encompassing	awareness	of	the	company,	GIAS	has	to	work	under	

this	approach	without	restriction	and	with	the	necessary	audit	volumes.	No	topic,	

process,	region,	or	responsibility	can	be	allowed	to	be	excluded	from	the	audit	uni-

verse	 (see	 Section	 B).	 he	 unit	 structure,	 distribution	 of	 tasks,	 and	 overall	 audit	

coordination	have	to	be	aligned	with	the	requirement	that	Internal	Audit	provide	

global	assurance.	

GIAS’	SAP-wide	focus	entails	a	series	of	characteristics	typical	of	centrally	orga-

nized	and	globally	operating	corporate	audit	organizations:

•	 he	irst	characteristic	is	the	structure	of	Internal	Audit.	he	department	is	or-

ganized	as	a	horizontal	and	independent	part	of	the	SAP	Group.	he	regional	

distribution	of	 teams	has	 to	 relect	 the	 importance	of	 the	 respective	business	

units	and	size	of	the	individual	regions.	Personal	preferences	for	deployment	are	

important,	but	should	not	prevail	over	operational	requirements.	Although	it	is	

centrally	managed,	 Internal	Audit	has	a	decentralized,	 regional	 structure.	All	

regional	teams	report	to	the	CAE,	who	in	turn	reports	to	the	CEO.	his	protects	

all	the	organizational	units	of	Internal	Audit	against	undue	external	inluence.	

he	structure	of	GIAS	is	complemented	with	cross-regional	teams	(such	as	the	

so-called	SOX-team).	hey	operate	independently	on	the	global	level	and	report	

directly	to	the	CAE.
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•	 he	second	characteristic	is	the	deinition	and	monitoring	of	central	business	

processes	within	Internal	Audit.	GIAS	has	deined	Group-wide	audit	standards	

that	must	be	followed	by	all	regions.	hese	standards	ensure	comparability,	uni-

formity,	plausibility,	and	veriiability	of	indings	and	documentation.	Central-

ized	reporting	lines	ensure	that	these	standards	are	followed,	particularly	with	

regard	to	cultural	and	personal	modiications.

•	 GIAS	has	a	multilevel	reporting	system.	he	highest	aggregated	reporting	level	

is	the	Board	summary	(see	Section	B,	Chapter	5.2.5).	he	reports	for	operational	

management,	 Corporate	 Risk	 Management,	 and	 the	 Executive	 Board	 are	 de-

rived	from	the	individual	audit	reports.	his	multilevel	reporting	structure	lies	

within	the	responsibility	of	Internal	Audit:	All	types	of	reports	in	the	entire	or-

ganization	must	be	prepared	consistently,	correctly,	and	free	of	inluence	by	ex-

ternal	parties.	his	allows	the	Executive	Board	to	obtain	additional	and	more	

detailed	information	of	issues	raised	in	the	Board	summary	down	to	individual	

indings	if	necessary.	

•	 he	CAE	coordinates	the	overall	audit	planning	process	(for	details,	see	Section	

B,	Chapter	2;	Section	D,	Chapter	3).	In	this	planning	process,	the	regional	teams	

can	name,	rate,	and	prioritize	their	suggested	topics.	hese	inputs	together	with	

a	multilevel	risk	analysis	lead	to	a	planning	proposal,	which	is	then	coordinated	

and	discussed	with	the	CEO.	his	centralized	planning	approach	ensures	that	

the	global	risk	landscape	is	adequately	relected	in	the	annual	audit	plan.

•	 he	inclusion	of	additional	audit	topics	in	response	to	audit	requests	made	by	

individual	departments	is	subject	to	centralized	approval	and	coordination.	In	

general,	every	organizational	unit	and	every	employee	can	submit	such	an	audit	

request.	hese	requests	are	subject	 to	centralized	assessment	and	approval	by	

the	CAE	and	are	agreed	with	the	CEO.	his	maintains	Internal	Audit’s	indepen-

dence	and	planning	autonomy.	

•	 Due	to	the	increasingly	global	focus	of	business	activities,	the	central	coordina-

tion	of	interregional	audits	is	continually	gaining	importance,	for	both	audits	of	

the	organization	itself	and	audits	of	the	actual	business	environment	(major	cus-

tomers,	for	example).	In	cases	of	interregional	audits,	centralized	coordination	

with	the	Executive	Board,	the	corporate	departments,	and	the	local	persons	in	

charge	is	immensely	important.

•	 Audit	work	generates	signiicant	factual	knowledge	and	potential	for	efective	

and	 eicient	 solutions	 to	 business	 problems.	 his	 knowledge	 must	 be	 made	

available	on	a	global	scale,	both	for	Internal	Audit	and	for	all	other	organiza-

tional	units.	A	centralized	coordination	and	organization	of	Internal	Audit	helps	

to	make	best	practice	solutions	available	in	a	database	that	is	maintained	by	In-

ternal	Audit.	Such	a	collection	of	data	should	be	administered	and	maintained	

centrally	for	all	departments	and	companies	worldwide.

•	 Internal	Audit	is	also	increasingly	called	upon	to	conduct	benchmarking	analy-

ses.	For	such	a	task,	a	centralized	audit	department	has	the	ability	to	centrally	

manage,	maintain,	and	analyze	comparative	data.	
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•	 An	 additional	 characteristic	 of	 centrally	 organized	 audit	 departments	 is	 that	

knowledge	resources	can	be	allocated	to	important	audit-related	and	non	audit-

related	 service/consulting	 activities	 (see	 Section	 A,	 Chapter	 7).	 Regardless	 of	

whether	such	tasks	involve	supporting	the	drating	of	guidelines,	reviews	of	cen-

tral	 internal	 projects,	 or	 accompanying	 implementation	 measures,	 the	 use	 of	

audit-speciic	experience	in	combination	with	a	regional	presence	will	ensure	

optimal	work	results.	Conversely,	it	will	give	subsequent	audits	a	valuable	head	

start	with	regard	to	know-how.

he	igure	below	shows	the	global	structure	of	GIAS	within	the	SAP	Group:

Service	and	Consulting	
Activities

Service	and	Consulting	
Activities

Global	StructureGlobal	Structure

Fig. 9  Global	Structure	of	Internal	Audit	at	SAP
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HIntS	AnD	tIPS	 ;

•	 Communication	channels	and	procedures	within	Internal	Audit	should	be	de-

signed	to	facilitate	the	exchange	of	solutions	and	the	optimization	of	common	

procedures.

•	 It	is	very	important	to	involve	regional	audit	staf	in	the	centralized	exchange	of	

information.

4.2	 Organizational	Structure	and	Responsibilities	within	GIAS

Key	POIntS	 •••

•	 Internal	Audit	at	SAP	acts	as	a	centrally	organized	department	with	a	decen-

tralized	management	structure.	he	management	structure	 is	regional,	which	

results	in	a	large	degree	of	audit	responsibility	being	delegated	to	the	individual	

regional	teams.

•	 he	regional	Audit	Managers	ensure	that	audits	are	properly	executed	and	com-

ply	with	the	audit	organization.

•	 A	clearly	structured	communication	and	meeting	structure	supports	the	world-

wide	harmonization	of	GIAS	across	all	regional	teams.

•	 he	CAE	bears	overall	responsibility	for	Internal	Audit	and	maintains	contact	

with	other	governance	bodies	such	as	the	Audit	Committee.

Internal	Audit	at	SAP	is	a	global	department	with	teams	in	Germany,	the	United	

States,	Singapore,	and	Japan.	he	individual	teams	primarily	cover	audit	require-

ments	in	their	respective	regions:

•	 he	 team	 in	 Germany	 carries	 out	 all	 audits	 in	 Europe,	 the	 Middle	 East,	 and	

South	Africa,	as	well	as	those	at	the	parent	company	SAP	AG.

•	 he	team	in	the	United	States	is	primarily	responsible	for	audits	in	North	and	

South	America.

•	 he	team	in	Singapore	covers	audits	in	Asia	and	the	Paciic	region,	excluding	

Japan	and	Korea	but	including	Australia	and	New	Zealand.

•	 he	team	in	Japan	conducts	all	audits	in	Japan	and	Korea.

All	audits	are	based	on	a	uniform,	jointly	coordinated	annual	audit	plan.	As	audit	

requirements	are	becoming	increasingly	global,	more	and	more	audit	teams	with	

auditors	from	diferent	regions	are	formed.	Working	together	may	either	 involve	

exchanging	auditors	to	provide	support,	to	share	experiences,	and	to	optimize	au-

dits,	or	establishing	speciic	audit	teams	who	handle	a	single	topic	worldwide,	either	

simultaneously	or	in	stages	at	diferent	locations.

teams	Within	GIASteams	Within	GIAS

Mixed	Audit	teamsMixed	Audit	teams
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he	igure	below	places	the	global	distribution	of	tasks	within	GIAS	in	the	over-

all	context	of	audit	work	on	a	global	level.	his	chapter	and	the	following	chapters	

provide	details	of	the	distribution	of	responsibilities	as	shown	in	the	diagram.

Regional	teams	consist	of	auditors	from	various	disciplines	and	with	diferent	levels	

of	experience.	he	detailed	control	of	 these	 teams	 is	 the	responsibility	of	 the	re-

gional	Audit	Manager,	who	is	responsible	for	the	team	both	disciplinarily	and	func-

tionally.	Disciplinary	supervision	includes	all	issues	that	concern	terms	of	employ-

ment	and	performance	appraisal.	Functional	supervision	encompasses	professional	

supervision	in	day	to	day	on	the	job	operations.	All	issues	that	regional	teams	face	

are	decided	in	direct	coordination	with	the	responsible	Audit	Manager.	he	only	

exceptions	are	escalated	issues	and	tasks	or	objectives	that	afect	the	entire	depart-

ment.	In	such	cases,	the	regional	Audit	Manager	involves	the	CAE	as	the	superior	

line	manager.

Regular	 meetings	 of	 the	 Audit	 Managers	 and	 the	 CAE	 help	 to	 reinforce	 the	

management	process	and	reporting	structure.	At	these	meetings,	the	Audit	Manag-

Global	Responsibilities	
of	GIAS

Global	Responsibilities	
of	GIAS

Regional	team	StructureRegional	team	Structure

Meeting	StructureMeeting	Structure

Executive Board

Global audit management

Regional audit management

Fig. 10 Distribution	of	Responsibilities	at	GIAS
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ers	and	the	CAE	discuss	and	clarify	all	current	issues	and	future	tasks.	In	addition,	

weekly	bilateral	conferences	are	held	between	each	individual	Audit	Manager	and	

the	CAE.	he	goal	of	these	meetings	is	to	clarify	speciic	issues	that	emerge	during	

audits,	as	well	as	to	jointly	identify	new,	additional	audit	requirements	and	topics	

relevant	to	the	department.	

he	annual	department	meetings	represent	another	important	event.	At	these	

meetings,	all	department	employees	from	the	diferent	regions	meet	in	one	place	

for	several	days	to	discuss	and	coordinate	unresolved	issues	from	audits,	along	with	

concepts	they	have	developed	and	future	tasks	and	objectives.	hese	meetings	have	

the	additional	beneit	of	supporting	department-wide	integration.	hey	provide	an	

important	social	beneit,	since	they	allow	the	team	colleagues	from	diferent	regions	

to	get	to	know	each	other	which	lays	the	foundation	for	future	joint	audit	activities.

At	SAP,	the	CAE	is	responsible	for	the	overall	management	of	the	department.	

his	means	the	CAE	individually	coordinates	all	regional	teams	and	provides	man-

agement	support	to	ensure	that	audit	procedures	are	standardized	globally	and	that	

global	audits	are	properly	coordinated.	he	CAE	also	maintains	direct	contact	to	all	

higher	authorities,	including	the	Executive	Board,	the	Supervisory	Board,	and	the	

Audit	Committee.	In	addition,	the	overall	global	responsibility	for	dealings	with	all	

other	internal	and	external	parties	and	contacts	lies	with	the	CAE.	

In	particular,	the	CAE	meets	regularly	with	the	CEO	to	discuss	all	the	major	is-

sues	faced	by	Internal	Audit	with	regard	to	both	day-to-day	activities	and	the	basic	

focus	of	audit	tasks.	hese	regularly	held	meetings	are	very	important	for	the	over-

all	audit	work	because	decisions	regarding	additional	audits	–	as	well	as	signiicant	

measures	 following	 from	 completed	 audits	 –	 are	 made	 there.	 Regularly	 updated	

minutes	provide	a	reliable	record	of	what	the	CEO	and	the	CAE	have	agreed	upon.

he	Audit	Committee,	which	is	a	committee	of	SAP's	Supervisory	Board,	also	

receives	an	audit	report	once	a	year,	which	contains	information	on	all	important	

audit-related	events.	he	CAE	presents	the	results,	discusses	open	questions,	and	

ields	suggestions	in	a	meeting	with	the	members	of	the	Audit	Committee	(see	also	

Section	B,	Chapter	5.4.1).	

As	a	result,	the	CAE	has	to	manage	several	diferent	planning	levels:

•	 overall	responsibility	for	the	horizontal	coordination	of	the	regional	teams,

•	 further	development	of	the	department	on	a	global	level,

•	 main	point	of	contact	for	all	external	parties	and	departments,

•	 reporting	to	Executive	Board,	Supervisory	Board,	and	Audit	Committee,	and

•	 department-wide	tasks	aimed	at	improving	internal	organization	and	commu-

nication.

HIntS	AnD	tIPS	 ;

•	 During	the	audit,	information	low	to	the	respective	Audit	Manager	and/or	the	

CAE	must	be	ensured.	When	in	doubt,	information	should	be	sent	to	both	par-

ties.
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•	 Regular	 informal	 meetings	 with	 team	 colleagues	 and	 other	 regional	 teams	

should	be	held	to	exchange	experiences	and	information.
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4.3	 Structure	and	Tasks	of	the	Regional	GIAS	Teams

Key	POIntS	 •••

•	 he	regional	teams	are	operational	audit	units.	hey	possess	a	high	degree	of	

responsibility.

•	 Audit	Managers	are	in	charge	of	regional	teams	and	responsible	for	team-speciic	

needs.

•	 A	major	focus	of	regional	teams	is	regional	consideration	for	company	speciics	

and	cultural	practices.	Achieving	this	goal	requires	integrating	the	information	

channels	of	the	respective	region.

Regional	teams	are	responsible	for	the	proper	and	full	execution	of	all	scheduled	

and	ad-hoc	audits	in	their	region.	In	this	process,	they	largely	work	autonomously	

–	that	means,	they	can	schedule	and	perform	all	the	measures	required	for	proper	

audit	execution.	Such	wide-ranging	freedom	is	an	essential	prerequisite	for	ensur-

ing	that	Internal	Audit	can	accommodate	regional	and	cultural	practices.

he	regional	teams	consist	of	an	Audit	Manager	and	a	number	of	auditors	with	

difering	areas	of	expertise	and	levels	of	experience.	Normally,	each	regional	team	

will	have	at	least	an	Internal	Auditor,	a	Senior	Auditor,	and	a	Global	Auditor	(see	

Section	A,	Chapter	4.5).	However,	it	is	up	to	the	Audit	Manager	to	match	the	team	

composition	with	the	requirements	of	the	region.

Responsibilities		
of	the	Regional	teams
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Aside	from	their	core	business	of	conducting	audits,	each	team	is	faced	with	a	

variety	of	individual	challenges.	One	challenge	beyond	the	actual	audits	is	to	cover	

the	“classic”	service	activities,	as	well	as	additional	activities	such	as	consulting,	etc.	

(see	Section	A,	Chapter	7).	Some	activities	arise	as	a	result	of	regional	practices	and	

can	include	participation	in	management	meetings,	discussions	with	external	par-

ties,	 and	 cooperation	 with	 operating	 units	 or	 other	 company/audit	 bodies.	 Such	

activities	usually	involve	speciic	cooperation	and	are	oten	based	on	professional	

relationships	developed	at	a	single	location.	his	form	of	embeddedness	in	the	re-

gional	organization,	together	with	informal	networking,	can	create	valuable	infor-

mation	channels	for	Internal	Audit	that	a	centralized	department	would	ind	dii-

cult	or	impossible	to	achieve.

he	Audit	Manager’s	responsibilities	include	budget	planning,	cost	control,	the	

general	 line	management,	and	coordination	of	broader	 issues	 resulting	 from	the	

team’s	work.	For	these	tasks,	coordination	with	the	CAE	will	be	just	as	important	as	

consultation	with	the	central	corporate	divisions	and	other	regions.

Despite	 their	 independence,	 the	 regional	 audit	 units	 remain	 tied	 together	 as	

part	of	the	GIAS	department.	his	guarantees	two	things:	a	uniform,	Group-wide	

audit	approach	to	ieldwork	and	the	actual	on-time	performance	of	audits.	Auditors	

from	 diferent	 regions	 are	 oten	 involved	 in	 time-critical	 or	 special	 audits.	 Such	

audits	 require	 the	 planning	 skills	 of	 both	 the	 involved	 Audit	 Managers	 and	 the	

CAE.

It	is	particularly	important	for	the	regional	audit	teams	to	also	be	in	touch	with	

the	company’s	local	business	managers.	to	ensure	this,	GIAS	has	to	communicate	

with	local	managers	regularly	and	include	local	management	in	its	ieldwork.	Such	

cooperation	will	signiicantly	boost	the	willingness	of	the	local	managers	to	take	the	

initiative	and	involve	Internal	Audit.

HIntS	AnD	tIPS	 ;

•	 Collect	and	catalog	recommendations	regarding	audits	and	their	organization.

•	 Auditors	have	to	make	sure	that	all	information	from	their	regional	teams	is	also	

available	to	the	Audit	Manager	and	other	GIAS	colleagues.

4.4	 Structure	and	Organization	of	the	Audit	Teams

Key	POIntS	 •••

•	 An	audit	 team	is	 formed	for	each	audit.	Each	audit	 team	consists	of	auditors	

with	the	required	speciic	expertise	and	relevant	experience.

•	 GIAS	diferentiates	between	local,	regional,	and	global	audits.

•	 he	audit	lead,	the	person	in	charge	of	the	audit	team,	is	responsible	for	ensur-

ing	that	audits	are	performed	correctly,	completely,	on	time	and	to	the	deined	

extent.
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•	 he	audit	lead's	responsibility	extends	over	all	audit	phases,	including	planning	

and	reporting.

•	 Securing	the	organization	of	all	necessary	ieldwork	is	also	under	the	responsi-

bility	of	the	audit	lead.

•	 he	audit	team	carries	out	the	audit	in	accordance	with	the	work	program	and	

the	tasks	that	are	allocated	within	it.	Formal	and	informal	coordination	should	

take	place	regularly	since	it	 is	essential	 for	achieving	a	comprehensive	assess-

ment	of	all	relevant	aspects	of	the	audit	and	uniformity	of	audit	results.

Because	each	audit	is	an	individual	activity,	audits	have	project-like	characteristics.	

hese	project-like	characteristics	are	determined	on	the	basis	of	criteria	such	as	the	

audit’s	uniqueness,	time	limits,	the	clearly	deined	audit	request,	and	speciic	con-

tent-related	 and	 organizational	 objectives	 and	 planning.	 As	 a	 result,	 elements	 of	

project	control	should	be	applied	to	audits.

Audit	teams	are	formed	for	each	individual	audit.	An	audit	is	usually	performed	

by	 at	 least	 two	 auditors	 at	 any	 time;	 a	 single	 auditor	 is	 only	 used	 in	 exceptional	

cases.	It	is	oten	necessary	to	include	more	than	two	auditors	in	the	audit	team.

he	audit	team	should	have	a	balanced	composition	at	all	times.	Auditors	are	

assigned	to	a	team	on	the	basis	of	the	required	skills	and	experience,	as	well	as	avail-

ability	and	regional	or	personal	suitability.	All	 levels	of	experience	can	be	repre-

sented	in	an	audit	team,	from	Internal	Auditor	through	Senior	Auditor	to	Global	

Auditor.	he	team	is	usually	comprised	of	members	with	a	wide	range	of	qualiica-

tion	levels	(see	Section	A,	Chapter	4.5).

he	importance	of	being	able	to	rapidly	form	efective	audit	teams	from	difer-

ent	locations	will	continue	to	increase,	because	auditors	with	speciic	expertise	can-

not	permanently	be	kept	in	reserve	in	all	regions,	and	because	auditors	usually	sign	

up	for	local	work	and	may	thus	be	unavailable	(at	least	for	some	time)	for	interre-

gional	assignments.	he	Audit	Managers	and	the	CAE	should	demonstrate	a	con-

siderate	approach	in	assigning	employees	because	interregional	assignments	usu-

ally	 result	 in	 a	 signiicant	 increase	 in	 each	 individual	 auditor’s	 workload.	 his	

increase	in	workload	must	be	taken	into	consideration	by	regional	schedules,	for	

example	through	individual,	audit-speciic	time	accounts	or	blanket	time	reserves.

An	audit	lead	is	nominated	for	each	audit	team	as	the	team	leader.	he	audit	lead	

is	responsible	 for	 the	technical	coordination	of	 the	audit,	and	thus	for	 the	entire	

process	low	in	accordance	with	the	GIAS	process	model.	In	addition,	the	audit	lead	

is	responsible	for	both	verifying	the	quality	and	ensuring	the	formal	structure	of	all	

documentation.	Ultimately,	the	audit	lead	has	to	ensure	that	the	audit	report	is	sup-

ported	 by	 working	 papers	 and	 completed	 on	 schedule.	 Putting	 diferent	 report	

components	together	and	synchronizing	the	results	to	form	a	consistent	opinion	

are	also	the	responsibility	of	the	audit	lead.	In	case	of	diferences	of	opinion	regard-

ing	a	speciic	topic,	the	audit	lead	has	to	ensure	that	auditors	with	diferent	opinions	

ultimately	reach	a	consensus.	he	audit	lead	also	has	to	coordinate	all	audit-related	

external	communication,	which	includes	responsibility	for	managing	appointments	

with	the	audited	parties,	as	well	as	coordinating	communication	with	all	the	indi-

the	Audit	as	a	Projectthe	Audit	as	a	Project
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viduals	 indirectly	 involved	 in	 the	 audit.	 All	 these	 responsibilities	 together	 mean	

that	the	audit	lead	plays	a	key	role	in	the	control	and	monitoring	of	the	entire	audit.	

Efective	scheduling	and	coordination	of	the	information	low	among	auditors	are	

major	prerequisites	audit	leads	have	to	meet	to	ensure	a	successful	audit.

he	basic	staing	of	the	audit	team	is	determined	during	the	operational	execu-

tion	planning	(see	Section	B,	Chapter	2.4	and	Section	D,	Chaper	3.3).	During	plan-

ning,	 the	 available	 resources	 are	 assigned	 to	 the	 time	 intervals	 of	 the	 scheduled	

audits.	he	assignments	are	preliminary	at	this	point.	hey	are	inalized	when	the	

actual	audits	are	announced,	or	at	the	latest	when	the	operational	preparation	for	

the	audit	begins.	By	this	point,	the	members	of	the	audit	team,	as	well	as	the	tasks	

they	are	assigned	to	and	the	time	that	is	allocated	for	each	audit	topic,	must	be	de-

termined	 in	detail.	he	audit	 team’s	work	program	must	 clearly	deine	 the	audit	

objective,	the	respective	audit	topics,	the	ieldwork	to	be	performed,	the	timelines,	

and	all	internal	and	external	dependencies.

During	an	audit,	the	audit	lead	must	ensure	that	the	audit	team	meets	regularly	

(or	whenever	required)	to	exchange	information	and	to	discuss	problems	and	the	

progress	of	 the	audit.	Exchanging	working	papers,	supporting	each	other	during	

ieldwork,	and	providing	mutual	backing	for	audit	indings	will	help	to	form	a	team	

spirit	among	audit	team	members.	Other	activities	that	support	team	work	are	the	

joint	preparation	of	opening	and	closing	meetings,	reciprocal	checks	of	report	com-

ponents,	 the	 joint	 analysis	 of	 interim	 results,	 and	 preparation	 of	 the	 next	 audit	

steps.

Regional	 audits	 may	 be	 conducted	 by	 auditors	 from	 diferent	 regions	 (then	

known	as	mixed	teams).	By	exchanging	personnel	between	diferent	GIAS	teams,	

the	 auditors	 learn	 about	 professional	 development	 opportunities	 and	 mutually	

beneit	from	experience	and	know-how.	he	composition	of	the	audit	team	is	thus	

aimed	at	optimally	covering	the	local	and	regional	audit	requirements.

In	contrast	to	regional	audits,	global	audits	are	always	conducted	by	teams	that	

are	comprised	of	members	from	diferent	regions.	As	a	result,	the	topic	of	the	global	

audit	 dominates	 the	 structure	 of	 the	 team,	 which	 means	 individual	 auditors	 are	

selected	and	assigned	on	the	basis	of	their	speciic	knowledge	and	expertise.	With	

such	an	approach,	global	issues	can	be	audited	with	global	representation	in	difer-

ent	countries,	either	at	the	same	time	or	in	several	stages	over	time.	It	is	crucial	that	

whenever	possible,	global	audits	follow	a	similar	team	structure	as	local	or	regional	

audits.

Audit	teams	usually	retain	their	originally	planned	composition	throughout	the	

entire	audit.	However,	unscheduled	changes	are	possible,	when	spontaneous	events	

such	as	personal	circumstances	or	new	issues	or	shits	in	emphasis	arise	during	an	

audit.

HIntS	AnD	tIPS	 ;

•	 Audit	 teams	 should	 be	 selected	 based	 on	 rational	 aspects	 and	 with	 personal	

knowledge	and	abilities	in	mind.
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•	 A	consistently	high	level	of	knowledge	among	the	audit	team	will	allow	eicient	

and	reliable	audit	execution.	Achieving	this	level	of	knowledge	will	require	com-

mensurate,	constant,	and	coordinated	training	in	audit-speciic	situations.

•	 Intercultural	aspects	and	cultural	diferences	as	well	as	cultural	knowledge	and	

language	skills	should	be	taken	into	account	when	composing	audit	teams.	One	

aim	should	be	to	minimize	burdens	from	team	composition	such	as	travel.

4.5	 Employee	Profiles	in	GIAS

Key	POIntS	 •••

•	 he	CAE	is	responsible	for	a	holistic	orientation	of	the	department.	his	involves	

making	sure	that	Internal	Audit	follows	guidelines	and	procedures	that	are	uni-

form	throughout	the	company,	to	ensure	eiciency,	comparability,	and	quality.	

•	 he	CAE	is	also	responsible	for	basic	strategy	and	the	structure	of	the	depart-

ment.

•	 he	tasks	of	Internal	Audit	require	a	variety	of	diferent	job	proiles	within	the	

department.	he	design	of	these	proiles	has	to	be	transparent	and	uniform,	and	

must	include	both	technical	and	management-related	aspects.

•	 he	diferent	proiles	of	the	auditors	contain	key	tasks	that	should	be	the	basic	

foundation	for	all	functional	descriptions.

•	 In	addition,	each	individual	job	description	contains	further-reaching	require-

ments,	both	technical	and	management-related	in	nature.

he	following	functions	by	hierarchy	exist	in	the	GIAS	department:

•	 CAE,

•	 Audit	Manager,

•	 Global	Auditor,

•	 Senior	Auditor,	and

•	 Internal	Auditor.

he	functions	listed	above	describe	a	career	path	and	are	documented	in	a	person-

nel	development	concept.	Important	elements	of	this	concept	include	the	relevant	

job	proiles	which	lay	out	the	tasks,	responsibilities,	and	authority,	as	well	as	exper-

tise	and	knowledge	requirements	for	each	function.	Within	the	framework	of	the	

job	proiles,	a	development	plan	should	be	drawn	up	for	each	job	owner	according	

to	the	employee’s	individual	qualiication	and	performance.	herefore,	every	step	

up	on	the	career	path	relects	the	personal	experience	of	the	auditor	also	with	regard	

to	professional	and	leadership	qualiications.	Each	job	proile	should	be	documented	

separately.	Such	documentation	can	be	used	for	internal	and	external	job	advertise-

ments.	Job	descriptions	should	be	available	to	all	employees	through	the	intranet.

FunctionsFunctions

Personnel	Development	
Concept

Personnel	Development	
Concept
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he	CAE	is	responsible	for	developing	the	global	strategic	direction	of	the	de-

partment	and	a	universal	audit	strategy,	which	involves	the	following:

•	 implementing	a	secure	organizational	structure	for	the	department,

•	 assuming	comprehensive	management	responsibility,

•	 creating	and	implementing	a	general	personnel	development	strategy,

•	 managing	GIAS	as	an	international,	multicultural	department	of	diferent	teams,	

with	all	staf-related	requirements,

•	 developing	process	lows	within	internationally	recognized	audit	standards,

•	 creating	an	annual	audit	plan	in	close	coordination	with	the	CEO	and	the	Audit	

Committee,

•	 recording	and	analyzing	audit	requests	during	a	year,

•	 overall	coordination,	monitoring,	and	quality	control	of	the	audits	performed,	

including	communication	of	audit	results	to	the	Executive	Board,

•	 managing	and	monitoring	of	escalation	processes	with	regard	to	audit	engage-

ments,

•	 representing	the	department	at	internal	and	external	events,

•	 interface	to	and	cooperation	with	internal	and	external	parties,

•	 supporting	the	enterprise-wide	deinition	of	guidelines,	and

•	 deinition	and	application	of	key	performance	indicators	within	the	framework	

of	global	benchmarking.

he	CAE	can	suggest	audits	at	his	or	her	own	initiative,	as	well	as	initiate	audits	in	

areas	where	there	is	ground	for	suspicion.

All	employees	must	have	a	uniform	level	of	expertise	and	skills	with	regard	to	

the	GIAS	audit	approach.	he	structure	mapped	out	in	the	career	path	below	shows	

the	main	additional	areas	of	activity	for	each	position	level,	broken	down	by	em-

ployee	proile.

he	general	tasks	in	the	auditor	proiles	(irst	three	levels)	can	be	summarized	as	

follows:

•	 preparing	and	carrying	out	scheduled	and	unscheduled	audits	from	all	areas	in	

accordance	with	audit	principles	and	process	guidelines,

•	 communication	of	audit	results	through	the	appropriate	reporting	levels,

•	 monitoring	and	controlling	the	follow-up	process,	including	further	support,	if	

necessary,	in	implementing	recommendations	resulting	from	an	audit,

•	 close	cooperation	with	other	departments,	such	as	Risk	Management,	as	well	as	

external	partners	to	clarify	the	audit	content	and	monitor	audit	results,

•	 support	in	developing	best	practice	solutions,	both	for	the	audit	process	and	in	

support	of	other	departments	and	areas,

•	 rating	and	analysis	of	internal	process	controls	and	business	areas	exposed	to	

risk,	particularly	with	regard	to	regular	audits,	and	if	applicable	also	in	coordi-

nation	with	the	afected	departments,	and

•	 support	in	designing	guidelines	and	general	agreements	as	requirements	for	in-

dividual	business	units	or	the	entire	company.

Activity	Areas	of	the	CAeActivity	Areas	of	the	CAe

Individual	
Characteristics
Individual	
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Key	tasks	of	AuditorsKey	tasks	of	Auditors
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Senior	Auditors	are,	in	addition	to	the	above	core	tasks,	involved	in	special	or	ad-	

hoc	audits.	In	most	cases,	they	also	serve	as	audit	leads	responsible	for	local	and	

regional	audits.

Global	Auditors	are	responsible	for	globally	relevant	audit	topics.	hey	either	

represent	these	topics	as	interregional	technical	auditors	in	all	associated	audits,	or	

assume	 the	 role	of	global	audit	 leads.	his	means	 that	 they	are	 in	charge	of	col-

leagues	from	diferent	regions	in	a	single	audit	team.

Audit	 Managers	 are	 the	 regionally	 responsible	 heads	 of	 organizational	 audit	

units,	which	are	organized	as	cost	or	proit	centers.	Audit	Managers	bear	full	re-

sponsibility	for	their	regional	team,	in	terms	of	discipline	and	function.	Audit	Man-

agers	 serve	as	 autonomous	 regional	 audit	 executives,	but	 their	 activities	 are	 also	

centrally	 aligned	and	irmly	embedded	 in	 the	overall	GIAS	department	 through	

global	integration.

A	major	consideration	of	all	proiles	is	the	fact	that	they	should	merely	be	seen	

as	a	formal	framework.	Every	employee	must	be	able	to	perform	assigned	functions	

Additional	tasks		
for	Senior	Auditors

Additional	tasks		
for	Senior	Auditors

Additional	tasks		
for	Global	Auditors

Additional	tasks		
for	Global	Auditors

Additional	tasks		
for	Audit	Managers

Additional	tasks		
for	Audit	Managers

Personal	DevelopmentPersonal	Development

Fig. 11  Structure	and	Tasks	by	Function	within	GIAS
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individually.	he	requirements	in	the	proiles	represent	minimum	standards	needed	

to	ensure	the	organizational	and	professional	quality	of	Internal	Audit.	tasks	and	

responsibilities	can	be	extended	and	intensiied	at	any	time,	depending	on	personal	

ability	and	interests.	Such	changes	need	to	be	relected	in	each	individual	employ-

ee’s	personal	development	planning.

HIntS	AnD	tIPS	 ;

•	 Internal	 auditors	 should	 make	 sure	 their	 job	 descriptions	 are	 complete	 and	

make	suggestions	for	updates,	as	well	as	discuss	additional	or	changes	in	tasks	

with	the	appropriate	manager.

•	 Employees	should	also	be	willing	to	perform	tasks	that	lie	outside	their	job	de-

scriptions	and	document	such	activities.	Based	on	this	documentation,	the	type	

and	extent	of	their	activities	can	be	examined	critically,	permitting	alternative	

assignments	and	new	areas	of	responsibility	to	be	considered.

•	 he	 requirements	 of	 any	 position	 should	 be	 discussed	 with	 the	 responsible	

manager.

•	 Comparison	with	 similar	 job	proiles	 in	other	 companies	will	help	 recognize	

potential	for	changes	and	improvements	in	proiles.
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4.6	 Career	Paths	and	Development	Potential

Key	POIntS	 •••

•	 he	GIAS	job	proiles	are	assigned	to	diferent	career	levels.	All	GIAS	functions	

are	therefore	linked	with	each	other	and	form	the	foundation	for	a	contiguous	

career	path.

•	 Based	on	 this	 career	path,	performance	 feedback	meetings	 take	place	 for	 the	

purpose	 of	 performance	 measurement	 and	 development	 planning.	 During	

these	meetings,	speciic	measures	are	deined	to	either	maintain	an	attained	job	

level	or	prepare	for	advancement	to	the	next	career	level.

Conceptual	Basis	of	Internal	Audit

Organizational	Structure	of	GIAS

Career	Paths	and	Development	Potential
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•	 he	decisive	factor	in	each	auditor’s	professional	development	is	each	individu-

al’s	commitment.	he	combination	of	an	employee’s	commitment	and	the	sup-

port	of	the	CAE	or	the	Audit	Manager	guarantee	that	career	development	plan-

ning	is	optimized	and	translates	into	professional	advancement.

•	 In	addition	to	development	opportunities	within	Internal	Audit,	alternative	ca-

reer	paths	outside	of	GIAS	but	within	the	company	are	possible.

he	GIAS	functions	listed	in	the	previous	chapter	are	integrated	into	a	prototypical	

contiguous,	 transparent	career	path.	he	job	descriptions	 for	each	position	form	

the	essence	of	the	GIAS	career	path	(see	Section	A,	Chapter	4.5).	he	job	proiles	list	

all	the	prerequisites,	technical	knowledge,	and	personal	characteristics	required	in	

a	job	owner.	Every	Internal	Audit	employee	must	be	assigned	to	one	of	these	posi-

tions;	otherwise,	conscientious	performance	measurement	and	development	plan-

ning	will	not	be	possible.

Each	career	level	is	described	by:

•	 the	required	level	of	knowledge	and	skills,

•	 the	level	of	quality	and	quantity	shown	in	the	execution	of	tasks,	documented	by	

ongoing	performance	measurement,

•	 the	extent	of	responsibility,	and

•	 acceptance	and	comprehension	of	activities	both	within	and	outside	of	GIAS.

Depending	on	regional	circumstances,	the	diferent	career	levels	can	be	arranged	

individually	in	one	or	more	pay	grades.	he	pay	grade	structure	is	therefore	difer-

entiated	by	region	and	by	performance	level.	Respective	performance	levels	should	

be	assigned	to	corresponding	groups	worldwide.	

he	development	potential	of	each	individual	employee	has	to	be	identiied,	tak-

ing	the	prototypical	career	path	as	a	foundation.	In	the	annual	performance	feed-

back	meeting,	the	performance	of	each	individual	auditor	and	manager	is	measured,	

analyzed,	and	documented	jointly.	Globally	uniform	standard	documents,	such	as	

the	GIAS	appraisal	form,	are	available	for	the	purpose	of	measurement,	analysis,	

and	documentation,	and	help	record	both	qualitative	and	quantitative	aspects	of	

audit	work.	Important	factors	that	are	included	are	the	number	and	type	of	audits,	

their	quality,	and	any	special	tasks	performed.	he	diferent	activity	levels	create	a	

balanced	 record	 of	 current	 performance	 capability	 and	 recognized	 development	

ields.

he	 professional	 development	 of	 an	 auditor	 initially	 involves	 identifying	 and	

eliminating	knowledge	deicits	and	acquiring	skills.	hese	measures	are	intended	to	

establish	or	maintain	the	required	skills	level	of	the	auditor	concerned.	If	the	objec-

tive	is	to	prepare	an	auditor	for	new	tasks,	a	development	plan	must	be	established	

for	the	next	step	in	the	GIAS	career	path.	Such	a	plan	combines	diferent	training	

aspects,	 such	 as	 improvement	 of	 technical	 skills	 ranging	 from	 international	 ac-

counting	 to	 knowledge	 of	 modern	 audit	 practices,	 but	 also	 language	 skills	 and	

Job	Proile	Within	GIASJob	Proile	Within	GIAS
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personal	abilities	such	as	social	behavior,	teamwork	ability,	etc.	Such	skill	acquisi-

tion	goals	are	summarized	annually	in	the	personal	development	plan	and	moni-

tored	by	the	respective	auditor	together	with	the	line	manager.

For	the	individual	auditor,	new	skill	acquisition	targets	may	result	in	new	or	ad-

ditional	audit	topics,	obtaining	a	professional	certiication,	temporary	participation	

in	special	audits,	global	audits,	and	internal	projects	or	even	in	moving	to	a	diferent	

region.	All	of	these	activities	signiicantly	expand	the	horizon	of	the	individual	and	

create	a	good	foundation	for	professional	advancement.	Obtaining	a	professional	

certiication,	such	as	the	CIA,	CPA,	CISA,	or	CSOX	designation,	 is	a	step	that	 is	

particularly	suited	to	improve	proiciency	and	to	signal	adherence	to	external	ethi-

cal	and	professional	standards.

Auditors	who	reach	their	development	goals	on	time	and	perform	their	daily	

duties	satisfactorily	can	expect	to	attain	the	next	level	in	their	career	path	at	me-

dium-term	intervals	of	one	to	three	years.	he	degree	of	personal	commitment	of	

each	individual	employee	is	a	key	factor	in	this	advancement.	he	question	as	to	

whether	 a	 career	 takes	 a	 more	 technical	 turn	 or	 is	 more	 management-oriented	

within	the	GIAS	career	path	is	largely	determined	individually.

Aside	from	development	opportunities	within	GIAS,	auditors	also	have	the	op-

tion	of	assuming	technical	or	managerial	responsibilities	in	other	parts	of	SAP.	Due	

to	the	wide	range	of	experience	and	knowledge	acquired	during	audit	work,	Inter-

nal	Audit	represents	an	ideal	qualiication	platform	for	working	in	numerous	other	

areas	of	the	company,	particularly	in	business	administration	departments	or	other	

staf	functions.	he	GIAS	employee	development	system	supports	individuals	who	

wish	to	pursue	such	opportunities.

Alternatively,	due	to	the	manifold,	ever-changing	tasks	it	faces,	GIAS	can	ofer	

exciting	long-term	perspectives	to	qualiied	employees.	It	is	the	responsibility	of	all	

GIAS	managers	to	emphasize	this	continually,	and	to	convince	the	individual	audi-

tor	of	its	validity.	However,	employees	have	to	decide	for	themselves	whether	the	

long-term	focus	on	audit	work	suiciently	motivates	them,	or	whether	they	are	in-

terested	in	other	enterprise	areas.

HIntS	AnD	tIPS	 ;

•	 During	the	year,	Internal	Audit	staf	should	verify	their	achievement	of	objec-

tives,	 pose	 critical	 questions	 regarding	 further	 education	 requirements,	 and	

discuss	 topical	questions	 regarding	 their	development	directly	with	 their	 line	

managers.

•	 Deining	partial	and	objective	goals	makes	it	easier	to	monitor	achievement.

•	 Auditors	should	accept	tasks	that	are	not	necessarily	part	of	 their	own	career	

focus.

•	 Career	aspects	should	not	be	the	focus	of	daily	work,	but	considered	in	medium	

to	long	term	planning.
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4.7	 The	Structure	of	Timesheets	in	Internal	Audit

Key	POIntS	 •••

•	 timesheets	fulill	a	number	of	tasks.	Most	importantly,	they	are	a	crucial	plan-

ning	tool	in	drawing	up	a	reliable	audit	plan	for	each	auditor.	Other	tasks	are	

performance	analysis	and	costing	control.	

•	 timesheets	provide	information	at	a	glance	such	as	relevant	totals	for	each	audi-

tor,	and	aggregated	igures	for	the	entire	department.

•	 On	the	basis	of	such	information	and	standard	time	requirements	for	individual	

phases	of	the	Audit	Roadmap	accurate	time	values	can	be	calculated	for	each	

audit	status.

•	 timesheets	can	also	be	used	as	a	basis	for	discussion	between	employee	and	line	

manager	in	performance	feedback.

Internal	Audit	is	a	project-based	department.	In	such	departments,	it	is	necessary	

to	identify	and	structure	the	available	working	time	for	the	following	reasons:

•	 to	keep	the	total	volume	of	each	time	component,	such	as	net	working	time,	

productivity	and	capacity	utilization,	as	well	as	sick	leave	and	vacation	days	ac-

tually	taken,	etc.,	up	to	date.	Current	information	on	the	net	number	of	working	

days	available	is	the	basis	for	scheduling	individual	audits.

•	 Standard	times	can	be	used	to	determine	the	total	number	of	audits	that	can	be	

executed	by	each	auditor	and	the	whole	department.

•	 By	budgeting	time	and	using	standard	times,	a	staing	plan	based	on	the	ca-

pacity	 for	 the	entire	department	can	be	created.	Such	a	plan	should	cover	all	

auditors	with	diferent	levels	of	experience	and	knowledge,	and	should	take	into	

consideration	planned	and	unplanned	absences.

•	 Creating	a	staing	plan	makes	it	easier	to	plan	and	monitor	the	audits	as	a	whole	

as	well	as	the	phases	of	the	GIAS	process	model	(see	Section	B),	because	the	plan	

identiies	how	time	is	allocated	within	each	audit.

•	 Based	on	the	staing	plan,	averages	within	and	across	audit	categories	can	be	de-

termined	for	internal	and	external	benchmarking.	hese	averages	can	be	related	

to	other	key	igures	(e.g.	performance	indicators	from	previous	years	or	from	

other	 internal	 audit	 departments).	 Performance	 ratios	 form	 the	 basis	 for	 ad-

ditional	reports	on	the	department’s	efectiveness	and	eiciency	(see	Section	D,	

Chapter	7).
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•	 In	addition,	information	on	the	structure	and	composition	of	individual	assign-

ments	facilitates	coniguring	audits	with	regard	to	time	available,	reducing	the	

risk	 that	 the	 complexity	 of	 an	 audit	 may	 make	 it	 impossible	 to	 execute	 it	 in	

time.

•	 Careful	time	planning	is	closely	linked	to	the	possibility	to	bill	departments	for	

certain	audit	activities	or	services,	because	time	spent	on	such	projects	can	be	

determined.	he	ability	to	determine	time	spent	and	the	cost	of	such	time	opens	

up	completely	new	possibilities	for	internal	and	external	charging.

•	 time	planning	also	helps	to	determine	the	department’s	total	output.	Manage-

ment	can	create	very	detailed	reports	by	breaking	down	audit	categories	 into	

individual	audits,	activities,	etc.	In	addition,	by	calculating	trends	and	correla-

tions,	 it	 is	possible	 to	 forecast	 future	performance	proiles,	 to	determine	em-

ployee	productivity	for	individual	employees,	and	to	identify	future	staing	re-

quirements.

here	are	many	ways	how	capacity-based	timesheets	can	be	developed.	he	most	

feasible	option	is	to	use	comparable	models	from	other	departments	that	have	proj-

ect-related	activities.	

An	employee’s	total	annual	capacity	is	around	220	to	240	working	days,	less	an	

amount	of	non-productive	time	such	as	training,	vacation,	and	meetings.	Based	on	

experience,	a	 total	of	around	160	to	180	productive	auditor	days	 is	available	as	a	

basis	for	planning	for	each	employee.

he	next	 step	 is	 to	compile	a	 time	proile	 for	each	audit	 status,	based	on	 the	

Audit	 Roadmap,	 using	 averages	 and	 experience	 values.	 According	 to	 the	 Audit	

Roadmap,	a	basic	audit	(see	Section	A,	Chapter	6.6)	requires	on	average	24	days.	

Given,	for	example,	160	productive	auditor	days,	an	auditor	can	execute	on	average	

6.5	basic	audits	a	year.	By	standardizing	the	time	required	for	status	checks	and	fol-

low-ups	(see	Section	B,	Chapter	6),	the	total	number	of	activities	possible	per	em-

ployee	and	year	can	be	computed	using	a	simple	equivalence	calculation.	Based	on	

our	experience,	a	feasible	workload	is,	on	average,	four	basic	audits,	 four	follow-

ups,	 and	 four	 audit	 status	 checks	 per	 year	 and	 employee	 (see	 Section	 A,	

Chapter	6.6).

Ad-hoc	audits	pose	a	special	problem	with	regard	to	time	planning	because	due	

to	the	special	requirements	of	such	audits	there	are	usually	no	standard	values	to	

base	any	planning	on.	Acceptable	 standard	values	can	be	estimated	using	values	

from	previous	ad-hoc	engagements,	other	planned	audits	or	by	making	reasonable	

estimates.

timesheets	can	also	be	used	as	a	performance	feedback	tool.	hey	form	a	basis	

for	building	a	mutual	understanding	between	employee	and	line	manager.	Such	a	

shared	reference	framework	makes	it	easier	to	discuss	and	agree	on	issues	such	as	

capacity	 utilization,	 exceeded	 deadlines,	 schedule	 changes,	 or	 team	 reorganiza-

tions.

Development		
of	a	timesheet
Development		
of	a	timesheet

Calculating	Auditor	DaysCalculating	Auditor	Days

Creation	of	time	Proiles	
for	Audit	Categories
Creation	of	time	Proiles	
for	Audit	Categories

Problem	of	Ad-Hoc	
Audits
Problem	of	Ad-Hoc	
Audits

Use	of	timesheets	in	
employee	Management
Use	of	timesheets	in	
employee	Management

Conceptual	Basis	of	Internal	Audit

Organizational	Structure	of	GIAS

The	Structure	of	Timesheets	in	Internal	Audit

A	|	4	|	4.7



90

HIntS	AnD	tIPS	 ;

•	 All	employees	should	discuss	their	annual	time	planning	with	their	line	man-

ager	and	receive	an	explanation	of	the	scheduled	times.

•	 During	an	audit,	a	separate	record	of	unusual	events	that	had	an	impact	on	the	

actual	auditing	time	should	be	kept.
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5	 Fundamental	Principles	of	the	GIAS	Approach
5.1	 Employee	Profiles	and	their	Interaction	in	the	Audit	Process

Key	PoIntS	 •••

•	 Employee	proiles	provide	formal	requirements	in	terms	of	the	individual	func-

tions	at	GIAS.

•	 In	determining	formal	requirements	it	is	important	to	distinguish	between	dis-

ciplinary	and	technical	requirements	on	one	side	and	social	and	personal	re-

quirements	on	the	other.

•	 A	mix	of	various	skills	is	necessary	to	ensure	that	audits	are	in	compliance	with	

international	audit	principles.

Section	A,	Chapter	4.5	provides	details	of	individual	job	descriptions	at	GIAS.	he	

success	of	Internal	Audit’s	work	can	only	be	guaranteed	if	the	department	has	em-

ployees	that	it	the	job	proiles.	In	determining	what	skills	employees	should	have	

and	what	requirements	should	be	 included	 in	proiles	 the	 following	disciplinary,	

technical,	and	social	factors	should	be	considered:	

•	 Disciplinary	factors	have	to	be	given	consideration.	he	irst	disciplinary	factor	

is	 the	 internal	 audit	 department’s	 disciplinary	 structure.	 It	 ensures	 to	 a	 great	

extent	 compliance	with	audit	 standards	and	 sets	 an	action	 framework	 that	 is	

mandatory	for	all	audits	and	for	each	employee.	he	second	disciplining	factor	

is	the	annual	audit	plan.	Compliance	with	this	plan	is	an	important	element	of	

disciplinary	control.

•	 Another	factor	that	has	to	be	given	consideration	is	quality	assurance.	Quality	

assurance	procedures	(for	details,	see	Section	D,	Chapter	5)	deine	in	detail	who	

is	responsible	for	the	supervision	and	control	of	each	audit	phase.	In	addition	to	

content,	deadlines	and	formal	criteria	must	also	be	controlled.	he	control	tasks	

usually	involve	the	audit	lead,	the	responsible	Audit	Manager,	and,	if	appropri-

ate,	the	CAE	(see	Section	A,	Chapter	4.5).	

•	 An	internal	auditor’s	social	skills	need	to	be	considered	when	illing	a	function.	

he	way	people	contribute	on	a	personal	level	can	be	critical	for	how	they	inter-

act	with	 their	colleagues	and	with	employees	 from	other	departments.	Com-

munication	skills,	an	ability	to	integrate,	and	a	constant	focus	on	solutions	are	

indispensable	behavior	patterns.

•	 Internal	Audit’s	ability	to	cooperate	is	another	important	aspect.	Cooperation	is	

important	in	dealing	with	both	technical	and	personal	causes	of	audit	indings	

in	an	atmosphere	of	trust.	he	personal	willingness	of	employees	to	cooperate	

and	a	positive	attitude	to	interaction	with	others	is	a	key	factor.

•	 Successful	audit	work	needs	a	well	functioning	low	of	information.	Although	

frankness	and	clarity	are	oten	the	only	ways	to	resolve	issues,	it	is	sometimes	

necessary	to	withhold	or	anonymize	information.	Anonymity	is	especially	im-

portant	when	conidentiality,	personal	data	protection,	or	company	interests	are	
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at	stake.	However,	conidentiality	requirements	should	not	have	an	impact	on	

the	accuracy	of	audit	results.	When	conidentiality	is	concerned,	sensitivity	is	

required.	Internal	Audit’s	obligation	to	maintain	conidentiality	must	never	be	

compromised.

•	 Another	aspect	 in	 formulating	proiles	 is	 intercultural	exposure	of	each	 indi-

vidual	GIAS	employee.	Consideration	of	such	exposure	is	important	especially	

where	mixed	audit	teams	are	deployed	or	global	audits	in	various	countries	are	

conducted.	It	is	important	to	realize	what	an	audit	means	in	a	particular	cultural	

group,	what	importance	is	attached	to	it,	and	what	personal	conclusions	each	

individual	draws	from	it.

HIntS	AnD	tIPS	 ;

•	 Auditors	should	obtain	information	in	advance	on	how	audit	tasks	are	distrib-

uted	 in	general	 and	make	 sure	 that	during	 the	audit	process	 the	audit	 team’s	

competency	mix	adequately	matches	requirements.	

•	 In	 addition,	 auditors	 should	 get	 an	 idea	 of	 the	 special	 competencies	 of	 their	

audit	colleagues.

•	 Auditors	should	try	to	avoid	intersecting	responsibilities.	Get	help	from	the	rel-

evant	line	manager	if	necessary	to	resolve	or	clarify	conlicts.	

5.2	 Attributes	of	the	Process-Based	Approach

Key	PoIntS	 •••

•	 he	audits	conducted	by	GIAS	are	increasingly	being	organized	as	projects.

•	 A	key	requirement	for	organizing	audits	as	projects	is	a	standardized	and	clearly	

structured	process	model.	his	process	model	has	to	be	deined	in	its	individual	

project	phases.

•	 Main	audit	phases	are	planning,	preparation,	execution,	reporting,	and	follow-

up.	Every	audit	has	to	follow	these	phases	with	difering	degrees	of	intensity.

•	 It	has	to	be	generally	accepted	that	the	process	model	with	all	its	standard	re-

quirements	must	be	followed	in	all	audits	as	far	as	possible.

he	large	variety	of	audit	topics,	and	the	need	to	make	audits	plannable,	controlla-

ble,	and	comparable	require	a	project	approach	to	audits.	A	clear	process	model	is	

a	very	useful	tool	for	implementing	a	project	approach	because	it	allows	planning	

and	performing	an	audit	seamlessly	from	beginning	to	end.	A	process	model	has	to	

be	based	on	a	standardized	approach	that	covers	all	standard	requirements,	and	it	

can	be	used	for	every	audit	and	individually	adapted	as	necessary	(for	details,	see	

Section	B).

Intercultural	
Cooperation
Intercultural	
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Project	ApproachProject	Approach
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he	standard	process	model	of	GIAS,	the	Audit	Roadmap,	comprises	the	following	

phases:

•	 Planning,

•	 Preparation,

•	 Execution,

•	 Reporting,	and

•	 Follow-up.

Please	refer	to	Section	B	for	a	detailed	description	of	each	phase.	his	chapter	ex-

plains	the	reasons	for	and	the	advantages	of	having	a	process	model.

he	 project	 character	 of	 audits	 is	 an	 important	 reason	 for	 having	 a	 standard	

process	model.	A	standardized	process	ensures	that	project-relevant	requirements	

can	be	implemented	easier	by	providing	a	sequential	model	of	all	necessary	audit	

phases,	from	planning	through	execution	to	preparing	the	audit	report	and	follow-

up	 activities.	 Such	 a	 model	 helps	 to	 make	 sure	 that	 audits	 can	 be	 reviewed	 and	

monitored.	However,	the	individual	phases	only	provide	the	framework	for	the	au-

dit	steps	concerned.	he	included	working	papers,	standard	report	templates,	op-

erational	work	 instructions,	and	recommendations	are	of	major	 importance,	be-

cause	they	increase	the	audit	reliability	of	each	individual	Internal	Audit	employee.	

here	are	very	few	process	steps	that	the	process	model	does	not	deine,	at	least	in	

outline.	Providing	a	comprehensive	model	facilitates	comparing	individual	audits	

with	each	other	and	integrating	them	into	a	benchmarking	concept.	Both	process-

related	key	performance	 indicators	and	results-based	values	can	be	used	 for	key	

performance	indicator	(KPI)	analysis	(see	Section	D,	Chapter	7).

A	process-based	approach	also	facilitates	the	coordination	of	individual	audi-

tors.	Meeting	key	deadlines	 in	audits,	known	as	milestones,	 requires	a	proactive	

project-based	employee	management.	he	process	model	provides	an	 indispens-

able	basic	tool	for	such	a	proactive	management.	he	clearly	structured	phases	and	

their	 substructures	 allow	 Internal	 Audit	 management	 to	 monitor	 deadlines,	 de-

ployment,	 and	 reporting,	 and	 therefore,	 to	 perform	 comprehensive	 and	 sensible	

audit	management.

A	process	model	opens	up	the	possibility	for	performance-based	incentive	sys-

tems.	Rewards	should	be	given	when	a	milestone	is	successfully	completed.	A	mile-

stone	 is	 successfully	 completed	 if	 all	 activities	 required	 in	 terms	 of	 the	 standard	

process	model,	plus	any	additional	activities	needed,	have	been	performed	to	the	

required	level	of	quality	and	within	the	agreed	timeframe.

Phase-based	quality	assurance	of	the	audit	process	as	part	of	the	process	model	

considerably	enhances	the	eiciency	of	audits.	Approval	to	proceed	to	the	next	au-

dit	step	should	only	be	given	when	quality	assurance	has	been	performed	(for	de-

tails,	 see	Section	D,	Chapter	5).	A	process	model	guarantees	an	approach	 that	 is	

consistent	across	all	audit	phases,	while	also	providing	considerable	support	in	en-

suring	the	completeness	of	the	quality	assurance	process.
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he	following	diagram	shows	the	interrelations	within	the	process-based	Inter-

nal	Audit	approach.	It	also	lays	out	the	GIAS	Roadmap,	which	is	the	working	basis	

for	Internal	Audit	at	SAP.

A	process	based	audit	model	creates	the	basis	for	a	comprehensive	review	of	Inter-

nal	Audit.	Such	a	review	can	be	 in	 the	 form	of	a	peer	review,	which	 is	a	critical	

evaluation	of	work	by	independent	colleagues	of	similar	standing	(see	Section	D,	

Chapter	9)	and	ofers	Internal	Audit	the	opportunity	to	face	scrutiny	by	a	commit-

tee	of	outside	experts.	As	part	of	such	a	review	all	process	steps	must	be	made	avail-

able	to	external	third	parties	for	investigation.	he	process	model	provides	a	com-

prehensive	overview	of	 the	 important	performance	factors	of	Internal	Audit	and	

helps	to	structure,	plan,	and	perform	peer	reviews	in	an	eicient	manner.	he	clear	

structure	of	the	process	model	simpliies	reviews	because	assessment	criteria	can	be	

unambiguously	assigned	to	the	relevant	phases	and	process	steps.	In	addition,	any	

improvement	potential	can	be	pinpointed	accurately	and	addressed	on	the	basis	of	

clear	responsibilities.	

Last	but	not	least,	a	process-based	approach	provides	the	perfect	basis	to	develop	

or	employ	IT	solutions.	Because	the	content	and	sequence	of	steps	are	accurately	

described,	many	of	the	procedures	can	be	automated	(see	Section	D,	Chapter	4).

HIntS	AnD	tIPS	 ;

•	 Every	employee	should	have	a	thorough	understanding	of	the	elements	of	the	

GIAS	 process	 model.	 he	 process	 model	 should	 be	 applied	 consistently,	 and	

particularly	the	project	approach	should	be	implemented	uniformly.
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Fig. 12  Process-Based	Approach	in	Internal	Audit	at	SAP
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•	 Standards	should	be	regularly	assessed	with	regard	 to	appropriateness,	and	 if	

necessary	 recommendations	 should	 be	 made	 for	 optimization.	 It	 is	 useful	 to	

review	other	procedures	implemented	at	oicial	institutions,	other	companies,	

or	other	suitable	sources	to	identify	improvement	potential.

•	 Always	ensure	that	each	phase	is	complete	and	observe	the	milestones	with	re-

gard	to	assuring	content	quality.

•	 here	should	be	a	regular	exchange	of	views	and	ideas	with	those	responsible	

regarding	the	advantages	and	disadvantages	of	the	current	process	model.

5.3	 Definition	of	Audit	Content

Key	PoIntS	 •••

•	 For	an	eicient	and	standardized	audit	execution,	audits	must	be	clearly	deined	

in	what	they	cover.

•	 Uniform	 content	 of	 audits	 is	 achieved	 by	 deining	 audit	 areas	 and	 providing	

information	on	audit	content.	At	SAP,	such	a	deinition	is	done	in	Scopes,	which	

are	documents	describing	standard	audit	content.

•	 he	deinition	of	standard	audit	content	gives	auditors	 the	opportunity	to	fa-

miliarize	themselves	as	quickly	as	possible	with	new	and	comprehensive	audit	

topics	 on	 the	 basis	 of	 standardized	 procedures.	 Familiarity	 with	 the	 relevant	

Scopes	is	particularly	important	because	intensive	exposure	to	the	material	to	

be	audited	is	an	essential	prerequisite	for	a	successful	audit.

•	 In	addition,	audits	performed	on	the	basis	of	Scopes	can	be	compared	easier	

with	regard	to	work	performed	and	results	achieved.	

At	SAP,	audit	content	 is	 systematically	structured	on	the	basis	of	comprehensive	

standard	documents	known	as	Scopes.	hese	documents	are	important	tools	used	

to	perform	eicient	and	efective	audits.	he	content	of	each	audit	ield	(e.g.	opera-

tional	 audits)	 is	 deined	 in	 a	 number	 of	 Core	 Scopes	 (e.g.	 Purchasing)	 which	 in		

turn	 are	 broken	 down	 into	 several	 Key	 Scopes	 (e.g.	 Purchase	 Order,	 Goods	 Re-

ceipt).	Scopes	contain	detailed	information	about	the	audit	area,	including	the	pro-

cesses,	procedures,	risks,	and	control	systems	(see	Section	B,	Chapter	2.1).	Scopes	

can	have	diferent	levels	of	complexity	depending	on	the	audit	topic.	For	example,	

the	audit	of	an	entire	department,	such	as	purchasing,	or	of	a	corporate	function,	

such	as	management,	requires	a	much	more	comprehensive	description	than	the	

audit	of	credit	card	expenses.	he	scoping	phase,	which	precedes	the	actual	execu-

tion	of	the	audit,	requires	auditors	to	familiarize	themselves	in	depth	with	the	audit	

matter.	

Section	B,	Chapter	2.1	describes	the	content	of	Scopes	in	detail.	Here,	we	only	

point	out	that	the	creation	of	Scopes	involves	a	multi-stage	procedure,	in	which	all	

the	facts	and	the	content	of	an	audit	area	are	captured	and	described	according	to	a	

ScopesScopes
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standard	structure.	he	following	dimensions	can	be	used	to	map	almost	all	audit-

relevant	information:

•	 frameworks	set	by	guidelines,	rules,	and	written	instructions,

•	 organizational	units	in	the	company,

•	 processes	that	map	the	interaction	between	functions,	and

•	 individual	process-related	objects	as	the	smallest	operational	units.

In	the	context	of	an	integrated	process	model,	the	standardized	description	of	audit	

content	based	on	Scopes	presents	a	number	of	important	advantages:	

•	 A	standardized	and	forward-looking	description	of	audit	content	allows	audi-

tors	 to	 familiarize	themselves	 in	depth	with	the	material	 to	be	audited	 in	ad-

vance	of	the	actual	audit,	thus	giving	them	a	foundation	of	the	audit	topic.	his	

gives	 them	the	opportunity	 to	deal	with	 the	audit	areas,	both	 in	relation	to	a	

speciic	audit	and	independently	of	an	audit.	

•	 he	description	and	deinition	of	audit	content	speciies	not	only	 the	current	

condition	but	also	the	desired	ideal	criteria	so	that	Internal	Audit’s	requirements	

are	already	included	in	the	Scopes.	When	the	actual	audit	is	performed,	the	cur-

rent	and	the	desired	condition	are	compared,	thus	ensuring	the	efectiveness	of	

the	ieldwork.	his	means	that	existing	processes	and	guidelines	are	not	the	only	

benchmark	 for	audit	indings,	but	are	 supplemented	by	 the	comparison	with	

ideal	desired	criteria.

•	 he	standardized	description	of	audit	content	also	makes	audits	and	the	associ-

ated	costs	easier	to	plan	and	to	control.	his	allows	Intenal	Audit	to	create,	edit,	

and	analyze	audit	assignment	schedules	with	regard	to	staing	requirements	for	

the	audits	to	be	performed,	and	the	time	to	be	allocated.	A	thorough	description	

also	facilitates	providing	evidence	for	costs	incurred	or	justifying	the	need	for	

additional	resources.

•	 Standard	audit	content	is	stored	in	a	central	database	and	is	available	to	all	em-

ployees	of	Internal	Audit.	he	availability	of	such	standardized	content	ensures	

that	all	auditors	always	refer	to	the	same	Scopes,	because	Scopes	are	important	

prerequisites	for	preparing	the	work	program	(see	Section	B,	Chapter	3.2).	It	is	

important	to	link	the	audit	content	with	the	individual	steps	of	the	audit	execu-

tion,	so	that	work	programs	are	ultimately	based	on	standardized	content,	which	

guarantees	that	each	audit	is	compliant,	complete,	reliable,	and	transparent.	

he	speciic	content	of	every	audit	must	be	accurately	planned	and	described.	here	

are,	however,	a	number	of	audits	the	content	of	which	can	only	be	partially,	or	not	

at	all,	standardized.	Examples	include	speciic	one-time	audits	(e.g.,	the	audit	of	a	

speciic	partnership)	and	audits	that	arise	ad	hoc	and	are	irmly	linked	to	speciic	

circumstances.	Although	it	is	possible	to	provide	general	content	descriptions	for	

such	audits,	the	speciics	of	such	audits	oten	evolve	during	the	actual	audit	prepa-

rations	as	a	result	of	advance	analysis	and	preparatory	interviews.	In	addition,	there	

are	audits	of	topics	that	have	not	been	covered	before	or	that	are	subject	to	non-
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disclosure	 obligations.	 In	 such	 cases,	 the	 audit	 content	 can	 only	 gradually	 be	

planned	as	information	becomes	available.

Developing	standardized	audit	content	should	be	seen	as	part	of	a	highly	inte-

grated	process.	Audit	indings	can	be	used	as	feedback	for	developing	Scopes	fur-

ther.	his	means	that	each	Scope	is	subject	to	ongoing	change	triggered	by	the	audit	

process	 itself.	 In	addition,	Scopes	should	be	reviewed	regularly	based	on	discus-

sions	 with	 experts	 from	 within	 and	 outside	 the	 internal	 audit	 department	 and	

adapted	when	necessary.

HIntS	AnD	tIPS	 ;

•	 Check	Scopes	for	completeness	and	discuss	any	shortcomings	with	employees	

responsible	for	the	daily	operations	of	the	audit	area.

•	 Internal	Audit	should	have	regular	discussions	about	the	content	and	structure	

of	the	Scopes.	Regular	feedback	on	individual	Scopes	will	ensure	that	Scopes	are	

current	and	of	high	quality.

LInKS	AnD	ReFeRenCeS	 e

•	 InSTITUTE	OF	InTERnAL	AUDITORS.	2001.	Practice Advisory 2210-1: Engagement 

Objectives.	Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.

5.4	 GIAS	Target	Group	Structure

Key	PoIntS	 •••

•	 Internal	Audit	 is	an	interactive	part	of	a	corporate-wide	communication	pro-

cess.	For	this	reason,	it	collaborates	with	a	large	number	of	internal	and	external	

target	groups.

•	 In	addition	 to	purely	exchanging	 information,	particularly	 in	 the	 form	of	 re-

ports,	individual	cases	may	require	additional	cooperation,	such	as	joint	devel-

opment	of	solutions.

•	 Reporting	lines	for	Internal	Audit	largely	follow	the	organizational	structure	of	

the	company,	which	means	that	the	Audit	Committee	in	particular	and	the	CEO	

are	the	main	focus	of	the	reporting	system.

•	 Other	internal	target	groups	also	have	to	be	provided	with	diferent	informa-

tion.	It	is	important	to	involve	the	diferent	target	groups	in	the	audit	process	

according	to	the	Audit	Roadmap.

•	 he	information	provided	by	Internal	Audit	is	also	used	by	a	large	number	of	

external	groups:	External	auditors	are	the	most	important	partners,	but	many	

other	target	groups	have	to	be	considered	too.

Highly	Integrated	
Process
Highly	Integrated	
Process
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here	is	a	large	number	of	groups	that	either	make	audit	requests	to	GIAS	or	that	

have	to	be	taken	into	account	when	information	on	audits	is	given.	Before	conduct-

ing	audits,	these	groups	may	have	to	be	consulted	as	part	of	the	preparation	process.	

Ater	the	audit,	it	is	important	that	communication	with	these	groups	not	only	in-

cludes	information	about	audit	outcomes,	but	also	information	on	optimized	busi-

ness	 processes.	 his	 results	 in	 cooperation	 models	 for	 Internal	 Audit	 which	 are	

described	in	detail	in	Section	D,	Chapter	2.	

Separating	GIAS’s	target	groups	into	internal,	external,	and	other	units	provides	

the	following	internal	target	groups,	which	are	ranked	by	importance	in	the	“re-

porting	hierarchy”:

•	 Audit	Committee	and	Supervisory	Board,

•	 Executive	Board	and	CEO	(or	the	Board	member	in	charge),

•	 corporate	management,

•	 regional	management/senior	management,

•	 local	management/departmental	management,

•	 employees	responsible.

he	Supervisory	Board	must	be	informed	of	extraordinary	audits	and	audit	ind-

ings,	and	it	must	be	included	in	important	decisions,	such	as	the	audit	planning	for	

the	year.	he	Supervisory	Board's	Audit	Committee	receives	an	annual	status	report	

from	Internal	Audit,	which	covers	all	audits	that	have	been	performed,	signiicant	

indings	and	actions,	special	projects	and	initiatives,	as	well	as	all	basic	information	

about	GIAS.	he	Audit	Committee	can	make	audit	requests	directly,	which	would	

lead	to	additional	communication	(see	Section	B,	Chapter	2.3).

he	Executive	Board	and	the	CEO,	as	the	chairman	of	the	Executive	Board,	are	

the	highest	internal	disciplinary	unit	that	receives	information	on	audit	indings.	In	

addition	to	a	detailed	audit	report,	GIAS	prepares	a	Board	summary	(see	Section	B,	

Chapter	5.2.5),	which	outlines	the	most	important	audit	indings	and	results.	he	

Board	summary	contains	 information	that	 is	relevant	to	the	Executive	Board,	or	

that	requires	a	Board	decision	or	Board	action.	At	regular	meetings	held	at	 least	

once	a	month,	the	CAE	and	the	CEO	analyze	audit	indings,	follow-up	results,	and	

potential	escalation	cases	and	determine	if	any	immediate	steps	need	to	be	taken.	In	

addition,	the	other	members	of	the	Executive	Board	must	be	directly	informed	of	

any	important	indings.	his	reporting	system	allows	for	timely	and	informed	deci-

sions	to	be	taken	as	a	result	of	audit	indings.

Global	corporate	audit	departments	should	maintain	close	contact	with	other	

global	units,	for	example,	Corporate	Financial	Reporting.	here	is	oten	an	in-depth	

exchange	of	information	on	audit	planning	and	results.	Internal	Audit	can	provide	

valuable	 support	 to	 other	 departments	 for	 the	 preparation	 of	 global	 guidelines.	

GIAS	can	also	be	contacted	regarding	the	implementation	planning	of	global	strat-

egies	at	the	level	of	operational	(local)	business	units.

Regional	and	senior	management	are	usually	directly	afected	by	internal	audits.	

Audit	indings	should	be	communicated	to	operational	managers	who	are	afected	
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by	them.	hese	managers	should	be	given	the	chance	to	respond	to	audit	indings.	

Regional	and	senior	management	are	charged	with	implementing	the	indings	of	

Internal	Audit	under	area-speciic	aspects.

For	most	audit	indings,	local	and	departmental	management	is	ultimately	re-

sponsible	for	implementing	GIAS’	recommendations.	his	reporting	level	includes	

those	responsible	for	ensuring	that	all	guidelines	and	directives	are	strictly	observed	

in	day-to-day	operations.	Local	and	departmental	management	are	therefore	ex-

tensively	and	actively	 involved	 in	 the	auditing	process,	 for	example	by	attending	

opening	and	closing	meetings.	In	relation	to	their	areas	of	responsibility,	they	are	

fully	answerable	for	implementing	actions	that	result	from	audits.	Close	coopera-

tion	with	these	managers	gives	Internal	Audit	the	opportunity	to	have	a	positive	

efect	on	operational	and	process	structures.

he	employees	afected	by	the	audit	with	their	functions	and	duties	provide	the	

main	point	of	reference	for	the	audit.	During	the	entire	audit	process,	the	employ-

ees	at	the	operational	level	are	the	auditors’	actual	contact	persons.	Once	the	audit	

has	been	completed,	the	auditees	are	responsible	for	actively	implementing	neces-

sary	actions	in	consultation	with	their	managers.	Employees	afected	by	an	audit	

should	be	able	to	make	suggestions	at	any	time,	to	obtain	advice,	and	to	work	with	

auditors	 in	 an	 open,	 communicative	 atmosphere.	 his	 cooperation	 at	 ieldwork	

level	ensures	that	all	audit	indings	can	lead	to	appropriate	and	agreed	actions.

he	external	target	groups	can	be	broken	down	into	external	audit	bodies	and	

other	external	cooperation	partners,	such	as	customers	and	suppliers.

GIAS	and	the	external	auditors	have	numerous	joint	or	overlapping	responsi-

bilities,	which	require	regular	and	detailed	exchanges	of	information	and	experi-

ence	(for	details,	see	Section	D,	Chapter	2.6).	he	exchange	of	audit	reports,	opin-

ions,	concepts,	and	day-to-day	issues,	in	addition	to	the	discussion	of	solutions	to	

problems	 discovered	 in	 audits,	 lends	 special	 signiicance	 to	 the	 cooperation	 be-

tween	GIAS	and	external	auditors.	he	more	closely	the	two	parties	work	together	

in	accounting	matters,	risk	and	internal	control	management,	and	in	auditing	in	

general,	the	better	the	guarantee	of	the	integrity	of	the	accounting	system	and	the	

efectiveness	of	controls.

A	diferentiated	reporting	system	is	critical	to	eicient	cooperation.	Due	to	the	

general	obligation	of	the	Executive	Board	to	disclose	and	reveal	all	facts	and	cir-

cumstances	which	are	relevant	for	the	inancial	statements,	external	auditors	should	

be	given	direct	access	to	relevant	indings	and	recommendations	made	by	Internal	

Audit.	To	encourage	cooperation,	internal	auditors	should,	if	possible	immediately	

forward	all	 reports	directly	 to	 the	external	auditors.	By	doing	so,	 they	can	avoid	

duplication	of	work	and	additional	costs.

Professional	 associations	 (e.g.	 the	 IIA)	 and	 standards	 setters	 can	 also	 be	 re-

garded	as	external	target	groups	of	Internal	Audit.	In	this	regard	a	company	has	to	

examine	to	what	extent	information	from	Internal	Audit	could	and	should	be	made	

available	to	be	used	as	the	basis	for	new	statutes.	In	addition,	indings	and	recom-

mendations	from	individual	audits	can	be	used	to	deine	best-practice	solutions.	
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General	concepts,	e.g.,	for	benchmarking	or	performance	rating	on	the	basis	of	key	

performance	 indicators,	 can	 also	 be	 developed	 in	 cooperation	 with	 professional	

associations	or	with	academia.

To	varying	degrees,	Internal	Audit	also	consults	with	other	external	contacts	on	

a	case-by-case	basis.	his	oten	involves	the	exchange	and	assessment	of	papers	and	

documents,	or	other	forms	of	cooperation	before,	during,	or	ater	an	audit.	Cus-

tomers	and	suppliers	are	 important	partners	with	whom	information	can	be	ex-

changed.	Any	exchange	of	information,	however,	requires	legal	safeguards	for	the	

company	such	as	non-disclosure	agreements.

Other	important	contact	and	target	groups	include	banks	and	insurance	compa-

nies,	 legal	irms,	or	 tax	consultants,	and	any	relevant	public	service	agencies,	 in-

cluding	the	police	and	district	attorneys’	oices.	In	regard	to	legal	information	re-

quirements	Internal	Audit	together	with	legal	council	should	be	involved	in	drawing	

up	a	company-wide	document	retention	policy	that	considers	legal	requirements	

for	document	retention	and	information	exchange.

he	following	diagram	gives	a	general	overview	of	Internal	Audit’s	possible	tar-

get	groups	as	explained	above.

HIntS	AnD	tIPS	 ;

•	 Auditors	should	test	each	process	step	along	the	Audit	Roadmap	for	 involve-

ment	of	the	relevant	target	groups	and	ensure	that	all	the	necessary	information	

is	available	and	all	parties	concerned	have	been	adequately	informed.

other	external	
Cooperation	Partners

other	external	
Cooperation	Partners

other	target	Groupsother	target	Groups

General	overviewGeneral	overview

Internal External Other

GIAS target groups

professional	associations

Fig. 13  GIAS	Target	Groups



101

5.5	 Structure	and	Content	of	the	Audit	Universe

Key	PoIntS	 •••

•	 Internal	Audit	possesses	a	vast	array	of	knowledge.	Pooling	this	knowledge	in	

a	comprehensive	system	results	in	an	audit	universe	that	comprises	the	process	

model,	audit	content,	indings	and	recommendations,	key	performance	indica-

tors,	and	documentation	components.

•	 he	process	model	and	the	audit	content	deal	with	the	methodology	and	con-

tent-related	design	of	audits.

•	 In	the	broadest	sense,	indings/recommendations	and	key	performance	indica-

tors	are	used	for	evaluating	and	analyzing	audits	of	any	dimension	or	period.

•	 Documentation	of	audits	guarantees	a	fully	compliant	audit	approach	by	creat-

ing	primary	documents	(i.e.,	documents	directly	related	to	audit	objects)	as	well	

as	secondary	documents	that	provide	additional	information	available.

•	 he	next	step	that	follows	a	deinition	of	the	audit	universe	is	the	creation	of	an	

audit	portal	as	part	of	an	integrated	audit	management	solution.

he	audit	universe,	as	deined	at	SAP,	is	the	entirety	of	all	practice-related,	all	the-

ory-based,	and	conceptual	approaches	for	internal	audit	services.	his	deinition	is	

broader,	than	the	one	commonly	used	in	the	internal	auditing	literature.	It	is	in	our	

opinion	important	to	develop	a	thorough	understanding	of	audit	and	communica-

tions	options,	before	audit	approaches	and	means	for	results	communication	should	

be	deined.	Components	of	 the	audit	universe	as	deined	at	SAP	are	 the	process	

model,	the	audit	content,	indings	and	recommendations,	key	performance	indica-

tors,	and	documentation.	he	aim	of	this	broad	deinition	is	to	show	that	diferent	

aspects	of	internal	auditing	combine	into	a	comprehensive,	harmonious	system.	As	

shown	below,	all	aspects	have	meaningful	relations	with	each	other	and	are	impor-

tant	in	describing	in	detail	an	individually	adaptable	approach	that	yields	uniformly	

high	quality	audit	results	for	a	global	audit	department.	

he	aim	of	SAP’s	audit	universe	is	to	provide	a	comprehensive	documentation	

of	 tasks	 and	 requirements	 for	 Internal	 Audit.	 his	 includes	 descriptive	 elements	

such	as	an	audit	handbook	and	a	Charter	adopted	by	the	Executive	Board,	plus	the	

entire	Audit	Roadmap	documentation,	including	all	standard	templates.	In	addi-

tion	to	the	primary	audit	documentation,	all	secondary	documentation	of	upstream	

and	downstream	areas	must	also	be	included.	his	comprises	all	policies	and	guide-

lines	set	by	the	Executive	Board	and	other	management	levels,	plus	detailed	work	

instructions	 of	 operational	 units.	 Another	 important	 area	 is	 the	 comprehensive	

documentation	 of	 processes,	 including	 all	 information	 on	 internal	 controls,	 risk	

assignment,	 and	 inancial	 accounts.	 his	 documentation	 might	 be	 linked	 to	 the	

internal	 control	 management	 tool	 which	 is	 used	 for	 the	 SOX	 processes.	 Further	

documentation	 that	 should	be	 included	 is	quality	guidelines	of	 individual	 areas,	

external	quality	guidelines,	and	any	audit-relevant	laws,	directives,	and	statutes.	All	

secondary	documentation	should	be	linked	electronically	with	the	audit	universe.
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he	structure	of	the	audit	universe	is	complex,	since	it	integrates	diferent	aspects.	

Detailed	information	relating	to	each	area	is	provided	in	the	subsequent	chapters.	

At	this	stage	we	will	only	provide	a	general	overview	of	the	structure.

he	main	addressees	of	the	audit	universe	are	all	Internal	Audit	employees	and	

managers.	In	addition,	all	members	of	corporate	management	and	the	Audit	Com-

mittee,	plus	the	parties	involved	in	particular	audits	and	their	management,	may	be	

considered	users.	he	audit	universe	also	provides	a	comprehensive	source	of	infor-

mation	on	ieldwork	to	all	interested	colleagues,	managers,	or	even	external	part-

ners,	provided	that	the	applicable	access	restrictions	are	observed.

he	audit	universe	breaks	down	into	the	following	main	components:	the	Audit	

Roadmap,	 the	 knowledge	 database,	 documentation,	 and	 the	 fundamentals.	 he	

process	model	is	a	method-based	approach.	he	design	of	the	Audit	Roadmap	re-

lects	the	dynamic	character	of	this	multi-phase	model.	It	 is	 important	to	ensure	

that	all	procedural	and	documentation-based	approaches	and	content	at	any	level	

of	detail	are	available	as	standard	reference	for	audits.	he	use	of	standard	methods	

guarantees	 that	all	audits	with	 their	 respective	content	are	based	on	a	consistent	

procedural	model.

he	above	is	closely	related	to	developing	Scopes	(see	Section	A,	Chapter	5.3).	

Scopes	deine	standards	and	are	available	in	advance	to	provide	guidance	for	most	

audits.	Scopes	ensure	that	standard	methods	are	used	in	conjunction	with	standard	

content	in	most	audits,	allowing	for	a	high	degree	of	eiciency	gains	during	ield-

overviewoverview
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work.	 Individual	adjustments	and	additions	will,	however,	be	necessary	 for	each	

audit.	Such	adaptations	are	usually	made	in	the	work	program.	If	it	is	not	possible	

to	relate	the	audit	to	standardized	Scopes,	a	Scope	may	be	created	incrementally.	

Alternatively,	a	Scope	that	is	closest	to	the	requirements	of	the	speciic	audit	may	be	

adapted.	If	 the	Scope	can	be	reused,	 it	can	be	submitted	as	a	standard	for	future	

audits.

Findings	and	recommendations	made	during	audits	 form	an	 important	basis	

for	 further	 steps	 in	 the	 audit	 process,	 e.g.,	 follow-ups.	 However,	 all	 information	

gained	during	an	audit	and	follow-up	work	can	also	be	used	to	pursue	other	objec-

tives.	For	instance,	such	data	can	be	used	for	performance	measurement,	to	provide	

information	on	the	eiciency	of	audits	and	the	implementation	of	the	indings	in	

the	organization.	Information	on	indings	and	recommendations	can	also	be	incor-

porated	in	a	knowledge	database.	Such	a	database	can	be	useful	to	document	ind-

ings	and	implementation	measures	with	regard	to	recommendations.	It	could	also	

be	employed	to	develop	optimized	process	solutions	and	KPI	structures.	Database	

models	can	help	analyze	data	using	a	variety	of	diferent	criteria.	Findings	and	rec-

ommendations	 can	 be	 updated	 in	 sequence,	 which	 allows	 tracking	 their	 signii-

cance	and	frequency	over	time.

A	database	of	indings	and	recommendations	could	form	the	collective	basis	for	

any	 key	 performance	 indicator	 analysis,	 which	 allows	 comparing	 diferent	 as-is	

situations	and	their	measurement	against	ideal	or	to-be	situations.	KPI	analysis	can	

be	used	to	measure	Internal	Audit’s	performance,	to	perform	proitability	analyses	

for	individual	audit	objects,	and	to	compile	summary	reports	on	all	audited	units	

over	a	certain	period.	A	database	also	allows	performing	time-series	analysis	using	

statistical	tools	and	generating	forecasts	(e.g.,	how	many	indings	are	expected	for	a	

certain	audit	volume).	his	information	can	be	used	to	identify	trends	regarding	a	

company’s	 quality	 awareness	 and	 to	 determine	 on	 this	 basis	 quality-enhancing	

measures	by	introducing	appropriate	organizational	structures.	All	such	arithmetic	

and	statistical	algorithms	should	be	included	in	the	audit	universe.

he	 audit	 universe	 manifests	 itself	 in	 a	 comprehensive	 data	 and	 information	

pool.	his	pool	is	not	for	the	exclusive	use	of	Internal	Audit.	It	should	be	made	ac-

cessible	to	all	employees	and	parties	involved	in	the	audit	as	well.	To	ensure	safe-

guarding	of	conidential	information,	access	authorization	rules	should	be	imple-

mented.	Keyword	indices	and	direct	access	via	any	search	item	are	as	essential	in	

designing	the	database	as	are	comprehensive	links	between	information	in	the	da-

tabase.	As	part	of	an	internet	application,	the	audit	universe	can	provide	access	to	

any	amount	of	external	 information,	e.g.	 from	conferences	or	audit	 institutes.	 In	

addition,	 the	audit	universe	can	be	used	on	an	anonymized	basis	 to	support	 the	

exchange	of	information	between	companies.

An	advanced	version	of	an	electronic	audit	universe	could	take	on	the	form	of	

an	 audit	 portal,	 which	 is	 a	 networked	 internal	 audit	 application.	 Such	 a	 portal	

should	 be	 an	 important	 component	 of	 an	 even	 more	 extensive	 corporate	 gover-

nance	or	compliance	portal,	which	contains	a	company’s	overall	compliance	sys-
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tem.	In	an	ever	more	dynamic	business	world,	there	is	an	increasing	need	to	make	

use	of	this	type	of	fully	integrated	information	platforms.	It	is	the	fastest	and	most	

eicient	way	to	supplement	Internal	Audit’s	knowledge	and	insights	with	additional	

facts	and	information	and	deliver	it	to	the	units	concerned.

HIntS	AnD	tIPS	 ;

•	 Assess	all	information	with	regard	to	its	signiicance	for	Internal	Audit	and	with	

a	view	to	inclusion	in	the	audit	universe.

•	 Establish	before	each	audit	whether	and	to	what	extent	there	is	information	rel-

evant	to	the	audit	in	the	audit	universe.

•	 Exchange	information	with	colleagues	and	external	parties	about	the	quality	of	

the	audit	universe	and	the	data	stored	there	so	that	suggestions	and	improve-

ments	can	be	incorporated	in	the	audit	universe	on	an	ongoing	basis.

•	 To	ensure	that	a	comprehensive	information	system	is	user-friendly,	it	is	neces-

sary	to	tailor	content,	IT	and	system	support	to	diferent	user	groups.

LInKS	AnD	ReFeRenCeS	 e
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5.6	 Audit	Challenges	in	the	Global	Corporate	Environment

5.6.1	 Basis	of	an	International	Orientation

Key	PoIntS	 •••

•	 Internal	Audit	should	endeavor	to	balance	the	interests	of	all	parties	involved	in	

an	audit.

•	 In	case	of	conlicts	of	interest,	it	is	important	for	auditors	to	adopt	an	impartial	

position	and	seek	guidance	from	audit	management.

•	 To	 build	 trustful	 long	 term	 cooperation,	 diferences	 in	 cultural	 backgrounds	

should	be	considered	when	announcing	audit	indings.

Internal	Audit	faces	special	challenges	in	a	global	environment.	he	irst	of	these	

challenges	is	the	position	of	Internal	Audit	within	the	organization.	he	fact	alone	

that	 GIAS	 reports	 administratively	 to	 the	 CEO	 necessitates	 great	 care	 in	 how	 it	

deals	with	this	“direct	line	of	information.”	Internal	auditors	should	not	derive	any	

tangible	or	formal	advantages	from	their	relationship	with	the	CEO	and	the	Execu-

tive	Board.	At	an	international	level,	this	perception	may	be	further	exacerbated	by	

cultural	 diferences.	 he	 relationship	 of	 the	 international	 subsidiaries	 with	 com-

Internal	Position	Internal	Position	
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pany	headquarters	is	a	determining	factor	in	how	much	attention	is	being	paid	to	

Internal	Audit.	his	assessment	 is	considerably	reinforced	by	 the	audit	mandate,	

which	deines	the	remit	of	Internal	Audit.	he	mandate	authorizes	the	department	

to	 conduct	 audits.	 Internal	 Audit	 must	 use	 these	 powers	 very	 carefully.	 neither	

threats	nor	hastily	scheduled	audits	are	appropriate	means	of	achieving	objectives	

or	getting	decisions	approved.	he	fact	that	Internal	Audit	has	an	unrestricted	audit	

mandate	should	not	play	a	role	in	day-to-day	work	or	discussions,	and	the	use	of	

these	powers	should	be	limited	to	exceptional	circumstances.

Internal	Audit	is	oten	involved	in,	or	at	least	afected	by,	conlicts	of	interest.	It	

is	of	utmost	importance	for	auditors	to	adopt	an	impartial	position	in	such	cases.	

Even	if	that	may	possibly	put	them	at	a	disadvantage	in	their	eforts	to	obtain	infor-

mation,	strict	impartiality	is	absolutely	essential.	his	does	not	mean	that	Internal	

Audit	cannot	make	use	of	informal	sources	or	communication	channels.	Informal	

sources	are	oten	crucial	in	obtaining	important	information.	To	ind	the	right	bal-

ance	between	relying	on	formal	and	informal	sources,	particularly	internationally,	

is	a	signiicant	challenge	for	each	individual	auditor	and	for	the	managers	respon-

sible.	

Maintaining	 impartiality	 and	 balancing	 sources	 is	 closely	 related	 to	 Internal	

Audit’s	continuous	eforts	to	balance	the	interests	of	all	parties	involved	in	an	audit.	

Internal	Audit	depends	on	an	interactive	low	of	information.	Hence,	the	informa-

tion	obtained	may	only	be	used	proactively	 for	audits,	not	 to	obtain	any	kind	of	

advantage.	Such	a	restriction	is	important	because	even	the	hint	that	Internal	Audit	

may	be	 taking	advantage	of	 information	must	be	avoided.	Under	global	aspects,	

this	challenge	takes	on	a	special	signiicance	because	the	diferent	cultural	groups	

among	which	Internal	Audit	works	have	very	diferent	ways	of	conducting	busi-

ness.	he	auditors’	independence	must	not	be	jeopardized.

Another	special	aspect	of	a	global	corporate	environment	is	the	increasing	speed	

and	 frequency	 of	 changes	 mentioned	 earlier	 (see	 Section	 A,	 Chapter	 2.1).	 In	 re-

sponse	to	that,	the	planning	of	an	audit	should	be	based	on	sound	knowledge,	al-

though	the	current	speed	of	change	oten	makes	it	very	hard	to	be	up	to	date	at	all	

times.	However,	mastering	this	challenge	has	almost	come	to	be	expected	of	Inter-

nal	Audit.	Bringing	together	know-how	from	diferent	sources	is	essential	in	build-

ing	the	audit	skills	and	audit	expertise	necessary	to	deal	with	a	high	audit	density	

and	a	large	number	of	diferent	audit	topics.	Possessing	the	necessary	expertise	and	

competence	will	help	internal	auditors	gain	acceptance	within	the	company.

he	way	audit	indings	are	addressed	is	critical	in	ensuring	that	Internal	Audit	is	

accepted	by	all	parties.	Although	auditors	have	to	apply	a	certain	amount	of	sensi-

tivity,	they	also	have	to	address	and	track	audit	indings	with	rigor.	Auditors	must	

never	present	the	indings	from	a	position	of	condescension,	but	aim	to	reach	gen-

eral	agreement.	Establishing	and	communicating	audit	indings	carries	a	great	po-

tential	for	conlict.	It	is	therefore	important	that	all	involved	parties	do	their	utmost	

to	separate	the	factual	from	the	personal	level.	To	build	long	term	trustful	coopera-
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tion,	diferent	cultural	backgrounds	have	to	be	taken	into	consideration	when	an-

nouncing	audit	indings.	his	relates	not	only	to	the	inding	itself,	but	also	to	the	

way	in	which	it	is	communicated,	i.e.,	whether	meetings	are	held	only	with	the	au-

ditees,	or	if	line	managers	are	present,	whether	extensive	discussions	take	place,	and	

how	audit	indings	are	documented.

LInKS	AnD	ReFeRenCeS	 e

•	 O’REGAn,	D.	2001.	Auditing International Entities: A Practical Guide to Objectives, Risks, 

and Reporting.	Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.

5.6.2	 Overview	of	Global	Challenges

Key	PoIntS	 •••

•	 Internal	audit	departments	that	work	on	a	global	 level	have	to	master	a	 large	

number	of	diferent	external	and	internal	challenges.

•	 he	external	factors	may	be	taken	into	account	either	by	applying	external	rules	

or	speciic	internal	guidelines	and	principles.

•	 he	 internal	 global	 challenges	 afect	 the	 structures	 and	 processes	 of	 Internal	

Audit	in	almost	all	areas.	Decentralization	aspects	have	to	be	considered	in	this	

context.

•	 Audits	of	outsourced	corporate	functions	particularly	in	cross-border	units	are	a	

signiicant	addition	to	the	tasks	of	a	globally	active	internal	audit	department.

his	chapter	addresses	the	complexity	of	international	challenges	that	global	com-

panies	and	global	internal	audit	departments	face.	Such	challenges	can	be	broken	

down	into	two	groups,	which	are	external	and	internal	challenges.

he	main	external	challenges	are:

•	 Environments	with	diferent	 infrastructural	characteristics,	varying	economic	

policies	 and	 diverse	 cultures,	 social	 landscapes,	 and	 mentalities:	 hese	 fac-

tors	are	taken	into	consideration	by	creating	an	appropriate	company-political	

framework	and	by	setting	suitable	employment	contract	standards	and	codes	of	

conduct.

•	 Diferent	local	languages:	his	problem	is	addressed	by	maintaining	a	standard-

ized	terminology	throughout	the	company	and	by	using	an	internationally	ac-

cepted	working	language	(e.g.,	English).

•	 Diferent	jurisdictions,	individual	guidelines,	compliance	principles,	and	difer-

ent	statutes	and	articles	of	incorporation	for	Internal	Audit:	hese	diferences	

are	relected	in	general	legal	principles,	inancial	legislation,	standards,	guide-

lines,	and	audit	statutes.	he	problem	is	addressed	by	providing	access	to	com-

petent	advisors	and	by	making	this	information	available	to	employees.	

Complexity	of	Global	
Challenges

Complexity	of	Global	
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he	main	internal	challenges	and	how	they	are	met	are:

•	 Heterogeneous	 audit	 landscapes	 which	 are	 addressed	 by	 using	 global	 audit	

structures,	 a	 global	 distribution	 of	 tasks,	 and	 a	 globally	 standardized	 process	

model.

•	 Decentralized	management	 structures	must	be	 relected	 in	 suitable	 reporting	

lines	for	audit	reports,	appropriate	escalation	paths,	globally	organized	informa-

tion	and	communication	lows,	and	a	globally	based	benchmarking	system.

•	 he	only	suitable	response	to	regionally	speciic	audit	requirements	is	a	compre-

hensive	Internal	Audit	product	and	service	portfolio	and	cooperation	with	all	

other	auditing	units.

•	 Regional	diferences	in	business	practices	have	to	be	balanced	by	implement-

ing	policies	and	guidelines,	global	compliance	strategies,	by	harmonizing	audit	

procedures,	and	by	integrating	risk	management.

•	 he	response	to	regionally	diferent	requirements	in	terms	of	professional	and	

social	qualiications	of	auditors	is	globally	aligned	career	planning	and	a	glob-

ally	standardized	career	path	in	Internal	Audit.

•	 An	 appropriate	 organization	 of	 internal	 processes	 (e.g.	 distributing	 audit	 an-

nouncements,	organizing	the	audit,	distributing	audit	reports,	as	well	as	com-

piling	the	annual	audit	plan	and	determining	budget	igures)	can	help	counter	

efects	of	a	decentralized	Internal	Audit	structure.

•	 Diferent	IT	structures	can	be	overcome	by	implementing	a	process-based	cen-

trally	organized	or	decentralized	IT	landscape	and	an	internet-based	audit	por-

tal.

•	 he	risk	of	individual	and	therefore	diverging	audit	interpretations	in	individual	

regions	can	be	reduced	with	comprehensive	documentation	in	an	audit	hand-

book.

here	are	other	global	requirements	that	a	global	internal	audit	department	has	to	

master.	Due	to	the	dynamic	environment,	these	requirements	are	subject	to	con-

stant	change.	Examples	include:

•	 peer	reviews	and	audit	surveys,

•	 cooperation	models,	e.g.,	with	external	auditors,

•	 special	global	process	models,	e.g.,	for	fraud	or	information	technology,

•	 global	responsibility	for	topics	in	the	context	of	Scopes,

•	 global	management	conferences	(where	conidentiality	must	be	guaranteed),

•	 global	proit	center	organization,

•	 global	structures	for	regular	meetings	and	discussions,

•	 global	training	programs,

•	 global	diversity,	and

•	 global	initiatives	and	internal	projects.

Another	focus	with	regard	to	globalization	may	be	the	audit	of	outsourced	units.	

Increasing	globalization	means	that	services	are	oten	outsourced	internationally,	
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and	the	outsourced	units	may	be	linked	to	the	organization	in	diferent	ways	(rang-

ing	from	complete	third-party	relationships	through	shared	service	centers	to	out-

sourcing	to	a	subsidiary	or	partner).	he	challenge	lies	in	Internal	Audit’s	ability	to	

conduct	international	audits	across	companies.	he	particular	feature	of	such	au-

dits	is	that	cooperation	on	business	processes	may	include	outsourced	units	as	well	

as	units	within	the	company.	his	means	that	processes,	accounting	systems,	infor-

mation	 technology,	 etc.	 may	 have	 to	 be	 audited	 across	 company	 and	 country	

boundaries.	 Audits	 across	 such	 boundaries	 may	 entail	 diferent	 time	 zones	 and	

multicultural	interests,	which	means	that	many	of	the	internal	and	external	chal-

lenges	listed	above	particularly	apply	to	these	types	of	audits.

HIntS	AnD	tIPS	 ;

•	 Auditors	must	inform	themselves	about	the	country	in	which	the	audit	is	to	be	

conducted.

•	 It	is	important	to	get	as	much	information	as	possible	about	how	Internal	Audit	

is	perceived	in	a	certain	culture.

•	 It	is	a	good	idea	to	establish	personal	contacts	before	an	audit.

•	 Do	not	try	to	work	against	the	culture	of	the	country	during	the	audit.
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5.7	 GIAS	Integration	Model

Key	PoIntS	 •••

•	 he	GIAS	integration	model	is	intended	to	help	observe	all	important	and	nec-

essary	framework	parameters	and	assignments	during	each	audit.

•	 Based	on	the	relevant	phase	of	the	Audit	Roadmap,	the	necessary	service	types	

have	to	be	identiied,	and	based	on	that,	the	audit	ields,	cooperation	partners,	

and	the	information	to	be	exchanged	have	to	be	deined.

•	 Although	GIAS	follows	an	independent	audit	process,	it	is	ultimately	integrated	

into	the	overall	business	activities.

he	main	disciplines	of	Internal	Audit	interact	with	each	other.	hese	interactions	

are	the	focus	of	the	GIAS	integration	model	shown	below.	note	that	permanent	and	

Basis	of	the	GIAS	
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even	inevitable	relationships	exist	within	the	levels.	here	may	be	a	number	of	de-

pendencies	between	the	individual	levels,	which	have	to	be	taken	into	account	as	

fully	as	possible	during	the	entire	audit	process.

he	audit	process	is	at	the	core	of	the	GIAS	integration	model,	as	represented	by	the	

inner	circle.	 It	 is	standard	procedure	for	each	audit	 that	each	phase	of	 the	Audit	

Roadmap,	as	mapped	in	the	ring	around	the	“audit	process,”	is	completed	in	full.	

Exceptions	from	this	rule	occur	in	ad-hoc	audits	or	services,	but	such	exceptions	

require	express	consultation	with	those	responsible	and	must	be	thoroughly	docu-

mented	with	reasons	why	such	an	exception	occurred.

he	content	of	each	activity	of	a	phase,	or	each	phase	in	its	entirety,	is	aimed	at	

certain	Internal	Audit	service	types	as	included	in	the	next	level	of	the	diagram.	It	

is	also	possible	to	bundle	elements	of	diferent	service	types	in	one	phase.	For	ex-

ample,	even	if	the	planning	and	preparation	phase	is	for	an	audit	only,	audit	activi-
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ties	can	later	be	changed	into	a	review,	or	a	review	can	be	added	(Section	A,	Chapter	

7.2.3	explains	the	diference	between	an	audit	and	a	review).

In	turn,	each	GIAS	service	type	is	related	to	the	next	level,	which	is	the	main	

audit	ields	(see	Section	A,	Chapter	6.2).	his	means	that,	in	the	course	of	a	year,	one	

or	several	audits,	preliminary	 investigations,	 reviews	etc.	can,	and	normally	will,	

take	place	in	all	audit	ields.

However,	many	audits	do	not	relate	to	only	one	audit	ield	but	may	include	ele-

ments	from	two	or	even	more	ields,	which	can	lead	to	an	increase	in	the	complex-

ity	of	audits.	For	example,	it	is	oten	diicult	to	separate	inancial	from	operational	

audits.	Fraud	and	management	audits	are	also	oten	intermingled	with	other	audit	

ields.	If	such	overlapping	occurs,	it	may	be	possible	to	combine	diferent	sub-audit	

requests	into	a	single	general	audit.

he	complexity	of	the	GIAS	integration	model	increases	further	if	the	last	level,	

which	is	the	parties	afected	by	the	audit,	is	included	in	the	analysis.	Some	of	these	

company	units	perform	operational	activities,	such	as	global	initiatives	for	intro-

ducing	and	monitoring	new	products	or	services.	But	they	also	perform	audit-re-

lated	activities,	either	as	part	of	their	operational	duties	or	separately,	e.g.,	quality	

management.

Two	conclusions	become	obvious	when	looking	at	the	outer	levels	of	the	GIAS	

integration	model:

•	 Internal	 Audit’s	 mandate	 to	 conduct	 independent	 and	 comprehensive	 audits	

does	not	change.	Ultimately,	all	other	corporate	units	are	primarily	part	of	their	

own	organizational	units,	and	the	way	they	work	is	strongly	inluenced	by	their	

practical	needs	and	tasks.	Internal	Audit,	by	contrast,	has	to	detach	itself	from	

all	unit-related	preferences	and	views	to	be	able	to	act	from	a	perspective	that	

considers	the	company	in	its	entirety.

•	 nevertheless,	Internal	Audit	is	still	interrelated	with	other	corporate	units	and	

in	 many	 respects	 it	 is	 necessary	 for	 Internal	 Audit	 to	 consult	 and	 exchange		

views	with	them.	his	may	relate	to	various	issues,	such	as	identifying	audit	focus		

areas	or	avoiding	redundancies	and	incorrect	 interpretations	 in	the	organiza-

tion.

Auditors	and	GIAS	managers	must	never	lose	sight	of	the	network	of	interrelations	

between	the	individual	levels	shown	above.	Ultimately	it	is	the	right,	individual	mix	

of	audit	phase,	service	type,	audit	ield	(and	thus	audit	content),	as	well	as	the	coop-

eration	partners	that	allows	Internal	Audit	to	categorize	all	the	requirements	it	faces	

in	a	clear	system.	If	a	level	is	let	out,	the	work	may	be	incomplete	or	contain	er-

rors.

HIntS	AnD	tIPS	 ;

•	 Before	starting	their	activities,	auditors	have	to	plan	the	structure	of	their	ap-

proach	on	the	basis	of	the	GIAS	integration	model.

Relation	to	Audit	FieldsRelation	to	Audit	Fields
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5.8	 Identifying	Audit-Relevant	Facts

Key	PoIntS	 •••

•	 Audit	requests	or	 leads	have	to	be	analyzed	to	determine	whether	audit	steps	

or	other	 internal	audit	 services	are	necessary,	or	whether	 the	 issue	should	be	

referred	to	other	departments.	his	decision	can	oten	be	made	with	the	help	of	

a	few	key	questions.

•	 If	Internal	Audit	is	found	to	be	responsible	for	the	audit	request	or	lead,	it	has	

to	be	determined	whether	the	audit	should	be	conducted	exclusively	by	Internal	

Audit,	or	in	cooperation	with	other	departments.

For	audits	outside	of	the	annual	audit	plan,	the	irst	step	is	to	examine	whether	the	

issue	in	question	really	is	a	matter	for	Internal	Audit.	If	so,	then	Internal	Audit	must	

decide	whether	to	start	with	a	pre-investigation	(see	Section	A,	Chapter	7.2.2)	or	an	

audit.	A	useful	option	is	to	conduct	a	review	irst	(see	Section	A,	Chapter	7.2.3).	he	

basic	 questions	 are	 whether	 the	 issue	 warrants	 an	 audit,	 which	 kind	 of	 audit	 or	

other	service	should	be	considered,	and	whether	Internal	Audit	is	the	appropriate	

unit	 to	 handle	 the	 task.	 In	 addition,	 Internal	 Audit	 should	 establish	 whether	 it	

would	be	useful	to	cooperate	with	other	internal	parties	or	even	with	external	par-

ties,	such	as	law	enforcement	(see	Section	D,	Chapter	2	for	cooperation	options).	If	

there	is	doubt	about	what	course	of	action	to	take,	it	may	be	expedient	to	submit	a	

separate	audit	request,	which	is	then	oicially	assessed	and	processed	accordingly.	

If	the	issue	does	not	meet	the	criteria	for	an	audit,	this	conclusion	must	be	docu-

mented.	If	appropriate,	the	issue	has	to	be	referred	to	another	department	and	the	

Board	must	be	informed.

To	warrant	an	audit,	at	least	one	of	the	following	criteria	has	to	be	met:

•	 here	is	a	direct	Board	responsibility,	 for	example	if	Board	policies	may	have	

been	contravened.

•	 here	is	reason	to	assume	that	important	internal	controls	are	being	infringed	

or	are	not	in	place.

•	 here	has	been	infringement	of	responsibilities,	and	this	afects	the	accuracy	of	

inancial	statement	reporting	or	reporting	on	internal	controls	(see	Section	D,	

Chapter	14	for	more	information	on	this	problem).

•	 here	is	suicient	reason	to	suspect	fraud.

•	 here	 is	 a	 reasonable	 suspicion	 that	 there	 is	 a	 signiicant	 risk	 relevant	 to	 the	

company.

Although	it	is	certainly	possible	to	make	company	or	sector	speciic	additions	to	

this	list,	the	above	criteria	give	an	initial	idea	of	whether	or	not	the	issue	in	question	

requires	further	Internal	Audit	scrutiny.	If	it	is	not	possible	to	resolve	this	question	

conclusively,	an	informal	search	for	leads	or	an	oicial	pre-investigation	should	be	

started	to	provide	certainty	as	to	whether	Internal	Audit	has	to	get	involved.

Audits	outside		
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In	deciding	this	issue,	it	may	also	be	useful	to	consult	with	other	departments	or	

functions	within	the	company	and	to	clarify	their	responsibility.	he	possibility	of	

cooperation,	for	example	with	the	human	resources	department	or	the	legal	depart-

ment,	must	also	be	considered.

If	other	parties	are	to	participate	in	an	audit,	it	should	be	discussed	and	docu-

mented	at	the	beginning	which	party	performs	which	tasks.	he	assignment	is	nec-

essary	to	clarify	responsibilities	and	to	help	Internal	Audit	maintain	its	 indepen-

dence.	he	indings	of	all	parties	should	be	included	as	audit	indings	in	the	report	

compiled	by	Internal	Audit.	However,	it	has	to	be	decided	on	a	case-by-case	basis	to	

what	extent	these	other	parties	also	make	their	own	recommendations.	Diferent	

reports	or	a	report	with	input	from	diferent	groups	should	not	contain	any	incon-

sistencies.	Reports	that	are	shared	with	outside	parties,	such	as	external	auditors,	

have	to	be	checked	with	particular	rigor	for	inconsistencies.	

A	 minimum	 of	 consultation	 and	 coordination	 will	 be	 achieved	 if	 the	 parties	

mentioned	 in	 the	diagram	below	report	audit-relevant	matters	 to	 Internal	Audit	

(for	details,	see	Section	D,	Chapter	2),	either	spontaneously	as	necessary	or,	prefer-

ably,	as	part	of	a	regular	information	exchange.	his	may	create	problems	in	par-

ticular	for	global	corporations,	because	such	corporations	have	multiples	of	some	

departments,	for	example	several	legal	or	human	resources	departments.	For	this	

reason,	the	consultation	process	between	Internal	Audit	and	other	departments	has	

ConsultationConsultation
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to	be	examined	from	a	global	perspective	as	well.	Internal	Audit	therefore	faces	the	

challenge	of	always	applying	the	same	benchmarks	when	identifying	and	clarifying	

the	facts	of	an	audit	and	when	assigning	responsibilities.

HIntS	AnD	tIPS	 ;

•	 If	 Internal	Audit	 employees	 receive	 information	personally,	 they	irst	have	 to	

ascertain	its	validity.	If	appropriate,	they	should	ask	for	written	conirmation.

•	 As	a	rule,	all	 leads	have	 to	be	 taken	seriously.	 Internal	Audit	employees	have	

an	obligation	to	report	any	instances	when	they	receive	information,	at	least	to	

audit	management.

LInKS	AnD	ReFeRenCeS	 e

•	 InSTITUTE	OF	InTERnAL	AUDITORS.	2001.	Practice Advisory 2050-1: Coordination.	

Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.

Conceptual	Basis	of	Internal	Audit

Fundamental	Principles	of	the	GIAS	Approach

Identifying	Audit-Relevant	Facts

A	|	5	|	5.8





114

6	 Audit	Methods
6.1	 Content	Determinants	and	Formal	Determinants

Key	Points	 •••

•	 Internal	Audit	uses	a	variety	of	content	determinants	and	formal	determinants	

to	identify	the	appropriate	audit	method	to	use	for	a	speciic	engagement.

•	 Content	determinants	include	the	audit	ields	and	the	audit	approaches.

•	 Formal	determinants	include:	the	audit	category,	type,	and	status	of	the	audit	

within	the	audit	cycle.

•	 hus	audit	methods	are	characterized	by	a	framework	of	standard	parameters,	

which	allows	auditors	to	treat	diferent	audits	according	to	standard	rules.	In-

dividual	 criteria	 may	 be	 added	 to	 the	 predeined	 standard	 parameters	 at	 any	

time.

When	planning	an	audit,	Internal	Audit	must	consider	several	important	factors	to	

determine	the	appropriate	audit	method	to	use.	Chapter	6	provides	an	overview	of	

the	determinants	on	which	audit	methods	are	based.	Additional	factors	for	deter-

mining	the	audit	method	may	be	needed.	hese	factors	include	the	period	perspec-

tive	and	the	distinction	between	set	and	freely	selectable	audit	content.	hese	other	

determinants	are	described	in	Section	C,	where	the	individual	audit	ields	are	dis-

cussed.

For	identifying	the	appropriate	audit	methods	to	be	used,	SAP	internal	auditors	

consider	 several	 important	 content	 determinants	 and	 formal	 determinants.	 he	

content	determinants	of	an	audit	method	are	described	irst,	followed	by	the	formal	

determinants.	 Content	 determinants	 include	 the	 audit	 ields	 and	 the	 audit	 ap-

proaches.

At	SAP,	the	audit	universe	is	divided	into	six	audit	ields	(for	more	information	

on	audit	ields	refer	to	Section	A,	Chapter	6.2.1):	

•	 management	audits,

•	 operational	audits,

•	 inancial	audits,

•	 IT	audits,

•	 fraud	audits,	and

•	 business	audits.

In	principle,	each	audit	ield	listed	above	has	the	same	signiicance	to	Internal	Au-

dit,	as	each	is	exposed	to	core	business	risks.	hese	risks	are	measured	by	assessing	

the	individual	risks	as	part	of	the	annual	audit	planning	(see	Section	D,	Chapter	

3.1.2)	and	are	monitored	during	the	iscal	year	through	the	risk	management	pro-

cess.	hus,	there	may	be	a	diferent	number	of	individual	audits	required	for	each	

audit	ield	as	determined	by	the	annual	risk	assessment.

overviewoverview

Content	DeterminantsContent	Determinants

Audit	FieldsAudit	Fields

importance		
of	the	Audit	Fields

importance		
of	the	Audit	Fields
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he	content	of	audits	is	determined	not	only	by	the	audit	ields	but	also	by	the	

audit	approaches	that	the	internal	auditors	use	(see	Section	A,	Chapter	6.3	for	de-

scriptions	of	each	audit	approach).	he	diferent	approaches	are	as	follows:

•	 risk-based	audit	approach,

•	 system-based	audit	approach,

•	 transaction-based	audit	approach,

•	 compliance-based	audit	approach,	and

•	 results-based	audit	approach.

Each	audit	ield	has	its	own	set	of	speciic	attributes,	thus	the	emphasis	of	the	audit	

method	 is	 diferent	 in	 each	 case.	 herefore,	 audit	 approaches	 can	 generally	 be	

aligned	with	the	speciic	audit	ields,	and	standardized	combinations	can	be	created	

for	audit	methods	(for	more	information	see	Section	A,	Chapter	6.3).	he	correla-

tion	 identiied	 between	 audit	 ield	 and	 audit	 approach	 thus	 creates	 a	 guidance	

framework	 for	 conducting	 audits,	 which	 allows	 auditors	 to	 quickly	 establish	 the	

individual	audit	steps	required.

In	addition	to	content	determinants,	an	audit	method	is	also	shaped	by	formal	

determinants.	hey	include	audit	category,	audit	 type,	and	audit	cycle.	he	audit	

categories	are	local,	regional,	and	global	audits	(see	Section	A,	Chapter	6.4).	he	

audit	typology	deines	audits	as	standard,	special,	or	ad-hoc	audits	(see	Section	A,	

Chapter	6.5).	he	audit	cycle	generally	consists	of	the	basic	audit,	a	status	check,	

and	(up	to	two)	follow-up	audits	(see	Section	A,	Chapter	6.6).

By	 combining	 the	 audit	 determinants	 into	 a	 consolidated	 approach,	 Internal	

Audit	 is	 able	 to	 establish	 the	 inal	 design	 of	 the	 particular	 audit	 method	 to	 use.	

hus,	for	each	speciic	audit,	the	auditors	must	consider	the	following	factors:

•	 assignment	to	an	audit	ield,

•	 audit	approach,

•	 audit	category,

•	 audit	type,	and

•	 audit	cycle	status.

he	 special	 characteristics	 of	 each	 formal	 determinant,	 in	 combination	 with	

the	 content	 determinants,	 allow	 Internal	 Audit	 to	 identify	 the	 appropriate	 audit	

method.	For	example,	assume	Internal	Audit	is	planning	a	routine	audit	of	the	pur-

chasing	process	at	a	regional	shared	service	center	and	will	examine	various	pur-

chase	transactions	to	determine	whether	the	controls	are	working	efectively.	he	

auditors	 must	 deine	 each	 of	 the	 determinants	 when	 identifying	 the	 appropriate	

audit	method	to	use,	as	follows:	

•	 audit	ield:	operational,

•	 audit	approach:	transaction-based,

•	 audit	category:	regional,

•	 audit	type:	standard,	and

•	 audit	cycle:	basic.
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Assignment	of	Audit	
Approaches	to	Audit	
Fields
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he	following	diagram	shows	how	the	audit	method	is	determined	by	the	content	

and	formal	determinants	with	their	possible	characteristics.

Hints	AnD	tiPs	 ;

•	 he	diferences	between	the	individual	audit	methods	must	be	clear-cut.	Decide	

together	with	the	Audit	Manager	in	charge	which	audit	method	to	use	in	any	

given	case.

Determination	of	the	
Audit	Method

Determination	of	the	
Audit	Method

Fig. 17  Determining	the	Audit	Method	with	Content	and	Formal	Determinants
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6.2	 Audit	Field	Structure

6.2.1	 Introduction

Key	Points	 •••

•	 he	audit	ields	represent	the	core	audit	tasks	of	Internal	Audit.	Based	on	the	

Audit	Roadmap,	the	speciic	audit	methods	are	applied	to	the	audit	ields.

•	 here	are	interdependencies	between	the	individual	audit	ields.	It	is	very	rare	

that	an	audit	will	address	only	one	audit	ield	in	isolation.

•	 Increasingly,	Internal	Audit’s	work	must	be	viewed	from	a	proitability	perspec-

tive.	hus,	a	cost/beneit	analysis	is	frequently	performed.

he	audit	ields	represent	 the	core	audit	 tasks	of	 Internal	Audit.	herefore,	most	

audit	requests	can	be	classiied	within	the	audit	ields.	Each	of	these	audit	ields	has	

several	Core	Scopes,	which	in	turn	contain	the	Key	Scopes	at	lower	levels	(see	Sec-

tion	A,	Chapter	5.3	and	Section	B,	Chapter	2.1).
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he	audit	ields	shown	in	the	diagram	above	are	audited	on	the	basis	of	diferent	

Scopes	using	speciic	audit	methods.	Ultimately,	however,	all	audits	are	conducted	

according	to	a	standard	process	model,	 the	Audit	Roadmap	(for	details,	see	Sec-

tion	B).

	At	irst	glance,	the	audit	ields	appear	to	be	independent	of	each	other,	but	they	

do	 have	 commonalities.	 For	 example,	 a	 fraud	 audit	 may	 also	 include	 a	 inancial	

audit.	he	same	applies	to	business	audits.	And	operational	audits	are	regularly	part	

of	any	audit	(for	combined	audit	topics	see	Section	B,	Chapter	5).	he	rest	of	this	

chapter	briely	outlines	the	focus	of	each	audit	ield.	More	detailed	descriptions	are	

provided	in	subsequent	chapters.

As	part	of	a	management	audit	(see	Section	A,	Chapter	6.2.2),	Internal	Audit	

tests	whether	management	complies	with	existing	policies,	guidelines,	and	proce-

dures	and	whether	 its	decisions	and	the	associated	 internal	controls	are	efective	

and	eicient.

Operational	audits	(see	Section	A,	Chapter	6.2.3)	address	issues	relating	to	both	

organizational	 and	 worklow	 structures.	 hey	 can	 afect	 almost	 any	 operational	

business	unit.	he	audit	normally	comprises	all	 issues	of	process	design,	internal	

controls,	risk	cover,	and	any	relevant	inancial	accounts.

he	main	focus	of	a	inancial	audit	(see	Section	A,	Chapter	6.2.4)	is	on	examin-

ing	 the	accounting	and	inancial	data	of	 the	organization.	he	 focus	 is	diferent,	

depending	on	the	audit	topic:	Either,	the	accounts	and	inancial	data	can	be	audited	

as	a	whole	on	the	basis	of	an	analysis	of	the	inancial	statements,	or	the	audit	can	be	

conducted	on	the	basis	of	individual	accounts.

he	aim	of	IT	audits	conducted	by	Internal	Audit	(see	Section	A,	Chapter	6.2.5)	

is	to	test	relevant	system	structures	and	processes	for	their	alignment	with	IT,	in-

cluding	compliance	with	applicable	guidelines	and	risk	mitigation.	his	audit	ield	

covers	all	process-related	issues,	ranging	from	organization,	structure,	and	proce-

dures	(including	project	management)	through	access	authorization,	data	and	anti-

virus	protection.	In	a	sotware	company	like	SAP,	the	entire	sotware	development	

process	 can	 have	 an	 inluence	 on	 IT	 audits.	 herefore,	 SAP’s	 Internal	 Audit	 has	

formed	a	dedicated	global	IT	audit	team.

Fraud	audits	(see	Section	A,	Chapter	6.2.6)	are	aimed	in	particular	at	identifying	

suspected	organizational	and	process	weaknesses,	investigating	anonymous	accu-

sations	or	speciic	information	on	irregularities,	or	gathering	evidence	for	cases	of	

fraud	that	have	already	been	proven.	In	this	context,	it	is	of	special	importance	to	

establish	whether	and	to	what	extent	an	incident	has	led	to	directly	measurable,	or	

at	least	indirectly	related,	inancial	consequences	for	the	company.

External	business	relationships	also	give	rise	to	audit-relevant	issues	for	Internal	

Audit,	because	 the	network	of	 suppliers,	 customers,	 and	partners,	 relations	with	

public	institutions	and	organizations	and	even	government	bodies	ultimately	have	

a	signiicant	inluence	on	the	internal	processes	of	a	company.	A	business	audit	(see	

Section	A,	Chapter	6.2.7)	is	a	preventive	audit	measure	conducted	in	line	with	the	
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de-escalation	strategy.	Its	main	purpose	is	to	ensure	that	processes,	methods,	and	

guidelines	within	a	project	are	compliant	and	take	third	parties	into	account.

In	today’s	environment,	the	efect	of	Internal	Audit’s	work	on	proitability	is	in-

creasingly	 important.	hus	cost/beneit	analyses	are	 frequently	performed.	Cost/

beneit	analysis	can	be	performed	for	each	of	the	above	audit	ields.	In	doing	so,	the	

focus	should	always	be	on	the	audit	as	a	whole,	i.e.,	if	a	combination	of	several	audit	

ields	is	used,	all	components	must	be	subject	to	eiciency	measurement	(for	de-

tails,	see	Section	A,	Chapter	6.7).

Hints	AnD	tiPs	 ;

•	 At	the	start	of	an	audit,	auditors	must	be	aware	of	the	audit	ield	to	which	the	

audit	task	in	question	belongs.

•	 Especially	 when	 interdependencies	 exist,	 consistent	 assignment	 to	 the	 audit	

ields	facilitates	the	structuring	of	the	audit	engagement.

•	 Auditors	should	try	to	gather	practical	experience	in	all	audit	ields	in	order	to	

enhance	their	personal	lexibility	and	eligibility	for	engagements.

6.2.2	 Management	Audit

Key	Points	 •••

•	 During	 a	 management	 audit,	 Internal	 Audit	 tests	 management’s	 compliance	

with	the	established	policies,	guidelines,	and	procedures.

•	 Internal	 Audit	 also	 examines	 the	 efectiveness	 and	 eiciency	 of	 management	

decisions	and	the	associated	internal	controls.

•	 he	 efect	 of	 management	 decisions	 is	 a	 key	 benchmark	 of	 how	 successfully	

managers	perform	their	management	duties.

•	 For	a	variety	of	reasons,	management	audits	conducted	by	Internal	Audit	may	

lead	to	diiculties,	depending	on	the	corporate	culture,	the	role	and	importance	

of	management,	as	well	as	the	managers	to	be	audited	and	the	auditors	them-

selves.

When	conducting	a	management	audit,	Internal	Audit	must	determine	whether	all	

the	necessary	processes	and	guidelines	have	been	deined	in	the	company,	enabling	

managers	to	execute	their	duties	according	to	the	established	rules.	Auditors	must	

also	investigate	whether	managers	act	in	compliance	with	the	established	rules	and	

policies.

In	addition,	Internal	Audit	may	audit	the	eiciency	and	efectiveness	of	corpo-

rate	management.	Even	if	managers	are	very	committed	to	their	tasks,	it	is	possible	

that	the	company	as	a	whole	derives	little	beneit	from	their	activities.	If	that	is	the	
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case,	the	role	of	management	should	be	reconsidered	and	realigned	if	appropriate.	

In	addition	to	the	inancial	efects	of	management’s	activities,	Internal	Audit	must	

consider	how	management’s	actions	afect	the	motivation	and	conduct	of	employ-

ees.	One	of	the	key	points	of	a	management	audit	 is	 to	ensure	that	management	

activities	are	not	only	duly	performed,	but	lead	to	the	desired	results	and	thus	be-

come	measurable.

he	two	key	types	of	management	audits	described	above	(compliance	audits	

and	management	efectiveness	and	eiciency	audits)	make	up	the	complex	ield	of	

management	audits	for	Internal	Audit.	During	the	course	of	a	management	audit,	

the	internal	auditors	should	consider:

•	 Process-based	assessment	of	all	aspects	of	governance	as	well	as	a	results-based	

investigation	of	decision-making	within	the	company	as	a	whole.

•	 he	extent	and	the	manner	in	which	the	managers	concerned	use	the	entrepre-

neurial	powers	vested	in	them	to	the	beneit	of	the	company.	his	includes,	in	

particular,	the	control	of	extraordinary	management	and	decision-making	situ-

ations,	as	well	as	crisis	management.	It	involves	all	the	process	steps	of	escalation	

(and	 conversely,	 of	 course,	 de-escalation)	 procedures	 across	 various	 manage-

ment	levels.	he	audit	assesses	the	existing	and	required	management	and	com-

munication	tools,	and	how	the	tools	are	used	to	communicate	with	both	superi-

ors	and	subordinates.

•	 Management’s	past	 leadership	and	areas	 for	 future	 improvement,	e.g.	moving	

from	a	problem-based	to	a	solution-based	management	approach.	

In	summary,	the	main	focus	of	a	management	audit	is	the	entire	management	pro-

cesses,	including	internal	controls.	hus	a	management	audit	is	mainly	about	exam-

ining	all	the	process	chains	that	managers	deal	with	as	part	of	their	strategic	and	

operational	tasks.	he	management	audit	focuses	on	the	manager’s	willingness	to	

accept	processes	and	their	internal	controls	and	to	apply	them	accordingly.	For	as-

sessing	leadership	qualities,	employee	satisfaction,	and	the	eiciency	of	the	manag-

er’s	personal	management	behavior,	 there	are	other,	more	 suitable	 tools,	 such	as	

management	evaluations	performed	by	the	human	resources	department.

When	implementing	these	audit	requirements,	 Internal	Audit	makes	use	of	a	

number	of	existing	procedures,	documents,	and	external	speciications.	For	exam-

ple,	Internal	Audit	should	examine	whether	corporate-wide	policies	and	guidelines	

are	implemented	and	applied.	his	includes	whether	each	employee	has	a	clear	un-

derstanding	of	the	company’s	strategic	and	operational	objectives.	It	is	the	only	way	

to	justify	and	enforce	certain	courses	of	action	among	employees	and	to	align	and	

commit	all	involved	parties	with	the	basic	objectives	of	the	company.	On	the	one	

hand,	this	may	involve	general	principles,	such	as	standard	rules	of	conduct	for	all	

employees.	On	the	other	hand,	however,	special	guidelines	can	also	be	drawn	up	for	

individual	business	areas	or	operational	units	and	functions,	such	as	general	secu-

rity	and	IT	security.
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Management	audits	also	examine	compliance	with	legal	and	inancial	reporting	

requirements.	 If	 these	external	requirements	demand	entrepreneurial	action	and	

company-internal	 implementation,	 the	audit	work	of	Internal	Audit	ensures	that	

the	 relevant	processes	are	compliant,	 complete,	and	correct.	his	allows	 Internal	

Audit	to	help	minimize	the	company’s	exposure	to	legal	risks.

In	the	context	of	a	management	audit,	an	employee	survey	or	the	general	moti-

vation	of	 the	 team	assigned	 to	a	manager	may	provide	clues	as	 to	 the	degree	 to	

which	the	responsibilities	of	a	management	function	are	met.	

he	examination	of	management	controls	is	of	high	importance	for	compliance	

with	 policies,	 guidelines,	 and	 procedures.	 Management	 controls	 must	 be	 estab-

lished	 for	all	 activities,	 including	objective-setting,	process	development	and	ap-

plication,	decision	implementation,	and	information	and	documentation	activities.	

Internal	Audit	must	 investigate	and	verify	whether	 these	controls	are	adequately	

deined	 and	 documented	 and	 working	 as	 intended.	 his	 includes	 management’s	

responsibilities	for	compiling	and	tracking	minutes	and	activity	lists	and	maintain-

ing	an	adequate	internal	reporting	system	to	the	relevant	higher	and	lower	ranking	

management	 levels.	 Internal	Audit	must	also	ensure	 that	all	processes	 for	which	

management	is	directly	accountable	are	compliant	with	the	policies	of	the	organiza-

tion	as	well	as	with	external	requirements	(e.g.,	legal	and	inancial	regulations).	

Management	audits	are	characterized	by	 speciic	challenges.	hey	depend	on	

the	corporate	culture	of	the	organization	and	thus	the	role	and	importance	of	man-

agement	per	se,	as	well	as	on	the	personalities	of	the	managers	to	be	audited	and	the	

auditors	themselves.	Due	to	the	required	sensitivity,	a	management	audit	should	be	

conducted	 by	 experienced	 internal	 auditors.	 Ideally,	 internal	 auditors	 who	 have	

worked	 in	 a	 management	 function	 may	 be	 best	 suited	 to	 perform	 these	 audits.	

Other	reasons	why	management	audits	conducted	at	the	request	of	the	Board	pres-

ent	a	special	challenge	for	Internal	Audit	can	be	summarized	as	follows:

•	 Management	audits	conducted	at	the	request	of	the	Board	may	be	interpreted	as	

a	sign	of	mistrust	in	management.	his	may	lead	to	irritation	especially	if	the	

company’s	position	is	healthy	on	the	whole	and	at	irst	glance	there	do	not	seem	

to	be	any	speciic	reasons	for	an	audit.	his	may	have	a	company-political	im-

pact,	damaging	the	relationship	of	trust	between	the	Board	and	management.	It	

may	be	very	helpful,	even	before	an	audit,	if	the	Board	of	Directors	maintains	a	

clear	information	policy	with	regard	to	audits.

•	 Managers	fear	that	serious	negative	indings	made	by	Internal	Audit	may	cause	

them	to	lose	standing	with	Internal	Audit,	the	Board	of	Directors,	and	perhaps	

even	colleagues	and	 their	own	employees.	For	 fear	of	negative	consequences,	

managers	may	refuse	 to	cooperate	or	make	 the	auditors’	work	more	diicult.	

his	makes	it	hard	to	arrive	at	objective	audit	indings,	damaging	the	working	

relationship	between	management	and	Internal	Audit	and	hampering	coopera-

tion.	 In	some	cultural	groups,	negative	audit	indings	are	 interpreted	as	 indi-

vidual	failings	at	a	purely	personal	level.	his	may	irreparably	damage	the	man-
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agers’	standing	and	reputation,	especially	with	regard	to	their	own	line	managers.	

his	area	in	particular	is	where	Internal	Audit	faces	the	challenge	of	presenting	

the	results	as	impartially	as	possible,	supported	by	examples.

•	 If	managers	already	have	problems	regarding	the	quality	of	their	work,	negative	

audit	reports	may	further	weaken	their	standing	in	the	company.	If	that	is	the	

case,	it	is	diicult	to	give	the	person	concerned	an	objective	view	of	the	audit.	

Internal	Audit	should	then	act	as	a	consulting	partner	and	convince	managers	

that,	by	eliminating	the	weak	points	identiied	by	the	audit,	they	may	also	im-

prove	their	performance	with	regard	to	other	success	factors.

•	 Managers	may	generally	regard	their	work	as	conidential	and	may	be	reluctant	

to	share	their	working	practices	with	others.	In	such	cases,	Internal	Audit	must	

take	a	sensitive	approach	so	that	it	can	examine	the	facts	on	the	basis	of	a	per-

sonal	relationship	of	trust.

•	 Management	audits	may	cause	problems	if	they	clash	with	the	activities	of	other	

departments,	such	as	employee	surveys	carried	out	by	Human	Resources.	How-

ever,	such	activities	have	a	diferent	focus	and	are	based	on	a	completely	difer-

ent	 method.	 Whereas	 the	 investigations	 of	 Internal	 Audit	 normally	 focus	 on	

management	processes	and	the	associated	internal	controls	and	risks,	evalua-

tions	carried	out	by	other	departments	are	aimed	at	establishing	the	personal	

suitability	of	each	manager.	It	is	important	to	make	this	distinction	clear	and	to	

demonstrate	this	fact	on	the	basis	of	the	audit	indings.	For	this	reason,	manage-

ment	audits	 should	 internally	also	be	 referred	 to	as	management	process	au-

dits.

•	 Finally,	 management	 may	 be	 resistant	 to	 the	 audit	 because	 being	 audited	 re-

quires	the	manager	to	reveal	 information,	which	may	lead	to	a	serious	moral	

conlict	for	managers.	hat	is,	management	must	decide	what	information	can	

be	given	to	Internal	Audit,	and	what	must	be	kept	conidential.	Of	course	Inter-

nal	Audit	is	also	required	to	keep	information	secret	and	conidential,	but	there	

is	a	large	pool	of	conidential	data	that	is	diicult	to	deal	with	in	this	context.	In	

addition	to	personal	information,	this	may	involve	strategic	and	company-po-

litical	information	or	budgeted	sales	and	proit	igures.

Within	 the	context	of	a	management	audit,	 Internal	Audit	 should	 focus	on	pro-

cesses,	the	associated	internal	controls	and	speciic	individual	risks,	and	how	man-

agement	deals	with	 these	risks.	Depending	on	the	degree	of	personal	 trust,	each	

management	audit	will	develop	its	own	momentum	to	some	extent,	which	should	

be	handled	in	such	a	way	that	the	audit	objectives	can	still	be	met.	
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•	 Because	 management	 audits	 require	 sensitivity,	 the	 work	 program	 should	 be	

reviewed	by	an	impartial	member	of	Internal	Audit	before	the	commencement	

of	the	audit.

•	 Characteristics	typically	associated	with	managers	(lack	of	time,	etc.)	must	not	

prevent	Internal	Audit	from	conducting	its	audit.

•	 he	sensitivity	of	management’s	data	must	be	considered.
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6.2.3	 Operational	Audit

Key	Points	 •••

•	 Operational	audits	can	address	issues	relating	to	both	organizational	and	work-

low	structures.	hey	can	afect	almost	all	business	units.

•	 Operational	 audits	 may	 examine	 traditional,	 corporate-wide,	 and	 project-re-

lated	processes.

•	 he	audit	normally	comprises	several	audit	steps,	which	deal	with	all	issues	of		

process	design,	internal	controls,	risk	cover,	and	any	relevant	inancial	accounts.

•	 In	addition	to	the	actual	processes,	the	controls	set	up	in	the	company	must	be	

examined	and	veriied	with	suitable	tests.	

Operational	 audits	 include	 audits	 along	 the	 entire	 value	 chain	 of	 a	 company,	 or	

speciic	 parts	 of	 it.	 Under	 the	 materiality	 principle,	 however,	 a	 careful	 selection	

should	be	made	of	the	core	business	processes	to	be	audited	and	the	afected	busi-

ness	units.	Responsibilities	and	processes	that	either	are	of	lesser	importance	or	not	

exposed	to	risks	that	threaten	the	existence	of	the	company	or	its	business	success	

are	included	in	Internal	Audit’s	annual	audit	plan	according	to	their	risk	proile.

An	initial	analysis	identiies	the	following	organizational	units	as	common	ob-

jects	of	operational	audits:
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•	 speciic	business	units	(e.g.,	development,	sales,	consulting)	and	their	core	func-

tions	and	central	tasks,

•	 central	 corporate	 divisions	 (e.g.,	 Corporate	 Financial	 Reporting,	 Corporate	

Management	Accounting),

•	 local	subsidiaries,

•	 associates	that	fall	within	the	remit	of	Internal	Audit	due	to	a	majority	interest	

or	other	legal	agreements	(in	the	case	of	minority	interests),	and

•	 other	 investment	 relationships	 (e.g.,	 venture	 capital	 participations,	 joint	 ven-

tures,	etc.).

he	main	function	of	an	operational	audit	is	to	improve	the	organization	and	work-

lows	of	the	company.	In	this	regard,	a	systematic	audit	focuses	on	analyzing	the	

organizational	structure,	as	well	as	individual	processes	or	transactions.	he	main	

objective	is	to	ensure	that	all	the	organizational	solutions	of	the	company	are	com-

pliant	with	relevant	rules	and	regulations.

he	process-oriented	approach	focuses	on	entire	processes	and	organizational	

units	 rather	 than	on	 individual	 circumstances	and	 transactions.	he	 intention	 is	

that	this	kind	of	audit	should	identify	underlying	risks	and	their	interdependencies	

and	thus	pinpoint	ways	in	which	the	information	gained	can	be	used	to	improve	the	

security,	eiciency,	and	reliability	of	internal	processes.	In	the	above	organizational	

units,	 Internal	 Audit	 therefore	 examines	 all	 business,	 organizational,	 and	 legal	

issues,	responsibilities,	authorizations,	and	procedures,	the	controls	assigned,	and	

the	risks	to	be	covered.	

Audits	of	internal	controls	associated	with	processes	have	taken	on	greater	im-

portance	now,	because	SOX	requires	the	CEO	and	the	CFO	of	companies	listed	on	

U.S.	stock	exchanges	to	verify,	in	writing,	the	existence	and	efectiveness	of	key	in-

ternal	controls	as	part	of	its	reporting	to	the	SEC	(see	Section	D,	Chapter	14).

In	addition	to	the	audit	objects	mentioned	above,	there	are	other	areas	on	which	

operational	audits	focus.	hese	areas	have	strong	interrelations	between	audit	ob-

jects	and	process	steps.	Some	main	areas	are:

•	 global	units	(e.g.,	initiatives,	departments),

•	 person-speciic	issues	(e.g.,	incentive	scheme,	pension	scheme),

•	 reviews	of	external	and	 internal	projects	with	regard	 to	project	management,	

contracts,	and	project	content,

•	 the	entire	risk	management	process,	and

•	 information	 management	 between	 established	 organizational	 units	 and	 proj-

ects/initiatives.

An	 important	 prerequisite	 for	 eicient	 operational	 audits	 is	 that	 Internal	 Audit	

document	 all	 processes,	 including	 controls.	 his	 is	 done	 at	 the	 beginning	 of	 the	

ieldwork	for	process	documentation	purposes	(see	Section	C,	Chapter	8	and	Sec-

tion	D,	Chapter	14).	In	addition	to	describing	each	process	step,	the	controls	that	
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the	company	has	established	for	each	process	are	documented,	focusing	mainly	on	

the	following	questions:

•	 What	controls	exist	in	the	company	at	the	moment?

•	 Who	is	responsible	for	the	controls?

•	 How	are	the	controls	documented?

•	 Are	the	controls	suicient	to	cover	material	risks?

here	are	several	types	of	controls	that	organizations	may	use,	including	manual,	

organizational,	automated	or	programmed	controls	(see	also	Section	C,	Chapter	8).	

Examples	of	organizational	and	manual	controls	include	the	segregation	of	duties,	

dual	control,	 signature	rules,	and	IT	system	authorizations.	Automated	and	pro-

grammed	controls,	on	the	other	hand,	include	consistency	and	plausibility	checks.

As	part	of	the	audit,	Internal	Audit	performs	an	analysis	of	the	business	pro-

cesses	to	identify	and	highlight	their	strategic	importance,	the	risks,	and	controls	

with	a	focus	on	the	overall	objectives	and	strategy	of	the	organization	as	well	as	in	

the	context	of	the	relevant	business	risks.	In	the	irst	instance,	the	documented	pro-

cess	steps	required	to	meet	the	objectives	are	analyzed.	Here,	Internal	Audit	uses	

interviews,	documents,	and	guidelines	to	examine	and	assess	whether	the	content	

and	purpose	of	each	process	make	sense.	In	addition,	Internal	Audit	must	establish	

whether	 the	 design	 of	 the	 process	 is	 logical,	 sensible,	 and	 efective,	 whether	 its	

structure	is	clear,	and	whether	it	ensures	that	the	intended	objective	is	met.

At	this	stage,	the	existing	and	any	missing	process	controls	are	identiied	and	

examined	for	correct	and	full	implementation.	In	particular,	the	audit	must	estab-

lish	whether	the	controls	are	adequate,	sensible,	and	suicient	for	the	process	con-

cerned,	as	well	as	demonstrate	and	ensure	that	they	function	as	intended.	Under	the	

requirements	of	SOX,	the	issue	of	responsibility	for	the	controls	and	documenting	

them	is	of	particular	importance.	

Another	step	of	the	operational	audit	is	to	examine	to	what	extent	the	controls	

identiied	cover	the	established	or	additional	process	risks	so	that	they	can	be	mon-

itored.	Each	possible	process	risk	should	be	monitored	and	mitigated	by	at	least	one	

corresponding	process	control.	his	may	lead	to	additional	controls	or	the	develop-

ment	of	controls	related	to	other	process	steps.

SOX	requires	another	process	analysis	step:	he	adequacy	and	efectiveness	of	

the	controls	that	have	an	immediate	efect	on	the	accounting	igures	must	also	be	

tested.	 hat	 is,	 controls	 must	 be	 established	 that	 ensure	 that	 inancial	 reporting	

fairly	represents	the	inancial	condition	of	the	company.	

In	addition	 to	process	analysis,	other	 types	of	ieldwork	are	necessary	 to	 test	

process	application.	In	the	irst	instance,	discussions	should	be	held	to	determine	

whether	 the	 employees	 observe	 all	 the	 guidelines	 and	 instructions,	 whether	 the	

low	of	information	is	guaranteed,	and	the	process	is	practiced	as	designed.	hese	

interviews	will	demonstrate	to	what	extent	the	employees	are	familiar	with	the	pro-

cesses.
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Moreover,	 examination	 of	 documents	 such	 as	 guidelines,	 contracts,	 extracts	

from	the	commercial	 register,	powers	of	attorney,	etc.	 should	be	 included	 in	 the	

audit.	 hus,	 an	 operational	 audit	 covers	 more	 than	 testing	 the	 internal	 controls	

only.

All	process	steps,	including	the	internal	controls,	must	be	documented	fully	and	

in	detail.	SOX	requires	that	this	process	documentation	(for	those	processes	that	

afect	inancial	reporting)	must	be	available	and	up	to	date	at	all	times.	his	can	be	

achieved	by	using	a	suitable	IT	tool.

he	actual	testing	of	each	process	and	the	associated	internal	controls	is	another	

focus	of	audit	work.	Various	methods	can	be	used.	With	the	help	of	appropriate	

sampling	procedures,	samples	of	processes	are	drawn	and	then	tested	with	regard	

to	the	existence	and	compliance	of	controls.	An	alternative	method	is	what	is	known	

as	the	walk-through,	where	the	auditor	personally	traces	a	speciic	transaction	or	

economic	event	step-by-step	through	parts	of	the	process	or	the	process	as	a	whole,	

including	all	controls.	he	advantage	of	this	method	is	that	the	approach	considers	

all	aspects	of	the	process.	In	practice,	a	combination	of	both	test	methods	will	ulti-

mately	be	suitable	for	conducting	the	actual	audits	(see	the	practical	examples	in	

Section	C).

Operational	audits	may	be	performed	as	a	separate	audit	engagement,	but	it	is	

important	to	note	that	they	may	also	be	performed	in	conjunction	with	an	audit	of	

another	audit	ield	(e.g.,	fraud	or	inancial	audit).	For	example,	inancial	audits	gen-

erally	require	operational	audits	to	verify	and	document	the	validity	of	the	inancial	

data	analyzed.

Hints	AnD	tiPs	 ;

•	 At	the	start	of	an	audit,	the	auditor	should	ask	the	process	owner	to	explain	the	

process	by	means	of	a	walk-through.

•	 Analyze	the	documentation	available	for	the	process	carefully.	Aim	and	purpose	

of	the	whole	process	must	be	clear.

•	 he	auditor	should	conduct	interviews	to	get	the	employees’	opinion	of	the	pro-

cess	to	be	examined.	Conidential	meetings	to	discuss	suggestions	or	requests	

made	by	the	employees	involved	in	the	process	may	be	a	good	way	to	obtain	

valuable	information.

LinKs	AnD	ReFeRenCes	 e

•	 AnDERSOn,	U.	AnD	A.	DAHlE.	2006.	Implementing the Professional Practices Frame-

work.	2nd	ed.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 InSTITUTE	 OF	 InTERnAl	 AUDITORS.	 2000.	 he International Standards for the 

Professional Practice of Internal Auditing.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	

Auditors.
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•	 InSTITUTE	 OF	 InTERnAl	 AUDITORS.	 2001.	 Practice Advisory 2120-A1-1: Assess-

ing and Reporting on Control Processes.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	

Auditors.

•	 SAWyER,	l.,	M.	DITTEnHOFER,	AnD	J.	SCHEInER.	2003.	Sawyer’s Internal Audit-

ing.	5th	ed.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

6.2.4	 Financial	Audit

Key	Points	 •••

•	 When	performing	inancial	 audits,	 auditors	examine	both	accounting	and	i-

nancial	data.

•	 During	an	audit,	auditors	can	either	examine	the	inancial	statements	as	a	whole,	

or	analyze	individual	accounts	and	items.

•	 During	inancial	audits,	all	applicable	legal,	tax,	and	accounting	standards	must	

be	observed.

Financial	audits	are	generally	deined	as	an	independent	evaluation	of	past	account-

ing	data	for	the	purposes	of	assessing	whether	this	data	is	appropriate,	compliant,	

and	reliable,	of	protecting	the	assets	of	the	company,	and	of	expressing	an	opinion	

on	the	efectiveness	of	the	internal	control	system.	As	part	of	a	inancial	audit,	In-

ternal	Audit	examines	areas	such	as	the	inancial	accounts	of	the	company,	the	pay-

roll	system,	asset	management,	and	the	annual	inancial	statements.	here	are	two	

options	in	this	regard:	

•	 Accounts	and	inancial	data	can	be	tested	as	a	whole,	based	on	an	analysis	of	the	

inancial	statements,	or

•	 individual	accounts	and	items	can	be	examined	speciically	using	qualiied	sam-

ples.

If	the	inancial	data	is	to	be	examined	as	a	whole,	it	is	advisable	to	analyze	the	inan-

cial	statements	irst.	To	this	end,	the	data	from	the	balance	sheet	and	income	state-

ment	to	be	audited	should	be	compared	with	the	corresponding	igures	of	the	pre-

vious	period	and	analyzed	for	any	unusual	items	or	discrepancies.	In	addition	to	

period	comparisons,	object-related	comparisons	can	also	be	performed,	(e.g.,	local	

subsidiaries	of	similar	size	and	with	comparable	business	activities).	he	compari-

son	can	be	made	either	by	using	absolute	igures	or	by	calculating	certain	key	ratios	

(e.g.,	certain	accounting	ratios	like	debt/equity	ratio,	proit	ratio,	cash	lows	etc.).	

next,	the	ratios	should	be	compared	with	external	igures,	such	as	corresponding	

ratios	at	peer	organizations.	his	may	help	auditors	identify	unusual	items	among	

the	selected	variables	from	the	balance	sheet	and	income	statement.	Depending	on	

what	they	have	observed,	auditors	must	decide	whether	these	comparisons	should	
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be	continued	for	each	case	down	to	the	individual	account	level,	in	order	to	estab-

lish	 the	underlying	causes	of	 any	changes	or	variances.	To	evaluate	 the	need	 for	

more	detailed	examinations,	permissible	ranges	for	variances	must	be	deined.	If	a	

variance	exceeds	the	deined	threshold,	the	audit	must	continue	down	to	individual	

accounts.	Importantly,	thresholds	should	be	set	in	accordance	with	the	materiality	

principle	 so	 that	 the	 audit	 remains	 manageable.	 hat	 is,	 only	 material	 indings	

should	be	followed	by	a	more	detailed	examination.

At	 a	 minimum,	 inancial	 audits	 should	 include	 examination	 of	 the	 following	

accounts:	 noncurrent	 assets,	 inventories,	 receivables,	 cash	 and	 cash	 equivalents,	

provisions,	 liabilities,	 prepaid	 expenses,	 and	 deferred	 income	 from	 the	 balance	

sheet;	revenue	and	certain	expenses,	such	as	personnel	and	travel	expenses,	train-

ing	costs,	and	other	expenses	from	the	income	statement.

In	global	sotware	companies	such	as	SAP,	audits	of	license	agreements	and	con-

sulting	contracts	are	particularly	 important	 to	ensure	 that	 revenue	 is	 recognized	

correctly	(see	Section	C,	Chapters	5.2,	5.3	and	9).	his	oten	entails	complex	pro-

cesses	and	controls	that	involve	various	departments	(such	as	inance,	development,	

product	support,	training,	etc.).	Audits	focusing	on	revenue	recognition	should	in-

clude	the	following	topics:

•	 Sotware	license	agreements,	taking	into	account	issues	such	as	pricing,	mainte-

nance,	special	agreements,	legal	issues,	and	accounting	policies.

•	 Any	type	of	consulting	contract	(for	example,	ixed-price,	or	time-and-material	

projects),	 taking	into	consideration	legal	 issues,	 including	accounting	policies	

and	the	possibilities	of	individual	project	reviews.

If	the	examination	of	accounting	and	inancial	data	focuses	on	a	targeted	analysis	of	

selected	accounts	and	items,	the	method	described	for	analyzing	the	inancial	state-

ments	can	be	used	initially.	However,	the	variance	limits	should	be	deined	more	

narrowly	 and	 accurately	 so	 that	 absolute	 and	 relative	 variances	 can	 be	 detected.	

Oten,	speciic	key	variables	may	be	useful	(e.g.	days	overdue,	or	the	discount	and	

credit	note	ratio).	If	appropriate,	each	account	is	compared	and	analyzed	in	turn.	

Especially	in	global	audits,	the	careful	selection	of	appropriate	subsets	or	supersets	

may	produce	important	information	(e.g.,	a	summary	of	balances	outstanding	from	

the	50	most	important	customers).	Careful	and	deliberate	evaluation	of	individual	

accounts	and	items	should	detect	the	transaction(s)	that	may	be	the	cause	of	any	

inconsistencies	 identiied.	However,	 the	principle	of	materiality	can	and	must	be	

observed	in	such	instances.	his	means	that	time	and	resources	for	auditing	indi-

vidual	transactions	are	limited	and	the	materiality	and	eiciency	principles	must	

again	be	applied.

he	accounting	function	is	governed	by	national	and	international	accounting	

standards	and	laws.	Companies,	such	as	SAP,	that	are	listed	on	the	U.S.	Stock	Ex-

changes	must	also	comply	with	US-GAAP	and	the	requirements	of	the	SEC.	Such	

companies	must	undergo	inancial	statement	audits	performed	by	independent	ex-

ternal	audit	irms	to	comply	with	SEC	regulations.	In	addition	to	these	general	stan-
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dards,	companies	oten	have	to	observe	sector-speciic	regulations	and	their	inter-

nal	accounting	guidelines.

Hints	AnD	tiPs	 ;

•	 Ahead	of	a	inancial	audit,	auditors	should	try	to	identify	items	that	could	be	

critical	in	the	balance	sheet	and	income	statement.

•	 he	company’s	annual	report	is	another	document	on	which	Internal	Audit	can	

base	a	preliminary	assessment.

•	 Auditors	should	look	at	the	documentation	of	indings	from	previous	audits.

LinKs	AnD	ReFeRenCes	 e

•	 AnDERSOn,	U.	AnD	A.	DAHlE.	2006.	Implementing the Professional Practices Frame-

work.	2nd	ed.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 InSTITUTE	 OF	 InTERnAl	 AUDITORS.	 2000.	 he International Standards for the 

Professional Practice of Internal Auditing.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	

Auditors.

•	 InSTITUTE	 OF	 InTERnAl	 AUDITORS.	 2001.	 Practice Advisory 2120-A1-1: Assess-

ing and Reporting on Control Processes.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	

Auditors.

•	 InSTITUTE	OF	InTERnAl	AUDITORS.	2001.	Practice Advisory 2120-A1-3: he Inter-

nal Auditor’s Role in Quarterly Financial Reporting, Disclosures, and Management Certii-

cations.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 InSTITUTE	 OF	 InTERnAl	 AUDITORS.	 2001.	 Practice Advisory 2120-A1-4: Audit-

ing the Financial Reporting Process.	 Altamonte	 Springs,	 Fl:	 he	 Institute	 of	 Internal	

Auditors.

•	 SAWyER,	l.,	M.	DITTEnHOFER,	AnD	J.	SCHEInER.	2003.	Sawyer’s Internal Audit-

ing.	5th	ed.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

6.2.5	 IT	Audit

Key	Points	 •••

•	 he	aim	of	IT	audits	conducted	by	Internal	Audit	is	to	test	relevant	system	struc-

tures	 and	 processes	 for	 their	 compliance	 with	 applicable	 policies,	 guidelines,	

and	standards.

•	 his	audit	ield	covers	all	process-related	issues,	ranging	from	planning	and	or-

ganization,	information,	and	support	(including	project	management)	to	access	

authorization,	and	data	and	anti-virus	protection.

•	 During	the	audit,	it	is	important	to	integrate	all	relevant	(internal	and	external)	

guidelines	and	written	documentation.	
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•	 he	structure	of	 the	IT	processes	should	be	examined	in	terms	of	 their	over-

all	 integration	into	the	entire	business	process.	he	main	focus	 in	this	regard	

should	be	on	the	interaction	of	organizational	and	automated	controls.

•	 IT	audits	can	have	an	internal	as	well	as	an	external	focus.

•	 he	expertise	required	for	IT	audits	has	led	to	the	creation	of	a	separate	auditor	

proile.

Information	technology	is	an	integral	part	of	all	companies.	he	information	made	

available	through	the	use	of	IT	must	meet	the	requirements	of	business	processes	so	

that	business	goals	can	be	achieved.	A	thorough	audit	of	relevant	IT-related	matters	

is	therefore	an	essential	part	of	the	work	performed	by	Internal	Audit.	Because	IT	

is	such	an	extensive	area,	it	has	established	itself	as	a	separate	audit	ield.	he	follow-

ing	are	the	main	audit	objectives	in	the	area	of	information	technology:

•	 Controls	must	be	in	place	to	ensure	that	all	IT	processes	(internal	and	external)	

include	the	necessary	data	processing	functions	and	meet	the	relevant	security	

standards	at	 the	 time	 the	 system	 is	deployed.	 Internal	Audit	 should	check	 to	

ensure	that	these	IT	processes	operate	as	designed.

•	 In	addition,	these	IT	processes	have	to	comply	with	the	latest	corporate-wide	

policies,	guidelines,	and	standards	as	well	as	legal	obligations.

like	 no	 other	 aspect	 of	 business,	 information	 technology	 is	 subject	 to	 constant	

change	and	ongoing	development.	he	innovations	in	this	area	are	reaching	ever	

greater	dimensions.	For	this	reason,	Internal	Audit	faces	the	permanent	challenge	

of	adapting	to	changes	in	the	technical	and	sotware	environment	as	quickly	as	pos-

sible.

A	 large	 number	 of	 external	 guidelines	 and	 internal	 rules	 form	 an	 important	

basis	for	IT	audits.	he	COBIT®	(Control	Objectives	for	Information	and	related	

Technology)	framework	is	particularly	useful	in	an	organization	with	a	strong	in-

formation	 technology	 environment.	 he	 COBIT®	 framework	 was	 issued	 and	 is	

maintained	by	the	Information	Systems	Audit	and	Control	Association	(ISACA).	

COBIT®	 supplements	 COSO	 and	 SOX	 by	 focusing	 on	 the	 governance	 of	 IT	 re-

sources	and	processes.	

COBIT®	is	especially	helpful	because	it	provides	a	framework	and	supporting	

tool	set	that	bridges	control	requirements,	technical	aspects	and	business	risks.	he	

IT	governance	focus	areas	in	COBIT®	relect	the	central	points	of	the	IT	audit	dis-

cussed	later	in	this	chapter.	

•	 Strategic	 alignment	 emphasizes	 aligning	 IT	 strategy	 and	 operations	 with	 the	

organization’s	strategy	and	operations.

•	 Value	delivery	ensures	that	IT	delivers	the	desired	beneits.

•	 Resource	management	is	concerned	with	the	optimal	investment	in	and	man-

agement	of	IT	resources.

•	 Risk	 management	 includes	 the	 transparency	 of	 signiicant	 IT	 risks	 and	 IT’s	

awareness	of	the	organization’s	risk	exposure.
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•	 Performance	measurement	tracks	and	monitors	IT’s	role	in	strategy	implemen-

tation,	resource	usage	and	process	performance.

IT	governance	may	be	separated	into	the	responsibility	domains	of	plan,	build,	run,	

and	monitor.	he	COBIT®	framework	labels	them	Plan	and	Organize,	Acquire	and	

Implement,	Deliver	and	Support,	and	Monitor	and	Evaluate,	and	identiies	the	pro-

cesses	and	activities	within	each	of	 the	domains	accompanied	by	several	control	

objectives.	

•	 Plan	and	Organize	–	Provides	direction	to	solution	and	service	delivery.	Typical	

audit	questions	include:

■	 Are	the	business	strategy	and	IT	strategy	aligned?

■	 Is	the	organization	achieving	optimum	use	of	IT	resources?

■	 Are	IT	risks	understood	and	managed?

■	 Is	the	quality	of	IT	appropriate	for	business	needs?

•	 Acquire	 and	 Implement	 –	 Provides	 the	 solutions	 to	 be	 turned	 into	 services.	

Typical	audit	questions	include:

■	 Are	new	projects	likely	to	deliver	solutions	that	meet	business	needs?

■	 Are	new	projects	delivered	on	time	and	within	budget?

■	 Are	changes	made	without	upsetting	business	operations?

•	 Deliver	and	Support	–	Is	concerned	with	the	actual	delivery	of	required	services	

and	support	for	those	services.	Typical	audit	questions	include:

■	 Are	IT	services	being	delivered	in	line	with	business	processes?

■	 Are	IT	resources	optimized?

■	 Is	the	workforce	able	to	use	the	IT	systems	productively	and	safely?

■	 Are	adequate	conidentiality,	integrity,	and	availability	controls	in	place	for	

information	security?

•	 Monitor	and	Evaluate	–	All	IT	processes	should	be	regularly	assessed	for	quality	

and	compliance	with	both	internal	and	external	control	requirements.	Typical	

audit	questions	include:

■	 Is	IT’s	performance	measured	to	detect	problems	in	a	timely	manner?

■	 Are	internal	controls	efective	and	eicient?

■	 Can	IT	performance	be	linked	back	to	business	goal?

■	 Are	adequate	conidentiality,	integrity,	and	availability	controls	in	place	for	

information	security?

In	addition	to	the	guidelines	of	 the	COBIT®	 framework,	 legal	requirements	that	

recognize	the	growing	concern	for	privacy	must	be	observed.	he	Financial	Mod-

ernization	Act	of	1999	(also	known	as	the	Graham-leach-Bliley	Act)	requires	i-

nancial	institutions	to	adhere	to	a	set	of	privacy	requirements	on	consumers’	per-

sonal	 inancial	 data.	 he	 Health	 Insurance	 Portability	 and	 Accountability	 Act	

(HIPAA)	 introduced	privacy	and	security	 rules	 covering	personal	healthcare	 re-

cords.	Internationally,	legal	requirements	such	as	the	German	Data	Protection	Act	

and	rules	about	the	security	of	user-speciic	data	must	be	observed.	Company-spe-
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ciic	internal	guidelines	and	work	instructions	on	technical	application-based	data	

handling	must	also	be	complied	with.	

When	preparing	for	and	conducting	IT	audits,	Internal	Audit	has	to	focus	on	

the	following	issues:

•	 Strategic	IT	planning:	his	issue	includes	aspects	of	a	corporate-wide	standard-

ized	 IT	 strategy,	 IT-based	 support	 of	 company	 activities,	 monitoring	 the	 IT	

market	for	new	developments,	and	questions	relating	to	the	implementability	of	

feasibility	studies	and	system	analysis.	A	critical	aspect	of	strategic	IT	planning	

is	the	alignment	of	IT	goals	with	business	goals.

•	 Risk	management	for	the	IT	process:	Risks	must	be	identiied	and	their	poten-

tial	impact	estimated.	he	actions	taken	to	minimize	risk	must	be	analyzed.

•	 IT-related	infrastructure:	his	area	deals	with	auditing	relevant	aspects	of	physi-

cal	security,	 logical	access	authorizations,	and	data	backup	and	archiving	sys-

tems.

•	 Organization	of	the	IT	function:	his	area	primarily	looks	at	aspects	of	organi-

zational	structure	and	process	organization	in	the	information	technology	func-

tion,	as	well	as	the	distribution	of	central	and	decentralized	IT	tasks,	operational	

IT	planning,	and	the	entire	change	management	process.	his	also	includes	the	

resource	 management	 of	 IT	 assets	 and	 performance	 measurement	 of	 the	 IT	

function.

•	 Operational	IT	processes:	Internal	Audit	has	to	verify	whether	the	information	

technology	assures	the	continuity	of	business	processes.	he	audit	may	cover	all	

steps,	from	planning	to	operational	implementation,	of	the	IT	process	and	its	

subprocesses,	including	all	backup	and	alternative	procedures.

•	 IT	 applications:	 his	 area	 looks	 at	 the	 entire	 development,	 maintenance,	 and	

change	process	during	the	in-house	creation	of	sotware,	 including	all	 testing	

and	release	procedures.	At	 the	same	time	it	checks	that	 the	sotware	versions	

used	are	up	to	date.

•	 IT	 project	 management:	 Under	 this	 aspect,	 the	 overall	 project	 framework	 is	

tested,	including	issues	of	project	organization,	project	planning,	and	the	run-

ning	of	the	project,	including	risk	management	and	inancial	project	control.

•	 Usage	of	IT	applications:	this	aspect	focuses	on	examining	relevant	authoriza-

tions,	system	settings,	internal	controls	and	reconciliations,	as	well	as	reporting	

and	documentation	functions.

•	 Communication	security:	his	area	 is	a	signiicant	aspect	of	all	data	commu-

nication	with	external	parties	and	therefore	an	important	object	in	the	work	of	

Internal	Audit.	It	includes	auditing	the	use	of	anti-virus	sotware	and	irewalls	

to	protect	information	technology	from	outside	attacks.

•	 Data	protection	functions:	Audits	of	this	aspect	examine	whether	all	privacy	re-

quirements	relating	to	comprehensive	data	protection	are	met,	including	tracing	

all	sensitive	data	in	the	system	and	logging	access	right	changes,	access	protec-

tion,	and	all	aspects	of	consistent	data	maintenance.
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he	items	listed	above	primarily	involve	the	elements	traditionally	associated	with	

operational	audits.	In	general,	process	structures,	risks,	and	internal	controls	should	

be	examined	from	an	IT	perspective	as	well.	his	means	that	 inherent	technical,	

organizational,	and	in	some	cases	even	inancial-reporting	and	legal	aspects	inter-

act	as	part	of	the	processes.

IT	audits	are	conducted	on	the	basis	of	an	extensive	IT	system	environment.	In	

this	regard,	we	diferentiate	between	the	following	processes:

•	 purely	organizational	processes,

•	 a	combination	of	organizational	and	IT	processes,	and

•	 purely	IT	processes,	i.e.	those	that	run	only	within	the	system.

When	these	process	types	are	relected	in	the	structure	of	a	modern	IT	landscape,	

the	following	security-relevant	levels	can	be	distinguished:

•	 he	pure	hardware	level	is	characterized	by	logistical	security	matters.	Here	the	

audit	 should	 focus	on	 the	extent	 to	which	appropriate	 equipment	and	build-

ings	security	is	in	place,	for	example	access	control,	emergency	plans,	anti-terror	

measures,	and	protection	from	 force majeure.	his	also	includes	the	technical	

aspects	of	the	entire	maintenance	program	and	data	archiving.

•	 he	operating	system	level	relates	to	audits	in	the	whole	area	of	system	technol-

ogy,	the	user	concept,	failure	control,	and	the	relevant	authorizations,	including	

access	to	special	operating	sotware	functions,	such	as	data	backups.

•	 he	 application	 sotware	 level	 also	 comprises	 audits	 of	 authorization	 control,	

system	settings,	worklows,	the	structure,	nature,	and	frequency	of	certain	data,	

igures,	and	documents,	as	well	as	the	change	service	and	system	archiving.	his	

level	also	covers	interfaces	with	internal	and	external	systems.

•	 User	guidance	and	the	user	interface	are	also	part	of	an	IT	audit,	because	the	

main	parameters	of	a	computer	have	to	be	examined,	e.g.,	speciic	settings	or	

access	paths	to	data	sources	or	internet	sites.	In	some	countries	(e.g.	Germany),	

however,	this	requires	the	employee’s	explicit	permission	or	a	court	order	if	the	

circumstances	are	suspicious.

Examining	all	these	levels	in	sequence	will	ensure	that	a	complete	IT	audit	is	con-

ducted.

Internal	controls	exist	both	outside	of	and	within	the	system	processes.	Here	it	is	

important	 to	 take	 the	 individual	 steps	 in	 a	 consistent	 sequence,	 i.e.,	 the	 controls	

must	it	together	and	must	be	mapped	logically	and	without	conlict.	he	possibili-

ties	the	system	ofers	for	logging	individual	process	steps	provide	an	important	basis	

in	IT	audits	for	meeting	evidence	and	documentation	requirements.	Since	the	area	

of	information	technology	has	diferent	escalation	levels,	resulting	in	diferent	con-

sequences	for	audit	indings,	the	risks	and	internal	controls	have	to	be	particularly	

closely	linked	with	the	relevant	process	chains.	For	this	reason,	risk-based	auditing	

is	a	core	element	of	the	corporate-wide	audit	approach,	especially	in	the	area	of	IT.

IT	audits	can	have	both	an	internal	and	an	external	focus.	Internally,	the	audit	

focuses	on	system-internal	business	processes.	Externally,	audits	oten	examine	the	
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data	of	business	partners,	such	as	customers	and	suppliers,	but	also	data	communi-

cation	by	e-mail	and	internet.	he	examination	includes	measures	to	protect	the	IT	

system	from	technical	manipulation	attempts	and	virus	protection,	as	well	as	pos-

sible	access	rights	for	third	parties.	Especially	internally,	Internal	Audit	has	to	make	

sure	that	the	legal	and	system-related	requirements	of	the	technology	vendor	are	

respected.	In	doing	so,	the	responsibilities	of	individual	employees	for	the	whole	or	

part	of	a	process	have	to	be	clariied	and	checked.	Any	additional	internal	factors	

that	could	have	a	negative	impact	on	the	process	also	constitute	an	object	of	an	IT	

audit	conducted	by	Internal	Audit.

Due	to	the	expertise	that	IT	audits	require,	a	speciic	IT	auditor	proile	should	

be	developed.	IT	auditors	must	have	suicient	know-how	to	cover	the	whole	area.	

For	this	reason,	it	is	essential	to	conduct	adequate	training	measures	for	Internal	

Audit	employees.	
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Particularly	in	IT	audits,	cooperation	with	the	external	auditors	is	very	important,	

because	they	have	to	form	an	opinion	on	the	reliability	and	efectiveness	of	the	in-

ternal	controls.	Here,	Internal	Audit	can	use	the	information	gathered	during	its	IT	

audit	to	resolve	relevant	issues	in	advance.	he	indings	may	thus	contribute	to	a	

reduction	 in	 the	extent	of	 the	external	 audit.	Particularly	 for	 IT	audits	 in	global	

companies,	there	are	further	aspects	to	take	note	of	regarding	a	central	or	decen-

tralized	organization.	

Hints	AnD	tiPs	 ;

•	 Auditors	 should	clarify	 special	 requirements	with	regard	 to	access	authoriza-

tions	before	the	audit.

•	 Auditors	should	pay	attention	to	particular	weak	points	in	the	IT	organization	

and	take	any	unusual	items	into	account	when	deliberating	their	indings.
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6.2.6	 Fraud	Audit

Key	Points	 •••

•	 Most	cases	of	fraud	have	a	short-	or	long-term	inancial	impact	that	is	more	or	

less	directly	measurable.

•	 Generally,	the	term	fraud	refers	to	any	kind	of	attack	on	a	company	or	its	em-

ployees.

•	 Internal	Audit	must	respond	to	fraud	with	a	self-contained,	consistent	process	

model.

•	 Internal	Audit’s	approach	to	fraud	requires	taking	preventive	measures	and	in-

vestigating	suspected	or	actual	cases	of	fraud.

•	 he	requirements	proile	for	fraud	auditors	is	very	broad.	In	addition	to	techni-

cal	knowledge,	an	interest	in	forensic	audits	is	recommended.
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•	 During	fraud	audits,	communication	with	other	internal	and	external	parties	is	

very	important	and	must	be	carefully	executed.

Internationally,	there	is	an	increasing	trend	to	refer	to	all	activities	driven	by	crimi-

nal	intent	as	“fraud.”	Examples	include	attacks	on	buildings	and	institutions,	viola-

tions	of	data	protection	laws,	damage	to	the	reputation	of	the	company	or	an	em-

ployee,	corruption,	infringement	of	intellectual	property	rights,	damage	to	property,	

trading	of	conidential	information,	or	non-compliance	of	inancial	reporting.

Fraud	audits	may	focus	on	fraud	prevention	or	on	investigating	possible	cases	of	

fraud	and	include	the	following	scenarios	(for	details,	see	Section	D,	Chapter	13).

•	 Fraud	prevention:

■	 detection	of	suspected	organizational	and	process	weaknesses,	and

■	 exact	identiication	of	known	weaknesses.

•	 Fraud	investigation:

■	 investigation	of	anonymous	accusations	with	or	without	proof	or	evidence,

■	 investigation	of	speciic	information	on	committed	fraud	without	proof	or	

evidence	or	naming	a	suspect,	and

■	 investigation	 of	 proven	 fraud,	 where	 proof	 exists	 and/or	 the	 suspect	 is	

known,	but	guilt	has	not	yet	been	established	beyond	doubt.

In	the	context	of	fraud	audits,	it	is	of	special	importance	to	establish	whether	and	to	

what	extent	an	incident	has	led	to	directly	measurable,	or	indirectly	related,	inan-

cial	consequences	for	the	company.	Fraud	that	can	be	measured	in	inancial	terms	

must	be	communicated	to	the	relevant	bodies	directly	and	immediately	because	of	

the	potential	impact	on	inancial	reporting	and	the	rules	of	the	(international)	i-

nancial	markets.	However,	fraud	that	does	not	have	any	inancial	impact	must	not	

be	overlooked	or	trivialized,	because	it	may	entail	damage	to	the	company’s	reputa-

tion,	environmental	damage,	staf	resignations,	product	and	service	defects,	and	the	

associated	loss	of	conidence.

In	order	to	categorize	possible	fraud	incidents	quickly	and	reliably	and	to	re-

spond	with	appropriate	action,	it	is	advisable	to	set	up	a	system	that	centrally	col-

lates	all	the	information	and	initiates	targeted	actions.	In	order	to	achieve	a	maxi-

mum	of	security,	a	control	body	of	this	kind	should	ideally	exist	outside	of	Internal	

Audit,	e.g.,	within	the	company’s	 legal	department.	he	activities	of	such	a	body	

include	 the	compilation	of	 speciic	guidelines,	 the	 treatment	of	 each	 incident	by	

forwarding	and	monitoring	it,	and	a	periodic	reporting	system	that	keeps	detailed	

information	regarding	all	ongoing	and	closed	cases.	In	addition,	cooperation	with	

other	bodies	that	deal	with	similar	issues	should	be	organized.	It	may	also	be	ben-

eicial	to	establish	an	anti-fraud/anti-corruption	program	within	the	organization.	

An	 important	 part	 of	 such	 a	 program	 would	 be	 a	 fraud	 emergency	 plan,	 which	

contains	 all	 necessary	 steps	 for	 handling	 fraud-related	 matters	 in	 a	 professional,	

timely,	and	appropriate	manner.	
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Internal	Audit’s	activities	in	this	context	comprise	much	more	than	merely	re-

sponding	to	cases	of	fraud.	he	ultimate	objective	is	to	protect	the	company	from	

attacks	of	this	nature.	For	this	reason,	Internal	Audit	must	strive	to	prevent	fraud,	

or	at	least	facilitate	early	detection.	he	preventive	exclusion	of	possible	misuse	in-

volves	both	identifying	potential	sources	of	fraud	in	general	and	testing	the	efec-

tiveness	of	controls	already	implemented.	Cash	lows	and	any	other	sensitive	area	

where	embezzlement	is	a	direct	possibility	deserve	particular	attention.	hese	areas	

must	be	analyzed	and	adequate	controls	must	be	established.

Internal	Audit’s	process	model	must	be	set	up	accordingly	(see	Section	B,	Chap-

ter	7.2).	 Internal	and	external	communication	must	be	 initiated	and	maintained,	

and	a	reporting	system	should	be	implemented	also	with	regard	to	the	special	re-

quirements	on	documents	that	may	be	used	in	a	court	of	law.	Ultimately,	evidence	

has	to	be	provided	to	demonstrate	that	external	requirements,	such	as	those	im-

posed	on	Internal	Audit	by	SOX,	are	optimally	met.

For	investigating	fraud,	each	audit	involves	an	individual	procedure	with	regard	

to	the	audit	steps	to	be	taken,	the	audit	content,	the	involvement	of	third	parties,	

reports,	and	the	necessary	follow-up	activities.	To	obtain	usable	audit	results	in	the	

shortest	possible	time,	fraud	audits	normally	employ	the	full	range	of	audit	proce-

dures	available,	from	a	comprehensive	process	approach,	including	Scope	and	work	

program,	through	special,	targeted	ad-hoc	audits.	In	this	process,	the	body	of	evi-

dence	must	be	kept	as	clear-cut	as	possible.	

In	addition	to	technical	expertise,	auditors	need	a	certain	intuition	for	irregu-

larities	combined	with	a	healthy	dose	of	skepticism	and	an	ability	to	put	themselves	

into	the	position	of	other	people.	Fraud	auditors	can	come	from	diferent	technical	

areas	of	a	company.	Ideally,	they	will	at	least	have	basic	audit	experience	in	other	

audit	ields,	such	as	operational	or	inancial	audits.	Fraud	audits,	however,	increas-

ingly	also	require	generalists	who	can	uncover	and	assess	links	from	both	a	techni-

cal	perspective	and	with	an	eye	for	possible	criminal	motives.	Since	fraud	audits	are	

mostly	conducted	under	time	pressure,	knowledge	and	experience	in	the	area	to	be	

audited	are	of	great	beneit.

In	order	to	increase	the	eiciency	of	the	work	performed	by	Internal	Audit	in	

this	very	critical	audit	ield,	a	separate	Scope,	a	separate	Audit	Roadmap	with	spe-

ciic	components,	and	a	ranking	list	of	possible	audit	segments	based	on	past	expe-

rience	should	be	set	up	for	fraud	in	line	with	the	risk	potential	involved.

Relations	with	other	internal	and	external	parties	are	very	important	for	fraud	

audits.	First	and	foremost,	this	includes	the	legal	department,	Corporate	Security,	

and	Human	Resources.	he	Audit	Committee	and	the	compliance	oicer	should	

also	 be	 involved	 in	 these	 processes.	 Cooperation	 with	 the	 external	 auditors	 also	

must	be	arranged.	Disclosure	of	incidents	of	fraud	is	becoming	an	increasingly	im-

portant	reporting	element	for	all	companies.

he	whole	area	of	 fraud	audits	 is	a	very	complex	and	sensitive	audit	ield	 for	

Internal	Audit.	For	this	reason,	there	is	no	single	correct	way	of	dealing	with	fraud	
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within	the	company.	he	procedure	must	be	determined	for	each	individual	case.	

he	following	diagram	shows	possible	solutions	and	the	interdependencies	that	ex-

ist	in	Internal	Audit’s	treatment	of	fraud.

he	police	and	the	district	attorney	could	no	doubt	also	be	important	external	par-

ties	 in	 this	 context.	 Generally,	 fraud	 investigations	 are	 aimed	 at	 identifying	 un-

known	perpetrators.	If	Internal	Audit	cannot	identify	them,	in	consultation	with	

company	 management	 and	 the	 company’s	 legal	 department,	 they	 may	 refer	 the	

matter	to	the	police	and/or	the	district	attorney.	his	also	applies	if	the	investigation	

has	been	successful,	 i.e.,	Internal	Audit	has	 identiied	the	perpetrators	and	laid	a	

charge	against	them.	

Police	and	District	
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Fig. 20  Possible	Treatment	of	Fraud	by	Internal	Audit
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Hints	AnD	tiPs	 ;

•	 Cases	 of	 suspected	 fraud	 must	 get	 priority	 treatment	 in	 day-to-day	 auditing,	

because	it	is	oten	very	important	to	act	quickly.

•	 Prevent	rumors	or	hasty	reactions	at	any	stage	in	the	fraud	audit.

•	 Ensure	that	the	auditors	have	the	necessary	documents	to	hand,	because	they	

may	be	asked	to	give	evidence	in	a	legal	dispute.
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6.2.7	 Business	Audit	

Key	Points	 •••

•	 Today,	relationships	with	external	parties	(such	as	partners	or	critical	vendors)	

expose	organizations	to	risk	and	therefore	require	Internal	Audit’s	attention.

•	 he	Board	or	management	may	engage	Internal	Audit	in	audits	of	these	external	

relationships	for	a	variety	of	reasons,	including	de-escalation,	legal	claims,	etc.

•	 Internal	Audit	may	perform	 full-ledged	audits	of	 these	 relationships	or	pro-

jects,	known	as	business	audits.	Alternatively,	Internal	Audit	may	perform	busi-

ness	reviews,	which	are	less	rigorous	and	require	less	ieldwork.

•	 he	 objectives	 of	 business	 audits	 or	 business	 reviews	 are	 generally	 to	 ensure	

compliance	with	legal,	regulatory	and	contractual	requirements	and	to	evaluate	

risk	related	to	external	relationships.

•	 Internal	Audit	should	seek	input	from	all	interested	parties	to	develop	a	shared	

responsibility	for	the	success	of	the	relationship	and/or	project.

For	many	years,	Internal	Audit	work	has	focused	on	auditing	internal	processes	and	

organizational	units	to	investigate	how	efectively	departments	and	their	employees	

interact	with	each	other	and	their	customers	as	the	main	determinant	of	organiza-
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tional	success.	While	this	still	applies	today,	the	perspective	has	shited	somewhat.	

he	increasing	reliance	upon	supply	and	service	chains,	both	within	a	company	and	

across	diferent	organizations,	business	sectors	and	countries,	has	signiicantly	con-

tributed	to	broadening	the	range	of	factors	that	determine	an	organization’s	success.	

his	trend	is	set	to	continue.	Ultimately,	the	network	of	suppliers,	customers,	part-

ners,	and	inancial	interests	as	well	as	relations	with	public	institutions,	organiza-

tions	and	governmental	bodies	has	a	signiicant	inluence	on	the	internal	processes	

of	a	company	and	therefore	should	be	in	the	forefront	of	Internal	Audit’s	focus.	his	

means	that	Internal	Audit’s	main	audit	areas	are	determined	by	both	internal	and	

external	concerns.	

he	importance	of	audits	related	to	external	concerns	will	continue	to	increase	

as	organizations’	reliance	on	external	partners	grows.	Management	or	the	Board	of	

Directors	may	engage	Internal	Audit	to	examine	these	relationships	or	projects	for	

a	variety	of	reasons:

•	 To	efectively	manage	a	relationship	or	project	with	outside	parties	it	is	impera-

tive	that	the	organization	examine	current	and	on-going	information.	Any	sig-

niicant	inancial	or	operational	disruptions	at	any	of	these	organizations	may	

cause	(in	some	cases	incalculable)	damage	to	the	company’s	reputation	and	its	

market.	Damages	to	an	organization’s	reputation	are	very	diicult	to	control	and	

are	oten	hard	to	reverse.	

•	 Oten	when	organizations	engage	in	projects	with	outside	companies	there	is	a	

risk	of	escalation	of	commitment	(i.e.,	making	irrational	decisions	to	justify	pre-

vious	choices).	hat	is,	because	the	organization	has	entered	into	the	relation-

ship	there	is	a	desire	to	make	it	work	–	at	all	costs.	Escalation	of	commitment	

oten	occurs	when	the	project	or	relationship	is	not	as	efective	or	productive	as	

originally	expected	and	the	organization	increases	the	resources	dedicated	to	it	

in	an	attempt	to	improve	the	likelihood	of	success.	De-escalation	activities	are	

designed	to	counter-act	any	escalation	of	commitment	tendencies	that	may	ex-

ist.	he	aim	of	the	de-escalation	approach	is	to	return	to	a	stable	situation	inter-

nally	and	to	show	those	involved	new	ways	of	reaching	their	targets.

•	 When	an	organization	partners	with	other	companies	it	is	exposed	to	increased	

compliance	and	regulatory	risk	because	it	is	also	responsible	for	ensuring	that	its	

partner	also	complies	with	all	applicable	legal	and	regulatory	requirements.	If	a	

partner	fails	to	comply	with	applicable	requirements,	the	organization	may	be	

liable	for	damages	and	subject	to	sanctions	or	penalties.	herefore,	Internal	Au-

dit	must	carefully	examine	the	relationships	and	activities	of	the	organizations’	

partners	in	a	timely	manner	to	ensure	legal	and	regulatory	compliance.

•	 Rather	than	focusing	on	the	speciic	partner,	Internal	Audit	may	also	examine	a	

project	in	which	the	organization	has	engaged	with	its	partner.	Internal	auditors	

may	focus	on	project-speciic	issues,	such	as	delays,	excess	costs,	and	non	per-

formance	of	services	by	the	contract	partner,	or	signiicant	product	or	service	

defects.
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For	all	of	the	above	reasons,	the	Board	may	request	that	Internal	Audit	conduct	a	

special	audit	of	business	objects,	also	referred	to	as	a	business	audit	or	business	re-

view.	he	question	as	to	whether	to	conduct	an	audit	or	a	review	is	usually	asked	in	

connection	with	the	extent	of	the	ieldwork	that	has	to	be	performed.	When	per-

forming	a	business	audit,	Internal	Audit	examines	the	entire	audit	environment	in	

depth	using	the	Audit	Roadmap.	Alternatively,	a	business	review	focuses	on	record-

ing	and	analyzing	speciic	key	aspects	of	the	relationship	or	project	during	limited	

ieldwork.	hat	is,	during	a	business	audit	the	auditor	performs	all	the	individual	

audit	steps,	including	the	necessary	documentation.	However,	during	a	review,	the	

auditor	 draws	 conclusions	 on	 the	 basis	 of	 readily	 available	 information.	 Usually,	

business	reviews	produce	results	faster,	although	the	results	must	be	analyzed	from	

the	 perspective	 of	 a	 review.	 he	 advantage	 of	 a	 review	 over	 an	 audit	 is	 that	 it	 is	

sooner	possible	to	make	the	irst	statements	and	implement	measures.	Overall,	the	

results	of	a	business	audit	include	indings	and	recommendations,	whereas	a	busi-

ness	review	only	concludes	with	procedural	proposals	(for	more	information,	see	

Section	A,	Chapter	7.2.3).	he	rest	of	this	chapter	deals	with	business	audits	in	more	

detail.	In	addition	to	the	Board,	other	parties,	(e.g.,	the	legal	or	contracts	depart-

ment	of	a	company,	 the	sales	or	consulting	oicer	responsible,	other	service	and	

support	units	of	the	company,	and	Risk	Management)	may	request	an	independent	

audit	of	the	organization’s	external	relationships	and	projects	by	Internal	Audit.

A	business	audit	is	deined	as	a	preventive	audit	measure	conducted	in	line	with	

the	de-escalation	strategy.	Its	main	purpose	is	to	ensure	that	processes,	methods,	

and	guidelines	are	compliant	and	working	as	intended.	At	the	same	time,	the	risks	

related	to	the	project	or	partner	are	examined	and,	if	necessary,	appropriate	de-es-

calation	measures	are	proposed.	Objectives	and	content	of	a	business	audit	must	be	

deined	exactly.	he	audit	may	focus	on	legal,	contractual,	or	organizational	mat-

ters.

he	results	of	a	business	audit	are	prepared	and	presented	in	a	slightly	diferent	

manner	than	are	those	for	a	traditional	audit.	Because	of	the	dynamic	nature	of	the	

business	processes	it	 is	necessary	to	explain	interim	results	and	perspectives	in	a	

timely	manner	to	management	and	the	employees	involved.	his	means	that,	apart	

from	the	traditional	report	formats	used	by	Internal	Audit,	additional	memos	(see	

Section	 B,	 Chapter	 5.3.1)	 or	 presentations	 (see	 Section	 B,	 Chapter	 5.3.2)	 may	 be	

needed.	his	may	be	of	speciic	importance	if	the	parties	concerned	need	to	con-

sider	possible	actions	or	costs.	However,	it	is	a	challenge	to	communicate	interim	

results,	without	revealing	important	indings	too	early.

When	examining	relationships	and	projects	with	external	parties,	it	may	be	nec-

essary	to	conduct	audit	activities	outside	one’s	own	business	premises.	In	this	re-

gard,	it	is	necessary	to	clarify	in	advance	to	what	extent	this	is	legally	possible.	Oten	

a	“right	to	audit”	clause	is	included	in	the	contract	between	the	organization	and	its	

partner.	If	such	a	procedure	deserves	support,	Internal	Audit	contacts	the	partner	

in	order	to	agree	the	objective	and	the	required	action.	Generally,	relationships	with	
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external	parties	are	more	productive	if	the	parties	are	able	to	cooperate	and	coordi-

nate	such	audits	without	conlict.

Hints	AnD	tiPs	 ;

•	 For	a	business	audit,	auditors	should	enlist	support	from	other	specialist	depart-

ments	and	corporate	communications.

•	 During	a	business	audit,	auditors	should	examine	all	the	existing	documents	for	

the	process,	including	e-mails.

•	 During	a	business	audit,	auditors	must	keep	themselves	informed	on	an	opera-

tional	level	as	well	as	on	a	strategic	level	with	the	latest	information	from	the	

Board	of	Directors.

LinKs	AnD	ReFeRenCes	 e

•	 AnDERSOn	 S.W.	 AnD	 K.	 l.	 SEDATOlE.	 2003.	 Management	 Accounting	 for	 the	

Extended	Enterprise:	Performance	Management	for	Strategic	Alliances	and	networked	

Partners.	In	A.	 BHIMInI	 (ED.).	 2003.	Management accounting in the digital economy. 

london:	Oxford	Press.

•	 AnDERSOn,	S.W.,	M.	H.	CHRIST	AnD	K.	l.	SEDATOlE.	2006.	Managing Strategic 

Alliance Risk: Survey Evidence of Control Practices in Collaborative Inter-Organizational 

Settings.	 IIA	 Research	 Foundation.	 http://www.theiia.org/research/research-reports/

downloadable-research-reports/?i=237	(accessed	May	31,	2007).

6.3	 Audit	Approaches

Key	Points	 •••

•	 he	risk-based	audit	approach	allows	Internal	Audit	to	target	its	work	at	areas	of	

critical	business	risk.

•	 he	audit	risk	consists	of	inherent	risk,	control	risk,	and	detection	risk.

•	 Four	audit	methods	are	used	under	the	risk-based	audit	approach.	hese	meth-

ods	can	be	used	lexibly	in	the	course	of	the	audit,	in	response	to	interim	audit	

results:	 General	 risk	 analysis,	 analytical	 ieldwork,	 system	 and	 process	 based	

ieldwork,	and	substantive	testing.

•	 As	part	of	the	risk-based	audit	approach	and	within	the	audit	methods	that	its	

application	entails,	other	audit	approaches	can	be	used	during	audit	work,	either	

individually	or	in	combination.

•	 he	system-based	audit	approach	is	used	to	test	the	efectiveness	of	the	controls	

and	safeguards	that	have	been	put	in	place.

•	 he	 objective	 of	 the	 transaction-based	 audit	 approach	 is	 primarily	 to	 detect	
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transaction	errors.	his	normally	means	that	Internal	Audit	must	use	an	inves-

tigative	method.

•	 he	compliance-based	audit	approach	is	centered	on	testing	the	compliance	of	

any	audit	object,	in	relation	to	meeting	a	speciic	requirement.

•	 he	 objective	 of	 the	 results-based	 audit	 approach	 is	 to	 arrive	 at	 a	 quantiied	

comparison	of	the	audit	object’s	current	condition	with	the	relevant	criteria,	for	

example	legal	standards	or	business	guidelines.

•	 he	risk-based	audit	approach	is	a	key	concept	that	provides	a	framework	for	

the	other	audit	approaches.	he	audit	objects	that	are	selected	and	the	speciic	

audit	 activities	 to	 be	 conducted	 are	 determined	 within	 the	 framework	 of	 the	

risk-based	audit	approach.	he	selection	is	therefore	guided	by	the	risk	attached	

to	the	audit	object	and	its	materiality.

In	principle,	an	audit	approach	is	a	method	for	developing	a	certain	procedure	for	

an	audit,	i.e.,	for	formulating	the	audit	strategy.	In	response	to	modern	corporate	

structures,	the	aim	of	the	risk-based	audit	approach	is	to	allow	Internal	Audit	to	

tailor	its	audit	work	to	the	areas	of	business	risk.	Internal	Audit’s	universality	claim	

of	representing	permanent	control	in	all	areas	is	giving	way	to	greater	focus	on	au-

dit	objects	with	a	high	risk	potential.

he	following	diagram	shows	that	audit	risk	has	two	components,	error	risk	and	

detection	risk.	Error	risk	breaks	down	further	into	inherent	risk	and	control	risk.

Inherent	risk	is	the	risk	that	is	intrinsic	to	a	process	and	results	from	the	audit	ob-

ject’s	susceptibility	to	errors.	It	comprises	macroeconomic,	sector-	and	company-	

speciic	factors	(e.g.,	the	economic	situation,	organizational	structure,	or	the	com-

pany’s	 legal	 environment,	 as	 well	 as	 factors	 speciic	 to	 the	 audit	 object).	 Factors	

speciic	 to	 the	audit	object	 include	 the	complexity	of	work	processes	 in	business	
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units	and	departments	and	the	time	pressure	to	which	they	are	subject.	To	assess	

the	 inherent	risk,	auditors	must	have	comprehensive	knowledge	of	 the	company	

and	its	environment	and	use	interviews	and	observations	or	analyze	documents	in	

order	to	obtain	information	on	workloads,	work	quality,	and	techniques	in	the	unit	

being	audited.

Control	risk	represents	the	danger	that	the	implemented	internal	control	system	

does	not	detect	or	prevent	all	relevant	errors.	here	may	be	two	reasons	for	this:	

Either,	the	controls	are	triggered	only	ater	a	time	delay,	which	means	that	any	er-

rors	are	identiied	too	late,	or	certain	aspects	are	not	checked	because	the	internal	

controls	are	not	efective	all	the	time	or	there	are	gaps	in	their	coverage.

Detection	risk	is	the	other	main	component	of	audit	risk.	It	quantiies	the	pos-

sibility	that	in	spite	of	detailed	tests,	the	auditors	do	not	detect	material	errors,	for	

example	because	they	have	selected	an	insuicient	number	of	samples	or	inappro-

priate	audit	methods.	Unlike	the	other	components,	auditors	can	therefore	directly	

inluence	detection	risk	by	selecting	the	type	and	extent	of	ieldwork.

For	reasons	of	eiciency,	only	material	risks	are	included	in	the	audit	planning.	

Since	the	three	components	of	audit	risk	can	ofset	or	reinforce	each	other,	audit	

risk	is	determined	by	multiplying	its	components:

Audit	risk	=	inherent	risk	x	control	risk	x	detection	risk.

Once	 the	overall	audit	risk	acceptable	 for	 the	audit	has	been	deined	and	the	

inherent	and	control	risks	have	been	determined,	the	tolerable	detection	risk	can	be	

set.	Auditors	must	keep	within	this	risk	level	by	conducting	appropriate	ieldwork.	

It	is,	however,	impractical	to	work	out	the	exact	level	of	risk	mathematically,	so	that	

general	risk	categories	(low,	medium,	high)	are	used	in	practice.

From	a	risk	perspective,	four	approaches	for	risk	analysis	are	used	as	part	of	the	

risk-based	audit	approach:

•	 general	risk	analysis,

•	 analytical	audit	procedures,

•	 systems	and	process	based	ieldwork,

•	 substantive	testing.

In	risk	analysis,	the	areas	of	business	risk	are	determined	and	the	relevant	risks	are	

identiied	in	the	overall	context	of	audit	risk.	he	audit	objects	are	determined	and	

the	audit	is	planned	on	the	basis	of	the	results	of	the	risk	analysis.

Analytical	audit	procedures	(see	Section	C,	Chapter	3.1)	are	used	to	generally	

assess	the	risks	at	process	level.	he	procedures	consist	of	analyzing	individual	ig-

ures	and	ratios	or	groups	of	igures	and	ratios.	hey	are	intended	to	allow	auditors	

to	get	an	overview	of	the	reliability	of	 the	risk	management	and	internal	control	

systems.	Analytical	audit	procedures	also	help	provide	a	global	overview	of	the	pro-

cesses	and	controls	of	the	unit	being	audited	and	identify	any	interdependencies.	

he	audit	content	is	divided	into	audit	areas	on	the	basis	of	this	knowledge.

Detailed	system	ieldwork	helps	test	the	reliability	and	efectiveness	of	the	inter-

nal	controls.	It	is	also	used	to	assess	the	main	process	risks.	hese	tests	are	based	on	

a	comparison	between	the	applicable	standards	or	company-internal	rules	and	the	
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actual	process	or	situation	in	the	units	being	audited.	Substantive	testing	is	a	de-

tailed	review	of	individual	material	causes	of	risk	or	of	a	speciic	process.

By	combining	the	above	four	audit	methods	in	the	indicated	sequence,	the	audi-

tors	can	conduct	an	audit	eiciently	with	the	speciied	degree	of	reliability	and	op-

timize	it	with	regard	to	the	time	and	efort	it	involves.	During	this	process,	the	reli-

ability	of	 the	 individual	 audit	 statements	 increases	 continually	 from	general	 risk	

analysis	through	substantive	testing.	A	signiicant	attribute	of	the	risk-based	audit	

approach	is	that	the	combinations	of	methods	can,	and	have	to,	be	lexibly	adapted	

during	the	audit	in	line	with	interim	audit	results,	i.e.,	Internal	Audit’s	activities	are	

scaled	down	or	expanded	while	the	audit	is	being	conducted.

As	part	of	the	risk-based	audit	approach	and	within	the	audit	methods	that	its	

application	entails,	the	auditors	can	use	other	audit	approaches	during	their	audit	

work,	either	individually	or	in	combination.	he	diagram	below	shows	how	the	dif-

ferent	audit	approaches	interact,	and	the	text	that	follows	explains	the	approaches	

and	the	interaction	between	them.

he	 system-based	 audit	 approach	 should	 be	 used	 to	 test	 the	 efectiveness	 of	 the	

controls	and	safeguards.	he	main	objective	of	 the	 system-based	audit	 approach	

is	to	give	the	managers	with	overall	responsibility	for	corporate	monitoring	an	as-

surance	regarding	the	control	systems	used.	Any	actual	or	possible	weaknesses	in	
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the	system	should	be	detected	and	eliminated.	he	system-based	audit	approach	is	

generally	also	based	on	the	risk	analysis	performed	on	the	company	and	its	pro-

cesses	and	procedures.

Audits	 that	 follow	a	system-based	approach	are	similar	 to	process	audits	and	

focus	on	control	mechanisms.	Although	this	approach	 is	also	 intended	to	detect	

errors,	it	focuses	on	systematic	errors	during	process	or	transaction	handling,	not	

on	speciic	one-time	errors.	his	means	that	the	system-based	audit	approach	is	less	

retrospective	and	should	also	be	able	to	produce	forward-looking	audit	results.

Because	of	its	systematic	way	of	dealing	with	transactions	within	the	company,	

which	requires	them	to	be	comprehensively	analyzed,	the	system-based	approach	is	

particularly	well	suited	to	audit	matters	related	to	or	 impacting	on	the	following	

topics:	Reliability	and	integrity	of	accounting,	securing	of	assets,	eiciency	of	trans-

actions,	and	compliance	with	legal	rules	and	requirements.

he	objective	of	the	transaction-based	audit	approach	is	primarily	to	uncover	

transaction	errors.	In	line	with	this	objective,	the	transaction-based	approach	oten	

means	that	Internal	Audit	has	to	use	an	investigative	procedure.

Audits	that	follow	the	transaction-based	approach	are	best	suited	to	ieldwork	

such	as	sample	tests	and	full	audits	of	individual	business	transactions	within	the	

company.	hey	assess	whether	the	relevant	processes	are	performed	correctly	and	

the	 transaction	has	been	handled	and	 recognized	properly.	Under	 this	 audit	 ap-

proach,	 the	controls	 integrated	 in	 the	corporate	processes	 are	only	of	 secondary	

importance,	because	these	audits	analyze	not	the	general	process	as	a	whole,	but	

focus	 on	 a	 speciic	 manifestation.	 As	 such,	 the	 audit	 procedure	 used	 under	 the	

transaction-based	approach	focuses	on	the	past	or	present,	but	can	rarely	arrive	at	

forward-looking	audit	results.

Because	the	focus	of	audit	activities	under	the	transaction-based	approach	is	on	

a	speciic	transaction,	it	is	best	suited	to	investigating	suspected	fraud,	helping	with	

issues	relating	to	the	assessment	of	management	decisions,	or	supporting	customer	

projects	or	similar	consulting	tasks.

he	compliance-based	audit	approach	is	centered	on	testing	the	compliance	of	

an	audit	object.	Consequently,	the	audit	object	is	tested	to	determine	whether	or	

not	it	meets	a	speciic	requirement	set	to	establish	compliance.	Such	requirements	

may	 include	 legal	 standards	 or	 company-internal	 conduct	 rules,	 policies,	 and	

guidelines.	Audits	that	test	whether	certain	controls	or	individual	control	elements	

are	in	place	are	also	feasible.

Audit	objects	may	include	internal	monitoring	systems	as	well	as	speciic	pro-

cesses,	process	steps,	and	work	results.	note	that	the	compliance-based	audit	ap-

proach	 leads	 to	an	audit	 statement	 in	 the	 form	of	a	yes-no	decision.	 If	 the	audit	

object	is	found	to	be	compliant	with	the	relevant	benchmark,	this	results	in	a	posi-

tive	audit	outcome.	However,	if	the	audit	inds	the	audit	object	to	deviate	from	the	

relevant	 benchmark,	 it	 is	 documented	 as	 non-compliant.	 he	 inding	 does	 not	

comment	on	the	extent	of	the	variance,	i.e.,	the	error	is	not	rated.

Since	it	focuses	on	following	rules	exactly	or	the	existence	of	speciied	controls	

or	process	steps,	the	compliance-based	audit	approach	is	best	suited	for	assessing	
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compliance	with	legal	standards	or	compliance	regulations,	assuring	the	quality	of	

the	process	structures,	or	testing	whether	project	targets	are	achieved	as	planned.

he	 objective	 of	 the	 results-based	 audit	 approach	 is	 to	 arrive	 at	 a	 quantiied	

comparison	 of	 the	 audit	 object’s	 current	 condition	 with	 relevant	 criteria,	 which	

again	include	legal	standards	or	company-internal	guidelines.	his	approach	is	not	

only	about	establishing	whether	or	not	the	audit	object	meets	the	benchmark.	If	any	

non-compliance	with	 the	 requirement	 is	 found,	 it	 should	be	quantiied	as	 far	 as	

possible.	his	applies	to	both	errors	in	speciic	procedures	and	the	impact	of	any	

control	weaknesses	that	have	been	identiied.

When	the	results-based	audit	approach	is	applied,	audit	results	are	expressed	as	

a	quantitative	measure,	not	a	yes-no	decision.	he	non-compliances	that	have	been	

identiied	can	be	expressed	either	as	percentages	or	relative	values,	or	as	monetary	

amounts.	 If	 the	 consequences	 in	 the	 form	 of	 a	 direct	 percentage	 or	 monetary	

amount	cannot	be	speciied,	the	auditors	may	alternatively	rate	the	error	qualita-

tively	 according	 to	 its	 seriousness.	 Sample	 testing	 is	 particularly	 suitable	 for	 use	

under	the	results-based	audit	approach,	not	 least	because	of	 the	lexibility	of	 the	

variables.	he	results-based	approach	is	also	useful	where	the	audit	statement	is	not	

to	be	limited	to	simply	conirming	compliance,	but	where	the	positive	aspects	are	to	

be	 quantiied.	 his	 approach	 could	 be	 used	 for	 projects,	 for	 example,	 where	 the	

auditors	want	to	report	not	only	the	general	fact	that	the	objectives	have	been	met,	

but	 also	 that	 the	 project	 was	 implemented	 faster	 and	 with	 greater	 success	 than	

planned.

Since	the	results-based	audit	approach	focuses	on	measuring	and	assessing	the	

variance	from	the	relevant	requirements,	it	is	best	suited	to	testing	control	mecha-

nisms	and	quality	assurance	systems.	In	these	types	of	audit,	it	is	not	only	important	

to	identify	the	existence	of	errors,	but	also	to	establish	whether	they	are	material	

and	what	efect	they	have.	he	results-based	audit	approach	is	also	useful	as	part	of	

internal	consulting	activities	and	for	auditing	customer	projects.

In	principle,	the	audit	objectives	of	Internal	Audit	determine	which	audit	ap-

proach	is	selected.	he	choice	in	turn	afects	the	speciic	audit	activities	that	Inter-

nal	Audit	conducts.	Firstly,	it	is	important	to	clarify	whether	it	is	conducting	a	com-

prehensive	audit	of	a	whole	area	or	only	examining	certain	key	issues.	If	the	audit	

objective	 is	comprehensive,	 for	example,	 testing	the	efectiveness	of	the	intended	

control	mechanisms,	a	system-based	approach	is	advisable.	For	more	speciic	issues	

or	substantive	tests	on	single	 transactions	or	similar,	 the	transaction-based	audit	

approach	is	more	appropriate.

But	the	system	and	transaction	based	audit	approaches	are	not	mutually	exclu-

sive	and	can	be	used	in	combination	with	each	other.	In	particular,	the	auditors	can	

use	the	transaction-based	approach	for	additional	testing	under	the	system-based	

approach.	he	reverse	procedure,	i.e.,	using	the	system-based	approach	as	an	addi-

tion	 to	 the	 transaction-based	 approach,	 is	 normally	 more	 diicult	 and	 will	 only	

rarely	be	considered	a	 feasible	way	of	achieving	the	audit	objectives.	 In	practice,	

compliance-based	and	results-based	approaches	can	also	be	used	in	combination,	

for	example	to	test	for	the	existence	of	control	mechanisms,	while	at	the	same	time	
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arriving	at	quantitative	statements	about	whether	the	intended	procedures	are	fully	

and	appropriately	complied	with.

It	is	also	possible	to	combine	the	compliance-based	audit	approach	with	both	

the	system-based	and	the	transaction-based	approach.	A	combination	of	the	com-

pliance-based	with	the	system-based	approach	is	particularly	useful	when	testing	

whether	control	mechanisms	or	certain	process	 steps	exist	within	process	 struc-

tures.	he	compliance-based	and	transaction-based	audit	approaches	can	be	com-

bined,	 for	 example	 when	 auditing	 compliance	 with	 speciic	 standards,	 where	 a	

positive	or	negative	audit	result	without	quantiication	is	suicient.	However,	if	the	

auditors	need	to	quantify	the	audit	result	in	a	transaction-based	audit,	they	should	

combine	 this	approach	with	 the	 results-based	approach.	When	assessing	control	

mechanisms	or	requirements	relating	to	procedures,	it	is	sensible	to	combine	the	

system-based	and	results-based	approaches.	In	such	cases,	the	auditors	are	testing	

not	only	the	general	efectiveness,	but	also	the	materiality	of	variances	from	stated	

requirements.

he	risk-based	audit	approach	is	a	key	concept	that	provides	a	framework	for	

the	 other	 audit	 approaches:	 he	 audit	 objects	 are	 selected	 and	 the	 speciic	 audit	

activities	are	determined	within	the	framework	of	the	risk-based	audit	approach.	

he	selection	 is	 therefore	guided	by	 the	 risk	attached	 to	 the	audit	object	 and	 its	

materiality.	Within	the	 individual	steps	or	audit	methods	of	 the	risk-based	audit	

approach,	the	auditors	should	fall	back	on	other	audit	approaches	that	allow	them	

to	add	speciic	audit	content	in	the	appropriate	place	within	the	speciied	frame-

work.	It	will	depend	on	the	case	in	question	whether	the	auditors	should	use	the	

pure	forms	or	combinations	of	audit	approaches.	his	decision	is	taken	in	line	with	

the	audit	objective	on	the	basis	of	the	speciic	requirements	and	circumstances.

On	this	basis,	it	is	also	possible	to	create	links	between	the	tasks	of	Internal	Au-

dit	and	the	applicable	audit	approaches.	For	the	more	topical	tasks,	the	assignments	

are	relatively	clear.	For	an	IT	audit,	the	system-based	approach	with	results-based	

elements	 will	 normally	 be	 best.	 But	 a	 fraud	 audit	 will	 almost	 invariably	 use	 the	

transaction-based	approach	in	combination	with	the	compliance-based	approach,	

unless	it	investigates	the	general	efectiveness	of	a	preventive	system.

In	the	area	of	internal	consulting,	customer	projects	will	tend	to	be	addressed	by	

the	transaction-based	audit	approach,	but	consulting	projects	for	process	improve-

ments	will	probably	require	a	system-based	approach.	he	same	applies	to	business	

audits.	In	most	cases,	the	results-based	approach	will	be	more	prevalent	than	the	

compliance-based	approach	in	these	areas,	because	the	quantitative	impact	of	audit	

indings	is	very	important	in	internal	consulting.

When	examining	the	organizational	structure,	management	audits	may	use	the	

system-based	audit	approach,	but	otherwise	the	transaction-based	approach	will	be	

more	common.	In	this	audit	ield,	a	results	focus	should	commonly	outweigh	a	pure	

compliance	assessment.

Since	in	both	operational	and	inancial	audits	the	focus	is	on	processes	and	busi-

ness	transactions,	system-based	audit	approaches	are	the	preferred	choice.	In	both	

ields,	transaction-based	approaches	will	only	be	used	in	individual	cases	to	con-
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irm	 the	 results.	 he	 adequacy	 of	 a	 compliance-based	 or	 results-based	 approach	

depends	 on	 the	 audit	 object	 in	 hand,	 although	 the	 results-based	 approach	 will	

probably	be	used	more	oten.

he	 above	 diagram	 explains	 the	 relations	 between	 audit	 ields	 and	 the	 audit	 ap-

proaches	to	be	used.	For	the	assignment	of	possible	audit	approaches	to	the	task	

areas,	the	risk-based	audit	approach	once	again	functions	as	a	framework.	On	the	

basis	of	risk	considerations,	decisions	are	taken	about	the	content	of	audit	objects,	

which	can	belong	to	one	main	task	or	to	several	activities	of	an	audit	ield.	Once	the	

audit	objects	have	been	speciied	and	the	basic	audit	strategy	has	been	deined,	the	

audit	approach	can	be	chosen.

Hints	AnD	tiPs	 ;

•	 Auditors	 should	 always	 keep	 risk-based	 procedures	 in	 mind	 and	 act	 accord-

ingly.

•	 Risk	 aspects	 are	 also	 very	 important	 when	 choosing	 appropriate	 audit	 ap-

proaches,	and	it	may	therefore	make	sense	to	consult	with	risk	management.

•	 Auditors	 should	 thoroughly	 analyze	 the	 impending	 audit	 request	 in	 order	 to	

align	their	method	with	one	or	more	suitable	audit	approaches.

•	 Even	ater	the	audit	has	started,	auditors	should	regularly	consider	using	difer-

ent	or	additional	audit	approaches	or	audit	methods	in	their	work.
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6.4	 Audit	Categories

Key	Points	 •••

•	 he	audit	categories	include	local,	regional,	and	global	audits.

•	 local	audits	focus	on	local	units	and	processes.	hey	are	conducted	by	the	de-

centralized	units	of	Internal	Audit,	taking	local	circumstances	into	account.

•	 Audits	of	topics	that	are	relevant	for	the	whole	region	are	called	regional	audits.	

hese	include	audits	of	a	topic	performed	centrally	for	the	whole	region,	or	on	a	

decentralized	basis	at	diferent	locations	in	the	region.

•	 Global	audits	always	involve	horizontal	process	chains	that	afect	either	difer-

ent	organizational	units	or	the	same	organizational	entity	as	a	global	function	in	

diferent	regions	and	countries.

•	 All	 audit	 standards	 that	 have	 been	 developed	 apply	 without	 exception	 to	

the	 diferent	 audit	 categories.	 Deviations	 from	 the	 standards	 are	 only	 al-

lowed	 in	 justiied	exceptional	circumstances.	he	reasons	 for	 such	deviations	

must	be	documented	and	permission	must	be	obtained	from	the	Audit	Man-

ager.

hree	audit	categories	are	diferentiated	at	SAP:	local,	regional,	and	global	audits.	

All	audit	topics	can	be	assigned	to	these	audit	categories.	In	practice,	some	audits,	

e.g.,	 of	 inancial	 or	 process	 topics,	 are	 primarily	 conducted	 locally,	 but	 audits	 of	

strategic	topics,	such	as	management	processes	or	risk	management,	are	more	oten	

audited	regionally	or	globally.

However,	 the	 links	 between	 audit	 ields	 and	 audit	 categories	 are	 not	 always	

clear-cut,	and	multiple	assignments	are	possible.	A	inancial	audit	can	be	conducted	

locally	 in	an	operating	unit,	but	 it	 is	also	 feasible	 to	conduct	 it	on	a	global	 level	

throughout	the	company.

local	audits	are	all	audit	activities	that	exclusively	cover	audit	content	at	a	local	

level,	e.g.,	processes	and	objects	that	relate	to	only	one	country	or	those	that	are	to	

be	examined	from	a	local	perspective,	even	though	they	are	globally	signiicant	for	
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the	entire	company.	In	addition	to	local	subsidiaries,	the	audit	objects	of	local	au-

dits	can	include	joint	projects,	partnerships,	and	joint	ventures.

SAP’s	Internal	Audit	is	organized	in	several	regional	teams	with	a	high	degree	of	

autonomy	(see	Section	A,	Chapter	4.3).	A	core	task	of	these	regional	audit	units	is	

to	implement	the	audit	standards	developed	in	the	various	audit	categories.	local	

audits	of	entities	 in	 the	area	represent	a	virtually	autonomous	audit	category	 for	

regional	teams.	his	gives	the	audit	teams	a	high	degree	of	responsibility.	Regional	

team	members	are	mainly	recruited	from	among	the	employees	of	the	region,	en-

suring	that	the	regionally	or	locally	speciic	expertise	remains	within	the	unit	re-

sponsible	for	the	region.

Typical	local	audits	include	process	and	accounting	audits,	as	well	as	audits	of	

compliance	with	corporate	law	(e.g.,	register	entries	and	articles	of	partnership).	In	

addition,	 local	 audits	 also	 examine	 speciic	 local	 processes	 and	 approval	 proce-

dures,	taking	locally	relevant	legal	circumstances	into	account.	his	includes	audits	

of	 local	IT	processes	and	IT	equipment,	as	well	as	speciic	investigations	into	al-

leged	or	suspected	fraud.	Ultimately,	many	elements	of	the	wide	ield	of	audit	topics	

may	become	locally	relevant.

Under	normal	circumstances,	standard	audits	will	be	the	type	most	commonly	

conducted	from	a	local	perspective,	i.e.,	audits	that	could	happen	in	similar	ways	at	

diferent	locations.	Special	audits	with	a	speciic	topic	focus	occur	more	rarely,	if	at	

all,	because	such	unique	topics	are	oten	encountered	only	once	in	the	company	and	

are	therefore	normally	not	conducted	in	decentralized	units	but	rather	on	a	global	

level,	e.g.	audits	of	the	corporate	treasury	department	(for	details	on	audit	typology,	

see	Section	A,	Chapter	6.5).

local	audits	always	follow	the	Audit	Roadmap,	from	planning	and	preparation	

through	execution,	reporting,	and	follow-up	(see	Section	B).	In	addition,	the	whole	

quality	assurance	framework	must	be	complied	with.	local	audits	are	shaped	by	the	

combined	inluence	of	centrally	speciied	standard	processes	and	contents	on	the	

one	hand	and	their	decentralized	adaptation	and	application	on	the	other.	Central	

standards	must	be	applied	to	the	audit	to	the	extent	possible,	but	despite	standard-

ization	speciic	local	features	must	be	considered.

Especially	in	smaller	regions,	it	is	important	to	exchange	as	much	information	

as	possible	prior	to	an	audit,	because	this	allows	the	auditors	to	identify	audit	focus	

areas	in	a	timely	manner.	his	applies	to	both	internal	and	external	contacts,	e.g.	the	

local	external	auditors.	local	cultural	aspects	must	also	be	considered.

local	audits	are	 listed	 in	 the	regional	execution	plan	(see	Section	B,	Chapter	

2.2),	which	must	be	based	on	 the	overall	 regional	capacity	 for	all	 audits	and	 the	

available	resources	to	avoid	schedules	that	are	too	ambitious.	Sometimes,	however,	

especially	if	capacity	suddenly	becomes	unavailable	or	specialist	knowledge	is	re-

quired,	there	may	be	additional	demand	for	auditor	capacity.	In	such	circumstances,	

the	 regional	 teams	 should	 get	 ad-hoc	 support	 from	 colleagues	 of	 other	 regions.	

Even	when	a	local	audit	is	conducted	by	a	mixed	team,	the	audit	remains	local	and	

fully	under	the	responsibility	of	the	regional	audit	organization	concerned,	i.e.	the	

regional	team	and	the	regional	Audit	Manager.
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Due	to	their	responsibility	for	conducting	audits	in	their	regions,	Audit	Manag-

ers	are	also	responsible	for	prioritizing	and	scheduling	each	audit.	All	administra-

tive	processes,	such	as	the	audit	announcement	and	the	distribution	of	reports,	are	

also	performed	regionally	on	the	basis	of	the	applicable	distribution	lists.	his	af-

fects	the	managers	of	the	unit	being	audited	at	local	level	in	particular.

Regional	audits	focus	either	on	regional	matters,	e.g.	regional	management	of	

business	partner	relations,	or	on	processes	centrally	organized	through	shared	ser-

vices	centers,	e.g.,	standardized	purchasing.	his	means	that	under	a	regional	audit,	

a	speciic	topic	is	examined	in	various	diferent	locations,	either	simultaneously	or	

one	directly	ater	the	other.	he	audit	organization	must	make	sure	in	each	instance	

that	the	audits	are	conducted	uniformly	and	local	preferences	cannot	inluence	or	

distort	the	audit	results.

he	comments	on	local	audits	with	regard	to	complying	with	audit	standards	

and	putting	the	audit	team	together	also	apply	to	regional	audits.	However,	there	is	

a	major	diference	in	the	way	the	regional	nature	of	the	audit	impacts	the	manage-

ment	of	the	unit	mainly	afected	by	the	audit.	In	the	case	of	regional	audits,	higher-

level	(regional)	management	is	responsible	for	enabling	the	audit	on	the	one	hand	

and	for	implementing	the	audit	results	on	the	other.	his	means	that,	unlike	for	lo-

cal	audits,	this	management	level	must	always	be	involved	in	the	main	phases	of	the	

audit	itself	and	the	opening	and	closing	meetings.

Another	 signiicant	 diference	 is	 that	 the	 results	 of	 regional	 audits	 may	 have	

greater	importance	for	the	company	than	those	of	local	audits.	For	this	reason,	it	is	

possible	that,	in	the	search	for	company-wide	solutions,	critical	results	of	a	regional	

audit	will	more	readily	be	brought	to	the	Board	of	Directors’	attention	because	the	

objective	is	to	release	rules	and	guidelines	at	senior	management	level	to	help	har-

monization	across	regional	boundaries.

International	corporate	audit	departments	can	and	must	also	face	global	audit	

topics	(see	Section	C,	Chapter	7).	Diferent	audit	topics	can	be	identiied	as	chal-

lenges	for	Internal	Audit	on	a	global	level.	hey	are	related	to	diferent	methods	that	

can	or	have	to	be	used	according	to	the	underlying	determinants.

A	global	audit	of	one	topic	may	occur	at	locations	in	diferent	regions	under	one	

organization	with	overall	functional	responsibility.	Examples	include	the	global	es-

calation	department,	the	global	processing	of	patents	to	safeguard	intellectual	prop-

erty,	or	a	global	purchasing	organization.	Ultimately,	they	always	involve	horizontal	

process	chains	that	either	afect	diferent	organizational	units	or	the	same	organiza-

tional	unit	in	diferent	regions	and	countries.	A	global	audit	area	may	also	be	a	topic	

whose	speciic	contents	are	deined	by	a	central	unit,	which	implements	and	coor-

dinates	them	in	the	diferent	countries	and	regions.	Examples	include	global	risk	

management	and	globally	standardized	internal	controls,	particularly	in	response	

to	SOX.	Global	structures	of	this	kind	may	also	be	found	in	development	or	sales	

organizations,	which	are	therefore	also	possible	subjects	of	Internal	Audit’s	work.

From	Internal	Audit’s	perspective,	 it	may	be	 sensible	 to	centrally	 standardize	

certain	topics	thus	transforming	them	into	global	topics	for	the	time	of	the	audit	
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engagement.	To	ensure	that	for	these	topics,	audit	content,	procedures,	and	exper-

tise	are	optimized,	such	audit	objects	are	easier	to	enforce	and	coordinate	from	In-

ternal	Audit’s	point	of	view	if	they	are	managed	under	the	same	technical	responsi-

bility.	he	audits	in	question	include	primarily	management	and	fraud	audits,	but	

also	audits	of	 IT	processes	and	 information	networks.	A	 special	 feature	of	 these	

types	of	audits	is	that	the	topics	under	review	are	oten	sensitive	and	may	have	a	

global	impact	on	the	entire	company.

Global	audits	are	seen	as	a	single	unit	for	the	whole	duration	of	the	audit	pro-

cess.	his	means	that	the	totality	of	an	audit	cannot	be	broken	up,	even	if	it	covers	

areas	that	difer	in	terms	of	content	(central	functions	and	decentralized	units).	In	

a	global	audit,	the	audit	topic	therefore	clearly	dominates	the	regions	and	forms	the	

focal	point	of	all	audit	procedures.	he	whole	organization	and	process	of	an	audit	

must	fall	in	line	with	the	global	topic.	he	only	relevant	outcome	is	a	complete	and	

globally	coordinated	audit	result,	because	only	this	result	will	permit	the	auditors	to	

arrive	at	indings,	recommendations,	and	conclusions	that	are	appropriate	from	a	

global	perspective.	his	means	in	turn	that	the	audit	content	must	be	deined	on	a	

global	level,	not	with	a	local	or	regional	focus.

Global	audits	primarily	deal	with	operational	business	units	that	are	under	uni-

form	global	management	and	therefore	have	globally	standardized	processes.	he	

reporting	lines	to	the	global	level	must	be	clearly	deined	in	this	context.	Units	that	

are	managed	on	a	decentralized	basis,	yet	follow	global	processes	have	clear	local	or	

regional	reporting	lines.

Global	audits	must	be	treated	as	a	whole	not	only	with	regard	to	content,	but	

also	in	terms	of	method	in	order	to	ensure	audit	success.	his	is	why	the	work	pro-

gram,	the	working	papers,	and	the	reports	must	always	cover	all	areas	of	a	global	

audit.	Individual	parts	cannot	receive	independent	treatment,	even	if	they	involve	

diferent	countries	or	organizational	units.	Each	stage	of	the	quality	assurance	sys-

tem	should	also	incorporate	the	results	of	all	audited	units	simultaneously.	he	pro-

cedure	can	only	be	consistent	and	deliver	a	globally	cohesive	audit	result	if	all	audit	

steps	are	coordinated	across	all	involved	auditors	and	synchronized	with	regard	to	

content.

Global	 audits	 require	 the	 auditors	 involved	 to	 communicate	 and	 cooperate	

across	continents	and	time	zones	and	therefore	place	great	demand	on	the	audit	

lead.	Global	cooperation	also	requires	that	all	team	members	keep	to	the	work	pro-

gram	(in	terms	of	timing	and	organization)	and	deliver	partial	results	when	they	are	

due	in	order	to	support	the	audit	lead	in	conducting	a	successful	audit.

What	makes	global	audits	challenging	is	the	potential	conlict	between	what	has	

been	centrally	speciied	and	what	can	be	implemented	regionally.	In	such	cases,	the	

right	balance	has	to	be	found	in	order	to	get	an	acceptable	audit	result.	he	nature	

of	diferent	global	 audit	 scenarios	also	 requires	diferent	ways	of	 conducting	 the	

audit.	In	some	audits,	for	example,	the	central	functions	will	be	examined	irst,	fol-

lowed	by	corresponding	audits	in	the	regions,	which	are	conducted	simultaneously	

or	successively.	It	may	be	sensible	to	audit	diferent	decentralized	units	simultane-

thematic	Unitythematic	Unity

Reporting	LinesReporting	Lines

standard	Methodstandard	Method
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ously	so	that	you	can	use	the	mutual	exchange	of	information	as	a	basis	for	the	next	

steps.	Alternatively	it	may	be	considered	to	conclude	the	audit	of	one	decentralized	

unit	irst	so	that	the	lessons	learned	can	be	applied	to	improving	the	audit	proce-

dure	for	further	units.	he	audit	lead	and	Internal	Audit	management	have	to	de-

cide	on	a	case-by-case	basis	which	procedure	is	best.

On	the	whole,	global	audits	also	follow	the	Audit	Roadmap	(see	Section	B),	i.e.,	

the	audit	 steps	 to	be	 taken	are	 integrated	 into	 the	relevant	phases	of	 the	process	

model,	although	there	are	some	special	points	to	consider	when	auditing	globally	

which	will	be	discussed	in	the	following	paragraphs.

he	planning	phase	of	global	audits	normally	takes	longer,	because	they	involve	

signiicantly	more	coordination	in	selecting	the	team	members	and	assigning	the	

tasks	within	the	team.	Other	points	to	clarify	include	the	entire	infrastructure,	the	

organization	 of	 meetings,	 and	 how	 information	 will	 be	 exchanged	 and	 require-

ments	documented.	In	addition,	global	audits	may	entail	a	need	to	inform	the	vari-

ous	global	units	of	the	audit	object	more	comprehensively	about	the	objective	and	

purpose	 of	 the	 audit	 than	 in	 regional	 or	 local	 audits.	 he	 auditors	 must	 check	

whether	the	relevant	Scope	(see	Section	A,	Chapter	5.3)	completely	covers	the	global	

aspects	and	update	it	if	necessary.

When	 preparing	 the	 work	 program,	 the	 auditors	 may	 ind	 that	 global	 audits	

(more	 oten	 than	 local	 audits)	 require	 additional	 technical	 expertise,	 e.g.,	 in	 the	

form	of	guest	auditors	or	expert	advisors	(see	Section	D,	Chapter	10).	he	schedule	

to	be	compiled	has	to	take	into	account	that,	due	to	the	great	physical	distances,	

meetings	and	the	documentation	of	working	steps	are	particularly	diicult	to	orga-

nize	in	global	audits.

Global	audits	do	not	have	any	speciic	requirements	in	terms	of	audit	execution,	

but	 linguistic	 and	 cultural	 needs	 must	 be	 taken	 into	 account	 when	 creating	 the	

working	papers	and	during	the	closing	meeting.

During	the	reporting	phase,	the	audit	lead	must	ensure	that	all	parts	of	the	re-

port	are	completed	on	time	and	are	consistent	with	each	other.	he	amount	of	work	

this	 requires	 in	 global	 audits	 should	 not	 be	 underestimated.	 he	 responsibilities	

must	be	deined	carefully	and	clearly	 to	 support	and	 to	 facilitate	 the	 subsequent	

implementation	of	the	audit	results.

Hints	AnD	tiPs	 ;

•	 All	involved	parties	must	be	aware	of	the	characteristics	of	the	audit	category	in	

question.

•	 Communicate	audit-speciic	information	with	local	and	cultural	circumstances	

in	mind,	using	informal	channels	if	appropriate.

•	 he	global	audit	lead	must	make	sure	that	the	virtual	network	between	all	team	

members	is	functional.

Global	Audits	and	the	
Audit	Roadmap

Global	Audits	and	the	
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Planning	PhasePlanning	Phase
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6.5	 Audit	Types

Key	Points	 •••

•	 he	audit	type	is	an	important	determinant	of	the	audit	method.

•	 We	can	diferentiate	between	standard,	special,	and	ad-hoc	audits.

•	 Each	audit	type	has	its	own	objectives,	content,	and	individual	procedures,	al-

though	it	is	based	on	the	Audit	Roadmap.

•	 Standard	audits	most	closely	follow	the	Audit	Roadmap.	hey	can	be	planned	

almost	 in	their	entirety	and	can	therefore	be	performed	as	oten	as	necessary	

and	at	relatively	short	notice.

•	 Special	audits	usually	deal	with	audit	objects	that	occur	only	once	within	the	

company.	 hey	 also	 contain	 many	 elements	 of	 the	 Audit	 Roadmap,	 but	 they	

have	a	larger	number	of	individual	elements	than	standard	audits.

•	 Ad-hoc	audits	are	the	most	individually	structured	audits	focusing	on	special	

topics,	 or	 person-speciic	 one-time	 audits.	 hey	 are	 oten	 commissioned	 by	

company	management.	Although	they	follow	the	Audit	Roadmap	in	principle,	

their	very	individual	nature	oten	requires	speciic	steps,	ieldwork,	and	docu-

ments	during	each	phase.

•	 An	ad-hoc	audit	may	also	readily	lead	to	additional	standard	or	special	audits.

he	audit	type	is	another	important	determinant	of	the	audit	method.	It	refers	to	

the	diferentiation	of	audits	by	purpose,	content,	as	well	as	organization	and	execu-

tion.	hree	 types	can	be	distinguished:	 standard	audit,	 special	audit,	and	ad-hoc	

audit.	Assignment	of	an	audit	to	a	type	results	in	speciic	characteristics	for	the	au-

dit	that	afect	each	stage	of	the	Audit	Roadmap,	from	the	way	the	audit	is	planned,	

the	existence	of	a	Scope	and	work	program,	the	form	and	timing	of	audit	execution,	

through	the	various	reporting	forms	and	the	follow-up	procedure.

Standard	audits	investigate	objects	that	have	multiple	occurrences	in	the	com-

pany,	so	that	the	topic	of	the	audit	comes	up	repeatedly.	his	means	that	the	audit	

can	be	standardized,	i.e.,	its	content	and	procedure	can	be	applied	to	any	number	of	

similar	 audit	 objects.	 Examples	 include	 individual	 departments	 in	 subsidiaries,	

such	as	Accounting	or	Purchasing.	But	similar	processes	such	as	payroll	and	travel	

or	other	expenses	can	also	be	speciied	for	standard	audits.	hey	are	also	useful	in	

areas	where	guidelines,	rules,	and	process	standards	are	to	be	harmonized.	Stan-

dard	audits	are	oten	conducted	locally.

Audit	type	and	
Characteristics
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Standard	audits	have	certain	characteristics	in	terms	of	the	Audit	Roadmap	(see	

Section	B):

•	 As	part	of	annual	audit	planning,	they	are	normally	subject	to	risk	assessment	

and	are	included	in	the	annual	audit	plan,	if	appropriate	(see	Section	B,	Chapter	

2.2	and	Section	D,	Chapter	3).	he	audit	is	announced	(see	Section	B,	Chapter	

3.1)	and	the	team	compiled	(see	Section	B,	Chapter	2.4)	in	line	with	clear	proce-

dures.	A	Scope,	which	describes	the	audit	content,	exists	for	standard	audits.

•	 he	work	program	is	compiled	on	the	basis	of	the	content	of	the	existing	Scope,	

which	means	that	it	can	be	used	for	similar	audits.

•	 Certain	standard	ieldwork	activities	can	also	be	deined	for	the	audit	execution	

stage,	e.g.,	sample	test	procedures,	interview	techniques,	or	questionnaires.

•	 All	 standard	 reports,	 from	 implementation	 report	 through	 Board	 summary,	

must	be	used	for	reporting	under	standard	audits	(see	Section	B,	Chapter	5).	One	

of	the	reasons	for	this	requirement	is	that	the	results	of	standard	audits	must	be	

documented	and	communicated	according	to	ixed	rules	to	ensure	compliance	

with	the	audit	process	in	the	Audit	Roadmap.	Any	individual	adaptation	at	this	

stage	should	therefore	be	reserved	for	special	justiied	circumstances.

•	 he	same	applies	to	the	diferent	phases	of	the	follow-up.	For	optimization	pur-

poses,	it	is	important	that	the	measures	and	recommendations	made	by	Internal	

Audit	are	rigorously	implemented,	which	is	why	systematic	follow-ups	are	es-

sential.

Standard	audits	are	conducted	according	to	clear	rules	and	following	standardized	

steps.	For	this	reason,	they	are	well	suited	for	less	experienced	auditors	to	gain	ex-

perience,	in	some	cases	even	as	audit	leads.	Standard	audits	can	also	serve	as	a	basis	

for	the	other	audit	types,	especially	special	audits.

he	topic	of	a	special	audit	usually	occurs	only	once	in	the	entire	organization.	

Examples	include	special	development	departments	that	develop	add-ons	with	or	

without	a	link	to	a	customer	project.	like	standard	audits,	special	audits	are	also	

subject	to	the	whole	annual	planning	process.	Special	audits	are	mostly	conducted	

on	a	global	or	at	least	on	a	regional	basis,	because	their	topics	are	oten	too	speciic	

to	 be	 present	 at	 local	 level.	 hey	 oten	 require	 speciic	 technical	 knowledge	 and	

special	preparation,	which	must	be	considered	when	composing	 the	audit	 team,	

because	the	auditors’	technical	knowledge	and	interests	can	make	a	key	contribu-

tion	to	the	success	of	the	audit.

Special	audits	require	diferent	treatment	under	the	Audit	Roadmap	(see	Sec-

tion	B)	than	standard	audits,	at	least	in	part:

•	 Although	they	are	included	in	the	annual	audit	plan,	they	need	longer	prepara-

tion	times	when	they	are	added	to	the	execution	plan.	his	applies	particularly	

to	creating	the	Scope,	a	process	which	should	be	supported	by	company-inter-

nal	 or	 external	 experts	 if	 possible.	 Suicient	 time	 for	 building	 up	 knowledge	

among	Internal	Audit	employees	is	also	necessary.

•	 When	the	audit	is	conducted,	it	may	become	necessary	to	use	special	audit	ac-

tivities	or	techniques.	Such	a	decision	has	to	be	taken	on	a	case-by-case	basis.	

Characteristics		
of	standard	Audits	in	the	

Audit	Roadmap
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Pre-structured	question	catalogs	may	be	helpful.	It	 is	 important	to	document	

work	results	in	the	working	papers	and	to	disclose	references	accurately	when	

using	additional	documents	(e.g.,	contracts,	statutes,	external	guidelines).

•	 Similar	to	standard	audits,	auditors	have	to	ensure	that	the	reports	are	in	line	

with	reporting	requirements.	he	implementation	report	 in	particular	should	

be	 as	 detailed	 as	 possible	 so	 that	 the	 indings	 and	 recommendations	 can	 be	

communicated	to	all	concerned	in	a	comprehensible	and	clear	format.	Internal	

Audit’s	recommendations	are	especially	important	in	this	regard,	because	there	

are	no	or	few	comparisons	with	similar	constellations.

•	 he	same	applies	to	follow-ups,	where	the	progress	of	implementation	measures	

has	to	be	closely	monitored.

Special	audits	should	be	conducted	preferably	by	experienced	auditors.	In	addition,	

it	may	be	necessary	to	use	internal	or	external	experts	as	guest	auditors.	Since	for	

special	audits	ieldwork	activities	cannot	be	planned	ahead	to	the	same	extend	as	

for	standard	audits,	adjustments	to	the	work	program	may	be	required	during	audit	

execution.	Alternative	ieldwork	activities	must	be	documented	 in	 the	respective	

working	papers	accurately	and	completely	including	the	reasons	for	choosing	the	

speciic	approach.

Ad-hoc	audits,	i.e.	audits	conducted	at	short	notice,	require	that	resources	can	im-

mediately	be	dedicated	to	issues	and	tasks	that	are	part	of	Internal	Audit’s	remit.	

Examples	 include	sudden	problems	in	day-to-day	business	operations,	 in	special	

projects,	 or	 with	 external	 business	 relations,	 or	 the	 need	 to	 respond	 to	 open	 or	

anonymous	 allegations	 or	 suspicions	 of	 fraud.	 he	 content	 of	 ad-hoc	 audits	 can	
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therefore	be	very	varied.	It	is	also	possible	that	standard	or	special	audits	turn	into	

ad-hoc	audits	if	circumstances	require	immediate	action.	But	those	are	the	excep-

tion.	normally,	ad-hoc	audits	are	one-time	audits	of	special	topics	or	relating	to	a	

particular	person,	especially	in	connection	with	allegations	or	suspicions.

In	relation	to	the	phases	of	the	Audit	Roadmap,	ad-hoc	audits	have	the	follow-

ing	special	characteristics:

•	 Since	 it	 is	 impossible	 to	plan	either	 the	content	or	 the	number	of	ad-hoc	au-

dits	during	a	year,	the	amount	of	time	required	in	the	past	is	the	only	basis	on	

which	an	adequate	bufer	can	be	built	into	the	annual	audit	plan.	Experience	has	

shown	that	around	30%	to	40%	of	annual	audit	capacity	should	be	reserved	for	

ad-hoc	audits.	Since	their	timing	is	uncertain,	any	ad-hoc	audit	will	lead	to	an	

adjustment	to	the	ongoing	execution	planning.	If	the	ad-hoc	audit	is	to	be	based	

on	 a	 Scope,	 this	 Scope	 is	 oten	 created	 in	 stages	 during	 audit	 preparation	 or	

sometimes	even	while	the	audit	is	being	conducted.	Especially	when	one-time	

audits	relate	to	a	person,	it	is	virtually	impossible	to	deine	a	Scope.	In	order	not	

to	waste	time	before	the	audit,	but	still	preserve	the	knowledge	and	experience	

gained	 for	 similar	cases	 in	 the	 future,	 internal	auditors	 should	document	 the	

main	audit	content	ater	the	audit,	in	the	form	of	a	Scope	if	appropriate.

•	 Preparations	for	an	ad-hoc	audit	should	always	include	the	creation	of	a	work	

program	(even	if	 it	 is	rudimentary)	so	that	 the	process	model	can	be	applied	

to	the	audit	as	fully	as	possible,	in	spite	of	time	constraints	and	mandated	con-

tent.	When	one-time	audits	are	investigations	on	persons,	the	audit	is	not	an-

nounced;	in	all	other	cases,	a	conidential	meeting	with	the	main	person	respon-

sible	should	be	held	to	discuss	the	ad-hoc	audit	announcement	beforehand.

•	 he	conduct	of	ad-hoc	audits	is	very	individual	and	depends	on	the	content	to	

be	covered.	Even	so,	standard	auditing	methods	and	working	papers	should	be	

used	as	far	as	possible.	If	special	partners	such	as	the	police	or	the	district	attor-

ney’s	oice	need	to	get	involved,	the	reasons	must	be	documented.	In	some	cases	

the	auditors	have	to	ind	out	whether	evidence	must	be	provided	to	be	used	in	

a	court	of	 law.	Content	and	objectives	may	change	 in	 the	course	of	an	audit:	

For	example,	ad-hoc	audits	may	lead	to	standard	audits,	either	to	be	conducted	

immediately	or	to	be	added	to	the	planning	schedule.	Direct	escalation	and/or	

information	channels	between	Internal	Audit	management	and	the	parties	re-

sponsible,	particularly	the	Board	of	Directors,	are	important	for	ad-hoc	audits.

•	 Some	parts	of	the	reporting	system	follow	diferent	rules	than	that	of	the	other	

two	audit	types.	Because	of	its	speciic	content,	it	may	be	useful	to	dedicate	a	

separate	column	of	the	special	audit	report	to	more	detailed	information	on	au-

dit	content.	Detailed	information	for	a	follow-up	audit	is	not	necessary,	or	only	

to	a	limited	extent,	because	the	release	of	the	indings	of	ad-hoc	audits	directly	

triggers	the	necessary	action,	or	management	initiates	a	targeted	response	that	

does	not	normally	interfere	with	processes.

•	 For	this	reason,	ad-hoc	audit	follow-up	can	be	varied,	ranging	from	a	full	fol-

low-up	to	no	follow-up	at	all.	In	the	case	of	one-time	audits,	it	is	oten	suicient	
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if	the	audit	lead	and	the	manager	responsible	briely	coordinate	their	response.	

Irrespective	of	the	procedure	used,	Internal	Audit	must	always	document	when	

a	recommended	measure	has	been	completed.

Much	of	the	content	and	organization	of	ad-hoc	audits	cannot	be	planned	ahead	

and	oten	has	to	be	scheduled,	prepared,	and	started	at	short	notice.	It	is	also	impor-

tant	to	note	who	is	making	the	request.	In	principle,	anyone	can	make	an	audit	re-

quest,	but	 requests	 from	 the	Board,	higher	management	 levels,	 the	 legal	depart-

ment,	and	internal	auditors	get	special	priority,	particularly	if	fraud	is	suspected.	

Suspected	fraud	and	requests	from	the	Board	are	given	the	highest	priority.	In	some	

cases,	however,	an	initial	analysis	of	the	tasks	may	show	that	the	request	does	not	

fall	within	Internal	Audit’s	remit,	but	should	rather	be	dealt	with	by	entities	such	as	

the	management	responsible,	the	compliance	oicer,	Human	Resources,	or	the	le-

gal	department	(see	Section	A,	Chapter	5.8).

Hints	AnD	tiPs	 ;

•	 In	special	audits,	it	will	help	the	auditors	if	they	can	rely	on	specialist	support	

and	discuss	the	Scope	with	people	who	have	the	necessary	knowledge.

•	 In	ad-hoc	audits,	auditors	must	gain	a	clear	understanding	of	the	audit	content	

by	discussing	the	audit	objectives	and	content	with	the	requesting	party	or	the	

person	responsible	in	Internal	Audit.

•	 Even	during	the	audit,	it	may	be	expedient	to	report	to	the	Board	of	Directors,	if		

the	content	is	time-critical	or	a	response	from	the	people	responsible	is	needed.
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6.6	 Audit	Cycle

Key	Points	 •••

•	 he	audit	cycle	is	an	important	formal	determinant	of	the	audit	method.

•	 he	diferent	statuses	(basic	audit,	status	check,	and	follow-up)	are	intended	to	

ensure	that	the	audit	process	is	conducted	in	full,	including	a	check	of	whether	

the	implementation	measures	performed	have	been	efective.

•	 he	audit	cycle	afects	the	audit	types	in	diferent	ways.	It	has	a	major	inluence	

on	standard	and	special	audits,	but	ad-hoc	audits	tend	to	be	more	individual	in	

nature.

execution		
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execution		
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In	addition	to	the	formal	determinants	already	described,	the	audit	cycle	is	another	

important	factor	necessary	for	deining	the	audit	method.	he	audit	cycle	has	three	

stages	(also	known	as	statuses):	Basic	audit,	status	check,	and	follow-up.	he	aim	of	

the	multi-stage	process	is	to	get	away	from	only	looking	at	the	audit	process,	and	to	

include	a	check	of	whether	the	recommended	improvement	and	implementation	

measures	have	been	efective.	Each	audit	has	to	run	through	the	full	audit	cycle,	

although	the	importance	of	each	stage	may	vary,	depending	on	the	case	in	question.	

In	some	cases,	the	follow-up	audit	and	the	ensuing	phases	are	optional	(see	Section	

B,	Chapter	6.1).

A	basic	audit	 is	performed	 in	accordance	with	planning,	 the	Scopes,	and	 the	

work	 program,	 and	 the	 speciications	 in	 the	 audit	 request,	 if	 applicable.	 It	 runs	

through	all	the	phases	of	the	Audit	Roadmap	and	produces	indings	and	recom-

mendations	to	eliminate	any	weaknesses	identiied.	he	audit	results	are	presented	

to	the	auditees	and	their	managers	at	a	closing	meeting,	and	a	drat	report	is	for-

warded	to	the	parties	involved	for	additional	comment.	Consultation	with	the	area	

being	audited	is	intended	to	create	mutual	understanding	and	a	shared	basis	for	the	

subsequent	steps.	On	average,	it	takes	30	days	to	conduct	a	basic	audit.

Although	the	calculated	average	completion	times	are	oten	correct	for	standard	

audits,	basic	audits	conducted	as	part	of	special	audits,	especially	global	ones,	oten	

take	up	to	seven	weeks.	In	ad-hoc	audits,	the	duration	of	the	basic	audit	may	be	up	

to	two	weeks	shorter	than	for	standard	audits,	including	reporting.	Basic	audits	are	

the	foundation	for	the	audit	cycle,	especially	for	scheduled	audits.	

At	least	six	months	should	elapse	between	the	basic	audit	and	the	next	step	of	

the	audit	cycle,	 the	status	check.	In	case	of	an	escalation	process,	 this	 timeframe	

may	be	reduced.	For	the	status	check,	Internal	Audit	asks	the	persons	responsible	

for	the	audited	area	to	compile	a	status	update	that	gives	their	view	of	how	imple-

mentation	 is	progressing.	During	the	status	check,	senior	management	evaluates	

the	degree	of	implementation	for	each	inding	and	asks	the	auditees	to	verify	the	

status	on	the	basis	of	the	implementation	report.	Problems	with	the	implementa-

tion	of	recommendations	can	be	discussed	and	recommendations	can	be	adjusted	

or,	in	exceptional	circumstances,	even	waived.	Internal	Audit	does	not	perform	ex-

plicit	ieldwork	at	this	stage.	A	comprehensive,	fully	documented	check	of	imple-

mentation	measures	is	reserved	for	the	actual	follow-up	audit.

Status	checks	are	inserted	into	the	annual	audit	plan	without	a	separate	risk	as-

sessment.	hey	are	a	type	of	preliminary	test	intended	to	ind	out	whether	and	how	

Internal	Audit’s	recommendations	from	the	basic	audit	are	being	implemented.	he	

basic	time	required	for	a	status	check	averages	two	days.

he	status	check	is	required	for	all	audit	types.	In	standard	and	special	audits,	it	

is	used	as	originally	intended,	but	in	ad-hoc	audits	it	may	be	applied	as	a	inal	check	

for	the	measures	that	have	been	implemented,	because	under	this	audit	type,	rec-

ommendations	oten	lead	to	an	immediate	requirement	for	action,	and	implemen-

tation	merely	has	to	be	conirmed.

three-Phase	Processthree-Phase	Process

Basic	AuditBasic	Audit
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Follow-up	audits	are	also	included	in	the	audit	plan	without	a	separate	risk	as-

sessment	(for	details,	see	Section	B,	Chapter	6).	hey	should	take	place	approxi-

mately	six	to	twelve	months	ater	the	status	check.	If	an	audit	 is	 in	an	escalation	

process,	 it	may	be	sensible	to	perform	the	follow-up	within	a	shorter	timeframe.	

he	follow-up	audit	 is	based	on	the	results	of	 the	status	check.	Unlike	the	status	

check,	a	follow-up	audit	involves	ieldwork	by	Internal	Audit	because	the	efective-

ness	of	the	implementation	measures	performed	has	to	be	veriied	beyond	doubt.	

he	implementation	report	of	the	basic	audit	constitutes	the	work	program	for	the	

follow-up	audit.	 Internal	Audit	prepares	working	papers	 to	be	used	as	audit	evi-

dence.	If	implementation	is	found	to	be	insuicient,	this	fact	must	be	documented	

and	additional	audit	indings	may	have	to	be	added.

A	follow-up	audit	may	give	rise	to	new,	additional	audit	topics,	either	planned	

or	unplanned.	In	such	cases,	 the	indings	of	 the	additional	audit	work	are	docu-

mented	in	a	new	audit	report	with	a	separate	status.

Again,	follow-ups	should	be	conducted	by	the	same	audit	team	as	the	basic	audit	

(or	at	least	by	the	same	audit	lead).	he	design	of	the	follow-up	envisages	two	fol-

low-ups	in	case	there	were	reasons	that	made	it	impossible	(or	very	diicult)	to	test	

implementation	during	the	irst	follow-up	(e.g.,	non-availability	of	the	employees	

concerned).	A	second	follow-up	can	also	be	scheduled	if	the	irst	follow-up	pro-

duces	unsatisfactory	results,	 i.e.	 if	 the	 identiied	weaknesses	from	the	basic	audit	

have	not	been	satisfactorily	remediated.	he	second	follow-up	audit	is	scheduled	

approximately	six	months	ater	the	irst	one.	his	means	that	the	maximum	dura-

tion	of	an	audit	cycle	is	approximately	24	months.	A	follow-up	takes	around	16	days	

on	average,	including	all	necessary	ieldwork.

Follow-ups	are	normally	conducted	in	the	context	of	standard	and	special	au-

dits.	In	the	case	of	ad-hoc	audits,	they	only	make	sense	if	conducted	shortly	ater	

the	basic	audit	if	at	all.	he	following	diagram	shows	each	audit	type	in	relation	to	

the	extent	of	its	cycle.

Follow-upFollow-up

Additional	Audit	topicsAdditional	Audit	topics

execution	of	Follow-upsexecution	of	Follow-ups

Link	between	Follow-up	
Audit	and	Audit	type
Link	between	Follow-up	
Audit	and	Audit	type

Basic audit Status check Follow-up I Follow-up II

Standard audit

Special audit

Ad-hoc audit

Fig. 25  Extent	of	the	Cycle	of	each	Audit	Type
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In	connection	with	the	audit	cycle,	the	problem	oten	arises	that,	since	organization	

and	worklow	structures	in	modern	(especially	global)	companies	change	rapidly,	

some	audited	units,	e.g.,	departments	or	processes,	only	exist	 for	a	 limited	 time.	

his	means	that	oten	there	is	only	one	audit	cycle	of	Internal	Audit	that	relates	to	a	

clearly	deined	unit	requiring	the	same	audit	treatment.	In	such	cases,	subsequent,	

separate	audit	cycles	for	the	audited	unit	are	linked	up.

Hints	AnD	tiPs	 ;

•	 To	prepare	for	a	basic	audit,	auditors	should	obtain	documents	from	earlier	au-

dit	cycles	of	the	same	audit	object.

•	 Auditors	should	ensure	that	the	responsibilities	and	deadlines	for	implementing	

measures	are	clearly	deined.

•	 he	audited	unit	should	record	all	 its	 implementation	measures	by	providing	

clear	evidence,	documents,	and	examples	for	inclusion	in	the	working	papers.

•	 Auditors	 should	document	any	deviations	 from	 the	agreed	measures	and	 in-

clude	reasons.
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6.7	 Cost/Benefit	Analysis

Key	Points	 •••

•	 While	the	cost	of	an	internal	audit	is	easily	quantiiable,	measuring	its	beneits	

is	 less	straightforward	since	 internal	audit	indings	may	have	both	direct	and	

indirect	efects.

•	 he	relevant	beneits	of	internal	audits	oten	manifest	themselves	on	several	lev-

els	and	may	not	be	immediately	visible.

•	 Cost	savings	are	easier	to	allocate	directly	than	other	beneits.

•	 By	establishing	a	 correlation	between	 the	potential	beneits	 and	 the	 costs	 in-

curred	by	the	internal	audit	department,	an	approximation	of	the	proitability	

can	be	obtained.

It	can	be	very	important	to	measure	the	eiciency	of	internal	audit	work.	It	involves	

examining	the	ratio	of	costs	incurred	by	Internal	Audit	during	the	course	of	a	spe-

ciic	audit,	or	the	cost	of	the	entire	internal	audit	department,	compared	with	the	

actual	beneits	achieved	for	the	company	as	a	whole,	(e.g.	through	cost	savings,	re-

Change	in	the	
organization	and	

Worklow	structures

Change	in	the	
organization	and	

Worklow	structures

eiciency	Measurementeiciency	Measurement
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duced	risk	exposure,	etc.).	he	following	criteria	can	be	used	to	analyze	each	audit	

with	regard	to	the	beneits	it	delivers	in	the	short,	medium,	and	long	term	(for	de-

tails	on	cost	management	of	Internal	Audit	see	Section	D,	Chapter	8):

•	 cost-related	beneits	(reducing,	avoiding,	or	limiting	costs),	and

•	 monetary	 and	 non-monetary	 beneits	 (increased	 sales,	 improved	 operating	

proits,	motivation,	reputation).

Generally,	 the	cost	 impact	of	an	audit	can	be	seen	in	the	short	to	medium	term.	

Costs	normally	respond	linearly	and	usually	correlate	very	clearly	and	closely	with	

their	drivers.	hey	can	be	quantiied,	for	example	on	the	basis	of	efective	payments	

made,	although	direct	perception	declines	as	the	time	between	implementing	the	

recommendation	and	the	time	of	payment	increases.	In	addition,	imputed	costs	can	

be	used	as	part	of	the	analysis.	normally,	imputed	costs	increase	the	impact	of	audit	

indings	in	areas	more	prone	to	inducing	costs,	because	inefective	internal	controls	

also	lead	to	costs	and	expenses	that	could	otherwise	have	been	avoided.

While	the	costs	related	to	internal	audits	and	the	resulting	recommendations	are	

relatively	 straightforward	 to	 determine,	 the	 beneits	 are	 much	 more	 diicult	 to	

quantify.	First,	the	beneits	oten	continue	over	long	periods	of	time.	Secondly,	it	is	

oten	diicult	to	measure	beneits	and	attribute	them	directly	to	the	processes	that	

have	brought	them	about.	Beneits	are	frequently	abstract	and	the	interdependen-

cies	between	cause	and	efect	are	oten	obscure.	A	complicating	factor	is	that	the	

efects	of	qualitative	and	quantitative	beneits	sometimes	overlap	and	can	thus	ei-

ther	reinforce	or	detract	from	each	other.	he	more	general	the	beneit	analysis,	the	

more	diicult	it	will	be	to	reliably	assign	indicators	that	map	and	explain	the	causal	

relationship	 between	 an	 audit	 activity	 and	 its	 indings	 on	 the	 one	 hand	 and	 the	

perceptible	beneits	on	the	other.

Before	it	is	possible	to	quantify	any	beneits,	representative	benchmarks	must	be	

deined	for	each	audit	ield	(e.g.,	throughput	times,	purchasing	terms	and	condi-

tions,	 contribution	 margins),	 applying	 either	 direct	 or	 indirect	 measures.	 Quite	

possibly,	audit	recommendations	will	lead	to	tangible	beneits,	such	as	an	improved	

working	atmosphere,	greater	motivation,	or	error	reduction,	which	will	in	turn	en-

hance	each	employee’s	understanding	of	values.	here	may	also	be	a	change	in	the	

way	efects	are	perceived	externally.	An	improved	position	in	the	marketplace,	eas-

ier	access	to	inance,	and	a	diferent	public	perception,	for	example,	if	negative	fac-

tors	 are	 eliminated	 quickly	 and	 with	 determination	 and	 their	 recurrence	 is	 pre-

vented	by	implementing	adequate	measures.	It	is	important	to	recognize	that	there	

may	be	both	short-term	cost	savings	and	longer-term	beneits	gained	from	Internal	

Audits	 and	 the	 implementation	 of	 the	 resulting	 control	 recommendations.	 Both	

beneits	should	be	considered	when	performing	a	cost/beneit	analysis,	even	though	

they	may	overlap	sometimes.	

Including	quantiiable	beneits	in	the	analysis	brings	up	the	most	diicult	aspect	

of	measuring	Internal	Audit’s	eiciency.	he	main	purpose	of	examining	these	ben-

eits	 is	 to	 establish	 a	 causal	 link	 between	 an	 audit	 inding	 and	 increased	 beneit	

impact	on	Costsimpact	on	Costs
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values	for	a	business	unit	or	the	company	as	a	whole.	A	key	challenge	in	this	regard	

is	to	extrapolate	the	quantiied	beneit	created	by	eliminating	a	process	weakness,	

thus	making	it	visible.

With	 regard	 to	 the	 implementation	 of	 audit	 results	 organizational	 efort	 and	

time	delays	should	not	be	ignored.	Since	each	audit	ield	has	diferent	content,	each	

must	be	considered	in	detail.	In	business	audits	(see	Section	A,	Chapter	6.2.7),	for	

example,	linear	correlations	between	audit	result	and	increased	proits	can	be	estab-

lished,	 because	 there	 is	 a	 direct	 link	 between	 the	 audit	 object	 and	 the	 success	

driver.

Oten,	the	beneit	derived	from	internal	audits	is	unclear,	without	a	direct	link	

to	the	measurable	beneit-related	units.	herefore,	equivalents	must	be	established	

by	using	auxiliary	variables	to	quantify	the	cost	impact	and	the	beneits	related	to	

the	audit	indings.

To	 deine	 a	 standard	 cost/beneit	 analysis	 for	 each	 audit	 ield,	 Internal	 Audit	

must	deine	and	categorize	separate	benchmarks	(see	Section	D,	Chapter	8	for	more	

on	Internal	Audit	cost	management	and	Section	D,	Chapter	7	for	benchmarking).	

hus,	Internal	Audit	is	integrated	into	the	business	control	and	decision	processes,	

which	results	 in	 interdependencies	with	other	disciplines,	 such	as	capital	 invest-

ment	appraisal,	management	accounting,	and	planning.

Hints	AnD	tiPs	 ;

•	 When	preparing	for	an	audit,	auditors	should	investigate	whether	there	are	ex-

pectations	about	the	audit’s	eiciency.

•	 Auditors	 should	 discuss	 the	 cost	 savings	 and	 beneit	 potential	 for	 each	 audit	

with	the	audit	lead	or	Audit	Manager.
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7	 Other	Services
7.1	 Introduction

Key	POintS	 •••

•	 Other	services	that	Internal	Audit	can	perform	in	addition	to	traditional	audit	

work	can	be	classiied	as	audit-related	and	non-audit-related	other	services.

•	 Audit-related	other	services	include	cost-efectiveness	analysis,	preliminary	in-

vestigations,	reviews,	and	implementation	support.

•	 Non-audit-related	 other	 services	 include	 primarily	 ongoing	 support,	 internal	

consulting,	and	project	management.

In	addition	to	the	audit	activities	already	mentioned,	Internal	Audit	can	perform	

further	services	within	the	company.	hese	other	services	can	be	classiied	into	two	

basic	categories:	Audit-related	other	services	and	non-audit-related	other	services.	

he	following	diagram	gives	an	overview	of	the	other	services	performed	by	Inter-

nal	Audit.

Audit-related	other	services	include	cost-efectiveness	analysis,	pre-investigations,	

reviews,	and	 implementation	support	provided	by	Internal	Audit.	hese	services	

are	 either	 ieldwork	 in	 the	 broadest	 sense	 or	 support	 activities	 directly	 resulting	

from	Internal	Audit’s	recommendations.

Non-audit-related	other	services	are	not	directly	related	to	past	or	future	audits.	

Instead,	they	involve	services	provided	for	longer-term	engagements	and	include	

ongoing	support,	internal	consulting,	and	project	management.

Non-audit	 related	other	 services	generally	 support	projects	 initiated	by	other	

core	business	areas	and	are	therefore	primarily	performed	by	employees	of	these	

Other	ServicesOther	Services
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Other	Services
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areas.	However,	there	may	be	a	variety	of	reasons	(see	Section	A,	Chapter	2.5.3)	that	

justify	the	involvement	of	Internal	Audit.	One	possible	objective	is	to	support	the	

area	in	question	from	a	technical	perspective	or	to	provide	additional	personnel.	

For	Internal	Audit,	cooperating	in	these	types	of	projects	helps	increase	employee	

motivation,	provides	training	for	auditors,	facilitates	the	transfer	of	knowledge,	and	

improves	cooperation	and	communication	among	Internal	Audit	and	other	divi-

sions	within	the	organization.

he	 other	 services	 performed	 by	 Internal	 Audit	 should	 be	 regarded	 as	 com-

pletely	separate	from	traditional	auditing	tasks.	Internal	Audit’s	challenge	is	to	rec-

oncile	its	responsibilities	as	a	staf	department	that	conducts	audits	with	those	of	a	

functional	 department	 that	 provides	 operational	 support	 to	 other	 areas.	 Opera-

tional	support	results	 in	interaction	with	auditing	tasks	and	creates	a	network	of	

interrelations	within	 the	company.	 Internal	Audit	 therefore	must	 strike	 the	right	

balance,	observing	all	principles	of	auditing	in	order	to	maintain	its	independence.	

Importantly,	this	includes	ensuring	that	Internal	Audit	does	not	assume	manage-

ment	responsibilities	and	that	internal	auditors	do	not	audit	their	own	work	(see	

Section	A,	Chapter	2.5.3).

HintS	And	tiPS	 ;

•	 Other	services	must	not	impact	on	the	independence	of	Internal	Audit	or	the	

objectivity	of	internal	auditors.

•	 here	should	always	be	a	reasonable	balance	between	other	services	and	audit	

activities	performed	by	an	employee.
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7.2	 Audit-Related	Other	Services

7.2.1	 Cost-Effectiveness	Analysis

Key	POintS	 •••

•	 Cost-efectiveness	analysis	is	part	of	Internal	Audit’s	range	of	audit-related	other	

services.

•	 It	 can	be	performed	on	subjects	 from	diferent	business	areas,	 including	cost	

accounting,	investment	appraisal,	and	management	accounting.

•	 Cost-efectiveness	 analysis	 can	 be	 conducted	 in	 pure	 form,	 or	 in	 connection	

with	audit	indings	or	audit	recommendations.

•	 Finance-mathematical	or	statistical	methods	can	be	used	for	cost-efectiveness	

analysis.

•	 he	results	of	cost-efectiveness	analysis	ofer	an	ideal	basis	for	further	internal	

consulting	by	Internal	Audit.

Cost-efectiveness	analysis	(also	commonly	referred	to	as	“value-for-money”	audit-

ing)	focuses	on	determining	whether	organizations	or	programs	are	managed	in	an	

economical,	eicient	and	efective	manner.	he	analysis	may	relate	to	audits	of	legal	

entities	(e.g.,	local	subsidiaries),	departments	within	the	organization,	or	individual	

projects.	 Cost-efectiveness	 analysis	 uses	 quantitative	 data	 based	 on	 actual	 costs	

and	quantiiable	beneits,	including	future	revenues	or	reduced	costs.	he	data	may	

be	 obtained	 from	 diferent	 functions	 including	 cost	 accounting,	 investment	 ap-

praisal,	 and	 management	 accounting.	 Processes	 and	 structures	 are	 therefore	 not	

assessed	in	qualitative	terms,	but	mapped	using	suitable	indicators.	In	order	to	ar-

rive	at	appropriate	conclusions,	cost-efectiveness	analysis	normally	uses	inance-

mathematical	or	statistical	methods.

he	main	objective	of	using	mathematical	and	statistical	procedures	is	to	make	

the	audit	results	reliable	and	to	identify	and	recommend	alternative	courses	of	ac-

tion	for	the	implementation	of	audit	results.	especially	in	international	companies,	

this	kind	of	inancial	analysis	facilitates	discussion	and	comparison,	(e.g.,	between	

subsidiaries)	on	the	basis	of	proven	quantitative	results.

Cost-efectiveness	analysis	 is	conducted	as	a	series	of	main	audit	steps	as	fol-

lows:

•	 clear	and	unique	description	of	the	object	to	be	audited,	especially	with	regard	

to	its	eiciency	approach,

Object	of	the	cost-
efectiveness	Analysis
Object	of	the	cost-
efectiveness	Analysis

Objective	and	PurposeObjective	and	Purpose
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•	 motivated	 selection	 of	 the	 inance-mathematical	 or	 statistical	 methods	 to	 be	

used,

•	 identiication	of	the	base	data	material	(current	condition,	desired	criteria	or,	if	

available,	planned,	budgeted,	or	forecasted	values),

•	 performance	of	the	actual	calculations	and	alternative	calculations	for	compari-

son,

•	 analysis	of	the	(partial)	results	in	the	context	of	the	audit	content	and	their	ag-

gregation	if	appropriate,	and

•	 compilation	of	the	indings	and	recommendations,	either	at	the	detailed	or	the	

overall	company	level.

his	auditing	procedure	can	be	used	in	diferent	audit	scenarios	(see	below	for	a	

brief	 description).	 each	 speciic	 case	 will	 determine	 which	 scenario	 is	 used	 or	

whether	a	combination	is	sensible.

An	audit	can	be	announced	as	pure	cost-efectiveness	analysis	from	the	outset.	

to	this	end,	Internal	Audit	must	determine	the	relevant	audit	objects,	such	as	the	

orders	a	department	has	received	(ranked	by	proit,	 loss,	or	contribution	margin	

generated),	all	inancial	transactions	of	a	company	(cash	lows,	key	income	state-

ment	igures,	contribution	margins),	or	the	key	ratios	of	a	capital	expenditure	proj-

ect	(present	value,	internal	rate	of	return).	reports	at	the	overall	company	level	are	

also	possible	(e.g.	an	analysis	of	all	ixed-price	projects	throughout	the	consolidated	

group).

Another	 scenario	 for	cost-efectiveness	analysis	 is	 the	calculation	of	inancial	

ratios	in	connection	with	audit	indings	as	an	additional	analysis.	his	means	that	

in	relation	to	a	inding,	cost-efectiveness	analysis	can	be	performed	to	gain	addi-

tional	information	and	to	analyze,	modify,	or	expand	existing	ratios.	examples	in-

clude	discounted	receivables	in	the	area	of	debtor	analysis,	comparison	of	account	

balances,	and	maximum/minimum	levels	of	outstanding	payments	and	their	ex-

trapolation	to	the	end	of	the	iscal	year,	including	prior-year	and	period	compari-

son.

he	results	of	cost-efectiveness	analysis	can	also	be	used	to	support	arguments	

in	connection	with	recommendations.	It	is	particularly	important	to	demonstrate	

why	the	recommendations	made	by	Internal	Audit	can	lead	to	improved	business	

performance.	examples	include	internal	loans	and	borrowings	with	excessive	ma-

turities,	 reinancing	 alternatives,	 or	 the	 efect	 of	 alternative	 compensation/bonus	

models	for	senior	managers.	he	recognition	of	provisions	can	also	be	backed	with	

inance-mathematical	calculations	of	cost-efectiveness	analysis.

he	results	of	cost-efectiveness	analysis	from	the	audit	scenarios	shown	above	

can	be	treated	in	diferent	ways.	hey	can	be	dealt	with	in	isolation.	Alternatively,	it	

may	be	expedient	to	sensibly	link	the	results	thus	creating	new	indicators.	he	in-

terpretation	of	these	indicators	forms	the	basis	for	business	decisions.	Classic	mod-

els	 such	as	 the	static	 return-on-investment	concept	or	more	up-to-date	dynamic	

Areas	of	UseAreas	of	Use
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discounted	cash	low	concepts	may	be	used	in	this	regard.	he	investigation	and	

analysis	of	the	results	then	tends	to	focus	less	on	individual	igures	and	more	on	

structured	ratio	hierarchies	and	dependencies	(for	more	on	ratios,	see	Section	d,	

Chapter	7.1.2).

he	comments	on	the	options	for	using	cost-efectiveness	analysis	show	clearly	

that	this	is	a	varied	ield	of	internal	audit	work.	he	results	achieved	can	be	used	as	

input	for	internal	consulting	(see	Section	A,	Chapter	7.3.2).	he	results	have	to	be	

adequately	communicated	to	the	various	management	levels,	above	all	the	Board	of	

directors,	on	the	basis	of	suitable	indicators.	In	addition,	a	company’s	external	au-

ditors	can	also	use	the	results	in	their	work.	

Results	of	cost-
efectiveness	Analysis
Results	of	cost-
efectiveness	Analysis

Fig. 27  Cost-Efectiveness	Analysis
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HintS	And	tiPS	 ;

•	 he	potential	of	appropriate	cost-efectiveness	analysis	 should	be	explored	 in	

the	context	of	every	audit.

•	 Under	cost-efectiveness	analysis,	diferent	accounting	perspectives	(e.g.,	proit-

ability	versus	cash	lows)	should	be	presented	and	discussed.
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7.2.2	 Pre-Investigations

Key	POintS	 •••

•	 Pre-investigations	are	aimed	at	gathering	relevant	facts	quickly	and	efectively	

to	decide	whether	a	certain	topic	must	be	pursued	or	not,	e.g.,	in	response	to	

tip-ofs	or	fraud	allegations.

•	 For	new	audit	topics,	a	pre-investigation	may	also	help	auditors	prepare	for	the	

actual	audit.

•	 Pre-investigations	should	only	be	conducted	by	experienced	auditors,	with	sup-

port	from	Internal	Audit	management.

•	 he	results	of	a	pre-investigation	related	to	fraud	allegations	should	be	commu-

nicated	to	the	Board	immediately,	even	during	the	investigation	if	necessary.

•	 he	result	is	normally	presented	in	the	form	of	a	memorandum	which	details	

the	content	of	the	investigation	and	the	steps	that	need	to	be	taken.

•	 he	importance	of	pre-investigations	will	likely	increase	in	the	future	due	to	the	

possibly	increasing	amounts	of	anonymous	tip-ofs	in	day-to-day	business	and	

the	protection	of	whistleblowers	resulting	from	SOX	.

Sometimes	an	audit	or	review	is	preceded	by	a	pre-investigation	with	the	aim	of	

clarifying	the	facts	ahead	of	other	audit	services	by	collecting	appropriate	data	and	

information.	On	the	basis	of	the	insight	gained	during	the	pre-investigation,	mea-

sures	are	recommended	and/or	taken	directly	in	order	to	conclude	the	case,	or	In-

ternal	Audit	may	follow	it	up	with	further	activities,	such	as	an	audit	or	a	review.

Objective	of	a		
Pre-investigation

Objective	of	a		
Pre-investigation
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One	diference	between	a	pre-investigation	and	a	regular	audit	is	the	initial	un-

certainty	regarding	the	extent	of	the	investigation.	moreover,	it	is	not	clear	from	the	

outset	whether	the	investigation	falls	under	Internal	Audit’s	responsibility	at	all,	or	

whether	a	diferent	department	should	be	responsible,	e.g.,	the	legal	department	to	

make	 use	 of	 the	 attorney-client	 privilege.	 However,	 the	 general	 audit	 principles	

continue	to	apply	in	full.

he	main	reason	for	conducting	a	pre-investigation	is	to	analyze	and	evaluate	

the	necessity	of	an	audit	engagement	mostly	in	response	to	an	ad-hoc	request.	A	

pre-investigation	may	also	be	triggered	by	other	audits,	or	may	be	the	result	of	a	

whistleblower’s	tip-of,	report,	or	allegation.	In	addition,	pre-investigations	can	also	

be	conducted	as	part	of	the	annual	audit	plan	with	the	aim	of	clarifying	the	audit	

content	in	detail	before	the	actual	audit	starts.

Pre-investigations	 should	normally	be	conducted	 immediately	and	quickly.	 It	

may	be	beneicial	to	involve	an	Audit	manager	in	a	pre-investigation	so	that	deci-

sions	on	subsequent	activities	can	be	taken	directly.	A	subsequent	activity	does	not	

necessarily	have	to	be	an	audit	or	a	review.	If	a	matter	is	not	ready	for	auditing,	In-

ternal	Audit	must	irst	create	the	necessary	audit	prerequisites,	such	as	guidelines	

and	process	descriptions.	hese	should	be	prepared	with	involvement	by	Internal	

Audit,	so	that	it	can	contribute	all	the	knowledge	it	has	gained	during	the	pre-inves-

tigation	and	also	acquire	technical	know-how	for	the	subsequent	audit.

Pre-investigations	should	be	performed	by	experienced	auditors	who	can	com-

prehend	and	evaluate	vague	information.	Further,	in	some	cases,	company-political	

decisions	must	be	taken,	thus,	extensive	experience	is	a	distinct	advantage.	he	in-

vestigative	team	should	be	kept	small	so	that	it	can	focus	its	investigation.

Pre-investigations	make	use	of	all	elements	of	the	Audit	roadmap	to	the	extent	

possible	(for	details	on	the	Audit	roadmap,	see	Section	B).	However,	some	areas,	

such	as	the	Scope,	may	beneit	from	being	simpliied.	he	creation	of	a	work	pro-

gram	is,	however,	indispensable,	and	all	the	steps	taken	must	be	duly	documented	

in	the	working	papers.

he	reporting	of	a	pre-investigation	has	to	be	adequate	in	its	details.	he	inves-

tigation	team	can	discuss	interim	results	directly	with	the	appropriate	members	of	

senior	management	and	the	Board	of	directors.	Further,	if	necessary,	legal	counsel	

should	be	notiied	immediately.	If	necessary,	the	Board	should	be	informed	of	new	

insights	immediately,	for	example	through	a	priority	Board	issue	(on	priority	Board	

issues	see	Section	B,	Chapter	5.2.5).	he	overall	report	on	the	pre-investigation	can	

be	compiled	as	a	memorandum	(see	Section	B,	Chapter	5.3.1).	It	should	primarily	

present	facts	and	the	relevant	decision	basis	so	that	options	for	action	can	be	de-

rived.	An	audit	report	will	only	be	compiled	if	a	speciic	recommendation	has	been	

made.

Pre-investigations	are	likely	to	become	increasingly	important	to	the	day-to-day	

work	of	Internal	Audit	as	a	result	of	the	whistleblower	provision	included	in	SOX.	

his	 provision	 (section	 806)	 protects	 employees’	 right	 to	 reveal	 irregularities	 or	

weak	points	in	the	company’s	accounting	system	and	internal	controls	without	risk	

distinction	from	Auditdistinction	from	Audit
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of	being	ired	or	experiencing	discrimination.	SOX	has	also	made	employees	more	

aware	of	the	importance	of	compliance.	he	public’s	expectations,	which	are	height-

ened	due	to	greater	media	exposure,	also	play	a	major	role.	rapid	organizational	

changes	in	the	company	and	the	introduction	of	new	strategies	and	initiatives	at	a	

global	 level	 are	 also	 driving	 the	 need	 for	 pre-investigations.	 even	 if	 it	 does	 not	

change	the	importance	of	the	other	audit	services	of	Internal	Audit,	a	pre-investiga-

tion	forms	a	link	between	these	and	other	audit	disciplines.

HintS	And	tiPS	 ;

•	 Prepare	a	detailed	time	schedule	ahead	of	a	pre-investigation.

•	 It	is	especially	important	to	preserve	conidentiality	in	pre-investigations	to	pre-

vent	rumors.

•	 Auditors	should	try	to	derive	and	document	robust	knowledge	that	can	be	used	

in	future	audits.
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7.2.3	 Review

Key	POintS	 •••

•	 reviews	are	an	independent	technique	to	assess	facts	and	functions.

•	 A	review	may	lead	to	an	audit	or	other	service	from	Internal	Audit	at	any	time.

•	 reviews	focus	on	project-type	measures	and	international	structures	and	pro-

cesses.
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	A	review	is	a	critical	assessment	of	facts	and	functions.	It	is	similar	to	an	audit	but	

provides	a	more	general	assessment	of	a	matter	or	function	and	does	not	provide	

the	level	of	detail	that	is	typical	of	an	audit.	hat	is,	a	review	does	not	examine	de-

tails	and	the	related	evidence	but	instead	focuses	on	the	overall	context	and	basic	

aspects	of	the	matter	or	function.	In	a	review,	the	presentation	of	evidence	is	limited	

to	fundamental	insights	regarding	the	matter.	Similar	to	an	audit,	a	review	can	also	

compare	the	current	condition	with	the	desired	criteria,	targets,	or	upstream	con-

cept	and	process	levels,	thus	determining	the	extent	to	which	projects	and	processes	

meet	or	fall	short	of	these	values.

Unlike	an	audit,	a	 review	does	not	provide	or	recommend	solutions.	 Instead,	 its	

purpose	is	to	identify	a	need	for	action	or	clariication	in	order	to	eliminate	short-

falls,	(i.e.	to	point	out	deiciencies	and	the	necessary	organizational	and	methodical	

steps	to	arrive	at	a	solution).	Generally,	the	presentation	of	evidence	is	very	limited,	

so	that	the	auditor’s	experience	and	specialist	knowledge	form	the	basis	for	the	as-

sessment.	 For	 this	 reason,	 a	 review	 should	 always	 be	 conducted	 by	 experienced	

auditors.

reviews	are	appropriate	as	audit-related	services	whenever	a	quick	overview	of	

audit	content	is	needed.	By	the	same	token,	reviews	usually	involve	several	parties	

and	focus	on	very	divergent	specialist	areas.	hey	can	also	afect	external	parties	

like	partners	and	suppliers	(see	Section	C,	Chapter	6).	he	review	shares	these	fea-

tures	with	the	audit,	and	it	is	therefore	possible	to	follow	a	review	with	a	full	audit,	

especially	if	the	topic	or	result	of	the	review	has	identiied	this	as	useful	or	neces-

sary.

reviews	are	particularly	well	suited	for	project-related	or	highly	complex	topics.	

examples	of	project-related	topics	 include	internal	projects	(introduction	of	new	

systems	or	reorganization)	and	external	customer	and	 investment	projects	 (joint	

ventures,	cooperation	for	a	speciic	business	purpose).	examples	of	 international	

review	 topics	 include	a	 regional	or	global	outsourcing	organization	or	a	 shared-

deinitiondeinition
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service	center.	A	review	will	provide	a	comprehensive	overview	of	complex	struc-

tures	and	processes	within	a	short	time.

A	review	also	uses	 the	 full	Audit	roadmap	 (see	Section	B),	 although	certain	

parts	of	it,	(e.g.,	the	Scope	or	the	work	program)	are	usually	simpliied	in	the	inter-

est	of	time.	However,	detailed	documentation	is	required	for	each	step	that	has	been	

performed,	with	reporting	(in	the	form	of	presentations)	oten	taking	place	concur-

rently	to	execution.	Since	a	review	does	not	involve	intensive	audit	activities,	(par-

tial)	results	should	be	discussed	in	detail	with	those	concerned	to	preclude	errors	

on	the	part	of	Internal	Audit.	A	special	review	report	is	compiled	on	the	basis	of	the	

results	presentation,	which	 includes	 the	content,	chronological	 structure,	 results,	

and	any	options	for	action.	In	addition,	summaries	are	compiled	for	management	

and	the	Board	of	directors	and,	if	appropriate,	action	items	are	identiied	for	mon-

itoring	outstanding	items.

reviews	should	not	be	a	substitute	for	audits.	However,	they	complete	the	ser-

vice	range	ofered	by	Internal	Audit.	reviews	are	an	eicient	and	selective	way	of	

quickly	arriving	at	adequate	results	for	the	topic	to	be	investigated.	In	particular,	

they	are	also	suitable	for	preparing	or	justifying	other	audit	services	provided	by	

Internal	Audit,	(e.g.	a	basic	audit).	herefore,	reviews	are	an	important	component	

of	Internal	Audit’s	range	of	service	oferings.

HintS	And	tiPS	 ;

•	 Informal	discussions	at	the	start	of	a	review	will	help	auditors	get	an	overview	of	

the	task	at	hand.

•	 request	expert	support	at	the	beginning	of	a	review.

•	 regard	the	review	as	a	tool	for	identifying	new	audit	topics	for	Internal	Audit.

•	 If	possible,	present	the	review	results	in	combination	with	key	ratios	to	demon-

strate	the	review’s	business	relevance.
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7.2.4	 Implementation	Support

Key	POintS	 •••

•	 Internal	Audit	can	provide	valuable	support	during	the	implementation	of	audit	

recommendations.

•	 It	 is	 important	that	the	overall	responsibility	for	implementation	remain	with	

the	management	and	the	employees	of	 the	audited	area.	hus,	Internal	Audit	

does	not	perform	the	actual	implementation	of	the	audit	recommendations,	but	

merely	provides	support,	which	may	include	providing	expert	opinions	or	fa-

cilitating	communication.	

•	 All	work	performed	must	be	carefully	documented.

•	 Internal	 Audit	 must	 be	 careful	 to	 strike	 a	 balance	 between	 its	 position	 as	 an	

independent	staf	department	and	its	support	activities.

•	 he	advantages	of	providing	implementation	support	are	primarily	that	Internal	

Audit	can	build	specialist	expertise	and	that	recommendations	can	be	efectively	

implemented.

Although	implementation	support	is	not	an	audit	activity,	it	is	an	audit-related	ser-

vice	that	Internal	Audit	can	provide.	here	are	several	reasons	why	Internal	Audit	

may	provide	support	for	implementing	audit	recommendations,	new	concepts,	and	

strategies.	hese	reasons	include	auditors’	specialized	knowledge	and	expertise,	in-

suicient	resources	in	the	department	concerned,	and	extensive	coordination	re-

quirements.	Internal	Audit’s	services	may	include	providing	an	expert	opinion	on	

the	processes	and	structures	to	be	deined	or	facilitating	the	communication	among	

those	 involved.	hese	services	help	ensure	 fast,	 timely,	and	smooth	 implementa-

tion.

he	implementation	report	contains	any	options	for	action	recommended	as	a	

result	of	audit	indings	(see	Section	B,	Chapter	5.2.3),	and	it	forms	the	basis	for	sub-

sequent	implementation	measures.	he	implementation	report	contains	informa-

tion	that	was	jointly	discussed	at	the	closing	meetings	of	the	audit	and	during	the	

preparation	of	the	audit	report.	However,	the	managers	and	employees	of	the	area	

concerned	remain	responsible	for	driving	the	implementation	measures.	Internal	

Audit	takes	on	a	consulting	role	and	must	not	be	actively	involved	in	the	tasks	to	be	

performed.
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A	recommendation	made	by	Internal	Audit	may	target	one	particular	change,	

(e.g.,	 the	need	for	a	second	signature	under	certain	contracts).	he	employees	of	

Internal	Audit	act	as	consultants	in	such	cases,	identifying	possible	solutions.	Ad-

ditionally,	it	may	also	become	necessary	to	change	or	redesign	entire	processes.	In	

such	cases,	 Internal	Audit	provides	 information	or	advice,	while	maintaining	 its	

impartial	role	with	regard	to	this	audit	topic	and	organizational	unit.

he	support	work	must	remain	identiiable	as	such.	to	maintain	independence,	

Internal	Audit	must	take	on	only	a	consulting	role,	not	a	deciding	role.	his	require-

ment	must	also	be	relected	in	the	documentation	of	the	implementation	support.	

Internal	Audit	must	never	perform	the	detailed	drating	of	the	action	to	be	taken	or	

make	 the	 inal	 decision	 about	 its	 implementation.	 If	 internal	 auditors	 did	 make	

crucial	implementation	decisions,	or	even	if	such	an	impression	was	created,	these	

Internal	Audit	employees	would	not	be	allowed	to	take	part	 in	 the	 follow-up.	In	

principle,	however,	auditors	should	work	through	the	entire	audit	cycle	(see	Section	

A,	Chapter	6.6)	under	their	own	responsibility.	herefore,	internal	auditors	must	

guard	their	independence	especially	when	providing	implementation	support.

In	some	cases	it	may	be	beneicial	to	involve	a	guest	auditor	in	implementing	the	

recommended	 action	 (for	 more	 information	 on	 guest	 auditors,	 see	 Section	 d,	

Chapter	10).	his	provides	even	greater	assurance	that	the	implementation	support	

provided	 is	 impartial.	 he	 use	 of	 guest	 auditors	 is	 beneicial	 when	 no	 other	 re-

sources	are	available	or	the	guest	auditor	has	special	expertise	or	knowledge.	Guest	

auditors	and	the	relevant	Internal	Audit	employees	must	work	in	close	consultation	

with	each	other.

he	audit	lead	and	the	Audit	manager	jointly	determine	whether	and	in	what	

form	an	Internal	Audit	employee	is	involved	in	implementing	audit	recommenda-

tions	ater	the	audit	has	been	completed.	together,	they	must	ensure	that	auditors	

do	not	perform	the	implementation	or	spend	excessive	time	on	this	consulting	task.	

he	audit	resources	dedicated	to	implementation	support	must	be	reasonably	pro-

portionate	to	the	time	for	the	actual	audit	(for	example,	implementation	support	

should	not	take	more	than	a	maximum	of	50%	of	the	time	it	took	to	conduct	the	

audit).

he	functional	department	concerned	is	responsible	for	documenting	the	indi-

vidual	implementation	activities.	Independently,	however,	Internal	Audit	employ-

ees	should	compile	minutes	or	a	memorandum	detailing	their	own	activities,	con-

tributions,	and	the	time	spent	in	order	to	demonstrate	clearly	that	there	is	a	time	

limit	on	these	activities.	he	overall	documentation	must	identify	all	involved	per-

sons	and	their	roles	and	responsibilities.	If	there	are	any	disputes	during	the	follow-

up,	the	individual	measures	can	be	identiied	and	traced	back	to	the	employees	in-

volved	in	their	implementation	based	on	the	documentation.

If	possible,	Internal	Audit	should	not	repeatedly	get	involved	in	the	same	imple-

mentation	activities	and	in	general	avoid	providing	support	in	one	speciic	area	too	

frequently.	his	helps	counter	the	impression	that	it	routinely	ofers	a	complete	ser-
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vice,	including	change	management,	because	it	is	primarily	a	staf	department	that	

reports	 to	 the	 Board	 of	 directors,	 not	 an	 operational	 service	 department	 of	 the	

company.

Nevertheless,	Internal	Audit	beneits	from	providing	such	services.	For	exam-

ple,	the	knowledge	gained	can	be	used	directly	for	preparing	new	Scopes	or	revising	

existing	 ones	 (see	 Section	 B,	 Chapter	 2.1),	 thus	 keeping	 the	 expertise	 available	

within	 the	audit	department.	As	a	 result,	 Internal	Audit	may	be	able	 to	 respond	

faster	to	future	audit	requests	and	conduct	the	audits	with	greater	focus.

HintS	And	tiPS	 ;

•	 Before	starting	their	implementation	support	work,	auditors	should	get	a	list	of	

the	people	responsible	for	implementation.

•	 If,	during	the	course	of	an	implementation,	a	vote	is	taken,	Internal	Audit	em-

ployees	must	remain	impartial.

•	 Internal	Audit	employees	must	never	arbitrate.

•	 If	auditors	determine	that	implementation	support	activities	may	not	be	com-

pleted	in	a	timely	manner,	they	should	communicate	these	doubts	to	manage-

ment	early.
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7.3	 Non-Audit-Related	Other	Services

7.3.1	 Ongoing	Support

Key	POintS	 •••

•	 By	providing	ongoing	support,	Internal	Audit	can	acquire	expertise	necessary	

for	subsequent	audits,	exchange	knowledge	with	other	 individuals	within	 the	

organization,	and	support	other	departments	in	the	implementation	of	new	sys-

tems	and	organizational	change,	or	assist	with	temporary	resource	shortages.

•	 Internal	Audit	can	gain	practical	insight	into	speciic	areas	of	the	organization	

by	providing	ongoing	support.

•	 Ongoing	support	should	not	exceed	one	year.

•	 Because	providing	ongoing	support	represents	a	departure	from	the	traditional	

responsibilities	of	Internal	Audit,	these	activities	must	be	approved	by	the	Board	

of	directors.	

Internal	 Audit	 may	 support	 other	 departments	 within	 the	 organization	 in	 their	

day-to-day	 tasks.	Ongoing	support	 is	oten	provided	 to	overcome	 temporary	 re-

source	shortages	or	to	gain	a	clearer	understanding	of	certain	areas	to	facilitate	fu-

ture	audits.	In	general,	ongoing	support	should	primarily	focus	on	internal	control	

and	should	last	no	more	than	six	months.	Further,	Internal	Audit	employees	should	

not	devote	more	than	50%	of	their	work	time	to	ongoing	support,	so	that	they	can	

continue	to	perform	traditional	audit	work.

Generally,	ongoing	support	activities	are	initiated	by	the	department	requiring	

the	support.	However,	Internal	Audit	management	should	inform	other	managers	

that	 the	 internal	 audit	department	can	provide	 these	activities.	Further,	 auditors	

should	maintain	contact	with	managers	and	employees	in	functional	departments	

to	develop	the	skills	that	will	allow	them	to	perform	necessary	duties	if	appropriate.	

Importantly,	before	Internal	Audit	can	provide	support,	certain	prerequisites	must	

be	met.	First	of	all,	the	Board	of	directors	must	approve	the	activities	and	set	neces-

sary	limitations.	

even	though	ongoing	support	does	not	give	rise	to	many	audit	elements	along	

the	Audit	roadmap,	the	main	content	and	results	should	at	least	be	briely	docu-

mented.	In	some	cases	it	is	necessary	to	prepare	a	special	report	in	the	form	of	a	

memorandum.	For	example,	if	in	the	course	of	providing	ongoing	support	an	audi-

tor	identiies	the	need	for	an	audit,	it	may	lead	directly	to	an	audit	request,	or	the	

matter	may	be	considered	in	the	next	annual	audit	plan.

he	extent	 to	which	speciic	auditors	apply	 themselves	 to	ongoing	support	as	

part	of	their	work	is	also	determined	by	their	personal	attitudes	toward	the	topic	

concerned.	hat	is,	if	it	is	one	of	an	employee’s	specializations	or	interests,	and	pros-

pects	for	personal	and	professional	development	can	be	identiied	in	an	attractive	

working	environment,	this	auditor	should	be	the	likely	choice	to	perform	the	ongo-
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ing	support.	If	 the	planning	framework	and	personnel	capacities	allow,	the	audit	

manager	will	consider	the	auditor’s	request	for	performing	this	kind	of	work.

For	auditors	who	do	not	yet	have	extensive	professional	experience,	longer-term	

support	work	is	a	good	way	of	acquiring	detailed	practical	knowledge.	herefore,	

this	kind	of	work	can	form	part	of	a	general	auditor	training	plan.	his	gives	audi-

tors	an	opportunity	to	cover	all	aspects	of	a	topic	and	perhaps	even	develop	a	new	

audit	topic	or	establish	themselves	as	audit	experts	and	contacts	for	this	topic.	even	

experienced	auditors	should	take	advantage	of	such	opportunities	to	become	famil-

iar	with	new	topics.

By	providing	ongoing	support	to	selected	areas,	Internal	Audit	can	identify	au-

dit	topics,	gain	a	better	understanding	of	their	content,	and	ultimately	conduct	bet-

ter	 audits.	 If	 the	 work	 performed	 is	 limited	 to	 support,	 the	 same	 employee	 may	

generally	also	audit	this	area,	because	with	this	kind	of	support,	content	is	not	nor-

mally	redeined	or	changed.	However,	if	the	auditors	are	actively	involved	in	chang-

ing	or	redeining	the	content,	they	should	document	all	the	knowledge	acquired,	

but	not	perform	subsequent	audits	of	the	area.	his	applies	at	least	to	the	audit	cy-

cle,	i.e.	the	next	two	years	(see	Section	A,	Chapter	6.6),	following	the	support	work	

to	ensure	Internal	Audit	can	maintain	independence	and	the	auditors	can	remain	

objective.

HintS	And	tiPS	 ;

•	 here	may	be	informal	ways	of	identifying	an	area’s	requirement	for	support	by	

Internal	Audit.
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7.3.2	 Internal	Consulting

Key	POintS	 •••

•	 Internal	Audit	can	perform	consulting	tasks	related	to	speciic	long-term	proj-

ects	or	general	consulting	tasks	that	are	independent	of	speciic	projects.

•	 depending	on	the	personal	experience	and	interests	of	the	internal	auditor,	dif-

ferent	 levels	of	consulting	tasks	can	be	assumed.	hese	tasks	may	range	from	

simply	giving	expert	opinions,	input	into	concepts,	and	solution	implementa-

tion	through	actively	designing	cooperation	models	and	partnerships.

•	 Internal	Audit’s	independence	must	be	safeguarded	at	all	times.	Appropriate	ar-

rangements	must	be	made,	especially	in	cases	where	Internal	Audit	was	actively	

involved	in	designing	the	solutions.

•	 he	consulting	work	performed	by	the	internal	auditor	must	be	adequately	doc-

umented.

•	 Consulting	work	helps	 Internal	Audit	develop	 into	a	competent	partner	with	

employees	who	have	the	requisite	motivation	and	expertise.

Consulting	tasks	ofer	internal	auditors	the	opportunity	to	contribute	their	exper-

tise	in	projects	outside	of	the	department.	In	addition	to	their	knowledge	and	ex-

pertise,	 auditors	 can	 provide	 their	 analytical	 and	 conceptual	 capabilities	 to	 ind	

solutions	tailored	to	the	individual	project.

here	are	many	diferent	types	of	consulting	projects	in	which	Internal	Audit	

can	be	involved.	In	the	context	of	organizational	or	It	projects,	possible	consulting	

tasks	include	drating	concepts,	including	acceptance	testing,	documentation,	and	

internal	controls.	In	capital	spending	projects,	consulting	may	relate	to	the	compila-

tion	of	capital	expenditure	budgets	and	ongoing	inancial	and	organizational	mon-

itoring	of	associated	activities.	he	introduction	of	special	account	settlement	sys-

tems	 would	 also	 be	 a	 sensible	 target	 for	 consulting	 services	 ofered	 by	 Internal	

Audit,	with	particular	focus	on	compliance,	internal	controls,	and	their	impact	on	

inancial	reporting.	In	the	case	of	restructuring	and	change	management,	Internal	

Audit’s	consulting	work	should	focus	on	planning	new	structures,	creating	a	transi-

tion	plan,	and	ensuring	that	internal	controls	and	risk	mitigation	strategies	are	in	

place	in	the	new	organization.	Finally,	Internal	Audit	can	provide	assistance	with	

costing	models	and	cost/beneit	analysis	for	outsourcing	and	shared	service	organi-

zations.	

Internal	Audit	can	also	provide	consulting	support	that	is	not	directly	linked	to	

speciic	projects.	his	may	include:

•	 basic	analysis	to	improve	information	and	communication	lows,

•	 creation	 of	 early	 warning	 systems	 (e.g.,	 with	 regard	 to	 risks,	 budgets	 or	 rev-

enue),

•	 assessment	of	and	commentary	on	problems	and	suggested	solutions,

•	 mediation	associated	with	the	above,
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•	 improvement	of	decision	processes,	and

•	 general	support	for	procedure	and	conduct	recommendations.

Oten,	Internal	Audit	begins	consulting	work	as	a	result	of	a	speciic	request.	Such	

consulting	requests	can	be	deined	by	the	Board	or	by	various	levels	of	management	

and	functional	departments.	Consulting	requests	initiated	by	the	Board	or	senior	

management	are	generally	 focused	upon	strategic	matters,	which	 in	 turn	can	be	

transformed	into	corresponding	audits.	his	may	include	preparations	for	a	joint	

venture	 or	 for	 acquiring	 a	 share	 in	 a	 company.	 Internal	 Audit	 may	 also	 support	

strategic	customer,	supplier,	and	partner	selection	processes.

As	in	its	traditional	audit	activities,	Internal	Audit	must	document	the	results	

and	consulting	methods	used	in	separate	working	papers.	Speciic	involvement	in	

deining	content	and	joint	decisions	must	also	be	documented	and	a	brief	manage-

ment	summary	should	be	prepared	if	necessary.	hese	reports	are	then	available	for	

future	audits.

Internal	Audit’s	consulting	services	can	add	value	within	the	company.	Its	ac-

tivities	can	involve	providing	an	expert	opinion	or	design	input.	Although	design	

tasks	generally	increase	the	motivation	and	knowledge	of	those	involved,	they	can	

pose	a	signiicant	risk	to	Internal	Audit’s	independence.	due	care	must	be	taken	to	

ensure	independence	and	objectivity	are	maintained.	he	Board	or	the	Board	mem-

ber	in	charge	should	be	consulted	prior	to	consulting	engagements	(see	Section	A,	

Chapter	2.5.3).	

when	Internal	Audit	has	provided	internal	consulting	services,	any	subsequent	

audit	must	be	conducted	by	a	diferent	auditor,	preferably	from	a	diferent	team,	

from	those	who	performed	the	consulting	services.	Alternatively,	auditors	who	did	

perform	the	consulting	services	should	refrain	from	auditing	that	area	for	at	least	

two	years.	If	for	reasons	of	expertise,	the	auditors	who	worked	as	consultants	are	to	

provide	expert	audit	support,	they	should	only	work	in	conjunction	with	other	col-

leagues.	hese	precautions	will	help	ensure	that	Internal	Audit	maintains	indepen-

dence	in	fact	as	well	as	appearance.

he	advantages	of	consulting	work	for	Internal	Audit	include	enhanced	knowl-

edge	and	skills	for	the	auditors	involved	and	for	the	internal	audit	department	as	a	

whole.	 Other	 important	 beneits	 include	 increased	 motivation	 of	 auditors	 and	 a	

greater	general	acceptance	of	Internal	Audit	throughout	the	company.	hat	is,	per-

forming	consulting	work	can	improve	the	image	of	Internal	Audit	to	that	of	a	divi-

sion	that	adds	real	value	to	the	organization.	

HintS	And	tiPS	 ;

•	 Auditors	must	be	clear	about	the	objectives	of	the	consulting	project,	especially	

the	extent	of	their	expected	contribution.

•	 Auditors	should	make	realistic	estimates	of	the	time	requirement	and	include	

these	requirements	in	the	annual	Internal	Audit	staing	plan.

consulting	Requestsconsulting	Requests

documentationdocumentation

necessary	consultationnecessary	consultation

Personnel	SegregationPersonnel	Segregation

Advantages		
of	consulting
Advantages		
of	consulting
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•	 when	performing	consulting	activities,	Internal	Audit	should	highlight	the	im-

portance	of	internal	controls	in	the	project	or	activities.
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7.3.3	 Project	Management

Key	POintS	 •••

•	 here	are	diferent	ways	in	which	Internal	Audit	can	support	or	assume	project	

management	tasks.

•	 Internal	project	monitoring	and	control	are	the	most	important	tasks	and	should	

relate	to	Internal	Audit’s	pertinent	audit	topics,	so	that	expertise	can	be	built	or	

enhanced	for	subsequent	audits.

•	 Apart	from	this	basic	function,	Internal	Audit	employees	can	also	take	part	in		

steering	committees	or	provide	control	and	support	for	project	communication.

Another	way	for	Internal	Audit	to	ofer	non-audit-related	services	is	to	participate	

in	 or	 assume	 project	 control	 and	 management	 tasks.	 Although	 the	 project	 lead	

drives	the	project	in	terms	of	content	and	makes	the	relevant	decisions,	the	project	

Project	control		
and	Management	tasks

Project	control		
and	Management	tasks
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manager	is	responsible	for	tasks	such	as	time	and	cost	planning.	he	auditor	can	

take	on	the	role	of	project	staf	or	of	sub-project	lead.

In	 the	case	of	project	management,	 the	 individual	project	 steps	irst	must	be	

planned	and	calculated	according	to	the	project	phase	model.	he	preparatory	work	

is	coordinated	among	the	project	team	members.	Project	implementation	must	be	

closely	monitored,	comparing	current	conditions	against	desired	scenarios	and	tar-

gets,	identifying	all	deadlines,	costs,	content,	or	quality	variances,	and	deining	and	

initiating	appropriate	countermeasures.

Project	management	also	requires	an	adequate	reporting	system	for	the	project	

team	members	and	those	responsible.	Project	management	always	has	a	inancial	

and	a	technical/logistical	aspect.	his	chapter	does	not	provide	a	detailed	presenta-

tion	of	the	complex	issues	of	project	management.	A	basic	description	of	a	similar	

application,	known	as	audit	project	management	follows	later	(see	Section	d,	Chap-

ter	11).

Usually,	project	management	is	performed	by	operational	management	and	the	

functional	executive	level.	In	exceptional	cases,	Internal	Audit	employees	may	also	

be	involved	in	project	management	activities.	For	Internal	Audit,	the	most	suitable	

projects	are	those	whose	content	is	related	to	one	of	the	department’s	audit	ields.	

Of	particular	interest	are	change	management	projects	and	implementation	proj-

ects	to	guarantee	compliance	(e.g.,	internal	control	systems	as	required	by	SOX,	or	

It	projects	with	worklow	processes).

Similar	to	internal	consulting,	project	management	performed	by	Internal	Au-

dit	has	two	main	objectives,	the	contribution	of	experience	and	auditor	training.	

Internal	Audit	can	incorporate	the	knowledge	gained	from	participating	in	project	

management	activities	into	future	audits.	Importantly,	however,	there	is	a	need	to	

safeguard	Internal	Audit’s	 independence,	especially	because	project	management	

means	participation	in	designing	procedures	rather	than	implementing	them.

As	mentioned	earlier,	project	management	services	can	provide	valuable	infor-

mation	and	ideas	for	the	management	of	audits.	Although	the	Audit	roadmap	is	an	

important	basic	tool	for	audit	management,	it	is	a	procedural	model	and	therefore	

highly	focused	on	content.	For	this	reason,	the	Audit	roadmap	should	be	linked	

with	a	method	for	project	control	which	turns	the	contents	of	the	Audit	roadmap	

into	operational	steps	of	the	audit	project.

Another	project	management	service	is	participation	in	steering	committees.	In	

such	cases,	an	Audit	manager	takes	part	in	regular	status	meetings,	receives	meet-

ing	 minutes,	 and	 is	 involved	 in	 fundamental	 decisions	 regarding	 project	 proce-

dures.	he	most	suitable	projects	are	 those	of	value	 to	Internal	Audit	because	of	

their	 organizational	 or	 content	 aspects.	 examples	 include	 the	 introduction	 of	 a	

global	risk	management	system,	the	implementation	of	SOX	requirements,	or	the	

creation	of	a	shared-service	organization.

Another	form	of	project-related	support	is	the	control	and	coordination	of	com-

munication	 channels	 and	 information	 lows	 between	 regional	 project	 teams	 in	

global	implementation	and	organization-wide	projects.	he	signiicance	of	this	task	

Project	implementationProject	implementation

ReportingReporting

ProjectsProjects
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will	 increase	 in	 the	 future,	 because	 diferent	 cultural	 groups	 must	 be	 networked	

interactively,	thus	it	is	important	to	consider	speciic	regional	circumstances.	multi-

region	 projects	 may	 be	 hampered	 by	 a	 lack	 of	 communication	 and	 support	 that	

inhibits	the	suicient	implementation	of	all	implementation	phases	and	measures	

simultaneously	 in	 all	 regions.	 Finally,	 Internal	 Audit	 can	 provide	 direct	 regional	

support	on	a	one-to-one	basis	to	facilitate	the	implementation	of	the	project.	hese	

forms	of	project	support	enhance	the	perception	of	Internal	Audit	throughout	the	

company.

In	principle,	any	Internal	Audit	employee	has	the	option	to	take	on	the	project	

management	tasks	described	above;	but,	functional,	methodical,	and	personal	pre-

requisites	and	interests	should	be	taken	into	account.	herefore,	these	kinds	of	tasks	

should	be	assigned	to	auditors	with	extensive	project	management	know-how	for	

the	purpose	of	personal	development.	

HintS	And	tiPS	 ;

•	 Auditors	must	be	clear	about	their	personal	strengths	and	select	their	project	

management	function	carefully.

•	 Close	cooperation	with	experienced	project	managers	makes	it	easier	to	work	

successfully.

•	 Auditors	should	produce	their	own	personal	development	plan	on	the	basis	of	

the	acquired	expertise.
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1	 General	Introduction
1.1	 Structure	and	Features	of	the	Audit	Roadmap

Key	PoInts	 •••

•	 he	Audit	Roadmap	is	a	model	for	visualizing	all	phases	and	process	steps	of	an	

audit	in	terms	of	form	and	content.

•	 It	is	aimed	at	giving	auditors	all	the	necessary	standard	information	on	the	basis	

of	a	standardized,	globally	binding	process	model.

•	 A	 standard	 Audit	 Roadmap	 helps	 to	 achieve	 uniform	 audits	 throughout	 the	

company.

•	 he	main	phases	of	the	Audit	Roadmap	are	planning,	preparation,	execution,	

reporting,	and	follow-up.

•	 Each	of	these	phases	is	divided	into	sub-phases,	which	have	to	be	executed	in	a	

speciied	sequence.

•	 he	Audit	Roadmap	is	intended	for	use	as	an	audit	process	model	for	standard	

audit	topics.

•	 In	addition,	Audit	Roadmaps	can	be	deined	for	special	audit	content,	specii-

cally	for	a	certain	sector,	company,	or	audit.

An	ordinary	roadmap	tells	drivers	how	to	get	 to	places.	 In	a	igurative	sense	the	

Audit	Roadmap	serves	the	same	purpose.	he	Audit	Roadmap	provides	informa-

tion	on	a	sequence	of	events	in	terms	of	content	and	physical	arrangement	to	ensure	

achievement	of	an	 intended	audit	outcome.	A	roadmap	visualizes	a	strategy	and	

deines	important	milestones.	he	key	objective	of	having	an	Audit	Roadmap	is	to	

ensure	that	all	audits	conducted	by	Internal	Audit	follow	a	standard	process	model	

as	far	as	possible.	Even	if	not	all	parts	of	the	Audit	Roadmap	can	be	used	in	every	

audit,	the	basic	structure	of	the	Roadmap	adds	security	to	audits	and	allows	for	a	

standardized	audit	approach	throughout	the	company.

However,	the	Audit	Roadmap	is	more	than	a	process	model.	he	Roadmap	also	

links	audit	steps	with	templates	and	other	documents.	In	its	electronic	implementa-

tion	the	Roadmap	contains	many	documents,	standard	templates,	examples,	and	

additional	 information	 that	 auditors	 can	 access	 whenever	 necessary.	 he	 Audit	

Roadmap	must	therefore	have	an	in-depth	structure	that	makes	it	possible	to	assign	

documents	to	each	audit	step.	

he	sequence	of	steps	within	the	Audit	Roadmap	is	clearly	deined.	he	main	

areas	of	the	Audit	Roadmap	are	referred	to	as	phases.	Each	phase	represents	a	self-

contained	audit	section	with	a	clear	structure.	he	main	phases	of	the	Audit	Road-

map	are:

•	 Planning,

•	 Preparation,

•	 Execution,

•	 Reporting,	and

•	 Follow-up.

Aim	of	the	Audit	
Roadmap

Aim	of	the	Audit	
Roadmap

Information	MediumInformation	Medium

Main	Phases	of	the	Audit	
Roadmap

Main	Phases	of	the	Audit	
Roadmap



187

Together,	these	phases	lay	out	a	complete	audit	sequence,	ensuring	that	all	neces-

sary	audit	activities	are	performed.

For	better	implementation	during	the	audit,	each	phase	is	divided	into	sub-phases.	

he	sub-phases	have	to	be	executed	in	the	same	way	as	the	main	phases.	A	sequen-

tial	work	process	is	necessary	because	certain	measures	can	only	be	performed	ater	

other	operations	have	been	completed.	his	mandatory	sequence	of	audit	steps	is	

intended	to	ensure	that	security	and	quality	requirements	are	met	(see	Section	D,	

Chapter	5).

he	Audit	Roadmap	exists	as	a	standardized	model.	Each	of	its	phases	contains	

a	 large	number	of	speciic	information.	his	 information	includes	organizational	

aspects,	such	as	the	description	of	the	opening	and	closing	meetings,	as	well	as	au-

dit-relevant	documents	and	standards.	In	terms	of	content,	the	standardized	Audit	

Roadmap	covers	all	audit	ields	(see	Section	A,	Chapter	6.2).	For	speciic	audits,	like	

fraud	audits	or	management	audits,	 the	Audit	Roadmaps	can	be	modiied	by	re-

placing,	 adding,	 or	 removing	 certain	 standard	 procedures	 (see	 Section	 B,	

Chapter	7).

Based	on	the	basic	structure	of	the	Audit	Roadmap,	additional	Audit	Roadmaps	

can	be	drawn	up	with	company-speciic	and	audit-related	modiications	if	needed.	

For	instance,	additional	question	catalogs	can	be	included,	or	the	way	the	audit	is	

announced	can	be	changed.	However,	the	objective	is	not	to	maximize	the	number	

of	 individual	Audit	Roadmaps,	but	rather	to	cover	the	unique	features	of	special	

audit	 topics	 as	 comprehensively	 as	 possible	 and	 to	 make	 information	 on	 the	 re-

quirements	of	such	audits	available	with	minimal	efort.

sub-Phasessub-Phases

standard	Audit	
Roadmap
standard	Audit	
Roadmap

Modiication	optionsModiication	options

Fig.	1	 Structure	of	the	Audit	Roadmap

The	SAP®-Audit	Roadmap	as	a	Working	Basis	for	Internal	Audit

General	Introduction

Structure	and	Features	of	the	Audit	Roadmap
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It	is	mandatory	that	all	internal	auditors	comply	with	the	standard	basic	struc-

ture	 of	 the	 Audit	 Roadmap.	 his	 ensures	 that	 all	 internal	 audits,	 irrespective	 of	

when	and	where	they	are	conducted,	follow	the	same	formal	framework.

An	important	feature	of	the	Audit	Roadmap	is	that	it	is	a	process	model	with	a	

master	version	that	can	be	updated	centrally.	his	centrally	maintained	version	is	

the	 most	 up-to-date	 standard	 and	 mandatory	 throughout	 the	 internal	 audit	

department.	Audit-speciic	copies	for	the	individual	regions	and	audit	teams	follow	

this	version.	his	ensures,	especially	in	global	corporate	audit	departments,	that	all	

regional	 teams	 follow	 the	 same	 audit	 sequence	 in	 preparation	 for	 an	 audit	 and	

during	 an	 audit.	 he	 Audit	 Roadmap	 provides	 the	 ordinal	 framework	 for	

communicating	 the	 necessary	 individual	 process	 steps	 and	 documentation	

requirements.

he	Audit	Roadmap	contains	quality	gates	or	performance	measures	 such	as	

time	 and	 cost	 budgets.	 Quality	 gates	 function	 as	 milestones	 and	 conclude	 audit	

phases.	 he	 start	 of	 the	 next	 phase	 is	 contingent	 upon	 passing	 the	 quality	 gate.	

Quality	gates	help	to	ensure	that	necessary	documentation	exists,	that	such	docu-

mentation	is	in	the	correct	format	and	contains	all	the	relevant	information.	Qual-

ity	gates	link	two	phases	of	the	Audit	Roadmap	and	can	concern	diferent	people	

and	involve	diferent	types	of	quality	assurance	measures.	Documents	to	be	exam-

ined	and	released	by	one	person	are	forwarded	either	in	hard	copy	or	electronically,	

by	e-mail	or	 through	 the	worklow,	 to	 the	other	person.	his	allows	performing	

quality	spot	checks	without	delaying	the	overall	audit	process	(for	details	on	quality	

assurance,	see	Section	D,	Chapter	5).

HInts	And	tIPs	 ;

•	 Auditors	 should	 structure	 and	 archive	 their	 documents	 according	 to	 the	 re-

quirements	of	the	Audit	Roadmap.

•	 Auditors	should	ensure	that	they	are	using	the	latest	version	of	the	Audit	Road-

map,	that	they	follow	the	standards	it	contains,	and	that	they	use	the	documents	

required	by	the	Roadmap.

•	 All	auditors	should	use	their	expertise	for	the	ongoing	development	of	the	Audit	

Roadmap.

LInKs	And	RefeRences	 e

•	 InSTITuTE	 oF	 InTERnAl	 AuDIToRS.	2005.	Practice Advisory 1300-1: Quality As-
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•	 InSTITuTE	 oF	 InTERnAl	 AuDIToRS.	 2006.	 Quality Assessment Manual.	 5th	 ed.	

Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.
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1.2	 Advantages	and	Benefits	of	the	Audit	Roadmap

Key	PoInts	 •••

•	 he	Audit	Roadmap	provides	a	number	of	organizational,	content-related,	and	

formal	 advantages	 as	 well	 as	 beneits	 with	 regard	 to	 teamwork	 and	 coopera-

tion.

•	 Auditors	can	use	 the	Audit	Roadmap	as	a	communication	and	guidance	me-

dium.

•	 here	are	many	options	for	individual	use	and	adaptation	of	the	Audit	Road-

map.

he	 use	 of	 a	 standardized	 Audit	 Roadmap	 ofers	 many	 advantages	 for	 everyday	

auditing.	his	chapter	summarizes	the	main	aspects.

•	 use	of	the	Audit	Roadmap	helps	guarantee	that	the	data	is	complete	and	up	to	

date:	All	auditors	can	be	certain	that	standard	templates	and	documents	are	up	

to	date.	here	is	no	need	for	time-consuming	searches	or	for	redeining	audit	

documents.	Auditors	can	thus	focus	on	the	actual	audit.

•	 he	clear	structure	of	the	Audit	Roadmap	facilitates	and	shortens	both	the	prep-

aration	and	the	execution	of	the	audit.	he	formal	standardization	of	the	Road-

map	also	helps	auditors	to	exchange	information	quickly	and	eiciently,	which	

creates	the	potential	for	time	savings	at	all	phases	of	the	audit.

•	 he	 Audit	 Roadmap	 makes	 it	 possible	 to	 plan	 and	 monitor	 audits	 in	 detail:	

Deadlines,	costs,	and	employee	assignment	can	be	planned	and	controlled	down	

to	the	sub-phase	level.

•	 Improved	planning	and	monitoring	facilitate	assigning	authorizations	and	ac-

cess	rights	to	data	and	IT	systems.	his	is	important	especially	with	regard	to	

conidentiality.	Access	rights	are	granted	for	each	phase,	based	on	activities	or	

document	types,	and	deined	via	role	proiles.	he	resulting	authorizations	can	

be	entered	in	the	system	for	each	phase,	activity,	and	document	type.

•	 An	 Audit	 Roadmap-based	 audit	 procedure	 facilitates	 a	 project-based	 audit	

monitoring	system.	he	Audit	Roadmap	makes	it	possible	to	eiciently	control	

the	overall	audit.	Progress	is	measurable	for	each	phase	and	for	the	audit	as	a	

whole.	his	allows	identifying	deviations	in	the	budget	and	audit	timeline.	Au-

ditors	in	charge	for	the	phase	in	which	the	variance	occurred	are	responsible	for	

understanding	 and	 explaining	 these	 diferences.	 he	 auditors	 in	 turn	 can	 re-

spond	on	the	basis	of	documents	or	statements	that	they	created	in	that	phase.	

his	timely	controlling	allows	taking	necessary	countermeasures	early.

•	 he	Audit	Roadmap	also	facilitates	analysis	of	the	content	of	audit	procedures	

(see	Section	D,	Chapter	7).	he	audits	conducted	are	reviewed	and	compared	on	

the	basis	of	results,	procedures,	phases,	etc.,	both	individually	and	across	a	sam-

ple	or	all	steps	taken.	Key	igures	for	measuring	Internal	Audit’s	eiciency	can	

then	be	derived	and	areas	for	future	process	improvements	in	audit	work	identi-

Advantages		
of	the	Audit	Roadmap
Advantages		
of	the	Audit	Roadmap

complete		
and	Up-to-date
complete		
and	Up-to-date

shorter	Processing	
times
shorter	Processing	
times

scheduling	and	deadline	
Monitoring
scheduling	and	deadline	
Monitoring

Access	AuthorizationAccess	Authorization

Audit	Monitoring	systemAudit	Monitoring	system

Audit	AnalysisAudit	Analysis

The	SAP®-Audit	Roadmap	as	a	Working	Basis	for	Internal	Audit
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ied.	he	phase-by-phase	comparison	of	content	can	be	of	especially	great	sig-

niicance.	 An	 integrated	 quality	 control	 system	 helps	 to	 identify	 any	 process	

steps	that	do	not	meet	the	deined	expectations,	making	it	possible	to	respond	

immediately	to	any	defects	identiied.

•	 he	 Audit	 Roadmap	 supports	 the	 use	 of	 a	 quality	 assurance	 system	 through	

quality	gates.	As	the	audit	proceeds,	quality	gates	have	to	be	passed,	where	the	

quality	of	the	audit	work	is	checked	against	clearly	deined	requirements	before	

advancement	 to	 the	 next	 process	 step	 is	 possible	 (for	 details,	 see	 Section	 D,	

Chapter	5).

•	 he	Audit	Roadmap	guarantees	that	the	procedure	used	for	audits	is	consistent.	

hese	consistent	procedures	in	turn	can	be	supported	by	IT	solutions.	he	over-

all	 administration	 of	 documents,	 including	 archiving,	 should	 be	 phase-based	

and	run	as	an	integrated	part	of	the	IT	system	to	ensure	that	no	documents	are	

missing	(see	Section	D,	Chapters	1	and	4).

•	 In	addition	to	a	standardized	Audit	Roadmap,	it	is	also	possible	to	create	indi-

vidual	Audit	Roadmaps	for	speciic	groups	of	topics	(see	Section	B,	Chapter	7).	

For	fraud	audits,	for	example,	it	is	possible	to	plan	special	activities	at	the	start	

of	the	audit,	e.g.,	gathering	information	in	advance	or	preparing	question	cata-

logs	for	special	interview	techniques.	For	management	audits,	it	may	be	useful	

to	have	additional	explanatory	information	or	a	speciic	management-based	re-

porting	system	(e.g.	portfolio	or	trend	analysis).

•	 Standardizing	procedures	is	particularly	important	for	corporate	audit	depart-

ments	in	global	companies.	he	potential	conlict	between	central	data	mainte-

nance	and	decentralized	processing	gives	rise	to	speciic	requirements.	A	global	

process	model	is	necessary	to	ensure	that	simultaneous	process	steps	in	diferent	

regions	are	coordinated	and	multi-level	approval	and	quality	assurance	proce-

dures	are	in	place.	Such	a	process	model	has	to	accommodate	the	diferent	audi-

tors	involved,	the	diverging	contents,	and	the	various	process	levels.	In	this	con-

text,	 the	Audit	Roadmap	 functions	as	a	global	 integration	model,	 supporting	

globally	standardized	processes	and	personal	and	cultural	integration.

•	 Standardized	processes	of	a	stringent	process	model,	such	as	the	Audit	Road-

map,	allow	auditors	to	focus	on	the	audit	content	rather	than	on	administrative	

issues.	As	a	result,	auditors	reach	higher	personal	qualiications	faster,	because	

their	expertise	grows	 faster	 than	with	unstructured,	non-standardized	proce-

dures.	Assessment	criteria	 for	performance	measurement	can	also	be	deined	

more	clearly	and	development	potential	can	be	identiied	more	speciically.

•	 last	but	not	least,	an	Audit	Roadmap	contributes	to	audit	reliability	and	materi-

ality.	Among	the	elements	of	audit	reliability,	the	completeness	of	the	audit	is	the	

most	important	feature.	other	important	elements	are	determined	by	external	

standards	set	by	organizations	such	as	the	IIA.	hese	standards	can	be	included	

in	an	Audit	Roadmap	as	desired	criteria,	thus	aiming	at	automatic	compliance.	

he	same	applies	to	compliance	with	SoX	requirements	(see	Section	C,	Chapter	

8;	Section	D,	Chapter	14)	which	are	relected	either	in	the	standard	Audit	Road-

Quality	AssuranceQuality	Assurance

It	solution		
for	Internal	Audit

It	solution		
for	Internal	Audit

Individual	design		
of	an	Audit	Roadmap

Individual	design		
of	an	Audit	Roadmap

Global	Requirements	
and	Integration

Global	Requirements	
and	Integration

Auditor	QualiicationAuditor	Qualiication

Audit	ReliabilityAudit	Reliability
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map	or	in	a	modiied	Audit	Roadmap.	As	far	as	speciic	audit,	test,	and	docu-

mentation	steps	are	required,	phase-dependent	consistency	checks	can	be	inte-

grated	 into	 the	Audit	Roadmap.	Such	checks	could	help	guarantee	 that	audit	

results	are	veriied	automatically	(e.g.,	the	completeness	of	a	sample	by	testing	

the	indings	and/or	test	cases).

he	above	list	of	advantages	of	the	Audit	Roadmap	in	internal	auditing	is	not	ex-

haustive,	but	the	beneits	mentioned	show	that	an	Audit	Roadmap	is	important	for	

audit	work	to	be	eicient.

HInts	And	tIPs	 ;

•	 By	comparing	procedures	with	auditors	of	other	companies,	auditors	can	iden-

tify	best	Internal	Audit	practices.

conclusionconclusion

The	SAP®-Audit	Roadmap	as	a	Working	Basis	for	Internal	Audit
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2	 Planning
2.1	 Content	of	Scopes

2.1.1	 Integration	and	Organizational	Structure

Key	Points	 •••

•	 Even	though	Scopes	are	integrated	into	the	audit	process,	they	are	deined	inde-

pendent	of	individual	audits.	

•	 Core	Scopes	represent	closed	business	or	organizational	audit	areas,	which	can	

be	broken	down	into	any	number	of	audit	segments,	referred	to	as	Key	Scopes.

•	 Scopes	have	the	advantage	that	they	can	be	used	in	individual	ways	and	com-

bined	with	each	other	in	diferent	audits.

•	 Scopes	require	regular	updating.	Audit	employees	should	be	assigned	responsi-

bility	for	keeping	Scopes	current.	

•	 Access	 authorizations	have	 to	be	deined	 for	Scopes	 so	 that	 conidentiality	 is	

guaranteed.

Section	A,	Chapter	5.3	gives	a	deinition	of	SAP’s	concept	of	Scopes	and	describes	

the	general	reasons	for	using	Scopes.	his	chapter	provides	a	systematic	presenta-

tion	of	 the	details	relevant	at	Audit	Roadmap	level.	With	regard	to	the	position-

ing	of	Scopes	it	needs	to	be	noted	that,	in	spite	of	their	integration	into	the	audit	

process,	 creating	 them	 is	 independent	 from	 any	 speciic	 audit	 work	 because	 the	

Scopes	are	generally	and	globally	available	and	are	normally	deined	before	the	ac-

tual	audit.	hat	is	the	reason	why	this	sub-phase	of	the	Audit	Roadmap	has	to	be	

addressed	irst.

he	relevant	Scopes	should	always	be	available	before	the	work	program	is	com-

piled	(see	Section	B,	Chapter	3.2).	For	audits	that	are	planned	for	the	irst	time	or	

conducted	at	short	notice,	it	is	possible	as	an	exception	to	create	the	Scope	when	the	

actual	auditing	process	is	already	under	way	or	in	its	preparation	phase.	For	such	

audits,	creating	a	Scope	makes	sense	 if	 the	audit	 topic	 is	 repeatable	and	a	Scope	

should	be	available	in	the	future.

here	is	a	functional	link	between	the	diferent	audit	types	and	Scopes:	For	stan-

dard	and	special	audits,	the	Scopes	cover	a	relatively	wide	range	of	topics,	because	

these	audit	types	leave	suicient	time	for	research	and	the	creation	of	Scopes.	For	

ad-hoc	audits,	which	are	mostly	one-time	audits	of	speciic	topics	or	persons,	there	

are	generally	fewer	Scopes	available	in	advance.

Scopes	are	broken	down	 into	Core	Scopes	and	Key	Scopes.	he	Core	Scopes	

represent	closed	business	or	organizational	audit	areas,	e.	g,	purchasing,	sales	(for	

audits	on	sales	and	purchasing	see	Section	C,	Chapter	4.1	and	4.2).	Each	Core	Scope	

maps	out	a	subsection	of	an	audit	ield	or	even	the	entire	audit	ield	(e.g.,	fraud).	

Core	Scopes	in	turn	break	down	into	individual	Key	Scopes.	his	allows	dividing	a	

complex	audit	area	into	individual	audit	segments,	which	can	then	be	handled	lex-

ibly.	Key	Scopes	in	purchasing	for	example	could	be	the	procurement	of	third-party	

services,	the	vehicle	leet,	or	delivery	processing.

Positioning	of	the	scopePositioning	of	the	scope

AvailabilityAvailability

interrelation	between	
Audit	types	and	scopes

interrelation	between	
Audit	types	and	scopes

Core	scope		
and	Key	scope

Core	scope		
and	Key	scope
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Key	Scopes	can	be	combined	with	other	Key	or	Core	Scopes	to	deine	the	spe-

ciic	content	of	an	individual	audit.	It	 is	possible	for	audits	that	are	based	on	the	

same	Scope	to	have	diferent	audit	objectives	or	steps.	Scopes	have	the	advantage	

that	they	can	be	adapted	and	used	by	themselves	or	combined	with	each	other.

Scopes	require	regular	updating	to	ensure	that	they	are	current.	Scopes	are	as-

signed	for	regular	maintenance	to	one	or	several	auditors,	known	as	Scope	owners,	

on	the	basis	of	content,	hierarchy,	region,	or	time	attributes.	he	assignment	should	

be	rotated	at	regular	intervals.	Even	though	auditors	are	only	responsible	for	the	

Scopes	 assigned	 to	 them,	 they	 also	 have	 to	 keep	 themselves	 informed	 on	 other	

Scopes.	here	should	be	a	comprehensive	review	of	all	Scopes	at	least	once	a	year.	

As	a	result	of	such	reviews,	new	audit	segments	may	be	added	or	existing	ones	may	

be	replaced	or	merged	with	others.

Scopes	should	always	be	stored	centrally.	Since	only	the	owners	or	their	deputies	

should	be	able	to	edit	them,	they	have	to	be	protected	for	editing	and	access	autho-

rizations	should	be	put	in	place.	All	persons	directly	or	indirectly	involved	in	audits	

(e.g.,	 in	 the	 functional	 departments	 concerned)	 should	 have	 read	 access	 to	 the	

Scopes.	Since	Scopes	contain	comprehensive	information	about	the	organization	of	

the	company	and	form	the	basis	for	audits,	access	for	non-department	employees	

must	be	strictly	controlled	to	maintain	conidentiality.	Access	to	Scopes	for	auditees	

and	guest	auditors	should	be	decided	on	a	case-by-case	basis	(see	Section	D,	Chap-

ter	10).	Since	guest	auditors	have	know-how	that	could	make	a	valuable	contribu-

tion	to	the	Scopes,	 their	 involvement	provides	an	excellent	opportunity	to	revise	

existing	Scopes	or	develop	new	ones.

Hints	And	tiPs	 ;

•	 Auditors	should	analyze	the	Scopes	for	suitability	to	a	speciic	audit	task.

•	 Auditors	should	use	their	individual	expertise	to	develop	existing	Scopes	and	

forward	the	relevant	information	to	those	responsible.

•	 It	 may	 be	 useful	 to	 exchange	 information	 on	 the	 content	 of	 Scopes	 with	 the	

functional	departments	to	obtain	their	input.

2.1.2	 Templates	and	How	to	Use	Them

Key	Points	 •••

•	 he	main	elements	of	a	Scope	are	laws	and	professional	guidelines,	the	operat-

ing	functions,	the	respective	processes,	and	the	included	speciic	objects.

•	 A	system	of	Scope	worksheets	is	intended	to	facilitate	the	standardized	and	sys-

tematic	development	of	all	Scopes.

•	 he	following	types	of	Scope	worksheets	exist:	Table	of	Key	Scopes,	Functions	to	

Processes	relationship	matrix,	Processes	to	Objects	relationship	matrix,	and	the	

Scope	in	Detail	table.

Free	CombinationsFree	Combinations

Responsibility		
for	Maintenance		
and	Updates

Responsibility		
for	Maintenance		
and	Updates

Access	AuthorizationAccess	Authorization
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•	 Standards	are	deined	for	all	signiicant	content	components	of	a	Scope.

•	 Scopes	need	to	be	consistent	within	themselves	and	clearly	distinct	from	each	

other.

To	cover	all	the	complex	types	of	audit	content	within	a	company,	Scopes	contain	

the	following	elements:

•	 legal	 and	 governance	 provisions,	 mandated	 company-internal	 policies	 and	

guidelines,

•	 descriptions	of	the	organizational	operating	functions,

•	 presentation	of	the	relevant	business	processes	and	their	internal	controls,	and

•	 the	actual	audit	objects	as	veriiable	and	auditable	components	of	operational	

processing.

Scopes	have	to	map	the	nature	and	extent	of	these	elements,	while	also	describing	

the	relations	among	them	in	both	quantitative	and	qualitative	terms.	When	they	are	

created	and	when	changes	are	made,	Scopes	follow	a	standardized	approach	which	

is	laid	out	in	standard	worksheets.	hese	standard	worksheets	contain	the	structure	

of	the	Scopes	and	instructions	on	how	to	create	them.	Each	Scope	worksheet	(see	

igures	 below	 as	 an	 example)	 has	 diferent	 audit	 perspectives,	 and	 use	 of	 all	 the	

worksheets	available	within	the	Scope	will	maximize	the	range	of	applications.

As	shown	in	the	above	igure,	the	index	provides	general	information	and	shows	

the	various	standard	Scope	worksheets.	Speciically,	the	sheets	have	the	following	

functions:

elements	of	the	scopeselements	of	the	scopes

deinition	through	
Worksheets

deinition	through	
Worksheets

Key	tasks	of	the	scope	
Worksheets

Key	tasks	of	the	scope	
Worksheets

Core Scope: Purchasing

Auditor(s):

Date Completed:

Global Internal Audit Services

1

2

3

4

Table of Key Scopes

Functions-Processes

Processes-Objects

Scope in Detail

Fig. 2 Core Scope Index
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•	 he	“Table	of	Key	Scopes”	breaks	the	Core	Scope	down	into	meaningful	audit	

segments.

•	 he	“Functions	to	Processes”	relationship	matrix	shows	which	processes	afect	

or	run	through	which	operating	units	and	functions.

•	 he	“Processes	to	Objects”	relationship	matrix	explains	which	audit	objects	are	

afected	by	a	process.	

•	 he	“Scope	in	Detail”	table	contains	all	the	details	speciic	to	each	process	that	

could	be	relevant	to	an	audit.

Purchase 

Requisition

● Purchasing Global/

● Regional/Local Policies

● and Guidelines

● Purchasing Global/

● Regional/Local Strategy

● Global/Regional/Local

● Purchase Terms and

● Conditions
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● Purchasing Policy

● Delegation of Authority

…………

………………
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he	Table	of	Key	Scopes	provides	an	overview	of	the	contents	of	a	complex	audit	

area.	his	is	where	all	the	core	elements	for	each	Key	Scope	are	deined.	he	Table	

of	Key	Scopes	is	primarily	a	summary	providing	an	overview,	as	well	as	a	checklist	

for	subsequent	steps.	To	prepare	the	Table	of	Key	Scopes,	drats	should	be	discussed		

with	the	relevant	functional	departments	and	interested	target	groups	(e.g.,	the	Au-

dit	Committee).	It	is	especially	important	to	make	a	full,	one-to-one	assignment	of	

audit	topics	to	the	Key	Scopes.	he	creation	of	Scopes	should	always	include	a	inal	

review	to	ensure	that	the	Scope	is	complete	and	free	of	inconsistencies.

he	Table	of	Key	Scopes	facilitates	the	creation	of	assignment	matrices.	he	assign-

ment	of	functions	to	processes	shown	in	the	above	diagram	is	intended	to	provide	

a	clear	picture	of	which	functions	(i.e.,	organizational	units)	are	run	through	by	a	

certain	process	and	which	processes	run	within	a	functional	business	unit.	At	the	

same	time	this	results	in	a	cross-check	of	the	information	provided	in	the	Table	of	

Key	Scopes:	If	functions	cannot	be	assigned	to	processes	or	vice	versa,	these	ele-

ments	are	either	not	relevant	for	the	Scope	in	question,	or	they	may	not	even	exist.	

he	main	advantage	of	assigning	functions	to	processes	is	that	this	type	of	presenta-

tion	allows	selecting	any	individual	item	for	an	audit	depending	on	the	audit	objec-

tive.	

table	of	Key	scopes	table	of	Key	scopes	

Functions	to	Processes	
Relationship	Matrix

Functions	to	Processes	
Relationship	Matrix

Fig. 4  Functions	to	Processes	Relationship	Matrix
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his	also	applies	to	the	above	worksheet,	which	shows	the	assignment	of	processes	

to	audit	objects.	his	reines	the	way	in	which	audit	content	can	be	selectively	ac-

cessed	by	another	level.	he	worksheet	explains	which	speciic	objects	are	included	

in	a	process	and	which	processes	an	object	runs	through	at	diferent	process	stages.	

he	information	contained	in	the	worksheet	has	to	be	logical,	i.e.,	it	must	be	pos-

sible	to	assign	at	least	one	audit	object	to	each	process.	he	assignment	of	processes	

to	 audit	 objects	 allows	 looking	 at	 partial	 views,	 since	 the	 spreadsheet	 shows	 the	

processes	that	an	audit	object	runs	through.

Processes	to	objects	
Relationship	Matrix
Processes	to	objects	
Relationship	Matrix

1 2 3 4 5 6 7Objects

Processes

1
Vendor

Selection

2 Approval

3
Competitive

Bidding

4
Contract

Negotiation

5
Contract

Conclusion

6

Purchase

Requisition

Creation

X X X X X X

X X X X X X X

X X X X X X

X X X X X X

X X X X

X X X X X

Global Internal Audit Services

Purchasing

Purchase Requisition

Processes-Objects
Optional

Buyers
Commodity

Groups

Competitive

Bids
Quote Log

Vendor

Contracts

Approval

Authority

Matrix

Purchase

Requisition

X = Applicable

Fig. 5  Processes	to	Objects	Relationship	Matrix
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On	the	operational	audit	level,	more	detailed	information	on	each	individual	pro-

cess	is	needed.	his	information	is	summarized	in	the	above	Scope	in	Detail	table.	

his	worksheet	collates,	at	the	level	of	a	speciic	process,	everything	that	normally	

belongs	to	an	aspect	of	ieldwork.	First	the	link	to	the	coordinates	of	the	Processes	

to	Objects	table	has	to	be	made;	the	relevant	data	is	listed	under	Content.	he	next	

column	shows	the	input	and	output	information	relevant	for	the	process,	such	as	

data,	organizational	information,	or	speciic	upstream	processes	or	documents.	At	

this	stage,	the	worksheet	should	also	provide	clear	information	on	the	actual	objec-

tive	or	added	value	of	the	process	in	question.	Another	column	contains	Internal	

Audit’s	documentation	requirements	that	have	to	be	met	to	obtain	audit	reliability.	

he	next	column	contains	information	needed	to	make	sure	that	the	internal	con-

trols	for	this	process	are	in	place,	including	areas	exposed	to	risk,	the	internal	con-

trols	assigned	to	them,	and	the	required	documentation.	his	structure	has	certain	

similarities	 to	 the	 documentation	 requirements	 set	 out	 in	 SOX	 (see	 Section	 D,	

Chapter	14).	he	last	column	of	this	sheet	lists	the	impact	of	the	processes	described	

(either	beneits	or	disadvantages).

It	must	be	possible	to	read	the	Scope	tables	both	top	down	and	bottom	up,	i.e.	

there	must	not	be	any	missing	components	or	breaks	in	the	logic	between	them.	For	

this	reason,	the	Scope	owner	must	maintain	and	update	all	worksheets,	not	only	

certain	parts.	If	possible,	Scopes	should	always	be	maintained	and	updated	in	their	

entirety	to	make	sure	that	they	are	consistent	with	subsequent	process	levels.

A	clariication	may	be	necessary	to	avoid	any	confusion	about	the	application	of	

the	Scope	templates.	As	the	content-related	part	of	an	audit,	the	purpose	and	objec-

tive	of	Scopes	is	to	ensure	the	completeness	of	audit-speciic	work	programs.	Scopes	

also	allow	one	to	objectively	determine	observations,	indings,	and	recommenda-

tions	by	providing	the	criteria	against	which	the	current	condition	of	an	entity	is	

compared.	 However,	 depending	 on	 the	 extent	 of	 an	 audit,	 the	 application	 of	 all	

Scope	 templates	described	 in	 this	chapter	may	sometimes	not	be	 feasible	due	 to	

time	 constraints.	 In	 practice,	 the	 consistent	 application	 of	 all	 Scope	 templates	

will	only	be	possible	when	it	is	based	on	an	integrated	audit	management	IT	solu-

tion.

Without	such	a	solution,	it	is	strongly	recommended	to	apply	the	Table	of	Key	

Scopes	as	a	minimum	to	ensure	the	completeness	of	all	relevant	parts	of	an	audit	

including	the	consideration	of	policies,	guidelines,	processes,	and	internal	controls.	

he	application	of	 the	other	Scope	 templates	may	be	optional	depending	on	 the	

extent	of	an	audit	due	to	the	potentially	signiicant	work	required	to	complete	them.	

he	precise	audit	content	will	then	be	described	in	detail	in	the	work	program	only.	

Most	of	the	relevant	processes	and	internal	controls	are	already	described	as	part	of	

the	SOX	documentation.	Referring	to	this	SOX	documentation	may	help	to	com-

pile	 the	diferent	 line	 items	of	 the	work	program	and	ensure	alignment	with	 the	

structure	of	processes	and	controls	in	the	audited	area	or	entity.	

scope	in	detailscope	in	detail

end-to-end	Applicationend-to-end	Application

Application		
of	scopes	in	Practice
Application		
of	scopes	in	Practice

table	of	Key	scopes	as	a	
Minimum	Requirement
table	of	Key	scopes	as	a	
Minimum	Requirement
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In	 the	end,	 the	consistent	and	eicient	application	of	all	Scope	 templates	de-

pends	on	the	availability	of	a	fully	integrated	audit	management	IT	solution.	Ideally,	

such	a	solution	would	help:

•	 to	create	and	permanently	maintain	and	update	the	Scopes,	and

•	 to	 link	 and	 combine	 the	 Scopes	 with	 the	 SOX	 processes	 and	 controls	 docu-

mented	in	the	internal	control	management	tool	(see	Section	D,	Chapter	14).

As	soon	as	such	an	IT	solution	is	available,	the	entire	Scope	process	can	and	should	

become	a	mandatory	part	of	each	planned	audit.

Hints	And	tiPs	 ;

•	 Auditors	 should	 familiarize	 themselves	with	 the	 latest	version	of	 the	 relevant	

Scopes	before	the	audit.

•	 Auditors	should	maintain	the	Scopes	for	which	they	are	responsible	on	the	basis	

of	internal	and	external	information	and	keep	them	up	to	date	at	all	times.

•	 When	creating	Scopes,	auditors	should	use	the	appropriate	worksheets	as	tem-

plates.	Auditors	may	also	ind	existing	Scopes	useful	as	guidance.

•	 Auditors	 who,	 during	 audit	 preparation,	 make	 additions	 to	 the	 information	

stored	in	a	Scope	should	consider	whether	it	is	appropriate	to	update	the	Scope	

and,	if	so,	contact	the	Scope	owner.

2.1.3 Overview of Available Scopes

Key	Points	 •••

•	 he	deinition	of	Scopes	allows	a	quick	overview	of	all	important	audit	topics	in	

the	company.

•	 he	creation	of	Scopes	should	follow	the	materiality	principle.

•	 he	listed	Core	Scopes	show	the	audit	areas	that	are	important	for	a	global	high-

tech	company	with	a	strongly	developed	decentralized	organization.

By	deining	Scopes,	Internal	Audit	can	get	an	overview	of	all	important	audit	topics	

in	a	company	within	a	short	period	of	time.	he	creation	of	Scopes	should	follow	

the	materiality	principle,	i.e.,	the	main	focus	should	be	on	corporate	areas	that	are	

exposed	to	increased	risk	and	are	important	in	terms	of	core	business	processes.

Internal	Audit	has	deined	the	following	Core	Scopes	for	SAP,	a	global	high-tech	

company	with	strongly	developed	decentralized	structures	(in	alphabetical	order):

•	 Accounts	Payable:	Structure,	organization,	and	execution	of	accounts	payable	

accounting.

•	 Accounts	Receivable:	Structure,	organization,	and	execution	of	accounts	receiv-

able	accounting.

Audit	Management		
it	solution

Audit	Management		
it	solution

overview	of	important	
Audit	topics

overview	of	important	
Audit	topics

Core	scopes	at	sAPCore	scopes	at	sAP
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•	 Cost	 Based	 Activity	 Charging:	 Structure	 and	 process	 of	 cost-based	 activity	

charging.

•	 Custom	 Development:	 Additional	 customer-speciic	 developments,	 as	 well	 as	

the	structure	and	organization	of	this	area.

•	 Defense	 and	 Security:	 Organization,	 processes,	 and	 standards	 in	 connection	

with	the	creation	of	security-sensitive	sotware.

•	 Educational	Services:	Structure,	program,	and	tasks	of	the	educational	services	

area.

•	 Escalation:	Organizational	 structures	and	processes	 in	critical	customer	proj-

ects	and	measures	to	resolve	escalations.

•	 Fraud:	Structure	and	conduct	of	fraud	audits.

•	 General	Ledger	Accounting:	Structure,	organization,	and	execution	of	general	

ledger	accounting.

•	 Global	Communication:	Structure	and	impact	of	global	information	and	com-

munication	processes,	both	internally	and	externally.

•	 Global	Initiatives:	Global	internal	projects	(e.g.,	introduction	of	sotware)	and	

activities.

•	 Global	Marketing:	Structure	and	organization	of	global	marketing.

•	 Global	Processes:	Organizational	and	process	structures	of	global	units,	includ-

ing	reporting.

•	 Global	Quality	Management:	Structure	and	functions	of	process-related	quality	

assurance.

•	 Human	Resources	with	three	Core	Scopes,	which	are	Compensation	and	Ben-

eits,	Recruiting,	and	Payroll:	Presentation	of	all	organizational	HR	processes,	

payroll	transactions,	and	information	lows.

•	 Intellectual	Property:	Protected	patent,	trademark,	and	trade	name	rights	and	

associated	organization.

•	 IT:	Structure,	organization,	and	functions	in	the	IT	area.

•	 Labs:	Labs	for	the	development	of	standard	sotware.

•	 License	Agreements:	Overall	processing	and	modalities	of	all	contract	types	in	

connection	with	standard	sotware	license	sales.

•	 Management:	Structure	and	functioning	of	management	processes.

•	 Management	Accounting:	Structure	and	functions	of	global	inancial	and	man-

agerial	control,	including	the	handling	of	conidential	igures.

•	 Property,	 Plant,	 and	 Equipment:	 Structure	 of	 property,	 plant,	 and	 equipment	

recognized	in	the	balance	sheet,	including	general	and	speciic	forms	of	mea-

surement.

•	 Purchasing:	Structure	and	process	of	a	global	purchasing	organization.

•	 Real	Estate	Property	(including	construction	projects):	Construction	and	man-

agement	of	company	real	estate.

•	 Risk	 Management:	 Integration	 into	 the	 overall	 organizational	 process	 of	 the	

company,	including	all	speciic	functions	and	tasks.

The SAP®-Audit	Roadmap	as	a	Working	Basis	for	Internal	Audit

Planning
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•	 SAP	Consulting:	Structure,	organization,	and	functions	of	the	consulting	ser-

vice	area,	including	project	audits.

•	 Security	of	External	Data:	Dealing	with	data	provided	by	external	parties	from	

a	security	point	of	view.

•	 Shared	Services:	Service	organization	for	central	business	processes,	taking	into	

account	all	legal	and	tax	issues.

•	 SOX:	Organization	and	conduct	of	audits	under	the	Sarbanes-Oxley	Act.

•	 Subsidiaries:	Summary	of	all	business	processes	that	regularly	occur	in	a	subsid-

iary,	including	organization	and	responsibilities.

•	 hird	Party	Licenses:	Structure,	process,	and	 impact	of	 integrating	and	using	

third-party	licenses.

•	 Travel	Management:	Structure,	processes,	and	impact	of	global	travel	manage-

ment.

•	 Treasury:	All	inancial	transactions,	taking	into	account	all	internal	and	external	

treasury	tasks	and	the	organizational	safety	and	security	measures	required	for	

this	purpose.

•	 Worldwide	Transfer	Policy:	Types	and	execution	of	worldwide	transfers	of	in-

ternal	employees.

he	Core	Scopes	listed	above	represent	a	comprehensive	framework	of	audit	con-

tent	and	targets.	Each	of	them	includes	up	to	15	Key	Scopes,	which	can	be	combined	

as	required	by	individual	circumstances.	he	complexity	of	the	data	allows	GIAS	to	

conduct	extensive	and	very	speciic	audits.	

2.2 Annual	Audit	Planning

Key	Points	 •••

•	 Annual	audit	planning	is	an	integral	part	of	the	Audit	Roadmap.

•	 Annual	audit	planning	comprises	the	creation	of	risk	proiles,	the	compilation	

of	the	audit	inventory,	as	well	as	the	creation	of	the	annual	audit	plan	and	of	the	

regional	team-based	execution	plans.

In	addition	to	creating	Scopes	(see	Section	B,	Chapter	2.1),	annual	audit	planning	is	

the	second	component	of	the	Audit	Roadmap	independent	from	any	speciic	audit	

activities.	he	culmination	of	the	annual	audit	planning	involves	scheduling,	i.e.	the	

audits	 lined	up	for	a	year	are	slotted	 into	 the	available	weeks	and	months	under	

consideration	of	personnel	capacities.	An	adjustment	of	the	assignment	during	the	

year	may	afect	audits	still	to	be	conducted.	his	chapter	gives	an	overview	of	the	

main	components	of	audit	planning	and	their	impact	on	day-to-day	audit	work.	For	

a	more	detailed	discussion,	see	Section	D,	Chapter	3.

Audit	Content	and	
targets
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he	diagram	above	shows	that	the	annual	audit	planning	phase	breaks	down	into	a	

number	of	further	sub-phases.	Annual	audit	planning	begins	with	the	creation	of	

risk	proiles	for	all	possibly	relevant	auditable	entities.	For	all	those	entities	a	risk	

proile	is	created,	and	they	are	subsequently	added	to	the	audit	inventory.	he	an-

nual	audit	plan	is	then	compiled	based	on	the	topics	in	the	audit	inventory	and	their	

respective	risk	proiles.

For	each	auditable	entity	a	risk	proile	is	created.	Each	risk	proile	includes	two	

signiicant	components	in	a	matrix	format.	he	horizontal	dimension	is	based	upon	

the	structure	of	the	SOX	process	groups	and	ensures	the	consideration	of	all	rele-

vant	processes	and	controls	required	for	SOX	compliance.	he	vertical	dimension	

denotes	so-called	risk	indicators	which	allow	detailed	risk	assessment	on	both	the	

process	group	and	the	entity	 level.	he	risk-assessment	 is	completed	by	GIAS	as	

well	as	by	Global	Risk	Management.	Both	results	are	combined	and	weighted	by	a	

predeined	ratio.	(75%	Internal	Audit	to	25%	Risk	Management	is	recommended.)

All	evaluated	entities	are	included	in	the	audit	inventory	with	their	associated	

risk	levels.	he	inventory	mirrors	the	total	number	of	risk-assessed	entities	and	is	

structured	 by	 GIAS	 teams.	 he	 annual	 audit	 plan	 is	 derived	 from	 the	 inventory	

based	upon	the	priorities	given	by	the	risk	assessment.	his	approach	enables	Audit	

Managers	to	continuously	map	their	inventory	to	the	annual	audit	plan	and,	if	re-

quired,	address	any	unforeseeable	events	and	audit	needs.

sub	Phases	of	Annual	
Audit	Planning
sub	Phases	of	Annual	
Audit	Planning

Creating	Risk	ProilesCreating	Risk	Proiles

Creating	the	Audit	
inventory
Creating	the	Audit	
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Fig. 7  Overview	of	the	Planning	Process
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he	annual	audit	plan	is	the	result	of	several	steps	(see	Section	D,	Chapter	3).	It	

is	important	in	the	planning	phase	to	irst	consider	those	audits	that	must	be	con-

ducted,	taking	available	capacities	into	account.	hen	other	audits	are	added	in	line	

with	their	priority	as	identiied	during	the	risk	assessment.	Once	the	annual	audit	

plan	is	complete,	it	is	presented	to	the	Audit	Committee	for	concurrence	and	the	

CEO	is	informed.	

he	structure	of	the	annual	audit	plan	follows	GIAS’	team	structure.	his	en-

sures	 the	 proper	 allocation	 of	 the	 audits	 according	 to	 the	 responsibilities	 of	 the	

teams.	Within	each	team,	the	audit	engagements	are	sorted	according	to	their	pri-

orities	and	appear	either	as	ixed	engagements	or	potential	engagements	depending	

on	their	risk	rating.

he	annual	audit	plan	is	embedded	into	the	audit	performance	record,	which	

provides	up-to-date	annual	statistics	of	completed	audits	and	the	status	of	audits	

not	(yet)	conducted.	he	audit	performance	record	afords	a	quick	overview	of	the	

activities	 of	 Internal	 Audit.	 At	 SAP,	 the	 audit	 performance	 record	 is	 maintained	

centrally,	making	sure	that	the	entire	Group	has	a	uniform	understanding	of	Inter-

nal	Audit’s	actual	performance	requirements	(see	Section	D,	Chapter	11.2.1).

he	next	step	ater	creating	the	annual	audit	plan	is	the	preparation	of	the	actual	

execution	plan.	Two	points	are	of	importance	at	the	activity-related	level:

•	 he	scheduled	audits	have	to	be	assigned	according	to	the	number	and	skills	of	

the	 auditors.	 Qualiication,	 experience,	 availability,	 etc.	 are	 important	 for	 the	

composition	of	each	audit	team.

•	 he	time	planning	and	sequence	of	the	various	audits	is	a	closely	related	issue.	

he	audit	performance	record	has	to	be	consulted	to	ensure	that	the	scheduled	

audits	can	 in	 fact	be	conducted	based	on	previous	performance	and	time	re-

quirements.	It	is	also	important	to	schedule	reserve	capacities	for	unscheduled	

audits.	his	allows	identifying	noticeable	capacity	over-	or	underutilization	in	

time	to	make	adjustments	to	the	plan.

hese	steps	complete	the	annual	audit	planning.	

Generally,	when	completing	the	annual	audit	planning,	interaction	with	other	

phases	of	the	Audit	Roadmap	should	be	considered.	he	following	points	are	im-

portant:

•	 Assigning	the	relevant	Scopes	to	each	audit	during	the	planning	phase	facilitates	

matching	audit	segments	with	planned	audit	tasks.	Oten,	a	one-to-one	relation-

ship	exists.	Matching	Scopes	to	audits	is	a	good	way	to	ind	out	whether	Scopes	

are	available	for	a	speciic	audit	and,	if	not,	what	steps	need	to	be	taken	to	create	

Scopes	before	the	actual	audit.

•	 An	audit	announcement	is	sent	out	at	a	set	point	before	the	start	of	the	audit	

(see	Section	B,	Chapter	3.1).	his	is	another	important	reason	to	complete	the	

detailed	planning	at	an	early	stage.

•	 Additional	audits	may	be	requested	during	the	year	(see	Section	B,	Chapter	2.3).	

It	 is	therefore	possible	to	have	competing	planning	scenarios.	For	each	case	a	
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decision	must	be	made	whether	the	additional	audit	request	is	already	covered	

in	the	current	plan,	or	whether	it	should	be	added	to	this	year’s	or	next	year’s	

plan.

he	planning	is	integrated	into	the	Audit	Roadmap,	both	in	terms	of	the	general	

plan	and	the	operational	execution	plan.	Moreover,	the	audit	performance	record,	

mentioned	earlier,	is	one	step	toward	a	complete	audit-related	monitoring	system,	

thus	giving	the	planning	data	an	even	greater	weight	in	the	control	and	analysis	of	

variances.

Hints	And	tiPs	 ;

•	 On	 the	 basis	 of	 the	 audit	 topics	 expected	 of	 them,	 auditors	 should	 reconcile	

their	time	commitments	to	optimize	their	preparations	for	the	planned	audits.

•	 Auditors	should	prepare	personal	summaries	of	scheduled	and	actually	required	

times	and	analyze	any	variances.
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2.3	 Audit	Request

Key	Points	 •••

•	 Any	employee	can	request	an	audit	or	special	service	from	Internal	Audit	for	a	

variety	of	reasons	at	any	time.

•	 Internal	Audit	reviews	requests	promptly	and	discusses	the	next	steps	with	the	

Board.
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•	 Depending	on	the	outcome	of	this	assessment,	the	request	may	be	met	imme-

diately,	included	in	future	planning	or	in	the	audit	inventory,	or	returned	to	the	

requestor.

In	addition	to	the	annual	audit	planning	described	earlier	(see	Section	B,	Chapter	

2.2),	there	is	another	way	in	which	audits	are	initiated:	audit	requests.	new	events	

or	challenges	that	the	company	faces	oten	make	it	necessary	to	conduct	additional	

audits	 (or	 perform	 other	 services).	 Audit	 requests	 are	 an	 important	 tool	 for	 the	

Board	to	ensure	compliance	throughout	the	organization.

Ad-hoc	 audit	 requests	 are	 submitted	 for	 a	 variety	 of	 reasons.	 he	 main	 ones	

are:

•	 Circumstances	have	arisen	that	make	an	immediate	audit	seem	sensible.	Such	

circumstances	may	include	general	leads	or	hard	evidence	of	fraud.

•	 Internal	Audit	receives	unoicial	 information	about	matters	 to	be	audited.	In	

such	cases,	Internal	Audit	can	issue	an	audit	self-request.

•	 Changes	in	organizational	worklows	are	causing	problems.	In	this	case,	an	au-

dit	request	may	increase	the	priority	of	an	audit	that	has	already	been	scheduled	

or	may	directly	lead	to	a	separate	audit.

•	 he	Board	identiies	the	need	for	an	audit,	e.g.,	in	connection	with	critical	cus-

tomer	projects.

•	 Internal	Audit	 is	asked	 for	 support	as	part	of	other	 services	 it	 is	performing,	

for	example	internal	project	reviews	or	project	management	support,	which	is	

particularly	important	in	global	projects.

Any	company	employee	can	make	an	audit	request.	Since	this	could	potentially	lead	

to	a	lood	of	requests,	Internal	Audit	has	the	discretion	to	decide	how	to	deal	with	

each	request.	his	may	mean	that	a	request:

•	 leads	to	an	immediate	audit	or	other	service	of	Internal	Audit,	

•	 is	integrated	into	the	annual	audit	plan,	or

•	 is	included	in	the	audit	inventory.

As	soon	as	the	audit	request	has	been	approved	and	signed	by	the	person	responsi-

ble,	it	automatically	turns	into	a	binding	audit	engagement	letter	for	Internal	Audit.	

In	rare	cases,	an	audit	request	may	be	turned	down,	although	a	rejection	must	be	

suiciently	justiied	and	documented.

An	audit	by	Internal	Audit	can	only	be	initiated	as	part	of	the	regular	annual	

audit	planning	or	in	response	to	a	duly	approved	request.	his	ensures	that	audits	

cannot	be	conducted	arbitrarily.	Even	if	Internal	Audit	acts	in	response	to	a	self-

request,	the	request	will	only	be	accepted	ater	a	critical	review	by	Internal	Audit	

management	in	cooperation	with	the	responsible	Board	member	(e.g.,	the	CEO).	

he	audit	request	is	always	assessed	with	risk	exposure	in	mind.	For	this	reason,	

each	requested	audit	is	subjected	to	a	risk	assessment.	his	may	lead	to	a	competi-

tive	situation	when	the	current	risk	assessment	of	ad-hoc	requests	are	compared	

need	for	an	Audit	
Request

need	for	an	Audit	
Request

Reasons	for	an	Audit	
Request

Reasons	for	an	Audit	
Request

dealing	with	an	Audit	
Request

dealing	with	an	Audit	
Request

solid	Basis		
for	an	Audit	Request

solid	Basis		
for	an	Audit	Request
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with	audits	the	risk	assessment	of	which	may	have	been	carried	out	several	months	

earlier.	his	means	that	the	request	can	only	be	fully	judged	on	the	basis	of	all	avail-

able	information.	An	audit	request	template	is	provided	in	the	igure	below.

Fig. 8  Audit	Request

B	|	2	|	2.3The	SAP®-Audit	Roadmap	as	a	Working	Basis	for	Internal	Audit

Planning

Audit	Request
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An	audit	request	can	be	used	to	apply	for	audits	and	any	other	services	ofered	by	

Internal	Audit	(see	Section	A,	Chapter	7):

•	 An	engagement	request	is	required	for	all	audits	that	are	not	part	of	the	annual	

audit	plan.

•	 A	pre-investigation	request	is	used	for	preliminary	audits.

•	 A	review	request	is	mainly	submitted	for	concept,	guideline,	and	customer	pro-

ject	reviews.

•	 A	request	for	non-audit-related	services	can	be	submitted,	for	example,	for	in-

ternal	consulting	services	to	be	performed	by	Internal	Audit	and	for	services	in	

connection	with	internal	project	management	tasks.

To	 simplify,	 we	 use	 the	 term	 “audit	 request”	 as	 a	 general	 term	 for	 all	 the	 above	

types.

Internal	Audit	processes	audit	 requests	according	 to	a	deined	system,	which	

comprises	the	following	steps:

•	 he	requesting	unit	ills	in	the	relevant	form,	clearly	stating	the	required	tasks	

and	preferred	timings.

•	 Internal	Audit	checks	the	request	immediately	and	resolves	any	queries	with	the	

requesting	party.	

•	 he	CEO	receives	information	about	all	audit	requests.

•	 he	 number	 of	 auditors	 and	 estimated	 time	 requirement	 are	 assigned	 to	 the	

audit	request.

•	 A	copy	of	the	request	for	the	audit	concerned	or	other	services	to	be	performed	

by	Internal	Audit	is	sent	to	the	Audit	Manager	responsible	so	that	preparations	

can	begin.	he	originals	are	iled	centrally	in	the	oice	of	the	CAE.	

•	 If	the	request	is	not	dealt	with	immediately,	the	requesting	party	is	informed	of	

the	delay.

Requests	for	audits	and	other	services	made	in	the	course	of	a	year	may	require	a	

dynamic	response	by	adapting	the	audit	plan.	As	a	result,	the	focus	of	audits	may	

shit	so	that	Internal	Audit	can	adapt	to	day-to-day	operations	and	avoid	running	

the	risk	of	auditing	matters	that	have	lost	relevance.	However,	audits	listed	in	the	

annual	audit	plan	should	not	be	cancelled	without	due	consideration	because	the	

annual	audit	plan	is	the	result	of	careful	risk-oriented	planning.	Cancelled	audits	

should	receive	high	priority	in	the	next	year.

2.4	 Composition	and	Role	of	the	Audit	Team

Key	Points	 •••

•	 he	composition	of	the	audit	team	is	of	key	importance.

•	 It	is	advisable	to	select	employees	who	are	most	likely	to	accomplish	the	task	at	

hand	not	only	in	terms	of	expertise,	but	also	personality.

types	of	Audit	Requesttypes	of	Audit	Request

Processing	Audit	
Requests

Processing	Audit	
Requests

impact	of	Audit	
Requests

impact	of	Audit	
Requests
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•	 he	choice	of	audit	lead	requires	particular	care.

•	 Apart	from	the	actual	team	composition,	other	aspects,	such	as	requesting	sup-

port	services	from	other	parties,	have	to	be	considered.

Audit	teams	are	composed	with	consideration	to	the	type,	content,	and	extent	of	

the	audit	to	be	conducted.	In	accordance	with	the	dual-control	principle,	each	audit	

should	be	conducted	by	at	least	two	Internal	Audit	employees,	one	of	whom	has	to	

act	as	audit	lead.	his	guarantees	that	the	tasks	and	responsibilities	are	clearly	as-

signed	for	each	audit.

he	audit	lead	should	be	nominated	early.	In	the	case	of	global	audits,	the	end	of	

the	audit	planning	phase	is	a	good	time	to	appoint	the	audit	lead.	For	all	other	au-

dits,	the	appointment	should	be	made	well	ahead	before	the	audit	announcement	is	

sent	out	(see	Section	B,	Chapter	3.1).	However,	if	the	audit	lead	is	nominated	too	

early,	 changes	 may	 be	 necessary	 later	 on.	 he	 position	 of	 audit	 lead	 is	 a	 lexible	

technical	 coordination	 role	 related	 to	 a	 speciic	 audit.	 he	 nomination	 is	 deter-

mined	by	workloads	and	eiciency	considerations.	All	suitable	auditors	should	be	

given	the	opportunity	to	prove	themselves	as	audit	leads.

he	Audit	Manager	is	responsible	for	selecting	the	audit	teams.	he	CAE	also	

has	a	voice	in	the	selection	of	the	team,	especially	for	global	audits	and	audits	that	

are	of	speciic	interest	to	the	Board.	Individual	audit	team	compositions	are	out-

lined	for	the	irst	time	when	the	annual	audit	plan	is	compiled	(see	Section	B,	Chap-

ter	2.2).	he	process	of	 team	and	 topic	assignment	 should	 take	 into	account	 the	

auditors’	expertise	and	experience	as	well	as	their	main	interests	and	requests	for	

further	training.	It	is	useful	at	this	stage	to	establish	employee	proiles	(see	Section	

A,	Chapter	4.5)	on	the	basis	of	which	auditors	are	assigned	to	speciic	audits.

When	selecting	the	audit	team	members,	consideration	should	be	given	to	audit	

content,	 cultural	 group,	 and	 linguistic	 requirements,	 as	 well	 as	 personal	 aspects.	

Although	audit	teams	primarily	must	be	able	to	meet	the	requirements	of	the	audit,	

it	is	also	important	that	the	team	members	are	a	good	social	it	and	are	able	to	work	

together,	especially	in	international	assignments.	he	management	of	Internal	Au-

dit	has	 to	deal	with	the	challenge	of	recognizing	these	circumstances	and	taking	

appropriate	actions.

In	addition	to	the	basic	requirements	of	audit	team	composition,	a	number	of	

other	activities	have	to	be	performed.	Tasks	such	as	the	compilation	of	the	work	

program	must	be	assigned	and	the	need	for	guest	auditors	(see	Section	D,	Chapter	

10)	determined.	In	addition,	it	may	be	necessary	to	enlist	additional	team	members	

for	consulting	and	support	and	to	deine	escalation	paths	in	case	problems	occur	

(see	Section	D,	Chapter	6).	Lastly,	cooperation	with	external	parties	has	to	be	coor-

dinated	(see	Section	D,	Chapter	2).

he	assignment	of	 tasks	must	be	organized	 in	 terms	of	 timing.	 In	particular,	

dates	for	meetings	and	for	preparing	interim	results	must	be	set.	For	international	

audits	infrastructure	has	to	be	considered.	he	work	program	should	be	discussed	

with	 the	 team	 and	 individual	 task	 areas	 and	 milestones	 have	 to	 be	 deined.	 A	

organizationorganization

Audit	LeadAudit	Lead

General	CriteriaGeneral	Criteria

Personal	CriteriaPersonal	Criteria

other	Activitiesother	Activities

time	Considerationstime	Considerations
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timesheet	is	a	useful	tool	in	this	regard;	it	helps	to	calculate	and	provide	evidence	

for	each	time	component	(see	Section	A,	Chapter	4.7).

Each	team	member	must	understand	the	audit	process	before	the	beginning	of	

the	audit.	It	is	therefore	important	to	hold	joint	kick	of	meetings,	where	important	

aspects	of	the	audit	are	highlighted.	In	addition,	the	team	member	responsible	for	

taking	minutes	should	be	identiied	and	the	manner	for	presenting	interim	results	

should	be	clariied.	Access	to	sensitive	data	should	be	discussed.

Hints	And	tiPs	 ;

•	 Audit	leads	have	to	develop	an	understanding	early	on	of	the	technical	and	per-

sonal	skills	required	of	their	audit	teams.

•	 Once	the	audit	lead	has	been	appointed,	he	or	she	must	have	a	say	in	choosing	

team	members.

•	 Procure	any	additional	resources	necessary	well	in	advance.

distribution	of	tasksdistribution	of	tasks
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3	 Preparation
3.1 Audit Announcement

Key	Points	 •••

•	 Audit	announcements	give	Internal	Audit	and	the	unit	to	be	audited	the	oppor-

tunity	to	come	to	a	common	understanding	on	the	actual	audit	and	its	contents	

well	in	advance	of	the	audit.

•	 Such	announcements	are	advisable	within	a	certain	period,	depending	on	the	

audit	or	service	type.

•	 Although	there	are	many	arguments	in	favor	of	audit	announcements,	it	should	

be	critically	examined	whether	announcing	the	audit	jeopardizes	audit	objec-

tives.

•	 Whatever	 the	 circumstances,	 announcements	 have	 to	 be	 in	 general	 terms	 so	

that	the	extent	of	the	audit	can	be	supplemented	with	results	from	ieldwork	or	

other	audits	at	any	time.

he	audit	announcement	serves	an	important	function	as	part	of	the	preparations	

for	an	audit.	he	audit	announcement	gives	the	departments	to	be	audited	and	the	

managers	responsible	an	understanding	of	audit	objectives	and	breadth	of	the	audit	

and	outlines	further	test	procedures.	his	creates	both	an	opportunity	and	an	obli-

gation	 for	 Internal	 Audit	 to	 announce	 audits	 to	 auditees	 before	 the	 actual	 audit	

work	commences.	he	audit	announcement	is	prepared	by	the	audit	lead	and	ap-

proved	by	the	Audit	Manager.

In	 general	 it	 must	 be	 accepted	 that	 Internal	 Audit,	 which	 is	 an	 independent	

body,	has	the	right	to	conduct	audits	in	response	to	certain	risk	situations	at	any	

time,	 even	 without	 prior	 announcement.	 It	 is	 advisable	 not	 to	 announce	 certain	

types	of	audits	in	advance,	but	there	are	other	types	of	audit	for	which	it	may	be	

sensible	to	make	an	announcement.	In	particular,	all	standard	and	special	audits	

conducted	as	part	of	the	annual	audit	plan	should	be	announced.	Additional	audits	

initiated	by	separate	audit	requests	should	be	announced	only	if	they	were	included	

in	the	annual	plan	as	an	exception.	An	announcement	has	advantages	if	Internal	

Audit	strongly	depends	on	support	from	the	unit	being	audited	or	if	it	is	conducting	

audits	across	diferent	units.

Reasons	for	announcing	an	audit	in	advance	include:

•	 he	announcement	gives	the	parties	concerned	information	about	when	to	ex-

pect	an	audit	by	Internal	Audit.	his	allows	the	division	to	include	the	audit	in	

their	own	planning	and	to	ensure	that	the	relevant	people	and	required	docu-

ments	are	available.

•	 he	audit	content	announced	gives	both	Internal	Audit	and	the	division	to	be	

audited	the	opportunity	to	familiarize	themselves	with	the	audit	objectives	at	an	

early	stage.	his	allows	the	parties	to	add	to	the	Scope	(see	Section	B,	Chapter	

2.1),	resolve	any	misunderstandings,	and	agree	on	what	is	being	covered,	so	that	

no	unnecessary	interruptions	occur	during	the	audit.

DeinitionDeinition

Areas	of	UseAreas	of	Use
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•	 In	addition,	both	parties	can	agree	on	procedures	for	particularly	sensitive	in-

formation	and	data.	Internal	Audit	may	need	access	to	conidential	information	

for	its	ieldwork.	Special	access	rights	to	such	information	may	have	to	be	ar-

ranged.

•	 In	case	of	doubt,	both	Internal	Audit	and	the	division	to	be	audited	can	refer	

to	the	audit	announcement	regarding	the	content	of	the	audit.	However,	an	an-

nouncement	must	never	be	understood	as	a	limit	to	the	audit.	It	should	rather	

be	worded	in	such	a	way	that,	although	the	contents	speciied	are	the	mandatory	

minimum	for	the	audit,	the	actual	audit	work	may	be	adjusted	according	to	the	

audit	progress	and	with	changing	requirements,	or	if	appropriate,	at	the	audi-

tors’	discretion.

•	 Another	advantage	of	announcing	an	audit	 is	 that	the	audit	can	not	be	easily	

delayed	or	rescheduled.	However,	if	it	turns	out	that	an	audit	is	no	longer	neces-

sary	or	has	to	be	postponed,	the	parties	decide	jointly	how	to	proceed	further.

•	 Ultimately,	announcing	audits	beneits	the	auditors	because	they	can	maintain	

a	reliable	planning	schedule.	However,	 if	there	are	unexpected	audit	requests,	

some	of	the	audits	already	announced	may	have	to	be	postponed,	scaled	down,	

or,	in	rare	cases,	cancelled	altogether.	

he	example	below	shows	the	most	important	information	that	an	audit	announce-

ment	is	intended	to	address.	In	addition	to	giving	general	audit	data	and	naming	

the	addressees,	it	also	serves	to	explain	the	mission	of	Internal	Audit	(see	Section	A,	

Chapter	3.1)	and	the	objectives	and	content	of	the	planned	audit.

Content	of	Audit	
Announcements
Content	of	Audit	
Announcements

Global Internal Audit Services

Audit Announcement

Conducted in accordance with the International Standards 

for the Professional Practice of Internal Auditing.

Audit Type: Audit Title:

Audit Report No:

Audit Status:

Executive responsible:

Date of Audit:

Audit Lead:

Auditor(s):

Distribution List: 

Mission and Aims of GIAS:

Scope and Objectives:

Contact:

Fig. 9 Audit Announcement
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Audit	announcements	are	used	in	diferent	ways,	depending	on	the	type	of	audit.	

For	standard	audits,	at	least	two	weeks’	notice	is	required	before	the	audit,	but	indi-

vidual	 lead	times	must	be	observed	for	special	audits.	Local	and	regional	special	

audits	must	be	announced	on	average	three	weeks	before	the	audit.	Because	global	

special	 audits	 require	 more	 comprehensive	 consultation	 among	 the	 parties	 in-

volved,	they	should	be	announced	with	at	least	four	weeks’	notice.

Because	of	their	special	nature,	ad-hoc	audits	usually	require	that	Internal	Audit	

takes	immediate	action	without	prior	warning.	he	same	applies	if	the	objective	is	

to	uncover	 facts	and	 to	 secure	evidence	 in	 this	 regard.	 If	 an	additional	 standard	

audit	has	been	requested	on	an	ad-hoc	basis,	 an	audit	announcement	 should	be	

sent	to	those	afected	immediately.

Audit	announcements	must	always	be	directed	to	the	CEO	and	the	CFO.	Depend-

ing	on	the	structure	and	organization	of	the	company,	announcements	should	ad-

ditionally	be	sent	to	operational	management	and	the	higher	levels	of	management	

if	their	areas	of	responsibility	are	afected.	All	announcements	of	standard	audits	

are	 simultaneously	 sent	 to	 the	 central	 corporate	 departments	 (e.g.,	 Management	

Accounting,	Financial	Reporting,	Legal,	Taxes,	etc.).	he	audit	announcement	asks	

operational	management	of	the	division	to	be	audited	to	notify	all	employees	in	that	

division	who	will	be	involved	in	the	audit.

he	audit	announcement	is	part	of	the	Audit	Roadmap	and	is	therefore	an	ele-

ment	of	most	audits.	In	justiied	exceptional	circumstances,	it	may	not	be	possible	

(e.g.,	 if	certain	individuals	are	suspected)	or	necessary	(e.g.,	 for	unannounced	li-

cense	 audits)	 to	 make	 an	 announcement.	 he	 system	 of	 audit	 announcements	

should	not	make	audits	 too	predictable,	because	a	certain	element	of	 surprise	 is	

necessary	for	the	work	of	Internal	Audit.	It	is	a	real	possibility	that,	given	enough	

warning,	the	division	to	be	audited	could	manipulate	documents	or	make	inappro-

priate	use	of	facts	and	information.	Such	manipulation	must	be	prevented.

time	Horizontime	Horizon

no	Prior	Announcement	
of	Ad-Hoc	Audits
no	Prior	Announcement	
of	Ad-Hoc	Audits

AddresseesAddressees

Assignment		
to	the	Audit	Roadmap
Assignment		
to	the	Audit	Roadmap

Standard audits Special audits Ad-hoc audits

Announcements

two weeks

three

weeks

four

weeks

Local/

Regional
Global

imme-

diately
no

Standard
Special/

One-time

Fig. 10 Timing of Audit Announcements
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Internal	Audit	must	not	create	the	impression	that	it	suddenly	strikes	at	random	

in	certain	departments	in	order	to	look	for	errors.	Besides,	audits	risk	being	inei-

cient	and	inefective	if	an	unannounced	audit	causes	the	division	being	audited	to	

provide	only	half-hearted	support	or	none	at	all.	Internal	Audit	must	give	consider-

ation	to	the	circumstances	of	the	audit	when	determining	whether	to	make	an	an-

nouncement.	 he	 cultural	 perception	 of	 audits	 plays	 an	 important	 role	 in	 this		

regard.

Hints	AnD	tiPs	 ;

•	 Discuss	the	audit	content	as	deined	in	the	audit	announcement	with	the	main	

person	responsible	for	the	audit.

•	 Audit	team	members	should	receive	a	copy	of	the	announcement	and	keep	it	on	

record.

3.2 Work Program

3.2.1 Standard Structure of the Work Program

Key	Points	 •••

•	 he	work	program	is	a	set	of	operational	instructions	for	implementing	Scopes	

as	part	of	an	audit.

•	 Each	work	program	has	a	planning	and	an	implementation	component.

•	 he	 individual	 ieldwork	 activities	 are	 described	 on	 the	 basis	 of	 the	 diferent	

Scope	levels.	Completeness	is	more	important	than	a	detailed	description,	be-

cause	the	actual	ieldwork	is	described	in	detail	in	the	working	papers.

•	 In	addition,	there	may	also	be	work	programs	that	are	not	based	on	any,	or	only	

on	a	very	rudimentary,	Scope.

•	 If	used	repeatedly,	work	programs	can	be	standardized.

he	work	program	can	be	interpreted	as	a	series	of	instructions	for	auditors	because	

its	function	is	to	divide	all	the	audit	material	into	small	packages	and	to	describe	the	

working	steps	that	must	be	taken.	he	work	program	is	a	link	between	the	planning	

phase	of	an	audit	and	its	actual	execution,	i.e.,	it	uses	speciic	instructions	to	trans-

form	the	planned	audit	content	into	an	actual	audit	process	(see	Section	C,	Chapter	

3.2.2).	In	a	risk-based	audit	approach,	analytical	audit	procedures	(see	Section	C,	

Chapter	3.1)	are	used	to	assess	and	prioritize	the	audit	work	generally	included	in	

the	work	program.	he	basis	for	this	assessment	is	the	Scopes.	he	goal	is	to	align	

the	detail	of	the	work	program	with	the	speciic	audit	task.

he	work	program	represents	a	systematic	plan	for	the	audit.	It	also	allows	the	

audit	lead	to	check	that	the	audited	content	corresponds	to	the	content	of	the	as-

Disadvantages	of	
Unannounced	Audits

Disadvantages	of	
Unannounced	Audits

DeinitionDeinition

AdvantagesAdvantages
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signed	Scopes	(see	Section	B,	Chapter	2.1).	In	addition,	it	provides	a	basis	for	train-

ing	inexperienced	auditors	to	familiarize	them	with	the	objectives	of	an	audit,	the	

Scope,	and	the	test	procedures.	he	audit	lead	communicates	this	work	program	to	

the	auditors	involved.	A	work	program	can	also	be	used	to	ensure	that	the	same	

benchmarks	are	applied	to	audits	with	the	same	or	similar	content	as	audits	con-

ducted	in	the	past.	his	achieves	a	level	of	standardization	that	allows	cost	and	time	

savings	during	audit	preparation.

he	irst	column	of	the	work	program	has	the	heading	“Key	Scope.”	It	refers	to	the	

relevant	Key	Scope	of	the	Core	Scope	on	which	it	is	based.	If	the	structure	is	very	

detailed,	the	“Area/Object/Process	under	Audit”	column	provides	the	relevant	pro-

cess	 coordinates	 from	 the	 “Processes	 to	 Objects”	 Scope	 matrix	 (see	 Section	 B,	

Chapter	2.1.2).

Once	the	Scopes	have	been	determined,	the	content	of	the	work	program	has	

been	deined.	It	is	possible	to	refer	to	the	standard	information	or	standard	param-

Key	scopeKey	scope
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Controls
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eters	of	the	Scopes	in	columns	3	through	5	(Audit	Objectives,	Risks,	Expected	Con-

trol	Activities).	Since	the	work	program	should	be	tailored	to	each	audit	individu-

ally,	audit-speciic	objectives	can	also	be	included.	In	addition,	further	risks	and/or	

internal	controls	may	need	to	be	deined.	When	determining	risks,	it	is	useful	to	

refer	to	the	standard	categories	and	subcategories	of	the	risk	management	system.	

In	this	context,	it	is	also	possible	to	access	information	relating	to	SOX	audits.	In	

both	cases,	several	entries	can	be	made	in	the	work	program.	To	preserve	audit-

speciic	characteristics,	auditors	should,	however,	avoid	accepting	default	risks	and	

internal	controls	without	critically	questioning	 their	validity	 (for	details	on	risks	

and	internal	controls	in	the	work	program,	see	Section	B,	Chapter	3.2.3).

he	next	column	of	the	work	program,	the	“Test	Procedures”	column,	describes	

each	planned	 test	procedure.	Here,	 auditors	have	 to	enter	all	ieldwork	activities	

that	seem	sensible	from	a	planning	point	of	view	and	are	expected	to	occur	when	

the	audit	is	conducted.	here	is	no	need	to	provide	great	detail,	because	this	is	only	

possible	during	the	actual	ieldwork.	It	is	more	important	to	present	the	fundamen-

tal	structure	of	essential	test	procedures	relating	to	the	audit	objectives.	However,		

a	certain	level	of	completeness	is	also	worth	aiming	for.	he	various	ieldwork	ac-

tivities	listed	must	be	consistent	with	each	other	and	ultimately	deine	the	speciic	

framework	for	the	test	procedures	to	be	performed.	It	may	be	necessary	to	name	

several	audit	steps	for	each	item	of	the	work	program.	Usually,	the	higher	the	ag-

gregation	 level	of	 the	audit	content,	 the	more	ieldwork	activities	will	have	to	be	

deined.	he	description	of	the	individual	test	procedures	concludes	the	planning	

part	of	the	work	program.

Next	is	the	area	of	control	and	documentation	of	the	actual	audit	execution.	In	

the	Audit	Roadmap,	these	steps	are	assigned	to	the	audit	execution	phase	which	is	

covered	in	Section	B,	Chapter	4.	herefore,	only	the	aspects	relevant	to	the	descrip-

tion	of	the	work	program	are	mentioned	at	this	point.

If	ieldwork	cannot	be	performed	to	the	extent	planned	or	at	the	necessary	qual-

ity,	a	note	to	this	efect	should	be	made	in	the	“Comment”	column.	he	“Working	

Paper	Reference”	column	establishes	the	link	to	the	working	papers	(see	Section	B,	

Chapter	4.2).

he	design	of	the	work	program	has	as	an	additional	objective:	to	support	a	clear	

deinition	of	processes	and	objects.	Proposals	for	best	practice	solutions	are	devel-

oped	on	this	basis,	allowing	comparisons	of	the	model	processes	with	the	processes	

that	have	actually	taken	place,	either	at	a	global	or	at	a	regional	level.	If	the	to-be	

and	as-is	situations	do	not	correspond,	variances	may	occur,	resulting	in	audit	ind-

ings.

It	should	also	be	mentioned	that	there	can	be	work	programs	that	are	not	linked	

to	a	Scope	or	are	linked	to	a	very	condensed	Scope.	his	may	happen	in	the	case	of	

new	topics	in	ad-hoc	audits	or	audits	that	can	only	be	detailed	step	by	step	in	the	

course	of	the	audit.	he	key	for	successfully	creating	a	work	program	in	these	cases	

is	very	detailed	progress	planning	and	monitoring.
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Hints	AnD	tiPs	 ;

•	 Find	out	beforehand	whether	any	work	programs	already	exist	for	the	upcom-

ing	audit,	and	work	through	old	work	programs	before	the	audit	and	take	any	

relevant	insights	into	account.

•	 Auditors	should	try	to	record	all	operational	information	relating	to	the	audit	

in	the	work	program.	his	gives	them	a	central	document	for	the	entire	audit	

process.

3.2.2 Integration of the Work Program

Key	Points	 •••

•	 he	 work	 program	 integrates	 upstream	 and	 downstream	 stages	 of	 the	 Audit	

Roadmap,	i.e.,	the	Scopes,	the	ieldwork,	and	the	working	papers.

•	 he	 relationship	 between	 the	 work	 program	 and	 the	 Scopes	 is	 that	 the	 work	

program	assigns	the	content	of	the	audit	material	to	the	planned	audit	steps.	he	

relationship	between	the	work	program	and	the	working	papers	is	centered	on	

giving	evidence	on	the	implementation	of	the	audit	steps.

•	 Although	both	relationship	levels	deine	certain	dependencies,	they	ofer	great	

lexibility	for	the	individual	audit.

One	 of	 the	 key	 features	 of	 the	 work	 program	 is	 its	 integrative	 relationship	 with	

other	elements	of	the	Audit	Roadmap.	Like	a	bridge,	the	work	program	links	the	

audit	content	and	the	Scopes	on	the	one	hand	with	the	scheduled	audit	activities	

and	 results	on	 the	other.	he	 topics	 selected	 for	 the	audit	 are	broken	down	 into	

work	packages	and	the	corresponding	test	procedures,	thus	making	the	audit	topics	

more	tangible	for	the	audit	and	subsequent	checks.	

he	selection	of	the	main	audit	contents	from	the	total	of	all	Scopes	and	their	

integration	into	the	work	program	is	very	important	for	the	success	of	an	audit	(for	

details	on	the	content	of	Scopes,	see	Section	B,	Chapter	2.1).	If	there	is	more	than	one	

Scope,	a	decision	has	to	be	made	to	what	level	of	detail	the	audit	is	to	be	conducted.	

An	individual	assessment	of	the	timing	and	the	objectives	of	the	audit	is	made	at	this	

stage.

Another	important	question	is	the	relationship	between	the	items	of	the	work	

program	and	the	resulting	ieldwork	activities.	For	example,	a	work	program	item	

may	contain	a	detailed	description	of	the	actual	ieldwork.	By	putting	various	sepa-

rate	ieldwork	activities	together,	a	higher	level	is	achieved,	i.e.	the	combination	into	

a	work	package,	which	can	in	turn	form	a	work	program	level.	

It	does	not	happen	oten	that	several	work	program	items	are	combined	into	a	

single	ieldwork	activity,	although	it	may	be	feasible,	especially	when	circumstances	
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do	not	(yet)	permit	separate	ieldwork	activities	or	make	combining	work	program	

items	seem	a	sensible	course	of	action	(e.g.,	combining	diferent	sample	levels).	

Hints	AnD	tiPs	 ;

•	 Auditors	must	make	sure	that	all	Scopes	relevant	for	the	audit	topic	are	included	

in	the	work	program.

•	 During	the	audit,	the	work	program	should	continually	be	monitored	for	com-

pleteness.

3.2.3 Process Elements: Risks and Internal Controls

Key	Points	 •••

•	 he	 risks	 and	 the	 internal	 controls	 identiied	 for	 a	 process	 as	 a	 whole	 or	 for	

single	process	steps	are	an	important	part	of	the	work	program.

•	 Disclosures	may	be	necessary	as	a	result	of	legal	requirements	or	general	busi-

ness	process	compliance.

•	 he	individual	risks	should	be	in	line	with	the	risk	categories	of	an	implemented	

risk	management	system.

he	risks	and	the	internal	controls	identiied	either	for	a	process	as	a	whole	or	for	

single	process	steps	are	an	important	part	of	the	work	program.	Depending	on	the	

given	framework,	there	are	two	possible	starting	points	for	analyzing	risk	and	inter-

nal	controls:	First,	there	are	companies	that	do	not	(yet)	have	to	comply	with	SOX	

or	similar	 laws.	hese	companies	should,	or	have	to,	deine	audit	content	on	the	

general	basis	of	risk	and	internal	control	for	each	process	step.	Second,	companies	

that	are	already	subject	to	the	above	external	rules	of	risk	and	control	management	

have	implemented	systems	that	provide	information	on	relevant	risks	and	the	nec-

essary	 internal	 controls	 and	 transfer	 them	 into	 the	 work	 program.	 he	 risk	 and	

control	management	system	may	even	be	so	well	developed	that,	for	a	speciic	ield-

work	activity,	it	is	possible	to	refer	from	the	work	program	or	Scope	to	the	relevant	

source	documentation	of	an	internal	control	system	under	SOX	or	a	risk	manage-

ment	system.

For	companies	that	have	a	risk	management	system,	the	relevant	risks	correspond	

to	the	risk	categories	and	sub-risk	categories	of	the	integrated	operational	risk	man-

agement	system	used.	As	a	general	framework,	the	Scope	shows	the	main	risk	cat-

egories,	and	the	work	program	adds	further	detail	by	providing	subcategories.	Of	

course,	 in	addition	 to	 the	risk	 that	can	be	planned	 for,	unexpected	risks	may	be	

identiied	at	any	time	during	ieldwork.	Unexpected	risks	must	be	documented	in	

the	working	papers	but	should	not	afect	the	risk	allocation	in	the	work	program.
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he	diferent	types	of	internal	controls	can	be	used	speciically	to	mitigate	risks.	

Without	laying	claim	to	completeness	or	general	applicability,	the	following	indi-

vidual	assignments	are	possible.

he	internal	controls	contained	in	a	Scope	can	either	be	used	as	they	are	when	

creating	a	work	program,	or	adapted	to	individual	audits.	However,	if	SOX	docu-

mentation	is	available,	the	already	prescribed	controls	should	be	deemed	manda-

tory.	 Additionally,	 the	 deinition	 of	 controls	 may	 vary	 between	 Scope	 and	 work	

program	because	of	special	regional	business	practices	or	diferent	laws	and	regula-

tions.

he	 above	 combination	 of	 direct	 use	 and	 adaptation	 of	 the	 internal	 controls	

contained	in	the	Scope	is	a	good	foundation	for	the	creation	of	a	complete	record	of	

all	internal	controls	in	the	work	program.	his	is	intended	to	ensure	that	all	signii-

cant	business	processes	including	their	respective	controls	are	fully	covered.	In	ad-

dition,	 not	 only	 should	 all	 the	 risks	 of	 each	 process	 step	 be	 covered	 by	 internal	

controls,	but	their	efect	on	the	accounting	and	inancial	reporting	system	should	

also	be	considered.	he	audit	procedures	on	 the	basis	of	process	documentation	

that	complies	with	SOX	provide	an	important	basis	for	this	step.

Internal	Audit	can	become	involved	in	identifying	and	controlling	risk	only	as	

part	of	its	audit	mandate.	Internal	Audit	must	not	act	as	an	exclusive	control	body	

and	thus	become	part	of	operational	process	controls.

Hints	AnD	tiPs	 ;

•	 Auditors	should	also	use	informal	discussions	to	get	an	overview	of	the	internal	

controls	in	the	company.

•	 In	addition,	auditors	should	get	an	idea	of	the	company’s	value	at	risk.	To	esti-

mate	a	value	at	risk,	they	have	to	assign	the	risks	to	the	core	business	processes	

and	analyze	their	impact.

•	 During	an	audit,	auditors	must	always	test	the	efectiveness	of	the	internal	con-

trols.

3.3 Other Preparation Activities

3.3.1 Obtaining Background Information

Key	Points	 •••

•	 During	audit	preparation,	auditors	perform	further	tasks	in	addition	to	compil-

ing	the	work	program.

•	 To	master	a	speciic	audit	task,	auditors	need	not	only	general	audit	expertise,	

but	also	a	 lot	of	speciic	and	up-to-date	 information,	which	they	obtain	from	

internal	and	external	sources.
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•	 A	back-up	 function	provides	 technical	experts	 for	audit	 teams,	and	although	

these	 experts	 do	 not	 actively	 conduct	 audit	 activities,	 they	 perform	 content	

quality	assurance	in	the	background.

Apart	from	compiling	the	work	program,	there	are	a	number	of	other	tasks	auditors	

must	complete	during	audit	preparation.	It	is	important	for	auditors	to	familiarize	

themselves	adequately	with	the	audit	topic.	In	addition	to	general	audit	expertise,	

comprehensive	preparation	usually	requires	up-to-date	audit-speciic	information	

(see	Section	B,	Chapter	3.3.2).

An	auditor’s	general	expertise	includes	the	fundamental	facts	of	the	audit	seg-

ments	identiied	in	the	company,	irrespective	of	whether	standard	or	special	audits	

are	planned.	Auditors	receive	suitable	internal	and	external	training	to	acquire	gen-

eral	auditor	know-how	and	the	speciic	knowledge	relevant	for	speciic	audit	seg-

ments.	Coordinating	training	with	the	human	resources	department	makes	sense	

to	assure	systematic	training	in	line	with	the	requirements	of	Internal	Audit.

As	mentioned	above,	auditors	have	to	obtain	speciic	information	about	the	au-

dit	 at	 hand,	 beyond	 the	 general	 audit	 expertise	 that	 they	 already	 have.	 Possible	

sources	include:

•	 Specialist	 publications	 and	 periodicals,	 publications	 of	 professional	 organiza-

tions,	 conferences,	 special	 training	 (see	Section	B,	Chapter	3.3.2),	workshops,	

etc..

•	 If	the	audit	content	suggests	so,	it	is	a	good	idea	to	contact	the	management	of	

the	area	to	be	audited	for	advance	information	about	certain	topics	and	their	

importance.	he	audit	lead	and	each	audit	team	member	should	consider	any	

requests	 or	 suggestions	 made	 by	 the	 auditees.	 Auditors	 should	 let	 employees	

making	suggestions	know	that	their	input	will	be	considered	as	far	as	possible	

without	compromising	the	independence	and	objectivity	of	the	audit.

•	 Valuable	 information	 can	 be	 obtained	 by	 contacting	 other	 corporate	 depart-

ments	(Financial	Reporting,	Management	Accounting,	Risk	Management,	etc.),	

e.g.,	about	reports	and	analyses,	corporate	guidelines	that	are	currently	appli-

cable	or	under	preparation,	and	frequent	problems.	Obtaining	such	information	

makes	it	easier	to	deine	focus	areas	for	the	audit.

•	 If	the	audit	topic	involves	legal	issues,	recent	judgments,	comments,	and	recom-

mendations	given	by	the	legal	department	should	be	taken	into	account.	Even	if	

Internal	Audit	is	forced	to	rely	on	the	knowledge	of	experts,	auditors	must	assess	

all	work	done	by	others	in	terms	of	its	reliability.

•	 For	employee-related	audit	topics,	the	human	resources	department,	employee	

representatives,	the	data	protection	oicer,	and	the	compliance	oicer	should	be	

contacted.	However,	for	such	audits	it	is	diicult	to	obtain	information	because	

these	audits	are	usually	conidential.	As	a	rule,	Internal	Audit	needs	very	up-to-

date	information,	but	the	process	of	getting	current	information	must	not	reveal	

anything	about	the	actual	audit.

•	 It	is	also	possible	to	exchange	reports	or	information	on	audit	focus	areas	with	

the	external	auditors.
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In	addition	to	gathering	information	before	or	at	the	start	of	an	audit,	information	

should	also	be	obtained	from	the	above	sources	during	the	audit.

Cooperation	with	employees	outside	 the	department	 is	extended	when	 it	be-

comes	clear	that	additional	capacity	is	necessary	or	useful.	Although	anyone	work-

ing	in	such	a	capacity	is	oicially	part	of	the	audit	team,	the	person’s	role	is	limited	

to	indirect	activities	in	the	background,	which	are	performed	on	request.	Both	ex-

ternal	experts	and	internal	employees	can	perform	such	a	function,	which	normally	

involves	content	quality	assurance.	he	conidentiality	of	the	audit	can	be	guaran-

teed	by	asking	the	person	to	sign	a	non-disclosure	declaration.

LinKs	AnD	ReFeRenCes	 e

•	 GRENOUGH,	J.	2006.	Seek	and	Ye	Shall	Find.	Internal Auditor	(October	2006):	65–69.

•	 MCCOLLUM,	T.	2004.	An	Intranet	Success	Story.	Internal Auditor	(June	2004):	32–35.

3.3.2 Specific Training Needs

Key	Points	 •••

•	 In	addition	to	general	audit	expertise	and	audit-speciic	information,	Internal	

Audit	employees	also	need	technical	knowledge,	which	they	have	to	build	up	

through	training.

•	 Such	 training	 measures	 introduce	 new	 audit	 topics	 and	 content,	 bring	 the	

knowledge	base	up	to	date	(including	for	sotware),	and	promote	personal	de-

velopment.

In	addition	to	their	basic	knowledge	and	the	general	information	they	obtain	at	the	

start	of	an	audit,	auditors	may	also	need	speciic	knowledge,	and	the	necessary	so-

cial	and	intercultural	skills.	Diferent	audit	topics	generally	require	intellectual	lex-

ibility	from	auditors.	By	giving	the	audit	department	a	regional	structure	and	as-

signing	audit	topics	to	employees	depending	on	their	interest	and	expertise,	auditors	

can	achieve	specialization.	However,	rotation	may	be	useful	or	necessary	over	time,	

and	new	audit	tasks	may	arise.

When	shits	in	content	or	new	audit	topics	arise,	auditors	should	be	assigned	to	

the	relevant	audits	as	soon	as	possible	so	that	they	can	prepare	themselves	for	the	

audit	and	obtain	training	if	necessary.	Such	training	can	comprise	both	technical	

knowledge	about	the	audit	topic	and	information	needed	to	deal	with	special	local	

or	regional	peculiarities.	For	example,	if	company	activities	are	moved	to	a	diferent	

location,	consideration	for	the	applicable	local	rules,	laws,	and	regulations	must	be	

given	 when	 planning	 the	 audit.	 he	 necessary	 knowledge	 should	 be	 acquired	 as	

part	of	the	audit	preparations.

Even	if	the	audit	topics	as	such	do	not	change,	it	is	necessary	to	update	the	exist-

ing	knowledge	regularly.	In	particular,	it	is	important	to	keep	up	with	changes	in	
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legal	requirements	and	professional	guidance.	he	latest	best	practices	should	also	

be	included	in	the	training	plan.

Auditors	also	need	to	be	familiar	with	sotware	relevant	to	the	audit.	Such	sot-

ware	 is	either	application	sotware	or	audit-speciic	sotware.	he	rapid	develop-

ments	in	this	area	make	speciic	knowledge	acquisition	particularly	important.

he	social	and	cultural	environment	of	an	audit	may	lead	to	further	audit-spe-

ciic	training	needs.	In	addition	to	knowledge	of	local	customs,	this	includes	foreign	

language	 skills	 and	 supplementary	 training	 on	 information	 and	 communication	

behavior,	team	training,	and	various	forms	of	cooperation.

Together,	the	three	components	–	general	audit	expertise,	information	gathered	

for	a	speciic	audit,	and	training	measures	to	acquire	speciic	technical	knowledge	

–	ensure	that	auditors	have	the	necessary	knowledge	level	to	be	successful	in	their	

tasks	(see	also	Section	B,	Chapter	3.3.1).

Hints	AnD	tiPs	 ;

•	 Auditors	should	compile	the	work	program	as	early	as	possible	so	that	they	can	

identify	any	training	requirements	and	schedule	the	necessary	training.

•	 If	possible,	training	needs	should	be	assessed	continuously	with	training	sched-

uled	regularly.
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•	 BAKER,	 N.	 2006.	 A	 Checkup	 for	 the	 Audit	 Shop.	 Internal Auditor	 (August	 2006):	

88–92.

•	 CAMPBELL,	D.,	AND	S.	DIONISI.	2001.	Training	as	a	Retention	Tool.	Internal Auditor	

(October	2001):	47–51.

•	 GLASCOCK,	 K.	 2007.	 Reaching	 a	 Higher	 Level.	 Internal Auditor	 (February	 2007):	

20–25.

•	 INSTITUTE	 OF	 INTERNAL	 AUDITORS.	 2002.	Practice Advisory 1230-1: Continuing 

Professional Development.	Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.
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4	 Execution
4.1 Fieldwork Activities

4.1.1 Introduction

KEy	Points	 •••

•	 he	opening	meeting	is	primarily	used	to	exchange	information	between	audi-

tees	and	Internal	Audit	about	the	audit.

•	 Fieldwork	activities	are	subject	to	the	materiality	principle.

•	 Auditors	must	ensure	that	the	work	program	is	completed	fully	and	consistently.	

All	work	program	objectives	must	be	achieved	by	suitable	ieldwork	activities.

•	 he	audit	activities	and	their	results	are	documented	in	the	working	papers.

•	 Closing	meetings	are	held	to	communicate	audit	results	to	the	auditees.

At	the	beginning	of	ieldwork	an	opening	meeting	is	held.	At	this	meeting,	Internal	

Audit	presents,	on	the	basis	of	the	audit	announcement,	the	audit	objectives	and	au-

dit	contents	to	the	auditees	and	to	management.	In	addition	to	passing	on	informa-

tion,	a	key	objective	of	the	opening	meeting	is	to	reach	agreement	on	cooperation	

during	and	ater	the	audit.	Any	unresolved	questions	can	also	be	addressed	and	de-

tails	of	the	audit	can	be	deined,	if	this	does	not	alter	the	nature	of	the	audit.	he	au-

dit	lead	must	ensure	that	the	opening	meeting	does	not	result	in	negotiation	about	

audit	 content	or	 the	audit	 itself.	he	opening	meeting	 should	be	properly	 struc-

tured,	and	minutes	should	be	taken,	especially	if	changes	to	the	audit	are	made.

Fieldwork	 is	subject	 to	 the	materiality	principle.	For	 this	reason,	 the	auditors	

should	always	choose	those	items	that	are	material	to	achieving	the	audit	objectives.	

he	auditors	may	vary	the	extent	of	the	data	to	be	examined	and	the	work	to	be	

done,	providing	it	leads	to	meaningful	audit	results.	For	this	reason,	the	auditors	

should	always	consider	the	selection	of	ieldwork	activities	in	the	overall	context	of	

the	audit	concerned	and	deine	it	in	line	with	speciic	needs	(for	information	on	the	

main	ieldwork	activities,	see	Section	B,	Chapter	4.1.2).

he	aim	of	 conducting	 suitable	ieldwork	activities	 is	 to	produce	evidence	 in	

order	to	meet	the	audit	objectives.	he	selected	sources	and	information	carriers	

must	be	able	to	deliver	reliable	information	on	the	audit	object	for	the	auditor.	he	

extent	and	nature	of	the	ieldwork	must	be	carefully	coordinated	and	aligned	with	

the	audit	objective	so	that	the	ieldwork	and	the	audit	results	can	always	be	objec-

tively	traced.	his	makes	it	necessary	to	take	a	clearly	structured	approach	to	audit	

execution.

Audit	experience	and	reliance	on	the	integrity	and	completeness	of	the	informa-

tion	are	not	enough.	On	the	basis	of	the	work	program,	the	auditors	must	specify	in	

detail	the	type	and	extent	of	ieldwork	to	be	conducted.	One	item	in	the	work	pro-

gram	may	give	rise	to	one	or	several	diferent	ieldwork	activities	(see	Section	B,	

Chapter	3.2.2).

opening	Meetingopening	Meeting

Materiality	PrincipleMateriality	Principle
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he	audit	process	may	necessitate	additional	ieldwork	activities.	Adjusting	the	

pre-structured	work	program	to	actual	audit	processes	increases	the	demand	on	the	

auditors’	 judgment,	which	 is	critical	 in	ensuring	 that	quality	and	quantity	of	 the	

ieldwork	conducted	during	the	audit	deliver	suicient	audit	evidence	so	that	ro-

bust	indings	can	be	derived.	It	is	not	necessary	to	uncover	every	detail,	but	rather	

to	provide	evidence	that	the	ieldwork	activities	performed	are	suicient	to	arrive	at	

audit	results	and	prove	that	these	results	are	correct.	Oten,	the	necessary	evidence	

can	only	be	provided	by	sensibly	combining	diferent	ieldwork	activities.

he	diagram	below	shows	how	ieldwork	activities	are	positioned	in	the	audit	

execution	phase.	On	one	side	they	relate	to	the	work	program,	and	on	the	other	to	

the	working	papers	(see	Section	B,	Chapter	4.2).	he	documentation	in	the	working	

papers	 is	 the	second	aspect	of	audit	execution.	Here,	 the	ieldwork	activities	and	

their	results	are	stored	in	the	documents	provided	for	the	purpose.

Additions	During		
the	Audit

Additions	During		
the	Audit

Positioning	of	Fieldwork	
Activities	in	the	Audit	

Execution	Phase	

Positioning	of	Fieldwork	
Activities	in	the	Audit	

Execution	Phase	

Fig. 12 Positioning of Fieldwork Activities in the Audit Roadmap
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Audit	 execution	 requires	 clearly	 structured	 methods.	 Before	 the	 start,	 auditors	

therefore	have	to	engage	in	some	basic	considerations	typical	of	an	audit	and	decide	

how	they	want	to	proceed	with	their	work,	including	the	following	selected	aspects:	

A	test	of	individual	documents	may	produce	leads	as	to	whether	and	how	the	ield-

work	should	be	expanded.	he	same	applies	to	testing	inventories	for	accuracy	and	

completeness	and	checking	whether	measurements	comply	with	laws,	guidelines,	

and	instructions.	Determining	audit	procedure	also	includes	a	decision	on	whether	

to	use	primarily	formal	(formal	process	compliance)	or	substantive	(correctness	of	

process	 content	 and	 results)	 ieldwork	 activities.	 Moreover,	 an	 audit	 can	 be	 ap-

proached	 from	two	directions:	Either	progressively	 (i.e.,	 from	the	original	docu-

ment	or	transaction	through	processing	to	the	inal	result	of	document	processing),	

or	retrogressively	(i.e.,	by	retracing	the	process	from	its	end	to	its	beginning,	where	

the	transaction	originated	or	the	document	was	entered).	Section	B,	Chapter	4.1.2	

gives	details	on	ieldwork	activity.

When	determining	the	extent	of	an	audit,	the	size	of	the	basic	data	to	be	exam-

ined	is	the	main	parameter	to	be	considered.	he	extent	of	the	audit	depends	on	the	

number	of	objects	to	be	examined,	the	audit	objectives,	and	the	conclusiveness	and	

reliability	of	the	results.	he	full	audit	comprises	all	objects	that	meet	the	audit	cri-

teria.	he	alternative	to	a	full	audit	is	sample	testing,	which	is	used	if	the	auditors	

can	test	a	sample	that	is	representative	of	the	whole	population.

Once	 the	 ieldwork	 and	 the	 documentation	 have	 been	 completed,	 a	 closing	

meeting	is	held	with	the	auditees,	at	which	the	audit	indings	are	discussed.	If	unre-

solved	issues	cannot	be	settled	by	mutual	agreement,	the	auditors	have	to	document	

them	as	disagreements	in	the	implementation	report	(see	Section	B,	Chapter	5.2.3).	

Especially	for	global	audits	or	audits	conducted	within	a	very	tight	timeframe,	drat	

reports	may	be	available	in	time	for	the	closing	meeting,	but	normally	they	are	the	

subject	of	a	separate	meeting.

Hints	AnD	tiPs	 ;

•	 Auditors	must	deine	at	least	one	suitable	ieldwork	activity	for	each	item	of	the	

work	program.

•	 Each	ieldwork	activity	should	make	a	measurable	contribution	to	the	audit	re-

sult.

•	 Auditors	can	use	audit	activities	from	past	audits	for	practice.	In	doing	so,	they	

should	ask	themselves,	why	a	speciic	procedure	was	chosen	for	the	case	in	ques-

tion,	and	whether	they	would	have	decided	diferently.

LinKs	AnD	REFEREncEs	 e

•	 CruMBlEy,	 l.,	 Z.	 rExAEE,	 AnD	 D.	 ZIEgEnFuSS.	 2004.	 U.S.	 Master Auditing 

Guide.	3rd	ed.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.
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•	 InStItutE	 OF	 IntErnAl	 AuDItOrS.	 2002.	 Practice Advisory 2310-1: Identifying 

Information.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 InStItutE	OF	IntErnAl	AuDItOrS.	2002.	Practice Advisory 2320-1: Analysis and 

Evaluation.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

4.1.2 Main Fieldwork Activities

KEy	Points	 •••

•	 Fieldwork	activities	comprise	the	gathering,	analysis,	and	assessment	of	audit-

relevant	evidence	on	the	basis	of	the	work	program.

•	 With	the	audit	objective	in	mind,	eicient	ieldwork	activities	should	be	selected	

from	a	broad	range	of	diferent	options.

•	 he	main	ieldwork	activities	include	external	conirmations,	document	analy-

sis,	sampling,	walk-throughs,	direct	observation,	internal	control	testing,	ana-

lytical	audit	procedures,	and	interviews.

Audit	activities	are	also	referred	to	as	“ieldwork	activities.”	hey	include	the	gath-

ering,	analysis,	and	assessment	of	audit-relevant	evidence	on	the	basis	of	the	work	

program,	i.e.,	the	audit	steps	that	have	been	taken	and	have	to	be	documented	in	the	

working	papers	along	with	the	conclusions	and	results.

A	deined	standard	set	of	efective	ieldwork	activities	has	to	be	selected	for	In-

ternal	Audit	from	the	large	number	of	possible	ieldwork	activities.	How	this	set	is	

put	together	is	determined	by	the	audit	topics	and	objects,	the	organizational	and	

technical	options,	the	audit	objectives,	and	to	a	certain	extent	also	by	the	skills	and	

expertise	of	the	parties	involved.	In	addition,	inancial,	time,	and	legal	aspects	must	

be	 taken	 into	consideration,	as	well	as	access	 rights,	data	protection	regulations,	

cultural	practices,	and	corporate	culture.	he	ieldwork	activities	described	below	

represent	 a	 selection	 made	 with	 this	 in	 mind;	 audit	 or	 company-speciic	 adjust-

ments	may	be	necessary.	he	auditors	can	also	adapt	ieldwork	activities	in	terms	of	

technology	and	organization	in	order	to	meet	the	audit	requirements	in	each	case.	

It	 is	 critical	 that	 the	necessary	content	and	procedures	are	maintained	 to	ensure	

stable	audit	results.

he	 following	 types	of	ieldwork	activities	are	 suitable	 for	use	 in	global	audit	

departments	and	are	therefore	explained	in	this	chapter:

•	 external	conirmations,

•	 document	analysis,

•	 sampling,

•	 analytical	procedures,

•	 walk-through,

•	 direct	observation,
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selection	of	Fieldwork	
Activities

Main	types		
of	Fieldwork	Activities

Main	types		
of	Fieldwork	Activities



227

•	 internal	control	testing,	and

•	 interviews.

Conirmation	 obtained	 from	 carefully	 selected	 external	 parties	 involves	 asking	

them	to	explicitly	conirm	a	certain	process,	state	of	afairs,	or	its	result	to	Internal	

Audit.	Since	these	conirmations	come	from	an	independent	party,	such	as	a	cus-

tomer,	this	kind	of	evidence	usually	carries	more	weight	as	evidence	than	company-

internal	 conirmations.	 here	 are	 two	 types	 of	 external	 conirmations:	 negative	

conirmation	only	requires	the	external	party	to	respond	if	it	wants	to	object	to	the	

facts	presented;	explicit	agreement	is	not	necessary.	In	the	case	of	positive	conir-

mation,	however,	a	response	is	required,	irrespective	of	whether	or	not	the	facts	are	

regarded	as	correct.	to	this	end,	the	auditors	can	send	the	recipient	either	a	blank	

form,	 asking	 for	 a	 description,	 or	 an	 agreement/rejection	 declaration	 regarding	

facts	that	have	already	been	described.	If	the	auditors	do	not	get	adequate	responses,	

they	must	perform	additional	ieldwork	activities	to	ensure	that	the	audit	objective	

is	met.	

Document	 analysis	 is	 oten	 recommended	 at	 the	 start	 of	 an	 audit.	 It	 tests	

whether	the	documents	are	conclusive	and	complete	in	order	to	get	an	overview	of	

the	audit	topic.	Document	analysis	may	be	suicient	in	itself,	or	it	may	have	to	be	

followed	by	other	ieldwork	activities.	Document	analysis	breaks	down	into	difer-

ent	categories:

•	 contract	analysis	(completeness,	signature	authorizations,	compliance,	and	ac-

counting),

•	 analysis	of	guidelines	(up-to-dateness,	compliance,	expedience,	familiarity,	un-

derstanding,	and	application),

•	 analysis	of	process	descriptions	(structure	and	worklows,	internal	controls,	ex-

pedience,	feasibility,	and	efectiveness),	and

•	 analysis	of	supporting	documentation	(existence	and	authorizations).

to	help	with	these	tasks,	the	auditors	can	create	audit	lists	or	question	catalogs,	for	ex-

ample	to	guide	them	through	a	content-based	or	formal	assessment	of	guidelines.	

test	procedures	(see	Section	C,	Chapter	3.1)	used	in	audits	include	both	analyti-

cal	audit	procedures	and	substantive	testing.	test	procedures	form	the	qualitative	

and	quantitative	basis	for	providing	strong	and	reliable	evidence	of	speciic	circum-

stances	in	audits.

As	shown	in	the	diagram	below,	when	performing	substantive	testing	there	may	

be	areas	where	audit	reliability	can	only	be	obtained	if	all	audit	objects	are	tested	in	

full.	Possible	examples	include	all	purchasing	processes	that	require	Board	approval,	

or	the	completeness	of	accruals.	However,	individual	sample	tests	or	combinations	

are	used	if	the	auditors	want	or	need	to	limit	the	extent	of	testing.	In	all	circum-

stances,	 the	 selected	 procedures	 must	 meet	 the	 requirements	 of	 a	 representative	

sample	size	 to	guarantee	a	meaningful	conclusion.	Sampling	can	be	divided	into	

purposive	(or	judgmental)	sampling	and	random	sampling.
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under	purposive	sampling,	the	sample	is	deined	on	the	basis	of	audit	experience	

and	knowledge	of	the	audit	segment.	he	auditors	use	advance	information,	thresh-

olds,	risk	factors,	and	error	probabilities	to	decide	which	transactions	are	to	be	in-

vestigated.

•	 under	concentration	sampling,	the	auditors	base	their	selection	on	the	absolute	

or	relative	importance	of	the	transactions.

•	 Detective	sampling	focuses	on	those	transactions	where	a	high	probability	of	er-

rors	is	expected.	he	scale	of	the	audit	should	be	increased	or	reduced,	depend-

ing	on	whether	the	audit	detects	more	or	fewer	errors	than	expected.

•	 When	typical	transactions	are	selected,	the	investigation	focuses	on	those	trans-

actions	that	are	regarded	as	typical	of	the	audit	segment	in	question,	with	the	

aim	of	obtaining	an	audit	result	that	is	as	representative	as	possible,	even	with	a	

small	number	of	transactions.

In	the	case	of	random	sampling,	each	object	that	meets	the	deined	criteria	has	a	

speciic,	predeined	mathematical	probability	of	being	included	in	the	sample.	ran-

Purposive	samplingPurposive	sampling

Random	samplingRandom	sampling

Fig. 13 Test Procedures
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dom	sampling	procedures	break	down	into	procedures	with	a	preset	sample	size	

(the	number	of	elements	to	be	audited	is	determined	before	the	audit)	and	proce-

dures	with	a	result-dependent	sample	size	(determined	only	during	the	audit).	he	

preset	sample	size	procedure	is	in	turn	divided	into:

•	 Simple	random	sampling,	where	each	transaction	has	the	same	mathematical	

probability	of	being	included	in	the	sample.

•	 Complex	random	sampling,	where	all	transactions	have	calculable,	but	diferent	

probabilities	of	being	 included	in	the	sample.	Since	the	populations	are	oten	

very	 heterogeneous,	 there	 are	 diferent	 procedures	 for	 stratifying	 the	 sample	

more	deeply	through	structuring	attributes.	Within	each	of	these	procedures,	it	

is	possible	to	look	at	further	samples	at	the	various	levels.

■	 Cluster	sampling:	he	population	is	divided	into	clusters,	or	subsets,	in	such	

a	way	that	the	audit	material	of	each	subset	is	as	representative	of	the	total	

population	as	possible	with	regard	to	the	expected	proportion	of	errors.	In-

dividual	clusters	are	randomly	selected	for	a	full	test.

■	 Stratiied	sampling:	he	population	is	divided	into	strata	in	such	a	way	that	

the	proportion	of	errors	of	the	strata	difers	as	much	as	possible	from	each	

other.	 Samples	 are	 again	 selected	 from	 each	 stratum,	 but	 the	 volume	 can	

normally	be	smaller	than	in	the	case	of	simple	random	sampling.

■	 Probability-proportional-to-size	 sampling:	 he	 elements	 to	 be	 audited	 are	

selected	from	the	population	in	proportion	to	their	value.

he	accurate	testing	of	the	selected	sample	is	the	irst	step	toward	producing	a	re-

sult.	Distribution	calculations	or	statistical	 testing	can	be	used	to	extrapolate	the	

attributes	identiied	to	the	population	as	a	whole,	thus	permitting	conclusions	about	

the	population.

As	mentioned	earlier	and	shown	in	the	diagram	under	test	procedures,	testing	

includes	both	substantive	 testing	and	analytical	audit	procedures	(see	Section	C,	

Chapter	3.1).	hese	activities	should	also	lead	to	a	conclusive	statement	about	the	

quality	of	the	underlying	audit	objects.	he	main	objective	in	this	regard	is	to	verify	

the	consistency	and	plausibility	of	all	audit	objects,	e.g.,	entry	and	recognition	of	

transactions	or	accounting	igures.	Cumulative	igures	can	be	used	to	detect	or	fore-

cast	irregularities	that	exceed	set	deviation	ranges.	to	standardize	the	procedure,	

the	following	steps	should	be	carried	out:

•	 Deine	the	expected	test	results.

•	 Determine	the	tolerable	deviation	range.

•	 Check	the	results	for	material	deviations.

•	 Analyze	material	deviations.

Analytical	audit	procedures	can	be	used	at	any	time	during	an	audit.	In	particular,	

they	serve	to:

•	 identify	critical	processes	and	objects	for	auditing,

•	 identify	the	main	audit	contents,
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•	 reduce	or	replace	detailed	testing,

•	 detect	fraud,

•	 before	an	audit,	deine	expectations	about	 the	inancial	igures	 to	be	audited,	

and,

•	 at	the	end	of	an	audit,	test	the	plausibility	of	accumulating	indings	and	facilitate	

auditor	judgment.

In	 terms	 of	 practical	 application,	 there	 are	 ive	 diferent	 analytical	 audit	 proce-

dures:

•	 Multi-period	 analysis	 or	 analysis	 of	 third-party	 key	 performance	 indicators	

(KPIs)	should	produce	conclusive	explanations	in	case	of	deviations	or	changes.	

Inability	to	provide	explanations	may	indicate	errors.

•	 trend	 analysis	 looks	 at	 trends	 over	 several	 past	 periods	 and	 plots	 the	 course	

and	extent	of	deviations.	It	also	allows	the	auditors	to	check	the	plausibility	with	

regard	to	trends.

•	 In	plausibility	analysis,	igures	or	accounts	of	the	current	or	of	past	periods	are	

compared	 with	 the	 values	 expected	 when	 calculated	 in	 a	 model.	 his	 allows	

comparisons	with	budgeted	targets.

•	 regression	analysis	allows	the	auditors	to	quantify	expected	values	in	terms	of	

size.	 his	 type	 of	 analysis	 looks	 at	 functional	 dependencies,	 such	 as	 the	 sell-

ing	expenses	to	revenue	ratio,	for	which	approximate	values	can	be	determined	

mathematically	on	the	basis	of	observations.	regression	analysis	is	used	above	

all	when	setting	expected	targets.

•	 Scanning,	which	is	the	systematic	search	for	speciic	transactions,	amounts,	or	

special	attributes,	e.g.,	in	accounts,	allows	experienced	auditors	to	identify	con-

stellations	that	are	prone	to	errors	or	possible	fraud.

In	a	walk-through,	an	individual	transaction	is	followed	through	the	entire	system	

from	 beginning	 to	 end,	 encompassing	 all	 organizational	 steps,	 It	 processes	 and	

reports,	 and	 their	 integration	 into	 the	accounting	system.	his	 type	of	ieldwork	

produces	a	comprehensive	insight	into	the	process,	including	the	controls	and	their	

importance	for	ensuring	that	the	accounting	system	is	compliant	from	end	to	end.	

In	a	walk-through,	the	auditees	explain	to	the	auditors	each	process	step,	their	du-

ties	and	responsibilities,	and	the	internal	controls	implemented.	he	auditors	com-

pare	them	with	existing	guidelines	and	document	all	process	steps,	including	the	

interviews	with	the	auditees.	he	contents	of	walk-throughs	make	them	particu-

larly	suitable	for	audits	conducted	under	SOx	and	generally	as	the	irst	ieldwork	

activity	of	an	audit,	because	they	help	build	a	basic	understanding.	Walk-throughs	

also	work	well	in	combination	with	other	ieldwork	activities,	such	as	interviews,	

internal	control	testing,	and	document	analysis.

Auditors	perform	direct	observation	when	they	watch	the	objects	and	processes	

to	be	audited	while	they	are	being	carried	out	or	take	place	in	practice.	Direct	ob-

servation	oten	complements	other	ieldwork	activities.	It	is	also	suitable	for	helping	

Distinguishing	Between	
Analytical	Audit	

Procedures

Distinguishing	Between	
Analytical	Audit	

Procedures

Walk-throughWalk-through

Direct	observationDirect	observation
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auditors	decide	on	further	test	procedures	during	an	ongoing	audit.	At	the	start	of	

an	audit,	direct	observation	is	used	to	get	an	insight	into	the	tasks	of	an	auditee.	

Direct	observation	is	also	useful	when	assessing	internal	control	mechanisms,	be-

cause	 the	 auditors	 have	 to	 inspect	 the	 objects	 physically	 in	 order	 to	 arrive	 at	 a	

meaningful	audit	result	and	get	suicient	evidence	regarding	the	operational	efec-

tiveness	of	control	procedures.	For	direct	observation,	the	auditors	can	use	a	similar	

template	as	for	the	walk-through,	because	the	information	is	essentially	the	same.	

his	kind	of	documentation	is	especially	useful	if	there	is	not	yet	any	basic	process	

description.

Internal	control	testing	involves	auditing	the	internal	control	system	of	an	orga-

nizational	unit	(department,	entity,	etc.).	Internal	controls	should	ensure	that	Inter-

nal	Audit’s	objectives	are	met	(see	Section	A,	Chapter	1.2).

testing	the	internal	controls	serves	to	ensure	that	transactions	were	recorded	in	

line	with	accounting	rules	and	to	conirm	the	process,	recording,	and	documenta-

tion	of	transactions,	including	the	preparation	of	the	annual	inancial	statements.	

Another	objective	is	to	guarantee	that	the	transactions	entered	do	not	lead	to	any	

misstatement	or	are	fraudulent.	Internal	controls	should	above	all	be	tested	in	com-

bination	with	 system	 tests	or	detailed	 tests	of	 the	entire	 internal	 control	 system.	

Audit	lists,	question	catalogs,	or	It	applications	can	be	used	for	support	(see	Sec-

tion	B,	Chapter	4.1.3).

here	are	two	diferent	procedures	for	testing	internal	controls:

•	 testing	as	part	of	the	work	program	means	that	all	test	procedures	listed	in	the	

work	program	must	be	performed.	Weaknesses	in	the	internal	control	system	

must	be	documented	in	the	working	papers.

•	 testing	as	part	of	the	compliance	audit	under	SOx	is	intended	to	provide	evi-

dence	of	the	efectiveness	of	the	tests	performed	by	management.	In	this	regard,	

it	is	possible	to	compare	the	results	of	Internal	Audit’s	tests	with	the	test	results	

obtained	by	management.

Interviews	are	oten	conducted	at	the	start	of	an	audit	in	order	to	gather	basic	data	

or	background	knowledge	on	a	speciic	audit	topic.	he	results	can	also	be	used	as	

a	basis	for	additional	ieldwork	activities.	Moreover,	an	interview	may	be	useful	for	

discussing	the	results	of	previous	audits.	he	quality	of	an	interview	is	substantially	

determined	by	the	experience	of	the	interviewer	and	the	type	of	questions.	Inter-

view	results	can	be	summarized	in	writing.	Interviews	can	basically	be	structured	

in	terms	of	the	following	criteria:

•	 Direction	of	the	information	low:	Information	is	given	to	or	requested	from	the	

interviewee.

•	 Interview	structure:	One-to-one	or	in	groups.

•	 Form	of	communication:	Verbal	or	written.

Additionally,	interviews	can	be	broken	down	by	type:

•	 he	standardized	interview	with	clearly	speciied	questions	and	a	trend	toward	

internal	control	testinginternal	control	testing

Use	of	internal	control	
testing
Use	of	internal	control	
testing

Procedure	for	internal	
control	testing
Procedure	for	internal	
control	testing

interviewsinterviews

types	of	interviewstypes	of	interviews
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one-directional	communication	leads	to	clear,	easily	comparable	responses.	But	

there	is	a	risk	that	important	points	not	covered	by	the	set	questions	are	not	ad-

dressed.

•	 he	semi-standardized	interview	is	supported	by	a	question	catalog	and	ofers	

more	freedom	to	tailor	it	to	individual	needs.	his	type	of	interview	is	normally	

used	at	the	start	of	ieldwork	activities	to	gather	basic	data	and	information.

•	 he	unstructured	interview	deliberately	refrains	from	using	question	catalogs	

and	is	only	determined	by	the	interview	objective.	he	content	and	type	of	ques-

tions	can	be	chosen	freely,	providing	they	serve	the	objective	of	the	interview.	

he	advantage	of	this	form	of	interview	is	that	all	material	aspects	can	be	ad-

dressed,	although	it	is	hardly	possible	to	compare	its	results	with	those	of	other	

interviews.

Irrespective	of	the	interview	type,	interviews	have	three	basic	question	types:

•	 the	closed	question,	which	has	a	limited	choice	of	set	answers	(e.g.,	“How	many	

people	work	in	your	department:	less	than	10,	between	10	and	20,	more	than	

20?”);

•	 the	closed	question	with	additional	comments	or	the	semi-open	question	(e.g.,	

“What	 is	 the	distribution	of	professional	experience	 for	 the	employees	 in	 the	

department?”);	and

•	 the	open	question	without	speciied	response	options	(e.g.,	“How	does	the	in-

voicing	process	work?”).

Depending	on	the	interview	type,	the	interview	process	can	be	supported	and	sim-

pliied	 with	 question	 catalogs	 (for	 more	 information	 on	 question	 catalogs	 as	 an	

organizational	tool,	see	Section	B,	Chapter	4.1.3.1).

he	diferent	ieldwork	activities	ofer	a	broad	range	of	options	for	conducting	

audits.	he	individual	selection	of	the	procedures	and	the	judgment	of	the	auditor	

responsible	are	critical	to	a	successful	audit	process.	In	spite	of	the	large	choice	of	

procedures,	it	is	ultimately	the	auditor’s	wealth	of	experience	that	determines	the	

conclusions	to	be	drawn	from	the	ieldwork	activities	and	thus	the	audit	results.

Hints	AnD	tiPs	 ;

•	 It	is	important	to	ensure	that	the	ieldwork	activities	are	structured	so	that	they	

complement	each	other.

•	 Auditors	can	get	detailed	information	on	the	selection	and	conduct	of	individ-

ual	ieldwork	activities	by	looking	at	past	audits	already	completed.

•	 Auditors	should	ask	themselves	what	ieldwork	activities	will	lead	to	audit	results	

most	quickly	and	unambiguously,	including	the	option	to	produce	evidence.

•	 Auditors	should	note	anything	they	want	to	avoid	while	conducting	ieldwork	

activities	(e.g.,	the	excessive	use	of	closed	questions	in	interviews,	etc.)	and	look	

at	their	notes	as	a	daily	reminder.	

Basic	Question	typesBasic	Question	types

summarysummary
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4.1.3 Technical Support

4.1.3.1 Organizational Tools

KEy	Points	 •••

•	 Organizational,	methodological,	and	It-based	tools	are	available	for	conducting	

ieldwork	activities.

•	 Audit	lists	and	question	catalogs	are	organizational	tools.

•	 here	are	diferent	types	of	audit	lists;	they	are	particularly	suitable	for	testing	

internal	controls	and	single	process	steps.

•	 he	basic	patterns	of	question	catalogs	 follow	the	 interview	techniques.	hey	

may	 be	 standardized	 or	 tailored	 speciically	 to	 the	 individual	 audit.	 When	

using	question	catalogs,	the	auditors	should	ensure	that	they	are	applied	with	

the	necessary	lexibility.

Organizational,	methodological,	and	It-based	tools	are	available	to	provide	tech-

nical	 support	 to	 the	 auditors.	 Some	 of	 these	 tools	 were	 already	 discussed	 in	 the	

context	of	ieldwork	activities	(see	Section	B,	Chapter	4.1.2).	his	and	subsequent	

chapters	focus	on	and	describe	the	techniques	and	tools	relevant	for	practical	au-

dit	work.	he	organizational	tools	are	explained	irst.	In	this	regard,	it	can	be	dif-

ferentiated	between	audit	lists	and	question	catalogs.	Audit	lists	are	the	preferred	

tool	 for	 non-verbal	 audit	 activities	 and	 question	 catalogs	 are	 more	 commonly	

used	for	verbal	activities.

Audit	lists	allow	the	auditors	to	examine	individual	process	steps	or	audit	ob-

jects	comprehensively	and	thoroughly.	hey	consist	of	at	least	one	question	or	state-

ment	and	one	response	or	check	ield.	he	check	ield	can	be	expanded	by	entering	

a	yes/no	response	or	comment	ield	for	additional	explanations.

Although	audit	lists	can	also	be	used	for	closed	interviews,	they	have	proven	to	

be	particularly	useful	in	connection	with	auditing	internal	controls.	When	testing	

internal	 controls,	 the	audit	 list	 is	 tailored	 to	 the	control	 step,	 i.e.,	 it	 contains	 the	

control	step	as	such,	the	objective	of	the	control,	conirmation	of	its	efectiveness,	

and	a	description	of	the	test	steps	performed.

here	 are	 various	 forms	 of	 question	 catalogs.	 hey	 are	 lists	 of	 audit-relevant	

questions	and	are	therefore	a	valuable	tool	for	structured	audits.	Since	they	are	usu-

ally	based	on	the	interview	technique	used,	they	may	contain	closed,	semi-open,	or	

open	 questions.	 Question	 catalogs	 can	 be	 supplemented	 by	 providing	 multiple-

tools	for	conducting		
an	Audit	
tools	for	conducting		
an	Audit	
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choice	answers.	his	may	facilitate	conducting	the	 interview	and	make	the	audit	

results	more	clearly	identiiable.	For	arriving	at	audit	results,	the	auditors	may	ind	

it	particularly	useful	to	compare	the	responses	given	either	by	diferent	interview-

ees	or	at	diferent	times.

Question	catalogs	may	be	structured	purely	in	line	with	the	technical	area,	in	

which	case	they	are	normally	closely	related	to	the	contents	of	a	Scope.	If	the	audi-

tors	want	to	align	the	interviews	with	the	particular	situation	or	if	they	focus	mainly	

on	personal	behavior,	the	question	catalogs	normally	have	to	be	speciically	devel-

oped,	or	at	least	adjusted	individually.

Since	the	auditors	need	special	knowledge	on	the	didactic	structure	to	optimize	

question	catalogs,	they	should	make	use	of	internal	consultants	or	auxiliary	tools.	

When	designing	question	catalogs,	the	auditors	should	also	consider	additional	op-

tions,	such	as	combining	diferent	types	of	question	catalogs,	posing	introductory,	

transitional,	 and	 concluding	 questions,	 using	 alternative	 languages,	 or	 changing	

contacts.	Also,	the	importance	of	how	the	auditor	delivers	questions,	how	they	are	

worded,	and	how	speciic	the	questions	are,	should	not	be	underestimated	for	the	

success	of	the	audit.

A	question	catalog	should	also	allow	for	deviations	from	the	interview	plan.	It	

should	be	possible	to	discuss	additional	issues.	If	the	auditors	keep	to	the	question	

catalog	too	rigidly,	the	auditees	may	get	the	impression	that	Internal	Audit	is	not	

quite	sure	of	how	to	proceed.	It	is	therefore	important	that	auditors	use	the	question	

catalog	with	conidence.	hey	should	be	very	familiar	with	the	questions	and	take	

guidance	from	the	way	they	are	structured	without	letting	this	preclude	the	neces-

sary	lexibility.	

Hints	AnD	tiPs	 ;

•	 Auditors	can	use	existing	templates	and	the	results	of	earlier	audits	as	a	basis	for	

developing	audit-speciic	audit	lists	and	question	catalogs.

•	 Auditors	should	use	external	audit	lists	and	question	catalogs	as	samples	or	as	

control	instruments.

•	 Auditors	 can	 only	 make	 lexible	 use	 of	 the	 question	 catalog	 if	 they	 know	 its	

structure	exactly.
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4.1.3.2 Methodological Tools

KEy	Points	 •••

•	 Methodological	tools	support	audit	activities	by	modeling	audit	content	or	as-

suring	the	procedure	used.

•	 Flowcharts	 serve	 to	 standardize	 the	 visualization	 of	 audit	 content,	 especially	

processes.

•	 he	use	of	audit	activities	is	methodologically	assured	by	using	sampling	proce-

dures	which	guarantee	the	quality	of	a	sample.

Methodological	 tools	 to	 model	 audit	 content	 or	 to	 assure	 the	 procedure	 applied	

during	the	audit	are	used	to	support	ieldwork	activities.	It	is	of	particular	impor-

tance	in	this	regard	to	standardize	the	applied	methods	throughout	the	company.

Flowcharts,	which	map	the	content	and	time	dependencies	of	processes,	are	the	

most	commonly	used	tool	for	modeling	content.	hey	can	be	produced	either	by	

hand	or	with	sotware	support.	Suitable	It	support	 is	particularly	recommended	

for	standardizing	the	visualization	of	complex	low	documents.

For	conducting	audits,	it	is	an	advantage	to	obtain	lowcharts	in	advance.	SOx	

requires	departments	to	produce	process	and	control	documentation	that	can	be	

accessed	during	the	audit.	It	development	departments	also	oten	use	lowcharts	

for	their	work,	so	that	the	relevant	documentation	is	normally	available	for	use	dur-

ing	system	audits.	But	irrespective	of	any	existing	data,	it	may	be	expedient	during	

an	audit	to	structure	and	analyze	processes	and	functional	relationships	in	terms	of	

form	and	content	with	the	help	of	lowcharts.

he	use	of	symbols	in	lowcharts	is	strictly	formalized.	his	makes	it	possible	to	

present	complex	relationships	in	a	way	that	they	can	be	uniformly	understood	and	

used	in	an	international	environment.	Flowcharts	focus	less	on	the	analysis	of	every	

detail,	 but	 on	 explaining	 an	 entire	 process	 that	 is	 conclusive	 within	 itself.	 If	 the	

process	is	mapped	logically	and	consistently,	any	queries	about	the	content	can	nor-

mally	be	answered	by	referring	to	the	lowchart.

Among	the	methodological	tools,	there	are	audit-related	procedures	and	mod-

els,	known	as	sampling	procedures,	which	are	intended	to	provide	methodological	

assurance	for	the	use	of	audit	activities	by	guaranteeing	the	quality	of	a	sample.	By	

using	such	procedures,	templates	can	be	standardized	and	deined.	For	example,	a	

collection	of	basic	data	can	irst	be	 layered	through	an	ABC	classiication	before	

applying	diferent	sampling	methods	to	make	a	selection	within	each	layer	(for	a	

more	detailed	practical	example	on	sampling,	see	Section	C,	Chapter	9).

Hints	AnD	tiPs	 ;

•	 Auditors	should	try	to	understand	and	document	complex	relationships	by	pre-

senting	them	graphically	in	a	lowchart.
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•	 Auditors	should	familiarize	themselves	with	the	templates	and	rules	according	

to	which	internal	lowcharts	are	generated	so	that	they	can	apply	them	appro-

priately.
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4.1.3.3 IT Tools

KEy	Points	 •••

•	 It	 applications	 are	 commonly	 used	 as	 technical	 support	 tools	 in	 conducting	

audit	activities.

•	 he	SAP	Audit	Information	System	(AIS)	allows	users	to	select	and	present	i-

nancial	data	in	particular.

•	 he	internal	control	management	tool	supports	all	process	documentation,	in-

cluding	that	of	the	internal	controls	in	accordance	with	SOx.

•	 he	 risk	 management	 tool	 is	 used	 to	 document	 and	 track	 all	 risks	 reported	

throughout	the	company.

It	applications	are	commonly	used	as	technical	support	tools	in	conducting	audit	

activities.	he	large	number	of	diferent	systems	can	be	broadly	split	into	two	cate-

gories:

•	 Computer-based	audit	systems	that	allow	users	to	process	an	entire	audit	must	

map	and	support	all	the	phases	of	the	audit	process	model	used	(see	Section	D,	

Chapter	4).

•	 In	 addition,	 there	 are	 a	 number	 of	 computer-based	 audit	 systems	 with	 func-

tions	that	focus	on	speciic	tasks,	for	example	data	selection	and	analysis,	pro-

cess	description,	risk	assessment,	and	the	creation	of	audit	reports.	hese	func-

tions	form	part	of	an	overall	computer-based	audit	system.	hey	can	generally	

be	used	in	each	phase	of	the	Audit	roadmap,	from	planning	and	preparation	

through	execution,	reporting,	and	follow-up.

he	 SAP	 Audit	 Information	 System	 (AIS),	 which	 is	 one	 of	 SAP’s	 application	

programs,	supports	individual	test	procedures.	he	main	tasks	of	the	SAP	AIS	are:

•	 structured	collection	of	the	required	data	by	presetting	parameters	for	standard	

SAP	reports	and	audit-speciic	analyses;

it	Applications	as	
technical	support	tools

it	Applications	as	
technical	support	tools
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•	 tailored	presentation	and	coordination	of	data;

•	 transfer	of	document	data,	account	balances,	and	balance	sheet	data	to	user	sys-

tems	for	further	processing;	and

•	 online	controls	to	detect	fraud.

he	functions	of	the	SAP	AIS	allow	auditors	to	improve	the	audit	process	and	audit	

quality,	particularly	during	the	execution	phase.	It	therefore	serves	as	the	auditor’s	

toolbox	in	an	SAP	environment.	For	example,	AIS	has	an	on-screen	menu	with	the	

most	 important	reports	and	analyses	structured	 for	 the	purpose.	Particularly	 for	

inancial	audits,	it	ofers	reporting	programs	with	preset	control	parameters,	which	

auditors	can	access	through	individual	screen	selection.	One	of	the	main	functions	

of	the	AIS	is	to	ofer	users	the	option	to	select	and	analyze	documents,	accounts,	

and	balance	sheet	captions	as	part	of	inancial	audits.

Another	 It	 tool	 that	 can	 support	 ieldwork	 activities	 is	 the	 internal	 control	

management	tool.	In	conjunction	with	the	process	documentation	required	under	

SOx,	this	tool	helps	meet	the	requirements	of	sections	302	and	404	in	particular.	

his	tool	is	also	useful	for	assessing	the	controls	identiied	in	the	Monitor	and	Eval-

uate	domain	of	the	COBIt®	framework	for	It	governance.	It	primarily	supports	

the	documentation	of	business	processes	and	of	each	process	step,	 including	the	

relevant	internal	controls,	the	status	assessment,	as	well	as	manual	and	computer-

assisted	testing	of	the	internal	control	system.	In	addition,	the	tool	provides	auto-

matic	 reports	 and	 analytical	 diagrams,	 which	 are	 intended	 to	 help	 management	

understand	the	application	of	internal	controls	and	track	their	efectiveness.	

Main	functions	of	the	internal	control	management	tool:

•	 documentation	of	all	business	processes	and	internal	controls	across	the	compa-

ny’s	main	areas	of	activity;

•	 annual	assessment	of	the	structure	and	content	of	the	internal	controls	to	test	

their	efectiveness	and	eiciency;

•	 support	 for	 the	 detection	 of	 control	 weaknesses	 and	 monitoring	 of	 measures	

implemented	to	eliminate	them;

•	 documentation	of	process	and	control	changes;

•	 preparation	of	reports	on	internal	controls;	and

•	 support	for	the	audit	activities	of	external	auditors.

An	 important	 advantage	 of	 this	 application	 is	 that	 it	 consistently	 documents	 all	

business	units	and	their	business	processes.	he	internal	control	management	tool	

also	deines	a	uniform	documentation	standard	throughout	the	company	and	sup-

ports	and	monitors	the	central	quality	assurance	and	implementation	of	the	inter-

nal	control	system	to	ensure	compliance.	he	application	also	supports	the	report-

ing	system	required	under	SOx	and	provides	management	with	a	status	report	to	

conirm	a	functioning	internal	control	system.
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he	internal	control	management	tool	supports	Internal	Audit	in	auditing	the	

implementation	of	SOx	(see	Section	C,	Chapter	8	and	Section	D,	Chapter	14).	his	

applies	 to	all	 three	areas	 related	 to	SOx,	 such	as	 support	 for	process	design	and	

documentation,	auditing	the	design	of	processes	and	implemented	controls	(design	

assessment),	and	testing	the	internal	controls.	he	information	from	the	tool	helps	

create	the	work	program	and	the	working	papers.	In	connection	with	reporting	and	

follow-up	audits,	the	tool	can	also	be	used	to	query,	document,	and	monitor	the	

present	status	of	respective	entity	to	reconcile	Internal	Audit’s	reports.

Another	It	tool	for	conducting	audit	activities	may	be	an	operational	risk	man-

agement	tool.	Such	an	application	supports	global	risk	management	with	standard-

ized	application	functions	(for	details	on	the	integration	of	Internal	Audit	and	risk	

Management,	see	Section	D,	Chapter	2.2).	Based	on	the	company’s	organization,	it	

guarantees	that	those	responsible	are	alerted	to	the	various	risks	and	thus	able	to	

respond	adequately.

Main	objectives	of	the	risk	management	tool	are:

•	 he	risk	managers	in	the	operational	business	units	use	the	tool	as	a	basis	for	

applying	standard	rules	throughout	the	company	to	identify,	assess,	and	report	

risks	and	track	them	with	the	necessary	measures.

•	 For	this	purpose,	the	tool	has	diferent	views	that	allow	comprehensive	analysis	

of	the	organizational	units,	activities,	and	risks.

•	 he	people	responsible	must	continually	reassess	the	risks	on	the	basis	of	the	

risk	management	guidelines.

•	 In	addition,	management	can	assess	those	risks	that	are	relevant	from	its	point	

of	view.

to	meet	these	objectives,	risks	are	identiied	and	assessed	in	predeined	processes	

and	activities.	to	this	end,	users	deine	the	response	strategy	and	ongoing	risk	mon-

itoring	method	in	the	system.	risk	analyses	allow	them	to	generate	risk	summaries	

as	well	as	the	corresponding	breakdown	across	all	organizational	units.	to	guaran-

tee	that	the	information	it	provides	is	always	up	to	date,	the	risk	management	tool	

is	fully	integrated	into	the	systems	supplying	the	data.

Internal	Audit	reports	any	risks	identiied	during	an	audit	to	the	responsible	risk	

manager	who	enters	them	in	the	risk	management	tool	so	that	they	can	be	processed	

further,	tracked	jointly,	and	ultimately	reviewed	as	part	of	the	follow-up	audit.	

Hints	AnD	tiPs	 ;

•	 Auditors	should	always	familiarize	themselves	thoroughly	with	the	functions	of	

the	It	applications	available.	If	needed,	they	should	attend	training	courses.
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4.2 Use of Working Papers

4.2.1 Requirements for the Documentation of Fieldwork

KEy	Points	 •••

•	 he	working	papers	map	the	ieldwork	conducted	and	thus	document	the	actual	

audit	process.

•	 Working	papers	are	either	prepared	by	Internal	Audit	itself,	or	they	are	external	

source	documents.

•	 he	auditors	have	the	main	responsibility	for	preparing	the	working	papers.

•	 Working	papers	can	be	iled	according	to	diferent	criteria.

•	 Due	to	the	sensitive	nature	of	the	data	they	contain,	working	papers	are	subject	

to	strict	access	control.

he	results	of	audit	activities	must	be	documented	truthfully,	consistently,	clearly,	

and	completely,	with	a	comprehensible	description	of	all	material	details.	his	in-

volves	both	the	contents	of	a	ieldwork	activity	and	the	procedure	itself.	his	docu-

mentation	of	ieldwork	activities	 is	referred	to	as	“working	papers”	to	express	 its	

connection	with	the	work	results.	he	basic	requirements	for	proper	documenta-

tion	apply	to	all	types	of	ieldwork	activities	(see	Section	B,	Chapter	4.1.2),	although	

there	are	diferent	types	of	documents,	depending	on	the	nature	of	the	audit.	In	ad-

dition	to	the	working	papers	which	are	mandatory,	other	documents	can	be	created	

as	optional	extras;	they	contain	information	beyond	the	minimum	information	re-

quirement.

Proper	documentation	ensures	that	Internal	Audit	meets	three	important	obli-

gations	of	audit	work:

•	 In	connection	with	the	reports	on	the	audit	conducted	(for	details	on	reporting,	

see	Section	B,	Chapter	5),	the	documentation	in	the	working	papers	provides	

suicient	evidence,	which	can	be	accessed	at	any	time.	his	gives	the	indings	

in	 the	 audit	 reports	 a	 veriiable	 content	 quality	 and	 makes	 the	 audit	 results	

clearly	traceable,	even	for	third	parties.	he	audit	thus	becomes	demonstrably	

separable	 from	the	person	of	 the	auditor.	 If	 there	are	claims	that	 the	auditor	

may	be	biased,	they	can	be	substantiated	or	refuted	on	the	basis	of	the	docu-

mentation.

•	 Proper	documentation	also	ensures	that	the	audit	method	complies	with	Inter-

nal	Audit’s	principles.	If	a	dispute	were	to	arise	with	the	auditees	about	the	audit	

indings,	it	is	always	very	important	to	have	evidence	that	the	principles	of	au-

diting	have	been	observed.

•	 he	documentation	not	only	records	the	actual	ieldwork	activities,	it	also	forms	

the	basis	for	reporting	on	the	audit	indings.	he	documentation	thus	also	pro-

vides	process	support	for	large	parts	of	the	Audit	roadmap.	For	example,	the	

documentation	of	pre-investigations	can	be	used	to	prepare	for	the	subsequent	

audit.	In	addition,	the	documentation	may	form	part	of	the	closing	meetings.	

Basic	RequirementsBasic	Requirements

Meeting	of	obligationsMeeting	of	obligations
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he	points	that	have	been	documented	can	also	form	the	basis	for	expert	discus-

sions	and	the	exchange	of	knowledge,	especially	in	international	teams.

he	working	papers	are	an	indication	of	the	audit	quality	in	general.	his	needs	to	

be	considered	because	queries	by	diferent	groups	of	addressees	or	their	requests	for	

information	 may	 oten	 require	 access	 to	 this	 documentation.	 Accordingly,	 the	

working	papers	may	serve	as	discussion	or	evidence	documents,	 for	example	for	

queries	from	the	Board,	the	unit	requesting	the	audit,	Internal	Audit	management,	

the	Audit	Committee,	or	the	external	auditors.

Working	papers	break	down	into	primary,	or	direct,	documents	and	documents	

that	are	secondary,	or	indirect,	from	Internal	Audit’s	perspective.	Direct	documents	

are	 always	 prepared	 by	 Internal	 Audit	 itself,	 and	 indirect	 documents	 are	 source	

documents	in	the	form	of	originals,	copies,	or	references	to	sources.	Indirect	docu-

ments	are	subject	to	the	same	referencing,	archiving,	and	retention	requirements	as	

direct	 documents.	 Since	 they	 are	 not	 created	 internally,	 indirect	 working	 papers	

must	be	included	in	the	electronic	archive	as	copies,	with	information	such	as	“re-

ceived	from/distributed	by,”	the	date	of	receipt,	and	the	auditor’s	initials	(for	refer-

encing	see	Section	B,	Chapter	4.2.3;	for	archiving	see	Section	D,	Chapter	4.1.2).

he	preparation	of	working	papers	is	subject	to	certain	organizational	require-

ments.	 Each	 auditor	 always	 has	 the	 main	 responsibility	 for	 preparing	 the	 docu-

ments,	both	during	and	immediately	ater	ieldwork.	Even	though	the	audit	 lead	

and	Audit	Manager	have	ultimate	responsibility	for	quality	assurance,	each	auditor	

has	 to	prepare	and	maintain	 the	working	papers	with	 the	necessary	attention	 to	

detail.	Working	papers	may	be	compiled	by	hand	or	entered	directly	into	a	system	

(which	is	normally	more	expedient,	because	it	makes	it	easier	to	access	the	infor-

mation	again,	e.g.,	to	lit	text	blocks	for	the	report).

During	an	audit,	working	papers	can	be	iled	according	to	diferent	criteria,	for	

example	by	organizational	criteria	or	by	subject.	If	the	working	papers	are	iled	ac-

cording	 to	 organizational	 criteria,	 they	 are	 assigned	 to	 the	 individual	 audit	 ele-

ments,	such	as	reporting	or	the	closing	meeting.	If	they	are	structured	according	to	

subject,	 the	 auditor	 can	 distinguish	 between	 documents	 on	 licensing	 and	 docu-

ments	on	asset	accounting,	for	example.

All	working	papers	 should	be	available	before	 the	 reports	are	compiled.	like	

almost	all	Internal	Audit	documents,	they	contain	very	sensitive	data,	which	means	

that	 the	auditors	 should	control	access	 to	 them	strictly.	While	 the	audit	 is	being	

conducted,	only	the	relevant	auditor	and	the	audit	lead	should	have	access	to	the	

documentation.	Once	the	audit	has	been	completed,	access	can	be	extended	to	the	

Audit	Manager	and	the	CAE.

Documents	with	special	evidentiary	value	must	be	considered	separately.	If	nec-

essary,	they	can	be	used	in	a	court	of	law.	In	such	cases,	Internal	Audit	should	co-

operate	with	the	legal	department	to	ensure	that	all	necessary	information	is	dis-

closed	 and	 that	 it	 complies	 with	 the	 rules	 of	 legal	 practice.	 In	 this	 context,	 the	

attorney-client	privilege	should	also	be	considered.	Similar	arrangements	apply	if	

parts	of	the	documentation	are	to	be	used	for	other	purposes,	e.g.,	publication.	he	
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correct	procedure	in	such	cases	must	be	coordinated	with	the	legal	department	and	

the	Board.

In	the	context	of	proper	documentation,	the	question	of	a	permanent	ile	as	a	

long-term	documentation	tool	is	oten	discussed	in	relation	to	a	speciic	audit	ob-

ject.	his	form	of	documentation	is	useful	in	more	static	organizations.	he	organi-

zational	and	process	structures	of	internationally	focused	companies	that	operate	

in	a	fast-moving	environment	tend	to	change	more	frequently.	For	the	longer-term	

perspective	of	Internal	Audit,	this	means	that	the	audit	cycle	(of	around	one	to	two	

years)	carries	more	weight	 than	 the	audit	object.	Providing	 they	are	comparable	

over	several	cycles,	the	documented	cycles	can	be	linked	to	each	other	with	an	in-

dex	or	cross-referencing.

Hints	AnD	tiPs	 ;

•	 During	the	entire	audit,	auditors	should	regularly	coordinate	the	working	pa-

pers	with	the	audit	lead	and	seek	his	or	her	feedback.

•	 Always	compile	the	working	papers	during	or	immediately	ater	ieldwork.

LinKs	AnD	REFEREncEs	 e

•	 HuBBArD,	l.	2000.	Audit	Working	Papers.	Internal Auditor	(April	2000):	21–23.

•	 InStItutE	OF	IntErnAl	AuDItOrS.	2001.	Practice Advisory 2240-1: Engagement 

Work Program. Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 InStItutE	OF	IntErnAl	AuDItOrS.	2001.	Practice Advisory 2240.A1-1: Approval 

of Work Programs.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 InStItutE	OF	IntErnAl	AuDItOrS.	2001.	Practice Advisory 2330-1: Recording In-

formation. Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 InStItutE	OF	IntErnAl	AuDItOrS.	2001.	Practice Advisory 2330.A1-1: Control of 

Engagement Records.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 InStItutE	OF	IntErnAl	AuDItOrS.	2001.	Practice Advisory 2330.A1-2: Legal Con-

siderations in Granting Access to Engagement Records.	Altamonte	Springs,	Fl:	he	Insti-

tute	of	Internal	Auditors.

•	 InStItutE	OF	IntErnAl	AuDItOrS.	2001.	Practice Advisory 2330.A2-1: Retention 

of Records. Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

4.2.2 Structure and Content of Working Papers

KEy	Points	 •••

•	 Standard	 templates	 for	 working	 papers	 ensure	 that	 ieldwork	 is	 documented	

fully	and	in	a	common	format.

•	 here	are	mandatory	working	papers	as	well	 as	working	papers	 that	are	pre-

pared	only	as	needed.

Permanent	FilePermanent	File
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At	 gIAS,	 the	 working	 papers	 are	 designed	 as	 standard	 templates	 to	 ensure	 that	

ieldwork	is	documented	fully	and	in	a	uniform	format.	However,	for	speciic	ield-

work	activities,	such	as	interviews	over	the	internet	or	videoconferences,	it	is	always	

possible	to	prepare	specially	structured	minutes	and	a	special	agenda.	If	newly	de-

veloped	working	papers	prove	useful,	they	are	introduced	as	standard	templates	for	

future	use.	he	existing	working	paper	templates	thus	provide	a	basic	set	of	tools	to	

which	further	examples	can	be	added	as	the	auditors	proceed.

he	 work	 done	 sheets	 are	 the	 only	 working	 papers	 which	 are	 mandatory	 for	

each	internal	audit	at	SAP.	Work	done	sheets	contain	the	aggregated	documenta-

tion	of	individual	audit	tasks	and	content	and	the	associated	ieldwork	with	regard	

to	a	main	audit	topic.	In	the	work	done	sheet	template,	the	audit	title	and	number,	

the	topic	of	the	relevant	work	done	sheet,	and	the	creation	date	are	speciied.	his	

information	is	followed	by	a	list	of	the	actual	test	procedures	for	each	work	package	

and	 the	 indings	 made;	 any	 risks	 are	 also	 stated	 and	 possible	 recommendations	

given.

he	 individual	work	done	 sheets	 should	be	created	even	when	no	indings	were	

made.	In	addition	to	these	mandatory	working	papers,	there	are	a	number	of	other	

documents	that	are	used	only	as	required.	gIAS	currently	has	the	following	docu-

ments:

•	 he	audit	summary	which	gives	an	overview	of	all	work	done	sheets	ordered	by	

the	main	audit	topics	covered	in	the	audit.

standard	templatesstandard	templates
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•	 Interview	records	and	minutes	of	meetings,	which	are	oten	subject	to	the	same	

formal	 rules	 from	 an	 auditing	 perspective.	 However,	 to	 record	 a	 general	 ex-

change	of	ideas	rather	than	a	speciic	meeting,	auditors	should	use	a	blank	form	

or	create	a	new	template.

•	 A	form	for	audit	notes,	which	auditors	can	use	to	record	unusual	or	irregular	

events.

•	 A	template	to	summarize	the	audit	of	a	speciic	object,	e.g.,	a	contract,	so	that	

important	information	is	readily	to	hand	for	comparisons.

•	 An	overview	of	all	documents	prepared	as	part	of	an	analysis.

•	 A	memorandum	for	an	internal	status	report	or	the	creation	of	an	interim	re-

port	so	that	a	decision	on	further	audit	steps	can	be	taken.

•	 Question	catalogs	(see	Section	B,	Chapter	4.1.3.1)	as	templates	for	the	relevant	

ieldwork.

•	 A	document	for	recording	unresolved	questions,	intended	as	an	aide-mémoire	

to	plan	further	ieldwork	or	support	the	next	test	procedures.

•	 A	list	of	contacts.

•	 A	list	of	references	(see	Section	B,	Chapter	4.2.3).

One	of	the	more	important	working	papers	that	are	used	only	as	needed	is	the	audit	

summary.	he	audit	summary	gives	an	overview	of	all	work	done	sheets	according	

Audit	summaryAudit	summary

Fig. 15 Audit Summary
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to	their	topics.	he	audit	summary	template	shown	below	gives	the	title,	the	audit	

number,	the	topic	of	the	summary	and	of	the	work	done	sheets,	and	the	creation	

date.	In	addition	to	the	work	done	sheets,	the	audit	summary	also	contains	a	sum-

mary	of	the	observations	and	indings	as	well	as	an	overall	assessment	and	conclu-

sion	of	the	audit	result.

Hints	AnD	tiPs	 ;

	•	 Before	writing	the	audit	summary,	auditors	should	agree	the	working	papers	on	

which	the	summary	is	based	with	their	audit	lead.

•	 Auditors	 should	 leave	 the	 working	 papers	 they	 have	 written	 for	 a	 while	 and	

critically	review	them	later.

4.2.3 Referencing of Working Papers 

KEy	Points	 •••

•	 referencing	provides	signiicant	support	for	the	administration	of	the	working	

papers	and	other	documents.

•	 to	ensure	a	uniform	procedure,	SAP	speciies	both	process-related	and	content-

related	standard	references.

•	 his	framework	also	allows	for	any	kind	of	audit-speciic	referencing.

In	order	to	provide	a	clear	structure	for	the	large	number	of	working	papers	and	

other	documents	and	to	make	these	papers	easier	to	handle,	a	reference	framework	

should	be	deined.	his	gives	the	organization	of	the	documents	a	uniform	struc-

ture,	which	allows	users	to	access	individual	documents	at	any	time	or	to	access	a	

more	 detailed	 level	 while	 they	 are	 systematically	 working	 through	 the	 summary	

levels.	 referencing	 also	 signiicantly	 facilitates	 and	 supports	 report	 analyses	 and	

quality	assurance	measures.

SAP	 uses	 referencing	 to	 link	 the	 individual	 working	 papers	 with	 each	 other.	

referencing	is	a	structured	index,	where	each	ID,	or	identiication	number,	occurs	

only	once	and	can	be	localized	in	any	relation	to	the	subordinated	or	supraordi-

nated	ID.	he	reference	can	be	established	during	a	subphase	(e.g.,	working	papers)	

or	as	a	 linking	element	between	diferent	subphases	of	 the	Audit	roadmap.	his	

allows	users	to	assign	an	interview	record	to	a	work	done	sheet,	for	example,	and	to	

make	reference	to	the	work	program.

to	use	referencing	lexibly	without	compromising	unique	identiication,	the	fol-

lowing	points	should	be	observed:

•	 A	unique	and	self-explanatory	terminology	must	be	speciied	for	all	audits.	he	

rules	for	identifying	the	relevant	documents	must	have	a	globally	uniform	basis.	

to	this	end,	it	is	a	good	idea	to	use	the	Audit	roadmap.	herefore	an	index	for	

each	phase	of	the	process	model	was	created	at	SAP:	

need	for	a	Referencing	
Framework
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■	 Audit	planning	and	preparation:	reference	A;

■	 Audit	execution	in	general:	reference	B;

■	 Speciic	audit	execution:	reference	C;

■	 reporting:	reference	D.

v
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management letters
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his	structure,	which	follows	the	Audit	roadmap,	provides	signiicant	support	for	

the	breakdown	and	assignment	of	working	papers.	It	also	makes	it	much	easier	for	

third	parties	to	use	the	referencing	system.

•	 he	second	dimension	of	referencing	relates	to	content.	he	standard	reference	

(irst	numeric	classiication)	identiies	the	audit	topic	to	be	documented	and/or	

the	type	of	document	or	report.	Standard	references	may	have	either	a	single	

digit	or	several	digits.

•	 Within	this	standard	reference	framework,	the	lower-level	referencing	structure	

can	be	used	freely,	i.e.,	the	audit-speciic	references	are	constructed	in	relation	

to	the	nature	and	extent	of	the	working	papers.	his	system	has	to	work	on	a	

one-to-one	basis	so	that	each	document	can	be	uniquely	assigned.

Since	referencing	is	standardized	to	a	large	extent	by	linking	the	Audit	roadmap	

and	 audit	 contents,	 it	 allows	 users	 above	 all	 to	 create	 a	 uniform	 documentation	

system	at	a	global	level.	Audit	leads	are	still	free	to	keep	a	regular	check	on	referenc-

ing	during	the	audit.	his	approach	is	recommended	for	audits	 involving	several	

auditors.

Hints	AnD	tiPs	 ;

•	 Auditors	must	 follow	the	standard	referencing	rules	 for	all	 their	working	pa-

pers.

•	 Auditors	must	ensure	that	all	documents	are	referenced	consistently.

Use	of	ReferencingUse	of	Referencing
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5	 Reporting
5.1 Basics of Reporting

5.1.1 Professional Principles

Key	Points	 •••

•	 he	results	of	the	ieldwork	conducted	by	Internal	Audit	are	summarized	and	

documented	in	an	audit	report.

•	 he	 reporting	 principles	 for	 external	 auditors	 apply	 also	 to	 Internal	 Audit’s	

work.

•	 Impartial	reporting	must	be	complete,	truthful,	and	clear.

•	 To	ensure	that	the	information	is	optimized,	the	reports	should	be	made	avail-

able	as	quickly	as	possible.

•	 Depending	on	the	addressee,	there	are	diferent	reporting	formats	and	writing	

styles.

he	results	of	the	ieldwork	conducted	by	Internal	Audit	are	compiled	into	a	inal	

audit	report,	which	contains	objective,	expertise-based	information	on	the	results	

of	the	audit.	At	the	same	time,	the	audit	report	serves	as	a	record	of	the	work	per-

formed	by	Internal	Audit	employees.	he	IIA	has	issued	professional	guidelines	for	

proper	reporting.

External	auditors’	reports	must	be	complete,	impartial,	and	accurate.	he	AICPA	

provides	 guidance	 for	 the	 completion	 of	 audit	 work	 and	 standardized	 reporting	

practices	for	external	auditors.	Internal	auditors	can	follow	these	standards	as	well.	

he	following	paragraphs	provide	a	brief	explanation	of	main	principles	of	report-

ing	and	communication,	including	completeness,	truthfulness,	and	clarity.

he	 requirement	 of	 completeness	 prescribes	 that	 all	 material	 indings	 be	 in-

cluded	in	the	audit	report.	herefore,	this	requirement	is	very	closely	related	to	the	

materiality	principle.	Speciically,	the	auditors	should	include	in	the	report	all	infor-

mation	 that	 may	 inluence	 the	 report	 addressees’	 assessment	 of	 the	 situation.	 In	

addition,	audit	indings	must	be	supported	by	evidential	matter.

Internal	audit	reports	meet	the	requirement	of	 truthfulness	when	the	present	

conditions	are	presented	as	they	currently	exist.	Internal	Audit	must	not	include	its	

own	interpretations	of	the	situation	but	should	rely	on	facts.	

Audit	reports	that	focus	on	clarity	help	the	users	to	accurately	interpret	the	in-

formation.	herefore,	auditors	should	formulate	the	report	so	that	it	is	coherent	and	

clearly	describes	the	current	condition.	In	addition,	the	structure	of	the	report	has	

to	be	organized	and	logical,	and	the	terms	used	must	convey	reality	accurately.

To	ensure	that	the	information	is	optimized,	the	reports	should	be	made	avail-

able	in	a	timely	manner,	i.e.,	shortly	ater	completion	of	the	audit.	his	will	help	the	

auditees	implement	the	recommended	measures	and	derive	a	beneit	from	the	audit	

quickly.

Content		
of	the	Audit	Report
Content		
of	the	Audit	Report
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Audit	reports	may	be	issued	to	various	levels	within	the	organization.	Auditors	

may	use	diferent	reporting	formats	or	styles	for	audit	indings	and	recommenda-

tions	when	addressing	these	diferent	audiences.	Auditors	should	choose	wording	

that	matches	the	appropriate	reporting	style.	he	following	chapters	deal	with	these	

aspects	in	detail.

Hints	And	tiPs	 ;

•	 Auditors	should	read	their	reports	critically	to	make	sure	that	they	comply	with	

the	relevant	reporting	principles.

•	 Auditors	from	other	audit	teams	should	also	review	the	reports,	e.g.,	for	compli-

ance	with	quality	and	readability	principles.

LinKs	And	RefeRenCes	 e

•	 BAlAkrAn,	l.	2007.	A	Solid	reporting	line. Internal Auditor (February	2007):	96.

•	 InSTITuTE	 oF	 InTErnAl	 AuDITorS.	2001.	Practice Advisory 2400-1: Legal Con-

siderations in Communicating Results.	Altamonte	Springs,	Fl:	he	 Institute	of	 Internal	

Auditors.

•	 InSTITuTE	oF	InTErnAl	AuDITorS.	2001.	Practice Advisory 2410-1: Communica-

tion Criteria. Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 InSTITuTE	 oF	 InTErnAl	 AuDITorS.	 2001.	 Practice Advisory 2420-1: Quality of 

Communications. Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 InSTITuTE	oF	InTErnAl	AuDITorS.	2001.	Practice Advisory 2440-1: Recipients of 

Engagement Results. Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 InSTITuTE	 oF	 InTErnAl	 AuDITorS.	 2001.	 Practice Advisory 2440-2: Commu-

nications Outside the Organization.	 Altamonte	 Springs,	 Fl:	 he	 Institute	 of	 Internal	

Auditors.	

•	 InSTITuTE	 oF	 InTErnAl	 AuDITorS.	2003.	Practice Advisory 2440-3: Communi-

cating Sensitive Information Within and Outside of the Chain of Command.	Altamonte	

Springs,	Fl:	he	Institute	of	Internal	Auditors.

5.1.2 Integration into the Audit Roadmap

Key	Points	 •••

•	 reporting	is	one	of	the	main	phases	of	the	Audit	roadmap.

•	 A	clear	link	between	the	working	papers	and	the	individual	indings	in	the	re-

port	must	be	established.

•	 he	audit	reports	form	the	basis	for	the	follow-up	phase.

Report	formats	and	
styles	of	Writing

Report	formats	and	
styles	of	Writing
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he	fourth	phase	of	the	Audit	roadmap	is	the	reporting	phase.	It	forms	a	conclu-

sion	phase	because,	ater	the	audit	activities	have	been	completed,	the	audit	results	

are	processed	into	the	diferent	audit	reports	which	are	then	made	available	to	the	

parties	concerned.	reporting	also	represents	the	transition	to	the	next	phase	of	the	

Audit	roadmap:	he	follow-up	phase	starts	when	the	inal	audit	reports	have	been	

released.

he	reports	are	primarily	based	on	the	working	papers	(see	Section	B,	Chapter	

4.2).	reference	is	made	to	both	the	work	done	sheets	and	the	working	papers	on	

individual	activities	such	as	minutes,	interview	notes,	and	question	catalogs.	Sec-

ondary	documents,	i.e.	original	documents	produced	from	notes	by	third	parties,	

may	also	be	used	to	create	audit	reports.

he	audit	summary	is	the	link	between	the	working	papers	and	the	actual	audit	

report	(see	Section	B,	Chapter	4.2.2).	he	audit	summary	lists	the	work	done	sheets,	

and	from	there	the	auditors	can	cross-reference	to	the	individual	documents.	he	

links	can	be	established	uniquely	through	the	name	and	number	of	the	audit	(see	

Section	B,	Chapter	4.2.3).	he	information	is	then	incorporated	into	the	individual	

indings	of	the	implementation	report	and	selectively	into	subsequent	reports,	e.g.,	

the	management	summary.

he	clarity	and	speciicity	of	the	audit	indings	form	the	basis	for	an	efective	

follow-up	process	(see	Section	B,	Chapter	6).	only	if	the	recommendations	are	for-

mulated	 comprehensibly	 and	 constructively	 can	 implementation	 and	 control	 be	

performed	 to	 an	 appropriate	 extent	 and	 with	 reasonable	 efort.	 he	 follow-up	 is	

thus	based	on	reporting	and	is	therefore	dependent	on	the	audit	report,	in	terms	of	

both	time	and	content.

Hints	And	tiPs	 ;

•	 If	the	auditors	have	to	communicate	indings	that	are	sensitive,	they	should	con-

sult	with	the	Audit	Manager	or	the	audit	lead	before	such	indings	are	included	

in	the	report.

•	 When	writing	the	report,	auditors	can	already	think	of	activities	for	the	follow-up,	

i.e.,	possible	measures	to	ensure	that	their	recommendations	are	implemented.

5.1.3 Overview of the Main Report Formats

Key	Points	 •••

•	 All	results	of	the	audit	activities	must	be	adequately	documented	in	the	form	of	

reports.

•	 here	are	audit-related	and	periodic	reports.

•	 he	 audit-related	 reports	 provide	 an	 assurance	 of	 proper,	 comprehensive	 re-

porting	tailored	to	individual	needs.

nature	of	Reportingnature	of	Reporting
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All	results	of	the	audit	activities	conducted	by	Internal	Audit	must	be	documented	

without	exception.	he	report	 format	depends	on	the	procedures	applied	during	

the	audit,	and	on	the	audit	objectives	and	thus	the	contents.	For	this	reason,	a	spe-

ciic	predeined	report	format	should	be	used	to	report	on	each	type	of	audit.

he	diagram	below	shows	the	overall	structure	of	the	reporting	system	of	Inter-

nal	Audit	at	SAP.	here	are	two	main	areas,	individualized,	audit-related	reporting	

and	standardized	periodic	reporting.	Audit-related	reporting	covers	primarily	all	

reports	that	must	be	prepared	within	a	clearly	deined	timeframe	and	relate	directly	

to	a	speciic	audit.	Calculations	based	on	timesheets	(see	Section	A,	Chapter	4.7)	

have	revealed	that	it	takes	on	average	around	two	to	four	weeks	to	write,	coordinate,	

and	distribute	the	reports.	his	applies	particularly	to	all	standard	and	special	au-

dits	conducted	on	the	basis	of	the	Audit	roadmap.	For	ad-hoc	audits,	the	reports	

are	produced	within	a	shorter	time.	Since	information	from	ad-hoc	audits	is	oten	

required	quickly,	the	reports	usually	have	to	be	written	within	a	matter	of	days.	he	

preparation	time	for	the	audit	reports	also	includes	time	to	discuss	the	drats.	he	

actual	writing	of	the	report	should	be	completed	in	a	shorter	time.

Periodic	reports	refer	to	all	audits	and	other	activities	that	Internal	Audit	has	per-

formed	within	the	reporting	period.	heir	main	purpose	is	to	present	a	summary	

of	 signiicant	audit	indings,	key	igures,	 and	project	 content.	unlike	 the	 reports	

mentioned	thus	far,	these	reports	do	not	relate	to	audits	directly	(for	more	informa-

tion,	see	Section	B,	Chapter	5.4).

Among	the	audit-related	report	formats	presented	above,	the	implementation	

report,	the	management	summary,	and	the	Board	Summary	are	of	particular	im-

need	for	diferent	
Report	formats

need	for	diferent	
Report	formats

Audit-Relevant	
Reporting	system

Audit-Relevant	
Reporting	system

Periodic	ReportsPeriodic	Reports

important	Report	
formats

important	Report	
formats

Fig. 17 Reporting Structure
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portance	 (on	 the	 contents	 of	 these	 report	 formats,	 see	 Section	 B,	 Chapters	 5.1.4,	

5.2.3,	5.2.4,	and	5.2.5).	hese	reports	form	the	core	of	Internal	Audit’s	reporting	and	

are	therefore	closely	related	to	each	other	and	are	used	for	most	audits	(see	Section	

B,	Chapter	5.2).	Although	in	terms	of	content	they	always	refer	to	a	single	audit,	

they	use	diferent	forms	of	presentation.

he	various	 reports	are	 tailored	 to	 their	 respective	 target	groups,	 in	 terms	of	

both	detail	and	emphasis.	In	spite	of	these	diferences,	a	clear	internal	link	must	be	

maintained,	i.e.,	the	diferent	report	formats	have	to	be	consistent	and	the	way	they	

build	on	or	relate	to	each	other	must	be	traceable.

he	other	reports	mentioned	in	the	above	diagram	cover	further	speciic	objec-

tives.	hey	include	priority	Board	issues,	the	memorandum,	and	the	presentation	of	

results.	 hese	 reports	 difer	 in	 results	 and	 format	 and	 generally	 respond	 to	 very	

speciic	information	needs.	Additional	report	formats	may	be	speciied	at	any	time,	

for	example	review	reports,	activity	catalogs,	action	plans,	etc.

Hints	And	tiPs	 ;

•	 Auditors	should	be	clear	about	the	signiicance	of	each	report	format.

•	 It	is	advisable	to	summarize	the	speciic	criteria	of	each	report	format	in	a	table.

•	 If	possible,	auditors	should	look	at	the	reports	of	other	companies,	sectors,	or	

audit	institutes	to	identify	best	practices	in	reporting.

5.1.4 Overview of Report Contents

Key	Points	 •••

•	 For	most	audits,	particularly	important	in	terms	of	reporting	are:	implementa-

tion	report,	management	summary,	and	Board	summary.

•	 he	reports	are	tailored	to	the	situation	and	addressees	by	using	reporting-spe-

ciic	terminology.

•	 he	reports	must	present	all	the	relevant	content	and	explain	indings	and	rec-

ommendations	clearly	and	unambiguously.

•	 Because	they	have	to	deal	with	diferent	target	groups,	all	auditors	must	com-

ply	with	certain	rules	when	preparing	an	audit	report,	especially	with	regard	to	

structure.

•	 It	must	be	possible	to	trace	the	management	summaries	and	Board	summaries	

back	to	the	individual	items	in	the	implementation	report.

For	audits	across	national	and	regional	boundaries,	the	audit	teams	cooperate	on	a	

worldwide	basis	and	jointly	produce	the	necessary	audit	reports.	Since	the	reports	

are	produced	and	analyzed	by	diferent	people,	they	should	be	standardized	as	far	

as	possible	so	that	all	employees	involved	assess	and	interpret	them	in	the	same	way.	

diferent	target	Groupsdiferent	target	Groups

other	Report	formatsother	Report	formats

types	of	Audit	Reportstypes	of	Audit	Reports
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It	is	therefore	advisable	to	prepare	them	on	the	basis	of	standard	rules	that	apply	

throughout	the	company.	he	standard	report	package	created	by	GIAS	includes	

the	implementation	report,	 the	management	summary,	and	the	Board	summary,	

each	with	a	diferent	emphasis,	and	may	also	include	attached	memorandums.	hey	

are	briely	described	below	(for	more	details,	see	Section	B,	Chapter	5.2).

he	implementation	report	is	primarily	a	description	of	observations	and	ind-

ings	made	during	the	audit.	he	circumstances	are	presented	from	an	operational	

perspective,	 i.e.	 predominantly	 related	 to	 processes,	 controls,	 risks,	 and	 inance.	

he	report	is	used	to	explain	the	audit	results	to	the	company’s	operational	manage-

ment.	Each	audit	result	is	presented	separately,	the	description	of	each	inding	bro-

ken	down	by	topic.	It	should	include	the	following	elements:

•	 clear	presentation	of	the	issue	identiied	during	the	audit,

•	 comparison	of	as-is	and	to-be	situation,	and

•	 result	of	the	comparison	of	the	current	condition	with	the	desired	criteria.

Each	of	 the	above	elements	 is	structured	according	to	process,	control,	 risk,	and	

inancial	impact.	he	report	also	states	interactions	in	the	risk	constellation	and	the	

resulting	consequences,	two	key	items	of	information	for	identifying	the	risks	and	

transferring	them	to	the	operational	risk	management	system.

he	 implementation	report	also	contains	 the	audit	 recommendations,	which	

set	out	what	the	auditees	can	do	to	change	the	current	situation.	he	implementa-

tion	 report	 also	 has	 to	 make	 clear	 who	 must	 implement	 which	 action	 in	 what	

way.

Each	content	element	of	an	audit	inding	must	have	a	one-to-one	assignment	to	

a	recommended	action.	he	auditors	can	also	combine	several	points	of	a	inding	

into	one	recommendation,	or	conversely,	suggest	several	recommendations	to	re-

spond	to	a	single	inding.

he	 way	 the	 audit	 recommendations	 are	 worded	 should	 not	 leave	 any	 doubt	

about	their	intended	efect.	here	are	a	number	of	key	terms	that	clearly	express	a	

suggested	course	of	action.	Criteria	for	selecting	the	appropriate	wording	include	

the	degree	of	exposure	and	the	signiicance	of	the	inding	for	the	audited	area,	as	

well	as	the	inancial	impact	of	the	problem	identiied.	In	addition,	the	overall	efects	

and	the	inluence	on	the	audited	unit’s	achieving	its	objectives	are	further	consider-

ations	for	how	the	recommendation	should	be	worded.

he	management	summary	is	a	condensed	version	of	the	original	indings	and	

recommendations	of	the	implementation	report,	grouped	by	certain	aspects	of	con-

tent.	 he	 above	 notes	 on	 the	 wording	 apply	 by	 analogy,	 but	 the	 auditors	 should	

choose	a	style	suitable	to	management.	one	function	of	the	management	summary	

is	to	explain	to	management	in	general	the	responsibility	for	the	indings	and	their	

impact.	In	this	context,	the	auditors	should	focus	in	particular	on	how	the	indings	

are	interrelated.	he	summary	should	also	point	out	the	consequences	of	failure	to	

implement	the	recommendations	and	refer	to	any	actions	already	resolved	and/or	

introduced	during	the	audit.
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the	Results	in	the	

implementation	Report

description	of	
the	Results	in	the	

implementation	Report

Recommendations	in	the	
implementation	Report

Recommendations	in	the	
implementation	Report

AssignmentAssignment

Wording		
of	Recommendations

Wording		
of	Recommendations

Management	summaryManagement	summary



253

he	management	summary	condenses	the	indings	in	the	implementation	re-

port	relating	 to	 the	same	or	similar	 topics.	 It	must,	however,	be	possible	at	any	

time	to	make	a	plausible	link	to	the	relevant	audit	result	by	using	the	correct	refer-

ence.

It	 is	 important	 that	 the	 management	 summary	 reaches	 managers	 at	 diferent	

levels	and	in	diferent	functions,	and	the	auditors	should	take	this	into	account	by	

tailoring	 the	 wording	 accordingly.	 A	 general	 summary	 of	 the	 audit	 result	 in	 the	

form	of	an	overall	conclusion	for	the	audit	should	be	included	(for	details,	see	Sec-

tion	D,	Chapter	7.2.1).

he	Board	summary	contains	all	the	indings	that	are	reported	directly	to	the	

responsible	Board	members.	of	course,	the	Board	can	at	any	time	ask	for	the	re-

lated	 reports	 to	obtain	more	detailed	 information.	 In	order	 to	 communicate	 the	

information	 efectively,	 the	 summaries	 should,	 as	 far	 as	 possible,	 be	 forwarded	

alongside	the	reports	described	above.	Since	the	objective	is	to	convey	information	

on	important	indings	as	well	as	to	provide	an	overall	assessment	of	the	audit,	the	

reference	must	provide	a	direct	link	to	each	inding	of	the	implementation	report.

his	aggregated	report	format	provides	a	summary	of	indings	and	also	reports	

selected	individual	indings	from	the	implementation	report.	oten	facts	or	devel-

opments	are	so	signiicant	that	the	Board	must	be	informed	immediately.	It	is	im-

portant	in	such	a	case	to	give	reasons	for	the	assessment	of	the	auditor	(e.g.,	 the	

efect	on	the	company’s	image,	potential	legal	risks,	economic	factors,	etc.).

If	additional	information	about	the	background	of	an	audit	engagement	is	re-

quired,	a	memorandum	is	also	part	of	the	report	package.	his	may	be	the	case,	for	

example,	 for	special	audits	or	ad-hoc	audit	engagements.	To	integrate	the	imple-

mentation	 report	 and	 the	 corresponding	 memorandum,	 both	 reports	 are	 refer-

enced	accordingly	(for	more	information	see	Section	B,	Chapter	5.3.1).

Hints	And	tiPs	 ;

•	 Auditors	should	check	each	inding	for	consistency	to	avoid	contradictions.

5.1.5 Report Addressees and Distribution

Key	Points	 •••

•	 he	conidentiality	of	audit	reports	is	critical	for	many	reasons,	and	careful	con-

sideration	must	be	given	to	the	parties	who	receive	the	report.	

•	 Conidentiality	must	be	maintained	also	during	distribution.	For	 this	 reason,	

the	parties	concerned	receive	their	reports	through	clearly	deined	channels.

•	 hese	channels	follow	unique	distribution	lists	based	on	the	company's	organi-

zation.
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•	 All	 the	 reports	 are	 distributed	 by	 conidential	 e-mail.	 Management	 and	 the	

Board	members	additionally	have	access	to	the	reports	via	the	intranet.

Since	audit	reports	are	conidential,	their	distribution	in	the	organization	must	be	

handled	 with	 sensitivity.	 he	 distribution	 is	 based	 on	 the	 current	 organizational	

structure.	Although	all	information	is	of	course	strictly	conidential,	the	contents	of	

reports	for	management	and	the	Board	members	are	subject	to	an	additional	level	

of	conidentiality.	Speciic	distribution	lists,	which	follow	the	structure	of	the	report	

levels,	 contain	 the	authorized	addressees	 for	each	report.	hese	distribution	 lists	

have	to	be	kept	up	to	date	at	all	times	by	the	Audit	Manager	or	a	central	coordinator	

from	Internal	Audit,	and	access	authorizations	to	each	report	must	be	constantly	

monitored.

Audit	reports	are	normally	distributed	to	those	responsible	in	the	audited	area	

at	the	drat	stage.	his	is	particularly	important	for	the	implementation	report	and	

the	management	summary,	but	not	for	the	Board	summary,	which	is	not	distrib-

uted	to	the	auditees.	he	persons	responsible	in	the	audited	area	have	an	opportu-

nity	to	comment	on	the	drats,	i.e.,	agree	with	or	reject	the	drat,	and	make	addi-

tions	or	corrections.	Internal	Audit	has	a	duty	to	examine	each	comment	carefully	

and	incorporate	it	in	the	report	if	appropriate.	Conidentiality	must	be	fully	main-

tained	also	during	the	drating	phase.

Final	 versions	 of	 the	 audit	 reports	 should	 be	 distributed	 within	 two	 to	 four	

weeks	ater	the	end	of	the	audit.	his	meets	an	important	requirement	on	the	part	

of	Internal	Audit	for	timely	implementation	of	the	audit	results.

Before	the	drat	reports	are	distributed,	the	audit	lead	reviews	their	content	and	

form,	and	the	Audit	Manager	checks	 them	for	accuracy	and	completeness.	only	

then	can	the	distribution	process	begin.	To	ensure	that	a	standard	procedure	is	fol-

lowed,	Internal	Audit	at	SAP	distributes	the	reports	throughout	the	company	using	

the	following	means:

•	 he	audited	area	and	the	relevant	operational	managers	receive	the	reports	by	

conidential	e-mail	directly	from	the	audit	lead	or	the	Audit	Manager.

•	 regional	managers	who	are	responsible	for	the	area	also	receive	the	reports	by	

conidential	e-mail.	At	 the	same	time,	an	Internal	Audit	employee	makes	 the	

reports	available	to	these	employees	on	the	company	intranet.	

•	 he	CEo	and	the	CFo	have	access	to	the	Board	summaries	through	an	intranet-

based	management	information	system.	All	reports	are	linked	to	each	other	so	

that	it	is	possible	to	get	a	detailed	analysis	at	the	level	of	the	individual	inding.	

other	Board	members	can	also	get	access.	If	no	special	access	has	been	autho-

rized,	the	members	of	the	Board	are	sent	the	relevant	summaries	by	e-mail.

In	addition	to	the	above	groups	of	people,	there	may	be	other	appropriate	recipients	

for	the	reports,	e.g.,	the	legal	department,	the	human	resources	department,	or	even	

the	external	auditors	or	other	bodies	in	the	case	of	legal	matters	(i.e.,	SEC,	district	

attorney	etc.).	Distribution	to	these	parties	may	be	agreed	with	the	CAE	on	a	case-

Report	Level	structureReport	Level	structure

draft	distributiondraft	distribution

timeframetimeframe

distribution		
of	the	Reports	at	sAP

distribution		
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other	Report	Addresseesother	Report	Addressees
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by-case	basis	and	depends	on	content	and	necessity.	Since	audit	reports	always	con-

tain	sensitive	data,	the	CEo	should	be	consulted	before	the	reports	are	sent	to	any	

additional	addressees.	Before	reports	are	sent	to	legal	authorities,	the	legal	depart-

ment	should	be	consulted.	under	certain	circumstances,	it	may	be	necessary	to	sign	

a	non-disclosure	agreement	or	the	reports	may	be	managed	under	the	attorney-cli-

ent	privilege.	It	is	furthermore	necessary	to	etablish	detailed	rules	for	the	distribu-

tion	of	reports	to	other	units	that	are	only	indirectly	afected	by	the	audit	(e.g.,	the	

legal	department,	the	compliance	oice).	Past	audit	reports	can	only	be	forwarded	

to	new	people	responsible	in	the	area	to	be	audited	if	the	CAE	has	given	his	or	her	

approval.

Hints	And	tiPs	 ;

•	 Auditors	must	check	the	audit	report	distribution	lists	regularly	and	alert	 the	

people	in	charge	of	the	necessary	updates.

5.2 Standard Report Package for Audits

5.2.1 Audit Report Index

Key	Points	 •••

•	 he	audit	report	index	is	the	table	of	contents	for	the	standard	report	package.

•	 It	contains	information	on	standard	audit	report	components	and	appendices.

•	 Audit-speciic	 details	 such	 as	 the	 audit	 name	 and	 number	 are	 entered	 in	 the	

header	of	the	audit	report	index.

he	standard	report	package	starts	with	the	audit	report	index.	his	index	is	a	gen-

eral	overview	of	all	report	components	of	operational	reporting	(not	including	re-

ports	to	the	Board)	on	standard	and	special	audits.	It	is	the	table	of	contents	of	the	

standard	report	package	concerned.

In	 the	header	of	 the	audit	 report	 index,	 the	auditor	enters	 the	organizational	

unit	and	the	number	of	the	audit	report,	which	has	been	assigned	in	the	audit	an-

nouncement.	his	number	can	be	retrieved	from	the	central	data	server	at	any	time.	

he	auditor	also	has	to	provide	the	title,	which	must	be	the	same	as	that	used	in	the	

audit	announcement.

he	standard	report	package	comprises	the	following	components:

•	 management	 summary	 to	 provide	 information	 to	 operational	 and	 regional	

management;

•	 implementation	report	which	contains	the	audit	indings;	and

•	 classiication	 and	 audit	 status	 overview,	 which	 are	 descriptive	 elements	 that	

provide	important	information	in	the	standard	report	package	(see	Section	B,	

Chapter	5.2.2).

table	of	Contents		
of	the	standard	Report	
Package

table	of	Contents		
of	the	standard	Report	
Package

other	information	in		
the	Audit	Report	index
other	information	in		
the	Audit	Report	index

Components		
of	the	standard		
Report	Package

Components		
of	the	standard		
Report	Package

The SAP®-Audit Roadmap as a Working Basis for Internal Audit

Reporting

Standard Report Package for Audits

B	|	5	|	5.2



256

he	structure	of	the	audit	report	index	is	the	same	for	basic	audits	and	follow-ups,	

but	 there	are	diferences	with	regard	 to	content.	he	following	chapters	 relate	 to	

basic	audit	reporting	(for	follow-up	audit	reporting	see	B,	Chapter	6.3).

he	audit	report	index	contains	standard	suggestions	of	frequently	used	report	

appendices	at	SAP.	he	auditors	can	change	appendices	as	required.	Important	ap-

pendices	 are	 lists	 and	 directories	 compiled	 by	 Internal	 Audit	 or	 original	 source	

documents	such	as	organization	charts	and	signature	protocols.	If	appropriate,	the	

decision	as	to	whether	to	incorporate	such	documents	should	be	made	ater	consul-

tation	with	the	audit	lead	and	the	Audit	Manager.	he	report	packages	should	in-

clude	(excerpts	from)	original	source	documents	that	provide	evidence	for	transac-

tions	and	audit	objects	and	thus	support	the	audit	indings.	However,	the	auditors	

should	try	to	keep	a	reasonable	balance	between	the	size	of	the	report	and	the	size	

of	the	annexes.

Basic	Audit		
and	follow-Up

Basic	Audit		
and	follow-Up

AppendicesAppendices

Organizational unit: Report No.:
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2

3

1 Management Summary

Audit Title

Audit Implementation Report

5

6

4 Software Contracts

Appendix
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Approved Signatories

Fig. 18 Audit Report Index
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Hints	And	tiPs	 ;

•	 Ater	auditors	have	completed	their	reports,	they	should	check	that	the	informa-

tion	in	the	audit	report	index	is	correct	and	complete.

•	 Auditors	can	use	previous	audits	to	get	a	feeling	for	the	nature	and	extent	of	the	

annexes	used	so	that	they	can	make	an	adequate	selection	when	they	conduct	

their	own	audits.

5.2.2 Classification

Key	Points	 •••

•	 Audit	indings	should	be	classiied	to	make	sure	that	they	are	implemented.

•	 A	detailed	system	of	indicators	with	weightings	can	be	used	for	this	purpose.

•	 Alternatively,	indings	may	also	be	classiied	based	on	auditor	judgment	accord-

ing	to	certain	criteria.

•	 Whatever	the	method,	the	auditors	should	make	sure	that	those	responsible	give	

proper	attention	to	the	indings	and	recommended	measures.

When	the	indings	and	observations	are	classiied	as	part	of	reporting,	they	are	al-

ways	assigned	clear	responsibilities	to	ensure	that	the	recommendations	are	appro-

priately	implemented.	In	doing	so	the	relevant	level	of	management	responsibility	

is	assigned	to	each	item.	he	levels	are	as	follows:

•	 he	“Board”	level	represents	indings	relevant	to	the	Board	(identiied	with	the	

letter	B).

•	 he	“regional	Management”	level	is	for	indings	that	fall	under	the	responsibil-

ity	of	senior	or	regional	management	(identiied	with	the	letter	r).

•	 he	“local	Management”	level	comprises	all	other	indings,	which	are	the	re-

sponsibility	of	operational	management	(of	a	single	department	or	local	subsid-

iary,	identiied	with	the	letter	l).

When	assigning	indings	and	observations,	the	auditors	must	take	into	account	a	

number	of	indicators,	which	are	based	on	the	structure	of	the	risk	categories	used	

by	risk	management.	Signiicant	factors	include	the	organizational	unit,	the	area	of	

responsibility,	the	number	and	assessment	of	the	risks,	the	impact	on	other	areas,	

the	number	of	people	involved,	a	possible	link	to	fraud,	external	perceptions,	and	

legal	interests	in	the	broadest	sense.	Additional	classiication	by	inancial,	organiza-

tional,	structural,	and	product-related	variables	can	also	be	useful.	hese	criteria	

may	be	supplemented	speciically	for	the	audited	area.	In	doing	so,	it	may	be	helpful	

to	weight	the	selected	indicators	with	equivalencies.	he	resulting	assessment	ma-

trix	can	be	used	to	arrive	at	an	overall	weighting	for	each	inding	and	thus	assign	it	

to	one	of	the	three	levels	of	responsibility	(for	details,	see	Section	D,	Chapter	7.2.1).

Levels	of	ResponsibilityLevels	of	Responsibility

Assignment	on	the	Basis	
of	indicators
Assignment	on	the	Basis	
of	indicators
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An	alternative	course	of	action	is	to	make	an	assessment	according	to	auditor	

judgment,	using	certain	decision	parameters.	he	breakdown	into	Board-relevant,	

regionally	relevant,	and	locally	relevant	indings	is	based	on	the	factors	described	

below.	hese	factors	can	be	used	in	combination	with	auditor	judgment	to	come	to	

clearly	motivated	assignments.

Findings	relevant	to	the	Board	include	all	indings	that

•	 directly	refer	to	guidance	issued	by	the	Board	or	global	policies,

•	 relate	to	a	risk	the	Board	should	be	aware	of,

•	 require	a	decision	by	the	Board,

•	 necessitate	action	by	the	Board,	or

•	 are	regarded	as	relevant	for	the	Board	by	Internal	Audit	management.

Audit	indings	are	regionally	relevant,	e.g.,	if	they

•	 refer	to	a	guideline	under	regional	responsibility,

•	 relate	to	a	risk	regional	management	should	be	aware	of,	or

•	 cause	regional	management	to	take	a	decision	or	action.

All	other	indings	are	automatically	assigned	to	local	responsibility.	For	locally	rel-

evant	indings,	all	the	necessary	decisions	and	actions	can	be	taken	by	the	audited	

area	itself	or	by	operational	management.	However,	this	does	not	mean	that	these	

indings	are	less	important.	All	indings	must	receive	the	same	attention,	and	their	

classiication	should	not	have	any	inluence	on	the	quality	of	the	implementation	

measures.	Assignment	to	a	particular	level	of	responsibility	is	only	intended	to	en-

sure	swit	and	eicient	implementation	of	the	measures	at	the	appropriate	level.

Hints	And	tiPs	 ;

•	 Auditors	should	request	the	audit	lead	or	Audit	Manager	to	classify	the	indings	

and	compare	the	results.

•	 In	addition,	auditors	should	discuss	the	assignment	with	the	people	responsible	

for	operations.

•	 Auditors	should	give	thought	to	alternative	courses	of	action	in	case	the	people	

responsible	according	to	the	classiication	fail	to	implement	the	recommenda-

tions	and	actions	relating	to	the	indings.

5.2.3 Implementation Report

Key	Points	 •••

•	 he	implementation	report	is	the	core	element	of	the	reporting	system.

•	 It	 is	 intended	primarily	for	the	audited	area	and	managers	with	direct	opera-

tional	responsibility.

Auditor	JudgmentAuditor	Judgment

findings	Relevant		
to	the	Board
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•	 It	lists	all	the	observations	and	indings	and	provides	notes	in	separate	columns	

on	how	to	eliminate	weaknesses.

•	 he	implementation	report	consists	of	two	sections:	the	actual	audit	results	and	

the	monitoring	section	for	the	implementation	update	of	necessary	actions.

•	 When	 creating	 the	 implementation	 report,	 the	 drat	 stage	 is	 very	 important,	

because	this	is	where	the	inal	audit	statements	are	agreed	upon	with	the	auditee	

in	terms	of	form	and	content.

he	implementation	report	forms	the	main	part	of	the	audit	report	package.	It	is	

compiled	primarily	for	the	audited	area	and	its	direct	operational	managers.	Ater	

internal	quality	assurance	by	 Internal	Audit	 (see	Section	D,	Chapter	5.3),	a	drat	

report	is	sent	to	the	people	in	charge	of	the	audited	area	to	give	them	an	opportunity	

to	comment.	heir	comments	may	take	the	form	of	insertions,	corrections,	or	ad-

ditional	evidence.	Sometimes	it	is	possible	to	present	the	drat	reports	at	the	closing	

meeting	so	that	the	indings	can	be	discussed	at	the	same	time	as	the	drat	report.	

But	normally	discussion	of	indings	and	of	the	drat	report	are	dealt	with	separately,	

unless	there	are	speciic	reasons	to	combine	them	(e.g.	travel	requirements).

he	above	diagram	shows	the	structure	of	 the	 implementation	report	 for	a	basic	

audit.	First	the	audit	 lead	enters	the	report	number	and	the	name	of	the	audited	

Main	Part	of	the	Audit	
Report	Package
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unit,	as	well	as	the	audit	status	and	the	names	of	the	auditors	involved.	he	actual	

report	section	follows	this	header	information.	he	row	structure	is	determined	by	

the	audit	content.	he	individual	items	within	each	topic	are	shown	in	descending	

order	of	risk	rating.

Among	 the	 items	 listed,	 a	 diferentiation	 is	 made	 between	 pure	 observations	

and	 indings.	 he	 indings	 are	 shown	 irst	 according	 to	 their	 B	 (Board),	 r	 (re-

gional),	and	l	(local)	classiication	(see	Section	B,	Chapter	5.2.2).	he	observations	

then	follow	in	the	same	order.	he	main	diference	between	the	two	categories	is	the	

degree	to	which	they	are	binding.	observations	are	identiied	weaknesses,	although	

they	cannot	be	benchmarked	against	any	desired	criteria.	Findings,	by	contrast,	are	

weaknesses	 identiied	 always	 because	 of	 a	 deviation	 from	 required	 criteria.	 As	 a	

result,	the	implementation	of	the	actions	recommended	as	part	of	indings	is	more	

binding	 and	 therefore	 more	 important.	 he	 auditors	 should	 ensure	 that	 recom-

mended	actions	are	presented	clearly	(see	Section	B,	Chapter	5.1.1).	he	following	

should	be	noted:

•	 Each	inding	is	reported	under	a	separate	consecutive	number.	Headings	or	key	

words	give	the	report	a	structure	that	is	easy	to	follow.	hey	are	sourced	in	the	

working	papers,	especially	the	audit	summary	and	the	work	done	sheets.

•	 Depending	on	the	circumstances,	the	auditors	should	also	present	positive	as-

pects,	at	least	in	summary	form.	his	puts	the	overall	assessment	into	a	more	

objective	perspective	and	has	a	positive,	motivating	efect	on	the	auditees.

he	 titles	of	 the	irst	 two	columns	of	 the	 implementation	 report	are	consecutive	

number	(no.)	and	Classiication	(see	Section	B,	Chapter	5.2.2).	he	following	main	

columns	are	next:

•	 observation/Finding,

•	 risk	Category,	and

•	 recommendation.

hey	 represent	 the	 core	 of	 the	 implementation	 report	 and	 thus	 the	 actual	 audit	

result.	under	the	heading	“observation/Finding”	the	audit	results	are	described.	In	

addition,	a	brief	description	of	the	risk	condition	and	the	risk	consequence	is	given.	

Stating	the	risk	category	ensures	that	the	risk	attached	to	each	inding	is	identiied,	

thus	preparing	it	to	be	incorporated	in	the	risk	management	system.	Capture	in	the	

risk	management	system	furthermore	requires	entry	of	the	risk	in	short	form	and	

any	possible	consequences.

he	monitoring	section	is	the	second	important	block	in	the	report	structure.	

It	has	a	column	for	“Action/Management	responses,”	where	the	management	of	

the	audited	area	can	add	comments.	he	following	columns	contain	the	names	of	

those	responsible	for	implementation	and	the	completion	date.	he	last	two	col-

umns	 relate	 to	 the	 follow-up	 process	 and	 are	 therefore	 described	 in	 Section	 B,	

Chapter	6.3.

It	has	already	been	mentioned	that	the	drat	stage	is	particularly	important	for	

the	creation	of	the	implementation	report.	At	this	stage,	content	and	wording	are	

carefully	 coordinated,	 taking	 cultural	 aspects	 into	 account.	 his	 is	 a	 revolving,	
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sometimes	time-consuming	process.	Since	this	process	leads	to	the	presentation	of	

the	actual	audit	result,	the	auditors	must	complete	it	with	a	maximum	of	quality	

and	objectivity.	In	addition	to	oicial	quality	checks,	it	is	oten	advisable	to	perform	

internal	quality	reviews	(see	Section	D,	Chapter	5.3).

Hints	And	tiPs	 ;

•	 Auditors	should	consider	carefully	whether	each	audit	result	is	an	observation	

or	a	inding.

•	 It	also	makes	sense	to	discuss	the	recommendations	with	auditors	from	other	

teams	and	to	make	comparisons	with	existing	reports.

•	 If	possible,	auditors	should	wait	at	least	two	days	ater	they	have	inished	writing	

the	report	and	then	reread	the	complete	document.	If	it	then	seems	consistent	

and	logical,	they	can	send	it	to	the	audit	lead.

5.2.4 Management Summary

Key	Points	 •••

•	 he	management	summary	is	used	to	present	all	audit	items	that	are	of	interest	

or	importance	to	operational	and	strategic	management.

•	 In	addition	to	information	on	the	audit	objectives	and	the	overall	audit	state-

ment,	 the	auditors	can	 include	 individual	 items	of	signiicance	or	summarize	

indings	from	the	implementation	report.

•	 Each	 item	must	be	 referenced	against	 the	indings	 in	 the	 implementation	re-

port.

•	 he	overall	audit	statement	for	management	is	presented	in	the	form	of	a	traic-

light	rating	system.

he	management	summary	is	used	to	prepare	all	signiicant	indings	for	presenta-

tion	 to	 operational	 and	 regional	 management.	 only	 indings	 and	 observations	

identiied	by	the	appropriate	classiication	are	included	(see	Section	B,	Chapter	5.2.2	

and	Section	D,	Chapter	7.2.1).	Items	that	are	relevant	for	the	Board	or	the	region	

should	be	included	in	the	management	summary.	Board-relevant	items	should	be	

incorporated	unchanged;	regionally	relevant	items	can	(but	do	not	have	to)	be	sum-

marized.

he	 following	 igure	 shows	 the	 template	 for	 the	 management	 summary.	 he	

header	shows	the	audit	title	and	the	report	number.	he	second	row	provides	infor-

mation	on	 the	audit	 type	(standard,	 special,	or	ad-hoc	audit),	audit	 status	 (basic	

audit,	status	check,	follow-up	I	or	II),	and	the	execution	(start)	date	of	the	audit.	he	

next	rows	contain	in	the	same	order	as	listed:

•	 auditors	involved,	including	guest	auditors	and	consultants,

•	 manager	responsible	for	the	audited	area,

Preparation		
of	Audit	findings
Preparation		
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•	 date	of	the	closing	meeting,

•	 participants	in	the	closing	meeting,	and

•	 distribution	list	of	report	addressees.

An	 overview	 of	 the	 most	 signiicant	 speciic	 audit	 objectives	 follows	 in	 the	 next	

row.

he	header	area	is	followed	by	a	dated	list	of	the	indings	and	observations.	he	items	

listed	here	are	based	on	the	implementation	report	according	to	the	classiication	

mentioned	above	and	are	cross-referenced	against	the	implementation	report.	he	

entries	made	in	the	“Findings/recommendations”	ield	are	quoted	unchanged	or	

summarized.	In	the	management	summary,	the	overall	audit	statement	(see	Section	D,	

findings		
and	observations

findings		
and	observations
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Chapters	7.2.1)	is	presented	visually	in	the	form	of	a	traic-light	system	as	demon-

strated	in	the	igure	above,	assigning	colors	to	the	following	categories:

•	 red:	“Substantial	Weakness”,	“Weak”.

•	 Yellow:	“needs	Improvement”.

•	 Green:	“Meets	Standard”,	“Exceeds	Standard”.

As	the	audit	cycle	proceeds,	the	management	summary	will	also	contain	informa-

tion	on	the	status	check	and	the	follow-up	(see	Section	B,	Chapter	6)	to	show	the	

entire	history	of	the	respective	audit	cycle.

Hints	And	tiPs	 ;

•	 Before	sending	the	management	summary	for	approval,	auditors	should	review	

it	with	the	Audit	Manager	in	charge.

•	 Auditors	should	ensure	that	the	contents	of	the	indings	correspond	to	the	audit	

objectives.

•	 Auditors	should	keep	a	list,	sorted	by	rating,	of	the	audits	they	have	conducted	

so	 that	 they	can	check	 the	overall	objectivity	of	 their	assessments	by	making	

comparisons.

5.2.5 Board Summary

Key	Points	 •••

•	 he	Board	summary	presents	all	Board-relevant	indings	either	for	information,	

for	decision,	or	for	action.

•	 he	Board	summary	is	produced,	distributed,	and	discussed	with	the	CEo	sep-

arately	from	the	implementation	report.

•	 Priority	Board	issues	are	reserved	for	matters	that	must	be	reported	during	an	

audit	and	allow	Internal	Audit	to	involve	the	Board	actively.

he	Board	must	be	informed	of	the	audit	results	produced	by	Internal	Audit.	he	

classiication	 into	 Board-relevant,	 regionally	 relevant,	 and	 locally	 relevant	 items	

(see	Section	B,	Chapter	5.2.2	and	Section	D,	Chapter	7.2.1)	is	a	feasible	method	to	

ilter	out	noteworthy	items	from	a	larger	number	of	indings.	All	indings	labeled	

Board-relevant	must	be	incorporated	in	the	Board	summary.

he	header	area	of	the	Board	summary	template	contains	the	title,	number,	and	

date	of	the	audit.	he	overall	audit	statement	(see	Section	D,	Chapters	7.2.1)	is	shown	

as	 a	 traic	 light	 status.	 he	 Board	 summary	 also	 states	 the	 audit	 objectives.	 he	

standard	template	has	columns	for	the	indings	and	recommendations,	the	man-

ager	responsible,	and	the	reference	to	the	appropriate	item	in	the	implementation	

report.	he	reference	is	particularly	important	if	direct	(online)	access	to	the	ap-

propriate	individual	inding	is	required.	A	row	at	the	bottom	contains	information	

on	the	priority,	stating	whether	the	inding	is	reported	for	information,	for	a	deci-

information		
for	the	Board
information		
for	the	Board
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sion,	or	 for	action	by	 the	CEo.	he	standard	 template	 is	 freely	adaptable,	which	

means	that	it	can	be	set	to	one	or	two	indings	per	page,	for	example.	he	footer	area	

contains	the	creation	date,	the	location	of	the	audit,	and	the	names	of	the	auditors.

To	let	the	Board	members	know	that	the	reports	are	complete	and	do	not	have	

any	omissions,	a	Board	summary	must	be	created	for	each	audit.	If	no	indings	of	

relevance	to	the	Board	were	made	during	an	audit,	the	Board	summary	should	state	

this.

he	Board	summary	and	the	completed	implementation	reports	are	compiled	

and	distributed	only	ater	the	reports	have	been	discussed	with	the	audited	area.	

Ater	the	reports	have	been	distributed,	the	audit	results	relevant	to	the	Board	are	

normally	discussed	at	regular	meetings	between	the	CEo	and	the	CAE.	At	these	

meetings,	the	CEo	and	the	CAE	also	take	the	necessary	decisions	and	initiate	ac-

tions	according	to	how	the	indings	are	labeled.	Ater	the	meeting,	executive	man-

agement	of	the	area	is	informed	of	the	indings	relevant	to	their	area.	Since	audit	

indings	are	normally	associated	with	inancial	risks,	the	CFo	receives	copies	of	all	

Board	summaries.

Priority	Board	issues	complement	the	Board	summaries.	heir	form	and	struc-

ture	are	the	same	as	those	of	the	Board	summary,	but	they	are	created	while	the	

audit	is	still	in	progress	or	before	the	inal	report	is	submitted.	Instead	of	audit	ind-

full	Reportingfull	Reporting

Communication		
to	the	Board

Communication		
to	the	Board

Priority	Board	issuesPriority	Board	issues

Fig. 21 Board Summary
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ings,	they	record	the	status	of	matters	and	problems	in	progress.	he	recommenda-

tion	contains	suggested	options	for	action.	Priority	Board	issues	thus	contain	highly	

conidential	information	about	audits	not	yet	completed	and	give	Internal	Audit	the	

opportunity	to	report	urgent	matters	to	the	Board	in	advance,	agree	decisions	or	ac-

tions	on	further	test	procedures	with	its	members,	and	thus	actively	involve	them	in	

ieldwork.	Memorandums	are	used	if	the	information	is	more	comprehensive	(see	

Section	B,	Chapter	5.3.1).	Since	this	type	of	report	may	compromise	Internal	Audit’s	

independence,	auditors	should	use	it	only	in	justiied	exceptional	circumstances.

Hints	And	tiPs	 ;

•	 Auditors	 should	write	 the	Board	summary	 last,	 ater	all	 the	other	 report	ele-

ments,	because	only	then	will	they	have	a	general	overview	of	the	logical	and	

time	sequence	of	the	indings	and	how	they	interrelate.

•	 Auditors	should	align	the	contents	of	the	Board	summary	with	the	contents	of	

the	other	reports	and,	together	with	their	audit	lead,	prioritize	the	actions	that	

the	Board	needs	to	take.

Fig. 22 Priority Board Issues
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•	 If	priority	Board	issues	are	necessary,	the	auditors	should	be	aware	of	the	objec-

tives	and	ask	all	members	of	the	relevant	audit	team,	the	Audit	Manager	respon-

sible,	and	the	CAE	to	read	them.

5.3 Other Report Formats

5.3.1 Memorandum

Key	Points	 •••

•	 Memorandums	are	used	to	present	speciic	complex	matters.

•	 heir	purpose	is	to	show	the	circumstances	and	the	resulting	action	for	a	spe-

ciic	preliminary	result.

•	 Memorandums	can	also	be	used	to	include	supplementary	documentation	and	

to	provide	additional	explanations.

•	 hey	are	very	adaptable	and	can	be	used	for	a	variety	of	audit	 types	and	ser-

vices.

here	are	a	number	of	audits	and	other	services	for	which	conventional	reports	(see	

Section	B,	Chapter	5.2)	are	only	rarely	the	appropriate	form	of	communication.	he	

reasons	may	be	content	(e.g.,	very	complex	circumstances)	or	the	fact	that	it	may	be	

impossible	to	follow	the	Audit	roadmap.	A	memorandum	may	be	used	as	an	ad-

ditional	report	format	in	such	cases.	he	memorandum	is	a	closed	presentation	of	

an	individual	topic	that	is	normally	complex	in	nature.

Memorandums	are	prepared	especially	in	the	following	circumstances:

•	 he	audit	result	can	best	be	presented	in	the	form	of	a	description.

•	 he	suggestions	are	of	a	general	nature	or	relate	to	speciic	cases,	so	that	explicit	

recommendations	regarding	the	implementation	of	actions	are	not	necessary.

•	 he	information	is	conidential	and	should	be	sent	to	a	limited	number	of	ad-

dressees	only.

•	 he	indings	presented	 in	an	 implementation	report	or	special	report	require	

additional	verbal	explanations.

•	 A	preliminary	result	is	to	be	reported.

•	 Detailed	explanations	of	background	facts	or	explanatory	notes	on	related	top-

ics	are	necessary.

Memorandums	are	most	suitable	for	certain	types	of	services,	such	as	pre-investiga-

tions,	reviews,	and	certain	support	and	consulting	services	(see	Section	A,	Chapter	

7).	Memorandums	may	also	be	written	in	conjunction	with	regular	reports,	for	ex-

ample	as	a	supplement	to	the	Board	summary.

A	memorandum	starts	with	the	usual	header	information,	followed	by	the	ac-

tual	report	section.	Typically,	a	memorandum	is	structured	as	follows:

•	 background	and	current	situation/request,

deinitiondeinition

Reasons	for	a	
Memorandum

Reasons	for	a	
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•	 audit	content	and	objectives,

•	 summary	of	results,

•	 audit	steps,

•	 results,

•	 required	action,	and

•	 further	information.

As	 in	all	other	report	 formats,	 it	 is	 important	 to	present	 the	 information	clearly.	

Especially	for	pre-investigations,	a	memorandum	can	include	arguments	for	ques-

tions	about	further	steps	or	pending	decisions	and	actions.	If	further	ieldwork	is	

performed	ater	the	memorandum	has	been	completed,	the	subsequent	audit	re-

port	must	reference	to	the	memorandum.	

An	implementation	report	is	additionally	written	if	the	auditors	want	to	address	

the	 risk	 exposure	 of	 process	 steps	 in	 connection	 with	 a	 memorandum.	 In	 some	

cases,	this	course	of	action	is	advisable,	because	the	implementation	report	created	

together	with	 the	memorandum	will	assign	 the	required	 follow-up	steps	 to	each	

inding	or	recommendation.

It	 should	 also	 be	 pointed	 out	 that	 the	 report	 memorandum	 described	 here	

should	not	be	confused	with	the	memorandum	created	at	working	paper	level.	Al-

though	the	formats	are	similar,	their	contents	are	diferent.

Hints	And	tiPs	 ;

•	 An	 impartial	 colleague	 in	 Internal	 Audit	 should	 read	 the	 memorandum	 and	

check	that	it	meets	its	communication	objective.

•	 When	preparing	a	memorandum,	the	auditors	must	decide	whether	an	imple-

mentation	report	will	have	to	be	created	in	addition	to	the	memorandum.

5.3.2 Results Presentation

Key	Points	 •••

•	 results	presentations	are	suitable	for	presenting	the	content	of	an	audit	 if	the	

auditors	want	to	introduce	results	or	test	procedures	to	other	parties	or	discuss	

them	during	or	ater	the	audit.

•	 he	audit	result	should	be	summarized	in	a	conclusive	and	meaningful	way.

•	 A	results	presentation	may	also	provide	an	interim	status	of	audit	work.

•	 Apart	from	audits,	results	presentations	are	particularly	beneicial	for	customer	

project	reviews	and	other	internal	projects.

•	 If	the	discussion	of	the	results	delivers	new	insights,	they	can	be	directly	incor-

porated	in	the	presentation.

form	of	Presentationform	of	Presentation
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once	the	auditors	have	completed	an	audit,	it	may	be	helpful	to	condense	the	re-

sults	 in	a	presentation,	 in	addition	to	all	 the	other	report	 formats	mentioned	al-

ready.	To	do	so,	the	auditors	should	prepare	a	conclusive,	meaningful	summary	of	

the	key	points	of	 the	audit.	A	results	presentation	oten	has	 the	 following	struc-

ture:

•	 purpose	of	the	audit,

•	 description	of	the	audit	execution,

•	 results	of	the	audit,

•	 monitoring	activities	during	the	audit,

•	 cost	impact,

•	 recommendations,

•	 alternatives	for	action,

•	 further	steps,	and

•	 explanations	and	diagrams.

he	presentation	must	not	reveal	any	details	about	how	the	audit	was	conducted	or	

any	conidential	information.

A	results	presentation	may	also	give	an	interim	report	on	ieldwork.	By	provid-

ing	an	interim	report,	the	employees	involved	in	an	audit	and	those	in	charge	of	the	

audited	area	can	be	kept	informed	of	the	latest	audit	results	and	work	progress.	To	

keep	such	stakeholders	informed,	the	content	of	the	presentation	is	developed	over	

a	certain	period.	his	gives	presentations	a	twofold	purpose:	To	communicate	the	

results	and	to	function	as	an	audit	tool.	he	information	that	has	been	condensed	

in	a	results	presentation	is	more	easily	absorbed	by	the	addressees,	and	the	impact	

can	be	highlighted	during	the	meeting,	and	placed	in	the	relevant	context.	

he	strength	of	a	results	presentation	is	enhanced	through	interaction	between	

auditors	and	auditees,	as	well	as	in	the	way	graphics	and	diagrams	are	used.	Graphs	

and	diagrams	make	content	easier	 to	visualize,	and	the	audit	results	can	thus	be	

communicated	more	efectively.	his	makes	results	presentations	particularly	suit-

able	for	customer	project	reviews.	In	addition,	results	presentations	can	be	used	to	

communicate	information	on	internal	change	management	projects	and	complex,	

cost-intensive	audits.	For	management,	 the	audit	results	can	be	analyzed	statisti-

cally	and	the	processed	data	can	be	shown	in	condensed	form.	Presentations	also	

allow	larger	groups	of	people	to	discuss	the	results,	and	diferent	opinions	can	be	

identiied	during	the	presentation	or	provided	to	a	larger	audience	for	discussion.

Implications	from	a	results	presentation	can	be	included	in	another	report,	such	

as	the	implementation	report	or	a	memorandum.	

Hints	And	tiPs	 ;

•	 When	creating	a	presentation,	an	auditor	should	obtain	support	from	colleagues	

who	have	experience	with	presentations.

•	 It	is	a	good	idea	to	practice	giving	the	presentation	using	the	audit	team	as	trial	

audience.
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5.4 Periodic Reporting

5.4.1 Annual Report to the Audit Committee

Key	Points	 •••

•	 In	addition	 to	audit-related	reports,	 Internal	Audit	also	prepares	periodic	re-

ports.

•	 he	annual	report	to	the	Audit	Committee	provides	a	complete	summary	of	the	

events	that	occurred	in	Internal	Audit	during	a	year.

•	 It	 should	cover	events	 that	 took	place	 in	 the	past	as	well	as	 include	 forward-

looking	statements.

•	 he	annual	report	to	the	Audit	Committee,	can	also	be	sent	to	other	units.

In	addition	to	the	comprehensive	range	of	directly	audit-related	reports	and	analy-

ses	(see	Section	B,	Chapters	5.2	and	5.3),	the	reports	produced	by	Internal	Audit	also	

include	periodic	reports,	although	their	structure	difers	from	the	actual	audit	re-

ports	in	terms	of	presentation	and	information	density.	

Details	of	Internal	Audit’s	relationship	with	the	Audit	Committee	are	provided	

in	 Section	 A	 (see	 Chapter	 2.5.2).	 In	 addition	 to	 communicating	 details	 of	 audit	

events	verbally	to	the	Audit	Committee	at	regular	intervals	or	upon	request	in	writ-

ing,	the	written	annual	report	is	the	focal	point	of	the	information	exchange.

he	annual	report	to	the	Audit	Committee	has	a	deined	structure	covering	the	

following	main	points:

•	 organizational	structure	of	Internal	Audit,

•	 audit	performance	record	of	the	previous	year,

•	 summary	of	signiicant	indings	and	implementation	actions	from	various	au-

dits,

•	 audit	plan	for	the	coming	year,

•	 support	actions,	audits,	and	tests	scheduled	in	accordance	with	SoX,

•	 fraud,

•	 safeguarding	revenue	recognition,

•	 support	in	other	projects,

•	 internal	projects	of	Internal	Audit,

•	 cooperation,	especially	with	the	external	auditors,

•	 special	highlights	in	the	department,	e.g.,	signiicant	innovations,

•	 long-term	planning	of	Internal	Audit,	and

•	 major	audit	focus	areas	for	the	future.

he	diferent	topics	are	presented	in	aggregated	form.	In	addition,	examples	of	one	

or	two	implementation	reports	should	be	attached	to	give	the	Audit	Committee	a	

feeling	 for	 the	 speciic	problems	 faced	by	 Internal	Audit.	he	report	 should	also	

include	a	year-by-year	comparison,	which	shows	changes	 in	 Internal	Audit’s	key	

igures	over	time	(see	Section	D,	Chapter	7).
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Before	the	annual	report	to	the	Audit	Committee	is	distributed,	it	is	submitted	

to	the	Board	member	in	charge.	he	Chairman	of	the	Audit	Committee	then	dis-

tributes	the	report	to	its	members.	Internal	Audit	archives	the	reports	in	chrono-

logical	order.	he	reports	play	an	important	role	for	peer	reviews	(see	Section	D,	

Chapter	9),	because	they	are	a	way	for	Internal	Audit	to	document	that	it	is	meeting	

its	reporting	obligations.	If	required,	the	annual	report	to	the	Audit	Committee	can	

additionally	be	distributed	to	the	external	auditors.	Alternatively,	the	external	audi-

tors	may	join	the	Audit	Committee	meeting	during	which	the	report	is	presented.

Hints	And	tiPs	 ;

•	 All	auditors	should	keep	in	mind	that	their	work	will	be	included	in	the	annual	

report	to	the	Audit	Committee.

5.4.2 Other GIAS Information Services

Key	Points	 •••

•	 he	GIAS	letter	is	used	to	provide	information	to	the	Board	and	other	decision	

makers;	it	contains	information	about	Internal	Audit	activity	during	the	last	six	

months.

•	 he	quarterly	benchmarking	report	looks	at	selected	key	igures	internally	and	

externally	and	compares	them	to	the	previous	year’s	igures	for	the	purpose	of	

internal	control	and	informing	speciic	areas	of	the	company.

•	 GIAS@Work	 is	 a	 department-internal	 summary	 of	 the	 main	 work	 results	

of	 the	 last	month.	 It	 is	used	within	GIAS	to	exchange	 information	among	 its	

employees.

In	addition	to	the	annual	report	to	the	Audit	Committee,	the	following	media	are	

used	at	SAP	to	communicate	information	about	the	work	of	Internal	Audit:

•	 GIAS	letter,

•	 Benchmarking	report	(see	Section	D,	Chapter	7),	and

•	 GIAS@Work.

All	the	above	reports	are	issued	periodically.	hey	provide	summarized	informa-

tion	for	speciic	target	groups	and	thus	give	a	quick	overview	of	the	latest	events	in	

Internal	Audit.

he	GIAS	letter	is	published	twice	a	year;	it	contains	summarized	information	

for	members	of	 the	Board	and	other	decision	makers.	Apart	 from	the	recipients	

deined	in	the	distribution	list,	this	report	may	on	a	case-by-case	basis	be	sent	to	

other	organizational	units.	he	GIAS	letter	is	structured	as	follows:

•	 structure,	distribution,	and	number	of	GIAS	team	members,

•	 audits	conducted	and	other	services	performed,	broken	down	into

distribution		
of	the	Annual	Report

distribution		
of	the	Annual	Report

other	Periodic	Reportsother	Periodic	Reports
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■	 scheduled	audits,

■	 ad-hoc	audits,

■	 safeguarding	revenue	recognition,	and

■	 support	actions	and	audits	in	connection	with	SoX,	each	including	the	most	

signiicant	audit	indings	and	actions	initiated,

•	 signiicant	Internal	Audit	projects,	and

•	 other	support	services	provided	by	Internal	Audit.

he	 GIAS	 letter	 only	 contains	 selected	 key	 igures.	 hese	 are	 reported	 in	 much	

greater	detail	in	the	quarterly	benchmarking	report,	which	looks	at	key	igures	of	

Internal	Audit	internally	and	externally	and	compares	them	to	the	previous	year’s	

igures,	thus	highlighting	important	developments	for	ongoing	control	and	plan-

ning.	Benchmarking	is	used	for	the	internal	control	of	Internal	Audit	and	to	pro-

vide	information	to	selected	areas	of	the	company	(see	Section	D,	Chapter	7).

GIAS@Work	is	used	for	department-internal	communication.	under	this	ban-

ner,	a	one-page	summary	provides	information	on	the	main	work	results	of	each	

regional	team	as	well	as	the	SoX	and	the	IT	team,	so	that	each	Internal	Audit	em-

ployee	can	develop	an	understanding	of	the	current	tasks	and	results	of	other	re-

gional	teams.	It	allows	the	department	to	identify	quickly	any	synergies	that	can	be	

exploited.	At	the	same	time,	it	provides	a	department-wide	forum	where	employees	

can	contribute	their	own	results	and	signal	their	openness	to	cooperate	with	people	

experiencing	the	same	or	similar	problems.	Published	monthly,	GIAS@Work	is	a	

department-internal	paper	that	must	be	treated	with	utmost	conidentiality.

Benchmarking	ReportBenchmarking	Report

GiAs@WorkGiAs@Work
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6	 Follow-Up	Phase
6.1 Basics of the Follow-Up Phase

Key	Points	 •••

•	 he	follow-up	phase	serves	to	ensure	that	all	recommendations	given	ater	the	

basic	audit	are	implemented	by	the	deadline.

•	 he	follow-up	phase	breaks	down	into	four	sub-phases:	status	check	I,	follow-up	

I,	status	check	II,	and	follow-up	II.

•	 Diferent	areas	of	responsibility	are	distinguished	in	the	overall	process.

•	 In	addition	to	Internal	Audit,	other	parties	may	be	 involved	 in	 the	 follow-up	

process.

he	release	of	the	inal	audit	report	marks	the	conclusion	of	the	basic	audit.	Accord-

ing	to	the	Audit	Roadmap,	this	is	when	the	follow-up	phase	begins.	he	main	objec-

tive	 of	 this	 phase	 is	 to	 test	 whether	 the	 auditees	 have	 actually	 implemented	 the	

recommendations	 that	 Internal	 Audit	 has	 made.	 he	 recommendations	 may	 in-

volve	actions	that	are	so	urgent	that	they	need	to	be	performed	promptly.	Other	

recommendations	 may	 only	 be	 implemented	 in	 the	 medium	 to	 long	 term.	 Staf	

shortages,	changes	in	the	organizational	structure,	or	changes	to	the	content	of	pro-

cesses	that	impact	the	indings	and	recommendations	already	made	may	delay	their	

implementation.

he	follow-up	phase	is	a	process	with	which	Internal	Audit	tests	whether	the	

implementation	actions	the	management	of	the	audited	area	has	put	in	place	are	

adequate	and	efective,	and	whether	deadlines	were	met.	he	indings	and	recom-

mendations	 documented	 in	 the	 implementation	 report	 (see	 Section	 B,	 Chapter	

5.2.3)	of	the	basic	audit	form	the	basis	for	the	follow-up	phase.	hese	indings	may	

also	be	based	on	information	provided	by	external	auditors	and	other	parties,	such	

as	external	consultants,	independent	experts,	attorneys,	etc.,	who	may	also	be	in-

volved	in	the	follow-up	if	necessary.	he	follow-up	process	may	sometimes	result	in	

new	ieldwork	activities	because	the	follow-up	has	raised	new	issues.	A	follow-up	

may	therefore	lead	to	ieldwork	with	regard	to

•	 the	actions	implemented,	and

•	 additional	indings	identiied	as	a	result.

In	addition,	ieldwork	may	also	result	from	new	independent	audit	topics	that	are	

audited	during	the	follow-up.

he	 follow-up	 phase	 has	 four	 sub-phases:	 status	 check	 I,	 follow-up	 I,	 status	

check	II	and	follow-up	II.	he	speciic	purpose	of	each	sub-phase	is	explained	be-

low	(see	Section	B,	Chapter	6.2).

As	shown	in	the	igure	below,	the	GIAS	follow-up	process	distinguishes	between	

a	standard	and	an	escalation	process.	During	the	standard	process,	the	status	check	I	

(SC	I)	is	performed	6-9	months	ater	the	end	of	the	basic	audit.	Subsequently,	the	

follow-up	I	(FU	I)	is	conducted	12-15	months	ater	the	end	of	the	basic	audit	and,	if	

need	for	implementing	
Recommendations

need	for	implementing	
Recommendations

DeinitionDeinition

sub-Phasessub-Phases

timeframe	for	standard	
and	escalation	Process

timeframe	for	standard	
and	escalation	Process
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necessary,	is	followed	by	a	status	check	II	(SC	II)	ater	18	to	21	months.	he	time-

frame	during	an	escalation	process	is	tightened	as	shown	in	the	igure	below.	Ad-

ditionally,	there	is	an	optional	follow-up	II	(FU	II)	audit	included	in	this	process.

he	basic	audit	is	the	exclusive	responsibility	of	Internal	Audit,	but	responsibility	

for	the	follow-up	phase	is	shared:	Management	must	implement	the	actions,	and	

management	and	Internal	Audit	jointly	monitor	implementation.	However,	the	fol-

low-up	audit	is	conducted	exclusively	by	Internal	Audit.

Management	has	overall	responsibility	for	implementing	the	recommendations	

made.	he	 independent	 status	of	 Internal	Audit	prohibits	 internal	auditors	 from	

interfering	with	this	process.	At	best,	Internal	Audit	can	monitor	the	actions	while	

they	are	being	implemented	or	provide	consulting	support.	However,	this	function	

can	also	be	performed	by	departments	other	than	Internal	Audit	(e.g.,	Corporate	

Management	Accounting	or	Corporate	Financial	Reporting).	In	such	cases,	Inter-

nal	Audit	is	not,	or	only	marginally,	involved	in	the	process.

Internal	Audit’s	next	contribution	is	made	when	the	implementation	of	the	au-

dit	recommendations	must	be	assessed	from	an	assurance	point	of	view,	because	

Internal	 Audit	 is	 the	 only	 body	 that	 can	 do	 so	 objectively	 and	 independently.	 If	

ResponsibilitiesResponsibilities
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other	 parties	 have	 been	 involved	 in	 the	 implementation	 of	 actions,	 the	 auditors	

should	cooperate	and	consult	with	them	closely.

Each	sub-phase	of	the	follow-up	phase	takes	place	within	strictly	deined	time-

frames.	he	end	of	the	follow-up	II	marks	the	end	of	the	Audit	Roadmap	and	thus	

also	of	the	current	audit	cycle.

Audit	 topics	 oten	 change	 over	 time,	 primarily	 due	 to	 changing	 processes	 or	

organizational	changes	within	the	company.	Whenever	that	happens,	the	auditors	

have	to	redeine	the	audit	topics	for	the	follow-up	or	sometimes	even	specify	new	

topics.	his	makes	it	signiicantly	harder	to	update	the	audit	history	and	to	keep	it	

comparable.	Here	it	may	be	useful	to	make	comprehensive	use	of	IT	systems	for	the	

administration	and	organization	of	the	reports	and	documents.

Hints	AnD	tiPs	 ;

•	 During	 the	audit,	auditors	 should	make	contact	with	all	 the	parties	 to	be	 in-

volved	in	the	follow-up.

•	 If	aspects	of	the	implementation	actions	are	queried,	auditors	must	be	careful	

not	to	allow	the	indings	to	be	reinterpreted.

•	 Auditors	must	make	sure	that	the	deadlines	set	for	implementing	recommenda-

tions	are	met.	hey	should	document	delays	so	that	they	can	give	reasons	for	

any	delay	if	requested.

LinKs	AnD	ReFeRences	 e

•	 InSTITUTE	 OF	 InTERnAl	 AUDITORS.	2001.	Practice Advisory 2500-1: Monitoring 

Progress. Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 InSTITUTE	OF	InTERnAl	AUDITORS.	2001.	Practice Advisory 2500.A1-1: Follow-up 

Process.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 KEATInG,	G.	1995.	he	Art	of	the	Follow-Up.	Internal Auditor	(April	1995):	59–62.

6.2 Follow-Up Phase in Detail

6.2.1 Status Check

Key	Points	 •••

•	 he	status	check	gives	senior	management	the	opportunity	to	actively	partici-

pate	in	the	implementation	monitoring	process.

•	 he	status	check	is	normally	performed	in	conjunction	with	the	employees	of	

the	audited	area.

•	 he	aim	is	to	receive	information	on	the	implementation	status	as	indicated	in	

the	implementation	report	by	the	managers	responsible.

Link	with	the	Audit	
Roadmap

Link	with	the	Audit	
Roadmap

changes	to	the	content	
of	Audit	topics

changes	to	the	content	
of	Audit	topics
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•	 he	status	check	forms	part	of	the	monitoring	process	and	should	be	used	as	the	

basis	for	a	long-term	relationship	with	the	audited	areas.

he	monitoring	of	the	implementation	of	audit	recommendations,	 i.e.,	 the	status	

check,	 is	 performed	 separately	 from	 the	 actual	 follow-up	 audit	 (see	 Section	 B,	

Chapter	6.2.2)	in	order	to	provide	a	clear	structure	and	highlight	the	distinction.	At	

SAP,	the	monitoring	process	breaks	down	into	the	following	steps:

•	 he	management	responsible,	in	conjunction	with	the	audited	area,	has	to	con-

tinually	 monitor	 the	 progress	 of	 implementation	 actions,	 based	 on	 Internal	

Audit’s	recommendations.

•	 Management	enters	the	result	of	the	monitoring	activities	in	the	“Status	local	Man-

agement”	column	of	the	implementation	report	(see	Section	B,	Chapter	5.2.3).

•	 he	report	with	the	illed	column	“Status	local	Management”	is	sent	to	senior	

management:

■	 Senior	management	must	monitor	and	conirm	the	actions	taken	by	the	re-

sponsible	management	and	sends	the	report	to	GIAS.

■	 GIAS	inally	creates	a	status	check	report	and	makes	an	assessment	based	on	

“Status	local	Management”.

he	status	of	operational	management	can	be	classiied	as	follows	(see	Section	B,	

Chapter	5.2.3):

•	 Open:	Recommendation	has	not	yet	been	implemented.

•	 In	process:	he	persons	responsible	have	started	to	implement	the	recommen-

dation.

•	 Closed:	Implementation	of	the	recommendation	has	been	completed.

he	status	 is	not	updated	by	Internal	Audit,	but	by	 the	operational	management	

of	the	audited	area.	he	background	to	and	knowledge	about	the	status	check	pro-

cedure	is	communicated	to	those	who	were	assigned	responsibility	at	the	closing	

meeting	of	the	basic	audit	(see	Section	B,	Chapter	4.1.1).	Another	important	point	

is	that	the	“GIAS	status”	column	of	the	report	will	not	be	used	and	updated	during	

the	status	check	(see	Section	B,	Chapter	5.2.3).

During	the	implementation	process,	operational	management	ensures	that	the	

audited	area	assigns	the	appropriate	importance	to	the	implementation.	he	status	

check	is	performed	by	senior	management	and	the	risk	management	department	in	

conjunction	with	 the	managers	of	 the	audited	area.	Ater	 the	 status	check,	 there	

may	be	further	exchanges	of	information	between	Internal	Audit	and	the	audited	

area,	aimed	at	clarifying	unresolved	questions	or	incorporating	changed	environ-

ment	conditions.

Hints	AnD	tiPs	 ;

•	 Auditors	 should	 try	 to	 clarify	 unresolved	 items	 directly	 and	 without	 oicial	

meetings.
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•	 Auditors	should	make	a	note	of	especially	critical	points	that	should	be	imple-

mented	and	discuss	them	with	the	audit	lead.

6.2.2 Follow-Up Audit

Key	Points	 •••

•	 A	follow-up	audit	is	intended	to	ensure	that	all	the	recommendations	from	an	

audit	have	been	implemented.

•	 It	is	a	speciic	sequence	of	selected	ieldwork	activities.

•	 he	follow-up	assesses	the	implementation	status	of	each	recommendation.

•	 Sometimes,	new	aspects	of	a	basic	audit	(new	content)	can	be	added	to	the	fol-

low-up.

•	 A	second	follow-up	audit	is	scheduled	if	the	irst	follow-up	audit	highlights	re-

sults	that	do	not	meet	the	quality	requirements.

•	 If	the	necessary	implementation	is	delayed	for	a	prolonged	period,	the	auditors	

should	think	about	instituting	consequences.

he	follow-up	process	is	one	of	the	phases	of	the	Audit	Roadmap.	he	irst	follow-

up	audit	should	be	scheduled	around	12	to	15	months	ater	the	end	of	the	basic	audit.	

he	following	elements	are	feasible	for	a	follow-up	audit:

•	 follow-up	ieldwork	on	the	basis	of	previous	indings	and	recommendations,

•	 individual	processes	or	components	of	a	basic	audit	 (depending	on	 the	audit	

topic),

•	 important	issues	that	the	Board	or	regional/local	management	have	lagged	up	

since	the	basic	audit,	and

•	 other	important	issues	that	come	to	light	during	follow-up.

A	follow-up	must	be	conducted	for	each	standard	and	special	audit.	Ad-hoc	audits	

may	also	have	follow-up	audits.	In	case	of	only	a	few	minor	indings	there	is	the	

option	to	close	the	audit	cycle	ater	status	check	I.	A	follow-up	audit	takes	an	aver-

age	of	two	to	three	weeks	to	conduct.	If	the	audit	content	is	expanded,	the	time	it	

takes	to	conduct	the	follow-up	audit	increases	accordingly.	he	increase	in	auditing	

time	should	be	in	reasonable	proportion	to	the	standard	follow-up	time,	 i.e.,	 the	

time	taken	should	never	more	than	double.

A	follow-up	audit	necessitates	the	following	activities	with	regard	to	the	indings	

and	the	implementation	of	recommendations:

•	 recording	the	actual	implementation	status	of	the	recommendations	on	the	ba-

sis	of	information	or	documents	submitted	by	the	auditees,

•	 gathering	 evidence	 that	 implementation	 has	 in	 fact	 taken	 place	 and	 the	 new	

situation	is	practiced	on	a	day-to-day	basis,	and

•	 updating	the	audit	report	(see	Section	B,	Chapter	6.3.1).
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he	last	point	of	the	above	list	is	particularly	important	during	the	follow-up	audit,	

where	Internal	Audit’s	status	can	be	updated	as	follows:

•	 In	 process:	 Implementation	 of	 the	 recommendation	 has	 not	 yet	 been	 com-

pleted.

•	 Reasonably	controlled:	Internal	Audit	has	performed	a	inal	test.

•	 Open:	Recommendation	has	not	yet	been	implemented.

•	 Done:	A	matter	can	be	resolved	conclusively.

For	various	organizational	or	content-related	reasons,	Internal	Audit	may	be	unable	

to	determine	if	recommended	measures	have	been	implemented	as	required.	Fol-

low-up	audits	may	be	impeded	by	staf	being	unavailable,	new	guidelines	having	

been	issued,	organizational	structures	having	changed,	or	functions	and	processes	

no	longer	being	applicable.	In	such	cases,	Internal	Audit’s	status	must	be	interpreted	

in	the	light	of	the	latest	circumstances	in	the	audited	area.	

In	 terms	 of	 content,	 two	 diferent	 scenarios	 are	 conceivable	 for	 a	 follow-up	

audit:

•	 he	implementation	report	forms	the	working	basis	for	all	follow-up	audit	ac-

tivities	that	result	from	indings	of	the	basic	audit.	It	thus	replaces	the	work	pro-

gram	of	the	basic	audit.	Depending	on	the	particular	requirements,	ieldwork	

may	 have	 to	 be	 performed	 and	 working	 papers	 created.	 he	 follow-up	 audit	

should	also	have	an	opening	and	a	closing	meeting.

•	 If	new	aspects	and	issues	are	added	to	the	follow-up	audit,	the	Audit	Roadmap	

should	be	applied	by	analogy	to	these	new	elements.	his	means	that	a	separate	

work	program	must	be	compiled	for	the	new	aspects,	which	are	then	dealt	with	

as	part	of	a	new	basic	audit	conducted	at	the	same	time	as	the	follow-up	audit.	

his	kind	of	add-on	should,	however,	remain	an	exception.	In	the	case	of	audits	

that	require	extensive	traveling,	there	may	be	economic	reasons	for	adding	to	

the	follow-up	audit	new	topics	that	were	not	previously	part	of	the	basic	audit.

Even	 if	 elements	of	basic	audit	 and	 follow-up	audit	 are	combined,	 they	must	be	

presented	 in	 separate	 reports,	because	a	 clear	distinction	between	aspects	of	 the	

follow-up	audit	and	those	from	the	additional	basic	audit,	i.e.,	between	old	and	new	

elements,	has	to	be	made.	

If	the	auditors	ind	out	during	the	follow-up	I	that	the	implementation	of	rec-

ommendations	and	actions	is	not	having	the	desired	success	and	if	the	rating	of	the	

basic	audit	was	red	the	escalation	process	will	proceed	and	ater	a	status	check	II,	

the	auditors	will	schedule	a	follow-up	II	according	to	the	GIAS	escalation	process	

time	schedule	(see	Section	D,	Chapter	6).	he	follow-up	II	deals	exclusively	with	

the	items	still	outstanding.

he	follow-up	II	is	only	conducted	if	necessary	and	is	therefore	optional.	If	the	

traic	light	status	is	red	(see	Section	B,	Chapter	6.3.2)	at	the	follow-up	I,	a	follow-up	

II	 is	mandatory.	he	result	of	 the	 follow-up	II	 is	inal	and	should	be	reported	as	

such.	If	the	result	is	unsatisfactory,	the	Board	should	reprimand	the	audited	unit.	If	

internal	Audit’s	statusinternal	Audit’s	status

impeded	Follow-Up	
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even	the	follow-up	II	leaves	issues	unresolved,	the	auditors	must	decide	on	the	basis	

of	the	case	in	question	how	to	proceed	further	(see	Section	D,	Chapter	6	on	escala-

tion).

Completion	of	the	entire	follow-up	phase	marks	the	end	of	the	audit	cycle.	In-

ternal	Audit	is	responsible	for	conducting	follow-up	audits,	and	normally	the	team	

that	conducted	 the	basic	audit	will	also	perform	the	 follow-up.	 In	some	cases,	 it	

may,	however,	make	sense	to	use	a	diferent	audit	team	to	the	one	that	conducted	

the	basic	audit.	likewise,	it	is	possible	to	use	guest	auditors	(see	Section	D,	Chapter	

10).	his	decision	should	in	particular	be	made	in	light	of	independence	consider-

ations,	because	a	diferent	team	of	auditors	means	that	implementation	is	not	mon-

itored	by	the	same	auditors	who	made	the	indings.

Hints	AnD	tiPs	 ;

•	 When	preparing	for	a	follow-up	audit,	auditors	should	familiarize	themselves	

with	changes	in	circumstances	and	other	inluencing	factors.

•	 Auditors	must	agree	any	changes	to	the	original	audit	recommendations	with	

the	audit	lead.

6.3 Reporting During the Follow-Up Phase

6.3.1 Updating the Audit Report

Key	Points	 •••

•	 he	results	of	the	follow-up	phase	must	be	carefully	documented.

•	 his	applies	to	both	the	status	check	I	and	II	and	the	follow-up	I	and	II.

•	 he	appropriate	referencing	must	be	included	in	the	documentation.

•	 he	management	 summary	and	 the	Board	 summary	additionally	 contain	 re-

marks	on	the	quality	of	the	implementation	status.

he	results	of	the	status	check	and	the	follow-up	audit	must	be	recorded	carefully	in	

the	audit	reports,	i.e.,	the	audit	reports	must	be	updated.	First,	the	result	of	the	sta-

tus	check	is	documented	on	the	basis	of	the	implementation	report	(see	Section	B,	

Chapter	 5.2.3).	 his	 is	 done	 with	 a	 copy	 of	 the	 implementation	 report	 used	 as	 a	

template	for	the	status	check	report.	Only	management’s	status	is	updated	in	this	

copy.	However,	 the	management	summary	 is	not	changed.	Audit	 lead	and	Audit	

Manager	are	responsible	for	distributing	the	status	check	report	to	the	audited	unit	

and	 operational	 management,	 the	 senior	 managers	 concerned,	 and	 the	 relevant	

members	of	the	Board.

he	actual	follow-up	audit	report	plays	a	diferent	role,	as	shown	in	the	diagram	

below.	he	auditors	should	show	a	clear	link	to	the	previous	reports	by	completing	
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a	separate	reference	column,	where	 they	enter	 the	reference	 to	indings	made	 in	

previous	 reports.	At	 the	 same	 time,	 the	auditors	 should	update	 the	 status	of	 the	

indings	transferred	from	previous	reports.	hey	can	also	include	new	indings	in	

the	report,	initially	without	reference.	In	the	management	summary	and	the	Board	

summary,	the	status	of	indings	is	shown	in	a	separate	column.	Also	note	that	the	

follow-up	status	is	reported	to	the	Board	in	a	report	template	speciically	developed	

for	this	purpose.

In	the	case	of	a	new	basic	audit,	any	unresolved	indings	are	entered	in	advance	in	

the	new	basic	audit	report.	he	auditors	must	point	out	that	these	indings	come	

from	an	earlier	audit	cycle	and	that	the	recommended	actions	have	not	yet	been	

implemented.	 Even	 if,	 because	 of	 extraordinary	 circumstances,	 the	 second	 basic	

audit	immediately	follows	the	status	check	and	without	irst	conducting	a	follow-up	

audit,	 the	 transfer	of	 the	unresolved	indings	must	be	clearly	documented.	Each	

inding	must	be	documented	without	any	gaps	until	successful	remediation	of	the	

inding	can	be	demonstrated.

Documenting		
a	new	Basic	Audit
Documenting		
a	new	Basic	Audit

Fig. 24 Follow-Up Report Template
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Hints	AnD	tiPs	 ;

•	 Auditors	should	ensure	that	statements	contained	in	earlier	reports	do	not	con-

lict	with	the	current	documentation.

•	 Auditors	 should	 always	 report	 to	 the	 management	 in	 charge	 and	 the	 Board	

when	 the	 status	 of	 signiicant	 indings	 and	 implementation	 actions	 has	 been	

updated.

6.3.2 Measuring Audit Outcome

Key	Points	 •••

•	 To	guarantee	that	the	results	of	the	follow-up	are	reported	accurately	and	clearly,	

an	assessment	and	rating	is	produced	for	each	inding,	and	thus	for	each	report.	

his	supports	implementation	monitoring.

•	 It	is	a	prerequisite	that	the	B,	R,	and	l	classiication	is	maintained	and	the	fol-

low-up	status	is	carefully	and	regularly	updated.

•	 he	rating	of	each	inding	produces	an	overall	result	and	an	overall	rating	for	

each	follow-up	report.

•	 he	results	are	also	presented	in	a	traic	light	system,	indicating	the	status	as	

green,	yellow,	or	red.

•	 he	rating	of	the	results	can	also	be	used	for	benchmarking	and	trend	analysis,	

which	provides	information	on	how	those	responsible	have	gone	about	imple-

menting	Internal	Audit’s	recommendations.

To	emphasize	the	importance	of	the	follow-up	phase,	it	 is	necessary	to	make	the	

outcome	of	each	of	its	sub-phases	measurable	and	display	it	in	diagrams	or	tables.	

If	the	implementation	measures	are	clearly	and	transparently	rated	and	visualized	

in	a	format	that	is	easy	to	follow,	it	is	easier	for	Internal	Audit	and	the	auditees	to	

analyze	the	results	of	the	follow-up	phase.	

Rating	the	follow-up	means:

•	 he	status	of	the	follow-up	must	be	clearly	deined.

•	 Each	follow-up	report	is	subject	to	a	full	rating	process	(see	Section	D,	Chapter	

7.2.3).

•	 Each	inding	in	the	follow-up	report	is	therefore	ranked	according	to	an	indi-

vidual	assessment	and	weighting.

•	 he	B,	R,	and	l	classiications	(see	Section	B,	Chapter	5.2.2)	are	an	important	

basis	for	determining	the	follow-up	rating	(see	Section	D,	Chapter	7.2.3).

In	the	follow-up,	the	eiciency	of	the	implementation	process	 is	measured	while	

the	overall	audit	statement	for	the	basic	audit	shows	the	number	and	signiicance	of	

audit	indings	in	terms	of	content.

need	for	Measuring	
success

need	for	Measuring	
success

Rating	the	Follow-Up	Rating	the	Follow-Up	
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he	 results	 of	 the	 follow-up	 and	 the	 respective	 follow-up	 rating	 support	 the	

monitoring	process	of	the	implementation.	his	monitoring	function	is	an	integral	

part	of	 the	 follow-up	phase.	Reporting	provides	evidence	of	 the	 implementation	

actions	 and	 thus	 ensures	 Internal	 Audit’s	 own	 protection,	 because	 it	 ultimately	

demonstrates	the	success	of	the	audit	cycle.	If	a	follow-up	identiies	completely	new	

audit	indings,	 they	will	be	 included	in	the	assessment	and	benchmarking	of	 the	

follow-up	process.

Consistent,	stringent	monitoring	ensures	that:

•	 the	sustainability	of	Internal	Audit's	recommendations	is	explained	to	those	re-

sponsible,

•	 follow-ups	can	be	measured	and	compared,	thus	making	the	overall	success	of	

the	audit	cycle	measurable,	and	that

•	 all	the	people	responsible,	including	management	and	the	Board,	are	involved	in	

the	follow-up	process.

In	the	management	summary	and	the	Board	summary	the	follow-up	result	is	rated	

with	a	traic	light	system	of	green,	yellow,	or	red	(for	details	of	the	rating,	see	Sec-

tion	D,	Chapter	7.2.3).	If	the	status	is	“red,”	explanatory	comments	must	be	added.

Auditors	maintain	each	report	carefully	and	update	it	regularly	to	ensure	that	all	

items	are	included	in	the	overall	follow-up	rating.	Audit	lead	and	Audit	Manager	

are	responsible	for	entering	the	relevant	traic	light	status	in	the	reports.

he	key	 indicators	 from	the	 follow-up	phase	also	 form	part	of	a	higher-level	

performance	measurement	process	for	Internal	Audit	(see	Section	D,	Chapter	7),	

where	 they	 constitute	 one	 of	 the	 key	 variables	 (average	 implementation	 rating),	

thus	making	a	signiicant	contribution	to	determining	the	efectiveness	of	the	inter-

nal	audit	department.	When	this	rating	is	benchmarked	between	diferent	depart-

ments	and	against	internal	audit	departments	in	other	companies	and	analyzed	over	

several	years,	it	produces	trend	information	on	changes	in	the	quality	of	audit	im-

plementation.

he	traic	light	system	for	monitoring	the	follow-up	process	is	a	process-based	

quality	 control	of	 the	 implementation	process.	All	 stages	of	 the	 follow-up	are	of	

course	subject	to	the	same	formal	quality	criteria	as	those	of	the	basic	audit,	 i.e.,	

work	progress	is	checked	and	approved	on	the	basis	of	each	quality	gate	(see	Section	D,	

Chapter	5).

Hints	AnD	tiPs	 ;

•	 Sometimes	it	may	be	necessary	to	clarify	whether	measures	can	realistically	be	

implemented,	or	whether	the	necessary	prerequisites	are	veriiably	not	in	place.

•	 Information	 on	 slow	 implementation	 or	 reasons	 for	 delays	 should	 be	 docu-

mented	in	the	working	papers.

Monitoring	Function		
of	the	Rating
Monitoring	Function		
of	the	Rating

Monitoring	ResultMonitoring	Result

traic-Light	systemtraic-Light	system

Updating	and	Adapting	
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Updating	and	Adapting	
the	Reports

Higher-Level	
Performance	
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7	 Special	Audit	Roadmaps
7.1 Objectives of Special Audit Roadmaps

Key	PointS	 •••

•	 he	Audit	Roadmap	is	a	framework	that	can	be	adapted	to	deine	modiied	pro-

cedures.

•	 hese	include	further	development	of	the	standard	Audit	Roadmap	and	high-

lighting	individual	process	models.

•	 here	 are	 many	 diferent	 reasons	 for	 special	 Audit	 Roadmaps:	 Increasingly	

complex	topics,	use	of	IT,	diferent	target	groups,	blurring	of	audit	categories,	

standardization	of	alternative	services,	and	modular	breakdown	of	the	services	

provided	by	Internal	Audit.

he	ongoing	development	of	the	Audit	Roadmap,	which	has	to	incorporate	the	top-

ics	presented	in	Section	D,	is	one	of	the	main	long-term	objectives	of	Internal	Audit	

at	SAP.	his	helps	guarantee	compliance	with	the	auditing	standards	and	the	secu-

rity	of	Internal	Audit’s	own	process	and	control	checks	under	SOX.	For	a	number	of	

important	audit	topics,	the	standard	Audit	Roadmap	only	provides	a	framework	of	

basic	methods	and	techniques,	in	spite	of	its	complexity.	Elements	of	content	and	

other	inluences,	such	as	the	regional	aspects	of	an	audit	or	the	procedures	that	re-

sult	from	the	relevant	audit	ields,	make	having	additional	or	adapted	Audit	Road-

maps	seem	a	good	idea.	he	reasons	are	as	follows:

•	 he	 increasing	 complexity	 of	 topics	 oten	 calls	 for	 speciic	 question	 catalogs,	

testing	procedures,	and	working	papers.	he	resulting	specialization	moreover	

oten	entails	additional	audit	steps	or	the	involvement	of	external	experts,	which	

in	turn	require	more	consultation	and	documentation.

•	 he	growing	use	of	IT	and	the	increasing	networking	of	modern	communica-

tions	have	led	to	modiied	audit	methods	being	used.	However,	for	certain	audit	

topics,	conidentiality	requirements	allow	for	certain	types	of	meetings,	such	as	

telephone	or	video	conferences,	only	if	additional	non-disclosure	declarations	

and	security	arrangements	are	in	place.

•	 he	rising	number	of	diferent	target	groups	(e.g.,	 the	Disclosure	Committee,	

compliance	departments)	of	an	internal	audit	department	also	makes	it	neces-

sary	to	use	non-typical	audit	procedures.	Examples	include	additional	prelimi-

nary	meetings,	international	consultation	(e.g.,	with	regard	to	international	se-

curity	standards),	and	special	reporting	requirements	that	take	cultural	aspects	

and	interdisciplinary	contacts	into	account.

•	 he	increasing	diferentiation	between	local,	regional,	and	global	audits	on	the	

one	hand,	combined	with	the	need	to	standardize	these	audits	on	the	other,	re-

quires	interfaces	and	consultation	mechanisms	to	be	deined	among	all	employ-

ees	involved.	he	diferent	audit	categories	will	have	an	increasingly	diverse	mix	

of	topics	in	the	future,	making	it	ever	more	diicult	to	assign	a	speciic	audit	to	

one	category	or	another.

Reasons	for	Special	
Audit	Roadmaps

Reasons	for	Special	
Audit	Roadmaps
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•	 he	diferent	services	that	an	internal	audit	department	will	ofer	in	the	future	

may	 require	 that	 some	 procedures	 are	 modiied.	 To	 this	 end,	 special	 Audit	

Roadmaps	 for	 pre-investigations,	 reviews,	 and	 audit-related	 implementation	

support	may	conceivably	be	used;	at	their	various	stages	they	will	require	the	use	

of	speciic	procedures.	For	example,	cataloguing	the	measures	to	be	performed	

is	an	important	aspect	of	reviews.	Special	procedures	also	have	to	be	deined	for	

the	non-audit	related	services	of	Internal	Audit.	his	may	lead	to	overlap,	as	well	

as	additions	and	interfaces	with	regard	to	other	process	models,	e.g.,	the	audit	

process	model.	However,	as	part	of	this	process,	the	audit-speciic	content	of	the	

Audit	Roadmap	is	not	being	subsumed	into	the	process	models	of	other	corpo-

rate	units,	such	as	Risk	Management.	he	dualism	of	the	independence	of	the	

audit	process	and	its	integration	into	other	procedure-based	models	is	a	major	

challenge	of	future	process	structures	in	audit-related	areas.

•	 A	certain	amount	of	development	 time	will	 still	be	necessary	before	 Internal	

Audit’s	service	proiles	can	be	generalized	for	external	use,	but	initial	signs	can	

be	identiied	already.	An	important	prerequisite	is	to	break	the	Audit	Roadmap	

down	into	modules.	It	would,	for	example,	be	possible	to	produce	an	internal	

and	external	audit	service	catalog	of	Internal	Audit	under	which	service	pack-

ages	are	provided	for	planning,	execution,	and	reporting	in	diferent	legal	sys-

tems,	sectors	of	the	economy,	and	industries.	he	Audit	Roadmap	is	thus	used	

as	a	structure	to	process	speciic	audit	content	on	an	individual	and	sound	sci-

entiic	basis.	his	allows	auditors	to	incorporate	audit	requirements,	procedures,	

and	responsibilities	that	are	common	in	the	sector,	demanded	by	industry	as-

sociations,	or	necessary	in	terms	of	security.	he	next	step	would	be	to	create	

comprehensive	service	catalogs	speciic	to	each	phase,	which	would	also	sup-

port	a	billing	system	for	the	services	provided.	his	would	create	the	prerequi-

sites	for	Internal	Audit	to	be	structured	and	managed	as	a	legally	and/or	com-

mercially	separate	entity.

he	 above	 reasons	 for	 developing	 special	 Audit	 Roadmaps	 explain	 that	 Internal	

Audit	is	turning	into	a	service	department	and	can	thus	meet	diferent	objectives	

and	serve	diferent	target	groups.	hey	highlight	long-term	development	perspec-

tives,	 especially	 since	 issues	 such	 as	 compliance,	 process	 efectiveness,	 and	 safe-

guarding	of	internal	controls	are	increasingly	important	in	the	international	arena.

HintS	AnD	tiPS	 ;

•	 Auditors	should	discuss	speciic	requirements	on	the	Audit	Roadmap	with	other	

team	members	and	the	Audit	Manager.

•	 Auditors	should	analyze	any	existing	Audit	Roadmaps	and	use	them	for	ideas	so	

that	they	can	deine	their	own	individual	Audit	Roadmaps	when	necessary.

•	 To	this	end,	auditors	should	make	a	note	of	all	noteworthy	elements	that	could	

generally	be	used	as	criteria	for	individual	Audit	Roadmaps.

Range	of	ServicesRange	of	Services

Modular	BreakdownModular	Breakdown

Development	
Perspectives
Development	
Perspectives
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7.2 Audit Roadmap for Fraud Audits

Key	PointS	 •••

•	 In	the	fraud	audit	ield,	a	global	audit	department	must	respond	reactively	with	

ad-hoc	audits	and	proactively	with	preventive	audits.

•	 he	Scope	is	based	on	processes	and	process	weaknesses	as	well	as	fraud-related	

and	compliance-related	matters.

•	 Experience	from	SOX	audits	and	fraud	audits	are	incorporated	in	Internal	Au-

dit’s	risk-based	annual	audit	planning.

•	 he	 preparation	 and	 execution	 of	 a	 fraud	 audit	 involves	 comprehensive	 fact	

gathering,	which	must	identify	and	assess	all	aspects.

•	 he	reports	are	based	on	the	importance	and	impact	of	the	fraud	case	and	the	

need	for	a	follow-up.

he	procedure	for	fraud	audits	difers	from	that	used	for	other	audits,	which	means	

that	a	special	Audit	Roadmap	for	fraud	should	be	applied	(for	details	on	how	Inter-

nal	Audit	handles	fraud,	see	Section	D,	Chapter	13).	Its	content	is	diferent	from	the	

standard	Audit	Roadmap,	because	fraud	audits	require	special	preparation	and	fo-

cus	on	diferent	views	and	work	aspects.	For	ad-hoc	fraud	audits,	it	is	necessary	to	

gather	detailed	information	within	as	short	a	period	of	time	as	possible.	he	infor-

mation	is	usually	substantially	augmented	by	carrying	out	background	research	to	

shed	light	on	and	assess	the	situation.	he	rest	of	this	chapter	shows	in	detail	for	

each	phase	what	the	standard	Audit	Roadmap	and	the	Audit	Roadmap	for	fraud	

audits	have	in	common	and	where	they	difer.

Similar	 to	 the	 standard	 Audit	 Roadmap,	 the	 planning	 phase	 comprises	 the	

Scopes,	 audit	planning,	 and,	 if	 applicable,	 the	audit	 request.	he	Core	Scope	 for	

fraud	includes	the	Key	Scopes	deined	for	this	audit	ield	(see	Section	D,	Chapter	13)	

which	relect	the	risk	areas	deined	for	fraud.	hey	are	also	based	on	matters	rele-

vant	under	criminal	and	compliance	law.	he	Key	Scopes	are	the	starting	point	for	

case-speciic	fraud	audits	and	for	the	creation	of	individual	work	programs.	hey	

also	 form	 the	 basis	 for	 process-oriented	 preventive	 audits.	 he	 contents	 of	 the	

Scopes	break	down	into	internally	committed	fraud	(fraud	committed	by	employ-

ees)	and	externally	committed	fraud	(fraud	committed	by	third	parties).

Audit	topics	connected	with	possible	fraudulent	activities	are	considered	in	the	

annual	audit	planning	process	(see	Section	D,	Chapter	3).	 In	 line	with	the	Audit	

Roadmap	for	fraud,	the	audit	team	responsible	internally	collects	and	assesses	cases	

of	fraud	that	have	occurred	in	the	course	of	the	year.	Sources	may	include	the	re-

sults	of	ad-hoc	audits,	weak-point	analyses,	SOX	audits,	and	standard	audits.

In	 addition,	 speciic	 preventive	 audits	 (primarily	 process	 and	 transaction	 au-

dits)	may	be	included	in	the	annual	audit	plan.	Internal	Audit	may	also	receive	re-

ports	of	cases	from	various	corporate	units,	such	as	the	legal	department,	employee	

Fraud	Audit	RoadmapFraud	Audit	Roadmap

ScopeScope

Annual	Audit	PlanningAnnual	Audit	Planning
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Preventive	Audits
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representatives,	or	the	compliance	department;	these	cases	may	also	be	turned	into	

possible	audit	topics.

Ad-hoc	audits	are	triggered	by	audit	requests	(see	Section	B,	Chapter	2.3).	When	

the	request	has	been	assessed	by	the	relevant	Audit	Manager	and	discussed	with	the	

CAE,	a	case-speciic	ad-hoc	audit	or	a	preventive	audit	may	be	scheduled	if	appro-

priate.	Such	audits	are	immediately	added	to	the	execution	planning.

During	the	preparation	phase,	Internal	Audit	must	gather	as	much	information	

as	possible	about	the	fraud	case.	If	the	fraud	has	been	reported	anonymously,	this	

information	 must	 be	 analyzed	 with	 special	 care.	 Additional	 information	 may	 be	

obtained	by	using	internal	IT	systems	or	questioning	other	employees:	When	inves-

tigating	an	anonymously	reported	case	of	fraudulent	travel	expenses,	for	example,	

Internal	Audit	can	go	through	relevant	data	and	documents	in	advance	and	obtain	

information	about	the	accused	employee	by	asking	speciic	questions.	In	the	best	

case,	the	allegation	can	be	refuted	by	presenting	the	facts.	However,	if	that	is	not	

possible,	the	auditors	must	take	further	steps,	all	of	which	have	to	be	documented	

in	a	work	program.

he	work	program	must	be	 tailored	to	 the	situation	 in	question	and	must	be	

adaptable	 to	 all	 possible	 scenarios.	 Sometimes	 the	 main	 focus	 is	 on	 questioning	

employees,	but	at	other	times	the	auditors	perform	analyses	in	the	internal	systems.	

he	work	program	should	not	be	limited	to	the	facts	that	are	known	already,	but	

allow	the	auditors	to	take	any	action	that	gives	them	as	comprehensive	an	overview	

of	the	situation	as	possible.	New	facts	may	cause	the	focus	to	shit	at	any	time	dur-

ing	 the	audit.	Auditors	may	only	draw	conclusions	ater	 the	completion	of	audit	

activities,	once	they	have	exhausted	all	ways	of	obtaining	information.	Here	it	may	

happen	that	detailed	analysis	of	certain	transactions	reveals	that	no	further	action	

needs	to	be	taken.

Auditors	should	familiarize	themselves	with	the	facts	of	the	matter	during	the	

preparation	phase.	hey	should	compile	question	catalogs	as	preparation	for	inter-

views.	he	interviews	will	vary	case	by	case	and	should	therefore	be	newly	prepared	

for	each	audit,	although	question	catalogs	from	previous	audits	can	be	used	for	guid-

ance.	he	auditors	also	should	develop	a	 strategy	as	 to	how	and	when	 to	contact	

certain	people	and	establish	to	what	extent	they	can	disclose	the	content	of	the	audit,	

and	whether	some	interviews	must	be	coordinated	with	Human	Resources	and	the	

legal	department.	hey	 should	always	discuss	 these	 steps	 in	advance	 in	 the	audit	

team	and	with	the	Audit	Manager	concerned.	A	good	way	to	prepare	is	therefore	to	

hold	a	constructive	meeting	to	gather	and	coordinate	ideas	in	the	audit	team.

he	objective	of	audit	execution	is	to	gather	facts,	e.g.,	through	interviews,	sys-

tem	 analysis,	 collecting	 background	 information,	 etc.	 Auditors	 can	 use	 internal	

and,	as	far	as	accessible,	external	systems	for	this	purpose,	either	to	collect	data	or	

to	process	data	for	analysis.	It	is	important	to	make	an	accurate	record	in	the	work-

ing	 papers	 of	 the	 data	 analyzed	 and	 the	 results	 produced.	 he	 following	 are	 the	

main	diferences	from	a	normal	audit:

Audit	RequestAudit	Request

Collecting	information	
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•	 Special	data	protection	requirements	must	be	observed.

•	 Since	the	matter	is	sensitive,	the	audit	oten	has	to	be	conducted	covertly	and	the	

documentation	adapted	accordingly,	including	documents	that	may	be	used	in	

a	court	of	law.

•	 he	 entire	 audit	 must	 be	 conducted	 with	 the	 awareness	 that	 the	 results	 may	

have	to	be	made	available	to	external	parties,	such	as	the	courts	or	the	district	

attorney.

•	 here	are	uncertainties	regarding	the	execution,	outcome,	and	consequences	of	

the	audit,	which	may	inluence	the	behavior	of	individual	auditors.

Detailed	documentation	supports	the	strength	of	the	evidence	provided	by	the	au-

dit	results.	To	this	end,	the	auditors	should	include	as	much	individual	data	as	pos-

sible	and	accurately	trace	the	transaction	history	in	order	to	prove	any	irregulari-

ties.	In	the	case	of	posting	a	supplier	invoice,	for	example,	this	includes:

•	 receipt	of	invoice,

•	 preliminary	posting	of	document,

•	 invoice	approval	(date,	name	of	authorizing	employee),

•	 posting	of	invoice	(accounts,	posting	text,	posting	date),

•	 release	for	payment	(date,	name	of	authorizing	employee),

•	 payment	(bank	accounts,	date),	and

•	 archiving	of	supplier	invoice	(date,	name	of	archiving	employee).

Audit	execution	also	serves	to	ind	out	whether	further	damage	has	been	done	or	

could	be	done	in	the	future.	Fraud	audits	therefore	include	recording	the	processes	

since	most	cases	of	fraud	are	possible	only	because	the	controls	are	weak	or	non-

existent.	he	combination	of	individual,	normally	person-related,	one-time	audits	

with	 process	 audits	 causes	 the	 elements	 of	 the	 traditional	 audit	 to	 mix	 with	 the	

special	aspects	of	the	fraud	audit:	he	objective	is	to	measure	the	extent	of	the	dam-

age	and	to	build	and	strengthen	the	processes	and	controls.

Reports	on	fraud	audits	may	be	varied,	depending	on	the	type	of	fraud	audit	and	

the	ensuing	consequences.	In	the	case	of	ad-hoc	audits,	the	situation	is	presented	in	

a	memorandum,	and	the	indings	and	relevant	recommendations	are	embedded	in	

an	implementation	report.	he	report	format	for	preventive	audits	is	the	standard	

report	package.

he	follow-up	process	is	the	same	as	in	the	standard	Audit	Roadmap.	However,	

in	some	cases	of	fraud	audits,	the	follow-up	must	be	conducted	earlier	or	immedi-

ately	ater	the	report	has	been	presented.	his	happens	in	cases,	for	example,	where	

the	auditors	must	ensure	that	the	accounts	are	corrected	immediately.	Moreover,	if	

measures	by	the	human	resources	department	are	necessary,	it	may	be	important	

for	Internal	Audit	to	ind	out	what	measures	have	been	taken.	his	may	be	impor-

tant	 for	 reporting	 the	 matter	 immediately	 to	 the	 Board	 and	 for	 complying	 with	

deadlines	or	reporting	requirements	set	by	labor	law.	If	a	fraud	audit	has	identiied	

Detailed	DocumentationDetailed	Documentation

Processes	and	ControlsProcesses	and	Controls

ReportingReporting

Follow-UpFollow-Up
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an	immediate	danger	to	the	company,	emergency	measures	may	have	to	be	intro-

duced,	which	in	turn	must	be	tested	immediately	by	Internal	Audit.

HintS	AnD	tiPS	 ;

•	 Auditors	always	have	to	approach	the	situation	to	be	investigated	from	an	im-

partial	angle.

•	 hey	should	include	all	eventualities	in	their	investigation.

•	 It	is	better	to	test	something	superluously	than	to	overlook	something.
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7.3 Audit Roadmap for Management Process Audits

Key	PointS	 •••

•	 For	 management	 process	 audits,	 the	 standard	 Audit	 Roadmap	 should	 be	

adapted.

•	 Appropriate	 procedures	 and	 documents	 should	 be	 used	 to	 reconcile	 target	

group	speciic	 features	 to	 the	methods	and	procedures	of	 the	 standard	Audit	

Roadmap.

•	 Important	 modiications	 and	 additions	 include	 the	 description	 of	 the	 Key	

Scopes,	condensed	documentation	of	audit	objectives	and	process	for	manage-

ment,	special	guidelines	for	execution,	a	modiied	reporting	system,	and	a	per-

sonal	feedback	discussion.

•	 In	the	future,	international	practices	and	requirements	will	have	a	particularly	

strong	inluence	on	audit	procedures	in	the	area	of	management	process	audits.

The SAP®-Audit Roadmap as a Working Basis for Internal Audit

Special Audit Roadmaps

Audit Roadmap for Management Process Audits

B	|	7	|	7.3



288

Management	process	audits	(see	Section	A,	Chapter	6.2.2	and	Section	C,	Chapter	

5.4)	are	becoming	increasingly	important.	A	major	reason	for	this	is	that	the	work	

of	managers	is	becoming	more	and	more	the	focus	of	external	control	and	due	care	

requirements.	For	Internal	Audit,	this	results	in	the	need	to	provide	a	clear	deini-

tion	of	ieldwork	 in	 this	audit	ield.	 In	addition	 to	creating	a	dedicated	Scope,	 it	

helps	to	have	in	place	a	modiied	version	of	the	procedural	audit	model,	the	Audit	

Roadmap.	his	modiication	gains	in	importance,	complexity,	and	dynamics	when	

the	auditors	look	at	management-speciic	interests	at	diferent	management	levels.

he	familiar	structure	of	the	Audit	Roadmap	is	not	substantially	changed	for	man-

agement	process	audits:	he	phases	remain	intact,	and	most	of	the	sub-phases	also	

occur.	Still,	it	is	advisable	to	adapt	or	expand	certain	procedures	speciically	for	this	

audit	ield.	More	detailed	analysis	of	the	Audit	Roadmap	intended	for	this	purpose	

reveals	the	following	speciic	features:
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•	 When	describing	the	audit	segments	as	detailed	content,	i.e.,	the	individual	Key	

Scopes,	the	auditors	should	pay	particular	attention	to	the	responsibilities	laid	

out	e.g.	in	the	management	engagement	model	with	its	respective	components	

(inance,	compliance,	operations,	human	resources).	Here	it	may	be	an	advan-

tage	to	ask	the	manager	concerned	to	conirm	the	responsibilities	in	writing	af-

ter	the	auditors	have	discussed	them	with	the	manager.

•	 In	combination	with	the	audit	announcement,	the	managers	concerned	should	

be	given	a	condensed	document	about	the	objectives,	background,	and	execu-

tion	of	management	process	audits.	his	 imparts	knowledge	and	supports	an	

open	and	constructive	basis	of	trust.

•	 he	work	program	also	focuses	on	management	controls.	Here	it	is	a	good	idea	

to	create	a	link	to	other	documented	control	systems,	such	as	controls	imple-

mented	under	SOX,	and	to	refer	to	them	as	appropriate.

•	 For	the	execution	of	the	audit,	guidelines	and	question	catalogs	should	be	cre-

ated	that	take	detailed	account	of	the	social	and	personal	components	of	this	

type	of	audit.	his	is	to	ensure	that	the	relevant	ieldwork	activities,	such	as	in-

terviews	with	management,	keep	within	a	formal	framework.

•	 When	it	comes	to	reporting,	it	is	useful	to	provide	further-reaching	report	for-

mats.	Reports	for	management	are	normally	structured	in	stages,	ranging	from	

general	 to	 detailed	 views.	 Portfolio	 analysis,	 key	 indicator	 reports,	 and	 trend	

calculations	are	suitable	for	this	type	of	presentation	because	they	can	be	used	to	

drill	down	to	the	level	of	individual	indings	and	the	underlying	reasons.	It	is	

also	possible	to	compile	management	audit	reports	even	without	separate	rec-

ommendations	 for	each	inding	depending	on	the	management	 level	and	the	

signiicance	of	 individual	indings.	he	point	of	departure	may	be	the	overall	

audit	statement	for	the	management	process	audit,	so	that	it	can	either	be	com-

pared	with	other	audits	or	a	correlation	can	be	established	with	the	audit	results	

of	the	other	organizational	units	assigned	to	this	manager.

•	 Sometimes	the	auditee	in	a	management	process	audit	may	be	deemed	respon-

sible	for	suggesting	the	necessary	recommendations	and	implementation	steps	

for	the	indings	and	observations	made	during	the	audit.

•	 Another	 feature	 of	 management	 process	 audits	 is	 that	 management	 can	 give	

feedback	during	 the	 follow-up.	To	this	end,	 Internal	Audit	 should	schedule	a	

separate	discussion	that	allows	the	manager	to	comment	personally	and	in	con-

idence	on	the	audit	results	and	give	his	or	her	opinion	on	the	audit	and	its	value	

added.	It	generally	makes	sense	to	conduct	this	dialog	only	between	the	man-

ager	and	the	audit	lead.

Depending	on	the	management	process	audit	concerned,	it	is	up	to	Internal	Audit	

to	make	speciic	additions	to	the	above	modiications	of	the	Audit	Roadmap.	In	the	

case	of	international	management	process	audits,	it	remains	to	be	seen	to	what	ex-

tent	such	audits	can	also	be	conducted	for	responsibilities	that	span	several	coun-

tries.	his	could	result	in	further	adjustments,	e.g.,	the	inclusion	of	special	inter-
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view	 techniques.	 In	 this	 context,	 Internal	 Audit	 must	 take	 cultural	 aspects	 into	

account	because	not	all	managers	may	regard	it	as	their	duty	to	give	auditors	from	

other	countries	or	cultural	groups	information	about	their	area	of	responsibility.

HintS	AnD	tiPS	 ;

•	 he	planning	of	a	management	process	audit	 should	be	based	on	 the	 special	

Audit	Roadmap	as	far	as	possible.	Auditors	should	discuss	the	Roadmap	in	ad-

vance	with	the	auditee.

•	 Auditors	should	suggest	their	own	solutions	for	developing	the	modiied	Audit	

Roadmap	further	and	discuss	them	with	the	audit	lead.

•	 Auditors	should	also	document	their	experiences	with	management	process	au-

dits	as	an	addition	to	the	relevant	templates.

LinKS	AnD	ReFeRenCeS	 e
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Audits.	Hoboken,	NJ:	Wiley	&	Sons.

7.4 Audit Roadmap for IT Audits

Key	PointS	 •••

•	 For	companies	that	rely	heavily	on	information	technology,	the	demands	on	IT	

systems,	and	IT	security	in	particular,	are	of	critical	importance	because	they	

determine	whether	business	success	can	be	secured.

•	 he	 complexity	 in	 the	 area	 of	 information	 technology	 requires	 suitable	 audit	

activities.

•	 With	the	help	of	a	documented	security	guideline,	Internal	Audit	can	quickly	

get	an	overview	of	the	current	status	of	IT	security	in	the	company.

For	organizations	that	rely	to	a	great	extent	on	information-technology,	e.g.	compa-

nies	that	use	an	enterprise	system	like	SAP,	the	demands	on	IT	systems,	and	IT	se-

curity	in	particular,	are	of	critical	importance	because	business	success	depends	on	

them.	In	order	to	meet	basic	business	requirements,	such	a	company	must:

•	 ensure	the	integrity	of	the	data	stored	in	its	computer	systems,

•	 protect	the	conidentiality	of	sensitive	data,

•	 guarantee	that	the	information	systems	are	always	available,	and

•	 comply	with	the	relevant	laws,	regulations,	and	standards.

Internal	 Audit	 must	 evaluate	 in	 IT	 audits	 whether	 the	 existing	 level	 of	 security	

meets	 the	 company’s	 business	 requirements	 in	 terms	 of	 securing	 information	
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against	unauthorized	use,	disclosure,	change,	and	accidental	or	malicious	 loss	or	

damage.	

COBIT®	is	used	as	the	basis	for	the	IT	Scope,	because	it	covers	almost	all	inter-

nationally	recognized	standards	and	recommendations.	COBIT®	is	a	model	of	gen-

erally	applicable	and	internationally	accepted	IT	process-related	control	objectives.	

It	is	used	to	guarantee	that	information	technology	is	reliably	applied.	he	frame-

work	has	been	developed	for	this	purpose	by	the	international	Information	Systems	

Audit	and	Control	Association	(ISACA).

here	are	three	categories	into	which	the	seven	information	criteria	deined	by	

COBIT®	can	be	classiied:

•	 IT	quality	control,	which	is	determined	by	efectiveness	and	eiciency,

•	 IT	security	control,	which	is	determined	by	conidentiality,	integrity,	and	avail-

ability,	and

•	 iduciary	control	of	IT,	which	is	determined	by	reliability	and	compliance	with	

legal	requirements.

like	 all	 operating	 resources,	 IT	 resources	 must	 be	 planned,	 developed,	 imple-

mented,	operated,	and	monitored.	he	following	four	domains,	i.e.,

•	 Plan	and	Organize,

•	 Acquire	and	Implement,

•	 Deliver	and	Support,	and

•	 Monitor	and	Evaluate,

provide	 the	 basis	 for	 the	 audit	 topics	 of	 the	 IT	 and	 IT	 security	 audit	 ield	 (see		

Section	A,	Chapter	6.2.5).	COBIT®	provides	detailed	guidance	on	processes	within	

each	 of	 these	 domains.	 Each	 of	 the	 processes	 are	 linked	 to	 the	 basic	 business		

requirements	for	data:	integrity,	conidentiality,	availability	and	compliance.

Adequate	planning	is	the	irst	step	necessary	in	the	execution	of	an	efective	IT	

audit.	Internal	Audit	should	perform	an	overall	risk	assessment	and	then	develop	

the	annual	audit	plan,	which	contains	the	audit	objectives	and	the	actions	required	

to	meet	these	objectives	(see	Section	D,	Chapter	3).	he	Scopes	relevant	for	the	IT	

audit	ield	must	be	described	in	detail.	hey	form	the	basis	for	the	design	of	IT	work	

programs.	he	IT	area	may	also	require	ad-hoc	audits,	e.g.	with	regard	to	urgent	

issues	relating	to	access	authorization	and	document	security.

he	procedure	for	testing	internal	controls	is	deined	during	audit	preparation.	

he	appropriate	contact	person(s)	in	the	areas	to	be	audited	should	also	be	deter-

mined,	as	well	as	the	auditor’s	necessary	technical	skills	and	the	resources	required	

to	meet	the	audit	objective.	For	complex	technical	aspects,	it	may	be	sensible	to	use	

experts	 (e.g.,	database	specialists)	as	guest	auditors	 for	support,	e.g.,	during	data	

analysis.	he	audit	lead	is	responsible	for	coordinating	the	employees	involved	in	

the	audit	and	must	ensure	that	the	audit	objectives	are	met	and	the	audit	complies	

with	all	relevant	standards.

In	addition	to	system	analysis,	organizational	aspects	are	also	evaluated	during	

IT	audits.	Although	following	a	speciic	sequence	of	procedures	is	not	mandatory	
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in	IT	audits,	IT	auditors	will	normally	base	their	actions	on	a	structured	work	pro-

gram	in	order	to	understand	the	audit	object	and	be	able	to	assess	and	test	the	rel-

evant	control	structures.	he	following	are	examples	of	what	can	be	included	in	a	

work	program	for	IT	security:

•	 he	design,	 implementation,	and	monitoring	of	access	controls	should	be	as-

sessed	to	ensure	the	integrity,	conidentiality,	and	availability	of	information.

•	 he	security	of	the	network	infrastructure	should	also	be	evaluated	to	guarantee	

the	integrity,	conidentiality,	availability,	and	authorized	use	of	the	network	and	

the	transmitted	information.

•	 To	avoid	or	minimize	loss	of	information,	it	is	important	to	assess	the	design,	

implementation,	and	monitoring	of	the	control	environment.

•	 Physical	access	controls	should	also	be	assessed	to	ensure	that	the	level	of	pro-

tection	for	information	and	installations	is	adequate	for	meeting	the	company’s	

business	targets.

Audit	execution	is	based	on	a	work	program.	To	obtain	an	initial	overview,	the	au-

ditors	should	use	 information	sources	relating	to	 the	execution	of	 tests	or	docu-

mentation,	such	as	lowcharts,	guidelines,	standards,	and	working	papers	from	past	

audits.	With	the	help	of	a	documented	security	guideline,	the	auditors	are	able	to	

record	the	current	status	of	IT	security	in	the	company.

Although	auditors	can	draw	conclusions	 from	any	 form	of	 suitable	evidence,	

some	documents	are	more	reliable	than	others.	Factors	that	determine	how	to	as-

sess	the	reliability	of	audit	documents	include:

•	 Objectivity	of	the	evidence:	Objective	evidence	is	more	credible	than	evidence	

that	requires	subjective	judgment.	A	system	analysis	carried	out	by	the	IT	audi-

tor	is	an	example	for	objective	evidence.	Information	that	is	based	on	discus-

sions	with	certain	employees	requires	subjective	interpretation.

•	 Personal	qualiications:	Regardless	of	whether	the	information	or	documentary	

evidence	is	supplied	by	a	company	employee	or	a	third	party,	IT	auditors	should	

always	take	the	qualiications	of	the	person	concerned	into	consideration.	his	

could	apply	also	to	IT	auditors	themselves,	since	test	results	are	only	reliable	if	

the	IT	auditors	have	properly	understood	the	test	or	control.

Before	communicating	the	audit	results	to	the	managers	in	charge,	indings	should	

be	 discussed	 with	 the	 employees	 of	 the	 audited	 area.	 Such	 a	 meeting	 should	 be	

aimed	at	obtaining	the	employees’	agreement	with	the	indings	and	their	commit-

ment	to	implement	the	recommendations.	he	weaknesses	and	potential	areas	for	

improvement	identiied	should	be	appropriately	documented	and	backed	up	with	

system	analyses	in	order	to	avoid	any	disagreement.

he	follow-up	for	IT	audits	is	not	materially	diferent	from	the	standard	proce-

dure	(see	Section	B,	Chapter	6).	Auditing	the	implementation	of	the	recommenda-

tions	relating	to	organizational	processes	sometimes	requires	substantial	ieldwork.	

he	implementation	of	system	recommendations,	on	the	other	hand,	is	relatively	
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easy	to	verify	by	analyzing	the	relevant	settings.	Especially	for	security-relevant	sys-

tem	settings,	which	require	immediate	realization	of	the	recommended	modiica-

tions,	the	current	status	can	be	established	quickly	with	a	simple	system	analysis.

HintS	AnD	tiPS	 ;

•	 System	analyses	are	more	objective	and	thus	more	suitable	for	use	as	audit	evi-

dence	than	information	obtained	through	interviews.

•	 use	 internationally	 recognized	 guidelines	 for	 IT	 audits,	 such	 as	 COBIT®,	 to	

structure	the	work	program.
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1 Introduction

Section C of this handbook provides practical examples of internal audit work at 

SAP. Chapter C.2 presents audit basics. Chapters C.3 and C.4 provide selected ex-

amples of inancial and operational audits while Chapter C.5 gives details of com-

bined audit topics. Chapters C.6 through C.9 deal with selected topics speciic to 

SAP, and Chapter C.10 describes IT audits. 

he audit topics and examples presented in this section are not intended to rep-

resent the complete audit universe. hey are a selection from the large number of 

tasks handled by Internal Audit at SAP. he selection is intended to cover tradi-

tional audit topics, while providing an insight into the company-speciic realm of 

internal auditing. Further, the chapters provide speciic information regarding the 

processes and accounting transactions that the internal auditors would review dur-

ing a typical audit.

All practice-based examples given in the following chapters, including the ig-

ures quoted, are ictitious and are in no way related to real company data, igures, or 

information of SAP, its (local) subsidiaries, or other companies that have dealings 

with SAP.

SAP is listed on the NYSE, which means that SAP is subject to SEC oversight. 

he company therefore has an obligation to prepare consolidated inancial state-

ments in accordance with U.S. Generally Accepted Accounting Principles (US-

GAAP) and SOX requirements. SAP’s local subsidiaries prepare their inancial 

statements according to US-GAAP based accounting guidelines. SAP AG and its 

local subsidiaries in the various countries recognize and report individual transac-

tions between reporting dates (in the SAP system in periods 1-12 for the months 

January through December) uniformly in compliance with US-GAAP. Period 13 is 

used for year-end entries. he values carried forward to the new iscal year are based 

on the closing US-GAAP balance sheet from period 13. Since January 1, 2007,  

the consolidated inancial statements are additionally being prepared according to 

IFRS.

In the following chapters, the relevant inancial reporting standards used will 

not be explicitly stated, because the focus is on the auditing procedure rather than 

on speciic aspects of inancial reporting. In some cases, we give details of the rele-

vant US-GAAP rules in order to enhance understanding of the auditing procedure. 

he examples are based on US-GAAP and follow SAP’s accounting guidelines.

GIAS uses the reports in the SAP system in all internal audits. Similar to other 

companies, SAP’s auditors sometimes use application-based, SAP-speciic reports 

and information, which is stored in the system. his section, however, does not 

explicitly deal with the various reports and paths in the SAP system.

Structure and Content  
of Section C
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2	 Audit	Basics
2.1 Overview of the Audit Process

Key	Points	 •••

•	 Before	the	start	of	standard	and	special	audits	listed	in	the	annual	audit	plan,	

Internal	Audit	should	send	out	audit	announcements	to	the	auditees.

•	 he	work	program	is	compiled	with	due	consideration	for	the	objectives	of	the	

audit.

•	 An	opening	meeting	with	the	auditees	is	conducted	before	the	ieldwork	begins.	

A	closing	meeting	is	held	ater	ieldwork	is	complete	to	review	the	results	of	the	

audit	ieldwork.

•	 he	audit	report	contains	information	on	the	objective,	extent,	and	results	of	the	

audit.

•	 During	 the	 follow-up	phase,	 Internal	Audit	checks	whether	 the	audit	 recom-

mendations	have	been	implemented.

Internal	Audit's	audit	work	can	be	divided	into	ive	main	phases	according	to	the	

Audit	Roadmap	(for	details,	see	Section	B).	he	practical	examples	of	internal	au-

dits	at	SAP	are	presented	in	the	following	chapters	using	the	phases	of	the	Audit	

Roadmap.	However,	since	the	planning	phase	is	a	process	independent	of	the	actual	

audits,	it	is	discussed	separately	in	Section	B,	Chapter	2	and	Section	D,	Chapter	3.	

his	chapter	briely	explains	selected	aspects	of	the	Audit	Roadmap	before	provid-

ing	an	overview	of	the	general	basis	of	practical	audit	work	at	SAP	(see	Section	C,	

Chapters	2.2	through	2.4).

Auditees	are	provided	suicient	advance	notice	before	the	start	of	any	standard	

or	special	audit	listed	in	the	annual	audit	plan	(see	Section	B,	Chapters	2.2	and	3.1).	

Ad-hoc	audits	generally	become	necessary	due	to	sudden	events	or	audit	requests	

and	must	be	investigated	immediately	(see	Section	B,	Chapter	2.3).	herefore,	ad-

hoc	audits	are	not	scheduled	in	advance	and	usually	no	announcements	are	made	

before	they	begin.	

Before	auditors	can	prepare	for	and	conduct	an	audit,	they	must	correctly	and	

fully	understand	the	topic	and	objective	of	the	audit.	For	standard	and	special	au-

dits	listed	in	the	annual	plan,	the	objective	is	deined	in	the	audit	announcement.	

For	ad-hoc	audits,	the	audit	objective	is	usually	deined	in	the	audit	request.

Before	 the	 start	of	ieldwork,	 Internal	Audit	 sets	 the	 timeframe	 for	 the	audit,	

selects	the	audit	team	and	identiies	the	audit	steps	necessary	to	achieve	the	objec-

tives	of	the	audit.	hese	audit	steps	are	described	in	the	audit	work	program.

he	 work	 program	 is	 created	 within	 the	 existing	 framework	 (see	 Section	 B,	

Chapter	3.2).	It	includes	the	audit	content	and	the	speciic	audit	steps	necessary	to	

ensure	the	internal	audit	team	can	meet	the	objectives	of	the	audit.

Before	beginning	the	audit,	Internal	Audit	should	consult	with	the	auditees	to	

ensure	that	the	employees	responsible	for	the	audit	area	will	be	available	for	inter-
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views	and	the	relevant	working	documents	will	be	provided	during	the	audit.	Inter-

nal	Audit	should	prepare	a	list	of	required	information	and	documents	for	the	audit	

and	provide	this	list	to	the	auditees	ahead	of	time	so	that	they	may	assemble	the	

items.	his	facilitates	the	timely	completion	of	the	audit	engagement.

he	next	step	during	audit	preparation	is	to	ensure	that	the	auditors	have	all	the	

necessary	 system	 authorizations	 to	 avoid	 time-consuming	 problems,	 which	 can	

signiicantly	hamper	audit	execution.

In	simpliied	terms,	ieldwork	follows	this	sequence:

•	 opening	meeting;

•	 audit	execution	on	site:

■	 analysis	of	the	current	condition	of	the	processes	and	structures	to	be	au-

dited,

■	 in-depth	analysis	of	individual	facts,

■	 identiication	and	deinition	of	potential	improvements,

■	 agreement	on	the	audit	indings	and	recommendations	with	the	employees	

responsible,

•	 closing	meeting.

At	 the	 opening	 meeting,	 the	 internal	 audit	 team	 members	 introduce	 themselves	

and	the	internal	audit	department	to	the	auditees	and	provide	information	about	

the	audit	process,	explaining	the	main	aspects	of	the	audit	objectives,	content,	and	

procedure.	 he	 management	 of	 the	 division	 being	 audited	 should	 be	 given	 the		

opportunity	to	contribute	their	own	ideas	and	suggestions.	Overall,	 this	meeting	

should	be	used	to	create	a	basis	of	trust	among	those	involved,	especially	the	em-

ployees	concerned.

Ater	the	opening	meeting,	the	various	audit	steps	are	taken	as	described	in	the	

work	program.	During	ieldwork,	the	auditors	collect	and	review	relevant	company	

policies,	 standards,	 guidelines,	 and	 similar	documents,	 including	 rules	of	proce-

dure,	organization	charts,	process	documentation,	project	deinitions,	and	strategic	

and	operational	planning	papers.	he	auditors	should	compare	the	existing	condition	

of	the	audited	unit	to	these	criteria.	he	auditors	derive	various	recommendations	

and	improvement	suggestions	from	this	analysis	if	they	have	identiied	any	weak-

nesses	or	opportunities	for	improvement.

he	audit	steps,	observations,	indings,	and	recommendations	are	documented	

in	the	audit	working	papers.	he	working	papers	also	include	any	relevant	docu-

mentation	obtained	throughout	the	course	of	the	audit.	Working	papers	must	be	

accurately	referenced	and	cross-referenced	as	necessary,	such	that	an	audit	reviewer	

can	easily	navigate	through	the	papers	and	understand	the	basis	for	the	audit	ind-

ings	and	recommendations	(see	Section	B,	Chapter	4.2.3).

he	results	of	the	process	analysis	and	the	proposed	improvements	should	be	

discussed	with	management	irst.	hen	the	employees	responsible	for	implementing	

the	recommendations	must	agree	to	them.	he	internal	auditors	must	have	sui-

cient	 communication	 skills	 to	 convey	 the	 recommendations	and	 their	objectives	

system	Authorizationsystem	Authorization
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such	 that	 they	 will	 be	 understood	 and	 carried	 out	 efectively.	 he	 audited	 unit	

should	accept	responsibility	for	and	implement	the	recommendations.	Finally,	the	

auditees	must	agree	to	a	plan	to	implement	the	recommendations	(including	a	time	

frame	for	implementation).

A	closing	meeting	takes	place	at	the	end	of	the	audit.	At	this	meeting,	auditors	

discuss	their	observations,	indings,	and	recommendations	with	those	responsible	

in	the	audited	unit.

he	audit	report,	which	is	prepared	ater	the	audit,	contains	information	on	the	

objectives	and	extent	of	the	audit,	the	audit	results,	the	auditors’	recommendations	

and	the	agreed	measures	(see	Section	B,	Chapter	5).	A	drat	report	is	sent	to	man-

agement	of	the	audited	unit	for	comment.	hen	the	inal	version	of	the	report	is	

distributed	according	to	the	distribution	list.	he	Audit	Committee	may	receive	the	

entire	audit	report	or	an	executive	summary	of	important	indings.

Ater	the	audit	is	completed,	the	internal	audit	team	should	perform	a	follow-up	

audit	 to	 ensure	 that	 agreed	 improvement	 measures	 have	 been	 implemented	 as	

planned.	his	can	be	achieved	with	a	status	check	and	with	a	follow-up	audit	on	site	

(see	Section	B,	Chapter	6).

LinKs	And	ReFeRenCes	 e

•	 CASCARInO,	R.	AnD	S.	vAn	ESCH.	2005.	Internal Auditing: An Integrated Approach.	

Lansdowne,	SA:	Juta	and	Co.

•	 SEARS,	B.	2002.	Internal Auditing Manual.	new	York,	nY:	Warren,	Gorham	&	Lamont.

•	 SAWYER,	L.	B.,	M.	A	DIttEnHOFER	AnD	J.	H	SCHEInER.	2003.	Sawyer’s Internal 

Auditing.	5th	ed.	Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.

2.2 Tools Needed for the Audit

Key	Points	 •••

•	 During	audit	preparation,	auditors	assemble	the	required	documents	and	work-

ing	tools	to	ensure	the	audit	can	be	performed	eiciently	and	efectively.

•	 If	a	previous	audit	of	the	speciic	area	has	been	performed,	the	internal	audit	

team	should	familiarize	themselves	with	the	audit	working	papers	and	reports	

from	those	previous	audits.

Auditors	must,	of	course,	take	the	necessary	working	materials	and	documents	to	

the	audit.	normally	these	will	include	a	laptop,	notepads,	dividers,	iles,	pens,	text	

markers,	 sheet	protectors,	and	a	calculator.	 In	addition,	 they	should	 think	about	

other	tools	that	may	not	be	available	on	site.	Auditors	should	also	take	their	itiner-

ary,	the	time	schedule	for	meetings,	and	other	documents	created	or	collated	dur-
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ing	the	preparation	phase	(e.g.,	work	program,	print-outs	of	annual	inancial	state-

ments,	minutes	of	meetings	with	colleagues,	etc.).	It	may	also	be	useful	to	bring	the	

audit	announcement	and/or	audit	request.

In	addition,	if	previous	audits	of	the	speciic	audit	area	have	been	performed	the	

internal	 audit	 team	may	bring	 the	working	papers	and	audit	 reports	 from	 those	

audits.	hese	documents	 can	provide	guidance	 for	 the	performance	of	 the	audit	

activities.	Further,	the	internal	audit	team	should	compare	the	current	condition	of	

the	audit	area	with	the	condition	documented	during	past	audits.	his	allows	the	

audit	team	to	determine	if	processes	or	control	systems	have	changed.

Hints	And	tiPs	 ;

•	 Auditors	should	back	up	 their	working	documents	on	a	central	ile	server	or	

other	storage	device	regularly	throughout	the	audit.

LinKs	And	ReFeRenCes	 e

•	 CASCARInO,	R.	AnD	S.	vAn	ESCH.	2005.	Internal Auditing: An Integrated Approach.	

Lansdowne,	SA:	Juta	and	Co.

•	 SEARS,	B.	2002.	Internal Auditing Manual.	new	York,	nY:	Warren,	Gorham	&	Lamont.

•	 SAWYER,	L.	B.,	M.	A	DIttEnHOFER	AnD	J.	H	SCHEInER.	2003.	Sawyer’s Internal 

Auditing.	5th	ed.	Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.

2.3 Auditor Skills

2.3.1 The Right Tone

Key	Points	 •••

•	 An	audit	may	be	a	diicult	and	stressful	situation	for	the	auditees.

•	 Auditors	must	be	fair,	objective,	independent,	honest,	and	reliable.

•	 he	auditor	should	use	a	cooperative	and	diplomatic	approach	and	should	be	

sensitive	to	the	concerns	of	the	auditees	to	gain	acceptance.	

An	audit	can	be	a	diicult	and	uncertain	situation	for	the	auditees.	no	one	likes	to	

be	audited,	and	the	auditees	may	perceive	the	audit	as	a	signal	of	mistrust.	Although	

it	is	sometimes	easier	if	the	unit	to	be	audited	has	already	had	experience	with	au-

dits,	the	auditees	may	still	be	concerned	and	reluctant	to	cooperate.

One	of	the	auditors’	tasks	is	therefore	to	provide	balance	in	these	situations.	he	

auditors	may	face	prejudices	especially	if	Internal	Audit	and	its	employees	are	not	

yet	known	to	the	auditees.	Oten,	Internal	Auditors	are	perceived	as	“police”	–	only	

looking	to	ind	errors	or	fraudulent	activities.	he	auditees	may	not	realize	that	In-
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ternal	Audit	can	also	add	value	to	the	organization	by	providing	recommendations	

to	improve	eiciency	and	efectiveness	of	operations	and	reduce	risk.	In	such	cases,	

the	auditors	should	try	to	eliminate	these	prejudices	in	order	to	conduct	a	success-

ful	audit.

Auditors	need	good	communication	skills.	hey	must	carefully	consider	their	

words	to	ensure	they	convey	the	appropriate	message.	he	objective	of	audit	work	

is	not	to	issue	orders	and	instructions	or	try	to	persuade	the	auditees,	but	to	con-

vince	and	to	identify	common	ground.	

Above	all,	an	auditor	must	be	fair,	objective,	independent,	honest,	and	reliable.	

A	friendly	and	polite,	yet	professional,	demeanor	is	essential	for	good	cooperation.	

In	this	regard,	it	is	helpful	to	give	attention	to	the	auditees	and	to	be	lexible	–	e.g.,	

by	working	around	their	schedules	(for	details	on	the	GIAS	Code	of	Conduct,	see	

Section	A,	Chapters	3.2	and	3.3).

Auditors	must	always	try	to	use	the	right	tone	for	the	employees	of	the	division	

being	audited.	Sensitivity	is	an	important	and	useful	attribute	that	auditors	can	use	

to	gain	acceptance	in	a	cooperative	and	diplomatic	manner.	

Hints	And	tiPs	 ;

•	 Auditors	should	put	themselves	in	the	position	of	the	auditees	and	imagine	how	

they	would	feel	if	their	own	unit	was	being	audited.

•	 Auditors	 should	 treat	 the	 auditees	 in	 the	 same	 way	 as	 they	 would	 like	 to	 be	

treated	in	a	similar	situation.

LinKs	And	ReFeRenCes	 e

•	 CASCARInO,	R.	AnD	S.	vAn	ESCH.	2005.	Internal Auditing: An Integrated Approach.	

Lansdowne,	SA:	Juta	and	Co.

•	 SEARS,	B.	2002.	Internal Auditing Manual.	new	York,	nY:	Warren,	Gorham	&	Lamont.

•	 SAWYER,	L.	B.,	M.	A	DIttEnHOFER	AnD	J.	H	SCHEInER.	2003.	Sawyer’s Internal 

Auditing.	5th	ed.	Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.

2.3.2 Professional Auditor Conduct

Key	Points	 •••

•	 All	auditors	are	responsible	 for	 the	audit	steps	and	associated	work	they	per-

form.

•	 Every	auditor	should	feel	responsible	for	the	overall	success	of	the	audit.

Each	 auditor	 has	 a	 certain	 level	 of	 responsibility,	 both	 for	 the	 audit	 and	 process	

steps	that	are	taken	and	for	the	overall	success	of	the	audit.	Overall	success	in	this	

context	means:
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•	 he	atmosphere	between	auditors	and	auditees	is	cooperative	and	constructive.

•	 All	important	issues	are	handled.

•	 he	audit	objective	is	met	and	the	purpose	of	the	audit	is	fulilled.

•	 Internal	 Audit	 adds	 value	 to	 the	 audited	 unit	 and	 thus	 to	 the	 company	 as	 a	

whole.

With	the	purpose	and	objective	of	the	audit	in	mind,	auditors	must	remember	that	

they	must	adhere	to	a	preset	time	budget.	Importantly,	throughout	the	audit,	vari-

ous	activities	may	be	more	time	consuming	than	anticipated.	For	example,	it	oten	

takes	longer	than	expected	to	receive	requested	documents	from	the	auditees.	For	

this	reason,	the	audit	team	must	concentrate	on	material	and	particularly	risk-prone	

audit	objects.	At	the	end	of	the	audit,	they	must	be	convinced	that	they	have	covered	

and	adequately	audited	all	relevant	aspects	of	the	audited	unit	and	that	their	audit	

has	added	value	to	the	organization.	his	determination	may	be	diferent	for	each	

audit.	herefore,	the	assessment	should	be	made	using	the	appropriate	criteria	for	

the	 speciic	audit	 (e.g.	 improvement	of	 internal	processes,	monetary	advantages,	

reputational	beneits).

Auditors	have	an	obligation	to	ensure	that	their	working	papers	are	complete	

and	consistent.	All	observations	and	results	must	be	recorded	in	the	relevant	docu-

mentation	(see	Section	B,	Chapter	5).	he	audit	working	papers	should	include	the	

following	items:

•	 purpose	of	the	audit	step,

•	 description	of	the	current	condition	(as-is)	of	the	audit	area,

•	 documentation	of	testwork,	if	applicable,

•	 assessment	of	the	relevant	control	systems	with	regard	to	the	risk	that	has	to	be	

covered,

•	 conclusion,	including	recommendations	if	applicable,	

•	 the	responsible	auditor’s	name,

•	 the	date	of	the	audit	work,

•	 evidence	of	review	by	the	audit	lead,	and

•	 appropriate	referencing	and	cross-referencing.

Hints	And	tiPs	 ;

•	 to	save	time,	it	is	useful	to	request	documents	for	diferent	parts	of	the	audit	at	

the	same	time.	his	requires	planning	and	coordination	by	the	audit	team.

•	 Auditors	should	develop	professional	skepticism	and	ask	all	the	questions	that	

have	arisen	during	the	course	of	the	audit.

LinKs	And	ReFeRenCes	 e

•	 REDInG,	 K.	 F.,	 P.	 J.	 SOBEL,	 U.	 L.	 AnDERSOn.	 et	al.	 2007.	 Internal Assurance and 

Consulting Services.	Altamonte	Springs,	FL:	Institute	of	Internal	Auditors.
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•	 CASCARInO,	R.	AnD	S.	vAn	ESCH.	2005. Internal Auditing: An Integrated Approach.	

Lansdowne,	SA:	Juta	and	Co.

•	 SEARS,	B.	2002.	Internal Auditing Manual.	new	York,	nY:	Warren,	Gorham	&	Lamont.

•	 SAWYER,	L.	B.,	M.	A	DIttEnHOFER	AnD	J.	H.	SCHEInER.	2003.	Sawyer’s Internal 

Auditing.	5th	ed.	Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.

2.3.3 Team Work

Key	Points	 •••

•	 Audit	work	is	usually	team	work.

•	 he	entire	audit	team	is	responsible	for	the	audit	result.

•	 Regular	communications	and	a	continuous	exchange	of	information	among	au-

ditors	are	imperative	for	conducting	audits	successfully.

Audits	are	usually	performed	by	at	least	two	auditors,	one	of	whom	acts	as	the	audit	

lead,	although	the	choice	of	audit	lead	difers	from	audit	to	audit.	he	audit	lead	has	

operational	 responsibility	 for	 the	 audit	 (see	 Section	 A,	 Chapter	 4.5),	 including		

facilitation	of	the	opening	and	closing	meetings.

Usually,	ieldwork	is	team	work.	Depending	on	the	topic,	the	audit	steps	to	be	

performed	are	assigned	to	the	Internal	Audit	employees	involved.	Since	the	difer-

ent	audit	topics	may	impact	on	each	other,	it	is	critical	to	forward	the	information	

gathered	in	the	individual	areas	to	all	auditors.

team	work	includes:

•	 working	together,

•	 sharing	responsibility,

•	 helping	and	supporting	each	other,

•	 respecting	and	accepting	each	other,

•	 sharing	knowledge,

•	 sharing	information,	and

•	 coordinating	work	eforts.

Permanent	 communication	 and	 a	 continuous	 exchange	 of	 information	 among		

auditors	 are	 important	 criteria	 for	 conducting	 audits	 successfully.	 he	 team	 as	 a	

whole	is	responsible	for	the	audit	result.

Cooperation	within	an	audit	team	presents	a	challenge.	Mutual	respect,	perma-

nent	communication	and	coordination	are	of	particular	importance	in	larger	teams	

(of	more	than	two	or	three	members)	or	in	multicultural	teams	in	global	audits.

Audit	teamAudit	team

splitting	Fieldworksplitting	Fieldwork

team	Workteam	Work

CommunicationCommunication

CooperationCooperation
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Hints	And	tiPs	 ;

•	 take	into	consideration	that	each	auditor	has	special	skills	and	know-how.

•	 For	this	reason,	an	important	task	within	an	audit	team	is	to	beneit	from	each	

other	on	the	basis	of	acceptance,	respect,	and	team	work.

LinKs	And	ReFeRenCes	 e
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•	 SAWYER,	L.	B.,	M.	A	DIttEnHOFER	AnD	J.	H	SCHEInER.	2003.	Sawyer’s Internal 

Auditing.	5th	ed.	Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.

2.4 Scopes

Key	Points	 •••

•	 Usually	for	each	audit	object,	Scopes	are	available	(Core	Scopes	and	Key	Scopes)	

that	represent	a	basic	collection	of	all	possible	audit	topics	and	provide	detailed	

information	about	each	topic.

•	 Scopes	are	used	as	a	basis	for	compiling	the	work	program	during	audit	prepara-

tion.

At	SAP,	the	preparation	and	execution	of	the	diferent	types	of	audit,	such	as	stan-

dard,	special,	or	ad-hoc	audits	(see	Section	A,	Chapter	6.5)	are	performed	on	the	

basis	of	comprehensive	standard	documents	known	as	Scopes	(see	also	Section	A,	

Chapter	5.3	and	Section	B,	Chapter	2.1).	Scopes	contain	detailed	information	about	

the	 audit	 area,	 including	 the	 processes,	 procedures,	 risks,	 and	 control	 systems.	

hese	documents	are	important	tools	used	to	perform	eicient	and	efective	audits.	

If	a	local	subsidiary	is	to	be	audited,	for	example,	auditors	may	prepare	for	the	audit	

and	create	the	work	program	by	irst	reviewing	the	existing	Core	Scope	from	which	

they	can	select	the	topics	to	be	audited	(see	Section	C,	Chapter	5.1).	he	Core	Scope	

contains	a	basic	collection	of	all	possible	individual	topics	that	may	be	examined	as	

part	of	auditing	a	subsidiary.	Of	course,	an	appropriate	selection	of	objects	to	be	

audited	must	be	made	for	a	speciic	audit	engagement	on	the	basis	of	the	time	avail-

able	for	the	audit,	the	size	of	the	subsidiary,	and	the	risk	assessment.	hese	objects	

are	then	transferred	from	the	Scope	to	the	work	program	of	the	audit.

scopes	as	Audit	Basisscopes	as	Audit	Basis

Examples from Audit Practice at SAP

Audit Basics

Scopes

C	|	2	|	2.4
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he	 following	 chapters	 show	 successively	 how	 audits	 for	 diferent	 topics	 are	

structured	and	performed	in	practice.	hey	mainly	address	those	topics	on	which	

SAP’s	Internal	Audit	primarily	focuses.

Hints	And	tiPs	 ;

•	 Apart	from	the	tools	used	during	audit	preparation	and	execution,	the	auditor’s	

most	useful	aids	are	common	sense,	logical	thinking,	experience,	and	analytical	

know-how.

Practical	ApplicationPractical	Application
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3	 Selected	Financial	Audit	Topics
3.1 Analytical Procedures

Key	PoinTS	 •••

•	 Analytical	procedures	consist	of	an	analysis	of	igures	and	ratios	and/or	groups	

of	igures	and	ratios	and	their	development	over	a	deined	period.

•	 Analytical	procedures	are	important	tools	for	efectively	performing	any	type	of	

audit.

•	 here	are	diferent	categories	of	analytical	procedures,	e.g.,	plausibility	checks,	

trend	analysis,	and	ratio	analysis.

•	 Analytical	procedures	can	be	used	during	audit	preparation,	audit	execution,	

and	reporting.

As	described	in	Section	B,	Chapter	4.1.2,	analytical	procedures	are	an	important	tool	

of	audit	work.	he	procedures	consist	of	an	analysis	of	individual	igures	and	ratios	

and/or	groups	of	igures	and	ratios.	Analytical	procedures	also	include	analyzing	the	

development	of	these	igures	and	ratios	over	a	deined	period.	he	auditors’	task	is	

to	use	their	judgment	to	examine	critically	any	variances	(or	the	lack	of	variances)	

between	igures	and	groups	of	igures	and	assess	the	results.	In	this	process,	forecasts	

can	be	generated	based	on	external	market	and	sector	information	or	company-in-

ternal	information	(strategy,	processes,	guidelines,	budgets,	prior-year	igures,	etc.).

Analytical	procedures	are	important	for	the	efective	performance	of	any	type	of	

audit,	because	they	help	focus	the	extent	of	the	audit	work	to	be	done.	hey	can	be	

used	to	obtain	a	comprehensive	picture	of	the	organization’s	situation	and	to	design	

the	work	program	(see	Section	B,	Chapter	3.2).	

Unlike	substantive	 testing,	analytical	procedures	can	be	used	to	cover	several	

audit	 objectives	 simultaneously,	 such	 as	 completeness,	 correct	 assessments,	 and	

accurate	statements.	If	executed	properly,	analytical	procedures	are	as	efective	as	

substantive	testing.	Moreover,	they	can	combine	several	audit	topics	and	uncover	

errors	that	may	otherwise	be	overlooked.	

here	are	diferent	 types	of	analytical	procedures:	 Internal	Audit	at	SAP	uses	

plausibility	checks,	trend	analysis,	and	ratio	analysis	most	regularly.

Plausibility	checks	(also	known	as	reasonableness	tests)	are	used	to	compare	i-

nancial	accounting	data	with	data	from	other	areas	to	test	the	accuracy	of	inancial	

accounting.	he	aim	of	such	test	calculations	is	to	establish	whether	the	amount	of	

the	recorded	igures	seems	plausible	and	reasonable.	he	following	ictitious	example	

provides	further	clariication.

Assume	that	the	plausibility	of	personnel	expenses	of	a	local	subsidiary	(as	of	

July	31,	2007)	is	to	be	examined	on	the	basis	of	independent	internal	information	

supplied	by	the	human	resources	department	and	various	external	information	(e.g.,	

sector	salary	and	social	security	contribution	levels).	As	a	result	of	these	analytical	

BasicsBasics

SigniicanceSigniicance

Relation	with	
Substantive	Testing
Relation	with	
Substantive	Testing

Types	of	Analytical	
Procedures
Types	of	Analytical	
Procedures

Plausibility	ChecksPlausibility	Checks

Fictitious	example		
of	a	Plausibility	Check
Fictitious	example		
of	a	Plausibility	Check

Examples from Audit Practice at SAP

Selected Financial Audit Topics

Analytical Procedures

C	|	3	|	3.1
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procedures,	Internal	Audit	inds	that	personnel	expenses	have	risen	disproportion-

ately.	 here	 are	 two	 reasons	 for	 this	 increase:	 First,	 social	 security	 contributions	

have	risen	from	24%	to	27%,	and	second,	total	wages	and	salaries	have	increased	by	

7.7%.	his	is	due	to	an	increase	in	the	number	of	employees	in	the	local	subsidiary	

and	a	corresponding	increase	in	salaries.	he	following	diagram	shows	the	results.

Trend	analysis	examines	the	development	of	a	particular	item,	(e.g.,	an	account	or	

certain	transactions)	over	time,	and	identiies	trends.	Using	trend	analysis,	Internal	

Audit	can	determine	the	main	drivers	of	the	development.	Trend	analysis	is	used,	

for	example,	to	estimate	sales	revenue	on	the	basis	of	prior	years	or	industry	trends.

Ratio	analysis	involves	examining	relationships	between	key	variables,	looking	

at	changes	in	ratios	in	a	company	or	region,	or	comparing	two	or	more	companies	

or	regions.	

In	 the	 following	 ictitious	 example,	 country	 A’s	 six-month	 sales	 revenue	

(EUR	1,900,561)	 has	 fallen	 to	 less	 than	 half	 of	 the	 previous	 year’s	 igure	

(EUR	4,141,667).	 Against	 expectations,	 trade	 accounts	 receivable	 has	 risen	 by	

EUR	502,174	and	days	sales	outstanding	(DSO)	(see	Section	C,	Chapter	3.2)	has	in-

creased	 from	 178	 days	 in	 the	 previous	 year	 to	 241	 days	 as	 of	 June	 30,	 2007.	 he	

general	bad	debt	allowance,	however,	has	decreased	by	EUR	93,768.	Internal	Audit	

investigates	and	inds	that	the	maturities	in	an	important	consulting	project	have	

been	 changed	 manually	 and	 invoices	 from	 2006,	 which	 were	 due	 at	 that	 time,		

are	no	 longer	 regarded	as	“due”	on	 June	30,	2007.	he	project	manager	provides		

a	satisfactory	explanation	of	this	situation.	Additional	analytical	procedures,	such	

as	 a	 plausibility	 check	 on	 the	 general	 bad	 debt	 allowance,	 can	 deliver	 further		

information.	he	need	for	 further	analytical	procedures	 is	established	by	auditor	

judgment.

Trend	AnalysisTrend	Analysis

Ratio	AnalysisRatio	Analysis

Fictitious	exampleFictitious	example

Personnel expenses

%

July 31, 2006 Increase

€ 4,141,667 7.7

€ 994,000 21.2

355 5.6

€ 14,467

July 31, 2007

€ 4,462,500

€ 1,204,875

375

€ 15,113

absolute

Increase

€ 320,833

€ 210,875

20

€ 646 4.5

Wages and salaries

Social security contribution

Workforce

Personnel expense per head

Information from HR department (independently of accounting system)

reconciled to list of totals and balances as of July 31, 2006 and July 31, 2007

Variance analysis: Social security contributions increased from 24% to 27%.

Fig. 1 Fictitious Example of a Plausibility Check
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An	analytical	procedure	may	also	comprise	a	combination	of	the	above	procedures	

or	cover	several	periods.	It	is	important	that	auditors	have	a	good	understanding	of	

the	relevant	data	relationships	before	selecting	the	analytical	procedure	to	be	used.

Analytical	procedures	help	the	auditors	obtain	an	overview	and	an	initial	un-

derstanding	 of	 the	 information	 contained	 in	 the	 balance	 sheet	 and	 the	 income	

statement.	What	has	changed	and	in	which	direction?	How	large	is	the	diference?	

his	kind	of	audit	work	supports	the	preparation	for	the	audit	and	is	particularly	

useful	when	compiling	a	risk-based	work	program.	Analytical	procedures	are	par-

ticularly	 important,	because	auditors	can	perform	them	while	still	 in	 their	oice	

during	audit	preparation	and	not	yet	in	the	ield.	hus,	once	the	auditors	arrive	on	

site	to	perform	the	audit,	they	already	have	an	understanding	of	the	audited	unit	

and	some	of	the	speciic	issues	that	may	arise	during	the	audit.

CombinationsCombinations

Purpose	of	Analytical	
Procedures
Purpose	of	Analytical	
Procedures

Examples from Audit Practice at SAP

Selected Financial Audit Topics

Analytical Procedures
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June 30, 2007

Sales revenue

Country A

Country B

Country C

Trade accounts receivable

Country A

Country B

Country C

Country A

DSO

Country B

Country C

Country A

General bad debt allowance

in €

General bad debt allowance

as % of trade accounts

receivable

€

1,900,561

437,129

1,710,505

€

2,544,640

679,978

1,140,337

241

Days

280

120

€

559,821

22 %

€

4,141,667

952,583

3,727,500

€

2,042,466

626,356

1,276,541

178

Days

237

123

€

653,589

32 %

€

4,462,500

1,026,375

4,016,250

€

1,833,904

506,158

1,430,445

148

Days

178

128

€

623,527

34 %

Region Y

Region Z

Days

80

195

Days

76

161

Days

77

143

Reconciled to list of totales and balances

December 31, 2006 December 31, 2005

312,870 154,908 154,908Speci�c bad debt allowance

Fig. 2 Fictitious Example of Ratio Analysis
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SAP	always	uses	analytical	procedures	as	part	of	risk-based	audit	preparation.	

At	this	stage,	auditors	do	not	yet	have	contact	with	the	persons	responsible	for	the	

audited	area	or	access	to	local	documents	for	analysis.	Analytical	procedures	used	

during	 audit	 preparation	 identify	 audit	 content	 on	 which	 the	 ieldwork	 should		

focus	and	which	must	be	added	to	or	modiied	in	the	standard	work	program.	Dur-

ing	audit	preparation,	the	analysis	of	the	balance	sheet	and	income	statement	helps	

gain	an	up-to-date	understanding	of	the	business	processes	of	the	area	to	be	audited.	

In	this	context,	it	is	important	to	include	analyses	performed	by	Accounting	and	

Management	Accounting.

In	addition,	analytical	procedures	can	be	used	as	an	additional	tool	during	audit	

execution.	hey	can	be	applied	to	produce	meaningful	results,	for	example,	when	

auditing	speciic	areas	such	as	license	fees,	social	security	expenses,	and	deprecia-

tion	of	noncurrent	assets.	hey	also	help	identify	and	uncover	fraud.

he	following	aspects	contribute	to	performing	analytical	procedures	efectively.	

Auditors	must:

•	 properly	understand	the	objective	of	the	analytical	procedure,

•	 recognize	the	relationships	among	the	data,

•	 analyze	the	data	to	the	necessary	level	of	detail,

•	 be	satisied	that	the	underlying	data	is	reliable,	and

•	 use	their	judgment	when	assessing	the	results.

he	 following	 factors	determine	how	meaningful	 the	 results	of	 analytical	proce-

dures	are:

•	 data	quality,

•	 precision	of	wording	of	the	matter	investigated,

•	 possibility	to	forecast	the	matter	investigated,

•	 data	collection,	and

•	 type	 of	 analytical	 procedure	 used	 (e.g.,	 plausibility	 checks	 can	 produce	 more	

accurate	results	than	trend	analysis).	

he	 comprehensive	 ictitious	 example	 below	 shows	 how	 the	 standard	 work	 pro-

gram	for	local	subsidiary	audits	can	be	supplemented	or	modiied	on	the	basis	of	

analytical	procedures.	It	examines	data	from	Company	A’s	inancial	statements	as	of	

April	30,	2007.	he	latest	available	inancials	(in	this	case	from	the	statements	as	of	

April	30,	2007)	are	compared	with	the	previous	annual	inancial	statements	and	the	

relevant	prior-year	period	(as	of	April	30,	2006).	he	income	statement	for	the	pe-

riod	ended	April	30,	2007	is	compared	with	the	relevant	igures	for	the	period	ended	

April	30,	2006.	In	addition,	Internal	Audit	can	also	use	the	previous	year’s	income	

statement	for	the	twelve	months	prior	to	December	31,	2006,	scaled	down	to	four	

months,	and	compare	the	result	with	the	actual	igures	as	of	April	30,	2007.	To	sim-

plify,	this	ictitious	example	only	mentions	material	variances	and	facts	identiied	

with	analytical	procedures.

options	for	Use	during	
Audit	Preparation

options	for	Use	during	
Audit	Preparation

options	for	Use	During	
execution

options	for	Use	During	
execution

Making	Analytical	
Procedures	efective

Making	Analytical	
Procedures	efective

Meaningfulness		
of	Results

Meaningfulness		
of	Results

Fictitious	exampleFictitious	example
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Property, plant, and equipment: The amount 

as of April 30, 2007 (EUR 1,900,000) consists 

primarily of “leased vehicles” amounting to 

EUR 1,350,000. Vehicle leases are classi�ed as 

capital leases.

Trade accounts receivable has fallen by EUR 

4,530,000. This is partly the result of an 

increase in maintenance receivables by EUR 

5,730,000, o�set by a fall in software 

receivables by EUR 6,480,000.

The speci�c bad debt allowance on trade 

accounts receivable of EUR 100,000 has not 

changed from year to year. The speci�c bad 

debt allowance relates to Customer 1.

In spite of a decrease in trade accounts 

receivable by EUR 130,000, the general bad 

debt allowance has increased.

The speci�c allowance for returns, discounts, 

and rebates relates to Customer 2.

Notes receivable of EUR 270,000 consist 

primarily of receivables from three 

customers.

Other taxes receivable consist primarily of tax 

deducted on license fee payments made in 

prior years amounting to EUR 1,500,000.

Speci�c addition/modi�cation to the work 

program: The correct classi�cation and US- 

GAAP accounting treatment is to be checked 

for �ve selected leases.

This matter is covered by the standard work 

program.

Speci�c addition/modi�cation to the work 

program: An analysis must be performed to 

establish whether the speci�c bad debt 

allowance has been correctly measured and 

covers the full exposure.

Speci�c addition/modi�cation to the work 

program: The trade accounts receivable 

included in the general bad debt allowance 

should be analyzed. Should items of the 

general bad debt allowance be reclassi�ed to 

the speci�c bad debt allowance?

Speci�c addition/modi�cation to the work 

program: An analysis must be performed to 

establish whether this speci�c allowance has 

been correctly measured and covers the full 

exposure.

Speci�c addition/modi�cation to the work 

program: The auditors must establish how 

these notes receivable have arisen and test 

them for impairment.

Speci�c addition/modi�cation to the work 

program: The auditors must establish how 

these taxes receivable have arisen and test 

them for impairment.

Assets

Result of analytical procedure Consequences for the work program

Fig. 3 Fictitous Example of Possible Results from an Analysis of Assets and its Consequences 

for the Work Program

Examples from Audit Practice at SAP

Selected Financial Audit Topics

Analytical Procedures
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HinTS	AnD	TiPS	 ;

•	 Auditors	should	critically	examine	all	results	produced	through	analytical	pro-

cedures.

•	 he	meaningfulness	of	analytical	procedures	increases	in	proportion	to	the	level	

of	detail	with	which	they	are	conducted.

The provision for other taxes relates to other 

tax risks of EUR 900,000.

The prepayment of other taxes in country B, 

which has been deducted from tax liabilities, 

includes tax withheld by third parties on 

export invoices.

Noncurrent lease obligations of EUR 

1,800,000 include lease payments due with 

maturities of more than one year.

Speci�c addition/modi�cation to the work 

program: The auditors must establish how 

these tax risks have arisen and whether the 

provision has been correctly measured.

Speci�c addition/modi�cation to the work 

program: The auditors must establish how 

these tax receivables have arisen and test 

them for impairment.

Speci�c addition/modi�cation to the work 

program: The correct classi�cation and US- 

GAAP accounting treatment is to be checked 

for �ve leases.

Liabilities

Result of analytical procedure Consequences for the work program

Fig. 4 Fictitious Example of Possible Results from an Analysis of Liabilities and its Consequences 

for the Work Program

Sales revenue has fallen by EUR 1,016,000. 
This is partly the result of a reduction in 
product sales revenue by EUR 2,250,000, 
partially ofset by an increase in consulting 
sales revenue by EUR 1,300,000. Many 
consulting projects and software contracts 
have been concluded with the public sector.

Speciic addition/modiication to the work 
program: If there are indications of possible 
diiculties in the public sector of the country 
under review, the receivables have to be 
tested for impairment and it must be 
established whether all revenue recognition 
requirements have been met.

Income Statement

Result of analytical procedure Consequences for the work program

Fig. 5 Fictitious Example of a Possible Result from an Analysis of the Income Statement and its 

Consequences for the Work Program
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3.2 Trade Accounts Receivable Audits

Key	PoinTS	 •••

•	 A	primary	objective	of	auditing	trade	accounts	receivable	is	to	ensure	that	the	

timing	of	the	recognition	of	receivables	is	appropriate.

•	 A	second	audit	objective	is	to	ensure	that	the	receivables	are	correctly	measured	

and	fully	disclosed.

•	 Although	balance	conirmations	do	not	guarantee	that	the	cash	will	be	received,	

they	do	provide	assurance	of	the	existence	and	the	amount	of	the	receivable.

•	 Key	activities	of	a	trade	accounts	receivable	audit	include	evaluating	the	timing	

of	the	recognition	of	the	receivables,	analyzing	the	open	items,	the	ageing	struc-

ture	lists	and	the	DSO	list,	examining	bad	debt	allowances	on	receivables,	and	

assessing	currency	translation.

When	auditing	trade	accounts	receivable,	the	timing	and	appropriate	recognition	

of	receivables	is	critically	important.	One	audit	objective	is	to	ensure	that	the	re-

ceivables	 are	 measured	 correctly.	 Receivables	 must	 be	 measured	 based	 upon	 the	

amount	of	the	expected	cash	inlow	for	the	company,	which	means	that	they	must	

be	 tested	 for	 impairment.	 he	 investigation	 should	 also	 include	 a	 check	 as	 to	

whether	the	trade	accounts	receivable	are	correctly	and	fully	reported	in	the	bal-

ance	sheet,	that	is,	whether	they	are	classiied	into	current	and	noncurrent	receiv-

ables,	domestic	or	 foreign	receivables,	or	 local	or	 foreign	currency	denominated	

receivables.	he	focus	of	Internal	Audit’s	work	includes	both	process	and	system	

analysis.
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local	subsidiaries	are	audited	at	various	times	throughout	the	year	(see	Section	

C,	Chapter	5.1).	During	audit	preparation,	the	auditors	must	deine	the	data	they	

will	examine	during	the	audit.	generally,	auditors	use	the	igures	 from	the	 latest	

interim	inancial	statements	as	a	basis	for	the	audit.	It	is	essential	to	also	consider	

the	igures	of	the	latest	annual	inancial	statements,	or	even	those	from	the	prior	

year	(for	details	of	analytical	procedures,	see	Section	C,	Chapter	3.1).	SAP’s	corpo-

rate	inancial	reporting	department	produces	inancial	statement	analyses	for	sig-

niicant	 local	 subsidiaries	 between	 reporting	 dates.	 hese	 analyses	 may	 provide	

valuable	support	during	audit	preparation.

Since	 the	audit	of	a	 local	 subsidiary	 is	aimed	at	ensuring	 that	 trade	accounts	

receivable	are	not	impaired,	Internal	Audit	may	consider	conducting	balance	con-

irmations,	similar	to	those	performed	during	the	annual	inancial	statement	audit	

by	 the	 external	 auditors.	 To	 this	 end,	 Internal	 Audit	 should	 select	 a	 sample	 of		

debtors	before	the	start	of	the	audit.	Although	the	conirmation	of	a	balance	does	

not	 guarantee	 that	 the	 cash	 will	 be	 received,	 it	 does	 provide	 assurance	 of	 the		

existence	and	the	amount	of	the	receivable.

In	addition,	SAP	routinely	conducts	customer	contract	conirmations,	by	which	

it	gathers	information	about	existing	sotware	contracts	(for	details,	see	Section	C,	

Chapter	 9).	 hese	 conirmations	 can	 also	 be	 used	 as	 evidence	 of	 the	 existence	

and	the	amount	of	trade	accounts	receivable	and	the	correct	timing	of	their	recog-

nition.

Internal	 Audit	 must	 ensure	 that	 IT	 system	 authorizations	 grant	 maintenance	

rights	for	the	customer	master	data	to	a	restricted	group	of	people	only.	Moreover,	

Internal	Audit	must	enforce	segregation	of	duty	to	ensure	that	the	employee	who	

updates	the	customer	master	data	is	not	authorized	to	issue	credit	notes.	Although	

the	segregation	of	duty	is	more	important	when	auditing	liabilities	(see	Section	C,	

Chapter	3.4),	 the	principle	of	segregation	of	duty	should	also	be	examined	when	

auditing	trade	accounts	receivable.	Depending	on	the	IT	system	used,	Internal	Au-

dit	employees	should	use	their	auditor	judgment	to	decide	whether	it	is	necessary	

to	perform	a	reconciliation	between	sub-ledger	accounts	and	the	general	ledger.	In	

the	integrated	SAP	live	system,	this	reconciliation	is	performed	continually	in	real	

time.

he	following	is	a	more	detailed	description	of	important	aspects	of	conducting	

a	trade	accounts	receivable	audit:

•	 time	when	receivables	are	recognized,

•	 analysis	of	the	open	items	list	and	ageing	structure	analysis,

•	 analysis	of	days	sales	outstanding,

•	 bad	debt	allowances	on	receivables,	and

•	 receivables	denominated	in	foreign	currency/currency	translation.

he	recognition	of	trade	accounts	receivable	is	related	to	sales	revenue	recognition	

(for	details,	see	Section	C,	Chapter	3.5).	
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To	gain	a	general	overview	of	the	trade	accounts	receivable,	it	is	useful	to	start	

by	reviewing	the	receivables	in	an	open	items	list.	his	step	should	be	supplemented	

with	 an	 analysis	 of	 the	 ageing	 structure	 of	 the	 receivables.	 Based	 on	 the	 results,		

Internal	Audit	can	then	select	individual	receivables	for	further	examination.	he	open	

items	list	contains	all	outstanding	receivables	per	customer	and	provides	an	idea	of	

the	transactions	that	have	been	recorded.	In	the	open	items	list,	it	should	be	possi-

ble	to	sort	and	analyze	the	data	by	criteria	such	as	due	date,	customer	name,	and	

amount.

he	open	items	list	allows	analysis	of	the	following	current	receivables	(due	within	

<	12	months):	“Trade	accounts	receivable,	own	country”	(both	local	and	non-local	

currencies	from	customers	in	own	country)	and	“Trade	accounts	receivable,	other	

countries”	(both	local	and	non-local	currencies	from	customers	in	other	countries).

he	ageing	structure	list	provides	critical	indicators	as	to	whether	trade	accounts	

receivable	may	be	collectible	or	not.	It	is	structured	by	maturity,	providing	a	quick	

overview	of	customers	with	overdue	receivables	and	the	relevant	amounts.

he	ageing	structure	 list	 identiies	the	outstanding	receivables	 for	each	customer	

per	 business	 unit,	 broken	 down	 by	 the	 number	 of	 days	 overdue.	 Due	 dates	 and	

overdue	 thresholds	 can	 be	 set	 in	 the	 SAP	 system	 as	 required	 for	 individual		

customers.	he	ageing	structure	list	is	divided	into	business	units	and	can	be	saved	

as	a	spreadsheet.

US-gAAP	permits	general	bad	debt	allowances	only	if	certain	criteria	are	met.	

hey	are	permitted	if	evidence	can	be	provided	from	past	experience	or	the	current	

economic	environment.

Receivables	are	measured	at	net	sales	proceeds.	An	allowance	is	recognized	for	

all	 receivables	 in	 the	 amount	 at	 risk	 from	 non-collectibility.	 In	 essence,	 this	 is		

a	speciic	bad	debt	allowance,	i.e.,	each	receivable	must	be	assessed	separately.	he	

measurement	of	the	allowance	should	be	based	on	the	best	estimate.	Allowances	are	

ofset	against	assets	by	deducting	them	from	receivables.
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he	individual	outstanding	receivable	can	be	examined	using	the	information	

gained	during	analysis.	he	receivables	to	be	reviewed	are	selected	on	the	basis	of	

auditor	 judgment	or	 statistical	 sampling	 (see	Section	B,	Chapter	4.1.2).	Together	

with	the	employee	responsible	in	the	inancial	unit,	Internal	Audit	must	examine	

critically	why	there	are	overdue	receivables	and	whether	allowances	should	be	rec-

ognized.	In	the	case	of	payment	diiculties,	speciic	bad	debt	allowances	must	be	

recognized.	Further,	the	auditors	must	establish	whether	customers	are	withhold-

ing	payment	because	they	are	not	satisied	with	the	product	or	service.	To	do	this,	

auditors	should	contact	the	employees	responsible	in	the	business	unit	concerned	

and	ask	about	their	relationship	with	the	customer.	If	payment	is	delayed	because	

the	customer	 is	not	satisied,	a	 speciic	bad	debt	allowance	should	not	be	recog-

nized,	instead	a	sales	allowance,	which	is	similar,	should	be	used.

At	least	at	the	end	of	each	quarter,	each	local	subsidiary	must	review	all	speciic	

bad	debt	allowances.	he	auditors	should	ask	for	the	list	of	receivables	for	which	

speciic	allowances	have	been	set	up	as	of	 the	 latest	annual	inancial	 statements	

audited	by	the	external	auditors	and	compare	it	with	the	local	subsidiary’s	current	

list.	Any	variances,	particularly	reversals	of	speciic	bad	debt	allowances,	should	be	

discussed	 with	 the	 people	 responsible	 in	 the	 local	 subsidiary.	 Analysis	 of	 the	

above-mentioned	 open	 items	 list	 in	 conjunction	 with	 the	 ageing	 structure	 list	

may	also	provide	indications	as	to	the	need	for	additional	speciic	bad	debt	allow-

ances.

he	following	ictitious	example	demonstrates	how	to	set	up	a	general	bad	debt	

allowance:

Total	receivables	(gross):	 EUR	1,290,000

less:	receivables	requiring	a	speciic

	 	 bad	debt	allowance	(gross):	 EUR   (100,000)

Subtotal:	 EUR			1,190,000

less	value	added	tax	(19%):	 EUR   (190,000)

Receivables	(net):	 EUR	1,000,000

general	bad	debt	allowance	(1	%):	 EUR		 				(10,000)

he	receivables	for	which	a	speciic	bad	debt	allowance	has	been	set	up	are	those	

receivables	that	were	depreciated	following	separate	evaluation.	hey	do	not	nec-

essarily	need	to	be	written	of	to	zero,	but	the	full	amount	of	the	speciic	bad	debt	

allowances	is	deducted	from	the	basis	on	which	the	general	bad	debt	allowance	is	

calculated.

Another	way	of	analyzing	trade	accounts	receivable	is	to	examine	the	turnover	

rate	of	receivables	measured	in	days.	his	is	done	using	the	days	sales	outstanding	

(DSO)	 list.	DSO	is	 the	number	of	days	 from	the	 invoice	date	 through	receipt	of	

payment.	
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he	following	ictitious	example	demonstrates	how	to	calculate	DSO:

Total	receivables	(net):	 EUR		 	1,200,000

Total	sales	revenue	for	the	period:	 EUR	10,000,000

DSO	calculation:

Total	receivables	(net)	divided	by	sales	revenue	per	day	in	period:

EUR	1,200,000	
=	43.8	days

EUR	10,000,000/365	days

he	 result	 43.8	 indicates	 how	 many	 days	 it	 takes	 customers	 on	 average	 to	 settle	

outstanding	receivables.

he	DSO	list	therefore	shows	how	long	it	takes	a	local	subsidiary	on	average	to	

collect	its	receivables.	But	this	result	alone	is	not	very	meaningful.	Useful	conclu-

sions	can	only	be	drawn	if	the	auditor	compares	the	igure	with	that	of	other	periods	

in	the	same	local	subsidiary,	or	with	other	local	subsidiaries	for	the	same	period.	

he	 auditors	 should,	 however,	 only	 compare	 local	 subsidiaries	 that	 operate	 in		

a	 comparable	 economic	environment,	 so	 that	 they	can	assume	 similar	 customer	

payment	behavior.	 It	would	not	make	sense	 to	compare	 the	igure	 for	a	country	

with	 generally	 poor	 payment	 behavior	 with	 one	 where	 customers	 normally	 pay	

promptly.

Signiicantly	 high	 DSO	 values	 for	 overdue	 receivables	 may	 indicate	 process	

weaknesses	in	the	debt	collection	procedures.	High	DSO	igures	also	impact	nega-

tively	on	the	liquidity	of	the	local	subsidiary	in	question.	he	reasons	for	high	DSO	

values,	therefore,	must	be	investigated	and	any	process	weaknesses	eliminated	by	

the	local	subsidiary.

Since	the	collectibility	of	receivables	depends	mainly	on	the	solvency	of	the	cus-

tomer	in	question	and	the	outcome	of	any	litigation,	Internal	Audit	must	consult	

with	the	legal	department	concerned,	the	external	local	attorney,	or	the	corporate	
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legal	department	and	obtain	 the	 relevant	conirmations	 from	the	attorneys.	his	

information	is	also	useful	when	assessing	the	need	for	an	additional	provision	for	

litigation	costs	(see	Section	C,	Chapter	3.3).	Auditors	must	ensure	that	they	have	

used	all	available	information	sources	in	this	context	and	that	the	lists	are	complete.

Allowances	due	 to	customer	payment	diiculties	must	be	distinguished	 from	

receivables	that	are	uncollectible	due	to	customer	complaints.	Separate	sales	allow-

ances	must	be	set	up	for	receivables	relating	to	goods	or	services	with	which	cus-

tomers	are	not	satisied	and	which	they	are	therefore	unwilling	to	settle	or	willing	

to	settle	only	partially.	he	auditors	should	talk	with	the	employees	responsible	in	

the	audited	unit	to	get	a	feeling	for	any	projects	where	customers	may	be	dissatis-

ied.

Receivables	in	foreign	currency	are	measured	at	the	current	exchange	rate.	he	

measurement	is	performed	at	the	end	of	each	month.	Currency	translation	results	

in	foreign	exchange	gains	or	losses.	Auditors	should	ask	for	a	list	of	trade	accounts	

receivable	denominated	in	foreign	currency	and	test	a	sample	of	accounts	to	deter-

mine	 whether	 the	 correct	 exchange	 rate	 has	 been	 used	 for	 measurement	 and	

whether	any	foreign	exchange	gains	or	losses	have	been	taken	to	the	income	state-

ment	according	to	the	company’s	accounting	guidelines.

HinTS	AnD	TiPS	 ;

•	 Auditors	 should	 not	 accept	 any	 statements	 without	 critically	 reviewing	 them	

irst.

•	 he	information	obtained	by	analyzing	the	open	items	list	and	the	ageing	struc-

ture	list	should	be	used	to	select	certain	receivables	for	detailed	testing.

•	 Auditors	should	be	aware	that	assets	are	more	susceptible	to	risk	from	overstate-

ment	than	from	understatement.

LinKS	AnD	ReFeRenCeS	 e

•	 SEARS,	B.	2002.	Internal Auditing Manual.	new	york,	ny:	Warren,	gorham	&	lamont.

•	 SAWyER,	l.	B.,	M.	A	DITTEnHOFER	AnD	J.	H	SCHEInER.	2003.	Sawyer’s Internal 

Auditing.	5th	ed.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

3.3 Accrued Liabilities Audits

Key	PoinTS	 •••

•	 When	auditing	accrued	liabilities,	one	of	the	major	objectives	is	to	ensure	that	

all	material	risks	have	been	captured	and	measured	as	accurately	as	possible.

•	 During	the	audit,	it	is	appropriate	to	focus	on	the	main	accrued	liabilities.	his	

includes,	 for	 example,	 vacation	 accruals,	 accruals	 for	 outstanding	 invoices,		
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bonus	accruals,	accruals	 for	 loss	contingencies,	other	accruals	(legal	disputes,	

legal	and	consulting	costs),	and	tax	accruals.

•	 Currently,	SAP	primarily	audits	accruals	as	part	of	local	subsidiary	audits.

When	auditing	the	accounting	units	of	local	subsidiaries,	Internal	Audit	must	al-

ways	 consider	 the	 US-gAAP	 accounting	 principles.	 According	 to	 US-gAAP,	

accruals	are	reported	under	liabilities.	he	accruals	account	under	liabilities	on	the	

balance	sheet	includes	contingent	liabilities,	when	the	amount	and/or	basis	of	the	

liabilities	are	uncertain	but	an	outlow	of	economic	resources	is	probable.	he	rec-

ognition	of	accruals	under	US-gAAP	depends	on	whether	there	is	an	obligation	

toward	a	third	party	(external	obligation).	Moreover,	the	following	criteria	must	be	

met	before	an	accrual	can	be	recognized	as	of	the	balance	sheet	date:

•	 he	cause	of	the	obligation	must	be	legal	or	inancial	in	nature	and	result	from	

a	past	event.

•	 he	amount	of	the	obligation	must	be	determinable	(i.e.,	the	amount	of	loss	can	

be	reasonably	estimated).

•	 he	use	of	the	obligation	must	be	probable	(i.e.,	loss	is	probable).

Each	 accrual	 should	 be	 measured	 as	 the	 best	 estimate	 of	 most	 probable	 use.	 If	

several	values	are	equally	probable,	 the	 lowest	end	of	the	most	probable	range	is	

recognized	under	US-gAAP.

A	major	objective	when	auditing	accrued	liabilities	is	to	ensure	that	all	material	

risks	have	been	captured	and	measured	as	accurately	as	possible.	In	addition,	the	

focus	of	Internal	Audit’s	work	oten	comprises	process	and	system	analysis.	Such	

process	analysis	is	useful	for	annually	recurring	accruals	such	as	for	bonuses,	vaca-

tion,	etc.

It	is	appropriate	to	focus	on	the	signiicant	accrued	liabilities	during	the	audit.	

Materiality	can	be	assessed	under	quantitative	and	qualitative	criteria.	his	chapter	

deals	with	audits	of	the	following	types	of	accruals:

•	 vacation	accruals,

•	 accruals	for	outstanding	invoices,

•	 bonus	accruals,

•	 accruals	for	loss	contingencies,

•	 other	accruals	(legal	disputes,	legal	and	consulting	costs),	and

•	 tax	accruals.

Accruals	can	be	treated	as	a	separate	audit	segment	or	examined	as	part	of	subsid-

iary	audits.	Internal	Audit	at	SAP	audits	accrued	liabilities	primarily	when	auditing	

local	subsidiaries.	hose	audits	may	be	performed	during	the	iscal	year	(see	Sec-

tion	C,	Chapter	5.1).	A	signiicant	aspect	of	audit	preparation	is	to	deine	the	data	to	

be	 examined.	 normally	 it	 is	 expedient	 to	 use	 the	 igures	 from	 the	 latest	 interim	

inancial	statements	and	the	comparable	prior-year	inancial	statements	as	a	basis	

for	the	audit.	In	addition,	the	auditors	should	also	consider	the	igures	of	the	last	

two	annual	inancial	statements.
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SAP’s	 corporate	 inancial	 reporting	 department	 produces	 inancial	 statement	

analyses	 for	 signiicant	 subsidiaries	 during	 the	 course	 of	 the	 iscal	 year.	 hese	

analyses	may	provide	valuable	support	during	preparation.	Auditors	should	analyze	

the	latest	statement	of	changes	in	accruals	and	major	movements	on	the	relevant	

accrual	accounts	and	discuss	any	material	or	unusual	variances	with	the	persons	

responsible	within	the	local	subsidiary.	A	statement	of	changes	in	accruals	(accruals	

register)	must	be	available	at	least	once	at	the	end	of	the	iscal	year.

Each	local	subsidiary	must	calculate	its	vacation	accruals	monthly,	taking	into	

account	latest	developments	and	changes,	such	as	vacation	days	taken,	salary	in-

creases,	etc.	he	amount	of	vacation	accrual	depends	primarily	on	the	number	of	

employees,	 the	 number	 of	 vacation	 days	 not	 yet	 taken	 (including	 any	 balances	

brought	forward	from	the	previous	year),	and	the	salary	of	each	employee.

When	 testing	vacation	accruals,	 the	auditors	must	consider	 the	 following	as-

pects:

•	 hey	must	ensure	that	all	employees	are	included	in	the	calculation	of	vacation	

accruals.	Auditors	can	do	this	by	asking	the	human	resources	department	for	a	

list	of	all	active	employees.	his	list	is	normally	generated	in	the	SAP-internal	

human	resources	system	and	compared	with	the	list	of	vacation	accruals.	gen-

erally,	there	should	not	be	any	variances,	but	any	diferences	that	do	occur	must	

be	analyzed.

•	 Auditors	also	must	ensure	that	all	unused	vacation	days	are	accurately	relected	

in	the	calculations.	note	that	employees	who	joined	the	company	in	the	course	

of	 the	year	will	have	a	pro-rated	vacation	entitlement	only.	When	calculating	

the	accrual	between	reporting	dates	(e.g.,	for	interim	inancial	statements),	the	

audit	team	should	remember	that	the	entitlement	for	the	year	to	date	is	likewise	

a	pro-rated	igure.	here	may	be	country-speciic	diferences	at	 this	point.	 In	

some	countries	it	is	normal	to	grant	the	full	annual	vacation	entitlement	if	the	

employee	joins	before	June	30	of	a	year.

•	 In	addition	to	the	number	of	unused	vacation	days,	employees’	salaries	inlu-

ence	the	vacation	accrual.	he	audit	team	should	examine	a	sample	of	employee	

records	to	ascertain	whether	the	correct	salary	data	is	used	to	calculate	the	ac-

crual.	For	each	employee	record	included	in	the	sample,	the	audit	team	should	

compare	the	salary	data	from	the	accrual	to	the	data	from	the	human	resources	

system	and	the	employment	contracts.	he	team	should	ensure	that	any	salary	

increases	have	been	included.

he	calculation	of	vacation	accruals	must	include	all	salary	components	to	which	

the	employee	has	a	irm	entitlement.	he	auditors	must	also	consider	the	social	se-

curity	contributions	payable	by	the	employer.	It	is	useful	to	determine	a	daily	rate	

for	each	employee	and	base	the	vacation	accrual	on	this	igure.	Since	the	accrual	

expresses	in	monetary	terms	the	vacation	entitlement	that	employees	have	received	

but	not	yet	taken,	it	is	also	important	to	calculate	the	expected	number	of	working	

days	per	year.	For	example,	the	audit	team	in	germany	uses	220	days	per	year	as	a	
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guidance	value.	his	igure	of	220	days	is	calculated	as	follows:	365	days	per	year	-	

104	 days	 for	 weekends	 =	 261	 days	 –	 32	 days	 average	 vacation	 entitlement	 =		

229	days	–	9	public	holidays	on	average	=	220	days.	Individual	 local	subsidiaries	

may	have	diferent	igures	because	they	may	have	diferent	vacation	entitlements	

and	public	holidays.	During	the	audit,	the	auditors	should	establish	whether	em-

ployees	are	legally	required	to	take	their	vacation	by	a	certain	date,	because	contra-

ventions	could	have	legal	consequences	for	the	employer.

In	general,	the	responsibilities	of	the	human	resources	department	must	be	sepa-

rate	from	those	of	the	accounting	department	(segregation	of	duties).	It	would	not	

be	 appropriate	 if,	 for	 example,	 the	 accounting	 department	 were	 to	 originate	 and	

subsequently	also	process	data	that	is	included	in	the	calculation	of	vacation	accru-

als.

he	 following	 is	 a	 ictitious	 example	 describing	 how	 to	 calculate	 a	 vacation	

accrual.

Accruals	for	outstanding	invoices	are	similar	to	accruals	for	other	obligations.	he	

primary	objective	of	setting	up	accruals	 for	outstanding	 invoices	 is	 to	accurately	

record	those	goods	and	services	that	a	supplier	has	provided	for	the	previous	period	

but	not	yet	invoiced.

Each	local	subsidiary	must	be	in	a	position	to	provide	reliable	and	accurate	esti-

mates	for	any	outstanding	invoices.	To	record	the	amount	of	outstanding	invoices	

for	 consulting	 services,	 local	 subsidiaries	 must	 have	 a	 functioning	 independent	

project	control	system,	which	they	can	use	at	least	at	the	end	of	each	month	to	re-

port	and	analyze	the	latest	project	statuses	(see	Section	C,	Chapter	5.2).

Two	 points	 are	 of	 critical	 importance	 for	 Internal	 Audit	 when	 auditing	 out-

standing	invoices:

•	 Testing	 of	 the	 relevant	 project	 control	 process:	 his	 examines	 the	 extent	 to	

which	a	local	subsidiary	has	implemented	a	functioning	and	independent	proj-
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Contractual annual salary: €

€

€

€

Days

Average employer-paid contribution to social security:

Average number of days actually worked per month:

Equals daily rate of: 60.000 € divided by 12 months divided by 18.3 days:

Plus 20% social security:

Total daily rate:

Pro-rated vacation entitlement already earned (incl. amount brought forward):

%

60,000

20

18.3

273

55

328

25

Amount to be accrued: 328 €  x 25 days = 8,200 €

Fig. 8 Fictitious Example for Calculating a Vacation Accrual
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ect	 control	 system.	 A	 process	 that	 allows	 reliable	 estimates	 of	 the	 amount	 of	

outstanding	invoices	must	be	in	place.

•	 Detailed	testing	of	accrual	amounts:	he	auditors	should	ask	for	a	list	of	unbilled	

services	(e.g.,	those	supplied	by	a	subcontractor)	for	the	review	period	that	has	

just	 ended.	 To	 calculate	 the	 expected	 invoice	 total,	 the	 number	 of	 hours	 the	

consultants	have	spent	on	services	is	multiplied	by	the	hourly	rates	agreed.

Depending	 on	 the	 project	 in	 question,	 consultant	 hours	 for	 subcontractors	 and	

other	local	SAP	subsidiaries	can	be	entered	in	the	SAP-internal	service	entry	sys-

tem.	If	so,	auditors	can	call	up	the	required	information	about	hours	entered	di-

rectly	in	the	IT	system.	he	expected	invoice	total	is	compared	to	the	accrual	that	

has	been	set	up.	If	there	are	material	diferences,	they	should	be	discussed	with	the	

person	responsible.	Accruals	are	also	set	up	for	separately	billed	travel	expenses	and	

non-deductible	input	tax.

Another	option	for	testing	accruals	for	outstanding	invoices	for	consulting	ser-

vices	 is	 to	 compare	 accruals	 recognized	 with	 the	 invoices	 actually	 received	 for		

a	speciic	project.	Of	course,	the	audit	team	can	do	this	only	for	periods	already	ended,	

however,	it	allows	the	team	to	assess	the	reliability	of	accrual	estimates	for	past	pe-

riods.

Accruals	for	outstanding	invoices	are	entered	on	the	relevant	accruals	account.	

As	soon	as	the	invoice	is	received,	the	accrual	must	be	reversed	and	a	liability	rec-

ognized	on	the	vendor	account.

In	addition	to	the	above-mentioned	outstanding	invoices	for	consulting	proj-

ects,	accruals	for	outstanding	invoices	also	cover	other	expenses,	such	as	telephone	

charges,	lease	service	charges,	and	travel	expenses.	he	exact	amounts	are	very	dif-

icult	to	determine,	so	it	is	best	to	set	up	accruals	based	on	usual	monthly	charges.

Each	 local	 subsidiary	 can	 stagger	 bonus	 payments	 at	 its	 own	 discretion.	 he	

amount	of	bonus	payment	is	based	on	the	achievement	of	targets,	which	include	

individual	employee	targets	and	other	components,	such	as	departmental,	unit,	and	

local	subsidiary	targets.	Each	employee	should	have	his	or	her	own	bonus	agree-

ment,	which	provides	details	of	individual	targets.	he	amount	of	target	bonus	can	

vary	 from	unit	 to	unit.	Oten,	 the	variable	component	of	 target	compensation	 is	

higher	 in	 sales-related	 departments	 than	 in	 administration	 departments.	 Bonus	

payments	are	normally	subject	to	social	security	contributions.

Auditors	should	record	the	process	of	setting	up	bonus	accruals	and	verify	on	a	

sample	basis	that	the	process	controls	are	efective.	Such	controls	can	take	the	form	

of	documents	that	set	out	the	bonus	agreements	and	the	targets	actually	achieved	

and	is	signed	by	the	employee	concerned,	his	or	her	line	manager,	and	an	HR	oicer.	

he	objective	of	the	audit	is	to	establish	that	realistic	bonuses	are	agreed	according	

to	guidelines	and	that	bonus	achievement	is	adequately	monitored	and	documented	

in	writing	by	the	line	manager.	Bonuses	have	to	be	paid	in	line	with	target	achieve-

ment.	To	test	the	bonuses,	the	auditors	should	compare	target	achievement	with	the	

actual	bonus	payments	made	for	the	year.	Oten,	a	proportion	of	the	bonus	is	paid	
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to	employees	as	an	advance	in	the	course	of	the	year.	If	that	is	the	case,	the	auditors	

must	ensure	that	the	advance	payment	does	not	exceed	the	maximum	the	employee	

can	achieve.	In	this	regard,	it	would	be	expedient	for	the	line	manager	to	analyze	the	

employee’s	performance	during	the	year.

If	company	performance	is	relevant	for	the	calculation	of	bonuses,	the	estimate	

of	the	annual	result	at	the	time	the	accruals	are	calculated	should	be	compared	with	

the	target	result	for	the	year	on	which	the	bonus	agreement	is	based.

In	addition,	it	is	useful	to	make	analytical	comparisons	with	the	previous	year	

and	past	quarters	(see	Section	C,	Chapter	3.1).	Here	the	audit	team	can	investigate,	

for	example,	whether	bonus	payments	are	developing	in	line	with	company	perfor-

mance	and	whether	the	bonus	payments	of	each	business	unit	are	plausible.

he	following	is	a	ictitious	example	of	how	to	calculate	a	bonus	accrual	as	of	

September	30.

To	describe	the	appropriate	tests	of	accruals	for	contingent	losses,	customer-spe-

ciic	sotware	development	contracts	are	used	in	the	following	as	an	example.	At	the	

start	of	a	development	project,	the	project	manager	should	draw	up	a	detailed	plan,	

including	a	costing	of	external	and	internal	resources	at	fully	absorbed	cost.	If	there	

are	signs	that	the	costs	of	a	ixed-price	project	(see	Section	C,	Chapter	5.2),	includ-

ing	any	subcontractor	costs,	will	exceed	the	contractually	agreed	revenue,	the	full	

anticipated	loss	from	this	project	must	immediately	be	recognized	as	an	accrual	for	

contingent	losses.

Relevance	of	Company	
Performance
Relevance	of	Company	
Performance
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Speciied target result of the local subsidiary:

Total local subsidiary bonus payable on 100% target achievement:

Forecast year-end result of the local subsidiary as of September 30:
(forecast for December 31)

Year-to-date result of the local subsidiary as of September 30:

The accrual as of September 30 (if iscal year is the same as calendar year) is calculated as follows:

€

€

€

€

200,000

20,000

160,000

120,000

I

II

III

Forecast year-end result as of September 30
Speciied target result for the year

160,000 €
200,000 € = = 80%

Proportion of year-end result earned to September 30
Forecast year-end result as of September 30

120,000 €
160,000 € = = 75%

Amount to be accrued as of September 30:
80% (from I.) x 75% (from II.) x 20,000 € (total bonus payable) = 12,000 €

Fig. 9 Fictitious Example for Calculating a Bonus Accrual
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Testing	accruals	for	contingent	losses	includes	the	following:

•	 he	tests	must	verify	that	the	costing	of	the	internal	resources	includes	all	direct	

and	indirect	costs.	he	elements	of	this	costing	are	based	on	the	budgeted	igures	

and	include	any	salary	increases.	he	audit	team	should	therefore	use	the	ap-

proved	budget	as	the	basis.	he	basis	for	the	igures	should	be	reconciled	and	the	

calculations	checked,	taking	any	supplementary	costs,	e.g.,	travel,	into	account.

•	 he	project	costing	should	also	relect	 the	terms	and	conditions	agreed	upon	

with	any	subcontractors.	To	verify	these,	the	internal	audit	team	must	analyze	

the	contracts	carefully.	

•	 he	team	must	also	ensure	that	the	revenue	assumptions	are	realistic	by	analyz-

ing	the	signed	contracts	and	reconciling	the	data	the	contracts	contain	to	the	

project	costing.

•	 Overall,	auditors	should	get	an	overview	of	the	status	of	the	project	in	order	to	

assess	whether	and	to	what	extent	project	costs	exceed	projected	revenue.

When	testing	other	accruals	–	e.g.,	for	legal	disputes	or	legal	and	consulting	costs	

–	auditors	primarily	 check	whether	 the	 local	 subsidiary’s	 estimates	are	 complete	

and	the	amounts	realistic.	To	assess	legal	disputes,	auditors	must	meet	with	local	

external	attorneys	and	the	corporate	legal	department	before	the	start	of	the	audit.	

hey	should	request	attorney	conirmations	from	local	external	attorneys	and	also	

obtain	tax	consultant	conirmations.	In	some	cases	it	may	be	appropriate	to	obtain	

opinions	from	external	experts.	In	addition,	it	is	useful	to	analyze	the	customer	ac-

counts	for	any	new	accruals	needed	(see	Section	C,	Chapter	3.2).	Auditors	should	

ensure	that	the	legal	disputes	are	correctly	and	fully	captured	in	the	balance	sheet.

Accruals	 for	 legal	and	consulting	costs	primarily	comprise	accruals	 for	attor-

neys	and	external	audit	 fees.	Attorney	 fees	can	be	clariied	by	requesting	a	 letter	

from	the	attorneys	or	meeting	with	local	external	attorneys.	he	audit	fees	can	be	

taken	from	the	external	auditors’	engagement	letter	or	contract.	he	previous	year’s	

fee	can	also	be	used	for	guidance	purposes.	Between	reporting	dates,	costs	should	

be	relected	pro	rata.

Testing	of	tax	accruals	includes	trade	tax	and	corporate	income	tax.	he	accrual	

is	recalculated	at	the	end	of	each	quarter	and	adjusted	accordingly.	he	parameters	

on	which	the	calculation	is	based,	e.g.	operating	proit	before	tax,	should	be	checked.	

To	do	so,	it	is	useful	to	ask	for	a	reconciliation	to	the	inancial	statements	prepared	

under	tax	law.	he	country-speciic	total	tax	rate	should	be	multiplied	by	the	ex-

pected	taxable	income	and	compared	with	the	accrual	actually	recognized.	Advance	

tax	payments	and	tax	loss	carryforwards	must	be	deducted	from	the	expected	tax	

expense.	For	each	type	of	tax,	the	audit	team	should	examine	whether	the	advance	

payment	exceeds	the	expected	tax	payable.	If	so,	the	resulting	receivable	must	be	

reported	under	other	assets.	Auditors	must	arrange	a	meeting	with	 the	 local	 tax	

consultant,	 the	 local	external	auditors,	and	the	corporate	 tax	department	so	 that	

they	get	an	idea	of	any	problems	from	an	independent	third	party.
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HinTS	AnD	TiPS	 ;

•	 When	auditing	accruals,	auditors	should,	above	all,	make	sure	 that	all	accru-

als	fully	relect	anticipated	volumes	and	values	and	follow	US-gAAP	require-

ments.

•	 Problems	are	oten	caused	not	by	the	accruals	recorded	in	the	balance	sheet,	but	

by	those	that	have	not	been	set	up,	although	they	should	have	been.

LinKS	AnD	ReFeRenCeS	 e

•	 JARnAgIn,	B.D.	2007.	US Master GAAP Guide.	Riverwoods,	Il:	CCH,	Inc.

•	 SEARS,	B.	2002.	Internal Auditing Manual.	new	york,	ny:	Warren,	gorham	&	lamont.

•	 SAWyER,	l.	B.,	M.	A.	DITTEnHOFER	AnD	J.	H.	SCHEInER.	2003.	Sawyer’s Internal 

Auditing.	5th	ed.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

3.4 Trade Accounts Payable Audits

Key	PoinTS	 •••

•	 Testing	that	trade	accounts	payable	are	fully	captured,	correctly	measured	and	

properly	reported	on	the	balance	sheet	is	a	signiicant	audit	object.

•	 When	auditing	trade	accounts	payable,	it	is	very	important	to	test	the	segrega-

tion	of	duties	and	correct	period	allocation.

•	 Completeness	of	trade	accounts	payable	is	crucial.	herefore,	balance	conirma-

tions	should	be	obtained.

•	 he	 following	 aspects	 should	 be	 considered	 when	 auditing	 current	 trade	 ac-

counts	 payable:	 Time	 of	 recognition,	 reconciliation	 between	 sub	 ledger	 and	

general	ledger,	liabilities	denominated	in	foreign	currency/currency	translation,	

liabilities	to	ailiated	companies,	critical	authorizations	and	creation	of	master	

data,	approval	of	purchase	order	 requisitions,	 testing	of	 substantive	accuracy,	

approval	of	payment	proposal	lists,	and	efecting	of	payments.

his	chapter	deals	with	trade	accounts	payable	audits.	Accounts	payable	are	broken	

down	 into	 current	 and	 non	 current	 liabilities.	 Current	 liabilities	 are	 due	 within	

twelve	months.	he	timing	of	recognizing	a	liability	is	of	critical	importance.	Test-

ing	that	trade	accounts	payable	are	fully	captured	and	correctly	measured	is	a	sig-

niicant	audit	objective.	US-gAAP	requires	that	liabilities	are	recognized	at	present	

value.	 Current	 liabilities	 are	 always	 recognized	 at	 the	 invoice	 amount.	 Auditors	

should	also	examine	whether	the	liability	is	correctly	reported	in	the	balance	sheet.	

hey	also	must	ensure	that	only	a	restricted	group	of	people	has	maintenance	rights	

for	the	vendor	master	data	in	the	IT	system.	When	auditing	trade	accounts	payable,	

BasicsBasics

Examples from Audit Practice at SAP
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Trade Accounts Payable Audits
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it	is	therefore	very	important	to	test	segregation	of	duties	of	the	responsible	employ-

ees	involved.

A	signiicant	aspect	of	audit	preparation	is	to	deine	the	data	to	be	examined.	

generally	it	is	expedient	to	use	the	igures	(e.g.,	current	liabilities)	from	the	latest	

monthly	or	quarterly	inancial	statements	as	a	basis	for	the	audit	and	compare	them	

with	the	previous	year’s	igures.	In	addition,	during	audit	preparation	the	auditors	

should	also	consider	the	igures	of	the	last	(or	the	last	two)	annual	inancial	state-

ments.	SAP	also	conducts	audits	of	 local	 subsidiaries,	which	(can)	 include	 trade	

accounts	payable	audits,	between	reporting	dates	(see	Section	C,	Chapter	5.1).	SAP’s	

corporate	inancial	reporting	department	produces	inancial	statement	analyses	for	

selected	subsidiaries	between	reporting	dates.	hese	analyses	may	provide	valuable	

support	during	preparation.	In	addition	to	inancial	data,	the	focus	of	Internal	Au-

dit’s	work	comprises	process	and	system	analysis.

When	auditing	a	local	subsidiary,	the	auditors	should	consider	obtaining	bal-

ance	conirmations,	as	practiced	during	the	audit	of	the	annual	inancial	statements.	

Unlike	receivables,	the	selection	of	trade	accounts	payable	to	be	conirmed	is	not	

based	on	the	highest	individual	balances	but	on	the	highest	sales	that	a	vendor	has	

made	 to	SAP	 in	 the	period	under	examination.	he	selection	of	vendors	 is	 thus	

derived	from	data	in	the	inancial	statement.	Alternatively,	Internal	Audit	can	test	

randomly	selected	samples	(see	Section	B,	Chapter	4.1.2).

he	ieldwork	activities	are	taken	from	the	work	program,	which	is	compiled	

before	the	audit.	his	chapter	deals	primarily	with	the	following	aspects	of	auditing	

current	trade	accounts	payable:

•	 point	in	time	when	liabilities	are	recognized,

•	 reconciliation	between	sub-ledger	and	general	ledger,

•	 liabilities	denominated	in	foreign	currency/currency	translation,

•	 liabilities	to	ailiated	companies,

•	 critical	authorizations	and	creation	of	master	data,	and

•	 approval	 of	 purchase	 order	 requisitions,	 testing	 of	 substantive	 accuracy,	 ap-

proval	of	payment	proposal	lists,	and	efecting	of	payments.

Similar	to	receivables,	trade	accounts	payable	are	broken	down	by	maturity.	Rec-

ognition	in	the	balance	sheet	is	related	to	the	contract	partner’s	receipt	of	the	goods	

or	services.	While	the	invoice	amount	for	the	goods	and	services	is	not	yet	ixed,	

an	accrual	 for	outstanding	 invoices	 is	set	up	(see	Section	C,	Chapter	3.3).	 If	 the	

invoice	amount	is	known,	a	liability	for	supplier	invoices	not	yet	received	should	

be	 recognized.	 Trade	 accounts	 payable	 are	 normally	 reported	 under	 current	

liabilities.

he	trade	accounts	payable	in	the	general	 ledger	(balance	sheet	accounts)	are	

derived	 from	 the	 sub-ledgers.	 Entries	 are	 always	 made	 against	 the	 vendor	 itself.	

Depending	 on	 the	 IT	 system	 used,	 the	 auditors	 should	 use	 auditor	 judgment	

to	 decide	 whether	 to	 perform	 a	 reconciliation	 between	 sub-ledgers	 and	 general	

ledger.
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In	addition,	the	auditors	should	request	an	open	items	list,	which	complements	

the	list	of	balances.	It	shows	all	unsettled	invoices	entered	for	a	particular	vendor.	

Auditors	will	use	the	open	items	list,	for	example,	to	test	whether	all	vendor	entries	

have	been	made	in	the	correct	period.	It	 is	useful	to	take	a	sample	of	vendors	to	

check	correct	period	allocation.	verify	whether	entry	and	delivery	date	are	in	the	

same	period.	If	the	auditors	establish,	for	example,	that	the	goods	or	services	were	

provided	 in	 the	previous	period,	but	 the	 invoice	was	only	received	 in	 the	subse-

quent	period,	they	must	ascertain	whether	an	accrual	for	outstanding	invoices	was	

set	up	and	the	liability	was	recognized	in	the	correct	period.	If	the	liability	or	ac-

crual	relates	to	expense	items,	the	relevant	efect	on	the	income	statement	must	be	

taken	into	account.	If	the	goods	or	services	are	supplied	in	the	previous	period,	but	

only	recognized	in	the	next	period,	the	income	for	the	previous	period	will	be	over-

stated.

vendors	with	debit	balances	should	be	examined	critically	and,	if	appropriate,	items	

should	be	reclassiied	to	receivables	or	other	assets.	Reasons	that	vendors	may	have	

debit	balances	could	be	overpayments,	credits,	or	simultaneous,	reversed	payment	

obligations.

As	can	be	seen	in	the	above	table,	the	open	items	list	shows	liabilities	broken	

down	by	currency.	liabilities	in	foreign	currency	are	measured	at	the	current	ex-

change	rate.	he	measurement	is	performed	at	the	current	rate	at	the	end	of	each	

month.	his	results	in	foreign	exchange	gains	or	losses.	Once	auditors	have	created	

an	open	items	list	in	the	IT	system,	they	must	use	auditor	judgment	to	decide	if	they	

should	test	whether	the	correct	exchange	rate	has	been	used	for	measurement	and	

any	foreign	exchange	gains	or	losses	have	been	taken	to	the	income	statement	ac-

cording	to	the	company’s	accounting	guidelines.

When	auditing	trade	accounts	payable,	the	auditor	must	ensure	that	liabilities	to	

ailiated	 companies	 are	 examined	 separately.	 Although	 liabilities	 to	 ailiated	

companies	are	also	reported	under	current	liabilities,	they	are	normally	captured	

open	items	Listopen	items	List

Vendors	with	Debit	
Balances
Vendors	with	Debit	
Balances

Liabilities	Denominated	
in	Foreign	Currency/	
Currency	Translation

Liabilities	Denominated	
in	Foreign	Currency/	
Currency	Translation

Liabilities	to	Ailiated	
Companies
Liabilities	to	Ailiated	
Companies
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Fig. 10 Possible Structure of a Fictitious Open Items List, Broken Down by Currency
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separately.	liabilities	are	broken	down	by	creditor	groups	on	the	face	of	the	balance	

sheet,	unless	this	is	done	in	the	notes	to	the	balance	sheet.	he	auditors	should	en-

sure	that	balances	are	reconciled	regularly,	at	least	annually	at	the	end	of	the	iscal	

year.

Critical	authorizations	relating	to	the	creation	of	master	data	are	a	particularly	

sensitive	issue.	Sometimes,	employees	are	authorized	both	to	update	vendor	master	

data	and	to	efect	payments.	In	such	cases	Internal	Audit	must	consider	the	risk	of	

fraud:	If	the	employee	is	authorized	to	create	vendors	and	also	to	make	payments	

to	vendors,	fraud	is	theoretically	possible.	Auditors	therefore	must	ensure	that	the	

same	person	cannot	maintain	vendor	master	data	with	banking	information	and	

also	 make	 payments.	 If	 there	 is	 not	 enough	 employee	 capacity	 to	 issue	 separate	

authorizations,	additional	internal	control	mechanisms	must	be	in	place	(e.g.,	dual	

control).

In	SAP’s	purchasing	unit,	various	controls	are	mapped	in	automated	IT	process	

steps.	his	includes,	for	example,	that	employees	request	approvals	for	purchasing	

goods	and	services	(purchase	order	requisitions)	through	the	worklow.	hese	pur-

chase	order	requisitions	are	approved	by	the	manager	responsible	and	released	as	

purchase	orders	(for	details	on	purchasing,	see	Section	C,	Chapter	4.1).	A	purchase	

order	number	is	created	in	SAP’s	system.	Auditors	should	verify	that	an	appropriate	

approval	guideline	exists	and	that	the	limits	and	approval	procedures	are	relected	

in	the	IT	system.

he	 “testing	 substantive	 accuracy”	 process	 control	 is	 examined	 in	 a	 separate	

step.	he	employee	responsible	should	check	each	incoming	invoice	for	factual	cor-

rectness	and	release	it	into	the	worklow	before	it	is	added	to	the	payment	proposal	

list.	he	auditor	should	take	a	suitable	number	of	samples	to	show	that	the	checks	

have	been	made	and	documented.	he	auditor	should	also	test	whether	the	invoices	

have	been	correctly	released	and	this	is	properly	relected	in	the	live	system.	Audi-

tors	can	also	verify	that	the	total	invoice	amount	does	not	exceed	the	amount	stated	

on	the	purchase	orders.

Once	invoices	have	been	examined	for	factual	correctness,	a	payment	proposal	

list	is	created.	Controls	should	be	in	place	to	ensure	that	this	list	contains	only	in-

voices	that	have	been	factually	checked.	his	list	should,	for	example,	be	checked	

and	released	by	 the	head	of	 the	inance	department	or	 the	head	of	 the	accounts	

payable	 department.	 Auditors	 must	 verify	 that	 an	 appropriate	 process	 has	 been	

implemented	and	the	controls	have	been	carried	out.	Again,	compliance	with	the	

dual	control	principle	is	absolutely	essential.

Payments	are	normally	made	by	electronic	bank	transfer.	As	mentioned	before,	

only	a	very	limited	group	of	employees	should	be	authorized	to	trigger	payments.	

he	audit	 includes	obtaining	a	written	bank	conirmation	of	 the	signing	powers.	

he	auditor	should	also	reconcile	the	total	of	the	payment	proposal	list	to	the	total	

of	the	bank	statement.
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Data
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Data

Approval	of	Purchase	
order	Requisitions
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•	 When	auditing	liabilities,	auditors	should	ensure	that	all	liabilities	fully	and	cor-

rectly	relect	actual	volumes	and	values.

•	 Auditors	should	also	make	sure	that	the	implemented	processes	have	suicient	

internal	controls,	e.g.,	the	use	of	the	dual	control	principle.
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•	 JARnAgIn,	B.D.	2007.	US Master GAAP Guide.	Riverwoods,	Il:	CCH,	Inc.

•	 SEARS,	B.	2002.	Internal Auditing Manual. new	york,	ny:	Warren,	gorham	&	lamont.

•	 SAWyER,	l.	B.,	M.	A	DITTEnHOFER	AnD	J.	H.	SCHEInER.	2003.	Sawyer’s Internal 

Auditing.	5th	ed.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

3.5 Revenue Audits

Key	PoinTS	 •••

•	 he	revenue	recognition	regulations	relevant	to	SAP	under	US-gAAP	are	pri-

marily	found	in	SOP	97-2	and	SOP	81-1.

•	 he	objective	of	revenue	audits	is	to	ensure	that	the	revenues	are	classiied	cor-

rectly	and	stated	in	the	appropriate	amount	and	period.

•	 During	audit	preparation,	Internal	Audit	should	obtain	a	general	overview	of	

the	largest	revenue	amounts	recognized	during	the	period	under	review.	Ofset-

ting	account	analysis	is	a	good	tool	to	use	for	this	purpose.

•	 Moreover,	revenue	audits	should	include	analytical	procedures.

here	 are	 various	 general,	 as	 well	 as	 sector-speciic,	 guidelines	 for	 recognizing	

revenue	under	US-gAAP.	For	the	sotware	sector,	and	thus	also	SAP,	very	important	

rules	are	contained	in	Statement	of	Position	(SOP)	97-2	(Sotware	Revenue	Recog-

nition),	 as	 amended	 by	 SOP	 98-9	 (Modiication	 of	 SOP	 97-2,	 Sotware	 Revenue	

Recognition,	 With	 Respect	 to	 Certain	 Transactions).	 Another	 set	 of	 guidelines	

relevant	for	sotware	accounting	at	SAP	is	Accounting	Review	Bulletin	(ARB)	45	

(long-Term	Construction-Type	Contracts),	as	interpreted	by	SOP	81-1	(Accounting	

for	Performance	of	Construction-Type	and	Certain	Production-Type	Contracts).	

In	addition	to	the	above	regulations,	the	following	statements	must	be	observed	in	

the	accounting	system:

•	 Pronouncements	that	speciically	comment	on	and	explain	certain	sections	of	

SOP	97-2.

•	 Pronouncements	covering	those	transactions	at	SAP	that	are	not	regulated	by	

SOP	97-2.	Some	of	these	are:

Revenue	Recognition	
under	US-GAAP
Revenue	Recognition	
under	US-GAAP

Examples from Audit Practice at SAP

Selected Financial Audit Topics

Revenue Audits
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■	 Technical	Practice	Aids	for	SOP	97-2	(TPA)	5100.38	et	seq.

■	 EITF	00-21:	Revenue	Arrangements	with	Multiple	Deliverables.

■	 EITF	01-09:	Accounting	for	Consideration	given	by	a	vendor	to	a	Customer	

(Including	a	Reseller	of	the	vendor’s	Products).

■	 EITF	99-19:	Reporting	Revenue	gross	as	a	Principal	versus	net	as	an	Agent.

■	 SAB	104:	Revenue	Recognition.

•	 SOP	81-1:	Accounting	for	Performance	of	Construction-Type	and	Certain	Pro-

duction-Type	 Contracts.	 SOP	 97-2	 requires	 the	 application	 of	 the	 guidance	

provided	by	SOP	81-1	to	elements	to	which	SOP	81-1	 is	applicable	 in	the	case	

of	contracts	that	either	(a)	require	signiicant	production,	modiication,	or	cus-

tomization	of	the	sotware,	or	(b)	where	the	service	element	does	not	meet	the	

criteria	for	separate	recognition.

Under	SOP	97-2,	revenue	can	be	recognized	for	sotware	sold	without	signiicant	

modiication	only	when	all	of	the	following	four	criteria	are	met:

•	 Persuasive	evidence	of	an	arrangement	exists.	

•	 Delivery	of	the	sotware	has	occurred.	

•	 he	fee	is	ixed	or	determinable.

•	 Collectibility	is	probable.

he	objective	of	a	revenue	audit	is	to	ensure	that	the	recognized	revenue	has	in	fact	

been	realized,	is	correctly	apportioned,	and	reported	in	full,	and	that	the	appropri-

ate	amount	has	been	booked	on	the	correct	account	according	to	US-gAAP	and	

SAP’s	accounting	policies.	Revenue	also	must	be	classiied	correctly	and	must	not	

be	overstated	or	understated.	Revenue	audits	are	closely	linked	to	audits	of	the	cor-

responding	business	units.	At	SAP,	revenue	is	mainly	generated	from	licenses	and	

Maintenance	(see	Section	C,	Chapter	5.3),	as	well	as	Consulting	and	Training	(see	

Section	C,	Chapter	5.2)	which	are	therefore	subject	to	revenue	audits.

During	audit	preparation,	the	audit	team	should	gain	a	general	overview	of	the	

largest	revenue	amounts	recognized	during	the	period	under	review.	his	is	done	

by	 analyzing	 the	 relevant	 revenue	 accounts,	 a	 task	 assisted	 by	 ofsetting	 account	

analysis	 in	 the	 SAP	 system.	 Ofsetting	 account	 analysis	 is	 a	 report	 of	 all	 entries	

made	to	a	speciic	account	in	a	certain	period,	with	information	on	the	ofsetting	

accounts	used	 for	each	 transaction.	On	 this	basis,	 the	audit	 team	can	determine	

how	much	revenue	has	been	generated	with	which	customers	in	the	period	under	

review	for	each	revenue	area.	his	allows	the	audit	team	to	pre-select	the	revenues	

they	intend	to	analyze	more	closely	when	on	site.	Ofsetting	account	analysis	also	

shows	 which	 other	 accounts	 have	 been	 used	 for	 entries	 in	 addition	 to	 customer	

accounts,	e.g.	vAT	accounts,	deferral	accounts,	accounts	for	revenue	adjustments,	

etc.	In	addition,	it	also	provides	information	and	key	igures	that	may	be	useful	for	

detailed	analysis,	such	as	averages,	percentages	and	the	number	of	entries.	A	de-

tailed	study	of	the	results	of	the	ofsetting	account	analysis	is	excellent	preparation	

for	the	on-site	work	and	will	allow	the	auditors	to	conduct	a	well-structured	audit.

Revenue	Recognition	
Criteria

Revenue	Recognition	
Criteria

Audit	objectiveAudit	objective

ofsetting	Account	
Analysis

ofsetting	Account	
Analysis
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Customers,	such	as	those	with	the	highest	revenue	for	the	period,	are	selected	

for	inclusion	in	the	audit	for	each	revenue	area	(licenses,	Maintenance,	Consulting,	

Training)	on	the	basis	of	the	ofsetting	account	analysis	performed	in	advance.	It	is	

important	to	ensure	that	the	business	volume	of	each	revenue	area	is	suiciently	

covered	by	audits.	In	addition,	entries	of	revenue	deductions	are	also	examined	(see	

Section	C,	Chapter	3.2).	Any	credit	notes	issued	should	also	be	analyzed	because	

this	allows	the	auditors	to	identify	circumstances	in	which	a	revenue	adjustment	

should	have	been	recorded.	he	revenue	audit	also	looks	at	US-gAAP	adjustments	

and	period-end	deferrals.	

he	speciic	revenues	that	have	been	selected	are	analyzed	in	detail,	checking	the	

transactions	 underlying	 the	 revenue	 from	 each	 customer.	 Again,	 the	 auditors	

should	select	data	for	a	country,	a	region,	or	global	data	according	to	risk	probabil-

ities.	he	recognized	revenue	being	analyzed	may	relate	to	a	consulting	project,	a	

training	event,	a	license	agreement,	or	maintenance.	Audits	of	the	areas	of	Consult-

ing,	licenses,	and	Maintenance	are	described	in	detail	in	the	relevant	chapters	(see	

Section	C,	Chapters	5.2	and	5.3).	In	addition	to	revenue,	the	customer	account	en-

tries	must	be	examined	for	accuracy,	receipt	of	payment	and	the	agreed	payment	

terms,	 any	 bad	 debt	 allowances,	 and	 revenue	 deductions.	 It	 is	 also	 important	 to	

perform	additional	analytical	procedures	(see	Section	C,	Chapter	3.1)	as	part	of	the	

revenue	audit,	focusing	on	the	following	aspects:

•	 changes	in	receivables	(compared	with	the	previous	year	and	changes	since	the	

start	of	the	iscal	year),

•	 margin	analysis,

•	 revenue-to-orders	ratio,

•	 analysis	of	credit	notes	issued,

•	 analysis	of	write-ofs	and	bad	debt	allowances,

•	 analysis	 of	 revenue	 distribution	 by	 business	 area	 (licenses,	 Consulting,	 and	

Training)	and	of	changes	in	revenue	over	time,	and

•	 analysis	of	the	bonus-to-revenue	ratio.

A	revenue	audit	requires	close	consultation	with	other	audit	teams	who	are	evaluat-

ing	 individual	 business	 areas.	 In	 addition	 to	 the	 SAP-speciic	 areas	 mentioned	

above,	this	includes,	for	example,	the	auditing	of	accounts	receivable	(see	Section	C,	

Chapter	3.2),	accounts	payable	(see	Section	C,	Chapter	3.4),	accruals	(see	Section	C,	

Chapter	3.3)	and,	in	the	case	of	manufacturing	companies,	inventories.	It	is	impor-

tant	that	auditors	exchange	information	all	the	time	and	ensure	that	the	interfaces	

between	individual	audit	segments	are	taken	into	account.	

Once	the	actual	ieldwork	has	been	completed,	the	regular	reports	are	produced	

(see	Section	B,	Chapter	5),	followed,	ater	a	due	period,	by	the	status	check	and	the	

follow-up	 audit	 (see	 Section	 B,	 Chapter	 6).	 Revenue	 audits	 run	 through	 all	 the	

phases	of	the	Audit	Roadmap.

FieldworkFieldwork

Test	Procedures	in	DetailTest	Procedures	in	Detail

Consultation	
Requirement
Consultation	
Requirement

end	of	the	Auditend	of	the	Audit
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Revenue Audits
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4	 Selected	Operational	Audit	Topics
4.1 Purchasing

Key	POinTS	 •••

•	 Purchasing	audits	can	be	conducted	at	a	strategic	or	operational	level.

•	 Purchasing	audits	should	include	a	focus	on	fraud	prevention.

•	 Supplier	 selection	 is	 also	a	primary	 focus	of	 a	purchasing	audit.	Proper	doc-

umentation	 should	 be	 in	 place	 to	 allow	 the	 supplier	 selection	 process	 to	 be	

tracked.

he	purchasing	function	(i.e.,	procurement)	contributes	to	securing	and	enhancing	

a	company’s	long-term	potential	for	success	by	inluencing	critical	success	factors,	

such	as	costs,	quality	and	time.	hus,	audits	of	the	purchasing	process	are	especially	

important.	he	extent	 to	which	 the	purchasing	process	afects	 the	success	of	 the	

organization	depends	on	 the	 targets	and	objectives	 that	management	has	 set	 for	

purchasing,	and	whether	the	department	is	embedded	within	the	company’s	supply	

chain	 management	 function,	 or	 whether	 it	 merely	 needs	 to	 meet	 the	 company’s	

operational	demands.

When	assessing	the	purchasing	function,	auditors	should	begin	with	the	objec-

tives	set	for	purchasing,	which	can	be	examined	from	several	diferent	perspectives.	

First	of	all,	the	objectives	pursued	by	purchasing	can	be	categorized	as	formal	and	

technical	objectives.	he	primary	formal	objectives	of	an	organization	include	cost	

reductions	and	performance	improvements.	he	key	technical	objective	is	to	ensure	

the	parts	and	supplies	necessary	for	operations.	For	the	long	term,	meeting	these	

objectives	 includes	 both	 opportunities	 and	 risks	 for	 a	 company,	 because	 factors	

may	change	within	the	company	or	in	the	procurement	market.	

he	following	strategic	purchasing	objectives	of	a	company	can	be	identiied:

•	 securing	the	procurement	market	position,

•	 quality	assurance,

•	 supply	security,

•	 safeguarding	the	status	of	technology,	and

•	 safeguarding	lexibility.

hese	objectives	can	be	condensed	into	groups	as	follows:

•	 cost	 reduction	 (reduction	 of	 prices,	 process	 costs,	 cost	 of	 materials	 and	 ser-

vices),

•	 diferentiation	(quality	and	service	improvements,	participation	in	the	expertise	

and	image	of	the	supplier	or	service	provider),	and

•	 supply	security.

At	SAP,	the	purchasing	function	includes	both	operational	requirements	and	the	

procurement	of	goods	and	services	that	may	or	may	not	be	billed	to	customers.	he	

procurement	 of	 goods	 and	 services,	 which	 are	 part	 of	 SAP’s	 operational	 supply	

chain,	make	up	a	large	percentage	of	SAP’s	purchasing	volume.

importance		
of	Purchasing
importance		
of	Purchasing

Formal	and	Technical	
Objectives
Formal	and	Technical	
Objectives

Strategic	ObjectivesStrategic	Objectives

Role	of	Purchasing		
at	SAP
Role	of	Purchasing		
at	SAP
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In	 a	 live	 (computerized)	 system,	 purchasing	 tasks	 can	 be	 processed	 with	 the	

Materials	Management	component	or,	in	the	B2B	area,	with	an	SRM	(supplier	rela-

tionship	management)	system.	Materials	Management	(MM)	is	a	fully	integrated	

module	of	the	SAP	system.

Over	the	past	few	years,	the	purchasing	function	has	become	increasingly	im-

portant	for	company	activities	because	the	potential	of	the	purchasing	function	to	

add	value	to	company	success	has	increasingly	been	recognized.	One	way	that	the	

purchasing	function	adds	value	is	by	procuring	goods	and	services	at	minimized	

cost	under	total-cost-of-ownership	criteria,	which	look	at	all	cost	drivers	along	the	

supply	chain.	

In	 addition,	 the	 purchasing	 function	 can	 assist	 operating	 departments	 when	

they	initiate	purchases	from	third	parties.	his	service	adds	value	within	the	com-

pany,	for	example,	because	on	the	one	hand,	the	exchange	of	information	supports	

the	development	of	or	changes	to	products	and	services,	while	on	the	other	hand,	

accurate	 market	 and	 price	 knowledge	 puts	 the	 company	 in	 a	 better	 negotiating	

position.	 By	 optimizing	 and	 securing	 supplies	 for	 the	 organization	 as	 a	 whole,	

purchasing	also	generates	added	value.	Moreover,	quality	assurance	in	procurement	

is	given	high	priority	in	every	organization,	mainly	for	reasons	of	product	liability	

and	the	risk	of	adversely	afecting	sales	success.	his	factor	is	becoming	all	the	more	

noticeable	because	of	the	increasing	importance	of	procurement	for	operating	suc-

cess.	 Speciically,	 procurement	 accounts	 for	 a	 high	 proportion	 of	 costs,	 ranging	

from	40%	to	90%	of	sales	depending	on	the	sector.

he	audit	focus	areas	are	deined	during	audit	planning	(see	Section	B,	Chapter	2).	

Audit	 preparation	 varies	 according	 to	 these	 speciic	 focus	 areas.	 When	 auditing	

strategic	functions,	the	elements	are	subjected	to	spot	plausibility	and	completeness	

checks.	In	the	case	of	operational	audits	of	purchasing,	Internal	Audit	can	examine	

either	the	purchasing	process	as	a	whole,	or	individual	sub-processes.	

Before	the	initiation	of	the	purchasing	audit,	the	audit	announcement	informs	

the	departments	 concerned	of	 the	 impending	audit	 (see	Section	B,	Chapter	 3.1).	

Depending	on	the	circumstances,	departments	such	as	the	purchasing	unit	of	the	

subsidiary	or	the	central	unit	of	the	parent	company,	Accounting,	and/or	the	de-

partment	 placing	 purchase	 orders	 could	 be	 included	 in	 the	 audit.	 he	 audit	 can	

have	its	starting	point	in	diferent	areas	and	entail	diferent	approaches,	depending	

on	the	circumstances	of	the	audit	and	the	audit	objective.	For	example,	the	audit	

could	begin	with	 the	purchasing	process	 (e.g.,	purchase	order,	purchase	 requisi-

tion)	or,	on	the	vendor	side	by	analyzing	the	vendor	accounts.	It	is	also	possible	to	

conduct	an	audit	from	the	legal	perspective	with	a	focus	on	contract	arrangements.

Depending	on	the	audit	objective	and	audit	object,	it	may	be	expedient	to	select	

a	sample	for	testing	in	advance.	At	SAP,	the	selection	can	be	made	with	the	use	of	

several	data	sources,	e.g.,	the	SAP-speciic	Global	Contract	Information	Database.

his	 database	 contains	 various	 criteria	 by	 which	 contracts	 and	 master	 agree-

ments	can	be	selected	for	auditing.	Criteria	include	the	name	of	the	supplier	and	the	
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inancial	contract	volume.	Depending	on	the	selection	criteria	applied,	the	system	

displays	 the	 relevant	 contracts,	 including	 all	 speciic	 details	 and	 the	 original	

contract.	Internal	Audit	can	then	select	and	audit	individual	purchase	order	requi-

sitions,	purchase	orders,	or	invoices	related	to	the	selected	contracts.

In	addition	to	the	above	SAP-speciic	Global	Contract	Information	Database,	

the	Material	Management	Purchasing	Area	creates	purchasing	reports,	which	gives	

auditors	many	options	for	selecting	purchase	orders	because	the	report	is	based	on	

the	data	of	the	live	SAP	system,	which	contains	all	transaction	data.	he	aim	is	to	

obtain	an	overview	of	all	the	purchase	orders	relevant	for	the	audit	segment	con-

cerned.	he	selection	focuses	on	the	same	criteria	as	in	the	case	of	the	Global	Con-

tract	Information	Database.	Of	course,	there	are	other	criteria	that	can	determine	

inclusion	in,	and	deine	the	extent	of,	an	audit,	including	details	of	the	development	

of	supplier	relations	or	cost	analyses.

Once	the	sample	has	been	determined,	the	departments	to	be	audited	should	be	

informed	so	that	all	the	necessary	process	documentation	and	records	are	available	

when	the	audit	begins.

A	Core	Scope	(see	Section	B,	Chapter	2.1)	has	been	deined	as	the	collection	of	

all	potential	audit	topics	in	relation	to	a	speciic	audit	area,	including	Purchasing.	

here	may	also	be	other	Scopes	(e.g.,	the	Core	Scope	for	Accounts	Payable),	that	

have	an	impact	on	the	purchasing	function.	he	exact	speciications	of	the	extent	of	

the	audit	are	included	in	the	work	program	(see	Section	B,	Chapter	3.2).

Purchasing	can	be	audited	either	separately	or	as	a	sub-section	of	the	audit	of		

a	subsidiary	(see	Section	C,	Chapter	5.1).	For	this	reason	it	is	important	that	internal	

audit	teams	consult	with	one	another	so	that	they	can	coordinate	the	audit	topics	

and	the	relevant	audit	activities.	he	speciic	work	program	is	then	deined	on	the	

basis	of	this	cooperation.

Oten,	 audits	 are	 conducted	 in	 Purchasing	 with	 very	 speciic	 work	 programs	

that	are	preventive	 in	nature.	For	example,	purchase	orders	with	a	certain	order	

volume	may	be	examined,	particularly	with	regard	to	release	and	release	strategies.	

Another	preventive	audit	approach	includes	audits	that	focus	on	supplier	selection	

and	the	related	documentation.	Supplier	selection,	which	 is	a	high	risk	area	and	

very	prone	to	misuse,	is	one	of	the	most	important	elements	of	a	purchasing	audit	

(for	details	on	fraud	prevention,	see	Section	D,	Chapter	13).

he	combination	of	the	end-to-end	concept	of	the	Scope	and	the	adaptability	of	

the	work	program	is	an	ideal	way	of	meeting	all	the	requirements	of	audit	planning	

and	execution.	he	level	of	detail	of	the	work	program	can	also	relect	and	support	

speciic	nuances	for	each	audit.

he	Material	Management	Purchasing	Area	mentioned	above	is	used	to	verify	

the	sample	selection	in	the	SAP	system	and	to	earmark	it	for	subsequent	auditing.	

Various	 tools	 and	 templates	 are	 available	 to	 auditors	 for	 conducting	 the	 audit,	

including	live	system	reports	(purchase	order	analyses,	G/L	account	analyses,	one-

time	analyses)	and/or	the	relevant	purchasing	and	conduct	guidelines.
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SAP’s	global	purchasing	policy	provides	the	framework	within	which	the	strate-

gic	and	operational	processes	relating	to	purchasing	are	managed.	Important	ele-

ments	of	 these	guidelines	 include	the	role	of	purchasing	 in	 the	organization,	 the	

objectives	of	purchasing,	etc.

he	Code	of	Business	Conduct	applies	throughout	the	SAP	Group	and	must	be	

signed	by	each	employee.	Contraventions	of	 the	Code	may	result	 in	disciplinary	

action.	For	purchasing,	the	rules	on	accepting	gits	and	on	customer	and	supplier	

relations	are	of	particular	relevance.	Speciically,	to	ensure	that	employees	do	not	

favor	vendors	who	provide	lavish	gits,	low	monetary	thresholds	limit	the	value	of	

gits	or	favors	(including	meals)	employees	(or	the	company	as	a	whole)	may	accept	

from	vendors.	Internal	audits	of	the	purchasing	department	will	examine	compli-

ance	with	these	policies.

he	audit	activities	may	also	 include	 the	 strategic	purchasing	 functions.	Pur-

chasing	is	of	strategic	importance	because	of	its	responsibility	for	exploiting	cost	

reduction	and	performance	improvement	potential.	Purchasing	is	responsible	for	

supporting	the	entire	sotware	development	process,	from	the	development	of	new	

products	through	shipping	the	inal	product.

Cost	 savings	 potential	 is	 the	 company’s	 ability	 to	 reduce	 costs.	 his	 can	 be	

achieved	with	make-or-buy	decisions,	demand	pooling,	and	strategic	supplier	rela-

tions.	Moreover,	process	optimization	and	demand	analysis	can	also	deliver	cost	

savings.	he	way	in	which	purchasing	is	organized	also	unlocks	savings	potential	in	

the	purchasing	area.	For	example,	the	cost	savings	potential	of	other	divisions	of	the	

company	can	be	inluenced	by	centralizing	purchasing.

When	companies	 take	make-or-buy	decisions	on	 the	basis	of	 strategic	objec-

tives,	 the	 decision	 is	 driven	 by	 their	 focus	 on	 core	 competencies.	 Before	 such	 a	

decision	 is	 taken,	 a	 number	 of	 analyses	 should	 be	 performed	 so	 that	 the	 core	

competencies	can	be	determined	conclusively.	hese	include	detailed	cost	analyses,	

competitor	analysis,	and	customer	proitability.	In	addition,	the	entire	value	chain	

should	be	examined	to	establish	whether	or	not	buying	from	a	third	party	is	poten-

tially	more	proitable.	Auditors	primarily	examine	the	plausibility	of	these	analyses	

and	the	related	documents.

Because	of	their	knowledge	and	experience,	Purchasing’s	employees	no	doubt	

form	part	of	its	internal	potential.	Moreover,	the	design	of	the	organizational	and	

process	structures	also	represents	success	potential.	It	is	possible,	as	part	of	the	process	

structure,	to	improve	the	quality	of	processes	by	specialization.	Both	the	organiza-

tional	and	process	structures	of	purchasing	should	be	tested	for	efectiveness	and	

eiciency.

From	Internal	Audit’s	point	of	view,	all	tasks	and	phases	of	purchasing	are	eli-

gible	audit	topics.	he	total	procurement	process	can	be	broken	down	into	several	

phases,	to	which	individual	tasks	can	be	assigned:	preparation,	initiation,	and	award	

of	contract.

During	the	preparation	phase,	demand	for	materials	or	services	arises	either	in	

the	operating	departments	or	as	part	of	materials	planning.	For	materials	deined	in	
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the	material	master	of	the	system,	the	system	checks	the	reported	inventory	level	

and	determines	the	materials	to	be	reordered.	Purchase	requisitions	can	either	be	

generated	by	authorized	operating	department	employees	or	automatically	by	the	

system.

he	initiation	phase	starts	with	determining	the	procurement	source.	he	SAP	

system	 supports	 operating	 departments	 in	 determining	 possible	 procurement	

sources,	taking	past	purchase	orders	or	existing	contracts	into	account.	his	accel-

erates	the	creation	of	requests	for	quotations,	which	can	then	be	sent	directly	to	the	

required	suppliers	electronically.	he	quality	of	the	supplier	master	data	is	an	im-

portant	 element	 when	 auditing	 procurement	 sources.	 hey	 should	 therefore	 be		

included	 in	any	audit,	at	 least	by	way	of	samples,	with	a	 focus	on	suppliers	with	

duplicate	system	entries	that	need	to	be	removed.	he	SAP	system	can	simulate	pricing	

scenarios	to	facilitate	comparing	the	quotations	received	and	selecting	a	supplier.

he	contract	award	phase	begins	with	the	processing	of	the	purchase	order.	he	

SAP	purchasing	system	takes	the	information	from	the	purchase	requisition	and	

the	quotation	and	generates	a	purchase	order.	

To	monitor	the	ordering	process,	the	SAP	system	checks	the	resubmission	inter-

vals	and	automatically	prints	 reminders	at	 the	appropriate	 times.	 It	provides	 the	

current	status	of	all	purchase	requisitions,	quotations,	and	purchase	orders.

he	dispatch	and	goods	receipt	departments	can	conirm	the	receipt	of	goods	by	

entering	the	order	number	in	the	system.	Buyers	are	able	to	tolerate	over-	and	un-

der-deliveries	within	limits	by	specifying	the	permissible	over	and	underdelivery	

tolerance	levels.

he	system	also	supports	invoice	veriication:	When	auditors	access	order	pro-

cesses	and	goods	receipt	entries,	 they	are	alerted	 to	any	quantity	and	price	vari-

ances.

As	part	of	an	audit,	it	should	be	possible	to	retrace	all	the	above	tasks	of	each	

phase	of	the	procurement	process.	In	relation	to	the	size	and	workforce	capacities	

of	the	SAP	subsidiaries,	the	system-based	purchasing	process	can	be	set	up	in	the	

system	in	diferent	ways.	For	this	reason,	the	auditors	should	record	the	processes	

and	the	system	before	the	audit.	Further,	the	auditors	should	examine	the	relevant	

documentation	for	completeness	and	validity,	and	ensure	that	the	system	informa-

tion	agrees	with	the	paper	documents.

When	auditing	the	purchasing	function,	it	is	very	important	to	include	release	

strategies	in	the	examination.	Release	strategies	deine	who	may	grant	approval	for	

certain	processes	under	what	circumstances	(depending	on	the	goods	and	volume)	

and	in	what	sequence.	Within	the	purchasing	process,	there	may	be	a	number	of	

release	steps.	From	a	control	perspective,	delegating	the	release	of	certain	process	

steps	should	be	restricted	 to	a	minimum	and	the	dual	control	principle	must	be	

maintained.	he	audit	focuses	on	the	following:

•	 Approval	for	release:	Has	an	approval	for	release	system	been	installed	for	im-

portant	processes?	Approval	for	release	requests	are	normally	forwarded	to	the	

next	higher-ranking	level	(e.g.,	cost	center	manager)	in	the	worklow.	It	is	also	
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possible	to	set	up	a	second	level	for	approval	in	the	SAP	system,	e.g.,	inancial	

control	for	releasing	budgets	for	internal	projects.

•	 Purchasing	as	a	control	body:	In	this	context,	purchasing	employees	examine	the	

purchase	requisitions	of	the	operating	departments	before	converting	them	into	

purchase	orders,	checking	details	such	as	supplier,	quantities,	speciication,	etc.

•	 Authorizations:	Employee	authorizations,	which	give	them	the	power	to	release	

orders	linked	to	the	budget	value,	are	an	important	control	tool	in	the	purchas-

ing	area.

•	 Release	across	several	levels	of	hierarchy:	he	dual	control	system	can	also	be	

maintained	by	involving	several	hierarchy	levels.	his	may	be	sensible	for	high-

value	orders	or	for	other	speciic	instances	deined	by	the	company.

Internal	Audit	should	ask	the	global	purchasing	department	for	details	of	the	rele-

vant	authorizations.	It	is	also	possible	that	an	auditor	may	be	authorized	to	obtain	

the	relevant	settings	directly	from	the	system.	Depending	on	the	audit	focus,	Inter-

nal	 Audit	 should	 examine	 all	 the	 authorizations	 for	 purchase	 requisitions	 and	

purchase	orders	of	the	local	subsidiary	as	well	as	the	release	settings	from	the	global	

purchasing	department.

Increasing	process	complexity	has	caused	procurement	control	to	change	con-

siderably	 in	 the	past	 few	years.	he	pure	cost	 focus	of	 the	past	has	given	way	 to		

a	stronger	process	focus.	Under	the	conventional	approach,	cost	center	expenses	

were	compared	to	budgets	and	changes	in	material	prices.	More	modern	approaches	

strive	to	improve	the	cost	structure	and	supplier	performance,	thus	giving	purchas-

ing	an	 increasingly	strategic	orientation.	he	changes	have	added	 to	 the	 tasks	of	

procurement	control,	which	now	include	the	following:

•	 monitoring	and	ratio	analysis,

•	 involvement	in	drating	target	agreements,

•	 preparation	for	decisions,

•	 building	of	strategic	procurement	principles,

•	 analysis	of	the	strengths	and	weaknesses	of	procurement	potential,

•	 strategic	comparison	of	to-be	and	as-is	situations,	and

•	 control	measures	in	case	of	variance	from	targets.

Every	company	is	exposed	to	the	risk	of	fraud	(see	Section	D,	Chapter	13).	Fraud	

may	be	committed	by	employees	at	any	level	and	under	a	large	variety	of	circum-

stances.	Company	management	must	take	all	cases	of	fraud	seriously.	Fraud	falls	

into	two	categories:	embezzlement	of	company	assets	and	misstating	the	company’s	

inancial	position.	In	purchasing,	the	following	processes	are	particularly	exposed	

to	fraud:

•	 supplier	selection,

•	 changes	of	supplier	master	data,	and

•	 payments	and	money	transfer.
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During	 supplier	 selection,	 it	 is	 possible	 to	 give	 preferential	 treatment	 to	 certain	

providers,	oten	by	passing	on	internal	information	about	the	demand	or	the	invita-

tion	to	bid.	he	internal	information	is	usually	critical	to	the	bidding	process,	e.g.,	

prices,	speciications,	and	the	supply	and	payment	terms	of	competitors.	his	may	

impact	the	company	inancially	by	way	of	less	favorable	terms	and	conditions	be-

cause	 such	 insider	 action	 circumvents	 a	 truly	 competitive	 process.	 here	 is	 also		

a	possibility	of	unauthorized	 signatures	 and	contracts.	Preventive	measures	may	

include	the	following:	

•	 rotation	of	buyers’	responsibilities,

•	 requirement	 for	 buyers	 to	 make	 a	 declaration	 about	 the	 supplier’s	 indepen-

dence,

•	 code	of	conduct	and	purchasing	guidelines,	and

•	 contract	negotiation	and	contract	awards	in	compliance	with	the	dual	control	

principle.

he	dual	control	principle	helps	minimize	fraudulent	changes	to	or	manipulations	

of	supplier	master	data,	although	Internal	Audit	should	still	examine	this	data	for	

any	changes	made.	he	justiication	for	any	changes	must	be	properly	documented.	

Such	changes	can	be	tracked	in	the	SAP	system.	Frequently,	automated	controls	are	

part	of	the	integrated	SAP	system.

Misuse	of	payment	and	money	transfer	systems	is	possible	if	controls	are	not	in	

place	or	do	not	function	properly.	Various	actions	can	be	taken	to	prevent	fraud,	for	

example	 by	 implementing	 a	 “secure”	 process,	 i.e.,	 a	 process	 where	 the	 necessary	

controls	are	in	place.	In	addition,	employees	should	be	granted	authorization	rights	

selectively.

In	 purchasing,	 supplier	 tests	 are	 an	 additional	 preventive	 measure.	 Internal	

Audit	can	test	the	creditworthiness	of	the	supplier	by	using	general	information	or	

credit	bureaus.	he	audit	team	can	also	check	the	supplier’s	reputation	in	the	market	

on	the	basis	of	press	reports	entered	in	databases	or	through	competitor	surveys.	It	

is	 also	 important	 to	 check	 the	 validity	 and	 existence	 of	 the	 supplier	 in	 order	 to	

detect	the	creation	of	ictitious	suppliers.	On-site	supplier	tests	are	oten	a	criterion	

during	supplier	selection,	because	a	supplier’s	readiness	to	allow	a	test	for	quality	

assurance	purposes	is	seen	as	a	positive	sign	when	selecting	the	shortlist.	On-site	

supplier	tests	can	take	the	form	of	either	a	process	audit	or	an	IT	system	audit.	If	the	

focus	 is	on	processes,	auditors	check	quality	control,	 supplier	 resources,	 systems	

used,	and	employees	of	the	supplier.	An	IT	system	audit	involves	a	test	of	the	sup-

plier’s	IT	systems.	he	way	a	supplier	test	is	conducted	on	site	is	to	a	large	extent	

determined	by	the	agreements	concluded	at	the	time	dealings	commence	with	the	

supplier	and	by	 the	 relationship	between	customer	and	supplier.	All	persons	 in-

volved	in	the	process	should	take	part	in	planning	and	executing	such	a	test	so	that	

input	is	taken	on	board	from	diferent	areas,	such	as	procurement,	quality	assur-

ance,	and	production.
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HinTS	AnD	TiPS	 ;

•	 Purchasing’s	documentation	(e.g.	of	supplier	selection),	should	never	leave	any	

gaps	that	are	signiicant	in	risk	and	impact	and	should	correspond	to	the	infor-

mation	contained	in	the	system.

•	 When	conducting	a	purchasing	audit,	it	is	essential	to	have	an	overview	of	the	

purchasing	organization	and	its	processes.

LinKS	AnD	ReFeRenCeS	 e

•	 JARnAGIn,	B.	D.	2007.	US Master GAAP Guide.	Riverwoods,	IL:	CCH,	Inc.

•	 SEARS,	B.	2002.	Internal Auditing Manual.	new	York,	nY:	Warren,	Gorham	&	Lamont.

•	 SAWYER,	L.	B.,	M.	A.	DITTEnHOFER	AnD	J.	H.	SCHEInER.	2003.	Sawyer’s Internal 

Auditing.	5th	ed.	Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.

4.2 Sales Processes

Key	POinTS	 •••

•	 he	sales	process	is	an	important	object	of	Internal	Audit's	work	

•	 An	important	distinction	is	made	between	service	contracts	and	license	agree-

ments.

•	 Sales	processes	can	be	tested	for	compliance	using	walk-through	procedures.

•	 Before	SAP	enters	into	a	sales	contract	with	another	party,	the	customer	support	

oicer	and	the	sales	manager	perform	a	risk	assessment.	

•	 he	SAP	system	provides	certain	 tools	and	 templates	 to	ensure	 reliable	audit	

execution.

•	 he	objectives	of	a	 sales	audit	are	 to	ensure	 that	 sales	processes	comply	with	

policies	and	procedures	and	to	identify	potential	risks	in	the	sales	entities.

he	sales	process	is	an	important	object	of	the	audit	work	performed	by	Internal	

Audit	 at	 SAP.	 SAP’s	 local	 subsidiaries	 are	 separate	 legal	 entities	 that	 act	 as	 sales	

companies.	Internal	agreements	that	govern	the	sale	of	sotware	by	local	subsidiar-

ies	are	in	place.	In	addition,	the	local	subsidiaries	ofer	their	customers	consulting	

and	training	services.	SAP	products	can	also	be	marketed	through	resellers	in	the	

indirect	sales	channel.	Under	this	type	of	arrangement,	the	resellers	enter	into	con-

tracts	with	the	end	customer,	and	the	local	SAP	subsidiary	is	the	reseller’s	contract	

partner.

Local	subsidiaries	vary	in	size,	which	is	relected	in	the	way	they	are	organized.	

During	 the	 audit,	 Internal	 Audit	 must	 take	 account	 of	 the	 organization	 of	 the	

subsidiaries,	as	well	as	of	local	aspects	and	guidelines.	However,	for	consolidated	

reporting	purposes,	the	accounting	treatment	of	all	transactions	must	comply	with	

US-GAAP.	he	sales	process	ranges	from	initial	customer	contact,	through	bidding	

Sales	Process	at	SAPSales	Process	at	SAP

Requirements	on	the	
Sales	Processes

Requirements	on	the	
Sales	Processes



341

and	contract	conclusion,	to	entering	the	transaction	and	providing	ongoing	sup-

port	to	the	customer.	Sales	process	audits	are	closely	related	to	other	audits	and	are	

oten,	at	least	partially,	conducted	alongside	license	or	consulting	audits.	his	means	

that	 they	 are,	 in	 part,	 an	 integral	 component	 of	 such	 audits,	 which	 in	 turn	 may	

bring	up	issues	of	revenue	recognition.	For	more	information	on	revenue	recogni-

tion,	 refer	 to	 the	description	of	 revenue	audits	 in	Section	C,	Chapter	3.5,	 license	

audits	in	Section	C,	Chapter	5.3,	and	revenue	recognition	assurance	in	Section	C,	

Chapter	9.	

Like	all	audits	at	SAP,	sales	process	audits	follow	the	general	procedure	of	the	

Audit	Roadmap.	he	basis	is	formed	by	recording	and	documenting	the	individual	

processes	and	comparing	the	current	condition	to	the	desired	criteria.	To	do	this,	

the	audit	team	conducts	interviews	and	reviews	generally	accessible	or	speciically	

requested	documents	and	process	descriptions.	With	this	information,	the	auditors	

can	conduct	a	walk-through	to	verify	whether	the	documented	process	is	followed	

in	reality.	In	a	walk-through,	the	auditors	irst	select	a	document	type	from	the	de-

scribed	process,	e.g.,	license	agreements.	hen	they	select	a	sample	of	documents	

(license	 agreements)	 from	 the	 total	 population	 and	 follow	 the	 complete	 process		

using	the	sample	documents,	to	ensure	compliance	all	the	way	through	transaction	

entry,	including	the	documented	internal	controls.

In	addition,	it	is	useful	to	examine	individual	license	agreements	(see	Section	C,	

Chapter	5.3).	By	reviewing	original	documents,	the	audit	team	can	test	their	exis-

tence	as	well	as	formalities,	including	internal	controls	such	as	legal	signatures.

Since	 it	 is	 impossible,	 of	 course,	 to	 test	 all	 contracts,	 especially	 in	 larger	

subsidiaries,	 the	 auditors	 should	 select	 suitable	 samples	 (see	 Section	 B,	 Chapter	

4.1.2).	In	addition	to	using	statistical	sampling	methods,	selection	criteria	such	as	

the	contract	volume	and	the	time	of	recognition	are	useful	for	choosing	a	judgmen-

tal	sample.

An	important	objective	inherent	in	every	internal	audit	is	to	test	whether	there	

is	a	functioning	internal	control	system.	his	is	of	particular	importance	in	a	pro-

cess	that	is	as	tightly	managed,	from	a	legal	point	of	view,	as	the	sales	process.	In	

detail,	this	involves	ensuring	that	internal	and	external	legal	requirements	are	met	

in	each	phase.	he	sales	area’s	internal	control	system	is	above	all	aimed	at	ensuring	

legal	and	accounting	compliance.	his	is	why	each	step	of	the	sales	process	includes	

speciic	types	of	control	and	documentation	(e.g.	SAP's	Global	Contract	Approval	

Form).

Sales	process	audits	are	always	included	in	the	work	programs	for	local	subsid-

iary	audits	(see	Section	C,	Chapter	5.1).	In	addition,	the	sales	process	may	also	be	in	

focus	when	ensuring	that	revenue	is	recognized	correctly,	e.g.	in	relation	to	compli-

ance	with	the	legal	framework.	his	is	particularly	important	when	there	are	public	

invitations	to	bid.	At	the	same	time,	the	audit	team	must	carefully	consider	internal	

rules,	such	as	the	code	of	conduct.

he	contracts	concluded	with	customers	are	an	important	element	of	sales	pro-

cess	audits.	A	signed	contract	documents	the	result	of	negotiations.	SAP	has	several	

types	of	contracts,	including	but	not	limited	to	contracts	related	purely	to	sotware	
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and	maintenance	(license	and	maintenance	agreements)	or	including	sotware	im-

plementation	 and	 training	 (service	 contracts).	 SAP	 also	 concludes	 development	

cooperation	agreements	in	the	context	of	sotware	development.	hese	agreements	

can	be	concluded	as	separate	contracts	or	under	a	master	agreement.

License	agreements	include	the	extent	of	licenses,	the	customer’s	permitted	level	

of	usage,	the	price,	and	the	payment	terms	(for	more	details,	see	Section	C,	Chapter	

5.3).

Service	contracts	are	usually	very	complex	and	customized.	hey	are	based	on		

a	number	of	documents,	such	as	feasibility	studies,	case	studies,	proofs	of	concept,	

etc.	here	are	diferent	options	for	the	payment	arrangements,	depending	on	whether	

the	 project	 is	 billed	 on	 a	 ixed-price	 basis,	 on	 a	 time	 and	 material	 basis,	 or	 on		

a	maximum	price	basis	(see	Section	C,	Chapter	5.2.1).	In	addition,	this	type	of	con-

tract	includes	project	plans,	project	target	agreements,	and	function	lists.	he	project	

target	agreements	set	out	clearly	the	project	milestones	for	acceptance	by	the	cus-

tomer	 and	 the	 payment	 amounts	 and	 dates	 due	 to	 SAP	 (see	 Section	 C,	 Chapter	

5.2.3).

Development	cooperation	agreements	may	relate	 to	add-ons	 to	be	 integrated	

into	the	sotware	as	a	standard	solution	or	to	projects	set	up	speciically	for	indi-

vidual	customers	or	partners.

Apart	from	the	sales	department,	the	audit	of	sales	processes	involves	the	con-

tract	 department,	 the	 relevant	 inance	 unit,	 and	 Corporate	 Financial	 Reporting.	

he	framework	and	requirements	for	the	sales	processes	are	speciied	and	docu-

mented	by	the	management	of	the	sales	area.	he	work	of	the	employees	responsible	

for	implementing	a	sales	process	is	also	under	scrutiny	in	the	audit.	he	following	

paragraphs	give	a	brief	description	of	the	positions	involved	in	a	typical	sales	pro-

cess.

he	(global)	customer	support	oicer,	who	works	under	the	sales	manager,	has	

overall	responsibility	for	contract	negotiations	and	the	contract	itself.	It	is	likely	that	

the	sales	manager	may	also	review	the	work	of	the	global	customer	support	oicer.	

Depending	on	the	volume	of	the	contract	to	be	concluded	with	the	customer,	vari-

ous	SAP-internal	approval	steps	must	be	complied	with	and	risk	assessments	must	

be	performed.	he	contracts	must	also	be	agreed	with	the	contract	and	legal	depart-

ments.	hese	two	departments	are	responsible	for	wording	standard	contracts,	but	

if	required	they	will	also	provide	support	for	the	design	of	individual	contracts.

In	the	case	of	service	contracts,	the	head	of	consulting	is	involved	in	the	contract	

design	and	later	provides	information	on	project	progress	so	that	revenue	can	be	

recognized	appropriately.	In	some	instances,	he	or	she	controls	this	process	in	con-

junction	with	the	customer.

If	support	and	training	services	are	ofered,	the	product	support	and	training	

oicers	are	also	involved	in	the	contract	design.	hey	shape	these	oferings	as	part	

of	the	overall	contract.

he	virtual	customer	and	sales-oriented	team	is	made	up	of	experts	with	knowl-

edge	of	the	product	itself	and	on	sector-speciic	solutions.	his	is	of	particular	im-

portance	in	global	corporate	groups	with	various	contacts	from	diferent	regions.
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Risk	management	and	 the	departments	 involved	 in	 it	 also	play	an	 important	

role	in	the	overall	sales	process	because	they	ensure	that	the	requirements	of	risk	

management	 guidelines	 and	 processes	 are	 communicated	 and	 implemented	 and	

that	the	reporting	system	is	compliant.	Risk	management	is	described	below	in	this	

chapter	as	it	relates	to	the	sales	processes.

he	contract	process	consists	of	several	separate	stages,	starting	with	contract	

development	and	ending	with	formal	contract	approval.	he	creation	of	the	con-

tract	 is	based	on	 the	 results	of	 a	 formal	 assessment	of	 the	project	 and	customer	

risks,	 such	 as	 their	 liquidity	 and	 creditworthiness.	 he	 risk	 assessment	 must	 be	

taken	into	account	during	the	entire	contract	process.

When	planning	a	sales	process	audit,	it	also	is	important	for	the	internal	audit	

team	to	review	past	events.	Sales	units	that	have	had	repeated	problems	in	the	past	

should	 be	 examined	 with	 greater	 priority.	 Likewise,	 current	 sales-related	 events	

may	inluence	the	selection	of	the	process	to	be	tested,	e.g.	restructuring	in	the	sales	

area	or	knowledge	of	non-compliance	with	regulatory	requirements.	Internal	Audit	

also	must	consider	any	partner	companies	involved	in	service	performance.

he	group	of	persons	afected	by	the	audit	depends	on	the	process	and	is	there-

fore	not	subject	to	any	special	restrictions.	he	(global)	customer	support	oicer,	

the	head	of	consulting,	the	product	support	and	training	oicers,	and	the	virtual	

team	supporting	the	relevant	customer	are	all	eligible	for	the	audit.

During	a	sales	process	audit,	the	internal	audit	team	should	review	the	following	

contracts	and	documents	for	accuracy	and	completeness:

•	 Contract:	A	distinction	is	made	between	license,	service,	and	maintenance	con-

tracts.	A	contract	can	consist	of	several	sections,	which	may	be	interdependent,	

thus	mutually	determining	the	amount	and	timing	of	the	license	revenue	to	be	

recognized.

•	 Bid:	 Customers	 request	 a	 bid	 from	 SAP,	 either	 directly	 or	 through	 a	 general	

invitation	to	bid.	

•	 non-disclosure	agreement	(nDA):	his	is	a	contract	document	that	binds	two	

contracting	parties	 to	conidentiality,	 thus	ensuring	that	patent	requirements,	

for	example,	are	met.

•	 Addendums:	Addendums	are	annexes	to	a	contract.	hey	can	contain	additional	

explanations	or	subsequent	additions.

•	 Acceptance	log:	his	type	of	document	is	signed	by	the	customer	in	develop-

ment	 or	 consulting	 projects	 according	 to	 the	 contract	 arrangements	 for	 each	

project	milestone	to	conirm	that	the	services	have	been	duly	performed.

he	Scope	for	sales	process	audits	describes	the	general	content	and	extent	of	such	

audits	while	the	work	program	details	the	terms	of	speciic	audits.	In	addition,	the	

Scopes	and	work	programs	of	related	audit	segments	and	areas,	e.g.	for	local	subsid-

iary	audits	(see	Section	Chapter	5.1)	or	license	audits	(see	Section	C,	Chapter	5.3),	

may	contain	further	relevant	audit	speciications.

Most	of	the	functions,	processes,	and	objects	to	be	audited	can	be	taken	from	

the	overall	sales	process	description.	his	description	can	be	used	to	create	the	work	
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program	 necessary	 for	 the	 audit,	 in	 combination	 with	 pre-deined	 and	 existing	

work	programs.	he	audit	can	be	conducted	either	independently	or	in	connection	

with	a	license	audit	under	a	local	subsidiary	audit.	In	order	to	delineate	the	audit	

segments	and	coordinate	the	selection	of	contract	samples,	it	is	therefore	important	

to	agree	with	colleagues	if	any	audit	areas	are	to	be	added.

Audit-relevant	data	and	information	can	be	obtained	in	a	number	of	diferent	

ways.	It	is,	however,	important	to	assess	its	relevance	to	the	audit	objective.	Minutes	

of	meetings,	announcements,	or	the	electronic	archives	of	the	department	contain	

information	that	is	easy	to	understand,	but	oten	unstructured.	hese	sources	may	

also	provide	information	about	the	low	of	information	within	a	department.	Com-

pliance	 in	 the	 sales	 process	 is,	 to	 a	 considerable	 extent,	 assured	 with	 adequate	

internal	controls.	Independently	of	the	contract	itself,	a	contract	supplement	pro-

vides	additional	guarantees	for	all	relevant	aspects	of	the	contract	and	involves	those	

responsible	 in	 the	 approval	 and	 release	 process.	 his	 document	 is	 an	 important	

basis	for	audits	conducted	by	Internal	Audit.

he	achievement	of	goals	deined	as	key	performance	 indicators	 can	provide	

information	on	process	compliance,	for	example	the	percentage	of	risks	in	a	project	

not	previously	identiied	in	the	risk	proile.

he	SAP	system	ofers	a	number	of	options	for	retrieving	diferent	reports.	Dur-

ing	 audit	 planning,	 each	 auditor	 should	 have,	 or	 apply	 for,	 the	 requisite	 system	

authorizations	in	order	to	access	all	relevant	information.

In	addition	to	ensuring	that	sales	processes	are	compliant,	another	important	

objective	of	 the	 sales	process	audit	 is	 to	 identify	potential	 risks	 in	 this	area.	he	

range	of	risk	management	covers	the	entire	sales	process.	SAP’s	perspective	is	the	

primary	focus	of	the	audit,	but	as	far	as	possible,	the	customer	aspect	should	also	be	

included,	because	customer	risk	may	also	lead	to	risk	for	SAP.	Risk	management	in	

the	sales	area	is	part	of	global	risk	management	and	is	subject	to	the	methodologies,	

terminologies,	 processes	 and	 content	 requirements	 deined	 by	 SAP’s	 global	 risk	

management	department.	Before	a	customer	can	be	involved	in	a	new	project,	the	

risk	assessment	and	the	preventive	risk	mitigation	measures	must	be	performed	for	

this	project.	Internal	Audit	uses	the	speciied	risk	process	to	test	compliance	with	

and	implementation	of	risk	management	requirements	in	the	sales	process	and	how	

they	have	been	documented	in	the	form	of	risk	proiles	and	risk	summaries.

he	risk	proile	is	a	questionnaire	to	determine	signiicant	risks	associated	with	

a	transaction.	It	must	be	compiled	during	the	initiation	and	evaluation	phase	and	

approved	and	signed	by	the	relevant	level	of	management	of	SAP.	he	risk	proile	is	

used	to	identify	potential	risks	that	impact	the	proitability	of	the	project	and	the	

contract	itself,	as	well	as	functional	and	technical	risks.

Generally,	with	regard	 to	risk	management,	 two	phases	of	customer	relation-

ships	 are	 distinguished	 in	 a	 sales	 cycle.	 Risk	 management	 during	 the	 initiation	

phase	 necessitates	 risk	 assessment	 during	 the	 bidding	 and	 contract	 phase.	 Risks	

that	are	identiiable	in	advance	must	be	documented	in	the	risk	proile,	and	the	re-

sults	of	 the	risk	evaluation	must	be	 incorporated	 into	contract	design.	here	are	
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technical	and	consulting	services	that	can	be	used	for	proactive	risk	minimization	

during	the	sales	process,	including	customer	evaluation	or	project	situation	assess-

ment	on	the	basis	of	feasibility	studies.	Internal	Audit	should	test	the	chronological	

and	formal	use	of	risk	management,	i.e.,	whether	the	risk	minimization	procedures	

were	complied	with	before	the	bid	was	submitted	and	the	contract	signed.	Signii-

cant	changes	to	the	contract	situation	always	require	the	risks	to	be	reassessed.

Risk	 management	 forms	 an	 integral	 part	 of	 project	 management	 during	 the	

sotware	implementation	phase	and	could	also	cover	the	customer	support	phase.	

Internal	Audit	 tests	 the	accuracy	of	 the	 risk	management	documentation	of	 this	

phase	with	 regard	 to	 form	and	content,	 such	as	 the	 results	of	quality	 reviews	or	

meetings	of	the	project	steering	committee.

Risk	assessment	is	also	important	with	regard	to	cooperation	with	partners	dur-

ing	 implementation	projects.	Such	projects	may	give	 rise	 to	various	cooperation	

issues	between	SAP,	its	partners,	and	customers.	his	afects	above	all	the	roles	and	

responsibilities	to	be	deined	as	part	of	the	project.	he	people	involved	must	be	

speciied	across	the	various	project	objectives,	work	packages,	tasks,	and	topics	and	

assessed	in	terms	of	risk.

HinTS	AnD	TiPS	 ;

•	 he	selection	of	contracts	to	be	audited	should	include	diferent	contract	types.

•	 Auditors	should	check	each	document	for	possible	inconsistencies	with	other	

documents.
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5	 Combined	Audit	Topics
5.1 Subsidiary Audits

Key	PoinTs	 •••

•	 Subsidiary	audits	are	preformed	using	a	standard	work	program.

•	 Subsidiary-speciic	matters	are	added	to	this	standard	work	program	based	on	

analytical	audit	procedures	performed	during	audit	preparation	and	the	meet-

ings	held	with	colleagues	from	the	various	corporate	departments.

•	 Signiicant	audit	topics	in	a	subsidiary	audit	are:	General	topics,	inancial	repor-

ting,	consulting,	licenses,	human	resources,	purchasing,	and	risk	management.

As	explained	previously	(see	Section	B,	Chapter	3.2),	a	work	program	is	compiled	

for	each	audit	based	on	the	relevant	Scope.	here	is	a	standard	work	program	for	

subsidiary	audits,	which	comprises	the	basic	audit	topics	and	ieldwork	activities	

that	should	be	covered	by	a	subsidiary	audit.	Matters	speciic	to	the	subsidiary	be-

ing	 audited	 are	 added	 to	 the	 standard	 work	 program.	 hese	 speciic	 matters	 are	

normally	based	on	the	results	of	the	analytical	audit	procedures	performed	on	the	

subsidiary’s	inancial	statements	during	audit	preparation	(see	Section	C,	Chapter	

3.1)	and	on	information	and	documentation	obtained	in	meetings	with	colleagues	

from	various	corporate	departments.

he	standard	work	program	for	auditing	a	subsidiary	breaks	down	into	the	fol-

lowing	main	areas:

•	 general	topics,

•	 inancial	reporting,

•	 consulting,

•	 licenses,

•	 human	resources,

•	 purchasing,	and

•	 risk	management.

In	 addition,	 GIAS’	 SOX	 audit	 team	 conducts	 separate	 audits	 to	 analyze	 SOX-	

relevant	 issues	and	circumstances	 (see	Section	C,	Chapter	8;	Section	D,	Chapter	

14).

When	preparing	for	a	subsidiary	audit,	auditors	should	arrange	a	meeting	with	

the	local	tax	consultant	and	the	local	external	auditors	to	get	an	idea	of	any	issues	

and	risks	from	an	independent	third	party.	In	addition,	audit	preparation	includes	

the	following	activities:

•	 performing	analytical	audit	procedures	on	the	inancial	statements	of	the	sub-

sidiary,

•	 examining	 the	 consulting	 and	 license	 contracts	 concluded	 in	 the	 period	 and	

select	a	sample	in	each	case,
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•	 gathering	further	 information	in	meetings	with	colleagues	from	other	corpo-

rate	departments	(e.g.,	Accounting,	Management	Accounting,	Legal,	Taxes,	and	

Treasury)

•	 creating	the	speciic	work	program	by	adding	subsidiary-speciic	matters	to	the	

standard	work	program,	and	using	a	risk	assessment	to	determine	which	audit	

topics	to	select	and	which	ieldwork	activities	to	conduct,

•	 dispatching	a	list	of	requirements	to	the	head	of	accounting	in	the	subsidiary	

and	contact	him	or	her;	if	the	(consulting,	license,	etc.)	contracts	are	not	in	a	

language	the	auditors	understand	well	they	should	obtain	translations,	

•	 preparing	for	the	opening	meeting,

•	 discussing	the	work	program	with	the	Audit	Manager	and	obtain	approval,	and

•	 assigning	the	audit	topics	to	auditors.

During	audit	preparation,	 the	audit	 team	should	perform	analytical	audit	proce-

dures	on	the	inancial	statements.	hey	should	compare	the	current	balances	of	the	

balance	sheet	and	income	statement	(as	of	the	audit	date)	with	those	of	the	previous	

year	and	those	of	the	previous	balance	sheet	date	(see	Section	A,	Chapter	6.2.4	and	

Section	C,	Chapter	3.1).

By	analyzing	the	inancial	statements	for	changes	in	balances,	the	audit	team	can	

obtain	 valuable	 initial	 information	 about	 the	 subsidiary,	 e.g.	 its	 business	 perfor-

mance,	special	expenditure,	changes	in	receivables	and	revenue,	etc.	he	analysis	

may	highlight	areas	 that	should	be	more	closely	examined	when	conducting	 the	

audit	on	site.	During	preparations	it	may	also	be	expedient	to	take	a	closer	look	at	

speciic	inancial	statement	accounts,	such	as	provisions,	receivables,	liabilities,	and	

revenue.	It	may	also	be	sensible	to	review	the	central	SOX	process	documentation	

before	the	actual	audit.

For	the	consulting	and	licenses	topics,	it	is	also	necessary	and	useful	to	make	

preparations	prior	to	the	audit.	he	audit	team	should	obtain	a	report	from	the	IT	

system	with	all	the	consulting	contracts	concluded	in	the	period	under	review.	he	

SAP-speciic	 consulting	 information	 system	 allows	 the	 audit	 team	 to	 generate	

reports	on	ixed-price	projects	and	projects	charged	on	a	time	and	material	basis.	

SAP	also	concludes	maximum	price	projects	with	customers,	which	are	similar	to	

ixed-price	projects	from	a	risk	point	of	view.	For	the	sampling	procedure	and	other	

possible	ieldwork,	see	Section	B,	Chapter	4.1.2.

he	audit	team	should	also	obtain	a	report	from	the	IT	system	with	all	the	li-

cense	agreements	concluded	in	the	period	under	review.	he	SAP-speciic	Contract	

Information	System	(CIS)	allows	the	auditors	to	call	up	reports	for	selecting	license	

agreements.	he	license	administration	department	of	the	subsidiary	should	have	

scanned	all	license	agreements	into	the	system,	which	can	be	tested	during	audit	

preparation.

During	audit	preparation,	ater	the	audit	announcement	has	been	sent	out,	it	is	

a	good	idea	to	make	personal	contact	with	and	send	a	list	of	requirements,	detailing	
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the	documents	to	be	prepared,	to	the	head	of	accounting	for	the	subsidiary.		At	the	

same	time,	the	audit	team	should	arrange	for	meetings	with	the	relevant	contacts	

and	oicers	from	the	diferent	areas	(managing	director,	head	of	accounting,	head	

of	license	administration,	head	of	consulting).	A	list	of	requirements	may	include	

the	following	items,	for	example:

•	 organization	chart,

•	 risk	management	information,

•	 list	of	the	subsidiary’s	attorneys,

•	 contact	information	for	the	subsidiary’s	tax	consultants,

•	 signature	policy,

•	 company	guidelines	(company	cars,	travel,	cellphones,	etc.),

•	 purchasing	guidelines,

•	 sales	process	descriptions	(consulting,	licenses),

•	 intra-group	contracts,

•	 extract	from	the	commercial	register,	and

•	 authorized	bank	signatories.

Before	the	start	of	the	audit,	the	work	program	is	discussed	with	and	approved	by	

the	Audit	Manager.	his	approval	forms	part	of	Internal	Audit’s	quality	assurance	

and	thus	represents	a	quality	gate,	i.e.,	a	quality	assurance	procedure	which	must	be	

performed	to	move	the	audit	to	the	next	phase	(see	Section	D,	Chapter	5.3).

Before	 the	 audit,	 the	 audit	 team	 lead	 assigns	 the	 topics	 to	 the	 diferent	 team	

members,	possibly	ater	consulting	with	the	Audit	Manager.	he	audit	is	conducted	

based	on	the	speciic	work	program,	and	each	auditor	completes	the	audit	topics	

assigned	to	him	or	her.

At	the	opening	meeting,	the	audit	team	introduces	itself	to	the	managing	direc-

tor	and	the	head	of	accounting	of	the	subsidiary	and	discusses	the	procedure	for	the	

audit.	here	is	a	template	for	the	agenda	of	the	opening	meeting,	which	should	be	

adapted	to	the	speciic	audit	content	in	question.	Internal	Audit	also	uses	this	op-

portunity	to	point	out	the	audit	survey	(see	Section	D,	Chapter	7.2.2),	which	the	

people	responsible	in	the	audited	area	use	to	give	Internal	Audit	feedback	ater	the	

audit.

During	audit	execution,	auditors	look	at	general	issues	such	as	extracts	from	the	

commercial	 register,	 list	 of	 authorized	 signatories,	 and	 corporate	 guidelines	 (on	

travel,	purchasing,	signature	policy,	company	cars,	etc.).	he	basic	data	of	the	sub-

sidiary	 is	 recorded	irst.	his	 includes	 checking	 the	 existence	and	validity	of	 the	

extract	from	the	commercial	register,	examining	minutes	of	shareholder	or	direc-

tors’	meetings,	and	checking	intra-group	contracts	and	guidelines	for	plausibility,	

completeness,	validity	and	conformity	to	group	requirements.

In	addition	to	the	business	units,	an	audit	of	a	subsidiary’s	inancial	reporting	

also	includes	receivables,	provisions,	liabilities,	cash,	and	bank	balances.	In	other	

words,	 signiicant	inancial	accounts	are	examined.	Revenue	 is	usually	examined	

when	the	individual	areas,	such	as	licenses	and	consulting,	are	audited	(see	Section	C,	
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Chapters	5.2	and	5.3).	A	sample	of	license	agreements	and	consulting	contracts	are	

audited,	as	well	as	the	US-GAAP	receivables,	provisions,	and	deferrals	and	accruals	

associated	with	these	business	units.

Additional	accounts	may	be	added	on	the	basis	of	the	insights	gained	during	the	

analytical	 audit	 procedures.	 he	 analysis	 of	 the	 inancial	 statements	 performed	

during	audit	preparation	is	a	signiicant	foundation	for	auditing	inancial	reporting	

and	provides	additional	information	for	further	ieldwork	activities.	For	example,	if	

the	analytical	procedures	ind	that	receivables	are	signiicantly	higher	than	in	the	

previous	year,	but	revenue	is	only	up	by	a	small	amount,	this	may	mean	that	cus-

tomers	are	exceeding	their	payment	terms	and	that	the	accounts	receivable	should	

be	examined	for	overdue	amounts	(DSO	analysis).	he	subsidiary’s	payment	receipt	

monitoring	and	reminder	processes	should	also	be	examined	in	this	context.	he	

auditors	can	also	investigate	the	extent	to	which	management	from	licensing,	sales,	

and	 consulting	 are	 involved	 in	 this	 process	 and	 whether	 the	 incentive	 or	 target	

agreements	of	sales	and	consulting	employees	incorporate	the	target	that	customers	

settle	receivables	in	a	timely	manner.	In	as	far	as	these	issues	can	be	assigned	to	the	

audits	 of	 the	 respective	 SAP	 business	 areas	 (licenses,	 consulting,	 training),	 the	

necessary	ieldwork	activities	should	be	performed	when	these	topics	are	dealt	with.	

he	list	of	observations	from	analytical	procedures	performed	on	the	inancial	state-

ments	could	be	continued	at	length	(for	more	details,	see	Section	C,	Chapter	3.1).

In	 addition	 to	 the	 inancial	 accounts	 identiied	 by	 the	 analytical	 procedures,	

auditors	should,	based	on	their	judgment,	add	other	accounts	for	testing,	such	as	

noncurrent	assets,	other	assets,	other	liabilities,	and	equity.

Consulting	 audits	 comprise	 aspects	 such	 as	 processes,	 ixed-price	 projects,		

maximum-price	projects,	consulting	services	provided	by	third	parties,	and	con-

sulting-speciic	risk	management.	he	auditor	records	the	processes	and	examines	

the	projects	on	a	sample	basis,	taking	into	account	both	ixed-price	and	maximum-

price	projects.	In	some	cases,	it	may	also	make	sense	to	include	projects	charged	on		

a	time	and	material	basis.	It	is	important	for	project	audits	to	include:

•	 cost	tracing,

•	 project	monitoring,

•	 examination	of	the	low	of	information	between	Consulting,	Accounting,	and	

Management	Accounting,

•	 consideration	of	the	involvement	of	Risk	Management	in	project	initiation	and	

processing,

•	 examination	of	the	treatment	(orders,	processing)	of	third-party	providers,	and

•	 examination	of	the	correct	allocation	of	costs	and	revenues	and	period-end	ac-

cruals.

For	 intra-group	 supplies,	 auditors	 must	 ensure	 that	 the	 internal	 costs	 are	 allo-

cated	correctly.	For	more	details	on	auditing	consulting	contracts,	see	Section	C,		

Chapter	5.2.

License	audits	in	the	subsidiaries	focus	on	recording	the	processes	and	testing	

the	license	agreements	on	a	sample	basis.	In	this	regard,	it	is	particularly	important	
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to	ensure	 that	pricing	 is	correct,	maintenance	 is	billed	correctly,	contract	data	 is	

appropriately	entered	 in	 the	 system,	 the	maintenance	arrangements	are	properly	

relected,	and	the	relevant	US-GAAP	requirements	are	met	(for	more	details,	see	

Section	C,	Chapter	5.3).

An	audit	of	the	human	resources	function	in	a	subsidiary	should	focus	primarily	

on	the	basic	arrangements	for	the	subsidiary’s	incentive	and	compensation	systems	

for	employees.	Auditors	should	obtain	an	overview	of	the	methods	the	subsidiary	

uses.	For	example,	the	incentive	system	for	sales	employees	should	be	linked	to	pay-

ments	received	 from	customers.	he	plausibility	of	 the	calculations	 for	 incentive	

payment	provisions	should	be	tested	on	a	sample	basis	and	individual	items	should	

be	recalculated	(see	Section	C,	Chapter	3.3).	In	this	regard	the	auditors	should	note,	

for	example,

•	 on	which	process	the	correct	incentive	calculation	is	based,

•	 which	internal	controls	are	implemented,

•	 whether	the	low	of	information	between	Human	Resources,	Accounting,	and	

Management	Accounting	is	working,	and

•	 how	the	data	from	Management	Accounting,	Accounting,	and	Human	Resources	

is	linked	to	each	other.

A	subsidiary	audit	also	includes	the	purchasing	function.	Unlike	exclusive	purchas-

ing	 audits,	 audits	 of	 purchasing	 within	 the	 bounds	 of	 a	 subsidiary	 audit	 cannot	

achieve	the	same	level	of	detailed	analysis	but	instead	must	focus	on	the	main	points	

(for	more	details,	see	Section	C,	Chapter	4.1).	he	auditors	should	get	an	overview	

of	existing	guidelines	and	obtain	the	necessary	authorizations,	record	the	process,	

and	conduct	sample	tests	on	diferent	internal	controls.	It	is	also	important	to	per-

form	a	general	test	 in	the	system	to	establish	which	employees	are	authorized	to	

edit	vendor	master	data	(for	audits	of	IT	security	and	system	authorizations,	see	

Section	C,	Chapter	10),	the	extent	to	which	the	same	employees	are	authorized	to	

edit	bank	master	data	and	what	control	mechanisms	are	in	place.

To	examine	risk	management,	 the	auditors	 should	ensure	 that	 the	company’s	

global	risk	management	guidelines	are	known,	used,	and	implemented.	Global	Risk	

Management	is	a	virtual	form	of	organization	that	covers	the	entire	company	struc-

ture.	 Each	 region	 and	 subsidiary	 should	 have	 implemented	 the	 company’s	 risk	

strategy	and	adapted	it	to	local	and	regional	circumstances	and	guidelines.	Auditors	

should	satisfy	themselves	that:

•	 there	is	a	(local	and/or	regional)	risk	manager,

•	 the	risk	manager	does	not	report	directly	to	the	head	of	consulting,

•	 the	risk	manager	is	involved	in	local	strategic	business	decisions,

•	 the	risk	manager	is	involved	in	day-to-day	business,

•	 project-speciic	risk	analyses	are	performed,	and

•	 any	risks	 identiied	are	entered	and	regularly	updated	in	the	appropriate	SAP	

system.
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Reporting	 and	 follow-up	 occur	 ater	 the	 on-site	 subsidiary	 audit	 has	 been	 com-

pleted	and	documented	in	the	working	papers	(for	details,	see	Section	B,	Chapters	

5	and	6).
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5.2 Consulting Project Audits

5.2.1 Classification of Consulting Projects

Key	PoinTs	 •••

•	 Consulting	projects	can	be	categorized	as	short-term	or	long-term	projects.

•	 A	distinction	is	also	made	between	ixed-price	projects,	cost-plus	contracts	(i.e.,	

time	and	material	contracts),	and	maximum-price	projects.

Consulting	contracts	at	SAP	cover	an	agreement	between	the	company	and	the	

customer	on	the	provision	of	consulting	services	in	the	area	of	sotware	implemen-

tation.	 Consulting	 contracts	 can	 be	 classiied	 by	 maturity	 into	 short-term	 and	

long-term	contracts,	and	by	compensation	into	ixed-price	projects,	cost-plus	con-

tracts,	also	known	as	 time	and	material	contracts,	and	maximum-price	projects	

(i.e.,	time	and	material	contracts	with	a	cap).	normally,	revenue	is	recognized	on	

the	basis	of	the	services	performed,	taking	certain	criteria	into	account	(see	Sec-

tion	C,	Chapter	 5.2.3).	 Implementation	support,	 (e.g.,	 for	a	comprehensive	 sot-

ware	system),	 is	normally	a	 long-term	consulting	project.	Long-term	consulting	

projects	are	part	of	the	family	of	long-term	construction	projects,	similar	to	those	

undertaken	in	the	construction	sector.	hese	types	of	consulting	projects	may	be-

gin	in	one	iscal	year	and	be	completed	in	the	next	iscal	year,	or	even	in	the	year	

ater	that.

Fixed-price	projects	are	contracts	under	which	deined	consulting	services	are	

performed	and	for	which	the	total	compensation	is	contractually	agreed	from	the	

start	of	the	project.	he	following	are	typical	characteristics	of	ixed-price	projects:

•	 he	project	process	is	divided	into	individual	milestones.

•	 SAP	performs	the	individual	services	according	to	a	deined	plan,	based	on	the	

milestones.

•	 SAP	 also	 invoices	 according	 to	 a	 contractually	 deined	 plan,	 which	 does	 not	

normally	track	project	progress.	his	plan	usually	provides	for	an	advance	pay-
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ment	on	contract	signature,	further	payments	as	service	components	are	per-

formed	and	accepted,	and	a	inal	payment	ater	completion	of	the	project.	

•	 he	provision	of	individual	services	and	their	acceptance	by	the	customer	are	

documented	in	acceptance	logs.

•	 In	some	countries,	it	is	common	business	practice	to	withhold	part	of	the	in-

voice	amount	 (approx.	5	%)	as	a	guarantee	during	 the	project	 term,	until	 the	

project	has	been	completed.

Cost-plus	contracts	(also	known	as	time	and	material	contracts)	are	contracts	under	

which	deined	consulting	services	are	performed,	although	the	total	compensation	

is	not	ixed	in	the	contract,	but	relates	to	costs	incurred.	Under	this	type	of	contract,	

only	a	daily	rate	 is	speciied	for	each	consultant	group	(junior	consultant,	senior	

consultant,	etc.).	Similar	to	ixed-price	projects,	the	provision	of	individual	services	

and	 their	 acceptance	 are	 documented	 in	 writing.	 Depending	 on	 the	 contractual	

arrangement	and	country-speciic	business	practice,	 time	spent	on	 the	project	 is	

agreed	in	diferent	ways,	e.g.	in	the	form	of	a	signed	log,	by	e-mail,	or	verbally.	Internal	

Audit	should	verify	whether	the	chosen	form	is	recognized	as	legally	binding	in	the	

country	concerned	and	whether	it	has	been	carried	out	according	to	contract.

Maximum-price	projects	are	contracts	based	on	time	and	material,	but	with	an	

upper	price	limit	agreed	in	addition.	Similar	to	time	and	material	contracts,	a	cer-

tain	consulting	service	must	be	performed.	he	number	of	person	days	needed	to	

complete	the	project	is	limited	by	specifying	a	maximum	price.	he	daily	rate	for	

each	consultant	group	(junior	consultant,	senior	consultant,	etc.)	is	contractually	

agreed	upon	before	the	inception	of	the	consulting	project.	Similar	to	ixed-price	

projects	and	time	and	material	contracts,	the	provision	of	individual	services	and	

their	acceptance	are	documented	in	writing.	Records	of	the	time	spent	are	agreed	

with	the	customer,	according	to	what	is	stipulated	in	the	contract.

HinTs	And	TiPs	 ;

•	 Auditors	must	be	clear	about	the	category	to	which	a	consulting	project	is	as-

signed,	because	this	may	provide	indications	about	possible	risks	and	appropri-

ate	accounting	treatment.

•	 When	individual	contracts	are	tested,	any	relevant	master	agreements	also	must	

be	examined.
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5.2.2 Audit Preparation and Execution

Key	PoinTs	 •••

•	 Before	the	start	of	an	audit	of	consulting	projects,	auditors	should	use	analytical	

procedures	to	gain	an	overview	of	the	consulting	projects	to	be	examined.

•	 When	auditing	consulting	projects,	auditors	irst	record	the	processes,	then	de-

termine	whether	each	process	is	carried	out	as	designed,	and	inally	assess	con-

sulting	projects	on	a	sample	basis.

•	 he	standard	work	program	for	consulting	projects	includes	the	following	main	

components:	Review	of	processes	and	the	way	they	are	organized,	integration	

of	the	risk	management	system,	and	the	project	manager’s	role	and	cooperation	

with	consulting	control	and	the	accounting	department.

•	 Auditors	also	examine	the	proitability	of	consulting	projects.

Analytical	audit	procedures	(see	Section	C,	Chapter	3.1)	performed	during	audit	prep-

aration	help	the	auditor	gain	an	understanding	of	the	company’s	situation	and	should	

be	used	as	the	basis	for	creating	a	speciic	work	program	for	consulting	projects.	Such	

analysis	not	only	provides	a	general	 insight	 into	the	company’s	current	situation,	 it	

also	reveals	whether	the	company	has	concluded	most	of	its	consulting	project	con-

tracts	with	the	private	or	the	public	sector.	his	information	may	improve	the	auditor’s	

assessment	of	contract	complexity.	he	analysis	also	tells	Internal	Audit	whether	there	

are	any	customers	with	payment	diiculties.	he	audit	team	should	also	ascertain	the	

proportion	of	ixed-price	projects,	maximum-price	projects,	and	time	and	material	

contracts	the	company	has	concluded	in	the	period	under	review.	Moreover,	auditors	

need	a	general	idea	of	project	proitability	(gross	return	on	sales,	from	now	on	referred	

to	as	“proitability”).	Projects	that	are	barely	proitable	or	loss-making	should	be	in-

cluded	in	the	sample	selected.

Before	the	start	of	an	audit,	Internal	Audit	should	send	a	list	of	requirements	to	

the	unit	to	be	audited.	his	list	covers	the	following	main	points:

•	 process	description	for	consulting	projects,

•	 documents	regarding	process	and	information	low,

•	 calculation	of	fully	absorbed	costs	for	the	period	to	be	analyzed,

•	 calculation	of	consultant	market	rates	or	standard	daily	rates	for	the	period	to	be	

analyzed,

•	 signature	policy	for	consulting	projects	and	bids	(Who	must	sign	what,	when,	

and	why?),

•	 delegation	of	authority	arrangements	if	the	persons	responsible	for	consulting	

projects	and	bids	are	unavailable	(Who	acts	as	delegate?),

•	 intra-group	consulting	contracts,

•	 signiicant	contracts	with	consulting	subcontractors,
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•	 list	of	all	consulting	customers	for	whom	a	speciic	bad	debt	allowance	has	been	

recognized,	and

•	 list	of	all	consulting	customers	with	payment	diiculties.

In	addition,	the	audit	lead	should	arrange	meetings	with	the	persons	responsible	for	

consulting	projects	and	with	the	head	of	the	local	inance	unit.	Also,	Internal	Audit	

should	request	input	from	Risk	Management	to	obtain	valuable	information	about	

projects	exposed	to	risk.

he	auditors	should	use	their	judgment	to	select	a	sample	of	consulting	projects	

for	review	(on	sampling,	see	Section	B,	Chapter	4.1.2).	Approximately	four	weeks	

before	the	start	of	the	audit,	the	selection	is	presented	to	the	head	of	the	local	i-

nance	unit	so	that	he	or	she	can	make	the	relevant	contracts	available	(in	translation	

if	necessary)	at	the	start	of	the	audit.	he	auditors	may	also	need	to	have	a	translator	

on	site	during	meetings.

It	may	be	useful	 to	 include	projects	 that	have	recently	been	completed	or	are	

scheduled	to	be	completed	shortly	(within	approximately	one	or	two	months	from	

the	time	of	the	audit),	or	projects	the	proitability	of	which	has	fallen	short	of	expec-

tations.	In	addition,	contracts	with	the	public	sector	can	be	very	complex	and	there-

fore	should	be	included	in	the	audit	sample	as	well.		For	example,	they	may	require	

compliance	 with	 EU	 competitive	 bidding	 regulations	 or	 observance	 of	 country-

speciic	circumstances.

he	Key	Scopes	relevant	to	auditing	consulting	projects	are	selected	from	the	

total	 of	 all	 Scopes	 (see	 Section	 B,	 Chapter	 2.1).	 he	 work	 program	 is	 developed	

based	on	these	Scopes	(see	Section	B,	Chapter	3.2).

When	auditing	consulting	projects,	the	irst	step	is	to	record	the	processes.	next,	

the	auditors	should	determine	whether	the	internal	controls	have	been	designed	to	

adequately	mitigate	risk	and	whether	each	process	is	executed	as	designed.	Finally,	

the	auditors	should	examine	the	projects	included	in	the	sample.	his	last	step	can	

also	be	carried	out	when	auditing	process	efectiveness.	he	standard	work	pro-

gram	for	consulting	projects	includes	the	following	main	components	(see	below	

for	details):	review	of	processes	and	the	way	they	are	organized,	integration	of	the	

risk	management	system,	and	the	project	manager’s	role	and	cooperation	with	con-

sulting	control	and	the	accounting	department.

As	 for	many	other	areas,	SAP	has	developed	a	process	 (ASAP	Roadmap)	 for	

carrying	out	consulting	projects	which	ensures	a	reliable	internal	control	system.	If	

the	process	is	carried	out	as	intended,	information	will	low	reliably	to	and	from	the	

consulting	department.	At	the	same	time,	the	integration	of	the	risk	management	

department,	consulting	control,	the	legal	department,	and	the	accounting	depart-

ment	 must	 be	 guaranteed	 and	 function	 efectively.	 Process	 organization	 should	

preferably	follow	the	dual	control	principle	and	appropriate	segregation	of	duties	

and	should	support	the	detection	of	fraud.	Consulting	control,	which	is	an	account-

ing	function,	also	performs	analyses	on	consulting	projects,	independently	of	Internal	

Audit,	and	is	therefore	able	to	produce	reports	on	the	basis	of	speciic	criteria.	In	

addition,	the	consulting	department	prepares	a	brief	quantitative	summary	of	the	
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most	important	points	of	each	consulting	contract	for	consulting	control	and	the	

accounting	department	(e.g.,	cost	planning,	term,	daily	rates,	free	training	or	free	

consulting	services,	as	well	as	project-speciic	topics	such	as	information	on	whether	

the	consulting	services	and	know-how	are	essential	for	implementing	the	sotware	

product	successfully).

Potential	indications	of	poor	process	design	and	organization	include:

•	 he	process	does	not	function	as	designed.	

•	 he	information	low	between	departments	does	not	serve	its	purpose,	is	insuf-

icient,	subject	to	delays,	or	inefective.	

•	 he	consulting	department	does	not	forward	information	on	variances	from	the	

planned	project	procedure	and	the	planned	project	costs	to	consulting	control	

in	a	timely	manner.

•	 Consulting	control	does	not	evaluate	each	project.

•	 he	 structure	 and	 design	 of	 the	 process	 organization	 do	 not	 follow	 the	 dual	

control	principle.

•	 he	control	and	approval	procedures	do	not	 take	place	or	are	not	performed	

according	to	the	process	description.

Efective	 process	 design	 is	 not	 always	 achieved	 in	 practice.	 Internal	 Audit	 must	

analyze	the	processes	of	the	audited	unit	carefully	to	establish	whether	there	are	any	

variances	between	the	current	situation	and	the	prescribed	processes.	To	do	so,	the	

auditors	 should	 familiarize	 themselves	 with	 the	 process	 description	 provided	 by	

e.g.	 the	SOX	documentation.	Furthermore,	 they	can	meet	with	the	risk	manager	

and	the	person	responsible	for	consulting	projects	to	conirm	their	understanding	

of	the	process	descriptions	and	clarify	any	other	issues	or	questions.	Auditors	also	

need	to	assess	whether,	in	their	opinion,	all	signiicant	controls	are	working	efec-

tively	 and	 whether	 the	 set	 up	 of	 the	 organization	 and	 functions	 is	 adequate.	

Findings	and	recommendations	for	improvement	are	documented	in	the	working	

papers	(see	Section	B,	Chapter	4.2).

he	project	manager	should	cooperate	closely	with	the	company’s	risk	manager,	

who	performs	an	independent	assessment	of	any	risks	associated	with	the	project,	

including	probabilities	and	impacts,	before	a	formal	bid	for	consulting	services	is	

sent	to	the	customer.	he	risk	manager	monitors	this	assessment	during	the	course	

of	the	project	and	updates	the	risks	if	necessary.

he	following	criteria	may	indicate	that	the	risk	manager	is	inefective:

•	 he	risk	manager’s	position	in	the	overall	organization	does	not	allow	him	or	

her	to	perform	an	independent	and	efective	evaluation	of	project	risks.	

•	 he	risk	manager	does	not	have	the	necessary	knowledge	of	consulting	project	

management,	the	market,	or	the	product	to	be	able	to	identify	all	the	risks	ef-

fectively.

•	 he	risk	manager	does	not	 identify	and	evaluate	 the	project	 risks	 in	a	 timely	

manner.

•	 he	risk	manager’s	recommendations	are	not	implemented	in	the	company.	
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•	 he	risk	manager’s	reports	are	not	completed	in	due	time	or	are	only	of	limited	

usefulness.

In	order	to	test	whether	the	risk	management	system	is	adequately	integrated	into	

the	 consulting	 project	 process	 and	 the	 internal	 controls	 are	 working	 efectively,	

auditors	should	irst	obtain	copies	of	the	relevant	project	risk	summaries	for	a	sample	

of	projects.	In	addition,	they	should	identify	the	most	important	internal	controls	

and	test	on	a	sample	basis	whether	the	controls	were	carried	out	and	were	function-

ing	as	intended.	his	involves	assessing	in	particular	whether	most	of	the	risks	have	

been	fully	identiied	in	a	timely	manner	and	properly	evaluated	before	the	start	and	

during	the	course	of	the	project.	Findings	and	recommendations	for	improving	the	

integration	of	the	risk	management	system	are	included	in	the	working	papers.

For	each	consulting	project,	the	order	processing	department	creates	an	order	in	

the	consulting	information	system.	he	consulting	controller	checks	whether	this	

information	has	been	entered	correctly	and	in	a	timely	manner.	Control	activities	

and	the	relevant	posting	records	are	supported	by	adequate	IT	tools,	(e.g.	the	con-

sulting	information	system	for	ixed-price	projects	in	the	SAP-internal	live	system).	

he	function	of	consulting	control	is	to	perform	regular	checks	on	automatic	ac-

counting	 entries	 and	 on	 the	 quality	 of	 the	 system	 reports.	 his	 department	 also	

ensures	that	the	order	processing	department	creates	invoices	in	time	and	that	in-

voice	and	revenue	blocking	is	in	place	in	case	US-GAAP	criteria	have	not	been	met.	

he	controllers	are	also	responsible	for	checking	that	all	consultant	hours	have	been	

fully	recorded,	irrespective	of	whether	they	can	be	billed	to	the	customer	or	not.	For	

ixed-price	projects,	consulting	control	checks	whether	 the	percentage	of	project	

completion	has	been	calculated	correctly	and	whether	the	data	entered	relect	ac-

tual	project	progress.	If	necessary,	and	ater	consultation	with	the	project	manager,	

consulting	control	adjusts	the	amounts	recognized.

he	project	manager	ensures	that	consultant	hours	have	been	recorded	correctly,	

broken	down	into	billable	and	non-billable	services,	and	that	they	have	been	allo-

cated	 to	 the	 appropriate	 project.	 he	 project	 manager	 forwards	 information	 on	

variances	 from	 the	 planned	 project	 procedure	 and	 the	 planned	 project	 costs	 to	

consulting	control	by	no	later	than	the	end	of	the	month.	Consulting	control,	 in	

conjunction	with	the	project	manager,	checks	 that	 the	consultant	hours	are	 fully	

recorded	as	of	the	end	of	the	month	and	that	the	associated	revenue	and	costs	are	

properly	recognized.	Consulting	control	and	project	manager	also	have	to	ensure	

that	all	costs,	e.g.	those	that	can	impact	on	the	percentage	of	completion	in	ixed-

price	projects,	are	allocated	to	the	correct	period.	Contract	loss	accruals	are	set	up	

if	necessary,	i.e.	when	project	costs	exceed	or	are	expected	to	exceed	the	ixed	price	

for	the	project.	

he	project	manager’s	operational	knowledge,	(e.g.	with	regard	to	project	de-

lays,	adjustments	to	total	project	costs,	new	customer	requirements,	availability	of	

required	resources,	 etc.)	plays	a	very	 important	 role	when	 it	 comes	 to	 taking	all	
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material	aspects	of	the	project	into	account	correctly	and	in	a	timely	manner.	In	this	

regard,	 the	 consulting	 controller’s	 responsibility	 includes	 the	 correct	 assessment	

and	recording	in	the	internal	information	system	of	the	inancial	impact	that	these	

aspects	may	have.	his	may	result	in	adjustments	to	project	revenue.	For	this	reason	

it	is	essential	that	information	between	project	manager	and	consulting	controller	

can	low	unhindered.

he	following	criteria	may	indicate	that	consulting	control	and	the	project	man-

ager	are	not	working	compliantly:

•	 he	project	manager	does	not	regularly	re-evaluate	the	total	costs	of	each	proj-

ect.

•	 he	 project	 manager	 does	 not	 forward	 information	 on	 variances	 from	 the	

planned	project	procedure	and	the	planned	project	costs	to	consulting	control	

in	a	timely	manner	or	does	not	evaluate	such	information	correctly.

•	 he	information	low	is	not	timely	or	efective.

Consulting	control	and	the	accounting	department	are	jointly	responsible	for	de-

termining	the	daily	rates	for	each	consultant	group	at	fully	absorbed	costs	and	for	

updating	them	in	the	system.	hey	also	need	to	ensure	that	the	projects	are	mea-

sured	based	on	the	internal	accounting	guidelines	and	that	the	necessary	accruals	

for	revenue	are	recorded	in	case	that	the	consultant	rates	invoiced	to	customers	do	

not	correspond	to	standard	market	rates	for	consulting.

he	following	criteria	may	indicate	that	consulting	control	and	the	accounting	

department	are	not	working	compliantly:

•	 he	consulting	controller’s	reports	are	not	completed	in	due	time	or	are	only	of	

limited	usefulness.

•	 he	daily	rates	at	fully	absorbed	cost	and	the	standard	daily	rates	are	not	reliably	

determined.

•	 he	consulting	controller’s	position	in	the	organization	does	not	allow	him	or	

her	to	perform	independent	and	efective	assessments	of	project	performance	

and	related	costs.

Auditors	must	identify	the	key	internal	controls	in	connection	with	consulting	control	

activities	and	test	a	sample	of	contracts	to	determine	whether	the	controls	are	efec-

tive.	Auditors	should	also	investigate	whether	all	expected	material	control	proce-

dures	relating	to	consulting	control	are	fully	and	efectively	addressed.	Findings	and	

recommendations	for	improvement	are	documented	in	the	working	papers.

Below	is	a	list	of	the	most	important	ieldwork	activities	and	related	documents	

that	Internal	Audit	uses	in	auditing	individual	consulting	projects.	Auditors	should	

analyze	the	contract	in	question,	summarize	its	main	elements,	identify	and	evalu-

ate	all	material	risks,	and	coordinate	or	enhance	(if	necessary)	their	understanding	

of	the	project	risks	by	talking	to	the	project	manager	and	the	risk	manager.	Further	

ieldwork	activities	depend	on	the	type	of	contract.
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When	examining	ixed-price	projects,	auditors	should	focus	on	the	 following	

questions,	in	particular:	

•	 Is	SAP	able	to	determine	reliably	the	total	project	costs	and	the	percentage	of	

completion	of	the	project?

•	 Is	SAP	able	to	meet	the	project	plan	in	terms	of	quality	and	deadlines?

•	 Does	SAP	incur	contract	penalties	if	milestones	cannot	be	met	in	time?	

•	 Does	the	customer	have	the	option	to	query	milestones	already	accepted	from	

an	overall	perspective	at	the	end	of	the	project?

•	 Does	SAP	have	the	resources	and	the	know-how	to	resolve	project	diiculties	

successfully?

•	 Does	the	project	relate	to	the	implementation	of	sotware	products,	for	which		

a	certain	region,	for	example,	temporarily	has	insuicient	consultant	capacity?

•	 Are	consulting	services	for	SAP	sotware	and	the	know-how	essential	for	imple-

menting	this	sotware	product	successfully	(see	Section	C,	Chapter	5.2.3)?

•	 Are	 the	 roles	 and	 responsibilities	 of	 both	 SAP	 and	 the	 customer	 clearly	 de-

ined?

•	 Is	SAP	required	 to	provide	exceptional	guarantees	 (for	 longer	 than	usual,	 for	

exceptional	amounts,	or	to	an	unusual	extent)?

•	 Does	SAP	have	the	lead	role	in	and	control	of	the	project?

•	 If	not,	is	SAP	able	to	determine	adequately	the	percentage	of	completion	and	the	

total	costs	of	the	project?

•	 For	ixed-price	projects	with	customers	where	 the	 services	are	provided	by	a	

subcontractor,	has	a	back-to-back	ixed-price	agreement	been	concluded	with	

the	subcontractor?

•	 If	the	services	of	a	project	are	performed	jointly	with	other	consulting	irms,	is	

there	a	separate	agreement	that	clearly	assigns	the	tasks	and	responsibilities	and	

deines	liability	etc.?

•	 Are	 there	ixed-price	projects	between	companies	 in	 the	consolidated	group?	

Can	transfer	prices	expose	the	company	to	tax	risks?

•	 Are	there	acceptance	logs	approved	by	the	customer?

•	 Has	the	customer	already	paid	the	most	recent	invoices?

When	auditing	time	and	material	contracts,	auditors	should	look	at	the	following:

•	 Is	the	contract	based	on	actual	time	and	material	costs,	or	has	a	maximum	price	

been	agreed?

•	 Is	there	a	risk	that	the	customer	might	not	accept	any	of	the	consulting	services	

performed?

•	 Are	there	acceptance	logs	approved	by	the	customer?

•	 Has	the	customer	already	paid	the	most	recent	invoices?

Auditors	should	obtain	a	copy	of	the	consulting	project’s	costing	sheet,	determine	

whether	the	schedule	was	created	at	the	start	of	the	project,	and	carry	out	a	plausi-
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bility	 check.	 hey	 should	 also	 note	 whether	 the	 project	 manager	 has	 signed	 the	

costing	sheet	to	document	that	a	review	of	the	schedule	has	taken	place	as	an	inter-

nal	 control.	 next,	 auditors	 should	 compare	 the	 planned	 project	 proit	 with	 the	

actual	proit	generated	in	diferent	periods	and	determine	any	material	variances	

that	could	be	a	sign	of	poor	project	control.	he	following	diagram	is	a	ictitious	

example	of	the	structure	of	a	consulting	report.

Auditors	should	also	gather	 information	about	whether	and	why	resources	 from	

other	local	SAP	subsidiaries	or	external	subcontractors	have	been	used	in	the	proj-

ect.	If	a	project	uses	intra-group	services,	they	must	be	accounted	for	according	to	

SAP	guidelines.

Fixed-price	projects	are	invoiced	according	to	the	method	agreed	upon	in	the	

contract.	In	a	ixed-price	project,	partial	proit	recognition	on	the	basis	of	amounts	

already	invoiced	is	not	suitable	for	determining	correct	period	allocation	of	revenue,	

because	the	invoices	relate	to	the	maturity	of	partial	payments	rather	than	overall	

project	progress	(see	Section	C,	Chapter	5.2.3).	By	contrast,	monthly	invoices	are	

normally	produced	for	maximum-price	projects	and	time	and	material	contracts.	

he	services	 to	be	 invoiced	on	the	basis	of	person	days	are	agreed	with	 the	cus-

tomer.
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Customer 1

Project A

Actual

€

Actual/target

%

Invoiced sales

Accrued sales

Total sales

External (subcontractor) costs

Internal consulting costs

Total costs

Contribution margin

Target

€

1,300.00

1,300.00

520.00

630.00

1,150.00

150.00

11.54

400.00

530.00

930.00

450.00

400.00

850.00

80.00

8.60

30.77

71.54

86.54

63.49

73.91

53.33

Fig. 11 Fictitious Consulting Report
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HinTs	And	TiPs	 ;

•	 Analyze	the	contract	to	be	audited	carefully	with	regard	to	the	conditions	and	

obligations	it	contains	and	the	possible	project	risks	it	poses.

LinKs	And	ReFeRenCes	 e
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5.2.3 Special Aspects of Consulting Project Audits

Key	PoinTs	 •••

•	 Changes	 in	 project	 data	 of	 ixed-price	 projects	 may	 lead	 to	 larger	 or	 smaller	

luctuations	that	impact	the	percentage	of	completion.	

•	 Revenue	from	consulting	projects	 is	recognized	according	to	efective	project	

progress.

•	 Under	 multiple	 element	 arrangements,	 SAP	 ofers	 maintenance,	 consulting,	

development,	training,	and	other	services	together	with	sotware	licenses.	If	a	

multiple	element	arrangement	exists,	sotware	revenue	is	recognized	according	

to	the	residual	method.

Complementing	Section	C,	Chapters	5.2.1	and	5.2.2,	this	chapter	provides	details	of	

special	aspects	the	audit	team	may	encounter	when	auditing	diferent	types	of	proj-

ects.	First,	 the	 focus	 is	on	ixed-price	projects	and	 the	percentage	of	 completion	

method	that	must	be	considered	for	these	projects.

Calculating	the	percentage	of	completion	is	not	always	straightforward	in	prac-

tice.	SAP	uses	the	cost-to-cost	method	to	calculate	the	percentage	of	completion	by	

comparing	actual	costs	to	total	estimated	costs	(budgeted	costs).	his	method	can	

be	used	either	at	overall	project	level	or	at	sub-project/milestone	level.

he	following	table	uses	a	ictitious	example	to	show	the	diferent	results	obtained	

when	looking	at	a	project	at	the	overall	project	level	as	compared	to	the	sub-project	

level	(per	milestone).	

special	Aspects	
in	day-to-day	Auditing

special	Aspects	
in	day-to-day	Auditing

Calculation	of	
the	Percentage	
of	Completion

Calculation	of	
the	Percentage	
of	Completion

Fictitious	exampleFictitious	example
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he	percentage	of	completion	at	the	overall	project	level	of	67.96%	has	been	calcu-

lated	by	comparing	total	costs	incurred	amounting	to	EUR	4,200	and	total	budgeted	

costs	of	EUR	6,180.	If	the	project	is	analyzed	at	sub-project	(milestone)	level,	the	

percentage	of	completion	can	be	calculated	for	each	sub-project.	he	mathemati-

cally	calculated	percentage	of	completion	may	difer	from	actual	project	progress.	

For	example,	the	percentage	of	completion	for	sub-project	10	is	calculated	at	89.12%,	

although	the	actual	percentage	of	completion	is	100%	(evidence	provided,	e.g.	on	

the	basis	of	sub-project	acceptance	by	the	customer).

In	the	above	example,	project	processing	problems	now	require	an	adjustment	

to	the	budgeted	costs	(estimated	total	costs),	from	EUR	6,180	to	EUR	9,860	as	of	

March	31,	2006	(see	igure	below).	his	results	in	a	change	of	the	calculated	percent-

age	of	completion	to	50.61%.

Change	in	the	
Percentage	of	
Completion

Change	in	the	
Percentage	of	
Completion

Examples from Audit Practice at SAP
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Consulting Project Audits
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S ub -

project/

mile-

stone

Overall

project 

total

Costs

Budget

10

20

30

40

50

60

965

1,035

1,240

910

1,100

930

6,180

Accrued at project level:

(67.96% * € 6,800- € 2,180 = € 2,441)

   €   €   €   €

860

1,080

1,330

930

0

0

4,200

  €

Actual

89.12

104.35

107.26

102.20

0.00

0.00

67.96

  %

Calcu-

lated

100.00

100.00

100.00

100.00

  %

Actual

1,110

1,080

1,400

990

1,230

990

6,800

1,100

1,080

0

0

0

0

2,180

0

0

1,400

990

0

0

2,390

1,100

1,080

1,400

990

0

0

4,570

2,441 4,621

  €

Budget Actual

(A)

Accrued

(B)

Total

(A + B)

Percentage of 

completion

Sales revenue

2,180

Fig. 12 Fictitious Project A as of December 31,	2005	
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In	addition,	an	accrual	for	future	project	losses	should	be	created,	because	the	bud-

geted	costs	(EUR	9,860)	exceed	budgeted	revenue	(EUR	6,800)	by	EUR	3,060.	he	

audit	 team	 must	 ensure	 that	 the	 appropriate	 departments	 are	 informed	 of	 any	

changes	to	project	data	in	a	timely	manner.	

he	rules	of	long-term	construction	projects	are	applied	to	consulting	projects	

as	appropriate.	If	the	project	is	a	ixed-price	project,	revenue	is	recognized	accord-

ing	to	efective	project	progress,	if	the	following	criteria	are	met:

•	 he	company	can	provide	reliable	estimates	of	total	revenue,	total	costs,	and	the	

percentage	of	completion.

•	 he	contract	clearly	and	unambiguously	deines	the	services	to	be	performed.

•	 Payment	terms	and	project	processing	method	have	been	determined.

•	 Payment	for	the	services	performed	is	probable	(revenue	can	be	realized).

•	 It	 is	probable	 that	 the	company	performs	 the	 services	agreed	under	 the	con-

tract.

other	Consequencesother	Consequences

Accounting	Treatment	of	
Consulting	Projects

Accounting	Treatment	of	
Consulting	Projects

Sub-

project/

mile-

stone

Overall

project 

total

Costs

Budget

10

20

30

40

50

60

860

1,080

1,330

930

4,760

900

9,860

Accrued at project level:

(50.61%* €6,800- €2180 = €1,261)

   €   €   €   €

860

1,080

1,330

930

790

0

4,990

  €

Actual

100.00

100.00

100.00

100.00

16.60

0.00

50.61

  %

Calcu-

lated

100.00

100.00

100.00

100.00

16.60

  %

Actual

1,110

1,080

1,400

990

1,230

990

6,800

1,100

1,080

0

0

0

0

2,180

0

0

1,400

990

204

0

2,594

1,100

1,080

1,400

990

204

0

4,774

1,2612,180 3,441

  €

Budget Actual

(A)

Accrued

(B)

Total

(A + B)

Percentage of 

completion

Sales revenue

Fig. 13 Fictitious	Project	A	as	of	March	31,	2006	after	adjustment	to	budgeted	costs



363

he	following	ictitious	example	shows	possible	accounting	entries.

he	relevant	accounting	entries	for	this	project	are	as	follows:

Account

Unbilled Accounts Receivable (Germany)

Revenue Accrual Fixed-Price Project

Revenue Accrual Fixed-Price Project

Advance Payments

Accounts Receivable

Revenue Fixed-Price Project

Unbilled accounts receivable (Germany)

Revenue Accrual Fixed-Price Project

Revenue Accrual Fixed-Price Project

Advance Payments

Accounts Reveivable

Revenue Fixed-Price Project

1,050

1,100

700

1,200

1,100

1,200

 1,100

 1,200

1,050

1,100

 700

1,200

Income statement

Debit Credit Debit Credit

Balance sheet

(assets/liabilities)Description

Invoice for milestone # 10

Invoice for milestone # 20

Fig. 15 Fictitious	Fixed-Price	Project	B	–	Accounting	Entries

Fictitious	example	of	
Accounting	entries
Fictitious	example	of	
Accounting	entries
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Milestone

10

20

30

950

1,050

1,000

3,000

900

600

1,200

2,700

1,100

1,200

1,200

3,500

1,100

1,200

1,200

3,500

30

50

90

100

Costs

Budget

€ € € € %

Actual ActualBudget

Sales revenue Percentage of

completion

Fig. 14 Fictitious	Fixed-Price	Project	B	–	Project	Data
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If	 the	 above	 criteria	 are	 not	 met,	 the	 costs	 incurred	 are	 expensed.	 Under	 this	

method,	revenue	is	not	recognized	until	the	project	is	completed	or	until	all	criteria	

for	recognizing	revenue	according	to	efective	project	progress	are	met,	whichever	

occurs	irst.

If	the	project	being	examined	is	not	a	ixed-price	project,	but	a	time	and	mate-

rial	project,	revenue	is	recognized	according	to	service	performance	if	the	perfor-

mance	of	the	service	is	representative	for	the	stage	of	completion.	It	is	entered	as	

shown	in	the	following	ictitious	example.

he	ictitious	time	and	material	project	C	has	the	following	base	data:

•	 Plan	monthly	service	performance:	50	consultant	days	at	EUR	20	per	day.

•	 Actual	monthly	service	performance:

-	 Month	1:	50	consultant	days	at	EUR	20	per	day

-	 Month	2:	30	consultant	days	at	EUR	20	per	day

-	 Month	3:	70	consultant	days	at	EUR	20	per	day

•	 Project	term:	12	month.

•	 Option	A:	Monthly	invoicing	and	recognition	of	revenue.

•	 Option	B:	Quarterly	invoicing	and	monthly	recognition	of	revenue.

Account	entries	for	Time	
and	Material	Projects

Account	entries	for	Time	
and	Material	Projects

Fictitious	exampleFictitious	example

Account

Unbilled Accounts Receivable (Germany)

Revenue Accrual Fixed-Price Project

Revenue Accrual Fixed-Price Project

Advance Payments

Accounts Receivable

Revenue Fixed-Price Project

Unbilled Accounts Receivable

Revenue Accrual Fixed-Price Project

Advance Payments

Unbilled Accounts Receivable

1,400

1,200

350

3,500

1,200

3,500

 1,200

1,400

1,200

 350

Income statement

Debit Credit Debit Credit

Balance sheet

(assets/liabilities)Description

Invoice for milestone # 30

Closing

Fig. 15 (continued)
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Account

Customer 123

Consulting revenue

Customer 123

Consulting revenue

Customer 123

Consulting

1,000

1,400

600

1,000

600

 1,400

Income statement

Debit Credit Debit Credit

Balance sheet

(assets/liabilities)Description

Month 1

Month 3

Month 2

Option A:

Customer is invoiced at the end of the month

Fig. 16 Fictitious	Time	and	Material	Project	C,	Option	A:	Accounting	Entries	for	Time	and	Mate-

rial	Projects	(Monthly)

Account

Option B:

Customer is invoiced quarterly

1,000

Income statement

Debit Credit Debit Credit

Balance sheet

(assets/liabilities)Description

Services not yet invoiced,

time and material projects

Consulting revenue,

time and material projects

1,000

Month 1

600

Services not yet invoiced,

time and material projects

Consulting revenue,

time and material projects

600

Month 2

Fig. 17 Fictitious	Time	and	Material	Project	C,	Option	B:	Accounting	Entries	for	Time	and	Mate-

rial	Projects	(Quarterly)
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normally,	a	inal	version	of	the	consulting	contract	must	be	signed	by	the	customer	

and	SAP	before	any	consulting	revenue	can	be	recognized.	If	the	contract	has	not	

been	inalized	and	negotiations	with	the	customer	are	ongoing,	no	consulting	rev-

enue	can	be	recognized.	In	such	a	case,	the	costs	already	incurred	are	expensed.	If	

the	contract	is	not	signed	within	a	speciied	period	(e.g.,	three	months),	the	audi-

tors	should	follow	up	with	management	and	review	the	process.

Another	particular	aspect	of	consulting	projects	may	arise	for	auditors	in	rela-

tion	to	multiple	element	arrangements.	Under	multiple	element	arrangements,	SAP	

sells	maintenance,	consulting,	development,	training,	and	other	services	together	

with	sotware	licenses.	If	a	multiple	element	arrangement	exists,	sotware	revenue	is	

recognized	according	to	the	residual	method	at	SAP.	Under	this	method,	revenue	

that	will	be	realized	in	the	future	for	maintenance,	consulting,	or	other	services	still	

to	be	provided	is	determined	on	the	basis	of	standard	prices,	deducted	from	the	

total	license	contract	value,	and	recognized	once	the	relevant	service	has	been	per-

formed.	 he	 standard	 prices	 are	 market	 prices	 at	 which	 SAP	 ofers	 goods	 and	

services	individually.	For	goods	and	services	that	SAP	has	to	date	not	ofered	on	an	

individual	basis,	a	standard	price	set	by	company	management	is	used,	providing	it	

is	probable	that	this	price	will	not	change.	Any	residual	amount	is	allocated	to	sot-

ware	licenses	and	recognized	as	sotware	revenue	if	all	the	other	requirements	of	

SOP	97-2	have	been	met.

LinKs	And	ReFeRenCes	 e
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Recognition	of	Costs		
and	Revenue

Recognition	of	Costs		
and	Revenue

Multiple	element	
Arrangements

Multiple	element	
Arrangements

Customer 123

Consulting

3,000

3,000

Account

1,400

Income statement

Debit Credit Debit Credit

Balance sheet

(assets/liabilities)Description

Services not yet invoiced,

time and material projects

Consulting revenue,

time and material projects

1,400

Month 3

Invoice at end of quarter

Fig. 17 (continued)
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•	 SEARS,	B.	2002.	Internal Auditing Manual.	new	York,	nY:	Warren,	Gorham	&	Lamont.

•	 SOP	81-1:	Accounting	for	Performance	of	Construction-Type	and	Certain	Production-

Type	Contracts.

5.3	 License	Audits

Key	PoinTs	 •••

•	 A	key	aspect	of	audit	preparation	for	license	audits	is	deining	the	appropriate	

sample	and	testing	the	system	data.

•	 During	 audit	 execution,	 auditors	 primarily	 test	 contract	 design	 and	 content,	

archiving,	pricing,	product	delivery,	approval	procedures,	and	the	accuracy	of	

account	entries.

•	 Because	of	the	need	to	comply	with	US-GAAP	requirements,	the	audit	should	

also	include	revenue	recognition	criteria	and	any	associated	issues.

When	 using	 sotware	 developed	 by	 SAP,	 the	 customer	 usually	 pays	 a	 one-time	

license	fee	and	maintenance	fees	during	the	license	term.	he	license	fee	is	the	price	

paid	for	using	the	sotware,	and	the	maintenance	fee	is	paid	for	technical	support,	

upgrades	and	enhancements.	Due	to	the	variety	of	local	requirements,	market	con-

ditions,	and	special	customer	needs,	there	is	a	wide	range	of	license	contract	types	

and	contents.	

he	sotware	can	be	sold	through	direct	or	indirect	channels,	depending	on	the	

product	and	the	market	situation.	Direct	sale	means	the	sotware	is	sold	through	

one	of	SAP’s	local	subsidiaries.	If	the	customer	buys	the	sotware	through	a	third	

party	(i.e.,	a	reseller),	it	is	called	an	indirect	sale.	In	case	of	indirect	sale,	the	cus-

tomer	concludes	the	license	agreement	directly	with	the	reseller.	SAP	and	the	reseller	

have	signed	a	master	agreement.	Depending	on	local	requirements	and	procedures,	

the	customer	concludes	the	maintenance	contract	either	directly	with	SAP	or	with	

the	reseller.

In	a	license	agreement,	the	following	items	are	agreed	upon	with	the	customer:

•	 licensed	product(s),

•	 license	fee,

•	 maintenance	fee,

•	 payment	terms,	and

•	 delivery	procedures.

he	following	documents	may	be	included	as	appendices	to	the	license	agreement:

•	 electronic	costing	sheet,

•	 customer-provided	 evidence	 regarding	 the	 use	 of	 the	 sotware	 for	 statistical	

business	purposes	(Solution	Addendum	Form	(SAF)),	and

•	 general	terms	and	conditions.

software	Licensessoftware	Licenses

sales	Channelssales	Channels

Content	of	a	License	
Agreement
Content	of	a	License	
Agreement

Annexes	to	the	License	
Agreement
Annexes	to	the	License	
Agreement

Examples	from	Audit	Practice	at	SAP

Combined	Audit	Topics

License	Audits

C	|	5	|	5.3
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License	agreements	can	be	audited	in	combination	with	other	audit	segments	or	as	

a	separate	audit	topic.	he	license	audit	 is	part	of	every	standard	audit	of	a	 local	

subsidiary	and,	depending	on	the	topic,	may	also	be	conducted	as	part	of	a	special	

audit.	he	main	audit	objective	of	license	audits	is	to	assure	correct	revenue	recog-

nition	and	to	ensure	that	all	 internal	controls	are	 in	place	to	meet	SOX	and	US-

GAAP	requirements.	In	addition	to	standard	and	special	audits,	Internal	Audit	also	

performs	unannounced	license	audits	and	customer	contract	conirmations	in	the	

local	subsidiaries	(see	Section	C,	Chapter	9).

he	irst	 step	of	 the	preparation	process	 is	 to	select	a	 sample	of	contracts	 for	

testing,	taking	into	consideration	the	period	to	be	examined,	the	size	of	the	local	

subsidiary,	and	the	available	auditing	time.

Information	about	the	contracts	concluded	within	the	period	to	be	examined	

should	be	obtained	from	the	system.	he	audit	team	should	export	the	data	into	an	

Excel	 spreadsheet	 in	 order	 to	 edit	 it	 according	 to	 the	 chosen	 sampling	 method.	

Under	purposive	sampling	(see	Section	B,	Chapter	4.1.2),	the	auditors	should	take	

the	following	criteria	into	account:

•	 contract	volume,

•	 posting	date	 in	 the	SAP	system	immediately	prior	 to	 the	closing	date	 for	 the	

month	or	quarter,

•	 type	of	contract	(direct	or	indirect	sales),	and

•	 previous	auditor	experience.

As	 an	 alternative	 to	 purposive	 sampling,	 auditors	 can	 choose	 from	 a	 number	 of	

statistical	random	sampling	methods.	Value-based	statistical	sampling	is	used	for	

the	customer	contract	conirmation	process	as	part	of	revenue	recognition	assur-

ance	(see	Section	C,	Chapter	9).	

During	audit	preparation,	auditors	should	get	an	overview	of	the	Core	Scope	for	

license	agreements,	especially	if	they	do	not	have	any	experience	in	this	area.	he	

Core	Scope	covers	the	key	functions	and	processes	that	could	enhance	the	auditors’	

understanding	of	this	complex	topic.	See	Fig.	18	for	an	excerpt	from	the	“License	

Agreements”	Core	Scope.

Derived	 from	 the	 Core	 Scopes	 for	 License	 Agreements	 and	 the	 relevant	 Key	

Scopes,	the	work	program	is	the	basis	for	the	ieldwork	and	guides	the	whole	audit-

ing	process	from	preparation	through	reporting	(see	Section	B,	Chapter	3.2).	he	

work	program	should	be	adjusted	for	each	audit	according	to	the	audit	type	and	the	

local	characteristics	of	the	subsidiary	to	be	audited.

During	audit	execution,	audit	lists	and	question	catalogs	may	facilitate	the	audi-

tors’	tasks	(see	Section	B,	Chapter	4.1.3.1).	he	extent	to	which	such	templates	will	

be	used	is	speciied	during	audit	preparation.	If	they	are	being	used,	they	need	to	be	

iled	as	working	papers	 for	 the	respective	audit.	he	following	questions	may	be	

included	in	an	audit	list	for	license	agreements:

•	 Is	the	contract	available	in	original	form?

Audit	of	License	
Agreements

Audit	of	License	
Agreements

Representative	sample	
of	Contracts	for	Testing
Representative	sample	
of	Contracts	for	Testing

Purposive	samplingPurposive	sampling

Random	samplingRandom	sampling

Core	scope	for	License	
and	Maintenance	

Contracts

Core	scope	for	License	
and	Maintenance	

Contracts

Work	ProgramWork	Program

Audit	Lists	and	Question	
Catalogs

Audit	Lists	and	Question	
Catalogs
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•	 Do	the	amounts	posted	in	the	system	match	the	original	contract?

•	 Does	the	contract	price	conform	to	the	local	price	list?

•	 Do	the	users	and	functionalities	listed	in	the	system	match	the	contract?

•	 Did	SAP	and	the	customer	sign	the	contract?

•	 Are	the	SAP	signatories	authorized	to	sign	the	contract	(compared	to	local	sign-

ing	policy)?

•	 Is	it	clear	who	signed	the	contract	(names	also	in	block	letters)?

•	 What	is	the	signing	date	of	the	contract?

•	 Is	there	proof	of	sotware	delivery?

•	 Was	the	sotware	delivered	before	revenue	was	recognized?

•	 Are	there	any	unusual	clauses	in	the	contract	that	may	afect	revenue	recogni-

tion?

To	ensure	eicient	ieldwork,	all	data	available	regarding	the	selected	license	agree-

ments	should	be	collected	in	the	preparation	phase.	he	most	important	source	of	

information	on	license	agreements	at	SAP	is	the	Contract	Information	System	(CIS)	

reporting	system,	which	contains	all	relevant	contract	data.	his	data	is	maintained	

by	 the	 license	administration	departments	 in	 the	 local	subsidiaries.	he	auditors	

should	 print	 out	 all	 the	 information	 about	 the	 sample	 contracts	 selected,	 and	

examine	previous	contracts	to	gain	an	overview	of	the	customer	history.	A	copy	of	

the	original	contract	for	each	posting	should	also	be	scanned	into	the	SAP	system.	
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he	following	is	a	description	of	how	an	audit	of	license	and	maintenance	con-

tracts	is	conducted.	Its	structure	is	based	on	the	work	program	derived	from	the	

Scope.

Auditors	should	note	the	following	with	regard	to	archiving	important	docu-

ments.	 he	 original	 contract,	 along	 with	 other	 legally	 relevant	 documents	 (e.g.	

annexes,	addendums,	and	minutes),	should	be	archived	in	a	ireproof,	locked	cabi-

net,	 and	 only	 a	 limited	 number	 of	 persons	 should	 have	 access	 to	 the	 key.	 hese	

documents	should	also	be	scanned	and	relected	in	the	system	entries.	he	other	

relevant	documents,	such	as	delivery	notes,	correspondence	etc.,	should	be	reason-

ably	and	systematically	stored	in	the	customer	ile.

he	 master	 price	 list	 for	 sotware	 is	 issued	 by	 the	 parent	 company.	 he	 local	

subsidiaries	adapt	the	list	to	local	circumstances.	Auditors	should	check	the	adapta-

tion	and	ensure	that	the	contract	prices	agreed	with	the	customer	correspond	with	

the	current	local	price	list.

Product	delivery	is	a	criterion	for	revenue	recognition.	Customers	have	access	

to	the	sotware	they	have	purchased	through	electronic	or	physical	delivery.	In	case	

of	electronic	delivery,	the	customers	receive	a	password	that	allows	them	to	down-

load	the	product.	In	case	of	physical	delivery,	the	product	is	sent	on	a	CD	or	DVD	

to	the	customer.	he	date	relevant	for	revenue	recognition	depends	on	the	terms	of	

the	contract	or	the	General	Terms	and	Conditions.	Proof	of	delivery	is	required	for	

each	license	agreement.

To	guarantee	that	suicient	internal	controls	are	in	place,	each	local	subsidiary	

must	have	a	signing	policy	and	approval	procedures.	he	signing	policy	should	be	

based	on	the	dual	control	principle	and	provide	appropriate	delegation	of	authority	

arrangements.	 During	 the	 audit	 of	 the	 license	 agreements,	 compliance	 with	 the	

signing	 policy	 must	 also	 be	 assessed.	 he	 current	 signing	 policy	 should	 be	 re-

quested,	checked,	and	iled	among	the	working	papers.

he	SAP	system	should	contain	all	 information	about	products	and	payment	

terms	as	agreed	in	the	contract.	herefore,	the	auditors	must	test	whether	the	infor-

mation	in	the	SAP	system	has	been	entered	correctly.	Incorrect	entries	and	postings	

could	lead	to	improper	invoicing	and	incorrect	revenue	recognition.

According	 to	US-GAAP,	 revenue	 from	sotware	 sales	can	only	be	 recognized	

when	all	of	the	following	criteria	are	met:

•	 Persuasive	evidence	of	an	arrangement	exists.

•	 Delivery	of	the	sotware	has	occurred.

•	 he	fee	is	ixed	or	determinable.

•	 Collectibility	is	probable.

If	one	or	more	criteria	are	not	met,	revenue	must	not	be	recognized	(see	Section	C,	

Chapter	3.5).	he	main	goal	of	the	ieldwork	is	to	ensure	that	all	criteria	were	met	

at	the	time	of	revenue	recognition.	In	the	following,	the	above	criteria	are	briely	

discussed.
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here	 is	 evidence	 that	 an	 arrangement	 exists	 with	 a	 customer:	 A	 contract	 is	

available	and	signed	by	both	parties	before	revenue	recognition	(contract	signing	

date	is	decisive	criterion).

SAP	must	have	delivered	the	sotware	physically	or	electronically,	and	the	sot-

ware	must	be	in	functioning	order.	Written	proof	of	delivery	is	needed.

At	the	time	of	delivery,	the	price	must	be	ixed	or	determinable,	and	collectibility	

must	be	probable.	To	determine	collectibility,	the	payment	history	of	the	customer,	

payment	 terms,	 cancellation	privileges,	 acceptance	provision	etc.	 should	be	ana-

lyzed.

If	SAP	sells	a	combination	of	diferent	products	and	services	to	its	customers	

under	one	or	more	contracts,	this	may	constitute	a	multiple	element	arrangement,	

which	may	have	an	efect	on	revenue	recognition.	During	every	license	audit,	the	

existence	 of	 a	 multiple	 element	 arrangement	 and	 its	 impact	 should	 therefore	 be	

reviewed	(see	Section	C,	Chapter	5.2.3).	

HinTs	And	TiPs	 ;

•	 Auditors	should	try	to	collect	and	analyze	all	possible	 information	before	the	

audit	ieldwork	begins.

•	 Auditors	should	use	the	IT	systems	available	and	clarify	all	unclear	 issues	di-

rectly	with	the	corporate	departments.	his	will	save	time	during	ieldwork.

LinKs	And	ReFeRenCes	 e

•	 JARnAGIn,	B.	D.	2007.	US Master GAAP Guide.	Riverwoods,	IL:	CCH,	Inc.

•	 SEARS,	B.	2002.	Internal Auditing Manual.	new	York,	nY:	Warren,	Gorham	&	Lamont.

•	 SAWYER,	L.	B.,	M.	A.	DITTEnHOFER	AnD	J.	H.	SCHEInER.	2003.	Sawyer’s Internal 

Auditing. 5th	ed.	Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.

•	 SOP	81-1:	Accounting	for	Performance	of	Construction-Type	and	Certain	Production-

Type	Contracts.

•	 SOP	97-2:	Sotware	Revenue	Recognition.

•	 SOP	98-9:	Modiication	of	SOP	97-2,	Sotware	Revenue	Recognition,	With	Respect	 to	

Certain	Transactions.
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5.4	 Management	Process	Audits

5.4.1	 Basics	of	Management	Process	Audits

Key	PoinTs	 •••

•	 A	 management	 process	 audit	 is	 the	 evaluation	 of	 individual	 management-	

related	processes	and	the	associated	management	skills.

•	 A	management	process	audit	provides	important	organization-related	informa-

tion	that	can	be	used	as	a	basis	for	process	optimization	and	an	associated	increase	

in	eiciency.

•	 he	focus	of	management	process	audits	is	on	processes,	controls,	compliance,	

and	risk	management.

•	 Management	process	audits	should	not	be	used	to	assess	the	manager’s	person-

ality	or	individual	behavior.

•	 Such	audits	can	be	conducted	independently,	or	as	additional	audit	components	

in	order	to	test	management-relevant	processes	in	detail	whenever	required.

Management	process	audits	are	a	relatively	new	audit	ield	for	Internal	Audit	and	

are	 increasingly	 incorporated	 into	Internal	Audit’s	activities	at	SAP.	he	require-

ments	that	SOX	places	on	management	have	increased	the	importance	of	performing	

these	audits	(for	details,	see	Section	C,	Chapter	8;	Section	D,	Chapter	14).

A	management	process	audit	evaluates	individual	management-related	leader-

ship	and	decision	processes	and	internal	controls,	as	well	as	the	management	skills	

that	are	necessary	during	these	processes.	In	addition	to	classic	risk	evaluations	and	

the	resulting	support	in	minimizing	risk,	the	core	tasks	in	this	audit	ield	include	

advising	management	about	untapped	success	potential	in	the	company.

hroughout	SAP,	the	human	resources	department	is	responsible	for	assessing	

individual	performance	and	personal	management	 skills	 as	part	of	management	

evaluation.	Audits	conducted	by	Internal	Audit	consequently	do	not	focus	on	the	

manager	or	the	manager’s	personality,	but	on	the	application	and	implementation	

of	the	management	processes	and	controls	represented	by	the	manager.	hese	audits	

are	 referred	 to	as	 “management	process	audits”	 to	make	 the	distinction	clear.	 In	

combination	 with	 the	 performance	 evaluation	 conducted	 by	 Human	 Resources,	

they	can	produce	a	complete	picture	of	a	manager’s	success	factors	(see	Section	A,	

Chapter	6.2.2).

In	practice,	the	managers	(i.e.,	the	auditees)	are	likely	to	oppose	management	

process	audits.	At	least	some	of	this	opposition	can	be	avoided	by	consistently	refer-

ring	to	and	designing	the	audit	as	a	management	process	audit.	Internal	Audit	uses	

the	methods	generally	applicable	for	all	audits	to	facilitate	constructive	cooperation	

with	 the	 auditee	 (see	 Section	 C,	 Chapter	 5.4.2)	 and	 to	 ensure	 that	 objectivity	 is	

maintained.	It	is	moreover	important	to	distinguish	between,

•	 audit	documents	that	relate	exclusively	to	processes,	controls,	and	risks,	and

new	Audit	Fieldnew	Audit	Field
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•	 documents	that	permit	drawing	conclusions	about	the	manager’s	personal	con-

duct	and	qualities.

In	the	former	case,	documents	can	be	treated	according	to	Internal	Audit’s	general	

reporting	principles,	but	documents	in	the	latter	case	are	subject	to	special	coni-

dentiality	requirements.

Management	process	audits	have	the	following	objectives:

•	 providing	important	information	on	company	organization	as	a	basis	for	strate-

gic	decisions,

•	 ensuring	compliance	with	laws,	e.g.,	SOX,	and	with	SAP-internal	guidelines	and	

principles,	e.g.,	code	of	business	conduct,

•	 testing	the	efectiveness	and	proitability	of	management	processes	 in	day-to-

day	operations,

•	 supporting	management	to	improve	management	processes	by	identifying	im-

provement	potential	in:

–	 business	processes	and	their	implementation,

–	 management	skills,

•	 providing	operational	support	to	strategic	departments,	such	as	HR,	or	Man-

agement	Accounting,	if	necessary,

•	 supporting	communication	and	information	lows	in	global	and	virtual	teams	

by	testing	standard	information	exchange	processes,	and

•	 presenting	 ratio-based	 analysis	 for	 reporting	 on	 management	 process	 audits	

(performance	indicators,	balanced	scorecard	presentations,	etc.)	and	for	mak-

ing	the	results	comparable.

here	are	diferent	reasons	for	introducing	and	implementing	management	process	

audits,	 depending	 on	 those	 involved	 and	 the	 groups	 at	 which	 they	 are	 targeted.	

From	Internal	Audit’s	perspective,	auditing	management	processes,	including	man-

agement’s	involvement	in	internal	control	processes,	is	becoming	increasingly	im-

portant.	In	addition,	acts	such	as	SOX	or	the	provisions	of	the	German	Stock	Cor-

poration	Act	(see	Section	A,	Chapter	1.3)	have	had	a	decisive	impact	on	the	control	

and	risk	monitoring	function,	thus	making	it	necessary	to	incorporate	management	

process	audits	into	Internal	Audit’s	work.	Management	process	audits	provide	the	

Board	with	a	more	detailed	overview	of	departments	by	showing	how	leadership	

processes	are	being	used	to	implement	existing	guidelines	based	on	external	regula-

tions.	At	the	same	time,	they	also	map	how	these	leadership	and	decision	processes	

inluence	and	guarantee	the	results	of	day-to-day	business	operations	in	terms	of	

quality	and	quantity.	Another	related	aspect	is	that	this	kind	of	audit	shows	whether	

the	rules	applicable	to	business	activities	exist	only	on	paper	or	whether	they	are	

actually	implemented	in	practice.	Management	process	audits	provide	support	to	

managers	with	 regard	 to	process	optimization,	because	 Internal	Audit	highlights	

critical	processes	in	their	areas	of	responsibility.	In	summary,	the	motivation	of	the	

main	parties	involved	in	management	process	audits	can	be	shown	as	follows:

objectivesobjectives

Motivation	of	Those	
involved
Motivation	of	Those	
involved

Examples	from	Audit	Practice	at	SAP

Combined	Audit	Topics

Management	Process	Audits

C	|	5	|	5.4



374

Fig. 19 Motivation	of	Parties	Involved	in	Management	Process	Audits

Management	 process	 audits	 focus	 primarily	 on	 compliance	 and	 on	 eiciency	

achieved	 by	 implementing	 best	 practice	 processes.	 he	 result	 of	 a	 management	

process	 audit	 is	 the	 identiication	 of	 improvement	 potential	 and	 support	 of	 any	

restructuring	measures,	if	required.	he	areas	to	be	investigated	include	processes,	

controls,	and	risk	management.	For	a	more	detailed	assessment,	the	auditors	must	

consider	that	management	results	are	driven	by	the	following	three	components:

•	 performance	of	each	manager,

•	 cooperation	and	performance	in	the	management	team,	and

•	 functioning	management	processes	in	the	organization.

A	management	process	audit	should	therefore	test	the	robustness	of	all	three	com-

ponents	and	examine	how	they	interact	with	each	other.	he	transitions	between	

the	audited	functions	and	processes	are	blurred,	which	is	why	Internal	Audit	and	

HR	put	diferent	emphasis	on	them	in	their	coverage.

It	is	also	important	to	coordinate	activities	with	Risk	Management,	with	close	

cooperation	being	a	key	requirement,	especially	ater	the	audit.	Possible	risks	iden-

tiied	during	a	management	process	audit	must	be	reported	to	Risk	Management.	

Cooperation	should	also	go	the	other	way,	that	is,	Risk	Management	should	inform	

Internal	Audit	of	units	in	the	company	that	are	particularly	exposed	to	risk.

SOX	audits	are	conducted	by	a	dedicated	SOX	team,	and	again	close	connec-

tions	and	a	high	degree	of	overlap	make	it	important	for	both	groups	to	agree	on		
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a	joint	procedure.	SOX	regulations	give	rise	to	speciic	requirements	for	all	strategic	

and	operational	levels	of	management	(management	controls,	controls	over	man-

agement).	Each	manager	is	responsible	for	ensuring	that	all	processes	and	controls	

applicable	in	his	or	her	unit	are	fully	documented	and	implemented,	including	any	

changes	to	the	processes	or	controls.	From	this	basic	responsibility	derives	the	ob-

ligation	to	provide	the	control	bodies,	as	deined	by	SOX,	with	adequate	evidence	

that	the	processes	exist	and	the	necessary	internal	controls	are	working	(for	details,	

see	Section	C,	Chapter	8;	Section	D,	Chapter	14).	Internal	Audit	can	test	general	

compliance	with	SOX-related	management	responsibilities,	either	as	part	of	SOX	or	

management	 process	 audits.	 At	 SAP,	 testing	 management	 controls	 is	 an	 integral	

part	of	SOX	work.

he	 audit	 is	 based	 on	 the	 relevant	 Core	 Scope	 for	 management	 audits.	 Since	

management	processes	make	up	the	main	object	of	the	audit,	appropriate	process	

descriptions	must	be	in	place	which	can	be	used	to	specify	targets	for	the	audit.	If	

the	relevant	descriptions	are	not	available,	the	audit	results	may	include	a	recom-

mendation	to	create	such	descriptions.	It	must	be	possible	to	relate	to	recommen-

dations	that	are	based	on	experience	and	general	application.	For	example,	on	the	

basis	 of	 practical	 working	 experience,	 a	 suggestion	 to	 hold	 regular	 coordination	

meetings	to	improve	communication	could	make	sense	even	if	there	was	no	hard	

and	fast	rule	to	that	efect	in	the	past.

A	management	process	audit	can	either	be	scheduled	as	a	regular	event	or	con-

ducted	as	an	ad-hoc	audit	to	support	decision	inding	if	management	quickly	needs	

an	objective	presentation	of	the	management-relevant	processes	of	a	department.	

A	management	process	audit	can	be	organized	as	a	separate	independent	audit,	but	

it	can	also	be	added	as	a	component	to	department	or	local	subsidiary	audits	(see	

Section	C,	Chapter	5.1).	his	requires	close	consultation	and	coordination	 in	 the	

relevant	 audit	 team	 and	 inclusion	 in	 the	 work	 program.	 he	 advantage	 is	 that	

strategic	and	operational	areas	of	 investigation	are	speciically	divided	into	man-

agement	processes	and	day-to-day	business,	and	that	Internal	Audit’s	perception	by	

management	will	be	increased.

HinTs	And	TiPs	 ;

•	 In	a	management	process	audit,	auditors	should	irst	get	a	clear	idea	about	the	

role	of	the	manager	responsible.

•	 During	the	audit,	auditors	should	interact	with	the	responsible	managers	con-

structively.
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•	 SEARS,	B.	2002.	Internal Auditing Manual.	new	York,	nY:	Warren,	Gorham	&	Lamont.

•	 U.S.	COnGRESS.	2002.	Sarbanes-Oxley Act of 2002. 107th Congress of the United States of 

America. HR 3763.	Washington	DC:	Government	Printing	Oice.

5.4.2	 Audit	Preparation	and	Execution

Key	PoinTs	 •••

•	 he	 relevant	 Key	 Scopes	 and	 the	 resulting	 work	 program	 form	 the	 basis	 for	

management	process	audits.

•	 Predeined	questionnaires,	which	can	be	completed	by	the	manager	being	au-

dited	for	preparation	purposes,	increase	the	eiciency	of	the	audit.

•	 A	folder	with	information	on	the	management	process	audit	is	provided	to	the	

manager	being	audited	at	the	opening	meeting.

•	 In	 management	 process	 audits,	 Internal	 Audit	 cooperates	 closely	 with	 other	

units,	such	as	the	HR	department,	thus	a	great	deal	of	coordination	is	required.

•	 Management	process	audits	aim	at	providing	support	for	the	audited	manager.

A	management	process	audit	should	produce	forward-looking	results	that	support	

management	on	issues	such	as	illing	a	future	vacancy	or	identifying	potential	for	

improvement	in	an	existing	position.	In	general,	there	are	three	levels	of	manage-

ment:

•	 managers	who	manage	employees,

•	 managers	who	manage	managers,	and

•	 managers	who	manage	organizations.

Although	 in	 principle,	 these	 diferent	 management	 categories	 are	 subject	 to	 the	

same	quality	of	management	and	decision	processes,	there	are	quantitative	difer-

ences	with	regard	to	the	level	of	detail	and	responsibility	attached	to	the	individual	

management	functions,	e.g.,	the	size	of	the	area	managed.	However,	there	are	also	

management	functions	that	exist	exclusively	within	a	speciic	management	level,	e.g.	

managing	the	overall	information	strategy	in	the	management	of	organizations.

An	 important	step	 is	 to	deine	 the	extent	of	 the	 testing	 for	each	of	 the	above	

management	categories.	Using	the	list	of	audit	segments	relevant	for	this	audit	ield,	

Internal	Audit	can	make	a	qualitative	and	quantitative	selection	for	each	manage-

ment	level.	he	Core	Scope	for	management	process	audits	includes	the	following	

Key	Scopes:

•	 Budget/Proitability,

•	 Cost	Management,

•	 Approval	Procedures,

•	 Methods	and	Method	Knowledge,

Management	CategoriesManagement	Categories

Breakdown		
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•	 Communication,

•	 Management	Development,

•	 Crisis/Emergency	Management,

•	 Target	Achievement,

•	 Performance	Management,

•	 Human	Resources	Process	Management,	and

•	 Compensation	Management.

GIAS	has	compiled	a	standard	work	program	on	the	basis	of	the	Core	Scope	for	

management	process	audits.	his	program	can	be	adapted	to	speciic	requirements	

and	forms	the	basis	of	each	audit	conducted.	he	management	process	audit	also	

follows	 internal	 principles	 and	 guidelines	 as	 well	 as	 external	 (legal)	 regulations,	

such	as	KonTraG	or	SOX.	he	audit	should	be	referenced	against	desired	criteria	

such	as	those	detailed	in	speciic	corporate	guidelines.	hese	are	set	for	the	relevant	

operating	 departments	 and	 contain	 processes	 relevant	 to	 the	 departments	 and	

management-speciic	functions	or	aspects	impacting	them.	For	example,	the	prod-

uct	life	cycle	or	the	product	innovation	cycle	would	apply	to	development	depart-

ments,	and	the	customer	business	cycle	would	apply	to	Sales.	Management	programs	

such	as	“Global	Management	&	Leadership”	or	“Management	Excellence”	and	the	

“SAP	Code	of	Business	Conduct”	(business	principles	for	employees)	have	general	

validity.

Since	management	process	 audits	must	be	as	 eicient	as	possible	 in	order	 to	

make	best	use	of	managers’	limited	availability,	Internal	Audit	at	SAP	has	created	

predeined	 question	 catalogs	 to	 complement	 the	 work	 program	 (see	 Section	 B,	

Chapter	 4.1.3.1).	 hese	 catalogs	 allow	 auditors	 to	 work	 quickly	 toward	 their	

objectives	and	give	managers	an	opportunity	to	get	advance	information	on	certain	

topics	and	to	structure	their	response.

In	addition,	Internal	Audit	has	prepared	an	information	folder	for	management	

process	audits,	which	provides	an	overview	of	 Internal	Audit	and	how	the	audit	

process	works.	It	includes	Internal	Audit’s	charter	and	information	on	possible	ben-

eits	the	audit	may	deliver.	his	documentation	is	intended	to	minimize	any	resis-

tance	and	facilitate	the	audit	for	the	audit	team.	In	general,	good	audit	preparation	

and	eicient	procedures	during	execution	will	go	a	 long	way	toward	eliminating	

reservations	about	and	resistance	to	a	management	process	audit.	he	management	

process	 audit	 information	 folder	 is	 handed	 to	 the	 manager	 being	 audited	 at	 the	

opening	meeting.

he	documents	and	processes	to	be	audited	are	oten	of	a	strategic	nature,	and	

auditors	therefore	need	a	general	understanding	of	the	data	and	information	they	

receive.	For	example,	to	assess	performance	indicators	or	a	balanced	scorecard	sys-

tem,	auditors	must	be	aware	of	the	framework	under	which	such	systems	have	been	

deined.	Individual	objectives	should	dovetail	into	the	overall	corporate	objectives,	

and	the	targets	and	objectives	of	a	balanced	scorecard	must	follow	a	deined	method	
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against	which	they	can	be	tested.	Further	information	may	be	found	in	the	minutes	

of	meetings,	internal	memos,	or	in	department	directories,	which	can	provide	de-

tails	of	the	information	low	in	a	department.

Management	knowledge	and	skills	in	the	application	of	guidelines	and	meth-

ods	are	 also	 investigated	 in	 the	audit.	For	 example,	 sotware	development	must	

base	its	operations	on	the	product	innovation	cycle	process	and	provide	evidence	

that	it	has	introduced	and	implemented	this	process.	he	sales	and	consulting	or-

ganization	must	implement	and	document	their	tasks	on	the	basis	of	the	customer	

business	cycle.	Internal	Audit	tests	in	relation	to	the	diferent	requirements	whether	

there	 is	evidence	 that	 the	guidelines	have	been	 implemented.	At	 the	Board	and	

strategic	 management	 level,	 processes	 such	 as	 compliance	 with	 internal	 control	

management	or	contingency	plans	are	audit-relevant.	SOX-relevant	processes	(e.g.	

controls	over	management)	are	audited	with	the	support	of	the	SOX	team	(see	Sec-

tion	C,	Chapter	8).

Another	area	to	be	tested	is	the	manager’s	knowledge	and	use	of	generally	ap-

plicable	and	SAP-speciic	management	practices.	hese	types	of	tests	are	intended	

to	 establish	 whether	 information	 is	 exchanged	 regularly	 with	 the	 diferent	 levels	

and	whether	the	information	is	tailored	to	its	recipients.	Auditors	must	seek	out	this	

information,	which	is	oten	qualitative,	and	make	an	appropriate	assessment.	A	key	

prerequisite	for	them	to	be	able	to	do	so	is	that	they	have	sound	knowledge	of	the	

department’s	processes.

Since	 it	 is	not	always	possible	 to	distinguish	clearly	between	personal	 factors	

and	 the	 implementation	 of	 performance-critical	 management	 processes,	 there	 is		

a	need	to	coordinate	the	results	of	the	management	process	audit	with	Human	Re-

sources.	Likewise,	Human	Resources’	evaluation	of	managers	may	provide	useful	

information	for	a	management	process	audit.	However,	Internal	Audit	invariably	

focuses	 on	 the	 relevant	 processes,	 although	 they	 may	 also	 have	 an	 efect	 on	 the	

manager’s	or	department’s	performance.

he	communication	and	assessment	of	the	ieldwork	results	should	predomi-

nantly	be	made	with	the	aim	of	providing	support	for	the	manager.	hese	results,	

which	 are	 highly	 conidential,	 are	 intended	 to	 identify	 weak	 points,	 but	 also	

strengths,	in	the	manager’s	area	of	responsibility.	he	results	of	management	pro-

cess	audits	will	only	identify	serious	weaknesses	if	the	auditors	ind	that	the	man-

ager	has	clearly	circumvented	guidelines.	 If	 that	 is	 the	case,	 Internal	Audit	must	

follow	the	rules	and	also	report	the	audit	result	to	the	Board.

Generally,	feedback	from	a	management	process	audit	should	also	be	regarded	

as	possible	support	from	an	independent	body,	which	tests	the	relevant	processes	

objectively	and	draws	conclusions	about	any	optimization	potential.	his	eiciency-

enhancing	efect	should	be	acknowledged	during	the	closing	meeting	and	in	the	

reports	that	follow,	but	generally	the	auditors	should	not	leave	the	feedback	until	

the	 end	 of	 the	 audit,	 instead	 they	 should	 keep	 the	 manager	 informed	 about	 the	

status	of	indings.	Although	this	kind	of	interaction	takes	more	time,	it	facilitates	

cooperation	because	auditors	also	must	rely	on	the	manager’s	willingness	to	share	

information.
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HinTs	And	TiPs	 ;

•	 Wherever	possible,	experienced	auditors	should	be	selected	to	conduct	manage-

ment	process	audits.

•	 Ahead	 of	 the	 audit,	 auditors	 can	 also	 obtain	 personal	 information	 about	 the	

managers	so	that	they	can	prepare	themselves	for	their	dealings	with	them.

LinKs	And	ReFeRenCes	 e

•	 SEARS,	B.	2002.	Internal Auditing Manual.	new	York,	nY:	Warren,	Gorham	&	Lamont.

•	 SAWYER,	L.	B.,	M.	A.	DITTEnHOFER	AnD	J.	H.	SCHEInER.	2003.	Sawyer’s Internal 

Auditing.	5th	ed.	Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.
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6	 Business	Review

Key	Points	 •••

•	 he	business	review	is	not	one	of	Internal	Audit’s	traditional	audit	tasks.

•	 Projects	with	customers	(consulting	or	development)	or	other	matters	arising	

from	 SAP’s	 relations	 with	 customers	 or	 partners	 may	 be	 examined	 during	 a	

business	review.

•	 he	review	focus	may	difer,	depending	on	the	circumstances	and	the	speciic	

request.	 Its	 focus	 may	 be	 one	 of	 the	 following:	 Pure	 implementation	 perfor-

mance,	contractual	and	inancial	aspects,	or	the	nature	and	design	of	business	

relations.

•	 A	business	 review	normally	 involves	 several	 rounds	of	meetings	between	 the	

customer	and	 the	 relevant	management	at	SAP,	where	 the	 current	 status,	 in-

terim	results,	proposals,	and	actions	are	discussed.

•	 Finally,	a	report	is	created	for	the	Board	member	in	charge	and	for	the	customer,	

explaining	the	matters	identiied	and	the	action	proposals	discussed.

he	business	review	is	not	one	of	the	traditional	audit	tasks	of	Internal	Audit	(for	

the	distinction	between	audit	and	review,	see	Section	A,	Chapter	6.2.7).	At	SAP,	

this	 special,	 innovative	 form	of	 review	has	 its	origins	 in	day-to-day	audit	work.	

Projects	with	customers	(consulting	or	development)	or	other	matters	arising	from	

SAP’s	relations	with	customers	or	partners	may	be	the	objects	of	a	business	review.	

Depending	on	the	complexity	of	the	request,	a	review	of	this	kind	can	take	several	

weeks.	his	chapter	deals	with	conducting	business	reviews	in	practice	(for	details	

on	business	audits,	see	Section	A,	Chapter	6.2.7).	Above	all,	a	business	review	ex-

amines	an	as-is	(current)	situation.	he	review	involves	fewer	ieldwork	activities	

than	an	audit	and	focuses	more	on	conclusions	or	drating	solutions	jointly	with	

colleagues	from	other	departments	in	order	to	achieve	an	improvement	of	the	situ-

ation.	 In	 this	 regard,	 reviews	 help	 prevent	 escalations,	 especially	 since	 they	 are	

conducted	by	Internal	Audit	and	are	thus	intended	as	intervention	by	the	Board	

with	a	focus	on	de-escalation	(for	more	on	escalation,	see	Section	D,	Chapter	6).

Business	reviews	are	normally	requested	ad-hoc	and	therefore	not	included	in	

the	annual	audit	plan	(see	Section	B,	Chapter	2.2).	In	this	case,	Internal	Audit	re-

ceives	a	request,	for	example,	from	the	CEO	to	investigate	certain	aspects	of	day-to-

day	business.

Preparation	difers,	depending	on	the	circumstances	and	the	speciic	request.	

For	example,	the	review	of	a	customer	consulting	project	for	pure	sotware	imple-

mentation	requires	diferent	preparation	from	a	review	of	contractual	or	inancial	

aspects	of	business	relations.	Oten,	it	is	not	easy	to	keep	these	matters	separate,	but	

a	review	request	may	result	in	diferent	emphases.

Irrespective	of	the	type	of	request	and	the	resulting	emphasis	during	the	review,	

Internal	Audit	consults	with	relevant	colleagues	in	the	customer	support	(sales)	and	
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consulting	departments.	he	relevant	customer	support	oicer	in	sales	is	responsible	

for	answering	inquiries	on	all	customer	matters	and	the	general	business	relation-

ship	 with	 the	 customer.	 For	 a	 consulting	 project,	 Internal	 Audit’s	 contacts	 may	

include	the	head	of	consulting	and	the	local	project	manager,	and	for	a	development	

project	the	contact	will	be	the	respective	project	manager	from	the	development	

unit.	From	a	general	perspective,	Corporate	Risk	Management	is	also	an	important	

contact.

Further	 information	on	the	customer	and	the	project	or	situation	concerned,	

such	as	customer	master	data,	license	revenue,	consulting	revenue,	payment	behav-

ior,	etc.,	can	be	retrieved	from	the	SAP	system.

If	the	review	focuses	on	sotware	implementation,	Internal	Audit	should	con-

sider	incorporating	into	the	audit	team	consulting	colleagues	who	are	familiar	with	

implementing	the	speciic	SAP	system	components	(e.g.,	inance	and	purchasing).	

hese	consultants	can	provide	 Internal	Audit	with	 technical	 support	 throughout	

the	review.	In	such	cases,	Internal	Audit	assumes	control	and	coordination	of	the	

technical	project	review.	In	addition,	Internal	Audit	investigates	contractual,	legal,	

and	inancial	aspects	of	the	project.

For	a	review	focusing	on	contractual	and	inancial	aspects,	Internal	Audit	irst	

examines	the	contracts	with	the	customer	concerned	for	existing	obligations	and	

performs	a	detailed	analysis	of	the	inancial	project	data	from	the	SAP	system.

If	the	request	asks	for	the	review	to	focus	on	customer	and	business	relations,	

the	auditors	will	also	need	to	gather	a	variety	of	information	ahead	of	the	review,	

e.g.,	on	 the	 sector	of	 industry,	 size	of	 the	customer,	 the	 relevant	contacts,	or	 the	

quality	of	the	customer	relationship.	his	information	can	be	obtained	by	conduct-

ing	interviews	with	the	relevant	customer	support	oicer,	the	head	of	consulting,	or	

the	project	manager,	and	by	analyzing	the	legal	and	inancial	data	contained	in	the	

contract	documents	and	the	SAP	system.
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he	following	table	shows	other	parties	that	may	be	involved	in	a	business	re-

view	and	their	responsibilities,	depending	on	the	request	and	circumstances:

Fig. 20 Responsibilities of Parties Involved in a Business Review

On	the	basis	of	the	pre-review	preparations,	auditors	analyze	speciic	matters	on	

site.	At	this	stage,	the	focus	is	also	on	contact	with	the	customer.	In	discussions	with	

the	customer,	Internal	Audit	investigates	and	analyzes	the	circumstances	and	situa-

tion	 on	 site.	 his	 entails	 various	 interviews	 with	 the	 project	 manager	 and	 the	

customer’s	project	team	and	also	with	members	of	the	SAP	project	team.	Diferent	

solution	proposals	are	prepared	on	the	basis	of	the	information	obtained.
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Not	 least	because	of	 the	direct	 contact	with	customers,	 a	business	 review	re-

quires	that	the	whole	team	and	the	individual	Internal	Audit	employees	approach	

the	matter	with	the	necessary	diplomacy	and	sensitivity.	Internal	Audit’s	task	is	to	

drat	a	solution	from	a	neutral,	objective,	and	impartial	point	of	view,	or	to	support	

and	control	the	development	of	a	solution	based	on	the	insights	gained	from	the	

review	and	to	communicate	the	results	achieved.	he	drated	solution	must	satisfy	

all	parties	involved,	meeting	their	needs	and	ensuring	that	the	project	objective	is	

achieved.

In	detail,	a	business	review	consists	of	the	following	steps:

•	 Analysis	of	the	legal	situation/contract	analysis:

■	 he	legal	situation	and	basis	are	analyzed	and	potential	risks	and	obligations	

highlighted.

■	 he	status	quo	of	the	project	is	reviewed	on	this	basis.

•	 Analysis	of	the	inancial	situation/project	analysis	and	costing:

■	 project	costing,

■	 comparison	of	current	condition	and	desired	criteria,

■	 comparison	of	the	performance	agreed	and	performance	delivered,	and

■	 attainment	of	milestones	and	appropriate	evidence.

•	 Analysis	 of	 the	 technical	 project	 status	 (if	 necessary	 with	 support	 from	 col-

leagues	from	Consulting	or	other	areas):

■	 Internal	Audit	selects	a	team	with	knowledge	of	the	relevant	sotware	appli-

cations.

■	 his	team	examines	on	site	 the	current	 implementation	status	 in	 terms	of	

project	fulillment	and	quality.

•	 Analysis	 of	 the	 customer-project	 relationship	 on	 the	 basis	 of	 interviews	 and	

discussions	 with	 project	 managers	 and	 project	 team	 members,	 as	 well	 as	 the	

customer.

At	the	meetings	between	Internal	Audit	and	the	customer,	the	current	situation	is	

discussed	and	the	customer’s	opinion	is	established.	he	customer’s	suggestions	for	

improvement,	complaints,	requests,	and	criticism	regarding	the	existing	business	

relationship	are	collected	and	examined	for	possible	implementation.	he	results	of	

these	meetings	are	included	in	the	business	review	reports	to	the	managers	respon-

sible	at	SAP,	including	the	Board.

he	reports	on	this	type	of	review	usually	difer	from	Internal	Audit’s	regular	

reporting	(see	Section	B,	Chapter	5).	A	business	review	normally	involves	several	

rounds	of	meetings	with	the	customer	and	the	relevant	management	at	SAP,	where	

the	current	 status,	 interim	results,	proposals,	 and	possible	 actions	are	discussed.	

Finally,	a	report	is	created	for	the	Board	member	responsible	and	for	the	customer,	

explaining	the	matters	identiied	and	the	action	proposals	discussed.	Diferent	re-

port	formats	can	be	used,	depending	on	circumstances	(for	more	on	the	possible	

report	formats,	see	Section	B,	Chapter	5).
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7	 Global	Audits

Key	Points	 •••

•	 As	the	trend	towards	globalization	continues,	Internal	Audit	must	respond	by	

conducting	global	audits.

•	 Internal	Audit	must	be	able	to	handle	global	topics	adequately,	however,	a	spe-

cial	process	model	for	global	audits	is	not	necessarily	needed.

•	 Global	audits	entail	greater	coordination	and	communication	eforts.

•	 In	global	audits,	GIAS	can	use	its	strengths	with	regard	to	global	presence	under	

centralized	management	with	decentralized	operations.

•	 Global	audits	present	special	challenges	for	each	auditor,	which	can	have	a	posi-

tive	efect	on	his	or	her	personal	career	development.

SAP	is	a	global	company	in	many	respects.	SAP	currently	has	customers	in	over	120	

countries	and	ofers	sotware	solutions	in	31	languages.	Indeed,	there	is	worldwide	

demand	for	SAP	products	and	services.	For	this	reason,	the	company	now	gener-

ates	a	large	proportion	of	its	revenue	in	countries	outside	Europe,	particularly	the	

United	States.	Further,	the	Asian	market	as	well	as	countries	like	India,	Russia,	and	

Brasil	have	gained	considerably	in	importance.	SAP’s	shareholders	are	also	interna-

tional.	Most	of	the	company’s	individual	shareholders	are	based	in	the	United	States.	

In	addition,	SAP’s	global	orientation	is	relected	in	the	international	composition	of	

its	 workforce.	 Approximately	 40%	 of	 SAP’s	 employees	 are	 currently	 based	 in	

Germany.	he	remaining	60%	are	distributed	among	SAP	subsidiaries	in	over	50	

countries.

Some	of	SAP’s	local	subsidiaries	act	fairly	independently.	Oten,	it	is	sensible	to	

maintain	local	independence	and	culture	as	part	of	the	overall	company	organiza-

tion	so	that	business	activities	can	be	tailored	to	the	market	and	customers.	However,	

the	 parent	 company	 must	 always	 be	 in	 a	 position	 to	 enforce	 necessary	 changes	

globally	in	order	to	implement	global	values,	standards,	and	strategic	decisions	in	

all	parts	of	the	company.	his	means	that	global	companies	must	balance	the	ten-

sion	between	globally	focused	corporate	management	and	strategy	and	the	speciic	

local	requirements	and	cultures.

Internal	 Audit	 helps	 ensure	 that	 global	 companies	 can	 implement	 globally	

mandated	standards	in	their	various	locations,	without	forsaking	local	needs	and	

requirements.	In	addition,	local	standards	and	regulations	may	also	afect	a	global	

company	as	a	whole.	For	example,	in	the	U.S.	it	is	widely	accepted	(and	currently	

protected	under	SOX	806)	that	employees	can	report	illegal	or	unethical	activities	

occurring	within	their	organization	to	the	appropriate	authorities.	As	organizations	

become	global,	regional	practices	and	customs,	such	as	whistleblowing,	are	being	

widely	recognized	throughout	the	organization.	

In	addition,	globalization	entails	the	need	to	adapt	quickly	to	change	on	a	world-

wide	scale.	It	refers	not	only	to	the	purely	geographical	spread	of	a	company	with	

global	operations,	which	require	business	activities	to	be	conducted	in	all	parts	of	
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the	world,	but	also	to	the	growing	trend	toward	outsourcing	and	the	virtualization	

of	business	relationships.	his	includes	new	business	and	company	models,	which	

pose	a	number	of	diferent	demands	on	the	organization.	It	is	becoming	increas-

ingly	diicult	to	tell	where	a	company	starts	and	where	it	ends.	Due	to	its	position	

in	the	company,	Internal	Audit	can	support	executive	management	in	performing	

the	necessary	management	and	control	functions.

If	a	company	has	a	global	orientation,	Internal	Audit	also	must	have	a	global	

structure.	his	requires	not	only	that	the	department	have	a	global	presence,	but	

also	that	the	audit	method	can	adequately	cover	global	topics.	However,	this	does	

not	mean	that	there	should	be	a	special	audit	model	for	dealing	with	global	topics.	

Like	other	audits,	global	audits	include	all	the	phases	of	the	Audit	Roadmap	(for	a	

detailed	description,	see	Section	B).	hey	follow	the	same	typology,	i.e.,	they	can	be	

conducted	as	standard,	special,	or	ad-hoc	audits,	and	they	can	run	through	the	en-

tire	audit	cycle,	from	basic	audit	through	status	check	and	follow-up.	Nevertheless,	

for	global	audits	to	be	successful,	they	need	to	have	special	attributes,	which	will	be	

discussed	in	more	detail	in	this	chapter.

Global	audits	relate	to	global	topics,	issues,	and	processes.	While	in	some	cases,	

the	relevant	responsibilities	are	clearly	deined,	in	most	global	audits	they	are	not.	

Under	normal	circumstances,	 Internal	Audit	 is	 rarely	asked	 to	 investigate	global	

topics	 that	 have	 clearly	 assigned	 responsibilities	 and	 therefore	 high-quality	 pro-

cesses.	Instead,	its	services	are	usually	required	for	audits	of	processes	whose	global	

orientation	causes	local	and	central	competences	to	overlap	(e.g.,	audits	of	the	risk	

management	function).

A	typical	scenario	of	a	global	audit	looks	at	a	global	business	unit,	which	has	the	

sole	mandate	for	a	global	process	but	in	practice	must	rely	on	informal	cooperation	

with	a	number	of	other	business	units.	It	is	important	that	the	responsibility	is	gen-

uinely	global,	i.e.,	these	business	units	have	direct	reporting	lines	to	their	globally	

distributed	employees.	hese	employees	therefore	do	not	report	to	their	local	busi-

ness	units,	but	to	a	global	management	unit.	his	is	the	case,	for	example,	where	the	

head	of	the	regional	purchasing	organization	is	directly	responsible	for	his	or	her	

region,	but	at	the	same	time	reports	directly	to	the	head	of	Global	Purchasing.	Many	

central	business	units,	typically	the	administrative	units	of	the	parent	company,	do	

not	meet	 this	 criterion.	Although	 such	units	oten	control	 central	processes	and	

have	 to	rely	on	global	cooperation,	 they	operate	without	assuming	direct	opera-

tional	responsibility.	Day-to-day	management	is	therefore	the	responsibility	of	the	

local	units.

When	investigating	global	audit	topics,	Internal	Audit	should	use	local	expertise	

while	managing	the	audits	centrally.	For	global	audits,	the	audit	lead	should	be	ap-

pointed	from	the	region	that	has	global	responsibility	for	the	process	to	be	audited.	

Global	audit	teams	consist	of	members	from	diferent	regions	and	oten	work	on	an	

audit	project	mainly	on	a	virtual	basis	under	central	management	(see	Section	A,	

Chapter	4.4).	In	this	way,	Internal	Audit	operates	truly	globally,	combining	its	cen-

tral	audit	model	under	central	 supervision	with	regional	expertise	 so	 that	 it	 can	

investigate	global	topics	properly.
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his	global	approach	not	only	helps	the	immediate	audit	process,	but	Internal	

Audit	also	beneits	as	a	department.	Global	audit	teams	help	Internal	Audit	employ-

ees	bond	and	exchange	practice-based	experience	of	audit	methods	and	procedures.	

In	addition,	global	audits	present	demanding	challenges,	which	provide	the	audi-

tors	the	opportunity	to	gain	speciic	experience.	he	successful	completion	of	a	global	

audit	 is	 therefore	an	 important	 step	 in	an	auditor’s	personal	career	development	

(see	Section	A,	Chapter	4.6).

Since	global	audits	are	of	great	importance	internally	and	externally,	the	CAE	

should	be	directly	involved	in	conducting	the	audit,	e.g.,	by	appointing	the	audit	

lead	personally	and	asking	for	regular	audit	progress	reports.

Global	audits	follow	the	general	process	model	of	the	Audit	Roadmap.	However,	

the	above	special	aspects	and	the	complexity	of	such	audits	entail	that	each	phase	

meet	special	requirements,	as	explained	below.

Global	audits	are	conducted	by	global	audit	teams.	his	means	that	the	regional	

and	global	staing	plans	must	be	closely	coordinated	(see	Section	D,	Chapter	3.4).	

In	the	irst	instance,	this	means	that	all	team	members	must	recognize	that	the	audit	

is	truly	global	and	therefore	must	be	designated	and	treated	as	such.	Global	audits	

are	time-consuming,	not	least	because	they	typically	relate	to	more	complex	issues	

than	local	or	regional	audits.	Moreover,	they	require	greater	communication	and	

coordination	eforts	(e.g.,	a	centralized	reconciled	issue-logging),	such	that	Internal	

Audit	should	allow	more	time	for	the	planning	phase	of	such	audits.	Since	the	audit	

lead	will	therefore	be	required	to	perform	additional	communication	and	coordi-

nation	tasks,	this	should	be	taken	into	consideration	when	compiling	the	regional	

execution	plan.

Audit	 preparation	 (see	 Section	 B,	 Chapter	 3)	 mainly	 includes	 the	 audit	 an-

nouncement	and	the	compilation	of	a	work	program.	For	global	audits,	deining	the	

extent	of	the	engagement	is	of	particular	importance.	Global	topics	tend	to	be	more	

difuse	and	less	straightforward	and	normally	afect	several	business	units	and	re-

sponsibilities.	It	is	therefore	essential	that	all	auditors	involved	have	a	thorough	and	

complete	understanding	of	the	matter.	his	is	necessary	for	deining	the	focus	areas	

for	 the	 audit.	 Audit	 leads	 must	 therefore	 be	 given	 an	 opportunity	 to	 familiarize	

themselves	with	the	topic	before	distributing	the	audit	announcement,	which	in-

cludes	an	initial	list	of	focus	areas	for	the	audit.

If	possible,	the	members	of	the	global	audit	team	should	have	an	opportunity	to	

meet	in	person	at	a	preparatory	conference.	his	meeting	can	be	used	to	add	detail	

to	audit	topic	deinitions	and	to	ine-tune	the	work	program	as	part	of	a	genuinely	

collaborative	process.	he	investigation	of	global	issues	in	particular	requires	the	

use	of	diferent	experiences,	views,	and	skills.	In	this	context,	it	is	important	to	en-

sure	that	auditors	are	aware	of	all	relevant	global	guidelines.	But	the	meeting	should	

also	deal	with	practical	aspects,	such	as	speciic	staing	plans,	 the	assignment	of	

audit	segments,	and	the	deinition	and	mandating	of	milestones.	Other	practicali-

ties	 include	 the	coordination	of	 itineraries,	 the	authorization	of	 IT	access	 for	all	

auditors	involved,	the	creation	of	a	shared	archiving	structure,	and	agreement	on	
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virtual	 cooperation	 (e.g.,	 telephone	 and	 video	 conferencing).	 At	 the	 end	 of	 the	

meeting,	 all	 audit	 team	 members	 must	 understand	 the	 contribution	 they	 must	

make	in	order	to	turn	the	global	audit	into	a	success.

he	members	of	the	audit	team	are	not	alone	in	needing	clear-cut	agreement	on	

procedure.	his	is	also	important	for	the	global	units	being	audited,	which	is	why	

the	audit	lead	should	engage	them	in	dialog	at	an	early	stage.	Information	about	the	

organization	of	the	audit	must	be	communicated	in	a	structured	and	timely	man-

ner.	 Cooperation	 between	 Internal	 Audit	 and	 the	 auditees	 is	 mostly	 of	 a	 virtual	

nature,	so	that	clearly	structured	and	unambiguously	formulated	documents,	e.g.,	

presentations,	are	an	advantage	when	exchanging	information.

When	conducting	the	audit	(see	Section	B,	Chapter	4),	audit	leads	have	to	make	

sure	that	the	work	program	is	strictly	followed.	hey	will	only	have	limited	oppor-

tunity	 for	 personal	 meetings	 to	 obtain	 certainty	 about	 the	 audit	 progress.	 It	 is	

therefore	all	the	more	important	that	each	auditor	complies	with	the	agreed	docu-

mentation	 requirements	 and	 immediately	 reports	 any	 delays	 or	 problems.	 he	

members	of	the	global	audit	team	may	be	based	in	diferent	time	zones,	which	may	

delay	the	audit	lead’s	response.	Not	all	the	team	members	will	be	able	to	communicate	

in	their	native	language,	so	that	misunderstandings	may	arise	that	must	be	cleared	

up.	Because	of	the	increased	communication	and	coordination	requirements,	global	

audits	need	a	great	measure	of	diligence	in	their	execution	to	make	them	success-

ful.

With	regard	to	reporting,	audit	leads	must	make	sure	that	the	audit	indings	are	

consistently	and	uniformly	documented	and	motivated	(see	Section	B,	Chapter	5).	

In	global	audits	it	is	oten	diicult	to	ind	the	right	addressees	for	the	indings	and	

to	identify	the	people	responsible	for	resolving	them.	Audit	leads	must	ensure	that	

they	address	recommendations	to	those	who	are	directly	responsible.	It	is	also	their	

duty	to	conduct	the	closing	meeting	and	prepare	the	inal	report.	his	also	includes	

ensuring	internally	on	a	global	basis	that	the	audit	documents	are	centrally	archived	

in	a	standardized	way.

he	special	aspects	presented	above	also	apply	to	status	checks	and	follow-ups	

(see	Section	B,	Chapter	6)	in	connection	with	global	topics.	In	addition,	the	audi-

tors	 must	 remember	 that	 a	 global	 audit	 will	 require	 meeting	 with	 or	 contacting	

a	number	of	people	responsible	in	various	locations	to	obtain	information	about	

the	implementation	of	the	audit	recommendations	made.

Hints	And	tiPs	 ;

•	 Communication	is	very	important	in	global	audits,	i.e.,	there	should	be	an	active	

exchange	of	information.

•	 Each	auditor	should	practice	using	virtual	working	methods	at	an	early	stage,	

e.g.	preparing	for	and	conducting	telephone	conferences,	net	meetings,	etc.

•	 Members	of	a	global	audit	team	must	be	very	lexible	with	regard	to	time,	be-

cause	the	audit	may	span	several	time	zones.
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8 SOX Audits

Key POintS •••

•	 here	are	three	types	of	SOX	audits:	audits	of	the	implementation	of	SOX	in	each	

of	the	company’s	units,	audits	of	the	quality	of	SOX	work	undertaken	locally,	

and	audits	of	various	SOX-related	process	groups,	processes,	and	control	sys-

tems.

•	 Preparation	 for	 a	 SOX	 audit	 for	 process	 groups	 is	 of	 crucial	 importance	 and	

should	include	the	following	steps:	review	of	the	available	documentation	re-

garding	the	processes	to	be	audited,	review	of	the	results	of	design	assessments	

and	testing	procedures,	and	discussion	of	issues	with	the	local	SOX	champion	

and	the	central	SOX	team.

•	 he	execution	of	the	SOX	audit	for	process	groups	includes	reviews	of	design	

assessment	tests,	control	efectiveness	tests,	and	of	the	existing	lowcharts.

•	 Auditors	must	ensure	that	the	population	and	any	samples	have	originated	in	

the	current	iscal	year.	Samples	taken	from	the	previous	year	cannot	prove	that	

the	controls	are	efective	at	the	time	of	the	audit.

•	 Auditors	must	document	the	sampling	method	so	that	the	audit	can	be	reper-

formed.

SOX	audits	focus	on	section	404	of	the	Sarbanes-Oxley	Act	(Management	Assess-

ment	 of	 Internal	 Controls).	 his	 section	 requires	 that	 management	 provide	 an	

assessment	of	the	efectiveness	of	internal	controls	as	part	of	the	annual	inancial	

reporting	process.	With	regard	to	section	SOX	404,	there	are	three	possible	types	of	

audit	that	Internal	Audit	may	perform	(for	details,	see	Section	D,	Chapter	14):

•	 audits	of	the	implementation	of	SOX	404	in	the	company’s	entities	(local	SOX	

project	audits),

•	 audits	of	the	quality	of	SOX	404	measures	implemented	in	the	entities	(focusing	

on	compliance	with	the	formal	criteria	and	quality	assurance	standards	of	the	

SOX	process),	and

•	 audits	of	various	SOX-relevant	process	groups,	processes,	and	controls	 in	 the	

entities.

his	chapter	deals	with	the	third	type	of	audit:	the	audit	of	various	SOX-relevant	

process	groups.		his	audit	precedes	the	external	audit	of	the	company’s	inancial	

statements.	 It	 should	 be	 conducted	 to	 ensure	 that	 all	 critical	 areas	 of	 individual	

process	groups	have	been	identiied	at	the	local	level	and	have	been	properly	docu-

mented	and	assessed.	he	following	assumes	that	a	company	has	an	internal	con-

trol	 framework	based	on	 the	COSO	Framework	 (see	Section	A,	Chapter	 1.3	and	

Section	D,	Chapter	14.1.2).

he	Scope	of	a	SOX	audit	for	process	groups	is	clearly	deined.	he	audit	relates	

only	to	the	process	groups	identiied	in	the	annual	 investigation	as	relevant	with	

regard	to	SOX	404.	Speciically,	the	audit	focuses	on	those	processes	which	afect	

introductionintroduction
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the	inancial	reporting	of	the	organization.	he	audit	examines	the	required	docu-

mentation,	the	associated	control	objectives	and	risks	as	well	as	the	related	inancial	

statement	 accounts	 related	 to	 those	 process	 groups.	 To	 prepare	 properly	 for	 the	

audit,	the	audit	team	should	complete	the	following	steps:

•	 Contact	the	local	SOX	champion	to	obtain	a	status	update	of	the	process	groups	

being	audited	and	 to	ensure	 that	 the	process	documentation	 is	up-to-date.	 If		

a	central	tool	is	used	for	this	purpose	(e.g.,	at	SAP,	the	internal	control	manage-

ment	tool;	see	Section	B,	Chapter	4.1.3.3),	the	documentation	does	not	have	to	

be	reviewed	on	site,	but	can	be	accessed	in	the	system	prior	to	the	start	of	the	

audit.	If	this	is	not	the	case,	the	local	SOX	champion	should	provide	the	auditor	

with	electronic	copies	of	any	process	group	documentation.	

•	 Review	and	understand	the	process	documentation,	the	possible	risks,	and	the	

inancial	statement	accounts	for	the	process	groups	to	be	audited.

•	 Review	the	testing	results	for	design	assessment	and	control	efectiveness	docu-

mented	by	the	local	SOX	champion	for	the	process	groups	to	be	audited.	his	

may	only	be	possible	on	site	if	no	centralized	tool	is	in	use.

•	 Contact	the	company’s	central	SOX	team	to	discuss	any	concerns	or	issues	they	

may	have	with	the	local	entity	being	audited.

•	 Prepare	the	process	group	templates	required	to	complete	the	audit.

•	 Prepare	the	opening	meeting	presentation.

•	 Divide	the	responsibilities	for	the	various	tasks	required	during	the	audit	execu-

tion	phase	among	the	audit	team	members.

•	 Review	past	Internal	Audit	reports	relating	to	the	same	group	of	auditees.

Once	the	process	groups	have	been	selected,	the	auditor	should	review	process	and	

control	descriptions	 to	become	 familiar	with	 the	 local	processes.	he	 focus	here	

should	be	on	obtaining	a	basic	understanding	of	what	steps	are	taken	as	part	of	the	

process	 and	 where	 the	 internal	 controls	 are	 located.	 A	 detailed	 analysis	 of	 the	

process	documentation	will	be	performed	during	audit	execution	(more	details	be-

low).

he	auditor	should	also	complete	a	preliminary	review	of	the	risks	associated	

with	the	process	groups	to	be	audited.	Such	a	review	is	aimed	at	establishing	what	

risks	exist	and	how	signiicant	they	are.	his	gives	the	auditor	an	initial	impression	

as	to	whether	these	risks	have	been	adequately	addressed	within	the	process.

A	review	of	the	inancial	statement	accounts	will	allow	the	auditor	to	determine	

which	accounts	are	signiicant	for	the	process	groups	to	be	audited.	An	account	is	

signiicant	if	there	is	a	probability	that	it	contains	misstatements	that	individually,	

or	when	aggregated	with	others,	could	have	a	material	efect	on	the	inancial	state-

ments.

he	process	and	control	design	assessments	and	control	efectiveness	 testing	

procedures	and	results	must	be	documented	by	 the	 local	managers	 responsible.	

Prior	to	arrival,	the	auditor	should	analyze	the	procedures	and	results	documented	
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to	ensure	conformity	with	quality	assurance	standards	set	by	the	company.	A	sec-

ond	reason	to	perform	this	review	before	the	audit	execution	phase	is	to	obtain	an	

idea,	in	advance,	of	how	detailed	or	how	plausible	the	work	performed	locally	is	

and	 where	 there	 may	 be	 potential	 weaknesses	 that	 need	 extra	 focus	 during	 the	

audit.

Once	the	preparatory	review	is	completed,	the	auditor	should	complete	the	pro-

cess	 group	 templates.	 GIAS	 has	 prepared	 special	 spreadsheet	 templates	 for	 each	

process	group	 for	documenting	 the	 following:	design	assessment,	 risks,	inancial	

statement	accounts,	testing	procedures,	testing	issues,	and	the	associated	indings.	

Individual	process	and	control	steps	should	be	copied	to	the	template,	preliminary	

questions	should	be	 formulated	concerning	the	process	descriptions,	and	testing	

procedures	should	be	documented	for	the	controls	to	be	tested.	

Ater	preparation,	the	audit	execution	phase	begins.	Here,	the	auditor	reviews	

the	procedures	already	carried	out	by	the	SOX	champion.	his	may	include	the	fol-

lowing	steps:

•	 detailed	desk	review,

•	 control	walkthrough,

•	 review	of	the	individual	control	designs,

•	 review	of	the	overall	process	design,

•	 review	or	re-performance	of	the	internal	control	efectiveness	testing,	and

•	 review	of	any	relevant	lowcharts.	

Details	of	each	procedure	are	given	below.

In	order	to	guarantee	control	efectiveness,	internal	controls	must	be	designed	

adequately.	he	adequacy	of	the	internal	control	design	must	be	assessed	both	in-

ternally	by	the	local	organization	as	well	as	by	its	external	auditors.	he	design	as-

sessment	should	determine	whether	the	internal	controls	are	operating	as	intended.	

Additionally,	the	design	assessment	should	test	whether	the	necessary	controls	are	

in	place	 to	provide	reasonable	assurance	of	accurate	account	entries.	When	per-

forming	the	design	assessment,	the	auditor	should	follow	the	procedure	described	

below.

A	desk	review	is	performed	irst.	It	serves	to	obtain	a	general	overview	of	the	

process	–	what	are	the	risks,	what	are	the	internal	control	objectives,	where	have	the	

signiicant	controls	been	integrated,	etc.	he	following	steps	should	be	taken	when	

completing	the	desk	review:	

•	 Check	if	control	description	is	clear,	comprehensive,	and	complete.

•	 Check	for	preventive	and	detective	controls.

•	 Check	for	manual	and	automated	controls.

•	 Check	for	signiicant	controls.	If	such	controls	seem	to	exist,	ask	whether	they	

are	really	signiicant	or	whether	the	process	group	under	review	does	not	have	

any	signiicant	controls	(signiicant	controls	must	be	designed	in	such	a	way	that	

they	can	prevent	or	detect	errors	or	fraud	that	could	lead	to	material	misstate-

ments	in	the	inancial	statements).
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Design Assessment Design Assessment 

Desk ReviewDesk Review
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•	 Check	if	the	internal	controls	fully	cover	all	known	risks.

•	 Check	if	signiicant	and	accounting-relevant	assertions	are	covered	by	the	inter-

nal	controls.

•	 Identify	points	in	the	process	where	material	misstatements	and/or	fraud	could	

occur.

•	 Check	whether	the	controls	within	a	process	are	positioned	properly.

•	 Assess	the	existing	documentation	of	the	controls	to	establish	whether	it	is	ad-

equate	to	test	the	efectiveness	of	these	controls.

•	 Develop	a	list	of	questions	and	information	necessary	for	conducting	a	walk-

through.

Now	follows	a	detailed	description	of	the	irst	six	steps	of	a	desk	review.

he	internal	control	descriptions	should	be	reviewed	to	ensure	compliance	with	

company	quality	assurance	standards.	Control	documentation	should	enable	 the	

addressee	to	understand	the	low	of	activities	required	to	initiate,	authorize,	record,	

and	process	transactions,	as	well	as	create	the	necessary	reports.	Consequently,	it	is	

vital	 that	 the	 control	 descriptions	 accurately	 explain	 how	 the	 activities	 are	 per-

formed.	he	best	way	to	ensure	clear	descriptions	is	if	they	answer	questions	like	

“who?,”	“what?,”	“how?,”	“when?,”	“where?,”	and	“why?.”

Ater	reviewing	the	process	and	control	descriptions	for	clarity	and	consistency,	

the	auditor	should	examine	the	attributes	of	each	identiied	control.	Examples	of	

a	standard	set	of	control	attributes	that	are	utilized	to	further	enhance	the	control	

descriptions	are	shown	below.

he	 following	 table	 summarizes	 the	deinitions	of	 the	control	attribute	values	of	

signiicance,	control	purpose,	and	automation.

internal Control 
Description 

(Step 1)

internal Control 
Description 

(Step 1)

Control Attributes 
(Steps 2–4)

Control Attributes 
(Steps 2–4)

Attributes Values

Signiicance Signiicant control, standard control

Purpose of control Preventive, detective

Automation Automated, semi-automated, manual

Date or event driven Date-driven, event-driven

Frequency (if date-driven) Continuous, daily, weekly, biweekly, monthly, quarterly, 
semi-annually, annually

Event description
(if event-driven)

Description of event that triggers the process step or control

Fig. 21 Control Attribute Values
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When	reviewing	the	general	attributes,	the	auditor	should	look	for	an	appropriate	

balance	of	control	characteristics.	he	auditor	should	be	able	to	clearly	distinguish	

between	standard	and	signiicant	controls.	Additionally,	a	good	process	design	will	

contain	a	balanced	mixture	of	preventive	and	detective	as	well	as	manual	and	auto-

mated	controls.

If	 an	 internal	 control	 is	 well	 described,	 the	 auditor	 should	 be	 able	 to	 clearly	

determine	 the	business	risk	 that	 the	control	 is	designed	 to	mitigate.	he	process	

owners	are	required	to	map	the	correlation	between	identiied	internal	controls	and	

inherent	business	risks.	he	auditor’s	task	is	to	verify	that	there	truly	is	a	correlation	

between	the	described	control	and	the	business	risk	to	which	it	has	been	mapped.

A	failure	to	map	all	the	risks	to	internal	controls	does	not	necessarily	indicate	an	

inadequate	control	level.	here	may	be	legitimate	reasons	why	no	internal	control	

has	 been	 assigned	 to	 a	 deined	 risk.	 he	 general	 business	 risks	 identiied	 by	 the	

company	do	not	always	apply	to	all	locations.	Oten,	risks	within	one	process	group	

will	be	mitigated	by	controls	in	another	process	group.	In	this	case,	an	explanation	

should	be	provided	within	the	process	design	assessment	results.	Additionally,	the	

local	entity	may	have	 internal	controls	 in	place	 that	have	not	been	documented.		

A	inding	should	only	be	made	in	the	event	that	a	relevant	business	risk	has	been	

identiied	that	is	not	mitigated	by	an	internal	control.	

In	addition	to	mapping	the	correlation	between	identiied	internal	controls	and	

inherent	business	risks,	the	process	owners	must	also	determine	which	of	the	asser-

tions	 listed	below	is	assured	by	the	 internal	control	 in	relation	to	the	risk.	Every	

internal	control	should	cover	one	or	more	of	the	following	aims:	

•	 Completeness:	All	 information	 is	 captured	during	 the	course	of	 transactions,	

process	steps,	and	activities.

Audit FocusAudit Focus

Control Review  
(Step 5)
Control Review  
(Step 5)

Risks Without internal 
Controls
Risks Without internal 
Controls

Control Assertion 
Review
Control Assertion 
Review

Attributes

Signiicance Signiicant control If the control fails, a misstate-
ment is very probable.

Automation Automated The control is performed auto-
matically by a computer or en-
forced by the system settings.

Detective Errors are retrospectively
identiied and corrected.

Semi-automated Automatic control, but requires 
manual start or validation.

Manual The control is efected 
exclusively by persons.

Purpose of control Preventive Errors are prevented. 

Standard control Supporting control.

Values De�nitions

Fig. 22 Deinition of Control Attribute Values
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•	 Accuracy:	he	factual	and	formal	correctness	of	the	data	and	documents	used	

for	the	afected	process	step	is	guaranteed.

•	 Validity:	Veriication	that	the	data	or	objects	of	given	transactions	truly	exist	(by	

either	an	authorized	person	or	the	system	itself).

•	 Restricted	access:	Users	only	have	access	to	data	and	functions	that	are	relevant	

to	their	responsibilities	and	their	roles.

As	with	the	general	control	attributes,	a	good	process	description	should	contain	an	

appropriate	balance	of	control	assertions.	

Having	mapped	the	internal	controls	to	their	respective	risks	and	control	asser-

tions,	 process	 owners	 must	 then	 determine	 the	 correlation	 between	 the	 internal	

controls	 and	 the	 corresponding	 inancial	 statement	 accounts	 they	 afect	 either	

directly	or	indirectly.	he	company	should	have	identiied	inancial	statement	ac-

counts	that	are	relevant	to	each	process	group	on	a	consolidated	group	level.	Once	

auditors	have	identiied	the	signiicant	accounts	for	the	local	entity,	they	must	then	

ensure	that	each	of	these	accounts	is	mapped	to	an	internal	control.

he	process	owner	should	also	map	each	 internal	control	 to	a	corresponding	

inancial	statement	assertion.	Every	control	should	cover	one	or	more	of	the	follow-

ing	assertions:	

•	 Existence	 or	 occurrence:	 Assertions	 about	 existence	 or	 occurrence	 address	

whether	assets	or	 liabilities	of	the	entity	exist	at	a	given	date	and	whether	re-

corded	transactions	have	occurred	during	a	given	period.	

•	 Completeness:	Assertions	about	completeness	address	whether	all	transactions	

and	accounts	that	should	be	presented	in	the	inancial	statements	are	included.

•	 Valuation	 or	 allocation:	 Assertions	 about	 valuation	 or	 allocation	 address	

whether	asset,	liability,	revenue,	and	expense	components	have	been	included	

in	the	inancial	statements	at	appropriate	amounts.

•	 Rights	and	obligations:	Assertions	about	rights	and	obligations	address	whether	

assets	are	the	rights	of	the	entity	and	liabilities	are	the	obligations	of	the	entity	at	

a	given	date.

•	 Presentation	and	disclosure:	Assertions	about	presentation	and	disclosure	ad-

dress	whether	particular	components	of	 the	inancial	 statements	are	properly	

classiied,	described,	and	disclosed.

Once	the	desk	review	has	been	completed,	the	auditor	should	examine	each	control	

design	individually.	he	most	efective	way	to	conduct	this	review	is	to	re-perform	

the	walkthrough.	he	local	SOX	champion	should	have	documented	the	procedures	

used	during	the	walk-through,	and	the	auditor	will	now	test	these	procedures.	he	

purpose	of	the	walkthrough	is	to	conirm	with	the	process	owner	the	overall	accu-

racy	of	 the	process	documentation.	 It	 should	establish	whether	 the	number	and	

type	of	controls	in	a	process	are	suicient	to	minimize	business	risks	eiciently.	he	

following	steps	should	be	performed:

•	 he	process	owner	should	explain	the	process	to	the	auditor	so	that	the	results	

of	the	desk	review	can	be	veriied.

Review of Account 
Mapping 

(Step 6)

Review of Account 
Mapping 

(Step 6)

Financial Statement 
Assertions

Financial Statement 
Assertions

Walk-through ReviewWalk-through Review
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•	 he	auditor	should	focus	on	the	potential	risks	and	form	a	preliminary	agree-

ment	with	process	owners	on	what	those	are.

•	 he	main	emphasis	should	be	on	signiicant	internal	controls.	Suitable	risk	min-

imization	measures	should	be	agreed	upon	with	the	process	owner.

•	 For	each	internal	control,	the	auditor	should	randomly	select	one	or	more	trans-

actions	from	the	appropriate	population.

•	 he	auditors	should	trace	the	transactions	from	the	beginning	to	the	end	of	the	

process.	hey	should	check	to	determine	whether	there	are	interfaces	to	other	

processes	and	to	ensure	that	no	transaction-related	information	is	transferred	

by	mistake.

•	 he	auditors	should	ask	questions	concerning	the	operation	of	any	signiicant	

controls	that	are	in	place	to	detect	or	prevent	material	misstatements	(conirma-

tion	of	the	account	mapping).

•	 It	is	necessary	to	obtain	supporting	documentation	demonstrating	that	the	con-

trol	 is	working	as	documented.	he	auditor	 should	note	whenever	 the	actual	

process	deviates	from	the	documented	version.

•	 Auditors	 should	 obtain	 screenshots	 for	 any	 part	 of	 the	 process	 that	 involves	

computer	input	or	other	computer	procedures.

•	 he	auditors	should	prepare	the	internal	control	testing	phase	and	ile	the	col-

lected	results	in	binders.

On	the	basis	of	the	desk	review	and	walk-through	results,	the	auditor	must	deter-

mine	whether	or	not	the	control	maturity	rating	assigned	by	the	SOX	champion	is	

appropriate.	he	following	table	shows	an	example	of	a	possible	rating.

Once	the	desk	review	and	walk-through	have	been	completed,	Internal	Audit	must	

review	the	control	design	assessment	made	by	the	SOX	champion.	his	requires	the	

following	steps:

•	 Ensure	the	control	description	is	clear,	comprehensive,	and	complete.

internal Controls 
Maturity
internal Controls 
Maturity

Review of the Control 
Design Assessment
Review of the Control 
Design Assessment

Unreliable Informal Standardized Monitored Optimized

Control activities 

are not designed 

or in place. 

The environment 

is unpredictable.

Control activities 

are designed 

and in place, 

but they are not 

adequately 

documented.

Control activities 

are designed, 

in place, and 

adequately 

documented.

Controls are 

integrated. 

There is real-time 

monitoring by 

management 

and continuous 

improvement.

Fig. 23 Internal Controls Maturity Framework
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•	 Examine	the	internal	controls	to	ensure	they	are	suicient	to	fully	address	risks.

Make	notes	of	any	deiciencies.

•	 Examine	how	risks	have	been	assigned	to	the	inancial	statement	accounts.

•	 Assess	the	coverage	of	inancial	statement	assertions.

•	 Assess	the	documentation	of	the	controls	to	establish	whether	it	is	adequate	to	

audit	the	efectiveness	of	these	controls.

•	 Assess	the	ability	of	the	control	owner	to	perform	control	(skills,	training,	etc.).

•	 Describe	the	assessment	made.

Having	completed	their	assessment	of	each	individual	control	within	a	process,	the	

SOX	champions	must	then	provide	an	assessment	of	the	adequacy	of	the	overall	

process	design.	he	process	design	assessment	should	be	a	cumulative	evaluation	of	

each	of	 the	control	assessments	within	the	process.	he	result	of	 this	assessment	

may	be	as	follows:

•	 Adequate:	All	controls	within	the	process	are	standardized,	or	risk-minimizing	

controls	exist.

•	 Deicient:	One	or	more	controls	within	 the	process	 are	missing,	 informal,	or	

unreliable.

•	 Signiicantly	deicient:	Signiicant	controls	within	the	process	are	missing	or	un-

reliable.

If	a	single	control	assessment	does	not	conform	to	the	standard,	it	does	not	mean	

that	the	whole	process	design	is	deicient.	Oten,	informal	or	unreliable	standard	

controls	are	mitigated	with	overriding	signiicant	controls.	However,	an	adequate	

rating	should	not	be	given	to	a	process	design	where	a	signiicant	control	is	unreli-

able.

Once	the	auditors	have	analyzed	the	results	of	the	SOX	champion’s	process	de-

sign	assessment,	they	perform	their	own	review.	In	general,	a	thorough	assessment	

should	include	the	following	steps:

•	 Assess	 the	adequacy	of	 the	documentation,	verifying	 that	 it	 is	clearly	written	

and	contains	suicient	detail	to	enable	a	third	party	to	evaluate	the	control	de-

sign	and	to	test	the	operating	efectiveness.

•	 Check	if	the	mix	of	preventive	and	detective	as	well	as	manual	and	automated	

controls	is	suiciently	balanced	to	mitigate	process-inherent	risks.

•	 Test	the	signiicant	internal	controls.

•	 Examine	how	risks	have	been	mapped	to	the	inancial	statement	accounts	(in-

cluding	the	explanation	of	process	risks	not	addressed).

•	 Check	whether	controls	within	a	process	are	located	in	the	right	place.

•	 Verify	that	each	risk	of	potential	material	misstatement	as	well	as	the	risk-mini-

mizing	controls	are	documented.

•	 Identify	controls	 implemented	 to	detect	or	prevent	unauthorized	acquisition,	

use,	or	disposition	of	company	assets.

Review of the Process 
Design Assessment

Review of the Process 
Design Assessment

not all Controls Conform 
to Standard

not all Controls Conform 
to Standard

Process Design 
Assessment Steps

Process Design 
Assessment Steps
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he	SOX	champion	must	document	the	process	and	control	design	assessments	in	

detail.	In	addition,	the	auditor	should	document	the	following	in	the	process	group	

templates	based	on	the	internal	control	design	review:

•	 procedures	performed,

•	 expected	results,

•	 audit	evidence,	and

•	 conclusion	drawn	from	the	assessment.

If	 the	auditor	determines	that	 the	design	rating	for	a	process	or	control	 is	either	

“deicient”	or	“signiicantly	deicient,”	then	an	appropriate	inding	must	be	reported.	

Findings	are	documented	 in	 the	process	group	template.	 It	may	be	useful	 to	use	

standardized	indings	categories	for	analytical	purposes	on	a	company	level.	In	the	

process	of	reporting	indings,	the	auditor	must	assign	a	priority.	Again,	it	may	be	

helpful	to	have	standardized	priority	levels	(e.g.,	high,	medium,	and	low)	as	well	as	

a	guideline	explaining	in	what	cases	each	priority	applies.	It	may	not	be	necessary	

to	document	a	detailed	remediation	plan	for	every	inding	that	is	noted.	For	example,	

the	company	may	determine	that	detailed	remediation	plans	are	only	required	for	

issues	that	cannot	be	corrected	within	four	weeks.	However,	there	may	be	speciic	

topics	(e.g.,	indings	relating	to	revenue	recognition	under	US-GAAP)	that	always	

require	remediation	plans.

he	control	and	process	design	assessment	is	followed	by	tests	of	the	efective-

ness	of	the	internal	controls	put	in	place	to	ensure	that	these	controls	operate	as	

planned.	By	performing	such	tests,	the	auditor	can	show	that	an	internal	control	

process	may	not	function	adequately,	even	if	its	design	is	adequate.	his	situation	

usually	occurs	when	internal	controls	are	not	properly	monitored	or	implemented.

Internal	Audit	must	determine	whether	the	techniques	the	SOX	champion	has	

used	to	test	internal	control	efectiveness	are	reliable.	In	addition,	they	must	ensure	

that	 the	 testing	 techniques	 are	 compliant	 with	 the	 standards	 established	 by	 the	

company	(preferably,	 in	conjunction	with	the	external	auditor).	Lastly,	a	random	

sample	of	signiicant	controls	should	be	re-tested	to	ensure	that	the	results	are	con-

sistent	with	those	of	the	SOX	champion.	

here	are	four	levels	of	appropriate	testing	techniques:

•	 interviews	with	competent	persons,

•	 observation	of	processes	in	the	company,

•	 testing	of	the	relevant	documentation,	and

•	 re-performance	of	the	control.

he	level	of	security	increases	with	each	level.	A	reliable	testing	procedure	should	

have	a	balanced	mix	of	these	techniques.

In	addition	to	proper	testing	techniques,	a	company	should	also	consider	using	

mandatory	testing	and	re-testing	parameters.	hese	parameters	must	be	adhered	to	

in	order	for	the	external	auditors	to	be	able	to	rely	upon	the	work	performed	locally.	

he	 irst	 set	 of	 parameters	 deals	 with	 the	 number	 of	 controls	 tested	 per	 process	

group.	In	all	cases,	all	signiicant	controls	should	be	tested.	However,	a	company	

Documentation During 
the Design Assessment 
Phase

Documentation During 
the Design Assessment 
Phase

FindingsFindings

need to test the 
efectiveness of internal 
Controls

need to test the 
efectiveness of internal 
Controls

Review of the tests 
Performed by the SOX 
Champion

Review of the tests 
Performed by the SOX 
Champion

Reliable testingReliable testing

introduction of 
Mandatory Parameters
introduction of 
Mandatory Parameters
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may	also	decide,	for	example,	to	test	10%	to	20%	of	standard	controls,	just	to	have	

additional	assurance	within	a	process	group.	he	second	set	of	parameters	deals	

with	 the	 number	 of	 samples	 selected	 per	 test.	 In	 general,	 the	 number	 of	 testing	

samples	increases	directly	with	the	frequency	with	which	the	control	is	performed.	

A	ictitious	example	of	speciic	parameters	for	selecting	testing	and	re-testing	sam-

ple	sizes	is	illustrated	in	the	chart	below:

Usually,	 it	 is	not	possible	 to	determine	 sample	 sizes	 for	 event-driven	controls	 in	

advance.	When	testing	event-driven	controls	it	is	useful	to	proceed	according	to	the	

same	speciications	as	in	the	case	of	date-driven	controls.	he	more	oten	the	event	

occurs,	the	larger	the	sample	size	should	be.	he	ultimate	value	is	based	on	a	date-

driven	sample	size.	It	must	therefore	be	determined	how	oten	the	event	occurs	on	

average	(e.g.	quarterly,	weekly,	daily)	and	the	corresponding	sample	size	taken.

When	reviewing	the	efectiveness	of	 testing	procedures,	auditors	should	con-

sider	the	testers’	independence	and	experience.	In	general,	testers	should	always	be	

independent	of	the	processes	which	they	are	testing.	hat	is,	the	test	should	not	be	

Procedure for event-
Driven Controls

Procedure for event-
Driven Controls

tester independence 
and experience

tester independence 
and experience

Control

frequency

Sample size Number 

of errors

Findings Re-testing No. of 

additional 

errors

Findings

Annually 1 1 Yes After 

correction

Not 

applicable

Not 

applicable

Quarterly 2 1 to 2 Yes After 

correction

Not 

applicable

Not 

applicable

Monthly 3 1 to 3 Yes After 

correction

Not 

applicable

Not 

applicable

Daily 20 1 to 2 No 10 additio-

nal, imme-

diately

1 or more Yes

2 to 10 Yes After 

correction

Not 

applicable

Not 

applicable

3 to 20 Yes After 

correction

Not 

applicable

Not 

applicable

Several 

times daily

30 1 to 3 No 15 additio-

nal, imme-

diately

1 or more Yes

4 to 30 Yes After 

correction

Not 

applicable

Not 

applicable

Weekly 10 1 No 5 additio-

nal,  imme-

diately

1 or more Yes

Fig. 24 Special Parameters for Selecting the Sample Size
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performed	by	the	process	owner.	However,	 the	tester	should	be	experienced	and	

familiar	enough	with	the	process	to	be	able	to	form	a	well-founded	opinion	regard-

ing	the	efectiveness	of	the	controls.

Before	testing	can	begin,	a	set	of	testing	procedures	should	be	documented	lo-

cally	by	each	owner.	his	allows	 the	auditor	 to	understand	exactly	how	controls	

were	tested	for	efectiveness.	Internal	Audit	should	also	document	these	procedures	

in	the	process	group	template.	he	following	items	are	of	particular	note:

•	 sample	size,

•	 sample	selection,

•	 testing	approach	and	mix	of	testing	techniques,	and

•	 expected	results	(type	of	result,	formal	and	factual	accuracy).

he	following	are	ictitious	examples	of	procedures	for	testing	internal	controls:

•	 he	auditors	obtain	a	list	of	all	purchase	order	requisitions	created	in	2005.	Using	

interval	sampling,	they	determine	the	interval	for	choosing	the	requisitions	at	

random.	he	auditors	note	the	requestor,	cost	center,	cost	center	manager,	actual	

approver	and	PR	content.	hey	 then	document	 the	 results	 and	copy	 the	irst	

page	of	each	purchase	order	requisition	as	audit	evidence.	hey	reference	the	

documentation	and	ile	it	in	the	testing	binder.

•	 he	auditors	obtain	copies	of	the	quarterly	reports	for	two	quarters	within	the	

current	year.	Together	with	the	process	owners,	they	review	the	reports	to	deter-

mine	what	is	to	be	checked	here.	he	procedure	is	as	follows:

–	 he	documents	to	be	examined	are	copied	and	referenced,	or

–	 the	exceptions	are	copied	and	the	quarterly	reports	are	captured	electronically.	

he	exceptions	and	the	electronic	document	are	referenced.	he	documenta-

tion	is	iled	in	the	testing	binder.

Once	 the	 testing	 procedures	 have	 been	 completed,	 the	 results	 should	 be	 docu-

mented.

Examples	of	how	the	results	of	testing	the	internal	controls	can	be	described	are	

as	follows:

•	 All	 items	 in	 the	 sample	met	 the	required	criteria.	No	exceptions	were	 found.	

his	provides	evidence	that	an	efective	control	exists.	Supporting	documents	

have	been	cross-referenced	and	iled	in	a	testing	binder.

•	 Out	of	30	requisitions	reviewed,	ten	had	some	form	of	exception.	Either	there	

was	 no	 formal	 approval	 for	 the	 order	 (ive	 times)	 or	 requestor	 and	 approver	

were	the	same	(ive	times).	All	exceptions	and	documents	reviewed	were	copied,	

referenced	and	iled.	his	control	is	signiicantly	deicient.

SOX	audits	also	require	the	preparation	of	working	papers	as	audit	evidence.	hey	

must	make	the	following	items	transparent:

•	 how	 the	 testing	 was	 performed	 (responsible	 employees	 interviewed	 and	 the	

substance	of	the	inquiries,	including	additional	corroborative	results),
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•	 the	control	results	(any	documents	examined	and	an	identiication	of	the	sam-

ples	 selected	 for	 testing,	 e.g.	 invoice	no.	 1234,	no.	 2345	etc.	were	 selected	and	

assessed	for	accuracy	of	signature	according	to	the	approval	matrix),

•	 the	results	of	the	testing	(information	includes	the	number	and	description	of	

any	exceptions,	e.g.,	all	samples	selected	have	been	accurately	signed	with	the	

exception	of	invoice	no.	2345	where	the	approval	signature	is	missing),

•	 the	nature	of	any	re-performance	of	tests,	and

•	 recommendations	for	improvement,	where	appropriate.

Testing	results	and	evidence	in	the	form	of	working	papers	are	collected	in	testing	

binders.	he	results	and	evidence	should	be	referenced	so	that	a	link	can	be	made	

to	the	control	step	tested.	In	addition,	specifying	the	date	that	the	document	was	

copied	or	received	and	the	source	of	the	document	helps	ensure	that	the	documen-

tation	can	always	be	traced	back	to	the	owner.

Finally,	at	 the	end	of	each	 testing	phase,	a	meeting	should	be	held	with	each	

process	owner	and/or	process	group	owner	in	order	to	conirm	all	the	results	(in-

cluding	 any	 indings	 and	 planned	 remediation).	 Once	 an	 agreement	 has	 been	

reached	with	the	process	owner	on	a	inding	and	the	correction	of	 its	cause,	 the	

exceptions	can	be	inalized	and	corrected	in	the	process	group	template.

In	addition	to	verbally	describing	their	internal	control	structures,	the	process	

owners	should	also	prepare	process	lowcharts	(one	per	process	group).	A	company	

may	have	deined	standard	symbols	and	formats	that	should	be	used	when	prepar-

ing	these	documents.	he	auditor	must	verify	that	these	lowcharts	comply	with	the	

company’s	quality	assurance	standards.	As	an	example,	a	process	group	lowchart	

may	consist	of	the	following	three	levels:

•	 Level	1:	Overview	of	the	process	group.

•	 Level	2:	Breaking	process	groups	down	into	key	processes.

•	 Level	3:	Breaking	processes	down	into	key	transactions	and	describing	work-

lows	and	controls.

In	general,	a	well	organized	and	properly	prepared	lowchart	should:

•	 use	the	standard	symbols	correctly,

•	 be	clear,	simple,	and	concise,

•	 clearly	identify	the	controls,	including	their	input	and	output,

•	 demonstrate	the	chronological	sequence	of	events,

•	 use	descriptive	text	concisely	and	sparingly	and	be	properly	referenced	to	pro-

vide	further	explanation,	and

•	 clearly	indicate	who	is	performing	the	controls.

Document FilingDocument Filing
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For	design	assessments:

•	 Auditors	 must	 ensure	 that	 the	 control	 assertions	 of	 completeness,	 accuracy,		

validity,	 and	 restricted	 access	 are	 addressed	 in	 each	 process	 (not	 only	 in	 the	

process	group).

•	 In	general,	each	process	must	have	at	least	one	signiicant	control.

•	 If	a	control	covers	a	number	of	risks,	it	is	probably	a	signiicant	control.

•	 For	control	steps	that	include	system	input	or	output	or	systematic	procedures,	

the	relevant	transaction	codes	and	result	reports	must	be	speciied.

For	control	efectiveness	tests:

•	 When	using	the	test	procedures,	auditors	must	make	sure	that	they	are	testing	

the	control	actually	described.
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9	 Revenue	Recognition	Assurance

Key	Points	 •••

•	 he	GIAS	revenue	recognition	assurance	program	supports	the	company	in	en-

suring	compliance	with	revenue	recognition	rules.

•	 his	concept	includes,	for	example,	customer	conirmations	and	unannounced	

license	audits	that	are	used	in	addition	to	regular	audit	activities.

•	 Internal	Audit’s	general	quality	assurance	program	has	been	adapted	to	the	spe-

cial	requirements	of	revenue	recognition	assurance	work.

Compliance	with	 revenue	recognition	rules	 is	an	 important	audit	 topic.	For	 this	

reason,	SAP’s	Internal	Audit	has	developed	an	additional	program,	which	provides	

special	 work	 programs	 for	 this	 issue.	 Under	 this	 revenue	 recognition	 assurance	

program,	Internal	Audit	conducts	unannounced	audits	of	license	agreements	and	

obtains	 contract	 conirmations	 from	 customers.	 Unannounced	 license	 audits	

largely	follow	the	procedure	for	standard	license	audits	(see	Section	C,	Chapter	5.3).	

Customer	 contract	 conirmations	 involve	 writing	 to	 customers,	 asking	 them	 to	

conirm	the	components	and	terms	and	conditions	of	contracts.	he	objective	of	

these	tests	is	to	ensure	that	the	contract	documentation	is	complete	and	to	exclude	

the	existence	of	any	supplementary	agreements	that	are	not	documented	or	taken	

into	account,	as	well	as	to	ascertain	the	amount	of	revenue	recognized.

Internal	Audit	conducts	three	customer	contract	conirmation	cycles	per	year	in	

each	region	on	a	global	basis.	hese	three	cycles	cover	contracts	signed	in	the	irst	

quarter,	contracts	signed	in	the	second	and	third	quarters,	and	contracts	signed	in	

the	fourth	quarter	respectively.	Each	conirmation	cycle	spans	approximately	eight	

to	ten	weeks,	from	contract	selection	through	inal	report.	In	addition,	the	external	

auditors	also	obtain	customer	contract	conirmations	every	quarter.	However,	In-

ternal	Audit	conducts	 its	customer	contract	conirmation	cycle	 independently	of	

the	external	auditors’	conirmation	process.

he	entire	customer	contract	 conirmation	cycle	consists	of	 six	main	process	

steps:	Preparation,	distribution,	 inquiry	 I,	 inquiry	 II,	alternative	audit	work,	and	

reporting.	If	all	the	contracts	are	properly	conirmed	by	customers,	alternative	audit	

work	is	not	necessary.	Details	of	each	of	the	main	process	steps	of	the	conirmation	

cycle	are	provided	below.

To	prepare	for	customer	contract	conirmations,	the	internal	audit	team	selects	

the	countries	to	be	audited	through	a	risk	assessment.	Internal	Audit	conducts	this	

risk	assessment	once	a	year	in	November/December	with	the	involvement	of	other	

departments	within	the	company.	For	example,	Corporate	Financial	Reporting	or	

the	regional	inance	managers	are	asked	to	give	their	risk	assessment.	On	the	basis	

of	 the	 feedback	 received	 and	 the	 risk	 assessments	 made,	 each	 regional	 unit	 of	

Internal	Audit	selects	diferent	countries	for	each	cycle,	in	relation	to	the	size	of	the	

ConceptConcept
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Conirmations	in	General

the	Customer	Contract	
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region.	Additionally,	the	results	of	this	risk	assessment	are	reviewed	before	the	start	

of	the	next	customer	contract	conirmation	cycle	to	establish	if	the	risk	evaluation	

is	still	up	to	date.

Since	SAP’s	external	auditors	also	obtain	contract	conirmations,	 the	 internal	

audit	 team	has	 to	ensure	 that	 a	 customer	 is	not	 contacted	 twice	about	 the	 same	

contract.	herefore,	ater	selecting	the	countries,	 Internal	Audit	requests	a	 list	of	

contract	conirmations	sent	out	by	the	external	auditors.	Once	this	information	is	

available,	Internal	Audit	selects	contracts	for	review.	In	return,	Internal	Audit	then	

passes	the	corresponding	information	to	the	external	auditors.

Contract	selection	involves	a	combination	of	individual	selection	according	to	

auditor	judgment	and	random	selection.	First,	a	complete	list	of	all	customer	con-

tracts	should	be	compiled.	To	facilitate	selection,	this	list	must	be	sorted	by	contract	

value	in	descending	order.	Two	groups	of	contracts	are	created	on	the	basis	of	the	

selection	model:	Group	A	includes	all	contracts	whose	accumulated	volume	makes	

up	80%	of	 the	 total	contract	volume	on	the	 list	 for	 the	selected	period.	Group	B	

contains	all	other	contracts.

•	 Selection	from	group	A:	Inclusion	of	all	contracts	above	a	certain	threshold	is	

mandatory.	his	threshold	should	be	around	twice	the	average	contract	value	in	

group	A.	Below	this	threshold,	internal	auditors	initially	use	their	own	discre-

tion	to	select	further	contracts.	Additional	contracts	are	randomly	selected	until	

50%	of	the	remaining	value	of	the	contracts	not	already	selected	is	reached	in	

relation	to	contract	volume	(remaining	value	of	contracts	not	already	selected		

=	group	A	–	contracts	above	the	threshold	–	internal	auditor	selection	–	contracts	

selected	by	the	external	auditors	not	yet	included	by	the	internal	auditors).

•	 Selection	from	group	B:	he	contracts	are	selected	randomly	and/or	according	

to	internal	auditor	judgment	for	up	to	20%	of	the	total	volume	of	group	B.

Based	on	this	selection	model,	at	 least	75%	of	 total	contract	volume	is	examined	

(including	the	contracts	selected	by	the	external	auditors).	

Once	the	contracts	have	been	selected,	the	local	and	regional	managers	are	in-

formed	 by	 e-mail,	 which	 also	 serves	 as	 audit	 announcement	 (see	 Section	 B,		

Chapter	3.1).	Soon	ater	the	announcement,	the	Internal	Audit	employee	responsible	

for	assuring	revenue	recognition	contacts	the	local	subsidiary,	requesting	the	nec-

essary	customer	and	contact	information,	e.g.,	customer	contact	person,	telephone	

number,	and	date	of	irst	delivery	(including	delivery	documents).

Because	of	 the	many	diferent	 languages,	 the	customer	contract	conirmation	

cycle	is	normally	supported	by	the	local	external	auditors	if	Internal	Audit	cannot	

cover	 the	 relevant	 language	 internally.	hey	provide	 Internal	Audit	with	 transla-

tions	of	the	customer	contract	conirmation	requests	and	of	the	main	points	of	the	

selected	contracts.

Once	preparations	have	been	completed,	 i.e.,	all	 the	 information	and	transla-

tions	are	available,	Internal	Audit	writes	the	contract	conirmation	letter	for	distri-

bution	to	customers.	Each	customer	gets	an	English	and	a	local	language	version.
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Process	steps	2	(distribution)	through	6	(report)	are	documented	in	a	monitor-

ing	working	paper,	which	replaces	the	working	papers	normally	used.

he	following	audit	tasks	should	be	performed	and	documented	during	the	cus-

tomer	contract	conirmation	cycle:

•	 he	following	standard	audit	work	is	performed	before	the	customer	contract	

conirmation	letter	is	returned:

–	 System	accounting	entries	are	checked.

–	 License	payments	are	checked.

–	 Maintenance	payments	are	checked.

–	 Deliveries	are	checked.

–	 Necessary	accruals	and	deferrals	are	checked.

•	 Calls	to	customers	(inquiry	I).

•	 On	return,	the	customer	contract	conirmation	letter	is	checked	for	complete-

ness	and	accuracy	(inquiry	II).

•	 All	audit	steps	conducted	during	alternative	audit	work.

•	 All	information	received	or	audit	steps	taken	between	the	alternative	audit	work	

and	the	report.

Approximately	two	weeks	ater	the	conirmation	letters	are	sent	to	customers,	all	

customers	who	have	not	returned	the	contract	conirmation	should	be	contacted	by	

telephone.	If	possible,	Internal	Audit	should	obtain	and	document	verbal	conirma-

tion	this	way.	If	Internal	Audit	cannot	obtain	a	proper	conirmation,	the	contract	

should	be	earmarked	for	alternative	audit	work.

All	contract	conirmation	letters	received	from	customers	must	be	examined	for	

completeness	and	accuracy.	If	there	are	exceptions,	the	following	audit	steps	should	

be	taken:

•	 If	possible,	the	exceptions	should	be	clariied	with	the	customer	by	telephone.

•	 Contact	the	local	subsidiary’s	accounting	department,	contract	administration	

department,	and/or	sales	executive	for	clariication.

If	 the	exceptions	cannot	be	clariied,	 the	 internal	audit	 team	should	earmark	the	

contract	for	alternative	audit	work.

Approximately	two	weeks	before	the	date	scheduled	for	alternative	audit	work,	

Internal	Audit	evaluates	the	customer	contract	conirmation	status.	he	result	is	

written	into	a	report	and	distributed	to	the	managers	responsible	in	the	local	sub-

sidiary	(at	least	to	the	head	of	the	accounting	unit).	If	one	or	more	contracts	have	

not	 been	 conirmed,	 the	 sales	 executive	 responsible	 in	 the	 local	 subsidiary	 can	

assist	the	internal	audit	team	in	contacting	the	customer.	All	contracts	of	a	conir-

mation	cycle	that	are	not	conirmed	to	Internal	Audit	by	the	customer	as	of	the	

scheduled	starting	date	of	the	alternative	audit	work	must	be	examined	locally	in	

the	subsidiary.
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he	following	information	is	updated	during	alternative	audit	work:

•	 License	payments	are	checked.

•	 Maintenance	payments	are	checked.

•	 Credit	notes	issued	are	checked.

•	 he	Global	Contract	Approval	Forms	(GCAF)	are	checked.

•	 It	 is	checked	if	sales	conirmation	letters	have	been	signed	by	the	responsible	

sales	executive.

In	addition,	all	 further	relevant	information	received	in	the	meantime	should	be	

processed	and	documented.	All	available	documents	relating	to	unconirmed	con-

tracts	must	be	reviewed	locally	in	the	subsidiary,	particularly	the	original	contract,	

the	documents	held	by	the	license	administration	department,	and	the	customer	

ile	with	any	correspondence.

he	inal	report	is	the	last	process	step	of	the	customer	contract	conirmation	

cycle.	here	are	three	diferent	reporting	levels	(local,	regional,	and	global).	he	

local	reports	are	distributed	to	local	management.	he	regional	reports	include	an	

overview	of	all	countries	selected	for	auditing	in	the	region	concerned,	and	addi-

tional	information	from	the	local	report.	hese	reports	are	sent	to	regional	man-

agement.	he	global	reports	are	prepared	and	distributed	by	the	global	coordinator	

for	the	GIAS	revenue	recognition	assurance	program.	he	global	report	includes	

a	global	overview	and	the	regional	reports.	he	report	is	sent	to	the	members	of	the	

Board	 and	 other	 afected	 parties,	 e.g.	 corporate	 departments	 and	 the	 external	

auditors.

If	the	customer	contract	conirmations	result	in	indings	that	require	follow-up,	

an	internal	implementation	report	(GIAS	only)	is	compiled	in	addition	to	the	re-

port	on	the	conirmation	cycle	for	use	as	a	basis	for	the	follow-up.

In	addition	to	Internal	Audit’s	general	quality	assurance	concept	(for	details,	see	

Section	D,	Chapter	5),	a	speciic	quality	assurance	program	has	been	developed	and	

introduced	for	the	customer	contract	conirmations,	intended	to	guarantee	the	fol-

lowing:

•	 efectiveness	of	the	conirmation	cycle,

•	 compliance	with	SAP-speciic	standards	set	by	Internal	Audit,

•	 compliance	with	international	standards	for	Internal	Audit,	and

•	 continuous	process	improvement.
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he	above	igure	shows	the	quality	gates	that	have	been	deined	for	the	customer	

contract	conirmation	process.	he	measures	relating	to	quality	gates	are	deined	as	

follows:

•	 Review:	he	audit	object	is	inalized	before	it	is	forwarded	for	inal	approval.

•	 Approval:	his	authorizes	the	completion	of	the	current	audit	phase.

All	quality	gates	must	be	documented	at	least	electronically.

Besides	 customer	 contract	 conirmations,	 unannounced	 license	 audits	 are	 the	

second	 component	 of	 the	 revenue	 recognition	 assurance	 program.	 Unannounced	

license	audits	are	normally	ad-hoc	audits	and	largely	follow	the	standard	work	pro-

gram	for	license	audits	(see	Section	C,	Chapter	5.3).	Every	year,	between	three	and	six	

unannounced	license	audits	are	conducted	in	each	region.	Depending	on	the	size	of	

the	local	subsidiary,	the	audit	takes	three	to	ive	days	if	two	auditors	are	appointed.

Quality	GatesQuality	Gates

Unannounced	License	
Audits

Unannounced	License	
Audits
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he	execution	of	unannounced	license	audits	is	largely	the	same	as	license	audits	

conducted	as	part	of	a	basic	audit,	e.g.	the	selection	of	the	local	subsidiary	to	be	audited	

is	subject	to	the	same	risk	assessment	process	as	for	customer	contract	conirmations.	

However,	there	are	diferences	during	preparation	and	execution:

•	 Contract	selection:	he	contracts	are	selected	two	days	before	the	start	of	the	

audit.	he	contracts	are	selected	from	a	speciic	period	before	the	audit	date.	Out	

of	these,	50%	of	the	contracts	are	selected	on	the	basis	of	contract	volume	(i.e.,	

large-volume	contracts).	he	other	50%	of	contracts	are	determined	by	auditor	

judgment.

•	 Announcement:	he	audit	is	not	announced	to	the	local	subsidiary.	However,	it	

is	acceptable	to	inform	the	head	of	the	accounting	unit	approximately	one	hour	

before	arrival.

•	 Closing	meeting:	he	closing	meeting	should	be	attended	by	at	least	the	head	of	

the	accounting	unit.	he	head	of	the	local	subsidiary	should	also	be	informed.	

Depending	on	the	nature	of	the	results,	additional	participants	may	be	included	

in	the	closing	meeting.
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Unannounced	License	
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•	 Reporting:	he	standard	report	template	is	used	for	unannounced	license	audits	

to	produce	the	report.	For	indings	that	entail	a	follow-up,	the	same	follow-up	

process	applies	as	for	regular	audit	engagements	(see	Section	B,	Chapter	6).

he	quality	assurance	concept	for	unannounced	license	audits	is	based	on	the	gen-

eral	quality	assurance	guidelines	for	the	Audit	Roadmap	(see	Section	D,	Chapter	5),	

but	has	been	adapted	to	take	account	of	the	diferent	audit	process.

he	irst	quality	gate	includes	a	review	and	approval	of	the	countries	selected	

and	the	work	program.	he	review	is	optional	for	the	regional	Audit	Manager,	but	

the	approval	is	mandatory	for	the	global	coordinator	for	the	GIAS	revenue	recogni-

tion	assurance	program.	If	 the	standard	work	program	has	been	changed	by	 the	

audit	team,	it	must	be	examined	by	the	regional	revenue	recognition	assurance	of-

icer.	It	is	mandatory	for	the	regional	revenue	recognition	assurance	oicer	to	check	

the	working	papers	of	the	second	quality	gate.	his	review	is	optional	for	the	global	

revenue	recognition	assurance	coordinator	and	 the	 regional	Audit	Manager.	Ac-

ceptance	of	the	above	two	quality	gates	should	be	documented	on	paper,	or	at	least	

by	e-mail.	he	last	two	quality	gates	in	Fig.	26	are	broadly	the	same	as	those	in	the	

general	quality	assurance	program	of	Internal	Audit	at	SAP	(for	more	on	quality	

assurance	see	Section	D,	Chapter	5).

Hints	AnD	tiPs	 ;

•	 When	making	a	conscious	selection	of	contracts,	auditors	should	take	into	ac-

count	criteria	such	as	posting	date	and	contract	type.

LinKs	AnD	ReFeRenCes	 e
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10	 IT	Audits
10.1	 Basics	and	System	Configuration

Key	PoInTs	 •••

•	 Internal	and	external	compliance	and	reliability	requirements	on	inancial	re-

porting	must	be	supported	by	a	company’s	information	technology.

•	 he	extent	of	the	IT	audit	is	inluenced	by	the	domains	of	Plan	and	Organize,	

Acquire	and	Implement,	Deliver	and	Support,	and	Monitor	and	Evaluate.

•	 Possible	risks	for	an	IT	system	include	non-compliance,	inconsistent	data,	user	

error,	uncontrollability,	and	unreliability.

•	 In	addition	to	system	tests,	the	organizational	analysis	of	the	IT	system	is	a	key	

component	of	IT	audits.

Section	A	(see	Chapter	6.2.5)	provides	information	about	the	signiicance	of	Inter-

nal	Audit	for	companies	that	rely	heavily	on	information	technology.	Especially	in	

global	sotware	groups	such	as	SAP,	the	reliability	of	information	technology	for	the	

support	of	business	processes	is	a	key	prerequisite	for	the	achievement	of	corporate	

objectives.	In	addition,	there	are	external	requirements	that	place	clear	demands	on	

information	technology	to	ensure	that	the	company’s	inancial	reporting	is	compli-

ant.	IT	auditors	must	observe	various	internal	and	external	rules,	including	country	

speciic	rules,	relating	to	the	proper	operation	of	IT	systems,	efective	system	con-

trols,	and	the	way	in	which	computers,	programs,	and	data	are	used.

COBIT®	(see	also	Section	A,	Chapter	6.2.5)	identiies	the	basic	criteria	for	qual-

ity,	security,	and	compliance	in	information	technology	as	follows:

•	 conidentiality,

•	 integrity,

•	 availability,

•	 reliability,

•	 efectiveness,

•	 eiciency,	and

•	 compliance	with	legal	requirements.

COBIT®	also	identiies	four	domains	of	IT	governance.	hese	domains	inluence	

the	extent	of	an	IT	audit	in	ensuring	that	the	operation	of	the	IT	system	is	compli-

ant.	hey	are:

•	 Plan	and	Organize,

•	 Acquire	and	Implement,

•	 Deliver	and	Support,	and

•	 Monitor	and	Evaluate.

Each	of	these	domains	represents	a	separate	audit	object,	which	is	successively	inte-

grated	into	audit	planning	following	its	evaluation.	While	COBIT®	provides	initial	
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guidance	by	presenting	key	measures	for	processes	within	each	of	the	domains,	the	

utilization	of	these	measures	and	the	identiication	of	additional	measures	depend	

on	the	extent	of	the	audit	and	the	sophistication	of	the	technology.	In	an	IT	structure	

as	complex	as	that	of	SAP,	responsibility	for	the	diferent	systems	and	applications	

is	distributed	among	various	organizational	departments.	Some	departments	have	

their	own	audit	teams	for	the	diferent	domains	in	order	to	guarantee	that	internal	

guidelines	are	observed	and	external	requirements	and	customer	requests	are	met.	

Many	IT	units	at	SAP	are	ISO	certiied	for	this	reason.	Although	this	information	is	

useful	during	audit	planning,	IT	auditors	still	need	to	form	their	own	independent	

opinion	as	to	whether	an	IT	system	is	compliant	and	how	the	diferent	organiza-

tional	units	interact.

he	following	description	is	not	intended	to	provide	a	detailed	picture	of	all	the	

elements	of	IT	audits	but	it	explains	the	procedure	of	a	system	audit,	using	an	audit	

of	the	classic	SAP	systems	as	an	example.	New	technologies	such	as	the	Netweaver®	

platform	require	special	ieldwork	activities,	which	will	be	an	additional	focus	of	IT	

audits	in	the	future	and	will	therefore	have	to	be	scheduled	and	prepared	for	ac-

cordingly.	his	is	part	of	another	major	challenge	for	IT	auditors:	to	respond	with	

adequate	audit	measures	to	the	ever	faster	developments	in	the	world	of	IT.	

he	audit-relevant	areas	must	be	deined	during	audit	preparation	in	order	to	

establish	whether	the	system	is	compliant.	he	following	IT	system	risks	have	to	be	

taken	into	account:

•	 non-compliance,

•	 inconsistent	data,

•	 user	error,

•	 uncontrollability,	and

•	 unreliability.

he	requirements	as	to	how	and	to	what	extent	a	system	audit	must	or	can	be	con-

ducted	are	described	in	the	general	Scope	(see	Section	B,	Chapter	2.1).	he	actual	

ieldwork	activities	to	be	included	in	the	speciic	work	program	are	derived	on	this	

basis.	he	audit	guidelines	for	SAP	systems	developed	by	the	Audit	Working	Group	

are	among	the	documents	used	as	a	basis	for	creating	the	work	program.	he	work	

program	for	an	SAP	system	audit	takes	the	following	into	account:

•	 system	coniguration,

•	 transport	system,

•	 table	access	and	logs,

•	 security	and	access	protection	in	user	administration,

•	 interfaces,	and	

•	 job	award	procedure	and	documentation.

According	to	the	procedure	under	the	COBIT®	framework,	the	above	items	are	as-

signed	to	the	Deliver	and	Support	domain	(see	Section	B,	Chapter	7.4).

An	SAP	system	audit	requires	that	attention	is	paid	to	a	large	number	of	security	

and	audit	 related	aspects.	For	a	meaningful	audit,	 IT	auditors	must	at	 least	have		
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a	basic	understanding	of	the	complex	structure	of	the	SAP	system.	he	most	impor-

tant	technical	aspects	of	the	system	from	an	auditing	point	of	view	include:

•	 transactions,

•	 ABAP	(programming	language	of	the	SAP	system),

•	 programs,

•	 tables,

•	 iles,

•	 authorizations,

•	 authorization	proiles	and	user	master	records,

•	 data	media,	and

•	 other	safeguards,	e.g.,	table	categories,	separation	of	diferent	clients	(clients	are	

the	top-level	organizational	unit	in	the	SAP	system).

SAP	provides	the	role-based	SAP	AIS	system	to	support	auditors.	he	description	

of	the	procedure	and	content	of	an	IT	system	audit	in	this	chapter	are	in	part	based	

on	the	SAP	AIS.	he	SAP	AIS	accesses	reports	and	transactions	that	exist	 in	the	

SAP	system.	Auditors	should	make	use	of	this	option	to	support	their	ieldwork,	

especially	with	a	view	to	saving	time,	because	much	of	the	information	they	need	

can	be	generated	from	the	system	at	the	push	of	a	button.	

Apart	from	the	technical	aspects	of	the	system	audit,	organizational	analysis	of	

the	SAP	system	is	also	of	crucial	importance,	because	it	determines	the	efectiveness	

of	technical	measures	implemented	to	guarantee	proper	data	processing.	he	exis-

tence	of	meaningful	documentation	has	to	be	checked	in	relation	to	the	organiza-

tional	status	of	the	system.	he	system	summary	must	be	supplemented	with	user	

samples	(e.g.,	regarding	the	treatment	of	user	authorizations),	system	documentation	

samples	(e.g.,	regarding	program	and	table	documentation),	and	system	environ-

ment	samples	(e.g.	regarding	the	general	handling	of	the	system	in	case	of	system	

terminations).

Auditors	should	get	an	overview	of	overall	responsibility	for	the	systems	and	the	

responsibilities	regarding

•	 critical	data	and	tables,

•	 authorizations,

•	 programs	and	interfaces,	and	

•	 changes	to	the	above.

he	ongoing	audit	will	further	enhance	the	insights	gained	from	this	overview.

Auditors	must	establish	what	systems	are	in	use	and	which	of	them	are	used	for	

live	 operations,	 or	 for	 development,	 testing,	 acceptance,	 or	 training	 purposes.	

Auditors	must	 test	 in	 the	 live	 system	(audits	of	which	are	 the	main	 focus	of	 the	

following	description)	what	clients	are	active	in	this	installation.

Auditors	should	be	given	direct	system	access	with	the	appropriate	authoriza-

tions.	Auditor	authorizations	 should	be	 limited	 to	 read	access	 to	all	 applications	

and	basic	functions	to	ensure	that	auditors	do	not	change	any	data.	In	addition	to	

displaying	active	data,	auditors	should	also	be	able	to	view	change	documents.	SAP	
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ships	standard	proiles	with	read-only	access.	For	conducting	IT	audits,	this	type	of	

access	is	suicient.	If	access	is	granted	to	personal	data,	the	provisions	of	data	pro-

tection	 legislation	 (e.g.	 the	 Health	 Insurance	 Portability	 and	 Accountability	 Act	

(HIPAA)	and	the	Gramm-Leach-Bliley	Act	in	the	U.S.	or	the	data	protection	acts	of	

other	countries	such	as	the	German	Data	Protection	Act)	as	well	as	works	or	collec-

tive	bargaining	agreements	must	be	observed.

All	data	in	the	SAP	system	is	managed	on	the	basis	of	tables.	Any	information	

displayed	that	does	not	require	interactive	user	entries	is	referred	to	as	an	ABAP	

report.	Here	follows	a	list	of	transactions,	tables,	and	reports	required	for	an	SAP	

system	audit.

Transactions	necessary	for	an	SAP	system	audit:

•	 general	table	display,

•	 ABAP	program	execution,

•	 display	of	system	change	options,

•	 table	maintenance,

•	 display	of	dumps	(system	terminations),

•	 display	of	update	task	terminations,

•	 display	of	jobs,	and	

•	 display	of	batch	input	sessions.

Tables	necessary	for	an	SAP	system	audit:

•	 clients,

•	 company	codes,

•	 business	areas,

•	 plants,

•	 storage	locations,

•	 table	of	prohibited	passwords,

•	 technical	table	data,

•	 technical	description	of	all	systems,	and

•	 WBOT:	Order	header.

ABAP	reports	necessary	for	an	SAP	system	audit:

•	 table	analysis	including	history	administration,

•	 analysis	of	table	log	database,

•	 list	of	change	documents	relating	to	authorizations,

•	 list	of	superusers	created,

•	 list	of	all	users	with	critical	authorizations,

•	 list	of	change	documents	relating	to	users,

•	 list	of	change	documents	relating	to	proiles,

•	 list	of	change	documents	relating	to	authorizations,

•	 history	of	system	change	options,	and

•	 deinition	of	basic	system	parameters.

he	irst	step	in	a	system	audit	is	to	record	and	analyze	the	structure	implemented	

in	the	SAP	system	within	each	live	client.	To	map	the	structure,	SAP	makes	avail-

able	to	users	the	data	and	access	structure	hierarchy	in

necessary	Transactions,	
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•	 client,

•	 company	code,

•	 business	area,

•	 plant,	and

•	 storage	location.

HInTs	And	TIPs	 ;

•	 Auditors	should	include	the	AIS	as	a	support	tool	in	ieldwork	because	it	can	

help	improve	the	audit	process	and	thus	audit	quality.

•	 IT	auditors	should	allow	suicient	time	before	the	audit	to	ensure	they	have	the	

necessary	authorizations	for	system	access.

•	 Existing	 recognized	 IT	 audit	 guidelines	 (e.g.,	 COBIT®)	 are	 useful	 for	 audit		

execution	and	should	be	used.
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10.2	 SAP	Workbench	Organizer	and	Transport	System

Key	PoInTs	 •••

•	 he	SAP	Workbench	Organizer	and	the	Transport	System	(WBOT)	are	used	to	

register	and	fully	document	all	changes	to	system	objects.

•	 hey	also	prevent	parallel	changes	to	a	system	object.

•	 Possible	 risks	 associated	 with	 making	 system	 changes	 include	 the	 validity	 of	

system	objects,	 incorrect	 settings	 in	 the	corrections	 transport	 system,	 system	

instability,	or	manipulation.
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he	SAP	Workbench	Organizer	(a	tool	for	the	administration	of	central	and	decen-

tralized	 development	 projects)	 and	 the	 Transport	 System	 (WBOT)	 are	 used	 to	

register	and	document	all	changes	made	to	system	objects	(development	objects).	

his	 includes,	 for	 example,	 elements	 in	 the	Data	Dictionary	 (e.g.,	 tables),	ABAP	

programs,	screen	templates,	interface	deinitions,	documentation	components,	and	

application-deined	 transport	 and	 customizing	 objects.	 hey	 are	 also	 used	 to		

prevent	parallel	changes	to	the	same	system	object	by	diferent	developers	and	to	

regulate	 the	 transfer	 and	 release	 of	 development	 objects	 between	 diferent	 SAP	

systems	or	diferent	clients	within	the	same	SAP	system.

WBOT	 consists	 of	 the	 Workbench	 Organizer	 and	 Transport	 System	 compo-

nents.	he	Workbench	Organizer	guarantees	that	there	is	only	one	original	object	

for	each	existing	system	object	within	(networked)	SAP	systems.	Changes	are	nor-

mally	only	made	to	this	original	object	and	transferred	to	other	SAP	systems	via	the	

Transport	System.	he	Workbench	Organizer	stores	all	changes	to	Data	Dictionary	

elements	and	ABAP	programs.	Old	versions	can	be	restored	and	compared	with	the	

latest	version.	he	Workbench	Organizer	is	activated	automatically	as	soon	as	a	user	

attempts	to	change	an	object.	Users	can	only	create	or	change	objects	if	they	have	

irst	created	a	change	request	in	the	Workbench	Organizer	or	are	using	an	existing	

change	request.	While	a	task	is	being	entered,	the	objects	are	blocked	for	all	other	

developers	to	prevent	parallel	changes.	he	block	is	only	removed	once	the	request	

has	been	released.

On	release,	the	tasks	are	transferred	to	the	Transport	System,	which	is	to	guar-

antee	that	system	objects	and	customizing	settings	are	transported	safely	and	with	

a	 traceable	 record.	he	Transport	System	 is	 system-independent,	 i.e.,	 the	 system	

objects	can	be	transported	between	all	operating	systems	supported	by	SAP	sys-

tems.	Any	necessary	conversions	are	carried	out	automatically.

Changes	 to	 tables	 and	 programs	 cause	 changes	 to	 the	 system	 functions.	 One	

control	objective	is	therefore	the	implementation	of	procedures	which	ensure	that	

only	approved	changes	become	efective	and	overall	 functionality	 is	maintained.	

Another	control	objective	is	to	document	all	system	changes	without	exception	and	

thus	make	them	retraceable.	Changes	must	always	be	made	using	WBOT,	taking	

the	following	into	account:

•	 Adequate	mandatory	rules	must	be	in	place	for	placing	orders	(e.g.,	for	the	cre-

ation	of	an	ABAP),	carrying	out	changes,	as	well	as	for	testing,	acceptance,	and	

transfer	into	the	live	environment.

•	 Each	change	must	be	described	in	adequate	detail	and	formally	approved	by	the	

data	owner.	Approval	is	required	for	program	changes	as	well	as	for	data	trans-

fers.

•	 Since	system	objects	are	normally	valid	throughout	the	system,	the	test	system	

must	be	separate	from	the	live	system.

•	 WBOT	uses	a	blocking	mechanism	to	prevent	parallel	changes	to	an	object	by	

several	developers.
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•	 When	using	the	Workbench	Organizer,	changes	to	system	objects	are	recorded	

in	the	history	by	the	system,	i.e.,	old	versions	of	a	program	can	be	recovered,	for	

example.

•	 he	 SAP	 naming	 conventions	 (name	 range	 for	 customer	 objects)	 must	 be	

observed	 in	 order	 to	 avoid	 problems	 with	 future	 release	 changes	 or	 system		

corrections.

•	 Self-deined	system	objects	must	be	adequately	documented.

•	 Acceptance	procedures	should	follow	the	dual	control	principle,	i.e.,	they	should	

normally	be	carried	out	by	the	user	department,	independently	of	the	program-

mer.

•	 In	case	of	program	changes,	it	should	be	established,	by	comparing	the	result	

with	the	source	code,	whether	modiications	are	in	fact	limited	to	the	program	

section	to	be	updated.

•	 he	acceptance	test	should	be	performed	in	an	SAP	system	that	is	separate	from	

the	 live	 environment	 (quality	 assurance	 system),	 using	 a	 customizing	 that	 is	

similar	to	the	live	system	and	a	suitable	dataset.

•	 here	must	be	an	organizational	assurance	that	no	subsequent	changes	are	pos-

sible	once	changes/new	developments	have	been	accepted.

•	 Acceptance	and	transfer	into	the	live	system	must	be	documented	in	writing.

•	 he	relevant	evidence	(e.g.,	order	and	release	form)	must	be	archived	in	accor-

dance	with	the	applicable	legal	or	internal	regulations.

he	 Workbench	 Organizer	 and	 the	 Transport	 System	 are	 perfectly	 coordinated	

with	each	other.	At	the	start	of	development,	a	change	request	and	one	or	several	

tasks	for	all	employees	involved	are	created.	hen	the	afected	objects	are	created	or	

modiied,	and	this	is	registered	on	the	request.	At	the	end	of	the	development,	the	

developers	 release	 their	 task(s),	 and	 thus,	 by	 releasing	 them,	 export	 the	 change	

request	and	all	modiied	objects	from	the	source	system.	he	object	is	then	trans-

ported	to	the	relevant	target	system	at	operating	system	level.	It	is	possible	to	com-

bine	several	change	requests	into	a	single	transport	request.

For	the	purposes	of	the	corrections	transport	system,	the	SAP	system	consists	of	

one	or	more	SAP	systems	in	the	same	version	and	of	the	same	database	system.	To	

distinguish	between	these	systems,	SAP	uses	the	following	terminology:

•	 (Special)	development	system:	Separate	development	of	critical	project	compo-

nents	in	an	isolated	environment.

•	 Integration	system:	Development	of	non-critical	applications	and	system	tests.

•	 Consolidation	system	(quality	assurance):	Backs	up	development	levels	and	acts	

as	a	distributor	for	subsequent	recipient	systems.

•	 recipient	system	(live	system):	Automatic	transfer	of	sotware	from	consolida-

tion	systems.	he	term	“recipient	system”	covers	all	of	the	system	level	trans-

ferred	to	the	customer.

Coordination		
of	Components
Coordination		
of	Components

sAP	systemssAP	systems

Examples	from	Audit	Practice	at	SAP
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he	current	standard	is	to	use	one	system	landscape	with	three	clients.	he	follow-

ing	diagram	is	a	graphical	representation	of	the	system	landscape	with	transport	

routes:

Development

system

Quality

assurance

Live

system

Consolidation

route	 Supply	route

Fig. 27 Standard	System	Landscape	Including	Transport	Routes

If	development	work	is	performed	on	system	objects,	one	system	with	several	cli-

ents	for	development,	testing,	and	release	is	not	suicient,	because	system	objects	

normally	afect	all	clients	and	any	modiications	can	have	an	immediate	impact	on	

the	live	system.	It	may	therefore	be	necessary	to	use	several	systems.

he	generation	of	a	transport	request	leads	to	the	creation	of	an	auxiliary	ile	at	

operating	system	level	with	the	relevant	transport	content,	which	the	transport	pro-

gram	analyzes	when	the	ile	is	imported	into	the	target	system.	If	the	SAP	systems	

have	a	shared	transport	directory,	a	test	import	is	performed	automatically	when	

the	transport	requests	are	exported	from	the	source	system	to	the	target	system.	he	

authors	of	the	transport	request	are	notiied	of	the	success	or	failure	of	the	export	or	

test	import.	Transport	logs	can	be	displayed	by	using	the	information	system.

Maintenance	may	expose	the	systems	to	diferent	risks.	Since	system	objects	are	

generally	valid	throughout	the	system,	the	modiication	of	an	ABAP,	for	example,	

may	afect	all	clients	of	the	SAP	system	in	question.	Authorizations	to	modify	sys-

tem	objects	in	the	live	system	must	therefore	be	handled	very	restrictively	(e.g.,	no	

programming	authorization).

he	SAP	system	consists	of	diferent	changeable	components,	which	depend	on	

each	other	in	the	overall	scheme	of	the	system.	Due	to	this	complexity,	improper	

changes	may	in	some	cases	lead	to	uncertainty	and	instability,	for	example:

•	 Errors	cannot	be	detected	immediately.

•	 Data	is	not	processed,	processed	incompletely,	or	processing	is	duplicated.

•	 he	required	availability	of	system	functions	is	not	always	guaranteed.

•	 here	are	delays	in	the	execution	of	functions	(process	low	reliability).

•	 It	may	no	longer	be	possible	to	execute	controls,	which	are	thus	rendered	inef-

fective.

his	makes	the	system	unreliable.	It	is	clear	that	this	bears	signiicant	risks.

Uncontrolled	changes	can	lead	to	processing	errors,	which	could	be	misused.	If	

adequate	control	mechanisms	are	not	in	place,	there	is	a	possibility	in	principle	that	

data	will	be	further	manipulated.

system	Landscapesystem	Landscape

execution	of	Transportsexecution	of	Transports

Validity	of	development	
objects

Validity	of	development	
objects

InstabilityInstability

ManipulationManipulation
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During	 ieldwork	 on	 program	 maintenance	 procedures,	 auditors	 must	 irst	

review	the	overall	list	of	user-deined	system	objects	and	all	relevant	corrections/

repairs	performed	on	SAP	objects.	In	this	context	it	is	important	that	a	clear	de-

scription	of	their	function	is	available.	hen	the	system	is	recorded	and,	if	required	

for	the	audit,	the	system	maintenance	and	release	procedure	is	documented.

he	 above	 SAP	 system	 requirements	 form	 the	 basis	 for	 auditing	 the	 concept	

recorded.	In	addition,	a	general	test	is	performed	with	regard	to	the	objectives	and	

risks	formulated	above,	paying	particular	attention	to	an	adequate	segregation	of	

functions	during	development,	release,	and	transport.

Compliance	with	the	concept	is	tested	on	the	basis	of	a	sample	of	development	

requests	and	associated	test	and	release	 logs.	hese	tests	are	performed	both	top	

down	(i.e.,	going	from	change	request	to	system	object	 in	the	live	environment),	

and	bottom	up.

On	the	system,	the	auditors	must	test	the	settings	for	WBOT	and	system	change	

options.	Auditors	also	have	to	examine	how	the	applied	method	for	the	organiza-

tion’s	change	procedures	was	determined,	and	how	the	users	authorized	to	create	

and	release	a	transport	request	are	determined	in	the	case	of	corrections	and	re-

pairs.

Development	must	never	be	carried	out	in	the	live	system,	but	must	run	through	

a	transport	system.	Table	analysis	is	used	to	test	whether	programs	have	been	cre-

ated	in	the	live	system.

Other	test	procedures	include	determining	the	users	who	can	perform	imports	

into	the	live	system,	establishing	what	rules	are	applied	to	the	use	of	the	correction	

and	transport	system,	checking	as	to	whether	these	rules	are	followed,	and	testing	

for	manual	intervention	in	tables.

Changes	to	customizing	settings	made	in	the	test	or	development	system	and	

transported	to	the	live	system	with	WBOT	are	only	logged	in	the	test	system.	If	the	

auditors	 need	 to	 trace	 any	 such	 changes,	 they	 should	 consult	 the	 change	 logs	

there.

he	 SAP	 system	 has	 two	 distinct	 areas	 of	 system	 changes:	 irstly,	 the	 ABAP	

Workbench	and	customizing	across	all	clients,	and	secondly,	client-based	custom-

izing.	Change	options	can	be	set	for	either	area.	Modiications	to	the	ABAP	Work-

bench	and	customizing	across	all	clients	are	regulated	through	global	system	change	

options.

In	the	live	system,	the	setting	should	be	“Global	setting:	No	changes	possible.”	In	

the	table	it	can	be	speciied	which	objects	can	be	changed.	hat	way,	it	can	be	en-

sured	that	new	objects	and	object	changes	can	only	get	into	the	live	system	through	

the	transport	system.	In	emergencies	(e.g.,	serious	system	errors),	this	setting	can	

be	changed	temporarily.	Such	emergencies	must	be	handled	by	way	of	a	standard-

ized,	documented	procedure,	replicated	in	the	development	system,	and	transported	

to	the	live	system	through	the	transport	system.

Recording	the	systemRecording	the	system

Testing	the	ConceptTesting	the	Concept

Compliance	with	the	
Concept
Compliance	with	the	
Concept

Fieldwork	on	the	systemFieldwork	on	the	system

no	development	
directly	in	the	Live	
system

no	development	
directly	in	the	Live	
system

other	Test	Proceduresother	Test	Procedures

Changes	to	Customizing	
settings
Changes	to	Customizing	
settings

system	Change	optionssystem	Change	options

Table	settingsTable	settings

Examples	from	Audit	Practice	at	SAP

IT	Audits

SAP	Workbench	Organizer	and	Transport	System

C	|	10	|	10.2



418

HInTs	And	TIPs	 ;

•	 IT	auditors	can	use	the	AIS	to	test	system	settings.

•	 Before	starting	a	test	of	the	system	settings,	auditors	should	obtain	an	overview	

of	 the	 system	 landscape	 by	 asking	 the	 IT	 manager	 responsible	 for	 a	 detailed	

technical	system	description.	hey	should	make	sure	that	the	description	refers	

to	the	systems	currently	used.

LInKs	And	ReFeRenCes	 e

•	 SAP	online	documentation	of	Workbench	Organizer	and	Transport	System.

10.3	 Table	Access	and	Logs

Key	PoInTs	 •••

•	 he	objective	of	the	table	change	procedure	in	the	SAP	system	is	to	ensure	that	

the	table	settings	are	correct	and	all	changes	are	traceable.

•	 All	relevant	changes	to	table	content	must	be	logged.

•	 An	authorization	concept	must	be	in	place	whose	functions	include	regulating	

which	user	IDs	are	authorized	for	table	maintenance.

•	 Table	maintenance	audit	objects	include	the	test	and	release	procedure,	the	re-

sponsibilities	and	the	authorization	system	for	table	changes,	and	the	settings	of	

the	table	logging	procedure.

A	table	is	a	two-dimensional	matrix	that	describes	a	relationship	in	the	database	

system.	It	consists	of	a	header,	which	deines	the	ields	(attributes),	and	a	variable	

number	of	similarly	structured	rows,	which	contain	the	data	values	(data	records).	

A	data	record	is	divided	into	a	primary	key	and	a	functional	part.	he	primary	key	

uniquely	identiies	the	data	records	within	a	table.	It	can	be	composed	of	several	

attributes.

he	following	diferent	types	of	tables	can	be	distinguished:

•	 tables	with	system	control	data,

•	 tables	with	basic	business	data,

•	 tables	with	company	structure	data,	and

•	 tables	for	application	data.

Tables	with	system	control	data	are	intended	to	enable	company-speciic	adapta-

tions	to	standard	sotware	without	modifying	the	programs.	hey	contain	variable	

parameters	for:

•	 low	control	systems	(e.g.,	account	assignment),

•	 logic	tests	(e.g.,	only	certain	value	entries	permitted),

•	 calculation	routines	(e.g.,	calculation	of	value	added	tax),

deinition	of	a	Tabledeinition	of	a	Table

Types	of	TablesTypes	of	Tables

Tables	with	system	
Control	data

Tables	with	system	
Control	data
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•	 automatically	generated	events	(e.g.,	posting	of	cash	discount	income),	and

•	 screen	modiications	(e.g.,	mandatory	entry	into	a	ield).

he	objective	of	the	table	change	procedure	is	to	ensure	that	the	table	settings	are	

correct	and	all	changes	are	traceable.	he	term	“changes”	in	this	instance	refers	to	

changes	to	table	content	in	tables	with	system	control	data	of	the	following	delivery	

classes:

•	 C	–	customizing	table:	user	organization	maintenance	only,	no	SAP	import.

•	 G	–	customizing	table:	users	permitted	to	insert	only.

•	 E	–	system	control	table:	SAP	and	user	organization	have	their	own	keys.

•	 S	–	system	table:	SAP	maintenance	only,	change	=	modiication.

•	 W	–	customer’s	system	table.

Changes	to	table	structures	are	made	under	the	control	of	the	Workbench	Orga-

nizer	and	the	Transport	System.

From	an	auditing	perspective,	tables	must	meet	certain	requirements.	All	(rele-

vant)	changes	to	table	content	(data	records)	must	be	logged.	In	addition,	changes	

to	the	structure,	i.e.,	changes	in	the	Data	Dictionary	(data	directory)	caused	by	cor-

rections	or	repairs	must	be	updated.	Logs	for	“critical”	tables,	e.g.,	those	that	control	

the	volume	and	value	low,	such	as	account	assignment	and	valuation,	should	be	

tested	on	a	sample	basis.	It	must	be	possible	to	make	table	changes	readable	within	

a	reasonable	period	of	time.	he	legal	retention	period	for	evidence	of	table	changes	

should	 be	 identiied	 for	 each	 relevant	 geographic	 region	 (e.g.	 ten	 years	 for	 Ger-

many).

An	authorization	concept	must	be	in	place	whose	functions	include	regulating	

which	 user	 IDs	 are	 authorized	 for	 table	 maintenance.	 SAP	 has	 created	 a	 default	

portfolio	of	authorization	groups	and	assigned	tables	and	views	to	the	relevant	au-

thorization	 groups.	 he	 authorization	 groups	 are	 in	 turn	 stored	 in	 tables.	 Table	

maintenance	requires	the	following	authorizations:

•	 authorization	 for	 the	 authorization	 group	 of	 the	 table	 and	 the	 “table	 mainte-

nance”	action,	and

•	 global	authorization	for	client-independent	tables.

he	global	authorization	test	applies	to	all	tables	of	delivery	classes	C	(customiz-

ing),	G	(customer	tables	with	SAP	entries),	and	E	(system	tables	that	the	customer	

can	 change).	 his	 global	 authorization	 is	 always	 necessary	 because	 changes	 to		

a	client-independent	table	can	impact	other	clients	entered	in	the	system.

To	reduce	dependence	on	the	knowledge	of	individual	persons	and	to	increase	

the	security	of	a	correct	table	setting,	work/organization	instructions	should	exist	

for	critical	tables,	with	information	like:

•	 naming	conventions,

•	 occasion	and	reason	for	a	table	change,	and

•	 consequences	of	a	table	change.

request	for	changes	to	critical	tables	must	be	subject	to	the	release	procedure	and	

performed	 by	 using	 the	 correction	 and	 transport	 system.	 It	 must	 be	 possible	 to	

provide	evidence	that	a	table	change	has	been	made.

Table	ChangeTable	Change

LoggingLogging

Access	ProtectionAccess	Protection

Work/organization	
Instructions
Work/organization	
Instructions
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he	high	 level	of	 integration	of	 the	SAP	system	can	 lead	to	unintended	side-

efects	 (e.g.,	 in	 other	 modules)	 when	 table	 changes	 are	 made.	 For	 this	 reason,	

a	 mandatory	 procedure	 should	 be	 in	 place	 to	 ensure	 that	 information	 is	 sent	 to	

anyone	afected	by	a	change	to	“critical”	tables.

he	 installation	of	a	 system	should	 follow	 the	 implementation	guide	because	

this	ensures	that	all	system	set-up	work	is	fully	completed.	Possible	ways	of	access-

ing	the	table	for	table	entries:

•	 implementation	guide,

•	 customizing	menus,

•	 direct	table	maintenance,

•	 correction	and	transport	system,	and

•	 ABAP.

Changes	 to	 table	 content	 must	 be	 logged.	 Technically,	 this	 requirement	 must	 be	

implemented	by	means	of	two	system	settings:

•	 For	relevant	tables,	the	“table	logging”	ield	must	be	activated	in	the	Data	Dic-

tionary	(technical	setting).

•	 In	 the	 SAP	 start	 proile,	 the	 “rec/client”	 parameter	 must	 be	 initialized	 to	 the	

client(s)	to	be	logged.

he	start	parameters	can	be	analyzed	with	the	rSPArAM	report.

Table	changes	can	be	analyzed	with	special	ABAP	reports.	Important	tables	in	

inancial	accounting	include:

•	 clients,

•	 company	codes	and	company	code	control,

•	 document	types	and	texts,

•	 charts	of	accounts,

•	 tax	codes,

•	 blocking	reasons	for	automated	payments,

•	 house	banks,

•	 ixed	account	table,

•	 account	assignment,

•	 payment	transactions,

•	 foreign	currency	valuation	methods,

•	 changed	reconciliation	accounts,

•	 special	general	ledger	accounts,

•	 account	groups,

•	 tolerance	limits	for	invoice	veriication,

•	 document	change	rules,

•	 foreign	exchange	rates,	and

•	 customer	tables.

Changes,	 through	 corrections	 or	 repairs,	 to	 table	 structures	 entered	 in	 the	 Data	

Dictionary	are	made	under	the	control	of	the	correction	and	transport	system	(if	

securing	the	
Information	Flow

securing	the	
Information	Flow

Table	AccessTable	Access

system	settings	
for	Logging

system	settings	
for	Logging

Analysis	of	Table	
Changes

Analysis	of	Table	
Changes

Changes	to	Table	
structures

Changes	to	Table	
structures
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activated).	he	system	keeps	a	history,	 so	 that	modiications	of	 this	kind	can	be	

traced.

Since	 the	 tables	 in	 the	 SAP	 system	 have	 a	 central	 control	 function,	 there	 are	

obvious	risks	associated	with	an	inadequate	procedure	for	changing	table	content:

•	 here	is	a	risk	of	incorrect	settings.

•	 Changes	made	to	a	table	can	have	unintended	side	efects	elsewhere.

•	 he	integrity	of	the	dataset	and	the	functionality	may	be	violated.	Authoriza-

tions	deined	 in	 the	 tables	could	be	changed.	here	 is	a	risk	of	non-traceable	

system	changes.

•	 Change	documents	could	be	deleted	without	archiving.

Other	special	risks	include:

•	 “rec/client”	parameter	not	initialized,

•	 incorrect	table	entries,

•	 important	tables	not	logged,

•	 system	settings	of	the	upstream	system	(feeder	system	to	the	live	system	from	

where	objects	are	entered	through	the	transport	system),	and

•	 copy	functions	between	clients,	which	overwrite	table	settings	without	updating	

the	history.

he	following	test	procedures	are	necessary	for	table	access	and	logging:

•	 Determine	the	procedure	for	changing	tables.

•	 Evaluate	the	procedure	on	the	basis	of	the	requirements	listed	above.

•	 Test	compliance	with	the	requirements	on	the	basis	of	samples.

Other	tests	include	establishing	the	extent	of	archiving	(before	deletion)	and	moni-

toring	the	change	frequency	of	important	tables.

Audit	objects	include:

•	 test	and	release	procedure,

•	 responsibilities	and	authorization	system	for	table	changes,	and

•	 system	settings	 for	 table	 logging,	especially	 the	 technical	 settings	 in	 the	Data	

Dictionary	and	the	SAP	start	proile.

he	settings	in	the	tables	must	also	be	examined.	he	change	documents	will	show	

whether	changes	were	made	to	the	level	of	recording	during	the	period	under	re-

view.

HInTs	And	TIPs	 ;

•	 To	get	an	initial	overview	of	table	logging,	test	the	“rec/client”	parameter.

•	 In	 the	 SAP	 system,	 documentation	 on	 each	 table	 is	 available	 in	 report	 rSS-

DOCTB.	he	documentation	includes	the	structure	and	the	ield	descriptions.

RisksRisks

necessary	Test	
Procedures
necessary	Test	
Procedures

Audit	objectsAudit	objects
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LInKs	And	ReFeRenCes	 e

•	 Audit	Guidelines	for	SAP	systems.	www.sap.com/germany/company/revis/infomaterial/

index.epx	(accessed	May	31,	2007).

•	 SAP	online	documentation.

10.4	 User	Administration

Key	PoInTs	 •••

•	 An	access	protection	 system	 that	 can	be	used	 to	grant	 individual	 authoriza-

tions	ensures	that	only	authorized	persons	get	access	to	the	system	and	speciic	

data.

•	 Assessing	the	procedure	for	assigning	authorizations	may	be	included	in	an	IT	

audit.

•	 To	 improve	 security,	 maintenance	 and	 activation	 of	 authorizations	 are	 segre-

gated	in	the	system.

•	 Passwords	must	conform	to	the	syntax	prescribed	by	the	system.

•	 here	are	standard	users	with	predeined	rights	in	the	SAP	systems.	he	han-

dling	of	these	standard	users	is	also	an	object	of	an	IT	audit.

An	access	protection	system	with	the	option	of	granting	individual	authorizations	

has	four	main	objectives:

•	 to	protect	conidential	data	from	unauthorized	access,

•	 to	protect	data	from	unauthorized	(including	accidental)	changes	or	deletion,

•	 to	create	system	transparency	to	the	extent	that	it	is	possible	to	trace	who	had	

which	authorizations	at	what	time,	and

•	 to	ensure	that	applications	can	be	audited.

hese	preventive	control	measures	in	the	internal	control	system	are	intended	to	

prevent	 breach	 of	 the	 legal	 prohibition	 on	 amendment	 of	 entries	 and	 guarantee	

traceability	in	order	to	make	sure	that	no	unauthorized,	incomplete	and	incorrect	

data	gets	into	the	system,	or	that	data	is	assigned	to	the	wrong	period	or	transaction	

in	the	system.	

Access	protection	must	ensure	that	only	authorized	persons	gain	access	to	the	

system	and	speciic	data.	It	must	be	possible	to	hide	the	necessary	keys	(passwords)	

during	entry.	he	system	should	ensure	that:

•	 only	passwords	of	a	speciied	minimum	length	are	accepted,

•	 it	is	impossible	to	use	character	sequences	that	are	easy	to	guess,

•	 passwords	can	be	created	and	changed	only	by	the	user,

•	 mandatory	password	changes	are	triggered	at	deinable	intervals,	and

•	 passwords	are	kept	secret	from	anyone	except	the	user.

Access	Protection	
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Access	Protection	
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he	authorization	concept	must	make	it	possible	to	restrict	the	rights	of	users	to	

those	 activities	 and	 accesses	 in	 the	 system	 that	 they	 absolutely	 need	 within	 the	

bounds	of	their	position	and	responsibility	in	the	company	(minimal	authorization	

policy).	his	means	that	it	should	be	possible	to	implement	the	most	detailed	de-

gree	with	regard	to:

•	 the	type	of	data	access	(read,	create,	edit,	delete),

•	 programs,

•	 data	and	iles,	and

•	 functions	(menus,	menu	lines),

while	using	any	combination	of	these	levels	as	far	as	possible.

Since	the	compliance	of	the	SAP	authorization	concept	is	inluenced	to	a	sig-

niicant	 degree	 by	 the	 procedure	 for	 assigning	 authorizations,	 the	 assignment	

procedure	is	also	included	in	an	IT	audit.	his	procedure	should	be	documented	in	

organizational	terms,	well	structured,	and	traceable.	Compliance	with	the	procedure	

should	be	monitored.	Finally,	it	must	be	ensured	that	user	master	records,	authori-

zations,	and	proiles	are	newly	created,	edited,	or	deleted	in	the	quality	assurance	

(test)	system	and	then	transferred	to	the	live	environment	through	the	correction	

and	transport	system.

By	granting	authorizations,	it	can	be	deined	which	business	objects	the	compa-

ny’s	employees	may	edit	and	what	editing	functions	are	permitted	in	this	regard.	

he	authorization	concept	allows	granting	and	controlling	user	access	to	the	SAP	

system	accurately	and	lexibly.	In	line	with	this	concept,	a	user	can	be	given	difer-

ent	authorizations	for	diferent	company	codes,	for	example	edit	access	in	company	

code	01	and	read	only	access	in	company	code	02.	he	authorization	concept	also	

includes	security	measures,	which	restrict	unauthorized	logon	or	unwarranted	in-

terference	with	user	master	records,	proiles,	and	authorizations.

he	administration	of	user	master	records	and	authorizations	in	the	SAP	system	

is	organized	as	follows.	User	master	records	and	authorization	components	are	de-

pendent	on	clients,	which	means	that	separate	user	master	records	and	authoriza-

tion	components	must	be	maintained	for	each	client	in	the	SAP	system.	he	protec-

tion	 of	 objects	 (e.g.,	 data,	 tables,	 etc.)	 is	 described	 by	 authorizations	 or	 global	

authorizations	assigned	to	the	objects	to	be	protected,	similar	to	locks	itted	to	doors.	

hey	 contain	 values	 for	 ields	 deined	 in	 an	 associated	 authorization	 object.	 he	

users	are	given	authorization	proiles,	similar	to	keys,	and/or	global	authorization	

proiles,	similar	to	bunches	of	keys,	which	are	entered	in	their	user	master	records.	

he	check	as	to	whether	a	user’s	authorization	proile	matches	an	authorization,	i.e.,	

whether	a	key	its	a	lock,	is	performed	either	in	dialog	mode	during	runtime	or	if	the	

key	word	“AUTHOrITY	CHECk”	appears	in	an	ABAP,	for	example.

Maintenance	and	activation	of	proiles	and	authorizations	are	segregated	in	the	

system	to	improve	security.	Only	the	active	version	of	a	proile	or	authorization	is	

efective	in	the	system.	A	person’s	maintenance	authorization	can	be	restricted	to	

certain	users,	proiles,	and	objects.
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Security	checks	must	take	the	following	levels	into	account:

•	 PC	level,

•	 network	level,

•	 operating	system	level,	and

•	 database	level.

he	remainder	of	the	audit	is	conducted	on	the	SAP	application	level.

he	high	lexibility	of	the	SAP	authorization	and	user	administration	concept	

can	lead	to	security	risks	if	used	improperly.	It	is	possible	to	inluence	work	pro-

cesses	and/or	account	entry	tasks.	For	example,	the	recording	of	change	documents	

(master	data,	documents,	control	tables)	could	be	fully	or	partially	suppressed,	or	

the	authority	check	in	programs	could	be	removed.

SAP	ships	large	volumes	of	what	are	known	as	standard	proiles	tailored	to	di-

verse	operational	 functions.	Due	to	the	complexity	of	 the	authorization	concept,	

many	users	implement	these	proiles	unchanged,	which	may	expose	them	to	cer-

tain	risks:

•	 he	standard	proiles	do	not	suiciently	cover	operational	requirements.

•	 If	the	standard	proiles	are	adapted	to	operational	requirements,	this	may	give	

rise	to	new	risks	(e.g.,	by	expanding	the	authorizations	granted).

•	 If	the	SAP	names	of	the	proiles	are	retained,	even	though	the	proiles	have	been	

changed	 (e.g.,	 by	 granting	 additional	 authorizations),	 the	 ability	 to	 audit	 the	

proiles	may	be	at	risk.

he	above	example	shows	that	the	security,	and	ultimately	the	compliance,	of	the	

entire	system	directly	depends	on	the	authorizations	assigned.	he	assignment	of	

authorizations	therefore	requires	particular	attention.	Before	auditing	the	process-

ing	 results,	 the	 auditors	 irst	 must	 test	 the	 user	 authorizations	 to	 ensure	 that	

processing	results	are	based	on	authorized	routines	and	entries.

he	following	organizational	and	system	based	ieldwork	activities	are	signii-

cant	with	regard	to	user	administration:

•	 Obtain	 information	 about	 the	 organization	 of	 user	 authorization	 assignment	

(application	 and	 approval	 procedure,	 segregation	 of	 duties)	 and	 internal	 in-

structions	put	in	place	for	this	purpose.

•	 Clarify	whether	there	are	written	instructions	on	issuing	and	changing	user	au-

thorizations.	

•	 verify	that	organizational	measures	are	in	place	to	ensure	that,	when	employ-

ees	leave	the	company,	their	user	authorizations	are	cancelled	and	test	whether	

these	measures	are	utilized.

•	 Test	 whether	 new	 user	 authorizations	 or	 changes	 and	 deletions	 must	 be	 ap-

proved	by	an	employee	in	charge.

•	 Examine	whether	control	procedures	are	applied	by	the	user	departments	re-

sponsible	 when	 a	 new	 user	 master	 record	 is	 created	 or	 when	 a	 user's	 access	

rights	are	changed.
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•	 Test	whether	user	access	rights	are	changed	by	a	system	procedure:

–	 when	the	users’	responsibilities	in	the	company	change	and	their	user	mas-

ter	records	have	to	be	changed	as	a	result	(risk	of	multiple	access	rights	 if	

responsibilities	in	the	company	change	frequently),

–	 when	employees	leave	the	company.

•	 Test	on	a	sample	basis	whether	the	authorization	proiles	of	employees	match	

their	job	tasks.

•	 Test	on	a	sample	basis	whether	the	authorizations	actually	granted	match	the	

authorizations	approved.

•	 Test	whether	proiles	and	authorizations	are	changed	by	a	compulsory	proce-

dure	when	an	authorization	object	is	changed.	An	authorization	object	consists	

of	up	to	ten	authorization	ields,	which	are	checked	during	an	AND	operation,	

testing	whether	a	user	is	permitted	to	perform	a	speciic	action.

•	 Test	 whether	 changes	 within	 the	 user	 authorization	 concept	 are	 documented	

and	the	corresponding	documents	are	retained	for	at	least	as	long	as	the	legal	

retention	period.

here	are	 standard	users	with	predeined	rights	 in	 the	SAP	system	(superusers).	

he	initial	passwords	for	these	types	of	users	are	generally	known	and	should	be	

changed	ater	each	installation	and	ater	each	client	copy.

Fieldwork	activities	required	in	this	regard	include:

•	 Test	whether	new	logon	is	necessary	ater	the	user	has	been	inactive	for	a	while	

(system	parameters	or	external	security	sotware).

•	 Ensure	that	all	authorizations	of	the	general	SAP	user	have	been	canceled	and	

transferred	to	a	secret	emergency	user.

•	 Ensure	that	the	standard	password	of	the	DDIC	(data	dictionary)	user,	which	is	

normally	necessary	for	installation	and	maintenance	work,	has	been	changed	in	

the	active	clients.

•	 Ensure	that	the	comprehensive	authorizations	in	DDIC	are	made	available	only	

temporarily.

•	 Critically	examine	the	authorizations	of	IT	employees,	who	should	be	granted	

edit	access	to	data	only	in	exceptional	circumstances.

A	 special	 user	 with	 comprehensive	 system	 authorizations	 should	 be	 deined	 for	

emergencies.	Any	activity	by	this	user	must	be	logged	in	a	traceable	way,	observing	

the	dual	control	principle.

A	risk	of	manipulation	exists	when	unauthorized	access	is	made	to	those	user	

master	records	 the	owners	of	which	have	never	 logged	on	to	 the	system	and	for	

which	no	password	change	has	been	enforced	yet.	In	such	cases,	 it	 is	possible	to	

manipulate	data	under	a	false	name.	In	this	context,	the	auditors	should	examine	

whether	a	setting	has	been	speciied	in	the	system	that	requires	the	standard	pass-

word	to	be	changed	within	a	certain	number	of	days	and	blocks	the	user	if	it	has	not	

been	changed	(also	possible	for	any	other	password).

Analysis	of	superusersAnalysis	of	superusers
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HInTs	And	TIPs	 ;

•	 From	an	auditing	perspective,	IT	auditors	should	pay	particular	attention	to	the	

existence	of	a	central	user	administration.	Above	all,	they	should	test	the	orga-

nizational	and	system-based	internal	controls.

•	 he	use	of	special	auditing	sotware	provided	by	other	vendors	for	the	SAP	sys-

tem	may	be	efective	when	auditing	complex	authorization	combinations.

LInKs	And	ReFeRenCes	 e

•	 Audit	Guidelines	for	SAP	systems.	www.sap.com/germany/company/revis/infomaterial/

index.epx	(accessed	May	31,	2007).

•	 INSTITUTE	OF	INTErNAL	AUDITOrS.	2005.	Global Technology Audit Guide 1: Infor-

mation Technology Controls.	Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.

•	 IT	 GOvErNANCE	 INSTITUTE.	 2007.	 COBIT 4.1.	 rolling	 Meadows,	 IL:	 IT	 Gover-

nance	Institute.

•	 PFLEEGEr,	C.,	AND	S.	L.	PFLEEGEr.	2003.	Security in Computing.	3rd	ed.	Upper	Sad-

dle	river,	NJ:	Prentice	Hall.

•	 SAP	online	documentation.

10.5	 Batch-Input	Interfaces	and	Background	Processing

Key	PoInTs	 •••

•	 Batch	 input	 is	normally	used	 to	 import	data	 from	external	 systems	 into	SAP	

systems,	or	to	transfer	data	between	SAP	systems.

•	 he	 objectives	 of	 the	 job-order	 process	 are	 to	 protect	 company	 and	 personal	

data,	to	maintain	the	integrity	of	data	and	functions,	and	to	protect	resources.

Batch	input	is	normally	used	to	import	data	from	external	systems	into	SAP	sys-

tems,	or	to	transfer	data	between	SAP	systems.	he	source	system	uses	a	transfer	

interface	for	the	data	transfer,	which	is	provided	by	an	SAP	application	in	the	target	

system.	 he	 interface	 program	 of	 the	 application	 then	 generates	 a	 batch-input	

session.

A	batch-input	session	consists	of	several	transaction	calls,	to	which	a	program	

has	added	user	data.	Normally,	 the	system	executes	 the	transactions	 in	a	session	

without	any	further	user	intervention.	his	allows	to	import	a	large	volume	of	data	

into	 the	SAP	system	within	a	very	short	period	of	 time.	A	session	simulates	 the	

online	entry	of	transaction	codes	and	data,	generally	using	the	same	procedures	as	

in	dialog	mode.	he	data	entered	in	the	screen	ields	through	a	session	are	subject	

to	the	same	consistency	checks	as	data	entered	in	dialog	mode.	Batch-input	pro-

cessing	 is	 called	 with	 certain	 transactions.	 Batch-input	 sessions	 are	 usually	 not	

Batch-Input	in	sAP	
systems

Batch-Input	in	sAP	
systems

Batch-Input	sessionBatch-Input	session
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started	interactively.	At	regular	intervals	a	background	job	starts	sessions	that	have	

not	yet	run.	Sessions	are	normally	processed	interactively	only	for	testing	and	cor-

rection	purposes.

he	legal	framework,	which	requires	data	to	be	recorded,	stored,	and	processed	

fully,	accurately,	and	in	a	timely	and	structured	manner	and	which	stipulates	that	

the	data	must	not	be	falsiied	in	case	of	changes,	also	calls	for	controls	in	the	batch-

input	process.	he	prerequisites	 for	 the	creation	of	 efective	controls	 include	 the	

organization	 of	 worklows,	 the	 segregation	 of	 incompatible	 functions,	 as	 well	 as	

control	measures	and	bodies.

he	nature	and	extent	of	the	IT	organization	and	its	worklows	have	a	signiicant	

impact	 on	 the	 efectiveness	 of	 the	 internal	 control	 system.	 Such	 a	 system	 must	

achieve	a	compulsory	sequence	of	processes,	and	any	deviation	from	this	sequence	

should	produce	an	error	that	must	be	noticed	by	a	control	unit.	An	efective	inter-

nal	 control	 system	 involves	 the	 segregation	 of	 duties,	 which	 should	 distinguish	

between	planning,	executing,	and	monitoring	functions.

Generally,	 batch-input	 sessions	 are	 subject	 to	 the	 usual	 user	 authorization	

checks	performed	by	the	system.	When	a	session	is	processed	online,	the	authoriza-

tions	of	the	processing	user	apply.

here	are	three	processing	types	to	choose	from:

•	 Invisible	processing:	Under	this	processing	type,	a	session	is	processed	immedi-

ately.

•	 visible	processing:	Incorrect	transactions	can	be	corrected	interactively	and	any	

transactions	not	yet	executed	can	be	processed	successively.

•	 Display	errors	only:	his	processing	type	is	similar	to	the	“visible	processing”	type,	

except	that	error-free	transactions	not	yet	executed	do	not	run	interactively.

A	session	contains	an	error	if	it	causes	a	type	E	(error)	or	type	T	(termination)	er-

ror	message.	Other	messages	are	ignored	and	have	no	impact	on	the	processing	of	

a	session.

For	each	batch-input	session,	there	is	a	log	that	can	be	displayed	in	the	system.	

It	contains	all	error	messages	relating	to	session	transactions.	he	log	also	shows	

batch-input	 error	 messages	 relating	 to	 problems	 with	 the	 processing	 of	 transac-

tions,	 including	the	relevant	transaction	code	and	the	screen	on	which	the	error	

occurred.	In	addition,	the	log	contains	overall	session	processing	statistics.	A	log	for	

a	batch-input	session	will	exist	only	once	this	session	has	been	processed	according	

to	one	of	the	above	three	types.	When	a	session	is	processed,	the	error-free	transac-

tions	are	entered,	and	marked	as	processed	in	the	session.	Transactions	with	errors	

are	not	entered,	and	marked	as	incorrect.	If	a	session	contains	incorrect	transactions,	

it	 can	 be	 processed	 more	 than	 once,	 with	 each	 repeat	 only	 reprocessing	 those	

transactions	marked	as	incorrect.	For	each	processing	run,	the	SAP	system	generates	

a	session	log,	which	overwrites	the	existing	log.	he	log	contains	only	those	messages	

that	 occurred	 during	 the	 last	 processing.	 Apart	 from	 error	 messages,	 posting	

messages	are	also	 logged.	here	is	at	 least	one	message	for	each	transaction	pro-

cessed.
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In	the	case	of	feeder	systems	that	are	independent	of	SAP,	there	is	a	risk	that	

plausibility	checks	are	used	that	difer	from	the	SAP	tables.	his	can	afect	master	

and	transaction	data.	If	session	names	are	not	plausibility	checked,	it	is	possible	that	

authorized	persons	 start,	 correct,	or	delete	 (depending	on	 the	authorizations	as-

signed)	the	processing	of	batch-input	sessions	of	other	departments.

he	analysis	of	the	readout	of	the	batch-input	sessions	provides	an	overview	of	

all	sessions	stored	in	the	system.	he	entries	in	the	“incorrect”	register	are	of	inter-

est	to	auditors.

Auditors	should	ask	the	following	questions	on	the	basis	of	the	control	require-

ments:

•	 Is	there	an	overview	of	all	batch-input	interfaces	with	SAP	sotware,	specifying	

details	such	as	issuing	application	area,	data	content,	ile	name,	period,	session	

name,	processing	job,	relevant	tables,	reconciliation	group,	and	responsibility?

•	 Which	users	are	allowed	to	create,	start,	correct,	or	delete	sessions?

•	 Is	there	an	overview	of	which	session	names	are	reserved	for	which	department	

(transaction	SM35)?

•	 Who	coordinates	the	posting	data	of	the	processed	sessions?

•	 Who	checks	that	the	data	from	feeder	systems	is	imported	fully,	correctly,	and	

in	a	timely	manner?

•	 Are	internal	controls	in	place	between	feeder	systems	and	ongoing	processing?

Jobs	are	sequences	of	programs	that	regularly	run	one	ater	the	other	in	the	system.	

he	job-order	process	has	the	following	main	objectives:

•	 to	protect	company	and	personal	data,

•	 to	ensure	the	integrity	of	data	and	functions,	and

•	 to	protect	resources.

he	objectives	of	the	job	documentation	are:

•	 to	ensure	smooth	processing,

•	 to	achieve	independence	from	the	detailed	knowledge	of	speciic	persons,	and

•	 to	ensure	 that	 the	 IT-technical	processing	can	be	checked	by	an	expert	 third	

party	within	a	reasonable	period	of	time.

Job	logs	are	necessary	to	provide	evidence	of	compliant	processing,	i.e.,	compliance	

with	the	job-order	process	in	particular.

he	 job-order	 process	 must	 always	 contain	 clearly	 deined	 processes	 and	 re-

sponsibilities	for	assigning	orders,	execution,	postprocessing,	and	output	distribu-

tion.	Since	a	user	department	can	generate	and	start	a	large	number	of	jobs	in	the	

SAP	 system,	 the	 relevant	 process	 documentation	 in	 the	 respective	 department’s	

application	manual	is	normally	suicient.

When	jobs	are	generated	by	an	SAP	system,	the	documentation	is	automatically	

generated	at	the	same	time.	When	users	create	their	own	jobs	(native	job	genera-

tion,	 e.g.,	 sessions),	 they	 must	 also	 create	 the	 necessary	 documentation.	 he	
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retention	period	for	job	documentation	depends	on	the	applicable	legal	retention	

periods	for	each	relevant	geographic	region.

Job	logs	have	to	provide	evidence	as	to	when	which	job	was	processed	with	what	

parameters.	he	job	logs	generated	in	the	system	must	be	specially	protected,	and	

in	sensitive	areas	there	must	be	separate	reporting	on	the	basis	of	the	system	logs.

In	general,	a	speciic	job	(e.g.,	dunning	run)	is	automatically	generated	by	the	

system	on	the	basis	of	a	job-speciic	user	command.	Access	to	a	job	generation	com-

mand	can	be	protected	as	part	of	the	general	authorization	concept.	A	job	can	con-

sist	of	several	steps.	here	are	two	diferent	types	of	jobs:	One-time	jobs,	which	are	

to	be	executed	immediately	or	according	to	a	schedule,	and	periodic	jobs.	A	job	is	

started	by	the	system	when	a	deined	event	has	occurred	(e.g.,	a	point	in	time	or	the	

end	of	another	job).	his	allows	building	job	networks.	A	job	is	in	exactly	one	of	the	

following	states:	scheduled,	released,	ready,	active,	completed,	or	terminated.

he	following	logs	are	available	as	system	logs	in	an	SAP	system:

•	 job	logs,

•	 system	logs,

•	 database	logs,

•	 operating	system	logs,	and

•	 workload	logs.

he	following	risks	must	be	considered:

•	 unauthorized	(read)	access	to	company	and	personal	data,

•	 unauthorized,	uncontrolled,	undetected	changes	to	data	and	programs,

•	 high	load	on	resources	as	a	result	of	inappropriate	program	coniguration,

•	 user	error,	especially	in	exceptional	circumstances	(error	handling),	and

•	 dependence	on	the	knowledge	of	individuals.

During	the	audit,	 the	current	status	of	 the	procedures	must	be	recorded.	To	this	

end,	the	auditors	must	record	and	document	(to	the	extent	necessary	for	the	audit)	

the	desired	requirements	for	job-order	processes,	job	documentation,	and	the	cre-

ation	 and	 handling	 of	 system	 logs.	 When	 auditing	 the	 procedural	 concepts,	 the	

desired	 requirements	 recorded	 earlier	 are	 to	 be	 examined	 on	 the	 basis	 of	 the		

requirements	and	risks	discussed	in	this	chapter.	Compliance	with	the	desired	re-

quirements	 is	 tested	by	reviewing	the	documents	and	analyzing	the	 log	iles	and	

logs.

HInTs	And	TIPs	 ;

•	 When	auditing	batch-input	sessions,	auditors	should	also	check	the	existence	of	

process	instructions.

•	 To	test	who	is	permitted	to	delete	batch-input	sessions,	auditors	should	check	

the	relevant	authorizations.
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• Audit	Guidelines	for	SAP	systems.	www.sap.com/germany/company/revis/infomaterial/

index.epx	(accessed	May	31,	2007).

•	 SAP	online	documentation.
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1	 Documentation	in	Internal	Audit
1.1 Basics of Documentation

1.1.1 Objectives, Requirements, Sources, and Responsibilities

Key	PoInts	 •••

•	 Documentation	is	a	key	element	of	each	audit.

•	 Important	objectives	of	documentation	include	providing	evidence	that	the	au-

dit	work	is	compliant,	ensuring	readiness	to	give	information,	and	presenting	

the	audit	history	across	audit	cycles.

•	 his	results	in	a	number	of	diferent	tasks,	including	ensuring	the	completeness	

of	the	information,	the	traceability	of	the	indings	and	recommendations,	and	

providing	a	safeguarding	function.

•	 he	audit	lead	has	to	assess	and	take	adequate	account	of	the	diferent	sources	of	

information	and	how	balanced	they	are.

he	concept	of	auditing	is	inseparable	from	documentation	that	is	focused	and	ac-

curate.	Documentation	is	one	of	many	processes	accompanying	audit	work,	and	its	

main	objective	is	to	lay	out	in	writing	all	activities	and	facts	relating	to	an	audit.	It	

is	one	key	to	the	success	of	every	audit.	Clear	and	comprehensive	documentation	is	

particularly	important	for	audit	compliance.	Documentation	makes	audit	work	it-

self	auditable.

Documentation	in	Internal	Audit	has	three	main	objectives:

•	 Its	irst	objective	is	to	provide	detailed	descriptions	of	all	the	operational	audit	

processes	and	process	steps,	as	outlined	in	the	Audit	Roadmap	(see	Section	B).	

It	documents	that	the	structure	of	Internal	Audit	is	compliant	in	relation	to	pro-

cesses	and	their	associated	internal	controls.	For	this	reason,	all	relevant	process	

steps,	internal	controls,	and	(if	appropriate)	their	links	with	inancial	reporting	

must	be	recorded,	taking	SOX	requirements	into	account.	he	documentation	

guidelines	must	be	applied	consistently	to	all	audits	to	provide	audit	evidence	to	

prove	that	the	audit	principles	have	been	complied	with	and	the	requirements	

of	SOX	have	been	met	(see	Section	C,	Chapter	8;	Section	D,	Chapter	14).

•	 Standardized	audit	evidence	is	necessary	to	ensure	that	Internal	Audit	 is	able	

to	corroborate	the	information	it	provides	to	all	internal	and	external	parties	at	

any	time.	To	guarantee	that	conclusions	and	recommendations	can	be	substan-

tiated,	Internal	Audit	documentation	must	be	complete,	truthful,	readily	avail-

able,	traceable,	and	as	detailed	as	necessary.	Since	Internal	Audit	has	diferent	

information	 levels	 and	 therefore	 diferent	 levels	 of	 detail,	 the	 documentation	

must	be	consistent	betweeen	these	diferent	levels.

•	 Another	important	objective	is	to	provide	an	audit	history.	Given	the	dynamic	

changes	in	business	life,	the	monitoring	of	audit	results	on	the	basis	of	docu-

ments	is	an	important	task	for	Internal	Audit.	It	is	ultimately	the	only	way	to	
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provide	 evidence	 of	 compliant	 audit	 cycles.	 References	 to	 earlier	 results,	 the	

identiication	of	trends,	long-term	comparisons,	and	the	identiication	of	priori-

ties	and	courses	of	action	for	the	future	can	also	be	 important	sub-objectives	

under	this	heading.

hese	central	objectives	lead	to	diferent	documentation	requirements:

•	 No	information	should	be	lost	during	an	audit.	It	is	therefore	necessary	to	create	

documentation	guidelines	on	the	information	to	be	included	and	on	how	this	

information	should	be	recorded.	Such	guidelines	should	be	structured	by	infor-

mation	type	and	documentation	type.	hey	should	ofer	guidance	for	preparing	

uniform	and	comprehensible	documentation	throughout	Internal	Audit.

•	 A	 safeguarding	 function	 may	 also	 be	 important	 for	 Internal	 Audit	 in	 certain	

circumstances	 (e.g.,	 in	 fraud	audits).	 If	 required,	key	documents	 (e.g.,	 e-mail	

correspondence,	working	papers,	drat	reports)	should	be	made	subject	to	the	

attorney-client	privilege	by	signing	a	legally	binding	declaration.

•	 Documents	themselves	may	be	audit	objects	and	be	subjected	to	speciic	ield-

work	activities.

•	 Another	major	item	is	the	traceability	of	indings	and	recommendations.	he	doc-

umentation	should	ensure	at	all	times	that	each	audit	inding	is	supported	by	reli-

able	audit	evidence	and	free	from	assumptions,	contradictions,	or	speculation.

•	 Audit	 documentation	 is	 also	 used	 to	 exchange	 information.	 Consequently,	 it	

should	be	readily	available	to	all	parties	concerned.

•	 Another	documentation	requirement	results	 from	the	 increasing	 internation-

alization	 of	 business	 processes.	 Multilingual	 documentation	 of	 facts	 helps	 to	

prevent	misunderstandings.	Accurate	translations	are	particularly	important	in	

relation	to	legal	matters.

he	question	of	documentation	sources	 is	 important	with	regard	 to	 the	require-

ments	of	the	documentation.	Documents	may:

•	 result	from	Internal	Audit’s	own	ieldwork,

•	 arise	from	certain	advance	output	such	as	pre-investigations,

•	 be	consulted	from	audits	conducted	earlier,

•	 be	provided	by	the	auditees,

•	 be	made	available	by	other	units	of	the	company,	or

•	 come	from	external	information	sources.

An	 important	 task	 in	 each	 audit	 is	 to	 apply	 the	 materiality	 principle	 to	 make	 a	

correct,	meaningful	selection	from	the	large	number	of	available	sources	of	docu-

mentation.	For	 this	reason,	 the	auditors	should	allow	suicient	 time	for	creating	

and	reviewing	the	documentation.	he	audit	lead	is	ultimately	responsible	for	the	

adequacy	 of	 the	 documentation.	 However,	 each	 auditor	 should	 make	 sure	 at	 all	

times	that	the	documentation	is	compliant.
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HInts	AnD	tIPs	 ;

•	 During	an	audit,	auditors	should	document	all	observations	 in	their	working	

papers	and	evaluate	their	materiality	at	a	later	stage.

•	 Auditors	have	 to	check	all	documentation	 for	completeness,	consistency,	and	

comprehensibility.	 hey	 should	 ensure	 this	 through	 plausibility	 checks	 ques-

tioning	each	inding	to	ensure	that	it	can	be	supported	in	detail	and	does	not	

contradict	other	results.

1.1.2 Legal Requirements

Key	PoInts	 •••

•	 he	 IIA	 has	 issued	 guidance	 and	 recommendations	 for	 document	 retention	

policies.

•	 Laws	and	regulations	may	inluence	the	documentation	requirements	for	Inter-

nal	Audit.	hey	may	include	data	protection	provisions,	archiving	regulations,	

and	document	retention	requirements.

here	is	no	speciic	legal	guidance	in	the	U.S.	for	Internal	Audit	regarding	docu-

mentation	 retention	 beyond	 the	 necessity	 to	 have	 documentation	 as	 part	 of	 a	

functioning	inancial	accounting	and	reporting	system	as	required	by	the	Foreign	

Corrupt	Practices	Act	and	SOX.	he	IIA	has	 issued	guidance	on	documentation	

retention,	but	it	only	requires	that	an	internal	audit	department	have	a	document	

retention	policy	that	is	consistent	with	the	organization’s	requirements.	he	guidance	

does	not	specify	minimum	retention	requirements.	However,	the	IIA	recommends	

that	a	minimum	of	ive	years	of	data	be	available	for	peer	reviews.	

A	comprehensive	documentation	policy	can	include	the	introduction	of	docu-

ment	management,	electronic	archiving,	and	data	processing	systems	and	should	

give	consideration	to	data	security	management	to	prevent	the	disclosure	of	coni-

dential	 employee	 or	 customer	 information.	 In	 this	 context,	 data	 protection	 laws	

such	as	the	U.S.	Data	Protection	Act	of	1998	or	EU	data	protection	regulations	must	

be	considered.	

Internal	auditors	should	consult	with	legal	counsel	to	determine	speciic	docu-

ment	retention	requirements	in	their	jurisdiction	and	to	establish	a	feasible	time	for	

which	documents	should	be	retained.	

HInts	AnD	tIPs	 ;

•	 Auditors	should	familiarize	themselves	with	pertinent	documentation	require-

ments.
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•	 In	 the	 case	 of	 documents	 containing	 personal	 information,	 Internal	 Audit	

should	check	that	conidentiality	is	protected,	involving	the	legal	or	the	human	

resources	department	if	necessary.

•	 Internal	Audit’s	documentation	concept	should	be	discussed	with	the	company’s	

data	protection	oicer.
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1.1.3 Important Documentation Criteria

Key	PoInts	 •••

•	 he	 documentation	 of	 an	 internal	 audit	 department	 should	 be	 organized	 in	

a	basic	structure.

•	 he	documentation	system	should	be	based	on	the	Audit	Roadmap	and	a	num-

ber	of	additional	criteria.

•	 Documentation	 medium,	 document	 iling,	 retention	 periods,	 document	 ar-

chiving,	and	responsibilities	and	authorizations	must	be	considered.

•	 Internal	Audit	 should	deine	consistent	 rules	 for	 the	 treatment	of	documents	

according	to	each	documentation	type.	his	ensures	that	unique	document	se-

lection	is	possible.

In	order	to	deine	the	characteristics	of	efective,	forward-looking	documentation,	

the	main	tasks	for	each	documentation	type	must	be	determined.	he	tasks	can	be	

phase-speciic	or	span	several	phases	along	the	Audit	Roadmap.	he	following	cri-

teria	must	be	taken	into	account	for	comprehensive	and	general,	but	also	lexible	

and	speciic	documentation:

Documentation	CriteriaDocumentation	Criteria

Special Topics and Supplementary Discussion

Documentation in Internal Audit

Basics of Documentation

D	|	1	|	1.1



436

•	 he	documentation	medium	is	the	irst	criterion	to	consider.	Nowadays,	almost	

all	 documents	 in	 IT-based	 systems	 are	 stored	 on	 hard	 disks,	 shared	 network	

drives,	internet-based	systems,	or	external	storage	media.	his	applies	to	both	

documents	Internal	Audit	itself	has	produced	as	well	as	various	source	docu-

ments,	which	are	increasingly	generated	in	electronic	form	or	are	available	as	

scanned	documents	or	electronic	faxes.	Electronically	available	information	can	

be	supported	by	plausibility	checks	(e.g.,	keyword	indexes,	reference	systems,	

and	search	algorithms),	processed	and	condensed	automatically,	and	included	

in	comparisons	and	analyses.	However,	the	auditors	should	keep	hard	copies	of	

at	least	the	audit	reports.	Doing	so	provides	additional	security,	but	also	deines	

original	versions,	signed	copies	of	which	are	labeled	as	such	and	stored	as	docu-

mentary	evidence.	he	documents	stored	electronically	can	be	write-protected	

in	order	to	prevent	subsequent	modiications.

•	 he	iling	of	documents	is	based	on	how	the	internal	audit	department	is	orga-

nized.	 If	 it	 consists	 of	 one	 local	 unit,	 documents	 can	 be	 iled	 uniformly	 and	

centrally	 in	a	 single	 location.	With	 increasing	decentralization	of	 the	depart-

ment,	data	storage	and	iling	have	to	be	arranged	individually	for	each	docu-

ment	 type	(see	Section	D,	Chapter	 1.2).	On	the	basis	of	classifying	attributes,	

such	 as	 auditor,	 audit	 year,	 or	 audit	 method,	 individual	 searches	 can	 be	 per-

formed	thus	allowing	many	kinds	of	analyses.	his	is	supported	by	document-

speciic	folder	directories,	in	which	the	auditor	can	conduct	searches	and	make	

selections	by	documentation	type,	by	content	within	a	type,	or	across	diferent	

types.

•	 Document	 archiving	 is	 aimed	 at	 permanently	 storing	 information	 either	 as	

printed	copies	or	on	special	data	media	such	as	online	archives,	external	storage	

media	(e.g	CD,	DVD)	and	operational	IT	systems.	he	documents	must	be	iled	

individually	according	to	how	current	and	signiicant	they	are.	he	fact	that	the	

information	needs	to	be	available	and	up	to	date	means	that	storage	and	resource	

usage	have	to	be	organized	eiciently,	i.e.,	both	the	timeliness	of	accessing	the	

information	and	storage	eiciency	have	to	be	optimized.	Since	many	companies	

use	servers	with	integrated	databases,	the	data	will	oten	be	stored	centrally	on	

an	online-capable	medium.	All	information	should	be	stored	with	write	protec-

tion.

•	 Two	aspects	are	signiicant	with	regard	to	retention	periods:	external	require-

ments	resulting	from	laws	and	external	guidelines,	if	applicable	(see	Section	D,	

Chapter	1.1.2),	and	periods	 imposed	internally	to	ensure	a	sensible	audit	pro-

cess.

•	 Responsibilities	and	authorizations	primarily	pertain	to	the	creation,	checking,	

and	release	of	documents,	as	well	as	their	administration	in	general.	Authoriza-

tions	are	deined	and	granted	through	a	clear	assignment	system.	Speciically,	

the	following	must	be	deined:

■	 Who	is	given	read	access	to	iles?

■	 Who	can	create,	edit,	and	delete	documents?
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■	 Who	is	responsible	for	organizing	the	iling,	archiving,	and	distribution?

■	 Who	grants	access	authorizations?

When	designing	a	documentation	concept,	equal	consideration	must	be	given	to	

each	of	the	above	criteria.	None	of	the	criteria	must	be	let	out,	because	otherwise	

Internal	Audit	will	not	be	able	to	provide	a	comprehensive	guarantee	that	its	docu-

ment	management	is	reliable	and	complete.

HInts	AnD	tIPs	 ;

•	 Auditors	should	archive	the	audit	documents	at	the	time	they	oicially	conclude	

the	audit.

•	 Auditors	should	create	a	keyword	index	of	all	the	topics	they	have	covered	and	

assign	the	documents	to	the	relevant	keywords.

1.2 Documentation Along the Audit Roadmap

Key	PoInts	 •••

•	 In	addition	to	the	documentation	criteria	and	the	focus	on	the	process	structure	

of	 the	 Audit	 Roadmap,	 the	 documentation	 concept	 is	 inluenced	 by	 Internal	

Audit’s	organizational	structure.

•	 he	criteria	of	the	documentation	concept	should	be	applied	to	each	document	

type	and	every	audit	cycle	along	the	Audit	Roadmap.

•	 Although	general	 rules	are	advisable,	 the	need	 for	 separate	 retention	periods	

and	storage	media	must	be	considered.

GIAS’	documentation	concept	manifests	itself	in	the	implementation	of	the	docu-

mentation	criteria	described	in	Section	D,	Chapter	1.1.3.	hese	criteria	apply	to	each	

document	 type	and	every	audit	 cycle	along	 the	Audit	Roadmap	(see	Section	B).	

Closer	examination	of	the	documents	reveals	the	following:

•	 he	Scope	is	a	central	document,	which	is	normally	created	by	the	person	re-

sponsible	for	the	topic.	his	document	should	be	stored	electronically	to	make	

it	available	and	accessible	to	all	Internal	Audit	employees.	It	should	be	archived	

online	for	ive	years.	All	Internal	Audit	employees	should	have	read	access	to	the	

Scopes.	Changes	may	only	be	made	by	the	person	responsible	for	the	Scope	ater	

consultation	with	management,	i.e.	the	Audit	Manager	in	charge	and	(especially	

in	the	case	of	new	Scopes)	the	CAE.	For	some	audits	–	especially	ad-hoc	audits	–	

for	which	no	Scope	exists,	responsibility	for	the	creation	of	a	Scope	lies	with	the	

audit	lead	and	the	Audit	Manager,	both	of	whom	review	the	Scope	as	part	of	the	

quality	assurance	program	(for	details	on	quality	assurance	for	the	individual	

documents,	see	Section	D,	Chapter	5.3).	
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•	 An	audit	request	can	be	sent	to	Internal	Audit	electronically	as	an	e-mail	attach-

ment	or	as	hard	copy	by	internal	mail.	Any	hard	copies	received	should	irst	be	

scanned.	he	relevant	audit	team	iles	the	audit	request	and	the	other	audit	doc-

uments,	which	together	comprise	the	audit-related	documentation,	for	a	period	

of	 three	 years	 in	 a	 decentralized	 location.	 In	 addition,	 Internal	 Audit	 should	

keep	the	request	on	an	external	storage	medium,	e.g.,	a	CD,	for	a	period	of	seven	

years.	All	Internal	Audit	employees	should	get	read	access,	but	authorization	to	

edit	the	request	document	should	not	be	granted.

•	 he	audit	announcement	 is	converted	into	a	non-editable	storage	format	and	

then	e-mailed	to	the	auditees.	he	document	is	iled	electronically	in	a	decen-

tralized	location	for	three	years.	he	document	should	not	be	changed	or	edited	

thereater,	and	only	the	authorized	persons,	i.e.,	audit	lead,	audit	team,	and	Au-

dit	 Manager,	 are	 given	 read	 access.	 In	 addition,	 the	 audit	 announcement	 is	

stored	on	a	CD	for	seven	years.

•	 he	work	program	is	created	and	stored	electronically.	he	document	 is	iled	

electronically	 in	 a	 decentralized	 location	 for	 three	 years	 and	 centrally	 in	 the	

online	archive	for	ive	years.	Documentation	should	be	accessible	by	audit	and	

by	topic.	Moreover,	it	makes	sense	to	store	the	documents	externally	on	a	CD	for	

seven	years.	All	Internal	Audit	employees	should	get	read	access,	but	authoriza-

tion	to	change	and	edit	the	work	program	is	reserved	for	the	audit	team.

•	 During	audit	execution,	the	auditors	produce	the	working	papers	in	addition	to	

the	source	documents.	he	source	documents	are	available	electronically	or	as	

hard	copies.	he	auditors	should	scan	any	hard	copy	documents.	Source	docu-

ments	and	working	papers	should	be	iled	in	a	decentralized	location	for	three	

years	 and	 externally	 on	 a	 CD	 for	 seven	 years.	 All	 Internal	 Audit	 employees	

should	get	read	access,	but	only	the	audit	team	may	change	and	edit	the	docu-

ments.	In	addition	to	the	various	working	papers,	the	audit	summary	and	the	

work	done	sheets	should	be	stored	electronically.	hese	documents	should	be	

retained	in	a	decentralized	location	for	three	years,	in	an	online	archive	for	ive	

years,	and	on	CD	for	seven	years.

•	 All	reporting	documents	are	normally	created	electronically,	but	the	inal	report	

should	always	be	available	electronically	(e.g.	as	a	pdf-ile)	and	as	hard	copy.	he	

printed	version	must	be	kept	for	two	years.	Reports	should	be	iled	in	both	a	

decentral	and	a	central	location.	In	addition,	they	should	be	iled	according	to	

audit	object	in	a	central	location	assigned	to	the	relevant	audit	topic.	he	recom-

mended	retention	periods	are	three	years	in	a	decentralized	location,	ive	years	

in	the	online	archive,	and	seven	years	on	an	external	storage	medium	(e.g.,	CD).	

he	auditors	should	make	sure	that	any	changes	are	relected	consistently	across	

all	storage	locations.	Only	the	audit	team	can	edit	the	reports.	All	other	Internal	

Audit	employees	will	have	read	access.

•	 Once	an	audit	has	been	completed,	the	auditees	are	asked	by	way	of	an	audit	

survey	to	give	their	assessment	of	Internal	Audit's	work	(for	details,	see	Section	
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D,	Chapter	7.2.2).	he	questionnaires,	which	the	audit	lead	e-mails	to	those	con-

cerned,	 are	 returned	 electronically.	 Ater	 receipt	 by	 Internal	 Audit,	 the	 audit	

lead	can	add	comments	and	 then	saves	 the	document	so	 that	 it	 is	write	pro-

tected.	he	document	is	iled	by	Internal	Audit	management	in	a	decentralized	

location	for	three	years,	in	the	online	archive	for	ive	years,	and	on	CD	for	seven	

years.	All	internal	auditors	are	given	read	access,	but	no	changes	are	allowed.

•	 he	follow-up	documentation	is	treated	in	the	same	way	as	the	documentation	

for	the	basic	audit.

If	the	monitoring	mandate	issued	to	Internal	Audit	necessitates	further	audits	in	the	

same	unit	beyond	the	follow-up,	the	whole	audit	process	repeats	itself,	and	thus	also	

the	documentation	process.	At	the	end	of	the	documentation	processes,	ater	the	

retention	periods	have	elapsed,	the	documents	must	be	deleted.	he	following	dia-

gram	shows	how	the	described	process	steps	relate	to	each	other.

In	addition	to	the	documentation	criteria	and	the	focus	on	the	process	structure	of	

the	Audit	Roadmap,	the	documentation	concept	is	inluenced	by	Internal	Audit’s	

organizational	structure.	he	structure	provides	the	framework,	which	ensures	that	

adequate	 documentation	 control	 is	 maintained	 over	 time.	 Especially	 if	 Internal	

Audit	has	an	 international	organization,	a	clear	documentation	strategy	must	be	

pursued,	 with	 deviations	 between	 legal	 systems	 as	 harmonized	 as	 possible.	 he	

objective	is	to	achieve	a	documentation	concept	that	takes	equal	account	of	each	

documentation	type,	of	the	general	criteria,	the	phases	of	the	Audit	Roadmap,	the	

structural	attributes	of	audit	and	audit	object,	and	the	organizational	structure.
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HInts	AnD	tIPs	 ;

•	 A	 documentation	 concept	 can	 only	 provide	 a	 general	 framework.	 Individual	

adjustments	must	be	possible	to	accomodate	speciic	audits.

•	 For	 the	 duration	 of	 an	 audit,	 auditors	 should	 make	 personal	 copies	 of	 every	

important	document	and	store	them	in	a	conidential	directory.

•	 Auditors	should	test	the	availability	of	data	and	reports	for	ongoing	as	well	as	

completed	audits.

•	 he	archiving	of	documents	should	be	logged.

•	 If	auditors	notice	that	audit	documents	are	missing,	they	must	immediately	no-

tify	the	Audit	Manager	in	charge.

LInKs	AnD	RefeRenCes	 e

•	 INSTITUTE	OF	INTERNAL	AUDITORS.	2001.	Practice Advisory 2100-2: Information 

Security.	Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.

•	 INSTITUTE	OF	INTERNAL	AUDITORS.	2001.	Practice Advisory 2330-1: Recording In-

formation.	Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.

•	 INSTITUTE	OF	INTERNAL	AUDITORS.	2001.	Practice Advisory 2330.A2-1: Retention 

of Records.	Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.
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2	 Cooperation
2.1 Communication and Information Flow

Key	Points	 •••

•	 Communication	and	 information	exchange	are	 important	components	of	 the	

work	of	an	internal	audit	department.

•	 he	conidentiality	of	information	must	be	observed	at	all	times.

•	 he	correct	tone	and	style	of	communication	are	as	important	as	the	right	tim-

ing.

•	 Internal	Audit	has	to	conduct	itself	professionally	and	objectively	in	verbal	and	

written	communication.

An	important	part	of	the	work	of	an	internal	audit	department	in	a	corporate	group	

is	to	obtain	and	process	internal	and	external	 information.	Relevant	information	

may,	 for	 example,	 be	 obtained	 from	 the	 internet,	 professional	 publications,	 or	

through	communication	with	cooperation	partners.	For	Internal	Audit	to	be	efec-

tive,	it	is	essential	to	be	open	to	information	from	many	diferent	channels	within	

the	company	and	in	diferent	formats.	

here	 are	 various	 criteria	 for	 communication	 and	 information	 lows,	 which	

have	to	be	met	to	achieve	efective	cooperation.	For	example,	the	conidentiality	of	

the	information	transferred	–	irrespective	of	low	direction	–	must	be	guaranteed.	

Auditors	must	observe	Internal	Audit’s	special	rules	for	the	distribution	of	informa-

tion	and	the	corporate	guidelines	on	the	treatment	of	conidential	information,	i.e.,	

they	must	mark	all	audit	reports	as	“conidential”	when	sending	them	out.	In	addi-

tion,	 the	 applicable	 data	 protection	 regulations	 and	 legal	 requirements	 must	 be	

complied	with.

It	is	important	that	a	company	maintains	a	mutual	exchange	of	information	in-

ternally.	SAP’s	Internal	Audit	has	mapped	the	necessary	relationships	in	a	matrix	

(described	below),	which	has	been	discussed	with	the	respective	departments.	he	

tasks	 of	 audit	 management	 include	 constantly	 updating	 and	 implementing	 the	

matrix.	he	matrix	has	to	be	adapted	to	the	individual	regions	and	also	has	to	be	

coordinated	 with	 the	 other	 departments	 or	 individuals,	 such	 as	 the	 responsible	

Board	members.	Region-speciic	matrices	have	to	be	discussed	with	the	CAE	before	

they	are	implemented.	his	discussion	represents	a	quality	check,	rather	than	con-

trol	over	regional	information	lows.

Of	course,	there	are	also	information	lows	within	the	Internal	Audit	teams	and	

across	 regions	 between	 team	 members	 and	 the	 Internal	 Audit	 management	 in	

charge.	 his	 information	 low	 is	 very	 important	 especially	 with	 regard	 to	 audit-

related	issues.	In	addition,	contact	at	a	personal	level	also	serves	to	strengthen	the	

team	spirit.	Good	team	spirit	is	particularly	valuable	when	a	global	audit	team	is	put	

together	and	the	auditors	have	to	get	used	to	each	other’s	working	style	in	a	short	

period	of	time.	Annual	departmental	meetings,	which	bring	together	all	Internal	

Audit	employees	in	one	place,	also	have	a	positive	efect	on	team	spirit.

GeneralGeneral
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It	 is	 important	 to	 use	 the	 right	 tone	 and	 an	 appropriate	 style	 when	 exchanging	

information.	 A	 diferent	 tone	 should	 be	 used	 when	 communicating	 within	 the	

company	than	when	dealing	with	external	partners	or	other	companies.	But	even	

internally,	 auditors	 must	 ensure	 that	 all	 other	 parties	 perceive	 Internal	 Audit	 as	

professional	and	objective.	he	type	of	information	exchange	–	verbal	or	written	–	

is	important	in	this	regard.	For	electronic	and	paper-based	written	communication	

as	well	as	for	direct	contact,	there	are	special	conventions	that	should	be	observed.	

When	information	is,	for	example,	passed	on	in	writing,	particular	attention	should	

be	paid	to	form,	clarity,	and	completeness	of	content.	In	this	regard,	it	is	the	respon-

sibility	of	audit	management	to	specify	the	correct	tone	and	style	of	communication	

for	the	department.

Another	important	aspect	of	communication	is	timing.	First,	there	is	a	periodic	

exchange	of	information,	which	has	to	be	arranged	with	other	departments.	And	
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second,	there	are	occasional	exchanges	of	information	as	the	need	arises.	In	such	

cases,	timing	is	important	so	that	information	is	not	communicated	too	early	or	too	

late.

For	verbal	 communication	 (face-to-face,	via	 telephone,	video	conference,	net	

meeting	etc.),	it	is	usually	a	good	idea	to	create	an	internal	ile	note	to	have	a	written	

record	of	the	discussion.	here	are	standard	templates,	such	as	interview	or	meeting	

logs,	 in	 the	working	papers	 for	 this	purpose	 (see	Section	B,	Chapter	4.2).	 In	 the		

day-to-day	low	of	information,	the	decision	of	whether	the	creation	of	a	ile	note	is	

appropriate	or	not	depends	on	the	substance	and	importance	of	a	discussion.	As	

with	other	working	papers,	the	purpose	of	the	ile	note	is	to	have	a	record	of	the	

conversation	available	on	request.	Especially	 if	 there	are	queries	from	the	people	

involved	in	the	audit	or	in	relation	to	other	ieldwork	activities	and	report	prepara-

tion,	 it	 is	useful	 to	make	the	Audit	Manager	or	CAE	aware	of	 the	ile	note	or	 to	

forward	a	copy.	If	there	is	a	dispute	about	what	was	said	at	a	meeting,	the	written	ile	

note	protects	those	who	took	part	in	the	discussion.

When	information	is	exchanged	in	writing,	the	auditor	has	to	decide	on	an	ap-

propriate	format	for	each	case	(e.g.,	minutes	or	memorandum).	In	addition,	it	must		

be	speciied	whether	subsequent	changes	are	to	be	allowed,	and	if	so,	who	is	autho-

rized	to	make	them.

Hints	anD	tiPs	 ;

•	 When	communicating	with	others,	auditors	must	always	remember	that	 they	

represent	the	company’s	internal	audit	department.

•	 Sometimes	it	may	be	useful	to	ask	colleagues	to	read	an	e-mail	before	sending	it	

out.

•	 Auditors	should	observe	the	information	low	matrix.

LinKs	anD	ReFeRenCes	 e
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•	 InStItutE	OF	IntERnAl	AudItORS.	2001.	Practice Advisory 2050-1: Coordination.	

Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.
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2.2 Global Risk Management

2.2.1 Integration Overview

Key	Points	 •••

•	 Risk	Management	and	Internal	Audit	are	closely	related	functions.

•	 he	 close	 relations	 between	 the	 two	 units	 are	 evident	 from	 various	 perspec-

tives.

•	 despite	their	closeness,	they	should	be	separate	organizational	units.

Risk	management	is	one	of	internal	auditing’s	most	closely	related	partner	disciplines,	

and	 the	 two	 areas	 are	 signiicant	 interrelated	 instruments	 of	 corporate	 manage-

ment.	Historically,	the	risk	management	function	and	the	internal	audit	function	

have	developed	with	diferent	objectives	in	mind.	In	the	past,	the	risk	management	

function	was	oten	almost	fully	included	in	the	internal	audit	function,	but	today	

the	two	functions	are	usually	separated.	his	means	that	in	terms	of	function	and	

organizational	integration,	Risk	Management	is	a	separate	unit	from	Internal	Au-

dit,	even	though	the	two	areas	are	closely	interrelated.	diferent	relationship	levels	

are	shown	below.

Quite	clearly,	it	is	an	objective	for	Internal	Audit	to	identify	and	address	potential	

risks	in	every	audit.	his	minimum	requirement	of	a	risk-based	procedure	can	be	

Risk	Management		
and	internal	audit
Risk	Management		
and	internal	audit

Risk-Based	ProcedureRisk-Based	Procedure

Fig. 3 Network of Relations between Internal Audit and Risk Management
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implemented	step	by	step	in	all	the	phases	of	the	Audit	Roadmap,	until	a	risk-based	

audit	approach	is	ultimately	achieved	(see	Section	A,	Chapter	6.3).	When	this	ap-

proach	is	aligned	with	the	Audit	Roadmap,	a	risk	relation	can	be	derived	for	each	

audit	step	in	terms	of	quality,	and	sometimes	quantity,	i.e.,	each	risk	can	be	local-

ized	 and	 analyzed.	 he	 aim	 is	 to	 use	 audit	 indings	 to	 identify	 relevant	 business	

risks,	to	deal	with	them	according	to	predetermined	rules	within	the	audit	process,	

and	to	make	information	about	them	available	to	Risk	Management.

In	addition,	Risk	Management	represents	a	separate	audit	object,	because,	like	

any	other	organizational	unit	of	the	company,	this	area	has	its	own	guidelines	and	

principles.	Certain	structural	and	process-related	approaches	to	working	are	based	

on	 these	guidelines	and	principles	and	are	naturally	 included	 in	 Internal	Audit’s	

work	focus,	along	with	communication	and	information	lows.

Efective	risk	management	must	have	an	independent	process	model,	i.e.,	a	sep-

arate	Roadmap.	In	the	context	of	mutual	integration,	Internal	Audit	can	contribute	

to	generating	and	updating	such	a	Roadmap.	here	is	possible	overlap	between	the	

steps	of	the	risk	management	process	model	and	the	Audit	Roadmap.	he	aim	of	

the	cooperation	from	Risk	Management’s	point	of	view	is	to	obtain	all	the	informa-

tion	required	for	efective	risk	control.	Internal	Audit	can	be	a	useful	partner	in	this	

regard	by	providing	all	audit-related	risk	information.

Essentially,	Risk	Management	is	intended	to	help	the	areas	with	potential	risks	

in	identifying	and	controlling	them	on	the	basis	of	a	standardized	method	and	quality	

assurance	system	provided	by	a	neutral	corporate	function.	If	the	integration	ap-

proaches	shown	above	are	combined,	then	it	becomes	clear	that	Risk	Management	

and	Internal	Audit	are	closely	related	units	and	should	cooperate	closely.	he	processes	

of	each	department	should	therefore	be	highly	integrated.	However,	the	sometimes	

diferent	nature	of	the	work,	diferent	perspectives,	and	the	need	for	independence	

from	each	other	necessitate	the	existence	of	two	separate	organizational	units.

Hints	anD	tiPs	 ;

•	 Every	auditor	should	try	to	keep	in	touch	with	Risk	Management.

•	 Whenever	appropriate,	risk	managers	should	be	 involved	 in	an	audit.	 In	par-

ticular,	a	risk	manager	should	be	invited	to	the	closing	meetings.

LinKs	anD	ReFeRenCes	 e

•	 InStItutE	OF	IntERnAl	AudItORS.	2001.	Practice Advisory 2050-1: Coordination.	
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•	 InStItutE	OF	IntERnAl	AudItORS.	2003.	Practice Advisory 2110-1: Assessing the 

Adequacy of Risk Management Processes.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	

Auditors.

•	 InStItutE	OF	IntERnAl	AudItORS.	2003.	Practice Advisory 2110-2: Internal Au-

ditor’s Role in the Business Continuity Process.	 Altamonte	 Springs,	 Fl:	 he	 Institute	 of	

Internal	Auditors.
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2.2.2 Risk Management Along the Audit Roadmap

Key	Points	 •••

•	 he	implementation	of	the	risk-based	audit	approach	as	a	framework	concept	is	

an	integral	process	component	of	the	Audit	Roadmap.

•	 Every	phase	of	the	Audit	Roadmap	is	conducted	under	risk	aspects.

•	 he	cooperation	between	Internal	Audit	and	Risk	Management	must	be	coordi-

nated	in	detail.

he	implementation	of	the	risk-based	audit	approach	as	a	framework	concept	(see	

Section	A,	Chapter	6.3)	is	an	integral	process	component	of	the	Audit	Roadmap.	

Risk-based	audit	planning	assigns	pre-deined	key	Scopes	to	each	audit	topic.	he	

main	risk	category	is	one	of	the	items	indicated	in	the	key	Scope.	his	general	as-

sessment	of	risk	is	speciied	for	the	associated	item	of	the	work	program	by	noting	

the	risk	sub	category.	he	subsequent	audit	will	 reveal	whether	or	not	 these	risk	

assumptions	are	conirmed.	Once	the	audit	has	been	completed,	each	inding	relat-

ing	to	an	item	in	the	work	program	will	be	connected	to	the	identiied	risk	in	the	

audit	report.	his	information	will	be	passed	on	to	Risk	Management	for	further	

evaluation,	assessment,	and	monitoring.

he	 audit	 topics	 identiied	 during	 audit	 planning	 include	 information	 about	

risk-prone	areas	related	to	the	topics	(e.g.,	organization,	inance,	etc.),	determined	

on	the	basis	of	the	common	risk	catalog	of	the	risk	management	system.	his	cata-

log	forms	the	basic	structure	of	all	known	risks.	during	the	annual	planning	phase	

(see	Section	B,	Chapter	2.2	and	Section	d,	Chapter	3),	Internal	Audit	assesses	all	

relevant	audit	topics	from	a	risk	perspective.	Risk	Management	is	also	involved	in	

this	risk	assessment	procedure.	Similar	arrangements	apply	to	ad-hoc	audits,	where	

an	individual	risk	assessment	is	made	at	the	time	an	audit	request	is	accepted	or	

submitted.

during	ield	work,	 the	main	focus	 is	on	testing	whether	 internal	controls	are	

active	and	efective	in	avoiding	or	limiting	risk.	If	they	are	not,	new	internal	con-

trols	will	have	to	be	deined.	he	audit	object	on	which	the	inding	is	based	will	have	

to	be	questioned,	and	the	risk	lagged	as	an	existing,	though	potentially	avoidable,	

risk.	As	part	of	these	testing	activities,	diferent	risk	categories	are	analyzed	for	in-

terrelations	among	each	other	and	for	their	actual,	independent	existence.	Oten,	

more	than	one	risk	is	assigned	to	a	inding.

For	each	inding,	the	information	relating	to	the	relevant	risks	is	added	to	the	

working	papers,	especially	to	the	work	done	sheets.	Accordingly,	every	inding	has	

to	relate	to	at	 least	one	risk.	At	the	same	time,	 it	 is	possible	to	make	appropriate	

recommendations,	which	may	relate	exclusively	to	the	treatment	of	the	risk	or	in	

addition	include	other	facts	mentioned	in	the	inding,	such	as	non-compliance	with	

internal	guidelines.

overviewoverview

audit	Planningaudit	Planning

audit	executionaudit	execution
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he	 indings	 which	 are	 pre-structured	 in	 the	 working	 papers,	 including	 risk	

identiication,	are	ultimately	included	in	the	audit	report,	and	the	inal	recommen-

dations	 are	 prepared.	 By	 following	 this	 procedure,	 a	 report	 will	 be	 created	 that	

provides	details	on	the	risks	actually	assigned	to	a	inding,	including	the	relevant	

recommendations.	

On	the	basis	of	the	audit	results,	Risk	Management	will,	if	appropriate,	create	

the	relevant	activities	and	items	in	the	risk	management	system.	Risk	Management	

assesses	the	risks	transferred	into	the	risk	management	system,	analyzes	them	with	

a	 focus	on	 loss	probability	 and	potential	 impact.	Risk	Management	clariies	and	

monitors	all	further	information,	especially	the	steps	taken	to	minimize	risk.

Follow-ups	 may	 give	 rise	 to	 additional	 Internal	 Audit	 and	 Risk	 Management	

activities,	such	as	testing	and	risk-based	evaluation	of	newly	implemented	internal	

controls.	hese	activities	must	be	coordinated	with	operational	management.	he	

objective	of	all	activities	is	to	achieve	adequate	risk	control.	Since	overlap	between	

the	activities	of	the	individual	areas	is	probable,	it	is	necessary	to	coordinate	tasks.

Hints	anD	tiPs	 ;

•	 If	possible,	the	identiication	of	risks	during	ieldwork	should	always	be	coordi-

nated	with	a	risk	manager.

•	 In	preparation	for	an	audit,	it	may	be	useful	for	the	auditor	to	review	risk	man-

agement	reports	on	speciic	risks.

2.2.3 Risk Management Audits

Key	Points	 •••

•	 he	risk	management	audit	breaks	down	into	the	central	organization	and	the	

decentralized	functions	of	the	risk	management	organization.

•	 Certain	 focus	areas	must	be	 taken	 into	account	when	auditing	Risk	Manage-

ment.

Risk	management	audits	are	a	separate	audit	task	for	Internal	Audit.	Such	audits	

also	pass	through	all	the	phases	and	sub-phases	of	the	Audit	Roadmap.

SAP’s	central	risk	management	department	is	supplemented	by	a	decentralized	

organization	with	local	and	regional	risk	managers,	and	the	actual	decision	makers	

and	process	owners	in	the	risk	management	process.	It	thus	seems	sensible	for	In-

ternal	Audit	 to	structure	risk	management	audits	along	 these	 levels,	but	without	

neglecting	the	integration	of	these	areas	and	the	communication	between	them.

he	focus	areas	of	a	risk	management	audit	are	as	follows:

•	 organizational	 structure,	 responsibilities,	 and	 Risk	 Management’s	 integration	

into	the	overall	corporate	governance	complex,
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•	 formal	low	of	information,	communication,	and	reporting	paths,	especially	to	

the	Board,

•	 basic	structure	of	the	risk	management	process,	consisting	of	identiication,	as-

sessment,	control,	monitoring,	and	reporting,

•	 functionality	and	compliance	of	the	It	solution	the	company	uses	for	risk	man-

agement,

•	 processes,	information,	and	communication	lows	between	the	central	depart-

ment	and	the	decentralized	units,	as	well	as	among	the	separate	decentralized	

units,

•	 decentralized	structure	of	the	risk	managers	in	charge,

•	 objectives,	tasks,	and	cooperation	of	the	risk	managers	vis-à-vis	the	decentral-

ized	units	responsible	and	among	each	other,	and

•	 Risk	Management’s	cooperation	with	other	functions	to	ensure	compliance	in	

the	company,	e.g.,	Internal	Audit	and	compliance	management.

In	addition,	individual	risks	will	be	audited	by	analyzing	the	entire	population	or		

a	 sensibly	 chosen	 sample.	 Evidence	 of	 the	 eiciency	 and	 correctness	 of	 the	 risk	

management	process	has	 to	be	provided	on	 the	basis	of	 these	risks.	Compliance	

with	the	requirements	of	SOX	is	also	tested.	A	review	of	the	direct	assignment	of	

speciic	internal	controls	to	individual	risks	completes	the	audit.

Breaking	the	audit	down	into	centralized	and	decentralized	aspects	helps	dif-

ferentiate	audit	indings	in	terms	of	responsibility.	Oten,	individual	responsibilities	

are	interrelated	with	each	other.	his	kind	of	responsibility	network	is	addressed	by	

a	structured	audit,	making	it	easier	to	detect	and	eliminate	any	unclear	responsi-

bilities.

A	risk	management	audit	may	detect	additional	risks	that	were	not	known	pre-

viously.	 Internal	 Audit	 treats	 and	 documents	 such	 risks	 according	 to	 the	 Audit	

Roadmap.

Hints	anD	tiPs	 ;

•	 he	work	program	for	a	risk	management	audit	should	be	discussed	with	a	risk	

manager.

•	 he	special	relationship	between	Internal	Audit	and	Risk	Management,	espe-

cially	with	regard	to	their	independence,	has	to	be	taken	into	consideration.

LinKs	anD	ReFeRenCes	 e

•	 InStItutE	OF	IntERnAl	AudItORS.	2001.	Practice Advisory 2010-1: Planning.	Al-

tamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 InStItutE	OF	IntERnAl	AudItORS.	2003.	Practice Advisory 2110-1: Assessing the 

Adequacy of Risk Management Processes.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	

Auditors.
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•	 InStItutE	OF	IntERnAl	AudItORS.	2003.	Practice Advisory 2110-2: Internal Au-

ditor’s Role in the Business Continuity Process.	 Altamonte	 Springs,	 Fl:	 he	 Institute	 of	

Internal	Auditors.

•	 InStItutE	OF	IntERnAl	AudItORS.	2003.	Practice Advisory 2140-4: Internal Au-

diting’s Role in Organizatons without a Risk Management Process.	Altamonte	Springs,	Fl:	

he	Institute	of	Internal	Auditors.

2.2.4 Internal Audit as Part of the Risk Management Process

Key	Points	 •••

•	 A	particular	challenge	for	Internal	Audit	and	Risk	Management	is	to	harmonize	

their	two	process	models.

•	 his	ensures	that	both	parties	can	guarantee	the	necessary	mutual	integration	

while	maintaining	their	respective	self-image.

As	mentioned	earlier,	a	well	developed	risk	management	function	should	have	its	

own	process	model,	i.e.	a	Roadmap.	In	diferent	phases,	this	model	represents	the	

platform	for	appropriate	cooperation	between	the	two	compliance	units,	Risk	Man-

agement	and	Internal	Audit.	In	general,	the	risk	management	process	consists	of	

ive	operational	phases:	risk	planning,	risk	identiication,	risk	analysis,	risk	control,	

and	risk	monitoring.

hese	ive	operational	phases	provide	 the	 risk	management	 function	with	an	

action	framework	that	facilitates	close	interaction	between	Internal	Audit	and	Risk	

Management.	he	fact	that	each	department	mirrors	some	of	the	other’s	activities	

results	 in	overlap,	which	 requires	 coordination.	despite	 special	perspectives	and		

a	diferent	focus,	it	pays	to	identify	as	many	commonalities	as	possible	and	to	con-

sider	them	in	daily	operations.

Once	risks	have	been	identiied,	they	have	to	be	discussed	with	the	relevant	risk	

manager	 in	a	 timely	manner.	 In	critical	cases,	an	automatic	 information	mecha-

nism	should	be	triggered.	he	risks	are	analyzed	and	assessed	by	the	process	owner	

with	support	 from	Risk	Management.	his	assessment	 includes	 in	particular	 the	

development	of	an	appropriate	risk	control	strategy,	which	has	to	be	discussed	with	

operational	management.	It	is	possible	and	desirable	to	establish	substantial	links	to	

the	recommendations	made	by	Internal	Audit.

Risk	 control	 is	 closely	 linked	 to	 the	 follow-up	 (see	 Section	 B,	 Chapter	 6)	

conducted	by	Internal	Audit,	because	in	addition	to	a	risk	review	by	Risk	Manage-

ment,	this	control	phase	simultaneously	requires	the	results	from	Internal	Audit’s	

follow-up	to	be	coordinated	and	updated.	In	addition,	all	relevant	facts	have	to	be	

communicated	 to	Risk	Management	 to	be	entered	 in	 the	 risk	management	 tool.	

Maintaining	this	tool	is	the	responsibility	of	Risk	Management.
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All	risk	management	activities	should	always	be	conducted	in	close	coordina-

tion	with	the	people	responsible	in	the	operating	unit.	Generally,	operational	man-

agement	is	responsible	for	risk	control.	Internal	Audit	takes	on	a	control	function	

by	checking	the	implementation	of	recommendations	and	thus	the	minimization	of	

risks.	he	collaboration	of	all	parties	is	an	important	element	of	a	successful	and	

standardized	risk	management	process.

A	critical	factor	is	that	Internal	Audit	and	Risk	Management	understand	that	

they	can	efectively	function	as	compliance	tools	only	if	they	act	together.	his	re-

quires	joint	eforts	and	a	sensible	degree	of	frankness	with	each	other,	in	spite	of	the	

stringent	need	for	conidentiality.	his	places	particular	demands	on	the	managers	

in	 Risk	 Management	 and	 Internal	 Audit	 to	 create	 the	 necessary	 prerequisites	 to	

guarantee	the	low	of	information.

Hints	anD	tiPs	 ;

•	 If	 possible,	 auditors	 should	 take	 part	 in	 risk	 strategy	 meetings	 between	 Risk	

Management	and	employees	with	operating	responsibility.

•	 Auditors	should	have	read	access	to	Risk	Management’s	risk	data	base	for	their	

current	audit.	he	status	of	the	data	has	to	be	monitored	continually	together	

with	Risk	Management.

•	 Especially	 before	 a	 follow-up,	 auditors	 should	 obtain	 information	 from	 Risk	

Management	about	its	assessment	of	the	audit	objects	that	the	auditors	want	to	

work	on.

LinKs	anD	ReFeRenCes	 e

•	 InStItutE	OF	IntERnAl	AudItORS.	2001.	Practice Advisory 2010-1: Planning.	Al-

tamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 InStItutE	OF	IntERnAl	AudItORS.	2003.	Practice Advisory 2110-1: Assessing the 

Adequacy of Risk Management Processes.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	

Auditors.

•	 InStItutE	OF	IntERnAl	AudItORS.	2003.	Practice Advisory 2110-2: Internal Au-

ditor’s Role in the Business Continuity Process.	 Altamonte	 Springs,	 Fl:	 he	 Institute	 of	

Internal	Auditors.

2.3 Global Quality Management

Key	Points	 •••

•	 Companies	must	be	able	to	rely	on	the	quality	of	their	products	and	services,	

because	risks	and	defects	can	have	a	serious	impact	on	their	success.

•	 A	risk-focused	internal	audit	function	therefore	must	ensure	that	product	qual-

ity	is	monitored.

Joint	ResponsibilityJoint	Responsibility

shared	objective	shared	objective	
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•	 When	assessing	the	operational	quality	management	system,	it	is	useful	to	col-

laborate	with	company-internal	testing	bodies,	because	they	normally	have	the	

required	expertise.

•	 In	this	context,	SOX	has	led	to	increased	demands	on	a	company’s	internal	con-

trol	system.

Every	 company	 has	 to	 ensure	 that	 its	 customers	 are	 satisied	 with	 the	 quality	 of	

goods	and	services	it	delivers.	A	consistently	high	level	of	quality	cannot	be	achieved	

by	merely	engaging	in	inal	checks	on	the	products	supplied	to	customers	and	mak-

ing	corrections	as	necessary.	Rather,	a	comprehensive	quality	management,	which	

includes	 requirements	 for	 the	 internal	 processes	 (process	 standards)	 and	 for	 the	

functionality	of	the	products	(product	standards)	is	necessary.	ultimately,	this	cus-

tomers-focused	 view	 of	 quality	 should	 be	 an	 integral	 part	 of	 the	 management	

philosophy	of	every	company.	If	customer	satisfaction	plays	a	central	role,	it	stands	

to	reason	that	quality	management	will	be	given	similar	priority.	Most	employees	of	

the	company	have	to	be	involved	in	quality	management,	an	approach	referred	to	as	

total	quality	management.

Quality	management	has	 two	consequences	 for	Internal	Audit.	First,	 Internal	

Audit	 itself	 has	 to	 be	 focused	 on	 quality	 and	 design	 its	 own	 internal	 processes	

accordingly.	And	second,	quality	defects	on	products	or	services	can	lead	to	consid-

erable	inancial	losses,	which	may	even	impact	the	company’s	going	concern.	Such	

losses	must	be	avoided.	Any	 internal	audit	department	 that	claims	 to	work	with	

a	risk	focus	cannot	aford	not	to	assess	quality	management.

he	performance	output	in	the	company	should	meet	both	internally	speciied	

quality	targets,	and	external	quality	standards.	he	most	commonly	used	external	

standards	 are	 the	 ISO	 9000	 series.	 In	 addition,	 every	 company	 should	 adapt	 its	

quality	management	system	to	its	speciic	needs	and	deine	its	own	internal	quality	

targets	independently	of	external	standards.

When	implementing	a	quality	management	system,	sotware	companies	such	as	

SAP	have	to	allow	for	the	fact	that	their	products	are	intangible	and	quality	mea-

surement	therefore	poses	particular	challenges.	Furthermore,	the	focus	of	this	type	

of	company	is	not	on	traditional	production	and	supply	processes,	but	on	the	rele-

vant	sotware	product	development	processes.	hese	include	in	particular:

•	 Project	management	(Are	project	targets	being	achieved?).

•	 Requirements	management	(What	performance	is	expected	of	the	product?).

•	 Coniguration	management	(Which	version	is	being	shipped?	How	does	it	it	

into	the	company’s	existing	product	portfolio?	How	can	the	product	be	main-

tained	and	updated	if	necessary?).

SAP’s	main	development	processes	and	certain	support	processes	are	regularly	cer-

tiied	according	to	the	ISO	standard	by	external	certiication	bodies.	In	addition,	

SAP	uses	Six	Sigma	methods	(SAP	Sigma)	and	has	implemented	a	comprehensive	

internal	quality	management	system	to	ensure	that	sotware	quality	is	of	a	consis-

tently	high	standard.
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Generally,	quality	management	procedures	should	be	documented	in	writing,	

(e.g.,	in	a	quality	management	manual).	he	documentation	should	properly	struc-

ture	the	processes,	deine	signiicant	quality	variables,	and	assign	the	relevant	re-

sponsibilities	clearly.	When	assigning	responsibilities,	a	careful	distinction	should	

be	made	between	“quality	management”	and	“quality	assurance,”	because	each	term	

covers	diferent	 tasks.	Quality	management	 refers	 to	all	 coordinated	activities	 to	

manage	and	control	an	organization	with	regard	to	quality,	but	quality	assurance	

represents	operational	measures	aimed	at	meeting	the	quality	requirements.	Given	

the	enormous	importance	of	high-quality	products	and	services	for	company	suc-

cess,	Internal	Audit	should	also	involve	itself	with	quality	assurance.

he	following	procedures	are	feasible	for	quality	management	audits,	depend-

ing	on	the	design	of	the	quality	management	system	in	a	company:

•	 When	 the	 entire	 quality	 management	 is	 audited,	 Internal	 Audit	 examines	 all	

elements	of	the	quality	management	process.	his	includes	the	company’s	basic	

quality	policy	and	concept,	the	processes,	responsibilities,	etc.	Auditors	do	not	

always	have	the	necessary	knowledge	to	do	this,	because	in	sotware	companies,	

this	 requires	 expertise	 in	 sotware	 architectures,	 development	 landscapes,	 as	

well	as	coding	and	coniguration	details.	Without	this	knowledge,	it	is	diicult	

for	auditors	to	assess	compliance	with	process	and	product	standards.	For	this	

reason,	the	auditors	should	cooperate	with	quality	experts	and	testers	(see	Sec-

tion	d,	Chapter	10).

•	 to	audit	quality	management,	Internal	Audit	can	also	collaborate	with	technical	

testing	bodies	 from	within	the	company,	 if	available.	hese	bodies,	known	as	

quality	control,	should	have	the	required	independence	(ideally	such	a	depart-

ment	will	report	directly	to	executive	management)	so	that	any	quality	defects	

can	be	identiied.	he	cooperation	can	be	beneicial	for	both	parties,	because	it	

perfectly	complements	Internal	Audit’s	work	from	a	more	technical	angle.	Since	

both	parties	share	an	auditor’s	view	and	way	of	thinking,	a	coordinated	proce-

dure	should	be	easy	to	achieve.

•	 Another	option	for	Internal	Audit	is	to	cooperate	with	quality	oicers	on	indi-

vidual	projects.	Quality	assurance	in	projects	is	not	primarily	a	task	of	higher-

level	quality	control	but	it	is	part	of	the	responsibility	of	each	employee.	Many	

smaller	project	groups	or	departments	are	unlikely	to	have	independent	testing	

bodies.	Instead,	the	role	of	quality	oicer	is	assigned	to	speciic	employees	who	

have	the	necessary	technical	and	process	knowledge	and	social	skills	for	this	job.	

Cooperation	 between	 Internal	 Audit	 and	 these	 quality	 oicers	 is	 important	

when	speciic	major	projects	are	investigated.	When	Internal	Audit	is	requested	

to	get	involved,	projects	are	oten:

■	 particularly	prone	to	risk,	or

■	 problems	have	already	been	reported.

In	both	cases,	the	quality	oicers	are	among	Internal	Audit’s	main	contacts.
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In	its	ieldwork,	Internal	Audit	can	primarily	rely	on	documented	information.	

Particularly,	 the	 following	quality-related	documents	should	be	available	and	as-

sessed:

•	 a	quality	manual,	which	documents	in	writing	the	entire	quality	management	

system	as	practiced	by	the	company,

•	 individual	quality	plans,	which	document	the	quality	management	system	for	

a	speciic	product	or	project,

•	 requirement	speciications	(or	quality	criteria),	which	set	out	the	requirements	

to	be	met,

•	 process	and	work	instructions,	which	describe	in	detail	the	processes	to	be	ap-

plied,

•	 practice-based	guidelines,	which	 include	recommended	implementations	and	

best-practice	solutions	for	clariication,	and

•	 notes	to	provide	evidence	of	the	quality-related	steps	taken	or	the	quality	results	

achieved.

SOX	also	has	an	impact	on	the	quality	management	system	of	a	company	(see	Sec-

tion	d,	Chapter	14).	under	SOX	302,	the	management	of	the	company	must	ensure	

that	information	of	relevance	to	investors	is	made	known	fully	and	correctly.	his	

requirement	 goes	 beyond	 the	 pure	 inancial	 reporting	 criteria	 of	 SOX	 404.	 he	

question	 is	 not	 so	 much	 whether	 the	 information	 is	 of	 a	 inancial	 nature,	 but	

whether	or	not	 it	 is	material	 to	 stakeholders.	Stakeholders	 therefore	must	be	 in-

formed	of	material	defects	in	a	company’s	quality	management	system.	In	addition,	

under	SOX	302	executive	management	is	personally	responsible	for	certifying	the	

efectiveness	of	internal	controls.	Company	oicers	must	conirm	directly	that	they	

are	also	responsible	for	the	internal	controls	in	quality	management	and	that	the	

controls	are	efective.

Hints	anD	tiPs	 ;

•	 Auditors	should	familiarize	themselves	with	the	company-internal	documenta-

tion	of	the	quality	management	process.

LinKs	anD	ReFeRenCes	 e

•	 InStItutE	 OF	 IntERnAl	 AudItORS.	 2004.	 Practice Advisory 1300-1: Quality 

Assurance and Improvement Program.	Altamonte	Springs,	Fl:	he	Institute	of	 Internal	

Auditors.

•	 InStItutE	OF	IntERnAl	AudItORS.	2004.	Practice Advisory 1320-1: Reporting on 

the Quality Program.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 IntERnAtIOnAl	 ORGAnIzAtIOn	 FOR	 StAndARdIzAtIOn.	2005.	ISO 9000: 

Quality Management System.	http://www.iso.org/iso/en/	(accessed	May	31,	2007).
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2.4 Corporate Security Function

Key	Points	 •••

•	 Communication	between	Internal	Audit	and	Corporate	Security	takes	place	ac-

cording	to	a	predetermined	information	low	for	fraud	prevention	and	investi-

gation.

•	 Information	can	be	exchanged	between	the	two	parties	at	departmental	meet-

ings	and	workshops.

•	 Information	 can	 also	 be	 transferred	 in	 the	 form	 of	 minutes	 of	 departmental	

events	and	monthly	updates	about	matters	relevant	to	corporate	security.

In	many	cases,	Corporate	Security	and	Internal	Audit	cooperate	on	fraud	preven-

tion	and	speciic	fraud	investigations.	In	addition,	they	communicate	according	to	

criteria	deined	 in	 the	 information	low	matrix	(see	Section	d,	Chapter	2.1).	he	

cooperation	between	Internal	Audit	and	Corporate	Security	may	lead	to	improved	

working	practices	 for	both	departments,	because	 it	allows	 information	 to	be	ex-

changed	and	improvements	for	future	procedures	to	be	proposed	and	evaluated.

SAP’s	internal	audit	department	has	access	to	the	tools	for	reporting	security-

relevant	 incidents	and	fraud,	which	are	developed	and	maintained	by	Corporate	

Security.	his	creates	a	permanent	exchange	of	information	between	the	two	de-

partments.	Internal	Audit’s	team	in	charge	of	fraud	investigation	and	prevention	is	

in	direct	contact	with	Corporate	Security	employees.	Both	groups	cooperate	closely	

during	ongoing	investigations	especially	regarding	It	security	and	infrastructural	

security	 (e.g.,	 facilities).	 In	addition,	 Internal	Audit	provides	 information,	which	

has	 a	 direct	 impact	 on	 the	 work	 performed	 by	 those	 responsible	 for	 corporate	

security	and	leads	to	improved	security	in	the	company.	If	required,	the	incidents	

reported	in	the	reporting	tool	are	discussed	and	necessary	actions	are	taken.	his	

may	lead	to	an	ad-hoc	audit	being	conducted	or	information	being	referred	to	the	

compliance	team,	for	instance.

to	pass	information	from	Internal	Audit	to	Corporate	Security,	employees	from	

Corporate	Security	can	be	invited	to	departmental	meetings	or	events	held	by	In-

ternal	Audit,	for	example	the	global	department	workshop,	which	takes	place	once	

a	year	at	SAP.	At	these	events,	participants	can	discuss	particular	issues	of	coopera-

tion,	such	as	fraud	allegations,	protection	of	the	company,	internal	data	protection,	

etc..	Information	can	be	transferred	in	one	direction	or	exchanged	between	parties.	

his	further	builds	the	expertise	of	the	employees	in	both	departments.	If	Corpo-

rate	Security	 is	 involved	 in	audits	conducted	by	Internal	Audit,	all	audit-speciic	

processes	must	of	course	be	discussed,	and	the	investigation	of	Corporate	Security	

must	also	be	coordinated	with	that	of	Internal	Audit.	Meetings	have	to	be	arranged	

to	agree	the	details	of	the	joint	procedure	and	for	preparation	and	post-audit	ac-

tivities.

Information	can	also	low	from	Corporate	Security	to	Internal	Audit.	Corporate	

Security	can	invite	Internal	Audit	employees	to	its	departmental	events	and	work-
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shops,	 where	 aspects	 relevant	 to	 corporate	 security	 are	 discussed.	 As	 previously	

mentioned,	these	events	can	be	used	either	to	provide	or	to	exchange	information.	

Apart	from	these	joint	meetings,	Corporate	Security	can	also	forward	to	Internal	

Audit	a	monthly	status	summary	of	security	incidents	that	have	occurred	and	have	

been	processed,	either	informally	by	e-mail	or	formally	at	meetings	of	the	heads	of	

these	departments.	At	personal	meetings,	the	individual	circumstances	can	be	dis-

cussed	 in	 detail.	 In	 this	 case	 it	 is	 important	 to	 forward	 such	 information	 to	 the	

employees	of	Internal	Audit.	In	addition,	Corporate	Security	can	forward	to	Inter-

nal	Audit	minutes	of	security	committee	meetings,	which	SAP	holds	regularly.	If	

necessary,	Internal	Audit	will	ask	for	clariication	of	certain	matters.

Hints	anD	tiPs	 ;

•	 Auditors	must	always	be	aware	that	the	information	transferred	is	conidential.

2.5 Management and Supervisory Bodies

Key	Points	 •••

•	 Internal	Audit	has	to	rely	on	close	cooperation	with	the	company’s	management	

and	supervisory	bodies	so	that	it	can	perform	its	audit	services	independently	

and	objectively	within	the	company.

•	 diferent	corporate	laws	in	diferent	countries	shape	the	way	in	which	Internal	

Audit	cooperates	with	corporate	management	and	supervisory	bodies.

•	 In	Germany,	the	Executive	Board	with	the	managing	directors	is	normally	re-

sponsible	for	Internal	Audit	and	is	therefore	the	main	point	of	contact	for	all	

audit-related	needs.

Because	of	its	prominent	organizational	position	and	its	importance	with	regard	to	

monitoring	 and	 control	 processes,	 Internal	 Audit	 has	 to	 cooperate	 closely	 with	

other	control	bodies	in	the	company.	German	stock	corporations	have	a	two-tier	

board	system	with	an	Executive	Board,	comprised	of	the	managing	directors,	and		

a	Supervisory	Board,	comprised	of	shareholder	representatives	and	employee	rep-

resentatives.	 While	 the	 Executive	 Board	 manages	 the	 company,	 the	 Supervisory	

Board	 oversees	 the	 Executive	 Board	 and	 nominates	 its	 members.	 Internal	 Audit	

cooperates	 with	 both	 bodies.	 In	 countries	 with	 a	 monistic	 management	 system	

(board	system),	e.g.,	the	united	States,	management	and	supervision	are	performed	

by	a	single	body	or	a	combination	of	executive	(inside)	directors	and	non-executive	

(outside)	directors.	In	this	case,	cooperation	takes	place	with	the	Board	of	direc-

tors,	senior	management	and	the	Audit	Committee.

Since	in	Germany,	Internal	Audit	reports	directly	to	the	Executive	Board,	the	

Board	is	almost	always	the	main	point	of	contact	for	Internal	Audit’s	operational	

needs.	his	includes	primarily	taking	note	of	the	annual	audit	plan,	the	discussion	
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of	 additional	 audit	 requests	 and	 of	 Board	 summaries,	 and	 the	 provision	 of	 the	

resources	that	Internal	Audit	needs.	Cooperation	between	Internal	Audit	and	Ex-

ecutive	Board	means	that	Internal	Audit	has	to	establish	itself	as	a	tool	of	executive	

management.	 It	 is	 important	 that	 Internal	Audit	 takes	a	proactive	approach,	be-

cause	 this	 is	 the	 only	 way	 in	 which	 it	 serves	 as	 a	 forward-looking	 management	

instrument.	Examples	of	cooperation	on	corporate	management	tasks	include	par-

ticipation	in	the	risk	management	system	or	audit-related	kPI	systems,	from	which	

forward-looking	statements	can	be	derived.	For	example,	an	accumulation	of	audit	

indings	or	their	particular	nature	helps	operational	management	focus	its	work.	

Internal	Audit	must	be	able	to	respond	lexibly	to	requests	outside	the	annual	audit	

plan,	such	as	pre-investigations,	ad-hoc	audits,	requests	for	comment,	and	support	

projects.

Since	SAP	AG	is	a	German	corporation,	GIAS	is,	however,	also	responsible	for	

providing	information	to	the	Supervisory	Board.	he	main	duties	of	the	Supervi-

sory	Board	include	the	monitoring	of	executive	management,	also	with	regard	to	

risk	handling.	he	Supervisory	Board	also	has	to	check	whether	executive	manage-

ment	has	implemented	an	adequate	internal	control	system	for	this	purpose,	and	

whether	it	uses	the	system	as	intended	and	monitors	its	efectiveness	and	eiciency.	

Executive	management’s	audit	approach	and	the	results	it	produces	are	important	

indicators	for	the	Supervisory	Board’s	monitoring	tasks.	If	the	Supervisory	Board	

has	established	an	Audit	Committee,	this	body	is	mainly	responsible	for	monitor-

ing	 the	 company's	 inancial	 reporting	 and	 the	 related	 internal	 controls	 and	 for	

budgeting	and	monitoring	the	external	auditors.	At	SAP,	the	Audit	Committee	asks	

for	regular	reports	on	the	work	of	Internal	Audit	(see	Section	B,	Chapter	5.4.1).

here	 is	 a	 diferent	 form	 of	 organization	 in	 the	 united	 States.	 All	 companies	

listed	on	the	nYSE	are	required	to	have	an	internal	audit	function.	his	means	that	

SAP	has	the	duty	to	establish	such	a	function.	However,	these	tasks	can	also	be	as-

signed	to	third	parties.	here	are	no	additional	rules	on	how	Internal	Audit	has	to	

be	integrated	in	the	company	organization.	he	recognized	best	practice	is	to	seg-

regate	the	reporting	lines	into	administrative	and	functional	branches.	his	means	

that	 the	CAE	commonly	reports	 to	 the	executive	directors	about	day-to-day	ad-

ministrative	needs	and	to	the	Audit	Committee	about	functional	issues.

Generally,	 the	cooperation	between	Internal	Audit	and	the	Board	is	arranged	

diferently	 in	 diferent	 companies.	 For	 example,	 companies	 can	 specify	 that	 the		

Audit	Committee	asks	for	regular	reports	on	the	work	of	Internal	Audit,	although	

this	may	sometimes	lead	to	conlict	between	executive	management	and	Internal	

Audit	in	its	duty	as	a	monitoring	body.

Hints	anD	tiPs	 ;

•	 Internal	 Audit	 should	 communicate	 regularly	 with	 the	 Board	 and	 the	 Audit	

Committee.

•	 For	the	beneit	of	stakeholders,	auditors	should	include	in	their	work	informa-

tion	that	the	company	has	published	externally.
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2.6 External Auditors

Key	Points	 •••

•	 here	 is	a	certain	amount	of	overlap	between	the	tasks	of	Internal	Audit	and	

those	of	external	auditors.

•	 However,	there	are	also	diferences.	For	example,	external	auditors	primarily	fo-

cus	on	past	events,	but	internal	auditors	also	focus	on	forward-looking	topics.

•	 Both	parties	have	an	interest	in	a	functioning	internal	control	system	and	are	

therefore	natural	cooperation	partners.

•	 Apart	from	regular	coordination	meetings,	additional	arrangements	between	In-

ternal	Audit	and	the	external	auditors	encourage	good	and	trusting	cooperation.

Internal	 and	 external	 auditors	 should	 cooperate	 to	 ensure	 proper	 coverage	 and	

minimize	duplication	of	efort.	he	tasks	of	Internal	Audit	and	the	external	auditors	

overlap	whenever	Internal	Audit	deals	with	audits	of	the	inancial	and	accounting	

system	and	audits	of	the	internal	control	and	monitoring	system	on	which	the	i-

nancial	and	accounting	system	is	based.

However,	aside	from	commonalities,	 there	are	signiicant	diferences	between	

the	two	functions.	he	external	auditors	primarily	conduct	reviews	as	of	a	speciic	

closing	date	and	therefore	tend	to	focus	on	the	past	when	determining	ieldwork	

activities.	Internal	Audit,	on	the	other	hand,	also	performs	forward-looking	work,	

always	with	the	aim	of	improving	business	processes	in	the	company	as	a	whole.

Internal	Audit	at	SAP	is	primarily	instituted	by	executive	management	and	re-

mains	an	integral	part	of	the	company,	even	though	it	has	a	great	extent	of	internal	
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independence.	herefore,	Internal	Audit	cannot	achieve	the	same	form	of	indepen-

dence	as	external	auditors	appointed	by	the	Supervisory	Board.

Another	diference	is	the	regulatory	framework	that	represents	the	basis	for	the	

work	of	 the	external	auditors	and	 Internal	Audit.	 In	contrast	 to	 the	 increasingly	

stringent	regulations	on	external	company	monitoring,	e.g.,	as	a	result	of	SOX	and	

the	establishment	of	an	oversight	board	for	external	auditors	in	the	united	States	

(PCAOB),	there	is	a	considerable	amount	of	freedom	for	the	organizational	design	

of	an	internal	audit	function.	Although	the	PCAOB	clearly	states	that	the	absence	

of	an	internal	audit	function	can	be	regarded	as	a	signiicant	deiciency	in	the	inter-

nal	control	system,	and	legal	requirements	also	stipulate	the	existence	of	an	internal	

audit	 function,	 the	actual	design	is	undeined.	his	means	that	there	must	be	an	

internal	audit	function	in	a	company,	but	unlike	the	external	audit	function,	it	has	

greater	freedom	in	terms	of	design.

Given	the	similarities	between	the	ieldwork	of	Internal	Audit	and	that	of	the	

external	auditors,	it	seems	sensible	to	avoid	duplication,	for	example	by	using	the	

audit	results	produced	by	Internal	Audit	for	the	audit	of	the	inancial	statements	

and	vice	versa.	It	is	important	to	ensure,	however,	that	the	external	auditors	ulti-

mately	have	sole	responsibility	for	the	statutory	audit	of	the	inancial	statements.	

hey	cannot	share	this	responsibility	with	Internal	Audit	and	may	not	include	cur-

rent	Internal	Audit	employees	in	their	audit	team.	he	indings	of	Internal	Audit	

cannot	replace	the	external	auditors’	own	ieldwork	activities.	his	applies	in	par-

ticular	to	those	transactions	considered	material	for	the	annual	inancial	statements	

and	to	those	requiring	a	greater	degree	of	subjective	assessment	(e.g.,	the	measure-

ment	of	accrued	liabilities).	However,	this	does	not	mean	that	the	external	auditors	

should	 ignore	the	results	of	Internal	Audit’s	work.	hey	should	rather	 take	them	

into	account	in	their	own	work,	providing	Internal	Audit’s	technical	qualiication	

and	(internal)	independence	are	assured.

Internal	Audit	is	one	of	the	core	elements	of	a	company’s	internal	monitoring	

system,	the	efectiveness	of	which	in	turn	determines	the	extent	of	ieldwork	to	be	

performed	by	the	external	auditors.	As	part	of	 their	audit	planning,	 the	external	

auditors	have	to	test	carefully	to	what	extent	they	can	rely	on	the	existing	internal	

control	 system	 when	 determining	 their	 ieldwork	 activities.	 If	 external	 auditors	

conclude	that	the	system	functions	adequately,	they	can,	within	the	framework	of	

SOX,	concentrate	their	ieldwork	for	example	on	material	transactions.	But	if	they	

conclude	that	the	internal	control	system	is	too	weak,	they	also	have	to	focus	on	

routine	transactions	in	their	ieldwork.

It	is	important	for	external	auditors	to	have	access	to	Internal	Audit’s	reports,	

because	they	provide	a	good	insight	into	the	audit	focus	areas	and	procedures	as	

well	as	the	results	achieved.	If	based	on	a	longer-term	period,	they	also	show	the	

degree	of	commitment	with	which	the	recommendations	resulting	from	the	audit	

indings	have	actually	been	implemented	in	the	company.

Conversely,	Internal	Audit	should,	as	far	as	permissible,	be	informed	of	all	sig-

niicant	insights	established	by	the	external	auditors.	his	information	may	inlu-

ence	the	audit	topics	as	well	as	the	risk-based	audit	planning.	Even	though	Internal	
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Audit	 employees	 cannot	 be	 integrated	 into	 the	 team	 of	 external	 auditors,	 they	

should	be	able	to	get	access	to	the	external	auditors’	work.	looking	for	a	good	co-

operation	 with	 the	 external	 auditors	 with	 regular	 meetings	 and	 discussions	 may	

help	improve	external	and	internal	auditors’	eiciency	and	efectiveness.

Also	 in	 view	 of	 increasing	 company	 complexity,	 both	 Internal	 Audit	 and	 the	

external	 auditors	 are	 currently	 facing	 particular	 challenges	 with	 regard	 to	 their	

roles	as	(joint)	guarantors	of	an	efective	corporate	governance	system.	It	is	there-

fore	obvious	that	the	two	parties	should	coordinate	their	work	to	the	extent	permis-

sible.	 SAP’s	 internal	 audit	 department	 strives	 to	 make	 arrangements	 beyond	 the	

regular	coordination	meetings	with	the	external	auditors	 in	order	to	guarantee	a	

smooth	exchange	of	information.	
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2.7 External Institutions and Other Interested Parties

Key	Points	 •••

•	 here	 are	 numerous	 external	 partners	 who	 can	 support	 Internal	 Audit	 with	

technical	collaboration,	professional	advice,	and	provide	an	external	perspec-

tive.

•	 An	active	exchange	with	 these	cooperation	partners	keeps	 Internal	Audit	 in-

formed	of	the	latest	developments.

•	 he	special	aspects	associated	with	Internal	Audit's	work	(e.g.,	auditor	acceptance	

and	skills,	treatment	of	sensitive	issues	and	conidential	data)	impose	limits	on	

the	extent	of	these	types	of	cooperation.

Internal	 Audit	 should	 seek	 cooperation	 with	 parties	 that	 could	 support	 it	 in	

providing	its	services.	However,	since	the	department	has	to	compete	for	internal	

company	resources,	Internal	Audit	must	demonstrate	and	document	the	beneits	of	

these	services,	to	get	necessary	funds	approved.	A	number	of	institutions	and	ser-

vice	providers	are	eligible	as	external	cooperation	partners.

he	following	entities	are	among	the	signiicant	external	cooperation	partners	

for	Internal	Audit.	Possible	aspects	of	cooperation	are	explained	aterward:

•	 company-external	providers	of	audit	services,

•	 professional	associations,

•	 education	and	science,	and

•	 networks	with	other	internal	audit	departments.

Internal	Audit’s	cooperation	with	external	providers	of	audit	services	can	take	many	

diferent	 forms,	 ranging	 from	 equal	 exchanges	 of	 knowledge	 and	 experiences	 to	

outsourcing	or	co-sourcing	of	internal	audit	services.

Certain	provisions	governing	Internal	Audit,	such	as	listing	requirements	of	the	

nYSE,	merely	stipulate	that	a	company	must	have	an	internal	audit	function.	It	is	

therefore	permissible,	and	in	smaller	companies	even	expedient,	to	outsource	the	

internal	audit	function	to	a	third	party.	Before	an	outsourcing	decision	is	made,	the	

beneits	and	costs	of	such	a	decision	must	be	analyzed	carefully.	However,	a	pure	

cost-beneit	 analysis	 might	 not	 be	 suicient	 as	 acceptance	 and	 skills	 issues	 and		

a	lack	of	familiarity	with	corporate	culture,	etc.	are	factors	that	can	derail	an	out-

sourcing	attempt.

A	hybrid	model	may	be	a	good	compromise,	under	which	Internal	Audit	would	

in	 principle	 remain	 within	 the	 company,	 buying	 in	 external	 capacity	 at	 times	 of	

peak	demand	or	when	special	expertise	is	needed.	Internal	Audit	takes	on	a	moni-

toring	and	coordinating	role	in	such	cases,	while	resources	are	added	as	needed.	

hese	additional	resources	can	be	external	guest	auditors	or	non-audit	employees	

from	elsewhere	in	the	company	(see	Section	d,	Chapter	10).
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SAP	has	opted	for	the	hybrid	model.	Internal	Audit	at	SAP	regards	certain	audit	

segments,	such	as	revenue	audits	in	sales	and	consulting	business	(see	Section	C,	

Chapter	3.5),	as	its	core	competency.	hese	types	of	audits	are	always	conducted	by	

GIAS	employees.	For	 speciic	other	 topics,	 especially	 if	 special	 technical	or	 legal	

expertise	is	required,	it	is	sensible	to	involve	experts.	his	enhances	Internal	Audit’s	

acceptance	 among	 the	 auditees.	 GIAS	 has	 accordingly	 put	 suitable	 measures	 in	

place	to	implement	this	cooperation	in	daily	auditing	practice.	For	example,	special	

non-disclosure	agreements	are	concluded	to	ensure	that	sensitive	data	is	handled	

correctly.	In	addition,	inancial	control	for	the	audit	object	gives	the	audit	lead	the	

necessary	overview	of	the	costs	an	audit	has	accumulated.

normally,	Internal	Audit	should	have	suicient	conidence	in	its	abilities	to	seek	

comparison	with	other	audit	departments.	Comparison	is	a	good	way	of	drawing	

attention	to	its	own	strengths.	Benchmarking	also	identiies	Internal	Audit’s	poten-

tial	for	improvement.	he	benchmarking	process	has	to	be	uniform	and	objective.	

External	 consulting	 irms	 ofering	 such	 comparisons	 are	 typically	 best	 suited	 to	

achieve	this.

Cooperation	 with	 professional	 associations	 such	 as	 the	 IIA	 has	 a	 number	 of	

beneits	for	Internal	Audit.	First,	they	normally	ofer	their	members	a	broad	range	

of	training	options.	In	the	united	States,	the	AICPA	also	ofers	support	to	Internal	

Audit	employees.	Cooperation	with	these	institutions	is	useful,	for	example	to	de-

rive	guidance	from	best	practices.	he	IIA	even	ofers	the	internationally	recognized	

qualiication	of	“Certiied	Internal	Auditor.”	In	addition,	the	associations	present	a	

forum	 for	 discussing	 practical	 issues	 of	 audit	 work	 with	 professional	 colleagues.	

he	AICPA,	for	example,	maintains	its	own	program	for	auditors	in	industry	with	

diferent	audit-related	focus	topics.

Cooperation	 with	 education	 and	 science,	 such	 as	 university	 departments	 fo-

cused	on	auditing,	is	aimed	at	keeping	Internal	Audit’s	method-based	approaches	

abreast	 of	 the	 latest	 developments.	 An	 external	 perspective	 should	 help	 auditors	

avoid	getting	professionally	blinkered	and	make	them	receptive	of	innovation.	At	

the	same	time,	it	enables	Internal	Audit	to	explain	its	importance	and	to	share	its	

knowledge	with	a	wider	audience,	e.g.	 through	publications	or	organized	events.	

he	exchange	of	knowledge	with	education	 institutions	 is	 also	aimed	at	ofering	

new	talent	the	opportunity	to	supplement	their	academic	education	with	practical	

experience.	SAP	ofers	students	the	opportunity	to	cooperate	on	speciic	audit	proj-

ects	 for	periods	between	 three	 to	 six	months.	 In	addition,	SAP	regularly	awards	

audit-related	thesis	topics	to	undergraduate	and	graduate	students.

A	rather	informal	exchange	among	internal	audit	departments	of	diferent	com-

panies	at	professional	association	level	should	be	intensiied	by	establishing	a	net-

work.	Especially	for	issues	that	concern	a	speciic	group	of	companies,	for	example	

global	sotware	companies	listed	on	stock	exchanges	in	two	countries,	such	as	SAP,	

it	would	be	useful	to	focus	on	this	type	of	cooperation.	Practical	topics,	such	as	or-

ganizational	 structures,	 should	be	given	priority	 in	such	networks.	 In	any	case	a	
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competitive	 situation	 between	 diferent	 internal	 audit	 departments	 should	 be	

avoided.

Hints	anD	tiPs	 ;

•	 Professional	 associations	 are	 a	 good	 starting	 point	 when	 looking	 for	 suitable	

cooperation	partners.

•	 If	possible,	Internal	Audit	should	make	use	of	existing	partner	programs	within	

the	company.
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3	 Annual	Risk-Based	Audit	Planning
3.1 Inventory of Possible Audit Topics

3.1.1 Identification of Possible Audit Topics

Key	Points	 •••

•	 A	large	variety	of	sources	may	help	identify	possibly	auditable	topics.

•	 Internal	sources	include	Internal	Audit	itself	and	other	corporate	departments	

as	well	as	the	Key	Scopes	deined	by	Internal	Audit.

•	 Among	the	external	sources	for	auditable	topics	are	the	external	auditors,	and	

other	internal	audit	departments.

At	GIAS,	the	annual	risk-based	audit	planning	phase	is	divided	into	the	following	

sub	phases:	creation	of	risk	proiles	for	all	possibly	relevant	audit	topics,	compila-

tion	 of	 the	 audit	 inventory,	 and	 creation	 of	 the	 annual	 audit	 plan.	 However,	 the	

foundation	 of	 the	 actual	 planning	 phase	 is	 an	 ongoing,	 more	 or	 less	 formalized	

process	of	identifying	possible	audit	topics.	Generating	audit	topics	is	most	proliic	

when	focused	on	what	are	theoretically	possible	and	at	the	same	time	practically	

feasible	topics,	i.e.	topic	and	content	must	be	plausible	and	have	a	relevant	practical	

application.	A	large	variety	of	sources	may	be	tapped	for	identifying	possible	topics,	

e.g.,	 Internal	 Audit	 itself,	 corporate	 functions,	 all	 members	 of	 management,	 and	

employees	from	diferent	parts	of	the	company.

Audit	topics	can	also	be	derived	from	the	audit	segments	deined	on	the	basis	of	

Key	Scopes.	he	Key	Scopes	provide	a	structured	collection	of	topics	and	help	to	

take	into	consideration	operational	needs	such	as	core	business	processes.	At	the	

same	time,	Key	Scopes	establish	a	direct	link	between	audit	content	and	the	physi-

cal	audit.	Possible	audit	topics	may	also	arise	from	ad-hoc	requests.

Besides	 Internal	 Audit	 itself,	 other	 compliance-based	 departments	 may	 be		

a	possible	source	of	topics.	Internal	Audit’s	discussion	of	individual	cases	with,	or	

general	issues	relating	to,	the	risk	management	department,	the	legal	department,	

the	human	resources	department,	or	the	compliance	department	may	also	lead	to	

auditable	topics.

External	sources	can	also	supply	additional	data	such	as	information	provided	

by	the	external	auditors,	changes	in	laws	or	new	legislation,	or	information	derived	

from	exchanging	ideas	with	internal	auditors	from	other	companies.	In	addition,	

customers,	partners,	and	vendors	may	also	provide	initial	impulses	for	generating	

audit	topics.	It	 is	 important,	however,	 to	 investigate	such	topics	from	an	internal	

perspective	since	not	all	information	from	external	sources	may	be	relevant	to	the	

organization.

he	 identiied	 possible	 audit	 topics	 are	 analyzed,	 structured,	 and	 assigned	 to	

recognizable	entities.	In	this	context,	the	term	“entity”	comprises	all	diferent	orga-

nizational	units	(e.g.,	subsidiaries,	departments)	as	well	as	all	types	of	projects,	ini-

tiatives	etc.	with	clear	structures	with	regard	to	responsibilities	and	accountability.	
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In	the	course	of	the	annual	audit	planning,	a	risk	proile	is	created	for	each	entity,	

and	the	risk	assessed	entities	are	added	to	the	GIAS	audit	inventory	(see	Section	D,	

Chapter	3.1.2).	he	audit	inventory	in	turn	is	the	basis	for	the	compilation	of	the	

annual	audit	plan	(see	Section	D,	Chapter	3.2)	and	the	subsequent	execution	plan-

ning	(see	Section	D,	Chapter	3.3).

Hints	AnD	tiPs	 ;

•	 Auditors	are	encouraged	to	submit	their	own	audit	topic	suggestions.

3.1.2 Risk Assessment and Audit Inventory

Key	Points	 •••

•	 he	risk	assessment	of	all	auditable	entities	marks	the	start	of	the	annual	audit	

planning.

•	 For	each	auditable	entity	a	risk	proile	is	created	taking	in	consideration	all	rel-

evant	SOX	process	groups	and	risk	indicators.

•	 On	the	basis	of	the	risk	proile,	an	overall	risk	rating	is	produced	for	each	entity	

and	its	relevant	SOX	process	groups.			

•	 he	result	of	the	risk	assessment	is	an	audit	inventory	which	contains	all	audit-

able	entities	and	their	respective	risk	ratings.

•	 he	risk	assessments	of	all	entities	should	be	reviewed	at	least	once	during	the	

year	at	the	end	of	the	second	quarter.

Every	 annual	 audit	 planning	 cycle	 starts	 with	 a	 risk	 assessment	 for	 all	 auditable	

entities	 identiied.	 he	 term	 “entity”	 comprises	 all	 diferent	 organizational	 units	

with	speciic	responsible	persons,	e.g.	subsidiaries,	departments,	as	well	as	all	types	

of	projects,	initiatives,	and	other	units.	he	basis	of	the	risk	rating	methodology	is	

the	GIAS	risk	proile	which	is	created	for	each	auditable	entity.	he	main	objective	

for	creating	risk	proiles	is	the	identiication	of	all	signiicant	risk	indicators	for	each	

entity	and	their	allocation	to	the	entity’s	SOX	process	groups.	Each	risk	proile	is	

structured	as	a	matrix	with	the	vertical	dimension	containing	all	currently	docu-

mented	SOX	process	groups	per	entity	and	the	horizontal	dimension	denoting	the	

relevant	risk	indicators.

he	risk	indicators	are	grouped	into	main	risk	categories	such	as	strategic	risks,	

inancial	risks,	compliance	risks,	operational	risks,	etc.	as	deined	by	the	global	risk	

management	department.	he	focus	is	set	primarily	on	the	overall	risk	indicators	

facing	SAP.	Each	risk	indicator	should	describe	a	potential	risk	exposure	and	must	

be	identiiable	and	measurable.	Common	indicators	include	the	proit	and	loss	situ-

ation,	sales	performance	and	forecasts,	as	well	as	change	management	measures.	

Risk	ProileRisk	Proile

Risk	indicatorsRisk	indicators
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Status	descriptions	or	attributes	must	be	deined	for	each	indicator,	denoting	clearly	

whether	or	not	these	indicators	apply.	It	is	thereby	possible	to	specify	accurately	the	

conditions	under	which	the	indicators	do	or	do	not	impact	the	organization.	For	

each	process	group	of	an	entity,	each	relevant	risk	indicator	is	classiied	as	either	

low	impact	(1),	medium	impact	(2)	or	signiicant	impact	(3)	indicating	the	existence	

of	a	speciic	risk.	his	approach	allows	GIAS	to	clearly	determine	the	impact	of	each	

of	the	available	iteen	indicators.

he	GIAS	risk	proiles	also	 include	the	SOX	process	groups	relevant	 for	each	

auditable	entity.	All	signiicant	risk	indicators	are	classiied	as	described	above	and	

allocated	to	their	respective	SOX	process	groups.

On	this	basis,	a	calculation	is	performed	that	determines	an	overall	risk	rating	

(i.e.	low,	medium,	high,	or	extremely	high)	on	both	the	process	group	and	the	entity	

level.	In	the	event	that	an	auditor’s	personal	judgement	difers	from	the	speciic	risk	

rating	determined	by	the	calculation,	the	risk	level	can	be	adjusted	if	an	appropriate	

explanation	for	the	change	is	given.	he	objective	of	the	risk	assessment	is	to	de-

velop	a	preliminary	understanding	of	the	potential	risk	exposures	facing	each	entity	

based	upon	individual	risk	indicators	and,	if	necessary,	on	auditors’	judgement.	he	

indicator-based	approach	to	annual	audit	planning	also	allows	GIAS	to	support	its	

ratings	for	each	auditable	entity	in	detail.

All	entities	evaluated	through	the	GIAS	risk	rating	methodology	are	included	in	

the	GIAS	audit	 inventory	together	with	their	respective	risk	rating.	To	obtain	an	

independent	risk	assessment,	GIAS	provides	the	total	inventory	comprising	all	re-

gional,	global,	 IT,	SOX,	and	revenue	recognition	assurance	(RRA)	entities	 to	 the	

global	risk	management	department.	Global	Risk	Management	then	performs	its	

own	risk	assessment	based	on	the	general	rating	methodology	low,	medium,	high	

and	extremely	high	considering	the	main	indicators	such	as	inancial	risks,	strategic	

risks	etc..	Global	Risk	Management’s	rating	is	returned	to	GIAS,	a	weighted	average	

of	the	results	(25%	Global	Risk	Management	to	75%	GIAS)	is	compiled,	and	the	re-

spective	global,	regional,	IT,	SOX,	and	revenue	recognition	assurance	(RRA)	inven-

tories	are	inalized.

he	compilation	of	the	annual	audit	plan	should	be	started	with	a	preliminary	

comparison	of	the	total	auditable	entities	and	the	available	headcount.	Taking	the	

GIAS	timesheet	as	reference	(and,	in	the	future,	the	GIAS	performance	measure-

ment	results),	the	average	auditing	times	for	all	entities	with	a	risk	rating	of	“ex-

tremely	high”,	“high”	and	of	some	rated	“medium”	are	added	up	and	compared	at	an	

aggregate	level	with	GIAS’	available	personnel	capacity.	he	intention	is	to	test	the	

feasibility	of	the	audits	and,	if	necessary,	prioritize	the	audits	according	to	their	risk	

assessment	(iterative	planning	process).	he	outcome	of	this	process	is	a	risk-based	

ranking	of	auditable	entities,	which	is	regarded	as	the	basis	for	compiling	the	an-

nual	audit	plan.

One	of	the	most	important	aspects	of	the	risk-based	audit	planning	approach	is	

the	ongoing	review	of	the	risk	assessments	during	the	iscal	year.	his	review	should	

soX	Process	GroupssoX	Process	Groups

overall	Risk	Ratingoverall	Risk	Rating
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include	the	entire	audit	inventory	in	order	to	obtain	a	complete	picture	of	the	cur-

rent	risk	exposure	of	all	auditable	entities.	Ideally	the	re-assessment	should	be	per-

formed	on	a	quarterly	basis.	However,	since	this	might	not	be	possible	due	to	time	

constraints,	a	half	year	re-evaluation	is	mandatory.	he	re-assessment	is	performed	

as	follows:

•	 he	review	should	commence	before	the	end	of	the	second	quarter.	

•	 As	previously	mentioned,	the	entire	content	of	the	inventory	should	be	subject	

to	review.

•	 All	re-assessments	of	risks	should	be	performed	only	on	the	 level	of	risk	rat-

ing	(either	low,	medium,	high	or	extremely	high)	and	should	not	be	performed	

based	on	risk	indicators.	

•	 In	case	of	a	change	in	risk-level,	the	background	and	the	reason	for	the	adjust-

ment	must	be	documented.	here	is	no	need	to	adjust	the	corresponding	risk	

proiles.	

•	 Based	upon	the	revised	GIAS	audit	inventory,	the	annual	audit	plan	and	thus	

also	the	audit	performance	record	is	adjusted	accordingly.

Besides	being	updated	on	the	basis	of	the	half-year	re-assessment,	the	annual	audit	

plan	is	also	inluenced	by	the	continuous	reconciliation	of	the	risk	exposures	from	

ad-hoc	requests	with	those	from	previously	scheduled	audits.	From	a	risk	perspec-

tive,	determining	the	priority	of	ad-hoc	requests	versus	previously	scheduled	audits	

is	one	of	the	biggest	challenges	facing	audit	management.	

LinKs	AnD	ReFeRences	 e
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•	 GRAMlInG,	A.	AnD	P.	MyERS.	2006.	Internal	Auditing’s	Role	in	ERM.	Internal Audi-

tor	(April	2006):	52–58.
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tamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.
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•	 SOBEl,	P.	2006.	Building	on	Section	404.	Internal Auditor	(April	2006):	38–44.

•	 WüSTEMAnn,	J.	2004.	Evaluation	and	Response	to	Risk	in	International	Accounting	

and	 Audit	 Systems:	 Framework	 and	 German	 Experiences.	 he Journal of Corporation 

Law (2004):	449–466.
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3.2 Annual Audit Plan

Key	Points	 •••

•	 he	 annual	 audit	 plan	 is	 determined	 by	 two	 factors:	 by	 including	 the	 irmly	

planned	 audit	 engagements	 and	 by	 adding	 new	 audit	 engagements	 resulting	

from	the	risk	assessment.

•	 Including	ixed	audits	limits	the	available	audit	capacity	for	the	year	and	thus	

reduces	the	volume	of	additional	engagements	that	can	be	included	as	a	result	

of	the	risk	assessment.

•	 Certain	thresholds	should	be	observed	in	this	regard	to	avoid	neglecting	one	of	

the	scheduling	options.

•	 Ater	scheduling	the	ixed	audits,	the	annual	audit	plan	is	illed	with	risk-based	

audit	engagements	transferred	from	the	audit	inventory.

•	 An	overall	plan	is	then	compiled	and	coordinated,	checking	it	especially	against	

available	net	capacities.

he	annual	audit	plan	(see	Section	B,	Chapter	2.2)	is	derived	from	the	audit	inven-

tory	 based	 on	 the	 priorities	 identiied	 by	 the	 risk	 assessment	 (see	 Section	 D,	

Chapter	3.1.2).	Generally	equal	consideration	should	be	given	to	ixed	engagements	

which	are	already	scheduled	and	newly	added	engagements	resulting	from	the	risk	

assessment.	An	audit	performance	record	is	used	to	capture	a	summary	view	of	all	

planned	audits.	It	is	the	basis	for	audit	monitoring	and	control.

he	annual	audit	plan	consists	of	three	diferent	sections:

•	 Part	A:	he	projected	annual	audit	plan	based	on	the	current	personnel	capacity	

of	the	department.

•	 Part	B:	All	entities	with	high	risk	exposure	that	are	not	included	in	the	annual	

plan	due	to	personnel	restrictions.

•	 Part	C:	Strategies	to	compensate	missing	headcount	including	a	calculation	of	

additional	headcount	needed.

Part	A	should	contain	all	signiicant	audit	topics	that	cover	risks	from	a	corporate	

governance	and	compliance	perspective.	herefore,	part	A	of	the	annual	audit	plan	

is	created	according	to	the	following	procedure.

he	irmly	planned	audits,	which	are	included	in	the	annual	audit	plan	as	ixed,	

can	be	categorized	in	several	diferent	types:

•	 First,	special	audits	(see	Section	A,	Chapter	6.5)	must	have	a	irm	place	in	the	

annual	audit	plan.	In	the	context	of	revenue	recognition	assurance	(see	Section	

C,	Chapter	9),	customer	contract	conirmations	and	unannounced	license	au-

dits	 are	 included	 in	 the	annual	 audit	plan	as	ixed	audits.	 In	addition,	global	

audits	and	SOX	audits	are	irmly	scheduled	engagements.

•	 Around	30%	to	40%	of	the	available	net	audit	capacity	in	a	year	is	reserved	for		

ad-hoc	audits	on	the	basis	of	audit	requests	(see	Section	B,	Chapter	2.3).	his	

percentage	should	be	reviewed	(and	adjusted	if	necessary)	annually,	taking	his-

torical	requirements	into	account.
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•	 next,	the	follow-up	audits	(see	Section	B,	Chapter	6)	that	fall	into	the	planning	

period	must	be	scheduled	as	ixed	audits.	he	auditors	must	observe	the	dead-

lines	within	the	follow-up	cycle.	Follow-up	audits	are	due	within	speciied	periods	

following	the	basic	audit.	In	addition,	second	follow-up	audits	are	scheduled	as	

ixed	audits	if	the	status	of	the	irst	follow-up	is	red	or	according	to	auditor	judg-

ment	when	it	is	yellow	(see	Section	B,	Chapter	6.2.2;	Section	D,	Chapter	7.2.3).

•	 Another	important	item	is	audits	postponed	or	carried	over	from	the	previous	

year.	A	risk	assessment	should	be	made	to	determine	whether	there	is	still	a	need	

to	conduct	these	audits.	If	there	is	still	a	valid	reason	to	conduct	the	audits,	these	

topics	are	included	in	the	current	audit	plan,	in	combination	with	other	topics	if	

appropriate.

In	addition	to	the	irmly	planned	audits,	the	annual	audit	plan	should	also	include	

newly	scheduled	highest-priority	topics	identiied	in	the	risk	assessment	(see	Sec-

tion	D,	Chapter	3.1.2).	Taking	into	account	the	ixed	audits	already	entered	as	well	

as	the	planned	capacity	for	ad-hoc	audits,	the	net	budgeted	audit	time	for	new	risk-

based	topics	can	be	calculated	according	to	the	following	formula:

he	annual	audit	plan	includes	time	allocations	as	per	timesheet	for	each	audit	en-

gagement.	his	means	 that	 for	each	basic	audit,	 status	check,	and	 follow-up,	 the	

currently	applicable	time	factor	is	used.	he	planner	can	avoid	overscheduling	by	

comparing	 the	already	scheduled	 time	 to	 the	available	 time	during	 the	planning	

process.	As	soon	as	the	maximum	available	time	is	reached,	the	phase	of	risk-based	

inclusion	of	audit	engagements	in	the	annual	audit	plan	is	completed.

he	planner	must	be	able	to	demonstrate	that	the	plan	has	been	compiled	with	

an	emphasis	on	optimization	and	that	the	selection	of	engagements	is	not	a	result	

of	arbitrary	decisions.	his	is	of	particular	importance	for	Internal	Audit’s	credibil-

ity,	because	it	evidences	objectivity	and	independence.

he	above	planning	process	ensures	that	part	A	of	the	annual	audit	plan	contains	

all	signiicant	audit	engagements	with	regard	to	corporate	governance	and	compli-

ance.	Part	A	is	broken	down	according	to	GIAS’	team	structure.	Part	B	follows	the	
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same	structure	showing	all	relevant	audit	engagements	that	cannot	be	covered	due	

to	 restricted	 personnel	 capacity.	 If	 during	 the	 year	 additional	 engagements	 are	

needed	to	cover	available	capacity,	the	topics	from	section	B	should	be	considered	

for	inclusion.	Part	C	should	give	a	clear	picture	of	which	audits	are	not	covered	due	

to	capacity	constraints	and	of	the	way	potential	risks	could	be	treated.	Alternative	

solutions	 could	 include	 reduced	 audit	 extent,	 combined	 audit	 engagements,	 and	

additional	headcount	if	possible.	

he	drat	of	the	annual	audit	plan	is	presented	to	the	CEO,	the	CFO,	and	the	

head	of	the	Audit	Committee	for	their	concurrence.	Ater	gathering	their	input,	

GIAS	assesses	their	comments	independently	and	inalizes	the	annual	audit	plan.	

he	inal	version	of	the	GIAS	annual	audit	plan	must	be	approved	by	the	CAE.	he	

parties	mentioned	before	receive	a	copy	of	the	inal	audit	plan	for	their	informa-

tion.	 hen	 the	 respective	 GIAS	 regional	 teams	 commence	 with	 the	 execution	

planning.

Hints	AnD	tiPs	 ;

•	 Auditors	should	check	whether	the	annual	audit	plan	contains	the	required	fol-

low-up	audits	and	audits	carried	forward	from	the	previous	year	that	relate	to	

them.

•	 Auditors	should	make	sure	that	their	capacity	is	suicient	for	the	audits	to	which	

they	have	been	assigned.

LinKs	AnD	ReFeRences	 e

•	 InSTITuTE	OF	InTERnAl	AuDITORS.	2001.	Practice Advisory 2010-1: Planning.	Al-

tamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 InSTITuTE	 OF	 InTERnAl	 AuDITORS.	 2001.	 Practice Advisory 2010-2: Linking 

the Audit Plan to Risk and Exposures.	Altamonte	Springs,	Fl:	he	Institute	of	 Internal	

Auditors.

•	 InSTITuTE	 OF	 InTERnAl	 AuDITORS.	 2003.	 Practice Advisory 2110-1: Assess-

ing the Adequacy of Risk Management.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	

Auditors.

3.3 Execution Planning

Key	Points	 •••

•	 During	execution	planning,	the	topics	of	the	annual	audit	plan	are	assigned	to	

possible	auditors	and	time	slots.

•	 his	process	typically	occurs	in	stages,	because	a	number	of	personal,	technical	

and	time-related	interactive	efects	must	be	taken	into	account.

Final	consolidationFinal	consolidation
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•	 Once	 planning	 has	 been	 completed,	 the	 results	 are	 discussed	 with	 the	 team	

members.

•	 In	addition,	the	head	of	the	Audit	Committee	has	to	concur	to	the	plan,	and	the	

CEO	is	informed.

Once	the	annual	audit	plan	has	been	approved,	the	respective	Audit	Managers	are	

responsible	for	the	execution	planning.	Separate	planning	steps	must	be	taken	for	

each	regional	team	so	that	the	diferent	audit	teams	can	be	designated,	following	the	

procedure	outlined	below.

First,	the	timelines	for	those	topics	included	in	the	plan	as	ixed	items	(see	Sec-

tion	 D,	 Chapter	 3.2.1)	 should	 be	 speciied	 in	 detail.	 Depending	 on	 whether	 the	

items	in	question	are	follow-ups	or	topics	carried	forward	from	the	previous	year,	

Internal	 Audit	 management	 has	 to	 make	 certain	 assumptions	 and	 set	 priorities,	

relating	for	example	to	urgency	or	period	closing	dates,	etc.	Team	colleagues	are	

then	 tentatively	 assigned	 to	 each	 topic,	 taking	 into	 account	 their	 responsibility,	

expertise,	interests,	etc.

next,	the	new	risk-based	audit	topics	are	arranged	into	a	logical	planning	order,	

inding	the	right	balance	between	risk	assessments	(see	Section	D,	Chapter	3.2.2),	

the	situation	of	the	auditees,	and	availability	of	the	auditors	to	be	deployed.	his	is	

normally	 an	 iterative	 process,	 because	 oten	 repeated	 coordination	 is	 necessary,	

using	 alternative	 planning	 scenarios.	 now	 the	 previously	 rough	 estimates	 of	 the	

time	requirements	for	each	audit	are	worked	out	in	detail,	using	the	data	from	the	

timesheets.	Simple	estimations	reveal	the	total	time	required	for	every	item	in	the	

annual	audit	plan	and	allow	the	Audit	Manager	to	reconcile	this	with	the	actually	

available	working	days.

In	addition	to	identifying	the	audit	team	members,	the	team	structure	is	deter-

mined,	 i.e.,	 the	 positions	 of	 audit	 lead	 and	 auditor	 are	 assigned.	 he	 position	 of	

audit	lead	should	be	illed	in	a	timely	manner	for	each	audit,	because	this	person	

must	 perform	 certain	 activities	 before	 the	 start	 of	 the	 audit.	 Moreover,	 external	

audit	team	members	and	guest	auditors	(see	Section	D,	Chapter	10)	may	have	to	be	

added	to	the	schedule.

When	drawing	up	the	plan,	bufer	times	should	also	be	included	and	distributed	

as	evenly	as	possible.	hese	bufers	will	allow	the	Audit	Manager	to	accommodate	

additional	requests	for	audits	to	be	conducted	during	the	year,	in	addition	to	those	

already	scheduled.	he	same	applies	to	meetings	and	workshops,	for	example.	he	

Audit	Manager	should	also	enter	planned	vacation	and	training	in	the	execution	

plan	since	they	can	have	a	considerable	impact.

lastly,	 the	feasibility	of	the	execution	plan	is	checked.	All	planned	audit	and	

bufer	times	are	added	up	and	compared	to	the	total	net	working	time	according	to	

the	timesheet.	If	the	variance	is	5%	or	less	in	either	direction,	the	plan	can	be	re-

garded	as	stable.	his	overall	feasibility	check	is	also	referred	to	as	inal	planning	

consolidation.

On	the	basis	of	the	parameters	now	available,	the	key	data	for	each	audit	can	be	

planned,	including	the	precise	audit	period,	the	audit	announcement,	the	reporting	

operational	Planningoperational	Planning

Fixed	topicsFixed	topics

newly	scheduled	Auditsnewly	scheduled	Audits

team	structureteam	structure

Bufer	timesBufer	times

overall	checkoverall	check

starting	Point		
for	Audit	Leads
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date,	and	the	opening	and	closing	meetings.	he	audit	leads	in	charge	can	start	their	

audit	planning	well	in	advance	based	on	this	data.

Once	the	execution	plan	has	been	completed,	the	regional	teams	should	discuss	

the	results	in	detail.	his	allows	auditors	to	identify	and	resolve	any	issues	or	errors	

at	this	early	stage.	he	team	members	should	voice	their	general	agreement	with	the	

plan.	Comments	on	team	formation	or	unclear	audit	topics	should	be	discussed.	

his	process	turns	the	plan	into	a	shared	working	basis,	which	all	involved	parties	

can	agree	to.

Finally,	at	the	end	of	operational	planning,	the	CEO	should	be	informed	of	the	

result,	and	the	head	of	the	Audit	Committee	should	concur	with	the	plan.	his	will	

signal	the	implementation	of	the	annual	audit	plan	and	provide	an	opportunity	to	

comment.

Hints	AnD	tiPs	 ;

•	 Auditors	should	make	a	note	in	good	time	of	the	relevant	key	data	of	the	audits	

for	which	they	have	been	scheduled.	

•	 Auditors	 should	 seek	 involvement	 in	 the	 plan	 for	 topics	 that	 are	 relevant	 to	

them.

3.4 Interrelation of Global and Regional Planning

Key	Points	 •••

•	 Global	and	regional	audits	must	be	planned	in	close	coordination	with	the	vari-

ous	teams	involved.

•	 Global	audits	should	be	planned	irst	 in	order	to	determine	the	resources	re-

quired		and	to	facilitate	the	subsequent	planning	of	regional	audits.

•	 For	 this	 reason,	 global	 teams	 are	 put	 together	 and	 the	 audits	 coordinated	 in	

outline	with	those	responsible	at	an	early	stage.

An	 important	annual	planning	 issue	 for	global	 internal	audit	departments	 is	 the	

interrelation	between	regional	and	global	audits.	Since	the	audit	plan	is	ultimately	

subject	to	central	responsibility,	regional	plans	have	to	be	coordinated	among	each	

other	with	consideration	given	to	the	global	audits.	

Especially	in	light	of	global	audits,	the	contents	and	timelines	of	the	audit	plans	

of	regional	teams	must	be	coordinated	to	avoid	multiple	scheduling	of	topics	and	

double-booking	of	auditors.	he	optimal	sequence	for	dealing	with	the	topics	and	

selecting	the	teams	has	to	be	examined.	he	time	needed	for	global	engagements	

must	be	included	in	the	timesheet.

Global	audits	must	be	planned	ahead	of	regional	audits,	since	global	audit	teams	

are	normally	composed	of	members	of	diferent	regional	 teams.	First,	 the	global	

audit	 lead	 has	 to	 be	 nominated,	 since	 he	 or	 she	 has	 the	 right	 to	 inluence	 the	

shared	Working	Basisshared	Working	Basis
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composition	of	the	global	audit	team	to	a	signiicant	extent.	Especially	the	overall	

execution	of	global	audits	takes	longer	than	that	of	regional	audits	(for	details,	see	

Section	C,	Chapter	7).	For	this	reason,	it	is	recommended	that	the	Audit	Manager	

perform	a	irst	check	of	the	execution	planning	once	all	the	global	audits	are	sched-

uled.	If	there	is	insuicient	capacity	to	cover	them,	the	Audit	Manager	will	normally	

have	to	supplement	them	with	external	resources.	In	global	audits,	external	support	

may	be	necessary	to	deal	with	complex	topics	as	well	as	diferent	legal	systems	and	

cultures.

In	addition,	global	audits	should	be	closely	coordinated	with	the	manager	of	the	

units	to	be	audited	and	–	in	extraordinary	circumstances	–	with	the	CEO.	Oten,	

matters	concerning	the	company’s	strategy	and	mission	can	determine	the	success	

of	 an	 audit,	 because	 due	 to	 their	 nature,	 global	 audits	 are	 also	 requested	 by	 the	

Board.	Global	Risk	Management	should	be	involved	so	that,	if	necessary,	they	can	

provide	feedback	about	the	urgency	of	the	audits	in	question	and	possible	regional	

priorities.

his	 requires	 the	 global	 planning	 process	 to	 be	 closely	 coordinated	 with	 the	

global	planning	organization	and	the	regional	teams.	Any	changes	or	subsequent	

adjustments	 have	 to	 be	 communicated	 to	 all	 parties	 involved,	 because	 they	 may	

have	 far-reaching	consequences.	his	 is	 the	only	way	to	maintain	the	stability	of	

execution	planning	at	a	global	level.

Hints	AnD	tiPs	 ;

•	 If	possible,	the	execution	plan	should	allow	each	auditor	to	take	part	in	a	global	

audit	at	least	once	a	year.

•	 Auditors	should	regularly	exchange	their	global	audit	experience	with	their	col-

leagues.

•	 Auditors	should	also	use	global	audits	to	build	their	networks.

cooperation	with	
the	Board	and	Risk	

Management
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Process
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4	 IT	Environment	of	Internal	Audit
4.1 Structure of a Global IT Environment of Internal Audit

4.1.1 Decentralized Use of IT

KEy	PoInTs	 •••

•	 Work	templates	are	provided	on	a	central	server	for	the	operational	level	of	the	

audit,	allowing	auditors	to	copy	the	documents	they	need	for	further	process-

ing.

•	 Standard	commercial	sotware,	IT	tools	for	data	selection,	and	all	SAP	application	

systems,	including	their	audit-speciic	components,	are	available	for	supporting	

audit	work.

•	 From	a	formal	perspective,	IT	use	should	be	standardized	in	the	form	of	inter-

net-based	audit	sotware.

In	 order	 to	 institutionalize	 Internal	 Audit’s	 methodical	 approach	 in	 a	 uniform	

manner,	the	utilization	of	IT	has	to	be	organized	accordingly.	he	provision	of	an	

integrated	 IT	 solution	 for	 Internal	 Audit	 can	 require	 considerable	 efort	 and	 re-

sources.	It	is	no	longer	suicient	merely	to	provide	the	means	to	capture,	process,	

and	transfer	data.	IT	technology	is	now	required	to	deliver	much	more	besides:	IT	

is	changing	from	a	local	application	perspective	to	an	overall	global	technical	con-

cept.	Although	the	individual	IT	tools	remain	a	signiicant	component	of	the	total	

IT	landscape,	they	have	to	be	integrated	into	a	higher-level	overall	structure.

he	operational	level	of	the	Audit	Roadmap	is	the	initial	focus	for	IT	support.	

Although	auditors	work	locally,	they	have	to	be	able	to	do	so	in	a	way	that	allows	as	

much	coordination	and	networking	as	possible	among	each	other.	he	templates	

are	stored	and	maintained	centrally	on	a	server,	based	on	the	phases	of	the	Audit	

Roadmap.	Auditors	can	copy	the	templates	they	need	to	their	workstations	for	fur-

ther	processing.	hey	can	use	standard	IT	programs	or	audit-speciic	programs.	In	

addition	to	standard	commercial	sotware,	GIAS	auditors	primarily	use	IT	tools	for	

data	selection	and	all	SAP	application	systems,	including	their	audit-speciic	com-

ponents	(see	Section	B,	Chapter	4.1.3.3).

he	formal	aspects	of	IT	use	should	be	standardized.	All	deined	work	templates	

should	be	based	on	the	same	audit	sotware	system	in	order	to	simplify	the	exchange	

of	work	results	and	reports.	For	this	reason,	the	templates	have	to	be	developed,	

maintained,	and	used	 in	a	standardized	manner.	he	decision	on	which	systems	

to	use	should	be	taken	on	the	basis	of	their	availability	at	all	company	locations,	the	

degree	to	which	they	are	known,	and	their	lexibility	and	adaptability.	he	available	

functions	should	in	all	instances	include	word	processing,	spreadsheet,	and	graphics	

functions.	For	local	storage,	diferent	storage	systems,	e.g.	databases,	can	be	used.

Apart	from	formal	standardization,	the	content-related	aspect	of	the	IT	applica-

tion	 is	also	signiicant	 for	 the	diferent	phases	of	 the	Audit	Roadmap.	Special	 IT	

tools,	e.g.,	for	data	selection,	are	available,	in	particular	for	audit	execution.	How-
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ever,	these	IT	tools	do	not	cover	the	entire	audit	process,	because	they	do	not	sup-

port	networking	beyond	the	relevant	databases	or	internet-based	applications.	his	

restricts	their	data	transport	options	and	means	that,	although	they	are	important	

for	audit	work,	they	do	not	meet	the	requirements	of	an	integrated	IT	system	for	

Internal	Audit.

he	applications	currently	available	ofer	only	limited	access	options	and	oten	

provide	only	rudimentary	support	(if	any)	for	the	necessary	cross	functions.	Phase-

based	quality	assurance	is	an	example	of	such	a	cross	function.	Worklows	on	the	

basis	of	local	applications	therefore	are	to	be	used	to	network	the	auditors	and	Au-

dit	Managers	involved.	It	should	also	be	possible	to	monitor	the	time,	work	pro-

gress,	and,	if	relevant,	the	budgets	and	costs	of	audits	on	an	integrated	basis.	here	

should	also	be	an	IT	application	that	supports	a	centrally	standardized	documenta-

tion	concept.	he	above	presents	a	tangible	starting	base	for	a	comprehensive	IT	

solution	for	Internal	Audit.

HInTs	AnD	TIPs	 ;

•	 Before	editing	a	document,	auditors	should	always	make	sure	that	they	are	using	

the	latest	template	version.

•	 Auditors	should	carefully	select	the	IT	tools	for	audit	support	and	sensibly	inte-

grate	them	into	the	audit	process.

•	 Conidential	information	should	be	stored	in	a	separate	protected	area.

LInKs	AnD	REFEREnCEs	 e

•	 OlIPHAnT,	 A.	 2004.	 Auditing IT Infrastructures.	 Mission	 Viejo,	 CA:	 Pleier	

Corporation.

4.1.2 Central Filing Structure

KEy	PoInTs	 •••

•	 During	the	audit,	the	documents	are	stored	in	decentralized	systems.

•	 Once	the	audit	has	been	completed,	they	should	be	stored	centrally	according	to	

the	criteria	of	the	general	documentation	concept.

•	 Arrangements	must	be	made	for	compliance	with	security	regulations.	Excep-

tions	with	regard	to	access	rights	must	be	handled	restrictively	and	documented	

accordingly.

It	is	a	matter	for	discussion	whether	Internal	Audit	should	have	a	decentralized	or	

a	central	document	iling	system.	During	the	audit,	the	documents	for	processing	

are	stored	in	individual	decentralized	systems.	During	this	phase,	auditors	have	to	

have	the	latest	versions	of	their	documents	readily	accessible	at	any	time.	In	addi-
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tion,	a	back-up	copy	should	be	saved	to	the	central	audit	server	at	least	twice	a	week.	

he	 back-up	 copies	 stored	 by	 the	 audit	 team	 members	 give	 the	 audit	 lead	 the	

opportunity	to	get	an	update	of	audit	progress	and	of	the	most	important	results.

With	this	in	mind,	it	may	be	useful	to	store	centrally	certain	information	or	doc-

uments	of	more	general	interest	during	the	audit.	his	allows	all	auditors	involved	

in	the	audit	to	keep	themselves	informed	about	observations	and	indings	and	to	

update	and	supplement	this	data	(e.g.	through	maintaining	a	central	issue	log	ile).	

However,	this	should	apply	only	to	information	of	interest	to	other	auditors	work-

ing	on	the	audit.	In	general,	only	completed	portions	of	the	audit	documentation	

should	be	made	available	centrally	to	all	auditors	concerned.	For	a	certain	period	

ater	the	audit,	however,	auditors	may	still	store	the	data	locally.	his	may	be	useful	

in	case	of	queries,	subsequent	amendments,	etc.	Ultimately,	auditors	have	to	take	

this	decision	based	on	their	own	judgement	or	in	consultation	with	the	audit	lead.

When	stored	centrally,	the	documents	should	be	stored	in	a	manner	that	allows	

them	 to	 be	 retrieved	 using	 diferent	 criteria.	 Step-by-step	 access	 along	 the	 audit	

database	storage	structure	should	 therefore	be	possible	 in	all	circumstances:	he	

audit	keywords	(e.g.,	audit	number,	audit	type,	report	number,	etc.)	allow	users	to	

call	 the	 information	at	 the	relevant	 level	on	 the	central	 server.	By	specifying	 the	

parameters	 of	 an	 audit,	 e.g.,	 the	 consecutive	 number	 or	 match	 code,	 i.e.,	 with	 a	

parametric	search	key,	the	title,	the	auditor,	or	the	period,	it	is	possible	to	make	the	

relevant	documents	available.	Audit-related	documents	in	this	regard	are	the	audit	

request,	 the	 audit	 announcements,	 the	 work	 program,	 and	 the	 various	 reports.	

However,	the	documents	can	also	be	structured	according	to	the	phases	of	the	Audit	

Roadmap	by	assigning	them	to	the	relevant	phase	and	classifying	them	by	any	fur-

ther	criteria	at	this	level,	e.g.,	iscal	year,	audit	parameters,	or	auditees.	his	may	be	

very	 useful	 especially	 in	 the	 case	 of	 summaries	 per	 individual	 Roadmap	 phase	

(e.g.	the	percentage	of	completion	of	all	working	papers	as	of	a	certain	cut-of	date).

he	central	storage	of	audit	documents	must	be	coordinated	with	the	way	other	

documents	are	stored,	e.g.,	external	sources	or	source	texts.	Here	relevant	summa-

ries	will	lead	from	the	reports	to	the	descriptive	elements,	e.g.,	the	audit	summaries,	

and	vice	versa.	Keywords,	keyword	 indices,	or	 referencing	may	be	useful	 in	 this	

regard.

A	comprehensive	security	plan	must	be	implemented	for	the	central	audit	data	

server,	covering	issues	such	as:

•	 anti-virus	protection,

•	 internet	security,

•	 archiving,

•	 data	protection,	and

•	 access	authorization.

Internal	Audit	and	IT	Security	should	agree	on	procedures	to	implement	the	above	

issues,	 which	 are	 also	 important	 from	 an	 IT	 control	 perspective.	 In	 particular,	

unauthorized	 access	 to	 centrally	 stored	 data	 of	 Internal	 Audit	 must	 not	 be	 pos-

sible.	For	this	reason,	access	paths	and	the	documents	that	can	be	accessed	by	each		

authorization	group	must	be	deined	precisely.	 In	exceptional	circumstances	and	
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ater	consultation	with	 the	Board	or	 the	Audit	Committee,	 it	may	be	decided	 to	

make	certain	parts	of	the	information	on	the	central	data	server	accessible	to	other	

parties.	his	must,	however,	remain	the	exception	and	any	such	authorization	must	

be	documented	accordingly.

he	inal	archiving	of	the	data	and	the	physical	removal	of	data	that	has	been	

deleted	logically,	follows	the	requirements	set	out	in	the	documentation	concept.	

his	is	where	appropriate	parameters	for	the	documentation	medium,	the	retention	

periods	(see	Section	D,	Chapter	1)	etc.	must	be	deined.	

HInTs	AnD	TIPs	 ;

•	 Auditors	should	test	access	to	the	centrally	stored	audit	documents	in	the	cre-

ation	of	which	they	have	been	involved.

•	 he	auditor	responsible	should	inform	the	audit	lead	when	central	data	storage	

has	been	completed.

4.1.3 Decentralized Reporting System

KEy	PoInTs	 •••

•	 he	decentralized	distribution	of	Internal	Audit	reports	must	meet	the	informa-

tion	requirements	of	all	parties	afected	by	the	audits.

•	 All	parties	receive	the	reports	as	soon	as	possible	and	with	the	necessary	level	of	

conidentiality.

•	 A	 comprehensive	 administration	 system	 ensures	 that	 report	 distribution	 fol-

lows	due	process.

Central	storage	of	the	documents	of	Internal	Audit	is	an	important	prerequisite	for	

globally	 standardized	data	management.	his	ensures	 that	 complete	and	coordi-

nated	documents	are	available	for	every	audit.	Central	storage	and	archiving	forms	

the	basis	for	report	distribution	that	is	fully	scalable.	he	diferent	target	groups	af-

fected	by	an	audit	receive	these	reports	on	the	basis	of	their	responsibilities,	with	

a	guarantee	that	they	receive	them	soon	ater	the	audit	and	that	the	information	is	

complete.

he	distribution	of	the	reports	has	to	be	centrally	administered	in	the	IT	audit	

system,	 and	 it	 must	 be	 guaranteed	 that	 the	 reports	 reach	 their	 recipients	 in	 the	

speciied	way	and	within	the	agreed	time.	his	should	be	ensured	by	using	check-

lists	and	completeness	records.	Generally,	one	or	two	Internal	Audit	representatives	

should	 be	 nominated	 for	 global	 report	 distribution,	 and	 the	 audit	 leads	 should	

forward	their	reports	 to	 them	for	distribution.	To	ensure	 that	reports	are	always	

distributed	properly,	 the	entire	distribution	concept,	 including	all	 authorizations	

and	target	groups,	should	be	critically	analyzed	at	least	once	a	year.
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he	reports	must	be	made	available	to	their	target	groups	based	on	their	role	in	

the	audit	process.	he	parties	directly	afected	by	the	audit	receive	the	reports	by	

e-mail	 under	 conidential	 cover.	 hey	 include	 the	 operational	 managers	 of	 the		

audited	unit	and	the	senior	managers	in	charge	of	the	region	or	unit.	he	reports	

are	distributed	as	report	packages	(see	Section	B,	Chapter	5).

At	SAP,	the	Board	receives	the	Board	summary	and	the	associated	detailed	re-

ports	through	an	intranet-based	reporting	and	analysis	system.	Online	access	allows	

the	Board	members	to	get	immediate	and	direct	information	about	the	audit	results	

in	question.	All	other	 report	addressees	 receive	 their	audit	 reports	by	encrypted	

e-mail	or	through	access	to	an	appropriate	portal.

A	number	of	prerequisites	must	be	met	before	the	reports	of	Internal	Audit	are	

distributed.	Firstly,	the	reports	must	be	complete,	cover	all	report	types,	and	con-

tain	all	 the	information	necessary	for	each	audit.	As	soon	these	prerequisites	are	

met,	 Internal	Audit’s	central	report	administration	is	 informed.	A	formal	quality	

check	is	performed	at	this	stage,	and	if	any	data	is	missing	or	incorrect,	report	dis-

tribution	is	stopped.	his	afects	all	reports	distributed	through	an	internet-based	

information	system.	he	initial	distribution	of	the	reports,	 i.e.,	 immediately	ater	

completion	is	the	responsibility	of	the	audit	lead	and	the	Audit	Manager.	Again,	this	

is	preceded	by	a	formal	quality	check.

HInTs	AnD	TIPs	 ;

•	 On	 the	basis	of	 spot	 inquiries,	auditors	 should	check	whether	 the	addressees	

have	received	the	reports	relevant	to	them.

4.1.4 IT Tools for Data Analysis

KEy	PoInTs	 •••

•	 he	 use	 of	 computer-assisted	 auditing	 techniques	 beneits	 auditors	 when	

analyzing	large	volumes	of	data,	where	manual	processing	would	entail	dispro-

portionate	efort	and	error	risk.

•	 Auditors	should	therefore	consider	using	sotware-assisted	tools	in	order	to	at-

tain	audit	objectives.

•	 Computer-assisted	auditing	techniques	include	general	audit	sotware,	sotware	

for	online	audits,	and	special	audit	sotware.

Auditors	 must	 collect	 relevant	 and	 meaningful	 evidence	 during	 audit	 execution.	

he	indings	and	summaries	must	be	supported	by	the	relevant	analyses	and	inter-

pretations	of	the	audit	results.	Today’s	information	processing	systems	have	to	meet	

special	 requirements	 in	 this	 regard,	because	much	of	 the	documentary	evidence	

exists	electronically	and	can	only	be	audited	by	using	the	relevant	technical	tools.	IT	
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landscapes	 that	 consist	 of	 diferent	 hardware	 and	 sotware	 systems	 and	 contain	

diferent	data	 structures,	 formats,	 and	 functions	make	 it	 virtually	 impossible	 for	

auditors	to	collate	and	analyze	data	without	the	use	of	a	sotware	tool.	Moreover,	the	

sheer	volume	of	large	stores	of	data	exceeds	the	capacity	of	a	manual	audit.	Com-

puter-assisted	auditing	techniques	reduce	the	efort	and	error	risk	associated	with	

manual	processing.	he	data	quality	of	the	information	source	used	determines	the	

reliability	 of	 the	 audit	 indings	 made	 in	 this	 regard.	 Computer-assisted	 auditing	

techniques	include	general	audit	sotware,	sotware	for	online	audits,	and	special	

audit	sotware.

Auditors	need	to	know	the	exact	capabilities	of	the	audit	sotware	in	order	to	use	

it	 eiciently.	 General	 audit	 sotware	 simpliies	 system	 access	 to	 data	 for	 analysis	

purposes	and	allows	auditors	to	read	information	directly	from	diferent	database	

systems,	ile	systems,	and	data	formats.	It	can	also	be	used	to	facilitate	mathematical	

calculations,	statistical	analysis,	 follow-up	checks,	access	control,	and	calculation	

methods.	General	audit	sotware	supports	the	following	functions:

•	 File	access:	he	sotware	allows	users	to	read	diferent	formats	and	ile	structures.

•	 File	organization:	he	sotware	allows	users	 to	 index,	sort,	mix,	and	combine	

iles.

•	 Data	selection:	he	sotware	allows	the	use	of	general	ilters	and	selection	crite-

ria,	including	higher-level	criteria,	for	example	to	describe	the	relationship	with	

external	sources.

•	 Statistical	functions	allow	the	use	of	sampling	techniques,	stratiication,	as	well	

as	frequency	and	trend	analysis.

•	 Arithmetic	functions	allow	users	to	calculate	ratios.

•	 Search	functions	enable	keyword	searches.

•	 Automated	processes	help	with	document	analysis.

Another	primary	application	of	computer-assisted	auditing	techniques	is	the	capa-

bility	 to	 conduct	 continuous	 online	 audits.	 his	 method	 allows	 auditors	 to	 test	

system	reliability	during	normal	operation.	In	this	way,	the	operation	and	function-

ing	can	be	monitored	continuously	and	selected	audit	evidence	can	be	extracted	

from	the	IT	system.

he	SAP	AIS	audit	sotware	is	a	system-supported	IT	tool	for	audits	in	the	SAP	

environment	 (see	 Section	 B,	 Chapter	 4.1.3.3).	 Its	 use	 can	 help	 improve	 the	 audit	

process	and	audit	quality	in	the	SAP	environment.	SAP	AIS	can	be	used	in	the	areas	

of	internal	and	external	auditing,	tax	audits,	and	data	protection.	It	provides	a	large	

number	of	individual	roles,	i.e.,	deined	user	proiles	with	a	clear	task	portfolio,	and	

ofers	a	structured	collection	of	preset	SAP	report	programs.	Its	structure	is	based	

on	the	standards	and	requirements	of	internal	and	external	audits.	For	this	reason,	

the	analyses	and	reports	 for	a	typical	ieldwork	activity,	e.g.,	 in	a	tax	or	inancial	

statements	audit,	are	presented	with	a	meaningful	structure	and	content,	thus	pro-

viding	the	data	necessary	for	further	ieldwork.	he	use	of	SAP	AIS	is	expedient	for	

the	following	ieldwork	activities:	
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•	 online	checks	in	the	areas	of	process-related	and	inancial	reporting-related	au-

dits,	and

•	 export	of	document	data	and	account	balances,	e.g.,	to	text	iles.

HInTs	AnD	TIPs	 ;

•	 When	compiling	a	work	program,	auditors	should	ascertain	the	possible	uses	of	

IT	tools.

•	 During	 audit	 preparation,	 it	 is	 useful	 to	 conduct	 a	 test	 run	 to	 assess	 the	 IT	

tools.

4.2 Globally Integrated IT Solutions

4.2.1 Requirements on a Fully Integrated IT Solution

KEy	PoInTs	 •••

•	 he	various	functions	that	a	fully	integrated	IT	solution	for	Internal	Audit	needs	

to	provide	result	in	a	number	of	technical	and	content-related	requirements.

•	 A	system	that	meets	the	requirements	should	incorporate	the	internal	control	

management	tool	and	SAP	AIS.

A	number	of	core	requirements	can	be	derived	from	the	functions	that	a	fully	inte-

grated	IT	solution	needs	to	have.	As	already	discussed	in	Section	D,	Chapter	4.1.2,	

it	must	be	possible	to	maintain	the	work	templates	and	documents	as	well	as	the	

working	papers	and	documentation	data	of	all	audits	centrally	and	in	a	standard-

ized	way.	his	is	of	critical	importance	to	provide	a	clear,	uniform	information	base	

on	the	basis	of	standardized	and	up	to	date	documents	for	all	those	involved	in	an	

audit.	Accordingly,	the	documents	have	to	conform	to	Internal	Audit’s	statutes.

Another	central	requirement	is	that	online	and	oline	processing	is	possible	si-

multaneously.	Depending	on	the	audit	 in	question,	audit	 teams	may	work	either	

centrally	or	locally.	For	this	reason,	it	must	be	guaranteed	that	both	types	of	IT	use	

are	available	and	are	 linked	to	each	other	perfectly.	Online	processing	should	be	

used	wherever	possible.

Internal	Audit’s	IT	system	authorization	proile	must	be	role-based.	It	is	neces-

sary	 to	deine	user	proiles	clearly	and	unambiguously	 for	 Internal	Audit	and	 its	

diferent	functions	and	management	levels.	Roles	should	also	be	deined	for	third	

parties	 (e.	 g.,	 guest	 auditors)	 involved	 in	audits.	Authorizations	or	 authorization	

groups	must	be	assigned	to	these	user	proiles	for	certain	system	functions	so	that	

unique	roles	can	be	deined.

A	high	level	of	integration	and	networking	with	other	users	in	the	compliance	

area	as	well	as	all	other	business	application	systems	will	considerably	enhance	the	

data	transfer	options.	Intelligent	search	and	analysis	functions	can	be	built	on	this	
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basis,	which	can	use	historical	analysis	and	current	results	to	identify	trends	and	

thus	generate	prioritized	audit	suggestions	for	the	future	and	consequently	support	

preventive	audits.

Another	important	aspect	is	the	lexible	analysis	techniques	for	analyzing	the	

information	and	data	generated	by	Internal	Audit.	his	applies	as	much	to	the	treat-

ment	 of	 indings	 and	 recommendations	 across	 diferent	 summarization	 levels,	

rankings,	and	links	as	it	does	to	the	generation	of	audit-process-based	ratios.

In	addition,	there	may	need	to	be	a	closer	link	between	the	reporting	system	and	

the	results	of	ratio	analysis.	his	can	be	achieved	with	absolute	ratios,	benchmark-

ing	concepts,	or	balanced	scorecard	systems	(see	Section	D,	Chapter	7).	Detailed	

analysis	must	then	be	possible	on	the	basis	of	the	ratio	as	well	as	on	the	basis	of	the	

underlying	indings,	reports,	and	thus	audits.

Audit	experience	and	best	practices	of	Internal	Audit	and	of	the	auditees	can	be	

used	 to	help	 resolve	 current	 issues	by	collecting	 them	 in	 separate	databases	and	

making	them	available	through	search	functions,	e.g.,	keyword	searches.	Internet-

based	networking	with	internal	guidelines	and	process	descriptions	as	well	as	exter-

nal	rules,	regulations,	and	statutes	provides	a	broad	information	base	for	Internal	

Audit.

An	integrated	audit	tool	that	is	tailored	to	the	speciic	requirements	of	an	inter-

nal	audit	department	has	to	meet	all	the	above	criteria.	SAP’s	AIS	application	and	

the	 internal	 control	 management	 tool	 described	 earlier	 (see	 Section	 B,	 Chapter	

4.1.3.3)	should	be	integrated	at	this	juncture,	with	due	consideration	for	the	Audit	

Roadmap.

HInTs	AnD	TIPs	 ;

•	 Internal	Audit	employees	should	discuss	ideas	for	improving	IT	use.

•	 Routine	evaluation	of	completed	audits	can	contribute	 to	 the	continuous	 im-

provement	of	the	audit	processes.

4.2.2 Concept for a System Structure of an Integrated IT Solution

KEy	PoInTs	 •••

•	 Integrated	IT	sotware	for	Internal	Audit	must	ofer	a	solution	lexible	enough	

to	allow	multiple	audit	teams	to	exchange	data	and	collaborate	through	IT	sys-

tems.

•	 In	addition,	lexibility	of	content	and	form	has	to	permit	individual	use	of	the	

system,	so	that	system	control	can	be	optimized	for	diferent	types	of	audits.

•	 In	this	regard,	the	requirements	of	a	deined	auditor	role	have	to	be	combined	

with	the	needs	of	system-optimized	function	control	(control	principles,	pre-

deinition,	etc.).

Flexible	Information	
Analysis

Flexible	Information	
Analysis

Ratio	AnalysisRatio	Analysis

Information	DatabasesInformation	Databases

speciic	Audit	Toolspeciic	Audit	Tool



481

he	detailed	concept	of	 the	Audit	Roadmap	deines	a	number	of	content-related	

criteria	 for	 a	 meaningful	 structure	 of	 a	 comprehensive	 IT	 solution	 for	 Internal		

Audit.	However,	this	concept	has	to	be	speciied	in	greater	detail,	especially	with	

regard	 to	 application-related	 aspects	 such	 as	 predeined	 standard	 content,	 full	

search	functions,	automatic	data	replication,	etc.	he	focus	of	the	technical	solution	

is	what	is	known	as	the	master	database.	

he	master	database	centrally	stores	the	latest	applicable	versions	of	all	docu-

ments,	templates,	guidelines,	and	work	instructions	along	the	Audit	Roadmap.	It	

forms	 the	 basis	 for	 the	 creation	 of	 audit-speciic	 Roadmaps,	 a	 process	 that	 is	

triggered	when	a	planning	item	is	reached	in	the	annual	audit	plan	or	when	an	ap-

proved	ad-hoc	audit	request	is	set	up.	Both	transactions	generate	an	audit	master	

record	 in	 the	 system,	 including	 all	 important	 information	 relevant	 to	 the	 audit,	

ranging	from	audit	title	and	number,	scheduling	and	responsible	auditors	through	

information	 about	 the	 auditees.	 On	 the	 system	 side,	 this	 master	 record	 in	 turn	

triggers	the	creation	of	a	copy	of	the	Audit	Roadmap	on	the	target	server,	intended	

for	the	audit	lead.	his	is	where	the	documents	needed	for	the	audit	are	stored.	he	

extent	of	the	documents	iled	here	can	be	set	with	system	parameters	in	the	custom-

izing.	his	ensures	that	the	relevant	documents	are	conigured	speciically	for	the	

relevant	audit.

Once	the	audit	lead	has	added	further	audit-related	information	to	the	data,	he	

or	she	has	to	deine	work	packages,	assigning	speciic	tasks	to	participating	audi-

tors,	who	receive	them	as	individual	work	program	items	into	their	local	databases	

through	the	worklow.	At	the	same	time,	they	are	given	access	to	all	the	necessary	

documents	and	templates.	he	auditors	can	now	edit	the	audit	steps	in	the	system	

directly	online,	or	oline	without	having	to	access	the	server.

For	each	phase	of	the	audit,	users	can	conigure	in	detail,	on	the	basis	of	their	

role	deinitions,	a	unique	combination	of	possible	functions.	However,	some	stan-

dard	settings	are	made	at	group	 level,	 e.g.,	per	audit	 type.	his	also	 includes	 the	

customizing	 of	 interfaces,	 i.e.	 what	 data	 is	 transferred	 in	 which	 way	 to	 Internal	

Audit’s	sotware	from	neighboring	systems.	A	distinction	should	be	made	in	this	

regard	between	system	parameter	settings	for	integrated	sotware	and	data	transfers	

from	third-party	IT	applications,	because	diferent	plausibility	checks	have	 to	be	

initiated	there.

Once	the	auditors	have	completed	their	working	papers,	the	inished	documents	

are	replicated	on	the	audit	lead’s	server,	either	one	by	one	or	in	a	single	transaction.	

his	also	allows	the	audit	lead	to	monitor	the	process	continually.	his	is	not	only		

a	check	of	each	audit	step,	but	also	provides	all	the	information	necessary	for	a	full	

and	reliable	audit	status	for	each	phase	of	the	Audit	Roadmap	and	continuously	for	

the	entire	audit.	he	structure	of	the	Audit	Roadmap	is	therefore	very	important	for	

quality	assurance.	As	soon	as	a	certain	phase	is	reached,	completeness	checks	are	

automatically	performed	according	to	the	parameters	set	in	the	system.	hen	mes-

sages	and	process	steps	are	generated	for	the	approval	 levels	and	the	appropriate	

logging	and	automatically	forwarded	to	the	relevant	audit	leads	and	Audit	Manag-
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ers.	When	all	the	feedback	has	been	received,	the	system	automatically	triggers	the	

start	of	the	next	audit	phase.

Another	important	aspect	is	the	control	of	activities	that	arise	during	the	audit.	

It	must	be	possible,	in	terms	of	both	content	and	capacity,	for	the	audit	lead	and	

individual	auditors	responsible	 to	schedule	and	perform	expanded	or	alternative	

ieldwork	activities	for	a	work	package.	In	such	cases,	work	packages	may	be	pro-

cessed	simultaneously,	and	this	will	require	automatic	IT	support.

Even	though	the	contents	of	the	system	are	networked,	there	has	to	be	lexibility	

and	an	appropriate	degree	of	 independence	between	the	 individual	phases	of	an	

audit.	 It	 has	 to	 be	 possible	 to	 exchange	 working	 papers	 between	 work	 program	

items,	 reassign	 indings	 and	 recommendations	 that	 have	 already	 been	 allocated,	

and	to	map	the	results	to	any	report	format	or	even	multiple	formats.	A	change	on	

one	level	will	automatically	relect	on	the	other	levels,	e.g.,	in	the	working	papers,	

audit	reports,	etc..	his	means	 that	 the	assignments	must	not	be	static,	although		

a	link	should	always	be	created	by	means	of	referencing.

he	system	should	update	ratios	and	costs	automatically	and	break	them	down	

by	relevant	criteria.	It	should	also	guarantee	that	the	latest	information	is	available	

at	any	time	to	those	responsible	for	control	and	monitoring	purposes.

he	 entire	 IT	 application	 should	 have	 a	 consistent	 graphical	 user	 interface,	

through	which	all	functions	are	accessible	with	a	mouse	click.	Only	data	should	be	

entered	alphanumerically,	but	even	here	references	to	key	words	and	standard	texts	

can	be	used.	It	should	also	be	possible	to	simulate	audits,	which	is	usually	only	pos-

sible	with	a	minimum	of	efort,	if	there	is	an	easy-to-use	interface.

HInTs	AnD	TIPs	 ;

•	 Auditors	should	make	suggestions	on	how	IT	auditing	tools	can	or	should	be	

integrated	into	Internal	Audit’s	IT	landscape.

•	 Auditors	should	check	the	contents	of	 the	Audit	Roadmap	for	ways	 in	which	

they	could	be	supported	by	IT.

4.2.3 Proposed Solutions in Terms  

of Corporate Governance and Compliance

KEy	PoInTs	 •••

•	 he	audit	universe	combines	 in	a	 standardized	 IT	system	all	 the	 foundations	

and	implementation	measures	for	meeting	corporate	governance	requirements	

in	general	and	compliance	criteria	in	particular.

•	 In	this	regard,	the	following	levels	can	be	identiied:	General	principles	of	Inter-

nal	Audit,	documentation,	knowledge	database,	and	Audit	Roadmap.
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•	 hese	levels	can	be	combined	into	an	application	portal,	which	is	an	internet-

based	application	and	also	allows	access	to	other	sources	of	audit-relevant	data.

An	IT	solution	for	Internal	Audit	not	only	implements	the	Audit	Roadmap,	but	can	

also	make	available	the	methods	used	by	Internal	Audit	as	a	tool	to	meet	compli-

ance	and	corporate	governance	requirements.	In	a	global	audit	universe	(see	Sec-

tion	A,	Chapter	5.5),	this	results	in	an	IT	solution	that	transcends	the	pure	process	

perspective.	It	includes	the	components	described	below.

he	fundamentals	of	Internal	Audit	provide	a	solid	basis	for	the	resulting	overall	

concept.	he	mission,	the	rules	contained	in	the	GIAS	Code	of	Conduct,	and	the	

general	audit	mandate	of	the	department	provide	the	framework	for	all	signiicant	

activities	performed	by	Internal	Audit	to	guarantee	compliance	in	particular	and	

corporate	 governance	 in	 general.	 Guidelines	 for	 compliance	 with	 SOX,	 COSO,	

COBIT®	 and	numerous	 laws,	acts	and	regulations	 should	be	 included.	All	 these	

guidelines	should	be	stored	in	a	database	in	text	format	and	also	as	check	tables	in	

order	to	document	the	degree	of	their	fulillment.	In	this	regard,	there	can	also	be	

system-based	links	between	the	check	tables	and	the	individual	audit	types,	so	that	

evidence	can	simultaneously	be	provided	that	the	rules	deined	there	have	actually	

been	implemented	in	the	system.	he	ultimate	objective	is	also	to	ensure	that	Inter-

nal	Audit	is	compliant	itself.

he	second	logical	level	contains	all	the	documents,	guidelines,	rules,	and	in-

structions	that	deine	and	describe	how	the	audit	process	per	se	is	being	implemented	

–	 including	 in	 its	 support	 function	 to	 ensure	 the	 compliance	 of	 other	 corporate	

units.	Together	with	the	principles	of	Internal	Audit,	this	level	forms	the	basis	of	the	

two	primarily	operational	levels	of	a	comprehensive	audit	universe.

he	data	storage	level	for	all	audit	process	results	includes	performance	indica-

tors,	best	practices,	audit	archives,	and	statistics.	It	also	contains	documents	from	

external	sources	that	have	arisen	during	auditing.	Taken	in	its	entirety,	this	material	

provides	a	 type	of	knowledge	database:	Portal	access	can	 turn	 this	database	 into		

a	valuable	information	source	for	every	employee	interested	in	Internal	Audit.

he	actual	operational	level	is	primarily	made	up	of	the	Audit	Roadmap	with	all	

its	 documents	 and	 templates.	 his	 level	 is	 controlled	 according	 to	 the	 rules	 and	

processes	deined	in	Section	B.	he	other	levels	get	data	and	information	(including	

updates)	mainly	from	this	working	level.

All	the	data	stored	and	processes	modeled	are	ultimately	combined	into	an	inte-

grated	interactive	application	portal.	All	the	levels	described	above	are	addressed	

through	this	portal.	In	addition,	it	is	possible	to	make	the	content	accessible	through	

the	internet	or	to	create	a	link	to	other	audit-internal	and	external	sources	so	that	

data	and	information	from	there	can	be	integrated	and	utilized.

he	rules	and	system	functions	must,	however,	be	supplemented	in	that	every	

auditor	 and	 manager	 contributes	 their	 experience	 and	 know-how	 in	 their	 daily	

work	 to	 the	best	of	 their	 ability.	Only	 the	combination	of	 these	 factors	 can	ulti-
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and	Corporate	
Governance	Tool

Compliance		
and	Corporate	
Governance	Tool

General	Principles		
of	Internal	Audit
General	Principles		
of	Internal	Audit

DocumentationDocumentation

Knowledge	DatabaseKnowledge	Database

Audit	RoadmapAudit	Roadmap

Application	PortalApplication	Portal

Combination		
of	All	Factors
Combination		
of	All	Factors

Special Topics and Supplementary Discussion

IT Environment of Internal Audit

Globally Integrated IT Solutions
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mately	guarantee	that	Internal	Audit	makes	an	optimal	contribution	to	maintaining	

compliance	and	corporate	governance.

HInTs	AnD	TIPs	 ;

•	 Auditors	 should	 collect	 as	 many	 relevant	 pieces	 of	 external	 information	 or	

sources	on	internal	audit	as	possible.

•	 Auditors	should	regularly	review	Internal	Audit’s	documents	to	make	sure	they	

are	complete	and	up	to	date.

•	 If	possible,	auditors	should	clearly	show	for	all	 signiicant	ieldwork	activities	

how	they	are	linked	to	compliance	and	corporate	governance.
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5	 Quality	Assurance	for	Internal	Audit
5.1	 Quality	Assurance	in	General	

Key	PoInts	 •••

•	 Quality	assurance	is	important	for	every	internal	audit	department	so	that	it	can	

provide	the	best	possible	services.

•	 Organizations	such	as	the	IIA	or	AICPA	have	integrated	quality	assurance	into	

their	standards	and	recommendations.

•	 he	beneits	of	a	quality	assurance	program	 include	consistent	application	of	

processes	 across	 global,	 regional,	 and	 local	 audits,	 standardization	 and	 com-

pleteness	of	documentation,	and	reporting	reliability.

•	 Continuous	 process	 improvement	 (CPI)	 is	 also	 part	 of	 the	 quality	 assurance	

program.	It	is	one	of	the	key	requirements	for	Internal	Audit	to	meet	expecta-

tions	successfully.

How	does	a	company	ensure	customer	satisfaction?	How	does	it	ensure	customer	

loyalty?	How	does	any	service	department	such	as	Internal	Audit	develop	the	repu-

tation	of	a	“trusted	advisor”	within	the	company?	What	ensures	that	added-value	

services	are	delivered	to	customers?	he	answer	is	a	comprehensive	quality	assur-

ance	 program.	 Quality	 assurance	 is	 of	 such	 importance	 for	 every	 company	 that	

organizations	 such	 as	 the	 IIA	 and	 AICPA	 have	 integrated	 quality	 assurance	

recommendations	into	their	work	in	diferent	ways,	e.g.,	as	an	integral	part	of	their	

standards	or	in	the	form	of	specialist	internal	working	groups.

Internal	Audit	at	SAP	has	responded	to	these	challenges	and	developed	a	com-

prehensive	quality	assurance	program,	which	 is	documented	 in	detail.	he	main	

purpose	of	this	program	is	to	provide	clear	procedures	and	thus	ensure	compliance	

within	Internal	Audit	itself.	As	part	of	the	quality	assurance	program,	diferent	so-

called	 quality	 gates	 have	 been	 established	 for	 the	 Audit	 Roadmap.	 hese	 quality	

gates	deine	responsibilities	and	necessary	activities	in	connection	with	feedback,	

reviews,	and	approval	for	the	diferent	process	steps.	hey	also	ensure	that	Internal	

Audit’s	customers	always	get	the	best	possible	service.	Internal	Audit’s	quality	as-

surance	program	therefore	also	includes	a	number	of	department-speciic	quality	

steps	embedded	in	the	process	and	organizational	structure.

One	of	the	major	beneits	of	having	a	quality	assurance	program	is	consistency	

in	 the	 application	 of	 the	 process	 model	 across	 global,	 regional,	 and	 local	 audits.	

A	 well	 designed	 quality	 assurance	 program	 increases	 the	 efectiveness	 of	 the	

supervisory	 function	 and	 enhances	 the	 reliability	 of	 Internal	 Audit	 reporting.	 It	

also	ensures,	among	other	things,	standardization	and	completeness	of	documenta-

tion,	completeness	of	ieldwork	activities	according	to	the	work	programs,	adequate	

linkage	of	audit	recommendations	to	working	papers,	and	consistency	in	items	pre-

sented	in	the	implementation	report,	management	summary,	and	Board	summary.

objectives		
of	Quality	Assurance
objectives		
of	Quality	Assurance

Approach	of	Internal	
Audit	at	sAP
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Due	to	its	consistent	quality	assurance	program,	Internal	Audit	at	SAP	is	able	to	

face	new	challenges	arising	from	the	increasing	demands	by	internal	customers	and	

external	partners.	Due	to	factors	such	as	globalization	and	corporate	scandals,	the	

role	of	(internal	and	external)	auditors	has	increased	considerably	in	recent	years	

from	providers	of	pure	audit	services	to	internal	consultants,	trusted	advisors,	risk	

identiication	experts,	fraud	prevention	or	early	detection	champions,	SOX	experts,	

users	of	the	latest	information	technology,	and	much	more.	Quality	assurance	helps	

auditors	meet	these	new	roles	by	improving	their	work	through	continuous	process	

improvement	 (CPI).	he	quality	assurance	program	that	GIAS	has	 implemented	

includes	methods	for	the	continuous	updating	and	improvement	of	the	steps	in	an	

iterative	process	model,	i.e.,	the	Audit	Roadmap	(for	details	on	the	Audit	Roadmap,	

see	Section	B).

HInts	AnD	tIPs	 ;

•	 he	quality	assurance	process	requires	the	assignment	of	an	owner	or	champion	

responsible	for	continuous	monitoring	and	updates.

•	 he	quality	assurance	champions	should	educate	the	other	employees	and	in-

volve	them	in	their	work	in	order	to	achieve	the	desired	results.

LInKs	AnD	RefeRences	 e

•	 AICPA.	AICPA General Standards. http://gaqc.aicpa.org/Resources/Audits+Performed+

Under+Government+Auditing+Standards/General+Standards	(accessed	May	31,	2007).

•	 BRInkley,	M.	2006.	Health	Check	for	the	Audit	Brand.	Internal Auditor	(June	2006):	

79–83.

•	 FABRIzIUS,	M.	AnD	R.	SeRAFInI.	2004.	Initiating	a	Quality	Assessment	can	help	an	

Internal	Audit	Group	come	out	on	Top.	Internal Auditor	(February	2004):	38–43.

•	 InSTITUTe	 OF	 InTeRnAl	 AUDITORS.	 2004.	 Practice Advisory 1300-1: Quality 

Assurance and Improvement Program.	Altamonte	Springs,	Fl:	he	Institute	of	 Internal	

Auditors.

•	 lIeBeSMAn,	S.	2005.	Quality	in	the	Mix.	Internal Auditor	(October	2005):	73–77.

•	 MARkS,	n.	2005.	Maintaining	Control.	Internal Auditor	(February	2005):	36–38.

•	 WHITePAPeR.	2006.	Quality	review.	he CPA Journal	(March	2006):	12–20.

5.2	 Definition	of	Terms

Key	PoInts	 •••

•	 A	quality	gate	is	a	procedure	in	which	a	completed	process	step	is	assessed	to	

establish	whether	it	has	been	completed	properly	and	whether	the	audit	is	ready	

for	advancement	to	the	next	phase.

new	challenges		
for	Internal	Audit

new	challenges		
for	Internal	Audit
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•	 In	addition	to	the	quality	gates,	the	overall	audit	process	has	additional	internal	

controls,	which	monitor	the	audit	process	continuously.

•	 All	quality	gates	are	also	internal	controls,	but	not	all	internal	controls	are	neces-

sarily	quality	gates.

•	 he	quality	assessment	can	be	made	by	way	of	 feedback,	review,	or	approval,	

following	the	sequence	of	the	controls.

To	enhance	the	understanding	of	the	structure	of	Internal	Audit’s	quality	assurance	

program	at	SAP,	this	chapter	explains	the	terms	normally	used	to	describe	the	qual-

ity	gates	and	quality	assurance	procedures.

Quality	gates	are	key	components	of	quality	assurance.	In	general,	a	quality	gate	

is	a	procedure	in	which	a	responsible	team	member	assesses	whether	a	completed	

process	step	has	been	dealt	with	properly	and	whether	the	audit	can	proceed	to	the	

next	phase.	In	other	words,	to	go	to	the	next	phase	or	sub-phase	of	the	Audit	Road-

map,	the	previous	phase	must	have	successfully	passed	the	quality	gate.	he	actual	

audit	execution,	for	example,	can	only	start	once	the	work	program	has	been	com-

pleted.	 he	 quality	 assessment	 of	 each	 process	 step	 is	 represented	 by	 feedback,	

review,	and	inally	the	approval	of	the	party	responsible.

In	addition	to	quality	gates,	the	overall	audit	process	has	further	internal	con-

trols,	which	monitor	the	process	continuously.	All	quality	gates	are	internal	controls,	

but	not	all	 internal	 controls	are	quality	gates,	 although	both	are	used	 to	achieve	

quality	assurance.	For	example,	the	feedback,	review	and	approval	process	related	

to	the	audit	work	program	is	both	an	internal	control	and	a	quality	gate	whereas	an	

internal	control	that	guarantees	that	the	quality	gates	are	passed	through	properly	

during	 the	 entire	 audit	process	would	be	 considered	an	 internal	 control	but	not		

a	quality	gate	(see	Section	D,	Chapter	5.4).

he	 quality	 assessment	 can	 be	 made	 by	 way	 of	 feedback,	 review,	 or	 approval.	

Feedback	means	suggestions	that	should	be	considered	for	subsequent	activities,	al-

though	their	application	is	not	mandatory.	For	example,	the	quality	gate	for	the	an-

nual	audit	plan	includes	receiving	mandatory	feedback	from	Global	Risk	Manage-

ment	and	the	regional	GIAS	team	members.	It	also	includes	receiving	optional	feed-

back	 from	the	CeO	or	other	groups.	When	preparing	 the	annual	audit	plan,	 it	 is	

important	to	obtain,	consider,	and	(if	determined	necessary	by	Internal	Audit)	in-

corporate	feedback	from	such	groups	into	the	annual	audit	plan.	his	process	is	in-

tended	to	minimize	the	risk	of	excluding	relevant	audit	topics	from	audit	planning.

Review	means	ensuring	that	the	audit	object	is	complete	(including	the	feedback)	

prior	 to	 submission	 for	 inal	 approval.	 A	 review	 is	 more	 binding	 than	 feedback,	

because	it	directly	addresses	the	review	partner,	who	has	to	perform	the	set	task.	

However,	 unlike	 a	 withheld	 approval,	 a	 negative	 review	 result	 cannot	 stop	 the	

process	 from	 moving	 forward.	 For	 a	 drat	 report,	 for	 example,	 Internal	 Audit	

employees	will	only	be	asked	for	feedback,	but	the	auditees	will	have	to	perform	a	

review	of	the	drat,	i.e.,	their	opinion	has	to	be	obtained.	he	comments	from	the	

review	should	be	incorporated	into	the	report.

terms	Usedterms	Used

Quality	GatesQuality	Gates

Internal	controlsInternal	controls

feedbackfeedback

ReviewReview

Special	Topics	and	Supplementary	Discussion

Quality	Assurance	for	Internal	Audit
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Approval	authorizes	advancement	to	the	next	stage	of	the	overall	work	process.	

Approval	of	the	work	program,	for	example,	leads	to	the	start	of	audit	execution.

If	all	three	steps	are	necessary,	the	normal	sequence	is	for	feedback	to	be	ob-

tained	irst,	followed	by	the	review,	and	approval	is	given	last.	Section	D,	Chapter	

5.3	deals	with	testing	compliance	with	quality	gates	and	the	relevant	documenta-

tion.

HInts	AnD	tIPs	 ;

•	 he	auditor	must	request	feedback	if	it	is	mandatory,	because	failure	to	obtain	

feedback	poses	a	risk	to	the	compliance	of	the	entire	audit	process.

•	 Important	documents	should	not	be	submitted	for	approval	without	a	review.

LInKs	AnD	RefeRences	 e

•	 InSTITUTe	 OF	 InTeRnAl	 AUDITORS.	2004.	Practice Advisory 1300-1: Quality As-

surance and Improvement Program.	 Altamonte	 Springs,	 Fl:	 he	 Institute	 of	 Internal	

Auditors.

5.3	 GIAS	Quality	Assurance	Structure

Key	PoInts	 •••

•	 he	 GIAS	 quality	 assurance	 structure	 includes	 quality	 gates	 along	 the	 Audit	

Roadmap	and	departmental	quality	measures.

•	 For	each	phase	of	the	Audit	Roadmap,	there	may	be	mandatory	or	optional	ar-

rangements	regarding	feedback,	review,	or	approval	by	other	parties.

•	 GIAS’	overall	quality	assurance	program	ensures	a	continuous	improvement	of	

the	audit	process.

he	quality	assurance	program	developed	by	SAP’s	internal	audit	department	com-

prises	 internal	 controls,	 quality	 gates	 for	 the	 Audit	 Roadmap,	 and	 other	 quality	

assurance	activities.	he	quality	assurance	program	deines	the	minimum	standards	

of	quality	checks	that	all	GIAS	processes	need	to	pass.	he	GIAS	quality	assurance	

program	follows	the	structure	shown	in	Fig.	6.

Internal	Audit	has	developed	both	Roadmap-speciic	and	departmental	quality	

measures.	he	ive	quality	gates	shown	in	Fig.	7	are	intended	for	the	phases	of	the	

Audit	 Roadmap.	 hey	 are	 explained	 below.	 each	 quality	 gate	 deines	 the	 parties	

involved	and	requires	either	an	optional	(O)	or	a	mandatory	(M)	task	for	the	feed-

back,	review	and	approval	of	the	diferent	GIAS	critical	processes.

ApprovalApproval

sequencesequence

need	for	the	GIAs	
Quality	Assurance	

Program

need	for	the	GIAs	
Quality	Assurance	

Program

Audit	Roadmap		
and	Quality	Gates

Audit	Roadmap		
and	Quality	Gates
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he	quality	gate	for	audit	planning	includes	feedback,	review,	and	approval	re-

garding	the	Scope,	annual	audit	plan	and	audit	request	(for	more	on	planning,	see	

Section	 B,	 Chapter	 2).	 With	 regard	 to	 Scopes,	 there	 are	 two	 scenarios:	 One	 for	

regularly	recurring	audit	topics,	for	which	a	Scope	already	exists,	and	one	for	non-

recurring	or	new	topics.	he	scenario	for	new	or	non-recurring	topics	relates	to	the	

minimum	 requirement	 of	 creating	 a	 Table	 of	 key	 Scopes,	 but	 the	 scenario	 for	

standard	topics	relates	to	existing	standard	Scopes	that	have	been	assigned	already,	

irrespective	of	audit	type.	For	new	or	non-recurring	topics,	it	is	mandatory	for	the	

audit	lead	to	review	and	for	the	Audit	Manager	to	approve	the	Scope,	but	it	is	op-

tional	for	the	CAe	to	review	the	Scope	and	provide	feedback.	It	is	also	optional	for	

the	Audit	Manager	and	the	audit	team	to	provide	feedback.	In	the	standard	topics	

scenario,	the	Scope	does	not	necessarily	have	to	be	reviewed	by	the	audit	lead,	but	

by	the	Scope	owner.

Scopes Feedback Review Approval

CAE O O

Audit Manager O M

Audit team O

Audit lead (new/non-recur-

ring topics) or Scope owner

(standard topics)

M

Fig. 8 Quality	Gates	for	Scopes	

he	quality	gate	related	to	the	annual	audit	plan	(see	Section	B,	Chapter	2.2	and	

Section	D,	Chapter	3)	mentions	the	key	interaction	partners	involved	in	this	pro-

cess,	i.e.,	the	CeO,	Global	Risk	Management,	and	various	other	functions,	such	as	

regional	inance	oicers	and	corporate	departments,	ensuring	that	all	opinions	are	

relected	 in	 the	annual	audit	plan.	his	quality	gate	deines	 that	while	 the	Board	

member	responsible	has	to	concur	with	the	plan,	he	or	she	also	has	as	an	option	to	

provide	feedback.	On	the	other	hand,	Global	Risk	Management	and	the	GIAS	re-

gional	teams	are	required	to	provide	feedback.	he	review	tasks	must	be	performed	

by	the	GIAS	planning	champion,	the	GIAS	regional	teams	and	the	CAe.	Prior	to	

the	 CeO’s	 concurrence,	 the	 CAe	 must	 approve	 the	 inal	 proposal	 of	 the	 annual	

audit	plan.	his	quality	gate	ensures	that	at	the	end	of	the	process,	GIAS	develops	

a	very	comprehensive	audit	plan.

scopescope

Annual	Audit	PlanAnnual	Audit	Plan
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Annual audit plan Feedback Review Approval

CEO O

Global Risk Management M

CAE M M

Regional GIAS teams M M

Planning champion M

O

Fig. 9 Quality	Gates	for	the	Annual	Audit	Plan

he	quality	gate	related	 to	audit	 requests	 indicates	 that	when	an	audit	 request	 is	

received,	the	Audit	Manager	and	the	CAe	must	review	the	request.	he	employees	

of	Internal	Audit	could	also	get	involved	by	providing	feedback.	Once	this	quality	

assurance	process	 is	 completed,	 the	audit	 request	must	be	presented	 to	and	dis-

cussed	with	the	CeO,	before	GIAS	can	process	it	further.

Audit request Feedback Review Approval

CEO

CAE

Audit team O

Audit Manager M

M

M

Fig. 10 Quality	Gates	for	the	Audit	Request

he	audit	preparation	phase	of	the	Audit	Roadmap	includes	the	audit	announce-

ment	 and	 preparation	 of	 the	 work	 program	 (see	 Section	 B,	 Chapter	 3.2).	 Both	

documents	are	mandatory	for	the	audit	process	and	have	to	be	available	to	enter	the	

next	phase	of	the	Audit	Roadmap.	Feedback	on	and	review	of	the	audit	announce-

ment	prepared	by	the	audit	lead	are	optional	for	the	audit	team.	For	regional	and	

local	audits,	the	Audit	Manager	must	approve	the	audit	announcement,	but	in	the	

case	of	global	audits,	the	CAe	is	responsible	for	approving	the	audit	announcement.

Audit	RequestAudit	Request

Audit	AnnouncementAudit	Announcement

Special	Topics	and	Supplementary	Discussion

Quality	Assurance	for	Internal	Audit

GIAS	Quality	Assurance	Structure
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Audit announcement Feedback Review Approval

CAE (global audits) M

Audit team O O

Audit Manager 

(regional and local audits)

M

Fig. 11 Quality	Gates	for	the	Audit	Announcement

he	approval	of	an	audit	announcement	may	be	refused	for	formal	or	content-re-

lated	reasons.	Formal	reasons	include	incomplete	information,	incorrect	timings,	

etc.	Content	reasons	could	be	incorrect	or	ambiguous	information	on	audit	con-

tent.	If	approval	is	refused,	the	audit	announcement	is	returned	to	the	audit	lead,	

who	corrects	the	document	within	the	speciied	timeframe.

he	quality	gate	related	to	the	preparation	of	the	work	program	gives	the	CAe	

and	a	GIAS	employee	not	involved	in	the	audit	the	option	of	reviewing	the	work	

program.	Once	the	work	program	has	been	prepared,	the	audit	lead	must	review	it.	

In	addition,	the	Audit	Manager	must	approve	the	work	program.	Creation,	review,	

and	approval	have	to	be	documented	in	a	dedicated	folder,	the	work	program	folder.	

his	includes	entering	in	the	ile	the	date	and	the	name	or	initials	of	the	people	who	

have	created,	reviewed,	and	approved	the	work	program.	During	the	audit,	if	a	step	

of	the	work	program	is	deemed	not	necessary,	an	explanation	must	be	provided	in	

the	“comments”	section,	with	the	name	of	the	auditor	and	date.

Work program Feedback Review Approval

CAE

Audit Manager M

Peer from GIAS O

Audit lead M

O

Fig. 12 Quality	Gates	for	the	Work	Program

Refusal	to	approve	the	work	program	may	jeopardize	the	entire	audit	process.	For	

this	reason	it	is	recommended	that,	in	the	case	of	comprehensive	work	programs,	

the	preparer	forward	any	completed	sections	for	approval	as	early	as	possible.	his	

may	become	particularly	relevant	for	ad-hoc	audits,	for	example,	where	the	work	

program	has	to	be	compiled	and	approved	immediately.

Refusal	to	Approve	the	
Audit	Announcement

Refusal	to	Approve	the	
Audit	Announcement

Work	ProgramWork	Program

Refusal	to	Approve		
the	Work	Program

Refusal	to	Approve		
the	Work	Program
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he	execution	phase	of	the	Audit	Roadmap	refers	to	the	ieldwork	activities	and	

their	documentation	in	the	working	papers	(see	Section	B,	Chapter	4.2).	Working	

papers	are	evidence	of	the	auditor’s	work	and	support	the	audit	results	that	give	rise	

to	the	recommendations.	It	is	advisable	not	to	leave	quality	assurance	to	the	end,	

but	to	carry	it	out	concurrently.	his	means	that	the	audit	 lead	should	check	the	

working	papers	regularly	to	make	sure	that	they:

•	 clearly	and	adequately	support	audit	results	and	recommendations,

•	 have	been	illed	correctly,

•	 are	complete	in	terms	of	type	and	extent,

•	 have	been	written	clearly	and	carefully,	and

•	 are	properly	cross-referenced.

he	quality	gate	relating	to	the	working	papers	indicates	that	the	audit	lead	must	

review	the	working	papers	prior	to	sending	the	drat	audit	report	to	the	Audit	Man-

ager.	 he	 Audit	 Manager	 can	 review	 the	 working	 papers	 and	 explicitly	 approve	

them.	evidence	of	 the	review	and	approval	must	be	documented	 in	the	working	

papers	with	initials	or	name	and	date	or	by	e-mail.

Working papers Feedback Review Approval

Audit Manager O

Audit lead M

Fig. 13 Quality	Gates	for	the	Working	Papers

Quality	assurance	is	particularly	important	for	reporting,	since	the	ultimate	objec-

tive	of	the	reports	is	to	document	Internal	Audit’s	work	correctly	in	terms	of	content	

and	form.	he	reporting	phase	of	the	Audit	Roadmap	(see	Section	B,	Chapter	5)	

relates	 to	 the	 distribution	 of	 the	 drat	 audit	 report,	 obtaining	 feedback	 from	 the	

auditee,	 and	 releasing	and	archiving	of	 the	inal	 audit	 report.	Depending	on	 the	

speciic	case	and	audit	type,	audit	reporting	will	include	as	a	minimum	the	Board	

and	management	summaries	and	the	implementation	report.	he	distribution	of	

the	audit	survey	(see	Section	D,	Chapter	7.2.2)	is	another	quality	assurance	measure.	

Since	the	auditees	are	best	suited	to	assess	Internal	Audit’s	work	ater	audit	execu-

tion,	the	audit	survey	should	be	sent	out	ater	the	execution	phase,	ideally	together	

with	the	drat	report.

It	is	the	responsibility	of	the	audit	lead	to	ensure	the	accuracy,	coherence,	and	

completeness	of	indings	and	recommendations	 in	 the	drat	version	of	 the	audit	

report.	he	check	must	also	ascertain	whether	suicient	audit	evidence	has	been	

provided.	his	is	why	the	quality	gate	related	to	the	report’s	drat	version	indicates	

Audit	executionAudit	execution

Working	PapersWorking	Papers

ReportingReporting

Draft	ReportDraft	Report
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that	it	is	mandatory	for	the	audit	lead	to	review	the	drat.	he	CAe	has	the	option	

of	approving	this	drat	report	and	team	members	have	the	option	of	reviewing	it.	

All	obligations,	including	the	audit	lead’s	review	and	the	Audit	Manager’s	manda-

tory	 approval,	 must	 be	 completed	 prior	 to	 sending	 the	 drat	 to	 the	 auditees	 for	

review.	

When	GIAS	obtains	from	the	auditees	the	reviewed	drat	implementation	re-

port,	the	“Action/Management	Responses,”	“Responsible,”	and	“Completion	Date”	

columns	must	have	been	completed	by	the	auditees.	his	is	a	critical	step	because	

discrepancies	 with	 GIAS’	 indings	 and	 recommendations	 need	 to	 be	 discussed,	

clariied	and	accepted	during	the	reporting	process.	For	this	reason,	open	commu-

nication	is	very	important	if	the	auditors	want	to	achieve	the	best	possible	result.	In	

some	cases,	it	is	necessary	to	discuss	openly	the	reason	for	and	purpose	of	a	inding.	

Sometimes,	this	discussion	may	establish	that	a	inding	is	not	a	inding	at	all.	Audit	

recommendations	 must	 be	 examined	 to	 ensure	 that	 they	 can	 be	 implemented.	

When	 the	 report	 is	discussed	 internally,	 the	person	 in	charge	can	also	work	out	

targets	for	the	follow-up	and	add	them	to	the	report.	An	arbitrating	body	should	be	

available	for	controversial	issues	(for	escalation	see	Section	D,	Chapter	6).

Draft Report Feedback Review Approval

CAE

Audit Manager

Audit team

O

Auditees

Audit lead

O

M

M

M

O

Fig. 14 Quality	Gates	for	the	Draft	Report

he	basis	 for	the	inal	audit	report	 is	 the	reviewed	and	approved	drat	report.	In	

other	words,	the	inal	audit	report	should	have	at	a	minimum	all	audit	results,	rec-

ommendations	and	management’s	commitment	as	per	the	drat	report.	he	audit	

lead,	together	with	the	Audit	Manager,	 is	responsible	for	verifying	the	complete-

ness,	accuracy	and	clarity	of	the	report	content.	he	quality	gate	related	to	the	inal	

version	of	the	audit	report	stresses	the	importance	of	the	review,	inal	approval	for	

release,	 and	 approval	 for	 distribution	 processes.	 All	 tasks	 of	 these	 processes	 are	

mandatory	for	the	identiied	key	interaction	partners.	his	is	necessary	because	the	

inal	version	of	the	audit	report	is	the	inal	product	delivered	to	the	auditees	and	to	

senior	management.	his	quality	gate	also	indicates	that	the	reporting	champions,	

i.e.,	the	audit	lead	and	the	Audit	Manager,	must	review	the	inal	version	of	the	audit	

report	for	compliance	with	GIAS	standards	prior	to	inal	distribution	and	archiving.	

he	same	quality	gate	applies	to	the	Board	summary.

Auditee	ReviewAuditee	Review

final	Audit	Reportfinal	Audit	Report
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Final report Review Release approval Distribution approval

Audit Manager

MAudit lead MM

MM

Fig. 15 Quality	Gates	for	the	Final	Report

he	quality	assurance	process	is	not	only	useful	for	conducting	standard	audits	but	

also	for	special,	and	ad-hoc	audits	(see	Section	A,	Chapter	6.5).	Additional	quality	

gates	have	been	developed	to	guarantee	a	minimum	quality	standard	for	these	ser-

vices.	All	GIAS	audits	are	ultimately	based	on	the	Audit	Roadmap.	hus,	quality	

assurance	for	non-standard	audits	is	also	determined	to	a	large	extent	by	the	gen-

eral	quality	assurance	procedures	of	the	Audit	Roadmap.	Additional	quality	gates	

are	included	in	the	audit	process	as	needed.	he	assurance	of	revenue	recognition	is	

a	good	example.	he	concept	developed	to	this	end	includes	unannounced	license	

audits	and	customer	conirmations.	For	more	information	of	quality	assurance	dur-

ing	revenue	recognition	audits	see	Section	C,	Chapter	9.

In	addition	to	the	Roadmap-speciic	quality	measures	detailed	above,	Internal	

Audit	at	SAP	also	has	departmental	quality	measures,	which	not	only	provide	ield-

work	support	for	Internal	Audit	employees,	but	also	encourage	continuous	process	

improvement.	To	this	end,	GIAS	has	developed	extensive	documentation.	Another	

reason	 for	 establishing	 departmental	 quality	 measures	 is	 to	 ensure	 that	 internal	

processes	from	areas	such	as	human	resources,	communications,	IT	infrastructure,	

and	administration	are	transparent	and	clearly	deined.	he	following	are	examples	

of	departmental	quality	measures:

•	 Human	Resources:

■	 job	descriptions,

■	 timesheets,

■	 training,

■	 performance	feedback,	and

■	 professional	development	plans	and	career	path	at	GIAS.

•	 Communication:

■	 GIAS	intranet	pages,

■	 GIAS	reporting	system,

■	 GIAS	letter/annual	report	for	the	Audit	Committee,

■	 audit	request	form,

■	 global	workshops,	and

■	 audit	survey.

•	 IT	Infrastructure:

■	 computer	equipment,

■	 use	of	the	SAP-internal	live	system,

■	 access	authorization,

need	for	Additional	
Quality	Gates
need	for	Additional	
Quality	Gates

Departmental	Quality	
Measures
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■	 audit	tools,

■	 shared	servers,	and

■	 video	conferencing/telecommunication	equipment.

•	 Administration:

■	 charter,

■	 organization	chart,

■	 strategy,

■	 mission,

■	 objectives,

■	 GIAS	Principles,

■	 planning	system,

■	 benchmarking	initiative,

■	 budgeting	process,

■	 cost	center	reporting,	and

■	 ratios	and	indicators.

he	ultimate	goal	of	departmental	quality	measures	in	the	Human	Resources	area	

is	 to	 recruit,	 develop	 and	 retain	 auditors	 who	 possess	 the	 knowledge	 and	 skills	

needed	to	perform	their	individual	tasks.	GIAS	has	complete	statements	of	job	re-

quirements	 for	 every	 position.	 his	 departmental	 quality	 measure	 ensures	 that,	

when	searching	for	audit	professionals,	the	efort	is	concentrated	on	recruiting	per-

sonnel	who	meet	speciic	job	description	requirements.	Detailed	job	descriptions	

(see	Section	A,	Chapter	4.5)	with	accurate	role	deinitions	ensure	that	GIAS	audi-

tors	know	exactly	what	their	functions	and	responsibilities	are	and	that	they	can	

execute	their	jobs	successfully.

In-house	and	external	training,	e.g.,	in	accounting,	fraud	prevention,	and	tech-

nology,	ensures	that	Internal	Audit	employees	have	the	appropriate	knowledge	and	

technical	skills	to	perform	their	tasks.

he	 professional	 development	 plan	 includes	 speciic	 development	 objectives,	

tailored	to	each	GIAS	team	member,	such	as	obtaining	professional	certiications,	

involvement	in	global	audits,	and	specializing	in	key	topics	such	as	revenue	recog-

nition.

Along	with	 the	professional	development	plan,	 the	 timesheet	 (see	Section	A,	

Chapter	4.7),	and	the	professional	career	path	(e.g.,	Internal	Auditor,	Senior	Audi-

tor,	Global	Auditor,	Audit	Manager,	CAe;	see	Section	A,	Chapter	4.6)	are	in	place	

to	ensure	the	retention	of	all	members	of	the	GIAS	team.

Departmental	 quality	 measures	 regarding	 communication	 are	 geared	 toward	

achieving	the	most	efective	way	of	exchanging	information	between	Internal	Audit	

and	other	interested	internal	and	external	parties.	As	much	as	possible,	GIAS	pro-

motes	direct	communication.	his	is	why,	when	needed,	GIAS	uses	telephone	and	

video	conferencing.	Communication	among	team	members	and	with	internal	cus-

tomers,	Board	members,	and	other	departments	ranges	from	telephone	calls,	e-mails,	

etc.	through	workshops	and	meetings	(informal	or	formally	requested).	GIAS	also	

Job	DescriptionsJob	Descriptions

trainingtraining

Professional	
Development	Plan

Professional	
Development	Plan

timesheets	and	career	
Development

timesheets	and	career	
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has	an	intranet	site	which	is	a	central	repository	and	communication	hub	for	all	

processes,	policies,	procedures,	audit	reports,	news,	and	additional	departmental	

documentation.	he	site	also	provides	contact	information	and	speciic	forms,	e.g.,	

the	audit	request.

Ater	completing	an	engagement,	GIAS	uses	audit	surveys	to	request	from	the	

auditees	their	feedback	regarding	the	quality	of	the	service	performed	by	the	em-

ployees	of	Internal	Audit.	his	facilitates	GIAS’	continuous	improvement	process	

(see	Section	D,	Chapter	7.2.2).

Departmental	quality	measures	related	to	IT	infrastructure	ensure	that	employ-

ees	have	access	to	modern	hardware	and	telecommunication	equipment,	such	as	

laptops,	cellphones,	and	video	conferencing	technology.	In	addition,	GIAS	has	es-

tablished	for	team	members	speciic	user	authorization	proiles	not	only	to	restrict	

the	access	of	unauthorized	persons	to	sensitive	data	but	also	to	gain	access	to	inan-

cial	and	operational	data	and	data	analysis	in	the	SAP-internal	live	system.

GIAS	has	developed	very	comprehensive	and	complete	documentation	as	part	

of	its	departmental	quality	measures	for	administration.	In	this	area,	auditors	ind	

the	charter,	the	mission	statement	and	the	objectives	and	principles	that	guide	In-

ternal	Audit.	here	are	also	policies,	procedures	and	templates	that	standardize	the	

work	of	Internal	Audit	throughout	the	SAP	Group.	he	departmental	quality	assur-

ance	systems	also	include:

•	 the	planning	system	(e.g.,	audit	inventory,	risk	assessment	of	GIAS	and	manag-

ers	responsible,	risk	rating,	annual	audit	plan,	implementation	plan),

•	 audit	activities	(e.g.,	methods	to	collect	and	capture	evidence	during	the	audit),

•	 benchmarking	 (e.g.,	 an	 assessment	 system	 that	 facilitates	 comparison	 among	

auditees),	and

•	 ratios	and	indicators	(e.g.,	number	of	recommendations	made,	number	of	rec-

ommendations	 implemented,	 and	 cost	 savings	 resulting	 from	 implemented	

recommendations).

All	the	above	departmental	quality	measures	are	live	documents	and	processes	that	

are	constantly	being	reviewed	and	updated	by	GIAS	to	 improve	 the	service	pro-

vided	and	to	accommodate	changing	needs.

HInts	AnD	tIPs	 ;

•	 Since	quality	assurance	measures	take	time,	the	person	in	charge	should	sched-

ule	a	suicient	bufer	to	accommodate	them.

•	 In	order	to	provide	maximum	assurance,	auditors	should	also	make	use	of	the	

optional	steps	of	the	quality	assurance	process.

Audit	surveyAudit	survey
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5.4	 Process	and	Documentation

Key	PoInts	 •••

•	 evidence	of	compliance	with	quality	gates	must	be	gathered	and	archived	in	the	

working	papers.

•	 A	quality	assurance	monitoring	sheet	supports	the	work	process.

For	 a	 successful	 quality	 assurance	 process,	 it	 is	 essential	 that	 all	 quality	 gates	 are	

passed	through	in	full.	GIAS	has	developed	the	quality	assurance	monitoring	sheet,	

a	document	that	consists	of	two	sections.	he	header	section	describes	in	detail	basic	

data	(e.g.,	audit	title,	number,	team	member	responsible,	start	and	end	dates,	closing	

meeting	date,	audit	 type,	audit	status,	Scope).	he	monitoring	section	 lists	all	 the	

quality	gates	along	the	Audit	Roadmap.	here	are	also	speciic	areas	where	review	

and	approval	are	to	be	documented	for	each	quality	gate,	stating	by	whom	and	the	

date.	he	document	also	compares	the	actual	timelines	to	the	plan.	Based	on	these	

factors,	the	auditors,	the	Audit	Manager	or	an	external	reviewer	can	determine	if	the	

audit	process	has	passed	each	quality	gate	or	not.	If	not,	there	is	a	ield	on	the	moni-

toring	sheet	to	justify	the	reason	for	non-compliance	with	a	quality	gate.

Although	the	quality	assurance	monitoring	sheet	supports	 the	audit	 lead	and	

the	Audit	Manager	in	performing	their	monitoring	tasks,	the	evidence	required	for	

each	quality	gate	to	conirm	feedback,	review,	and	approval	still	needs	to	be	pro-

vided	in	the	form	of	working	papers.	hese	working	papers	are	proof	that	the	indi-

vidual	quality	gates	have	been	passed.	For	example,	if	for	an	audit	announcement,	

approval	 by	 the	 CAe	 or	 the	 Audit	 Manager	 has	 been	 given	 by	 e-mail,	 and	 this		

e-mail	has	been	archived	in	the	working	papers	(as	hard	copy	or	electronically),	it	

provides	evidence	that	this	process	has	in	fact	taken	place.

HInts	AnD	tIPs	 ;

•	 Internal	Audit	should	have	electronic	copies	of	as	many	documents	as	possible,	

since	this	will	enable	a	smoother	quality	assurance	process	on	a	global	level.

5.5	 Quality	Assurance	Monitoring

Key	PoInts	 •••

•	 he	IIA	has	developed	two	standards,	one	for	internal	(IIA	Standard	1311)	and	

one	 for	 external	 (IIA	 Standard	 1312)	 assessments	 of	 quality	 assurance	 pro-

grams.

•	 Internal	assessments	of	Internal	Audit	at	SAP	can	be	either	announced	or	unan-

nounced.

Quality	Assurance	
Monitoring	sheet

Quality	Assurance	
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As	a	general	rule,	processes	in	a	company	should	be	monitored	to	determine	if	the	

rules	are	being	complied	with,	whether	the	respective	processes	are	achieving	the	

expected	results,	and	whether	any	adjustments	are	required.	he	IIA	recommends	

assessing	and	reporting	on	Internal	Audit’s	quality	program.

According	to	IIA	Standard	1311	internal	assessments	should	cover	in	particular	

the	following	aspects:

•	 ongoing	reviews	of	the	performance	of	the	Internal	Audit	activity	as	determined	

by	quality	gates,	and

•	 periodic	reviews	performed	through	self-assessment	or	by	other	persons	within	

the	organization,	e.g.,	with	regard	to	SOX	requirements,	 taking	knowledge	of	

internal	auditing	practices	and	the	IIA’s	Standards	into	account.

In	response	to	IIA	standard	1311,	Internal	Audit	at	SAP	has	created	the	“cold	review,”	

which	 is	 an	 unannounced	 cross-team	 quality	 review	 of	 compliance	 with	 quality	

gates	for	a	randomly	selected	audit	engagement.	GIAS	has	also	created	the	“across	

review”	program,	which	also	tests	compliance	with	quality	gates,	but	as	opposed	to	

the	cold	review	the	across	review	is	announced.

Both	 reviews	 are	 performed	 by	 Internal	 Audit	 employees	 (preferably	 from	

diferent	regions).	he	independent	team	member	for	the	across	review	is	selected	

at	the	beginning	of	the	audit	and	carries	out	the	independent	review	on	a	continuous	

basis	from	the	beginning	to	the	end	of	the	audit.	In	addition	to	the	quality	assurance	

performed	by	the	Audit	Manager,	the	across	review	is	another	form	of	control.

IIA	Standard	1312	recommends	that	external	assessments	such	as	quality	assur-

ance	 reviews	 should	 be	 conducted	 at	 least	 once	 every	 ive	 years	 by	 a	 qualiied,	

independent	 reviewer	 or	 review	 team	 from	 outside	 the	 organization	 (for	 more	

information	on	peer	reviews	see	Section	D,	Chapter	9).	GIAS	has	committed	itself	

to	carry	out	25%	of	its	internal	assessment	work	each	year	over	a	four	year	period	to	

be	prepared	for	the	external	assessment	in	the	ith	year.
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5.6	 The	GIAS	Quality	Assurance	Program	Compared	

to	the	Requirements	of	the	IIA

Key	PoInts	 •••

•	 IIA	Standard	1300	relates	to	quality	assurance	in	an	Internal	Audit	department.

•	 GIAS’	quality	assurance	program	conforms	to	IIA	Standard	1300.

Internal	 Audit	 at	 SAP	 has	 developed	 comprehensive	 guidance	 for	 its	 quality	

assurance	 program,	 which	 supports	 the	 entire	 quality	 assurance	 process	 for	 the	

department.	his	chapter	compares	the	SAP-internal	quality	standards	to	the	re-

quirements	set	out	 in	the	standards	of	 the	IIA.	he	IIA	has	established	Standard	

1300	“Quality	Assurance	and	Improvement	Program”	as	the	minimum	guidelines	

for	quality	assurance	and	improvement	programs	for	an	internal	audit	department.	

his	standard	assigns	responsibility	for	the	development	and	maintenance	of	a	quality	

assurance	 and	 improvement	 program	 to	 the	 CAe.	 he	 quality	 assurance	 and	

improvement	program	should	cover	all	aspects	of	Internal	Audit	activity	and	con-

tinuously	 monitor	 its	 efectiveness,	 particularly	 when	 it	 comes	 to	 adding	 value	

through	recommendations	for	improving	the	organization’s	operations.

he	 table	below	shows	a	comparison	between	 the	quality	assurance	program	

implemented	by	GIAS	and	Attribute	Standard	1300	of	the	IIA.

GIAS IIA 1300

Cold	review	and	across	review Internal	assessment

Audit	survey Survey	of	audit	customers

Quality	gates	along	the	Audit	Roadmap Audit	working	papers

Quality	gates	along	the	Audit	Roadmap Audit	report

Departmental	quality	measures Review	by	Internal	Audit

Peer	review External	assessment

Reporting	of	external	assessment

Fig. 16 GIAS’	Quality	Assurance	Program	vis-à-vis	IIA	Standard	1300

he	above	table	shows	that	the	GIAS	quality	assurance	program	meets	the	require-

ments	of	the	IIA	(for	information	on	peer	reviews,	see	Section	D,	Chapter	9).

Minimum	Quality	
Assurance	Requirements

Minimum	Quality	
Assurance	Requirements

comparison	of	GIAs		
and	IIA	standards

comparison	of	GIAs		
and	IIA	standards
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HInts	AnD	tIPs	 ;

•	 he	IIA	ofers	training	on	quality	assurance.

•	 Auditors	can	broaden	their	horizon	and	collect	valuable	experience	by	volun-

tarily	showing	commitment	to	quality	assurance.

LInKs	AnD	RefeRences	 e

•	 InSTITUTe	 OF	 InTeRnAl	 AUDITORS.	 2004.	 Practice Advisory 1300-1: Quality 

Assurance and Improvement Program.	Altamonte	Springs,	Fl:	he	Institute	of	 Internal	

Auditors.

Special	Topics	and	Supplementary	Discussion

Quality	Assurance	for	Internal	Audit

The	GIAS	Quality	Assurance	Program	Compared	to	the	Requirements	of	the	IIA

D	|	5	|	5.6
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6	 Escalation	Procedure

KEy	Points	 •••

•	 Escalation	processes	may	result	from	(1)	a	red	traic	light	status	in	the	overall	

audit	statement,	(2)	the	fact	that	recommendations	have	not	been	implemented,	

or	(3)	from	a	disagreement	about	some	of	the	audit	indings	or	recommenda-

tions.

•	 During	 escalation,	 all	 responsible	 parties,	 including	 the	 Board,	 are	 informed	

directly.

•	 he	overall	audit	statement	for	a	basic	audit	is	primarily	intended	to	assess	the	

quality	of	the	indings,	but	the	overall	follow-up	rating	looks	mainly	at	the	ef-

fectiveness	of	the	implementation	process.

•	 If	 there	 is	any	disagreement,	 the	audit	 team,	 the	audit	 lead,	and/or	 the	Audit	

Manager	should	attempt	to	de-escalate	the	situation	or	reach	a	consensus	with	

the	auditee	without	varying	the	original	audit	inding.

•	 However,	if	the	disagreement	persists,	a	“management	disagreed”	classiication	

is	added	to	the	audit	report	and	the	Board	summary.

Internal	Audit	should	ensure	that	the	actual	execution	of	audits	is	done	in	a	manner	

that	 is	 agreeable	 to	 everyone	 involved.	 To	 ensure	 such	 agreement,	 audit	 results	

should	never	be	used	for	anything	other	than	the	intended	purpose,	as	required	by	

the	standards	and	codes	of	conduct	of	the	international	audit	institutes.	Relations	

between	Internal	Audit	and	auditees	should	always	be	based	on	a	transparent	and	

professional	audit,	rather	than	on	possible	consequences	of	an	audit,	because	this	

could	have	a	negative	impact	on	long-term	cooperation	and	trust.

Nevertheless,	 audit	 work	 may	 sometimes	 give	 rise	 to	 situations	 that	 require	

special	 notiication	 of	 all	 those	 responsible,	 including	 the	 Board.	 his	 form	 of	

reporting	exists	outside	the	normal	reporting	system	and	depends	on	the	particular	

situation.	 It	 is	known	as	escalation,	because	 it	 is	used	 to	make	 those	responsible	

aware	of	problem	situations	in	a	clear	and	unmistakable	manner.	he	objective	is	to	

identify	 problem	 focused	 solutions	 quickly	 and	 to	 implement	 them	 efectively.	

Escalation	 should	 not	 be	 interpreted	 as	 a	 penalty,	 but	 as	 a	 way	 of	 getting	 to	 the	

necessary	solutions	quickly	and	securely	in	order	to	ensure	a	smooth	audit	and	to	

maintain	the	interests	of	the	auditees	and	their	organizations.

During	 the	escalation	process,	 the	classiication	of	audit	indings	 into	 locally,	

regionally,	or	Board-relevant	has	to	be	observed	in	all	instances.	If	audit	indings	

classiied	 as	 local	 are	 escalated,	 the	 auditors	 must	 decide	 whether	 such	 indings	

should	be	reported	directly	to	the	Board.	he	auditors	should	irst	attempt	to	re-

solve	the	matter	with	regional	management,	but	if	agreement	cannot	be	reached,	

the	auditors	should	change	the	classiication	and	report	the	case	to	the	Board.	For	

signiicant	audit	indings,	the	classiication	is	immediately	set	to	“Board-relevant.”	

Audit	Procedure	Audit	Procedure	

need	for	Escalationneed	for	Escalation

Escalation	According		
to	Classiication

Escalation	According		
to	Classiication
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If	a	inding	is	serious	and	Board-relevant,	the	auditors	can	also	inform	the	Board	

immediately	through	a	priority	Board	issue	(see	Section	B,	Chapter	5.2.5),	asking	

the	Board	to	take	a	decision	or	to	intervene.

Escalation	should	always	take	the	issue	to	the	next	higher	level	of	the	hierarchy,	

the	audit	lead	escalating	to	the	Audit	Manager,	who	in	turn	escalates	to	the	CAE,	

who	ultimately	informs	the	Board.

In	general,	Internal	Audit	distinguishes	between	three	diferent	scenarios	that	

can	trigger	an	escalation	process:

•	 escalation	due	to	an	inadequate	overall	audit	statement	(red	traic	light;	see	Sec-

tion	D,	Chapter	7.2.1),

•	 escalation	because	recommendations	have	not	been	implemented	(follow-up),	

and

•	 escalation	because	management	does	not	agree	with	certain	indings

If	an	audit	is	escalated,	the	sub-phases	of	the	follow-up	phase	must	be	executed	in	

a	shorter	time	frame	(see	Section	B,	Chapter	6.1).

At	GIAS,	the	escalation	procedure	for	audits	identiies	two	escalation	stages.	he	

chart	below	shows	when	escalation	stages	I	or/and	II	are	initiated.	he	actions	that	

are	performed	during	an	escalation	process	are	explained	in	more	detail	in	the	fol-

lowing.

Escalation	HierarchyEscalation	Hierarchy

scenarios	for	an	
Escalation	Process
scenarios	for	an	
Escalation	Process

Escalation	stagesEscalation	stages

Report Type

Status

R

Escalation Stage I Escalation Stage II

Management

Disagreed

Overall Audit

Statement/Scoring

Escalation

Process

Basic

Follow-up I

Follow-up II

X

Na

X

X

Na

X

X

Na

X

Na

X

X

Na

X

X

Na

X

X

X

X

X

X

X1)

X

X

X1)

X

Na

Na

X

Xa)

X2)

X

X

X2)

X

Fig. 17 Escalation Process
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he	GIAS	escalation	procedure	is	characterized	by	a	number	of	criteria:

•	 he	CEO	must	be	informed,	either	at	a	personal	ad-hoc	meeting	with	Internal	

Audit	and/or	with	an	e-mail	sent	by	the	Audit	Manager	or	the	CAE.

•	 he	CEO	will	ask	the	management	in	charge	to	ensure	an	adequate	sequence	of	

actions	regarding	the	unresolved	items.

•	 If	other	Board	responsibilities	or	business	units	are	afected,	the	Board	member	

in	charge	of	the	operational	area	must	be	involved	in	the	discussion	of	the	prob-

lem.

•	 he	regional	and/or	local	manager	proposes	an	action	list,	including	timelines,	

for	eliminating	the	problems.

•	 During	 the	 follow-up	 phase,	 the	 auditees	 must	 provide	 clear	 evidence	 of	 the	

results	and	actions	taken.

•	 Every	quarter,	GIAS	prepares	the	GIAS	escalation	report	and	distributes	it	to	the	

Board.	

he	following	applies	to	the	escalation	scenarios	related	to	the	overall	audit	state-

ment:

•	 he	overall	audit	 statement	 is	always	considered	 inadequate	 if	 the	 rating	was	

“weak”	or	“substantial	weakness”	(see	Section	D,	Chapter	7.2.1).	Such	a	rating	

directly	leads	to	a	red	traic	light	status.	Once	the	overall	audit	statement	has	

been	issued,	the	relevant	sections	of	the	management	and	Board	summaries	are	

updated.

•	 hese	 reports	 are	 forwarded	 directly	 to	 the	 regional	 and	 local	 heads	 of	 the	

inance	 unit,	 regional	 and	 local	 risk	 management,	 and	 the	 corporate	 depart-

ments.

•	 hese	parties	are	then	directly	involved	in	the	indings	identiied	as	R	(relevant	to	

regional/senior	management)	or	B	(Board	relevant)	by	way	of	a	joint	implemen-

tation	process	and	an	immediate	examination	of	the	results	by	Internal	Audit.

he	overall	audit	statement	is	a	qualitative	evaluation	of	the	indings.	he	follow-up	

scoring	(see	Section	D,	Chapter	7.2.3)	measures	the	implementation	and	efective-

ness	of	the	actions	taken	in	response	to	an	audit.	In	case	of	any	new	indings	the	

assessment	of	the	implementation	of	the	recommendations	and	the	new	indings	

are	be	rated	separately	and	then	combined	into	a	inal	rating.	his	means	that	in	

every	audit	cycle	a	quality	history	is	created,	i.e.,	a	grading	of	substantive	and	formal	

quality,	which	provides	a	qualitative	overview	of	 the	auditees	and	 their	manage-

ment.	For	measuring	the	subsequent	actions,	it	is	therefore	important	to	ind	out	

whether	none	or	few	problems	have	been	resolved	in	response	to	an	audit,	i.e.,	if	

most	of	the	recommendations	are	still	open	or	in	process.	Escalation	may	follow	if	

recommendations	are	not	implemented,	resulting	in	the	following	action:

•	 he	auditors	must	enter	“open”	or	“in	process”	in	the	“GIAS	status”	column	of	

the	implementation	report	(see	Section	B,	Chapter	5.2.3).

Criteria	for	Escalation	
Processes

Criteria	for	Escalation	
Processes

Red	overall	Audit	
statement	traic	Light

Red	overall	Audit	
statement	traic	Light

Follow-Up	scoringFollow-Up	scoring



Special Topics and Supplementary Discussion

Escalation Procedure
D	|	6

505

•	 he	status	in	the	management	and	Board	summaries	is	updated	on	the	basis	of	

the	details	given	in	the	implementation	report.

he	results	of	audit	activities	are	continually	communicated	and	discussed	with	the	

responsible	managers.	In	exceptional	cases,	diferences	of	opinion	about	audit	ind-

ings	may	arise	at	the	closing	meeting	or	when	the	drat	audit	report	is	prepared.	

Ideally,	management	will	voice	a	difering	opinion	during	the	audit	or	no	later	than	

the	closing	meeting.	he	audit	lead	is	responsible	for	trying	to	reconcile	difering	

opinions	and	to	reach	a	consensus	if	possible.	However,	if	no	consensus	is	reached,	

escalation	may	ensue.

Two	basic	options	can	be	pursued	if	the	diferences	of	opinion	between	Internal	

Audit	and	the	management	of	the	audited	unit	cannot	be	resolved.	Management	

either	accepts	the	audit	inding	under	dispute,	despite	difering	opinion,	or	it	does	

not	accept	it.	If	management	does	accept	it,	it	can	explain	its	view	in	the	“Manage-

ment	action/response”	column	of	the	drat	audit	report	and	document	its	difering	

opinion.	 he	 audit	 lead	 should	 make	 it	 clear	 that,	 although	 management’s	 com-

ments	are	noted,	the	relevant	recommendations	have	to	be	implemented.	his	has	

to	be	documented	in	the	working	papers,	preferably	also	in	the	“Management	ac-

tion/response”	column.	he	follow-up	will	speciically	look	at	the	implementation	

of	such	audit	indings.	In	such	cases,	it	is	normally	possible	to	resolve	diferences	by	

de-escalation.

If	in	spite	of	intensive	exchanges	of	views	and	discussions	of	a	inding	or	recom-

mendation,	 Internal	 Audit	 and	 the	 auditees	 do	 not	 agree	 the	 audit	 lead	 should	

initially	try	to	resolve	the	issue.	Should	such	a	resolution	not	be	possible,	the	Audit	

Manager	must	be	informed.	If	the	problem	persists,	it	is	lagged	by	inserting	“man-

agement	disagreed”	under	Internal	Audit	status	in	the	implementation	report.	his	

shows	that	 Internal	Audit	and	management	have	not	reached	agreement.	 In	 line	

with	 Internal	 Audit’s	 cooperative	 approach,	 the	 auditor	 should,	 however,	 adopt	

a	cautious	and	considerate	attitude,	because	Internal	Audit	will	be	more	successful	

if	it	can	convince	rather	than	enforce.

he	audit	 lead	may	only	drop	a	inding	 if	 it	can	be	convincingly	refuted.	For	

example,	if	compelling	documents	or	evidence	are	submitted	that	were	not	included	

in	the	audit	and	now	contradict	Internal	Audit’s	indings,	the	relevant	indings	in	

the	audit	report	will	either	be	reworded	or	omitted.	his	must	be	documented	in	

the	working	papers.

In	addition	to	the	scenarios	already	mentioned,	there	may	be	other	situations	

that	trigger	an	escalation	process:

•	 Management	accepts	the	audit	inding	but	not	the	recommendation.

•	 he	management	of	an	audited	area	agrees	with	the	audit	indings	and	recom-

mendations,	but	regional	management	does	not,	or	vice	versa.

he	 auditors	 should	 try	 to	 resolve	 diferences	 of	 opinion	 before	 distributing	 the	

inal	audit	report.

Diferent	opinionsDiferent	opinions

Acceptance		
of	the	Audit	Finding
Acceptance		
of	the	Audit	Finding

Management	DisagreedManagement	Disagreed

Dropping	Audit	FindingsDropping	Audit	Findings

Further	Reasons		
for	Escalation
Further	Reasons		
for	Escalation
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he	 following	 diagram	 shows	 the	 escalation	 process	 at	 the	 time	 of	 reporting	

with	and	without	consensus	and	acceptance.	

In	spite	of	all	the	eforts	outlined	above,	it	is	possible	that	escalation	may	be	the	only	

option	let.	his	means	that,	in	addition	to	the	above	steps,	the	following	action	will	

have	to	be	taken:

•	 he	persons	responsible	in	Corporate	Financial	Reporting	and	Corporate	Risk	

Management	 (and	 in	 other	 corporate	 departments	 if	 appropriate)	 assess	 and	

process	the	items	under	dispute.

•	 Internal	Audit	assesses	the	status	of	actions	during	the	follow-up	and	changes	

the	status	to	“done”	if	the	cause	of	the	inding	has	been	eliminated.

•	 If	the	follow-up	status	shows	that	the	disagreement	persists,	the	issue	must	again	

be	escalated	to	the	Board	and	to	the	Audit	Committee.

•	 Ater	 a	 follow-up,	 any	 problems	 unresolved	 due	 to	 lack	 of	 agreement	 should	

again	be	reported	to	the	units	mentioned	above.

DiagramDiagram

Escalation	UnavoidableEscalation	Unavoidable

Fig. 18 Diferent Procedures with or without Agreement about Audit Findings and Recommen-

dations
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Some	matters	may	be	escalated	irrespective	of	the	audit	indings	and	recommen-

dations	 made,	 for	 example,	 if	 the	 auditees	 have	 identiied	 inappropriate	 auditor	

behavior	or	defects	have	been	found	in	the	auditors’	ieldwork.	In	this	case,	the	au-

ditees	can	escalate	directly	to	the	audit	lead	and/or	Audit	Manager.	Moreover,	the	

audit	team’s	assessment	in	the	audit	survey	(see	Section	D,	Chapter	7.2.2)	may	trig-

ger	escalation.	he	Audit	Manager	and/or	the	CAE	are	responsible	for	determining	

the	causes	of	escalation	and	for	de-escalating	the	matter.

Hints	AnD	tiPs	 ;

•	 Auditors	should	be	considerate	of	the	approach	taken	by	the	auditees	in	the	situ-

ation	concerned.

•	 he	communication	of	critical	audit	indings	requires	consideration	and	judg-

ment	to	decide	between	immediate	escalation	and	an	attempt	to	convince	man-

agement.

•	 Auditors	should	always	ofer	their	help	in	dealing	with	audit	indings.

Escalation	Unrelated	
to	Findings	and	
Recommendations

Escalation	Unrelated	
to	Findings	and	
Recommendations
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7	 Performance	Measurement	System
7.1	 Basic	Principles	of	an	Internal	Audit	Approach	

Based	on	Key	Performance	Indicators

7.1.1	 Content,	Objectives,	and	Structure

Key	PointS	 •••

•	 Performance	indicators	and	ratios	serve	a	variety	of	diferent	purposes	in	Inter-

nal	Audit.

•	 he	available	data	material	is	very	complex	and	ofers	many	diferent	levels	for	

comparison	and	analysis.

•	 Internal	Audit	can	deine	comparisons	in	the	form	of	benchmarking	or	a	bal-

anced	scorecard.

An	examination	of	Internal	Audit	from	a	modern	corporate	management	perspec-

tive	 invariably	 requires	 consideration	 of	 diferent	 business	 concepts,	 e.g.	 bench-

marking,	to	establish	whether	they	can	be	used	for	Internal	Audit.	he	analysis	of	

past	audits	yields	an	almost	limitless	wealth	of	information,	which	can	be	used	for	

targeted	and	focused	control	and	monitoring	with	the	help	of	benchmarking	meth-

ods.	 he	 objective	 is	 to	 capture,	 process,	 and	 report	 information	 from	 the	 audit	

process	in	such	a	way	that	it	produces	a	condensed	yet	meaningful	and	comprehen-

sive	summary	of	the	audit	services	performed.	he	purpose	is:

•	 to	facilitate	management’s	navigation	through	the	report	structures,

•	 to	show	the	ranking	and	distribution	of	the	underlying	data	and	derive	from	it	

comparisons,	trends,	and	forecasts	regarding	certain	statistics,

•	 to	allow	a	qualitative	and	quantitative	assessment	of	audits,	and

•	 to	support	external	comparison.

For	data	analysis,	it	yields	important	insights	to	express	the	large	amount	of	infor-

mation	in	the	form	of	ratios	and	key	performance	indicators	(KPI).	Internal	Audit	

can	use	diferent	sources,	methods,	and	summary	criteria	to	deine	the	substance	of	

each	indicator	in	relation	to	the	subject	matter	it	describes.	he	indicators	and	ra-

tios	can	be	produced	directly	by	counts	and	measurements	based	on	organizational	

and	process	structures,	or	they	can	be	calculated	arithmetically.	Each	of	them	ex-

presses	proportions	or	mutual	relationships,	which	permit	conclusions	about	the	

underlying	subject	matter,	thus	providing	irstly	an	indication	of	size	in	relation	to	

other	variables	and	secondly	a	measure	of	quality.

he	objectives	of	a	KPI	system	in	Internal	Audit	include	the	following	in	par-

ticular:

•	 Fieldwork	generates	a	lot	of	diferent	information,	which	is	made	more	acces-

sible	by	structuring	it	both	in	aggregated	and	in	disaggregated	form.	Ratios	and	

performance	indicators	provide	insights	about	audit	content	(e.g.,	the	number	

of	high-risk	indings	relevant	to	inancial	reporting)	as	well	as	process-related	

information	Processinginformation	Processing

introduction	of	Key	
Performance	indicators	

and	Ratios

introduction	of	Key	
Performance	indicators	

and	Ratios

objectives	of	a	KPi	
System

objectives	of	a	KPi	
System
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statements	(e.g.,	number	of	rejections/approvals	per	audit	step	and	audit	type	

at	the	quality	gates).	Moreover,	important	information	is	presented	by	overall	

indicators	such	as	the	overall	audit	statement	and	the	audit	survey	rating	(see	

Section	D,	Chapter	7.2.2).	All	indicators	and	ratios	can	be	used	to	monitor	and	

analyze	audit	results,	thus	forming	the	basis	for	additional	audit	planning.

•	 Indicators	and	ratios	can	also	be	determined	as	classiication	attributes,	allow-

ing	the	auditors	in	the	context	of	audit	indings	or	recommendations	to	calculate	

variables	for	accounts,	customers,	suppliers,	and	even	contracts,	either	per	audit	

object	or	as	averages.	his	allows	the	auditor	to	obtain	additional	information	

about	error	causes	and	weaknesses	in	the	organization	of	the	auditees.

•	 Other	 indicators	can	be	used	to	benchmark	organizational	units	against	each	

other,	e.g.,	departments	or	local	subsidiaries,	comparing	and	ranking	the	num-

ber	 of	 audits,	 audit	 results,	 follow-up	 results,	 etc.	 his	 makes	 organizational	

units	comparable	in	terms	of	organizational	weaknesses.

•	 Another	objective	of	indicators	in	this	regard	is	to	control	and	measure	the	per-

formance	of	Internal	Audit	itself.	hese	performance	indicators	can	relate	to	the	

department,	teams,	or	individual	auditors	and	rate	both	their	audit	work	and	

the	results	achieved.

hese	indicators,	initially	as	absolute	igures,	provide	irst	clues	that	permit	state-

ments	about	Internal	Audit	at	a	summary	level.	If	read	as	individual	variables,	they	

can	stand	alongside	other	results	of	the	audit.	In	a	second	step,	the	indicators	can	be	

integrated	into	a	benchmarking	system.	Internal	Audit	benchmarking	is	primarily	

about	organizing	the	variables	in	a	sensible	structure	and	grouping	them	in	a	way	

that	they	can	be	compared	against	other	objects	and	periods	(see	Section	D,	Chap-

ter	7.3).	he	balanced	scorecard	is	an	advanced	way	of	using	and	controlling	key	

performance	indicators	for	business	processes.	It	structures	the	indicators	on	op-

erational	levels,	according	to	perspectives	and	critical	areas	of	success,	such	as	the	

inancial	and	internal	business	perspectives	(see	Section	D,	Chapter	7.4).

HintS	and	tiPS	 ;

•	 All	auditors	 should	discuss	ways	of	using	diferent	 ratios	and	 indicators	with	

their	colleagues.
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•	 SChMIDt,	C.	2005.	he	Driver’s	View.	Internal Auditor	(June	2005):	29–32.

•	 ZIEgEnFuSS,	 D.	 2000.	 Measuring	 Performance.	 Internal Auditor	 (February	 2000):	

36–40.

7.1.2	 Structure	of	the	Key	Performance	Indicators

7.1.2.1	 General	Criteria

Key	PointS	 •••

•	 In	order	to	deine	and	treat	the	large	number	of	possible	ratios	and	indicators	in	

Internal	Audit	according	to	standard	criteria,	all	indicators	must	be	determined	

unambiguously	and	consistently.

•	 A	distinction	can	be	made	particularly	between	content-related,	organizational,	

and	formal	criteria.

•	 Moreover,	value	and	time	aspects	as	well	as	the	intended	target	group	must	be	

considered.

•	 Indicators	and	ratios	must	be	measured,	recorded,	and	presented	consistently.

Key	performance	indicators	and	ratios	in	Internal	Audit	can	be	based	on	diferent	

aspects.	If	audit	content	is	used	as	the	guiding	principle,	indicators	can	be	deined	

at	diferent	levels,	ranging	from	individual	indings	and	audit	objects	to	the	entire	

audit	and	the	audited	unit	(e.g.,	the	number	of	internal	controls	within	a	speciic	

process).	From	an	organizational	point	of	view,	the	focus	is	more	on	the	relation-

ship	with	the	audit	organization,	i.e.,	these	types	of	indicators	compare	the	audit	or	

audit	indings	to	other	audit	teams	or	the	average	performance	of	the	entire	internal	

audit	department	(e.g.,	average	duration	of	an	audit).

In	addition,	 indicators	can	also	be	deined	according	to	diferent	value	bases,	

because	comparisons	are	based	on	budgeted	and	actual	values,	as	well	as	on	aver-

ages	or	external	values,	e.g.,	statistics	issued	by	audit	institutes	or	other	companies.	

Closely	related	to	this	is	the	period	perspective,	under	which	all	forms	of	possible	

time	 horizons,	 from	 pure	 closing	 date	 analysis	 through	 period	 analysis	 between	

reporting	dates	and	year-to-year	comparisons	can	be	analyzed.	time	intervals	com-

prising	seasonal	variation,	for	example	due	to	business	cycles	or	restructuring	pro-

cesses,	are	particularly	interesting.	It	is	important	to	distinguish	accurately	between	

period	and	cumulative	values,	i.e.,	whether	the	data	relates	to	one	speciic	period	or	

represents	aggregate	values	for	several	individual	periods.

Furthermore,	there	are	formal	aspects	that	inluence	the	selection	of	a	suitable	

indicator	by	 the	auditor	 to	establish	which	 type	of	 indicator	 to	use,	 i.e.,	whether	

absolute	or	relative	variables	are	best	suited	to	describe	the	subject	matter.	On	the	

basis	of	statistical	considerations,	indicators	can	be	shown	as	individual	values,	dis-

tributions,	time	series,	or	in	the	form	of	correlations	or	trends.	he	form	depends	

content-Related	and	
organizational	aspects	

of	indicators

content-Related	and	
organizational	aspects	

of	indicators

Value-Based	and	time-
Based	indicators

Value-Based	and	time-
Based	indicators

formal	aspects		
of	indicators

formal	aspects		
of	indicators
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on	 the	 addressee’s	 expectations.	 A	 KPI-based	 summary	 can	 present	 aggregated	

comparisons	as	well	as	a	breakdown	into	underlying	base	information.

he	target	group	Internal	Audit	wants	to	address	is	another	criterion	for	tailor-

ing	the	diferent	 indicators.	For	example,	 indicators	 intended	for	 the	Board	 level	

have	to	meet	diferent	requirements	than	indicators	for	operational	management	or	

the	 auditees.	 At	 the	 Board	 level,	 strategic	 information	 is	 more	 important,	 i.e.,	 if	

a	 guideline	 has	 been	 breached,	 the	 Board	 will	 investigate	 whether	 the	 guideline	

serves	its	purpose	and	is	appropriate	for	the	company,	whereas	operational	man-

agement	will	be	interested	in	the	cause	of	the	contravention	to	be	able	to	put	adequate	

internal	controls	in	place	for	the	future.	Selecting	the	right	form	of	presentation	can	

be	vital	in	communicating	efectively	and	in	ensuring	that	any	analysis	is	met	with	

acceptance	throughout	the	company.

he	units	of	measurement	for	stating	the	indicators	must	be	clear	and	consistent.	

he	 way	 decimal	 points	 or	 large	 igures	 are	 shown	 (1,000,000,	 1,000	 thousand,	

1	million),	the	treatment	of	rounding	and	the	resulting	diferences,	as	well	as	units	

of	measurement	themselves	have	to	conform	to	international	standards	or	prevail-

ing	 local	 customs.	 A	 written	 deinition	 of	 form	 and	 content	 can	 considerably	

facilitate	consistent	application	and	a	common	interpretation	of	the	indicators.

Indicators	can	be	measured	and	recorded	in	diferent	ways.	In	general,	indica-

tors	are	the	result	of	counting,	calculations,	or	correlations.	he	recording	process	

can	sometimes	be	automated	or	deined	as	an	additional	function	of	the	operational	

or	planning	process.	he	time	aspect	is	important,	i.e.,	whether	recording	is	con-

tinuous	or	the	igure	relates	to	a	speciic	date.	Internal	Audit	also	has	to	ascertain	to	

what	extent	the	recorded	base	data	has	to	be	made	comparable,	i.e.	standardized	by	

adjusting	it	(e.g.	discounting).	his	may	be	necessary	for	inancial	data	with	difer-

ent	interest	due	dates	or	maturities.

It	is	important	for	companies	to	have	consistent	guidelines	for	presenting	per-

formance	indicators.	here	has	to	be	a	company-wide	standard	as	to	how,	where,	

and	when	speciic	indictors	are	used.	his	applies	to	both	indicators	and	ratios	at	

the	 operational	 report	 level	 and	 management	 summaries.	 Consistent	 rules	 help	

avoid	misunderstandings	about	indicators.

HintS	and	tiPS	 ;

•	 Auditors	 should	 think	 of	 criteria	 that	 are	 to	 be	 mandated	 for	 all	 key	 perfor-

mance	indicators	of	the	internal	audit	department	and	discuss	them	with	their	

colleagues.
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•	 InStItutE	 OF	 IntERnAL	 AuDItORS.	2001.	Practice Advisory 1311-2: Establishing 

Measures (Qualitative Metrics and Qualitative Assessments) to Support Reviews of Internal 

Audit Activity Performance.	Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.

7.1.2.2	 Selected	General	Standard	Key	Performance	Indicators

Key	PointS	 •••

•	 When	designing	a	KPI	system,	Internal	Audit	must	set	priorities	with	regard	to	

the	target	groups	that	will	receive	this	information.

•	 Setting	priorities	is	the	basis	for	deining	the	indicators	and	the	required	base	

data.

•	 Indicator	content	must	be	deined	according	to	purpose	so	that	the	indicators	

can	be	used	appropriately.

•	 his	ensures	 that	 the	ratios	and	 indicators	create	measurable	added	value	 for	

Internal	Audit’s	work.

When	creating	a	KPI	system	for	 Internal	Audit,	 Internal	Audit	has	 to	decide	on	

a	speciic	set	of	indicators.	his	pre-selection	has	to	be	made	with	the	distinctions	

presented	in	Section	D,	Chapter	7.1.2.1.	If	possible,	the	person	in	charge	should	con-

sider	the	interests	of	all	involved	parties,	from	the	CAE,	Audit	Managers,	and	audit	

leads	to	audited	units,	their	managers,	and	members	of	the	Board	equally.

A	KPI	system	is	regarded	as	a	decision	and	argumentation	tool	and	it	therefore	

serves	as	a	management	 instrument.	general	 standard	 indicators	and	ratios	and	

speciic,	more	complex	variables	should	be	considered	to	be	included	in	a	KPI	sys-

tem	for	Internal	Audit.	his	chapter	deines	general	indicators	and	ratios;	Section	

D,	Chapter	7.2	deals	with	more	speciic	performance	indicators	variables.

he	general	broad	standard	indicators	for	an	internal	audit	department	include	

the	following:

•	 number	of	auditors	per	department,	audit	team,	and	audit,

•	 number	of	auditors	for	every	1,000	employees,	every	1	million	euros	of	revenue,	

and	every	1,000	euros	of	Internal	Audit	budget,

•	 Internal	Audit	cost	structure	ratios	in	each	region,

•	 time	percentages	taken	up	by	the	phases	of	the	Audit	Roadmap	and	the	correla-

tions	between	them,

•	 number	of	diferent	audit	types	compared	to	the	total	number	of	audits,

•	 proportion	of	global,	regional,	and	local	audits,	and

•	 auditor	capacity	utilization	as	a	proportion	of	net	available	working	time.

All	indicators	should	be	either	measured	or	calculated	based	on	the	audit	process.	

Indicators	can	be	created	by	bringing	other	indicators	in	relation	to	each	other	to	

enhance	comparability,	values	can	be	combined	in	any	way	required,	or	additional	

diferent	coordinates	can	be	included	in	the	calculation.

Selection	of	Speciic	
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indicators

Possible	indicatorsPossible	indicators

General	Standard	
indicators

General	Standard	
indicators



513

he	question	of	how	to	present	indicators	arises	from	the	underlying	require-

ments.	First	of	all,	indicators	and	ratios	can	be	presented	on	the	basis	of	a	suitable	

structure,	e.g.,	the	Audit	Roadmap.	hey	can	likewise	be	supplied	as	speciic,	detailed	

information	 in	addition	to	 the	relevant	indings	and	recommendations.	Further-

more,	it	may	be	useful	to	tailor	the	presentation	of	indicators	to	the	particular	target	

group	by	preparing	a	special	KPI	summary.	his	means	that,	since	indicators	are	

derived	 variables,	 they	 should	 always	 be	 presented	 in	 relation	 to	 the	 underlying	

data	as	well	as	the	relevant	target	group,	e.g.,	a	comparison	of	the	numbers	of	SOX-

related	indings	for	each	of	the	Board	areas.

Internal	Audit	management	is	responsible	for	ensuring	that	the	indicators	are	

complete	and	correct,	both	in	terms	of	base	data	reliability,	and	their	meaningful	

integration	in	the	audit	processes.	Determining	indicators	is	only	one	aspect,	com-

municating	them	within	the	company	is	another	equally	important	aspect.	taking	

both	 factors	 into	account	 is	 the	only	way	 to	achieve	 the	objective	of	 creating	an	

understanding	for	the	indicators	and	thus	prepare	the	way	for	further	applications,	

such	as	benchmarking	and	the	balanced	scorecard.

HintS	and	tiPS	 ;

•	 Auditors	should	arrange,	in	order	of	importance,	the	indicators	they	have	iden-

tiied	as	critical	for	an	audit.

•	 Auditors	 should	 analyze	 the	 informative	 value	 of	 each	 indicator	 and	 suggest	

alternatives	if	appropriate.

•	 If	an	audit	produces	unusual	results,	a	comparison	of	indicators	may	shed	light	

on	the	irregularities	and	thus	provide	arguments	to	assure	the	indings.

7.2	 Selected	Special	Key	Performance	Indicators

7.2.1	 Overall	Audit	Statement

Key	PointS	 •••

•	 he	overall	audit	statement	makes	the	audit	results	comparable.	It	can	make	one	

organizational	unit	measurable	against	another	in	the	company.

•	 It	can	also	be	included	in	the	company-wide	risk	model.

•	 An	overview	of	the	overall	audit	statements	gives	the	Board	a	clear	understand-

ing	of	the	organizational	units	audited	in	the	company.

•	 he	overall	audit	statement	is	based	on	the	classiications	of	the	audit	indings	

in	the	audit	report,	to	which	end	a	classiication	has	to	be	assigned	to	each	audit	

inding.

•	 Audit	observations	are	not	rated.

•	 In	order	to	standardize	the	classiication	process,	the	classiication	of	audit	ind-

ings	is	based	on	the	risk	categories	adopted	from	global	risk	management.
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•	 he	overall	 audit	 statement	 is	 shown	 in	ive	categories	and	 is	visualized	with		

a	traic	light	system.	he	quantitative	result	is	calculated	in	the	irst	step,	and	the	

qualitative	aspect	added	in	the	second.

•	 Any	 result	 in	 the	 substantial	 weakness	 category	 has	 to	 be	 escalated	 immedi-

ately.

he	overall	audit	statement	provides	a	universally	consistent	and	objective	opinion	

on	the	audit	object	for	the	auditees	as	well	as	for	regional	and	senior	management.	

It	forms	part	of	the	audit	report,	making	the	audit	results	along	the	Audit	Roadmap	

measurable	and	comparable.	he	assessments	are	consistent,	because	all	audit	teams	

have	to	apply	the	same	assessment	standard.

An	overview	of	overall	audit	statements	helps	the	Board	to	develop	a	clear	un-

derstanding	of	the	qualitative	process	compliance	of	the	organizational	units	audited	

in	 the	 company.	 he	 overall	 audit	 statement	 helps	 make	 an	 organizational	 unit	

comparable	against	another	organizational	unit	in	the	company.	his	benchmark	

can	be	used	to	produce	a	ranking,	which	should	comprise	organizational	units	with	

similar	contents	and	objectives.	he	overall	audit	statement	can	also	be	used	in	con-

nection	with	the	corporate	risk	model,	especially	when	assessing	the	risks	for	the	

diferent	audit	topics	during	selection	for	the	annual	risk-based	audit	planning.

By	 establishing	 the	 overall	 audit	 statement,	 Internal	 Audit	 complies	 with	 IIA	

Standard	2410.A1,	according	to	which	inal	communication	of	engagement	results	

should,	 where	 appropriate,	 contain	 the	 internal	 auditor’s	 overall	 opinion	 and/or	

conclusions.

he	classiication	method	is	based	on	a	logical	calculation	model,	which	ensures	

that	a	consistent	procedure	is	followed.	his	avoids	an	individual	assessment	of	the	

classiications	according	to	regional	 team	assessments	and	also	creates	a	globally	

consistent	procedure	within	Internal	Audit.	he	overall	audit	statement	is	based	on	

the	classiications	of	the	audit	indings	in	the	audit	report,	which	are	as	follows:

•	 L	=	locally	relevant,

•	 R	=	regionally	relevant,	and

•	 B	=	Board-relevant.

A	classiication	must	be	assigned	to	each	audit	inding.	Audit	observations	are	also	

classiied	according	to	this	system.	Internal	Audit	distinguishes	between	audit	ind-

ings	and	observations	as	follows:

•	 Audit	inding:

■	 veriiable	facts	supported	by	objective	evidence,	and

■	 proven	non-compliance	with	internal	or	external	rules.

•	 Audit	observation:

■	 improvement	potential	identiied	in	certain	areas,	and

■	 no	factual	proof	that	indicates	an	audit	inding.

Only	audit	indings	are	included	in	the	calculation	of	the	overall	audit	statement.
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he	following	diagram	provides	a	description	of	the	L,	R,	and	B	classiications.	

Of	course,	in	some	cases	individual	decisions	on	classifying	an	audit	inding	have	to	

be	made.

In	order	to	standardize	the	classiication	process,	the	classiication	of	audit	indings	

is	based	on	the	risk	categories	adopted	from	Corporate	Risk	Management.	he	ten	

risk	categories	are:

1.	 Economy,

2.	 Market,

3.	 Strategy,

4.	 Personnel/employees,

5.	 Organization	and	control,

6.	 Communication	and	information,

7.	 Finance,

8.	 Products,

9.	 Projects,	and

10.	 Other	operational	risks.

description		
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description		
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hese	risk	categories	are	broken	down	into	further	levels,	which	simpliies	the	as-

signment	of	the	content	of	audit	indings.

Each	 of	 the	 ten	 risk	 categories	 is	 rated	 per	 audit	 inding	 on	 a	 scale	 of	 1	 to	 3	

points:

•	 1	–	low	impact,

•	 2	–	medium	impact,	and

•	 3	–	high	impact.

hus	maximum	of	30	points	can	be	reached	per	audit	inding.	his	produces	the	

following	classiication:

•	 L:	1	to	10	points,

•	 R:	11	to	20	points,	and

•	 B:	21	to	30	points.

he	way	the	classiication	has	been	calculated	has	to	be	documented	in	a	working	

paper	(available	as	a	standard	template)	and	iled	with	the	working	papers	of	the	

audit.

he	above	calculation	of	the	classiication	forms	the	basis	for	the	overall	audit	

statement,	which	is	expressed	in	one	of	the	following	ive	categories:

•	 Exceeds	 standards:	 Adequate,	 eicient	 and	 efective	 internal	 controls	 are	 in	

place.	no	operational	and/or	accounting	weaknesses	and/or	errors	have	been	

identiied.

•	 Meets	standards:	Adequate,	eicient	and	efective	internal	controls	are	in	place.	

Only	minimal	weaknesses	and/or	errors	have	been	identiied.

•	 needs	improvement:	Identiied	weaknesses	and/or	errors	must	be	eliminated	in	

order	to	minimize	the	risk	of	inancial	loss	and	improve	operational	efective-

ness	and	eiciency.

•	 Weak:	he	weaknesses	and/or	errors	identiied	pose	risks	to	the	company.	here	

is	a	risk	that	fraud	can	be	committed	and	remain	undetected.	Identiied	variances	

from	existing	guidelines	cannot	be	accepted.	he	situation	has	to	be	escalated	to	

management	immediately	and	remedied	quickly.

•	 Substantial	weakness:	he	weaknesses	and/or	errors	identiied	pose	signiicant	

risks	to	the	company.	Fraud	cannot	be	ruled	out.	he	company	is	not	protected	

from	inancial	loss.	he	matter	must	immediately	be	escalated	to	management	

and	the	Board	and	corrective	action	must	be	taken	immediately.

he	ive	categories	are	visualized	in	the	audit	report	with	a	traic	light	system.	he	

irst	two	categories	lead	to	a	green	traic	light	status,	the	needs	improvement	cat-

egory	is	shown	as	yellow.	he	last	two	categories	trigger	a	red	traic	light	status.

he	overall	audit	statement	is	determined	quantitatively	and	qualitatively:

•	 Quantitative	statement:	he	categories	described	above	are	rated	according	to	

the	number	of	audit	indings.

•	 Qualitative	statement:	Since	a	rating	on	the	basis	of	the	number	of	audit	indings	

alone	would	distort	the	overall	picture,	a	weighting	according	to	the	L,	R,	and	B	

classiications	is	performed.
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Viewed	as	a	whole,	this	leads	to	the	following	matrix.

he	diagram	below	shows	how	the	rating	is	calculated,	using	ictitious	examples. examplesexamples

Fig. 20 Rating	System
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If	 the	work	program	must	be	expanded	during	the	audit	due	to	new	circum-

stances	 outside	 the	 area	 of	 responsibility	 of	 the	 management	 being	 audited,	 the	

audit	lead	must	ensure	that	these	circumstances	are	not	included	in	the	assessment	

of	the	original	audit.	For	this	reason,	the	new	circumstances	have	to	be	reported	

and	rated	separately.	his	report	can	make	direct	reference	to	the	original	report	or	

get	a	new	report	number.

Any	result	in	the	substantial	weakness	category	must	be	escalated	(see	Section	

D,	Chapter	6)	through	the	Audit	Manager	and,	depending	on	the	circumstances,	

the	CAE	directly	to	the	Board.	he	time	aspect	takes	on	a	special	importance	in	this	

regard.	he	audit	lead	is	responsible	for	completing	and	distributing	the	(drat	and	

inal	versions	of	the)	audit	report	as	quickly	as	possible.	Depending	on	the	circum-

stances	under	audit,	the	CAE	may	have	to	submit	a	preliminary	report	to	the	Board	

immediately.	he	risk	manager	in	charge	is	also	informed.	Completion	of	the	“com-

ments/reasons”	ield	in	the	management	summaries	is	mandatory.	A	detailed	fol-

low-up	plan	must	be	submitted	to	the	Audit	Manager	and	the	CAE.

In	isolated	cases	and	ater	consultation	with	the	Audit	Manager,	the	audit	lead	

can	adapt	an	overall	audit	statement,	depending	on	the	circumstances	and	the	doc-

umentation	at	hand.	his	means,	that	the	calculated	result	can	be	varied	if	there	are	

compelling	reasons	to	do	so.	he	reasons	for	the	deviation	have	to	be	documented	

in	the	audit	report,	and	a	detailed	motivation	for	the	adaptation	should	be	iled	with	

the	working	papers.

he	overall	audit	statement	is	reported	in	the	management	summary	using	the	

traic	light	system.	he	result	 is	also	 incorporated	into	the	Board	summary.	he	

indings	and	recommendations	describe	in	an	aggregated	way	the	overall	audit	sta-

tus.	he	development	of	the	status	in	the	course	of	the	audit	cycle	with	regard	to	the	

audit	object	is	also	important,	because	it	gives	the	overall	audit	statement	its	dy-

namics	for	a	comprehensive,	continually	updated	history.

he	overall	audit	statement	also	can	be	determined	by	calculating	the	inancial	

impact	of	each	inding.	he	calculation	is	based	on	the	actual	or	estimated	inancial	

consequences	and	is	adjusted	by	the	probability	of	the	occurrence.	Depending	on	

the	auditor’s	ability	to	give	a	reliable	estimation	of	the	inancial	impact,	two	catego-

ries	of	indings	can	be	deined:	quantiiable	and	non-quantiiable	(i.e.,	qualitative)	

indings.	In	case	of	non-quantiiable	indings,	an	average	theoretical	inancial	im-

pact	is	calculated	based	on	the	size	of	the	audited	entity.	he	overall	audit	statement	

(red,	yellow,	or	green	traic	light)	is	the	sum	of	the	inancial	impact	of	each	inding.	

he	materiality	and	thresholds	for	the	traic	lights	are	determined	once	a	year	by	

using	the	inancial	igures	(e.g.	yearly	revenue,	assets)	of	the	diferent	entities.	he	

feasibility	of	this	new	model	for	calculating	the	overall	audit	statement	is	currently	

being	 evaluated	 by	 gIAS	 during	 a	 six	 month	 pilot	 phase.	 If	 the	 new	 calculation	

model	proofs	to	be	feasible	in	practice,	it	will	eventually	replace	the	old	model.
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HintS	and	tiPS	 ;

•	 As	soon	as	auditors	notice	that	the	overall	audit	statement	will	probably	produce	

a	red	traic	light	status	in	the	audit	report,	they	should	inform	the	Audit	Man-

ager.

LinKS	and	RefeRenceS	 e

•	 InStItutE	OF	IntERnAL	AuDItORS.	2001.	Practice Advisory 2410-1: Communica-

tion Criteria.	Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.

7.2.2	 Audit	Survey

Key	PointS	 •••

•	 Ater	 every	 engagement,	 Internal	 Audit	 sends	 an	 audit	 assessment	 question-

naire	(audit	survey)	to	the	audited	or	supported	unit.

•	 here	are	two	diferent	templates	available:	one	for	standard	audit	engagements	

and	one	for	ad-hoc	audit	engagements.	

•	 he	audit	survey	has	three	sections.	he	middle	section,	which	is	the	main	part,	

consists	of	ten	questions	about	the	audit.	he	questionnaire	for	ad	hoc	audits	

consists	of	nine	questions.

•	 he	audit	survey	helps	determine	Internal	Audit’s	value	for	the	company	and	

facilitates	the	assessment	of	its	work.

•	 Asking	for	feedback	increases	the	department's	credibility.

•	 he	audit	lead	and	Audit	Manager	are	responsible	for	obtaining	feedback.

Ater	every	engagement,	Internal	Audit	sends	an	audit	assessment	questionnaire	to	

the	audited	or	supported	unit.	his	document	is	used	to	rate	the	technical	and	ad-

ministrative	performance	of	the	audit	team.	he	audit	survey	helps	Internal	Audit	

management	understand	how	the	audit	team’s	work	and	results	have	been	received.	

his	allows	drawing	inferences	about	the	performance	of	the	audit	lead	and	each	

individual	auditor.	his	feedback	helps	Internal	Audit	managers	with	performance	

appraisals	and	allows	them	to	coordinate	training	measures	for	individual	auditors	

if	weaknesses	have	been	identiied.	If	the	survey	has	lagged	any	problems,	Internal	

Audit	management	can	remedy	the	situation	and	identify	improvement	potential	

for	future	audits.	he	audit	survey	also	measures	the	quality	of	audit	work	and	is	

therefore	suitable	for	setting	departmental	performance	targets.

here	are	several	reasons	for	introducing	an	audit	survey:	First,	part	of	Internal	

Audit’s	mission	is	to	add	value	by	developing	management-focused	solutions.	he	

audit	 survey	 has	 been	 introduced	 to	 measure	 the	 beneits	 delivered	 by	 Internal		
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Audit	and	to	give	managers	the	opportunity	to	assess	audit	performance	in	a	struc-

tured	and	standardized	way.	It	provides	an	opportunity	to	measure	Internal	Audit’s	

standing	within	the	company.	A	performance	indicator	is	derived	on	this	basis	and	

can	be	used	for	internal	presentations.	It	also	helps	respond	to	question	about	the	

value	that	Internal	Audit	adds	in	the	company.	Internal	Audit’s	value	cannot	always	

be	measured	in	full,	because	its	activities	are	too	varied,	but	the	audit	survey	can	

help	give	the	auditees	an	easy-to-use	way	of	assessing	the	audit	work.

IIA	Practice	Advisory	1310-1	(Quality	Program	Assessments)	recommends	im-

plementing	 a	 method	 to	 demonstrate	 and	 measure	 the	 value	 and	 beneit	 that	

Internal	Audit	generates	for	the	company.	SAP	has	responded	to	this	recommenda-

tion	by	introducing	the	audit	survey.

he	audit	survey	shows	Internal	Audit’s	commitment	to	having	its	performance	

assessed	 outside	 of	 the	 department.	 In	 principle,	 Internal	 Audit	 has	 to	 fulill	 its	

audit	mandate	irrespective	of	the	auditee’s	level	of	satisfaction	and	produce	objec-

tive,	accurate	and	meaningful	audit	results.	It	is	nevertheless	a	question	of	corporate	

culture	 to	 what	 extent	 the	 auditee’s	 opinion	 is	 being	 considered.	 Internal	 Audit	

should	 be	 open	 to	 constructive	 criticism	 as	 an	 opportunity	 to	 identify	 potential	

improvements.	he	audit	survey	demonstrates	the	department’s	willingness	to	accept	

and	process	feedback	and	to	respond	appropriately.	Internal	Audit	also	demonstrates	

the	company	that	it	welcomes	input	and	is	prepared	to	accept	and	implement	re-

commendations	within	its	own	department.

he	audit	survey	consists	of	three	sections.	he	header	contains	administrative	

data	for	the	audit.	he	middle	section	has	ten	(or	nine	for	ad-hoc	audits)	questions,	

which	are	answered	by	checking	one	of	the	following	six	ratings:

•	 strongly	agree,

•	 agree,

•	 neither	agree	nor	disagree,

•	 disagree,

•	 strongly	disagree,	or

•	 not	applicable.

In	 a	 third	 section,	 there	 is	 room	 to	 add	 comments	 on	 speciic	 questions	 or	 re-

sponses.	he	bottom	section	is	for	the	audit	team	to	add	any	comments	or	remarks	

as	free	text.	he	completed	audit	survey	is	sent	to	the	Audit	Manager	electronically	

and	then	forwarded	to	the	CAE.

he	opening	and	closing	meetings	are	good	occasions	for	making	auditees	aware	

of	the	audit	survey.	It	is	enough	to	refer	to	the	survey	briely	at	the	opening	meeting,	

but	the	auditors	should	present	and	explain	the	questionnaire	at	the	closing	meet-

ing.	he	auditors	can,	of	course,	also	present	and	explain	the	audit	survey	in	e-mails	

or	discussions	during	the	preparation	phase.

he	questionnaires	should	be	sent	out	at	the	same	time	as	the	drat	report,	be-

cause	the	audited	unit	will	have	had	recent	exposure	to	Internal	Audit’s	work,	and	

its	responses	will	relect	the	entire	audit	execution.	he	distribution	of	the	survey	is	

a	quality	gate	for	Internal	Audit	and	must	be	documented.	Internal	Audit	ofers	the	

opportunity	to	hold	a	separate	meeting	with	the	audited	unit	to	discuss	the	drat	

compliance	with	the	
Quality	Program

compliance	with	the	
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Fig. 22 Audit	Survey	for	Standard	Audit	Engagements
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audit	report	in	detail.	his	meeting	provides	another	opportunity	to	ask	the	audi-

tees	to	complete	the	audit	survey,	particularly	since	it	is	sometimes	diicult	to	get	

the	completed	questionnaire	back	within	the	Audit	Roadmap	timeframe.	he	latest	

time	 for	 sending	 out	 the	 questionnaires	 is	 when	 the	 inal	 audit	 report	 is	

distributed.

he	audit	lead	decides	whether	the	questionnaire	is	sent	to	several	people	or	just	

one	person.	Sending	the	questionnaire	to	several	people	may	be	necessary	for	re-

gional	and	global	audits,	for	example.	he	audit	lead	is	also	responsible	for	making	

auditees	aware	of	the	audit	survey,	sending	out	the	questionnaires,	and	asking	for	

the	completed	questionnaires	to	be	returned.	he	audit	lead	is	responsible	for	mak-

ing	the	auditees	aware	of	the	fact	that	the	audit	survey	is	not	anonymous,	but	that	

the	 results	 will	 be	 treated	 conidentially.	 he	 audit	 lead	 and	 the	 Audit	 Manager	

should	agree	who	the	addressee	of	the	survey	should	be	and	send	the	questionnaire	

to	the	appropriate	person	(e.g.,	the	local	inance	oicer	in	the	case	of	a	local	subsid-

iary).	he	audit	 lead	can	normally	add	comments	to	the	audit	survey,	e.g.,	 if	 the	

opinion	voiced	requires	the	audit	lead	to	state	his	or	her	point	of	view	or	if	addi-

tional	facts	have	to	be	presented.

he	audit	survey	helps	the	Audit	Manager	improve	audit	quality	continuously.	

At	the	same	time,	it	can	also	document	good	performance	and	thus	motivate	the	

audit	team	and	the	whole	department.	to	prevent	the	rating	of	individual	auditors,	

the	questions	 in	the	survey	focus	on	audit	execution,	not	on	the	performance	of	

individuals.

he	results	of	the	audit	surveys	can	be	compiled	monthly,	but	no	less	frequently	

than	quarterly.	Results	can	be	broken	down	by	region	and/or	audit	level.	he	CAE	

consolidates	 and	 analyzes	 the	 results.	 hey	 are	 rated	 on	 a	 scale	 of	 10	 (best)	 to	 1	

(worst)	and	communicated	to	Internal	Audit	management,	the	CEO,	and	the	Audit	

Committee.

LinKS	and	RefeRenceS	 e

•	 InStItutE	OF	IntERnAL	AuDItORS.	2004.	Practice Advisory 1310-1: Quality Pro-

gram Assessments. Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.

7.2.3	 Follow-Up	Rating

Key	PointS	 •••

•	 he	 follow-up	 assesses	 the	 extent	 to	 which	 the	 measures	 recommended	 as	 a	

result	of	the	preceding	audit	have	been	implemented.

•	 Each	audit	inding	is	rated	according	to	a	set	scale.

•	 new	indings	during	a	follow-up	are	rated	as	well.

•	 he	overall	follow-up	rating	is	reported	in	the	management	and	Board	summa-

ries	as	a	traic	light	status.
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he	follow-up	audit	assesses	the	extent	to	which	the	measures	agreed	during	the	

preceding	audit	have	been	implemented.	It	thus	evaluates	the	efectiveness	of	the	

implementation	process	resulting	in	the	follow-up	scoring.	he	status	is	reported	

using	a	traic-light	system	(red,	yellow,	green).	Each	audit	inding	is	rated	accord-

ing	to	a	set	scale.	he	points	system	in	the	diagram	below	forms	the	basis	for	the	

follow-up	scoring.

he	following	examples	illustrate	the	scoring	process:

•	 A	inding	that	was	classiied	as	Board-relevant	at	the	preceding	audit,	but	has	not	

yet	been	implemented	at	the	time	of	the	follow-up	audit	is	rated	twelve	points.

•	 A	inding	that	was	classiied	as	relevant	to	regional	management	at	the	preced-

ing	audit	and	that	is	still	in	process	is	rated	three	points.

•	 A	inding	that	was	classiied	as	locally	relevant	at	the	preceding	audit	and	has	

been	fully	implemented	is	rated	zero	points.

he	aggregated	scoring,	is	classiied	as	follows:

•	 green	status:	0	to	11	points.

•	 yellow	status:	12	to	23	points.

•	 Red	status:	24	or	more	points.

new	indings	made	 in	 the	course	of	 the	 follow-up	are	rated	separately	using	 the	

rating	system	for	the	overall	audit	statement	(see	Section	D,	Chapter	7.2.1).	Finally,	

the	follow-up	scoring	(for	the	implementation)	and	the	follow-up	new	indings	rat-

ing	are	combined	into	an	overall	follow-up	rating	(see	Fig.	24).	

he	overall	follow-up	rating	is	reported	in	the	management	and	Board	summa-

ries	as	a	traic	light	status.	If	the	status	is	red,	a	brief	explanation	has	to	be	added	to	

both	documents.	he	Board	summary	contains	a	table,	which	shows	a	points	sum-

mary	for	each	status.	In	the	audit	report,	the	points	are	added	up	and	automatically	

transferred	 to	 the	management	and	Board	 summaries.	he	results	of	 the	overall	
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follow-up	 rating	 depend	 on	 the	 degree	 of	 implementation	 and	 the	 quantity	 and	

quality	of	the	new	indings.	If	a	follow-up	I	audit	results	in	a	red	traic	light	status,	

a	second	follow-up	audit	must	be	performed.	If	the	traic	light	status	is	yellow,	the	

audit	lead	and	Audit	Manager	decide	whether	a	second	follow-up	is	necessary.	If	a	

follow-up	II	audit	is	conducted,	the	rating	is	performed	in	the	same	way	as	for	the	

follow-up	I	audit.	If	the	second	follow-up	produces	another	red	traic	light	status,	

the	 conditions	 for	 “heightened	 escalation”	 are	 met,	 which	 leads	 to	 the	 CEO’s	

or	 Board’s	 intervention	 (for	 more	 information	 on	 escalation	 see	 Section	 D,	

Chapter	6).

HintS	and	tiPS	 ;

•	 he	status	of	each	audit	inding	has	to	be	kept	up	to	date	meticulously	so	that	the	

overall	follow-up	rating	can	be	reliably	calculated.

•	 he	 overall	 follow-up	 rating	 in	 the	 audit	 report	 must	 always	 agree	 with	 that	

stated	 in	 the	Board	 summary.	Auditors	 should	 therefore	align	 the	 two	docu-

ments.

LinKS	and	RefeRenceS	 e

•	 InStItutE	OF	IntERnAL	AuDItORS.	2001.	Practice Advisory 2410-1: Communica-

tion Criteria.	Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.
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•	 InStItutE	 OF	 IntERnAL	 AuDItORS.	2001.	Practice Advisory 2500-1: Monitoring 

Progress.	Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.

•	 InStItutE	OF	IntERnAL	AuDItORS.	2001.	Practice Advisory 2500.A1-1: Follow-up 

Process.	Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.

•	 LAROSA,	 S.	 2005.	 ERM-based	 Audit	 Reports.	 Internal Auditor	 (December	 2005):	

73–75.

•	 MCCuAIg,	B.	2006.	ABCs	of	Reporting	on	Controls.	Internal Auditor	(October	2006):	

35–39.

7.3	 Benchmarking	Structure

Key	PointS	 •••

•	 Benchmarking	is	a	systematic	comparison	of	key	performance	indicators	and	

ratios	with	corresponding	values	from	other	periods	or	sources.

•	 For	benchmarking,	the	indicators	need	to	be	structured	with	the	target	group	in	

mind.

•	 Benchmark	 comparisons	 must	 be	 standardized	 and	 performed,	 maintained,	

and	quality	assured	by	a	benchmarking	champion.

•	 Variances	are	treated	according	to	diferent	strategies.

•	 he	results	are	normally	prepared	speciically	for	management.

A	benchmarking	concept	is	the	starting	point	for	enhancing	the	meaningfulness	of	

simple	key	performance	indicators	and	ratios.	his	means	that	indicators	are	com-

pared	to	benchmarks	and	presented	in	alternative	ways,	i.e.,	in	multicolored	diagrams	

or	tables.	For	an	overview,	all	the	indicators	should	be	grouped	by	content.	Depend-

ing	on	the	target	group	diferent	perspectives	must	be	considered.	his	may	result	

in	 diferent	 indicator	 rankings.	 From	 Internal	 Audit’s	 perspective,	 the	 following	

structure	is	recommended:

•	 Indicators	relating	to	the	internal	audit	department	and	its	organization	should	

be	considered	irst.

•	 hey	are	followed	by	the	ratios	and	indicators	that	analyze	Internal	Audit's	ser-

vice	portfolio,	i.e.,	the	various	audit-related	and	non-audit-related	services.

•	 hen,	 indicators	 that	 measure	 the	 content	 of	 the	 audits	 should	 be	 included:	

hese	are	indicators	that	are	related	to	a	single	audit	object,	e.g.,	a	contract,	and	

those	that	relate	to	the	entire	audited	unit,	e.g.,	a	local	subsidiary.

he	next	step	is	to	deine	benchmarks	for	the	various	indicators	and	ratios.	Indica-

tors	 always	 have	 an	 absolute	 and	 a	 relative	 value,	 and	 the	 benchmark	 selected	

determines	how	accurate	they	are.	he	appropriate	benchmarks	have	to	be	selected	

speciically	for	every	situation,	ranging	from	closing-date	values,	averages,	and	per-

centage	 distributions	 through	 intervals	 and	 series,	 which	 can	 be	 compared	 with	

KPis	and	BenchmarkingKPis	and	Benchmarking
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each	other.	It	is	ultimately	the	expected	or	required	substantial	meaning	that	deter-

mines	the	selection.

he	following	are	the	main	comparison	categories	of	interest	for	Internal	Audit:

•	 benchmarks	from	the	previous	year	or	averages	from	several	prior	years,

•	 benchmarks	from	other	corporate	units,	e.g.	Management	Accounting,	if	avail-

able,

•	 benchmarks	 from	external	 sources	 (e.g.,	 auditing	 institutes,	 industry	associa-

tions,	other	companies),

•	 benchmarks	deined	in	terms	of	business	targets,	especially	as	part	of	cost-ben-

eit	analysis,	e.g.	in	relation	to	project	results,	and

•	 benchmarks	in	terms	of	outcomes	expected	by	management.

Benchmarking	rarely	uses	all	the	above	values	at	the	same	time.	he	focus	is	rather	

on	selected	values,	because	the	efort	required	for	generating	the	data	is	consider-

able.	In	addition,	it	is	advisable	to	test	whether	the	selected	data	is	comparable	in	

terms	of	both	form	and	content.	Internal	Audit	should	nominate	a	benchmarking	

champion,	who	centrally	examines	benchmarking	quality	and	form.	If	no	such	con-

trol	is	implemented	on	a	regular	basis,	then	there	is	a	risk	that	the	indicators	follow	

diverging	rules	and	are	no	longer	consistent.	

he	actual	control	function	of	benchmarking	is	based	on	identiied	variances.	

For	example,	if	variances	occur	in	comparison	to	external	values,	it	is	necessary	to	

irst	analyze	the	quality	and	origin	of	 these	benchmarks.	 It	should	also	be	tested	

whether	the	indicators	are	plausible	in	relation	to	past	development.	Past	develop-

ment	is	then	extrapolated	into	the	future.	his	means	that	ultimately	data	compari-

son	 and	 trend	 analysis	 form	 part	 of	 Internal	 Audit’s	 benchmarking	 analysis.	 An	

explanation	for	variances	also	has	to	account	for	interdependencies.	

Benchmarking	should	be	presented	at	diferent	management	 levels,	 for	 infor-

mation	purposes	and	to	ease	navigation	through	the	underlying	data	material.	he	

addressees	will	normally	absorb	the	benchmarking	results	better	and	faster	if	they	

are	presented	graphically.	

HintS	and	tiPS	 ;

•	 Auditors	should	comment	the	indicators	they	have	determined,	e.g.,	to	indicate	

whether	there	are	positive	or	negative	variances.
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7.4	 Structure	of	a	Balanced	Scorecard	Approach

Key	PointS	 •••

•	 he	balanced	scorecard	 (BSC)	approach	 is	a	KPI	 system	 that	utilizes	and	 in-

corporates	diferent	perspectives	and	views	integrating	them	with	strategic	ap-

proaches.

•	 he	BSC	structure	can	be	applied	to	Internal	Audit,	and	the	predeined	indica-

tors	are	set	as	strategic	objectives.

•	 hese	can	be	used	to	derive	measures,	which	in	turn	lead	to	indicators	and	com-

parisons	of	to-be	and	as-is	values.

he	balanced	scorecard	approach	takes	the	key	performance	indicators	and	ratios	

discussed	earlier	one	step	further.	It	makes	them	part	of	corporate	operations,	ex-

pressed	in	diferent	action	ields	and	perspectives	creating	a	network-like	structure	

of	directly	and	indirectly	linked	indicators,	which	has	to	be	understood	and	treated	

as	a	whole.

he	following	should	be	noted:

•	 A	balanced	scorecard	can	be	deined	both	strategically	at	the	corporate	level	and	

operationally	at	the	departmental	level.	

•	 he	 balanced	 scorecard	 approach	 integrates	 inancial	 and	 non-inancial	 per-

formance	measures	on	four	dimensions.	he	general	dimensions	are	inancial	

performance,	process	indicators,	customer	satisfaction,	and	innovation.

•	 he	indicators	are	chosen	to	capture	the	company’s	main	areas	of	activity	and	

decision	levels.

•	 Every	 indicator	 is	 compared	 against	 targets,	 action	 tracking,	 as-is	 measure-

ments,	and	feedback.

Internal	 Audit	 has	 special	 requirements	 for	 the	 design	 of	 a	 balanced	 scorecard	

structure.	he	starting	point	in	choosing	components	of	the	balanced	scorecard	is	

a	clear	mission,	from	which	visions	and	objectives	can	be	derived,	which	in	turn	are	

the	diferent	dimensions	that	are	to	be	integrated	in	the	balanced	scorecard.	Internal	

Audit’s	speciic	dimensions	are	inancials,	employees,	the	audit	process	(including	

audit	objects),	and	auditees.	Appropriate	 indicators	are	deined	for	 these	dimen-

sions.	 hey	 are	 speciied,	 controlled,	 and	 monitored	 in	 terms	 of	 overall	 target	

achievement	by	the	managers	in	charge.

he	metrics	can	be	lead	or	lag	indicators.	At	Internal	Audit,	a	classic	example	of	

a	lead	indicator	is	risk	assessment,	and	a	typical	lag	indicator	is	the	number	of	ac-

tual	audit	indings.	he	number	of	actual	audit	indings	can	in	turn	be	used	as	input	

for	a	new	risk	assessment	and	thus	become	a	lead	indicator.	his	makes	indicators	

important	as	both	planning	and	analysis	tools.	As	lead	indicators,	they	can	be	used	

in	planning,	and	as	lag	indicators,	they	serve	to	document	developments.	he	bal-

anced	scorecard	 tracks	diferent	 indicator	meanings	and	 their	 interdependencies	
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across	various	perspectives.	Due	to	its	comprehensive	nature,	especially	the	inclu-

sion	of	quality	aspects,	the	balanced	scorecard	concept	enables	KPI-based	control	

of	Internal	Audit.	he	department’s	mission,	visions,	and	objectives	are	integrated	

into	the	concept	and	mapped	through	quality-focused	indicators.	Since	eiciency	is	

an	important	point	to	consider,	the	inancial	perspective	should	be	tied	into	a	com-

prehensive	analysis.

HintS	and	tiPS	 ;

•	 Auditors	should	familiarize	themselves	with	the	balanced	scorecard	concept	us-

ing	indicators	they	have	selected.

•	 Auditors	should	be	aware	of	the	beneits	of	the	balanced	scorecard	approach	and	

the	value	it	adds	compared	to	benchmarking.
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8 Integrated Cost Management (Cost of Internal Audits)

Key PoInts •••

•	 To	allow	Internal	Audit	to	perform	its	tasks	efectively,	the	organization	must	

provide	adequate	resources	to	guarantee	that	the	department’s	capacity	is	fully	

utilized	and	it	produces	the	best	possible	results.

•	 A	tracking	system	can	be	used	to	allocate	costs	to	Internal	Audit's	activities	and	

thus	measure	resource	utilization.

•	 A	time	management	system	is	an	important	tool	for	allocating	the	cost	of	time	

and	efort	spent	to	audit	activities.	By	recording	time	Internal	Audit	manage-

ment	can	also	analyze	how	employees	use	their	time.

•	 Internal	 Audit’s	 total	 costs	 may	 include	 time	 and	 efort,	 direct	 audit-related	

costs,	direct	non-audit-related	costs,	and	indirect	costs.

•	 An	efective	cost	monitoring	process	also	supports	Internal	Audit’s	billing	pro-

cess.

•	 here	are	several	diferent	cost	transfer	models	that	can	be	used.	Selection	of	the	

appropriate	model	depends	on	the	administrative	burden	created	by	the	billing	

process	and	the	nature	of	the	audit	activities	conducted	in	the	company.

•	 Internal	Audit’s	performance	should	be	assessed	from	both	a	inancial	and	non-

inancial	perspective.

When	it	comes	to	cost	management,	Internal	Audit	is	no	diferent	from	other	cor-

porate	 departments.	 To	 allow	 Internal	 Audit	 to	 perform	 its	 tasks	 efectively,	 the	

company	must	ensure	it	has	appropriate	resources	available	to	ensure	that	the	de-

partment’s	capacity	is	 fully	utilized	and	it	produces	the	best	possible	results.	It	 is	

also	important	to	ensure	that	the	costs	of	Internal	Audit’s	activities	do	not	exceed	

the	annual	budget.

According	to	guidance	from	the	IIA,	the	CAE	should	compile	and	submit	an	

annual	budget	to	the	Board	of	Directors	and	senior	management	for	approval	at	the	

beginning	of	each	iscal	year.	he	annual	budget	should	be	compiled	ater	the	Audit	

Committee	has	concurred	with	the	annual	audit	plan,	because	the	budget	should	

cover	the	costs	of	the	activities	that	Internal	Audit	has	planned	for	the	next	iscal	

year.	

he	normal	budget	for	Internal	Audit	primarily	includes	employee-related	and	

audit-related	cost	elements.	Other	costs	to	be	included	in	an	internal	audit	budget	

include	 training	 costs,	 the	 cost	 of	 audit-related	 literature	 and	 publications,	 audit	

technology,	expert	advice,	and	 the	engagement	of	 independent	specialists.	hese	

costs	must	be	included	in	the	budget	calculation	so	that	Internal	Audit	can	perform	

its	tasks	eiciently	and	efectively.

For	the	compilation	of	a	realistic	budget,	it	is	essential	to	develop	a	method	of	

recording	all	signiicant	audit-related	costs	incurred	as	a	result	of	the	department’s	

work.	At	SAP,	GIAS’	budget	is	produced	using	timesheet	data	(see	Section	A,	Chap-
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ter	4.7)	and	actual	prior-year	igures.	Using	this	method,	it	must	also	be	possible	to	

adequately	allocate	the	costs	to	the	activities	that	drive	them.	Based	upon	these	al-

locations,	Internal	Audit’s	performance	can	be	measured	in	terms	of	how	resources	

(e.g.,	auditor	time	and	corporate	funds)	are	used	for	the	various	activities.

By	determining	Internal	Audit’s	performance	and	the	costs	of	its	activities,	In-

ternal	Audit	management	can	gain	an	overview	of	the	department’s	efectiveness	

and	eiciency.	It	is	also	possible	to	make	regular	comparisons	of	the	budgeted	and	

actual	costs	of	audit	activities	 for	certain	periods	of	a	iscal	year	and	to	establish	

whether	a	speciic	audit	has	remained	within	budget.

An	internal	audit	department	can	be	transformed	from	a	cost	center	into	a	proit	

center,	where	the	auditees	and	customers	are	billed	for	the	audits	conducted	by	In-

ternal	Audit	(see	Section	A,	Chapter	2.5.5).	However,	it	cannot	be	Internal	Audit’s	

objective	to	generate	revenues.	Internal	Audit’s	costs	are	managed	primarily	so	that	

business	eiciency	and	productivity,	as	well	as	resource	utilization	and	budget	com-

pliance,	can	be	measured	and	thus	contribute	to	increasing	eiciency.

he	costs	incurred	as	a	result	of	Internal	Audit’s	activities	are	recorded	in	the	

SAP	system	and	then	allocated	to	the	deined	cost	center.	hese	costs	include	per-

sonnel	costs,	travel	expenses	(lights	and	accommodation),	and	allocations	for	the	

use	of	IT	equipment	and	oices.	GIAS	must	administrate	the	cost	centers	carefully	

so	that	Internal	Audit’s	performance	can	be	measured	at	the	global	level.	his	in-

cludes	not	only	allocating	the	costs	to	individual	proit	centers,	but	also	analyzing	

and	measuring	costs	while	considering	possible	cost	transfer.	GIAS	does	not	cur-

rently	bill	customers	for	the	costs	it	incurs	in	connection	with	audits.	he	remainder	

of	this	chapter	describes	how	cost	transfers	could	work.	

One	of	the	most	important	factors	in	calculating	the	costs	of	internal	audits	is	

the	time	auditors	spend	performing	actual	audit	work.	herefore,	for	most	internal	

audits,	time	management	systems	are	an	important	information	tool	to	help	allo-

cate	 costs	 to	 audit	 activities.	 Time	 management	 reports	 provide	 information	 to	

Internal	 Audit	 management	 about	 how	 eiciently	 and	 efectively	 the	 employees	

involved	in	an	audit	use	available	time.	hese	reports	can	also	be	used	to	support	

performance	analysis,	which	is	important	for	a	number	of	performance	targets.	he	

reports	can	be	produced	regularly,	or	for	speciic	events	or	purposes.

he	following	describes	the	diferent	types	of	costs	that	are	incurred	in	Internal	

Audit’s	work	and	should	be	measured	and	documented	to	produce	a	realistic	sum-

mary	of	total	costs.	As	previously	mentioned,	the	costs	for	the	time	and	efort	spent	

by	the	employees	involved	in	an	audit	are	one	of	the	most	important	cost	elements.	

An	internal	audit	is	a	service	provided	by	trained	and	qualiied	auditors.	By	record-

ing	the	time	they	spend	on	an	audit,	the	internal	audit	function	can	analyze	how	

time	is	distributed	among	the	diferent	audit	activities	and	how	eiciently	they	are	

carried	out.

he	normal	procedure	for	determining	the	time	and	efort	spent	on	an	audit	is	

to	record	the	time	spent	in	time	records,	which	all	auditors	complete	regularly	(e.g.,	

monthly,	 fortnightly,	or	per	audit).	Generally,	every	auditor	completes	his	or	her	

Advantages  
of Performance  

and Cost Analysis

Advantages  
of Performance  

and Cost Analysis

Proit CenterProit Center

Cost Centers at GIAsCost Centers at GIAs

time Managementtime Management

time and efort Coststime and efort Costs

time Recordingtime Recording



Special Topics and Supplementary Discussion

Integrated Cost Management (Cost of Internal Audits)
D | 8

531

own	time	record.	he	data	shows,	how	each	auditor’s	working	time	has	been	spent	

during	the	period.	It	is	important	to	record	the	time	actually	spent	on	each	audit	

activity.	Time	may	also	be	spent	on	administration	or	training.	hese	periods	also	

must	be	recorded	carefully,	so	the	department’s	time	record	is	not	distorted.

Accurate	time	recording	has	the	following	advantages:

•	 Quantitative	 support	 for	 time	 management	 at	 employee	 level:	 Accurate	 time	

recording	for	all	audit	activities	in	the	current	year	facilitates	future	timesheet	

calculations	and	thus	realistic	preparation	of	future	budgets	and	audit	plans.	It	

also	allows	auditors	to	make	sensible	plans	for	speciic	audits.

•	 Control	of	audit	activities:	he	audit	lead	and	Audit	Manager	responsible	can	

use	direct	time	records	to	compare	actual	to	budgeted	times	and	thus	efectively	

analyze	whether	the	audit	is	progressing	according	to	schedule	and	how	far	the	

audit	 is	 from	 completion.	 his	 allows	 forward-looking	 planning	 of	 employee	

engagements.	hese	can	be	broken	down	 into	 the	phases	of	 the	Audit	Road-

map,	which	in	turn	leads	to	greater	planning	accuracy.	Moreover,	auditors	are	

motivated	to	conclude	the	audit	project	according	to	schedule	and	meet	quality	

standards.

•	 Increased	productivity:	Analysis	of	the	time	actually	spent	on	auditing	(audit-

related	 time)	 compared	 to	 time	 spent	 on	 administrative	 and	 other	 activities	

(non-audit-related	time)	facilitates	monitoring	resource	utilization.

he	completion	of	the	time	records	is	an	essential	prerequisite	for	meaningful	anal-

ysis.	he	following	time	record	data	is	useful	for	Internal	Audit	management:

•	 time	that	the	audit	team	spends	on	each	audit	activity,

•	 exceeding	of	the	estimated	time	required,

•	 non-billable	time	per	month	(e.g.,	for	training	or	administration),

•	 proportion	of	budgeted	time	to	actual	time	spent	on	each	audit	activity,	and

•	 proportion	of	non-billable	to	billable	time	per	auditor.

Normally,	time	is	recorded	for	each	audit	during	the	reporting	period	(monthly	or	

twice	monthly).	Every	audit	activity	that	can	be	clearly	determined	is	irst	assigned	

to	a	cost	center	code	so	that	times	can	be	recorded	without	problems.

he	annual	audit	plan	allows	a	certain	period	for	conducting	the	audit	activities.	

For	efective	monitoring,	every	auditor	records	the	time	he	or	she	has	actually	spent	

on	an	audit	object.	he	responsible	Audit	Manager	should	review	and	approve	the	

times	recorded	to	ensure	that	the	time	and	efort	for	the	reporting	period	have	been	

captured	properly.	he	Audit	Manager	needs	the	following	information	to	review	

the	recorded	times:

•	 approved	audit	object	budget,

•	 time	recording	datasheets	where	the	times	spent	on	conducting	the	audit	activi-

ties	have	been	accurately	recorded,	and

•	 regular	reports	on	billable	hours	generated	from	the	system.
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If	the	time	spent	on	auditing	tasks	can	be	measured,	Internal	Audit	management	

can	allocate	the	costs	for	the	time	spent	to	the	audit	activities	on	the	basis	of	the	

compensation	of	each	employee	involved	in	the	audit.	Another	way	to	allocate	time	

and	efort	cost	is	to	multiply	the	number	of	auditor	hours	spent	by	the	appropriate	

hourly	rate.	he	hourly	rate	is	the	average	hourly	cost	billed	for	the	services	of	an	

Internal	Audit	employee.	his	rate	should	cover	the	costs	of	providing	the	service,	

at	 least	 in	 part.	 To	 ensure	 eiciency,	 the	 hourly	 rate	 should	 also	 cover	 overhead	

costs	(operating	costs	and	personnel	costs).	he	hourly	rate	for	individual	auditors	

is	set	by	Internal	Audit	management.	Normally,	a	higher	hourly	rate	is	charged	for	

a	Senior	Auditor	than	for	a	less	experienced	auditor,	which	means	that	the	hourly	

rates	generally	relect	the	job	hierarchy	in	the	department.

In	 addition	 to	 time	 and	 efort,	 direct	 audit-related	 costs	 represent	 another	

signiicant	cost	of	internal	audits.	Direct	audit-related	costs	are	costs	incurred	as	a	

direct	result	of	identiiable	audit	activities	in	an	audit	project.	Internal	audits	usu-

ally	incur	direct	audit-related	costs	such	as	travel	expenses,	including	lights	and	local	

accommodation	for	auditors.	hey	can	also	include	subsistence,	local	transport,	or	

telecommunication	 expenses.	 Costs	 for	 time	 and	 efort	 and	 direct	 audit-related	

costs	together	account	for	the	majority	of	audit-related	costs.

In	addition	to	direct	audit-related	costs,	there	are	other	direct	costs	that	Internal	

Audit	incurs	as	a	result	of	activities	not	directly	related	to	an	audit.	Examples	in-

clude	 departmental	 events,	 initiatives,	 or	 projects,	 and	 Internal	 Audit	 employee	

participation	in	external	events.

hird-party	costs,	 e.g.,	 for	 legal	advice,	are	also	 signiicant	and	should	be	 in-

cluded.	If	these	types	of	costs	are	incurred	in	direct	relation	to	an	audit	activity,	they	

should	be	classiied	as	direct	audit-related	costs.	If	not,	 they	are	treated	as	direct	

non-audit-related	costs.	Internal	auditors	must	ensure	that	the	costs	of	non-audit-

related	activities	are	within	budget,	because	they	can	hardly	be	billed	to	customers.	

hese	costs	can,	however,	be	charged,	if	the	costs	billed	to	customers	are	made	up	

of	the	actual	costs	incurred	and	a	mark-up.	Distinguishing	between	direct	audit-

related	and	direct	non-audit-related	costs	creates	greater	cost-driver	transparency.

he	costs	incurred	must	be	accurately	analyzed	and	classiied.	Occasionally,	di-

rect	costs	may	be	incurred	that	can	be	allocated	to	more	than	one	audit	activity,	(for	

example,	if	the	costs	of	a	light	are	related	to	two	independent	audit	activities	per-

formed	by	Internal	Audit).	For	this	reason,	it	is	important	to	track	these	types	of	

costs	to	facilitate	subsequent	analysis	and	accurate	cost	transfers	to	auditees.

In	addition	to	time	and	efort	costs	and	the	other	direct	costs,	Internal	Audit’s	

activities	also	 incur	costs	 that	cannot	be	clearly	allocated	 to	a	 speciic	audit	or	a	

non-audit-related	activity.	hese	costs	are	also	referred	to	as	indirect	costs	or	de-

partmental	overheads.	hey	are	necessary	for	Internal	Audit	to	perform	its	central	

function	as	an	internal	audit	body.	Indirect	costs	are	normally	carried	by	the	de-

partment	as	a	whole	and	not	allocated	to	an	individual	auditor	or	audit	engagement.	

In	return,	the	advantages	generated	with	these	costs	beneit	the	whole	department.	
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Indirect	costs	are	incurred,	for	example,	for	the	use	of	oice	space,	oice	materials	

and	IT	equipment.

Internal	Audit	also	incurs	indirect	costs	in	the	process	of	performing	the	neces-

sary	audit	services.	hus,	all	service	users	should	pay	for	their	share	of	these	costs.	

Commonly,	 these	costs	are	 (partially	or	 fully)	 recovered	 through	 the	hourly	rate	

determined	by	Internal	Audit.	

Careful	cost	monitoring	is	also	critical	to	the	billing	process	of	the	internal	audit	

department.	he	models	presented	below	consider	how	the	costs	of	Internal	Audit	

can	best	be	billed.	In	doing	so,	Internal	Audit	must	consider	the	reasons	and	mo-

tives	for	charging	speciic	costs.	he	following	billing	models	are	presented	below:

•	 actual	cost	model,

•	 cost-plus	model,

•	 revenue	model,	and

•	 hybrid	model.

he	actual	cost	model	is	relatively	simple	to	use.	Under	this	model,	the	auditee	is	

billed	one-to-one	(e.g.,	without	mark-up)	for	all	direct	audit	costs	and	all	billable	

time	and	efort	costs	using	cost	allocation	and	following	cost	accounting	principles.	

his	model	is	based	on	the	principle	that	the	auditees	should	assume	the	costs	of	the	

audit	project,	because	they	are	using	the	services	of	an	internal	department.	he	

idea	 is	 that	 internal	 audit	 costs	 are	 unavoidable	 costs	 for	 ensuring	 compliance,	

which	 the	auditees	must	cover	as	part	of	 their	business	activities.	 If	 the	auditees	

carry	 the	 costs	 of	 internal	 audits,	 they	 can	 in	 return	 expect	 certain	 outputs	

from	Internal	Audit,	such	as	improved	eiciency,	increased	productivity,	and	fraud	

detection.

One	of	the	advantages	of	the	actual	cost	model	is	that	it	is	easy	to	administrate,	

because	the	invoiced	costs	are	directly	measurable	and	transparent	for	the	auditees.	

Moreover	a	functioning	cost	monitoring	system	(e.g.	through	time	recording	and	

cost	center	reporting)	allows	Internal	Audit	management	to	easily	determine	the	

total	costs	to	be	allocated	and	billed	to	the	auditees	as	part	of	its	administrative	du-

ties.

However,	the	actual	cost	model	is	only	suitable	for	audits	included	in	the	annual	

audit	plan	and	agreed	upon	by	the	Board	of	Directors	or	Audit	Committee.	Since	

the	annual	audit	plan	has	been	prepared	and	approved	based	upon	a	risk	analysis	of	

all	corporate	units,	it	is	easier	to	explain	to	the	auditees	that	audits	are	necessary	and	

therefore	the	auditees	should	be	responsible	for	all	associated	costs.	It	is,	however,	

diicult	 to	get	 the	auditees	 to	accept	 the	costs	of	spontaneous,	unplanned	audits	

(e.g.,	process	reviews	or	investigations	into	fraud	and	anonymous	allegations).

Another	billing	model	for	invoicing	is	the	cost-plus	method.	his	model	includes	

all	actual	costs	incurred	in	conducting	the	audit	activities	(similar	to	the	actual	cost	

model),	plus	a	mark-up	of,	say,	5%	to	10%,	which	is	billed	to	the	auditees.	he	mark-

up	is	billed	mainly	to	cover	the	indirect	costs	incurred	by	Internal	Audit.
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Internal	Audit	is	oten	used	for	a	variety	of	reasons.	For	example,	the	company	

as	a	whole	may	value	its	services	and	be	prepared	to	pay	for	them.	Also,	Internal	

Audit	employs	experts	and	has	extensive	knowledge	of	the	corporate	units,	so	that	

its	activities	can	add	value.	he	auditees	must	decide	whether	it	is	necessary	to	ask	

Internal	Audit	to	investigate	operational	matters	in	the	company	and	whether	the	

costs	are	justiied.	By	contrast,	irrespective	of	whether	the	actual	cost	or	cost-plus	

method	is	used,	Internal	Audit	must	reconcile	the	need	to	bill	its	services	with	the	

company’s	overall	objectives.	If	the	fact	that	Internal	Audit	bills	for	its	services	de-

ters	potential	 auditees	 from	engaging	 Internal	Audit,	 so	 that	 fraud,	 for	 example,	

may	go	undetected	and	thus	unpunished,	Internal	Audit	fails	in	its	obligation	to	act	

in	the	company’s	interest.	For	this	reason,	when	using	the	cost-plus	model,	audit	

management	 should	 make	 sure	 that	 the	 billing	 of	 audit	 services	 does	 not	 have		

a	negative	impact	on	the	relationship	between	auditees	and	Internal	Audit.

Depending	on	the	annual	budget,	the	mark-up	can	be	ixed	at	diferent	levels	

from	 year	 to	 year.	 If	 required,	 Internal	 Audit	 and	 the	 auditees	 should	 conclude		

a	service	level	agreement	each	year,	which	establishes	the	mark-ups	(for	the	year	in	

question)	and	Internal	Audit’s	services	on	which	the	mark-up	is	based.

he	revenue	model	is	another	alternative	for	cost	transfers.	Under	the	revenue	

model,	the	costs	of	internal	audits	are	billed	on	the	basis	of	ixed	or	variable	per-

centages	of	the	revenue	generated	by	the	auditees.	his	model	is	not	related	to	direct	

or	indirect	costs	incurred	by	Internal	Audit.	Revenue	can,	for	example,	be	calcu-

lated	on	the	basis	of	six-month	moving	average	revenue	or	on	the	basis	of	the	latest	

annual	 sales	igure.	For	 the	concept	of	 the	revenue	model	 to	be	understood,	 the	

involved	 parties	 must	 understand	 how	 Internal	 Audit	 its	 into	 the	 company	 as		

a	whole:	Internal	Audit	is	regarded	as	an	in-house	corporate	function,	because	the	

services	it	provides	beneits	all	the	units	of	the	company.	As	for	all	in-house	func-

tions,	the	corporate-wide	costs	are	allocated	using	an	appropriate	formula.

he	percentage	charged	must	be	determined	such	that	 Internal	Audit’s	direct	

and	 indirect	 costs	 are	 covered.	However,	 this	 is	not	 easy	 to	 implement,	because,	

depending	on	the	percentage	determined	earlier,	Internal	Audit	may	recover	more	

or	less	than	the	costs	it	has	actually	incurred,	resulting	in	a	proit	or	loss,	respec-

tively.

he	revenue	model	is	suitable	for	planned	internal	audits.	It	can	also	be	used	for	

units	 that	must	be	audited	at	 least	annually,	units	 that	are	exposed	to	signiicant	

risks,	or	those	that	are	of	central	importance.	he	ixed	or	variable	percentage	used	

should	be	an	 indication	of	 the	risk	proile	of	 the	auditee.	A	high	percentage	can	

mean	that	the	unit	is	exposed	to	high	risks,	so	that	the	higher	rate	of	recovery	has	

to	inance	the	additional	resources	that	Internal	Audit	may	have	to	use	as	a	result	of	

the	high	risk.	his	gives	the	auditees	an	incentive	to	manage	their	unit	with	a	view	

to	reducing	the	risk	so	that	the	percentage	charged	falls	over	time.	Moreover,	the	

revenue	model	 facilitates	administration	 for	 Internal	Audit,	because	 the	auditees	

are	billed	at	a	previously	agreed	rate,	irrespective	of	the	actual	costs	incurred	by	the	

audit	activity.	he	tracking	of	costs	in	such	a	case	serves	to	monitor	total	costs	and	
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audit	 progress	 within	 the	 audit	 budget.	 here	 are,	 however,	 some	 units,	 such	 as	

shared	 service	centers,	 for	which	 this	model	 is	 less	 suitable	because	 they	do	not	

generate	revenue.

Besides	the	models	described	so	far,	Internal	Audit	can	also	use	a	hybrid	model.	

As	the	name	suggests,	the	hybrid	model	is	a	combination	of	the	models	described	

above:	Depending	on	the	nature	of	the	audit	activities	conducted,	Internal	Audit	

uses	a	combination	of	suitable	models	to	bill	the	auditee.	Using	these	models	for	

billing	will	turn	Internal	Audit	into	a	true	proit	center,	reporting	proits	at	least	for	

parts	of	its	activities.

As	mentioned	earlier,	the	departmental	budget	is	derived	from	the	department’s	

objectives,	which	are	set	annually.	Based	on	an	existing	cost	transfer	structure,	In-

ternal	Audit	can	determine	whether	the	department	has	kept	within	or	exceeded	

budget.	Although	Internal	Audit	is	not	a	revenue-generating	department,	it	should	

ensure	that	it	meets	its	budget.	With	the	overview	that	the	budget	provides,	Internal	

Audit	management	 can	analyze	whether	 the	 existing	cost	 transfers	 are	based	on	

reasonable	parameters.	It	can	also	regularly	(e.g.,	quarterly)	monitor	budget	utiliza-

tion	 compared	 to	 cost	 recovery.	 Such	 regular	 checks	 help	 initiate	 any	 necessary	

corrective	action	 immediately.	 In	addition,	at	 the	end	of	 the	year,	 Internal	Audit	

should	 analyze	 the	 variances	 between	 the	 actual	 igures	 and	 the	 budget	 for	 the	

year.

Internal	Audit	management	should	check	Internal	Audit’s	annual	cost	reports	to	

establish	whether	the	reported	igures	are	 in	 line	with	standard	values	or	budget	

(see	Section	D,	Chapter	7).	he	following	are	examples	of	reports	that	can	be	made	

available	to	Internal	Audit	management:

•	 summary	of	the	published	reports	and	their	results,

•	 summary	of	billable	project	hours,

•	 list	of	non-billable	hours,	e.g.,	for	general	administration,

•	 summary	of	the	audit	surveys,

•	 absenteeism	statistics,

•	 current	status	of	all	outstanding	audits,	and

•	 audits	that	have	exceeded	their	time	schedule.

In	addition	to	Internal	Audit’s	costs,	the	department	must	also	analyze	its	perfor-

mance	from	both	a	inancial	and	non-inancial	perspective.	Variance	analysis	is	not	

the	only	way	of	determining	 the	 eiciency	and	efectiveness	of	 the	department’s	

resource	utilization.	It	is	also	possible	to	assess	productivity	by	analyzing	the	results	

of	peer	reviews.	Internal	Audit’s	performance	can	also	be	assessed	through	speciic	

indicators	and	ratios,	such	as	number	of	audits	per	auditor,	number	of	indings	per	

audit,	number	of	audit	requests,	percentage	of	costs	in	excess	of	audit	budget,	pro-

portion	of	non-productive	and	productive	time	per	auditor,	and	direct	audit-related	

costs	as	a	proportion	of	 total	costs	per	audit	project.	hese	 indicators	and	ratios	

allow	Internal	Audit	to	take	efective	measurements	of	the	quantitative	and	qualita-

tive	aspects	of	all	audit	activities.
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HInts AnD tIPs ;

•	 he	time	spent	on	an	audit	 should	be	recorded	 immediately	and	analyzed	as	

soon	as	possible.
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9 Peer Review

Key Points •••

•	 A	peer	review,	also	known	as	a	quality	assurance	review	(or	QAR),	is	the	evalu-

ation	of	an	internal	audit	department	by	independent	professionals	in	the	same	

ield	as	required	by	the	IIA.

•	 A	peer	review	examines	the	internal	audit	department’s	compliance	with	profes-

sional	standards	and	suggests	improvements	in	order	to	align	the	department	

with	best	practices	recognized	in	the	profession.

•	 Generally,	internal	audit	departments	can	decide	for	themselves	whom	to	select	

as	audit	partner.

•	 he	peer	review	goes	through	the	normal	phases	of	an	audit	project,	i.e.,	plan-

ning,	preparation,	execution,	reporting,	and	follow-up.

A	peer	review	is	the	evaluation	of	an	internal	audit	department’s	work	by	indepen-

dent	professionals	in	the	same	ield.	Other	terms	commonly	used	for	this	process	

include	“quality	assessment”,	“quality	assurance	review”	or	“QAR.”	In	a	peer	review	

an	external	party	examines	the	strengths	and	weaknesses	of	the	internal	audit	de-

partment,	usually	including	organizational	and	operational	structures.	Peer	reviews	

must	be	conducted	by	qualiied	persons	who	have	relevant	professional	expertise,	

are	not	connected	with	the	company,	and	have	no	conlicting	interests.	Peer	reviews	

are	concluded	with	a	written	report.

In	recent	years,	recognition	and	public	scrutiny	of	auditors	has	increased,	en-

hancing	the	importance	of	independent	peer	reviews.	As	a	result,	the	AICPA	has	

revised	its	Practice-Monitoring	Program	and	issued	new	standards	with	efect	from	

January	1,	2005.	

Likewise,	 internal	audit	 institutes	have	enhanced	their	peer	review	programs.	

IIA	 Standard	 1312	 (External	 Assessments)	 advises	 that	 a	 peer	 review	 should	 be	

conducted	by	an	independent	body	once	every	ive	years.	Further,	since	this	stan-

dard	came	into	efect	on	January	1,	2002,	every	internal	audit	department	seeking	

accreditation	for	its	activities	according	to	the	International	Standards	for	the	Pro-

fessional	Practice	of	Internal	Auditing	must	conduct	a	peer	review	by	December	31,	

2006.	he	IIA	has	issued	additional	guidance	on	peer	reviews	in	Practice	Advisories	

1312-1	(External	Assessments),	1312-2	(External	Assessments	Self-Assessment	with	

Independent	 Validation),	 and	 1320	 –	 1	 (Reporting	 on	 the	 Quality	 Program).	 In	

addition,	the	IIA	updated	its	Quality	Assessment	Manual	in	2006.	

he	main	objective	of	a	peer	review	is	to	improve	audit	quality	as	a	whole.	Such	

an	assessment	is	a	good	way	of	evaluating,	documenting	and	reporting	on	the	ef-

fectiveness	and	quality	of	an	internal	audit	department	to	internal	(e.g.,	corporate	

management,	Board	of	Directors)	and	external	bodies	(e.g.,	external	auditors).	It	

also	provides	valuable	suggestions	for	improving	internal	audit	practices.	Although	

the	professional	practice	standards	form	the	basis	for	a	peer	review,	they	are	nor-
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mally	supplemented	by	the	experience	of	the	peer	review	providers.	his	process	is	

therefore	not	only	about	compliance	with	standards	and	about	inding	out	if	audi-

tors	adhere	to	their	own	processes.	It	is	also	about	aligning	Internal	Audit	with	the	

profession’s	recognized	best	practices.

In	2005,	Internal	Audit	at	SAP	initiated	a	peer	review	process	with	the	following	

objectives:

•	 to	obtain	objective	conirmation	from	professional	third	parties	that	the	audit	

procedures	practiced	by	GIAS	conform	to	IIA	standards,

•	 to	 gain	 a	 certiied	 substantive	 basis	 for	 the	 development	 of	 an	 SAP	 sotware	

solution	for	audit	management,

•	 to	enhance	 the	proile	and	status	of	GIAS	both	within	SAP	and	among	 third	

parties,

•	 to	gain	credibility	among	contacts	as	well	as	internal,	and	external	customers	by	

reversing	the	roles	(auditing	the	auditors),

•	 to	 allow	 Internal	 Audit	 employees	 to	 gather	 valuable	 personal	 experience	

throughout	the	process,

•	 to	facilitate	benchmarking	against	internal	audit	departments	of	other	compa-

nies,	and

•	 to	motivate	Internal	Audit	employees	because	the	peer	review	should	give	them	

conidence	that	they	are	using	an	internationally	recognized	and	efective	audit	

model.

he	development	of	the	peer	review	concept	involves	preliminary	considerations	

and	general	planning	for	conducting	a	peer	review.	hese	considerations	comprise	

the	following:

•	 initial	assessment	of	the	project	to	obtain	a	clear	understanding	of	the	expected	

beneit,

•	 appointment	of	an	internal	project	team,

•	 presentation	of	a	irst	project	plan	to	the	entire	department	to	establish	its	basic	

readiness	to	conduct	a	peer	review,

•	 deinition	of	the	period	to	be	reviewed,	and

•	 testing	of	the	internal	quality	assurance	program	which	is	the	basis	for	the	pro-

cesses	to	be	subjected	to	peer	review.

he	professional	standards	of	the	IIA	only	require	that	external	quality	assurance	

reviews	be	conducted	by	qualiied,	independent	auditors.	To	a	large	extent,	the	in-

ternal	audit	departments	can	decide	for	 themselves	whom	to	select	 for	 this	 task.	

However,	in	terms	of	content	and	topic,	a	peer	review	should	be	conducted	according	

to	IIA	principles,	because	they	represent	the	current	best	practice	in	the	profession.

Many	consulting	irms	ofer	quality	assessment	reviews	as	part	of	their	audit-

related	services.	he	professional	internal	audit	institutes	also	ofer	peer	review	ser-

vices.	he	quality	assessment	can	be	made	either	mainly	by	a	third	party,	or	in	the	
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form	of	self-assessment,	followed	by	a	review	of	the	results	by	a	third	party.	he	IIA	

commonly	provides	and	also	performs	quality	assessment	services.

As	is	the	case	for	most	purchasing	decisions,	bids	for	comparison	should	be	in-

vited	when	selecting	a	peer-review	partner.	GIAS	considered	several	bids	 in	 this	

regard	from	the	IIA	as	well	as	from	external	consulting	irms	of	diferent	sizes	and	

eventually	decided	on	the	IIA	as	a	review	partner.

Each	internal	audit	department	must	make	its	own	decision	regarding	the	ben-

eits	and	suitability	of	the	diferent	providers.	But	unlike	external	consulting	irms,	

the	 professional	 organizations	 generally	 rely	 on	 practicing	 professionals	 making	

themselves	available	on	a	voluntary	basis.	hese	professionals	are	members	of	the	

profession	and	certiied	as	 such,	but	 they	do	not	 receive	any	 fees;	only	 their	 ex-

penses	are	reimbursed.

Once	the	internal	audit	department	has	selected	a	suitable	peer-review	partner,	

the	actual	preparation	phase	begins.	At	this	stage	Internal	Audit	should	match	and	

compare	the	IIA	standards	with	the	department’s	current	processes	and	rules.

It	is	of	critical	importance	that	an	internal	audit	department	be	knowledgeable	

of	its	own	processes	before	undergoing	an	external	review.	Internal	Audit	at	SAP	

took	the	following	measures	to	prepare	for	its	peer	review:

•	 Developed	a	detailed	deinition	and	clear	documentation	of	its	own	quality	as-

surance	concept	(see	Section	D,	Chapter	5).

•	 Used	cross-team	auditors	to	assess	internally	whether	the	existing	quality	assur-

ance	concept	is	complied	with.

•	 Conducted	a	department-internal	employee	survey:	A	standard	questionnaire,	

which	is	based	on	IIA	questionnaires,	was	used	to	ask	employees	to	give	their	

personal	assessment	of	the	quality	of	the	Internal	Audit	function.

•	 Conducted	 a	 pre-investigation	 in	 conjunction	 with	 the	 selected	 peer-review	

partner.	A	one-	or	 two-day	meeting	provides	 the	opportunity	 to	discuss	pre-

liminary	results	from	internal	review	steps	in	advance	and,	if	appropriate,	agree	

the	irst	corrective	measures.

hese	 results	 were	 communicated	 to	 all	 Internal	 Audit	 employees	 immediately	

before	 the	actual	peer	 review	so	 that	 they	could	 look	 forward	 to	 the	 subsequent	

external	review	with	conidence	and	a	positive	attitude,	or	rectify	any	shortcom-

ings,	if	possible.

he	internal	audit	department	being	reviewed	has	little	inluence	on	the	execu-

tion	 of	 the	 actual	 peer	 review,	 but	 it	 can	 play	 a	 key	 role	 in	 helping	 the	 process	

succeed	by	providing	support	and	explanations	to	the	reviewers.	It	is	particularly	

important	to	ensure	that	the	peer	review	auditors	are	able	to	communicate	with	the	

company’s	management	bodies	and	Internal	Audit’s	other	main	contacts,	because	

a	 quality	 review	 oten	 involves	 open	 and	 structured	 interviews	 with	 managers,	

auditors,	 and	 other	 employees	 (e.g.,	 from	 Corporate	 Legal	 or	 Corporate	 Risk	

Management).
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he	 peer	 review	 mostly	 focuses	 on	 assessing	 the	 following	 aspects	 of	 audit	

work:

•	 Organizational	positioning	and	structure	of	Internal	Audit:	Here,	the	organiza-

tional	fundamentals	of	the	department	are	considered	(e.g.,	on	the	basis	of	the	

Charter,	mission,	target	agreements,	and	the	audit	handbook).

•	 Deinition	 and	 implementation	 of	 a	 risk-based	 audit	 approach:	 his	 involves	

reviewing	the	audit	reports,	working	papers,	and	audit	planning	documents	as	

part	of	the	assessment	of	the	audit	approach	and	project	management.

•	 Personnel	management	within	Internal	Audit	(i.e.,	 the	qualiications,	training	

plan,	and	career	development	of	its	employees).

•	 Deinition	of	and	compliance	with	quality	assurance	programs	as	deined	by	the	

IIA	standards.

•	 Audit	of	IT-related	issues.

he	peer-review	partner	should	keep	Internal	Audit	informed	about	the	progress	of	

the	review.	Like	all	other	audits,	the	success	of	a	peer	review	relies	upon	trusting,	

transparent	cooperation	between	the	parties	involved.

At	 the	 conclusion	 of	 a	 peer	 review	 a	 report	 describing	 the	 results	 is	 written,	

which,	if	applicable,	will	conirm	that	Internal	Audit	complies	with	the	IIA	standards.	

In	 addition	 to	 conirming	 compliance,	 the	 reports	 should	 also	 suggest	 improve-

ments	by	highlighting	best	practices.	It	is	also	important	to	inform	those	responsible	

for	Internal	Audit	in	the	company	of	the	results	of	the	peer	review	(e.g.,	CEO,	Audit	

Committee).	

he	peer	review	results	 in	an	overall	assessment	of	 Internal	Audit’s	activities.	

he	IIA	allows	for	three	possible	ratings,	i.e.	“generally	conforms”,	“partially	conforms”,	

and	 “does	 not	 conform”.	 In	 2006,	 GIAS	 was	 awarded	 the	 “Generally	 conforms”	

status	by	the	IIA.

Internal	Audit	should	have	the	conidence	to	communicate	the	peer	review	re-

sults	within	the	company.	his	is	the	only	way	the	peer	review	can	achieve	one	of	its	

main	objectives:	to	strengthen	Internal	Audit’s	standing	in	the	company.

he	minimum	objective	of	a	peer	review	is	to	conirm	that	the	internal	audit	

department	reviewed	performs	its	activities	in	accordance	with	the	IIA	standards.	

If	this	objective	is	not	met,	the	peer-review	partner	should	specify	corrective	ac-

tions	and	deadlines	within	which	the	actions	are	to	be	implemented.	If	the	mini-

mum	objective	has	been	met,	Internal	Audit	should	continue	aligning	itself	with	

recognized	best	practices.	For	this	purpose	the	peer	review	partner	can	point	out	

potential	for	improvement	and,	if	possible,	speciic	steps	to	best	tapping	this	poten-

tial.	hese	recommendations	should	then	be	implemented	in	a	sustainable	way	as	

part	of	a	structured	follow-up	process,	i.e.,	with	irm	responsibilities,	deadlines,	and	

escalation	procedures	if	necessary.
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Hints AnD tiPs ;

•	 Internal	 Audit’s	 professional	 associations	 provide	 comprehensive	 peer	 review	

guidelines.

•	 Many	consulting	irms	also	ofer	detailed	guidelines	on	this	topic.

LinKs AnD ReFeRenCes e

•	 InSTITUTE	OF	InTERnAL	AUDITORS.	2004.	Practice Advisory 1312-1: External As-

sessments.	Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.

•	 InSTITUTE	OF	InTERnAL	AUDITORS.	2004.	Practice Advisory 1312-2: External As-

sessments Self-assessments with Independent Validation.	Altamonte	Springs,	FL:	he	Insti-

tute	of	Internal	Auditors.

•	 InSTITUTE	OF	InTERnAL	AUDITORS.	2004.	Practice Advisory 1320-1: Reporting on 

the Quality Program.	Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.

•	 InSTITUTE	OF	InTERnAL	AUDITORS.	2002.	Standards for Professional Practice.	Al-

tamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.

•	 InSTITUTE	 OF	 InTERnAL	 AUDITORS.	 2006.	 Quality Assessment Manual. 5th	 ed.	

Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.

•	 SAwyER,	L.	B.,	M.	A.	DITTEnHOFER,	AnD	J.	H.	SCHEInER.	2003	Sawyer’s Inter-

nal Auditing. 5th	ed.	Altamonte	Springs,	FL:	he	Institute	of	Internal	Auditors.

•	 SEARS,	B.	2002.	Internal Auditing Manual.	new	york,	ny:	warren,	Gorham	&	Lamont.
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10	 Guest	Auditors

Key	Points	 •••

•	 Guest	auditors	may	be	used	in	all	types	of	audits.

•	 he	use	of	guest	auditors	may	be	necessary	or	desirable	when	specialist	know-

how	is	needed,	capacity	problems	exist,	or	employees	have	to	be	trained.

•	 here	are	qualitative	and	quantitative	criteria	for	the	selection	of	guest	auditors.

•	 At	SAP,	the	selection	of	guest	auditors	follows	a	set	procedure.

•	 Guest	auditors	should	be	integrated	into	the	audit	team	from	an	organizational	

and	technical	point	of	view.	

•	 Before	the	start	of	the	audit,	basic	auditing	procedures	should	be	explained	to	

guest	auditors	during	a	training	day.

•	 he	relationship	with	the	guest	auditor	should	be	maintained	even	ater	the	end	

of	the	audit.

•	 Cost	allocation	for	the	use	of	guest	auditors	must	be	clariied	before	the	audit,	

and	all	costs	have	to	be	budgeted.

At	SAP	the	audit	lead	or	the	Audit	Manager	is	responsible	for	deciding	whether	to	

include	one	or	more	guest	auditors	in	a	GIAS	audit	team.	his	chapter	shows	that	

the	use	of	guest	auditors	may	be	considered	for	a	variety	of	reasons.	he	general	

term	“guest	auditor”	is	used	in	this	context	to	refer	to	any	persons	with	signiicant	

involvement	in	an	audit	who	do	not	directly	belong	to	the	internal	audit	depart-

ment.	 In	 practice,	 more	 than	 one	 guest	 auditor	 may	 be	 used,	 depending	 on	 the	

particular	audit	 in	question,	but	an	audit	 team	must	never	consist	exclusively	of	

guest	auditors,	i.e.,	care	has	to	be	taken	to	involve	at	least	one	permanent	Internal	

Audit	employee	in	the	audit.	While	guest	auditors	are	used	infrequently	at	SAP,	in	

some	organizations	resource	constraints	require	consistent	use	of	guest	auditors	in	

formal	co-sourcing	or	out-sourcing	arrangements,	where	part	or	all	of	the	internal	

audit	ield	work	is	performed	by	outside	auditors.

he	 environment	 in	 which	 Internal	 Audit	 operates	 has	 become	 increasingly	

complex.	Sometimes	this	gives	rise	to	situations	where	Internal	Audit	employees	

cannot	cover	certain	audit	content	with	their	own	expertise,	and	the	appropriate	

training	would	take	too	long	to	complete.	However,	in	other	parts	of	the	company	

and	 also	 outside	 the	 company,	 there	 may	 be	 experts	 who	 will	 have	 the	 relevant	

background	and	required	knowledge.	Internal	Audit	must	recognize	and	tap	into	

the	wealth	of	knowledge	and	experience	of	these	experts.	his	will	allow	Internal	

Audit	to	conduct	complex,	specialized	audit	activities	in	line	with	requirements.

here	can	also	be	capacity	reasons	for	employing	guest	auditors.	For	example,	if	

the	resource	schedule	does	not	provide	suicient	capacity	to	staf	a	team	for	an	audit	

that	cannot	be	postponed,	(e.g.,	because	of	instruction	from	the	Board	of	Directors)	

it	is	possible	to	add	one	or	more	guest	auditors.	Extraordinary	situations	like	that	

must	be	agreed	with	the	relevant	Audit	Manager	and	the	CAE.

introductionintroduction
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In	some	cases,	it	may	be	possible	to	include	an	inexperienced	guest	auditor,	e.g.,	

a	university	student,	in	an	audit.	he	selection	depends	on	the	time	and	resource	

schedule	for	the	audit	concerned.	In	such	cases,	the	focus	is	not	on	co-opting	tech-

nical	 expertise,	 but	 on	 providing	 training	 for	 inexperienced	 Internal	 Audit	

employees	and	people	who	may	join	the	department	in	the	future.

Guest	auditors	can	be	used	in	standard	and	special	audits,	as	well	as	in	ad-hoc	

audits.	It	is	the	responsibility	of	the	audit	lead	and	the	Audit	Manager	to	identify	the	

need	to	deploy	a	guest	auditor.	Since	audit	leads	are	aware	of	engagements	well	in	

advance	(see	Section	B,	Chapter	2.4),	 they	are	 in	a	position	to	start	 the	resource	

procurement	process	if	necessary.	Due	to	the	short	notice	given	for	ad-hoc	audits,	

guest	auditors	may	become	involved	in	such	audits	on	short	notice.

Guest	auditors	should	be	involved	in	audit	work	from	the	beginning	of	the	audit.	

At	 SAP	 they	 work	 according	 to	 the	 GIAS	 Roadmap	 (see	 Part	 B)	 and	 cooperate	

closely	with	the	Internal	Audit	team.	However,	third	parties	involved	in	audit	work	

for	a	speciic	task	that	relates	only	to	a	certain	function	are	not	classiied	as	guest	

auditors.	Such	parties,	known	as	assessors	(e.g.	medical	experts,	private	detectives,	

members	of	the	police	service,	lawyers)	are	co-opted	for	dealing	with	very	speciic	

tasks	in	the	audit.	In	certain	circumstances,	the	Audit	Manager	and	the	audit	lead	

must	decide,	in	consultation	with	the	legal	department	if	necessary,	whether	to	in-

volve	an	assessor	to	give	an	expert	opinion.

When	selecting	guest	auditors,	it	should	be	ensured	that	they	meet	the	technical	

requirements	 of	 the	 audit	 in	 question	 and	 are	 able	 to	 contribute	 the	 necessary	

know-how.	he	guest	auditor’s	 technical	qualiications	and	experience	should	be	

considered	relative	to	the	Scope	on	which	the	audit	is	based.	If	the	audit	is	complex,	

for	example	in	the	case	of	fraud	audits,	it	is	advisable	to	involve	an	auditor	who	al-

ready	has	experience	in	this	area.

SAP	has	formalized	the	use	of	guest	auditors	within	GIAS	audit	teams	according	

to	the	following	process,	which	distinguishes	between	internal	guest	auditors	(SAP	

employees)	and	external	guest	auditors.

•	 Internal	guest	auditors:

■	 he	Audit	Manager	and	the	CAE	agree	on	the	use	of	a	guest	auditor	so	that	

his	or	her	deployment	can	be	approved.

■	 he	Audit	Manager	informs	the	CAE	of	the	costs	(working	days	and	travel	

expenses).

■	 An	internal	order	is	created	and	the	internal	order	number	is	forwarded	to	

the	audit	lead.

■	 he	audit	lead	creates	a	staing	list	for	the	guest	auditor	(necessary	for	SAP-

internal	cost	transfers),	which	records	the	relevant	personal	and	order-related	

data.

■	 he	guest	auditor	must	sign	a	non-disclosure	agreement,	also	arranged	by	

the	audit	lead.

■	 he	 audit	 lead	 requests	 a	 new	 drive	 on	 the	 data	 server	 (group	 share)	 on	

which	the	guest	auditor	can	work.	Ater	the	audit,	the	data	is	transferred	to	
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the	general	GIAS	group	share.	he	reason	for	the	separate	drive	is	to	protect	

sensitive	data	on	the	Internal	Audit	drive	from	access	by	the	guest	auditor.

•	 External	guest	auditors:

■	 he	Audit	Manager	and	the	audit	lead	must	obtain	at	least	two	diferent	price	

quotes	for	guest	auditors.

■	 he	Audit	Manager	and	the	CAE	agree	on	the	use	of	a	guest	auditor	so	that	

his	or	her	deployment	can	be	approved.

■	 A	purchase	order	and	an	internal	order	are	created.

■	 An	external	user	ID	is	requested	for	the	guest	auditor	in	order	to	give	him	or	

her	access	to	predeined	systems.	his	task	is	carried	out	by	the	audit	lead	in	

cooperation	with	the	personal	assistant	of	the	CAE.

■	 he	external	guest	auditor	must	sign	a	non-disclosure	agreement,	again	ar-

ranged	by	the	audit	lead.

■	 For	the	same	reason	as	in	the	case	of	the	internal	guest	auditor,	the	audit	lead	

applies	for	a	new	drive	on	the	data	server	(group	share)	on	which	the	guest	

auditor	can	work.	Ater	the	audit,	the	data	on	this	drive	is	also	transferred	to	

the	general	GIAS	group	share.

he	assignment	of	guest	auditors	to	a	certain	role	within	the	audit	team	presents	

a	particular	challenge	for	the	Audit	Manager	and	the	entire	team.	he	guest	audi-

tor’s	technical	and	organizational	assignment	must	be	deined	before	the	audit	and	

communicated	clearly	to	all	involved.	It	is	also	possible	to	appoint	the	guest	auditor	

as	audit	lead.	his	decision	is	made	by	the	Audit	Manager,	in	consultation	with	the	

CAE.	A	guest	auditor	may	be	used	as	the	audit	lead	when	there	is	a	shortage	of	re-

sources	at	the	time	the	staing	plan	is	drawn	up.	However,	at	SAP	at	least	one	audi-

tor	from	the	internal	audit	department	must	be	involved	in	every	audit.

Whatever	the	circumstances,	it	is	essential	to	introduce	the	guest	auditor	to	In-

ternal	Audit’s	audit	approach	and	basic	auditing	procedures.	To	this	end,	it	is	useful	

to	schedule	a	training	day	in	order	to	familiarize	the	auditor	with	these	topics.	he	

audit	lead	is	responsible	for	preparing	the	training.	At	SAP	such	training	deals	in	

particular	with	the	GIAS	standard	Roadmap,	basic	audit	procedures,	the	creation	

and	 iling	 of	 working	 papers,	 communication	 with	 employees	 of	 the	 area	 being	

audited,	and	the	creation	of	the	audit	report.

he	audit	lead	is	responsible	for	the	guest	auditor’s	smooth	integration	into	the	

audit	 team.	 his	 means	 knowing	 the	 guest	 auditor’s	 technical	 background	 and	

communicating	this	to	the	rest	of	the	team.	Conversely,	it	also	requires	informing	

the	guest	auditor	about	the	audit	team	and	the	technical	qualiications	and/or	pref-

erences	 of	 its	 individual	 members.	 In	 addition	 to	 the	 technical	 background,	 the	

personal	aspect	also	plays	an	important	part	when	integrating	the	guest	auditor	into	

the	team.	Audit	lead	and	Audit	Manager	should	recognize	and	take	into	consider-

ation	the	guest	auditor’s	strengths	and	weaknesses	to	enhance	cooperation.	hey	

also	should	ensure	that	the	guest	auditor’s	arrival	in	the	team	does	not	give	rise	to	
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any	(personal)	conlict	in	the	team	and	eliminate	any	diiculties	as	soon	as	possible,	

ideally	before	the	actual	audit	work	begins.	If	possible,	the	audit	lead	should	sched-

ule	and	prepare	for	a	meeting	of	the	entire	audit	team	before	the	audit	begins.

At	the	end	of	the	audit,	the	guest	auditor	should	be	given	an	appropriate	“fare-

well.”	 his	 refers	 to	 the	 extent	 to	 which	 the	 relationship	 with	 the	 guest	 auditor	

established	during	the	joint	audit	work	should	be	maintained	beyond	the	end	of	the	

engagement.	A	distinction	should	be	made	in	this	regard	between	external	third	

parties	and	guest	auditors	from	elsewhere	in	SAP.	Clariication,	from	both	an	orga-

nizational	and	a	inancial	perspective,	should	also	be	sought	as	to	whether	the	guest	

auditor	will	continue	to	be	involved	in	any	audit	follow-up	activities.	It	must	also	be	

clearly	deined	to	what	extent	contact	with	the	guest	auditor	will	be	maintained.	

Depending	 on	 the	 cooperation	 in	 the	 audit	 team,	 this	 may	 vary	 between	 rather	

formal	and	more	 relaxed	 forms	of	 contact.	Whatever	 the	case,	 the	guest	 auditor	

should	be	available	for	queries	and	information	relating	to	the	audit,	because	there	

will	invariably	be	questions	ater	the	audit	or	meetings	with	the	auditees.	If	these	

meetings	raise	topics	covered	by	the	guest	auditor,	he	or	she	should	also	attend.

he	use	of	guest	auditors	incurs	both	internal	and	external	costs.	he	costs	are	

charged	to	the	GIAS	cost	center	conducting	the	audit	and	are	therefore	under	the	

Audit	Manager’s	responsibility.	he	costs	of	external	auditors	can	easily	be	identi-

ied	and	assigned	on	the	basis	of	the	invoice.

If	the	guest	auditor	is	an	SAP	employee,	cost	allocation	may	be	more	compli-

cated.	 Two	 diferent	 cost	 categories	 are	 possible.	 Travel	 expenses	 and	 the	 guest	

auditor’s	labor.	Travel	expenses	are	charged	to	the	relevant	GIAS	cost	center	on	the	

basis	of	the	internal	order	and	the	associated	staing	list.	In	certain	circumstances,	

SAP-internal	 guest	 auditors,	 consultants	 for	 example,	 may	 wish	 to	 charge	 their	

hours	to	the	internal	order	according	to	the	charge-out	rates	assigned	to	them.	In	

such	cases,	the	audit	lead	and	the	CAE	have	to	decide	whether	the	guest	auditors	

will	be	compensated	 for	 the	hours	worked	and	 the	costs	actually	 charged	 to	 the	

relevant	GIAS	cost	center.

For	both	internal	and	external	guest	auditors,	the	costs	must	be	budgeted	and	

included	in	the	overall	budget	of	the	appropriate	GIAS	cost	center.	If	they	are	not	

appropriately	budgeted,	there	may	be	delays	in	acquiring	the	guest	auditor,	which	

in	turn	may	impact	the	audit	and	GIAS	generally.	he	Audit	Manager	is	responsible	

for	avoiding	such	impact.

Hints	AnD	tiPs	 ;

•	 Make	suicient	allowance	in	your	budget	for	the	possible	employment	of	guest	

auditors.

•	 Start	selecting	suitable	guest	auditors	well	in	advance.

Conclusion	of	the	AuditConclusion	of	the	Audit

Guest	Auditor	CostsGuest	Auditor	Costs

internal	Cost	transfersinternal	Cost	transfers
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11	 Management	of	Internal	Audit
11.1 Operational Audit Management

Key	PoInts	 •••

•	 Audit	management	is	inluenced	by	the	diferent	management	levels	within	the	

internal	audit	department	and	their	respective	focus	on	diferent	tasks.

•	 Audit	 management	 consists	 of	 diferent	 components:	 audit	 planning,	 quality	

management,	performance	management,	and	audit	control.

Management	of	the	internal	audit	function	is	 inluenced	by	the	various	manage-

ment	levels	within	the	department	as	well	as	management’s	focus	on	diferent	tasks.	

he	CAE	keeps	track	of	the	implementation	of	the	annual	audit	plan	and	of	audit	

control	as	a	whole,	while	the	Audit	Managers	perform	management	tasks	during	

the	audit	 execution.	Audit	 leads	are	 responsible	 for	 the	audit	process	 from	 their	

speciic	perspectives.

he	 type	 and	 complexity	 of	 the	 tasks	 to	 be	 monitored	 by	 audit	 management	

should	also	be	considered.	Strategic	 tasks,	 such	as	 the	 introduction	and	use	of	a	

benchmarking	 system,	 require	as	much	management	control	as	a	 complex	audit	

itself.	Management	tasks	include	cooperation	and	the	joint	identiication	of	solu-

tions	with	the	parties	concerned	when	bottlenecks	or	other	problems	occur.	his	

requires	the	cooperation	of	all	management	levels	within	Internal	Audit	and	with	

the	auditees.

Diferent	disciplines	can	be	included	under	the	general	heading	of	audit	man-

agement:

•	 audit	planning,

•	 quality	management,

•	 performance	management,	and

•	 audit	control.

Audit	planning	(see	Section	B,	Chapter	2	and	Section	D,	Chapter	3)	and	quality	man-

agement	(see	Section	D,	Chapter	5)	form	an	integral	part	of	the	Audit	Roadmap	and	

have	been	irmly	established	as	operational	audit	management	elements	of	Internal	

Audit’s	process.	he	two	other	audit	management	disciplines,	performance	man-

agement	and	audit	control,	can	be	seen	as	overall	management	functions	of	Internal	

Audit	management,	especially	since	they	are	monitoring	tasks	rather	than	opera-

tional	activities.	Performance	management	in	Internal	Audit	has	two	components,	

the	audit	performance	 record	and	employee	management,	 i.e.,	 line	management	

and	control,	including	performance	feedback	(for	details,	see	Section	A,	Chapters	

4.5	and	4.6).

Internal	Audit	
Management	Levels
Internal	Audit	
Management	Levels

orientation	of	tasksorientation	of	tasks

Audit	Management	
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Operational audit management

Audit planning Quality management Performance management

Audit perfor-

mance record

Employee 

management

Audit control

Monitoring audit management

Audit Management of Internal Audit

Fig. 25 Audit Management Disciplines of Internal Audit

HInts	AnD	tIPs	 ;

•	 Audit	Managers	should	use	their	own	initiative	to	contribute	to	operational	au-

dit	management	processes,	for	example,	by	completing	optional	quality	gates.

•	 Audit	Managers	should	also	regularly	discuss	the	potential	for	improving	opera-

tional	audit	management.

LInKs	AnD	RefeRences	 e

•	 REDIng,	 K.	 F.,	 P.	 J.	 SoBEl,	 U.	 l.	 AnDERSon,	 et	al.	 2007.	 Internal Assurance and 

Consulting Services.	Altamonte	Springs,	Fl:	Institute	of	Internal	Auditors.

•	 SAwyER,	l.	B.,	M.	A.	DIttEnhoFER,	AnD	J.	h.	SChEInER.	2003.	Sawyer’s Inter-

nal Auditing.	5th	ed.	Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 SEARS,	B.	2002.	Internal Auditing Manual.	new	york,	ny:	warren,	gorham	&	lamont.

11.2 Monitoring Audit Management

11.2.1 Audit Performance Record  

as Part of Performance Management

Key	PoInts	 •••

•	 he	audit	performance	record	provides	an	overview	of	target	achievement	for	

all	planned	audits.

•	 It	contains	all	 the	relevant	 information	from	the	start	 through	the	end	of	 the	

year,	documenting	the	actual	time	sequence	of	every	audit.

•	 Internal	Audit	management	is	primarily	responsible	for	the	audit	performance	

record.

he	purpose	of	the	audit	performance	record	is	to	monitor	and	control	the	imple-

mentation	of	the	annual	audit	plan.	It	is	used	as	evidence	to	show	all	those	involved	

in	Internal	Audit	and	all	other	responsible	units	that	the	annual	audit	plan	has	been	

function	of	the	Audit	
Performance	Record

function	of	the	Audit	
Performance	Record
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duly	implemented	and	any	amendments	have	been	documented	and	can	be	traced.	

hus,	the	focus	is	less	on	the	individual	audit	per	se,	which	will	be	monitored	in	the	

context	of	audit	control	(see	Section	D,	Chapter	11.2.2).

once	audit	planning	has	been	completed,	the	irmly	scheduled	audits	are	en-

tered	in	the	audit	performance	record.	his	forms	the	basis	for	updates	with	the	aim	

of	having	full	control	of	progress	and	any	changes	made	in	the	course	of	the	year.	

he	Audit	Managers	continuously	monitor	each	item	of	the	plan.

he	items	included	in	the	plan	are	structured	vertically	and	break	down	into:

•	 global	audits,

•	 regional	and	local	audits,	and

•	 special	audits,	such	as	customer	conirmations	and	SoX	audits.

In	addition	to	this	basic	structure,	further	diferentiation	is	possible	for	each	item.	

In	the	course	of	the	year,	ad-hoc	audits	are	added	to	the	items	already	planned.

In	addition	to	the	vertical	structure,	there	is	also	a	horizontal	structure,	accord-

ing	to	which	Internal	Audit	should	diferentiate	audit	engagements	by	audit	type,	

auditor	responsible,	and	execution	date.	Internal	Audit	also	should	state	whether	an	

engagement	has	been	returned	to	the	audit	inventory,	whether	an	audit	has	been	

postponed	until	the	following	year,	or	whether	the	engagement	has	been	canceled	

(with	reasons	given).	Since	the	annual	audit	plan	is	a	target	agreement	between	the	

Audit	Committee	and	 Internal	Audit,	 any	change	must	be	made	 in	consultation	

with	the	CAE	and	explicitly	and	clearly	justiied.

At	the	end	of	the	year,	the	audit	performance	record	concludes	with	items	to	be	

carried	forward	to	the	following	year.	on	this	basis,	Internal	Audit	can	assess	the	

implementation	of	the	annual	audit	plan	and	the	eiciency	of	Internal	Audit.	Fur-

ther,	Internal	Audit	can	include	other	information	in	the	audit	performance	record,	

e.g.	information	on	any	audit	surveys	received	(see	Section	D,	Chapter	7.2.2).

he	Audit	Managers	of	Internal	Audit	and	the	relevant	audit	leads	are	respon-

sible	 for	 correctly	 maintaining	 and	 monitoring	 the	 audit	 performance	 record.	

together	with	 the	Audit	Manager	concerned,	 the	audit	 leads	should	be	aware	of	

their	responsibility	and	maintain	the	data	accordingly.	he	accuracy	of	the	informa-

tion	that	the	audit	leads	pass	on	depends	on	their	own	judgment	and	on	the	infor-

mation	 individual	 auditors	 have	 given	 them.	 his	 means	 that	 an	 accurate	 audit	

performance	record	is	the	responsibility	of	all	involved	and	should	be	interpreted	in	

this	way.

he	CAE	and	the	Audit	Managers	should	discuss	the	audit	performance	record	

regularly	and	analyze	the	results	at	least	once	each	quarter.	he	latest	status	of	the	

audit	performance	record	should	also	be	discussed	during	team	meetings.	By	in-

cluding	 the	 opinions	 and	 suggestions	 of	 individual	 auditors,	 Internal	 Audit	 will	

ultimately	arrive	at	a	comprehensive,	objective	picture	for	each	audit	team	and	for	

Internal	Audit	as	a	whole.
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HInts	AnD	tIPs	 ;

•	 Auditors	should	let	the	audit	lead	and	Audit	Manager	responsible	know	about	

any	circumstances	and	changes	that	could	have	an	impact	on	the	audit	plan.

•	 Auditors	should	regularly	check	the	plan	about	the	status	of	audits	in	which	they	

are	involved.

•	 Auditors	should	discuss	any	discrepancies	with	the	Audit	Manager	responsible.

11.2.2 Audit Control

Key	PoInts	 •••

•	 Audit	control	focuses	on	detailed	planning	and	monitoring	of	an	individual	au-

dit.

•	 he	minimum	requirement	under	this	process	is	to	plan	the	necessary	times,	

resources,	and	budgets	 for	each	phase	of	 the	Audit	Roadmap	and	to	monitor	

them	based	upon	deined	milestones.

•	 he	relevant	correction	and	control	measures	are	closely	related	to	this	require-

ment.

•	 Another	important	element	of	audit	control	is	the	measurement	of	the	eiciency	

of	the	inal	audit	result.

•	 he	audit	lead	and	the	Audit	Manager	are	jointly	responsible	for	audit	control.

•	 For	each	audit,	audit	control	can	be	mapped	along	the	Audit	Roadmap	on	the	

basis	 of	 igures	 and	 can	 be	 reported	 to	 the	 Audit	 Committee	 and	 the	 Board	

through	 key	 performance	 indicators	 and	 a	 standardized	 evaluation	 system	

(such	as	the	traic	light	system).

Audit	control	is	a	sub-discipline	of	audit	management	and	deals	with	the	detailed	

planning	and	monitoring	of	audits.	It	afects	all	categories	and	types	of	audits.	As	

explained	previously	(see	Section	B,	Chapter	2.2),	an	annual	audit	plan	is	compiled	

irst.	his	plan	deines	the	time	periods	scheduled	for	all	audits	and	assigns	auditors	

and	an	audit	lead	to	each.	his	perspective	looks	at	the	audit	as	a	whole.	however,	

to	ensure	closer	monitoring	of	an	audit,	it	is	necessary	to	plan	and	analyze	the	spe-

ciic	phases	of	the	audit,	always	depending	on	the	audit	concerned,	and	especially	

the	 audit	 type.	 to	 establish	 comprehensive	 audit	 management,	 an	 internal	 audit	

department	should	deine	some	standard	grids	or	templates	to	assist	the	planning	

process.	hese	grids	can	be	used	to	structure	individual	audits	quickly	and	securely	

according	to	operational	project	management	principles.

Before	introducing	audit	control,	Internal	Audit	should	set	a	number	of	basic	

parameters,	for	example	the	way	in	which	time	is	recorded.	It	is	also	necessary	to	

clearly	deine	how	these	variables	are	used	in	employee	evaluations	and	salary	re-

views.	 Internal	 Audit	 should	 clarify	 possible	 interrelations	 and	 the	 exchange	 of	

Detailed	MonitoringDetailed	Monitoring

Required	DeinitionsRequired	Deinitions
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information	 with	 human	 Resources,	 the	 data	 protection	 oicer,	 and	 Managerial	

Accounting.	 Internal	Audit	 should	decide	 the	extent	 to	which	recorded	working	

times	can	and	may	be	used	as	a	basis	for	cost	transfers	(see	Section	D,	Chapter	8).	

Another	closely	related	issue	is	the	treatment	of	overtime,	including	the	resulting	

alternative	 billing	 options	 (e.g.,	 higher	 rates	 charged	 for	 time	 worked	 outside	

normal	hours).	Internal	Audit	must	determine	how	to	diferentiate	the	data	to	be	

captured	(i.e.,	whether	the	information	is	to	be	recorded	per	auditor	and	audit	or	

whether	aggregates	are	suicient).	here	Internal	Audit	must	consider	data	protec-

tion	 regulations	 in	 the	 interest	 of	 individual	 employees	 as	 well	 as	 the	 need	 to	

conduct	objectively	successful	audits	without	running	the	risk	of	making	mistakes	

during	audit	work	due	to	time	and	cost	constraints.

Irrespective	of	the	attributes	of	the	individual	audit,	the	following	basic	compo-

nents	can	be	speciied	for	audit	control:

•	 Every	audit	task	requires	a	certain	amount	of	time.	he	timesheet	can	be	used	to	

specify	a	time	schedule	for	every	audit	by	setting	milestones.	For	each	phase	of	

the	Audit	Roadmap	or	even	within	a	phase,	these	milestones	are	used	to	check	

whether	an	audit	step	or	work	package	has	been	completed.	he	percentage	of	

completion	is	then	compared	to	the	costs	incurred	and	the	time	taken	up	to	that	

point.

•	 Detailed	audit	planning	can	be	carried	out	at	the	activity	level	(i.e.,	process	step)	

or	 the	 auditor	 level.	 he	 overall	 perspective	 is	 achieved	 by	 summarizing	 the		

auditor	values	in	relation	to	certain	activities	or	an	audit.	For	global	or	longer-

term	special	audits,	the	most	suitable	planning	unit	will	probably	be	the	auditor	

level,	and	for	standard	audits	the	activity	level	will	tend	to	be	more	suitable	be-

cause	the	necessary	audit	processes	are	usually	standardized	in	this	case.

•	 As	part	of	monitoring,	actual	times	are	compared	with	budgeted	times,	and	the	

milestones	reached	are	set	against	plan.	If	there	are	any	variances,	suitable	mea-

sures	are	deined,	e.g.	adjustments	to	the	extent	of	the	audit	and/or	the	number	

of	auditors	deployed,	or	an	extension	of	the	time	period	for	individual	phases	or	

audit	steps.	In	order	to	enable	this	comparison,	the	audit	times	should	be	re-

corded	according	to	an	activity	catalog.	Activities	in	this	context	could	be	the	

phases	of	the	Audit	Roadmap	or	individual	process	steps,	such	as	the	creation	of	

the	work	program.	Internal	Audit	should	record	actual	times	for	each	activity,	

divided	into	core	time	and	overtime.	his	makes	actual	times	directly	compa-

rable	to	budgeted	times.

•	 A	clear	deinition	of	individual	processes	within	Internal	Audit	is	an	important	

prerequisite	for	organizational	implementation	of	audit	control.	he	deinition	

speciies	the	method	and	period	of	time	recording,	auditor	or	management	re-

sponsibility,	 the	internal	controls	and	approvals,	and	the	planning	unit.	hus,	

Internal	Audit	should	also	specify	the	account	assignment,	i.e.,	the	system	used	

for	assigning	performance	data,	and	the	diferent	updating	levels	(per	audit,	per	

audit	period,	type,	etc.).
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•	 he	 recorded	 times	 are	 used	 to	 assess	 auditor	 performance.	 Diferent	 billing	

methods	can	be	used	for	a	detailed	allocation	of	costs	incurred	to	the	individual	

audits	(for	details,	see	Section	D,	Chapter	8).	Diferent	options	generally	exist	

also	with	regard	to	budgeting.	Although	Internal	Audit	should	aim	for	audit-

related	 budgets,	 they	 will	 generally	 be	 achieved	 only	 for	 certain	 strategic	 or	

global	audits,	if	at	all.	For	this	reason,	collective	budgets	are	set	up,	which	in-

clude,	for	example,	budget	igures	per	region	or	audit	type.

•	 It	 is	also	important	to	examine	the	audit	results	based	on	planned	and	actual	

times,	 resources,	budgets,	 and	costs.	 Internal	Audit	 should	examine	critically	

whether	and	how	the	results	correlate	with	these	variables.	At	the	same	time,	

Internal	Audit	should	compare	the	planned	audit	objectives	with	those	actually	

achieved.	his	allows	Internal	Audit	to	evaluate	the	substance	of	the	audit	and	

also	guarantee	that	the	audit	result	is	in	reasonable	proportion	to	the	resources	

used.

Audit	control	can	be	mapped	along	the	Audit	Roadmap	for	every	audit.	Variances	

can	be	shown	either	through	key	performance	indicators	or	a	traic	light	system	

(where	“red”	indicates	the	variance	is	too	large,	“yellow”	indicates	medium	–	mod-

erate	diference	and	“green”	means	the	variance	is	acceptable).	Aggregated	informa-

tion	on	individual	audit	types,	periods,	regions,	etc.	is	of	particular	interest.	hus,	

audit	control	is	also	enabled	to	perform	analyses	according	to	diferent	dimensions.	

For	example,	budgeted	and	actual	 times	can	be	aggregated	per	phase	 for	certain	

audit	 types,	or	by	 topic	and	region,	 in	order	 to	obtain	a	more	accurate	basis	 for	

planning.	his	allows	Internal	Audit	to	allocate	resources	quickly	and	provides	the	

ability	 to	exercise	better	control	over	audit	 eiciency.	Moreover,	 it	 forms	a	good	

basis	for	an	integrated	benchmarking	system	and	a	balanced	scorecard	(see	Section	

D,	Chapter	7).

he	audit	lead	and	the	Audit	Manager	in	charge	are	responsible	for	audit	con-

trol.	he	Audit	Manager	must	stay	involved	in	monitoring	the	progress	of	audits	

and	intervene	if	there	are	signiicant	variances.	to	this	end,	Internal	Audit	can	de-

ine	thresholds	within	the	department	to	specify	at	what	stage	the	Audit	Manager	

and	the	CAE	have	to	be	informed	or	take	action.	Internal	Audit	also	should	con-

sider	 to	what	extent	 the	Board	and/or	 the	Audit	Committee	should	be	 involved.	

generally,	summarized	information	regarding	audit	progress	should	be	provided	to	

these	bodies	at	 least	twice	a	year,	using	an	overall	status	report	that	 lists	all	con-

ducted	and	ongoing	audits	(see	Section	B,	Chapter	5.5).

HInts	AnD	tIPs	 ;

•	 Auditors	should	always	record	costs	as	accurately	as	possible	and	allocate	them	

to	the	speciied	planning	units.

•	 Auditors	should	regularly	review	the	results	of	audit	control	analysis	together	

with	the	audit	lead	in	charge	and	discuss	the	causes	of	any	unusual	items.
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12	 Marketing	of	Internal	Audit	
12.1 Internal Marketing

Key	PoInts	 •••

•	 By	providing	quality	audit	results	quickly	and	making	objective	and	useful	rec-

ommendations,	Internal	Audit	can	efectively	market	itself	throughout	the	or-

ganization.

•	 To	reach	all	those	with	an	active	or	passive	interest,	Internal	Audit	should	ofer	

diferent	forms	of	information.

•	 Internal	Audit	should	use	the	company’s	intranet,	distribute	printed	documents,	

hold	information	events,	and	draw	attention	to	its	work	in	publications.

•	 Audit	surveys	are	also	part	of	Internal	Audit’s	internal	marketing.

Internal	Audit	performs	its	activities	as	staf	department	of	the	Board	and	provides	

audit	results	to	the	auditees	on	a	conidential	basis.	he	best	form	of	marketing	for	

Internal	Audit	is	to	make	the	results	of	any	type	of	audit	available	as	quickly	as	pos-

sible	and	in	the	best	possible	quality.	he	reliability	and	objectivity	associated	with	

such	a	practice	are	recognized	by	the	organization	and	help	the	department	build		

a	relationship	of	trust.	Compliance	with	the	audit	principles	and	a	convincing	re-

porting	system	help	safeguard	the	department’s	reputation	across	all	levels	of	the	

organization.

A	second	internal	marketing	technique,	which	should	occur	naturally	as	a	result	

of	 an	 efective	 audit	 process,	 is	 the	 implementation	 of	 all	 the	 recommendations	

from	the	audit	report.	If	the	audit	results	are	integrated	into	corporate	processes	as	

expertly	motivated	and	objectively	value-adding	propositions,	they	will	have	a	pos-

itive	inluence	on	how	Internal	Audit	is	perceived	throughout	the	company.

Internal	Audit	cannot	exist	outside	today’s	networked	communication	and	me-

dia	landscape.	In	order	to	reach	all	those	with	an	active	or	passive	interest,	Internal	

Audit	must	ofer	diferent	forms	of	information.	Sometimes	other	employees	in	the	

company	are	not	aware	of	the	existence	of	an	internal	audit	department	or	they	may	

have	the	wrong	impressions	of	how	the	department	works	and	are	therefore	reluc-

tant	to	engage	it	for	certain	tasks.	herefore,	Internal	Audit	should	actively	promote	

the	fact	that	it	is	available	to	help	with	many	types	of	problems	and	can	be	involved	

in	inding	a	solution.	To	this	end,	all	the	instruments	that	can	build	communicative	

relationships	should	be	used.

he	intranet	is	of	particular	importance	in	this	regard	because	it	can	be	used	to	

provide	the	following:

•	 information	about	the	department,

•	 services	ofered,

•	 audit	principles	and	standards,

•	 process	model,
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•	 forms,	e.g.,	an	audit	request,	and

•	 reports	for	the	Board	members	and	strategic	management.

his	ensures	that	all	levels	in	the	company	can	use	the	intranet	to	get	information	

about	Internal	Audit	as	needed.

Other	 information	 media	 used	 for	 internal	 marketing	 include	 printed	 docu-

ments,	such	as	the	Internal	Audit	charter	or	a	white	paper,	which	contains	a	short	

summary	of	important	information	about	Internal	Audit.	A	comprehensive	inter-

nal	audit	handbook	is	another	internal	marketing	instrument,	as	is	a	peer	review	of	

the	department,	 including	certiication	and	publication	of	results	(see	Section	D,	

Chapter	9).

Training	and	information	events	showcasing	Internal	Audit	are	also	important.	

hey	can	take	the	form	of	employee	training	or	speciic	department	presentations.	

hese	 events	 should	 provide	 general	 information	 about	 audit	 work	 to	 as	 many	

employees	 as	 possible	 in	 order	 to	 highlight	 the	 value	 speciic	 to	 their	 unit	 that	

Internal	Audit	can	add	and	encourage	them	to	cooperate	actively	with	the	depart-

ment.

Another	 form	of	 internal	marketing	 is	 the	publication	of	articles	 in	 in-house	

communication	media.	At	SAP,	publications	 that	 support	 internal	marketing	 in-

clude	the	GIAS	Letter	and	the	annual	report	to	the	Audit	Committee	(see	Section	

B,	Chapter	5.4.1).	Senior	management	circulars	should	also	be	used	to	provide	in-

formation	about	general	audit	results	and/or	present	Internal	Audit’s	involvement	

in	higher-level	issues.	In	order	to	protect	employees	and	safeguard	their	interests,	

audit	results	should	be	used	as	a	basis	for	new	guidelines,	with	reference	to	Internal	

Audit	if	appropriate.

Audit	surveys,	which	the	auditees	complete	ater	the	audit	has	been	conducted,	

are	also	part	of	Internal	Audit’s	internal	marketing	(see	Section	D,	Chapter	7.2.2).		

A	Board	summary	of	the	results	the	department	has	achieved	in	the	audit	surveys	

can	also	promote	Internal	Audit’s	work.	Consolidated	results	can	also	be	included	

in	presentations	for	other	departments.

HInts	AnD	tIPs	 ;

•	 Auditors	should	check	whether	publications	about	internal	auditing	can	be	used	

for	in-house	communication.

•	 Auditors	should	determine	what,	in	their	view,	are	the	most	important	informa-

tion	channels	and	optimize	their	use	by	Internal	Audit.

LInKs	AnD	RefeRenCes	 e

•	 SeArS,	B.	2002.	Internal Auditing Manual.	New	York,	NY:	Warren,	Gorham	&	Lamont.
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12.2 External Marketing

Key	PoInts	 •••

•	 By	 cooperating	 with	 external	 institutions,	 Internal	 Audit	 can	 demonstrate	 its	

compliance	with	external	requirements	and	also	contribute	to	developing	these	

requirements	further.

•	 Other	signiicant	external	marketing	instruments	of	Internal	Audit	are	the	pub-

lication	of	papers,	the	development	of	sotware	solutions	for	internal	auditing,	

and	participation	in	benchmarking	studies.

•	 Training	events	are	also	a	good	way	to	present	 the	 internal	audit	department	

outside	the	organization.

Internal	Audit’s	processes	are	not	only	governed	by	internal	requirements,	but	are	

also	subject	to	signiicant	external	inluences,	such	as	laws,	guidelines,	and	statutes.	

By	cooperating	with	the	relevant	external	institutions,	Internal	Audit	can	demon-

strate	its	acceptance	of	and	compliance	with	these	requirements	and	also	contribute	

to	 developing	 them	 further.	 By	 presenting	 and	 publishing	 papers,	 and	 holding	

workshops,	Internal	Audit	can	draw	attention	to	important	issues	and	provide	crit-

ical	support	as	it	drives	the	development	of	possible	solutions.	his	is	an	important	

element	 of	 this	 department’s	 external	 marketing,	 because	 it	 also	 supports	 new	

trends	in	higher-level	company-wide	positioning,	e.g.	thought	leadership,	corpo-

rate	citizenship,	and	reputation	management.

Contributions	 to	 professional	 journals	 generate	 interest	 and	 promote	 under-

standing	for	the	functions	of	Internal	Audit,	even	beyond	the	group	of	people	who	

are	directly	afected.	In	addition,	Internal	Audit’s	external	marketing	may	include	

compiling	 comprehensive	 scientiic	 publications	 and	 recommending	 them	 as	

practice-based	audit	standards	in	the	form	of	an	internal	audit	handbook.	Other	

information	media,	such	as	CDs	or	DVDs	with	didactic	content	and	practical	ex-

amples	support	such	concepts.

Under	certain	circumstances,	some	internal	audit	departments	may	also	con-

sider	the	option	of	developing	standard	sotware	for	internal	auditing.	A	successful	

market	launch	would	result	in	marketing	the	company’s	internal	audit	department,	

because	it	will	have	piloted	the	sotware.	he	pilot	version	would	be	used	to	deine	

a	standard	application	for	internal	auditing.	It	would	therefore	be	regarded	as	refer-

ence	for	subsequently	introducing	the	sotware	in	other	companies.

Participation	in	sector-based	or	cross-sector	benchmarking	activities	through	key	

performance	indicator	analysis	and	appropriate	studies	is	another	form	of	external	

marketing	because	it	shows	how	Internal	Audit	is	positioned	within	its	own	company	

and	in	comparison	to	other	companies.	Participation	in	benchmarking	studies	is	

also	a	commonly	used	method	to	identify	strengths	and	weaknesses.
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Training	oferings	such	as	courses,	 seminars,	and	 information	events	are	also	

popular	marketing	instruments.	Internal	Audit	can	make	important	contributions	

regarding	 topics	 such	 as	 compliance,	 SOX	 requirements,	 and	 fraud	 prevention.	

Ofering	auditor	 training	contributes	signiicantly	 to	enhancing	 the	positive	per-

ception	of	an	internal	audit	department.	Information	events	and	papers	presented	

at	universities	simultaneously	provide	an	opportunity	for	the	department	to	recruit	

future	employees.

A	comprehensive	marketing	concept	should	always	be	developed	in	coopera-

tion	and	agreement	with	 the	public	 relations	department	of	 the	organization.	 In	

order	to	disseminate	the	relevant	information	and	content	successfully	in	diferent	

international	linguistic	and	cultural	groups,	Internal	Audit	will	normally	need	to	

co-opt	 media	 experts	 with	 publishing	 experience.	 In	 addition	 to	 Internal	 Audit,		

a	company	also	has	other	important	instruments	and	institutions	to	ensure	compli-

ance,	which	may	also	be	the	subject	of	external	interest.	Accordingly,	it	is	an	impor-

tant	function	of	a	consistent	external	marketing	concept	to	achieve	a	balanced	pub-

lic	perception	of	all	the	components	and	their	interaction.

HInts	AnD	tIPs	 ;

•	 Auditors	should	seize	any	opportunity	for	external	marketing,	e.g.,	giving	talks	

on	Internal	Audit’s	special	subjects.

•	 Auditors	should	also	contribute	to	the	writing	and	publication	of	papers	on	au-

dit	topics	with	which	they	are	familiar.

•	 regular	participation	in	external	working	groups	is	recommended.
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13 Fraud Prevention

Key Points •••

•	 Fraud	can	be	committed	in	any	company.	herefore	all	companies	should	pre-

pare	their	process	structures	for	such	an	eventuality.

•	 Fraud	should	be	identiied	and	evaluated	reactively	and	proactively.	All	measures	

should	also	be	taken	for	adequate	prosecution	of	those	who	commit	fraud.

•	 An	organization	should	have	a	clear,	unambiguous	code	of	conduct.

•	 Guidelines	and	instructions	must	be	comprehensible	and	accessible	to	all	em-

ployees.

•	 An	organization	should	have	a	shared	set	of	values	and	clearly	communicate	the	

consequences	that	fraud	entails.

Every	company	must	face	the	subject	of	fraud,	irst	because	many	companies	have	

experienced	the	negative	impact	of	fraud	in	the	form	of	inancial	losses	and	damage	

to	their	image,	and	second	because	this	has	been	necessitated	by	legal	requirements	

such	as	SOX.	hus,	 it	has	become	 increasingly	 important	 to	 equip	 the	 company	

adequately	so	it	can	deal	with	such	problems.	Within	its	area	of	responsibility,	In-

ternal	Audit	investigates	and	assesses	very	diferent	types	of	incidents	and	suspected	

fraud.	Internal	Audit	is	an	integral	part	of	the	company’s	handling	of	fraud,	although	

other	departments,	 such	as	Corporate	Legal	and	Corporate	Security	are	also	 in-

volved.	To	efectively	deal	with	 fraud	 it	 is	 important	 to	have	a	clearly	 structured	

organization,	 which	 immediately	 deals	 with	 the	 relevant	 circumstances	 of	 fraud	

and	triggers,	coordinates,	and	performs	the	necessary	activities	quickly,	accurately,	

and	reliably.

he	corporate	legal	department	is	the	organizational	center	dealing	with	fraud	

at	SAP	and	is	also	known	as	“fraud	ilter.”	his	is	where	all	the	reporting	lines	come	

together	and	are	consolidated.	his	global	function	is	primarily	responsive	in	char-

acter,	because	it	initiates	action	on	the	basis	of	information	and	reports,	followed	by	

measures	taken	in	the	diferent	departments.	he	corporate	legal	department	is	also	

responsible	for	central	coordination.	Due	to	its	central	administrative	function,	it	

also	has	statistical	information	at	its	disposal,	which	is	included	in	the	fraud	pre-

vention	process.

When	 a	 fraud	 is	 suspected	 the	 Fraud	 Evaluation	 Committee	 should	 convene	

immediately,	 depending	 on	 the	 signiicance	 and	 urgency	 of	 the	 information	 or	

report.	At	SAP,	this	committee	is	made	up	of	employees	from	Internal	Audit,	Cor-

porate	Legal,	and	Corporate	Security.	he	committee	decides	which	department	is	

to	 take	 what	 action	 and	 when.	 In	 addition	 to	 such	 ad-hoc	 meetings,	 the	 Fraud	

Evaluation	Committee	should	meet	regularly	so	that	all	important	matters	can	be	

discussed	in	this	communication	forum.

With	its	global	mandate,	SAP’s	fraud	ilter	is	connected	to	diferent	communica-

tion	channels,	which	supply	information	within	the	organization.	All	SAP	employees	
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can	access	incident	reporting	mechanisms	and	the	whistleblowing	function	via	the	

intranet	and	use	these	tools	without	restriction.	he	global	compliance	organiza-

tion	provides	another	important	communication	medium.

Incident	 reporting	 is	an	 intranet-based	reporting	 tool	 that	employees	can	use	 to	

report	incidents,	although	they	cannot	report	anonymously	through	this	tool.	he	

standardized	 structure	 of	 the	 report	 covers	 all	 aspects	 of	 possible	 threats,	 from	

hacker	attack	through	asset	thet.	here	are	also	free-text	ields,	where	any	descrip-

tion	 can	 be	 added.	 Depending	 on	 the	 circumstances,	 the	 recorded	 incidents	 are	

reported	to	Corporate	Legal	and/or	Corporate	Security	and	handled	accordingly.	

incident 
Reporting

incident 
Reporting

Fig. 26 SAP Fraud Filter
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Internal	Audit	has	read	access	to	all	incident	reports	received.	Incidents	reported	

through	this	system	form	the	main	basis	 for	Fraud	Evaluation	Committee	meet-

ings.

Once	the	reported	incidents	have	been	investigated,	they	can	be	used	to	develop	

measures	to	prevent	fraud	in	the	future.	At	SAP,	the	incident	report	documentation	

is	also	used	for	the	reports	to	the	Board	and	the	external	auditors.

he	whistleblower	facility	is	a	SOX-compliant	anonymous	reporting	tool	avail-

able	 to	SAP	employees	on	 the	 intranet.	 It	 is	 intended	 for	reporting	 irregularities	

with	regard	to	revenue	recognition	and	other	inancial	data	of	SAP	(see	Section	A,	

Chapter	2.6).	

he	global	compliance	oice	is	another	point	of	contact	for	employees	and	man-

agers	that	assesses	and	handles	very	diverse	matters.	In	essence,	the	global	compli-

ance	team	drats	the	code	of	conduct	within	SAP	and	ensures	employee	compliance.	

Contraventions	of	this	code	can	be	reported	to	the	corporate	legal	department	and	

may	also	be	dealt	with	by	Internal	Audit,	depending	on	the	seriousness	of	the	cir-

cumstances.

he	fraud	allocation	matrix	is	the	working	foundation	of	the	fraud	ilter.	It	em-

bodies	the	ilter	function,	because	one	axis	lists	the	possible	threats	and	the	other	

the	departments	responsible	or	to	be	informed.	All	possible	risk	scenarios	are	listed	

here,	 from	 thet	 through	 corruption,	 so	 that	 the	 response	 can	 be	 as	 rapid	 and	

focused	as	possible.	he	scenarios	exist	in	overview	format	and	in	detail	for	each	

department.

At	SAP,	Internal	Audit,	Corporate	Legal,	and	Corporate	Security	are	the	primary	

departments	involved	in	fraud	investigations.	Like	a	rapid	response	group,	the	audit	

teams	of	Internal	Audit	are	in	a	position	to	act	promptly	whenever	necessary	in	any	

local	subsidiary	or	business	unit	of	SAP.	In	special	circumstances,	Internal	Audit	

can	also	engage	external	persons	and	service	providers,	usually	detectives,	forensic	

experts,	or	attorneys.

SAP’s	fraud	prevention	model	forms	an	integral	part	of	its	organizational	and	

operational	 structures.	 From	 Internal	 Audit’s	 perspective,	 the	 fraud	 prevention	

model’s	company-wide	elements,	such	as	the	SAP	Code	of	Business	Conduct,	play	

as	critical	a	role	as	its	audit-speciic	elements.	he	basic	stages	of	the	model	have	

been	 institutionalized,	 for	 example	 through	 global	 guidelines	 and	 the	 Code	 of	

Business	Conduct,	and	are	coherent	and	comprehensible	for	all	employees	of	the	

organization.	his	is	important,	because	it	 is	 impossible	to	implement	or	comply	

with	guidelines	that	are	not	known	or	understood.	Overall,	the	fraud	prevention	

model	 should	 be	 regarded	 as	 a	 cycle,	 because	 the	 process	 is	 driven	 and	 supple-

mented	to	a	signiicant	extent	by	past	experience.	Any	weaknesses	that	occur	must	

be	 eliminated	 as	 part	 of	 the	 process	 and	 lead	 to	 an	 overall	 improvement	 at	 the	

various	levels.	his	relects	the	model’s	top-down	and	bottom-up	approach,	which	

gives	it	the	necessary	lexibility.
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Organizational	guidelines	provide	a	framework	of	conduct	for	an	organization	and	

its	employees.	hey	should	provide	instructions	for	all	business	units,	transactions,	

and	organizational	units	and	must	not	contravene	prevailing	laws	and	regulations.	

In	addition	to	the	actual	instructions,	the	following	items	should	be	made	clear	and	

documented	accordingly:

•	 objective,

•	 beneits,

•	 strategic	contribution,

•	 risk	in	case	of	non-compliance,

•	 area	of	application	and	target	group,

•	 conidentiality,

•	 consequences	of	non-compliance,

•	 implementation	and	enforcement,	and

•	 responsibility	for	the	guideline.

SAP’s	guidelines,	such	as	the	Code	of	Business	Conduct,	are	accessible	to	all	em-

ployees	on	the	intranet,	and	the	persons	responsible	for	the	relevant	guideline	are	

available	for	queries.	he	rules	provided	therein	are	subject	to	a	permanent	updating	

GuidelinesGuidelines

Fig. 27 Fraud Prevention Model Overview
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process	and	represent	the	latest	version.	his	transparency	and	availability	facilitates	

audit	work	signiicantly,	because	the	guidelines	provide	a	ixed	point	of	reference.

he	SAP	Code	of	Business	Conduct	applies	to	all	SAP	employees	around	the	

globe.	It	assesses	and	regulates	how	to	deal	with	potential	conlict	relating	to	em-

ployees,	 customers,	 partners,	 and	 suppliers.	 he	 code	 of	 conduct	 also	 provides	

guidance	on	how	to	resolve	conlict	that	arises	from	related-party	dealings.

In	addition	to	the	fundamental	guidelines	and	instructions,	another	important	

criterion	is	whether	and	to	what	extent	employees	are	aware	of	matters	relating	to	

fraud.	An	organization	must	use	diferent	communication	elements	 to	alert	 em-

ployees	 of	 fraudulent	 activities	 or	 rules	 regarding	 fraud	 adequately.	 Information	

and	communication	that	comes	from	the	Board	receives	special	priority	and	atten-

tion.	Any	communication	generally	should	conform	to	the	corporate	philosophy	

and	culture.	It	is	also	important	to	highlight	clearly	the	consequences	of	any	contra-

vention	of	the	guidelines.

Knowledge	of	communication	channels,	such	as	incident	reporting	or	the	whis-

tleblower	facility,	heightens	employees’	awareness	of	the	guidelines.	he	communi-

cation	 channels	 to	 the	 fraud	 ilter,	 which	 activates	 the	 organization’s	 response	

system,	will	only	function	once	the	guidelines	have	been	positioned	in	a	clear	and	

comprehensible	way	and	the	employees	are	aware	of	their	responsibility.

he	work	of	Internal	Audit,	which	acts	by	conducting	speciically	designed	audits,	

is	based	on	the	cornerstones	described	above.	Due	to	Internal	Audit’s	proactive	ap-

proach,	the	department	forms	part	of	SAP’s	prevention	program.	Internal	and	exter-

nal	 empirical	 values	 are	 one	 basic	 element	 of	 proactive	 audits,	 and	 the	 results	 of	

testing	internal	controls	in	accordance	with	SOX	are	another	source	of	information.

Furthermore,	preventive	audit	ieldwork	focuses	on	the	following	processes	and	

content	elements:

•	 income	statement,	expenses,	and	costs,

•	 accounts	receivable,

•	 accounts	payable,

•	 purchasing,	procurement,	invitations	to	bid,

•	 capital	expenditure,

•	 payroll,

•	 external	services	and	service	contracts,	and

•	 areas	where	bribery	and	corruption	is	possible.

Consequence	 management	 and	 its	 communication	 in	 the	 organization	 form	 the	

apex	of	the	prevention	model.	he	reports	and	memorandums	of	Internal	Audit	are	

the	starting	point	for	consequences	and	the	resulting	communication.	In	addition	

to	 any	 criminal	 charges,	 the	 consequences	 of	 economic	 crime	 or	 incidents	 that	

cause	 loss	 to	 the	 company	 are	 mostly	 of	 a	 disciplinary	 or	 organizational	 nature.	

Consequences	must	be	applied	uniformly,	without	 favoritism	and	 irrespective	of	

hierarchy	levels.	he	line	taken	on	consequences	is	communicated	throughout	the	
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organization	and	thus	creates	a	ixed	set	of	values	on	which	the	entier	fraud	preven-

tion	model	is	based.

SAP’s	internal	audit	department	is	part	of	the	anti-fraud	process	structure,	be-

cause	 it	 takes	 on	 key	 tasks	 in	 investigating	 cases	 of	 loss	 caused	 to	 the	 company.	

Internal	Audit	conducts	audits	proactively	as	part	of	the	annual	audit	plan	under	

the	fraud	prevention	model,	but	also	reactively	when	initiated	by	a	request.	Such	a	

request	can	be	made	through	the	communication	media	mentioned	earlier	or,	most	

commonly,	directly	through	the	fraud	ilter.	Reactive	audits	are	normally	conducted	

ad	hoc	and	require	ieldwork	to	be	started	immediately.	Depending	on	the	circum-

stances,	Internal	Audit	can	also	merely	initiate	a	pre-investigation.	his	procedure	

is	mapped	in	an	Audit	Roadmap	developed	speciically	for	this	purpose	(see	Sec-

tion	B,	Chapter	B.7.2).

he	fraud	Scope	is	an	intentionally	comprehensive	presentation	of	all	potential	

circumstances	that	are	conceivable	in	relation	to	actions	that	cause	loss	to	the	com-

pany.	In	outline,	the	Scope	has	both	a	process	orientation	and	a	fraud	orientation,	

allowing	Internal	Audit	to	identify	potential	risks	at	process	level	as	well	as	vulner-

able	organizational	units	and	accounts	at	fraud	level.	Based	on	the	Scope,	a	lexible	

work	program	is	adjusted	or	supplemented	for	each	audit.	Speciic	emphases	can	

also	be	relected	in	and	supported	by	the	level	of	detail	of	the	work	program.	Work	

programs	are	compiled	and	 implemented	 for	both	reactive	and	proactive	audits.	

here	are	pre-drated	work	programs	for	particularly	vulnerable	processes,	which	

merely	need	adjustment	to	the	speciic	circumstances.	his	makes	it	easier	to	pre-

pare	for	reactive	audits	and	saves	time.

When	the	audit	team	begins	ieldwork	without	knowing	the	details	of	a	fraud	

case,	the	extent	of	loss,	or	the	persons	involved,	an	appropriate	action	guide	should	

be	followed	irst.	his	guide	is	used	to	collate	facts	and	carry	out	structured	research	

and	investigations.	As	details	of	the	incident	are	entered,	an	initial	picture	of	events	

emerges.	he	action	guide	is	a	structured	method	of	giving	the	audit	team	an	initial	

overview.	 Individual	 issues	 complete	 the	 picture	 and	 signal	 the	 next	 action	 and		

audit	steps.	he	action	guide	can	also	be	used	as	a	documentation	vehicle	and	sub-

sequent	working	paper	and	fraud	summary,	even	if	the	facts	are	not	yet	known.	he	

action	guide	collates	the	following	information:

•	 persons	and	companies	involved,

•	 relationships	and	links	among	persons	and	companies,

•	 timeline	of	events,

•	 documents	and	systems	afected,

•	 quantiication	and	qualiication	of	extent,

•	 accounting	estimate,	and

•	 link	to	previous	or	similar	incidents.

Internal	Audit	interviews	the	people	who	are	afected	or	involved	in	the	incident.	

hroughout	the	investigation,	suspected	employees	can	also	be	questioned.	If	the	

interviews	reveal	that	employees	are	guilty	and	have	directly	or	indirectly	admitted	
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their	guilt,	the	result	of	the	interviews	is	of	critical	importance	for	reporting	and	

documenting	the	case.	Interviews	should	always	be	conducted	by	two	auditors	in	

order	to	ensure	that	the	evidence	is	authentic.

In	the	course	of	their	ieldwork,	auditors	may	have	contact	with	external	third	

parties,	e.g.,	 the	police	or	the	district	attorney’s	oice.	It	 is	 important	to	conduct	

these	talks,	or	at	least	prepare	for	them,	together	with	the	corporate	legal	depart-

ment.	he	employees’	privacy	must	be	protected,	which	is	why	Internal	Audit	does	

not	publicize	the	suspected	fraud	or	voice	any	suspicions,	but	rather	hands	over	the	

collected	facts	relevant	for	the	case.

In	addition	to	 interviews	and	system	tests,	which	are	primarily	performed	 in	

SAP	AIS,	depending	on	the	speciic	case,	background	checks	on	the	facts,	and	the	

people	and	companies	involved	are	also	important.	Taking	the	relevant	data	protec-

tion	regulations	into	account,	the	data	sources	for	background	checks	include:

•	 commercial	register,

•	 national	and	international	internet	databases,

•	 press	databases,

•	 solvency	checks,	and

•	 detective	agencies	and	credit	bureaus.

All	documents	related	to	the	allegations	or	the	matter	being	investigated	must	be	

iled.	hey	should	be	available	at	all	times	and	presented	in	such	a	way	that	they	can	

be	understood	by	third	parties.	Internal	Audit’s	reports	always	conform	to	the	nor-

mal	reporting	guidelines.	his	requires	that	Internal	Audit	produce	implementation	

reports	or	memorandums,	which	at	SAP	are	forwarded	to	the	CEO,	the	respective	

Board	member	and	any	other	involved	parties.	However,	other	reports	may	also	be	

used,	particularly	in	cases	of	fraud	and	their	solution.	hese	include:

•	 expert	reports	and	surveys,

•	 analyses	of	forensic	investigations,

•	 analyses	of	(backed-up)	data,

•	 legal	reports,

•	 witness	statements,

•	 background	and	research	reports,	and

•	 reports	from	third	parties,	e.g.,	detectives.

hese	reports	are	normally	produced	and	commissioned	in	consultation	with	the	

corporate	legal	department	and	are	protected	by	the	attorney-client	privilege.	he	

legal	department	also	helps	clarify	and	ascertain	that	they	can	be	used	in	a	court	of	

law	and	criminal	prosecution.

Hints AnD tiPs ;

•	 Auditors	must	understand	clearly	that	fraud	can	occur	anywhere	any	time.

•	 Functioning	communication	structures	and	clearly	assigned	responsibilities	are	

very	important	with	regard	to	fraud	prevention	and	investigation.

Contact with external 
third Parties
Contact with external 
third Parties

Background ChecksBackground Checks

Reporting  
and Documentation
Reporting  
and Documentation
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14	 Services	Provided	by	Internal	Audit	Relating		
to	the	Sarbanes-Oxley	Act

14.1 General Principles

14.1.1 Legal Framework

Key	POIntS	 •••

•	 SOX	was	passed	by	the	United	States	Congress	in	2002	with	an	aim	to	protect	

investors	and	restore	the	public’s	conidence	in	the	capital	markets.

•	 Among	the	many	provisions	of	SOX,	sections	302	and	404	of	SOX	are	of	par-

ticular	importance	to	internal	auditors.

•	 SOX	section	302	makes	management,	particularly	 the	CEO	and	the	CFO,	re-

sponsible	for	the	compliance	of	the	company’s	inancial	reports.

•	 To	meet	 these	obligations,	SOX	section	404	requires	management	 to	provide	

evidence	 that	all	 core	business	processes	 relevant	 to	 the	inancial	 reports,	 in-

cluding	the	internal	controls,	are	documented	and	efective.

•	 In	addition,	SOX	has	created	the	Public	Company	Accounting	Oversight	Board,	

or	PCAOB.

In	recent	years,	there	has	been	a	marked	increase	in	uncertainty	among	investors,	

especially	small	investors,	about	the	compliance	of	inancial	reports	and	the	man-

agement	of	companies.	In	part,	this	is	because	of	several	highly	publicized	cases	of	

companies	manipulating	inancial	statements	and	collapsing	as	a	result.	In	many	

cases,	it	was	shown	clearly	that	the	causes	were	mismanagement	and	fraudulent	acts,	

resulting	in	severe	losses	for	shareholders.	hese	events	led	to	a	serious	loss	of	trust	

among	investors	in	capital	markets	around	the	world.	In	the	United	States,	these	

developments	are	of	particular	importance,	because	equity	investments	play	an	im-

portant	role	in	the	pension	arrangements	for	the	entire	population.	At	the	same	time,	

they	damaged	the	public’s	conidence	in	companies	in	general	and	their	corporate	

governance	structures.	he	U.S.	government	responded	in	2002	by	passing	the	Sar-

banes-Oxley	Act	(SOX).

he	purview	of	SOX	covers	all	U.S.	companies	registered	with	the	U.S.	Securities	

and	Exchange	Commission	(SEC),	including	their	foreign	subsidiaries,	as	well	as	

foreign	companies	listed	in	the	United	States	(e.g.,	foreign	private	issuers,	such	as	

SAP).	Although	U.S.-based	companies	have	had	to	fulill	the	provisions	of	section	

404	of	SOX	(see	Section	C,	Chapter	8)	since	November	15,	2004,	certain	concessions	

apply	to	foreign	private	issuers,	requiring	them,	among	other	things,	to	apply	SOX	

404	only	to	iscal	years	ending	ater	July	15,	2006.	he	act	contains	detailed	require-

ments	on	reporting,	also	with	regard	to	the	efectiveness	of	internal	controls,	sets	

new	standards	for	management	responsibility	and	accountability,	increases	trans-

parency,	and	lays	down	rules	for	proper	business	conduct.	he	application	of	SOX	

is	to	ensure	compliant	reporting	and	restore	the	conidence	of	all	stakeholders	in	

good	corporate	governance	and	management.

Loss	of	trustLoss	of	trust

Purview	of	SOXPurview	of	SOX
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he	introduction	and	establishment	of	this	sophisticated	set	of	rules	poses	new	

challenges	for	Internal	Audit.	Oten,	its	provisions	lead	to	the	restructuring	or	re-

alignment	 of	 individual	 areas	 of	 responsibility	 and	 the	 associated	 tasks.	 As	 an	

NYSE-listed	and	therefore	SEC-registered	company,	SAP	–	and	by	extension	also	

GIAS	–	must	face	the	challenges	of	implementing	SOX.

In	this	context,	two	sections	of	SOX	are	of	key	importance	to	Internal	Audit:

•	 SOX	section	302	(“Corporate	responsibility	for	inancial	reports”)	mandates	that	

internal	control	procedures	are	established,	maintained,	and	evaluated	to	ensure	

full	and	accurate	inancial	disclosure	that	efectively	relects	the	inancial	posi-

tion	of	the	company.	A	prerequisite	for	this	is	that	all	information	is	captured	

properly	and	in	a	timely	manner	so	that	the	CEO	and	CFO	have	access	to	this	

data	in	time	to	enable	them	to	certify	that	the	inancial	reports	are	compliant.	

Both	 oicers	 are	 required	 to	 sign	 an	 aidavit	 to	 conirm	 the	 efectiveness	 of	

these	 controls	 and	 procedures	 and	 make	 known	 every	 incident	 of	 fraud	 that	

afects	management	or	other	employees	materially	involved	in	the	internal	con-

trol	system,	irrespective	of	its	seriousness.	By	signing	the	aidavit,	these	oicials	

assume	personal	responsibility	for	the	accuracy	of	the	company’s	inancial	in-

formation	as	published	in	all	annual	and	interim	inancial	statements.

•	 he	implementation	of	SOX	section	404	(“Management	assessment	of	internal	

controls”)	requires	the	greatest	efort	to	ensure	compliance	with	the	regulation.	

It	requires	management	to	produce	an	internal	control	report	that	airms	that	

management	has	established	and	monitors	an	internal	control	system	and	docu-

ments	and	assesses	the	efectiveness	of	the	internal	controls.	his	is	to	ensure	

that	all	inancial	statements	are	produced	according	to	the	applicable	account-

ing	principles	and	misstatements	in	the	inancial	statements	are	avoided.	SOX	

section	404	covers	all	internal	controls	relating	to	inancial	reporting.	Evidence	

of	the	efectiveness	of	this	control	system	must	be	provided	annually	as	part	of		

a	process	speciically	instituted	for	this	purpose.	A	management	report	conirm-

ing	 the	 efectiveness	 of	 the	 internal	 control	 system,	 certiied	 by	 the	 external		

auditors,	must	be	submitted	annually	to	the	SEC.

he	Public	Company	Accounting	Oversight	Board	(PCAOB)	has	also	been	intro-

duced	as	a	result	of	SOX.	Newly	established	by	SOX	section	103	(“Auditing,	quality	

control	and	independence	standards	and	rules”)	in	2002,	the	PCAOB	is	a	private-

sector,	non-proit	corporation	to	oversee	both	U.S.	and	foreign	auditors	of	public	

companies.	All	auditors	and	public	accounting	irms	that	prepare	audit	reports	for	

issuers	governed	by	SOX	must	register	with	the	board.	his	ends	the	self-regulation	

of	public	accountants	in	the	United	States.	he	PCAOB	is	supervised	by	the	SEC	

and	takes	on	investigative	and	disciplinary	powers	over	public	accountants:	Under	

the	provisions	of	SOX,	it	monitors	compliance	with	the	existing	standards	of	a	pro-

fession,	but	it	also	has	far-reaching	powers	to	formulate	new	standards,	i.e.,	it	can	

set	auditing,	quality	control,	ethics,	and	independence	standards,	which	must	all	be	

complied	with.	In	addition,	the	PCAOB	can	conduct	quality	inspections	of	regis-

tered	auditors	and	public	accounting	irms.

Signiicance		
for	Internal	Audit

Signiicance		
for	Internal	Audit

Key	RequirementsKey	Requirements

SOX	302	SOX	302	

SOX	404	SOX	404	

PCAOBPCAOB
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HIntS	AnD	tIPS	 ;

•	 Auditors	should	familiarize	themselves	with	the	main	elements	of	the	relevant	

sections	of	SOX.

•	 In	the	future,	auditors	will	need	to	focus	even	more	on	the	completeness	of	the	

internal	controls,	especially	with	regard	to	risk	cover	and	inancial	reporting.

LInKS	AnD	RefeRenCeS	 e

•	 DElOITTE.	2005.	Optimizing the Role of Internal Audit in the Sarbanes-Oxley Era.	www.de-

loitte.com/dtt/cda/doc/content/us_ERS_Internal%20Audit%20POV.pdf	(accessed	May	31,	

2007).

•	 GRAY,	G.	l.	2004.	Changing Internal Audit Practices in the New Paradigm: he Sarbanes-

Oxley Environment. Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 HAUSER,	D.,	R.	HOPkINS,	AND	 H.	lEIBUNDGUT.	2004.	he	Sarbanes-Oxley	Act	

and	the	Role	of	Internal	Audit.	Der Schweizer Treuhänder	(December	2004):	1057-1065.

•	 INSTITUTE	OF	INTERNAl	AUDITORS.	2004. Internal Auditing’s Role in Sections 302 

and 404 of the U.S. Sarbanes-Oxley Act of 2002.	Altamonte	Springs,	Fl:	he	Institute	of	

Internal	Auditors.

•	 PUBlIC	 COMPANY	 ACCOUNTING	 OVERSIGHT	 BOARD	 (PCAOB).	 2004.	 Au-

diting Standard No. 2: An Audit of Internal Control Over Financial Reporting Performed  

in Conjunction With an Audit of Financial Statements. http://www.pcaobus.org/Stan-

dards/Standards_and_Related_Rules/Auditing_Standard_No.2.aspx	 (accessed	 May	 31,	

2007).

•	 PUBlIC	 COMPANY	 ACCOUNTING	 OVERSIGHT	 BOARD	 (PCAOB).	 Staf Ques-

tions and Answers: Auditing Internal Control over Financial Reporting. http://www.pcaob.

org/standards/staf_questions_and_answers/2005/01-21.pdf	(accessed	May	31,	2007).

•	 ROTH,	 J.	 AND	 D.	 ESPERSON.	 2003.	 Internal Audit’s Role in Corporate Governances: 

Sarbanes Oxley Compliance. Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.		

•	 U.S.	CONGRESS.	2002.	Sarbanes-Oxley Act of 2002. 107th Congress of the United States of 

America. HR 3763. Washington	DC:	Government	Printing	Oice.

14.1.2 COSO Requirements

Key	POIntS	 •••

•	 he	COSO	Internal	Control	framework	is	a	non-binding	recommendation	for	

establishing	an	internal	control	system.

•	 Visually,	the	model	is	presented	in	the	form	of	the	COSO	cube	to	illustrate	the	

overlapping	relationships	between	the	objectives,	components	and	levels	of	the	

organization.

•	 An	implemented	internal	control	system	should	cover	all	COSO	components	in	

order	to	meet	the	requirements	of	SOX	404.
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When	the	Committee	of	Sponsoring	Organizations	of	the	Treadway	Commission	

(COSO),	founded	in	1985,	conducted	a	study	of	fraudulent	inancial	reporting	in	

1992,	 it	 developed	 a	 concept	 that	 provides	 a	 non-binding,	 generally	 applicable	

framework	to	support	companies	in	establishing,	using,	monitoring,	and	assessing	

their	internal	control	systems.	It	speciies	a	standard	deinition	of	an	internal	con-

trol	system,	thus	ensuring	that	inancial	reports	are	comparable	and	of	high	quality.	

Under	the	COSO	framework,	an	internal	control	system	has	three	key	objectives:

•	 efectiveness	and	eiciency	of	operations,

•	 reliability	of	inancial	reporting,	and

•	 compliance	with	applicable	laws	and	regulations.

Internal	Audit	also	pursues	these	objectives	as	part	of	the	internal	monitoring	sys-

tem	(see	Section	A,	Chapter	1.2).

he	following	diagram	shows	a	modiied	version	of	the	COSO	cube.	It	demon-

strates	that	an	internal	control	system	is	shaped	by	the	characteristics	of	diferent	

internal	control	components,	which	are	necessary	to	achieve	the	above	key	objec-

tives.	he	components	are:	

•	 Control	Environment,

•	 Risk	Assessment,

•	 Control	Activities,

•	 Information	and	Communication,	and

•	 Monitoring.

he	third	dimension	comprises	all	the	processes	and	company	units	for	which	the	

achievement	of	objectives	must	be	ensured	through	the	operative	control	compo-

nents.

COSO	frameworkCOSO	framework

COSO	CubeCOSO	Cube

Fig. 28 COSO Cube (COSO IC)

Adapted	from	SOX-Online,	www.SOX-online.com/COSO_cobit_COSO_cube-old.html

Copyright	©	1992	by	the	Committee	of	Sponsoring	Organizations	of	the	Treadway	Commission
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he	COSO	Internal	Control	framework	(COSO	IC)	provides	a	comprehensive	view	

of	the	dimensions	of	the	internal	control	system	and	its	implementation	activities.	

COSO	IC	represents	a	global	standard	for	the	internal	control	system	to	be	estab-

lished	under	SOX	and	ensures	that	the	installed	systems	are	consistent,	measurable,	

and	 comparable.	 An	 expanded	 model,	 the	 COSO	 Enterprise	 Risk	 Management	

framework	(COSO	ERM)	has	since	been	developed,	speciically	deined	for	the	in-

terests	of	a	comprehensive	risk	management	system	in	the	company	(see	Section	A,	

Chapter	1.3).	he	main	additions	relate	to	objectives	of	the	organization	(e.g.,	stra-

tegic	objectives	have	been	added)	and	the	internal	control	components	(e.g.,	objective	

setting,	determining	risk	appetite,	and	event	identiication	have	been	added).

he	control	environment	 is	 the	 foundation	 for	 the	other	 four	components.	 It	

relects	the	corporate	culture	and	the	monitoring	activities	performed	by	the	super-

visory	 bodies	 in	 order	 to	 inluence	 the	 control	 consciousness	 of	 the	 company’s	

people.	Control	environment	factors	include	integrity,	ethical	values,	management’s	

operating	style,	delegation	of	authority	systems,	as	well	as	the	processes	for	manag-

ing	and	developing	people	within	the	organization.

A	precondition	to	risk	assessment	is	the	identiication	and	establishment	of	con-

sistent	internal	objectives.	All	risks	that	can	afect	the	achievement	of	business	targets	

must	be	identiied,	documented,	and	evaluated	during	risk	assessment,	and	appro-

priate	actions	for	mitigation	must	be	speciied.	his	comprehensive	risk	assessment	

concept	is	a	prerequisite	for	determining	how	the	risks	should	be	managed.

Control	activities	are	the	policies	and	procedures	that	help	ensure	management	

directives	relating	to	risk	identiication	and	control	are	understood	and	carried	out	

within	the	company.	he	actual	implementation	and	documentation	of	these	con-

trols	are	a	prerequisite	for	an	efective	response	to	risks	and	also	serve	as	concrete	

evidence	of	control	activities	for	the	external	auditors.	For	this	reason,	control	ac-

tivities	are	a	key	component	of	the	SOX	404	provisions.

Intra-company	communication	of	relevant	information	guarantees	appropriate	

decision-making	by	management,	on	the	basis	of	the	results	produced	by	the	inter-

nal	control	system.	All	employees	must	be	aware	of	this	with	regard	to	their	area	of	

responsibility	 within	 the	 internal	 control	 system.	 A	 functioning	 internal	 control	

system	is	thus	only	possible	if	there	is	a	suitable	information	system.

In	view	of	the	constantly	changing	parameters	for	the	internal	control	system,	

the	system	must	be	permanently	monitored	to	ensure	it	is	efective	at	all	times.	his	

process	involves	above	all	management,	the	Board	of	Directors,	Internal	Audit,	and	

all	responsible	employees.

SOX	 requires	 that	 organizations	 implement	 a	 formal	 internal	 control	 frame-

work.	While	COSO	IC	is	not	explicitly	required,	it	is	suggested	and	recommended	

as	an	example	of	an	appropriate	framework.	Further,	survey	evidence	suggests	that	

this	 framework	 is	 the	 most	 commonly	 adopted	 by	 companies	 that	 must	 comply	

with	SOX.	In	order	to	meet	the	requirements	of	SOX	404	with	regard	to	the	conir-

mation	of	the	efectiveness	of	the	internal	controls,	it	is	important	that	an	installed	

COSO	IC	and	COSO	eRMCOSO	IC	and	COSO	eRM

Control	environmentControl	environment

Risk	AssessmentRisk	Assessment

Control	ActivitiesControl	Activities

Information		
and	Communication	
Information		
and	Communication	

MonitoringMonitoring

Link	Between	SOX		
and	COSO
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internal	control	system	covers	all	the	above	components	of	the	COSO	framework.	

hese	components	therefore	form	the	basis	for	understanding	SOX	404.

HIntS	AnD	tIPS	 ;

•	 Audits	of	the	internal	control	system	should	be	guided	by	the	components	of	the	

COSO	cube.

•	 Auditors	 should	 try	 to	 incorporate,	directly	or	 indirectly,	 all	 the	components	

of	COSO	in	the	work	program	in	order	to	guarantee	that	the	requirements	of		

SOX	404	are	met.

•	 In	every	audit,	internal	auditors	should	establish	the	link	to	the	objectives	of	the	

internal	control	system.

LInKS	AnD	RefeRenCeS	 e

•	 ANDERSON,	S.	A.,	M.	H.	CHRIST	AND	k.	l.	SEDATOlE.	2006.	Managing Strategic 

Alliance Risk: Survey Evidence of Control Practices in Collaborative Inter-Organizational 

Settings. Altamonte	Springs,	Fl:	he	Institute	of	Internal	Auditors.

•	 COMMITTEE	 OF	 SPONSORING	 ORGANIzATIONS	 OF	 THE	 TREADWAY	

COMMISSION	 (COSO).	 1992.	Internal	Control	Integrated Framework.	New	York,	NY:	

AICPA.

•	 COMMITTEE	OF	SPONSORING	ORGANIzATIONS	OF	THE	TREADWAY	COM-

MISSION	 (COSO).	 2003. Enterprise Risk Management Framework.	 New	 York,	 NY:	

AICPA.

•	 DElOACH,	 J.	2000.	Enterprise-wide Risk Management: Strategies for Linking Risk and 

Opportunity. london:	Financial	Times	Management.

•	 PUBlIC	COMPANY	ACCOUNTING	OVERSIGHT	BOARD	(PCAOB).	2004.	Audit-

ing Standard No. 2: An Audit of Internal Control Over Financial Reporting Performed in 

Conjunction With an Audit of Financial Statements. http://www.pcaobus.org/Standards/

Standards_and_	Related_Rules/Auditing_Standard_No.2.aspx	(accessed	May	31,	2007).

•	 PUBlIC	 COMPANY	 ACCOUNTING	 OVERSIGHT	 BOARD	 (PCAOB).	 Staf Ques-

tions and Answers: Auditing Internal Control over Financial Reporting. http://www.pcaob.

org/standards/staf_questions_and_answers/2005/01-21.pdf	(accessed	May	31,	2007).

•	 U.S.	CONGRESS.	2002.	Sarbanes-Oxley Act of 2002. 107th Congress of the United States of 

America. HR 3763. Washington	DC:	Government	Printing	Oice.

14.1.3 Impact of SOX on Internal Audit

Key	POIntS	 •••

•	 he	 introduction	 of	 SOX	 entails	 new	 challenges	 and	 demands	 for	 Internal	

Audit.
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•	 It	is	important	to	strike	a	balance	between	safeguarding	the	audit	principles	and	

making	the	greatest	possible	contribution	to	the	SOX	processes	without	putting	

the	independence	and	objectivity	of	Internal	Audit	at	risk.

•	 However,	none	of	these	considerations	must	detract	from	the	fact	that	manage-

ment	has	the	overall	responsibility	for	the	compliance	of	the	SOX	processes.

•	 here	are	many	ways	in	which	Internal	Audit	can	perform	an	important	support	

function.

he	tasks	of	Internal	Audit	have	undergone	a	major	transformation	in	recent	years	

and	their	overall	signiicance	has	increased	(see	Section	A,	Chapter	2).	he	strin-

gent	requirements	that	SOX	has	placed	on	internal	control	systems	have	accelerated	

this	development	because	Internal	Audit,	as	part	of	the	internal	monitoring	system	

and	acting	on	behalf	of	company	management,	is	also	responsible	for	monitoring	

the	internal	control	system.

It	is	ultimately	the	sole	responsibility	of	top	management	to	ensure	compliance	

with	SOX	sections	302	and	404,	and	this	responsibility	cannot	be	transferred.	Com-

pany	 management	 must	 satisfy	 itself	 at	 least	 once	 a	 year	 that	 suicient	 internal	

controls	 over	 inancial	 reporting	 processes	 are	 in	 place	 and	 working	 efectively	

by	conducting	internal	control	tests.	his	is	the	only	way	to	ensure	that	the	certii-

cation	 of	 the	 inancial	 statements	 required	 under	 SOX	 can	 be	 made	 with	 the	

necessary	conidence	about	its	content	and	form.	But	company	management	can	

additionally	delegate	control	tasks	required	by	SOX	to	the	next	management	level	

and,	by	cascading	them	down,	illustrate	the	responsibility	of	all	managers	involved	

in	the	internal	control	system.	Internal	Audit	can	provide	assistance	to	company	

management	in	essentially	two	ways:	by	ofering	support	services	and	by	providing	

actual	audit	services	(see	Section	D,	Chapter	14.3).	However,	the	critical	factor	is	

that	the	CEO	and	CFO	ultimately	must	certify	that	the	internal	controls	are	work-

ing	efectively,	and	SOX	section	904	speciies	strict	legal	penalties	that	may	befall	

these	executives	if	the	certiications	are	not	truthful,	including	large	monetary	ines	

and	prison	sentences.

here	 is	general	consensus	that	Internal	Audit	must	protect	 its	 independence	

and	objectivity	at	all	times.	hus,	it	cannot	assume	separate	and	inal	responsibility	

for	anything	other	than	auditing	–	in	this	case	with	regard	to	the	process	of	provid-

ing	and	preserving	evidence	according	to	SOX.	As	a	result,	Internal	Audit	must	ind	

a	careful	balance	between	its	audit	mandate	and	its	support	functions.	In	this	con-

text,	the	IIA	has	developed	possible	solutions	and	evaluated	them	with	regard	to	the	

audit	principles	of	objectivity	and	independence.	It	is	for	every	company	to	decide	

whether	to	regard	these	proposals	as	useful	guidance	and	to	implement	and	apply	

them	in	line	with	its	in-house	possibilities.

In	relation	to	SOX	activities,	Internal	Audit	can	assume	the	following	roles:

•	 Internal	Audit’s	role	as	a	consulting	body	means	that	it	supports	the	company	in	

identifying,	evaluating,	assessing,	as	well	as	eliminating	risks.	Provided	Internal	

Audit	 limits	 itself	 to	making	recommendations	or	giving	assessments	of	pro-
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cesses	and	controls,	this	role	does	not	give	rise	to	concerns	regarding	the	prin-

ciples	of	independence	and	objectivity.

•	 Internal	Audit's	 testing	and	documenting	 role	allows	management	 to	 involve	

the	department	in	testing	the	efectiveness	of	the	internal	control	system	and	to	

muster	its	support	in	the	documentation	of	the	processes	and	internal	controls.	

his	does	not	interfere	with	the	principles	of	independence	and	objectivity	as	

long	as	management	retains	the	authority	to	decide	on	process	and	control	de-

sign	and	to	assess	the	efectiveness	of	the	internal	control	system.

•	 If	Internal	Audit	acts	as	main	project	lead,	the	auditor	assumes	the	role	of	lead	

project	manager	during	the	implementation	of	SOX	404.	If	the	auditor’s	function	

is	restricted	to	administrative	tasks,	there	is	no	conlict	with	the	independence	

and	objectivity	principles.	However,	as	soon	as	the	auditor	performs	manage-

ment	tasks	and	thus	has	special	decision	powers,	compliance	with	these	princi-

ples	can	no	longer	be	fully	guaranteed.

•	 Due	to	Internal	Audit’s	knowledge	of	company-internal	controls,	it	makes	sense	

for	 Internal	 Audit	 to	 assume	 the	 role	 of	 trainer	 and	 knowledge	 leader	 in	 the	

handling	of	controls.	Auditors	are	uniquely	positioned	within	the	organization	

to	 ofer	 support	 and	 training	 for	 activities	 necessary	 as	 part	 of	 the	 internal	

control	system.	his	does	not	give	rise	to	any	conlict	with	the	principles	of	in-

dependence	and	objectivity.

•	 Internal	Audit	can	also	be	consulted	by	management	as	an	expert	in	assessing	

the	efectiveness	of	the	internal	control	system.	his	expertise	allows	auditors	to	

support	management	in	its	assessment	by	providing	training	and	information	

without	infringing	upon	the	independence	and	objectivity	principles.	A	conlict	

would	only	arise	if	the	auditors	were	to	perform	these	assessments	under	their	

own	responsibility.

•	 As	an	accreditation	body,	Internal	Audit	performs	accreditations	and	is	involved	

in	assessing	the	internal	control	system.	It	can	only	do	so	in	a	supporting	and	

consulting	role,	which	must	not	 involve	 taking	on	any	responsibility,	because	

this	would	put	Internal	Audit's	independence	and	objectivity	at	risk.

If	the	diferent	roles	are	combined,	Internal	Audit	can	take	on	an	important	posi-

tion	 in	 the	 SOX	 scenario.	 Special	 procedures	 must	 be	 developed,	 although	 they	

should	be	based	on	the	formal	parameters	of	the	general	audit	process.	his	is	the	

only	way	to	ensure	that	all	Internal	Audit	engagements	are	handled	properly	and	

the	expected	results	are	correct	and	comparable.

HIntS	AnD	tIPS	 ;

•	 Auditors	must	ensure	that	their	SOX-related	activities	do	not	conlict	with	the	

audit	principles	of	independence	and	objectivity.

•	 Auditors	 should	 develop	 their	 own	 SOX	 skills,	 i.e.,	 acquire	 knowledge	 of	 the	

implementation	methods	and	the	consequences	of	SOX-related	activities.
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•	 he	classic	audit	process	should	always	be	examined	for	overlap	with	the	SOX	

requirements.

•	 Auditors	should	document	everything	that	could	in	any	way	inluence	the	de-

sign	of	the	internal	control	system.
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14.2 Integrating SOX Organization and Internal Audit

14.2.1 Management of Internal Controls

Key	POIntS	 •••

•	 In	order	to	meet	SOX	requirements,	management	must	scrutinize	the	business	

processes	and	the	underlying	accounting	transactions.

•	 he	 organization	 must	 identify	 the	 relevant	 internal	 controls	 for	 all	 inancial	

accounts	related	to	the	inancial	statements	and	their	control	objectives.

•	 he	internal	control	management	tool	helps	meet	the	requirements	of	SOX	302	

and	404.

•	 All	core	business	processes	and	the	information	necessary	for	a	comprehensive	

SOX	approach	are	stored	in	a	central	process	catalog.	
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•	 he	process	groups	are	divided	into	individual	processes,	which	in	turn	com-

prise	diferent	process	and	control	steps.

•	 Signiicant	controls,	in	particular,	must	be	identiied	and	described	accurately.

he	main	purpose	of	this	chapter	is	not	to	present	basic	information	about	the	SOX	

procedures,	but	 the	way	 in	which	Internal	Audit	 is	 involved	and	fully	 integrated	

into	 this	 audit-related	process.	Some	of	 the	 fundamentals	have	already	been	de-

scribed,	 at	 least	 in	 outline,	 in	 earlier	 sections	 of	 this	 handbook	 (see	 Section	 A,	

Chapter	2.6).	With	reference	to	the	introduction	to	the	internal	control	manage-

ment	tool	(see	Section	B,	Chapter	4.1.3.3),	details	of	Internal	Audit’s	involvement	in	

the	SOX	process	are	now	provided.	his	will	make	it	easier	to	classify	Internal	Au-

dit’s	various	SOX	approaches	and	to	assess	their	signiicance	for	compliance	with	

the	provisions	of	SOX.

One	of	the	main	objectives	of	SOX	is	to	ensure	that	the	signiicant	inancial	data	

disclosed	in	the	inancial	reports	presents	an	accurate	and	complete	picture	of	the	

inancial	health	of	the	organization.	he	reports	are	based	on	national	laws	and	in-

ternational	standards,	which	provide	rules	on	how	to	present	transactions	in	the	

accounts.	he	purview	of	SOX	not	only	includes	events	that	follow	the	entry	of	an	

incoming	 document	 in	 the	 accounting	 system,	 but	 also	 the	 underlying	 business	

processes	 that	 precede	 entry.	 he	 accounting	 system	 is	 scrutinized	 to	 establish	

whether	a	transaction	is	veriied	by	suicient	controls,	 i.e.,	whether	it	has	in	fact	

been	triggered	by	bona	ide	business	processes	and	its	nature	and	amount	are	based	

on	actual	business	operations.

From	the	perspective	of	the	inancial	accounts,	materiality	is	an	important	cri-

terion,	that	is,	it	is	established	whether	adequate	controls	exist	for	those	accounts	

that	 are	 relevant	 to	 the	 inancial	 statements.	 Internal	 controls	 normally	 relate	 to	

clear	control	objectives	in	order	to	cover	the	corresponding	risks	and	ensure	that	

the	business	processes	are	compliant	overall.	his	is	to	ensure	that,	from	the	per-

spective	of	the	inancial	accounts,	all	values	entered	have	been	duly	conirmed	by	

controls	based	on	clearly	described	business	processes	and	that	these	controls	cover,	

or	at	least	mitigate,	the	risks	associated	with	these	processes.

As	mentioned	earlier,	SAP	has	developed	an	IT	tool	for	analyzing	and	evaluat-

ing	the	internal	controls,	which	is	intended	to	support	compliance	with	the	require-

ments	of	SOX	302	and	404.	Speciically,	it	helps:

•	 conirm	that	the	igures	in	the	interim	and	annual	inancial	statements	and	the	

relevant	publications	are	correct,

•	 document,	establish,	and	implement	the	controls	and	process	steps	required,

•	 assess	 the	 efectiveness	 of	 the	 controls	 and	 process	 steps	 and	 create	 a	 report	

summarizing	the	results,	and

•	 show	in	periodic	reports	all	changes	to	the	internal	controls,	including	all	mate-

rial	weaknesses	that	have	occurred	since	the	last	assessment.
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A	central	process	catalog	is	a	key	component	of	this	IT	tool.	his	catalog	contains	

all	 the	 process	 groups	 and	 processes	 relevant	 to	 SOX	 404,	 including	 all	 relevant	

control	objectives	and	risks,	as	well	as	the	afected	accounts.	he	process	groups	are	

based	on	the	core	business	processes	of	the	high-tech	industry	that	have	a	direct	or	

indirect	impact	on	the	igures	reported	in	the	inancial	statements.	Depending	on	

the	organizational	 structure,	 some	process	groups	are	 relevant	only	 to	corporate	

departments,	others	only	to	local	subsidiaries,	although	some	are	relevant	to	both.	

Here	follows	a	list	of	selected	process	groups	by	way	of	example:

•	 Managerial	Accounting,

•	 Accounts	Receivable,

•	 Purchasing

•	 Internal	Audit,

•	 Corporate	Financial	Reporting,

•	 Accounts	Payable,

•	 Marketing,	and

•	 Sales.

It	is	important	to	ensure	that	each	process	group	is	separately	identiied	in	the	IT	

tool	so	 that	 the	relevant	processes	can	be	assigned	unambiguously	and	adminis-

tered	correctly.

Each	process	group	is	in	turn	divided	into	separate	processes.	Here	follow	as	an	

example	the	individual	processes	of	process	group	“General	Purchasing”	(PR	G),	

identiied	numerically	in	increments	of	ten:

•	 PR	G	10	Contract,

•	 PR	G	20	Purchase	requisition,

•	 PR	G	30	Purchase	order,

•	 PR	G	40	Control	and	reports.

Each	process	consists	of	diferent	process	and	control	steps.	Although	the	process	

groups	 and	 processes	 have	 centrally	 standardized	 deinitions,	 the	 process	 and	

control	 steps	 are	 determined	 individually	 for	 each	 organizational	 unit.	 hey	 are	

identiied	by	the	process	number,	divided	into	individual	step	numbers,	as	shown	

in	the	following	example	for	the	“Contract”	and	“Purchase	requisition”	processes	

from	the	“General	Purchasing”	process	group:

•	 PR	G	10.01	Goods/service	selection,

•	 PR	G	10.02	Supplier	selection,

•	 …,

•	 PR	G	20.01	Preparation	of	purchase	requisition,

•	 PR	G	20.02	Creation	of	purchase	requisition.

he	speciic	details	of	this	example	may	vary	in	diferent	companies.

he	assessment	of	the	signiicance	of	a	control	is	oten	subjective,	but	there	are	

a	number	of	criteria	to	help	decide	whether	or	not	a	control	should	be	regarded	as	

signiicant.	Signiicant	controls	normally	occur	at	the	beginning	(e.g.,	monitoring	
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of	access	authorizations)	and	at	the	end	(e.g.,	contract	signed	by	two	signatories)	of	

a	process.	Speciically,	they	include	the	following:

•	 controls	relating	to	the	preparation	of	the	annual	inancial	statements	and	the	

igures	 to	 be	 disclosed,	 especially	 all	 controls	 of	 process	 steps	 that	 trigger	 or	

report	account	movements,

•	 controls	intended	to	prevent	fraud,

•	 controls	on	which	other	controls	depend,	e.g.,	management	control	of	opera-

tional	controls,	such	as	the	dual-control	principle,

•	 controls	on	signiicant,	non-routine,	non-systematic	transactions	(e.g.,	accounts,	

including	measurements/assessments	and	estimates,	such	as	the	approval	of	an	

impairment	loss	on	an	asset	or	the	reversal	of	an	impairment	loss),	and

•	 controls	on	periodic	closing	processes	in	inancial	reporting,	including	controls	

on	individual	process	steps,	such	as

■	 entry	of	totals	in	the	general	ledger,

■	 entry	of	journal	values	in	the	general	ledger,	and

■	 recording	of	recurring	and	non-recurring	adjustments	 in	inancial	report-

ing,	e.g.,	in	connection	with	deferrals,	accruals,	etc.

HIntS	AnD	tIPS	 ;

•	 Auditors	should	familiarize	themselves	in	detail	with	those	process	groups	that	

are	important	for	their	ieldwork.

•	 If	auditors	identify	any	issues,	they	should	inform	the	person	responsible	for	the	

process	group.

•	 When	creating	Scopes	and	work	programs,	auditors	should	use	the	process	cat-

alog	as	a	guideline	and,	wherever	possible,	take	into	account	in	their	ieldwork	

interrelations	and	interfaces	between	process	groups.

LInKS	AnD	RefeRenCeS	 e

•	 DElOITTE.	2005.	Optimizing the Role of Internal Audit in the Sarbanes-Oxley Era.	www.

deloitte.com/dtt/cda/doc/content/us_ERS_Internal%20Audit%20POV.pdf	 (accessed	

May	31,	2007).

•	 INSTITUTE	OF	INTERNAl	AUDITORS.	2004. Internal Auditing’s Role in Sections 302 

and 404 of the U.S. Sarbanes-Oxley Act of 2002.	Altamonte	Springs,	Fl:	he	Institute	of	

Internal	Auditors.

•	 PUBlIC	COMPANY	ACCOUNTING	OVERSIGHT	BOARD	(PCAOB).	2004.	Audit-

ing Standard No. 2: An Audit of Internal Control Over Financial Reporting Performed in 

Conjunction With an Audit of Financial Statements. http://www.pcaobus.org/Standards/

Standards_and_Related_Rules/Auditing_Standard_No.2.aspx	(accessed	May	31,	2007).

•	 PUBlIC	 COMPANY	 ACCOUNTING	 OVERSIGHT	 BOARD	 (PCAOB).	 Staf Ques-

tions and Answers: Auditing Internal Control over Financial Reporting.	http://www.pcaob.

org/standards/staf_questions_and_answers/2005/01-21.pdf	(accessed	May	31,	2007).



577

14.2.2 SOX Lifecycle Process Model

Key	POIntS	 •••

•	 he	SOX	lifecycle,	which	is	a	speciic	process	model,	forms	the	basis	for	all	SOX-

related	activities.

•	 Within	the	SOX	lifecycle,	two	main	phases,	design	assessment	and	testing	of	the	

internal	controls,	are	particularly	important.

•	 An	IT	tool	is	used	for	the	administration	and	documentation	of	all	the	steps	in	

the	SOX	lifecycle.

he	SOX	lifecycle,	which	is	a	speciic	process	model,	forms	the	basis	for	all	SOX-

related	activities.	 It	contains	 the	diferent	 steps	 that	a	company	must	perform	to	

comply	with	the	requirements	of	SOX.	his	process	model	also	shows	why	and	how	

Internal	Audit	can	be	involved	in	or	monitor	this	process.	he	diferent	approaches	

of	Internal	Audit	can	be	mapped	according	to	the	general	process	and	the	resulting	

roles.	he	many,	sometimes	complex,	issues	are	discussed	in	the	next	chapter	(see	

Section	D,	Chapter	14.2.3).	hey	form	the	basis	for	the	approaches	Internal	Audit	

takes	to	its	SOX	integration,	described	in	Section	D,	Chapter	14.2.4.

he	process	documentation	must	be	compiled,	reviewed,	and	supplemented	an-

nually.	his	means	that	the	process	owner	must	evaluate,	on	the	basis	of	the	process	

catalog,	whether	all	processes	meet	their	purpose	and	objectives	and	are	correctly	

and	fully	organized	and	documented.	his	also	includes	a	complete	examination	of	

all	the	mapped	risks	and	controls.	To	this	end,	the	process	owner	can	use	descrip-

tive	text	as	well	as	lowcharts,	tables,	and	matrices.	Within	the	design	assessment	

phase,	two	areas	are	distinguished	(for	details,	see	Section	C,	Chapter	8):

•	 During	 control	 design	 assessment,	 the	 controls	 are	 scrutinized	 to	 establish	

whether	they	are	theoretically	able	to	minimize	or	prevent	the	relevant	risks	and	

whether	they	are	suitable	for	ensuring	that	the	amounts	stated	on	an	account	are	

correct.

•	 During	process	design	assessment,	on	 the	other	hand,	 the	material	 risks	of	a	

process	are	analyzed	to	determine	whether	all	are	efectively	covered	by	the	de-

ined	controls.	his	involves	establishing	whether	the	controls	are	working	cor-

rectly	and	positioned	as	speciied,	and	whether	signiicant	controls	are	missing.

It	is	important	to	ensure	that	every	process	has	at	least	one	signiicant	control	(also	

referred	to	as	key	control)	and	that	each	control	covers	at	least	one	of	the	following	

criteria:	completeness,	accuracy,	validity,	and	restricted	access.

he	design	assessment	will	either	conirm	that	the	processes	and	controls	are	

correct	or	ind	exceptions	or	errors	that	should	be	discussed	with	their	owners.	If	

no	exceptions	are	identiied	and	all	controls	are	regarded	as	efective,	the	design	of	

the	processes	and	controls	can	be	rated	as	adequate.	If	exceptions	are	identiied,	the	

rating	depends	on	their	signiicance,	either	in	relation	to	the	individual	exceptions	
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or	aggregated	with	other	control	exceptions	in	the	speciic	process	or	in	relation	to	

their	efect	on	other	processes.	In	such	a	case,	the	process	and	control	design	can	

still	be	rated	adequate,	or	it	may	be	rated	insuicient.	here	are	a	number	of	similar	

criteria	(e.g.:	Is	the	number	of	controls	suicient?	Are	the	controls	independent?	Do	

they	cover	the	material	risks?)	to	assess	the	adequacy	of	both	the	controls	(e.g.,	the	

control	reduces	the	risk	to	an	acceptable	level)	and	the	processes	(e.g.,	all	controls	

are	correctly	positioned).

he	 results	 of	 the	 design	 assessment	 are	 documented	 in	 the	 internal	 control	

management	tool,	where	detailed	information,	such	as	the	assessment	steps	taken,	

the	expected	results,	the	evidence	obtained,	and	the	conclusion,	is	recorded.	Any	

exceptions	should	be	appropriately	reported	using	predeined	issue	categories	such	

as	“Inadequate	control	design”	or	“Control	not	performed.”	A	closely	related	issue	

is	the	prioritization	of	the	indings	according	to:

Documentation		
of	the	Result

Documentation		
of	the	Result

Create/review

process

documentation

Complete

design   

assessment      

Retesting

Findings

Findings

Remediation

Remediation
Risk and

account mapping

Process O
w

n
ers

SOX Champions

P
ro

ce
ss

 O
w

ners

 snoip
mahC XOS

 s
n

oi
p

m
a

h
C 

X
O

S

 srenwO ssecorP

Fig. 29 SOX Lifecycle



579

•	 high	priority	(e.g.,	 if	 the	exception	found	could	trigger	a	misstatement	 in	the	

inancial	reports),	

•	 medium	priority	(e.g.,	if	the	exceptions	found	could	have	an	impact	on	the	ac-

curacy	of	the	inancial	data),	and

•	 low	priority	(e.g.,	if	the	exception	found	is	ofset	by	a	documented	and	success-

fully	tested	control).

he	SOX	champion	also	must	decide	whether	to	create	a	speciic	remediation	plan.	

It	is	normally	advisable	to	develop	a	remediation	plan,	if	remediation	will	take	lon-

ger	than	four	weeks	to	eliminate	the	identiied	weakness	or	if	the	inding	relates	to	

the	application	of	the	US-GAAP	accounting	guidelines	(e.g.,	with	regard	to	revenue	

recognition)	or	to	a	missing	control.

he	second	 important	stage	of	 the	SOX	lifecycle	 is	 the	 testing	of	 the	 internal	

controls	(see	Section	C,	Chapter	8).	he	company	is	obliged	to	carry	out	such	tests	

and	 to	 examine	 diferent	 aspects	 of	 internal	 control,	 including,	 for	 example,	 the	

type	of	control.	he	method,	timeframe,	and	extent	of	testing	must	be	deined	ac-

cordingly	once	a	year,	and	in	particular,	evidence	must	be	provided	to	ensure	that	

the	internal	controls	are	efective	for	all	important	inancial	accounts.	he	internal	

controls	can	be	tested	in	diferent	ways,	e.g.,	through	interviews,	direct	observation,	

walk-throughs,	or	document	analysis.

he	extent	of	the	tests	to	be	performed	is	of	particular	importance	(see	Section	

B,	 Chapter	 4.1.2;	 Section	 C,	 Chapter	 8).	 he	 samples	 should	 be	 selected	 using	 a	

reasonable	procedure.	Depending	on	the	requirements	of	the	external	auditors,	it	

can	be	speciied,	for	example,	that	all	signiicant	controls	and	10%	of	all	standard	

controls	 must	 be	 tested.	 On	 the	 basis	 of	 such	 parameters	 a	 structured	 sampling	

procedure	can	be	determined.	A	sample	selection	criterion	can	be	the	frequency	of	

use	of	the	internal	control	(annual,	monthly,	daily,	etc.).	

When	testing	the	efectiveness	of	the	internal	controls,	certain	information	must	

be	stored	in	the	IT	tool,	 including	the	sample	size,	the	type	of	sampling,	the	test	

procedure	 or	 combination	 of	 testing	 methods,	 and	 the	 expected	 results	 (type	 of	

evidence,	 formal	 and	 substantive	 accuracy).	 he	 actual	 test	 results	 also	 must	 be	

documented.	he	test	results	and	the	appropriate	evidence	are	collected	in	a	folder,	

referencing	the	test	steps	and	items	of	evidence	to	the	relevant	control	steps	in	the	

process	documentation.	At	 the	end	of	 the	 test	phase,	 a	meeting	 is	held	with	 the	

process	owners	to	discuss	the	results	and	indings.	Ater	the	meeting,	the	test	results	

should	be	documented	in	the	IT	tool,	using	the	appropriate	categories	for	describ-

ing	any	exceptions.

Ater	the	remediation	phase	for	the	exceptions	found,	the	controls	are	retested,	

focusing	on	whether	the	control	weaknesses	identiied	have	been	eliminated	and	

whether	the	CEO,	the	CFO,	and	the	external	auditors	will	be	able	to	conirm	the	

compliance	of	the	inancial	data	on	the	basis	of	an	adequate	internal	control	sys-

tem.

testing	the	efectiveness	
of	the	Internal	Controls
testing	the	efectiveness	
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HIntS	AnD	tIPS	 ;

•	 When	compiling	work	programs,	auditors	should,	if	possible,	incorporate	the	

results	of	the	SOX	lifecycle.

•	 In	particular,	auditors	should	assess	the	documented	and	tested	internal	con-

trols	from	Internal	Audit’s	perspective.

•	 Internal	Audit	employees	should	ask	to	be	included	in	the	relevant	distribution	

lists	so	that	they	receive	regular	updates	on	SOX	procedures.

•	 All	documented	process	steps	and	controls	must	be	carefully	referenced.
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14.2.3 Roles and Responsibilities

Key	POIntS	 •••

•	 he	procedures	for	SOX	compliance	comprise	complex	arrangements	and	afect	

a	number	of	parties.

•	 In	addition	to	the	process	owners,	the	SOX	manager,	and	the	SOX	champions,	

Internal	Audit,	the	external	auditors,	the	CEO,	and	the	CFO	are	all	involved	in	

SOX	compliance.

•	 Cooperation	between	these	parties	must	be	clearly	deined	and	coordinated.
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•	 Internal	Audit’s	activities	are	primarily	focused	on	sharing	information	and	pro-

cess	experience.

•	 A	closely	related	task	is	the	development	and	optimization	of	best	practices	as	

standards	for	the	core	business	processes.

he	procedures	for	SOX	compliance	comprise	complex	arrangements	of	organiza-

tional	functions	and	afect	a	number	of	parties,	ranging	from	process	owners	and	

the	actual	SOX	organization	through	Internal	Audit	and	the	Board	of	Directors	and	

management,	who	sign	the	certiication	of	the	inancial	statements.	To	ensure	suc-

cessful	cooperation,	it	is	necessary	to	clearly	deine	and	coordinate	the	roles	of	all	

the	parties	 involved.	Due	to	the	complexity	of	the	tasks	and	responsibilities,	 it	 is	

only	possible	to	deal	briely	with	each	of	the	parties.

A	process	owner	should	be	selected	for	each	process	or	process	group	(if	appli-

cable).	Typically,	process	owners	are	the	managers	or	the	employee	responsible	for	

the	process	on	a	day-to-day	basis.	hat	is,	the	process	owner	is	someone	who	is	in-

timately	familiar	with	the	process.	Process	owners	are	responsible	for	ensuring	that	

the	documentation	of	the	processes	and	controls	is	always	up	to	date,	the	processes	

serve	the	intended	purpose,	and	the	controls	are	adequate	and	suicient.	hus,	pro-

cess	owners	serve	as	quality	managers	and	experts	for	the	processes	and	controls	

assigned	to	them.	For	the	entire	duration	of	the	SOX	lifecycle,	the	process	owners	

are	the	main	contacts	for	all	other	parties,	but,	to	ensure	independence,	they	should	

not	assume	direct	responsibility	for	performing	design	assessments	or	testing	inter-

nal	controls.	his	is	the	job	of	the	SOX	champion.	he	SOX	champion	works	very	

closely	with	the	local	manager,	whose	management	duties	include	verifying	that	the	

internal	controls	are	working.

Within	the	actual	SOX	function,	the	SOX	manager,	who	is	part	of	the	corporate	

risk	management	function,	is	available	as	the	irst	point	of	contact.	He	or	she	re-

ports	to	the	head	of	the	corporate	risk	management	function.	he	most	important	

task	of	the	SOX	manager	is	to	monitor	and,	if	necessary,	coordinate	the	whole	SOX	

process	from	an	overall	global	perspective.

he	 SOX	 champions	 are	 another	 important	 group	 within	 the	 SOX	 function.	

hey	are	responsible	for	SOX	coordination	at	the	local	level,	i.e.	within	the	entity	

concerned.	Together	with	the	 internal	and	external	auditors,	 they	ensure	 that	all	

SOX-related	activities	are	carried	out	properly.	his	includes	training	process	own-

ers,	monitoring	the	quality	of	data	in	the	IT	tool,	holding	coordination	and	status	

discussion	meetings,	and	preparing	the	regular	reports	for	the	SOX	manager.	More-

over,	the	SOX	champions	carry	the	main	responsibility	for	large	parts	of	the	SOX	

lifecycle,	especially	design	assessment	and	support	for	testing	the	efectiveness	of	

the	internal	controls.

Internal	Audit’s	integration	into	the	SOX	compliance	procedures	gives	SOX	au-

ditors	the	opportunity	to	gain	a	comprehensive	understanding	of	all	SOX-relevant	

core	processes	(for	more	on	how	Internal	Audit	is	involved	in	the	SOX	procedures,	

see	Section	D,	Chapter	14.2.4).	Best	practices	can	be	identiied	and	deined	on	the	
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basis	of	 the	diferent	 forms	 the	processes	 take,	with	due	regard	 for	business	and	

cultural	 diferences.	 At	 SAP,	 the	 SOX	 auditors	 are	 organized	 as	 a	 separate	 team	

within	 Internal	 Audit.	 hey	 contribute	 audit	 expertise	 and	 provide	 a	 consistent	

knowledge	base	 for	 the	global	SOX	process,	 thus	 facilitating	 the	 introduction	of	

standardized	 testing	 methods	 and	 the	 communication	 of	 process	 recommenda-

tions.	At	the	same	time	they	support	management	in	developing,	improving,	and	

applying	internal	controls.	he	SOX	auditors	can	provide	important	 information	

about	how	global	guidelines	are	met	to	Internal	Audit’s	other	regional	teams,	the	

SOX	manager,	the	Board	of	Directors,	and	the	corporate	departments	concerned.	

heir	knowledge	of	suitable	processes,	systems,	and	structures	qualiies	SOX	audi-

tors	as	a	competent	source	of	information	on	issues	of	company	organization.	But	

SOX	auditors	also	fulill	an	important	role	in	passing	their	knowledge	and	experi-

ence	on	to	other	departments	and	local	subsidiaries:	For	example,	SOX	auditors	can	

pass	 their	 knowledge	 of	 SOX-relevant	 transactions,	 system	 settings,	 and	 process	

designs	on	to	other	local	subsidiaries	or	inform	other	audit	teams	of	speciic	pro-

cess	and	system	details	relevant	for	their	audits.	Since	it	deals	with	so	many	diferent	

aspects,	the	SOX	audit	team	is	an	ideal	starting	point	for	new	employees:	First,	it	

introduces	them	to	the	basics	of	auditing,	and	second,	because	they	must	familiar-

ize	 themselves	with	many	diferent	process	groups,	 they	have	the	opportunity	 to	

acquire	comprehensive	expertise	within	only	a	few	years.	For	this	reason,	Internal	

Audit	should	develop	an	appropriate	training	program.

he	external	auditors	are	responsible	for	preparing	the	annual	SOX	certiication.	

According	to	the	prevailing	audit	guidelines,	they	must	consider	the	design	assess-

ment	and	the	efectiveness	testing	of	the	internal	controls	and	assess	the	quality	of	

the	company’s	internal	SOX	evaluation	process.	If	the	external	auditors’	assessment	

has	found	that	the	internal	testing	is	reliable,	the	external	auditors	can	base	their	

SOX	audits	on	Internal	Audit’s	work	results.	his	means	that	the	extent	to	which	the	

external	auditors	must	test	the	internal	controls	can	be	reduced	in	terms	of	quantity	

(although	not	quality).

he	CEO	and	the	CFO	ultimately	carry	the	overall	responsibility	for	conirming	

the	 efectiveness	 and	 compliance	 of	 the	 internal	 control	 system	 (see	 Section	 D,	

Chapter	14.1.1).	hey	must	satisfy	themselves	personally	that	the	internal	controls	

are	working	by	getting	involved	in	the	SOX	process,	especially	with	test	activities.	

Internal	Audit	can	support	the	Board	in	some	aspects	of	this	task,	although	this	can	

be	no	substitute	for	taking	action	of	its	own.

HIntS	AnD	tIPS	 ;

•	 Auditors	should	look	for	opportunities	to	be	included	in	SOX-related	activities.

•	 During	process	audits,	auditors	should	interact	closely	with	the	SOX	audit	team.

•	 Internal	Audit’s	employees	should	share	best	practice	suggestions	based	on	their	

ieldwork	with	the	SOX	auditors	and	SOX	champions.

•	 Auditors	should	keep	up	to	date	with	SOX	activities	in	their	audit	areas	by	keep-

ing	in	contact	with	the	relevant	SOX	champions.

external	Auditorsexternal	Auditors

CeO	and	CfOCeO	and	CfO
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14.2.4 Overview of Internal Audit’s SOX Services

Key	POIntS	 •••

•	 here	are	two	basic	ways	in	which	Internal	Audit	can	be	involved	in	the	SOX	

compliance	procedures:	By	providing	support	services	and	by	carrying	out	audit	

engagements.

•	 Diferent	 forms	of	services,	which	cover	speciic	 topics	according	to	 the	SOX	

lifecycle,	are	possible.

•	 However,	the	SOX	organization,	the	process	owners,	and	the	relevant	managers	

are	responsible	for	ensuring	that	the	SOX	lifecycle	is	completed.

his	chapter	provides	an	overview	of	the	diferent	ways	in	which	Internal	Audit	can	

be	involved	in	the	SOX	compliance	efort.	Subsequent	chapters	will	discuss	each	in	

more	detail	and	with	a	greater	focus	on	the	Audit	Roadmap.	Especially	during	the	

irst	years	of	SOX	 implementation,	 it	 is	 advisable	 to	assign	 Internal	Audit’s	SOX	

compliance	activities	to	a	dedicated	SOX	audit	team.	his	allows	speciic	expertise	

to	be	built	faster	and	controlled	according	to	requirements.	In	addition,	the	risk	of	

neglecting	Internal	Audit’s	other	audit	work	is	eliminated.

Provided	that	a	dedicated	SOX	audit	team	has	been	designated,	Internal	Audit	

can	approach	the	SOX	process	in	two	ways:	either	by	providing	support	services	or	

by	carrying	out	audit	engagements.	he	aim	of	support	services	is	primarily	to	help	

the	departments	and	subsidiaries	afected	by	SOX,	especially	during	the	prelimi-

nary	phases	of	 implementation.	he	ultimate	objective	of	audit	services	is	to	test	
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team
Dedicated	SOX	Audit	
team
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existing	SOX	processes	as	part	of	a	“classic”	audit,	to	report	any	weaknesses,	and	

provide	recommendations	for	improvement.	he	procedure	is	largely	the	same	as	

that	 for	other	 types	of	audits.	he	diferences	are	described	 later	 (see	Section	D,	

Chapter	14.3).	Whenever	Internal	Audit	is	involved	in	the	SOX	lifecycle,	the	prin-

ciples	of	independence	and	objectivity	must	be	maintained.	he	following	diagram	

illustrates	the	diferent	SOX	services.

Support	services	are	described	as	follows:

•	 he	main	purpose	of	general	support	services	is	to	provide	help	as	requested,	

e.g.	training,	document	creation,	process	reviews,	etc.	Every	organizational	unit	

afected	by	SOX	sections	302	and	404	is	eligible	for	these	types	of	services.	he	

time	it	takes	to	provide	the	support	depends	on	the	extent	of	services	requested,	

but	 it	 should	 not	 exceed	 30	 days	 per	 auditee	 unit.	 Several	 auditors	 can	 work	

simultaneously	during	this	period.	he	time	restriction	is	imposed	to	limit	re-

sponsibility	and	ensure	independence	for	subsequent	audits.

•	 Design	assessment	support	services	provide	help	in	performing	a	complete	pro-

cess	assessment	of	speciic	process	groups.	his	concerns	every	unit	that	must	

comply	with	SOX	sections	302	and	404.	he	time	provided	for	design	assess-

ment	support	should	also	not	exceed	30	days	per	auditee	unit.

•	 From	the	GIAS’	perspective,	control	efectiveness	support	for	speciic	process	

groups	is	the	most	typical	form	of	support	Internal	Audit	can	provide	because	it	

is	very	closely	related	to	auditing.	his	concerns	all	subsidiaries	subject	to	SOX	

sections	302	and	404,	and	the	30-day	time	limit	also	applies.

he	following	forms	of	audit	services	are	possible:

•	 local	SOX	project	audits	should	establish	how	SOX	processes	have	been	imple-

mented	in	a	unit	from	an	organizational	perspective.	hese	audits	should	include	

new	subsidiaries	that	must	comply	with	the	SOX	requirements	for	the	irst	time.	

he	maximum	timeframe	for	these	audits	should	be	20	person	days.

Support	ServicesSupport	Services

Audit	ServicesAudit	Services

Fig. 30 Overview of SOX Services
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•	 SOX	 quality	 audits	 are	 aimed	 at	 testing	 the	 quality	 of	 SOX	 activities	 in	 a	

subsidiary.	hey	afect	all	units	that	have	already	completed	the	SOX	lifecycle	

and	 focus	 on	 compliance	 with	 the	 formal	 criteria	 of	 the	 SOX	 process.	 From	

a	practice	point	of	view,	we	recommend	a	timeframe	of	no	more	than	5	through	

15	person	days	to	prevent	these	audits	from	evolving	into	a	support	engagement	

or	a	full-blown	process	group	audit	(see	Section	D,	Chapters	14.3.1	and	14.3.2).

•	 For	SOX	process	group	audits,	speciic	process	groups	are	selected	for	a	full	SOX	

review,	ranging	from	design	assessment	through	testing.	hey	again	afect	all	units	

that	have	already	completed	the	SOX	lifecycle.	Depending	on	the	complexity,	

a	timeframe	of	30	through	40	person	days	is	recommended.

Although	 the	 support	 services	 are	 normally	 optional	 and	 should	 be	 viewed	 as		

a	 “start-up”	 service	 during	 the	 irst	 two	 years	 of	 SOX	 implementation,	 the	 SOX		

audit	services	will	be	an	integral	part	of	Internal	Audit’s	annual	audit	plan.	Each	

company	must	decide	for	itself	whether	these	services	should	continue	to	be	ofered	

by	a	dedicated	audit	team,	or	whether	they	should	be	partially	or	gradually	assigned	

to	regular	audit	teams.	However,	the	main	responsibility	related	to	design	assess-

ment	and	testing	remains	with	the	SOX	organization,	the	process	owners,	and	the	

managers	responsible.	Internal	Audit’s	 involvement	must	be	limited	to	that	of	an	

independent	staf	department.

HIntS	AnD	tIPS	 ;

•	 If	at	all	possible,	auditors	should	be	involved	in	Internal	Audit’s	SOX	support	or	

audit	services,	even	if	they	do	not	belong	to	the	SOX	audit	team.

LInKS	AnD	RefeRenCeS	 e

•	 HAUSER,	D.,	R.	HOPkINS,	AND	 H.	lEIBUNDGUT.	2004.	he	Sarbanes-Oxley	Act	

and	the	Role	of	Internal	Audit.	Der Schweizer Treuhänder	(December	2004):	1057-1065.

•	 INSTITUTE	OF	INTERNAl	AUDITORS.	2006.	Sarbanes-Oxley Section 404: A Guide 

for Management of Internal Control Practitioners. Altamonte	Springs,	Fl:	he	Institute	of	

Internal	Auditors.	

14.3 Integration along the Audit Roadmap

14.3.1 SOX Support Model

Key	POIntS	 •••

•	 GIAS’	SOX	support	 is	based	on	both	the	SOX	lifecycle	and	the	phases	of	 the	

modiied	Audit	Roadmap.

•	 A	SOX	auditor	can	assume	a	supporting	role	in	reviewing	the	SOX	documenta-

tion	and	in	assessing	and	testing	the	controls.

Main	ResponsibilityMain	Responsibility
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•	 he	support	work	can	be	performed	throughout	the	phases	of	the	Audit	Road-

map.

•	 Although	SOX	support	is	not	an	audit,	a	report	should	be	sent	to	the	Board.	

he	integration	of	Internal	Audit	into	SOX	process	design	allows	Internal	Audit	to	

provide	support	to	the	organizational	units	concerned,	both	during	preparations	

and	when	implementing	the	provisions	of	SOX	section	404.	he	SOX	audit	team	

should	ensure	that	the	SOX	champion	and	the	relevant	process	owners	understand	

their	duties	and	are	able	to	perform	their	tasks	correctly	and	carefully.

When	providing	SOX	support,	a	service	in	the	non-audit-related	category	(see	

Section	A,	Chapter	7.3),	Internal	Audit	bases	its	activities	on	the	standard	process	

model	of	the	Audit	Roadmap	(see	Section	B).	Speciic	elements	are	added	where	

required	by	the	SOX	support.	he	SOX	lifecycle	is	another	reference	framework	for	

Internal	Audit’s	activities	(see	Section	D,	Chapter	14.2.2).	Both	elements	should	be	

reconciled	 and	 aligned	 with	 each	 other.	 When	 providing	 SOX	 support	 services,	

special	factors	arise	in	relation	to	each	phase	of	the	Audit	Roadmap.	hese	factors	

are	explained	in	the	following.

When	 planning	 SOX	 engagements,	 Internal	 Audit’s	 support	 services	 are	 also	

taken	into	consideration.	his	afects	primarily	the	local	subsidiaries	and	the	pro-

cess	groups	that	are	subject	to	the	provisions	of	SOX.	Two	types	of	SOX	support	can	

be	distinguished:	support	that	Internal	Audit	has	identiied	as	necessary	during	an-

nual	audit	planning	and	support	that	the	local	subsidiary	or	local	SOX	champion	

requests	from	Internal	Audit.

he	extent	of	the	support	services	to	be	provided	depends	on	the	requirements	

of	the	organizational	unit	concerned.	All	activities	are	based	on	the	process	docu-

mentation	recorded	in	the	internal	control	management	tool	(see	Section	D,	Chap-

ter	14.2.1).	he	preparations	for	SOX	support	comprise	two	main	steps:	he	support	

announcement	and	a	detailed	deinition	of	the	necessary	activities.

he	support	announcement	must	give	reasonable	notice	to	the	organizational	

unit	concerned,	i.e.,	it	should	not	be	made	later	than	one	month	before	activities	are	

scheduled	to	start.	hen	the	SOX	support	lead,	in	consultation	with	the	local	SOX	

champion,	determines	the	process	groups	to	be	given	support.	

he	SOX	auditors	carry	out	 the	SOX	support	 largely	according	 to	 the	proce-

dures	of	Internal	Audit.	In	doing	so,	they	assess	existing	(partial)	work	results	on	

the	one	hand,	and	on	the	other	they	close	any	gaps	and	provide	useful	examples	for	

design	assessment	and	test	procedures.	he	support	provided	is	documented	in	the	

working	papers	in	a	structured	format;	for	the	control	test	phase	in	particular,	the	

sampling	method	must	be	accurately	documented.

Once	the	support	work	has	been	completed,	a	closing	meeting	is	held	at	which	

the	SOX	champion	and	the	local	CFO	are	informed	of	the	results.	If	they	accept	and	

agree	with	the	results,	the	inal	report	is	handed	to	them,	as	well	as	to	all	those	re-

sponsible	in	the	SOX	organization	and	Internal	Audit.	he	inal	report	contains	the	

indings	for	each	process	group	and	indicates	the	relevant	status.	A	Board	summary	
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is	also	prepared,	which	gives	a	traic-light	status	and	highlights	the	most	serious	

problem	areas.	A	copy	of	this	summary	is	also	sent	to	those	responsible	in	Internal	

Audit.	If	the	status	of	the	report	is	red,	the	results	are	discussed	with	the	CEO.	In	

addition,	the	Board	should	be	given	a	separate	quarterly	report,	which	summarizes	

the	results.

Ater	reporting,	the	follow-up	phase	begins	with	the	remediation	of	the	ind-

ings.	he	indings	describe	the	current	status,	listing	the	weaknesses	identiied	for	

remediation	as	a	basis	for	further	action.	hen	the	SOX	champions	retest	the	pro-

cess	and	control	design	and	the	efectiveness	of	the	internal	controls.	Normally,	this	

task	is	not	included	in	Internal	Audit’s	remit,	and	it	is	generally	the	process	owner’s	

responsibility	to	resolve	any	problems.	Once	this	task	has	been	completed,	the	pro-

cess	or	control	has	to	be	let	to	do	its	work	for	at	least	one	month	before	the	SOX	

champion	 performs	 another	 test.	 his	 is	 to	 ensure	 that	 the	 weakness	 has	 in	 fact	

been	eliminated	and	no	further	problems	have	occurred.	If	necessary,	Internal	Au-

dit	can	support	the	organizational	unit	again	during	retesting.

HIntS	AnD	tIPS	 ;

•	 Auditors	 should	 try	 to	 incorporate	 the	 results	 of	 SOX	 support	 activities	 into	

their	work	programs.

•	 Auditors	should	regularly	exchange	information	about	the	SOX	quality	status	in	

the	various	local	subsidiaries	with	colleagues	from	other	audit	teams.

LInKS	AnD	RefeRenCeS	 e

•	 HAUSER,	D.,	R.	HOPkINS,	AND	 H.	lEIBUNDGUT.	2004.	he	Sarbanes-Oxley	Act	

and	the	Role	of	Internal	Audit.	Der Schweizer Treuhänder	(December	2004):	1057-1065.

•	 INSTITUTE	OF	INTERNAl	AUDITORS.	2006.	Sarbanes-Oxley Section 404: A Guide 

for Management of Internal Control Practitioners. Altamonte	Springs,	Fl:	he	Institute	of	

Internal	Auditors.

14.3.2 SOX Audit Model

Key	POIntS	 •••

•	 Internal	Audit’s	SOX	procedure	is	based	on	the	standard	Audit	Roadmap.

•	 Appropriate	additions	and	modiications	should	be	made	for	speciic	phases.

•	 Internal	Audit	must	apply	special	procedures	for	the	preparation	and	execution	

of	SOX	audits.

•	 Special	procedures	must	be	applied	for	SOX	audits	because	of	the	deep	structure	

of	the	processes	and	objects	to	be	audited	and	the	alignment	with	the	internal	

control	management	tool.
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he	general	Audit	Roadmap	forms	the	basis	for	all	SOX-related	audit	activities.	his	

applies	to	all	engagement	types	(see	Section	D,	Chapter	14.2.4)	and	serves	to	ensure	

that	Internal	Audit	always	meets	the	compliance	requirements	of	international	au-

dit	institutes.	For	SOX-related	audit	activities,	parts	of	the	standard	Audit	Roadmap	

are	modiied.

Since	resources	and	capacities	for	possible	SOX	audits	are	limited,	the	units	to	be	

audited	should	be	assessed,	analyzed,	and	selected	according	to	risk	(see	Section	D,	

Chapter	3),	in	the	same	way	as	during	the	general	audit	planning	process	(see	Sec-

tion	B,	Chapter	2).	To	be	able	to	weight	audit	objects	of	equal	standing,	the	classic	

risk	assessment	formula	or	determined	risk	level	is	further	qualiied	by	a	weighting	

factor	(e.g.,	in	relation	to	sales).	In	addition,	SOX	audits	can	also	be	included	in	the	

audit	 plan	 in	 response	 to	 audit	 requests	 (see	 Section	 B,	 Chapter	 2.3).	 Similar	 to	

other	audits,	SOX	audits	 should	have	an	opening	meeting.	SOX	auditors	 should	

also	use	the	internal	control	management	tool	during	the	planning	phase,	because	

Modiied	Audit	RoadmapModiied	Audit	Roadmap

Audit	PlanningAudit	Planning

Fig. 31 SOX Audit Roadmap
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it	provides	them	with	a	good	overview	of	the	substance	and	status	of	the	SOX	pro-

cesses	in	the	organizational	unit	concerned.

he	deinition	of	a	Scope	is	predetermined	by	the	necessary	comprehensive	pro-

cess	and	control	documentation.	Since	the	SOX	documentation	describes	the	con-

tent	in	detail,	it	is	not	necessary	to	create	a	special	Scope	for	SOX	audits.	he	audit	

steps	can	be	transferred	to	a	work	program	on	the	basis	of	the	described	processes.

he	 next	 step	 is	 the	 development	 of	 the	 SOX-speciic	 work	 program,	 which	

consists	primarily	of	a	project-related	audit	list	and	allows	the	auditors	to	test	each	

individual	 SOX	 process	 step,	 from	 documentation	 through	 certiication	 of	 the	

inancial	statements.	Since	activities	focus	on	independent	tests	of	the	design	as-

sessment	 and	 the	 internal	 controls,	 the	 work	 program	 contains	 details	 of	 these	

steps,	with	reference	to	the	relevant	categories	in	the	IT	tool.	In	this	context,	it	is	a	

good	idea	to	analyze	the	audit	preparation	and	execution	phases	in	close	correla-

tion,	because	they	build	on	each	other.

here	are	diferent	types	of	audits:	local	SOX	project	audits,	SOX	quality	audits,	

and	 SOX	 process	 group	 audits.	 SOX	 project	 audits	 follow	 the	 classic	 procedure.	

hey	are	used	by	preference	when	a	subsidiary	is	introducing	the	SOX	processes.	

he	objective	is	to	ind	out	whether	the	subsidiary	is	suiciently	prepared	for	the	

SOX	compliance	procedures.	he	aim	of	SOX	quality	audits	is	to	gain	as	compre-

hensive	an	overview	as	possible	of	how	well	 the	SOX	processes	comply	with	 the	

quality	 standards.	 Process	 group	 audits	 focus	 on	 various	 SOX-related	 process	

groups	(for	more	information	see	Section	C,	Chapter	8).

Audit	execution	passes	through	the	entire	SOX	lifecycle	in	detail.	A	distinction	

must	be	drawn	between	the	comprehensive	audit	section	and	the	individual	case,	

selected	by	sampling	(see	Section	B,	Chapter	4.1.2).	he	relevant	templates	for	re-

cording	the	test	results	from	the	design	assessment	review	and	control	testing	are	

suitable	for	use	as	working	papers	(for	details,	see	Section	C,	Chapter	8).

he	SOX	audit	activities	are	oicially	concluded	at	a	closing	meeting,	where	the	

results	are	presented	and	discussed.	his	includes	the	process	group	review,	a	sum-

mary	 of	 the	 signiicant	 indings	 for	 each	 process	 group,	 a	 preview	 of	 the	 Board	

summary,	and	the	clariication	of	any	unresolved	issues.	All	involved	parties	from	

the	SOX	organization	and,	 if	appropriate,	also	 the	process	owners	 should	attend	

this	closing	meeting.

he	Board	summary	is	a	signiicant	reporting	element.	For	each	audit	segment,	

it	provides	the	summary	status	on	the	basis	of	Internal	Audit’s	indings.	his	report	

should	also	be	sent	 to	all	 involved	parties	 in	 the	SOX	organization	and	all	 those	

responsible	in	Internal	Audit.

he	last	remaining	step	is	the	normal	follow-up	phase.	During	this	phase,	the	

auditors,	in	consultation	with	the	SOX	organization,	investigate	when	and	to	what	

extent	Internal	Audit’s	recommendations	have	been	implemented	by	taking	appro-

priate	action.	he	follow-up	is	preceded	by	setting	timeframes	within	which	these	

investigations	are	to	take	place.	his	has	to	be	closely	coordinated	between	Internal	

Audit	and	the	SOX	organization.
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he	 extent	 of	 Internal	 Audit’s	 involvement	 in	 the	 SOX	 processes	 depends	 on		

a	number	of	factors.	In	the	long	term,	Internal	Audit	cannot	by	itself	ensure	that	the	

SOX	provisions	are	properly	implemented.	For	this	reason,	other	operational	par-

ties	must	carry	the	main	responsibility	by	conducting	assessments	and	tests.	But	

this	can	only	be	organized	if	there	is	no	overlap	of	responsibilities	and	no	conlict	of	

interest	regarding	the	control	functions.	If	this	works	properly,	Internal	Audit	may	

depend	on	these	results	and	verify	them	with	qualiied	samples.

HIntS	AnD	tIPS	 ;

•	 When	preparing	for	SOX	audits,	auditors	should	also	try	to	consult	the	results	

of	other	audits.

•	 Auditors	should	establish	at	an	early	stage	whether	the	SOX	process	documen-

tation	is	complete.
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14.3.3 Coordination of SOX Activities

Key	POIntS	 •••

•	 Internal	Audit’s	involvement	in	SOX	certiication	activities	includes	introducing	

the	SOX	regulations	and	long-term	task	assignment.

•	 Eicient	cooperation	between	the	diferent	audit	teams	within	Internal	Audit	is	

necessary	right	from	the	start	of	SOX	implementation.

extent	of	Internal	Audit’s	
Involvement
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Involvement
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•	 In	the	long-run,	Internal	Audit	must	leave	the	units	to	perform	the	operational	

aspects	of	SOX	and	concentrate	on	the	actual	audit	task.

•	 he	tasks	and	responsibilities	are	gradually	being	redistributed	among	the	dif-

ferent	audit	teams	within	Internal	Audit.

As	described	earlier,	Internal	Audit’s	involvement	in	the	SOX	activities	afects	the	

whole	department	in	a	variety	of	ways.	he	early	years	of	SOX	implementation	dif-

fer	from	the	longer-term	focus	and	distribution	of	tasks,	because	during	the	SOX	

introduction	phase,	the	objectives	and	deadlines	can	only	be	met	if	all	the	involved	

parties	pool	their	eforts.

Existing	responsibilities	should	be	discussed	as	follows:

•	 he	process	owners	and	the	SOX	organization	have	central	responsibility	for	the	

current	process	documentation,	and	must	guarantee	not	only	that	the	inancials	

are	correct,	but	also	that	the	internal	control	system	is	working.	he	Board	must	

ensure	that	the	signiicance	of	this	responsibility	is	clear	to	all	involved,	and	the	

annual	 tasks	under	the	SOX	lifecycle	must	be	an	integral	component	of	 their	

activities	to	ensure	that	the	entire	organization	is	compliant	with	SOX.

•	 Internal	Audit	should	be	responsible	for	monitoring	the	implemented	controls.	

Internal	Audit	can	use	diferent	forms	of	auditing:	Either	a	full	audit	or	a	sam-

ple-based	audit.	Only	if	operational	units	cooperate	and	audit	work	is	focused	

efectively	can	the	necessary	assurance	be	reached	for	certiication	by	manage-

ment	and	the	Board.

Internal	Audit	must	also	determine	how	the	SOX-related	tasks	are	assigned	within	

the	department.	It	should	generally	be	assumed	that,	as	process	audits,	SOX	audits	

form	a	long-term	component	of	a	“normal”	standard	audit	and	tie	in	with	the	other	

long-term	components	accordingly.

he	SOX	audit	team	primarily	conducts	audits	on	the	basis	of	a	SOX	work	pro-

gram,	examining	the	local	subsidiary-speciic	results,	test	standards,	and	signiicant	

internal	controls.	he	team	then	forwards	the	results	to	the	regional	audit	teams	for	

further	assessment	and	auditing	if	appropriate,	or	for	incorporating	them	into	an	

audit	already	scheduled.	he	regional	audit	teams	also	conduct	audits	on	the	basis	

of	a	standard	work	program,	which	allows	them	to	test	signiicant	internal	controls.	

he	results	are	made	available	to	the	SOX	team	so	that	it	can	assess	them	and	con-

duct	 further	 SOX-speciic	 audits,	 if	 appropriate.	 he	 mutual	 exchange	 of	 audit	

results	must	be	precisely	timed	and	coordinated	in	order	to	avoid	duplication	and	

exploit	synergies.

Although	 it	 is	 sensible	 to	 form	 a	 dedicated	 SOX	 audit	 team	 during	 the	 early	

phase	 of	 SOX	 implementation,	 in	 the	 longer	 term,	 the	 tasks	 will	 tend	 to	 spread	

among	all	audit	teams.	In	general,	this	is	done	in	the	interest	of	time,	but	also	relates	

to	the	content	of	the	audits.	With	regard	to	time,	the	SOX	activities	are	tied	into	a	

ixed	 timeframe,	 (i.e.,	 the	audit	 cycle	must	be	completed	within	one	iscal	year).	

SOX	audits	conducted	by	Internal	Audit	must	comply	with	this	timeframe	to	pro-
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duce	usable	results.	his	should	be	relected	in	the	annual	audit	plan,	if	organiza-

tional	units	earmarked	for	auditing	are	subject	to	the	SOX	provisions.	If	this	is	the	

case,	Internal	Audit	should	consider	whether	the	audits	should	follow	the	modiied	

SOX	 Audit	 Roadmap	 rather	 than	 the	 standard	 Audit	 Roadmap	 (see	 Section	 D,	

Chapter	14.3.2).	In	the	longer	term,	Internal	Audit	can	also	use	the	internal	control	

management	tool	to	address	and	conduct	the	SOX	audits	of	process	groups	using	

the	standard	work	program	and	document	the	results	in	the	tool.	his	would	turn	

the	SOX-relevant	audit	procedures	into	an	integral	part	of	a	standard	audit,	with	

the	diference	that	the	audit	would	be	conducted	exclusively	by	the	regional	audit	

teams	and	no	longer	by	two	independent	audit	teams.

HIntS	AnD	tIPS	 ;

•	 Signiicant	SOX-related	audit	results	should	always	be	shared	with	all	Internal	

Audit	colleagues	to	maximize	the	learning	efect.

LInKS	AnD	RefeRenCeS	 e

•	 INSTITUTE	OF	INTERNAl	AUDITORS.	2006.	Sarbanes-Oxley Section 404: A Guide 

for Management of Internal Control Practitioners. Altamonte	Springs,	Fl:	he	Institute	of	

Internal	Auditors.

14.4 Impact of Introducing SOX

Key	POIntS	 •••

•	 he	introduction	of	SOX	has	many	diferent	consequences	for	the	afected	com-

panies,	both	internally	and	externally.

•	 SOX	supports	Internal	Audit’s	development	into	an	active	management	instru-

ment.

•	 Internal	Audit’s	focus	on	supporting	compliant	SOX	certiication,	the	quest	for	

best	practices,	and	its	universal	audit	mandate	make	it	a	competent	partner	for	

many	parties.

he	introduction	of	SOX	has	external	and	 internal	consequences	 for	 the	various	

organizational	units.	From	Internal	Audit’s	perspective,	these	consequences	can	be	

summarized	as	follows:

•	 he	introduction	of	SOX	presents	an	important	opportunity	for	Internal	Audit	

to	play	a	key	role	in	the	certiication	process.	his	is	justiied	because	of	Internal	

Audit’s	knowledge	of	the	internal	control	system.	Internal	Audit	should	use	this	

opportunity,	 while	 making	 sure	 that	 it	 complies	 with	 the	 department’s	 own	

principles	and	fulills	its	general	audit	mandate.

Signiicant	AspectsSigniicant	Aspects

Opportunity		
to	Play	Key	Role

Opportunity		
to	Play	Key	Role
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•	 As	a	result	of	Internal	Audit’s	role	in	the	certiication	process,	the	Board	of	Di-

rectors	and	management	will	take	greater	notice	of	Internal	Audit.	his	supports	

Internal	Audit’s	eforts	to	develop	into	an	active	management	instrument.	he	

attention	it	receives	as	a	result	of	SOX	can	enhance	Internal	Audit’s	acceptance	

as	a	management	instrument.

•	 here	are	further	consequences	for	Internal	Audit	itself	in	that	it	must	cooperate	

with	additional	partners	and	reorganize	its	task	structure,	at	least	partially.	hese	

internal	efects	should	not	be	underestimated,	because	they	may	entail	changes	

to	the	entire	process	low.	his	also	involves	closer	cooperation	with	all	parties	

afected	by	SOX,	including	the	external	auditors.

•	 Internal	 Audit	 also	 derives	 various	 other	 beneits	 from	 SOX.	 For	 example,	 a	

comprehensive	internal	control	system	makes	the	processes	more	self-regulat-

ing,	which	means	that	Internal	Audit	can	be	even	more	focused	on	signiicant	

audit	content,	because	automated	procedures	help	reduce	the	extent	of	auditing.	

A	closely	related	aspect	is	the	quest	for	best	practices,	which	can	be	maintained	

centrally	and	 in	a	 standard	 format	 for	 the	entire	Group	or	 transferred	 to	 the	

service	organizations.

•	 SOX	certiication	ensures	both	internally	and	externally	that	the	processes	of	the	

organization	are	compliant.	his	also	guarantees	 that	 the	inancial	statements	

are	reported	correctly	and	without	omissions,	which	creates	a	reputation	of	trust	

and	 security	 among	 stakeholders.	 he	 efect	 this	 has,	 especially	 on	 business	

partners	such	as	customers,	suppliers,	and	banks,	must	not	be	underestimated.

Moreover,	 SOX	 certiication	 completes	 the	 image	 of	 a	 successful	 company.	 Al-

though	they	do	not	directly	generate	sales	or	proits,	the	positive	efects	–	especially	

increased	 investor	 conidence	 resulting	 from	 the	 conirmation	 of	 internationally	

recognized	compliance	–	can	boost	business	success.	An	eicient	and	efective	pro-

cedure	is	a	prerequisite	in	this	regard.

If	 a	 company	 wants	 to	 take	 a	 leading	 role	 among	 national	 and	 international	

competitors,	it	must	stay	abreast	of	the	latest	developments.	hus,	SOX	can	and	will	

act	as	a	trendsetter	and	lead	to	further	developments	for	companies	not	(yet)	di-

rectly	afected,	as	they	will	not	be	able	to	escape	this	trend.

HIntS	AnD	tIPS	 ;

•	 When	 preparing	 reports	 on	 SOX	 audits	 or	 support	 services,	 auditors	 should	

highlight	any	best	practices.

•	 In	the	management	summaries,	they	should	establish	a	link	to	the	SOX	require-

ments	and	their	implementation.

•	 Information	about	Internal	Audit’s	SOX	activities	should	be	made	available	to	

all	stakeholders.

Perception	as	
Management	Instrument
Perception	as	
Management	Instrument

Increased	CooperationIncreased	Cooperation

Additional	Beneits	of	
SOX
Additional	Beneits	of	
SOX

Certiication		
as	Basis	of	trust
Certiication		
as	Basis	of	trust

efects	on	Business	
Success
efects	on	Business	
Success

trendsettertrendsetter

Special Topics and Supplementary Discussion

Services Provided by Internal Audit Relating to the Sarbanes-Oxley Act

Impact of Introducing SOX

D	|	14	|	14.4
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For many years, Internal Audit stayed on the sidelines of day-to-day business op-

erations and was generally perceived as a group of “box-checkers,” feared rather 

than valued as a control body at the behest of corporate management. We hope that 

the exploration contained in this handbook has changed this perception and, using 

the developments at SAP as an example, refuted it at least in part. Even if some ele-

ments of these original views persist, the irst important steps toward a changed 

perception of Internal Audit have been taken.

he reorientation is not about totally reinventing Internal Audit, because much 

of what has long been accepted as good and correct still applies to this day. Tradi-

tional audit activities at the day-to-day working level will always form part of the 

audit work carried out to achieve the desired results. he requirements for documen-

tation and reporting, for example, have not lost their signiicance. In addition, 

a healthy measure of respect for Internal Audit within the company may be expedient, 

because Internal Audit would otherwise not be able to fulill its audit mandate in 

the interest of company management and all employees. herefore, Internal Audit’s 

further development should continue to be integrated into the framework and basic 

principles of audit work and the auditors’ self-image and into every company’s own 

corporate governance system. Any attempt to change or redeine this radically 

should be resisted. Internal Audit’s roots must not be forgotten, irrespective of 

overall economic or business developments.

Many aspects of Internal Audit have started to change. he internal audit frame-

work and its changes, which we have covered extensively in this handbook, will 

shit the tasks of Internal Audit further toward ensuring holistic entrepreneurial 

compliance and business eiciency in the future. As our discussion has shown, 

a number of approaches and methods already exist at SAP. he implementation of 

the Audit Roadmap, internal and external cooperation models, increasing interna-

tionalization, strong involvement in the implementation of and compliance with 

the provisions of SOX, but also the increasing requirements in terms of audit-related 

additional services are all factors that are inluencing and changing Internal Audit’s 

self-image for the long term. hese issues afect not only large corporations, but 

increasingly also medium-sized companies.

In the age of enhanced customer focus, Internal Audit also must develop its role 

as a service provider. As an instrument of corporate management, it is irst and 

foremost responsible for monitoring the implementation of and compliance with 

policies and guidelines. Since the application of these rules can contribute to secur-

ing the company’s continued existence, Internal Audit must perform its task with 

consistent determination. At the same time, it should develop diferent types of 

tasks and topics and cooperation models and fulill its primary mandate with the 

appropriate customer focus.

he question of a comprehensive sotware solution that is integrated into the 

company’s IT processes will pose another challenge for Internal Audit in the future. 

he discussion in the preceding sections can make a valuable contribution here, 

because in many respects, it covers the principles needed for a comprehensive, in-

Perception of Internal 

Audit

Perception of Internal 

Audit

Limits of Further 

Development

Limits of Further 

Development

Changed FrameworkChanged Framework

Customer FocusCustomer Focus

Software Solution for 

Internal Audit
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ternationally applicable audit concept. In the future, there should be special consid-

eration for auditing with automatically generated Scopes, audit plans, etc. and for 

continuously identifying audit topics, in-process, on the basis of thresholds or risk 

assessments. his entails that Internal Audit will adopt a proactive role, which 

requires support from an integrated system of audit sotware and application sot-

ware.

Another focus for Internal Audit in the future will be on highlighting the addi-

tional beneits the department can deliver. It is easy to show on the basis of a single 

inding whether the implementation of an audit recommendation has led to an 

improved situation or process. An individual assessment like this can be made 

easily and accurately. he greater challenge, however, is to demonstrate the results 

of audit work throughout the company. his is a very complex issue, because it is 

diicult to accurately trace improvements back to the work of Internal Audit. hese 

achievements are measurable efects, expressed as cost savings or enhanced beneits. 

However, these results should be aggregated on the basis of meaningful structures, 

e.g., responsibilities or processes.

Another important aspect of internal audit work is the development and ex-

amination of indings over time. Findings should be aggregated across the company 

so that trends can be identiied as to whether the work of Internal Audit promises 

results in certain areas and the processes and internal controls have in fact im-

proved. If the same indings are made repeatedly, either the existing arrangements 

pertaining to the inding are not or only barely applicable, or communication or the 

speed of change is not adequate. In such cases, information events or training may 

be needed to ensure the requirements are clear to all employees. hus, error fre-

quency and control weaknesses must be analyzed in detail, because their root may 

be found in the organization, the process, or even among employees or company 

management. Lasting improvements can only be made if the cause has been identi-

ied.

he treatment of fraud remains a signiicant issue. It is important to establish 

whether a fraud happened unintentionally or was committed deliberately, and 

whether it was a one-time or a repeated occurrence. As part of its preventive 

activities, Internal Audit can help investigate combinations of topics, such as the 

perception of injustice among employees, the extent of compliance awareness in the 

company, and the need for appropriate guidelines. he main challenge for Internal 

Audit in the future will be to coordinate its activities closely with other corporate 

units, e.g., the global compliance organization, Risk Management, Human Re-

sources, as well as operational management. 

Two aspects are of key importance for the future of Internal Audit:

• First, Internal Audit must deine its own strategic reporting system, which goes 

far beyond current reporting levels. Currently, reports have a strong operational 

focus, and those prepared for management provide summaries rather than anal-

yses and forecasts. Internal Audit should identify trends and future (focus) areas 

for action on the basis of its experience with regard to these and other factors. 

Highlighting Additional 

Beneits of Internal 

Audit

Highlighting Additional 

Beneits of Internal 

Audit

Development of 

Findings over Time

Development of 
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his can relate to the audit topics per se or, more importantly, to the resulting 

areas of action for corporate management and the relevant supervisory bodies. 

Possible instruments in this context include, for example, portfolio analyses and 

forecasts of the distribution and development of audit topics and indings. his 

enhanced reporting allows Internal Audit to demonstrate its ability to add value 

by identifying areas for improvement preemptively.

• Second, Internal Audit must cooperate with other parties, both within and out-

side the company. Internal Audit’s tasks can no longer be accomplished in isola-

tion. he complex requirements of the company and of external stakeholders 

and regulators can only be met eiciently with internal and external coop-

eration. Importantly, this includes cooperation with other companies, profes-

sional associations and government institutions as a suitable means to develop 

a globally consistent interpretation of compliance.

Important irst steps have been taken, but there is no doubt that much work is still 

required to adapt the signiicance, position, and function of Internal Audit to the 

changed framework. here is still a long way to go before these objectives can be 

achieved. hus, this book is certainly not the end of the journey but hopefully a 

signiicant milestone.

OutlookOutlook
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follow-up audit  276

link with the Audit Road-

map  274

measuring audit out-

come  280

particularities for SOX support 

services  587

reporting  278

responsibility  273

status check  274

sub-phases  272

updating the audit  

report  278

follow-up rating  280

fraud  31

action guide  562

fraud ilter  557

in purchasing  338

investigation  31

prevention  32, 335, 557

prevention model  559

fraud audit  118, 135, 284

annual audit planning  284

deinition  136

documentation  286

execution  285

focus  136

follow-up  286

involvement of other  

parties  137

preparation  285

preventive audit ield-

work  561

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–
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preventive audits  137, 284

reporting  286

Scopes  284

special Audit Roadmap  284

G

German Accounting Legislation 

Reform Act (BilReG)  11

German Corporate Governance 

Code (DCGK)  11

German Transparency  

and Disclosure Act  

(TransPuG)  11

GIAS  60

career paths  85

Code of Conduct  62

employee proiles  82

integration model  108

organizational structure  75

GIAS@Work  271

GIAS Letter  270

global audits  60, 61, 81, 152, 384

Audit Roadmap  154

challenges  153

execution  154, 387

follow-up  387

planning  154, 386

preparation  154, 386

reporting  154, 387

special attributes  385

global challenges  60, 104, 106, 

384

external  106

internal  107

other  107

outsourcing  107

guest auditors  542

costs  545

deinition  542

reasons  542

selection process at SAP  543

–

–

–

–

–

–

–

–

–

–

–
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–

–

–

–

–

–

–

–
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H

Hong Kong: Listing  

Standards  12

I

implementation  272, 280

monitoring  280

responsibility  273

implementation report  252, 259

monitoring  260

template  259

independence  13, 37, 66

dual role of Internal  

Audit  39

Institute of Internal Auditors 

(IIA)  4

code of ethics  62

Internal Audit  4

added value  58, 519

as a corporate management 

instrument  47

as a service and competence 

center  52

audit tools  20

beneits  38

charter  27, 33

corporate governance  41

cost/beneit analysis  162

deinition  4

development  47

functional position  17

independence  13, 37

management  547

mandate  60

mission  58, 60

operational objectives  23

organizational framework  33

organizational integration  16

organizational status  13, 25

organizational status  

within SAP  72

proactive management  

focus  49

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–
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process in general  5

proit center organization  51

purpose, authority,  

and responsibility  35

regulatory framework  8

requirements  16, 19

resources  51

role  4, 18

self-image  39

standardized process  28

strategic objectives  22

tasks  30

internal control

COSO key concepts  6

deinition  2

internal control system  19, 

42, 124, 341

objectives  2

SOX  125

internal control management 

tool  237, 579

internal controls 219, 392, 574

attributes  392

design assessment  577

eiciency testing  579

examples  42

management of internal  

controls  573

maturity  395

signiicance  575

work program  215

internal control system  341

IT organization  427

internal control testing

procedures  231

purpose  231

International Financial Reporting 

Standards (IFRS)  19, 296

interview  231

question catalogs  233

question types  232

types  231

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–
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IT audit  118, 129, 290, 409

ABAP reports  412

ABAP Workbench  417

access protection  419, 422

batch input  426

COBIT®  130, 291

execution  292

external guidelines  130

ieldwork activities  417, 421, 

424, 425, 429

focus  132

follow-up  292

internal controls  133

IT system risks  410

legal requirements  131

planning  291

preparation  291

risks  416, 421, 424, 425, 428, 

429

SAP systems  415

SAP Workbench  

Organizer  413

special Audit Roadmap  290

system access  411

system audit  410

tables  412, 418

transactions  412

WBOT  

(transport system)  413

work program  292

IT audit management  

solution  94, 473

compliance database  483

master database  481

quality assurance  481

requirements  474, 479

IT security  290

audit data protection  475

IT tools  236

audit sotware  478

internal control management 

tool  574

necessity  477

–
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SAP AIS  411

J

J-Sox  12

K

key performance indicators  508

audit survey  519

balanced scorecard  

approach  527

follow-up rating  522

guiding principle  510

objectives  508

overall audit statement  513

standard indicators  512

target groups  511

Key Scope  193, 215, 305

KonTraG  11

L

liabilities in foreign  

currency  327

liabilities to ailiated  

companies  327

liability  41

license agreements  342

license audits (see as well  

unannounced license  

audits)  367

content  367

Core Scope  368

execution  370

revenue recognition  368, 370

M

management process audit  118, 

288, 372

challenges  121

deinition  372

feedback  378

focus  374

follow-up  289

guidelines  289

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

information folder  377

Key Scopes  376

objective  373

question catalogs  377

recommendations  289

reporting  289

special Audit Roadmap  288

work program  377

management summary  252, 261

overall audit statement  262

template  262

marketing  553

external  555

internal  553

master data  328

materiality principle  223

memorandum  253, 266

methodological tools  235

mission  60

mixed audit teams  75

multi-period analysis  230

N

New York Stock Exchange 

(NYSE) Listing Standards  9

non-audit-related other  

services  44, 165

internal consulting  165, 180

ongoing support  165, 178

project management  165, 182

NYSE  296

O

objectivity  66

observations  230, 257, 260, 514

ofsetting account analysis  330

open items list  315, 327

operational audit  118, 123

main audit objects  123

main objective  124

purchasing audit  333

sales process audit  340

SOX  125

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

organizational tools  233

audit lists  233

question catalogs  233

other services  165

audit-related other  

services  165

necessity of indepen-

dence  166

non-audit-related other  

services  165

outsourcing  336

outstanding invoices  321

overall audit statement  513

classiication  514

escalation  504, 518

examples  517

IIA Standard 2410  514

P

payment proposal list  328

PCAOB  53, 566

peer review  94, 537

at SAP  538

deinition  537

execution  539

follow-up  540

IIA assessment  540

main focus  540

main objective  537

partners  538

preparation  539

performance measurement  188, 

281

periodic reporting  250, 269, 270

annual report to the Audit 

Committee  269

planning  88

annual audit planning  202

audit requests  205

audit team  208

problem of ad-hoc  

engagements  89

–

–

–

–

–

–

–

–

–

–

–
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–
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–

–

–

–
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Scopes  192

Scope templates  193

plausibility analysis  230, 307

preparation  300

analytical audit  

procedures  310

audit-speciic informa-

tion  220

audit announcement  211

training  221

work program  214

priority Board issues  264

template  265

probability-proportional-to-size 

sampling  229

professional principles

reporting principles  247

purchase order  

requisitions  328

purchasing  328

purchasing audits  333

planning  334

procurement process  336

release strategies  337

Q

quality assurance  91, 93, 188, 

281, 407, 485

Audit Roadmap  488

audit survey  497, 500

customer contract conirma-

tions  405

deinitions  486

departmental quality  

measures  495

IIA standards  498, 500

major beneits  485

process and documenta-

tion  498

quality assurance monitoring 

sheet  498

quality gates  487, 488

structure  488

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

unannounced license  

audits  408

question catalogs  368

R

ratio analysis  308

recognition of liabilities  326

recognition of receivables  313

recommendations  252, 272

implementation  272

reconciliation  314, 326

referencing  216, 244

example for referencing  

structure  245

regional audits  81

regional teams  76, 78

structure and tasks  78

regression analysis  230

regulatory framework

Canada  8

China  8

Germany  8

Hong Kong  8

Japan  8

United Kingdom  8

United States of America  8

reliability of audit docu-

ments  292

reporting  247

annual report to the Audit 

Committee  269

audit summary  249

Board summary  263

classiication of indings  257

distribution administra-

tion  476

follow-up rating  523

GIAS reporting structure  250

GIAS standard report  

package  252, 255

implementation report  258

integration into the Audit 

Roadmap  248

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

link to follow-up phase  249

link to working papers  249

management summary  261

memorandum  266

other GIAS information  

services  270

overall audit statement  514

particularities in business 

reviews  383

periodic reporting  269

priority Board issues  265

professional guidelines  247

report addressees  254

report contents  251

report distribution  254

report formats  249

report types  251

results presentation  267

status check  278

target groups  251

timeframe  254

results-based audit  

approach  147

results presentation  268

revenue audit  329

ieldwork  331

ofsetting account  

analysis  330

revenue recognition  

criteria  330

revenue recognition  329

criteria  330

ixed-price projects  362

license audits  368, 370

percentage of  

completion  360

revenue  362

time and material  

projects  364

revenue recognition assur-

ance  402

customer contract conirma-

tion cycle  402
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–

–
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quality assurance  406, 407

unannounced license  

audits  406

risk-based audit approach  143

risk assessment  342, 464

overall risk rating  465

risk categories  515

risk indicators  464

risk categories  218, 257

risk management  59

cooperation with Internal 

Audit  444

risk management audits  447

risk management  

process  449

risk management system  31

risk management tool  238

risk monitoring  24

risk proile  203, 344

S

safeguarding of internal  

controls  23

sales process audit  340

contract process  343

contract types  341

documents to be re-

viewed  343

internal control system  341

procedure  341

risk management  344

risk proile  344

sampling  227, 334

purposive  228, 368

random  228, 368

SAP AG  29, 296

inancial reporting  296

global orientation  384

SAP Workbench Organizer  413

Sarbanes-Oxley Act (SOX)  8

beneits for Internal  

Audit  593

central process catalog  575

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

certiication  53, 593

control eiciency testing  397, 

579

design assessment  391, 577

efectiveness of the internal 

controls  54

evidence of the functioning  

of internal controls  56

impact on the audit work  

of Internal Audit  56

internal control management 

tool  578, 586

internal controls  42, 218, 392, 

573

legal framework  565

lifecycle  577

link between SOX  

and COSO  569

objectives  53

process and control steps  575

processes  575

process lowcharts  400

process groups  575

process owner  581

process responsibility  55

responsibilities  591

role of CEO and CFO  582

role of Internal Audit  55, 571, 

581, 583

Section 302  53, 566

Section 404  54, 389, 566

Section 806  54

services of Internal Audit  583

SOX auditors  581, 591

SOX champions  581

testers’ independence  398

whistleblower protection  54

scanning  230

Scopes  95, 102, 117, 192, 305, 586

access authorizations  193

application  199

contents  194

Core Scope Index  194

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

Core Scopes  117, 192, 200

functions to processes  

relationship matrix  196

Key Scopes  117, 192

link between audit type  

and Scope  192

maintenance  193

overview of available Core 

Scopes at SAP  200

processes to objects  

relationship matrix  197

Scope in detail  198

table of Key Scopes  195

templates  193

updating  193

work program  214

Securities and Exchange  

Commission (SEC)  8, 296

segregation of duties  314

service contracts  342

services by Internal Audit

audit-related services  45

career development  45

expertise  44

implementation support  39

non-audit-related  

services  45

ongoing support  39

SOP  329

SOX audit services  389, 584, 

586, 587

Audit Roadmap  588

COSO framework  389

extent of Internal Audit’s 

involvement  590

process group audits  389, 

585, 589

project audits  389, 584, 589

quality audits  389, 585, 589

SOX documentation  56

added value  56

SOX process group audits  389

account mapping  394

–

–

–

–

–

–
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control eiciency testing  397

design assessment  391

desk review  391

execution  391

preparation  390

risk mapping  393

templates  391

walkthrough  394

SOX support services  584, 586

follow-up  587

special Audit Roadmaps

fraud  284

IT audits  290

management process  

audits  287

reasons  282

special audits  156

Audit Roadmap  156

standard audits  155

Audit Roadmap  156

standard report package  255

appendices  256

audit report index  255

Board summary  263

implementation report  258

management summary  261

Statement of Position see SOP

status check  160, 275

classiication  275

link between status check  

and audit type  160

reporting  278

stratiied sampling  229

subsidiary audits  341, 346

analytical audit proce-

dures  307

inancial reporting  348

preparation  346

work program  346

substantive accuracy  328

substantive testing  144, 227, 307

Supervisory Board  30

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

system-based audit  

approach  145, 146

system authorizations  314

T

target groups of Internal  

Audit  97

external  99

internal  98

other  100

tasks of Internal Audit  29

tax accruals  324

team work  304

test procedures  216, 227

time recording  530

advantages  531

timesheets  88

trade accounts payable  

audits  325

balance conirmations  326

critical authorizations  328

ieldwork activities  326

open items list  327

payment proposal list  328

preparation  326

purchase order requisi-

tions  328

trade accounts receivable  

audits  313

ageing structure list  315

balance conirmations  314

customer contract  

conirmations  314

open items list  315

preparation  314

traic light system  281

training  221

transaction-based audit  

approach  146

trend analysis  230, 308

truthfulness  247

Turnbull Report  12

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

–

U

unannounced license audits  406

execution  407

quality assurance  408

US Generally Accepted Accouting 

Principles (US-GAAP)  19, 

296, 315, 319, 325, 329, 340, 356

V

vacation accruals  320

W

walkthrough  230, 394

WBOT  414

whistleblower  54, 384

fraud ilter  558

work done sheet  242

working papers  239, 303

access authorization  240

audit summary  243

iling  240

optional working papers  242

purpose  239

referencing  244

standard templates  242

types  240

work done sheets  242

work program  214, 305, 492

advantages  214

analytical audit  

procedures  309, 310

fraud audit  285

function  214

integration of audit content 

with audit activities  217

internal controls  218

IT audit  292

management process  

audit  289

risks  218

template  215

test procedures  216

working paper reference  216
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