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Law of Electronic Commercial
Transactions

The exponential growth of electronic usage in global commercial transac-
tions has generated potential opportunities in productivity, facilitated the
cross-border free movement of goods and services, and stimulated export and
import trade as well as domestic sales, but at the same time it has led to new
challenges to existing laws due to the unique characteristics and complexities
of online technology, culture and social behaviours.

This book compares the legislative frameworks of e-commerce in the EU,
US, China and International Organisations. It highlights and analyses the
main legal obstacles to the establishment of trust and confidence in doing
business online. It provides in-depth research into finding solutions to remove
the barriers to the validity of electronic contracts and signatures, the enforce-
ability of data privacy protection, the determination of internet jurisdiction
and choice of law, as well as the promotion of online dispute resolution. It
encourages modernisation and harmonisation of laws concerning electronic
commercial transactions through well-balanced area-specific international
instruments.

Law of Electronic Commercial Transactions will be of great interest to
academics, legislative organisations, practitioners and lawyers in the field of
international commerce.

Dr Faye Fangfei Wang is a Senior Lecturer in Law at Bournemouth
University, UK. She holds a PhD from the University of Southampton,
an LLM from the University of Aberdeen, and an LLB from China. She
specialises in cyberlaw, international trade law, conflicts of law and online
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Preface

The continuing innovation of information technology and ever-increasing use
of the internet make international commercial transactions quicker and easier.
Geographical distance no longer remains an obstacle in communications
among businesses and individuals as product information can be accessed
instantly via companies’ websites. Taking advantage of the speed, efficiency
and reduced costs of online commerce, international trade and domestic sale
have been increasingly conducted over the internet for the last decade. This is
beneficial for the growth of global economy but, at the same time, challenges
the existing laws with newly-generated legal issues such as the validity of
electronic contracts, the protection of data privacy rights and the settlement of
e-disputes. In recent years international conventions and model laws, regional
directives and regulations, as well as national laws have been making efforts to
enhance the legal certainty of electronic commercial transactions with the pri-
mary aim of building users’ confidence in online interactions and transactions.

Law of Electronic Commercial Transactions: Contemporary Issues in the
EU, US and China takes a ‘solutions to obstacles’ approach and evaluates
various contemporary key legal issues of electronic commercial transactions
by comparing current legislative frameworks in the EU, US, China and inter-
national organisations. It provides in-depth research into finding solutions to
modernising and harmonising laws in international electronic commerce. It
promotes the establishment of well-balanced area-specific international
instruments, which enhance particularised areas such as the effectiveness of
electronic offer and acceptance; conditions of error in electronic communica-
tions; rules of electronic battle of forms; recognition of domestic and foreign
certificates and electronic signatures; self-regulation of internet privacy pol-
icies; as well as measures of cross-border internet jurisdiction, choice of law
and alternative dispute resolutions.

This book is a research monograph providing guidance for readers to
understand the legal challenges of e-commerce; find practical solutions to
create trustworthy online commercial platforms; and ensure security of
online transactions. The real-life examples, such as Microsoft Outlook —
recall or replace a message; eBay — e-trading platform and online dispute
resolutions; Facebook with TRUSTe — data privacy program, have been given
to advise business and individual e-commerce practice.






Part 1

Introduction






1 The business and legal
landscape of electronic
commercial transactions

The customer pays his money and gets a ticket. He cannot refuse it.
He cannot get his money back. He may protest to the machine, even
swear at it. But it will remain unmoved. He is committed beyond recall.
He was committed at the very moment when he put his money into the
machine.

Lord Denning, Thornton v Shoe Lane Parking'

With the advent of electronic means of communication and information
transfer, business deals are fast becoming conducted over the internet, taking
advantage of the speed, efficiency, and cost benefits of electronic technolo-
gies. Clicking the icon of ‘I agree’ to make a purchase on the web page may
have the same effects as ‘money machines’. In a split second it may constitute
a valid form of consent between two parties in different countries.

In China, the 23rd Statistical Survey Report on the Internet Development
of January 2009 estimated that the amount of users of online shopping in
China had reached 74 million, with an annual growth rate of 60%.>

In the US, the US Department of Commerce E-Stats Report was released
on 28 May 2009, stating that:

manufacturers and merchant wholesalers (so called ‘B2B’) accounted for
most e-commerce (93%). E-commerce accounted for $1,856 billion of
manufacturing shipments in 2007, up from $1,567 billion in 2006, an
annual increase of 18.4%. US merchant wholesalers reported total
e-commerce sales of $1,226 billion in 2007, up from a revised $1,194
billion in 2006 — an annual increase of 2.7%. US retail e-commerce sales
reached almost $127 billion in 2007, up from a revised $107 billion in
2006 — an annual gain of 18.4%. From 2002 to 2007, retail e-sales
increased at an average annual growth rate of 23.1%.*

For instance, eBay, the world’s online marketplace, creates thousands of elec-
tronic contracts a day. It made a profit of $256 million in the first three
months of 2005, up 28% on the same period in 2004, on sales of more than
$1 billion.*
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In the EU the number of internet users increased by 218.1% from 2000 to
2008, representing 61.4% of the total EU population and 18.8% of world
usage.” The percentage of individuals who had ordered goods or services
over the internet for private use rose significantly, from 22% to 34%, between
2004 and 2008. In the UK, Denmark, Germany and the Netherlands 57%
of individuals had ordered goods or services over the internet for private use
in 2008.°

The worldwide usage of the internet has changed the traditional ways of
communications among individuals and businesses, which encourages the
growth of the new economy.

1.1 Concepts and features

1.1.1 Internet

The internet, a base of connection for international electronic commerce,
is a form of connected networks via electronic devices, i.e. computers. It can
be accessed worldwide, and uses the standardised Internet Protocol Suite
(TCP/IP) to transport data and messages anywhere in the world and permit
communication between parties across a large distance.

Internet technology began in the 1960s. The first trans-Atlantic computer
networks were linked up in the early 1970s.” During the 1960s and early
1990s, the internet was developed mainly for military, governmental and aca-
demic use. Only in the late 1990s, when Microsoft released Windows 98 with a
full scale entry of an internet browser and server, did the internet start to be
popular for commercial use. In the 2000s the internet experienced enormous
growth, businesses set up websites displaying product information and pro-
viding trade platforms for goods and services, whilst individuals used email
and instant messaging as well as shopping online. In the last 10 years business
has been increasingly conducted over the internet, including international
trade and domestic sales. In recent years the internet has been employed in
various new ways, for example, social networking and dispute resolutions.

1.1.2 Electronic commerce

The phrase electronic commerce can be interpreted as ‘commerce conducted in
a digital form or on an electronic platform’, or ‘selling or buying goods and
services on the Internet’.! The Organization for Economic Co-operation
and Development (OECD) defines electronic commerce from an economic
and social point of view as:

all forms of commercial transactions involving both organisations and
individuals, which are based upon the electronic processing and trans-
mission of data, including text, sound and visual images. It also refers to
the effects that the electronic exchange of commercial information may
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have on the institutions and process that support and govern commercial
activities.’

In the EU the European Initiative in Electronic Commerce further describes
electronic commerce as:

any form of business transaction in which the parties interact electronic-
ally rather than by physical exchanges. It covers mainly two types of
activity: one is the electronic ordering of tangible goods, delivered phys-
ically using traditional channels such as postal services or commercial
couriers; and the other is direct electronic commerce including the online
ordering, payment and delivery of intangible goods and services such as
computer software, entertainment content, or information services on a
global scale.

The key words in the definition above are: commercial transactions, organisa-
tions, individuals and electronic exchange. It reveals the scope of electronic
commerce from a jurisdictional and functional perspective. Electronic com-
merce, in a private sense, is international and domestic commerce;!! trade'?
and business'® for both non-personal and personal usage.

Electronic commercial transactions are one of the main components of
electronic commerce which refer to deals made between either private indi-
viduals or commercial entities. Electronic commercial transactions presup-
pose the existence of a business transaction and create a more efficient
business environment through the usage of electronic means.

There are two main types of electronic commercial transactions: business-
to-business (B2B) and business-to-consumer (B2C). B2B describes trade
between different businesses or entities. It can be completed by performance
against payment or performance against performance.'* B2C involves the
sale of goods or services to individual customers for their own use. It is
notable that in a B2C transaction one of the parties acts as a consumer. A
synonymous term of B2C electronic commerce is electronic retailing.

In general, B2B provide goods or services to other businesses while B2C
sells goods or services to consumers. Both forms contribute to the growth of
the new economy, although B2B currently generates a larger portion of a
country’s GDP (gross domestic product).

1.2 Benefits: economic and social impacts

The invention of electronic commerce has been beneficial to the global
economy and society. It is an innovation in conducting business that changes
the habits of business entities and individuals gradually and largely. Instead
of travelling a long distance to visit a shop or a factory, buyers can use a
laptop with wireless internet access to enter a digital platform of buying and
selling online. Buyers can surf the websites, choose products and make web
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payments. As a result of successful electronic transactions individual goods
will be delivered to the buyer’s door or large trading containers will be
shipped to the port of named destination. The profound impact of electronic
commerce in the global economy and society results from the decrease in the
seller’s and buyer’s distance and the simplification of the process of shopping
or trading. Such an e-trading system will undoubtedly improve economic
efficiency, competitiveness and profitability.

The second edition of the International Chamber of Commerce (ICC)
Global Action Plan for Electronic Commerce in 1999 highlighted the benefits
to countries within such an e-commerce environment:

increase internal organisational and management efficiency;

increase transaction efficiency and reduce transaction costs for both

suppliers and buyers;

3 extend market reach of suppliers and increase choice for both suppliers
and consumers;

4 provide accurate information to improve service delivery such as in

health provision or the provision of information to consumers.'

N =

Most of the expected benefits above have been approved during the last
10 years. In the Ministerial Meeting of the Organization for Economic
Co-operation and Development (OECD), a Statistic Profile was published in
June 2008 forecasting the future of the internet economy. The statistics show
that the internet would change the traditional behaviour of businesses and
consumers and open new market opportunities, although concerns about
security, trust and privacy are still preventing a large number of internet users
from buying online, for example:

a there are about 542 million hosts connected to the internet worldwide
in 2008, 13 times more than in 1999;

b in 2007 an average of 95% of medium and large businesses in OECD
countries were using the internet;

¢ between 1995 and 2006, growth in gross value added (GVA) was higher in
the ICT sector (76%) than in the whole business sector (66%);

d in the EU over 30% of internet users do not buy online because of
security concerns.'®

The statistics above also prove that electronic commerce has developed
quickly and is gradually becoming a dominant form of business performance.
It provides companies, in particular small and medium-sized enterprises
(SME?s), with lower market entry costs and the ability or possibility to extend
geographic reach to a much larger market. It moves traditional commercial
society from an industrial economy, where machines dominated productivity,
to an information based economy where intellectual content is the dominant
source of value added without geographic boundaries.
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Electronic commerce will continue to play its important role in modern
society improving commercial connections between enterprises and indi-
viduals at national, regional and global levels, it will stimulate internationalisa-
tion and globalisation of economy and production by creating opportunities
for the free movement of goods, services, money, people, technology, infor-
mation and communication, and generate new challenges for potential market
growth in the future.

International harmonisation of regulations or laws for a global electronic
commercial market will be crucial to the free flow of information as well as
the safety of electronic commercial transactions and other data-related
online activities. In addition, a consistent global standard of law in relation to
electronic commerce will be one of the fundamental elements of building
users’ trust and confidence in conducting business, socialising or sharing
information online.

1.3 The legislative approaches

1.3.1 Global regimes

Subject matters in the field of electronic commerce are very broad, covering
security, privacy, data protection, etc. Confronting the variety of issues inter-
national organisations are making efforts to harmonise them through the
heart and base of electronic commerce — which is electronic contracting and
electronic signatures.

For example, the United Nations Commission on International Trade Law
(UNCITRAL), the International Chamber of Commerce (ICC) and the
Organization for Economic Co-operation and Development (OECD) are all
participating in an emerging global debate concerning the changes that
should be made to the form or substance of international commercial law to
accommodate innovation in the technology of international commerce, in
particular towards a global agreement on electronic contracting. Listed
below is an international legislative umbrella of electronic commerce:

UNCITRAL

e Promoting confidence in electronic commerce: legal issues on inter-
national use of electronic authentication and signature methods 2007
(hereafter E-confidence Promotion Report).

The E-confidence Promotion Report was reviewed by the Secretariat
in 2007 but published in 2009 by UNCITRAL."” UNCITRAL has been
urged to update legal issues on the international use of electronic authen-
tication and signature methods because the existing instruments which
were promulgated a long time ago need to be better equipped to deal with
the current development of the information society. The UNICTRAL
Model Law on Electronic Commerce was adopted almost 10 years ago
and the Model Law on Electronic Signatures has also been adopted for
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over 10 years. The E-confidence Promotion Report serves as an explana-
tory note or complementary to the two Model Laws as well as the more
recent instrument — United Nations Convention on the Use of Electronic
Communications in International Contracts. Its aim is to remove the
legal and technical obstacles to the recognition of cross-border use of
electronic signature and authentication methods by introducing the
criteria on a technically neutral level.

e UN Convention on the Use of Electronic Communication in Inter-
national Contracts 2005 (hereafter the UN Convention)

e UNCITRAL Working Group IV (Electronic Commerce) began its
deliberations on electronic contracting at its 39th session (New York,
11-15 March 2002). The UN Convention,'® a technologically neutral
approach, was adopted by the General Assembly on 23 November 2005
‘to facilitate international trade by removing possible legal obstacles or
uncertainty concerning the use of electronic communications in connec-
tion with the formation or performance of contracts concluded between
parties located in different countries’.'® With the aim of ‘enhancing legal
certainty and commercial predictability’ in cross-border electronic com-
mercial contracts it addresses issues such as the validity of electronic
communication, the location of parties, the time and place of dispatch
and receipt of electronic communication, the use of automated message
systems for contract formation and the availability of contract terms and
errors in electronic communications.”’ The provisions suggest the inter-
national standard of online contracting, which stimulate the progress of
the harmonisation of national laws.

e UNCITRAL Model Law on Electronic Signature 2001
The Model Law on Electronic Signatures,’ a technology-neutral
approach, was adopted by UNCITRAL on 5 July 2001. It avoids favour-
ing the use of any specific technical product.”? This approach achieves
legal neutrality by granting minimum recognition to most authentication
technologies, while at the same time incorporating provisions for an
authentication technology of choice.”® As stated in Article 12(2) and
12(3) of the Model Law on Electronic Signatures, a certificate or elec-
tronic signature issued outside the domestic jurisdiction will be legally
effective if it offers a ‘substantial equivalent level of reliability’. It gener-
ates a developed legal framework for certificate service provision within
an international operative public key infrastructure (PKI) and promotes
the progressive harmonisation and unification of measures and policies
on e-signature issues.

e UNCITRAL Model Law on Electronic Commerce 1996
The Model Law on Electronic Commerce,” a minimalist approach,
was adopted by UNCITRAL on 12 June 1996. The primary motivation
of the UNCITRAL Model Law on Electronic Commerce was to remove
existing legal obstacles to the recognition and enforceability of electronic
signatures and records. It is designed to facilitate the harmonisation of
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national legislation in electronic commerce. It complements traditional
international conventions and other instruments in commercial law,
serving as references or interpretation in order to avoid impediments to
electronic commerce. It deals with issues such as the use of modern
means of electronic communications and storage of information,” the
formation and validity of electronic contracts,? the legal recognition of
data messages®’ and the carriage of goods.?

ICC

e [CCeTerms 2004
Founded in 1919 ICC is one of the world’s largest business organisa-
tions promoting trade and investment for goods and services.”” Since the
late 1990s ICC has contributed to the facilitation of e-business self-
regulation for companies. The most recent guideline in general electronic
contracting is the ICC eTerms 2004. It provides rather short but access-
ible terms with only two articles. One is the definition of an ‘e-commerce
agreement’ and the other is the determination of the ‘dispatch and
receipt of an electronic message’.*® The two eTerms are designed to be
widely used for any contract of sale or other arrangement of goods, or
services and to facilitate the procedures and use of electronic means in
concluding a contract without interfering with the subject matter of the
contract and any other agreed terms between the parties.

e ICC Guide for eContracting 2004
ICC Guide for eContracting (hereafter the Guide) accompanies the
ICC eTerms 2004 providing an explanatory note on questions such
as: how to apply ICC eTerms 2004; what is the legal validity of ICC
eTerms 2004; what are the limits of ICC eTerms 2004; who contracts
on your behalf; with whom are you contracting; how to construct an
electronic contract; what are technical specifications; how to protect
confidentiality; and how to cope with technical breakdown and risk
management.’!

e ICC Global Action Plan for Electronic Business 2002 (3 July 2002)
The third edition of the ICC Global Action Plan for Electronic Busi-
ness, adopted in July 2002, aims to build the user’s trust and confidence
in online business.*> The ICC Global Action Plan is very comprehensive
and ambitious, addressing a wide scope of advanced issues in relation to
electronic business and includes, but is not limited to, the legal formalities
of electronic communications, online dispute resolution, jurisdiction and
applicable law and digital IP rights, data protection and privacy, etc.
Such a clear, big picture is of great value in providing the legal framework
of electronic commerce. The subject matters raised in the ICC Global
Action Plan have been further discussed and developed by different
international organisations with more specific focus in recent years.
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OECD
e OECD Guidelines for Consumer Protection in the Context of Electronic
Commerce (1999)

The OECD Guidelines for Consumer Protection in the Context of
Electronic Commerce, approved on 9 December 1999 by the OECD
Council, are designed to help ensure consumers’ rights when shopping
online.* Its principles are set to assist governments and private sectors in
developing and implementing online consumer protection mechanisms
without erecting barriers to trade, which includes transparent and effect-
ive protection; fair business, advertising and marketing practices; clear
information about the business, the goods or services and transaction;
confirmation of transactions; secure payment mechanisms; alternative
dispute resolution and redress; privacy protection; and consumer and
business education.*

The above conventions, model laws, guidelines or framework by themselves,
do not have any legal effect until adopted and implemented by national legis-
lation, but they can serve as a guide as to what might be incorporated into
national or regional laws. Model laws can be adopted in full or part provi-
sions by national and regional laws, while conventions can only be adopted in
full except for the relevant clauses concerning reservation, declaration or
exemption of particular parts or provisions.

1.3.2 Other regimes: EU, US and China

Meanwhile, other regimes such as the EU, US and China also have their
regional or national umbrella legislation regulating the conduct of the elec-
tronic commercial market in order to promote regional or domestic economy.

The European Union (EU)

e The EC Directive on Electronic Commerce 2000
The EC Directive on Electronic Commerce® plays an important role
in regulating electronic transactions in the internal market between
Member States. It provides a clear and general framework to enhance
the legal certainty of electronic commerce, stimulate the efficiency of
e-commerce transactions and ensure the free movement of information
society services in the internal market between Member States. The main
provisions of the EC Directive on Electronic Commerce are transparency
obligations on operators in commercial communications; the validity of
electronic messages; and limitations of liability of intermediary service
providers.

e The EC Directive on Electronic Signatures 1999
The EC Directive on Electronic Signatures® establishes a legal frame-
work for the recognition of electronic signatures and the conditions of
certification service within the Member States, while at the same time it
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ensures the proper functioning of the internal market.”” It promotes
cross-border electronic commercial transactions between Member States
by recognising the equivalent function of electronic signatures to hard-
written signatures. Safety of doing business online is also protected by
introducing secured technology measures. No substantial rules are given
with regard to ‘legal obligations where there are requirements as regards
form prescribed by national or Community Law’, as the EC Directive on
Electronic Signatures is not meant to ‘affect rules and limits, contained

in national or Community law, governing the use of documents’.*

The United States (US)

The Uniform Electronic Transactions Act (UETA) 1999

The UETA, promulgated in July 1999, is a model code which has been
widely adopted by 48 states and the District of Columbia.® It addresses
electronic transactions generally with a set of uniform rules governing
electronic commerce transactions without changing any applicable sub-
stantive laws.*’ Parties are allowed to opt out of part of the UETA if pre-
agreed — this will not affect the legal effect of electronic transactions in
the same way as paper transactions.

The Uniform Computer Information Transactions Act (UCITA) 1999
UCITA, initially originated from a proposal for a new UCC Article 2,
was approved as a legislative model by the National Conference of
Commissioners on Uniform State Laws (NCCUSL) on 29 July 1999. It is
not widely adopted and has only been signed and enacted by two states:
Maryland and Virginia.*! The UCITA is a lengthy ‘uniform commercial
code’ for software licences and other computer information transactions.
It provides a number of substantial and comprehensive rules such as
digital signatures, electronic records, electronic agents, licensing com-
puter information and storage devices, etc.*” The UCITA does not
govern contracts, even though they may be licensing contracts, for the
traditional distribution of movies, books, periodicals, newspapers, or the
like.#

The Electronic Signatures in Global and National Commerce Act
(ESIGN Act) 2000

The ESIGN Act, a technology-neutral approach, was signed by Presi-
dent Clinton on 30 June 2000. The ESIGN Act was enacted, in part, to
promote consistency and certainty regarding the use of electronic signa-
tures in the US and also to facilitate cross-border electronic commercial
transactions. It includes several key provisions concerning the validity
requirements for electronic signatures, electronic contracts and electronic
records or retention requirements for electronic contracts and goods.

China

The Law of the People’s Republic of China on Electronic Signatures
(China Electronic Signatures Law) 2005
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The Law of the People’s Republic of China on Electronic Signatures was
passed by the Standing Committee of the 10th National People’s Con-
gress on 28 August 2004.* It entered into effect on 1 April 2005. This is
the first single piece of legislation in China directly regulating the field of
electronic commerce. The context of the China Electronic Signatures law
has been influenced by the UNCITRAL Model Law on Electronic
Commerce and the UNCITRAL Model Law on Electronic Signatures,
although it is more Chinese-market-oriented. It provides a legal frame-
work and the necessary infrastructure for the use of digital signatures.
Its implementation dramatically promotes the development of the
e-business market in China as it boosts users’ confidence in online
trading and shopping online. The structure and provisions of the China
Electronic Signatures Law are similar to the UNCITRAL Model Laws. It
regulates the validity and legal effect of electronic signatures and main-
tains the lawful rights and interests of the relevant parties concerned.® It
applies a functional equivalent approach to electronic signatures. Parties
are also free to opt out of certain provisions of the China Electronic
Signatures Law. It explicitly excludes the validity of electronic communi-
cations on certain types of agreements, such as those relating to personal
relations, the transfer of real estate rights and interests and public utility
services.*



2 Technical and legal barriers to
online commerce

2.1 Contracts of sale of goods

Businesses can form contracts without ever touching a pen or shaking hands,
which may cause obstacles in adopting traditional contract laws and creating
trust between sellers and buyers. How to ensure that an electronic contract
is valid and enforceable is one of the most important and fundamental
problems of electronic commercial transactions. Because national boundaries
are so easily crossed, international electronic contracting faces a patchwork of
legal regimes. How to avoid, for instance, terms and conditions of an elec-
tronic contract containing exemption clauses which enable the escape of any
responsibility for losses or damages arising out of electronic trading has
become a core concern of the digital commercial market. Although electronic
contracting offers new possibilities for efficient transactions, greater flexibility
and evolutionary capabilities, it also generates new vulnerabilities to abuse and
confronts the legal validity of transactions.!

The law of electronic commercial transactions cuts across many legal fields
and categories including, but not limited to, international trade law, inter-
national business law, international commercial law, private international law,
domestic or regional contract law, commercial law, tort law and consumer
law. International IT lawyers must be familiar with many specialised fields of
law and have expert technological knowledge.

In a broad sense the law of electronic commercial transactions is com-
mercial law and the function of commercial law can be found in a leading
English case, Kum v Wah Tat Bank Ltd.> Lord Devlin in Kum v Wah Tat Bank
Ltd stated that: ‘The function of commercial law is to allow, so far as it can,
commercial men to do business in the way they want to do it and not to
require them to stick to forms that they may think to be outmoded. The
common law is not bureaucratic’. International commercial law is used to
‘describe the totality of principles and rules, whether customary, con-
ventional, contractual or derived from any other source that is common to a
number of legal systems’.*

In a narrow sense, the two most common forms of electronic commercial
contracts: B2B (business to business) or B2C (business to consumer) are
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regulated by different substantial laws or the same laws in different respects.
B2B contracts concern the international sale of goods (so called ‘inter-
national trade’) or domestic sale of goods (so called ‘domestic trade’) that
are not for personal use, whilst B2C contracts refer to international and
domestic retail to consumers for personal consumption. Thus, cross-border
B2B contracts of sale are usually governed by international trade law and
international commercial law, whereas B2C contracts of sale are usually
subject to domestic commercial and consumer law.

The legal relationship amongst the various laws in the field of electronic
commerce can be understood from a scope that is large to narrow:
commercial law > international commercial law + domestic commercial law;
international commercial law or international business law > international
trade law; domestic commercial law > consumer law. To implement the above
laws well a knowledge of basic contract law shall be applied.

In the law of electronic commercial transactions the determination of
the validity of electronic contacts will be the same in both B2B and B2C
transactions. Their differences lie in the different obligations or duties of the
seller and buyer, remedies for breach of contract by the seller or buyer, and
determination of passing property and risk, which may be subject to different
substantial laws.

2.1.1 B2B Transactions: international trade

The traditional way of conducting international trade starts when the buyer
visits a trade fair, or a seller’s company or factory. Then the buyer will select a
product, ask for a price quotation and consult about packaging, date and
methods of delivery of goods, as well as payment. If the quotation includes
the price of the goods and all the fees until the transfer of goods for shipment,
this kind of international sale of goods contract is known as a FOB (Free on
Board) contract.

Sometimes the quotation will not only include the FOB price but also fees
for freight and insurance. The seller is also required to prepare transport and
insurance documents which shall be transferred to the buyer. This kind of
contract is usually known as a CIF (Cost, Insurance and Freight) contract.
It is argued that a CIF contract is deemed to be ‘a sale of goods that is
performed by the delivery of the documents’ by the Court of Appeal in
Arnhold Karberg.*

With the adoption of information technology, buyers nowadays may select
their products from the e-catalogue on the seller’s company website, negotiate
the price and other conditions via electronic communications, and conclude a
FOB or CIF contract over the internet.

To form a FOB or CIF contract, either online or offline, the parties shall
insert a choice of law clause stating that the contract will be governed by the
law of his own country or others. For example, if the parties express a term
‘the contract shall be governed by English law’ for the international sale of
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goods, the Sale of Goods Act 1979 will apply. Or, the seller may choose the
ICC standard trade terms, Incoterms 2000, to govern the contract. Or, if the
seller and buyer are contracting parties to the the United Nations Convention
on Contracts for the International Sale of Goods (CISG) provided by the
United Nations Commission on International Trade Law (UNCITRAL),
they might choose CISG as the applicable law. Currently, two thirds of the
countries in the world that are involved in international trade are contracting
parties to the CISG 1980. Both China and the US ratified the CISG, thus, in
absence of an effective applicable law clause, its ‘default rules’ on contract
formation and performance will govern contracts for international sale of
goods. However, it is notable that the UK is not a contracting party to
the CISG.

As the CISG was adopted in 1980, before the boom in electronic com-
merce, its applicability and suitability in resolving electronic export contracts
has been debated. The UN Convention, adopted in 2005, is deemed to be an
international instrument that complements the CISG in the era of informa-
tion society.

Firstly, the CISG and UN Convention have similarities and differences
in their scope. The similarity is that both the CISG and UN Convention
only apply to international B2B contracts but not contracts concluded for
personal, family or household purposes.® The difference is that the CISG only
applies to contracts of international sale of goods whose places of business
are in different states, but not service between parties,” whereas the UN
Convention applies to ‘electronic communications in connection with the
formation or performance of a contract between parties whose places of
business are in different states’ including sale of goods and service.®

Secondly, with regard to the issue of the validity of electronic communica-
tions, the UN Convention performs a supplementary role to the CISG in
legal recognition of electronic communications as to forms, because the UN
Convention explicitly recognises the legal equivalence of electronic contracts
and signatures to written forms.” In contrast, the provisions of the validity of
contract formality under the CISG must be analysed through statutory inter-
pretation and advisory opinions in order to legitimise electronic means in
contracting and signatures: Article 11 of the CISG provides that ‘a contract
of sale need not be concluded in or evidenced by writing and is not subject to
any other requirement as to form. It may be proved by any means, including
witnesses’.

In 2003 the first opinion of the CISG Advisory Council addressed the issue
of the interpretation of electronic communications under Article 11 of the
CISG," and suggested that a contract may be concluded or evidenced by
electronic communications because Article 11 of the CISG doesn’t prescribe
any form which enables the parties to conclude contracts electronically. How-
ever, such electronic communications should be ‘retrievable in perceivable
form’ according to Article 13 of the CISG. This advisory opinion sets the
recognition of electronic communications on the conditions and restrictions
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of the possibility to save (retrieve) the message and to understand (perceive)
it,"! whilst the UN Convention adopts a functionally equivalent open
approach in terms of electronic messages and electronic signatures. This
should be deemed to be an improvement upon the CISG Advisory Council
on the legal certainty of electronic communications.

Thirdly, the UN Convention specialises in the rules of ascertaining the
location of the parties acting over the internet,’> while Article 10 of the
CISG provides limited rules for determining a party place of business
without considering particularised features of the internet as follows: ‘(a)
if a party has more than one place of business, the place of business is that
which has the closest relationship to the contract and its performance,
having regard to the circumstances known to or contemplated by the
parties at any time before or at the conclusion of the contract; (b) if a party
does not have a place of business, reference is to be made to his habitual
residence’.

Fourthly, the Convention established a standard language in determining
the time of dispatch and receipt of electronic communications,'®* whereas
Atrticles 15 and 18(2) of the CISG use a term ‘reach’ to describe the dispatch
and receipt of a message that ‘(1) an offer becomes effective when it reaches
the offeree; (2) an offer, even if it is irrevocable, may be withdrawn if the
withdrawal reaches the offeree before or at the same time as the offer’* as well
as ‘an acceptance of an offer becomes effective at the moment the indication
of assent reaches the offeror’.!* The Advisory Council of the CISG explains
the term ‘reach’ as it corresponds to the point in time when an electronic
communication has entered the offeree’s server for an offer, and has entered
the offeror’s service for an acceptance.'® However, it is not as precise as the
wording of the time of dispatch and receipt of electronic communications
under the UN Convention although the UN Convention fails to provide a
substantial rule on the effectiveness of offer and acceptance (which will be
discussed in detail in Part 2).

Lastly, but not least importantly, Article 14 of the UN Convention
specially regulates input errors in electronic communications, which comple-
ments the general rule of error in communication under the CISG. Accord-
ing to Article 27 of the CISG, if any notice, request or other communication
is given or made by a party in accordance with this Part and by means
appropriate in the circumstances, a delay or error in the transmission of the
communication or its failure to arrive does not deprive that party of
the right to rely on the communication. The Advisory Council of the
CISG recognises the form of electronic means in a notice, request or other
communication whenever the addressee has consented to receiving
electronic messages of this type expressly or impliedly, in that format, and to
that address."” However, the Advisory Council does not explain its applica-
tion on correction or withdrawal of errors in electronic communications,
which have been fortunately compensated by the UN Convention to some
extent.
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2.1.2 B2C Transactions: consumer contracts

As mentioned earlier, B2C contracts are identical to B2B contracts in terms
of the determination of the validity of electronic contracts, the time and
place of dispatch and receipt of electronic communications and the location
of the parties. However, the differences arise between the two types of con-
tracts because consumers are the weaker parties in commercial transactions
and they need particularised rules to protect their rights. Special rules
equipped to the protection of consumer rights shall include consumer
information, liability of inconformity of supplied goods or service, time and
burden of proof and remedies. Other substantial special areas such as unfair
contract terms, security and privacy shall also be specified to protect
consumer rights.

Consumer rights are usually protected by national or regional consumer
laws only, while B2B contracts may be governed by either international
commercial law or domestic law. For example, the Sale of Goods Act 1979
applies to international sale of goods when parties choose English law as the
applicable law in the contract of the sale of goods. Meanwhile, the Sale of
Goods Act 1979 also protects UK consumers’ rights according to the general
provisions and additional rights of the buyer in consumer cases. According to
Article 48B and 48C of the Sale of Goods Act 1979, where there is any breach
of implied terms as to description, satisfactory quality or fitness for purpose,
the buyer as a consumer may have the right to require the seller to repair or
replace the goods, or reduce the purchase price of the goods, or rescind the
contract.

On 8 October 2008 the European Commission adopted the proposal for a
Directive on Consumer Rights.'® It aims to update and modernise existing
consumer rights, bringing them in line with technological change and
strengthening provisions in the key problem areas.'” At the same time, it also
remains compatible with other new regional instruments; for example, the
provisions of this new Directive should be without prejudice to Regulation
(EC) No 593/2008 of the European Parliament and of the Council applicable
to contractual obligations (Rome I).%

The proposal of the EC Directive on Consumer Rights simplifies and
merges four existing EU consumer directives into one set of rules. They are:
EC Directive on Sale of consumer goods and guarantees (99/44/EC); EC
Directive on Unfair contract terms (93/13/EC); EC Directive on Distance
selling (97/7/EC); EC Directive on Doorstep selling (85/577/EC). The new
Directive should ensure a high level of consumer protection, establish the real
retail internal market and make it easier and less costly for traders to sell
cross-border and provide consumers with a larger choice and competitive
prices. For example, Chapter I of the proposal of the EC Directive on
Consumer Rights contains common definitions such as ‘consumer’ and
‘trader’ and lays down the principle of full harmonisation. Chapter II gov-
erns the rules of consumer information, information to be provided by
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traders prior to the conclusion of all consumer contracts as well as information
obligations on intermediaries concluding contracts on behalf of consumers.
Other chapters deal with consumer information and withdrawal rights for
distance and off-premises contracts, other consumer rights specific to sales
contracts and general provisions concerning enforcement and penalties.

The proposal of the EC Directive on Consumer Rights is specially geared
to the needs of the information society. Article 11 of the Proposal of the
EC Directive on Consumer Rights designates the formal requirements for
distance contracts. Article 14 further details that ‘for distance contracts
concluded on the Internet, the trader may, in addition to the possibilities
referred to in paragraph 1, give the option to the consumer to electronically
fill in and submit the standard withdrawal form on the trader’s website. In
that case the trader shall communicate to the consumer an acknowledgement
of receipt of such a withdrawal by email without delay’.

The Proposal of the EC Directive on Consumer Rights controls unfair
contract terms both offline and online with explicitly detailed rules. It adopts
a wide cooling-off period of 14 calendar days when consumers can change
their mind and withdraw the contract using a standard withdrawal form. It
maintains the principle that the trader is liable to the consumer for a period
of two years if the goods are not in conformity with the contract and entitles
consumers to ask for repairmen, replacement and guarantees of goods and
services.

In general, the proposal of the EC Directive on Consumer Rights seems
to have reasonable and considerable provisions to balance a high level of
consumer protection and the competitiveness of enterprises, enhance con-
sumer confidence in the internal market and reduce business reluctance to
trade cross-border.

2.2 Contracts of carriage of goods

An essential difference between contracts of sale of goods and contracts of
carriage of goods lies in terms of liability and documentation.

Compared with B2B international contracts of carriage of goods, in B2C
contracts, when delivery of goods is required, the material possession of the
goods shall be transferred to the consumer or to a third party, rather than a
carrier. Rules of delivery in B2C contracts are usually governed by domestic
commercial law or consumer law, which is the same law that governs
contracts of sale of goods for personal, family, and household purposes.

In B2B contracts, shipment or transportation of goods by sea is deemed to
be one of the methods of delivery of goods. A bill of lading is a document
issued to a shipper of goods (usually the seller but possibly the buyer) by a
shipowner, performing as a contract of carriage of goods with terms and
conditions as well as the description of goods that have been loaded on board.
The definition reflects the three functions of a bill of lading: firstly, it is
evidence of the contract of carriage, because the terms and conditions set out
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on the reverse of the bill of lading are governed between the shipper and
carrier.”! Secondly, it acts as a receipt for the goods that have been loaded on
board, because the bill of lading contains a description of the goods. When
the shipowner confirms that the goods received are in ‘apparent good order
and condition’, he or she will issue a ‘clean’ bill. When this statement is
qualified, the bill is ‘claused’.?® Thirdly, it is a document of title, because
possession of a bill of lading is in many respects equivalent to possession of
goods, although it is symbolic.”

Often a more informal document, rather than a bill of lading, is given to
the shipper when the goods are loaded on board. This is known as a mate’s
receipt. The details on the mate’s receipt are then inserted into a bill of
lading which is given to the shipper before the ship leaves the port of
loading.

One of the principal purposes of the bill of lading is to enable the owner
of the goods to resell them rapidly although the goods are not in his hands
but are in the custody of a carrier. For example, when goods are on the high
seas in transit from London to Hong Kong, the bill of lading will be passed
to the buyer in Hong Kong and the buyer will thus become the owner of
the goods. The bill of lading representing the goods enables the buyer to
promise the goods with his bank in Hong Kong or to resell them elsewhere in
the world.

A traditional bill of lading is a piece of paper which would be physically
delivered or faxed. International trade is now making extensive and increas-
ing use of information technology to facilitate cross-border trade. Nowadays,
in the shipping industry, traditional paper-based shipping documents, in
particular bills of lading, are gradually being replaced by paperless bills
to improve the speed and efficiency in international transactions. However,
there are a number of obstacles to the use of electronic bills of lading, both in
terms of technological and legal issues.

One of the most prominent shortcomings of a traditional bill of lading is
that it is a piece of paper which may be copied or written incorrectly by
negligence, or easily forged. Very often the delivery of a paper-based bill of
lading may cause delay. It is usually ready for the shipper to pick up from the
carrier the day after the vessel sails, but the average delay before the paper
document is ready is three days.”* Moreover, a paper-based bill of lading may
not be easily kept and protected. However, in an electronic environment,
although the speed and efficiency of bills of lading is improved, the challenge
is to preserve and secure electronic records that replicate paper data, and to
ensure their authentic, unique, and confidential nature so as not to diminish
confidence in the information system. In addition it is challenging to
implement electronic bills of lading because of the divergent documentary
practices of carriers, bankers and shippers.

There are a number of international instruments that make efforts in pav-
ing the way for the recognition and implementation of electronic transport
documents. They are mainly:
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e The Committee Maritime International (CMI) Rules for Electronic Bills
of Lading in 1990;
UNCITRAL Model Law on Electronic Commerce in 1996;
United Nations Convention on Contracts for the International Carriage
of Goods Wholly or Partly by Sea — the ‘Rotterdam Rules’ in 2008.

CMTI Rules for Electronic Bills of Lading 1990

The Committee Maritime International (CMI) adopted Rules for Electronic
Bills of Lading in 1990. The CMI Rules are voluntary so they will apply only
if the parties to a contract of carriage agree so; the Rules then operate by
incorporation into the contract. The CMI Rules provide for a private registry
system for electronic messages as bills of lading, as stated in Article 4 of the
CMI rules:

a. The carrier, upon receiving the goods from the shipper, shall give
notice of the receipt of the goods to the shipper by a message at the
electronic address specified by the shipper.

b. This receipt message shall include:

(1) the name of the shipper;

(i1) the description of the goods, with any representations and
reservations, in the same tenor as would be required if a paper
bill of lading were issued;

(iii) the date and place of the receipt of the goods;

(iv) a reference to the carrier’s terms and conditions of carriage; and

(v) the Private Key to be used in subsequent Transmissions.

The shipper must confirm this receipt message to the carrier, upon
which Confirmation the shipper shall be the Holder.

c. Upon demand of the Holder, the receipt message shall be updated
with the date and place of shipment as soon as the goods have been
loaded on board.

d. The information contained in (ii), (iii) and (iv) of paragraph (b)
above including the date and place of shipment if updated in
accordance with paragraph (c) of this Rule, shall have the same force
and effect as if the receipt message were contained in a paper bill of
lading.

From the essence of the CMI Rules it is notable that digital signatures
are adopted in encrypting and authenticating electronic bills of lading. Trad-
itionally a paper-based bill of lading passes from trader to trader, retaining its
identity as a single document, and not returning to the carrier until the goods
are discharged, whereas an electronic bill of lading returns to the carrier every
time it is negotiated, and each successive trader is effectively issued a new
document transmitted from the ship. The function of paper-based bills of
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lading is incorporated in electronically generated documents. However, there
are some disadvantages of the CMI rules in that there is no provision for the
transfer of contractual rights and liabilities along with the documentation;
there are also no remedies for non-payment against electronic bills of lading;
and there is no provision for determining the passing of property in the
goods.”

UNCITRAL Model Law on Electronic Commerce 1996

The UNCITRAL Model Law on Electronic Commerce, adopted in 1996, not
only provides general provisions to the recognition of electronic communica-
tions, but also special provisions to actions related to carriage of goods and
transport documents in electronic commerce. Both Articles 16 and 17 of
the Model Law on Electronic Commerce contain provisions that apply to
the transfer of rights in goods by electronic means. Article 16 establishes
functional equivalents of written information about actions related to the
carriage of goods, whereas Article 17 creates functional equivalents of the
performance of such actions through the use of paper documents.?

The special provisions of the Model Law on Electronic Commerce confirm
the legal effect in electronic transport documents but give the broad scope of
application without providing any substantial rules. Specialised international
and national laws concerning carriage of goods still need to be employed to
deal with substantial issues. For example, at the international level, there is
the United Nations Convention on the Carriage of Goods by Sea 1978 — the
‘Hamburg Rules’ (implemented in 1992) — however, the UK did not ratify the
Hamburg Rules. Thus, in the UK, the Carriage of Goods by Sea Act 1971,
implementing the ‘Hague-Visby Rules’, will govern the contract of carriage
of goods by sea.

UN Convention on Contracts for the International Carriage of Goods
Wholly or Partly by Sea — the ‘Rotterdam Rules’ in 2008

The current legal regime governing the international carriage of goods by
sea lacks uniformity and fails to adequately take into account modern trans-
port practices, in particular, electronic transport documents. Since 2002,
UNCITRAL has tried to create a modern and uniform law concerning the
international carriage of goods by sea.

The UN Convention on Contracts for the International Carriage of Goods
Wholly or Partly by Sea (the Rotterdam Rules), adopted by the General
Assembly on 11 December 2008,” provides a uniform and modern regime for
the international carriage of goods by sea. It builds upon, and provides a
modern alternative to, three earlier main conventions on the international
carriage of goods by sea. They are: the International Convention for the
Unification of Certain Rules of Law relating to Bills of Lading (Brussels,
25 August 1924) (the Hague Rules), and its Protocols (the Hague-Visby
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Rules), and the United Nations Convention on the Carriage of Goods by Sea
(Hamburg, 31 March 1978) (the Hamburg Rules).

One of the main achievements of the Rotterdam Rules is that they
facilitate electronic transport documents in contracts for the international
carriage of goods by sea. Article 1 of the Rotterdam Rules gives clear def-
initions of ‘electronic communication’, ‘electronic transport record’, ‘negoti-
able electronic transport record” and ‘non-negotiable electronic transport
record’. The definition of ‘electronic transport record’ is the essence of the
Rotterdam Rules. Article 1(18) provides clearly and precisely that:

Electronic transport record means information in one or more messages
issued by electronic communication under a contract of carriage by a
carrier, including information logically associated with the electronic
transport record by attachments or otherwise linked to the electronic
transport record contemporaneously with or subsequent to its issue by
the carrier, so as to become part of the electronic transport record,
that: (a) evidences the carrier’s or a performing party’s receipt of goods
under a contract of carriage; and (b) evidences or contains a contract
of carriage.

The above definition reveals the two main functions of ‘electronic transport
record’: one is evidence of receipt of goods and the other is evidence of
contract of carriage. Article 3 further confirms the effectiveness of electronic
communications and that electronic communication shall be adopted with
the consent of the person by which it is communicated and of the person to
which it is communicated.

Moreover, Chapter 3 (including Articles 8—10) of the Rotterdam Rules is in
charge of the recognition and procedures for the use of ‘electronic transport
records’, which has a similar condition described in Article 3 that the validity
of ‘electronic transport records’ is subject to the consent of carrier and
shipper. Chapter 8 (Articles 35-42) of the Rotterdam Rules governs the
effectiveness of contract particulars in ‘transport documents and electronic
transport records’. The form requirements of electronic signatures and
authentication are set in Article 9 impliedly and in Article 38 explicitly.

The Rotterdam Rules are different from the other international conven-
tions as they incorporate the term ‘electronic transport records’ in general
provisions parallel to the term of ‘transport documents’ (which means paper
transport documents) throughout the whole convention, whereas most of
the other conventions with non-specific electronic commerce subject matters
will normally recognise the validity of electronic communications with the
functional equivalent rule in one single provision, but leave the other provi-
sion with the traditional wording of paper-based documents or transactions.
The Rotterdam Rules 2008 should be deemed to be one of the most updated
uniform and modern conventions that supports the efficient usage of
electronic means in the shipping industry.
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2.3 Electronic payments

Electronic payments can be understood as paying for goods or services via
electronic means rather than by cash. It includes a large variety of forms. In
B2C electronic commercial transactions it is most common that consumers
pay the product fees online using their credit cards or debit cards. In B2B
electronic trading transactions electronic letters of credit (known as ‘docu-
mentary credit’) are the most popular method to pay for goods against bills
of lading.

B2C electronic payments, also known as internet payments, are fast and
convenient, but sometimes the security of using online payments is chal-
lenged. Often when consumers proceed with a payment on the internet online
merchants will only request the credit card or debit card numbers and billing
addresses. Credit card numbers are at risk of being stolen or kept by online
merchants for unauthorised use, as are the billing addresses. Although
consumers’ billing addresses may change, new billing addresses can ordinar-
ily be obtained from a public telephone book or internet database. Thus,
security and privacy protection is one of the major concerns of shopping
online. It is estimated that over 30% of internet users do not buy online
because of security concerns in the EU.? To build up consumers’ confidence
and facilitate online retailing, national, regional and international organisa-
tions have made efforts to promulgate rules in data privacy protection in
recent years. This issue will be discussed in detail in Part III.

In B2B trading contracts the exporter and the overseas buyer usually agree
in the contract of sale that payment will be made under a letter of credit.
Next, the overseas buyer (applicant) instructs a bank at his place of business
(issuing bank) to open a letter of credit for the exporter (beneficiary) on the
terms specified by the buyer in his instructions to the issuing bank. Then, the
issuing bank arranges with a bank at the locality of the exporter (advising/
confirming bank) to negotiate, accept, or pay the exporter’s draft upon
delivery of the transport documents — bills of lading by the seller. Finally, the
advising/confirming bank informs the exporter that it will negotiate, accept
or pay his draft upon delivery of the transport documents.

There are two fundamental principles of using letters of credit: one is the
autonomy of the credit; and the other is the doctrine of strict compliance.
With regard to the principle of autonomy of the credit, the letter of credit is
separate from and independent of the underlying contract of sale or other
transaction. In other words the letter of credit is for the exchange of the
documents but not for the goods.” This can be evidenced by a land-marking
case Power Curber International Ltd v National Bank of Kuwait.* In this case
distributors in Kuwait (buyer) bought machinery from Power Curber (seller),
an American company carrying on business in North Carolina. The National
Bank of Kuwait issued an irrevocable letter of credit, instructing the Bank
of America in Miami to advise the credit to the sellers through a bank in
Charlotte, North Carolina. The machinery was duly delivered but the
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Kuwaiti buyers raised a large counterclaim against the sellers in the courts of
Kuwait and the bank, which was willing to honour the irrevocable credit. The
judge held: ‘it is vital that every bank which issues a letter of credit should
honour its obligations. The bank is in no way concerned with any dispute that
the buyer may have with the seller’.

The second principle — the doctrine of strict compliance — means that the
bank is entitled to reject documents which do not strictly conform with the
terms of the credit. For example in the case of Soproma SpA v Marine &
Animal By-Products Corporation,®' the buyers, an Italian company, bought a
quantity of Chilean Fish Full Meal from a New York company. The docu-
ments to be presented by the sellers to the bank had to include bills of lading
issued to order and marked ‘freight prepaid’ and an analysis certificate stating
that the goods had a content of minimum 70% protein. The sellers tendered
to the advising bank in New York bills of lading which did not bear the
remark ‘freight prepaid’ but, on the contrary, bore the remark ‘collect
freight’; the analysis certificate showed only a protein content of 67% min-
imum; and the goods, although described in the invoice as ‘Fish Full Meal’,
were described in the bills of lading only as ‘Fishmeal’. The court decided
that the buyers had rightly rejected the documents.

The Uniform Customs and Practice for Documentary Credits (UCP) is a
successful international instrument standardising banking practice relating to
letters of credit, issued by the International Chamber of Commerce (ICC).
The first version for the UCP rule was published in 1933, and the most recent
version known as UCP 600, the seventh version of the rules, was published on
1 July 2007. Bankers, traders, lawyers, transporters, academics and all who
deal with letters of credit will refer to UCP 600. To facilitate the use of
electronic means of issuing and responding to letters of credit, the eUCP
(Version 1.1) was launched by the ICC as a supplement to the UCP in order
to accommodate presentation of electronic records alone or in combination
with paper documents.?> According to Article 8 of the eUCP, any require-
ment of the UCP or an eUCP credit for presentation of one or more originals
or copies of an electronic record is satisfied by the presentation of one
electronic record.

2.4 Dispute resolutions

A good international long-term business relationship is crucial for the main-
tenance and further development of the business of enterprises. Forming and
keeping an ongoing healthy international business relationship requires
businessmen’s interpersonal communication and negotiation skills and more
importantly, demands businessmen’s professionalism and maturity in dealing
with business disputes. Going to the courts straight away whenever inter-
national trade disputes arise is not a very wise decision as cross-border
litigation takes a long time, involves high litigation fees and consumes a large
amount of time. A sophisticated contract of international sales will usually
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have a dispute resolution clause. In such a clause alternative out-of-court
methods of dispute settlement, known as alternative dispute resolution
(ADR) including arbitration, mediation and negotiation are more frequently
employed. Arbitration is the most common way of dealing with large claims
in international trade.

In the information society contracts, transport documents and payments
of international trade are communicated, generated and issued by electronic
means. In other words most of the evidence is in digital form. Resolving
disputes online seems to be logical due to the access to digital evidence
and the avoidance of cross-border travel. Such methods are introduced as
online dispute resolution (ODR). ODR is the equivalent to electronic alterna-
tive dispute resolution and cybercourt, but moving traditional offline dispute
resolution and litigation online. It has been a new, challenging and much
researched issue since the mid 1990s. Its occurrence will boost confidence in
doing business online and will certainly be more efficient than offline methods
in cases that have an ‘international’ or ‘cross-border’ factor. However,
there are barriers in promoting ODR globally because of the lack of an
international harmonised standard for ODR service practices and the
incompatibility of the level of ODR legal and technological experts as well as
facilities in different countries. The most updated practical and legal issues of
ODR will be discussed and evaluated in Part IV.

Summary

The exponential growth of electronic usage in global commercial transac-
tions has created new challenges to existing laws. Some of the legal solutions
still lag behind because of the unique complexities attached to electronic
commerce. In order to encourage electronic commerce, efforts to reform or
establish international commercial laws may be needed to make them suitable
to different cultures, economies and policies, comprehensive and practical
to enable safe cross-border trading, sufficiently open to the upgrading
technology innovations, and manageable in order to build up e-trust and
e-confidence.

In analysing and evaluating these matters this book focuses on the com-
mon legal issues in B2B and B2C electronic commercial transactions, surveys
the comparative electronic commerce statistics, and compares the legislative
frameworks in the EU, US, China and international organisations in general.
It then provides an in-depth research into firstly, validity and formation of
electronic contracting; secondly, electronic signatures and authentication;
thirdly, data privacy protection; fourthly, jurisdiction and choice of law issues
in electronic contracting; fifthly, online dispute resolutions, and finally,
proposes recommended solutions to overcoming the obstacles to electronic
commercial transactions. It aims to create a harmonised international
practical legal approach for electronic commercial transactions and dispute
resolutions.
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The structure of the whole book adopts an ‘obstacles and solutions’
approach. This book first asks what the barriers to electronic commercial
transactions are, and answers those questions by finding the solutions. There
are eight main obstacles to electronic commercial transactions:

1 What constitutes a valid electronic contract?
How can clectronic battle of forms, automated message systems and
errors in electronic communications be dealt with?

3 How can the recognition of electronic signature and authentication be
ensured?

4 What can be considered as sufficient protocols to protect personal data
privacy rights?

5 How can jurisdiction be determined in electronic contracts?

6 What law is applicable to electronic contracts?

7  How can disputes referring to electronic contracting be resolved and how
can the decisions of online dispute resolution be enforced?

8 How can one build an infrastructure for trusted e-commerce, and thereby
build trust among e-commerce customers?

According to the above issues, the book starts the discussion with electronic
contracting. It is one of the most challenging and important subjects in
electronic commerce, because legal certainty is the basis of building trust in
doing business online. It will be based on the most current international
legislation, the UN Convention on the Use of Electronic Communications
in International Contracts, and it will be compared with the EU, US and
Chinese relevant legislations. It will examine whether it is sufficient to merely
guide the conduct of international electronic commercial contracts without
resorting to mandatory, binding rules, by analysing factors such as the valid-
ity of an electronic contract, the time and place of dispatch and receipt of
an electronic communication, errors in an electronic communication, and the
location of parties. This also contributes to the two most debatable issues in
electronic contracting: one is offer and acceptance, and the other is the battle
of forms. Those two issues, unfortunately, were not included in the UN
Convention and other national legislations.

After finding under what conditions an electronic contract is valid, the next
focal point will be: electronic signatures and authentication as well as data
privacy protection. E-signature with authentication is a security tool to
ensure the safety of electronic transactions. It identifies contracting parties
and their affixed documents utilising encryption. It is essential that the
conduct of Certification Authorities is regulated, because the quality and
trust in electronic authentication services will affect the operation of the
electronic market. In most national laws both non-recognised and recognised
certification authorities can provide electronic authentication services and
may even have the same effects on certificates. Part III of Internet Security in
the book will tackle issues such as: what constitutes sufficient signature and
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authentication to secure electronic commercial transactions, what will be the
liabilities of Certification Authorities, and how can the recognition of foreign
certificates be ensured? How can international or regional protocols redress
the balance between the free flows of data information for stimulating
economic globalisation and the protection of basic human privacy rights to
expedite the process of increasing trust and confidence in doing business
online?

Having analysed the existence of electronic contracts alongside internet
security, the next issue will move onto the application of private international
law on the internet. In other words, when disputes arise, which court will have
jurisdiction and whose law will be chosen? Jurisdiction, one of the oldest and
most complicated issues in traditional laws, is even more complex in the
online environment. When digitised goods are delivered electronically,
the place of delivery is no longer physical; thus it is much more difficult to
ascertain the place of delivery online than offline. So will it affect the trad-
itional principle of determining jurisdiction? Part IV will examine general,
special and exclusive jurisdiction issues by EU Brussels I Regulation, US
cases and Chinese laws, and attempt to find solutions to remove obstacles to
the determination of internet jurisdiction. It will also analyse the Rome I
Regulation and the US and Chinese legislations through discussing two main
points: one is the applicable law in cases of choice and the other is the applic-
able law in the absence of choice. It will comment on the improvement of the
Rome I Regulation compared with the Rome Convention and criticise some
unresolved issues in the Rome I Regulation which need to be further
developed. The last issue in the book, but not the least, deals with online
dispute resolution (ODR), which has been argued as one of the most plaus-
ible and efficient channels to enhance trust and confidence in doing business
online.






Part 11

Electronic contracts

The development of electronic commerce signifies that businesses increasingly
rely on the internet to conduct their transactions. Undoubtedly the computer
provides a useful digital platform for sellers and buyers. The formation and
validity of electronic contracts is the focal point in electronic commercial
transactions, which will be examined by discussing and analysing the follow-
ing scenario:

The scenario of electronic contracting

Stage 1:

A buyer (B) accesses a website selling airline tickets controlled by a seller (A),
an airline ticket sale company, and asks the price of return flight tickets
from London to Paris. B has never had any dealings with A before. Having
checked that there are flight tickets available, A’s computer uses knowledge
that it has acquired itself to calculate a price by means of a complex formula
that it has evolved for itself. The computer then notifies B of the price at
which it is prepared to sell the tickets. B responds by ordering a quantity
of tickets to be dispatched to B, completes the required web form and an
appropriate debit to be made from his bank account. B also scrolls through
part of the agreement (standard terms and conditions) and decides to click
on the button to signify assent to the terms and conditions.

Stage 2:

A never knows that this transaction has occurred. The website also does not
clearly give B the knowledge of when the contract is finally concluded and
B is fooled into pressing the wrong button before he is able to consider
whether he wishes to be finally bound by the contract.

Stage 3:

Only after the conclusion of the contract does B realise that tax is not
included in the price, and that the price is much higher than originally
indicated — as the price of flight tickets has changed while the buyer was
acting on the website. Meanwhile, B also realises that he has requested the
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wrong quantity of tickets. Instead of booking for one person, he orders and
pays for two persons.

When B discovers the pricing error he sends emails and letters to A’s web-mail
accounts notifying them of this error and asking for correction.

Legal concerns in response to the scenario

1  Does the above transaction constitute a valid contract?

2 When s the offer effective and when is the acceptance to the offer effective?

3 Does A have a right to amend the wrong advertisement on the website
after the order has been made?

4 Is ‘error in electronic communications’ equivalent to ‘the traditional mis-
take and misrepresentation in contracts’? If not, what are the differences?

5 What are the duties and liabilities of internet service providers?

The above scenario also reflects four main legal doctrines that need to be
determined in order to remove the obstacles to electronic communications:

What is electronic contracting?

Who is contracting?

When is an electronic contract made?
Where is the contract made?

OO I S

Firstly, at the national and international level, the directives, model laws and
conventions governing electronic commercial transactions do not cover when
offers and acceptances of offers become effective for purposes of contract
formation.! Neither does the most recent international instrument — the
UN Convention on the Use of Electronic Communications in International
Contracts (UN Convention).? It is still debatable whether the UN Convention
should include a provision on when an offer and acceptance in electronic
form takes effect, and whether the existing rule of the time of dispatch and
receipt of electronic communications will be sufficient to ascertain an offer
and acceptance. If so, how should it be explained, and if not, what should be
done about it?

Secondly, the UN Convention does not impose a duty of the availability of
contract terms,’ whilst the EC Directive on Electronic Commerce does.* The
problem arises because no such obligations existed under the United Nations
Convention on Contracts for the International Sale of Goods (CISG) or
most of the other international instruments dealing with commercial con-
tracts.” The crucial difference between paper-based and electronic contracts
is that once a contract is written, if parties keep it safe, it can be stored
forever, whilst a contract is concluded by electronic means without the possi-
bility of re-accessing it again or downloading it afterwards — it might be lost
forever; therefore it may become a barrier to evidential proof.
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Thirdly, the UN Convention recognises that it is now possible to conclude
a contract by electronic agents without any human intervention. Electronic
transactions could take place either between an individual and an electronic
agent acting on behalf of an individual, or between two electronic agents
acting respectively on behalf of two individuals.® The US Uniform Electronic
Transactions Act (UETA) provides that ‘a contract may be formed by the
interaction of electronic agents of the parties, or by the interaction of an
electronic agent and an individual’.” It is a so-called ‘automated message
system’. Automated message systems, also known as ‘electronic agents’, refer
essentially to a system for automatic negotiation and conclusion of contracts
without the involvement of a person, at least on one of the ends of the
negotiation chain.®

The UN Convention also introduces the use of automated message sys-
tems.” It aims to clarify that automated means of communication can convey
the intention necessary in contract formation, providing that a contract
shall not be denied validity or enforceability on the sole ground that: when
one or both parties have interacted in the contracting process by using an
automated message system without review by any person, or when a contract
is formed by the interaction of two automatic message systems.!® This is a
non-discrimination rule intended to make it clear that the absence of human
review of or intervention in a particular transaction does not by itself pre-
clude contract formation.!! The Explanatory Note of the UN Convention in
2007 explains that ‘Electronic communications that are generated automatic-
ally by message systems or computers without direct human intervention
should be regarded as “originating” from the legal entity on behalf of which
the message system or computer is operated’.!> The EC Directive on Electronic
Commerce and the UNCITRAL Model Law on Electronic Commerce lack
specific rules on that matter. Although the UN Convention has significantly
recognised automated message systems, there is a query about whether the
rules of an automated message system would conflict with the consent
requirements of concluding an e-contract, if ‘consent’ between two contract-
ing parties is agreed as a prerequisite of forming a contract.

The fourth obstacle, which connects to the first and the third obstacles
above, is error in electronic communication. Article 14 of the UN Convention
addresses a type of error specific to e-commerce, namely data input errors, in
view of the potentially higher risk of error in real time or near instantaneous
communications made between individuals and automated systems. It deals
with the consequences of errors made in interactions between individuals and
automated information systems that do not offer the individual an opportun-
ity to review and correct the input error. It requires a party offering goods
or services through an automated information system to make available some
technical means of identifying and correcting errors. It makes sense that
consent may be required prior to the conclusion of an automated e-contract
system, because meanwhile, it makes time available for error amendments.

The penultimate obstacle is the determination of the location of parties.
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Unlike the offline world where parties have physical venues, the online busi-
ness can be located only in space. Therefore, how to determine the location
of parties who are doing business online becomes a debated issue. There is
no specific provision governing this issue under directives or model laws on
electronic commerce; however, the UN Convention has established a provi-
sion in an attempt to remove the uncertainty of determining the location of
parties. It is still doubted whether this provision under the UN Convention
is sufficient and practical.

Finally, battle of forms, which is the most complicated issue in commercial
contracts, raises barriers to offline contracting. Electronic contracts add
another, more difficult, element into this dimension. Whether the existing
international instruments dealing with battle of forms are adequate with
regard to the battle of electronic standard contracts must be examined.

The solutions to the obstacles in electronic contracting as illustrated above
will be proposed in the following chapters, mainly answering the following
questions:

What is electronic contracting?

Who is contracting?

When is an electronic contract made?

What are the remedies when errors in electronic communications occur?
Where is an electronic contract made?

How can electronic battle of forms be dealt with?
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3 What is an electronic contract?

3.1 The definition of electronic contracting

The ICC refers to ‘electronic contracting’ as ‘the automated process of enter-
ing into contracts via the parties’ computers, whether networked or through
electronic messaging’.! This definition is an amalgamation of two separate
explanations, one contained in the UN Convention® defining ‘electronic
communication’, and the other taken from the US UETA and UCITA pro-
viding for ‘automated transactions’. ‘Electronic communication’ means ‘any
communication that parties make by means of data messages’,’ whereas
‘automated transactions’ means any transaction conducted or performed,
in whole or in part, by electronic means or electronic records. In addition,
electronic communication establishes a link between the purposes for which
electronic communications might be used, and the notion of ‘data messages’
which was important to retain.* This new concept gives a broader definition
of electronic means of transactions and makes it compatible with a wide
range of possible developing techniques.

3.2 Features: email v. clickwrap v. shrinkwrap

The UNCITRAL Model Law on Electronic Commerce states that ‘an offer
and the acceptance of an offer may be expressed by means of data messages.
Where a data message is used in the formation of a contract, that contract
shall not be denied validity or enforceability on the sole ground that a data
message was used for that purpose’.’

There are two main ways in which commercial contracts can be made
electronically. A common and popular method is through the exchange of
electronic mail (email). Email can be used to make an offer and to communi-
cate an acceptance of that offer. The email containing the offer or acceptance
can be sent through the offeror’s (or offeree’s) outbox, the digital equivalent
of a postbox, to a server of an internet service provider (ISP) and then
forwarded to the offeree’s (offeror’s) inbox. The other method of contracting
is using the world wide web. Normally, the vendor would provide a display of
products on his website and indicate the cost of such products. A customer
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can scroll through the website previewing the items or products on offer, click
on the item for further information and if interested in the purchase, can
place an order by filling in an order form and clicking ‘Submit’, ‘I Accept’, or
something similar.® These are called ‘clickwrap’ or ‘webwrap’ agreements. It is
like taking the goods to the cash register in a shop, except that the cashier will
usually be a computer instead of a person.” Contracts displayed on a website
requiring a user to click a button to show acceptance, are generally non-
negotiable and often are not read or viewed in their entirety before being
accepted, raising the issue of whether there truly is mutual assent by the
parties to the terms of the agreement.®

A third type of electronic contract is a ‘shrinkwrap’ agreement. A shrink-
wrap agreement usually refers to a contract for a software product. It is
commonly used in a software licence agreement. The terms and conditions in
a shrinkwrap agreement are usually not visible until users start to install the
software. In other words, the terms and conditions of the contract will be
only available for review after the purchaser pays for the product. Currently,
there are no consistent judicial opinions in the world on whether the terms
and conditions of a shrinkwrap agreement that are not available before the
conclusion of the contract of sales should be valid and enforceable. In the
US, the Uniform Computer Information Transactions Act (UCITA) states
that if the purchaser does not have an opportunity to review the terms before
he pays, the product can be returned to the merchant.” However, the UCITA
is not widely adopted in the US. In e-commerce practice it is advisable that
the seller of software products makes the terms and conditions available for
the purchaser to review prior to the placing of the order by displaying them
directly on the website or providing a hyperlink.

Whatever the form of electronic contracting, trust is the basic element to
foster transactions. In the process of an electronic trade, parties may not
have met, or because of the fast speed of online transaction, parties may
not have a chance to read terms and conditions of contracts precisely. There
is a need to establish a certain level of trust which will, in return, build users’
confidence in concluding electronic contracts.

At an international level, both the UNCITRAL Model Law on Electronic
Commerce and the UN Convention employ the ‘functional equivalent
approach’ with a view to determining how the purposes or functions of
paper-based documents could be fulfilled through electronic commerce tech-
niques.’’ In the EU, the EC Directive on Electronic Commerce contains
three provisions'' on electronic contracts, the most important of which is
the obligation on Member States to ensure that their legal system allows for
contracts to be concluded electronically. It can be found in Article 9(1), which
in effect requires Member States to screen their national legislation to elim-
inate provisions which might hinder the electronic conclusion of contracts.
Many Member States have introduced into their legislation a horizontal
provision stipulating that contracts concluded by electronic means have the
same legal validity as contracts concluded by more ‘traditional’ means. In
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particular, as regards requirements in national law according to which con-
tracts have to be concluded ‘in writing’, Member States’ transposition legisla-
tion clearly states that electronic contracts fulfil such requirement.'> In
China, the National People’s Congress adopted the new Contract Law
which recognised electronic contracting in March 1999."* The new Contract
Law of China (CLC)" implements several changes in contract formation
rules. For example, a contract can now be made in any manner."* Under the
CLC writings include agreement, letters, telegrams, telex, fax, electronic data
information and electronic mail.'®

3.3 The online contracting parties: who is contracting online?

In the scenario, who are the contracting parties? Are they seller A, buyer B or
buyer B’s computer? There is no provision governing this substantive issue
under the UN Convention. Article 1 of the UN Convention sets the scope
that it applies to ‘parties whose places of business are in different states’,'” but
‘neither the nationality of the parties nor the civil or commercial character
of the parties or of the contract is taken into consideration’.!® Thus, if A and
B were contracting in different states (‘but it is not necessary for both of those
States to be contracting States of the UN Convention’), A and B would be
contracting parties under the scope of the UN Convention.'” Buyer B’s
computer cannot be regarded as a contracting party because it can’t be con-
sidered a natural or legal person. The UN Convention does not directly have
a ruling to contracting parties except for Article 4 referring to parties as
‘originators and addressees’. Article 4(d) defines an ‘originator’ as ‘a party
by whom, or on whose behalf, the electronic communication has been sent
or generated prior to storage, if any, but it does not include a party acting as
an intermediary with respect to that electronic communication’. Article 4(e)
determines ‘addressee’ as ‘a party who is intended by the originator to receive
the electronic communication, but does not include a party acting as an
intermediary with respect to that electronic communication’. Thus, buyer
B’s computer should not be deemed to be a contracting party.

In the above scenario, how will it be possible to ascertain that the parties
(buyer B and seller A) are really who they claim to be?

The word ‘parties’ is used in the UN Convention, which includes both
natural persons and legal entities. The difference between recognising con-
tracting parties online and offline is the method of identifying the parties.
In the online environment, parties might never know and meet each other
and there is no written signature in their e-contract.

The increased use of electronic authentication techniques as substitutes
for handwritten signatures and other traditional authentication procedures
has created a need for a specific legal framework to reduce uncertainty as
to the legal effect that may result from the use of such modern techniques,
namely electronic signatures.”’ The UN Convention does not attempt to iden-
tify specific technologies equivalent to particular functions of handwritten
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signatures. Instead, it establishes general conditions under which electronic
communications would be regarded as authenticated with sufficient credibility
and would be enforceable in the face of signature requirements.'

At the same time, the UN Convention does not force parties to accept
electronic communication, that is, the parties are free to decide whether or
not to use electronic signatures.?> The concept of ‘party autonomy’ is central
to the UN Convention, in which Article 3 allows parties to exclude the appli-
cation of the Convention as a whole or only to derogate from or vary the effect
of any of its provisions. This important principle in contractual negotiations
under the UN Convention is consistent with the view of UNCITRAL. Thus,
no party should be compelled to use electronic means in the formation of
contracts with regard to offers and acceptances.”® The explanation given is
that a party may lack access to electronic communication or the knowledge
to use it or because of receipt or authentication problems. However, party
autonomy does not allow the parties to relax statutory requirements on sig-
natures in favour of methods of authentication that provide a lesser degree
of reliability than electronic signatures, which is the minimum standard
recognised by the UN Convention.*

For example, Article 9(3) of the UN Convention is intended to remove
obstacles to the use of electronic signatures and does not affect other require-
ments for the validity of the electronic communication to which the electronic
signature relates. According to Article 9(3)(a) of the UN Convention an
electronic signature must be capable of identifying the signatory and indicating
the signatory’s intention in respect of the information contained in the elec-
tronic communication.

Atrticle 9(3)(b) further establishes a flexible approach to the level of security
to be achieved by the method of identification used under Article 9(3)(a). The
method used under Article 9(3)(a) should be as reliable as is appropriate for
the purpose for which the electronic communication is generated or com-
municated, in light of all the circumstances, including any relevant agreement.

There are two concerns in relation to Article 9(3): first, is it necessary to
require the signatory’s ‘approval’ of the information contained in the elec-
tronic communication, but not merely the indication of the party’s intention?
Does the notion of ‘signature’ necessarily imply a party’s approval of the
entire content of the communication to which the signature is attached?
Second, how can one determine that the signature is ‘as reliable as appropri-
ate’? What is the ‘reliability test’? However, these two obstacles are directly
related to the implementation of electronic signature and authentication,
which will be discussed in detail in Part I11.

In the US, EU and China there are similar grounds as to the definition of
online contracting parties as they provide rules on the identity requirements
of valid electronic signatures. There are also differences among them. In
the US, the Uniform Electronic Transactions Act (UETA) does not provide
the definition of parties but an electronic agent, such as a computer program
or other automated means, employed by a person. That person shall be
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responsible for the results obtained by the use of that tool.” In China the
China Electronic Signatures law explicitly clarifies that the person who pro-
vides electronic certification service shall be responsible for the service issuing
a digital authentication certificate, although a digital certificate may be con-
cluded by a natural person and an automated certification system.?® In the
EU there is an additional requirement related to the recognition of online
contracting parties in the EC Directive on Electronic Commerce. Article 6(b)
of the EC Directive on Electronic Commerce specifies the transparency
requirements, and that commercial communications must be identifiable as
such, and the natural or legal person on whose behalf the commercial com-
munication is made must be identified.”’



4 When is an electronic
contract made?

When is an electronic contract concluded? Was it at the time when B com-
pleted the required web form, made a payment by debit card, or clicked the
‘I agree’ button to the terms and conditions? Could it be when A received
B’s order or when A amended the mistakes?

To answer the above questions it is necessary to examine the time of dispatch
and receipt of an electronic communication, the rule relating to offer and
acceptance and also errors in electronic communications.

4.1 Dispatch and receipt of an electronic communication

4.1.1 Time of dispatch

Different legal systems use various criteria to establish when a contract is
formed and UNCITRAL favoured that it should not attempt to provide
a rule on the time of contract formation that might be at variance with the
rules on contract formation of the law applicable to any given contract.' The
UN Convention on the Use of Electronic Communications in International
Contracts (hereafter the UN Convention) offers guidance that allows for
the application, in the context of electronic contracting, of the concepts
traditionally used in international conventions and domestic law, such as
‘dispatch’ and ‘receipt’ of communications.

The UN Convention redefines the dispatch and receipt of an electronic
communication, which is different from the earlier legislation, UNCITRAL
Model Law on Electronic Commerce. Article 10(1) of the UN Convention
states that ‘the time of dispatch of an electronic communication is the time
when it leaves an information system under the control of the originator or
of the party who sent it on behalf of the originator’, whilst Article 15(1) of
the UNCITRAL Model Law on Electronic Commerce, consistent with the
UETA, defines it as ‘the time of dispatch of an electronic communication is
the time when it enters an information system outside of control of the origi-
nator or of the person who sent the data message on behalf of the originator’.
The definition of ‘dispatch’ in the UN Convention is given as the time when
an electronic communication left an information system under the control of
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the originator, as distinct from the time when it entered another information
system. It was chosen to mirror more closely the notion of ‘dispatch’ in a
non-electronic environment.’ The redefinition of the time of dispatch of an
electronic communication is a welcome and timely change that better reflects
the realities in today’s technological environment.* However, the EC Directive
on E-commerce lacks provisions defining ‘the time of dispatch’.

The UN Convention is distinct from the rule of the Model Law on
Electronic Commerce and UETA that the dispatch/sent of a data message
occurs when it enters an information system outside the control of the
originator/sender, or of the person who sent the data message on behalf of
the originator/sender.” The UETA further provides a more precise explan-
ation of ‘an information system’, namely that the information system can
be designated or used by the recipient.

When applying the above rules to the earlier scenario the time of dispatch
of electronic communications will occur when buyer B clicks the ‘I agree’
button to the terms and conditions and sends his order to seller A with the
completed web payment form (i.e. giving credit card details), because when
the action is done, buyer B is not in control of his order form any more and
the order form enters an information system designated by seller A.

4.1.2 Time of receipt

As to the time of receipt, the EC Directive on Electronic Commerce (Article
11) stipulates that Member States shall apply the principle that: ‘the order
and acknowledgement of receipt are deemed to be received when the parties
to whom they are addressed are able to access them’.

The EC Directive on Electronic Commerce is vague on what constitutes
‘able to access’. It fails to explain the meaning of ‘accessibility’.

The UN Convention (Article 9(2)) provides an objective criterion of
‘accessibility’, namely that “Where the law requires that a communication or
a contract should be in writing, or provides consequences for the absence
of a writing, that requirement is met by an electronic communication if the
information contained therein is accessible so as to be usable for subsequent
reference’. The UN Convention Explanatory Note 2007 explains that the
word ‘accessible’ implies that information in the form of computer data
should be readable and interpretable,® and the word ‘usable’ is intended to
cover both human use and computer processing.” Keeping receipt to a system
accessible by the recipient removes the potential for a recipient leaving mes-
sages with a server or other service in order to avoid receipt.

The UN Convention further analyses, in depth, that the time of receipt
of an electronic communication is the time when it becomes capable of
being retrieved by the addressee at an electronic address designated by the
addressee.’ It is presumed to occur when the electronic communication reaches
the addressee’s electronic address.'

This is comparable to Article 15(2) of the Model Law on Electronic
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Commerce and §15(b) of the UETA. The difference is that the UETA pro-
vides further detail in that ‘the electronic record is received when it is a form
capable of being processed by that system’.!" Another noticeable difference
between the UN Convention and the Model Law on Electronic Commerce,
as well as the UETA, is that the UN Convention does not mention the rules
for receipt of electronic communications sent to a non-designated address.

However, none of them cover the issues as to how the sender proves the
time of receipt, how the designation of an information system should be
made, and whether the addressee could make a change after such a designa-
tion. There is also no explanation of what the meaning of ‘capable of being
retrieved’ is, when the electronic communication is capable of being retrieved,
or whether ‘capable of being retrieved’ is equivalent to ‘able to access’.

Despite the difference in wording the effect of the rules on receipt of
electronic communications in the UN Convention is consistent with the
UNCITRAL Model Law on Electronic Commerce and the UETA. Article
10(2) of the UN Convention further regulates the rule on the time of receipt
in the case where an electronic communication reaches the addressee’s
electronic address, which is presumed to be capable of being retrieved by the
addressee at an electronic address designated by the addressee. In the author’s
opinion, this provision refers to three considerations in the determination of
the time of receipt of an electronic communication as below:

e  Firstly, accessibility should be defined under the designated address. For
example, if A sends B an offer at his home email address which is rarely
used for business purposes, it may not be deemed received if B designated
his official business email address as the sole address for business pur-
poses. Thus, even though the email is accessible at B’s home address, it
will not constitute receipt of the electronic communication.

e Secondly, the retrievability should be distinct from the accessibility. That
the electronic communication is accessible does not constitute the pre-
sumption that the electronic communication is retrieved. The rationale is
that if the originator chooses to ignore the addressee’s instructions and
sends the electronic communication to an information system other
than the designated system, it would not be reasonable to consider the
communication as having been delivered to the addressee until the
addressee has actually retrieved it.'?

e Thirdly, receipt of an electronic communication at a non-designated elec-
tronic address should fulfil two conditions: retrievability and awareness.
In other words, receipt at a non-designated electronic address occurs
when (a) the electronic communication becomes capable of being
retrieved by the addressee and (b) the addressee actually becomes aware
that the communication was sent to that particular address.

In addition, the final noteworthy difference is that the EC Directive
on Electronic Commerce only covers the acknowledgement of receipt of
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electronic communications, whereas the Model Law on Electronic Commerce
and UETA include the acknowledgement of all electronic records.'* The
scope of the UN Convention is even wider as it embodies all electronic
communications which are made by means of data messages.'*

4.2 Offer and acceptance

4.2.1 International legislative developments

At the international level, conventions and model laws governing electronic
commercial transactions do not include a substantial rule on the effectiveness
of offer and acceptance for the purposes of contract formation. The non-
cyber-specific international instrument, the United Nations Convention on
Contracts for the International Sale of Goods (CISG), provides provisions
on the rules of offer and acceptance. For example, Article 15(1) of the CISG
specifies that ‘[a]n offer becomes effective when it reaches the offeree’. The
Advisory Council stated that for purposes of this provision, [tJhe term
“reaches” corresponds to the point in time when an electronic communica-
tion has entered the offeree’s server’.!® Article 18(2) of the CISG further
provides that:

an acceptance of an offer becomes effective at the moment the indication
of assent reaches the offeror. An acceptance is not effective if the
indication of assent does not reach the offeror within the time he has
fixed or, if no time is fixed, within a reasonable time, due account being
taken of the circumstances of the transaction, including the rapidity
of the means of communication employed by the offeror. An oral offer
must be accepted immediately unless the circumstances indicate
otherwise.

The Advisory Council noted for purposes of this provision: an acceptance
becomes effective when an electronic indication of assent has entered the
offeror’s server, provided that the offeror has consented, expressly or impliedly,
to receiving electronic communications of that type, in that format, and to
that address."”

It is obvious that the CISG adopts the acceptance rule in determining a
valid offer and acceptance in paper-based contracts. It is also notable that the
Advisory Council of the CISG applies the same rule to the acknowledgement
of a valid electronic offer and acceptance by simply interpreting ‘reach
offeree or offeror’ as ‘enter the offeree’s or offeror’s server’ without any clear
clarification of the time of dispatch or receipt of an electronic communica-
tion. The UN Convention on the Use of Electronic Communications in
International Contracts (hereafter the UN Convention) does not provide a
provision on the validity of offer and acceptance, but includes a clear rule on
the time and place of dispatch and receipt of electronic communications. It is



42 Electronic contracts

still debatable whether the UN Convention should propose a provision on
when an offer and acceptance in electronic communications takes effect, and
whether the existing rule of the time of dispatch and receipt of electronic
communications will be sufficient to ascertain an offer and acceptance. If so,
how should it be explained, and if not, what should be done about it?

Whether a contract has been formed is one of the most critical questions
concerning internet transactions. An English case, which is famous as a
starting point for the law in this area for further reference in other countries,
is Entores v Miles Far East Corp."® The leading judgment in the Court of
Appeal was given by Lord Denning:

His approach was to take as his starting point a very simple form of
communication over a distance, that is, two people making a contract by
shouting across a river. In this situation, he argued, there would be no
contract unless and until the acceptance was heard by the offeror. If, for
example, an aeroplane flew overhead just as the acceptor was shouting
his agreement, so that the offeror could not hear what was being said,
there would be no contract. The acceptor would be expected to repeat the
acceptance once the noise from the aeroplane had diminished. Taking
this as his starting point, he argued by analogy, that the same approach
should apply to all contracts made by means of communication which
are instantaneous or virtually instantaneous.'

The case shows that when the means of communication being used by parties
is almost instantaneous the acceptance rule should prevail over the postal
rule. The House of Lords further approved this decision in Brinkibon Ltd v
Stahag Stahl und Stahlwarenhandelsgesellschaft mbH * On this basis, regard-
ing emails or clickwrap contracts as falling into the ‘instantaneous’ category,
the acceptance should take place where it was received, rather than where it
was sent. However, an email may not be opened as soon as it arrives, and it
may be not read until some time after it has been delivered. Thus, it is crucial
to determine the time that the acceptance takes effect. It is suggested that the
contract will be formed, at the earliest, when the acceptance is received by the
offeror’s email system and is available to be read. At the latest, it should be
regarded as complete after the passing of a reasonable period of time for the
acceptance to have been read as expected.?! With regard to a web agreement,
the contract would be made where the offeror had acknowledged to the
offeree that his or her offer was accepted, either by means of a direct response
on the website or by a subsequent email, which is called the ‘information duty’.

The online contract cannot be binding on the parties until there has been
an agreement. The normal analytical tool used to test such a meeting of
minds is that of offer and acceptance. Generally, a binding commitment
emerges when the offeror has knowledge of the acceptance and when the
offeree is similarly apprised of this. However, the rules on offer and acceptance
reflect cultural, economic and political ideas about consensual activity.
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According to contract law a promise with consideration is deemed to bind
the parties when an offer is accepted.?

The process of contract negotiation over the internet is the same as in
physical reality: invitation to treat, offer and counter-offer, and final accept-
ance. The distinction between an invitation to treat and an offer is that an
invitation to treat is not binding, whilst an offer, met with acceptance, may
form a contract. The distinction does not entitle a website to induce a customer
to enter a contract by using misleading statements. If a factual statement prior
to a contract being formed is classified as misleading, the induced party may
be entitled to claim damages, rescind the contract, or even both.?

The UN Convention is silent on the validity of offer and acceptance, except
for ‘invitation to make offer’.* It defines ‘invitation to make offer’ as a pro-
posal to conclude a contract, which is generally accessible to parties making
use of information systems, rather than addressed to one or more specific
individuals. It is similar to the concept of ‘an invitation to treat’ in the trad-
itional law of paper-based contract. Displaying information of products
including price, quantity and delivery method is an invitation to make offer
rather than a real offer as the information on the website is available to the
public but not to one or more specific persons. This is evidenced by an English
leading case Pharmaceutical Society of GB v Boots Cash Chemists.”> The
Court of Appeal held that the display of products on the shelves was not an
offer, but an invitation to negotiate. Boots did not infringe the Pharmacy and
Poisons Act 1933 as the sale of products took place at the cash desk. It was the
customer that made the offer to buy the goods by putting the goods into the
basket. It is up to the pharmacist to accept or reject the offer at the cash desk.

The difficulty that may arise in this context is how to strike a balance
between a trader’s possible intention (or lack thereof) to be bound by an offer,
on one hand, and the protection of relying on parties acting in good faith, on
the other hand.” The general principle that offers of goods or services that
are accessible to an unlimited number of persons are not binding applies even
when the offer is supported by an interactive application.”’” Typically, an
‘interactive application’ is a combination of software and hardware for con-
veying offers of goods and services in a manner that allows for the parties
to exchange information in a structured form with a view to concluding a
contract automatically.®® Article 11 of the UN Convention is not intended
to create special rules for contract formation in electronic commerce.
Accordingly, a party’s intention to be bound would not suffice to constitute
an offer in an absence of those other elements, such as the quantity and price
of the goods.”” But what will happen if the buyer orders a large quantity of
goods that the seller may not be able to supply?

In traditional contract cases there are evidences of protection of sellers.
For example, in the case of Grainger & Son v Gough,* the judge held that the
transmission of price lists did not amount to an offer to supply an unlimited
quantity of products described at the price named, as the stock of products
from advertisers or merchants could be limited. The House of Lords further
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approved this decision in Esso Petroleum Ltd v Customs and Excise Commis-
sioners.’ Without reasonable expectations advertisers or merchants could
have been in breach of contractual obligations when they failed to supply a
large order. In e-commerce practice it is common that e-retailers will indicate
the estimated quantity of products that are available for sale on the website,
whereas, in the international trade industry, the companies or manufacturers
may clarify the possible length of production per unit or container shipment.

EU legislative status

In the EU the EC Directive on Electronic Commerce is also silent on the
effectiveness of offer and acceptance, but it obliges offerees to acknowledge
the receipt of an offer (order) ‘without undue delay and by electronic means’.*
The supplier is entitled first to acknowledge receipt of the offer, and then to

accept the offer, according to the rule of ‘time of acceptance’.”

US legislative trends

In the US, with regard to the efficiency of offer and acceptance, there is only
the UCITA, which provides that ‘a contract may be formed in any manner
sufficient to show agreement, including offer and acceptance or conduct of
both parties or operation of electronic agents which recognizes the existence
of a contract’.® It also specifies that, in the case of a computer information
transaction, ‘a contract is formed when an electronic acceptance is received’.
The UETA and ESIGN Act are silent on the appropriate rule for the timing
of an acceptance.*® However, §14 of UETA validates transactions formed
between parties by the interaction of their electronic agents even if they were
not aware of the resulting terms or agreements. The section also validates the
formation of contracts by interactions between an electronic agent and an
individual who voluntarily performs actions with knowledge or reason to
know that they will cause the electronic agent to complete performance.
The ESIGN Act, whilst generally validating the use of electronic agents,*” does
not address these issues. UETA, §15 provides that a record is ‘sent’ when it
is properly addressed in a form capable of being processed and it enters a
system outside that of a sender or system to which the addressee has access,
and that a record is ‘received’ when it enters a system designated for receipt of
such information in a form capable of being processed. Although the parties
may contractually alter this rule it provides a bright-line default rule. The
ESIGN Act is silent on this issue.®

The UCITA validates electronic contracts by replacing the concept of a
‘writing’ with that of a ‘record’, stating that contracts valued at $5,000 or
more are not enforceable unless ‘the party against which enforcement is
sought authenticated a record sufficient to indicate that a contract has been
formed and which reasonably identifies the copy or subject matter to which
the contract refers’.® The UETA also imposes a record requirement rather
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than a writing requirement. Both UCITA and UETA define a ‘record’ as
‘information that is inscribed on a tangible medium or that is stored in an
electronic or other medium and is retrievable in perceivable form’ and an ‘elec-
tronic record’ as a record that is created, generated, sent, communicated,
received, or stored by electronic means.* Therefore, both UCITA and UETA
broaden the traditional common law writing requirement and clarify the
validity and enforceability of certain electronic contracts.

Chinese legislative framework

In China, the Contract Law of China (CLC) states that parties may conclude
their contract by way of offer and acceptance.*! Under the CLC the common
law postal rule does not apply. An acceptance is effective at the time when the
offeree indicates assent, and it should reach the offeror within the time fixed in
the offer.*’ If there is no fixed time in the offer, the offer is deemed to be effective
within a reasonable time. Compared with the United Nations Convention on
Contracts for the International Sale of Goods, 1980 (CISG) the offer and
acceptance rules of the CLC are similar.*’ In contrast to the CLC, the China
Electronic Signatures Law does not directly regulate the rules of offer and
acceptance of electronic contracts. However, Articles 9 to 12 deal with the
sending and receipt of data messages. Article 10 states that if the receiving of
any data message needs to be confirmed as prescribed by laws and adminis-
trative regulations or the stipulations of the parties, the receipt shall be
acknowledged. Article 11 deals with the time the data message is deemed to
be sent and received. It states that the time when any data message enters
into a certain information system out of the control of the addresser shall
be regarded as the time for sending the data message. It further states that
where a recipient has designated a specific system to the sender for sending
the data message the time at which the data message enters such a system shall
be deemed to be the time of the receipt of the data message. If no given
system is designated, the time when the data message enters into any system
of the recipients for the first time shall be regarded as the time for receiving
the data message.

Can the postal rule apply to E-contracting?

Traditionally, English courts have been in favour of the postal rule because
the court felt that the acceptance rule might result in each side waiting for
confirmation of receipt of the last communication ad infinitum.* This would
not promote business efficacy. Therefore, in order to promote business effi-
cacy, it would be much better if, as soon as the letter of acceptance was posted,
the offeree could proceed on the basis that a contract had been made and
take action accordingly.® In the court’s view the conduct of business will in
general be better served by giving the offeree certainty.*® In Household Fire
and Carriage Accident Insurance Co v Grant,*” it was held that even if an
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acceptance was lost and it never arrived at its destination the contract was
still concluded. This is still the rule under English contract law. However,
the postal rule itself has limitations. It only applies to acceptance, and
not to any other type of communication such as offer or counter-offer.*
Communication of the offer is required in virtually all situations as the per-
son to whom the offer is addressed must be aware of it.* In short, the postal
rule was created to provide certainty in contractual formation at a time when
the communication system involved unavoidable delays, because the postal
stamp enables us to determine easily the time of posting an acceptance.

On the other hand, the postal rule also contains two major disadvantages:
firstly, the offeror will not be aware of the contract until a few days after the
letter of acceptance was posted by the offeree; secondly, the acceptance letter
might never be received by the offeror, because it might be lost by the post
office. This failure of delivery would prevent the offeror from knowing that a
contract had been made.

As noted above, the postal rule states that if the offeree contemplates
acceptance by post the acceptance is effective once posted rather than when
it is received. It provides the offeree with confidence that an acceptance
once posted will be effective, even if the postal system delays delivery of the
acceptance beyond the offer date.*® That is, the contract is deemed to have
been concluded at the moment the acceptance is placed into the postal sys-
tem.>! The impact of the traditional postal rule on the offer and acceptance
process in electronic contracting must be assessed.

In the era of information technology, accepting an offer can be through
electronic means and there are some similarities between email and post.
For instance, dispatching an email is identical to dropping a letter in a red
post box. Just like for the sender of a letter, the sender of an email will have
no control over it after having pressed the send button, as it will be transmitted
to his internet service provider (ISP).

However, an issue which arises when parties are communicating by elec-
tronic means is whether an offer can be revoked, or if the offeree can reject
an offer once an acceptance has been sent and when it is received.®> Some
scholars like Professor Murray, Professor Walker and Professor Gloag argue
that email and clickwrap agreements are different and have to be treated in a
different way. They proposed that the postal rule should apply to emails,
whilst clickwrap agreements should employ the acceptance rule. In my view,
although emails and clickwrap agreements are different, they have something
in common in that they deliver messages much faster than normal postal mail.

Postal mail services v. electronic mail services

Compared to postal mail services, electronic communications have three
major differences in character:

e Firstly, although email is not completely instantaneous, it is, unlike
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postal mail, normally very quick. Sometimes there are delays, but it is
rare and it normally lasts less than a day. Thus, the postal rule loses its
traditional function of efficiency in email communications.

e Secondly, current software technology makes it possible not only to
determine exactly when the acceptance email was sent by the offeree,
but also when it was received by the offeror’s server. Hence, contractual
certainty will be established by proof of receipt.

e Thirdly, another point to take into account, which makes email com-
munications different from postal ones, is that when the acceptance is
sent to the offeror, if no direct reply follows, under the current software
system an automated message with three possible responses may be sent
to the offeree: that 1) the message has been received or delivered; that 2)
the message has been read; or that 3) the message failed to be delivered.
However, the speed at which the packages of information are forwarded
along the different routes before they are reassembled at their final des-
tination is more dependent on the workload of the servers and networks
they use than the geographical distance of the computers. It may there-
fore be possible to receive a ‘return to sender’ message in your inbox a
few days later.”® Thus, when the email was sent, it might have never
reached the recipients due to technical failures or some other possi-
bilities. There will be a delay between the sending of an acceptance and
its coming to the attention of the offeror.

The receipt acknowledgement of email, such as ‘your message has been received
or delivered’, performs on this occasion similar functions as ‘recorded deliv-
ery’ mail, creating again an element of certainty. This will have, unlike the
postal rule, the advantage of enabling both parties to know that there is a
contract. Thus, taking account of the above features of email, the acceptance
rule should prevail over the traditional postal rule in the electronic communi-
cation environment. That is, the acceptance takes effect when it reaches
the offeror.

Solution: the application of the acceptance rule

Due to the characteristics of electronic communications, it would be conveni-
ent and harmonious to apply the acceptance rule to electronic transactions.
English courts have already accepted that the postal rule should not be
applied where it would lead to ‘manifest inconvenience or absurdity’.* This
position is also supported in the US Restatement (Second) of Contracts,
which provides that acceptance given by telephone or other medium of
substantially instantaneous two-way communication is governed by the
principles applicable to acceptance where the parties are in the presence
of each other.”® Thus, the acceptance rule — that the acceptance becomes
effective when it reaches the offeror — should be applied in electronic contract-
ing, especially clickwrap agreements because it is as instantancous as
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face-to-face or oral interactions. The question then arises as to whether we
should apply the same rule, ‘the acceptance rule’, to email as to clickwrap
agreements.

If the acceptance rule is applied, then another issue must be answered:
‘Is there a contract when the acceptance is received by the server or when it
is actually received and read by the offeror?

There are three possibilities applying the acceptance rule in electronic
mail communications:

o firstly, at the earliest stage, the contract is concluded when the acceptance
is received by the offeror and it is available to be read;

e secondly, at the middle stage, the contract will be formed when the
acceptance is received by the offeror and is assumed to be read by him
within a reasonable time;

e thirdly, at the latest stage, the contract will be established when the
acceptance is received and actually read by the offeror.

In relation to clickwrap agreements the contract will be formed when
the acceptance has been received by the offeror’s server. The server then
automatically responds to it with an acknowledgement of receipt.

As the outcomes above show, there is a crossing point between email con-
tracting and clickwrap agreements, that is, the acceptance must be received
and the corresponding acknowledgement must follow. Therefore, we
could treat email and clickwrap agreements as the same standard of elec-
tronic communications in contracts. Meanwhile, in order to be compatible
with the determination of ‘the time of receipt of electronic communica-
tions™’ in the UN Convention, the uniform rule should be that an electronic
contract will be concluded when the acceptance is received and has been
retrieved or read by the offeror within a reasonable time. This would be
presumed with the evidential automatic message confirming that ‘the message
has been received’, ‘the message has been delivered’ or ‘the message has been
read’. In the author’s view, an extra explanatory note or an amendment
(addition) clause of the effectiveness of the electronic offer and acceptance
in the UN Convention is a necessity to remove the legal uncertainty of the
valid process of electronic contracting and boost users’ confidence in doing
business online.

Looking back on the above scenario, Party A’s advertisement on his
website should be deemed to be an invitation to treat, because it does not
specifically target Party B, but it is instead open to any Party X. When B
completes the order form and agrees to the standard terms and conditions
A’s invitation to treat becomes a firm offer. When B clicks the button to
dispatch his order form, it should be regarded as an acceptance to A’s offer.
The complicated issue raised here is whether B can amend the offer after
the acceptance has been received and read; this will be discussed further
under the section of errors in electronic communications.
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4.3 Availability of contract terms

In contract law terms become parts of contracts because the parties agree
to them. In electronic contracting parties agree to the terms and conditions
(T&C) which are a record of data messages appearing on the PC screen.
Sometimes, after clicking the ‘I agree’ button, T&C disappear and it is impos-
sible to get back to them or download them afterwards. Even if it is possible
to access them or reproduce them afterwards often standard T&C are inalter-
able and parties asked to ‘agree’ to the terms in some instances will have no
easy alternative other than to submit.*®

In response to the above concerns some legislation requires that the T&C
should be available to be downloaded or reprinted afterwards, which aims
to enhance legal certainty, transparency and predictability in international
transactions concluded by electronic means.” However, some legislation is
silent on the consequences of the failure to comply with requirements of
availability of T&C electronically.

Article 10(1)(b) of the EC Directive on Electronic Commerce requires that
the concluded contract should be filed by the service providers, and it must be
accessible. Furthermore, Article 10(3) states that ‘contract terms and general
conditions provided to the recipient must be made available in a way that
allows him to store and reproduce them’. The EC Directive on Electronic
Commerce does not provide the solution for determining the consequences
of a failure to provide the stipulated information.

The UN Convention on the Use of Electronic Communications in Inter-
national Contracts (hereafter the UN Convention) does not impose any
requirement for contracting parties to make available the contractual terms
in any particular manner nor give any consequence for failure to perform the
duty. Article 13 of the UN Convention preserves the application of domestic
law that may require a party to make available to the other party the elec-
tronic communications containing the contractual terms.® Because there is
a wide variety of consequences for failure to make the T&C available subject
to domestic laws, for example, some might suggest that failure to make the
T&C available should constitute an administrative offence and incur a fine,
whereas some might give the customer the right to seek an order from the
court to enforce the requirement of making the T&C available, or the con-
tract does not enter into force until the time when the merchant has complied
with its obligations.®! However, usually the rule of imposing a duty of making
the T&C available and its consequence of failure to do so does not exist in
paper-based offline transactions; therefore international commercial con-
tract legislation did not create any sanctions.®® It should be left to competition
laws or consumer laws to deal with.*

In the author’s opinion, electronic communications are fundamentally dif-
ferent from paper-based communications. Electronic evidence is crucial for
any possible disputes that might arise later. It is necessary to regulate the rule
of the availability of T&C in an international instrument such as the UN
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Convention and the issue of making the T&C available should be compul-
sory, whether by means of displaying on the website, downloading from the
network, or requesting from merchants, simply because the rule of consent
is the kind of knowledge that national legal systems require from business
partners in order to infer their (explicit or implied) consent on T&C. The
principle of mutual consent rules on contract formation in the majority of
countries requires the modification of T&C to be notified and accepted by
counter-parties in order to become part of the contract. Regarding the issue
of when such knowledge of T&C shall be gained, the majority of countries
require prior knowledge or knowledge at least at the time of contract conclu-
sion® of the receipt of the contract or agreement, while the other view is
that an e-market participant shall in principle be bound by T&C if, at the
time of agreement, it was aware or should have been aware of such terms
using ordinary care.®” Thus, the requirements of the availability of contract
terms will fulfil the requirements of the awareness of the contract or sale
agreement. If the availability of contract terms is guaranteed in electronic
contracting it will be much more efficient and convenient than offline con-
tracting. For example, when a wholesaler goes to Acme wholesale store to
order products and pays for them at the till, how often will they check the
T&C on the back of the receipt? Alternatively, if a wholesaler purchased
products through Acme’s website where the negotiation tool of the T&C was
provided, it might be more likely that the wholesaler would read and select
the T&C. Thus, T&C in online circumstances might prevail over T&C in the
offline world.

However, there is no need to have a specific provision governing the con-
sequences of failure to do so under the UN Convention, because it relates
to substantive laws, which lead to different outcomes and are too different to
be uniformed. Thus, it should be dealt with according to domestic laws.

4.4 Error in electronic communications

Mistake means that parties make errors in subject matters or the terms of
the contract as to quality or quantity etc. Misrepresentation refers to a false
statement of fact that induces the other party to enter into a contract. In
traditional contract laws mistakes can make a contract void whilst mis-
representation can make a contract voidable. Mistakes that constitute a void
contract should be fundamental.®® In the case of Seatbooker Sales Limited v
Southend United Football Club, the original contract of internet ticket sales
service was valid as no mistake and misrepresentation were found.®”’ In the
author’s view, error in electronic communications should include both
electronic input mistakes and electronic false statement. The concepts of
mistakes and misrepresentation in electronic contracts should be the same as
those in offline contracts.

One feature that distinguishes online methods of communication from
traditional media is that software now assumes an instrumental role in
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constituting agreements. If the buyer intends to make a purchase online he
will need to engage with the input data. The software interprets the steps
automatically in the negotiations purely on the basis of the clicks made by the
buyer. If the buyer does not communicate the range of predicted responses,
either the process will cease or a new range of options will be presented
for consideration.® Thus, there are differences in the process of forming a
contract electronically and those that are paper-based.

Is ‘error in electronic communications’ equivalent to ‘the traditional mis-
take and misrepresentation in contracts’? If not, what are the differences?

In answering that question, one should ask whether there is something
more we need to protect errors in electronic contracting beyond the existing
contract law.

4.4.1 Current legislation in electronic errors

International approach

Article 14 of the UN Convention details the rules of error in electronic
communications as:

1. Where a natural person makes an input error in an electronic
communication exchanged with the automated message system of
another party and the automated message system does not provide
the person with an opportunity to correct the error, that person, or
the party on whose behalf that person was acting, has the right to
withdraw the portion of the electronic communication in which the
input error was made if:

(a) The person, or the party on whose behalf that person was act-
ing, notifies the other party of the error as soon as possible after
having learned of the error and indicates that he or she made
an error in the electronic communication; and

(b) The person, or the party on whose behalf that person was acting,
has not used or received any material benefit or value from the
goods or services, if any, received from the other party.

2. Nothing in this article affects the application of any rule of law that
may govern the consequences of any error other than as provided
for in paragraph 1.

According to Article 14(1) of the UN Convention there are four conditions
on withdrawing the portion of electronic communications in which input
error was made.

Firstly, Article 14 of the UN Convention applies to a very specific situation
that is only concerned with errors that occur in transmissions between a
natural person and an automated message system when the system does not
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provide the person with the possibility to correct the error.” Secondly, the
UN Convention further authorises a party who makes an error to withdraw
the portion of the electronic communication where the error was made under
the conditions of ‘(a) notifying the other party of the error as soon as pos-
sible after having learnt of it, and (b) not having used or received any material

benefit or value from the goods or services’.”

EU approach

Compared with the UN Convention the EC Directive on Electronic
Commerce is much simpler in regulating input errors. It mainly requires the
service provider to provide information and make technical means available,
appropriate, effective and accessible prior to the placing of the order.

The EC Directive on Electronic Commerce obliges websites to provide in
a clear, comprehensible and unambiguous manner information about how
customers may identify and correct input errors before they place an order.”
For instance, the EC Directive on Electronic Commerce requires certain
procedural information before parties can enter into a contract. To avoid
technical problems or mistakes by the contracting parties the service provider
must provide the following information:’

e the different technical steps that are to be followed to conclude the
contract;

e whether the contract will be filed by the service provider and whether
it will be accessible;

e the technical means for identifying and correcting input errors prior
to the placing of the order; and

e the languages offered for the conclusion of the contract.

Furthermore, Article 11(2) of the EC Directive on Electronic Commerce
provides that ‘Member states shall ensure that, except when otherwise agreed
by parties who are not consumers, the service provider makes available to
the recipient of the service appropriate, effective and accessible technical
means allowing him to identify and correct input errors, prior to the placing
of the order’.

US approach
The Second Restatement of Contracts, §153 states:

Where a mistake of one party at the time a contract was made as to
a basic assumption on which he made the contract has a material effect
on the agreed exchange of performances that is adverse to him, the
contract is voidable by him if he does not bear the risk of the mistake
under the rule stated in §154, and (a) the effect of the mistake is such
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that enforcement of the contract would be unconscionable, or (b) the
other party had reason to know of the mistake or his fault caused the
mistake.

The Uniform Electronic Transactions Act (UETA), §10 regulates the effect
of change or error. It states that if a change or error in an electronic record
occurs in a transmission between parties to a transaction, the following
rules apply:

(1) If the parties have agreed to use a security procedure to detect
changes or errors and one party has conformed to the procedure,
but the other party has not, and the nonconforming party would
have detected the change or error had that party also conformed, the
conforming party may avoid the effect of the changed or erroneous
electronic record.

(2) In an automated transaction involving an individual, the individual
may avoid the effect of an electronic record that resulted from an
error made by the individual in dealing with the electronic agent of
another person if the electronic agent did not provide an opportun-
ity for the prevention or correction of the error and, at the time
the individual learns of the error, the individual:

(A) promptly notifies the other person of the error and that the
individual did not intend to be bound by the electronic record
received by the other person;

(B) takes reasonable steps, including steps that conform to the
other person’s reasonable instructions, to return to the other
person or, if instructed by the other person, to destroy the con-
sideration received, if any, as a result of the erroneous electronic
record; and

(C) has not used or received any benefit or value from the consider-
ation, if any, received from the other person.

(3) If neither paragraph (1) nor paragraph (2) applies, the change or
error has the effect provided by other law, including the law of mis-
take, and the parties’ contract, if any.

(4) Paragraphs (2) and (3) may not be varied by agreement.

As outlined in the US Second Restatement and UETA, the conditions of
withdrawal of error in electronic communications in the US are similar
to those of the UN Convention. However, there are still some differences.
For example, §10(1) of the UETA does not define the scope of ‘between
parties’, in other words, it is not clear whether the parties of the error com-
munication can be natural persons or, like the UN Convention, the error
communication should occur between a natural person and an automated
transactions system.
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The rule of error input in the UETA is for both B2B and B2C transactions,
whereas §214 of the Uniform Computer Information Transactions Act
(UCITA) governs electronic error, only for consumer defences. It specifies
that:

(a) In this section, ‘electronic error’ means an error in an electronic
message created by a consumer using an information processing
system if a reasonable method to detect and correct or avoid the
error was not provided.

(b) In an automated transaction, a consumer is not bound by an elec-
tronic message that the consumer did not intend and which was
caused by an electronic error, if the consumer:

(1) promptly on learning of the error:
(A) notifies the other party of the error; and
(B) causes delivery to the other party or, pursuant to reasonable
instructions received from the other party, delivers to
another person or destroys all copies of the information; and
(2) has not used, or received any benefit or value from, the informa-
tion or caused the information or benefit to be made available
to a third party.

(c) If subsection (b) does not apply, the effect of an electronic error is
determined by other law.

As provided above, both UETA and UCITA apply to the situation that is
‘in an automated transaction’. They are common in that they both impose
the duty of prompt notification of the error, the requirement of taking rea-
sonable steps accordingly and the condition of non-use of, or non-benefit
from, the goods.

Chinese approach

There is no provision of error in electronic communications under the China
Electronic Signatures Law. In the absence of particularised legislation errors
occurring over the internet in China shall be subject to the Contract Law of
the People’s Republic of China adopted in 1999. According to Article 54
of the Contract Law of China:

a party shall have the right to request the people’s court or an arbitration
institution to modify or revoke the following contracts:

(1) those concluded as a result of significant misconception;
(2) those that are obviously unfair at the time when concluding the
contract.

If a contract is concluded by one party against the other party’s true
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intentions through the use of fraud, coercion, or exploitation of the
other party’s unfavourable position, the injured party shall have the right
to request the people’s court or an arbitration institution to modify or
revoke it.”?

In the Contract Law of China the terms ‘misconception’, “‘unfair’, ‘fraud’,
and ‘exploitation’ have been introduced to determine the validity of a con-
tract and the legality of modification or revocation of the contract. Such
terms are equivalent to mistake and misrepresentation in common law.

4.4.2 Obstacles in regulating electronic errors

Pricing errors often appear on e-commerce websites. For example, when
Amazon’s UK site advertised iPaq Pocket PCs for £7.32 instead of the nor-
mal price of £300 thousands of orders were placed, with some people buying
50 or more.” In the US, United Airlines wrongly posted a San Francisco to
Paris flight for £24.98. Also, in 2003 Amazon.com wrongly listed the price
of television sets at $99.99 instead of $1049 each and received 6,000 orders.

Mistakes occur easily on the internet when users input data because of the
automated and speedy features of the internet. Misrepresentation also occurs
easily with online shopping as products cannot be actually seen, touched and
tested by buyers. When disputes happen online buyers usually find it difficult
to prove mistake and misrepresentation.

There are four major concerns about electronic mistakes and misrepresen-
tation in expression: first, who should be responsible for the mistake and
misrepresentation? How should the balance be kept between the interest of a
mistaken party not to be bound by unintended expressions of promises and
the interest of a party relying on a promise to be able to act upon it? Second,
how can one know whether it was a mistake or a misrepresentation and not
merely a change of mind? Third, what will be the reasonable time bar for
mistake or misrepresentation to be discovered and informed? Fourth, what
are the conditions for withdrawal or avoidance of electronic communications
affected by errors?

Two of the main features of electronic communication are its speed and
automation. Both of these features increase the risks of making mistakes
that cannot be easily corrected before they reach the addressee and before the
addressee takes action in reliance on the mistake.” For example, you offered
your business partner $20 per product A by email, but immediately realised
that the price had increased in line with inflation; thus you sent another email
to inform your business partner that the price had to change to $28 per
product A. So will this constitute a valid new offer?

In traditional contract law once the offer is accepted the contract is formed.
In the electronic environment, the offer may be amended if the person, or
the party on whose behalf that person was acting, notifies the other party
of the error as soon as possible after having learned of the error and indicates
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that he or she made an error in electronic communication.” This presumption
is based on two conditions: one is the timing — ‘notifying the other party as
soon as possible’, and the other is the indication of the error in electronic
communication.

These conditions have the effect of limiting the time within which an elec-
tronic communication can be withdrawn pursuant to Article 14 of the UN
Convention. Under Article 14(1) the right of withdrawal is only available if
the notification of the input error is made ‘as soon as possible’ after the party
had learnt of the error, and the party ‘has not used or received any material
benefit or value from the goods or services’ received.”” A question arises as to
the effect of a withdrawal made pursuant to Article 14. For example, where
the erroneous communication formed part of an offer and the automated
message system of the other party accepted that offer prior to receiving
notice of the withdrawal; under the normal rules of contract formation, a
contract would have been formed upon the acceptance. If the withdrawn
portion contained some essential term of the contract, what would be the
effect of the withdrawal?

There are two possible effects of the withdrawal. Firstly, the effect of a
withdrawal of the erroneous portion could be that the electronic communica-
tion is to be regarded as never having contained that erroneous portion.
Secondly, the effect of the withdrawal of the erroneous portion could be
that the electronic communication is to be regarded as having been sent
with the erroneous portion, which portion was subsequently withdrawn.”
During the preparation of the UN Convention, it was argued that the remedy
should be limited to the correction of an input error, so as to reduce the
risk that a party would allege an error as an excuse to withdraw from an
unfavourable contract.”

In the author’s view ‘withdrawal’ should be included to protect the right of
the party when the party has unintentionally hit a wrong key or web button
and sent a message that he did not intend to send. In the online environment,
recall or replacement of an error message can sometimes be easier and
quicker than in an offline situation.

4.4.3 Solution I: implication from the Microsoft Outlook case

There is an interesting functional tool ‘recall or replace a message you’ve
already sent’®® in Microsoft Outlook software which might also reveal some
trends on the conditions of withdrawal or amendment of errors in electronic
communications.

To recall or replace an error message online can be easier and quicker than
in an offline situation. If you use a Microsoft Exchange Server email account
you can recall or replace a message if its recipient is logged on and using
Microsoft Outlook and has not read the message or moved it from their
inbox. The author’s concern is whether ‘recall or replace a message’ function

can comply with the rule of ‘error in electronic communications’.
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Before answering it, let’s look at the Microsoft Message Tool:
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According to the above model, the method is:

1) In Malil, in the Navigation Pane, click Sent Items.
2) Open the message you want to recall or replace.
3) In the message window, on the Actions menu, click Recall This Message.
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Next, do one of the following:

1) Recall the message: Click ‘Delete’ unread copies of this message and
select the “Tell me if recall succeeds or fails’ for each recipient check box
if you want to be notified about the success of the recall or replacement
for each recipient.

2) Replace the message: Click ‘Delete’ unread copies and replace with a new
message, select the “Tell me if recall succeeds or fails’ for each recipient
check box if you want to be notified about the success of the recall or
replacement for each recipient, click ‘OK’, and then type a new message.
To replace a message, you must send a new one. If you do not send the
new item, the original message is still recalled.®!

There are two drawbacks to the above function of recall and replacement:
first, this technique is limited because the feature can only be used if your
emails are handled by a Microsoft Exchange Server, which is a server that
picks up the emails for the whole company and then passes them to the
right client, so you can’t use this feature with your home PC which connects
to your email provider directly. Second, the technique is inconsistent with
one of the conditions of the rationale behind the error in electronic com-
munications under the UN Convention. Microsoft Outlook requires that
a message can be recalled or replaced if its recipient has not read the
message or moved it from their inbox without any time limit, whereas the UN
Convention sets the restriction that the person or the representative should
notify the other party of the error as soon as possible after having learned
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of the error, although the UN Convention does not define what ‘as soon as
possible’ is.

In the absence of the time restriction of the message recall mechanism on
Microsoft Outlook the principle of ‘the intentions of the parties’ regarding
correction of input data should be deemed to be a criterion in determining
whether the recalling or replacing of a message is done in good faith, as indi-
cated by a leading case Brinkibon Ltd v Stahag Stahl und Stahlwarenhandel
GmbH. 1t states:

Some error or default at the recipient’s end which prevents receipt at the
time contemplated and believed in by the sender. No universal rule can
cover all such cases; they must be resolved by reference to the intentions
of the parties, by sound business practice and in some cases a judgment
where the risks should lie.*

In addition, there are two possible legal effects in recalling and replacing an
email: first, it would mean that, for example, an offer containing an error in
the quantity of goods would be regarded as an offer which never contained
any quantity of goods at all. Such an offer would probably not give rise to a
valid contract. Second, if the same offer containing the error in the quantity
of goods was already accepted, and the erroneous portion was subsequently
withdrawn, it would raise a question as to the effect of such a withdrawal on a
concluded contract.®® For example, if a person mistakenly typed 14 when he
intended to order just 4 items, the order will not be corrected so as to take
effect as an order for 4 items. Under the former scenario, he will instead have
the right to withdraw the quantity 14.%* However, it is noted that Article 14
only applies to ‘input errors’, that is, errors relating to inputting the wrong
data, where an ‘automated message system does not provide the person with
an opportunity to correct the error’, and not other kinds of errors such as a
misunderstanding of the terms of the contract.®

According to Article 14 of the UN Convention and Article 10 of the EC
Directive on Electronic Commerce, before buyers submit the ordering infor-
mation the website should clearly state that their information is to allow the
site owner to decide whether to accept their offer. This allows the site owner
to check the product type and cost entered and reject, for example, any offer
for a television less than £30 as a minimum price for any television. This
application of ‘Backstop’ logic reduces the cost of mistakes.

In the scenario, if the seller (A) noticed and corrected the price errors
before the order was placed, or before the confirmation of acceptance is
made, then it would be deemed to be within the above recommendations.
But the difference is that contracts made over the world wide web are rarely
completed by two humans: a website operates automatically according to
a set of instructions, often called a script. It leaves no time for two parties
to communicate and negotiate with the conditions, although generally, an
acceptance must be communicated to the person making the offer. However,
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any person making any offer may waive the general rule and can instead
permit acceptance by conduct.®

From the author’s perspective, a promise to pay over the internet is enough
to form the consideration to create a contract. If a clickwrap contract is
properly constructed it seems likely that there is consideration to form a
binding contract with the viewer. Thus, it makes sense that in the scenario, if
the seller (A) delays notification of the price errors, he or she should be
responsible for their own negligence, unless they can produce the evidence
that the errors occurred due to the computer systems.

4.4.4 Solution II: influence of European Contract Law

According to current legislation there are no clauses concerning the responsi-
bility of mistake, the balance of parties’ interest and the reasonable time
bar for mistake etc.

How to define ‘as soon as possible after having learned of the error’ in the
UN Convention and EC Directive on Electronic Commerce is the most
complicated issue.

In the author’s view the appropriate time limit should be defined according
to the function of ‘withdrawal’ of input errors. The fundamental function
of ‘withdrawal’ is to protect the right of the party when the party has
unintentionally hit a wrong key or web button and sent a message that he
did not intend to send. Provided by appropriate technical means the party
should notice the errors very soon after inputting the wrong data or clicking
the wrong button, a 24 hour time limit seems to be just, depending on the
calculation of the starting point of timing. The European Contract Law is
consistent with this proposed rule.

The Commission on European Contract Law (also called the Lando-group)
presented in 1999 a report called the Principles of European Contract Law
(PECL). Many other academic groups have followed up on the Lando-
commission and drafted articles related to specific contracts. One of the
working groups dealing with specific problems in relation to electronic com-
merce was established in 2003. The task force’s aim is to ascertain that the
articles are in harmony with the EC directives related to e-commerce and with
other needs that businesses and consumers may have due to the increased
use of electronic communication.’’” The report covers six issues. They are,
‘input errors’, ‘cooling off periods’, ‘unsolicited contracts’, ‘definitions of
sent, received and dispatched’, ‘definition of writing’ and ‘definition of signa-
ture’.®® This section will focus on ‘input errors’ and ‘cooling off periods’ of
the PECL, which complements the EC Directive on Electronic Commerce
and the UN Convention on the Use of Electronic Communications in Inter-
national Contracts.

Article 4:103 of the PECL describes the fundamental mistake as to facts
or law, which does not require changing. But changes have been suggested
to Article 4:104 as follows:
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Article 4:14 Inaccuracy in Communication

1  An inaccuracy in the expression or transmission of a statement is
to be treated as a mistake of the person which made or sent the
statement and Article 4:103 applies.

2 Subject to Article 4:103(2), a party concluding a contract at another
party’s website may avoid the contract for mistake if the other
party does not provide effective, accessible and technological means
to identify and correct input errors prior to the transmission of a
statement.

3 The parties cannot derogate from paragraph (2) to the detriment of
a consumer.*

The above principles express clearly the determination of the errors input
which is similar to that in the EC Directive and UN Convention. But neither
the EC Directive nor the UN Convention defines the time period of errors
input correction. With respect to this point the PECL report further suggests
‘cooling off periods (right to withdraw)’ in detail.”® For example, the new
suggested Article 2:212(4) expresses clearly that

the consumer must exercise his right to withdraw from the contract
within fourteen days after having concluded the contract, having been
informed by the seller or service provider of his right to withdraw and
the consequences thereof, and having been supplied with any other data
prescribed in any relevant regulation by the European Commission.
Whether or not the seller or service provider provided such information,
the consumer’s right to withdraw expires six months after the date of the
conclusion of the contract.”

The efforts of the PECL report to unify contracts concluded online are to be
welcomed, regardless of whether the PECL electronic contract project can
eventually succeed. The two uniform principles of ‘input errors’ and ‘the time
period to withdraw’ in the report should be highly recommended to electronic
commercial transactions at the international legislation level. The current
Proposal for a Directive on Consumer Rights, adopted on 28 October 2009
by the European Commission, also introduces identical conditions of 14 days
cooling off so that consumers have the right to withdraw the contract, with
the web-based withdrawal form, if the contract is concluded online.

Thus, according to the evidence above, in the author’s view, a uniform
time period of notification of error in electronic communications — in order
to retain the right to withdraw input errors — should be within 24 hours
in order to promote fairness and certainty in regulating error in electronic
communications:

Option 1: the time period begins when the contract is concluded
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and the buyer (including B2B and B2C) is informed of his right to

withdraw;
Option 2: the time period begins when an electronic communication

becomes capable of being retrieved by the addressee at an electronic
address designated by the addressee.



5 Where is the contract made?

With websites and services the concept of establishment, however, is not so
straightforward. Popular websites are hosted simultaneously on many so-
called duplicating ‘mirror services’. They increase resilience, but they may be
situated anywhere on the planet. Consequently they may be many thousands
of miles from the headquarters of those who control them.!

Many electronic contracts are not domestic. One of the great successes of
the internet is the creation of a worldwide market place. A trader in Rome
can, through a webpage, reach a customer in New York just as easily as one
in Sorrento. However, the internet can also create complexity. For example,
A’s head office is in the UK whilst a team based in China handles technical
control of the website and customer support, and credit card processing is
conducted in the US. So where is the company established? This cross-border
nature of the internet adds a further dimension to electronic contracting, that
of international private law, with questions of jurisdiction and choice of law
awaiting settlement.> That is, the questions will arise as to which law will
govern the transaction and which courts will have jurisdiction in the event of
a dispute. In the event that a contract is silent on that point, the location
where a contract is concluded will be a major factor in determining the choice
of law in question.?

As internet jurisdiction and choice of law can be very complicated issues,
the trader may just want to enter into contracts with certain parties from the
local region rather than from any country, avoiding the laws of a particular
jurisdiction. In electronic contracting, the place of the contract may be where
the offeror is notified of the acceptance of the offer by the offeree, or where
the letter of acceptance is posted.

5.1 Place of business

In addressing this issue Article 15 of the Model Law on Electronic Commerce
sets out criteria for determining where an electronic message is sent and
received. It provides that a message is deemed dispatched at the place where
the originator has its place of business, and is deemed received at the place
where the addressee has its place of business. In the event that either party
has more than one place of business the place of business is the one bearing
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the closest relationship to the transaction.* If a party does not have a place of
business then the party’s habitual place of residence is substituted for the
place of business.’

The UN Convention provides the determination of the location of the
parties (Article 6), which is an improvement to the UNCITRAL Model Law
on Electronic Commerce. It helps to ascertain jurisdiction, applicable law and
enforcement. Its aim is to remove legal obstacles to cross-border electronic
commerce. It clearly explicates the definition of ‘place of business’, ‘location
of the parties’ and ‘time and place of dispatch and receipt of electronic
communications’. The UN Convention proposes ‘place of business’ as ‘any
place maintains a non-transitory establishment to pursue an economic activ-
ity other than the temporary provision of goods or services out of a specific
location’,® that is, the place where a party pursues an economic activity
through a stable establishment for an indefinite period. Article 6 of the UN
Convention regulates the rules of ‘location of the parties’. The primary rule is
that the parties are taken to be located where they say they are.” This is
equivalent to ‘party autonomy’. In the absence of a party’s indicated location
the place of business is that which has the closest relationship to the relevant
contract.® In addition, Article 6(3) provides that ‘If a natural person does not
have a place of business, reference is to be made to the person’s habitual
residence’. The UN Convention also clarifies that the location is not merely
the place where the equipment and technology are located or a domain name
is registered.’

In the US the UCITA provides that ‘a party is located at its place of
business if it has one place of business, at its chief executive office if it has
more than one place of business, or at its place of incorporation or primary
registration if it does not have a physical place of business. Otherwise, a party
is located at its primary residence’.'’

In China, Article 12 of the Chinese Electronic Signatures Law deals with
the main place of business of the sender and the recipient. It states that the
place where the data message is sent to or received from shall be deemed to be
the main place of business of the sender and the recipient. If there is no main
business place the habitual residence of the parties shall be the place of
sending or receiving messages.

5.2 Place of performance

Place of performance is another important criterion in determining juris-
diction and applicable law when disputes occur. It can be linked with ‘loca-
tion of the parties’, ‘place of business’ and ‘place of dispatch and receipt of
electronic communications’ under the UN Convention. As discussed earlier,
the location of the parties and place of business are regulated by Article 6 of
the UN Convention. Article 10(3) of the UN Convention further provides the
determination of the place of dispatch and receipt of electronic communica-
tions as follows:
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An electronic communication is deemed to be dispatched at the place
where the originator has its place of business and is deemed to be
received at the place where the addressee has its place of business, as
determined in accordance with article 6.

In the old version of the Principles of European Contract Law 1995, Article
2.106 explicitly explains the factors of ascertaining place of performance. It
expresses that (1) if the place of performance of a contractual obligation is not
fixed by or determinable from the contract it shall be: (a) in the case of an
obligation to pay money, the creditor’s place of business at the time of the
conclusion of the contract; (b) in the case of an obligation other than to pay
money, the obligor’s place of business at the time of conclusion of the
contract. (2) If a party has more than one place of business, the place of
business for the purpose of the preceding paragraph is that which has the
closest relationship to the contract, having regard to the circumstances
known to or contemplated by the parties at the time of conclusion of the
contract. (3) If a party does not have a place of business his habitual
residence is to be treated as his place of business.

Place of business and habitual residence are the main factors in determining
the place of performance in the old PECL. The rules under the Rome I
Regulation 2008 are identical to this. For example, Article 4(2) of the Rome I
Regulation specifies that ‘where the elements of the contract would be
covered by more than one of points, the contract shall be governed by the law
of the country where the party required to effect the characteristic perform-
ance of the contract has his habitual residence’.!' Compared with the Rome I
Regulation, the Brussels I Regulation 2000 provides much more explicit
wording in the clarification of place of performance of the obligation that in
the case of the sale of goods, the place where the goods were delivered or
should have been delivered and in the case of the provision of services where
the services were provided or should have been provided.'? Place of delivery
and place of service provided are the performing factors.

Place of performance of an electronic contract is the same as a traditional
paper based contract if the performance itself involves physical delivery or
presence. The difference lies in the performance that is conducted electronic-
ally, i.e. downloading software or an ebook without physical delivery or
presence. In this case the time of dispatch and receipt of electronic communi-
cations and the determination of the place of computer servers become
significant factors to predict and ascertain the actual place of digital
performance. Details will be discussed in Part IV.



6 Contemporary issue: electronic
battle of forms

Businesses generally wish to contract using their own standard conditions of
contract, because they may have drafted their contracts to meet their own
product, service, project, technical, commercial and legal requirements." It is
called a ‘standard contract’. Standard terms are contract terms that one party
formulates for use in his contracts generally and provides to other parties for
use in their mutual transactions. Typically they are not negotiated but are
presented to customers at the conclusion of bargaining over the contract’s
principal subject matter. Standard terms or general terms are often referred
to pejoratively as ‘boilerplate’.? The boilerplate terms® appear on the reverse
side of the contract and are usually ignored until a dispute arises. Parties
usually reach contracts for international sales of goods utilising standard
terms. In standard contracts the party supplying a product or service spells
out the terms on which the party does business and which it expects the other
party to accept. Sometimes, standard terms designed for use in one country
are subject to laws for which they are not designed.*

The most crucial issue here is not just the conflict of laws in different
countries, but also the determination of whether a contract exists with con-
flicting terms, whether a particular communication is a rejection of the offer
and constitutes a counter-offer, and if the contract was concluded, what the
terms of the contract are. This is called a ‘battle of forms’. It arises where two
companies are in negotiation and as part of their exchanges they each send
standard contract forms, but these two sets of forms are incompatible.” That
is, a battle of forms arises when each party has his own standard terms of
trading or business that he wants to prevail over the other party’s standard
terms.®

The ‘battle of forms’ is one of the most complicated issues in traditional
contract law, made even more difficult due to the divergent treatment among
jurisdictions. In an English leading battle of form case Butler Machine Tool
Co Ltd v Ex-Cell-O Corpn (England) Ltd,” the sellers offered to sell a
machine tool to the buyers, the offer being on the standard terms which ‘shall
prevail’ over any terms and conditions in the buyers’ order and which
included a price variation clause for increased costs. The buyers’ order form
contained standard terms materially different from those of the sellers and
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stated that the agreed price was fixed. Lord Denning suggested a three-step
solution to the battle of forms: first, whether there is an expressed term or
implied term from conduct of the last form sent; second, whether the
offeree’s reply materially affects the contract and he fails to draw the offeror’s
attention; and third, if there is a concluded contract but the forms vary, the
forms can be reconciled so as to give a harmonious result whilst the conflict-
ing terms may have to be scrapped and replaced by a reasonable implication.?
Lord Denning did not agree to find the existence of the contract first. Instead,
he preferred to examine whether there was an agreement on material points,
and if there was, determine the agreed and conflicted terms.” Professor Forte
considered that Lord Denning espoused a more radical approach, because it
‘divorces content from formation and does not produce an inevitable finding
that the party who fires the last shot must win’.'°

International legislative instruments have tried to resolve battle of forms
in contracts. The Uniform Commercial Code (UCC), the United Nations
Convention on Contracts for the International Sale of Goods (CISG), the
International Institute for the Unification of Private Law (UNIDROIT),
Principles of International Commercial Contracts (PICC), and the Principles
of European Contract Law (PECL) have proposed rules of battle of forms
that have led to different outcomes.'! However, the legislations have in common
that they follow a ‘two-stage’ process'> which first attempts to determine
whether there is a contract existing between the parties, and then ascertains
it by finding whether the exchanged terms materially differ and what terms
prevail.

6.1 International legislation: CISG and PICC

Article 19 of CISG" provides that a reply to an offer that contains additions,
limitations or other modifications constitutes a counter-offer. The default
rule under the CISG is to turn a modified acceptance into a counter-offer
that rejects the previous offer. Thus, the original contract does not exist if
an acceptance contains additions, limitations or other modifications.
However, the reply purports to be an acceptance, and additional and dif-
ferent terms prevail over the terms of offer if they do not materially differ
from those terms of offer. If this reply is the last document to change hands
before performance, its terms will bind the parties.'* Unlike the UCC, §2-207,
which will find the existence of a contract as long as the major terms match,
the CISG will still allow an offeror to reject an acceptance that contains
immaterial variations.”> However, in contrast with the UCC, §2-207(3), the
CISG does not address the question of what happens when conflicting offers
and acceptances are exchanged and performance nonetheless begins.'® The
success of the CISG lies in the interpretation of materially altering terms.
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6.2 US legislation: UCC

UCC, §2-207" states that the contract is concluded even though the accept-
ance contains additional or different terms. The additional terms of accept-
ance will become part of the contract, knocking out the terms that materially
alter those offered or agreed upon.

The UCC’s treatment of battle of forms is far from “uniform’. While
§2-207(1) refers to ‘additional or different terms’, §2-207(2) only applies
to ‘additional terms’ by providing that ‘the additional terms are to be con-
strued as proposals for addition to the contract’.!® The Cambridge Online
Dictionary defines ‘different’ as ‘not the same’ while explaining ‘additional’
as ‘extra’.’ The word ‘different’ is defined as ‘not the same as another or each
other’ or ‘distinct and separate’, whilst the Compact Oxford Online English
describes ‘additional’ as ‘added, extra, or supplementary’.® In the author’s
opinion, just like ‘additional’ terms, ‘different’ terms can alter the original
terms materially as well. Under these circumstances the use of the terms
‘different” and ‘additional’ should be treated the same as ‘alterations’. How-
ever, the concept of ‘different’ perhaps permits a much broader range of
alterations than the definition of ‘additional’, because whether the offeree or
offeror changes some wording of the contract (‘different terms’) or adds some
extra terms and conditions to the contract (‘additional terms’) it has the same
effect on the contract: it makes the contract look different.

§2-207(1) of the UCC is different from the common law, where a ‘different’
term would create a counter-offer. It mandates that neither ‘additional’ nor
‘different’ terms turn an acceptance into a counter-offer; instead, a contract
is formed. It is accepted in §2-207(2) that additional terms may become part
of the contract except for offer limitations, material alterations or advanced
notifications. “‘Where documentary exchanges between parties do not disclose
a concluded contract’, §2-207(3) applies.?! Under §2-207(3) if the conduct of
the buyer and seller is consistent with commercial reality it is sufficient to
establish a contract for sale. Terms are those agreed upon by the agreement,
whilst the other conflicting terms are left out, and the other provisions of the
UCC are supplemented.?

6.3 EU legislation: PECL

Differing from the UCC and the CISG, the PICC and PECL separate
and treat general conditions conflicts differently from essential terms.?
Article 2.1.11 and 2.1.22 of the PICC,* the same as Articles 2:208 and 2:209
of the PECL,” discuss rules separately applying to front-form conflicts
(negotiated, essential, or important conditions) and boilerplate conflicts
(general conditions).

With regard to conflicting essential terms, both the PICC and PECL are
consistent with the CISG in employing that a reply to an offer with additions,
limitations or other modifications constitutes a counter-offer, which purports
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to be an acceptance if the additional or different terms in reply do not
materially alter the offer. The terms of contract are the terms of the offer with
the modifications contained in the acceptance. In relation to conflicting gen-
eral conditions both the PICC and PECL recommend that the contract
should be concluded by the agreed standard terms that ‘are common in
substance’. Thus, the terms of the contract will be formed with the agreed
essential terms plus those general terms that ‘are common in substance’.?

The PICC and PECL attempt to offer both the efficiency and practicality
of the CISG in that modified acceptances become counter-offers unless the
easily noticed modifications are immaterial, while they apply the ‘common in
substance’ rule to provide a more equitable treatment when differing terms
are likely to go unnoticed.” The outcomes of conflicting general conditions
are the same referring to Article 2.1.22 of the PICC and Article 2:209 of the
PECL. The contract is nonetheless formed because both Article 2.1.22 of
the PICC and Article 2:209 of the PECL provide that a contract is concluded
despite the existence of conflicting general conditions and the general condi-
tions form part of the contract to the extent that they are common in
substance.

As analysed above, in summary, the UCC, CISG, PICC and PECL have
similarities in that material alteration of an offer is a rejection of an offer and
constitutes a counter-offer. However, they are different in relation to whether
a valid contract exists despite the existence of conflicting terms and what
terms will apply. The CISG, PICC and PECL, compared with the UCC, are
more consistent with the ruling of ‘different and additional terms’. Another
merit of the CISG is that it gives the definition of ‘material alterations’,
which explicitly express the conditions such as the price, payment, quality
and quantity of the goods, place and time of delivery, extent of one party’s
liability to the other or the settlement of disputes. The PICC and PECL are
more comprehensive than the UCC and CISG because, as we discussed
earlier, they distinguish between essential terms and general conditions.

6.4 Chinese legislation: CLC

The Contract Law of People’s Republic of China (CLC) strongly encourages
the usage of a standard terms contract. The provisions regulating standard
terms are specified in Articles 39 to 41 of the CLC. In accordance with
Article 39 parties adopting standard terms in a contract have the duty of
fairness, notification and explanation. That is, standard terms shall define the
rights and obligations between the parties with fairness. The party who pro-
poses a standard contract shall inform the other party of any exclusion or
restriction of liabilities in a reasonable way as well as explain the standard
terms upon request by the other party. However, standard terms are not
negotiated with the other party when the contract in concluded except for
terms depriving the material rights of the other party.?® Article 41 continues
the protection of the parties who are supplied with standard terms, and where
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there are two or more kinds of interpretation to the terms, the one that is
unfavourable to the party supplying the standard terms shall prevail.

The general issue of battle of forms is governed by the Contract Law of
People’s Republic of China (hereafter CLC)® but without specific provisions
directly referring to electronic battle of forms.

The basic article of the battle of forms of CLC is provided by Article 20,
which sets four conditions on losing a valid offer. That is, an offer shall lose
efficacy if:

1 the notice of rejection reaches the offeror;
the offeror revokes the offer in accordance with the law;

3 the offeree fails to dispatch an acceptance before the expiration of the time
limit for acceptance;

4 the offeree makes substantial changes to the contents of the offer.

Under the fourth condition in Article 20, ‘substantial changes’ should be
understood as ‘material changes’. Article 20 is consistent with Articles 30
and 31, which give more precise details on the validity of substantial changes
to offer and acceptance.

With regard to the validity of an offer, Article 30 of the CLC clarifies that
the contents of an acceptance shall comply with those of the offer. If the
offeree substantially modifies the contents of the offer it shall constitute a
new offer. With regard to the validity of an acceptance, Article 31 specifies
that if the acceptance does not substantially modify the contents of the offer
it shall be effective, and the contents of the contract shall be subject to those
of the acceptance, except as rejected promptly by the offeror or indicated in
the offer that an acceptance may not modify the offer at all.

The modification relating to the subject matter, quality, quantity, price or
remuneration, time or place or method of performance, liabilities for breach
of contract and method of dispute resolution shall be regarded as the sub-
stantial modification of an offer.®® This is compatible with the UCC, CISG,
PICC and PECL - that material alteration of an offer is a rejection of an
offer and constitutes a counter-offer.

6.5 How is ‘battle of forms’ resolved in electronic contracts?

However, the battle of forms will be even more complicated in electronic con-
tracts because of the features of instantaneous electronic communications. In
electronic contracts battle of forms will be related to the issues of dispatch and
receipt of an electronic communication,®' validity of offer and acceptance,
availability of contract terms,* and errors in electronic communications.*
When a buyer submits an order on the seller’s website, the seller is able to
present its standard terms and conditions to the buyer. Then there are three
possibilities: firstly, the buyer can simply accept the standard form, so the
contract is concluded with the standard terms of the seller. Secondly, the
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buyer can reply to the seller with a notice of another set of standard
terms that are posted at a designated URL (Uniform Resource Locator). For
example, the buyer might reply to the seller asserting that ‘assent is with-
held unless the seller assents to the terms and conditions located at http://
www.company.com/terms&conditions.html’.** Thirdly, the buyer may have
no immediate indication of a failed attempt to communicate, and the seller
may well only receive a message saying that the email has not been delivered
at some time later.*

Under the first possibility it is equivalent to a clickwrap agreement present-
ing standard terms. However, the second possibility is the battle of the URLs
in the contract. If an acceptance is followed by a separate email or telephone
call, the separate email or telephone call should become part of the con-
tract,*® if it does not materially alter the original contract. If an agreement is
only partially integrated, extrinsic evidence of consistent additional terms is
admissible.”’

According to the previous analysis of rules of battle of forms and the
above discussion of specific electronic battle of forms, in the author’s view, in
electronic contracting, the combination of the ruling of the CISG, PICC and
PECL will be practical and appropriate. This means that an electronic
acceptance that contains additions, limitations or other modifications is a
rejection of the offer and constitutes a counter-offer. However, if the add-
itional or different terms in the general conditions of the acceptance do not
materially alter the offer they form part of the contract to the extent that they
are common in substance, or otherwise as the parties agree.

Summary

In summary, because of the unique features of the internet, existing regulatory
schemes designed to regulate traditional technologies and transactions may
not be accurate and sufficiently applicable to electronic contracting. Thus, the
solution would be to either apply existing laws and interpret them in a way
that reflects the complexities of online contracting or, where appropriate,
adopt new regulations or directives to address the development of technology
and newly raised disputes. It is worth noting Professor Ramberg’s argument
that EC Directives are not efficient and it is difficult to reach consensus and
harmonisation of laws because they are not based on a voluntary basis in
their implementation, and the tradition of not stipulating the sanctions and
effects causes the directives to become implemented differently in the different
Member States.® In the author’s opinion, new model laws and conventions
governing issues of electronic commercial transactions are necessary because
they set simple, basic and core principles at the international level, which is, in
return, essential to provide a uniform legal infrastructure for global electronic
commercial transactions.

The EC Directive on Electronic Commerce (E-Commerce Directive), the
US Uniform Electronic Transaction Act (UETA) and the China Electronic
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Signatures Law have provided a legal infrastructure to national or regional
electronic commerce markets. At the international level, the UNCITRAL
Model Law on Electronic Commerce and the UN Convention on the Use of
Electronic Communications in International Contracts (the UN Convention)
have made great efforts to modernise and harmonise international electronic
commerce laws. They have in common that they employ the principle of
functional equivalency for a record or signature in an electronic form. Differ-
ent from the others, the EC Directive on Electronic Commerce particularly
requires that ‘the service provider has to acknowledge the receipt of the
recipient’s order without undue delay and by electronic means’.* Professor
Ramberg argued that there was no need to have a legal requirement of con-
firmation under the EC Directive on Electronic Commerce because there is
no general rule that a contract be confirmed, and when the contract is already
at hand the confirmation has no legal effect at all.*’ In the author’s view the
ruling of confirmation of the receipt of the recipient’s order is necessary,
because it will certainly boost the confidence of electronic commercial trans-
actions and give parties the certainty that their corresponding electronic mes-
sages have been successfully delivered. However, acknowledgement of receipt
is not equivalent to an acceptance, although it might perform the function of
acceptance in clickwrap agreements.

The UN Convention complements the UNICTRAL Model laws on elec-
tronic commerce and electronic signatures. It enhances legal certainty and
commercial predictability of electronic contracting by determining electronic
authentication methods, place of business, location of parties, time and place
of dispatch and receipt of electronic communications, (automated transac-
tions).* The UN Convention uniforms the determination of the location of
the parties and time and place of dispatch and receipt of electronic com-
munications where there are various versions of wording in the EC Directive
on Electronic Commerce, the UNCITRAL model laws and the UETA.

The UN Convention is a great success in the above aspects. However,
the remaining key criticisms of the UN Convention are fivefold. Firstly, there
is a need to define ‘electronic contracting’. When giving the definition, three
concepts should be combined: electronic communications; automated trans-
actions; and data messages.

Secondly, it is necessary to determine when the offer and acceptance take
effect. From a legal point of view there is no need to distinguish non-
instantaneous contracting, such as emailing, from instantaneous contracting,
such as clickwrap agreements, because although it is non-instantaneous con-
tracting by email it is still much quicker than normal postal services. In
addition, using different email servers and different internet services can
result in different speeds of sending and receiving messages — some emails
might be like instantaneous messages so it would be more difficult to reach
consensus and efficient harmonisation of the rule to different standard users
and make it fair. Therefore, the ‘acceptance’ or ‘receipt’ rule would be a more
sensible application to electronic contracting.
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Thirdly, the UN Convention lacks provisions regulating individual com-
munications of e-contracts, which become a noteworthy issue in electronic
transactions. With the improvement of IT industry and e-commerce service
online companies can offer customers many more choices when they order
products or services online, by pressing different functional buttons and
inputting different variations. By suggesting the doctrine of individual com-
munications in concluding an e-contract, the UN Convention should employ
‘party content before concluding an e-contract’ as a condition. It means that
it should be compulsory for parties to be aware of communications and for
the servers to provide functions for parties to express their contents.

Fourthly, the technology neutral approach and the time measure of notifi-
cation of error in electronic communications should be employed in ‘errors in
electronic communication’, because new techniques of amending input errors
or wrong messages have been developed dramatically, such as the ‘recall
or replace a message you’ve already sent’ function in Microsoft Exchange
Server, which may conflict with the existing rule of ‘duty of notification as
soon as possible’ under the UN Convention.

Lastly, the UN Convention is silent on battle of forms in electronic com-
mercial transactions, which, in the author’s view, should be included since it
will occur more often when more and more large or medium-size firms get
involved in e-trading. According to the discussion earlier the traditional rules
contained in the UCC, CISG, PICC, PECL and CLC should be combined to
apply to online battle of forms; that is, electronic acceptance — which contains
additions, limitations or other modifications — is a rejection of the offer and
constitutes a counter-offer. However, if the additional or different terms in
the general conditions of the acceptance do not materially alter the offer, they
form part of the contract to the extent that they are common in substance,
or otherwise the parties agree.

Overall, nations have made efforts to expedite the development of electronic
commerce but different approaches or methodologies have been adopted. It is
notable that the US is attempting to drive the international marketplace into
the internet age, while the EU approach appears to be more focused on grow-
ing the internal marketplace. China, as the second largest internet users’ coun-
try, has been learning from the Western legislative experience and establishing
new laws to adapt to the online market, although there are still additional
areas to cover, especially issues regarding electronic cross-border jurisdiction.
However, China, along with the rest of the international community, is search-
ing for a harmonious global solution. Nevertheless, regulation, model law
or convention should be minimal, clear and simple, and predictable and con-
sistent.*? But it is necessary to bear in mind that the process of modernisation
and harmonisation of the performance of e-contracts and choice of laws
through an international instrument is lengthy and arduous and involves the
infusion of a prodigious amount of expertise, time and money.
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In practice parties involved in electronic commerce in open networks such as
the internet are faced with the problem of the identity of the communicating
parties, i.e. knowing that the sender of an electronic message is actually the
person they claim to be. In addition, communicating parties also need to
ensure that the electronic message received is the one that was actually sent,
i.e. the integrity of the message.! A signature is a familiar way for individuals
to make apparent on paper that they are who they say they are and that,
often, they agree to be bound by whatever they are signing. A signature,
therefore, generally provides authentication of the signatory. It is also an
indication of ‘acceptance’ or ‘consent’ to a legally binding commitment.>

In the new era of the information society the ultimate medium of remote
communication between unknown parties is established on the internet.’
E-transaction security becomes a significant barrier to the development of
e-commerce. Many websites use a technology called Secure Sockets Layer
(SSL) to encrypt personal information over the internet. To ensure that an
e-transaction is safe customers usually look for the logos of the companies,
such as VeriSign or TrustE.* Thus, as a result of technology shift from trad-
itional face-to-face transactions, technical architectures and authentication
methodologies often substitute for the trust that trading partners formerly
developed between each other.’ Identification and authentication provides
senders and receivers with assurances that each party will be identified
uniquely so that each will know where transactional information originated
from and to whom it was sent.®

From a legal perspective businesses may be reluctant to get involved in an
electronic transaction if the present legal framework fails to offer necessary
guarantees for a trustworthy and secure online commerce. But these goals can
be achieved through the use of electronic signatures. For electronic signatures
to accomplish such objectives in open networks they need to be used in
conjunction with certificates issued by certification service providers (CSPs),
which certify the veracity of the link between the electronic signature and the
identity of the electronic signature holder. Therefore, for electronic commerce
to flourish, electronic signatures must be legally recognised as equivalent to
their hand-written counterparts. In addition, a legal regime must be set up for
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the establishment and functioning of certification service providers which can
generate trust among trading parties in certification authorities (CAs), and
thereby in electronic signatures. Further, the security issues need to be
addressed, not only on a national level but also and most importantly inter-
nationally, in order for e-commerce to blossom.” One of the major legal
challenges is recognition of foreign electronic signatures and authentication
as the new technology encourages transnational transactions.

This chapter will firstly attempt to look at the definitions, features, benefits
and functions of electronic signatures and electronic authentication, analyse
the different types of electronic signatures available in the market and, in
particular, highlight digital signatures — one of the most important forms of
electronic signatures — using cryptography technology. Secondly, this chapter
will identify the forms and conditions of establishing Trusted Third Parties,
called Certification Authorities (CAs) providing electronic signatures and
authentication services. Thirdly, the chapter will focus on one of the legal
aspects uniquely connected with electronic signatures, i.e. the duties and liabil-
ities of CAs, especially on the liability regime which applies between CA and a
third party who uses the certificate to validate the identity of a certificate
holder intending to transact with the third party. Fourthly, this chapter will
critically analyse and compare the EC Directive on Electronic Signatures,® the
US Uniform Electronic Transactions Act (UETA),’ the US Electronic Signa-
tures in Global and National Commerce Act 2000 (ESIGN Act)'’ and the
Law of People’s Republic of China on Electronic Signatures (China Elec-
tronic Signatures law),!! alongside an examination of the international laws,
UNCITRAL Model Law on Electronic Commerce, UNCITRAL Model Law
on Electronic Signatures and UN Convention on the Use of Electronic Com-
munications on Electronic Contracting (the UN Convention).'? Finally, this
chapter will provide suggestions concerning the international harmonisation
of electronic signatures legislation, as well as the possibility of the achieve-
ment of a common global consensus on electronic authentication.

7.1 Current legislation: EU, US and China

It has been widely accepted that it is necessary to provide evidence of a party’s
intention to be bound by a contract by making a written signature. That is
to say, the evidence of transactions usually derives from the paper-based
contract, which is finalised by a manuscript signature. In Goodman v J Eban
Ltd it outlines a general principle: ‘the essential requirement of signing is the
affixing in some way, whether by writing with a pen or pencil or by otherwise
impressing upon the document, one’s name or “signature” so as personally to
authenticate the document’.!* A signature enclosed electronically should be
treated as ‘most closely analogous to a rubber stamp signature’.'* In the mod-
ern information world, using electronic means to sign one’s name should be
acceptable in the same way as a written signature. However, unlike individual
manuscript signatures, electronic signatures lack the uniqueness in written
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pattern. These identified limitations necessitate electronic documents to
prove trustworthiness and authenticity.'> So how can it be done?

Electronic signatures should be the key point in this authentication process.
At the international level, according to Article 2 of the UNCITRAL Model
Law on Electronic Signatures 2001, an ‘electronic signature’ means ‘data in
electronic form in, affixed to or logically associated with, a data message and
to indicate the signatory’s approval of the information contained in the data
message’.'® Article 6 sets out the features of an electronic signature, which
are: ‘(a) it is uniquely linked to the signatory; (b) it was created under the
control of the signatory; (c) its integrity is clear; and (d) the integrity of the
message is also clear from signature’.

The EC Directive on Electronic Signatures defines an electronic signature
as ‘data in electronic form which are attached to or logically associated with
other electronic data and which serve as a method of authentication’.” In the
US, the Uniform Electronic Transactions Act (UETA) simply allows the sig-
nature to be accomplished through electronic means. There are no specific
requirements of technology to be used in order to create a valid signature.'s
For instance, one’s voice on an answering machine may suffice if the requisite
intention is present. Similarly, including one’s name as part of an electronic
mail communication also may suffice, as may the firm name on a facsimile.
Therefore, a symbol, sound or process would not amount to a signature in the
absence of the requisite intent. In electronic communication one may use a
digital signature with the requisite intention, or one may use the private key
solely as an access device with no intention to sign or accomplish a legally
binding act. In any case the critical element is the intention to execute or
adopt the sound or symbol or process for the purpose of signing the related
record. Under the US ESIGN Act, an ‘electronic signature’ is widely
defined as ‘an electronic sound, symbol or process, attached to or logically
associated with a contract’.! In China, the China Electronic Signatures Law
defines an ‘electronic signature’ as ‘data included and attached in data mes-
sage in electronic form, for the use of identifying the identity of the signatory
and showing that the signatory has recognized the contents therein’.”’

As noted above, although there are different definitions in different laws,
the effectiveness of an electronic signature should be the same: an e-signature
is only producible by the sender and any change will make it incompatible
with the integrity of the signature. Parties must be able to use techniques to
ensure that the business conducted over the networks will be secure. Briefly
speaking, electronic signatures should be regarded as a means of verifying the
identity of the user of a computer system to control access or authorise a
transaction.

7.2 Forms of electronic signatures

Electronic signatures can take many forms and can be created by many
different technologies. Currently the forms of electronic signatures include,
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but are not limited to, password or personal identification number (PIN);
email signatures; smart card;*! biometrics;** scanned signatures and digital
signatures. On a daily basis the most common forms of electronic signatures
are PIN, scanned signatures, email signatures and digital signatures.

7.2.1 Word documented or picture-scanned signatures

There is a feature in Microsoft Word which allows users to add a password to
protect word documents. The password added to the word documents is
known as a word documented signature. Such a password is also called
‘personal identification number (PIN)’. It is a set of numbers or characters
generated and shared between the system and the user. This is one of the
basic forms of electronic signatures.

Picture-scanned signatures are also very common. Instead of signing a
piece of paper manually using a pen, a device with scanning technique allows
users to scan such a piece of paper with a handwritten signature into the
computer thereby creating an electronic ‘bitmap’ or ‘JPEG’ image of the
signature. The digital image file could then be attached to the document file as
an electronic signature. It is convenient and less costly to use picture-scanned
signatures, however such files are very easy to forge as much less skill and
effort is required to simply scan a piece of paper.

7.2.2 Email signatures

An email signature can consist of text or pictures, or both. Most of the email
portals have a tool for users to create and use a signature. For example,
Microsoft Outlook automatically adds the created text or pictures as a signa-
ture to the users’ outgoing email messages. In recent years more and more
email signatures software has been launched to help users develop a more
secure email signature, for example, ‘signature creator 1 software’ helps
creating ‘handwriting’ signs to accent the users’ individuality of signatures
in email messages (see Figure 7.1 opposite).

However, the UNICTRAL Report on Promoting Confidence in Electronic
Commerce in 2007 states that ‘neither typed names on unencrypted email
messages nor scanned signatures offer a high level of security or can definitely
prove the identity of the originator of the electronic communication in which
they appear. Nevertheless, business entities freely choose to use these forms
of “authentication” in the interest of ease, expediency and cost-effectiveness
of communications’.**

7.2.3 Digital signatures

A digital signature is one of the most important and reliable forms of
electronic signatures. It is defined in the ABA’s (the American Bar Associ-
ation) Guidelines as ‘a transformation of a message using an asymmetric
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crypto-system and a hash function such that a person having the initial
message and the signer’s public key can accurately determine whether
the transformation was created using the private key that corresponds to the
signer’s public key, and whether the initial message has been altered since
the transformation was made’.? Digital signatures are generated through
cryptography (i.e. encryption and decryption techniques).?

So what is cryptography?

Cryptography can be defined as an act of secret writing composed of a
series of ciphers and codes used to hide a message’s content. In effect, the
message will become impossible to read when parties do not have the code to
decrypt it.”” There are two types of cryptographies: the first one, known as
symmetric or secret key cryptography, uses the same single key for the encryp-
tion and decryption process. The second one is called asymmetric or public
key cryptography and utilises two different keys for the encryption and
decryption process.®® Asymmetric or public key cryptography is widely used
in electronic signatures nowadays: a private key (held only by the sender of
transmitted data) is used in conjunction with a signature algorithm to sign
the data, and a public key (often made public in an online directory) is used
by the recipient of the data with the algorithm to verify the signature
received. For example, assume that A is a sender and B is a receiver. A would
like to communicate with B, a stranger with whom A has never communi-
cated before, A and B could exchange the plain text of their public keys.
Then, A and B can each encrypt their outgoing messages with the other’s
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public key and decrypt their received messages with their own secret, private
key. Then again, there may be a problem: how could A know whether
the message was really from B or from an impersonator? B may have the same
problem regarding A. So it needs a trusted party, such as a Certification
Authority (CA), to make a confirmation of their public keys as well as the
accuracy of the information by issuing certificates to both parties. With the
CA’s guarantee digital signatures will come into legal effect.

As stated above, digital signatures are based on what is technically known
as dual key cryptography. When an electronic signature is created two ‘keys’
are created with it: a private key and a public key. These keys are mathemat-
ical codes that are different from each other, but inextricably linked. The
private key remains with the person who owns the electronic signature and is
kept secret, whereas the public key is distributed freely. The relevance of these
keys to an electronic signature is best explained by way of an example.

Suppose that A wishes to send B an email, preferring to sign electronically.
A could compose the email and electronically sign it by attaching his digital
certificate as well as his public key. When A sends the email his private key
encrypts his signature. When the email is received, B will use A’s public key to
decode the encrypted signature. Once the signature has been unencrypted, B
will be able to confirm that it was A who sent the email. This confirmation
process is known as authentication.” If, therefore, A accepted an offer by
B, then the use of his electronic signature would be the same as signing a
contract manually.

7.3 Benefits

There are two major benefits that can be identified with the use of electronic
signatures. The first is that when an electronic signature is used and the
authentication process has been completed the recipient of the email will be
informed as to whether the email has been tampered with during the process
from the sender’s computer to the recipient’s computer. As a document is
digitally signed the private key will perform a mathematical calculation of the
entire contents of the document. This will produce a summary which is also
encrypted and sent along with the document. When the document reaches
the recipient’s computer and the public key is authenticating the signature the
public key will perform a similar calculation of the document’s contents and
also produce a summary. The mathematical link between the two keys means
that the summaries will be identical if the document received is exactly the
same as the document that is sent. The first summary (created by the private
key) is unencrypted and then compared with the new summary (created by
the public key) and if one is different from the other, the recipient is notified
that the document has been intercepted and altered en route. Although
occurrences of ‘email hijacking’ are low, given the number of emails that are
sent each day, the value of some property transactions could make attempts
at email interception and tampering attractive.
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The second benefit of electronic signatures is that they allow for the
transmission and receipt of secure emails. This is a highly desirable property,
especially for lawyers who will often have to deal with highly sensitive and
confidential information. Secure emails become possible once one person
has another person’s public key. Although in the example given above the
public key accompanies the electronic signature, this does not need to be the
case. The public key can be emailed separately to an individual; copied to a
disk and sent through the post; or even downloaded from a dedicated
website.*

An example of the digital signature process is: if A wishes to send B a
secure email, A will use B’s public key to encrypt the email and also any
documents that are attached. Once encrypted the only way that the email can
be unencrypted is with a public key’s corresponding private key. Therefore, if
A’s public key has encrypted the email it can only be unencrypted by A’s
private key. If anyone intercepts the email whilst in transit, they will be unable
to view its contents unless they have a copy of A’s private key.*!

7.4 Functions

Digital signatures can be deemed to be the process of creating, using and
verifying a signature, and they provide important functions for legal pur-
poses.* Firstly, the asymmetric cryptography — PKI — ensures a high level of
security in e-communications and of confidentiality of the context of a mes-
sage sent over an open network like the internet. Secondly, digital signatures
provide authentication of the identity of the signer by attributing the message
to the signer; so it is known who participated in a transaction. The rationale
of this function is based on the fact that digital signatures cannot easily be
forged unless the signer loses control of this private key either accidentally
or intentionally. Thirdly, the digital signature protects the integrity of the
transmitted data so the recipient can be sure that comparing the two message
digests will not have altered the message.*

In short, digital signatures accompanied by an electronic certificate can
provide three important functions: (1) authentication, which is to authenti-
cate the identity of the person who signed the data so it is known who
participated in the transaction; (2) integrity, which is to protect the integrity
of data so it is possible to know the message read has not been changed,
either accidentally or maliciously; and (3) non-repudiation, which is to allow
it to enable it to prove subsequently who was involved in a transaction, thus
preventing anyone from denying that he sent or received the data. Therefore,
documents that are authenticated by a secure electronic signature are entitled
to a presumption of integrity, that the signature is that of the person with
whom it is associated and that the user affixed the signature with the intent of
signing or approving the document.*

When transactions involve several stages in different time, consistency of
identity is more difficult to prove. For example, how can it be proved who
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participated in the particular transaction? What will make the identity of the
sender and recipient of the data undeniable? How can one establish who else
might have read this message? Does the sender have the authority to do this
transaction? What happens if the decryption key is lost? Who is liable if the
decryption key is compromised?*®

Under those circumstances verification plays a central role in the process of
establishing identity within a PKI.* To verify a digital signature the verifier
must have access to the signer’s public key and have assurance that it matches
the signer’s private key. As it is merely a pair of numbers a public and private
key pair has no inbuilt connection with any person. For the purpose of
security persons who are not previously acquainted, but who wish to transact
with one another via computer networks such as the internet, will need a
means of identifying or authenticating each other. It is necessary to use one
or more trusted third parties to associate an identified signer with a specific
public key to build up a bilateral relationship. The third party, a Certification
Authority (CA), can vouch for a party by issuing a certificate identifying him/
her, or attesting that he/she possesses a necessary qualification or attribute.
Thus, it establishes trust in the electronic transaction.

7.5 Legal recognition

Traditionally, to qualify as a valid and effective signature, four evidential
requirements shall be fulfilled:

the intention of signing;

the identification of a signed person;

the authorisation of signing; and

the integrity and originality of a signature.

B O R S

To qualify a valid and effective electronic signature the four evidential
requirements in a written signature above shall also be fulfilled. In general,
Article 9 of the UN Convention on the Use of Electronic Communications
on International Contracts (the UN Convention)” deals with electronic
functional equivalents for writing, handwritten signatures and originals.
Article 9(3) of the UN Convention contains a new rule for the electronic
functional equivalent of a handwritten signature. Article 9(3)(a) provides that
the conditions for electronic signatures to be equivalent to handwritten ones
will be if ‘a method is used to identify the party and to indicate that party’s
intention in respect of the information contained in the electronic communi-
cation’. The expression of ‘party’s intention’ used in the UN Convention
is different from the analogous provision in the UNCITRAL Model Law on
Electronic Commerce, which refers to the phrase ‘party’s approval of the
information contained’.* It is a significant improvement in that it emphasises
the identity of the party and his intention for the information,* whilst the
UNCITRAL Model Law on Electronic Signatures and the UNCITRAL
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Model Law on Electronic Commerce require ‘the integrity of the information
which it relates’.*

But the UN Convention is silent on what constitutes a valid electronic
signature. Can a typed name in the context of an email form a valid
signature? What are the recognised standards of e-signature techniques?

In the recent case Mehta v JPF,*" Mr Mehta was a director of Bedcare
(UK) Ltd. Bedcare failed to pay the supplier, J Pereira Fernandes (JPF) and
was ultimately wound up on a petition by JPF. The case was about the
defendant Mr Mehta who asked a member of his staff to send an email
to JPF’s solicitors for personal guarantee. The email was not signed by
Mr Mehta but is described in the header as having come from Nelmehta@
aol.com. The two key issues at the hearing of the appeal were:

(1) whether the email constituted a sufficient note or memorandum of the
alleged agreement for the purposes of section 4 of the Statute of
Frauds*; and

(2) assuming the email was a sufficient note or memorandum, whether it was
sufficiently signed by or on behalf of Mr Mehta, it being contended on
behalf of JPF that the presence of the email address on the copy of the
email received by JPF’s solicitors was a sufficient signature for these
purposes.®

So the focal points here are whether the email was sufficient memorandum
or note, and whether the sender’s automatically inserted email address can
constitute a signature.

Judge Pelling QC held that the email was indeed a note or memorandum
because the email was in writing and it was not disputed by Mr Mehta that
the offer was orally accepted by JPF.* As the defendant’s name or initials did
not appear at the end of the email or in the body of the email, the judge
considered the issue here to be whether a note or memorandum has been
signed at all, rather than with what intention or with what capacity Mr Mehta
or his employee signed the relevant document.* Thus, the judge concluded
that the presence of the email address at the top of the email did not consti-
tute a signature, following the ruling of Evans v Hoare,*® stating: ‘whether the
name occurs in the body of the memorandum, or at the beginning, or at the
end, if it is intended for a signature there is a memorandum of the agreement
within the meaning of the statute’.*’” The judge regarded the inclusion of an
email address in such circumstances as a clear example of the incidental
inclusion of a name in the absence of a contrary intention.” However, if a
party or a party’s agent sends an email and types his or his principal’s name
to the extent required or permitted by existing case law in the body of an
email, then it would be a sufficient signature for the purposes of section 4 of
the Statute of Frauds.”

In practice it is extremely difficult to detect fraudulent emails as attackers
have become increasingly sophisticated. Email recipients cannot rely on the
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sender’s email address to validate the true origin of the email. Unfortunately,
while it may look legitimate, the ‘From’ field can be altered easily.*® Thus, the
debated point of whether an email header can constitute a signature should
focus on whether the email system is secure to guarantee that the sender is the
one that sends the email, rather than whether the email address itself consti-
tutes a signature. This should be clarified in the relevant future legislation.

Another major issue is whether typed names in emails constitute signa-
tures. In the author’s view the concern should focus on the security of the
emailing systems, i.e. whether the email systems use secure portals or layers,
such as SQL, to verify the identity of the email users, rather than the typed
form of names contained in the email. If the emailing system can be proved
to be secure there will be sufficient evidence that the email originates from the
account owners or authorised users. As a consequence the typed name
contained in the bottom of an email as a signature, or even an automated
signature which the user creates in a fixed box using the signature button in
the email system, will become irrelevant.

The UN Convention has no direct provisions that can be employed, for
instance, to the Mehta case, but it has included conditions that constitute a
presumed valid signature. As for Article 9(3)(b), which prescribes a reliability
requirement for the validity of an electronic signature, the UN Convention
Working Group had considered two alternative formulations: one is based on
Article 7 of the UNCITRAL Model Law on Electronic Commerce; and the
other is based on Article 6(3) of the UNCITRAL Model Law on Electronic
Signatures.”! Article 9(3) of the UN Convention provides:

Where the law requires that a communication or a contract should be
signed by a party, or provides consequences for the absence of a signature,
that requirement is met in relation to an electronic communication if:

a A method is used to identify the party and to indicate that party’s
intention in respect of the information contained in the electronic
communication; and

b  The method used is either:

1 As reliable as appropriate for the purpose for which the
electronic communication was generated or communicated,
in the light of all the circumstances, including any relevant
agreement; or

ii  Proven in fact to have fulfilled the functions described in sub-
paragraph (a) above, by itself or together with further evidence.

In Article 9(3) a legal requirement for a signature is met by an electronic
signature if Article 9(3)(a) is satisfied, or, either Article 9(3)(b)(i) or Article
9(3)(b)(i1) is satisfied. Article 9(3)(b)(i) can be deemed as prescribing ‘reliabil-
ity in theory’, whereas Article 9(3)(b)(ii)) can be regarded as prescribing
‘reliability in fact’.>> In practice the ‘exception’ in Article 9(b)(ii) is likely to
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swallow the original ‘rule’ in Article 9(3)(b)(i), thereby avoiding the problems
associated with Article 9(3)(b)(i). Thus, it is a significant improvement over
both Article 7 of the UNCITRAL Model Law on Electronic Commerce as
well as Article 6(3) of the UNCITRAL Model Law on Electronic Signa-
tures.”® However, although Article 9(3)(b) of the UN Convention applies
a functional equivalent principle to adopt the new emerging techniques, it
doesn’t define what standards of techniques are ‘as reliable as appropriate’
and what are required for further evidence.

Another problematic issue of security is the interaction between the
participants. For example, let’s imagine a scenario involving a user (as princi-
pal), an electronic agent (as agent) and another user (as the third party): the
user uses the intelligent agent as his own agent for contracting, the third party
enters into the contract-aimed interaction with the agent, without knowing
who (what) stands behind the latter. Neither of the users knows with whom
his agent interacts. The only link between them is the agent. Consequently, in
the case that something went wrong, the third party could not address the
user directly, because the electronic agent has not provided the identification
of the user. This problem could be solved if the user ratified the actions of the
agent, providing in this way his identification to the third party. Another
solution, in order to increase the trustworthiness on the use of artificial intel-
ligences, could be the adoption of an agency fiction: if the third party had
reasonable cause to believe the agent acted on behalf of the principal, the
principal would be liable.*



8 Electronic authentication

8.1 What is electronic authentication?

‘Authenticate’ means, according to the UCITA:

(a) to sign; or

(b) with the intent to sign a record, otherwise to execute or adopt an
electronic symbol, sound, message, or process referring to, attached
to, included in, or logically associated or linked with, that record.'

‘Authentication’ means satisfying the court:

1 A document is relevant;
A document serves as a piece of evidence;

3 Such evidenced document is connected with a person, place or thing, or a
process.’

In most civil law jurisdictions authentication is understood in a narrow scope
and a strict way as that the authenticity of a document has been verified and
certified by a competent public authority or a notary public.’

Electronic authentication can be characterised as the process through
which the identity of a computer or network user is verified. Authentication
ensures that an individual is, in fact, who he or she claims to be. It is distinct
from identification which determines whether an individual is known to
the system, and from authorisation, which grants the user access to specific
system resources based on identity.* In other words, authentication should be
a means of providing trustworthy electronic commerce or electronic service
delivery, which is used to protect undetected modifications to an electronic
document, providing limited, but reliable, information about a person, and
providing other functions of a signature in an electronic environment, in
particular the signer indicating approval of the signed documents. However,
this authentication should comprise a digital signature relying on asymmetric
cryptography, the infrastructure for authenticating information about
people and systems, and the mechanism for binding a signature to a digital
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document.’ In essence, the most common type of authentication certificate is
an identity certificate, widely called a public key certificate (PKC), which has
been adopted internationally.

As the purpose of electronic authentication is to confirm the identity of a
generator of an electronic document the identity of a subscriber must
somehow be confirmed in an electronic authentication system. In short,
authentication is a process used to ascertain the identity of a person or the
integrity of specific information. For a message, authentication involves
ascertaining its source and making sure that it has not been modified or
replaced in transit.

8.2 The differences between E-signatures and E-authentication

When conducting electronic commerce certain authentication methods
need to identify those parties involved in a transaction or an application.
So what are the differences between electronic signatures and electronic
authentication?

In the offline environment, authentication and signature do not have the
same meaning in different legal systems.® Authentication is known as a
document or piece of evidence connecting with a person, place or thing.” A
signature is ‘any name or symbol used by a party with the intention of consti-
tuting it his signature’.® From the author’s perspective, electronic signatures
focus particularly on verifying the identity of the owners dealing with the
problem of documental attribution, while electronic authentication deals
with the problem of the reliability of key encryption (i.e. public key and
private key) and its key holders.

Certification of an electronic signature could combine the functions of
signature and authentication, as this kind of certification requires that
‘the person whose signature it is has made a statement confirming that the
signature, a means of producing, communicating or verifying the signature,
or a procedure applied to the signature is a valid means of establishing
the authenticity or the integrity of the communication or data or both’.’

8.3 Trusted third parties: Certification Authorities (CAs)

8.3.1 Definition

A certification authority (CA) is a trusted third person or entity that ascer-
tains the identity of a person, called a subscriber, and certifies that the public
key or a public-private key pair used to create digital signatures belongs
to that person.'® That is, trusted third parties (TTPs), called certificate author-
ities (CAs, also sometimes referred to as ‘intermediate systems’ or ‘certifiers’),
offer a way to confirm that a public key belongs to the claimed owner in an
independent way."' The CA does this by issuing a certificate which associates
an individual with a particular public encryption key.!”> The certificate
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contains the public key and name of the signatory, digitally signed by
the CA."

Therefore, to associate a key pair with a prospective signer a certification
authority issues a digital certificate which is an electronic record guaranteeing
that the prospective signer identified in the certificate holds the corresponding
private key. The prospective signer is referred to as the ‘subscriber’. A certifi-
cate’s principal function is to bind a key pair with a particular subscriber. A
‘recipient’ of the certificate can use the public key listed in the certificate to
verify whether the digital signature was genuinely created by the prospective
signer holding the corresponding private key.

8.3.2 Requirements

Public key cryptography constitutes an attractive technology but it leaves
one major gap: how does one correspondent know whether he has the
right key for the other correspondent? Two individuals will be able to
communicate in confidence if they have a secure channel over which they
can pass a key. This will be achieved, by sealing, for example, a piece of
paper or diskette in an envelope and sending it through the mail. But they
will not have such a secure channel if they wish to rely simply on elec-
tronic media. No one can trust an email message saying ‘Here is my public
key’ because the very message containing that key may have been sent by
an eavesdropper. The problem arises whenever two people who do not
previously know each other wish to communicate. It often comes to the
forefront during online commerce, where a customer wants to get assur-
ances that he can trust someone who is claiming to offer goods and is
asking for payment.'

Trusted Third Parties (TTPs), such as CAs, may be the solution that allows
an initial contract to be made. If you and your desired correspondent both
know an intermediary and entrust it with your keys you may decide to
obtain each other’s public key and start communication. Furthermore, with
reference to the functions of digital signatures, the use of this technology
for TTPs is currently the most efficient system of establishing a secure and
user-friendly environment of e-transactions and reinforcing both business
and consumer trust in e-commerce.

Sometimes a trusted third party plays a role as an agent. For example,
PayPal, an eBay company, enables any individual or business with an email
address to securely, easily and quickly send and receive payments online.'
Customers who enrol with PayPal only need to provide their account infor-
mation once. It will then be stored on a secure, highly encrypted server. When
purchasing something using PayPal users simply carry out the transaction
through their PayPal accounts rather than a credit card. This method is safer,
more secure and more convenient than providing financial information to
multiple sites of individual sellers.'
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8.3.3 Functions and roles

As stated above, a certification authority (CA) is a TTP that ‘acts as a reposi-
tory of public keys and authenticates the relationship between a particular
public key and its supplier’.'” A CA can be public or private, which seeks to
fill the need for trusted third party services in electronic commerce by issuing
electronic certificates, signed electronically, that attest to some fact about
the subject of the certificate. However, a certificate should be considered a
digitally signed statement by a CA, which provides independent confirmation
of an attribute claimed by a person proffering a digital signature.'® Generally,
the certification process requires subscribers to create their own private/
public key pair and, after having established their identity to the CA, to
demonstrate that they have a private key corresponding to the public key
without disclosing the private key.

Once the CA has checked the affiliation between the identified private
individual and a public key it will be able to issue a certificate. A certificate is a
digital record that guarantees the link between a public key and the sub-
scriber. It contains the subscriber’s identity with the public key and the
issuing CA’s identity with its own digital signature for the authenticity and
integrity of the certificate. Before being made public the certificate’s content
may be reviewed by the subscriber who will thereafter be bound by any
document signed with his private key if it corresponds to the certificate’s
public key."”

Once the certificate’s accuracy has been confirmed the certificate can be
published to make it available to third parties who would like to contact
the subscriber. The most frequent online publication for certificates is an
electronic database of certificates known as a repository. A repository will
also provide additional information on certificates such as their suspension or
revocation if the key was lost or compromised. After being published the
certificate can be attached to any electronic communication to enable any
recipient to check the connection between the public key and the sender.
Therefore, the CA ensures the security of digital signatures to be used as
authenticating tools and thus plays a principal role in boosting the growth of
secure electronic communications.”” Since the conduct of the CA will affect
the normal operation of electronic markets, the regulation of its forms and
conditions of establishment is important.

8.3.4 Forms

There are several forms of CAs available in the electronic market. There are
certification authorities that are licensed (called recognised certification
authorities (RCA)) and some other certification authorities operating under a
form of voluntary licensing or accreditation (called a voluntary recognition
system of certification authorities). But there is no uniform standardisation
in relation to these forms of CA. Most of the developing countries, such as
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some Asian countries, impose a mandatory registration system on all CAs,
while most of the developed countries, such as the UK and the US, adopt a
voluntary recognition system, that is, CAs are free to apply for recognition on
a voluntary basis but only those CAs which have achieved certain objective
standards will be ‘recognised’.*!

In the US, for example, certification authorities may include federal and
state governmental entities, private persons or entities licensed to act as
certification authorities by a state, and private persons or entities acting as
certification authorities for commercial purposes.

For example, the US Postal Service (USPS) may be suited to function as a
certification authority. In transactions between companies or individuals, it
can be seen as a reputed, credible objective third party. Furthermore, its
nationwide network of post offices enables applicants to appear in person to
provide the confirmation that a registered public key corresponds to an
actual, real person.?

While the apparent assumption in many jurisdictions has been that the
government will act as the licensing or accreditation authority (whether as
part of a mandatory or voluntary regime), there is growing recognition that
private sector organisations, or other types of standards bodies, may be better
suited to this role. For example, private entities may also operate as CAs. For
example, VeriSign, Inc.,”® supplies certifications and related digital services to
natural and legal persons. Furthermore, the Netherlands has, for instance, set
up a voluntary Trusted Third Party Chamber with the aim of bringing
together the government and private entities, which would be better equipped
to the rapid development of the market and its applied technologies.?*

However, whether to require licensing of Certification Authorities or,
if not, whether to provide some other form of voluntary licensing or
accreditation, depends on what would be more suitable to the country’s eco-
nomic foundation, technology facilities, legal environment and governmental
policies, since both of them have their own advantages. The main benefit
of recognition of a CA is that it will afford significant limitations on its
potential legal liabilities. For example, an RCA which has complied with all
material requirements will not be liable in case of loss based on a counterfeit
digital signature backed up by certificates issued by the RCA. Therefore, to
avoid unlimited legal personality CAs should endeavour to become RCAs.?

8.3.5 Conditions of establishment

When a CA needs to apply for a licence to engage in an electronic authentica-
tion service it must comply with a set of requirements of extremely specific
(and generally quite stringent) financial and technical standards, such as
subject qualifications, hardware management, software conditions, as well as
the capability of compensation and so on. CAs must have sufficient registered
share capital and satisfy certain fitness and character requirements. However,
the Utah Digital Signature Act firstly sets a good example of conditions for
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establishing CAs. Under Article 46-3-201, in order to obtain or retain a
licence as a certification authority, a certification authority must:

(a)

(b)
(©
(d)

()

®
(2
(h)
()

be either: (i) an attorney admitted to practice before the courts of
this state, that attorney’s partnership which engages principally in
the practice of law if the attorney is a partner, or a professional
corporation in which the attorney named in the license is a
shareholder; (i) a financial institution, a corporation authorized to
conduct trust business, or an insurance company, if authorized to do
business in this state; (iii) any title insurance or abstract company
authorized to do business in this state; or (iv) the governor, a
department or division of state government, other than the Digital
Signature Agency, the attorney general, the Utah Judicial Council, a
state court, a city, a county, or the Legislature provided that: (A)
each of the governmental entities acts through designated officials
authorized by ordinance, rule, or statute to perform certification
authority functions; and (B) the state or one of the governmental
entities is the subscriber of all certificates issued by the certification
authority;

be the subscriber of a certificate published in the repository provided
by the division or in a recognized repository;

qualify and hold an appointment as a notary public or employ at
least one notary public;

employ as operative personnel only persons who have not been
convicted of a felony or a crime involving fraud, false statement, or
deception;

employ as operative personnel only persons who have demonstrated
knowledge and proficiency in following the requirements of this
chapter;

file with the division a suitable guaranty, unless the certification
authority is a governmental entity listed in Subsection (1)(a)(iv);
have access to hardware and software suitable for fulfilling the
requirements of this chapter according to division rules;

maintain an office in Utah or have established a registered agent for
service of process in Utah; and

comply with all licensing requirements established by division rule.?

Accordingly, there are two other instruments that clearly lay down the
conditions of establishment. One is the UNCITRAL Model Law on
Electronic Signatures (Article 10), and the other is the China Electronic
Signatures Law (Article 17).

From the author’s perspective it is important that a certification authority
should have sufficient financial resources so as to maintain its operations in
conformity with its duties. Moreover, it is also essential that a CA should
verify by appropriate means the identity and capacity to act of the person to
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which a qualified certificate is issued. Finally, it is necessary that a CA should
employ personnel that possess expert knowledge, experience and qualifica-
tions necessary for the offered services.

8.4 Contemporary issue: regulating online intermediaries — CAs

8.4.1 What ave the duties of CAs?

The CA performs a role similar to a witness to a document and it is
equivalent to those traditional professions such as notaries.”’” To promote the
trust in identity and status of the parties involved in electronic transactions it
is essential to define the rights and duties of CAs. According to the ABA’s
Draft Guidelines, to issue a certificate worthy of trust, the CA must: (1) have
a valid and verifiable certificate of its own; (2) conduct the inquiry on which
the certificate will be based; (3) accurately state facts in the certificate,
including both the facts about the subject and the facts about the CA’s
investigation; and (4) maintain a certificate revocation list (CRL).® The CA’s
continuing duty to maintain the CRL in a form that can be rapidly and
efficiently used by persons wishing to rely on a certificate is in itself significant
evidence that the service element predominates in what the CA is selling.”

A CA’s main duty is to provide certificates with accurate information
about the CA and the subject of the certificate.® In order to increase
confidence a certificate should, ideally, mention or refer to such elements as
the identity of the CA, the facts upon which the identification of the subject
of the certificate is based, the degree of investigation performed by the CA to
confirm the facts stated by the subject of the certificate, the start and the dates
of the certificate’s validity and the location of the relevant CRL.

8.4.2 What are the contractual liabilities of CAs?

Liabilities in the world of electronic commerce are complicated and
legislators have recognised the need to balance the interests of the various
parties who might be involved, either directly or indirectly, in a particular
transaction.’ Certification authorities are dependent on the ability of their
certificates to inspire trust in the reliability of the information contained.
Trust may be gained first and foremost from innumerable secure and success-
ful communications in which certificates of a certain CA have proved to be
reliable and trustworthy.®> As provided by the EC Directive on Electronic
Signatures, certification-service-providers providing certification-services
to the public are subject to national rules regarding liability.® In addition,
Article 6 of the EC Directive on Electronic Signatures states that: ‘As a
minimum, Member States shall ensure that by issuing a certificate as a quali-
fied certificate to the public or by guaranteeing such is a certificate to the
public a certification-service-provider is liable for damage caused to any
entity or legal or natural person who reasonably relies on that certificate:
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(a) as regards the accuracy at the time of issuance of all information
contained in the qualified certificate and as regards the fact that the
certificate contains all the details prescribed for a qualified
certificate;

(b) for assurance that at the time of the issuance of the certificate, the
signatory identified in the qualified certificate held the signature-
creation data corresponding to the signature-verification data given
or identified in the certificate;

(c) for assurance that the signature-creation data and signature-
verification data can be used in a complementary manner in cases
where the certification-service-provider generates them both;

unless the certification-service-provider proves that he has not acted
negligently.

Suppose that a CA is wilfully or grossly negligent, or a CA conspires with
the subject of the certificate, then the CA should obviously be liable for
its actions and omissions. On the other hand, beyond the scope of this pre-
liminary exploration, there are some other ways, which are not as
straightforward as we mentioned above. These include:

(1) the certificate is accurate, but the transaction goes wrong for some
other reason; (2) The security of A’s Key is compromised and D uses it,
along with A’s publicly available certificate, to impersonate A; (3) A
revokes her key because she learns of D’s actions, but D manages to
transact during the period between A’s revocation notice to the CA and
the CA’s posting of a certificate revocation; (4) The security of a CA’s
key is compromised and D begins issuing bogus certificates or bogus
certificate revocations; (5) a CA erroneously lists A’s key as revoked, and
B refuses to transact with A; and (6) The meltdown scenario: there is
a major discovery that the number theory or computation and the
algorithms on which A and CA’s keys are based are no longer secure.*

However, the CA should be liable when it fails to take proper evidence of the
holder’s identity, when it fails to keep proper records of preventing forged
certificates to be produced, and of revocations. It should also be liable for its
dishonest staff to contain unreliable records in certificates. Although there
are so many possibilities available, the most common liability may be caused
by misrepresentation.

Liability for misrepresentation

A simple example of misrepresentation might occur if a CA has failed to
notice somebody’s (A’s) misrepresentation, relating to his identity or credit
rating, when issuing the certificate. If a third party B suffered any loss after
having entered into a business relationship with A on the reliance of an
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incorrect certificate then the CA might be held negligent for having failed
to thoroughly investigate A before issuing the certificate, and liable to B
under the law of obligations.*® The question that needs to be answered is
whether the CA may be responsible under contract or tort law.

Under contract law, B, who after having relied on an incorrect certificate is
the victim of a financial loss, will only be able to sue the CA if he can prove a
breach of contract.®® However, contractual relations are only established
between the CA and A and between A and B.” There is, thus, no contractual
relationship between the CA and B. Being outside the contractual sphere, B
will have to prove the CA’s responsibility on a tortious basis.

The CA may be tortiously liable if it was under a duty of care to provide
accurate statements. The scope of that duty of care may depend on the level
of inquiry it promised to carry out before issuing A’s certificate. Evidence of
that duty of care might be found in the certification practice statement which
a CA would incorporate into a certificate. If the CA, for example, indicated in
its practice statement that it would thoroughly check identity before issuing a
certificate it might be guilty of negligence if it failed to notice that it had been
presented with an obvious forgery.®

According to Recital 40 of the EC Directive on Electronic Commerce
service providers have a duty to act, under certain circumstances, with a view
to preventing or stopping illegal activities.*® Article 11 of the UNCITRAL
Model Law on Electronic Signatures also provides that: ‘a relying party shall
bear the legal consequences of its failure’ to take reasonable steps to
verify the reliability of an electronic signature and the validity, suspension or
revocation of the certificate, and to observe any limitation with respect to
the certificate.** However, it might not always be that easy for a third party
to prove the CA’s negligence because of the complexities of the technical
process involved. Hence, strict liability should be applicable. Although strict
liability is usually applied in cases involving goods it might apply if a certifi-
cate, which used a faulty algorithm to produce the CA’s digital signature, was
found to have a design defect. In the author’s view, the CA and not the relying
party should bear the burden of proof in contractual or tortious liability
cases,’! because in the case of electronic transactions a CA might be in a
better position to insure the risk connected with an unreliable certificate.
Hence, it should be acknowledged that a CA should be strictly liable to any
third party or the failure to detect A’s misstatements and have duties to prove
a breach of contract or negligence in the actions. This would, of course,
impose a heavy burden on every CA to insure the veracity of every CA.

Limitations of liability when all parties act reasonably

It goes without saying that it is in the CAs’ best interest to try and limit their
liability. In order not to endanger the viability of the CAs’ industry it is of
paramount importance that a CA should not be liable if it acted reasonably.
If a subscriber has suffered financial loss because of a fraudster he will be
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inclined to attempt to sue the CA if the fraudster cannot be located or is
insolvent. In the absence of legislation many CAs have defined and limited
their levels of responsibility when issuing certificates in their own documenta-
tions. In the US the documents that define their standards of good practice
and liabilities are Certificate Practice Statements (CPS), which are ‘a
statement of the practices that a CA employs in issuing certificates’,*> and
the Relying Party Agreement (RPA), which ‘notifies the relying party of the
warranties, disclaimers, classes of certificates, liability limits and limitations
of damages applying to an issued certificate’.*® One, as yet unexplored,
solution to avoid excessive responsibility would be for the insurance market
to spread the risk and costs throughout the relevant players of the entire
industry.*

The unpredictable nature of the CA’s liability is due to the uncertainty and
absence of regulation concerning its rights and duties. In an attempt to
restrict the liability Article 6 of the EC Directive on Electronic Signatures
states that the certification service provider shall not be liable for damage
arising from the use of a qualified certificate which exceeds the limitations
placed on the use of that certificate;*® and shall not be liable for damage
resulting from the maximum value of transactions for which the certificate
can be used.* However, the legislation is lacking for CAs that go out of
business. A CA ceasing business might have a disastrous effect on the certifi-
cate it issued in the past, and ultimately undermine its validity and, hence, its
utility if for example the validity of a digital signature needed to be checked.*’

8.4.3 What is the international vegulatory standard of CAs?

The EU approach

The EU goes further than the US by offering a presumption of validity to
specific technologies that create the electronic contract. The EC Directive on
Electronic Signatures* follows a two-tier approach. Its first tier is to forbid
discrimination between handwritten and electronic signatures and the second
is to confer additional legal status to ‘advanced’ electronic signatures.*’ It sets
the foundations for a secure environment, establishing a legal framework
for the liability of CAs towards third parties. The concept of ‘advanced
electronic signature’ is based on a qualified certificate and is created by a
secure signature creation device. Furthermore, the Directive establishes two
different liability regimes, which will apply depending on the kind of certifi-
cate. For qualified certificates liability of the issuing CA towards third parties
has been harmonised by imposing minimum standards. All other certificates
(i.e. non-qualified certificates) will continue to be governed by national
general liability rules as they stand now.”® At the same time the Directive
recognises third countries’ certificates as legally equivalent to certificates
issued by CSPs in the EU, as long as there is a link with the EU or there is a
bilateral or multilateral agreement between the EU and the third countries.”!
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As discussed above, the EU has provided high standards for CSPs. These
standards, or legally equivalent ones, need to be implemented globally. For
instance, if a US firm is engaged in a business transaction with an EU firm
and is required to comply with EU law, the US firm should use an advanced
e-signature instead of a basic one. It is further suggested that the advanced
e-signature should be based on a qualified certificate created by a CSP, and all
of the certification requirements in the US should be legally equivalent to
those in the EU.*

The US approach

In the US the Uniform Electronic Transactions Act (UETA) is mainly
concerned with general contract law that needs to adapt to new electronic or
computerised technologies, e.g. concluding contracts via electronic agents or
recognising electronic documents.> It establishes equivalence between manual
and electronic signatures. In contrast to Article 2(1) of the EC Directive on
Electronic Signatures the UETA focuses on verifying the intent of the signa-
tory rather than on developing forms and guidelines.®* Furthermore, the
UETA created a legal framework for reliable and secure e-transactions and
encourages in practice the private sector’s self-regulatory policies, while, at
the same time, it limits excessive governmental involvement in e-commerce as
it has refrained from setting up any mandatory scheme regarding e-signatures
and certificates. Moreover, the US definition of e-signatures is at the same
time broader and more defined than its EU counterpart. The UETA has the
same fundamental principle as the UNCITRAL Model Law on Electronic
Commerce — that there should be no discrimination against data messages
or electronic records, and that there should be parity of treatment between
paper and electronic documents.*

Furthermore, the US Electronic Signatures in Global and National
Commerce Act 2000 (ESIGN Act) has adopted a ‘minimalist approach’ or
‘technology-neutral approach’. It states that a contract’s validity cannot be
denied simply because it is in electronic form and electronic signatures cannot
be denied legal validity solely because they are not in written form.*® It does
not, in effect, require any minimum level of security for an electronic contract
to receive the same basic legal enforceability as a written signature. However,
the ESIGN Act has come under a lot of criticism from some legal scholars,
arguing that it has in its present form serious flaws. Its pre-emption clause,”
for instance, clearly indicates that it applies merely to business and com-
mercial transactions in or affecting foreign or interstate commerce. Therefore,
it creates an uncertain, vague, and unpredictable situation in which no one
is entirely sure just what the applicable law is. It is suggested that the US
Congress should set in place a national law applicable to all 50 states which
would replace all existing state laws currently in effect.’®

In addition, although the EU and US have greatly advanced the field
of electronic signatures legislation, some limitations still appear in their
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regulations. There is no provision clarifying who has the burden of proof of
unlawful or insufficient authenticated certificates. This means that, for the
time being, if a PC’s system was defective, leading to an e-authorisation
forgery or amendments to the context of an e-document, it will be the legit-
imate users’ responsibility to prove that their PC’s software collapsed or they
were victims of fraudulent spending. As both the EU and US legislation do
not limit the users’ liability in these cases it is quite difficult for the user to
prove the invalidity of a signature which is supported by a certificate issued
by an accredited CA. Besides, for technical failure and abuse of an e-signature,
users still carry the burden to provide evidence in disputes over e-transactions
in case of human error. Therefore, as far as future harmonisation is con-
cerned there is a lot of work to be done both on the governmental level and
for the private sector. Further, results will definitely be achieved if the EU and
the US continue their transnational dialogue and cooperate with other inter-
national bodies for the proliferation of a reliable and consistently standardised
e-commerce.”

The Chinese approach

In China the China Electronic Signatures Law is formulated for ‘the purpose
of regulating the act of electronic signature, establishing the legal effect of
electronic signature, and maintaining the lawful rights and interests of the
relevant parties concerned’.®® Some scholars argued that, like most countries
that have enacted an e-signatures law, China takes a technology-neutral
approach in how e-signatures are defined so as not to hinder technological
evolution or to favour one technology over another.® In contrast other
scholars argued that the China Electronic Signatures Law adopted a two-tier
approach.®” Under the first tier, without prejudice to any rules of evidence, an
electronic signature or record shall not be denied admissibility in evidence in
any legal proceedings on the sole ground that it is an electronic record.®® At
the second tier, if a rule of law requires the signature of a person or provides
for certain consequences if a document is not signed by a person, a digital
signature of the person satisfies the requirement, but only if the digital signa-
ture is qualified as a ‘secure’ digital signature.* In the author’s opinion the
China Electronic Signatures Law is vague and answers with no certainty
whether it is a technology-neutral approach or a two-tier approach. However,
it is necessary that China’s legislation tends to a two-tier approach because
the massive internet population and dispute cases need to adopt stricter and
more specific rules to govern the e-commerce system. However, one of the
merits of the Chinese Electronic Signatures Law is that it gives the same legal
validity and effect to e-signature certificates issued by both domestic and
overseas CSPs. This would facilitate cross-border online transactions.®

From the discussion above it is notable that the levels of regulation in
the EU, US and China are different. The fundamental differences in policy
orientations and legislative perspectives will hinder, rather than promote,
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international electronic commerce. Legislators from different countries
should participate more actively in dialogue and co-operation towards global
regulatory harmony.®

International harmonisation

International harmonisation of the law of electronic signatures depends on the
success of an internationally consistent standard of electronic signatures as
well as the legal recognition of foreign certification and electronic signatures.

The rule of ‘functional equivalents’ employed in the validity of electronic
signatures and authenticated certificates should be considered the key prin-
ciple to facilitate the harmonisation of standard and cross-border recognition
of foreign certificates and electronic signatures.

With regard to the recognised international standard of electronic signa-
tures the UNICITRAL advanced a full Model Law on Electronic Signatures
in accordance with Article 7 of the UNCITRAL Model Law on Electronic
Commerce, intending to reflect a function-equivalent approach to traditional
paper-based concepts.”” The Model Law on Electronic Signatures adopts a
two-level definition of electronic signatures, and extensively provides for a
PKI system of digital signatures through a three party conceptualisation of
the duties and responsibilities of parties in the context of electronic signa-
tures.®® This essentially sets the ground for any national or regional approach
to electronic signatures.

With regard to the recognition of foreign certificates and electronic signa-
tures, Article 12 of the Model Law on Electronic Signatures specifies that:

1. In determining whether, or to what extent, a certificate or an
electronic signature is legally effective, no regard shall be had:

(a) To the geographic location where the certificate is issued or the
electronic signature created or used; or

(b) To the geographic location of the place of business of the issuer
or signatory.

2. A certificate issued outside [the enacting State] shall have the same
legal effect in [the enacting State] as a certificate issued in [the enact-
ing State] if it offers a substantially equivalent level of reliability.

3. An electronic signature created or used outside [the enacting State]
shall have the same legal effect in [the enacting State] as an electronic
signature created or used in [the enacting State] if it offers a substan-
tially equivalent level of reliability.

Article 12 explicitly recognises foreign certificates and signatures without
geographical discrimination. It is notable that ‘substantially equivalent’ is
the main test of the level of reliability of foreign certificates and electronic
signatures. It further provides the flexibility of the standard by introducing
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the principle of party autonomy in Article 12(5) of the Model Law on
Electronic Signatures. It expresses that where parties agree to the use of
certain types of electronic signatures or certificates, that agreement shall be
recognised as sufficient for the purposes of cross-border recognition, unless
that agreement would not be valid or effective under applicable law.*

In essence the UNCITRAL Model Law on Electronic Signatures is not
designed to bring equally binding uniform rules throughout the world; rather
it helps to harmonise legal standards with sensible supranational concepts. At
the same time it leaves enough leeway for states to add rules that are specific
or desired for their legal system. Additionally, it facilitates further law reform
on a global level. This law-making method, from international model laws
to national legislation, ‘may also pave the way for supranational methods
to apply these new legal rules for electronic commerce in a uniform or har-
monised manner despite the different legal traditions’.”

There is no doubt that international instruments, like the UNCITRAL
Model Law on Electronic Commerce and the UN Convention on the Use of
Electronic Communications, are important in encouraging transnational
electronic commercial transactions and building trust through legal certainty.
The international legislative instruments should take into account the lack of
common international technical standards, the constant existence of security
and fraud threats as well as the absence of a common legal base regarding
cross-border transactions.”! So as to further respond to the growing inter-
national electronic cross-border transactions the international harmonisation
of legislation becomes even more significant. To facilitate international
harmonisation, in particular, the legal recognition of foreign certificates and
electronic signatures, the Working Group IV of the UNCITRAL requested
the Secretariat to continue working on these issues.”” The 2007 UNCITRAL
Report on Promoting Confidence in Electronic Commerce, released in
February 2009, complements the existing international instruments, further
enhancing legal issues on international use of electronic authentication
and signature methods.” International obstacles in promoting the use of
electronic signatures in international commerce are created by conflicting
technology-specific national approaches. It is observed that one of the main
obstacles to the cross-border use of electronic signatures and authentication
has been a lack of interoperability, due to conflicting or divergent standards
or their inconsistent implementation.” Business and legal compatibility and
technical interoperability of authentication schemes can be deployed at both
national and international levels, to facilitate cross-border online interactions
and transactions in both the private and public sectors.”” UNCITRAL
recommends building sophisticated mechanisms for recognising foreign
authentication services and working on national rules on liability of certifi-
cate service providers complying with a uniform international standard.
In the 2007 UNCITRAL Report on Promoting Confidence in Electronic
Commerce, it is confirmed that the two principles — ‘place of origin,
reciprocity and local validation’ and ‘substantive equivalence’ — originated
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from Article 12 of the Model Law on Electronic Signatures should be
employed by national laws to enhance the international standard of security
and remove the obstacles to the recognition of foreign certificates and
electronic signatures. It also points out that cross-recognition would typically
occur at the PKI level rather than at the level of the individual certification
services provider. The application of technical interoperability as well as the
harmonisation of certificate policies and practice statements will contribute
to the promotion of cross-certification and reorganisation.

After all, creating trust and building confidence in electronic commerce is
of great importance for its development. Special rules in the recognition
of foreign certificates and electronic signatures may be needed. International
legal instruments, transnational model laws, national legislation, self-
regulatory instruments or contractual agreements should be modernised and
well developed to increase certainty and security in its use with special rules.”



9 Contemporary issue:
protecting information in
electronic communications

As discussed in previous chapters, encryption is used to determine identity
and verify electronic signatures. Another area where encryption or digital
signatures may give rise to practical problems is data security and privacy
protection. For example in B2C transactions an online retailer might have a
database of information about its customers’ personal details and their his-
tory of transactions. In B2B transactions an international trading company
might have its business partners’ bank details and business strategies in
their computer servers after issuing Electronic Bills of Lading and Electronic
Letters of Credit. So what will happen:

a if a third party steals the information; or
b if the database owner sells the information to the third party?

Data security and privacy guarantees are vital in electronic commerce as it
boosts users’ confidence in making electronic commercial transactions. The
United Nations Commission on International Trade Law (UNCITRAL)
tried to enhance these two extended issues — data and privacy protection. In
its recent report ‘Promoting confidence in electronic commerce: legal issues
on international use of electronic authentication and signature methods’,
released in February 2009,! UNCITRAL addresses the privacy and con-
fidentiality requirements of internet service providers in order to increase
the legal certainty in protecting personally identifiable information as well
as trade and competitive data.

In bygone days, spies could enter one’s residence, organisation or company
and collect valuable data information such as personal sensitive data, trade
secrets or transaction records. Nowadays the open architecture of the inter-
net has generated an environment in which it is much easier,? quicker and
wider to collect data than it used to be because a variety of sensitive informa-
tion can be captured on the internet without personal presence in the location
where the data is situated.

There are several ways that internet users’ information can be collected
and stored:
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a)

b)

d)

Clickstream: a clickstream happens when an individual visitor clicks on
a link on a website. The click information including visitors’ IP addresses,
visiting geographical location, type of browser software and other web
activities will be captured by the server hosting the website. The informa-
tion is usually collected for web activity analysis, market research and
sales promotion; however, it might be used unfairly or unlawfully to sell
or share users’ clickstream data to a third party.

Computer Series Number and Software Product Key Code Registration:
activation of a computer is a mandatory procedure when setting up a
computer, while registration of software is usually required when install-
ing computer programs. During this process, the service provider might
ask you to provide personal information, i.e. address and email for the
record of after sale service. For example, Microsoft has ‘Windows Product
Activation’ tool, collecting the users’ CPU serial number and CPU model
number/type. During activation users may also provide personal infor-
mation if users want to register their product with Microsoft.> During
other software instalments users’ registration may also be recommended.
It entitles users to receive information about product updates and special
offers directly from the service provider, i.e. Microsoft. Generally, service
providers should make a privacy protection statement that all registra-
tion information provided is stored securely and no information is ever
loaned or sold to third parties.

Cookies, Web bugs and Spyware: a ‘cookie’ is data or a text file that is
sent to users’ browser and stored on users’ computer’s hard drive to track
users’ personal information and visiting or usage patterns. The ostensible
purpose of cookies is to facilitate customised services to the user, but the
potential for misuse of such data is considerable and well documented.*
In addition a cookie can be stolen via a network. In modern browsers
users can be notified when a cookie is sent so as to accept or reject all
cookies by setting preferences in the browser.

Web bugs, a variation of cookies, are graphic images that are invisible
to visitors. They can be embedded in emails and web pages. They can
track the information on the dispatch of emails with the recipient’s email
address. Unlike cookies they cannot be prohibited by traditional internet
browser settings.’

Spyware is another method of information theft. It is software
installed surreptitiously on personal computers without the knowledge
of the subscriber or user. Such software cannot usually be uninstalled.
It is used to gain access to information, store information or trace the
activities of the user.®
Online Shopping: companies providing online shopping platforms, such
as eBay, Amazon and Alibaba etc, have a large amount of online shop-
pers’ sensitive personal information, including name, credit card details,
delivery address, email address and product preferences. Such informa-
tion is usually stored in the company’s database server for a period of
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time for the purposes of keeping purchase records, doing market analysis
and researching product promotion. Although it is recommended that
users should read the website’s privacy and security policies before they
order, it is unknown whether every company will strictly comply with
their policy.

e) Social Networking or Online Dating Sites: social networking websites,
such as Facebook, linkedIn and mySpace etc, contain a variety of per-
sonal information, including personal profile, contact information, social
circle of friends, comments from and to friends, personal interests, pho-
tos, joined groups or professional information. Online dating sites, such
as eHarmony and Match.com etc. publish your sensitive private informa-
tion, i.e. age, sexual preferences etc. All the information might be at risk
of being sold or shared with third parties for various purposes depending
on the terms and conditions of users’ agreement or privacy policies.

f) Governments, Banks or Other Organisations: there is usually a large
profile of sensitive personal information stored in the databases of gov-
ernments, banks and other private or public organisations. For example,
the domain name registration database WHOIS contains every domain
name registrants’ details including domain name address, name, home
or company address and telephone numbers, which are published pub-
licly.” The BBC also reported that a ‘horrifying’ number of companies,
government departments and other public bodies have breached data
protection rules.® It will damage social trust and cause social chaos if
government agents misuse or trade personal data.

It is obvious that the examples given above concern both data and privacy
protection. But what are the differences between them? In the author’s view
data security is the fundamental measure for privacy protection. In other
words, in order to protect privacy rights data security must be ensured.
Personal data protection should protect the rights of the data ownership
and balance the benefits between the protection of the data ownership and
the permission of data free-flow, whilst privacy protection is to protect
fundamental human rights.

9.1 Data protection policies and practices

9.1.1 EU

As stated in Article 8 of the Convention of Human Rights and Fundamental
Freedoms 1950 (hereafter the Human Rights Convention) private life should
be protected:

(1) Everyone has the right to respect for his private and family life, his
home and his correspondence. (2) There shall be no interference by a
public authority with the exercise of this right except such as is in
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accordance with the law and is necessary in a democratic society in
the interests of national security, public safety or the economic well-
being of the country, for the prevention of disorder or crime, for the
protection of health or morals, or for the protection of the rights and
freedoms of others.’

Atrticle 8 of the Human Rights Convention shows that the right to privacy
is a fundamental human right, and Article 8(1) details that a person’s
correspondence should be respected and protected. Mr Rolv Ryssdal,
President of the European Court of Human Rights, also noted that ‘activities
in the field of data protection are firmly rooted in fundamental rights and
freedoms’."

When doing business online there is no transaction that exists without
the confidence of the people, so the law needs to provide safeguards for
the information that the customer does not consent to being retained. In
response to the protection of private life under the Human Rights Convention,
as well as promoting harmonisation of European economic activities and
laws of 27 Member States!! governing the free flow of personal data, the
EC Directive on Data Protection was adopted in 1995.!> The relationship
between the Convention and the Directive can be found in Recital 10 of the
EC Directive on Data Protection:

Whereas the object of the national laws on the processing of personal
data is to protect fundamental rights and freedoms, notably the right to
privacy, which is recognized both in Article 8 of the European Convention
for the Protection of Human Rights and Fundamental Freedoms and
in the general principles of Community law; whereas, for that reason,
the approximation of those laws must not result in any lessening of the
protection they afford but must, on the contrary, seek to ensure a high
level of protection in the Community.

The Directive is deemed to be comprehensive and it is one of the most signifi-
cant accomplishments in data protection in the EU by standardising the
level, as expressed in Article 1 that:

(1) In accordance with this Directive, Member States shall protect the
fundamental rights and freedoms of natural persons, and in particular
their right to privacy with respect to the processing of personal data.
(2) Member States shall neither restrict nor prohibit the free flow of
personal data between Member States for reasons connected with the
protection afforded under paragraph 1.

This means that if it is not against data protection law, companies are
entitled to free movement of data within the EU. It is argued that the freedom
to transfer personal data within the EU without fear of discriminatory
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restrictions on data flows is a huge boon to companies engaged in electronic
commerce. "

The EC Directive on Data Protection defines ‘personal data’ as ‘any infor-
mation relating to an identified or identifiable natural person (“data subject”);
and identifiable person is one who can be identified, directly or indirectly,
in particular by reference to an identification number or to one or more
factors specific to his physical, physiological, mental, economic, cultural or
social identity’.!*

However, the EC Directive on Data Protection does not define ‘sensitive
personal data’, although Recitals (34) and (70) of the Directive mention the
term ‘sensitive’ data. In the UK the Data Protection Act 1998 clarifies
the scope of ‘sensitive personal data’, which means personal information
relating to:

(a) the racial or ethnic origin of the data subject,

(b) his political opinions,

(c) his religious beliefs or other beliefs of a similar nature,

(d) whether he is a member of a trade union,

(e) his physical or mental health or condition,

(f) his sexual life,

(g) the commission or alleged commission by him of any offence, or

(h) any proceedings for any offence committed or alleged to have been com-
mitted by him, the disposal of such proceedings or the sentence of any
court in such proceedings."

Compared to the EC Directive on Data Protection, the UK Data Protection
Act is clearer and stricter on the definition and scope of data that involves
sensitive information. Such clarification will be helpful for the implementa-
tion of the Act. In the UK a breach of the Data Protection Act will expose
a data controller to enforcement action by the Information Commissioner.
For example, the Commissioner may issue an Enforcement Notice, whereas
the main weaknesses of the EC Directive on Data Protection are that ‘it has
unclear objectives and insufficient focus on detriment, risk and practical
enforcement’.'® There are no specific enforcement measures to be adopted by
Member States in the EC Directive on Data Protection except for the general
requirement of ‘suitable measures’ in Articles 15 and 24, but without detailed
explanation.

Still, the European Commission investigated whether the UK complies
with the EC Directive on Data Protection. In the UK case of Durant v the
Financial Services Authority (FSA)," the interpretation of ‘personal data’ in
the UK Data Protection Act was narrowed by the English Court of Appeal.
It was held that personal data only refers to information that affects one’s
personal or family life, business or professional capacity. In response to the
EC investigation, the Information Commissioner has published a discussion
of the implications of the Durant case.'® The Information Commissioner
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confirms the court judgments on the measure of the scope of individual
information that the individual information in question should be capable
of having an adverse impact on the individual’s privacy. The two notions
of identification are recognised as a biographical sense and an individual
focus as the judge ruled that:

The first is whether the information is biographical in a significant sense,
that is, going beyond the recording of [the individual’s] involvement in a
matter or an event which has no personal connotations; . . . The second
concerns focus. The information should have the [individual] as its focus
rather than some other person with whom he may have been involved
or some transaction or event in which he may have figured or have had
an interest . . ."

The commissioners deemed that the judgment provided helpful guidance
and greater clarity regarding the complex meaning of ‘personal data’ and
‘relevant filing system’.%

With regard to principles relating to data quality there are five principles
laid down by Article 6 of the EC Directive on Data Protection specifying

that personal data must be:

1) processed fairly and lawfully;

2) collected for specified, explicit and legitimate purposes;

3) adequate, relevant and not excessive;

4) accurate and up-to-date;

5) keep data subjects permitted for identification for a necessary period only.

Among these five principles the first principle is fundamental. The Directive
further explained the first principle — how to process personal data
legitimately — in Article 7 that data should be collected with the party’s
consent prior to entering into a contract.?!

In the author’s opinion the EC Directive on Data Protection is of great
value in ensuring the level of harmonisation between Member States. It is a
capacious directive that keeps in line with the ever-changing information
technology to a large extent, although the Directive was adopted in 1995.
However, in the EC Directive on Data Protection, there is only one provision
dealing with the ‘automated processing of data’ — Article 15. There is a
need to have complementary legislation particularising protection of online
privacy and data security.

9.1.2 US

As stated in the EC Directive on Data Protection, personal data transfer to
non-European Union nations that do not meet the European ‘adequacy’
level for protection will be prohibited. As a result, the EC Directive on Data
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Protection may significantly hamper the ability of US companies to engage in
many cross-border transactions, as there is no specific federal data protection
legislation in the US. In order to bridge the gap and provide a streamlined
means for US organisations to comply with the EC Directive on Data
Protection the US Department of Commerce, in consultation with the
European Commission, developed a ‘safe harbour’ framework approved by
the EU in 2000.2 The Safe Harbour Agreement is deemed to be ‘an important
way for U.S. companies to avoid experiencing interruptions in their business
dealings with the EU or facing prosecution by European authorities’.** The
Safe Harbour Agreement encourages the development of international
electronic commercial transactions between the EU and the US, as it not only
promotes the transnational free flow of data information but also protects
cross-border privacy rights. The practices and benefits of the Safe Harbour
Agreement to privacy rights will be discussed in the next section — Internet
Privacy. The safe harbour privacy principles are: notice, choice, onward
transfer, security, data integrity, access and enforcement.

9.1.3 China

China, similarly to the US, currently has no national data protection law.
However, there are national legislative measures to address data security con-
cerns. For example, the Ministry of Public Security of the People’s Republic
of China promulgated the Measures for Security Protection Administration
of the International Networking of Computer Information Networks* in
1997. The Regulation of the People’s Republic of China for Security Protec-
tion of Computer Information System was promulgated by Decree No. 147
of the State Council of the People’s Republic of China® in 1994.

During 2008 and 2009 several provinces and cities across China also intro-
duced independent local legislative measures. For example, in April 2009, the
Standing Committee of the People’s Congress in Hangzhou City of Zhejiang
Province announced the Measures for Computer Information Network
Security Protection Administration.® The Regulation of the Guangdong
Provision for Security Protection of Computer Information System was also
effective in April 2008.7

The national and local measures and regulations play a significant role in
protecting data security in China; however, a single integrated national law is
still needed to 1) promote a secured environment for international data flows;
2) harmonise different national and local rules so as to provide legal certainty
at the national level; 3) promote confidence in data security and personal
privacy in both offline and online situations. In response to the protection
urge of personal information, the PRC State Council commissioned the legal
research institute of the Chinese Academy of Social Sciences to draft the Law
for Personal Data Protection of the People’s Republic of China. The draft
was published in 2005 and provided rules protecting personal information,
data and privacy.®® In the author’s opinion, because China is a civil law
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country implementing written laws, its legislative methodology is much more
similar to some continental European countries than the US. The structure
and model of PRC Personal Data Protection Law should be learned from
the European legislative approach, although it should also be influenced by
parts of the advanced US legislative agenda. In order to meet the inter-
national standard of data protection China should draw its national data
protection rules in compliance with the Guidelines of the OECD and APEC,
although the condition and culture of the state should be considered. If the
future PRC national data protection law has some significant differences
from the third country, China can advise on international negotiation and
reach bilateral or multilateral agreements learning from the experience of the
EU-US Safe Harbour Agreement.

9.2 Internet privacy: regulations and practices

Privacy, as a fundamental human right, has been protected under basic
laws in different countries or conventions at the international level since the
1950s. From a boom of electronic commercial transactions in 2000, data
protection stemming from international computer networks has been chal-
lenged due to technical and legislative obstacles. Data protection constraints
on the internet are preventing the full protection of online users’ privacy
rights. In order to build web users’ confidence, online trading or service
companies have posted self-regulations on webpages. However, it is impos-
sible to know how many users have actually read the privacy statement in
small print or via a clicked link before using the service or placing the
order. The question is also raised as to whether companies do keep their
promises and comply with the self-regulated privacy policies. If not, what are
the remedies?

In response to the necessity of e-privacy legislation, countries, in particular
developing countries such as European countries and the US, have made
efforts to regulate the rules of e-privacy. International organisations such
as APEC have also undertaken the responsibility to harmonise an e-privacy
international protection standard in order to facilitate economic growth,
co-operation, trade and investment in the Asia-Pacific region.”

9.2.1 International framework

As mentioned earlier, back in the 1980s the Organization for Economic
Co-operation and Development (OECD) pioneered the international guide-
lines on privacy protection. The OECD Guidelines on the Protection of
Privacy and Transborder Flows of Personal Data were promulgated in Paris
in 1980 (hereafter OECD Guidelines),* which apply to 30 OECD countries,
including the UK, the US, some other European countries, but not China.

There are eight basic principles of privacy protection in the OECD
Guidelines:
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1) Collection Limitation Principle;
2) Data Quality Principle;

3) Purpose Specification Principle;
4) Use Limitation Principle;

5) Security Safeguards Principle;

6) Openness Principle;

7) Individual Participation Principle;
8) Accountability.

The eight principles have influenced national and community legislation.
For example, the EC Directive on Data Protection in 1995 has adopted the
first five principles of data protection in the OECD Guidelines. There is no
doubt that the OECD Guidelines have taken the lead in harmonising national
privacy legislation and their significant role cannot be ignored. However, the
OECD Guidelines were drafted almost 20 years before the spread of informa-
tion technology; thus, its working group started to examine whether the
OECD Guidelines are still suitable for the modern information society in the
late 1990s and reported its opinion in ‘Implementing the OECD “Privacy
Guidelines” in Electronic Environment: Focus on the Internet’ (hereafter
OECD Export Report) in 1998.3' The OECD Export Report reaffirms that
the Guidelines are applicable with regard to any technology used for collect-
ing and processing data and there is no need to revise the OECD Guidelines,
although a dialogue between the private sector and individual users of net-
works will be useful in order to learn about business needs and consider
technical solutions.

In the author’s opinion the features of online commercial transactions
are unique when compared with those of offline transactions. Cross-border
transfer of data is much easier, faster and wider in the online world. The basic
principles of privacy protection in the OECD Guidelines should still be suf-
ficient to protect online data stored in computer hard drives — which are
similar to data traditionally stored in safe cupboards. However, the principles
must be reconsidered to protect online data that has been captured in transit
via the internet or sold commercially by electronic means. The trans-border
flow of data will naturally raise the volume of cross-border privacy disputes.
It challenges the enforcement of transnational cases. Thus, in the author’s
view, two extra principles — ‘transparency’ and ‘enforceability’ — should be
considered as additions to the OECD Guidelines. This view is justified by
the OECD ‘Report on the Cross-border Enforcement of Privacy Laws’ in
2006 which states that ‘greater transparency about how privacy enforcement
works would be helpful for business compliance and user trust in global
privacy protection’.*?

In response to the need for an up-to-date international framework on
privacy protection, APEC endorsed the APEC Privacy Framework in 2004,
developed by its Electronic Commerce Steering Co-operation. It is based
on the core values of the OECD Guidelines. There are 21 APEC member
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economies including China, US, Australia and Canada.** As mentioned
earlier the US, Australia and Canada are OECD members, but not China.
So the OECD Guidelines and APEC Privacy Framework together should
cover the key economic layers in the world. The APEC Privacy Framework
was developed in recognition of the importance of developing appropriate
privacy protections for personal information, removing barriers to informa-
tion flows and enabling enforcement agencies to fulfil their mandate to
protect information.** In other words its aim is to balance private rights
and information flow and to enhance enforcement of privacy protection. It
reflects on the 8 principles of the APEC Privacy Framework as below:

1) Preventing Harm

2) Integrity of Personal Information
3) Notice

4) Security Safeguards

5) Access and Correction

6) Uses of Personal Information

7) Accountability

8) Choice.

Compared with the OECD privacy principles, there are two different prin-
ciples in the APEC Privacy Framework, which are: ‘preventing harm’ and
‘choice’. These two principles show APEC’s efforts to facilitate responsible
information flows in order to encourage the growth of e-commerce rather
than only to protect human rights. The issue of building enforcement agen-
cies and mechanisms has not been listed as one of the separate principles
but it has been discussed within the first principle — ‘preventing harm’ and
other provisions.

The OECD Guidelines and APEC Framework serve as references for
national legislation voluntarily but not mandatorily. At the international
level, there is no single legislation on privacy issues at the United Nations
Commission on International Trade Law (UNCITRAL), thus UNCITRAL
continues to give further explanation as to its existing electronic commerce
convention and model laws relating to privacy issues. It published an official
note on ‘Promoting confidence in electronic commerce: legal issues on inter-
national use of electronic authentication and signature methods’*® in 2009.
This note has taken a number of references from the OECD Guidelines and
APEC Privacy Framework which intends to provide legal consistency and
certainty of privacy protection. It identifies the difficulties in relation to priv-
acy protection in identity management systems,* therefore it proposes the
issuance of ‘citizen cards’ by public authorities — an official document for
electronic administrative procedures including commercial transactions to
preclude data-sharing issues and protect data privacy.”’ In the author’s opin-
ion such an identity infrastructure is of a higher level than the Trustmark or
Seal scheme; however, time and cost may be the two most significant barriers
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to issuing citizen cards at the first stage. At the second stage, technology
support might be different in different countries, which might become another
obstacle to the promotion of cross-border information flow.

9.2.2 EU

As discussed earlier the EC Directive on Data Protection 1995 protects not
only personal data but also individual privacy rights.*® It reflects on Recital 6,
12 and Article 1 of the EC ePrivacy Directive. For example, Recital 6 of the
EC ePrivacy Directive states that ‘the Internet is overturning traditional
market structures by providing a common, global infrastructure for the deliv-
ery of a wide range of electronic communications services. Publicly available
electronic communications services over the Internet open new possibilities
for users but also new risks for their personal data and privacy’. Recital 12
further clarifies that by supplementing the EC Directive on Data Protection,
the EC ePrivacy Directive ‘is aimed at protecting the fundamental rights
of natural persons and particularly their right to privacy, as well as the legit-
imate interests of legal persons’. Moreover, Article 1 of the EC ePrivacy
Directive provides that:

1) This Directive harmonises the provisions of the Member States
required to ensure an equivalent level of protection of funda-
mental rights and freedoms, and in particular the right to privacy,
with respect to the processing of personal data in the electronic
communication sector and to ensure the free movement of such data
and of electronic communication equipment and services in the
Community.

2) The provisions of this Directive particularise and complement
Directive 95/46/EC for the purposes mentioned in paragraph 1.
Moreover, they provide for protection of the legitimate interests of
subscribers who are legal persons.

Although the EC ePrivacy Directive complements the EC Directive on Data
Protection providing privacy protection particularly in the electronic com-
munication sector, some provisions of the EC ePrivacy Directive are narrow
or non-specific. For example, Article 4 Security and Article 6 Traffic Data
need to be amended for regulating the liability of data infringement. On
13 November 2007 the European Commission adopted a Proposal for
amending the EC ePrivacy Directive. In response to the proposal the Euro-
pean Data Protection Supervisor (EDPS) released his second Opinion on
ePrivacy Directive review and security breach in January 2009.* The EDPS
welcomes the adoption of a security breach notification system as it will
encourage companies to improve data security and enhance the account-
ability of the personal data.** That is, network operators and ISPs should
notify security breaches to the National Regulatory Authorities (NRAs) and



114 Online security

also their customers. However, it is argued that the Communication is unclear
in terms of its scope of the organisation that is subject to breach notification
as it seems to only refer to IT companies in the EU, whereas most state
legislation in the US applies ‘horizontally to all organisations that process
certain types of information’.*!

The substantial issue of the liability of infringement of privacy rights shall
be governed by national laws. As stated in Recital 55 and Article 23 of the EC
Directive on Data Protection any person who has suffered damage is entitled
to receive compensation from the controller, as a result of an unlawful pro-
cessing operation or of any act incompatible with the national provisions
adopted pursuant to this Directive. Article 15(2) of the EC ePrivacy Directive
also provides that the provisions of judicial remedies, liability and sanctions
of the EC Directive on Data Protection shall apply with regard to national
provisions adopted pursuant to this Directive. An example can be given by a
leading case in the UK that hit the headlines in 2008 — in Applause Store
Productions Ltd and Firsht v Grant Raphael® (hereafter Facebook case) the
claimant Mathew Firsht, the owner of Applause Store Productions, was
successful in an action alleging libel and misuse of private information. It was
a lawsuit against the claimant’s former friend, Grant Raphael, who created
a false profile for Mathew Firsht on Facebook without his consent. The
defendant published the claimant’s sensitive personal information on Face-
book and created a link called ‘Has Mathew Firsht lied to you?” which
defamed Mathew’s business in providing audiences for popular television
programmes. The Judge Richard Parkes QC ruled that the claimant, Mathew
Firsht, be awarded £2,000 for damages compensation of his hurt feelings
and distress caused by the defendant’s misuse of private information, along
with other compensation for damages of defamation.

9.2.3 US

While the EU has comprehensive legislation on data privacy protection the
US has a different approach, known as a market-dominated or market-based
approach as there is no comprehensive federal legislation towards the protec-
tion of privacy rights. Although there is an Electronic Communications
Privacy Act (ECPA), it was adopted for the telecommunication industry in
1986 before the boom of e-commerce. Since 1995 the Federal Trade Commis-
sion (FTC) has made efforts in recommending online privacy protection.®
Thereafter the FTC has surveyed online information practices and pub-
lished three reports. The most recent report by the FTC was published in May
2000, entitled ‘Privacy Online: Fair Information Practices in the Electronic
Marketplace: A Federal Trade Commission Report to Congress’ (hereafter
FTC Fair Information Practices Report).* It was an amalgamation, amend-
ment or improvement of the first two reports: ‘Self-Regulation and Privacy
Online: A Federal Trade Commission Report to Congress’ in July 1999
and ‘Privacy Online: A Report to Congress™® in June 1998.
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The FTC Fair Information Practices outlines five principles of privacy
protection. They are:

1) Notice/Awareness

2) Choice/Consent

3) Access/Participation
4) Integrity/Security

5) Enforcement/Redress.

The FTC principles are identical to those in the EC Directive on Data Protec-
tion, OECD Guidelines and APEC Privacy Framework. However, the FTC
report has the unique fifth principle — ‘enforcement’ — which hasn’t been listed
as a single separate principle in other national and international privacy
policies. Enforcement, as identified by the FTC, is to use ‘a reliable mechanism
to impose sanctions for noncompliance with these fair information practices’
in any governmental or self-regulatory program to ensure privacy online.*’ In
the self-regulatory industry the privacy seal programs are considered to be
one of the key enforcement mechanisms to emerge, whilst in the public sec-
tion, the Commission has the authority to seek injunctive and other equitable
relief or pursue remedies for deceptive information practices that infringe
the relevant legislation such as the Children’s Online Privacy Protection
Act (COPPA). However, as there is no federal uniform privacy legislation
in the US the FTC Commission will have no authority to require companies
to adopt information practice policies or to abide by the fair information
practice principles on their websites.” Most of the big companies, such as
Amazon, Microsoft, Google and Facebook, have participated in the EU-US
Safe Harbour Agreement and published their privacy policies on their web-
sites. However, it is very hard to guarantee that companies will strictly comply
with their self-regulated privacy policies. In recent years some of the big
internet players have tried to merge in order to strengthen their market power,
i.e. Google with DoubleClick; Microsoft with aQuantive; Facebook with
Beacon; and eBay with Beacon.

On 21 December 2007, the FTC approved the Google and DoubleClick
Merger without conditions. It raised privacy concerns for Google and
DoubleClick’s internet behaviour tracking and the European Commission
have investigated the merger. The US Electronic Privacy Information Center
(EPIC), a public interest research centre in Washington, DC, also filed a
complaint about the merger case. The FTC’s opinion remained the same.
On 14 March 2008 EPIC sued the FTC to compel disclosure of documents
concerning Jones Day’s role in the US DoubleClick merger review.*

In 2007 the partnership of the social networking website Facebook.com
and Beacon also raised privacy concerns in public as Facebook users who
shop at third party websites will have their purchases notified to their friends
via Facebook. In November 2007 the interest group MoveOn.org has started
a petition campaign and Facebook group against this feature: Facebook were
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under public pressure. On 4 December 2007 Facebook announced that users
would be able to opt out of the Beacon advertising system. Facebook ensured
that the opt-out boxes would be available on the website.*

Social networking sites have become popular with younger generations
as a platform for socialising with friends and even facilitating companies’
commercial transactions. In January 2009 EPIC suggested the regulation of
social network service advertisers and application developers. It is debated
whether the US-EU Safe Harbour Agreement clearly covers legal require-
ments of data privacy protection on social networking sites which are
fast-growing after the adoption of the safe harbour agreement. The European
Advisory Group — a working party set up under Article 29 of Directive 95/46/
EC (EC Directive on Data Protection) — feels the need for regulation of social
networking sites (SNS) to ensure compliance with EU law. It issued an opin-
ion on social networking called ‘Opinion 5/2009 on online social networking’,
adopted on 12 June 2009, providing guidance to social network service pro-
viders.! The working group is intended to provide key recommendations on
the obligations of SNS providers and to uphold and strengthen the rights of
users for the dissemination and use of information available on SNS for other
secondary, unintended purposes. This opinion can serve as a particularised
standardisation on the EU-US data protection agreement referring to social
networking security issues.

9.2.4 China

Although the China Internet Network Information Center (CNNIC) sug-
gested that ‘the size of netizens in China surpassed that of the United States
in June 2008 and ranked the first in the world” in the 23rd Statistical
Report on the Internet Development in China in January 2009,>? the Chinese
legislation has not kept up to date with the development of the internet
networking environment. Currently there is no specific e-privacy legislation
in China. However, general privacy rights have been regulated under the
Constitution of the People’s Republic of China and the General Principles
of the Civil Law of the People’s Republic of China since the 1980s.

Atrticle 38 of the Constitution protects the basic rights of personal dignity.
It states ‘the personal dignity of citizens of the People’s Republic of China is
inviolable. Insult, libel, false accusation or false incrimination directed against
citizens by any means is prohibited’, whilst Article 40 of the Constitution
provides some significant restrictions to such rights in that ‘Freedom and
privacy of correspondence of citizens of the People’s Republic of China are
protected by law. No organisation or individual may, on any ground, infringe
upon citizens freedom and privacy of correspondence, except in cases where,
to meet the needs of state security or of criminal investigation, public security
is permitted to censor correspondence in accordance with procedures pre-
scribed by law’. %

There is no clause governing privacy rights in China Civil Law, however
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the General Principles of the Civil Law of the People’s Republic of China
specifies, in Article 101, that citizens and legal persons shall enjoy the right of
reputation. The personality of citizens shall be protected by law, and the use
of insults, libel or other means to damage the reputation of citizens or legal
persons shall be prohibited.*

As stated above in the PRC Constitution and Civil laws, rules relating to
privacy protection are indirect, simple and non-specific. Companies running
businesses online should be encouraged to self-regulate on the privacy policy.
The e-privacy policy should include the duties and liabilities of ISPs, the
function and usage of cookies, the rights of control and access of personal
information, the guarantee of data security, conditions of third party adver-
tising and the protection of children’s safety.”> For example, one of China’s
largest and most used internet service portals, QQ (Tencent, Inc. founded in
1998), whose instant messaging platform has already profoundly influenced
the way tens of millions of internet users communicate with one another, has
its self-regulation on privacy protection on the website — ‘Privacy Statement’
updated on 24 April 2007.% This privacy statement regulates 11 issues: 1)
Collection of Your Personal Information; 2) Control of Your Personal
Information; 3) Security of Your information; 4) Use of Cookies; 5) Use of
Web Beacons; 6) Use of Information within the Tencent Network; 7) Use
of Information outside the Tencent Network; 8) Use of Third Party Ad
Networks; 9) Access to Your Personal Information; 10) Collection and Use
of Children’s Personal Information; and 11) Exemption of Liability.”” This
statement is to ensure that the users’ personal information will be used cor-
rectly and fairly. QQ/Tencent will notify the users when they collect their
personal information and store such information in a secured system. In
addition, all the collected information will be not shared with a third party
unless pre-agreed. It is similar to the standard of data privacy protection in the
EU-US Safe Harbour Agreement,”® except for the principle of enforcement.
There is no enforcement clause in QQ/Tencent’s privacy statement and no
technology specification of the data security protection system. Moreover,
Tencent allows other companies, called third-party ad servers or ad networks,
to display advertisements on Tencent webpages and place a persistent cookie
on the users’ computers. Tencent also exempts its liability from any dispute
resulting from the use of personal information by any third party listed in
the statement. All users who use QQ and Tencent instant messaging or web
service are presumed to have read the privacy statement and agreed with the
terms and conditions. The problem is that whether the users are aware of the
privacy statement, and even if so, whether they will read it carefully before
they decide to subscribe to any of the QQ/Tencent products, and whether
they will keep paying attention to any changes in the privacy statement as
‘Tencent will occasionally update this privacy statement’. Any update of the
privacy statement will not necessarily be informed to the users as there is
no duty of notification of amendment of the privacy policy.

The second distinguishing example of the development of China’s online
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privacy policy can be given by Alibaba.com, founded in 1999 — one of the
world’s largest online B2B marketplaces providing a trading platform for
global small and medium manufacturers.” The privacy policy of Alibaba.com
(global trade platform) was updated and published on 1 January 2009, whilst
the privacy statement of Alibaba.com.cn (Chinese domestic trade platform)
remained unchanged from 1999. Alibaba.com.cn clarifies that when the users
agree to the Service Agreement, the users agree to the privacy statement as it
is part of the Service Agreement.®’ The statement lists the provisions of (a)
the protection of children; (b) usage of username and password; (c) usage of
users’ registration information; i.e. name, address, nationality, phone number
and email address; (d) usage of cookies; (e) conditions of transferring infor-
mation to the third party; and (f) security technology. The statement points
out that one of the purposes of the collection of registration information is
for statistical analysis for trade and service promotion. Alibaba.com.cn will
record users’ IP addresses for 60 days only for safety and national regulatory
reasons if nothing concerning security is found. The company will not sell,
rent, share and exchange users’ personal information unless the third party
affiliates or forms a partnership with Alibaba to support the operation of the
site and services. The relevant measures of security will be complied with so
that the personal information will not be stolen, misused and changed.

Although Alibaba.com and Alibaba.com.cn are the same organisation, they
promote business in different jurisdictions. Alibaba.com targets the global
market, while the latter specialises in Chinese demotic trade. It is an interest-
ing finding that, within the same organisation, different branches promoting
sale and production in different jurisdictions have separate or different privacy
policies. The privacy policy of Alibaba.com is newer than Alibaba.com.cn.
They are similar; however, compared with Alibaba.com.cn, Alibaba.com
has more advanced clauses regarding collected information (including not
only registration information and statistical information in Alibaba.com.cn
but also publishing information and payment information); transfer of
collected information to third parties; and amendment of privacy policy.
Alibaba.com specifies that collected information will not be disclosed to third
parties unless the users respond to the marketing, promotion or advertising
message. Collected information may be transferred, stored, used and pro-
cessed outside your home jurisdiction. In case of a merger with or transfer of
business to another business entity, the company will transfer collected
information to the entity. Any changes of policy will be posted on the website.
If users do not agree to the new changes in the Privacy Policy, they should
contact Alibaba.com in writing.®! Again the duty of notification of changes
of policy is not required.

The Alibaba privacy policies also raise concern as to why the privacy
protection standard of Alibaba’s Chinese domestic website is lower and less
specific than that of Alibaba’s global market website. Should the branches
of companies comply with the headquarters’ privacy standard although
domestic law should be taken into account?
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Possible solutions: From an overall international perspective

The main privacy principles in the OECD, APEC, EC Directive on Data
Protection, EU-US Safe Harbour Agreement and FTC are ‘notification’,
‘choice’, ‘security’, ‘data integrity’ and ‘accessibility’. Most of them also have
the principle of ‘accountability’. However, only the FTC and Safe Harbour
Agreement include the principle of ‘enforceability’.

Privacy policies are generally enforced either by national enforcement
authorities, alternative dispute resolutions or court litigation. Those national
enforcement authorities can impose sanctions or fines for privacy breaches. In
the UK the enforcement authority is the Information Commissioner, whereas
in the US the enforcement authority is the Federal Trade Commissioner.
Self-enforcement is also encouraged as both the OECD ‘Privacy Online:
Policy and Practice Guidance’® in 2003 and FTC Fair Information Practices
Report in 2000 found that fostering the adoption of self-regulatory enforce-
ment mechanisms or initiatives, such as trustmark/seal programs, is beneficial
in promoting effective global solutions with regard to privacy compliance.
As stated in the FTC Fair Information Practices Report, ‘industry’s primary
self-regulatory enforcement initiative has been the development of online
privacy seal programs’.

A trustmark, known as a ‘seal’, is usually accredited by a trusted third party
and displayed on the authorised website. It is designed to build users’ trust in
using the websites. It gives users certainty about the privacy policy standard
on what kind of information a site gathers, what the site operator does with
that information, and with whom that information is shared.® The well-
known seal/trustmarks programs are TRUSTe, BBBOnline and VeriSign.
Some companies’ websites have been licensed by the online privacy seal pro-
gram. For example eBay and Microsoft are licensed by TRUSTe, Alibaba-
.com is accredited by VeriSign etc. However, privacy seal programs are
not widely supported by international and national legislation and only
a relatively small percentage of sites have introduced online-privacy seal
programs.

Both TRUSTe and BBBOnline have enforcement procedures: users can file
a complaint and seal program providers can respond by imposing sanctions
on accredited websites. Such sanctions may include:

1) requiring the Licensee to correct or modify personally identifiable
information or change user preferences;

2) requiring the Licensee to change its privacy statement or privacy
practices; and/or

3) requiring the Licensee to submit to a third-party audit of its prac-
tices to ensure the validity of its privacy statement and to ensure
that it has implemented the corrective action required.*

However, seal program providers cannot require a Licensee to pay monetary
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damages or take further steps to exempt them from legal violation. The com-
plaint report will be published except for pre-agreement on confidentiality.®
TRUSTe and BBBOnline are the sole judges of the dispute.

Mann and Winn recognised the kind of complaint forum provided by
TRUSTe and BBBOnline as an alternative dispute resolution (ADR) mech-
anism.® In the author’s view, TRUSTe Watchdog Dispute Resolution Forum
and BBBOnline Complaint Forum are not arbitration, mediation or negoti-
ation as they are much lower than the standard of ADR procedures. It raises
some concerns as to why TRUSTe and BBBOnline do not offer normal online
dispute resolution (ODR) procedures using a standard ODR platform, where
a complainant can file a case and choose a neutral person such as an assisted
negotiator, mediator or arbitrator to help resolve the case. TRUSTe and
BBBOnline might save costs and avoid complication in the sole judgment,
but it might be fairer, more trustworthy or reliable and professional to adopt
an efficient ODR procedure as cases involving privacy breaches are usually
not very simple. They require expert investigation.

Seal programs’ ODR service can be provided by any of two means. The
first method would be that seal program service providers could purchase
or produce user-friendly ODR software and appoint qualified assisted nego-
tiators, mediators and arbitrators. The second method would be that seal
program service providers could form partnerships with independent ODR
service providers and publish the agreement that seal accredited privacy-
policy disputes would be resolved by their ODR partner. It is worth noting
that, as mentioned earlier, eBay is accredited by the TRUSTe seal program,
while eBay users’ disputes are compulsorily resolved by SquareTrade (an
ODR service provider) before they go for litigation. In other words, eBay users
have different channels to resolve different types of disputes: privacy-related
issues on TRUSTe Watchdog Dispute Resolution Forum and business-related
issues on SquareTrade. In these circumstances it might make sense that
SquareTrade is also designated to resolve eBay users’ TRUSTe privacy-policy
disputes to enhance the users’ confidence in providing personal information
to proceed with commercial transactions.

Summary

Electronic signatures and authentication, as a means of providing safety
and reliability in e-transactions, play an important role in e-commerce as it
creates trust and confidence. With the rapid uptake of electronic commerce,
predictably, there has been a rush to enact laws. These laws may suffer from
two fundamental problems: the changing nature of the technology has the
potential to render any legislation redundant within a short period of time.
In addition, national laws are inadequate to govern what is truly a global
issue. Regulation poses further threats in that it risks stifling electronic com-
merce if it is unduly burdensome.®” Trust and security are now, more than
ever, critical issues in doing business, whether online or in the paper world.
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The development of global legislation in relation to data protection, informa-
tion security, electronic signatures, and the control of encryption technology
has become vital to facilitate international commerce.

One way to achieve legal certainty and predictability is through harmonisa-
tion. International, regional and national laws attempt to reduce legal barriers
by using electronic technology to sign contracts. However, the liabilities and
remedies of certification authorities are not substantially addressed in par-
ticularised e-commerce laws while CAs, as trusted third parties, are significant
in identifying or authenticating persons who are not previously acquainted
but wish to transact with one another over the internet. The more general
lack of international regulatory and legal standardisation on establishing
requirements and liabilities of CAs may prove to be a large obstacle to the
development of reliable electronic commerce. Therefore, it is necessary to
monitor international uniform regulations, and harmonise and implement
international standard rules for the recognition of foreign electronic
signatures and authentication.

Data privacy protection also relies on secure and reliable electronic signa-
tures and authentication. Currently the international, EU and US privacy
legislation or guidelines have their different preferences. The EU legislation is
aimed at protecting individual privacy rights, whilst the US and international
guidelines target promotion of the free flow of cross-border data for the
development of global economy. There is one aspect in common: they all
make efforts to balance individuals’ privacy rights and entrepreneurs’
marketing rights at the level of international harmonisation. The trustmark
program, provided by a trusted third party certifying the quality of mer-
chants’ data privacy, should be deemed to be one of the most effective
approaches in enhancing users’ trust and confidence in online interactions.
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Dispute resolutions






10 Resolving electronic
commercial disputes

Businesses, through the use of the internet, can enter into electronic sales
contracts with other businesses located in different countries or sell data to a
third country easily and quickly. The potential for disputes in the validity of
cross-border electronic contracts and the protection of transborder data
privacy, is, obviously, much greater than in a paper-based environment where
a high degree of commercial contracts are domestic in nature. The determi-
nation of internet jurisdiction and applicable law could be much more compli-
cated and uncertain because online contracting is often executed in several
places and it is difficult to ascertain the principal place.

At the international level there are no specific rules in the model laws and
conventions dealing with internet jurisdiction and choice of law. The UNCI-
TRAL Model Law on Electronic Commerce and the UN Convention on
the Use of Electronic Communications in International Contracts do not
contain any jurisdiction or choice of law provisions, but provide the measures
of the time and place of dispatch and receipt of data messages or electronic
communication' and the location of the parties.? For example, the connecting
factors on parties’ business location such as ‘the place of business’, ‘the
closest relationship to the relevant contract, the underlying transaction or
the principal place of business’, or ‘habitual residence’, may be used to
determine internet jurisdiction and choice of law.

The EU, as stated in Recital 23 and Article 1(4) of the EC Directive on
Electronic Commerce, does not establish any additional rules on private
international law with regard to jurisdiction and choice of law.® There is also
no particularised internet jurisdiction and choice of law legislation in China
and the US.

10.1 Internet jurisdiction*

Jurisdiction is one of the main subject matters within the region of private
international law (also called ‘conflict of laws’). Conflict of jurisdiction
means several courts may have rights to hear a particular case. When conflict
occurs there is a need to ascertain which court is fully entitled to exercise the
jurisdiction.
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Internet jurisdiction added a new dimension to courts exercising jurisdic-
tion in the late 1990s when disputes, such as electronic commercial transac-
tions or other internet-related subject infringement, happened. Whether the
traditional rules of jurisdiction can still be sufficient to determine internet
jurisdiction has been questioned and debated.

10.1.1 EU rules applied in cyber jurisdiction

In the EU the Brussels I Regulation (EC No 44/2001),’ the replacement of the
1968 Brussels Convention, is deemed to be:

a highly successful instrument, which has facilitated cross-border
litigation through an efficient system of judicial co-operation based on
comprehensive jurisdiction rules, coordination of parallel proceedings,
and circulation of judgments. The system of judicial co-operation laid
down in the Regulation has successfully adapted to the changing
institutional environment (from intergovernmental co-operation to an
instrument of European integration) and to new challenges of modern
commercial life.®

The above statement is concluded by the Commission’s Report on the Review
of the Brussels I Regulation on 21 April 2009. There is no doubt that
the Brussels I Regulation plays a very significant role in harmonising judicial
co-operation between Member States and its achievement in facilitating
cross-border litigation cannot be undermined. However, it is probably argu-
able that whether the Brussels I Regulation has successfully adapted to new
challenges of modern commercial life, in particular, new judicial issues on
internet-related cases, Article 23(2) of the Brussels I Regulation is the only
rule that explicitly acknowledges agreements by electronic means.

The Green Paper, issued on 21 April 2009, accompanies the Commission’s
Report to launch a broad consultation with eight questions on the review of
the Brussels I Regulation:’

Question 1: the abolition of intermediate measures to recognise and
enforce foreign judgments (exequatur);

Question 2: the operation of the Regulation in the international legal
order;

Question 3: choice of court agreements;

Question 4: industrial property;

Question 5: lis pendens® and related actions;

Question 6: provisional measures;

Question 7: the interface between the Regulation and arbitration; and

Question &: other issues.

The main function of these questions is to collect opinions on how to remove
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obstacles to a free circulation of judgments, enhance certainty of cross-
border jurisdiction relating to one of the parties domiciled in a third country
rather than Member States, and avoid parallel proceedings in different
Member States. Questions 2, 3 and 5 are connected and interacted, especially
Questions 2 and 3 with regard to international jurisdiction issues. Although
the concerns raised in the Review of the Brussels I Regulation do not
directly point to the question of determination of internet jurisdiction,
internet jurisdiction is a cross-border issue and, as such, ensuring the smooth
operation in the international legal order will reflect on facilitating internet
jurisdiction.

Choice of court clause or agreement

A well-drafted contract will usually insert a choice of jurisdiction or court
clause. This is often referred to as an ‘exclusive’ clause, providing that all
disputes between the parties arising out of the contract must be referred to
a named court or the courts of a named country’ On 1 April 2009 the
European Council signed on behalf of the European Community the Hague
Convention on Choice of Court Agreements'’ concluded on 20 June 2005
(hereafter the Choice of Court Convention).!! The Choice of Court Con-
vention shall ‘apply in international cases to exclusive choice of court
agreements concluded in civil or commercial matters’."> So when the EU
accedes to the Choice of Court Convention the European Commission shall
declare clearly the meaning of ‘international cases’ and that a choice of court
agreement can only be governed by the Choice of Court Convention if one of
the parties is not domiciled in an EU Member State. Otherwise, it may con-
flict with Article 23 of the Brussels I Regulation as Article 23(1) applies when
at least the parties, one or more of whom is domiciled in a Member State,
have agreed that the courts of a Member State are to have jurisdiction over
disputes arising in connection with a particular legal relationship.

In other words, Article 23 of the Brussels I Regulation authorises parties,
one or more of whom are within Member States, to enter into an agreement
designating the court or courts to determine such disputes. The chosen courts
can be general courts or specific courts of a country. For example, Company
A (in Italy) and Company B (in Germany) have agreed a jurisdiction clause
‘disputes must be referred to the courts of Germany’ in their electronic con-
tracts of sale. Under these circumstances German courts are designated to
have jurisdiction over A and B’s disputes. However, if later on, A and B made
another distribution contract without a jurisdiction clause (the sales contracts
and the distribution agreement are different legal relationships), then the
original jurisdiction clause in the sale contract does not confer jurisdiction
with regard to a dispute arising under the distribution contract.'® If the
jurisdiction clause includes a choice of a particular court, Article 23 is to
confer jurisdiction on that court, but not on other courts in the same country.
However, A and B can also choose the other courts, for instance the French
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court, instead of the Italian or German courts, to hear the case, because
Atrticle 23 does not ‘require any objective connection between the parties or
the subject matter of the dispute and the territory of the court chosen’.'
Moreover, A and B can also conclude a further exclusive jurisdiction
agreement varying the earlier agreement, because Article 23 is based on the
principle of party autonomy and it does not prevent parties from changing
their decisions."

However, Article 23(3) includes an exemption to parties, none of whom is
domiciled in a Member State. In this situation the chosen courts have
discretion to determine the existence and exercise of their jurisdiction in
accordance with their own law.'® The courts of the other members shall have
no jurisdiction over the disputes unless the chosen court or courts have
declined jurisdiction.

As recognised by Article 23(2) of the Brussels I Regulation, ‘any com-
munication by electronic means which provides a durable record of the
agreement shall be equivalent to writing’.!” In the author’s view this clause
implies that a contract stored in a computer as a secured word document
(i.e. a read-only document or document with entry password), or concluded
by email and a clickwrap agreement falls within the scope of Article 23(2) of
the Brussels I Regulation. In the e-contracting cases, to insert a choice of
jurisdiction clause in the standard terms and conditions on the website can
avoid further ambiguity about which court has jurisdiction when disputes
arise. For example, the website owner can incorporate a choice of jurisdiction
clause into an interactive clickwrap agreement that the buyer needs to click
the ‘I agree’ button to assent to.'s

Just like ordinary contracts, courts will determine jurisdiction of an
online contract according to three main types of jurisdiction rules in the
Brussels I Regulation: general jurisdiction, special jurisdiction and exclusive
jurisdiction.

General jurisdiction

The general jurisdiction rule under the Brussels I Regulation is that defend-
ants who are domiciled in one of the contracting states shall be sued at the
place of their domicile.”” Under Article 2 of the Brussels I Regulation,
persons domiciled in a Member State shall, whatever their nationality,
be sued in the courts of that state. Furthermore, domicile rules within the
Brussels I Regulation govern the domicile of individuals®® and domicile of
corporations.”! With contracts made over the internet it is difficult to deter-
mine where the party is domiciled, even though the plaintiff can identify the
party and locate the transaction.?? Article 59(1) of the Brussels I Regulation
provides that, as regards natural persons, in order to determine whether a
party is domiciled in a particular Member State, the court shall apply the law
of that state. Article 60(1) lays down that for the purposes of the Brussels
I Regulation a company or other legal person or association of natural or



Resolving electronic commercial disputes 129

legal person is domiciled at the place where it has (1) its statutory seat or (2)
its central administration or (3) its principal place of business.

On the internet, since the decision of the e-transaction might be made
following discussion via video conferencing between senior officers who
reside in different states, it has become more difficult to ascertain the location
of the central administration.”* According to the UN Convention on the Use
of Electronic Communications in International Contracts (the UN Conven-
tion), ‘the location of the parties’ is defined as ‘a party’s place of business’.®
If a natural person does not have a place of business, the person’s habitual
residence should be deemed as a factor to determine jurisdiction.® The
UNCITRAL Model Law on Electronic Commerce is the same as the UN
Convention, providing that ‘if the originator or the addressee does not have a
place of business, reference is to be made to its habitual residence’.”” In the
author’s view, the person’s habitual residence on the internet occasion should
be treated the same as the traditional offline rule that general jurisdiction
should be connected to the habitual residence of the defendant but not the
claimant.

Furthermore, according to the UN Convention, if a party does not
indicate his place of business and has more than one place of business, then
the place of business is that which has the closest relationship to the relevant
contract.” The closest connecting factors are those that occur before or at the
conclusion of the contract.”” In the author’s opinion, these factors are no
different from the offline world, which would also relate to statutory seat,
central administration or principal place of business. As a person or legal
person doing electronic commerce, his/her statutory seat, central administra-
tion or principal place of business can be checked by the claimant, and the
result can be found according to some connecting factors such as the registra-
tion of the defendant’s business, licences, electronic payments and places of
delivery of goods or services. This would lead to the following issue: special
jurisdiction.

Special jurisdiction

Atrticle 5 of the Brussels I Regulation derogates from the general principle
contained in Article 2, which gives the claimant the opportunity to proceed
against the defendant in a Member State in which the defendant is not
domiciled. Under this provision it contains seven matters, one of which,
Article 5(1), deals with matters relating to a contract. This general rule does
not apply to insurance, consumer and employment contracts.®

How to ascertain ‘the place of performance of the obligation in question™!
is the focal point of how to determine jurisdiction. The place of performance,
according to Article 5(1)(b), is the place of delivery of goods (or where it
should have been delivered), or the place where the services were provided or
should have been provided. Since the place of delivery is a close linking
factor to determine special jurisdiction, an electronic contract is no different
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from a paper-based contract when the contract itself involves physical
delivery of goods. The difficulty in applying Article 5(1) lies in the interpret-
ation of whether multiple places of delivery are within the scope of
Article 5(1).

Unfortunately what Article 5(1)(b) does not expressly address is that posed
by the situation where, as regards a contract for the sale of goods, there is
more than one place of delivery or, in relation to a contract of services, there
is more than one place of performance. Problems with regard to multiple
places of delivery of goods or provision of services,” can be divided into two
categories: one is, different obligations have different places of delivery, and
the other is that the relevant obligation has several places of delivery.

At the first category, there are two possibilities: first, disputes concern more
than one obligation. Article 5(1) allocates jurisdiction to the courts for each
place of performance with regard to the dispute arising out of the obligation,
which should have been performed at that place.®® Second, cases involve
two obligations with one principal obligation. The courts for the place of
performance of the principal obligation have jurisdiction over the whole
claim.*

At the second category, there are also two possibilities: first, as noted by the
most recent case Color Drack GmbH v Lexx International Vertriebs GmbH >
there is a query about ‘whether the first indent of Article 5(1)(b) of the
Brussels I Regulation applied in the case of a contract for the sale of goods
involving several places of delivery within a single Member State’,* and if so,
‘whether the plaintiff could sue in the court for the place of delivery of its
choice™®” among all places of deliveries. The Court ruled that the applicability
of the first indent of Article 5(1)(b), where there are several places of delivery
within a single Member State, complies with the regulation’s objective of
predictability, and proximity underlying the rules of special jurisdiction in
matters relating to a contract.*® Because the defendant should expect, when a
dispute arises, that he may be sued in a court of a Member State other than
the one where he is domiciled. Although the defendant might not know
exactly which court the plaintiff may sue him in, he would certainly know
that any court which the plaintiff might choose, would be situated in a
Member State of performance of the obligation. As to the question of
whether the plaintiff can sue in a court of its own choice under Article
5(1)(b), the Court ruled that for the purposes of application of the provision,
the place of delivery must have the closest linking factor between the contract
and the court, and ‘in such a case, the point of closest linking factor will, as a
general rule, be at the place of the principal delivery, which must be deter-
mined on the basis of economic criteria’.*® If all places of delivery are ‘with-
out distinction’, and ‘have the same degree of closeness to the facts in the
dispute’,* the plaintiff could sue in the court for the place of delivery of its
choice.

This first query leads to the second consideration: if the places of delivery
were in different Member States, will Article 5(1)(b) still apply? Where the
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relevant obligation has been, or is to be, performed in a number of places in
different Member States, following the Advocate General’s opinion, Article
5(1)(b) does not apply to this situation as the objective of foreseeability of
the Brussels I Regulation could not be achieved;* that is, if a single place of
performance for the obligation in question could not be identified for the
purpose of this provision,* then the claimant should turn to Article 2 of the
Brussels I Regulation, according to which the court with jurisdiction is that
of the domicile of the defendant.

In B2B electronic contracting disputes can Article 5(1) still apply? If so,
how can Article 5(1) be employed to resolve internet jurisdiction disputes? To
answer these questions it will first be necessary to determine whether an
electronic contract is for the sale of goods, or the provision of services. Next,
a distinction will be made between physical goods and digitised goods,
physical services and digitised services, and physical performance and digit-
ised performance. This will make it possible to determine the differences
and similarities concerning the place of performance between online and
offline contracting.

Firstly, is there a contract for the sale of goods, the provision of services or
neither? Generally, goods can be ordinary goods with physical delivery and
digital goods with performance over the internet, such as digital books,
online journals and software programs. With regard to software programs,
there is academic authority in favour of the proposition that software
transferred online constitutes ‘goods’ for the purposes of the United Nations
Convention on Contracts for the International Sale of Goods (CISG).*
However, carriage of goods by sea, the provision of financial services, provid-
ing internet access to recipients or designing a website for a company should
all be categorised as services. In addition, programming software that meets
the buyer’s specific needs should be regarded as providing services.
Sometimes, in a complex software development project, a piece of software
program can be broken down into self-contained sections so that when there
is payment by instalments on completion of milestones, payment will be due
from the buyer on completion of each milestone within the framework of a
software development contract.*

Secondly, how should digitised goods be distinguished from other
products? Digitised products are intangible. Intangible property is, by its
nature, not physically located in a particular state.

However, the fact that a party has downloaded digitised products onto his
computer, so that they are located on his hard drive, does not mean that the
relevant situs is the place where the computer is presently located. Rather,
we must consider the more complex question of where digitised products
were located at the time of the purported dealing with them.*

Thirdly, what can be the place of performance of the obligation in question
in cyberspace? As discussed before, the place of delivery between businesses is
usually included in the contract of sale.** However, it becomes complicated
when parties do not indicate the place of delivery in their contract, because it
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might involve multiple places of delivery and services might also be provided
by the seller’s agencies. Furthermore, it would be even more complex when
the transaction involves the delivery of digitised goods, as there are a number
of places where electronic transactions are processed, for example, place
of dispatch and receipt, the place where the seller has a specified personal
connecting factor and the place where the recipient (i.e. the buyer) has a
specified personal connection.

According to Article 5(1)(b) of the Brussels I Regulation, the place of
performance should be deemed to be the place of delivery. Since it is very
difficult to ascertain the place of performance with digitised goods involving
online delivery, in the author’s opinion both the sender’s and recipient’s
place of business could be considered connecting factors depending on the
characteristics of commercial transactions. In other words, in B2B and B2C
electronic commercial transactions the closest connecting factors might be
treated differently. However, the recipient’s place of business as a connecting
factor seems to be compatible with the US jurisdiction tests as discussed
below.

10.1.2 US jurisdiction tests

Due to the fact that US companies are at the forefront of internet technology,
litigation regarding e-commerce in the US is more advanced than anywhere
else in the world. On 19 January 2009, the US, like the EU, signed the Hague
Convention of Choice of Court Agreements.’ If both the US and EU
accede to the Hague Convention it will facilitate the harmonisation of
judicial agreements and procedures between the two states.

Similar to the EU Brussels regime (general and special jurisdiction),
there are two types of jurisdiction in the US: general and specific. General
jurisdiction is jurisdiction over the defendant for any cause of action, whether
or not related to the defendant’s contacts with the forum state; whereas
specific jurisdiction exists when the underlying claims arise out of, or are
directly related to, a defendant’s contacts with the forum state.*®

The above notion comes from the famous case International Shoe Co v
Washington,* which indicated that the minimum contacts test has both a
general and a specific component.™ What is meant by ‘minimum contacts’? It
is a requirement that must be satisfied before a defendant can be sued in a
particular state. In order for the suit to go forward in the chosen state, the
defendant must have some connections with that state. For example, advertis-
ing or having business offices within a state may provide minimum contacts
between a company and the state.

General jurisdiction

Under the most commonly employed minimum contacts test, general
jurisdiction is usually premised on ‘continuous and systematic’ contacts
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between the defendant and the forum so as to make the defendant amenable
to jurisdiction without regard to the character of the dispute between the
parties.” It is clear that if the contacts that are unrelated to the dispute
(‘unrelated contacts’) meet the threshold of being ‘continuous and system-
atic’, the defendant is amenable to general jurisdiction based upon its
contacts with the state.

The most difficult issue in relation to general jurisdiction is the amount
of unrelated contacts needed to subject a defendant to in personam jurisdic-
tion.”? That is, the defendant has some continuing physical presence in
the forum, usually in the form of offices. There is a question whether ‘mere’
residence, as opposed to domicile or nationality, can be a sufficient connec-
tion for the exercise of general jurisdiction over an individual defendant.
The Second Restatement states that a defendant’s residence is sufficient for
the exercise of general jurisdiction ‘unless the individual’s relationship
to the state is so attenuated as to make the exercise of such jurisdiction
unreasonable’.> Thus, general jurisdiction results from a party’s continuous,
systematic and ongoing ties to a certain forum.”

Specific jurisdiction

However, specific jurisdiction turns upon the character of the dispute
(‘related contacts’). That is, if the contact is related to the cause of action,
such related-contact jurisdiction is specific jurisdiction, because (unlike
general jurisdiction) it is dependent upon the character of the dispute.®
Specific jurisdiction is often used when a party’s contacts do not fulfil the
general jurisdiction criteria, and permits the court to assert jurisdiction over
parties to a dispute arising from the parties’ contacts with the state involved.*’
Due to the requirement that the contacts are ‘related’ to the dispute, those
contacts may well suffice for jurisdiction in the lawsuit at hand, but may not
in another lawsuit relating to the defendant’s activities in another state.’
Thus, determining whether specific jurisdiction exists in a particular case
depends upon two separate considerations — the first is whether the contacts
are ‘related’ to the dispute. The second, assuming that the contacts are so
related, is whether the contacts are ‘constitutionally sufficient’.%

For the last few years, US courts, both state and federal, have been wrest-
ling with the problematic issue of personal jurisdiction in the context of
internet-related activities. In deciding these cases US courts have been
reluctant to view the mere general availability of a website as a ‘minimum
contact’ sufficient to establish specific personal jurisdiction over a non-
resident defendant, at least in the absence of other contacts with the forum
state.®” Whether a defendant can be subject to specific jurisdiction in contact
cases depends on the entire course of dealing, including ‘prior negotiation
and contemplated future consequences’ establishing that ‘the defendant
purposefully established minimum contacts with the forum’.*!

In practice, when trying to determine whether it has personal jurisdiction
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over a non-resident defendant, the US court will use a two-step test. First, the
court will examine the state’s long-arm statute in order to determine whether
there is a statutory basis for allowing that plaintiff to sue the defendant in
that forum. In the second step, the court looks for some acts or activities by
which the defendant has purposefully availed himself or herself of the privil-
ege of conducting business in that state to such an extent that the defendant
should reasonably anticipate being sued there.®* The second step plays a large
role in the jurisdiction calculus, that is, ‘purposefully’ and ‘reasonableness’.

In addition, specific jurisdiction can also be examined by two factors:
exercise of jurisdiction is consistent with these requirements of ‘minimum
contacts’ and ‘fair play and substantial justice’. These can firstly be deter-
mined by where the non-resident defendant has purposefully directed his
activities or carried out some transaction with the forum or a resident
thereof, or performed some act by which he purposefully availed himself of
the privileges of conducting activities in the forum, thereby invoking the
benefits and protections of its laws; secondly, the claim arises out of or relates
to the defendant’s forum-related activities; and thirdly, the exercise of
jurisdiction is reasonable.®®

In the Zippo case, the Western Pennsylvania District Court expanded on
the International Shoe ‘minimum contact test’ by stating that personal juris-
diction for e-commerce companies should be dealt with on a ‘sliding scale’.*
That is, the ‘minimum contacts’ test sets forth the due process requirements
that a defendant, not present in the forum, must meet in order to be subjected
to personal jurisdiction: ‘he must have certain minimum contacts with it
such that the maintenance of the suit does not offend “traditional notions of
fair play and substantial justice”’.% Zippo Mfg Co v Zippo Dot Com Inc® is
emerging as the seminal case on whether an internet website provides the
minimum contacts necessary to establish jurisdiction. Zippo introduced a
sliding scale to analyse the contacts of potential defendants created by inter-
net websites. In determining the constitutionality of exercising jurisdiction
the Zippo court focused on the ‘nature and quality of commercial activity
that an entity conducts over the Internet’.”’

The sliding scale approach can be divided into three categories — first:
active websites. The defendant enters into contracts with residents of a
foreign jurisdiction that involve the repeated transmission of computer files
over the internet;® these are grounds for the exercise of personal jurisdiction.
Second: passive websites. Passive websites merely provide information to a
person visiting the site. They may be accessed by internet browsers, but do not
allow interaction between the host of the website and a visitor to the site.
Passive websites do not conduct business, offer goods for sale, or enable a
person visiting the website to order merchandise, services, or files. The
defendant has simply posted information on a passive internet website which
is accessible to users in foreign jurisdictions. This is not a ground for the
exercise of personal jurisdiction. Third: interactive websites. Interactive
websites make up the middle of the sliding scale where a user can exchange
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information with the host computers. In this middle scale, jurisdiction should
be determined by the ‘level of interactivity and commercial nature of the
exchange of information that occurs on their web site’.® Factors such as
online contracting (found on most e-commerce sites) can show a high level
of interaction leading to the exercise of jurisdiction. This is the crucial point
of the sliding scale analysis. If the activities occurring on a defendant’s
website lean more towards the passive side of the scale, personal jurisdiction
will not be applied. If, however, the activity slides toward the active side of the
scale, personal jurisdiction will likely be upheld.”

As discussed above, the most developed doctrine of US jurisdiction is the
Zippo sliding scale which encourages inquiry into the level of interactivity of
a website. However, in order to avoid it falling into the middle of the scale one
would have expected the court to provide a rough definition of ‘interactivity’,
but it did not.”" Moreover the Zippo test, with its emphasis on the level of
interactivity inherent to a website, has become less relevant given that almost
all commercial sites are now ‘at least highly interactive, if not integral to the
marketing of the website owners’.”?

US courts, in accordance with jurisdictional developments abroad, have
further developed an alternative approach to determining jurisdiction in
e-commerce: an ‘effects’ test, based on the Supreme Court’s decision in
Calder v Jones.™ It permits states to exercise jurisdiction when the defendants
intentionally harm forum residents. In applying this ‘effects’ test to internet
cases, US courts focus on the actual effects the website has in the forum
state rather than trying to examine the characteristics of the website or web
presence to determine the level of contact the site has with the forum state.”
However, an ‘effect’ test will more easily apply to injuries in tort to
individuals where injury is localised or intent can be inferred, but not when
e-commerce cases involve corporations.” Because determining where a larger,
multi-forum corporation is ‘harmed’ is a difficult prospect’ the court noted
that the ‘effects’ test does not ‘apply with the same force’ to a corporation as
it does to an individual because a corporation ‘does not suffer harm in a
particular geographic location in the same sense that an individual does’.”’

Questioning the utility of the Zippo and ‘effects’ tests, some US courts have
focused on whether there was ‘something more’ needed for the exercise of
jurisdiction. Courts further introduced the ‘targeting test’.” The requirement
of the ‘targeting test’ is satisfied ‘when the defendant is alleged to have
engaged in wrongful conduct targeted at a plaintiff whom the defendant
knows to be a resident of the forum state’.” It has been argued that the
targeting-based test is a better approach for the courts to employ than the
sliding scale test in Zippo when determining jurisdiction in cases involving
internet-based contacts. The targeting test, unlike the other one, places
greater emphasis on identifying the intentions of the parties and the
steps taken to either enter or avoid a particular jurisdiction.*® Further, the
advocates of the targeting test view it as a better and fairer approach for
determining whether the defendant reasonably anticipated being hauled into
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a foreign court to answer for his activities in the foreign forum state.®! This
determination is central to the due process analysis articulated by the US
Supreme Court in World-Wide Volkswagen: [T]he defendant’s conduct and
connection with the forum State are such that he should reasonably anticipate
being hauled into court there’. The Due Process Clause, by ensuring
the ‘orderly administration of the laws’, gives a degree of predictability to
the legal system that allows potential defendants to structure their primary
conduct with some minimum assurance as to where that conduct will and will
not render them liable to suit.*

So how can we ascertain the ‘targeting’ approach in electronic contracts?

Firstly, it is based on the intention of the defendant: the defendant must
‘direct’ electronic activity into the forum state. Unlike the Zippo approach ‘a
targeting analysis seeks to identify the intentions of the parties and to assess
the steps taken to either enter or avoid a particular jurisdiction’.®® It requires
that a defendant specifically aims its online activities at a forum to come
under the jurisdiction of that state.®* This will give courts a solid conceptual
basis: a ‘deliberate or intended action’ from which to tackle sophisticated
cases and produce consistent results.®> Secondly, the defendant must intend to
engage in business or other interactions (‘something more’) in the forum
state. Thirdly, the defendant must engage in an activity that created under the
forum state’s law a potential cause of action with regard to a person in the
forum state.

Although the targeting approach provides consistency and legal certainty it
does not totally preclude the ‘American propensity toward individualized
justice’.% Overall, among the three measuring mechanisms discussed above,
the ‘targeting’ approach gives more legal certainty over determining internet
jurisdiction.®’

10.1.3 Chinese legislation on internet jurisdiction

There is no particularised internet jurisdiction legislation promulgated in
China. The general international or national rules covering issues of jurisdic-
tion are currently being used. Jurisdiction agreements concluded through
electronic means should be regarded as equivalent to those in writing, on the
basis of the Chinese Contract Law and the Chinese Electronic Signature Law.
Chapter II of the Civil Procedure Law of the People’s Republic of China®
deals with the issues of jurisdiction to adjudicate and also covers inter-
national arbitration and judicial assistance (e.g. enforcement of foreign
courts’ judgments or the awards of a certain arbitration tribunal).

The Civil Procedure Law, unlike relevant laws in the EU and US, does
not address the jurisdiction provision by focusing on general and special
principles. Overall, it governs jurisdiction of contracts by providing that ‘a
lawsuit initiated for a contract dispute shall be under the jurisdiction of the
people’s court in the place where the defendant has his domicile or where
the contract is performed’.*’ Currently, there are three core interpretations of
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the Civil Procedure Law issued by the Supreme Court to help implement
jurisdiction issues. They are: the 1992 Opinions of the Supreme Court on
the Implementation of the Civil Procedure Law; the 1998 Regulations of
the Supreme Court Regarding Some Questions on the Enforcement of Judg-
ments; and the 2002 Regulations of the Supreme Court Regarding Some
Questions on International Jurisdiction in Civil and Commercial Matters.

The Chinese Civil Procedure Law, just like the EU and US, employs ‘party
autonomy’. Article 25 of the Civil Procedure Law regulates choice of court
issues and is in favour of ‘party autonomy’. It states that:

the parties to a contract may choose through agreement stipulated in the
written contract the people’s court in the place where the defendant has
his domicile, where the contract is performed, where the contract is
signed, where the plaintiff has his domicile or where the object of the
action is located to have jurisdiction over the case, provided that
the provisions of this Law regarding jurisdiction by level and exclusive
jurisdiction shall not be violated.*

Article 243 deals with lawsuits brought against a defendant who is not
domiciled in the People’s Republic of China concerning a contractual dispute
or other disputes over property rights and interests. The defendant shall be
sued in the courts where the contract is signed or performed, where the object
of the action is located, where the defendant’s distrainable property is
located, where the infringing act takes place, or where the representative
agency, branch or business agent is located.

Moreover, Article 244 of the Civil Procedure Law specifically applies to
international cases, requiring that parties should choose the court which
has substantial connection with the disputes.”’ Article 246 of the Civil Pro-
cedure Law provides that ‘Lawsuits initiated for disputes arising from the
performance of contracts for Chinese-foreign equity joint ventures, or
Chinese-foreign contractual joint ventures, or Chinese-foreign cooperative
exploration and development of the natural resources in the People’s Repub-
lic of China shall be under the jurisdiction of the people’s courts of the
People’s Republic of China’.

In the author’s opinion the jurisdiction provision in Civil Procedure Law is
vague when referring to international contracts for the sale of goods. With
emerging electronic contract disputes the Civil Procedure Law will appear to
be increasingly insufficient. Although the Chinese Electronic Signature Law
doesn’t deal with any jurisdiction issues, China has tried to establish some
regulations governing the internet with, for example, the Management of
Chinese Computer Information Networks connected to International
Networks Regulation,” as well as the Computer Information Network and
Internet Security, Protection and Management Regulation.”® These two
regulations cover both civil and criminal issues. However, the rules relating to
jurisdiction are still largely insufficient. There are specific rules to determine
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which law should apply, such as Article 15 of the Management of Chinese
Computer Information Networks Regulation which states vaguely that those
who violate these regulations while at the same time breaking other relevant
laws and administrative rules and regulations shall be punished in accordance
with the relevant laws and administrative rules and regulations.

Overall, according to Chinese law, there are six basic principles to deter-
mine the jurisdiction: the domicile principle,** the personal jurisdiction
principle,” the freedom of choice principle,” the principle of related loca-
tion,” the exclusive jurisdiction principle®® and the territorial jurisdiction
principle.” The fundamental jurisdiction rule in Chinese conflict of laws is
that a civil suit against a Chinese citizen comes under the jurisdiction of the
court at the place where the defendant is domiciled or, if not the same, under
the jurisdiction of the people’s court at the place of his regular abode or
residence.'”

10.1.4 Summary: a comparative study

The EU and US both signed the Hague Convention on Choice of Court
Agreements in 2009, which is considered an important step in the improve-
ment of harmonisation of private international law. Compared to the
EU special jurisdiction approach, the US specific jurisdiction approach is
different. The Brussels I Regulation in the EU provides comprehensive rules
on judicial co-operation between Member States, while the US adopts a
market-oriented jurisdiction approach. For example, the US employs Zippo,
‘effects’ and ‘targeting’ tests determining internet jurisdiction, and the EU
specifies classical general and special jurisdiction rules in the Brussels I
Regulation.

Moreover, both the US and the EU have appeared to be applying their
individually developed standards of determining jurisdiction in the context
of conventional contracts to the jurisdictional problem of e-commerce. It
may be necessary either to reform the law by modifying the normal rules on
jurisdiction, or to reform the law by introducing a special regime of rules of
jurisdiction for cases of electronic contracting. For the former, a new rule
could be introduced into Article 5(1)(b) of the Brussels I Regulation, which
would provide how to define the place of performance for digitised products
and services. Some scholars have argued that this would be to treat electronic
commerce contracts differently from other contracts, which goes against the
current philosophy of Article 5(1).!"" In the author’s view, to a broader
respect, this would not be contrary to the fundamental principle that con-
tracts can be formed by electronic means. But in a narrower view, electronic
contracting or transactions do have their unique characters. However, the
creation of a special regime of jurisdiction rules for e-commerce cases is a
process which is time and money consuming. Even if efforts were made to
draft a specific regulation or convention it would still take time and effort to
come into force. It is conceivable that in future the new fast-developing



Resolving electronic commercial disputes 139

electronic communication industry will develop further techniques that
would clearly indicate that existing laws were no longer suitable or applicable.
A special regime of jurisdictional rules for electronic commerce would then
be introduced on the ground that traditional territorially based concepts of
jurisdiction were not entirely appropriate anymore to regulate cyberspace.

Compared with the EU and the US, China has a very similar approach,
which comprises party autonomy, general jurisdiction and special jurisdic-
tion. However, unlike the EU, China has no specialised comprehensive single
law or regulation in the matter of jurisdiction. Such an instrument should
be established in China in the future, learning from the experience of the EU
and the US.

10.2 Applicable law for internet-related disputes

Applicable law (also called ‘choice of law’) is another issue within the regime
of private international law or conflict of law. It means which law is chosen to
resolve the dispute. Usually after deciding which court will hear the case (that
is jurisdiction), the parties will need to be certain about which law will apply
to the case. When parties make a choice of jurisdiction to hear the case,
for example, the High Court of England, they usually intend to choose the
corresponding law in that country, for example, English law, or vice versa.
However, it is not absolute.

Regarding internet choice of law, the location and timing of contract
negotiation and communication play an important role in the applicable
law analysis for contracts. Generally, the location, where contracting occurs,
provides the substantive law that governs the agreement under the rules of
private international law; hence, the place of contracting determines the
outcome. In determining the applicable law to online as opposed to offline
commercial transactions the difference only arises when transactions involve
digitised goods with electronic delivery.

10.2.1 EU

In the EU the EC Directive on Electronic Commerce does not include a
choice of law provision but there is a ‘country of origin’ principle. It refers to
the applicable law for service providers, stating that ‘each Member State shall
ensure that the information society services provided by a service provider
established on its territory comply with the national provisions applicable in
the Member State in question which fall within the coordinated field’,'*
which relates to ‘online activities’, such as ‘online information, online adver-
tising, online shopping, and online contracting’.!®® The ‘country of origin’
principle aims to regulate the conduct of service providers in general, but not
specifically contracting parties in electronic transactions. Thus, the ‘country
of origin’ principle does not affect the application of the law chosen by the
parties to govern a contract.'®
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One of the most important instruments regulating applicable law in the EU
is the Rome Convention of 1980 (the Rome Convention).!” It is an inter-
national agreement on uniform conflict of law rules in contract. According to
Article 1 of the Rome Convention, the Rome Convention ‘shall apply to
contractual obligations in any situation involving a choice between the laws
of different countries’. The Rome Convention specifies rules of applicable law
in a clear structure. Firstly, Articles 3 and 4 are the core provisions of the
Convention. Article 3 deals with the applicable law chosen by the parties
while Article 4 contains the provisions for ascertaining the applicable law in
the absence of choice. Secondly, there are provisions dealing with the manda-
tory rules of the forum (or of another country) or public policy. Thirdly,
choice of law rules apply to specific aspects of a contract, such as material
and formal validity, interpretation, performance and the quantification of
contractual damages.

In the early 2000s, the European Economic and Social Committee and the
European Parliament were in favour of converting the Rome Convention of
1980 into a Community Regulation and modernising certain provisions of
the Rome Convention, making them clearer and more precise. The proposal
for a ‘Regulation of the European Parliament and the Council on the Law
Applicable to Contractual Obligations (Rome I)’,'% was finally adopted by
the Commission on 15 December 2005 in Brussels. The Vice-President said:
‘By providing foreseeable and simplified rules, the Rome I proposal on the law
applicable to contracts will enable Europe’s citizens and firms to make more
of the possibilities offered by the internal market’.!””

On 17 June 2008 the European Commission adopted the Regulation of the
European Parliament and the Council on the law applicable to contractual
obligations (Rome I).'”® The Rome I Regulation replaced the Rome Conven-
tion in Member States except for those Member States that fall within the
territorial scope of the Rome Convention and to which Rome I does not
apply by virtue of Article 299 of the EC Treaty.!” Rome I shall apply to
contracts concluded after 17 December 2009.'"°

The Rome I Regulation intends to establish consistency with the Brussels I
Regulation with regard to the relationship between jurisdiction and choice of
law. As provided by Recital 7 of the Rome I Regulation, ‘the substantive
scope and the provisions of this Regulation should be consistent with Coun-
cil Regulation (EC) No 44/2001 of 22 December 2000 on jurisdiction and the
recognition and enforcement of judgments in civil and commercial matters'"!
(Brussels I)’.

The Rome I Regulation, just like the Rome Convention, does not specifically
deal with electronic commercial transactions. However, it provides the provi-
sions relating to the choice of law rules for reference in online contracting. Just
as in normal contracts, contracts made via electronic communications may
also insert a choice of law agreement/clause. In the absence of a choice of law
clause it will be even more difficult to determine applicable law than for
normal contracts due to the unique features of electronic communications.
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The modernisation and radical reform of Article 3 on choice by the parties
of the applicable law, Article 4 concerning determination of the applicable
law in the absence of choice and Article 5 on consumer contracts,'’? may
make it clearer and easier to ascertain the applicable law for an e-contract

than the Rome Convention.

The applicable law in cases of choice

Article 3 of the Rome I Regulation attempts to strengthen the freedom of
parties in the business world to choose the applicable law. Article 3(1) and (2)
of the Rome I Regulation have slightly changed the wording but retained the
same meaning as that of the Rome Convention. Article 3(3) and (4) of the
Rome I Regulation replace Article 3(3) of the Rome Convention, providing
more comprehensive rules on parties’ freedom of choice of law. Article 3(3)
and (4) enhance the provision that the chosen law should govern the law
rather than the law of the country that has more factual links unless it cannot
be derogated from by agreement according to a relevant rule.

Atrticle 3(1) is a fundamental rule providing party autonomy in choice of
law that ‘a contract shall be governed by the law chosen by the parties.
The choice shall be made expressly or clearly demonstrated by the terms of
the contract or the circumstances of the case. By their choice the parties
can select the law applicable to the whole or to part only of the contract’.
Contracts frequently contain different obligations, so the parties must have
freedom of subjecting the different obligations to different laws. That is
known as ‘splitting the applicable law’.!"® This may be divided into four dif-
ferent categories: first, it is possible to apply different laws to different aspects
of the same obligation; secondly, different terms of one contract may be
governed by different laws;!!* thirdly, different groups of obligations may
be governed by different laws;'' fourthly, the obligations of each party may
be governed by a different law.!°

Moreover, parties must have freedom to re-choose their chosen law. Article
3(2) further clarifies that the previous choice of law can be changed by the
agreement of the parties after the conclusion of the contract. By virtue of this
provision, the parties may, having included a choice of law clause in their
contract, subsequently decide to change the applicable law by a new mutual
agreement. Alternatively, in a situation where the contract does not include a
choice of law, the parties may agree on the applicable law at some later stage.
If parties are free to decide on the applicable law, there is no reason why they
should not be able to change it.!"”

In the author’s opinion, the recognition of electronic means adopted by the
Choice of Court Convention should also be used in Choice of Law. The rules
concerning the choice of law in the online world can best be explained by
the most recent international legislation: the UN Convention on the Use of
Electronic Communications in International Contracts (the UN Conven-
tion). In the electronic commerce environment parties have the same freedom
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to include a choice of law clause when concluding contracts online because
the UN Convention explicitly employs ‘party autonomy’ in the choice of a
party’s place of business. Thus, party autonomy is the core principle of the
UN Convention. Furthermore, parties can amend their choice of law clause.
The new choice of law clause that parties agree will not affect the validity of
the contract. The provision of ‘error in electronic communications’® in the
UN Convention supports the above principle. It provides that the informa-
tion system should provide the other party with an opportunity to correct the
input error. Thus, parties might have an opportunity to add or amend a
choice of law clause in the ‘addition information’ or ‘comments’ space box on
the website, or they might enclose or upload a document expressing the inten-
tion to change the applicable law, or they might put forward another email
followed by their transaction noticing the amendment of the applicable law.
However, that, which party’s proposal prevails, also depends on the rules of
battle of forms previously discussed in Part II.

Applicable law in the absence of choice

With regard to the applicable law in the absence of choice, according to
Atrticle 4(1) of the Rome Convention, the law of the country where it is most
closely connected governs the contract. The closest connection is a vague
formula because it leaves it to the courts to weigh up the factors that deter-
mine the ‘centre of gravity’ of the contract.!”” To consolidate certainty Article
4(2) of the Rome Convention establishes a general presumption that ‘the
contract is most closely connected with the country where the party who is to
effect the performance which is characteristic of the contract has, at the time
of conclusion of the contract, his habitual residence’. The Rome I Regulation
deleted Article 4(1) of the Rome Convention, replacing it with more precise
rules whose ‘proposed changes seek to enhance certainty as to the law by
converting mere presumptions into fixed rules and abolishing the exception
clause’.'® For a contract of sale or the provision of services the Rome I
Regulation has reserved the rule in the Rome Convention whereby the applic-
able law is the law of the place where the party performing the service charac-
terising the contract has his habitual residence.'?' It provides that ‘a contract
of sale shall be governed by the law of the country in which the seller has his
habitual residence’.'” Where characteristic service of the contract cannot be
identified the contract ‘shall be governed by the law of the country where it is
most closely connected’.'?

As illustrated above, Article 4 of the Rome I Regulation aims to specify the
rules applicable, in the absence of a choice, as precisely and foreseeably as
possible so that the parties can decide whether or not to exercise their choice.
To assist the application of Article 4, the Proposal also inserted a new provi-
sion of the interpretation of ‘habitual residence’ under Article 19, which is
identical to Article 4(2) of the Rome Convention. Article 19(1) of the Rome I
Regulation provides that the principal establishment of companies shall be
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considered to be the habitual residence, or the habitual residence will be
deemed to be the one of a subsidiary/branch, if the contract was made in
the course of operation or performance that was the responsibility of that
subsidiary/branch. The difference from the Rome Convention is that Article
19(2) of the Rome I Regulation provides that ‘where the contract is concluded
in the course of the operations of a branch, agency or any other establish-
ment, or if, under the contract, performance is the responsibility of such a
branch, agency or establishment, the place where the branch, agency or any
other establishment is located shall be treated as the place of habitual
residence’, whilst Article 4(2) of the Rome Convention would determine it as
the principal place of business.

With regard to requirements as to form, however, the Proposal did not
expressly set out the ‘function equivalent’ rule for electronic mails. The Inter-
national Chamber of Commerce (ICC) and the UK Government responded
to the Green Paper on the conversion of the Rome Convention into a
Community instrument'?* (hereafter Green Paper) on whether Article 9 of
the Rome Convention'® should be reformed. According to the opinion of the
ICC and the UK, Article 9 adequately covered contracts concluded by email,
thus, there should be no need to modify this article."*® A contract concluded
by email in the same country or different countries shall be valid if it satisfies
the formal requirements of the law of either of those countries. Moreover, the
Green Paper advises that ‘as regards contracts concluded at a distance (by
fax, mail or email, for example), there is a place of conclusion for each party
in the contract, which further multiplies the chances that the contract is valid
as to form. This solution has made it unnecessary to take a more or less
artificial decision on the location of a contract between distant parties’.!?’

In the author’s view, Article 9 of the Rome Convention was drawn up
before electronic contracts came into common practice; thus, the determin-
ation of the place of conclusion is different from that of offline. According
to the UN Convention on the Use of Electronic Communications in
International Contracts, the place of dispatch or receipt of an electronic
communication is the place where the party has its place of business,'* but if
the party does not have a place of business, reference should be made to his
habitual residence.'® It might be advisable for Article 9 of the Rome Conven-
tion to contain an additional rule by adding the law of the country where
either of the parties has its habitual residence. It would thus constitute three
laws for formal requirements as to form: the law which governs it under this
Regulation; the law of the country of the place of conclusion; and the law of
either party’s habitual residence.'*

The Commission of the European Communities amended Article 9 of the
Rome Convention in Article 10 of the Proposal for a Regulation of the Euro-
pean Parliament and the Council on the law applicable to contractual obliga-
tions (Rome I),"*! adding ‘habitual residence’ as a linking factor. Article 10 of
the proposal is adopted in Article 11 of the Rome I Regulation, which is more
accurate but without substantially changing the content. It provides that:



144 Dispute resolutions

1. A contract concluded between persons who, or whose agents, are in
the same country at the time of its conclusion is formally valid if
it satisfies the formal requirements of the law which governs it in
substance under this Regulation or of the law of the country where it
is concluded.

2. A contract concluded between persons who, or whose agents, are in
different countries at the time of its conclusion is formally valid if
it satisfies the formal requirements of the law which governs it in
substance under this Regulation, or of the law of either of the coun-
tries where either of the parties or their agent is present at the time of
conclusion, or of the law of the country where either of the parties
had his habitual residence at that time.

3. A unilateral act intended to have legal effect relating to an existing or
contemplated contract is formally valid if it satisfies the formal
requirements of the law which governs or would govern the contract
in substance under this Regulation, or of the law of the country
where the act was done, or of the law of the country where the person
by whom it was done had his habitual residence at that time.'*

In the author’s opinion, a subsidiary rule concerning the validity of electronic
communications should also be addressed in Article 11 of the Rome I
Regulation — that a choice of law clause shall be valid both in writing and by
electronic means. Employing a provision from Article 3(c) of the Choice of
Court Convention, it can be proposed that:

A choice of law agreement can be concluded or documented:

1) in writing; or
2) by any other means of communication which renders information
accessible so as to be usable for subsequent reference;'>

With regard to applicable law in electronic contracts determining the applic-
able law in absence of choice is a two-stage exercise: firstly, the seller’s habitual
residence needs to be ascertained; secondly, if the seller’s habitual residence
cannot be determined, the court will identify the characteristic performance of
the contract, the country of the party who is to effect it and determine the
law which is most closely connected to the contract. Compared to the Rome
Convention, which starts with the close connection principle, the Rome I
Regulation explicitly expresses that ‘the contract shall be governed by the law
of the country in which the seller has his habitual residence’.** With regard
to consumer contracts, Article 6 of the Rome I Regulation clearly provides
that ‘a contract shall be governed by the law of the country where the
consumer has his habitual residence’. Overall the Rome I Regulation is more
precise for parties to determine the applicable law in both B2B and B2C
commercial matters.
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10.2.2 US

Unlike the EU, the US has a special provision governing choice of law in the
Uniform Computer Transactions Act (UCITA). Although UCITA only
applies to computer information transactions such as computer software,
online databases, software access contracts or e-books!* involving licensing
contracts, the choice of law provision of UCITA can be learned or adopted in
general electronic contracting for the reason that the feature of concluding
contracts with transferring products online will be identical to that of
transacting computer information. Without a uniform piece of the US
Private International Law, traditional uniform commercial laws, such as the
Uniform Commercial Code (UCC) and the Second Restatement, have to
be employed to determine applicable law to contracts concluded and
performed electronically.

Similar to the EU there are two core doctrines in ascertaining applicable
law: freedom of choice and absence of choice. Freedom of choice, so-called
‘party autonomy’, is the fundamental rule. It means that the parties are free
to select the law governing their contract, subject to certain limitations.'*
Party autonomy is recognised by §109(a) of UCITA, §187 of the Second
Restatement as well as by §1-105 of the Uniform Commercial Code.'”’ In
the absence of parties’ choice, §109 of UCITA and §188 of the Second
Restatement deal with it.

The applicable law in cases of choice

With regard to the applicable law in cases of choice, §1-105 of the Uniform
Commercial Code provides that ‘the parties may agree that the law either of
this state or of such other state or nation shall govern their rights and duties’.
The Second Restatement, §187(1) also provides that ‘The law of the state
chosen by the parties to govern their contractual rights and duties will be
applied if the particular issue is one which the parties could have resolved by
an explicit provision in their agreement directed to that issue’. The Second
Restatement, §187(2) further requires that the party’s choice should have a
close relationship either to them or to the transaction, or there should be a
‘reasonable basis’, and not be contrary to ‘a fundamental policy of a state’.!*
The UCITA expressly deals with choice of law issues. UCITA, §109(a) states
that ‘parties in their agreement may choose the applicable law’, but such
choices are not enforced if they are determined to be unconscionable.'*
Under §105(b), a court will also refuse to recognise the chosen law if it vio-
lates the fundamental public policy of the forum state.

As illustrated above, it is similar to the Rome I Regulation in the EU
that the US laws favour and respect the election of the applicable law by
contracting parties. However, the limitation of freedom of choice in the EU
and US is different in two aspects: firstly the US requires that the state of
the choice of law must have a substantial relationship to the parties or
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transactions with a reasonable basis, whilst the EU does not require for the
chosen law to have any real connection with the parties or the subject matter
of their contract;'* secondly, in the US the Second Restatement excludes
the choice of law if it contradicts the ‘fundamental policy’ of the state whose
law would be applicable to the contract in the absence of any choice by the
parties, whilst in the EU, the Rome Convention prevents the parties opting
out of the mandatory rule. To illustrate the ‘mandatory rules’ of the Rome
Convention, if contracting parties A and B choose the law of Country B as
their governing law, but the law of Country A contains mandatory rules,
the mandatory rules of Country A will override any different rule in the law
of Country B.

The basic methodology in choice of law is to characterise the issue or
question to fit into a category, to determine the connecting factor for that
category, and then to apply the law indicated by that connecting factor.'"!
Many disputes involving e-commerce arise between parties who are bound by
a contract that specifies the terms and conditions upon which they have
agreed to interact. Frequently the contract itself may provide that any dispute
arising from it is to be heard in the courts of a specified state (i.e. choice of
forum or forum selection clause) and is to be determined under the substan-
tive laws of a specified state (i.e. choice of law clause).'*? Generally, contract-
ing parties will choose the applicable law on the basis of the place of contract
formation, the place of performance, domicile or the state of incorporation,
corporate headquarters and branches.

It may be difficult to determine whether the parties have genuinely con-
sented to a choice of a particular law which appears as a standard term on the
seller’s website and which might not be immediately visible to the buyer. It
becomes therefore a primary concern that a choice-of-law clause contained
on an internet site, or included in an email, was sufficiently visible and actu-
ally represents the bilateral consent of the parties. Take a clickwrap agree-
ment as an example: a choice of law clause is included by the seller on his
website but is not directly visible on screen and can only be seen when scroll-
ing down the screen or clicking on a separate link. The seller alleges that the
buyer consents to the clause when he concludes the contract, even though he
never properly reads that clause. So can it be deemed to be lack of parties’
consent? If the seller performs his duty of making a contract available
online,'* that is, the buyer can get back to the terms and conditions on the
website any time he wants (even after the contract is concluded), then it will
be the buyer’s responsibility to make sure of the choice of law clause before
he clicks the ‘I agree’ button. Once clicking the ‘I agree’ button, the parties
will be deemed to have consented to the terms and conditions.

The applicable law in absence of choice

The Uniform Commercial Code, §1-105 provides that in absence of a choice
of law agreement ‘this Act applies to transactions bearing an appropriate
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relation to this state’. Under §188 of the Second Restatement, where a choice
of law provision is absent from a contract, the court has to determine whether
to apply the substantive laws of one state over another in resolving the issues
presented before it. The Second Restatement, §188(1) determines the applic-
able law in absence of effective choice by the parties, providing that ‘“The
rights and duties of the parties with respect to an issue in contract are deter-
mined by the local law of the state which, with respect to that issue, has
the most significant relationship to the transaction and the parties under the
principles stated in §6’.'* The Second Restatement, §188(2) further provides
the connecting factors in determining the applicable law in the absence of
choice, including ‘(a) the place of contracting, (b) the place of negotiation of
the contract, (c) the place of performance, (d) the location of the subject
matter of the contract, and (e) the domicile, residence, nationality, place of
incorporation and place of business of the parties. These contacts are to be
evaluated according to their relative importance with respect to the particular
issue’. According to §188(3) the local law of this state will usually be applied,
if the place of negotiating the contract and the place of performance are in
the same state.'?

Furthermore, both the Second Restatement, in §191, and the Uniform
Commercial Code (UCC), in §1-105(1) in combination with §2-401,
deal with the sale of goods. The Restatement provides, subject to the usual
exception in favour of an express choice by the parties or a more significantly
related law, that the law of the place should be applied ‘where under the items
of the contract the seller is to deliver the chattel’. The UCC, §1-105(1)
provides for the application of forum law whenever the transaction bears an
‘appropriate relation’ to the forum. !4

However, while §188 governs contracts of sale for both goods and services,
§191 specifically regulates the sale of goods, §204 provides, for all contracts,
that a contract should be construed under the law generally applicable under
§188 (the place of the most significant relationship) and §191 provides a
reference to the place of delivery that the:

validity of a contract for the sale of an interest in a chattel and the rights
created thereby are determined, in the absence of an effective choice of
law by the parties, by the local law of the state where under the terms of
the contract the seller is to deliver the chattel unless, with respect to the
particular issue, some other state has a more significant relationship
under the principles stated in §6 to the transaction and the parties, in
which event the local law of the other state will be applied.

However, the case law largely ignores the Second Restatement provisions and
refers questions of construction either to the contract’s ‘centre of gravity’,'¥’
or the law of the place of making,'®® whereby the two often coincide on the
facts of a given case.'¥

With regard to digitised goods and services, §109(b)(3) of the UCITA
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provides that ‘In the absence of an enforceable agreement on choice of law,
the following rules determine which jurisdiction’s law governs in all respects
for purposes of contract law: the contract is governed by the law of the
jurisdiction having the most significant relationship to the transaction’, while
§109(b)(1) and (2) specifically refers to the location of the licensor in an access
contract and the location of the physical delivery in a consumer contract.'
In the author’s view the action and nature of a licensor who transfers
computer information and electronically delivers a copy of software con-
taining information, is identical to that of a seller concluding a contract
online with electronic delivery of goods. Thus, if the law of the place where
the licensor is located governs the applicable law, then it can be presumed that
the law of the place where the seller is located should govern the applicable
law. In this case where a party is located should be understood as where he
has a place of business.'!

Under the UCITA, in the absence of an applicable choice-of-law provision,
the law of a foreign jurisdiction will apply only if it provides substantially
similar protections and rights to a party located in a domestic jurisdiction.!
§109(d) further provides that ‘a party is located at its place of business if it
has one place of business, at its chief executive office if it has more than one
place of business, or at its place of incorporation or primary registration if
it does not have a physical place of business. Otherwise, a party is located at
its primary residence’.

As illustrated above ‘the most significant relationship to the transaction’ is
a connecting factor to determine the applicable law in the absence of choice
both online and offline. The ‘most significant relationship’ test requires
consideration of factors including:

place of contracting; place of negotiation; place of performance;
location of the subject matter of the contract; domicile, residence,
nationality, place of incorporation and place of business of one or both
parties; needs of the interstate and international systems; relative inter-
ests of the forum and other interested states in the determination of the
particular issue; protection of justified and other interested states in the
determination of the particular issue; protection of justified expectations
of the parties; and promotion of certainty, predictability and uniformity
of result.'

However, the ‘place of contracting’ appears to be the weakest basis for party
autonomy; such a contract is easy to manipulate and may result in an ‘inter-
state contract’, that is a contract that becomes valid by virtue of the interstate
factor although it would be defective in any state with a more real connection.
With regard to ‘place of performance’, for instance, if the seller A sold the
software to the buyer B in the US and installed it in London, under these
circumstances, where was the contract performed? It is hard to determine. It
should be suggested that the instalment agreement alongside the sales of
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goods contract is deemed to be the secondary agreement, thus the place of
performance is regarded to be the place of performance of the main contract —
that is, in the US.

To summarise, in the US the contract will be governed by the law of the
country where it has the most significant relationship to the contract,
which is identical to the closest connection principle in the EU. Further-
more the law where the licensor is located, which is at his place of busi-
ness, will govern the contract under Article 109 of UCITA. According to
the findings in the applicable law in B2B electronic contracts, the place that
has the most significant relationship to the contract or transaction would
be the seller’s place of business. Thus, the law of the country that has the
closest relationship to electronic contracts or transactions should be the
law of the seller’s place of business, which is compatible with the Rome I
Regulation.

10.2.3 China

In China the two general principles to determine applicable law in con-
tracts are the same as those in the EU and US: first is party autonomy
that parties are free to choose the applicable law governing the contract;
second, the closest connection or the most significant relationship to the
contract or transaction is regarded as a linking factor to determine the
applicable law in absence of choice. However, China is a civil law country
with written laws. There would be no choice of law contracting matters in
China unless the contract includes an ‘international’ factor.* A contract is
deemed to be ‘international’ when (a) at least one party is not a Chinese
citizen or legal person, (b) the subject matter of the contract is in a third
country (i.e. the goods to be sold or purchased are located outside of
China), or (¢) the conclusion or performance of the contract is made in a
third country.'*

Party autonomylfreedom of choice

With regard to applicable law in foreign contracts, the National People’s
Congress of the People’s Republic of China enacted a unified Contract
Law,'*® which has been in force since 1 October 1999. Article 126 of the
Chinese Contract Law provides that ‘Parties to a foreign related contract may
select the applicable law for resolution of a contractual dispute, except other-
wise provided by law’.'” Furthermore, Chapter VIII of General Principles of
Civil Law of PR. China'*® determines which applicable law should be applied
in civil relations with foreigners. Article 145 of the General Principle of Civil
Law provides that ‘the parties to a contract involving foreign interests may
choose the law applicable to settlement of their contractual disputes, except
as otherwise stipulated by law’.
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Applicable law in absence of choice

To determine applicable law in absence of choice, Article 126 of the
Chinese Contract Law provides that ‘If the parties to a contract involving
foreign interests have not made a choice, the law of the country to which
the contract is most closely connected shall be applied’.’® It then further
tackles specific points, such as ‘the contracts for Chinese-foreign equity
joint ventures, Chinese-foreign contractual joint ventures and Chinese-
foreign cooperative exploration and development of natural resources to be
performed within the territory of the People’s Republic of China shall
apply the laws of the People’s Republic of China’.'®® Article 145 of the
General Principle of Civil Law also provides that ‘the parties to a contract
involving foreign interests may choose the law applicable to settlement of
their contractual disputes, except as otherwise stipulated by law; If the
parties to contract involving foreign interests have not made a choice, the
law of the country to which the contract is most closely connected shall
be applied’.

The Supreme Court of China has accepted the idea of applying
characteristic performance in order to achieve a more efficient determination
of the applicable law under the ‘closest connection’ rule. It decided to make it
one of the standards used to judicially determine the applicable law. The
reason for the Supreme Court’s adoption of the characteristic performance
based criteria is twofold: firstly, it makes the determination more objective
by limiting the discretionary powers of the courts when determining the
applicable law. Secondly, this approach will improve the result’s certainty,
predictability and uniformity.''

The Supreme Court explains the characteristic performance that in a con-
tract for the international sale of goods the law that is most closely connected
with the contract is the law of the seller’s place of business at the conclusion
of the contract. If, however, the contract was negotiated and concluded in
the place of the buyer’s business, the applicable law shall then be that of the
place of the buyer’s business.'®> A foreign law cannot be chosen as the applic-
able law if it violates the social public order of China. At the time of conclud-
ing contracts in international sale of goods online, the seller may sit at his
place of business, communicating electronically with the buyer who may sit at
his place of business. The electronic contract will then be without the seller
and buyer’s physical presence. Thus, the Chinese Supreme Court’s rationale is
not applicable to electronic contracting. In an electronic contract the applic-
able law is the law of the seller’s place of business before or at the conclusion
of the contract. In short, ‘party autonomy’ is the principle of ascertaining the
applicable law, whereas ‘closest connection’, the same as the EU and US, is
the factor to determine the applicable law in absence of choices. The closest
connection to the contract concluded online should be the seller’s place of
business, if not his habitual residence.
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10.2.4 Summary: a comparative study

The EU, US and Chinese choice of law systems are all in favour of party
autonomy. The parties are free to choose the governing law and state it in the
contract (in cases of express choice or its equivalent). Otherwise the contract
will be governed by the law of the country with which the contract is most
closely connected or has the most significant relationship to the transaction
in cases of absence of express choice. In the author’s opinion the place of
business and the place of performance are more difficult to determine in
electronic transactions. Generally, traditional choice of law principles should
still apply to electronic contracts if the delivery of goods involves physical
transfer. However, due to the complex and unique nature of online contract-
ing when involving electronic delivery it is necessary to further establish or
clarify the methods of determining the applicable law to e-contract disputes.
For instance, in the absence of a choice of law clause in electronic contracts,
how do we ascertain the ‘most closely connected’ factor over the internet in
order to determine the applicable law?

In the absence of choice of law the law of the country which is most closely
connected with the contract will govern the contract. This will be determined
by looking at the most closely connected factors: where is the place of per-
formance and do the defendant’s activities have effects in that state? Accord-
ing to the findings in the EU, US and China, the seller’s place of business
seems to be the most enduring connecting factor, which has the economic
impact on its area, thus the law of the seller’s place of business should be the
law governing B2B electronic contracts in the absence of a choice of law
clause.

10.3 Online dispute resolution

In the 1980s, alternative dispute resolutions (ADR) were most commonly used
to resolve international commercial transactions disputes rather than cross-
border litigation. ADR, including arbitration, mediation/conciliation and
negotiation, is considered more efficient, flexible, confidential and less costly,
compared with traditional litigation. ADR can avoid the long court proceed-
ings for international disputes which are affected by the conflicts of jurisdic-
tion and choice of law. International instruments have been developed
to promote the harmonisation of international ADR practices, such as the
1958 New York Convention on the Recognition and Enforcement of Foreign
Arbitral Awards; the UNCITRAL Model Law on International Commercial
Arbitration 1985 and the UNCITRAL Model Law on International
Commercial Conciliation 2002.

In the early 1990s global internet transactions or usages increased the
probability of cross-border disputes. Parties situated in different continents
may be opposed over small claims or cyber-related issues. These kinds of
disputes challenge the traditional dispute resolutions because:
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1) Different countries have different rules for trade and various prohibitive
costs of legal action across jurisdictional boundaries;

2) Much less obvious localisation factors on the internet cause difficulties
in determining the place of business or the place of performance in
cyberspace due to the boundless internet that may be accessed from
anywhere in the world;

3) Cyber-related disputes may require a legal expert who is equipped to
adapt to the diverse evolving technological, social nature and commercial
practice of cyberspace.

So what will be the least costly but most efficient solution to resolve
e-disputes?

The modernisation of ADR — online dispute resolutions (ODR) — was
introduced in the mid-1990s by the Virtual Magistrate at Villanova
University, the Online Ombuds Office at the University of Massachusetts,
the Online Mediation Project at the University of Maryland, and the Cyber-
Tribunal Project at the University of Montreal, Canada.'® It aims to provide
more efficient, cost effective and flexible dispute resolutions in the informa-
tion society. ODR takes advantage of this, a resource that extends what we
can do, where we can do it, and when we can do it."* The ABA Task Force on
E-Commerce and ADR provides a generic definition of ODR:

ODR is a broad term that encompasses many forms of ADR and court
proceedings that incorporate the use of the internet, websites, email
communications, streaming media and other information technology as
part of the dispute resolution process. Parties may never meet face to face
when participating in ODR. Rather, they might communicate solely
online.'®

As defined in the ABA Task Force, ODR is also an extension of ADR —
online arbitration, online mediation and online negotiation — as well as an

application of cybercourts, although online litigation is not as common as
eADR.

10.3.1 Current legislation in the EU, US and China

EU

In the EU, ADR (in particular arbitration and mediation) use is encouraged
to resolve cross-border commercial disputes. The importance of arbitration
in the community is highlighted in the Commission’s Report on the Review
of the Brussels I Regulation on 21 April 2009 — that the Brussels I Regulation
has in specific instances been interpreted so as to support arbitration and the
recognition/enforcement of arbitral awards.'®® The Green Paper that accom-
panies this Report further explains, ‘however, addressing certain specific
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points relating to arbitration in the Regulation, not for the sake of regulating
arbitration, but in the first place to ensure the smooth circulation of
judgments in Europe and prevent parallel proceedings’.'®’

Another common method of ADR, mediation, is also encouraged by the
community in resolving civil and commercial matters. The EC Directive of
the European Parliament and of the Council on Certain Aspects of Mediation
in Civil and Commercial Matters (hereafter EC Directive on Mediation) was
approved by the European Parliament on 23 April 2008'®® and entered into
force in June 2008.'® The purpose of the EC Directive on Mediation is to
facilitate access to dispute resolution, to encourage the use of mediation, and
to ensure a sound relationship between mediation and judicial proceedings.!”
It is considered to be an achievement of regulating out-of-court dispute
resolutions. It is in favour of electronic communications and, to an extent,
online dispute resolution. It encourages the use of mediation in cross-border
disputes and the use of modern communication technologies in the medi-
ation process, which is reflected by Recitals (8) and (9) of the Mediation

Directive:'"!

(8) The provisions of this Directive should apply only to mediation in
cross-border disputes, but nothing should prevent Member States
from applying such provisions also to internal mediation processes.

(9) This Directive should not in any way prevent the use of modern
communication technologies in the mediation.!”

Moreover, the provisions of ‘ensuring the quality of mediation’'” and
‘information for the general public’'™ also indicate the support of using ODR
in the EU. For example, Article 4 of the EC Directive on Mediation encour-
ages Member States ‘by any means which they consider appropriate’ to
develop voluntary codes of conduct mediation services, as well as other
effective quality control mechanisms. In addition, Article 9 of the EC Direct-
ive on Mediation explicitly encourages Member States to make service and
contact information available to the general public ‘by any means which they
consider appropriate in particular on the Internet’.

In general, although there are no substantial ODR rules in the EC
Directive on Electronic Commerce, it encourages ODR practice by requiring
Member States to ensure that their legislation ‘does not hamper the use of
out-of-court schemes, available under national law, for dispute settlement,
including appropriate electronic means’.!” In addition, it requires Member
States to ‘encourage bodies, responsible for the out-of-court settlement of, in
particular, consumer disputes to operate in a way which provides adequate
procedural guarantees for the parties concerned’'’® and to ‘encourage bodies
responsible for out-of-court dispute settlement to inform the Commission of
the significant decision they take regarding Information Society services and
to transmit any other information on the practices, usages, or customs

relating to electronic commerce’.!”
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Us

In the US there is no uniform legislation regulating ODR services.
Self-regulation and adoption of best practice guidelines are the approaches
recommended by the American Bar Association (ABA).'® In 2002 the ABA
Task Force on Electronic Commerce and Alternative Dispute Resolution
final recommendations and report on disputes in electronic commerce
emphasised that an ODR transaction is ‘an e-commerce transaction in and of
itself”. The ABA essentially recommends best practice principles that ODR
providers should adhere to, such as adequate standards and codes of conduct
and the achievement of transparency through information and disclosure as
a basis to attain sustainability.'”” A non-profit, educational and informational
entity, IADR Centre, is also recommended by the Task Force.

The US self-regulation arbitration and mediation module rules from the
American Bar Association (ABA) and American Arbitration Association
(AAA) are most widely used in US ADR practices. In September 2005
the ABA adopted the Model Standards of Conduct for Mediators's
which specified nine standards of conduct for mediators — they are: self-
determination, impartiality, conflicts of interest, competence, confidentiality,
quality of the process, advertising and solicitation, fees and charges, as well as
advancement of mediation practice. The AAA also promulgated Commercial
Arbitration Rules and Mediation Procedures in 1999.

China

In China, on 31 August 1994, the Arbitration Law was promulgated by the
Chinese National People’s Congress with the aim of establishing a coherent
nationwide arbitral system, entering into force on 1 September 1995. The
establishment of online arbitration is subject to the restrictions and require-
ments due to different local market entries in different provinces in terms of
registration,'®! conditions for arbitrators’ appointment,'®? and requirements
of establishment.'s* To harmonise the standard of online arbitration practice
in China, China International Economic and Trade Arbitration Commission
(CIETAC) promulgated ‘Online Arbitration Rules’ on 8 January 2009, which
came into force on 1 May 2009. These Rules are formulated to arbitrate
online contractual and non-contractual economic and trade disputes and
other such disputes. The CIETAC Online Arbitration Rules apply to
resolution of disputes over electronic commerce transactions, and other eco-
nomic and trade disputes in which the parties agree to apply these Rules for
dispute resolution.'® The CIETAC has provided successful online arbitration
services on .CN domain name disputes since 2002, which offers an ODR
pioneer experience in China. The launch of the CIETAC online arbitration
rules can be deemed to be one of the outcomes of the harvest of CIETAC
ODR experience, and it will facilitate the development of online dispute
resolution in China.
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Mediation, different from arbitration, is used to resolve commercial dis-
pute resolution to maintain ongoing business relationships.'®® The Chinese
legislation is supportive of mediation in civil and commercial disputes. For
example, Article 51 of the Civil Procedure Law of the People’s Republic of
China'® permits the parties to ‘reach a compromise of their own consent’.
Article 49 of the Arbitration Law of the People’s Republic of China'®’
stipulates that parties may reach a private settlement even after the com-
mencement of arbitration proceedings. Article 25 of the Law of the People’s
Republic of China on Chinese-foreign Contractual Joint Ventures'®® also
provides that: ‘Any dispute between the Chinese and foreign parties arising
from the execution of the contract or the articles of the association for a
contractual joint venture shall be settled through consultation or mediation’.

There are not many ADR international instruments that China, the US
and the EU all agree on, but China, the US and most of the countries in
the EU including the UK have signed and ratified the 1958 Convention on
the Recognition and Enforcement of Foreign Arbitral Awards (hereafter the
New York Convention).'® The New York Convention is considered to be one
of the most successful conventions, which gives the certainty of recognition
and enforcement of a cross-border arbitral award. As the New York Conven-
tion was adopted long before the birth of the electronic communication
society it did not include the function equivalent rule to recognise the validity
of electronic arbitration agreements and awards. According to Article 2(1) of
the New York Convention each contracting state shall recognise an agree-
ment in writing. Online arbitration has been challenged as to whether the
electronic arbitration agreements and awards can meet the requirements on
the written form under the New York Convention. It is suggested that if the
digital arbitral awards can be printed and signed, it would satisfy the written
requirement. However, if electronic arbitration agreements and arbitral
awards can be treated as ‘electronic contracts’ their validity will be
automatically recognised by the UN Convention on the Use of Electronic
Communications in International Contracts and other national electronic
contract laws.

10.3.2 Global successful examples of ODR services

In the author’s view, up until 2009, the most successful ODR services in the
world are:

eBay and SquareTrade;

AAA (the American Arbitration Association) and Cybersettle;

3 ICANN (the Internet Corporation for Assigned Names and Numbers)
and WIPO-UDRP (the World Intellectual Property Organization —
Domain Name Dispute Resolution Policy);

4 CIETAC (China International Economic and Trade Arbitration Com-

mission); and HKIAC (Hong Kong International Arbitration Centre).

N —
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eBay and SquareTrade

eBay is one of the world’s largest online marketplaces providing trading
platforms and was established in 1995. SquareTrade is an industry-leader in
online merchant verification and dispute resolution, created in 1999. Both
eBay and SquareTrade are independent private companies. Although they are
engaged in different internet industries they have a common aim of promot-
ing customers’ confidence in doing busine